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PykoBozacTBO no akcnyartauuu WB-2P-LR5

1 BBeaeHwue
AHHoTaLus

CoBpeMEeHHble TEHEHLMN Pa3BUTKS CBSI3N AMKTYIOT orniepatopam Heo6xoAMMOCTb NOUCKa ONTUMaslbHbIX
peLLeHuid, N03BONSIOLLMX YA0BMNETBOPUTbL CTPEMUTE/ILHO BO3pacTatoLye NoTpebHOCT aBOHEHTOB, COXPaHSIS
npu 3TOM NPEEeMCTBEHHOCTb 6M3HEC-NPOLIECCOB, TMBKOCTb Pa3BUTUSI U COKPALLIeHNe 3aTpaT Ha
npefocTaB/ieHne pasnnyHbIX CEPBMUCOB. BecnpoBoHbIE TEXHOMOMMN B KOPOTKOE BPEMS MPOLLSIM OFPOMHbIA
NyTb OT HECTABW/IbHbIX HU3KOCKOPOCTHBIX CETEl CBA3M Maioro paguyca ao ceteit LM/, conoctaBuMbIX NO
CKOPOCTM C NPOBO/HbLIMM CETAMM C BbICOKMMY TPEBGOBAHUSIMM K KQUEeCTBY NPeoCTaB/IEHNS YCNYT.

WB-2P-LR5 — 310 aboHeHTCKast CTaHLmMs, OCHOBHOE NpeAHa3HavYeHne KOTOPOo — NOAK/IUEHME K
6ecnpoBogHoli cetn goctyna Wi-Fi. CeTb MOXET ObITb NOCTPOEHA C MCMOMb30BaHWEM 6a30BbIX CTAHLNIA.
KoHcTpykuma WB-2P-LR5 nmeeT repmeTuyHbIin Kopnyc, YTO npeanonaraet ycTaHOBKY YCTpolicTBa
NPenMyLLECTBEHHO Ha OTKPbLITOM TEPPUTOPUN B PA3/TUYHbBIX KITMMATUYECKNX YC/TOBUSX.

B HacTosLLEeM pyKOBOACTBE MO 3KCnyarauum U3foXeHbl HasHauyeHre, OCHOBHbIE TEXHUYECKNE
XapaKkTepuCTHKKN, KOHCTPYKTUBHOE UCMOJTHEHWE, MOPALO0K YCTaHOBKM, Npasuia KOH(OUIrypupoBaHus,
MOHUTOPWHIA U CMEeHbI NPOrpamMmmHoro obecneyeHnss aboHeHTckol ctaHumn WB-2P-LRS5.

YcnoBHble 0603HAYEHUA

MpumeyaHnst 1 NpeaynpexaeHns

© MpumeyaHus cogepxar BaHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCTOMb30BAHMIO 1
HacTpolike yCTpoicTBa.

© TMpeaynpexaeHys MHPOPMUPYIOT MO/b30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
YCTPOCTBY W YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEPE AaHHbIX.




PykoBozacTBO no akcnyartauuu WB-2P-LR5

2 OnucaHne nsgenus

2.1 Ha3HaueHue

AGOoHeHTckas ctaHumst WB-2P-LR5 (ganee «ycTpoiicTBo») paspaboTaHa A1 NpeaocTaBeHns 4ocTyna K
BbICOKOCKOPOCTHOW 6e30nacHoi 6ecnpoBoAHON CETU.

YctpoiictBo WB-2P-LR5 o6ecneunBaet AOCTYN K COBPEMEHHbIM MHTEPaKTUBHbIM cepBucam: ViHTepHeT, IPTV,
VolP.

WB-2P-LR5 nogkntoyaetcs kK 6a30B0i ctaHumm no TexHonorun Wi-Fi n pabotaeTt B guanasoHe Sun 6 I
(4acToTHbI ananasoH 5830-6150 My, noaaepxaH Ha ycTpoiictBax WB-2P-LR5 rev.B n WB-2P-LR5 rev.C).
Mpeanonaraetca ncnonb3oBaHne coBMecTHO ¢ WOP-2ac-LR5. Takke MOXET MCMNo/b30BaTbCA A4
opraHm3auunn 6ecnpoBOAHOIO MocTa Mexay YCTponcTBamu.

WB-2P-LR5 nogaepxunBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BOJISET NepesasaTb
Hanbonee BaXxHblli TpadnK B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTU3aumm NPOUCXOAUT HA OCHOBE
TexHonoruii QoS: CoS (cneunanbHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpPOICTBO MOXET paboTaTh B LLUMPOKOM AnanasoHe pabounx TemnepaTyp 1 BbICOKOI B1aKHOCTM (Napku,
3aBOfibl, CTAZMOHbI U T.04.).

MuTaHme yCcTpolcTBa OCyLecTBASETCS No TexHonorum Passive PoE 24 B.



PykoBozacTBO no akcnyartauuu WB-2P-LR5

2.2 XapakTepuCTUKN yCTPONCcTBa
Unmepcpelicbi:

* 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);
« Wi-Fi 5-6 'y, IEEE 802.11a/n/ac;
+ TexHonornyeckuii Wi-Fi 2.4 'y, 802.11b/g/n (nHTepdpeiic masioro paguyca AeicTeus 4s OCTUPOBKY U

HACTPOIiKN YCTpOIicTBa B Nepuog, MHCTansLmn).

MuTaHme ycTpolicTBa ocylecTBasieTcs yepes PoE-nHxektop 24 B ot cetn 220 B.

© YcTpoiicTBO BbINAET 13 CTPOS NPY MUTAHUN UHXEKTOPOM HAMPSHKEHWNS, OT/INYHBLIM OT 24 B!

1 ins WB-2P-LRS5 rev.C.

Cemesble (pyHKyUU:

+ paboTa B pexunme «<MocTa» Uin «mapLupytmsaropar;

+ pabota B pexume yctporictBa «Wi-Fi KnneHT» n «becnpoBogHOi MOCT»;

+ nogaepxka pexuma VLAN Trunk;

* noggepxka Management VLAN,;

« nopgaepxka General VLAN;

+ nopgaepxka Transparent Mode;

* nogaepxka VLAN Mapping;

* cTarnyeckas MapLupyTmsauus;

* nopAepxka pyHkumMn «becnpoBo4HON NPO3paYHbIi MOCT»,

* nogaepxka PPPoE-knneHTa;

* CUHXpOHM3aums BpemeHu no NTP;

* nopaepxka ctatuyeckoro agpeca v DHCP (DHCP-knmeHT Ha ctopoHe WAN, DHCP-cepBep Ha CTOpoHe
LAN);

* nogaepxka DNS;

* nogaepxka D-DNS;

* nogaepxka NAT;

* nogaepxka UPnP;

* CeTeBOl 3KpaH,;

* nogaepxka krnoHuposaHua MAC-agpeca Ha WAN-nHTepdgeiice;

* nopaepxka MexaHu3MoB kauecTBa o6cnyxmBaHus QoS (QoS no DSCP 1 802.1P).

* nopaepxka dyHkuuii IPTV (IGMP-proxy, UDP-to-HTTP proxy);

* nogaepxka MVR,;

* nopaepXkKa orpaHMyYeHns konmuecTsa nlydeHHbix MAC-agpecoB (MAC-learninig);

+ ob6HoBNeHue MO yepe3 web-nHTepdeliic;

+ nopgaepxka DHCP-based autoprovisioning;

* nogaepxka TR-069;

* yAaneHHbI MOHUTOPWHT, KOHCpUryprpoBaHme n HacTpolika: SNMP, web-uHtepdoeiic, Telnet, SSH.
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Ha prcyHKkax Hke npuBefeHbl CXembl NpuMmeHeHns obopynosaHns WB-2P-LRS.

CeTb

nposainepa

Wi-Fi 802.11a/n/ac (‘ «@ ,)

ADoOHeHTCKas

5GHz
CTaHuunA
‘ @ ’)) WB-2P-LR5

Touka goctyna
WOP-2ac-LR5 X Pok-uexrop

PoE 24 B

Ethernet 100/1000 Méwut/c

-

MK
dyHKUMOHa/IbHasA cxema ucrnosibzoBaHms WB-2P-LR5 6e3 mapuipyTtusaropa

CeTb

npoeaifepa

Wi-Fi 802.11a/n/ac (( « ’)
5GHz ABoHeHTCKas
CTaHuus
(( @ ,) WB-2P-LR5

Touka pocTyna

Ethernet 100/1000 M6uT/c

WOP-2ac-LR5 L A 3 PoE-uHxekTop
r MK ¢ Wi-Fi MapuwpyTuaatop
mogynem RG-4402G-W
r ﬁ C] hod
D_ H— 4 x " «O D
nK POTS nK STB NV

2x8,

dyHKUMOHaNbHas cxema mcnonb3osaHns WB-2P-LR5 ¢ mapLupyTtusatopom

BecnpoBsogHoii
,) MocCT ((
ABoHeHTCKan Bl 8 A6oHeHTCKas

cTaHumA cTaHuma
WB-2P-LR5 WB-2P-LR5

dyHKUMOHaNbHas cxema ucnonbsosaHnsg WB-2P-LRS ana opraHmsaumm 6ecnpoBogHOro Mocra



2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBozacTBO no akcnyartauuu WB-2P-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl LAN-uHTepcpelica Ethernet

Konunyectso nopToB

ANEeKTPUUYECKMii pazbem

CkopocTb nepegaun, Méut/c

lMNoppaepxka ctaH4apToOB

MapameTpbl 6ecnpoBogHOro nHTepelica

CraHpapTsl

YacToTHbIn AnanasoH, My,

Mopaynsuns

CkopocTb nepegayn gaHHblx, Mout/c

MakcmmasibHas BbIXofHasi MOLHOCTb NepegaTymka

YyBCTBUTE/ILHOCTbL NPUEMHUKA

Be3onacHocTb

XapaKTepmcm KN aHTEeHHbI

YcuneHue

RJ-45

10/100/1000, aBTOONpPEAENEHNE

BASE-T

802.11a/n/ac

5180-5825 MIyy

5180-6150 MI'y, (ansa ycTpoiicte WB-2P-LR5 rev.B, WB-2P-
LR5 rev.C)

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a: go 54 M6uTt/c
802.11n: go 300 MéuT/c
802.11ac: go 867 Mout/c

5-6 Ty
24 nbm (gns yctpolicte WB-2P-LR5, WB-2P-LR5 rev.B)

28 nbm (ans yctpoiicte WB-2P-LR5 rev.C)

5-6 I'Ty: -94 nbm

64/128/152-6utHoe WEP-undposaHne gaHHbix, WPA/
WPAZ2,ueHTpann3oBaHHas aBtopusaums yepes RADIUS-
cepsep (WPA/WPA2 Enterprise)

2x12 pbu



Monapusauns

Yron usny4eHus (ropmsoHTalbHas Nonsipu3aLms)

Yron nznyveHust (BepTukasibHas nonspusaLuns)

KCB

VimnepaHc

KoathpnumneHT 06paTHOro nanyyeHuns

YnpaBsneHue

YnaneHHoe ynpas/sieHne

OrpaHuyeHue gocTyna

OGwume napameTpbl

Mpoueccop

RAM

Flash

MuTtaHue

MoTpebnsiemas MOLLHOCTb

Pa6ounii ananasoH Temnepartyp

OTHOCUTENIbHAas BMaXKHOCTb

CTreneHb 3awuThl

raGaputbl (LLUXBXI)

Macca

PykoBozacTBO no akcnyartauuu WB-2P-LR5

AByXnonAapun3aynoHHada aHTEHHa

60°

15°

2.01

50 Om

>20 ab

web-nHTepdeiic, Telnet, SSH, SNMP (MoHuTOpWHr), TR-069

no napo’sto

Realtek RTL8197FS 1Ty,

128 MB

32 Mb

Passive PoE 24 B

He 6onee 8 Bt

0T -45 po +65 °C

[0 95%

IP54

80x282x66 mm

0,35 kr

10



PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

2.4 KOHCTPYKTMBHOE WCMNOJIHEHNE

YctporictBo WB-2P-LRS umeeT niacTukoBbIii KOpNyc B NPOMBILLIEHHOM UCNOTHEHUW. Pa3mep ycTpoicTBa
80x282x66 mMMm.

BHewHwuii Bug, yctpoiictea WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

EsEEns
os-nnll

BHewwHunin Bug, yctporictea WB-2P-LRS

Ha HxHel naHenn yctpoiictea WB-2P-LR5 pacnonoxenbl LAN-nopT 10/100/1000BASE-T (pasbem RJ-45) ans
NOAK/OYEHUS K BHYTPEHHEl ceTn 1 nuTaHnto PoE, knemma 3asemneHust (B ycTpoiictee WB-2P-LR5 rev.C) u
KHOMka cbpoca K 3aBoACckMM HacTpolikaMm («Reset»).

Pasbembl HMXHel naHenn WB-2P-LR5
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2.5 CaetoBas nHgukauus

BHewHuiA Bug, naHenn nHgnkaumm WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

PykoBozacTBO no akcnyartauuu WB-2P-LR5

BHewwHnin Bua naHenu nHankaumm WB-2P-LR5

TekyLLee COCTOSIHME YCTPOMCTBAa OTOBpaXaeTcs Npy NOMOLLM UHAMKATOPOB, PACNO/IOKEHHbIX Ha 3a4Hel
naHenu yctpoictea WB-2P-LRS. MepeyeHb MHAMKATOPOB U UX OnucaHne npuBeaeHsl B Tabnuue 2.

Tabnuua 2 — OnMcaHne UHOUKATOPOB 3a4Hei naHenm

O

Nupaukatop

Power — nHgukaTop nutaHusi u ctatyca
paboTbl ycTpoicTBa

LAN - nHankatop nopta LAN-
nHTepdeiica

CocTtosiHue
nHpMKaropa

3€e/1EHbIN, TOpUT
NOCTOSHHO

OopaHXeBblii, ropuTt
NOCTOSIHHO

KpacHbIi, roput
MOCTOSHHO

roput 3eneHbim (10,
100 M6wuT/c)/
oparxeBbimM (1000
M6uT/C)

mMuraet

OnucaHue

nuTaHWe NOAK/IHYEHO, HOpMasbHas
paboTa

YCTPOICTBO HE MO/y4MIo aapec no
DHCP

3arpyska ycTpoiicTea

kaHan mexay LAN-uHtepdericom WB-
2P-LRS 1 nogxntoyYeHHbIM
YCTPOIACTBOM aKTUBEH

NpoLecc NakeTHOI nepegayn faHHbIX
mexay LAN-uHtepdpericom WB-2P-LR5
1 NOAKMOUYEHHBIM YCTPOCTBOM
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NHaukatop CocTosiHue
MHAUKaTopa

WLAN - nHAuKaTopbl YpOBHS CUrHas1a OT  KpacHbIiA, ropuT
6a3oBoii cTaHuum (RSSI)

XENTbIiA, roput

3eMeHbIiA, roput

3€eneHbli, roput

HW OAVH UHAMKATOP He
roput

2.6 CO6pocC K 3aBOACKMM HacTpoiikam

CyuiecTByeT ABa cnocoba cépoca yCTponcTea K 3aBOACKUM HACTPOVKaM.

1. Yepes kHOMKy «Reset» Ha ycTpolicTBe. HE06X0AMMO B 3arpy>X€HHOM COCTOSIHUM YCTPOICTBA HAXaTb 1

PykoBozacTBO no akcnyartauuu WB-2P-LR5

OonucaHue

YCTPOIACTBO NOAK/THOYEHO K 6a30BOiA
CTaHUMK, ypoBeHb curHana ot 6C
6onbLue -94 nbm

YCTPOWNCTBO NOAKNKOYEHO K 6a30BOij
cTaHumn, ypoeHb curHana ot bC
6onbLe -80 agbm

YCTPOICTBO NOAK/THYEHO K 6a30BOiA
CTaHUMK, ypoBeHb curHasna ot 6C
6onbLue -70 pbm

YCTPOWNCTBO NOAKNHOYEHO K 6a30BOiA
cTaHumn, yposeHb curHana ot b6C
6onbLe -60 gbm

YCTPOWNCTBO HE NOAK/OHYEHO K
6a30BOi1 CTaHLUMN

yaepxuBaTb KHOMKy «Reset» (okono 10-15 cekyHz), KOTOpasi HAXOAMTCA Ha HUXHEN NaHenn YCTPOCTBa,

noka nHgmnkKartop «Power» He 3amuraet OpaHXeBbIM LIBETOM.

2. Yepes PoE-uHxekTOp, NocTas/seMblil C yCTPOUCTBOM. Heo6x04MMO B 3arpy>eHHOM COCTOSHUN
yCTpOlicTBa HaXaTb 1 yaepxnBaTb KHOMKy «RST» Ha nHxekTope (okoso 10-15 cekyHa), noka nHAMKaTop

«Power» He 3amuraet OpaHXeBbIM LIBETOM.

© nMpousoiiget aBToMaTUecKas nepesarpyska ycTpoiicTea. Mpu 3aBOACKMX yCTaHOBKaxX ByaeT 3anyLieH

DHCP-knueHT. B cnyyae, ecnv agpec He 6yaet nony4veH no DHCP, To y ycTpoiicTBa 6yget agpec —
192.168.1.1, macka nogcetn —255.255.255.0; nmsa nonb3oBartens/naposib Ansa gocryna vyepes web-

nHtepdpeinc — admin/password.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

2.7 KomniekT nocTtaBKu
B 6a30BbIi1 KOMNAEKT nocTaBkn yctpoinctea WB-2P-LR5 BxogsrT:

+ AGOHeHTcKas cTaHums WB-2P-LR5;

+ KomnnekT kpenexa: XoMyTbl 415 KpenaeHus, 2 Wwr.;
* Vnxektop PoE 24 B;

+ Mary-kopg RJ-45, S5e kart., 1.5m;

* WHyp nutaHns esposusika — C13-F-1.8wm;

* Bknagbilw ¢ onucaHMem nHAanKauuy;

+ CepTtuchukat COOTBETCTBUS;

+ Macnopr.

Mo 3anpocy B KOMMIEKT MOXET BXOAUTb KPOHLUTEH KPENIEHUSI C BO3MOXHOCTbLIO PETY/IMPOBKY N0
FOPV30HTaIN 1 BEPTUKASIN.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKM 1 NOPSAAOK BK/IOYeHUs ycTpolictea WB-2P-LRS.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHmsa No HANPSHKEHWUIO, TOKY M YacToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NoAKNHYEHNEM K YCTPONCTBY U3MEPUTE/bHBLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HagexXHoOM KpenaeHun K
pasbemam.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHbLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnmM cnewrasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.

2.

YCTPOMCTBO AO/MKHO ObITb YCTAHOB/IEHO BEPTUKA/IBHO Ha TPYOOCTONKY/CcTON6, npu 3ToM LAN-nopT
[OMKEH ObITb HaNPaBeH BHU3.

Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKMNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K NOCTABLLVKY.

. [Ans o6ecneyeHns Hanny4Lero ypoBHs curHana pasmellanTte yctpoiicteo WB-2P-LR5 Ha Tpy6ocTolike/

ctonbe Takum 06pasoMm, YTO6bI OHO ObII0 MakCUMasIbHO HamnpPaB/IEHO Ha CEKTOPHYHO aHTEHHY 6a30BO
cTaHuun. Mpn aToM 06sa3aTeNbHO A0/MKHA ObITb 06ecnevyeHa npsiMas BUAMMOCTb 0 6a30BO CTaHUMW.
Han6onbLunin ypoBeHb CUrHasia MOXHO NOY4YMUTb KOCTUPOBKOI aHTEHHbI C MOMOLLbI0 NHAMKaTopoB RSSI.
C obpaTHO CTOPOHbI OT MecTa KpensieHnsl KpoHLLTENHA pacnonoXxeHa nepegatollas 4acTb aHTEHHbI.
VIMEHHO 3Ty NNIOCKOCTb CriedyeT HanpaB/isiTh HA CEKTOPHYH aHTEHHY 6a30BOI CTaHLMN.

Mocne 1CTUPOBKM YyOeanTeCh, YTO CUTHA OT CTAHLIMK HE HUXE [0NyCTUMOTO YPOBHS -65 + -70 ABM. BO3MOXHO
yMEHbLLUEHVE AAHHOTO NokasaTtens Ao -75 AbM, ec/iv He npeanonaraeTcs Kcrnosb3osaHne VolP, NoTOKoBOro
BUEOBELLAHNS 1 PYroro YyBCTBUTE/ILHOIO K MOTEPSIM Tpadinka B 6eCnpoBOHON CETH.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3a3emnieHne Heo6X04MMO BbIMOMHATL U30/IMPOBAHHbLIM MHOTOXW/1bHBIM NPOBOAOM. YCTPOUCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2. MepByto yNNYHYIO rp0303aLLnTy HE06X0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1IM3K0 K aBOHEHTCKOM
CTaHLMK, COeMHAA NX KOPOTKUM ynnyHbIiM FTP-kabenem ¢ akpaH1poBaHHbIMU KOHHEKTOpaMMU.

3. BTOpylo y/iMyHyt0 rpo3o3amTy Heo6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COELMHAA UX KOPOTKUM yNnyHbiM FTP-kabenem ¢ akpaHMpOoBaHHbIMU KOHHEKTOPaMMU.

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.

Heo6xoayMo 3a3emMnTb a6OHEHTCKYHO CTaHUMIO (NoApo6Hee B MyHKTe MOHTaX YCTPOCTBA).

POE-nHXeKTop A0/XeH ObITb NOAK/HOYEH B 3NEKTPUYeckyto po3eTky 220 B ¢ 3azemneHvem.

o s

A6oHeHTcKas

cTanuma \/

4 CoedeHumentHbild Kabent FTP
He Bonee 60 cm. + IKPAHUPOSHHBIT N .
KOHHeKmop " BAomawnmii poyrep

1]
Kormyp sasemnenus b 4
’

,
P L4 FTP kabenb ynuurHozo
P ucmonwenus. fiauna 0o 100 m.
yd YnuuHas v
’ rpozozawmTa
¢
,

’

POE-uHXeKTOp

4
T
1
1

Ynuunaa
rposozauyuta

/ Kowmyp sasemnenus
’ L]
[ L}
N ]

LY 1 4 Kormyp sasemnerun
A} n
s 4 Hormyp sasemnenun ]

CxeMa nofkNoueHnss aBOHEHTCKON CTaHLMKN A51s 06ecrneyeHunst rpo303aLyThl
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PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

3.4 MoHTax ycTtpoictea WB-2P-LR5
[na aboHeHTcKol cTaHumn WB-2P-LR5 npegycmoTpeHbl ABa BapMaHTa MOHTaXa: yCTaHOBKa YCTPOICTBa
HenocpeACcTBEHHO Ha TPYOOCTOWKY 1 yCTaHOBKa Ha TPYOGOCTOMKY C MCNOIb30BaHMEM KPOHLITEHA.

3.4.1 MoprotoBKa yCTpoOIiCcTBa K paboTe
1. CHUMUTE KPbILLKY, 3aKpbiBatoLLyto LAN-NOPT Ha HUXHEN naHenu ycTpoicTea. BeinonHuTe 3a3eMneHne
yCTPOICTBa Yepes crneumasibHy KneMMy pacnonioxeHHyto cnpasa ot LAN-nopta (an1s WB-2P-LR5 rev.C)

——

2. Noakntounte Ethernet-kabenb kK LAN-nopty.

b
b

3. 3aKpoiiTe KpPbILLKY HWKHE NaHenu.
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PykoBoacTBo no akcnnyatauun WB-2P-LR5

3.4.2 BkYeHue ycTpoiicTBa
1. Nogkntounte Ethernet-kabenb, naywmii ot WB-2P-LRS5, k POE-nopTy nHxekTopa.

/\3

2. Nogkntounte Ethernet-kabens Bawen LAN-cetn nnu MK k LAN-nopty PoE-nHxekTopa.

S

3. MopgxnounTte PoE-nHxekTop K po3eTke 220 B ¢ NOMOLLbIO CETEBOTO LWHYpa. Moce BKIYEHUA NUTaHus
ycTpoiictBo WB-2P-LR5 3arpy3unTcsi B Te4EHNE MUHYTHI.

.

4. MNopaknounTech € NOMOLLLIO 6pay3epa K web-koHdurypatopy WB-2P-LR5, cneflyss MUHCTPyKUusiM B
pasgene Ynpas/ieHvne yCTpoicTBOM Yepe3 web-koHdurypaTop.

5. Ecnv 370 nepBbIii 3anyck YCTPOICTBA, TO nepeiianTe K pasaeny lNpeasaputesibHas HacTpolika.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4.3 lMpepgBapuTenbHas HacCTpoka
Mepes MOHTaXOM NpoBeauTe NpeaBapuTe/ibHy0 HACTPOKY YCTPONCTBA.

1. Y6eantech, UTO NUTaHNE NOAKNHOYEHO.
2. Cnepyite anroputmy u3 pasgena lpumep HacTponki.

YnocToBepbTeCh, YUTO abOHEHTCKasA CTaHUMS NOAKIYAETCA K HY)XHO 6eCcnpoBOAHON CETU: AO/KHbI TOPETb
NHAMKATOPbI YPOBHS CUrHasia. 3HaYeHns MHAuKauum npuBeeHsl B pasgene Ceetosas VHAMKaL NS,

3.4.4 MoHTax YyCTPOWCTBa Ha TPyOOCTONKY

1. BbINoAHWUTE NOAKAOUYEHNE YCTPOCTBA K CETU M NPOBEANTE NpeaBapuTeNnbHY0 HACTPOiiKy, cneays
WHCTPYKUMSIM 13 pasaena NpeasaputesibHas HacTpoiika. 3aTtem OTK/IUMTE YCTPOMCTBO OT CETU U
NPUCTYNUTE K MOHTAaXY.

2. YctaHoBuTe ycTpoiicTBo LAN-NOPTOM BHM3 Ha TPYOOCTOIKY Tak, Kak NoKasaHO Ha PUCYHKE HUXE, U
3aKpenuTe ero xomytamu, naywmmMmm B KOMMAEKTe ¢ ycTpoiicTBoM. CobntoganTte NHCTPYKLMM NO TEXHUKE
6e30MacHOCTX 1 pekoMeHaaunn, NpuBeAeHHbIe B pasaenax IHCTPYKLUMs Mo TeEXHMKe 6e30MacHOCTI 1
PekomeHgaLmn No ycTtaHOBKeE.

" _h’:n““

3. BbInonHute nogxntoyeHne yCTporcTBa K CETU, Criegysa airoputMam M3 pasgenos [104roToska
YCTPOICTBA K paboTe W BkIYeHne yeTpolictea (NyHKTbl 1-3). 3aTemM NpUCTynNuTe K lCTUPOBKE
yCTpoiicTBa.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4.5 MoOHTaxX yCcTpoiCTBa C UCMONb30BaHNEM KPOHLUTEHA

BbINosHWTE NOAKMOUEHME YCTPOICTBA K CETY U NPOBEAMTE NPeABapUTE/IbHYI0 HACTPOIAKY, cneays
WHCTPYKLUSIM 13 pasgenos [peasapurTesisHas HacTpoiika. 3aTeM OTK/IHUMTE YCTPOCTBO OT CETU 1
NPUCTYNNTE K MOHTAXY.

3.4.5.1 KpenexHble aieMeHmMbI

KpenexHble anemMeHTbl, ucnonb3lyemble ana moHtaxa WB-2P-LR5, ykazaHbl Ha pUCyHKe HUXe.

1 — KpoHLWTeWhH 418 KpenneHus yCTponCTBa;

2 — OTBeTHas YacCTb KPOHLUTENHA, coeAnHstoLLasn KPOHLLUTENH (1) n oTBETHY YacTb (3);
3 — OTBeTHas YacTb KpOHLUTEliHaA. KpenuTca Ha TpybOoCTOoiKY;

4, 5 — KpenexHble BUHTH

6 — Waibbl 4518 HOCTUPOBOYHbIX BUHTOB;

7 — F'OpV30HTa/IbHbIV KOCTUPOBOYHBIA BUHT;

8 — BepTukasibHbIA OCTUPOBOYHbIN BUHT.

Pa3mepbl KPOHLUTEHA yKa3aHbl Ha PUCYHKE HUXE.

7
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4.5.2 MoHmax

1. 3akpenuTe yCTPOICTBO Ha KPOHLUTEliHE (1) C MOMOLLLH XOMYTOB, KaK NMOKa3aHO Ha PUCYHKE HIXE.

WB-2P-LR5

XomyTt

P

KpoHwTeitH

2. CoeyHNTE OTBETHbIE YacTy KpoHLUTelHa (2 1 3) Mexay co6oii C MOMOLLIbIO KPENEXHOro BUHTA (4), He
cbuKcMpys ero fo KOHLA, 1 3aKpenuTe XoMyTaMi Ha TPyOOCTOIKe, Kak NoKa3aHo Ha PUCYHKE HUXE.

XomyTt

TpybocToiiKa

KpoHLWTenH
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

B 3aBMCUMMOCTY OT AvameTpa TPy6OoCTOWKM A5t KpENSIEHNS BO3MOXHO MCMNOMb30BaTh Nasbl Kak B OCHOBAHUM
OTBETHOI YacTu KpoHLUTelHa (3), Tak U Ha 6OKOBbIX YacTAX.

3. CoeauHnTe KpoHLWTEH (1) C 3aKpensieHHbIM Ha HEM YCTPOICTBOM C YCTAHOB/IEHHOW Ha Tpy6oCTolike
OTBETHOI YacCTb0 C MOMOLLbIO KpenexHoro BuHTa (5), He donKeupyst ero 4o KoHua. MonHOCTbio cobpaHHas
KOHCTPYKLMSA BbIMAAUT CNeAYoWMM 06pa3om:

[anee BbINONHUTE NOAKNOYEHME YCTPOICTBA K CETH, Cieaysa anroputMam u3 pasgena loarotoska ycrponcTea
K paboTe n BK/IloYeHve yeTpoicTea (MYHKTbI 1-3). 3aTeM NPUCTYNUTE K HOCTUPOBKE YCTPONCTBRA.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.5 HOcTmpoBKa ycTponcTea

© [ns ycTpoiicte WB-2P-LR5 rev.C peanusoBaH TexHosnornueckuii Wi-Fi, UTo No3BonsieT ocyLecTB/saTb
FOCTUPOBKY aHTEHHbI HE TOJIbKO MO MHAMKATOPaM, HO 1 UCMOJ/b3yS AaHHblE MOHUTOPUHIA NapameTpoB
coeanHeHns aboHeHTckol cTaHuun WB-2P-LR5 rev.C ¢ 6a30Boii cTaHumelt B web-nHTepdelice.
NHCcTpykuua aaHa B pasgene KOcTupoBka yCTpoicTBa € ncnonb3oBaHueM TexHonornyeckoro Wi-Fi.

3.5.1 HOcTupoBKa yCTPOMCTBA, 3aKPENNEHHOro Ha TpybocTolike

1. OTperynvpyiiTe NosioXeHne ycTponcTea A5 NoyyYeHns MakCUMasibHOro curHana. Mpu atom
Heobxoaumo cneanTb 3a WLAN-nHAnkatopamu, pacnosioXXeHHbIMU Ha 3afHe naHenn ycTpolicTea.
3HayeHna nHaKaumm NpuBeAeHsbl B pasgene CBeToBas NHANKAL NS,

2. 3aTraHuUTe XOMYTbI.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.5.2 KOcTupoBKa yCTpOINCTBa, 3aKPEen/IEHHOr0 Ha KPOHLUTENHe

© B nepsyto o4yepeab BbINOIHAETCS FOPU3OHTA/IbHAA OCTMPOBKA YCTPOICTBA, 3aTeM — BepTUKaIbHas.

1. NS ropM30HTa/IbHOW KOCTUPOBKM a6OHEHTCKOM CTaHLMN MeL/IEHHO NepeMellainTe 3akpenseHHoe Ha
KPOHLUTEliHe YCTPOMCTBO B rOPU30HTasIbHOM nase. MNpu aTom Heobxoanmo crnegutb 3a WLAN-uHAmkaTtopamu,
pacnonoXeHHbIMU Ha 3a4Hel NaHeny ycTponcTea. 3HavyeHns nHavkauum npMeefeHsl B pasgene Ceetosas
VHAnKaus. Mocne Toro, kak 6b1/10 06HapPYXXEHO MOIOXEHME C MaKCYMasIbHbIM CUTHaUTOM, 3addUKCUpyinTe
FOPU30HTaSIbHbIN OCTUPOBOUHbIN BUHT (7), OTMEUYEHHbI HA PUCYHKE HIXKE.

/

TOPW30OHTaNbHbBIA OCTUPOBOYHbIA BUHT

\ Bug cHuzy
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

2. [ina BEPTUKa/IbHO HOCTUPOBKM aBOHEHTCKOM CTaHUMW MeAJ/IEHHO NepeMeLLaiiTe 3aKpensieHHoe Ha
KPOHLUTEWHe YCTPOICTBO B BEPTMKaIbHOM nase, cnegsa 3a WLAN-MHAMKaTopamMm Tak xe, Kak 1 npu
rOPW30HTasIbHOW FOCTUPOBKE. MoCce TOro, Kak 6b1/10 06HAPYXXEHO NOIOXEHNE C MaKCUMasIbHbIM CUTHAUTOM,
3amKCUpyiiTe BePTUKasIbHbIN KOCTUPOBOUHBIA BUHT (8), OTMEUYEHHbI Ha PUCYHKE HIXE.

BepTHKa/bHbIiM KOCTUPOBOYHbBINA BUHT

3. Y6eanTech, UTO BCE BUHTHI 3a(PMKCMPOBaHbI.

Mocne BbINOMHEHUA YKa3aHHbIX BblLle LaroB YCTPONCTBO OyAeT roToBO K AasibHeNLein HacTpolike.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.5.3 KOcTtupoBka ycTpoicTBa ¢ ucnosb3osaHnem TexHonornyeckoro Wi-Fi

Onsi yno6CTBa IOCTUPOBKM aHTEHHBI HAa YCTPOCTBE peanin3oBaH TexHonormveckuii Wi-Fi (qoctyneH Tonbko
anst WB-2P-LR5 rev.C). OH gaet BO3MOXHOCTb NOAK/THOUMTLCA 6ECNPOBOAHLIM K/IMEHTOM K OTKPbITOMY SSID
«EltexWiFi» (ananasoH yactoT 2.4 [TL) 1 BbINOMHNATL KOCTUPOBKY, UCMO/b3Ys AaHHblIE MOHUTOPUHIA
napameTpoB coeAnHeHnss aboHeHTckon ctaHuumn WB-2P-LRS rev.C ¢ 6a30B0i1 cTaHuuel B web-uHTepdelice.

1. Mogkniounte cmaptdoH K cetn Wi-Fi ¢ SSID «EltexWiFi».

2. 3apaiite cnegyrowme HaCTPOKM coefUHEHUS Ha cmapTdoHe: cTatnuyeckuii IP-agpec — 192.0.2.X;
mMacka cetu — 255.255.255.0; wnwo3 - 192.0.2.1 .

3. Otkpolite 6pay3ep 1 BBegute agpec 192.0.2.1:8080. OTKPOETCA OKHO KOCTUPOBKU, I4e B peasibHOM
BpeMeH/ 0TobpaxaeTcsl ypoBeHb CUrHasia oT CTaHLmu, K koTopoi nogknodyeHa WB-2P-LR5:

KOctupoeka
RSSI Vertical -58 nbm
RS35I Horizontal -56 Abm
SNR 16/18 b
LAN 100 MouT/C

4. BbINOMHUTE KOCTUPOBKY, A0OMBLUNCL MakCcMMasibHoro RSSI.
5. Tocne CcTUPOBKM HEOBX0AMMO OTKNHUMTL TexHonornyeckunin Wi-Fi.

BkntoueHne/BbiktoveHne TexHonornyeckoro Wi-Fi BbinonHseTca yepes web-koHdurypaTop yCcTpoicTBa,
onvcaHue npueeeHo B pasgene «[ogmeHo «[1ononHuTe bHbIE HACTPOMKNY.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

4 YnpaBneHue ycTpoicTBOM vepes web-kKoHurypatop

4.1 Hauyano pa6oThl

[na Hayana paboTbl HY)XHO NOAKIOUUTLCS K YCTPOMCTBY No uHtepdoeincy LAN uepes web-6pay3sep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,

Opera, Chrome.

2. BBepgute B agpecHoin cTpoke 6paysepa IP-agpec ycTpoicTsa.

© 3aBsopckoii IP-agpec yctpolictea: 192.168.1.1, Mmacka nogcetu: 255.255.255.0. [0 ymon4aHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoOM 06HapyXeHUW YCTPoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocoMm MMeHN

nonb3oBartend n naposns.

NorvH:

Maponk:

© 3aBopckue ycTaHoBKM: norvH: admin, naposnb: password.

3. BBeanTe umsi nonb3oBatesisi B CTPOKe «/10rMH» 1 naposib B CTPoke «Maposib».
HaxmunTe kHonky «BoliTu». B okHe 6pay3epa oTKpoeTcs cTpaHuua web-koHdurypatopa.

WB-ZP-L R5 rev. B ©Tecrosuipexim  RU~ @ Boixon

It Cetb Cucrtema

Buixog B IHTepHeT

MoaKnio4eHe K CeTh
CocTosHWe NoaKeHeHns
SSID

Mpotokon gocTyna
IP-agpec

Link Capacity

Link Quality

Link Quality Common
RSS! Vertical/Horizontal
SNR

TxRate

RxRate

Ethernet-noptel  ARP  PPPoE Relay  YctpoiicTBo

Wi-Fi KnueHT
Authenticated
WOP-2ac-LR5
DHCP
100.110.0.209
45

55 (not changed)
55

-45/-42 BM
47/50 OB

351 Méwut/c
585 MBWT/C

admin

Conntrack MapLupyTusauma
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© Ha BepxHeit naHenn web-uHTepdelica MOXHO NePeKTUNTL A3bIK 0TOBPaXKeHNs nHdopMauun. [ns

PykoBoacTBO no akcnnyarauum WB-2P-LR5

WB-2P-LR5 pocTynHbl pycckas u aHriviickas Bepcum web-nHtepdeiica.

WB-2P-LRS5 rev.B

admin

Ethernet-noptel  ARP  PPPoE Relay  YcrtpoiictBo  Conntrack  MapiupyTusaums

Bbixoa B VIHTEpHET

MogknioyeHne K cetn
COCTOSIHME NOJKIIOYEHUS
SSID

MpoTokon AocTyna
IP-agpec

Link Capacity

Link Quality

Link Quality Common
RSS! Vertical/Horizontal
SNR

TxRate

RxRate

Wi-Fi Knvent
Authenticated
WOP-2ac-LR5
DHCP
100.110.0.209
45

55 (not changed)
55

-45/-42 nbm
47/50 ob

351 Mbwut/c
585 MEuT/c

© TecToBbLIi pexrm

RU ~

@ Bobixog

4.2 CwmeHa nonb3osarenei

Ha ycTpoiicTBe cylecTByeT ABa Tvna nonb3oBatesneii: admin n viewer:

+ admin (naposb No ymonuyaHuto: password) MMeeT NosHbI AOCTYN K YCTPOWCTBY: UTEHKE 1 3anuUChb
Nt06bIX HACTPOEK, NMOJHbIA MOHUTOPVHT COCTOSIHISA YCTPOIACTBA.

- viewer MMeeT NpaBo TO/IbKO NPOCMATPUBATh BCHO KOH(UIypaLuio YCTPOoiCcTBa 6€3 BO3MOXHOCTY YTo-
60 peaakTMpoBaTb, MOHUTOPUHI COCTOSIHWS YCTPOICTBA JOCTYNEH B NMO/IHOM 06beMeE.

WB-2P-LR5 rev.B

© TecToBulii peim  RU~ | @ Bbixog

admin

UGG G Cetb  CucTema

JGu=sLgl Ethernet-noptel  ARP PPPoE Relay  Yctporcteo  Conntrack MapLupyTrsauma

Mpn HaXKaTUK Ha KHOMKY «BbIX00» TeKyllasi ceccus nosb3oBaresns 6yaeT 3aBepLleHa, 0To6pas3nTCsi OKHO
aBTOPU3aALK:

[nsi cMeHbl focTyna Heo6Xo0AMMO yKa3aTb COOTBETCTBYHOLLME MMS NO/Ib30BATENA Y NapOosib, HAXXaTb KHOMKY
«Bolimu».
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

4.3 TpuMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun
1. MNpumeHeHre KoHurypaLmm
© Mocne HaxaTns Ha KHOMKY «[TPUMEHNTL» MPOUCXOAUT coxpaHeHme KoHdurypaumm so flash-

namsTb YCTPONCTBA MU NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynatoT B cuny 6e3
nepesarpyskun ycTpomncTsa.

B web-nHTepdeiice peannsoBaHa BM3yasibHast UHAMKALMS TEKYLLIEro COCTOSIHMSA NpoLecca NpMMeHeHus
HaCTpOeK.
BuayanbHasi MHAMKALMS TEKYLLLEro COCTOSIHMSA npouecca NpUMeHeHNs HacTpoek:

BHelwHnii BUp, OnucaHue coCcToAHUA

lMNocne HaxkaTna Ha KHOMNKY «|-|pI/IMeHI/ITb» npouncxognT npouecc npuMeHeHna mn

HacTpoWkd ceTi <

3anncy HacTpoek B NamMsiTb ycTpolicTBa. O6 3TOM MHPOPMUPYET 3HAUOK & s
Ha3BaHUM BK1AAKN U Ha KHOMKE «[pUMEHUTb».

e O6 yCrneLHOM COXPaHeHUN 1 NPUMEHEHNI HACTPOEK MHKPOPMUPYET 3HAUOK
HacTporku ceTi &
B HAa3BaHUM BKIAAKM.

Ecnun 3HaueHne napamMeTpa 6bI/10 yKa3aHo C OLLIMGKOIA, Noc/ie HaxaTusl Ha
KHOMKY «[PMMEHNTb» NOSIBUTCS COOTBETCTBYOLLEE CO06LLEHNE 06 OLLMOKE C

YKasaHneM MNnpuynHbl, a B HasBaHUW BK/1aKn 0T06pa3I/ITCF| 3Ha4oK E]

HacTpoHkM ceTH @

2. OTMeHa N3MEeHeHWi

© OTtmeHa N3MeHeHU NPON3BOAMTCA TOMBKO [0 HAXKATUA Ha KHOMKY «pUMeHNTb». Mpu HaxaTuu
Ha KHOMKY «[TpUMEHNTb» U3BMEHEHHbIE HA CTpaHULIEe NapameTpbl 6yayT OGHOB/EHbI HA TEKYLLME
3HAYEHWs1 U COXpaHeHbl B NaMsiTb YCTPOWCTBA. [ocne HaxaTusa Ha KHOMKy «[pUMeHUTb» BO3BpaT
K NpeablayLimMm HacTpoiikam 6yAeT HEBO3MOXEH.

- X0
KHOMKa OTMEeHbI M3MEHeHui meeT BUA; I
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

4.4 TecCTOBbIA PEXUM

Ha ycTpoiicTBe peanin3oBaH TECTOBbIN PEXUM /15 NPOOGHOr0 NPUMEHEHUSI KOH(UTYpaLmn.

UTo6bI ero akTMBMpOBaTh, HAXXMUTE KHOMKY «TeCTOBbIN pexuM» Ha BEpXHel naHenn web-uHrepdeiica.

WB-2P-LR5 rev.B O©Tecromuiipeum  RU~ G Boixod

admin

Ethernet-noptel ARP  PPPoE Relay  YctpoiictBo ~ Conntrack MapLupyTusaums

L

Bpewms pa6oTbl TectoBoro pexxvma — 300 cekyHa, (5 MUHYT). B TeUeHMe 3TOro BPEMEHM MOXHO NepeMelLaTbes
no BKNajkam web-koHdurypatopa v npon3BoanTb Kakme-nimbo N3MEHEHWS], MPUMEHSS UX Ha KaXXaol cTpaHuLe
C NMOMOLLbIO KHOMKM «MPUMEHUTb».

3anylleH TECTOBLIA pexuM. MNpaBkyu ByayT oTMEHeHbI Yepes 270 cek. BbIATA U3 TECTOBOIO pEXMMA ¥

WB-2P-LR5 rev.B RU~ @ Beixog

admin

LT T CeTe  CucTtema

Ethernet-noptbl ARP PPPoE Relay YeTpoicTeo Conntrack MapLupyTusaums

Mocne npoBepky HEOGXOAMMOW KOHGIMIypaLn HAXXMIUTE KHOMKY «BbIATY N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOE AeicTBue:

+ «COXpaHUTb U BbIATW» — NPU HAXATNM NPOV30IIET BbIXOA U3 TECTOBOIO PEXMMA 1 COXPaHEeHMWE B
9HEeproHe3aBMCHMYI0 NaMsATb BCEX M3MEHEHWIT B KOHQUIYypaLK, KOTOpbIe 6bIN CAeNaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHWUTb U3MEHEHUS], BbINOMIHEHHbIE B TECTOBOM peEXUME, ByAeT HEBO3MOXHO.

+ «OTMEHUTb U BbIATW» — NPW HAXXaTNW NPOM30IET BbIXOA U3 TECTOBOIO PeXuma 1 0TMeHa BCex
N3MEHEHMWIA, BbINMO/THEHHbIX B 3TOM pexumMe. byleT BOCCTaHOBNEHa KOHhUrypaums, AeiicTBytoLLas Ha
YCTPOIiCTBE [10 aKTVBaLMN TECTOBOIO pPeXxuma.

Ecnu B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPOU30NAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIe ObISIN CAeNaHbl B 4AHHOM pPeXuMe.
Mo NCTeYeHMo yKa3aHHOro BpeMeHM KOHAUrypaumsi BOCCTaHOBUTCS, AaXKe eC/in B pesy/ibTaTe caenaHHbIX
N3MeHEeHWI BbIN1 NOTEPSH AOCTYN A0 YCTPONCTBA.

3anylleH TecToBbIn pexim. Mpasky ByayT oTMeHeHb! Yepes 294 cek. BbIATU M3 TECTOBOIO peXUMa ~

WB-2P-LRS5 rev.B

admin OTMEHWTL W BbINTH
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5 OcHOBHble aneMeHTbl web-uHTepdeinca

PykoBozacTBO no akcnyartauuu WB-2P-LR5

Ha pucyHke HUXe npeacTaBneHbl 31eMeHTbI HaBuraumm web-koHdurypatopa.

WB-2P-LR5 rev.B

admin

MonuTtopuHr 38 Cucrema
{Gi=CIS el Hactpoika MAC-afpecos OIS (=]t ReTez ] MapLupyTraaums SNMP

BecnpoBogHow npo3padyHbiin MOCT

Brniounte
HacTponka MAC-agpeca WAN

Mepeonpegenuts MAC

MAC

© 000 "Mpednpusmue "Snmexc”, 2011 — 2020

1  ©Tecrosnii pexum RU~ [ Boixog

Bepcus [10:
Bepcus seb-uHmepthelca:

OKHO Nonb30BaTeNbCKOro MHTEepdieica pa3neneHo Ha ceMb obnacTe:

1. VIMsl Nnonb3oBaTerisi, Nof, KOTOPbIM GblN OCYLLECTB/IEH BXOA, B CUCTEMY, @ TAKKe KHOMKA 3aBepLUeHus]
ceaHca paboTbl B web-uHTepdelice (8b/x0d) Nof AaHHLIM NOMb30BATENEM.
2. Bknagku MeHI0 rpynnupytoT BKNAAKM NOAMEH0 No Kateropusam: MoHuTopuHr, Cetb, IPTV (gocTynHo

TO/ILKO B peXume MapLipyTusartopa), Cuctema .
BknafKkv NOAMEHIO CNyXaT A/1s1 yNpaB/eHUst NosIeM HACTPOEK.

B w

Mone HacTPOEK YCTPOIACTBA, KOTOPoe GasnpyeTcs Ha BbIGOPE No/b30BaTesNs, NPpefHa3HAuYeHO A/1s

MPOCMOTpa HAaCTPOEK YCTPOICTBA U BBOAA KOHPUIYPALIMOHHbIX AAHHbIX.
5. KHomMKu ynpaBneHus KoHgurypauuei, nogpobHas nHgopMalms npueeeHa B pasaene lNpuvieHeHne

KOHhMrypaumm n oTMeHa M3MeHEHWIA.

6. VHdhopmaLmoHHoe nose, B KOTOPOM oTo6pakaeTcs Bepcusi MO, Bepcust web-uHTepdelica.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1 MeH «MOHUTOPUHI»

B faHHOM MeH0 AOCTYNeH MOHUTOPUHT YCTPOICTBA.

© Ha HeKoTopbIX CTPaHMLAX He peasiM30BaHO aBTOMATUYECKE OBHOBMEHNE AaHHbIX MOHUTOPUHTA

2 ORHOEMTE

yCTpoiicTBa. 19 NONyYeHUs TeKyLLen nHpopmaumm 06 YCTPONCTBE HAXKMUTE KHOMKY

5.1.1 MoameHto «MHTepHeT»

B NoMEHI0 «/IHTEPHET» OCYLLIECTB/NSIETCS NPOCMOTP OCHOBHbIX CETEBbIX NMApaMeTPOB YCTPOICTBA.

m Cetb IP-TteneBupgeHue Cucrtema
Ethernet-noptbl DHCP ARP  PPPoEClient  Ycrporicteo  Conntrack  MapLupyTtnsaumna
Buixog B MIHTepHeT
MogknoyeHre K cetn Wi-Fi KnueHT
CoCTOSHUE NOAKNIYEHNS Authenticated
SSID WOP-2ac-LR5
MpoTokon gocTyna DHCP
IP-agpec 100.110.0.209
Link Capacity 90
Link Quality 91 (not changed)
Link Quality Common 91
RSSI Vertical/Horizontal -45/-42 pbm
SNR 46/47 b
TxRate 702 MGur/c
RxRate 780 MBwuti/c

Bbix00 8 IHmepHem

* [TodK/IoYeHUe K cemu — NnokasbIiBaeT TUMN MOAK/IOYEHUS K BHELLHEN CeTy;

+ CocmosiHue MooK/II04eHUS — NOKa3blBAET COCTOSIHNE NOAK/THYEHNUS K BHELUHEN ceTu;

* MoeHmucpukamop cemu (SSID) — nmsi 6ecnpoBOAHON CETU, K KOTOPOW NOAK/HOUYEHO YCTPOIACTBO;

* [Mpomokos docmyna — NPOTOKON, UCNOMb3yEMbIA ANSA AOCTyNa K CeTy;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELUHEN CEeTY;

* Link Capacity — napameTp, KOTOPbIi1 0OTOOpaxaeT aP(PeKTUBHOCTb UCMOIb30BaHWSA YCTPONCTBOM
MOAYNALMKN Ha nepegady. PaccunTbiBaeTcs UCX0AS U3 KONMYeCTBa NaKeToB, NepefaHHbIX Ha KaxX0i
MOZAYNSILMK, N NMOHMKAOLWMX KoadhdpmumeHToB. MakcmanbHoe 3HaveHne —100% (03HauaeT, uTo Bce
nakeTbl NepefarTcs Ha MakCUMasibHOW MOAYNALMK /19 MaKCUMasibHOrO TUna nss, NogaepXvBaemMoro
yCTPOICcTBOM). MHMMaIbHOE 3HaueHne — 2% (B cnyyae, Korga nakeTbl NepefarTcs Ha MOAY AL
nss1mcs0 ansa yctpoiictea ¢ nogaepxkoin MIMO 3x3). 3HaueHMe napameTpa paccunTbIBaeTcs 3a
nocnegHve 10 cekyHz,

* Link Quality — napameTp, oTo6pakatoLLmii COCTOSAHNE INHKA, PACCUNTbIBAETCA HA OCHOBaHMM
KO/IMYecTBa OTNPaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaveHne — 100% (Bce
nepeAaHHble NakeTbl OTNPABUINCH C NEPBOV NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (HW OauH nakeT
He 6blN1 yCMNeLHo oTnpaB/eH). 3HauYeHne NnapamMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

* Link Quality Common — napameTp, 0To6paxatoLwuii COCTOAHME NINHKA, PaCcCUYNTbIBAETCA HA OCHOBaHUU
KO/IMYecTBa OTNpPaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaveHne — 100% (Bce
nepefaHHble NakeTbl OTNPABUINCH C NEPBOV NOMbITKM), MUHUMa/IbHOE 3HaueHne — 0% (HW oauH nakeT
He 6blN1 yCMNeLHO OTnpaB/eH). 3HauYeHne napaMeTpa paccunTbIBAETCS 3a BCE BPEMSI NOAK/OUEHNS;

* RSSI Vertical/Horizontal — ypoBeHb curHana ot 6a30Boii cTaHuun, Abwm;

* SNR — oTHOLWEeHne curHan/wym, apb;
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

+ TxRate — kaHaNIbHas CKOPOCTb Nepegayn, MéuTt/c;
* RxRate — kaHa/lbHasA CKOpoOCTb nNpuema, MouT/c.

[N 06HOBNEHMSA MH(DOPMALMK Ha CTPaHULLE HaXKMUTE KHOMKY «OBHOBUTLY.

5.1.2 MoameHto «WDS»

© nMogmeHo «WDS» OCTYNHO TOMLKO B pexuMe «5ecnpoBoAHOl MOCT».

B nogmeHio «WDS» ocyLLecTBNSETCA MPOCMOTP HACTPOEK paamonHTepdeiica n CocTosiHie 6ecnpoBOAHOTO

MOCTa.

p—

Radio

Homep karana
WnpuHa kaHana

Pexi padors

WDsS

MAC-anpee

EO:DS:E3:7A:9B:40

ARP  Ycpodco  Comntrack  MapupyTusauus

36
80 My
80211ac

Wus knenta 1P-anpec Link Capacity Link Quality Link Quality Common Yposet curkana SNR  Bpems noakmioueHns TxRate

WB-2P-LR5 192.168.1.1 13 80 47 -84 4 2 M4 53 ¢ 58.5 M6ut/c

RxRate

27.0 MGuT/c

Radio:

* Homep kaHasia — KaHaJl, Ha KOTOPOM YCTaHOB/IEH GeCnpOBOAHON MOCT;

UlupuHa kaHasa — ncnosnb3yemMas LWMpuHa kaHana A1a 6ecrnpoBogHOro MocTa;
Pexxum pabomsbi — TEKYLLMIA peXMUM paboTbl pagnonHTepdienca ycTponcTaa.

MAC-adpec — MAC-agpec BCTPEYHOro YyCTPONCTBa,;

Vimsi knueHma — ceTeBoe UMS BCTPEYHOIO YCTPONCTBa;

IP-adpec — |P-agpec BCTPEYHOro yCTPONCTBa;

Link Capacity — napameTp, KOTOpbIii 0ToOpaxaeT ahpeKTUBHOCTb MCNO/Ib30BAHUSA MOAYIALNN HA
nepegadvy. PaccuntbiBaeTcs UCXOAS U3 KONMYECTBA NaKeToB, NepefaHHbIX Ha KaXX40i MOAY AUy, 1
NOHMXatoLWMX KoadhmumeHToB. MakcumasibHoe 3HaueHe — 100% (Bce nakeTbl NepeaaroTcs Ha
MakcUMasibHOW MoAyNsSLUM A1st MakCUMaslbHOTO TUMa NSs, NOAAEPXKNBAEMOrO YCTPOCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnyyae, Koraa nakeTbl nepegatoTca Ha Mogynsuum nssTmes0 gns
ycTpolictBa ¢ noaaepxkoint MIMO 3x3). 3HaueHune paccuntbiBaetcs 3a nocnegxme 10 c;

Link Quality — napameTp, KOTOpbIil 0OTOBpaXKaeT COCTOSAHWNE JINHKA, PACCYMTaHHbIA Ha OCHOBaHWM
KO/MIMYecTBa OTNPaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaveHne — 100% (Bce nakeTsbl
OTNPaBW/INCL C NEPBOIA NOMbITKM), MUHUMa/IbHOE 3HaueHne — 0% (HY O4UH NakeT He 6bl yCneLHO
oTnpas/eH). 3HaueHne paccumTbiBaeTcs 3a nocnegHue 10 c;

Link Quality Common — napameTp, KOTOpbIil 0TOBpaXkaeT COCTOSAHNE JIMHKE, PACCYUTaHHbIN Ha
OCHOBaHWUM KOMIMYECTBa OTNpaB/IEHHbIX PETPAHCMUTOB MakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
MakeTbl OTNPaBWU/IUCL C NEPBOI NONbITKN), MUHUMasIbHOE 3HauYeHne — 0% (HY O4MH NakeT He Obln
yCneLHo oTnpas/ieH). 3Ha4YeHNe paccuUMTLIBAETCA 3a BCE BPEMS MOAK/TOYUEHUS;

YposeHb cueHasia — ypoBeHb NPUHMMAEMOro CUrHasia OT BCTPEYHOro YCTPOICTBa, ABM;

SNR — oTHOLWeHWe curHan/wym, ab;

Bpewmsi nodk/ito4eHUs1 — BPeMs, B TeYeHNEe KOTOPOro akTuBeH 6ecnpoBOAHOM MOCT;

TxRate — kaHasIbHasA CKOPOCTbL nepepauun, Méut/c;

RxRate — kaHasibHas CKOpPOCTb Npuema, MéuT/c.
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5.1.3 MoameHto «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINONHAETCA NPOCMOTP cocTosAAHMA Ethernet-nopTos ycTpoicTea.

MuTeprer ESOEGEELLYE DHCP  ARP  Yerpoicteo  Conntrack  MapwpyTWsauus

CocTosHue Ethernet-noptos

Mopt MNoaknoyenne CrOpOCTE Pemum MNepegaMo MpuHATO

LAM Bxn 1000 MOUT/C Full-duplex 150.9 KGaAT (154 496 GaAT) 13.9 KGaAT (14 208 GaAT)

= DGHOBHTL

CocmosiHue Ethernet-nogmos

* [Nlopm — Ha3BaHWe nopra:

+ LAN — nopT NoKasbHOI ceTu.
* [MoOK/IHEHUE — COCTOSIHNE NOAK/THYEHNS K NOPTY:

* Bk — K NOPTY NOAK/MHOUYEHO CETEBOE YCTPOCTBO (COeAVHEHNE aKTUBHO);

* BbIK/1. — K NOPTY He NOAK/H0UYEHO CETEBOE YCTPOICTBO (COeAMHEHNE HE aKTUBHO).
+ CKopocmb — CKOPOCTb NOAK/IOUYEHNSI BHELLIHEro CETeBOro yctpoiicTea k nopty (10/100/1000 M6éut/c);
* Pexum — pexum nepeaadn AaHHbIX:

* Full-duplex — nonHbli aynnekc;

* Half-duplex — nonygynnekc;
+ lNepedaHo — KONNYECTBO NepefaHHbIX C nopTa 6anTos;
+ [NpuHsIMO — KONMYECTBO NPUHATLIX NMOPTOM 6aTOB.

[nsa nonyyeHns Tekyllei nHpopmaumm o coctosHun Ethernet-nopToB HAXXMUTE KHOMKY «OBGHOBUTbY.

5.1.4 TMoameHo «DHCP»

© nMoameHo «DHCP» AOCTYNHO TOMbKO B PEXMME MapLLpyTU3aTopa.

B nogmeHto «DHCP» MOXXHO NOCMOTPETb CNMCOK NoakntodeHHbIX K LAN-MHTepdheiicy ceTeBbIX YCTPOWCTB,
KoTopbIM 6blIM Ha3HaueHbl IP-agpeca nokanbHeiM DHCP-cepBepoM, a Takke Bpems 40 uctedyeHuns apeHabl IP-

afpeca.

WHTepHer Ethernet-noprel m ARP YcrpoicTeo Conntrack MapwpyTusaums

Cnucok DHCP-knueHTOB

MAC-agpec WwmnA knuwenTa IP-agpec BpemA 00 HCTE4EHWA apeHas!

& OGHOBMTL

Cnucok DHCP-knueHmos

+ MAC-adpec — MAC-agpec NoAaK/It4EHHOIO YCTPOICTBA;

* VIMs k/lueHma — ceTeBoe UMS NOAK/THOYEHHOTO YCTPOWCTBa;

+ IP-adpec — IP-agpec, Ha3HAYeHHbIN KNNEHTY M3 Nyna afpecos;

* Bpemsi 00 ucmeyeHusi apeHOobl — CPOK, Yepes KOTOPbI UCTeKaeT apeHja BblaeleHHOro agpeca.
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[N nonyyeHus Tekyulein nHgopmayum o DHCP-knneHTax HaxmmuTe KHonky « OGHOBUTb».

5.1.5 ToameHo «<ARP»

B nogmeHto «ARP» BbinonHsetca npocMoTp ARP-Tabnmubl. B ARP-Tabnuue cogepxurca nHdopmMaums o

cootBetcTBUM IP- 1 MAC-agpecoB cocejHUX CETEBbIX YCTPONCTB.

Wuteprer  Ethernet-noptei  DHCP m Yerpowcteoe Conntrack  MapwpyTusauma

ARP-tabnuua

192.166.15.1 AB:F3:48:80:E7:00 Wi-F

IP-anpec MAC-anpec MMA KNKeHTa MHTeptpeic

ARP-mabnuya
+ IP-adpec — IP-agpec ycTponcTBa;
+ MAC-adpec — MAC-agpec yCTpOICTBa;
* Vmsi knueHma - hostname ycTpoiicTea (ecnm nmeertcs);

* MIHmepgbelic — nHTepdelic, Co CTOPOHbI KOTOPOro akTMBHO ycTpoicTBo: LAN, Wi-Fi, Bridge .

[Nsi NonyyeHus TekyLlein nHdopMaLuy HaXXMUTE KHOMKY «O6HOBUTb».

5.1.6 MoameHto «PPPoOE Relay»

© nMoameHio «<PPPOE Relay» AOCTYNHO TOMBKO B pexume ycTpoiictea «Wi-Fi KneHT» B pexume paboTbi

«MocCT».

WHTepHer  Ethernet-nopter  ARP R ACEFE Yorporctee  Conntrack MapwpyTH3auuma

Ceccun PPPoE Relay

HUCNO CECCHA 2

CNHUCOK ceccHin

CocToRHHE ID ceccuHmn BpeMA cecCHM MAC-agpec Kn1eHTa TaWMayT oT KNHeHTa MAC-agpec cepeepa
ACTIVE 13 TmHH 32 ¢ 35 2C4A 8313359 Oc 3C:D9:94.F5.8C98
ACTIVE 14 1MHH 5 ¢ ABFY4B.09:1D:52 1¢ 5C D998 F5 8C 98

& OOHOBHTL

TaAMayT oT cepeepa

* Yucno cecculi — uncno PPPoE-ceccuii, nogHATbIX Yepes YCTPOCTBO. MakcumMasibHOe 3HavyeHne — 64.

+ CocmosiHue — akTBHas b0 HeaKTBHasA Ceccusl.

+ ID ceccuu — Homep ceccuu.

* Bpewmsi ceccuu — pNTENBHOCTb CECCUMN.

+ Talimaym om k/iueHma — BPeMS C MOMEHTa NPUHATUA NOCNeAHero naketa oT KneHTa.
+ Talimaym om cepsepa — BpeMsl C MOMeHTa NPUHATUSA NOC/eHEro naketa oT cepsepa.

Takke MOXHO yBMAeTb MHpopmaumo 06 MAC-agpece KiimeHTa u cepeepa.
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5.1.7 NoameHto «PPPoE Client»

© nMoameHio «<PPPOE Client» 4OCTYNHO TONbKO B pexume paboTbl «<MapLipyTusaTops.

Ha cTpaHuue MoxHO yBuaeTb nHchopmaumio o MAC-aapece v IP-aapece knveHTa 1 cepeepa. MapameTp
"CTaTtyc" oTo6paxaeT COCTOSIHME CECCUUN — aKTUBHAasi NGO HeaKTUBHAs Ceccus.

GGG Igll CeTb  IP-TeneBuageHue  Cuctema

WHTEepHeT Ethernet-nopTbl DHCP ARP [z« @l YcrpoiictTeo  Conntrack  MaplpyTtusaums

Nudopmaumsa o PPPoE Client

Craryc ACTIVE
MAC-agpec knueHTa E0:D9:E3:7A:BE:40
MAC-agpec cepeepa 5C:D9:98:F5:8C:9B
IP-agpec knueHTa 10.10.1.10
IP-agpec cepeepa 10.10.1.1

5.1.8 TloaMeHIo «YCTpOCTBO»

B nogmeHto «YCTpoincTBo» NprBeaeHa obLas nHpopmaums o6 ycTponcTee.

WHtepHer  Ethernet-noptet  ARP  PPPoE Relay Conntrack  MapwpyTtnsauma

NHdpopmauwvs ob ycTpoiicTee

Wanenwne WE-2P-LR5
Bepcua NO 2.1.0.160
3aeonckon MAC-anpec E0:D9:E379:EEE0

CepuitHelit HoMep WP29002398
CuctemHoe BpeMa 10:28:30 24.09.2018

BpeMs paboTel 0 au, 04:39:11

ViHbopmayus 06 ycmpolicmse

* MI30en1ue — HaMMeHoBaHVe MOAENN YCTPOIACTBA;

* Bepcusi 1O — Bepcusi NporpamMmmHoro obecneyeHnst yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-aapec WAN-1HTepdoeiica yCTpoicTBa, yCTaHOBNEHHbI 3aBOA0OM-
N3roToBUTENEM;

+ CepuliHbIli HOMep — cepUiiHbIA HOMEpP YCTPOICTBA, YyCTaHOB/EHHbIN 3aBOAOM-U3rOTOBUTENEM;

+ CucmeMHoe BpeMsi — Tekyle BpeMs 1 AaTa, yCTaHOB/EHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi pab0oTbl C MOMEHTa NOCNeAHEro BK/IOYEHNST NN Nepe3arpy3kn yCTponcTea.

36



5.1.9 MoameHto «Conntrack»

PykoBozacTBO no akcnyartauuu WB-2P-LR5

B nogmeHto «Conntrack» oTo6paxaloTcs TekyLme akTUBHbIe CeTeBblE COeMHEHNS YCTPONCTBA.

m Cete  IP-Teneengeqme  CucTema

YoTpocTeo Mapwipymizauwea

Anpec H3THIYEHURA

Brlsog akTHEHLIX ceccui NAT

LHEND SKTHEHEDE CORTMHEHMA 1@

LHCND NOKIE3EMHGN COSaMHEHnA 10
Cnucok coegvuHeHUA
MpoTokon Appec MCTO4YHUEE
UMKNOWN 182.188.1.1
Uop 127.0.0.1:58278
UopP 0.0.0.0:88
TCP 100.110.0.12:55823
UDP 100.110.0.243:38840
TCP 100.110.0.12:56224
Uop 100.110.0.243:38840
TCP 100.110.0.12:56833
TCP 100.110.0.13:56835
TCP 100.110.0.12:66837
Uop 127.0.0.1:35513
TCP 100.110.0.12:56824
UMKNOWN 100.110.0.228
IIKNOWAN 100.110.0.238
TCP 100.110.0.12:56222
TCP 100.110.0.12:56839
JopP 100.110.0.243:38840
LMKNOWN 100.110.0.228
TCP 100.110.0.13:56823

2240.0.1

12700

256255 255 25567

100.110.0.242:80

1:83

172.16.0.100:52

100.110.0

100.110.1

100.110.0

100.110.0

100.110.0

1270041

100.110.0

243

253

242

242:80

24380

53

243

&0

53

&0

&0

230255255250

224.0.0251

100.110.0.242:80

100.110.0.242:80

172.16.0.250:52

22400252

100.110.0.242:20

TadmayT

0w 56 ¢

14c

2Zc

duws 32 c

ic

1 nawe 56 ©

e

408 22 u B0 muH S8 e
4on 23 u b0 muH 5T ¢
404 23450 MuH 89 ¢
e

1w 3

Qe 3

Qe 38

4023 u B0 MuH B8 2
44 234 B0 MuH BT &
e

Qe 3B

s 23uf0MuH 6

Bbiso0 akmusHbix cecculi NAT

* YHucno akmusHbIX COEOUHEHUU — 00LLEE UNC/I0 aKTUBHbIX CETEBbLIX COEANHEHWIA;

* Yuco nokaszaHHbIX COeOUHEHUL — YNCO COeMHEeHNIA, BbiIBeAEHHbIX B Web-uHTepdeiic. UTobbl He
CHWXaTb NPOM3BOAUTENBHOCTL PaboThl web-nHTepdgelica, MakcManibHOE YMCI0 NOKa3aHHbIX
CoeiHEHNIA orpaHnyeHo 3HavyeHnem 1024. OcTanbHble COeAUHEHNS MOXHO NOCMOTPETb Yepe3 KOHCO/b

yCTpOiCTBa.

Crniucok coeduHeHul

+ [Mpomoko/1 — NPOTOKO/, N0 KOTOPOMY YCTAHOB/IEHO COEAVHEHNE,;

+ Adpec ucmoyHuka — |IP-agpec n Homep nopra nHuumMaropa CoequHeHus;
+ AOpec Ha3Ha4yeHus — IP-agpec 1 HomMep nopTta agpecara CoeANHEHNS;
+ Talimaym — nepuopg BpeMeHu [0 pa3pbiBa COeMHEHUS.

[na nonyyeHns TekyLein nHpopmaumm HaxkMmmTe KHOMKY « OGHOBUTb.
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5.1.10 MogmeHio «MapLipyTmzaums»

B nogmeHto «MappyTunsaums» oTobpaxkaeTca Tabnmua MapLpyTm3auun yCTpoicTea.

WHTepHet

DHCP  ARP PPPoE Client

Yerpovicteo  Conntrack NMElN o=

Ethernet-noptsi

Tabnnya mapLpyTusaumm

Apnpecart Lintoz Macka $rnaru  MeTpuka ObpaleHun OOHapyXeHUA UHTepcpeiic
0.0.0.0 100.110.0.1 0.0.0.0 UG 0 0 0 wlan0
100.110.0.0 0.0.0.0 265.255.254.0 U 0 0 0 wlan0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 br0

<~ ObHoBUTL

+ Adpecam - |IP-agpec xocTa Uav NoAceT HasHavYeHus, 40 KOTOPbIX YCTAHOB/IEH MapLLUpPYT;

* LWmo3 - IP-afpec LW/3a, Yepes KOTOPbI OCYLLECTB/IAETCA BbIXO Ha aapecara;

* Macka — macka nogcetu;

*+ 1a2u — onpepfesneHHble XxapakTepucTukn daHHOro mapuipyTa. CyLecTByOT cnefyowme 3Ha4eHus
prazos:

U - ykasbIBaeT, YTO MapLUpyT CO34aH U AB/ISAETCA MPOXOAUMbIM.

H - yka3blBaeT Ha MapLupyT K onpeseneHHOM y31y.

G - yKa3blBaeT, YTO MapLUpyT Nposieraet Yyepes BHELUHW Wwio3. CeTeBol UHTepeinc cuctemsl
npegocTaBnseT MapLUpyTbl B CETU C MPAMbIM NOAKNI0YEHEeM. Bce npoyve MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOMe MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM;

R - yka3bIBaeT, UTo MapLUpyT, CKOpee BCero, 6bl/1 Co34aH AMHAMUYECKM NPOTOKO/I0M
MapLupyTM3aumm, paboTalolmM Ha NI0KasTbHO cucTemMe, NnocpeacTBOM napameTpa reinstate;

D — yka3bIBaeT, UTo MapLUpyT 6b11 fo6aBNEH B pe3ynsrare NoslyyeHns coobLeHns
nepeHanpaeneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT 0 MapLupyTe u3
coobuweHns ICMP Redirect, mapLupyT BkIo4aeTca B Tabnvuy MapLupyTmsauun, YTobbl UCKTHOUNTD
nepeHanpasneHve 415 nocnefywmnx NnakeTos, npegHasHauYeHHbIX TOMY Xe ajpecary.

M - yka3bIBaeT, UTO MapLUpyT NOABEPIcA N3MEHEHWIO, BEPOATHO, B pe3y/ibTaTe paboThl
[AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLnm Ha I0KaslbHON CUCTEME U MPUMEHEHUS napamMeTpa
mod.

A — ykasblBaeT Ha 6ydepu3oBaHHbIli MapLLpyT, KOTOPOMY COOTBETCTBYET 3anuck B Tabnuue ARP.
C - yka3bIBaeT, YTO UICTOYHMKOM MapLupyTa siBnseTcs 6ydep mapLlipytmsaumm sapa.

L — yka3bIBaeT, YTo NyHKTOM Ha3HavyeHns MapLupyTa AB/ISETCA O4MH U3 afpecoB AAaHHOIO
KomMmnbloTepa. Takme «/10KabHble MapLUpPYThl» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm.

B - yka3blBaeT, YTO KOHEYHbIM MYHKTOM MapLupyTa SB/ISEeTCS LWMPOKOBeLLaTesbHbIn agpec. Takve
«LUMPOKOBeLLaTe/IbHble MapLUPYTbI» CYLLECTBYHOT TO/IbKO B Bydhepe MapLupyTusauuu.

| — ykasbiBa€eT, UTO MapLUpYT CBsA3aH C konbLeBbIM (loopback) nHTepcheiicom ¢ Lenbo UHOM,
HeXxenun obpalleHne K KosibLEBOW CETU. Takme «BHYTPEHHME MApLUPYThI» CYLLECTBYHOT TO/IbKO B
6yhepe MapLupyTm3aLmu.

! — ykasbIBaeT, 4To AeilTarpaMmmsbl, HanpaensemMble No aToMy agpecy, 6yayT oTBeprarbcs
CUCTEMO.

* Mempuka — onpegensieT «CTOMMOCTb» MapLlipyTa. MeTpuka Ucnosb3yeTcs 4151 COPTUPOBKM
Ay6nmpyoLmMx MapLUpyTOB, €C/1M TaKOBble MPUCYTCTBYIOT B Tabnuue.

« Ob6paweHusi — 3athMKCUPOBaAHHOE YMC/I0 06paLLEHMNIA K MapLLPYTY C LeNblo co3faHna coeanHeHus (He
NCNOMb3yeTcs B CUCTEME).
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+ O6Hapy)XeHusl — YACN0 0BHaPYXXEHWUIA MapLLpyTa, BbINOTHEHHBIX NPOTOKO/I0M IP.
* MiHmepdgpelic - MA ceTeBOro nHTepdeinca, Yepes KOTopbIi NponeraeT gaHHbIA MapLupyT.

[N nonyyeHust TekyLlein MHopmauum HaxXM1UTe KHOMKy «OGHOBUTb.

5.2 MeHio «CeTb»

B MeHt0 «CeTb» BbINOJIHAKTCS OCHOBHbIE CETEBbIE HACTPOIKN YCTPOCTBA.

5.2.1 MoameHto «MHTepHeT»

PykoBozacTBO no akcnyartauuu WB-2P-LR5

B noMeHI0 «/IHTEPHET» BbINOMHSAETCS HACTPOIKa NapameTpoB A5 NOAK/IHUEeHUs K 6a30B0oii cTaHuum no Wi-Fi

1 BbIGOP peXxuMa NoAKMUEHNS YCTPOIACTBA.

Pexum yctpoiictBa Wi-Fi KnueHt

MoHHTOPHHT m CucreMa

OBume HacTpoikn

Mur xocTa

BHewHas ceTb
Pexum y-:mon-:rsa

HacTpo#ku nogknoyeHns

S50

Pexuu B02.11

WinpwHa kaHana

Pexuw GeaonacHocTi

MowHocTe curdana (aBu)

KOpoTEMA 38WMTHEA WHTEpBan
DUKCHDOBSHHER USHTDAMEHER YACTOTE
CNMCOoK PESDEWSHHE X KEHEN0E

K BHENLHER CKOPOCTE NEpena
MakcmansHan CkopocTe Nepefaym
O=mnaanne ACK

Pexuwu pabota

Mpwnoputer
Mporokon
Pexim VLAN Trunk
AnsrepHatnessi Vendor [D (onuna 60)
Vendor D (onuma 60}

MepensaHuin DNS

Bropwasain DNS

Weiinep

‘OTpaHn4eHne WHPOKOBBIWATENLHOND Tpahnka (nakeTos/cek)

Hactpoira MAC-anpecos Ceresol sKpaH MapwpyTuzauma SNMP

Wi-Fi K nment

Q, CLEHMDOEATE S(MD

* VIMsi xocma — UMsi, Ha3HaYeHHOe CEeTEBOMY YCTPOIACTBY;

* Pexxum ycmpolicmsa — pexum NoakIvYeHnst yCTPONCTBa;

+ SSID (MdeHmugbukamop cemu) — UMs1 GECNPOBO/IHON CETW, UCMONb3YETCs ANs NOAKNOUYEHMs K 6a30B0i

CTaHuMn. MakcumanbHasi AnMHa uMeHn — 32 CMMBO/Aa, BBO/, C YUETOM perucTpa Knasmatypbl. [aHHbIi
napamMeTp MOXET COCTOSATb U3 UMdIp, NATUHCKNX OYKB, @ TAKXKE CUMBOSIOB «-», «_», «.», «I», «;», «#» 1

npo6ena, npu 3TOM CUMBOSIbI «!», «;», «#» N NPO6GEN HE MOTYT CTOATb NEePBbIMMU.
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+ CKaHuposamsb 3¢hup — NO HaXKaTN KHOMKM HAYHETCS CKAaHMPOBaHNe paanoachmpa B 3a4aHHOM
AvanasoHe. Nocne ckaHMpoBaHUS MNOSABUTCS CMMCOK HaWAEHHbIX Touek goctyna. CnmMcok 6yaeT CoCcToATb
n3 cemn cton6buoB.: SSID, pexunm 6e3onacHocTy, MAC-agpec ToUkM fOCTYNa, KaHa, LuprHa kaHana,
4yacToTa, YpoBeHb curHana. Mpu BblIbope 04HON N3 HANAEHHbIX TOYeK OyAeT aBTOMATUYECKN 3arnoNIHEHO
none SSID, BbiGpaH COOTBETCTBYHOLLMIA PEXNM 6E€30NaCHOCTH.

BHewHns cetb

HacTPOAKM NOAKNIOYSHMS

Pexum ycTpolicTea Wi-Fi Knnext

ssiD | 777 Q CKaHUpOBaTL SCOUP

Pexum 802.11 802.11ac i SSID PexuM Ge3onacHocTi MAC-appec Kanan LUupuHa KaHana, MMy~ Yactota, MMy  YpoBeHs cMruana, nEm

WnpiHa Karana B0 ML Eltex-Guest Open E0:D9:E3:8F:BD:42 48 20 5240 -60

Eltex-Local WPA_1X/WPA2_1X E0:D9:E3:8F:BD:40 48 20 5240 -61

Pexum Gegonackoctn | OfF Open E0:D3E3:BF:BD:A1 48 20 5240 61

MouwrocTs cnrHana (a6m) 24 = Open E0:D9:E3:91:23:52 100 80 5530 77

-2ac-LR622 Open E0:D9:E3:91:23:53 100 80 5530 78

[<]

KOpoTkWi auuTHuI uHTepsan
P-2acL11 Open E0:D9EIH1 2354 100 80 5530 78

BUKCHPOBAHHAS LIBKTPaNLHAA YacToTa shipovalov_test2 Open E0DS:E391:12:02 80 80 5400 78

CRUCOK paspeweHHsIX KaHaNos Open E0:D9:E3:91:23 51 100 80 5530 -78

Open E0:D9:E3:91:12:01 80 80 5400 -80
KaHansHas ckopocTk Nepenaun Auto
wop2_239_5_cvlan WPA_1XWPAZ_1X E0:DS:E3:93:10:E1 44 20 5220 -80

MakcumansHas ckopocTk Nepenadn Auto

Oxupanve ACK 64 &

Pexum pabots | MocT

« Pexxum 802.17 — BbIGOp pexunma paboTbl 6ecnpoBoAHOrO nHTepdelica:

+ 802.17a — gaHHbIli CTaHAAPT NpedycMaTpuBaeT MakCumasibHyt CKOpoCTb Ao 54 MouT/c;

« 802.11n — gaHHbI CTaHAAPT NpegycMaTpuBaeT MakCumasibHyt ckopocTb Ao 300 MouT/c;

+ 802.11ac - gaHHbIV CTaHAAPT NpeaycMaTpuBaeT MakCumanbHy CKOpocTb Ao 866,7 MouT/c.

* LllupuHa KaHa/s1a — WMpUHa NoJ0Ckl YacTOT KaHana, Ha kotopom pabotaet Wi-Fi knneHT, npuHumaet
3HadeHuns 5, 10, 20, 40 n 80 My, CTouT OTMETUTb, UTO WIMPUHA KaHana B 80 MI'y, 6yaeT paboTatb
Tonbko B ctaHaapTe 802.11ac. Ecnm Ha 6a30BOi CTaHLMK YCTAaHOB/EHA WMPKHa KaHana 5 nam 10 Mly,
TO Ha aBOHEHTCKON CTaHuMM HeobxoAMMO BbiGpaTb aHaIOTMYHY0 NOJIOCY.

Pexxum 6e3ornacHocmu — BbI6Op pexmnma 6e30nacHOCTU 6ecnpoBOAHON CETU:

+ Off — oTKIO4YeHOo WndpoBaHne 6eCnpoBOAHON CETU, HA3KMIA YPOBEHb 6E30MacHOCTH.

+ WEP - wndpoaHme WEP. WEP-knou fonxeH CoCcToATb U3 WecTHaauaTrepuyHbIX Ludp 1 MMeTb
AnviHy 10 nnv 26 cMBOJ/IOB, TG0 AO/MKEH GbITb CTPOKOI (CMMBONLI a-z, A-Z, 0-9, ~!@#S% &*()_-
+=) U UMETb A/IMHY 5 Unn 13 cMMBOMOB. [JaHHbI pexuM cKpbIT B web-uHTepdeiice.

+ WPA, WPA2 — windgposaHne WPA n WPA2. lnnHa kntova coctaBnseT oT 8 4o 63 CMMBO/IOB.
PaspeluaeTcs UCMo/b30BaTh TO/IbKO CUMBO/IbI: a-Z, A-Z, 0-9, ~1@#8%&*()_-+=;:|/?.,<>"" unmn
npo6en. PekomeHayeTcs UCNob30BaTh pexumbl wWndposaHns WPA n WPA2 kak Hanbonee
6e30nacHble Ha AaHHbI MOMEHT.

« WPA-Enterprise, WPA2-Enterprise — wndgpoBaHne WPA n WPA2 ¢ ayTeHTUdmKaLmnein knmeHTa no
802.1x. B kayecTBe aBTOPU3ALMNOHHbIX AAaHHbIX HE0OX0AMMO BBECTU UMSA MO/b30BATENA U Naposib.

MowHocmb cueHasia — perynnpoBka MoOLHOCTY curHana nepepatymka Wi-Fi B gbm.

Kopomkul 3awyumHbIli uHMepsasl — NogAepXKa YKOPOYEHHOro 3aLlUTHOro nHtepsasna. Vcnonb3yercs
400 Hc 3aWmTHbIN MHTepBan (BMecTto 800 He);

duKcupoBaHHasi YyeHmpa/ibHasi 4acmoma — Npu akTuBaumn doniara Becb Tpaduk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LeHTpasibHO YacToTe KaHasia ¢ 3aaHHOW LUMPUHOWA
nonocbl (40 nnm 80 MIru). ®yHKUMS SIBNSETCA NPONpUeTapHoi, nepefadya BefeTca He No cTaHAapTam
IEEE 802.11, rae npegnonaraetcs UCNoO/b30BaHNE pasHbIX LLEHTPasIbHbIX YacToT AN Tpadimka AaHHbIX U
ynpasneHus npu wupuHe kaHana 40/80 MTIu. Mpu pa6ote WB-2P-LRS ¢ yctporictBamn WOP-2ac-LR5,
Ha KOTOPbIX BK/IOYEHa (DUKCMPOBaHHAsA LieHTpasibHas 4yacToTa, akTMBaumsa Ha abOHEeHTCKON CTaHuun He
TpebyeTcs, T.K. NPOMCXOANT aBTOMATUYECKN B MOMEHT MOAKNIOUYEHMS K 6A30BOIN CTaHUMN.

Cnucok paspeweHHbIx kaHasnos (Limit Channels) — cnncok 4acToT, Ha KOTOPbIX NPOU3BOAMTCS
CKaHvpoBaHue admpa ANns NOAKN0YEHMSA K 6a30BOIN CTaHUMN.
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Ecnu, Hanpumep, Ha BC BbicTaeneH kaHan 100L (5490-5530 MI'y) ¢ wmpwuHoii nonockl 40 MIu, To B
CNMCKe paspeLLeHHbIX KaHa10B Ha aBOHEHTCKONM CTaHLUMK AO/DKHbI ObiTb BbIOPaHbI BCE KaHaslbl,
HaxogsAwmecs B 3TOM 4acTOTHOM guanasoHe: 98—106 kaHan BKIOUMTENbHO. MNpy Takoii HacTpoiike
WB-2P-LR5 6yaeT ckaHMpoBaTb TOMIbKO YaCTOTHbIN Anana3oH 5490-5530 MIMy 1 ycnewHo
nogkntountes Kk bC Ha kaHane 100L/40.

BHewHAA ceTb

Pexvm ycTpoiicTea Wi-Fi Knuent
HAcTPOWKN NOAKNIOHEHUA
SSID shi_testl
Pewim 80211 | 802.1lac N
LiMpuHa kakana | 40 Mry
Pexim Ge3omacHocTi Off
MOLHOCTs CUrHana (aBm) 24 5
KOpoTkviA 3awuTHbIA mstepean @

DUKCHPOBAHHAS LIEHTPaNIbHAA YacToTa

CNUCOK paspelueHHblx kaHanos @

[ s 50 ury s i r x L1000y s 550 i 2 10w x s iy s 520 i L0 s w06 50 i

KaHasnbHas ckopocmb nepedadu — (prKcMpoBaHHas CKOPOCTb 6eCNpOBOAHON Nepeaayn AaHHbIX,
onpegensemas crneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;

MakcumasibHasi CKopocmsb rnepedadyu — MakCMMasibHasa AonycTumasl CKopocTb 6ecnpoBOAHON Nepesaymn
OaHHbIX, onpegensemas cneundgukaunamm ctaHgaptos IEEE 802.11a/n/ac;

OxudaHue ACK — TalimayT oXuaaHusi NOATBEPXAEHUS nakeTa. Mpu 60bLWNX paccTosHusX (6onee 2,5
KM) napameTp cneayeT yBeNnunTb, Nogobpas oNTUMasibHOe 3HAYEHME;

Pexum pabomsbi — pexum paboTbl YCTPOICTBA:

« Mapwpymuzamop — mexgy LAN- 1 WAN-uHTepgpeiicamm (WAN nHTepcheiicom cTaHOBUTCS
6ecnpoBofHoit nHTepdeiic Wi-Fi) yctaHaBnmBaeTcs pexum maplupyTtusatopa (LAN nsonvposaH
ot WAN);

* Mocm — ycTaHaBNMBaETCH pPeXumM MocTa Mexay 6ecnpoBoAHbIM U NPOBOAHLIM MHTepdeicamm
yCTpOWCTBA.

MpuopuTteT — BbIGOP cnocoba npuoputnsaumm. Onpeaenser nose, Ha OCHOBaHUN KOTOPOro TpaduK,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP - 6ypget aHanmsnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6ypeT aHanm3npoBaTbest npuopuTeT u3 nonst CoS (Class of Service) TermpoBaHHbIX
naxkeToB.

lpomokon — onpeaensieT pexum paboTbl HTepderica, Yepes KOTopbIi OyAeT OCyLLeCTBNATLCS
NOAKN0YEHME YCTPOICTBA K CETU NpefocTaB/ieHns yeyr nposaligepa:

+ Static — pexxum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
NHTEepdeinc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHMsa CTaHyT
[AOCTYMHbI CefytoLme napameTpsbl:

* IP-adpec - yctaHoBka IP-agpeca WAN-uHTepdpeiica ycTpoincTea B CETM NpoBaiigepa;

* Macka — yctaHoBka macku nogcetn WAN-uHTepdieiica ycTpoiicTBa B CETM NpoBangepa,;

* LUt03 Mo yMo/14aHUKo — afpec, Ha KOTOpbI OTNPaBASAETCA NakeT, eCNN A1 HEFO He HaAeH
MapLupyT B Tabnuue mapLpyTtusayuy;

* DHCP - pexum paboTbl, npu KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJTHaHWIO 1 gpyrve napamMmeTpbl, Heobxoanmble s pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBToMaTu4yecku. [lo Tex nop, noka agpec no DHCP He nony4eH, 4OCTyn K yCTPOWCTBY
6yneT no agpecy ns nongd IP-agpec.

« AnlbmepHamusHblil Vendor ID (onyusi 60) — npu ycTaHOB/IEHHOM chiare yCTpoiicTBO
nepepaét B DHCP-coo6LeHusix B onuum 60 (Vendor class ID) 3HaueHune 13 nonsa Vendor ID
(onyus 60). Mpwn nycToMm none onums 60 B coobuleHnsx npotokona DHCP He nepepaéTtcs.
Ecnu conar AnstepHatueHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3HayeHne Mo yMos4aHuto, KOTopoe MMeeT creayoLwnii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiictal[HW:annapatHas Bepcus) [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
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[VERSION:Bepcus nporpaMmmHoro o6ecnevyeHus

Mpumep:

[VENDOR:EIltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]

* PPPoE (0ocmyrHo 8 pexume mMapuwpymuzamopa) — Pexum paboThbl, npu kotopom Ha WAN-
nHTepdeice nogHumaetca PPP-ceccus. Mpu Boibope «PPPOE» Ans pefakTupoBaHus cTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

* Vms nosib3os8amesis — NMS NMosb3oBaTensa ana astopusaumm Ha PPP-cepsepe;

* Maposis — naponb gnda astopmsaumm Ha PPP-cepsepe;

* Pasmep MTU — makcmasibHblil pa3Mep nakeTa, KOTOpbIA MOXET 6bITb NnepegaH vyepes PPP-
ceccuto 6e3 oparmeHTaumu;

* WMs cepsuca — ums cepsuca nposaigepa. 3HaveHve Tera Service-Name B coo6LLeHnn
PADI gnst uhuumanmsaumm PPPoE-coeanHeHns (Mcnonb3oBaHWe AaHHOR onuun He
ABNSAETCA 06A3arefibHbIM, 3TOT NapaMeTp HacTpavBaeTCA TO/IbKO Mo TpeboBaHmio
nposaiigepa);

* BmopuyHbil docmyn — onpegensiet cnocob yctaHoBku IP-agpeca Ha uHtepcpeiice ans
AOCTyna K yCTpOcTBy, ecnn He ncnonb3yetcsa VLAN ynpaBnieHus.

* DHCP - pexum paboTbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LU/TKO3 MO YMOJYaHUIO 1 ApYyrve napameTpsbl, Heobxoaumble AnsA paboTel B ceTy, ByayT
nonyyeHsl or DHCP-cepBepa aBTOMaTN4eCKY,;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble NnapamMeTpbl Ha
WAN-unHTepdeiic HazHavaroTcsa ctatuyecku. MNpu Boibope Tuna «Static» gns
pefakTMpoBaHUA CTaHyT AOCTYMHbI C/eAytoLme napaMmeTpsbl:

* BHewHul IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdelica ycTpolicTea B
ceTu nposaligepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepgoeiica ycTpoinctea B
ceTu nposalrigepa;

* LU03 Mo ymMo/14aHuo — afpec, Ha KOTopblii OTNpaBnseTcsa naker, ecniv ans
Hero He HalifileH MapLpyT B Tabnvue mapLlipyTmsaumm;

+ lNepsuyHbll DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;

« OMK/I0YUMb MPaHC/IsyuUo adpecos omnpasumerisi (00CmynHo 8 peXxumMe Mapuwpymusamopa) —
onuwusa No3BONSET OTK/OUMTL TPAHCNIALMIO aApecoB oTnpasuTeneit (masquerade);

+ OzpaHuyeHue WupokKoseuwjamesibHo20 mpaghuka (nakemos/c) — ycTaHaB/IMBAET OrpaHNYeHne Ha
nepegavy LUMpoOKoBeLLaTenbHOro Tpaguka Bo BHeLWHoW ceTb Wi-Fi;

* Lednep — orpaHnyeHne ckopocTy B HanpasneHusax Downlink n Uplink. MakcrmanbHoe
orpaHuyeHne 200 Méut/c.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

Pexxm VLAN Trunk
Mcnonek3oeate Management VLAN
Management VLAN ID
Management 802.1P

HocTyn kK Management VLAN

Pagwo v Ethernet A

« Pexxum VLAN trunk - npu ycTaHOBNeHHOM hriare akTMBUpPYeTCs TPaHKOBbIN NOPT. YCTPOIACTBO byaeT
npo3payHo nepeaasatb Bce VLAN (c yuetom onuum "OrpaHnunts cnmcok VLAN"), KoTopble nosyyeHsl oT
6a30B0Ol CTaHUMK, Ha NPOBOAHbLIX KIMEHTOB U B 06paTHOM HanpasieHun. Mpu aTOM NPOXoxaeHne
HeTernpoBaHHOro Tpadumka 3aBUCUT OT onuun "Mpo3padHblii pexmnm’;

* Vcnonb3osambs Management VLAN — npn ycTaHOBNEHHOM dhiare BK/IOYaeTCa JOCTYN K
ycTpoiicTy yepe3 VLAN ynpaBneHus:
* Management VLAN ID — nageHtudunkarop VLAN, ncnonb3syemblin ans gocTtyna K yCTponcTBy;
+ Management 802.71P — npu3sHak 802.1P (apyroe HasBaHue CoS — Class of Service),
yCTaHaB/MBaeMbIiA Ha NakeTbl, UCXOASALLME C AaHHOro nHTepderica. MprHMMaeT 3HavyeHuns
oT 0 (Hn3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ flocmyn k Management VLAN — orpaHunyeHune focTtyna K cetu yrnpassieHus. Bo3moxHble

3Ha4YeHusA:

« Paduo u Ethernet — pocTyn B ceTb ynpaB/ieHNs1 BO3MOXEH CO CTOPOHbI
pagnovHTepdelica n nHTepdeiica Ethernet;
* Paduo — fOCTyn B CETb YNpaB/ieHNA BO3MOXEH TO/IbKO CO CTOPOHbI

paanouHTepdeiica.

© nNpu sknoueHun pnara «Mcnonb3sosats Management VLAN» 1 HenpaBubLHO HacTpolike
Management VLAN Bo3MO)xHa noteps goctyna K yctpoucty. Mpu nogkniovueHun yepes Ethernet
YCTPOICTBO GyAeT AOCTYNHO no agpecy 192.0.3.1.

OrpaHu4nTh cnucok VLAN

Cnuncok VLAN

v

3020

uuo 2002010 x

+ OgpaHuyums criucok VLAN — npu ycTaHOBNEHHOM chriare ycTpoiicTBo B pexmme VLAN trunk 6yaet
nponyckaTb TONbKO orpaHnyeHHoe konnyectso VLAN, koTopble ykasaHbl B none "Cnucok VLAN":
* Cnucok VLAN - copepxuTt ngeHtudmnkaropsl VLAN, koTopble paspelueHsl 418 nepegavv.
MpuHUMmaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKa3aTb AnanasoH, Hanpumep “2000-2010".

cnone3oeate General VLAN
General VLANM |1D
General 802.1F

MNpo3paqHBIi peEsmM

]

* Ucnonb3zosameb General VLAN — npu yctaHoBneHHOM donare ¢ ogHoro VLAN, ykazaHHoro B nose
General VLAN ID 6ynet cHumatbcs MeTka 1 Tpadmk atoro VLAN npoiget Ha kineHTa 6e3 Tera.
Mpu npoxoxaeHny Tpaduka B 06paTHY0 CTOPOHY Ha HETErMpoBaHHbIV Tpadnk 6yaeT

HaBewwmBaTbca meTka General VLAN ID:
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*+ General VLAN ID — npeHtucpmkarop VLAN;
+ General 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NAKeTbI, UICXOASLLME C AaHHOTO UHTepdelica. MpuHUMaeT
3HauyeHust oT 0 (HM3LWKIA NprMopuTeT) A0 7 (HAMBLICLLIMIA NPUOPUTET).
* [po3payHbIl pexxum — Npu yCTaHOB/IEHHOM dhiare yCTpONCTBO ByaeT nponyckaTb
HeTermpoBaHHbIi Tpaduk B pexume VLAN trunk.

BEMHOYMTE MVE
MWVR VLAN ID

MVR 802.1P 7 w

* Bkrodums MVR — npu ycTaHoBNeHHOM chnare mexaHusm Multicast VLAN Registration BkntoueH.
®PyHKLMA AaeT BO3MOXHOCTb UCNosb3oBaTh oTaenbHyto VLAN onisa mynstukact-tpadpuka. MNpu atom
Tpadmk B CTOPOHY aboHeHTa nepegaetca 6e3 Tera. NapameTp 4OCTYNeH A1 HACTPONKM NpK yC/10BUN
BK/IHOUEHUA pyHKumi «cnonb3oBatb General VLAN» nnu «Mpo3payuHbliii pexmmy:

* MVR VLAN ID — ngeHtndgmukarop VLAN, B KOTOpOIi nepeaaeTcs My/ibTUKacT-Tpaduk;

+ MVR 802.1P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service), yctaHaBnmBaeMblii
Ha MakeTbl, UCXoAsALME C AaHHOro MHTepdeiica. MpuHUMaeT 3HaueHust oT 0 (HU3LWKIA NpUopUTET)
[0 7 (HavBbicLwnii npuopuTeT). Mo ymMonyaHuo — 7.

VLAN Trunk B pexume maplipyTtmsatopa

* Pexum VLAN Trunk — npy ycTaHOBNIEHHOM (piare akTMBMPYETCA TPaHKOBbIM NOPT 47151 BO3MOXHOCTU
ncnonb3osaHma Management VLAN u Internet VLAN:

Pexum VLAN Trunk
Wenoneaosate Management VLAN
Management VLAN ID 2
Management 802.1P 0 :I
Management npoTokon Static :I

Management IP-agpec 192.168.15.200
Management macka 255.255.255.0

Management wnw03 No ymon4aHuo 192.168.15.1

* Ucnonb3osamb Management VLAN — npu ycTaHOBNEHHOM dhnare BKIHOYaEeTCs AOCTYN K YCTPONCTBY
yepe3 VLAN ynpasneHus:
+ Management VLAN ID — ngeHtndukatop VLAN, ncnonb3yemblin Ans goctyna K yCTpOWCTBY;
« Management 802.71P — npusHak 802.1P (apyroe Ha3BaHue CoS - Class of
Service), ycTaHaBMBaeMblii Ha NakeTbl, UICXOASILLME C AaHHOTO UHTepdelica. MNMpuHUMaeT
3HaueHust oT 0 (HM3LWK nprmopuTeT) A0 7 (HaMBLICLLIMIA NPUOPUTET).
* Management-npomokos1 — onpenensieT pexvm paboTbl MHTepdelica yrnpasieHus.
+ DHCP — pexum paboThbl, npn KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3
Nno YMO/IHaHWIo 1 Apyrve napameTpbl, Heob6xoamMble ANns paboTbl B CETUH, OyAyT NOMyYeHb!
ot DHCP-cepBepa aBTOMaTU4ECKMN.
+ Static — pexum paboThbl, Npu KoTopom IP-agpec 1 Bce HeobxoauMmble napamMeTpbl Ha
NHTEepdec HazHavarTcA cTatuyecku. MNpu Bolbope Tuna «Static» Ans pegakTmpoBaHua
CTaHyT 4OCTYMHbI cneyrolme napameTpbl:
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* Management IP-adpec — ycTaHoBKa IP-agpeca nHtepgeiica ycTpoictea B ceTu
ynpaeneHns;

+ Management macka — yCTaHOBKa Macku NoACeTU NHTepdielica yCTpoinCcTBa B CETU
ynpaeneHns;

+ Management w1103 110 yMO/14aHUK0 — afipec, Ha KOTOPbI OTNPaBASETCA NakeT, ecnu
[ANS HEro He HangeH MmapLupyT B Tabnunue mapLupyTusaumm;

<]

Pexim VLAN Trunk

Wcnone3osate Management VLAN

(<]

Wenone3sosate MHTepHeT VLAN
WMHuTepHet VLAN ID =
WHTepHeT 802.1P 0 ~
WHTEpHET-NpOTOKON Static ~

WHTepHeT IP-agpec 192.168.12.200

WHTEpHET-Macka 255.255.255.0

MHTEpPHET-W N3 N0 YMONYaHNID 182.168.12.1

* Vcnonb3osams Internet VLAN — npn ycTaHoBNeHHOM donare Bkaodaetca nogaepxkka VLAN ans
nepesayv Nosb30BaTe/IbCKOro Tpaguka.
* Internet VLAN ID - npoeHTtndpukatop VLAN;
* Internet 802.1P - npu3Hak 802.1P (apyroe HasBaHue CoS - Class of Service), yctaHaBimBaemblii
Ha NakeTbl, CXOAsILLME C fJaHHOro MHTepdelica. MprHMMaeT 3HaueHns ot 0 (HU3LWKIA NpUopUTET)
[0 7 (HavBbICLUNIA NPUOPUTET).
* Internet-npomokos1 — BbIGOP pexvmMa paboTbl MHTepdienca ycTponcTea, MCNoib3yemMoro ans
nepegauv nosnb3oBaTesibCKoro Tpadvka B otgensHom VLAN.
* DHCP - pexum paboTbl, npn kotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
Mo YMONYaHWIO 1 Apyrve napameTpbl, Heo6xoamMble Ans paboTbl B CETU, OyayT NONyYeHb!
o1 DHCP-cepBepa aBTOMaTnyeCcKu.
« Static — pexum paboTbl, npn KoTopom IP-agpec n Bce Heobxoaumble napameTpbl HA WAN-
NHTEepdeiic HazHavarTcsa ctatuyecku. MNpu Boibope Tuna «Static» Ans pegakTMpoBaHus
CTaHyT AOCTYMNHbI CriegytoLLme napameTpsbi:
* Internet IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdpeiica ycTpoinctea B CeTU
nposaingepa;
* Internet macka noocemu — yctaHoBka Mackn nogcetn WAN-uHTepcpeiica yctpolictea
B CETV nposalifepa;
* Internet-wi/1t03 Mo yMo/iyaHuro — afpec, Ha KOTOpbI OTNpaBnsAeTCcs Naker, ecsiv ons
Hero He HaliieH MapLpyT B Tabnvue mapLipyTm3aumm.
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Ecnu B kauecTBe Internet-npotokona BbiopaH PPPOE, To NosiBNSIETCA BO3MOXHOCTb 3a4jaTb HACTPOVKN
BTOPUYHOIO AoCTyna:

(<]

Pexim VLAN Trunk
KMcnonbaosate Management VLAN

Wcnonbsosats Internet VLAN

(<]

Internet VLAN 1D =
Internet 802.1P | 0 9
Internet npoTokon PPPOE :I
Wms nonssosatens | admin
MNaponb sesnssne
MTU | 1492 %
Service-Name
BropwuHbit poctyn Static :I
BrewHwuit IP-agpec 192.168.12.200
Macka | 255.255.255.0
Wnw3 no yMon4YaHuo 192.168.12.1

DNS-cepeep

* BmopuyHbIl docmyn — onpegensiet cnocob yctaHoBku IP-afpeca Ha uHTepcpeiice ansa gocrtyna K
yCTpONCTBY, ecnun He ucnosnb3yetcs VLAN ynpasnieHus.

* DHCP — pexum paboTbl, Npu koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, LWito3
no yMO/IHaHWUIo U Apyrue napametpbl, Heobxoanumble Ans paboTbl B ceTH, ByayT NoyyeHsbl
oT DHCP-cepBepa aBTOMaTU4yeCKM.

+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdeinc HasHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pegakTMpoBaHus
CTaHyT OOCTYMHbI CneyroLme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpoiicTBa B CETK
nposangepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeiica ycTpoiictea B ceTu
nposangepa;

* LU03 Mo ymMo/14aHuUo — afpec, Ha KOTOpbIi OTNpaBseTCcsa NakeT, ec/in A1 Hero He
HaiaeH MapwpyT B Tabnvue mapLipyTmsaumy;

« DNS-cepsep — agpec cepBepa AOMEHHbIX MMEH (MCnonb3ytoTca Ana onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN).

VLAN - BupTyasnibHas fiokasibHas cetb. [MpeactaBnsaeT cobol rpynny XoCToB, 06beAUHEHHbIX B OfHY CETb,
He3aBMCUMMO OT UX (PU3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIe B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetot oguHakoBbli naeHtucpmkatop VLAN-ID.
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Pexum yctpoiicTBa «becnpoBogHoOiA MOCT»

MoHMUTOpHHT m Cucrema
m HacTponka MAC-anpecos CeTesol 3KpaH Mapwpy TW3auns SNMP

OBwwne HacTponKK

WMz xocTa

BHewHnas ceTb

PexuM yCTPORCTER BecnpoBOaHOR MOCT -
HacTpoiKki NogKnoYeHns
MpropuTeT OSCP -
TNpoTokon DHCP -
Pexim VLAN Trunk
AnbTepHaTWBHbA Vendor 1D (onuwa 60)
TMepBrdHbIA DNS

BropuuHbil DNS

Hactpoitka WDS

Pexum GeaonackocTin Off -
Hactpoitka MAC-anpecos

Nure 0
Nurar: 1
Nuke 2
NMurre 3
Nurk 4
Nuke 5
Nurr: 6

Nurk 7

BHellHAA ceTb

* VMIMsi xocma — uM$, Ha3Ha4YeHHOe CeTEBOMY YCTPOWCTBY;

* Pexxum ycmpolicmsa — pexvm NoAKNIYEeHUS YCTPOUCTBa;

* MpuopuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHUM KOTOPOro Tpadgiuk,
nepegarowniica B pagunonHtepdeiic byget pacnpegenartscs no oyepeasm WMM:

+ DSCP - 6ypet aHanusnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yaet aHanm3vpoBaTbesi npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
nakeToB.

* [lpomoko/1 — onpeaenseT pexum padboTbl UHTEpPJIeca, Yepes KOTOPbIA ByaeT OCyLLeCTBIATLCA
NOAK/I0YEeHMe YCTPONCTBA K CeTU NpefocTas/ieHns yCcyr nposaingepa:

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA cTatuyecku. MNpu Boibope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ IP-adpec - ycTtaHoBKa IP-agpeca WAN-uHTepdheica ycTpoicTBa B CETU NpoBainaepa;

* Macka — yctaHoBka macku nogcetnn WAN-uHTepdpeiica ycTpoiicTBa B CETU NpoBangepa;

* LL/1103 Mo yMo/14aHUK0 — afipec, Ha KOTOPbI OTNpaBseTCsa NakeT, ec/iv A1 HEero He HanaeH
MapLUpyT B Tabnuue mapLupytmsauum,

+ DHCP — pexum paboTbl, npu KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepsBepa aBToMaTtnyecku. [lo Tex nop, noka agpec no DHCP He nony4eH, JOCTyN K YCTPOWCTBY
6yaeT no agpecy ns nons IP-agpec.
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+ AnlbmepHamusHsbil Vendor ID (onyusi 60) — npu ycTaHOBIEHHOM (hfiare YCTPOCTBO
nepenaét B8 DHCP-coo6ueHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nonst Vendor ID
(onyus 60). Mpwn nycToMm none onums 60 B coobuleHnax npotokona DHCP He nepegaéTtcs.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwmii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcusa nporpaMmmHoro o6ecnevyeHus
Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]

*+ lNepsuyHblli DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;
* Pexum VLAN trunk — npu ycTaHOB/IEHHOM chiare akTMBUPYeTCS TPAHKOBbI NOPT C BO3MOXHOCTbIO
ncnosnb3osaHna Management VLAN:
* Ucnonb3osamb Management VLAN — npu ycTaHOB/IEHHOM dofiare BK/IHOYAETCA OOCTYN K
ycTpoiicTty Yepes VLAN ynpasneHus:
+ Management VLAN ID — vaeHTudomkatop VLAN, ncnonb3yemsbiin ons 4ocTyna K yCTPOWCTBY;
+ Management 802.7P — npu3sHak 802.1P (apyroe HasBaHue CoS — Class of Service),
yCTaHaB/IMBaeMbIli Ha NakeTbl, UCXOAsALME C JaHHOTO MHTepdelica. MNprHUMaeT 3HavYeHns
oT 0 (HM3wWwwit npropuTeT) A0 7 (HaMBbICLUMIA NPUOPUTET);
+ flocmyn k Management VLAN — orpaHnyeHvne foctyna K cetu yrnpas/ieHus. Bo3moxHble
3HaYeHus:
+ Paduo u Ethernet — nocTyn B ceTb ynpaB/ieHNss BO3MOXEH CO CTOPOHbI
pagnovHTepdelica n nHTepdeiica Ethernet;
* Paduo - fOCTyN B CETb YNpas/IeHNA BO3MOXEH TOMIbKO CO CTOPOHbI
pagnovHTepdelica.
+ OepaHuyums cnucok VLAN — npv ycTaHOBNIEHHOM chniare ycTpoiicTBo B pexume VLAN trunk
6yfeT nponyckaTb TO/IbKO OorpaHnyeHHoe konnyecTso VLAN, KkoTopble ykasaHbl B nose "Cnmcok
VLAN"
* Cnucok VLAN - copepxuT ngeHtudukaropsl VLAN, koTopble paspelueHs! 418 nepegayv.
MpuHUMmaeT 3HaveHns oT 1 go 4094, BO3MOXHO yKa3aTb AnanasoH, Hanpumep “2000-2010".

Pexim VLAN Trunk ¢
WMcnonb3oeate Management VLAN ¢
Management VLAN ID
Management 802.1P 0 v
Ooctyn k Management VLAN Pagwo v Ethernet v

OrpaHu4nTb cnvcok VLAN - ¥

Cnuncok VLAN
m 2000-2010 %

HacTtpovika WDS

* Pexxum 6e3onacHocmu — BbI6op pexrma 6e3onacHoCT 6ecnpoBogHOro MocTa:
+ Off — oTKYeHo WwndpoBaHne 6eCnpoBOAHON CETU, HA3KMIA YPOBEHbL 6E30MACHOCTY;
+ WPA2 - ayteHtudomkaumsa WPA2. invHa knroya coctasnseT ot 8 o 11 cumsosios. Pa3pellaetcs
CMNO/b30BaTh TOMILKO CUMBOSIbL: a-Z, A-Z, 0-9, ~|@#S%*&*()_-+=;:|/?.,<>"" nnu npo6en.
* JluHk X (20e X=0..7) — BK/IKOYEHME NIMHKOB 6ECNPOBOAHOr0 MOCTa. B cOOTBETCTBYHOLLLEM MOS1E
Heobxogmmo Bnmucatb MAC-agpec BCTPEUYHOro yCTPOIMCTBa, 40 KOTOPOro HacTpanBaeTcs 6ecnpoBOAHOM
MOCT.
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5.2.2 MNoameHto «PagnonHTepdeiic»

© nMogmeHio «<PagnonHTepdeiic» AOCTYMHO TOMLKO B peXuMe «5ecnpoBogHON MOCT.

B nogmeHto «PagnonHTepdenc» ocyLecTBISAITCA HACTPONKM paamonHTepdieinca aia opraHusaumnm
6ecnpoBogHOro MocTa.

basosble HacmpoUku:
MoHWUTOpUHF m Cucrema

Whteprer [EENUGIERELIGERM Hactpoitka MAC-anpecos  Certesoid skpaH  Mapuwpytusaums ~ SNMP

Wi-Fi5TTy

Ba3oBbie HacTpoilkn | JloMONHUTENbHBIE HACTPOIKK

Pexum 802.11 802.11ac k] Q Ckannposatb acomp

KaHan 36 (5170 — 5250 MI'u) N
WwpwnHa kaHana 80 My N
UKCUpPOBAHHAR LEHTPANbHas 4acToTa
MowHocTe curqana (abm) 24 =
KaHanbHas ckopocTb Nepeaumn Auto "
MakcrManbHas ckopocTe nepefaqin Auto N

Monnepxka DFS MpuHyamTensHo N

« [NpnMeHnTe x OTmeHa

+ CKaHuUposamsb 3¢hup — NO HaKaTUIO KHOMKM HAYHETCH CKaHMpOBaHWe paanoadvpa B 3aiaHHOM
AvanasoHe. [ocne ckaHMpoBaHUS NOSABUTCS CNUCOK HaWAEHHbIX ToYek gocTyna. Cnncok 6yaeT coCcToATb
13 cemn cton6uoB: SSID ToukM AocTyna, pexum 6esonacHocTn, MAC-agpec Toukn gocTyna, kaHarn,
LUMpPUHA KaHaus1a, 4acToTa, YpOBEHb CUrHasna.

* Pexum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgapTam:

« 802.17a — gaHHbIli CTaHAAPT NpegycMaTpuBaeT MakCumasibHy CKOpocTb 54 M6uT/c;
« 802.11n — gaHHbI CTaHAAPT NpegycMmaTpuBaeT MakcumasnbHyt ckopocTb 300 M6uT/c;
« 802.11ac — gaHHbIli cTaHAAPT NpegycMaTpuBaeT MakCUmaribHY CKopocTb 866,7 MouT/c.

* Kanas1 — BbIGOp KaHana nepegayn faHHbIX;

* LlupuHa kaHasa — LMpUHa NoN0Ckl YacToT KaHausla, Ha KOTOpoM paboTaeT pagnmonHTepdeiic
YCTpOICTBa, NpuHUMaEeT 3HauveHns 5, 10, 20, 40 n 80 My, B 3aBUCUMOCTU OT BbIGPaHHOIO pexuma
paboTbl pagnonHTepdelica;

* PuKkcupoBaHHasi yeHmpasibHasi yacmoma — npv akTMBaummn donara Becb Tpadomk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs Ha yKasaHHOW LEeHTpasibHO YacToTe KaHasia ¢ 3aAaHHOl LMPUHOWA
nonocbl (40 nnm 80 MIru). ®yHKUMS SIBNSETCS NPOoNpUeTapHoi, nepegadya BefeTca He No cTaHaapTam
IEEE 802.11, rae npegnonaraetcs UCNo/b30BaHNE pasHbIX LLEHTPasIbHbIX YacToT AN Tpadimka AaHHbIX U
ynpasfeHusi npu wnpunHe kaHana 40/80 Mru;

« MowHocmb cueHasna (0bm) — perynmpoBKa MOLHOCTY curHana nepegartumka Wi-Fi B gbm;

+ KaHasibHasi ckopocmb repedaqu — ouKCcMpoBaHHas CKOPOCTb 6eCcnpoBOAHON Nnepeaayn AaHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11a/n/ac;

+ MakcumasibHasi ckopocms repedaqu — MakCMasibHas fonycTuMasl CKOpoCcTb 6ecnpoBoAHON nepeaayn
OaHHbIX, onpegensemas cneundukaunamm ctaHgaptos IEEE 802.11a/n/ac;

*+ [Moddepxkka DFS — mexaHn3m AUHaAMNYeCcKoro Bbibopa YacToTbl. TpebyeT oT 6eCcnpoBOAHbIX YCTPOIACTB
CKaHMpoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNSA KaHa10B, COBNaatoLmx ¢ KaHasiaMu, Ha KOTOPbIX
paboTaloT paavonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIKnto4eHo — MexaHn3Mm BblKNoYeH. DFS-kaHasbl He fOCTYMHbI 418 BbI6OPa;
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* BK/IOYEHO — MEXaHN3M BK/IOYEH;
* TpUHYANTENbHO — MEXaHn3M BbIk/toUueH. DFS-kaHanbl 4OCTYNHbI ANs BbiGopa.

ZonosiHume/ibHble HaCITlQOHKU;

MoHuTOpHHI m Cucrema

WHtepHeT WELUGRIEIENGGERN HacTpoilka MAC-agpecos  CeTesoit skpaH  MapwpyTtusaums  SNMP

WIi-Fi5 Ty
Ba3oBbie HACTPOWKM | [lONOMHATENbHBIE HACTPOIKW

Mopor dparmerTaunmn 2346 2 (256-2346)
Mopor RTS | 2347 S (0-2347)
Mepuon oTnpaskn cnyxebHbix cooBueHnil, Mo 100 S | (20-1024)
Arperauma
KopoTknit sawnTHbIi nHTepsan

STBC

Coexistence 20/40 MI'u

lMopoe hpacmeHmayuu — nopor dparmeHTauumn dpeima, B 6antax. MpruHMMaeT 3HavyeHust 256-2346, no
yMon4yaHuio — 2346.

Mopoez RTS — uncno 6aiiToB, uepes3 KOTOPoe NockiaeTcs 3anpoc Ha nepeaadvy (Request to Send).
YMeHbLUEeHNe JAaHHOro 3HaYeHUs MOXET Y/Iy4lnTb paboTy TOUKM AOCTyna npu 60/1bLWOM KOMM4ecTBe
NOAKNHOYEHHbIX KIMEHTOB, OHAKO 3TO YMEHbLUAET 06LLYI0 NPOMYCKHYH CNOCOOHOCTL 6ECNPOBOAHOA
cetn. MpuHnmaet 3HadeHus 0-2347, no ymonyaHuio — 2347.

[epuod omnpasku c/yebHbIX CO0bWeEHUU, MC — NEPUOL NOCbISIKA Mas4yKoBbIX PeinmMoB. Openmbl
nepegaroTcs As1s 06HapyXeHns TOUKM AocTyna B achupe, npuHumMaeT 3HaveHmns 20-2000 mc, no
ymon4yaHuto - 100 mc.

Aepezayusi — BkNoveHne nogaepxkn AMPDU/AMSDU.

Kopomkuli 3awyumHbIli uHmepsas — NOAAEPXKA YKOPOYEHHOr0 3alMTHOrO MHTepBana. Npu nepegaye
AaHHbIX ncnonbayetcs 400 He 3aWnTHbI HTepBan (BMecTo 800 Hc).

STBC — meToa NpoCTPaHCTBEHHO-BPEMEHHOIO 6/T04HOMO KOAMPOBAHUS, HAaNMpPaBNEHHbIN HA MOBbILLIEHNE
HaAeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM (hiare yCTPOMCTBO nepefaeT oAuH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOWUCTBO He nepejaeT OA4UH U TOT Xe MOTOK
[aHHbIX Yepes3 HEeCKOJIbKO aHTEHH.

Coexistence 20/40 MI'y — pexvm aBTOMaTUYECKOM CMEHbI LUMPUHBI KaHasia Npw 3arpyXXeHHoMm

paanoadupe.

[na paboTbl 6eCNPOBOAHOI0 MOCTa HEO6X0AUMO, YTOObI HACTPOWKM paanonHTepdelica 6b1nu
NAEHTUYHbI HA BCEX YCTPOICTBAX.
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5.2.3 MoameHto «JIokasnibHas CETb»

© nMoameHio «/lokasibHas CeTb» AOCTYMNHO TOMLKO B pexume «MapLupyTusatop».

B nogmeHto «JlokasibHasi CeTb» BbINOHAKTCA HACTPOKN nokanbHoi cetn, DHCP-cepBepa, ycTaHaBnusearoTcs
cTatmyeckue NpuBA3KN apecos.

YCTpOWCTBO MMeeT BO3MOXHOCTb aBToOMaTn4eckn HasHavatb IP-agpeca n Heobxogumble 418 BbiIXxoga B
WHTepHeT napameTpbl KOMMNblOTEepaMm, nogxntoyeHHbIM K LAN-nHTepdelicy, nocpecTBom NpoTokonia
AMHamMmuyeckoro koHdpurypmposanusi (DHCP — Dynamic Host Configuration Protocol). Ero ncnonb3oaHue
No3BO/SET n3bexarb pyyHOl HacTpoikn npotokona TCP/IP.

MoHnTOPHHF m IP-Tenesnpexme  Cuctema

Viireprer Hacrpoiixa MAC-ampecos  Flokanssii NS NAT wnpobpoc nopros  Ceresofi axpan  Mapupyrusauws  Jusammseckuii DNS  SNMP

JlokanbHas ceTb

IP-agpec | 192.168.1.1

Macka | 255.255.255.0

Hactpoiiku DHCP-cepeepa
BaniownTs
Hasanshsit IP-agpec | 192.168.1.2
Konusectso anpecos | 250

Cpok aperbi (B MuHyTax) | 720

Cratuyeckne NpuBA3KN aJpecos

Yns MAC-anpec 1P-anpec

+ [oGasutc  [ERTRAEHINE

JlokasibHas cems:

* IP-adpec — IP-agpec ycTpoiicTBa B /IOKa/IbHON CETY;
+ Macka — macka NnofceTu B NIOKa/IbHO CeTu.

Hacmpoliku DHCP-cepsepa:

* Bk/1to4umb — Npv yCTaHOBMEHHOM donare BKNHUYMTb oKasbHbIi DHCP-cepBep, nHaye — He BKAoYarh;

* HayasibHbll IP-adpec — HavasbHbI agpec nyna IP-agpecos;

* Kosiudyecmso adpecos — KONIMYeCcTBO aZjpecos B NyJie;

+ CpoK apeHObl (B MUHymax) — ycTaHOBKa MakCUMaslbHOro BPEMEHM MCMOb30BaHUS NOAKMOUYEHHbLIM
ycTpoiictBoM IP-agpeca, HasHaueHHoro DHCP-cepBepoM, B MUHYyTax.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmMeHan».

© Mpwu nonbITke U3MEHNTL HavasbHbIV agpec nyna DHCP Ha agpec u3 Apyroli NoACeT! Mo OTHOLLEHMIO K
noacetn uHtepdpeiica LAN — npomcxogut aBTomatmyeckas yctaHoBKa Mysia B COOTBETCTBUM C
3a/1aHHOW TOKa/IbHOW MOACETHHO.

Cmamuyeckue rpussi3ku adpecos
[nsa no6aBneHns HOBO CTaTUYECKON NPUBS3KN HAXXMUTE KHOMKY «Jo6asumb» 1 3anofHWTE cneaytoLye nons:

* VIMs — Ha3BaHWe NPUBA3KMY;
+ MAC-adpec - yctaHoBka ctatnyeckoro MAC-agpeca. 3agaetca B hopmare XX: XX XX XX XX:XX;
+ IP-adpec — ycTtaHoBKa ctatuyeckoro IP-agpeca ansa ykaszaHHoro MAC-agpeca.

KoHmryprpoBaHme cTaTyeckmx npuBsi3ok None3Ho, eC/ivi BamM HEOGXOAMMO, YTOGLI onpeaeIeHHOMY
KoMMbloTEpPY, NogktoueHHoMy K LAN-MHTepdeiicy ycTpoiicTBa, Bcerga HasHavasics onpeaeneHHslii IP-agpec.
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HaxxmuTte KHONKy «[MpumeHumsb» onsa BHeceHns IP-agpeca B cnucok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. N1 0OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OmmeHa.

[ns ypaneHusa agpeca n3 cnucka Heo6xoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaXXaTb Ha KHOMKY «Y0a/iumb».

5.2.4 MoameHto «HacTtpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec WAN-uHTepdelica ycTpoiicTaa.

MoHuTOpUHT m Cuctema
WHtepHeT [EEEROLITERIINGETREEM CeTesol skpaH MapwpyTnsauns  SNMP

BecnpoBoaHo Npo3payHbliA MOCT

Brniounte

Hactpoiika MAC-agpeca WAN

MNepeonpenennte MAC

MAC

+ [pUMEHUTE *x OTMeHa

becriposodHol npo3payHbIt Mocm

© [ns pexxuma pa6oTbl Wi-Fi knneHTa «MocT» 0CTynHa HACTpoiika thyHKLMN «5ecnpoBoaHOiA
Mpo3payHbIii MOCT».

Mpwn BKAOYEHUN PYHKUMN «BecnpoBoaHONM Npo3payHblii MocT» WB-2P-LR5 He 6yaeT NOAMEHATb KITMEHTCKME
MAC-agpeca n3s LAN-cetn Ha cBoin MAC-agpec. OrpaHunyeHune — 15 MAC-agpecoB 6e3 nogmeHsbl, Npu
npesblLeHnN orpaHnyeHuns knmeHTckne MAC-agpeca 6yayT nogMmeHsaTbCA. Ha 6a30B0i cTaHUMK B pasgene
NOAKNHYEHHbIX KIMEHTOB, Kpome MAC-agpeca aboHEHTCKOWN CTaHUuMK, 6yayT oTo6paxeHsl MAC-aapeca
KNWEHTCKUX ycTpoincte ns LAN-ceTu.

Hacmpoiika MAC-adpeca WAN
+ lNepeonpedesiumb MAC — npu ycTaHoBAeHHOM donare ncnonbsyetcss MAC-agpec us nons MAC.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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5.2.5 MoameHto «JlokanbHbIii DNS»

© MoameHto «/lokanbHbIi DNS» JOCTYMHO TOMBKO B pexumMe «MapLupyTusaTop».

B nogmeHto «JlokanbHbii DNS» nponssogutcs KoHdurypmpoBaHue nokasibHoro DNS-cepBepa ycTpolicTea
nytem fob6asneHuns B 6asy nap IP-agpec — foMeHHoe NMS.

NokanbHbili DNS no3sonseT nonyuuts IP-agpec ycTpoiicTBa No ero JOMEHHOMY MMEHU (XOCTY) B c/lyyae
otcyTcTBUs cepBepa DNS B cermeHTe ceTu. Npy 3TOM HEO6X0AMMO 3HaTb YCTaHOB/IEHHbIE COOTBETCTBUSA
mMexay MMeHamu y31oB (XocToB) 1 ux IP-agpecamu.

MoHuTOpUHI m IP-teneBupgeHne Cucrtema

WHTepHeT  JlokanbHas ceTe  Hactpoiika MAC-anpecos [INTEUPLIESNEE NAT u npobpoc noptoB  CeTeBoil 3kpaH MapwpyTusauns IuHamnyecknit DNS ~ SNMP

MmeHa yanos

IloMeHHOE UMA IP-anpec

Hacmpolika y3108

Onsi no6aBneHns agpeca B CNMCOK HEOBXOAMMO HaXaTb KHOMKY «Jo6asumsb» N B OkHe «Co3damsb
coomsemcmaue» 3anoHUTbL cneayoLwue nons:

MOHWTOPUHI m IP-teneBnneHne  Cuctema

WHTepHeT NokansHad cete  HacTpoitka MAC-agpecos [EIEUPLEIERVIEE MNAT u npofpoc noptoe  CeTeBoil skpaH MapwpyTusauma  JuHamuueckwnit DNS  SNMP

COS,E[B.TI: COOTBETCTBME

JlomeHHoe uMa

|P-anpec

+ [pUMEHUTE x OTMeHa

* [lomeHHoe umsa — M1 y3na,
+ IP-adpec - IP-agpec y3na.

Haxmure KHOMKY «/7pUMeHUfTIb» Ana co3gaHnAa COOTBETCTBUA IP—a,qpec — AOMeHHoe um4. 1A OTMEHbI
N3MEHEHWIA HaXMUTE KHOMKY «OmmeHan. ana yaasieHnsa 3anncum n3 Crnncka H606X0,CI,I/IMO YCTaHOBUTb q:)nar
HarnpoTtme COOTBeTCTByIOU.LeVI 3arnncn n Haxkatb Ha KHOIMKY «Yoanumsp».
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5.2.6 MoameHto «NAT n npo6poc NopToB»

© nNoameHio «NAT 1 Npo6pOC NOPTOB» AOCTYNHO TOMLKO B peXxume «MapLipyTnsaTop».

B nogmeHto «<NAT 1 npo6poc NopToB» BbINOSIHSAETCA HACTpolika npo6poca noptos (ports forwarding) n3 WAN-
nHtepdpeica B LAN-nHTepdeiic.

NAT - (Network Address Translation) pexvm TpaHC/IsILMM CeTEBbLIX aApPeCcoB — NO3BO/ISIET NPe06pPa3oBbIBATbL
IP-agpeca u ceteBble nopThbl IP-nakeToB. Mpobpoc ceTeBbIx NOPTOB Heobxoaum, korga TCP/UDP-coeanHeHwve ¢
nokasibHbIM (noaxoueHHbIM K LAN-MHTepcheiicy) KOMMNbIOTEPOM YCTaHaBNMBAETCS U3 BHELLHel ceTu. [laHHoe
MEHIO HacCTpoek No3BO/ISET 3a4aTb NPaBuna, paspeLlaoLLme NpoxoxaeHne NakeToB 13 BHELLHEeR ceTn Ha
yKasaHHbIli agpec B /I0KasIbHOM CETH, TEM CaMbIM Aerias BO3MOXHbIM YCTaHOB/IEHWE coefuHeHus. [pobpoc
MOPTOB N1aBHbIM 06pa30M HeobxoAuM NMpK KCMob3oBaHum torrent- n p2p-cepBncoB. [Ns 3TOro B HACTPOMKax
torrent- nn p2p-kNMeHTa Hy>XHO NOCMOTPETL Mcnonb3yemble um TCP/UDP-nopTel 1 3apatb 4N aTnx nopTos
COOTBETCTBYHOLLME Npasuna npobpoca Ha IP-agpec Ballero kKomnboTeEpa.

MoHMTOPUHI m IP-TeneevoeHne  CucteMma

WHTepHetr  JlokanbHas cete  Hactpoiika MAC-appecos  JlokanbHblit DNS  [ENENEVIGGIGIHGGGGEN CeTesoit skpad  MapuwpyTusauums

DNuHamuyeckmin DNS SNMP

Hactporku NAT

Paspewnts NAT

+ [IpUMEHWTE % OTMeHa

Mpaewnna NAT

Nms LANIP Moptel LAN MpoTtokon WAN IP Moptel WAN
Rule-1 192.168.1.3 50002 TCP 76.44.23.56 50000
Rule-2 192.168.1.3 50005 UpDP 213.45.66.89 50005
Rule-2 192.168.1.125 65412 TCP/UDP 45.250.12.78 33244

W Yoanute
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Hacmpolika npasuna NAT

[na npobasneHns Hosoro npasuna NAT HaxmuTe KHOMKY «Job6asumb» U B OTKPbIBLLUEMCS OKHe «Co3aaTb
HOBOE NpPaBwnI0» 3anoNHUTe cneaytoLme nons:

CospgaTtk HoBOE NpaBuno
ma
IP-afpec HasHa4YeHMA NakeTos LAN
MopTel HasHaueHuA LAN
MpoTokon TCP v
|P-agpec McTo4HKKa nakeTos WAN

MopTsl HAsHa4YeHuA WAN

* VIMsi — Ha3BaHuWe npaBuna (nose 06s3aTeslbHO A/1s 3ano/IHEeHUS);

* IP-adpec Ha3HayeHusi nakemos LAN — IP-agpec xocTa B /IOKa/IbHOM CETU, Ha KOTOPbIA OCYLLLECTBNSETCA

TpaHCNAUUA NakeTos, nonagarwLwmx nog gaHHoe npasuno;
* MNopmsl HazHadyeHust LAN — 3HadeHuns TCP/UDP-nopToB nonyyarens, Ha KoTopble oyayT

TPaHC/IMPOBATbLCA NAKETLI B JIOKA/IbHYHO CETb (A0NYCKAETCS yKa3blBaTb /IMG0 OAMH NOPT, MO0 AranasoH

nopToB Yepes geduc);

+ [pomokos1 — BbIGOP NPOTOKO/1A NakeTa, nonagatowero nog gaHHoe npasuno: TCP, UDP, TCP/UDP;

* IP-adpec ucmouyHuka nakemos WAN — IP-agpec oTnpaBuTens nakera BO BHELUHE ceTu, nonagatoLwero

nof, AaHHoe NPaBuno;

* lMopmbi HazHadeHuss WAN — 3HaueHus TCP/UDP-nopToB nosyyarens naketa BO BHELUHeN ceTu, npu

KOTOpbIX NakeT nonagaet nog AaHHoe nNpaBw/io (AonyckaeTcs ykasbiBaTb IM60 OAMH NOPT, NGO
AnanasoH NopToB yepes aeduc).

Mpasnno npobpoca NopTos paboTaeT cnenyowmm obpasom. Y nakerta, npuxogasuwero Ha agpec WAN-

NHTepdielica ycTpoiicTBa No NPOTOKONY «[1poOmMoKo/1» Ha NOPT U3 AuanasoHa «[Topmsel HasHadeHust WAN» n

MMEIOLLIEro afpec UCTouHuKa «IP-adpec ucmoyvHuka nakemos WAN» (ecnv 3To napaMeTp OCTaBUTb NYCTbIM —

aflpec UCTOYHMKA HE aHa/IM3MPYETCS), OCYLLECTB/ISIETCA NOAMEHA aApeca U nopTa Ha3HaYeHUi Ha 3HaYeHNs

COOTBETCTBEHHO 13 noneli «IP-adpec HazHayeHusi nakemos LAN» v «[Topmbl HazHadyeHusi LAN».

Haxmure KHOMKY «I‘IpumeHumb» ansa ,El|06aBJ'IeHI/IFI HOBOIO npaswia. [na oTMeHbl N3MEHEHWIT HaXMUTE KHOMKY

«OmmeHa».

Ansa yaaneHna npasnia N3 Cnncka H806XOAVIMO YCTaHOBUTb qanar HanpoTtmne COOTBETCTBnyLLl'eI\/II 3anncum mn

HaXXaTb Ha KHOMKY «YoannTb».

55



5.2.7 MoameHto «CeTeBOI aKpaH»

PykoBozacTBO no akcnyartauuu WB-2P-LR5

B nogmeHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoxXoxaeHNss BXOAALLEro, UCXOAALLero u
TpaH3UTHOro Tpaduka. iMeetcsa BO3MOXHOCTb OrpaHnunBaTb NpoXoxaeHue Tpaduka pasHoro tuna
(BXOASALLMIA, UCXOASALLMIA, TPAH3UTHBII) B 3aBUCMMOCTM OT NPOTOKO/A, IP-aapecoB UCTOUHMKA U HAa3HAYEHUs,
TCP/UDP-nopToB UCTOYHMKA U Ha3HaueHus (ans npoTtokona TCP unm UDP), Tuna coo6uenns ICMP.

MoHuTOpUMHI m IP-TeneBngeHne Cuctema

Nunamnyecknian DNS SNMP

Mpaeunna ong sxonawero Tpacuka

Wms MpoTtokon Appec oTnpaBuTens

MNpaBuna gns ucxodswero Tpaduka

Wus Mpotokon Moptsl oTNpaBuTens

MpaBuna Ans TpaHauTHOrO Tpadmka

W Ynanute

WMHTepHeT  JlokansHas ceTs  HacTpoilka MAC-ampecoe  flokansHsiid DNS  NAT w npoBpoc nopToB MapuwpyTuaauma

MopTel oTNpaBuTens

Anpec nonyuarens

MopTel Nnonyyatens Denctene

MopTel nonyyarens Deictene

Wma MMpotokon Appec otnpaeutens [lopTel oTnp:

Appec nony MopTel nonyyarens  [eicteue

HachoClKa rnpasu/si cemesoeo 3KpaHa

[nsi no6aBNeHVs HOBOIO NpaBuia HAXXMUTE KHOMKY «/Jo6asumb» N B OTKPbIBLLEMCS OKHe «Co3[aTh HOBOE

npaswuio» 3arnosiHnTe cnegyrowme nond:

[JobasuTe npaeuno
¥ma
Tun Tpapuka
MpoTokon
Agpec oTnpaswTena
MopTel OTNpaBMTENA
MNopTel Nony4arens

HencTene

BrogALmi v
TCP |
MponycTUTb v

* VimMA — Ha3BaHWe npasuna;

+ Tun mpachuka — BbI6OP TUNa Tpadmka, Ha KOTOPbIA pacnpocTpaHsaeTcs AeicTBMe AaHHOro npasuia:
* Bxodsuwjuii — BXoAsALWMiIA Ha YCTPOICTBO Tpadvk (nonyyatenem ABAsSETCS HeNocpeACcTBEHHO OAMH
13 ceTeBbIX MHTEpeiicoB ycTpoiicTa). Mpu BbiGope AaHHOro Tuna Tpadvka ans
pefakTMpoBaHWs CTaHeT AOCTYNHO creaytoLlee none:
+ Adpec omnpasume/isi — 3afjaeT Ha4YasbHbIN IP-agpec oTnpasutens. Yepes cumBon «/»

MOXHO yKa3aTb MacKy MOACETM B DOPMATAX XXX.XXX.XXX.XXX UM XX, HAanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4ToObI BbIAENUTL Cpa3y LeNbll
AnanasoH aapecos (3an1cbk Mackv B Buae /24 cooTBeTCTBYeT 3anuncu /255.255.255.0);
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* Mcxoosiwuli — vexoasawmia ¢ yctpoiictea Tpachvik (Tpadomk, reHepmpyemblii TokasibHO YCTPOCTBOM
C O[IHOro M3 CeTeBbIX MHTEPelicoB). Mpu BbIGOpe AaHHOro TUNa Tpaduka Ansi peaakTMpoBaHus
CTaHeT AOCTYMHO cneaytouee none:
+ Adpec nonyyamerisi — 3apaet IP-agpec nonyyarens. Yepes CUMBON «/» MOXHO yKa3aTb
Macky nogceTun B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.18.0/24 nnn
192.168.18.0/255.255.255.0, uT06bI BbIAENUTL Cpa3y Uesbiii gManasoH agpecos;
+ [Mpomoko/1 — NPOTOKON NakKeTa, Ha KOTOPbI pacnpocTpaHaeTcs AecTene gaHHoro npasuna: TCP, UDP,
TCP/UDP, ICMP, nto60iA.
« [elicmsue — feiicTBMe, coBepLUIaeMoe Haj naketamu (0T6poCuTb/MPOonycTUTb).

Mpw BbIGOpe npoTtokosioB TCP, UDP, TCP/UDP ans pepaktnpoBaHus 6yayT A4OCTYMHbI HACTPOKN:

* [Mopmbl omnpasumesisi — CNNCOK NOPTOB OTNPaBUTENS, MAKeTbl KOTOPOro 6yayT nonagaTb nog gaHHoe
npaswio (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPToB); A1 yKa3aHUs BCeX
nopToB BBeAMTe AnanasoH «0-65535y;

* [Mopmsl rnosly4amesisi — CNUCOK NOPTOB NOJlyyvaTesis, NakeTbl KOTOPOro 6yayT nonagaTb nog AaHHoe
npaswso (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPTOB); A1 yKa3aHUs BCeX
nopTos BBeAMTe Ananas3oH «0-65535x;.

Mpwu BbIGOpe npoTokona ICMP ans pegakTnpoBaHust 6yayT AOCTYNHbI HACTPOKM:

« Tun coobleHusi — MOXHO co3faTb NPaBU/Io TO/LKO A1 onpeaeneHHoro Tuna ICMP-coo6LeHnst 6o
AN1s1 BCEX.

Haxmute KHOMKy «MpUMEHUTb» ANa f06aBNEHNS HOBOro Npasuia. s OTMEHbI U3BMEHEHUIA HXKMUTE KHOMKY
«OTMeHa». N5 yaaneHns 3anucy U3 cnmcka Heobxoanumo yCTaHOBUTbL chsiar HanpoTUB COOTBETCTBYHOLLEN
3anncu 1 HaxaTb Ha KHOMKY «YAanTb».
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5.2.8 MoameHo «MapLpyTunsaums»

B noameHo «<MapLupyTunsaumsi» yCTaHaBIMBAKOTCA CTaTUYECKe MapLupyTbl.

m IP-teneengeHne CucTema

Huan Anpec HAIHAYEHHA Macka LN

Route- 192.168.50.0

e-2 192.168.240.64

Route-3 78.56.22.25

[nsi [o06GaBNeHNss HOBOrO MapLUPyTa HAXMUTE Ha KHOMKY «06aBUTb» 1 3an0oHUTE CReaytoLLme nons:

[No6asute MmapwpyT

Mma
AJpEeC Ha3HAYeHNA
Macka nogaceTu

Lnto3

* VIMs1 — Ha3BaHWe mapLupyTa.

+ Adpec Ha3zHadeHusi — IP-agpec xocTa Win NOACETU Ha3HaYeHWs, 40 KOTOPbIX HEOBXOAMMO YCTaHOBUTb
MapLUpyT.

* Macka nodcemu — macka nogcetun. s xocta Macka NoAceTn ycTaHaB/IMBaAETCA B 3HAYEHME
255.255.255.255, Ans noacety — B 3aBUCMMOCTM OT €€ pasmepa.

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLLECTBASETCA BbIXOA Ha «AOpec HasHadeHUsI».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI M3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.9 MoameHwo «AuHammueckunii DNS»

© nNogmeHio «uHamuyecknii DNS» [OCTYMHO TONBKO B pexume «MapLupyTusatop».

B nogmeHto «AuHamuyeckunii DNS» BbINOMHAETCA HACTPOlikKa COOTBETCTBYHOLLETO cepBuca.

OunHamnyeckmii DNS (D-DNS) nossonsieT nHgopmanmm Ha DNS-cepBepe 06HOBNSITLCS B peasibHOM BPEMEHU 1,
M0 XenaHuto, B aBTOMaTUYeckoM pexume. NprmMeHsaeTca Ans HazHavyeHUs MOCTOSAHHOTO JOMEHHOIo MMeHM
ycTpolicTBy (KOMMbOTEPY, pOyTepy) C AMHaMuyeckum IP-agpecom.

OnHamnyecknin DNS yacto npuMeHseTcs B NOKas/IbHbIX CETSX, Iae KnneHTbl nonyyatot IP-agpec no DHCP, a
NOTOM PErncTpupytoT cBou MMeHa Ha nokanbsHom DNS-cepBepe.

MoHuTOpUHr m IP-teneBupeHne Cucrema

WHtepHer  [lokanbHas ceTs  HacTpoitka MAC-agpecos  JokansHeit DNS  NAT v npo6poc nopros  CeTeBoit skpan  MapupyTuaaums

JOwHamuuecknit DNS NI

HuHamuyeckmnin DNS
Brniowts D-DNS
Mpoeaiinep D-DNS dyndns.org h
Wus nonbsosarens

Napone

TNomeHHoe uMa 0
DNomeHHoe uma 1
TNomerHoe uma 2
DomeHrHoe uMa 3
DomeHrHoe uMa 4
JTlomeHHoe uMa 5
JTlomMeHHoe 1uMA 6
TomeHHoe uMa 7
TomeHHoe uMa 8

TomeHHoe uMa 9

* Bkmouums D-DNS — npu yctaHoBneHHoM donare cepeuc D-DNS akTuBeH 1 15 pefakTupoBaHns
[AOCTYNHbI CriegyroLme HacTPOMNKN:

* lposatioep D-DNS - Ha3BaHue nposaiigepa D-DNS — BbibepuTe ogHOro nposagepa U3 cnucka
[OCTYMHbIX;

* WMs1 nosib308amesisi — UMs NOMb30BaTeNs 415 A0CTyna K yueTHon 3anucu cepeuca D-DNS;

* Maposb — naponb Ana [octyna K ydyetHon 3anucu cepsuca D-DNS;

* [JomeHHoe umsi (0..9) — MOXHO 3aperncTpupoBath A0 AeCATU AOMEHHbIX MMEH yCTpolicTBa
(06bluHO TpebyeTca NULWb ofHO). O6HOBNEHME MHGopMauuy 06 IP-agpece ycTpoiicTBa Ha
cepBepe npoaigepa NponucxoanT nepuognyeckn yepes 60 cekyHa.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.10 MogmeHo «<SNMP»

MporpammHoe o6ecneveHne WB-2P-LR5 no3BonseT NpoBOANTL MOHUTOPUHT COCTOSHUA YCTPOICTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. B nogmeHio «<SNMP» BbINO/THAKTCA HAcTpoikn napametTpoB SNMP-
areHTa. YCTpOICTBO nogaepxmsaeT npoTokosibl Bepcuii SNMPv1, SNMPv2c.

MoHuTOpUHI m IP-TteneBuOeHue Cucrema

WHTepHeT NokanbHas ceTe  HacTpoiika MAC-anpecos NokanbHulit DNS ~ NAT u npoBpoc noptoB  CeTeBoit skpaH MapuwpyTuaauns

OuHamuyeckuit DNS m

HacTpoiika SNMP
BkniounTe SNMP
MNaponk Ha yTeHue public
Maponk Ha 3anuce | private
Anpec ans npréma Tpanos vi
Anpec ana npuéma Tpanos v2
Anpec ana npuéma coobuenui Inform
CucTemHoe nMs ycTpoicTea
KonTakTHan nHpopmauns nponssommtens  Contact
MecTononoxenue yetpoilctea | Russia

Mapone B Tpanax | trap

+ [MpyMeHnTE x OTMeHa

* Brsmoyums SNMP — npn yctaHoBneHHOM dhnare paspeLleHo ncnosb3oBaHve npotokona SNMP;

+ [MNaposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LWENPUHATBLIN: public);

« [MNaposib Ha 3anuck — Naposb Ha 3anucb napameTpoB (06LLENPUHSATIN: private);

« Adpec 0715 npuéma mpanos v1 — IP-agpec unm goMeHHoe nMs npuemMHuka cooblueHnin SNMPv1-trap B
copmate HOST [COMMUNITY [PORT]];

« Adpec 0715 npuéma mpanos v2 — IP-agpec unm AoMeHHoe UMs npuemMHuKa cooblueHnin SNMPv2-trap B
¢opmate HOST [COMMUNITY [PORT]];

+ Adpec 0515 npuéma coobweHul Inform — IP-agpec nnn goMeHHOe UMs NpMeMHukKa coobLueHuit Inform B
¢opmate HOST [COMMUNITY [PORT]];

+ CucmemMHoe umsi yempolicmsa — UMS YCTPONCTBA;

* KoHmakmHasi UHghopmayusi npou3sooumesisi — KOHTakTHasA MHGopMauusa NPon3BoaUTENS YCTPOINCTBE,

* MecmonosioxeHue ycmpolicmsa — UHhopMaLms 0 MECTOMNO/TIOXEHUN YCTPONCTBE,;

* [Maposib 8 mpanax — naposb, CoaepXalluiica B Tpanax (no ymonyasuto: trap).

Hwxe npuBeaeH CnMcoK 06bEKTOB, NOAAEPXKNBAEMbIX AN51 UTEHNA nocpeacTBoM npoTokona SNMP:
+ eltexLtd.1.164.1 — MOHMTOPWHI NapamMeTPOB abOHEHTCKOI CTaHLUUN.
roe eltexLtd — 1.3.6.1.4.1.35265 — naeHtudukarop npeanpustua NTEKC.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [1191 OTMEHbI U3MEHEHWUIA HAXXKMUTE KHOMKY «OTMeHa.

60



PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.3 MeHo «IP-TenesnaeHmne»

© MeHto 4OCTYMHO TOMLKO B pexume paboThbl «MapLupyTM3aTop».

5.3.1 MNMoameHto «IPTV»

B nogmeHto «IPTV» BbINONHAKOTCA HACTPOINKN 151 paboTel cepsuca IP-tenesnaeHms.

MoHnuTtopuHr Cetb QUSENE:UNELVEE Cuctema

IPTV

HacTtporku undopoeoro TenesmnaeHusa (IPTV)
Brnwounts IPTV
Bepcus IGMP 3 .
Mepuoauueckoe 06GHOBNEHUE NOANNCKMA
Brniounte
BLICTRLIA BEIXOM M3 rPYNNb
Brnwounts

Hacrpoika HTTP-npokcu

aQ

BrniounTe

Mopt HTTP 1234 2

* Brsmoyums IPTV — npu ycTaHOB/IEHHOM dhfiare paspeLleHa TpaHciauusa curHasnios IP-Tenesugenns ¢
WAN-uHTepdpeiica (13 ceTv npoBaiifepa) Ha yCTpolicTBa, NoakNtoueHHble kK LAN-uHTepdelicy;

* Bepcusi IGMP - Bepcus npotokona IGMP gnsa otnpaskn IGMP-coo6uieHunin ¢ WAN-nHTepdpelica
(COoO6LLEHWMIT akTUBALMM UKW AeaKTUBaLMK NOANUCKM Ha KaHanbl IP-TeneBungeHuns). MoaaepXxmnsaroTcs
Bepcun 2 1 3.

[lepuoduyeckoe 06HOB/IEHUE NOONUCKU

* BK/1t04UMb — NPV BKKOYEHHOW ONuumn npomcxoanT nepuoanyeckas otnpaska ¢ WAN-uHTepdeiica
COO0OLEHNI CO CMNCKOM aKTUBHbIX IPTV-kaHanoB Ha BbILLIECTOSLWMIA cCepBEp, OCYLLECTBAOLLNIA
TpaHcnAuuio curHanos IP-TeneBuaeHns. BkritoueHne pyHKUMM nepnoanyeckoro 06HOBNEHUSA NOAMUCKN
Heo6x04MMO, eC/IM BbILLECTOSILMIA cepBep OTKAYaeT TpaHcnsaumio IPTV-kaHanoB yepes onpeaeneHHbli
WHTEpBas1 BPEMEHN.

+ [Mepuod 06HOB/EHUS, C — Nepuoa, OTNPaBKN COOBLLLEHMI CO CMMCKOM akTUBHbIX IPTV-kaHanos, B
CcekyHAax. YCTaHOBUTE BENNYMHY Nepuroga 0GHOB/IEHUS B 3HAYEHNE, MEHbLLIEE, YEM TaillmayT
OTK/TIOYEHUSA TPAHCNAUUM CUTHA/TA BbILLECTOALMM CEPBEPOM.

bbicmpbili BbIXO0 U3 2pyribl

* Bk/1r04umb — NpY BKOYEHHOI ONUMN NPOUCXOANT BbICTPbIN BbIXOA, U3 MY/IbTUKACTOBO rpynnbl. JaHHyo
(pyHKUMIO HE PEKOMEHYETCS BK/tOUATb, EC/IN UCMNOMNb3YeTCs 60/1e€ O4HOT0 NPUEMHMKA
MY/IbTUKACTOBOrO Tpadhvka.

Hacmpolika HTTP-nipokcu

* Brsmoyums — npv ycTaHoBneHHOM donare BkntoveHa pyHkuma HTTP-npoken. HTTP-npokcu
ocyuwiecTBnsieT npeobpasoaHne UDP-notoka B notok HTTP, ncnons3aytowmii npotokon TCP (npoTtokon
HaAEXHOW [OCTaBKM NaKETOB), YTO MNO3BO/IAET Y/IyULINTb KAYECTBO TPAHC/IMPYEMOTO N306pakeHMs Npu
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N/I0XOM Ka4ecTBe KaHasia CBS3W B /IOKA/IbHOWN ceTu. dyHKUMS nonesHa npu npocmotpe IPTV uepes

6ecnpoBoAHbIii kaHan Wi-Fi.
* MMopm HTTP — Homep nopta HTTP-npokcK, ¢ KoToporo 6yAeT oCyWeCcTBNATLCA TpaHC/IMpoBaHne BUAEO-

noToka. Micnonb3yiiTe 3TOT NOPT 419 NOAK/IOYEHUS K TPAHCIMPYEMbIM YCTPOCTBOM notokam IPTV.

Hanpumep, ecnn yctpoiictBo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, ana nopTa npokcu-cepeepa
BblGpaHo 3HaveHune 1234, n HeobxoanMmMo Bocnpomn3BecTy kaHan 227.50.50.100, TpaHcanpytowmiics Ha UDP-

nopt 9000 — ana nporpammbl VLC agpec notoka Hy)XHO 3agaTb B Buge: http://@192.168.0.1:1234/udp/
227.50.50.100:9000.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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5.4 MeHto «Cucremar

B MeHt0 «CuncTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.4.1

MNoameHto «Bpemsa»

B nogMeHto «Bpemsi» BbINO/THSIETCA HACTPOIiKa NPOTOKO/a CMHXPOHM3aumn BpeMeHn (NTP).

Hacmpoliku sBpemeHu

Mountopuur Cete  IP-TenesnpeHmne m

DocTyn XypHan MNaponwn Ynpasnerwe KoHUrypaumen O6HoeneHue NO Mepesarpyaka ABTOKOHUIypUpOBaHWE

JononHuTensHele HacTpoilkn

HaCTpOﬁKVI BPEMEHMW
Yacosoil nosc Mockea, Poccua N
ABTOMATWHECKWIA NEPEXOL HA NETHEE/3UMHEE BPEMA

ﬂepexou Ha NeTHee BpeM:A - | - M

Mepexon Ha avMHee BpeMA - - - .
B| —1--
Crpur BpeMeHn (MUH.) 60 -
BkmiounTs NTP

CepBep cHXpoHn3aumn | pool.nip.org -

+ [NpyMeHnTE ® OTMeHa

Yacosol rnosic — No3BoONSIET yCTAHOBUTbL YAaCOBOM NOSIC B COOTBETCTBMM C B/IMXKaLLIMM ropoAoM B BalLeM
pervioHe n3 3alaHHoro Cru1cKa;

Asmomamudeckuli nepexod Ha jiemHee/3UuMHee speMs — NPU yCTaHOB/IEHHOM chriare nepexop, Ha
NeTHee/3nMHee BpeMs 6yA€eT BbINOMHATLCA aBTOMATMYECKM B 3aaHHbI Neprog, BPEMEHM:

+ [Nepexod Ha lemHee 8peMs — AeHb U BPEMS, KOrAa BbINOMHATE Nepexos Ha /IeTHee BpeMms;

+ [Nepexod Ha 3uMHee BpeMs — [eHb N BPeMs, Koraa BbINOMHATL Nepexos Ha 3MMHee BpeMms;

+ CoOBue BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, HA KOTOPbIV BbINOIHAETCS CABUI BPEMEHN.
Bkmodums NTP — ycTaHoBUTe pnar, ecnm Heo6Xo4MMO BK/THOUNTL CUHXPOHM3ALMI0 CUCTEMHOIO
BPEeMeHM yCTpoiicTBa ¢ onpegeneHHoro cepeepa NTP;

Cepsep cuHxpoHu3ayuu — IP-agpec/[oMeHHOe MA cepBepa CMHXPOHM3aLUUn BpeEMEHMN.

[N BCTYNNEeHWs1 B CUNy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHWIA HAXXMUTE KHOMKY «OmmMeHa».
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5.4.2 ToameHto «JocTyn»

B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K yCTPOMCTBY nocpenctsom web-nHtepdelica, Telnet n SSH.

MouutopuHr  CeTb  IP-TenesuaeHune m

Bpems XypHan  TMaponn Ynpasnexue KoHgurypaunen  OBHoenerwe MO Mepesarpyska  ABTOKOHCDUIYpMpPOBaHWE

DononHUTENbHBIE HACTPORKM

MopTebl nocTyna
Moptr HTTP 80 s
Mopr HTTPS 443 %
Mopt Telnet 23 &

MopT SSH 22 Z

Hoctyn k ycnyre MHTepHeT

Web
BHewHas ceTb HTTP HTTPS
Nokanbhas cete  GHTTP @HTTPS
Telnet

BHewHas ceTb

<]

JlokancHas ceTo

SSH

BHewHas ceTb

<]

llokancHas ceTo

+ MpuMeHnTs ® OTMeHa

[Topmekl docmyna

B gaHHOM pasgene BbInonHsAeTca HacTpolika TCP-nopToB ana goctyna K yctponctey no HTTP, HTTPS, Telnet,
SSH.

* Mopm HTTP — HOoMep nopTa Ans Aoctyna K web-uHtepdoeicy yctpoiictea no npotokony HTTP, no
ymonyaHuo — 80;

* Mopm HTTPS — HomMep nopTa Anst aoctyna k web-uHtepdpelicy yctpoiictea no npotokony HTTPS (HTTP
Secure — 6e3onacHoe NoAKNoYeHNE), N0 ymonyaHuo — 443;

* Mopm Telnet — HOMep nopTa 419 AOCTyna K YCTPONCTBY No npoTokony Telnet, no ymonyaxuio — 23;

* MMopm SSH - Homep nopTa Ans AocTyna K YCTPOWCTBY No NpoTokony SSH, no ymonyaHuwo — 22.

Mo npotokonam Telnet n SSH ocyecTBAseTcs AOCTYN K KOMaHAHOW cTpoke (KoHconb linux).

Locmyn k yciyee IHmepHem

© PaszgeneHve Ha BHELIHIOK U IOKA/IbHYIO CE€Tb NPUCYTCTBYET TOMLKO B peXUMe
MapLipyTusaTopa.

B oaHHOM pasgene paspeLuaeTcsi UK 3anpeLlaeTcsa J4oCTyn K YCTPOIMCTBY OTAeNbHLIMU NpaBuiaMmn s
NOKasIbHOM 1 BHeLUHel ceTn (pexuM maplipyTusatopa). [1s 3Toro Heo6XoAYMO YCTaHOBUTh
COOTBETCTBYHOLLVME chnaru:

Web:

* HTTP - npwv ycTaHOBNEHHOM chnare paspeLLeHo NoAK/IYeHe K web-KoHdurypaTopy ycTpolicTea Yepes
WAN-nopt no npotokony HTTP (He6e3onacHoe noakntoueHme);

* HTTPS - npu ycTaHOBNEHHOM ¢hnare paspeLleHo nogknoyeHme K web-koHduryparopy ycrpoictea
uepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakitoyeHve).
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Telnet:

Telnet — npoTokon, NnpegHa3HayYeHHbI ANA yaaneHHOro ynpasneHus yctpoiicteamu. Mo3sonset
NOAKMOYNTLCS K YCTPOCTBY MO CETU A/ HACTPOIKN 1 yNpaBieHus.
[nsa paspelueHunst 4ocTyna K yCTpolicTBy No npoTokosny Telnet ycTaHOBMTE COOTBETCTBYHOLLMIA donar.

SSH:

SSH - 6e3onacHbIil NPOTOKO/ YAa/IEHHOTO YrpaB/eHus ycTpoicteamn. B otimume ot Telnet, npotokon SSH
WwndppyeT Becb Tpaduk, BKOYas nepegaBaemble naposn.
[ns paspelueHns gocTyna K yCTponcTey No NpoTokosly SSH ycTaHOBUTE COOTBETCTBYHOLWLMI dhiar.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa». _

5.4.3 ToameHo «KypHau»

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HACTPOIKM BbIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B Le/IAX 06HapYy>XeHnst NpuynH npobniem B pabote ycTpoictea. OTNafouHy0 HopMaL Mo MOXHO
nony4nTb OT CAEeAYHLMX NPOrpaMMHbIX Moy el yCTpoicTBa:

+ CUCTEMHbIA MeHeKep — OTBEYaEeT 3a HACTPOIKY YCTPOCTBA COr/lacHO doainny KoHdurypauumn.
« MeHemxep KoHUrypauum — oTBeyaeT 3a paboTy ¢ haitiom KoHdurypauum (4TeHre 1 3anuck B dpaiin
KOH(pUrypaumm n3 pasninyHbiX UCTOYHMKOB) M c6OP MHCPOPMALIM MOHUTOPKHTA YCTPOIACTBA.

MoHUTOpPUHT Cere  IP-TeneBupeHue [eTISETTEY

Bpema Loctyn Kypnan [EEELGLIY YNpage neHue KoHpUrypaunei OfHoBneHne MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHue LononHUTenbHLIe HACTPOMKA

)KypHan CUCTEMHOro MeHenxepa
BuiBon xypHana OrknoueHo
Ownbrn
MpeaynpexneHus
OTnanoyHas MHCPOPMaLMA

WHpOpMaLMOHHEIE CoOBLIEHIR

)KypHaﬂ MeHeXxepa KoHurypauum
Buigon xypHana OTknioyeHo
Ownbku
MpeaynpexneHus
OTnanoyHas MHPOPMALNS

VH(popMaLmMoHHble cooblugHns

Hactpoiika Syslog
BrnounTs
Pexum
Anpec Syslog-cepsepa
MopT Syslog-cepeepa

Paamep paitna, kb

JKYpHa/1 cucmemMHo20 MeHedxepa

* BbIBOO XypHasia — HanpasneHne BbiBoAa CO0OLLEHWI XypHana:
* OMK/IIOHEHO — BbIBOA, OTK/HOYEH;
+ Syslog — coo6LLeHNsI BbIBOAATCS MO NPOTOKONY Syslog Ha yaasieHHbIn cepBep /MO0 B NTOKa/IbHbIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXE);
* KoHco/ib — co06LLEeHs BbIBOAATCS B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IOUEHNE Yyepes
nepexogHuk COM-nopra);
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+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3TOro cHavana Heo6xoAUMMO co34aThb
NoAK/IYeHMe No NpoTokony telnet.

Huxe HacTpamBaeTca T!Un C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYpPHa/1 CACTEMHOIO MeHeKepa:

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXxoAUMO BbIBOAUTL COOBLLEHUS TUNA «OLINGKN»,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, eciv Heo6xXoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe cO0bWEHUS — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COO006LLEHNS;

XKypHan MeHea)KeQa KOHd)UZMQagUU

* BbIB0O XypHasia — Hanpas/ieHne BbiBOAa COOOLLEHWI XypHana:

* OMK/IIOYEHO — BbIBOJ, OTK/IHOYEH;

+ Syslog — coo6LLeHNs BbIBOAATCSA MO NPOTOKONY Syslog Ha yAasieHHbIn cepBep /IM60 B NTOKa/IbHBIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXKE);

* KoHco/ib — cO06LLEHNSA BbIBOAATCSA B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IIOYEHNE Yepes
nepexogHuk COM-nopTa);

+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3Toro cHavana Heo6xo4UMMO Co34aThb
NoAK/IYeHMe No nNpoTokony telnet.

Huxe HacTpamBaeTca TUn C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYPHa/1 MeEHEKEpPa KOH(*)I/IpraLIII/II/IZ

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXoAUMO BbIBOAUTL COOBLLEHNS TUNA «OLINGKNY,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHast uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6XoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIe cO0bWEeHUSs — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COOOGLLEHNS.

Hacmpotika Syslog

Ecnu xoTs 6bl 04MH U3 XYPHaI0B (CUCTEMHOIO MEHeKepa Un MeHexepa KOHGUrypaummn) HacTpoeH Ans
BbiBoga B Syslog, Heobxoaumo Bk/IHOUNTL Syslog-areHTa, KOTopbIii 6yAeT nepexBaTbiBaTb OT/1af04HbIE
COOGLLEHMNSI OT COOTBETCTBYIOLLLETO MeHegKepa 1 0TNpaBnsaTh UX NMM60 Ha yAaseHHbI cepeep, 6o
COXpaHATb B IOKaU/TbHbIV (haiin B hopmarte Syslog.

* Bksiro4ums — npy ycTaHOBNEHHOM (hriare 3anyleH Syslog-areHT;
* Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — HhopMaums XypHanoB OTNpPaB/SeTCs Ha yaaneHHbln Syslog-cepsep;
* Jloka/ibHbIl ¢halisl — NHhopMaLms XXypHaI0B COXPaHSIETCA B /IoKaNibHOM dhaiine;
« Cepsep u ¢halin — Hhopmaums XXypHasi0B OTNPaBASETCS Ha yaasieHHblli Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM haiine.

[Janee B 3aBUCMMOCTM OT pexuma Syslog-areHTa AOCTYMHbI HACTPOIKM:

+ Adpec Syslog-cepsepa — IP-agpec nnun gomeHHoe ums Syslog-cepepa (He06XoAMMO A1 PEXUMOB
«CepBep», «Cepaep 1 thaiiny»);

+ Mopm Syslog-cepsepa — NopT ANA BXOAALMX coo6LeHNIA Syslog-cepBepa (Mo ymonyaHuio 514,
HeobXxoauMo ANna pexmmoB «Cepsep», «CepBep 1 aiin);

* Wms palina — vims dpaiina ans xpaHeHus xypHana B coopmare Syslog (Heob6xoaMmo Ans pexvrmos
«JlokanbHbIli chaiin», «Cepep 1 chaliny»). Mpun HaxaTnM Ha ccbiky «MokasaTb XypHas» OTKPOEeTCs
cTpaHuua c cogepxumbiM daina Syslog;

+ Pasmep ¢palina, Kb — makcuMasibHbIi pasmep dhaiina xypHana (Heo6xoaAMMO ANst PEXMMOB «J10KasTbHbIiA
thaiin», «Cepsep 1 chaiin»).
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5.4.4 TloameHio «lMaponu»
B nogmeHto «Maponu» yctaHaBNMBatoTCA Naposv AocTyna agMuHucTpaTopa 1 Habngarens.

YcTaHOB/IEHHbIE Naposv UCNO/b3YTCA A1 AOCTyNna K YCTPOUCTBY Yepe3 web-uHtepdelic, a Takxe no
npotokonam Telnet n SSH.

Mpu Bxofe Yepes web-nHTepdeiic agMmmHucTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTy
K YCTPOWCTBY: UTEHME U 3annChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAAHMA YCTpoicTBa. Habnoaaresnb
(naposnb No ymonuaHuto: viewer) MeeT BO3MOXHOCTb TO/IbKO NPOCMaTpMBaTh KOHUIypaLmio U faHHbIe
MOHUTOPWHIa yCTpoicTBa 6€3 BO3MOXHOCTU BHOCUTb Kakue-nnbo n3MeHeHus.

© NorvH agmuHncTpaTopa: admin
JlorvH Habnogatens: viewer

MonuTopuHr CeTe  IP-Tenesnpenne m

Bpema  Hoctyn XypHan Ynpaenexve koHurypaumeit  OBHoBnewne MO MMepesarpyska  AsTokoHdpurypuposaHue  JlONONMHWTENBHbLIE HACTPOMKM

Mapons agMuHucTpaTopa (admin)

MNapone ®
MNopTBepx neHve
Maponb Habnogatens (viewer)
MNapone @®
MNopTBepx neHve

+ [Maposb adMuHUCmpamopa — B COOTBETCTBYHLLME MOJIsi BBEAUTE Naposib agMyHUcTparopa u
noaTBepauTe €ero;

* lMaposb Habodamersi (viewer) — B COOTBETCTBYIOLLME NOMS BBEAWUTE Naposb Habnogatens n
noaTBepauTe ero.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHUS HaCTPOEK B AHEProHe3aBMCUMYI0 NaMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». [Nsi OTMEHbl U3BMEHEHMWIA HXXMUTE KHOMKY «OmmeHanr.
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5.4.5 ToameHIo «YnpasneHue KoHurypaumen»

B nogmeHto «YnpasieHve KoHdurypaumeii» BbINOMHAETCA cCOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHUrypaumm.

[Mosny4yeHue koHghuaypayuu

MoHuutopuHr Cete  IP-TeneenpeHue m
Bpema  Hoctyn Xypran MNaponn ERANEEEUCRCRETy et M ObHoneHme MO MNepesarpyska  ABTOKOHCDWIYpUpPOBaHWE JononHUTENbHBIE HACTPOMKM

daiinel KoHUrypauum

MonyynTb apxns KOHMrypauumn ¢ ycTpoiicTsa * Download

Sarpyamh apxnB KOHDUIypawunw Ha yCTpoMcTBo Browse. .. No file selected.

CHpoc Ha 3aBOJCKUE HACTPOMKM ﬁ

UTO6bI COXpaHWTb TEKYLLYI KOH(IUIypauuio YCTPONCTBA Ha /IOKasIbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«Download».

OG6HosneHue kKoHghu2ypayuu

*+ 3azpy3umsb apxus KOHghu2ypayuu Ha ycmpolicmso — 3arpy3Ka CoOXpaHeHHOro Ha J1I0Ka/lbHOM
KomMnbloTepe haitna koHpurypaummn. ns o6HOBNEHUS KOH(IUTYpaLUN YCTPONCTBA HAXXMUTE KHOMKY
«BblGepuTe thaiiny, ykaxuTe daiin (B chopmarte .tar.gz) n HKMUTE KHOMKY «3arpy3nTb». 3arpyXeHHast
KOHurypaums npuMeHsieTcsl aBTomarnyeckn 6e3 nepesarpysku yCTponcTaa.

© O6parute BHUMaHWe, BCE Naposv B KOHGUrypaLmy yCTPORCTBa LUNPYIOTCA KTHOUOM, KOTOPbIiA
3aBucut ot MAC-agpeca ycTporictsa. [Nepes 3arpy3koi KoHpurypawumm ¢ ogHOro ycTpoicTea Ha
Apyrve npeaBapuTesibHO HY)XHO MOMEHATbL Naposv B (haiine KoHdurypaumu.

[N n3MeHeHns1 naponeii HeobXoAMMO OTKPbITL haiin KOHhUrypaLuy B TEKCTOBOM pPefakTope v USMEHUTb
naponu. flanee coxpaHUTb U3MEHEHNS B apxyBe KOHUrypaumu. Nprumep n3MeHeHUs naposein npueeseH

HWXxe:

Passwords:
AdminPassword: "encrypted:7C607178736B7465"
ViewerPassword: "encrypted:7A68677C6176"

N3MeHsieTCcsa Ha
Passwords:

AdminPassword: "password"
ViewerPassword: "password"

C6poc ycmpolicmsa Ha 3aB00cKUe HacmpoUlKu
UT0o6bI cAenatb COpOC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAOOKMUTE KHOMKY
«Cobpoc».
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5.4.6 MoameHto «O6HoBMEHNE MO»
MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS NPOrpamMmMHOro obecneyeHnss yCTponcTaa.

O6HoBneHue MO gna yctpoiictes WB-2P-LR5:
MonutopuHr CeTe  IP-TeneBuaeHue

Bpems Joctyn XypHan Maponu Ynpasneue koHdurypauves ‘OBHoenenue MO Mepesarpy3ka AsTokoHUrypypoBaHne  [lonoNHUTENbHBIE HACTPOKN

O6HoBMNeHWe nNporpaMMHoro obecneyeHus

AxTieHas sepcua 10 2.3.0.213 2Ty

O6Hosnenus 10 maioke docmynHbl no adpecy: hitp elfex-co.ru/support/downloads/

®aiin obHosneus N0 M
& 3arpyauTh chaiin

« AkmusHas gepcusi [10 — Bepcus NPorpaMMHOro 06ecrneyeHisi, ycTaHOB/IEHHOTO Ha YCTPOICTBE,
pa6oTaloLlas B faHHbIi MOMEHT;

« PesepsHasi sepcusi 10 — Bepcusi NporpaMMHOr0 06ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOIACTBe, Ha
KOTOPYIO MOXHO NepekntiounTbes 6e3 3arpysku caiina rno;

« [Mposepumb 06HOB/IEHUS — KHOMKa A/1si IPOBEPKM NOCNeaHel Bepcum nporpaMMHoro obecneuyerus. C
MOMOLLbI0 3TOV CPYHKLMM Bbl MOXETE GbICTPO NMPOBEPUTL Ha/lMuMe HOBOI BEPCUK NMPOrpamMMHOro
o6ecneyeHns 1 B c/lyyae He06GX0AMMOCTM BbIMO/IHUTL €70 0GHOB/IEHNE;

«+ Cdenamb akmusHoUi — KHOTMKa, NO3BO/IsOLWANA cAenaTh pe3epBHyto Bepcuto MO akTUBHOM, A1 3Toro
notpebyeTca nepesarpyska ycTpoictea. AKTBHas Bepcusi MO B 3TOM C/lyyae CTaHET PE3ePBHOIA.

© [1ns paboTbl PyHKLMN NPOBEPKM 06HOBEHUA HEOBXOAMMO HasIMumMe BbIXoAa B VIHTEpHET.

O6HOBUTL NporpaMmMHoe obecneyeHne yCTPoNCTBa MOXHO TakKe BPYUYHYH0, TpeABapuTeNibHO 3arpy3us daiin
MO c caitta https://eltex-co.ru/support/downloads/ n coxpaHms ero Ha KoMnbloTepe. 19 3T0ro HaXXMUTe
KHOMNKy «Bbibepute gain» B none datis1 o6HosneHus N0 v ykaxuTe NyTb K haiiny B popmare .tar.gz.

[nsi 3anycka npolecca 06HOBMEHNSI HEOGXO0AMMO HaxkaTb KHOMKY «3arpy3uTb dpaiin». Mpouecc 06HOBNEHNS
3aiiMeT HeCKo/IbKO MUHYT (0 ero TekyLLeM cTaTyce 6yAeT ykasaHo Ha CTpaHuLE), Noc/e Yero yCTPoicTBO
aBTOMATWNYECKN nepesarpysuTcs.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE €ro nepesarpysky B npotecce 06HosneHNs MO.
B cnyyae o6HoBneHus ¢ Bepcun MO 2.0.0 Ha Bepcuto MO 2.1.0 nocne 06HOBNEHNST HEOOX0ANMO
OCYLLLeCTBUTb COPOC YCTPONCTBA K 3aBOACKMM HACTPOIKaM 1 NOBTOPHO CKOH(bUryprpoBaTh B
COOTBETCTBMM CO CXEMOW MCNO/b30BaHMS, IM60 NpeaBapuTeIbHO HACTPOUTL 3HAYEHNE MOLLHOCTY
CUrHasia B MeHKo «CeTb» — «/IHTepHeT» He MeHee 16 abwMm.
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5.4.7 TMoameHto «Mepesarpyska»

B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

MoHutopuHr CeTe  IP-TeneeupeHue Cucrema

Bpems Hoctyn Kypnan Maponn  ¥YnpaBneHwe KOHWUIypaunen OBroeneHne MO JEIENEEEUSELCHM  ABTOKOH(DUIYPUPOBAHNE HononHUTENBHLIE HACTPORKK

Mepeaarpyaka ycTpoWcTBa

Z Mepesarpyaka

Mepe3arpy3ka ycTponcTBa HA4YHETCS NOC/Ie HaXxaTusi COOTBETCTBYIOLEN KHOMKKW. Mpouecc 3aHnmaeT
NPUMEPHO 1 MUHYTY.

5.4.8 TMoameHo «ABTOKOH(pUIypupoBaHue»

B nogMeHto «ABTOKOHDUIYpMpOBaHve» BbINOSTHAETCA HacTpoiika anroputma DHCP-based autoprovisioning

(aBTOKOHCOMIyprpoBaHMe Ha ocHoBe npoTokosnia DHCP) 1 npoTokosia aBToMaTUyYeckoro KoHUryprpoBaHus
aboHEeHTCKMX ycTpolicTB TR-069.

Mouuropuur  Cers  IP-TenesuneHue m

Bpema Doctyn KypHan Maponu YnpasneHue KoHpUrypauei OBHoenenre MO Mepezarpyaka  [EERGEGRT YTl E RIS LononHUTENLHLIe HACTPOMKA

ABTOKOHMUrypnpoBaHve Ha ocHose npotokona DHCP
AsToMaTtuueckoe obHOENEHWE BhuiknioyeHo M

Daitn KoHUrypaLmm

WHTepean o6HOBNEHKA KOHUrypaumM, ¢ | 300 =
Dain Mo
WHrepean obHoenewns MO.c 3600 ==

ABTOKOHdWrypvpoBaHue no npotokony TR-069

Obwue
Brniounts knneHTa TR-069
Anpeccepsepa ACS | hitp/update local:9595/
BKMOUUTE NEPUOANYECKUA ONPOC
Mepuog onpoca,c | 60 =
3anpoc coeguHeHnA c ACS
VM5 nonbaosatens | acs
Mapons acsacs
3anpoc COeMHEHNA C KNMEHTOM
Wms nons3osatens admin
Mapons admin
Hactpomkn NAT

Pexiam NAT Off |

« MpUMEHUTE % OTMEHa
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ABTOKOHhUrypuposaHue Ha ocHoBe npotokosnia DHCP:

Asmomamuuyeckoe 06HOB/IeHUE — BbIOGOP pexuma 06HOB/IEHNS YCTPOCTBE; BO3MOXHO HECKO/bKO
BapWaHTOB:

* BbIK/Il04EHO — aBTOMAaTUYeCKoe 0OHOBMEHME KOHpUIypauumn n nporpamMHoro obecneyvyeHuns
YCTPOICTBA OTK/HOUEHO;

* KoHchuaypayus u O — pa3peLLeHo nepruogmyeckoe 06HOB/IEHNE KOH(UIypauum 1 nporpaMmmHoro
obecneyeHnst yCTpOICTBa,;

*+ To/IbKO KOHGhu2ypayusi — paspeLleHo nepnoamyeckoe 06HOBMEHME TO/bKO KOHMrypaumm
YCTPOWCTBA;

* Tosbko O — pa3peLLeHo nepruoamyeckoe 06HOB/IEHME TOMTBKO MPOrpamMMHOro obecneyeHns
yCTpOWCTBA.

lpuopumem napamempos U3 — faHHbI NapaMeTp onpegensieT, oTkyAa Heobxo4UMO B3SiTb Ha3BaHWA U
pacnonoxeHue gaisioB KOHUrypaumm n nporpaMMHOro obecnevyeHus:

« Static settings — nyTu K dpainam KoHUrypaumm 1 nporpaMmMHOro obecneyeHnst onpeaensatoTcs
COOTBETCTBEHHO M3 napameTpoB «Pali/1 KoHuaypayuu» n «Pads NO»; nogpobHee padboTy
asiropyTMa CMoTpuTe B pasgene Anroputv paboTel aBTOMATNYEeCKOro 06HOBNEHNS YCTPONCTBA Ha
ocHoBe npotokona DHCP;

+ DHCP options — nyTu K dharinam KoHgurypauum 1 nporpammHoro obecneyeHns onpeaenstorcs u3
DHCP onuuii 43 1 66 (ana aToro Heo6xoAMMO Anst ycnyrm HTepHeT BbiGpaTk npoTokon DHCP);
noapobHee paboTy asiroputma CMOTpUTE B pasgene Aroputv paboTsl aBTOMAaTUYecKoro
0OHOBNEHUSA YCTPOKCTBA Ha OCHOBE NpoTokona DHCP;

®alin KoHghuaypayuu — NOMHbIVA NyTb K daiiny KoHdurypauum — 3agaértcs B coopmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka haiina KoHgurypaumm no npotokony TFTP):

tftp://<server address>/<full path to cfg file>
rae < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to cfg file > — nonHbIA NyTb K thaiiny KoHUrypauum Ha cepBepe;

VIHmepsas1 06HOB/1EHUST KOHGbu2Ypayuu, ¢ — NPOMEXYTOK BPEMEHUN B CEKYHAAX, Yepes3 KOTOPbIi
oCyLLecTBAseTCs nepmognyeckoe o6HOBEHNe KOHGUrypauumn ycTpoinctea. Boibop 3HaueHns 0
03Ha4yaeT oAHOKpaTHOe 0O6HOB/IEHNE TO/IbKO Cpasy Mocsie 3arpy3ku yCTPonCTBa;

®alin MO - NonHbIN NyTb K (paiiny nporpammHoro obecneveHus — 3agaértcs B chopmarte URL (Ha
[laHHbIi MOMEHT BO3MOXHa 3arpy3ka ¢paiina Mo no npotokony TFTP):

tftp://<server address>/<full path to firmware file>
rae < server address > — agpec TFTP-cepBepa (4omeHHoe ums unau IPv4),
< full path to firmware file > — nonHbIi NyTb K chaiiny MO Ha cepBepe;

ViHmepsan o6HogseHusi O, ¢ — NPOMEXYTOK BPEMEHMN B CeKyHax, Yepes KOTopblii OCyLLeCTBASIETCA
nepuoanyeckoe 06HOB/IEHME NMPOrPaMMHOr0 o6ecneveHunst ycTpoicTea. Bbibop 3HaueHusi 0 o3Hauaet
0fiHOKpaTHOe 06HOB/IEHUE TO/ILKO Cpasy Moc/ie 3arpy3Ku yCTpoicTaa.

[JeTtanbHoe onvcaHve asiroputma aBToMaTtnyeckoro 06HoBMeHNsA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
pazgene ANroputm paboTbl aBToMaTnyYeckoro 06HOB/IEHNS YCTPONCTBA Ha ocHOoBe npoTokona DHCP.

ABTOKOHpUrypuposaHue no npotokosny TR-069:

oo6uwue:

Bksrowums kueHma TR-069 — npu ycTaHOBNEHHOM (hriare paspelleHa pabota BCTPOEHHOIO K/iMeHTa
npotokosna TR-069, nHave — 3anpeLyeHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(purypmpoBaHus. Agpec Heobxoanmo BBOAUTL B

thopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnum gomeHHoe
nvst ACS-cepBepa, <port> — nopt cepsepa ACS, no ymonyaxuio nopt 9595). Bo BTOpom criyyae KIneHT
6yaeT ncnonb3osBatb 6e3onacHblin npotokosn HTTPS ansa obmeHa nHdopmaumeii ¢ cepsepom ACS.
Bkrroyums nepuodudeckud onpoc — nNpu ycTaHOB/IEHHOM dp/iare BCTPOEHHbIN kineHT TR-069
ocyLlecTBAseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasiOM, paBHbIM «[1epuody onpocar, B
cekyHgax. Llenb onpoca — 06HapyXuTb BO3MOXHbIE N3MEHEHWST B KOHDUTypaLmm YCTPOICTBA.
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3anpoc coeguHeHus ¢ ACS:

* VImsi nosib3osamerisi, [Maposib — UMS NMoMb30BaTeNs U Naposib ANst AocTyna kneHTa k ACS-cepeepy.

3anpoc coegvHEeHUsi C K/IMEHTOM:

* VImsi nosib3osamerisi, [aposib — UMs NoIb30BaTe s U Naposib Ansi goctyna ACS-cepBepa K KIMEeHTY
TR-069.

HacTtpoiiku NAT:

Ecnu Ha nyTn mexay kKnmeHToM 1 cepepoM ACS nmeeT mecTo npeobpasoBaHue ceTeBbix agpeco (NAT -
network address translation) — cepeep ACS MOXET HEe UMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/INEHTOM, EC/IN HE UCMNO/b30BaTh ONpeAesieHHble TEXHO/I0MMK, NO3BO/IAIOLLME 3TOTO n3bexarb. ITu
TEXHOMOTNM CBOAATCA K ONpeaeneHnto KNMEeHTOM CBOETO Tak HasbiBaeEMOro ny6/MyHoro agpeca (agpeca NAT
WM NO-ApPYroMy — BHELLHETO agpeca LU/3a, 3a KOTOPbIM YCTAHOB/EH KMEHT). Onpeaenns cBo Ny6anyHbIi
agpec, KNMeHT coobLLaeT ero cepeepy, 1 cepsep B fasibHeleM A5 YCTaHOBEHUSA COeUHEHUS C K/TMEHTOM
NCNO/b3YET YXXe HEe ero NoKasibHbI agpec, a NyoenNYHbINA.

+ Pexxum NAT — onpegensiet, Kakum 06pa3oM KIMEHT A0/HKEH NONYUYUTb MHOpMaLUIO O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexuMsl:

+ STUN - ucnonb3oBatb npotokon STUN an1s onpegeneHunsa nyoenmyHoro agpeca;

* Manual — py4Hoii pexxwum, korga ny6nyHbIl agpec 3afaeTcst ABHO B KOHUrypaumm; B 3TOM
pexvme Ha yCTPOICTBE, BbiNonHsAWweM yHkumm NAT, Heobxoanmo [o06aBUTb NpaBuIo
npo6poca TCP-nopTa, ncnosb3yemoro kanmeHTom TR-069;

+ Off — NAT He ncnonb3yeTcsa — AaHHbIA peXrM pekoMeHAYeTCA NCNONb30BaThb, TO/IbKO Korga
YCTPOMCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBbIX afpecos. B
3TOM cnyyae ny6/myHbIA agpec coBnagaeT C /IOKaUlbHbIM aApecoM KneHTa.

Mpw BbiGOpe pexnma STUN Heo6xoaMMo 3a4aTh crieaytoume HacTPOMKK:

+ Adpec STUN-cepsepa — IP-agpec nnn gpomeHHoe ums STUN-cepsepa;

« Mopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonuaHuto 3HaueHune 3478);

* MuHumasibHbIl nepuoo onpoca, ¢ n MakcumasibHbIU nepuod onpoca, ¢ — onpefensoT UHTepsa
BpeMeHV B CeKyHAax AJ/1a OTNpaBku nepuoamyeckux coobuieHnii Ha STUN-cepsep ¢ uesbio
06HapyXeHuns n3MeHeHus Ny6/IM4YHOro agpeca.

Mpw BbIGOpE pexnma Manual ny6nnyHblii agpec kaveHTa 3agaeTcs BpyyHyto yepes napametp Adpec NAT
(appec HeobxoayMo BBOAUTL B chopmarte IPv4).

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTN OCHOBHOE KOHOMIypUpoBaHMe YCTPoCcTBa, 06HOBNEHME
nporpaMMHOro o6ecneyeHms], YTeHe nHopmauum o6 yctpolictee (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.4.), 3arpy3Ky U BbIrpy3Ky Lienioro chaiina koHdpurypauum, yaasieHHyo nepesarpysky ycTpoicTea (noagepxaHbl
cneundcpmkauyum TR-069, TR-098).

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUsI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». 0N OTMEHbI UBMEHEHWNIA HAXXMUTE KHOMKY «OmmeHa».
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5.4.9 MoameHo «[JonoaHUTEbHbIE HACTPONKM»

B nogmeHto «[JonoHMTENbHbIE HACTPOMKM» MOXHO BK/IoUMTb UPNP, ykasaTb 3apesepsupoBaHHblie VLAN ID,
BK/1HOUNTL/BbIKNIOUNTL TexHonorunveckunii Wi-Fi, a Takke HaCTpouTb sioKkasibHoe ynpasneHue yepes Ethernet.

UPnP

Brniounts UPnP - @

3ape3epBupoBaHHbie VLAN ID
HauanbHbiA VLAN ID 1 o

KoHeuHbIi VLAN 1D

JNokanebHoe ynpasneHne yepes Ethernet
Brnoueno @
IP-agpec ynpasnexsna 192.0.3.1

Macka 255.255.255.0

TexHonornyeckuii Wi-Fi
Wi-Fiskmiouen @

Kontburypuposasve yepes HTTR/HTTPS

UPnP

© TMogmeHio «UPNP» AOCTYMHO TOMBLKO B peXxumMe MapLupyTusaropa.

MpoTokon UPNP ncnonb3yeTcs HEKOTOPbIMY NpunoxeHuamu (Hanpumep, DC-knneHTaMu, Takumm Kak
FlylinkDC++) anst aBTomatmueckoro cozgaHusi npasun npo6poca TCP/UDP-nopToB, CNO/b3yeMbIMU 3TUMU
NPUIOXEHMAMMU, Ha BbllLecTosAeM MapLipyTusaTope. PekomeHgyetcs BkntounTte UPNP ansa obecneveHuns
paboTbl CEPBNCOB 0OMEHA haiisiamn B CETU.

* Brksmoyums UPnP — npu yctaHoBrieHHOM chnare npotokon UPNnP Bk/itoveH, nHaye — BbIK/IHOUEH.
3apesepBupoBaHHbie VLAN ID

3apesepsuposaHHbie VLAN ID — cnncok cnyxe6Hbix VLAN, UCnonb3yeMbiX YCTPORCTBOM A/1S1 BHYTPEHHNX
uenei.

* HauasibHbIl VLAN ID — HauyanbHbIii Homep VLAN,;
* KoHeuHbIl VLAN ID — KoHeuHbln Homep VLAN.

NokanbHoe ynpasneHue yepes Ethernet

JNokanbHoe ynpaenexue yepes Ethernet — BO3MOXHOCTb AOCTyna Ao ycTpoicTBa 6e3 Tera yepes Ethernet B
pexnme paboTbl «MocT» npu BkAoYeHHOM «VLAN trunk».

* Bk/1o4eHO — Npu yCTaHOBNEHHOM h/iare f1okasibHoe ynpas/ieHne YyCTPOUCTBOM ByaeT AOCTYNHO 6e3
Tera;

« IP-adpec ynpasneHusi — IP-agpec Ethernet-uHtepdeiica ycTpoiicTBa B 10Ka/ibHOI ceTh (N0 YMOMYaHuIo
192.0.3.1);

* Macka — macka nofcetu.
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TexHonornyeckuii Wi-Fi

+ TexHonorunueckuii Wi-Fi (qocTyneH Tonbko Ha WB-2P-LR5 rev.C) ncnonb3syetcs npu toctuposke Wi-Fi
(nyHkT 3.5 KOcTupoBka aHTeHHbl Wi-Fi). Mpwu BkAtoueHHOM TexHonornyeckoM Wi-Fi K yCcTpoiicTBY MOXHO
noakntountbest Wi-Fi KnmeHTom Yepes oTKpbITYto ceTb ¢ SSID «EltexWiFi» (amanasoH yactot 2.4 ).

*+ Wi-Fi s8k/1toueH — npu yctaHoBfieHHOM donare TexHonornveckuii Wi-Fi BK/ItOYeH, nHave —
BbIK/ItOYEH. 10 ymonuaHuto TexHonornveckuii Wi-Fi BKItOUeH.

* KoHopuaypuposaHue 4epes HTTP/HTTPS — npwu yctaHoBNeHHOM ¢hriare fOoCTynHa BO3MOXHOCTb
KOHpMrypupoBaHus yctpoicTaa vepes TexHonormnyeckuin Wi-Fi. Mo ymonuaHuto
KoH(purypuposaHue yepes HTTP/HTTPS BbikntoveHo.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaXXMUTe KHOMKY «[TpuMeHumsb». Ns OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmmeHa».

© Bo n3bexaHve HeCaHKLMOHNPOBAaHHOIo AOCTyna K yCTPOMCTBY nocne toctuposkn Wi-Fi Heobxoanmo
BbIKOUYUTL TexHonormnvecknii Wi-Fi.
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6 [Mpumep HaACTPOIKK

B gaHHOM pasgene npuBefeH NpuMep NnepBoHaYasibHOl HACTPOViKM YCTpoACTBa A5t NOAKMOUYEHMS K 6a30BOiA
cTaHumu.

© B agpecHolii cTpoke 6paysepa BeeauTe IP-agpec yctpoiicTea (no ymonyanuio 192.168.1.1, ecnu
yCTPOICTBO He nosyunno agpec no DHCP). Mpu ycnewHomM NogKAYeHUN K YCTPOCTBY NOSIBATCS
OKHO C 3anpoCcoM J1I0TMHa 1 Napons. 3anofHUTe NOAS U HAXXMUTE KHOMKY «BoiTu». Mo ymonyaHuo —
norviH: admin, napono: password.

WB-2P-LR5 rev.B RU~

Norux

Mapone:

Ecnun 310 OKHO He nosiBUNOCK, yoeanTtech, Uto MK HaxoanTcsa B OHOM CETU C YCTPOMCTBOM.

MoHWTOPHHT m Cwucrema
Hactpodka MAC-anpecoe  Cetesoll skpad  Mapwpytwsauma  SNMP

OBwme HACTPOIKK

Wws xocTa
BHewHss ceTs

Pexnu ycipoicrea | Wi-Fi Knnewt -

HECTROHKI NOAKAIOHEHUA

SSID rred Q, Cranmposate sthmp
Fexim 802.11 802.11ac 7
WinpwHa kaxana 80 MMy 7
Pexwnu Gezonachoctn | Off )
MowHocTe cirHana (a5m) 24 :

KOpOTKMA 38WMTHAR WHTEpEAN
OB SHHER ISHTD ANLHAR SBCTOTE
CINCOR PESSIIEHHLIX KSHANDE
K sanwaR ceopocTs repenan | Auto
MEKCHMaRLHAR CROPOCT MEpERESN | Auto

O=xuaaume ACK 64

Pexuu pabota Moct
Mpwopurer DECP
Mpotokon | DHCP -

Pesitne VLAN Trurk

Anstepuatuenui Vendor 1D jonuna 60)
Vendar 1D foruna 60)
Nepaisriit DNS
Bropusriit DNS

on Tpachuka | cex) |0 =

eanap

PAUTUCTOM % Otucia
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Ha cTpaHuue «MHTepHET» B MeHto «CeTb» HAcTpavBaeTCsl BHELLHEE COeMHEHNE.

1.
2.

3.

B none «Pexunm paboTbl» BbIGEPUTE HYXHBIN peXxunm paboTtbl: MocT nnn MapLupyTtusarop.

Ecnv ana nogknioyeHus K cety nposalifepa UCnosb3ylTcs cTaTuyeckne HacTpoikuy, To B nose
«[MpOTOKO/1» HY)XXHO BblOpaTh 3Ha4YeHne «Static», 3anonHuTL nons «IP-agpec», «Macka nogcetun», «LLnwo3
no ymMosi4aHuto».

«MepBunyHbIi DNS» 1 «BTopryHbIin DNS» — 3HaueHus napameTpoB NpefoCcTaBnsoTCs NpoBaigepom.

Heobxoanmo HacTpOUTb NOAKNHYEHNE K 6A30BOW CTaHLMN.

1.

2.

B none «SSID» ykaxnte naeHtndmkatop 6ecnpoBOAHON CETH, K KOTOPOI HEO6X0AMMO NPON3BECTU
NMOAK/TOYEHMe.

B none «Pexum 6e3onacHoCTn» BbibepUTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUdMKauns B JaHHOW CETU 1 3aaliTe Kk, eCNN UCNO/b3YETCS CETb C LUMIPOBAHNEM.

Mocne HaxaTusa Ha KHOMKY «[pUMeHUTb», aBOHEHTCKasA CTaHUUA BbINOSTHUT NOUCK yYka3aHHoro SSID B
achmpe 1 Npn 06HAPYXXEHUN BbIMNOSTHUT MNONbITKY NOAKNHOYEHNS K 6a30BOI CTaHLMKN C YKa3aHHbIMM
napameTpamu.

Ecnu napameTpbl yka3aHbl KOPPEKTHO N YPOBEHb CUrHas1a AOCTaTOuHbIN, MPOM30AAET yCcneLHoe
MOAK/TOYEHVE.
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7 OrpaHuyeHune konuyecTsa n3y4veHHbix MAC-agpecoB (mac-learning limit)

[nsi BK/IloUeHUs1 pyHKLMOHaNa orpaHnYeHns konmyectsa n3yveHHblix MAC-aipecoB HeE06X0AMMO
NOAK/THUMTLCS K YCTPOCTBY Mo telnet/ssh n 3agaTb HECKONBKO KOMaHA HACTPOIKM.

OrpaHuyeHune KoMyecTBa u3yueHHbix MAC-aapecos

root@WB-2P-LR5:~$ setconf Internet.Network EnableMacLearningLimit 1 Bx/itoueHve orpaHiyeHns
konunyectBa nsyyeHHbix MAC agpecoB. [1nsa oTkatoueHus BBeauTte 0.

root@WB-2P-LR5:~$ setconf Internet.Network MacLearningLimit 100 [1106a/1bHOe orpaH/yeHne yicna
MAC-agpecos (Wi-Fi+Ethernet). Bo3amoxHble 3HaueHus: 1-2048. Mo ymonyaHuto — 2048, He
PEKOMEHIYETCS MEHSATD.

root@WB-2P-LR5:~$ setconf Internet.Network WifiMacLearningLimit 100 Orpatuuerue unicna MAC-
aapecos co ctopoHbl Wi-Fi. Bo3MOXHble 3HaueHus: 1-2048.

root@WB-2P-LR5:~$ setconf Internet.Network EthMacLearningLimit 100 Orpatuuerue uicna MAC-
aapecoB co cTopoHbl Ethernet. BoamoxHble 3HaueHus: 1-2048.

root@WB-2P-LR5:~$ setconf Internet.Network DropUnknownUcastSrc 1 Bk/iioueHiie 3anperta nepeaaqn
Tpadmka o1 ycTpoiicts, MAC-agpeca KOTopbIX OblIM HE U3YYeHbl N3-3a NPEBbILLEHNS KaKOro-n1nbo
orpaHuyeHns nsyyeHHblx MAC-agpecos. ns oTkntoueHust seeaute 0.

root@WB-2P-LR5:~$ setconf Internet.Network DropUnknownUcast 1 Bk/itoueHrie 3anpeta nepefaqy
Tpacuka Ha HensyuyeHHble MAC-aapeca (Tonbko unicast). Ansa otkntoueHus seegute 0.
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8 CnekTpoaHasnmsarop

UT06bI BOCMOML30BATLCA BCTPOEHHbIM CrekTpoaHanusartopom Ha WB-2P-LRS Heo6xoaMMo NogkIHUnTLCSA K
ycTpoicTay no telnet nnm ssh.

3anyck npou3BoaMTCs KOMaHAol: spectrum-analyzer.

Bpemsi aHann3a Bcex pagvokaHasioB AvanasoHa cocTaBnseT NpUMepPHO 5 MUHYT.

© O6parute BHUMAHMWE, YTO Ha Bpems paboThbl CNEKTPOaHaIM3aTopa Npou3oiaeT OTKIUYEHNE OT
6a30BOii CTaHUMM [0 TeX Mop, NMoKa CNekTPoaHa/IM3aTop He NPEeKPaTUT CBOK paboTy.

Pe3ynbTaT MOXHO NOJTy4nTb C NMOMOLLBI0 KOMaHbl spectrum-analyzer-result. B koHconb 6yeT BblgaHa
MHhopMaums 0 3arpyske Kaxgoro paguokaHana (B npoueHTax):

root@wWB-2P-LR5:~$ spectrum-analyzer
Spectrum analyzer scanning 1in progress
root@wWB-2P-LR5:~$

root@wWB-2P-LR5:~$ spectrum-analyzer-result

node: Monitoring.Network.SpectrumAnalyzer
name: 36, value: 5
name: 37, value:
name: 38, value:
name: 39, value:
name: 40, value:
name: 41, value:
name: 42, value:
name: 43, value:
name: 44, value:
name: 45, value:
name: 46, value:
name: 47, value:
name: 48, value:

N DO WWWOWEWOOWM
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9 Anroputm paboTbl aBTOMaTMUYECKOro 0O6HOBNEHMS YCTPOIMCTBA HA OCHOBE MPOTOKONa
DHCP

Cete  IP-teneempenwe [OCTSTTE]
Bpems Ooctyn Hypeian Maponu NpBENEHWE KOHDUIYDaLweR DGHOENEHME NPOMPEMMBOND oSec nesaHns MNepe3amyxa [l onOMsMTENEHEE HECTPOMIM

ABTOKOH(MIYPUPOBAHWE Ha oCcHOBe nNpoTokona DHCP

ApTomaTw-ecxoe obHoEneHne Komdmrypauws u MO v

MPHOPHTET NAPBMETROE U3 DHCFP options ¥
Dann EoHDRrypaynme

HMHTepean oGHOBNEHMS KOHDHIYPALMN, ¢

Hntepean obnosnenms MO, ¢ 3600

ABTOKOHMIypUMpoBaHue no npotokony TR-069

Obwne
BrACMMTD KnkerTa TR-068 &
Agpec cepespa ACS | hitp:/1192 168 16 1609555
BrmounTe NEpRogn<eckni onpoc &
Mepwog onpoca, ¢
3anpoc coeaMHERWA ¢ ACS
VA NoNb3oEaTENS
Napens
3anpoc cOSMWHEHRA C KNHEHTOM
Hua Nons3IoeETENs
Mapone

Hactposarm NAT

Pamaa NAT i .

ANroputm pa6oThl NPoLIeypbl aBTOMATUYECKOT0 06HOB/IEHUS YCTPOWCTBA ONpeae/iseTcsl 3HaueHnem
napametpa «/Tpuopumem napamempos u3».

Ecnun BbibpaHo 3HauveHune «Static settings», To U3 napameTpoB «Padis1 KoHgbuaypayuu» n «dadin MNo»
onpeaensieTcs NnonHblli NyTh (BK/OYas NPOTOKON AOCTyna 1 agpec cepBepa) K chaiinam KoHdurypauum n
nporpaMMHOro obecneyvenus. MonHbIA NyThb yKasbiBaeTcs B popmate URL:

<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoTokon, MCNonb3yeMblii 415 3arpy3Kn COOTBETCTBYHOLLENO (haiina c cepBepa
(nopaepxmBaetcs npotokon TFTP);

« <server address> — afjpec cepBepa, C KOTOPOro HEO6GX0AMMO 3arpy3uTb hain (4OMeHHOEe UMS 1N
IPv4);

+ <path to file> — nyTb K chaiiny Ha cepsepe.

B URL gonyckaeTcs Mcnonb30BaHue CrefyHoLivx MakpocoB (3ape3epBrpoBaHHbIe C10Ba, BMECTO KOTOPbIX
YCTPOIACTBO MOACTaBNSAET ONpeAeNieHHble 3HAUYeHUs):

+ SMA - MAC address — BmecTo AaHHoro Mmakpoca B URL chaiina ycTpoiicTBo noactasnser
cobcTBeHHbI MAC-aapec;

+ SSN - Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBo noactaBnsiet
COGCTBEHHbI CEPUIHBIV HOMEP;

« SPN - Product name — BMecTO JaHHoro Mmakpoca B URL cpaiina ycTpoiicTBo nofctasnser
HasBaHue mogenu (Hanpumep, WB-2P-LR5).
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MAC-agpec, cepuiiHblii HOMep U Ha3BaHue MOAENN MOXHO NOCMOTPETb B PEXMME MOHUTOPUHIA Ha
CTpaH1Le MEHI0 «YCTPOWCTBOY.
Mpumepsbl URL:

tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-2P-LR5//my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA.frm n 1.4,

Mpwn aTOM gonyckaeTcs onyckatb HekoTopble napameTpbl URL. Hanprmep, dhainn KoHdurypaumm MoxHoO
3ajarb B TakoM hopmare:

http://192.168.18.6
nnm
config_wb.cfg

Ecnu n3 URL-chaiina koHdurypaumm nim nporpaMMHOro obecneyeHms He yaaéTtcs u3B/eyb Bce
HeobxoauMble Af1s 3arpy3ku haiina napameTpbl (MPOTOKON, aapec cepeepa W NyTb K doaliny Ha
cepBepe) — 6yAeT NpousBeAeHa NonbITka N3BeYb HEU3BECTHBIN NapameTp u3 DHCP-onuwuii 43 (Vendor
specific info) unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnu B ycnyre VIHTEPHET yCTaHOB/IEHO
nonyyeHvie agpeca no npotokosy DHCP (cpopmat n aHanus DHCP onuuii 6yaeT npuBeaéH Hxe). Ecnm ns
DHCP-onuuii He nonyyaeTcs U3Bevb HegoCTalLWNIA NapameTp, 6y4eT NCNoMb30BaTbCs 3a4aHHoe
3Ha4YeHne Mo yMoHaHuio:

* Ans npotokona: tftp;

« NS agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

Taknum o6pasom, ecniv nons «Padis1 KoHghuaypayuu» n «Padsn NO» oCcTaBUTb NYCTbIMU, U MO NPOTOKOY
DHCP He 6yaeT nony4yeHbl onumm 43 nnm 66, 67 ¢ ykazaHMem MecTononoxeHus atux caiinos — URL
dharina koHdurypaumm 6yaet UMeTb BUA,

tftp://update.local/wb-2p-Ir5.cfg,
a URL dpanna No:
tftp://update.local/wb-2p-Ir5.fw.

Ecnwn Bbi6paHo 3Ha4yeHne «DHCP options» — URL chaitnos KoHurypauum n nporpammHoro oéecneyeHuns
n3snekatotrca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans vero B
ycnyre VIHTEPHET [O/KHO ObITb YCTAHOB/IEHO MosyyYeHre agpeca no npotokony DHCP (chopmar 1 aHanms
DHCP onuuii 6yget npueegéH Huxke). Ecnun nz DHCP onuwii He yaaetcsa onpeaenuntb Kakoli-Hnbyas napameTp
URL — ona Hero ncnonb3yetcs 3aiaHHoe 3HauyeHne no yMOYaHuIo:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

®dopmat onyuum 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>|8|
<vlan_tag>

1 — Kopg, agpeca cepBepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, pnA ykasaHusa napametpa Provisioning Code.

3 — KoA MeHu nonb3osaTens 4715 asTopusaunm Ha cepsepe TR-069;

4 - Ko napons ansa asropusaumm Ha cepeepe TR-069;

5 - kop, agpeca cepBepa; agpec cepBepa 3agaerca B popmate URL: tftp://address nnu http://
address . B nepBom BapunaHTe yka3aH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 — kog, MeHu haitna koHpurypaumm;
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7 — Kog umeHun dpaiina Mo;

8 — kog Ttera VLAN gnsa ynpasneHus.

«|» - 06s13aTeNbHbIV pa3aenuTesbHbI CUMBOM MeXAY KoAaMu 1 3HaYeHUAMI NOAONLWIA.

Anroputm onpegeneHus napametpos URL chaiinoB koHcurypayum n nporpaMmmHOro oéecrneyeHus us
DHCP onuuii 43 u 66, 67.

1. NHnumnanunsauma DHCP-o6meHa
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-06meH.
2. AHanus onumn 43
Mpwn nonyyeHun onuum 43 aHanusupyetcs nogonuus 8 (vlan_tag):

* MOAONUMSA NPUCYTCTBYET 1 oT/InyaeTca oT Tekyuwero Tera VLAN — nHmuymmpyetca DHCP-o6meH B
HoBOM VLAN;

* MOAONUMA OTCYTCTBYET /IMG0 NPUCYTCTBYET N HE OTnMyaeTcs oT Tekywero Tera VLAN:
BbINOJIHAETCA aHa/IM3 NoAoNuuin ¢ kogamn 1,2 1 3 ¢ Lenbio onpegeneHvs agpeca cepeepa u
NMEH haliyioB KOHpUrypaumm n nporpaMMHOro obecrneyeHus.

3. AHau13 onuun 66

Ecnun onumnsa 43 ot DHCP-cepsepa He nosny4veHa nnmbo nosydeHa, Ho U3 Heé He yaasniocb U3B/edb agpec
cepBepa — OCYLLEeCTBNSAETCA Nouck onuun 66. Ecnu nms caiina MO Takke He yaanocb NONyYnTb —
OCYLLLECTBNSAETCA NOUCK onummn 67. N3 HUX N3BMeKalTCca COOTBETCTBEHHO aapec cepsepa TFTP n nyTb K
dhariny MO. Janee daiinbl KOHMrypauumn n nporpammMHoro obecneveHns 6yayT 3arpyxaTbcsi ¢ agpeca u3
onuun 66 no npotokony TFTP.

Oco6eHHOCTN 0GHOBIEHUSA KOHhUrypaumm.

®daiin KoHdurypauum gomkeH MMeTs chopmar .tar.gz (B faHHOM chopmMate NPoNCXoanT COXpaHeHve
KOHchurypaumm yepes web-nHtepdpeiic Bo Bknagke «Cuctemar - «Ynpas/ieHue KoHgurypaumeii»).
3arpyeHHasi c cepBepa KoHurypauusi npuMeHsieTcsl aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.

OC06GEeHHOCTU 0GHOBIEHUsI NPOrPaMMHOTO 0GecneyeHust.

®daiin nporpaMMHOro o6ecneyeHunst Ao/HKeH UMETb chopmar .tar.gz . Mocne 3arpy3ku dpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrmoMy dhaiina version B tar.gz-apxmee).

Ecnu Tekywas Bepcua nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli charina, noanyyeHHoro no
npotokosy DHCP, o6HoBneHne MO npon3BoguTbCsa He 6yaet. O6HOBIEHME NPOU3BOANTCA TOSIbKO B
cnyyae HecoBnageHus Bepcuid. O 3anyLLeHHOM npolecce 3anucu obpasa nporpammHoro obecneyeHns Bo
flash-namsTb ycTpoiicTBa cBUAETENLCTBYET NOOUEPEAHOE LMKINYECKOE MUTaHne nHamkaTopa «Power»
3€e/1eHbIM, OPaHXEeBbIM U KPaCHbIM LiBETOM.

© He oTkovaiiTe NUTaHMe 1 He neperpyxaiTte yCTpoicTBO BO BpeMs 3anuncu obpasa Bo flash-namars.
[aHHble aencTBma NpyuBeayT K YacTU4YHOM 3anucuy MO, 4To paBHOLEHHO NOpYe 3arpy304HOro pasgena
ycTpoiicTBa. [lanbHewasn paboTta ycTpoiictea 6yaeT HeBO3MOXHa. [11s1 BOCCTaHOB/IEHUSA
paboToCcnoco6HOCTM YCTPOMCTBA BOCMONb3YNTECh NHCTPYKLUMENR, KOTOpas NpvuBeaeHa B pasgene
Mpoueaypa BOCCTAHOB/IEHMSA CUCTEMbI MOC/1e C60S1 NPU 06HOBNEHNM MPOrPAMMHOI0 06ecneyeHuns .
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10 Mpouenypa BOCCTAHOBNEHNA CUCTEMBI NOC/1e c60A NPy 0GHOBNEHNN

nporpaMmmMHoOro obecneveHus

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Boibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasky thaiina Ha yaaneHHblin xocT (komaHga Put). [o/mkeH 3anycTuTbes
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BedeT 3an1cb NPorpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbI LUBET nHankatopa «Power». [Npy 3TOM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Havyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMCTBO HEOOGXOAMMO OTNPaBnTL B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HasIMunm).
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11 TMpunoxeHne A. 3anyck Npon3BO/ILHOIO CKpUNTa Npu ctapTe CUCTEMbI

Mepuoanyeckn Bo3HMKAET HEOBXOAMMOCTb NPW CTapTe YCTPOCTBA BbIMOMHATL ONpeAeéHHbIe AeNCTBYS,
KOTOpble HENMb3sl OCYLLECTBUTL 3aiaHNEM ONpeAEeNEeHHbIX HACTPOekK Yepes haitn kKoHdurypauum. ns atoro
Cnyyasi B yCTpOACTBE NpeAyCMOTPeHa BO3MOXHOCTb Yepe3 KOH(IUIYpaLUMOHHbIA (haiin HacTPOUTb 3anyck
MPOW3BO/ILHOTO CKPUNTA, B KOTOPbIA MOXHO NOMECTUTb JIH06YH0 XEeNaeMyto Noc/nef0BaTe/IbHOCTb KOMaHA,

[nsi 3anycka Npou3BoO/IbHOMO CKpuUnTa B ghaiine koHdurypauum cfg.yaml cozgaHa cekumsi HaCTPOEK:

UserScript:
Enable: "0"
URL: ™

Onuus «Enable» paspeluaeT (ecnu 3HaueHne 1) unu 3anpewaet (ecnm 3HadeHve 0) 3anyck ckpunTa, nyTb K
KOoTOopoMy yKkasaH B napameTpe URL.

3anyckaeMblii CKPUNT MOXET pacnosiaratbCs Kak Ha yaanéHHOM cepBepe, Tak 1 Ha caMoMm ycTpolictse. C
yAanEéHHOro cepsepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHdurypaumm 415 3anycka nosib30Bare/lbCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa
[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTpe URL ykasaTb NOMHbIN NyTb K dhaiiny B
oopmare HTTP-URL:
URL: " http://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne crtaprta ycTporictea dhaiin script.sh, xpaHsawuiics B katasore user-script no
agpecy 192.168.0.250, aBTomarunyeckn 3arpysutcsa no npotokony HTTP ¢ ykazaHHOro cepeepa, nocre
yero 6yaeT Npou3BesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa
[ns 3anycka ckpunta ¢ TFTP-cepsepa Heobxogmmo B napameTtpe URL ykasaTb NOJHbIV NyTh K doaiiny B
oopmate TFTP-URL.:
URL: " tftp://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctaprta ycTporictea haiin script.sh, xpaHsawuiics B katasnore user-script no
agpecy 192.168.0.250, aTomarunyecku 3arpy3utcsa no npotokosny TFTP ¢ ykaszaHHOro cepsepa, nocsne
yero 6yaeT Npou3BesEH ero 3anyck.

3. 3anyck nokanbHOro ckpunTa
BBuay ocobeHHOCTEN halifioBOi CUCTEMbI TOKa/IbHbIA CKPUNT AO/MKEH pacnonaratbCs TOMbKO B
katasiore /etc/config, T.K. TONbKO COAEPXUMOE 3TOT0 KaTasiora COXpaHsieTcsa nocse nepesarpysku
ycTpoiicTBa. CKpunT B KaTasiore /etc/config MoXHO co3gatb NMM60 ¢ NOMOLLIO peaakTopa Vi, 1o
3arpysuThb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). Mocne
CO34aHus cKkpunTa eMy Heob6Xxo4MMO HasHauYMTb Npasa Ha 3anyck KOMaH4ow
chmod 777 /etc/config/user.sh
B dhaiine kondurypauumn URL ans 3anycka N0Ka/IbHOro CKpunta uMeeT Bug;
URL: " File://etc/config/user.sh "

BaXkHO OTMETUTb, YTO MO/Ib30BATENLCKUIA CKPUNT AO/MHKEH HAUMHATLCSA C AUpPeKTUBbI #!/bin/sh.
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12 MpunoxeHue b. inarpamma HanpasneHHOCTU

PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

Avarpamma HanpaBfeHHOCTV aHTEHHbI BEPTUKa/IbHOV nonspusauumu B H-nnockocTu:
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Ovarpamma HanpaB/IeHHOCTU aHTE€HHbI TOPU30HTa/IbHO Nonspusauun B H-nnockocTu:
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13 Cnucok n3ameHeHui

Bepcus fokymeHTa

Bepcusa 8.0
Bepcna 7.0

Bepcusa 6.0

Bepcusa 5.1

Bepcusa 5.0

[Jara Bbinycka

15.03.2022
30.01.2022

11.10.2021

22.12.2020

06.04.2020

PykoBozacTBO no akcnyartauuu WB-2P-LR5

CogepxxaHvue nsmMeHeHuii

CuHxpoHusauusa ¢ Bepcmeid MO 2.6.2

CuHxpoHusaums ¢ Bepcueit MO 2.6.0

MN3meHeHo:

+ 3.4 MoHTax ycTpoiictea WB-2P-LR5

* 5.4.9 NogMeHo «JONONHUTESTbHbIE
HacTpolikm» (106aBMeH NYHKT «/1okasibHOe
ynpasneHue yepes Ethernet»)

* 6 MprMep HacTpPonkK

[o6asneHo:

+ 3.4.5 MoHTax ycTpoicTea ¢
MCNO/Ib30BaHNEM KPOHLUTENHA

CuHxpoHusaums c Bepcuein MO 2.5.0
[Jo6asneHo:

+ 3.3 PekomeHpgaumn no obecnevyeHunto
rpo3o3aLmnThl

+ 7 OrpaHnyeHmne KosmyecTsa N3yyYeHHbIX
MAC-agpecos

I3MeHeHo:

+ 5.2.1 NoameHo «NHTEpHET»

CuHxpoHunsaums ¢ sepcuein MO 2.4.1

CuHxpoHusauums ¢ Bepcuein M0 2.4.0
[Jo6asneHo:

* 4.4 TeCTOBbI peXum

MN3meHeHo:

+ 5.2.1 MeHio «CeTb/HTEpHET»
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Bepcus fokymeHTa

Bepcusa 4.0

Bepcusa 3.0

Bepcua 2.0

Bepcna 1.0

Bepcus nporpamMmMHOro
obecneyeHus

[Jara Bbinycka

06.11.2019

28.06.2019

31.10.2018

24.11.2017

PykoBozacTBO no akcnyartauuu WB-2P-LR5

CogepxxaHvne nsmMeHeHuii

CuHxpoHusauums c Bepcuein MO 2.3.0
VI3meHeHo:

+ TexHuyeckue napameTpsbl

* KOHCTPYKTMBHOE MCNOSIHEHVE
* MNopsAfoK MOHTaxa

* KOctuposka aHTeHHbl Wi-Fi

* MeHto «CeTb/HTepHeT»

+ [ogmMeHIo «JlokasnibHasa ceTb»
* MeHIo «CeTb/SNMP»

* MeHt0 «MOHUTOPUHI»

+ MogmeHto «PPPOE Relay»

CuHxpoHusaums c Bepcuein M0 2.2.0
[Jo6asneHo:

+ KOcTtuposka aHTeHHbl Wi-Fi

[Jo6asneHo:

*+ 4.5.3 becnpoBogHoli MOCT

* 4.6.4 NopgmeHo «WDS»

* 4.6.5 NogmeHto «PagnonHtTepdeiic»
+ 4.7.2 NopgmeHto «WDS»

VI3meHeHo:
*+ 2.2 XapakTepuCcTUKM yCTpoKcTBa
* 4.6.3 NogmeHto «HTepHeT»
* 4.6.7 NogmeHto «HacTpoitka MAC-
afpecos»

MepBas nybnnkaums

2.6.2
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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