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PykoBoacTso no akcnayatauum WEP-3L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-3L — ycTaHOBKa BHYTpU 34aHWI B KQYeCTBE TOUKM A0CTyNa K pas/iniHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-3L.

OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CcTbike ¢ npoBogHol ceTbio. WEP-3L nogkntoyaetcs kK nposogHoin cetu yepes 10/100/1000M Ethernet-
NHTEpAIENC 1 C NOMOLLbIO CBOMX paanonHTepdencos co3gaeT 6ecnpoBOLHON BbICOKOCKOPOCTHOM AOCTYN ANs
YCTPOWCTB, nogaepxmsatowmx texHonornto Wi-Fi B gnanasore 2.4 n 51w,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-3L nogaepxunsaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepefasaTb Hanbonee
BaXXHbI Tpadvk B 6011€ee NPUOPUTETHBIX 0Yepesax No CPaBHEHMUIO C 0ObIYHbIM. MpuopuTnsaLmns
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). dyHkuMoHan co3gaHus npasun ACL 1 nogaepxka weinmHra Tpadmnka Ha Kaxaom
VAP no3BonsieT B NO/IHOW Mepe ynpas/ifaTb AOCTYNOM, KQ4eCTBOM CEPBUCOB M OrpaHUYEHUSMN Kak A/15 BCeX
abOHEHTOB, TaK U A1 KaXA0ro B YaCTHOCTW.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUlbHbIX TOUEK AOCTYNa C Pa3/IMYHbIMK TUNamu LIMPOBaHMS
nossonset yctaHasnueaTb WEP-3L B opraHusauusix, rae TpebyeTtcs pasrpaHmyeHme npas focTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

* arperauus AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHoe WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BGHapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* nogaepxka WDS;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogaepxka GRE;

* nepegadva aboOHEHTCKOro Tpaduka BHe TyHHenNen;

* nogaepxka ACL;
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nogaepxka NTP;
nogaepxka Syslog;
nogaepxka IPveo;
nogaepxka LLDP.

®dyHkyuu QoS:

MPVOPUTET 1 NJIaHMPOBaHKE NAaKeTOB HA OCHOBE NMpodnnels;

* OrpaHu4YeHue NpPonyckHoOW cnocobHocTM ansa kaxaoro SSID.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHue gaHHbix WPA/WPA2/WPAS;

+ nopaepxka Captive Portal;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-3L.

Cepee
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHanbLHaa cxema vcnosnb3osannsa WEP-3L

2.3 TexHunyeckme napameTpbl yCTPONCTBA

Ta6numua 1 — OCHOBHbIE TEXHMYECKIE NapaMeTpbl

MapameTpbl WAN-uHTepcpeiica Ethernet

Konuyectso noptos 1
DNeKTPUYECKN pa3bem RJ-45
CkopocTb nepegaun 10/100/1000 M6uT/C, aBTOONpPEAENEHNE

MNognepxka cTaH4apTOB BASE-T



MapameTpbl GecnpoBOAHOro MHTepcenica
CraHgapTsl

YacToTHbI AnanasoH

Mogaynauus

Paboune kaHasbl

CKopocCTb Nnepefaun AaHHbIX

MakcumasibHOe Ko/IM4yecTBO
OHOBPEMEHHbIX CECCUA

MakcumasibHast MOLLHOCTb nepegaTymka
KoathpuuymneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHoCTb
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IEEE 802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 Mru, 5470-5850 Mry
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11b/g/n: 1-13 (2402-2482 MI'L)
802.11a/n/ac/ax:

+ 36-64 (5170-5330 MI'u)

+ 100-144 (5490-5730 MT'y,

+ 149-165 (5735-5835 MI'y,

2.4T1Tuy, 802.11n: 300 M6uT/C
51Ty, 802.11ax: 1201 Méut/c

Iu: no -94 nbm
lu: 0o -94 nbm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndpposaHe WPA/WPA2/WPA3

noaaepxka Captive Portal

aBTopu3auus yepes RADIUS-cepBep npu BXo4ge Ha YCTPOCTBO

Mogaepxka MIMO 2x2 ana 2.4 'y, MU-MIMO 2x2 ona STy,

Moppepxka OFDMA gns 5Ty,

YnpaBsneHune

YaaneHHoe ynpasseHune
OrpaHunyeHne goctyna

O6Lwume napamMeTpbl
Flash-namsaTb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAA BNAXHOCTb Npu
Temneparype 25 °C

lFaGapwuTbl (gUameTp X BbicoTa)
Macca

Cpok cnyx6bl

web-nHTepgeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayTeHTUdukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash

128 Mb DDR2 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 10,5 BT

oT +5 go +40 °C

0o 80 %

200 x 40 mm
0,4 kr

He meHee 15 net



2.4 [OuarpamMmbl HanpasneHHOCTU

PykoBoacTso no akcnayatauum WEP-3L

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npn nsmepeHnn

AZIMUTH (XY)

A ELTEX

ﬁes (PoE)

[Ananas3oH 2.4 T

105 75
120 60
135 45
150
165 15
1 AW A5-10 55 5 10 15
195 345
210
225 315
240 00
255 270 285
Avana3oH 5Ty,
105 s 5
120 60

150

ELEVATION (X2)

som (1]
GE(Pof) Fanom
'
105 90
120 60
135 4
150 30
165 15
180
195
210
225 315
240 300
255 o 285
105 % 7
120 60
135 15
150 30
165 15
195
210
25
240 300
255 85



PykoBoacTso no akcnayatauum WEP-3L

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-3L BbINONHEHO B N1aCTUKOBOM Kopriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BUA naHenun ycTpoictea WEP-3L nprBegeH Ha pUcyHke 2.

. 1T 1
s \ GE (POE TN LA -

3
PrcyHoK 2 — BHeLuHWiA B1uA, ocHOBHOM naHenn WEP-3L

Ha ocHoBHoI naHenu yctpoiictBa WEP-3L pacnonoxeHsl criegyroLme CBeTOBbIe NHAMKATOPbI, pasbeMbl 1
opraHbl ynpaenexus (Tabnuua 2).

Tabnuua 2 — OnvcaHne UHAUKATOPOB, MOPTOB 1 OPraHOB YNpPaBEHUS

AnemeHT naHenun OnucaHue
1 LAN CseToBas nHAMKauus coctosHust nopta GE (PoE)
2 GE (PoE) Mopt GE ans nogknoveHns nutaHnsa PoE
3 F KHonka cbpoca K 3aBOACKMM HacTpolikam
4  Wi-Fi MHpukaTopbl akTuBHOCTU cooTBeTcTBYHOLWMX Wi-Fi mogyneii
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PykoBoacTso no akcnayatauum WEP-3L

2.5.2 BepxHsasa naHenb yCTpoicTBa

BHewHuiA Bug, BepxHeli naHenun yctpoictea WEP-3L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHeluHwuii Bua BepxHeli naHenn WEP-3L

Ta6nuua 3 — OnucaHne UHAVYKATOPOB BEPXHEN NaHenw

AneMeHT naHenun OnucaHue

1 Power VHpukaTop cTtatyca paboThl yCTpoiicTBa

11



2.6 CpetoBas nHgukauus

PykoBoacTso no akcnayatauum WEP-3L

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

NHaukatop CocTosiHMe uHgukaTopa
Wi-Fi 3eneHblii, ropuT NOCTOSHHO

3eneHsblii, muraet

LAN lopwuT 3eneHblii ceeToamop (10, 100 M6uT/c)/ roput
opaHxeBblin ceeToanos (1000 M6éut/c)
MwuraeT 3eMeHblil CBETOAMO/,

Power 3eneHbliA, ropuT NOCTOSHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoicTBa
Cetb Wi-Fi-akTuBHA

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpyeHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yAepXuBaTtb KHOMKY «F», noka nHamkatop «Power» He HauHeT muratb. MponsonaeT aBToMaTnyeckas
nepesarpyska ycTporicTsa. MNpun 3aBOACKNX yCTaHoBKax byaeT 3anyweH DHCP-knveHT. B cnyyae, ecnu agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolicTBa 6yaet 3aBoackoit IP-agpec — 192.768.1.70, macka noacetn —

255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ obopygosBaHue paguogoctyna WEP-3L;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

12



PykoBoacTso no akcnayatauum WEP-3L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. YCTpOWCTBO pekoMeHAyeTcs yCTaHaB/IMBaTb Ha CTOME B TOPU3OHT&/TbHOM MOSIOKEHUN.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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PykoBoacTso no akcnayatauum WEP-3L

3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-3L npy MoHTaxe Ha
NoTOJIKE B TUMOBbIX OPUCHBIX NomeweHnax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 M. Mpy NO/IHOM OTCYTCTBUK
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnyeckas peLuetka -21 -13

(Auelika 13x6 MM, MeTas1 2 MM)

3.4 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las guarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 Ty,
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PyKoBOACTBO Mo aKkcnyatauum WEP-3L

Mpumep cxeMbl pacnpeaeneHnsa KaHaioB Mexay coceHMM ToukaMu B AvanasoHe 2.4 Ty, npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 5.

PucyHok 5 — Cxema pacnpefenieHnsa KaHasioB Mexay CoceHVMN ToYkaMu AoCcTyna B guanasoHe 2.4 Ty, npu
luMpuHe kaHana B 20 MIy,

AHaNOINM4YHO PeKOMEeHyeTCs COXPaHATh AaHHbIli MeXaHU3M pacnpeaeneHnsi KaHasioB Npy PacrosioXeHUN
TOUeK Mexay aTaxamu (PUCYHOK 6).

{15
~ =
&0,

A

S 1 XA
PucyHok 6 — CxemMa pacnpefeneHsi KaHasloB Mexay COCeAHUMMN TOUKaMU AOCTYNa, PacrosIOKEHHbIMU MeXay
aTaxkamu

Mpwn ncnonb3oBaHUN WMPUHbLI kKaHana 40 MMy, B guanasoHe 2.4 Ty, HET HenepeKpbIBAOLLMXCA KaHa0B. B
Takux criyyasix CTOUT BblGMpaTb MakCMasIbHO OTAa/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel# |8 S IFDBES D] S-SR RE R IT2228
| I I

ZUMHZIHZU\IUVVV‘J VVVVVVVVVVVY SV VY
sovmizof VN VY Y
B{JMHz:J \/ \ ' \ \ \ J

=
]

160 Mz ([

Examples of [T [
non-contiguous
VHTB0+80 MHz L\ [

setup
R EEEEE

PucyHok 7 — KaHasbl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MI'y,
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PykoBoacTso no akcnayatauum WEP-3L

4 YctaHoBka WEP-3L

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTe NI1acTUKOBbIV KPOHLITEH (BXOAUT B KOMIM/IEKT NOCTaBKM) HA CTeHe. Mpumep pacrnosiokeHus
M1aCTUKOBOIO KPOHLUTEHA NOKa3aH Ha pUCYHKe 8:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 8 — KpenneHue KpoHLTeliHa Ha CTeHe

a. Mpu ycTaHOBKE KPOHLUTeHa NponycTyTe NPOBOAA B COOTBETCTBYHOLME Nasbl HA KpoHWTEliHe (pUCYHOK
8).

6. CoBMecT/Te TpU OTBEPCTUS AJ/151 BUHTOB Ha KPOHLUTEHE C TaKUMM e OTBEPCTUAMM Ha NoBepxHocTu. C
MOMOLLbIO OTBEPTKM NPUKPENUTE KPOHLUTENH BUHTAMM K MOBEPXHOCTU.

2. YcTaHoBWTE YCTPOICTBO. Cxema npmBeeHa Ha pucyHke 9:

KPOHLUTENH

YCTPONCTBO

PucyHok 9 — YcTaHoBKa ycTpoiicTsa (BUA cnepeam)

a. MoakntounTe Kabenm K COOTBETCTBYIOLLMM pa3bemam ycTpolicTBa. OnncaHme pasbLeMoB NpPYBEAEHO B
pa3gene KOHCTPYKTUBHOE MUCMOMTHEHME.

6. CoBMEeCTUTE YCTPOICTBO C KPOHLLTEHHOM U 3adhMKCHpyiiTe NosoxeHne, noBopaynsas no 4acoBol
cTpenke.
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PykoBoacTso no akcnayatauum WEP-3L

4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUMNOTO/KA, TaK Kak MeTas/Iueckuii
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

1 — MeTaNNIMYECKNN KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — N1aCTUKOBbI KPOHLLTENH; 4 — YCTPOWCTBO.
PucyHok 10 — MoHTax ycTpolicTBa Ha 0asibLUNOTOMOK
1. 3akpenute MeTa/I/IMYECKNI 1 NNACTUKOBbIV KPOHLLTEMHbI Ha noTosike (prucyHok 10):

a. CoeivHMTE NNACTMKOBbIV KpOHLLUTENH (3) Ha dpanbLunoTonke ¢ MeTannmueckum (1) B cnegytowem
nopsiake: METa/I/IMYECKNIA KPOHLLITEH -> NaHe b APMCTPOHT -> NM1ACTUKOBbIA KPOHLUTEH.

6. B naHen ApMCTPOHT NPOpPexXbLTe 0TBEPCTME PAa3MEPOM C OTBEPCTUE META/IINYECKOrO KPOHLUTEHA.
Uepes AaHHOEe 0TBEPCTME 3aBOAATCS NPOBoA.

B. COBMECTUTE OTBEPCTMS HA METa/I/IMYECKOM KPOHLUTEHE, NaHenn APMCTPOHT U M1acTUKOBOM
KpoHLTeliHe. [lanee COBMeCTUTe TpU OTBEPCTUSI A1 BUHTOB Ha M/1acTMKOBOM KPOHLUTEHE C TaKuMK e
OTBEPCTMAMM Ha MEeTa/I/INYECKOM KPOHLLUTeliHe. C MOMOLLbI OTBEPTKM COeAUHUTE KPOHLUTENHbI BUHTaMM.

2. YcTaHOBUTE YCTPOIICTBO:

a. MoaknounTe kKabenu K COOTBETCTBYOLMM pasbemam ycTpolicTea. OnvcaHne pa3beMoB NprBEAEHO B
pasgene KOHCTPYKTVBHOE VCMOSTHEHME.

6. CoBMecCTUTE YCTPOICTBO C MNAACTUKOBbLIM KPOHLITENHOM 1 3addUKCMPYIATE NOMNOXEHME, NOBOpaynBas
YCTPOIACTBO NO YaCOBOW CTPESIKE.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
[N CHATUS YCTPOICTBA C KPOHLWTENHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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PykoBoacTBo no akcnayatauum WEP-3L

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WEP-3L

3. Beeaute nmsa nosb3osartesia B CTpoke «BBeaute 10rvH» 1 naposb B CTPOKe «BBeaguTe naponb».

© 3aBopckue ycTaHOBKU: NOTMH — admin, naposns — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEH0 MOHUTOPMHIa COCTOSIHUSA YCTPOCTBA.

MohuTopuhr ~ Radio VAP WDS  CeTeBble HaCTPOMkHM BHelHKe CepBUCEl  CuCTeMa o~ (Bbixon)
Wi-Fi KNMeHTEl Wsnenne WEP-3L
S AnnaparHas BepcuA w1

CTaTUCTUKA NO TPACHHUKY
CKEHHFIDEEHMG 3Ppupa
YKypHan cobbITHi
CeTeBan HHDOPMALMA

WHcbopmaums o
pagvonHTepdericax

WHdbopmaums of ycTpoiicTee >

3asoackoil MAC-aapec
CepHiiHbIA HOMED
Bepcua NO

PeaepaHan Bepcua MO
Bepcun 3arpysunka
CuCTEMHOE BpemA
Bpema paboThl

3arpyska LMy

Wcnonbayemas namATh

i OBHOBHTL

6813:E2:C3:52:00

WP4C000027

18.01.2024 11:07:25

0 aH, 04:34:40

@ 100 MGa#iT / 121 MGaiT
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PykoBoacTso no akcnayatauum WEP-3L

5. Npy HeoBXOANMOCTU MOXHO MEPEKIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WEP-3L gocTynHbl

pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

eLTeX

MeHUTOPHHT Radio VAP

Wi-Fi knnenTs

WDS

CramicTuka no Tpadmky
CraHnposaHie atupa
KypHan cobsimui
Cetesan uHbOpMaLyA

MhdpopmaLma o
paguouHTepdeiicax

Wkcbopmalpia o6 ycTpoiicTee »

WEP-3L

WDS

CeTeBbie HaCTpoKH

Wagenne

AnnapatHan eepcuA
3asoacrod MAC-agpec
CepuiHeii komep
Bepeus MO

PezepeHas eepous M0
Bepcun zarpysuuka
CucTenHoe spema
Bpewmn paboTel

3arpyaka LINY

Wenon b2yeman NnamaTe

& OBHoBMTS

BHelHue cepeucs Cucrema

WEP-3L
4%
68:13:E2:C3:52:D0

WP4C000027

18.01.2024 06:53:35
0 an, 00:20:50

5%

@ 59 Mbaiir/ 121 Mbaiir

5.2 TpumeHeHue KoHdurypaumm n oTMeHa M3MeHEHW

1. MNpumeHeHre KoHurypawumm

" [IpHMEHHTL
MpuU HXATWN KHOTMKM 3arnycKaeTcs NpoLecc CoxXpaHeHns KoHdurypauum Bo flash-namsTb
YCTPOICTBa 1 NPUMEHEHNEe HOBbIX HAacTpoek. Bce HacTpolikv BCTynatoT B cuny 6e3 nepesarpyskiu

yCTpolicTBa.

B web-uHTepdpeiice Touku AoCTyna peannsoBaHa BusyasibHas VHAMKALIMS TEKYLLLErO COCTOSIHUA npoLiecca
nprMeHeHnst HacTpoek (Tabnuua 6).

Tabnuua 6 — BusyanbHasi UHAMKaLUS TEKYLLLEro COCTOSIHMS NpoLecca NPMMEHEHN HacTPoekK

BHeLHWiA B1g, OnvcaHne cocTosHUs

Mocne HaxaTust Ha KHOMKY «[TPUMEHNUTL» NPOUCXOAUT NPOLLECC NPUMEHEHUS U

3anncuK HacTpoek B NamsTb ycTpoiicTBa. O6 3TOM MHOPMUPYET 3HAYOK il B

2. OTMeHa n3MeHeHui

B Ha3BaHNWN BKNaaKu.

X OTmeHa

KHomMKa oTMeHbl U3MEHEHWI UMeEeT CneayroLnii BUA,

Ha3BaHNM BK/1AAKN U HA KHOMKe «MPUMEHNUTL».

06

CcnewHomM coxpaHeHnn n npuMeHeHnn HaCTpoek I/IHCbOpMI/IpyeT 3Ha4o0K

© OtmMeHa n3MeHeHW NPOV3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «MpUMEHUTb» M3MEHEHHbIE HA CTPAHULE NapameTpbl 6yayT 06HOB/MEHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NamsiTy ycTpoiicTea. Mocne Haxatusi Ha KHOMKy «[pMMeHNTb» BO3BpaT K NpeablayLmm

HacTpoiikam 6yAeT HEBO3MOXEH.
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PykoBoacTso no akcnayatauum WEP-3L

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

clTEX  WEP-3L

MoHuTopIHT Radio VAP WDS CeTeBhle HacTpoikA BrewHwe cepeucsl Cuctema ru - (BbxOm)

bl

C

Wi-Fi knvedTs! Wapenue WEP-3L
WDS AnnapaTtHan BepcuA vl
3aeogcron MAC-agpec 66:13:E2:C3:52:D0

CratwcTuea no TpaguEy

CepuilHEIn HoMED WP4C000027
Crannposanne agmpa Bepcua M0
ypHan cobermi PezepeHan sepcuA M0

_ BepcuA sarpyaqnka
ETeEan MHQopMauna °

CWcTemHoE BpEMA 18.01.2024 06:53:35
WHdopmauma o

pagvonHTepdeiicax Bpema paboTsl 0 ox, 00:20:50
WMHdopmawma o yetpoiicTee > SEER 5%
Mcnonsayeman namaTe @ 99 Mbaitt / 121 MGaitT
2 OBHoBMTL
B 000 "Mpednpusmue "Snmexc”, 2023 Bepcur 10 {Bepcur WEE: !

OKHO No/b30BaTeNIbCKOTO HTEpdielica pasaeseHo Ha NsATb 06/1acTel:

1. Bknagku MeHo — Ans rpynnupoBKK NoAMEHI0 Nno kaTeropusm: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.

2. Bbl6op A3blka MHTEpPMeiica 1 kKHomka «(BbIXo4)», NpefHa3HaYeHHas 415l 3aBepLIeHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagku nogMeHto — Ans ynpasfieHus NoNemM HacTpoek.

Mone HacTpoek ycTpoincTBa — 41 NPOCMOTPa AaHHbIX 1 KOHUrypaumn.

NHdopmauvoHHoe norse, otobpaxatoLlee sepcuio MO, yCTaHOB/IEHHYIO Ha YCTPOWCTBE.

aprw
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PykoBoacTso no akcnayatauum WEP-3L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

= TEX  weP-3L

MOHMTOPMHT Radio

Ne  Wwmna xocTa  IP-agpec MAC-aapec Wutepdenc  Link Capacity Link Quality Link Guality Common RSSI, aBm SNR. aB  TxRate RxRate TXBW,MIu  RXBW,Mru Bpewma paGotel

1 Xiaomi-12T 10.24.8045 76:02:31:98.05.ba wian1-va0 30 66 T -a0 7 VHT NSS2-MCS239 VHT NSS1-MCS219.5 20 20 04:51.05

MEPENaHO / NPKHATO BCerD, GaiT 2 058 102/ 624 03 HD © OLIMGKAMH, TAKETOR

KypHan codsimu Nepenano / npi

ro, NAKETOR Ui NEPHON, NaKETOR

AHCDOPMALY f PUHATO JaHHbX, GaFT 1916 777

HCMO NOBTOPOS Nepx

TepenaHo / NPHHATO AaHHBIX. NAKETCE 6 538/ 2 380 CKODOCTS NEpENasi / NpHeMa, KBUT/C
peiica Moaynaums Nepenano naxetos MpnksTo nakeTos

OFDME 9 0% 5995 80%

NSS1-MCS50

NSS1-MCS1 447 7™ 623

NSS1-MCS2 234 % 54

NSS1-MCS3 0

NSS1-MCS4 19

NSS1-MCS5 61

o
o
1
NSS1-MCS6 58 1%
N5S1-MCST7 1
NSS2-MCS0 1222 1
NSS2-MCS1 1523 2

NSS2-MCS2 1676

NSS2-MCS4 303 5%

NSS2-MCS3 923 14% 2
C
NS§S2-MCS5 22 o

0

NS§S2-MCS® 32 0%

Neo — HOMep NOAKIYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe MMs YyCTPOICTBa;

IP-adpec — IP-agpec nogknto4eHHOro yCTPONCTBa;

MAC-adpec — MAC-agpec nNoaKnt4YeHHOro YCTPOICTBa;

Vinmepcpelic — nHtepdpeiic B3anmogeictama WEP-3L ¢ nogx1to4eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIii 0TO6paxaeT 3aPEeKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MoAyNsauMn Ha nepegady. PaccumTbiBaeTcst UICX04S U3 KONNMYECTBA NAKETOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3dhhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noaZepXX1MBaemMoro KfMeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbIi 0TOOPaXaeT COCTOSAHME INHKA A0 KNNEHTA, pacCymTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6bl YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality Common — napameTp, KOTOPbI/i 0TO6paxaeT COCTOSAHME NINHKA A0 KIMEHTA, pacCyUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMa/IbHOEe 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccymTbiBaeTcs 3a Bce
BPEMS NOAK/TIOUYEHUS KNTNEHTE,;
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PykoBoacTso no akcnayatauum WEP-3L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TIYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IHUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWMIA
MOMEHT BPEMEHW.
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PykoBoacTso no akcnayatauum WEP-3L

5.4.2 TMoameHto «WDS»
B nogmeHto «WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHMM nogksitodeHHbIx no WDS Touek goctyna WEP-3L.

LTEX WEP-3L

£ OGHOBHTE

Me WwAxecta IPagpec  MAC-ampec MuTepdiedic  Link Capacity  Link Quality Link Quality Common  RSSLAEM SNR,aE TxRate  RxRate TXBW, MMy RXBW,MMy Bpewn pabote:

v 1 WEP3L 100 %9 63 /-61 19/19  OFDM54 VHT NSS2MCS6 117 20 20 1:03:15

Moaynauna Mepeaako NaKeTos MpHHATS nakeTos
D8552

OFDM& 7929

OFDM24

OFDM38 14 0
OFDM4E 331

OFDM54 146710

NSS1-MCS4 i) 0% 15
N§S1-MEST

N§S2-MCS0 0 0% 10
NSS2-MES1 0 0% 210
NES2-MCS2 0 0% 193
NSS2-MCS3

NSS52-MCS4 0 0% 216

* Ne — HOMep NOAK/TIFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi xocma — ceTeBoe NMS YCTPOWCTBa;

+ IP-adpec — IP-agpec noakUYeHHOr0 YCTPOWCTBa;

+ MAC-adpec — MAC-aapec NoaK/IH4EHHOrO YCTPOICTBA,;

* ViIHmepdpelic — nHtepdpelic B3ammogenctensa WEP-3L ¢ noaknto4YeHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpbIin 0TOBpaaeT ah(PEKTUBHOCTb MCNO/Ib30BaHMSA TOUKOM fOoCcTyna
MOLY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KONMYECTBAa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 K/TMEHTA, U NOHUXKAIOLLMX KO3hmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAyNAunn AN MakCUMa/ibHOrO Tuna nss,
noAepXX1MBaemMoro KfmeHToM). MuHuMmanbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepegatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocnegHune 10 cekyHp,

+ Link Quality — napameTp, KOTOPbI OTOO6PaXAET COCTOSTHUE /IMHKA A0 KNIMEHTA, pacCumMTaHHbIl Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TIMEHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
O[IMH NakKeT A0 KNMeHTa He 6blN YCNeLIHOo OTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

* Link Quality Common — napameTp, KOTOpPbI/i 0TOGPaXaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YeCcTBa peTPaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOA NOMNbITKM), MUHUMabHOE 3HaveHne — 0% (Hu
OINH NakKeT A0 KNMeHTa He 6blN YCNeLHo oTnpaB/ieH). 3HaueHne napaMeTpa paccumTbiBaeTcs 3a Bce
BPeMs NOAK/HOUYEHUS KITNEHTE,;

* RSSI — ypoBeHb NpUHMMAEMOro curHana, gbm;

* SNR — oTHoLleHune curHan/wym, ab;

+ TxRate — kaHa/lbHas CKOpPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npmema, Méut/c;

+ TX BW — nonoca nponyckaHusa Ha nepegadye, MI'y;

* RX BW — nonoca nponyckaHus Ha npueme, My,

* Bpewmsi pabombl — BpeMsi COeUHEHNS.
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PykoBoacTso no akcnayatauum WEP-3L

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

5.4.3

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KO/IMYECTBO NakeToB, NepefaHHbIX C OLMOKaMu Ha NOAK/IYEHHOe
YCTPOWCTB;

Mosmopsbi nepedayu 3a rnocsaedHull Nepuoo, nakemos — KONNYeCTBO NOBTOPOB nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KOMYeCTBO NOBTOPOB Nepesayn Ha NoAK/IYEeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb nepedadu/npuema, Kbum/c — akTyasibHasi CKOPOCTb nepegayun Tpadurka B HACTOALLMIA
MOMEHT BPEMEHW.

MoameHto «CTaTnucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpoCcTU nepeaaHHoro/nosy4YeHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpadgmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

padmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMmaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpacomkn WLANO n WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepefaHHoro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, 1 Radio 5 'y, uHTEpdIencbl TOUKM AOCTyNa 3a nocnegHue 3 MuHyThbl. Fpaduk aBToMaTnyeckm
06HOBNAETCA Kaxable 6 CEKYH/,.

Maxnrop

LTEX  WEP-3L

WLAN1 TwRx bps
Fox: 0 bos (mas D bos)
® T Gbos (max bz

2 4

4GS 114504 114506 114520 104540 114552 114504 104E16 14520 104640 1I4ES2 LATA4 T4TAE M4T20 14T MATE Le TASS2 14504 114505 TI4E2D 114S4D 114552 MAEO4 TI4E1S 104620 114BAD NAESE MATO4 1ATAE 1LAT20 MATAD 14TSZ te

TAGS2 14504 145105 114520 114540 114552 114508 14815 14520 14640 114652 114704 TATIE 14720 114740 114TS2 La
Mepenako ~

MpwuHATO ~
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PykoBoacTso no akcnayatauum WEP-3L

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakKeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

Mepenaqo ~

Mnrendeirc Boero nakeros Boera Bait COrpowsna nakeos

Lan 3448 3888133

DwnGrm

OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgelic — nmsa nHtepdeinca,
+ Bcea2o nakemos — KO/IM4ecTBO YCNeLIHO NPUHATLIX NaKeToB;
* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6ainT,;

* OmO6pOoWeHO rnakemos — KOJIMYECTBO MakKeToB, OTOPOLLEHHbIX NPV NOyYEHUY;
* OwubKu — KO/IMYECTBO OLLMOOK.

MpUHATO

repdbeiic Boera nareTos Boera Gair OrSpoweno nareTos

LAN 11258 1850922

WLAND 512

Dwinbkn
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PykoBoacTso no akcnayatauum WEP-3L

5.4.4 TlogmeHio «CkaHupoBaHue admpa»

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

ELTEX  WEP-3L

MoHmTopmHr Radio VAR WD5 Cereseie HaCTROREM BHEIIHIE CEPENCE CucTems

Wi-Fi knimeHTs Mocneasss ckasnposaqme Sune 18.01.2024 10:31:52

CTATHCTHKE N Tpadw

Pexmm

CranmposaHne agwpa » Nwuanazox 551D Gez0nacHOCTA MAC-agpec Kanan | IWupuHa RS551, nEm
y o 2.4 My WRAS 63:13:E2:35:C4:F1 11120 0
- 2.4 My WRAZ CBTF:54:30:33:B0 Ti20 0
B 2.4 My Open CC:9D:AZ:F2:9%F0 1:20 0
:-:;‘ 2.4 My Open CC:aD:AZ:DE4D:B0 G20 0
MHebanwsLms b verpolicres 2.4 My Open 83:13:E2:03:4C:51 1120 0
2.4 My Open 68:13:E2:03:4C.50 1/20 0
2.4 My Open AB:FB:48:B0:05:41 11/20 0
2.4 My Open CC:ADAZFE4E10 S0 0
2.4 My Open E4:54:D4:E8: D921 1:20 0

[nsi 3anycka npoLiecca CKaHMpoBaHWs aghupa HaXMMTE Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLe NOSIBUTCS CMMCOK 06HaPYXEHHbIX B paavoadmpe Touek AocTyna U MHpopMaums 0 HUX:

* [locniedHee ckaHUpoBaHue bbli/10... — Aata u BpeMs NOCNe4HEro CKaHMPOBaHWS;

+ [uana3oH — yka3biBaeTcs gmanasoH 2.4 'y, nnn 5 'y, B KOTOPOM 6bls1a 06Hapy)XeHa Touka A0CTyna;
« SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;

+ Pexum 6e3onacHocmu — pexunmMm 6e30nacHOCTV 06HapYXXEeHHOM TOUKN 4OCTYNa;

* MAC-adpec — MAC-agpec o6Hapy>XeHHOI TOUYKM A0CTYyna,;

* Kanasi/lLlupuHa — pagnokaHasl, Ha KOTOpoMm paboTaeT 06Hapy)XeHHast Touka JOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaUT O0BHAPY)XXEHHOM TOUKM AOCTYna, ABM.

© Bo Bpemst OCYyLLECTB/IEHNS CKAHMPOBaHWS 3dmpa paaronHTEPdIeiic YCTPoCTBa BY/AET OTK/IHOUEH, UTO
NpvBEeAEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KnMeHToB BO BpEMSI CKaHMPOBaHNS.
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5.4.5 MoameHto «KypHan cobbITU»

PykoBoacTso no akcnayatauum WEP-3L

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,

cofepxaluii cnegyoLLyo NHhopMaLmio:

ELTEX  WEP-3L
MoHuTOpRHT Radio WiAF WDS CeTesnie HACTPOMEM BHSHKME CEpERCE CucTeMa
VWi-Fi knneHTe ® CumeTeTs
- faTa u BpeMA Tun Npouece
ST na TRapay Jan 18 05:35:08 dasmon.info configd[1101]
AHMPOBSHME IHPa Jan 18 08:35:08 daemon.info configd[1101]
Hypuan coBuTii Jan 18 08:35:0 dasmon.info configd[1101]
CeTesan MHOPMaUMA Jan 18 05:35:03 dasmon.info configd[1101]
Jan 18 05:34:3 auth.info login[1850]
F Jan 18 05:34:032 dasmon.warn networkd[1154]
AHdpopuELIR oF yoTpoRcTE: Jan 1 03:00:29 daemon.info networkd[1154]
Jan 1 03:00:28 dasmon.info networkd[1154]
Jan 1 auth.info schd[1444)
Jan 1 auth.info sshd[1444)
Jan 1 dasmon.info syslogd[1448]

Coobwenne

The AP startup configuration was updated successfully by admin
The AP running configuration was updatsd successfully by admin
The AP startup configuration was updated successfully by admin
The AP running configurafion was updated suecessiully by admin
reot login on ‘consaole’

Board has low free memory (3 MB, limit is 11 MB), dropping caches

Mewworkd started
Server listening on 0.0.0.0 port 22
Server listening on 0.0.0.0 port 330,

started: BusyBox v1.21.1

+ [ama u spems — BpeMs, Korga cobbiTue 6b110 CreHepupoBaHo;

* Tun — KaTeropusi 1 ypoBeHb BaXHOCTN COObITUS;

« lpoyecc — UMs NpoLiecca, CreHeppPOBaBLLETO COOGLLEHME;

+ CoobweHue — onucaHue cobbITus.

Tabnuua 7 — OnucaHve KaTeropuii B&XXHOCTU COObITUI

YpoBeEHb Tvn BaXXHOCTN COOOLLEHWI

0 UpesBblyalitble (emergency)
1 CurHans! Tpesoru (alert)

Kputnueckue (critical)
Own6ouHble (error)
MpeaynpexaeHus (warning)
YBepomneHnus (notice)

MHdhopmaumoHHble (informational)

N o o g b~ 0N

OTtnagouHble (debug)

OnucaHue

B cucteme npousoluna Kputuyeckas OLINGKa,
cuctemMma Moxet pa6OTaTb HenpaBWn/lbHO

Heob6xoAMMo HeMealeHHOe BMELLaTe/IbCTBO B
cuctemy

B cucteme npomsoLuna Kputnyeckas ombka

B cucteme npovsoLusia ownbka

MpeaynpexaeHue, HeaBapuiiHoe COOBLLEHNE
YBEeLOM/IEHNE CUCTEMbI, HEaBapuiiHOe CO0OLLEHME
VIHdhopMaLmoHHbIe COOBLLEHNS CUCTEMBI
OTnago4Hble COOBLLEHMS NPEAOCTaB/IAT

nonb30BaTeNto MHAOPMALMIO /151 KOPPEKTHON
HaCTPOIKN CUCTEMBI

[ns nonyyeHnsa HOBbIX COOBLLEHNIA B XXypHas1e COObITUIN HEOOXOAMMO HaXxaTb Ha KHOMKY «OBHOBUTbY.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XypHa/Ia MOXHO YAa/IUTb, HAXKaB Ha KHOMKY «OUNCTUTbY.
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

o
“LTEX  WEP-3L
MownTopHHr Radio VAP WDS Ceresszig H " BsgwWH®E cEpE Crctema L
Fi krnenTe Cratyc WAN
DS HuTephens brid
P o MpoTozon DHCP
T3THC [} STy
P-agpec 10.24.80.38
MpusATD: 1.8 Mad {1925 383 Gaur)
i n coGuT| Mepegano 4.1 MGadr {4 285 052 Sair)
CETEESR MHEOpMALMA Ethernet
CocToRHME nopTa Up
CropocTe 1000
CrEETEEE Oynnekc F
ARP ~
Me IP-agpec MAC-anpec
0 10.24.80.26 D3:5E:03:30:AD:F4
1 0.24.80.47
z 10.24.80. E0:D9-E3-EZ:E1:40
MapwpyTel ~
Mo WuTepdenc Haanaqenue Winwoz Macka Pnarn
0 brl 0.0.0 10.24.80.1 0.0.0.0 UG
1 brl 10.24.80.0 0.0.0.0 255.265.255.0 u

Cratyc WAN:

* MIhmepdpelic — nms bridge-nHtepdeliica;

+ [Mpomoko/1 — NPOTOKO/, UCNONb3yeMblit Ans gocTyna k cet WAN;

+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;
+ [NpuHsIMO — KONN4ecTBO NpUHATBLIX HA WAN 6aiT;
+ lNepedaHo — KONMYeCTBO nepeaaHHbIXx ¢ WAN 6alirt.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopocmb — CKOpPOCTb MoAK/I4eHUs no nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:

* Full — nonHbIi aynnekc;

+ Half — nonyaynnekc.

ARP

B ARP-Tabnuue cogepxntca nipopmaums o cootsetctemm IP- 1 MAC-aapecoB cocejHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoWcTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTBa.
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MapLipyThbl:

Wumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa Uin NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIi OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT Clieaytole 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ ABSAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3/y.

G — ykasbIBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM.

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLLyM Ha NOKasTbHOI cucTeme, NocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa bydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4WH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10KabHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbLeBbiM (loopback) nHtepdpeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

PykoBoacTso no akcnayatauum WEP-3L

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos

WEP-3L.

L TEX  WEP-3L

MasmToprHr Radic VAP WDS Cerasaie HACTROHEN Brewnne cepencs Cuctema

Wi-Fi knnenTe Radio 2.4 Iy
wDs Cratyc Brniueso
or T MAC-anpec

Pexmu

WnpnHa kawana, MMy 20

Radio 5 U

Mchopu ;_"'“; @ Cramyc Ermaugso
paamonHTEpdehcax »

WwpnHa kawana, MMy 20

PagnovHTepgelicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHMAX: «BKIOYEHO» N «BbIKIOYEHO.
CTaTyc Kaxgoro u3 pagmonHteptencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaTyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /I Ha AaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP) unn WDS. B cnyyae, ecnv Ha pagmnonHTepdpelice nmeetcst XoTsl 6bl ogHa akTueHasi VAP, Radio

6yAeT HaxoauTbCs B cTaTyce «BKkUYeHO», MHaYe — «BbIK0UEHO.

B 3aBucMMOCTM OT cTaTyca Radio ansi MOHMTOpUHIA AOCTYyNHA CneaytoLas MHOPMaLMS:

«BbIKNOYEHOY:

+ Cmamyc — COCTOsiHue pagnovHTepgeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;

« Pexxum — pexxum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKNOYeHOo»:

+ Cmamyc — COCTOsIHUe pagunovHTepgeiica;
+ MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;
* KaHasn — HoMep 6ecnpoBOAHOrO KaHana, Ha KOTOPOM paboTaeT paavonHTepdec;
* WupuHa kaHana, My — wypuHa Nonockl 4YacToT KaHasia, Ha KOTOpoM paboTaeT pagmonHTepdeiic.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «MHhopMaums 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapakTtepucTunkm WEP-3L.

ELTEX  WEP-3L

MOHWTOPHHT Radio VAP WDS CeTeBble HaCTPOHKKH BHeLIHWe CepBMChI Cucrema - (BbIXOA
P P!
WI-Fi KNWEeHTI W3nenne WEP-3L
AnnapaTtHas eepcus w1

WD

(2]

3apoackoil MAC-agpec 68:13:E2:C3:52:D0
CTaTMCTHKE NO TpAPMEKY
CepUAHBIA HOMED WP4C 000027

CkaHupoBaHue 3dupa Bepeua M0
KypHan coCbITHH PesepsHan sepcuA Mo

Bepcua 3arpy3duia
CeTeBaa MHpopMaLua peus Py

CuctemHoe spema 18.01.2024 11:07:25
MHopmauma o
pagvouHTEpMeiicax Bpemn paGoThl 0 aH, 04:34:40
3arpyska LNy 7Y%
MHhopMaLmA of ycTpoicTee > Pyaka Y e
Wcrnonesyemas namate @ 100 M&aiT / 121 MoaiiT
< OGHOBMTb

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapammdasi Bepcusi — BepCus annaparHoro obecneyeHnst yCTpoicTBa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeEMm;

+ CepuliHbili HOMEP — CEPUIiHbIA HOMEp YCTPOICTBA, YCTAHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbigyuias yctaHoBsieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska LI[1Y — cpefgHuin NpoLEeHT 3arpy3kun npoueccopa 3a nocnegHune 5 cekyHsa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.
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5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

L TEX  WEP-3L

MoHHTOpHHT Radio VAP NDS CeTeebie HACTPOWEN BHeWHME CEPENCH Cucrema - {Bbixog)

Radio 2.4 Ty » ObWwme

Radio 5 My Pexum IEEE 202.11b/g/n v

DononkutensHo ABTOMATHHECEMIH BRIGOp
KaHana

OrpasuyMTe CNMCOK K3HANCE

u 1 (2402 — 2442 MITu) %

LWnwpuya kanana, My 40 hd
OcHOBHOW KaHan Upper v
MowHocTe curiana, gbm 14 w

KaHanbHas ckopocTe Auto w
nepenaqM

OONONHUTENBHO v

* Pexum — pexvm paboTbl MHTepdelica cornacHo cregyroLwmmM cTaHaapTam:
+ |[EEE 802.11n;
+ |IEEE 802.11b/g;
+ |EEE 802.11b/g/n.

+ ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTu4eckm
BblOVMpaTbh HaMMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A1 YCTaHOBKM CTaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2paHuyumsp CrucoK KaHasi08 — NpPW yCTaHOBNIEHHOM ch/iare Touka AocTyna 6yAeT UCMnosib30BaTthb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHNyYnTb CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaeTt BblbupaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHa10B AaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 2.4 'y 1-13;

* lupuHa kaHasna, MMy — WwnpmnHa NoNoCkl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HaveHmns 20 n 40 Ml

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYeCKU
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YacTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHa MCNOMb3YeTCH KNMeHTamMu, KOTopble NOAAEPXKMBAIOT TOSIbKO
nosaocy nponyckaHnsa kaHana 20 Mru;

+ Upper — nepBunYHbIM KaHasioM ByaeT BepxHuii kaHan 20 MMy, B nonoce 40 MIy;
+ Lower — nepBuMYHbLIM KaHas10M ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet

3HayeHue ot 11 go 16 gbwm;
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* KaHasibHasi ckopocmb repedaqu — OUKCpPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensemas crneuyndukaumsammn ctaHgaptos IEEE 802.11.

© B cnyuae, ecn B cnivicke «OrpaHnyunTL CMIMCOK KAHA0B» YKasaH HefloCTYMHbINA [15 Bbi6opa KaHaul, To

OH ByJeT OTMeYeH cepbIM LBETOM. [111A TOro 4To6bl HOBas KOHUrypauus 6bisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb Napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHMYnTb CNMCOK KaHaI0B» He NOAXOAST Nog, onpeaeneHne «OCHOBHO kaHas» = Lower.

B pasgene «[JoNo/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NO/HUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOWCTBa.

OONCMHUTENLHO v
0BS5S Coexistence
KopoTEWA SaL4WTHEIA WHTEpEaN
STBC

Mepweg oTNpaEkH cnyxeSHexX 100
coobLeHHia, Mc

Mopor doparmenTalumm 2346
Mopor RTS 2347
Arperaums

KopoTkas npeamSyna

UWennep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WM}

Pexum padote DHCP ignore v
Snooping

Brnrounte QoS

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHWSA LWVPUHbBI KaHana npu 3arpy>eHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexunm BK/THOYEH;

* Kopomkul 3awjumHbil uHmepsasa — Nogaepka yKoOpoyeHHOoro 3almuTHoOro nHtepsasia. Touka goctyna
nepeAaeT AaHHble, UCNOosb3ys 3alnTHbI nHTepBast B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILIEHNE
HaeXHOCTW nepegayn AaHHbiX. MNosie AOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagnovHTepdelica BknoyaeT B cebs 802.11n. Mpun ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
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NOTOK AaHHbIX Yepe3 HECKO/bKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK JaHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B acpupe. MNapameTp npuHnumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpPOKoBELaTe/IbHOro/MyNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — Bbl6op nonutukn oépabéoTtkm DHCP onuumn 82. JocTynHble 3Ha4YeHnA
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3HaYeHne No YMOTYaHWIo;
* remove — To4Ka [OCTyna yganset 3HayeHve onuuu 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHns napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsaA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napameTtpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3aMeHa 3HayeHus napametpa CID Ha 3HaueHue, ykazaHHOe B
napametpe «Onuus 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHasA CTpoka 0 52 CMMBOJIOB, KOTopast
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyanuio — APMAC-SSID.

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCcTpoincTea.
3Ha4yeHue No ymosiHaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa CTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bbl6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
8 CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNiA obecnevyeHunss kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit
Data 3 (DoH) 7 15 . 1023 v 0

Data 2 (Best Effort) q

Data 1 (Buaeo) ] 5 B

Data 0 (Fonoc) 1

w
-
~
-

47

Station EDCA Parameters
Ovepege AIFS cwMin cwMax TXOP Limit

Data 3 (@oH)

Data 2 (Best Effort)

@
o
“
=}
5]
x}
“
=}

Data 1 (Buaeo) 5 5

Data 0 (Fonoc)

« AP EDCA parameters — Tabnmua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaeTcs oT TOUKU
[0CTYyNa K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pasfiMyHoro poga Tpaduka:

+ Data 3 (®oH) — H13KONPUOPUTETHASA OYepesb, BbICOKas NPOMNYyCkHasi CNOCOBHOCTb
(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afiepxka. B gaHHyto oyepesb OTNpasisgeTca 60/bWNHCTBO TPAAULNOHHBIX IP-A4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS 04EPEb, MUHMMasTbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA BUAEOAHHbIE, YYBCTBUTESbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASA ovepeb, MUHUMa/IbHbIE 3afePXKN. B faHHOl
oyepean aBToMaTuyeckn oobpabaTbiBalOTCA faHHble, YYBCTBUTE/IbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dhpeliMoB)
[AaHHbIX, N3MEPSAETCS B C/I0Tax, NPUHUMAET 3HaveHns 1-255;

* cwMin — Haya/lbHOE 3Ha4YeHne BPEMEHN OXnaaHus nepes NoOBTOPHONM OTNpPaBKoW Kaapa,
3afaeTcd B MUINUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHns nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcd B MUNUCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/bLUE 3HAYeHU cwWMin;

* TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KNneHTa
[0 TOYKM aocTtyna. Bo3MOXHOCTb nepefadun — nHTepeasl BpeMeHU, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX N0 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnuncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbILLE.

Ansa BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 'y, » OCyLLEeCTBNAIOTCSA HACTPONKM OCHOBHbIX NapamMeTpoB pagnonHTepdelica
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-3L

MoHHTOpHHT Radio VAP NDS CeTeBbie HACTPOWEN BHelWHKHe cepErCH CucTema n - {BBix0g)

Radio 2.4 Iy OfwWwme
Radio 5y » Pexum IEEE &02.11a/n/ac/ax b

DononkutensHo ABTOMATHYECEMA BLIGOp
KaHana

OrpaHuyMTE CNWCOK KaHanoe

n 36 (5170 — 5210 MITu) %

LWwpwHa gasana, My 40 b
OCHOBHOW Kanan Upper ~
MowHocTe curiana, gEm 19 ~

KananbHas cropocTh Auto ~
nepenaqu

OONOMHUTENBHO v

* Pexum — pexvMm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |[EEE 802.11ax;
+ |EEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

+ ABmomamuyeckul B8bI60p KaHasia — Npyu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyecku
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nitepdpeliica. Mpu cHAaTom chnare
OTKpbIBaETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepegayvn faHHbIX;

+ O2paHuyumb CrucoK KaHas108 — NpW yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCrnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNIeM CNUCOK KaHa/10B 4151 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNUCOK KAaHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaet BbioupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AmnanasoHa yacToT. KaHasnbl agnanasoHa 5 'uy: 36-64, 132—-144, 149-165;

* lupuHa kaHasa, My — WnpmnHa NoNockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHus 20, 40 n 80 My,

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb N3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYECKN
3a/laHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YacTOTHOW o6nacTu. Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHa MCNOMb3YeTCs KNNeHTaMu, KOTopble NOAAEPXKMBAIOT TOIbKO
nosnocy nponyckaHusa kaHana 20 Mru;

« Upper — nepBnYHbIM KaHanoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHa/I0M 6yaeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnmaet
3HadeHue ot 11 go 19 abwm;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4To6bl HOBasi KOHUrypauus 6bisia NnpUMeHeHa Ha TOUKY
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOM3BOANIOCH HUKAKMX HACTPOeK, Mo yMonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnn namenuntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb «cepble» KaHasbl U3 CNNcKa, To
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. DTO NPOUCXOAUT MO NPUYMHE TOro, YTO KaHaslbl, BblAe/IeHHblE CEPbIM LIBETOM B
cnucke «OrpaHnMynTb CNMCOK KaHasI0B» He NOAXOAAT nog onpegenexHme «OCHOBHOM kaHasn» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OONONHWUTENBHO v
0BSS Coexistence
Mogaep#ra DFS BrnroueHo v
KopoTEMA 33LMTHEIA MHTepEan
STBC

Mepwog oTnpaekn cnyxeSHex 100
coofWeHHi, Mc

Mopor dparmeHTanmMm 2348
Mopor RTS 2347
Arperaums

KopoTkas npeamSyna

UWernep BroadcastMulticast,
nakic

Wi-Fi Multimedia (WMM)

Pexum pabotel DHCP ignore v
Snooping

ExnrounTte QoS

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHWSA LWVPUHbI KaHana npu 3arpy>eHHom
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxum BK/THOUEH,;

* [Moddeprxka DFS — mexaHn3M AMHaMnyeckoro Bblbopa YacToTbl. TpebyeT OT 6eCcrnpoBOAHbIX YCTPOWCTB
CKaHupoBaTtb pagnoadunp v nsberartb UCMosIb30BaHNA KaHa10B, COBNaatoLwmx ¢ KaHanamu, Ha KOTOPbIX
paboTatoT pagnonokKaunoHHble cuctemsl B 5 L, AnanasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/toueH. DFS-kaHasibl He JOCTynHbI 415 BbI6OPa;
* BK/1l04EHO — MexXaHn3M BK/HOYEH;
* puHydumesibHO — MexaHu3M BblK/ItoueH. DFS-kaHasbl AOCTYNHbI AN Bblbopa.

* Kopomkul 3awyumHbIl uHmMepsass — NoAAePXKKa YKOPOUYEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHbIe, UICNO/b3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
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+ STBC — meTOoZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHUS, HanpaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/yXebHbix coobuwjeHuli — nepuoa nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;

* Mopoe chpaemeHmayuu — nopor parmeHTaummn ppeinma B 6alitax. MpuHMaeT 3HaveHusa 256-2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4unC/0 GaiiT, Yepes KOTOpPOe NnocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;

+ Agpezayusi — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosib30BaHNe KOPOTKOM npeamby bl NakeTa;

* Llelinep Broadcast/Multicast, nak/c — npy ycTaHOBNEHHOM ¢onare BbIMOSIHAETCA OrpaHMyeHne
nepefayv LWMpPOKoBeLLaTeIbHOro/My/IbTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaknTe NUMAUT
ANS LUMPOKOBELLATENBHOTO Tpadgvka B NOsIBUBLLEMCS OKHe (nak/c);

* Wi-Fi Multimedia (WMM) — BkntoueHue nogaepxxkn WMM (Wi-Fi Multimedia);

* Pexxum pabomsl DHCP Snooping — Bbi6op nonutukn obpabdoTtkm DHCP onuumn 82. JloCcTynHble 3Ha4YeHuA
Ana Bolbopa:

* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3Ha4veHunsa napameTpa Ha umsa SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuns 82 yHnkasibHbIA CID»:

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbIn RID»:

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.

* Bksroyumb QoS — npv yCTaHOBNEHHOM ¢onare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHuns kauecTsa

o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 5 v 1023 v 0
Data 2 (Best Effort)
Data 1 (Buaeo) | B
Data 0 (ronoc)

Station EDCA Parameters

Ovepens AIFS cwMin cwMax TXOP Limit
Data 3 (@oH) 7 15 v 1023 v 0
Data 2 (Best Effort)

Data 1 (Buaeo) N S

Data 0 (Fonoc)

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpadvk nepeaaeTcs OT TOUKM
[l0CTYNa K KNNEeHTY):

+ Ouepedsb — npeponpeseneHHsble ovepean 418 passiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMNyCkHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas o4epe/lb, CPeaHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasaseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aepXKn. B AaHHO
ouyepean aBTomaTnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHASA ouepeib, MUHUMa/IbHbIE 3a[ePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabartbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kaapos (dpeliMoB)
AaHHbIX, U3MepseTcs B cnoTax, NPUHUMAaET 3HaveHnss 1-255;

* cwMin — Hayas/IbHOE 3Ha4YeHne BpeMeHN OXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetca B MUIINCEKYHAAX, NpuHUMaeT 3HadveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXeT NpeBbIWarsL 3HadeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKo kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax A0/MKHO ObITb 60/bLUe 3HaYeHMs cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO ANA AaHHbIX, NepefaBaeMblX OT CTaHUUM K/IMeHTa
[10 TOYKMN aocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMs UMeeT npaBa MHMLMUMPOoBaTh Nepeaady AaHHbIX No 6ecnpoBogHOM
cpefe K To4ke 40CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpoOeK napamMeTpoB CTaHLUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMK KNMeHTa Ao Touku AocTtyna). OnucaHve noneli Tabnuibl NPUBEAEHO BbilLE.

[na BCTynneHns B cUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMKY «MPUMeHNUTb». [11 OTMEHbI U3MEHEHWUIA HAXXKMUTE KHOMKY «OTMeHa.
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX  WEP-3L

MoHMTOPHHT Radio VAP NDS CeTeEbIE HACTPOREN BHelwHWe cepench Cuctema n - {EbIXOZ)

Radio 2.4 Ty, [lONONHUTENBHO

Radio 5 My, CTpana Poccus b PazGnokMposate

rnoSantHan HIonALMs

JononHUTENbHO »

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOW paboTaeT Touka fgoctyna. /19 Bbloopa CTpaHbl HYXXHO
BbICTaBUTb hnar «Pa36noknpoBatby. B 3aBUCMMOCTM OT yKa3aHHOro 3Ha4eHns 6yayT NpUMeEHEHbI
OrpaHny4eHns K Noaoce YacToT 1 MOLLHOCTM Nepefarymka, KoTopble AeCTBYIOT B faHHOW cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YaCTOTHBIX KAHa/10B, YTO B/IMSIET Ha
aBToMaTn4ecKuin BbiIbop kaHasna B pexmme Channel = Auto. Ecniv knueHTCckoe o6opygoBaHue
JNIMLEH3NPOBAHO 4J151 UICNONb30BaHNS B APYrOM pernoHe, BO3MOXHO, yCTAHOBUTb CBA3b C TOYKOIN AOCTyna
B T@KOM C/lyyae He yaacTcs.

HacTpoiika nokanbHbIX (PervMoHasibHbIX) OrpaHUYeHWiA, BKIUYas paboTy Ha paspeLleHHbIX YaCcTOTHbIX
KaHanax 1 BbIXO4HON MOLLHOCTH, IB/IIETCA OTBETCTBEHHOCTHI0 MHCTA/IIATOPOB.

Bbl60p HEMPaBW/1IbHOIO pernoHa MOXET NMpuBecTn K r|p06nemaM COBMECTUMOCTHN C Ppa3HbIMUA
KTMEHTCKUMU yCTpOﬁCTBaMM.

« [106anbHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM doiare BK/IOUAETCA M30M1ALUMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbix paanovHTepdeiicos.

[Nsi BCTYN/IeHUSI B /Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHA».
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5.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUKM B pasgenax VAPO-VAP3.

LTEX  WEP-3L

MoHHTOPHHT Radio VAP NDS CeTestie HACTPOWEK BHewHKE CepBHCH Cucrema TR BBIX0A)

CymMMapHo 240y Sy
24Ty Pexum

Pexum Tpancnuposate Band VLAN General WsonAuwa
5y VAP  Brnwuyeno ODesonmacHoctw VLANID SSID SSID Steer Trunk Mode General VLAN ID  aboHeHToB

VAPO BnlknioueHo WEP-3L_2.4GHz

VAP1 Blinioueno WEP-3L_2 4GH=-1

VAP2 BuiknioueHn WEP-3L 2 4GHz.2

VAP3 BriknoueHoe WEP-3L_2.4GHz-3

MokazaTe Bce

* VAPO-VAP6 — nopsiikoBbIi HOMEP BUPTYasIbHOWN TOYUKM AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTyaUibHasA ToUKa AOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOUEHE;

* Pexum 6e3onacHocmu — TUN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/lbHOW TOUKe J0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbcs MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

* TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKHOYEHO BelaHue B adomp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h/1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetu. Ans paboTbl hyHKUUN HYXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHeHTY nepefaeTcsa TermpoBaHHbIn Tpaduk;

*+ General Mode — npu ycTaHOB/IEHHOM chniare paspeLuaercs nepegadya HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BkAoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTka 1 Tpadmk atoro VLAN nporiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbIA Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3on1syus aboHEHMOB — NPV YCTaHOB/IEHHOM (p/1are BK/THOUEeHa U30/15UuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

Ansa BCTYMNJ/ieHNAa B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHEe3aBNCMYKO NMaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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5.6.2 lMoameHto «VAP»
—
=LTEX  WEP-3L
Rac VAP WDS CeTeBbiE HACTPOHKK BHelHWe cepBMChl Cuctema n -
CymMMapHO VAPO VAPL VAP2 VAP3 VAP4 VAPS VAPE
24TTy> OBLMe HacTpoiKK
5y BrntoueHo
VLAN ID
SSID WEP-3L_2.4GHz

TpaHcnupoeate SSID

Pewnm Band Steer

VLAM Trunk

General Mode

General VLAN ID

Haonauwa aboHeHTos

Mogaepwsa 802 11kiv

Pennukauma Multicast

Mpuopurer DSCP ~

Pesum Minimal Signal

MUHWMANLHEIR YPOBEHE CHIHANE, -100
ABm
Mopor ypoBHA CHTHANA NpW -100
poymuHre, abm
VinTepean Minimal Signal, ¢ 10
MakcHMAanbHOE KOMMYECTED o
WIMEHTOB
Pesmm GesonacHocT WPAZ w
Koy WPA Fr— -
MFF OTenKNEHD w

O6LMe HaCTPOKK

Bk/1o4eHO — npw yCTaHOBNIEHHOM ch/iare BUPTyasibHas To4Ka A0CTyna BKKYEHa, MHavye — BbIK/II0YEHa;
VLAN ID — Homep VLAN, c KkoToporo 6yaeT cHUMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knmenTam,
NoAKNHYEeHHbIM K gaHHoli VAP. MNpu npoxoxaeHnn Tpadmka B 06paTHYH0 CTOPOHY Ha HETETMPOBaHHbI
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nimsa BnpTyanbHOWM 6ecnpoBOaHON CeTH;

TpaHcuposams SSID — npu ycTaHOB/IEHHOM pnare BK/l0YeHOo BewaHue B agomp SSID, nHave —
BbIK/THOYEHO;

Pexxum Band Steer — npu ycTaHOB/IEHHOM dp/iare akTMBHO MPUOPUTETHOE NOAKNIOYEeHNEe KnneHTa K 5Ty,
ceTun. na paboTbl yHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagmonHTepdeince n
aKTMBMPOBaTb Ha HUX NapameTp «Pexum Band Steer,

VLAN Trunk — npu ycTaHoBNneHHOM chniare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

General Mode — npwu ycTaHoBNeHHOM dhniare pa3peLuaeTcsl nepeaaya HeTermpoBaHHOro Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKItoueHHoM pexume VLAN Trunk);
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General VLAN ID — c yka3aHHoro VLAN ID 6yaeTt cHumaTtbcs MeTka 1 Tpadvk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu NnpoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

W3onayusi aboHeHmMos — Npuv YCTaHOB/IEHHOM dofiare BKIoYeHa U30nauns Tpadrka Mexay KavMeHTamm
B npegenax ogHoi VAP;

lNoddepxka 802.11k/v — BKIOUMTL Nnoaaepxky ctaHgaptos 802.11k/v Ha BUPTyasibHOW TOUYKe AOCTYNa;
Pennukayusi Multicast — npu yctaHoBneHHoM donare Multicast Tpadpvk B CTOPOHY K/IMEeHTOB 6yaeT
npeobpasoBbiBaTbCcA B Unicast 40 KaXA0ro KAMeHTa, npu OTKIIYEHHOM NPOXoAnTb 6e3 Mogudmkauuis;
lMpuopumem — BbIGOP cnocoba npuopuTnsaumm. Onpeaenser nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnpoBatbcsa npuoputeT 13 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeTt aHanuaunpoBaTbcsi npuopuTeT n3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

Pexxum Minimal Signal — npu yctaHOB/IEHHOM chnare oyHKUMA OTKoYeHUS kiineHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
Heob6X04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUTHanNa B AbM, HKe KOTOPOro NpoucxoauT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cuaHasa npu poyMuHae — YpOBEeHb YyBCTBUTE/ILHOCTU POyMUHIa B ABM, Huxe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp AO/MKEH 6bITb Bbile, YeM «MUHUMa/IbHbIU YyPOBEHb cu2Hasa». ecnv «MuHuMasibHbIl
YpoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog, BpeMeHu, N0 UCTEYEHUN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

MakcumasibHoe Ko/lu4ecmso K/IUeHmMos — MakCUMaUsibHO AOMYCTUMOE YMC/I0 NOAK/THHYAaEMbIX K
BMPTYas1bHOW CEeTU KIIMEHTOB;

MFP — 3awmta management-kagpos (4ocTynHo npu Pexxume 6e3onacHocmu WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHue OMK/IHYEHO):

* Omk/ro4eHo — 3awwmTa management kKapoB OTK/THOYEHE;

+ OnyuoHa/ibHO — 3almnTa paboTaeT, ecnv KNMeHT nogaepxmeaet MFP. KnneHTbl 6e3 nogaepxkm
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/1o4eHO — 3almTa BKIH0UYEHa, KNMeHTbl, He nogaepxusatrowme MFP, nogkioumMteCca He MOryT.

Pexxum 6e3onacHocmu — pexum 6e3onacHoCTV focTyna K 6ecrnpoBogHON ceTu:

* BbIK/IlO4EHO — HEe UCMNOMb30BaTh WNpoBaHve 418 nepegadn AaHHbIX. Touka JocTynHa ans
MOAK/THOYEHMA NHOOOT0 K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTpoka:

* Koy WPA — knto4/naposib, Heobxoanmblii oN18 NOAKIYEHNS K BUPTYaUTbHON TOUKe
Joctyna. [yivHa kntoya coctasnser ot 8 40 63 CMMBOJIOB.
WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum LWMhpoBaH1s kaHaa 6ecnpoBOAHON
CBS13U, NPV KOTOPOM K/IMEHT aBTOpM3yeTcs Ha LeHTpannzosaHHOM RADIUS-cepBepe. /19 HaCcTpOWiku
[aHHOoro pexuma 6e3onacHocTu Tpebyetca ykasaTb napameTpbl RADIUS-cepeepa. Takke TpebyeTcs
ykasaTtb kitou ans RADIUS-cepsepa. NMpu BbiGope o4HOro 13 cnocobos OyAeT AOCTyNHa cnepyroLas
HacTpoiika:
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RADIUS

Oonser root

IP-agpec RADIUS cepeepa 192.168.0.1
Mopr RADIUS cepeepa 1812
Mapons RADIUS cepeepa resnas -
WEcnonb30BaTs aEKAYHTHHT Yepes

RADIUS

McnonesoBare GpyTMe HEcTpoikK 4ns
aKKayHTHHIE

IP-agpec RADIUS cepsepa ana 192.168.0.1
AKKAYHTHHIA
Mopr RADIUS cepeepa gna 1813
SKKAYHTHHIE
Mapons RADIUS cepeepa ana rennes -
AKKAYHTHHIA
MNepwoguyeckan oTNRaEKa

AKKBYHTHHIa

MHTEepEan OTNPABKK BKKEYHTHHIA GO0

JomeH — AOMeH nonb3oBartens;
IP-adpec RADIUS-cepsepa — anpec RADIUS-cepBepa;
Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCNOMb3yeTcs AN ayTeHTUdrKaumm n
asTopusauuu;
lMaposb RADIUS-cepsepa — naponb anst RADIUS-cepBepa, NCNosib3yemMoro ans aytTeHTudmnkaumm n
asTopusauuu;
Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBAATbLCS
coobleHns «Accounting» Ha RADIUS-cepsep;
Ucnonb3oBamb dpyaue HacmpoliKu 07151 akkayHmuUHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposb ana RADIUS-cepBepa, ncnonb3yemoro assi
aKKayHTUHra,;
Mopm RADIUS-cepsepa 07151 akkayHmMuHaa — NnopT, KOTOPbIA ByAeT NCNoNb30BaH A151 Coopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBasl OTNpaBky COOOLLEHNA MOXHO B Nose
«/IHTepBan OTNpaBKn akKayHTUHIa».
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MNopTanbHas aBTopu3aLus

BrnkynTs
HasBaHWe BADTYANbHOMD NOpTana default
Anpec nnA NnepeHANPABNEHWA http://192 168 0. 1:8080/eltex_portal/

RADIUS

Wenonk306aTh AKKAYHTHHI YEES
RADIUS

Oomen root
IP-appec RADIUS cepeepa ona 192.168.0.1
AKKAYHTHHIE
MNopr RADIUS cepeepa gna 1813
AKKAYHTHHIE
Napons RADIUS cepeepa ona &

AKKBYHTHHIAa

MepHogu4eckan OTNPaBKa
AKKEYHTHHIE

MHTEpEAN OTNPAEKA AKKAYHTHHIA G000

OrpaHW4eHNA CKOPOCTH

BanounTs

VAP Limit Down [ 0 kGuTiC
VAP Limit Up [ 0 KBuTiC
STA Limit Down [ 0 kbuTic
STA Limit Up [ 0 wbuTic

[MNopTanbHaa aBTopu3aLIns

Mpu pexnmax 6eszonacHocTn: BoikiodeHo, WPA, WPA2, WPA/WPA2 Ha VAP focTtynHa HacTpoiika nopTasibHOM
aBTopM3auun.

Bkatowums — Npu yCTaHOBNEHHOM dhiiare aBTopu3aunst Nosib3oBaTesnein B cet 6yaeT Npon3BoanNTbLCS
nocpeacTBOM BUPTYaslIbHOro noprana;

HassaHue supmyasibHO20 nopmasia — UMS BUPTYa/lbHOro NopTasna, Ha KOTopbIil 6yaeT nepeHanpas/ieH
nonb3oBaTeNb NPV NOAK/IHYEHNM K CETY;

Adpec 07151 nepeHanpas/ieHusi — aapec BHELIHEro BMPTyaslbHOrO NopTasa, Ha KoTopblii byaet
nepeHanpasneH Nob30BaTe b NPU MNOAKIOUYEHUN K CETU.

RADIUS

Ucnonb3osame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbLCs
coobleHns «Accounting» Ha RADIUS-cepBep;

JomeH — AOMeH nosnb3oBartens;

IP-adpec RADIUS-cepsepa 07151 akkayHmuHea — agpec RADIUS-cepBepa, MCnoib3yemoro ans
aKKayHTUHra,;

Mopm RADIUS-cepsepa 07151 akkayHmMuHaa — nopT, KOTOPbIA 6yAeT NCNoNb30BaH A751 Coopa akkayHTUHra
Ha RADIUS-cepsepe;

lMaposnb RADIUS-cepsepa 07151 akkayHmuHzaa — naponb ansa RADIUS-cepsepa, ncnosnb3yemoro ans
aKKayHTUHra,;

lMepuoduyeckas omnpaska akkayHmuHa2a — BK/TOUYNUTb NepUoaNYecKyo OTNpaBky cO0OLLEeHUI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «HTepBan
OTMPaBKM akKayHTUHIa».
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OrpaHunyeHve cKkopocTu

*+ lNokaszame — aKTMBUPOBATL MOJie HACTPOEK,;

+ VAP Limit Down — orpaHuyeHne NponyckHOM CnoCcOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, Kut/c;

+ STA Limit Down — orpaHuyeHune nponyckHoOW CNoCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAE/NbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, no Toukn goctyna, K6ut/c.

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMNTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIyaTbes K gaHHol VAP.

KonTponb goctyna no MAC
BKNK4EHD

MonuTHka 3anpeTHThL v

Cnucok MAC-agpecoe

66:04:B6:83:C2:9

m
x

D4.B6.82.C1:

w

C x

&

ol

+ [IpUMEHNTL *® Otmena

M

* BK/1t04eHO — Npun yCcTaHOBMEHHOM (hnare 6yaeT pabotaTb BblbpaHHas NonnTuka A4ocTyna,;
* lMosumuka — nonuTuka goctyna. Bo3MoXxHble 3Ha4YeHus:
+ 3anpemums — K gaHHoin VAP 6yaet 3anpeLyeHo nogkitovarbes kiaveHtam, MAC-agpeca KoTopbixX
cogepxarcs B cnvcke. Bcem ocTasibHbIM fOCTYN ByaeT paspeLueH;
* Paspewums — K gaHHol VAP 6yaeT paspelleHo nogknoyarbes TobKo TeM kimeHTam, MAC-
afpeca KoTopbIx cofepxarcs B cnucke. Bcem octasibHbIM LOCTYN GyAeT 3anpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

[N Toro 4To6bI 406ABUTL aApPEec B CNNCOK, HAXXMUTE KHOMKY n 1 B nosiBuBLUEMCS none eeeanTe MAC-
x

aapec. UTob6bl yaanuTb aapec 13 crmcka, HAKMUTE KHOMKY B COOTBETCTBYHOLLEW CTPOKE.

Ecnv Bo3HMKNA HEO06X0AMMOCTb [06aBUTb B CNCOK MAC-afipec K/IMEHTA, KOTOPbIV B A@HHbIA MOMEHT

NOAKMHYEH K 6a30Bo0ii CTaHUun, HaAXXKMNUTE B KOHLLE CTPOKN KHOIMKY n Bbl6epI/ITe Hy)KHbII\/’I agpec n3 Crnncka,
OH aBTOMaTn4yeckmn ,EI,O68.BVITCF| B nosne.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. s Toro 4To6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/In OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 EO:D9:E3:TABECO - E

MokasaTb BCE

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.7 MeHw «<WDS»

B meHo «WDS» BbINO/HAETCA HacTpoika 6ecnpoBoaHbIX MOcTOB mexay WEP-3L .

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1
LUIMPpUHA KaHana.

5.7.1 MoameHto «WDS»
LTEX  WEP-3L

MOHHTOPHHT Radio VAP WDS CeTesbie HaCTPONEH BHEIWHKWE CepEMCh Cucrema n - (Bbixom)

WDS > 24 My 5Ty
BrnroqeHo
Pesxum DeaonacHocTi Brikntoyero ~

MAC-agpec pagHouHTEpdeAca 658:13:E2:C3:52:D0
WuTepoeitcsl WDS
WHTepdenc BeTpeurbid MAC-agpec KaHanbHaA CKOPOCTh Nepeaaun

wian0-wds0 Auto ~

wilan0-wds1 Auto hd

wilan0-wds2 Auto ~

wian0-wds3 Auto ~

Bo Bknagkax «2.4 I'u» n «5 I'u» BbIGMpaeTcs pagmonHTepgienc ycTponcTea, Ha KOTOPOM HeEOBX04UMO
nocTponTb 6eCnpoBOAHO MOCT.

* Bk/1104eHO — Npy YCTaHOB/IEHHOM (hiare pexvmM 6ecrnpoBOAHOr0 MOCTa BK/IOYEH, MHAaYe — BbIK/TIOYEH;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHoCcT aocTyna Kk 6ecnpoBOfHON ceTu:
* Bbik/104UMB — HE UCNONb30BaTh LWNPOBaHNE ANS nepesayn AaHHbIX;
+ WPA2 — cnocob6 wudgpoBaHus, Npu BbiI6ope KOTOPOro 6yaeT AOCTynHa creaytoLian HacTpolika:
* Koy WPA — knio4/naposnb, HE0O6X0AMMBIN /15 NOAKIYEHUS K BCTPEYHOW ToUke AocTyna.
[OnnHa knoya coctasnsieT ot 8 Ao 63 cMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro ycTpomncTea,;
* VMlHmepcpelic — BbIOGOP M BKNtoYeHNe WDS-nHTeppelica, Ha KOTOPOM GyAeT NOCTPOEH 6ecnpPoBOAHONA
MOCT;
* BcmpeuHbil MAC-adpec — MAC-agpec pagnovHTepdelica BCTPEYHOro yCTPOMNCTBa, 0 KOTOPOro
HacTpavBaeTcs 6ecnpoBOAHON MOCT;,
* KaHasibHasi ckopocmb nepedaqu — OUKCUPOBaHHAaA CKOPOCTb 6eCnpoBOAHOM Nepefayn AaHHbIX,
onpegensemas cneundpukaumsamm ctaHgaptos IEEE 802.11. Ans kaxporo nHTepdpeiica Bbibrpaetcs
NHAMBUAYAIbHO.

[ns BCTyNneHuss B Cuy HOBOW KOHUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCcMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». [19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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5.8 MeHo «CeTeBble HACTPONKN»

5.8.1 MoameHo «CnucTemMHas KoHdurypaums»

L TEX  WEP-3L

MoHMTOpHHT Radio VAP WDS CeTeEbie HaCTPOAEH BHELWHHE CEpEHUCHI Cuctema - (Bbixom)

CHCTEMHER KoHgMrypauma » Vg xocTa WEP-3L
Doctyn Feorpaduueckuii JoMeH root
VLAM ynpaenexus Forwarding w
VLAM ID
MpoToxon Stafic w
Cratuueckmi [P 192.168.1.10
CeTeeas Macka 255.255.255.0
LWnios
Mepenukbid DNS

Bropuuheii DMNS

* WIMsi xocma — ceTeBoe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBONOB: TaTUHCKNE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMppbI, 3HAK AedUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHMN);

+ leoepachuyeckuli domMeH — [OMEH Yy3/1a fepeBa YCTPONCTB cMcTeMbI ynpasneHmsa EMS, B koTopom
pacnonaraeTcs Touka 4OCTyna;

* VLAN ynpas/neHus:.

* BbiksitoyeHo — VLAN ynpasneHust He NCnosib3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke AocTyna (B 3Tom
cryyae y K/IMEHTOB, NOAK/MIOYEHHbIX Yepe3 pagmonHTepdeiic, HeT gocTtyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, aaHHbii pexxum VLAN ynpaBneHust He oCTyneH ans
BblGOpa);

* Forwarding — pexwum, npn kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

« VLAN ID — npeHtudpmkatop VLAN, ncnonb3yemblii AN Aoctyna K yCTpoiACTBY, NPUHUMAET 3Ha4YeHnsa 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkodeHune no Ethernet-
NHTepdpency yCTPoICTBa K CETU NpeaocTaBieHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIYaHWUIO 1 Apyrie napameTpbl, Heobxoanmble Ansa paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBToOMaTNU4ecky;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

« Cmamuyeckul IP — IP-appec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* LUo3 — afgpec, Ha KOTOpbI OTNPaBASETCA NakeT, eCv A9 Hero He HalijleH MapLipyT B
Tabnuue mappyTmnsaumu.
+ lMepsuyHbil DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
HasHaualoTca aBTomartmyeckun no npotokony DHCP, 3aaalite nx Bpy4HyHo.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumy 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHMIA HAXKMUTE KHOMKY «OTMEHa».
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5.8.2 TMoameHto «JocTyn»

PykoBoacTso no akcnayatauum WEP-3L

B nogmeHto «40CcTyn» NPpon3BoOAUTCA HaCcTpoiika JocTyna K ycTpoicTBy nocpeactsom Web-uHrepdeiica,

Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpoTue «WEB». B NosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonyaxuio 80).
[nanasoH 4onycTUMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO NoO ymonyaHuto, ¢ 1025 no 65535

BK/TIOUYNTE/IBHO.

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMosnyaHuto 443). inanasoH AonyCcTUMbIX 3HAUYEHUIA MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOJTYaHWo, C

1025 no 65535 BknUMTENBLHO.

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet».
« [lnsa BKNOYEHUSA AocTyna K ycTpoiicTBy yepe3 SSH yctaHoBuTe chnar HanpoTtus «SSH».
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

L TEX  WEP-3L

MOHUTOPKHHT Radio VAP NDS CeTeEbIe HACTPOKEN BHewHue

CucTemHan FoHMrypauna WEB
Ooctyn > HTTP-nopt
WEB-HTTPS

HTTPE-nopt

Telnet

S5H

NETCOMNF

SHMP

Mapons Ha YTerme

Maponk Ha 3ankck

Agpec Ans npuéma Tpance v1

Agpec Ans npiéma Tpanos v2

Anpec AnA npréma coodweHni
Inform

CHCTEMHOE MMA YCTPOHCTEA
HoHTakTHaA MH@opMaLHa
NPONSBOANTENR

MecTonono#EHHE yCTPOIHCTEA

Mapene B Tpanax

CepBKCHI Cuctema

public

private

WEP-3L

Contact

Russia

trap

AT X OTMEH

MporpammHoe o6ecnedeHne WEP-3L no3BonsieT nameHsTb KOHGMrypaumo ycTpoicTBa, NPOBOANTb
MOHUTOPUHI COCTOSAHMS 6a30BOW CTaHLMM U €€ AATUYNKOB, a Takke ynpaBisATb YCTPONCTBOM, MCMO/b3YSA

npotokos SNMP.

© KoHdurypuposaHue ycTpoiictea no npotokony SNMP g0CTYNHO HaumMHas ¢ BEPCUM NPOrpaMMHOro

obecneuenus 1.2.5.
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[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSTLIN: public);

Maposib Ha 3anuck — Naposb Ha 3anuch napameTpoB (06LLENPUHSATLIN: private);

Aodpec 055 npuéma mpanos vl — IP-agpec nav goOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

Aodpec 015 npuéma mpanos v2 — IP-agpec nnn goOMeHHoe UMs npuemMHuka coobuieHnii SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobwjeHuli Inform — IP-agpec nnn foMeHHoe UMS NpUeMHMKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPOINCTBa;

KoHmakmmHas uHghopmayusi npou3sooumesisi — KOHTaKTHasi Hopmaums Npon3BoanTeNs yCTPOCTBa;
MecmonosnoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

eltexLtd.1.127.1 — MOHUTOPVWHI NapaMeTPOB TOYKN AOCTyNa N NOAKMHOYEHHbIX KIIMEHTCKUX YCTPONCTB;
eltexLtd.1.127.3 — ynpaBneHue TOUKOW A0CTYyNa,;
eltexLtd.1.127.5 — koHcburypupoBaHue ToUkM gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».

Mogpo6Hoe onucaHue OID WEP-3L goctynHo no cneaytouleli ceoinke: Onvcadne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9 MeHto «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[MopTasibHas aBTopm3aumns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=LTEX  WEP-3L

MoHHTOpHHT Radio VAP NDS CETEERIE HACTPOWEN BHEWHHE CEpENCH Cucrema n - {Ebroog)

MopTansHan aeTopuIaumna » BrntounTe

Appec cepeuca APB ws/192.168.1.1:8090/apb/broadcast

AirTune

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecnevyeHns nopTasibHOro poyMuHra K/JIMeHTOB.

+ Adpec cepsuca APB — agpec cepBuca APB ans nogaepXkn poymuHra B pexvmme noptasibHoM
aBTopu3auuun. 3agaercsa B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUsI B CW/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».

5.9.2 TMoameHto «AirTune»
MoameHto «AirTune» NpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOKM cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcsa 4718 onTuMmsaummn pagmo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoikn 6ecloBHoro poymudra 802.11 k/r.

=(TEX  WEP-3L

MoHHTOpHH Radio VAP NDS CEeTEEbIE HACTPOWEN BHEWHWE CEpENCH CucTema - (Bbix0m)

MopTaneHas aETopMIaLMA BRMo4HTE

Anpec cepeuca AirTune ws2//192_168.1.1:5099/apb/rrm
AirTune »

+ [IpMMEHHTE ® OtmeHa

* Brsmo4umb — Npu yCcTaHOBNEHHOM hiare Touka Oyaet nogknouarses K cepsucy AirTune, agpec
KOTOPOro ykasaH B none «Agpec cepsuca AirTune», ans obecneveHuns doyHkumin Radio Resource

Management n/wnmn poymudra 802.11 k/r.
+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/

rrmn».

[Nsi BCTYN/IeHUSI B CU/TY HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.10 MeHto «Cucrtema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHto «O6HOBNeHue MO ycTpoiicTBa» NpeaHasHaYeHo A/1s 06HOB/IEHUS NPOrPaMMHOro o6ecneyeHns

yCTpOWCTBa.

ELTEX

MoHuTOpHHT Radio VAP

0boxoeneHue MO yCcTpoOWCTEA *
KoHdurypaums

Mepeszarpyska

Maponk

AHyphan

Oara v Bpems

WD3 CEeTEBRIE HACTROWKK BHELWHWE CEPBNCES Cuctema - (BBIX0A)

WEP-3L

AKTWEHERA Bepcks MO

Pezepexan sepcus MO + Cpenars asTweHoH

AxmyaneHan sepcus MO docmynHa no adpecy:

Pann ofHoenexua MO BriGepuTe dain | ain He endpan

« AKmusHasi sepcusi 10 — Bepcus NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLias B AaHHbIA MOMEHT;
+ PesepsHas sepcus 1O — Bepcusa NporpaMMHOro 0b6ecneyvyeHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekntiounTbes 6e3 3arpysku taiina MNo;
+ Cdennamb akmusHoU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOM, ANs
3TOro nNoTpebyeTtcs nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM ciyyae cTaHeT
pe3epBHO.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte chaiin MO c canta htip.//eltex-co.ru/support/downloads/, Bblopas WEP-3L B crnivcke o6opyaoBaHus,
N COXpaHUTe ero Ha komnbtoTepe. MNocsie 3Toro HaXXMuTe KHOMKy «BbibepuTe thaiin» B none datis1 06HoB/MEHUSs
10 v ykaxunTte nyTb K painny MO B chopmare .tar.gz.

[ns 3anycka npouecca 06HOBMEHNST HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [Npouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM cTtatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yero
YyCTPOMCTBO aBTOMATUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3sky B npoLecce 06HOBNEHUS

Mno.
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5.10.2 MogmeHto «KoHburypaymns»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

ELTEX  WEP-3L

MoHMTOpHHD Radio VAP WDS CeTeEre HACTPOWKR BHeWwHWe CepBNCE Cuctema - {BBIXOg)

OGHoBneHWe MO ycTpodcTEa Mony4MTE 3pxHE r* Crauate
KeHMMIYpaLMK ¢ yCTPORCTEE

KoHgmrypawuma »

Jarpy3uTe apxMeE ©ann He BoIDpad
Mepesarpyasa KOHEWUIYPALMAN Ha
YCTROHCTED
Mapane

CHpoc Ha sasoackne CoXpaHWTe NapameTpel 4oCTyYNa

AypHan -
e m

Dara v Bpema

[MNonyyeHne koHdUrypaumm

UT06bl COXPaHUTb TEKYLLYYHO KOHGIUIYypaLMo YCTPOACTBA Ha /IOKa/IbHbI KOMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HoBAEHME KOHJIMIYpaLmn

[ns 3arpy3kn COXpaHEHHOro Ha JI0KaJ/IbHOM KOMMbloTepe dhainia KoHUrypauum NCcnonb3yeTcs MyHKT
«3azpy3umsb apxus KoHguaypayuu Ha ycmpolcmaso». nsa 06HOBNEHNS KOH(IUIYpauumn yCTPOMNCTBA HXMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3nTb chaiini».
3arpyxeHHast KOH(Urypaumsa npUMeHSeTCA aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIKN

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnBmpoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, T ByAyT COXpaHeHb! Te napamMeTpsbl
KOHDUrypaLmm, KoTopble OTBEYAKT 3a A0CTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiiki focTyna no
Telnet/SSH/SNMP/Netconf/Web).

5.10.3 MoameHio «Mepesarpyska»

[nsi nepesarpy3ku yCcTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

eLTEX  WEP-3L

MoHMTOpHHD Radio VAP WDS CeTeEble HACTPOMEN BHelHWe cepench Cuctema m - {BbIxOg)

OGHoeneHue MO yeTpoikcTEa lMepesarpyska yCTPORCTEE & Nepesarpyska
Kondourypaums
MNepesarpyska »
Maponk
AypHan

Oara » Bpemsa
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5.10.4 TogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

clTEX  WEP-3L

MoHMTOpPHHD Radio VAP wWDS CeTeBble HACTPOMEN BHEWHHWE CEPENCH! Cucrema - (BblxOg)

Conoenenme MO ycTpoicTBa Mapone a6
Konurypauma MoaTeepikaeHne napons &
MNepesarpyska
* Omuska
Mapone »

Hypran

Oara v sepems

5.10.5 MoameHo «KypHan»

MoameHto «XKypHan» npegHasHayeHo A5l HACTPOVikM BbIBOJA PA3HOr0 poAa OT/1afi0UHbIX COO6LLEHUI
CUCTEMbI B LIENISAX 06HAPYXEHNS NpUYKH Npo6iem B paboTe yCTpoiicTBa.

clTEX  WEP-3L

MOHUTOPKHHT Radio VAP WDS CeTeEbIe HAaCTPOREN BHewHWe cepeucyl Cuctema - {EBbxOA)

OfHoEnetue MO yeTpoicTea Pestim Cepeep v dhain hd
Kondourypaumsa Afpec Syslog-cepeepa syslog.server
MNepesarpyska Mopt Syslog-cepeepa 514

Mapone Pazmep daina, kB 1000

Hypxan »

DNara w Bpems

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIl ¢halin — HhopMaUms XXypHasia COXpaHaeTCsl B IOKa/IbHOM doainie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha Bknagke «MoHuTopuHr/XKypHas cobbITnii,
« Cepsep u g¢halin — nHgopmauus XypHasia oTnpaBnsieTcs Ha yaasnieHHblin Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepsepa;
+ Mopm Syslog-cepsepa — NopT AaNs BXoAsawmx coobueHmnii Syslog-cepeepa (no ymonyanuto 514,
AonycTUMble 3HaueHust 1-65535);
 Pasmep ¢palina, kb — makcuMasnbHbIi pasmep gpaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

,ﬂ.ﬂﬂ BCTYyN/1€HNA B CUNY HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTso no akcnayatauum WEP-3L

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH W/IM C MOMOLLbH NPOTOKO/1a CUHXPOHM3aLMN

BpemeHn (NTP).

5.10.6.1 BpyuHyro

clTEX

MoHMTORHHT Ra

WEP-3L

dio VAP NDS CETEBLIE HACTPOWEN

O6xoemenue MO ycTpokceTea Pestam
Kosdburypaums [arta v Epems YCTPoOWCTES

Yacosoi noAc
MNepesarpyska

BrnicuuTe nepexod Ha
NeTHeE Epems

Mapone
HypHan Mepexon Ha NeTHeS BPEMS
Dara v pema » Mepexog Ha SUMHES BPEME

CAEWr BpEMEHH (MHH.)

BHEWHWE CEPENCH CrcTema

® Bpyunyio O MTP cepeep
15.01.2024 12:11:41 | # Penaxtuposats
Mockea, Pocoua

(He aeibpano) (e sarbpaxo)
{He seibpaHo) (He eurbipaxs)

60

~

(He aeibpano)

(He &&/bpaH0)

(BE1X03)

+ [ama u spemsi ycmpoticmsa — naTta v BpeMsl Ha yCTPOICTBE B flaHHbIil MOMEHT. Ecnn TpebyeTcs
KOPPEKLMS, HOKMUTE KHOMKY «PeaakTnpoBaTb:

+ [lama, spemsi — 3afjaiiTe TeKyLLyo AaTy U BPEMS WM HaXXMUTE KHOMKY «Tekyllasa aara v Bpemsi»

ANs ycTaHOBKN BpemeHn MK Ha yCcTpoiiCcTBO.

+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaALLIMM ropoaomM B

BallleM PervioHe 13 3ajaHHOro CM1CKa;

* Bk/irouums nepexood Ha iemHee BpeMsi — Npu YCTaHOB/IEHHOM do/iare Nepexof Ha neTHee/3nMHee
BpeMsi Gy/1eT BbINO/HATLCS aBTOMATUYECKMN B 3aiaHHbI Nepuog, BpeMEHMU:
« [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, koraa 6yaeT BbiNOMHATLCS Nepexo Ha netHee

BpeMs;

+ [Mepexod Ha 3umHee BpeMsi — [ileHb 1 BpeMsi, Koraa 6yaeT BbINoMHATLCS Nepexoq, Ha 3uMHee

BpeMs;

+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, HA KOTOPbII BbINOMHAETCSA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHune oT 0 o 720 MUH.
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5.10.6.2 NTP-cepsep
clTEX  WEP-3L

MoHUTOpKWHT Radio VAP WDS CeTeERIe HACTPOREN BHewWwHWe cepBncE: Cucrema - (ebxog)

OBHoEnexme MO yeTpoicTea Pesiam O Epyunylo @ NTP cepeep

Kordmrypaums [ata » BpemMs ycTpoRCTEa 18.01.2024 12:12:27

MTP cepeep pool.nip.org -
MNepesarpysxa

_ Yacoeoi noAc Mocksa, Poccua v
aponk

BRNHHUTE NEpExad Ha
NETHEE BPEMS

AypHan

MaTa v BpemA » MNepexod Ha NeTHEE BPEMS (He 6ei0paHD) (He enibpana) (4e sxbpano) |B) - |1 -
Mepexog Ha 3MMHEE BPEMS (He seibpaHD) (He enibpaxa) (He seifpano) B - 1 -
CABWr BpemMeHn (MKH.) 60

+ [lama u spemsi ycmpolicmsa — farta 1 BpeMsi Ha YCTPONCTBE B AaHHbIA MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aLUn BpeMeHn. Bo3aMoxHO 3aaartb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBOM NOSAC B COOTBETCTBUM C GAMXKaALLIMM ropoLoMm B
BaLleM pervoHe n3 3aaHHoro Crucka;
* Br/1o4ums rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM do/1are nepexop, Ha neTHee/3nMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepros BPpEMEHMU:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpewmS;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga OyaeT BbINO/IHATLCA Nepexos Ha 3uMHee
BpewmS;
+ CoBue BpemeHu (MUH.) — Nnepuog, BpeMeEHN B MUHYTAX, Ha KOTOPbIi BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHMmathb 3HavyeHme oT 0 4o 720 MuH.

[Nsi BCTYN/IeHUs1 B Wy HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHa».
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaummn BeegmTe kKomaHay — exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiictBo WEP-3L HacTpoeHo Ha nonydeHme agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-3L: 192.168.1.10, macka nogcetut: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-3L
WEP-3L

root):/# configure
config):/# interface

(

(
WEP-3L(config):/interface# bro
WEP-3L(config):/interface/br0# common
WEP-3L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-3L)
WEP-3L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nogcetu)
WEP-3L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa Neol)
WEP-3L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WEP-3L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexrmva paboTel ¢ DHCP Ha Static-IP)
WEP-3L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WEP-3L(config):/interface/br0/common# exit

WEP-3L(config):/interface/br0# exit

WEP-3L(config):/interface# exit

WEP-3L(config):/# route

WEP-3L(config):/route# add default (rje default — HazBaHne maplupyTa)

WEP-3L(config):/route# default

WEP-3L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afgpec cetn nnn y3na HazHavyeHuns, /s
MapLupyTa no ymosdaHuto — 0.0.0.0)

WEP-3L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka cetn HazHavyeHus, 715 MapLupyTa no
ymo4aHumo — 0.0.0.0)

WEP-3L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec wi03a)
WEP-3L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Hauunnas ¢ Bepcum MO 2.2.0 eCTb BO3MOXHOCTb 3aaaBats MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

© Pasvep MTU ans bridge gomkeH 6biTb He 60/1bLLE, YeM HaMMeHbLIni pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoasaTcsA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# bro

WEP-3L(config):/interface/br0# common

WEP-3L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aritax. Bo3amoxHble 3Ha4eHus: 1-
2490)

WEP-3L(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbIO YTUNTbI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

[MonyyeHne ceTeBbIX HACTPOEK No DHCP:
WEP-3L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWKK:

WEP-3L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z.Z.Z (rae X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LL/03)

AocTtyn uepes VLAN ynpaBneHus B pexxume Terminating

[NonyyeHne ceTeBbIX HACTPoekK nNo DHCP:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPONKu:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K YyCTPONCTBY,
BO3MOXHbIE 3HaUeHUsT: 1-4094; X.X.X.X — cTatmuyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — Lut03)

DocTtyn uepes VLAN ynpaBsneHusi B pexxume Forwarding

nOﬂyl—IeHl/le ceTeBblX HacTpoek nNo DHCP:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOMb3yeMbI AN AOCTyNa K YyCTPONCTBY. BO3MOXHble 3HaueHus: 1-4094)

Cratnyeckue HaCTpOVIKM:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A5 AOCTYyna K YyCTPOUCTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuin IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — LJo3)

3aBepLueHne N coxpaHeHne HacTpoeK

WEP-3L(root):/# save (coxpaHeHne HacTpPOeK)

59



PykoBoacTBo no akcnayatauum WEP-3L

6.2.2 HacTtpolika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.
JocTyn K yCcTpoincTBy No npoTokosy IPv6 BO3MOXHO HACTPOUTL TO/IbKO B TOM C/lyyae, eCin Ha ToUke
pocrtyna He ucnons3yetca VLAN-ynpasnieHus.

BKNtoueHue goctyna K ycTpoicTBy o npoTokony IPv6e

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
DHCP)
WEP-3L(config):/interface/br0/common/ipv6# enabled true (Bk/i0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. Ansa BbikMtoyeHns seeguTe false)

WEP-3L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHve ceteBbix IPv6-napameTpos rno

—~ o~~~ o~ —~
_ = = =

HacTpolika cTaTudueckux cetTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# bro

WEP-3L(config):/interface/br0# common

WEP-3L(config):/interface/br0/commont ipv6

WEP-3L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX: XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXKXX XXX XXXXXXXKXXXX XXX XXXX — cTaTudecknia IPve-agpec ycTpoictea WEP-3L)
WEP-3L(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npecoukc cratnyeckoro IPvé-
agpeca. lNMpuHnmaet 3HavyeHne o1 0 Ao 128. Mo ymonyaHuio — 64)
WEP-3L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs |Pv6-
npedonke, Hanpumep 3211:0:0:1234::/64)

WEP-3L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXXXXXXXXXX XXX XXXXXXXX:XXXX:XXXX/Y — IPv6-aapec DNS-cepsepa Nel ¢ npedrkcom)
WEP-3L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXXXXXXXXXX XXX XXXXXXXX:XXXX:XXXX/Y — IPv6-aapec DNS-cepsepa Ne2 ¢ npedrkcom)
WEP-3L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1l0ueHVIe NCNONB30BaHNA CTATUYECKMX
ceTeBbIX IPv6-napameTpoB. 115 nonyvyeHnsi ceTeBblx IPv6 napameTpoB no DHCP seeanTte dhep)
WEP-3L(config):/interface/br0/common/ipv6# enabled true (Bk/1l0ueHve f0CTyNa K YCTPOUCTBY MO
npotokony IPv6. 18 BblkNtoueHnsa seeaute false)

WEP-3L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexunm 6e3onacHocTH KomaHga anst HacTpoikn pexmma 6e3onacHoCTn
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 wmdpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wndposaHmns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
config):/interface/wlanl-va0/common# save (COxpaHeHVe HacTpoek)

o~~~ o~~~ o~~~ —~ —
_ o S =
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_Wpa2' (n3veHeHne nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexvmv wucposaHns — WPA/WPA2)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/M1apo/ib, He0OX0ANMbIN
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Kn4va Ao/MKHa CoCTaBAsATb OT 8 10 63
CUMBOJ10B)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04EHVIE BUPTYa/IbHON TOYKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L _enterprise' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wndgposanus — WPA/
WPA2-Enterprise)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — fl0MeH nosL30BaTesis)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
NCMosb3yeTca A1s ayTeHTudmkauum n asTopmsaummn. Mo ymonyanuio: 1812)
WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-password secret (iz1e secret — naposis /19 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i/e secret — naposis /15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANHECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. no ymon4daHuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t04eHVIE BUPTYa/IbHON TOUKM A0OCTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rze X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wngposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptasia. Mo ymonyaHuio: default)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal# exit
)
)

e~ e~~~ o~~~ o~ —
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WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# domain root (/e root — f10MeH nosL3oBaTesis)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-enable true (Bk/10ueHVIe OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i€ secret — naposis /15 RADIUS-
cepBepa, UCrnosb3yeMoro 4/ akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/1t04eHVIe NEPUOANYECKON OTNPaBK/
coobueHuit «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBk/ COOBLLEHNI
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/1t04eHVE BUPTYa/IbHON TOUKM A0CTYNa)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ —~ —~
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6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WEP-3L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/1t0ueHVe pexxuma Band Steer. [1ns
oTK/o4eHns Beeaunte false)

BkntoueHue VLAN trunk Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# vlan-trunk true (BxntoueHvie VLAN Trunk Ha VAP. [1na OTKIH0YEHUA
BeeauTe false)

BknroueHune General VLAN Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/it0ueHve General VLAN Ha SSID. [ins
OTK/Io4YeHNs BBeauTe false)
WEP-3L(config):/interface/wlan1-va0/vap# general-vlan-id X (rae X — Hovep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WEP-3L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHasni3 npnoputera 13 nons CoS (Class of
Service) TErMPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUio: true. B 3TOM cnyyae aHannsnpyetcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-3L(config):/interface/wlan1-va0/vap# mfp required (Bk1H04NTL 3aLUUTY management-kaapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT K/IMEHTa, KTMEHTbI 6e3 MFP He cmoryT
noAkounThCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepky MFP MoryT nogkitoumTbes. Ans
oTK/Io4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WEP-3L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1crionb3osats TLS npu asTopusanmn. na
oTKNtoveHus seeaute false)
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BktoueHue ckpbIToro SSID

WEP-3L(config):/interface/wlan1-va0/vap# hidden true (sxtoueHne ckpbiToro SSID. 15 OTKIH0YeHNs
BBeauTe false)

BK/1lOU€HME U30NALUN KITMEHTOB Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# station-isolation true (Bk/t0ueHne n30ALMUN TPpaUKa MeXay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHu4yeHue KonuyecTea KJIMeHTOB Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# sta-limit X (rae X — maxkcumanbHo 4onycTuMoe Yncio
NOAK/IYAEMbIX K BUPTYasIbHOW CETU K/IMEHTOB)

BktovyeHue pennukaymum MynbTUKacToOBOro TpachKa Ha VAP

WEP-3L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/10ueHVIe pennnkaumy MynsTUKacToBOrO
Tpadomka Ha VAP. ina oTkntoveHns seeaute false)

BknroueHue Minimal Signal U Roaming Signal

WEP-3L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bk/1104eHVIEe UCNONB30BAHUA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus seeuTe false)

WEP-3L(config):/interface/wlan1-va0/vap# min-signal X (r4e X — noporosoe 3HavyeHune RSSI, npu AOCTKEHUN
KOTOPOro Touka byaeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NpUHMMATh 3Ha4yeHus ot -100 40 -1)
WEP-3L(config):/interface/wlan1-va0/vap# check-signal-timeout X (rz1e X — nepuog BpemeHun B cekyHaax, rno
NCTEYEHNM KOTOPOTO NPUHUMAETCS peLleHne 06 OTKIHYEHUN KIMEHTCKOrO 060pya0BaHus OT
BUPTYasibHOW CETHN)

WEP-3L(config):/interface/wlan1-va0/vap# roaming-signal X (r1e X — noporosoe 3HauyeHue RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYH0 TOUKY
foctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/MKeH ObITb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal Jo/mKeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpOek)

BknioueHue nepepaum aboHeHcKoro Tpacmka BHe GRE-TyHHens

WEP-3L(config):/interface/wlan1-va0/vap# local-switching true (sx/1toueHne nepegayn aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [1a oTkntoveHust BeeanTe false. [0 yMOIYaHUIO BbIK/THOUYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (r4e X — MakcumMasibHasi CKOpoCThb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rge X — makcumasibHasi CKOpoCTh
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1toueHne wennepa. 115
oTK/Io4YeHns seeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHne wenepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rae X — maxkcumasibHas ckopocTb
B Kbut/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bx/toueHne wennepa. /15
oTK/Io4YeHns BeeauTe off)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-3L(config):/interface/wlan1-va0/vap# acl

WEP-3L(config):/interface/wlanl-va0/vap/acl# mac

WEP-3L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (re XXXXXXXHKXKXK — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-3L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NoUTUKM. BO3MOXHbBIE 3HAYEHNS:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMo/14aHuio: deny)

WEP-3L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t0ueHVe kKOHTPOIA gocTyna no MAC. 115
oTK/Io4YeHns Beeaute false)

HacTtpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMaAM 6e30NacHOCTY peasin3oBaTb 3alMTy OT NOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnepyrowme pexmmMbl paboThbl:

on-connect — peXum 6/10KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciydae ecniv MAC-
aZpec yxe nsyyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT noakI4YeHHoro knueHTta no Wi-Fl, B ciyyae ecnu ero MAC-agpec crtasi
n3y4yeH Ha Ethernet-nopTy TOUkM AoOCTyna (PeXrMM NOMOoraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
poyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNne HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/IloHaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

© Npu BbicTaBneHnn pexumos full 1 on-connect PoyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNafatT Ha OCTaslbHble TOYKM JOCTyNa ceTu, 1
ero MAC n3yvyaeTcs Ha BCex ToUkax 4OCTyna CeTu, Mo3ToMy Mpu POyMUHIE KSIMEeHTa, B Clyvae ecsu
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/toueHne MOXeT NPOUCXOANTb
L/INTENbHOE BpeMS.

WEP-3L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/10ueHVe doyHKUMOHaNA. [1/14
oTkNtoveHns seeauTe false. 3HaueHne no ymonyaHutio: false)
WEP-3L(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (Bbi60p pexrva paboTsl. 3HaueHne no
ymonuyaHuio: by-eth-event)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3mMoxeH Tonbko mexay VAP ¢ pexunmom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-agpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KaIbHbIA KOY 415 AaHHON
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBrnagarh Ha
BCTpeYHbIX VAP)

WEP-3L(config):/interface/wlanl1-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa /IbHbLIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTPeyHon VAP Ha T/12)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHne paboThl TOUKM AOCTYMA Mo
NPOTOKO/Yy 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa/IbHbIA K1Y 415 AaHHOTO
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (10oveH fo/mxeH coBnagarb Ha
BCTPEeYHbIX VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVIKa/IbHbLIN K/THOY
BCTpeuHo VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/itoueHne paboTsl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINPPOBaHHbIE). EC/IM Ha ToUKe AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To npu NoAKNUEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (11
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (11
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/10ueHe paboThl TOUKY
[ocTyna no npotokosy 802.11k)

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0

WEP-3L(config):/interface/wlan0# wlan

WEP-3L(config):/interface/wlan0/wlan# radio

WEP-3L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTnyeckoro kaHasna, Ha KOTOpoMm
6yaeT pabotarb TOUKa)

WEP-3L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t0ueHVe aBTOBLIGOPA KaHaa. [/
BK/IIOUYEHNA BBeAUTE true)

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels false (0Tk/1104EeHVE UCNONB30BAHNA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-3L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wnprHa kaHana. MNapamerp MoxeT
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MoLUHOCTY B ABM. MapamveTp
MOXET NMpUHUMaTh 3HadeHue: anda Radio 1: 11-16 obm; ana Radio 2: 11-19 abm)
WEP-3L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CMucKa KaHas10B

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVE CMNO/IL30BAHNSA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WEP-3L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (e 1, 6, 11 — kaHaslbl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WEP-3L(config):/interface/wlan0/wlan/radio# control-sideband lower (napamverp MOXeT npuHMMaThL
3HaveHve: lower, upper. [10 ymoniuanuto: a1 Radio 1: lower; 15 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WEP-3L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l0UEHVE NCNONB30BAHUSA YKOPOYEHHOTO
3allMTHOro NHTepBasia 4sis nepenavm gaHHbIX — 400 Hc, BMecTo 800 He. [1ns oTkoveHust BeeauTe false)

BkntoueHune STBC

WEP-3L(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVIEe METOAA NPOCTPAHCTBEHHO-BPEMEHHOIO
6104HOro KoaMpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHME HAAEXHOCTY Nepeaayn gaHHbIX. As
OTK/IoYeHNs BBeaunTe false)

Bk/iloueHue arperauum

WEP-3L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperauym Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-3L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1104EeHME NCNO/L30BAHNS KOPOTKOMN
npeambynbl naketa. Ans oTknoueHns sBeauTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-3L(config):/interface/wlan0/wlan/radio# wmm true (Br/itoueHmne nogaepmxkn WMM (Wi-Fi Multimedia).
[na otknoveHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 Tl (wlanl)

WEP-3L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTel MexaHnsma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHasbl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3M BKoYeH; disabled — mexaHn3M BbIkNOYEH, DFS-KaHasbl He AOCTYNHbI A/15 BbI6opa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-3L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10HeHVIE pEXMMA aBTOMATUYECKON CMEHbI
LWMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMy, npy 3arpy>keHHoM paganoadoupe. s oTknoveHns seegute false)

BkntoueHue welinepa Broadcast/Multicast

WEP-3L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rze X — orpaHnueHne nepegayv
LLIMPOKOBELLLATENIbHOIO/MY/NILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBLHOIO Tpadnka B nak/c)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WEP-3L(config):/interface/wlan0/wlan/radio# qos

WEP-3L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l0HEHME CMONB30BAHNA (DYHKLNN,
obecneunBaroLLMx Ka4yecTBo o6¢cnyxmBaHuaA (Quality of Service). ns oTkntoueHns seeguTe false)
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpos QoS TOUKM AOCTYNa,
Tpadhvk nepegaeTcs OT TOUKM A0CTyNna K KNINEHTY)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS 15
HN3KONPMOPUTETHOI oYepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpPUTETLI 802.1p: csl, ¢s2)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxunaaHns kaapos
(bpelimoB) AaHHbIX, U3MepsieMoe B cnotax. MNpnHMMaeT 3HadeHums 1-255)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HayasibHOe 3Ha4YeHVe BpemMeHu
OXugaHus nepes NOBTOPHOW OTNPABKON Kaapa, 3afaeTcs B MUnancekyHaax. lNpuHumaeTt 3HadeHms: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbILLAaTh 3HaYeHNe cwMax)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcymasibHoe 3Ha4yeHve
BPEMEHM OXNaaHns nepes NOBTOPHOW OTNPAaBKON Kaapa, 3afaeTcs B MunncekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHMe cwMax A0/DKHO ObITb 60/IbLLE 3HAYEHNSA cwMin)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemeHn B
MUI/IMCEKYHAAX, KOoraa KnmeHTckasd WME-cTaHuma MMEeET npasa UHULMMPOBATb nepegady AaHHbIX No
6ecnpoBoAHON cpese K ToUke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUANCEKYHA)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS CTaHLuy KIneHTa:
Tpadhvk nepegaeTcs OT CTaHUMM KIMeHTa A0 TOUKM A0CTyna)

MeTtoauka HacTpoiikv edca-sta aHanormyHa meToavike HacTpoliku edca-ap.
HacTpoiika napameTpoB 4/1s ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovepegn bk.

74



PykoBoacTso no akcnayatauum WEP-3L

6.5 Hactporika DHCP onuwnn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NpuBoASATCA NpUMepPbI HAacTpokm onuun 82 ana Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HadyeHme onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0 (HacTpoiika 6yaeT nponssoanTbcsa ans Radio 2.4 'y, Ecnv Heo6xoammo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-3L(config):/interface/wlan0# common

WEP-3L(config):/interface/wlan0/common# dhcp-snooping
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboTsl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

—_
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTkun onumm 82 replace, To 4NA KOHUIYpPOBaHKSA
CTaAHOBATCA AOCTYMNHbI Crieaytolime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom
— 3amMeHa cogepxumoro CID Ha 3Ha4yeHune, ykadaHHoe B napameTpe dhcp-option-82-custom-

CID. [MapaMeTp MOXET NpuUHMUMaTh 3Ha4eHus: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-aapec
TOUKM AocTyna>-<ums SSID>. SSID — 3ameHa cogepXxmMmoro CID Ha uMs SSID, K KOTOPOMY MOAK/THYEH
KnueHT. Mo ymonuarno: APMAC-SSID)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (re custom
— 3aMeHa coAepXxumMoro RID Ha 3Ha4YeHune, ykasaHHoe B napameTpe dhcp-option-82-custom-RID.
MapameTp MOXET NprHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXnmoro RID Ha MAC-aapec
KNIMEHTCKOro ycTpolictBa. APMAC — 3aMeHa coaepXmnmoro RID Ha MAC-aapec Touku aocTtyna. APdomain —
3aMeHa coAepXMmMoro RID Ha IOMEH, B KOTOPOM HaxoAMTCA Todka gocTtyna. Mo ymonyaHuio: ClientMAC)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3a1aHO0, TOUKa 6yAeT n3MeHATb CID Ha 3HAYEHME NO
ymMoiyaHuo: <MAC-agpec TOUKM AocTyna>-<umsi SSID>)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (e
longstring — 3HaueHne oT 1 40 63 CMMBO/I0B, KOTOPOe byaeT nepegasaTtbca B RID. ECv 3HaveHue
napavetpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa 6yAeT N3MEHATL RID Ha 3HAYeHKE Nno
ymonyaHuo: MAC-agpec K/IMEHTCKOro YyCTPOWCTBA)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenntenst oktetoB MAC-aapeca, KoTophblii nepegaetcs B RID 1 CID. radius — B KQUeCTBe pa3aennTens
BbICTYNaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kKauecTBe pa3aenntensi BbICTyNaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)
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6.6 Hactpoliika WDS

© Mpu koHdUrypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPOINCTBax, KOTopble 6yayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHyo MHoOPMaLIMIO O HACTPOliKe pagnonHTepdieca Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan1).

HacTtpoiika WDS

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-wds0 (Bb160p sivHka WDS. Bo3amoxHble 3HaveHus and Radio 2.4 T
wlan0-wds0 — wlan0-wds3; anisi Radio 5 'y wlanl-wds0 — wlanl-wds3)
WEP-3L(config):/interface/wlan1-wds0# wds

WEP-3L(config):/interface/wlan1l-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-aapec Radio-nHTepcheica
BCTPEYHOIN TOUKM AOCTYNa, KOTOPbIA MOXHO Y3HaTb, EC/IN BBECTU HA BCTPEYHOWN TOUKE AOCTYyNna KoMaHay
monitoring radio-interface)

WEP-3L(config):/interface/wlan1-wds0/wds# exit

WEP-3L(config):/interface/wlan1l-wds0# common

WEP-3L(config):/interface/wlan1l-wds0/common# enabled true (Bk/itoueHne nuHka WDS. /19 OTK/IH0UEHNSA
BeeauTe false
WEP-3L(config
WEP-3L(config
WEP-3L(config

—_

interface/wlanl-wds0/commont# exit

interface/wlan1-wds0# exit

interface# wlanl (npu HacTporike WDS Ha Radio 2.4 T, BBegnTe wlan0)
WEP-3L(config):/interface/wlan1# wlan

WEP-3L(config):/interface/wlanl/wlan# wds

WEP-3L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexvmva 6eszonacHocTn WPA2.
Bo3MoXHble 3HaueHus: WPA, off — 6e3 napons)

WEP-3L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/naposib, HEOOX0ANMbIA 415
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-3L(config):/interface/wlanl/wlan/wds# enabled true (BkntoueHve WDS. [1ng oTkioueHns seeaute false)
WEP-3L(config):/interface/wlanl/wlan/wds# save

~ T~ T~
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6.7 CuUCTeMHble HaCTPOMKK

6.7.1 OG6HoBneHune MO ycTpoicTea

OGHoBneHue MO Touku goctyna no TFTP

WEP-3L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-3L-2.4.0_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

O6G6HoBneHue MO Toukn goctyna no HTTP

WEP-3L(root):/# firmware upload http <URL gnsa ckaunBaHua daiina MNO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WEP-3L-2.4.0_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-3L(root):/# firmware switch

6.7.2 YnpasneHue KoHdurypaumein ycTporictea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-3L(root):/# manage-config reset-to-default

C6pocC KOHhUrypauum ycTpoiicTea B AecpO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB focTyna

WEP-3L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-3L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (nprvep: manage-config download
tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-3L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpavina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-3L(root):/# manage-config apply (NnpumeHeHne KoHurypawmm Ha ToUKy A0CTyna)
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6.7.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-3L(root):/# reboot

6.7.4 HacTpoiika pexuma ayTeHTudunkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# admin-password <HOBbIIi naponb ANA y4eTHoW 3anucu admin> (01 1 70
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE BYKBbl U LMdpbI)

WEP-3L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# user

WEP-3L(config):/authentication/user# add userX (rae userX — nmsa HOBOW yYeTHOW 3anucu. nsa yaaneHus
ncnonb3ynte komaHay del)

WEP-3L(config):/authentication/user# userX

WEP-3L(config):/authentication/user/userX# login userX (rae userX — UMs HOBOW YYETHOW 3anuncu)
WEP-3L(config):/authentication/user/userX# password <Maponb ANA y4yeTHOI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-3L(config):/authentication/user/userX# role admin (nosib30BaTENO BLIAAIOTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-3L(config):/authentication/user/userX# save
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Ons ayteHTugmkauum yepes RADIUS-cepBep HEO6X0AMMO HACTPOUTL NapameTpbl 4OCTyNa K HEMY.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-3L
WEP-3L

root):/# configure

config):/# authentication

WEP-3L(config):/authentication# radius

WEP-3L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WEP-3L(config):/authentication/radius# auth-port X (rae X — nopt RADIUS-cepeepa, KOTOPbLIV UCMOoSb3YeTcs
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxmio: 1812)

WEP-3L(config):/authentication/radius# auth-password secret (e secret — ko4 ans RADIUS-cepsepa,
MCNONb3yeMOro 4/ ayTeHTudomKaLmm 1 aBTopusaunnm)

WEP-3L(config):/authentication/radius# exit

WEP-3L(config):/authentication# radius-auth true (Bx/itoueHne pexvmva ayteHTnprkaummn yepes RADIUS-
cepBep. Ang oTkoyeHnsa seeguTe false)

WEP-3L(config):/authentication# save

—_ e~ o~ —

© nNpu ayteHTudmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTeNbHO CO3/aTh /IOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi byaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06s13aTenibHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae, ecnu RADIUS-cepBep OKaXXeTCsl HeAOCTYNEH, ayTEHTU(UKALNA NPOAAET MO /I0KasIbHOM
YUETHO 3anuncu.

6.7.5 HacTtpoiika gaTtbl 1 BpEMEHN

KomaHgb! AN HACTPOIIKM CUXPOHU3aLMKN BpEMeHU ¢ cepBepom NTP

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
30Hbl)

WEP-3L(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bx/10ueHVe pexxuma padboTsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoska NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHOM

—~ o~~~ o~~~ — —
P e e

6.7.6 [ononHuTtenbHble HACTPONKN CUCTEMBI

BkntoueHue rnodasibHO usonauun

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# global-station-isolation true (Bk/1t04eHVe 17106a/1LHOM N30/1AUMA TpauKka Mexay
KnneHTamum pasHbiX VAP 1 pa3HbIx pagnovHTepdeiicos. Ana otknoveHusa seeaute false)

WEP-3L config):/system# save (COxpaHeHne HacTpoek)
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N3meHeHMe nMeHU ycTpoiicTBa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# hostname WEP-3L _room2 (rge WEP-3L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNpbI,
3HaK gednc «-» (educ He MOXET ObITb NOCNEeAHUM CUMBOMIOM B MMeHN). Mo ymonuaHuo: WEP-3L)
WEP-3L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpamuyeckoro gomeHa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# ap-location ap.test.root (ize ap.test.root — f0MeH y3/1a fepesa yCTPONCTB
CMCTEMbI ynpasneHus EMS, B KOTOPOM pacnonaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WEP-3L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
naeHTudmkarop gaHHol T, MapameTp npeaHa3HayveH ansa naeHtTudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxuaaeT 3HauyeHue, oTinyHoe ot MAC-aapeca. Mo ymonyaHuto: MAC-

appec T/)
WEP-3L(config):/system# save (CoxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-3L(root):/# configure

WEP-3L(config):/# lldp

WEP-3L(config):/Ildp# enabled true (BkntoueHne cyHkumoHana LLDP. ns BbikitoveHnsa seeaute false. o
yMosi4YaHuto: true)

WEP-3L(config):/lldp# tx-interval 60 (n3meHeHVe nepuoga otnpasky LLDP-coobLeHwuid. Mo ymonyaHumio: 30)
WEP-3L(config):/lldp# system-name WEP-3L_reserv (re WEP-3L_reserv — HOBOe VMs ycTpolicTea. [1o
ymosnyaHuo: WEP-3L)

WEP-3L(config):/|ldp# save (coxpaHeHne HacTpoek)
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6.8 HacTtpolika cepsuca APB

Cepsuc APB ucnonbsyetca as1a obecrneyeHns nopTasibHOr0 pOYMUHIa KJIMEHTOB MeXAy ToUYKamMun 4OCTyna,
NOAK/MOYEHHBIMY K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# apbd

WEP-3L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-3L(config):/captive-portal/apbd# enabled true (sxtoueHne cepsuca APB. [17151 OTK/IKOYEHNS BBEAUTE
false)

WEP-3L(config):captive-portal/apbd# save (coxpaHeHne HacTpoek)

6.9 MOHUTOPUHT

6.9.1 Wi-Fi knneHTbI

[ns BbiBOAa MOHUTOPUHIra nogkntoveHHbIX Wi-Fi KnneHToB ncnosb3yeTca kKomaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knneHta N> filter <napametp 1> ...
<napametp N>,

rae <mac-agpec kKnmeHta 1> ... <mac-agpec kmeHTa N> — mac-agpeca K/IMEHTCKUX YCTPONCTB,
NOAK/TIOYEHHbIX K TOYKe gocTyna. 18 Toro 4tobbl BbIBECTU UHpOpMaLMIO N0 BCEM K/IMeHTam, BBeauTe
BMECTO <mac-agpeca knneHta> all;

filter — cneunanbHoe cnoBo, Noc/ie KOTOPOro yKasblBatoTCA NapameTpbl MOHUTOPWHIA, HE0BX04MMbIEe
[ANA BbIBOAA MO K/IMEHTY/KMEHTaM,;

<napamertp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPWHIa, HeobxoauMble A1 BbIBOAA MO
KITMEHTY/K/TNEHTaM.

[lnsa BbIBOAA crnvcKa NoaxIlUeHHbIX K TOUKe AOCTyna K/IMEHTOB HaXKMMTe nocsie monitoring associated-
clients knaBuiy Tab.

WEP-3L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all
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[na nonyyeHna cnncka napaMmeTpoB MOHUTOPUHIa nocse filter HaxxvuTe Knasuily Tab.

WEP-3L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBog MHhopMaLMm No BCeM NOAK/MUYEHHbIM K/IMeHTaMm

WEP-3L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index | ©

interface | wlan6-vao

state | ASSOC AUTH_SUCCESS

hw-addr | 26:af:0a:30:ef:29

ssid | !!!DOC_test

ip-addr | 169.254.68.250

authorized | true

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 76

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2

rx-rate | MCS7 NO SGI 65

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©

wireless-mode | n

perftest-capable | false

link-capacity | ©

link-quality | ©

link-quality-common | ©

actual-tx-rate | ©

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©

Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
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Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBog MHhopMaLn NO KOHKPETHOMY/KOHKPETHbIM K/IMEeHTY/KIneHTam

WEP-3L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOSTLKO
mac-aZlpecos, Harnpvvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 10.24.80.90

hostname | HUAWEI_P40_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:12
multicast-groups-count | ©

wireless-mode | ac

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 2 176
TX success: 100
Total Bytes: 173 8877
Data Packets: 0 31
Data Bytes: 0 4488
Mgmt Packets: 2 145
Mgmt Bytes: 173 127
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Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdmé 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WEP-3L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYE€HHOrO Ko/IM4ecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY KTMEHTY, eCTb
BO3MOXHOCTb yKa3aTb Heckosibko MAC-aZipecoB)

hw-addr 32:5b:60:62:e0:a4
ip-addr 10.24.80.58
tx-rate MCS15 NO SGI 270
rx-rate MCS14 NO SGI 117
uptime 00:07:57

WEP-3L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPAHNYEHHOIO KONMYECTBA NapamMeTpPOB MOHUTOPMHIA N0 BCEM K/TMEHTaM)

hw-addr 32:5b:60:62:e0:24
rssi-1 -24

rssi-2 -24

wireless-mode n

interface wlanl-va®

hw-addr bc:2e:f6:cc:85:46
rssi-1 -38

rssi-2 -53

wireless-mode ac

interface wlanl-va2

87



PykoBoacTso no akcnayatauum WEP-3L

6.9.2 WDS

[na moHutopuHra WDS-coeamMHeHnin ncnosnb3yeTcs cneayowan KomaHaa:

monitoring wds-entries <mac-agpec BCTPeYHOI TOUKM JocTyna 1> ... <mac-agpec BCTPEYHON TOUKU
poctyna N> filter <napameTp 1> ... <napameTp N>, rae <mac-aZpec BCTPEYHOIN TOUKN AocTyna 1> ... <mac-
afpec BCTPeYHOW Touku goctyna N> — mac-agpeca BCTPEUHbIX TOYEK AOCTyNa, C KOTOPbIMU NMOCTPOEHbI
WDS-MoCTbI. [1151 TOro 4To6bl BbIBECTU MH)OPMAaLMIO N0 BCEM BCTPEYHbIM TOUKaM, BBEAMTE BMECTO <mac-
afpeca BCTPeyHoW Toukm goctyna> all;

filter — cneuvansHoe €noBO, NOC/E KOTOPOTrO YKa3bIBAKTCA NapaMeTpbl MOHUTOPWHIA, HEO6X0AMMbIE
L1151 BbIBOZA MO OAHOM UM HECKO/TbKUM BCTPEYHBIM TOUKaM A0CTYNa,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI W/ HECKO/IbKMM BCTPEYHbIM TOUKaM A0CTyna.

[nsi BbIBOZA CNMCKa TOUeK A0CTYNa, C KOTOPbIMU NocTpoeHbl WDS-MOCTbI, HAXMUTe nocsie monitoring wds-
entries knaeuwly Tab.

WEP-3L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WEP-3L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBog MH(hopMaLMm No BCeM BCTPEUYHbIM TOUKaM AoCTyna

WEP-3L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-3L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-3L
perftest-capable | false
snr-rssi-capable | false

|

|

|

|

|

|

|

|

|

|

link-quality—-common 100

actual-tx-rate 0

actual-rx-rate 5

shaped-rx-rate 0

actual-tx-pps 0

actual-rx-pps 8

shaped-rx-pps 0

name 0]

Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received
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ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%
Multicast groups: none

index | 1

interface | wlanl

state | WIFI_WDS

hw-addr | e8:28:cl:da:ch:80

ip-addr | 10.24.80.40

hostname | WEP-3L

authorized | false

captive-portal-vap | false

enterprise-vap | false

rx-retry-count | 10

tx-fails | ©

tx-period-retry | ©

tx-retry-count | ©

rssi-1 | -75

rssi-2 | -70

snr-1 | 40

snr-2 | 39

wds-interface | wlanl-wds2

tx-rate | VHT NSS2-MCS8 SGI 173.3

rx-rate | VHT NSS2-MCS8 NO SGI 156

rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 060:07:15

multicast-groups-count | ©

wireless-mode | ac

eltex-firmware-version | 1.2.5 build X

eltex-board-type | WEP-3L

perftest-capable | false

snr-rssi-capable | false

link-capacity | 90 (not changed)

link-quality | 100 (not changed)

link-quality-common | 100

actual-tx-rate | ©

actual-rx-rate | 5

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 8

shaped-rx-pps | ©

name | ©

Rate Transmitted Received
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Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none
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BbiBog, MHhopMaLMn NO OA4HOW U HECKOSIbKUM BCTPEUYHbIM TOUKaM AOCTyna

WEP-3L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 (eCTb BO3MOXHOCThb YKa3aTb HECKO/IbKO MAC-
azpecos, Harnpumep, monitoring wds-entries 8:28:¢c1:d1:43:15 e8:28:c1:da:ch:80)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35
hostname | WEP-3L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | WEP-3L
perftest-capable | false
snr-rssi-capable | false
|
|
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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Rate Transmitted Received
13% 12
1%
7%
7%
7%

| 7%

I

I

nss2-mcso |
nss2-mcsl |
nss2-mcs2 |
nss2-mcs3 |
I

I

I

I

I

7%
7%
7%
16%
15%

nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

~N DDA N0 O 0O O

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WEP-3L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYE€HHOro KoMnMyecTBa napaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOoM Tovke A0CTyna,
€CTb BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aipecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WEP-3L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface eltex-
firmware-version (BbIBOZ, OrpaHM4YeHHOro Kosin4yecTsa napaMmeTpoB MOHUTOPUHIA NO BCEM TOYKaM
aoctyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
I

wds-interface wlanl-wdsl

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75
rssi-2 | -70
wireless-mode | ac
I

wds-interface wlanl-wdsl
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6.9.3 WHdopmauus 06 ycTpoiictee

WEP-3L(root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WEP-3L

2.4.0 build X

2.4.0 build X

2.4.0 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
cpu-average 6.70
is-default-config false
board-type WEP-3L
hw-platform WEP-3L

68:13:E2:35:C3:90
68:13:E2:35:C3:90

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false

6.9.4 VHopmauus o ceptudonkarax

WEP-3L(root):/# monitoring certificate

ott:

status: present

url: https://192.168.1.100:8043
wlc:

status: present

url: https://192.168.1.1:8044
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6.9.5 CeteBas UHpopmaums

WEP-3L(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | e8:28:clixx:xx:xx
rx-bytes | 4864149
rx-packets | 13751
tx-bytes | 2462399
tx-packets | 20753
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 |

IPv6 information:

addresses |
dns-servers |

WEP-3L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-3L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

WEP-3L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 uG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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WEP-3L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

etho e0:d9:e3:eb:66:80 gil/0/16 120

6.9.6 becnpoBogHble nHTEpdeiichl

WEP-3L(root):/# monitoring radio-interface

name | wlanoe
status | on

band | 2.4 GHz
hwaddr | E8:28:CLixx:xx:XX
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 34%
thermal | 24

mode | b/g/n
name | wlanl
status | on

band | 5 GHz
hwaddr | E8:28:CLixx:xx:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 23%
thermal | 25

mode | a/n/ac
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6.9.7 >XypHan cobbITuii

WEP-3L(root):/# monitoring events

Jan 23 00:00:07 WEP-3L daemon.info syslogd[925]:

Jan 23 00:00:09 WEP-3L daemon.info configd[955]:

successfully.
Jan 1 03:00:14 WEP-3L daemon

Jan 1 03:01:17 WEP-3L daemon
on 192.168.1.15.

Jan 23 07:17:14 WEP-3L daemon
6B ssid: '"WEP-3L_2.4GHz' 1into0

6.9.8 CkaHupoBaHue achupa

.info networkd[987]:

.info networkd[987]:

.info monitord[1055]: event:

started:

The AP startup configuration was loaded

PykoBoacTso no akcnayatauum WEP-3L

BusyBox v1.21.1

Networkd started

DHCP-client:

'associated'

Interface br0 obtained lease

E4:0E:EE:BD:AE:

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-3L(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC
——————————————————————— R o
ESRAP1_of30_smart | AP |off |A8:
litv_hots_2 | AP |off |EO:
test_001 | AP |off |EO:
2G-COVID_TOWER |AP  |off |EQ:
Tam2.4G | AP |wpa |EO:
litv_hots_1 | AP |off |EO:
WEP-3L_ZN_Personal | AP |wpa |EO:
WEP-3L_ZN_Open |AP  |off |EQ:
Eltex-Guest | AP |off |CC:
Eltex-Local | AP |wpa |CC:
BRAS-Guest | AP |off |CC:
2L_301_nsk |AP  |off |ES:
chudo_waffly | AP |wpa |EO:
Eltex VAP |AP  |off |A8:
VK_enterprise | AP |wpa |E8:
VK_portal | AP |off |E8:
WOP-2ac | AP |off |E8:
Open_VK_switch | AP |off |E8:
testSSID10 | AP |off |A8:

Fo:
D9:
D9:
D9:
D9:
D9:
D9:
D9:
9D:
9D:
9D:
28:
D9:
Fo:
28:
28:
28:
28:
Fo:

4B:
E3:
14B:
98:
98:
8A:
49:
49:
C7:

E3

E3:
E3:
E3:
E3:
E3:
A2:
A2:
A2:
Cl:
E3:
4B:
Cl:
Cl:
Cl:
Cl:
4B:

BO:
8A:

C7:
C7:
DA:
70:
BO:
DA:
DA:
00:
DA:
BO:

FC

2C:
38:
FB:
12:
1F:
38:
79:
79:
D9:
D9:
D9:
C8:
94:
40:
C8:
C8:

c7
52
30
72
TA
51
06
07
21
22
20
16
00
70
99
98

tAl
Cc8:
05:

96
54

|Channel|RSSI, dBm|Bandwidth, MHz
|~ |~ |~

|6

|1

|11
|11
|1

|1

|44
|44
|36
|36
|36
|56
|60
|48
|56
|56
|36
|56
|40

|-65
|-65
|-67
|-71
|-73
|-77
|-16
|-17
|-38
|-38
|-38
|-41
| -44
| -46
|-47
|-49
|-50
|-50
|-51

|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|20
|80
|20
|20
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6.9.9 CnekTpoaHanusarop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-3L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa [ata Bbinycka CopgepXaHue N3MeHEeHU
Bepcusa 1.0 01.2024 MepBas ny6nvkaums

Bepcusa nporpammHoro obecneyexus 2.4.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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