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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

Nony>XupHbiA WpueTt

MonyXMpHbIM  WPUPTOM BblAENEHbI NPUMEYaHUs W NpeaynpexaeHus,
Ha3BaHMe rnas, 3aro/I0OBKOB, 3aro/I0BKOB TabauLL.

Kypcusom Calibri

Kypcueom Calibri ykasbiBaeTca nHdopmauma, Tpebytowana ocoboro BHUMaHuMA.

MpumeyaHuAa U NnpeaynpexaeHua

MpumeuyaHua copepKaT BaXKHyl0 UHPOpMauMIoO, COBETbl WAM PEeKoMeHZaLMU no
MUCMNOAb30BAHUIO U HAaCTPOIiKe YCTPOUCTBA.

' MpeaynpexaeHna MHPOPMUPYIOT NONb30BATENA O CUMTyauUMAX, KOTOPble MOryT HaHecTu

AdHHDbIX.

Bpeps, YCTPOICTBY UM YeNOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoOMUCTBa MAM notepe
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BBEAEHUE

B HacToAwee Bpema |P-TenepoHus nABnseTcs ogHoW M3  Hambonee ObICTPO PA3BMBAIOLLMXCA
TENEKOMMYHUKALMOHHBIX  ycayr. [na  BO3MOMKHOCTM npegocTaBneHus VolP-ycnyr aboHeHTam  ceTu
pa3paboTaHbl aboHeHTCKMe Wnto3bl cepun TAU-IM.IP (aanee — «yCTPOMUCTBOY).

AboHeHTCcKuI wnto3 IP-tenepoHumn TAU-IM.IP co BCTPOEHHbIM MapLUpPyTU3aTOPOM WCMO/Sb3yeTcs AN
NOAKNOYEHUA aHANOroBoro TenedoHHOro annapaTta K CeTAM NAaKeTHOW nepeAayvn AaHHbIX, BbIXO4, HA KOTopble
ocylecteanetca yepes nHtepdeiic Ethernet.

YCTPONCTBO OPMEHTMPOBAHO Ha AOMALLHMX NO/Ib30BaTenen n Hebonblume oduUChlI.
B Hactoswem pykoBOACTBE NO 3KCNAyaTaUMM U3NO0MEHbl Ha3HAaYeHWe, OCHOBHble TexXHUYeckue

XapaKTEPUCTMKM, NpaBuaa KOHOUIYPUPOBAHMA, MOHUTOPUMHIA WM CMeHbl MPOrpaMmHoro obecrneyeHus
aboHeHTCKuX Wwhto3oB IP-tenepoHum TAU-1IM.LIP.

AboHeHmcKul w3 TAU-1M.IP 7
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1 ONMUCAHUE U3AENUA

1.1 Ha3HauyeHue

Yctpoiicteo TAU-IM.IP — BbICOKONPOU3BOAUTENbHbIA abOHEHTCKUI wnto3 IP-tenedoHnN € NONHbIM
Habopom GyHKLMI, NO3BONAIOLLMX NOTPEBUTENIO MCNONB30BATL NpenmyLLecTsa IP-TenepoHnn.

AboHeHTcKkunit w3 TAU-1IM.IP npegHasHayeH aaa NoAKAYeHMA aHanorosoro TenedoHHOro annapara
unn  ¢dakc-mogema K IP-cetu. bBnarogaps BCTPOEHHOMY MapLUpyTM3aTOpPy YCTPOMCTBO obecneynBaeT
BO3MOHOCTb NOAKNIOYEHUA 0OOPYAOBAHMA JIOKANIbHOM CETU K CETU LWMPOKONONOCHOro pgoctyna. K
YCTPOWCTBY MOHO MOAKMOYUTL A0 ABYX KOMMbIOTEPOB, AOCTYN B WHTEPHET A1 KOTOPbIX BO3MOXKEH C
NOMOLLBIO BCTPOEHHbIX ¢yHKUMI NAT/DHCP-cepsepa. USB-pasbem WUCNosb3yeTrca ANAa NOAKNHOYEHUN
BHelHero HakonuTens, 3G/4G USB-moaema nam Wi-Fi-agantepal.

1.2 XapaKTepucTUKa ycTpoiicTBa
Unmepdpeiicobi:
e FXS: 1 nopt RJ-11;
e LAN: 2 nopta Ethernet RJ-45 10/100BASE-T;
« WAN: 1 nopr Ethernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHMe W33 OCyLLECTBASAETCA Yepes BHeWHMN aganTep 12 B nocTtosHHOro Toka ot cetn 220 B.
®dyHKYuu:

e ceTeBble QYHKLMM:

— paboTa B perrmme «MOCTa» AN «KMapLlpyTU3aTopa;

— nopgaepka PPPoE (PAP-, SPAP- n CHAP- aBTOpu3auus, PPPoE-komnpeccus);

— noapepxka PPTP;

— noagepka L2TP;

— nopjaep)Kka cratudyeckoro agpeca M DHCP (DHCP-knueHT Ha ctopoHe WAN, DHCP-
cepsep Ha ctopoHe LAN);

— noapeprkka DNS;

— noaaepxka NAT;

—  CEeTeBOW 3KpaH;

— noaaepxka NTP;

— noaaepykka MexaHM3MOB KadecTBa 0b6cnyskmBaHma QoS (QoS no DSCP n 802.1P);

e nopaep:xka yHKuui IPTV;
e npoTokosbl IP-TenedoHum: SIP;
e  3X0 KOMNeHcauusa (pekomeHaaumm G.168);

e [eTeKTop aKTUBHOCTU peun (VAD);

reHepatop KOMGOPTHOTO LWYM3;

! Tekywei Bepcum MO Wi-Fi-agantepbl He noaaepmMBatoTcs.
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e 0bBHapyXeHue U reHepupoBaHue curHanos DTMF;
¢ nepegaya DTMF (INBAND, rfc2833, SIP INFO);
e nepegava dakca:

—  G.711 a-law/G.711 p-law;
- T.38;

e paborta c SIP-cepBepom n 6e3 Hero;

e ¢yHKuMM ABO:

— yaep»xaHue BbizoBa — Call Hold;

— nepepaya BbizoBa — Call Transfer;

—  yBeAoOMJIeEHMEe O NOCTynaeHMn HoBoro BbizoBa — Call Waiting;
— nepeagpecauua no 3aHAToctu — Call Forward at Busy;

— nepeagpecauua no HeotseTy — Call Forward at No answer;
— BesycnoBHana nepeaapecaums — Call Forward Unconditional;
— He 6ecnokoutb — DND;

— Caller ID: FSK, DTMF;

— ropsayas AnHuA — Hotline;

—  TpynnoBo Bbi30B;

— nepexBart BbizoBa — Call Pickup;

—  TPEexcTopoHHAs KoHdepeHuus;

—  TMOBKMI NNaH Hymepauuuy;

¢ ob6HoBneHue MO yepes web-uHTepdelic;

¢ nogaep*kka DHCP-based autoprovisioning;

e« TR-069;

e yAaNeHHbI MOHUTOPUHT, KOHOUTYPUpPOBaAHME N HacTponKa: web-uHtepdeiic, Telnet.

Ha pucyHke 1 npuBeaeHa cxema BrAtodeHma TAU-IMLIP.

Cetb
npoBaigepa

3G/4G moaem
usB

FXS t

TAU-1M.IP

10/100Base-T

— STB NV

PucyHok 1 — ®yHKUMOHaNbHasA cxema ucnosabsosanusa TAU-1IM.IP

AboHeHmcKul w3 TAU-1M.IP 9
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13 CTpyKTypa 1 NnpuHUMN paboTbl usgenus

ABOHeHTCKKUIM TepMmuHan TAU-1IM.IP cocTouT U3 cneayroLmx noacucrem:

KOHTpPO/1N1Eep, B COCTaB KOTOPOro BXxo4uT:

—  BbICOKOMHTErPMPOBAHHAA CMCTEMA, BKlOYatowana B ceba npoueccop, 100-merabuTtHbIM
KOMMYTaTOp CO BCTPOeHHbIMKM PHY, annapaTtHyto akcenepauuio Tpaduka L2/L3/L4, USB
2.0 nopTbl, PCI-E KoHTpoANepbl, 8 KaHanoB PCM ana paboTbl npunoxeHnii VolP;

— flash-namatb — 8 MB;

— onepaTtusHaa namatb SDRAM — 128 ME;

e aboHEeHTCKMI KomnnekT SLIC;

e Ethernet-kommyTaTop RJ-45 10/100BASE-T Ha 2 nopTa — LAN;
e Ethernet-moaynb WAN: RJ-45 10/100BASE-T;

e USB Host-nopr.

CTpyKTypHaa cxema yCTpOMCTBa NpMBELEHA HA PUCYHKe 2.

RJ45 R145 RJ45
LAN2

KOHTpoOnnep

ETHERNET SWITCH

‘ P U USB-uHTepdeiic

FXS

RJ11

PucyHok 2 — CrpykTypHasa cxema TAU-1M.IP

YcTpolicTBO paboTaeT nog ynpaB/ieHUMEM OnepauMoHHOM cuctembl Linux. OcHoBHble GYHKUUK
yrpaBieHna cocpefoTodeHbl B MPOLLECCOpe, KOTOPbIM  OCYWecTBASeT Maplpytusaumto  |IP-nakeTos,
obecneunBaet paboty IP-TenedpoHMM, NPOKCMpPOBaHME rPYyNnNoBoro TpadumKa u T.4.

10 AboHeHmcKul w3 TAU-IM.IP
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®YHKUMOHAIbHO YCTPOMCTBO MOMKHO Pa3genivTb Ha 4 6/10Ka:

e BoK nopaepsku ceTeBblX GYHKLMI YCTPONCTBA;

¢ bnok IP-tenedpoHny;

e Bnok 06paboTkn multicast-tpaduka;

e bBnok ynpasneHus (onepaunoHHasa cuctema Linux).

BNoK noaaepXku ceteBbiX (PYHKUMMU ycTpolicTBa obecrneuymBaeT MNPOXOXKAEHMe M KommyTtauumio |P-
MakeTtoB B COOTBETCTBMM C Tabavuen MaplipyTM3aUMKM YCTPOMCTBA, MOXKeT o0bpabaTbiBaTb Kak
HeTerMpoBaHHble, TaK W TEerMpoBaHHble MNaKeTbl B 3aBUCMMOCTM OT HACTPOMKM CeTeBblX MHTEepdEncos.
Noaanepxneaet npotokonbl DHCP, PPPoE, PPTP, L2TP.

Bnok IP-tenepoHun obecneumsaetr paboTy ycTpoicTBa no npotokony SIP gna nepepaym peyesbix
CMUFHaNOB MO CETU C KOMMyTauMel naketos. PeyeBon curHan aboHeHTa MOCTynaeT HA MoAyAb abOHEHTCKUX
komnnektos SLIC, rae npeobpasosbiBaeTtca B umdposol Bug. OundpoBaHHbIN CUrHAN HanpasaseTca B 610K
IP-TenedoHnmn, rge  KogupyeTca No ogHOMY M3 BblOpaHHbIX CTaHAAPTOB U B BMAEe UMEPPOBbLIX MAKETOB
MoCTynaeT B KOHTPO//JEp 4epe3 BHYTPUCUCTEMHYIO Maructpanb. Ludposble nakeTbl cogep:kaT, Kpome
peyeBbIX, CUrHaAbl yNPaBAEHUS U B3aUMOLENCTBUA.

Bnok obpabotkm multicast-rpadpuka npegHasHayeH ans obpabotkn IGMP-coobuwenuin 1 multicast-
TpaduKa ¢ uenvio noaaep:Kkm GyHKuui IP-tenesnaeHums.

Bnok ynpaeneHua Ha 6ase onepauMoOHHOW cucTembl Linux KOHTposMpyeT paboTy Bcex ocCTajbHbIX
6/710K0B M NOACUCTEM YCTPOICTBA M 0becneynBaeT nx B3aMmoaencreme.

dPyHKUMOHaNnbHanA cxema yctponctea TAU-1M.IP npeacrtaBneHa Ha puUcyHke 3.

Bnok

Bnok IP-Tenedorum
NoAAepHKM

ceTeBbIX

OYHKLNIA

YyCTpOWCTBa

Bnok obpaboTku
multicast-Tpaduka

PucyHok 3 — ®PyHKUMOHaNbHaA cxema ycTpoiictea cepumn TAU-IM.IP

AboHeHmcKul w3 TAU-1M.IP 11
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1.4 OCHOBHbIe TeXHUYECKMEe NnapameTpbl

OcHOoBHble TEXHUYECKME NapamMeTpbl YCTPOICTBA NpuBeaeHsbl B Tabamue 1.

Tabnunuya 1 — OCHOBHbIE TEXHUYECKME NapaMeTPbl

Mpotokonbi VolP

| MoanepxnBaemble NPOTOKO/IbI | SIP
Ayaunokoaeku
Koaeku G.729, annex A, annex B

G.711 a-law, G.711 p-law,

G.723.1, G.722, G.726-24, G.726-32

MNepepayva mogema: G.711 a-law, G.711 p-law
MNepepava ¢akca: G.711 a-law, G.711 p-law, T.38

NapameTtpbl WAN-uHtepdeiica Ethernet

Konunyectso noptos 1
DNeKTPUYECKUIN pasbem RJ-45
CropocTb nepeaaqn, Méut/c 10/100, aBTOONpeaeneHne
MopaepKKa cTaHgapTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepoelicos 2
DNEeKTPUYECKMI pa3bemM RJ-45
CKopocTb nepegaun, Méut/c 10/100, aBTOONpPEAEneHUe
MNopaepKKa cTaHgapTOB BASE-T
MapameTpbl aHaNOrosbiX aBOHEHTCKUX NOPTOB
Konunyectso noptos 1
ConpoTtueneHue wnerida (6e3 yyeta conpotusneHuns TA) 00 800 Om

Mpuem Habopa

MMNYNbCHbIN/YacToTHbIN (DTMF)

3aumTa abOHEHTCKUX OKOHYaHUIA

MO TOKY U NO HanpAXXeHUto

Bbigaya Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YpaaneHHoe ynpasneHue

web-uHTepoeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHne aoctyna

no nNaponto

0O6wme napameTpbl

MuTaHue

aganTtep nuTaHmAa 12 B noctoAHHOro Toka, 1,5 A

MoTpebaseman MOLHOCTb

Pabounit ananasoH TemnepaTtyp

oT +5 go +40 °C

OTHOCHTEeNbHAA BAAXKHOCTb Npu TemnepaType 25°C 00 80 %
labapwutbl 122 x 96 x 33 mm
Macca 0,15 Kkr

12 AboHeHmcKul w3 TAU-IM.IP
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1.5 KoHcTpyKTMBHOE UcnosiHeHue
ABOHEHTCKUI TepMmuHan TAU-1M.IP BbINONHEH B N1aCTUKOBOM Kopnyce pasmepamm 122 x 96 x 33 mm.

1.5.1 BepxHaA NaHeNb YCTPOMCTBA

BHewHW BuA BepxHel naHenu yctpolictea TAU-1M.IP npuBegeH Ha pucyHke 4.

~,

8 a t Uz

s oUs0g
0000000000000 000000
o0 0000000000000 0000 0
o000 : eee0c o
ccoeee /N | o0 e ¢ C
e o000 - - eeoc e
R R RN
o0 0000000000 eesc00o e
e0 000000000 escec00o e
00000000000 e00c00 e
o0 0000000000000 00
®0 0000000000000

PucyHok 4 — BHelwHWUI BUA BepxHen naHenn TAU-IM.IP
Ha BepxHelt naHenn TAU-1M.IP pacnonoeHbl CBETOBbIE MHAMKATOPbI, ONMMCaHHbIE B Tabanue 2:

Tabnuua 2 — OnucaHWe MHAMKATOPOB U OPraHoB yNpaB/eHUA NepesHen naHenu

dnemeHT nepegHeit naHenn OnucaHue
1 Power WHAMKATOP NUTaHMA U cTaTyca paboTbl ycTpoiicTaa
) USB WHAMKaATOpP paboTbl BHewHero USB-ycTpoiicTBa
(USB flash, BHewwH®it skecTkuit guck, 3G/4G USB-moaem)
3 » WHAMKaTop paboTbl aHanorosoro TenedboHHOro nopTa
4 LAN nHaukaTopbl noptos LAN-uHTepdelica
5 WAN nHaukatop WAN-uHtepdeiica

1.5.2 3apHAA naHenb YCTPONCTBA

BHewWwHM BMA 3aaHen naHenn yctponctea TAU-1M.IP npnBeAeH Ha puUCyHKe 5.

Phone| LAN(|10/100

PucyHok 5 — BHewHMi BuA 3aaHen naHenm TAU-1M.IP

AboHeHmcKul w3 TAU-1M.IP 13
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Ha 3agHei naHenn yctpoiictBa TAU-IM.IP pacnonoxeHbl pasbembl W OpraHbl ynpaBieHus,
npeacTaBneHHble B Tabanue 3.

Tabnunuya 3 — OnMcaHWe MHAWMKATOPOB M OPraHOB yNpaB/eHusa 3agHen naHenn TAU-1M.IP

dnemeHT 3agHei naHenun OnucaHue

6 12v pasbem 414 NOAKAYEHMA aganTepa NUTaHUA

7 USB pa3bem USB ana noakntoveHma BHewHero USB-ycTpoiictea
(USB flash, skectkuit anck, 3G/4G USB-moaem)

8 Phone pasbem RJ-11 ana nogknoHeHMA aHanorosoro TenedpoHHOro annapara

9 LAN 2 nopta 10/100BASE-T Ethernet (pasbem RJ-45) ans noaxkatodeHmA
JIOKANIbHbIX CETEBbIX YCTPOMUCTB

10 WAN nopt 10/100BASE-T (pazbem RJ-45) ans NoaKAOUYEHNA K BHELLHEN ceTh

1.6 CBeTtoBasa MHAUKaUUA

TeKkywee cocTtoaHue ycTpolictBa TAU-IM.IP otobparkaetca npu nomowm mHamkatopos WAN, LAN,
Phone, Power, pacnofioXeHHbIX Ha BepxHeW naHenu. lepedyeHb COCTOSAHMIA WHOMKATOPOB MNpuUBEAEH B
Tabaunue 4.

Tabnunuya 4 — CeeToBasA MHAMKALMA COCTOSIHUA ycTpolicTBa cepuun TAU-1IM.IP

UHpaukatop CocTosaHMe NHAMKaTOpA CocTosAiHMe yCTpOMCTBa
CTAaHOBJ/IEHO COEAUHEHMNE MEXK
ropwr (3eneHbim — 10 M6uT/c, Y A Ay
CTAaHUMOHHbIM TEPMUHANIOM U ABOHEHTCKUM
opaHxesbim —100 M6uT/c) .
WAN YCTPOUCTBOM
npouecc NakeTHOM nepesaym AaHHbix no WAN-
Muraet ot . PeA A
nHTepdency
roput (3eneHsim — 10 M6éut/c, YCTaHOB/IEHO COeZIMHEHME C NOAKAOYEHHBIM
LAN opaHxesbim — 100 M6ut/c CeTeBbIM YCTPONCTBOM
npoLecc NakeTHoM nepegaym aaHHbIX no LAN-
Muraet .
uHTepdeicy
3€/IeHbIN, FOPUT NOCTOAHHO TenedpoHHaa TpybKa noagHATa (AMHKUA aKTUMBHA)
He ropuT TpybKa nonoxkeHa, HOpManbHas paboTa
3eNeHbIN, B TeYEeHWEe CeKyHAbl MUFaeT C Ha TenedOoHHbIV NOPT NOCTyNaeT BXOAALL M
r yactoTou 20 Iy, 3aTem 4 cekyHAbl Nay3a BbI30B
3eNeHblI, Nnepuoamyeckoe peaKoe OTCYTCTBYET perncrpauns aboHeHTCKoro nopTa
MUraHue Ha SIP-npoKcu cepsepe
3e/1eHblN, ABOMHbIE KOPOTKME MUTaHUA C
naeT TecT NHUU
MHTEPBa/IOM B 3 CeKyHAbl
USB 3e/1eHblN, ropuT USB-ycTpoiicTBO NogKAo4eHO
He roput USB-ycTpoicTBO He NOAKIOYEHO
. BK/IOYEHO NUTaHUE YCTPOMCTBA, HOPMAJibHaA
3€e/IeHbIN, FOpUT NOCTOAHHO
pabota
Power OpaHXeBbli, FOPUT NOCTOAHHO OTCYTCTBYET BbIxoA, B MHTepHeT
KpacHbIl, FOPUT NOCTOAHHO 3arpyska ycTpowcTea
nepuoguyeckoe nonepemeHHoe | cbpoc ycTpPoMcTBa K 3aBOACKUM HacTPOMKam
MUTaHWe KPacHbIM M 3e/1eHbIM LBeTaMun

14 AboHeHmcKul w3 TAU-IM.IP
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1.7 C6poc K 3aBOACKMM HACTPOIKam

[ns 3anycKa ycTpPOMCTBa C 3aBOACKMMM HACTPOMKAMM HEOBXOAMMO B 3arpyKeHHOM COCTOAHWM HaKaTb
W yAepKMBaTb KHOMKY «F», KoTopas HaxoauMTca Ha 6OKOBOW MaHenn yCTPoMCTBa, MOKa MHAUKATop «Power» He
HaYHEeT NepMoanYecKM MuUraTb MOMEPEeMEHHO KPacHbIM U 3e/ieHbiM LBeTamu. MpounsonaeT aBTomaTMyecKas
nepesarpyska yctpoinctea. Mpu 3aBoackmnx yctaHoBKax Ha WAN-uHTepdeince 3anyweH DHCP-knneHT, agpec
nHtepderica LAN — 192.168.1.1, macka noacetm — 255.255.255.0; nma nosnb3osaTtens/naposb Aaa Aoctyna
yepes web-uHtepodeiic: admin/password.

1.8 KomnaneKT nocraBKu

B 6a30BblIli KOMNAEKT NOCTABKM ycTpoicTea cepmun TAU-1IM.IP BxopAT:

e aboHeHTCcKM w3 TAU-1M.IP;

e apjanTep aneKkTponuTaHua 220/12B, 1,5 A;

e MaMATKa O AOKYMEHTaLUW;

e PYKOBOZCTBO MO YCTAaHOBKE 1 NepBUYHON HACTPONKe.

AboHeHmcKul w3 TAU-1M.IP 15
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2 YNPABJIEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hauano pabortbli

[na Hayana paboTbl HYXKHO NOAKAOUUTLCA K YCTPOUCTBY No MHTepdeicy LAN yepes web-6paysep:
1 Otkpoiite web-6paysep (Mporpammy-npoCcmMoTPLLMK FMNEePTEKCTOBbIX AOKYMEHTOB), Hanpumep,

Firefox, Opera, Chrome.
2 BeawuTte B agpecHom cTpoKe bpaysepa IP-agpec ycTpoiictsa.

iﬁu 3aBopacKoii IP-agpec yctpoiictBa: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapyKeHUKN yCTPOMCTBa B OKHe Bpaysepa oTobpasmTca CTpaHMLA C 3aNPOCOM MMEHM
no/ib30BaTeNA U Napons.

TAU-1M.IP u

NomH:

Mapons:

3 BeeauTe nma nonb3oBaTtens B CTpoKe «JIOrMH» U Naposib B CTpoKe «llaponb».

iﬁu 3aBoACKMe YCTaHOBKM: I0ruH: admin, naponb: password.
4 Haxmute KHOMKy «BoiTi». B okHe 6pay3sepa OTKpoeTcA MeHIo BbICTPOro 3anycKa.

2.2 CmeHa nonb3oBarteneu

Ha ycTtpolictBe cyuwecTByeT Tpu TMna nosb3oBaTesnen: admin, user n viewer. [onb3oBatenb admin
(apmuHKUCTpaTOp, Naposib N0 yMONYaHMIo: password) MMeeT NMoJHbIN AOCTYN K YCTPOMCTBY: YTEHME U 3aMUCb
NoBbIX HACTPOEK, NO/HbIA MOHUTOPUHI COCTOAHMS yCTpocTBa. Mosib3oBaTeNb user (HeNpUBUAETMPOBAHHbDIN
nonb3oBaTesb, Napo/ib MO YMOJIYAHMIO: USer) UMeeT BO3MOXHOCTb BbIMOJIHUTb TO/IbKO HAacTpPoiKy PPPOE gns
noaKNtoueHUs K MHTepHeTy, He MMeeT A0CTYNa K MOHUTOPUHIY COCTOAHMA YCTPOMCTBa. MNonb3oBaTenb viewer
(HabnopaTtennb, Naponb MO YMOYAHUIO: viewer) MMeeT MPaBo TONbKO NMPOCMATPUBATh BCHO KOHOUIypaLuio
ycTporicTBa 6e3 BO3MOXKHOCTM YTO-1MO0 pefaKTMPOBaTb, MOHUTOPUHI COCTOSIHUA YCTPOMCTBA eMy AOCTYNEH B
noaHom obbeme.

TAU-1M.IP

m IP-renechoHna  IP-TeneBuaeHne  JlokanbHble MHTepdencel  CucTema

QoS HacTpoiika MAC-agpecos  DHCP-cepsep  JlokansHeld DNS — NAT n npobpoc nopToe  CeTeBoil 3kpaH  ACL

DUNLTp MAC IMapLpyTH3auma JWHaMU4ecKHid DNS SNMP MonbaoBaTenscke VLAN

16 AboHeHmcKul w3 TAU-IM.IP
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an Ha*aTun Ha KHOMKY «B8bIXOO» TEKYLWaA ceCccrnAa nosibaoBatena 6y,u,eT 3aBepuleHa, OT06p33VITCF| OKHO
aBTOpU3aumnn:

1M.IP

JIoruH:

admin

Maponb

[na cmeHbl AOCTyNa HEOBXOAMMO YKasaTb COOTBETCTBYIOLIME MMSA NOJIb30BATENA M NAPOJb, HaXaTb
KHOMKY «Bolimu».

2.3 Pexxumbl pabotbl web-uHtepdeiica

Web-uHtepdelic yctpoiictea TAU-IM.IP moxeT paboTaTb B Tpex pexmmax:

e IMOHUTOPUHT — PEXUM MOHUTOPUHIA CUCTEMbI — WCMNOJb3YeTCA AN NPOCMOTPAa PasINYHOMo
poda WHPoOpMauum o paboTe YCTPOMCTBA: aAKTMBHOCTb MHTEpPHET-COeAMHEHUs, COCTOSHME
TenedoHHOro nopTa, 06bveM NPUHATbIX/NepedaHHbIX A4AaHHbIX NO CETEBbIM UHTepderncam U TaK
danee;

o MAUTKKU — pexkum ObICTPOro KOHPUIYPUPOBAHMA CUCTEMbI — B KaXKAOM NAUTKE CrpynnmMpoBaHbl
HACTPOMKM MO UX GYHKUMOHANbHOMY HasHayeHuto: MHTepHeT, IP-TenedoHusn, IP-TenesnaeHune m
Cuctema. B nAuTKY BbiBeAEHbl TONIbKO OCHOBHblE NapameTpbl, NO3BONANOLWME MAKCUMASIbHO
6bICTPO HACTPOUTL ONpeseeHHY0 GYHKLMIO YCTPOMCTBA;

e HacTpoOMKM — paCLWIMPEHHbI pPeXUM KOHOUIYPUPOBAHMA CUCTEMBI (PEeKMM MOJAHOro
KOHOUIypupoBaHMUa) — NO3BOJISIET BbINOJHUTbL NONHOE KOHOUTYPUPOBaHME YCTPOMCTBA.

Ons HaBUraumm mexay pemMmamum web-uHtepdeica cayKMT naHesb, KOTOpPasa HaxoAWUTCA C J1eBOM
CTOPOHbI wWeb-nHTepdeica. MNpu HaBefEHUM yKa3aTeNA MbllIW NaHe b PaCKPbIBAETCA:

UHTepHet WHTepHer
Pexun pabo Pesun pafo)
MpoTok| MpoTa
IP-z3ap b IP-asf
* Nacka nogce @ MOHWUTOPKMHT Macka nogc
EE8 LLInKIE A0 yMom-aH 22 MINMTRK 1LInk03 MO yROMaH
i+ MEpBM-HEIR D £+ HacTpoikm MepeK4HEIi D
BTOpM4HER D BTOpM4HEIR D

U3 pexnma «AUTKUY» B pexmnm «HacTponKmn» nepexos BO3MOXKEH TaKKe yepes CCbiNKy «nodpobHee» B
Ha3BaHWU NANTKM.

AboHeHmcKul w3 TAU-1M.IP 17
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2.4 MNpumeHeHMe KOHPUrypaLum 1 oTMeHa U3MEeHeHMU

2.4.1 TMpumeHeHUe KoHuUrypauum

Mo Ha)XaTuio Ha KHOoNKY «MpUMeHUTb» NPOUCXOAUT COXpaHeHue KoHdurypauum Bo flash-namatb
YCTPOWCTBA M NPpUMEHEHMe HOBbIX HacTpoeK. Bce HacTPoiKM BCTynaloT B cuay 6e3 nepesarpyskm
yCTpoicTBa.

KHonKa «MpumeHWUTb» B MeHI0 BbICTPOro KOHPUIYPUPOBAHMSA M B MEHIO PACLUMPEHHbIX HACTPOEK

+ TpUMEHHTE
COOTBETCTBEHHO MMeeT Bna: ) .

B WEb-MHTepdDEI‘/‘ICE peannsoBaHa BMU3yasibHaA MHOUKAUMNA TEKYyLWLErNo COCTOAHMA NnpouecCa NpuMmeHeHUA
HaCTpOeEK, ONUCaHHaA B Ta6IIVILI,e 5.

Tabnunuya 5 — BusyanbHasa MHAMKALMA TEKYLLETO COCTOAHMA NpoLLecca NPUMEHEHNA HACTPOEK

BHewHuit BuA,

OnucaHue cocToAHUA

HacTpoikd ceTi £

NMocne HaxaTuMA Ha KHOMKY «[IpMMeHUTb» NPOUCXOAUT Npouecc NPUMEHEeHUA N 3anucu

HacTpoeK B NamATb ycTpoictea. 06 stom nHGOPMMpPYET 3HAUOK H B Ha3BaHWUM BKNAOKM
M Ha KHoMKe «IpPUMeHUTb.

HacTpoikd cetk &

06 ycnewHOM COXpPaHEHMM W MPUMEHEHUM HacTpoek uHbopmUpyeT snauok [ 8
Ha3BaHMM BKNALKM.

HacTpolkw ceTk @

Ecnn 3HaveHne napameTpa 6b110 YKa3aHO C OLIJM6KOI;’I, TO MOocCne HaXaTunAa Ha KHOMKY
«[lpMeHUTb» MOABUTCA COOTBETCTBYIOLWEe COO6LI.I,€HM€ C YKa3aHMeM MNpUYnHLI, a B

Ha3BaHWU BKN1Ia4KHU 0T06pa3MTCFI 3HaA4oK E]

2.4.2 OTmeHa U3MmeHeHU

OTMmeHa U3MeHeHUiA NPOU3BOAUTCA TOIbKO A0 HAXKaTUA Ha KHOMKY «MpumeHutb». B atom cnyyae
OTpeAaKTUpPOBaHHble Ha CTpaHUUE napameTpbl OOHOBATCA TEKyWMMM  3HAYeHUAMM,

3anUCcaHHbIMMU B NaMATM ycTpoucTBa. lMocne Ha)KaTMa Ha KHONKy «lMpumeHUTb» BO3BpaT K
npeAbiAyLMM HacTpoKam 6yaeT HEBO3MOXKEH.

KHOMKa OTMEeHbl U3MEHEHWNI B MeHIO BbICTPOro KOHPUIYPUPOBAHMA U B MEHIO PACLUMPEHHbIX HACTPOEK

x
COOTBETCTBEHHO MMeeT BUA: )

® Otmena

18
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2.5 MeH1o 6bicTPOro KoHUrypmposaHus

B meHto 6bIcTporo KoOHGUIypUpPoBaHMA OTOOPAXKAKOTCA OCHOBHbIE HACTPOIKN YCTPOMCTBA, PUCYHOK 6.

WHTepHer

Petum paboTel
MpoTokon

BHewHui IP-agpec
Macka nogceTw
LLINko3 Mo YMOMYaHKID
MepBuyHLIl DNS

BTOpWYHLIN DNS

IP-TeneBngeHue

Brnwunte IPTV

Brnio4nTe HTTP-
npoKcK

MopT HTTP

nogpoGHee

MapwpyTusator v
Static v
192.168.18.111
255.255.255.0

192.168.18.1

2 -

nogpoGHee

IP-tenedoHnna nogpoGHee

MuHua 1 SIP

BKNHYNTE

Homep | 001
AyteHTUhbUKaumA

VMg nons3oeatenA

Maponb | sesseesses

Cucrema noapoGhee

HocTyn K Web yepes WAN
HTTP &

HTTPS

3 -

PUCYHOK 6 — MeH10 6bICTPOro KOHUIypupoBaHua

HacTpoiku pasgeneHbl No CAeayHoWmMm KaTeropuam:

2.5.1 MWHTepHer

UHmepHem — 6bICTpas HaCTPOWKa BbIxoAa B Ce€Tb MHTEpHET;
IP-menegoHus — BbiCTpasn HacTpoliKka TenedoHuu;

IP-menesudeHue — KOHPUrypmpoBaHue yCTPOMUCTBA ANA NoAAEPHKKM yHKUMIA IPTV;
Cucmema — HacTpoiika focTtyna K web-uHTepoericy uepes WAN-noprT.

Onsa goctyna K cetm UHTepHeT HeobXo4MMO YCTaHOBUTL OCHOBHbIE HAacTPOMKK B pasgene «MHTepHeT».
[nA yKasaHWA [OMOJIHUTENIbHLIX MAPaMEeTPOB NeperanTe B PEeXMM PaCUMPEHHbIX HAaCTPOEK, HaXKaB CCbIIKY

«noapobHee».

Pexxunm paboTbl — pexunm paboTbl yCTpOMCTBa:

mapupytmnsatopa (LAN nsonmposaH ot WAN);

nepeaatotca npospayHo n3 LAN 8 WAN 1 06paTHo;

Mapwpymuzamop — mexay LAN- n WAN-uHTepdelcom yCTaHaBAMBAETCA PEXUM

Mocm — mexay WAN u LAN-uHTepdeincom ycTaHaBAMBAETCA PEXUM MOCTA: AaHHble

AboHeHmcKul w3 TAU-1M.IP
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e [lpomokon — BbIGOP NPOTOKONA, MO KOTOpPOMy ByAeT ocylecTBAATbCA nogkntoveHne WAN-
mHTepdelica yCTPoNCTBa K ceTn npoBalgepa:

— Static — pexum paboTbl, Npn KoTopom IP-agpec n Bce Heobxoaumble NapameTpbl Ha
WAN-uHTepdelic HasHavaloTcA cTaTuyecku. [pu  Bbibope Tumna «Static» pgna
penakTMpoBaHUA byayT 4OCTYNHbI CAeaytowmne napameTpbl:

BHewHuli IP-adpec — ycTtaHoBKa IP-agpeca WAN-uHTepdelica ycTpoictBa B ceTu
nposaiaepa;

Macka nodcemu — mackKa BHELIHen noaceTy;

LUnto3 no ymonyaHuro — afapec, Ha KOTOPbIA OTNpaBAAeTcA NakeT, eciu ANA Hero He
HalaeH MapLupyT B Tabauue mapLpyTUsaumu;

MepsuuHelli DNS, BmopuyHeili DNS — agpeca cepBepoB [AOMEHHbIX WMEH
(ncnonb3aytotes gns onpegeneHus IP-agpeca ycTponcTBa No ero JOMeHHOMY UMEHM).
[aHHble NoiA MOMKHO He 3aN0HATb, eCAU B HUX HET HE0BX0AUMOCTU.

— DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa,
W03 MO YMONYAHUIO U ApYyrMe napameTpbl, Heobxoaumble ana paboTbl B ceTu, byayT
nony4yeHbl ot DHCP-cepsepa aBTomaTUyeCKM.

Mogaepxneaemsblie onumu:

1 — mackKa ceTy;

3 — afpec ceTeBOro W/t03a No yMOYaHuIo;

6 — agpec DNS-cepBepa;

12 — ceTeBOE UMSA YCTPOWCTBA;

15 — gpomeHHOEe ums;

26 — pasmep MTU;

28 — wupoKoBeLaTebHbIN agpec ceTu;

33 — cTaTUYyecKme mapLupyTbl;

42 — appec NTP-cepsepa;

43 — cneundunyHaa nHGopmauma Nnpom3BoaUTENS;
60 — anbTepHaTMBHbIN Vendor ID;

66 — agpec TFTP cepsepa;

67 — nma daiina NO (ana 3arpysku no TFTP ¢ cepsepa 13 onumm 66);
82 — nHpopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MapLUPYThI.

B DHCP-3anpoce B onumu 60 ycTpOMCTBO NepeaaeT cieayowyo MHGopMaL Mo Npom3BoaAnNTENS
B dopmare:

[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTtHana Bepcus] [SN:cepuiiHbii
Homep][WAN:MAC- aapec untepdeiica WAN][LAN:MAC- agpec nHtepdeiica LAN]
[VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

- MepsuyHobili DNS, BmopuyHbili DNS — |P-agpeca DNS-cepsepoB — ecnun agpeca DNS-
CEpPBEPOB He Ha3Ha4aloTCs aBTOMATUYECKMU Mo npoTokoay DHCP, npu HeobxoamMmocTtu
3ajaliTe UX Bpy4yHyto. Appeca, 3adaHHble BpyYHyto, OyayT MMeTb NPUOPUTET Hag
agpecamn DNS-cepsepoB, noay4eHHbIX Mo npoTtokony DHCP.

20
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Cnucok wucnonb3yemblx DHCP-onuuii Ha Kaxgom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 334aBaTb Bpy4Hyt0. MHGOpPMaLMA NO HACTPOWMKe CNMCKA NpeacTaB/ieHa B
Mpunoxerune B. HACTPOMKA dhcp-KAMEHTOB B My/IbTUCEPBUCHOM PEXMME.

—  PPPoOE — pexxum paboTbl, npu kotopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.

Mpu BbIbOpe «PPPOE» ANnA peakTMPOBaHUA CTaHYT AOCTYMHbI CAeaytowme napameTpbl:

- ImA nonv3osamesa — nma NONb30BaTeNA ANA aBTopusaumm Ha PPP-cepsepe;

- Maposs — naponb ana astopmusaunm Ha PPP-cepsepe;

- Service-Name — vmsa ycnyrn — 3HadyeHue Tera Service-Name B coobuweHumn PADI ans
UHMumanmsauum PPPoE-coegmHeHus (MCnosb3oBaHWE AaHHOM OMUMK He SABAseTCs
obnaAsaTenbHbIM, 3TOT MNapameTp HacTpamBaeTcs TOMIbKO No  TpeboBaHMUIO
nposaiiaepa);

- Bmopolii docmyn — Tun AocTyna K JI0Ka/ibHbIM CETEBbIM Pecypcam.

MoHO BbI6paTh 2 BapmaHTa:
DHCP — puHamuyeckuii goctyn, Korga IP-agpec n Bce Heobxogumble MnapameTpbl
nosay4atotca no npotokoay DHCP;
Static — cTaTUY4ECKUN — B 3TOM C/lydae Heobxoammble A1A JOCTYNa NapaMeTpbl HYXKHO
YyKa3aTb BPY4HYIO:

= [P-a0pec — npw CTaTUYECKOM AOCTYME C 3TOro agpeca ocyliectsaserca goctyn o PPTP-cepsepa;
= Macka nodcemu — nNpu cTaTUYECKOM [0CTyNne MacKka NoACeTy;

= DNS-cepsep — npw ctatuyeckom goctyne cepsep DNS, ncnosbsyemblin B TOKa/IbHOM CETH;

= [l/n103 — NpY CTaTUYECKOM AOCTyne WA3 Ana aoctyna K PPTP-cepBepy (ecnmn Heobxoaum).

—  PPTP — pexXum, Npu KOTOPOM BbIX0Z, B MHTEPHET OCyLLLEeCTBAAETCA Yepe3 CneuunasbHbIn
KaHan, TYHHeNb, Ucnosb3ya Npotokon PPTP. Mpu Bbibope «PPTP» gna peaakTMpoBaHus
CTaHYT AOCTYMHbI Chefyowpe napameTpbl:

- PPTP-Cepeep — appec cepsepa PPTP (nomeHHoe uma nnu IP-agpec B dopmare IPv4);
- UIma none3osamena — nma Nonb3oBaTena anAa asropusaunm Ha PPTP-cepsepe;

- Maposb — naponb ana astopmsaunm Ha PPTP-cepsepe;

- Bmopoli docmyn — TMR goCTyna K IOKanbHbIM ceTeBbiM pecypcam u PPTP-cepsepy.

MoKHo BblbpaTb 2 BapuaHTa:

DHCP — punHamuyeckumit goctyn, Koraa IP-agpec n Bce Heobxoammbie napameTpbl
nosay4atotca no npotokoay DHCP;

Static — cTaTMYecKuin, B 3TOM C/lyvyae Heobxoaumble pns goctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYUHYIO:

e IP-a0pec — npwu cTaTUYECKOM AOCTYrMe € 3TOro afpeca OcyLecTBAAETCA AO0CTYN A0
PPTP-cepBepa;

e Macka nodcemu — Npu CTaTUYECKOM AOCTyNe Macka NoaceTH;

e DNS-cepgep — npu cTatmdeckom pgoctyne cepsep DNS, wucnonb3yembii B
NIOKanbHOM ceTu;

e llIn03 — npu CTaTMYECKOM AocCTyne Wwa3 ana goctyna K PPTP-cepsepy (ecnu
Heobxoaum).

— L2TP — pexum, Npu KOTOPOM Bbixoa B MIHTEpHET OCcyLLecTBAAETCS Yepes CneumnasibHbIn
KaHan, TYHHeNb, Ucnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» anA peAakTMpoBaHuA
CTaHYT AOCTYMHbI CAeaytowme napameTpbi:
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L2TP-Cepsep — aapec cepBepa L2TP (aomeHHoe nms unu IP-agpec 8 popmarte IPv4);
Uma nonbzosamena — Uma NONb30BaTeNa AN asTopusaumm Ha L2TP-cepsepe;
lapoab — naponb Ana asTopmusaummn Ha L2TP-cepsepe;

Bmopoli docmyn — Tun AOCTyna K JIoKaAbHbIM ceTeBbiM pecypcam n L2TP-cepsepy.

Mo*KHo BbIOpaTb 2 BapuaHTa:

DHCP — puHamuuyeckun poctyn, Korga IP-agpec u Bce Heobxoaumble MNapameTpsl
nosay4vatotca no npotokoay DHCP;
Static — cTaTU4YecKMi, B 3TOM C/lydyae Heobxoammble ana poctyna K L2TP-cepsepy

napameTpbl 334at0TCs BPYUHYIO:

= |P-a0pec — npw cTaTUYECKOM AOCTyMe C 3TOro agpeca ocyliectTsaserca goctyn ao PPTP-cepBepa;
= Macka nodcemu — Npu CTaTU4ECKOM A0CTyrNe Macka noaceTy;

= DNS-cepsep — npwu ctatndeckom goctyne cepsep DNS, ncnosb3yemblit B 1OKa/IbHOM ceTu;

= [lIn103 — Npw cTaTUYECKOM A0CTyne W3 Ans aoctyna K L2TP-cepsepy (ecan Heobxoaum).

Mpotokonbl PPTP n L2TP ucnonb3ytoTca gna co3faHuA 3alMLUIEeHHOro KaHana CBA3M
yepes Internet mexkay KOMMNbHOTEPOM YAQNEHHOrO NOJIb30BaTe/NA U YACTHOWM CETbIO €ro
opraHusaumn. PPTP n L2TP ocHoBbIBalOTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABAAIOTCA €ro pacwupeHuamn. [aHHble BepxHux yposHen mogenn OS| cHavana
MHKancyaupytoTca B PPP, a 3atem B PPTP unan L2TP ans TyHHeNbHOM nepenayn 4Yepes cetu
obuwero gocrtyna. ®yHKUMOHANbHbIE BO3MOXHOCTU PPTP 1 L2TP pasnunuHbl. L2TP moxxeT
MCNONb30BaTbCA He TONbKO B IP-ceTax, cnyxebHble coobweHna ANna co3gaHusa TYHHeNnsa u
nepecbisIKM MO HEMY AaHHbIX UCMOAb3YHOT O4MHAKOBbIM popmaT u NpoToKobl. PPTP moxeT
NPUMEHATLCA TONbKO B IP-ceTax, u emy Heobxoammo otaenbHoe coeaunHeHue TCP gns
CO3/1aHMA U MCMNONb30BaHUA TyHHensa. L2TP nosepx IPSec? npeanaraet 6onbliue ypoBHeit
6esonacHocTn, Yem PPTP, M uMmeeT BbICOKYIO CTeMeHb 3alLMLLEHHOCTU BaXKHbIX ANA
OpraHu3auum AaHHbIX.

OcobeHHocTn L2TP aenatoT ero o4eHb NepcrneKkTUBHbIM NPOTOKOIOM A/1A NOCTPOEHMA
BUPTYa/IbHbIX CETEN.

[na BCTynneHuA B CUNY HOBOM KOHPUrypauMM M 3aHECEeHWUA HACTPOEeK B SHEProHe3aBMCUMMYIO NamATb

Ha*XMute KHOMKy . Ana oTmeHbl MU3MEHEHUIN HaXKMnTe KHOMKY

Y106bl MOAKAOYUTL YCTPOWCTBO K CETU NpoBamaepa, HEOOXOAMMO YTOYHMTb Yy onepaTopa ceTeBble
HAcTpolKK. MpKU MCNONBb30BAHUM CTATUHYECKUX HAcTpoeKk B none «[lpPOTOKO/» HYXHO BblOpaTb 3HayeHue
«Static», 3anonHUTL Nonsa «BHewHun IP-agpec», «Macka noacetn», «LLUno3 no ymonydaHuto», «lfepBrUHbIN
DNS» n «BtopuuHbii DNS» npeaoctaBAeHHbIMW MPOBANAEPOM COOTBETCTBYIOLWMMM 3HAYeHUAMKU. Ecau
YCTPOMCTBA B CETU NpoBaligepa Noay4atoT ceTeBble HAaCTPOIMKK No npoTtokonam DHCP, PPPoE, PPTP nau L2TP
— B none «MpoToKoN» BbibepUTE COOTBETCTBYHOLLMIA MPOTOKON M BOCMNO/Ib3YATECH MHCTPYKLMAMM NpoBangepa
ONA NOJIHOM U NPaBMIbHOM HAaCTPOMKKM YCTPOMCTBA.

2 [na KoppeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO a4pPEecoB OTNpaBuTens.
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2.5.2 IP-tenedpoHun

Ona pabotbl IP-TenedpoHMM HEOOBXOAMMO YCTAaHOBWUTb HACTPOMKM B pasgene «IP-tenedoHus». Ons
YKa3aHMA [ONONHUTENbHbBIX MAPaMeTPOB MepenauTe B PEXMM PACLUMPEHHbIX HACTPOEK, HaXKaB CCbLIKY
«noopobHee».

Bo BK/1agKe «JIMHMA 1» BbINOAHAKOTCA OCHOBHbIE HAacTPOMKKU TenedpoHHOro nopTta «Phone» ycTpoitctea:

e Brawoyumes — npu ycTaHoBNeHHOM daiare AaHHAA IMHUA aKTUBHa;

e Homep — abOHEHTCKUI HOMEp, 3aKpenaeHHbIN 3a TenedOoHHOW NUHUEN;

e UmA nonv3zosamena — UMA NONb30BATENA ANA ayTEHTUPUKALMM Ha SIP-cepBepe;
e [laposb — naponb ana ayteHTUdUKaumm Ha SIP-cepsepe.

Bo BK/1lagKe «SIP» BbINO/HAKOTCA OCHOBHbIE HAacTPOMKK Ana SIP-npoKcu cepsepa:

e SIP-npokcu cepsep — ceTeBoit aapec SIP-cepBepa YCTPOMCTBA, OCYLULECTB/AIOWErO KOHTPO/Ib
[ocTyna Bcex aboHeHTOB K TenepoHHOM ceTn npoBaiaepa. MoxKHO yKasaTb Kak IP-agpec, Tak u
AOMeHHOe UMsA (Yepes ABoeToune MOXHO 3a4aTb anbTepHatTuBHbIM UDP-nopTt SIP-cepsepa, no
ymonyaHuio 5060);

e Peaucmpayus — npw ycTaHOBNAEHHOM dnare paspelleHa pernctpaumns aboHEHTCKMX NopToB Ha
cepBepe peructpayumu;

e (Cepsep pecucmpayuu — CETEBOM agapec YCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perucTpauma
Bcex aboHeHTOB TenedOHHOW CeTU C LeNblo NPeAoCTaBAEHUA UM NpPaBa No/1b30BaTbCA YC/yramu
cBA3N (4epe3 ABOETOYME MOXKHO YKas3aTb anbTepHaTUBHbIM MOPT CepBepa Perucrpaumm, no
ymonyaHuto 5060). MorKHO yKasaTb Kak IP-agpec, Tak U gomeHHoe ums. O6bIMHO cepBep
pernctpaunun pusnyeckn coBmelleH c SIP-npoKkcu cepsepom (OHM MMEIOT O4MHAKOBbIV agpec);

e SIP domain — poOMeH, B KOTOPOM HaxoamTcA YCTPOMCTBO (3anOnHATbL Npu HeobxoaMmocTu),
Ha3Ha4yaeTcA aBTOMATMYECKM npu nonydeHum 15 onumm npotokona DHCP wnm 3apaetca
BPYYHYIO. [lOMEeH, 3aZaHHbI BPYYHYHO, MMEET NPUOPUTET HaA, HACTPOMKOM MOJYy4EeHHOM no
DHCP.

Ona scTtynnenua B cnuny HOBOWM KOHd)VIpraLI,VIM M 3aHeCeHMA HaCTpPOoeK B 3HepProHesaBUCUMYIKO MaMATb

Ha*XMUTE KHOMKY . ,U,]'IFI OTMEHbI USMEHEHUIN HAXMUTE KHOMKY

2.5.3 IP-teneBugeHue

Ons paboTbl GyHKUMM IPTV HYXKHO BbINONHWUTL OCHOBHbIE HAaCTPOMKK B pasgene «IP-tenesngeHue». Ons
YKa3aHMA [OMNONHUTENbHBIX NMAapaMeTpPoB MepenauTe B PEXMM PACLUMPEHHbIX HACTPOEK, Ha¥KaB CCbUIKY
«nodpobHee».

e Bkawyume IPTV — npu ycTaHoBNeHHOM d¢nare paspelleHa TpaHcaaumAa naketoB |IP-
TenesngenHma ¢ WAN-untepdeiica TAU-IM.IP (13 ceTu npoBaigepa) Ha YCTPOWMCTBa,
noakntoveHHble K LAN-uHTepdeicy;

e Bkarwyume HTTP-npokcu — npu ycTaHoBneHHOm ¢nare ucnonb3oBate HTTP-npokcu. HTTP-
NPOKCK ocyllecTenneT npeobpasosaHne UDP-notoka B noTok HTTP, 4To no3BoasieT yayywunTb
KauyecTBO TPAHCAMPYEMOro M306paXKeHMs Mpu MAOXOM KayecTBe KaHajla CBA3M B JIOKa/NbHOWM
cetu;

e [lopm HTTP — Homep nopta HTTP-NpoKcK, ¢ KOToporo 6yaeT ocyLecTBAATLCA TPaHCAMPOBaHUe
BMAEONOTOKa. Mcnonb3yiiTe 3TOT MOPT AN NOAKAYEHMA K TPAHCAMPYEMbIM YCTPOWCTBOM
notokam IPTV.

Hanpumep, ecan yctpoiictBo MmeeT Ha LAN-uHTepdelice agpec 192.168.0.1, pgns nopTa NPOKCK-
cepBepa BbibpaHo 3HauyeHue 2345, 1 HeobxoAMMO BOCNPOU3BECTM KaHan 227.50.50.100, TpaHcaupytowmiica
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Ha UDP-nopt 1234 — pana nporpammbl  VLC agpec NOTOKA  HYy)HO 3agaTtb B BuAe:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ona BCTYyNnn1€eHUA B Cuny HOBOW I-(OH(I)MI'ypaLI,VIM N 3aHeCeHNA HAaCTPOEK B SHEProHE3aBUCUMYIO NMaMATb

Ha*XMunte KHOMKRy . Ona oTmeHbl WU3MEHEHUN HaXMUTE KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbIMOMHAETCA HacTpoiMKa JocTyna K web-koHowurypatopy ycTpoiictea. s
YKasaHua [OMNOJHWUTENbHbIX MAapaMeTpoB MepenauTe B PEXMM PaACWMPEHHbIX HACTPOEK, HaXKaB CCbIIRY
«rnodpobHee».

Hoctyn K Web yepes WAN:

e HTTP — npu yctaHoBieHHOM dnare paspeleHo MoAaK/lYeHne K web-KoHurypatopy
ycTpoiictBa yepes WAN-nopt no npotokony HTTP (He6e3onacHoe noaKkaoueHue);

e HTTPS — npu ycTaHOBAEHHOM dare paspeleHo MogKalodeHne K web-koHburypaTopy
ycTpoiictea yepe3s WAN-nopt no npotokoay HTTPS (6e3onacHoe noakaoveHue).

V Mo ymonuaHuio goctyn K web-uHtepdeiicy yctpoiictea paspeLueH TonbKo yepes LAN-uHTepodeiic.

Ona scTtynneHuna B cuny HOBOW KOH(I)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHE3aBUCUMMYIO NMaMATb

Ha*XMunte KHOMKy . Ana oTmeHbl M3MEHEHUIN HaXKMnTe KHOMKY

2.6 PacwmpeHHble HaCTPOMKHM

[na nepexofa B peXMM paclUMPEHHbIX HACTPOEK YCTPOMCTBA HAXKMWUTE CCbUIKY «rnodpobHee» B
Ha3BaHWK N0BOIM NAUTKM MM HA NaHeNn caeBa BblbepuTe NYHKT «HacTpoKmy.
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2.6.1 OcHoBHble anemeHTbl web-uHTepdeiica

Ha pucyHKke 7 npeacTaBneHbl 3/1eMeHTbl HaBurauuMnm web-KoHPUrypatopa B pekunme paclMpeHHbIX

HACTpPOEK.

© 00O "Mpednpusmue "Snmexc”, 2011 — 2018

T

-1M.IP 1 - E

Cete QLECHEWLLTTEE |IP-TeneeugeHve  JlokaneHble MHTepdgencel  Cuctema <)

QoS HacTpoiika nuHMit  TMpodunu SIP Mpodunudialplan  Mpechukcs ynpasnekua ABO  CrHanbl BbizoBa  McTopus Bbi30B0B )

=

CeTeBble HacTpoiku IP-TenedoHnn 2]

MCronk30BaTk HACTPORKY Intemet ¥

Hactpoiika IPSec

Brntounte

= Bepeus M10° (rexkyman sepcua M0)
{ Bepcus eeb-usmepgelica: (Tekywan eepcna Bed-nHrepheiica)

PUCyHOK 7 — dnemMeHTbl HaBuraumm web-koHdpurypatopa

OKHO NoNb30BaTe/IbCKOro MHTepdeca pasaeneHo Ha cemb obnacTei:

1

Mma nonb3osaTens, Nod KOTOpPbIM 6bin OCyLEeCTBAEH BXO4, B CUCTEMY, KHOMKa 3aBeplueHus
ceaHca pabotbl B web-nHTepdeiice (86/1x00) noa AaHHbIM NONb30BaTeNEM U BbiNagatollee MeHIo
BblbOpa A3blka web-uHTepdelica.

BKnaakM MeHK rpynnupyloT BKAaAKM nogmeHio no KaTeropuam: Cetb, IP-tenedoHumsn, IP-
TeneBugeHue, JlokanbHble MHTepdeicbl, Cuctema.

BKnagKku nogmMeHIo cayKat 414 ynpasaeHnAa nosem HacTpoekK.

MaHenb cMmeHbl pexunma web-KoHpurypaTopa (onucaHue npuseaeHo B pasgene 2.3 Pexmmbl
paboTbl web-uHTepdeiica).

Mone HacTpoek ycTpoMCTBa, KoTopoe 6asupyeTca Ha Bblbope Nonb3oBaTensd, npeaHasHayYeHo
AN NPOCMOTpPa HACTPOEK YCTPOMCTBA M BBOAA KOHOUIYPALMOHHbIX AaHHbIX.

KHOMKM ynpasneHuna KoHourypaumei, nogpobHaa MHpopmaLms npuseseHa B pasgene 2.4,

- [lpumeHUMb — NPUMEHUTb U COXPAHUTb TEKYLLYIO KOHOUTYPaLMIO B SHEPTOHE3ABUCUMYHO
NamATb YCTPOWCTBA;

- OmmeHa — OTMeHa W3MeHeHWl/ i (BO3MOMKHA TONMbKO [0 HaxKaTua Ha KHOMKY
«[MpumeHumMs »).

NHbopMaumoHHOe nosne, B KOTOpPOM OTOGparkaeTcA Bepcus nporpammHoro obecneyeHus,
Bepcua web-uHTepoelica.
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2.6.2 MeHio «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUIYPUPOBaAHME CETEBLIX HACTPOEK YCTPOMCTBA.

2.6.2.1 MNMogmeHio «UHTEepHET»

B noameHio «MHTepHET» BbINOJHAETCA KOHPUrypMpoBaHMe BHelwHel ceTu (no npotokonam PPPOE,
DHCP, PPTP, L2TP, cTaTU4€eCKM, B PEKMME MaPLLPYTM3aTOPa M MOCTa) U JIOKANIbHOM ceTu.

ObuwmKe HacTPOMKK

MmA xocTa
BHelHAA ceThb
Mogrndenue k MHTEpHET MpoBGIHOS NOGKNKHEHHE v
CrOpOCTh M QY NNEKT Auto v
HacTpodkn nogknioYeHus
Pesum paboThl MapLpy THEaTOR v
Mporokon DHCP v

AnpTepHaTuetbii vendor 1D {onums 80)
Wrbopmauun aresta DHCP Relay (Onuus 82)
Mependreii ONE
Bropudkeit DS

Pazmep MTU 1500
Wenonesosars VLAN

OTKMHOUUTE TPSHE NALUMKD 34PEC OB OTNPAEUTENS

TNokaneHaA ceTb

IP-agpet 152.188.1.1
Macka ngqeeTH 255.255.255.0
Hactpoika IPSec
BrnouuTs Cos

Obuwue HacmpolKu

[ Umsa xocma — ceTeBoe Uma yCTpOl‘;ICTBa.

BHewHsAs cemb

e [loOknrouyeHue K UHmepHem — cnocob NOAKNIOYEHMS YCTPOWCTBA K BHELIHEN CeTu:

— [lposodHoe MoOKAYeHUe — NOAK/IOYEHUE K CeTU MHTEepHEeT OCyLLEeCTBASETCA TO/bKO
no Ethernet-kabento yepes nopt WAN;
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— 3G/4G USB-modem — nopxtodeHMe K cetM WHTepHeT ocyluecTsaseTca uepes
6ecnposoaHoit USB-mogmem 3G/4G (yepes ceTb MOBUIbHOM CBA3M), NOAKAOHYEHHbIN K
USB-nopTy yCTPONCTBa;

— Asmomamud4ecKu repexodums HaA pe3epsHslli KAHAA — NOAKNOYEeHMeE K ceTu NIHTepHeT
OCYLLEeCTBNSETCA N0 OCHOBHOMY KaHany (3agaeTca HuxKe B nose « OCHOBHOM KaHan»), U B
Cyvyae nponajaHua [octyna K cetm WHTepHeT No OCHOBHOMY KaHany 6yaet
npousBeseH aBTOMATUUYECKUIN Nepexos Ha pe3epBHbIN KaHan.

e CKopocmb u OyrsieKc — YCTaHOBKa CKOPOCTM Nepefayn AaHHbIX U pexxmnma paboTbl gynaekca Ha
Ethernet-nopty WAN aboHeHTCKOrO Wnto3a:

— Auto — aBTOMaTHyeCcKoe COorsiacoBaHUe CKOPOCTU U AyneKca;

— 100 Half — nopaepsunsaerca ckopoctb 100 M6UT/c ¢ nonyaynaeKkCHbIM PEXKMMOM;
— 100 Full - noaaep»msaetca ckopoctb 100 M6UT/c ¢ AyNAEKCHbIM PEXUMOM;

— 10 Half - noaaep»meaetca ckopoctb 10 M6UT/c ¢ nonyaynaeKkCHbIM PeXUMOoMm;

— 10 Full - nopaepunsaeTtca ckopocTb 10 MBUT/c ¢ AYNNEKCHbIM PEXKUMOM.

HacmpolKu nodkaryeHus

Mpu BblbOpe cnocoba noakaoyeHnsa «lMpoBogHoe noAkAoveHMe» 6yayT AOCTYMHbI caeadylolime
HaCTPOWKM NOAKAOYEHUA:

o Pexcum pabomsi — pexkum paboTbl YyCTPOICTBA:

—  Mapwpymuzamop — mexagy LAN- n WAN-uHTepdpelricamm ycTaHaBAMBAETCA PEXUM
mapupytmsatopa (LAN nsonmposan ot WAN);

—  Mocm — mexay WAN un LAN-uHTepdericamn ycTaHaBAMBAETCA PEXUM MOCTA: AaHHbIEe
nepegatotca npo3padHo n3 LAN 8 WAN 1 06paTtHO — paKTUYECKM yCTPOMCTBO paboTaeT
B peXXMMe KoMmMyTaTopa.

Mpu Bbibope pexuma paboTbl «Mapwpymuzamop» 6yayT A[OCTYNHbI ciedylowme HaCTPOWKM
NoAKAYeHUA:

e [Ipomokon — BbIGOP MPOTOKO/A, NO KOTOpoMy ByaeT ocyllecTBAATbCA noakatoueHne WAN-
nHTepdeiica ycTponcTBa K CeTM NpesocTaBAeHUn yCayr nposanaepa:

— Static — pexXum paboTbl, Npu KoTopom IP-aapec u Bce HeobxoaMMble NapameTpbl Ha
WAN-uHTepdeic HasHauyatoTca cTaTudecku. [pu  Bblbope Tuna «Staticy» ana
pefaKTUPOBaHMA CTAHYT AOCTYMHbI ClegytoLne napameTpbi:

- BHewHul IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-uHTepdeiica ycTpoiicTea
B CETV NpoBanaepa;

- Macka nodcemu — macKa BHeLHel NoACEeTH;

- WWnwo3 no ymonyaHuo — aapec, Ha KOTOpblA OTNPABAAETCA MAKeT, ecv ANA Hero He
HalifieH MapLpyT B Tabaunue maplupyTusaumu;

- MepsuyHbili DNS, BmopuuHeili DNS — appeca cepBepoB [AOMEHHbIX WMEH
(ncnonb3ytotes gns onpepeneHusa IP-agpeca ycTpoicTBa No ero 4JOMeHHOMY MMEHW).
[aHHble NoA MOYKHO OCTAaBUTb MYCTbIMW, €C/IU B HUX HET HEOBXOAMMOCTH.

— DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LW/K03 NO YMONYAHMIO U ApYyrve napameTpbl, Heobxoaumble ana paboTbl B ceTu, byayT
nony4veHol ot DHCP-cepBepa aBTOMaTUYECKW.

AboHeHmcKul w3 TAU-1M.IP 27



S» ELTEX

MoaaepsknBaemble onuun:

1 — macka ceTy;

3 — agpec ceTeBoro Wan3a No YyMOAYaHMIO;

6 — agpec DNS-cepsepa;

12 — ceTeBO€ MMA YCTPOKCTBA;

15 — pomeHHOe ums;

26 — pasmep MTU;

28 — WnpoKoBeLaTenbHbIMA agpec cetu;

33 — cTaTUyecKkme mapLipyTbl;

42 — appec NTP-cepsepa;

43 — cneunduryHas MHPopmaLma NPOM3BOANTENS;
60 —anbTepHaTuBHbIN Vendor ID;

66 — agpec TFTP-cepBepa;

67 — nma daiina NO (anaA 3arpysku no TFTP ¢ cepsepa 13 onuun 66);
82 — nHpopmauma areHta DHCP Relay;

120 — outbound SIP-cepsepa;

121 — 6ecknaccoBble CTaTUYECKME MapPLUPYTbI.

Ona npotokona DHCP nmeeTca BO3MOXKHOCTb 3a4aTb Heobxoanmoe 3HadyeHue onumin 60 u
82.

AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTaHoBNAeHHOM ¢nare yCTPOMUCTBO
nepenaér 8 DHCP-coobueHunsax B onuum 60 (Vendor class ID) 3HaueHue u3 nona Vendor ID
(onyusa 60). Npu nyctom none onuma 60 B coobuieHmAx npoTokona DHCP He nepepaércs.
Echn dnar AnemepHamuseHsili Vendor ID (onyus 60) He ycTaHoBAeH — B onuuu 60
nepeaercA 3Ha4YeHWeE Mo YMONYAHUIO, KOTOPOe MMeEeT creaytowmin Gopmar:
[VENDOR:npowussogutens][DEVICE:Tnn yctpoiictea][HW:annapaTHas BepcuaA] [SN:cepmitHbii
Homep][WAN:MAC-agpec nntepderica WAN][LAN:MAC-agpec untepderica LAN]
[VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

NHgopmayus aeeHma DHCP Relay (onyus 82) — npu yctaHoBieHHOM dnare nossoaseT

nobasutb B DHCP-3anpoc:

= ldeHmugpukamop uenu azeHma (Onuyua82) — nossonseT gobasutb B DHCP-3anpoc onuuio 82,
nogonuuto 1 — Agent Circuit ID;

= ldeHmupuxamop yoaneHHoz2o azeHma (Onyus82) — nossonaet nobasutb B DHCP-3anpoc onuumio 82,
nogonuuto 2 — Agent Remote ID.

Cnucok ucnonb3yembix DHCP-onumii Ha Kaxkgom ceteBom uHTepdeice (Internet, VolP,
Management) MOMHO 3agaBaTb BpydHyto. WHPopmauma no HacTpoiKe Crnmcka
npeactaneHa B MMpunoxeHne B. HACTPOMKA dhcp-KAvMeHTOB B MyAbTUCEPBUCHOM
pexume

Mepsu4Heblii DNS, BmopuuHeili DNS — IP-agpeca DNS-cepsepos — ecnun agpeca DNS-

CEpBEPOB He HA3HA4aloTCA aBTOMAaTM4Yecku no npoTokosy DHCP, npu HeobxogMmocTu 3againte ux
BPYYHyto. Apgpeca, 3agaHHble BPyYHYlO, OyayT vMmeTb npuopuTeT Hag agpecamu DNS-cepsepos,
nosay4yeHHbIMn no npotokoay DHCP.
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—  PPPOE — pexum paboTsl, npu Kotopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbI6bOpe «PPPOE» ans pefakTMPOBaHUA CTAHYT AOCTYMHbI Cleaytolme napameTpsbl:

Umsa nonv3osamesnsa — nmaA NoAb30BaTeNs ANA aBTopusaumm Ha PPP-cepaepe;

Maponb — naponb ANA aBTOPU3ALNK;

MTU — MaKkcumanbHbIi pasmep ON0Ka AaHHbIX, MepedaBaembix MO CeTU
(pekomeHayemoe 3HaueHne —1492);

Service-Name — nima ycnyrn — 3HayeHue Tera Service-Name B coobueHun PADI (none
He 0653aTe/IbHO A/1A 3aNo/IHEHUS);

Tun coeduHeHUA — B 3aBUCMMOCTWN OT BblbOpaHHOro 3HadyeHua PPPoE-ceccua nogHsaTa
Bcerga (AlwaysOn), nHMuumupyeTca npu HeobxoaumocTu nepegaum Tpadpuka (OnDemand)
UAN  UHUUMUPYETCA U TEPMUHUPYETCA BPYYHYHD MNPU MOMOLUM KHOMOK «BKAOUUTB
TYHHeNb/BbIKNOUNTL TYHHeNb» (Manual);

Talimaym HeakmusHOCMU, C — TMPOMEXYTOK BpPEeMEHU, MO MUCTEeYEHUU KOTOPOro
npouncxoamt paspols PPPoE-ceccumn no HeakTMBHOCTM B pexkume OnDemand;

LCP echo uHmepesasn, c — nepuop, otnpaskm LCP-3anpocos;

Konuuecmso owubok LCP echo — KonnuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOpbIX nponucxoamT paspbis PPPoE-ceccuy;

Bmopoli Odocmyn — TMN  [AOCTyna K  JIOKa/ibHbIM  CETeBbIM  pecypcam.

MoxHo BblbpaTh 2 BapmaHTa:

DHCP — pguHamunuyeckmin poctyn, Korga IP-agpec u Bce Heobxogumbie napameTpbl
nosay4yatorca no npotokony DHCP;

Static — cTaTM4Yeckuit — B 3TOM C/lydyae HeobxoanMmble s A0CTyna napamMeTpbl 3a4at0TCs
BPYYHYIO:

= |P-adpec — npu CTaTUYECKOM A0CTYNe C 3TOro agpeca ocyuiectsaseTca aoctyn ago PPTP-cepBepa;
= Macka nodcemu — npwv CTaTU4ECKOM A0CTyne Mmacka noaceTu;
= DNS-cepsep — npwu ctaTnyeckom goctyne cepsep DNS, MCNOb3yeMbI B IOKaNbHOM CETU;

= [l/n103 — NpY CTaTUYECKOM AOCTyne WAk3 Ana aoctyna K PPTP-cepsepy (ecnn Heobxoaum).

Ucnonezoeams emopoli docmyn 014 VolP — onuuAa pocTynHa, ecan ana cepsuca IP-
TenepoHUN He HaCTPOeH BblAeNeHHbIW UHTepdeic (ycTaHoBneH dnar «Mcrons3zosames
Hacmpoliku Internet»). Mpu cHATOM dnare (no ymonyaHuio) cepsuc IP-TenedpoHnn

nucnonblyetr aaa ceBoek pabotbl uHTepdelic PPP, npu yctaHOBAEHHOM — UHTepdeinc
BTOporo goctyna (IPoE);
AnnapamHoe ycKkopeHue mpaguka — B 3aBACMMOCTM OT BbIGpPaHHOrO 3HayeHus

[OCTUraeTca yBesiMyeHne NponyckHOW CnocobHOCTM yCTpoicTBa Npu nepegaye TpaduKa
PPP (npw Bbibope PPP) unu IPoE (npu Bbibope Ethernet).

— PPTP — peXum, Npy KOTOPOM BbIXo4 B MIHTEpPHET OcyLLecTBAsSETCA Yepes CcneumnasibHbIN
KaHan, TYHHeNb, Ucnosb3ya npotokon PPTP. Mpu Bbibope «PPTP» Ans pegakTMpoBaHUA
CTaHYT AOCTYMHbI Cneayowue napameTpbl:

PPTP-Cepsep — IP-appec cepsepa PPTP;

Uma nonbzosamena — UMA NONb3oBaTeNa Ana asTtopusaumm Ha PPTP-cepsepe;
lMaponb — naponb anAa asTopusaummn Ha PPTP-cepsepe;

MTU — MaKCUMManbHbIA pa3smep 6/710Ka f[aHHbIX, MepegaBaemblXx MO CETU
(pekomeHayemoe 3HauyeHne — 1462);
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Tun coeduHeHus — B 3aBMCMMOCTU OT BblOpaHHOro 3HavyeHuss PPTP-ceccma nogHsaTa
Bcerga (AlwaysOn), wHUUMMPYETCS Npu  HeobxoaMMOCTM nepedaun TpaduKa
(OnDemand) nan MHULMMpPYETCA U TEPMUHUPYETCA BPYYHYIO NPU MNOMOLLM KHOMOK
«Bkawoyums myHHens/Bbikaodums myHHens» (Manual);

Talimaym HeakmusHOCMU, € — TPOMEXYTOK BPEMEHM, MO MCTEYEHUU KOTOPOro
npoucxoamT paspbis PPTP-ceccumn no HeakTUBHOCTM B pexkume OnDemand,

LCP echo unmepeasn, ¢ — nepuog, otnpaskm LCP-3anpocos;

Konuvyecmeo owubok LCP echo — KonuyectBO HeoTBeyeHHbIx LCP-3anpocos, nocne
KOTOPbIX Nnponcxoant paspbis PPTP-ceccuu;

Bmopoli docmyn — Tun AocTyna K I0KanbHbIA ceTeBbiM pecypcam U PPTP-cepsepy.

Mo»KHo BblbpaTb 2 BapnaHTa:

DHCP — punHamudeckuit poctyn, Korga IP-agpec u Bce HeobxoauMmblie napameTpbl
nosay4atorca no npotokony DHCP;

Static — cTaTMYecKui, B 3TOM C/ay4yae Heobxogumble ans goctyna K PPTP-cepsepy
napameTpbl 334a0TCA BPYYHYHO:

= |[P-a0pec — npu CTaTUYECKOM AOCTyMe C 3TOro ajpeca OCYLeCcTBAAETCA AOCTyn A0
PPTP-cepBepa;

= Macka nodcemu — Npu CTaTUYECKOM OCTyNne Macka NoAceTu;

= DNS-cepgep — npwu ctatudeckom goctyne cepsep DNS, ncnosbsyembin B 10Ka/IbHOM

cetu;
= [lino3 — npu cTaTU4ecKOM A0CTyne W3 Ana goctyna K PPTP-cepsepy (ecau
Heobxoanm).

Ucnoneszosams emopoli docmyn 014 VolP — onuua gocTynHa, ecan ana cepsuca IP-
TeNiepOHUM He HaACTPOeH BblAeNeHHbIM UWHTepdelc (ycTaHoBneH dnar «Mcronb3oeams
Hacmpoliku Internet»). Mpu cHATOm ¢nare (No ymonyaHuwo) cepsuc IP-tenepoHnn ncnonbsyet
ans ceoei paboTbl UHTepdelic PPP, npu ycTraHoBeHHOM — UHTepdelic BToporo aoctyna (IPoE).

AnnapaTHoe yckopeHue TpaduKa paboTaeT TOAbKO Ana MHTepdeica BTOPOro AocTyna
(IPOE).

— L2TP — pexKum, Npu KOTOPOM BbIXO4, B MIHTEPHET OCYLLLECTBAAETCA Yepes CnewunanbHbli
KaHa/, TYHHeNb, Ucnosb3ys npotokon L2TP. Mpu Bbibope «L2TP» ana pefakTMpoBaHms
CTaHyT AOCTYNHbI Cneaytowme napameTpbl:

L2TP-cepgep — IP-agpec cepsepa L2TP;
UmsA none3zosamena — UMA NONb30BaATeNA ANA aBTOpu3aumm Ha L2TP-cepsepe;
lMaponb — naponb Ana asTopusaumm Ha L2TP-cepsepe;

MTU — MaKkcumanbHbii  pasmep 6/10Ka [aHHbIX, nepeaBaemblx MO  CETU
(pekomeHayemoe 3HaueHue — 1462);
Tun coeduHeHUs — B 3aBMCMMOCTU OT BblbpaHHOro 3HauyeHus PPTP-ceccus nogHsATa

Bceraa (AlwaysOn), nHULUMMpPYETCA NPU HeobxoaAMMOCTH Nepeaaun Tpaduka (OnDemand)
WAN WUHULMUPYETCA U TEPMUHUPYETCA BPYYHYIO NPU MOMOLWM KHOMOK «BKaw4ume
myHHenb/Bbikaroyume myHHens» (Manual);

Talimaym HeakmusHoCMU, C — TNPOMEKYTOK BPEMEHWU, MO MUCTEYEHUM KOTOPOTO
npoucxoanT paspbls L2TP-ceccum No HEAaKTUBHOCTU B pexkume OnDemand,;

LCP echo unmepesasn, ¢ — nepuog, otnpaskm LCP-3anpocos;
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Konuyecmeo owubok LCP echo — kKonn4yecTBO HeoTBedeHHbix LCP-3anpocos, nocne
KOTOPbIX NpOnCXoauT paspbis L2TP-ceccuu;
Bmopoli docmyn — Tnn AOCTyNa K JIoKasbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.

Mo3KHo BbIbpaTb 2 BapuaHTa:
DHCP — puHamuyeckunit poctyn, Korga IP-agpec u Bce Heobxogumbie napameTpbl
nosy4atorca no npotokony DHCP;

Static — cTaTMyeckMn, B 3TOM c/siydae Heobxoammble ansa goctyna K L2TP-cepsepy
napameTpbl 334at0TCA BPYYHYIO:
- IP-adpec — npw CTaTMYECKOM AOCTyne ¢ 3TOro ajpeca OCylecTBaAseTca AoCTyn A0
PPTP-cepsepa;
- Macka nodcemu — npu CTaTU4ECKOM A0CTyrne macka noaceTy;
- DNS-cepsep — npu ctatnyeckom goctyne cepsep DNS, ncnosnbsyemolin B 10KaNbHOM

cetu;
- W3 — npu ctaTMyeckom AoCTyne W3 gas goctyna K L2TP-cepsepy (ecam
Heobxoanm);

- Ucnonszosame emopoli docmyn 0as VolP — onuma AocTynHa, ecam ansa cepsuca IP-
TenepoHUN He HACTPOEH BblAeneHHbI MHTepdeic (ycTaHosneH dnar «Mcrnons3osame
Hacmpolku Internet»). Mpu cHaTom d¢nare (no ymonyaHuio) cepsuc IP-tenedpoHum
ncnonb3yet Ansa ceoel pabotbl MHTepdelic PPP, npu ycTaHOBNEHHOM — WHTepdeic
BTOpOro aoctyna (IPoE).

AnnapaTtHoe yckopeHue TpaduKa paboTaeT TONbKO ANa WMHTepdeica BTOPOro AocTyna
(IPOE).

MpoTtokonabl PPTP n L2TP ucnonb3ytoTca gaa co3faHuA 3aWMLLEHHOrO KaHana CBA3MU
yepes Internet mexkay KOMMNbHOTEPOM yAANEHHOrO MONb30BaTeNA M YACTHOM CeTbl ero
opraHusaumn. PPTP n L2TP ocHoBbIBaloTCA Ha npoToKose Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwupeHuAmn. [aHHble BepxHuMx yposHel mogenn OSl cHavana
MHKancyaunpytoTca 8 PPP, a 3atem B PPTP unu L2TP ana TyHHeNbHOW Nepeaayn 4yepes cetu
obuwero goctyna. ®yHKUMOHAbHbIE BO3MOXHOCTU PPTP 1 L2TP pasnuuHbl. L2TP moxkeT
MCNONb30BaTbCA He TO/MbKO B IP-ceTax, cay:KebHble COObLWEeHNs Ana CO34aHUA TYHHeNa u
nepecbisIKWU N0 HEMY AAHHbIX UCMONb3YHOT OA4MHAKOBbIM popmaT n npoToKosbl. PPTP moxeT
NPUMEHATbCA TONIbKO B IP-ceTax, n emy Heobxoammo oTaenbHoe coeauHeHue TCP ans
CO3JaHUA W MCNONb30BaHMA TyHHena. L2TP nosepx IPSec® npepnaraet 6osblue yposHeN
6e3onacHocTM, yem PPTP, 1 rapaHTMpPOBaATb BbICOKYIO CTENeHb 6€30MacHOCTb BaXKHbIX A1A
OpraHM3aunm JaHHbIX.

OcobeHHocTM L2TP penatoT ero o4yeHb NepPCneKkTUBHLIM MPOTOKO/IOM A/ MOCTPOEHUsA
BMPTYaNbHbIX ceTel.

e Ucnonvzoseame VLAN — npu ycTaHOBNEeHHOM ¢are Mcnosib3oBaTb A/1a Bbixoda B MHTepHer
naeHtnomkatop VLAN, yKasaHHbIM B none «VLAN ID».

—  VLAN ID — naeHtndukatop VLAN, ncnonbayemblit 4na 4aHHOM yCayru;

— 802.1P — npwusHakK 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAnBaemblit
Ha ucxoasawme ¢ gaHHoro nHtepdeica IP-nakeTbl. NMpUHUMaeT 3Ha4YeHUA oT O (HM3LWKiA
npuopuTet) Ao 7 (HamBbICWIUIA NPUOPUTET).

VLAN — eupmyaneHaa A0KanbHas cemo. [pepcrtasndaetr cobol rpynny  XOCTOB,
00beANHEHHBIX B OAHY CeTb, HE3aBUCMMO OT WX OU3MYECKOTO MECTOHAXOMKAEHMA.

3 lna KoppeKTHOM paboTbl IPSec caesyeT OTKIOUNTL TPAHCAALMIO afPecoB OTNPaBUTENS.
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YcTpoicTBa, CrpynnMpoBaHHble B OAHY BMPTyanbHyto ceTb VLAN, uMmeloT oAuHaKOoBbIM
naeHtnoumkatop VLAN-ID.

e OmKawYuUMb MPAHCAAUUIO a0peco8 omnpasumess — NpU ycTaHOBAEHHOM dnare OTK/OYeHa
nogMeHa agpeca WCTOYHWMKA OTNPaBUTENs MaKeTa M3 JIOKaJibHOM noacetM (OTKAYeHue
masquerading).

Mpw BbIbOpE pexuma pabotbl «Mocm» 6yayT AOCTYMNHbI CAeayowme HaCTPOMKN NOAKNOYEHNA:

e [Ipomokon — BblI6OpP NPOTOKONA, MO KOTOopomy byaeT ocywecTBnATbcA nogkntodeHne WAN-
nmHTepdelica yCTponcTBa K CETU NpeaocTaBeHma yCcayr nposanaepa:

— Static — pexum paboTbl, Npn KoTopom IP-agpec n Bce Heobxoaumble NapameTpbl Ha
WAN-uHTepdelic HasHavaloTcA cTaTudecku. [pu  Bbibope Tuna «Staticy anAa
pefaKTMPOBaHMA CTAHYT AOCTYMNHbI CAeaytolme NnapameTpbl:

IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepddeiica ycTponcTsa B CETU NpoBanaepa;
Macka nodcemu — macKa BHellHel noaceTu;

LUnto3 no ymonyaHuro — afapec, Ha KOTOPbIA OTNpaBAAeTcA NakeT, eciu ANA Hero He
HalaeH MapLupyT B Tabaunue mapLlpyTusaumu;

MepsuuHbili DNS, BmopuyHeili DNS — agpeca cepBepoB [AOMEHHbIX WMEH
(ncnonbsytotes gns onpeaeneHus IP-agpeca ycTponcTBa No ero 4OMEHHOMY UMEHM).
[aHHble NoiA MOMHO OCTaBUTb NYCTbIMU, €CIU B HUX HET HE0BX0AMMOCTHU.

— DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa,
W3 MO YMONYaAHUIO W Apyrne napameTpbl, HeobxoauMmble paa paboTbl B ceTu,
Ha3Ha4vatoTcA No npotokony DHCP.

- AnemepHamusHelli Vendor ID (onyua 60) — npu yctaHoBieHHOM ¢nare ycTPOMCTBO
nepenaér 8 DHCP-coobuweHusx B onumm 60 (Vendor class ID) 3HaueHue us nona Vendor ID
(onyusa 60). Npu nyctom none onuma 60 B coobuieHMAx npoTokona DHCP He nepepaércs.
Echn dnar AnbmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3HaYeHUe No YMOIYAHMIO, KOTOpoe MMEET caeaytowmin popmar:
[VENDOR:npowussogutens][DEVICE:T1n ycTpoitctea][HW:annapaTtHan Bepcus]
[SN:cepuiiHbIiii Homep][WAN:MAC-aapec nHtepdeica WAN]

[LAN:MAC-agpec nHtepderica LAN][VERSION:Bepcus nporpammHoro obecneyeHmsa]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

NHpopmauus areHTa DHCP Relay (onuma 82) — npwu yctaHoBneHHOM ¢nare nossonset
nobasuTtb B8 DHCP-3anpoc:

= ldeHmugpukamop uenu azeHma (Onuyus82) — nosBonseT pobasutb B DHCP-3anpoc onuuio 82,
nogonuuto 1 — Agent Circuit ID;

= ldeHmupuramop yoaneHHoz20 azeHma (Onyus82) — nossonaet nobasutb B DHCP-3anpoc onuumio 82,
nogonuuto 2 — Agent Remote ID.

Cnucok ucnonb3yembix DHCP-onumii Ha Kaxkgom ceteBom uHTepdeice (Internet, VolP,
Management) MOMHO 3agaBaTb BpydHyto. WHPopmauma no HaCTPoMKe CrnMcKa
npeacTaBneHa B NPUAOXKeHUu B.

Mepsu4Heblli DNS, Bmopu4Hebili DNS — IP-agpeca DNS-cepsepos — ecnu agpeca DNS-cepsepoB He
Ha3Ha4yaloTCcA aBTOMaTU4YeCcKM no npotokoay DHCP, npu HeobxoamMmocTn 3aganTe MX BPY4YHYIO.
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Appeca,

3ajaHHble Bpy4YHylo, OyayT wumeTb npuoputeT Hag agpecammn DNS-cepepos,

noayyeHHbiMmu no npotokony DHCP.

PPPoE — pekunm paboTbl, npu kKoTopom Ha WAN-nHTepdeice nogHumaerca PPP-ceccus.
Mpw BbI6Ope «PPPOE» ans pefakTMPOBaHUA CTAHYT AOCTYMHbI Cleayolme napameTpbl:

Umsa nonbzosamenda — nma Nonb3osaTenda Ana asTopmsaunm Ha PPP-cepsepe;

laposb — naponb Ana asTopusaumu;

MTU — mMaKcumanbHbI  pasmep 610Ka  [AaHHbIX, MepedaBaemblx MO CETU
(pekomeHayemoe 3HayeHne — 1492);

Service-Name — ums ycnyru — 3HadeHue Tera Service-Name B coobuieHun PADI (none
Heobs3aTeNbHO AN 3aMN0/IHEHUA);

Konuyecmeo owubok LCP echo — KonnyectBo HeoTBeuyeHHbIX LCP-3anpocoB, nocsie KoTopbixX
npouncxoganTt paspblis PPPoE-ceccuu;

V Mpu Bbi6ope PPPOE B pexkume mocTta TMn coeguHeHus scerga byager AlwaysOn.

Bmopoli docmyn — Tun AOCTyna K JIOKa/ibHbIM CETEBbIM pecypcam.

Mo3KHo BbIGpaTb 2 BapuaHTa:

DHCP — pguHamunuyeckmin poctyn, Korga IP-agpec u Bce Heobxogumbie napameTpbl
nosay4yatorca no npotokony DHCP;

Static — cTaTMyeckuit — B aTOM C/yvyae HeobxoaMMble A A0CTyna NapaMeTpbl 3a4a0TCs
BPYYHYlO:

= |P-g0pec — npu CTaTUYECKOM AOCTyre C 3TOro afpeca OCyLWecTBAAETCA JOCTyN A0
PPTP-cepBepa;

=  Macka nodcemu — Npu CTaTUHECKOM AOCTyNne MacKa NoACceTH;

= DNS-cepsep — npu cTatndeckom goctyne cepsep DNS, ucnonb3yembit B
JIOKanbHoOM ceTu;

= [llno3 — npu cTaTUY4ecKOM AocTyne wa3 Ana goctyna K PPTP-cepsepy (ecnu
Heobxoaum).

Mpu Bbibope cnocoba noakntoveHna «3G/4G USB-mogem» Ans HaAcTPOWKKM 6ByayT AOCTYMHbI

cnegywoume nona:

MNogknt4eHne K MHTepHeT 3GMG USB-mogem v
HacTpo#ku nogknioYeHus
IMOGKMNEHBIA NpoBaigep IMegafon v
WMA nonk3oearens
Maponk

Homep gossoHa *9o#
JononHWTENbHLIE NapamMeTpbl AT+CGDCONT=1 IR,internet
MTU 1492

LA 3aNoMHeHus Hacmpoex pexoMeHd08anHLIML # Mo YMON4aHWHD
nposalidepom 3HaYEHUAMU HEaXMUME KHONKY

OTKMO4UTE TPAHCMAUMID aAPECOB OTNPaBUTENA
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MobunbHeblli nposaiidep — vmsa npoBangepa, NpeaocTaBAAldWEro AocTyn K cetn 3G/4G. U3
CMUCKa Bbl MOXKeTe BblbpaTb 04HOMO M3 LWECTU MOBUAbHBIX ONepaTopPoB (HACTPOMKM KaxKAoro 13
HUX XPaHATCA B NaMATU YCTPOCTBA), NPUCYTCTBYIOLWMX Ha TeppuTopun Poccuinickon depepaumu:
MeradoH, bunaitH, MTC, CkannuHk, Tene2, Yota. MNpun HaxKaTun Ha KHOMKY «[o ymon4yaHuio»
NpPoun3oNAET 3ano/IHEHWE HACTPOEK MOAKAYEeHMA napameTpamu BbiOpaHHOro npoBakaepa.
Echn  HacTpolikKm npoBaigepa B BaleM PEFMOHE OTAMYAOTCA  OT  MPEeasOXKEHHbIX,
OTPeAaKTUPYITE UX B COOTBETCTBUU C HEOBXOAMMbIMU 3HAUYEHUAMM.

Ecnv Bawero nposaiigepa HeT B CNUcKe — BbibepuTe 3HayeHue «[pyroi» v 3anosHMTE BCE NOASA B
COOTBETCTBUM C HACTpOIMKamu Balwero npoBaigepa;

KHonKa

lpomoKon — none AOCTYNHO TONbKO Npu Bbibope 3HavyeHua «pyroii» U3 cnmcka MobuabHbIX
npoBanaepos. B 60ablIMHCTBE CNy4aeB MOOM/IbHbIE ONepaTopbl MCNOb3YOT NpoTokon PPPoE
ANA A0CTyNa K CBOel cetu, ogHaKo Ans paboTbl C MOAEMaMM HEKOTOPbIX NPOBakAepOB MOXKET
notpeboBaTbcA BbI6Op NnpoTokona DHCP;

Mma none3zoseamens — WMA NoAb3oBaTens AAA MAeHTUOMKAUMM NpU MNOAKAYEHUU K
6ecnpoBoaHOM ceTu;

Mapoas — naponb ANA naeHTUGUKaLMM NpU NOAKAYEHUN K HecnpoBOAHON ceTH;

Homep 00380Ha — HOMep [03BOHA ANA MNOAKAOYEHMA K 6HecnpoBogHoi ceTn (npumep:
*9Q***14):

LononHumersnobHble napamempsl — NapamMeTpbl A1a NOAKAOYEHUSA K CETU MOBWUIbHON CBA3M
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B JaHHOK CTPOKE HeNb3A UCMO/b30BaTb
KaBblYKWY;

MTU — MaKCMManbHbIA pasmep 6710Ka AaHHbIX, NepegaBaembiXx MO CETU, PEeKOMeHayemoe
3HavyeHne — 1492;

OmKAI0YUMbe MPAHCAAYUIO a0peco8 omnpasumess — NpU yCTaHOB/EHHOM diare OTK/lOYeHa
noAmeHa ajpeca WCTOYHMKA OTNPaBMTENA MNaKeTa W3 JIOKasbHOW noAacety (OTKAoYeHue
masquerading).

«flo ymon4yaHuto» npegHasHadyeHa ANA 3anoJHEeHMA HACTPoek npOBal‘/'l,a,epa 3apaHee

npeaycTaHOBNEHHbIMW 3HAYEHUAMM, XPAaHUMbIMU B NaMATU YCTPOMCTBA, TEM CambiM M36aBnsA Nosib3oBaTens
OT He0b6X0AMMOCTM UCKATb 3TU HAaCTPOMKKN B UHTepHeTe.

Mpu BblGOpe cnocoba noaKkNoYeHUA «ABTOMATUUYECKU MEPEXOAUTb Ha pe3epBHbli KaHan» byayT
AOCTYNMHbI CNeaytolmne HacTPoMKK:
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BHellHAA ceTs

MoaknkHesre K MHTepHeT

ABTOMETHHECKH NEpexoants ¥

3 HEMUSLT GOCTYTIS & LUHMEOHETT

‘OCHOBHOH EaHan MposogHon A
CEOPOCT M gyninexe Auto v

HacTpolku NposcaHOro NogrmH4YeHHA
MpoTokon DHCP v

AnbreprarueHen Vendor 1D (onuws 60)
MHdopmauma areqta DHCP Relay (Onwas 82)
Mepawaront DNS | 8888
ETopuuteld DNS
Pamep MTU 1500
Wcnonesosate WLAN
HacTpoiku GecnposogHoro NoakmoHeHnA
MoSKUnEHEIR NpoEaHaep Megafon r
lAns nonb3oBaTens
Mapone
Homep JoseoHa
[ ononHATENEHBIE NApaMETPE]
MTU 1432

JINA 38NanHEHLA HECMDOSK PENOMEHODESHELIMY # Mo ymonsanmeg
MPOSANOEPOM SHEHEHLAMY HEXMUITIE KHOMRY

OTRAKHWTE TREHCMALMIC 3OpECcoE GTNPAEKTENS

e OcHosHoli KaHan (Preferred channel) — w3 BbinafalolWero CNucka HYKHO BblbpaTb TN
OCHOBHOrO KaHana:

— [posooHoli (Wired) — kaHan yepes Ethernet WAN nopt ycTporicTsa.
— bBecnpoeodHeili (Wireless) — KaHan 4epe3 ceTb MOBWIBLHOW CBA3M NOCpPenCcTBOM

6ecnposogHoro USB-mogema.

Hacmpolku nposodHo20 NooKAO4YEeHUA:

HacTpoKM MAEHTUYHbI HAcTpolKam Ana cnocoba noakaoyeHnsa «MpoBogHOEe NOAKAIOUEHUE» C
BbIGpaHHbIM peXkxMmom « MapLupyTusaTop».

Hacmpoliku 6ecripo8o0H020 MOOKAOYEHUS:

HacTpoiiku naeHTUYHbI HacTpoikam ans cnocoba nogknoueHuns «3G/4G USB-mogem».
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[posepKa Haau4yus 0ocmyna 8 UHMepHem:

[poEepka HANWMYMA JOCTYNA B HHTEPHET

TaimayT o#MaaHWA OTEETA OT CEpEEpa, MC 1000
YKUcno NoNbLIToE A0CTYNE K Cepeepy 10
WrTepean Mexgy UMKNEMK Onpoca CEPEEPOE, © 240

Ping-cepeep 1

e Talimaym oxcudaHus omeema om cepsepd, MC — BPEMs, B TEYEHME KOTOPOro OXUAAETCA OTBET
oT PING-cepBepa;

e Yucno nonbimok docmyrna K cepeepy — MaAKCMMa/JbHOE YMC/I0 MOMbITOK Aoctyna K PING-
cepsepy, nocse yero byaet NPUHATO peLleHMe O Nepexoe Ha pe3epBHbI KaHaf;

e ViHmepsan mexOy YUKAAMU ONpPoCca cepsepos, C — MNPOMENKYTOK BPEMEHU, MO UCTEYEHUU
KOTOPOro HauynHaeTcA HoBbIM LMK onpoca PING-cepsepos;

e Ping-cepsep 1.5 — IP-appec nan pomeHHoe umaA PING-cepsepa. Mona ana ssopa PING-
cepsepos 2..5 noABnAOTCA nocae 3anoaHeHuA npeablayuiero noas.

JlokanbHasa cems:

e |P-adpec ycmpolicmea — |IP-afpec yCTpOMCTBa B IOKA/IbHOW CETU;

e Macka nodcemu — macka NoAceTu B IOKa/IbHOW CETH.

V Mpu MameHeHMM agpeca NOKaNbHOW MOACETM NPOUCXOAUT aBTOMAaTMUECKas CMeHa nyna
appecos nokanbHoro DHCP-cepBepa (Cetb — DHCP-cepBep).

Hacmpolika IPSec:

B AaHHOM pasgene ocyLecTBASETCA HAaCcTpoiKa wudposBaHMa no TexHonormm IPSec (IP Security).

IPSec — 310 Habop nNpoTokonoB AnA obecneyeHUs 3alMTbl AaHHbIX, NepesaBaemMblX MO MeXCeTeBoOMy
npotokony IP, No3BonAlOWMIA OCYLLECTBAATL MNOATBEPKAEHME MOANMHHOCTM (ayTeHTUdMKaLUIo), NPOBEPKY
LeNocTHoCTM u/unn wndposaHue IP-nakeTos. IPSec Takske BKAOYaeT B cebs NMPOTOKO/bl ANA 3aLUMLLEHHOIO
obmeHa Knouamm B ceTu UHTepHeT.

B Tekywei BepcuM NporpammHoro obecrneyeHus NocpescTBOM IPSec MOMKHO OCYLLeCTBASATb TO/IbKO
[OCTYN K UHTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).
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Hactpoiika IPSec
Brnounte ¥

NuTepdeic Ethernet ¥
NokaneHbii P-agpec
AApec nokankHoi nogceT
Macka nokansHol NogCeTy
Appec yganenHoi nogceTty
Macka yganeHHol nogceTy
YOaneHHbId wins

Pesom NAT-T Off v
ATPECCHEHBII PEXHM

THn ugeHTHdHKaTOpa address ¥

NgeHTHduEaTop

Dasza 1

3apaHes 33gaHHbIA KoY

ANTOPUTM BYTEHTHRMEALHH md5 hd
ANropuTM WHEPOBaHUA des b
pynna Ouddu-Xennmada 1 ¥

Bpema ®uzHu dasel 1, cek 285400

hasa 2

ANropuTM ayTEHTHUGMEALMM hmac_md5 b
ANropuT™ WHBpocBEAHUA des v
Ipynna Oudidu-Xennmana 1 w

Bpema #usHH Basel 2, cer 3500

BKaouyume — paspeLnTb UCNONb30BaHMeE NPOoTOoKoAa IPSec gns WwndpoBaHUA AaHHbIX;

UHmepdghelic — HACTpOMKa MMeET cuay To/IbKO Npu Bblbope ana MHTepHeTa npoTokonos PPPOE,
PPTP wnu L2TP n onpegenset, gns [oCTyna no Kakomy uHTepdeiicy mcnonb3osaTb IPSec:
Ethernet (MHTepdeitc BToporo goctyna) unmn PPP (uHtepdelic nepsoro aocrtyna). Mpu Bbibope
npotokonos DHCP wunm Static B ycnyre akTUBeH TONbKO oAuH WHTepdelic (Ethernet), no
KOTOPOMY BO3MOXEH A0CTYN TO/IbKO nocpeactsom IPSec;

JloKanoeHebIl IP-a0pec — appec ycTpoiicTBa ANA paboTbl no npoTokony IPSec;

Adpec noKanbHol nodcemu coBmecTHO ¢ Mackoli nokaneHoli nodcemu  onpepenatoT
NIOKaNbHyo NOACETb ANA CO34aHMA TOMONOTUIA CETb-CETb MW CETb-TOYKA;

Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackol ydaneHHoli nodcemu onpepensatoT agpec
yAaneHHOW NoAceTVM ANA CBA3M C MCMNO/b30BaHMeM LWKndpoBaHMA no npotokony IPSec. Ecam
MacKa MmeeT 3HauyeHue 255.255.255.255 — cBA3b OCyLWecTBAAETCA C eAMHCTBEHHbBIM XOCTOM.
MacKa, oTnnyHas ot 255.255.255.255, no3BossfeT 3a4aTb LAyl noacetb. Takum obpasom,
$YHKUMOHANbHblE BO3MOKHOCTU YCTPOMCTBA MO3BOJIAIOT OpPraHM30BaTb 4 TOMOJIOTMM CETU C
ncnonb3oBaHMem WNdpPoBaHUA TpaduKa No NPoToKony IPSec: TOYKA-TOYKA, CETb-TOYKA, TOUKaA-
CeTb, CeTb-CeTb;

YoaneHHsIl w03 — W3, Yepes KOTOPbIN OCYLWECTBAAETCA AOCTYN K yAaeHHOM NoACeTH;

Pexcum NAT-T — Bbi6op pexkmma NAT-T. NAT-T (NAT Traversal) uHkancynupyet Tpadpuk IPSec u
oAHOBpeMeHHO co3gaeT naketbl UDP, KoTopble ycTponcteo NAT KoppeKTHO nepecbinaet. Ans
atoro NAT-T nomeulaeT AONONAHUTENbHbIN 3arosioBok UDP nepen naketom IPSec, utobbl OH BO
BCeW ceTn obpabaTbiBanca Kak obbiuHbIM nakeT UDP, n xocT nonyyaTtens He NPoBOAM HUKAKMX
NpPOBEpPOK LEeNoCTHOCTU. [locne nocTynaeHua nakeTa K MecTy HasHavyeHua 3aronoBok UDP
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®a3za 1

yOanAaeTcsa, M NakeT AaHHbIX NPOAO/XKAET CBOWM AaNbHEMWMI NyTb KAaK WMHKANCY/MPOBAHHbLIN
naket IPSec. C nomowibto TexHMKn NAT-T BO3MOMKHO YCTaHOBAEHME CBA3U MeXAY KAMeHTamu
IPSec B 3aWMUWEHHbIX CETAX U 0OLWEeAOCTYNHbIMM XOCTamu IPSec yepe3 merceTeBble dKPaHbl.
Pexknmbl paboTbl NAT-T:

—  On — pexum NAT-T akTMBMpyeTCcA TONbKO Npu ob6HapykeHnn NAT Ha NyTH K XOCTy
Ha3HayeHus;

— Force — B ntobom cnyyae ncnonb3osaTtb NAT-T;

—  Off — He ncnonb3oBatb NAT-T npu yCTaHOBNEHUM COEANHEHMA.

[ocTtynHbl cneaytouwme HacTponkm NAT-T:

— UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA MHKancynauma
coob-weHuin IPSec. Mo ymonyanuio — 4500;

—  UWHmepsan omnpasku nakemos NAT-T keepalive, cek — nHTepBan OTNPaBKM Nepuogm-
Yyeckux coobleHnin ana noanep)KaHusa akTUBHoOro coctosHua UDP-coeguMHeHUA Ha
YCTpOICTBe, BbinoaHAOWero ¢pyHKumm NAT.

AzpeccusHbili pexcum — pexkum paboTbl Ha ¢ase 1, Korga obmeH Bcet Heobxoammoit
MHPOPMaLMEN OCYLLLECTBAAETCA TPeMA HeWwMdPOBaHHBbIMU NakeTamn. B cTaHAapTHOM pexunme
(main mode) obmeH ocylecTBAAETCA WeCTbio HelMdPOBaHHLIMU NaKeTaMu;

Tun udeHmugukamopa — TN naeHTndUKatTopa ycrpoiicrea: address, fqdn, keyed, user_fqdn,
asnldn;

NdeHnmugukamop — wAeHTUOUKATOP YCTPOWMCTBA, MCNOb3yemMbld ONA MAEHTUPUKAUMKM Ha
dase 1 (3anonHATL Npu HeobxogumocTu). dopmat naeHTUdUKaTopa 3aBUCUT OT TUNa.

. Ha nepsom stane (da3e) aBa y3na «4oroBapmBatoTca» 0 meTofe UaeHTUbUKaLUK, anroputme
WwndpoBaHus,

xew-anroputme u rpynne Diffie Hellman. OHu Takke naeHtuounumpytoT apyr apyra. Ana ¢asel 1

MMEIOTCA CeAyoLMe HACTPOMKMK:

dasza 2.

3apaHee 3a0aHHbIU KA4Y — CEKPETHbIN KoY, UCMOb3YEeMbI B aATOPUTME ayTEHTUPUKALMKM HA
¢dase 1. Mpeacranset coboit cTpoKy oT 8 Ao 63 CMMBOOB;

Aneopumm aymeHmug@uKayuu — BbIBOP OAHOrO U3 CMMCKa aNropuTMOB ayTeHTUdUKauun: MD5,
SHA1;

Aneopumm wugppoeaHus — BbIBOpP 0AHOrO U3 CNUCKa anroputmos wndposaHusa: DES, 3DES,
Blowfish;

Fpynna Quppu-XenamaHa — Bbibop rpynnbl Diffie-Hellman;

Bpemsa usHU asbl 1, cek — Bpema, NO WCTEYEHUM KOTOPOro y3nam HeobxoAnmo
nepenaeHTMGULMPOBaTL APYr Apyra U cpaBHUTb NOAUTUKY (Apyroe HasBaHue IKE SA lifetime).
Mo ymonyaHuio 24 yaca (86400 cekyHA).

Ha BTOpoM 3Tane reHepupyloTca AaHHble KAloYei, y3/bl «40roBapuealoTca» 06 MCnosb3yemol

NoAUTUKE. ITOT PEKMM, TaKKe HasbiBaeMblil BbICTPbIM pexkMmom (quick mode), oTanyaeTtcs oT nepsoit ¢asbl
TeM, YTO MOXKET YCTaHOBUTBLCA TOJ/IbKO MOC/Ie MEePBOro 3Tana, Koraa Bce nakeTbl BTOPOW dasbl wWndpyroTes.

Anzopumm aymeHmugukayuu — BbIGOP OAHOrO W3 CMMCKA anrOpUTMOB ayTeHTUUKALMK:
HMAC - MD5, HMAC-SHA1, DES, 3DES;

Aneopumm wWugpoeaHus — BbIBOP OAHOrO U3 CNUCKa anroputmos indposaHua: DES, 3DES,
Blowfish;
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e [pynna uepgu-XennmaHa — Bblbop rpynnol Diffie-Hellman;

e Bpemsa #u3sHuU ¢pa3bl 2, ceK — BpPeMs, Yepes KOTopoe MPOUCXOAUT CMEHA K/toya WKdpoBaHUA
AaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonuaHuio — 60 muHyT (3600 cekyHa).

[na BCTynneHuA B CUy HOBOW KOHQUIrypauumu M 3aHECeHMUA HAcTPOeK B SHEProHe3aBMCUMYO NamaATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».

/ [DaHHaa peanusauuma IPSec paboTaeT TO/NbKO NpPU OTK/KOYEHHOW TPAHCAALMU appecos
oTnpasuTens, Tak Kak IP-agpec knaneHTta yyacrsyet B popmuposaHum wudpa.

2.6.2.2 TopgmeHo «QOS»

B noameHto «QoS» ocyLLecTBAsSETCA HAaCTPOMKaA NpUopmTeToB 06paboTKM TpaduKa 1 TUNa odepenei.

HacTtpoidka QoS

KoHTpeNb NoToka &

" [PHMEHWTE X OTMmeha

Hacmpolika QoS

e KoHmposb nomoKa — BKAOYEHWE/BbIKNHOYEHWE MEXaHW3Ma YNpPaBAeHMUA NOTOKOM Mnepeaayn
OaHHbIX Nno npotokoay TCP;

e Bbibop npuopumemos — Bbl6Op cnocoba NnprMopuTU3aummn TpaduKa:

— DSCP — mexaHM3M KnaccuouKaumm, ynpasneHus Tpadukom n obecneyeHns Kayecrsa
06CNyKMBAHUA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHak (apyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMbli Ha
ncxopAalmMe ¢ gaHHoro mHTepdeiica IP-nakeTbl. MpuHMMaeT 3HayeHus oT O (Hu3wwuii
npuvopuTeT) 80 7 (HauBbICWLIMIA NPUOPUTET).

V Mpu BKAIOUEHHOM KOHTPOJ1E NOTOKA HAaCTPOMKU NPUOPUTETOB HEA,OCTYMHDI.
e Tun oyepedu — BbI6OP AUCLMNANHBI OBCNYKMBAHUA OUYepeaeit:

—  Strict — pucumMnanHa obCcNyKMBaHMA ovepesert, NPy KoTopoi Tpaduk ¢ 6osee HU3KUM
npuopuTeETOM NepeaaeTcs, TONbKO Korga y»Ke nepenaHa odepedb ¢ 6osee BbICOKMM
NPUOPUTETOM;

— WRQ — paucumnnvHa obcnyxuBaHMA ouepedert, Npu KOTOPOKM AOCTynHasa nosoca
NPONYCKaHUA AENUTCA MeXay odyepesamm NponopLMOHabHO NPUOPUTETY.

lpuopumem 0..5 — onpepenaeTca BeC NpuopuTeTa B gManasoHe oT 1 go 127, yem
BbllLe BeC, TeM NpuoputeTHee TpaduK.
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2.6.2.3 NoameHto «Hactpoka MAC-agpecoB»

B nogmeHto «Hactpoiika MAC-aapecos» MmoxHO usmeHntb MAC-agpec WAN-uHTepdelica ycTpoicTea.

HacTtpoiika MAC-agpeca WAN

Mepeonpeaentrs MAC

MAC -

HacTtpoitka MAC-agpeca Ha uHTepdeiice "IP-Tenedoruns”

MAC -

HacTtpoitka MAC-agpeca Ha uHTepdpeiice "MHTepbelic ynpaenerms”

MAC -

e [lepeonpedenums MAC — npwu ycTaHOBAIeHHOM dnare Ha nHTepdeice NHTepHET UcnonblyeTca
MAC-agpec n3 nona MAC.

Mpn HaxaTuM Ha KHOMKY BbiNagatowero meHto B none «MAC» so3moxHo 3anucatb MAC-agpec
KOMMblOTEpa, C KOTOPOro Bbl noaktoueHbl K web-koHdurypaTtopy. 31a GyHKUMA ByaeT nosiesHa, ecin Ha cetm
Bawero WHTepHeT-npoBanaepa wucnonblyetrcA npusaAska no MAC-agpecy. B stom cnyyae, ecam Bam
HeobxoaAMmMo Mcnonb3oBaTb ycTpolictBo TAU-IM.IP B KadectBe Mapupytuzatopa, Ha WAN-uHTepodeic
ycTpoicTBa HeobxoanMmo HasHaunTb MAC-agpec Balero KomnbtoTepa (KOTOpbIA paHee 6bln NOAKAIOYEH K
cetu UHTepHerT).

Ona nepeonpeaenedna MAC Ha wuHTepdelice «IP-tenedoHua» wnm «UHTepdenc ynpasaeHus»
BOCMO/Ib3yiTecb pasgenammn «Hactpoitka MAC-agpeca Ha uHTepdelice "IP-menegoHus"» nnn «Hactpoiika
MAC-agpeca Ha uHTepodelice "UHmepdelic ynpasneHus"».

[na BCTynneHusa B CUly HOBOM KOHQUIypaLMM M 3aHECEHUA HACcTPOEeK B SHEProHe3aBUCUMYO NamATb
HaXXMUTe KHOMNKY «[TpumeHUMoe». AN OTMEHbI USMEHEHWUIN HAXKMUTE KHOMKY «OmMeHa».

2.6.2.4 MNMopgmeHio «DHCP-cepBep»

B nogmeHto «DHCP-cepBep» BbINOAHAKTCA HAaCTPOMKKM nokanbHoro DHCP-cepBepa, ycTaHaBaMBatoTcA
CTaTUyYeCcKue NPUBA3KN agpecos.

Yctpoiicteo  TAU-IML.IP nmeeT  BO3MOXHOCTb  NOCPEACTBOM  MPOTOKONA  AWMHAMUYECKOTO
KoHourypuposaHua (DHCP — Dynamic Host Configuration Protocol) aBTomaTuyeckn HasHayaTb IP-agpeca u
Heobxoanmble ans BbixoAa B MHTepHeT napamMeTpbl KOMNbloTepam, noaxkatodeHHbiM K LAN-uHTepdeitcy. Ero
NCMO/Ib30BaHNE MO3BO/IAET M3beXaTb OrpPaHUYEHUI Py4HOW HaAcTPoWKu npoTtokona TCP/IP. DHCP-cepsep
[OCTYNeH oA KOHPUITYPUPOBaHUA, TONbKO eCaun cepBUC MHTEPHET HACTPOEH B peXXmnme MapLIpyT13aTopa.
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HacTpoiikn DHCP-cepsepa

Brnioyen &

[}

HadaneHeii IP-agpec  192.168.1.2

KonudecTso agpecos 250

Cpok apeHabl (B MUHYTaX) 720

+ MpUMEHHTL X OTMeHa

CTaTuueckne NpUBA3SKK adpecos

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e BKsaw4eH — npu ycTaHOBNEHHOM dare BKAKOUNTb NoKanbHbi DHCP-cepBep;

e HauanbHbili IP-a0pec — HadanbHbIN agpec nyna IP-agpecos;

e Konuuecmeo adpecos — KONMYECTBO aAPECOB B NY/E;

e Cpok apeHObl — yCTaHOBKAa MAKCMMAJ/IbHOrO BPEMEHWN MCMNO/Ib30BAHMA MNOLAKAOMEHHBIM YCTPOM-
ctBom |IP-agpeca, HazHayeHHoro DHCP-cepBepom, MUHYTbI.

[na BCTYNNEHMA B CUAY HOBOWM KOHQUrypauMm M 3aHECEHUA HACTPOEK B SHEProHe3aBMCUMMYIO NamATb
HaXXMUTe KHONKY «[TpumeHumb». AN OTMEHbl USMEHEHWNI HaXKMUTE KHOMNKY «OmmeHa».

/ Mpyn NnonbiITKe U3MEHUTb HAYa/IbHbIA aapec Ha 3Ha4YeHue U3 APYroi NOACETU NO OTHOLLEHUIO K
noacetn uHtepdeiica LAN npoucxoauT aBTOMaTUHYECKas YCTAaHOBKA MNyaa Noa TeKyliee
3HauyeHUe agpeca NoKaNbHOW NoAaceTH.

Cmamu4ecKue npusasKu adpecos

Ona pobaBneHMs HOBOW CTaTMYECKOM MPMBA3KM HaKMUTE KHOMKY «/obasumb» W 3anonHuUTe
cneayoume nons:

Cospate CTaTUYECKYH NPUBA3KY aOpecoB

A
MAC-aapec -

IP-aapec

+ [PUMEHNTE % OTMEH2

e UMA — nMA TeKyLLEeN CTaTUYECKON NPUBA3KY;

e MAC-adpec — ycTaHoBKa ctatnyeckoro MAC-agpeca. 3agaetca B popmaTe XX XX XX XX:XX:XX,
BO3MOX€EH Bbl6OP agpeca NOAKMOUYEHHbIX YCTPOMCTB U3 BCM/IbIBAIOLLEFO MEHIO;

e |P-a0pec — ycTaHOBKa cTatudeckoro IP-agpeca ana ykasaHHoro MAC-agpeca.

KoHdurypuposaHue CTaTUYECKMX MPUBA3OK NONE3HO, ec/iv Bam Heobxogumo, 4Tobbl onpegeneHHoMy
KomnbloTepy, nogkntoueHHomy K LAN-mHTepdeicy ycTpoiicTBa, Bceraa HasHavanca onpegeneHHbiit IP-agpec.
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HaxmuTte KHOMKY «lpumeHume» pna BHeceHua IP-agpeca B cnUcoK ctatudeckmx IP-agpecos gna DHCP-
cepsepa. NA OTMEHbI USMEHEHUI HaXXMUTE KHOMKY «OmmeHa».

[nAa ypaneHus agpeca U3 cnmucka HeobxoaMMo YCTaHOBUTL ¢Jiar HaNnpPOTMB COOTBETCTBYHOLLLEN 3anucu U
HaaTb Ha KHOMKY «Yoanumeb».

2.6.2.5 MoameH10 «JloKanbHbIi DNS»

B nogmeHto «JloKanbHblit DNS»  npoussoamtca KoHdurypuposaHme nokanbHoro DNS-cepsepa
ycTponcTea nytem gobasneHuns B 6asy nap IP-agpec — gomeHHoe umas.

NoKanbHblin DNS nossonsdeTt wato3y noayumtb IP-agpec B3aMMoOAENCTBYIOWEro YCTPOMCTBA MO ero
AOMeHHOMY umeHW. B cnydyae oTcyTtctBma cepsepa DNS B cermeHTe ceTn, KOTOPOMY MPUHAONEKMUT LWIAKO3, HO
npu HeobXoAMMOCTM MapLIPYTU3ALMK MO CETEBbIM MMEHam AMBO MCNONb30BaHMA B KadvecTBe agpeca SIP-
cepBepa ero CeTeBOro MMeHM, MOMKHO MCMoJib30BaTb «JIoKanbHbin DNS». Mpu 3TOM HeobxoaAuMMoO 3HaTb
YCTaHOB/IEHHbIE COOTBETCTBUA MEXAY UMEHaMU y3/10B (BomeHamu) n ux IP-agpecamm.

MmeHa ysnos

AdomeHHoe MMA IP-agpec

®

test.ru 192.168.12.12

Hacmpolika y3nos

Ona pobaBneHua agpeca B CNUCOK HEOBXOAMMO HaxKaTb KHOMKY «Jobasumb» n B oKHe «Co3dameb
coomeemcmeue» 3anoaHUTb CAeaylolLme Nona:

CospgaTtb cooTBETCTBME

JomeHHoe umA local

IP-agpec  127.0.0.1

o JlomeHHoe uMA — NMA y3Nna;
e |P-adpec — IP-agpec y3na.

Haxkmute KHoMKy «llpumeHums» anAa co3faHuma cootTeeTcTeuA IP-agpec — gomeHHoe uma. Jna oTmeHbl
M3MEHEHUIN HaXKmuTe KHOMKY «OmmeHa». Ana yaaneHmAa 3anucm 13 cnucka HEO6XOAMMO YCTaHOBUTb d)nar
HanpoTus COOTBETCTBerUJ,Eﬁ 3aNnUCU N HaXXaTb Ha KHOMKY «Yoanume».
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2.6.2.6 MoameHio «NAT n npobpoc noptos»

B noameHto «NAT 1 npobpoc NnopToB» BbINOJHAETCS HAacTpolKa npobpoca noptos (ports forwarding) n3
WAN-uHTepdeiica B LAN-uHTepderic. NoameHto 0CTyNHO, TONIbKO ecin cepBrc MHTEPHET HaCTPOEH B perKmnme
MapLipyTmnsatopa.

NAT (Network Address Translation) peuMm TpaHCnAUMM CceTeBbIX aApPecoB — MO3BOASET
npeobpas3osbiBaTh IP-agpeca u cetesble nopTbl IP-naketos. Mpobpoc ceTeBbix NOPTOB HEObOXxoAMM, Koraa
TCP/UDP-coeauHeHMe ¢ NoKanbHbIM (NogKkntoueHHbIM K LAN-uHTepdelicy) KomnbioTepom ycTaHaBIMBaeTCcA U3
BHELWHeN ceTW. JJaHHOe MeHI0 HaCTPoeK NMOo3BOAAET 334aTb NPaBMAA, Pa3peLlatolLme NPOXOXKAEHME MAKETOB
M3 BHELHEeN CeTM Ha YKasaHHbIK agpec B JIOKaNbHOW CETU, TEM CaMbIM AEeNaA BO3MOXKHbIM YCTAaHOBAEHMWE
coeanHeHua. NMpobpoc NopToB rNaBHbIM 06pa3om HeobxoAMM MPU NUCNONb30BaHUK torrent- U p2p-cepBUCOB.
[lnA 3TOro B HacTpoiKax torrent- AN P2p-KAMEHTA HYXXHO MOCMOTPETbL UCMoAb3yemble MM TCP/UDP-nopTbl u
334aTb AN1A 3TUX MOPTOB COOTBETCTBYHOLWME NpaBuaa npobpoca Ha IP-agpec Bawero komnbtoTepa.

HacTpoiku NAT

BrnigunTe NAT -

Mpasuna NAT

Nma LAN IP NopTel LAN NpoToken WAN IP NopTel WAN

Hacmpolika npasuna NAT

Ona pobaBneHusa Hosoro npasmna NAT HaKmuTe KHOMKY «Zobasume» U B OTKPbIBLUEMCA OKHe
«Co3aaTb HOBOE MPaBM/IO» 3aMo/IHWUTE CiedytoLime nons:

Co3paTs HoBoE npasuno
MmA
|P-afpec Ha3HAYeHWs NakeToB LAN
MopTel HA3HaYeHnA LAN
MpoTokon TCP v
IP-aapec ncToYHMKA NakeTos WAN

MopTel HasHaveHnA WAN

] UmA — Ha3BaHue npasuia (none obnAsaTenbHO Aana 33I'IOI'IHEHVI’FI);

e |P-adpec Ha3zHauyeHus nakemos LAN — IP-agpec XocTa B JIOKa/ibHOM CeTW, Ha KOTOPbIW
OCYLLECTBAAETCA TPAHCNAUMA NAKETOB, NoANaAAOWMX NO4 SAHHOE NPABUAO;

e [lopmesl HaszHayeHus LAN — 3HaueHus TCP/UDP-nopToB nonydyatena, Ha KoTopble 6yayT
TPaHCIMPOBATLCA MAKeTbl B JIOKa/IbHYIO CETb (A0MYyCcKaeTca yKasbiBaTb MO0 OAMHOYHLIN NOPT,
nmbo yepes “-“ guanasoH NopTos);
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e [Ipomokon — BblbOp NPOTOKO/MA NaKeTa, noanagatolero nog AaHHoe npasuno: TCP, UDP,
TCP/UDP;

e [P-adpec ucmoyHuKa nakemos WAN — |P-agpec oTnpaBuTeNns MNakeTa BO BHELIHEN CeTw,
noanagaroLwero no AaHHOe NpPaBuno;

e [lopmesi HasHayeHus WAN — 3HayeHusa TCP/UDP-nopToB nony4yaTena naketa BO BHELUHEN ceTu,
npu KOTOPbIX MaKeT nognafjaeT noA [AaHHOe npaBuAo (AonyckaeTca ykasbiBaTb Anbo
OZIMHOYHbIN NOPT, NMMBO Yepes “-“ Anana3oH NopTos).

MpaBnno npobpoca noptos paboTaeT cieayowmm obpasom. Y naketa, npuxoasuero Ha agpec WAN-
mHTepdelica yCcTponcTea No nNpoTokony «f1pomoKosa» Ha nopT M3 amnanasoHa «Tlopmer WAN» n nmerowero
agpec WUCToYHUKa «/P-adpec WAN» (ecnn 3To napameTp OCTaBUTb MNYCTbIM — aApec WUCTOYHUKA He
aHann3MpyeTca), OCyLecTBASETCA NOAMEHa agpeca U NopTa HasHayeHUs Ha cogeprkumoe nosen «/P-adpec
LAN» n «lopmel LAN» cOOTBETCTBEHHO.

HaxmuTe KHOMRy «[lpumeHUmMb» Ana fob6aBneHns HOBOro npasuaa. na oTMEHbl USMEHEHUI HAaKMUTE
KHOMKY «OmmeHa».

Ona ynaneHna npasmna U3 CNuckKa HEO6XOAMMO YCTaHOBWUTb d)nar HaNnpoTuB COOTBeTCTBleLLI,er;I 3anmMcn un
Ha*aTb Ha KHOMKY «Ypoanuto».

2.6.2.7 NoameHto «CeTeBOit IKpPaH»

B nogmeHto «Cemesoli 3KpaH» YCTaHABAMBAIOTCA MPaBM/Ia NPOXOMKAEHUSA BXOAALLErO, UCXOAALLEIO U
TpaH3UTHOro Tpaduka. MmeeTcA BO3MOMKHOCTb OFpaHMUMBATbL MNPOXOXKAeHMe TpaduKka pasHoro Tuna
(Bx04ALWMN, NCXOAALWMI, TPAH3UTHDLIA) B 3aBUCMMOCTM OT NPOTOKOAA, IP-aapecoB MCTOYHUKA M Ha3HAYeHMUs,
TCP/UDP-nopToB UCTOYHMKA M Ha3HadeHua (ans coobuieHunit npotokonos TCP mam UDP), Tna coobuieHns
ICMP (ans coobuieHuii npoTokona ICMP).

MpaBuna ons BXo4awWero Tpaduka

nma MpoTokon Appec oTnpaeuTensa MopTel OTIpaEuTENns MopTel nony4atens OeicTene

®

Mpaeuna gna ucxogawero Tpaduka

WUmsa MpeTokon MopTel 0TNpaBuTeENs Aapec nony4arens MopTel nonyyarens DOercrteune

MpaBuna Ang TPaH3UTHOrO Tpaduka

Wma Mpotcken  Agpec oTNpaBuTens MopTel oTNpaEuTens Anpec nony4arens MopTel Nony4atens Oeicreue
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Hacmpolika npasusa cemegoz2o 3KkpaHa

[na pnobasneHna HOBOrO MpaBuaa HaXKMUTE KHOMKY «/Jobasumb» 1 B OTKpbIBLIEMCA OKHe «Co3AaTb
HOBOE MPaBWIo» 3aMoJIHUTE CAeayloLLMe NOA:

Co3faTh HOBOE NpaBuno

Hma
Tun Tpaduka Bxog ALy v
Mporoken TCP v

Afpet oTNpaEMTENA
MopTel CTNPAEMTENA 0

MopTsl nenyyatens ]

OeicTens MponycTHTE o
" [DHMEHHTE *x OTMeHa
e  /ma — Ha3BaHWe NpaBuna;
e Tun Tpadmka — BbIOOP TMNa TpaduKa, Ha KOTOPbLIM PaACMNPOCTPaHAETCs AeNCTBME AAaHHOro

npasuna:

—  Bxodawuli — BXO[AWMA HA YCTPOMCTBO TpaduK (nosnydvatenem ABNsSETCA Henocpesn-
CTBEHHO OAMH W3 ceTeBbIX WHTepdeicoB ycTpoictea). MNMpu BbibOpe paHHOro Tuna
TpadmrKa 4NA pefakTUPOBAHMA CTaHYT AOCTYNHbI CAeaytowme nons:

=  Adpec omnpasumens — 3afAaeT HayasbHbii IP-agpec oTtnpasutensa. Yepes
cumBon /" MOMKHO YKasaTb MacKy NoAceTn B GopmaTax XXX.XXX.XXX.XXX UAN XX,
Hanpumep, 192.168.16.0/24 nan 192.168.16.0/255.255.255.0, 4T06b! BbIAENUTD
Cpasy uenblid AMana3’oH aapecos (3anucb macku B Buae /24 cooTtseTcTByeT
3anucm /255.255.255.0).

—  Ucxodawuli — vcxoaawmin ¢ yctponctea TpaduKk (TpaduK, reHepupyemblii 10KaabHO
YCTPOWMCTBOM C O4HOIO U3 ceTeBbiX MHTepdeicos). Mpu BbiIbope gaHHOro Tuna Tpaduka
ONA PefaKkTMPOBaHUA CTaHYT AOCTYMHbI CaeaytoLlme nons:

= Adpec nonyyamena — 3agaet IP-agpec nonyyatens. Yepes cumson "/" MoXHO
YKasaTb Macky nogcetm B GopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 wau 192.168.18.0/255.255.255.0, 4T06bl BbIAENUTL CPa3y
Lenblit AnanasoH agpecos.

—  TpaH3umHsIli — TPaH3UTHbIA TpaduK (TpaduK, Npoxogawmii Mexay ABYMA CETEBbIMU
WHTepdelicammn, Koraa oTnpaBUTENEM M NOAyYaTeENeM ABNAIOTCA BHELIHME YCTPOMCTBA).
Mpwn BblbOpe JaHHOrO TuMa TpaduKa ANA  PefakTUPOBAHMA CTaHYT AOCTYMHbI
cnegytowme nons:

=  Adpec omnpasumens — 3apaet |IP-agpec otnpasuTtens. Yepes cumson /"
MOKHO YKa3aTb MacKy noacet B dopmaTax XXX.XXX.XXX.XXX WK XX, Hanpumep,
192.168.16.0/24 wau 192.168.16.0/255.255.255.0, 4T06bI BbIAEAUTL CPasy
Lenbl AnanasoH afpecos;
= Adpec nonyyamesns — 3agaet IP-agpec nonyyatens. Yepes cumeon "/" MoxKHO
YyKasaTb Macky noacetn B opmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, utobbl BbIAEIUTL CPa3y
Lenbl AnanasoH afpecos.
e [IpomoKosn — NPOTOKO/N MaKeTa, Ha KOTOPbIN pPacnpoCcTpaHAeTcs AeUCTBUE AAHHOro npaBwa:
TCP, UDP, TCP/UDP, ICMP, nto60#.
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e [elicmsue — neicTeme, coBepllaemoe Haja naketamm (oTbpocuTb/nMponycTuTh).

Mpu BbI6ope npoTokonos TCP, UDP, TCP/UDP ans peaaktmposaHua byayT 4OCTyMNHbI HACTPOMKM:

e [lopmbsl omnpasumesns — CNUCOK NOPTOB OTMNPABUTENA, NAaKeTbl KOToporo byayT nonasatb nog
AaHHOe NpaBWao (gonycKaeTcsa yKasbiBaTb AMBO OAUMHOYHbLIN NOPT, MM6O yepes “-“ amManasoH
nopToB);

e [lopmesl nonyyamens — CNMCOK MOPTOB MoJiyyaTess, NakeTbl KOToporo byayT noanagaTth nog,

AaHHOe NpaBWao (gonycKaeTcsa yKasbiBaTb AMBO OAUMHOYHbLIN NOPT, MM6O yepes “-“ amManasoH
nopTos).
Mpwu BbiIbOpe npoTokona ICMP ana pesaktmpoBaHua ByayT AOCTYNHbI HACTPOMKMU:
e Tun coobweHus — MOXHO co34aTb NPaBUNAO TOAbKO Ans onpegeneHHoro tuna ICMP-

coobuieHnsa nMbo ans Bcex.
HaxmuTe KHonky «MpumeHnTb» ans AobaBneHns HOBOro npasuna. 1A oTMeHbl U3MEHEHWNI HaKmuUTe

KHOMKY «OTmeHa». [Onsa yaneHna 3anncn  mn3  Cnucka H606XOAMMO YCTaHOBUTb d)nar HanpoTuB
COOTBETCTByPOLLI,Eﬁ 3aMUCU N HaXXaTb Ha KHOMKY «Yoanutb».

2.6.2.8 TMNoameHto «ACL»

B nogmeHio «ACL» BbINOJHAOTCA HACTPOMKM cnmcKkoB gocTyna. Access Control List nam ACL — cnucok
KOHTPONA JOCTyNa, COAEPKUT NpaBuia, onpeaensaioLlme npoxoxaeHme Tpaduka yepes nHtepoeic.

OrpaHudyeHna no MAC-agpecam

Ne Cratyc MAC-agpec Ooctyn OrpaHW4YeHHe CKOPOCTH

+ [ obaBuTs & YganuTe

OrpaHuyeHna no URL-agpecam

Ne Cratyc URL

< [1 0GBBMT: ¥IanuTb

OrpaHn4eHna No BPEMEHW CYTOK

Nz Cratyc Havano Koney Ooctyn OrpaHHYeHHE CKOPOCTH

+ [ obaeuTs & YaanuTe

46 AboHeHmcKul w3 TAU-IM.IP



S» ELTEX

OzpaHuyeHua no MAC-adpecam

Co3afaTe HOBOE NPaBnno

BEMoMuTh
MAC-agpec -

3anpeTuTe gocTyn

e  BKaw4yume — npw ycTaHoBneHHOM daare akTuBMpyeTca npasnao ¢uabtTpauum no MAG;

e MAC-a0pec — MAC-agpec yCTpOKCTBa, A5 KOTOporo byaeT AeicTBOBATb CO34aHHOE NPaBUJIO;

e 3anpemumbe docmyn — Npw YyCTaHOBAEHHOM ¢nare ¢ 3aaHHOro YCTPOMUCTBa OyaeT NO/IHOCTbIO
3anpewéH AocTyn W nepegadya TpaH3UTHOro Tpaduka. Ecam ¢nar He ycTaHOBAEH, CKOPOCTb
6yaeT orpaHMYeHa 40 YKAa3aHHOIo 3Ha4YeHus;

e O2paHu4yeHue ckopocmu, K6um/c — MaKcMMmanbHaa CKOPOCTb MOTOKA AaHHbIX ANs YCTPOWCTBA C
yKazaHHbiM MAC-agpecom (OK6UT/Cc — 3KBMBANEHTHO OTCYTCTBMIO OrpaHMYEHMA CKOPOCTM
NOTOKa AaHHbIX);

OzpaHuyeHusa no URL-adpecam

Co030aTk HOBOE Npasuno

BricHuTh

URL

e BKawuyums — npu ycTaHoBAEHHOM dare akTMBMpyeTca npasuao ¢puabTpaumm no URL;

e URL — URL-agpec ycTponcTsa, 418 KoToporo byaeT AencTBoOBaTb CO34aHHOE NPaBuio;

O2paHuYeHUA No 8pemeHU CYmoK

Co3naTe HOBOE NPABUNO

BrAKHHTE

Kohe: D0:00

JanpeTuTb gocTyn o

e BKkawouyums — nNpu ycTaHOBAEHHOM ¢nare npasuno GUALTPALUMM  aKTUBUPYETCA U
[EeaKTUBMPYETCA B Ha3HauyeHHOE Bpems;
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Hayano — Bpemsa B 24-yacoBom dopmate cuncieHma (44:Mmm) , ¢ KoToporo byaeTt aeincreoBaTthb
Co3AaHHOe NPaBuo;

KoHey — Bpems B 24-yacoBom dopmarte cunmcaeHma (44:mm), Ao KoToporo byaeTt aeicTeoBaTth
CO34aHHOoe NpaBuno;

3anpemums 0ocmyn — npwu ycTaHoBAeHHOM dnare 6yaeT NOAHOCTbIO 3anpewéH AOoCTyn U
nepe-gaya TpaH3uTHoro TpaduKa. Ecim dnar He ycTaHOBNEH, CKOPOCTb ByAeT orpaHuyeHa Ao
YKa3aHHOro 3HayeHus;

OzpaHu4eHue ckopocmu, Kbum/c — B TeYeHne 3a4aHHOrO MHTepBana BpemeHU CKopocTb byaeT
orpaHuMuyeHa A0 yKasaHHOro 3HavyeHusa (0 KBUT/C — 3KBUBANIEHTHO OTCYTCTBMIO OrpaHUYEeHUs
CKOPOCTM MOTOKa AaHHbIX).

2.6.2.9 MogmeHo «Punbtp MAC»

B nogmeHto «dunbTp MAC» BbINONHAIOTCA HAacTpolKa dpuabTpaums goctyna no MAC-aapecy KAneHTa.

HocTyn K ycTporcTey

PexuM QUNETRE NPOBGLHON CETH BrlikncdeHo v

" [pHMEHHTE ® OTmeHna

Pexcum ¢punempa — onpenenser oANH U3 TPEX aAropUTMOB pPaboTbl GpUNLTPA B 3aBUCUMOCTU OT
MAC-agpeca KnmneHTa:

Omknawoyume — dunbtpauma no MAC-agpecam OTKAKOYEHA — BCEM K/AMEHTam
paspeLleHo NOAKAKYATLCA K YCTPOWMCTBY;

YépHolli cnucok — B AaHHOM pexume paboTbl ¢unbTpa KameHTam, MAC-agpeca
KOTOPbIX yKa3aHbl B «Cnmucke MAC-aapecoB», 3anpeLLeHo NogKA4aTbCa K YCTPOUCTBY.
AboHeHTam, MAC-agpeca KOTOPbIX He YKa3aHbl B CNUCKE, NOAKAIOYEHNE Pa3peLLEHO;

benoblili cnucok — B faHHOM pexkume paboTbl puabTpa KaneHTam, MAC-agpeca KoTopbix
yKasaHbl B «Cnncke MAC-agpecoB», pa3peleHo MoAKAYaTbCA K YCTPOMCTBY.
AboHeHTam, MAC-agpeca KOTOPbIX B CMIUCKE He YKa3aHbl, MOAKA0YEHMNE 3aMpeLLEeHO.

Cnucok MAC-adpecos

B cnmcok MOXHO BHecTM Ao Tpuauatm MAC-aapecoB KAMEHTOB, AOCTYM KOTOPbIM K YCTPOMWCTBY
perynmpyetca HacTPOMKOM pexmma ouabTpa.

[na po6aBneHMs HOBOIO KAMEHTA B CMMCOK HaXmuTe KHOMKy «obasume» u Beeante ero MAC-agpec,
NMB0 HaXKMMTE KHOMKY BbiNaAaloLwero meHto 1 Bbibepute MAC NoaKN04eHHOro YCTPOMCTBRa.

[nsa BCTynAeHUs B CUly HOBOM KOHOUIypauumn M 3aHECEeHWA HAcTPOEK B 3HEProHEe3aBUCMMYIO NaMsATb
HaXXMUTe KHONKY «[TpumeHUmMob». AN OTMEHbl USMEHEHWUIN HaXKMUTE KHOMKY «OmMeHa».

2.6.2.10 NMoameHo «MapLipyTrusauma»

B nogmeHto « MapLipyT13aLumsa» HacTpaMBakoTCA CTaTUYECKME MapLIPYTbl YCTPOMCTBa.
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MapwpyTtnsauyms
Wma Aapec HasHa4YeHuA Macka nogcetn LWnios
@&
routed 192.166.23.0 255.255.255.0 192.166.0.254

Ana ,D,O6aB!'IEHMF| HOBOTO MapLlwpyTa HaXXMUTE Ha KHOMKY «ﬂ'06aBMTb» M 3anonHuUTE cheagytowme nona:

JobaenTe MapwpyT
Nma
A,'J,pec HazHa4eHnAa

Macka noaceTn

Lnto3
L] VIMa — Ha3BaHue MapuwpyTa, uncnonbsyetca ANA y,ﬂ,OGCTBa BOCNPHNATUA YeNN10BEeKOM. Mone
MOXHO OCTaBUTb MYCTbIM;
L] Adpec HAa3HaQ4YeHUA — IP—ap,pec XOCTa Mnnanm noAaceTtn HasHayveHuAa, A0 KOTOPbIX HEO6XOAVIMO

YCTAHOBUTb MapLUpyT;

e Macka nodcemu — macka noaceTtu. [11A XocTa mMacka NoACeTU YCTaHaB/MBAETCS B 3Ha4YeHue
255.255.255.255, gna noacetm — B 3aBUCUMOCTM OT €€ pa3mepa;

e llno3 — IP-agpec Wwnto3a, Yepes KOTOPbIN OCYLLECTBAAETCS BbIXOA HA «AOpec Ha3Ha4YeHUs».

[na BCTYNNeHMA B CUNY HOBOW KOHQMrypaLum U 3aHeCeHMsA HacTPOEeK B SHEProHe3aBUMCUMYO NamATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». s OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».

2.6.2.11 MoameHto «[AuHamuueckmn DNS»
B noameHto «QuHammnyeckmnin DNS» BbInonHAETCA HAaCTPOIMKa COOTBETCTBYHOLLLENO CepBUCA.

JAuHamuyeckuii DNS (D-DNS) nossonseT uHbopmaumm Ha DNS-cepBepe OBHOBAATLCA B peasibHOM
BpemMeHW B aBTOMaTUYeCKOM pexkume. [pumeHsaeTca ANA Ha3HAYeHUA MNOCTOAHHOIO AOMEHHOI0 MMEHMU

yCTpoicTBY (KOMNblOTEpY, poyTepy) C AMHaMmUUYecknm IP-agpecom.

OnHammnyeckmin DNS yacTto npumeHseTca B IOKabHbIX CETAX, FAe KAMeHTbl nony4yatoT IP-agpec no DHCP,
a NOTOM pPerncTpupytoT CBOU UMeHa Ha nokanbHom DNS-cepsepe.
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[OunHamuuecknin DNS

@®
Brnioyuth D-DNS ¥
- Mposaiinep D-DNS | dyndns.org -
i
MMa nonb3oeatens
Mapons

NomeHHoe MMA

e Bkarouyume D-DNS — npwu yctaHoBieHHOM dnare cepsuc D-DNS aKTuBeH M 4na pegakTMpoBaHuA
[OCTYMNHbI CneaytoLine HaCTPOKu:

e [lposatidep D-DNS — appec nposangepa D-DNS — BbibepuTte ogHOro nposangepa M3 CrnmcKa
[OCTYMNHbIX NIW BBEAUTE afpec NpoBainaepa BPYyUHYIO;

e Ums none3zosamesiss — UM NOAb30BaTENA ANA AOCTYNa K y4eTHOM 3anucu cepsuca D-DNS;

e [laponb — naponb ANa gocTyna K y4eTHoM 3anucu cepsmca D-DNS;

e [lomeHHoe umsa — peructpupyemoe pgomeHHoe umAa Ha D-DNS cepsepe. O6HOBneHUue
nHdopmauum ob IP-agpece ycTpoicTBa Ha cepBepe MpoBaigepa NPOUCXOAUT Nepuoamyecku
yepes 60 ceKyHA.

[na BCTynneHUs B CUy HOBOW KOHOUIypaLMM M 3aHECEeHUs HAacTPOEK B 3HEProHe3aBMCUMYIO NMamATb
HaXXMUTE KHOMKY «[TpumeHums». Ana oTMeHbl USMEHEHUI HAaXXMUTE KHOMNKY «OmmeHa».

2.6.2.12 MNMogmeHo «SNMP»

MporpammHoe obecneyeHne TAU-IM.IP no3BosseT NpoBOAUTb MOHUTOPUHI COCTOAHMA YCTPOMCTBA U
ero KoHourypuposaHue, ucnonb3ya npotokon SNMP. B noameHto «SNMP» BbINOAHAIOTCA HACTPOUKM
napameTtpos SNMP-areHTa. YcTpoiCcTBO NogaepKumBaeT npoTokosbl Bepcnii SNMPv1, SNMPv2c.

HacTtpoinka SNMP
B BKNIOYMTE SNMP
Maponk Ha YyTeHue
Mapons Ha 3anKce
Aapec 4na npuéma Tpanos v
AJpec ANR NpUEMa Tpanos v2
Agpec ons npuéma cooGLiexnil Inform
CHCTEMHOE MMA YCTPORCTEA
KOHTaKTHaR MHDOPMALWSE NPOW3BOANTENA
IMeCToNoNoKeHHe YCTpoicTEa

Mapone & Tpanax
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e BKawyume SNMP — npw ycTaHoBneHHOM dJiare paspeLleHo Ucnoib3oBaHMe npoTokosa SNMP;
e [laposb Ha UmeHUe — Napo/ib Ha UTeHue napameTpos (oblienpuHATbIN: public);
e [laposb Ha 3aMUC6 — NapPO/b Ha 3aMMCb NapameTpoB (06LLEeNPUHATLIN: private);

e Adpec 0na npuéma mpanos vl — IP-agpec WM AOMEHHOE MMA MPUEeMHUKa CoobLeHU
SNMPv1-trap 8 dopmate HOST [COMMUNITY [PORT]];

e Adpec 0na npuéma mparnos v2 — |P-agpec UM AOMEHHOE MMA MPUEeMHUKa CcoobLeHui
SNMPv2-trap 8 dopmate HOST [COMMUNITY [PORT]];

e Adpec 014 npuéma coobweHuli Inform — IP-agpec nan 4oOMeHHoOe MMA NPUEeMHMKA COOBLLEHN
Inform B dopmarte HOST [COMMUNITY [PORT]];

e CucmemHoe umsa ycmpolicmea — NMsA YCTPOWCTBa;

e KoHmakmHas uHopmayua npouszsodumesns — KOHTAKTHAA WHbOPMaUMs NPOU3BOAMUTENS
YCTPOMCTBQ;

e MecmononoxeHue ycmpolicmea — MHGOpMaLMA O MECTOMOIOXEHNN YCTPOACTBA;
e [laposb 8 mpanax — Naponb, coaepalimiica B Tpanax (No ymonyaHuio: trap).

B TeKkywweh BepcuM nporpammHoro obecnedyeHns Mo npotokosy SNMP ummeerca BO3MOMKHOCTb
KOHOUIypUpoBaTb OTAE/NbHbIE NapaMeTpbl YCTpoicTea: obuwme HacTpoliku SIP, HacTponku SIP-npodunen,
HacTpoMKkM FXS-mopTta, HACTPOMKM TpPynn Bbi30Ba, HACTPOMKM KodoB ynpasneHua [OBO c TenedoHHOro
annapata, HacTpoikn SNMP, HacTPOIMKMN CUCTEMHOTO KypHana.

Huke npuBeaeH cNUCOK 06BbEKTOB, NOAAEPHKUBAEMbIX AN1A YTEHUS U KOHPUTIYPUPOBAHUA NOCPEACTBOM
npotokona SNMP:

—  Enterprise.1.3.1 — obuue HacTpoiiku SIP-npoduneir;

— Enterprise.1.3.2.1 — HacTpoliiku SIP-npodunei;

— Enterprise.1.1.2.1 — HacTpoliku FXS-nopTa;

— Enterprise.1.5 — koapl aktuBauum ABO c TenedoHHOro annapaTa;
— Enterprise.2.1 — HacTpoikn SNMP;

— Enterprise.3.1 — HacTPOMKM CUCTEMHOTO XypHana;

roe Enterprise — 1.3.6.1.4.1.35265.1.56 naeHtudmKaTop ycTpomncTea.

Ana 3anucm HaCTPOEK B 3HEProHE3aBUCUMMYIO MaMATb HaXXMUTE KHOMKY «/7pumeHumb». Ona otmeHbl
N3MEHEHUI HaXXMmuTe KHOMKY «OmmeHa».
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2.6.2.13 MNMoameHto «lMonb3oBatenbckmue VLAN»

MNonb3oBaTenbckaa VLAN onpegensetca uaeHtuoumkatopom VLAN, ceTeBoit Tpaduk B npegenax
KOTOporo npoxogut npospadyHo ¢ WAN-uHTepdeica yctpoictea Ha LAN c nocnegyowmm CHATUEM Tera B
NOoKanbHOM cetTn. To ecTb (aKTMYeCKM nNpu  BKAOYEHMM nonb3oBaTesibckon VLAN B ycTpolicTee
MHUUMANM3nMpyeTca ceteBo mocT mexay WAN-nopTom u onpegeneHHbiMu LAN-nopTamu, npu 3TomM Ha
ctopoHe WAN-TpaduK nepegaérca/npuHnmaetca ¢ 3agaHHbIM naeHtudukatopom VLAN, a Ha ctopoHe LAN Ter

CHMUMaeTCA.

Monb3oeaTtensckune VLAN

@& .
Cratye WMA cepeuca VLAN ID WHTeptheickl

= WLAN O BoIKnoYeH VLANO
® WLAN 1 BoiknoyeH WLAN1

WLAN 2 BoiknoyeH WLANZ

WLAN 3 BolknioyeH VLAN3

ns npusaakuy LAN-nopmos yempodcmea K nofs3osamenscium VLAN nepeddume na empanuuy "floxansHsie unmepgedcs -

anbHoE Has ue"

e Cmamyc — otobparkaerca coctoaHme aaHHoro VLAN (BK/l0UYeH/BbIK/IIOYEH);

e Ums cepsuca — umsa nosb3osatenbckoi VLAN;

e VLAN ID — npentuduratop VLAN;

e UHmepgelicol — cnucok noptos LAN, npnBA3aHHbIX K AaHHOM nonb3oBaTenbckon VLAN.

B ycTpoMcTBE MOMHO CKOHOUIypupoBaTb A0 4eTblpéx nosb3oBaTenbcknx VLAN. YTobbl OTKpPbLITb
HacTponkn VLAN ana pegakTUpOBaHUA, KAMKHUTE NO 04HOM 13 ccbiiok VLANO...VLAN3:

Pepaxktuposate VLAN O

Brrtounts

[C]

VMA cepenca VLANO

VLAMID 0

WHTeppeckl

Ana npueasxku LAN-mopmog yempoldcmea K nons3osamensckuM VLAN nepeldume Ha niumxy "MoKansHsie uimepgelcs”.

+ MPHMEHNTE % OTMeHa

e BKawoyume — npw ycTaHoBAeHHOM dnare nosnb3oBaTenbckas VLAN BKatodeHa. Mpu nonbiTke
OTKNHOYUTb NOJSIb30BaTeNbCKMI VLAN, K KOTOPOMY NPUBA3aHbI OAUH UAM HECKoNbKo LAN-nopTos,
9T LAN-nopTbl NPUBAXKYTCA K cepBuUcy MHTepHeT;

e UVmsA cepsuca — NpoOuU3BONbHOE MMA, CONOCTaBAAeMOe C AaHHbIM Nonb3oBaTenbCknum VLAN;

e VLAN ID — naeHtTudumKaumMoHHbIn Homep VLAN, npMHMmaeT 3HadYeHusn oT 1 go 4095; He gonxkeH
coBnaaatb ¢ uaeHTMdmKatopamm VLAN gpyrnx cepsmcos;
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UHmepgpelicel — cnncok nHTepdelicos, KOTopble MNPUBA3AHbI K AaHHOMY NOJ/b30BaTE/IbCKOMY
VLAN. Hepegaktupyemoe none. Ons npueaskm LAN-NopTOB yCTPOICTBA K MO/Ib30BATE/bCKOM
VLAN nepenante Ha nanTKy "/lokanbHble MHTepdelickl".

[ns 3anmMcy HacTpoeKk B 3HEProHE3aBUCUMYLO MaMATb HAaXKMUTe KHOMKY «[lpumeHumex». [Ana OTMeHbI
N3MEHEHUIN HAaXXMUTE KHOMKY «OmmeHa».

2.6.3 MeHio «IP-tenedpoHua»

B meHto «IP-tenedoHus» BbinoaHAWTCA HacTpoliku VolP (Voice over IP): HacTpoika npoToKkona SIP,
KOHOUrypauma uHtepdeica FXS, ycTaHOBKa KOAEKOB, MJlaHa HyMepauumu, MeToaoB nepegadn dakca u

Mmoaema.

2.6.3.1 MoameHio «HacTpoiikmn ceTu»

B nogmeHo «HacTpoOMKKM CETU» MMeeTca BO3MOMKHOCTb 334aTb CODBCTBEHHbIE CeTeBble HACTPOMKKU Ans

ycnyrun VolP.

HacTpoiika IPSec

daza1

daza 2

CeTeBble HacTpoiikn IP-TenedoHmm

Wcnonb3oeaTe HACTPoiikK Internet

BKNIOYATL

TNokanbHbliA IP-agpec
AJpec NoKankLHOoH NoACEeTH
Macka NoKaneHOR No4CeTH
Afpec yaaneHHol NoaceTH
Macka yaaneHHoi NogceTv
YOANEHHBIA W03

Pexum NAT-T
ATPECCHBHBIA PEXUM

Tun HaeHTUdUKaTOpa

MneHTugnkaTop

3apatee 3af1aHHbIi KoY

ANTOPUTM Ay TEHTUDHKALMM

ANTOPUTM LUIKPPOBAHUA
rpynna Judipu-Xennmaxa

Bpems u3HM assl 1, ©

AnNropuTM ayTEHTUDHEALMK

ANTOPUTM LUIKPPOBAHUA
rpynna Judipu-Xennmaxa

Bpems KU3HU asbl 2, ¢

off

address

86400

hmac_md5

des

1

3600

Ucnonvzosams Hacmpoliku Internet — npwu ycTaHOBAEHHOM ¢Jiare MCNo/b30BaTb HACTPOMKM
CeTH, YCTaHOBNEHHbIE B MeHI0 «Cemb» -> «MIHMepHem», NHaye — HacTPOMKMW, YCTaHOB/EHHbIE B

TEKYLWEM MEHIO;
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e MWcnonb3osaTb VLAN* — npu yctaHoBneHHOM dnare cepsuc IP-TenedpoHUm byaeT ncnonb3osaThb
Ana ceoen paboTbl BblAeNEHHbIN NHTepdeic B oTaenbHon VLAN, Homep KOTOpo yKasaH B none
«VLAN ID»;

e 802.1P — npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), yctaHaBnMBaemblin Ha
ncxogslme ¢ gaHHoro nHTepdeica IP-naketbl. NMpuHUMaeT 3HauyeHus ot 0 (HU3LWKIA NpUopuUTeT)
0o 7 (HamBbICLWINI NpUOpUTET);

e [Ipomokosa — BbIGOP NPOTOKONA Ha3Ha4YeHMA agpeca Ha nHTepdeic ycayrm VolP:

— Static — pexxum paboTbl, Npn KoTopom IP-agpec n Bce HeobxoaMmble HACTPOMKM Ha
WAN-uHTepdelic HasHavaeTca BpydHyto. [Mpu  Bblbope Tmnma  «Staticy pgna
penaKkTMPOBAHMUS CTAHYT AOCTYMNHbI Caeaytowme napameTpbl:

IP-adpec — yctaHoBKa IP-agpeca nntepdeica ycayru VolP;

Macka nodcemu — macKka nogcetu nHtepdelica ycnyrm VolP;

LUnto3 no ymonyaHuro — IP-agpec aedontHoro wnwosa uHtepdelica ycayrm VolP;
MepsuuHebili DNS, BmopuuHbiii DNS — IP-agpeca DNS-cepBepoB, HEOO6X0AUMbIX ANA
paboTtbl ycnyru VolP.

— DHCP — pexum paboTbl, Npu KoTopom IP-agpec, macka noacetu, agpeca DNS-cepsepos
W apyrme napameTpbl, Heobxogumble ana paboTbl ycayru (Hanpumep, cTaTUyecKkue
mapLupyTbl 4o SIP-cepBepa, cepBepa perucrpaumn), byayt nonydeHol ot DHCP-cepsepa
aBTomMaTmyeckun. Ecam ot npoBangepa He yaaérca nonyuyutb agpeca DNS-cepsepos, Bbl
MOYKeTe Ha3Ha4MTb MX BPY4YHyto B nonax «flepsuyHsili DNS» n «BmopuyHsili DNS».
Appeca, 3afilaHHble BpYy4Hyto, ByayT umeTb npuoputeT Hag agpecamun DNS-cepsepos,
nosy4yeHHbiMn no npotokony DHCP.

Ona npotokona DHCP nmeeTtcs BO3MOXHOCTb 3a/aTb HEOOXOAMMOE 3HAYEHME OnuUni
60 n 82.

- AnbmepHamuseHoili Vendor ID (onuyus 60) — npu ycTaHOBAEHHOM dare yCTPOMICTBO
nepenaér B8 DHCP-coobuweHusx B onumm 60 (Vendor class ID) 3HaueHue u3 nona Vendor ID
(onyus 60). Npw nyctom none onuus 60 B cooblieHMsAx npoTtokona DHCP He nepegaércs;

Echn dnar AnemepHamuseHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepefaeTcsa 3HaYeHWe No YMOJIYaHMIO, KOTOPOE UMeEeT ceaytolwmnii dopmar:
[VENDOR:npowussogutens][DEVICE:Tun ycTpovictea][HW:annapaTtHas Bepcun]
[SN:cepuiiHbIii Homep][WAN:MAC-aapec nHtepdeica WAN]

[LAN:MAC-aapec nHtepdeitca LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

Mpumep:

[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

UHpopmayusa azeHma DHCP Relay (onyus 82) — npu yctaHoBAeHHOM dare nossosseT
nobasuTtb B DHCP-3anpoc:

= WoeHmugukamop yenu azeHma (Onyus82) — nossonaet gobasuTb B DHCP-3anpoc
onumio 82, nogonumto 1 — Agent Circuit ID;

= UdeHmugpukamop yoaneHHo20 azeHma (Onyua82) — nossonsaeT gobasuTb 8 DHCP-
3anpoc onuuto 82, nogonumnio 2 — Agent Remote ID.

Cnucok mncnonbsyembix DHCP-onunit Ha Kaxaom ceteBom uHTepdelice (Internet, VolP,
Management) MOXHO 33gaBaTb BpyYHyl. WMHbOpmauMa NO HACTPOWMKe ChucKa

4B Bepcuun MO 1.9.1 paspeluaeTca 3a4aBaTb MHAMBUAYAbHbIE CETEBbIE HACTPOMKM ycayrun VolP TonbKo B BbigeneHHon VLAN.
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npeactasneHa B lMpunoxernne B. HACTPOWMKA dhcp-KAMEHTOB B My/JbTUCEPBUMCHOM
pexxnme

Hacmpolika IPSec:

B faHHOM pasgene ocyLWecTBAsSeTcs HacTpoliKa wiudpoBaHus no TexHonornm IPSec (IP Security).

IPSec — 3to Habop nNpoToKoNOB ANA obecneyeHMA 3aLLUTbl AaHHbIX, NepeaaBaemMbliX N0 MeXCeTeBoMy
npotokony IP, no3BonAoWwmUi OCyWeCTBAATb NOATBEPXKAEHUE MOAJMHHOCTM (ayTeHTUOMKALMIO), NPOBEPKY
LeNocTHOCTM u/unn wndposaHue IP-nakeTos. IPSec Takske BKAloYaeT B cebs NPOTOKONbI ANA 3alMLWEHHOIO

obmeHa Kioyamm B cetu MHTepHeT.

B Tekywen BepcMm NporpaMmHOro obecneyeHma nocpeactBOM IPSec MOXKHO OCylecTBAATb TO/IbKO
OOCTYN K MHTepdercam ynpasneHus yctponctsom (Web, Telnet, SSH).

MNoapobHoe onucaHne HacTpoek IPSec npuseaeHo B 2.6.2.1 B rpade Hacmpolika IPSec.

[na BCTynNeHMA B CUNY HOBOW KOHQUIypauum U 3aHeCeHMsA HAcTPOeK B SHEProHe3aBMCUMMYIO NamATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.2 TMopgmeHo «QOS»

B nogmeHto «QoS» HacTpamBatoTcsa dyHKUMM obecnedyeHns Kayectsa obcnykmaHus (Quality of Service).

HacTpoiika nwanazona RTP-noptor

23000

Mukumanbhsi RTP-nopt | 23000

Makc umanbtei RTP-nopt 26000

" [PUMEHHTE ® OTmeHa

HacTtpownka DSCP gna curHanuaauum (SIP)

SIP-nopT DsCP

= [1o6aBuTs & YoanuTe

Hacmpolika duana3zoHa RTP-nopmos

e MuHumaneHoelli RTP-nopm — HWXHAA rpaHMuUa@ Auana3oHa RTP-nopTos, MCMNo/b3yembix AnA
nepesayv pasroBOPHOro TpadukKa;

e MakcumarnoHbili RTP-nopm — BepxHAs rpaHuMuUa guanasoHa RTP-nopTtos, ucnosb3yembix and
nepesayu pasroBOPHOro TpadukKa;

Hacmpolika DSCP 04 cueHaausayuu (SIP)

NobaBuTs
SIP-nopT o

DSCP o

" [pUMEHWTE »® OTmena
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Hacmpolika npasuna QoS

e SIP-nopm — 3Ha4yeHWe NopTa UCTOYHUKA AR UCXOAALLENO rON10COBOro TpaduKa, KoTopbln ByaeT
MapKupoBaTbca 3a4aHHbIM Kogom DSCP;

e DSCP — 3HayeHune nona DSCP 3aronosKa IP-nakeTa ana ronocosoro Tpaduka C 3a4aHHbIM
NOPTOM UCTOYHMKA.

[na BCTynneHua B CUNYy HOBOM KOHPUIypaLMM M 3aHECeHUA HacTPOoeK B SHEProHe3aBMCUMYIO NamMATb
HaXXMUTE KHOMKY «[TpuMmeHUMb». AN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMmeHa».

2.6.3.3 NoameHio «HacTpoiKa AMHMIA»

B noameHo «Hacmpolika nuHUli» BbINONHAOTCA HACTPOMKM TesiedOHHOro nopTa.

Cnucok TenedoHHbIX NUHWA

TNuana Cratyc Homep Tenedona WA nonesosatens Torux SIP nopt Mpodgune

1 BrnioveH 333 5060 1st profile

[NnA pefaKTMPOBaAHMA HAaCTPOEK HaXKMUTE SIEBOM KHOMKOM MbILLM MO CCbIJIKE C HOMEPOM HaCTPanMBaeMoM
NMHUK (1) 1 B OTKPbIBLUEMCA OKHE «PeaKTMPOBaTh INHMIO» 3aMOHNUTE Cleaytolwme Nons:

PepakTtuposarts NuHWIO 1: HacTpoiika akkayHTa
BEMHO4MTE
Mpopune SIP 1st profile v
Homep Tenedona 001
MmA nons3oeatens
Wcnone3osate aneTepPHaTUBHD! ] HOMED

SIP-nopT | 5060

KaTteropna afoHeHTa He ucnonb3osath v
AyTeHTHHMKaUNA
ToruH
Mapone
Yenyrm BO
PeXKUM HCMoNb30BaHKA Flash Transmit flash v

MpAmoit HoMep
CMAAHUE BLI30BA

Btlaaya HoMepa Bui3blBalollero aSoHeHTa NpH oXMAaHHK
Bbl30Ba

OcTaHoBka Habopa npu #
ropauas/Tennan niHUA
BesycnoeHas nepeaapecaums
Mepeafpecauya no 3aHATOCTH
Mepeanpecalys no HEOTBETY
He DecnokonTs

Pa3pelunTb NEPEXBarT BbI30Ba HA nopT ¥

CLIR Bbikn v
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HacTpoiika chManyecknx napameTpos

Bblnaya HoMepa BbISHIEAMILLEND Off v

TaimayT HaTopa nepeoi uwdpsl, © 1]
TaimayT "JanaTa", ¢ 120

TaimayT Boiz0Ba aboHexTa, ¢ 1]
MuHMMENsHOE Bpema oSHapyredus oThon, Mo 300
MuHumaneHoe epemA oSHapysetnA Flash, mc 100
Yeunesue Ha npuese, 0.1dB -70

Yeunetwe Ha nepegaqe, 0.1dB 1]

YpoBeHE ronoca © Tenedosa, dB 0

YpoBeHb ronoca ¢ Murpodona, dB 1]
ONWUTENBHOCTE MMAYTNECE UMGpE, MC 100
MHHIUMANBHBIA MEKLWPOBDA MHTEPEAN, MC 200

TakcodoH B, v
HacTtpoika ceTeBbIX NnapameTpoB

DSCP |0

+ MpHMEHHTL *# OTMmeHa

Hacmpolika akkayHma

] BKaroyume — npu yCTaHOBNEHHOM d)nare NOPT aKTUBEH;,

e [lpogpuns — BbIbOP SIP-Nnpodunna U3 nepeyHa AOCTynHbIX. HacTpolika npodunein nponssoamTcs
B MeH10 «/P-menegoHua» -> «[Tpogunu»;

e Homep menegoHa — abOHEHTCKMIA HOMEpP, NPUCBOEHHbIM TenepoHHOMY NOPTY;

e UmMA nonv3zosamesns — UMA NOMb30BATE/ISA, CONOCTaB/EHHOE C NOPTOM (OTObparkaeTcs B nose
Display-Name 3arosioBka From B ncxogaumx coobuieHumax SIP);

e Ucrnonvb3osams anbmepHAMuUBHbIli Homep — npwu ycTaHoBNeHHOM dnare B 3arofioBoK «From»
coobuieHnin SIP, oTnpaBnsembix C AaHHOro nopra, ByAeT MNoACTaBAATLCA aNbTepPHATUBHbIN
Homep (B 4YacTHOCTM, u4TOBbI MacKMpoBaTb CBOMN peanbHbId Homep OT cuctembl AOH
BbI3blBaeMoro aboHeHTa);

e [lodcmasname 3a2071080k 8 Contact — anbTepPHATUBHbIN HOMEP, NPUCBOEHHbIN TenedpoHHOMY
nopty, OyaeTr 3amMeHeH Ha YKasaHHbIMW Homep B 3arosioBke Contact coobuieHus SIP.
[aHHas HacTpoiKa MCNONb3yeTcs TONbKO ANA MOPTOB, HAXOAAWMXCA B rpynne Bbi30Ba;

e SIP-nopm — UDP-nopT ans npuéma Bxoaslumx coobuieHunii SIP Ha AaHHbIM aKKayHT, a TakKe and
OoTNpaBKKU ncxoaawmx SIP-cooblueHnin ¢ AaHHOro akKayHTa. MpuHMMaeT 3HayeHma 1-65535 (no
ymon4aHuio 5060);

e Kameeopus aboHeHma — KaTeropua Bbi3biBatowero aboHeHTa (calling party category) —
MCMONb3yeTca A/ nepefayn B 3aronoBke «From» UCXOAAWMX COOBLWEHWN; nocnefHui npwm
aToM nepepaetca B popmate Tel-URI (cm. RFC3966);

e Jlo2uH u napons 048 aymeHMUGUKAyUU — WUMA NOAb30BaTeNA U Napob, UCNOAb3yeEMble ANA
ayTeHTMdUKaLMM aboHeHTa Ha SIP-cepBepe (M cepBepe pernctpauum);
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Hacmpolika 1IBO

Pexcum ucnione3osaHus flash — pexunm ncnonbsosaHusa ¢yHKumm flash (KopoTkuii oT60IM):

— Transmit flash — nepepava flash B KaHan (oAHMM M3 MeTOAOB, HACTPOEHHbIX BO
BKNagKe «MNpodunn» B napametpe Mepedaya Flash);

— Attended calltransfer — flash obpabaTtbiBaeTcs NOKanbHO YCTPOWCTBOM (nepeaaya
BbI30OBA OCYLLECTBAAETCA MOC/e YCTaHOB/NEHUS COeAMHEHMUSA C TPEeTbMM abOHEHTOM).
MogpobHoe onncaHune anroputma pabotbl «Attended calltransfer» cmoTpute B pasaene
3.1 Nepepaya BbI3OBY;

— Unattended calltransfer — flash obpabaTtbiBaeTcss N0KanbHO ycTpolicTBOM (nepeaava
BbI3OBA OCYLUECTBAAETCA MO OKOHYaHMIO Habopa Homepa TpeTbero aboHeHTa).
MoapobHoe onucaHune anroputma paboTbl «Unattended calltransfer» cmoTtpute B
pasgene 3.1 Nepeaaya Bbi3osa.

Pexcum nepedayu 8bi308a — HaCTPOMKa AOCTyNHa Tonbko ana Attended calltransfer n otseyaer
32 PEXMM aKTUBALMM YCNYTU Nepesaym BbI30Ba:

— KombuHMpOoBaHHbI — Nepesaya BbI30Ba aKTUBMpPYETCA No 0T600 1 No HaxKaTuto R 4;
—  Flash+4 — nepepgaya Bbi30Ba aKTUBUPYETCA Nocae Haxkatus R 4;
— Mo otboto — nepeaaya BbI3OBA aKTUBMPYETCA NOCAe 0TOOoS.

OxudaHue 8bi3080 — NpW YCTaHOBNEHHOM dnare paspelleHa ycayra «OwudaHue 8bi308a»
(ycnyra goctynHa B perkume ncnosbzoBaHusa ¢oyHkumm flash — call transfer);

Bobidaua HOomMepa ebi3blearow,eco aboHeHMa npu OMUOAQHUU 8bI13080 — npn yCtTaHOBNIEHHOM
d)nare nponcxoguT Bblgadya Homepa aboHeHTa AnAa ycnyrmn oxXmaaHuA Bbi30Ba,

OcmaHoska Habopa npu # — npwu ycTaHOBAeHHOM dnare UCNonb3oBaTb KHOMKYy ‘# Ha
TenedoHHOM annapaTte 4158 OKOHYaHWA Habopa, nHadve ‘#’, HabpaHHas ¢ TenepoHHOro annapaTa,
MCMOJ/Ib3YETCA KaK YacCTb HOMePa;

lopavasa/mennas AuHUA — NPV yCTaHOBAEHHOM dnare paspelleHa ycayra «eopAayas/mennas
AUHUA». Ycnyra no3BonseT aBTOMaTUYECKU YCTaHOBUTb UCXOAdALEee coeaMHEHUE NpU noagbéme
Tpybkn TenedoHa 6e3 Habopa HOmepa C 3afaHHOW 3agepskkoi (B cekyHaax). Mpwu
yCcTaHoBNAeHHOM diare 3anofHUTe cieaylolme nona:

— Homep ycnyau "eopauyas/mennaa nuHua" — Homep TenedoHa, C KoTopbim byaer
YCTaHaBAMBATbLCA COeAMHEHME Yepe3 Bpems, paBHOe «TalimayTy 3a4eprKKu», nocne
NoAHATUA TPYOKK TenedoHa (B NnaHe Hymepauum ucnonbsyemoro SIP-npoduna aonkeH
6bITb NPedUKC Ha AaHHOE HanpaB/ieHUe);

— Talimaym 3a0epxcKu, ¢ — WUHTEPBAN BPEMEHMU, Yepes KOTopbii byaeT ycTaHaBAMBaTbCA
COoeAMHEHME C BCTPEYHbIM abOHEHTOM, B CEKYHAAX.

besycnosHas nepeadpecauyus — npwu ycTaHoBAeHHOM ¢nare paspelwweHa ycayra CFU (Call
Forward Unconditional) — Bce Bxoasauwe BbI30Bbl NepPeHanpPaBAAOTCA Ha YKasaHHbIM HoOMep
6e3ycnoBHOM Nnepeaapecaumu. Mpu ycTaHoBAeHHOM diare 3anoHUTe cieaytowme nos:

— Homep 6e3ycnoeHoli nepeadpecayuu — HOMep, Ha KOTOpPbIA NepeHanpasAaloTca Bce
BXOZALLME BbI30BbI, MPY BKAOYEHHOW ycnyrn «besycnosHas nepeagpecaumsa» (B nnaHe
Hymepauumn wucnosnblyemoro SIP-npoduna aJomkeH 6biTb npeduKc Ha JaHHoe
HanpaB/ieHue);
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e [lepeadpecayus rno 3agHAMocmu — Npu ycTaHoBAeHHOM dnare paspeweHa ycayra CFB (Call
Forward at Busy) — nepeagpecaunsa Bbi30Ba NpW 3aHATOCTM abOHEHTa Ha yKa3aHHbI HoMmep.
Mpwu ycTaHoBNAEHHOM dare 3anoiHUTe ciegyrowme nons:

— Homep nepeadpecayuu no 3aHAMOCMU — HOMep, Ha KOTOPbIM nepeHanpasaAloTcA
BXOAALLME BbI30BbI MPU 3aHATOCTM abOHEHTa Npu BKAOUYEHHOM ycayre «[Mepeaapecaumsa
no 3aHATOCTM» (B NnaHe Hymepaumm wucnonbdyemoro SIP-npodunsa ponxeH 6biTb
npeduKc Ha AaHHOe HanpaBaeHue);

e [lepeadpecayus no Heomsemy — npwn ycTaHoBAeHHOM ¢nare paspeweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecauus Bbi30Ba Npu HeoTeeTe aboHeHTa. [Mpu yCTaHOBAEHHOM
dnare 3anonHUTeE cnegytowme nona:

— Homep nepeadpecauuu no Heomeemy — HOMepP, Ha KOTOPbIM NepeHanpasAAloTCcA
BXOAALLME BbI30BbI NPU HeoTBeTe aboHeHTa Npu BKAOYEHHON ycayre «Mepeaapecauna
no HeoTBeTy» (B MNaHe Hymepauum ucnoabsyemoro SIP-npoduna [onKeH 6biTb
npeduKc Ha AaHHOe HanpaBaeHue);

— Talimaym Heomeema, ¢ — WHTEPBa/N BPEMEHM, Yepes3 KOTopbIi ByaeT Npomu3BoAUTLCA
nepeagpecauus BbI30Ba B C/ly4ae HeoTBeTa abOHeHTa;

e He 6ecnokoums — npu ycTaHOBAEHHOM ¢1are ycTaHaB/IMBAETCA BPEMEHHbIM 3anpeT BxogsaLlen
casn (ycnyra DND — Don’t Disturb).

MpyM BKAKOYEHMM OAHOBPEMEHHO HECKONbKUX YCAYr MNpUOpUTET caeaylowmii (B nopagke
CHUMXKEHUA):

—  CFU;
— DND;
— CFB, CFNA.

e Paspewumsb nepexeam 8bi308d HA MOPM — NPWU BKAKOYEHHOM ONUWMW paspelleH nepexsaTt
BXOAAWMX HA MOPT BbI30BOB (nepexsaT paspellaeTca TONbKO B Npegenax OgHOW rpynnbi
nepexsara v Npu yci10BMM MUCNOIb30BaHMA NopTamu ogHoro SIP-npoduns);

e CLIR — orpaHuyeHue naeHTMdMKaLmMm Homepa Bbi3bliBatoLwero aboHeHTa:

—  Boeika — ycnyra CLIR oTKAtO4YeH3;

— SIP:From — B 3aronoske From coobuweHunin npotokona SIP 6yaer nepeaaBaTbCs
Anonymous sip:anonymous@unknown.host;

— SIP:From u SIP:Contact — B 3aronoBKax From n Contact coobuieHuin npotokona SIP
byneT nepepasaTbca Anonymous sip:anonymous@unknown. host.

Hacmpolika ¢husu4eckux napamempos

e Bblgaya HOMepa BbI3bIBAKOLWErO0 — BbibepuTe perkMm onpeneneHns Homepa Bbi3bIBAOLLEro
aboHeHTa (Caller ID). Ona pabotbl Caller ID Heobxoaumo, uTObbI TenedoHHbIM annapat
aboHeHTa noaaepKnBan yCTaHOBAEGHHbIA MeToA;

— Off — onpeneneHre HoMepa Bbi3blBalOLLErO aBOHEHTA BbIK/IOUYEHO;

— FSK Bell 202, FSK V.23 — onpegeneHue Homepa M MMEHM Bbi3blBaloLlero aboHeHTa
metogom FSK (no crangapty Bell202, wau ITU-T V.23). Bblgaya Homepa B AUHUIO
OCYLLECTBNAETCA MeXKAy MepPBbIM W BTOPbIM CUIHA/JIOM MOCbIJIKM Bbl30Ba MOTOKOM
[OaHHbIX C YaCTOTHOM Mmoaynaumei;

— DTMF — onpepeneHne Homepa Bbi3biBatowero aboHeHta metogom DTMF. Bbigava
HOMEpa B JIMHUIO OCYLLECTBAAETCA MeXAY MNEPBbIM M BTOPbIM CUTHAJIOM MOCHIIKK
Bbl30Ba ABYyX4acTOTHbIMM DTMF-nocbinkamuy;
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— RUS AON — naeHTudMKauma TMHUM Bbi3blBatoLero aboHeHTa metogom «Pycckuin AOH».
Homep onpegenserca no curHany «3anpoc AOH», BblgaBaemomy TenepoHoOM
BbI3bIBAEMOro abOHEHTa;

Talimaym Habopa nepsoli yugpsl, ¢ — Talkmep OXKnagaHua Habopa nepson UMdpbl Homepa. Mpwu
OTCYTCTBMM Habopa B TeyeHWe YCTaHOBAEHHOrO BpemeHM aboHeHTy OyaeT BblAaH CUrHan
«3aHATOY», a Npuem Habopa Homepa ByaeT NpeKkpaLleH;

Talimaym «3aHAmo», ¢ — Talimep Bblaaun aboHeHTy curHana «3aHATo». Ecan no mcteyeHuu
YCTaHOBNEHHOro TalMayTa aboHeHT He NONOXMUT TPYbKy TenedpoHa — B AUHUIO ByaeT BbiAaH
CUrHan oWunbKu;

Taﬁmaym 8bl308a G6OH€HmG, C — 3anycCKaetca npu nocrtynaeHnn BxoaAwero Bbi3OBa U
onpegenaeTr MakCMMaJZibHOE BpemA OTBETA HA BbI3OB. Mo ncrevyeHumn YCTaHOB/N1EHHOIO TaﬁmayTa
yAaneHHomy aGOHeHTy 6y,CI,ET OTnpaB/EH CUTHaN 3aHATOCTU.

MuHumaneHoe epems 0bHapy#ceHUa ombos, MC — MUHUMasIbHOE Bpems 0bHapy»KeHus oTbos.
OaHOBpPEMEHHO C€  3TUM, JaHHbIii napameTp ABAAETCA MaKCMMalbHbIM  BpeMeHeM
NEeTeKTUPOBaHUA KopoTKoro otbos (flash).

MuHumaneHoe epemsa obHapyxceHus Flash, mc —MmuUHUManbHoe BpPems Ob6HapyKeHus
KopoTKoro otbos, (80—1000) mc;

YcuneHue Ha npueme, 0.1dB — ycuneHue curHana Ha npuém (cuMrHan, KoTopbli BblgaeTca B
Tpybky TenedoHa), (-200..200) eanHmua nsmepenus —0,1 ab;

YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepegady (cMrHana, nocTynaloLiero B
MUKpOdOH TenedoHHoM TpybKKM), (-200..200) eanHunua nsmepenus —0,1 ap;

YposeHb 2010ca ¢ menegoHa dB — HacTpoIiKa YPOBHS peyeBoro cMrHana K aboHeHTy, (-31..31)
dB;

YposeHb 20s10ca ¢ MUKpogoHa dB — HaACTpoMKa YpOBHA pPedYeBOro curHana ot aboHeHTa, (-
31..31)dB;

JaumenbHocme UMMynAbCa Yugpsl, MC — HacTPOMKa HeobXoAMma Npu MMNYIbCHOM PesKume
Habopa Homepa, (10—150) mc;

MuHumanoeHsili mexcyugpposoli uHMepsasn, Mc — HaCTPOMKa HeobxoguMma NpU UMMYbCHOM
pexkmume Habopa Homepa, (150-20000) mc;

TakcogoH (Payphone) — HacTpolika pexxkuma paboTbl IMHUM NPU NOAKAOYEHUM TakcodoHa:

—  Bolkn. (Off) — 06blUHbIN peXUM, TaKCOPOH He NOAK/IOYEH;

— epenontocoska (Polarity reversal) — v3meHeHMe MOAAPHOCTM HaNPAXKEHWUA MUTAHUA
JIVHWUM NPU UCXOAALLEM BbI30BE NOCNE OTBETA BCTPEYHOTO abOHEHTa;

— Umnynescel 12 KMy (12 kHz) — npu ucxoasliem Bbi30Be B JIMHUIO OAMH pa3 B CEKYyHAY
BblaaeTca TapuPHbIM UMNyAbc YactoTor 12 Kly;

— WUmnynscel 16 KMy (16 kHz) — npu ncxogsuem Bbi30oBe B JIMHUIO OAMH Pa3 B CEKYHAY
BblAaeTca TapuPHbIM UMNYAbC YacToTol 16 KI'L.
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Hacmpolika cemesbix napamempos

e DSCP — 3HaueHue nons DSCP 3aronoBKa IP-naketa ana ronocoBoro TpaduKa ¢ HacTpansaemonm

NTNHUN.

Ana BCTyn/1€HUA B CUny HOBOWM KOH(I)MI'ypaLI,MM M 3aHeCeHnA HACTPOEK B SHEProHE3aBUCMMYIO NaMATb

HaYXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

2.6.3.4 MoameHio «Mpodunu SIP»

B nogmeHto «Mpodunun SIP» BbINOAHAKOTCA HAcTponku SIP-npodunein yctpoiictea. 3a Kaxkabim SIP-
npoduaem MOXKHO Ha3zHAUUTb cOBCTBEHHbIE agpeca SIP-cepBepa M cepBepa PerncTpaummn, rolocoBble KOAEKM
M KoZeKku dakca/mogema, MHAMBMAYANbHbIA MAaH Hymepauuu M gpyrue napametpbl. HeobxoamMmocTb
MCNONb30BaHUA pasHbix SIP-npoduneit Bo3HWMKaeT, Koraa pasHble aboHeHTCKMe nopTbl paboTatoT yepes
pasHble HanpaBaeHUA cBA3N (pa3Hble SIP-cepsepbl). MpK 3TOM 3a KaXKAbIM aBOHEHTCKMM MOPTOM MOMKET ObITb
3aKpensieH To/bKo oguH SIP-npodunb (HacTpoiKa B meHto «IP-menegoHus» -> «Hacmpolika AuHuii»).

Cnucok npochunen SIP

Hma npoduna NuHun SIP-npokcuH cepeep
15t profile 1

2nd profile

3rd profile

4th profile

Sth profile

ObWwKre HacTPORKK

WMenonbsosate STUN

Taimep T1, Me
Taimep T2, mc
Taimep B, mc

Ana zano.

DEROMERO0S 8HHE!

Tpantnopt

CrneyudHKaLHUa TOHOE

CepEep perucrpayuu

# Mo ymomaquo

UDP {npegnodtutenssc), TCE =

Foccua

b

SIP-gomen

Pesxum Outbound

Off

Off

Off

Off

Off

Ana PEAAKTUPOBAHUNA HACTPOEK FlpOd)VII'IFI Ha*KMUTE IEBOM KHOMKOM MbILWM MO CCbl/IKe

npoduns.

HaCTpanBaemoro
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B oTKpbIBWEMCA OKHe «PefakTMpoBaTb npoduab SIP» 3anosHMTe caeaytolme nons:

Penaktupoeatk npodonne SIP "1st profile”

MapameTpe SIP

Coctas npoduans TuHmg 1

HMma npodgns ist profile
Pestm wenonesoeanua SIP-npokcy Homing v
SIP-npokcw cepeep
PermcTpaums

Cepesp pervCTpaLAM
MeT0 KOHTPONA GCHOBHOM CEpBEpa Invite T

MepHon KOHTPONA CCHOBHOM CEpBEpa, © 30

PesepeHble SIP-npokcH

=+ NoGasrm 1 YoanuTe
lapamempeoi SIP
e Cocmae npochuns — CNUCOK abOHEHTCKMX MOPTOB, KOTOPbIM Ha3HayeH npoduab, none
HepeaakTMpyemoe;

e VMsa npoghusaa — Nonb30BaTeNIbCKOE MMA HACTPaMBAEMOro NPOPUNS;

e Pexum ucnonb3o8aHUA SIP-NpoKcu — B BbICMAAAOLLEM CMTUCKE MOXKHO BblOpaTh pexum paboTsbl
¢ SIP-cepsepom:

— He ncnonb3oBaTb — pexum, npm Kotopom SIP-NpoKcu cepsep He UCNOAb3YyeTCcA, a BCe
3anpockl INVITE oTnpaBaaloTcA Ha afApec, YKasaHHbIM Noc/ie CMMBONA «@» B 3anucu
MaCOK NNaHa HyMepauuu;

— Parking — pexxum pesepsupoBaHua SIP-npokcu 6e3 KoHTPoAsA 0OcHOBHOrO SIP-npokcy;

— Homing — pexum pesepsnpoBaHma SIP-npoKcK ¢ KOHTPO1IeM OCHOBHOrO SIP-npoKcu.

LLinto3 moskeT paboTaTb C O4HUM OCHOBHbIM M MAaKCMMYM YeTblpbMsA pe3epBHbIMU SIP-NpoKcu.
Mpu paboTe TONbKO C OCHOBHbIM SIP-npoKcu, pexkumbl Parking 1 Homing Huuem apyr oT apyra He
OT/MYaloTCA. B aTOM cyyae npu oTKase oCHoBHOro SIP-npoKcu notpebyeTca ero BoccTaHOBAEHME A
obecneyeHuns paboTocnocobHOCTU.

Mpu Hannumm pesepsHbIX SIP-npokcn paboTa B pexkumax Parking v Homing ocyuiectenseTca
cneayowmm obpasom. Mpu coBeplUeHMM UCXOAALLEro BbI30BaA LW/O3 OTNpaBaseT coobuieHne INVITE
Ha agpec ocHoBHOro SIP-NpoKcK MAM Npu NonbITKe perucrpaumum — coobueHne REGISTER. B cayuyae
€C/IM M0 UcTeuyeHun BpemeHu Invite total timeout oT ocHOBHOro SIP-NpoKcu He NpuxoauT oTBeT, AMbo
npuxoant oteetr 408 unam 503 — w3 otnpasnsdeT INVITE (nMbo REGISTER) Ha aapec nepsoro
pe3sepsHoro SIP-npokcu. Ecnv OH TOXKe He [AOCTyMeH, 3anpoc nepenpaBafeTcA Ha Cieaylowmi
pesepBHbI SIP-npokcn M T.4. Kak TOMbKO AOCTYNHbIM pe3epBHbId SIP-npokcn 6yaeTr HangeH,
NPou30MAEeT NepeperncTpaums Ha Hem.

Janee, B 3aBUCMMOCTU OT Bbl6paHHOI'0 pexXunma pesepsnpoBaHuA, ,Cl,el‘;iCTBVlﬂ cneaywouime:

B pexxume parking HeT KoHTpons ocHOBHOro SIP-NpoKcu, u w3 npoaosxKaeTt paboTtatb ¢
pe3epBHbIM SIP-NPOKCK, AaxKe ecnnm OCHOBHOM BOCCTaHOB/EH. pu noTepe cBsA3M C TeKywum SIP-
NpoKcKn 6yaeT NPOJO/IKEH OMNPOC MOC/AeAyoWmMX pe3epsBHbIX SIP-NpoKcn No onMcaHHOMY Bbllle
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anropuTmy. Npu HeZOCTYMHOCTU NocneaHero pesepBHoro SIP-NPoKcK oNpoc NPOAOIKUTCA MO KPYTY,
HayMHasA C OCHOBHOTO.

B pexume homing [ocTynHO TpU BMAA KOHTPONA OCHOBHOro SIP-npoKkcu: nocpenctsom
nepuoauyeckon nepenadunm Ha ero agpec coobuieHuii OPTIONS, nocpeactBom nepuoamyecKkomn
nepefaym Ha ero agpec coobuieHumin REGISTER anbo nocpeactsom nepegayum 3anpoca INVITE npwu
coBeplUeHnn ncxogdulero sbizosa. 3anpoc INVITE cHayana nepeaaerca Ha ocHoBHoM SIP-npokey, a
3aTeM, B C/lydae ero HeAOoCTYNHOCTM, Ha TEKYLLMI pe3epBHbIi U T.4. He3aBMCMMO OT BUAA KOHTPOAS,
ecnn obHapyKeHO, YTO OCHOBHOM SIP-NnpoKcKM BOCCTAHOBMACA — NPOUCXOAUT NepeperncTpauma Ha
Hem. LLnto3 HaunHaeT paboTtaTb ¢ OCHOBHbIM SIP-NpoKcHu.

e SIP-npokcu cepsep — ceTeBol agpec SIP-cepBepa — YCTPOICTBA, OCYLLECTBAAOWEIO KOHTPO/b
JocTyna Bcex aboHeHTOB K TenedoHHON ceTh nposaraepa. MoxHO yKas3aTb Kak IP-agpec, Tak u
AOMeHHoe ums (4epes gBoeToume MoXKHO 3a4aTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

e Peaucmpayus — Npu ycTaHOB/NEHHOM ¢dnare permcTpMpoBaTb MOPTbI, UCMNO/b3yIOWME AaHHbIV
npodunb, Ha cepBepe perncTpaLmu;

e Cepsep pecucmpayuu — CETEBOM afpec YCTPOMCTBA, HAa KOTOPOM OCYLLECTBAAETCA perncrpauma
Bcex aboHeHTOB TenedOHHOM CeTH C Le/blo NpeaocTaBaeHMa UM NpasBa NoJib30BaTbCA yCayramm
cBA3N (4epe3 ABOeTOYME MOXKHO YyKasatb UDP-mopT cepBepa perncrpauuu, no yMoA4YaHUIo
5060). MoxHO yKasaTb Kak IP-agpec, Tak U gomeHHoe mmaA. O6bIYHO cepBep perncrpaumm
dusnyeckmn cosmellleH ¢ SIP-Npokcu cepsepom (OHM UMeKT OIMHAKOoBbIe agpeca);

e Memod KoHMpoaA OCHOBHO20 cepsepad — BblBOP MeToAa KOHTPOAA AOCTYNMHOCTU OCHOBHOIO
SIP-cepBepa B pexknume Homing:

=" Jnvite — KOHTPOAb NOCPeACTBOM Mepegaym Ha ero agpec 3anpoca INVITE npu
COBepLUEeHNN NCXOJALLETO BbI30OBa;
=  Register — KOHTPO/Ab NOCPEACTBOM MEPUOAMYECKOM nepefaynm Ha ero agpec

coobuieHnit REGISTER;
= Options — KOHTPO/Ib NOCPEACTBOM NEPUOANYECKOM Nepesayn Ha ero agpec coobLeHni
OPTIONS.

e [lepuod KOHMpPOAa OCHOBHO20 cepeepd — WHTEpPBan OTMPABKU NepuoamnyYeckux coobuieHuii B
CEeKYyHAAX C Luenbio NpoBepKu AOCTYNHOCTM OCHOBHOro SIP-cepsepa.

PesepesHbie SIP-npokcu

Ona pnobasneHna pesepBHOro SIP-MpoKcuM HaxkmuTe KHOMKY «[1o6aBUTb» W BbINOAHUTE caeayoume
HACTPOMKMU:

e SIP-npoKcu cepsep — ceTeBol agpec pesepBHoro SIP-cepsepa. MoXKHO yKasaTb Kak IP-agpec,
TaK U JOMEHHOe ums (Yepes gBoeToume MOXKHO 3agaTtb UDP-nopt SIP-cepBepa, No ymonyaHuto
5060);

o (Cepsep peaucmpayuu — CETEBOW agpec Pe3epBHOro cepBepa pernctpaumm (Yepes geoetoune
MOXHO YyKaszaTb UDP-nopT, no ymonuyaHuio 5060). Mo)KHO yKasaTb Kak IP-agpec, Tak u
AomeHHoe umsa. Ecan yctaHosneH dnar nepes nonem Cepsepa peaucmpayuu, TO BKAKOYEHa
pernucrpauusa Ha pesepsHOM cepBepe.

Ona ypaneHuna pesepBHoro SIP-npokcu yctaHoBWTe ¢dnar HanpoTMB 3aJaHHOrO agpeca M HarKMute
KHOMKY «Y4anuTb».
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SIP-nonmeH
MprimeHaTe SIP Domain AnA perdecTpaumE
Pestim Qutbound EbmrnioueH v
Meprog BpeMeHn NepeperHcTpaLmMK 1300
WHTEepBEaN NOETOPa PETHCTPALMK 30
MyGnu<rbi agpec
Henonezosate SIP Display Mame npu pervctpawan
Beiaaua KB npw nonywenun 153 Progress
¥ @NATE HE3KTHEHEIE MEIMK
Brizoe abonenta 120 Ringing v
MNepenaeate cumeon # kak %23
100re! Supported v

Paspelwt Timer ®

MHHHMANLHOE BPEMA CELCHM, © 120
Bpema cecoud, © 1300
Mepuoguseckwi onpoc SIP-cepespa OTEMHHEH v

CopadaTisars saroncsok Alert-Info

[MNposepATh ToNBKO WMA NonbsoeaTens 8 RURI

MNepegaeats IP-agpec & saronoeke Call-ID

SIP-OomeH — pAOMeH, B KOTOPOM HaxoAMTCA YCTPOMCTBO (3amo/HATb NpuU HeobxoAmmocTu),
Ha3Ha4yaeTcA aBTOMATMYEeCKM npu noaydyeHum 15 onumm npotokona DHCP wan 3agaetca
BPY4YHyto. [lomeH, 3aflaHHbIN BPYYHYIO MMEET MPUOPUTET Hag HACTPOMKOMW, MOJIYYEHHOM no
DHCP;

MpumeHume SIP Domain 0aa peaucmpayuu — npu ycTaHOBAeHHOM dnare npumeHuTb SIP
Domain gns pernctpauum (SIP-gomeH byaet noactaBnatbea B Request-Line 3anpocos Register);

Pexcum Outbound — pexum Outbound:

—  BbIKAOYeH — MapLIpyTU3UPOBaTh BbI30BbI COMMAacHO NaaHa Hymepauuu;

— Outbound — pns paboTbl Ucxoasallei cBA3U HeObXoAMM NaaH Hymepauuun, oaHaKo Bce
Bbi30Bbl 6yayT mapuwpytTusnposaTbca 4epe3 SIP-cepBep; B c/ayyae OTCYTCTBUA
perucTpauumn aboHeHTY BblgaeTcA OTBET CTaHUMKM, YTOBbl MOXHO 6bl10 OCYLLECTBAATb
ynpasneHue aboHeHTCKUM cepBucom (ynpasneHue BO);

— Outbound c sbidayeli «3aHAMoO» — Ana paboTbl UcxoadAlLel cBa3M Heobxoaum nnaH
HyMepauun, o4HaKo BCe BbI30Bbl ByAyT maplipyTusnposaTbca yepes SIP-cepsep; npu
OTCYTCTBMM perucTpauumn BoCnoab3oBaTbca TesiedpoHuein byaeT HEBO3MOKHO: B TPYDOKy
Bbl4AETCA CUrHaN OWUBKN.

MMepuod epemeHU Mepepezucmpayuu — BPEMA, B TeYEHME KOTOPOro [JencTBUTesbHa
peructpaums aboHeHTCKoro nopta Ha SIP-cepsepe. Mepeperncrpaumsa nopTa OCyL,ecTBSETCA B
cpeaHem Yepes 2/3 ykasaHHOro neproaa;

ViHmepsan nosmopa peaucmpayuu — TPOMEKYTOK BPEMEHW MeXKAy NOMbITKaMM
3aperucTpupoBaTtbes Ha SIP-cepBepe B C/lyYae HeyCrneLwHon perucTpaLmm;
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e [lybnuyHelli adpec — p[aAHHBLIA MapameTp WMCNOJb3yeTcs B KayecTBe BHELWHero agpeca
ycTpolictBa npu pabote 3a NAT (3a wato3om). B KauectBe nybiMyHOro agpeca nponucbiBaeTcs
aapec BHelwHero (WAN) nntepdeiica wnwosa (NAT), 3a KoTopbim ycTaHoBneH TAU-IM.IP. Mpu
3ToM Ha camom wnto3e (NAT) HeobxoamMmo caenaTb nNpobpoc cooTseTcTByOWMUX SIP- U RTP-
NMOpPTOB, MUCMO/b3YEMbIX YCTPONCTBOM;

e Ucnonszosames SIP Display Name npu pecucmpayuu — npw ycTaHosieHHOM dare nepeaasaTb
nms nosnbsosatens 8 none SIP Display Info coobweHua Register;

e Boidava «KlB» npu nonyyeHuu 183 Progress — npu ycTaHOBAEHHOM ¢nare BblaaBaTb CUrHa
«KOHTpOIb MOCbISIKK BbI30Ba» Npu npueme coobueHnn «183 Progress» (6e3 BnoxkeHHoro SDP);

e Y0anamb HeakmugHble mMeduu — NpU YCTaHOBNEHHOM dnare yaanaTb HeakKTUBHble meaua
NoTokM npu moambukaumm SDP-ceccumn. Mcnonb3ayetca Ans B3aMMOAENCTBMSA CO LIMKO3aMM,
HEKOPPEKTHO nogaepskuBatolmmm pekomeHgaumio rfc3264 (no pekomeHaauMM KONUYECTBO
NOTOKOB, NPU MOANPUKALIUAX CECCUM HE A0IKHO YMeHbLIATbCA);

e Bbi3oe aboHeHMa — nNpeaBapuTENbHbIA OTBET, KOTOPbIM OTNPaBAAETCA YCTPOMCTBOM
BbI3blBaloOLEMY 060PYA0BAHUIO NPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3blBaloLEMY 0b0pyaoBaHUIO oTnpaBadeTcs oteeT 180; nonyynB 3TO
coobueHue, Bbi3biBatowee 060pya0BaHME AOMKHO BblAATb B IMHUIO JIOKA/IbHbIA CUTHAN
KMB;

— 183 Progress with SDP — Bbi3biBatoleMy obopyaoBaHuMio oTnpasadeTca oteeT 183+SDP
— MCNONb3yeTcA A1A MPOKAYEHMUA PAa3roOBOPHOrO TPaKTa 4O OTBETA Bbi3biBaemoro. B
AaHHoMm cnyyae TAU-1IM.IP bypet yoaneHHo BbiAaBaTb Bbi3biBaloLWeMy abOHEHTY CUTHA
KNMB.

— [epedasame cumeon # Kak %23 — npu ycTaHOBNEHHOM ¢dnare nepenaBaTtb 3HaK PpyHTa
("pewetky") B SIP URI Kak escape-nocnenoBaTenbHOCTb "%23", MHaue - Kak cumBon "#".

e 100rel — ncnonb3oBaHWe HaZeKHbIX NpeaBapuTenbHbix oTBeToB (RFC3262):

—  Supported — noaaep;Kka UCNONb30BaHUA HaAEKHbIX NPeaBapUTE/ibHbIX OTBETOB;
— Required — TpeboBaHue UCMO/1b30BaTb HaAEKHbIE NPeaBapUTe/IbHbIE OTBETbI;
—  BbIKAOYEeH — He UCNoNb30BaTh HadeXKHble NpeaBapUTe/bHbIE OTBETbI.

MpoTokonom SIP onpegeneHo aBa Tuna OTBETOB Ha 3anpoC, MHULUUPYIOWMKA COoedunHeHUe
(INVITE) — npeaBapuTenbHble M OKOHYaTesbHble. OTBETbI Knacca 2xX, 3xX, 4xx, 5XX U 6xx ABAAOTCA
OKOHYaTe/IbHbIMU U MepesatoTca HafeXHO — C NoATBepXAeHWeM ux coobleHnem ACK. OTseTbl
Knacca 1xx, 3a uckaoveHnem oteeta 100 Trying, ABNAOTCA NpenBapUTENbHbIMW W NepenatoTca
HeHagexHo — 6e3 noaTtesepxaeHus (RFC3261). 3Tu oTBeTbl cofepykaT MHOOPMaLMIO O TeKyLien
cTagum o06paboTkn 3anpoca INVITE, BcneactBme 4ero notepa TakMX OTBETOB HexesaTesbHa.
Mcnonb3oBaHMe HadeKHbIX NpeaBapuTeNbHbIX OTBETOB TaKXKe npesycmMoTpeHo npoTtokoaom SIP (RFC
3262) u onpepensetca HanuumMem Tera 100rel/ B WHUUMMpPYIOLLEM 3anpoce, B 3TOM Cay4yae
npegBapuTesibHble OTBETbI NOATBEPKAat0TCA coobweHnem PRACK.

Paboma HacmpolKku npu ucxodauweli ceasu:

— Supported — nepepaBatb B 3anpoce INVITE Ter supported: 100rel. B stom cnyyae
B3aMMOAENCTBYIOWMIA  WAKD3 MO  CBOEMY YCMOTPEHUIO  MOXET nepeaaBaTtb
npeaBapuTesibHble OTBETbl MO0 HafeKHO, b0 HeT;

— Required — nepepgaBatb B 3anpoce INVITE Tteru supported: 100rel v required: 100rel. B
3TOM C/ly4ae B3aMMOZLEMNCTBYIOWMI LWAO3 AOMKEH nepeaaBaTb npeaBapuTesibHble
OTBETbI HadeKHO. EcnM B3aMMOAENCTBYIOWMIA W03 He MOAAEPHKMBAET HaZeHble
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npefpapuTenbHble OTBETbl, TO OH AO/KEH OTKAOHWUTb 3anpoc cooblieHnem 420 c
YyKasaHMeM HenoagepkMBaemoro Tera unsupported: 100rel, B 3Tom cnyyae byaet
oTnpas/sieH NOBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

—  BolKntovyeH — He nepepaBatb B 3anpoce INVITE HM oauH u3 Teros supported: 100rel n
required: 100rel. B 3Ttom cny4yae B3auMMOAEWNCTBYIOLWMIM LWAO3 OyaeT nepenasaTb
npenBapuTe/ibHbIE OTBETbI HEHAAEKHO.

Paboma Hacmpoliku npu exodauwell ceas3u:

— Supported, Required — npu npueme B 3anpoce INVITE Tera supported: 100rel, nmbo Tera
required: 100rel, nepegaBaTtb NnpegBapuTenbHblie OTBETbI HageXHo. Ecam Tera supported:
100rel B 3anpoce INVITE HeT, To nepeaaBaTb NpeaBapuUTe/ibHble OTBETbl HEHAAEKHO;

—  BbikaoyeH — npu npueme B 3anpoce INVITE tera required: 100rel, oTKNOHUTb 3anpoc
coobuweHnem 420 ¢ ykasaHuem HenogaepxuBaemoro Tera unsupported: 100rel. B
OCTafiIbHbIX CAyYanax nepenasaTb NpeABapuTesibHble OTBETbl HEHAAEXHO.

Paspewumeo timer — npu ycTaHoBAeHHOM dnare BKAOYEHA NOAAEPKKA paclumpenus timer (RFC
4028). Mocne ycTaHOBNEHMA coeaMHEHUA, ecnn obe CTOPOHbI NogaepuBatoT timer, ogHa 13
HUX nepuoanyeckn otnpasaseT 3anpocbl re-INVITE ana KoHTpons coeguHeHus (ecamn obe
CTOPOHbI NoaaepxueatoT metog UPDATE, ana Yero oH Ao/XKeH ObITb yYKa3aH B 3aronoske Allow
— OBHOBNIEHWE CECCMM OCYLLECTBASETCA NOCPEeACTBOM NEPUOANYECKON OTMNPaBKU COOBLLEHWI
UPDATE);

MuHumarnbHoe 8pems ceccuu, C — MWHMMAaJIbHbIN MHTEPBA/ NPOBEPKM paboTocnocobHoCTM
coeagmHeHua (ot 90 ao 1800 c, no ymonyaHuio 120 c);

Bpemsa ceccuu, ¢ — nepwof BpemMeHM B CeKyHAaX, MO MUCTeYEeHUU KOTOpOro npousonger
NPUHYAUTENbHOE 3aBEPLUEHME CECCUN, B C/TyYae ec/in ceccua He byaeTt BoBpems obHoBNeHa (OT
90 o 80000 c, pekomeHayemoe 3HayeHMe —1800 ¢, 0 — BpemsA ceccum He orpaHnYeHo);

Mepuoduyeckuli onpoc SIP-cepsepa — BbIbop cnocoba onpoca SIP-cepsepa:

— OmknoyeH — SIP-cepBep He onpallMBaeTcs;

— Options — onpoc SIP-cepsepa npu nomolum coobuieHnin OPTIONS;
— Notify — onpoc SIP-cepBepa npu nomoum coobueHnin NOTIFY;

— CLRF — onpoc SIP-cepsepa nyctbim UDP-nakeTom;

WHmepsan onpoca — Nepuos, BPEMeHu B CEKYHAAX, Yepes KOTopbli BbinoaHseTca onpoc SIP-
cepsepa;

Obpabameisams 30201080k Alert-Info — obpabaTbiBaTb 3aronosok Alert-Info B 3anpoce INVITE
A1 BblAauM Ha aBOHEHTCKMUI MOPT OT/IMYHOW OT CTaHAAPTHOM NOCbIIKA BbI30Ba;

lposepsamb mosnbko umsa rnonaszosamens 8 RURI — ecnn ¢nar ycTaHOBAEH, TO aHAaAU3MpPYyeTCA
TONIbKO abOHEHTCKMI HOoMep (user), NPy COBMALEHUM KOTOPOro BbI30B OyAeT HasHauyeH Ha
aboHeHTCKMi nopT. Ecnm dnar cHAT, TO NpU NOCTYNAEHUN BXOAALLEro Bbl30Ba MPOM3BOAUTCA
aHanms scex anemeHTtos URI (user, host n port — aboHeHTCcKuiA Homep, IP-agpec u UDP/TCP-
nopr). MNpn coenageHun scex anemeHToB URI BbI30B byaeT HasHayeH Ha abOHEHTCKUI NopT;

lMepedasames IP-adpec 8 3a20n08Ke Call-ID — ecnu ¢nar yctaHoBAeH, To B 3arososke Call-ID npu
ncxoaALLel ceA3n ncnosb3yetca cobecTBeHHbIN IP-agpec ycTpoicTtea B popmate localid@host.
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TpexcmopoHHSASA KOHpepeHyuUs

TpEXCTOPOHHAA KoHpepeHLMA

Prestm NokansHas ¥

Cepeep KoHDepeHLMW

Pextum — pexmm paboTbl TPEXCTOPOHHEN KOHbepeHLUMU. BO3MOKHO ABa pexuma:

— JlokanbHas — KoHdepeHUns cobupaeTca NOKaNbHO YCTPOMCTBOM MOC/AE HarKaTua
KombuHaumm «flash+3»;

—  YoaneHHas (RFC4579) — KoHdepeHUusa cobupaeTcs Ha yaaneHHOM cepBepe, ANA Yero
nocne Haxkatma «flash+3» Ha cepBep oTnpasndetca coobuieHune Invite Ha Homep,
YKa3aHHbIi B none «Cepsep KoHgepeHUuuu». B aTom cnydae KoHbepeHuma paboTtaeT no
anroputmy, onmcaHHomy B RFC4579. MNMoapobHO AaHHbIA anroputm OMMcaH B MyHKTE
3.3.2.

Cepsep KOHgepeHuuu — B 0bLWEM CayYyae agpec cepBepa, OCYLLECTBAAIOWErO YyCTaHOBAEHUE
KOHpepeHUMN No anroputmy, onmcaHHomy B RFC4579. Appec 3apgaetca B ¢opmate SIP-URI:
user@address:port. MOXHO YyKa3aTb TONbKO MOAb30BaTeNbCKyt0 4YacTb URI (user) — B atom
cny4vae coobuieHue Invite oTnpasuTca Ha agpec SIP-npokcu.

Hacmpolka IMS

HacTpo#ka IMS

Peztaam IMS BraxnioqeH v

Pexcum IMS — pexkmum paboTtbl ¢ IMS. BO3MOXKHO TpU pexrmma:

—  BoiKntoyeH — IMS He ncnonb3yercs;

— be3 nodnucku — paspeLLeHo yrnpaBaeHMe HEKOTOPbIMM BUAAMM ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom c/iy4ae BKAOYeHUE ycayr «TPexCTOPOHHAS
KOoHpepeHuMsa» (paboTaeT TonbKo no anroputmy RFC4579), «Yaep»kaHue Bbi30Ba»,
«OxuaaHue Bbi30Ba», «fopaYas MMHMAY (HE3aBUCUMO OT TOTO, BK/IKOUYEHbI OHU UAWN HET
B KOHOUrypaumMu) npousBoauT yaaneHHo cepsep IMS nocpeactBom OTNpaBKu
coobLeHN Notify, B Tene KOTOpPbIX nepegatorca KOMaHZAbl Ha
aKTMBauuio/aeaktmeaumio yeayr 8 popmate XCAP (paktnyeckn — XML, RFC4825). Mpwu
Takom BapuaHTe 3anpocbl SUBSCRIBE nocne peructpaumm abOHEHTOB LW/AHO30M He
oTnpasasatoTca, obpabatbiBatotca Tonbko NOTIFY-3anpockl, npuHATble oT IMS, ¢
NMOMOLLbIO KOTOPbIX MPOUCXOAUT YNPaBEHME YCaAyramu;

— Cnoodnuckoli — pa3peLleHo ynpaBieHne HEKOTOPbIMKU BUAAMK ycayr ¢ cepeepa IMS (IP
Multimedia Subsystem). B 3Tom ciy4ae BKAloYeHUE ycayr «TPexCTOPOHHASA
KoHdepeHuuMa» (paboTaeT TonbKo no anroputmy RFC4579), «YaepkaHue Bbi30Bay,
«OxunaaHue Bbi3oBa», «fopsayas NMHMAY (HE3aBMCUMO OT TOTO, BK/IKOYEHbI OHWU UAWN HET
B KOHOUrypaumm) npous3BoAUT yaaneHHo cepsep IMS nocpeactBom OTnpaBKu
coobLeHni Notify, B Tene KOTOPbIX nepeaatorca KOMaHAbl Ha
aKkTuBauuio/aeaxktmeaumio ycayr 8 popmate XCAP (paktnueckm — XML, RFC4825). Mpu
TaKoM BapuaHTe W3 oTnpasnset 3anpocbl SUBSCRIBE nocne perucrpaumm aboHeHTOB
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M npu ycnewHon nopgnucke obpabatbiBaeT NOTIFY-3anpocbkl, npuHATble oT IMS, ¢
NOMOLLLbIO KOTOPbIX MPOUCXOAMT YNPaBAEHME YCaAYyramu.

Umsa ycnyau “YoepmcaHue ebizoea” — Ha3BaHue 3anemeHTa XML B Tene coobueHua Notify,
MCMOAb3yeMoro A4 nepefayM KOMaHAbl aKTUBauuu/aeakTMBaummn ycayrm  «YaepraHue
Bbl30Ba». Hanpumep, ecam umsa ycayrm umeeT 3HadeHue «call-hold», To KomaHga akTMBaumm
oyaeT BbIrNAAeTb TakK:

<call-hold active="true"/>
a KOMaHZa JeaKkTMBauuu:
<call-hold active="false"/>

Umsa ycayeu "OmwudaHue 8bi308a" — Ha3BaHue snemeHTa XML B Tene coobuweHus Notify,
MCMOJIb3YeMOoro 418 nepeaaym KomaHabl akTusauun/geaktmsaumm yeayrm « OskuaaHume Bbi30Bay.
Hanpumep, ecam uma ycnyru umeeT 3HayeHue «call-waiting», To KomaHaa akTMBauym byaet
BbIFNAAETH TaK:

<call-waiting active="true"/>
a KOMaHJa AeaKTuBauuun:
<call-waiting active="false"/>

Umsa ycayau "TpexcmopoHHAA KOHpepeHuus" — Ha3BaHue 3nemeHTa XML B Tene coobuieHus
Notify, wucnonbsyemoro pgna nepejayun  KoMaHAObl  aKTUBaLMW/AeaKTMBALMW  YCAYTU
«TPexXCTOPOHHAA KOHpepeHLMa». Hanpumep, ecim nms ycayrm MMeeT 3HadeHue «three-party-
conference», To KOmMaHAa aKTUBaLUMW ByAET BbIrNALETb TaK:

< three-party-conference active="true"/>
a KOMaHJa AeaKTuBauuu:
< three-party-conference active="false"/>

Uma ycnayau "Mopayasa auHua" — Ha3BaHue snemeHTa XML B Tene coobuweHus Notify, ucnonb-
3yemoro A nepefavn KomaHAapl akTuBaumm ycayru «lfopadasa nMHua». B kKomaHae akTusaumm
nepepatoTca Homep TenedpoHa ropayen IMHUK U TaMMayT Bbi3oBa. Hanpumep, ecam uma ycayrm
umeeT 3HadeHue «hot-line-service», n HeobxoauMo coBepluaTb BbiI3oB Ha Homep 30001 yepes 6
CEKyHA, nocne nogbema TpyOkn TenepoHa — KomaHAa akTMBaLMK ByaeT BbIrALETb TaK:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnv KomaHaa akTMBaLMKM He NosyyeHa, ycayra «lopadasa AMHua» 6yaer BbiKaoveHa.

Uma ycayau "lepedaya evbi3oea" — HasBaHWe anemeHTa XML B Tene coobuieHuns Notify,
MCMNONb3yeMOro Ana nepefadn KoMaHAbl aKTUBaLMU/AeaKTUBaUMKM YCAyrM «TPexcTOPOHHAA
KOHdepeHumMa». Hanpumep, ecanm uma ycayrm umeeT 3HadeHue «call-transfer», To KomaHaa
aKTUBaLMKM ByaeT BbIrNALETb TaK:

< call-transfer active="true"/>
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a KOMaHAa feakTUBaLuuu:
< call-transfer active="false"/>

Mo ymMon4YaHMIO eCnu He Npullia KOMaHAa Ha akTMBaLMIO — BCe Bbille MepevymncieHHble YCayru

OeaKTUBUPOBaHbI.

[1naH Hymepauuu

[naH HyMepaLum

HacTpoitka nnaxa Hymepawmm 335, L5 ([xABCD*E].S)

MnaH Hymepauuu 3a4aeTcA NpPU MOMOLLM PErynsapHbIX BbiparKeHWW B none «HacTpoika nnaHa
Hymepauum».

Hu)Ke npuBoAUTCA CTPYKTYpa M dopmaT perynsapHbIX BbipaxeHWi, ob6ecrneunmBalowmx pasandHble
BO3MOKHOCTU Habopa Homepa.

CTpYKTYpa perynsapHoOro BblpaskeHus:

Sxx, Lxx (),

roe

XX — MPOWN3BO/IbHbIE 3HAYEHMA TanmepoB S u L;
() — rpaHuUbl NnaHa HymepaLumu.

e OcHoBoi sBnsloTcA 0603HayeHMA ANA 3anMcM  NoC/AeAoBaTeNlbHOCTM HabpaHHbIX  uuop.
MocnenoBaTenbHOCTb UMP 3anMCbIBAeTCA C MOMOLLBbIO HECKOJIbKMX 0603HauYeHUn: Undpsbl,
Habupaemble ¢ KnaBmatypbl TenedpoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHue cumBona # B
nnaHe Hymepauumn MmoxKeT 6J10KMpoBaTb 3aBepLieHMe Habopa ¢ NOMOLLbIO 3TOM KnaBuwu!

. MocnepoBaTenbHOCTb Ll,M(bp, 3aK/IOYEHHaA B KBagpaTHble CKO6KM, COOTBETCTBYET I'IIO6OMy n3
3aKNHOYEHHbBIX B CKOOKM CMmBoOAy.

— Mpwumep: ([1239]) — cooTBeTcTBYET Ntobon M3 umdp 1, 2, 3 unm 9.

e Yepes TMpe MoOXKeT ObITb yKasaH AMana3soH CMMBOJ/IOB. Yalle BCEro MCMOJ/b3yeTca BHYTPU
KBaApaTHbIX CKOOOK.

—  MNpwumep 1: (1-5) — nobas undpa ot 1 o 5.
—  Mpumep 2:([1-39]) — npumep 13 NpeabIAYLLEro MYHKTA C MHON GOPMOI1 3anucu.

e Cumson X cooTseTcTBYeT Nt060M Lmdpe o1 0 fo 9.
— Mpumep: (1XX) — ntoboi TPEX3HAYHBIN HOMEP, HauMHatoLWMIicA Ha 1.
e  «.» — MOBTOPEHME npeablayLero cumeoa ot 0 4o 6eckoHe4yHoCTH pas.
e  «+» — MOBTOPEHME NPeAbIAYLLErO CMMBO/A OT 1 A0 6ECKOHEYHOCTH pas.
e {a,b} — noBTopeHue npeablayLLEro cMMBOJIA OT a 40 b pas;
e {a,} — noBTOpEHME NpeablayLLETO CUMBOJIA HE MEHbLLE a Pas;
e {,b} — noBTOpeHMe NpeapbiayLLero cumeona He 6osnblue b pas.

— MMpumep: (810X.) — mexxayHapOAHbIN HOMep C N0BbIM KOMYECTBOM LNDP.
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HacTpoliku, Bavsatowme Ha 06paboTKy NaaHa Hymepauum:

— Interdigit Long Timer (6ykBa «L» B 3anMcu naaHa HymepauuMn) — BPEMS OXKMAAHUA
BBOAAa cneayowen undpbl B TOM Cayyae, ecin HeT WwabsoHOoB, noaxoAaswmx noj
HabpaHHYt0 KOMBUHALMIO;

— Interdigit Short Timer (6ykBa «S» B 3anuMcy NiaHa Hymepauuu) — Bpems OXMOAHUA
BBOZaA creayolen undpbl, ecanm ¢ HabpaHHOM KOMOMHaUMeENH NOMHOCTbIO cOBNaaaeT
XOTs 6bl 0OAWH WABM0H, U NPU 3TOM MUMEETCs eLle XoTa 6bl 04MH WabnoH, A0 NOMHOro
COBMaLEHMA C KOTOPbIM HEOBXOAMMO OCYLLECTBUTb AOHAbOp HOMepa.

JononHuTenbHble BO3MOXHOCTH:

1 3ameHa HabpaHHOI nocieaoBaTe/IbHOCTU
CuHTakcuc: <argl:arg2>

JaHHaa BO3MOXHOCTb MO3BOMAET 3aMeHUTb HabpaHHyl MNoCNefoBaTENbHOCTE HA  Atobyto
nocnefoBaTe/IbHOCTb Habupaemblx cMMBOIOB. [pM 3TOM BTOPOIN apryMeHT [onKeH ObiTb yKasaH
onpeaenéHHbIM 3HaYeHnem, 0b6a aprymeHTa moryT 6bITb MYCTbIMMU.

—  Mpumep: (<83812:> XXXXXX) — paHHasA 3anucb byaeT COOTBETCTBOBaTb HabpaHHbIM
umdpam 83812, Ho 3Ta nocnenoBaTeIbHOCTb ByAeT onylieHa U He byaeT nepenaHa Ha
SIP-cepBep.

2 BcTtaBKa ToHa B Habop

Mpu BbIxoge Ha MeXKropod, (B 0PUCHbIX CTAHUMAX — Ha ropos) NPMBbIYHO C/bIWATb OTBET CTAHLMMU,
YTO MOKHO PeasiM30BaTb BCTABKOM 3aNATON B HYXKHYHO NO3ULMIO NOCNe[0BaTeNbHOCTU Unbp.

— Mpumep: (8, 770) — npwu Habope Homepa 8770 nocne uudpbl 8 byaer BblaaH
HenpepbIBHbIM TOH.

3 3anpet Habopa Homepa

Echm B KoHue wabnoHa Homepa L[06aBUTb BOCKAWUUATENbHbLIN 3HaK ‘', To Habop Homepos,

COOTBETCTBYOWMX WabnoHy, byaeT 3a610KMPOBaH.

—  Npumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpakeHue paspelwlaeT Habop TONbKO
MEeXAYropoaHMX HOMEPOB U UCKNOUYAET MEXAYHAPOAHbIE BbI3OBbI.

4 3ameHa 3HauyeHuit Talimepos Habopa Homepa

3HayeHnA TaliMepoB MOryT ObITb Ha3HayeHbl Kak A/Aa BCEro MjaaHa Hymepauuu, Tak U Ans
onpeaenéHHoro wabnoHa. bykBa «S» oTBevaeT 3a ycTaHoBKy «Interdigit Short Timer», a «L» — 3a
«Interdigit Long Timer». 3HayeHUA TaliMepoB MOXeT bbITb YKa3aHo AnAa Bcex WabaoHOB B niaHe
HYMepaunn, eciv 3Ha4YeHUA NepedncaeHbl 40 OTKPbIBAIOLLENCA KPYTioi CKOOKMU.

—  Npumep: S4 (8XXX.) nnm S4,L8 (XXX)

Ecnm aTn 3HayeHUA yKasaHbl TO/IbKO B OAHOVI ns3 I'IOCﬂeLI,OBaTe}'IbHOCTeﬁ, TO I,CI,(EI;ICTBVPOT TONbKO ANA
Heé. Take B 3TOM C/ly4ae He Hago CTaBUTb ABOETOYME meXAay KAKYOM U 3HaYeHUem TaﬁmayTa,
3Ha4YeHue MOXKeT bbITb PaCcnosoXeHo B nobom mecte wabnoHa.

—  Mpumep: (S4 8XXX. | XXX) nan ([1-5] XX SO) — 3anucb BbI30OBET MFHOBEHHYIO Nepeaayy
Bbl30Ba Npu Habope TpexaHayHOro Homepa, HaunHawweroca Ha 1,2, ..., 5.

5 Habop no npamomy aapecy (IP Dialing)

CumBoA «@», NOCTaBAEHHbIM NOC/Ne HOMEpPA, 03HAYaEeT, YTo Aanee ByaeT yKasaH a4pec cepBepa, Ha
KOTOpbI ByaeT oTnpaBneH BbI30B Ha HabpaHHbIA Homep. PekomeHayeTca wucnosb3osaTth «/P
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Dialing», a Tak:xXe nNpuém M nepenady Bbi3oBOB 6e3 peructpauuu («Call Without Reg», «Answer
Without Reg»). 9To MOXKET NOMOUYb B C/ly4ae OTKasa cepeepa.

Kpome Toro, popmat agpeca c IP Dialing moxeT 6bITb MCMOAb30BaH B HOMepax, npeaHasHa4yeHHbIX
ONA nepeagpecaummn 3BOHKOB.

—  Npumep 1: ( 8 xxx XxXXXxx ) — 11-3HayHbIi HOMep, HaYMHatoLWMinCcA Ha 8.

—  Npumep 2: ( 8 xxx XXXXXXX | <:8495> xxxXXxX ) — 11-3HauHblli HOMep, HaYMHaOLWMICA Ha
8, ecnuv BBeAEH 7- 3HAUYHbIN, TO 06aBUTb K NepegaBaemomy Homepy 8495.

—  Npumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) — Habop HOMEPOB 3KCTPEHHbIX CAYKO, a
TaKKe HEKOTOPbIX MeXKAYropoAHUX HOMEPOB.

— Npumep 4: (SO <:82125551234>) — 6bICTpbIt Habop yKaszaHHOro Homepa, aHajnor
pexuma «Hotline» Ha gpyrux watosax.

—  Mpumep 5: (S5 <:1000> | xxxx) — AaHHbII NAaH HyMepaLun No3BoaseT HabpaTb Ntoboi
HOMep, COCTOALLMIA U3 LMbpP, a €CIU HUYEro He BBEAEHO B TeyeHMe 5 cekyHA, BbI3BaTb
Homep 1000 (aonycTMm, 3TO CEKpeTapb).

—  MNpumep 6:  (*Sx*XXXX*X# | * 2X* XXXXXXXXXXXH# | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxx | 8,
10x.|1xx<:@10.110.60.51:5060>).

—  Npumep 7: (1xx|0[1-9]]|00[1-8]| *Sx*xxxx*x# | * 2x* xxxXXXXXxXxXxH | #xx# | [2-7]xxxxx |8, [2-
9]xxxxxxxxx | 8, 10x.).

YcmaHoska npoguned dialplan

Ona Ka)kOgoro Hanpas/ieHUss MOXHO BblbpaTb He 6osiee ogHoro npoédwuns dialplan, Kotopbin byaer
onpeaenatb NapamMeTpbl BbI30BOB Ha 3TOM HanpasieHun. HacTpolikn npodunieit npoussoaAatcs B pasgene
«Mpodunn dialplan». [Ana Ka)kgoro HanpaB/ieHWUsA HACTPOMKA a/ibTEPHATMBHOIO npoduasa yKasbiBaeTcA B
KPYr/bIX CKOBbKax nocne csoa «profile:».

Mpumep:([23]xxx(profile:0)

Hacmpolika 2010c08bix KOOeKos

HacTpoika ronocoBLIX KOOEKOB

Kopex 1 G.711a v

Kogex 2 G.711u v

Kogex 3 G.723.1 v

Kogex 4 G729 v

Kogex 5 BanioueH A

Bpenma naketHaawamn G711, mo 20 A

Bpema nakeTrzaumn G.729, mc 20 v

Bpema navetzaumy G.723.1, Mo 30 v

CUrHaNbHbIM Npoueccop YCTPOMCTBA BbINOAHAET OGYHKUMW KOAMPOBAHWA aHANOroOBOrO pPeyeBoro
TpaduKa, JaHHbIXx ¢dakca/mogema B UMdpPOBbIE CUFHAALI, a TaKKe obpaTHoro agekogmposaHus. L3
nogAeprkMBaeT cnegytowme ronocosble kogeku: G.711 a-law, G.711 p-law, G.729, G723.1.

G.711 — npeactaBnset coboit UKM-koanpoBaHue 6e3 cxkatma peyesoit MHGopmauumn. [laHHbIN KoaeK
OomKeH bbiTb 06a3aTeNbHO NoagepkaH Bcemun npomnssoantensmm VolP-obopyaosaHus. Kogekn G.711 a-law u
G.711 p-law oTanyaloTca Apyr oT Apyra 3aKOHOM KOAMpOBaHMA (A-3aKOH — J/iMHelHoe KoaupoBaHue u U-
3aKOH — HesuMHeWHoe). KoguposaHue no U-3akoHy npumeHsietca B CeBepHol AmepuKe, No A-3aKOHy — B
Espone.
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G.722 — WMPOKONOANOCHbIA Koaek, ucnonbsytowmin AANKM c pasgeneHnem Ha noaamanasoHbl U
paboTatolmii co ckopocTbio 48, 56 1 64 k6ut/c.

G.723.1 — KogeK co crKaTuem pedyeBon MHOpMauuMM, NpeaycMaTpuBaeT ABa perkuma paboTbl: 6.3
Kéut/c n 5.3 Kéut/c. Kogek G.723.1 nmeeT AeTEKTOp peyeBOl aKTMBHOCTM U obecnedynBaeT reHepauuio
KOMGOPTHOTO WyMa Ha yAaNEHHOM KOHLE B MEPUOL MOIYAHUS.

G.726-24, G.726-32 — KoAeK Co cxatmem pevyeBon nHbopmaumnm no anroputmy AAUKM mn ckopocTbio
nepeaauun 24 nnm 32 Kéut/c.

G.729 — TaKXKe ABNAETCA KOAEKOM CO CXKaTMem pe4yeBoir MHbopmaumm u obecrneuymBaeT CKOPOCTb
nepeaaun 8 K6ut/c. AHanornyHo Kogeky G.723.1, kogek G.729 noaaepunBaeT AETEKTOP peYeBoin akTUBHOCTH
1 obecneymsaeT reHepauno KOMPOPTHOrO LWyMa.

4

— Koodek 1..7 — no3BonAeT BblIOpPATb KOAEKM W MOPALOK, B KOTOPOM OHM OyayT
MCnosb30BaTbCA. KogeK ¢ HanBbICWMM NPUOPUTETOM HYKHO Nponucatb B none «Koaek
1». Ona paboTbl HEO6X0AMMO YKa3aTb XOTA 6bl OAMH KOAEK:

—  BblKnovyeH — KopeK He UCNONb3YeTCs;

— G.711a — ncnonb3oBaTtb Kogek G.711 a-law;

— G.711u — ucnonb3oBaTtb Kogek G.711 p-law;

— @G.723 — ucnonb3oBaTtb Koaek G.723.1;

— G.729 (A, B) — ncnonbsoBatb Koaek G.729 annexA nnu G.729B;

—  G.726-24 — ncnonb3oBaTb KogeK G.726 co ckopocTbio 24 Kbut/c;

—  G.726-32 — ncnonb3oBaTb KogeK G.726 co ckopocTbto 32 Kbut/c;

— G.722 — ucnonb3oBaTb Koaek G.722.

Bpemsa nakemusauuu — 4UCNO MUIJIMCEKYHA peyn B ogHoM RTP-nakete (ana kogekos G.711,
G.729, G.723.1 1 G.726).

Tun Haepy3Ku - TN AMHAMWYECKOM Harpy3ku ana Kogeka G.726-24 wnm G.726-32
(paspelueHHble s MCNonb3oBaHMA 3HavyeHUa — oT 96 ao 127).

MoryT 6biTb 3a4aHbl anbTepPHAaTUBHbIE FOJIOCOBble KOAEKU ANA Bbl6paHHOro HanpasaeHus.
Ona Kaxporo w3 HanpasneHUid B NNaHe HyMepauuu ecTb BO3MOXKHOCTb 3afaHuA
NpeAnouYTUTENbHOrO KogeKa pAanA nepegaun  peun. [Ona  Ka)kgoro  HanpasaeHus
DONONHUTE/NIbHbIE HACTPOMKM KOAEKOB YKA3biBAOTCA B KPYrAbiX CKOBKax nocne caosa
«codecs:».

Ecan HGO6XO,£I,VIMO MCNoNb30BaHNE HECKO/ZIbKMX KOAEKOB, TO UX MNepPeyvyUCNArT 4Yepe3 CUMMBO «,».

MOKHO yKa3bIBaTb HECKO/IbKO NapameTpoB ANA HanpasieHUs. B Takom ciyyae oHWM A0NKHbI BbiTb pasaeneHbl
cMmBoOJIOM «;» - (paraml:subparamil,subparam?2;param2:subparamil,subparam?2). JonycTumbie 3Ha4YeHus
cybnapametpos subparamX: g711a, g711u, g729, g723.

JonycTtumble 3Ha4yeHMA napameTpos paraml n param2 — codecs u rfc2833_PT cooTBeTcTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

[ummep-6ygep

Owmtrep-Oydep
MuHMMaNbHAA 3a08pkKa, MC 40 v
MakcHmansHan 3a0epeka, MG 130 v
Mopor HEMENEHHOND YIANEHWS NAKETOE, MG 500 v
TAKTOD ONTHMKEALWAW Dydbepa T v
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xutTep (jitter) — 3T0 HepaBHOMEPHOCTb MEPMOAOB BPEMEHM, OTBEAEHHbIX Ha AO0CTaBKy nNakeTa.
3afeprKKa B [OCTaBKe NaKkeTa U AXKUTTEP MCUYMCAAETCA B MWAIUCEKYHAAX. BennumHa oxutrepa mmeet
6o/blloe 3HaveHWe Npu nepedade UMHGOPMaLMM B PEKMME peasbHOro BPemMeHW (Hampumep, roaoc wuau
BMAEO).

B npotokone RTP, KOTOpbIi ellle Ha3blBalOT «MNPOTOKOJOM MNOTOKa nepeaatoulein cpeabl» (media
stream), ecTb none AN METKU TOYHOro BpeMeHu nepeaadym oTHocuMTenbHO Bcero RTP-noToKa. MpuHumatoulee
YCTPOMCTBO WCMO/Ib3YET 3TU BPEMEHHble METKW A/1A BbIACHEHMA TOro, Korga c/ieayeT OXuAaTb MaKerT,
cobnoaeH nu NopsaoK naketos. Mcxoaa us ato nHGopmauum, NpueMHan CTOPOHa BbISICHAET, Kak cneayet
HacTpoOUTb CBOW MapameTpbl, 4TOObl 3amMacKMpoBaTb MOTEHLMaNbHble ceTeBble MNpobaembl, Takue Kak
3a4EepPXKKM U oxuTTep. Ecnn oxumpaemoe Bpema Ha AOCTaBKY MaKeTa OT OTMNPABUTENA K MPUEMHWMKY Ha
NPOTAXEHUM BCETO Nepuoaa pasroBopa CTPOro paBHO onpegeneHHoOMy 3HadeHuto, Hanpumep, 50 mc, MOXHO
YTBEPKAaTb, UTO B TAKOW CETU AKUTTEpPA HeT. Ho 3ayacTyto naKkeTbl 3afepPrKMBAIOTCA B CETU, U BPEMEHHOM
WMHTEPBAN AOCTAaBKM MOMKET KonebaTbCA B A0BOJIbHO 60NbLWIOM (C TOYKM 3peHMa TpaduKa, KPUTUYHOTO KO
BPEMeHWN) BpeMeHHOM auanasoHe. B cnyyae ecnn npunoxkeHue-npmemHUK Takoro 3ByKa waun Buaeo byaer
BOCNPOU3BOAMTbL €r0 B TOM BPEMEHHOM MOpAAKE, B KOTOPOM MNPUXOZAT MaKeTbl, Mbl MOAYyYMM 3aMeTHOoe
yXyAlWeHUa KayectBa ronoca (man Buaeo). Hanpumep, ecnn 3TO KacaeTcAa rosioca, TO Mbl YCAbIWMKM
npepbiBaHMe B rosioce N gpyrme nomMmexu.

YCTPOMCTBO MMEET creayloLmMe HaCTPOMKKN AXKuTTep-bydepa:

—  MuHUManbHAA 300epPHKA, MC — MWHUMANbHOE OXWUAAEMOE BPEMA 33a4EPHKKM
pacnpocTpaHeHus IP-nakeTa no cetu;

— MakcumanobHaa 300epHKa, MC — MaKCMMa/lbHOE OXWAAEMOE BPEMA 33a4EPHKKM
pacnpocTpaHeHus IP-nakeTa no cetu;

— [lopoz HemeOdneHHo20 yOaneHUs [AKemos8, MC — MaKCMMa/bHbIN MPOMENKYTOK

BPEMEHM, Yepes KOTOPbli MPOUCXOAMT YyAafeHWe pedyeBbiXx NakeToB M3 6ydepa.
3HavyeHMe AaHHOro NapameTpa 60/blie AN PaBHO MAaKCMMabHOM 3a4EPKKE;

— ®akmop onmumusayuu 6ygepa — napameTp, UCMNOAb3YEMbIA 444 ONTUMM3ALUK
pasmepa AxuTTep-bydepa. PekomeHayeTca BbICTaBAATb ero 3HadeHue B 0.

lepedaya chakca u modema

MNepenada dhakca u mogema

Mepeaada mogema G.711a VBD v
Kopes darca 1 G.71a v
Kopex drakca 2 G.T1u v
Kogex doakca 3 BranmoweH v

OSHapyeHue dakca 0fe cTopoHb: v

MpuHkMaTe nepexcn 8 T.38

Mepepaya dpaKkca MOXKET OCYLLECTBAATLCA C UCMONb30BaHUEM PeYeBoro Kogeka 711 naum cneumnanbHoro
KoAeKa ans nepegaun GakcMmmabHbIX coobuieHnin T.38.

T.38 — cTaHAapT, onucbiBaoWMit nepeaady GakCMMUNbHbIX COOBLLEHWIA B peanbHOM BpeMeHU Yepes IP-
cetTn. CurHanbl U gaHHble, nepegasaemble GaKCMMWAbHLIM annapaToM, KOAMPYHOTCA B NaKeTbl NPOTOKOANA
T.38. B dopmupyemble MakeTbl MOXKET BBOAWUTLCA M36bITOMHOCTb — AaHHble M3 NpeablAyWnX MNaKkeTos, UYTo
NO3BO/IAET OCYLLECTBMATL HAZEXKHYIO nepesayy $akca no HecTabuabHbIM KaHaam.

e [lepedaya modema — BbIbOP KOAEKa, KOTOPbI ByaeT MCNoNb30BaTbCA ANS Nepesayun AaHHbIX
Npu 4eTEKTUPOBAHMM LUKO30M CUrHAN0B MOAEMA:
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—  BbIK/IOYEH — He AeTEeKTUPOBATb CUTHAJbI MOAEMA;
— G.711a VBD — ncnonb3oBatb Koaek G.711 a-law B pexkume VBD;
— G.711u VBD — ucnonb3oBaTb Kogek G.711 p-law B perkume VBD.

B pexume VBD (Voice band data) wnto3 BbikAOYaeT AeTEeKTOp akTMBHOCTM peun (VAD), reHepaTtop

KompopTHoro wyma (CNG) u 3xOKOMNEHcaTopbl, 4YTO HEO6XOAMMO MpPU  YCTAaHOBNEHUW MOLEMHOIO
CoeaMHeHNA.

/  BbibpaHHbIii KoAEK AO/MKeH 6bITb TaK:Ke aKTUBEH B CNMCKE PasrOBOPHBIX KOJEKOB.

e Koderk ¢pakca 1..3 — no3BosAeT BbIOpaTb KOAEKM M NOPAJOK, B KOTOPOM OHM b6yayT
MCNo/sib30BaTbcA. KoeK ¢ HauBbICWIMM NMPUOPUTETOM HYXKHO nponucatb B none «Kogek dakca
1». AnAa paboTbl HeO6X0AMMO YKa3aTb XOTA Hbl OAMH KOAEK:

—  BbiKtoYeH — Koggek He MCnonb3yeTca.
— G.711a — ncnonb3oBaTtb Kogek G.711 a-law;
— G.711u — ucnonb3osaTtb Kogek G.711 p-law;
— T.38 — ucnonbsosaTb npoTtokon T.38.

/ Bce Koaeku ¢paKca A0/mKHbl 6biTb pasHbimu! Kpome atoro npu Bbibope G.711 a-law nau
G.711 p-law cooTBeTCTBYIOWMIA KOAEK A,0/1KeH ObiTb aKTUBEH B CMIUCKEe Pa3roBOpPHbIX
KOA,EKOB YCTPOUCTBA.

e [IpuHumame nepexod 6 T.38 — npw ycTaHoBNeHHOM dare paspelleH BXogAaAWwMmi re-invite Ha
T.38 OT BCTpPEYHOrO WANt033;

e O6HapyxeHue hakca — onpenensaer HanpaBNeHUE Bbl30Ba, MPU KOTOPOM Pa3spelleHo AeTeK-
TUPOBATb TOHbI haKca, Noc/e yero byaeT ocyLLLeCTBAATb Nepexos Ha KogeK dakca:

— He demekmuposams moHbl hakca — OTKAOYAET AETeKTMPOBaHME TOHOB daKca, HO He
3anpeuaeT nepegadvy ¢akca (He byaeT MHULMMPOBATLCA Mepexos Ha Kodek ¢akca, HO
[AaHHbIN Nepexos MOXKeT bbiTb cAeNaH BCTPEYHbIM LW/I030M);

— 0Ob6e cmopoHbI — [ETEKTUPYIOTCA TOHbI KaK Npu nepegave ¢akca, Tak U Npu npueme.
Mpn nepepave dakca petektnpyetrca curHan CNG FAX ¢ aboHeHTCKon AuHuu. Mpu
npueme dpakca getekTupyetca curdan V.21 c aboHeHTCKOM AMHUK;

— Bebisbigarow,as — [ETEKTUPYHOTCA TOHbI TOMIBKO Npu nepegadve ¢dakca. Mpu nepegave
dakca petektupyetca curHan CNG FAX c abOHEHTCKOM NHUK;

— Bobi3bisaemas — AETEKTUPYIOTCA TOHbI TOIbKO Npu npueme dakca. Mpu npueme dakca
AeTekTupyetca curHan V.21 c aboHeHTCKOM INHUN.

e Pasmep usbeimoyHocmu T.38 Redundancy — po6aBneHue u3BbITOMHOCTM B naketbl T.38,
3HaYeHMe COOTBETCTBYET KOJIMYECTBY MpeablaylimMx NakeTos, KoTopoe Aybanpyetca B KaxKaom
HoBOoM nakete T.38. Takoi cnocob M36bITOYHOCTU MCMONbL3YETCA B CyYae NOTEPU NAKeToB Mpu
nepegave.
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dononHumensHsle napamempebi

ﬂOﬂOﬂHMTeﬂbele napameTpbl

MNepenaya DTMF RFC 2833 v
Mepenavya Flash SIP Info (Hookflash) v
Tun Harpysku ana naketos RFC 2833 96
OAanHaKoBbiil TUN Harpy3ku ANA Npuéma v nepepasn L
WUcnonbsosatb OOHHD)’)KEHME TULLMHDBI
Mcnonb3oBath axonoaasnetne
Ucnonbaosats RTCP  [J
Bpemsa aucnepcun, Mc 32
Ucnonb3osare SRTP
Kpuntorpaguyeckuit Habop 1 AES_80 v

Kpuntorpaduyeckuii Habop 2 AES 32 v

e [lepedaya DTMF — crnocob nepegaum curHanos DTMF:

— Inband — BHyTpUNoJ/IOCHaA nepenaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAeNe€HHOW Harpysku B
peyesbix nakeTtax RTP;

— SIP info — nepegaya coobueHuii no npotokosny SIP B 3anpocax INFO.

e [lepedaua Flash — cnocob nepepaum Flash:

— SIP info (Hookflash) — nepegaya coobuieHnit Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokoay SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacluMpeHun
Application/Hook Flash kak signal=hf;

— SIP info (DTMF Relay) — nepepaya coobuieHuii Ha B3aMMOAENCTBYIOLLYIO CTOPOHY Mo
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacluMpeHun
Application/dtmf-relay Kak signal=hf;

— SIP info (Broadsoft) — nepepaya cooblleHMiA Ha B3aMMOAEMNCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacliMpeHUn
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepepaya coobuweHUit Ha B3aMMOAEWNCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacliMpeHun
Application/sscc kak event flashhook.

V B TeKyuwieit Bepcuu NO nepeaaua Flash BoamoxHa TonbKo no npotokony SIP.

e Tun Haepy3ku 004 nakemoe RFC2833 — Twun Harpysku gna nepegaum naketos no RFC2833
(pa3pelueHHble ANA UCNO/Ib30BaHUA 3HaYeHns — oT 96 ao 127);

e OOuHaKosbIl mun Hazpy3Ku 047 nNpuéma u nepedavyu — ONLUMA UCNOb3YEeTCA NPU UCXOLALLEM
BbI30Be A1 COF1acoBaHUA TUNA Harpysku cobbiTuii, nepeaasaemblx No RFC2833 (DTMF u Flash).
Mpu yctaHoBneHHOM dnare nepegada M npuvem cobbitnit no RFC2833 ocywectBnaeTca c
Harpysko W3 MPUHATOrO OT BCTPEYHON CTOPOHbl coobuweHua 2000k. Mpu cHATOM dnare
nepeaaya cobbiTMii no RFC2833 ocylecTBaneTcsa ¢ Harpyskon us npuHatoro 2000k, a npuém —
C TUMOM Harpysku n3 cobcTeeHHOM KOHOUIypaumm (yKasbiBaeTcs B cxoasaLem Invite);
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O6wue

Ucnonb3zosame 0bHApy»#eHUe MUWUHbI — NPU YCTaHOBAEHHOM dare UCNob30oBaTh AETEKTOP
TULLIMHbI;

Ucnone3zosames axornodasneHue — NP1 yCTaHOB/IEHHOM d)nare MCNO21b30BaTb 3XONOAaBNEHUNE;

Ucnons3zosame RTCP — npwu ycTaHOBAEHHOM dnare UCcnoab3oBaTb NpoTokoa RTCP gna
KOHTPO/1A 33 PA3roBOPHbIM KaHa/IOM:

—  WHmepsan nepeda4yu — nHTepsan nepegaym nakeros RTCP, cek;

— [llepuod npuema — nepuon npuéma coobueHna RTCP u3mepsaetca B eanHMLAX
WMHTEpBasa Nepeaayn; ecim no UCTeYeHUM Nepmoaa NPUEma OT BCTPEYHOM CTOPOHbI He
b6yaet nonyyeHo HM ogHoro RTCP-naketa — TAU-1M.IP pa3pbliBaeT coeAnHEHMe.

— RTCP-XR — npw ycTaHoBneHHOM dnare byayT otnpasaaTbca naketbl RTCP Extended
Reports B cootsetcteum ¢ RFC 3611.

Bpems ducnepcuu, mc — napameTp, NO3BONAIOWMN BOPOTLCA C 3XOM, BbI3BaHHbIM AMUCMEPCHE
peyeBoro cmrHana. 3Ha4YeHuA napameTpa U3SMEHADTCA B NPoMeXyTKe oT 2 Ao 128 mc;

Ucnons3zosame SRTP — npu yctaHoBAeHHOM ¢iare byaeT ncnonb3osatbes wundpoBaHmue RTP-
notoka. Mpu atom B SDP ncxoaauwmx INVITE-3anpocos 6yaet ykasaH RTP/SAVP-npodunb. Takxke
8 SDP BxogAaumx 3anpocos byaet nponssoamTbca nouck RTP/SAVP-npoduna. Ecnm RTP/SAVP-
npoduab He ByaeT HanaeH, TO BbI3OB ByAET OTK/IOHEH;

Kpunmoepaguueckuli Habop 1-2 — nos3BonseT BblbpaTb anropuTmbl WKUGPOBAHNA WU
XeWnpoBaHUA, KoTopble ByayT mcnosb3oBaTbcA. KpunToHabop € HauBbICWMM MPUOPUTETOM
HY)XHO nponucaTtb B nosne «Kpuntorpadumyecknin Habop 1». Ana paboTbl HeobXxoAMMO yKaszaTb
XoTA 6bl 0ANH KpunTorpapuyeckuii Habop:

AES_80 — cootsetctByeTr AES_CM_128 HMAC_SHA1_80;
AES_32 — cootsetctByeT AES_CM_128_HMAC_SHA1_32.

HacTpoiku npopunen SIP

OOLLMEe HACTPORKM

Wenonesosate STUN ¥
Anpec STUN-cepeepa 192.168.1.10
HuTepean cnpoca STUN-cepeepa, ¢ 30
Taimep T1, mc | 500 (100-1000
Taitmep T2, mMc 4000 (1000-32000)
Tarmep B, mc 32000 (1000-39000)

HUA HECmMpoeK m

imepos SIP # To ymonyaxui
IAMU HEXMUMEe KHONKY

Tpancnopt | UDP (npegnouTutensho), TG ¥

CneyndmEaLMA TOHOB Poccus v

Ucnonezoeams STUN — npu yctaHoBneHHOM ¢nare mcnonb3yetca npotokon STUN (Session
Traversal Utilities for NAT) ana onpepeneHus nyb6anyHOro ajpeca yCTPoOMcTBa (BHeLWHero

aapeca NAT). PekomeHayeTcs MCMO/b30BaTb AaHHbIA MPOTOKOA Npu paboTe ycTponcTea Yepes
NAT;
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Adpec STUN-cepsepa — |IP-agpec unm gomeHHoe nmsa cepsepa STUN, yepes ABOETOUME MOMKHO
BBECTW aNbTepPHaATUBHbIM NOPT cepBepa (No ymonyaHuto 3478);

Unmepsan onpoca STUN-cepsepa, ¢ — WHTepBasn, MO MUCTEYEHMU KOTOPOro OTNpaBAAeTcA
3anpoc Ha cepsep STUN. Yem meHblle WMHTepBan ONpoca, TEM Bblle CKOPOCTb peaKkumu Ha
n3meHeHue nybanYHoro agpeca;

Tatimep T1, Mc — nHTepBan mexay nocblnkoi nepsoro INVITE n BTOporo npu oTcyTcTBUKM OTBETA
Ha nepsblit B Mc, ana nocnegytowmx INVITE (TpeTbero, 4eTBepToro u T.4.) AaHHbLIA UHTepBan
yBennumsaeTca sasoe (Hanpumep, npu 3HavyeHnn 300 mc, BTopoli INVITE byaet nepeaaH yepes
300 mc, TpeTuit — uvepes 600 mc, yeTBepTbliit — Yepes 1200 mc n T.4.);

Talimep T2, MC — MaKCMManbHbIN MHTEpPBan Aaa nepenocblikn He-INVITE 3anpocoB n oTBeTOB
Ha INVITE-3anpocsl;

Talimep B, mc — obwuii TalimayT nepegayun coobuieHmnn INVITE B mc. Mo ncteyeHnn gaHHoro
TaMmayTa onpeaensercd, 4YTo HanpasBAeHWe HedocTynHo. Mcnonb3lyetca Ans orpaHuYeHus
peTpaHcaaumii coobueHnn INVITE, B TOm YMcne ana onpeaeneHus 4ocTynHoCcTu.

TpaHcriopm — BbIGOP NPOTOKONA ANA TPAHCNOPTUPOBKM COOBLLEHMIA NpoToKoNa SIP;

CI'IeL{Ud')UKGL{Uﬂ MOHO8 — Bbl60p CTpaHbl gnAa onpeaeneHna Ncnosibayemoro Ha6opa TOHOB.

[Nna BCTYNNeHUs B CUly HOBOW KOHOUIypaLMu U 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMYIO NMamATb
HaXXMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

2.6.3.5 MoameHo «Mpodunu dialplan»

B nogmeHio «Mpodunum dialplan» moXKHO HacTpouTb nNpoduan BbI3OBA A1 WMCNOAb30BaHMA Ha
Pa3/INYHbIX HaNpPaB/AEHUSX.

Cnucok npodhunen dialplan

Howmep npodguna dialplan Mpodunu SIP

Bcero moxHo HacTpouTtb 4 npoduns dialplan.
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PedakmuposaHue npoguns dialplan

Pepaktupoeanue npocuns dialplan 0

Koaekn

Konex 1

Konex 2

Kodex 3

Konex 4

Kodek 5

Kogek 6

Kogek 7

Bpewms naketuzauun G.711, mc
BpemA nakeTnsauum G.729, MC
BpemA nakeTnzauuu G.723, MC
Bpems nakeTWzauun G.726-24, MC
Bpems nakeTWaauun G.726-32, MC
TWn Harpyskn G.726-24

TUN Harpysku G.726-32
Mepega4a chakca u MogeMa

Mepenaya Moasma
Konek dakca 1
Konek daxkca 2
Konek dakca 3

MpHHKAMATE Nepexon & T.38
[ononHUTeNkHbIE NapameTpel

Mepenaya DTMF

THN Harpy3iu Ang naketoe RFC 2633
MCNonb30BaTs 0BHAPYHEHWE THLLWHE
MCnoNL308aTs 3X0NOLABNEHHE
Bpema AMCNepChH, MC
MaKCMMANEHOE KOMHYECTEC BLI30BOB

BwurTep-Gychep

WMUHMMANBHEA 33AEPHKE, MC

MaKCUMANbHER 33AEPHKa, MC

DaKTOp ONTUMK3aLMK Gydhepa

Mopor HEMEANEHHOTO YAANEHHA NAKETCE, MC
OAMHAKOBEIA THN HATPY3KKM ANA NPHEMA U Nepenaym
ABTOMATHYECKOE YCUNEHWE Ha NpHeMe

YpOBEHb YCHIEHNA NPUEMA

ABTOMATU4ECKOE YCHNEHHE Ha Nepedave

YPOBEHb YCHIEHMA Nepedayqm

G711a

G729

G.711u

G723

G.726-24

G.726-32

G.722

20

20

30

20

20

103

104

G.711avBD

G711a

G.711u

BbIknYeH

RFC 2833

96

I

7]

32

40

130

-25 16

-25 16
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Koodeku

e Kodek 1..7 — nosBonseT BblbpaTb KOAEKM M NOPALOK, B KOTOPOM OHU ByayT MCMONb30BATHLCA.
KodeK ¢ HauBbICLUIMM TMNPUOPUTETOM HY)KHO nponucatb B none «Koaek 1». Ana paboTbl
HeobX0AMMO YKa3aTb XOTA bbl OANH KOAEK:

—  BbIKntoyeH — KoAek He UCMOoNb3yeTca.

— G.711a — ncnonb3oBaTb Koaek G.711 a-law;

— G.711u — ncnonb3oBatb Koaek G.711 p-law;

— G.723 — ucnonb3osaTtb Kogek G.723.1;

—  G.729 (A, B) — ncnonb3oBaTtb Koaek G.729 annexA nnm G.729B;
—  G.726-24— uncnonb3oBaTtb Koaek G.726 co ckopocTbio 24 Kbut/c;
—  G.726-32 — ncnonb3oBaTb KogeKk G.726 co ckopocTbio 32 Kbut/c;
— G.722 — vcnonb3oBaTb Koaek G.722.

e Bpemsa nakemusayuu — 4YUCNO MUNJIUCEKYHA peyun B ogHOM RTP-nakete (gns Kogekos G.711,
G.729, G.723.1 1 G.726).

e Tun Haepy3Ku — TWUN AWHAMWYECKOM HarpyskM pans Kogeka G.726-24 wan G.726-32
(paspeleHHble s UCNONb30BaHMA 3HaYeHMA — oT 96 go 127).

lepedaya gakca u modema

e [lepedaya modema — BbIOOP KoAeKa, KOTOpPbIA ByaeT Mcnonb30BaTbCa AM1A nepegadym gaHHbIX
Npu AeTEKTUPOBaHMUM LLO30M CUTHA/I0B MOJEMA:

—  BbIKNtOYeH — He AeTEeKTUPOBATb CUTHA/bI MOAEMA;
— G.711a VBD — mncnonb3oBaTtb Kogek G.711 a-law B pexkume VBD;
— G.711u VBD — ucnonb3oBaTb Kogek G.711 p-law B pexxkume VBD.

B perkmume VBD (Voice band data) wnto3 BbikAOYaeT AeTEKTOp aKTMBHOCTM peun (VAD), reHepaTop
KompopTHoro wyma (CNG) m 3XOKomneHcaTopbl, 4TO HeobXoAMMO MpM YCTaHOBAEHUM MOAEMHOrO
coeauHeHua.

V Bbl6paHHbIiA KOAEK AONKEH BbITb TaKXKe aKTUBEH B CMUCKE PA3roBOPHbIX KOAEKOB.

e Kodek ¢pakca 1..3 — nos3BonAeT BbIOpPaTb KOAEKM W NOPAJOK, B KOTOPOM OHM O6yayT
Mcnosb3oBaTbesA. KogeKk ¢ HauBbICWIMM NPUOPUTETOM HYKHO nponucatb B none «Kogek dakca
1». Ana paboTbl HEO6X0AMMO YKaA3aTb XOTA Obl OAMH KOAEK:

Boiknto4eH — KOAEK He UCNOoJb3yeTca.
G.711a — ucnonb3osaTb Koaek G.711 a-law;
G.711u — ncnonb3oBaTb Kogek G.711 p-law;
T.38 — ncnonb3osBatb NpoTokon T.38.

N WN R

/ Bce Koaeku ¢aKca gomKHbI 6biTb pasHbimu! Kpome atoro, npu Bbibope G.711 a-law nam G.711 p-
law cooTBeTCTBYIOLMIA KOAEK [0MKEH 6bITb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
ycTpoicTBa.

e [lpuHumame nepexod 8 T.38 — npu ycTaHOB/NeHHOM ¢nare paspelleH BXoAsawmn re-invite Ha
T.38 OT BCTPEYHOrO WANt03a;

e Pasmep uzbbimoyHocmu T.38 Redundancy — pobasneHne w36bITOYHOCTM B nNakeTbl T.38,
3HayeHMe COOTBETCTBYET KOAMYECTBY MpeablaylimMX NakeToB, KOTopoe Ay6AMpPYeTCa B KaXKAoM
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HoBoMm nakeTe T.38. Takoi cnocob M3bbITOYHOCTV NpeAHa3HaYeH B C/ly4Yae NoTepu NakeTos Npwu
nepegade.

JononaHumenbHble napamempebl

Mepedaya DTMF — cnocob nepegaum curdanos DTMF:

— Inband — BHyTpMNOAOCHaA Nepesayda;

— RFC2833 — cornacHo pekomeHgauum RFC2833 B KauyecTBe BblAe/l€eHHOW HaArpysku B
peyesbix Naketax RTP;

— SIP info — nepepgaya coobuweHunit no npotokony SIP 8 3anpocax INFO.

Tun Hazpy3ku 0na nakemos RFC2833 — Tun Harpysku ana nepegaym naketos no RFC2833
(paspelweHHble g MCNONb30BaHMA 3HaYeHUa — oT 96 go 127);

Ucrionsb3osams obHapyHeHUe muwUuHb6l — NPW yCTaHOBAIEHHOM ¢d1are UCMoNb30BaTb AETEKTOP
TULLIMHbI;

Ucnone3osame 3xonodasseHue — nNpv ycTaHOBAEHHOM dJiare UCno/b30BaTh 9XONOAABAEHNE;

Bpems ducnepcuu, Mmc — napameTp, No3BOJIAOWMA BOPOTLCA C 3XOM, BbI3BaHHbIM ANCNepcuen
peyeBoro cMrHana. 3Ha4yeHMA NapameTpa UIMEHAIOTCA B NPOMeEXKYTKe OT 2 A0 128 mc;

MaKcumanbHoe Konu4ecmeo 8b130608 — 3TOT NapameTp MNO3BOJIAET YCTAHOBUTb OrpaHUYeHune
Ha KOJIn4eCTBO O4HOBPEMEHHbIX BbI3OBOB Ha HaMNpaB/IEHUMN.

ummep-6ydep

MuHumaneHas 3a0epyKa, MC — MUHMMA/ZIbHOE  OXWOAEMOE BpPemA  334EPXKKU
pacnpocTpaHeHuna IP-nakeTa no cety;

MaKkcumanbHas 3a0epxKad, MC — MaKCMMa/bHOE OXUAAEMOe BPems 3a4eprKKW pacnpocTtpa-
HeHuA IP-nakeTa no cety;

lMopoz HemedeHHO20 yOasneHUs NaKemos, MC — MAKCUMabHbIN NPOMENKYTOK BpEMEHU, Yepes
KOTOPbIA NPOUCXOAMT yOaNneHne pedyeBbiX NakeToB U3 bydepa. 3HayeHUe AaHHOro napameTpa
6o/blle UM PaBHO MaKCMMAaNbHOW 3ageprkKe (gonyctumble 3HaveHus oT 0 ao 500, HO He
MeHee 3HaYeHUs MaKCcuManbHoro bydepa oxutrepa);

®akmop onmumusauyuu bygepa — napameTp, WUCMONAb3yembld AN ONTMMM3AUMKM pasmepa
LXUTTEp-bydepa. PekomeHayeTcs BbICTaBAATb €ro 3HadeHue B 0;

OO0uHaKosblli mun Hazpy3Ku O0a8 npuéma u nepeda4yu — TNpPU YCTaHOBAEHHOM dnare
NCMNO/b30BaTb OANHAKOBbIM TUMN HArpysKku Aaa Npuema v nepeaaqu;

AsmomamuyecKoe ycusneHue Ha npuéme — ecnu dnar ycTaHOB/EH, TO MPUHUMAEMbIN CUTHaN
byaeT ycuneH A0 3a4aHHOMO YPOBHA (MaKcMMmaibHOe ycuaeHue curHana +/- 1546), uHaue
ycuae-Hue NPoun3BOAUTLCA He byaeT;

YposeHb ycuneHus npuéma — onpenenser 3HayeHne ypoBHA, 40 KOToporo byaeT ycuamnmeatbea
aHaNoroBbIi CMrHan Npu npueme (Ao0NycTUMbI 3HadeHua -25, -22, -19, -16, -13, -10, -7, -4, -1 aB);

AsmomamuyecKoe ycuneHue Ha nepedaye — ecnu dnar ycTaHOB/IEH, TO NepeaaBaemMblit CUrHan
6yaeT ycuieH A0 3af4aHHOMO YPOBHA (MaKcMMmasnbHOe ycuaeHue curHana +/- 154B), uHaue
yCUeHne Npon3BoauTLCS He byaer;
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e YposeHb ycuneHus nepedayu — ONpedenseT 3HaYeHWe YPOBHA, [0 KoToporo byaer
YCUAMBATbCA aHANOroBbIM CUIHAN NpY nNepeaaye (4oNycTMMbIl 3HadeHus -25, -22, -19, -16, -13, -
10, -7, -4, -1 pb).

2.6.3.6 TMoameHto «Mpedukcbl ynpasneHusa ABO»

B noameHio «lMpeduKkcbl ynpasneHna [OBO» HacTpamsaloTca Koabl, Habupaemble ¢ TenedoHHOro
annapaTa, 41a akTUBaLMK Uau geaktmeaumm yenyr ABO.

ABOHEHT MOXeT ynpaBAATb COCTOAHMEM YCAYyr cO cBoero TenedoHHoro annapaTa. [ocCTynHbl
cneayowme GyHKUUK:

—  aKTMBauMA ycayrm — * koa_ycnyru #;
— NpoBepKa aKTUBHOCTM ycayrn — *# kog_ycnyru #;
— OTMeHa ycayrn — # kog_ycnyrmn #.

Ona aktmsBaumm ycnyr «besycnoBHasa nepeagpecaumsa», «lepeagpecauma Bbi30Ba MO 3aHATOCTUY,
«Mepeaapecauma no HeoTBeTy», «[opayasa/Tennas MMHMA» TpebyeTtca BBeCTM HoMmep TenedoHa:

* Kog_ycnyrn * Homep_TenedoHa #

Mocne BBOAA KOZA aKTMBAUMM MAM OTMEHbI YCAYrM abOHEHT yCAbIWMWT curHan «MoareepskaeHune» (3
KOPOTKWUX CUrHANa), KOTOPbIM FOBOPUT O TOM, YTO YC/Iyra yCMewHo akTMBMPOBaHa UM OTMEHEeHa.

Mocne BBOAA KoAa MPOBEPKM YCAYrM abBOHEHT MOMKET ycablwaTe Anb6o curHan «OTBET CTaHuUmM»
(HenpepbIBHbIN curHan), AM6o curHan «3aHATo» (KopoTkue ryaxu). CurHan «OTBET CTaHUMU» FOBOPUT O TOM,
YTO yC/Iyra BKAKOYEHA U aKTUBMPOBAHA, CUTHAN «3aHATO» — YC/Iyra BblK/lOYeHa.

Mpedukesl ynpasneHns JBO

Yenyrun ABO Koo akTMEaunn Kog AeakTnsayum Koa nposepku cTatyca yenyru
&
besycnoeHan nepeagpecauma <21 " #2112 Ak
MNepeagpecauua No 3aHATOCTH 422 " #20# HO2H
o
MNepeagpecauna Nno HEOTBETY 4 61 " #51# HE1H
Pa3spelwnTe NepeEXBAT BbIS0BA Ha NOPT 4 08 L, #08# *#06%
[opAYafiTennan MMH1A 453 " #532 3%
O#mnaaHWe Bbl30Ba <43 " #43# AR
He GecnokouTs + 26 " #26%# “H2G6H
YHpaBneHme abOHEHTCKNM cepsucom
e Ycnyau [JBO — cnucok ycayr ABO:
— Ee3yC/706HCIﬂ nepeadpecauun — Yycayra, npu aKtueBauuu KOTOpOVI BCe BbI30BbI,

nocrynuswine a6OHEHTy, nepeHanpasaAoTCcA Ha 3a,ﬂ,aHHbIVI HOMep;
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— [epeadpecayus 8613084 Mo 3aHAMOCMU — YCAyra, NPU akTUBALLMM KOTOPOW BCE BbI3OBbI,
nocTynueliMe aboHEeHTY, B C/ly4yae ero 3aHATOCTM MEepPeHanpaBAAlTCA Ha 3a4aHHbIN
Homep;

— [lepeadpecayua no Heomeemy — ycnyra, Npy akTUBALWUKN KOTOPOW BCe BbI3OBbI, MOCTY-
nueliMe aboHeHTY, NepeHanpaBAAOTCA Ha 3a4aHHbIA HOMep Npu HeoTBeTe aboHeHTa B
TeYyeHuMe onpesesieHHOro BpeEMEHMY;

—  Paspewums nepexsam 6bI308a HA Nopm — ec/n ycayra akTMBMpoBaHa aboHeHTOM —
MOCTYyMNMBLIME Ha HEro BbI30Bbl MOTyT BbITb NepexBayeHbl ApYrumn aboHeHTaMmM 13 TOi
e rpynnbl nepexsara;

— Topsyaa/Tennasa AMHMA — NpPUM aKTMBAUMM YCAYrM, Nocine MNOAHATUA TPybKM uepes
YCTaHOB/IEHHbIN WHTEPBA/N BPEMEHM MPOUCXOAWUT aBTOMATUYECKMA Habop 3a4aHHOro
HOMepa;

—  OMuoaHue 8bi308a — AKTUBaUMA yCNyrm no3BOIAET a6OHeHTy B COCTOAHWUM pa3rosopa
nosy4yaTtb yBeagomsieHne o HOBOM nNOCTynueLIEM BbI30OBE. ABOHEHT MOXeT NMPUHATD,
OTK/TIOHUTb NI UTHOPUPOBATb O)KMLI,aI'OLLI,Mﬁ BblI30B;

— He becnokoums — ycnyra no3sonaer a6OHeHTy BpeEMEHHO OrpaHn4nTb BCE BXOoAdAlUlUNE
Bbl30BbI.

e Kol akmusayuu — Kog, ANA aKTUBaLMMK YCAYTU;
e Ko0 dearmusayuu — Kopa oA AeakTMBauMn yCayru;

e K00 nposepku cmamyca ycayau — Kog, A8 KOHTPO/IA aKTUBHOCTM YCAYTH.

KoZ feakTmBaumMmn U Kog, NPOBEPKM CTaTyca YCAyrn 3anoJ/HAOTCA aBTOMATMYECKM Ha OCHOBaHWM Koaa
aKTUBaLMK.

[N BCTyNNeHMs B CUNY HOBOM KOHOUIypaLMM U 3aHECEHMA HAcTPOEeK B SHEeProHe3aBMCMMYIO NMamaTb
HaXXMUTE KHOMKY «[TpumeHumo». AN OTMEHbl U3MEHEHUIN HaXKMUTE KHOMKY «OmMeHa».

2.6.3.7 TMogmeHto «CurHanbl BbI3oBa»

B noameHio «CurHanbl Bbl30Ba» OCYLLECTBNASAETCA HACTPOMKa afibTEPHATUBHOIO CUrHasia MNOCbUIKK
Bbl30Ba (KageHUMW) B 3aBUCMMOCTM OT 3HayeHusa 3arosioBka Alert-Info Bo Bxogsauwem Invite. 3HayeHue
KageHUMM ANA  KaXKAoro CurHana Bbi3oBa 334aé€TcA B BMAE NOCAEAOBATE/IbHOCTU  Yepenytowmxcs
ONTENbHOCTEM MMMNYAbCA W nay3, pasgeneHHblx cumsosiom "," wam ";". 3HayeHWe ANUTENBHOCTU
MMNynbca/naysbl 3a4aeTca B MW/UIMCEKYHAAX M AO/KHO 6biTb KpaTHO 100. MuHMManbHasa AAUTENbHOCTb

nmnynbca/nayssl coctasnset 200mc, makcumasnbHaa — 8000 mc.

Ons Toro uytobbl NPUBA3aTh ONPEAENEHHYIO KageHLUMIO K 3HaYeHMIo 3aronioBKa Alert-Info Bo Bxoasaluem
Invite, Heobxoaumo B cooTBeTcTBYOLWEM Npodune SIP akTBUpoBaTh Ppaar «Obpabameleame 302071080k Alert-
Info», a B HacTpolMKax KaZeHUWMW yKas3aTb Ha3BaHWe cWUrHana B nose «HasBaHue curHana» (Hanpumep,
Example-cadence). KageHuua 6yaeT npourpaHa B JIMHUIO, ecin BO Bxoasawem Invite 3aronosok Alert-Info
6yaet mmeTtb 3HaveHue <http://127.0.0.1/Example-cadence>.

Ecnn kageHums no 3aronosky Alert-Info He HallaeHa, ByaeT nponsseaeHa NoMbITKa HAUTU KadeHLUMIo No
HOMepy Bbi3biBatowero aboHeHTa. Mpu OTCYTCTBMM Noc/iefHein BblAAETCA CTaHAAPTHbIA CUMrHaN BbI30Ba C
KageHuuel "1000,4000".
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Tabnuuya curHanose

HazeaHWe curLana KageHuus
Belicore-dr1 1000,4000
Belicore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-dr4 1000,1000
Bellcore-dr5 700,700,700,3000

0Nna pepaktMpoBaHMA onpeaeneHHOro CUrHaaa HaXXMUTe Ha COOTBETCTBYIOLLYHKO CCbIIKY B KOJIOHKEe
«HaszsaHue cuzHana».

[ns pobaBneHns curHana HaxKMuTe KHoMKy «Jo6aBuTb» U BbINONHUTE CAeAyHOLWMe HACTPOMKM:

PepakTuposaTb curHan
Hazganne curHana  Bellcore-dri

KapeHuna 1000.4000

] HasBaHMe cMrHana — MMA CUrHana;

e KageHums — AANTENbHOCTb NOAAYM BbI3bIBHOIO HaNpsaAXeHMA Ha TenedOoHHbIM annapaT 1 Yyepes
3anATYIO/TOMKY C 3anATOW AAUTENbHOCTb May3bl MeXAy CurHanamu BbizoBa, oba 3HayeHuA
O0MKHbI 6bITb KpaTHbI 100 MC, MMHUMa/IbHOE 3HaYeHne 200mc, MakcumanbHoe — 8000 mc;

[na BCTyNNeHWA B CUY HOBOW KOHQUIypaLumn 1 3aHeCceHUs HacTPOeK B SHEProHe3aBUCUMYKO NamATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

2.6.3.8 MeHio «UAcTopua BbI3OBOB»

B nogmeHio «cTopma BbI3OBOB» MPOU3BOAUTCA HaCTpOﬁKa BeAeHNA XPOHO0TMKN BbI3OBOB.

% CTOPWA BbISOBOB
Faamep WCTOPKMW BEIZ0BOE 20

MonyyuTe dain UCTOPUN BLI30B0RE * CiauaTk

OYWMCTUTE WCTOPWKD BEIZ0BOE m

MocMoTpeTb “UCMopLUKe 85130808

e Pa3smep ucmopuu 861308608 — MaKCMMa/JIbHOE KO/AMYECTBO 3aMUCelr B KypHane, npuHMMaeT
3HayeHuAa ot 0 go 10000 cTpok. 3HaueHue «0» OTKAKOYAET BeAeHMEe UCTOPMM BbI30BOB. Mpwu
OOCTUMKEHMW YCTAHOB/IEHHOTO OFPaHUYEHMA B XKypHaie Kaxkaaa nocnenyowan 3anvcb yaanut
Camylo CTapyto 3anNMCb B Havase XypHana;
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e [lonyyums ¢pailin ucmopuu 86130808 — ANA COXpaHeHUA daitna «voip_history» Ha nokanbHoOMm
MK HaxkmuTe Ha KHOMKy «CKayaTby;

e Ouyucmume uCmMOpUKO B8bI30808 — ANA OYUCTKM UCTOPUM BbISOBOB HAXMMUTE Ha KHOMKY
«O4YUCTUTBLY.

[na npocmoTpa UCTOpMM BbI3OBOB Nepenante no ccblike «fllocmompems “ucmoputo 86130808 ».

[na BCTynneHua B CUy HOBOM KOHQUIypauMu M 3aHECEeHUA HacTPOeK B SHEepProHesaBMCUMMYIO NamATb
HaXXMUTe KHOMKY «[TpuMeHUMb». AN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMmeHa».

2.6.4 MeHo «IP-tenesupeHune»

2.6.4.1 MopgmeHto «IPTV»

B nogmeHto «IPTV» BbINOAHAOTCA HAaCTPOMKKM Ana paboTbl cepsuca «IP-TenesnaeHme».

HacTpoiiku yudposoro TenesngeHus
BrnioynTe IPTY  #

Bepcua IGMP 3 v

MNepuognyeckoe cGHOBNEHUE NOANNCKM
BKMIOYWTE &
Mepuon ofHoBNEHMA, C 30
BLICTREIA BRIXOM U3 TPYNNLI
BrmoynTe ¥
HacTporka VLAN gnsa IPTV
McnoneaoeaTe VLAN &
WLAN 1D o
802 1P v} v
Hactporka HTTP-npokcu

BrnioynTe &

MopT HTTP 1234

+ [pUMEHHTE x OTMeHa

e Bknwoyumes IPTV — npu ycTaHoBAeHHOM ¢nare paspelleHa TpaHcaauMa curHanos |IP-
TenesuaeHma ¢ WAN-uHTepdeitica TAU-IM.IP (M3 ceTm npoBaiigepa) Ha YCTPOWCTBA,
noakntoveHHble K LAN-uHTepdeicy;

e Bepcusa IGMP — sepcua npotokona IGMP ana otnpasku IGMP-coobuieHuii ¢ WAN-uHTepdelica
(cooblLeHNI aKTMBAUMM WAW  AEeaKTUBAUMKM  MOAMWUCKM Ha KaHanabl  |P-TeneBuaeHus).
MNopaepxneatoTca sepcum 2 n 3.

[epuoduyeckoe 0b6HOBAEHUE NOONUCKU

e Brawoyums — NpW BKAOYEHHOW OMUMM MNPOUCXOAUT nNepuoamyeckas otnpaBka ¢ WAN-
nHTepdelica COOBLLEHNN CO CNUCKOM aKTMBHbIX IPTV-KaHanoB Ha BbIWECTOALWMNI cepBep,
OCYLLECTBAAOWMIA  TpaHCAAUMIO  CUrHanoB  IP-TenesuaeHus.  BrkatoueHne  QyHKUUK
nepuoanYeckoro obHoOBAEHUA NOANUCKM HEOBXOAMMO, EC/IM BbILLECTOALLMNIN CepBEP OTK/OYAET
TpaHcnaumio IPTV-kKaHanoB Yepes onpeaeneHHbl MHTEPBaa BPpEMEHMU;
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e [lepuod obHosneHUA, C — Nepuoa OTNPaBKU COOBLLEHNI CO CMMCKOM aKTUBHbIX IPTV-KaHanos,
B CEKyHAaX. YCTaHOBUTE Be/NIMYMHY Nepnoaa obHOBAEHMA B 3HAYEHUE, MeHbLUee, YeM TalmayT
OTK/IIOYEHMA TPAHC/ALUM CUTHA/A BbIWECTOALLUM CEPBEPOM.

Ebicmpebili 8b1X00 U3 2pynnbi

e Bkarwyume — npu ycTaHOBNAEHHOM dare BK/IOYEH peXMm ObICTPOro BbIXoAa M3 rpynmbl.
JaHHas  OyHKUMA  yMeHbluaeT 3a4ep)KKy YCTPOMCTBA Ha  MNEepeKkloyvYeHne  Mexay
MHOTroagpecHbiIMM NOTOKaMM (OTKAKOYEHME MOTOKA MPOUCXOAUT cpasy nocsie MoayyeHus oT
KNneHTa coobuieHuns «Leave Group» 6e3 monosHUTEeNbHOro nepecnpoca). He pekomeHayetca
MCNO/b30BaTb AaHHbIN pexum, Korga K ogHomy nopty LAN nogkntoyeHo 6onee ogHoro
npuémuumka IPTV.

Hacmpolika VLAN 0aa IPTV

e Ucnonsvzosame VLAN — npu ycTaHoBNeHHOM diare ncnonb3osatb Ana ycnyru IPTV Bblgenen-
HbI VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN gns ycnyru UHTepHeTt unm STB),
nHave ans IPTV 6yaeTt ucnonb3oBatbea MHTepdeic ycnyrm MHTepHeT. 3Ta HacTpoiika No3BoasAeT
onpeaenntb HTepdenc ana npuéma IPTV-CMrHanoB 13 BHELIHEN CeTu;

e VLAN ID — naeHTndMKaumoHHbIn Homep VLAN ana npuéma curHanos IP-tenesmaeHus;

e 802.1P — npwusHak 802.1P (apyroe HasBaHwue CoS — Class of Service), ycTaHaBNMBaeMblit Ha UCXO-
AAlme ¢ gaHHoro nHtepdeliica IP-nakeTbl. NMpUHUMaeT 3HaYeHMA oT O (HU3LWKIA NpuopuTeT) Ao 7
(HamsbicwKi NpuopuTeT). Ucnonb3yeTca B paboTe anropnutMoB obecneyeHma KadecTBa cepBuca
(QoS).

Hacmpolika HTTP-npoKcu

e BKawyume — npu ycTaHoBAeHHOM ¢nare BKAtodeHa ¢yHKumMA HTTP-npokcu. HTTP-npokcu
ocyuiectBnseT npeobpasoBaHne UDP-notoka B notok HTTP, ucnonb3sytowmii npotokon TCP
(NMpoTOKON HageKHOW 4OCTAaBKM MAKEeTOB), YTO MO3BO/IAET YAYULIUTb KaYecTBO TPaHC/MPyemMoro
M306parKeHnA Npu NN10XOM KauyecTBe KaHana CBs3M B I0Ka/lbHOM CeTy;

e [lopm HTTP — Homep nopta HTTP-npoKcK, c KoToporo byaeT ocyLecTBAATLCA TPAHC/IMPOBaHUe
BMOE0-NOTOKA. Mcnonb3ynte 3TOT MOPT ANA NOAKAOYEHUA K TPAHC/AMPYEMbIM YCTPONCTBOM
TAU-1IM.IP noTtokam IPTV.

Hanpumep, ecan TAU-IM.IP umeeT Ha LAN-unHTepdeiice agpec 192.168.0.1, pns nopta MNpPoOKCU-
cepBepa BblbpaHO 3HauyeHuMe 2345, M Heobxogumo BoOcCnpom3BecTM KaHan 227.50.50.100,
TpaHcanpyrowmincs Ha UDP-nopT 1234 — ana nporpammbl VLC agpec NOTOKA HY)KHO 3a4aTb B BUAE:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTynneHuA B CUly HOBOM KOHQUIrypaLMmn M 3aHECEeHUA HAcTPOeK B SHEProHe3aBMCUMYD NamsATb
HaXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».
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B

2.6.4.2 TMopgmeHio «STB»

noameHio «STB» BbINOAHAKTCA HACTPOMKM BblaeneHHoi VLAN ana  pabotbl  uudposon

TeneBU3MOHHOM npucTaBku (Set-Top Box).

HacTpoiika eelaenerdHoro VLAN ans TB-npuctaeku (Set Top Box)

Brnwounte STB ¥
Mcnonesosate VLAN - ¥
Waentudukarop VLAN 0

802.1P o -

Ana npueAsku noxaneHsx unmepgelcos K cepeucy STB nepeddume Ha cmparuuy “floxansxsie usmepgelcs - QyHKUUOHENEH!

Brkawoyume STB — npu  ycTaHoBneHHOM ¢nare 6yaetr BKAoueH pexum STB  ans
COOTBETCTBYIOLLMX MOPTOB B pa3aene «JlokanbHble MHTEPDENCHI»;

Ucnoneszoeams VLAN — npu yctaHoBneHHOm ¢nare wucnonb3oBatb Ana TB-npuctasku
BblaeneHHbin VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ans ycnyrn MHTepHeT nnu
IPTV), nnaue — 6yaet ocywectenneTtcs pabota STB 6e3 Tera VLAN BO BHeLUHEN CeTH;

noenmugpukamop VLAN — Homep VLAN, KoTopbli ByaeT Mcrnosib3oBaTbCA ANA nepenayu
TpaduKa cepsuca STB c nHtepdenica WAN ycTponcTea;

802.1P — npusHak 802.1P (apyroe Ha3saHue CoS — Class of Service), ycTaHaBnMBaemblii Ha
nucxogslme ¢ gaHHoro uHTepdeica IP-nakeTbl. MpuHUMaeT 3HavyeHus oT 0 (HU3LWKiA NpuopuUTeT)
[0 7 (HauBbicwmnii npuoputeT). Mcnonb3yetca B paboTe anroputmoB obecrneyeHuns KayecTsa
cepsuca (QoS).

Job6asneHne noptos LAN B cepsuc STB npoussogutca B nanTke «[lopmel» nU3 perrmma ObiCcTporo
KOHUrypmpoBaHua ycTponctea. CnegyeT OTMETUTb, YTO B Cyvae BKAOYEHHOM onumnn «Mcnonb3osatb VLAN»
¢ uHtepoderica WAN Tpaduk yxoauT v NPUHUMAETCA € HacTpoeHHbim Terom VLAN, a Ha uHTepdeice LAN
(WLAN) — TpaduK HeTerMpoBaHHbIl (Ter cCHUMmaeTcs).

[N BCTyNNeHMs B CUNY HOBOM KOHOUIypaLMM M 3aHECEHMSA HAcTPOEeK B SHEeProHe3aBMCMMYIO NMamaTb

HaXXMUTe KHOMKY «I7pu1v|eHumb». ﬂ,ﬂﬂ OTMEHbI USMEHEHWNI HAXXMUTE KHOMKY «OmmeHa».
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2.6.5 MeHio «JloKanbHble nHTepdeincbI»

B meHI0 «JloKanbHble MHTepdeicb» ONA KaxK[oro uHtepdeica yctaHaBaMBaeTcs ¢GyHKUMOHaNbHOE
HasHaueHue.

2.6.5.1 TMMogmeHO «PYHKUMOHANbHOE HAa3HaYeHUue»

B noameHio «DPyHKUMOHANbHOE Ha3HadyeHMe» ana Kaxgoro nopta LAN ycTtaHasauBaeTtca Tun
npeaocTaBAfEMOM yCayru.

q}yHKU,MOHaJ'IbHOe HazHa4deHue
LAN 1 NHTepHET v

LAN 2 WHTepHeT v

/ B TeKyweii Bepcumn MO anA noKanbHbIX UHTEpPEMCOB MOXKHO BbibpaTb TMN cepBuca UHTepHeT,
STB uau nonb3oBatenbckue VLAN. Mpu 3Tom Ha KaXKablii NOKanbHbIN HTepdeiic pa3peLwuaerca
TpaHcAAumMa curHanos IP-teneBuaeHua Npu BkAOYEHHOM GyHKuum IPTV.

Tun cepsuca MHTepHeT o3Ha4vaeT, uyTo ¢ AaHHoro LAN-nopTta 6yaeT OCylecTBAATbCA BbIXOA B CeTb
WHTepHeT; Tun cepsBuca STB — paHHbIA LAN-nopT npegHasHavyeH Ana NOAKNOYEHUA TeneBU3MOHHOW
npuctaBku (Set-Top-Box). Mpu atom nopt UHTepHeT coeanHeH ¢ WAN-uUHTepdpelicom oaHOMMEHHOM YCayru
yepes maplpyTusaumto, a nopt STB coeamHeH ¢ WAN-uHTepdeicom ycnyru STB uepes mocT (Tpaduk
npoxoaut npospadyHo ¢ WAN Ha LAN u o6paTHO).

WAN-uHTepdeiic ycnyrn STB HacTpanBaeTcs B pasgene 2.6.4.2 MogmeHto «STB».

[nsa BCTynneHWA B CUy HOBOW KOHQUIypaLum u 3aHeceHUs HAcTPOEK B IHEProHe3aBMCUMYO NamMsATb
HaXXMUTE KHOMKY «MpUMeHUTbY. [118 OTMEHbI USMEHEHUI HAXKMUTE KHOMKY «OTMEHa».
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2.6.6 MeHio «Cucrema»

B meHto «Cuctema» BbINONHAOTCA HaCTpOVIKM Cncrembl, BpemeHu, ooctyna K yCTpOﬁCTBy Nno pasaIndyHbIM
NPOTOKO/1aM, NPON3BOANUTCA CMEHA Napoaa n obHoBNEHMNE nporpammHoro obecneyeHus yCTpOﬁCTBa.

2.6.6.1 T[llogmeHio «Bpema»

B nogmeHio «HacTpoMkM BpemeHW» BbINOJHAETCA HACTPOMKa MPOTOKO/A CUHXPOHM3AUUU BPEMEHMU
(NTP).

HacTpolkn BpemeHn

YacoBo# noAc Moscow, Russia v

@

ABTOMATWYEC KM NepeEXon Ha NeTHee/ )
JMMHEE BpEMA

. Mepexod Ha neTHee BpeMA - vl - v - v
Mepexos Ha IMVMHEES BpEMA - v - v - v
CABUI BPEMEHK (MIH_} 60

BKNKOYNTE NTP ¥

Cepsep CUHXPOHM3ALMM pool nip.org -

Hacmpoliku spemeHu

[ Yacosoli nosac — nossonnet YCTaHOBWUTb 4acoBOW NOAIC B COOTBETCTBMU C HAMNKANLLINM ropogom
B BallemM permoHe n3 3aaHHOro CrnucKa,;

e Asmomamuyeckuli nepexod Ha nemHee/3umHee spemMs — NpPW ycTaHOBAEHHOM ¢nare byaer
nepexof Ha netHee/3nmHee Bpems ByAeT BbINOJHATLCA aBTOMATUYECKM B 3a4aHHbIN Nepuos,
BpEMEHMU:

- Hepexod Ha nemHee spemA — [AeHb, Korga 6yp,eT BbIMNO/IHATLCA Nepexod Ha NneTHee

Bpems;

— [lepexod Ha 3umHee 8pems — [eHb, Koraa 6yaeT BbIMNONHATLCA Nepexos Ha 3MMHee
Bpems;

— Cdsuz spemeHU (MUH.) — Nepuoa, BpEMEHU B MUHYTaX, Ha KOTOPbIN BbINOAHAETCA CABUT
BPEMEHMU.

e Brawoyums NTP — ycTaHoBuUTe dnar, ecim HeobXxo4MMO BKAKOUUTb CUHXPOHM3ALLMIO CUCTEMHOIO
BPeMeHMW YCTPOMCTBA € onpeaenieHHoro cepsepa NTP;

e Cepsep cuHxpoHuzayuu — IP-agpec/oomeHHOe MMA cepBepa CUHXPOHU3AUMM BPEMEHM.
Bo3morkeH py4yHOl BBOZ agpeca cepsepa v Bbibop U3 cnucka.

[na BCTynneHua B CUy HOBOM KOHQUIypaLMu U 3aHECEeHUA HAcTPOeK B IHEProHe3aBMCUMYIO NamATb
HaXXMUTe KHONKY «[TpumeHUMb». AN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY «OmMeHa».
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2.6.6.2 TloameHio «Jocryn»

B noameHto «[locTyn» HacTpamBaeTca AOCTYN K YCTPOMCTBY nocpeacTBom web-uHTepdeiica, Telnet u

SSH, a Take goctyn no npotokony FTP K HakonuTento, noaxkntoYeHHomy K nopty USB.

MopTel gocTyna

Web

Telnet

55H

DocTtyn K yenyre "VolP"

OocTyn K ycnyre "MHTepHeT"

SSH
HDoctyn k USB
Browwss oo
Ok ANLHAR CETh
FR3pSIUNTE BOCTYN SHORMMHOMY TONE30SITEN0
Fa3polUiTe 23NKCE SHOHMLH oMy MONL3083TEND

HTTF @ HTTFS
HTTF @ HTTFS
HTTF TTFS
HTTF | HTTFS

lMopmbl docmyna

B gaHHOM pasgene BbINOJIHAETCA HacTpovka TCP-nopToB A/ JOCTyna K YCTPOMCTBY MO NMPOTOKO/IaM

HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa Ana goctyna K web-uHtepdeicy yctpoiictea no npotokony HTTP,

no ymon4yaHuto — 80;

e [lopm HTTPS — Homep nopTa Aas AocTyna K web-uHTepdelicy ycTpoicTea no npotokony HTTPS

(HTTP Secure — 6e3onacHoe NoAKAOYeHUe), No ymonyaHuio — 443;

AboHeHmcKul w3 TAU-1M.IP

89



S» ELTEX

e [lopm Telnet — Homep nopTa Ana AOCTyNa K YCTPOMCTBY MO NpoToKoay Telnet, o ymonyaHuto
— 23;

e [lopm SSH — Homep nopTa gns A0CTyNa K yCTPOMCTBY NO NPOTOKoAY SSH, no ymonyaHuio — 22.

Mo npotokonam Telnet n SSH ocywecTBAseTca AOCTYN K KOMaHAHOM CTpoKe (KoHcosb linux). Umsa
no/sib3oBaTena/naposb Ana NOAKAOYEHMA K KOHCoM: admin/password.

Locmyn K ycnyze UIHmepHem

[na nonyyeHus AocTyna K YCTPOMCTBY € MHTepdeicos ycayrn UHTepHeT ycTaHOBUTE COOTBETCTBYOLLME
paspelweHua:
Web, BHeluHAs ceTb:

e HTTP — npwu ycTaHOBNEHHOM d@Jare paspeleHo MnoakaloueHne K web-KoHduUrypaTopy
ycTpoiictea yepe3s WAN-nopT no npotokony HTTP (Hebe3onacHoe noaKkao4eHue);
e HTTPS — npw yctaHoBneHHoM ¢nare paspeleHo nogKaodeHne K web-KoHdurypaTtopy

ycTpoiictea yepe3s WAN-nopt no npotokonay HTTPS (6e3onacHoe noaknto4eHue).

Web, BHyTpeHHsAs ceTb:

e HTTP — npu ycTtaHoBneHHOM d¢are paspeweHo noakatodeHne K Web-KoHdurypatopy
ycTpolictea yepes LAN-nopT no npotokony HTTP (HebesonacHoe nogKkntoyeHue);
e HTTPS — npu ycrtaHoBAeHHOM dnare paspeleHo nNoaKAYeHne K web-KoHburypatopy

ycTpolictea yepes LAN-nopt no npotokony HTTPS (6e3onacHoe nogknoveHue).
Telnet:

Telnet — npoToKkon, NpegHasHaYeHHbIN AN OpraHM3aLuKn ynpasaeHus no cetu. MNossonseT yaaneHHo
NOAKNOYMUTBCA K LWJTHO3Y C KOMMbIOTEPA A1° HACTPOWKKN U yNpaBieHUs.

Ona paspeweHna QocTyna K ycTpouctsy no npotokony Telnet n3 BHewHel (4epes WAN-nopt) wam
BHYTPEHHEeN CeTU YCTaHOBUTE COOTBETCTBYOLWME daaru.

SSH:

SSH — 6e30nacHbI NPOTOKOA YAANEHHOTO yNpaBaeHUa ycTpoincTBamu. B otanumne ot Telnet, npoTtokon
SSH wundpyet Becb Tpaduk, BKAOUAA NepesaBaemble Napou.

Onsa paspelleHns AoCTyna K ycTpoWCTBY Mo npoToKosay SSH u3 BHewHel (yepes WAN-nopt) uau
BHyTpeHHei (Yepe3 LAN-NopT) ceTn ycTaHOBUTE COOTBETCTBYOLWME daru.

Locmyn K ycnyee VolP:

B paHHOM pasaene ocylecTBAAETCA HACTPOMKa A0CTyna K uHTepdeicy ycayrm VolP (uHTepdeic ycayrm
VolP HacTpauBaetcs Ha cTpaHuue |IP-tenedpoHus — Hactpolika cetu) yepes Web (npoTtokonbl HTTP unu
HTTPS), a Take no npotokosnam Telnet n SSH. Ons paspelieHna A0CTyna MO KaKOMy-IMBO M3 yKa3aHHbIX
NPOTOKOJ/I0B YCTAaHOBUTE COOTBETCTBYIOWME daaru.

Hocmyn k ycayze iHmepdbelic ynpasneHus:

Pasgen nossosAeT HacTpPoWUTb AOCTYN AAA YNpPaBAEHWA YCTPOWCTBOM, MCMOAb3ya MpoTokosbl HTTP,
HTTPS, Telnet nnn SSH. HacTtpoika nHtepdeiica nponsBoanTcs Ha cTpaHuue Cuctema — VLAN ynpaBneHuma.
[na paspelieHuns gocTyna no KaKoMy-1nMbo M3 yKasaHHbIX MPOTOKON0B YCTAHOBUTE COOTBETCTBYHOLWME daaru.

/ DOna asropmusauum no nporokonam Telnet u SSH no ymonuyaHuio MCNob3yOTCA UMA NONb30BaTeNA
admin wn naponb password. locne aBTOpU3aLMKU CTaHET AOCTYNHA KOHCO/b oOnepauuoHHOMN
cucrembl Linux ¢ BO3MOXKHOCTbIO UCMOJIb30BAaHMUA OCHOBHbIX KOMaHA KOMaHAHOro MHTepnpeTaTopa
shell.
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Hocmyn k USB:

B paHHOM paspene ocyLecTBAAETCA HAaCTPOMKA AOCTyNa K yCTpPoMcTay, nogkaoveHHomy K USB-nopty,
no npotokony FTP.

Ona paspeleHus goctyna K nogkntodeHHomy USB-ycTpoiicTBy no npotokony FTP 13 BHewHel (Yepes
WAN-nopT) nav BHyTpeHHewn (4epe3 LAN-nopT) ceTn ycTaHOBUTE COOTBETCTBYOWMeE daaru.

[ns paspeweHna foctyna K nogkntodeHHomy USB-ycTponcTBy aHOHMMHOMY NO/Ib30BATENO YCTAHOBUTE
¢dnar «PaspewnTb AOCTYN aHOHUMHOMY NONb30BaTENIOY.

[ns paspelweHna 3anucn gaHHolx Ha USB-yCcTPOMCTBO aHOHMMHOMY MO/Ib30BATENI0 YCTaHOBUTE daar
«PaspelwmnTb 3anncb aHOHUMHOMY NOJIb30BATE/IO».

[ns BCTynNeHMA B CMAY HOBOWM KOHUIypaLMM M 3aHECEHMA HACTPOEK B SHEProHEe3aBUCUMMYIO NAMATb
Ha*KMUTe KHOMKY «[TpumeHumeo». Ana oTMeHbI UBMEHEHUI HAaXMUTE KHONKY « OmmeHa».

2.6.6.3 TlMoameHio «HKypHan»

MNoameHio «*KypHan» npegHasHaA4YeHo A5 HAaCTPOMKM BbiBOAA Pa3HOMO PoAa OTNAaA04YHbIX COObLEHNN
CUCTEMbI B LENAX OOHapy)KeHus npuuMH npobnem B paboTte ycrtpoicTtea. OTnafoyHyo UHPoOpmauuio
BO3MOXHO MOAYYUTb OT CAEAYIOLLMX NPOrpamMmMHbIX MOAYei YCTPOCTBa:

e MeHegaep TenepoHnUM — oTBeYaeT 3a paboty pyHKUnit IP-TenedpoHmm.
e CUCTEMHbIN MeHeaKep — OTBEYAET 3@ HAaCTPOMKY YCTPOMCTBA COrNacHo danay KoHpUrypaumm.

e MeHeaep KOHPUrypauum — oTeeyaeT 3a paboTy ¢ paitnom KoHUrypaumum (UTeHne 1 3anmch B
KOHOUIypaLUMOHHbIN Galin M3 Pas/IMYHbIX MCTOYHWMKOB) M cbop MHOPMALMM MOHUTOPUHTa
YCTpOMCTBa.

JKypHan TenedoHun
BeiBog #ypHana OTHMDYEHD r
Qwnbkr
Mpegynpexgerns
OTnapoyHas HHBIOPMAaLNS
VudiopmaunotHblie coofwerns

¥poeeHs Tpaccupoekn SIP 0 v

)K}'DHHJ'I CHUCTEMHOIO MeHeHepa
BriBog wypHana OTHNDYEHD '
Ownbrn
Npegynpexgenna
OTnapoyHas HHBIOPMAaLNS

Vrgopmannonrisie coobuerns

JKypHan Menepxepa KoHdurypalum
BeiBog #ypHana OTHMDYEHD v
Qwnbkr
Mpegynpexaetna
0OTnapoyHan WHBIOPMAaLNR

M HthopMaUNOHHbLIE CooBlLEHNnR

Hactpoiika Syslog
BrnmounTh
Pesnm Cepaep i
Appec Syslog-cepeepa syslog.server

MopT Syslog-cepeepa 514
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HypHan menedoHUU

e Bbi800 »#ypHasna — HanpaB/ieHWe BbIBOAA COOOLLEHUI KypHana:

—  OmKnYeHo — XKYPHaAN OTKAKOYEH;

— Syslog — coobueHns BbIBOAATCA MO NPOTOKOAY Syslog Ha yaaneHHbln cepsep Anb60O B
NOKaNbHbIM palin (HacTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

—  KoHconb — coobuieHna BbIBOAATCA B KOHCOJIb YCTPOMCTBA (HEO6XOAMMO MOAK/0YEHME
yepes nepexogHuk COM-noprta);

— Telnet — coobuweHuna BbiBogATCA B telnet-ceccmto; ana atoro cHavana Heobxogumo
€034aTb NOAKAOYEHME Mo npoTokoy telnet.

Huxke HaCTpanBaeTCcAa Tun COOGLLI,EHMI\;I, BbIBOAMMbBIX B XXYPHan Tened)OHMMZ

e OwubKu — ycTaHoBUTE dar, ecan Heobxo4MMO BbIBOANTL CO0OLWEHNS TUMA « OLWNOKN»;

e [lpedynpexcdeHua — ycTaHoBuUTe ¢pnar, ecnm HeobxoaMmo BbIBOAUTL COOBLLEHNA TUNA
«lMpedynpexcdeHusn»;

e OmnaadoyHasa UHopmayus — YycTaHoBuTe ¢Jar, eciim HeobxXxoAMMO BbIBOAUTL OT/NaA04YHble
coobLeHus;

e UHpopmMmayuoHHble cooblieHus — ycTaHoBUTe ¢nar, ecnm HeobxoaMmo BbIBOAUTbL MHPOPMa-
LMOHHbIE COObLLEHUS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAA CO0bLWEHM cTeka SIP-meHepdxkepa
TenepoHuu.

HypHan cucmemHo20 meHeodxepa

e Bblg00 3ypHAsaa — HanpaB/ieHWe BbIBOAA COODOLLEHMI KypPHaNa:

—  OMKAo4eHo — KypHan OTK/OUYEH;

— Syslog — coobueHns BbIBOAATCA MO NPOTOKOY Syslog Ha yaaneHHbln cepsep AnMb60 B
NOKaNbHbI palin (HacTpoliKa NPOTOKO/A OCYLLECTBASETCA HUMKE);

—  KoHconb — coobuieHnaA BbIBOAATCA B KOHCOJb YCTPOMCTBA (HEOBXOAMMO NOAK/OYEHME
yepes nepexogHuk COM-nopra);

— Telnet — coobuweHns BbiBoaaTca B telnet-ceccuio; ana storo cHayana HeobxoaMmo
€o34aTb NOAKNIOYEHME NO NPOTOKOAY telnet.

HuKe HacTpamBaeTca TMN COOBLLEHWUI, BbIBOANUMbIX B KyPHaN CUCTEMHOrO MeHeaKepa:
e OwubKu — ycTaHoBUTe dnar, ecim HeobxoAMMO BbIBOAUTb CO0OLEHNA TUNA «OLWNOKMY;

o [IpedynpexcdeHus — ycTaHoBuTe ¢nar, ecim HeobxogMMO BbIBOAWUTL COOOLLEHMS TUMa
«[MpedynpexcdeHusa»;

e OmnadoyHasa uHgopmayus — ycTaHosBuTe ¢aar, ecan HeobXoAMMO BbIBOAMTbL OT/NaAouHble
coobLeHns;

e UHpopMayUoHHbIe cooblweHUs — ycTaHoBuTe ¢nar, ecan HeobxoAMMO BblBOAUTbL MHPOPMa-
LMOHHblEe coobLLeHNS;
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MypHan meHeoxcepa KoHguU2ypayuu

e Bbigo0 3#ypHasna — HanpaB/ieHWe BblBOAA COODLEHNI XKypHana:

—  OMKAo4YeHo — XKypPHan OTKKOYEH;

— Syslog — coobuweHunsa BbIBOAATCA NO NpoTOKoAay syslog Ha yaaneHHbI cepsep anmbo B
JIOKaNbHbIM ¢alin (HacTpolika MPOTOKO/1a OCYLLLECTBAAETCA HUXKE);

—  KoHconb — coobueHns BbIBOAATCA B KOHCOJIb YCTPOMCTBA (HEO6X0AMMO MOAK/0YEHME
yepes nepexogHuk COM-nopra);

— Telnet — coobuweHnsa BbiBoasTca B telnet-ceccuto; ans atoro cHavasna Heobxoanmo
co34aTb NOAKAOYEHME Mo NpoTokoay telnet.

Huke HacTpanBaeTcs TN COOBLLEHN, BbIBOAMMbIX B }KYPHaN MeHeaKepa KoOHPUrypaumuu:
e  OwubKu — ycTaHoBUTe dpaar, ecaim HeobXoANMO BbIBOANTL COOOLLEHNA TUNA « OWNOKN»;

e [IpedynpexodeHus — ycTaHoBMTe ¢nar, eciM HeobxogMMo BbIBOAMTb COObLEHUA Tuna
«[TpedynpexcoeHusn»;

e OmnadoyHas uHGopmMayus — ycTaHoBUTe dnar, ecin HeobXxoAuMMO BbIBOAWUTb OTAaA04YHble
coobueHus;

e UHpopmMayuoHHble coobuweHus — ycTaHoBwuTe dnar, ecan HeobxogMMO BblIBOAUTbL MHOOP-
MaUMOHHble co0bLEeHMS.

Hacmpolika Syslog

Ecnn xoTa 6bl 0AWH U3 KypHanoB (MeHeaKepa TenedOoHMMU, CUCTEMHOTO MEHeZKepPa AN MeHeaKepa
KOHOUrypaumMm) HacTpoeH ans BbiBoga B Syslog, HeobxogMmo BKAOUUTL Syslog-areHTa, KoTopbld byaet
nepexBaTbiBaTb OT/1af04YHblE COOOLLEHMS OT COOTBETCTBYIOLLENO MEHEeAKepa W OTNpasaAaTb MXx aMbo Ha
yOaneHHbI cepBep, MMB0 COXPaHATb B N0KasbHbIN dalin B popmate Syslog.

e BKawYUMb — Npu yCTaHOBAEHHOM diare 3anyLueH Syslog-areHT;
e Pexcum — pexxmum paboTtbl Syslog-areHTa:

— Cepsep — WHPOPMALUA XKYPHANOB OTNPABAAETCA Ha yAaneHHbl Syslog-cepsep (3ToT
PEXMM Ha3bIBAETCA KyAaNeHHbIV XypHan»);

— JlokanoHsll ¢palin — HPOPMaLMA KyPHANOB COXPAHAETCA B IOKasibHOM daline;

— Cepsep u ¢palin — nHGopmaLmaA }KypPHAIOB OTNPABAAETCA Ha yaaneHHbIM Syslog-cepsep
W COXpaHAETCA B IOKabHOM daitne.

[anee, B 3aBUCMMOCTM OT pexkuma Syslog-areHTa, A4OCTYMNHbI HACTPOMKM:

e Adpec Syslog-cepsepa — IP-agpec nan pomeHHoe ums Syslog-cepsepa (Heobxoaumo ans
pexxnma «Cepsepy);

e [lopm Syslog-cepsepa — nopT ana sxoaawmx coobueHuli Syslog-cepsepa (no ymonuaruio 514,
Heobxoanmo ana pexnma «Cepsep»);

e Umsa ¢alina — vma danna ana xpaHeHua KypHana B popmarte Syslog (Heobxogmumo ana
pexnma «daiiny;

o Pasmep ¢alina, Kb — MaKcMManbHbIli pasmep daina ypHana (Heobxoaumo Ansa pexunma
«Dariny).
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2.6.6.4 MoameHIo «AyTeHTUPUKauna Web»

MapameTpbl ayTeHTUdKUKaLMn

Digest-ayrermdurauma WEB &

o TpHMEHNTE. X Omuesa

Maponk agmuHucTpatopa (admin)

Mapoene

@

Nogreeprgeqne

[aponk HeNpUBKNENIPOBAHHOM NONL30BATENA (User)

]

MNapone

Moareepsaeqne

Mapons Habnwaarena (viewer)

Napone

@

MoareepxaeHne

B noameHo «AyteHTUdUKauma WEB» ycTaHaBAMBAlOTCA Mapo/siM  AO0CTyna agMUHUCTPATopa,
HenpWBMAErMPOBaHHOIO NONb30BaTeNA U HabaloaaTens.

Digest-aymenmugpuxkayua WEB (WEB Digest-authentication) — npwu ycTaHoBnAeHHOM ¢nare
ayTeHTUPUKaLMA NONb30BaTE e OCYLLLECTBAAETCA B COOTBETCTBMM C anroputmamm digest.

YcTaHOB/IEHHbIE MAPO/IM UCMOIb3YIOTCA ANA JOCTYNa K YCTPOMCTBY Yyepe3 web-mHTepdeic, a Takke no
npoTokonam Telnet n SSH.

Mpwu Bxoae Yepe3 web-uHTepdelnic agMMHUCTPATOP (Naposib NO YMOoYaHUIO: password) MMeeT NoJHbIN
AOCTYN K YCTPOMCTBY: YTEHME W 3anucb NtOObIX HACTPOEK, MOJHbLIA MOHUTOPMHI COCTOSIHUA YCTPOMCTBA.
HenpuennernpoBaHHbIi NoAb30BaTeNb (NAapoab MO YMOMYAHMIO: user) MMeeT BO3MOHOCTb BbINOJHUTD
TO/IbKO CETEBbIE HACTPOMKM (KpOMe HACTpOoeK NOAKNoYEeHUSA K UHTepHeT), MmeeT [OCTYyN K MOHUTOPUHIY
COCTOsIHMA YycTpoKicTBa. Habntogatenbs (naponb MO yMONYaHWUIO: viewer) MMeeT BO3MOMKHOCTb TOJIbKO
NPOCMaTPMBATb KOHOUIYPALMIO U AaHHblE MOHUTOPUHIA YCTPOIMCTBA 6€3 BOSMOXHOCTM BHOCUTb Kakune-nnbo
M3MEHEHMSA.

/ NoruH agmuHucrpatopa: admin
JlorMH HenpuBUAErMpoBaHHOro NOAb30BaTeNA: user
NoruH Habnwgatena: viewer

U nG,DOﬂb OOMUHucmpamopa — B COOTBETCTBYHOLWLME NONA BBEAUTE NAPOJIb aAMUHNCTPATOPA U
noarsepaunTe ero,

U nG,DOﬂb Hernpususiecupo8aHHO20 Nose3oeamesiA — B COOTBETCTBYHOLWME NOSA BBEAUTE NMAPO/1b
HENPUBUNETNPOBAHHOIO NMNOsIb30BATENA N NOATBEPOUTE €10,

U nG,DOﬂb Habnwdamens — B cooTBeETCTBYHOLWLME nona BBeaguTe naposib Ha6l'|l0ﬂ,aTeflﬂ n
noarsepaunTe ero.

[na BCTynneHWA B CMAY HOBOM KOHUrypauMM M 3aHECEeHUA HACTPOEeK B SHEeProHe3aBMCUMMYIO NamaTb
HaXXMUTE KHONKY «[TpumeHUmMob». Ns OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».
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Mpu o6HOBNAEHUM Bepcum A0 2.3.0 1 Bbilwe Bce naponu 6yayT 3awmndpoBaHbl. Mpu Bo3BpaTe Ha
Bepcuio 2.1.0 u HuXKe Tpebyetca cOpocUTb KOHPUrypaLUIO YCTPOMUCTBA A4,0 3aBOACKOIA.

5

HauuHas c Bepcun MO 2.3.0 gocTtynHa PpyHKUUA WwWMdppoBaHUA Nnaponein B ¢paiine KoHPpurypauum
ycrpoucrtsa. Mpu nogroroBke ¢painna cfg.yaml gns aBTomatmueckoro KOHPUrypmMpoBaHus, eciam
TpebyeTca M3MeHUTb O4UH U3 NapoJiei Ha YCTpoiicTBe, Heobxoaumo ybpaTb ‘encrypted’ u
3agaTtb naponb. Hanpumep, 4T06bI U3MEHUTbL NAPOJIb ANA NONb30BaTeNs admin, HYXKHO B
3HaueHun «AdminPassword» ctepeTb ‘encrypted’ 1 3agaTb HOBbI Napob ‘*HOBbIM Nnaponb™’.

5

2.6.6.5 TMMopmeHI0 «YnpaBneHue KOHoUrypaumemn»

B noameHto «YnpasneHue KOHUrypaumen» BbINONHAETCA COXpPAaHEHME U OOHOBAEHWME TeKylLuei
KoHUrypaumm.

Paiinbl koHdMrypayum

MonyyYnTE apxHe KoHGMrypaLuii c * Cravats
ycTpoiicTea

3arpyauTe apxue KoHBUrypaUun Ha
ycTpoiicTBo

BriBepute daiin @aiin He BeIGpaH

& 3arpyauts

CBpoc Ha 3aB0ACKWE HACTPOIRKK x Chpoc

[onyyeHue KoHgu2ypayuu

YTOoObl COXpPaHUTbL TEKYLLYH KOHPUIypaLuto YCTPOMCTBA Ha JIOKA/IbHbIA KOMMbIOTEP, HAXMUTE KHOMKY
«CKayaTb».

Ob6Hoss1eHUe KoHgu2ypayuu

e 3aepy3ume apxus KOHguUeypauuu HA YCTPONCTBO — BbIGOP COXPAHEHHOrO HA JIOKaJbHOM
KomnbloTepe dalina KoHourypaumm. Ons O0BHOBNEHUS KOHUTypauuu YCTPOMCTBA HaxXmuTte
KHOMKY «Bblbepume palin», ykaxute dann (B dopmaTe .tar.gz) M HaKMUTE KHOMKY
«3a2py3ums». 3arpy*keHHas KOHOUrypauma NpUMeHAETCA aBTOMaTMYecKM 6e3 nepesarpysku
YCTpOWMCTBa.

e Cbpoc Ha 3a800cKkue Hacmpoliku — pna cbpoca yCTPOWCTBA K HACTPOMKam MO YMOIYaHUIO
HaXXMUTe KHOMKY «Copoc».
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2.6.6.6 MNogmeHio «O6HOBNEHMe MMO»

MoameHio «O6HoBneHue MO» npeaHasHayeHo AnA  OGHOBAEHWA yNpPaBAslOWEN MUKPOMPOrpammbl
YCTPOICTBA.

TAU-1M.IP m-  admin
CeTe  IP-TenedoHuA IP-TeneeuaeHue  NokankHbie HHTepdEeRchl

Bpemn  Joctyn Hypran AytedTudukauua WEB  Ynpasnedwe KoHDMrypaLmen OGnoenetwne MO Mepesarpyska ABTOROHEMIYPUPOSaHKE

WHTepdeic ynpasnesm1a CepmvdmkaTs: HononHUTenbHE HACTPOREM

ODHOBNEHWE NporpamMMHore obecneyeHuna

L]

@ain ofHoEneruA Mo BriGepue darin | $ain e Exidpan

e Ha sepolr 1. 13 % U HLKe, KOHGOUSYDELUR Vo

e AKkmusHasa sepcus [10 — Bepcua NPOrpamMmMHOro obecrneyeHus, ycTaHOBNEHHOTO Ha YCTPOICTBE;

e [lposepumb O06HOBAEHUS — KHOMKa A/ NPOBEPKM aKTyasbHOCTU BepcUM MPOrpPaMmmMHOro
obecneyeHua. C nomoupto 3Toh PpyHKUMM Bbl morKeTe ObICTPO NPOBEpPUTb HalM4YMe HOBOM
BEpCUKN NporpammHoro obecnedyeHuna u, B ciyyae HeobXoAMMOCTH, BbINOJAHUTL ero 06HOBeHUE.

Ona paboTbl GyHKLMM NPOBEPKM 06HOBAEHUA He06X0AMMO Hanuume Bbixoaa B MHTepHeT.

O6HOBMWTb NporpaMmHoe obecrneyeHne YCTPOMCTBA MOKHO TaKKe BPYUHYIO, MpeaBapuTe/ibHO 3arpysus
dain MO c canTa http://eltex-co.ru/support/downloads v coxpaHuB ero Ha KomnbtoTepe. [nA 3TOro HaxmuTe
KHOMKY «Bblbepute dann» B none @aiin o6HosneHusa MO 1 yKaxuTe NyTb K danay ynpasasatoLLeit nporpammbl
B dopmare .tar.gz.

Onsa 3anycka npouecca O6HOBAEHMA HEOOXOAMMO Ha)KaTb KHOMKY «3arpy3uTtb ¢ann». [pouecc
0OHOB/IEHNA 3aiMET HECKO/IbKO MMHYT (O ero Tekyllem cTaTyce ByAeT yKasaHO Ha CTpaHuue), nocse Yero
YCTPOMCTBO aBTOMATUYECKM NepesarpysmTcs.

He oTKAntouaiiTe NnUTaHKe YCTPOMUCTBA MU He BbINOAHANITE ero nepe3arpysky B npouecce o6HoBneHUs
no.

2.6.6.7 TlopgmeHto «lepe3arpyska»

B nogmeHto «lMepe3sarpyska» BbINOAHAETCA Nepe3anycK ycTpoicTBa.

Mepesarpyska ycTpoicTea

= NepesarpysuTe

®

[na nepesarpysky yCTPOWCTBA HaXXMuUTe Ha KHomKy «[Mepesarpysutb». [lpouecc nepesarpysku
YCTPOMCTBA 3aHNUMAET NpUMepHO 1 MUHYTY.
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B

2.6.6.8 TMMoameHO «ABTOKOHIUIYypUpPOBaAHUE»

nogmMeHo

«ABTOKOHOUTYPUPOBAHUEY
autoprovisioning (aBTOKOHGUrypupoBaHMe Ha ocHoBe npoTokosa DHCP) u npoTokona aBTOMaTU4YecKoro
KOHdUrypupoBaHMa aboHeHTCKux ycTpoiicte TR-069.

BbINONHAETCA

HacTpoiKa

anropmtma

DHCP-based

MpHOPUTET NapaMsTpoB U3
Konurypaumws
ABTOMATHHEC KOE OOHOBNEHKE
D aifn KoHGMIY pauMm
WuTepean oSHOBNEHKA KOHGUY PaLMK, ¢
MporpaMMyioe obecnedyerne
ABTOMATHYEE KoE OOHOBNEHKE

®aiin N0

ABTOKOH(PUIYPUPOBaHWE Ha OCcHOBe npoTokona DHCP

DHCP opticns v

MEPHOAHYES K1 '

Mepuogret ku v

(titp(http).idownlcad. server. loc/c onfig_file.cfg)

(tftp(http):'download server loc firmware file)

WuTepean ocfHosnedns MO, © 3600

ABTOKOH(pWrypWpoBaHWe no npotokony TR-069

Obwmue

BrntoduTh knuenTa TR-085
WHTepdeic

Appec cepaepa ACS

B MIMMTE NERHOZMYEE KMIA CNpoC
MNepuog onpoca, ©

3anpoc coegMHesua c ACS

Mma noenesocBaTeEns

MNapone
Janpoc coBOMHEHHA C KNHEHTOM

Mma nonezoBaTens

MNapens
HacTpoikn NAT

Pemxum MAT

Anpec STUN-cepeepa

MopT STUN-cepBepa
MUHAMANBHBIA NEPWO] CNPoCa, ©

Make MManbHbEI NEpUo] onpoca, ¢

Cd

Internat

hitp:ifupdate loc al. 3585/

v

admin

STUN

stun.local

2478

ABTOKOHUrypupoBaHue Ha ocHoBe npoTtoKona DHCP:
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e [lpuopumem napamempos U3 — [aHHbIN NapaMeTp onpegenseT, oTKyAa HeobXxoaMMo B3ATb
Ha3BaHMA U pacnoaoxeHune ¢pannos KoHPUrypaumm n NPorpaMmHoro obecnevyeHums:

— Static settings — nytm K ¢dannam KoHdurypaumm u nporpammHoro obecneyeHus
onpeaenstoTca COOTBETCTBEHHO M3 napameTpoB «Palin KoHgpuaypayuu» n «@alin MNO»;
noapobHee o paboTte asiropuTMa cMoOTpUTE B pasgene 5;

— DHCP options — nym K dannam KoHdUrypaumm W nporpammHoro obecneyeHus
onpegenstotca us DHCP-onuuii 43, 66 n 67 (gns atoro Heobxogumo Ana ycayru
NHTepHeT BbIGpaTh npotokon DHCP); nogpobHee o paboTe anropuTma cmoTpute B
pasgene 5;

e Asmomamuyeckoe obHogneHue — pAna obHoBneHUa KoHdurypaumm mn MO oTAENbHO MOXKHO
334aTb OAMH U3 HECKOIbKUX PEXMMOB 0OHOBNEHUS:

— BbiknwoyeHo — aBTOMaTMYecKoe OOGHOB/EHWE KOHdUrypaumMm WaAM NPOrpammHOro
obecneyeHnn yCTPOMCTBA OTK/IOYEHO;

— Mepuoduyecku — aBTOOGHOBAEHWE KOHOUIypauun UAM NporpaMmHoro obecnedyeHus
ycTpoicTea 6yaeT NpoM3BOAMTCA Yepes 3a4aHHbI MPOMENKYTOK BpeMEHMU;

— [o pacnucaHuto — aBTOOBHOBNEHWE KOHPUIypaLMK MaM nNporpaMmHoro obecneyeHus
ycTpoictea byaeT NpoM3BoAUTLCA B 3a4aHHOE BPEMSA, B YKa3aHHble AHW Heaenu.

o ®alin KoHGu2ypayuu — NONHbLIN NyTb K dpaliny KoHdurypaumm — 3aaaérca 8 popmarte URL (Ha
AaHHbI MOMEHT BO3MOKHa 3arpy3sKa daiina KoHpurypauum no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (aomeHHoe nma uau IPv4),
< full path to cfg file > — nonHbIN NyTb K dany KoHbUrypaumm Ha cepBepe;

e VIHMepsan 06HOBAEHUA KOHGU2YpayuU, C — NPOMEKYTOK BPEMEHW B CEKYHAX, YEPE3 KOTOPBLIN
OCyLLEeCTBAIAETCA nepuoanyeckoe obHoBAEHNE KOHOUTYpaLMKU YCTPONCTBA; BbIbOp 3HayYeHus 0
O3HayaeT 0LHOKPaTHOE 0OHOB/IEHWE TOJIbKO CPasy NOC/e 3arpysKu yCTPONCTBa;

e Bpemsa obHoeneHusa galina KoHguaypayuu — Bpema B 24-yacoBom popmate, B KoTopoe byaer
NpPOW3BOAMTCA aBTOOBHOBNEHWE KOHOUTYpaLUK;

e [lHU 06HOBreHUA KOHGhuypauyuu — [OHWU Hepenu, B KOTopble B 3afaHHoe Bpema 6yaer
npoun3BoAnTLCA aBTOOBHOBNEHNE KOHbUTYpaLUK.

e @alin 10 — nonHbI NyTb K daliny nporpammHoro obecneveHna — 3aaaérca B dopmarte URL
(Ha maHHbI MOMEHT BO3MOXHa 3arpysKka ¢aitna MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>
http://<server address>/<full path to firmware file>
roe < server address > —agpec HTTP- unu TFTP-cepBepa (AomeHHOe umsa unu IPva),

< full path to firmware file > — nonnbIN NyTb K Ppanny NO Ha cepsepe;

Vinmepsan o6HosneHus [10, ¢ — nNPOMEXKYTOK BpPEeMEHM B CEKyHAAX, 4epe3 KOoTopbIi
OCYLLECTB/SETCA MepuoaMyeckoe OOHOBNAEHME MNPOrPamMMHOTO obecrneyeHus  yCTPOWCTBa;
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BblbOp 3HayeHMA 0 O3Ha4YaeT OAHOKpPATHOe OOHOBNEHWE TONbKO Cpasy Mocae 3arpysku
YCTPONCTBA;

e Bpemsa obHosneHus M0 — Bpema B 24-yacoBom ¢dopmaTe, B KOTOpoe OyaeT npousBoAUTCA
aBTOObOHOB/IEHME NPOrPaMMHOro obecneyeHus;

e [lHu obHoeneHus M0 — AHW Heaenwn, B KOTOpble B 3afaHHoe Bpems byaeT nNpousBoauTbCA
aBTOO6HOBNEHME NPOorpaMmMHOro obecneyeHus.

[eTanbHoe onucaHWe anropuTma aBTOMATMYECKOro O06HOB/IeHMA Ha oOcHoBe mnpoTokona DHCP
npeacTaBneHo B pasgene 5.

ABTOKOHUrypupoBaHue no npotokony TR-069:

O6uwme:

e  Bkarwyume kaueHma TR-069 — npw yctaHoBAeHHOM ¢Jiare paspelwieHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

e UHmepgelic — BblOOP uHTepdelica, uyepes KOTOpbIN 6yneT  BbINOJHATLCA
aBTOKOHOUIypMpoBaHWe ycTpoicTBa Ana pabotol no npotokony TR-069. Ecav Ha watose
BKNtOUeH uHmMepdgelic ynpasneHus, To gaHHaa VLAN aBTomaTuyeckn byaeT Mcnosb3oBaTbCs s
paboTbl no npoTtokoay TR-069. HacTpoiika Bbibopa nHTepdeiica 6yaet 3ab10KMpPOBaHa;

e Adpec cepsepa ACS — aapec cepBepa aBTOKOHPUrypmposaHus. Agpec HeobxoanMmo BBOAUTL B
dopmame http://<address>:<port> nnm https://<address>:<port> (<address> — IP-agpec nnm
AomeHHoe nmsa ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80). Bo BTopom
C/nly4yae KAMeHT byaeTt ncnonb3oBaTb 6e3onacHbI npotokon HTTPS ana obmeHa nHpopmaumei ¢
cepsepom ACS. ACS-cepsep pupmbl Eltex no ymonyaHuio ncnonbsyet ana ceasm nopt 9595;

e Braoyumes nepuoduyveckuli onpoc — npwu ycTaHoBAEHHOM dnare BCTPOEHHbIM KaneHT TR-069
ocylLecTenseT nepMoanyeckmii onpoc cepsepa ACS ¢ MHTepBasioMm, paBHbIM «[lepuody onpoca,
B CEKyHAax. Llenb onpoca — 0bHapyKUTb BOSMOXKHbIE U3MEHEHMSA B KOHOUIYPaALIMK YCTPOICTBA;

e [lepuod onpoca — NHTepBan oTNpaBKM cooblueHnin 2 PERIODIC.

3anpoc coeguHeHus c ACS:

Uma nonezosamerns, lNaposab — ma NoNb3oBaTeNa U Napoab ANA AoCcTyna KaneHTta K ACS-cepsepy.

3anpoc coegunHeHUA C KJIMeHTom:

Uma nonsvzosamens, [lapons — nma nonb3oBatena n naponb ana gocryna ACS-cepsepa K KameHTy TR-
069.

Hactpoiiku NAT:

Ecnv Ha NyTM mexKay KaneHTom u cepeepom ACS nmeeT mecto npeobpasosaHme ceTeBbix agpecos (NAT
— network address translation) — cepsep ACS MOXeT He MMeTb BO3MOXKHOCTM YCTaHOBWUTb COeAMHEHME C
KAMEHTOM, €CAM He WUCMONb30BaTb OMNpeaesieHHble TeXHONOrMW, MOo3BOAAOWME 3TOro M3bexkaTb. ITu
TEXHO/IOMMKN CBOAATCA K ONpeAe/ieHN0 KAMEeHTOM CBOEro, Tak HasbiBaemoro nybanyHoro agpeca (agpeca NAT
WY NO-APYroMy — BHELIHEro agpeca Wk3a, 33 KOTOPbIM YCTaHOBMEH KAMeHT). Onpeaenvs cBoi Ny6nYHbIN
aZlpec, KNMeHT coobLLaeT ero cepBepy, U cepBep B AaNbHeWLWeM A/1F YCTaHOBNEHUA COeAUHEHNA C KAUEHTOM
MCMO/Ib3YET YKe He ero JIOKaNbHbIV agpec, a NybanYHbIN.
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e Pexum NAT — onpegenseT, KakKum 06pasom KAMEHT JOKEH MOAYYUTb MHOOPMALMIO O CBOEM
ny6aMyHoM agpece. BO3MOXKHbI Cneayowme pexxnmei:

— STUN — ucnonb3oBaTb npoTokos STUN ana onpeaeneHma nybanyHoro agpeca;

— Manual — py4dHoit pexum, Koraa nybaMyHbIN agpec 3a83eTca ABHO B KOHPUIypauuu; B
3TOM peXUMe Ha YCTPOMCTBe, BbinonHAwweM ¢yHKUuMn NAT, Heobxoaumo aobaBuTb
npasuno npobpoca TCP-nopTa, ncnosb3yemoro KaneHtom TR-069;

— Off — NAT He ucnonb3yeTca — AaHHbIA PEXUM PEKOMEHAYETCA UCMO/b30BaTb TO/IbLKO
KOr4a YCTPOWCTBO nNogKntoveHo K cepsepy ACS Hanpamylo, 6e3 npeobpasoBaHuA
ceTeBblX agpecoB. B aTom cnyyvae nyb6anYHbIA agpec coBnafaeT € JI0KaAbHbIM afpecom
K/MEHTa.

Mpu BbIbOpe perxxknuma STUN HeobxoamMmo 3a4aTth c/ieaytolwme HacTPOonKu:

e Adpec STUN-cepsepa — IP-agpec unu pomeHHoe uma STUN-cepsepa;
e [lopm STUN-cepsepa — UDP-nopt STUN-cepBepa (no ymonyaHuto 3HayeHune 3478);

e MuHumaneHelli nepuod onpoca, ¢ N MakxkcumansHbili nepuod onpoca, ¢ — ONpPeAenatoT
WHTEpBa/a BPeMeHW B CEKyHZAX ANA OTNpPaBKM Nepumoamnyeckmx coobuieHuii Ha STUN-cepsep
uenbio 0bHapyKeHUa usmeHeHUa nybanyHoro agpeca.

Mpu BbIbOpe pexxknuma Manual nybAnYHBIN agpec KANeHTa 3a4aeTcs BPY4YHYLo yepes napameTp Adpec
NAT (agpec Heobxoanmo BBoAUTL B hopmarte IPv4).

/ Ona KoppeKTHoM paboTtbl ¢ ACS-cepsepom 3a NAT mMHUManbHblid nepuog onpoca STUN-cepsepa
AOMNKeH 6biTb MeHbLUe, YeM MaKCMMasibHoe Bpemsa coxpaHeHun ceccum NAT-ycTpoiicTBOM.

Mo npotokony TR-069 BO3MOXKHO NPOM3BECTU MNOJIHOE KOHPUIrypMpOBaHWE YCTPOWNCTBA, OOHOBAEHME
nporpaMmHoro obecneyeHus, yteHne nHpopmaumnmn ob ycrtpolictee (Bepcua MO, moaenb, CEPUIAHBIN HOMEP U
T.4), 3arpy3Ky U BbIrpy3Ky Lenoro ¢ania KoHPUrypaumm, yaaneHHyo nepesarpysky yCcTpoicTea (noanepyaHbl
cneundmkaumm TR-069, TR-098, TR-104).

[na BCTynneHusa B CUMy HOBOMW KOHPUIypaumMM M 3aHECeHMsA HaCTPOEeK B IHEProHe3aBUCUMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHumo». AN OTMEHbl U3MEHEHWUIN HaXKMUTE KHOMKY «OmMmeHa».
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2.6.6.9 MoameHio «NHTepdelc ynpasaeHUa»

MeHto NO3BONSAET HACTPOUTbL CETEBOM MHTEepdENC A OpraHM3aLMn CETEBOIO YrNpaBaeHMA YCTPONCTBOM,
ncnonbays npoTtokonbl HTTP, HTTPS, Telnet u SSH.

WHTepdenc ynpaeneHua
BEMHMUTE MHTERg ST yNpaBnekua ¥
Tun gocTyna Tagged r
WLAN D 20

802.1P o r
Mporokon DHCP v

AnsTepraTuBHbil Vendor 1D (onuus 80)

Hudbopmauus aresta DHCP Relay (Onuus 82)

Meper4rbil DMNS

Bropuutbiid DNS

+ [pHMEHHTE X OTMeHa

e Braw4umoe uHmepgelic ynpasaeHus — NPW YCTaHOBJEHHOM dnare ynpassieHUe yCTPOMCTBOM
Npom3BOAUTCA Yepes AaHHbI MHTepdeNc,

e Tun docmyna — 3agaeT pexxum paboTtbl nHTepdeiica:
— Tagged — paHHble nepeaatoTcs MHTEpdENCcom ¢ ucnosibzosBaHmem 3agaHHoro VLAN ID;
— Untagged — paHHble nepegatoTtca nHTepdeincom 6e3 ncnonbsosaHus VLAN.

e VLAN ID — nageHtTMduKaTOp ANA BblaeneHma nHTepdeinca B BUPTYabHYIO NOKA/IbHYIO CETb;

e 802.1P — npusHak 802.1P (gpyroe Ha3saHue CoS — Class of Service), ycTaHaBAnMBaemblii Ha
ncxogAaLwme ¢ AaHHoro uHtepdeiica IP-naketbl. NMpuHUMaeT 3HaYeHMs oT 0 (HU3WKIA NpUopuUTeET)
00 7 (HamBbICWNIK NpUOpPUTET);

e [lpomoKoa — BbIGOP NPOTOKO/1A HAa3HaYeHMA aapeca Ha UHTepdeiic:

— Static — pexxum paboTbl, NpM KoTopom IP-aapec u Bce HeObXOAMMblE HAaCTPOMKM Ha
WAN-uHTepdeiic HasHauatoTcA BpyyHyto. [Mpu  Bblbope Tuna  «Static» ana
pefaKTUPOBaHMA CTAHYT AOCTYMHbI CeaytoLmne napameTpbi:

=  |P-a0pec — ycTaHoBKa IP-agpeca nHtepdeinca ynpaBaeHus;
=  Macka nodcemu — macka noacetn nHtepdeica ynpasneHus;

= [llmo3 no ymon4yaHuro — |P-agpec ceTeBoro ws03a MO YMOAYAHULO
nHTepdelica ynpasaeHus;
=  [lepsuyHoeili DNS, Bmopu4yHeili DNS — |P-agpeca DNS-cepBepos,

HeobxoaAnMbIX AN PaboTbl NMPOTOKOJIOB aBTOKOHPUIYPMPOBAHMA LW/O3a,
HacTpoWKa  KOTOpbIX  MPOM3BOAMTCA  Ha  CTpaHuue Cuctema —
ABTOKOHUrypupoBaHue.

— DHCP — pexum paboTbl, Npun KoTopom IP-agpec, macka noacetu, aapeca DNS-cepsepos
W apyrue napameTpbl, HeobxoamMmble ana paboTbl MHTepdeiica (Hanpumep, cTaTuyeckme
MapLpyTbl), byayT noaydeHbl oT DHCP-cepBepa aBTomaTuyecku. Ecam ot nposangepa
He ypaétca nonyumtb aapeca DNS-cepsepoBs, Bbl mo)KeTe Ha3HauUTb UX BPY4YHYHO B
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nonsax «flepsuyvHeili DNS» n «BmopuyHbili DNS». Appeca, 3agaHHble BpyYHyto, 6yayT
MMeTb NpMopUTET Hag agpecammn DNS-cepsepoB, nony4yeHHbIMM Mo npoTokoay DHCP.

Ona npotokona DHCP nmeeTca BO3MOMKHOCTb 334aTb Heobxoaumoe 3HavyeHue onyul
60 u 82.

e AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTaHOBNEHHOM dnare yCTPOUCTBO NepenaéT B
DHCP-coobuweHusax B onuum 60 (Vendor class ID) 3HaueHune n3 nons Vendor ID (onuus 60). Mpwu
nycrom none onuma 60 B coobuieHuax npotokona DHCP He nepepgaéTtcs.

Echn dnar AnemepHamusHsili Vendor ID (onyus 60) He ycTtaHoBneH — B onuuu 60
nepegaercA 3HaYeHMe No yMoNYaHMIo, KOTopoe MMeeT caeaytowmnii popmar:
[VENDOR:npoussogutenb][DEVICE:Tun yctpoiictBa][HW:annapaTHasa Bepcua]
[SN:cepuiiHbii Homep][WAN:MAC-agpec nHtepoeica WAN]

[LAN:MAC-aapec nHtepdeitca LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

e  WHgopmayus azeHma DHCP Relay (onyus 82) — npu ycTaHoBAeHHOM dnare nos3sosdeT
pobasuTtb B8 DHCP-3anpoc:

—  UWNoeHmugukamop uenu azedma (Onyus82) — nossonAet aobasutb 8 DHCP-3anpoc
onumio 82, nogonumto 1— Agent Circuit ID;

—  UWoeHmugukamop yoaneHHoz2o azeHma (Onyus82) — nossonsetr aobasuTb B DHCP-
3anpoc onuuto 82, nogonumio 2 — Agent Remote ID.

Cnncok ncnonbsyembix DHCP-onumit Ha Kaxkaom ceTeBom MHTepdeitce (Internet, VolP, Management)
MOXHO 33,aBaTb BPy4YHYt0. MHDOpMaLMA NO HAaCTPOMKe CNUCKA NpeacTaB/eHa B NPUIoXKeHnn B.

[na BCTynneHua B CUIY HOBOM KOHQUrypauMm M 3aHECeHUA HaCcTPOeK B SHEepProHe3aBMCUMMYIO NamATb
HaXXMUTE KHONKY «[TpumeHUmMob». JNns OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY «OMmMeHa».

2.6.6.10 NMNogmeHio «CepTuduKatbI»

CepTtudukatsl

Twn OBuwee nms Oprannsaymns

MoameHo «CepTnduMKaTbi» NO3BOMSET NPOCMATPUBATHL, CKAuMBaTb M 3arpyKaTb Ha YCTPOWCTBO
cepTudUKaThl 419 UCMONb30BAHNA B 3aLUMLLEHHbIX COeanHeHMAX TLS.
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KopHeBo# ceptudukar

KopHeBoi cepTUdMKAT MCMONb3YETCA A1A MPOBEPKM MNOAJMHHOCTU CepTUPUKATOB MNPU BXOAALLMX

coeamnHeHnax. IToT CepTMd)MKaT AO0/KEH 6bITb noanncaH ULEHTPOM aBTOpPU3aLUnn.

KopHeBol ceptudomkar

CepTHdmKaT

CepuAHBIA HOMEp
HeaeicTentenen oo

HepeAcTenTener nocne
Wms nonyyatens

OBLee UMa
OpraHn3aums

LoNonHHTENBHBIE JOMEHHEIE agpeca
LleHTp aBTOpH3aLNK

Ofee uMa

OpraHn3aLms

OnepauKnm ¢ cepTHdHKaTOM

Cka4aTb CEpPTMDHKAT C YCTPOMCTBa

3arpy3uTb CEPTMIDHKAT Ha YCTPOMCTBO

€ Haszan

CABF:F8:C4:A3:CC8CAF
16.06.2017

16.06.2018

192.168.1.1

Eltex

192.168.1.1

Eltex

* Ckavatb

BriGepuTe dann dain He eeiBpaH

CepuliHbili HOMmep — cepUnHbIN HOMep BbIBPaHHOIo cepTUdUKaTa;
HedelicmeumeneH 0o — paTta Ha4yana AencTBUA cepTudMKaTa;

HeodelicmeumeneH nocne — AaTa OKOHYaHUA AEﬁCTBMﬂ cemechKaTa;

e UVMA noaydyamensa — paHHble O nosyyatene ceptudukata (O6wee umaA, OpraHusaums,
[ononHuTenbHble LOMEHHbIe agpeca);

e LlleHmp aemopu3ayuu — JaHHble 0 LeHTpe aBTopusauum (Obwee nma, OpraHnsaums).
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KnueHTckuii ceptudukar

KAneHTCcKMin ceptudmMKaT NCNOAb3YETCA NPU UCXOAALLMX COeAUHEHUAX MO NpoTokoay SIP ¢ ucnonb3oBaHnem
TLS.

KnueHTcknii ceptudomkar
CepTudnkaTt
CEepWIHBIA HoMep  AB45.TE.84.9D:39.51.F7
HepedcteuTenen oo 16.06.2017

HepeicterTened nocne  14.06 2027
WUmaA nonyvatens

Ofwee uma 19216811
Oprannsauna  Eltex

[JononHuWTeneHele AoMeHHble agpeca —
LieHTp aBTOpM3aLMK (caMmonoAnuc aHHBIA cepTudMKaT)

Ofwee uma  192.166.1.1

OpraHusaums  Eltex
Onepauunm ¢ cepTUdNKaTOM
CKayaTb CEpTUDMKAT C YCTPOWCTBA 7 Cxauyatb

3arpy3uTb CEPTUPMKAT Ha YCTPOMCTBO BriGepuTe dairn ®ain He BeIOpaH
& 3arpyauts

€ Hasan

e CepuliHblli HOMepP — CEePUNHBIN HOMEep BbIBpPaHHOro cepTUdUKaTa;
e HedelicmeumeneH 0o — paTa Hayasa AencTBuA cepTUdPUKaTa;
e HeodelicmsumeneH nocse — fata OKOHYAHWUA AENCTBUA cepmugukama;

e UMA nonyyamens — paHHble O noaydatene ceptuoukata (Ob6wee uma, OpraHusaums,
[ononHunTenbHble AOMEHHble aapeca);

e lleHmp asmopusayuu — AaHHble O UeHTpe aBTopu3aumu (Obwee uma, OpraHusaumsa).

104 AboHeHmcKul w3 TAU-IM.IP



S» ELTEX

WEB-ceptudpukar

WEB-cepTudmKaT ncnonb3yeTca npu goctyne K web-koHdurypatopy yctpoiictea no npotokoay HTTPS.

WEB-cepTtudmkar

CepTuduKaT
CepuilHeld HoMmep  D3:40:BD:8F:BDE3:76:B5
HepeficTeutenes no  01.01.1970

HepedcTemTened nocne  18.01.2038
WmAa nony4atens

Ofwee uma  192.168.1.1
Opranusauna  Eltex Ent

[ononHUTENBHBIE OMEHHBIE aapeca  —
LleHTp aBTOPU3ALMM (CAMONOANNCAHHLIN CepTUMKAT)

Obwee uma  192.168.1.1

OpraHuzauMs  Eltex Ent
Onepaumlu ¢ cepTHNKATOM
CkayaTb CepTU(MKET C YCTPOKHCTBA * Ckavate

3arpy3uTe CEPTUDNKAT Ha YCTPOMCTBO BhiGepuTe ailn ®ain He eeIbpan

€ Hasan

o  CepuliHbili Homep — cepuiiHblA HOMep BblBpaHHOro cepTudMKaTa;

e  HedelicmeumeneH 00 — paTta Ha4yana AeNCTBUA cepTUDMKaTa;

e  HedelicmeumeneH nocae — AaTa OKOHYaHUA AeNcTBUA cepTUPUKAT];

e /IMA nonyyamensa — paHHble 0 nonydyatene ceptudukata (Obwee nmsa, OpraHnsaums,
JononHuTenbHble JOMEHHbIe agpeca);

e [leHmp aemopu3auyuu — AaHHble O LeHTpe aBTopusaunn (Obuwee nma, OpraHusaums).
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2.6.6.11 MoameHI0 «[JoNONAHUTENbHbIE HACTPOUKNY»

B noameHto «JOonoAHUTEIbHbIE HAaCTPOMKU» MOXKHO BKAOUMTL UPNP.

UPnP

BrnoynTs UPNP ¥

3apesepeupoeadHslie VLAN ID

HayansHeli VLAN 1D 1

KoHeuHeIR VLAN 1D 6

Braoyume UPnP — npu yctaHoBneHHom ¢nare npotokon UPnP 6yaet aktueeH. MpoTtokon UPnP
MCMNOMIb3YeTCA HEKOTOPbIMKM  MpUAoKeHUAMKU (Hanpumep, DC-KAMEHTamMK, TakKMMKM  KaK
FlylinkDC++) pgna aBTOMaTMyeckoro co3gaHua npasun  npobpoca TCP/UDP-noptos,
MUCMOb3yeMbIX 3TUMMU MPUNOXKEHUAMM, HA BblLECTOAWEM MmapLlupyTusatope. PekomeHayeTca
BKAOUUTb UPNP ansa obecneyeHnsa paboTbl cepBrcoB ob6MeHa daiiiamm B CETH.

3apesepsuposaHHbie VLAN ID

3apesepsupoBaHHble VLAN ID HeobxoauMbl O1A BHYTPUCUCTEMHbBIX HYXZA LWAK033a U MOryT 6bITb
M3MeHEeHbl B 3aBMCMMOCTM OT Ucnoab3yemoro Ha cetu VLAN ID:

HauanbHsili VLAN ID — HavanbHoe 3HayeHue maeHTudukatopa VLAN B 3apesepBMpOBaHHOM
AnanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

KoHeyHolli VLAN ID — HavanbHoe 3HauveHue unaeHtudukatopa VLAN B 3ape3epBMpPOBaHHOM
AnanasoHe.  [JaHHaA HaCTpPOMKa HeJoCTyMHa ANA pefakTMpOBaHMA W PacCYMTbIBAEeTCA
ABTOMATUYECKU.

[N BCTYyNNeHMA B CUNY HOBOM KOHOUIypaLMM M 3aHECEHMS HACTPOEK B SHEProHe3aBUCUMYH MamATb
HaXXMUTE KHONKY «[TpumeHUmMob». N OTMEHbl U3BMEHEHWNI HaXKMUTE KHOMKY «OMmMmeHa».
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2.7 MOHUTOPUHT CUCTEMDI

[ns nepexofa B peXUM "MOHUTOPUHT CUCTEMBI" HA NaHeNu cieBa Bbibepute NyHKT « MOHUTOPUHTY.

/ ‘ Ha HeKoTopbIX CTpaHMLaX He peasiIM30BaHO aBTOMaTUUYeCKue 06HOB/IeHME AaHHbIX MOHUTOPUHTA

ycTpoicTBa. Ana nonyyeHna Tekyuei MHGOPMaLMUM C YCTPOMUCTBA HAXKMUTE KHONKY

2.7.1 TMopameHto «MHTEpHET»

B noameHto «MHTepHET» ocyuwiectBsaiAeTcAa NPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK yCTpOﬁCTBa.

Beixoa B VIHTepHeT

MOAKMIOYEHHE K CETH MpoeogHoe

MpoTokon aocTyna DHCP

|P-agpec 192.165.8.96
TOMEHHOE UMA myhostrg54 ddns net
Ctatyc D-DNS PerucTpalma yeneluxa

= OGHOBHTB

Bbixo0 8 UHMepHem

e [loOKnwyeHue K cemu — cnocob NOAKNIOYEHUA K CeTM nepefayn [AaHHbix. Hactpolika
nogKkayeHna npoussogmtca B pasgene Cetb — UHTepHerT:

— [lposodHoe — nNoOAKAOYEHME K CETW NpoBalgepa OCYLWEeCTBAAETCA MNOCPeACcTBOM
coeiMHEeHMA MedHbIM UAX ONTUYECKUM NaTy-Kopaom ¢ noptom WAN;

—  3G/4G USB-modem — noAaxnoHeHne K ceTn nposaligepa ocyuiecrtennetca depes 3G/4G
USB-moaem, noaKoUYeHHbIN K nopTy USB Ha 3agHen naHenu ycTpoicTBa.

e [Ipomokon docmyna — NPOTOKOJ, UCNOJIb3yeMblli ANA A0CTyna K ceTu MHTepHeT;
e |P-adpec — IP-agpec ycTpoicTBa BO BHELLHEN CeTy;

e |IP-adpec 80 eHympeHHeli cemu nposailidepa — IP-agpec, KOTOpbIA WCNOAb3YeTca BO
BHYTPEHHEeW ceTu NpoBangepa ANa A0CTYNa K N0KabHbIM CETEBbIM pecypcam nposaigepa.

Ecan BbibpaH cnocob noakaoveHna «ABTOMATUMUECKM NepexoauTb Ha pesepBHbIA  KaHany,
oTobparkaeTca ABa NOAKNOYEHUNSA, AN1A KOTOPbIX AONONHUTENLHO BbIBOAATCA CAeaytolme Nons:

. Hanuyue ceA3u — nNoKasblBaeT AOCTYNHOCTb ping—cepBepa yepes3 AaHHOe NogKNK4YeHUe,;

e AKMUBHOCMb — MOKa3blBaeT, YTo VIHTepd)el‘/JIC NCNnonb3yeTca anAa nepenadm nonb3oBaTe/IbCKUX
AaHHbIX.
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2.7.2 MNoameHio «IP-tenedpoHna»

B noameHio «IP-tenedpoHuMa» ocylecTBaseTca NPOCMOTP COCTOAHMA ceTeBoro WHTepdeica VolP,
MOHUTOPUHT aBOHEHTCKUX KOMMJIEKTOB, TECTUPOBAHUE NIMHUN, MOHUTOPUHT IMS.

CocToAHWe ceTeBoro MHTepdenca VolP

IP-agpec 192.168.1.20

MOHWUTOPKMHI 8DOHEHTCKWUX KOMMNMEKTOB

TNokansHoiA Hcrekaer Appec CocToAHme CocToAHWe YganeHHoid CocTomHWe YganeHHom  TecT CTaTMcTHEA
Nuxwna PerucTpayua

HOMEP yepes CEpEEpa  NMHHK EbI30Ea 1 aboneHT 1 EbI30EE 2 aboneHT 2 NHHAK FX5
1 001 CTrnioueHa HeakTuexa

TecT lMokasars

MoHUTOPKHT IMS

NuHma 1
Ynpasnesue c IMS BrikntMeHo
TpExcTOpOHHAR KoHDEepeHUMS -
Yaep#aHue Bulzoea -
O#MgaHHE BHIS0EA -
MopRYaRITENnas MK -
Homep ropa4ei miaHue -
TadmayT ropALen MMHUA, © -

Wna yenyr "Tlepeaaqa enisosa” -

CocmosiHue cemeso2o uHmepgelica VolP

e |P-adpec — IP-agpec ceTeBoro nHtepdeiica ycayrm VolP.

MoHumopuHa aboHEHMCKUX KOMINAEKMO8

e JluHUA — Homep abOHEHTCKOro KOMMJIEKTA YCTPOWCTBA;

e JloKanbHbIl Homep — Homep TenedoHa aboHeHTa, 3aKpenaeHHbIn 33 AaHHbIM abOHEHTCKUM
nopTom;

e Peaucmpauyus — COCTOSHWE perncTpaummn TenedpoHHOro Homepa rpynnbl Ha NPOKCU-cepeepe:

—  OmknovyeHa — ¢JyHKUMA peructpauun Ha SIP-cepBepe BbIK/JOYEHA B HaCTPOWMKax
npoowuns SIP;

— Owubka — npoueaypa perucTpaLumn 3akoHYMNachk Heyaaven;

— BbinonHeHa — npoueaypa pernctpaunn Ha SIP-cepeepe BbINOAHEHA YCMeLHO.

e Vicmekaem yepe3 — BpeMA A0 UCTEUYEHUA PErncTpaLmMm aboHeHTCKoro nopta Ha SIP-cepsepe;

e Adpec cepsepa — appec cepBepa, Ha KOTOPOM MOCAEAHMI pPa3 Mpowsa PerucTpaumio
aboHeHTCKan AnHUA;

e CocmoAHUe AUHUU — COCTOAHUE GU3NYECKON AUHUU. JIMHUA MOKET HaxoAmuTbCA B OAHOM M3
CNeayoLmxX COCTOAHNN:
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— He akmusHa — TenedoHHasa TpybKa nosioxKeHa (N1Mbo abOHEHTCKUIM MOPT BbIKAOYEH),
HopMmasibHasA paboTa;

— AkmusHa — TenepoHHas TPybKa NoAHATa; B IMHMUIO BblAAETCA CUIHAA OTBETA CTaHLUM,
nmbo curHan KMB, nnbo curHan owwnbku, ANMB6O NUMHUA HaxoaMTCA B COCTOAHWUM
pa3roBopa;

— [Mocbinka 8bi306a — Ha TenedpoH NoAaeTcA BbI3bIBHOW CUTHaA (Mpu MNOCTynAeHUu
BXOAALLErO 3BOHKA);

— TecmuposaHue — 3anyLeH NPOLECC TECTUPOBAHUA NHUM.

e CocmosHue 8bi308a 1, 2 — KaxKAabli aDOHEHTCKMI NOPT MOXKET OAHOBPEMEHHO NOAAEPKUBATb
00 [ABYX ceaHCOB cBA3W. B gaHHOM none oTobparkaeTcs COCTOSIHUE BbI30BaA C COOTBETCTBYIOLWMM
yAaneHHbiM aboHeHTOM. BbI30B MOXKET HaXx0ANTbLCA B O4HOM M3 CAeayoLmnX COCTOAHUN:

— Habop Homepa — ocyuiecTBaseTcs Habop Homepa ¢ TesiepoOHHOro annaparTa;

— 3aHAMO — BbI3OB MO KAaKUM-INOO MpPUYMHAM OTOMJICA, B JIMHUIO BbIAAETCA CUTHan
«3aHATOY;

—  WUcxodawuli 861308 — OCYWECTBAAETCA BbI30B YyAaNeHHOro aboHeHTa, B JIMHUIO
Bblgaértca curHan KrB;

—  Bxodswuli 6bi308 — Ha TenepoHHbIN MOPT NOCTynaeT BXOAALMKA BbI30B, B JINHUIO
Bbl4AETCA BbI3bIBHOM CUTHAN;

— Pa3z2080p — YyCTAaHOB/IEHO Pa3roBOPHOE COeAUHEHME C YAaNeHHbIM abOHEHTOM;

—  Bcmpeynslili Ha yOepiaHuu — yaaneHHbI abOHEHT NOCTaBAeH Ha yaepiKaHUE;

— JlokanbHelli Ha ydepywaHUU — NOKaibHblA abOHEHT nocCTaB/eH yAaNeHHbIM Ha
yaepKaHue;

—  OwubKa, noasorume mpybKy — B NUHUIO BblAAeTCs CUrHan oWMOKKU. CUrHan owmnbKu
06bIYHO BblAAETCA MO UCTEYEHUN TaMMayTa BblJayM CUTHaNa «3aHATO» (HacTpauBaeTcs
OTAENbHO ANA KaXKA0M NMMHUKM), KOraa 3abblan NoNOXKUTb TPYOKY TenedoHa.

e YOaneHHsIli aboHeHm 1, 2 — Homep TenedoHa yaaneHHoro aboHeHTa KaXKA0ro ceaHca CBasu;

e Tecm aAuHUU — MO KHOMKe TecT 3anycKaeTcA MpoLecc TeCTMPOBaHUA aboHeHTCKoW AnMHuKU. O
cTaTyce npouecca cBuaeTenbctsyeT obpaTHbiit Talimep (B cTonbue «CocTosiHME /IMHUMKUY),
CUTHANM3UPYIOWNIA 06 OCTaBWEMCA BPEMEHM TecTa. Henb3A 3anycTUTb TECT OAHOBPEMEHHO Ha
HECKO/IbKUX NnHMAX. [lpogomkuTenbHocTb TecTa — 80 cekyHA. Ha Bpems Tecta aboHEHTCKuiA
KOMMNEKT BNOKMPYETCA — COBEPLLATb U NPUHUMATb 3BOHKM ByAeT HEBO3MOXKHO.

Nuena Pernctpauns

JokaneHeIi WcTekaeT  Appec CocToAHNe YAaneHHsIN CocTofAHNe YaaneHHsIl TecT
CocToAHNE NUHIN g ~
Homep qepes cepBepa EbISOBA 1 AGoHeHT 1 Bbl3oBa 2 A50HeHT 2 MUHUK

20000 EcTe 0o:0e:12 192.168.16.250 ( TecTypoBaHue (73)

MO OKOHYaHWM TecTa pesy/bTaT MOXKHO MOCMOTPETb, HaXaB Ha KHOMKy - 2. B ctonbue «Tect

AVHUKNY». Pe3ynbTaT npeacTtaBafeTca B Buge Ta6}1MLI,bI N COAEPXKUT Cneayrouine gaHHbIE:

e [laTtaTecta

e [locToAHHOE CTOPOHHEE HanpAaXeHWe Ha nposoge A (TIP)

e [locToAHHOE CTOpOHHEee HanpsAXKeHue Ha nposoge B (RING)
e [lepemeHHOe CTOPOHHee HanpsAMKeHue Ha nposoae A (TIP)
e [lepemeHHOe CTOpPOHHee HanpsAeHue Ha nposoge B (RING)
e HanpsaxeHune nUTaHMA TNHUK

e [onepeyHbli TOK (TOK B INHUK)

e [poaonbHbIf TOK (TOK yTeUKM)

e ConpotusneHune mexay nposogamu A (TIP) n B (RING)

e ConpotusneHune mexxay nposoaom A (TIP) n semnéit

e ConpotusneHune mexay nposoaom B (RING) 1 3emnéi
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e Emkoctb mexay nposogamu A (TIP) n B (RING)

e Emkoctb mexay nposogom A (TIP) n 3emnéii

e EmKocTb mexay nposogom B (RING) n 3emnéit

e TenedoHHbIl annapat — MHOpMaLMA O HaanuuK noakaodeHna TA (TenedpoHHoro annapara)

Mpumep pesynbTtata Tecta AnHUM 1:

Peaynetat Tecta: NuHMA 1 x
Oarta TecTa 15:28:07 25.12.2019
MocToAHHDE CTOPOHHES HANPAXEHHE Ha nposoae A (TIP) -0.224173 B

MocToAHHOE CTopOHHES HanpAreHHe Ha npoeoge B (RING)  -0.261737 B
MepemeHHoOE CTOpOHHE: HaNPAXEHWE Ha nposoge A (TIR) 00277156

MepemeHHoE CTOpOHHEe:s HanpAXEHWe Ha nposcge B (RING)  0.019651 B

Hampm#eHwe NMTaHMA NHHWIK -531.459770 B
MonepeqHEst Tok 0346112 mA
MpogonsHbA ToK 0573283 mA
Conpotvenenue mexgy npoesgami A (TIP) u B (RING) 1106.065796 kCm
Conpotvenexue mestgy nposcgom A (TIP) u semnén 515 245867 kOm
ConpoTHENsHUE Mexay npoeegom B (RING) 1 semnén 391.92007 4 kCm
EwmrkocTs mexay nposagasu A (TIP) n B (RING) 50 v

EwmrkocTs mekay nposogom A (TIP) u semnéi 50 v

EwmrkocTs mekay nposogom B (RING) u semnéi 50 v
TenmedsoHHLA annapar He nooknyen

W Ygammme | X 3akpemb

e Cmamucmuka FXS — oTobparkaeT KOJIMYeCTBO BXOAALMX U UCXOLALMX 3BOHKOB, NOCTYNUBLLNX
Ha NopT, a TaKXKe NnocnegHUM HabpaHHbIN HoOMep.

CratucTuka FXS: Numna 1 %

MocneaHWA HabpaHHBIA HOMED 6001
Honn4ecTEo EX0IALMY SE0HKOB 1

KonW4ecTED MCXOORLUMX JBOHKOE | 2

X 2aKpeiTh X CHpOC CTaTWCTHIM

Moa Tabnunueir MOHUTOPUHra abBOHEHTCKUX KOMMNEKTOB HaxoAATCA KHOMKU ANA MNPUHYAUTENbHOM
perucTpauumn namM oTMeHbl perncTpaumm BbibpaHHbIX TMHWUIA.

MoHumopuHe IMS

MoHUTOPUHF IMS NOKa3blBaeT COCTOAHME HEKOTOPbIX YCAYr (aKTMBMPOBAHA MW He aKTMBMpPOBAHA) Ha
abOHEHTCKOM IMHWUM, NPU YCAOBUM, YTO Ha STOM IMHUKN paspeLleHO yaaneHHoe ynpasaeHue ¢ cepeepa IMS (IP
Multimedia Subsystem).

e YnpasneHue ¢ IMS — NOKa3blBaeT, BK/OYEHO WM HET yAaneHHoe YMpaBfieHWe yc/ayramwu
aboHeHTCKol NnHUKM ¢ cepeepa IMS (HacTpamsaetcsa B npodune SIP, cm. MoameHto «Mpoduan
SIP»);
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o TpEXCMOPOHHAA KOH(epeHuus — MOKasblBaeT, MPULWIA WAM HET KOMaHAA Ha aKTUMBaUMIO
yenyrmn « TpéXCTOpoHHAA KoHbepeHuua» ¢ cepsepa IMS;

e YOepyaHue 8bi13080 —  NOKa3blBaeT, NpULAA WAM HET KOMaHAA Ha aKTUBALMUIO YCAyru
«YpeprkaHue BbI3oBa» ¢ cepsepa IMS;

e OMudaHue 8bi3080 —  MNOKA3bIBAET, MPULWAA WAN HET KOMaHAA Ha aKTUBALUMIO YCAyru
«OxunpgaHue Bbi3oBa» ¢ cepsepa IMS;

e [0pAa4Yaa nuHUA — MNOKa3bIBAET, NPULLAA UM HET KOMaHAA Ha akTUBauuto ycayrn «lfopadas
AnHKUA» ¢ cepeepa IMS;

e Homep eopaueli nuHUU — NOKa3biBaeT Homep TenedboHa ans ycnyrn «lfopsyaa AUHUS» B
KOMaHZe akTueauum ot cepsepa IMS;

e Talimaym 2opsadell AUHUU, C — TOKa3blBaeT TakmayT Habopa gns ycayrm «lfopavas nMHMA» B
KOMaHAe aKTMBaLum oT cepsepa IMS;

e Uwms ycayau «llepedaya 8bi3080» — NOKa3bIBAET 3aaHHOE UMA ycayrn «lepenaya Bbi3oBa».

' — ycnyra akTMBMpPOBAHA;

X — ycnyra He akTMBMPOBaHa.

2.7.3 NMoameHio «Ethernet-nopTtbi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTpP cocTosiHMA Ethernet-nopTtos ycTpoiicTea.

CocTosanue Ethernet-noptos

Mopt MoaknoveHne CropocTe Pexum Mepeaaxo MpuHATO
WAN Bkn 100 MouT/c Full-duplex 5.1 MBanT (5 350 778 GanT) 180.5 MGaiT (189 216 185 GanT)
LAN 1 Bbikn

LAN 2 BhIkn

& OBHOBHTL

CocmosHue Ethernet-nopmos

e [lopm — Ha3BaHWe nopTa:

—  WAN — nopT BHELWHeN ceTu;
— LAN 1..2 — nopT NoKasibHOM CeTMw.

] lNodKnaoueHue — coctosiHne NOAKNKOYEHNA K AaHHOMY MOPTY:

—  Bksa. — K nNopTy NOAK/OYEHO CETEBOE YCTPOMCTBO (/IMHK aKTUBEH);
—  BbIKA. — K NOPTY HE NOAK/IOYEHO CETEBOE YCTPOWMCTBO (NMHK HE aKTUBEH).

e CKopocmb — CKOPOCTb MOAK/OYEHMA BHELIHero CeTeBoro ycrpoicresa K nopty (10/100/1000
M6éwut/c);

. Pexcum — pexum nepegaym AaHHbIX:

—  Full-duplex — nonHbln gynnekc;
— Half-duplex — nonygynnekc.
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e [lepedaHO — Konn4ecTBO nepeaaHHbIX 6aliT c NopTa;

e [IpUHAMO — KO/IMYECTBO NPUHATbLIX 6ANT NOPTOM.

Ona nonydyeHuna Tekywwen nHdopmaymm o coctosHun Ethernet-noptos HaxkmmnTe KHONKY «OBHOBUTLY.

2.7.4 MNoameHio «DHCP»

B noameHio «DHCP» MOXHO MNOCMOTPETb CRAMCOK NoAKAtoveHHbIX K LAN-uHTepdeicy ceTeBbix
YCTPOWCTB, KOTOpPbIM BblM Ha3Ha4veHbl IP-agpeca fiokasnbHbiM DHCP-cepBepom, a TakKe Bpemsa A0 UCTeYeHun
apeHapbl IP-agpeca.

Cnncok DHCP-knueHTOB

MAC-agpec VM= KnueHTa IP-agpec Bpems 00 UCTEe4EeHUA apeHas!

@

2 ObHOBUTH

&

AkmugHble DHCP-apeHObi

e MAC-adpec — MAC-agpec NoAKAOYEHHOIO YCTPOICTBA;
e UMsA KnueHmMa — ceTeBOe UMA NOAK/IOYEHHOTO YCTPOMNCTBA;
e [IP-adpec — IP-agpec, Ha3HAYEHHbIM KINEHTY U3 NyJia aApecos;

e Bpemsa 8o ucmeveHusa apeHObl — CPOK, Yepe3 KOTOPbIN UCTEKAET apeHaa BblAeIeHHOro agpeca.
[na nonyyeHus Tekywei nHpopmaumm o DHCP-kaneHTax HaxmmTe KHOMKy «OBHOBUTBY.
2.7.5 MNogmeHio «<ARP»

B noameHto «ARP» BbIinosiHAeTcs npocmoTp ARP-Tabaunubl. B ARP-Tabaunue copepxutca nHpopmauma o
cootBeTcTBMM IP- 1 MAC- agpecoB cocegHMX CETEBbIX YCTPOMCTB.

ARP-Tabnuua

IP-agpec MAC-agpec VMR KNMeHTa HHTEpheic
192.168.18.1 AgF9:4B:80:ET:00 WAN
192.168.18.50 F0:79:59:5A:02:68 WAN

182.168.18.47 C8:60:00:57.67.74 WAN

ARP-mabauua

e |P-adpec — IP-agpec yCTpONCTBa;

e  MAC-adpec — MAC-agpec yCTpoIiCcTBa;

e UMA KnueHMa — ceTeBoe UMA NOAK/IIOYEHHOTO YCTPOWCTBA;

o UHmepdgelic — nHTepdeiic, co CTOPOHbI KOTOPOTro aKTUBHO ycTpoiicteo: WAN, LAN, Bridge.

[na nonyyeHuns Tekylen MHGopmaLmnm HaxkmuTe KHonky «OBHOBUTLY.
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2.7.6 NMoameHI0 «YCTPOICTBO»

B nogmeHto «YCTpoincTBo» NnpmBeaeHa obwan nHpopmauyma ob ycTponcrse.

HM3anenwne

Bepcua MO

m Zasoocron MAC-agpec
CepuiiHsii Homep
Cucremnoe Bpems

Bpems paboTsl

MapwpyTusauua  WCTOpWUS BLISOBOB

TAU-1M.IP

MHTepHer  IP-TenedwonuA  Ethernet-noptel DHCP  ARP [RImyelar:0y

[uarHocTuka

WMHdpopmauma ob ycTpolcTee

TAU-IMIP

(Texywan sepcua NQ)
ABF34B:045TT1
V134004515

07:31:01 18.12.2019

5 ax, 00:00:25

CPU

- admin

Conntrack

UHopmayus 06 ycmpolicmee

e U30esnue — HaumeHOBaHWE MOAENMN YCTPOMCTBA;

e Bepcusa O — Bepcus NporpaMmmHOro obecrnevyeHms ycTpoiicTaa;

e 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdeica ycTponcTea, yCTaHOB/IEHHbIN 3aBOA0OM-

NU3TrOTOBUTENEM,

e CepuliHbIl HOMepP — CEPUMNHbIN HOMEP YCTPOICTBA, YCTAaHOBNAEHHbI 3aBOA0M-U3rOTOBUTENEM;

[ CucmemHoe 8pemMmAa — TeKkyuine BpemMa U Aata, YCTaHOB/NIEHHbIE B CUCTEME;

[ Bpemsa pa6omb/ — BpemA pa6OTbI C MOMEHTa nocnegHero BKAKYEHUMA WUAN Nepe3arpysku

YCTpOMCTBa.

Ab6oHeHmckul winao3 TAU-1IM.IP
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2.7.7 MNoameHto «CPU»

B noameHto « CPU» oTobparkatoTca AaHHble Mo UCMONb30BaHUIO NpoLeccopa.

Vcnonk3oeaHKMe npoueccopa
- IR 0.00%
- system 7.40%
&
Steal 0.00%
User || 129%
SoftiRQ | 0.92%
1CWVVait 0.00%
Idle R 787%
Mice 0.00%
Ucnons3osaHue npoyeccopa
e |/RQ — nNpPOUEHT MNPOLECCOPHOrO BPEMEHM, MOTPAYEeHHOro Ha 06paboTKy annapaTHbIX

npepbiBaHNIA;
System — NpoLEHT NCMONb30BaHMA MPOLLECCOPHOro BpeMeHM Npoueccamu Aapa;
User — NpoLLEHT UCNO/Ib30BaHWUS NPOLLECCOPHOrO BPEMEHW M0/1b30BATENbCKMMM NPOrpammamu;

SoftlRQ — npoOLEHT NPOLLeCCOPHOro BPEMEHM, MOTPAYEHHOro Ha 06PabOTKYy MPOrpPamMMHbIX
npepbIBaHN;

IOWait — npoLEeHT NPOLLeCCOPHOro BPEMEHU, MOTPAYEHHOTO HA OMepaLmMn BBOAA;
Idle — npoueHT He3a4eNCcTBOBaHHbIX NMPOLLECCOPHBIX PECYPCOB;

Nice — nNpOUEHT MCNO/b30BaHWUA MNPOLLECCOPHOrO BPEMEHW NPOrpaMMamu C U3MEHEHHbLIM
npuopuTETOM.
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2.7.8 MoameHio «Conntrack»

B noameHto «Conntrack» oTobpakatoTca TeKyLMe akTUBHbIe CeTeBble COeANHEHMA YCTPOCTBA.

MpoTokon
unknown
unknown
tep

tep

udp

udp

tep

tcp

tep

udp

tcp

tep

BolBOO @akTUBHLIX ceccuid NAT

YUCrno aKTHMEHEIX COROUHEHMIA 11

YUCNO MOKA3AHHBIX COEAUHEHUIA 11

= CnucoK coeguHeHWn

Afpec UCTOYHMKA
192.168.1.1

2222
192.166.27.128:1504
192.168. 27 128:1593
127.0.0.1:40143
192.166.10.20:48834
192.168.27.128:1500
192.168.27.128:1595
192.166.27.128:1592
127.0.0.1:47601
192.168.27.128:1580

192.168.27.128:1591

= OOHOBHTL

AOpec HasHa4eHWA
224001
224001

192 168 10 20°80
192 168 10 20°80
127.0.0.1:53

192 168 10 1:53
192 168 10 20:80
192.168.10.20:80
192 168 10 20°80
127001:53
192.168.10.20:80

192.168.10.20:80

Tarmayt

9 MHH 51 cek
9 MHH 51 cek
1 MUH 59 cek
1 MUH 30 cek
9 cek

2 MKH 39 cek
9 cex

4 0H 234 59 MUH 59 cex
1 MUH 26 cek
9 cex

9 cex

acek

Bbisod akmusHbix cecculi NAT

e Yucsio akmusHbix coeOuHeHUll — 0oblLLee YNCNI0 aKTUBHbIX CETEBbIX COeANHEHUN;

e Yucno nokasaHHbIx coeduHeHull — YNCN0 COeANHEHWIA, BbiBeAEeHHbIX B web-uHTepdelic. Ytobbl

He CHWXaTb NpounsBoaUTeNbHOCTb

paboTbl

web-uHTepdelica,

MaKCuMaJibHOE  4uUC/No

MOKa3aHHbIX COEAMHEHUM orpaHMyeHo 3HadeHnem 1024. OcTanbHble COEOUMHEHUA MOMKHO
NocMOTpeTb Yepe3 KOMaHAHYIO KOHCO/b YCTpoicTBa (KomaHaa cat /proc/net/nf_conntrack).

Cnucok coeduHeHul

] /7pom0K0ﬂ — MPOTOKO/, NO KOTOPOMY YCTaHOB/ZIEHO COeEaUNHEHUE;

e Adpec ucmoyHuka — IP-agpec u Homep NopTa MHMLMATOPA COeAUHEHMS;

e Adpec HasHayeHuUAa — IP-agpec u Homep NopTa agpecarta CoeanHeHUs;

] Taﬁ/vlaym — nepuog BpemeHn 00 YHUYTOXKEHUA COeAUHEHNA.

[na nonyyeHuns Tekyllein MHGopmaLmMmn HaxkMmuTe KHonKy «OBHOBUTLY.

Ab6oHeHmckul winao3 TAU-1IM.IP
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2.7.9 NoameHio « MapwpyTusauyma»

B nogmeHto «MapuipyTusaumusa» otobpakaeTtca Tabanua mapLupyTM3aummn yCTpomncTea.

Tabnvua mapwpyTusauus
Appecar Wnos Macka dnarn (o] [} poen
- 192.168.1.0 0.0.0.0 255.255.255.0 u 0 0 0 bro
192 168.10.0 0000 255 255 255.0 u 0 0 0 eth1
0000 102 16810 1 0000 UG 0 0 0 eth1
o

Adpecam — |IP-afgpec XocTa UM NOACETM HasHaYeHMA, A0 KOTOPbIX YCTAHOBAEH MApLIPYT;
Lino3 — IP-agpec Wio3a, Yepes KOTOPbI OCYLLECTB/IAETCA BbIXOA Ha afpecaTa;
Macka nodcemu — macKa noacetu;

®ngau — onpeaeneHHble XapaKTepUCTUKM AaHHOro mapuwpyta. CyuwlecTsyloT caeaytolime
3HayeHus ¢aeos:

U - yKa3bIBaeT, YTO MapLLPYT CO34aH U ABAAETCA NPOXOAMMbIM;

H - yKa3blBaeT Ha MapLpyT K onpeaeseHHOM y3ny;

G - yKasbIBaeT, YTO MaPLUPYT NpoJieraeT yepes BHewWwHUn w3, CeteBon nHTepdenc
CMUCTEMbI MPEeAOCTaBAAET MapLpPYTbl B CETU C MPAMbIM MOAKAOYeHUEM. Bce npoune
MapLUPYTbl NPOXOAAT Yepes BHewWHMe wato3bl. Pnarom G oTMeYaloTca BCe MapLUpyTbl,
KpOMme MapLUpyTOB B CETU C NPAMbIM NOAKNIOYEHNEM;

R - yKa3bIBaeT, YTO MapLlpyT, ckopee Bcero, bbla co3gaH AMHAMUYECKMM MPOTOKO/IOM
MapLupyTU3aummn, paboTaroWwmMm Ha JIOKaAbHOM cUCTeMe, MOCPeAcTBOM MapameTpa
reinstate;

D - yKasblBaeT, YTO MapLpyT 6bl1 fobaBneH B pesy/bTaTe NOJYyYEHWUA COOBLLEHMA
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT o mapuipyTte
13 coobueHunsa ICMP Redirect, mapLpyT BKAKOYAETCA B TabAMLY MapLIpyTM3aLLmMm, YToObI
WCKIOYNTb NepeHanpasieHne 418 nocaeayowmx NakeTos, NpegHasHAYeHHbIX TOMY XKe
aapecaty. TakMe mapwpyTbl oTMeYeHbl dnarom D;

M - yKa3blBaeT, YTO MapLIPYT NOABEPrcA U3MEHEHUIO - BEPOATHO, B pe3syabTaTe paboTbl
AMHAaMMYECKOro MPOTOKO/IA MApLIPyTM3aLMM Ha JIOKANbHOM CUCTEME M NMPUMEHEHUS
napameTpa mod;

A - yKasblBaeT Ha 6ydepu3oBaHHbIA MapLIpPyT, KOTOPOMY COOTBETCTBYET 3anucb B
Tabnuue ARP.

C - yKa3bIBaAET, YTO MCTOYHMKOM MapLUpyTa ABAAeTCA bydep mapLupyTmM3aumm aapa;

L - yKa3bIBAET, UTO NYHKTOM Ha3Ha4yeHMA MapLupyTa ABNAETCA OAMH U3 afpecoB AaHHOIO
KOMMbloTepa. TaKue «JI0KanbHble MApLIPYTbI» CYLLEeCTBYOT To/ibko B bydepe
MapLUpyTU3aumu;

B - yKa3blBaeT, YTO KOHEYHbIM MYHKTOM MapLipyTa ABAAETCA LUIMPOKOBELLATE/IbHbIV
agpec. TakMe «LWMPOKOBELLATE/IbHbIE MapLUPYTbl» CYLLECTBYIOT TO/MbKO B Oydepe
MapLUpyTU3aumu;

| - yKasbiBaeT, YTO MapLIpPyT cBs3aH C KosabueBbiM (loopback) nHtepdeiicom ¢ uenbio
WMHOM, Hexenu obpalleHne K KoAbLeBON ceTU. TaKMe «BHYTPEHHME MapLUpyTbi»
CYLLLeCTBYIOT TO/IbKO B Bydepe mapLupyTnsaumu;

! - yKasbIBaeT, YTo AelTarpaMmbl, Hanpas/semble No 3ToMy agpecy, byayT oTBepraTbecs
CUCTEMOM;
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e Mempuxka — onpegenaer «CTOMMOCTb» maplpyTa. MeTpuKa UCnonb3yeTca AN COPTUPOBKM
Ay6AMpyoLWMX MapLUPYTOB, eCAN TaKOBbIEe NPUCYTCTBYIOT B Tabauue;

e Ob6paweHua — 3adMKCMPOBAHHOE YMCAO OOpaleHMn K MaplIpyTy C Ue/blo Cco34aHuA
coeanHeHUA (He CNONb3yeTcA B cUCTEME);

e O6HapyxceHuUs — 4Yncno obHaPYKEHUN MapLUpPyTa, BbIMOJAHEHHbIX NPOTOKO/1IOM |P;

e UMHmepgelic — nma ceTeBoro MHTepdenca, Yepes KOTOPbIMA NponeraeT 4aHHbIN MapLpPyT.

[ns nonyyeHuna Tekywen MHGOPMALMM HAXKMUTE KHOMKY « OBHOBUTLY.

2.7.10 NMoameHio «UcTopUA BbI3OBOB»

B nogmeHto «McTopms BbI3OBOB» MOMKHO NPOCMOTPETb CMCOK COBEPLUEHHbIX TeNlepOHHbIX BbI3OBOB, a
TaKXe CBOAHYI0 MHPOPMaLMIO NO KaXKAOMY BbI30BY.

B onepaTMBHOM NamATU YCTPOMCTBA MOXKHO CcOoXpaHuTb Ao 10000 3anuceit 0 cOBEpPLUEHHbIX BbI3OBAX.
Mpu KonuuyectBe 3anuceir 6onee 10000 cambie cTapble (BBepxy Tabauubl) yaansaoTcs, U B KoHeu, daiina
no06aBnsoTCA HoBbIE.

3anuncb CTaTUCTMKM B }KypPHa/ie BbI30BOB HE BEAETCA NMPU HY/IEBOM pa3mepe UCTOPUMN.

DunbTp (NokasaTs)

IP-agpec Bpemsa Bpems

TNoKankHeIW  YaaneHHsIA N
# INuana BCTPEYHOM NOCTYNNEHWMA Havana ° -
HomMep Homep pasroeopa BLI3OBA BbI30OBA  NaKETCB Gant naketos BauT

CTOPOHEI EbI30BA pasroeopa

OnuTensHocTe CocToRHMe Tun MepegaHo MepegaHo TpuHATO TMpUHATC

11 004 - - 05:55°45 - - local BXOARWMA O 0 0 0
703

2 1 004 - - 055553 - - local BXOAAWMIA O 0 0 0
3

20 7 3anuceil Ha cTpaHuLe

Ctpanuua 1 w3 1

OnuncaHue nosem TabanLbl KMCTOPUSA BbI3OBOBY:

e # — NOPAAKOBbIA HOMep 3anuncy B Tabauue;
e JluHUs — Homep abOHEHTCKOro NOpPTa YCTPOMNCTBA;
o JloKanbHbIl Homep — Homep aboHeHTa, 3aKpenieHHbI 3a AaHHbIM aBOHEHTCKMM NOPTOM;

e YOaneHHbili HOMep — HOMEpP YyAaneHHOro aboHeHTa, C KOTopbiM 6blLI0  YCTaHOB/IEHO
TenepoHHoOe coenHEHNE;

e IP-adpec ecmpeyHoli cmopoHoi — |P-agpec ypaneHHoro aboHeHTa, C KOTOpbIM 6blno
YCTaHOB/IeHO TeslepOHHOE COeaUHEHME;

. Bpemsa nocmynneHus ebi308a — BpeMA U gaTta I'IOCTYI'I}'IeHMﬂ/COBepLLIEHVIFI Bbl30Ba;
] BPEMFI Ha4a.a1a paseoeopa — BpeEMA U AaTa Ha4daia pa3rosopa;

e [numenbHocmes pazeosopa — [ANTENbHOCTb Pa3roBopa B CEKYHAAX;
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[ CocmosAHue 8bi308a

— MNpOMeXYyTOo4HOE COCTOAHUE nmbo NpuUynHa 3aBepweHnA BbI3OBAa;

OMNncaHme CTaHOBUTCA AOCTYNHbIM NPU HaBeaeHNUN KypCopa Ha 3alMnCb COCTOAHNA BbI3OBA,

e Tun ebi308a — TWM BbI30BA: UCXOAALLMIA U BXOAALLMIA;

e [lepedaHO NaKkemos — KO/IMYECTBO NnepenaHHbix RTP-nakeToB 3a Bpems pa3roBopa;

e [lepedaHo 6alim — KonMYecTBO NnepeaaHHbIx 6aliT 32 Bpemsa pasroBopa;

e [IpuHAMO nNnakemos — KoNn4ecTBo NPUHATbLIX RTP-nakeTos 3a BpemA pa3rosopa;

e [lpuHamo 6alim — Konn4yecTBO NPUHATbLIX BAaNT 33 Bpema pasroBopa.

B Tabnuue mMcTopumn 3BOHKOB MOXHO Npou3secTn oTbop 3anuceit NO pPasAMYHbIM NapameTpam. s
3TOr0 HAaXKMUTE CCbINKY «PunbTp (NOKa3aTb)». PuabTpaLmMa MOXKET NPOU3BOAUTLCA MO HOMePY abOHEHTCKOM
JIMHUMW, NIOKaAbHOMY WAM yAaneHHoMy Homepy, IP-agpecy BCTPEYHON CTOPOHbI, BPEMEHW MOCTYNAEHUA
BbI30Ba, BPEMEHM Ha4yana Pa3roBopa, COCTOAHMIO BbI30BA M TUMNY 3BOHKA. OnncaHne napameTpos ¢puabTpaLmm
YKa3aHOo B onMcaHnn nosen TabamLbl UCTOPUK BbI3OBOB BbILLE.

Bpema nocmynaeHus evi3o8a om/0o wnwn Bpemsa Ha4yasna paszeo8opd om/00 — BPEMEHHblE PaMKM
nocTynaeHuns,/coBepLIeHNn BbI30Ba WM Havana pasroBopa B GopmaTe «44:MM:CC A4.MM.ITIT»,

[Onsa cKpbITUA HACTPOMKM NapameTpoB GUAbTPALMM 3anucen B Tabanue HaKMUTE Ha CCbINKy Puaemp

«CKPbIMb».

[OnAa HacTpoMKM napameTpoB UCTOPUM 3BOHKOB HaXKMUTE Ha CCbIIKYy «HacTpouTb mapameTpbl UCTOPUK
BbI30BOBY». [MoApo6HOE onMcaHMe HaCTPOMKM NapamMeTpoB NpueeaeHo B pasgene 2.6.4.2 MoomeHro «STB».

Mpu HaKaTUK Ha KHOMKY

Mpyn HaXaTUM Ha KHOMKY
NUCTOPUN BbI3OBOB.

Mpu HaKaTUK Ha KHOMKY
BbI30BOB.

Mpu HaKaTUK Ha KHOMKY

H o .
npousoiaer nepexoq K Tabnuue, HaunMHanA C NepBoi 3anncK.

< o o o
Npoun3oMaeT nepexoq K npeablayLiei ctpaHuLe ¢ Tabavuen

> . o o
npousoiaeT nepexoq K caeaytollen cTpaHuue ¢ Tabanuein uctopum

[0

I'IpOM3OI‘;1AeT nepexoa K Ta6nmu,e, 3aKaH4unBaA I'IOC/'IELI,HGVI 3anuncblo.

Ce}'IEKTOp «3anucein Ha CTpaHuULUe» NO3BONAET HACTPOUTb KONIMYECTBO BbIBOANMDbIX 3anucen Ta6}'IMLI,bI Ha

OHOM CTpaHuLe.

2.7.11 NogmeHio «AnarHOCTUKa»

B noaAmeHI0 MOMKHO BbINOAHUTL NPOBEPKY AOOCTYNMHOCTU y3/1a B CETU U oOoNnpeaenntb MmMapLlpyrt

cnenoBaHUA gaHHbIX.

CeTeBble YTUNUTDI:

[narHocTuka
Haszsanue canTa google com
Hazsanue cafta google com

% traceroute

e Ping — yTuanTa A4 NPOBEPKMN COeAMHEHUI B ceTax Ha ocHose TCP/IP;
e Traceroute — yTMAuTa ANA onpeaeneHNa MapLIpyToB cnegoBaHna AaHHbIX B ceTax TCP/IP.
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2.8

Mpumep HacTPOIKK

o [logkntounte MK K opgHomy w3 LAN-noptoB ycCTpoiicTBA, NPOBOA, OT CETU NpoBakaepa
nogkntouunte K nopty WAN;

e B apapecHoit cTpoke bpay3sepa BeeauTe IP-agpec wnaosa (no ymonyaHuio 192.168.1.1);

e [lpn ycnewHoOM MOAKNOYEHUN K YCTPOMCTBY MOABUTCA OKHO C 3aNpOCOM JIOTMHA M Mapos.
3anonHUTE NOAA W HaXMuUTe KHOMKy «Boitu» (Mo  ymonyaHuwo  nornH:admin,
naposb:password).

TAU-1M.IP u -

TNoruu:

Mapone:

Ecnn 3TO OKHO He MoABWIOCH, y6ep,MTer, 4yToO B HaCTpOﬁKaX ceTeBOro Noaknto4eHuA Ha sawem MK

YCTaHOBAEHO aBTOMAaTU4ecKoe noayyeHue IP-agpeca.

e B nauTtke «MHTepHeET» HacTpamBaeTca BHelwHee coegnHeHue. Ecam TAU-IM.IP 6ypeT ncnosib3oBaTtbcA
B KayecTBe MaplpyTusaTopa — B NanTKe «MIHTepHeT» BbibepuTe 3HaveHne nona «Pexunm pabotbl» —
mapLupytusatop. B none «MpoTokon» BbibepuTe NPOTOKOJ, UCMOAb3YEMbIN BalUMM MOCTABLLMKOM
ycnyr VIHTepHeT, n BBeauTe HeobxoauMble AaHHbIE COMMAacHO MHCTPYKUMAM nposakgepa. Ecam ana
NOAKMOYEHMA K CETU NpoBakaepa MCNONb3YIOTCA CTaTUYECKME HACTPOMKW, To B nose «[1poToKon»
HY)XHO BbIOpaTb 3HauyeHwe «Static», 3anonHWTb nona «BHewHuii IP-agpec yctpolictBay, «Macka
noacetu», «lno3 no ymonyaHuto», «llepBuyHbIt DNS» U «BTopuuHbIi DNS» — 3HayeHun
napameTpoB NPefoCTaBAATCA NpoBakaepom. Jns COXpPaHEHMA U NPUMEHEHUA HACTPOEK HaXmuTe

KHOMKY .

WHTEepHeT noapoGHee

Pexnm patoTel | MaplpyTusaTog ¥
NpoTokon | PPPOE v
mA nonb3osaTtena | login
MNapone | ssss
Service-Mame | internet

BTopoii goctyn | DHCP v

2 -

ONnAa yKasaHuAa AONOAHUTENbHbIX NapameTpoB nepeﬁ,u,MTe B peXnm pacCllnpeHHbIX HaCTpPOeK, Ha*XaB

CCbINKY «noapobHee» (cmoTpuTte pasgen 2.6.2.1 NoameHto «MHTepHeT»).

Echn B cetn Bawero MHTepHeT-npoBangepa ucnonb3yetca npmesaska K MAC-agpecy, HaXXmuTe KHOMKY
«nogpobHee» B nauTke «WMHTepHET» M OTKpoKhTe noameHto «HacTpoiika MAC-agpecos». B paspene
«Hactpoitka MAC-agpeca WAN» yctaHoBute ¢nar «lMNepeonpeaennts MAC» n Beeante B none «MAC»
MAC-aapec ycTpoiCTBa, KOTOpPbI paHee 6bin nogkaoueH K cetu MHTepHeT. Ecam 6bin noakntodeH MK, ¢
KOTOPOro NPou3BOAUTCA B AAHHbIK MOMEHT HACTPOMKA YCTPOMCTBA, TO AOCTATOYHO HAXKaTb HA KHOMKY
«KnoHupoeame», uyTobbl HasHauMTb W3y MAC-agpec Bawero MK. [na coxpaHeHMA U NPUMEHEHUN
HaCTPOEK HaXXMuTe KHONKY «[TpumeHnTb».
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HacTpoiika MAC-agpeca WAN

MepeonpegenuTe MAC ¥

CpopmaT: X000

®

L

Ecnn TAU-1IM.IP 6yaeT ncnosib3oBaThCsA B KaYecTBe 3-NopTOBOro KOMMYTATOpPa, TO B NAUTKE «HTepHEeT»
BblbepuTe 3HaueHWe nona «Pexxmm paboTbi» — mocT. B none «IP-agpec» yKaxute agpec, Kotopbli byaet
Ha3HauyeH YCTPOWMCTBY Ans AOCTyna K Hemy. BBeaute macky noacet (no ymonyaHuto 255.255.255.0). Ons

COXpaHeHnA N NpuMmeHeHNA HAaCTPOoeK Ha*XMnUTe KHOMKY .

WHTepHeT noapoGHee
Peskin padoTel | MocT v
MpaTokon | Static v

IP-agpec | 192.168.1.1
Macka noacetn | 2552552550
LUnto3 no ymonyanuio | 192.168.10.1
MepeuyHell DNS | 192.168.10.1

BTopWYHEIR DNS

2 -

B pexume mocma wnwo3 He OyaeT aBTOMaTMYeckKuM BblgaBaTb IP-agpeca no npotokony DHCP
YCTPOIACTBAM, MOAK/OYEHHDbIM K HTepdelicy LAN.

e B nautke «IP-tenedoHma» BbINOAHAETCA ObICTpas HACTPOMKa abOHEHTCKON AWHUKM ana paboTbl no
npoTokony SIP. na atoro BbibepuTte BKAAAKY «JIMHMA 1». OTMETbTE NYHKT «BKAOUMTL», BBEAMUTE HOMEP
TenedoHa, KOTopblit ByaeT Ha AaHHOM AIMHUKM, NOTWUH M NAapoNb ANA aBTopu3auumn Ha SIP-cepsepe. Ons

COXpaHeHNA N NPUMEHEHNA HACTPOEK Ha*XMUTe KHOMKY .

|P-renecoHun noapoGHee
Muaua 1 SIP

BrnounTs ¥

Homep | 333

AyTeHTUdMKaUMA

MmMA nonb3osaTena | 20007

MNapong | ===

e Bbibepute BKIagKy «SIP» B nantke «IP-tenedoHmnna» ansa HacTpolikn napametpos SIP. YkaxuTe IP-agpec
unn gomeHHoe umsa SIP-cepsepa M cepsepa pervcTpauumn (Npu Heob6XoAMMOCTM) B COOTBETCTBYHOLLMX
nonax. Ecnn Ha cepsepax MCNONb3yKOTCA HOMepa NOpToB, OTAM4YHble OT 5060, TO yepe3 agoeTtoune
YKaxkute anbTepHaTuMBHble MOpPTbl. YKaxute SIP gomeH npu HeobxoammocTu. YcTaHosuTe dnar
«Pernctpauma», ecnm ana pabotbl TenepoHUM Heobxoamma pernctpauuma aboHeHTa Ha SIP-cepsepe

v
(0o6bI4HO, perncTpauma Heobxoauma). s coXpaHeHUn 1 NPUMEHEHNA HAaCTPOEK HAXKMUTE KHOMKY .
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IP-TenecioHna noapoGHee
NuHnA 1 SIP

SIP-NpoKcKH cepsep
PerucTpauua
CepBep perucTpaLuu

SIP nomeH

2 -

[Onsa yKazaHWA AONONAHUTENbHLIX MapamMeTpoB MepenguTe B PEXKMM PaCLUMPEHHbIX HACTPOEK, HaXKaB
CCbINKY «noapobHee» (cmoTpuTe pasaen 2.6.3 MeHto «IP-TenedoHua»).

e Ecnu npepnonaraetca ucnonb3oBaHue IP-tenesnaeHmna — B NanTke «IP-teneBngeHne» oTMeTbTe MyHKT
«Brntountb IPTV». OnAa BKAOYEHMA BO3MOXHOCTM nepegayn IPTV-notokos no HTTP oTmeTbTe NyHKT
«BrkntounTtb HTTP-npokcu». B none «MopT HTTP» yKaxkuTe NOpPT, KOTOpbI ByAeT Mcnonb3oBaTbea Ans
NOAKNIOYEHUA BHELIHWUX YCTPOWMCTB K s0KanbHOMY HTTP-npoKcu. [nA cOXpaHeHuAa M npuMeHeHuA

v
HACTPOEK HAXKMUTE KHOMKY .

IP-TeneBuaeHue nogpoGHee

BrnioyuTe IPTV ¥

BKNIQ4MTE HTTP- ¥
npoKkcH

MopT HTTP 1234

Ecan gna ycnyrm IPTV ncnonbsyetca otaenbHbiit VLAN, nepeiiamte B peXXMm pacliMpPeHHbIX HACcTPOEK,
HakaB CCbI/IKY «nogpobHee», n ykaxkute ID VLAN B cooTBeTcTBylOLLEM Mone (cmoTpuTe pasgen 2.6.4 MeHio
«IP-TenesngeHne»).
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3 MCNOJZIb3OBAHUE AOMNO/IHUTENDBbHbIX YCNYT

3.1 Mepepaya Bbi30OBaA

Yenyra «lMepefaya Bbi30Ba» MOXKET BbINOJMHATLCA JIOKA/NIbHO CpeacTBaMy Wo3a Mbo cpeacTBamm
B3aMMOZEeNCTBYIOWeEero ycTpoictea. Ecan  ycnyra  ocyllecTBaseTcs CPeacTBamu  B3aMMOAEWCTBYHOLWLETO
YCTPOMCTBA, TO AOCTYyN K ycayre «lMepedaya BbI30Ba» YCTaHABAMBAETCA Yepes MEeHI0 HacTpoeK aboHEeHTCKOro
nopta «IP-menegoHus» -> «Hacmpolika nuHuli» nytem Bblibopa 3HauyeHus «Transmit flash» B none «Pexcum
ucrone3oearus flash». B 3Tom cnyyae NOMMKY BbINOJIHEHUA YCAYTM ONpeaenseT B3aumMoZencTeylolee
YCTPOWCTBO.

Mpu BbINOAHEHUU ycayrn «llepedaya 6bI1308a» NOKaJbHO CPEACTBAMM LWJO3a AOCTYN K HeW
yCTaHaB/MBAETCA Yepes MeHI0 HacTpoeK aboHeHTCKoro nopta «/P-menegoHusa» -> «Hacmpolika AuHuli» nytem
Bblbopa 3HauyeHun «Attended calltransfer» nnbo «Unattended calltransfer» B none «Pexcum uUcCrnonb308aHUA
flash».

Ycnyra «Attended calltransfer» nossonser BpemMeHHO pasopBaTb coeAMHEHWE C aboHeHToMm,
Haxo4AWMMCS Ha cBsA3M (abOHEeHT A), yCTaHOBUTb COEAMHEHME C APYrMM aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K NperKHeMy coeanHeHuo 6e3 Habopa Homepa AnMbo NepeaaTb BbI30B € OTK/OYeHNeM aboHeHTa B.

Ucnonb3soBaHue ycnyru «Attended calltransfer»:

HaxogsAcb B COCTOAHMM pasroBopa C aboHEHTOM A, YCTaHOBWUTb €ro Ha yAepraHuWe C MOMOLLbHO
KopoTkoro oTbos flash (R), AosxkaaTbcA cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. Mocne oTBeTa
aboHeHTa C BO3MOXHO BbIMNONHEHWE C/leAyoLLMX OnepaLui:

[ R O — oTkntoueHune a6OHEHTa, HaxogAuleroca Ha yaepxaHuu, coegnHeHune C 860HEHTOM,
HaXoAMBLUMMCA Ha CBA3U;

e R 1 — oTkntoueHue aboHeHTa, HAXOAALLErOCsA Ha CBA3M, COeANHEHNE C aBOHEHTOM,
HaxXOAMBLUMMCA Ha YAepKaHUK;

e R 2 — nepeknioyeHune Ha gpyroro aboHeHTa (cMeHa aboHeHTa);
e R 3 — KoHoepeHUus;

(] R4 — nepegada Bbi30Ba, YCTaHAB/IMBAETCA Pa3roBopHoe coegnHeHne mexay a6OHEHTaMM Awn
G

e R oTboit — nepepaya BbI30BA, YCTaHAB/AMBAETCA PAa3roBOPHOE coegMHEHNE MeXay aboHeHTamMu
AncC.
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Huke Ha pUCyHKe npeacTaBieH aaroputm pabotsl yenyru «Attended calltransfer»:

ABoHeHT B knager
Tpy6ry (nepesava
BbI308a)

ABoHeHT B pazpsigaer

COeAMHEHUE C
aboxentom A

(

INVITE &
100 Trying ABOHEHT A
T ycTaHasausaer
180 Ringing coeavHEHME C
200 OK aboxentom B
ACK
-
» INVITE sendonly
ABOHeHT B crasurt
b » aboHeHTa A Ha
200 OK receiveonly yaepmaHue (Hamkumaer
Flash)
= ACK
INVITE )
100 Trying
. 180 Ringing
200 OK

ACK

2

Qo

b

Ha panHom 3rane aboHent B momer: nepexmosarses memay aboHenramun A u C,
ucnonbaya komBuHawmio R (Flash) 2; orBure oasoro n3 aboHeHToe, nenonssys

wombBuHauwio R 0, iwbo R 1; coeay 61 AunC TpY6Ky.
INVITE sendonly <
100 Trying
" 200 OK receiveonly
ACK W
¢ REFER (replaces)
202 Accepted o
NOTIFY Activated >
G 200 OK
INVITE (replaces) -l
100 ‘;'Mng N
Ly 180 R'inging
ZOOlOK
ACK

A6owenT C paspbiBaet
coeavHenue ¢ aboxenTom B

NOTIFY Terminated

v

BYE

200 OK

200 OK

BYE

200 OK

A 4

ABoHeHT B
ycTaHasnusaet
coegUHEHNE ¢
aboxenTom C

ABoHeHT B crasut
aborenTa C Ha
yAepKaHue

ABoHeHT A
ycraHasnmeaer
COEAMHEHME C
aboHenTom C
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Ycnyra «Unattended calltransfer» no3sonset noctaBuUTb Ha yAeprkaHMe aboHeHTa, HaxoAslieroca Ha
cBA3n (aboHeHT A), ¢ nomollbio KopoTkoro otbosn flash n ocywectsut Habop Homepa apyroro aboHeHTa
(aboHeHTa C). Mepenaya BbI30Ba OCYLLECTBAAETCA aBTOMATUYECKM MO OKOHYaHUIO Habopa Homepa aboHEHTOM
B.

Huke Ha pucyHKe npeacTaBneH anroputm pabotsl yeayrn «Unattended calltransfer»:

Ao
INVITE &
100 Trying ABoHeHT A
’ ycTaHasnueaer
180 Ringing coeanHEHME ¢
200 OK aboHeHTOoM B
ACK A
L s
INVITE sendonly ;
. ABoHenT B crasur
SRy P aboHenTa A Ha
200 OK receiveonly q yaepxaxue (Haxumaer
- Flash)
ACK
ABoHeHT B Habupaer B
Homep aBoHeHTa Cu  / < REFER (replaces)
knager Tpybky
(Nepenava sbiz08a) < 202 Accepted >
NOTIFY Activated &
200 OK
AGoHeHT B pa3pbisaet BYE
coeauHeHue ¢ 200 OK ~
aboreHTOM A 3 INVITE ‘
I »
e 100 Trying ABoHeHT A
il X yCTaHaBAMBaeT
o 180 R:"E'.’l& coeauHeRue ¢
| 200 OK aboxerToMm C
' ACK r
NOTIFY Terminated ~
200 OK 1
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3.2 YBegomneHue o nocTynaeHun HoBoro BbizoBa — Call Waiting

ycnyra nosBonAaeT a6OHeHTy, npun 3aHATOCTKM €ro Teﬂed)OHHblM pa3rosopom, C nNomoulbto
onpeageneHHoro CuMrHasaa Nnoay4YnTb onoseweHne 0 HOBOM BXogALLEM Bbi30OBe.

Monb3oBaTenb, NP MOAYYEHUM OMOBELLEHMA O HOBOM BbI3OBE, MOMET MNPUHATb WAU OTKIOHUTb
OXUAatoLLMIA BbI3OB.

[ocTyn K yciyre ycTaHaBAMBAETCA Yepe3 MeHI0 HacTpoeK aboHEHTCKOM NMHUMM NyTemM Bblbopa 3Ha4YeHus
«Attended calltransfer» nnbo «Unattended calltransfer» B none «Pexcum ucnosnb3osaHus flash» n ycTaHOBKK
dnara «OxcudaHuUe 8bI1308a».

Mcnonb3oBaHue ycayru:

B cocTosHMKM pasroBopa W MNOAYYEHUM WHAMKALUMKM O MNOCTYNAEHMM HOBOTO BbI30BA BO3MOMKHO
BbINOHEHWNE CeAyOWMX OnepaLyii:

e RO — OTKa3 oT HOBOTO BbI30B3;
e R 1— nNpuHATb 0XXNOAIOLWLMI BbI3OB;
e R 2 — nepekntoyeHne Ha HOBbI BbI30B (CMeHa aboHeHTa);

e R — KopoTKuii oTboli (flash).

3.3 TpexcTtopoHHAA KOHepeHUuMA

TpexcTopoHHAs  KoHbepeHuMa —  ycayra, obecneuymBalow,as BO3MOXHOCTb  OAHOBPEMEHHOro
yCTaHOB/eHNA TenedOHHOro COoeaMHEHUA MeXAy Tpemsa aboHeHTamu. lepexosd B PEXUM KOHOepeHLMM
OCYLLECTB/IAETCA NO HaXKaTuio Knasuw R 3 (onucaHo B pasgene 3.1 Mepeaaya Bbi3oBa).

A6oHeHT, cobpaBwuii KoHbepeHuUto, ABAAETCA ee WMHUMLUMATOpPOM, ApyrMe ABa aboHeHTa — ee
YYaCTHUKAMM.

BO3MOXKHO ABa pexmMma paboTbl TPEXCTOPOHHEN KOHepeHUMU: NOKanbHbI U yaaneHHbl. B nepsom
pexume KoHdepeHumna cobupaetca NOKaNAbHO abOHEHTOM-MHMLMATOPOM, BO BTOPOM — KOHdepeHuus
YCTaHaB/IMBAETCA C MOMOLLbIO YAANEHHOTO CEPBEPa, TaK HAa3bIBaEMOro cepsepa KoHdepeHLun.

3.3.1 JloKkanbHana KOH}epeHuuA

B penme KoHdpepeHUMM HaxkaTve KopoTkoro otbos flash mHuumatopom urHopupyetca. CoobuueHun
NPOTOKONA CWUFHA/AU3aLMK, MPUHATbIE OT YYaCTHUKOB WM MepeBOAALIME CTOPOHY MHMLMATOPA B PEXUM
YAEPKaHWA, MPUBOLAT K BbIBOAY 3TOrO YYaCTHUKA M3 KOHDEPEHLUNU, NPU 3TOM UHULMATOP U BTOPOI YYaCTHUK
NepeKkNYaTcsA B COCTOSIHME 0BbIYHOTO ABYCTOPOHHErO Pa3roBopa.

KoHdepeHuun paspywaetca, ecnim ee MNoKuaaeT MHWUMaTop, 0boMM y4yacTHMKam npu 3Tom byper
nepefaHo coobuwieHve otbosA. Eciv KoHbepeHUMo NOKMAAeT Noboi M3 yYacTHWKOB, TO ee MHULMATOP W
BTOPOM YYaCTHMK MepeKknYaTca B COCTOSHME 0ObIMHOro ABYCTOpPOHHEro pasrosopa. KopoTkuii otboi flash
npu aTom o6pabaTbiBaeTca Kak onucaHo B pasgenax 3.1 MNepeaaya Bbi3osa M 3.2 YBeAOMIEHUE O NOCTYNAEHMM
HoBoro Bbi3oBa — Call Waiting.
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Ha pucyHKe HUKe NpeacTaBieH aaropuTm BbINOAHEHWUA yeayrn «3-way conference» nokanbHO aboHeHTOM

B no npotokony SIP.

UHuumatop Haxkumaer flash 3 -
cobupaeT KoHdepeHuMto.
YyactHuK 1 npu aTom
CHUMAETCA C yAepsKaHUA.

WHuunatop paspbisaer
coefuHeHne

/
{

INVITE
100 Trying

180 Ringing

200 OK

A 4

ACK

WUHuumatop
ycTaHasavBaeT
coefMHeHue ¢
y4yacTHUKom 1

INVITE sendonly
100 Trying & WUHuumatop ctasut
Y y4acTHuka 1 Ha
200 08 recubwesnly > yAepaHue (Haxumaer
ACK / Flash)
INVITE
< 100 Trying
¢ 180 Ringing
. 200 OK
ACK
INVITE (sendrecv)
200 OK (sendrecv) N
200 OK

A

BYE

v

200 OK

N\

YYACTHUK 2

WUHuumnatop
ycTaHaBnuBaeT
coeauHeHune ¢
YHYaCTHUKOM 2

Y4acTHUK 2 noKkuaaet
KOHdepeHuuo
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3.3.2 YpaneHHas KoHdpepeHUuUsA

YpaneHHas KoHbepeHUuns paboTaeT no aaroputmy, onmcaHHomy B RFC4579. OcobeHHOCTb anropmMtma
COCTOMT B TOM, YTO No Haxkatuto flash+3 aboHeHT-MHMUMATOP yCTaHABAMBAET COeAMHEHME C CepBepoMm
KOHbepeHLMM (Takke POKycom), nocne yero nNpocut GOKyC YCTaHOBUTb COEAMHEHWE C ABYMSA APYrUMU
y4YaCTHUKaMn KoHdepeHUMN. Huxke Ha pUCyHKe AeTasibHO M306parkeH anroputm paboTsbi.

ABoHeHT A

ABOHeHT A (MHWUKaTOP)

oTnpasBnseT Ha cepsep |
3anpoc Ha ycTaHoBneHuWe |
KOHbepeHLMK |
(HaxkumaeT 3) |

WMHnumaTop npocuT |
cepBep yCTaHOBUTb |
coeguHeHue ¢ |
aboneHtom C |

INVITE
N . ABoHeHT A
AR Bigng | ycTaHaBauBaet
200 OK coeguHeHue ¢
ABoHeHTOM B
ACK
RTP ABoHeHT A
INVITE, sendonly . CTaBWT Ha
| epxaHue
200 OK yAepKaHu
(Harkumaer
ACK Flash)
INVITE aboHeHTa B
180 Ringing
_ 200 OK
ACK

h L

INVITE, sendonly

< 200 OK
ACK
INVITE, sip:Conf-App
P 180 Ringing
EOU OK Contact:Conf-1D;isfocus!
) ACK
B
REFER sip:Conf-1D Refer-To:C
< 202 Accepted
NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus >
< 180 Ringing
< 200 OK
L
< NOTIFY (OK)
200 OK
< SUBSCRIBE sip:Conf-1D
200 OK >
<« NOTIFY (OK)
200 OK

ABoHeHT A
ycTaHaBnusaer
coegnHeHwe C

| ABoHenTom C

ABoHeHT A cTaBuT

| Ha yaepaHue
| (HakumaeT Flash)

/ abownenTa C

. Cepsep
| yCTaHaBnuvBaet

| coegnHeHwne C

| aboHeHTOM C
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/

/

MHuumatop npocut |
CEpBep YCTaHOBUTL |
coeanHEHME C |

\
aborHeHTOM B |

\1

\

Bye

r N

200 OK

\J

REFER sip:Conf-ID Refer-To:B |
202 Accepted F2
_ NOTIFY (Trying) F3
2000K F4 N
INVITE Contact:Conf-ID;isfocus F5(
»| \ Cepsep
180 Ringing F6 \'\ ycTaHaB/nuBaet
|
200 OK F7 ‘ COeAUHEHUE C
| aboHeHTOM B
ACK F8 J o/
-
& NOTIFY (OK)
200 OK I SUBSCRIBE sip:Conf-ID

200 OK N

NOTIFY N

200 OK
L NOTIFY (OK)

200 OK
Bye
200 OK

v
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4 ANFOPUTMbI YCTAHOBNEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3oBa no nportokony SIP

MpoTtokon SIP (Session Initiation Protocol) — npoTokon ycTtaHoBNeHMA ceaHca obecneynBaer
BbINOJIHEHWE 6A30BbIX 33434 YNPaBAEHNA BbI3OBOM, TaKMX KaK OTKPbITME M 3aBEPLUEHME CeaHca.

MpoTokon SIP onpegensaeT 3 OCHOBHbIX CLEHAPUA YCTAHOBNEHUA COeAMHEHNA: MeXK Y NO01b30BaTENAMM,
C y4acTMemM MNpoKcu-cepBepa, C yyactuem cepsepa nepeagpecaunn. OCHOBHble aAropuTmbl YCTaHOB/EHMUA
coegmHeHna onucaHbol B AokymeHTte |ETF RFC 3665. B gaHHOm pasgene npusegeH npumep cueHapua
YCTQHOBNEHUA COeAMHEHMA MO MNpoToKkoay SIP mexxay ABymMA LWAO3amMKM, KOTOPbIM 3apaHee M3BeCTHbl IP-
aApeca opyr apyra.

ABOHEHT A AboHeHT B

o

INVITE
100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK

OnucaHue anropuTma:

1 ABOHeHT «A» BbI3blBaeT aboHeHTa «B».

LWnto3 aboHeHTa «B» npmMHAN KOmaHay Ha 06paboTKy.

ABoHeHT «B» cBobogeH. B 3TOT MOMeHT Ha annapaT aboHeHTa «B» Bblgaetca «[locbliKa
BbI30Ba», a abOHEHTY «A» — «KOHTPOb NOCLINKM BbI30BaY.

ABOHEHT «B» 0TBEYaeT Ha BbI30B.

LLnto3 aboHeHTa «A» NOATBEPKAaET YCTaHOBAEHNE CeCCUN.

OT6011 aboHeHTa «A», aBOHEHTY «B» BblAAETCA aKyCTUYECKMI CUTHAN «3aHATO».

LWnto3 aboHeHTa «B» noATBepKAAET NPMHATYIO KOMaHAy oT6osA.

w N

N o b~
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4.2 Anroputm BbI30Ba € yyactuem SIP npoKcu-cepsepa

B gaHHOM pasgenie onUCbIBaeTCA CLEeHapwuii YCTaHOB/EHUA COeAMHEHUA MeXAy ABYMSA LWJI03aMu C
y4yactnem SIP npokcu-cepsepa. B 3Tom cnyyae Bbi3biBalOWMA W3 (abOHEHT A) fo/KeH 3HaTb NOCTOSAHHbIN
agapec aboHeHTa u IP-agpec npokcu-cepeepa. SIP npoKcu-cepeep obpabaTbiBaeT COO6LLEHNA, NOAYYEHHbIE OT
«aboHeHTa A», BbINOJHAET MOMCK «aboHeHTa B», MpuraallaeT K ceaHCy CBA3M M BbINOAHAET YHKLMK
MapLIpyTU3aTopa Mexay ABYMSA LWA03aMu.

ABGOHEHT A

<

" Register

SIP proxy
SERVER

O

A60OHeHT A 3anpalmnsaeT Register

aBTOpU3aLMIO | I 401 Unauthorized \ ABoHeHT B 3anpawnsaet
‘ 401 Unauthorized / aBTOpPU3aLMUIO
Register o
ABOHEHT A peructpupyerca ¢ Register
asTOpu3aumeit | s 200 OK AbBoHeHT B peructpupyetca ¢
I 200 OK ~ ) asTopu3sauuen
INVITE
SIP-cepsep Tpebyet o 407 Proxy authentication required
ayTeHTUPMKaLUIO \ ACK
BbizoB ( INVITE
ayTeHTUdUKaumein \ IE 100 Trying
INVITE
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

v

BYE
BYE

200 OK

200 OK

OnucaHue anroputma:

Peructpauua Ha SIP-cepsepe.

1 A6oHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepsepe.

2 SIP-cepsep 3anpalumnBaeT aBTOpU3aLMIo.

3 AGOHeHT «A» 1 aboHeHT «B» pernctpupytotca Ha SIP-cepBepe ¢ aBTopusaLmen.

4 Ortset SIP-cepBepa 06 ycnewHoi pernctTpaumnu.

5 AGOHeHT «A» Bbi3blBaeT aboHeHTa «B».

6 3anpoc ayteHTUdMKauum ot SIP-cepsepa.

7 Wnto3 aboHeHTa «A» NoATBEPKAAET NPUHATYIO KOMAHAY HA 3aNPOC aBTOPU3aLMM.
8 A60HeHT «A» Bbi3blBaeT aboHeHTa «By.

9 SIP-cepBep NpPUHAA KOMaHAY Ha 06pPaboTKY.

10 SIP-cepBep TpaHCAUPYET 3aMpOoC BbI30Ba aboHeHTOM «A» aboHeHTa «B».

11 LWno3 aboHeHTa «B» NpUHAA KOMaHAy Ha 06paboTKy.

12 A6oHeHT «B» cBoboaeH. B 3TOoT MOMeHT Ha annapat aboHeHTa «B» BblgaeTca «[locbliKa

Bbl30Ba», a aboHEeHTY «A» — «KOHTPOAb NOCHINIKA BbI30BaY.
13 A60HeHT «B» oTBeYaeT Ha BbI30B.
14 LWno3 aboHeHTa «A» noATBepXKAaeT YCTaHOBAEHUE CECCUMN.
15 OTt60i1 aboHeHTKa «A», aboHeHTy «B» BblaaeTcA akyCTUYECKUI CUrHaN «3aHATO».
16 Lnto3 aboHeHTa «B» noaTBeprKAAET NPUHATYIO KOMaHAy oT6os.
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4.3 Anroputm BbI30Ba C y4acTUeM cepBepa nepeagpecauum

B gaHHOM pasgene OMWCbIBAeTCA CLEHapUi YCTaHOBEHUA COEAMHEHMA MeKAy ABYMA WA03amMu C
yyacTvem cepsepa nepeagpecauuun. B 3tom ciyyae Bbi3biBalOWMIA W03 (aboHEHT A) camocToATesIbHO
yCTaHaBAMBAET coeAMHEeHMe, a cepBep nepeagpecauuu AuWb peanusyet npeobpasoBaHWe MNOCTOAHHOrO
afpeca Bbi3blBaemoro aboHeHTa B ero TeKylumMii agpec. Aapec cepeepa nepeagpecaumm aboHeHT nonydyaer ot
afiIMWUHUCTPATOPa CETU.

AboHeHT A

nepeagpecaunu

O

O

1 INVITE

2 | 100 Trying

3 | 302 Moved Temporarily

4 ACK

) INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A o 5

OnucaHue anroputma:

N o ob

8
9

ABoHeHT «A» Bbi3biBaeT aboHeHTa «B». Bbl30B HanpaBAseTcA Ha cepBep nepeagpecaumu c
nHbopmauuei 06 agpece Bbi3bIBaEMOro aboHeHTa.

CepBep nepeagpecalmm NpMHAA KOMaHAy Ha 06paboTky.

CepBep nepeagpecaumm 3anpocua MHGopmMmaumio o Tekyllem agpece aboHeHTa «B» y cepsepa
MecTonosoxKeHus. MosyyeHHas WHPopmauma (TeKkywuii agpec Bbi3bIBAEMOr0O MOJb30BaTeNs
WU CNUCOK 3aperncTpuMpoBaHHbIX 3ApPEecoB BbI3bIBAEMOrO MOJ/b30BATENS) Mepenaercs B
coobweHnn «302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NOATBEPKAAET NPMEM OTBETA OT CepBepa nepeagpecaLmu.

ABOHEHT «A» HaNpAMYIO Bbl3blBaeT aboHeHTa «B».

LLnto3 aboHeHTa «B» npuMHAN KOomaHAy Ha 06paboTKy.

AboHeHT «B» cBobogeH. B 3TOT momeHT Ha annapat aboHeHTa «B» Bblgaetca «[locbinka
BbI30Ba», a aBOHEHTY «A» — «KOHTPOb NOCHINKM BbI30BaY.

ABOHEHT «B» OTBeYaeT Ha BbI30B.

LLnto3 aboHeHTa «A» NOATBEPIKAAET YCTaHOBAEHWNE CECCUN.

10 Ot60i1 aboHeHTKa «A», abOHEHTY «B» Bbl4aeTCA aKyCTUYECKMI CUTHAN «3aHATOY.
11 Wnto3 aboHeHTa «B» noATBepKAAET NPUHATYIO KOMaHAy oT60oA.

Ab6oHeHmckul winao3 TAU-1IM.IP 131



S ELTEX

5 AJITOPUTM PABOTbl ABTOMATUYECKOrO OBHOBJIEHMA YCTPOMCTBA HA OCHOBE
MPOTOKOJIA DHCP

Cetb  IP-Tenedionna  IP-Teneemmedvne  NokanoHbie wHTephedco 8 Ta (=5

Bpemn  JocTyn HypHan AyTesTudukauua WEE  Ynpasnesne kondurypaumei OSnoeneqwe MO W EEE T TE N ABTORKDHGMTY PUPOBaHIUE:

WHTepdekc ynpagneHma CepmdukaTs JononHH TENbHEE HACTDOMEM

ABTOKOHDUIYpHUpPOEAHKWE HA OCHOBe npoTokona DHCP

MpWOpHTET NApaMeTPoR K3 Static seitings v
i Kondmrypauma
e AETOMATH4ECKDE 00HOENEHWE MeproguYeckl A
DakN KOHPHrYD ALK {tftp{http)-Fdownload. server lociconfig_file.cfg)
FiHTepEan 0GHOBNEHKMS KOHDHIYDALIAM, C© 300
MporpamMHoe obecneyeHne
AETOMATHYECKDE OOHOENEHWE Mepuogu-ecem v
@arn Mo (tftp(http) dovwnload. serverlocifirmvearns. file)
1Tepaan obHoEnexuA Mo, © 3600

Anroputm paboTbl npoleaypbl aBTOMaTMYeCcKoro 06HOBAEHMSA YCTPOCTBa OnpeaenaeTcs sHadyeHmem
napametpa «llpuopumem napamempos u3».

Ecnn BbIbpaHO 3HayeHue «Static settings», To U3 napameTpoB «Palia KoHpuaypayuu» n «Palia M10»
onpeaenseTcsa NoAHbIA NyTb (BKAKOYAnA NPOTOKOA AOCTyna M agpec cepsepa) K dpaiinam KoHourypaumm u
nporpammHoro obecnevyenus. MonHblA NyTb yKasbiBaeTca B ¢opmate URL (noaaep>knsBatoTca NPOTOKOAbI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae

e <protocol> — MPOTOKOJ/, UCMONb3YEMbIN A1A 3arpy3kuM COOTBETCTBYIOLWEro ¢aiia c cepsepa
(nopaepxusatotcs npotokonsl HTTP u TFTP);

e <server address> —apgpec cepBepa, C KOTOPOro HeobxoAMMO 3arpysuTb ¢ann (AomeHHoe Ums
unu IPv4);

e <path to file> — nyTb K paliny Ha cepBsepe.

B URL pmonycKkaeTcAa MCnosb3oBaHME CAeaylolMX MaKpOCOB (3ape3epBMPOBaHHbIe C/N0Ba, BMECTO
KOTOPbIX YCTPOMCTBO NOACTABAAET ONpeAe/ieHHble 3HaYeHUs):

e SMA — MAC address — BmecTo gaHHOro makpoca B URL ¢aitna ycTpoitctBo nopacrasaser
cobcTBeHHbIM MAC-agpec;

e SSN — Serial number — Bmecto gaHHoro makpoca B URL ¢aitna ycTpoictBo noacrasnser
COBCTBEHHbIN CepuiiHbI HOMeEp;

e SPN — Product name — BMecTo gaHHoro makpoca B URL ¢aitna ycTpoitctBo noacrtasaset
Ha3BaHuWe moaenun (Hanpumep, TAU-1M.IP);

e SSWVER - Software version — BmecTto aaHHoro makpoca 8 URL daitna ycrpoicteo noacrasnsaer
HOMep BepCMM NporpammHoro obecneyeHus;
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e SHWVER — Hardware version — BMecTO JaHHOro makpoca B URL daitna yctpoicTso
NoAcCTaBAAeT HOMep annapaTHOM Bepcun YCTPOICTBa.

MAC-agpec, cepuiiHblii HOMEP W Ha3BaHWE MOAE/IN MOXKHO y3HaTb Ha CTPaHULLE MOHMUTOPUHIa B
pasgene «YCTPONCTBOY.

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/taulm/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v .4,

Mpn aTOM JoNycKaeTca onycKaTb HeKoTopble napameTpbl URL. Hanpumep, ¢aiin KoHPUrypaumm MoxKHO
334aTb B TakOM dpopmarTe:

http://192.168.18.6
nnu
config_taulm.cfg

Ecan n3 URL-dalina KoHpUrypaumm nam nporpammHoro obecriedeHus He ynaértca u3B/evb Bce
Heobxoaumble gns 3arpysku daiina napameTpbl (MPOTOKOA, aApec cepsepa Uan NyTb K aiiny Ha cepsepe)
— 6yaer npousBeaeHa MOMbITKa U3BAeYb HeM3BeCTHbI napameTtp M3 DHCP-onumii 43 (Vendor specific
info) nnn 66 (TFTP server) u 67 (Boot file name), B cnyyae ecnn B ycnyre UHTepHET ycTaHOBAEHO
nosny4yeHue agpeca no npotokony DHCP (dopmat u aHanms DHCP-onuwnit 6yaet npuseaéH Huxe). Ecnm us
DHCP-onuuit He nony4yaetca W3BAeYb HeAoCTAOWMI napameTtp, OyAeT MCNoNb30BaTbCA 3ajaHHoe
3Ha4YeHMe MO YMONYAHMIO:

Ana npoToKona: tftp;

— Ans agpeca cepsepa: update.local;

ana nmeHn danna KoHdurypauuu: taulm.cfg;

Ana nmeHn danna nporpammHoro obecnedeHumsa: taulm.fw.

Takum obpasom, ecnun nona «dalin KoHpuaypayuu» n «Paiin N10» o0CcTaBUTb NYCTbIMK, U MO NPOTOKONY
DHCP He 6yayT nosyyeHbl onumn 43 unun 66, 67 ¢ ykasaHMeM MecTonosioxKeHua atux ¢annos — URL daiina
KOHOUrypaumm 6ynet umetb BUA;

tftp://update.local/taulm.cfg,
a URL ¢aina NO:
tftp://update.local/taulm.fw.

Ecnu BbibpaHo 3HayeHue «DHCP options», URL dainos KoHdUrypaumm n nporpammHoro obecneyeHumsn
nssnekatotca ns DHCP-onuuit 43 (Vendor specific info) unm 66 (TFTP server) n 67 (Boot file name), ans yero B
ycnyre VIHTepHeT A0/KHO ObiTb YCTAaHOB/JIEHO NosydYeHuWe agpeca no npotokony DHCP (dopmat u aHanms
DHCP-onuuit byaet npueeaéH Huxe). Ecnn ns DHCP-onuuii He yaaetca onpeaennTb Kakon-HMbyab napameTp
URL — ana Hero ncnonb3yeTtca 3aaHHOE 3Ha4YeHUe No YMOJTYaHUIO:

e Anf npoTokona: tftp;

e ans agpeca cepsepa: update.local;

e ANf MMeHU dpalina KoHourypauum: taulm.cfg;

e ONA UmeHu daina nporpammHoro obecneveHus: taulm.fw.
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dopmart onuum 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5]|<server_url>|6]|<config.file>| 7| <firmware.fil

e>
1 - Koa aapeca cepBepa aBTOKOHOUTYPMPOBaHMA No NpoTokosy TR-069;
2 - KOoA4 ANA YKa3aHua napameTpa Provisioning code;
3 - Koa, MMmeHu Nonb3oBaTeNA ANA aBTopmusaummn Ha cepsepe TR-069;
4 - Kog, napona ana asTopmsaummn Ha cepsepe TR-069;
5 - Koa agpeca cepBepa; aapec cepsepa 3aaaetca B popmate URL: tftp://address uam http://address.
B nepsom BapuaHTe yKkasaH agpec cepsepa TFTP, Bo BTopom — HTTP;
6 - Kog UMmeHu dalina KoHpUrypauuu;
7 - ko4 umenu daiina No;
"|" - obsA3aTeNbHbIN pa3AenUTeNbHbIN CUMBOA MEXAY KOAamMK U 3HaYeHUAMU NoA0NLNNA.
Ona aBToKoHUrypuposaHusa no npotokony TR-069 nogonuuu 1, 3 u 4 6yayT NpuUMeHATbCA, KOraa B
' pasgene aBTOKOHPUrypupoBaHUA Ha ocHoBe npoToKona DHCP 6yaet BbibpaH npuoputetr ns DHCP-
onuui.

Anroputm onpeaeneHua napameTpos URL ¢aitnos KoHoUrypaumm n nporpammHoro obecneueHus us
DHCP-onuui 43 1 66, 67

1 Wuuumanusauyma DHCP-obmeHa

Mocne 3arpysku ycTpoiicteo nHnummnpyet DHCP-obmeH.

2 Ananms onuumn 43

Mpwn nonyvyeHmMm onumm 43 BbINOAHAETCA aHaNM3 NOZ4ONUMA C Kogamu 5, 6 1 7 ¢ uenbio onpegeneHms
agpeca cepsepa U UMEH $ainioB KOHOUIYpaLUM U MPOrPaMMHOro obecrnedyeHus.

3 AHanus onuuu 66

Ecam onuma 43 ot DHCP-cepBepa He nosyyeHa AMbO nosyvyeHa, HO U3 Heé He yAanocb U3B/eYb agpec
cepBepa — OCYLEeCcTBAAETCs NOUCK onumm 66. Ecnu uma daiina MO TakkKe He yaanocb NoAyyYntb —
OCYLLECTBNIAETCA MOUCK onumn 67. U3 HUX U3BIEKAKOTCA COOTBETCTBEHHO agpec cepsepa TFTP v nyTb K dainay
MNO. fanee ¢annbl KOHOUTYpaLUKM N NPOrpaMMHOro obecneyeHns ByayT 3arpy*KaTbca C agpeca U3 onuun 66
no npotokony TFTP.

Oco6eHHOCTU 06HOBNEHUA KOHGUTypaLun

®ain KoHPUrypaumm fomkeH uMmeTb dopmar .tar.gz (B JaHHOM dopmaTe NPOUCXOAUT COXPaHEHME
KOHdUrypaumm uepes web-uHTepdeiic B 3aknagke «Cuctema» — «YnpasieHue KoHbUrypaumein»).
3arpy»eHHas ¢ cepsepa KOHPUrypauma NpMMeHAETCA aBToOMaTMYeckn 6e3 nepesarpysku ycTpoucTsaa.

OcobeHHOCTM 06HOBNEHMA NpOorpamMmMmHOro obecneyeHus

dann nporpammHoro obecneyeHua AoMKeH MmeTb popmaT .tar.gz. Mocne 3arpysku darnna MO
OCYLLECTBNAETCA €ro pacnakoBKa U NpoBepKa Bepcun (no cogepxumomy daiina version B tar.gz-apxuse).

Ecnu Tekywan Bepcma nporpammHoro obecneyeHuns coBnagaer c Bepcueit $aiina, NoayYeHHOro no
npoTtokony DHCP, o6HoBneHne MO npoussoauTbc He byaer. O6HOB/AEHME MNPOM3BOAMTCA TONbKO B
cNyyae HecoBnageHua sepcuit. O 3anyweHHOM npoLecce 3anmMck obpasa nporpammHoro obecnevyeHums Bo
flash-namatb ycTpoitcTBa cBMAETENLCTBYET MOOYEpeaHOe LMKAMYECKOe MUraHue MHAuMKatopa «Power»
3e/1eHbIM, OPaHXEBbIM M KPaCHbIM LBETOM.

He oTKnlouaiTe NUTaHME U He Meperpy}Kaiite yCTPOUCTBO BO BpemA 3anucu obpasa Bo flash-namarb.
' [aHHble AeACTBUA NpuBeAyT K YacTMYHOM 3anucu MO, 4To paBHOLLEHHO NMopue 3arpy3o4yHOro paspena
ycTpoicTBa. [anbHelwaa pabota ycTpoiictBa 6yaeT HeBO3MOXHAa. [ BOCCTaHOB/EHMA
paboTocnocobHOCTU YCTPOIICTBA BOCNO/Ib3YUTECh UHCTPYKLME, KOTopas NpuBeAeHa B pasgene 6.
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6 nNPOUEAYPA BOCCTAHOBJIEHMA CHUCTEMbI NOC/NE CbOA TMNPU  OBHOBJEHUU
NMPOrPAMMHOIO OBECNEYEHUA

Ecnv npu BbINOAHEHUW NpoLueaypbl 06HOBAEHWA NPOrpaMmmMHOro obecneuyerus (depes web-uHTepdeiic
WM Yepe3 MexaHM3M aBTOMaTMYeCKoro OOHOB/MEHWA Ha ocHoBe npoTokona DHCP) npousowen c6ol
(Hanpumep, 13-3a CNy4YaMHOrO OTK/OYEHUA MUTAHWA), B pe3y/bTaTe Yero dasnbHeilwas paboTa ycTpoicTea
CTaNa HeBO3MOKHOM (MHAMKATOP «Power» NOCTOSHHO FOPUT KPAcHbIM LLBETOM), BOCMO/Ib3YATECH CleayoWwmnm
aNIrOPUTMOM BOCCTaHOBAEHNA PaBOTOCNOCOHOHOCTM YCTPOMCTBA:

e Pacnakyiite apxmB ¢ paniom NporpaMmmHoOro obecneyeHums.

e Mopkntoumte MK K nopty WAN ycTponcTBa, yCTaHOBUTE Ha ceTeBOM WHTepdelice agpec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knueHTa (ana Windows peKomeHayeTcs WCNo/ab30BaTb Mporpammy
Tftpd32), B KauyecTBe agpeca YyAanéHHOro xocTa ykaxkute 192.168.1.6, a ana nepepauu
BblbepuTe pain linux.bin N3 pacnakoBaHHOro apxmBa NPOrpaMmMHOro obecrneyeHums.

e 3anycTuTe KOMaHAy OTNpaBKu ¢aiifa Ha yAaneHHbIn XocT (komaHaa Put). [onkeH 3anycTutbea
npouecc nepegayn panna Ha yctpornctso TAU-IM.IP.

e Ecau npouecc nepegaun daina Havyanca — AOKAMTECH €0 OKOHYaHMsA, nocne yero TAU-IM.IP
Npou13BeAeT 3anucb NporpammHoro obecrneyeHms B NamsaTb M aBTOMATUYECKM BbINOJHUT 3aMnycK
cucTembl. Bpema 3anmMcu cocTaBaseT OKono 5 muHYyT. O6 ychnewHOM BOCCTaHOB/IEHUM
YCTPOICTBA CBUAETENbCTBYET OPAHIKEBbIN MK 3eneHbli LBeT nHAnKaTopa «Power». Mpu aTom
Ha YCTpPOWMCTBE coxpaHaeTca KoHdurypaums, Kotopas 6biia go cb6oa. Ecnm nogknwoumtbea K
YCTPOMCTBY He yaaéTca — npounsseamTe cbpoc 40 3aBOACKMX HACTPOEK.

e Ecam npouecc nepefaun daina He Havancs, ybeauTecb B KOPPEKTHOCTM CETEBbIX HACTPOEK
KOMNbtoTepa M nonpobyiiTe ewe pa3. B cnyyae HeyZaum ycTpoiicTBO HEOBXOAMMO OTNPABUTL B
PEMOHT /IMb6O BbLINOJIHUTL BOCCTAHOBJ/IEHWE, MOAKAYMBLINCL K ycTpolictey no COM-nopty
yepes crneumanbHbIi aganTep (NpY ero Haanuum).
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NPUNOXEHWUE A. PACYET A/IUHbI TENE®OHHOMN JINHUN

Tabanua 6 — 3aBUCMMOCTb 3IEKTPUYECKOTO CONPOTMBAEHUA 1 KM Lienelt abOHEHTCKMX KabenbHbIX NNHUA
NOCTOSHHOMY TOKY NpKU TeMnepaType oKkpyrKatowel cpeabl 20°C oT npumeHaemoro Kabens.

Mapka Kabena ana AJINMC Anametp AneKTpuyeckoe AnvHa nnHun AnnHa
KUbl, MM conpoTtueneHue (apyrue TA), Km NNHUK
1 Km uenu, Om, (TA Pycb), Km
He 6onee
TNA, TNMsn, TAN3, TMAMN>an3, 0,32 458,0 3,537 1,528
TNMNB, TAM anb, TMNM3B6, 0,40 296,0 5,473 2,365
TANBr, TNNanblr, TANB6LLUN, 0,50 192,0 8,438 3,646
TNNanB6LUN, TNN366LLUN, 0,64 116,0 13,966 6,034
TNN3snB6LWUn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36r 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, Tb, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlWn, TALRN 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCrn, KCn3nmn, KCnne, 0,90 56,8
KCM3np, KCnnr, KCN3rir,
KCMN3MK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPON3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMDbI

Mepuoanyeckn BO3HUKAET HeobXoAMMOCTb NpPW CTapTe YCTPOWMCTBA BbINOAHATL oOnpeaenéHHble
OEeNCTBUA, KOTOpble HeMb3A OCYLLECTBUTb 3aJaHMEM OnpefeneHHbIX HacTpoek yepes dann KoHdpurypaumu.
Ons atoro cnyyas B yctpoictee TAU-IM.IP npeaycMOTPEHa BO3MOMKHOCTb Yepe3 KOHGUTYypauuoHHbI ¢aiin
HAacTPOUTb 3amMyck MPOWU3BONBHOFO CKPUMTA, B KOTOPbIA MOXKHO MOMECTUTb JII0BYI0  Kefaemyto
nocnefoBaTeIbHOCTb KOMAHA.

[lns 3anycka Npou3BO/IbHOrO CKPMNTa B daitnie KoHOUrypauum co3aHa CeKkuma HaCTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuus «Enable» paspewaeT (ecam 3HaveHune 1) nam 3anpeuwaet (ecnm 3HadeHune 0) 3anyck CKpunTa, NyTb
K KOTOPOMY YKa3aH B napameTtpe URL.

3anycKaemblii CKPUMT MOKET pacrnofiaratbCA Kak Ha yaanéHHOM cepBepe, Tak U Ha camom ycTpoiictee. C
YAANEHHOro cepBepa CKPUNT MOXKET ObITb 3arpyeH nocpeacrsom npoTokosios HTTP nan TFTP. PaccmoTtpum
npumepsbl dpanaa KoHOUrypaumm 4na 3anycka NoAb30BaTENbCKOTO CKPMMTA C Pa3HbIX MCTOYHMKOB.

1 3anyck c HTTP-cepsepa

Ons 3anycka ckpunta ¢ HTTP-cepBepa Heobxoammo B napametpe URL yKasaTb MOAHbIA MNyTb K
daiiny B popmarte HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne cTapTa ycTpoictea ¢aiin script.sh, xpaHawminca B Katanore user-script no
agpecy 192.168.0.250, asTomaTnyeckn 3arpysutca no npotokony HTTP ¢ ykasaHHoOro cepsepa,
nocne yero 6yaeT nponsseaéH ero 3anyck.

2 3anyck c TFTP-cepsepa

[ns 3anycka ckpunTta ¢ TFTP-cepBepa Heobxoammo B napameTpe URL ykasaTb MOAHbIA NyTb K
dainy B popmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crtapta ycTpoictea dain script.sh, xpaHawmiica B Katanore user-script no
agpecy 192.168.0.250, aBTOMaTMYECKM 3arpy3ntca no npotokony TFTP ¢ yKasaHHOro cepsepa,
nocne yero byaeT nponsseséH ero 3anyck.

3 3anycK NOKanbHOro CKpMNTa

Beuay ocobeHHocTel $alinoBON CUCTEMbI JIOKaNbHbIM CKPUNT AO/XEH pacrnonaratbCa TOJ/IbKO B
KaTanore /etc/config, Tak KaK TO/IbKO COAEPKMMOE 3TOrO KaTajsora COXpaHAeTca nocne
nepesarpysku yctpoiicrea. CKpunT B KaTasnore /etc/config morKHO cosgaTb M6O C MOMOLLBHO
penaktopa vi, "Mbo 3arpysnTtb ero c BHellHero TFTP-cepsepa (KomaHpoi tftp —gl user.sh <TFTP-
server address>). lMocne co3gaHWsA CKpUNTa emy HeobXoAMMO Ha3HauMTb NpaBa Ha 3anycK
KomaHgoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ona 3anycka N0KasbHOro CKpMnTa MMeeT BUA;:

URL: “File://etc/config/user.sh”

BaKHO OTMETUTb, YTO MO/Ib30BATENbCKUIA CKPUNT A0/MKEH HaUMHATLCA ¢ AMpeKTmsbl #!/bin/sh.
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NPUNOMXEHMUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXMME

Ha yctpoiictBax TAU-1M.IP, HaunHaa c Bepcum 1.14.1, MmeeTcs BO3MOMKHOCTb HACTpPavMBaTb OMNUMM,
nosnydaemble DHCP-KnMeHTaMM Ha pasHbIX MHTepdencax.

TonbKo ‘ Internet + VolP Internet + VolP + Managment
Option uHTEpderc
T Internet VolP Internet VolP MNG
1 = Subnet Mask + ‘ + o
3 = Router + ‘ + + + + +
6 = Domain Name
+ + + + + +
Server
12 = Host Name + ‘ - - ) +
15 = Domain Name + ‘ - - ) "
26 = Interface MTU + ‘ + + + +
28 = Broadcast
+ + + + + +
Address
33 = Static Route + ‘ + + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + - S o +
Servers
42 = Network Time
+ + - - - +
Protocol Servers
43 = Vendor-Specific
. + + - - - +
Information
66 = TFTP Server
+ + - - - +
Name
67 = Bootfile name + ‘ + - - ) +
120 = SIP Servers + ‘ - + - + -
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npusegeHHon Tabnuue, onumm 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmsatbca DHCP-
KAMEeHTaMW ANA Kaxaoro cabuHtepdeica. COOTBETCTBEHHO, JAaHHble onNuuMM 6yayT WHAMBMAYANbHO
NPUMeHeHbI ANnA Kaxaoro cabuHTtepdeiica. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpalinBaTbca U1
NPUMEHATLCA TONbKO Ana ogHoro DHCP-KnMeHTa, Tak Kak OHM obllecucTteMHble, T.e. He NPUBOAAT K HacTPOliKe
ceTeBOro MHTepdeiica.

KoHdurypaumio crnvcka 3anpawivMBaemblX OMNUMI MOXKHO M3MEHATb, M XPaHWUTCA OHa, Kak M Bce
OCTa/ibHble HacTPOMKK, B KOHPUrypaumuoHHom daine: [etc/config/cfg.yaml. Mo ymonuaHmio cnvcku onumii He
nponucaHbl (B KoHoUrypaumm — cnegywowan 3anuce: DHCPOptionList: ""), 3To 3HauuT, 4TtO ONUUK
3anpaLlnBaOTCA U MPUMEHAIOTCA COMIacHO NPUBEAEHHOW Bbilwe Tabauue.
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Cnocobbl peaaKTMPOBaHUA KOHPUrypaLuumn
L. C nomoLwblo peaaKkTopa vi

1. Cnucok onuuii ana wuHtepdeica Internet 3apaértca B napametpe DHCPOptionList cekuuu
Internet=>Network.

2. Cnucok onuui pna wuHtepdeitica VolP 3apaétca B napameTrpe DHCPOptionList cekuum
Voip=>Network.

3. Cnucok onumit ana uHtepdelica Management 3agaétcs B napametpe DHCPOptionList cekunmn
System=>ManagementVLAN.

Mocne PenakKTUpPOBaHUA N COXPAHEHUA B peaaKTope vi HeOGXO,ﬂ,MMO BbINOJIHUTb Caieaytouime KomaHAabl:

1. reloadcfg — npvmeHAeM W3MEHEHHYID KOHdUrypauuio B paboTy, pesynbTaT BbINOJHEHUSA
KOMaHAbl AonKeH 6bITb "Configuration accepted"”;
2. save — cOXpaHAEM U3MEHEHHYIO KOHOUIypaLmMsa B SHEPrOHE3aBUCUMYIO MaMATb.

KomaHgy save MOXHO BbINOAHATb TOJIbKO B C/lyyae YCNEWHOro BbINOJIHEHUA MNpeAabiayLlei
KomaHgbl. Ecam npu BbinonHeHun KomaHgbl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLyeHo.

'-

1. C nomoLblo KOMmaHabl setconf

[aHHbIA MeTon — peKomeHayembln. TakKe OH u3baBaseT oT HEOOXOAMMOCTU BbINOJHEHUSA KOMAHZ,
reloadcfg u save. getconf (BbiBeCTM Ha 3KpaH TeKkyluyo KoHduUrypaumo) u setconf (ycTtaHOBUTL 3HaUYeHUe
napameTpa).

Mpumep 1. HeobxoamMmo noayumTsb 3HadeHne DHCPOptionList:
ans uHtepdelica Internet

getconf Internet.Network | grep DHCPOptionList

ana nHtepdeiica VolP

getconf Voip.Network | grep DHCPOptionList

anAa nutepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionList

MNpumep 2. Heobxo04MMO Ha3HAYUTb HEKOTOPbIN CMIMCOK ONUMIA:
ana nntepdenca Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ana untepoeiica VolP (HasHayaem CNMCOK ONUMIA NO YMONYAHUIO)

setconf Voip.Network DHCPOptionList ""

ans uitepdeiica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1l. KoHdurypupoBaHue Ha NnepcoHaIbHOM KOMNbloTepe

MpenBapuTenbHO CKaumBaeTca KoHdUrypauusa c yctpoictea Ha MK (yepe3 web-uHTepdeiic), panee ¢

nomoLblo Nt060ro TEKCTOBOrO pefaKkTopa MEHAHTCA 3HAYeHMs, COXPAHAIOTCA M3MEHEeHMs. 3aBepLUalowmm
3TanoM IB/IAETCA 3arpy3Kka MU3MeHEeHHON KOHOUIypaunm B YCTPOICTBO.

!

Mcnonb3oBaHue AaHHOrO MeToAa He peKOMeHAyYeTcA.

Mpasuna pepgaktnposaHua DHCPOptionList

BanngHble 3HauveHua: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

Onuun B napameTtpe DHCPOptionList yKa3biBaloTca Yepes 3ansaTyo U 6e3 npobesioB mexay onumamu,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

Mopsagok cneposanus onumii B DHCPOptionList HeBaxeH;

Kaxpgas us onuuii 12, 15, 40, 41, 42, 43, 66, 67, 120 MmoXKeT ObITb 3anpoLleHa 1 NPUMEHEHbI TOJIbKO C
oAHoro nHtepdemnca;

Onuumn 1, 3, 6, 26, 28, 33, 121, 249 moryt 3anpawwusatbca DHCP-knneHTammn Ana Kakaoro
cabuHTepdodelica;

Onuumn 66 1 67 fONKHbI ObITb YKa3aHbl Ha O4HOM U TOM e UHTepdeice;

Ecaim B DHCPOptionlList HM4yero He ykasaHO, TO TOr4a CAMCOK 3anpaliMBaemblX OnuuMn — To
YMO/IYaHMIO (C y4eTOM NyHKTa 8);

Ecnm B DHCPOptionList ykasaHbl onumu (M3 NyHKTa 4), KOTOpble NO YMOJYaHWUIO 3anpallMBaloTCs C
apyroro wuHTepdelica (Ha kKotopom DHCPOptionList He 3anonHeH), To TOrga onuuu 6yayT
3anpalnBaTbCs ¢ NepBoro MHTepdeica, a Ha BTOPOM — AaHHble ONuMK ByayT UCKAIOYEHbI U3 CMIMCKA
no ymosiyaHuio *;

Ecnv ana nHtepdeinca 8 DHCPOptionList ykasaH cnvcok onumin, To ByayT 3anpalimMBaThCA TObKO 3TH
onuuu;

10 Onuwuto 1 B DHCPOptionList Henb3A yKasbiBaTb, OHA 3anNpaLUMBAETCA U NPUMEHAETCA BCeraa M co Bcex

NHTepdeNCcoB HE3aBMCUMO OT NMPOYNX HACTPOEK.

Ecnn Kakoin-nMbo M3 NyHKTOB HapylweH, TO NpuM MNPUMEHEHUMU KOHurypaumm 6yaet BbiBELEHO
coobueHne "Configuration not accepted”. OwWMOKY B KOHPUIypaUUM MOXKHO Yy3HATb, €C/N BKAOYUTbL J10TU
configd, Torma npu npumeHeHun KoHUrypaumm OyaeT noApobHO YyKasaHa MNpUYMHA, NO  KOTOPO#
KOHOUIypauma He MPUMEHEHa.

* Mpumep K NyHKTY 8:

Jdonyctnm, ana nHtepdeica internet ykasaH cieayroLlmii CiMCOK onumii:
Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"

A ana nHtepderica management HM4Yero He yKasaHo: System.ManagementVLAN.DHCPOptionList:

Toraa,

cornacHo NYHKTY 7, AO1KeH 6bITb 3anpouieH CNMUCOK OI'ILI,VIVI no YMOTYaHUIO

3,6,12,15,26,28,33,40,41,42,43,66,67,121,249, HO TaK Kak onuua 12 ykasaHa siBHO Ha uHTepdeice Internet, To
M3 3TOro CNMCKa OHa byaeT UCKAtoYeHa.
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B nTOre cnvcku ByayT BbIrAAETb ciegyowmm obpasom:

3HauyeHue napamertpa: Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"
3anpalumMBaemsblit cnncok onumin: 1,3,6,26,28,33,121,249,12

3HauyeHue napametpa: System.ManagementVLAN.DHCPOptionlList:
3anpalumBaemsbliit cnncok onumit: 1,3,6,15,26,28,33,40,41,42,43,66,67,121,249

V Nocne pepaktmposaHua DHCPOptionList pekomeHayeTcs nepesarpyska ycrpoiictBa. [o
nepesarpysKu KOppeKTHasA paboTa ycTpoicTBa He rapaHTUpyeTCA.
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHWA TEXHMYECKOM KOHCY/AbTaUMM NO BOMpoOcam 3KcnayaTaumm obopyaoBaHua 00O
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbca B CEPBUCHDBIN LLEHTP KOMMNAHUN:

dopma obpatHoit cBasn Ha cauTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduumanbHOM cailTe KOMMAHMM Bbl MOXKETE HANTU TEXHUYECKYIO AOKYMEHTAUMIO M NPOrpammHoe
obecneyeHne ana npoaykumm 00O «lMpeanpusatue «3INITEKC», obpatntbcs K 6ase 3HaHWMN, OCTaBUTb
MHTEPaKTUBHYIO 3aABKY WM MNPOKOHCY/NbTUPOBATLCA Y WHXKeHepoB CepBMCHOrO LEHTpa Ha TeXHUYECKOM

dopyme:

OdurumanbHbI canT KomnaHum: https://eltex-co.ru/

TexHnueckuit popym: https://eltex-co.ru/forum

Ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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