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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

1 BBepeHue

* AHHOTauusa

* LleneBas aygutopus

* YCcnoBHble 0603HaYeHMs

+ [puMeyaHns n npegynpexaeHns

1.1 AHHOTauus

B HacToslLee Bpemsi 0CyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI MO NOCTPOEHUIO ceTell cBa3n. OaHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SBNAETCA CO34aHNEe HAaAEXHbIX U
BbICOKOMPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMISTCA ONOPHBLIMU B MHOFOC/10MHOW
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

CepBucHble MapLUpyTU3aTopbl cepun ESR MOryT ncnosib3oBaTbCA Ha CETAX KPYMHbIX NPeanpusaTuin u
npeanpusaTUsiX Masioro u cpeaHero 6usHeca (SMB), B onepaTopckmx CETSX. YCTpoiicTBa o6ecrneunsarot
BbICOKYO NPOV3BOANTENBHOCTb, BLICOKYHO NPOMYCKHYI0 CMOCOGHOCTb 1 NOAAEPXKMBAIOT (DYHKLMN 3aLUNTbI
nepefaBaemMbliX JaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fokeHbl HazHaueHne, TEXHUYECKNE XapakTePUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKM, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
nporpaMMHOro o6ecneyeHunsi CEpBUCHOIO MapLupyTusartopa cepum ESR (ganee mapLupytusartop uim
YCTPOIACTBO).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSAOLWEro
YCTaHOBKY, HACTPOIKY 1 MOHWUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaAHNIO CUCTEMbI U 06HOBNEHNIO 0. KBanimdmkauusi TEXHUYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTekoB NpoTokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteii.

1.3 YcnoBHble 0603HauYeHus

O6Go3HaueHne OnucaHue

[1 B KBafpaTHbIX CKOGKax B KOMAHAHOW CTPOKE YKa3bIBaTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeA0CTaBNAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B churypHbIx cKobKax B KOMaHAHOM CTPOKE YKa3bIBalOTCSt BO3MOXHbIE
o6s3aTe/bHble NapamMeTpbl. Heo6XoAMMOo BbIGPaTh OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKM B ONUCaHNM KOMaH bl UCMOSb3YHTCS NS YKa3aHus
[ManasoHoB.

«=»

«|» [aHHbI1 3HaK B onvcaHuy KoMaHabl 0603HAYAET <N,

MonyXupHbIii WpudT MonyXX1pHbIM WPUTOM BblAeNEHbI MPUMEYaHNs, NpeaynpexaeHnst uim

MHdhopMaums.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

O6Go3HaueHne OnucaHue

<MonyxupHslli Kypcus> MoNyXUPHbLIM KYPCUBOM B YIN0BbIX CKOBKAX YKa3blBaOTCS Ha3BaHWs
KnaBuLW Ha KnaBmarype.

B pPaMKax C TEKCTOM yKa3aHbl MPpUMeEpPbI U pe3y/ibTaTbl BbINMO/IHEHUA
TeKCcT B pamke KOomaHg,

1.4 NMpumeyaHus n npeaynpexaneHna

& TpumeuaHus cogepxat BaXHy UH(OPMaLUIO, COBETbI UMM PEKOMeHAAaLMN Mo
NCNoNb30BaHUIO U HACTPOiike yCcTpoicTBa.

© nNpeaynpexpaeHnsa NHGOPMUPYIOT NO/bL30BATENA O CUTYaUUAX, KOTOPbIE MOTYT HAHECTU Bpey,
YCTPOWCTBY WU/IN YENOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa Uiu NoTepe AaHHbIX.

® WHopMaymsa cogepXxuT crnpaBoyHble JaHHbIe 06 UCMOb30BaHUN YCTPOCTBA.
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CepBUCHblE MapLUPYTM3aTopbl cepui ESR. PyKOBOACTBO MO aKCM/lyaTaLmm

2 OnucaHve nsaenuii

* HasHaueHune
* OYHKUUK

®YHKLMN nHTepdeiicoB

®yHKumn npu pabote ¢ MAC-agpecamun

®YHKL MM BTOPOro ypoBHSA ceTeBoli mogenu OSlI
®YHKLMN TpeTbero ypoBHs ceteBoli mogesnn OSI
®YHKLMN TYHHENMPOBaHUS Tpadmka

®YHKLMN yNpaBIeHNs U KOH(PUIryprpoBaHus
®YHKLMN CETEBOW 3aLUNTDI

* OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM
* KOHCTPYKTMBHOE UCMOJHEeHMe

KoHCTpykTMBHOE ucnosiHeHne ESR-3300
KoHcTpykTrBHOE ucnosiHeHe ESR-3200L
KoHCTpykTMBHOE ucrnosiHeHne ESR-3200
KoHCTpykTMBHOE ucnosiHeHne ESR-3100
KoHCTpykTMBHOE ucnosiHeHne ESR-1700
KoHcTpykTBHOE ucnosiHeHe ESR-1511, ESR-1500
KoHcTpykTrBHOE ucnosiHeHne ESR-1200, ESR-1000
KoHcTpykTrBHOE ucnosHeHne ESR-200, ESR-100
KoHcTpykTMBHOE UcnosHeHne ESR-31
KoHCTpykTBHOE UcnosiHeHne ESR-21
KoHcTpykTrBHOE ucnosiHeHne ESR-30, ESR-20
KoHCTpyKTMBHOE ucrnosiHeHne ESR-15VF
KoHcTpykTrBHOE UcnosiHeHne ESR-15R
KoHCTpyKTMBHOE ucnosiHeHne ESR-15
KoHCTpyKTMBHOE ucrnosiHeHne ESR-12VF
KoHCTpykTMBHOE UcnosiHeHne ESR-12V
KoHCTpykTMBHOE ucnosiHeHne ESR-10

CeToBasi MHAMKaLUns

* KomMnaiekT nocrtaBku

2.1 Ha3HaueHue

YcTpoiictea cepum ESR ABNSOTCA BbICOKONPOM3BOAUTENBbHBIMU MHOMOLENEBLIMU CETEBbLIMU
MapLupyTM3aTopamMu. YCTpolicTBa 06beauHsieT B cebe TpaanuMOHHbIe ceTeBble DYHKLMM N KOMMNIEKCHbI
MHOTOYPOBHEBbIA MOAX0A, K 6€30MacHOCTM MapLipyTnsaLumm, 4To No3BoAsSeT 06ecnevnTb HaAEeXHYH0 3alnTy

018 KOpNopaTuBHOI cpefbl.

YCTpoiicTBa NnogaepxmBatoT OyHKLMM MEXCETEBOIO 3KpaHa A1 3aluTbl CETU OpraHM3aLun u cBoeli ceTeBoli

NHPpacTPYKTYpbl, & TaKKe COYETalOT B cebe HoBelume cpeacTaa obecneveHns 6e30nacHOCTU AaHHbIX,

LUINCOPOBAHUS, ayTEHTUDUKALIMA 1 3aLLUTbI OT BTOPXXEHMWIA.

MapLpyTnsaTopbl cogepxaTt B cebe cpefctsa A1 NPorpamMmmMHO 1 annapatHoil 06paboTkM AaHHbIX. 3a cyet

ONTUMaJIbHOTO pacnpeneneHvs PyHKLmii 06paboTKn AaHHbIX MeXAy YacTsaMuM YCTPOICTBa AOCTUraeTcs

MaKkCnmMasibHasa Nnpon3BoaANTENIbHOCTb.
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2.2 ®PYHKUMU

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

2.2.1 ®dyHKuumn nutepdeiicos

B Tabnuue 1 npuBeaeH CNMCoK dOyHKUUI MHTEPMENCOB YCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBa

OnpepgeneHve
NOJIIPHOCTU
NoAK/MIoUEeHUs
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

YnpaBsneHune
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHanoB

(LAG, Link
aggregation)

ABTOMaTM4YECKOe onpeaeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSMoro
NOAK/THOYEHMS.

+ MDI (Medium Dependent Interface — npsimoii) — cTaHAapT kabenei ans NoAK/IUYEHN
OKOHEYHbIX YCTPOIACTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblii) — cTaHAapT
kabenein Ans NoAKIYEHNS KOHLEHTPATOPOB 1 KOMMYTaTOPOB.

MeTos 06paTHOro AaBMEHNS UCMOML3YETCA HA NOMYAYNIEKCHBIX COEAVHEHMSIX A1S
perynnpoBaHusi OTOKa AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONNU3niA. MeToz
no3Bo/IfeT n3bexaTb NnepenosiHeHust GydpepHoit NamMsTV YCTPOCTBA U NOTEPU AAHHbIX.

YnpaBneHne NoToKOM NO3BOMSIET COEAUHSATL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. [I/151 NpeoTBpalleHnst NnepenosiHeHmns 6ydoepa HU3KOCKOPOCTHOE
YCTPOIACTBO MMEET BO3MOXHOCTb OTNPaBsATh nakeT PAUSE, TeM cambIM MHchopMupys
BbICOKOCKOPOCTHOE YCTPOIACTBO 0 HEOGX0AMMOCTM cAenaTb naysy npu nepegaqe nakeTos.

ArperupoBaHue (06beayHEHNE) KAHA/IOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CNOCO6HOCTbL
KaHasia CBSI3V 1 NOBbICUTb €r0 HAAEXHOCTb.

MapLupyTursaTop nogaepXxmnsaer ctaTuyeckoe U AuHaMuyeckoe arpernposaHie KaHasoB.
Mpwn guHaMMyeckoM arpermpoBaHnm ucnosnb3yercs npotokon LACP gna ynpasneHus rpynnoi
KaHasos.

2.2.2 dyHKuum npu padorte ¢ MAC-agpecamu

B Tabnuue 2 npmuBeaeHbl yHKLMM yCTpoiicTBa npu pabote ¢ MAC-agpecamu.

Tabnmua 2 — ®dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
agpecoB

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTCcTBME Mexay MAC-agpecamu u nitepceincamm
YCTPOICTBA U MCNOMb3YeTCH A1 MapLUpyTU3aumumn NakeToB gaHHbIX. MapLupyTnsaTopbl UMeLoT
Tabnuuy emkocTblo oo 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHble MAC-agpeca ans
NCMNOMb30BaHUSA CUCTEMOIA.

17



CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Pexxum o6yueHuss  MAC-Tabnumua MOXeT cofepxatb M60 cTaTuyeckme agpeca, mbo agpeca, M3ydeHHble npu
MPOXOXAEHUM NAKETOB AaHHbIX Yepes3 YCTPONCTRO.

M3yuyeHne npomcxoamT 3a cyeT pernctpauun MAC-agpecoB oTnpaBuTeneil NakeToB C NPUBA3KON
nx k noptam 1 VLAN. Brnocnegcteum aTn gaHHble UCMo/b3YTCA /15 MapLupyTusaumm BCTPeUHbIX
nakeToB. Bpems xpaHeHusi 3apernctpmpoBaHHbix MAC-agpecoB orpaHnyeHo, ero
NPOLAO/IHKUTENBHOCTL MOXET HacTpamBaTbCa aAMUHUCTPATOPOM.

Ecnu MAC-agpec nosnydarensi, ykasaHHblii B NPUHATOM YCTPOWCTBOM nakeTe, OTCYTCTBYET B
TabnuLe, TO TaKoil NakeT OTNPaBAAETCs Aasiee Kak WMPOKOBeLLaTeNbHbI B npegenax L2-
CerMeHTa ceTu.

2.2.3 ®DyHKUUU BTOPOro ypoBHA ceTeBoil moaenu OSI
B Tabnuue 3 npmBeaeHbl PYHKLUM 1 0COBEHHOCTU BTOPOro ypoBHS (ypoBeHs 2 OSlI).
Tabnuua 3 — OnucaHne yHKUMIA BTOporo ypoBHS (ypoBeHb 2 OSI)

Nopgaepxka VLAN  VLAN (Virtual Local Area Network) — 3To cpeacTBo pasfaenieHnsi CETU Ha M30/IMPOBaHHbIe
cermeHTbl Ha ypoBHe L2. Micnonb3oBaHue VLAN nN0o3BONSET NOBLICUTbL YCTOWUMBOCTL PaboThl
KPYMHbIX CeTell 3a cUeT AeneHns nx Ha bosnee MeskMe CeTH, M30NMPoBaTb Pa3HOPOAHbIA Tpadmk
JaHHbIX Mexay cob0i 1 pelnTb MHOTMe Apyrue 3ajaun.

MapLupyTr3aTtopbl NOAAEPXKMBAIOT pPas3/iMyHblie cnocobbl opraHm3auumn VLAN:
+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTCTBMU C IEEE 802.1Q;

+ VLAN Ha 6a3e nopToB ycTpoiicTBa (port-based);
+ VLAN Ha 6a3e 1cnosib3oBaHnsa npasun knaccudukaumm gaHHbix (policy-based).

Mpotokon 3apgadeii npoTokona Spanning Tree ABASETCA UCK/IOUYEHNE N3ObITOYHbIX CETEBbIX COEAVHEHWUI U
CBA3yloLWero Np1BEAEHNE TOMOMOTNM CETU K APEBOBUAHOI. OCHOBHbIE MPMMEHEHMS MPOTOKO/1a CBSA3aHbI C
hepeBa npefoTBpaLLeHNeM 3aLMKIMBaHNA CETEBOO Tpadinka 1 ¢ opraHm3almeii pe3epBHbIX KaHa/10B
(Spanning Tree CBA3MN.

Protocol) !

T B TekyLueli Bepcun MO gaHHasA hyHKUMA NO4AepKMBAETCS TOMBLKO Ha MapLupyTusatope ESR-1000.

2.2.4 ®PYHKUMU TPETbEro ypoBHA ceTeBon mogenu OSI
B Tabnuue 4 npmBeaeHbl PYHKLUM TpeTbero ypoBHs (ypoBeHb 3 OSI).

Ta6nuua 4 — OnucaHne dyHKUMIA TpeTbero ypoBHsi (Layer 3)

CraTtuueckue IP- ALMWHMCTPATOP MapLIpyT13aTopa UMeeT BO3MOXHOCTb f06aBNATb U yaansaTb cTaTudeckne

MapLwpyTbl 3anucy B TabsmLy mMapLupyTmusaumn.

AnHamunueckasn MpOTOKO/bI AMHAMMYECKOW MapLUpyTM3aLumn NO3BOSHOT YCTPONCTBY 0OMEHNBATLCSA MapLUPYTHOWA

MapLpyTUu3auus nHhopmaumeil ¢ cocegHMMN MapLUpyTM3aTopamm U aBTOMaTUYeCKM COCTaB/IATb TabnnLy
MapLLpyTOB.

MapLipyTusarop nogaepxusaert cnegyowme npotokosbl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.
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Tao6nuua ARP

KnneHt DHCP

CepBep DHCP

DHCP Relay

TpaHcnAuuA
ceTeBbIX apecoB
(NAT, Network
Address
Translation)

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

ARP (Address Resolution Protocol) — npoTokon 15 BbISICHEHWS COOTBETCTBUS aflpECOB CETEBOTO
1 KaHasbHOro ypoBHel. Tabnuua ARP cogepXuT nHdpopmaumio 06 n3yyeHHOM COOTBETCTBUM.

CoO0TBEeTCTBME YCTaHAB/IMBAETCS HA OCHOBE aHa/i3a OTBETOB OT CETEBbIX YCTPOICTB, aapeca
YCTPOIACTB 3anpallnBaloTCs C NOMOLLbIO LUIMPOKOBELLATE bHbIX MAKETOB.

MpoTtokon DHCP (Dynamic Host Configuration Protocol) AaéT BO3MOXHOCTb aBTOMATU3POBAThL
ynpaB/ieHne CeTEBbIMY YCTPONCTBAMMU.

KnnenTt DHCP nosBonsieT mapLipyTusatopy nosyyarb CETEBOWN aApec U AOMNOHUTENIbHbIE
napameTpbl 0T BHewwHero DHCP-cepeepa. Kak npaBuno, 3ToT cnoco6 ucnosb3yeTcs ans
MOJTyYEHNS CETEBBIX HACTPOeK onepartopa ny6nuuHoii cetn (WAN).

Cepep DHCP npegHasHadeH ansa aBtomarm3aumm u LeHTpamsaumm KoHhUrypmpoBaHus
CeTeBbIX YCTPOMCTB.

PaswmelyeHrne DHCP-cepBepa Ha MapLUpyTM3aTOPE NO3BOJISET NOYYUTb 3aKOHUEHHOE PEeLLEHE
NS NOAAEPXKKN NIOKASIBHON CETU.

DHCP-cepBep, BXoAsLWii B COCTAB MapLUpyTU3aTopa, N03Bo/IsSET Ha3HavaTk IP-agpeca ceTeBbiM
yCTpoiAicTBaM 1 NepeaaBaTh A0NoSHATESbHbIE CETEBbIE NapaMeTpbl — aipeca cepBepoB, aapeca
LLI/I030B CETU U Apyrne HeobxoayMble NapameTpsbl.

®yHkuns DHCP Relay npegHasHaveHa on1s nepeHanpasneHmns WwypokoseLaresnbHbix DHCP
Discover-nakeToB 13 O4HOIO LUMPOKOBELLATE/IbHOTO JOMEHA B 0fiHOaapecHble (unicast) DHCP
Discover-nakeTbl B 4pyromMm LWMPOKOBeLaTe/IbHOM [JOMEHE.

TpaHcNAuMA ceTeBbIX afpecoB — 3TO MeXaHN3M, KOTOPbIV NO3BO/ISET Npeo6pasosbiBaTh IP-
afipeca v HoMepa NopToB TPAH3UTHbIX MAKETOB.

®yHKunA NAT no3BoNseT NCNoNb30BaTb MeHbLLEe Kon4ecTBo IP-agpecos, TpaHcanpys
Heckosbko IP-agpecoB BHYTPEHHER ceT B OAUH BHELUHWIA Ny6nnyHblii IP-agpec. Micnonb3oBaHne
NAT no3BonseT yBennunTb 3ayULLEHHOCTb JTIOKa/TbHOM CETU 3a CHET CKPbITMSA €€ BHYTPEHHER

CTPYKTYpBbI.

MapLupyTr3aTopbl NOAAEPXKUBAIOT crieaytolume BapuaHTsl NAT:

+ Source NAT (SNAT) - BbINo/IHSAETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUHKKA
npy NPOXOXAEHNW NakeTa B O4HY CTOPOHY 1 06paTHOW 3aMeHe aZpeca HasHauyeHus B
OTBETHOM MNakeTe;

+ Destination NAT (DNAT) — korga o6palleH1si U3BHE TPaHC/IMPYHOTCS MapLLpyTM3aTOPOM
Ha KOMMNbIOTEP NO/b30BaTe 1A B /IOKANIbHOW CETU, UMELLMIA BHYTPEHHWI agpec 1 NoToMy
HEZOCTYMHbIV U3BHE CETU HenocpeAcTBeHHO (6e3 NAT).
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

2.2.5 ®PyHKUMM TYHHeNupoBaHus Tpacuka

Tabnmua 5 — ®yHKLMU TYHHENNpoBaHua Tpadnka

MpoTtokonsbl
TYHHenpoBaHusi

TyHHeNnMpoBaHne — 3To CNoco6 NPeo6pasoBaHns NAKeToB AaHHbIX NPU Nepeaade ux no cetu, npu
KOTOPOM MPOUCXOAUT 3amMeHa, MoaudvKaums uimn fobaefeHne HOBOTO CETEBOTNO 3aro/loBKa
nakeTa. Takoli cnoco6 MOXET GblTb MCMO/b30BaAH [/1 COTfIaCOBaHWsS TPAHCMOPTHBIX NPOTOKO/I0B
MNPV NPOXOXAEHUN AaHHbIX Yepe3 TPaH3UTHYIO CETb, 1 CO3aHuUs 3allULLEHHbLIX COeANHEHWIA,
NPV KOTOPbIX TYHHE/IMPOBAaHHbIE laHHbLIE NOABEPraloTCA LNGIPOBAHMIO.

MapLupyTr3aTopbl NOAAEPXKMBAIOT Criedytolume BUabl TYHHENeN:

+ GRE - nHkancynauus IP-naketa/Ethernet-kagpa B gpyroii IP-naket ¢ go6asnenvem GRE
(General Routing Encapsulation)-3aronoBka;

+ IPv4-IPv4 — TyHHE b, NCNOMb3YIOLWUIA MHKANCYNaUno ncxogHbix IP-naketos B IP-nakeTobl €
OpYyrMMun ceTeBbIMU NapameTpamu;

+ L2TPv3 — TyHHenb ansa nepegaun L2-tpadmka ¢ nomollbto IP-nakeTos;

+ IPsec — TyHHesb ¢ WwndpoBaHueM rnepegaBaemMblX AaHHbIX;

+ L2TP, PPTP, PPPoE, OpenVPN — TyHHenu, Ucnosb3yrLwmnecsa ana opraHusaumm
yA&J/IEHHOro A0CTyna KNneHT-cepaep.

2.2.6 DYHKUUM yNpaBneHus U KOHPUrypupoBaHus

Ta6nuua 6 — OCHOBHbIE (OYHKLIMW YNPAB/IEHUS Y KOHPUIYPMPOBaHNSA

3arpyska u
BbIrpy3ka paiina
HaCTPOWKN

NHTepdeiic
KOMaHAHOM
ctpoku (CLI)

Syslog

CeTeBble
YTUIUTBI
ping, traceroute

YnpasneHue
KOHTpPONUpyemMbIM
[OCTyrnom —
YPOBHU
npuBuIerni

MapameTpbl YCTPONCTBA COXPAHAIOTCA B paiisie HacTPOIKW, KOTOPbIA COAEPXMUT AaHHble
KOHdhurypaumm Kak Bceii CUCTEMbI B LEE/IOM, TaK U ONpeAeneHHoro nopra yctpoicTea. Ans
nepegayv goainsioB MoryT ncnonb3oBarbcs npotokosnbl TFTP, FTP, SCP.

YnpaBneHue nocpeacteoM CLI ocyllecTBAsieTcs /IoKasibHO Yepes noc/iefoBaTe/lbHblii nopT
RS-232 nn6o yaaneHHo yepes Telnet, SSH. VHTepgeiic komaHaHoli cTpoku koHconm (CLI)
ABNAETCS NPOMbILLNEHHbIM cTaHaapToM. VHTepnpeTaTop CLI npegocTaBnsieT CnucoK KoMaHa, u
K/THOUEBbIX C/I0B f1/11 MOMOLLIM NOMb30BaTE N0 U COKPALLEHNI0 06beMa BBOANMbIX JaHHbIX.

MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMaLMOHHBIX COOBLLEHNIA O MPOMNCXOASLLMX B
cUcTeME COOBbITUSIX N BEAEHNE XypHana COObITUNA.

YTuUnuThl ping 1 traceroute — npeAHasHaueHbl 4151 NPOBEPKM AOCTYNHOCTY CETEBbIX YCTPOIACTB U
[Ns onpeaeneHnst MapLUpyToB nepegayn aaHHbIx B IP-ceTsix.

MapLupyTr3aTopbl NOAAEPKMBAIOT yNpaBeHne YpOBHEM AOCTYyNa Nosib3oBaTeneii K cucteme.
YpoBHM fOCTyna No3BossAT ynpasisaTe 30HaMU OTBETCTBEHHOCTU aAMUHUCTPATOPOB YCTPOWUCTB.
YpoBHM goctyna Hymepytotcs oT 1 4o 15, ypoBeHb 15 cOOTBETCTBYET MO/IHOMY AOCTYNY K
yNpaB/IEHNIO YCTPOINCTBOM.
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AyTeHTudukaums

CepBep SSH/
cepsep Telnet

ABTOMaTHyeckoe
BOCCTaHOB/IEHUe
KOHdpurypaumm

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

AyTeHTUhUKauus — 310 npoleaypa NPoBePKU NOASIMHHOCTM NoMb30BaTens. MapLipyT3aTopsi
NOALEPXMBAIOT CefyloLiMe METOAbI ayTEHTUMKALMN:

* NIoKasibHas — ANnsa ayTeHTudmnkKaumm cnosnb3yeTcs okanbHasa 6asa faHHbIX
nonb3oBaTesel, XpaHsiLasicsl Ha caMOM YCTPOWCTBE;

+ rpynnoBasi — 6a3a AaHHbIX N0sIb30BaTesieli XpaHNTCA Ha cepBepe ayTeHTugukaumun. Ans
B3aMMOZENCTBUSA C CEPBEPOM MCMONb3yoTcs npoTokonbl RADIUS n TACACS.

®yHKUMKM cepBepa SSH 1 Telnet no3BonsOT ycTaHOBUTL COEAUHEHUNE C YCTPOICTBOM A5
yNpaB/eHUs M.

YCTpoiicTBO NoAepXnBaeT aBTOMATUYECKYH0 CUCTEMY BOCCTAHOB/IEHUSI KOHpUTypaLImi, KoTopast
npefoTBpalllaeT cuUTyauun noTepuw yaaneHHoro AocTyna K YyCTPOCTBY NOC/e CMEHbI
KoHdourypaumu. Ecnv B TeueHue 3alaHHOIo BpeMeHn Noc/ie U3MeHeHNsl KOHQMrypawmm He 6b110
BBE/lEHO NOATBEPXAEHNE — NPOM30iiaeT aBTOMATUUYECKUiA OTKAT KOHAUIypauum 10 Npe/blayLero
CMOJIb30BABLLETOCS COCTOSHUSI.

2.2.7 ®DyHKUUM ceTeBOI 3aWUThbI

B Tabnuue 7 npuBeaeHbl (OYHKLMN CETEBOIA 3aLLUTbI, BbINO/IHAEMbIE YCTPOCTBOM.

Tabnmua 7 — ®yHKUMM CETEBOW 3aLLMUThI

30HbI
6e3onacHoOCTHU

dunbTpaumua
[aHHbIX

Bce nHTepdheiicbl MapLipyTusaTopa pacnpeaenstorcs no 3oHam 6e30nacHoOCTH.

[ns1 Kaxxaoli napbl 30H HACTpavBatoTCs NpPaBua, onpeaensiowmne BO3MOXHOCTb UK
HEBO3MOXXHOCTb MPOXOXAEHUSI AAHHbIX MEXIY 30HaMW, MpaBuia PUILTPaUuM Tpadmka gaHHbIX.

[nsa Kaxaon napbl 30H 6€30MacHOCTY COCTaBAsieTCA Habop npaBw/l, KOTOPbIE NO3BOSAOT
ynpaBnsTh unbTpaumein JaHHbIX, NPOXOAALLMX Yepe3 MapLUpyTm3aTop.

KomaHaHbIi HTepdieiic ycTpoicTea NnpegocTaBnsAeT CpeacTsa aAns AeTaslbHON HaCTPONKM

npasw/ Knaccudukauum Tpaurka v ansa HasHavyeHus pesynsTUPYIOLLEro peLleHns o nponycke
Tpaduka.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

2.3 OCHOBHbIe TEXHUYECKUue XapaKTepnuctuku
OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

VHTepgoeiichl ESR-3300 4 x T000BASE-X/10GBASE-R/25GBASE-R
4 x 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)
1 x Console RS-232 (RJ-45)
1 x MNopt OOB
1xUSB3.0

1 x Cnot ansa microSD-kapTbl

ESR-3200L 4 x T000BASE-X/10GBASE-R/25GBASE-R
8 x T0GBASE-R SFP+/1000BASE-X SFP
1 x Console RS-232 (RJ-45)
1 x MopT OOB
1xUSB 2.0

1 x Cnot ana microSD-kapTbl

ESR-3200 12 x TO0OOBASE-X/10GBASE-R/25GBASE-R
1 x Console RS-232 (RJ-45)
1 x MopT OOB
1xUSB 2.0

1 x Cnot ana microSD-kapThbl

ESR-3100 8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)
2xUSB 3.0

1 x Cnot ana SD-kapThl
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ESR-1700

ESR-1511

ESR-1500

ESR-1200

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x T0GBASE-R/1000BASE-X (SFP+/SFP)

2 x Pas3beM [/l yCTaHOBKM XeCTKOoro Avcka (6yayT noaaepxaHsl B
6YyayLLMX BEPCUSX)

1 x Console RS-232 (RJ-45)
1 x MopT OOB

2xUSB 2.0

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R/1000BASE-X (SFP+/SFP)

2 x 40GBASE-R (QSFP+)

1 x Console RS-232 (RJ-45)

1 x MNopt OOB

2xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

1 x MopT OOB

2xUSB 2.0

1 x Cnot gna SD-kapTbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
12 x Ethernet 10/100/1000BASE-T (RJ-45)

8 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ansa SD-kapThbl
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ESR-1000

ESR-200

ESR-100

ESR-31

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ana SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ana SD-kapTbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
6 x Ethernet T000BASE-X (SFP)

2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
3 x Serial RS-232

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ans microSD-kapTbl
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

ESR-30 4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)
1xUSB 3.0
1xUSB 2.0

1 x Cnot ana microSD-kapTbl

ESR-21 8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x T000BASE-X (SFP)
3 x MocnegoBatenbHblii nopT RS-232
1 x Console RS-232 (RJ-45)
1xUSB 3.0
1xUSB 2.0

1 x Cnot ana SD-kapTbl

ESR-20 2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
2 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x Console RS-232 (RJ-45)
1xUSB 3.0
1xUSB 2.0

1 x Cnot ansa SD-kapThbl

ESR-15VF 8 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)
1 x Console RS-232 (RJ-45)
4 x FXS

2xUSB 2.0
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ESR-15R

ESR-15

ESR-12VF

ESR-12V

ESR-10

Tunbl ONTUYECKNX ESR-3300
TpaHC/BEPOB

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 1000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x T000BASE-X (SFP)

1 x Console RS-232 (RJ-45)

3 x FXS

1 x FXO0

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x Console RS-232 (RJ-45)

3 xFXS

1xFXO

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 1000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

40GBASE-R QSFP+

TO0GBASE-R QSFP28
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

ESR-3200 TO00BASE-X SFP
TOGBASE-R SFP+

25GBASE-R SFP28

ESR-1511 TO000BASE-X SFP
TOGBASE-R SFP+

40GBASE-X QSFP+

ESR-3200L  1000BASE-X SFP
ESR-3100 10GBASE-R SFP+
ESR-1700

ESR-1500

ESR-1200

ESR-1000

ESR-31

ESR-30

ESR-200 TO00BASE-X SFP
ESR-100

ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12VF

ESR-10

JynnekcHblii v NONyAynaeKkCHbI PEXUMbI * LYNJIEKCHbIA U NOMYLYNSIEKCHbBIA PEXUMBI 4718 3NEKTPUYECKNX
nHTEpdelicos nopToB
* OYNJIEKCHbIA PEXUM A71S1 ONTUYECKKX MOPTOB
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MakcumanbHas
NponyckHasi CNOCOBHOCTb
MapLupyTmsartopa B
L2-pexume (npu
annaparHoii KoMmyTaLum)

CKopocTb nepefauu
[JaHHbIX

ESR-1700

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-3300

ESR-3200L

ESR-3200

ESR-1511

ESR-3100

ESR-1700

ESR-1500

ESR-1200

ESR-1000

ESR-31

ESR-30

ESR-200

ESR-100

ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12VF

ESR-10

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

160 réut/c

88 out/c

* anekTpuyeckne nHTepdeiicol 1/10/25 rémt/c
+ onTuyeckue nHTepgoeiicel 40/100 Féut/c

+ anekTpuyeckue nutepgoeiicel 10/100/25 Méut/c
+ onTuyeckue nHTepgericel 1/10 Fént/c

+ onTuyeckme nHtepgeicol 1/10/25 réut/c

+ anekTpuyeckue nHTepgeiicsl 10/100/1000 M6uT/C
+ onTuyeckue nHTepgelicol 1/10/40 F'out/c

* anekTpuyeckne nHTepdgeiicsl 10/100/1000 MéuT/C
+ onTuyeckue nHTepgelicol 1/10 Fént/c

+ anekTpuyeckme nHtepdeiicsl 10/100/1000 M6uT/c
+ onTuyeckue nHTepgelicel 1 Fomt/c
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KonuuectBo VPN-TyHHenein ESR-1700

ESR-3300
ESR-3200L
ESR-3200
ESR-3100
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15VF
ESR-15R
ESR-15
ESR-12V(F)

ESR-10

3200

500

250

10

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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KonnyecTtBo ctaTuyeckmx

MapLLpyTOB

ESR-3300 11k
ESR-3200L
ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15VF 1k
ESR-15R

ESR-15

ESR-12V(F)

ESR-10

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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KonmuecTBO KOHKYPEHTHBIX

ceccuit

Tabnunua VLAN

ESR-3300 512k
ESR-3200L

ESR-3200

ESR-3100

ESR-1700

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200 256k
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15VF 4k
ESR-15R

ESR-15

ESR-12V(F)

ESR-10

4094

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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KonnuyecTtBo mapLupyToB
BGPv4/BGPv6

ESR-3300
ESR-3200L
ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15VF
ESR-15R
ESR-15
ESR-12V(F)

ESR-10

5M

2,5M

™

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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Konunuyectso MapLipyToB

OSPFv2/0SPFv3/IS-IS

ESR-3300 500k
ESR-3200L

ESR-3200

ESR-3100

ESR-1700

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200 300k
ESR-100

ESR-31

ESR-30 30k
ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12V(F)

ESR-10

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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Konunuyectso MapLipyToB

RIP/RIPng

Tabnuya MAC-agpecos

ESR-3300 10k
ESR-3200L
ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15VF 1k
ESR-15R

ESR-15

ESR-12V(F)

ESR-10

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

ESR-1700 128k 3anuceit

ESR-1511

ESR-1500

ESR-1200

ESR-1000 16k 3anucen
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

ESR-200 2k 3anucei Ha 6proX
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12V(F)

ESR-10

Pa3mep 6a3bl FIB ESR-1700 3,0M

ESR-3300 1,7M
ESR-3200L

ESR-3200

ESR-3100

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200 1,4M
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20
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VRF

KonunuecTtso L3-
nHTepceiicos

ESR-15
ESR-12V(F)

ESR-10

ESR-15VF

ESR-15R

ESR-1700

ESR-3300
ESR-3200L
ESR-3200
ESR-3100
ESR-1500
ESR-1511
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15VF
ESR-15R
ESR-15
ESR-12V(F)

ESR-10

800k

™

32
10000
4000

200

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

CooTBeTcTBME CTaH4apTam IEEE 802.3 10BASE-T Ethernet
IEEE 802.3u T00BASE-T Fast Ethernet
IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet
IEEE 802.3cc 25GBASE-LR Ethernet
IEEE 802.3by 25GBASE-SR Ethernet
IEEE 802.3ba 40GBASE-SR4, 40GBASE-LR4
ANSI/IEEE 802.3 aBTOONpeaeneHne ckopocTtu
IEEE 802.3X KOHTPO/Ib NOTOKOB A@HHbIX
IEEE 802.3ad o6beanHeHne kaHanos LACP
IEEE 802.1Q BupTyasibHble nokasnbHble cetn VLAN

IEEE 802.1v, IEEE 802.3ac, |IEEE 802.3ae, IEEE 802.1D, IEEE 802.1w, IEEE

802.1s
YnpaBneHue
JNokanbHoe ynpasrieHue CLI
YpaneHHoe ynpasfeHune Telnet, SSH

dusnueckue xapakTepUCTUKMN 1 YC/IOBUS OKpYXXatoLleil cpeabl
VCTOYHUKM NUTaHWA ESR-1700 CeTb nepemMeHHoro Toka: 176—264 B, 50-60 I'y,
CeTb NOCTOAHHOTO ToKa: 36—72 B
BapwuaHTbl nuTaHus:
* O[MH UCTOYHUK NUTAHUSA NOCTOSAHHOIO UM NEPEMEHHOIO TOKa,;

* ABa NCTOYHMKa NUTaHnA NOCTOAHHOIO Ui NnepemMeHHOro Toka, C
BO3MOXXHOCTbHO FOpFll—IEVI 3aMeHbl.
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MakcumasibHas
noTpebnsiemasi MOLWHOCTb

ESR-3300
ESR-3200L
ESR-3200
ESR-3100
ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-31

ESR-200
ESR-100
ESR-30
ESR-21
ESR-20
ESR-15VF
ESR-15R

ESR-12V(F)

ESR-15
ESR-10
ESR-3300
ESR-3200L
ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200

ESR-100

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

CeTb nepemeHHoro Toka: 100—240 B, 50-60 I'y,
CeTb NOCTOAHHOIO ToKa: 36—72 B
BapuaHTbl nuTaHus:

* OAWH NUCTOYHWUK NNTaHUA NMNOCTOAHHOIO U1 NepeMeHHOro ToKa,
* ABa UCTOYHUKa NUTaHUA NMOCTOAHHOIO NI NnepemMeHHOoro Toka, C
BO3MOXXHOCTbHO FOpFl‘—IEVI 3aMeHbl.

CeTb nepemeHHoro Toka: 100—-264 B, 50-60 I'y,

AfanTep nUTaHNs NOCTOSHHOTO Toka 220 B/12 B, 2 A
ApanTtep nuTaHmsa NocTosiHHoro Toka 220 B/12B, 1,5 A
177 Bt

105,3 Bt

118 Bt

123 Bt

250 Bt

128 Bt

125 Bt

85 BT

75 BT

25 Bt

20 BT
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Macca

ESR-31
ESR-30
ESR-21
ESR-20

ESR-15R

ESR-15

ESR15VF

ESR-12V(F)

ESR-10

ESR-3300

ESR-3200L

ESR-3200

ESR-3100
ESR-1700

ESR-1511

ESR-1500

ESR-1200
ESR-1000

ESR-200

ESR-100

ESR-31
ESR-30
ESR-21
ESR-20
ESR-15VF
ESR-15R
ESR-15

ESR-12V(F)

40 Bt
26 BT
32 BT

25BT

18 BT

22 Bt

9 BT

6 Kr

5kr

4,34 kr
12 kr

7 Kr

55kr
3,6 kr

2,5 kr

4,44 xr
1,8 kr
3,15kr
2 Kr
1,534 kr
1,405 kr
0,325 kr

1kr

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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FabapuTHble pasmepsbl

(WxBxT)

ESR-10

ESR-1700

ESR-3200L
ESR-3200

ESR-3100

ESR-3300
ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200

ESR-100

ESR-31
ESR-21

ESR-30

ESR-20

ESR-15VF

ESR-15R

ESR-15

ESR-12V(F)

ESR-10

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

0,3 kr

440 x 88 x 490 mm

430 x 44 x 330 mm

430 x 44 x 425 mm

430 x 44 x 352 Mm

310 x 44 x 240 mm

430 x 43,6 x 275 MM
430 x 44 x 225 MM

267 x 44 x 212 Mm™m

267 x 44 x 160 Mmm

230 % 32 % 133 Mm

267 x 43,6 x 160,5 mm

185x32x 118 mm
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MHTepBan paboumnx

Temneparyp

ESR-3300
ESR-3200L
ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-30
ESR-21

ESR-20

ESR-31
ESR-15VF
ESR-15R
ESR-15
ESR-12V(F)

ESR-10

NHTepBan Temnepatypbl XpaHeHus

OTHOcUTENbHAas BNXHOCTb Npu
aKcnyatauuy (6e3 o6pas3oBaHus

KOHZeHcaTa)

OTHOCUTEeNbHAas BMaXXHOCTb npn XpaHeHun

(6e3 06pa3oBaHus KOHAEHcaTa)

Cpok cnyx6bl

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

oT-10 go +45°C

ot 0 go +40 °C

oT-40 go +70 °C

He 6onee 80 %

ot 10 0095 %

He meHee 15 net
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B faHHOM pasgene onucaHo KOHCTPYKTMBHOE UCMOJIHEHMe yCTpolicTBa. NpeacTas/ieHbl n306pakeHuns
nepegHein, 3aaHeli 1 60KOBbIX NaHesnel yctpoicTea. OnvcaHbl pa3beMbl, CBETOANOAHbIE UHAUKATOPbI U
opraHbl ynpaseHus.

2.4.1 KoHcTpyKTMBHOE ucnonHeHne ESR-3300

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTMB, BbiCOTA
Kopnyca 1U.

MepeaHsasn naHenb yctpoiictea ESR-3300

CECEEER CEE
[D(DQELD@ED@@ﬂj@@@@O@@ﬂ@mﬂﬂ)@@@@@OO

- 40/100GE .
000G 0COO 00CO 0000

ELTEX EsR-3300

PucyHok 1 — MNepeaHaa naHens ESR-3300

Tabnuua 9 — OnncaHve pa3beEMOB, MHAMKATOPOB M OpraHoB ynpasfieHns nepegHeli naHenn ESR-3300

Ne 3nemeHT nepegHeii  OnucaHue

naHenu

1 25GE [1 .. 4] 4 nopta 1T000BASE-X/10GBASE-R/25GBASE-R

2 40/100GE[1 .. 4] 4 nopta Ethernet 40GBASE-R (QSFP+)/100GBASE-R (QSFP28)

3 uUSB Mopt USB 3.0 ansa nogxntoveHmnsa USB-ycTpolicTs.

4 microSD Pa3sbem gna yctaHoBku microSD-kapT namaTu.

5 Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro yrnpaesieHns yCTPONCTBOM.

6 0O0B Ethernet-nopT ncnonb3yeTcs T01bKO 4715 06HOBAEHNA NPOrPaMMHOro obecrneyeHuns yepes
3arpy3uvk U-Boot. faHHbIl NOPT He Ucnonb3yeTcs 419 yaaneHHoro 4ocTtyna u
ynpasneHus.

7 F ®YHKUMOHaTbHAA KHOMKa AJ151 nepe3arpy3ku yCTpoicTBa U cbpoca K 3aBOACKUM
HaCTPOWKaMm:

* NpU yaepxaHum KHomky MeHee 10 cekyH/ NpouCcXoauT nepesarpyska yCcTpoicTsa;
* MpW yaepxaHum KHomnky 6onee 10 cekyHa NpoNCcXoauT nepesarpyska ycTpoicTea 1
c6pocC K 3aBOACKMM HaCTpOIiKam.

8 Status ViHamMKaTop TeKyLero CoCTOsIHMA YCTpoicTBa.

Alarm NHAavkaTop Hamums 1 ypoBHA aBapun YCTPOCTBa.
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Ne

3nemeHT nepeaHen
naHenu

User

Flash

Power

Master

Fan

RPS

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHue

VHaukaTop, UCno/b3ylowuincs Ans nosib30BaTe/lbCKUX CLLEHAPUEB, KOTOPbIE MOXHO
Ha3HauNTb B PEXMME KOHIUTYPUPOBaHNS YCTPOCTBA.

NHAMKATOP akTUBHOCTM 06GMEHa C HakonuTenem AaHHbIX — microSD-kapTtoii unu USB
Flash.

WHaykaTop nuTaHus ycTpoiicTea.

NHamkaTop pa6oTbl ycTpolicTea B failover-pexxumax (He ucnosb3yetcs B TeKylLei
BEpCUN).

NHaykaTop aBapvn BEHTUNSITOPOB.

|/|Hp,|/lKaTOp Pe3epPBHOIro NCTOYHMKA 3/TEKTPONMUTAHUA.

3agHAA naHenb yctponcTea ESR-3300

BHewHwuin BuA, 3agHein naHenn ESR-3300 npuBeaeH Ha pUCYHKE HUXE.

0000000000 O00000000]
benens O
QOOOOUO0T0 (@) OOCOO00000
%)OOOOOOOOOOOOO EJD @] (EJUCS;(I_%E)O O(gj

1 2 4

PucyHok 2 — 3agHaa naHens ESR-3300

Tabnuua 10 — OnucaHne pasbemoB 3agHei naHenn ESR-3300

Ne

OonucaHue

OCHOBHO1 UICTOYHUK MUTaHUSA.

Knemmbl Ans 3a3eMieHunst ycTpoiicTea.

CbeMHble BEHTUNALNOHHbIE MOAY/IN C BOSMOXHOCTbH FOpﬂLIeI‘/JI 3aMeHbl.

MecTo A/ YCTaHOBKM PE3ePBHOTO UCTOYHMKA NUTAHWSI.
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BokoBble naHenu yctpoiictesa ESR-3300

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BHewHwuiA Bug, 60koBbix naHesnein ESR-3300 nprBeaeH Ha pUCyHKe HUXe.

® o o

ﬂ 0@0

°©0

® e o °g° @

PucyHok 4 - NleBas 6okoBasi naHens ESR-3300

Ha 60KOBbIX MaHEeNsX yCTPONCTBa pacnoioXeHbl BEHTUSALMOHHbIE PELLETKM, KOTOPbIE CNyXaT A/ 0TBoAa
Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSI NOCTOPOHHUMM NpeaMeTaMu. ITO MOXET NPUBECTU K
neperpeBy KOMMNOHEHTOB YCTPOWCTBA M BbI3BaTb HapyLLEHWs B ero paboTe. PekomeHaaLuy no ycTaHoBKe
YCTPOICTBa pacnofioXeHbl B pasgene YCTaHoBKa 1 NOAK/THYEHNE.,

2.4.2 KoHCTpyKTMBHOE ucnonHeHne ESR-3200L

YCTpOIZCTBO BbIlNOJ/IHEHO B METaUJ/TMYECKOM KOprnyce C BOSMOXHOCTbIO YCTaHOBKN B 19" KOHCTPYKTUB, BbICOTa

Kopnyca 1U.

MepepHAaa naHenb yctpoiictea ESR-3200L

BHewHwin Bug nepegHein naHenm ESR-3200L nokasaH Ha pucyHke 5.

| &S0

Ta6nuua 11 — OnucaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHei naHeny ESR-3200L

Ne 3nemeHT nepegHeii

naHesnu

1 Status

Alarm

User

123 45 6 7 8
PucyHok 5 — MepepgHaa naHens ESR-3200L

OonucaHuve

NHAyKaTop TEKYLLErO COCTOSIHUA YCTPOICTBA.

VHayKaTop HaNMumusi 1 YpOBHSI aBapvn yCTPOICTBa.

NHAMKaTOop, NCNONb3YIOLWMIACA AN NOSb30BaTe/IbCKUX CLEHAPUEB, KOTOPblE MOXHO

Ha3HauYUTb B PeXMMe KOHPUIYprpoBaHns yCTPoicTBa.
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Ne

3nemeHT nepeaHen
naHenu

Flash

Power

Master

Fan

RPS

Console

00B

microSD

USB
[1..4]

[1..8]

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHue

NHAanKaTop akTMBHOCTM 06MeHa ¢ Hakonutenem aaHHbIX — microSD-kapToii unn USB
Flash.

NHaykaTop NuTaHus ycTpoiicTBa.

NHamkaTop pa6oThl ycTpolicTea B failover-pexumax (He ucnosb3yetcs B TeKylLei
BEpCUn).

NHAaMKaTop aBapuv BEHTUISITOPOB.

VHOuKaTop pe3epBHOro NCTOYHUKA 3/1EKTPONUTaHNSA.

®YHKLMOHa/IbHAsA KHOMKa [/181 nepe3arpy3ku ycTpoicTBa 1 cbpoca K 3aBOACKAM
HacTpoikam:

* MNpW yaepXaHun KHomkn meHee 10 cekyHZ NPoMCXoaunT nepesarpyska yCTPOiCTBa;
* Npwv yaepXaHun KHomku 6onee 10 cekyHa NPOMCX0AMT Nepesarpyska ycTpolicTea 1
cbpoC K 3aBOACKMM HaCTpoOlikaMm.

KoHconbHbIv nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHust yCTpoWCTBOM.

Ethernet-nopt ucnonb3yeTcsa TONbLKO 151 0GHOB/IEHUSI NTPOrPaMMHOr0 06ecneyeHuns Yepes
3arpy3umk U-Boot. laHHbI NOpT He UCNoMb3yeTcs A5 yAAIEHHOTo fOCTyna 1
ynpaeneHus.

Pasbem a/1a yctaHoBKM microSD-kapT namsTu.

MopT USB 2.0 gns nogkntoueHuns USB-ycTpoiicTs.

4 noprta Gigabit Ethernet T000BASE-X/10GBASE-R/25GBASE-R.

Cnotbl ana yctaHosku TpaHcmepos 10G SFP+/1G SFP.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

3apHaa naHenb ycTponcTBa ESR-3200L

BHewHuin Bug 3aaHei naHenn ESR-3200L nprBefieH Ha pUCYHKE HUXE.

® ®
L 9 1 @
1 5
PucyHok 6 — 3aagHssa naHens ESR-3200L
Tabnuua 12 — OnucaHne pasbemoB 3agHen naHenn ESR-3200L
Ne OnwucaHue
1 OCHOBHO UCTOYHMK MUTAHUSA.
2 Knemma gns 3a3emnieHust ycTpoicTea.
3 CbeMHbIe BEHTU/ALUMNOHHbIE MOAY/IN C BO3MOXHOCTbIO ropsiveii 3amMeHbl.
4
5 MecTo AONnA YCTaHOBKN pPe3epBHOIo MCTOYHMKa NMUTaHUA.
BokoBble naHenu yctpoiictea ESR-3200L
BHewHuiA BuAa, 60koBbix NnaHenen ESR-3200L npuBeaeH Ha pUCYHKax HUXe.
® © o ©
SR BRR00E00
OO000CO00BHHOOOV0T0
© o © o © ©®
PucyHok 7 — Mpasasa 6okosas naHesis ESR-3200L
© 00000000HOO0000000 ° ° e
%%%%%%%%%%%%%%%%g%
AO0C0000EEHOOOV0O00
© © o © o |©

PucyHok 8 — JleBas 6okoBas naHens ESR-3200L

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoAa
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. DTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpoOlicTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

2.4.3 KoHcTpyKTUBHOE ncnonHeHune ESR-3200

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-3200

BHelwwHnii Bua nepeaHeli naHenn ESR-3200 noka3aH Ha puCcyHke 9.

S
.eLTeX ESR-3200

SETTTE

@*ﬂfﬁd‘»‘&ﬁl‘k“d EEEETTEE
YOC YOC

- t )
| NarmO O Master || e 1» mm@
| VPNO O Fan T ® E=q| ®
| — Flash O O RS micros0, 4o el )
- > : £ wSShic 1,12 10000ASE XHOGBASE U SGRASE R (
\ N N N A = edy e N e e T -

PucyHok 9 - MNepeaHaa naHens ESR-3200

Ta6nuua 13 - OnncaHne pasbemMoB, UHAMKATOPOB U OpraHoB ynpas/ieHns nepegHei naHeny ESR-3200

Ne 3nemeHT nepegHeii  OnucaHwue

naHenu
1 Status MHaukaTop TeKyLero CoCTosHMS YCTPOICTBa.
Alarm NHAavkaTop Hamumsa 1 ypoBHA aBapun YCTPOICTBA.
VPN NHaykaTop pexnma pa6oTsl B pexumve VPN-L03a (He NCnosb3yeTcs B TEKyLLEi
BEPCUM).
Flash NHavkaTop akTMBHOCTM 06MeHa ¢ Hakonutenem gaHHbix — microSD-kapToii unn USB
Flash.
Power WHavkaTop nutaHus ycTpoicTea.
Master NHamkaTop pa6oTbl ycTpolicTea B failover-pexxumax (He ucnosb3yetcs B TeKylLei
BEpCUN).
Fan WNHpukaTop aBapun BEHTUIATOPOB.
RPS WHaukaTop pe3epBHOIO MCTOYHMKA 3/1EKTPONUTaHUS.
2 F dYHKUMOHaIbHAA KHOMKa 415 nepesarpy3ku ycTpoiictea u copoca K 3aBOACKUM
HacTpokam:

* MpU yaepxXaHum KHonku MeHee 10 cekyH/ NpoucxoamnT nepesarpyska yCcTpoicTsa;
* Npwv yaepXaHun kHomku 6onee 10 cekyHz, NPOMCXOAMT Nepesarpyska yCcTpoiicTea 1
cbpoc K 3aBOACKNM HaCTpOKaM.
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3nemeHT nepeaHen
naHenu

00B

Console

microSD

USB1
[1..12]

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHue

Ethernet-nopT ncnonb3yeTcs ToNbKO ANs 06HOBMEHNUS NPOrpaMMHOTo o6ecneyeHuns yepes

3arpysuunk U-Boot. [aHHbIii NOPT He UCMo/b3yeTcs AN yaasieHHOro 4octyna u

ynpaBneHus.

KoHconbHbIi nopT RS-232 (RJ-45) Ansi nokasibHOTo ynpaeieHust yCTPoCTBOM.

Pasbem ana yctaHoBKM microSD-kapT namaTu.

MopT USB 2.0 ans nogxntoveHmsa USB-ycTpolicTs.

Cnotbl Ans yctaHoBKu TpaHcusepos 25G SFP28/10G SFP+/1G SFP.

3agHaAa naHenb ycTpoiictBa ESR-3200

BHelwwHniA BuA 3agHein naHenyn ESR-3200 npuBeaeH Ha PUCYHKE HUXE.

yoloe=rsel

PucyHok 10 — 3agHaa naHenb ESR-3200

Tabnmua 14 — OnucaHne pasbemMoB 3agHen naHenn ESR-3200

Ne

OonucaHue

OCHOBHO1 UICTOYHUK MUTaHUSA.

Knemma gna 3asemneHus yCTpOﬁCTBa.

CbeMHble BEHTUNALMOHHbIE MoAynn ¢ BO3SMOXXHOCTbIO FOpFI‘-IGI7I 3aMeHbl.

MecTo 4517 YCTaHOBKM PE3ePBHOTO UCTOYHMKA NUTAHWS.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-3200

BHelwwHnin BuA, 60KOBbIX NaHenel NpuBeaeH Ha PUCYHKax HUXe.

® ° ® ® ° @

o o o

PucyHok 11 — MNMpaBas 6okoBasi naHenb ESR-3200

° © ® ° |@

PucyHok 12 - JleBas 6okoBas naHens ESR-3200

Ha 60KOBbIX NaHeNsX yCTPOCTBA PacronoXeHbl BEHTUNSILMOHHbIE PELLETKYM, KOTOPbIE C/YXaT A4S 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTh HapyLLEHMs1 B ero pa6ote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBA PacnosiOXKeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.4 KoHcTpyKTUBHOE ncnonHeHune ESR-3100

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYyCe C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepHAa naHenb yctpoiictBa ESR-3100

o
3
s

BHelwwHniA Bua nepeaHeli naHenn ESR-3100 nokasaH Ha pucyHke 13.
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PucyHok 13 - MNepeaHaa naHens ESR-3100

B Tabnuue 15 npmMBeaeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpaB/ieHus,
pacnonoXeHHbIX Ha nepegHel naHenn ESR-3100.

Ta6nuua 15 - OnncaHme pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/ieHns nepegHei naHeny ESR-3100

Ne JnemeHT OonucaHue

nepegHeii
naHenv

1 Status VHAMKaTOp TEKyLLEro COCTOAHMS YCTPOICTBa.
Alarm ViHAMKaTop Ha/mMums 1 ypoBHS aBapuv YCTPOCTBA.
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Ne 3OnemeHT
nepegHeii
naHenm

VPN

Flash

Power

Master

Fan

RPS

3 Console

4 SD

5 USB1

6 USB2

7 1.8

8  XG1-XG8

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHue

MHamkaTop pexuma paboTbl B pexume VPN-wo3a.

MHOukaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AaHHbix — SD-kaptoii nnmn USB Flash.

WNHAMKaToOp NUTaHNA yCTPoicTBa.

MHaukaTop paboTbl ycTpoiicTBa B failover-pexuvmax (He Cnonb3yeTcs B TEKYLLEN Bepcun).

MHavKaTop aBapyy BEHTUISITOPOB.

MHAnkaTop pe3epBHOro NUCTOYHUKA SNEKTPONUTAHUSA.

®YHKUMOHAsIbHAS KHOMKa A5 epe3arpy3ku yCTpoicTea 1 c6poca K 3aBOACKUM HacTpoikam:

* Npwv yaepXXaHun KHomkn meHee 10 cekyHz NPoMCXoAMT nepesarpyska yCTPOIiCTBa;
* MpW yaepxaHum kKHomnku 6osee 10 cekyH, NponCXoauT nepesarpyska yCcTpoicTBa 1 copoc K
3aBOACKMM HaCTpoOWKam.

KoHcosbHbI nopT RS-232 (RJ-45) Ans NoKasibHOTO yNpaB/ieHusi yCTPOWCTBOM.

Pa3bem a8 yctaHoBku SD-kapT namaTu.

MopT USB 3.0 ansa nogkntoueHns USB-ycTponcTs.
Mopt USB 3.0 gnia nogxntoueHmsa USB-ycTpoiicTs.

8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

Cnotbl ans yctaHosku TpaHcusepos 10G SFP+/1G SFP.

3agHaA naHenb ycTpoiictBa ESR-3100

BHeluHwnii BuA 3aaHein naHenyn ESR-3100 npuBeaeH Ha PUCYHKE HUXE.

~220 VAC
50 Hz =

max 1A =

PucyHok 14 — 3agHaa naHens ESR-3100
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

B Tabnuue 16 npuBeaeH nepeyeHb pasbeMOB, PacrnofioKeHHbIX Ha 3aaHel naHenn ESR-3100.
Tabnuua 16 — OnucaHne pasbemoB 3agHen naHenn ESR-3100

Ne OnucaHune
1 OCHOBHOV UCTOUYHUK NUTAHUSA.
2 Knemma ans 3a3emneHust ycTpoicTea.

3 CbeMHble BEHTUNALUNOHHbIE MOAY/IN C BOSMOXHOCTbH FOpﬂHEVI 3aMeHbl.

5  MecTo Ans yCTaHOBKM pe3epBHOI0 UCTOYHMKA MUTAHKSI.

BokoBble naHenu ycTtpoiictea ESR-3100
BHewHuin Bng, 60okoBbix naHesnein ESR-3100 npmBeaeH Ha pucyHkax 15 n 16.

® ° ® ® ©

o o o

PucyHok 15 - MNpasasa 60koBas naHesib ESR-3100

® @ °
Q000 CO000BO
o o o

PucyHok 16 — JleBas 6okoBas naHesib ESR-3100

Ha 60KOBbIX MaHENsIX YyCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT ANs 0TBoja
Tenna. He 3akpblBaiiTe BEHTUMSLUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapyLUeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NOAK/OYEHNE.,
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

2.4.5 KoHcTpyKTUBHOE ncnonHeHune ESR-1700

YCTPOWNCTBO BbINO/IHEHO B META/I/IMYECKOM KOPMyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbICOTA
kopnyca TU.

MepepgHAa naHenb yctpoinictea ESR-1700

BHelwwHniA BuA nepeaHeii naHenn ESR-1700 nokas3aH Ha pucyHke 17.

=

PucyHok 17 — MNepepaHss naHens ESR-1700

B tabnuue 17 npuBeseH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonioXeHHbIX Ha nepeaHelt naHenu ESR-1700.

Tabnuua 17 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHei naHenu ESR-1700

Ne OJOnemeHT OnucaHue

nepegHe

naHenu
1 HDD1 Pasbem /151 YCTaHOBKM XECTKOro Avcka namsiti (6yaet nogaepxaH B 6yayLiMx Bepcusx).
2 HDD2 Pa3beM [/151 yCTaHOBKM XECTKOro Avcka namsti (OyAeT noanepxaH B GyAyLunMx BEpCusiX).
3 USB1 MopT ons nogxnoveHus USB-ycTpoiicTs.
4 usB2 MopT ans nogkntoveHnsa USB-ycTpoiicTs.
5 Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Ports [1 .. 4]

6 XG1-XG8 Cnotbl ans yctaHosky TpaHcvsepos 10G SFP+/1G SFP.

7 Status ViHaMKaTop TeKyLero COCTOsIHMS YCTpoicTBa.
Alarm NHAavkaTop Hamums 1 ypoBHA aBapun YCTPOICTBA.
VPN NHamkaTop pexumMa pa6oTtbl B pexume VPN-wwo3a (He ncnosb3yeTcs B TEKYLLER Bepcun).
Flash MHauKaTop akTUBHOCTM 06MEHA C HakonuTenem AaHHblx — SD-kapTtoit nnm USB Flash.
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Ne 3OnemeHT
nepegHeii
naHenm

Power

Master

Fan

RPS

9 Console

10 00B

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHve

NHaykaTop NMTaHus ycTpoiicTBa.

WHpykaTop paboThl ycTpoiicTea B failover-pexumax (He ucnonb3yeTcs B Tekyluei Bepcum).
HapkaTop aBapvu BEHTUNSITOPOB.

NHayKaTop pe3epBHOTO NCTOYHUKA SNEKTPOMUTAHUS.

®yHKUMOHas/IbHas KHOMKa 4715 nepesarpysku ycTpoicTa 1 cbpoca K 3aBOACKMM HaCTpoiikam:

* MpU yaepxaHum kHomky MeHee 10 cekyH NpoucxXoauT nepesarpyska yCTpoicTBa;
* MpW yaepxaHum kHomnky 6onee 10 cekyHA, NpoUCXoauT nepesarpyska ycTpoiicTea 1 copoc K
3aBO/JCKUM HaACTpOMKaMm.

KoHconbHbIi nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHusi yCTPOWCTBOM.

Ethernet-nopt ucnonb3yeTcs TONbLKO 4151 0GHOBIEHUSI NPOrPaMMHOr0 06ecneyeHus Yepes
3arpy3umk U-Boot. laHHbI NOPT He UCNonb3yeTcs A1 yAaNeHHOTo fOCTyna 1 ynpaseHus.

3apHaa naHenb yctpoiictBa ESR-1700

BHewHwuin Bug, 3agHein naHenn ESR-1700 npuBeaeH Ha pUCYHKE HUXKE.

PucyHok 18 — 3agHaa naHens ESR-1700

B Tabnvue 18 npuBeaeH nepeyeHb pasbeMoB, PACMONOXEHHbIX Ha 3aaHeil naHenn ESR-1700.

Tabnuua 18 — OnucaHne pasbemoB 3agHen naHenu ESR-1700

Ne OnucaHue

1 Knemma gns 3a3emseHust ycTpoiicTsa.

2 CbeMHble BEHTU/IAUNOHHbIE MoA4y/in C BOSMOXHOCTbH ropﬂqe|7| 3aMeHbl.

3 OCHOBHO# UCTOUYHUK NUTAHUSA.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum
Ne OnucaHune

4 MecTo AN YCTaHOBKM PE3ePBHOIO UCTOYHMKA NUTAHWS.

BokoBble naHenu yctpovictBa ESR-1700

BHeluHWIA BMA 60KoBbIX naHenei ESR-1700 npuBeaeH Ha pucyHkax 19 n 20.
‘ ' @ O w
Q '
PucyHok 19 - lNMpaBas 6okoBasi naHenb ESR-1700
60 ‘: —
$®:s0O ¢

PucyHok 20 — JleBas 60koBas naHesnb ESR-1700

Ha 60KOBbIX MaHEeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT ANna 0TBoja
Tenna. He 3akpblBaiiTe BEHTUNSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylleHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA PACNOOXeHbI B pazfesne YCTaHoBKa U NOK/HYEHVE.

2.4.6 KoHcTpykTuBHOEe ncnonHeHue ESR-1511, ESR-1500

YCTPOWCTBO BbINO/THEHO B META/IINYECKOM KOPMYyCe C BO3MOXHOCTbI YCTaHOBKM B 19” KOHCTPYKTUB, BbiCOTa
Kopnyca 1U.

MNepeaHsnsn naHenb ycTpoiictea ESR-1511
BHewHwuin Bug, nepeaHei naHenn ESR-1511 nokasaH Ha pucyHke 21.

LELTEX EsR-1511 . - GECombo

status Q QyPower
Alarm Q) Q) Master

U
SER DEVICE

VNO Ofan
FlashQ QRPS

A

|
1 23 4 567 8 9 10 11

PucyHok 21 — lNepepaHss naHens ESR-1511

B tabnuue 19 npmBeseH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnonioXeHHbIX Ha nepeaHel naHenu ESR-1511.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Ta6nuua 19 — OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpasneHus nepegHein naHenm ESR-1511

Ne

10

dnemMeHT
nepegHeii
naHenu

Status

Alarm

VPN

Flash

Power

Master

Fan

RPS

Console

00B

SD

USB1

USB2

Ethernet

Combo
Ports [1 .. 4]

XG1-XG4

OonucaHuve

NHAMKaTOp TEKYLLErO COCTOSIHUSA YCTPOICTBA.

VHAMKaTop Ha/NIMuusi 1 YpoBHS aBapvn yCTpoicTaa.

NHAamkaTop pexvmMa pa6oTbl B pexume VPN-wwnto3a (He ncnosb3yeTcsi B TeKyLLeit Bepcun).

NHAyKaTop akTMBHOCTM 06MEHA C HakonuTesnem gaHHbIx — SD-kapToli nnn USB Flash.

NHaykaTop nuTaHus ycTpoiicTea.

HamkaTop pa6oTsl ycTpoiicTea B failover-pexumax (He ncnonb3yeTcs B TEKyLLE Bepcum).

NHpykaTop aBapv BEHTUISITOPOB.

NHAMKaTOp pe3epBHOro NCTOYHUKA 3/IEKTPONUTAHMS.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokanbHOro ynpaeieHust yCTpoiicTBOM.

Ethernet-nopt ucnonb3yeTcsa TONbLKO A/151 OGHOB/IEHUSI TPOrPAMMHOI0 06ecneyeHus Yepes
3arpy3umk U-Boot. laHHbI NOpT He UCNONb3yeTcsa 415 yA/IEHHOTo JOCTyna v ynpaBieHus.

Pasbem ansa yctaHoBkM SD-kapT namaTu.

MopT ans noakntoyeHnst USB-ycTpoiicTs.

®yHKUMOHaIbHAs KHOTKa AJ1s nepe3arpysky yCTPOoCTBa 1 copoca K 3aBOACKAM HACTPOWKaM:

* Npwv yaepXXaHum KHomkn meHee 10 cekyHz NPoMCXoAunT nepesarpyska yCTPOCTBa;
* Npwv yaepXaHun kHomnku 6onee 10 cekyHA, NPOMCXoANT Nepe3arpyska ycTpolicTBa 1 copoc K
3aBOACKNM HaCTpoOWKam.
Mopt ans nogknovenns USB-ycTpoiicTs.

4 nopra Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ans yctaHosku TpaHcusepos 10G SFP+/1G SFP.

55



CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

11 XLG1-XLG2 CnoTbl ans yctaHoBKu TpaHcusepos 40G QSFP+.

MepepHAaa naHenb yctpoiictBa ESR-1500

BHeluHwuii Bua nepeaHeli naHenn ESR-1500 noka3aH Ha pucyHke 22.
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PucyHok 22 - lMNepepaHss naHens ESR-1500

B Tabnuue 20 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB Y OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHei naHenu ESR-1500.

Tabnmua 20 — OnucaHne pa3beMOoB, MHANKATOPOB 1M OpraHoB ynpasneHus nepegHei naHenn ESR-1500

Ne JnemeHT OnucaHue

nepegHe
naHenv

1 Status VHAMKaTop TEeKyLEero COCTOSAHMS YCTPOCTBA.
Alarm VHAvkaTop Ha/mumsa 1 ypoBHSA aBapun YCTPOICTBA.
VPN NHavkaTop pexumMa paboTtbl B pexume VPN-Lwo3a (He ncnosb3yeTcsi B TEKYLLE Bepcun).
Flash VHAMKaTop akTMBHOCTM 06MEHa C HakonuTenem AaHHbIx — SD-kapTtoit nnn USB Flash.
Power VHavkaTop nuTaHms ycTpoiicTBa.
Master MHamkaTop pa6oThbl ycTpolicTBa B failover-pexvmax (He Mcrnonb3yeTcs B TEKYLLER Bepcun).
Fan VHaunkaTop aBapumn BEHTU/IATOPOB.
RPS VHAavkaTop pe3epBHOro UCTOYHMKA 3/1EKTPONUTAHUS.

2 Console KoHconbHbI nopt RS-232 (RJ-45) Ans nokasibHOro ynpas/eHns yCTPONCTBOM.
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Ne JnemeHT

nepegHeii
naHenu

3 0O0B

4 SD

5 USB1

6 F

7 USB2

8  Ethernet

9 Combo
Ports [1 .. 4]

10 XG1-XG4

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHue

Ethernet-nopT ucnonb3yeTcsa TOMbKO A1 06HOBMEHNS MPOrPaMMHOI0 06ecnedeHuns Yepes
3arpy3umnk U-Boot. [laHHbIi NopT He Ucnonb3yeTcs ANs yAa/ieHHoro JoCTyna 1 ynpas/eHus.

Pa3sbem gn1a yctaHoBKU SD-kapT namsTu.

MopT ans nogknioyveHns USB-ycTpoiicTs.

OyHKUMOHA/TbHAsS KHOMKA A1 Nepe3arpy3ku yCTpoicTBa M copoca K 3aBOACKAM HacTpoiKaMm:

* NpW yaepXaHum KHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCTpoicTsa;
* Npu yaepxaHum kHomnku 6onee 10 cekyHA NpOMCXoanT nepesarpyska yCTpoicTea 1 cbpoc K
3aBOACKNM HaCTPOWKaMm.

MopT ana nogknoyeHns USB-ycTpoincTs.

4 noprta Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl gna yctaHoBkn TpaHcueepoB 10G SFP+/1G SFP.

3apHaa naHenb yctpoiicte ESR-1511, ESR-1500

BHewHwuiA Bug, 3agHein naHenn ESR-1511, ESR-1500 npuBegeH Ha pucyHke 23.

PucyHok 23 - 3agHaa naHens ESR-1511, ESR-1500

B Tabnvue 21 npuBeaeH nepeyeHb pa3beMoB, PacnofioXeHHbIX Ha 3aaHen naHenm ESR-1511, ESR-1500.

Tabnuua 21 — OnucaHme pasbemoB 3agHen naHenn ESR-1511, ESR-1500

Ne OnucaHune

1 OCHOBHO UCTOUYHUK NUTaHUA.

2 Knemma gns 3a3eMsieHnst yCTpoicTea.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ne OnucaHune

3 CbEMHble BEHTUNALNOHHbIE MOAY/IN C BOSMOXHOCTbH FOpFI‘—IEVI 3aMeHbl.

4 MecTo ans YCTaHOBKM pe3epBHOIN0 UCTOYHUKA NNTaHNA.

BokoBble naHenu yctpoiicte ESR-1511, ESR-1500

BHewHwuin Bug, 60koBbix naHeneit ESR-1511, ESR-1500 npmuBeaeH Ha pucyHkax 24 n 25.
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PucyHok 24 - MNMpaBas 6okoBasi naHenb ESR-1511, ESR-1500
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PucyHok 25 — JleBas 6okoBasi naHenb ESR-1511, ESR-1500

Ha 60KOBbIX MaHeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT AN1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapyLLeHUs B ero paboTte. PekomeHaaLuy no ycTaHoBKe
YCTPOIiCTBA PACNONOXeHbI B pazfesne YCTaHoBKa U NOJAK/HYEHVE.

2.4.7 KoHcTpyKkTuUBHOE ncnonHexHue ESR-1200, ESR-1000

YCTPOWCTBO BbINO/THEHO B META/I/INYECKOM KOPMYyCe C BO3MOXHOCTbIO YCTaHOBKM B 19” KOHCTPYKTUB, BbiCOTa
kopnyca TU.

MepepHAa naHenb yctpoiictBa ESR-1200

BHeluHwuii Bua nepeaHeli naHenn ESR-1200 noka3aH Ha puUcyHke 26.
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PucyHok 26 — MNepeaHaa naHens ESR-1200

B Tabnuue 22 npuBefeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-1200.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Tabnuua 22 - OnncaHve pasbemMoB, UHAMKATOPOB U OpraHoB ynpas/ieHns nepegHei naHeny ESR-1200

Ne

dnemMeHT
nepegHeii
naHenu

SD

USB1

USB2

[1..12]

Combo
Ports

XG1-XG8

Status

Alarm

HA

Flash

Power

Master

Fan

RPS

Console

OonucaHue

PasbeM A8 ycTaHOBKM SD-kapT namsTu.

Mopt ans nogknoueHns USB-ycTpoiicTs.

MopT ans nogkntoveHnsa USB-ycTpoiicTs.

12 nopToB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl gna yctaHosku TpaHcueeposB 10G SFP+/1G SFP.

NHAUKaTOp TEKYLLIEro COCTOAHMS YCTPOWCTBA.

NHAUKaTop Hannumsi 1 ypoBHS aBapum YCTpOICTBa.

VHankaTop pexnma paboTbl B pexume HA.

MHavkaTop akTMBHOCTM 0B6MeHa ¢ Hakonutenem gaHHbix — SD-kaptoii unmn USB Flash.

NHauKaTop nuTaHusi ycTpoiicTaa.

VHamkaTop paboTbl ycTpolicTea B failover-pexumax.

MHAMKaTOp aBapunn BEHTUJIATOPOB.

NHAMKaTOp pe3epBHOro NCTOUYHUKA 3/TEKTPONUTAHMS.

®YHKUMOHaIbHAsS! KHOMKa 415t nepe3arpy3ku yCTpoicTBa U c6poca K 3aBOACKUM HAcTPOMKaM:

* MpW yaepxaHum kHonkun meHee 10 cekyH NpoucXoauT nepesarpyska yCTpPoiCcTBa;
* Npu yaepxaHun KHomnku 6onee 10 cekyHA NpoOMCXoanT nepesarpyska yCcTpoicTea n cbpoc K
3aBOACKNM HacTpOKam.

KoHcosbHbI nopT RS-232 (RJ-45) AN NOKa/IbHOTO YNpaB/ieHUst yCTPOWCTBOM.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

MepeaHssn naHenb ycTpoiictea ESR-1000

BHewHuin Bug nepegHein naHenv ESR-1000 nokasaH Ha pucyHke 27.
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PucyHok 27 — lNepepaHss naHens ESR-1000
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B Tabnuue 23 npuBefieH nepeveHb pa3beMOoB, CBETOMOAHbIX VHAMKATOPOB U OPraHOB YNpaB/eHNS,

pacrnofioXeHHbIX Ha nepeaHei naHenu ESR-1000.

Tabnmua 23 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasneHus nepeaHel naHenu ESR-1000

Ne JOnemeHT OnucaHue

nepegHei
naHenu
1 SD Pazbem g/1s yctaHoBKM SD-kapT namsaTu.
2 USB1 MopT ana nogknioyeHns USB-ycTpoiicTB.
3 USB2 MopT ansa nogknioyeHns USB-ycTpoiicTB.
4 XG1, XG2 Cnotbl ana yctaHosku TpaHcmepos 10G SFP+/1G SFP.
5 [1..24] 24 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
6 Status VHpukaTop TeKyLLero coCTosHMSA YyCTPOICTBA.
Alarm NHamkaTop Hanumnsa 1 ypoBHS aBapum yCTPOICTBa.
VPN WHavkatop Hanmumsa aktmeHbIX VPN-ceccuii.
Flash MHankaTop akTUBHOCTM 06MeEHA C HakonuTenem AaHHblx — SD-kapTtoit nnmn USB Flash.
Power NHAaMKaTop NUTaHWs yCcTpoicTea.
Master NHavkaTop pa6oTbl ycTpoiicTBa B failover-pexxuvmax.
Fan NHankaTop aBapuv BEHTUIATOPOB.
RPS NHAaMKaTOp pe3epBHOro NCTOYHUKA 3/TEKTPONUTaHMS.

|
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ne JnemeHT OonucaHue

nepegHeii
naHenv
7 F ®YHKUMOHaNbHAsA KHOMKa A/151 nepe3arpy3ku yCTpoiicTBa U cbpoca K 3aBOACKMM HaCTPOIiKaM:
* MpW yaepxXaHum KHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCcTpoicTBa;
* Npu ygep>xaHun KHomnkn 6onee 10 cekyHA NpoOMCXoanT nepesarpyska yCcTpoiicTea 1 copoc K
3aBOACKUM HacTpoiiKam.
8 Console KoHconbHbIi nopT RS-232 (RJ-45) Anst NoKasibHOTo ynpaBieHust yCTPOCTBOM.

3apHaAa naHenb yctpoiictB ESR-1200, ESR-1000

BHewHwuin Bug, 3agHein naHenn ESR-1200, ESR-1000 npuBefeH Ha pUCYHKE HMXe.

& Ha pucyHke nokasaHa KOMIJIeKTaLuusi MapLipyTusaTopa ¢ O4HUM UCTOYHUKOM NUTaHUS
nepeMeHHOro Toka.
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PucyHok 28 — 3aaHssa naHens ESR-1200, ESR-1000

B Tabnuue 24 npuBeaeH nepeyeHb pasbeMoB, pacnosioXeHHbIX Ha 3aaHel naHenn ESR-1200, ESR-1000.

Tabnuua 24 — OnucaHne pasbemoB 3aaHen naHenn ESR-1200, ESR-1000

Ne OnucaHune

1 OCHOBHO# UCTOUYHUK NUTAHUS.

2 MecTo AN yCTaHOBKM pe3epBHOro UCTOYHUKA NUTaHUS.

3 CbemMHble BEHTUMALMOHHBbIE MOAY/IM C BO3SMOXHOCTbLIO ropﬂqeﬁ 3aMeHbl.

4 Knemma a5l 3a3eM/ieHUs yCTpoiicTea.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BokoBble naHenu yctpoiicte ESR-1200, ESR-1000

BHewHwuiA Bug, 60koBbix naHenein ESR-1200, ESR-1000 npuBeaeH Ha pucyHkax 29 n 30.
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PucyHok 29 - lNpasasa 6okoBas naHess ESR-1200, ESR-1000
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PucyHok 30 — JleBaa 60koBas naHesns ESR-1200, ESR-1000

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacronoXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT A/s1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no yctaHoBKe

yCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.8 KoHcTpyKTMBHOE ucnonHeHne ESR-200, ESR-100

YCTPOICTBO BbINO/IHEHO B META/I/IMYECKOM KOPyCce C BO3MOXHOCTbO YCTAHOBKM B 19” KOHCTPYKTUB, BbICOTA

Kopnyca 1U.

MepepHAa naHenb yctponicte ESR-200, ESR-100

BHewHwuin Bug nepeaHeit naHenn ESR-200 nokasaH Ha pucyHke 31.
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PucyHok 31 - MNepeaHaa naHens ESR-200

BHewHwuin Bug, nepeaHein naHenn ESR-100 nokasaH Ha pucyHke 32.
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PucyHok 32 - lMNepegHaa naHens ESR-100

B
-

B Tabnuue 25 npuBeaeH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB yNpaB/ieHus,

pacnofioXeHHbIX Ha nepegHel naHenyn ESR-200, ESR-100.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Tabnuua 25 — OnucaHne pa3bemMoB, MHANKATOPOB M OpPraHoOB ynpasneHns nepegHel naHenyn ESR-200,
ESR-100

Ne JnemeHT OonucaHue

nepegHeii
naHenu
1 SD Pa3sbem gnsa yctaHoBku SD-KapT namsaTu.
2 USB1, 2 nopta g/1a nogknodeHmns USB-ycTpoiicTs.
USB2
3 [1..4] 4 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4  Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Ports
5 Power WHavkaTop nuTaHus ycTpoiicTBa.
Status VHaukaTop TeKyLero CoCTosHMS YyCTPOICTBA.
Alarm WHpukaTop Hannums 1 ypoBHS aBapum yCTpoicTBa.
Fan NHavkaTop aBapvmn BEHTUASTOPOB.
6 F dyHKUMOHaNIbHas KHOMKa A/1s nepesarpysku yCTpoiicTBa U copoca K 3aBOACKMM HacTpoikam:
* NpV yaepXaHun kHomkn meHee 10 cekyHZ NPOMCXOAMT nepesarpyska yCTpoicTBa,;
* Npuv yaepXaHun kHomku 6onee 10 cekyHz, NPOMCXOAMT nepesarpyska yCcTporicTea u copoc K
3aBO/CKMM HaCTpOMKaMm.
7  Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOro yrpaesieHns yCTPONCTBOM.
8 110-250 NcTouHUK nuTaHmns.
VAC
60/50 Hz
max 1A
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

3apHaa naHenb yctpoincte ESR-200, ESR-100
BHewHwuii Bug, 3agHein naHenn ESR-200, ESR-100 npuBefeH Ha pucyHke 33.
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PucyHok 33 — 3agHaa naHens ESR-200, ESR-100

B Tabnvue 26 npuBeeH nepeveHb pasbeMoB, PACroNOXeHHbIX Ha 3aaHei naHenn ESR-200, ESR-100.

Tabnuua 26 — OnucaHne pasbemoB 3agHei naHenu ESR-200, ESR-100

Ne OnucaHune

1 Knemma ans 3a3emsieHus ycTpoicTea.

2  BeHTMNSIUMOHHLIN MoAy b.

BokoBble naHenu yctpoiicts ESR-200, ESR-100
BHewHwuin Bug, 60koBbix naHenei ESR-200, ESR-100 npvBeaeH Ha pucyHkax 34 n 35.
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PucyHok 34 - NMpaBas 6okoBasi naHenb ESR-200, ESR-100
®
®
@

PucyHok 35 — JleBas 6okoBas naHens ESR-200, ESR-100
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

2.4.9 KoHcTpykTUBHOE ucnonHeHue ESR-31

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca TU.

MepepgHAa naHenb ycTtpoiictea ESR-31

JELTEX ESR-31

LA-topepnmas T

P A N Y

status {0 Crawer

anarm () CyMniser
User D OFan
¥ aYo ki

1 2 3 4 5

PucyHok 36 — lNepeaHaa naHens ESR-31

B Tabnvue 23 npuBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/ieHus,
pacnofioXeHHbIX Ha nepeaHel naHenn ESR-31.

Tabnuua 23 — OnucaHne pa3beMOB, MHAMKATOPOB M OpraHoB ynpasfieHns nepegHer naHenn ESR-31

Ne anemeHT
nepepgHeii

naHesnun

1 Status

Alarm

User

Flash

Power

Master

Fan

RPS

OonucaHue

WHapkaTop TEeKyLLEro COCTOSHUA YCTPOICTBA.

NHAMKaTOP Ha/IMuUns 1 YPOBHSI aBapumn yCTpolicTea.

NHAuKaTop, NCNONb3YIOLLMIACA A/1A NOMNb30BAaTE/TbCKUX CLEHAPUEB, KOTOPbIE MOXHO HA3HAUNTL B
PeXnMe KOHUTypUpoBaH1s yCTPOICTBA.

VHaukaTop akTMBHOCTM 06MeEHA C HakoNuTenem AaHHbIX — microSD-kapToli unu USB Flash.

NHAamKaTop nNuTaHus yCcTpoicTea.

NHaykaTop pa6oTbl ycTpoiicTea B failover-pexxumax (He Mcnonb3yeTcsa B TeKyLLei Bepcum).

WHaykaTop aBapvv BEHTUISITOPOB.

NHAMKaTOp pe3epBHOro MCTOUYHWUKA 3/1EKTPONUTaHMS.

®YHKUMOHaTbHAs KHOTMKa AJ1s1 Nepe3arpy3ky ycTpoicTBa U c6poca K 3aBOACK/M HACTpoikam:
* MpW yaepxaHum KHonmkn MeHee 10 cekyH/, NpovcxoauT nepesarpyska yCTpoicTBa;

* MpU yaepXaHum KHomku 6onee 10 cekyH NpoUCXoauT nepesarpyska ycTpoiicTBa 1 c6poc K
3aBO/ICKMM HaCTpolikam.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ne 3neme|-|Tv OnucaHue
nepepHei
naHenu
3 microSD Pa3sbem gna yctaHoBKM microSD-kapTbl namaTu.
4 USB1 Mopt USB 2.0 ana nogknitoveHns USB-ycTpoiicTs.
5 USB2 MopT USB 3.0 anga nogkntoueHmsa USB-ycTpolicTs.
6 Console KoHconbHbIi nopT RS-232 (RJ-45) Ans NokasibHOTo ynpaeieHust yCTPOWCTBOM.
7 RS-232 3 nocneposaTesibHbIX NopTa.
8 [1..8] 8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

9 Optical Port 6 noptoB Gigabit Ethernet 10/100/1000BASE-X (SFP).

10 XG1 - XG2 Cnotbl gnga yctaHoBkn TpaHcueepos 10G SFP+/1G SFP.

3agHAA naHenb yctpovicTtB ESR-31

BHewHwuiA BuA, 3agHei naHenyn ESR-31 nokasaH Ha pucyHke 37.

PucyHok 37 — 3agHaa naHenbs ESR-31
B Tabnuue 24 npvBeaeH nepeyeHb pasbeMOB, pacnoiokeHHbIX Ha 3aaHel naHenn ESR-31.

Tabnuua 24 — OnucaHne pasbemoB 3agHei naHenn ESR-31

Ne OnucaHune

1 CbeMHble BEHTUNALUNOHHbIE MOAY/IN C BOSMOXHOCTbH FOpﬂl—IEI‘/JI 3aMeHbl.

2  Knemma gns 3a3eM/ieHnsi ycTpoicTea.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-31
BHewwHuiA Bug, 60koBbIX NaHeneit ESR-31 npueeaeH Ha pucyHkax 38 n 39.
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PucyHok 38 — JleBaa naHenb ESR-31

@ © (¢}
EU0000N
OOGOOOO@CI?%
@ © ) © ©

PucyHok 39 — lNpaBas naHenb ESR-31

Ha 60KOBbIX NaHensix yCTPOCTBA PacroioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHUMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHMs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.10 KOHCTpyKTUBHOE ucnonHeHme ESR-21

YCTPOICTBO BbINO/THEHO B META/IIMYECKOM KOPMYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUMB, BbIiCOTA
Kopnyca 1U.

MepeaHsasn naHenb ycTpoiictBa ESR-21

BHewHwuin Bug, nepeaHein naHenn ESR-21 nokasaH Ha pucyHke 40.
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PucyHok 40 — MNMepepaHss naHenb ESR-21

B Tabnuue 27 npBefeH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnosioXeHHbIX Ha nepeaHeit naHenn ESR-21.

Tabnuua 27 — OnucaHne pa3bemMoB, MHANKATOPOB 1 OpraHoB ynpas/eHns nepeaHel naHenn ESR-21

Ne OJOnemeHT OnucaHue
nepepHewu
naHenu

1 220V AC VICTOYHUK NUTaHuS.

2  Power IHAMKaTop NUTaHWst yCTPOCTRa.
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Ne JnemeHT
nepegHeii
naHenu

Status

Alarm

HA

4 SD

5 USB1

6 USB2

7 Console

8 RS-232

9 [1.8]

10 Optical
Port

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

OonucaHuve

MNHAVKaTOp TEKYLLIEro COCTOAHMS YCTPOCTBA.

MNHAVKaTOp HaNMumsi 1 ypoBHS aBapum YCTpolicTBa.

MHaukaTop paboTbl B pexrme HA (He ucnonb3yeTcs B TEKYLLER Bepcun).

®YHKUMOHaIbHAs KHOMKa A5 nepesarpy3ku yCTpoicTea 1 c6poca K 3aBOACKUM HacTpoikam:

* MU yaepxaHum KHomku MeHee 10 cekyH NpoucxoguT nepesarpyska yCTpPoiCcTBa;
* Npu yaep>xxaHuy KHonkn 6onee 10 cekyHA NpoMCXoanT nepesarpyska yCTpoicTa 1 cbpoc K
3aBOACKMM HaCTPOMKam.
PasbeM a8 ycTaHOBKM SD-kapT namsaTu.
Paszbem USB 2.0 ansa nogknioyeHns BHelwwHMx USB-ycTpoiicTB.
Pasbem USB 3.0 ansa nogkntoueHms BHewHnx USB-ycTpolicTs.
KoHCcOosbHbI nopT RS-232 (RJ-45) Ana NokasibHOTO yNpaB/ieHusi yCTPONCTBOM.
3 nocnegoBaTenbHbIX NopTa.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopra Gigabit Ethernet 10/100/1000BASE-X (SFP).

3agHAaA naHenb yctpoiicte ESR-21

BHelwHWiA BUA 3aaHen naHenyn ESR-21 nokasaH Ha pucyHke 41.

PucyHok 41 — 3agHaa naHens ESR-21

B Tabnuue 28 nprBeaeH nepeyeHb pasbeMOB, pacnosioKeHHbIX Ha 3aaHel naHenn ESR-21.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Tabnuua 28 — OnucaHne pa3bemoB 3agHei naHenn ESR-21

Ne OnucaHune

1 Knemma ons 3a3em/eHnst ycTpoiicTsa.

BokoBble naHenu yctpoiictBa ESR-21

BHeluHWIA BMA 60K0BbIX NaHenei ESR-21 npuBeaeH Ha pucyHkax 42 n 43.

PucyHok 43 — MNpasas 6okosas naHesib ESR-21

Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT A/1s 0TBoAa
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpOIiCcTBa pacnosioXeHbl B pa3aesnie YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.11 KoHcTpyKTMBHOE ncnosnHeHue ESR-30, ESR-20

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTMB, BbiCOTa
Kopnyca 1U.

MepepHAa naHenb yctpoiictea ESR-30

BHewHuin Bng nepeaHeit naHenn ESR-30 nokasaH Ha pucyHke 44.
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PucyHok 44 - MepepaHsa naHens ESR-30

B Tabnvue 29 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHBLIX UHAMKATOPOB U OPraHoB yrpaB/eHus,
pacnonoXeHHbIX Ha nepeaHeli naHenn ESR-30.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Tabnuua 29 — OnucaHne pa3beMOB, MHANKATOPOB M OpraHoB ynpasfieHns nepegHeri naHenn ESR-30

Ne 3OnemeHT
nepegHeii
naHenm

1 110-250 VAC

2 Power
Status
Alarm
User

3 F

4 Console

5  microSD
6  USB1

7 USB2

8 [1.4]

9 1,2

OonucaHve

MCTOUYHMK NnUTaHUS.

NHauKaTop nuTaHust ycTpoiicTBa.

NHAMKaTOP TEKYLLENO COCTOSIHUA YCTPOICTBA.

NHAMKATOP HaNMuMsi 1 YPOBHSA aBapumn YCTpolicTBa.

NHAuKaTop, UCNOosb3yoLLMIACS A/151 NONb30BaTeNbCKMX CLEEHAPUEB, KOTOPbIE MOXHO HA3HAYNTb B
pexume KOHPUIypUpOoBaH1s yCTpoicTaa.

dyHKLMOHaNbHAs KHOMKa A/1s1 nepe3arpy3kn yCTponcTea 1 copoca K 3aBOACKMM HaCcTpOoiKam:
* Npwv ygepXaHum kHomky meHee 10 cekyHz, NpoMCXOoaunT nepesarpyska yCTpoiCcTBa;
* MpW yaepxaHum kHornky 6onee 10 cekyHa, NponCcXoauT nepesarpyska ycTpoiicTea u copoc K
3aBOJCKUM HaCTpOKaMm.
KOHCO/bHBI NOPT 4151 /TOK/IbHOTO YyNpaB/ieHns YyCTPONCTBOM.
Pasbem g1a ycTaHOBKM microSD-kapT namaTu.
Paszbem USB 2.0 gnsa nogkntoyeHns BHelwHux USB-ycTpoiicTs.
Pasbem USB 3.0 ans nogkntoueHms BHewHnx USB-ycTponcTB.

4 noprta Ethernet 10/100/1000BASE-T.

2 nopta 10GBASE-R (SPF+)/1000BASE-X.

MepeaHsasn naHenb yctpoiictea ESR-20

BHewHunin Bug nepegHein naHenu ESR-20 nokasaH Ha pucyHke 45.

1 23 4 5 6 7 8 9

PucyHok 45 - MepepaHsa naHens ESR-20
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

B tabnuue 30 npvBeaeH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB Y OPraHoB yrnpas/ieHuns,
pacnonoXeHHbIX Ha nepeaHen naHenn ESR-20.

Ta6nuua 30 - OnncaHne pasbemMoB, UHAMKATOPOB N OPraHoB yrpasneHus nepegHen naHenm ESR-20

Ne

dnemMeHT
nepegHeii
naHenu

110-250
VAC

Power

Status

Alarm

HA

Console

SD

USB1

USB2

1,2

[1..4]

OnucaHue

VICTOUYHUK NUTaHUA.

WHaykaTop nuTaHust ycTpoiicTBa.

WHapKkaTop TEeKyLLEero cocTosiHUA YCTpolicTBa.

HAMKaTOp Ha/MUMs 1 YPOBHS aBapun yCTpoiiCcTBa.

WNHaykaTop pa6oTtbl B pexxume HA (He ucnonb3yeTcs B TEKYLLEN Bepcun).

dyHKUMOHaNIbHAas KHOMKa A/151 nepe3arpy3ku yCTpoicTBa 1 cbpoca K 3aBOACKMM HacTpoiikam:
* NpW yaepxaHum KHomkn MeHee 10 cekyH NpoucxoamT nepesarpyska ycTpoicTsa;
* Mpu yaepxaHum kHomky 6onee 10 cekyH NpoOMCXOAMT nepesarpyska ycTpoiicTea 1 cbpoc K
3aBO/CKUM HaCTpOMKaMm.
KoHconbHbI nopT RS-232 (RJ-45) Ans nokasibHOro yrnpae/ieHns yCTPONCTBOM.
PasbeMm gnsa yctaHoBKu SD-kapT namsTu.
Paszbem USB 2.0 gns nogkntoueHns BHewHux USB-ycTpoiicTs.
Pasbem USB 3.0 ansa nogxntoveHms BHewHnx USB-ycTpolicTB.

2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

2 Combo-nopta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.
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CepBUCHblE MapLUPYTM3aTopbl cepui ESR. PyKOBOACTBO MO aKCM/lyaTaLmm

3apaHaa naHenb yctponcte ESR-30, ESR-20
BHewHwuiA Bug, 3agHein naHenyn ESR-30, ESR-20 noka3aH Ha pucyHke 46.

PucyHok 46 — 3agHaa naHenb ESR-30, ESR-20

B Tabnuue 31 npuBeaeH nepeyeHb pasbeMOB, PacrnofioXeHHbIX Ha 3aaHel naHenn ESR-30, ESR-20.

Tabnmua 31 — OnucaHne pasbemMoB 3aaHer naHenn ESR-30, ESR-20

Ne OnwucaHue

1 Knemma a5t 3a3eM/ieHnsi yCTpoiicTea.

BokoBble naHenu yctpoiicte ESR-30, ESR-20

BHewHwuin Bng, 60koBbix naHenei ESR-30, ESR-20 npuBeneH Ha pucyHkax 47 n 48
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PucyHok 48 — MNMpaBas 6okoBas naHenb ESR-30, ESR-20

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacronoXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHMs1 B ero pabote. PekomeHaauum no yctaHoBKe

yCTpOIicTBa pacnosioXeHbl B pa3aesne YCTaHoBKa 1 NOAK/IHYEHNE.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

2.4.12 KoHCTpyKTUBHOE ncnonHeHue ESR-15VF

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-15VF

BHelwwHnin BuA nepeaHeli naHenu ESR-15VF nokasaH Ha pucyHke 49.
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PucyHok 49 - MNepeaHasa naHens ESR-15VF

B Tabnuue 34 npusefeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepegHel naHenn ESR-15VF.

Ta6nuua 34 - OnuncaHve pasbemMoB, UHAVKATOPOB U OpraHoB ynpas/ieHns nepegHei naHeny ESR-15VF

Ne 3OnemeHT
nepegHei
naHenu

1 110-250V
AC

2 Power

Status

Alarm

User

3 Console

5 USB1

OnucaHue

VICTOYHMK nuTaHuA.

WHaykaTop nuTaHust ycTpoiicTea.

NHAMKaTOp TEKYLLEro COCTOSIHWSA YCTPOCTBA.

NHaykaTop Hanuumsi 1 ypoBHS aBapuu yCTpoliCcTBa.

WHapkaTop, ncnonb3yowmiics a1s nonb30BaTes/ibCkMX CLEHAPUEB, KOTOPbIE MOXHO HA3HAUNTL B
pexume KOH(PUrypuMpoBaHns yCTpPoicTBa.

KoHconbHbIi nopT RS-232 (RJ-45) Ansi NOKasbHOTO ynpaBieHust yCTPOWCTBOM.

®YHKUMOHaIbHAs KHOMKa [/ nepe3arpy3ku ycTpoiicTBa 1 c6poca K 3aBOCKMM HacTpolikam:

* MpU AIMTENBHOCTM HaXaTUSA Ha KHOMKY MeHee 10 cekyHa NpoucxoauT nepesarpyska
YCTPOWCTBA;

* NPV 4AUTENbHOCTY HaXXaTus Ha KHoMKy 6onee 10 cekyHA, MPOMCXOAMUT cHpoc yCTpoiicTBa K
3aBOACKOW KOHUrypaumm.

PaszbeMm /1 NoAKMoUeHNst BHELHUX USB-yCTpoiicTB.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ne JnemeHT OonucaHue

nepegHeii

naHenu

USB2 PasbeMm gns nogknodeHns BHewwHnx USB-ycTpolicTs.
6 1,2,3,4 WHaukaTop Ans BHYTPEeHHUX aBOHEHTCKUX TePMUHAUTOB.
7 FXS 4 pasbema Ansi BHyTPEHHUX abOHEHTCKUX TEPMUHAIOB.
8 [1.8] 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
9 9,10 2 noprta Gigabit Ethernet 1000BASE-X SFP.

3apHAa naHenb yctponcte ESR-15VF

BHewHwnin Bug 3agHein naHenn ESR-15VF nokasaH Ha pucyHke 50.

PucyHok 50 — 3aaHssa naHenb ESR-15VF
B Tabnuue 35 nprBeaeH nepeyeHb pa3sbeMOB, pacnosioeHHbIX Ha 3agHel naHenn ESR-15VF.

Tabnuua 35 — OnucaHne pa3bemoB 3aaHei naHenn ESR-15VF

Ne OnucaHune

1 Knemma ans 3a3em/eHnst ycTpoiicTsa.

BokoBble naHenu yctpoiictea ESR-15VF
BHewHwuiA Bug, 60koBbIX NnaHenein ESR-15VF npuBegeH Ha pyucyHkax 51 n 52.
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PucyHok 51 — JleBas naHenb ESR-15VF
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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PucyHok 52 — lNpasas naHens ESR-15VF

Ha 60KOBbIX NaHenNsix yCTPOCTBA pPacrosioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE CNyXaT A8 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHUMU NpeaMeTamu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWS1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBa pacnosioXeHbl B pasaene YCTaHoBKa 1 MOAK/I0HYEHNE.

2.4.13 KOHCTpYyKTUBHOE ucnonHeHune ESR-15R

YCTPOICTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
Kopnyca 1U.

MNepeaHssn naHenb ycTpoiictBa ESR-15R
BHewHwuiA Bug, nepeaHein naHenn ESR-15R nokasaH Ha pucyHke 53.
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PucyHok 53 - MNepeaHasa naHens ESR-15R

B Tabnuue 32 npusefeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAVKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepegHel naHenn ESR-15R.

Ta6nuua 32 - OnncaHve pasbemMoB, UHAMKATOPOB U OpraHoB ynpas/ieHns nepegHein naHeny ESR-15R
Ne O3OnemeHT OnucaHue

nepegHei
naHenu

1 110-250V MCTOYHUK NUTaHUS.

AC
2 Power VHgukaTop nuTaHus ycTpoicTea.
Status VHAvKaTop TeKyLero CoCTosIHMA YCTpoiicTBa.
Alarm VHaukaTop Hannums 1 ypoBHS aBapum yCTPOCTBa.
User VHgukaTop, Mcnonb3yowuincs ans nosib30BaTe/bCkUX CLEHapNEB, KOTOPbIE MOXHO Ha3HaYMTb B

pexume KOHPUrypupoBaHns yCTPOCTBA.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Ne JnemeHT OonucaHue

nepegHeii
naHenv
3  Console KoHconbHbIi nopT RS-232 (RJ-45) Anst NoKasibHOTo ynpaBieHust yCTPOWCTBOM.
4 F ®yHKUMOHANIbHAA KHOMKa A1 nepesarpy3ku yCTpoiicTea 1 copoca K 3aBOACKMM HaCTpOiiKaMm:
* MpU AMTENBHOCTM HaXXaTus Ha KHOMKY MeHee 10 cekyH NpoucXoauT nepesarpyska
YCTPOIiCTBa;
* MPpU AIMTENBHOCTM HaXKaTusl Ha KHOMKy 6osee 10 cekyHz, nponcxoaut cbpoc ycTpoiicTsea K
3aBO/ICKOV KOHMrypaumm.
5 USB1 Paszbem gns nogknodeHns BHewHux USB-ycTpolicTs.
6 USB2 Pasbem gns nogknodeHuns BHeWwHNX USB-ycTpoiicTs.
7 [1.4] 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
8 56 2 noprta Gigabit Ethernet 1T000BASE-X SFP.

3agHAA naHenb yctpoucte ESR-15R

BHelHWI BMA 3aaHein naHenyn ESR-15R nokasaH Ha pucyHke 54.
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PucyHok 54 — 3agHaa naHens ESR-15R
B Tabnuue 33 npmBeaeH nepeyeHb pa3bemMoB, pacnosiokeHHbIX Ha 3agHel naHenn ESR-15R.

Tabnuua 33 — OnucaHne pa3bemoB 3aaHei naHenn ESR-15R

Ne OnucaHune

1 Knemma a5 3a3eM/ieHnst ycTpoiicTea.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-15R

BHewHwuiA Bug, 60koBbIX NaHesnei ESR-15R npuBegeH Ha pucyHkax 55 n 56.
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PucyHok 56 — NpaBas 60koBas naHenb ESR-15R

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacroioXeHbl BEHTUISILMOHHbIE PELLETKM, KOTOPbIE CNyXaT An1a oTBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBa pacnosioXeHbl B pasaene YCTaHoBKa 1 MOAKI0HEHNE.

2.4.14 KOHCTpyKTUBHOE ucnonHeHue ESR-15

3apHAa naHenb ycTpoicTea ESR-15

BHewHwuiA Bug, 3agHei naHenyn ESR-15 nokasaH Ha pucyHke 57.
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PucyHok 57 — 3agHaa naHens ESR-15

B Tabnuue 34 npuBeseH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha 3aaHei naHenn ESR-15.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ta6nuua 34 - OnncaHve pasbeMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns 3agHen naHenm ESR-15

Ne JnemeHT

nepegHeii
naHenu
1 F
2 12V DC
3 Optical
Ports
4  USBIT,
USB2

5 Console

6 [1.4]

OonucaHue

®YHKUMOHaTbHAsS! KHOMKa A5 nepe3arpy3ku yCTPoicTBa U c6poca K 3aBOACKUM HACTPOKaM:

* NPV 4MTENIbHOCTM HaXaTWs Ha KHonKy MeHee 10 cekyHA MPOUCXOANT nepesarpyska
YCTPOWCTBA;

* MNPV 4JIMTENBbHOCTU HaXaThs Ha KHonky 6os1ee 10 cekyHA NPoOMCXoanT COPOC yCTPOICTBA K
3aBO/CKOW KOHGMIypaLuu.

Pasbem [/1s1 NOAK/IIYEHNS aganTepa nuTaHus.

2 nopta Gigabit Ethernet —1000BASE-X (SFP).

2 pasbema Ans nogxtoyeHns BHelwHux USB-ycTpoiicTs.

KoHconbHbI nopT RS-232 (RJ-45) ans nokasbHOro ynpasneHns yCTPONCcTBOM.

4 nopta Gigabit Ethernet — 10/100/1000BASE-T (RJ-45)

78



CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BepxHssa naHenb yctponctea ESR-15

BHewHwuiA Bug, BepxHeli naHenn ESR-15 nokasaH Ha pucyHke 58.
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B Ta6nuue 35 npuBeaeH nepeyeHb CBETOAMOAHbLIX MHANKATOPOB, PACno/IOXeHHbIX Ha BepxHei naHenn ESR-15.
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PucyHok 58 — BepxHssa naHesnb ESR-15

Tabnuua 35 — OnucaHve HANKAToOpPOB BepxHel naHenn ESR-15

Ne O3nemeHT OnucaHwue
BepXxHeii
naHenv
1 Power MHamKaTop nuTaHus u ctatyca paboTbl yCTPOMCTBA.
2 - VHOukaTop He Mcnosb3yeTcs.
3 USB1, VHAankaTopbl paboTbl BHELHWUX USB-yCTpoiCTB.
USB2
4 [1.2] VHAavkaTopbl paboTbl ONTUYECKMX MHTephelicoB.
5 [3..6] MHavkatopsl pa6otel Ethernet-nopTos.

79



CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

2.4.15 KoHCTpyKTUBHOE ncnonHeHue ESR-12VF

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-12VF

BHelwwHnin BuA nepeaHeli naHenu ESR-12VF nokasaH Ha pucyHke 59.
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PucyHok 59 - MepepaHsasa naHens ESR-12VF

B Tabnuue 36 npuBeseH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-12VF.

Tabnuua 36 — OnucaHne pasbemMoB, MHANKATOPOB 1 OpraHOB ynpasfieHns nepeaHei naHenn ESR-12VF

Ne JnemeHT OnucaHue

nepegHe
naHenv
1 220V AC VICTOYHWK NnuTaHus.
2 Power VHavkaTop nuTaHms yCcTpoICTBa.
3 Console KoHconbHbI nopt RS-232 (RJ-45) Ans nokasibHOro ynpaeeHns yCTPONCTBOM.
4 F ®yHKUMOHasIbHASA KHOMKa AJ151 nepesarpy3kn yCTpoincTBa 1 copoca K 3aBOACKMM HaCTPOKaM:

* MpY yaepxaHun KHomkn meHee 10 cekyHA NponCXoanT nepesarpyska ycTpoicTBa;
* MNpuv ygepxaHum kHonku 6os1ee 10 cekyHA NPOMCXOAMT nepesarpyska yCcTpoicTea n cbpoc K
3aBOACKUM HaCTpOiKam.

5 USB1, USB2 2 pasbema USB asis1 nogknoueHnst BHeWwHuX USB-ycTpoicTs.

6 FXO WHavkaTop BHelwwHeli aboHeHTCKOM nnHuM oT TdhOrl.
1,2,3 WHpmnkaTop Anst BHYTPEHHMUX aBG0HEHTCKNX TEPMUHATOB.
7 FXO 1 pasbem FXO an1a noakAyeHnsi BHELHeRn aboHEHTCKOM NuHUKM oT T¢hOrT.
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CepBUCHblE MapLUPYTM3aTopbl cepui ESR. PyKOBOACTBO MO aKCM/lyaTaLmm

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

8 FXS 1,FXS 3 pa3sbema ans BHyTPEHHUX abOHEHTCKMUX TePMUHAIOB.
2,FXS 3

9 [1..8] 8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
10 Optical Port 1 nopt Gigabit Ethernet-100/1000BASE-X (SFP).

1 1,2 VHamkaTopbl paboTbl ONTUYECKMUX UHTEPXeicoB.

3apHaa naHenb yctponcTtea ESR-12VF
BHewHuin Bug, 3agHein naHenn ESR-12VF nokasaH Ha pucyHke 60.

—a

PucyHok 60 — 3aaHss naHenb ESR-12VF
B Tabnuue 37 npuBeaeH nepeyeHb pasbeMOoB, pacnosiokeHHbIX Ha 3aaHel naHenn ESR-12VF.

Tabnuua 37 — OnucaHne pasbemoB 3aaHei naHenn ESR-12VF

Ne OnucaHue

1 Knemma fnsi 3a3em/IeHst yCTpOCTBa.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

BokoBble naHenu yctpoiictea ESR-12VF
BHewHuiA Bug, 60koBbIX NnaHenein ESR-12VF npuBegeH Ha pucyHkax 61 n 52.

PucyHok 62 - MpaBas 60koBas naHesib ESR-12VF

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.16 KOHCTpyKTUBHOE ncnosiHeHue ESR-12V

YCTPOIACTBO BbINO/IHEHO B META/I/IMYECKOM KOPMYCE C BO3MOXHOCTbLI YCTAHOBKM B 19" KOHCTPYKTMB, BbICOTa
Kopnyca 1U.

MepeaHsasn naHenb ycTpoiicteBa ESR-12V

BHewHwnin Bug nepegHein naHenm ESR-12V nokasaH Ha pucyHke 63.
T EUOEEUE CUCUCY JUUCUE CUUy UUUnTy SUTTuTE
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PucyHok 63 — MNMepeaHsas naHens ESR-12V
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B Tabnuue 38 npuseseH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpaseHus,
pacnonoXeHHbIX Ha nepeaHel naHenn ESR-12V.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Tabnmua 38 — OnucaHne pa3beMOB, MHANKATOPOB M OpraHoB ynpas/ieHus nepeaHel naHenn ESR-12V

Ne JnemeHT
nepegHe
naHenu

1 220V AC

2 Power

3 Console

5 USB1,USB2

6 FXO
1,23

7  FXO

8 FXS 1, FXS
2,FXS3

9 [1.8]

OonucaHue

VICTOUYHUMK nUTaHmnA.

NHAamKaTop nuTaHus ycTpoicTea.

KoHconbHbIi nopT RS-232 (RJ-45) Anst NoKasibHOTo ynpaeieHust yCTPOWCTBOM.

®YHKLMOHa/IbHAsA KHOMKa [i/181 Nepe3arpy3ku ycTpoicTBa 1 cbpoca K 3aBOACKMM HaCTpolikaM:
* Mpu yaepxaHum kHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCcTpoicTsa;
* Mpu yaepxaHum kHomky 6onee 10 cekyHA NpoUCXoauT nepesarpyska ycTpoiicTBa 1 c6poc K
3aBOACKUM HACTpOkam.
2 pasbema USB gns nogknodeHns BHewwHux USB-ycTpoiicTs.
VHankaTop BHeLUHel aboHeHTCKOW nnHun oT TgOrl.
NHavkaTop 418 BHYTPEHHUX aBOHEHTCKUX TEPMUHAUTOB.

1 pasbem FXO ans nogknioYeHns BHELWHEN aboHEHTCKOW nnHun oT TdOrT.

3 pasbema A9 BHYTPEHHUX aBOHEHTCKUX TEPMUHAIOB.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

3agHAaA naHenb yctpoiicte ESR-12V

BHeluHWiA BUA 3aaHei naHenyn ESR-12V nokasaH Ha pucyHke 64.

PucyHok 64 — 3agHsasa naHenb ESR-12V

B Tabnuue 39 nprBeaeH nepeyeHb pa3beMoB, PpacnosiokeHHbIX Ha 3aaHel naHenn ESR-12V.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Tabnmua 39 — OnucaHne pasbeMOB 3agHein naHenn ESR-12V

Ne OnucaHune

1 Knemma ans 3a3emsieHust ycTpoicTea.

BokoBble naHenu yctpoiictea ESR-12V
BHewHuin BnA 60koBbIX NaHeneit ESR-12V npuBeaeH Ha pucyHkax 65 u 66.
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PucyHok 66 — NpaBasa 6okoBasi naHenb ESR-12V

Ha 60KOBbIX NaHensix yCTPOCTBA pacrnosioXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOPbIE C/yXaT /s oTBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTU K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWsl B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa pacnosioXeHbl B pasaesnie YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.17 KOHCTpyKTUBHOE ucnonHeHue ESR-10

3apHaa naHenb ycTpoicTea ESR-10
BHewHwuii Bug, 3agHein naHenyn ESR-10 nokasaH Ha puUCyHKe 67.

PucyHok 67 — 3agHasa naHens ESR-10

B tabnuue 40 npmBeaeH nepeyeHb pa3bemMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnonoXeHHbIX Ha 3agHein naHenn ESR-10.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ta6nuua 40 — OnucaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns 3agHen naHenm ESR-10

Ne

dnemMeHT
nepegHeii
naHenu

ON/OFF

12V DC

Console

USBT,
USB2

[1..4]

Optical
Ports

OonucaHue

KHonka BK/1OUEHNA/BbIKNIOYEHNA NMUTaHUS.

Pasbem gnsa nogknoveHus agantepa nuTaHua.

KoHconbHbIi nopT RS-232 (RJ-45) AN NOKa/bHOTO YNpaB/ieHUst yCTPOWCTBOM.

2 pasbema A1 NoAK/UeHNs BHeLHMX USB-ycTpoiicTs.

4 nopta Gigabit Ethernet — 10/100/1000BASE-T (RJ-45).

2 nopta Gigabit Ethernet —100/1000BASE-X (SFP).

BokoBble naHenu ycTtpoiictea ESR-10

BHewHwuin Bug, 6okoBoi naHenn ESR-10 nokasaH Ha pucyHke 68.

1

PucyHok 68 — bokosasi naHesib ESR-10

B Tabnuue 41 npuBeaeH nepeyeHb OpraHoB ynpaB/eHUs], pacnofoXeHHbIX Ha 60koBoii naHenn ESR-10.

Tabnuua 41 — OnucaHne pasbemos 60koBol naHenu ESR-10

Ne

AnemeHT
60KOBOW
naHenu

OnucaHue

®yHKUMOHas/IbHAs KHOMKa 4715 nepesarpysku ycTpoicTBa 1 cbpoca K 3aBOLCKMM HACTPOiKam:

* MNPV A/IMTENBHOCTM HaXXaTusi Ha KHOMKy MeHee 10 cekyHA, MponcxoanT nepesarpyska
YCTPOICTBa;

* NpV AIMTENBHOCTM HaXXaTusi Ha KHoMKy 6on1ee 10 cekyHA, MpoucxoanT copoc yCTpoiicTBa K
3aBO/ICKOV KOHMrypaumm.
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CepBUCHblE MapLUPYTM3aTopbl cepui ESR. PyKOBOACTBO MO aKCM/lyaTaLmm

BepxHsas naHenb yctpoiictBa ESR-10

BHewHwuiA Bug, BepxHeli naHenn ESR-10 nokasaH Ha pucyHke 69.
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PucyHok 69 — BepxHsasa naHesib Maplupytmsatopa ESR-10

B Tabnuue 42 npmBeaeH nepeyeHb CBETOANOAHbLIX MHANKATOPOB, PacnosioKeHHbIX Ha BepxHei naHenn ESR-10.

Tabnuua 42 - OnucaHve NHAMKaTopoB BepxHeli naHeny ESR-10

Ne 3JnemeHT OnucaHue

BepXxHeii
naHenu
1 Power ViHAMKaTop NUTaHus 1 ctatyca paboTbl yCTpoiicTBa.
2 - VHAmKaTop He UCnosb3yeTcs.
3 USB1, VHamkaTopbl paboTbl BHeLWHMX USB-ycTpoicTB.
USB2
4 [1.4] NHaukaTopbl pa6oTbl Ethernet-nopTos.
5 [5.6] NHAauKaTopbl paboTbl ONTUYECKUX UHTEPXECOB.
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2.4.18 CgeTtoBas nHauKauus

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

CBetoBas nHgmkauyust ESR-1700, ESR-1200, ESR-1000

CocTtosiHne meaHbIX nHTepgeiicoB Gigabit Ethernet oto6paxaeTtcsi 4ByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro useta n SPEED aHTapHOro uBeTta. PacnonoxeHve MHAMKaTOpoB MeAHbIX MHTepdencos

nokasaHo Ha pucyHke 70. CoctosiHue SFP-uHTepdhelicoB oTtobpaxaetcs AByma niankaropamum RX/ACT n TX/
ACT n yka3aHo Ha pucyHke 71. 3Ha4yeHuns CBETOBOI MHAMKaLMM onncaHbl B Tabnuuax 43 n 44 cOOTBETCTBEHHO.

LINK/ACT

—

SPEED

(LU

PucyHok 70 — PacnonoxeHne MHANKaTopoB pasbema RJ-45

-

1

ADBAADDLAL

o|w|% el
TITTVUUEY

VAVA

ey

e d

T

RX/ACT

TX/ACT

PucyHok 71 — PacnonioxeHue UHAVMKATOPOB ONTUYECKUX MHTepdieiicoB

Ta6nuua 43 — CBeToBas MHAVKALMA COCTOSIHWS MeAHbIX UHTEpdelicoB

CeeueHue nHgukaropa SPEED

BbikntoveH

BbikntoveH

['opuUT NOCTOAHHO

CBeueHue nHgmkartopa LINK/ACT CocTtosiHue nHtepdeiica Ethernet

BbikntoveH

[opnUT NOCTOAHHO

['opnUT NOCTOAHHO

Mwuraet

|-|0pT BbIK/1HOYEH WK coegnHeHne He
YCTaHOBJIEHO.

YCTaHOB/EHO coeanHeHne Ha ckopocTun 10
nnn 100 Méut/c.

YcTaHOBNEHO COEAUHEHNE Ha CKOPOCTM
1000 Mo6wuTt/c.

NaeT nepegaya faHHbIX.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Tabnuua 44 — CseTtoBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepdeiicos

CBeueHne nHamn Katopa

RX/ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Muraet

ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Mwuraet

CBeueHue nHaukatopa TX/

CocTosiHne nHtepdeiica Ethernet

IMopT BLIK/OYEH N COeANHEHME He YCTaHOB/1EHO.

CoeguHeHne YCTaHOBJ/IEHO.

VaeT npyem gaHHbIX.

NaeT nepegaya AaHHbIX.

B cnepytowleii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

Tabnuua 45 — COCTOAHMA CUCTEMHbBIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTBa.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTeneMm AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbii

KpacHblii

3eneHbii

3eneHbii

OpaHxeBblii

BbiktoueH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHns/
3anncum no KoOMaHae «copy».

MuTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoCco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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HasBaHue

MHAMKaTOpa

Master

Fan

RPS

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

PYHKUUNSA nHAUKaTopa CocTtosiHne CocTtosiHue ycTpoiicTBa
MHAMKaTopa

MHavkaTop paboThl ycTpoiicTBa - -
B failover-pexumax.

CocTosiHMe BeHTUNATOpa BbIK/IHOUYEH Bce BEHTUMATOPbI UCMPAaBHbI.
OXNAKAEHWS.

KpacHblii OTtkas ogHoro nnn 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HUKHOBEHMS aBapyin MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

Pexum paboTbl pe3epBHOro 3eneHblii Pe3epBHblil ICTOUHUK YCTAHOB/EH
MCTOYHMKA NUTaHNS. 1 UCTIPABEH.

BbIk/io4eH Pe3epBHbII7I NCTOYHUK HE
YCTaHOBJ/IEH.

KpacHblii OTCyTCTBUE NEPBUYHOIO NMUTAHUSA
pe3epPBHOIO NCTOYHUKA U/IN €0
HeuCcnpaBHOCTb.

CeeTtoBasa nuiaukauus ESR-3300, ESR-3200L, ESR-3200, ESR-3100, ESR-1511, ESR-1500

CocTosiHnme mefdHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTtca AByMS CBETOANOAHLIMU UHAMKATOPAMW —
LINK/ACT 3eneHoro useta n SPEED aHTapHOro uBeTta. PacnonoxeHve MHAMKaTOpoB MeAHbIX MHTepdencos
nokasaHo Ha pucyHke 72. CoctosHue SFP-uHtepdelicos otobpaxaetcs Apymsa nHankatopamm RX/ACT n TX/
ACT n yka3aHO Ha puCyHKe 73. 3Ha4YeHns CBETOBOI MHAMKALMM onncaHbl B Tabnuuax 46 n 47 cOOTBETCTBEHHO.

LINK/ACT SPEED

00T

PucyHok 72 — PacnonoxeHue nHgmMkaTopos pasbema RJ-45
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm
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s
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PucyHok 73 — PacnonoxeHve NHANKaTopoB ONTUYECKNX MHTepdelicoB

Tabnuua 46 — CBeToBasi MHAMKALMS COCTOSIHUA MeAHbIX UHTepdeiicoB

CBeueHune nHgukaropa SPEED

BbikntoueH

BbikntoveH

[opuT NOCTOSAHHO

CseueHue uHgukaropa LINK/ACT CoctosiHue nHtepdeiica Ethernet

BblkntoueH IMopT BbIK/TOYEH WU COEAVHEHNE He
yCTaHOBJ/IEHO.

FopnT NOCTOAHHO YcTaHoBMEHO coefyHeHne Ha ckopocTn 10
nnn 100 Méut/c.

[opuT NocTosiHHO YCTaHOBNEHO COeANHEHNE Ha CKOPOCTHU
1000 MéwuT/c.

Mwuraet MoeT nepepaya faHHbIX.

Tabnuua 47 — CeeToBas nHankaumsa coctosiHns SFP/SFP+/QSFP+-uHTtepdeiicos

CBeueHMe UHQMKaTopa
RX/ACT

BbikntoveH

rOpI/IT NOCTOAHHO

Mwuraet

CseueHune uHgukaropa TX/ CocTosiHne nHtepdeiica Ethernet
ACT
BbikntoueH MopT BbIKNHOYEH WM COEANHEHNE HE YCTAaHOB/IEHO.

rOpI/IT NOCTOAHHO

Muraet

CoefiMHeHNE YCTaHOB/EHO.

MaeTt npyem gaHHbIX.

aeT nepeaava AaHHbIX.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

B cnepytouleli Tabnvue npvBeAeHo OnmncaHne CoOCTOSIHWI CUCTEMHbIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHUN.

Tabnuua 48 — COCTOAAHWS CUCTEMHbIX MHANKATOPOB

HasBaHue
nHauKartopa

Status

Alarm

VPN

Flash

Power

Master

Fan

PYHKUNSA nHAUKaTopa

VIHAMKATOp TEKYLLIEro COCTOSHNSA
yCTpONCTBa.

NHAMKaTop HaNnumsi 1 ypoBHs
aBapvu ycTpoiicTaa.

VHAMKATOP HaNN4Yms akTUBHbIX
VPN-ceccuin.

VHAMKaTop akTMBHOCTN 0bMeHa
C HakonuTesniem faHHbIX: SD-
kapToii unu USB Flash.

VHAmkaTop nuTaHus
yCTpONCTBa.

VHavkatop paboThl ycTpoiicTBa
B failover-pexuvmax.

CocTosiHMe BEHTUATOPA
OX/TKAEHUS.

CocTosiHue
MHOMKaTopa

3eneHbIn

Mwuraet 3e/ieHbIM

3eneHbIn

3eneHbIn

KpacHblii

BbikntoyeH

BbikntoyeH

KpacHblii

CocTosiHue ycTpoiicTBa

YCTpoIicTBO pa6oTaeT HOPMasIbHO.

YCTpOCTBO HaxoauTcs B
cocTosiHMM 3arpy3sku MO.

BbinonHeHe onepauuii yTeHus/
3anmcy No KOMaHAe «Copy».

MuTaHne ycTpoiicTBa B HOpMe.
OCHOBHOI UCTOUYHMK MUTAHWSA, €CNU
OH YCTaHOB/1EH, paboTaeT
HOpMaJsIbHO.

HepaboToCnoCoO6HOCTb OCHOBHOMO
WCTOYHMKA MUTaHKSA, aBapus Uam
OTCYTCTBME NEPBUYHOI CETH.

OTKa3 BHYTPEHHUX NCTOYHMKOB
nUTaHns ycTpoincTea.

Bce BEHTUNATOPbI NCMPaBHbI.

OTKa3 ogHoro unm 6onee
BEHTUNATOPOB. [pnynHOiA
BO3HMKHOBEHMWS aBapui MOXET
6bITb HEepPaboTOCMOCOOHOCTL XOTSH
6bl OAHOTO N3 BEHTUNSTOPOB —
OCTaHOBKa W NOHWKEHHAs
yacTtoTa 060pOTOB.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Ha3saHue PYHKLUA MHAKKaTOpa CocTtosiHne CocTosiHue ycTpoiictBa
MHAMKaTopa MHAMKaTopa
RPS Pexum paboTbl pe3epBHOro 3eneHblii Pe3epBHbIii ICTOYHUK YCTAHOBNEH
NCTOYHMKA MUTaHUA. N NCnpaseH.
BbIknoueH Pe3epBHbI ICTOUYHUK He
YCTaHOBJIEH.
KpacHbiii OTCcyTCTBYE NEPBUYHOIO NUTaAHNSA
pe3epBHOro UCTOYHMKA UK ero
HEencnpaBHOCTb.

CeetoBas nHgukauyus ESR-200, ESR-100

CocTosiHne mefdHbIX nHTepdelicoB Gigabit Ethernet n SFP-uHtepdeiicoB oTobpaxaeTcs AByMs
ceeToanoaHbiMu nHamkatopamm — LINK/ACT 3eneHoro useta n SPEED aHTapHoro LBeTta. PacnonoxeHue
WMHAMKATOPOB MeAHbIX MHTEPMENCOB NokasaHo Ha pucyHke 70. CocTossHne SFP-nHTepgeicoB ykasaHo Ha
pucyHke 74. 3HauyeHns1 CBETOBOI MHAMKALMKX OnncaHbl B Tabnuue 49.

g A0L8000880
FHHHE

VAVAj

—

I

) =

LINK/ACT LINK/ACT

PucyHok 74 — PacnonoxeHne HAMKaTOPOB ONTUYECKUX MHTEPIENCOB

Tabnuua 49 — CeeToBas MHAMKaLMS COCTOSIHUSA MeAHbIX MHTepdieiicoB 1 SFP-uHTepdelicos

CBeueHune nHgukaropa SPEED CBeueHue nHgmkartopa LINK/ACT CocTtosiHue nHtepdeiica Ethernet

BbikntoueH BbikntoueH [opT BbIK/TOYEH UM COeLMHEHME He
YCTaHOB/IEHO.

BbikntoueH [opnUT NOCTOAHHO YCTaHOB/EHO coeanHeHne Ha ckopocTun 10

nnn 100 Méut/c.

FopuT NOCTOSAHHO opuT NOCTOSIHHO YcTaHOBNEHO COEAUHEHNE Ha CKOPOCTM
1000 Mo6wuTt/c.

X Mwuraet Vaet nepefaya gaHHbIX.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

B cnepytouleli Tabnvue npvBeAeHo OnmncaHne CoOCTOSIHWI CUCTEMHbIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHUN.

Tabnuua 50 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DyHKUUSA CocTtosiHue
MHAOUKaTopa MHAOMKaTopa MHOMKaTopa
Status VHaukaTop TekyLiero 3ereHbli
COCTOSIHMA YCTPONCTBA.
KpacHblii
Alarm VHaukaTop Hanuuma n - -
YPOBHA aBapuu
ycTpoiicTBa(He
noaaepxnBaeTcs B
Tekywiein Bepcum MNO).
Power VHgukaTtop nutaHns 3ereHbli
yCTpolicTBa.
KpacHblii
BbIkntoyeH
Fan CocTosiHue BbikntoueH
BEHTUATOpa
oxaxXaeHus. .
KpacHbin

CBetoBas nHgmkauyus ESR-31, ESR-30

CocTosiHue ycTpoiicTBa

YCTpOIACTBO paboTaeT HopMaslbHO.

YCTPOWNCTBO HAXOAUTCS B COCTOSIHUM 3arpy3ku MO.

MuTaHne ycTpoiicTBa B HOpMe. OCHOBHOM NCTOYHUK
MUTaHWSA, EC/TN OH YCTAHOB/EH, PAGOTAET HOPMaJTLHO.

HepaboTocnoco6GHOCTb OCHOBHOMO MCTOUHMKA MUTaHWS,
aBapusi WM OTCYTCTBME NEPBUYHOI CETU.

OTKa3 BHYTPEHHUX MCTOYHMKOB NMUTaHNS YCTPONCTBA.

Bce BEHTUNATOPLI NCMPaBHbI.

OTKa3 oAHOro unu 6onee BEHTUNATOPOB. MNpUUMHOIA
BO3HUKHOBEHWSI aBapun MOXET ObITb
HepaboToCnoCO6HOCTbL XOTA 6bl O4HOIO U3
BEHTU/ISITOPOB — OCTAHOBKA W/ MOHMXEHHAasA YacToTa
060poTOoB.

CocTosiHume mefaHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMS CBETOAMOAHLIMU UHAMKATOPAMW —

LINK/ACT 3eneHoro useta n SPEED aHTapHoro useta.

Tabnmua 51 — CBeToBas MHAMKALMS COCTOSIHUS MeAHbIX MHTepdieiicoB n SFP-uHTepdelicos

CBeueHne nugukaropa SPEED

BbikntoveH BbikntoveH

BbikntoueH [opuT NOCTOAHHO

CBeueHue nHgmkaropa LINK/ACT

CoctosiHne uHtepdeiica Ethernet

|_|0pT BbIK/TIO4EH W1 cOeguNHEeHnEe He
YCTaHOBJ/IEHO.

YcTaHOB/IEHO coeAnHeHne Ha ckopocTun 10
nnn 100 MéwuT/c.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

FopuT NOCTOSIHHO opuT NOCTOSAHHO YCTaHOB/IEHO COEANHEHNE Ha CKOPOCTU
1000 Mo6wuTt/c.

X Mwuraet Vaet nepefaya gaHHbIX.

PucyHok 75 — PacnonoxeHue nHgmkaTtopos pasbema SFP
LINK/ACT SPEED

C_LON00I00 T

PucyHok 76 — PacnonoxeHue nHgmMkaTopos pasbema RJ-45

B cnepytowleii Tabnuue npuBeAeHoO onMcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA M UX
3HAUYEHNIA.

Tabnuua 52 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DYHKUUS nHauKaTopa CocTtosiHne CocTtosiHMe ycTpoiicTBa
MHauKaTopa MHauKaTopa
Power WHavkaTop nuTaHus ycTpoiicTea. 3eneHblii MuTaHve ycTpoicTBa B HOpME.

McTouHMK nuTaHusa pabotaet
HOpMaJ1bHO, OCHOBHOE O

NPOrpyXxeHo.
KpacHblii He nporpy»eHo ocHoBHoe [M0.
BoikntoueH OTKa3 BHYTPEHHUX UCTOYHUKOB

nUTaHUA yCTpolicTBa.

Status VHArKaTop TeKyLEero CoCTosiHuS 3eneHblit YcTpoiicTBo paboTtaet
ycTpoiicTBa. HOpPMaJTbHO.
Mwuraet 3e/1ieHbIM YCTpOIACTBO HaxoaAnTCS B

CcoCTOosAHUM 3arpys3ku MO.
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HasBaHue

MHAMKaTOpa

Alarm

User

Flash

Master

Fan

RPS

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

DYHKUUA nHOUKaTopa

VHanKaTop Hannums 1 ypoBHS
aBapun yCTponCTBa.

WHavkatop, ncnonb3ytolmincs ans
Nosb30BaTENbCKMX CLIEHapVEB,
KOTOPble MOXHO Ha3HauUTb B
pexviMe KOHpuryprpoBaHus
ycTpoiicTBa.

WHpukaTop akTMBHOCTM 06MeHa ¢
HakonuTenem gaHHbIX: SD-kapToii
unn USB Flash.

MHavkaTop pa6oTbl YCTpOiiCTBa B
failover-pexvmax (Tonbko ans
ESR-31).

CocTosiHue BeHTUNATOpa
oxnaxaeHust (Tonbko ans ESR-31).

Pexunm paboTbl pe3epBHOro
MCTOYHMKA NUTaHust (ToNbKo Ans
ESR-31).

CeeToBas uHgukauus ESR-21, ESR-20

CocTosiHue
MHAOMKaTopa

3eneHbIn

BbikntoueH

KpacHblii

3eneHbln

BbikntoveH

KpacHbiii

CocTosiHue ycTpoiictBa

BbINonNHeHne onepauuin yteHus/
3anmcu No KomaHge «Copy».

Bce BEHTUNATOPLI UCNpaBHbI.

OTkKa3 ogHoro unu 6onee
BEHTUNSATOPOB. [MpnynHOiA
BO3HMKHOBEHWS aBapuy MOXET
6bITb HEPabOTOCNOCOBHOCTb
XOTS 6bl OAHOrO U3
BEHTUNSATOPOB — OCTAHOBKA U
NOHMXeHHast YacToTa 060pPOTOB.

Pe3epBHbIil NICTOUHUK
YCTaHOB/IEH W UCMPaBEH.

Pe3epBHblii UICTOUYHUK He
yCTaHOB/IEH.

OTcyTCTBI/Ie nepBmnYHOrO
nMTaHNA pe3epBHOINo NCTOYHUKa
nnn ero HemcnpaBHOCTb.

CocTosiHne megHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMN —
LINK/ACT 3eneHoro yseta n SPEED aHTapHOro useta.

Tabnuua 53 - CeeToBas MHAUKALMA COCTOAHNUA MeHbIX NHTepdeiicoB n SFP-nHTepdelicos

CBeueHne nugukaropa SPEED

BbikntoveH

BbikntoveH

CBeueHue nHgmkaropa LINK/ACT

CoctosiHne uHtepdpeiica Ethernet

|_|0pT BbIK/TKOYEH U/ COeJNHEHME HEe

YCTaHOBJ/IEHO.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum
CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

BbIkntoueH opuT NOCTOSAHHO YcTaHOB/IEHO coeAHEHNE Ha ckopocTn 10
nnn 100 Méut/c.

FopWT NOCTOSAHHO FopWT NOCTOSIHHO YCTaHOB/IEHO COEAMHEHNE Ha CKOPOCTU
1000 Mo6wuTt/c.

X Mwuraet Voet nepefaya gaHHbIX.

PucyHok 77 — PacnonoxeHne MHAMKaTopoB pasbema SFP
LINK/ACT SPEED

10 1

PucyHok 78 — PacnonoxeHue nHgmMkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeLeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HaYEHUN.

Tabnuua 54 — CoCTOAHMSA CUCTEMHbIX MHANKATOPOB

HasBaHue DYHKUNA UHANKaTopa CocTosiHne CocTosiHMe ycTpoiicTBa
MHAOUKaTopa MHAUKaTopa
Power VHavkaTop nutaHus 3eneHbiit MuTaHne ycTpoiicTBa B HOpMe.
ycTpolicTsa. VcTouHuK nutaHna pabortaet
HOpMasibHO, OCHoBHOE 1O
MporpyxeHo.
KpacHbiii He nporpy»xeHo ocHosHoe [10.
BbikntoueH OTKa3 BHYTPEHHNX UCTOYHNKOB

nUTaHWs yCTPOICTBA.

Status MHavkaTop TekyLwero 3eneHbliit YcTpolicTBO paboTtaeTr HoOpMasibHO.
COCTOSIHMA YCTpOiiCTBa.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

HasBaHue DYHKUUA nHauKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
MHAMKaTopa MHAUKaTopa
KpacHbiii YCTpOIACTBO HaxoauTcs B

COCTOSAHUK 3arpy3ku IMO.

Alarm VHavKaTop Ha/iMumns 1 ypoBHA -
aBapuu ycTpolicTBa.

HA VHavkaTop paboTbl B pexume -
HA (He ncnonb3yetcs B
TekyLein Bepcun)

CBetoBas nHgukauyusi ESR-15VF

CocTosiHne mefdHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTtcs AByMS CBETOANOAHLIMU UHAMKATOPAMW —
LINK/ACT 3eneHoro ugseta n SPEED aHTapHoro Lseta.

Tabnuua 55 — CeeToBasi MHAMKaLMS COCTOSIHUSA MeAHbIX MHTepdiencoB

CBeueHune CBeueHue nHgukaropa LINK/ CocTtosiHue nHtepdcpeiica Ethernet

MHAOMKaTopa ACT

SPEED

BbikntoyeH BbikntoyeH [MopT BLIK/HOYEH UM COEAUHEHME He YCTaHOB/EHO.
BblktoueH opuT NOCTOAHHO YctaHoBneHo coeanHeHne Ha ckopocTtun 10 nnm 100 MéuTt/c.
loput FopuT NOCTOAHHO YcTtaHoBNEHO coeanHeHne Ha ckopocTn 1000 MéuT/c.
NOCTOSIHHO

X Mwuraet Vget nepegava AaHHbIX.

Tabnuua 56 — CeetoBasi MHAMKaUns coctosiHuA SFP-nHTepdelicos

CBeueHune nHamkaropa CBeueHune nHaukaropa TX/ CocTtosiHue nHtepdceiica Ethernet

RX/ACT ACT

BbikntoueH BbikntoueH IMopT BLIK/OYEH NN COeANHEHNE He YCTaHOB/1EHO.
FopnT NOCTOAHHO FopuT NOCTOAHHO CoefHeHne yCTaHOB/IEHO.

Mwuraet X MaeTt npyem gaHHbIX.

X Mwuraet VaeT nepepaya AaHHbIX.
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CepBUCHblE MapLUPYTM3aTopbl cepui ESR. PyKOBOACTBO MO aKCM/lyaTaLmm

Tabnuua 57 — CeeToBas nHankauma FXS-uHtepgeicos

CBeueHue nHgmkaropa

3eneHbli, ropuTt NOCTOAHHO

He roput

3eneHblil, B TEYEHNE CEKYHAbl MUTAET C YacTOTOiA

20 'y, 3aTem 4 cekyHbl nay3a

3eneHblii, Neprnoanyeckoe peakoe MuraHme

CocTosiHne ycTpoiicTBa

TenedoHHas Tpy6Ka NoAHsTa (JIMHUSI aKTMBHA).
TenecoHHasn Tpybka NosioxeHa, HopMasibHas paboTa.
Ha TeneoHHbIN NOpT NoCcTynaeT BXoAsLLMIA BbI3OB.

OTCyTCTBYET perucTpauys aboHeHTCKoro nopra Ha SIP-cepeepe.

o |

HVA VA

RX/ACT TX/ACT

PucyHok 79 — PacnonoxeHue HANKATOPOB ONTUYECKNX UHTEPENCOoB

LINK/ACT SPEED

T

PucyHok 80 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

[

1

I
J;

]

PucyHok 81 — Pacnon

i

OXeHue nHanKaTopoB FXS-nHTepdelicos
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

B Tabnuue 58 npmBeneHO onncaHne COCTOAHWI CUCTEMHbIX MHAVKATOPOB YCTPOMCTBA U UX 3HAYEHWIA.
Tabnuua 58 — CoCToAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Power

Status

Alarm

User

DyYyHKUUSA
MHAuKaTopa

NHAavkaTop nutaHus
ycTpoiicTBa.

MHavkaTop TekyLero
COCTOSIHUA
YCTpOWCTBa.

NHAaykaTop Hanmums
1 YPOBHSI aBapum
yCcTpoiicTBa.

WHgukatop,
ncnonb3yoLuiics
ans
Nosib30BaTENbCKMX
CLEeHapueB, KoTopble
MOXHO Ha3HauMTb B
pexume
KOHQUIypMpoBaHusi
ycTpoiicTea (He
ncnosnb3yerTcs B
TeKyLLeli Bepcum)

CeeToBasa uHgukauyus ESR-15R
CocTosiHne megHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcsa AByMSA CBETOANOAHLIMU UHAMKATOPAMW —

LINK/ACT 3eneHoro ugseta u SPEED aHTapHoOro Luseta.

CocTtosiHue
MHAOUKaTopa

3eneHbii

KpacHbiii
BbikntoveH
3eneHsblit

KpacHsblii

CocTosiHMe ycTpoicTBa

MuTaHne ycTpoiicTBa B HOPME. VICTOUHVK MUTaHUS
paboTaeT HopMasibHO, OCHOBHOE MO NporpyXeHo.

He nporpyxeHo ocHosHoe [MO.
OTKa3 BHYTPEHHNX UCTOYHMKOB NUTaHWA YCTPOICTBA.
YcTpoiicTBo paboTaeT HOpMasiLHO.

YCTPOICTBO HAXOANTCH B COCTOSIHMM 3arpy3ku M0O.

Tabnuua 59 — CeeToBas MHAUKALMA COCTOSAHNUA MeAHbIX NHTepdeincoB n SFP-nHTepdelicos

CBeueHne nHaukatopa SPEED

BbikntoueH

BbikntoveH

[opuT NOCTOSAHHO

BbikntoueH

rOpI/IT NOCTOAHHO

['opuT NOCTOSAHHO

CBeueHue nHaukaropa LINK/ACT CoctosiHue nHtepdeiica Ethernet

[opT BLIK/IKOYEH U COEQVHEHNE He
YCTaHOB/IEHO.

YcTaHOBNEHO coefiHeHne Ha ckopocTn 10
nnu 100 MéwuT/c.

YCTaHOB/EHO COEIMHEHNE HA CKOPOCTHU
1000 MéwuT/c.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum
CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

X Mwuraet MaeT nepepaya AaHHbIX.

il

() LNK
() SPD

PucyHok 82 — PacnonoxeHne nHgmkaTtopos pasbema SFP
LINK/ACT SPEED

C_LARNN 7

PucyHok 83 — PacnonoxeHue nHgmkaTtopoB pasbema RJ-45

B cnepytouleii Tabnuue npuBeAeHoO onMcaHne COCTOSHNIA CUCTEMHbIX MHAMKATOPOB YCTPOMCTBA M UX
3HaUYEeHUN.

Tabnuua 60 — COCTOAHMA CUCTEMHBIX UHONKATOPOB

Ha3saHue PYHKLUA UHAKKaTOpa CocTosiHue CocTosiHue ycTpoiicTBa
MHAMKaTopa MHAUKaTopa
Power NHAamkaTop NMTaHWs yCcTpoicTBa. 3eneHblii MutaHue ycTpoiicTBa B HopMe. ICTOYHUK

nuTaHns pabotaeT HOpMasibHO, OCHOBHOE
MO nporpyxeHo.

KpacHbiii He nporpy»xeHo ocHosHoe T10.
BbikntoueH OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHUSA
ycTpoiicTBa.
Status NHpukaTop TeKyLwero cocTosHmS 3eneHbiit YCTpoicTBO paboTaer HopMasibHO.
yCTpolicTBa.
KpacHblii YCTPOWCTBO HAXOANTCA B COCTOSAHWU
3arpysku IM0O.
Alarm NHAavkaTop Ha/amums 1 ypoBHS - -

aBapuu ycTpoiicTea.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Ha3saHue PYHKLUA MHANKaTOpa CocTosiHue CocTosiHue ycTpoiicTBa
MHAMKaTopa MHAUKaTopa
User WHavkaTtop, ucnonb3yowuiica ana - - -

NONb30BaTE/NbCKUX CLIEHAPUEB,
KOTOPbIE MOXHO Ha3Ha4UTb B
pexume KOHUIyprpoBaHust
ycTpoiicTBa.

CeeToBas uHgukauyus ESR-15

CocTosiHne mefgHbIx nHTepdelicoB Gigabit Ethernet otobpaxaetcsa ceseToanoaHbiM MHANMKaTtopom SPEED
AHTAPHOr0/3e/eHOr0o LBeTa.

Tabnuua 61 — CBeToBas MHAMKALMSA COCTOSAHUS MeAHbIX MHTepdieincoB 1 SFP-nHTepdelicos

CBeueHve nuHaukaropa SPEED CocTosiHne uHtepdpeiica Ethernet

BbikoueH MopT BbIKNIOYEH NN COEANHEHNE HE YCTAHOB/EHO.

OpUT NOCTOAHHO AHTAPHbIM YcTaHOBNEHO coeanHeHne Ha ckopoctu 1000 M6éuT/c.
FopnT NOCTOAHHO 3€NeHbIM YcTaHoBNEHO coeanHeHne Ha ckopocTtu 10 nnm 100 MéwuTt/c.
Mwuraet VoeT nepepaya AaHHbIX.

B Ta6l'|I/ILl|e 62 npneegeHo onmncaHne COCTOSIHUI CUCTEMHBbIX NHONKaTOopOB yCTpOIZCTBa N NX 3HAYEHWIA.

Tabnuua 62 — COCTOSAHWS CUCTEMHbIX MHANKATOPOB

Ha3saHue PyHKUUA CocTosiHue CocTosiHue ycTpoiictBa
MHAMKaTopa MHAUKaTOpa WHAMKaTopa

Power VHavkaTop 3eneHblii MuTaHne ycTpoicTBa B HOpMe. VICTOYHVK NuTaHnsa paboTtaert
nuTaHuns HOpMas1bHO, OCHOBHOE MO NporpyXeHo.
yCTpOWCTBa.
KpacHbiii He nporpy»eHo ocHosHoe [10.
BbikntoueH OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHWSA YCTPOIiCTBA.
USBT1, USB2 VHamkaTopbl  3eneHbli MopaxntoyeHo USB-ycTpolicTBO.
paboThbl .
BHELLHUX Mwuraet BbinonHeHne onepauuii YTeHms/3anmcm.
USB- 3€e/1eHbIM
YCTpOUCTE. BbIK/TIO4EH HeT NOAK/t0UEHHbIX YCTPOCTB MW NPOGIEMbI C NOAK/TOUEHNEM.
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CBeToBas uHgukauus ESR-12V(F)

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

CocTosiHne mefgHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMN —
LINK/ACT 3eneHoro uyseta n SPEED aHTapHoOro useta.

Tabnuua 63 — CBeToBas NHAMKaLMA COCTOSAHUSA MefHbIX UHTepdieincos 1 SFP-nHTepdelicos

CBeueHue
UHAMKaTopa
SPEED

BbikntoveH

BbikntoveH

loput
NMOCTOAHHO

X

CBeueHue nHgmkaropa LINK/
ACT

BbIktoyeH

[opuT NOCTOAHHO

['opuT NOCTOAHHO

Mwuraet

CocTtosiHne uHtepcpeiica Ethernet

[MopT BLIK/IOYEH UM COEQUHEHME HE YCTaHOB/EHO.

YcTtaHoBNEHO coeanHeHme Ha ckopocTu 10 unm 100 MéuTt/c.

YcTtaHoBNEHO coeanHeHme Ha ckopocTn 1000 MéuT/c.

aeT nepegaya gaHHbIX.

Tabnuua 64 — CeetoBas nHankaums FXS/FXO-nHtepdeiicos

HasBaHue
UHAMKaTopa

[1-3] FXS

FXO

CocTosiHMne nHamkaropa

3eneHbii, roput NOCTOAHHO

He roput

3eneHblii, B Te4EHNE CEKYH/bI
muraeT ¢ yactotoi 20 Iy, 3aTem
4 cekyHAbl Nay3a

3eneHblii, neprognyeckoe
peakoe MuraHme

He roput
3eneHblit, FopuUT NOCTOSIHHO

3eneHblii, B TeYEHNE CEKYH/bI
muraeT ¢ yactoTtoi 20 Iy, 3aTem
4 cekyHAbl Nay3a

CocTosiHMe ycTpoucTBa

TenedoHHast TpybKa NogHsTa (JIMHUSI aKTUBHA).

Tened)oHHas Tpy6Ka NosioXkeHa, HopmasibHasi paboTa.

Ha TenedoHHbI NopT NOCTynaeT BXOAALMI BbI30B.

OTCcyTCTBYET perncrpauns aboHeHTCKoro noprta Ha SIP-cepsepe.

KaHaun He 3aHAT (Wwnelid pasoMKHYT).
KaHan 3aHaT (Lneindy 3aMKHyT).

MocTynaeT BbI30B CO BCTpeyHoli ATC.

PucyHok 84 — PacnonoxeHne nHgmkaTtopos pasbema SFP
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

LINK/ACT SPEED

PucyHok 85 — PacnonoxeHue nHamMkaTopoB pasbema RJ-45

1 2 —

1 2
00|
00|

I

PucyHok 86 — PacnonoxeHune nHgnkatopoB FXS/FXO-nHtepdhelicos
B Tabnvue 65 npuBeeHO onmcaHne COCTOSAHUI CUCTEMHbIX MHAMKATOPOB YCTPOCTBA U UX 3HAYEHWIA.

Tabnuua 65 — COCTOSIHVSA CUCTEMHBIX MHAMKATOPOB

HasBaHue DYHKUMA CocTtosiHue CocTosiHMe ycTpoiicTBa
MHOMKaTOpa  MHAMKaTOpa WHAMKaTopa

Power VHankaTop 3eneHblit MuTaHne ycTpoicTBa B HOpMe. VICTOYHUK NUTaHnsA paboTaeT
nuTaHns HOpMaJs1bHO, 0CHOBHOe MO nporpyxeHo.
yCTpolicTBa.
KpacHblii He nporpyeHo ocHoBHoe T10.
BbikntoueH OTKa3 BHYTPEHHUX NCTOYHMKOB NUTaHWS YCTPOICTBA.
Status MHpmkartop 3eieHbli YCTpoicTBO paboTaet HOpPMasibHO.
TeKyLero
COCTOSHUS KpacHbiii YCTPONCTBO HAXoAUTCA B COCTOSAHMM 3arpy3km MO.
yCTpolicTBa.
Alarm VHpmkartop - -
Ha/IMuns
YPOBHSA
aBapuu
yCTpOWCTBa.
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CBetoBas nHgmkauyus ESR-10

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

CocTosiHne megHbIx nHTepdelicoB Gigabit Ethernet otobpaxaetcsa ceetoanoaHbiM MHAnKatopom SPEED

AAIHTApPHOro/3eneHoro LseTa.

Tabnuua 66 — CeeToBas NHAMKaALMA COCTOSAHUSA MefHbIX MHTepdieincos 1 SFP-nHTepdelicos

CBeueHne nugukaropa SPEED

BbikntoveH

FopWT NOCTOSIHHO SIHTAPHBIM

['OpnUT NOCTOAHHO 3€e/1EHbIM

Mwuranue

CocTtosiHne uHtepdpeiica Ethernet

[MopT BLIK/IOYEH UM COEQUHEHME HE YCTaHOB/EHO.

YcTaHOBNEHO coeanHeHne Ha ckopocTn 1000 MéuT/c.

YcTtaHoBNeHo coeanHeHme Ha ckopocT 10 unm 100 MéuTt/c.

aeT nepegaya gaHHbIX.

B Tabnuue 67 nprBeieHO ONMcaHne COCTOSIHUIA CUCTEMHbIX UHAMKATOPOB YCTPOCTBA U UX 3HAUYEHMWIA.

Tabnuua 67 — COCTOSIHUSI CUCTEMHBIX MHANKATOPOB

HasBaHue DYHKUMA CocTtosiHne
MHAMKaTopa MHAUKaTOpa WHAMKaTopa

Power MHpmkartop 3eieHbli
nMTaHus
yCTpOlicTBa.
KpacHblii
AHTapHbIN
BbikntoyeH

USBT1, USB2 VHavkaTopbl  3eneHblit

paboThbl

BHELLHUX Muraet
USB- 3€/1eHbIM
YCTPOMCTB. BbikntoueH

CocTosiHMe ycTpoiicTBa

MuTaHme ycTpoiicTBa B HopMeE. ICTOUYHMK NUTaHus paboTaert
HOpPMasIbHO, OCHOBHOE MO NpOrpyxeHo.

He nporpyxeHo ocHoBHoe I10.

YCTPOIACTBO HAXOANTCS B COCTOSIHWM 3arpy3ku MO.

OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHKS YCTpolicTBa.
MopakntoueHo USB-yCTpPoOnCTBO.

BbinonHeHve onepauuii YTeHms/3anmcm.

HeT noak/UYeHHbIX YCTPOWCTB MW NPO6G/EMbI C NOAKOUEHNEM.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

2.5 KomMnneKkT nocTtaBKu

B 6a30BbIii KoMniekT noctaBkn ESR-10 BxoasaT:

mMapLupyTtumsaTop ESR-10;

afantep nutaHna 220 B nepemeHHOro Toka/12 B NOCTOAHHOIO TOKa, 1,5 A,
cepTudmKar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTKa 0 JOKYMeHTaLun.

B 6a30BbIi KOMNEKT nocTaBkn ESR-12V BxoaaT:

MapLupyTtusaTop ESR-12V,

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT A5 KpenseHnsa ycTpoicTea B CToliky 197
cepTudunkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KoMniekT noctaBkn ESR-12VF BxoaaT:

MapLupyTtumsaTop ESR-12VF;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpocTea B CToliky 197
cepTudmnkaT COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KOMNIeKT nocTtaBkn ESR-15 BxoasaT:

MapLupyTtumsaTop ESR-15;

afantep nutaHna 220 B nepeMeHHOro Toka/12 B NOCTOAHHOIO TOKa, 2 A;
cepTudukar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTka 0 JOKYMeHTaLun.

B 6a30BbIii kKoMnekT noctaBkn ESR-15R Bxoadar:

MapLupyTtumsaTop ESR-15R;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHnsa ycTpoicTea B CToliky 197
cepTudunkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka o AOKyMeHTaL .

B 6a30BbIii kKoMniekT noctaBkn ESR-15VF BxoaaT:

MapLupyTtumsaTop ESR-15VF;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHnsa ycTpocTea B CToliky 197
cepTuduKar COOTBETCTBUS;
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* macnopr;
* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLmu.

B 6a30Bbli1 KomnnekT noctaBkn ESR-20 BxogaT:

* mapwpyTtusarop ESR-20;
* Kabesib NUTaHus;
* KOHCO/bHbIN Kabesb;

CepBuCHble MapLUpyTH3aTopbl cepumn ESR

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197

* CEepTMMKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLuu.

B 6a30Bbli1 KOMNAeKT noctaBkn ESR-21 BxogAT:

* MapupyTtusaTop ESR-21;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197

* CEepTMMKaT COOTBETCTBIS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLmu.

B 6a30Bbli1 KomnnekT noctaBkn ESR-30 BxogAT:

+ mapwpyTtusarop ESR-30;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

* KOMMEKT A5 KpenaeHus ycTpoiicTea B CTOMKy 197

* CepTMdmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLuu.

B 6a30BbIi1 KOMNAekT noctaBkn ESR-31 BxogaT:

* MapuwpyTtmsaTop ESR-31;
* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197

* CepTMdmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLmu.

B 6a30BbIii KomnnekT noctaBkn ESR-100 BxogAT:

+ mapuwpyTtusarop ESR-100;
* Kabesib NUTaHus;
* KOHCOJbHbIN Kabesb;

* KOMMEKT A5 KpenaeHus ycTpoiicTea B CTOMKy 197

* CepTMmKaT COOTBETCTBUS;

* macnopr;

* AOKyMeHTaums (onuMoHasbHO);
* NamsiTka 0 AOKyMeHTaLumu.

. PykoBOACTBO MO 3KcnnyaTayum
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B 6a30BbIii KomnnekT noctaBkn ESR-200 BxogAT:

+ mapuwpyTtusarop ESR-200;

* Kabesib NUTaHus;

* KOHCOJbHbIN Kabesb;

* KOMMEKT A5 KpenaeHus ycTpoiicTea B CTOMKy 197
* cepTudonKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1000 BxogsAT:

+ mapwpyTtusarop ESR-1000;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KPenneHns ycTpoiicTea B CTOMKy 197
* cepTudmnkaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1200 BxogAT:

+ mapuwpyTtusarop ESR-1200;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudnkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-1500 BxogsT:

+ mapuwpyTtusarop ESR-1500;

* KOHCO/bHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudomnkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsATka 0 AOKyMeHTauuu.

B 6a30BbIi1 KoMnaekT noctaBkn ESR-1511 BxogAT:

+ mapuwpyTtusarop ESR-1511;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenaeHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT COOTBETCTBUS;

* nacnopr,;

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1700 BxogAT:

+ mapuwpyTtusarop ESR-1700;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka o0 AOKyMeHTauuu.
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B 6a30BbIin KomnaekT noctaBkn ESR-3100 BxogsT:

+ mapuwpyTtusarop ESR-3100;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHus ycTpoiicTea B CTOMKy 197
* cepTudnKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namstka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-3200L BxoasT:

* mapwpyTtusarop ESR-3200L;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-3300 BxogsAT:

+ mapwpyTtusarop ESR-3300;

* Kabesib NUTaHus;

* KOMMNEKT A5 KpenneHns ycTpoicTea B CTOMKy 197
* cepTudonkaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

& To 3aka3y nokynarens gns ESR-1000, ESR-1200 B KOMNAEKT NOCTABKMA MOXET GbITb BK/IHOUEH
Mopaynb nutaHusa (PM160-220/12 unu PM100-48/12).
Mo 3akasy nokynatens gns ESR-1500, ESR-1511, ESR-3100, ESR-3200, ESR-3200L, ESR-3300 B
KOMMJIEKT MOCTaBKN MOXET GbITb BK/IlOUEH MoAyNb nutadus (PM160-220/12).
Mo 3akasy nokynatens ans ESR-1700 B KOMNEKT NOCTaBKU MOXET ObITb BK/1IOYEH MOAY b
nutauusa (PM350-220/12 unu PM350-48/12).

& Tlo 3aka3y nokynartesis B KOMMN/IEKT NOCTABKU MOTYT GbITb BK/toueHbl SFP/SFP+-TpaHcuBepbl.
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3 YcTtaHoBKa 1 nogksroyeHune

* KpenneHue KpoHLWITEeNHOB
* YcTaHOBKa yCTPOWCTBa B CTONKY
* [MogkntoveHue K VESR
+ YctaHoBka mogynei nutaHuns ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1700, ESR-3100, ESR-3200,
ESR-3200L, ESR-3300
+ MNMopgxnoyeHne nuTatoLein cetu
* YcTaHoBKa 1 yaasieHne SFP-TpaHCcuBepOB
* YcTaHOoBKa TpaHcusepa
* YpasieHve TpaHcuBepa

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOMKY U NOAK/THOYEHNSA K MUTAIOLLEN CETM.

3.1 KpenneHune KpOHLWTENHOB

B kOMNEeKT NocTaBKuy YyCTPONCTBA BXOAAT KPOHLUTENHbI 411 YCTAHOBKM B CTOMKY Y BUHTbI AN151 KPEnieHus
KPOHLUTEHOB K KOoprycy ycTpoicTsa. [15 yCTaHOBKN KPOHLUTEHOB:

PucyHok 87 — KpenneHne KpoHLWTeNHOB

1. CoBMeCTWTE YeTbIpe OTBEPCTUSA 47151 BUHTOB Ha KPOHLUTENHE C TaKUMM XXe OTBEPCTUSIMU Ha GOKOBOW
naHenu ycTpoiicTsa.

2. C nomoLLbi0 OTBEPTKN MPUKPENNTE KPOHLLTENH BUHTaMM K KOpMycCy.

3. MoeTopuTe gelicTemA 1, 2 ANs BTOPOro KPOHLUTENHA.
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3.2 YcTaHOBKa YCTPOWCTBA B CTOWKY
[nsa ycTaHOBKM YCTPOWCTBA B CTOMKY:

1. Mpunoxute ycTPOCTBO K BEPTUKa/IbHLIM HANPaBASIOLLMUM CTOMKMN.

2. CoBMecTUTe OTBEPCTMS KPOHLUTENHOB C OTBEPCTUSAMU Ha HaNpaBsoLWMX CTOMKK. Vicnonb3yiiTe
OTBEPCTUSA B HanpaBAALMX HA O4HOM YyPOBHE C 06enX CTOPOH CTOMKN A1 TOro, YTOOb! YCTPONCTBO
pacnosnaranocb ropu3oHTasIbHO.

3. C nomMoLLblo OTBEPTKU NPUKPENUTe MapLUpyTU3aTop K CTOMKE BUHTaMMU.

PucyHok 88 — YcTaHOBKa yCTpOIiCTBa B CTOMKY

© BeHTUNAUMA yCTPOIICTBA OpraHM3oBaHa no cxeme (ppoHT-ThiN. Ha nepegHeli 1 60KOBbIX
naHesnsix ycTpoiicTBa pacnosioeHbl BEHTUISALMOHHbIE OTBEPCTUA, C 3aHeli CTOPOHbI
yCTpoiicTBa pacnosioXeHbl BEHTUNALMOHHbIE MoAyNu. He 3aKpbiBaiiTe BXOAHbIE U BbIXOAHbIE
BEHTUISILNOHHbIE OTBEPCTUA MOCTOPOHHUMU NpeaMeTaMu BO U3GexaHue neperpesa
KOMMOHEHTOB YCTPOWCTBA U HapyLIEeHUA ero paboThbl.

3.3 NMopgkntoueHune K VESR

[nsa yctaHoBKu n nogkntoveHnst K VESR nepelignte B pasgen gokymeHtauumn vESR.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

3.4 YctaHoBKa moayneii nutaHma ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1700,
ESR-3100, ESR-3200, ESR-3200L, ESR-3300

MapuwpyTtnsaTtopbl ESR-1000/1200/1500/1511/1700/3100/3200/3200L/3300 moryT pabotaTb C O4HUM UK
[IByMSi MOAYNSMW NUTaHUS. YCTaHOBKa BTOPOro MOAy/ 1A NUTaHWa Heobxoamma B Clyvyae UCnob30BaHUs
YCTPOWCTBA B YC/IOBUSIX, TPEOYIOLLMX MOBbLILLUEHHOW HAAEXHOCTHN.

MecTa an1s yCTaHOBKM MOAYNe NUTaHns C 31eKTPUYECKON TOUKM 3peHMs paBHOLEHHbI. C TOUKM 3peHuns
1CMO/b30BaHNS YCTPOWCTBA, MOAY/b MUTAHUS MOXET HAXOAUTLCA B OCHOBHOM 11 PE3EPBHOM pasbeme,
NHhbopMaLmsa 0 MPUOPUTETHOCTN HaXoAMTCA B Tabnuue "OnvucaHve pa3bemMoB 3aHen naHenu
mMapLupyTusaropa’. Moy nuTaHns MOryT ycTaHaBIMBaTbCS U 13B/1eKaTbCs 6e3 BbIK/TUEHUS YCTPOCTBA.
Mpwy ycTaHOBKE UM N3BNEYEHNN AONOTHUTENBHOIO MOAY/IA NUTaHNSA MapLUpyTM3aTop NpogomkaeT paboTty 6e3
nepesanycka.
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PucyHok 90 — YcTaHOBKa 3ar/yLLKu

0 NHankauua aBapum moayns NnUTaHNA MOXXeT ObITb Bbi3BaHa He TO/IbKO OTKa3oM mMoAaynsd, HO N
OTCYyTCTBMEM NEPBUYHOIO NMUTAHUA.

CocTosiHMe mMoayneii NIUTaHNs MOXET GbITb NPOBEPEHO MO UHAMKALMM HA NepefiHei naHenn MaplupyTusaTopa
(cm. pasgen CeeToBasi VHAMKALMS) UK NO AWArHOCTMKe, AOCTYMHON yepes HTepdelickl ynpasneHus
MapLIpyTM3aTOPOM.

3.5 MopknioueHue NUTaloLLEN ceTun

1. Mpexzae 4eM K yCTpOoiCcTBY BYAET NOAK/IOYEHA NUTAOWAS CETb, HEOOXOAMMO 3a3EMNNTL KOPMYyC
yCTpOiicTBa Yepes 3asemsowumii BUHT M4. 3azemieHe He06X0AMMO BbINOHATL U30/IMPOBAHHbLIM
MHOTOXMW/IbHbIM NPOBOZOM. YCTPOICTBO 3a3eMJIEHNS U CEYEHME 3a3EM/ISIOLLENO NPOBOAA AO/MKHbI
COOTBETCTBOBATL TpeboBaHMsIMU [paBua yCTpoiicTBa 3/1€KTPOYCTaHOBOK (MYD).

2. Ecnv npegnonaraetcsi NOAKMOYEHME KOMMNbOTEPA UM MHOTO 060PYA0BaHUS K KOHCOMIbHOMY MOPTY
MapLUpyT13aTopa, 3T0 060pyA0BaHNE TaKKe A0/HKHO ObiTb HAAEXHO 3a3EM/IEHO.

3. lMoakntoumnTe K yCTPOCTBY Kabenb NUTaHns. B 3aBUCMMOCTI OT KOMMJIEKTALMM YCTPOACTBA, MUTaHNE
MOXET OCYLLECTB/IATLCA OT CETU NEPEMEHHOIO TOKa /IM60 OT CETU NOCTOSIHHOIO ToKa. Mpu NOAKYEHUN

CEeTN NepeMeHHOro Toka crieflyeT UCMnob30BaTh kabesnb, BXOASALWMIA B KOMMNIEKT ycTpoiicTBa. s

nogKNH4YeHNA K CETU NOCTOAHHOIO TOKa MCHOﬂbSyVITe npoBoa cevyeHnem He MeHee 1 MM2.

4. BkNouuTe NUTaHUE YCTPOICTBA U y6eanTech B OTCYTCTBUI aBapuii No COCTOSHMIO MHANKATOPOB Ha
nepeaHei naHenm.
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3.6 YctaHoBKa n yganeHune SFP-tpaHcuBepoB
& YctaHOBKa ONnTUYECKUX Mop,ynel‘/’l MOXXeT NPonN3BOAUTLCA KaK NpPv BbIK/TOYEHHOM, TaK U Npu

BKJ/1IOMEHHOM YCTpPOICTBE.

3.6.1 YcTaHOBKa TpaHcuBepa
1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW

4acCTbi pa3bemMa BBEPX.

PucyHok 91 — YctaHoBka SFP-TpaHcnBepoB

2. HapaBnTe Ha Moy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBA A0 NOSIB/IEHNS XapaKTepHOro LWenyka

chukcauum moayns.
.,

PucyHok 92 — YctaHoBneHHble SFP-TpaHcrBepbl

3.6.2 YpaneHue TpaHcuBepa
1. OTKMHBTE PYKOATKY MOAY/ISA, 3TO NPUBELET K Pa3610KNPOBaHUIO YAEPXKMBAIOLLEN 3aLlesKu.

PucyHok 93 — OTkpbITHe 3awenku SFP-TpaHcBepoB

2. 3BneknTe Moaynb U3 CrioTa.
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PucyHok 94 — M3BneveHne SFP-TpaHcuBepos
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4 WHTepdrencol ynpaBieHns

* VHTepdeiic komaHaHoli cTpoku (CLI)
* Tvnbl 1 NOPAA0K MMEHOBaHNSA MHTEPIEICOB MapLLpyTM3aTopa
« Tunbl ¥ NOPAA0K UMEHOBaHWA TYHHENEe MapLLpyTu3aTopa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLEeCTBNATbLCA Yepes pa3/inyHble MHTep(peﬁCbl ynpaseHus.

[nsa goctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/UEHME No npoTokonam Telnet n SSH nnn
NPsIMOe NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN Yepe3 KOHCO/bHbI NOPT A5 yNpaBieHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepAeiic KOMaH4HOM CTPOKN.

& 3aBopckaa KOHUrypauus cogepxuT onucaHue foBepeHHol 30HbI trusted u IP-agpec gns
[ocTyna K ynpasneHuio ycTpoiictBom — 192.168.1.1/24.
B p,OBepeHHylo 30HY BXOAAT MHTepdielichbl:
+ ana ESR-10: GigabitEthernet 1/0/2-6;

« pna ESR-12V(F): GigabitEthernet 1/0/2-8;
- ans ESR-15(R): GigabitEthernet 1/0/2-5;
+ ansa ESR-15VF: GigabitEthernet 1/0/2-9;
« ansa ESR-20: GigabitEthernet 1/0/2-4;
+ ana ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-30, ESR-31: GigabitEthernet 1/0/3-4;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
« ansa ESR-200: GigabitEthernet 1/0/2-8;
+ ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;
« ana ESR-3200: Twentyfivegigabitethernet 1/0/3-12;
« ansa ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4.
+ ansa ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

B 3aBoACKOII KOHhMrypaLuum Nno yMmon4aHuio co3gaH nosib3osartesib «<admin» ¢ naponem
«password». Mpotokonsbi cemeiictBa STP (STP, RSTP, VSTP) oTKNIOU€EHbI.

Mpu Mcronb3oBaHUM HOGOM0 M3 NMepeUnCeHHbIX MHTEPHECOB yNpaBneHus AeCTBYIOT eAuHbIE NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnoaaTbcs onpeaeneHHas, onucaHHas 34ech, Nocne0BaTe/lbHOCTb
N3MEHEHMs 1 MPUMEHEHNS KOH(UTypaLuK, NO3BO/SOLLAS 3alUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 WHtepcpeiic komaHgHoli cTpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
yrnpas/ieHus, MPOCMOTPa COCTOSAHUSA U MOHUTOPUHIa YCTpoicTBa. AnA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no nportokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

WHTepcheiic komaHQHOW CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnunMBaeT nux JoCTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHS AOCTYNa, 334aHHOr0 aMUHUCTPATOPOM.

B cuctemMe MOXeT 6biTb CO34aHO HEO6XOAMMOE KOIMYEeCTBO Mosib3oBaTesield, npaBa AoCcTyna 3a4atTcs
NHANBNAYANTbHO O/1S1 KAXA0r0 U3 HUX.
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Ans o6ecneyeHns 6e30MacHOCTV KOMaHAHOro HTepdelica Bce KOMaHbl pa3feneHbl Ha ABe KaTeropum —
NPYBWUIErMPOBaHHbIE N HEMPUBWUIErMPOBaHHbIE. K NpUBUIErpOBaHHbIM B OCHOBHOM OTHOCSITCSt KOMaHAb!
KOHpuryprpoBaHus. K HenpuBmaernpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CucTema no3BossieT HECKO/IbKMM NO/b30BaTeNSIM OAHOBPEMEHHO MOAKMOYATLCA K YCTPOCTBY.

4.2 Tunbl M NOPALOK UMEHOBaHUSA UHTepdheiicoB MapLipyTHU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMOb3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO THNa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 NX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 N MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAeH NepeyeHs TUNOB NHTepdElicoB.

Tabnuua 68 — Tunbl 1 NOPSAOK UMEHOBaHUA NHTepPMelicoB MapLupyTmu3aTopa

Tun nutepdeiica

dursnueckme nHTepeiick

MopTbl 1 F6ut/C

MopTbl 10 F6KT/C

MopTbl 25 F6ut/C

O6o03HaueHne

0O603Ha4eHne n3nyecKoro nHTepgeiica BKIOHAET B Ce6s1 ero Tun
1 ngeHTudmkarop.

NpeHTudukatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> - HOMep ycTpoiicTBa B rpynne yCTPOIiCTB,
+ <SLOT> — HOmep mMoayns B cocTase ycTpoictsea nnv 0 npu

OTCYTCTBUW fefieHns yCTPOCTBa Ha Moy u,
+ <PORT> - nopsakoBbIii HOMep nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: gigabitethernet 1/0/12

& [onyckaetcs ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: tengigabitethernet 1/0/2

& [bonyckaetcs Ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaueHus: twentyfivegigabitethernet 1/0/2

& [onyckaetcs Ucnonb3oBaTh COKpauleHHOe
HauMeHoBaHue, Hanpumep twe1/0/2.
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Tun vHTepdeiica

MopTbl 40 IF6uT/C

Mpynnbl arperaummn kaHaoB

Cab-nHTepdelichl

Q-in-Q nHTepdelichbl

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

OGo3HaueHne

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

& [bonyckaetcs Ucnonb3oBaTh COKpauleHHOe
HaumeHoBaHue, Hanpumep fo1/0/2.

O603HaueHNe rpynnbl arperauuy KaHas10B BK/IKOYAET B ce6s ero Tun
W NopsiAKOBbIA HOMep nHTepdelica:

port-channel <CHANNEL_ID>

Mpumep o6o3HaueHus: port-channel 6

& [bonyckaetcs Ucnonb3oBaTh COKpauleHHOe
HaumeHoBaHue, Hanpumep, po1l.

0O603HaveHue cab-nHTepdieiica obpasyeTcs 3 0603Ha4YeHUS
6a30B0oro nHTepdgeiica n naeHtudukaropa (VLAN) ca6-
nHTepdeiica, pasaeneHHbIX TOUKOIA.

MprMepbl 0603HAYEHWIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

+ twentyfivegigabitethernet 1/0/2.200
« fortygigabitethernet 1/0/2.1024

+ port-channel 1.6

A Wpentudmkatop ca6-uHTepdeiica MoXeT NPUHUMATL
3HauyeHwus [1..4094].

0O603HaveHune Q-in-Q nHTepdeiica obpasyeTca N3 0603HaYEHNS
6a30B0oro nHTepdelica, naeHtTudmrkaropa cepsucHoro VLAN 1
naeHTudrkaTopa nonb3oBarenbckoro VLAN, pasgeneHHbIX TOYKOIA.

MprMepbl 0603HAYEHWIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ twentyfivegigabitethernet 1/0/2.100.200
+ fortygigabitethernet 1/0/2.408.507

+ port-channel 1.6.34

& WNaenTudpmkatop cepBUCHOro N NO/bL30BATEIbLCKOro
VLAN MOXeT npuHUMaThb 3HaueHus [1..4094].
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Tun vHTepdeiica

E1-uHTepdoelichbl

Mpynnbl arperaunu E1-kaHanos

Nornyeckue nHTepdelicol

MocnepoBaTtesbHblEe MHTEPEChI

USB-mogembl

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

OGo3HaueHne

0O603HayeHune E1-nHTepdeiica BkNKOYaEeT B Ce6S €ro Tun u
naeHTudurkaTop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> - HOomep ycTpoiicTBa B rpynne yCTPOCTB,

+ <SLOT> - Homep E1-moayns B cocTaBe yCTPOMCTBA,

+ <STREAM> — nopsagkoBblii Homep E1-noToka.
Mpumep o6o3HaveHus: e1 1/0/1

O603Ha4eHue rpynnbl arperaummn E1-kaHanos BkovaeT B cebs ero
TUM 1 NOPAAKOBLIA HOMEpP UHTepdeiica:
multilink <CHANNEL_ID>

Mpumep o0603HayeHust: multilink <CHANNEL_ID>

O603Ha4YeHne NorMyeckoro nHTepdeiica ABASETCA NOPSAKOBbIM
HOMepoM MHTepdelica:

MprMepbl 0603HAYEHWIA:

+ loopback 4
+ bridge 60
+ service-port 1

O603HayeHmne nocnegoBarTesibHOro MHTepdelica BKIYaeT B Cebs
€ro TMn 1 naeHTUgUKaTop.

MaeHTndmkaTop nocnegoBartesibHOro nHtepdeica nMeert Bug,
<UNIT>/<SLOT>/<STREAM>, rae

+ <UNIT> - Homep ycTpoiicTea B rpynne yctpoicTts [1..1],
+ <SLOT> — HoMep Moayns B cocTaBe ycTpoiictea nnun 0 npu
OTCYTCTBUW AeNeHNs YCTPOCTBa Ha Moaynu,
+ <PORT> — nopsiAKOBbI HOMEp nopTa.
Mpumep o6o3HayeHus: serial 1/0/1

0O603HaveHne USB-mogema BKk/IoUaeT B Cebsi ero Tumn 1 NopsiAkoBbIl
HoMep:

cellular modem <MODEM-NUM>

Mpumep o6o3HayeHus: cellular modem 1
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum
Tun nHtepdpeiica O6o3Ha4yeHue
FXS/FXO-nopThl O603HaveHne FXS/FX0O-nopToB BK/IOYaET B cebs ero Tum u
NopsiAKOBbIV HOMEP:
interface voice-port <NUM>

Mpumep 0603Ha4eHus: voice-port 1

& 1. KonnuecTtBo NHTepheiicoB KaX40ro TMna 3aBMCUT OT MOAENN MapLupyTU3aTopa.
2. Tekywasa Bepcus MO He nogaepXuBaeT CTeKMpoBaHue yCTpoiicTB. Homep ycTpoiicTBa B
rpynmne ycTpoicTs unit MOXeT NPUHUMATb TO/ILKO 3HaueHue 1.
3. HekoTopble KOMaHAbI NOAAEPXUBAOT OAHOBPEMEHHYI0 paboTy C rpynmnoii MHTepdeiicoB.
[Nna ykasaHus rpynnbi MHTepelicOB MOXET GbITb UCNO/b30BaHO NepeuncsieHne yepes
3anaTylo UM yKa3aHue guanasoHa ugeHTUMKaTtopoB uepes geduc «-».
Mpumepbl yKazaHuA rpynn nHTepgeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2
interface twentyfivegigabitethernet 1/0/3-4

interface fortygigabitethernet 1/0/1-2
interface gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1

4.3 Tunbl U NOPALOK UMEHOBaHUA TYHHe el MmapLlupyTusaropa

Mpu paboTe MapLupyTM3aTOpa UCNOSb3YIOTCA CETEBbIE TYHHEMN Pa3/IMYHOIO TUMNa 1 HasHavyeHus. Cuctema
MMeHOBaHUS NO3BOJIAIET OAHO3HAYHO apecoBaTb TYHHEN N0 UX (PYHKUMOHaIbHOMY Ha3HayeHuo. [anee B
Tabnmue npuseieH nepeyeHb TUMNOB TYHHeNEe.

Tabnuua 69 — Tunbl M NOPSALOK UMEHOBaHUS TYHHeNel MapLupyTusaTopa

Tvn TyHHenA OGo3HaueHne

L2TP-TyHHENb O603Ha4veHune L2TP-TyHHensa coctomT u3 0603HavyeHms Trna u NopsaKoBOro Homepa TyHHenNs:
12tp <L2TP_ID>

Mpumep o0603HaueHus: 12tp 1

L2TPv3-TyHHENb O603Ha4veHne L2TPv3-TyHHesa coCTOMT U3 0603Ha4YeHMs TUna 1 NopsaKoBOro HoMepa TyHHeNs:
12tpv3 <L2TPV3_ID>

Mpumep o0603HauveHus:: 12tpv3 1
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Tun TyHHens

GRE-TyHHenb

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHEsb

IPsec-TyHHenNb

Jlornuecknii TyHHesb
(TyHHENb MEXaY
VRF)

PPPoE-TyHHENDb

OpenVPN-TyHHenNb

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

O6Go3Ha4YeHne

O603Ha4yeHne GRE-TyHHens coctont n3 0603HaYeHns Tuna v NopsLKOBOro HoMepa TyHHeNs:
gre <GRE_ID>

Mpumep 0603HauYeHust: gre 1

0O603Ha4eHne SoftGRE-TyHHeNst cocTomT 13 0603HaYeHns TUNa, NOpPsSAKOBOr0 HoMepa TyHHEeNs
n, onumoHasnbHo, VLAN ID BupTyansHoro nHrepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603Ha4veHune IPv4-over-IPv4-TyHHeNs coctouT 13 0603HavYeHns Tmna 1 nopsiAkoBoro Homepa
TYHHENs:

ip4ip4 <IPIP_ID>

Mpumep o603HaveHus: ipdip4 1

0O603Ha4veHne BUPTYaslbHOro IPsec-TyHHeNns coctouT 13 0603HavYeHus Tmna u nopsiAkoBoro
HOMepa TyHHenNs:

vti <VTI_ID>

Mprvmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYecKoro TYHHeNsi COCTOUT M3 0603HAYEHNUS TUMa 1 NOPSIAKOBOro HoMepa
TYHHENS:

It <LT_ID>

Mpvmep o603HaveHus: It 1

0O603Ha4eHne PPPoE-TyHHENs cocTOUT M3 0603HaYeHMs TMna 1 NOPSAKOBOr0 HOMEpPAa TYHHESS:
pppoe <PPPOE_ID>

Mpumep 0603HaYeHus: pppoe 1

0O603Ha4eHne OpenVPN-TyHHENSA COCTOMT N3 0603HAYEHNS TVMa 1 NOPSLKOBOrO HOMepa
TYHHens:

openvpn <OPENVPN_ID>

Mpumep 0603Ha4YeHUs: openvpn 1

118



CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Tun TyHHens OG6o3HaueHue
0O603Ha4YeHne PPTP-TyHHENs cocTOUT U3 0603HaYeHNs TUna 1 NopsAKOBOro HoMepa TyHHeNs:

PPTP-TyHHenb

pptp <PPTP_ID>

Mpumep 0603Ha4eHus: pptp 1

& KonuuecTBO TyHHenel Kaxaoro Tuna saBucut ot mogenu u NO maplupyTusaropa.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

5 HauanbHasi HacTpoiika MapLupyTM3aTopa

+ 3aBopgckas KoHJurypauma maplupytmsatopa ESR
+ OnuvcaHve 3aBOACKOIN KOHUrypauum
+ [ogxnoyeHne 1 KOHpUrypmposaHme MmapLupytmsaropa
+ MNopxnoyeHne K MapLipyTnsaTopy
+ [NogknoveHve nNo nokansbHow cetn Ethernet
*+ lMoakntoyeHme Yyepes KOHCOSbHbI NopT RS-232
+ [NpuMeHeHVe N3MeHeHNs KOHUrypaumm
+ basoBas HacTpolika MapLupyTmM3aTopa
* M3meHeHve napons nonb3osarens «adminy»
+ Co3fgaHvie HOBbIX Monb3oBarenei
* Ha3sHayeHve vMeHu ycTpoicTea
* HacTtpoiika napameTpoB ny6/mM4Hon cetu
* HacTpoiika ygaaneHHoro gocTyna Kk MapLpyTusatopy

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

Mpw OTrpy3Ke yCTpoincTBa NOTPEOUTENI0 Ha MapLLPYTU3aTop 3arpyeHa 3aBofckas KoHdurypauus, kotopas
BK/1HOYAET MUHMM&a/IbHO HEOBX0AVMble 6a30Bble HACTPONKKM. 3aBoAcKas KOHhUrypaumsa no3sonser
MCNonb30BaTh MapLUPYTM3aTop B KayecTse Wwito3a ¢ pyHkumnerr SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[0nonHuTe NbHbIE HACTPOIKN. KpoMe Toro, 3aBocKast KOH(Urypauust CoAepXnUT HACTPOMKK, MO3BONSOLLNE
NOyYnTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PACLLUMPEHHOTO KOH(IUTYPUPOBaHUS.

5.1.1 OnucaHue 3aBOACKOIT KOHhurypauymm

[nsa noaknoYeHns K cetsMm B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOoBaHUSIMU «Trusted»
ANns nokanbHoi cetn n «Untrusted» ans ny6nuuHoii cetn. Bce nHTepdiencol padgeneHbl MeXxay ABYX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogaknoueHus K nyénunuHoii cet (WAN). B 3Toli 30He OTKPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
COeANHEHNst N3 AaHHON 30Hbl Ha MapLUPYTU3aTOpP 3anpeLyeHbI.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
« ans ESR-10/12V: GigabitEthernet 1/0/1;
+ ans ESR-12VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
+ anst ESR-15(R): GigabitEthernet1/0/1; GigabitEthernet1/0/6;
+ ans ESR-15VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/10;
« ansa ESR-20: GigabitEthernet 1/0/1;
« ansa ESR-21: GigabitEthernet 1/0/1;
+ ansa ESR-30/31: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2;
« ans ESR-100/200: GigabitEthernet 1/0/1;
« ansa ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
+ ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
+ ansa ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;
« ansa ESR-3200: Twentyfivegigabitethernet 1/0/1-2;
+ ansa ESR-3200L: TengigabitEthernet 1/0/1-2, TwentyfivegigabitEthernet 1/0/1-2;
+ ans ESR-3300: TwentyfivegigabitEthernet 1/0/1-2, HundredgigabitEthernet 1/0/1-2.

VHTepdheiicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Ansi NnoakNoueHus K nokanbHoi cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTbl npoTtokonos Telnet u SSH ans ynaneHHoro goctyna, ICMP-npoTokona Anst npoBepKu
poctynHocTu mapuwpytmsaropa, DHCP-npoTtokona ansa nonyvyeHna knueHtamm IP-agpecos ot
MapLupyTmatopa. Vicxogsawme coeamHeHnsa 3 4aHHOR 30Hbl B 30HY «Untrusted» paspeLueHsi.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

B AaHHyt0 30HY 6e30MacHOCTU BXOAAT UHTepPdeChbl:
+ ansa ESR-10: GigabitEthernet 1/0/2-6;
+ pns ESR-12V(F): GigabitEthernet 1/0/2-8;
+ pns ESR-15(R): GigabitEthernet 1/0/2-5;
« ansa ESR-15VF: GigabitEthernet 1/0/2-9;
« ansa ESR-20: GigabitEthernet 1/0/2-4,
« ansa ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-30/31: GigabitEthernet 1/0/3-4;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
+ ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ans ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ans ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;
« ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12;
« ansa ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4;
« ansa ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

NHTepdelicbl 30HbI 06beAVHEHbI B OAUH L2-cermeHT Yepes ceTeBol MOCT Bridge 1.

Ha nHTepgoeiice Bridge 2 sBkntoueH DHCP-knneHT ansa nonyyeHns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHdpurypmpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepdeic
BbICTYMaeT B KA4eCcTBe LU/03a A1 KIMEHTOB /I0Ka/IbHOW CeTu. [1NS KIMEHTOB /I0KasIbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nonyvyeHns KnmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTm3aTope BkAoYeH cepBuc Source NAT.

MoNNTUKM 30H 6E30MACHOCTU HACTPOEHbI C/leyHLLMM 06pa3oM:

Tabnmua 70 — OnucaHve nosiMTrK 30H 6e30MacHoOCTH

30Ha, u3 kotopoit nget Tpachmk  30Ha, B KOTOPYHO UAaeT Tpadmk  Tun Tpacduka AeiicTtBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLleH

© JAns o6ecneueHnss BOSMOXHOCTU KOH(OUIYPUPOBaHUA YCTPOICTBA NPU NEPBOM BK/IHOYEHUN B
KOHpurypauum mapLupytTusartopa cosgaHa yuétHas sanmcb agMuHucTparopa "admin” c naponem
n n
password".
MNonb3oBartento GyaeT NnpeasioXXeHo N3MEHUTb Napo/ib agMUHUCTPaTopa NpU Ha4a/ibHOM
KOHPMIypupoBaHuM MapLupyTusartopa.

© [nsa ceteBoro goctyna K ynpasneHUio MapLipyTU3aTopoM Npy NepBOM BK/TIOUEHUN B
KOHdmMrypauum 3agaH ctatuuyeckuii IP-agpec Ha nuitepdoeiice Bridge 1 — 192.168.1.1/24.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

5.2 MopxnioueHne U KOH(UTypUMpoBaHMe MapLipyTu3aTopa

MapuwpyTunsaTtopbl cepumn ESR npegHasHaueHb! 4151 BbINOAHEHUS PYHKLMIA NOFPaHNYHOrO LW/I3a U
obecreyeHns 6e30MacHOCTV CeTV Nosb30BaTeNs NPV NOAKMIOYEHUN ee K MYB/IMYHBIM CeTAM nepesayn
[aHHbIX.

BasoBasi HacTpoiika MapLUpyTM3aTopa A0/MKHA BKoYaTh:

* HasHaueHve IP-agpecoB (CTaTMUYECKMX UK AMHAMUYECKUX) MHTepdeiicam, yuyacTByoLLMM B
MapLUpyTU3aLUmmn AaHHbIX;

* co3faHvie 30H 6e30MacHOCTU 1 pacnpefeneHne nHTepgencos nNo 3o0Hawm;

* cO3faHvie NONUTUK, PeryMpyoLwmnx NPOXoXAeHNe AaHHbIX MEXy 30Hamu;

* HacTpolika cepBMCOB, COMYTCTBYOLMX MapLpyTrsauum gaHHblx (NAT, Firewall n npoune).

PaclumpeHHble HACTPOIKN 3aBUCAT OT TPEOOBAaHWNIA KOHKPETHOW CXeMbl MPUMEHEHNS YCTPOCTBA U NIETKO MOTyT
6bITb AO6GABNEHbI UM N3MEHEHbI C MOMOLLIbIO UMEIOLLMXCA MHTephencoB ynpaBneHus.

5.2.1 MoaxniovyeHue K MapLpyTusaTtopy

MpeaycMoTpeHbI crieaytoLime cnoco6bl NOAKIHUYEHUS K YCTPOCTBY:

MopxnoueHne No nokanbHoii cetn Ethernet

& Tpu nepBoHaYaNbLHOM cTapTe MapLUPYTM3aTOP 3arpy)aeTcs ¢ 3aBOACKOl KOHurypauueil.
OnucaHue 3aBOACKOW KOHMUrypauum npuBeaeHo B pasgene 3aBo/ckas KoHurypaums
mMaplipyTtnsatopa ESR gaHHOro pykosoacrea.

MopaxntounTe ceTeBO kabenb Nnepegayn aaHHbIX (NaTy-kopa) K Nto6omMy NopTy, BXoAsaweMy B 30Hy «Trusted», n
K KOMMNbIOTEPY, NPegHa3HaYeHHOMY A/151 yNpaB/eHus.

B 3aBoACKOl KOH(MIypaumm MapLlipyTusaTopa aktueruposaH DHCP-cepsep ¢ nynom IP-agpecoB B noaceT
192.168.1.0/24.

Mpwn NoAKYEHUN CETEBOTO MHTEPdIelica ynpaBnstoLWEero KOMNboTepa OH A0/HKEH NOMYyYnTb CETEBOI agpec
OT cepBepa.

Ecnwu IP-agpec He nosyyeH no kakor-mbo NpuynHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomolum kabens RJ-45/DBF9, KoTopblil BXOAUT B KOMMIEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOpT
«Console» MapLipyT3aTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHa/bHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) 1 co3aaiite HoBoe
noaktodeHve. JomkeH 6biTb MCMNONb30BaH pexum amynauum tepmmHana VT100.

BbinonHute cnegytouime HacTponikn nHTepgeinca RS-232:

CkopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBble 6UThI: 1
YnpasneHue NOTOKOM: HeT
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5.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum

Nio6ble N3MEHEHUS], BHECEHHbIE B KOH(DUTYPaLWIO, BCTYNAT B AeCTBME TOMBbKO NOC/e NPUMEHEHNS KOMaH/bI:

esr# commit
Configuration has been successfully committed

Mocne npuMeHeHNs1 JaHHOW KOMaH/bl 3anyckaeTcs Talimep "oTkata" KoHdurypaumn. s ocTaHOBKM Taiimepa
1N mexaHu3Ma "oTkara"’ ucnonb3yercsa komaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkata" no ymonuanuio — 600 cekyHz,. Ana n3MeHeHUs JaHHOro Talimepa MUCrnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — UHTEpBa/ BPEMEHW OXWAAaHUSA NOATBEPXKAEHUS KOH(UIYPaLIMI, MPUHUMAET 3HAYEHNE B
cekyHaax [120..86400].

5.2.3 ba3oBas HacTpoiika MapLipyTusaropa
Mpoueaypa HacTPOIiK1n MapLupyTu3aTtopa npy NepPBOM BK/IHOYEHUM COCTOUT M3 CAEeAYOLMX 3TanoB.:

* VI3meHeHve napona nonb3osarens «admin.

+ Co3faHve HOBbIX Nofb30BaTenei.

*+ HasHaueHue umenn ycTpoiictea (Hostname).

* YcTaHOBKa napameTpoB NOAK/OUEHNS K My6INYHON CETU B COOTBETCTBUM C TpeboBaHUsIMU NpoBaligepa.
+ HacTpolika yganeHHoro goctyna K MapLupyTu3aropy.

* NpumMeHeHne 6a30BbIX HACTPOEK.

MN3meHeHMe napons nonb3oBarens «adminx»

[N 3alMLLEeHHOr0 BXoAa B CUCTEMY HEOBXOAMMO CMEHUTL Naposib NPUBKIETMPOBAHHOIO MN0JbL30BaTE NS
«admin».

& YueTHas 3anucb techsupport Heo6xoaMma ANs yAAEHHOTO 0GCY)XMBaHUA CEPBUCHBIM
LeHTPOM;
Y4yeTHas 3anucb remote — ayteHTU(pnKaumsa RADIUS, TACACS+, LDAP;
Yaanutb nonb3oBartenen admin, techsupport, remote Henlb3A. MOXXHO TOIbKO CMEHUTb Naponb 1
YpPOBE€Hb NPUBUNETNIA.

© Ecnu vHdopmauus o nonb3osartene «admin» He OToGpaXaeTcs B KOHUrypauum, sHaunuT
napameTpbl 4aHHOTO NMOJIb30BaTesIA HACTPOEHbI N0 YMoMYaHuio (Naposb «password», ypoBeHb
npusuneruii 15).

Mmsa nonb3oBatens 1 naposib BBOAUTCSA NPU BXOAE B CUCTEMY BO BPEMS CEAHCOB aiMMHUCTPUPOBaHNS
yCTpOWCTBA.
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[N n3meHeHns1 napons nonb3osaresis «adminy» UCNONb3YTCA Crieayolumne KoMaHabl:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

Co3paHue HOBbIX NoJib30oBaTe el

[lna co3gaHnsi HOBOTO NOJIb30BaTe A CUCTEMbI UM HACTPOIIKM N060ro U3 NnapameTpoB: MMEHM NOsb30BaTenNs,
naposisi, ypOBHS NMPUBUETUNIA, — UCNOMNb3YIOTCA KOMaHpbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

& YpoBHU npuBuneruii 1-9 paspeLaroT AOCTYN K YCTPOWCTBY M NPOCMOTP €ro onepaTMuBHOro
COCTOSIHMSA, HO 3anpeLaloT HaCTPONKY. YpoBHU npuBunernii 10-14 paspelatot Kak 4ocTyn, Tak
M HacCTPOWKy 6onbLueit YacTu PyHKUUI yCTpoiicTBa. YpOoBeHb NpuBuiernii 15 paspeluaer kak
[OCTYN, TaK U HACTPOIKY BCeX (hyHKLMIA ycTpoiicTBa.

Mpumep KomaHg Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npvBunernin 15 n
co3faHnA nosb3oBartesns «ivan» ¢ naposieM «password» 1 ypoBHeM npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

& YposHU npuBuneruii 1-9 paspeLwaroT JOCTYN K YCTPOWCTBY U NPOCMOTP €ro onepaTuBHOro
COCTOSIHUSA, HO 3anpeLaloT HacTPoiiKy. YpoBHU npuBunerunii 10-14 paspeLatoT Kak AOCTYN, Tak
M HACTPOWKY Gonbluel yacTu pyHKUUIA yCTPOUCTBA. YPOBEeHb NpuBuneruii 15 paspeLuaer Kak
[OCTYN, TaK U HACTPOIKY BCceX (PyHKUUIA yCTPOUCTBA.
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Mpumep KomaHa Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npuBunernin 15 n
co34aHus nosb3oBarens «ivan» ¢ naponem «password» 1 ypoBHem npusunervii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

Ha3HaueHne nmeHu ycTpoiicTBa

[na Ha3HaYeHMss UMEHMN YCTPOICTBA UCMOb3YOTCS CriefytoLie KoMaHbl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHJUIypaLuy npurialeHne KOMaHHON CTPOKU M3MEHWUTCS HA 3HAUYeHWe, 3alaHHoe
napamMeTpom <new-name>.

HacTpoiika napameTpoB ny6/n4HoIi ceTu

[N HaCTPOIiKM ceTeBOro MHTepdpelica MapLipyTu3aTopa B Ny6AnyYHOM CETU HEOBXOAMMO Ha3HaUYUTb
yCTPOICTBY NapaMeTpbl, onpeaenéHHble npoBaiiaepomM cetv — IP-agpec, Macka NoAceTy 1 afpec LW3a no
YMO/TYaHWIO.

Mpumep KomaHA, HacTpolikn ctatmudeckoro IP-agpeca gna cab-uHtepgeiica Gigabit Ethernet 1/0/2.150 gns
[ocTyna K MapwpyTtusartopy yepes VLAN 150.

MapameTpbl UHTEPAIEiCa:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
* IP-agpec wno3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168.16.144/24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[ns Toro uTo6bl Y6EAnUTHLCS, YTO afpec Obl/1 Ha3HaYeH MHTepdericy, nocne NPUMEHeHNs KOHUrypauum
BBEAMTE C/IEAYIOLLYI0 KOMaHAy:

esr# show ip interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaigep MOXET NCNONb30BaTb ANHAMUYECKN Ha3HavYaeMble agpeca B cBoei ceTu. Ansa nonyyvenus IP-
aZipeca MOXeT ucnosibzoBaTtbcsa npotokon DHCP, ecnu B ceTtn npucytcteyet cepsep DHCP.
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MpviMep HaCTPOIikK, NpeAHa3HaYeHHON AN nosyyYeHns anHamunyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdpeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsa Toro uTo6bl yoeanTbes, 4To agpec Obisl Ha3HayYeH nHTepdelicy, BBeAMTE CrieayoLwyo KomaHay nocne
NPUMEHEHUA KOHpUrypauuu:

esr# show ip interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTtpoiika yganeHHoro goctyna K mapLipyTusaTopy

B 3aB0o/CKOIi KOHGOMIypaLymn paspeLleH yaaneHHbli 4oCTyn K MapLipyTM3aTopy no npotokonam Telnet nnu
SSH 13 30HbI «trusted». 10 TOro 4T06bI PA3PELLINTL YAANEHHbI AOCTYN K MapLIpyTM3aTopy M3 APYriX 30H,
Hanpumep, U3 Ny6/INYHOI CeTn, He06X0AMMO CO3/aTh COOTBETCTBYOLLME npaBuna B firewall.

Mpu KOHUIYpUPOBaHUK AOCTYNa K MapLUpPyTU3aTopy NpaBuia co34atTcs A8 Napbl 30H:

* source-zone — 30Ha, U3 KOTOPOIi BYAET OCYLLECTBNSATLCS YAa/IeHHbI AOCTYN;
- self - 30Ha, B KOTOPOI1 HAXOAUTCS UHTEPPEIC YyNpaBNeHNss MapLIPyTM3aTOPOM.

[nsi co3maHns paspeLuaroLlero npasuaa Ucnosb3yTes CeaytoliMe KOMaHIbl:

esr# configure

esr(config)# security zone-pair <source-zone> self

esr (config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLueHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntovatbCca K mapipyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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6 OG6HOB/IEHME NpPOrpaMMHOro obecneyeHns
+ O6GHOBNEHME nporpamMmmHoro obecnevyeHus cpeacreamMmm CUCTEMbI

+ OGHOB/EHVE NPOrPaMMHOr0 06ecrneyeHns U3 HavaslbHOrO 3arpy3ynka
+ O6HOB/MEHME BTOPUYHOrO 3arpysumka (U-Boot)

6.1 OGHOB/IEHUe NPOrpaMMHOro o6ecrneyeHus cpeacTBaMyu CUCTEMbI

© JAns o6HOBNEHUSA NPOrPaAMMHOr0O oGecrneyeHunsi NOHaA06GMTCA OAUH U3 CNIEAYIOLUX CEPBEPOB:
TFTP, FTP, SCP. Ha cepBep A0/MKHbI 6bITb NOMeLeHbl haiiibl NporpaMmMHOro oéecrneyeHus
MapLupyTM3aTropa, nony4yeHHble OT NPOU3BOAUTENSA.
Ha mapLupyTusarope XpaHATCA ABe KOnuu nporpaMmMHoro oéecneyeHus. ns oéecneyeHus
HafleXXHOCTU npoueaypbl OGHOB/IEHUSA NPOrpaMMHOro o6ecnevyeHus 4OoCTynHa Ans
OGHOB/IEHMUA TO/ILKO KOMUA, KOTOpasi He Gblfla UCNONb30BaHa A/ NOC/NIefHEero crapra
ycTpoiicTBa.

© nNpu o6HOBNEHUN NPOrPaMMHOro o6ecneyeHns KOHPUrypauus mappyTusaTopa
KOHBEPTUpPYeTCs B COOTBETCTBUU C HOBOW Bepcueil.
Mpwu 3arpy3ke MmappyTrsaropa c 60s1ee cTapoii Bepcueit NporpaMMHOro oGecrneyeHus, Yem
3arpyxeHHasi paHee, KOH(hUrypauus He KOHBEPTUPYETCS U BNOCNEACTBUMN yaansieTcs.

& OGHoBneHue MO ¢ 6onee paHHUX BepPcuii MOXXHO NMPOU3BECTU, BOCMNO/Ib30BaBLLUCH
MHCTPYKLUUeii, npuBeaeHHON B pasaene OOHOB/IEHNE MPOrpaMMHOro obecrneyeHns N3 HavaslbHoro
3arpysuvka.

O6HOoBNEHME NPOrpaMMHOro obecneyeHns Ha yCTPOCTBe, paboTatoLLeM nog ynpasieHnem onepawMoHHON
CUCTEMbI, BbIMOSIHAETCS B C/IeAyoLLEeM Nopsike.

1. MNopgroToBbTe AN paboTbl BbIbpaHHbI cepaep. [Lo/mkeH 6bITb U3BECTEH aApec cepBepa, Ha cepeepe
[O/MKEH ObITb pa3MeLLeH AUCTPUBYTUBHDINA haiin NporpaMMHOro obecneyeHus.

2. MapLupyTnsaTop fO/DKEeH 6bITb NOArOTOB/IEH K paboTe B COOTBETCTBUU C TPEOOBaAHUAMUN AOKYMEHTaLMN.
KoHchurypauusa mapLupytusaropa Ao/hkHa No3BoNATbE 06MeHNBaTLCS AaHHbIMK Mo npoTtokonam TFTP/
FTP/SCP n ICMP ¢ cepsepom. [Npy 3TOM A0/KHA ObITb YYTEHa NPUHALIEXHOCTb CepBepa K 30HaM
6e3onacHoCTV MapLupyTnsaTopa.

3. MogknioumTech K MapLLpyTU3aTopy /I0KasIbHO Yepes KOHCO/bHbIM nopT Console nnu yaaneHHo,
ncnonb3ysa npokosnbl Telnet unn SSH.

MpoBepbTe AOCTYMHOCTb CepBepa A/ MapLupyTM3aTtopa, UCNosb3ys KOMaHA4y ping Ha MapLupyTusatope.
Ecnu cepsep He fOCTyneH — NpoBepbTe NPaBUIbHOCTb HACTPOEK MapLLpyTU3aTopa 1 COCTOsAHME
ceTeBbIX MHTEP(helicoB cepBepa.

4. [1na 06HOBNEHMA NPOrpaMMHOro obecneyeHs MmapLupyTM3aTopa BBeauTe criefyoLLyo KomaHay. B
KayecTBe napamertpa <server> fLO/keH ObITb yka3aH IP-agpec ncnonb3yemoro cepsepa. Ans
o6HoBneHust ¢ FTP nnm SCP-cepBepa noTpebyeTcs BBECTU UMS NO/Ib30BaTeNs (NapaMeTp <user>) u
naposnb (napameTp <password>). B kauecTBe napametpa <file_name> ykaxute nms caina
nporpammHoro o6ecneyeHus, NOMeLLLeHHOro Ha cepeep (Npu ncnosb3oBaHUM SCP HYXHO yKka3aTb
NonHbIiA NyTb — NapameTp <folder>). Mocne BBOAA KOMaHAbl MapLLpYTMU3aTOp cKonupyeT dhaiin Bo
BHYTPEHHIOIO NamMATb, NPOBEPUT LE/IOCTHOCTb AaHHbIX Y COXPaHWUT ero B 3HeproHe3aBrcMy0 NamsAThb
YCTpPOWCTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:firmware
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FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:firmware

SFTP:

esr# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

[na npumepa o6HoBMTE ocHOBHOE MO yepes SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. [Ansa Toro 4To6bl YCTPOICTBO paboTasno nof ynpas/eHnem HOBOV BEpCUM NPOrpaMMHOr0 o6ecneyeHus,
HEeo6X0IMMO NPOU3BECTU NEepPeK/ioUeHne akTMBHOro o6pasa. C NoMoLLb0 KoMaHabl show bootvar
cnepyert BbISICHATL HOMEpP 06pasa, coaepxallero o6HosneHHoe MO.

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 141[f812808] date 18/02/2015 time Active *

16:12:54
2 1.0.7 build 141[f812808] date 18/02/2015 time Not Active

16:12:54

[ns BbiGopa o6pasa Ucrnosb3yiiTe KoMaHay:

esr# boot system image-[1]2]

. [Ana 06HOBNEHUs BTopuYHoro 3arpysunka (U-Boot) BBeauTE cneaytoLyto KomaHay. B kauecTse
napameTpa <server> fofXeH 6bITb yKkasaH IP-agpec ncnonb3yemoro cepeepa. [1s o6HoBnexus ¢ FTP
nnn SCP-cepBepa noTpebyeTcst BBECTU UMS NoMb3oBaTesis (napameTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute ums paiiia BTOPUYHOTO 3arpy3uika,
MoMeLLEeHHOro Ha cepBep (Npu ucnosnb3oBaHnn SCP HyXHO ykasaTb NO/HbIA NyTb — napameTp <folder>).
Mocne BBOoZAA KOMaHAbl MapLLpPyT3aTOP CKOMMPYET dhaiisl BO BHYTPEHHIOK NamsiTb, NPOBEPUT
LIe/TOCTHOCTb [@HHbIX U COXPAHWUT €50 B SHEPrOHE3ABUCKMYHO NaMsiTb YCTPOICTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:boot-2

FTP:

esr# copy ftp://<server>:/<file_name> system:boot-2

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:boot-2
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SFTP:

esr# copy sftp://<server>:/<file_name> system:boot-2

6.2 OGHOBJ/IEHWE NPOrpaMMHOro o6ecrneyeHns U3 HayaslbHOro 3arpysumka

MporpaMMHoe obecneyeHrie MapLLpyTU3aTopa MOXHO 06HOBUTL U3 HAYa/IbHOTO 3arpy34nka cneaytoLwmm

obpasom:

1. OcTaHOBWTE 3arpy3Ky YCTPOACTBA MNOC/NEe OKOHYaHMS MHULMa/IM3aUmMmn MapLupyTm3aTopa 3arpy34inkom U-

Boot, HaxkaB knaBuLy <Esc>.
Configuring PoE...
distribution 1 dest_threshold 0Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Yxkaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

[ns Bepcumn 1.5 n Bbllwe:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTte IP-agpec mapLipyTtusatopa:

BRCM.XLP316L1ite Rev BO.u-boot# +dipaddr 10.100.100.2

[na sepcun 1.5 v BbILwwe:

BRCM.XLP316L1ite Rev BO.u-boot# -dipaddr 10.100.100.2

4. YkaxuTe nms painna nporpammHoro obecrnedeHus Ha TFTP-cepsepe:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

Ons Bepcumn 1.5 u BblLLe:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

5. MOXHO COXpaHUTb OKPYXXEHNE KOMaH/10ii «saveenv» Ans 6yayLimx 06HOBIEHUIA.
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6. 3anycTtuTe npouenypy 06HOBMEHMA NPOrpaMMHOro obecneyeHuns:

BRCM.XLP316L1ite Rev BO.u-boot# run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHHARHHARHHARHH AR AR RS

HAEAHHAAHHARAHHARHH AR H AR AR AR AR AR H AR

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

7. YcTaHoBUTE 3arpy)eHHoe nporpaMMHOe o6ecrnedyeHrie B kauecTBe obpasa A/1s 3anycka CUCTEMbI U
nepesarpyauTe poyTep:

BRCM.XLP316L1ite Rev BO.u-boot# run set_bootpart_1

[na sBepcumn 1.5 v BblWwe:

BRCM.XLP316L1ite Rev BO.u-boot# boot_system imagel
BRCM.XLP316L1ite Rev BO.u-boot# reset

6.3 OGHoBNeHue BTOpuUHoro 3arpysuuka (U-Boot)

BTOpUYHbII 3arpy3unk 3aHMmaeTcs nHuumanusaumein NAND n maplupyTrsaTtopa. MNpu 06HOBIEHUM HOBBI
chaiin BTopunYHOro 3arpysunka coxpaHsietcsa Ha flash Ha mecTe cTaporo.

[nsi npocMoTpa Tekyllei Bepcum 3arpy3o4Horo goaiina, paboTatolLero Ha YyCTPOCTBE, BBEAUTE KOMaHy
«version» B CLI U-Boot, Takke Bepcusi oToGpaxaeTcsl B MpoLecce 3arpy3ki MapLupyTusaropa:

BRCM.XLP316L1ite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)
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Mpoueaypa o6HoBNeHUS MO:
1. OcTaHoBUTE 3arpy3Ky yCTPOMNCTBA NOC/Ie OKOHYaHWS MHULMann3aumMm MapLipytmsaTopa 3arpy3dnkom U-
Boot, HaxxaB knasuLy <Esc>.
Configuring PoE...
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.

Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316L1ite Rev BO.u-boot# setenv serverip 10.100.100.1

Ons sepcumn 1.5 n Bblle:

BRCM.XLP316L1ite Rev BO.u-boot# serveripl0.100.100.2

3. YkaxuTte IP-agpec mapLipyTtusaropa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2

[na sepcumn 1.5 v BblILWE:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

4. YxaxuTe nvs chaina sarpysdvka Ha TFTP-cepepe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

[na sepcun 1.5 v BblLwe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

o

MOXXHO COXPaHUTb OKPY>XEeHVe KOMaH/0i «saveenv» 415 6yayLmMx 06HOBNEHWIA.
6. 3anycTute npoleaypy 06HOB/IEHMS NPOrPaMMHOr0 06ecneyYeHus:

BRCM.XLP316Lite Rev BO.u-boot# run upd_uboot
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[na sepcumn 1.5 v BblILwE:

BRCM.XLP316L1iteRevBO.u-boot# run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: #########tHH##MHHHHHHASHHHHHBHHHAHHHHHHASH B SR A HH AR B R U S
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 1is now current device

7. Mepesarpy3nTe MapLIpyTU3aTop:

BRCM.XLP316L1ite Rev BO.u-boot# reset
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7 PekomeHpauuun rno 6e3onacHoin HacTpouke

+ Obwme pekoMmeHZaLMN
* HacTpoiika cucTembl OrMpoBaHnsa CoobITUI
* PekomeHgauunu
+ lNpepynpexaeHns
* Mprmep HacTPONiKK
* HacTpoiika nonnTnkn ncnosb3oBaHnsa naposnen
* PekomeHpaunu
* Mprmep HacTPONiKK
+ HacTtpoiika nonnutunkm AAA
+ PekomeHpaumnu
+ lpepynpexaeHns
* Mprmep HacTPONiKK
* HacTtpoiika yganéHHoro yrnpaeneHus
+ PekomeHpaumnu
* Mprmep HacTpPOiKK
* HacTpoiika MexaHM3MOB 3al1Tbl OT CETEBbLIX aTak
+ PekomeHpaunu
* Mprmep HacTPONiKK

PekomeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbIWAT 6€30MacHOCTb 3KCn/lyaTauum
YCTPOICTBA, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NMPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeumugnMUecKknx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOGHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epeab C/efoBaTb TEXHUYECKMM TPEGOBAHNAM W perlameHTam ceTel, B
KOTOpbIX BYAET 3KCNyaTMpoBaTbCsA AaHHOE YCTPOCTBO.

7.1 OOwume pekomMmeHaaLnu

+ PekomeHayeTcs Bcerga oTkoyaTb HEUCNOo/b3yemble ousnyeckne NHTepgericbl C NOMOLLbI0 KOMaHAb!
shutdown. KomaHga nogpo6Ho onuncaHa B pasgene KoHdurypuposaHme 1 MOHUTOPUHT nHTepheincos
crnpaso4yHuKa komaHg CLI.

+ PekomeHayeTcs Bcerga HacTpamBaTb CUHXPOHU3ALUMI0 CUCTEMHbIX YAcOB C AOBEPEHHbIMWN UCTOUYHUKaMU
ceteBoro BpeMeHun (NTP). Anroputm HacTpoliku NTP npuBeaéH B pasaene Hactpoiika NTP HacTosiLero
pykoBogcTsa. lNMogpobHas nHpopmaumns o kKomaHgax ans Hactpoiiku NTP npuseneHa B pasgene
YnpasrieHne cucTtemMHbIMY Yacamy cnpaBoyHnka komaHg, CLI.

+ PekomeHpayetcs oTkntodatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIO B 3aBOACKOM
KOHUrypaumm.

+ He pekomeHayeTcs ucnonb3oBatb kKomaHay ip firewall disable, oTkntouatouyto mexcetesoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdielicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro aKpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npueeaéH B pasgene KoHdurypnposanne Firewall HacTosiwero pykosogcTtea. NogpobHas nHopmayms
0 KOMaHAax 4/ HaCTPOMKN MEXCETEBOr0 aKpaHa npuBeaeHa B pasgene Ynpas/ieHne
Firewall cnpaBoyHuka komaHz CLI.
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7.2 HacTtpoiika cucteMbl 10rMpoBaHnNsA COObITUIA

ANroOpuUTMbI HACTPOIKN CUCTEMbI TOTMPOBaHKS COObLITUIA NpUBEAEHbI B nogpasgene «HacTtporika Syslog»
pasgena MOoH/TOPVHT HACTOALLEr0 PYKOBOACTBA.

MogpobHas MHopmaums 0 KomaHgax A/ HACTPOVKM CUCTEMbI TOTMPOBaHNSA COObITUI NprBeAeHa B pasgene
YnpasneHne SYSLOG cnpaso4yHuka komaHpg CLI.

7.2.1 PekomeHpaauuu

+ PekomeHAOyeTCcsl HAaCTPOUTb XpaHeHMe CoobLLEeHN 0 cobbITMAX B thaiin syslog Ha ycTpolicTBe u
nepepavy aTux cobbITUIA Ha BHeLWHWI syslog-cepsep.

+ PekomeHAyeTcs orpaHuymBath pasmep syslog-thaina Ha ycTpoiicTse.

+ PekomeHAyeTcsa HacTpavBatb potauuto syslog-thaiinos Ha ycTpoiicTse.

+ PekomeHAyeTcs BK/OUATb HyMepaumo coobLeHuii syslog.

+ PekomeHAyeTcs BKoUaTh fo6aBneHne MeTok timestamp msec K syslog-coobLieHsamM Ha yCTponcTBax
ESR-1500 n ESR-1511.

7.2.2 MpepynpexaeHns

+ [laHHble, XpaHsiwpecs B dhailnioBoii cucteme tmpsys:syslog, He coxpaHsoTCa Npy nepesarpyske
yCTpoiicTBa. ITOT TUN halinoBoli CUCTEMbI PEKOMEHAYETCSI UCMNO/b30BAThb [/181 XPAHEHWUSI ONepaTBHbIX
NOroB.

+ He pekomeHayeTcsl ucnonb3osath dhaiinosyto cuctemy flash:syslog ans xpaHeHust 10roB, Tak kak 310
MOXET NPUBECTM K NPEXAEBPEMEHHOMY BbIXOAY 13 CTPOs ycTpoiicTBa ESR.

7.2.3 Mpumep HaCTpPOWKN

3apgava:

HacTpouTb XpaHeHne coobLLeHnn 0 cobbITUAX YPOBHS info 1 Bbilwe B dhaiin syslog Ha ycTpolicTe u
HaCTpoOWTb Nepefayy aTUX CObbITUI Ha BHeLLHW syslog-cepBep. OrpaHnuntb daiin paamepom 512 KéaiT.
Bkntountb potaumto 3 gpainnos. BknounTb Hymepaumio coobLleHuii syslog.

PewieHune:

HacTpanBaem xpaHeHue syslog-coobLueHunin B ghaiine:
esr(config)# syslog file tmpsys:syslog/default info
HacTpanBaem orpaHuyeHne pasmepa u potayunio gaiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpanBaem nepegayy coOOLEHNIA Ha BHELLHWIA cepBep:

esr(config)# syslog host mylog 192.168.1.2 info udp 514
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Bktouaem Hymepaumio coobLieHunin syslog:

esr(config)# syslog sequence-numbers

7.3 HacTpoliika NONMTUKM UCNOJIb30BaHUA Naposnei

ANropuUTMbI HACTPOWKN NOSIUTUKM UCMO/b30BaHWSA Naposiel npuBefeHsbl B pasgene Hacrtpoiika
AAA HacTosLLEero pykosoacTtsa.

MogpobHas MHopmauns 0 KomaHgax A/ HACTPOVKN NOSIUTUKN UCNO/b30BaHNsS naposnen npusegeHa B
pasgene Hactporika AAA cnpaBoYHuKa komaHa CLI.

7.3.1 PekomeHpauum

+ PekomeHAyeTcsi Bcerga BKtoyaTh TPE60BaHUS HA CMEHY Naposis Mo ymMoYaHuio nosib3osatens admin.

+ PekoMeHAyeTcsi orpaHMuBaTh BPEMS XM3HU Naposieii 1 3anpeLiatb NOBTOPHO KCMO/b30BaTh, KakK
MUHMMYM, NPeablayLLmnii Naposb.

+ PekomMeHAyeTcs BbICTaBNSATb TPe60BaHNsS MUHUMasIbHOW A/INHbI NAaponst 60/blie 8 CMMBOJIOB.

+ PekoMeHAyeTcs BbICTaBNsTb TPe60BaHMS Ha CNO/Ib30BaHNE CTPOYHbIX M MPOMMUCHbIX BYKB, LMdp 1
CMNeLCMMBO/I0B.

7.3.2 Mpumep HACTPOWKMN

3apgaua:

* HacTtpouTb naposibHyt0 NOAUTUKY C 06a3aTeNibHbiM TpeboBaHeM CMeHbl Naposis N0 yMOYaHUIo,
BpeEMEHEM AelcTBUA Napons 1 Mecsil, 1 3anpeTom Ha Ucnosib3oBaHme 12 nocnegHnx naponen.

+ 3agatb MUHUMasIbHYO AJSIMHY naponsa 16 CMMBO/OB, MakCUMasibHyo — 64 cumBona.

+ [Maponb AomKeH cogepxarb He MeHee 3 NPONUCHbIX BYKB, HE MeHee 5 CTPOUHbIX BYKB, HE MeHee 4 Lundp
N He MeHee 2 creLcrMMBO/IOoB. Maponb B 06513aTe/IbHOM NopsigKe AO/DKEH codepxaTb Bce 4 Tuna
CVIMBOJ10B.

PelweHune:

Bkntouaem 3arpoc Ha CMeHy naposda no ymonyaHno ana nosib3oBartesia admin:
esr(config)# security passwords default-expired
YctaHaBnvBaeM BpeMs Xn3Hu napons 30 gHeli 1 3anpeT Ha UCNo/ib30BaHue npeablayLmx 12 naponei:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaBnMBaeM OrpaHnyeHua Ha AJSIMHY naponsa:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 24

136


https://docs.eltex-co.ru/pages/viewpage.action?pageId=431915476
https://docs.eltex-co.ru/pages/viewpage.action?pageId=431915476

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

YcTtaHaBnmBaeMm orpaHnyeHnsa no MMHUMMaJibHOMY KO/IM4eCTBY CMMBOJ10B COOTBETCTBYHOLLNX TUMOB!

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

7.4 HacTtpoliika nonutukn AAA

ANropnTMbl HACTpOiikn nonnTnkn AAA npuseaeHsl B pasgene Hactporika AAA HACTOSALLIEro pykoBoACTBaA.

Moapo6Has nHopmauusa o KomaHaax ans HacTpoiiku nonuTukn AAA npuBeaeHa B pasgene Hactpolika
AAA cnpaBo4yHuka komaHg CLI.

7.4.1

743

PekomeHpaauumn

PekomeHayeTca NCNoNb30BaTh POSIEBY0 MOAE/b AOCTYNa Ha YCTPONCTBO.

PekomeHAayeTcs NCNonNb30BaTh NEePCOHasIbHbIE YYETHbIE 3anucy 418 ayTeHTU(UKaLMmn Ha yCTPolicTBe.
PekomeHAayeTcs BKAKOYaATb /I0rMpoBaHe BBOAMMbIX NO/Ib30BaTeNEM KOMaHL,

PekomeHAayeTca NCNoNb30BaTbh HECKO/IbKO METOA0B ayTeHTUmKaumm 418 BXoga Ha yCTPOKCcTBa Yepes
KOHCONb, YAa/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHUS npuBunernii. ONTMMasibHOM cunTaeTcs
KOMOMHaUMa U3 ayTeHTudumkaumm no ogHomMy 13 npotokonos RADIUS/TACACS/LDAP n nokanbHoiA
ayTeHTudukaymn.

PekomeHAayeTcs NOHU3UTbL YPOBEHb NPUBUIETNIA BCTPOEHHON YYETHOW 3anmcy admin go 1.
PekomeHayeTca HaCTPOUTb I0rMpoBaHe N3MEeHEHUI NTOKasIbHbIX YYETHbIX 3anuce.

PekomeHAayeTcs HaCTPOUTb SIOrMpoBaHe U3MeHeHU NoNTUKN AAA.

MpeaynpexaeHus

BcTpoeHHyto yuéTHyto 3anncb admin yaanmTb Henb3s.

KomaHza no username admin He yaanset nonb3osatesisa admin, copacbiBaeT ero KOHUrypawmio B
3Ha4YeHusa Mo ymonyaHuio. lNocne npYMeHeHNs 310 KoMaHAapbl Nonb3oBartesib admin He 6yaeT
oTobpaxaTbCs B KOH(UTypaLuu.

KomaHga no password ans nonb3osarens admin Takke He yganseT naposb nosb3osartens admin, a
cbpacbiBaeT ero B 3Ha4eHre no ymosvaHuio. lNocne npyMeHeHUst 3Toi KoMaHAbl Naposib Nosib30BaTess
admin nepecTtaét otobpaxaTbCsl B KOHUrypaumm n ctaHosutcs ‘password'.

MNepepn ycTaHOBKOW Nosib3oBatesito admin NOHWKEHHbIX MPUBUAETNIA Y BAC OO/DKEH ObITb HACTPOEH
nonb3oBaTeNb ¢ ypoBHeM npusuniernii 15 nnun 3agaH ENABLE-napone.

Mpumep HacTpoOiiKn

3apaua:

HacTtpontb nonutuky AAA:

[na yaanéHHoro exoga no npotokony SSH ncnonb3oeatb ayteHTUdMKaumm yepes RADIUS.

[na Bxofa yepes NoKasibHY KOHCO/b UCMO/b30BaTh ayTeHTudmkaumm yepes RADIUS, B cnyyae
oTcyTcTBUSA cBA3n ¢ RADIUS-cepBepamMu NCNOMb30BaTh /IOKas/IbHY ayTeHTU(UKaLNIO.
Mcnonb3oBatb ENABLE-naposnb, 3agaHHbIi yepe3 RADIUS, B ciiyuae otcyTcTBus cBsisu ¢ RADIUS-
cepBepamMu UCMob30BaTb NokanbHbIi ENABLE-naposb.

YcTaHoBWTb Nosib3oBatento admin NOHMXEHHbI YPOBEHb NPUBUIETUIA.
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* HacTtpouTb nornpoBaHne M3MeHeHUn NOKa/IbHbIX YYETHBIX 3anuceil.
+ HacTtpouTb nornpoBaHue nameHeHuin nonntuk AAA.
* HactpouTb normposaHne BBOANUMbIX KOMaHL,

PelwweHune:

Cospgaem nokasibHOro nonb3osartesis local-operator ¢ yposHem npusuierunii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$$wOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokanbHblli ENABLE-naposs:

esr(config)# enable password $6e5c4r3e2t!

lMoHWXaem npusuaerum nosib3oBaresns admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit

HacTtpanBaem cBsA3b ¢ AByms RADIUS-cepBepamu, 0CHOBHbIM 192.168.1.11 1 pe3sepBHbIM 192.168.2.12:

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config-radius-server)# exit

HacTtpanBaem nonutunky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication
authentication
authentication
authentication

esr(config)# line console
esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpavnBaem nornposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa

esr(config)# syslog cli-commands

192.168.1.11

key ascii-text encrypted 8CB5107EA7005AFF
priority 100 esr(config-radius-server)# exit

192.168.2.12

key ascii-text encrypted 8CB5107EA7005AFF
priority 150

login CONSOLE radius local
login SSH radius

enable default radius enable
mode break
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7.5 Hactpoiika yganéHHoOro ynpasneHus

MogpobHas MHhopmaums 0 KomaHgax HaCTPOVKK yaaneéHHOro AocTyna npueBefeHa B pasgene Hacrtpoiika
poctyna SSH, Telnet cnpaBoyHuka komaHz CLI.

7.5.1 PekomeHpgauuu

+ PekomeHAayeTCs OTKAUUTL YAanéHHoe ynpas/ieHne no npotokony Telnet.

+ PekomMeHAayeTCs NCNo/b30BaTb KPUNTOCTOMKME aNropuTMbl ayTeHTUugunkaummn sha2-512 n oTkIoumnTh BCE
oCcTa/lbHblE.

+ PekomeHAyeTcs UCnonb30BaTb KPUNTOCTOMKNE a/TTOPUTMbI LUMGPPOBaHKS aes256Ctr 1 OTKII0UNTL BCe
oCTa/lbHblE.

+ PekomMeHAyeTcs NCMnonb30BaTb KPUNTOCTOMKNIA anroputm obmMeHa knrovamu wndposanus dh-group-
exchange-sha256 1 oTkNYMTbL BCE OCTallbHbIE.

+ PekomeHAyeTcs MCnonb30BaTb KPUNTOCTONKMIA anropntm Bepudrkaumm Host-Key ana SSH rsa n
OTK/IIOUYNTb BCE OCTaJIbHbIE.

+ PekomeHayeTcs paspeLwunTb 4OCTYnN K yAaNiEHHOMY YrpaB/IeHNI0 YCTPONCTBOM TOJTbKO C OnpeaenéHHbIX
IP-agpecos.

*+ MNepepn Hayanom akcnsyaraunm pekoMeHAyeTcs nepereHepupoBaTh KNumM LWNpoBaHus.

7.5.2 TMpumep HACTPOWKMN

3apava:

OTkntounTb Npotokon Telnet. CreHeprpoBaTb HOBbIE KUK LIMGPOBaHKS. Icnonb3oBaTk KpUNTOCTOKME
anropuTMbl.

PelweHune:

OTKNoYaeM yasnieHHoe ynpaeneHume no npotokony Telnet:

esr(config)# no ip telnet server
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OTko4YaeM yctapesLune n He KpVII'ITOCTOVIKVIG aJITOPUTMbI:

esr(config)# ip ssh server

esr(config)# ip ssh authentication algorithm md5 disable

esr(config)# ip ssh authentication algorithm md5-96 disable
esr(config)# ip ssh authentication algorithm ripemdl60 disable
esr(config)# ip ssh authentication algorithm shal disable
esr(config)# ip ssh authentication algorithm shal-96 disable
esr(config)# ip ssh authentication algorithm sha2-256 disable
esr(config)# ip ssh encryption algorithm 3des disable

esr(config)# ip ssh encryption algorithm aes128 disable

esr(config)# ip ssh encryption algorithm aesl128ctr disable
esr(config)# ip ssh encryption algorithm aes192 disable

esr(config)# ip ssh encryption algorithm aesl192ctr disable
esr(config)# ip ssh encryption algorithm aes256 disable

esr(config)# ip ssh encryption algorithm arcfour disable

esr(config)# ip ssh encryption algorithm arcfourl28 disable
esr(config)# ip ssh encryption algorithm arcfour256 disable
esr(config)# ip ssh encryption algorithm blowfish disable
esr(config)# ip ssh encryption algorithm cast128 disable

esr(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
esr(config)# ip ssh host-key algorithm dsa disable

esr(config)# ip ssh host-key algorithm ecdsa256 disable

esr(config)# ip ssh host-key algorithm ecdsa384 disable

esr(config)# ip ssh host-key algorithm ecdsa521 disable

esr(config)# ip ssh host-key algorithm ed25519 disable

FeHepupyem HOBble Ktoum LWNpoBaHUS:

esr# update ssh-host-key rsa
esr# update ssh-host-key rsa 2048

7.6 HacTpoiika MexaHU3MOB 3aWuTbl OT CETEBbIX aTak

AI'IFOpI/ITMbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOMKa
ornposaHnsa 1 3allThl OT CETEBLIX HACTOALLEro pykoBoacTBa.

Moapo6bHas MHGOPMAaLIMA 0 KOMaHAaxX A/1s1 HACTPOWKN NONMTUKN UCTONb30BaHUS Naposieil npueeaeHa B
pasfene YrnpagsneHune 0ripoBaHuem 1 3alliyToli 0T CETEBLIX aTak cnpaBoYHMKa komaHg CLI.

7.6.1 PekomeHpauum

+ PekomeHAayeTcs Bcerga BKKUaTh 3alumTy oT ip spoofing.

+ PekomeHpyeTca Bcerga BkawoyaTh 3awmty ot TCP-nakeToB ¢ HeNnpaBW/ibHO BbICTaB/IEHHbIMU dofiaramMu.

+ PexkomeHpyeTcs Bcerga BkoyaTh 3awmTy oT pparmMeHTMpoBaHHbIX TCP-NakeToB C BbICTaBNEHHbIM
donarom SYN.

+ PekomeHpyeTca Bcerga BkawyaTh 3amTy ot goparMeHTupoBaHHbIX ICMP-nakeToB.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmTty ICMP-naketoB 60/1bLWOro pasmepa.

+ PekomeHpayeTca Bcerga Bk/YaTh 3alMTy OT He3aperncTpupoBaHHbIX [P-npoToKOM0B.

+ PekomeHpayeTca BKNOUATbL NOrMpPoBaHNe MexaHu3mMa 3aLnTbl OT CETEBbIX aTak.
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7.6.2 Mpumep HaCTPOWKN

3apgava:

HacTpouTb MexaHU3M 3awMThl OT CETEBbLIX arak B COOTBETCTBMN C peKoMeHaaunaMu.

PewieHune:

Bkntoyaem 3awmTy ot ip spoofing 1 norvnpoBaHme MexaHusmMa 3allnThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntoyaem 3awwmTy ot TCP-nakeToB ¢ HenpaBu/IbHO BbICTAB/IEHHbIMI h/iaraMu 1 /IOrMpoBaHne MexaHusma
3aLLUUThI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntovaem 3awmty ot pparmeHTuposaHHbix ICMP-nakeToB 1 normpoBaHme MexaHnsma 3awnTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLUOI0 pasmepa u 1orMpoBaHne MexaHmama 3allnThbl:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkitovaem 3almTy oT He3aperncTpupoBaHHbIX IP-MpOTOKOM0B 1 /I0rMpoBaHne MmexaHu3ma 3awmThbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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CepBUCHblE MapLUPYTM3aTopbl cepui ESR. PyKOBOACTBO MO aKCM/lyaTaLmm

8 YnpasneHune nHTepdercamu

HacTpolika chnsnyeckoro nitepgelica

* ANFOPUTM HaCTPOWKM

* ANropuTM HacTpPOWKK pexnma L3

* Mpumep HacTpoVikn B pexunme L3
HacTpoiika TepMmrHauumn Ha cab-nHTepdelice

* ANrOpUTM HaCTPOWKM

* MNpumep HaCTpOVikn cab-uHTepdenca
HacTpoiika TepmmHauun Ha Q-in-Q nHTepdeiice

* ANrOpUTM HaCTPOWKM

* Mpumep HacTpolikn Q-in-Q nHTepderica
HacTpoiika USB-mogemos

+ AnropuTtm HacTpoiikn USB-mogemoB

* Mpumep HaCTPOWKM
HacTpoiika PPP yepes E1

* ANrOpUTM HaCTPOWKM

* Mpumep KoHUrypaumm
HacTpolika MLPPP

* ANFOPUTM HaCTPOWKM

* Mpumep HaCTPOWKM

+ ®parmeHTaums Tpaduka
HacTpoiika AUX

* ANrOpUTM HaCTPOWKM

* [NpuMepbl HacTPoekK

+ CxeMmbl pacnarikv nepexogHuKoB

8.1 Hacrtpolika chusnueckoro nHrepcpeinca

8.1.1

LWar

ANropuTM HaACTPOIIKK

OnucaHue KomaHpa

Mepexopn B pexum koHdurypupoBaHus  esr(config)# interface
hyHKUMOHana. gigabitethernet

esr(config)# interface
tengigabitethernet

esr(config)# interface
fourtygigabitethernet

esr(config)# interface
twentyfivegigabitethernet

esr(config)# interface port-channel

<ID>

BKMOUMTL/BLIKOUUTL UHTEPETiC. esr(config-if-gi)# shutdown/ no
shutdown

Knoun

<ID> — nopsiAKOBbIA HOMEP
rpynnbl arperauumn KaHasnos,
npUHUMAaET 3HadeHus [1..12].
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War OnwucaHune

3 3aparb onvicaHve (He 06s13aTesIbHO).
4 3agatb MTU (He o6si3aTesibHO).

5 3aAaTb CKOPOCTb (He 0683aTe/IbHO).

6 3apatb MAC-agpec (He 065s3aTe/bHO).

8.1.2 Anroputm HacTpoWku pexuma L3

LWar OnucaHune

1.1 3apartb IP-agpec.

Monyuuts IP-agpec ot DHCP-cepsepa.

1.2

2.1 3apatb IPve-agpec.

Monyuunts IPv6-agpec ot DHCP-
cepsepa.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# description
<text>

esr(config-if-gi)# mtu <count>

esr(config-if-gi)# speed 1000M/
100M/10M/10G/auto

esr(config-if-gi)# mac-address
<ADDR>

KomaHpa

esr(config-if-gi)# ip address
<ADDR/LEN>

esr(config-if-gi)# ip address dhcp

esr(config-if-gi)# ipvé address
<ADDR/P>

Knioun

<text> — g0 255 cumeonos.

<count> - 552-10000.

3HaueHve No yMouaHuio:
1500.

3HayeHuve Mo yMo14aHuio:
auto.

<ADDR> - MAC-agpec
CeTeBOro MoCTa, 3aaéTcA B
Buge XX XX:XX:XX:XX:XX, roe
Kaxxgas 4yacTb nNpuHMmaet
3HayeHus [00..FF].

Knoun

Takxe eCTb BO3MOXHOCTb
CO3/1aHNs1 HECKOMbKNX
afpecoB (4epes 3anATyio).

<ADDR/LEN> - IP-agpec n
ONMHa Macku noaceTu,
3afaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, roe
Kaxgas yactb AAA - DDD
npuHMMaEeT 3HadeHus [0..255]
1 EE npuHMMaeT 3HaveHus
[1..32].

<ADDR/P> - IP-agpec u
ONMHa Macku noaceTu,
3afaétca B Buge <X:X:X:X:X/
N> - rge kaxgasa byksa X —
3TO LWecTHaauarepuyHble
3HaYeHus WecTn 16-6UTHbIX
anemeHTOoB agpeca u N -
AnvHa npednkea, NpuHUMaeT
3HaueHus [1..128].
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

War OnucaHne KomaHpa Knroun
2.2 esr(config-if-gi)# ipv6 address
dhcp

& [Ansa ucnonb3oBaHua firewall Heo6xoaMMo NponsBecTU ero HacTPoLKy (CM. B pasgene
KoHdpurypupoBaHue Firewall).

8.1.3 MMpumep HacTpoliku B pexume L3

3apaua:

HacTpoutb nHTepdpeiic ans npoxoxaeHus Tpaduka.

_ESR I 192.0.2.1/24 192.0.2.2/24 Router 3
— Ry —

PewieHune:

MepeinanTe B pexyM KOHhMrypmpoBaHus, BkoumTe uHtepdeiic, otkounte firewall n 3againte IPv4-agpec us
AvanasoHa 192.0.2.0/24:

esr# configure

esr(config)# int gil/0/1
esr(config-if-gi)# no shu
esr(config-if-gi)# ip firewall disable
esr(config-if-gi)# ip address 192.0.2.1/24

CoxpaHuTe 3MeHEeHs:

esr(config)# commit
esr(config)# confirm

Ha npoTMBONONOXHOW CTOPOHE BblAaeTcs afpec U3 TOW Xe noaceTu.

8.2 HacTtpoiika TepMuHaLMM Ha caG-uHTepdpeiice

[ns TepmuHupoBanuns Ethernet-copeiimoB koHkpeTHoro VLAN Ha onpegeneHHoOM (onsnyeckom uHtepdpenice
HeobxoauMOo co3daTtb cab-uHTepdelic ¢ ykazaHmem Homepa VLAN, ppeiimbl KOTOporo 6yayT
TepMuHUpoBaTtbCcs. MNpu co3gaHum AByx cab-uHTepdeiicos ¢ oguHakoBbiMy VLAN, HO Ha pasHbIX IN3nYecKnx/
arpervpoBaHHbIX UHTepdeicax, kommyTauus Ethernet-copeiimoB mexay AaHHbIMK cab-uHTepdelicamn byaet
HEBO3MOXHa, T. K. CErMEHTbI 3a npegenamun cab-nHrepdeiicos OyayT ABNATLCA OTAENbHbIMN
LUMpoKoBeLLaTe/ibHbIMU oMeHamu. [1ns o6MeHa faHHbIMU Mexay aboHeHTamun pasHbiX cab-uHTepdeincos
(naxe c ognHakoBbiM VLAN-ID) 6yaeT ncnonb3oBaTbCst MapLUpyTU3auus, T. €. 06MeH AaHHbIMY ByaeT
NnpPoMcXoanTb Ha TpeTbeM ypoBHe mogenn OSI.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

8.2.1 AnroputM HacTpPOIiKu

War OnucaHue KomaHpa Knoun

1 Cospatb cab-nHTepgeiic onsnyeckoro
nHTepdelica (BO3MOXHO TOMbKO eC/u

esr(config)# interface
gigabitethernet <PORT>.<S-VLAN>

<PORT> - HOomep dhn3nyeckoro
nHTepdeiica.

dhmsnyeckunin nHTepdeiic B pexnmve
routeport unu hybrid).

3agath onvcaHue cab-uHtepdieiica (He
06513aTe/bHO).

Yka3zatb ak3emnnap VRF, B kotopom
6yaeT paboTaTb AaHHbIn cab-
nHTepdelic (He 06s13aTesbHO).

Ykasatb IPv4/IPv6-agpec n macky
noAaceTu Ans KOHUrypmpyemoro
NHTepdeiica namn BKAYNTb NONyYeHne
IP-agpeca gnHammyecku.

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config-subif)# description
<DESCRIPTION>

esr(config-subif)# ip vrf
forwarding <VRF>

esr(config-subif)# ip address
<ADDR/LEN>

<CH> - Homep
arpermpoBaHHoro nHTepdelica.

<S-VLAN> — ngeHTncmkarop
cosgaBaemoro S-VLAN.

Ecnu cmsnuecknii uHtepdeiic
BK/IHOYEH B bridge-group,
co3paatb cab-uHTepgoeiic byaert
HEBO3MOXHO.

<DESCRIPTION> — onuncaHwue
nHTepdeiica, 3agaércs
CTPOKO A0 255 cMmBO/OB.

<VRF> - nmsa VRF, 3apaetca
cTpokoii go 31 cumsona.

<ADDR/LEN> — IP-agpec u
ONvHa Macky nofceTy,
3apaéTtca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuUHMMaeT 3HadeHuns [0..255] n
EE npvHumaeT 3HauyeHus
[1..32].

[ononHuTenbHble yHKLUN

IPv4-agpecaumm cMm. B pasgene
HacTpoiika IP-agpecauunn.
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LWar

OonucaHue

OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B
30Hy 6e3onacHocT (CM. pasaen
KoHdpurypuripoBaHue Firewall).

YCTaHOBUTb UHTEPBAST BPEMEHM, B
TeueHve KOTOpPoro cobupaeTcs
cTaTucTVKa O Harpyske Ha cab-
nHTepdelic (He 06s3aTesbHO).

YcTaHOBUTL Bpemsi Xu3Hu IPv4/IPve
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
[aHHOM uHTepdpeiice (He
06513aTe/bHO).

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa

esr(config-subif)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-subif)# ip address dhcp

esr(config-subif)# ip firewall
disable

esr(config-subif)# security-zone

<NAME>

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3HayeHus B
LecTHaauarepnuyHomMm doopmate
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].
JononHutensHble PyHKLMK
IPv6-appecaunn cm. B pasgene
HacTpolika IPv6-agpecauun.

MOoXHO yKa3aTb HeCKO/IbKO
IPv4/IPv6-appecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
CeKyHax, NpuHUMaeT
3HaueHus [5..150].

<TIME> — Bpems Xn3HK
AnHamunyecknx MAC-agpecos,
B MW/I/IUCEKYHAAX.

Jonyctumble 3HayeHus ot 5000
A0 100000000 munnaucekyHa,
PeanbHoe BpeMsi 0GHOBNEHMS
3anucu BapbupyeTcst ot
[0,5;1,5]*<TIME>.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

War OnucaHue KomaHpa Knoun

8 M3meHuTL pasmep MTU esr(config-subif)# mtu <MTU> <MTU> - 3HayeHne MTU B
(MaximumTransmitionUnit). MTU Gaiitax.
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/IM NpMMeHeHa KomaHga "system 3HayeHune no ymosiyaHuio:
jumbo-frames" (He 06s3aTesIbHO). 1500.

9 BKOUMTb 3anncb CTaTUCTUKK esr(config-subif)# history

NCMNO/Ib30BaHuA TeKyLero nHtepgoeiica  statistics
(He o6si3aTENLHO).

10 Mepeonpenenntb 3HaueHune nonst MSS  esr(config-subif)# ip tcp adjust- <MSS> - 3HaueHue MSS,
(Maximum segment size) Bo Bxogawmx mss <MSS> NPUHMMAaET 3HaYeHUs B
TCP-naketax (He 06s3aTe/bHO). avanasoHe [500..1460].

esr(config-subif)# ipv6 tcp adjust-
mss <MSS> 3Ha4veHre No yMo/14aHuio:
1460.

Takke ona cab-mHTepdenca BOSMOXHO HACTPOUTb:

* QoS B 6a30BOM W/ pacLLMPEHHOM pexuMax (CM. pasgen YnpasneHre QoS);

« proxy (cm. pasgen lNpokcruposarne HTTP/HTTPS-Tpadinka);

* MOHUTOPUHT Tpadouka (cM. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

* (PYHKLMOHA/ NPOTOKOMI0B MapLupyTusauuy (CM. pasaen YrnpasrieHue MapLipyTusaLyei);
+ npotokon VRRF (cm. pazgen YnpaeneHne pesepBupoBaHnem);

* oyHKumoHan BRAS (cm. pasgen Yrnpaenenve BRAS (Broadband Remote Access Server));
* doyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

8.2.2 Mpumep HacTpoiikn cab-uHTepceiica

3apgaua:

HacTtpouTb TepmuHaumio noacet 192.0.2.1/24 B VLAN: 828 Ha chnsnyeckoM nHTepdpeiice gigabitethernet
1/0/1.

PelwweHune:

Co3gaanm cab-uHtepdeic ansa VLAN: 828:
esr(config)# interface gigabitethernet 1/0/1.828
HacTpoum IP-afpec 13 Heo6xoAnMOoii NoAceTu:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# ip address 192.0.2.1/24
esr(config-subif)# exit

& Momumo HasHaueHus IP-agpeca, Ha ca6-uHTepdelice He06X04MMO NMGO OTKMUUTS firewall,
NIN6G0 HACTPOUTb COOTBETCTBYIOLLYIO 30HY 6€30MacHOCTU.
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

8.3 Hacrtpoiika TepmuHayun Ha Q-in-Q uHTepdeiice

Q-in-Q — TexHonorusa nepegayn naketos ¢ AsymA 802.1g-Teramu. JaHHaa TEXHONOINA UCNONb3YeTCcHa NN
paclLUMpeHunst KonuuecTea ucnosnb3yemMbix VLAN B ceTv nepefaumn AaHHbIX. BHyTpeHHUM Terom (InnerTag)
HasblBaeTcs 802.1g-3aron10BoK 6/mxe k payload. Takke BHyTpeHHUIA Ter HasbiBatoT C-VLAN (Customer VLAN).
BHewwHwii Ter (OuterTag) — ato 802.1g-3aronoBok, o6aBneHHbI K U3HadasibHoMy 802.1Q-NakeToMm, Takxe
HasbiBaeTcs S-VLAN (Service VLAN). Mcnonb3oBaHue ABoiiHbIX MeTOK B Ethernet-copeiimax onncbiBaeTtcs

npoTtokosiom 802.1ad.

8.3.1 AnroputM HacTpPOIiKu

LWar OnucaHue

1 Cospgarb cab-uHTepdgeinc unsnyeckoro
nHTepdelica (BO3MOXHO TO/TbKO EC/IN
dhmsnyeckunin nHTepdeiic B pexrnmve
routeport nnu hybrid).

2 Cozpatb Q-in-Q nHTepdelic.

3 3agaTb onvcaHue Q-in-Q nHTepdeliic
(He o6si3aTenbHO).

4 Ykasatb ak3emniap VRF, B kotopom
6yaeT paboTaTtb gaHHbIin Q-in-Q
nHTepdeiic (He 06s13aTeslbHO).

KomaHpa

esr(config)# interface

gigabitethernet <PORT>.<S-VLAN>

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config)# interface
gigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnm
esr(config)# interface
tengigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface port-channel

<CH>.<S-VLAN>.<C-VLAN>

esr(config-qing-if)# description
<DESCRIPTION>

esr(config-qing-if) # ip vrf
forwarding <VRF>

Knrouun

<PORT> - HOMmep on3mnyeckoro
nHTepdeiica.

<CH> - Homep
arpernpoBaHHOro nHTepdeiica.

<S-VLAN> — ngeHTtuncmkarop
cosgaBaemoro S-VLAN.

Ecnn donsnueckunii nntepdeic
BK/IHO4YEH B bridge-group,
co3pgatb cab-uHTepgoeiic bygert
HEBO3MOXHO.

<PORT> - HoMep dm3nueckoro
nHTepdeiica.

<CH> - Homep
arpernpoBaHHoro nHTepdeiica.

<S-VLAN> — ngeHtuncmkarop
cosgaBaemoro S-VLAN.

<C-VLAN> - ngeHtudgukarop
cosgaBaemoro C-VLAN.

Ecnu dmanyeckuii unmn cab-
nHTepdeiic BkoYeH B bridge-
group, cosgaTb cab-nHTepdeiic
OGyaeT HEBO3MOXHO.

<DESCRIPTION> — onuncaHwve
NHTEepdoeinca, 3aaaétcs
CTPOKOi A0 255 cnmBOoOoB.

<VRF> - nmsa VRF, 3apaetcsa
cTpokoii go 31 cumsona.
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LWar

OonucaHue

Ykaszartb IPv4/IPv6-agpec 1 macky
noAceTy Ans KOHUrypmpyemoro
nHTeppeiica nnmn BKNOUYNTL NONyYeHne
IP-agpeca guHamunuecku.

OTKI0UUTL Ha NHTepdpeiice cyHKLMM
Firewall nnun Bkntountb nHTEpcheiic B
30Hy 6e3onacHocT (M. pasaen
KoHdpuryprpoBaHue Firewall).

YCTaHOBUTb MHTEPBAST BPEMEHM, B
TeueHve KOTOpPOro cobupaeTcst
cTaTucTVKa 0 Harpyske Ha cab-
nHTepdelic (He 06s3aTesbHO).

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa

esr(config-qing-if)# ip address
<ADDR/LEN>

esr(config-qing-if)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-qing-if)# ip address
dhcp

esr(config-qing-if)# ip firewall
disable

esr(config-qing-if)# security-zone

<NAME>

esr(config-subif)# load-average
<TIME>

Knoun

<ADDR/LEN> - IP-agpec un
ONIMHAa MacKu NoaceTw,
3ajaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32].

JononHutensHble PyHKLMK
IPv4-appecaunn cm. B pasgene
HacTpolika IP-agpecauunn.

<IPV6-ADDR/LEN> — IP-agpec
1 npednkc noaceTtu, 3aaéTca
B Buae X:X:X:X::X/EE, rne
Kaxgas yacTb X NpuHUMaeT
3HaYeHus B
LecTHagLaTepryHoM chopmare
[0..FFFF] n EE npuHumaet
3HayeHus [1..128].

JononHutesnbHble yHKUUK
IPv6-agpecaunn cm. B pasgene
HacTtpoliika IPv6-agpecaLuun.

MOXHO yKa3aTb HECKOSIbKO
UIPv4/IPv6-appecoB
nepeyncrieHnem Yepes
3anaTyo. MoXeT 6bITb
Ha3HauyeHo A0 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu paéote DHCP-knueHTa cm.
B pasgene YnpasnerHne DHCP-
KNIMEHTOM.

<NAME> — nms 30HbI
6e30nacHOCTK, 3a4aéTcs
cTpokoii go 31 cumsona.

<TIME> — uHTepBan B
CeKyH1ax, NpUHUMaeT
3HaueHus [5..150].
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LWar OnucaHue

8 YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anucei B ARP-Tabnuue, n3y4YeHHbIX Ha

[laHHOM uHTepdelice (He
0653aTe/bHO).

9 M3meHunTL pasmep MTU

(MaximumTransmitionUnit).
MTU 6onee 1500 6yaeT akTUBHO
TO/IbKO eC/IM NPUMEHEHA KOMaHaa

"system jumbo-frames"
(He o6si3aTENLHO).

10 BkntounTb 3anncb CTaTUCTUKN
NCMO/Ib30BaHnA TeKyLLEero nHTepderica

(He 06s13aTeNBLHO).

11 Mepeonpenenntb 3HaveHne nonsa MSS
(Maximum segment size) Bo BXoAALMX
TCP-naketax (He 06s3aTe/bHO).

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa
esr(config-subif)# ip arp
reachable-time <TIME>
nnu

esr(config-subif)# ipv6 nd
reachable-time <TIME>

esr(config-subif)# mtu <MTU>

esr(config-subif)# history
statistics

esr(config-subif)# ip tcp adjust-
mss <MSS>

esr(config-subif)# ipv6 tcp adjust-

mss <MSS>

Takke ana Q-in-Q nHTepdelica BO3MOXHO HACTPOUT:

*+ QoS B 6a30BOM M/ paCLLMPEHHOM pexuMax (CM. pasgen YnpasneHne QoS);

« proxy (cm. pasgen MNpokcuposarne HTTP/HTTPS-Tpaduka);

* MOHUTOPUWHT Tpadouka (cM. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

Knoun

<TIME> — Bpemsi Xu3Hu
OnHammnyecknx MAC-agpecos,
B MW/I/IUCEKYHAAX.

Jonyctumble 3HadeHns ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpems 06HOBNEHUA
3anvcu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

<MTU> - 3Ha4eHne MTU B
GaiiTax.

3HaueHne Nno ymonyaHuio:
1500.

<MSS> - 3HaueHune MSS,
NPUHMMAaET 3Ha4YeHNs B
AvanasoHe [500..1460].

3Ha4YeHne no yMonyaHuto:
1460.

* (hyHKLMOHaN NPOTOKOMOB MapLUpyTM3aLmn (CM. pasgen Ynpas/eHve MaplupyTmsatmeil);
+ npotokon VRRF (cm. pazgen YnpaeneHne pesepBupoBaHnem);
* oyHKumoHan BRAS (cm. pasgen Yrnpaenenve BRAS (Broadband Remote Access Server));
* doyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).
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8.3.2 Mpumep HacTpoiikm Q-in-Q nHTepdpeiica

3apgava:

HacTtpoutb TepmuHaumio nogcetn 192.0.2.1/24 kombuHaumm C-VLAN: 741, S-VLAN: 828 Ha dom3nyeckom
nHTepdeiice gigabitethernet 1/0/1.

PewieHune:

Cosgaaum cab-nHtepdelic ana S-VLAN: 828:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# exit

Cosgaamm Q-in-Q-nHtepderic ana S-VLAN: 741 n HacTpoum IP-agpec n3 Heobxoanmon noaceTu:

esr(config)# interface gigabitethernet 1/0/1.828.741
esr(config-qing-if)# ip address 192.0.2.1/24
esr(config-qing-if)# exit

& Tomumo HasHaueHus IP-agpeca, Ha Q-in-Q ca6-uHTepelice HE0O6XO0AUMO NGO OTK/IOUUTL
firewall, nn60 HacTpouTb COOTBETCTBYIOLLYIO 30HY 6€30MacHOCTWU.

8.4 Hacrtpoiika USB-mogemoB

Wcnonb3oBaHne USB-mogemMoB No3BOASET OpraHn30BaTh AOMNOHUTESbHbIV KaHan CBA3M ANs paboThbl
MapLupyTtumsaTopa. Npu nognoveHnn USB-mogemoB BO3MOXHO ncnonb3osats USB-KOHUEeHTpaTopbl.
OfHOBPEMEHHO B CUCTEME MOXET ObITb CKOH(pUryprposaHo o 10 USB-mogemos.

© Ha mapuwpyTtusaropax ESR-1700 pa6ota 6ecnpoBOgHbIX MOAEMOB He noAaepxaHa.

8.4.1 Anroputm HacTtpoiikn USB-mogemoB
War OnucaHue KomaHpa Kntouun
1 Mocne nogkntoveHns USB-mogema

JIOX[aTbCS, Korga cucteMa 06HapPYXUT
NOAK/NIOUYEHHOE YCTPOIACTBO.

2 Onpegenutsb, kakoii Homep yctpoiictBa — esr# show cellular status modem B none "USB port" 6yget
Ha3HayeH Ha NOAK/MIOHYEHHbI yKasaH ngeHtudmkarop
USB-mogem. MOAKMIOYEHHOTO YCTPOCTBA.

3 Co3partb Npothn/ib HaCTPOEK A/1s esr(config)# cellular profile <ID> <ID> — ngeHtudpmkarop
USB-mopema v nepeiitn B pexmm npodonia HacTpPoek Ans

KOHhMrypupoBaHus npogousnsi. USB-moaema B cucteme [1..10].
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LWar

10

11

OonucaHue

3ajath onvcaHve Npodus HaCTPOEK

(He o6si3aTeNbHO).

3aAaTh TOUKY A0CTyna MOGWU/ILHO
ceTu.

3aaaTb MMS Nonb3oBaTesis MO6UbHON

ceTu (ecnu Mo6GUNbLHBI onepaTop

TpebyeT ayTeHTUdMKaL N N0 NOrnHY/

naporsiio).

YCTaHOBUTL Naposib AN nosb3oBarens

MOGWNbHOI ceTn (ecni MOGUNbHbIT

oneparop TpebyeT ayTeHTUduKaLum no

JIOTVMHY/Napornto).

AKTVBMPOBATL NoMb3oBaTens (ecam
MOOW/bHbIV onepartop TpebyeT

ayTeHTudMKaLum No fIor1HY/naposnto).

YcTaHOBUTb HOMEp A03BOHA A/
NOAK/IOUYEHNS K MOBW/TbHOW CETU.

3aaatb MeTog ayTeHTuduKaLmm

nosib30Batens B Mo6ubHo cetun (He

06513aTe/bHO).

OrpaHI/I‘-II/ITb BO3MOXXHOCTb

1cnosnb3oBaHusl cemeiicTs IP-aapecos

B MOGUbLHO ceTu.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-cellular-profile)#
description <DESCRIPTION>

esr(config-cellular-profile)# apn
<NAME>

esr(config-cellular-profile)# user
<NAME>

esr(config-user)# password ascii-
text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-user)# enable

esr(config-cellular-profile)#
number <WORD>

esr(config-cellular-profile)#
allowed-auth <TYPE>

esr(config-cellular-profile)# ip-
version { ipv4 | ipv6 }

Knioun

<DESCRIPTION> — onuncaHwue
npodunns, 3a4aéTcsa CTPOKOIA
[0 255 cMmBO/IOB.

<NAME> - Touka gocTtyna
MOOGU/BLHOW ceTu, 3aaéTcs
cTpokoi go 31 cumBona.

<NAME> - ums nonb3oBarens,
3afaétca cTpokoi ao 31
cuMBONA.

<CLEAR-TEXT> — naposnb B

OTKpbITON thopme, 3agaéTcs
cTpokoii [1 .. 64] cumBonos,
MOXET BK/H0YaTb CUMBO/IbI

[0-9a-fA-F];

<ENCRYPTED-TEXT> - naponb
B 3alLMdpoBaHHO doopMme,
3a/laéTcs CTPOKOW [2..128]
C/MBO/IOB.

<WORD> — HoMep [03BOHa 4/1A
NOAKAYEHNST K MOBUITbHO
ceTu, 3aaaéTcs CTpoKoin go 15
C/MBOJIOB.

<TYPE> - meTop,
ayTeHTUdhmKaumm
nosnb3oBaTenst B MOOW/IbHOM
ceTtu [none, PAP, CHAP,
MSCHAP, MSCHAPV2, EAP].

3HayeHune no ymonyaHuo: PAP.

ipv4 — cemeiicTo IPv4;

ipv6 — cemeiicTso IPv6.
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12

13

14

15

16

17

18

19

20

OonucaHue

Co3patb USB-mofeM B KOH(purypauum
MapLIpyT13aTopa u Nepentu B peXmm

KOH(UIypMpoBaHusi Mogema.

YCTaHOBUTL PEeXMM paboThbl
6ecnpoBoHOro0 MoAema.

3apatb onvicaHue mogema (He
06513aTe/bHO).

Yka3zatb ak3emnnap VRF, B koTopom
6yaeT pabotath AaHHbIli Mogem (He
0653aTe/LHO).

3apatb ngeHtndukatop USB-mogema,
HasHauYeHHOro cuctemoli (onpegeneH B

nyHKTE 2).

HasHauuTb paHee cosfaHHbIii npousnb

HacTpoek ansa USB-mogema.

3apatb koA pa3dnokmposku SIM-kapTbl

(B cnyyae HeoBXoAMMOCTH).

Pa3peLLII/ITb ncnosib3oBaHme Toro nnn

WHOTO pexuma paboTbl ceTu
USB-mogema (He 065a3aTefbHO).

3agaTb pasmep MakCuMasibHOro
npuHUMaemoro naketa (He
06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config)# cellular modem <ID>

esr(config)# mode <MODE>

esr(config-cellular-modem)#
description <DESCRIPTION>

esr(config-cellular-modem)# ip vrf
forwarding <VRF>

esr(config-cellular-modem)#
device <WORD>

esr(config-cellular-modem)#
profile <ID>

esr(config-cellular-modem)# pin
<WORD>

esr(config-cellular-modem)#
allowed-mode <MODE>

esr(config-cellular-modem)# mru
{<MRU>}

Knioun

<ID> — ngeHTudpumkartop
USB-mogema B cucteme [1..10].

<MODE> - pexum paboTbl
USB-mogewma [stick, hilink].

<DESCRIPTION> — onucanune
MOoZeMa, 3a4aETcs CTPOKOW 0
255 cumBonoB.

<VRF> - nmsa VRF, 3agaetca
cTpokoii go 31 cumsona.

<WORD> — ngeHtuncpumkaTop
USB-nopTa nogknto4eHHoro
MoZema, 3aaéTca CTPOKO A0
12 cmBoros.

<ID> — ngeHtudpmkarop
npodouns HacTpoek Ans
USB-mogema B cucteme [1..10].

<WORD> - kopf, pa36/10kupoBKu
SIM-kapTh! [4..8]. BO3MOXHO
1Cnosib30oBaHNe TONbKO Ludp.

<MODE> - gonyCTUMBIA pexum
pa6oTbl ceTn USB-mogema [2g,
39, 44.

Mo ymonyaHuio: paspeLleHbl
BCE PEXMUMbI,
noaaepxnBaemMble MOLEMOM.

<MRU> - 3HauyeHne MRU,
NPUHUMAET 3HaYeHUs B
JAvanasoHe [128..16383].

3Ha4eHne no ymon4aHuio:
1500.
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War OnucaHue KomaHpa Knoun
21 N3MeHUTb MakcuMasibHbIl pasmep esr(config-cellular-modem)# mtu  <MTU> — 3HaueHne MTU B
ob6pabaTtbiBaeMbIx naketoB MTU <MTU> GainTax.
(MaximumTransmitionUnit).
MTU 6onee 1500 6yaeT akTMBHO, 3HayeHne no yMonyaHuto:
TOMbLKO eCc/n NpUMEHeHa KomaHaa 1500.
"system jumbo-frames" (He
0653aTe/LHO).
22 3agaTtb NpeanoyTUTEbHBIA PEXUM esr(config-cellular-modem)# <MODE> - npegnoutunTenbHblii
pa6oTtbl USB-mogema B MobunbHOM preferred-mode { <MODE> } pexum pabotel USB-mogema
ceTun (He 06s3aTeNbHO). [2g, 39, 44].
23 OTKIOUNTL Ha MHTepdheiice dyHKUMM esr(config-subif)# ip firewall
Firewall unu Bkntounts nHTEphEiic B disable
30Hy 6e3onacHocTu (cM. pasaen
KoHdouryprposaHue Firewall).
urypup ) esr(config-subif)# security-zone <NAME> - umsi 30HbI
<NAME> 6e3onacHOCTH, 3a0aéTcs
cTpokoii go 31 cumsona.
24 AkTnBupoBatb USB-Mogem. esr(config-cellular-modem)#

enable

Takxe 1151 MOZleMa COTOBOI CETW BO3MOXHO HACTPOUTD:

QoS B 6a30BOM W/ pacLUMPEHHOM pexumax (cMm. pasgen YnpasnieHne QoS);
proxy (cm. pazgen lNpokcrposanve HTTP/HTTPS-Tpadika);

MOHMTOPUHT Tpadmka (cM. pasaensl HacTtpolika Netflow n Hactpoiika sFlow);

thyHKLMOHaN NPOTOKOMOB MapLupyTusaumn (cm. pasaensl Policy-based routing n MultiwAN).

Cnmcok nogaepxnBaembixX yCTpOVICTB, I'Ipe,EI.OCTaBI'IeHHbIM nponssognTesieM MHTerpnpoBaHHOIo ,qpaﬁBepa CM. no
CCblJIKE.

& [Ansa nonHoueHHOro PYHKUMOHMPOBAHUA MoAemMa MOGUILHOW CeTU HeOGX0A4UMO

[ONOMHNTENBbHO HACTPOUTL MapLUpyTusauuio u pyHkumoHan NAT.

8.4.2 TMpumep HACTPOIKMK

3apgaua:

HacTpouTtb nogkntoyeHve k cetn NHTepHeT, ncnonb3ys USB-moaem.

PelwweHune:

[na npumepa paszbepém nogkyeHre K coToBomy oneparopy MTC.
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Mocne nogkIYeHnss MogemMa HeobX0AMMO A0XAATLCS, KOorAa cMcTemMa 06HapYXWT YCTpoliicTBO. Onpesenum
MOPT YCTPOICTBA, KOTOPLIN Bbl/T HA3HAYEH HA NOAK/IHOYEHHDI USB-Moaem:

esr# show cellular status modem

Number
device USB port Manufacturer Model Current state Interface Link state
1 1-2 huawe1i E3372 Disabled -= Down

Coszgagum npodunb HacTpoek ana USB-mogema:
esr(config)# cellular profile 1

3agagvm APN, KoTopblii TpebyeT npoBaigep, Nan NHo HeobxoAMMbIR agpec. Huxe nokasaH npumep
nogknovyeHnsa Kk APN MTC:

esr(config-cellular-profile)# apn internet.mts.ru
Mpn Heo6xoAMMOCTHM 3aaéM MMS NO/b30BaTess, Naposb, HOMepP A03BOHA M METOA, ayTeHTMdNKALMN:

esr(config-cellular-profile)# user mts
esr(config-ppp-user)# password ascii-text mts
esr(config-cellular-profile)# number *99#
esr(config-cellular-profile)# allowed-auth PAP

Mepeligém K koHduryprposaHuio USB-mogema v 3agaamm ngeHTudmkaTop, COOTBETCTBYOLMNIA NOPTY
YCTPOWCTBAa, KOTOPbIA 6bl/1 ONpeaenéH B Havane:

esr(config)# cellular modem 1
esr(config-cellular-modem)# device 1-2

HazHaumm COOTBETCTBYOLMI NPOU/IL HACTPOEK 1 aKTUBUPYEM MOJEM:

esr(config-cellular-modem)# profile 1
esr(config-cellular-modem)# enable

8.5 Hacrtpouika PPP uepes E1

PPP (aHrn. Point-to-Point Protocol) — aByXTOUY€UHbI1 NPOTOKO/ KAHA/ILHOTO YPOBHSI, UCMO/b3YeTCs As
YCTaHOB/IEHUA NPAMON CBA3M Mexay ABYMS y3namu ceTh. MoxeT o6ecneuntb ayTeHTUINKaLUI0 COeMHEHMS,
LWnMpoBaHne 1 cxatve faHHbIX.

[na yctaHosneHunss PPP-coeguHeHus yepes noTok E1 Heobxoanmo Hannune megnakoHseptepa TOPGATE-
WAN-E1 B mapupyTtusatope ESR.

© Ha mapuwpyTtusaropax ESR-1000 He nogaepxusaercs pa6ora moagyneii TOPGATE-WAN-E1 ¢
annapartHoii Bepcueii (hardware revision) 812.
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8.5.1 AnroputMm HacTpPOKu

Lar

OnucaHue

MNpepBaputenbHas HacTpoiika:

Heobxoanmo BkoUMTb nogaepxky Jumbo-
opeiimoB.

[N BCTynneHns usmeHeHuit B cuny Tpebyetcs
nepesarpyska ycTpoicTea.

HacTtpoiika chnsuueckoro nHtepcpeiica:

Heo6xoamMMo BblibpaTh MHTEpPAIEliC, B KOTOPOM
yctaHosnieH TOPGATE-WAN-ET.

MepeBecTn IM3NUECKNn UHTEPAIEC B PEXUM
KOMMYyTaLum.

3agatb pexum paboTbl nHTepdeica E1.

3a4arb UCTOYHUK CUHXPOHM3auun (He
0653aTe/IbHO).

Ykazatb pasmep MTU (Maximum Transmition
Unit) ons domanyeckmx nHTepgeincos.

3agarb XalW-a/IropuTM NPoBEPKU Kaapa (He
0653aTesbHO).

KomaHpa

esr(config)# system
jumbo-frames

esr(config)# interface
gigabitethernet 1/0/3

esr(config-if-gi)# mode
switchport

esr(config-if-gi)#
switchport mode e1

esr(config-if-gi)#
switchport e1 clock
source <SOURCE>

esr(config-if-gi)# mtu
<MTU>

esr(config-if-gi)#
switchport e1 crc <FCS>

Knoun

<SOURCE> — ncTo4yHuk
CYHXPOHM3aLNN:

+ internal (No ymonuaHuto)
— CMHXPOHW3MPOBATLCS
C BHYTPEHHUM
NCTOYHVKOM,;

+ line -
CUHXPOHU3MPOBAThLCA C
JMHENHBLIM CUTHASIOM.

<MTU> - 3HaueHne MTU, ans
E1- n Multilink-nitepdoeiicos
HeobX0AUMO yKa3aTb 3HAYEHUS
B AvanasoHe [1510..9600].

<FCS> - nocnepoBatenbHOCTb
npoBepku kaapa:

*+ 16 (no ymonuaHuto) —

FCS16;
+ 32 - FCS32.
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LWar OnucaHue

8 3aaatb NPOBEPKY Ha HasMuyme owmnboK Npu
nepepave (He 06a3aTe/NLHO).

9 3afaTb MHBEPTMPOBaHWE NepegaBaembix 6UT (He
06513aTesbHO).

10 3agarb TUM NMHEHOTo KoaMpoBaHus (He
0653aTe/IbHO).

11 3agartb KO/IMYecTBO TaliM-CNoTOoB.

12 Vicnonb3oBaTb E1 Kak eAnHyt0 CYLLHOCTb, 6e3

TaliM-cnoToB (He 0653aTesIbHO).

HacTtpoiika nHtepdeiica E1:

13 Heobxoammo Bbi6path uHTepdelic E1.

14 Ykasatb IPv4 1 macky nogcetu anis
KOHQIUIyprpyemoro uHtepdeiica.

15 OTKNUNTb Ha UHTepdelice dyHKkuun Firewall
NN BKKOYNTL MHTEPJIEC B 30HY 6€30MacHOCTM
(cm. pasgen KoHdpuryprposaHue Firewall).

KomaHpa

esr(config-if-gi)#
switchport e1 framing
<CRC>

esr(config-if-gi)#
switchport e1 invert data

esr(config-if-gi)#
switchport e1 linecode
<CODE>

esr(config-if-gi)#
switchport e1 timeslots
<RANGE>

esr(config-if-gi)#
switchport e1 unframed
esr(config)# interface e1

1/<SLOT>/1

esr(config-e1)# ip
address <ADDR/LEN>

esr(config-e1)# ip
firewall disable

esr(config-e1)# security-
zone <NAME>

Knoun

<CRC> — npoBepka
LMKINYECKOM N3ObITOYHOCTH:

* crc-4 — ncnonb3oBaTtb
anroputm CRC-4;

* no-crc4 (no ymosn4aHuio)
— He 1CNoMb30BaTb
NpoBEPKY.

<CODE> - t1n nuHeiiHoro
KOAUPOBaHWS;

+ ami — yepegywoLelics
NONSAPHOCTLIO
MMMy bCOB;

+ hdb3 (no ymonuaHuto) -
OBYXNONSAPHbIN KOZ
BbICOKO NAIOTHOCTK

nopsgka 3.

<RANGE> - konnyecTtBo Tanm-

CN0TOB.

<SLOT> - Homep cnoTa.

<ADDR/LEN> - IP-agpec u

OJ/IMHa MacKu noaceTwy,
3apaéTtca B BuAe

AAA.BBB.CCC.DDD/EE, rge

Kaxgada yacte AAA - DDD

npuHnMaeT 3HaueHus [0..255] n

EE npuHumaeT 3HaveHus
[1..32].

<NAME> - 1ms 30HbI
6e3onacHoCTu, 3aaéTcs
cTpokoii go 31 cumsona.
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OnucaHue

[ononHutenbHble HacTpoiiku PPP ans E1:

16

17

18

19

20

21

22

23

24

25

26

Bxntounts CHAP-ayTeHTUdbmKaumio anst PPP (He
06s13aTesbHO).

3agatb MMSA MapLUpyTM3aTopa, KoTopoe
OTnNpaBnseTcs yaasieHHol CTOpoHe A1
npoxoxaeHnus CHAP-ayTeHTUthmkaumm (He
06s13aTesbHO).

3agarb naponb A5t ayTeHTUdmkauum (He
0653aTesbHO).

BK/IOUNTb MTHOPUPOBaHKe ayTeHTudukaumm (He
06s13aTe/bHO).

3agaTtb UmMsA nonb3oBaTens ans
ayTeHTUgMKaLun (He 06s3aTenbHO).

PaspeluaeTcs npuHMMaTh OT cocega 6o
HeHyrneBoii IP-agpec B kKauecTBe 10KasibHOrO IP-
agpeca (He 06s3aTeNbHO).

3apatb IP-agpec, KoTopblil oTnpaBnsieTcs
YATEHHOI CTOPOHE 4/19 MOC/IeAYOLWEro ero
npucBoeHusi (He 06sa3aTeNbHO).

3aaTb KO/IMYECTBO MOMbITOK OTNPaBKU
Configure-Request nakeToB, npexae Yem
yAaneHHbli nup 6yaeT npnsHaH HeCNOCOBOHbIM
oTBETUTB (HE 06513aTENLHO).

3a4aTb KO/IMYECTBO MOMbITOK OTNPaBKU
Configure-NAK nakeToB, npexae yem 6yayT
noATBEPXAEHbI Bce onuumn (He 06513aTesibHO).

3agaTb KO/IMYECTBO MOMbITOK OTNPaBKX
Terminate-Request nakeTos, npexae yem ceccus
6yaeT npepsaHa (He 06s3aTe/bHO).

3apaatb pasmep MRU (Maximum Receive Unit)
NS HTepdeiica (He 06s3aTenbHO).

KomaHpa

esr(config-e1)# ppp
authentication chap

esr(config-e1)# ppp chap
hostname <NAME>

esr(config-e1)# ppp chap
password ascii-text
<CLEAR-TEXT>

esr(config-e1)# ppp chap
refuse

esr(config-e1)# ppp chap
username <NAME>

esr(config-e1)# ppp ipcp
accept-address

esr(config-e1)# ppp ipcp
remote-address <ADDR>

esr(config-e1)# ppp max-
configure <VALUE>

esr(config-e1)# ppp max-
failure <VALUE>

esr(config-e1)# ppp max-
terminate <VALUE>

esr(config-e1)# ppp mru
<MRU>

Knoun
<NAME> - nwms
MapLupyTusaTopa.

<CLEAR-TEXT> — naposib B

OTKpbITON hopme, 3aaaéTcA
CTpoKoii [1 .. 64] cumBosnos,
MOXET BK/1H04aTb CUMBOSIbI

[0-9a-fA-F].

<NAME> - nms nonb3oBarens.

<ADDR> - IP-agpec
YATEHHOTO LUK3a.

<VALUE> - KonnyectBo
NOnMbITOK.

<VALUE> - KonnyectBO
NOnMbITOK.

<VALUE> - KonnyectBo
NOnMbITOK.

<MRU> - 3HaueHne MRU.
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War OnucaHue KomaHpa Knroun

27 3afaeTcs MHTepBaUl BpEMEHW B CEKYHAAXx, Mo esr(config-e1)# ppp <TIME> — Bpems B ceKyHAax.
NCTEYEHNN KOTOPOro MapLUpyTU3aTop timeout keepalive <TIME>
otnpasnsieT keepalive-coobLieHne (He
0653aTe/IbHO).

28 3ajaetcs nHTepBasl, N0 UCTEYEHUN KOTOPOro esr(config-e1)# ppp <TIME> — Bpems B cekyHpax.
MapLUpyTM3aTop NOBTOPSET 3anpoc Ha timeout retry <TIME>

ycTaHoB/eHne ceccun (He 0653aTenbHo).

BknioueHue nHtepderica E1 B Multilink PPP:

29 [o6asuTte B MLPPP-rpynny (He 06513aTe/NbHO). esr(config-e1)# ppp <GROUP-ID> — Homep rpynnbl.
multilink-group <GROUP-
ID>

30 BkntoueHne pexuma MLPPP (He o6s3atensHo).  esr(config-e1)# ppp
multilink

8.5.2 Mpumep KoHcUrypauumn

3apava:

HacTtpoutb PPP-coeguHeHne co BCTpeUHol cTopoHoit ¢ IP-agpecom 192.0.2.2/24 yepe3s TOPGATE-WAN-ET,
ncnosnb3ys 1-8 KaHaslbHbIE MHTEPBaSIbI ANA Nepeaayn gaHHbIX.

ESR-200 ESR-200

el 101 a1 10/
ip 192.0.2.1/24 PPP ip 192.0.2.2/24

PelweHune:

MpeaBapuTenbHO HEOGXOAMMO HACTPOUTb System jumbo-frames, coxpaHuTb U3MEHEHWS B KOHIMIypaLmmn 1
nepesarpy3vTb MapLLpyT13aTop:

esr(config)# system jumbo-frames

esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy

HacTtpoum chmnsunyeckuii nHTepdelic gigabitethernet 1/0/3, B kotopom yctaHoBneH TOPGATE-WAN-ET:

* Ykaxkem mtu He meHee 1510.

+ MNepeBegem MHTepgENc B pexmm padoTsl el.
* Ykaxem kaHan e1 - 0.

* Ykaxem nHtepsasl kaHanos el — 1-8.
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esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-8
esr(config-if-gi)# exit

HacTtpoum nHTepdelic el:

esr(config)# dinterface el 1/0/1
esr(config-el)# 1ip address 192.0.2.1/24
esr(config-el)# security-zone trusted
esr(config-el)# exit

VHdopmaunio o dnsnyeckom cocToaHUM €1 MOXHO Y3HaTb C NOMOLLbIO CMEeAyHLLEN KOMaHAbI:

esr# show controllers el gigabitethernet 1/0/3
Interface 'gil/0/3"':

SFP present: Yes

SFP Vendor name: --

is te: No

SFP Vendor PN: -

SFP SW Version: LPOS 1.0.9.4SR42 (20.12.2017) [

Line code: HDB3
Clock source: Internal
Timeslot: 1-8
Invert Data: No
Framing CRC4: No
Loopback: -=
CRC algorithm: FCS16
E1l Link: Up

E1 Synced: Yes
E1 RX AIS: No

E1l RX RAI: No

El1 TX AIS: No

NHdpopmaLmio 0 coCTosiHUM e1-MHTepdeiica MOXHO y3HaTb C NMOMOLLbIO CrieaytoLeli KoMaHbl:

esr# show interfaces status el 1/0/1
Interface 'el 1/0/1' status information:
Description: -

Operational state: Up

Administrative state: Up

Track ID: 0

Supports broadcast: No

Supports multicast: Yes

MTU: 1492

MAC address: none

Last change: 1 minute and 3 seconds
Mode: routerport
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8.6 Hacrtpoiika MLPPP

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Multilink PPP (MLPPP) npenocTaBnsieT co60i1 arpervpoBaHHblii KaHasl, BK/OYaloLLmMiA B cebs MeTobl A1
pacnpocTpaHeHusi Tpadmka Yepes HECKO/IbKO (DU3NYECKMX KaHa0B, UMEest O4HO I0TMYECKOe COeAVHEHME.
3TOT BapuaHT NO3BO/ISET pacLUMpPUTL NPOMYCKHYK CMOCOBGHOCTL U 0b6ecneunBaeT 6an1aHCUPOBKY Harpy3ku.

8.6.1 ANroputM HacCTpPOIiKK

lar OnucaHue

1 HacTpouTtb rpynny arperauuu.

2 YkazaTb onvcaHue KoHUrypupyemoi
rpynnbl arperayuu (He 06a3aTesbHO).

3 3agath MHTEPBAS BPEMEHMU, 3a
KOTOPbIil yCcpeaHsieTcs CTaTUCTVKA O
Harpyske Ha rpynne arperaumu (He
06s13aTe/IbHO).

4 YkazaTb pasmep MTU (Maximum
Transmition Unit) gnsi rpynnbl
arperaumu (He o6si3aTesnibHo). MTU
6onee 1500 6yaeT akTUBHO TOMbKO B
cnyyae NpUMeHeHWs KoMaHabl "system
jumbo-frames".

5 Bkntountb CHAP-ayTeHTUdMKaLUIO.

6 BknounTh UrHopuposaHme
ayTeHTudmKauum (He 06583aTesNbHO).

7 YKazaTb MMS MapLUpyTM3aTopa,
KOTOpOe OTnpasnseTcs yaaeHHo
CTOpOHe ansa npoxoxaeHns CHAP-
ayTeHTUdmKaLmn.

8 YkaszaTb naposb, KOTOPbIiA
OTNpaBnseTCcs yaasieHHON CTOpPOHe
BMecCTe C UMEHEM MapLupyTusaropa
nna npoxoxaeHna CHAP-
ayTeHTUnkauun.

KomaHpa

esr(config)# interface multilink
<IF>

esr(config-multilink)# description
<DESCRIPTION>

esr(config-multilink)# load-
average <TIME>

esr(config-multilink)# mtu <MTU>

esr(config-multilink)# ppp
authentication chap

esr(config-multilink)# ppp chap
refuse

esr(config-multilink)# ppp chap
hostname <NAME>

esr(config-multilink)# ppp chap
password ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

Knoun

<|F> - HanmeHoBaHue
nHTepdeiica.

<DESCRIPTION> — onucaHune
rpynnbl arperayuu, 3aaétcs
CTpoKoIi Ao 255 cMMBONOB.

<TIME> — uHTepBan B
cekyHAax, npuHumaeT
3HayeHusn [5..150].

3Ha4veHne Mo yMO/THaHuio: 5.

<MTU> - 3HaueHne MTU,
NMPUHUMAET 3HAYEHUS B
JAnanasoHe [1280..1500].

3HayeHue no ymosiyaHuio:
1500.

<NAME> - nwms
MapLupyTMsaTopa, 3agaeTca
cTpokoii go 31 cumsona

<CLEAR-TEXT> - naponb B

OTKpbITOI chopme, 3aaaéTcs
CTpOKoiA [8 .. 64] cumBonoB,
MOXeT BK/I0UaTb CUMBOJIbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aLUMcpoBaHHON dhopme,
3a7aéTcs CTPOKOit [16..128]
CMMBOJIOB.
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11

12

13

14

15

16

17

PaspelunTb NpMHMMaTL OT cocefia
no6oii HeHynesoli IP-agpec B kKayecTBe
nokanbHoro IP-agpeca (He
0653aTe/IbHO).

YctaHoBuTh IP-agpec, KoTopblii
OTnpaBnseTcs yaaseHHoM CTopoHe A1
nocsiefytoLLero ero NPUCBOEHUS.

YkaszaTb nonb3oBarens gns
ayTeHTUdMKaLMmn yaaneHHoW CTOPOHbI
N NEPETN B PEXUM
KOHpMryprpoBaHusi ykazaHHOro
nonb3oBarensi.

YcTaHOBUTb Naposib B OTKPLITOW Uan
3alwmndpoBaHHoi hopme
onpeaeneHHOMY Nosb30BaTeNto ANs
ayTeHTUdVKaLmMmn yaaneHHoW CTOPOHbI.

YCTaHOBUTb KOSIMYECTBO NOMbITOK
otnpaBku Configure-Request nakeTos,
npexage 4Yem yaasieHHblii nup oyget
MpuU3HaH HECMOCOGHbLIM OTBETUTL (He
06A3aTe/IbHO).

YCTaHOBUTb KO/TIMYECTBO NOMbITOK
BbicnaTb Configure-NAK nakeTtbl,
npexae Yyem 6yayT NoATBEPXKAEHbI BCE
onumu (He 06s13aTe/NbLHO).

YCTaHOBUTb KOIMYECTBO MOMbITOK
Bbicnatb Terminate-Request naketsl,
npexae yem ceccus 6yeT npepsaHa
(He 06sa3aTeNbHO).

Ykazatb pasmep MRU (Maximum
Receive Unit) gnst nHTepdcpelica.

YKasaTb UHTepBasl BPEMEHU B
CeKyHAax, Mo UCTEYEHUN KOTOPOTO
MapLupyTu3aTop otnpasnsieT keepalive-
cooblieHne (He 0683aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

esr(config-multilink)# ppp ipcp
accept-address

esr(config-multilink)# ppp iccp
remote-address <ADDR>

esr(config-multilink)# chap
username <NAME>

esr(config-ppp-user)# password
ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-multilink)# ppp max-
configure <VALUE>

esr(config-multilink)# ppp max-
failure <VALUE>

esr(config-multilink)# ppp max-
terminate <VALUE>

esr(config-multilink)# ppp mru
<MRU>

esr(config-multilink)# ppp timeout

keepalive <TIME>

<ADDR> - IP-agpec
yAa1eHHOrO LW03a.

<NAME> - ums nonb3oBarens,
3afaétca cTpokoi ao 31
cuMBONA.

<CLEAR-TEXT> - naponb B

OTKpbITON chopme, 3agaéTcA
CTpoKoIi [8 .. 64] cumsonos,
MOXXET BK/1KOYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aluncppoBaHHoli hopme,

3a7aéTcs CTPOKoit [16..128]
CMMBOJIOB.

<VALUE> - Bpems B cekyHAax,
NPUHUMAET 3HaueHus [1..255].

3HaueHue no ymonyaHuio: 10.

<VALUE> — Bpems B cekyHax,
NPUHUMAaET 3HadeHuns [1..255].

<VALUE> — Bpems B cekyHaax,
NPUHUMaET 3HadeHuns [1..255].

3HaueHne Nno yMoyaHuio: 2.

<MRU> - 3HaueHne MRU,
NMPUHUMAET 3HAYEHUS B
[AmnanasoHe [128..1485].

3HaueHne No ymonyaHuio:
1500.

<TIME> — BpemsA B CEKyHAax,
NPUHNUMAET 3HaYeHus
[1..32767].

3Ha4veHune no ymonyanuio: 10.
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19

20

21

22

23

YCTaHOBUTb MHTEPBA/T BPEMEHM B
ceKyHzax, Mo UCTeYeHUN KOTOPOro
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
ycTaHoB/eHne ceccuu (He
0653aTe/IbHO).

Onpeaenntb MakCMasibHblli pasmep
naketa ana MLPP-uHTepdelica.

MpuBAsatb nopT e1 k usnyeckomy
nHTepceiicy.

MepeBecT IN3NMUECKMI NOPT B PEXUM
paboTbl ¢ SFPe1-moaynem.

Bkntountb pexum MLPPP Ha E1-
NHTEpgoeiice.

Bknountb E1-mHTEpheiic B rpynny
arperauuu.

8.6.2 Mpumep HaACTPOIAKU

3apgaua:

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

esr(config-multilink)# ppp timeout
retry <TIME>

esr(config-multilink)# mrru
<MRRU>

esr(config-if-gi)# switchport e1
<SLOT>

esr(config-if-gi)# switchport mode
el

esr(config-e1)# ppp multilink

esr(config-e1)# ppp multilink-
group <GROUP-ID>

<TIME> — BpemsA B CEeKyHAax,
NpUHUMaET 3HaueHus [1..255].

3Ha4veHune Mo ymonyaHuio: 3.

<MRRU> — makcumasbHbiii
pasmep NpUHUMAaEMOro naketa
ans MLPP-nHTepdeiica,
NMPUHUMAET 3HAYEHNE B
[JAnana3soHe [1500..10000].

<SLOT> - ngeHTudmkarop
CNnoTa, NpUHUMAET 3HaYEHVE B
Amnanasone [0..3].

<GROUP-ID> - ngeHTtuncpmkarop
rpynmbl, NPUHUMAET 3HaYeHNe
[1..4].

HacTtpontb MLPPP-coeanHeHmne ¢ BCTPeUHO CTOPOHOIA ¢ IP-agpecom 192.0.2.2/24 yepes nHtepdelicol €1
1/0/1n el 1/1/1. Qna nocTpoeHus arpermpoBaHHoro kaHana PPP ncnonb3aytotcs nHtepdeiicol gi 1/0/3 n gi
1/0/4, B KoTOpbIe BCcTaBneHbl TOPGATE-WAN-E1.

ESR-200

el 11001

192.0.2.0024

A

el 101

ESR-200

el 111

]

el 11/1

PelwweHue:

"
Multilink PPP

MpenBapuTenbHO HEOGXOAUMO HACTPOUTb System jumbo-frames, coxpaHuTb UMEHEHWS B KOHCOMIypaLmmn 1
nepesarpy3vTb MapLUpyT13aTop:

esr# configure

esr(config)# system jumbo-frames
esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy
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HacTtpoum chmnsmnyeckune nHtepdelicel gigabitethernet 1/0/3-4, B koTopbix ycTaHoBneHbl TOPGATE-WAN-E1.
Mpwn HacTpolike mn3nyecknx nHTepdericoB ykaxxem mtu He meHee 1510, nepesegem nHTepdeiic B pexmv
paboTbl €1, ykaxxeM kaHan el:

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-31
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/4
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 1
esr(config-if-gi)# switchport el timeslots 1-31
esr(config-if-gi)# exit

HacTtpoum nHtepdeiic multilink:

esr(config)# interface multilink 3
esr(config-multilink)# ip address 192.0.2.1/24
esr(config-multilink)# security-zone trusted
esr(config-multilink)# exit

Mpussxem nHTepdericol E1 k Multilink PPP. MNpu HacTpolike e1-uHTepdeiica Heobxoammo ykasatb multilink-
group v Bk/ItounTb multilink:

esr(config)# interface el 1/0/1
esr(config-el)# ppp multilink-group 3
esr(config-el)# ppp multilink
esr(config-el)# exit

esr(config)# dinterface el 1/1/1
esr(config-el)# ppp multilink-group 3
esr(config-el)# ppp multilink
esr(config-el)# exit
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WHdhopmaumto o coctosiHum multilink-nHtepdpeiica MOXHO y3HaTb C NOMOLLbIO CieAyowein KomaHabi:

esr# show 1interfaces status multilink 3
Interface 'mu3' status information:
Description: --

Operational state: Up
Administrative state: Up
Track ID: 0
Supports broadcast: No
Supports multicast: Yes
MTU: 1492
MAC address: none
Last change: 1 hour, 4 minutes and 2 seconds
Mode: routerport
Bandwidth: 3968 Kbps
Member links: 2 active, 0 dinactive
* el 1/0/1: Up 23 minutes and 58 seconds ago
el 1/1/1: Up 30 minutes and 36 seconds ago

8.6.3 dparmeHTauusa Tpacpuka

Mo yMO/IYaHUIO KaxKAblid NakeT, KOTOoPbI OyAeT OTnpas/ieH Yepes MyNbTUINHK, MOAMIEXUT hparMmeHTaunn.
MakeT AenuTcsa Ha paBHble YacTy NPOMOPLMOHA/IbHO KOIMYECTBY JIMHKOB B MY/ILTU/IMHKE. KaxXablil hparMeHT
nHkancynmpyetcs B8 ML PPP. Ha npoTnBONO/IOXHOM CTOPOHE NakeT cobmnpaeTcst M3 oparMeHTOB B CBOE

nepBoHa4vYauibHOe COCTOAHMEe

ESR1 ESR2
PPP Multiink Frame 2 ) )
BLp Protocol: 3D ) AT
" 01020304 Catsy | " 01020304

B bit =0, E bit =0
Seq =082 02

e1 17201 e1 1201

Protocol: 30 [
B bit =0, E bit =0
Seq =083

PPP Multilink Frame 4
Profocol: 30
b ~ DATA:
B bit =0, E bit =1 i | &1 1401
11401 Seq =084

\V

el 1431

gi 1101 Mutilink 1 PPP Multilink Frame 3 gi 101
03

DATA: |

el 1731

traffic flow

B cnyvae nepegaun 60/1bLIOMO KOMMYECTBO NAKeTOB HEGO/LLLOTO pasmepa (Hanprmep, rofioCoBoii Tpadmk)
Takoe MoBeeHEe NMOPOXAAET U3BLITOYHOE KOMIMUYECTBO C/Ty)KEBHOro TpadouKka, UTo HeraTUBHO B/IUAET Ha
YTUNN3ALIMIO KaHaa, a TaKKe SIB/ISIETCSA OAHOMN 13 MPUUNH BO3HUKHOBEHMS 3aiepXekK npy nepegaqe.

® Hanpumep, nakeT pasmepom 80 6aiiT, NPOXOAALLMIA uepe3 My ILTUIMHK, B KOTOPOM 8 YYaCTHUKOB, ByaeT
pasaeneH Ha 8 chparmeHToB no 10 6aiiT. Ha kaxablii pparmeHT 6yaeT gobasneH ML PPP 3aronoBok (4
6aiita).

[nsa onTumm3auum Takoro NoBeAeHNA MOXHO yKkasaTb MUHUMasIbHbIN pasmep, BCe NakeTbl MEHbLUE KOTOPOro
He GyayT nognexarb dpparmeHTaymm.

ESR# config

esr-1200(config)# interface multilink 1
esr-1200(config-if-multilink)# min-frag-size 200
esr-1200(config)# do commit

esr-1200(config)# do confirm
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

Mocne BKNKUYEHNS AaHHOTO OYHKLUMOHANa, NakeTbl, pa3Mep KOTopbiX MeHbLue 200 6aiT, He 6yayT
(oparmMeHTMpOoBaHsbI. [NakeTbl ¢ 60/1bWINM pasmep 6yayT nogsiexarb hparmeHTaunn.

PPP Mulilink Frame PPP Mulink Frame 1
e ‘DATA mﬂEBMl‘ e e o | DAt ‘
1 17101 Seq =001 Size: 200 Seq =081 Size: 250 o1 1
ESR 1

o | DATA: 010EB304 0 DATA: 01020304 PPP Muttiink Frame 2
Size: 200 Size: 1000 Protocol: 30

ESR2

B bit =0, E bit =0

|p | DATA: 010EB304 F DDATA: 01020304
DATA: 02 ‘ Size: 200 size: 1000
o1 11211 Seq =082

Size: 250

et 1201

Profocol: 30

gi 101 Multiink 1 PPP Muttiink Frame 3 gi 110/
B bit =0, E bit =0

DATA: 03
Size: 250

&1 11301
o1 131 Seq =083

PPP Multlink Frame 4
Profocol: 50 e
8 bit =0, E bit =1 = et v
et a1 Seq=ops | SEEED

\/

traffic flow

8.7 Hactpowka AUX

& [Ana moagenu ESR-21.

HacTpoiika AUX ncnonb3yetcsa ons ykasaHusa napaMmeTpoB B3aMMOAENCTBUS C BHELLUHMMUW YCTPOCTBamy,
NoAKNHYEHHbIMY Yepes nocneaoBartesnbHble nHTepdelickl kK ESR.

8.7.1 AnroputM HacTpPOIiKu

War OnucaHue KomaHpga Knroun
1 MepeiitTn B pexum koHduryprpoBaHust  esr(config)# line aux <NUM> <NUM> - Homep
nocfiegoBaTesibHOroO NHTepdueiica. nocnegoBaTesibHOro

uHTepdpeiica, 3agaetcs B
ananasoHe [1..3].
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3

OonucaHve

YcTaHOBUTb HEOBXOAMMbIE NapaMeTpbl
nocnegoBarefnibHOro nHTepdenca ais
B3aVMMOAENCTBUS C NOAK/OUYEHHBIM
yCTpOIiCTBOM (He 06s13aTenbHo).

[aHHble napameTpbl, Kak NpasBuo,
yKasaHbl B MHCTPYKLMW NOAKMHHYAEMOro
yCTpolicTBa.

Mo ymonuaHuto 6yayT
NCMOosIb30BaHbl CTaHAapPTHbIE
3HaYeHus.

3apatb onvicaHue nociefoBaTe/lbHOro
nHTepdelica (He 06s3aTensHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpga

esr(config-line-aux) databits
<BITS>

esr(config-line-aux) flowcontrol
<FMODE>

esr(config-line-aux) parity
<PMODE>

esr(config-line-aux) speed
<SPEED>

esr(config-line-aux) stopbits
<STOP-BITS>

esr(config-line-aux)# description
<DESCRIPTION>

Knoun

<BITS> — KonnuecTBO 6UT
[laHHbIX B nocbinke [7..8];

3HayeHuve o ymosnyaHuio: 8.

<FMODE> - pexum
yrpas/IeHNS NOTOKOM.
MpUHYMaEeT 3HaYeHus:

+ software -
nporpammHoe
ynpassieHne NnoTokom;

+ hardware — annapartHoe
ynpasfieHne noTokom;

+ disabled - ynpaBnenue
NMOTOKOM OTK/1HOUEHO;

3Ha4yeHune Mo YMOJTHaHWIo:
disabled.

<PMODE> — pexum ycTaHOBKM
6uta yeTHOCTU. MNpUHUMaeT
3HaYeHus:

+ odd - npoBepka Ha
HEeYeTHOCTb;
* even - NpoBepKa Ha
UETHOCTb;
* none — GUT YETHOCTN He
BbICTaB/ISIETCS;
3HaueHuWe No yMOMYaHUIo;
none.

<SPEED> - ckopocTb paboThbl
nocnefoBaTesibHOro
nHTepdeiica B but/C.

MpuH1maeT 3HayveHus: 300;
1200; 2400; 4800; 9600; 19200;
38400; 57600; 115200;

3HayeHune No yMoiyaHuio:
115200.

<STOP-BITS> — konn4yecTtBO
CTOMOBbIX OUTOB B MOCbLIIKE

[1..2];

3HayeHue o ymonyaHuio: 1.

<DESCRIPTION> — onucaHue
nHTepdeiica, 3a4aETCs1 CTPOKOIA
00 255 cMMBOSOB.
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OonucaHve

Mpu ncnonb3oBaHMKU NOAKNIOHAEMOro
YCTPOICTBa B Ka4yecTBe mogema
nepesecTtu

nocnegoBaTesibHbIA NHTEpPgIENiC B
pexum paboTbl ¢ Mogemom (He
06513aT€e/LHO).

MpumeyaHve: HEBO3MOXHO
MCNosib30BaTb COBMECTHO C KOMaH/AO
"transport telnet port".

Mpun ncnonb3osaHun ESR B kayecTBe
TepMUHaUTLHOIO cepeepa A/1A
yrnpas/ieHUst NOAK/THOYEHHbIM
YCTPOWCTBOM K NOC/1Ief0BaTe/IbHOMY
nHTepcpeiicy yctaHoBuTe Homep TCP-
nopTa, KOTopbI/ ByAeT NCNOMb30BaTbCA
B KayecTBe Homepa TCP-nopta Ans
noakntoyeHns K ESR no npotokony
Telnet (He 06s3aTeNbHO).

MpumeyaHvne: HeBO3MOXHO
MCMosb30BaTb COBMECTHO C KOMaHA0W
"modem inout".

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpga

Knoun

esr(config-line-aux)# modem inout

esr(config-line-aux)# transport
telnet port <PORT>

<PORT> - Homep TCP-nopTa
ONA pexrMa KOHCO/IbHOTro
cepsepa. NpnHUMaeT 3Ha4YeHnA
[1..65535].

8.7.2 Mpumepbl HAcTpoeK
3apaua 1:

HacTtpouTb IP-cBA3HOCTL Mexay aAByMsi ESR Ha Serial-nopTy, ucnonb3ys mogembl B pexume Leased line
(aBTOMATUYECKMIN PEXUM MOZEMOB), COEAMHEHHbIX MEXAY CO6OI TenedoHHbIM Kabenem.

Serial 2 Serial 2
1.1.1.1/24 1.1.1.2/24
R_}! RS-232 T RS-232 R-7|
K N N N 14 N
ESR-21 (1) Moaem Moaem ESR-21 (2)

& MogeMbl fOMKHBbI GbITb NpeaBapUTe/IbHO BBeAeHbI B PEXUM aBTOMAaTUUECKOW YCTaHOBKN
CoeAVHeHus.

& TMpoBepeHa COBMECTUMOCTb C MOAeMaMu
+ Tainet T-336Cx
+ Modem Zyxel U-336E Plus
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

PelleHue:
CkoHurypmpoBartb nepBbiii ESR-21

HacTpoum napaMeTpbl COrNacoBaHUS:

esr-21-1(config)# line aux 2
esr-21-1(config-line-aux)# flowcontrol hardware
esr-21-1(config-line-aux)# exit
esr-21-1(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicol:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdpurypupyem firewall ans 30H 6e3onacHocTu:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

M yKaxkeM nprMHaanexHocTb NHTepPdelicoB K 30He 6e30MacCHOCTMU:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBaTtb BTopoii ESR-21

Hactpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHurypupyem Heobxoaumble RS-232 nHtepdeicl:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdourypupyem firewall ans 3oH 6e3onacHoCTy:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

M ykaxkeM nprMHaanexHocTb NHTepdelicoB K 30He 6e30MacCHOCTMU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apaua 2:

HacTtpouTb IP-cBA3HOCTL Mexay aByMsi ESR Ha Serial-nopTy, ucnonb3ys mogemsl B pexxume Dial-Up n
Tenedg)oHHyo ceTb 06Lero nonsb3oBarus (TgOIM).

Serial 2 Serial 2
N o’ 1.1.1.1/24 111224 puup”
T oeoas KKK
z‘“"’& RS-232 -q’ ‘Q’ RS232 N
ESR-21 (1) Mogem 00N Mogewm ESR-21 (2)
ESR-12vf
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B kauecTtBe amynsaumm TgOIM ncnonbayetcsa ESR-12VF ¢ HuXenpBeaeHHO HAaCTPOIKOIA:

dialplan pattern factory_test
description "dialplan for factory test"

pattern "S5, L5 (00[1-3]@{local} | [xABCD*#].S)"

enable
exit
sip profile 1
dialplan pattern "factory_test"
enable
proxy primary
enable
ip address proxy-server 192.0.2.5
registration
ip address registration-server 192.0.2.5
exit
exit
interface voice-port 1
sip user phone 001
profile sip 1
exit
interface voice-port 2
sip user phone 002
profile sip 1
caller-id mode fsk-bell
exit

& TpoBepeHa cOBMECTMMOCTb C MogeMamMu
+ Modem ZyXEL OMNI 56K (MINI).
+ Modem Acorp-M56SCD.
+ Tainet T-336Cx

PelleHue:
CkoHdurypupoBaTtb nepBbiii ESR-21

HacTpovm napameTpbl COrlacoBaHusi C MOAEMOM:

esr-21-1(config)# line aux 2

esr-21-1(config-Tline-aux)# flowcontrol hardware

esr-21-1(config-line-aux)# modem inout
esr-21-1(config-Tline-aux)# exit
esr-21-1(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicol:

esr-21-1(config)# interface serial 1/0/2

esr-21-1(config-serial)# ip address 1.1.1.1/24

esr-21-1(config-serial)# exit
esr-21-1(config)#
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CkoHdourypupyem firewall ans 3oH 6e3onacHoCTy:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

M ykaxkeM nprMHaanexHocTb NHTepdelicoB K 30He 6e30MacCHOCTMU:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

BK/1H0UMM [103BOH MO HOMEpY:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# dialer string 002
esr-21-1(config-serial)# dialer
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBartb BTopoii ESR-21

HacTpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# modem inout
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHtpurypvpyem Heobxoaumble RS-232 nHtepdoeiicsi:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# 1ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

N ykaxem npuHaanexHocTb MHTEPdIencoB K 30He 6e30MacHOCTU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apaua 3:
cnonb3oBartb AONO/THUTE bHBIE NapamMeTpbl HACTPOVKN MOAEMOB A5 3aja4n 2:

« Ans mogema 1 BkioueHne npoTtokona V.22bis,
* OTK/IIOYEHNE ANHAMMKOB Ha 060MX MofeMax.

PeweHue
Co3gagum CTPOKY C AONOSTHATENbHLIMW NapameTpamMu nHuymManusaumm mogema ais nepsoro ESR-21, rae:

« AT&N1T — BknoueHue pexuma V.22bis Ha mogeme,
+ ATMOLO - oTknoyeHne guHamuka mogema.

esr-21-1(config)# chat-script dial_test "ABORT 'BUSY' ABORT 'NO CARRIER' ABORT ERROR '' AT OK
AT&F OK AT&N14 OK ATMOLO OK ATD\\T CONNECT ''"
esr-21-1(config)#

BKk1HOUMM MCNob30BaHWe CTPOKN MHMUUManmMsaumm mogema:

esr-21-1(config)# interface serial 1/0/2

esr-21-1(config-serial)# dialer string 001 modem-script dial_test
esr-21-1(config-serial)# exit

esr-21-1(config)#
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Co3aaum CTPOKY C AOMOTHUTEIbHBIMI NapameTpaMmn MHULmanu3aumm mogema anas stoporo ESR-21:
esr-21-2(config)# chat-script answer_test "ABORT 'BUSY' ABORT 'NO CARRIER' '' AT OK AT&F OK

ATMOLO RING ATAr CONNECT ''"
esr-21-2(config)#

BktoumMm ncnonb3oBaHe CTPOKU NHULMaNn3aLmm Mmogema:

esr-21-2(config)# interface serial 1/0/2

esr-21-2(config-serial)# dialer string 000 modem-script answer_test
esr-21-2(config-serial)# exit

esr-21-2(config)#

8.7.3 Cxembl pacnaiikm nepexogHNKoB

RJ-45 <--> DB-25 pinout

1
< ]
-2 kel
& ¢ | |
') [:]
= - =]
=4 I H
g
T
T8 | &
—-oa g
———022| 2
—=10
——o23
—to
—+——oz4
Sy
RJ-45 <--> RJ-45 pinout (rolled over cable)
12 7 8 12 7 8

RJ45:

Stright Through Cable Rolled over Cable
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

9 YnpaBneHue TYHHeNMpoBaHNEM

* HacTtpoiika GRE-TyHHenel
* AJITOPUTM HaCTPOIKM
* Mpumep HacTpoitkn IP-GRE-TyHHeNs
+ Hactpoiika DMVPN
* AJITOPUTM HaCTPOIKM
* [prmMep HacTpokm 1
* [pymMep HacTpoikm 2
* HacTtpoiika L2TPv3-TyHHenel
* AJITOPUTM HaCTPOIKM
* [pumep HacTpoikn L2TPv3-TyHHens
* HacTtpoiika IPsec VPN
« AnropuTtm HacTpoiikn Route-based IPsec VPN
+ [pumep HacTpoitkn Route-based IPsec VPN
« AnropuTtm HacTpoiiku Policy-based IPsec VPN
+ Mpumep HacTpoiikn Policy-based IPsec VPN
« AnropuTm HacTpoiikn Remote Access IPsec VPN
* MNpumep HacTpoitkn Remote Access IPsec VPN
* Mpumep HacTpoliku DPD (Dead Peer Detection)
* HacTtpoiika LT-TyHHenel
* AJITOPUTM HaCTPOIKM
* [prMep HacTPOKM

9.1 Hactpowika GRE-TyHHeneun

GRE (aHrn. Generic Routing Encapsulation — o6Lasi UHKancynaumsi MapLipyToB) — NPOTOKO/ TYHHENMPOBaHUS
ceTeBbIX NakeToB. Ero 0CHOBHOE Ha3HavyeHne — MHKancysaunsa nakeToB CETEBOro ypoBHs ceteBoit mogesnm 0S|
B IP-nakeTbl. GRE moxeT ucnons3sosarsca ans opraHmsauun VPN Ha 3 yposHe mogenn OSI.

B mapupyTtunsaTtope ESR peannsoBaHbl cTatnyeckme Heyrnpaensemble GRE-TyHHeNu, To ecTb TyHHeNu
CO3Jal0TCH BPYUHYHO MyTEM KOH(PUIyprpoBaHUs Ha JIOKasIbHOM 1 yaasieHHOM y3nax. MapameTpbl TyHHens ons
KaoKA0M 13 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1IaCOBaHHbIMU UM NEPEHOCKMbIE flaHHble He ByayT

[eKancynmpoBaTbCsi NapTHEPOM.

9.1.1 ANroputM HaCTpPOIKK

War OnucaHue KomaHpga
1 CkoHdthurypupoBsatb L3-uHTepgoeiic, ot
KoToporo 6yget ctpontbes GRE-
TYHHEb.
2 Co3zpnatb GRE-TyHHENb 1 nepeitu B esr(config)# tunnel gre <INDEX>

PEXUM €ro KOH(UIyprpoBaHUsi.

Knioun

<INDEX> — ngeHtundmkarop
TYHHENs B AnManasoHe:

 ana ESR-10/12V(F)/

15/15R/15VF - [1..10];

+ ana ESR-20/21/30/31/

100/200 - [1..250];

+ nnsa ESR-1000/1200/

1500/1511/3100/3200/
3200L/3300 - [1..500];

+ ana ESR-1700 -

[1...3200].

175



LWar

OonucaHue

Ykasatb ak3emnniap VRF, B koTopom
6ynet paboTatb gaHHbI GRE-TyHHENb
(He 06s13aTe/NbHO).

Ykazatb ums VRF ot IP-uHTepdcpeiica
KoToporo 6yAeT CTPOUTLCA AaHHbIN
GRE-TyHHEeNb (He 06s3aTenbHo).

YKasarb onvcaHue KOHUrypupyemoro
TYHHeNs (He 06a3aTe/bHO).

YcTaHOBUTL NOKasbHbIN IP-agpec ans
YCTaHOBKN TYHHesSA.

YcTaHoBUTL yaaneHHsli IP-agpec ans

YCTaHOBKU TYHHENA.

YKazaTb pexvM UHKancynsauum ons
GRE-TyHHenNs.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-gre )# ip vrf forwarding

<VRF>

esr-(config-gre)# tunnel-source vrf

<VRF>

esr(config-gre)# description
<DESCRIPTION>

esr(config-gre)# local address
<ADDR>

esr(config-gre)# local interface
<IF>

esr(config-gre)# remote address

<ADDR>

esr(config-gre)# mode <MODE>

Knoun

<VRF> - nmsa VRF, 3agaetcsa
cTpokoin go 31 cumBona.

<VRF> - nmsa ak3emnnsapa VRF,
3ajaetcs cTpokoii go 31
cumBona.

Be3 ykasaHus kitova "vrf' n
nmeHn aksemnnsapa VRF 6ynet
ncnonb3oatbes |IP-uHTepeic
rno6anbHOM KoHUrypaumn.

<DESCRIPTION> - onucanune
TYHHenNs, 3aJaéTcs CTPOKoW 40
255 cMmBONOB.

<ADDR> - IP-agpec
NOKasIbHOTO LWU/033, 3a4aéTcsA
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NpUHUMaET
3HaueHus [0..255].

<IF> - nHTepdeiic, ot IP-
afpeca KoToporo
yCTaHaBNMBAETCSA TYHHE b.

<ADDR> - IP-agpec
JIOKa/TbHOTO L0343, 3a4aéTcs
B Buage AAA.BBB.CCC.DDD, rge
Kaxgas 4yacTb NpUHUMaET
3HayeHus [0..255].

<MODE> — pexum
nHkancynauun gnsa GRE-
TYHHENs:

* ip — vHkancynsums I1P-
naketoB B GRE;

+ ethernet -
nHkancynsaumus Ethernet-
tpeiimos B GRE.

3HayeHve no yMosyaHuio: ip
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10

11

OonucaHue

YctaHoBuUTb IP-agpec nokasnbHow
CTOPOHbI TYHHENS (TOMbKO B pexvme

ip).

HasHaunTb LUMpOKOBELLATE bHbIl
AOMeH ansa nHkancynaumu B GRE-
NakeTbl JAHHOTO TyHHeNs (TONbKO B
pexume ethernet).

BkntounTtb GRE-TYHHENb B 30HY
6e30nacHOCTV U HAaCTPOUTb NpaBuna
B3aVMMOAECTBMS MEXAY 30HaMU /N
otkntounts firewall (cm. pazgen
KoHdpurypuposanue Firewall).

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa Knoun
esr(config-gre)# ip address <ADDR/LEN> - IP-agpec u
<ADDR/LEN> npedmkc noacetn 3afaérca B

Bnge AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n

EE nprvHumaet 3HayeHun
[1..32].

MoxHo ykasatb go 8 IP-
aJpecoB nepeyncieHnem
yepes 3angaTyto.

JononHutesnbHble yHKUUK
IPv4-agpecaunn cm. B pasgene
HacTtpoiika IP-agpecaumn.

esr(config-gre)# bridge-group <BRIDGE-ID> -

<BRIDGE-ID> NAEHTUMKALMOHHbIN HOMEpP
MOCTa, NPYHUMAET 3Ha4YeHus B
AnanasoHe:

« ansi ESR-10/12V(F)/
15/15R/15VF - [1..50];

« ana ESR-20/21/30/31/
100/200 - [1..250];

+ ana ESR-1000/1200/

1500/1511/1700/3100/

3200/3200L/3300 -

[1..500].
esr(config-gre)# security- <NAME> — UM$i 30HbI
zone<NAME> 6e3onacHocTu, 3agaétcs

CTPOKOIi 40 12 CUMBONOB.

esr(config-gre)# ip firewall disable
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12

13

14

15

16

OonucaHue

Ykaszatb pasmep MTU (Maximum
Transmition Unit) gns TyHHens (He
06513aTe/bHO).

MTU 6onee 1500 6yaeT akTUBHO,
TO/IbKO €C/IM NPUMEHeHa KoMaHAa
"system jumbo-frames".

YKasaTb 3Ha4eHne BpeMeHu Xun3Hn TTL
[NSt TYHHENbHBIX NakeToB (He
06513aTe/bHO).

Ykasate DSCP gnsi ucnonb3oBaHus B
IP-3aro/noBKe MHKancynMpyoLLero
nakeTa (He 06a3aTesbHO).

PaspewnTb nepepauy ktoua (key) B
TYHHeNbHOM 3aronoBke GRE (B
cooTBeTcTBUM ¢ RFC 2890) 1
YCTAHOBUTL 3HAUYEHMe K/ova.
HacTpavBaeTcst ToNIbKo ¢ 06eMX CTOPOH
TYHHENSs

(He 06s3aTENbHO).

BKNHOUNTb BbIUMCIEHNE KOHTPO/IbHOA
CyMMbI U 3aHeceHue eé B GRE-
3aro/10BOK OTNPaB/IsieMbIX MaKETOB.
Mpy 3TOM Ha yaanieHHol CTOpoHe
Heo6X04MMO BK/HOUNTL NPOBEPKY
KOHTPO/IbHOM CYyMMBbI

(He o6si3aTenbHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-gre)# mtu <MTU>

esr(config-gre)# ttl <TTL>

esr(config-gre)# dscp <DSCP>

esr(config-gre)# key <KEY>

esr(config-gre)# local checksum

Knoun

<MTU> - 3HayeHne MTU,
NPUHUMAaET 3Ha4YEeHNA B
JunanasoHe:

+ ana ESR-10/12V(F)/
15/15R/15VF -
[1280..9600];

+ ana ESR-20/21/30/31 -
[1280..9500];

+ ansa ESR-100/200/1000/
1200/1500/1511/1700/
3100/
3200/3200L/3300 -
[1280..10000].

3Ha4veHne No yMO/IHaHuio:
1500.

<TTL> — 3HaueHune TTL,
NPUHUMAaET 3Ha4YeHNA B
JAvanasoHe [1..255].

3Ha4yeHVe No yMo4aHuio:
Hacnegyertcs ot
WHKancynmpyemoro naketa.

<DSCP> - 3HaueHue Koga
DSCP, npuHumaeT 3Ha4yeHus B
Amnanasone [0..63].

3HaueHve No yMo/uaHuio;
Hacnepyetcs ot
VHKarncyIMpyemoro naketa.

<KEY> — 3HaueHune KEY,
NPUHUMAaET 3Ha4YeHNA B
JAvanasoHe [1..2000000].

3HayeHne no ymosHaHuio: KoY
He nepepaércs.
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17

18

19

20

21

22

23

24

OonucaHue

BknounTb NPOBEPKY HAIMUMSA 1
COOTBETCTBUSA 3HAUEHWIT KOHTPO/TbHOW
CYMMbI B 3arofloBKax NpMHUMaeMbix
GRE-nakeTtoB. Mpy aTOM Ha yaaneHHoii
CTOpPOHE He06X0AMMO BKIOUNTL
BblUMC/IEHNE KOHTPOBHOM CyMMbI

(He o6s13aTENbHO).

BK/10UMTbL NPOBEPKY AOCTYMNHOCTM
YA/IEHHOTO LU/t03a TYHHENA (He
06513aTe/bHO).

3mMeHnTb Bpems oxuaaHus keepalive
MakeToB OT BCTPEYHOI CTOPOHbI (He
06513aTe/bHO).

I3MeHUTb KONMYECTBO NOMbITOK
MPOBEPKM AOCTYNHOCTY YAA/IEHHOTO
Lu03a TyHHeNs (He 06s13aTeslbHO).

Ykasatb IP-agpec ansa pabotsl
mexaHu3ma keepalive (06s13aTenbHO B
pexume ethernet).

3MEeHNTL MHTEPBA/T BPEMEHM, 3a
KOTOpbI yCpeaHseTcs CTaTUCTMKA O
Harpyske Ha TyHHene (He
06513aTe/bHO).

BkntounTb oTnpaBky snmp-trap o
BKJ/THOYEHWW/OTK/IIOYEHNWN TYHHENS.

BkiounTb MexaHn3M nepesanpoca IP-
agpecoB no npotokony DHCP Ha
yKazaHHbIX nHTepdheiicax npu
oTkntoueHun GRE-TyHHens no keepalive
(He o6s13aTe/NbHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-gre)# remote checksum

esr(config-gre)# keepalive enable

esr(config-gre)# keepalive timeout

<TIME>

esr(config-gre)# keepalive retries

<VALUE>

esr(config-gre)# keepalive dst-
address <ADDR>

esr(config-gre)# load-average
<TIME>

esr(config-gre)# snmp init-trap

esr(config-gre)# keepalive dhcp
dependent-interface <IF>

Knoun

<TIME> - Bpems B cekyHAax,
NPUHMMAaET 3Ha4YeHUs B
Amnanasone [1..32767].

3HaueHne no ymonyaxumio: 10.

<VALUE> - konnuecTtBo
MOMNbITOK, MPUHUMAET 3HAaUYEHMS
B AnanasoHe [1..255].

3Ha4veHune Mo yMO/THaHuio: 5.

<ADDR> - IP-agpec ans
NpoBEPKM paboTOCNOCOBHOCTH
GRE-TyHHenNA.

<TIME> — uHTepBan B
cekyHpax, npuHumaeT
3HaveHus [5..150].

3Ha4veHne Mo yMO/IHaHuio: 5.

<IF> - dhmanueckuii/
NIornyeckunin nHTepdeiic, Ha
KOTOPOM BKJ/TOYEHO NONyYeHne
IP-appeca no DHCP.
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25

26

27

28

OonucaHue

3agartb MHTEPBa/T BPEMEHN MEXAY
oTK/todeHnem GRE-TyHHena n
nepesanpocom IP-agpeca Ha
nHTepdeiice/nHTepdeincax, ykasaHHbIX
komaHgoii keepalive dhcp dependent-
interface (He o6s13aTeNbLHO).

Mepeonpenenutb 3HadyeHue nonsa MSS
(Maximum segment size) Bo BXOAALMX
TCP-naketax (He 06513aTENLHO).

BKOUNTL 3anuchb CTaTUCTUKU
CNO/b30BaHUSA TEKYLLLETO TYHHENs (He
0653aTe/LHO).

AKTVBMPOBATb TYHHESb.

Takke 151 GRE-TYHHeNA BO3MOXHO HACTPOUTb:

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa

esr(config-gre)# keepalive dhcp
link-timeout <SEC>

esr(config-gre)# ip tcp adjust-mss
<MSS>

esr(config-gre)# history statistics

esr(config-gre)# enable

*+ QoS B 6a30BOM W/IM paclUMpPeEHHOM pexmmax (CM. pasgen YnpaeneHne QoS);
proxy (cMm. pasgen Mpokcuposanve HTTP/HTTPS-Tpadika);

MOHMTOPUHT Tpadmka (cM. pasaensl HacTtpoiika Netflow n Hactpoiika sFlow);
thyHKLMOHaN NPOTOKOMOB MapLUpyTM3aumu (CM. pasaen YnpasieHne mapLipytusatmen);
thyHkumoHan BRAS (cm. pasgen Ynpasnenve BRAS (Broadband Remote Access Server)).

Knoun

<SEC> — uHTepBan mexay
oTkoveHnem GRE-TyHHensa un
nepesanpocom IP-agpeca no
DHCP Ha nHTepdelicax.

<MSS> - 3HaueHne MSS,
NPUHUMAET 3HAYEHUS B
AnanasoHe [500..1460].

3HaueHne No ymonyaHuio:
1460.
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9.1.2 Mpumep HacTpoiiku IP-GRE-TyHHeNs

3apgava:

Opranmnzosatb L3-VPN mexay odmcamm komnaHmm yepes IP-ceTb, CNosb3yst AN TYHHENNMPOBaHUs Tpadimka
npotokon GRE.

* B KayecTBe /I0Ka/IbHOro Wwi3a ana TyHHena ucnone3yetca IP-agpec 115.0.0.1;
* B KayecTBe yAa/lIeHHOro W/ito3a ansa TyHHensa ucnonbsyetcs IP-agpec 114.0.0.10;
+ IP-agpec TyHHenNs Ha nokanbHol ctopoHe 25.0.0.1/24.

TyHHens GRE

PelleHue:

MpeaBapuTeNIbHO Ha MapLUpyTU3aTopax AO/MKHbI ObITb HACTPOEHbI MHTepdeickl Ans cBsa3un ¢ cetbio WAN
paspeLueHo nosyyeHve naketos npoTokona GRE n3 30HbI 6e30MacHOCTY, B KOTOPOW paboTatoT UHTepdeicsl,
nogknoyeHHble k cetn WAN.

Coszgagum TyHHenb GRE 10:
esr(config)# tunnel gre 10
YKaxxeM nokasibHbIl 1 yaaneHHbli w3 (IP-agpeca nHtepdieiicos, rpaHuyaiyx ¢ WAN):

esr(config-gre)# local address 115.0.0.1
esr(config-gre)# remote address 114.0.0.10

Ykaxkem IP-agpec TyHHens 25.0.0.1/24:
esr(config-gre)# ip address 25.0.0.1/24

Takke TyHHeNb J0/MKEH NpUHaAeXaTb K 30He 6e30NacHOCTK, 4151 TOro YTOObl MOXHO 6bI/1I0 CO34aTb NPaBuNa,
paspeLuatome npoxoxaeHvne Tpadguka B firewall. MpruHaaneXxHoCcTb TYHHENS K 30He 3a4aeTcA cneayowei
KOMaHZ0M:

esr(config-gre)# security-zone untrusted
Bkntounm TYHHESb:

esr(config-gre)# enable
esr(config-gre)# exit
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Ha mapLupyTum3aTope [0/MKEH 6bITb CO3A4aH MapLLUPYT [0 NTOKa/bHO ceTh napTHepa. B kauecTBe uHtepdeiica
Ha3HayeHusl ykasblBaeM paHee Co3faHHbIii TyHHeb GRE:

esr(config)# ip route 172.16.0.0/16 tunnel gre 10

Mocne NpUMEHEHUsT HACTPOEK TpadhuK BYAET MHKANCYNMPOBATLCS B TYHHE b U OTNPABAATLCS NapTHEPY,
HEe3aBUCKMO OT Ha/IMunst GRE-TyHHeNs 1 NpaBUIbHOCTM HACTPOEK C ero CTOPOHBI.

OnuunoHansHo a19 GRE-TyHHENA MOXHO ykasaTtb criefytoLme napaMmeTpsbl:

* BKOUNTb BbIYMC/IEHNE 1 BK/IIOUEHME B NAKET KOHTPO/IbHON CyMMbl 3arosioBka GRE n
MHKarncy/IMpoBaHHOIO NakeTa [/ UCXOASLLEro Tpadguka:

esr(config-gre)# local checksum

* BKIOUNTbL NPOBEPKY HA/IMUUA Y KOPPEKTHOCTU KOHTPOIbHOM cyMMbl GRE ans Bxogsulero Tpaguka:

esr(config-gre)# remote checksum

* YKasaTb YHUKa/bHbIli naeHTudmKaTop:

esr(config-gre)# key 15808

* YKasaTb 3HaueHune DSCP, MTU, TTL:

esr(config-gre)# dscp 44
esr(config-gre)# mtu 1426
esr(config-gre)# ttl 18

* BkounTb 1 HacTpoUTb MexaHu3m keepalive:

esr(config-gre)# keepalive enable
esr(config-gre)# keepalive timeout <TIME>
esr(config-gre)# keepalive retries <VALUE>

CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOMaHAOI\/‘II
esr# show tunnels status gre 10

CueTumku BXO4ALLNX N OTNPaB/1IEHHbIX MakKeTOB MOXXHO NOCMOTPETb KOMaH,D,OVII
esr# show tunnels counters gre 10

KoHchurypauuio TyHHeNsi MOXHO NOCMOTPETb KOMaHA0iA:
esr# show tunnels configuration gre 10

HacTtpoiika TyHHens IPv4-over-IPv4 nponsBoanTcsl aHaormyHbiM 06pa3om.

& MNpun co3paHum TyHHens Heobxoaumo B firewall paspewntb nporokon GRE (47).
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9.2 Hactpovika DMVPN

DMVPN (Dynamic Multipoint Virtual Private Network) — TexHonorua ansi cosgaHusi BUPTyasibHbIX YaCTHbIX
ceTeil, C BO3MOXHOCTbIO AVMHAMUYECKOro CO34aHuns TYHHeein mexay y3namu. NpemmMyLecTtsom gaHHOro
peLleHns ABNSAETCA BbICOKas MacluTabypyeMoCTb U NIErKOCTb HACTPOMKM NPY NOAKNHOYEHUN PUIMANoB K
roniloBHomy ocpucy. DMVPN uncnonb3yetcsa B Tononorum Hub-and-Spoke, 1 nossonset ctpontb npsimbie VPN-
TyHHenu Spoke-to-Spoke B gonosnHeHne K 06bl4HbIM Spoke-to-Hub TyHHeNnam. 310 o3HavaeT, 4to dunmnansi
CMOryT 06watbes Apyr ¢ ApYroM Hanpsimyto, 6e3 Heo6xo4MMOCTM NPOXoXAeHusa Tpadumka yepes Hub.

UTo6bl yCTAHOBUTL Takoe coeanHeHne, knneHTbl (NHC) no wrdpoBaHHoMy IPsec-TyHHeNo oTnpaBnsoT
COOTBETCTBME CBOEr0 BHYTPEHHErO (TyHHEeNbHOro) agpeca u BHeluHero (NBMA) agpeca Ha NHRP-cepBep
(NHS). Korga knmeHT 3axo4eT coeauHuTbes ¢ aApyrum NHC, oH nocbiniaeT Ha cepBep 3anpoc, YTobbl y3HaTb ero
BHeLLHWIA agpec. [onyyunB OTBET OT cepBepa, KNIMEHT Tenepb CaMOCTOATE/IbHO MOXET yCTaHaBNNBaTb
coeAnHeHue ¢ yaanéHHbIM (onInasiom.

9.2.1 ANropuTM HaCTpPOIIKK

War OnucaHue KomaHpga Knroun

1 MpoBepnTb AOCTYMHOCTb «BHELUHUX» |P-
a[pecoB, HAXOAALMXCS Ha PU3NYECKMX
nHTepdeiicax.

2 MoprotoBuThk IPsec-TyHHenu ons Cwm. pasgen Hactpoiika Policy-
pab0Tbl COBMECTHO C AVHAMUYECKNMU based IPsec VPN.

GRE-TyHHENAMN.

3 Cosgatb GRE-TyHHenNb 1 nepeit B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHtundmkarop
PEeXnM ero KOHOUIryprpoBaHUs. TYHHEns.

4 MepeBecTn GRE-TYHHENb B peXUM esr(config-gre )# multipoint
multipoint.

5 Ykasatb ak3emnnsap VRF, B koTopom esr(config-gre )# ip vrf forwarding <VRF> — nms VRF, 3agaeTcs
6yaeT paboTartb AaHHbIn GRE-TyHHeNnb  <VRF> CTpokoit oo 31 cumBona.

(He 06sa3aTeNbHO).

6 Ykaszatb umsa VRF ot IP-nHTepdeiica esr(config-gre)# tunnel-source vrf  <VRF> — nms aksemnnsipa VRF,
KOTOpOro 6yAeT CTPOUTLCA AaHHbIi <VRF> 3agaeTcs cTpokoii go 31
GRE-TyHHenb (He 06s13aTes1bHO). cUMBONA.

Be3 ykazaHus knwoda "vrf' n
nmexun aksemnnspa VRF, bygert
ncnosnb3oBaTbes IP-uHTepeiic
rno6asbHON KoOHGIUrypaumn.

7 YcTaHOBUTL NOKasbHBIN IP-agpec ans esr(config-gre)# local address <ADDR> — IP-agpec
YCTaHOBKN TYHHESS. <ADDR> NIOKas1bHOrO Wto3a, 3ajaétcs
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4yacTb NpuHMMaeT
3HayeHus [0..255].
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8 3apartb IP-agpec Ha TyHHene. B
KauyecTBe asibTepHaTMBbI MOXHO
HacTponTb DHCP-knneHT gns
nony4yenus IP-agpeca ot DHCP-
cepsepa.

9 YCTaHOBWTb OTKPbITbIV Naposnb A/1s
NHRP-nakeToB (He 06513aTefbHO).

10 Yka3aTb BpeMs, B TeHeHMEe KOTOPOro Ha
NHS 6ygeT cyuiecTBoBaTh 3anucb 0
[laHHOM K/neHTe (He 06513aTesbHO).

11 3ajatb «10rMyeckunii (TYHHEe bHBbIA)»
aapec NHRP-cepsepa.

12 3anatb COOTBETCTBUE «BHYTPEHHETO»
TYHHE/LHOIo afpeca C «BHELUHUM»
NBMA-agpecom.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpga

esr(config-gre)# local interface
<IF>

esr(config-gre)# ip address
<ADDR/LEN>

esr(config-gre)# ip address dhcp

esr(config-gre)# ip nhrp
authentication <WORD>

esr(config-gre)# ip nhrp holding-
time <TIME>

esr(config-gre)# ip nhrp nhs
<ADDR> [ no-registration ]

esr(config-gre)# ip nhrp map
<ADDR> <ADDR>

Knoun

<IF> - uHTepdeiic, ot IP-
ajpeca KoToporo
yCTaHaBNMBAaETCSA TYHHE b.

Takxe ecTb BO3MOXHOCTb
CO34aHVsi HECKO/IbKMX afipecoB
(4epes 3ansiTyto).

<ADDR/LEN> - IP-agpec u
ONvHa Macky nofceTy,
3afaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, roe
kKaxxgas yacte AAA - DDD
npUHMMaEeT 3HadeHus [0..255] n
EE nprvHumaeT 3HayeHus
[1..32].

<WORD> — naponb B OTKPbITOi
dopme, 3aaeTcst CTPOKOIA
[1..8] cumBonoB, MOXeT
BK/ItOYaTh cuMBONbI [0-9a-fA-F].

<TIME> — Bpems B cekyHAax, B
TeyeHue KOTOPOro Ha cepeepe
6yferT cywectsoBaTb 3an1cb 0
OaHHOM K/IMEHTE, MpUHUMaeT
3HayeHus [1..65535].

3Ha4eHne no yMo4aHutio:
7200.

<ADDR/LEN> - aapec,
3apaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, roe
Kaxgas yacte AAA - DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HayeHns
[1..32];

* no-registration — He
perncTpupoBaTbCs Ha
NHRP cepsepe.

<ADDR> - IP-agpec 3apaétca B
Buae AAA.BBB.CCC.DDD, rge
Kaxgas yacTb NpUHMMaEeT
3HayeHus [0..255].
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13

14

15

16

17

18

OonucaHue

Onpeaenutb agpecarta My/bTUKACTHOIO
Tpadmka.

BKNOUMTb BO3MOXHOCTb OTNPAaBKM
NHRP Traffic Indication nakeTos.
BbinosnHsietcst Ha NHS (He
06s13aTeNbHO).

BK1IOUMTH BO3MOXHOCTb CO3aHus
KpaTyainwmx MapLupyToB. BbinonHsetcs
Ha NHC (He o6s3aTenbHo).

Mpuesasatb IPsec-VPN Kk MGRE-TyHHen0
(He 06sa3aTeNbHO).

Bkntountb nepegady nmeHn NHRP-
rpynnsl NHRP-cocensim B npouecce
o6meHa NHRP-coo6LeHnsiMU (He
06513aTe/bHO).

3apatb cooTrBeTcTBME rpynnbl NHRP,
nonyyeHHon ot NHRP-cocepa B
npouecce oomeHa NHRP-
coooLeHnaMn, 1 nonuTnkn Qos,
KoTopas 6yaeT npumeHeHa K
ncxogswiemy B cTopoHy atoro NHRP-
cocepna Tpaduka (He o6sizaTesibHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpga

esr(config-gre)# ip nhrp multicast

{ dynamic | nhs | <ADDR> }

esr(config-gre)# ip nhrp redirect

esr(config-gre)# ip nhrp shortcut

esr(config-gre)# ip nhrp ipsec
<WORD> { static | dynamic }

esr(config-gre)# ip nhrp attribute
group <WORD>

esr(config-gre)# ip nhrp map
group <GROUP> service-policy
output <POLICY>

Knoun

+ dynamic — oTnpaBnaTb
Ha Bce nupsl, C
KOTOPbLIMW €CTb
coefuHEeHNe;
+ nhs - oTNpaBnATb Ha
BCe cTaTtuyeckue
CKOHCOUIyprpoBaHHble
cepBsepa;
<ADDR> — oTnpaBnsATb Ha
cneymduyeckm
CKOH(MIyprpoBaHHbIil agpec,
3afaéTca B BUge
AAA.BBB.CCC.DDD, rae kaxgas
YyacTb MPUHMMAET 3HaYeHNs
[0..255].

<WORD> — nms VPN, 3agaéTtcs
cTpokoit go 31 cMmBona;

« static — ctatnueckoe
coeaHEHNE,
NPUMEHSITCA N5 CBA3NU
c NHS;

+ dynamic — gnHamumyecku
yCTaHaB/mBaroLeecs
coefMHeHNe,
KOHdourypupyeTcs ans
cBa3un mexay NHC.

<WORD> - ums rpynnbsl NHRP,
3a7aéTcs CTPoKoi [1..40]
CUMBOJIOB, HE NMPUHMMAET
CUMBONbI [M#].

<GROUP> - umsa rpynnsl NHRP,
3a7aéTcs CTpoKoi [1..40]
CUMBO/IOB, HE MPUHUMAaET
CUMBONbI [M];

<POLICY> - ums QoS-
NOMNTUKK, 3a1aETCS

CTpoKoii [1..31] cumBonos.
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War OnucaHune KomaHpga Knroun
19 BknounTb paboty npotokona NHRP. esr(config-gre)# ip nhrp enable
20 OpraHu3sosarts |P-cBA3HOCTL

nocpeacTBOM NpoTokona
JVHaMUYeCcKoil MapLIpyTU3aLuu.

OcTasibHble HAaCTPOViKM aHa/I0TMYHBI HACTpoikam cTaTnuHoro GRE-TyHHens (cMm. pasgen Hactpoiika GRE-TyHHenel).
9.2.2 Mpumep HaACTPOWKN 1

3apgaua:

OpraHuzoBaTb DMVPN mexay odmcamm komnaHum, ncnonb3ys mGRE-TyHHenn, NHRP (Next Hop Resolution
Protocol), npotokon gnHamuueckoii mapipytusaumm (BGP), IPsec. B gaHHoM npumepe 6yaet HUB-
mapLupyTtusatop v gsa gounmnana. HUB — ato DMVPN-cepsep (NHS), a domnunanst — DMPVN-knneHTsl (NHC).

Huib

10.10.0.5

150.115.0.5

— 180.100.0.10 140.114.0.4 —
10.10.0.8 ESWHE-I n Eﬂpuke-z n 10.10.0.4
Hub BHewwHwit IP-agpec — 150.115.0.5;
Spoke-1 BHewHui4 IP-agpec — 180.100.0.10;

Spoke-2 BHewwHwuii IP-agpec — 140.114.0.4.

MapameTpsbl IPsec VPN:
IKE:

« rpynna Auddmn-Xannmaua: 2;
« anroputm WwnpoBaHms: AES128;
* anroputm ayteHtTudmkaumm: SHAT.

IPsec:

« anroputm WwndpoBanms: AES128;
* anropuTtm ayteHtTudmkaumm: SHAT.
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MpeaBapuTenbHasa HacTpoiika MHTepdencoB:

esr-Hub# configure

esr-Hub(config)# int gil/0/1
esr-Hub(config-if-gi)# ip ad 150.115.0.5/24
esr-Hub(config-if-gi)# ip firewall disable
esr-Hub(config-if-gi)# exit

esr-Hub(config)# ip route 0.0.0.0/0 150.115.0.1
esr-Hub(config)# do commit

esr-Hub(config)# do confirm

esr-Spoke-1# configure

esr-Spoke-1(config)# 1int gil/0/1
esr-Spoke-1(config-if-gi)# ip ad 180.100.0.10/24
esr-Spoke-1(config-if-gi)# ip firewall disable
esr-Spoke-1(config-if-gi)# exit
esr-Spoke-1(config)# ip route 0.0.0.0/0 180.100.0.1
esr-Spoke-1(config)# do commit

esr-Spoke-1(config)# do confirm

esr-Spoke-2# configure

esr-Spoke-2(config)# 1int gil/0/1
esr-Spoke-2(config-if-gi)# ip ad 140.114.0.4/24
esr-Spoke-2(config-if-gi)# ip firewall disable
esr-Spoke-2(config)# exit

esr-Spoke-2(config)# ip route 0.0.0.0/0 140.114.0.1

esr-Spoke-2(config)# do commit
esr-Spoke-2(config)# do confirm

PelweHune:

1. KoHdomrypupoaHue Hub.
Cosgagnm TyHHenb GRE:

esr# configure
esr(config)# tunnel gre 5

Ykaxem IP-agpec nHtepdeiica, rpaHmyaiero c ISP:

esr(config-gre)# local address 150.115.0.5

2. 3apagvm 3HaveHue MTU:

esr(config-gre)# mtu 1416

YctaHoBUM 3HauveHue ttl:

esr(config-gre)# ttl 16

OTknoumm firewall:

esr(config-gre)# ip firewall disable
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3apagum IP-agpec GRE-TyHHens:

esr(config-gre)# ip address 10.10.0.5/24

MNepeBeaémM GRE-TyHHenb B mutipoint pexum 415 BO3MOXXHOCTW COEAMHEHNSI C HECKOMbKUMU TOUKaMU:

esr(config-gre)# multipoint

Mepengém Kk HacTpoiike NHRP. HacTporm oTnpasky My/IbTUKACTOBbIX PACChI/IOK B AVHAMUYECKN
y3HaBaeMble agpeca:

esr(config-gre)# ip nhrp multicast dynamic

Mpon3BefémM HACTPOIKY NPOTOKOMA ANHAMUYECKO MapLupyTusaummn ansa Hub. B npumepe ato 6yaet
BGP.
MockonbKy B npumMepe ncnosnb3yetcst eBGP Heo6xoanMmMo sIBHO paspeLlnTb aHOHCMPOBaHWE NoAceTel:

esr(config)# route-map PERMIT_ALL
esr(config-route-map)# rule 1

esr(config)# router bgp 65005

esr(config-bgp)# neighbor 10.10.0.8
esr(config-bgp-neighbor)# remote-as 65008
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# neighbor 10.10.0.4
esr(config-bgp-neighbor)# remote-as 65004
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# address-family ipv4 unicast
esr(config-bgp-af)# exit

esr(config-bgp)# enable

esr(config-bgp)# exit

MpounsBeném HacTpoiiky IPsec gnsa Hub:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit
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esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

MpussikeM IPsec kK GRE-TyHHes10, YTO6bI KMEHTbI MOM/IM YyCTaHaBNMBaTh LWMGPOBaHHOE COeANHEHME:

esr(config)# tunnel gre 5
esr(config-gre)# ip nhrp ipsec IPSECVPN dynamic

Bkntounm pa6oty NHRP 1 cam TyHHenNb:

esr(config-gre)# ip nhrp enableesr(config-gre)# enable

3. KoHdhurypupoBaHue Spoke
Mpoeeném cTtaHgapTHyHO HacTpoliky DMVPN Ha TyHHene:

esr# configure

esr(config)# tunnel gre 8

esr(config-gre)# mtu 1416

esr(config-gre)# ttl 16

esr(config-gre)# multipoint
esr(config-gre)# ip firewall disable
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.8/24

YKa3biBaeM, CKO/IbKO BPEMEHU 6y,u,eT XPaHUTLCA 3alnCb O KITIMEHTE Ha CepBepe:

esr(config-gre)# ip nhrp holding-time 300
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Yka3blBaeM TyHHesnbHbI agpec NHS:

esr(config-gre)# ip nhrp nhs 10.10.0.5/24

3afaayM COOTBETCTBME TYHHE/IbHOMY afjpecy — peasibHblii:

esr(config-gre)# ip nhrp map 10.10.0.5 150.115.0.5

HacTtpoum mynsTukactoByto pacceinky Ha NHRP-cepsep:

esr(config-gre)# ip nhrp multicast nhs

MpousBeaém HacTpoiiky BGP ans spoke. lNMockonbKy B npumepe ncnonb3yetcs eBGP HeobxoamMmo sBHO
paspeLmnTb aHOHCMPOBaHWe NOACETEN:

esr(config)# route-map PERMIT_ALL
esr(config-route-map)# rule 1

esr(config)# router bgp 65008

esr(config-bgp)# neighbor 10.10.0.5
esr(config-bgp-neighbor)# remote-as 65005
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# address-family ipv4 unicast
esr(config-bgp-neighbor-af)# route-map PERMIT_ALL out
esr(config-bgp-neighbor-af)# enable
esr(config-bgp-neighbor-af)# exit
esr(config-bgp-neighbor)# exit

esr(config-bgp)# address-family 1ipv4 unicast
esr(config-bgp-af)# exit

esr(config-bgp)# enable

Mpounseeném HacTpoiiky IPsec. Mpu cozganun wntosa npotokona IKE ana NHS, ykaxxem KOHKpeTHble
azipeca HasHaueHus. A npu cosgaHmm winto3a IKE ana NHC — agpec HasHauveHus 6yaet any:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aesl28
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW_HUB
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit
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esr(config)# security ike gateway IKEGW_SPOKE
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN_HUB
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_HUB
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security ipsec vpn IPSECVPN_SPOKE
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ke establish-tunnel route
esr(config-ipsec-vpn)# ke gateway IKEGW_SPOKE
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueshkem IPsec K GRE-TYHHENIO A/151 BO3MOXHOCTW YCTAHOBMEHNS LLIMGIPOBAHHOIO COeAMHEHUSI C
CEPBEPOM U C APYrMMMN KNNEHTaMIU CETU:

esr(config)# tunnel gre 8

esr(config-gre)# ip nhrp ipsec IPSECVPN_HUB static
esr(config-gre)# ip nhrp ipsec IPSECVPN_SPOKE dynamic

Bkntounm pa6oty NHRP 1 cam TyHHeNb:

esr(config-gre)# 1ip nhrp enable
esr(config-gre)# enable

CoxpaHuM KoHMrypaumio:

esr# commit
esr# confirm
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& [nsa ucnonb3oBaHua firewall Heo6xoaMMO Npon3BecTU ero HacTPoiiky. B gaHHOM
npumepe firewall 6611 OTKIHOUEH.

CoctosHne NHRP-3anuceii MOXXHO NOCMOTPETb KOMaHA0iA:

esr# show 1ip nhrp peers

Oumnctnte NHRP-3anmMcn MoXxHO KoMaHAaoi:

esr# clear ip nhrp peers

9.2.3 Mpumep HaACTPOIKM 2

3apgaua:

OpraHunzosatb DMVPN mexay othmncammn KomnaHum ¢ cootsetcTBytowmmm nogcetamm LANT u LAN2,
ncnonb3yss mGRE-TyHHenu, NHRP (Next Hop Resolution Protocol), npoTokon gnHamuueckoii MapLupyTusamm
(OSPF), IPsec. B Haluem npumepe y Hac 6yaeT HUB-mapwpyTusaTtop v gga dmnunana. HUB — ato DMVPN-
cepsep (NHS), a unuansi — DMPVN-knneHTbl (NHC).

LAN 1 192.168.1.0/24

HUB

tunnel ip
10.10.0.1/28
(area 10.10.0.0)

ip 150.115.0.5/30

ip 150.115.0.6/30

ip 180.100.0.8/30

tunnel ip ip 140.114.0.6/30

10.10.0.2/28
(area 10.10.0.0)

tunnel ip
10.10.0.3/28
(area 10.10.0.0)

LAN 2 192.168.2.0/24

ip 180.100.0.10/30 ip 140.114.0.5/30

SPOKE 1 SPOKE 2

Mpwn ncnonb3oBaHun cxemobl DMVPN Heobxoaumo, utobsl HUB siBnsanca DR-mapLupyTtnsatopom. Takum
06pas3om, MapLUpyTbl I0Ka/IbHbIX noaceTel spoke 1 1 spoke 2 6yayT peTpaHcnnposBaTbes vyepes hub.

HUB BHewHuin IP-agpec — 150.115.0.5;
SPOKE-1 BHewHui IP-agpec — 180.100.0.10;
SPOKE-2 BHewwHui IP-agpec — 140.114.0.4.
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Mapametpsbl IPsec VPN:
IKE:

* rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudpposaHuna: AES128;
* anroputm ayteHtudmkaumm: MDS5.

IPsec:

* rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudpposaHuna: AES128;
* anroputm ayteHtudmkaumm: MDS.

PelwweHue:

1. KoHdpurypuposaHune HUB:
MpeasapuTensHoO HacTpoum npotokost OSPF:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 77.77.77.77
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTponm nHTepdeiic 1 onpeaenvm NPUHaANEXHOCTb K 30He 6€30MacHOCTHU:

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 150.115.0.5/30
esr(config-if-gi)# exit

HacTtpoum GRE-TyHHENb, onpeaenm NnpuHaaiexHoCcTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-

TyHHene, Hactpoum NHRP n Bkntoumm TyHHenb n NHRP komaHgoli enable. Yto6bl HUB ctan DR,

H606XOAVIMO BbICTABUTb MaKCMaslbHbIl NPUOPUTET:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 150.115.0.5
esr(config-gre)# ip address 10.10.0.1/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 255
esr(config-gre)# ip ospf

esr(config-gre)# ip nhrp multicast dynamic
esr(config-gre)# 1ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit
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Cosgaamm ctatuyeckme MapLupyTbl 418 nogceten nHtepderico spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 180.100.0.8/30 150.115.0.6
esr(config)# ip route 140.114.0.4/30 150.115.0.6

Mpou3sBeném HacTpoiiky IPsec gns HUB:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security 1ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aesl128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit
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MpuBskem IPsec k GRE-TYHHenN0, YTO6bI KNIMEHTLI MOIIN YCTaHAB/IMBATb LUMPOBAHHOE COeAVHEHME:

esr(config)# tunnel gre 1
esr(config-gre)# ip nhrp ipsec ipsec_spoke dynamic
esr(config-gre)# exit

2. KoHdpurypuposaHue SPOKE:
MpeaBapuTensHoO HacTpoum npotokos OSPF ¢ aHoHcupoBaHnem noacet LANT:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 1.1.1.1
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# network 192.168.1.0/24
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTpoum nHTepdeiic 1 onpefenm NpUHaANEXHOCTb K 30He 6e30MacHOCTM:

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.10/30
esr(config-if-gi)# exit

HacTtpoum GRE-TyHHeNb, onpeaenm NnpuHaaieXxHocTb K 30He 6e3onacHocTu, HacTpoum OSPF Ha GRE-
TyHHene, Hactpoum NHRP n Bkntoumm TyHHenb n NHRP komaHpoli enable. Uto6bl HUB ctan DR,
Heo6X0AMMO BbICTaBUTb MUHMMaJ/TbHBIA NPUOPUTET Ha spoke:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.2/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 0
esr(config-gre)# 1ip ospf

esr(config-gre)# ip nhrp holding-time 300
esr(config-gre)# ip nhrp map 10.10.0.1 150.115.0.5
esr(config-gre)# ip nhrp nhs 10.10.0.1/28
esr(config-gre)# ip nhrp multicast nhs
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit
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Cos3gaamm ctatuyeckme MapLupyTbl 418 nogceten nHtepderico spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 150.115.0.4/30 180.100.0.9
esr(config)# ip route 140.114.0.4/30 180.100.0.9

Mpousseném HacTpoiiky IPsec gns SPOKE:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway ike_hub

esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security -ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aesl128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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esr(config)# security 1ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security 1ipsec vpn ipsec_hub
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# type transport
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_hub
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueskem IPsec k GRE-TyHHes0, AN BO3MOXHOCTW YCTAHOBNEHUSA WNGPOBAHHOIO COeAVMHEHUS C
cepBepoM 1 C APYTMMW K/IMEHTAMU CETU:

esr(config)# tunnel gre 1
esr(config-gre)# ip nhrp ipsec 1ipsec_hub static

esr(config-gre)# ip nhrp ipsec 1ipsec_spoke dynamic
esr(config-gre)# exit

3. CoctosHue NHRP-3anuceil MOXXHO NOCMOTPETb KOMaHAOiA:

esr# show ip nhrp
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4. [lononHnTeNbHO B security zone-pair untrusted self Heo6xoaymo paspelmnTs npoTokosbl Anst GRE over
IPSec-TyHHeNs, a Takke g5 npotokona OSPF:

esr(config)# object-group service ISAKMP_PORT
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# port-range 4500
esr(config-object-group-service)# exit
esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP_PORT
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol gre
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 3
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 4
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol ospf
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

9.3 Hacrtpoiika L2TPv3-TyHHenemn

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTtokon Ansi TYHHENMPOBaHNSA NAKETOB 2 YPOBHS MOAE/NN
OSI mexay asyms IP-y3namn. B kayecTBe uHKancynmpyrowero npotokona ncrnonedyertca |IP vnan UDP. L2TPv3
MOXET MCMOo/b30BaThCs Kak anbtepHaTea MPLS P2P L2VPN (VLL) ans opraiusaumu VPN ypoBHsi L2. B
MapLupyTtusartope ESR peanusoBaHbl ctatndeckue Heynpasnsemble L2TPv3-TyHHeNn, To eCTb TYHHENN
CO34al0TCH BPYUYHYIO MyTEM KOH(PUIypmpoBaHUA Ha I0Ka/IbHOM 1 yaaieHHOM y3nax. MapameTpbl TYHHeNs Ha
KaoKJ0M 13 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1aCOBaHHbIMU /1M NEPEHOCKMbIE laHHble He byayT
[lekancympoBarbCs NapTHEPOM.

9.3.1 ANroputM HacCTpPOIiKK

War OnucaHue KomaHpga Knoun
1 CkoHdchurypuposatb L3-uHTepgeiic, ot

KoToporo 6yaet ctpoutbest L2TPv3-

TYHHEb.
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LWar OnucaHue

2 Co3pgatb L2TPv3-TyHHesNb 1 nepeiitn B
pexvM ero KOHUryprpoBaHusl.

3 YKasaTb onvcaHue KOHUrypmpyemoro
TYHHens (He 06a3aTe/bHO).

4 YcTtaHoBUTL NIoKasibHbIN IP-agpec ans
YCTaHOBKWN TYHHENS.

5 YcTtaHOBUTL yaaneHHsblii IP-agpec ans
YCTaHOBKU TYHHENS.

6 Bbibpartb MeTo4 MHKancyauum ans
TyHHens L2TPv3.

7 YCTaHOBUTb IOKaS1bHbINA
naeHTndrkaTop ceccum.

8 YCTaHOBUTb YAasieHHbIN
naeHTnrkaTop ceccum.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

Knoun

esr(config)# tunnel 12tpv3 <INDEX> <INDEX> - ngeHTtuchmkarop

esr(config-12tpv3)# description
<DESCRIPTION>

esr(config-12tpv3)# local address
<ADDR>

esr(config-12tpv3)# remote
address <ADDR>

esr(config-12tpv3)# protocol
<TYPE>

esr(config-12tpv3)# local session-
id <SESSION-ID>

esr(config-12tpv3)# remote
session-id <SESSION-ID>

TYHHENs B AnanasoHe:

+ ansi ESR-10/12V(F)/
15/15R/15VF - [1..10];

« nns ESR-20/21/30/31/
100/200 - [1..250];

+ ana ESR-1000/1200/
1500/1511/1700/
3100/3200/3200L/
3300 - [1..500].

<DESCRIPTION> — onucaHue
TYHHeNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ADDR> - IP-agpec
NOKas1bHOrO LW/H03a, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas 4yacTb NpYHUMaeT
3HaueHus [0..255].

<ADDR> - IP-agpec
JIOKaUTbHOTO L0333, 3aJaéTcs
B Buae AAA.BBB.CCC.DDD, rge
KakAast 4yacTb MPUHMMAET
3HaveHus [0..255].

<TYPE> — T1n nHkancynsauumu,
BO3MOXHbl€ 3HAYEHUS:

* ip — nHkancynsaums B IP-
naker;

+ udp - vHkancynsaums B
UDP-gevitarpaMmmsl.

<SESSION-ID> -
naeHTnmkaTop ceccum,

NPYHUMAET 3HaYeHNS
[1..200000].

<SESSION-ID> -
noeHTnrkaTop ceccum,

MPYHMMAaET 3HaYeHUs
[1..200000].
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11

12

13

14

OonucaHue

Onpeaenutb NokanbHbiii UDP-nopT
(ecnu B kKauecTBe MeToAa
MHKancynsauum 6bin BbibpaH UDP
npoToKon).

Onpepenntb yaaneHHblin UDP-nopT
(ecnu B kauecTBe meToAa
WHKancynsauum 6uin BbibpaH UDP-
npoToKon).

HasHaunTb LWMpoKoBeLLaTe NbHbI
JoMeH ansa nHkancynsaumm B L2TPV3-
nakeTbl AAHHOTO TYHHEess.

AKTVBMPOBATb TYHHESb.

Ykaszartb pasmep MTU
(MaximumTransmitionUnit) gns
TyHHenel (He 06s13aTe/bHO).
MTU 6onee 1500 6yaeT akTUBHO

TOJIbKO B C/1iyvae npumMmeHeHnsa KomaHabl

"system jumbo-frames".

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-12tpv3)# local port
<UDP>

esr(config-12tpv3)# remote port
<UDP>

esr(config-12tpv3)# bridge-group
<BRIDGE-ID>

esr(config-12tpv3)# enable

esr(config-12tpv3)# mtu <MTU>

OnpesfenuTb NokasibHOE 3Ha4YeHne

cookie ansi 4ONONHUTENbHO NPOBEPKU
COOTBETCTBMSI MEX/y nepesaBaeMbIMU
[aHHbIMU 1 ceccureli (He 06a3aTesbHO).

esr(config-12tpv3)# local cookie
<COOKIE>

Knoun

<UDP> — Homep UDP-nopta B
JAnanasoHe [1..65535].

<UDP> — Homep UDP-nopTa B
JAnanasoHe [1..65535].

<BRIDGE-ID> -
NAEHTUDVKALNOHHBI HOMEp
MOCTa, NPUHUMAET 3HAYEHNS B
[nanasoHe:

+ ansi ESR-10/12V(F)/
15/15R/15VF - [1..50];

+ ana ESR-20/21/30/31/
100/200 - [1..250];

+ nns ESR-1000/1200/
1500/1511/1700/
3100/3200/3200L
3300 - [1..500].

<MTU> - 3HauyeHne MTU,
NPUHUMAET 3HAYEHUS B
AunanasoHe:

« ons ESR-10/12V(F)/15/
15VF/15R -
[1280..9600];

* ana ESR-20/21/30/31 -
[1280..9500];

« ans ESR-100/200/1000/
1200/1500/1511/1700/
3100/3200/3200L
3300 - [1280..10000].

3HayeHue no ymosiyaHuio:
1500.

<COOKIE> - 3HaueHne COOKIE,
napameTp nNpuMHUMaeT
3HauYeHus ANNHOI BOCeMb UK
LLecTHaaLUaTb CUMBOJIOB B
LUeCcTHaAUaTePUYHOM BUAE.

200



CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

War OnucaHue KomaHpa Knoun

15 Onpepenntb yaaseHHoe 3HadeHne esr(config-12tpv3)# remote cookie <COOKIE> — 3HaueHne COOKIE,
cookie ans gononHuTensHoi nposepkn  <COOKIE> napameTp npuHUMaeT
COOTBETCTBUS MEXAY nepegaBaembiMm 3Ha4YeHWsa 4IMHO BOCEMb Un
[laHHbIMU 1 ceccueit (He 06si3aTesibHO). LWecTHaauaTb CMMBO/IOB B

wecTtHaguarepnyHom suae.

16 3aaaTb MHTEpBa BpeMeHH, 3a kotopblii  esr(config-12tpv3)# load-average  <TIME> — nHTepBan B
ycpeaHsieTcsl cTaTucTvka o Harpyske Ha  <TIME> cekyHzax, npuHumaeT
TyHHese (He 0653aTesibHO). 3HaueHus [5..150].

3HaueHve No yMoiyaHuio: 5.

17 BKOUMTb 3anNncb CTATUCTUKN esr(config-subif)# history
CNONb30BaHUS TEKYLLLETO TYHHeNs (He  statistics
0653aTe/bLHO).

Takke gns L2TPv3-TyHHeNs BO3MOXHO HaCTpOUTb:

*+ QoS B 6a30BOM W/IM paclUMpPEHHOM pexnmax (CM. pasaen YrnpaeneHne QoS);
* dpyHKumoHan BRAS (cMm. pasgen Yrnpaenenvie BRAS (Broadband Remote Access Server)).

9.3.2 Mpumep HacTpoiikm L2TPv3-TyHHens

3apgaua:

OpraHuzosarb L2 VPN mexay odoucamu KomnaHum yepes IP-ceTb, ncnosnb3ysa N8 TyHHeIMpoBaHua Tpadonka
npotokon L2TPv3.

* B KauyecCTBe MHKancy/mpyLero npotokona ucnosnb3yetrcs UDP, Homep nopTa Ha /1oKasibHOM CTOPOHE U
HOMep nopTa Ha CTopoHe napTHepa 519;

* B Ka4yecTBe NIOKaUIbHOrO LW/It3a 418 TyHHens ucnoneayetcs IP-agpec 21.0.0.1;

* B KauyecTBe y[as/ieHHOro Wwink3a s TyHHens ncnonedyetcs IP-agpec 183.0.0.10;

* NAEHTMANKATOP TYHHENS Ha NTOKasIbHON CTOPOHE paBeH 2, Ha CTOPOHE napTHepa 3;

* ngeHTudmkaTop ceccum BHyTpu TyHHensa paseH 100, Ha ctopoHe napTHepa 200;

* B TyHHe/Nb Hanpasum Tpaduk u3 bridge c ngexntuncukaropom 333.

Rl

TyuHens L2TPv3

201



CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

PelwweHue:

& nMNpepBaputenbHo Heo6xogumo B firewall paspewunTs BxogAwwmii Tpadmk no nporokony UDP ¢
noptom otnpasutens 519 n noptom HasHaueHusa 519.

Cozgagum TyHHenb L2TPv3 333:

esr# configure
esr(config)# tunnel 12tpv3 333

YKaxxeM nokasibHbIli 1 yaaneHHblii w3 (IP-agpeca nHtepdeicos, rpadudaimyx ¢ WAN):

esr(config-12tpv3)# local address 21.0.0.1
esr(config-12tpv3)# remote address 183.0.0.10

YKaxkem TuN MHKancympyoLLero npotokona n Homepa UDP-nopToB.:

esr(config-12tpv3)# protocol udp
esr(config-12tpv3)# local port 519
esr(config-12tpv3)# remote port 519

YKakeM MAeHTUGMKATOPbl CECCUM BHYTPU TYHHENS /1 NTOKA/IbHOW 1 YAANEeHHO CTOPOH:

esr(config-12tpv3)# local session-id 100
esr(config-12tpv3)# remote session-id 200

YcTaHoBUM NpuHaanexHocTb L2TPv3-TyHHeNA K MOCTY, KOTOPbIN AO/MKEH ObITb CBA3aH C CETbIO YAA/IEHHOIO
odonca (HacTpoiika MocTa paccMaTpuBaeTcst B NyHkTe [puviep HacTpoliku bridge anst VLAN v L2TPv3-
TyHHens):

esr(config-12tpv3)# bridge-group 333
Bktounm paHee co3faHHbIi TYHHENb U BblIAgeM:

esr(config-12tpv3)# enable
esr(config-12tpv3)# exit

Co3pafmm cab-mHTepdenc ans kKoMMmyTauum Tpadirka, NOCTYNatoLWEro U3 TYHHENS, B JIOKa/IbHYH CETb C TETOM
VLAN id 333:

esr(config)# interface gi 1/0/2.333

YcTaHOBMM NPUHAANEXHOCTb cab-nHtepdieiica K MOCTY, KOTOPbIV AO/MKEH ObiTb CBSI3aH C JTIOKa/IbHOWN CETbI0
(HacTpoiika MocTa paccmaTpuBaeTtcs B NyHKTe HacTpoiika PPP uepes E1):

esr(config-subif)# bridge-group 333
esr(config-subif)# exit

202



CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Mocne NpUMEHEHUsT HACTPOEK TpaduK BYAET MHKaNCYNMPOBATLCS B TYHHENb U OTNPABASATLCS NapTHepPY,
He3aBUCKUMO OT Ha/IMuna L2TPv3-TyHHeNs 1 NpaBUIbHOCTM HACTPOEK C ero CTOPOHBI.

HacTpolikn TyHHens B yaaneHHOM odumce [O/KHbI ObiTh 3epKasibHbIMU STOKasIbHbIM. B KayecTBe N0KasibHOro
LwI03a fomkeH ncnosnb3osatscs IP-agpec 183.0.0.10. B kavecTBe yAaneHHOro LWio3a AO/KeH
ncnonb3osatbces IP-agpec 21.0.0.7. Homep nopTa UHKarncy/mpyoLLero NnpoTokona Ha /1I0KasIbHON CTOPOHE 1
CTOpOHe naptHepa 519. iaeHTudmkaTop ceccum BHYTpY TYHHENA Ao/mKeH 6biTb paBHbiM 200, Ha cTopoHe
naptHepa 100. Takxe TyHHEeNb AO/HKEH NPUHAA/IeXaTb MOCTY, KOTOPbIi HEOBX0AMMO COeANHUTL C CEThIO
napTHepa.

CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOM&HAOVII
esr# show tunnels status 12tpv3 333

CueTumku BXO4ALLNX N OTNPaB/1IEHHbIX MNakKeTOB MOXXHO NOCMOTPETb KOM&H,EI,OVII
esr# show tunnels counters 12tpv3 333

KoHdurypauumo TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show tunnels configuration 12tpv3 333

9.4 Hacrtpolika IPsec VPN

IPsec — 3To Ha6op NPOTOKO/IOB, KOTOPbIE 06ECMNEUMBAOT 3alUUTY NepeaaBaeMbiX C NOMOLLbIO IP-npoTokona
AaHHbIX. [JaHHbI HA60P NPOTOKO/0B NO3BO/SIET OCYLLECTB/IATL NOATBEPXAEHNE NOASIMHHOCTY
(ayTeHTudmKaLyio), NPOBEPKY LIE/TOCTHOCTM 1 WdhpoBaHue |P-NakeToB, a Takke BK/IHOYAET B CE6SI MPOTOKO/ b
ANS 3alMLLEHHOTO 06MeHa K/YaMu B ceTu IHTEpHET.

9.4.1 Anroputm HacTtpoiiku Route-based IPsec VPN

War OnucaHue KomaHpa Knoun
1 Cosgatb VTI-TyHHeNb 1 nepentu B esr(config)# tunnel vti <TUN> <TUN> — nmsa TyHHens
PEeXUM ero KoHUryprpoBaHmsi. ycTpolicTBa.
2 Ykazatb siokanbHblii IP-agpec VTI- esr(config-vti)#local address <ADDR> — IP-agpec
TYHHens. <ADDR> NoKas1bHOTO LWto3a.
3 Ykasatb yganeHHbiin IP-agpec VTI- esr(config-vti)#remote address <ADDR> — IP-agpec
TYHHens. <ADDR> yAQ1EHHOTO LW03a.
4 YcTaHoBUTh IP-aipec nokanbHoi esr(config-vti)# ip address <ADDR/ <ADDR/LEN> - IP-agpec u
CTOpPOHbI VTI-TyHHENS. LEN> npedukc nogceTy 3a4aéTcs B

Buae AAA.BBB.CCC.DDD/EE,
roe kaxaas yacte AAA — DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npuHumaeT 3HayeHus
[1..32].

203



LWar

10

11

12

OonucaHue

Bxknwountb VTI-TYHHENb B 30HY

6e30nacHOCTV N HACTPOUTL Npasuna
B3aVMOAENCTBUSA MeXy 30HamMu Uin
oTkntounTs firewall ana VTI-TyHHens.

BKMOUNTb TYHHEND.

Cospatb IKE-npochunb 1 nepeintn B
PeXnM ero KOHOUryprpoBaHus.

YKaszarb onvcaHue KOHUryprupyemoro
IKE-npochuns (He o6s13aTeNbHO).

OnpepennTb anroputm
ayTeHTudukaumu ans IKE (He
06513aTe/bHO).

OnpeaennTb anropuT™ WMpPoBaHUs
ans IKE (He o6a3aTesnbHO).

Onpepnenutb HoMep rpynnbl Auddu-
XannmaHa (He 06s3aTesibHO).

Cosgartb IKE-nonnTrky n nepeintn B
pexuM eé KOHUrypnupoBaHus.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-vti)# security-
zone<NAME>

esr(config-vti)# ip firewall disable

esr(config-vti)#enable

esr(config)# security ike proposal

<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOI A0 12 CMMBO/IOB.

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<DESCRIPTION> — onucanue
TYHHenNs, 3a4aéTcs CTPOKOi Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

3HaueHue No yMoMYaHuio:
shal.

<ALGORITHM> - npotokon
LUMcbpoBaHUs, NpUHMMaET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHne No yMoN4YaHuto:
3des.

<DH-GROUP> — Homep rpynnbl

Onddom-XannmaHa, npuHumaeT
3HaueHus [1, 2, 5,14, 15,16, 17,
18].

3Ha4veHue Mo ymonyaHuio: 1.

<NAME> - umsa nonutuku IKE,
3agaéTcsa cTpokoit Ao 31
cumBosna.
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OonucaHue

Onpefenntb pexum ayTeHTudukaumm
IKE (He 06s13aTe/bHO).

3aaatb BPems XW3HW CoeayHeHus
npotokona IKE (He o6s3aTensHo).

Mpueasatb IKE-npodunb Kk IKE-
NOMUTMKE.

YKaszartb Koy ayTeHTUdMKaLmm
(o6s3aTENbHO, EC/IN B KAYecTBe
pexuma ayTeHTUhMKauumn BelbpaH pre-
shared-key).

Cosgartb IKE-L3 1 nepentn B pexnm

€ro KoHUrypupoBaHus.

MpuesasaTb IKE-nonntuky K IKE-wnto3sy.

YkazaTb Bepcuto IKE (He o06s13aTenbHo).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-policy)#

authentication method <METHOD>

esr(config-ike-policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)# pre-
shared-key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

Knoun

<METHOD> - meToz
ayTeHTUdMKaLMm Kova.
MOXeT NPUHUMATL 3HaYEHWS:

+ pre - shared - key -
MeToA, ayTeHTuhukauuy,
NCMOSb3YIOLLNIA
npeaBapuTensHo
MOyYeHHbIE KUK
WwnppoBaHus;

+ public - key — meToz
ayTeHTudmkauun,
NCMOSb3YIOLLNIA
cepTmdmkar.

3Ha4veHVe No yMO4aHuio: pre-
shared-key.

<SEC> — nepuof BpemeHu,
MPYHMMAET 3HaYeHUs
[4 ..86400] cekyHa.

3Ha4yeHVe No yMo4aHuio:
10800.

<NAME> - nms npodmns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII-
CMMBOJIOB.

<NAME> - nms wno3a
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<NAME> - 1ms nonuTunkm
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<version> — Bepcus IKE-
npotokona: v1-only unu v2-only.

3HaueHre no ymonyaHuio: v1-
only.
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26

OonucaHue

YCTaHOBUTL PEXuUM nepeHanpasneHuns
Tpadhvka B TyHHerb — route-based.

Ykaszartb fgelicteue ans DPD (He
06513aTe/bHO).

YkasaTb HTEepBa Mexay OTnpaBKoii
cooblLLeHnit MexaHnamom DPD (He
0653aTe/bLHO).

YkazaTtb nepuo BpeEMEHU AJ1s OTBETA
Ha coobLeHNs MmexaHnama DPD (He
06513aTe/bHO).

OTKNOUNTb BO3MOXHOCTb MHULMATOPY
COeAVHEHUSI U3BMEHUTb CBOO TOUKY
noaknoueHus k cetu (route-based
IPsec nogaepxunsBaeT ycTaHOBKY
COeVHEHUs TOIbKO CO CTATUYHOIO

afpeca).

Mpueaszatb VTI-TyHHenb K IKE-unio3y.

Cozgarb B IPsec-npocunb.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)# mode route-

based

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)# dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# mobike
disable

esr(config-ike-gw)# bind-interface

vti <VTI>

esr(config)# security ipsec
proposal <NAME>

Knoun

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeycTaHaB/IMBaeTCs;

+ clear - coeguHeHne
ocTaHaBNMBaeTCs;

+ hold - coeanHeHne
noaAepXxunBaercs;

* none — MexaHusMm
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpvHUMaeTcs.

3Ha4YeHne No YyMON4YaHuo:
none.

<SEC> — nHtepBan mexay
OTMpPaBKOW CO0BLEHW
mexaHu3mom DPD, npuHumaet
3HayeHus [1..180] cekyHa.

3HayeHue no yMoyaHuio: 2.

<SEC> — nepuog BpemeHu s
OTBETa Ha co0bLLeHns
mexaHn3ma DPD, npuHnmaet
3HaueHus [1..180] cekyHa.

3Ha4veHune no ymonyanuto: 30
CEKyHA,

<VTI> — ngeHTumKaunoHHsbIl
HoMmep uHTepdeiica VTI.

<NAME> - nmsa npoduns
npotokona IPsec, 3anaétca
cTpokoii go 31 cumBona.
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27 OnpepennTb anroputm
ayTeHTudmkaumm ans IPsec (He
06513aTe/bHO).

28 Onpenenntb a/iropuTM LWMGPOBaHUSA

ans IPsec (He 06a3aTe/bHO).

29 YKasaTb NpoTOKO/1 MHKaNCyNauum anis
IPsec (He 0653aTe/NbLHO).

30 Cospgartb IPsec-nonuTuky n nepeintn B
PEeX1M €€ KOH(UIypupoBaHmsi.

31 MpuBsasaTb IPsec-npoduss K IPsec-
nosMTUKe.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

Knoun

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

3Ha4YeHne No YyMoN4YaHuo:
sha1.

<ALGORITHM> - npoTtokon
LUncbpoBaHus, NpUHMMaeT
3HauyeHwust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHWe No yMoN4YaHuto:
3des.

<PROTOCOL> -
VHKaNCy/IMpyoLLMiA MPOTOKOS,
MPVHUMAET 3HAYEHUS:

+ ah — paHHbIVi NpoTokon
OCYLLLECTB/IAET TOJSIbKO
ayTeHTUuKaLmo
Tpaduka, WndposaHue
[OaHHbIX He
BbIMNOJIHAETCS;

* esp — [aHHbI NPOTOKON
ocylecTsnseT
ayTeHTUrKaLmio 1
LWwdopoBaHue Tpaduka.

3HayeHve no yMonyaHuio: esp.

<NAME> - nms nonuTukn
IPsec, 3agaétca cTpokoit fo 31
cumBosa.

<NAME> - nmsa npodouns
npoTtokona IPsec, 3anaétca
cTpokoii go 31 cumsona.
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32

33

34

35

36

OonucaHue

3agatb Bpems xu3Hu IPsec-TyHHens

(He o6si3aTeNbHO).

Cosgatb IPsec VPN v nepeitun B pexum

KOHCOMIyprpoBaHus.

Orlpe,u,enMTb PeXunm cornacoBaHuA
OaHHbIX, HEO6XO,CI|I/IMI:IX Ona aktmeauunn

VPN.

Mpueasatk IPsec-nonutuky K IPsec-

VPN.

3apatb 3HaveHne DSCP ans
ncnosib3oBaHus B IP-3aronoBske

ncxogswmx naketos IKE-npotokona (He

06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec- policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsec vpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)# ike ipsec-

policy <NAME>

esr(config-ipsec-vpn)# ike dscp
<DSCP>

Knoun

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN NPONCXOANT
nepecoriiacoBaHue.
MpuHUMaeT 3Ha4eHus
[1140..86400] cekyHa,

<PACKETS> - KonmyecTBo
nakeTos, Nnocsie nepegayn
KOTOPOro npoucxoaut
nepecornacosaHue IPsec-
TyHHens. MNpuHUMaeT 3HaveHus
[4..86400].

<KB> — o6bem Tpaduka, nocne
nepegayu KoToporo
npovicxogut
nepecornacosaHue IPsec-
TyHHens. MNprHUMaeT 3Ha4eHns
[4..4608000] cekyHa,

3HayeHune no ymosyaHuio:
28800 cekyHA.

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NosIUTUKN, 3ala€TCcA CTpOKa A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NpUHMMAaET 3HaYeHUs B
AmnanasoHe [0..63].

3HaueHWe No ymonyaHuio: 63.
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37

38

39

40

OonucaHue

YctaHoBUTb pexunm aktusaunmn VPN.

Ocywecteutb npmeasky IKE-wnto3a K
IPsec-VPN.

YCTaHOBUTb 3HAYEeHUe BPEeMEHHOTO
VHTepBaa B CEKYHAAX, MO UCTEYEHUIO
KOTOPOro COeAVHEHME 3aKpbIBaEeTCS,
€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He
06513aTe/bHO).

OTKII0UNTE NepecoracoBaHve Kyei
[0 paspbiBa IKE-coeanHeHus no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)# ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)# ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coeguHeHne
aKTmBmpyeTcs
BCTPEYHOIi CTOPOHOIA;

*+ route — coeguHeHne
aKTuBupyeTcs npu
nosiBeHnn Tpaduka,
MapLUpPyTU3MPYyEMOrO B
TYHHenb;

+ immediate — TyHHeNb
aKTMBMpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.

<NAME> - nms IKE-Linto3a,
3agaétca cTpokoi ao 31
cumBona.

<TIME> - nHTepBan B
cekyHpax, npuHumaet
3HaveHus [4..86400].
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41

42

43

44

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOTO
pasbpoca 3Ha4yeHuii napaMeTpoB
margin seconds, margin packets,
margin kilobytes (He o6s3aTenbHo).

YkazaTb onvcanue ans IPsec-VPN (He
0653aTe/bLHO).

AktuBuposath IPsec VPN.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds, cm. 22.2.13).
MprHYMaeT 3HaYeHUs
[4..86400].

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HauyeHus [4..86400]

<KB> — 06bem Tpadmka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimekilobytes). MpuHumaeT
3HauyeHus [4..86400]

3Ha4veHne No yMO/IHaHuio:

* lepecornacosaHne
KNto4eii 4o ncteveHus
BpemeHu — 3a 540
CeKyHa.

+ lMepecornacoBaHne
KNto4eli 4o ncteveHus
obbema Tpadmka n
KO/IM4ecTBa NakeToB —
OTK/IHOHEHO.

<VALUE> — makcumanbHblIii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaueHne no ymon4aHuio:
100%

<DESCRIPTION> — onucaHue
npodonns, 3a4aéTcsa CTPOKOIA
00 255 cMMBO/IOB.
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9.4.2 Mpumep HacTpolikn Route-based IPsec VPN

ESR ESR
10.0.0.0/16 m 180.100.0.1 WAN 120.11.5.13 192.0.2.0/24
LAN : oy : LAN
R1 | | R2
i IPsec Tunnel '

3apgava:
HacTtpoutb IPsec-TyHHenb mexay R1 1 R2.

* R1 IP-agpec — 120.11.5.1;
+ R2 IP-agpec — 180.100.0.1.

IKE:

« rpynna Auddn-Xannmaua: 2;
« anroputm wudgposaHus: AES 128 bit;
* anropuTtm ayteHtudgumkaumm: MDS.

IP sec:

« anroputm wndpposaHus: AES 128 bit;
* anropuTtm ayteHtudumkaumm: MDS.

PewieHue:

& nNpepBaputensHo B firewall Heo6xogumo paspewntb npotokon ESP n ISAKMP (UDP-nopt 500,
4500).

1. KoHdourypuposaHuve R1
HacTpoum BHELLHWIA ceTEBOI MHTepdeinc 1 onpeaenum NPUHaANEXHOCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# dinterface gi 1/0/1
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

Cospgaavm TyHHenb VTI. Tpadmk 6yaet nepeHanpasnatbca yepes VTI B IPsec-TyHHenb. B kavecTse
JIOKa/IbHOTO 1 yAa/IeHHOro LW/03a ykasbiBatoTcs IP-agpeca nHtepdelicos, rpaHmyaiimnx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# local address 180.100.0.1
esr(config-vti)# remote address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3gatb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Co3gaamm cTaTuyecknin MapLupyT Ao yaaneHHoi LAN-cetu. Ans Kaxaoin NnoaceTun, KoTopasi HaxoauTcs
3a |IPsec-TyHHesiem, HY)XHO yka3atb maplpyT yepes VTI-TyHHenb:

esr(config)# ip route 192.0.2.0/24 tunnel vti 1

Cozganum npodunb npotokona IKE. B npodunie ykaxem rpynny Andpdpu-XannmaHa 2, anroputm
wudopoaHusa AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
nucnosnb3yrTca ang 3awutsl IKE-coegnHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaamm nonutuky npotokona IKE. B nonuTtuke ykasblBaeTcs cnmcok npodomneii npotokona IKE, no
KOTOPbIM MOTYT COI1acoBbIBATLCA Y3/1bl U K04 ayTEHTUIUKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodhnne ykasbiBaetcs VTI-TyHHeNb, NonmMTrka, Bepcus
NPOTOKO/A M PEXMUM NepeHanpaBneHus Tpaguka B TyHHenb. Moaaepxka MOBIKE oTkntouaeTtcs ans
route-based IPsec B 06s3aTeNbHOM NopsAKe:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# mobike disable
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Cosgaavm npochunb napameTpos 6e3onacHocTn ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCNONb3YTCA A5 3anTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit
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Coszgagum nonuTuky anst IPsec-TyHHensl. B nonuTrke ykasbiBaeTcsi CNMcok npodhuneit IPsec-TyHHens, no
KOTOPbIM MOTYT COF/1TaCOBbIBATLCS Y3/bl:

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

Cosganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npotokona, nonntuka IP sec-TyHHens, pexum
obmeHa K/o4YaMu 1 crnocob ycTaHoBIEHUA coefuHeHus. ocie BBoAa BCEX NapaMeTpoB BK/IOUMM
TYHHeslb kKoMaHAol enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

KoHdurypuposaHue R2
HacTpoum BHeLLHWIA ceTeBOI MHTepdeinc 1 onpeaenum NPUHaaNEeXHoCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

Cosgaanm TyHHenb VTI. Tpaduk 6yaeT nepeHanpasnsatbcs yepes VTI B IPsec-TyHHeNb. B kauecTse
NOKa/IbHOTO 1 yAaneHHoro Lw/o3a ykasbiBatloTcs IP-agpeca nHtepdeiicos, rpaHnyaimx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# remote address 180.100.0.1
esr(config-vti)# local address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit

[na HacTpolikn npaBmnn 30H 6e30nacHOCTU NoTpebyeTcst co3aarb NPoduab nopTa npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Co3gaavm ctaTuyecknini mappyT 4o yaaneHHol LAN-ceTu. NS kaxaon noaceTu, Kotopasi HaxoguTcs
3a IPsec-TyHHesieMm, HY)KHO yka3aTb mapupyT vyepes VTI-TyHHenb:

esr(config)# ip route 10.0.0.0/16 tunnel vti 1
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Cosgaavm npochusib npoTtokona IKE. B npodmne ykaxkem rpynny Andodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30NacHOCTH
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTca cnvcok npodpunei npotokona IKE, no
KOTOPbLIM MOTYT COI1aCoBbIBATLCA Y3/1bl U KNHOY ayTEHTU(IUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cozgagum w3 npotokona IKE. B gaHHOM npodoune ykasbiaetcsa VTI-TyHHeNnb, NonmMTuka, Bepcus
NPOTOKO/a U PEXUM nepeHanpasneHus Tpaduka B TYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Coszgaamm npodunab napaMmeTpoB 6e3onacHocT Ans IPsec-TyHHena. B npodiune ykakem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCNonb3yrTcs AN 3awmnTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COMMAaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM

TYHHeslb KoMaHaol enable:

esr(config)# security ipsec vpn ipsecl

esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll

esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit
esr(config)# exit

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security +ipsec vpn status ipsecl

KoHdmrypauumto TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

9.4.3 Anroputm HacTtpoiiku Policy-based IPsec VPN

War OnucaHue
1 Cosgartb IKE-3k3emMnnsp 1 nepentu B

PeXuM ero KOHUryprpoBaHusl.

2 YkasaTb onvcaHue KOHUrypmpyemoro
TYHHens (He 06a3aTe/bHO).

3 Onpefenutb anropuTm
ayTeHTudmkaumm ans IKE.

4 Onpegenntb afiropuTM LWMGIPOBaHUS
ans IKE.

5 Onpegenutb HoMep rpynnbl Auddoun-
Xannmaxa.

KomaHpa

esr(config)# security ike proposal

<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

Knrouun

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<DESCRIPTION> - onucaHue
TYHHenNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTMdmKaLun, NpuHMMaeT
3HadeHus: md5, shal,
sha2-256, sha2_384, sha2-512.

<ALGORITHM> — npoTtokon
LWwnppoBaHms, NpPUHUMaeT
3Ha4yeHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256¢tr, camellia128,
camellia192, camellia256.

<DH-GROUP> - Homep rpynnbl

Andhdomn-XannmanHa, npuHumaet
3HayeHus [1,2, 5,14, 15,16, 17,
18].
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10

11

12

13

OonucaHue

Co3patb nonutuky ana npoduns IKE n
nepeinTn B pexmnm eé
KOHUrypmpoBsaHus.

Onpenenutb pexmm ayTeHTuukaumnn.

3aaarb BPeMs XW3HU CoeayHeHUs
npotokona IKE (He 06s3aTenbHO).

MpwvBsA3aTh NONUTUKY K NPOUIO.

YKazathb Koy ayTeHTUdmKaumu.

Cospgatb w3 ana IKE n nepeiitn B

PEXUM Ero KOH(UIYpPUPOBAHUSI.

Mpueasatb nonuTtuky IKE.

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config)# security ike policy
<NAME>

esr(config-ike-policy)#
authentication method <METHOD>

esr(config-ike-policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

Knoun

<NAME> - umsa nonutuku IKE,
3agaétca cTpokoi ao 31
cumMmBoONa.

<METHOD> - meToz
ayTeHTUdVKaLMK K/Tova.
MOXeT NPUHUMATL 3HAYEHUS:

+ pre - shared - key -
MeToA, ayTeHTuhukauuy,
NCMOSb3YIOLLNIA
npeaBapuTesnibHo
MOyYeHHbIE K/THUN
LUMdopoBaHUS;

+ public - key — meToz
ayTeHTMdmKaumu,
NCMOSb3YIOLLNIA
cepTmdmkar.

<SEC> — nepuvopg BpemeHy,
NPUHUMAET 3HaueHus [4 ..
86400] cekyHa.

3HaueHne No ymonyaHuio:
10800.

<NAME> - nmsa npodpunsa
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII-
CUMBOJI0B.

<NAME> - nms wn3sa
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> - nms nonuTukn
npotokona IKE, 3agaétcsa
cTpokoii go 31 cumsona.

<version> — Bepcus IKE-
npotokona: vi-only unn v2-
only.
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14

15

16

17

18

19

OonucaHue

YCTaHOBUTb PEXMM NepeHanpasieHns
Tpadnka B TYHHENb.

Ykazartb feiicteue anst DPD (He
0653aTe/LHO).

YkasaTb UHTEPBa/T MEX/Y OTNPaBKoii
co06LLeHnit MexaHnamom DPD (He
0653aTe/bHO).

YKaszaTb nepuog BpemeHun 415 oteeta
Ha coo6LeHns mexaHusma DPD (He
06513aT€e/LHO).

OTKMOYNTb BO3MOXHOCTb MHULMATOPY
COEfVHEHNSI U3MEHUTb CBOK TOUKY
NoAKM0YEHNs K ceTn (He 06s3aTesbHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)#mode<MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# mobike
disable

esr(config-ike-gw)# version
<VERSION>

Knoun

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHE/b, MPUHUMAET 3HAYEHNS:

+ policy - based - Tpacuk
nepeHanpasnseTcs Ha
OCcHoBe
NPUHAANEXHOCTM K
yKa3aHHbIM B NO/IUTMKAX
noacertsam;

+ route - based - Tpadguk
nepeHanpasfnseTcs Ha
OCHOBE MapLUpyTOB,
LU/IO30M Y KOTOPbIX
ABNSAETCA TYHHENbHbI
NHTEpdIeic.

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeyctaHaB/MBaeTCs;

+ clear - coeanHeHue
ocTaHaBNMBaeTCs;

+ hold - coegnHeHmne
noaaepxvnBaeTcs;

* none — MexaHusMm
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpyHUMaeTcs.

<SEC> — nHTepsan mexay
OTMPaBKOW COOBLLEHW
mexaHu3smom DPD, npuHumaet
3HaueHws [1..180] cekyHa,

<SEC> - nepvog BpemeHun ans
oTBETa Ha coobLeHus
mexaHu3ma DPD, npyHumaet
3HayeHus [1..180] cekyHa.

<version> — Bepcus IKE-
npotokona: vi-only nnu v2-
only.
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20

21

22

23

OonucaHue

YctaHoBuTh IP nogcet oTnpasuTessi.

YctaHoBuTh IP-agpec nokasnsHoro
wno3a IPsec-tyHHens.

YctaHoBuTh IP-agpec yaaneHHoro
wnto3a IPsec-TyHHens.

YctaHoBuTb IP-agpec nogcetn
nonyvarens, a Takxe |IP-npoTokon n
nopT.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)# local network
<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)#local address
<ADDR>

esr(config-ike-gw)#remote
address <ADDR>

esr(config-ike-gw)# remote
network <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

Knoun

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3apaétcA B Buge
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE nprvHumaet 3HaueHun
[1..32];

<TYPE> - T1n npotokona,
NpUHMMAaET 3HaYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tep, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - naeHTUMKaLMOHHbI
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,
NpUHMMAET 3HaYEeHNS
[1..65535].

<ADDR> - IP-agpec
JIOKa/1IbHOTO LLU/03a.

<ADDR> - IP-agpec
yAaNeHHOro LW/3a.

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3a4aéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxxpgaa yactb AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..32];

<TYPE> — T1n npoTokona,
NMPUHUMAET 3HAYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> — naeHTMNKaLNOHHbI
Homep IP-npoTokona,
NPUHMMAET 3HaYEHNS
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,

NPYHUMAET 3HaYeHNs
[1..65535].
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24

25

26

27

28

29

OonucaHue

Cosgartb B npocunb IPsec.

OnpepennTb anroputm
ayTeHTUdpmkaumm ans IPsec.

Onpefenntb anropnt™ WNgpoBaHns
ans IPsec.

YkasaTb NpoToKos (He 06513aTeNbHO).

Co3pgatb nonutuky ana npoduns IPsec
N NepeinTn B pexum eé
KOHOUrypmpoBaHus.

MpuBsi3aTb NOMMTUKY K MPOUL0.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

Knoun

<NAME> - umsa npoduns
npotokona IPsec, 3agaértca
cTpokoit go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTuukaumm, npuHMMaeT
3HauveHus: md5, shal,
sha2-256, sha2_384, sha2-512.

<ALGORITHM> — npoTtokon
LWIMdpPOBaHUS, MPUHUMAET
3Ha4yeHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256¢tr, camellia128,
camellia192, camellia256.

<PROTOCOL> -
VHKaNCyMpyoLLuii NPOTOKON,
NPUHUMAET 3HAYEHNS

+ ah - paHHbIli NpoToKonN
OCYLLLECTB/ISAET TO/IbKO
ayTeHTMdmKaLmio
Tpadvka, wndposaHne
[JaHHbIX He
BbIMNOJIHAETCS;

* esp — AaHHbI NPOTOKON
ocylecTsnseT
ayTeHTUdMKaLmIo U
LMdppoBaHue Tpaduka.

3HayeHne No yMonyaHuio: esp.

<NAME> — nms nonuTuKn
IPsec, 3agaétca cTpokoii Ao 31
cumBona.

<NAME> - nmsa npoduns
npotokona IPsec, 3agaétca
cTpokoii go 31 cumsona.
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30

31

32

33

34

OonucaHue

3agatb Bpems xun3Hu IPsec TyHHens

(He o6si3aTeNbHO).

Cospatb IPsec VPN u nepeiitu B pexum

KOHCMIyprpoBaHus.

OnpeaennTb PexumM CoriacoBaHums
[laHHbIX, HE0GX0AVMMbIX A5t aKTUBALIN

VPN.

MpuesasaTb IPsec nonntuky k VPN.

3apgarb 3Ha4veHne DSCP ansa
ncnonb3oBaHus B |IP-3aronoBske

ncxopgsawmx naketos IKE-npotokona (He

06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec-policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsecvpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)#ike dscp
<DSCP>

Knoun

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguT
nepecornacoBaHue.
MpUHMMaET 3HaYeHNSA
[1140..86400] cekyHa,

<PACKETS> — KonnyecTtBo
nakeToB, Nocne nepegayn
KOTOpPbIX MPONCXOAUT
nepecornacosaHue IPsec-
TyHHens. MpuHMMaeT 3HaYeHns
[4..86400].

<KB> — 06bem Tpadmka, nocrne
nepeaayn KoToporo
npoucxoaut
nepecornacosaHue IPsec-
TyHHens. MpuHMMaeT 3HaYeHns
[4..4608000] cekyHa,

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NOMUTWKK, 3a4aETCS CTPOKA A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NPUHUMAET 3HAYEHUS B
avanasone [0..63].
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War OnucaHue KomaHpa Knoun
35 YctaHoBUTb pexunm aktusaunmn VPN. esr(config-ipsec-vpn)#ike <MODE> - pexum akTusaLmm
establish-tunnel <MODE> VPN:

+ by - request -
coefiyHeHne
aKTMBMpYeTCS
BCTPEYHOIi CTOPOHOIA;

* route — coeuHeHVe
aKTMBMpYyeTCSs Npu
nosiBeHnn Tpaduka,
MapLLpyTU3NPyeEMOro B

TYHHENb;
+ immediate — TyHHeNb
aKTUBUpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.
36 OcyuecTtBuTb nNpuBsska IKE-wio3a Kk esr(config-ipsec-vpn)# ike <NAME> - nms IKE-wnto3a,
VPN. gateway <NAME> 3agaétca cTpokoi ao 31
crMBoONa.
37 YCTaHOBUTb 3HA4YEHNE BPEMEHHOTO esr(config-ipsec-vpn)# ike idle- <TIME> — uHTepBasn B
WHTEpBana B CeKyHAax, No ucreyeHmto  time <TIME> cekyHAax, npuHuMaeT
KOTOPOro CoefIMHEHNE 3aKpbIBaETCS, 3HaveHus [4..86400].

€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He

06513aTe/bHO).
38 OTKNoUMTb NepecornacoBaHue ktodelt  esr(config-ipsec-vpn)#ike rekey
[0 paspsbiBa IKE-coegnHeHus no disable

NCTEYEHWIO BPEMEHW, KOJIUYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).
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War OnucaHue KomaHpa Knoun
39 HactpouTtb Hauano nepecornacosaHusi  esr(config-ipsec-vpn)# lke rekey <SEC> — nHTepBas BpEMEHM B
kntouei IKE-coegmHeHns Ao ucteueHnss  margin { seconds <SEC> | CeKyHAax, ocTaBLUNACS A0
BPEMEHM XMN3HU (He 06513aTe/bHO). packets <PACKETS> | kilobytes 3aKpbITUA COeMHEHNS
<KB>} (3apaeTcst komaHAoi

lifetimeseconds) . NpuH1MaeTt
3HaueHus [4..86400].

<PACKETS> — konuuectBo
MakeToB, OCTaBLUMXCA A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAo
lifetimepackets). NpuHUMaeTt
3HaueHus [4..86400].

<KB> - 06bem Tpaduka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUSA COeAMHEHNSA
(3apaeTcst komaHAo
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400]

40 YCTaHOBUTb YPOBEHb Cy4aliHOro esr(config-ipsec-vpn)# ike rekey <VALUE> — makcumasbHbliii
pasbpoca 3HauyeHuii napameTpoB randomization <VALUE> MPOLIEHT pa3bpoca 3HaYeHWiA,
marginseconds, marginpackets, npuUHUMaeT 3HadeHus [1..100].

marginkilobytes (He o6s3aTensLHO).

41 Onucatb VPN (He 06s13aTe/bHO). esr(config-ipsec-vpn)# description <DESCRIPTION> - onucaHve
<DESCRIPTION> npodonns, 3a4aéTcs CTPOKOIA
00 255 cMMBO/IOB.

42 AkTnBupoBarth IPsec VPN. esr(config-ipsec-vpn)# enable

9.4.4 Mpumep HacTpoliku Policy-based IPsec VPN

3apgaua:
ESR ESR
T == __J ;
R1 | R2
IPsec Tunnel :

HacTtpouTtb IPsec-TyHHenb mexay R1 n R2.
R1 IP-appec — 198.51.100.1,
R2 IP-appec — 203.0.113.1;
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

IKE:
* rpynna Andpdomn-Xannmaxa: 2;
+ anropuTm wudpposaHus: AES 128 bit;
* anroputm ayteHtTudomkaumm: MDS.

IPsec:

+ anropuTm wudposaHus: AES 128 bit;
* anroputm ayteHtudomkaumm: MDS5.

PelweHune:

& nNpepBaputenbHo B firewall Heo6xogumo paspewntb npotokon ESP n ISAKMP (UDP-nopt 500,
4500).

1. KoHdurypuposaHue R1
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc 1 onpeaenm NpUHaanNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 198.51.100.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

[Nsi HACTPOIKK NpaBKn 30H 6e30MacHOCTU NOTPeGYeTCs co3aaTth NPodub nopTa npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Cosgaavm npochusib npoTtokona IKE. B npodmne ykaxkem rpynny Audodomn-Xansimana 2, asiroputm
wundpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30nNacHOCTH
ncnonb3ytoTca ang 3awutsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTcsa cnvcok npodunei npotokona IKE, no
KOTOPbLIM MOTYT COI1acOBbIBATLCA Y3/1bl U KNHOY ayTEHTU(IUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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Coszgagum w3 npotokona IKE. B gaHHOM npodhune ykasbiBaetcsa VTI-TyHHeNb, NoNmMTrKa, Bepcus
NPOTOKO/IAa U PEXMUM NepeHarnpaBneHuns Tpaguka B TyYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# local address 198.51.100.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address 203.0.113.1
esr(config-ike-gw)# remote network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cos3gaavm npodomnb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodiune ykaxem anroputm
wundpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
NCNONb3YITCA 418 3aunThl IPsec-TyHHens:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasblBaeTcsa CNMCcokK npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COINacoBbIBaTbCA Y3/bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN yka3sbiBaeTcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
obMmeHa K/yammn 1 cnocob ycTaHOBEHNS coeanHeHus. Mocne BBoAa BCeX NapameTpoB BKIHOUMM
TYHHENb kKoMaHaoi enable:

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 203.0.113.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500
esr(config-addr-set)# exit

Cosgaavm npochunb npotokona IKE. B npodhune ykaxem rpynny Audddpu-XannmaHa 2, anroputm
wundpposaHus AES 128 bit, anroputm ayteHTndukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
ncnonb3yroTca an1a 3awunTtel IKE-coegmHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COIMacoBbIBATLCA Y3/1bl Y K/HOY ayTEHTUNKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cospgagum wnto3 npotokona IKE. B gaHHOM npodoune ykasbiBaetcs VTI-TyHHesb, NONMTHKa, Bepcus
NPOTOKO/1a U PeXnm nepeHanpasneHns Tpagurka B TYHHeSb:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# remote address 198.51.100.1
esr(config-ike-gw)# remote network 10.0.0.0/16
esr(config-ike-gw)# local address 203.0.113.1
esr(config-ike-gw)# local network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutsl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgagym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTCsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbIM MOTYT COFMTaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM

TYHHeslb KoMaHaol enable:

esr(config)# security ipsec vpn ipsecl

esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll

esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit
esr(config)# exit

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security +ipsec vpn status ipsecl

KoHdmrypauumto TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

9.4.5 Anroputm HacTpoliku Remote Access IPsec VPN

Remote Access IPsec VPN - cueHapwii opraHmsaunm BpemeHHbIX VPN-noakntoueHnii, B KOTopom cepiep IPsec
VPN HaxoauTcs B pexvmMme 0XnaaHus BXOAALMX NOAKIYEHNIA, a KITUEHTbI OCYLLLECTBAAKT BPEMEHHbIE
NOAK/TIOYEHUSA K CepBepy 4J18 NOoMyYeHNs AOCTyna K CETEBbIM pecypcam.

JononHuTtenbHoi ocob6eHHoCTbo RA IPsec VPN siBnsieTcs BO3MOXHOCTb MCMONb30BaHMsA ABYX(AKTOPHOM
ayTeHTudmkauum IPsec, rae nepBbiM chakTopoM ayTeHTudukaummn sensietcst Extended Authentication (XAUTH)
nnu Extensible Authentication Protocol (EAP), a BTOpbIM (DakTopom ayTeHTUdUKaLmMmn AaBAsieTcst napa NornH-

naposib ansa knveHta IPsec VPN.

War OnucaHue

1 Cosgartb IKE-3k3emMnnsp 1 nepentu B
PEeXMM ero KOHPUIryprpoBaHus.

2 YkazaTb onvicaHme KoH(urypupyemoro
TYHHeNs (He 06a3aTe/bHO).

3 Onpefenutb aniropuTm
ayteHTucpmkauum ans IKE (He
06513aTe/bHO).

4 YctaHoBUTh IP-agpec nokanbHoi
CTOpOHbI VTI-TyHHEns (He
06513aTe/bHO).

KomaHpa

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description <DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-vti)# ip address <ADDR/

LEN>

Knrouun

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucaHue
TYHHenNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTMdmKaUun, NpuHMMaeT
3HadeHus: md5, shai,
sha2-256, sha2_384, sha2-512.
3HayeHne No ymosi4aHuio:
shal.

<ADDR/LEN> - IP-agpec u
npedmkc noacetu 3aaéTcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgas yacte AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..31].
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OonucaHue

Onpegenutb HoMep rpynnbl Anddoun-
XannmaHa (He 06s13aTeslbHO).

Cosgarb nonuTtuky ans npodmns IKE un
nepenTn B pexmm eé
KOHUIYpMpOBaHWs.

OnpeaennTb pexmnM ayTeHTumKauuu.

3aaatb pexum KnveHTa (Tonbko ans
KNeHTa).

3agatb Bpems XW3Hu CoeayHeHns
npotokona IKE (He o6s3atensHo).

MpwvBsA3aTh NONAUTUKY K NPOUIO.

YkazaTb K4 ayTeHTUgUKaLK.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

esr(config-ike- policy)#
authentication method <METHOD>

esr(config-ike- policy)#
authentication mode client

esr(config-ike- policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text <TEXT>

Knoun

<DH-GROUP> - Homep rpynnbl
Anddmn-XannmaHa, npuHumaet
3HaueHws [1,2,5,14,15,16,17,
18].

3HauyeHune no ymonyaxuio: 1.

<NAME> - nmsa nonutuku IKE,
3apaétcsa cTpokoin o 31
cumBoOna.

<METHOD> - meTtog,
ayTeHTMmKauum Koda.
MOXeT NprHMMaTh 3Ha4YEHUS:

+ xauth - psk - key -
MeTOZ, ABYX(DaKTOPHOIA
ayTeHTudukauun,
NCNosb3yLWKiA napy
JNIOTVIH-Naposb U
npenBapuTensHo
MONyYEeHHbIE KTH4K
LWnMdpoBaHus;

+ eap - MeTof,
AByxthakTopHoli
ayTeHTUuKaLmm,
NCMNOMb3YLWNIA napy
NOTrVH-Naponb 1
npeaBapuTesnibHo
nosly4eHHble
cepTmdmnKarsl.

<SEC> — nepuvopg BpemeHy,
NPUHUMAaET 3HadYeHus [4 ..
86400] cekyHa.

3Ha4veHne No yMO/IHaHuio:
3600.

<NAME> - nms npodpuns
npotokona IKE, 3agaértca
cTpokoi go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII
CUMBOJI0B.
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13

14

15

16

17

18

OonucaHue

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

YkaszaTtb cepTudpmkathl 1 kioum (Tonbko — esr-10(config-ike-policy)# crypto

ans metoga EAP)

Cosgartb npodunb gocTyna.

Co3paTb nMA nonb3oBaTens.

3anaTb naposib nosb3oBaresis.

Co3paath Ny agpecoB HasHaueHus
(Tonbko onsi cepBepa).

3agaTb NoACETh, U3 KOTOPOIA ByayT
BblgaBatbCesl IP knneHTam (Tonbko ass
cepBepa).

Cospatb w3 ans IKE n nepeiitn B
PEXMM €ro KOHPUTYPUPOBaHUS.

<CERTEFICATE-TYPE> <NAME>

esr(config)# access profile
<NAME>

esr(config-access-profile)# user
<LOGIN>

esr(config-profile)# password
ascii-text <TEXT>

esr(config)# address-assignment
pool <NAME>

esr(config-pool)# ip prefix <ADDR/
LEN>

esr(config)# security ike gateway
<NAME>

Knoun

<CERTIFICATE-TYPE> - Tun
cepTudmkarta unm Knwya,
MOXET NpUHUMATh cnegytowme
3HAYEeHMS:

+ ca — ceptucmkar
yAOCTOBEPSIOLLErO
cepsepa;

+ crl — cnucok oTo3BaHHbIX
cepTnnkaros;

+ local-crt — ny6nnyHbIi
cepTudmkar cepeepa
yAanéHHoro focTyna;

+ local-crt-key -
NpUBAaTHbIA K4
cepsepa yaanéHHoro
jocrtyna.

<NAME> - nmsa ceptudmkara
WKW KoYa, 3a4aETCs CTPOKOIA
0o 31 cumona.

Ha cTtopoHe cepBepa
HeobxoaMmo Aob6aBuTb Habop
cepTudomkatos (ca, local-crt,
local-key).

Ha cTopoHe knueHTa
Heob6xo0AMMO yKa3aTb TOJIbKO
KOpHeBOWi cepTudomkar (ca).

<NAME> - nmsa npodpunsa
[0cTyna, 3a4aéTcsA CTPOKOW A0
31 cumsona.

<LOGIN> — f0rvH KNneHTa,
3agaétcsa cTpokoit o 31
cumMmBONa.

<TEXT> - cTpoka [8..32] ASCII
CMMBO/I0B.

<NAME> - nms nyna agpecoB
HasHa4yeHus, 3a4aETCS CTPOKOIA
no 31 cumona.

<ADDR/LEN> - agpec noacetu
1 npedoukc.

<NAME> - nms wnio3a
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.
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OonucaHue

MpuBasatb nonuTtuky IKE.

YCTaHOBUTL PEXMM NepeHanpas/ieHns
Tpadomka B TyHHEe b.

Ykazarth fgeiicteue anst DPD (He
0653aTe/LHO).

YkasaTb UHTEPBa/T MEX/Y OTNPaBKOi
c0006LeHni mexaHnsamom DPD (He
06513aTe/bHO).

YkasaTb nepuog, BpEMeHV A5t oTBeTa
Ha coobLueHns mexaHusma DPD (He
0653aTe/bHO).

Yka3zatb Bepcuto IKE (He o6s13aTensHo).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# mode <MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# version
<VERSION>

Knoun

<NAME> — nma nonuTukm
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<MODE> - pexum
nepeHanpasfieHns Tpaguka B
TYHHE b, NPUHUMAET 3HAYEHUS:

+ policy - based - Tpacmk
nepeHanpaenseTca Ha
OCHOBE
MPUHAANEXHOCTM K
yKas3aHHbIM B NO/IUTMKAX
noAceTsam.

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeycTaHaB/IMBaeTCS;

+ clear - coeanHeHue
ocTaHaBNMBaeTCs;

+ hold - coegnHeHmne
noaaepxvnBaeTcs;

* none — MexaHusMm
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpvHUMaeTcs.

3HayeHne No ymosiHaHuio:
none.

<SEC> — nHTepBan mexay
OTMpaBKOW CO0BLEHW
mexaHn3mom DPD, npuHumaet
3HaueHus [1..180] cekyHa.

3Ha4veHune Mo yMOolHaHuio: 2.

<SEC> — nepuop BpemeHun ans
OTBETa Ha Co06LLeHNs
mexaHn3ma DPD, npnHnmaet
3HaueHus [1..180] cekyHa.

3HaueHue no ymonyaHuio: 30.

<VERSION> — Bepcus IKE-
npotokona: vi-only nnn v2-
only.

3HaueHre no ymonyaHuio: v1-
only
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27

28

29

30

OonucaHue

YctaHosuTb IP noacet otnpasutens
(Tonbko Ansi cepeepa).

YctaHoBuTh IP-agpec nokasnsHoro
wno3a IPsec-tyHHens.

YctaHoBuTh IP-agpec yaaneHHoro
wnto3a IPsec-TyHHens.

3apaatb Nyn AMHaMUYecKoro
BblaeneHus IP-agpecos
KnmeHTam (TO/bKO [/1s cepBepa).

3afaTh PeXUM ANHAMUYECKOrO
YCTaHOB/IEHUS YA/IEHHOV noaceTu
(TonbKo ANst KMeHTa).

3aaatb npodhunb gocTyna (Tonbko Ans
cepBepa).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)# local network
<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)#local address
<ADDR>

esr(config-ike-gw)#remote
address [any | <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)# remote
network dynamic pool <NAME>

esr(config-ike-gw)# remote
network dynamic client

esr(config-ike-gw)# access-profile
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3apaétcA B Buge
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE nprvHumaet 3HaueHun
[1..32];

<TYPE> - T1n npotokona,
NpUHMMAaET 3HaYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tep, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - naeHTUMKaLMOHHbI
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP nopr,
NpUHMMAET 3HaYEeHNS
[1..65535].

<ADDR> - IP-agpec
JIOKa/1IbHOTO LLU/03a.

Any — yCTaHOBUWTb B KayecTse
yAaneHHoro agpeca — noboi
afipec KNneHTa, B
KOHUrypauumn cepeepa;

<ADDR/LEN> - IP-agpec un
mMacka rnofceTu cepeepa, B
KOHpMrypauum KnneHTa.

<NAME> - nmsa nyna agpecos
HasHaueHus, 3a4aETCs1 CTPOKOIA
0o 31 cumBorna.

<NAME> - nms npodpuns
JocTyna, 3aaéTcA CTPOKOW [0
31 cumBona.
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31 3apatb Npodunsaib AoCTyna U NOruH

(Tonbko ANst KNNEHTA).

32 3agaTb uHTeppeiic TepMmHaun
BblaeneHHoro IP ans noctpoeHus IPsec
VPN (TonbKo 4n1s KNUEHTA).

33 Cozpgartb npoduns IPsec.

34 OnpenennTb aniropuTm
ayTeHTUdvkauum ans IPsec (He
06513aT€e/LHO).

35 Onpefenntb anropntv WNgpoBaHns

ansi IPsec (He o6s3aTesnbHO).

36 YkaszaTb NpoToKos (He 06513aTeNbHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ike-gw)# access-profile
<NAME> client <LOGIN>

esr(config-ike-gw)# assign-
interface loopback <INDEX>

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

Knoun

<NAME> - umsa npoduns
[0CTyna, 3a4aéTcsi CTPOKOR Ao
31 cumBona;

<LOGIN> — noruH knneHTa,
3agaéTca cTpokoit o 31
cumBona.

<INDEX> - nHpgekc
NHTepdelica, NpUHUMaeT
3HaueHus [1..65535].

<NAME> - nmsa npoduns
npotokona IPsec, 3anaétca
cTpokoii go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTUdmKaLmMKn, NPUHUMaET
3HadyeHus: md5, shai,
sha2-256, sha2_384, sha2-512.

3Ha4YeHne No yMon4yaHuio:
shal.

<ALGORITHM> — npotokon
LUMhPOBaAHUS, MPUHUMAET
3HauveHus: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4veHne No yMO/IHaHuio:
3des.

<PROTOCOL> -
VHKaNCyMpyoLLuii NPOTOKON,
NPUHUMAET 3HAYEHUS:

+ ah — gaHHbIli NpoToKON
OCYLLLECTB/ISET TO/IbKO
ayTeHTMdMKaLmMIo
Tpadvka, wWndposaHne
[JaHHbIX He
BbIMNOJIHAETCS;

* €SP — AaHHbIi NPOTOKON
ocylecTsnseT
ayTeHTUdMKaLMIO U
LndppoBaHue Tpaduka.

3HayeHne No yMonyaHuio: esp.
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37 config-ipsec-proposal
KOHhMrypmpoBaHms

38 MpuBsHXKEM NONUTUKY K NPOhunio

39 3agatb Bpems xun3Hu IPsec-TyHHens

(He o6si3aTenbHO).

40 Cospatb IPsec VPN un nepeiitn B pexum
KOHOUIypmpoBaHus.

41 OnpenennTb pPeXxmnm cornacoBaHus
[AaHHbIX, HE0OXOAUMBIX A5 aKTMBaL MK
VPN.

42 MpuesasaTb IPsec nonntuky k VPN.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config)# security ipsec policy

<NAME>

esr(config-ipsec-policy)# proposal

<NAME>

esr(config-ipsec-policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsec vpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-

policy <NAME>

Knoun

<NAME> — nmsa nonnTtnkun
IPsec, 3agaétcs cTpokoin go 31
cumBoONa.

<NAME> - umsa npoduns
npotokona IPsec, 3agaértcsa
cTpokoit go 31 cumBona.

<SEC> — nepuog BpemeHu
XWU3HW IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguT
nepecoriiacoBaHue.

MPUHUMAET 3HAYEHNS
[1140..86400] cekyHa,

3HaueHue no ymonyaxuio: 540.

<PACKETS> — KonnuecTtBo
nakeToB, Nocsie nepegaqn
KOTOPbIX MPONCXOAUT
nepecornacosaHue IPsec-
TYHHEnNs.

MpuHUMaeT 3HaueHus
[4..86400].

3Ha4yeHVe No yMo4aHuio:
OTKJ/THOYEHO.

<KB> — o6bem Tpaduka, nocre
nepegayv KOToporo
npoucxogut
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3Ha4eHns
[4..4608000] cekyHa.

3Ha4veHVe No yMo14aHuio:
OTKJ/TOYEHO.

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> — pexum pa6oTtbl VPN,
NPUMHUMAaET 3HaveHus: ike,
manual.

<NAME> - nms IPsec-
NOMUTUKK, 334aETCS CTPOKA A0
31 cumBona.
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46

47

OonucaHue

3apatb 3HaYeHne DSCP ans
ncnonb3osaHusa B |IP-3aronoske
ncxopgswmx naketos IKE-npotokona (He
0653aTe/bHO).

YcTaHaBMBAETCA PEXUM akTuBaLm
VPN.

OcyuwecTtBuTb npusA3sky IKE-wino3a K
VPN.

YCcTaHOBWTb 3HAYEHWE BPEMEHHOIO
VHTEpBasia B CEKyHAAX, MO UCTEYEHUIO
KOTOPOro CoefIMHEHNE 3aKpbIBaETCS,
€C/I He Bb1/10 NPUHSTO UM NepefaHo
HW ogHoro naketa yepes SA (He
06513aTe/bHO).

OTKNOUNTL NepecoriacoBaHne KoYel
00 paspbiBa IKE-coegnHeHns no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepefaHHbIX NakeToB UM 6ainT (He
06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)#ike dscp
<DSCP>

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

DSCP> - 3HaueHune koga DSCP,
NPUHMMAET 3Ha4YeHUs B
Avanasone [0..63].

3HayeHue no ymonyaHuio: 63.

<MODE> — pexum aktnBaymm
VPN:

+ by - request -
coeguHeHne
aKTMBmpyeTcs
BCTPEYHOI CTOPOHOWA,
LOCTYMHO 015 cepBepa;

* route — coeguHeHue
aKTMBUpyeTcs npu
nosiBfieHnn Tpacduika,
MapLUpyTU3VpyemMoro B
TYHHEsb, AOCTYNHO A5
cepsepa;

+ immediate — TyHHeNb
aKTuBupyeTcs
aBTOMaTMYeCKM nocse
npUMeHeHus
KOHMrypauun,
LOCTYMHO 015 KNIMEHTa.

<NAME> - nms IKE-wto3a,
3agaétcsa cTpokoit o 31
cumBosna.

<TIME> - nHTepBas B
cekyHaax, npuHumaeT
3HaueHus [4..86400].

3Ha4veHune no ymonyanuio: 0.

3Ha4veHne No yMO/IHaHuio:
BKJ/THOHEHO.

233



LWar

48

49

50

51

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOrO
pasbpoca 3Ha4yeHwuii napaMeTpoB
marginseconds, marginpackets,
marginkilobytes (He 06s13aTeNbHO).

Onucatb VPN (He 06s13aTe/bHO).

AktnsupoBaTtb IPsec VPN.

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds) . NpuH1MaeTt
3HaueHus [4..86400].
3HaueHue no ymonyaHuio: 540

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HaueHus [4..86400].
3Ha4veHne No yMO/IHaHuio:
OTK/IKOHEHO.

<KB> - o6bem Tpaduka B
KnnobaimTax, oCTaBLUMIACS [0
3aKpbITUSI COEANHEHUS
(3apaetcs komaHol
lifetimekilobytes). MpuHumaeT
3HayeHus [4..86400]
3Ha4yeHVe No yMo4aHuio:
OTK/THOYEHO.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaveHue no ymonyaxuio: 100.

<DESCRIPTION> - onucanune
npodonns, 3a4aéTcs CTPOKOI
00 255 cMMBO/OB.
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52

OonucaHue

BKMIOUNTL PEXUM NepenoakIoUeHns
knneHtoB XAUTH ¢ ogHUM noruHom/
naponem (TonbKo Ans cepeepa) (He
0653aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa Knoun

esr(config-ipsec-vpn)# security ike <MODE> — pexum
session uniqueids <MODE> nepenoaxKnveHuns, npuHUMaeT
cnepyowme 3Ha4YeHus:

* NO — yCTaHOB/IEHHOE
nogknoyeHne XAUTH
6yaeT yaaneHo, ecnm
AN HOBOTO
nogkntodeHna XAUTH
NHULMATOPOM
coeguHeHns byget
OTnpaBfeHo
yBeoM/IeHnE
"INITIAL_CONTACT",
OyaeT HazHayeH paHee
NCNOMb30BaHHbIN IP-
agpec. B npotnsHom
cnyvae, yCTaHOB/IEHHOE
coeanHeHne XAUTH
6ymet yoepxaHo. Ans
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.

* never — yCTaHOB/IEHHOE
nogknoyeHne XAUTH
oymet yoepxaHo. Ans
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.
YBepomneHne
"INITIAL_.CONTACT"
6yaet B /1t060M criyyae
NPOUTHOPUPOBAHO.

+ replace -
YCTaHOBJ/IEHHOE
nogknoyeHne XAUTH
oynet yaaneHo. Ana
HOBOI0O NMOAKNKYEHNS
XAUTH 6yget
MCNOMb30BaH paHee
NCMNOMb30BaHHbIN IP-
ajgpec.

+ keep - ycTtaHoBneHHoe
nogkntodyeHne XAUTH
6yaet yaepxaHo. Hoeoe
nogkntodyeHne XAUTH
OyneT OTKNOHEHO.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

9.4.6 Mpumep HacTpoiiku Remote Access IPsec VPN

3apgava:

ESR ESR

R1 ' R2

IPsec Tunnel

10.0.0.0/16

LAN

180.100.0.1

HacTtpoutb Remote Access IPsec VPN mexay R1 1 R2 ¢ ncnonb3osaHnem BTOporo dpakropa ayteHTugumkaumm
IPsec - XAUTH. B kauecTtBe cepBepa IPsec VPN HacTponTe MapLupytusaTtop R1, a mapipyTtumsaTop R2 B
kayecTse KnueHTta IPsec VPN.

R2 IP-apgpec — 120.11.5.1,
R1 IP-agpec — 180.100.0.1;
Knuentam IPsec VPN:

* BblgaBaTb agpeca 13 nyna nogcetn 192.0.2.0/24
* npepgocTasnaTk goctyn Ao LAN nogcetn 10.0.0.0/16

IKE:

+ rpynna Qudpdpmn-Xannmana: 2;
+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

IPsec:

+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

XAUTH:

« nlorvH: client1;
* naponb: password123.

PelweHune:

& nNpepBaputensHo B firewall Heo6xoaumo paspewntb npotokon ESP n ISAKMP (UDP-nopt 500,
4500).

1. KoHdurypuposaHue R1
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc 1 onpeaenum NpUHaanNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3gatb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit

Cosgaavm npochusib npotokosa IKE. B npodmne ykaxkem rpynny Andodmn-Xansimana 2, asiroputm
wudoposaHusa 3 DES, anroputm ayteHtudmkaumm SHAT. JaHHble napameTpbl 6e30nacHoOCTU
ncnonb3yroTca an1a 3awuntel IKE-coegmHeHns:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbIM MOTYT COr/1acoBbIBATLCA Y3/1bl, KNHOY ayTeHTUduKaumm n metos ayteHtudumkaumm XAUTH no
K/ouy:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Cosgagum npodunsib AocTyna v 3aBefleM B HEM Nnapy /10rvH 1 naponb 4ns knnenta IPsec VPN:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgagum nyn agpecoB HazHavyeHus:, U3 KOToporo 6yayT BbligaBatbes IP knneHtam IPsec VPN:
esr-1000(config)# address-assignment pool CLIENT_POOL

esr-1000(config-pool)# ip prefix 192.0.2.0/24
esr-1000(config-pool)# exit
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Coszgagum wto3 npotokona IKE. B gaHHOM npodonne Heo6xoanmo ykasaTb nNonmTuky npotokona IKE,
yKasarb JIOKa/IbHYH0 NOACETh, B KAYeCcTBe yAa/leHHON NoAceTy yKasaTb Ny afpecoB Ha3HauYeHus,
3aZiaTb PeXxum nepeHanpasneHns Tpadmka B TYHHe b Mo NOSIMTUKE U UCMOMb30BaHNEe BTOPOro dpakropa
ayteHTUdukaumm XAUTH:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# local address 180.100.0.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network dynamic pool CLIENT_POOL
esr(config-ike-gw)# dead-peer-detection action clear
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# access-profile XAUTH
esr(config-ike-gw)# exit

Cosgaavm npodomnb napameTpos 6e3onacHocTy Ans IPsec-TyHHens. B npodiune ykaxem anroputm
wudpoposaHusa 3DES, anroputm ayteHTudpmkauumn SHA1. laHHble napameTpbl 6e30nacHOCTH
NCNONb3YITCA A/18 3aWunThl IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm shal
esr(config-ipsec-proposal)# encryption algorithm 3des
esr(config-ipsec-proposal)# exit

Cos3gaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasbiBaeTcsa CNMcok npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COINacoBbIBATbCA Y3/bl.

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN yka3sbiBaetcs w3 IKE-npoTokona, nonutuka IPsec-TyHHenNs, pexum
06MeHa K/ouaMm 1 pexunm oXnaaHus Bxogsulero coeguHenus IPsec — by-request. Mocne BBoga Bcex
napamMeTpoB BK/IOUNM TyHHEb KOMaHAo enable:

esr(config)# security ipsec IPSECVPN
esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel by-request
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit
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Paspelumm npotokon esp v udp noptsbl 500, 4500 B KoHurypauwmm firewall gns yctaHoBneHus IPsec
VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

2. KoHdpurypuposaHue R2
HacTpoum BHELLHWIA ceTeBOI MHTepdeinc n onpeaenum NPUHaaNeXHoCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

[na HacTpoiikn npasun 30H 6e30nacHOCTU NOTpPebyeTcs co3gatb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500,4500
esr(config-addr-set)# exit

Cospgagum npodomnns npotokona IKE. B npodonne ykaxem rpynny Andadomn-XannmaHa 2, anroputm
wmndpposaHus 3 DES, anroputm ayteHTudmnkauum SHA1. laHHbie napaMeTpbl 6e30MacHOCTH
ncnonb3yrTes ansa 3awmTtbl IKE-coegnHeEHNS:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaamm nonutuky npotokona IKE. B nonuTtuke ykasblBaeTcs cnmcok npodomneii npotokona IKE, no
KOTOPbIM MOTYT COI1acoBbIBATLCA Y3/1bl, K04 ayTeHTUdIMKaLMK, MeTod ayTeHTudpmkauumn XAUTH no
KIOUY 1 pexmnm ayTeHTUdNKaLmMm — KITIMeHT:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# authentication mode client
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit
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Co3gagym npodhusib AOCTyna 1 3aBefieM B HEM napy JIOTMH U Naposib:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgaaum nHtepdpelic loopback gna tepmuHaymm IP-agpeca, nonyyeHHoro ot IPsec VPN cepsepa:

esr(config)# interface loopback 8
esr(config-loopback)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodhvnie ykasbiBaeTcs NoNnTUKa, HTepdIenc TepMmmHanmm,
pPeXnm AUHaMNYeCcKoro yCTaHOBNEHWS YaasleHHOW noaceTw, Bbibop npoduns goctyna ans XAUTH n
pexuMm nepeHanpasneHus Tpagurka B TYHHe b N0 NOUTUKE:

esr(config)# security ike gateway IKEGW
esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# assign-interface loopback 8
esr(config-ike-gw)# local address 120.11.5.1
esr(config-ike-gw)# remote address 180.100.0.1
esr(config-ike-gw)# remote network dynamic client
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# access-profile xauth client clientl
esr(config-ike-gw)# exit

Coszgaamm npodnab napaMmeTpoB 6e3onacHocT Ans IPsec-TyHHena. B npodiune ykakem anroputm
wndpposaHusa 3DES, anroputm ayteHTndmkaumm SHA1. laHHble napaMeTpbl 6€30MacHOCTK
NCNonb3yrTcs AN 3awmnTbl IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgaaym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbIM MOTYT COMMAaCoBbIBATLCS Y3/lbl:

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IP sec-TyHHens, pexnm
obMmeHa K/royammn 1 cnocob yCcTaHOBEHNSA coefnHeHus. INocne BBoAa BCEX NapamMeTpoB BKHOUMM
TYHHENb kKoMaHAoi enable:

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit
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PaspeLwnm npotokos esp 1 udp noptsbl 500,4500 B KoHdpurypauum firewall gnsa yctaHosnenus IPsec VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security ipsec vpn status IPSECVPN

KoHdpurypauumo TyHHENs1 MOXHO NOCMOTPETb KOMaH/AO0MA:

esr# show security ipsec vpn configuration IPSECVPN

9.4.7 NMpumep HacTpoliku DPD (Dead Peer Detection)

3apgaua:
ESR ESR
LAN : -/ :
R1 | R2
i IPsec Tunnel i

............................................................................................

HacTtpoutb Dead Peed Detection Ha R1 gns Policy-based Ipsec VPN mexay R1 n R2.

NcxopHyto KOHUrypawmio MOXHO B3ATb U3 npumepa HacTpoiky Policy-based IPsec VPN.

PelweHune:

Ha R1 B wto3e npotokona IKE ykaxem: pexxum pabotbl DPD — restart, uHTepBasn onpoca — 1 cekyHay,
TalimayT — 4 cekyHApbl:

esr# configure

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# dead-peer-detection action restart
esr(config-ike-gw)# dead-peer-detection interval 1
esr(config-ike-gw)# dead-peer-detection timeout 4
esr(config-ike-gw)# exit
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CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOM&HAOVIZ

esr# show security ipsec vpn status 1ipsecl

KoHdourypaumio TyHHeNst MOXHO NOCMOTPETb KOMaH0i:

esr# show security 1ipsec vpn configuration ipsecl

Mocne paspbiBa coegnHeHnsa mexay R1 n R2 Ha R1 IPsec-TyHHe b HauHET nepecTtpavBatbcs cnycTts 4

CEKyHAbl MocC/sie pa3pbiBa.

esr# show security ipsec vpn status
Name

Responder spi State
ipsecl
Oxb62fd04f2db43d08 Established

2037-10-30TO7:52:53+00:00 %CLI-I-CMD:
status

esr# show security ipsec vpn status
Name
Responder spi

ipsecl

Ox000000OOOOOOOOOO Connecting
2037-10-30TO7:52:57+00:00 %CLI-I-CMD:
status

9.5 Hactpoiika LT-TyHHenewn

Local host

198.51.100.1

user admin from console

Local host

198.51.100.1

user admin from console

Remote host

203.0.113.1

Remote host

203.0.113.1

input:

input:

Initiator spi

Ox7a77a25a55853255

show security ipsec vpn

Initiator spi

Ox77706e37b4e68cce

show security ipsec vpn

LT (aHrn. Logical Tunnel — nornyeckunit TyHHe Nb) — TUN TyHHeNenl, NpefHa3HaYeHHbI A5 nepeaauyn
MapLUPYTHOIN MHGpOpPMaLUK 1 Tpadhuka Mexay pasnuuHbIMU BUPTYasibHbiMK MapLupyTusatopamm (VRF),
CKOH(pMrypMpoBaHHbIMU Ha O4HOM annapaTHOM mapLupyTtu3arope. LT-TyHHeNb MOXEeT UCNO/b30BaTbCs 4/
opraHu3auun B3anmoaencTems mexay apymsi unm onee VRF ¢ npumeHeHnem orpaHunyeHnia firewall.

9.5.1 ANroputM HacTpPOIiKK

LWar OnucaHue

1 Coszpgatb LT-TyHHEeNnn ansa kaxagoro m3
cywectaytowmnx VRF.
2 YkazaTb onvcaHme KoH(Urypupyembix

TYHHenel (He 06s3aTe/bHO).

3 BknounTb Kakablii LT-TyHHeNb B
cootBeTcTByOWMIA VFR.

KomaHpga

esr(config)# tunnel It <ID>

esr(config-1t)# description
<DESCRIPTION>

esr(config-It)# ip vrf forwarding
<VRF>

Knrouun

<ID> - ngeHTudmkarop
TyHHens B AvanasoHe [1..128].

<DESCRIPTION> - onucaHue
TYHHenNs, 3a4aéTcs CTPOKOi A0
255 cumBonos.

<VRF> - nmsa VRF, 3agaetcsa
cTpokoin go 31 cumBona.
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10

OonucaHue

BknounTb Kakablii LT-TyHHeNb B 30HY
6e30nacHOCTV U HACTPOUTb Npasuna

B3aVMOAENCTBUSA MeXy 30HamMu Uin

oTkntounTb firewall ana LT-TyHHens.

[na kaxporo LT-TyHHens 3aaTb HOMep
MPOTMBONONOXHLIN LT TyHHeNb (B
apyrom VRF).

[na kaxporo LT-TyHHens ykasaTb IP-
agpec onsa MapLipyTu3aumm nakeTos.
[nsa B3aumogencTeytowmx LT-
TyHHeneli, IP-agpeca A0mkHbl ObITb 13
opaHoit IP-noacetn.

BKNOUNTL TYHHENWN.

[na kaxgoro VRF HacTpounTb
HeobXxo4VMble MPOTOKO/bI
MapLupytmnsauumn yepes LT-TyHHe b.

3aaarb UHTEPBa BPEMEHMU, 3a KOTOPbIi
yCpeaHsieTcs CTaTUCTVKA O Harpyske Ha
TyHHene (He 06s13aTeslbHO).

Ykaszatb pasmep MTU (Maximum
Transmition Unit) nakeTo., KoTopble
MOXET nponyckaTb AaHHblii bridge (He
06513aTeNbHO; BO3MOXHO, ec/n B bridge
BK/ItoueH Tosibko VLAN).

MTU 6onee 1500 6yaeT akTUBHO
TO/IbKO B C/ly4ae NPUMeHeHNs KOMaH bl
"system jumbo-frames".
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KomaHpa

esr(config-1t)# security-
zone<NAME>

esr(config-It)# ip firewall disable

esr(config-It)# peer It <ID>

esr(config-It)# ip address <ADDR/
LEN>

esr(config-It)# enable

esr(config-1t)# load-average
<TIME>

esr(config-It)# mtu <MTU>

Knoun

<NAME> — nM4 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOI A0 12 CMMBO/IOB.

<ID> - ngeHTudmkarop
TyHHens B Avana3soHe [1..128].

<ADDR/LEN> - IP-agpec u
npedmkc noacety, 3aaéTcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxgas yacte AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..32].

<TIME> - nHTepBas B
cekyHAax, npuHumaet
3HayeHus [5..150].

3Ha4veHne Mo yMOo/1HaHuio: 5.

<MTU> - 3Ha4yeHne MTU,
NPUHUMAaET 3Ha4YeHNA B
JunanasoHe:

- pns ESR-10/12V(F)/15/
15R/15VF -
[1280..9600];

- ans ESR-20/21/30/31 -
[1280..9500];

- anst ESR-100/200/1000/
1200/1500/1511/1700/
3100/3200/3200L/3300
- [1280..10000].

3Haqumeru)yM0nanmm:
1500.
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9.5.2 Mpumep HacCTPOKMU

3apgava:
OpraHu3oBaTb B3auMoAelicTere Mexay XoctaMmu, TepMUHUpoBaHHbIMU B AByX VRF vrf_1 n vrf_2.

McxomHas KoHdurypauus:

hostname esr

ip vrf vrf_1

exit

ip vrf vrf_2

exit

interface gigabitethernet 1/0/1
ip vrf forwarding vrf_1
ip firewall disable
ip address 10.0.0.1/24

exit

interface gigabitethernet 1/0/2
ip vrf forwarding vrf_2
ip firewall disable
ip address 10.0.1.1/24

exit

PewieHune:

Cosgaaum LT-TyHHenn ansa kaxgoro VRF ¢ ykasaHuem IP-agpecoB 13 0gHON NOACETH:

esr(config)# tunnel 1t 1

esr(config-1t)# ip vrf forwarding vrf_1
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.1/30
esr(config-1t)# exit

esr(config)# tunnel 1t 2

esr(config-1t)# ip vrf forwarding vrf_2
esr(config-1t)# ip firewall disable
esr(config-1t)# ip address 192.168.0.2/30
esr(config-1t)# exit

YkaxeM anst kaxgoro LT-TyHHens LT-TyHHenb u3 VRF, ¢ KOTOpbIM HEOGXOAMMO YCTaHOBUTL CBSA3b, U
aKTMBMpYyeM UX:

esr(config)# tunnel 1t 1
esr(config-1t)# peer 1t 2
esr(config-1t)# enable
esr(config-lt)# exit
esr(config)# tunnel 1t 2
esr(config-1t)# peer 1t 1
esr(config-1t)# enable
esr(config-lt)# exit
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Ecnu B VRF He cKOHurypmnpoBaH HU OgUH U3 NPOTOKONOB ANMHAMMYECKOW MapLUpyTU3aumm, To
HEeoOGX04MMO yKasaTb cTaTudeckue MapupyTthbl ana kaxagoro VRF:

esr(config)# ip route vrf vrf_1 0.0.0.0/0 192.168.0.2
esr(config)# ip route vrf vrf_2 0.0.0.0/0 192.168.0.1
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10 YnpaBneHue yHKUMSAMI BTOpPOro ypoBHs (L2)

+ HacTtpoiika donsmyeckoro nHtepderica
* AJITOPUTM HaCTPOWKM
* [prmMep HacTpoiikn pexmma L2
+ Hactpoiika VLAN
* AJITOPUTM HaCTPOWKM
+ Manunynsaumm ¢ VLAN Ha nHtepdpeiice
* [prmep HacTpokm 1
* [pymMep HacTpoikm 2
+ Pa3pelueHne o6paboTkm VLAN B TErMpoBaHHOM 1 HETETMPOBAHHOM PEXMMaXx
* [prmep HacTpokm 1
* [pymMep HacTpoikm 2
+ Hactpoiika LLDP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
* HacTtpoiika LLDP MED
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm Voice VLAN
+ HacTtpoiika npoTtokonos cemeictea STP
+ HacTtpoiika npotokonos STP n RSTP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
+ HacTtpoiika npotokona VSTP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
+ HacTtpoiika npotokona MSTP
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
* HacTtpoiika Bridge
* AJITOPUTM HaCTPOWKM
+ Mpumep HacTpoiikm bridge gna VLAN u L2TPv3-TyHHens
+ [pumep HacTpoiikm bridge ana VLAN
* [NpumMep HacTpoitkn gobaeneHus/yaaneHus stoporo VLAN-Tera
+ Hactpoiika Dual-Homing
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
*+ Hacrtpolika 3epkanvpoBaHus (SPAN/RSPAN)
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
+ HacTtpoiika LACP
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
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10.1 HacTtpoiika ¢pusmnueckoro nHrepcpeiica

10.1.1 ANropuTm HaCTPOIKKN

Lar

OonucaHue

MNepexop B pexnm
KOHGMrypupoBaHus
hyHKLMOHaNa.

BbIkntounTh MHTEPheic.

3apatb onvcaHue (He
0653aTe/bLHO).

3agatb MTU (He
06513aTe/LHO).

3afartb CKOPOCTb U PeXum
paboThbl
npvemonepeaaTyvka (He
06513aTe/LHO).

KomaHpga

esr(config)# interface
gigabitethernet

esr(config)# interface
tengigabitethernet

esr(config)# interface
fourtygigabitethernet

esr(config)# interface
twentyfivegigabitethernet

esr(config)# interface port-
channel <ID>

esr(config-if-gi)# shutdown
esr(config-if-gi)# description

<text>

esr(config-if-gi)# mtu <count>

esr(config-if-gi)# speed
<SPEED> <DUPLEX>

Knrouun

<ID> — nopsAKOBbIN HOMEp FPyMnbl arperauun
KaHas10B, NPUHMMaET 3HadeHuns [1..12].

<text> — g0 255 cCMMBO/IOB.

<count> — 552-10000.

3HaueHue no ymonyaruto: 1500.

<SPEED> — 3HauyeHue CKOpOCTK:

+ 10M - 3HaveHune ckopoctn 10 MéuT/c;

+ 100M - 3Ha4eHue ckopoctn 100 Méut/
C,

* 1000M - 3Ha4veHune ckopoctn 1000
M6uT/c;

+ 10G - 3HayeHue ckopocTtu 10 Féut/c;

+ auto — aBTOMaTU4eCKnii BbIGOP
pexuma (HegocTynHo ans 10G-
nHTepdeiicos).

3HaueHne Nno ymonyaHuto: auto.

<DUPLEX> — pexum paboThl
npuemonepefaTynka, NPUHUMAET 3HaUYeHUs:

+ full-duplex — gynnekc;

+ half-duplex — nonyaynnekc.
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War OnucaHwune KomaHpga Kntoun
6 3agatb MAC-agpec (He esr(config-if-gi)# mac-address = <ADDR> - MAC-agpec ceTeBOro MocTa,
06513aTe/LHO). <ADDR> 3agaétca B Buge XX XX XX XX:XX: XX, rae

Kaxxaas yacTb npuHuMaet 3Hadenus [00..FF].

® Ha paHHOM 3Tane HACTPOIKM HET HEOGXOAMMOCTHU B 3agaHumn HacTpoek firewall.

10.1.2 Mpumep HacTpoikn pexuma L2

3apgaua:

HacTtpouTb nHTepdeiic gigabitethernet 1/0/1 Ha npoxoxaeHne Tpadmka cneayowmm obpasom:

+ 3apatb MAC-address 68:13:e2:7e:e4:93;

+ MepeBecTn UHTepdeic B pexum Switchport;

* YcTtaHoBUTb 3Ha4YeHne MTU=1400;

+ MepeBecTn nHTepdeic B pexnm paboTsl Full-duplex Ha ckopocTn 10M.

ESR

Switch

gi 1/0/1

PelweHune:

Mepengém B pexmm KoHUryprupoBaHusa nHtepdeiica gigabitethernet 1/0/1 n 3agagum Ha HEm MAC-address
68:13:e2:7e:e4:9a:

esr# configure
esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mac-address 68:13:e2:7e:e4:9a

MepeBeném nHTepdeiic B pexum swithcport:
esr(config-if-gi)# mode switchport
YctaHoBMM 3HavyeHne MTU Ha uHtepdoeiice, pasHoe 1400:

esr(config-if-gi)# mtu 1400
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YcTaHOBUM Ha UHTepdpelice ckopocTb 10M 1 cornacyem pexum paboTbl npuemonepegaTymka B nosIHOM
Aynnekce. BobliiieM 13 pexuma KOH(UIypupoBaHusi, MPUMEHUM U COXPaHUM HACTPOMKM:

esr(config-if-gi)# speed 10m full-duplex
esr(config-if-gi)# end

esr# commit

esr# confirm

MpoBepVM HACTPOEHHbIE NapamMeTpbl Ha UHTepdeiice:

esr# show interfaces switch-port status gigabitethernet 1/0/1

Interface gigabitethernet 1/0/1
Status: Up
Media: copper
Speed: 16M
Duplex: full
Flow Control: Disabled
MDI Mode: MDI

10.2 Hacrtpoiika VLAN

VLAN (aHrn. Virtual Local Area Network) — normueckasi («BUpTyasibHasi») /lokasibHasi CeTb, NpeAcTaBNseT
coboli rpynny yCTPONCTB, KOTOPble B3auMOAENCTBYIOT MeXay co60i Ha KaHa/IlbHOM YPOBHE HEe3aBUCUMMO OT UX
dhmnsnyeckoro mectoHaxoxaeHuns. Pabota VLAN ocHoBaHa Ha MCnonb30BaHWUM AONOMHUTENIbHBIX Nosen
Ethernet-3aronoska cornacHo ctaHgapty 802.1q. Mo cytu, VLAN n3onunpyeT LWMpoKoBeLLaTenbHbliA AOMEH
nyTem orpaHuyeHms kommyTtauun Ethernet-copeiimos Tonbko ¢ oamHakoBbiM VLAN-ID B Ethernet-3aronoBke.

10.2.1 ANropuTM HacTpOIKN

War OnucaHue Komanpga

1 Cospatb VLAN. esr(config)# vlan <VID>

2 3agatb ums vlan (He 06s13aTesnbLHO). esr(config-vlan)# name <vlan-
name>

3 OTKNUMTb OTCNEXMBaHUe cocTosiHuA  esr(config-vlan)# force-up

NHTEPdENCOoB, Ha KOTOPLIX paspeLueHa
o6paboTka Ethernet-chpeiimoB gaHHOro
VLAN (He 06s13aTe/1bHO).

Knoun

<VID> — ngeHtudmkartop VLAN,
3afaéTtcAa B AnanasoHe
[2..4094].

Takke ecTb BO3MOXHOCTb
C03aHuns HeCcKobKMX vlan
(uepes 3ansTyto), AManasoHa
vlan (uepe3 gedmc nnu
KOMOWHMPOBaHHYO 3anuchb,
coAepxatlyto 3ansitole u

naeducel).

<vlan-name> — go 255
CUMBOJIOB.
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War OnucaHwune KomaHpa Knroun
4 YCTaHOBUTb pexum paboTbl esr(config-if-gi)# mode switchport  [onyctumo gns Bcex ESR.
domsnueckoro nHTepdeiica. . .
esr(config-if-gi)# mode hybrid JonycTMo TonbKo Ans
ESR-1000/1200/1500/1511/
1700.
5 OTKIOUNTb 06PabOTKYy BXOASLLMX esr(config-if-gi)# switchport

HeTernpoBaHHbIX Ethernet-cppeiimos Ha forbidden default-vian
ocHoBe Tabnuubl kKommyTaumm VLAN-a
no ymonyaHuio (VLAN-ID - 1) (He

0653aTe/bHO).
6 3apatb pexum paboTbl L2- esr(config-if-gi)# switchport mode  Tonbko ans ESR-10/12V(F)/
nHTepdeiica. access 15/15R/15VF/20/21/30/31/
100/200/3100/3200/3200L/
3300.

[aHHbIA pexxmm sBnsieTcs
PEXMMOM MO YMO/TYaHUIO U He
oTobpaxaeTcs B
KOHdomrypaumu.

esr(config-if-gi)# switchport mode  Tonkko ans ESR-10/12V(F)/

trunk 15/15R/15VF/20/21/30/31/
100/200/3100/3200/3200L/
3300.

esr(config-if-gi)# switchport mode  Tonbko ans
general ESR-1000/1200/1500/1511/
1700.

JaHHbIi pexum sBnsetcs
PEXUMOM MO YMOSTHAHUIO 1 He
oTobpaxaeTcs B
KOHdourypaumu.
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LWar

OonucaHuve

HacTtpoutb cnucok VLAN Ha
nHTepdeiice.

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa

esr(config-if-gi)# switchport trunk
allowed vlan <ACT> <VID>

Knioun

[nsi ESR-10/12V(F)/15/15R/
15VF/20/21/30/31/100/200/
3100/3200/3200L/3300.

<ACT> — Ha3Hauyaemoe
felicteue:

add — BknoueHue uHTepdeiica
Bo VLAN;

remove — VCK/ItoUeHNe
nHTepgeica ns VLAN.

<VID> — ngeHTnUKaLMOHHbI
Homep VLAN, 3apaéTca B
Anana3soHe [2...4094]. MoxHo
3a/aTb Anana3oHoOM vyepes «-»
NN NEPEUNCNIEHNEM YEPES «,».
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OonucaHuve

HacTtpouTb VLAN B kauecTBe Default
VLAN Ha gaHHOM uHTepdieice ans
HeTermpoBaHHOro Tpaguka,
NOCTYyNaoLLEero Ha AaHHbIii NopT.

YctaHoBuTb ugeHTudrkatop VLAN-
nopta (PVID) ansa BxoAswero
HeTernpoBaHHoro Tpaduka (He
0653aTe/LHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# switchport
general allowed vlan <ACT> <VID>
[<TYPE>]

esr(config-if-gi)# switchport trunk

native-vlan <VID>

esr(config-if-gi)# switchport
general pvid <VID>

Knoun

Inst ESR-1000/1200/1500/
1511/1700.

<ACT> — Ha3Hayaemoe
aencTeue:

add - BknoyeHne uHTepdeiica
Bo VLAN;

remove — VCK/IHOYeHNEe
nHTepgeica ns VLAN.

<VID> - naeHTMdnKaLnOHHbI
Homep VLAN, 3apaéTca B
AnanasoHe [2...4094]. MoxHo
3a/aTb AnanasoHoMm

uepes «-» UK NepeuncrieHnem
uepes «,»,

<TYPE> — Tun naketa:

tagged — nHTepdeiic 6yaet
nepegasartb ¥ NpUHMMATb
nakeTbl B yka3aHHbIX VLAN
TernpoBaHHbIMY;

untagged - nHTepdeliic byaet
nepegasaTtb NakeTbl B
yka3aHHbIX VLAN
HeTernpoBaHHbIMW. VLAN, B
KoTopyto ByayT HanpaBneHbl
BXOAsLLME HETEMMPOBAHHbIE
nakeTbl, HacTpanBaeTcs
kKomaHpaoi switchport general
pvid.

[nsi ESR-10/12V(F)/15/15R/
15VF/20/21/30/31/100/200/
3100/3200/3200L/3300.

<VID> - ngeHtudpmkartop VLAN,
3aaéTca B guanasoHe
[2..4094].

[Ona ESR-1000/1200/1500/
1511/1700.

<VID> — ngeHTUpnKaLNoHHbIi

Homep VLAN, 3apaéTca B
AvanasoHe [1..4094].
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CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum
War OnucaHwune KomaHpa Knroun

10 Pa3pelwnTb Ha nHTepdelice 06paboTky esr(config-if-gi)# switchporttrunk  Tonbko ana ESR-10/12V(F)/

Ethernet-gopeiimoB Bcex cozaaHHbix Ha  allowed vlan auto-all 15/15R/15VF/20/21/30/31/
mapLupytusartope VLAN (He 100/200/3100/3200/3200L/
06513aTe/bHO). 3300.
esr(config-if-gi)# switchport Tonbko Ans
general allowed vlan auto-all ESR-1000/1200/1500/1511/
1700.

10.2.2 Manunynsuum c VLAN Ha nHtepdeiice

10.2.3 Mpumep HacTpoiiku 1

® [aHHbIii NnpuMep NpegHa3HaYeH ANS UCNO/b30BaHUA NPU KoHurypupoBaHum VLAN Ha
ycTpoiictBax ESR-10/12V(F)/15/15R/15VF/20/21/30/31/100/200/3100/3200/3200L/3300.

3apgava:

Ha ocHoBe 3aBogckoli koHdurypauumn ans ESR-30 yaanute n3 VLAN 2 nopt gigabitethernet 1/0/1 n HazHaunTb
ero Ha nHTepdelic gigabitethernet 1/0/2 B HeTErMPOBaHHOM peXnMe.

gigabitethernet 1/0/1 /_/_.\

':::::::::I[:]' ++++++++++++++++++++++++++++++++++++++++ ISP

ESR-30

PelweHune:

Monagém Ha nHTepdelic gigabitethernet 1/0/1 n yganum ero n3 VLAN 2:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# no switchport access vlan
esr(config-if-gi)# exit

Mepeligém Ha nHTepdelic gigabitethernet 1/0/2 n HasHaumm ero B VLAN 2:

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# switchport access vlan 2

MPUMEHUM 1 COXPaHUM U3MEHEHMUSI KOHAOMTYpaLWK:

esr(config-if-gi)# end
esr# commit
esr# confirm
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MpoBepyM, YTO BHECEHHbIE U3MEHEHUS BCTYNW/N B CU/TY, U Tenepb nHTepdielic gigabitethernet 1/0/2
npuHagnexut K VLAN 2 B HeTernpoBaHHOM pexume:

esr# show vlans 2
VID Name Tagged Untagged

2 -- gil/0/2, tel/0/1-2

10.2.4 Mpumep HaACTPOWKK 2

® [AaHHbIli NnpUMep NpeAHa3HayYeH AN1s UCNONb30BaHUA Npy KoHdurypuposardumn VLAN Ha
yctpoiictBax ESR-1000/1200/1500/1511/1700.

3apaua:

Ha ocHoBe 3aBogckoii koHdurypauun ans ESR-1000 yaanutb n3 VLAN 2 nopt gigabitethernet 1/0/1 n
Ha3HaunTb ero Ha uHTepdeiic gigabitethernet 1/0/2 B HeTermpoBaHHOM pexume.

gigabitethernet 1/0/1 /\
BI R R R R EE R R E R SRR E RS E R E R R R R ISP
VLAN 2

ESR-1000

PeweHune:

Monagém Ha nHTepdelic gigabitethernet 1/0/1 n yganum ero n3 VLAN 2:

esr# configure

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# switchport general allowed vlan remove 2 untagged
esr(config-if-gi)# no switchport general pvid

esr(config-if-gi)# exit

Mepeligém Ha HTepdelic gigabitethernet 1/0/2 n Ha3Haumm ero B VLAN 2:

esr(config)# interface gigabitethernet 1/0/2

esr(config-if-gi)# switchport general allowed vlan add 2 untagged
esr(config-if-gi)# switchport general pvid 2

esr(config-if-gi)# end

MPUMEHUM N COXPaHUM U3MEHEHUST KOH(UTYPaLN:

esr(config-if-gi)# end
esr# commit
esr# confirm
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MpoBepyM, YTO BHECEHHbIE U3MEHEHUS BCTYNW/N B CU/TY, U Tenepb nHTepdielic gigabitethernet 1/0/2
npuHagnexut K VLAN 2 B HeTernpoBaHHOM pexume:

esr# show vlans 2
VID Name Tagged Untagged

2 -- gil/0/2, tel/0/1-2

10.2.5 PaspewieHune o6pa6otkn VLAN B TErMpoBaHHOM U HETETMPOBAHHOM peXmnmax

10.2.6 Mpumep HacTpoiiku 1

® [AaHHbIii NnpuMep NpegHa3HayYeH AN1s UCNONb30BaHUA Npy KoHdgurypuposanumn VLAN Ha
yctpoiictBax ESR-10/12V(F)/15/15R/15VF/20/21/30/31/100/200/3100/3200/3200L/3300.

3apgaua:

Ha ESR-30 HacTpouTb nHTepdeiic gigabitethernet 1/0/1 Ha pexum trunk gna nepegaum n npvema peinmos B
VLAN 2, VLAN 64, VLAN 2000 B TermpoBaHHOM pexume B CTOPOHY ycTpoiicTBa Switch. VIHTepdeiic
gigabitethernet 1/0/2 HacTponTb Ha peXum access AN onpefeneHms HeTermposaHHoro Tpadgmka ot PC B
VLAN 2.

gigabitethernet 1/0/2 gigabitethernet 1/0/1

——— WLAM 2 m WLAN 2,64,2000 :
PC ESR-15 Switch
PeweHue:

MepeliféM B rNo6asbHbIN pexum KoHUrypuposaHus yctpoictea n co3gaaum VLAN 2, VLAN 64, VLAN 2000:

esr(config)# vlan 2,64,2000
esr(config-vlan)# exit

MNepenaém B pexumm HacTpoikn nHTepdpeiica gigabitethernet 1/0/1, 3anpetum ncnonb3osaHve default-flan
(VLAN 1) n HacTpoum ero npuHagnexHoctb k VLAN 2, VLAN 64, VLAN 2000 B TermpoBaHHOM pexuMe:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode trunk

esr(config-if-gi)# switchport trunk allowed vlan add 2,64,2000
esr(config-if-gi)# exit

Mepenném B pexmm HacTpoiku niTepdeiica gigabitethernet 1/0/2 n onpepenvm ero Kk VLAN 2 B
HeTernpoBaHHOM pPeXnMe:

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# mode switchport
esr(config-if-gi)# switchport access vlan 2
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MPYMEHNM 1 COXpaHUM U3MEHEHNS KOHAUrypaLn:

esr(config-if-gi)# end
esr# commit
esr# confirm

MpoBepMM, YTO BHECEHHbIE N3MEHEHMSA BCTYNWUAN B CUAY, U Tenepb nHtepdelic gigabitethernet 1/0/1
npuHagnexut K VLAN 2, 64, 2000, HacTpoeHHbIM B TErMPOBaHHOM pexnme, a nitepdeiic gigabitethernet 1/0/2
npuHagnexut K VLAN 2 B HeTermpoBaHHOM pexume:

esr# show vlans

VID Name Tagged Untagged
2 -- gil/o/1 gil/0/2
64 -- gil/o/1
2000 —- gil/o/1

10.2.7 Mpumep HACTPOIiKu 2

® [AaHHbIli NnpUMep NpegHa3HayYeH ANs UCNONb30BaHUA Npy KoHdgurypuposardumn VLAN Ha
ycTpoiictBax ESR-1000/1200/1500/1511/1700.

3apava:

Ha ESR-1000 HacTpouTb nHTepdielic gigabitethernet 1/0/1 Ha pexwum trunk ans nepegayun v npuema peliMos
B VLAN 2, VLAN 64, VLAN 2000 B TermpoBaHHOM pexnme B CTOPOHY ycTpoicTBa Switch. iHTepdeiic
gigabitethernet 1/0/2 HacTponTb Ha peXum access ANs onpefeneHns HeTermpoBaHHoro Tpagmka ot PC B

VLAN 2.
glgabi‘LE'ﬂ'IE rnet 1702 a gigabi‘[eﬂ‘lernet 1/0/1
—— WVLAN 2 WVLAN 2,64,2000 :
PC ESR-1000 Switch
PeweHue:

Mepelifém B rNo6asibHbIN pexum KoHUrypuposaHusa yctpoictea n co3gagnm VLAN 2, VLAN 64, VLAN 2000:

esr(config)# vlan 2,64,2000
esr(config-vlan)# exit

Mepeligém B pexmnm HacTpolikn niTepdieiica gigabitethernet 1/0/1, 3anpeTtm ncnons3oBaxne default-flan
(VLAN 1) n HacTpoum ero npuHagnexHoctb k VLAN 2, VLAN 64, VLAN 2000 B TermpoBaHHOM pexuMe:

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan

esr(config-if-gi)# switchport mode general

esr(config-if-gi)# switchport general allowed vlan add 2,64,2000 tagged
esr(config-if-gi)# exit
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Mepeligém B pexunm HacTpolikn nHTepdieiica gigabitethernet 1/0/2, 3anpeTtm ncnonb3oBaxue default-vlian
(VLAN 1), ykaxkem Port-VLAN ID (PVID) 2 n onpegenum ero k VLAN 2 B HETETVPOBaHHOM PEXUME:

esr(config)# interface gigabitethernet 1/0/2

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode general

esr(config-if-gi)# switchport general allowed vlan add 2 untagged
esr(config-if-gi)# switchport general pvid 2

MPUMEHUM N COXPaHUM U3MEHEHUST KOH(UTYPaLK:

esr(config-if-gi)# end
esr# commit
esr# confirm

MpoBepuM, YTO BHECEHHbIE N3MEHEHMSA BCTYNWUAN B CUAY, U Tenepb nHTepdelic gigabitethernet 1/0/1
npuHagnexut K VLAN 2, 64, 2000, HacTpoeHHbIM B TErMPOBaHHOM pexume, a uitepdeiic gigabitethernet 1/0/2
npuHaniexut K VLAN 2 B HeTermpoBaHHOM pexume:

esr# show vlans

VID Name Tagged Untagged
2 -= gil/o/1 gil/0/2
64 -- gil/o/1
2000 -- gil/o/1

10.3 Hacrtpoiika LLDP

Link Layer Discovery Protocol (LLDP) — npoTokon KaHa/lbHOro YPOBHS1, NO3BONSIIOLWNI CETEBOMY
060pyaoBaHMio onoBseLaTb 060pyaoBaHve, paboTatoLLee B /IOKasIbHOM CeTH, 0 CBOEM CyLLLEeCTBOBAHUN U
nepefasarb eMy CBOW XapakTepUCTUKK, & TaKke Mnoslyyarb OT Hero aHasiorMyHble CBeAeHUs.

10.3.1 ANroputM HacTpOIiKn

War OnucaHue KomaHpa Knoun
1 AkTuBmpoBatb LLDP Ha esr(config)# lldp enable

MapLupyTusartope.
2 Bkntountb npuem n o6pabotky LLDPDU  esr(config-if-gi)# lldp receive

Ha hm3nyeckom nHTepdpeiice.

3 Bkntountb otnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit
dm3nyeckoM nHTepdelice.
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LWar

OonucaHue

YctaHoBUTb nepuog otnpasku LLDPDU
(He o6si3aTeNbHO).

YCTaHOBUTL Nepuof, B TeYeHune
KOTOPOro MapLUpyTU3aTop XpaHuT
WHpopmMaLmio, nonyyeHHyro rno LLDP
(He o6si3aTENLHO).

YctaHoBuTh IP-agpec, koTopblin 6yaet
nepepasatbcsa B LLDP TLV B kavecTtse
management-address (He
0653aTe/bLHO).

YcTaHoBUTHL Nnose system-description,
KoTopoe 6yaeT nepefasatbes B LLDP
TLV B kauecTBe system-description (He
0653aTe/bHO).

YcTaHOBUTL Nosie system-name,
KoTopoe 6yaeT nepenaBatbcsi B LLDP
TLV B kauecTBe system-name (He
0653aTe/bHO).

10.3.2 Mpumep HaCTPOIKN

3apava:

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa

esr(config)# lidp timer <SEC>

esr(config)# lidp hold-multiplier
<SEC>

esr(config)# lldp management-
address <ADDR>

esr(config)# lidp system-
description <DESCRIPTION>

esr(config)# lidp system-name
<NAME>

Knoun

<SEC> - nepuop BpemeHu B
ceKkyHAax, npuHuMaeT
3HaueHve [1..32768].

3HaueHue no ymonyaHuio: 30.

<SEC> — nepvopg BpeEMeHN B
cekyHAax, npuHumaet
3HayeHue [1..10].

3HayeHve no YMO/THaHUIO: 4.

<ADDR> - IP-agpec, 3agaetcs
B Buae AAA.BBB.CCC.DDD, rae
KavkAasi 4yacTb MPUHMMaET
3HaueHus [0..255].

Mo yMonyaHuio 3aaaeTcs oauH
13 CYLLECTBYIOLLIX.

<DESCRIPION> - onucaHune
cucTeMbl, 3a4aéTcs CTPOKOI A0
255 cumBoNOB.

Mo ymonyaHuio cogepxuT
MHd)opMaunio o Mogenu n
Bepcum NO mapuipyTtusaropa.

<NAME> - nms cuctemsl,
3ajaeTcs CTpoKoii go 255
C/MBOJIOB.

Mo ymonuaHuio coBnagaet ¢
3agaHHbIM hostname.

OpraHuzosartb 06MeH 1 06paboTky LLDPDU mexay mapiupyTtusaropamu ESR-1 n ESR-2.

R1

R2

61 1/0/1 m
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PelwweHue:

1. KoHdpurypuposaHue R1
Bkntourm LLDP rno6anbHO Ha mapLupyTmnsarope:

esr(config)# 1ldp enable

Bkntounm npuem n otnpasky LLDPDU Ha nHTepdoeiice gi 1/0/1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

2. KoHthurypmpoBaHue R2
Bkntounm LLDP rno6anbHO Ha mapLupyTusartope:

esr(config)# 1ldp enable

Bkntounm nprem n otnpaeky LLDPDU Ha nHTepdelice gi 1/0/1:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# lldp receive
esr(config-if-gi)# lldp transmit

O6Lwyto nHdpopmauuto no LLDP cocefam MOXHO NOCMOTPETb KOMaHZOiA:

esr# show 1ldp neighbors

Moapo6Hy0 NHhbopMaLmio No coceny KOHKPETHOro nHTepdeica MoOXHO NOCMOTPETbL KOMaHAOM:

esr# show 1ldp neighbors gigabitethernet 1/0/1

O6wyto ctatTucTuky no LLDP MOXHO NOCMOTPETb KOMaHAOoM:

esr# show 1lldp statistics

10.4 Hacrtpoiika LLDP MED

LLDP MED — pacwupeHune ctaHgapta LLDP, koTopoe no3sonset nepenasartb ceteBble nonntuku: VLAN ID,
DSCP, priority.

10.4.1 ANropuTM HacTpOIKN

War OnucaHue KomaHpa Knoun
1 AkTuBmpoBatb LLDP Ha esr(config)# lldp enable
MapLupyTusaTope.
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OonucaHue

BknounTb otnpasky LLDPDU Ha
don3nyeckom nHTepdelice.

AkTuBmpoBatb pacwmnperHve MED LLDP

Ha MapLupyTu3aTope.

Cosgarb CeTeByH0 MOJINTUKY.

YkazaTb TUn NnPUNoXeHus.

YcTaHoBUTb 3HadeHne DSCP (He
06513aTe/bHO).

YcTaHoBUTb 3HadyeHne COS (He
06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-if-gi)# lldp transmit

esr(config)# lldp med fast-start
enable

esr(config)# network-policy
<NAME>

esr(config-net-policy)# application
<APP_TYPE>

esr(config-net-policy)# dscp
<DSCP>

esr(config-net-policy)#
priority <PRIORITY>

Knoun

<NAME> - nms network-policy,
3afaeTca cTpokoli Ao 31
cMmBoOna.

<APP-TYPE> - T1n
MPUIOXEHWS, AN1S1 KOTOPOro
6yAeT cpabaTbiBaTb network-
policy.

MNpuHMaeT 3HavYeHus:

* voice;

+ voice-signaling;

+ guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;
+ streaming-video;

+ video-signaling.

<DSCP> - 3HauyeHue Koga
DSCP, npuHMmaeT 3Ha4yeHus B
Avanasone [0..63].

<COS> - 3HaueHune
npuopuTeTa, NPUHNUMaeT
3HaUYeHus:

+ best-effort — COSO;

+ background - COST1;

+ excellent-effort — COS2;

+ critical-applications -
CO0S3;

+ video - COS4;

* voice — COS5;

* internetwork-control —
COSEé;

+ network-control — COS7.
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War OnucaHwue KomaHpa Kntoun
8 YctaHoBUTb 3HaveHne VLAN ID. esr(config-net-policy)# vlan <VID>  <VID> — naeHTUUKaLMOHHbI
[tagged] Homep VLAN, npuHumaeT

3HayeHus [1..4094];

+ tagged - ksito4, npm
yCTaHOBKE KOTOPOro
aboHeHTCcKoe
yCTpoiicTBO ByaeT
oTnpaenaTb Ethernet-
opeimMbl yKazaHHOIO
NPUIoXeHNsa B
TErMpoBaHHOM BUAE.

9 YCTaHOBUTb CETEBYIO NOMUTUKY Ha esr(config-if-gi)# lldp network- <NAME> - ums network-policy,
nHTepdeiic. policy <NAME> 3agaeTcs CTpokoi go 31
cMMBO/A.

10.4.2 Mpumep HacTpoiiku Voice VLAN

Voice VLAN — VLAN ID, npu nony4yeHumn kotoporo IP-tenecoH nepexogunt B pexum trunk ¢ 3agaHHbim VLAN ID
ans npuema u otnpasku VolP-Tpadivka. Mepegaya VLAN ID ocyuwiecTBnseTcs nocpeactsom paciumpeHus MED
npotokona LLDP.

3apgaua:

Heobxoanmo pasgenutb Tpadurk TenedoHnn n gaHHbelx no pasHbiM VLAN, vid 10 ans gaHHbeix 1 vid 20 gns
TenedoHun n HactpouTb oTrnpasky Voice VLAN c nopta gi 1/0/1 ESR. MNMpwn atom Ha IP-TenedoHe fomxeH
nognepxvearbca 1 6bITb BKktoUeH Voice VLAN.

ESR
a r.-i ] I:I U I:I ] II‘I\I;. f“‘m l Ilr-ll r“‘
I

PelweHune:

MpenBapuTensHo Heobxogumo co3gatb VLAN 10 n 20 n HacTpoutb MHTepdoeiic gi 1/0/1 B pexume trunk:

esr(config)# vlan 10,20

esr(config-vlan)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport mode trunk
esr(config-if-gi)# switchport trunk allowed vlan add 10,20
esr(config-if-gi)# exit

Bkntounm LLDP v nogaepxky MED B LLDP rno6asibHO Ha MapLupyTusaTope:

esr(config)# 1ldp enable
esr(config)# 1ldp med fast-start enable
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Co3gaanm 1 HaCTPOUM CETEBYHD NOMMTUKY TakuM 06pa3oMm, YTOObI ANs NPUIoXKeHMs voice ykasbiBasica VLAN
ID 20:

esr(config)# network-policy VOICE_VLAN
esr(config-net-policy)# application voice
esr(config-net-policy)# vlan 20 tagged
esr(config-net-policy)# exit

HacTtpoum LLDP Ha uHTepgieice n ycTaHOBUM Ha HEFO CETEBYH) NMONTUKY:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# 1ldp transmit
esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp network-policy VOICE_VLAN
esr(config-if-gi)# exit

10.5 Hacrtpoiika npotokonoB cemenictBa STP

10.5.1 Hactpovika npotokonoB STP n RSTP

Spanning Tree Protocol — ceTeBoii NpOTOKO/, OCHOBHOI 3aja4eii KOTOPOro ABASIETCA NpUBEAEHNE CETU
Ethernet ¢ n36bITOYHBIMI COEANHEHNAMU K APEBOBUAHOI TOMOMOMMK, UCKAOYatowen netnun. Cetesble
YCTPOICTBa 0GMEHMNBAKOTCS CNYXEGHBIMM COOBLLEHUSMI, UCNOMb3YS Kaapbl cneyuansHoro popmara (BPDU),
1 BbIGOPOYHO BK/HOYAKT/OTKAOHAKT MHTEPIENCHI BO N36EXaHNe KO/bLEBbIX TOMOOIMIA.

Rapid (6bicTpbiit) STP (RSTP) — siBnsieTca ycoBepLueHCcTBOBaHMEM npoTokona STP, xapakTtepusyeTcs
MEHbLUUM BPEMEHEM CXOAMMOCTM 3a CHET UCMOJIb30BaHUSI MEXaHU3Ma NPeASIoKEHNI 1 cornalleHuit
(propolsal/agreement proccess) v yny4LIEHHOR NOrKoi 0TNPaBKy CyXe6HbIXx BPDU-co06LLEeHWIA.

® nNpotokonbl STP 1 RSTP He noaaepxaHbl Ha cnegyowmx mogensx: ESR-1000, ESR-1200,
ESR-1500, ESR-1511, ESR-1700.

ANropuTtM HacTpPOMKN

War OnucaHue KomaHpa Knroun

1 Bkntountb STP B rno6ansHom pexmume  esr(config)# spanning-tree
KOHdourypauuu.

2 YCcTaHOBUTbL MHTEPBAJT BPEMEHWY, esr(config)# spanning-tree <TIME> — Bpems B cekyHax,
3aTpadnBaemsblii Ha npocnywusaHve n  forward-time <TIME> npuHUMAaET 3HadeHus [4..30].
n3yyeHve
COCTOSIHWIT Nepes, NepekNtoYeHNEM B 3HayeHve no ymonyaHuio: 15
cocTosiHve nepegaun (He CEKyHS,
06s13aTe/NbHO).
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OnucaHue

YCTaHOBUTb MHTEpPBa BPEMEHU MEXAY

oTnpaskoit BPDU-nakeToB (He
06s13aTe/bHO).

YcTaHOBUTL BPeEMS, B TEUEHUE KOTOPOro
Oyaet oxupaarbcsa nonyvyeHne BPDU ot
ROOT -kommyTaTtopa (He 06s13aTe/ibHO).

Bblbpatb Tvn npotokona: STP unn
RSTP.

YCTaHOBWTb METO/, PacyeT CTOMMOCTM

Nyt (He 06s13aTernbLHO).

HacTpouTb NPUOPUTET CBA3YIOLLETO
fdepeBa STP (He o6a3aTensHO).

MepeBecTn nHTEpdoeinc B L2-pexnm

Ons BKAOYeHMs1 B paboty B STP/RSTP.

YCTaHOBUTb CTOMMOCTb Ha
onpefieneHHoM uHTepdeiice (He
0653aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config)# spanning-tree hello-
time <TIME>

esr(config)# spanning-tree max-
age <TIME>

esr(config)# spanning-tree mode
<MODE>

esr(config)# spanning-tree
pathcost method <short | long>

esr(config)# spanning-tree priority
<PRIORITY>

esr(config-if-gi)# mo switchport

esr(config-if-gi)# spanning-tree
cost

Knioun

<TIME> — Bpems B cekyHaax,
npUHUMaET 3HaueHus [1..10].

3HayeHue no ymosnyaHuto: 2
CEKyHAb!.

<TIME> — Bpems B cekyHAax,
NpUHUMAET 3HaueHus [6..40].

3HaueHue no ymonyaxuio: 20
CeKyH[.

<MODE> - npotokon
cemeiictea STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;
« RSTP - IEEE 802.1W
Rapid Spanning Tree
Protocol;
3HayeHuve rno ymMosiyaHuio:
RSTP.

long — 3HauYeHne LieHHOCTY B
AmanasoHe [1..200000000];

short — 3HaueHne LueHHoCTU B
JamanasoHe [1..65535].

3HayeHue rno
ymosyaHuio: short.

<PRIORITY> -

NPUOPUTET, yKa3biBaeTcs B
AvanasoHe c warom 4096
[0..61440].

3Ha4eHue no
ymonuaHuio: 32768.

<COST> - cTOMMOCTb NyTH,
yCTaHaB/MMBAETCS B AuanasoHe
[1..20000000].

3HayeHve No ymonyaHuio: 4.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

KomaHpa

Knioun

10 YctaHoBWTb TUN MHTepdieiica (He esr(config-if-gi)# spanning-tree point-to-point — komaHga
0653aTe/LHO). link-type {point-to-point|shared} onpeaensieT nHTepdelic kak
«TOYKa-TOUKaY;
shared — komaHga onpegenser
nHTEpdeic kak
«Pa3BETB/IEHHbI».
3HayeHuve no
yMoO/14aHuio: point-to-point.
11 YctaHoBUTb NpuoputeT nHTepcheiica B esr(config-if-gi)# spanning-tree <PRIORITY> - npuopwurer,
cBs3ytouem aepese STP (He port-priority <PRIORITY> yKasblBaeTcs B
0653aTe/LHO). JmanasoHe ¢ warom 16 [0..240].

Mpumep HACTPOIKK

3agava:

HacTtpouTb Ha mapLupyTusartope npotokon STP onia npegorspalleHms NeETNN C UHTEPBA/IOM NPOCNYLUNBAHUA U
n3y4deHus cetn 10 cekyHA 1 BpEMEHEM XWN3HW CBA3YIOLLErO AepeBa 15 cekyHa,

i gilion gilforn Switch
ESR-20 vian 50 vian 50 '
giLin2 giLine2
vian 50 vian 50

PeweHne:
[na npumepa pasdepém cxeMy ¢ MapLIpyTU3aTopoM 1 KOMMYTaTOPOM, COeAUHEHHbIX ABYMS IMHKaMM.
Mo ymonuaHuio Ha ESR BkntoveH npotokon RSTP.

MepeliféM B peXnm KOHPUryprpoBaHus:
esr-20# configure

3agaamm NpoToKoa no ymonyaHuio STP:
esr-20(config)# spanning-tree mode stp

YcTaHOBMM BpeMS XU3HU CBA3YOLLEro aepesa — 15 CeKyHA 1 MHTepBasl NPOC/YLUMBAHUA N U3YUYEHUS CETUN —
10 cekyHAa:

esr-20(config)# spanning-tree max-age 15
esr-20(config)# spanning-tree forward-time 10
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BbiBog, KOMaHabl show spanning-tree bridge global active:

esr-20# show spanning-tree bridge global active
Protocol version: STP
Root ID: [32768] a8:f9:4b:ad:5a:00
Root port: [128] gil/0/1
Pathcost 32768
Message Age 300

Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] a8:f9:4b:ad:8e:5d

Hello time: 2 Max age time: 15 Forward delay: 10

Transmit hold count: 6 Topology change: 0

Time since topology change: 16 Topology change count: 2
Name State Prio.Num Cost Status Role PortFast Type
gil/o/1 en 128.2 32768 FRW Root No STP
gil/o/2 en 128.3 32768 BLK Altr No STP

10.5.2 Hacrtpoiika npotokona VSTP

Mcnonb3oBaHne VLAN Spanning Tree Protocol no3sonsieT opraHnsoBatb paboty npotokonos STP/RSTP B
pamkax BblgeneHHoro bridge-goMeHa, UTo gaeT BO3MOXHOCTb OpraHn30BaTh KO/bLEBYH OTKa30yCTONYMBYHO
TOMOMOINI0 B CETSAX C UCNo/b3oBaHue L2-TyHHeneit (cepBuckl L2TPv3 1 Ethernet over GRE), nnu B ceTsx,
YCTPOWCTBa KOTOPbIX HE MNOAAEPXNBAOT paboTy NPOTOKONOB ceMeincTea XSTP.

® [Ans KoppeKkTHOII pa6oThl YCTPOICTBA A0MKHbI NogaepXuBaTh npotokon VSTP.

ANTOPUTM HaCTPOWKU

War OnucaHue KomaHpga

1 MepeitTn B pexmm KoHdurypaumm esr(config)# bridge <BR-NUM>
bridge-gomeHa ana HacTpoiiku
npotokona STP/RSTP.

2 YCTaHOBUTb MHTEPBasT BPEMEHWN, esr(config-bridge)# spanning-tree
3aTpaumBaemblii Ha npocnywnBaHne n  forward-time <TIME>
n3yyeHune
COCTOSIHWIA Nepep, NepekntoyeHneM B
cocTosiHe nepegaqn (He
06513aTe/bHO).

3 YcTaHOBUTb MHTEPBa BpemeHn Mexay — esr(config-bridge)# spanning-tree
oTnpaskoii BPDU-nakeToB (He hello-time <TIME>
06513aT€e/bHO).

Knroun

<BR-NUM> - Homep bridge.

<TIME> — Bpems B CcekyHAax,
npuHUMaeT 3HaueHus [4..30].

3HayeHue no ymonyaHuio: 15
CeKyHA.

<TIME> - Bpems B cekyHAax,
npUHMMaET 3HadeHus [1..10].

3HayeHne No ymonyaHuio: 2
CeKyHObl.
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OonucaHue

YcTaHOBUTb BPEMS, B TEUEHNE KOTOPOro
oyaet oxuagarbcs nonyyeHne BPDU ot
ROOT -kommyTatopa (He 06s3aTesibHO).

Bblbpatb Tvn npotokona: STP unu
RSTP.

YcTaHOBUTL METO/ pacyeTa CTOMMOCTHU

nyTv (He 06a3aTe/bHO).

HacTpouTb npropuTeT Gpnaxa —
“cnosb3yeTcsi Npu BbliGope root
6puaka B Tononormun (He
06513aTe/bHO).

Brountb 6puapk B paboty ¢

COOTBETCTBYOLLMM NHTEPIENCOM.

YCTaHOBUTb CTOMMOCTb Ha
onpegeneHHoM nHTepdelice (He
06513aTe/bHO).

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

KomaHpa

esr(config-bridge)# spanning-tree
max-age <TIME>

esr(config-bridge)# spanning-tree
mode <MODE>

esr(config-bridge)# spanning-tree
pathcost method <short | long>

esr(config-bridge)# spanning-tree
priority <PRIORITY>

esr(config-if-gi)# bridge-group <B
R-NUM>

esr(config-if-gi)# spanning-tree
cost

Knoun

<TIME> - BpemsA B CEKyHAaXx,
npUHUMaET 3HaueHus [6..40].

3HayeHune no ymonyaHuio: 20
CeKyHa,.

<MODE> - npoTtokon
cemeiictea STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;
+ RSTP - IEEE 802.1W
Rapid Spanning Tree
Protocol.
3HayeHre No yMmosiyaHuio:
RSTP.

long — 3HaueHne LIeHHOCTH B
JAvanasoHe [1..200000000];

short — 3Ha4YeHne UeHHOCTU B
JAvanasoHe [1..65535].

3HayeHue no
ymonuaxmio: short.

<PRIORITY> -

NPUOPUTET, yKa3blBaeTcs B
AnanasoHe c warom 4096
[0..61440].

3HayeHue no
yMo/i4aHutio: 32768.

<BR-NUM> - Homep bridge.

<COST> — cToMMOCTb NyTH,
yCTaHaB/MBaeTCA B AManasoHe
[1..20000000].

3HayeHue no ymonyaHuio: 4.
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War OnucaHue KomaHpa Knroun
10 YcTaHoBWTb TN UHTepdieiica (He esr(config-if-gi)# spanning-tree point-to-point — komaHga
06s13aTe/bHO). link-type {point-to-point|shared} onpepnensieT MHTepdelic Kkak

«TOYKa-TOYKa»,

shared — komaHga onpegensiet
NHTepgenc kak
«Pa3BETB/IEHHbI».

3HauyeHue no
yMO/14aHuo: point-to-point.

11 YctaHoBWTb NpuopuTeT nHTepdpelicaB  esr(config-if-gi)# spanning-tree <PRIORITY> — npuopwurer,
ceasyollem gepese STP (He port-priority <PRIORITY> yKa3blBaeTCs B
06s13aTe/bHO). JAvanasoHe c warom 16 [0..240].

& [Ans BknoueHus VSTP Ha nHTepdpeiice Heo6xoaumo Ao6aBuUThL ero B bridge-gomeH cnegyowmm
o6pasom:

interface gigabitethernet 1/0/3
mode switchport

bridge-group 10

exit

Mpumep HacTpoOiiKn

3agava:

C nomoulpto npotokona VSTP opraHn3oBaTb pe3epBupoBaHus cepsuca L2VPN, NOCTPOEHHOIo ¢ NOMOLLbHO
Ethernet over GRE.

ISP 1

ESR 1
gl 101
bridge 10

\ gi 10/3

rl

GRE 1

ESR2
gl 10/
bridge 10

i 1073 \

GRE2
L 4

gi 1102

gi 1102

Client 1
Client 2

ISP 2
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PeuleHue:

HacTtpoum agpecauuio Ha ESR1T n ESR2:

ESR2(config)# interface gigabitethernet 1/0/1
ESR2 (config-if-gi)# ip firewall disable

ESR2 (config-if-gi)# ip address 198.51.100.2/30
ESR2 (config-if-gi)# exit

ESR2(config)# 1interface gigabitethernet 1/0/2
ESR2 (config-if-gi)# ip firewall disable

ESR2 (config-if-gi)# ip address 198.51.100.6/30
ESR2 (config-if-gi)# exit

ESR2 (config)# do commit

ESR2 (config)# do confirm

ESR1(config)# interface gigabitethernet 1/0/1
ESR1(config-if-gi)# ip firewall disable
ESR1(config-if-gi)# ip address 198.51.100.1/30
ESR1(config-if-gi)# exit

ESR1(config)# 1interface gigabitethernet 1/0/2
ESR1(config-if-gi)# ip firewall disable
ESR1(config-if-gi)# ip address 198.51.100.5/30
ESR1(config-if-gi)# exit

ESR1(config)# do commit

ESR1(config)# do confirm

268



CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

HacTtpoum Ethernet over GRE. C nomoubto VSTP onpegenvm GRE 1 kak ocHOBHoW KaHasl, GRE 2 — pe3epBHbIii:

ESR1(config)# bridge 10

ESR1(config-bridge)# enable
ESR1(config-bridge)# exit

ESR1(config)# tunnel gre 1

ESR1(config-gre)# mode ethernet
ESR1(config-gre)# bridge-group 10
ESR1(config-gre)# local address 198.51.100.1
ESR1(config-gre)# remote address 198.51.100.2
ESR1(config-gre)# spanning-tree cost 10
ESR1(config-gre)# enable

ESR1(config-gre)# exit

ESR1(config)# tunnel gre 2

ESR1(config-gre)# mode ethernet
ESR1(config-gre)# bridge-group 10
ESR1(config-gre)# local address 198.51.100.5
ESR1(config-gre)# remote address 198.51.100.6
ESR1(config-gre)# spanning-tree cost 20
ESR1(config-gre)# enable

ESR1(config-gre)# exit

ESR1(config-if-gi)# do commit
ESR1(config-if-gi)# do confirm

ESR2 (config)# bridge 10

ESR2 (config-bridge)# enable

ESR2 (config-bridge)# exit

ESR2 (config)# tunnel gre 1

ESR2 (config-gre)# mode ethernet

ESR2 (config-gre)# bridge-group 10

ESR2 (config-gre)# local address 198.51.100.2
ESR2 (config-gre)# remote address 198.51.100.1
ESR2 (config-gre)# spanning-tree cost 10

ESR2 (config-gre)# enable

ESR2 (config-gre)# exit

ESR2(config)# tunnel gre 2

ESR2 (config-gre)# mode ethernet

ESR2 (config-gre)# bridge-group 10

ESR2 (config-gre)# local address 198.51.100.6
ESR2 (config-gre)# remote address 198.51.100.5
ESR2 (config-gre)# spanning-tree cost 20

ESR2 (config-gre)# enable

ESR2 (config-gre)# exit

ESR2 (config-if-gi)# do commit
ESR2(config-if-gi)# do confirm
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[o6aBrM KNMeHTCKNe nHTepdeincobl B COOTBETCTBYOLWMIA bridge-aomMeH:

CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

ESR1(config)# 1interface gigabitethernet 1/0/3

ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#
ESR1(config-if-gi)#

mode switchport
spanning-tree portfast
bridge-group 10

do commit

do confirm

ESR2(config)# 1interface gigabitethernet 1/0/3

ESR2 (config-if-gi)#
ESR2 (config-if-gi)#
ESR2 (config-if-gi)#
ESR2 (config-if-gi)#
ESR2 (config-if-gi)#

mode switchport
spanning-tree portfast
bridge-group 10

do commit

do confirm

MpoBepuM cTaTyc TyHHenew, 4ytobbl y6eanTbCcs B CX0AMMOCTM npoTtokona VSTP:

ESR1# sh tu status

Tunnel Admin Link MTU Local IP Remote IP Last change
state state
gre 1 Up Up 1500 198.51.100.1 198.51.100.2 4 hours, 24
minutes and
58 seconds
gre 2 Up Up 1500 198.51.100.5 198.51.100.6 4 hours, 23
minutes and 6
seconds
ESR1# sh spanning-tree bridge 10 active
Instance name: bridge 10
Protocol version: RSTP
Root ID: [32768] a8:f9:4b:ad:fe:d1
Root port: [128] gre 1
Pathcost 10
Message Age 300
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] e4:5a:d4:01:b7:ec
Hello time: 2 Max age time: 20 Forward delay: 15
Transmit hold count: 6 Topology change: 0
Time since topology change: 1600 Topology change count: 7
Name State Prio.Num Cost Status Role PortFast Type
gil/o/3 en 128.5 32768 FRW Desg Yes RSTP
gre 1 en 128.3 10 FRW Root No RSTP
gre 2 en 128.4 20 BLK Altr No RSTP

HacTpoiika cepBuca 3aBeplUeHa.
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10.5.3 Hactpoiika npotokona MSTP

CepBuCHble MapLUpyTu3aTopbl cepun ESR. PyKOBOACTBO MO 3KcnayaTauum

Mpotokon Multiple STP siBnsieTca coBpemeHHol peanusauneii RSTP, kitoueBoii 0CO6EHHOCTbIO KOTOPOA
asnsetca nogaepxka VLAN. B MSTP kaxablii nOpT MOXET paboTaTb C pa3HbiM KosimdectsoM VLAN,
nprHagnexawmx pasHbim aksemnaspam (STI). I3aMeHeHne COCTOSIHWA B OQHOM M3 MHCTAHCOB HE OKa3blBaeT
B/IMAAHWA HA COCTOSIHUE APYIUX 3K3eMI/IAPO0B, YTO NO3BONAET NPoAo/KaTb 06paboTKy Tpadmka B c/yyae

610KMpPOBKM 0gHOro 13 STI.

® nMportokon MSTP nogaepxaH Tonbko Ha ESR-1000.

ANrOPUTM HaCTPOKU

Lar OnucaHue

1 Bblbpatb Tun npotokona MSTP.

2 YCTaHOBWTL NPUOPUTET AN
COOTBETCTBYIOLLETO MHCTaHCA Nepes
OCTasIbHbIMU, UCMOMb3YHOLLUMU 06LLMIA
aksemnnsp MST (He o6si3aTeNbHO).

3 YcTaHOBUTbL MakcuMasibHoe
KO/INYECTBO TPaH3UTHbIX Y3108 AN
naketa BPDU, Heo6xoauMMbIX A5
thopmupoBaHus fepesa (He
06s13aTeNbHO).

4 YCTaHOBUTb NPUHAA/IEXHOCTb
ak3emnnspa MST k cooTBeTCTBYHOLLEN
rpynne VLAN (He 06s13aTesIbHO).

KomaHpga

esr(config)# spanning tree mode
<MODE>

esr(config)# spanning-tree mst
<INSTANCE> priority <PRIORITY>

esr(config)# spanning tree max-
hops <NUM>

esr(config-mst)# instance
<INSTANCE> vlan <VLAN>

Knroun

<MODE> - npotokon
cemeiictBa STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;

+ RSTP - IEEE 802.1W
Rapid Spanning Tree
Protocol;

+ MSTP -IEEE 802.1S
Multiple Spanning Tree
Protocol.

3HaueHmne No yMOM4YaHuo:
RSTP.

<INSTANCE> - Homep
aksemnnapa MSTP [1..15].

<PRIORITY> -

NPUOPUTET, YKa3biBaeTCs B
AwnanasoHe ¢ warom 4096
[0..61440].

3HauyeHue no
ymonyaxuio: 32768.

<NUM> — KonnuectBo
TPaH3MTHbIX Y3/10B, NPUHMMAET
3HayeHusn [6..40].

3HauyeHue no ymonyaHuto: 6.

<INSTANCE> - Homep
aksemnnapa MSTP [1..15].

<VLAN> - Homep VLAN.
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

War OnucaHue KomaHpa Knroun

5 3agatb UMsi KoHdmrypauum MST (He esr(config-mst)# name <NAME> <NAME> — uma KoHurypaumm
06s13aTe/bHO). MST [1..31].

6 3agaTb HoMep peBu3un kKoHgurypauum — esr(config-bridge)# revision <REVISION> — HoMep peBn3um
MST (He 06s13aTe/NbHO). <REVISION> koHdpurypaummu MST [0..65535].

7 YcTaHOBUTL CTOMMOCTb MHTepgieica esr(config-if-gi)# spanning-tree <INSTANCE> — Homep
[ON18 COOTBETCTBYIOLLErO 3K3eMnasapa mst <INSTANCE> cost <COST> aksemnnapa MSTP [1..15].
MST.

<COST> — cTOMMOCTb NyTH,
yCTaHaB/MBaETCS B AnanasoHe
[1..20000000].

3HayeHue no ymonyaHuio: 4.

8 YcTaHOBUTL NpPUOpUTET NopTa Ans esr(config-if-gi)# spanning-tree <INSTANCE> - Homep
COOTBETCTBYIOLLENO MHTEPelica B mst <INSTANCE> port-priority ak3emnnspa MSTP [1..15].
ak3emnnspe MST. <PRIORITY>

<PRIORITY> - npuopwurter,
yKasblBaeTcs B
JAnanasoHe c warom 16 [0..240].

MpuMmep HacTpoOIiKu

3agava:

HacTtpouTb npotokon MSTP mexay yctpoicteamu ansa VLAN 100 n VLAN 200, Bbiaenvs ans atoro
COOTBETCTBYHOLLME UHCTAHCBI.

ESR Switch

— B
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CepBUCHblE MapLIpyTM3aTopbl cepun ESR. PYKOBOACTBO N0 3KCM/lyaTaumm

PeuleHue:

Co3gaavm Ha ycTpolictBax Heobxoaumble VLAN. Hactpoum nopt B pexume General, Tpacuk VLAN100, 200
Oy4eT oTnpaBATLCA TETMPOBaHHbLIM:

esr(config)# vlan 100

esr(config-vlan)# exit

esr(config)# vlan 200

esr(config-vlan)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mo switchport

esr(config-if-gi)# switchport general allowed vlan add 100,200

Switch(config)#vlan 100,200

Switch(config-vlan-range)#vlan active
Switch(config-vlan-range)#exit

Switch(config)#interface gigabitethernet 0/1
Switch(config-if)#switchport general allowed vlan add 100,200

Bkntounm npotokon MSTP. HacTponm uHcTaHckl U cooTeeTcTByowme nm VLAN.

esr(config)# spanning-tree mst configuration
esr(config-mst)# name mst

esr(config-mst)# revision 1

esr(config-mst)# instance 1 vlan 100
esr(config-mst)# instance 2 vlan 200
esr(config-mst)# exit

Switch(config)#spanning-tree mode mst
Switch(config)#spanning-tree mst configuration
Switch(config-mst)# name mst
Switch(config-mst)# revision 1
Switch(config-mst)# -dnstance 1 vlan 100
Switch(config-mst)# -dnstance 2 vlan 200
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Mpoeepum paboty npotokona MSTP 1 cocTosiHMe NopToB.:

esr# sh spanning-tree bridge global
###### MST instance 1. Vlans mapped: 100
Regional Root ID: [32768] A8:F9:4B:AA:39:7B
This switch is the Regional Root
Time since topology change: 0 Topology change: 0
Topology change count: 32 Max hops: 20
Designated bridge ID: [32768] A8:F9:4B:AA:39:7B

###### MS