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Bepcua 1.14

12.01.2022

[obasneHo:
—  Taillmep Ha MOHUTOPUHT aKTUBHbIX CECCUIA;
—  OrpaHM4YeHue KoanyecTsa oTobpaxkaemblX BbI3OBOB B MOHUTOPUHTIE
AKTUBHbIX CECCUIA.

Bepcna 1.13

15.09.2021

O6HoB/EHa AOKYMEHTALMA

Bepcna 1.12

30.03.2021

N3meHeHo:
—  npekKpaleHa nogaeprkka pesepsa Ha SBC-1000.
[obasneHo:
—  paborta B pexxnume obneryéHHoro pesepsa no cxeme 1+1 ana SBC-
3000;
— onuma «Mcnonb3osatb DIGEST User-name B 3anpocax aBTopu3auum».

Bepcua 1.11

12.11.2020

N3meHeHo:
—  nepeynopAfoYeHo AepeBO MeHI Mo GYHKUMOHANbHOMY NPU3HAKY;
—  JIMMUTbI 3aLLMTHOTO TalimayTa Ans Bbi3oBoB 6e3 media.
[obasneHo:

—  onumAa aBTomaTtuyeckoro oteseta Ha OPTIONS;

—  onuua $opMUPOBaHMA SIOrOB NO 3anpocy;

—  noaaep»kKa orpaHmnyenna CPS Ha SIP-Destination;

—  onuua «MepeaaBaTb cumBon '#' 6e3 KOAMPOBAHMAY;

— onuua «lNepepasatb AomeH 13 3aronoskos FROM u TO»;

—  onuusa «He oTnpasnATb 3ab6/IOKMPOBaHHbIE aApeca B YEPHbIA
CMUCOKY;

—  BO3MOXHOCTb 3agaBatb 6onblue SIP-TpaHcnopTos, SIP-Destination,
SIP-Users, SBC Trunk, Rules B KoHdurypaumu (npu Haanumm
IMLEH3UK);

—  aBapwA O NpeBblIlEHNN MAKCUMAJIbHOTO KOIMYECTBa
ogHoBpemeHHbIx 3anpocos INVITE, SUBSCRIBE, OTHER;

—  noaaep»Ka nepegaum 3aronoskos RPI n PAI gnsa SIP-Users.

Bepcua 1.10

10.07.2020

[obasneHo:
—  onucaHue HoBoro ycTpomnctea SBC-3000.

Bepcua 1.9

23.04.2020

CuHxpoHuM3auma c sepcmeri MO 1.9.4

Bepcua 1.8

04.10.2019

[obasneHo:
—  fopaboTaH MexaHW3M COracoBaHWA Mmeann ana aboHeHToB 3a NAT;
—  obHoBneHbl 6a3bl GeolP;
—  paboTta AMHamMyeckoro bpaHgmayspa c telnet;
—  WUIrHOPWPOBAHMWE NOPTa NO-YMOMAHUIO A/ YCTPOCTB, KOTopble
PEerncTPUPYIOT KOHTAKT 6e3 yKazaHWA NopTa, HO COBEPLUAIOT BbI3OB C
YKa3aHuem ero.

Bepcua 1.7

29.10.2018

O6HoB/EHa JOKYMEHTauuA

Bepcna 1.6

08.09.2017

N3meHeHo:
—  nepeuMmeHoBaH pasgen "fail2ban" B "guHamuueckuii bpaHamayap";
—  nepeuMmeHoBaH pasgen "npodunu firewall" B "cTratnueckmin
b6paHgmayap";
—  pasgeneHbl npasuia 610KMPOBOK B AMHamMUyeckom bpaHamayape
AN Pa3/IMYHbIX CEPBUCOB;
—  nepeuMmeHoBaH pasgen "MTR" B "TRACEROUTE".
[JobasneHo:
—  MaHwunyauposaHue SIP 3aronoskamu;
—  ynpas/ieHue CYETYMKAMU CTaTUCTUK BbI3OBOB;
—  ONuuA KOHTPOANA UCToYHUKa RTP;
— noapeprkka 3000 ogHoBpemMeHHbIX BbI3oBOB Ha SBC2000;
—  obHapykeHue ataku RTP flood;
—  HasHayeHwue ceTeBblX MapLIPYTOB Ha nHTepdeic VPN-KameHTa;
—  cbop cTatcTuKM BbI30oBOB No SNVIP.

Bepcua 1.5

08.06.2017

M3meHeHo:
—  6a308bit SNMP OID n3ameHéH Ha 1.3.6.1.4.1.35265.1.49.
[dobasneHo:
—  3awwmTa ot DoS-atak — ICMP flood, port scan, SIP flood;
—  Hosbll TMN nNpasuna firewall — GeolP;
—  Hosbl TN nNpasuna firewall — String;
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—  BO3MOXHOCTb PpunbTpaumm no User-Agent;
—  OrpaHu4eHue No BpemeHu B npasuaax rule set;
—  KOHourypuposaHue SBC yepes CLI;
—  rpynnosasa ouncTtka npaswma fail2ban;
—  uucno VLAN-uHTepdeicos Ha SBC-2000 ysennyeHo ao 500 (npwm
HaIMYUUN INLEH3UN);
—  YCTaHOBKa MMHUMaA/IbHOIO BpeMeHu peructpaumm Ha SIP Users;
—  OnuMA UTHOPUPOBAHMA NOPTA-UCTOUHWUKA NPU BXOAALLMX BbI30BaX
yepes SIP Destination;
—  aKTya/bHble gna Tekyluen sepcun MO SNMP MIB-¢dalinbl MoXKHO
CKayaTb NPSIMO C YCTPOICTBA;
—  CYETUMKM CTATUCTUKM MO BbISOBAM;
—  paclupeHo KoanvecTso oTobparkaemoit MHpopmaLum o
3aperncTpupoBaHHbIX abOHEHTaX.
Bepcus 1.4 27.02.2017 [JobasneHo:
—  paborta B pexkume obneryéHHoro pesepsa no cxeme 1+1.
Bepcua 1.3 20.06.2016 N3meHeHo:
—  pasHeceHbl TPaHKOBble U aBOHEHTCKME HanpaBaeHUs;
—  TPaHKKW MOTyT 06beaMHATb Pas/iMyHble HaNpPaBAEHUA AN Lenei
pesepBUpoBaHMA/H6aNnaHCUPOBKM HarpysKu;
—  pacwupeH ¢yHKumoHan fail2ban.
[HobasneHo:
—  MOHWTOPWHT aKTUBHbIX CECCUIA;
—  apganTaumwu ans ZTE Softswitch n MTA M-200;
—  obpaboTka nepeagpecaymit B SIP-otBeTax 302;
—  HoBble bonee rmbKMe NpasmIa KOMMYTaLMK BbI3OBOB;
—  BO3MOXHOCTb 3a4aBaTb 60/blue SIP-TpaHCNOPTOB U HanpaBAeHU B
KOHUrypauuu;
—  onumoHunpoBaHue popmaTta 3arososkos SIP.
Bepcusa 1.2 21.01.2016 [obasneHo:
—  aBapwA 0 3aM0/IHEHUW BHELWHWX HakonuTenen;
—  pasfinyHble pexnmbl cosganusa ¢painos CDR;
—  MCNONb30BaHWe anpekTopuit ans ¢arinos CDR;
—  eAuHbI gnanasoH RTP-nopTos.
Bepcnsa 1.1 12.08.2015 [obasneHo:
—  3aWMTHbIM TaiMayT a/1a 0TO60s BbI30BOB 6€3 NPOK/IOYEHHbIX Meana-
NOTOKOB;
—  MOHWTOPUHT KOJIMYECTBa BbI3OBOB (Ha rpadnke MakcMmanbHoe,
TEKyLLlee U MMHUMAIbHOE 3HaYeHMs);
—  Bblbop ceTeBoro nHTepdeica, Ana KOTOPOro BblaenAeTca megna
pecypc;
—  pe3epsupoBaHue SIP-HanpaBneHus;
—  HanaHcMpOoBKa Harpysku;
—  KOHTPOJIb JOCTYMHOCTW B3aumogeincraytoLero SIP-cepsepa;
—  perucTpaums no SIP-TpaHky;
—  KypHan 3ab10KMPOBaHHbIX 3APECOB.
Bepcna 1.0 11.11.14 MepBasa nyb6avKauma
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UENEBAA AYANTOPUA

[aHHOe pyKoBOACTBO MO 3KCMjyaTauMn npeAHasHa4YeHo A/ TEXHUYECKOro NepcoHasna, BbIMOAHAIOLWLEro
HaCTPOMKY M MOHUTOPWUHT ycTpoicTBa nocpeactsom Web-KoHdurypatopa, a Takke npoueaypbl No yCTaHOBKE U
obcnyuBaHuio yctpoiictea. KBanmduKkauma TexHMYECKOro nepcoHana npeanonaraeT 3HaHME OCHOB PaboThbl
cTtekoB npoTokosios TCP/IP, UDP/IP n npuHumnos noctpoeHus Ethernet-ceteit.
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1 BBEAEHUE

MorpaHu4HbIN KoHTponnep ceccuii SBC (Session Border Controller) npegHasHayeH ans peweHua 3agad
conpsyKeHma pasHopoaHbix VoIP ceTeil, obecneuymBas COBMeCTHyHO paboTy TEPMWHANOB C Pa3IMYHbLIMU
NPOTOKO/IAMWU CUTHAAM3aALMM U Habopamm MCNoNb3yemMblX KOgeKoB. Kpome Toro, 3a cyeT PpyHKUMOHANBHOCTM
Firewall, NAT 1 npoKcMpoBaHUA CUTHA/IbHOTO U Meana TpaduKa OH 3aMLLAET KOPNOPATUBHYIO CETb OT aTak U
CKpbIBAET ee BHYTPEHHIOLO CTPYKTYpY. SBC BCeraa ycTaHaB/AMBaAETCA HA FPaHMLLE KOPNOPaTUBHOM UM ONepPaTOpPCKOm
VolIP ceTu v BbINO/HAET Te pYyHKLMM, KOTOpble He LeiecoobpasHo Bo3naraTtb Ha YCTpOKCTBa onepaTopa (Hanpumep,
rMbKuit KommyTtaTtop Softswitch).

OcHogHble ¢pyHKyuu SBC

—  3allMTa CeTU U APYrux YCTPOWCTB OT BHELLHMX aTakK (Hanpumep, DoS-aTak);

—  BbINoOAHAET GYHKUUN MeXkKceTeBOro aKkpaHa Firewall;

— MO3BOJIAET CKPbITb TOMOJIOTMIO CETU OMNepaTopa;

—  NO3BOJIAET COMMacoBaTb Pa3IMYHbIE NPOTOKO/bI CUFHAIN3ALMI U KOLEKU;

— Mo3BoJsIAET NpeaocTaBuTb ycayrn QoS 1 npuopuTesaumio NOTOKOB;

— NO3BOJIAET B3aMMOAENCTBOBaTb C YCTPOMCTBaMM, nogKkaoveHHbiMM depe3 NAT (Network Address
Translation);

— cbop CTAaTUCTUKM BbI30BOB, 06CNyKeHHbIX Yepe3 SBC.

2 ONUCAHUE U3OENUNA

2.1 Ha3HauyeHue

Eltex SBC — KOMMOHEHT MporpaMmMHoO-annapaTHoro Komnnekca ECSS-10, yyacTsylowmit B npouecce
06CNyKMBaHWA BbI30BA B KAYECTBE NOMPaHMYHOrO KOHTPOIIEpPa ceccuid. YCTPOCTBO obecneuymnBaeT HOpManmn3aumio
peanu3aumii CUrHaNbHOro MPOTOKOANA, YCTAaHOB/EHHbIM SLA ypoBeHb KauyecTBa, 3alUMTy ceTM onepaTopa oOT
HEeCaHKLUMOHUPOBAHHOIO AOCTYNA W Pa3/IMYHbIX aTak, cbop CTaTUCTUKM.

OcHosgHble xapakmepucmuKu SBC:

— KOJIMYECTBO OAHOBPEMEHHbIX CECCUIA:
—  ana SBC-3000: 2000;
—  ana SBC-2000: 2000;
—  ana SBC-1000: 500.
KOJIMYECTBO 3apermcTpMpoBaHHbIX abOHEHTOB:
—  ana SBC-3000: 16000;
—  ana SBC-2000: 16000;
—  ana SBC-1000: 4000.
Ko/n4ecTBo Bbi3oBoB/cekyHay (CPS):
—  ana SBC-3000: 100;
—  ana SBC-2000: 100;
—  ana SBC-1000: 30.
— Konuuectso Ethernet-nopros:
— ana SBC-3000:
— 4 nopta 10/100/1000BASE-T;
— 2 Kombo-nopTa 1000-BASE-X (SFP).
— ana SBC-2000:
— 4 nopta 10/100/1000BASE-T;
— 2 Kombo-nopTa 1000-BASE-X (SFP).
— ana SBC-1000:
— 3 nopta 10/100/1000BASE-T;
— 2 nopta 1000-BASE-X (SFP).
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— noaaep)KKa ctatuyeckoro agpeca un DHCP;
— npoTokosbl IP-tenepoHuu SIP, SIP-T, SIP-I;
— nopaepka NTP;
— nopaepxka DNS;
— nopaepxka SNMP;
— orpaHuyeHune nonocol U QoS;
— ToS wn CoS ana RTP u curnanmusaummn’;
— VLAN gna RTP, curHanmsaummn v ynpasaeHus;
— aBapuiHOE JIOTMPOBaHMUE;
— nopaepka RADIUS;
— 3anucb BUNANHroBon MHbOpPMaumu;
— annapaTHoe pe3epBMpoBaHMe Nno cxeme obaeryéHHoro pesepsa 1+12:
— BpemA MNepeKtoYeHUs Ha pe3epB Npu OTKAIOYEHUN BHELHEro JIMHKA OCHOBHOrO yCTpoiicTBa 2-4
CeKyHAbl;
— BpPEeMmA NepekItYeHns Ha pe3epB NpM NOJIHOM OTK/IHOYEHUN OCHOBHOFO YCTpocTBa — 4-5 cekyHa;
— o06HoBneHue MNO: yepes Web-uHtepodeiic, CLI (Telnet, SSH, koHconb (RS-232));
— KOHUIrypMpoBaHUE U HACTPOIKa (B TOM YMCNe YAANEHHO):
— Web-uHtepdeiic;
— CLE (Telnet, koHconb (RS-232));
—  YBaANeHHblA MOHUTOPWUHT:
— Web-uHtepdeiic;
— CLi
— SNMP.

dyHKumoHan SIP/SIP-T/SIP-I:

— SIP L5 NAT/Topology hiding;

— SIP dialogue transparency;

— SIP transit of unrecognized headers;
— B2BUA as defined in RFC 3261;

— RFC 2833 (Telephone Event);

— RFC 3264 (Offer/Answer);

— RFC 3204 (MIME Support);

— RFC 4028 (Session Timers);

— RFC 3326 (Reason Field);

— RFC 3262 (PRACK);

— RFC 3372 (SIP-T);

— B2BUA peering;

— B2BUA access;

— RFC 1889 (RTP);

— RFC 4566 (SDP);

— RFC3261;

— RFC3581;

— SIP OPTIONS Keep-Alive (SIP Busy Out);
— NAT support (comedia mode).

Nepepava ¢pakca

— T.38;
- G.711

1 B tekywieit Bepcum MO He noaaepkusaeTca
2 dyHKUMOHaN He nogaepaH ana SBC-1000
3 B tekyweit sepcun MO noaaepusBaeTca HacTUHHO

8
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2.2 Tunosble cXemMbl NPUMEHEHUA

B faHHOM pyKOBOACTBE NpeanaraeTca HEeCKO/IbKO CXeM NOCTPOEHUA CeTU C Mcnoab3oBaHmem SBC.

2.2.1 Mexconepamopckoe e3aumodeiicmeue

PSTN

Private Network 2

Public Public
Network Network

Softswitch

Private Network 1 Private Network 3

PucyHoKk 1 — Cxema npumeHeHUua «MexonepaTopckoe B3aMMoaencTame»

2.2.2 B3aumodeiicmeue mexcdy onepamopom U KoprnopamusHbIM KAaueHmom

&)
PSTN /
Session

Softswitch Border Public
4 Controller Network

WiF
SIP client 802.11n

AD Eltex 7

PN
MES3124F

Private Network

DATA CENTER

PucyHoK 2 — Cxema npumeHeHus «OnepaTop — KOPNopaTUBHbINA KANEHT»
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2.2.3 Bszaumodeiicmeue mexcdy onepamopom U YacmHbIM rnosb3osamesnem

Internet

Switch

PucyHok 3 — Cxema npumeHeHuns «OnepaTop — YacTHbIN KANEHT»

2.3 OcHOBHbIe TeXHU4YeCcKue napameTpbl

OCHOBHbIe TEXHUYECKMEe napameTpbl NnpnBeaeHbl B Ta6m4u,e 1.

Tabnanua 1 — OCHOBHbIE TEXHMYECKME NapaMeTpbl

MpoTtokonbl VolP

MNopaepxmBaemble NPOTOKObI

SIP-T/SIP-I
SIP
T.38

NoapepxuBaemble KOAEKU

AyamnoKkogeku

G.711 a-law (B TekcTe G711A)
G.711 p-law (B Tekcte G.711U)
G.729 A/B

G.723.1 (6.3 Kbps, 5.3 Kbps)
G.726 (32 Kbps)

Buaeokoaekm

H.263
H.263-1998
H.264

MapameTpbl aneKTpuyecKkoro uHtepdeiica Ethernet

Konunuectso uHtepdeiicos SBC-1000 SBC-2000 SBC-3000
3 4 4
DNIeKTPUYECKN pasbem RJ-45
CkopocTb nepeaauun, Méut/c AsToonpeaenexue, 10/100/1000M6uT/c,
Aynnekc

MoaneprKKa CTaHAapToB

10/100/1000BASE-T
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MapameTpbl onTuyeckoro nHrepdeica Ethernet

Konnyectso nHrepdeicos

2 combo-nopta

OnTuyeckuit pasbem

Mini-Gbic (SFP):

1) aynneKkcHble, ABYXBOJIOKOHHblE C AJMHHOM BOAIHbI 1310 HMm
(Single-Mode), 1000BASE-LX (koHHekTop LC), ganbHoctb — Ao 10
KM, HanpsaxeHue nutaHma — 3,3 B

2) pynneKkcHble, OAHOBOJNIOKOHHblE C A/ MHaMW BOJIH Ha
npuem/nepegauvy 1310/1550 Hm, 1000BASE-LX (KoHHekTop SC),
BanbHOCTb — A0 10 Km, HanpaxeHue nutaHua — 3,3 B

CropocTb nepegauun, Méut/c

1000M6wuT/C, gynnekc

MNoppep»Ka CTaH4apTOB

1000BASE-X

MapameTpbl KOHCONU

MocnepoBaTenbHbIi nopT RS-232

CKOpOCTb nepenaun AaHHbIX, 6UT/cek

115200

DNEeKTpUYECKMEe NapameTpbl CUTHAIOB

MNo pekomeHgaunn MC3-T V.28

Mpoumne nHTepdeicobl

NHTepdeic Konnyectso
UsB 1 — pna SBC-1000/2000; 2 — ana SBC-3000
e-SATA 2
O6wue napameTpbl
Pabounin gnanasoH TemnepaTyp ot 0 go +40°C
OTHOCUTENbHAA BIAXKHOCTb no 80%

BapuaHTbl NnuTaHmA

- OAUH UCTOYHUK NMUTAHUA NOCTOAHHOIO NN NepeMeHHOro TOKa,
- ABa UCTOYHWUKa NNUTAHUA MOCTOAHHOIO U NepemMeHHOro ToKa.

NCTOYHWKM NUTaHNA CeTb nepemeHHoro | CeTb NOCTOAHHOIO TOKa
TOKA
HanpskeHne nuTaHua 220B+-20%, 50 I'y, -48B+30-20%
O603HayeHne UM PM160-220/12 PM100-48/12
MowHocTb UM 160BT 100BT
MoTpebnaemas MOLHOCTb He 6onee 50BT
labapuTbl (WUMpPUHA, BbicOTa, rybuHa) SBC-1000 SBC-2000 SBC-3000
430x45x260 mm 430x45x340 mm 430x45x340 mm
KOHCTpyKTMB 19" KOHCTpYKTUB, TUNOpasmep 1U
Bec HeTTO YctpoictBo B nosHoW | SBC-1000 SBC-2000 SBC-3000
KOMMNAeKTaumu 3,2 Kr 5,3 Kr 5,3 kr
B 0,5 Kkr
BeHTnaHenb 0,1 kr
SATA-HakonuTenb! 0,1 kr

1 Tonbko ana SBC-2000 n SBC-3000
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2.4 KOHCTPYKTUBHOE UCMONHEeHune
2.4.1 SBC-1000

MorpaHnyHbIA KOoHTposnep ceccuit SBC-1000 BbINOMHEH B METAN/IMYECKOM KOPMyce C BO3MOMKHOCTbIO
ycTaHoBKM B 19" KapKac Tunopasmepom 1U.

BHewHM BUA nepeaHer naHen yCTPOMCTBA NPUBEAEH Ha PUCYHKe 4.

S
Aelrex
E1 Line 8.15 : . o SMG1016M

== A

10/100/1000
-~

6 7 8 910

PucyHoKk 4 — BHelwHUI BuA nepegHeit naHean SBC-1000 (Ha 6a3e SMG-1016M)

Ha nepegHei naHenun ycTponCcTBa pPacrnofioXeHbl cleaytolime pasbembl, CBETOBblE MHAMKATOPbl U OpraHbl
ynpasnenus, Tabanua 2.

Tabanua 2 — OnucaHve pasbemoB, MHAMKATOPOB W OPraHOB YNpaBAeHWs NepeaHei naHenu

Ne dnemeHT nepegHen naHenn OnucaHue

1 UsB USB-nopT AN NOAKNKOYEHNA BHELWHErO HaKonuTena

2 F DyYHKLMOHANbHAA KHOMKA

3 Console :I((?Tl-;)c;);;k;;l; nopt RS-232 pgnAa  NoKanbHOro  ynpasneHuaA
4 10/100/1000 O0..2 3 pasbema RJ-45 nHtepdeiicos Ethernet 10/100/1000 BASE-T

5 SFPO, SFP 1 iizgﬁegg Z:;v;t:j;g:: zFII;_l(\:/\:Tp,byneﬁ 1000BASE-X Gigabit uplink
6 ElLine 0..7, E1 Line 8..15 2 pasbema CENC-36M ana nogxntoyeHmns notokos E11

7 SATA-0, SATA-1 WUupankaTopbl paboTbl MHTepdeiicos SATA?

8 Infol, Info2 NHankaTopbl paboTbl onTuyecknx nHtepdelicos SFP

9 Alarm MHAavKaTop aBapumm ycTponcTea

10 Status NHankaTop paboTbl ycTponcTBa

1 [ns yctpoitctea B KoHduUrypauum SBC-1000 He ncnonbayerca
2 B naHHOM BEpPCMM He UCNoNb3yeTca
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BHewHW BUA, 3a4HEN NaHeNN YCTPONCTBA NPUBEAEH HA PUCYHKE HUXKeE.

© @

%
Q OO
[Vele]
G@
S

PucyHOK 5 — BHewHuUi B1A 3agHeit naHenn SBC-1000 (Ha 6a3e SMG-1016M)

B Tabamue HUKe npuBeaeH nepedyeHb Pa3bemoB, PacroioXKeHHbIX Ha 3aZHel naHe/n YyCTPOMCTBa.

Tabanya 3 — OnucaHne pasbeMOB 3a4HEN NaHean KOMMYTAaTopPa

Ne dnemeHT 3agHeii naHenm OnucaHue

1 Pasbem nutaHua Pasbem ANAa NOAKNIOHEHUNA K UCTOYHUKY INEeKTPONUTaHNA

2 CbeMmHble BEHTUIATOPbI CbeMHble BEHTUIALUMOHHbIE MOAYAN C BO3MOXKHOCTbIO ropsAYeit 3ameHbl
3 Knemma 3asemneHua = Knemma gns 3asemneHuns ycTponcTea

2.4.2 SBC-2000

MorpaHuyHbIN KoHTponnep ceccuit SBC-2000 BbINONHEH B METa//IMYECKOM KOPMyce C BO3MOMKHOCTbHO

ycTaHoBKM B 19" Kapkac Tunopasmepom 1U.

BHewWwHKI BUA nepeaHelt NaHenn yCTPOKCTBa NPUBEAEH Ha PUCYHKe 6.

—— y—————— Elline 4

== ‘ & i = i 7 TEEETEE ST %
=] = Elrml ;DDE III‘J:u:l =] = EICI; ;EIEE ll]\: EI; I:l gl SMG2016 JuELTEX
ll_[lll[llllﬂ.Ll alarm QO Power

Javia status () RPS

IO syl QO FaM
symned OO use
Ch o Oy 7D O 70 O 7o O 7o oy 7o o 7o) o | [T
o F) 4 3 ] 0 12 1

[— Sync.0

o ) o o o e 8 o ) 5 5 ) ) ) ) e e e £ o o o o ) £ P o o £ 8 ) 5 5 o ) N S S B B e )

7 8 9

PucyHoKk 6 — BHewHU BUg nepegHeit naHenm SBC-2000 (Ha 6a3e SMG-2016)

Ha nepep,Hel7| naHeun YCTpOl\/‘iCTBa pacnonoXKeHbl cheayrouime pa3vemMbl, CBETOBbIE MHOWMKATOPbLI U OpraHbl

ynpasneHus, Tabauua 4.

Tabanua 4 — OnucaHue pasbemoB, MHAMKATOPOB W OPraHoOB YNpaBAeHWUa NepeaHeit naHenu

Ne dnemeHT nepegHen naHenun OnucaHue

1 Pazvembi SATA-OucKoe Pasbembl gna yctaHoskn SATA-aucKkos

2 F DyHKLMOHaNbHAA KHOMKa

3 Console KOHCONbHbBIV NOPT AN1A IOKaNbHOrO YNpaBaeHUA YCTPOUCTBOM

4 USB USB-nopT A1 NOAKNHOYEHNA BHELIHEr0 HaKonuTena

5 0.1 2 pasbema RJ-45 Ethernet 10/100/1000 BASE-T Gigabit uplink ansa sbixoga B
! IP-ceTb

6 23 2 waccu ana yctaHosku SFP moaynein 1000 BASE-X uplink nHtepdelica ana
’ BbIx0oAa B IP-ceTb
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2 pasbema RJ-45 10/100/1000 BASE-T Gigabit uplink nHtepdeiica gna
BbIxoaa B IP-ceTb
7 E1l Line 0..15 16 pasbemos RJ-48 ana noaknoueHuna notokos E1?
8 Sync.0, Sync.1 2 pasbema RJ-45 gna NoAKNHOUYEHMA UCTOYHMKOB BHELLIHEN CUHXPOHU3aLmn?
MHpmKaTopbl
Alarm MHAavKaTop aBapumm ycTpoicTea
Status MHauKaTop paboTbl ycTpoicTea
Sync.1 MHamkaTtop paboTbl MHTepdelica BHeLWHel CMHXpoHu3auum Sync. 11
Sync.0 MHamkaTop paboTbl MHTepdelica BHeLWH el CMHXpoHu3auum Sync.2*
9
Power NHOMKaTOp NUTaHWUA YCTPOICTBA
RPS NHAMKaTOp AONOAHUTENBHOIO NUTAHMA YCTPONCTBA
FAN NHAanKaTop paboTbl BEHTUNATOPOB
usB NHankaTop pabotbl USB
BHeLWHWI BUA 3aaHEN NaHen yCTPOUCTBA NPUBEAEH Ha PUCYHKe 7.
®

~20 VAC
50 H2 =
max 1A =,

w

PucyHoK 7 — BHewHU BUg 3agHel naHenn SBC-2000 (Ha 6a3e SMG-2016)

B Ta6nmu,e HWXe npueeaeH nepevyeHb pa3bemMoB, PpaCno/sIoKEHHbIX Ha 3a,ﬂ,HEVI naHenn yCTpOﬁCTBa.

Tabanua 5 — OnucaHne pasbemoB 3a4Hel naHean KomMmyTaTopa

Ne dnemeHT 3agHel naHenn OnucaHue
1 Moaynn nutaHua Moaynn ¢ pa3beMom ANA NOAKNAIOYEHUA K UCTOUHUKY 3NEeKTPONUTaHMA
2 MaHenn BeHTUNATOPOB CbeMHbIEe BEHTUIALUMOHHbIE MOAYAUN C BO3MOXKHOCTbIO FOpAYE 3aMeHbl
3 Knemma 33azemnenms @ Knemma gna 3asemneHns ycTponcTea

2.4.3 SBC-3000

MorpaHunyHbIN KOHTpoanep ceccuii SBC-3000 BbINOIHEH B METAN/IMYECKOM KOPMYCE C BO3MOXKHOCTbIO YCTaHOBKM B
19" KapKac Tunopasmepom 1U.

1 [ns yctpoitctea B KoHdurypauum SBC-2000 He ncnonbayeTca

14
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BHewHW BUA, nepeaHen NaHenn yCTPOMCTBA NPUBELEH HA PUCYHKE HUKE.

75)
AN

'

JveLTex O
SMG-3016 SO

Alarm Q) O Power

status O ORPS.

sme1 O OF

smO Ouss

1 92345 56 7 8

PucyHoK 8 — BHelwHUIA BUA, nepeaHeit naHenm SBC-3000 (Ha 6a3e SMG-3016)

ynpasneHus, Tabamua 6.

Ha nepegHei naHenn ycTponcTBa pacnosioXeHbl CeaytoliMe pasbembl, CBETOBbIE MHAMKATOPb! U OpraHbl

Tabanuya 6 — OnucaHne pasbeMOB, MHANMKATOPOB M OPraHoOB yNpaBAeHUA NepeaHen NaHe m

Ne | dnemeHT nepepHeit naHenn OnucaHue
1 Pa3zvembl SATA-OucKos Pasbembl ¢ canaszkamu anda yctaHoBku SATA-ancKoBs
2 Console KOHCObHbIN NOPT A/1A IOKA/IbHOTO YrNpaB/ieHUs YCTPOMCTBOM
BblgeneHHbiin nopt Ethernet gna koHdurypuposanus yctpoiictsal.
3 00B MopT He nmeeT BO3MOMKHOCTM KOMMYTaLUM C NPOYUMMKU NOpTamu
SMG
4 F DyHKLMOHANbHAA KHOMKa
5 UsB USB-nopTbl 419 NOAKAOYEHUA BHELWHUX HaKonNuTenemn
5 |12 2 pasbema RJ-45 Ethernet 10/100/1000 BASE-T Gigabit uplink gns
’ BbIx0Aa B IP-ceTb
2 waccu ana yctaHoBkM SFP moayneit 1000 BASE-X uplink
mHTepdelica ana Bbixoga B IP-ceTb
6 3,4
2 pasbema RJ-45 10/100/1000 BASE-T Gigabit uplink nHtepdeiica
Ansa Bbixoaa B IP-ceTb
7 El Line 0..15 16 pasbemos RJ-48 ana nogxnoueHna notokos E12
3 Sync.1, Sync.2 2 pasbvema RJ2-45 ONA  NOAKNOYEHUA MUCTOYHMKOB BHELWIHEWN
CUHXPOHM3aLUK
MHanKaTopbl
Alarm NHauKaTop aBapum ycTpoicCTBa
Status NHauKaTop paboTbl ycTpoicTea
Sync.1 WMnpankaTop paboTbl MHTepdelica BHELHel CMHXPOHM3aLun Sync.2?
9 Sync.0 NHamkaTop paboTbl MHTepdeica BHEWHEN CUHXPOHU3aLmMn Sync.1?
Power MNHAMKATOP NUTaHWUA YCTPOICTBA
RPS NHAMKaTOp AOMNONHUTENBHOIO NUTaHMA YCTPONCTBA
FAN NHankaTop paboTbl BEHTUNATOPOB

1B paHHOW BEpcUM He NoaaepXunBaeTca
2 lnAa ycTpoiicTea B KoHdUrypaumm SBC-3000 He ncnonb3yerca
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usB NHguKkaTop paboTbl USB

BHewHW BUA, 3a4HEN NaHeNn yCTPONCTBa NPUBEAEH HA PUCYHKe 9.

®
1 3
PucyHoK 9 — BHelwHUIA BUA 3aaHeit naHenu SBC-3000 (Ha 6a3e SMG-3016)
B Tabanue HUXKe NpuBeaeH NepedyeHb PasbemoB, PACMO/IOKEHHbIX HA 3aA4HEN NaHeu YyCTPOUCTBa.
Tabanuya 7 — OnucaHue pasbemoB 3agHeN naHenn KoMMyTaTopa
Ne dnemeHT 3agHei naHenn OnucaHue
1 MO/J,yI'IVI NMUTaHUA MO,CI,y.ﬂM C pa3beMoM ANAa NoAKNHYEHNA K NCTOYHUKY SINEKTPONUTaHNA
2 Manenun BEHTUNATOPOB CbemHble BEHTUNAUMOHHbIE MOA4Y/IN C BO3MOXXHOCTbIO I'OprEVI 3aMeHbl
3 Kiemma 3azemneHus @ Knemma gnqa 3asemneHns ycTpomncTea

16 lNoepaHuyHble KOHMposnepsl cecculi SBC



2.5 CsetoBasa MHAUKaUUA

TeKylllee coCTOAHME YCTPOCTBa OTOBpaXKaeTcA NpU NOMOLM MHANKATOPOB, PACMNO/IOKEHHbIX Ha nepeaHen

naHenun.

2.5.1 Ceemoeas uHOukayus ycmpolicmea 8 paboyem cocmosHuu

2.5.1.1 SBC-1000

CeToBan MHAMKaLMA yCTPOWCTBa B paboyem COCTOAHWUM NpuseaeHa B Tabavue 8 — CBeToBas MHAMKaUMA

COCTOSIHUSA YCTPOMCTBA B paboyem COCTOSAHUM.

Tabnnuya 8 — CBeToBan MHAMKALMA COCTOAHMA YCTPOICTBa B paboyem CoCTOAHUK

UHpukatop CocrofaHUe MHAMKaTOpA CocTofiHMe yCTpoiicTBa
Infol He roput oTcyTCcTBYeT IMHK SFPO
ropuT 3eN1eHbiM CBETOM NMHK SFPO B paboTe
Info2 He ropuTt OTCyTCTBYEeT IMHK SFP1
rOpuT 3e/1IeHbIM CBETOM NMHK SFP1 B pabote
rOpuT KPACHbIM CBETOM 3arpyskKa ycTpomncTsa
MWTaeT KPacHbIM CBETOM KpUTMYECKas aBapua Ha yCcTpouncTae
Alarm rOpuT KPACHbIM CBETOM He KpUTMYecKasa aBapua Ha yCTponcTae
rOpUT XKEeNTbIM CBETOM HeT aBapui, eCTb HEKPUTUYECKME 3aMeYaHuA
ropuT 3€/1eHbIM CBETOM HopmanbHasa paboTa
Status ropuT 3€/1eHbIM CBETOM HopmanbHasa paboTa
He roput HeT NUTaHWA yCTpoMCTBa

2.5.1.2 SBC-2000

CBeToBasA MHAWKaUMA YCTpOP’ICTBa B pa6oqu COCTOAHUM NpuBeaEHa B Ta6nv1u,e 9.

Tabanua 9 — CBeToBasA MHAMKALMSA YCTPOWCTBA B paboyem COCTOSHMM

UHpukatop CocroAaHUe UHAMKaTOpA CocTofiHMe yCTpoiicTBa
MWTraeT KPacHbIM CBETOM KpUTMYECKasn aBapusa Ha yCTpoicTae
Alarm rOpuT KPacHbIM CBETOM He KpUTMYeCcKas aBapua Ha yCcTponcrae
rOpUT XKeNTbIM CBETOM HeT aBapui, eCTb HEKPUTUYECKME 3aMeYaHnA
ropuT 3e/1eHbIM CBETOM HopmanbHasa paboTa
Status ropuT 3e/1eHbIM CBETOM HopmanbHasa paboTa
He roput HeT NUTaHWA YCTPOICTBA
Sync.0, Sync.1 ropuT 3e/1eHbIM LLBETOM CUHXPOHM3aLUMA OT BHELIHEro MCTOYHMKA
He roput BHELWHWUIN UCTOYHUK CUHXPOHU3ALMMN HE NOAKNIOYEH
Power ropuT 3e/1eHbIM LLBETOM nuTaHue oT 6710Ka NuUTaHus #1
ropuUT OpPaH>KEBbIM LIBETOM 610K NUTaHWA #1 ycTaHOB/EH, NUTAHWE Ha Hero HeT
ropuT 3e/1eHbIM LLBETOM 610K NUTaHWA #2 yCTaHOBAEH, HA HEro NOAAeTCA NUTaHWeE
RPS rOpUT KPACHbIM LLBETOM 610K NUTaHUA #2, NUTaHWe Ha Hero He nogaeTca
He roput 610K NUTaHWA #2 He yCTaHOB/EH
FOPUT 3€N1EHbIM LIBETOM BCE MOAY/N CbeMHbIX BEHTUNATOPOB YCTAHOB/EHbI, BCE
BEHTUNATOPLI B paboTe
FAN FOPUT OpaHKEBbIM LIBETOM BCE MOAY/IM CbEMHbIX BEHTUNATOPOB YCTAHOB/EHDI,
NPUCYTCTBYIOT Hepaboume BEHTUAATOPDI
FOPHT KPaCHbIM LiBETOM O4MH AN 063 MOAYNA CbEMHbIX BEHTUNATOPOB He
YCTaHOBAEHDI
USB ropuT 3e/1EHLIM LBETOM USB-flash yctaHoBneHa
He roput USB-flash He ycTaHOBNEeHa

lNoepaHuyHble KOHMponepol cecculi SBC
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2.5.1.3 SBC-3000

CeeToBasA MHAMKaAUMA YCTPOMCTBA B paboyem cocToAHUM npuseaeHa B Tabamue 10.

Tabnmua 10 — CBeToBas MHAMKALMA YCTPOMCTBA B paboyem COCToAHUK

UHpgukatop CoctofAHUe MHAMKaTOpA CocTofAiHMe YCTpOoiicTBa
MwuraeT KpacHbIM CBETOM KpuTnuyeckasa aBapuma Ha ycTpoicTee
Alarm [OpUT KPaCHbIM CBETOM He Kputnyeckan aBapus Ha yCcTpoKncTee
[opuUT KenTbim CBETOM HeT aBapuii, eCTb HEKPUTUYECKME 3aMeYaHNs
lopwT 3eneHbIm CBETOM HopmanbHas pabota
Status lopwT 3eneHbIM CBETOM HopmanbHas pabota
u "
He roput HeTt nuTaHua ycTponcTea
[opwuT 3eneHbim LLBETOM CUHXPOHM3AUNA OT BHELLIHEro MCTOYHUKA
Sync.1, Sync.2 P = P — 4
He roput BHELWHWI UCTOYHNK CUHXPOHU3ALMUMU HE NOAKAOYEH
[opwuT 3eneHbim LLBETOM MutaHne ot baoka nuTaHua #1
Power Bbnok nutaHua #1 yctaHOBAEH, NUTAHME HA Hero He
[opuT OpaHXKeBbIM LLBETOM
nogaetcsa
[opwuT 3eneHbim LLBETOM Bnok nutaHuA #2 yctaHOBAEH, HA HEro NoAaeTcA NUTaHue
RPS [OpUT KpacHbIM LBETOM BnoKk nutaHuA #2, nuTaHue Ha Hero He NogaeTca
He roput BnoK nutaHuA #2 He ycTaHOBNEH
Bce moaynu cbemHbIX BEHTUNATOPOB YCTaHOB/IEHDI, BCE
[opwuT 3eneHbimM LLBETOM
BEHTMUAIATOPbLI B paboTe
Bce moaynu cbemHbIX BEHTUNATOPOB YCTaHOB/EHbI
FAN FOpUT OpaH}KeBbIM LBETOM AY posy ’
NPUCYTCTBYHOT Hepaboume BEHTUAATOPDI
OauH nan oba moaynA CbeMHbIX BEHTUNATOPOB He
[opuUT KpacHbIM LiBETOM
YCTaHOB/EHbI
USB FopwT 3eneHbIM LLBETOM USB-flash yctaHoBneHa
He roput USB-flash He ycTaHoBNeHa

18
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2.5.2 Ceemosas uHdukayusa uimepgpeliicos Ethernet 1000/100

CoctoaHue uHTepdeiicos Ethernet otobparkaeTtca cBeToANOAHBIMN MHAMKATOPAMM, BCTPOEHHbIMM B Pasbem
1000/100 v npuseaeHo B TabanLe HUKeE.

Tabavua 11 — CeetoBas UHAMKauma uHtepdeiicos Ethernet 1000/100

NHgukatop/CocroaHue
CocTosHMe yCTPOMUCTBA Xentbit uHAUKaTOpP 3eneHblit UHQUKaATOP
1000/100 1000/100
MopT paboTtaeT B pexkume 1000BASE-T, HeT nepesayun AaHHbIX rOpUT NOCTOAHHO rOpUT NOCTOAHHO
MopT paboTaeT B pexkume 1000BASE-T, ecTb nepesaya AaHHbIX ropuT NOCTOAHHO muraet
MopT pabotaet B pexknme 10/100BASE-TX, HeT nepeaaymn AaHHbIX He ropuT rOpUT NOCTOAHHO
MopT pabotaet B pexknme 10/100BASE-TX, ecTb nepegava AaHHbIX He roput muraet

2.5.3 Ceemoeasa uHOUKayus npu 3a2py3Ke u cbpoce K 3a800CKUM HACMPOUKAM

2.5.3.1 SBC-1000

CBeToBan MHAMKAUMA NP 3arpy3ke u copoce K 3aBOACKMM HAcTpolKam npuseaeHa B Tabanue 12.

Tabanua 12 — CeeToBan MHAMKALMA NpK 3arpysKe U cOpoce K 3aBOACKMM HacTpOKam

Ne UHauKauua MopAapoK cbpoca K HacTPoKam NO YMONYAHUIO
Infol Infol Alarm Status (ycTpoiicTBO BKNIOUEHO)
1 . . . . HaxaTb 1 yaepKnBaTb KHOMKY «F» B TeyeHMe 1 ceKyHapl A0
Xentbin Xentbln Xentbin HKentbin YAEP Y yHAB! A

nosiBNeHUA SaHHOW KOMBUHALMM, 3aTeM OTMYCTUTb KHOMKY.
Yepes 3 ceKyHAbl HAYHETCA Nnepesarpyska ycTpoicTea

2 . . . o Hayano cbpoca HacTpoek K 3aBoACcKMM. JaHHas
3eneHbIn KpacHbI XKenTtbln KpacHbIN
KOMBMHALMA CBETOAMOA0B 3aropmuTCA B HaYane 3arpy3Kku
ycTpolicTea
3 Ha paHHOM 3Tane npoucxoauT NpoBepKa

enTbin KenTbin KenTbin YKenTbin
paboToCnocobHOCTN CBETOANOAO0B, }KENThbIM A0KHbI

3aropeTbcA Bce cBeToanoabl, BKAtovaa SATA-O n SATA-1
4 " . Ha gaHHOM 3Tane npoucxoauT 3arpy3Ka onepaumoHHOM
He roput He roput 3eeHbIn 3e1eHbIN
CUCTEMBI WA03a. 1NA N3SMEHEHUSA CEeTEBbIX NAapaMeTpPOB U
BO3BpaTa KOHPUrypaunMmn yCTPOMCTBA K 3aBOACKUM
HaCTPOMKaMm Mnoc/ie NoABAEHUA KOMOUHALMKN HaXKaTb U
YAEPHKMBATb KHOMKY «F» B TeueHne 40-45 cek (Bo Bpems
VAEPHKNBAHMA KHOMKU KPAaTKOBPEMEHHO 3aropuTca
KoMbWHaums 2, He obpallas Ha Hee BHUMaHUA,
npogoKanTe yaepXunsaTtb 40 NOsSBAEHUA KOMBUHaumm 4)
5 . " . . Mpun NoABAEHUM KOMBUHAUMKN OTNYCTUTb KHOMKY «F».
KenTbin KenTbin KenTbin KenTbin
Yepes HEKOTOPOE BPeMsA B KOHCOJIb ByAeT BbiBEAEHO
cooblieHue:
<<<BOOTING IN SAFE-MODE.RESTORING DEFAULT
PARAMETERS>>>
C6poc K 3aBOACKMM HACTPOMKaM 3aBeEpLLEH

/ He pekomeHayeTcs yaepKMBaTb HaXaTol KHONKy «F» Bo Bpems c6poca ycTpoiicTBa — 3TO NpuBeaeT K
NOJIHOW OCTAHOBKe yCTpoiicTBa. Bo306HOBAeHMe paboTbl 6yaeT BO3MOXKHO TO/IbKO nocae cbpoca no
NUTaHUIO.

Bo3MoKeH c6poC K 3aBOACKMM HACTPOMKam Ha BKNOYaeMOM yCTpoiAcTBe.
B 3TOM c/lyyae NyHKT 1 Heo6Xo4MMO NPoNyCTUTD.

©
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2.5.3.2 SBC-2000

CseToBasA MHAMKAUMA NpU 3arpyske 1 cbpoce K 3aBOACKMM HacTpolikam npuseaeHa B Tabanue 13.

Tabanuya 13 — CeeToBasA MHAMKaLMA NpW 3arpyske 1 cbpoce K 3aBOACKMM HACTPOMKam

UHpukauumsa

Alarm

Status Sync.1

Sync.2

MopaaoK cépoca K HacTPoilKam NO YMONYaHUIO
(ycTpoiicTBO BKAIOUEHO)

KenTbin

KenTbi YKenTbln

KenTbln

HasKaTb 1 yaepsKmBaTb KHOMKY «F» B TedyeHune 1 cekyHapl 40
noAsaeHWA AaHHOM KoMbuHaumn. Yepes 3 cekyHab!
HayHeTCA nepesarpysKa yCTPOMCTBa

KenTbin

KpacHbI XKenToln

KenTbln

Hauyano cbpoca HacTpoek K 3aBoacKkUM. [laHHasa KombuHaumA
CBETOAMOLO0B 3aropuTCA B HaYasle 3arpy3Kun yCTPONCTBa

Ha faHHOM 3Tane nNpoucxoauT 3arpy3ka onepaLMoHHOM
cucTeMbl W03a. [ns usMeHeHUs ceTeBbIX NAPamMeTpos U
BO3BpaTa KOHPUIypaLMmM yCTPONCTBA K 3aBOACKUM
HaCTPOMKam noc/sie NoABNEHUA KOMOUHALMKN HaXKaTb U
YOEPHKUBATb KHOMKY «F» B TeyeHune 40-45 cek

KeNTbIN

KenTbin -

Mpv nosaBneHUN KOMBUHALMKM OTNYCTUTL KHOMKY «F».
Yepes HEKOTOpOe Bpems B KOHCOJIb ByAeT BbiBeAEHO
coobuieHue:

<<<BOOTING IN SAFE-MODE.RESTORING DEFAULT
PARAMETERS>>>

C6poc K 3aBOACKMM HACTPOMKaM 3aBepLUEH

CocroaHuem guopos POWER, RPS, FAN, USB npu cbpoce moKHO npeHebpeub.
V Bo3morkeH cbpoc K 3aBOACKMM HaCTpOiIiKam Ha BK/IlOYAaeMOM YCTPOICTBe.
B aTom cnyyae nyHKT 1 Heo6xo4uMo NponycTUTb.

2.5.3.3 SBC-3000

CeeToBas MHAWKaums npu cbpoce K 3aBoACKMM HacTponkam SBC-3000 aHanornyHa SBC-2000 (cm. pasaen

Bbile).

2.5.4 Ceemoeasa uHdukayus asapuli

B Tabnumue 14 npuBeneHo NnogpobHoe onucaHue aBapuii, oTobpaxkaemblx B COCTOAHUM MHAMKATopa Alarm.

V UHguKauua coxpaHeHna CDR-¢aiinos

B cnyuyae ecnn FTP cepBep HegoctyneH, CDR-3anucuM cOXpaHAIOTCA B ONepaTUBHOW NamATU
ycTpoiicTBa, Ha XpaHeHue CDR-¢aiinos BbigeneHo 30 MB. Mpu 3anoAHEeHUN NAaMATU B onpeaeneHHbIX
rpaHuuax byaer MHAMLUPOBATLCA aBapus.

Tabnunuya 14 — UHAMKaUMa aBapuii

CoctosiHMue

umHAaMKaTtopa Alarm

YpoBseHb aBapuu

OnucaHue daBapuun

MUTaeT KpaCHbIM
cBeTom

KpUTUYEeCKas
(critical)

OwmnbKa KoHPUrypauum

MNoTepa sip-moayna

ABapus rpynnbl inHuii OKC-7 (npu yctaHoBaeHHOM dnare MHOuUKayus
asapuu B MmeHo «Mapuwpymusayus/Mpynnel auHulti OKC»)

ABapua noToka (npu yctaHoBneHHoM dnare MHOuKayus Alarm B meH1o
«lMomoku E1/®usuyeckue napamempsi»)

FTP-cepBep HeaoCTyneH, onepaTtMBHaa NamaTb Ana xpaHeHna CDR-
¢dainnos 3anosHeHa cebiwe 50% (15 - 30 MB)

Peseps — BeAOMbI He MOAKAOYEH

20

lNoepaHuyHble KOHMposnepsl cecculi SBC




rOPUT KPacHbIM CBETOM | He KpuTudyecKan
(errors)

Asapus mHKa OKC-7 (npu yctaHoBneHHom dnare MHAUKayus asapuu B
meHio « Mapwpymu3sayus/Mpynnst auHul OKC»)

Moteps VolP cybmoayns (MSP)

ABapus CMHXPOHU3aUMK (paboTa B pexxkume free-run)

FTP-cepBep HegocTyneH, onepaTMBHasa NamaTb AN xpaHeHua CDR-
¢dainos 3anonHeHa o 50 % (5 - 15 MB)

PesepB — BeOMbIV HE NOAKAIOYEH MO OAHOMY M3 JIMHKOB

rOPUT XKENTbIM CBETOM | NpeaynpexKaeHus
(warning)

YpaneHHaa aBapuaA NOoToKa

CUHXPOHM3aLMA OT MEHEE NPUOPUTETHOTO UCTOUHMKA (bonee
MPUOPUTETHBIN HEAOCTYMNEH)

FTP-cepBep HegoCTyneH, onepaTMBHasa NamaTb g xpaHeHua CDR-
¢dainos 3anonHeHa go 5 MB

Pe3epB — Ha BegoOMOM ycTaHOBAEHA Apyraa sepcua MO

2.6 WUcnonb3oBaHue PYHKLMOHANbHOMU KHONKKU «F»

®yYHKUMOHaNbHAA KHOMKa «F» Mcnonb3yeTtca A1A nepesarpysku ycTpoicTBa, BOCCTAHOB/EHWUA 33aBOACKOW
KOHOUrypaumm, a TakKe 419 BOCCTaHOBAEHWA Napons.

MopsfoK cbpoca K 3aBOACKMM HACTPOWMKaM Ha BKIOYEHHOM YCTpoicTBe NpuseseH B Tabavuax 13 n 14 B

pasgene 2.5.3.

Mocne BOCCTAaHOB/MEHWUS 3aBOACKON KOHQUIypaLMu K yCTPOMCTBY MOXKHO byaeT obpatutbea no IP-agpecy

192.168.1.2 (macka 255.255.255.0):

— yepes Telnet/SSH nnbo console: nornH admin, naponb rootpasswd;
— yepes Web-uHtepodeic: nornH admin, naponb rootpasswd;

[anee MOKHO COXPaHUTb 3aBOACKYIO KOHOUTYPaLMIO, BOCCTAHOBMTb Map0b UM NepesarpysunTb yCTPOMCTBO.

2.7 CoxpaHeHue 3aBOACKOW KOHUrypauum

[NnA coxpaHeHun 3aBOACKON KOHOUTYpauuu:

— npowusBeguTe COPOC YCTPOMCTBA K 3aBOACKMM HacTpoiKam (pasgen 2.5.3);
— noakatoumnteck Yepes telnet imbo console, ncnonbsya nornH admin, naponb rootpasswd;
— BBeauTe KomaHay sh (ycTpoicTso BbingeT u3 pexkmma CLI B pexkum SHELL);

— BBeAWUTE KOMaHLY save,

— nepesarpysuTe yCTPOMCTBO KOMaHA0N reboot.

LLnto3 3arpysnTca c 3aBoACKON KOHOUTypaLmen.

KKK AKRAAKRA AR AR A AR A AR A AR A AR A AR A AR A AR A AR AR A A XK,k

* Welcome to SBC-1000

*

KKK AKRAKAKRA AR A AR A AR AR A AR AR A A AR A AR A AR AR AR A XKk, K

smg login: admin
Password: rootpasswd

KKK A KRA AR A AR AR A AR A AR A AR A A AR AR A A AR AR A AR A Ak Ak kK

* Welcome to SBC-1000 *

KKK A KRA AR A AR AR A AR A AR A AR A A AR AR A A AR AR A AR A Ak Ak kK

Welcome! It is Wed Mar 11 08:45:20 NOVT 2015

SBC> sh
/home/admin # save

tar: removing leading '/' from member names
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2.8

28.1

Ak kkkkhkkk kK
Kk kkkkkk kK

***Saved successful
New image 1

Restored successful
/home/admin # reboot

BoccraHoBneHuMe naponAa
BoccmaHoeneHue naponsa CLI
[na BocctaHoBAEHMA Nnapona:
— npowusseauTe cbpocC yCTPOICTBA K 3aBOACKMM HacTpolikam (pasaen 2.5.3);
— noakntoumuTech yepes Telnet, SSH anbo Console;
— BBeAuTe KomaHay sh (ycTponcTBo BbINAET U3 pexkuma cli B pexkum shell);
— BBeAUTE KOMaHAy restore (BOCCTaHOBUTCA TEKYLLAA KOHOUIypauus);
— BBeAuTe KoMaHay passwd (ycTpolicTBO NoTpebyeT BBECTU HOBbLIV NMapoJ/ib U €r0 MOATBEPKAEHME);

— BBeAMTE KOMaHAY save;
— nepesarpysuTe yCTPOMCTBO KOMaHA0N reboot.

LLInto3 3arpysnTca ¢ TEKyLLLe KoHOUTypaumein U HOBbIM Naposiem.

B cnyyae nepesarpysku 6e3 BbINONHEHMA KaKUX-IMBO AeWCTBUIA, HA YCTPOMCTBE BOCCTAHOBUTCA TeKyLyas

KOHdUrypaumsa 6e3 BoccTaHoBAEHMA NapoAs. LLto3 3arpysunTtca ¢ TeKyLLein KoHGUrypaumel n ctapbim naposiem.

AKKAKAKAAKRAA KA A KA A A A AN A A A A A A AR A AR A AR A AR A AR AR KA KK

* Welcome to SBC-1000 *

KAKAKRKAKRKAA I AA KA A KA R IA AR A I Ak A I A A I A A I A A A A I A A XA K,k

smg login: admin
Password: rootpasswd

AKKAKRKKAKAKAA KR A A KA A A A AN A AN A A A A A A A AR AR A AR A AR A A KA K

* Welcome to SBC-1000 *

AKKAKRKKAKAKAA KR A A KA A A A AN A AN A A A A A A A AR AR A AR A AR A A KA K

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

/home/admin # passwd admin
Changing password for admin

New password: lg2w3edr5téy

Retype password: 1lg2w3e4r5t6y
Password for admin changed by root
/home/admin # save

tar: removing leading '/' from member names
*kkhkkkkkhkkkk*k

* Kk kkkkk Kk kK

***Saved successful
New image O
Restored successful

# reboot
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2.8.2

KOHdUrypaumsa 6e3 BoccTaHoBNAEHMA NapoAs. LLto3 3arpysunTtca ¢ TeKyLLein KoHGUrypaumel n cTapbim naposiem.

BoccmaHoeneHue napona Web

[na BoCCTaHOB/EHUA Napona:

— npousseauTe cbpoc yCTPOMCTBA K 3aBOACKMM HacTpoKkam (pasgen 2.5.3);

— noagkntountech yepes Telnet, SSH nnbo Console;

— BBeauTe KomaHay sh (ycTponcTBo BblaeT 13 pexxuma cli B pexkum shell);
— BBeAWUTe KOMaHAy restore (BOCCTAaHOBUTCA TEKYLLAA KOHPUrypaLmsa);
— nogknoumntTecb K web-nHTepdeiicy ycrporictea no agpecy 192.168.1.2;

— 3anaute B pa3aen "MNonb3osatenu: YnpasneHue",
— CMeHuTe NapoJsib ANs nosib3oBatens admin;

— B KOHCO/IM BBeAMTE KOMaHA4y save;

— nepesarpysuTe yCTPOMCTBO KOMaHA0M reboot.

CoxpaHaTtb KoH$Urypaumio s WEB npu BOCCTaHOBNIEHUU NAPONA HE PEKOMEHAYETCA, T.K. 3TO
MOXKeT NPMUBECTU K NoTepe COXPaHEHHO KOHUrypauum wnto3a. Ucnonb3yiite KOMaHAy save U3

pexkuma shell.

LLInto3 3arpysnTca ¢ TEKyLLLEeN KoHOUTypaumeid U HOBbIM Naposiem.

B cnyyae nepesarpysku 6e3 BbINONHEHUA KaKUX-IMBO AEeWCTBUIA, HA YCTPOMCTBE BOCCTAHOBUTCA TeKyLlas

KAKA KK A KRR A KA A KA A KA A I A R A A A A AR A AR A AR A AR A AR AR KA KK

* Welcome to SBC-1000 *

KKK KK AKRAA KA A KA A A A AN A A A AR A AR A AR A AR A A XA AR A A KA KK

smg login: admin
Password: rootpasswd

KK AKKAAKRAA KA A KA A KA A A A A A AR A AR A AR A AR A AR A A KA A KA K

* Welcome to SBC-1000 *

AKKAKAKRAKAKAA KR A A KA AR A AN A AN A A A A A A A AR AR A AR A AR A A KA K

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

Ha aTom 3aTane npoussogmMTca cMeHa napons ns WEB.

/home/admin # save

tar: removing leading '/' from member names
*kkhkkkkkkkk*k

*kkkkhkkhKhKxk

***Saved successful
New image O
Restored successful

# reboot
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2.9 KomnnaeKT nocTtaBKu

B 6a308BbIi1 KOMMNIEKT NOCTaBKM ycTponcTea SBC BxoaaT:

—  TMorpaHunyHbIN KOHTpPOANEp ceccmin SBC;
—  Komnnekt kpenneHuma B 19” cToiky;
—  CpeacTBa 414 NOAKNOYEHMA K KOHCOINU:
— 4na SBC-2000: agantep KOHconbHOro nopta RJ45-DBY;
— ana SBC-1000: kabenb coeanHuTensHbii DB9(F) — DBI(F);
—  KpoHwrTeiH — 2wr.;
—  TNamATKa 0 AOKyMEeHTaUuK;
—  CeptuduKaT COOTBETCTBUSA;
—  PykoBOACTBO Mo aKcnayaTauum (noctasnseTca Ha CD-gucke);
—  Macnopr.

an Ha/IMY1U B 3aKa3e TaKkKe MOoryT ObITb NOCTaBNEHbI:
—  Mini-Gbic (SFP).

2.10 UHCTpYKuMKM No TexHuKe 6e3onacHoOCTU

2.10.1 Obuwjue ykasaHus

Mpwu pabote c ob6opyaoBaHMem Heobxoammo cobntogeHune TpeboBaHui «MpaBua TexHMKKM BesonacHoCTH Npu
3KCMNyaTaLMM 3/1eKTPOYCTaHOBOK NoTpebuTeneli».

3anpeuaeTca pabotatb c 060pyaoBaHMEM IMLAM, HE A0NYLLEHHbIM K paboTe B COOTBETCTBUM C
H Tpe6oBaHMAMMU TEXHMKKU 6€30NaCHOCTU B YCTAaHOBNIEHHOM NopsAgKe.

3KCI'II'IyaTaLI,VIﬂ YCTpOVICTBa AO0/XKHa Npon3BoanUTbCA UHMKEHEPHO-TEXHUYECKMM NepCcoHaom, npoweawmnmm
cneunanbHyO NOAroToOBRY.

MoAKAoYaTb K YCTPOWCTBY TONIbKO rO4HOE K NPUMEHEHWIO BCOMOraTe/ibHoe 060pyaoBaHue.
YcTtpoiictBo SBC npefHasHaYeHo A1 KPYr10CYTOUYHOM 3KCMNIyaTaumm Npu caeayowmx yCAoBUaAX:

— TemnepaTypa oKpy:Katowei cpeapbl ot 0 go +40 °C;
— OTHOCMTE/IbHasn BAaXKHOCTb Bo3ayxa g0 80% npu Temnepatype 25 °C;
— atmocdepHoe aasneHue ot 6,0x10*4 go 10,7x10*4 Ma (ot 450 Ao 800 mm pT.CT.).

He noasepraTtb yCTpOl\;ICTBO BO3AEﬁCTBMD MexaHN4YeCKNUX yaapos n KOJ'IE63HMVI, a TaKXXe AbiMa, nblain, BOA4bI,
XUMUYECKUNX peareHTos.

Bo m3berkaHune neperpeBa KOMMOHEHTOB YCTPOWCTBA M HapylleHWA ero paboTbl 3anpeLiaeTca 3aKpbiBaTbh
BEHTUNALUMOHHbIE OTBEPCTUA MOCTOPOHHUMW NpegMeTamuM M pasmewaTb npegmeTbl Ha MNOBEPXHOCTM
obopyaoBaHus.

2.10.2 TpeboeaHusa anekmpobe3onacHocmu

Mepea NoAKAOYEHNEM YCTPOMUCTBA K UCTOUHUKY MUTAHMA HEOBX0AMMO NpeaBapuUTeNbHO 3a3eMIUTb KOpMycC
060pyA0BaHUA, UCMONb3YA Knemmy 3asemneHuns. KpenneHue 3a3emMnaloLLEro nNposoda K Knemme 3asemiaeHua
AO/IKHO 6bITb HafEXKHO 3aPpUKCMPOBaHO. BeNMumnHa CONPOTUBNEGHUA MEXKAY KNEMMOW 3alLMTHOrO 3a3eM/eHNA U
3eMIAHON WWMHOM He AoMKHa npesbiwaTtb 0,1 Om.

Mepes noOAKAOYEHMEM K YCTPOMCTBY W3MeEpUTE/bHbIX MPMBOPOB M KOMMblOTEpa, WUX Heobxoaumo
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npeasapuTeNbHO 3a3eManTb. PasHOCTb MOTEHLManoB mexay Koprnycamu obopyaoBaHMA U U3MEpPUTESbHbIX
nNpubopoB He JoNKHA NpeBblwaTh 1B.

Mepen BKAlOMEHMEM YCTpolicTBa ybeauTbCcA B LLE/IOCTHOCTU Kabeneim M UX HaAeXHOM KpenneHunm K
pasbemam.

Mpu yCTaHOBKE UM CHATUM KOXKYXa HE0bX04MMO ybeamnTbCa, YTO 3/1IeKTPONMUTaHME YCTPOMCTBA OTKOYEHO.

2.10.3 Mepsl 6e3onacHocMu Npu HAAUYUU CMAaMU4ecKo20 31eKmpu4yecmsa

Bo nsberkaHue Nnoa1oOMOK 3/1EKTPOCTATUYECKOIO XapakKTepa HaCToATE/IbHO peKoOMeHAYyeTCA:

— HageTb CrneumanbHbli nosac, obyBb WAM GpacneT Aasa npefoTBpPaLLEHUA HAKOMNEHUSA CTaTUYECKOro
aneKkTpuyecTsa (B ciyyae bpacnerta ybeamuTbea, YTO OH MJIOTHO NPMMbBIKAET K KOXKE) U 3a3eMAUTb LUHYP nepej,
Hayasiom paboTbl c 060pya0BaHMEM.

2.10.4 TpebosaHus K 3n1eKMpPONUMAHUIO

2.10.4.1 TpebosaHusa K sudy UCMOYHUKA 3/1eKMpPonumMaHus

ONeKTPONUTaHMe LO/MKHO  OCYWECTBAATbCA OT WMCTOYHWMKA MOCTOAHHOTO TOKa C  33a3eMJIEHHbIM
NONOXUTE/IbHBIM NOTEHUMANOM C HanpaxeHnem 48, (6o OT NCTOYHUKA OUCTAHLMOHHOMO NUTaHMA NOCTOAHHOTO
TOKa HanpAaxeHnem ao 220 B.

2.10.4.2 TpeboeaHusa K 00nycMuUMbIM U3MeEHeHUAM HanpsaXeHUs UCMOYHUKA NUMAHUsA nocmosHH020 moKa

N3meHeHMA HanpAXKeHUA UCTOYHWKA NUTaHKUA ¢ HanpaxeHnem 48 B ponyckatoTtca B npegenax ot 40,5 oo 57

B CcQlyd4ae CHUXEHUA HanpAaXXeHnA WUCTOYHUKa 3SNEKTPOMUTAHUA HUMKEe A0onyCTUMbIX npenenos U npu
nocnegywowem BOCCTaHOB/IEHUN HanpAaxXeHnAa  XapaKTepuctukn  cpencrea CBA3U BOCCTaHaB/IMBAOTCA
dBTOMATUYECKMN.

2.10.4.3 TpebosaHusa K donycmumbIM MOMeXamM UCMOYHUKA 3/1eKmponumaHus NoCMosaHHO020 MOKa

O6opyaoBaHne A0MKHO HOPMaibHO GYHKUMOHWPOBATb MPU MOMeEXaxX WMCTOYHWKA SNEKTPOMNUTaHUA, He
npeBbllLaloLWMX NpuBeaeHHbIX B Tabamue 15.

Ta6nv1u,a 15 — Tpe6OBaHMﬂ K 40NYCTUMbIM NOMEXaM UCTOYHUKA INTEKTPONMNUTAHNA MOCTOAHHOTIO TOKa

Bua nomexu 3HaueHue
Jonyctimoe OTKNOHEeHMe HanPAXeHMA OT HOMWHANIbHOTO 3Ha4YeHusa, %:
AnnTenbHocTbio 50 mc -20
ANNTENBbHOCTBIO 5 MC 40
Mynbcaunm HanNpAXKeHUA rapMOHMUYECKUX COCTaBAAOWMX, MBadd
B Amana3oHe o 300 Ny, 50
B Amana3oHe Bbiwe 300 Ny go 150 Ky, 7

2.10.4.4 TpeboeaHusa K nomexam, co3oaeaemoim 06opydoeaHueM 8 yernu UCMOYHUKA 3AeKmponumaHus

HanpsaxeHna nomex, co3gasaembix 06OpyA0BaHMEM B LENW WCTOYHMKA INEKTPOMMUTAHUA, HE A0/MKHbI
npesbllwaTh 3Ha4eHni, npuseaéHHbIX B Tabauue Tabmmia 16.
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Tabnvua 16 — TpeboBaHMs K Nnomexam, co3gaBaembim 060pyA0BaHMEM B LENM UCTOYHUKA
3/IEKTPONUTAHUA

Bup nomexu 3HayeHue
CymmapHble nomexu B AnanasoHe oT 25 Ny go 150 My, mBadd 50
CenektusHble nomexum B gnanasoHe ot 300 Ny 4o 150 Ky, 7
B3BelueHHOe (NncodpomeTpryeckoe) 3HaueHme nomex, mBncod 2

2.10.4.5 TpebosaHua K UCMOYHUKY NUMAHUA nepeMmeHHO20 MOKa
I'Iapameprl UCTOYHUKa NMUTaHUA NepemMmeHHOro ToKa:

— MakcumanbHo fonycTMmoe HanpsaxeHue — He 6onee 220 B.

—  VCTOYHMK NUTaHMA NEPEeMEHHOro TOKa OCHALLAETCA YCTPOMCTBOM 3aLlMUTHOIO oTKAo4YeHus (Y30).

— TMpoyYyHOCTb M30/AAUMM Leneil MUCTOYHWMKA MWUTAHWA MNepemMeHHOro TOKa OTHOCUTENbHO Kopmnyca
BblAEp*KMBaET (B HOPMabHbIX ycN0BUAX) He meHee 1000 B nuk.

2.11 YctaHoBKa SBC

Mepes YyCTaHOBKOVM M BKIIOYEHWEM YCTPOMCTBA HEOOXOAMMO MPOBEPUTL YCTPOWCTBO HA HaMyue BUAMMBIX
MeXaHMYEeCKMX MOBpeXAEHWUNA. B cnyyae Hanuuua NoBpexLeHUI CaedyeT NMPeKpaTUTb YCTAaHOBKY YCTPOWCTBA,
COCTaBUTb COOTBETCTBYIOLLMIA aKT M 06PATUTBLCA K MOCTABLUMKY.

Ecnu ycTpoiicTBO HaxoauA0Ch ANUTEIbHOE BpeMs NPU HU3KOM TeMmnepaTtype, nepes Hayaaom paboTsl cnegyet
BbIAEPXKATb €ro B TeUeHMe A,BYX YacoB NPU KOMHATHOM TemnepaType. Mocne gantenbHoro npebbiBaHMA yCTPOMCTBA
B YC/IOBMSAX NOBbILWEHHOW BAAXKHOCTU Nepes, BKNKYEHMEM BblAEPKaTb B HOPMaJIbHbIX YCI0BUAX HE MeHee 12 Yyacos.

CMOHTUPOBaATb YCTPOMCTBO. YCTPOIMCTBO MOMKET ObITb 3aKpenseHo Ha 19" Hecywmx cTolMKax npu nomoLym
KOMMNJIEKTA KpenerKa, b0 yCTaHOBNEHO Ha FOPU30HTaIbHOW NepdpopMPOBAHHOMN NOJIKE.

Mocne ycTaHOBKM ycTpoicTBa TpebyeTca 3a3emnUTb ero Kopnyc. 3To He0bXoAMMO BbINOAHUTL NPEXAE, YEeM K
yCTpoMcTBY OyAeT NoAKAOYEHA NUTAIOWAA CEeTb. 3a3eM/IeHMEe BbIMOHATb M30JIMPOBAHHLIM MHOTOMWU/bHbIM
nposozom. lMpaBuaa ycTpoWcTBa 3a3eM/IEHNA U CeYeHMe 3a3eMAILWEro NpPoBoAa AOJIKHbI COOTBETCTBOBATb
TpeboBaHuamM MYI. Knemma 3a3eMneHnsa HaxoaUTCA B NPAaBOM HUMKHEM YTy 3aHeil naHenu, pucyHkn 5, 7u1 9.

2.11.1 TlopAdoK eKaoYeHUA

1. NoAKAYNTL ONTUYECKUI N INEKTPUYECcKnin Ethernet-kabenn K cOOTBETCTBYIOLWMM pPasbeMaM LUHO3a.

2. MoAKNUUTb K YCTPOMUCTBY Kabenb nuTaHuA. [na NOAKNIOYEHMA K CETU NOCTOAHHOMO TOKA MCMNO/b30BaTh
NpOBOJ CeYeHUeM He MeHee 1 Mm?,

3. Ecan npegnonaraeTca NOAKAOMEHUE KOMMbIOTEPA K KOHCO/IbHOMY nopTy SBC, coegMHUTb KOHCOJIbHbIN
nopt SBC ¢ COM-nopTtom MK, npu atom MK gonkeH 6biTb BbIKNKOYEH M 3a3eM/EeH B 04HOM TouKe ¢ SBC.

4. Y6eamuTbca B LENOCTHOCTM Kabeneh n nx HagexXHOM KpenieHum K pasbemam.

5. BKAOYMTb NUTaHWE ycTpPoMcTBa M ybeauTbCA B OTCYTCTBMM aBapuvil NO COCTOAHMIO MHOMKATOPOB Ha
nepeaHen naHenu.
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2.11.2 KpenneHue KpoHwmeiiHO8

B KOMMN/IEKT MOCTaBKM YCTPOMCTBA BXOAAT KPOHLUITENHbI ANA YCTAHOBKU B CTOMKY M BMHTbI 41A KpenaeHua
KPOHLUTEMHOB K KOpMycCy YCTPOMCTBa.

/\

PucyHok 11 — KpenneHue KpoHwTeliHoB gns SBC-3000

[na ycTaHOBKM KPOHLUTEHOB:

1. CoBmecTuTe YeTblpe OTBEPCTMA ANA BMHTOB Ha KPOHLITEMHE C TAaKMMMU Ke OTBEPCTUMAMM Ha BOKOBOM
naHenu ycrpouncrtsa, PucyHok 10 n PucyHok 11.

2. CNOMOLLbIO OTBEPTKM NPUKPENUTE KPOHLUTENH BUHTAMM K KOpNycy.

MoBTopUTE AencTBUA 1, 2 A8 BTOPOro KPOHLITENHA.
2.11.3 ¥YcmaHoeKka ycmpolicmea 8 cmoiiKy
[nA yCTaHOBKW yCTPOMCTBA B CTOMKY:

1. MpurnoxKnTe yCTPOICTBO K BEPTUKAIbHBIM HAMPABAAIOLLMM CTOMKM.

2. CoBMecCTUTe OTBEPCTMA KPOHLITEMHOB C OTBEPCTMAMM Ha HANPABAAOLWNX CTOMKKU. Mcnonb3yiiTe oTBEpCTUA
B HaNpaBAAOLWMX Ha OA4HOM YPOBHE C 06ENX CTOPOH CTOMKM, 418 TOro YTOObI YCTPOMCTBO pPacnonaranoch
ropuM3oHTaNbHO.

3. C nomoLLblo OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaAMMU.

4. Ons AeMOHTaXKa YCTPOMCTBA OTCOEANHUTL NOAK/IOYEHHbIE Kabenn U BUHTbI KPenaeHna KPOHLITENHOB K
CTOMKe. BbIHYTb YCTPOMCTBO U3 CTOMKMU.
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PucyHok 13 — YcTaHoBKa ycTpoliicTBa B cToiKy SBC-3000

2.11.4 YcmaHoeKka modyneli numaHus

yCTpOﬁCTBO MOXeT pa6OTaTb C O 4AHUM NN ABYMA MOAYAMUN MUTAHUA. YcTaHoBKa BTOPOro moayna nnTaHmA
HEO6XOAMM8 B Cny4ae ncnosb3oBaHUA YCTpOﬁCTBa B ycnoBusax, Tpe6yrou.|,v1x NoBbILLIEHHOWN HageXHOCTU.

MecTa gna yCTaHOBKM MOAY/NelN MUTAHMA C 3NEKTPUUYECKON TOUYKM 3PEHMSA paBHOUEHHbI. C TOUYKKU 3peHus
MCMNO/Nb30BaHMNA YCTPOMCTBA, MOAY/b NUTAHWA, HAaxXo4AWMNCA BAMNKE K Kpato, CYMTAEeTCA OCHOBHbIM, B/MXKe K
LUEeHTPY — pe3epBHbIM. MoAy/M NUTAHMA MOTYT yCTaHaBAMBATLCA M U3BNEKATLCA 6e3 BbIK/YeHUs ycTpoiicTea. Mpu
YCTaHOBKE W/AM W3B/AEYEHUWN [OMNOJHUTENBHOrO MOAYNA MWUTaHUA YCTPOWCTBO NpPOAO/KAaeT paboTy 6e3
nepesanycka.

B ycTpolictBe SBC ycTaHOBAEHO 2 NpeaoxpaHuTens 610K0B NUTaHUA HomuHanom 3,15 A. CamoctosATenbHas
3aMeHa npeaoxpaHuTene HeBO3MOMKHA M OCYLLECTBAAETCA TONbKO KBAaAMOUUMPOBAHHLIMKU CMeunanmcTamm B
CEPBMCHOM LLEHTPE 3aBOAA-M3roToBUTENA. YCTaHOBKA MOAYAeM NUTaHMA NOKa3aHa Ha PUCYHKe HUKe.
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PucyHoK 14 — YcTtaHOBKa Moaynein nuTaHua
2.11.5 BcKpbimue kopnyca

MpenBapuTeIbHO HAA/IEKUT OTKIOYUTL NMUTAaHWE YCTPOWCTBA, OTCOEANHUTL BCe Kabenn u, ecamn Tpebyetcs,
OEeMOHTUPOBATb YCTPOICTBO M3 CTOMKM (MoapobHee B pasaene 2.11.3 YcTaHOBKa YCTPOMCTBA B CTOMKY).

®

PucyHok 15 — MNopAaaoK BcKpbiTUA Kopnyca SBC-1000 (Ha 6aze SMG-1016M)
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PucyHok 17 — MopAagoK BCKpbITUA Kopnyca Ha SBC-3000 (Ha 6a3e SMG-3016)

1. C nomoLLbto OTBEPTKM OTCOEAMHUTD KPOHLUTEMHbBI OT KOPNYyCca YCTPOMNCTBA.
2. Tonbko ana SBC-1000 Heo6X0AMMO OTKPYTUTL PUKCUPYIOLWME BUHTLI NepeaHen NaHen, 3aTemM NoTAHYTb
eé Ha cebs 0 oTAeNeHUA OT BepxHei n bokoBbix NaHenel (PucyHok 15).

30
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3. OTKpYTUTb BMHTbI BEPXHEM NaHEeNN YCTPOIACTBA.
4. CHATb BEPXHIOIO NaHe b (KPbILWKY) YCTPOWCTBA, MOTAHYB ee HaBepxX.

Mpu cbope ycTpoKcTBa B KOPMYC BbINONHUTD BblLeNepeyncieHHble 4eNcTBUA B 06paTHOM NopAasKe.

3 4

3
=

™

DI -

|
|
N

- N

L

M3x6 M3x5 M3x6 M3x25 M4x10

PucyHok 18 — Tunbl 6on1oB gns cb6opku SBC (Ha 6ase SMG)
Ha pucyHke 18 npeacrasnieHb! TUMbl 601TOB, UCMO/Ib3yemMble A1 COOPKM YCTPOMCTBA B KOPMYC:

KpenseHune KPOHLWITEMHOB A5 YCTAaHOBKW B CTOWMKY.

KpenneHune KopnycHbIx AeTanen.

KpenneHue nnaT, BEHTUAALMOHHBIM 6/I0KOB, 3ar/yLUeK, HanpaBAsoLLMX.
BWHT KpenneHus BEHTUNATOPOB.

BUHT 3a3emsieHus.

ukhwn e

Mpwu c6opKe yCTPOICTBa 3anpeLlaeTca UCNO/b30BaTb HEHAAEKaLLMIA TUN 60ATOB ANA YKa3aHHbIX
onepauuii. UsmeHeHue TMNA BUHTA MOKET NPUBECTU K BbIXOAY YCTPOMACTBA U3 CTPOA.

R,

PucyHok 19 — Cbopka B Kopnyc

Mpu c6opKe ycTpoiictBa SBC B MecTo, yKa3aHHOE Ha PUCYHKe Bbiwwe, TpebyeTca yCTaHOBUTb BUHT,
3a/10}KEeHHDIV NPU NPon3BOACTBE. MU3MeHeHMe TUNa BUHTA MOXKeT NPUBECTU K BbIXOAY YCTPOMCTBA
U3 cTpos.

-
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2.11.6 YcmaHoeka 6n0Ko08 eeHmunayuu

KoHCTpyKumMa ycTpoicTBa npeaycmMmaTpuBaeT BO3MOXKHOCTb 3amMeHbl 6/10KOB BEHTUNAUUM 6e3 OTKAOYEHUSA
nuTaHuA.

PucyHoK 22 — Bnok BeHTUnsaummn B SBC-3000 Ha 6a3e SMG-3016. KpenneHue B Kopnyc

Ons ynaneHus 610Ka HeobxoanMmo:

1. C nomoLLbto OTBEPTKM OTCOEAMHUTDL BUHTbI KpenaeHMsa 610Ka BEHTUASALMW HA 3a4HeN NaHenu.
2. OcTOpOrKHO NOTAHYTb 6J10K Ha cebs 4,0 U3BEYEHUA U3 Kopnyca.
3. OTcoeauHUTbL KOHTaKTbl 6/10Ka OT pa3bema B yCTpocTBe, PUCYHOK 23.
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PucyHoK 23 — Pasbem ana nogKkatodeHus seHtuastopa 8 SBC-1000 Ha 6a3e SMG-1016M

[na yctaHoBKM 610Ka HeObXx0AMMO:

1. CoeaMHUTb KOHTaKTbl 6/10Ka € pa3beMoM B YCTPOMCTBE.
2. BcraBuTb 610K B KOpMNyC YCTPOMCTBA.
3. 3aKkpenuTb BUHTamMM 610K BEHTUAALMM HA 3agHEN NaHeNwn.

2.11.7 YcmaHnoeka SSD-Hakonumenelii daa SBC-1000

PucyHoK 25 — MoHTaxK SSD-Hakonutensa

1. TlpoBepuTb HasMYMe NUTAHWUA CETU Ha YCTPOMCTBE.
2. B cayvyae HaAMuuA HanpsaXKeHUAa — OTKAYUTb NUTaHKe.
3. Ecan TpebyeTcs, AeMOHTUPOBATL YCTPOMCTBO M3 CTOMKKU (NnoapobHee B pasaene 2.11.3).
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4. BcKpbITb Kopnyc ycTpoiictea (nogpobHee B pasaene
2.11.5).

5. Ecnn Ha njate YCTPOWMCTBA OTCYTCTBYET KpeneXKHbIn
wTbipb (PucyHok 24), HeobxoAMmO MCNOAb30BaTb
CbEMHYHO CTOMKY:

a. MNPUKpenuTb  CTOMKy-¢oMKcatop K  SSD-
HaKonuTeno;

b. CcHATb BEpPXHWIA 3aWMTHbLIA CNON C KJeeBow
NMOBEPXHOCTU CTOMKU-PUKCA TOPa;

6. YcTaHOBWUTb HaKonuTenb B CBOOOAHYI MO3ULMIO —
BCEro AOCTYNHO 2 nosuumn (PucyHok 24), u, ecamn Ha
naate NPUCYTCTBYET KPEMNesKHbl LWTbipb, 3aKpenuTtb
BMHTOM, KaK MOKa3aHO Ha puUcyHKe 25.

Mpu yaaneHnn SSD-HaKonuTens BbINOJHUTb BblleNepeyncieHHble A4eicTBMA B 06paTHOM nopsake.

2.11.8 YcmaHoeka SATA-Ouckos 0aa SBC-2000 u SBC-3000

Mpw 3aKase ¢ yCTPOMCTBOM MOFYT BbiTb AOMNOSHUTENbHO NocTaBaeHbl SATA-auckn. CnoT gns NoaKNoYeHUA
OVCKOB paccymTaH Ha HakonuTenu popm-dpakropa 2,5" TonwmHom 4o 12,5 mm".

Mpu moHTaxke SATA-aMCKOB HeObXxoANMO:

1. U3Bneub HanpaBAstoLLME Cala3KM M3 Kopryca ycTpoicTea (PUCyHOK 6, anemeHT 1), 415 3TOro HaxKaTb Ha
KHOMKY CMpPaBa [0 OTXOXAEHMA PYYKM BbITaNKMBATENA, 3aTEM NOTAHYTb Py4Ky Ha cebs [0 U3BnevYeHUA
Cafla3okK m3 Kopnyca.

2. UN3Bneyb KOMMEKT Kpenexa, pacnosioKeHHbIN Noa, py4YKol BbiTasiknuatens, PUCYHOK 26.

3aKpenuTb AUCK B IOTKE HANPaBAAKOLWMX Cana3ok, PUCYHOK 27.

4. BcTaBWUTb CanasKkuy c ycTaHoBAEHHbIM SATA-ANCKOM 0O6paTHO B pa3bem U NpuKaTb PyYKy BbITanKMBaTENA
[0 XapaKTepHOro LweyKa.

w

Mpu yaanenmmn SATA-AMCKA BbINOMHUTD BbleNepeyncaeHHble AeicTemsa B obpaTHOM nopagke.

YcTaHOBKa U yaaneHus SATA-4MCKOB MOTYT 6bITb NPOU3BeAEHbI MPU BKAOYEHHOM MUTAHMM YCTPOMCTBA.

Komnnexr YCT@HOBKM

PucyHoK 26 — PacnonoxeHne KoMnaekTa KpeneXHbIX 3/1eMeHTOB NPKU NOCTaBKe
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PucyHoK 28 — MoHTax SATA-AUCKa B KOpPMyC YCTPOMCTBA

2.11.9 3ameHa 6amapeliKu 4Yacoe peanbHO20 8pemMeHuU

B RTC — 3neKTpoHHOI cxeme, NpeAHa3Ha4YeHHOM AN aBTOHOMHOMO Y4éTa XPOHOMETPUYECKUX AaHHbIX
(Tekywee Bpems, AaTta, AeHb HeAenW M Ap.) Ha naaTe YCTPOWMCTBA YCTAHOB/EH 3/IeMeHT NuTaHua (6atapeiika),

MMeI-OLLI,MVI cneayrouime Xxapaktepuctnuku:

Tun 6aTapewu nMTneBasn

Tunopasmep CR2032 (Bo3morkHa ycTaHoBKa CR2024)
HanparkeHue 3B

EmKocTb 225 mA

Onametp 20 mm

TonwmHa 3,2 mm

CpoK cnybbl UAN CPOK FOAHOCTU 5 net

Ycnosusa XpaHeHUA

oT-20 00 +35C
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PucyHok 31 — MNonoxeHue 6atapen RTC ana SBC-3000 (Ha 6a3ze SMG-3016)
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B cnyyae ecnm cpok paboTbl 6aTapenkm UCTEK, A1 KOPPEKTHON 1 becnepeboiHoi paboTbl 060pyA0BaHUA
HeobXxo0AMMO 3aMEHUTb ee Ha HOBYIO, BbINOHMB Caeaylolue AencTBns:

MpoBepuTb HAaIMUME NUTAHUA CETU Ha YCTPOICTBE.

B CQlydae Hanan4uma HanpaXeHna — OTKAKYUTb NUTaHKe.

Ecnn TpebyeTtcs, AeMOHTUPOBAaTb YCTPOWMCTBO M3 CTOMKK (noapobHee B pasgene 2.11.3).

BcKpbITb Kopnyc ycTpoiictea (noapobHee B pasaene 2.11.5).

MN3Bneub oTpaboTaBllyo 6aTapeliky (PucyHok 29, PucyHok 30 u PucyHOK 31) U B aHanorMuyHoi nosmumnm
YCTaHOBMWTb HOBYIO.

vk wnN e

Mpu cbope ycTpolicTBa B KOPNYC BbIMOJHUTL BbiLIENepeymcieHHble AeUCTBUA B 06paTHOM nopsgkKe.
l Mpu oTKAOUeHHO cuHxpoHusaumm NTP nocne 3ameHbl 6atapeiiku RTC Heobxogumo 3aHOBO

YCTaHOBUTb CUCTEMHYIO ATy U BpEMA Ha YCTPoMCTBe.

’ Ucnonb3oBaHHble 6aTapeku nognexar cneymuanbHON YTUAN3ALMUN.
®

lNoepaHuyHble KOHMponepol cecculi SBC 37



3  OBLWME PEKOMEHOALMU NPUN PABOTE C YCTPOMCTBOM

CamMbIm NPOCTbIM CNOCOHOM KOHOUTYPUPOBAHMA U MOHUTOPUHIA ycTpolicTea asnaetca Web-koHdurypatop,
NosaTOMYy AN1A 3TUX LleNieit pPeKOMEHAYEeTCA MCNOb30BaThb €ro.

Bo M3beKaHue HecaHKLMOHMPOBAHHOIO AOCTYNa K YCTPOWCTBY PEKOMEHAYEM CMEHUTb NMaposib Ha A40CTynN
yepes Telnet, SSH 1 KoHcob (MO yMon4YaHUIO Nosib3oBaTeNb admin, Nnaponb rootpasswd), a TakKe CMeHUTb Napob
ANA agMUHUCTPaTopa Ha goctyn yepe3 Web-koHdurypatop. YcTaHoBKa nmaposa ans goctyna 4vepes Telnet u
KOHCOMb ONMcaHa B pasgene 4.2. PekomeHAyeTcs 3anncaTb U COXPAHUTb YCTAaHOB/AEHHbIE MAPO/IM B HAAEKHOM
MecTe, HeAOCTYNMHOM ANS 3/10YMbIWIEHHMKOB. TaKKe HacToATe/IbHO PEeKOMEHAYEM He OTKpbIBaTb AO0CTyn K
ycTpounctey yepes Telnet, SSH u WEB 13 ny6aun4Hol cetu.

B nokanbHoM cetn gna pocrtyna Kk Web-KoHbUrypatopy /ydwle Mcnonb3oBaTb COeAUHEHME NO MPOTOKOY
HTTPS emecTto HTTP (HacTpolika onuncaHa B pasaene Hacrpoika SSL/TLS). na agoctyna K CLI aydwe ncnonb3osatb
npotokon SSH Bmecto Telnet. Boibop NpoTOKOM0B 40CTYMNa OCYLLECTB/AETCA B HACTPOMKax ceTeBoro nHtepdeiica
(onucaHue B pasgene 4.1.4.3). Takke pekomeHAyeTcs BblaennTb Ha SBC oTaeNbHbI MHTepdelic Ana ynpasaeHus B
BblaeneHHom VLAN. [na orpaHuyeHna [o0CTyna K agMUHUCTPUMpoBaHUIO SBC € OTAENbHbIX Y3/10B MOXHO
MCMO/Ib30BaTb TaK »Ke Oesblii CMUMCOK afpecoB, C KOTOPbIX MOMET OCYLLECTBAATLCA yrnpasieHue (nogpobHee B
pasgene 4.1.8.6).

Bo usbexkaHue noTepu JaHHbIX HACTPOWMKM YCTPOWCTBA, Hanpumep, nocse cbpoca K 3aBOACKMM YCTaHOBKaM,
PEKOMEHAYEM COXPaHATb PE3EPBHYHO KOMMUIO KOHPUIYpaLLMM Ha KOMMblOTEPE KaxKAbli pa3 nocne BHECEHUSA B Hee
CYLLECTBEHHbIX U3MEHEHWM.

B ceTn cnepyet ncnonb3oBaTth AoBepeHHble U 3awnwéHHble DNS n NTP-cepBepbl. enatenbHoO pasmectutb
060pyA0BaHME 3a CETEBbIM 3KPAHOM, HA KOTOPOM HacTpoeH ingress filtering.

3.1 ObecneyeHue 6e30nNacHOCTM BbI3OBOB

SBC imeeT HeCKO/IbKO MexaHU3MOB, O6€CI'IeLIMBaIOLLI,MX 6e30MacHOCTb BbI3OBOB:

— BcTtpoeHHbint firewall, KoTopbin obecneumBaeT cneayowme GpyHKunm (nogpobHee B pasgene 4.1.8.5
Cratuuyeckumii bpaHgmayap):

o dunbTpauma no IP-agpecam, NopTam 1 NPOTOKONAM;
o dunbTpauma nosib3osaTteneli no reorpadpuyeckomy npusHaky (GeolP);
o dunbTPaUMA NO CTPOKAM, COAEPIKALLMMCH B COODLLEHMAX.

— OrpaHunyeHuMn BbI3OBOB B NpaBunax Rule Set (nogpobHee B pasaene 4.1.3.5):

e [leiictBue "reject" — nossonAeT 3aNpeTUTb NPOXOXAEHWE BbI30BOB MO YCNOBUAM, NOANaAaoWUM
nof, npasuno. Hanpumep, MOXKHO WCMNOAb30BaTb MNPaBMAO AAA 3anpeTa MNPOXOXAeHus
MeXAyHapoaHbIX BbI30BOB "MMs 13 3aronoska To" ¢ mackol umenun "M\+*[78]10.+";

e [leiictBme "send to..." ¢ ucnonb3oBaHnem GUAbTPOB. Hanpumep, MOXKHO YCTaHOBUTb OrpaHUYeHne
BbI30OBOB TO/IbKO Mo Poccum, ucnonb3ya npasuno "WMma u3 3aronoska To" B BMAE MacKu
"A7[3489].{9}S";

e OrpaHuyeHWe MO BpemMeHW AelCTBMA npaBuaa. Takum 06pasom MOXKHO OrpaHuyYMTb Bpema
AEeWUCTBUA YCAYTU CBA3M UM 3anNpeToB CBA3U, KOMBUHUPYA OrpaHMYeHMe No BPeMEHN AeNCcTBUA U
npasuna "reject" n "send to...".

— 3awwmTa ot DoS-aTak (noapobHee B pasaene 4.1.8.7):

e 3auwmuTa oT ICMP-dnyaa. B atom pexknume SBC He byaeT oTKAMKaTbes Ha 3anpocbkl ICMP type 8 u type
13;
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e O6Hapy»eHue port scan. SBC b6yaer aHa/AM3MpoBaTb MOMbITKM AOCTyna M Npu oBHapy»KeHuu
CKaHUPOBaHMA NOPTOB 3a0/IOKNPYET HAPYLLUUTENS;

e CNMCOK 3anpeléHHbIX KAUEHTCKUX npuaoxkeHuin. SBC 6yaet 6nokmposaTb SIP-3anpocbl no
obHapyxeHuto B User-Agent 3agaHHbIX WAb/M0OHOB, KOTOPble COOTBETCTBYIOT Mony/sApHbiMm SIP-
CKaHepam M1 yTUAnTam A4 COBepLIeHUA Pa3/IYHbIX aTak;

e 3awmta oT SIP-dnyga. SBC aHanM3mMpyeTr aKTUBHOCTb KaK CETEBbIX XOCTOB, TaK W OTAeE/ibHbIX
abOHEeHTOB Ha NpeaMeT AEeNCTBUIA, paccMaTpMBaeMbiX Kak ¢aya Uam nonbITKK nogbopa naposen.

Takxke SBC HaumHaeT 3ameHATb oTBeTbl 404 Ha 403 pna 3aTpyaAHEHUA CKAHMPOBAHMUA
pacrnpegeneHna HoOMepos.
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4 KOH®UTYPUPOBAHMUE YCTPOMCTBA

K yCTpoMCTBY MOXHO MNOAKNHOUMTLCA YeTbipbMsi cnocobamu: yepes Web-koHdurypatop, ¢ nomouubto
npotokona Telnet, SSH nnubo kabenem uyepes pasvem RS-232 (npu poctyne uyepes RS-232, SSH nunbo Telnet
MCNoNb3yeTcs KoMaHgHan KoHconb CLI).

DnAa coxpaHeHMA U3MeHeHHOW KOHdUrypauum B 3HEproHe3aBUCUMYIO NaMATb MCNONb3yHTe
meHio «Cepsuc/CoxpaHntb KoHdurypaumio Bo Flash» 8 Web-koHdurypatope, nmbo KomaHay
copy running to startup save B KomaHAHOI1 KoHcoau CLI.

4.1 Hacrtpoiika SBC uepe3 Web-koHdurypatop

[na Toro yTobbLI MPOU3BECTU KOHPUIYPUPOBAHUE YCTPONCTBA, HEOOXOAMMO MOAKMOUMTLCA K HEMY Yepes
web-6pay3ep (nporpammy-npocMOTPLIMK TMMEPTEKCTOBbLIX AOKYMEHTOB), Hanpumep: Google, Firefox, Internet
Explorer u 1.4. Bectu B cTpoKke b6paysepa IP-aapec ycTpoiicTea:

1 3aBopacKoii IP-aapec ycTpoiictea SBC 192.168.1.2, macka cetun 255.255.255.0

Mocne BBOZa IP-agpeca yCTPOMCTBO 3aMpoCUT MMA MO/b30BATENS M NAposb. TaKke 34ecb MOXKHO BblbpaTb
A3bIK, KOTOPbIV ByAEeT UCcnosb3oBaTbCA B UHTEpdelice.

[]

L]
..‘_' » Session Border Controller

WA nons308arena
Mapons
Azelk MHTEPDEACE | Pyccrkni ¥

Boimi

1 Mpu nepsom 3anycke UMaA nonb3osartena: admin, naponb: rootpasswd.
A

Mocne nonyyeHus goctyna K Web-KoHOUrypaTopy OTKpoeTcs MeHIo «MHpopmayus o cucmeme.

Session Border Controller Konchurypatop © Aapwil Het.

Pasag Vichopmain o cucTeme

Tiporpasuoe oBecnesenMe:
opal|  sepomrio 192356

SasogcHMe napameTpL:
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HNELTEX

Ha pucyHKe HUKe npeAacTaBfieHbl 31eMeHTbl Hasuraumm Web-koHdurypatopa.

Compaer, EeguroageE 12 FLASH

ynpaeneHuA

VO et 347 sy m e[ b
VT BB [ o Bbibe

DepeBo CurHanwaauun ABTopu3auus
HaBurauuu ynpasneHun aBapuil

Habik

Signaling & Media Gateway * umepd)eﬁt:l

WV Gncho cpoe @ TeGAmue ; — [T pE———y

Kuonku Mone
ynpaBnesus UECTHOCK

PucyHoK 32 — 3nemeHTbl HaBuraumm Web-koHdurypaTopa

OKHO No/1Ib30BaTENbCKOIO MHTepd)eﬁca pa3geneHo Ha HECKO/IbKO obnacreit:

Hepeso Hasuaayuu — CAYXUT ANA ynpaBfieHWa TMojem HacTpoek. B aepese Hasuraumu
nepapxmyeckm otobpakeHbl pasgesnibl YyNpaBaeHUA M MeHI0, Haxodawmecs B
HUX.

Mone Hacmpoek — 6asupyeTca Ha Bblbope nonb3oBaTens. [lpeAHasHayeHO ANA NPOCMOTPA

HaACTPOEK YCTPOICTBA M BBOAA KOHOUIYPALMOHHbIX AaHHbIX.

MaHenb ynpasneHus — naHesb ANA ynpaBaeHUa NoJieM HacTpoek u coctosHmnem MO ycTpolicTea.
MeHto ynpaeneHus — BbiNajatoume MeHIo NaHean ynpasiaeHus nNoiem HacTpoekK 1 coctoaHmem MO
ycTponcTea
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CuzHanuzayusa asapuli — CAYXUT ANA OTOOpPaXKeHUs TEKyLLen NPUOPUTETHON aBapum, TaKKe ABNAETCA
CCbINIKOM Ana paboTbl C *KYPHANOM aBapUIMHbIX CODbITUNA.

Asmopu3sayusn — CCbliIKa pnsa paboTbl C MaponsmM AOCTyna K ycTpoicTey 4epe3s web-
KoHUrypaTop.

A3bik uHMepdghelica — KHOMKW N5 NepekItodeHns a3bika nHtepdelica.

MKOHKU ynpasneHus — 3/1eMEeHTbI yNpaBAeHna ansa paboTtbl c 06 beKTaMM NONA HACTPOEK, AyOAnpyLOT

MeHt0 « OBBEKTbI» Ha NaHe W ynpaBaeHus:

+
— flobasums 06vekm;

& Pedakmuposamsb 06bekm;
% Yodanume o6vekm;

— [Mocmompems 06vekm.
KHonku ynpaeneHus — 3/1IeMeHTbl ypaBaeHusa Ans paboTbl ¢ NosIeM HaCTPOEK.

Bo n3bexaHme HecaHKLMOHMPOBAHHOIO AOCTYNa Npu AanbHenwei paboTe ¢ YCTPOMNCTBOM peKomeHayeTcs
M3MeHUTb Nnaponb (pasgen 4.1.8.1).

V KHonka ¥ («Mopckaska») pAAOM C 31eMEHTOM PefiakKTUPOBaHMUA NO3BONAET NONYYUTb NOACHEHUA
no JaHHOMY napameTpy.
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HELTEX

4.1.1 CucmemHble napamempeol

B AaHHOM pasgene NpoM3BOAMTCA HACTPOIMKa CUCTEMHBIX MAaPaMEeTPOB M OrpaHnYeHuin 06paboTKu

3anpocos.

VIMA yCTpOicTEa ‘SBC1 000

YTk K OWCKY ANA ¥paHeHKA TPaCcCHpOoBOK \ default

YCTPOMCTEO JANA a88DUIHOTD NOTMPOBaHNA | | Het

PaloTa BEHTWNATOpOE

<]

3arpyHEeHHOCTE NpoLeccopa

<]

MICNons30EaHUE ONEPATUEHON NaMATH

<]

3anoMNHeHNe BHELLHIX HAaKoNUTENeR

<]

AEADMW PEIEPEHPYHILLETD YCTDOACTE

<]

OTCYTCTEME CEASW C BEOOMBIM

OrpaHuyedne oSpadoTkW zanpocos INVITE

Orpaxuyedye odpadoTkn 3anpecos SUBSCRIBE

OrpaHuyeq1e 00patoTkl oCTankHLE 3aNpocos

Ooo|jo|o

Zanpockl INVITE, en/3 cex

e
<

Zanpocsl SUBSCRIBE, eg/3 cex || 15 w

OcTansHele 3anpockl, eq/3 cex || 15 w

3alWKTHsIR TalmayT 4NA oTO0A BLIZ0E0E 063 media, MUH (7] ‘30

BrmowdTe cTatucTugy SIP Brizosos | [

Mepenaeats cmeon # Ges koguposaHna | [

[ CoxpaHuTe ][ OTMEHUTE ]

BrniounTe aeTooGHoENEHKE | [

WcTounme || Static

Mpotokon | TFTP  ~

AYTEHTHCDMEALMA

WA

Mapons

Cepaep | update local

OOHOENATE KOHDUIYDALMKD

Mms chaiina koHchurypaumy | a8 f9.4b 88.70.a6.cfg

Mepwod 0THOENEHWA KOHMUIYDPaUMM, MUH 9 |30

OBHoenATs MO

MmA thaiina eepckid NO | SBC1000.manifest

Mepuog oSHOENEHMA MO, MUH 9 |30

[ CoxpaHuTte ][ OTMeHNT:
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CucmemHble napamempbsi

—  UWmsa ycmpolicmea — HanMmeHOBaHWe YCTPOMCTBA, BbIBOAMMOE B 3arosioBke web-koHpurypaTopa (8
AaHHol Bepcum MO He ucnonbayeTcs);

—  [lymeo K OUCKy 0414 XpaHeHUs mMpPaccupoB8OK — Ha YCTPOMCTBE CYLLECTBYET BO3MOXKHOCTb COXPaHEHMUA
0TNaA04YHON nHPopMaLmn (TpaccupoBoK) B onepaTtusHoi namatu (RAM), nnbo Ha ycTaHOBAEHHOM
SSD HakonuTtene:

— default — otnago4yHas MHGOPMaLMA COXPAHAETCS B ONepaTUBHYIO NamMATb;

— /mnt/sdX — nyTb K noKanbHomy SSD-ANCKY, HacTpoliKa oTobpaxKaercsa npu ycTaHoOBAEHHOM
SSD-gucke. Mpwu Bbibope SSD-Ancka Ha Hem ByaeT co3gaH Katanor logs, B KoTopom 6yayT
XPaHUTbCA dansibl TPACCUPOBOK;

’ CoxpaHeHMe TPacCMPOBOK AOCTYNMHO TONbKO ana SSD-gucka, xpaHeHue Ha USB-flash
HEeBO3MOXKHO.
— Ycmpolicmeo 0nsa asapuliHo2o no2uposaHus — Bblbop SSD-AMCKA ANA 3anNUCU  KPUTUYECKUX

aBaAPUIMHbIX COODOLLEHWNI B SHEProHEe3aBMCMMYIO NamATb. JaHHaa onuma moxeT bbiTb Heobxoamma
NpPW BbIACHEHUM NPUYMH Nepe3anycKa Uan Bbixoaa U3 cTpoa obopyaoBaHUs.
— /mnt/sdX — BbI6OP NYTU K NOKanbHOMY SSD-AuUCKy. Mpu BKAOYEHMM AaHHOW onumm Ha SSD-
Auncke cospaetca ¢ann alarm.txt, B KoTopoi 3aHocKTCA MHGOpPMaLma 06 aBapusx.

Mpumep ¢aiina alarm.txt

. 24/09/13 20:03:22. Software started.

. 24/09/13 20:03:22. state ALARM. Sync from local source, but sync source table not empty
. 24/09/13 20:03:22. state OK. PowerModule#1. Unit ok! or absent

. 24/09/13 20:03:31. state OK. MSP-module lost: 1

. 24/09/13 20:03:34. state OK. MSP-module lost: 2

. 24/09/13 20:03:38. state OK. MSP-module lost: 3

. 24/09/13 20:03:42. state OK. MSP-module lost: 4

U WNBEFEO

OnucaHne dopmata dainna:

0,1, 2... — NopaAKOBbI HOMEpP CObbITUSA;

24/09/13 — paTa BO3HWMKHOBEHMA CObbITUA;

20:03:22 — Bpems BO3HUKHOBEHUSA COObITUS;

ALARM/OK — Tekywee coctosHne cobbitua (OK — aBapusa HopmanusosBaHa, ALARM — aBapwus
aKTUBHaA).

Tabanua 17 — Npumepsbl BbIBOAUMbIX COOBLWEHMI 06 aBapuax

ABapuitHoe coobweHune

PacwudpoBka

KoHourypaums He npountaHa

Owwunbka panna KoHoUrypaumm

BbicoKan 3arpysKka npoteccopa

ABapus BbICOKOW 3arpy3Ku npoueccopa

Port Scan Detector BblKktOYEH

NHbopmaLmoHHOe cooblieHMe O BbIKAIOYEHHOW 3almTe oT
Port Scan B KoHbUrypauuu

OnHamuueckunit 6paHgmayap 3abs10KkupoBan
HOBbIV agpec

MpeaynpexaeHue o 610KMPOBKE HOBOTO agpeca C
YKasaHWeM NpuUUnHbI B ONUCaAHUM

Perncrpauus aboHeHTa 3anpelweHa

MocTynuAn 3anpoc perucrTpaumm, o6cnynsaHue KOToporo
3anpelLLeHo

3BOHOK 3anpeweH

MocTynun BbI3OB, O6Cl1y)KVIBaHV|e KOTOpPOro 3anpelweHo

3anyck MO V.1.X.X.X

MporpammHoe obecneyeHune 3anyweHo

Ha Begomom ycTpolicTee ycTaHOBAEHaA Apyran
Bepcua MNO

YcTpoiicTBa B pe3epBe UMEIOT pasHble Bepcun MO
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OTCyTCTBYET NOAKNIOYEHME C BEAOMbIM OTcyTCTBYET NOAKNOYEHME C pe3epPBHbIM YCTPOMCTBOM NM60
NOJIHOCTbIO, NM6O HAa O4HOM M3 IMHKOB. Bo BTOpom c/yyae B
napameTpax byaeT yka3aHo, Ha KaKOM JIMHKe NoTepsHa CBA3b

CMeHa coCcToAHMA B rpynne pesepsa MpousoLwLio nepecornacoBaHme yCTPONCTB B pesepse

OnepaTuBHaA NamMATb 3aKaHYMBaETCA OnepaTuBHaA NamATb 3aKaHYMBaETCA. BO3MOXKHbI 3 ypOBHA
aBapuu — npegynpexaeHue (octanocb meHee 25%
csoboaHoM namAaTn), aBapus (meHee 10%), KpuTnUeckasn
aBapusa (meHee 5%)

He yaanocb otnpasutb CDR-¢ainbl no FTP Mpobnema otnpasku ¢aiina CDR Ha FTP — cepsep

3anyck N0 ycTpolicTBa 3anyck MO ycTpoucTea

UHduKkayus asapulii

— Paboma seHmuaamopos — Nnpu yCTaHOBIEHHOM ¢nare B CMCTEMyY ynpaBaeHus 6yaeT BblaaBaTbCcA aBapuma
O HENCMPABHOCTM BEHTUAATOPOB;

—  3aepyxeHHocmb npoyeccopa — Npu ycTaHoBAEHHOM ¢nare B cucTeMy ynpasneHus byaeT BblaaBaTbCA
aBapuA O BbICOKOM 3arpy3Ke npoLeccopa;

— MWcnonv3osaHue onepamugHol namamu — NpuU yCTaHOBAeHHOM ¢are B cucTemy ynpasneHua byaet
Bbl4aBaTbLCA aBApMA O 3aKaHUYMBAtOLLEeNcA cBOBOAHOW ONepaTUBHOM NaMATH;

— 3anonHeHue BHeWHUX Hakonumesneli — NpPU ycTaHOBNeHHOM ¢nare B cucTtemy ynpasneHua 6yaet
Bbl4aBaTbCA aBapMA O 3aKaHUYMBAOLLEMCA CBOOOAHOM ANCKOBOM MPOCTPAHCTBE HA BHELLHUX HAKONUTeNew;

— Asapuu pesepsupyroujezo ycmpolicmea — npu ycTaHOBNeHHOM dnare B cucTtemy ynpasaeHua byayt
Bbl4aBaTbCA BbllenepeymceHHble aBapum C pe3epBUpPYHOLLLErO YCTPOIACTBa;

— OTcyTCTBME CBA3U C BEAOMbIM — NPW YCTAaHOBAEHHOM daare B cUCTeMy ynpaBieHusa 6yayT BblgaBaTbCA
aBapum 06 OTCYTCTBMM CBA3U C PE3EPBUPYIOLLMM YCTPOMCTBOM HA JIOKAJIbHOM U FN106aIbHOM JIMHKAX;

— OrpaHunyeHue o6paboTkm 3anpocos INVITE — npu yctaHoBNeHHOM dare B cucTemy ynpasaeHus 6yayt
Bbl4aBaTbCA aBapPUM O NPEBbILLEHUN MAaKCMMaAJ/IbHO Pa3peLLleHHOro KOJMYecTBa O4HOBPEMEHHbIX 3aMpoCoB
INVITE, 3agaHHoe B pa3gene «OrpaHnyeHne o6paboTku 3anpocos SBC»;

— OrpaHunuyeHmne obpaboTku 3anpocos SUBSCRIBE — npu ycTaHoBAEHHOM dnare B cucTemy ynpasaeHma byayT
Bbl4aBaTbCA aBapPUM O NPEBbILLEHUN MAaKCMMaJ/IbHO Pa3peLLleHHOro KOJMYecTBa O4HOBPEMEHHbIX 3aMpoCoB
SUBSCRIBE, 3agaHHoe B pasgene «OrpaHuyeHne obpaboTKM 3anpocoB»;

— OrpaHunyeHne 06paboTKKM OCTANIbHbIX 3aNPOCOB — MPU YCTAHOBIEHHOM are B cUCTEMY ynpaBaeHus byayTt
BblaBaTbCA aBaPUKN O NPEBbILLEHUM MAaKCUMaJIbHO pa3peLLeHHOro KonyecTsa O4HOBPEMEHHbIX 3aMpoCoB,
oTaun4HbIxX oT INVITE n SUBSCRIBE.

OzpaHuyeHue obpabomku 3anpocos SBC

— 3anpoce! INVITE, ed/3 cek — konndecTtso 3anpocos INVITE, o6pabaTbiBaemMbIX B TeUeHMe Tpex cekyHa,. Ecau
33 TPW CeKyHAbl NOCTYNUT 6oNbluee KOMYECTBO 3aNpPOCOB, TO NPEBLICMBLUME MOPOr 3aMpochbl He ByayT
obcnyXKeHsbl;

— 3anpocel SUBSCRIBE, ed/3 cex — KkonudecTtso 3anpocoB SUBSCRIBE, o6pabaTtbiBaeMbix B TeYeHWe Tpex
CekyHa,. Ecnm 3a Tpu cekyHapl NOCTYNUT 6o/bllee KOMYECTBO 3aMNpOCOB, TO NPEBbICUBLLME MOPOT 3anNpochbl
He 6yayT 06CNyKeHbI;

— OcmanbHble 3anpockl, e0/3 cek — KOANYEeCcTBO 3anpocos, OTAM4YHbIX OT INVITE u SUBSCRIBE,
06pabaTbiBaeMbIx B TeUEHWNE TPEX CEKYHA. ECAn 3a Tpu cekyHAbl NOCTYNUT 60/bluee KOIMYECTBO 3aMPOCOB,
TO NMpPeBbICMBLLME MNOPOT 3aMNpPOChl He ByayT 06CNYKEHDI;

—  3awumHeslli malimaym 0519 omb0os 86130808 6e3 media, MUH — UHTEPBAJI BPEMEHMU, MO UCTEYEHMM KOTOPOIO
BbI30B, YCTAaHOBJIEHHbIV MEXAY YCTPOUCTBaMK, OyAeT OTKIOHEH B CAyvyae, €CIM MeXAY HUMKM No
pPa3roBOpHOMY KaHany He nepegatotca RTP-nakeTol.
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Hacmpoliku SIP

—  Brmroyume cmamucmuky SIP 86130808 — BKAOYaeT BeAeHMe CTAaTUCTUKKU Bbl30BOB. CTaTUCTUKA
oTobparkaeTtca B pasaese moHuTopuHra "Cratuctuka SIP";

— NepepaBatb cumBon '#' 6e3 KoagMpoBaHUA — NpuU BKAOYEeHHOM onumn SBC B ucxoasiee naedo cumson '#'
OTNpaBAAeT Kak '#', Npy BbIKAOYEHHOW ONLMK OTNPABAAET KaK '%23'".

AsmomamuyecKoe KOHpuypuposaHue

SBC MoXeT aBTOMATMYECKM MoJiydaTb KoHourypaumio u ¢ainabl ¢ Bepcuamu MO c cepsepa
aBTOKOHOUIYpUpPOBaHMA (aanee — «cepsep») € 3a4aHHbIM NEPUOAOM.

Mocne ckaumsaHua KoHoUrypaumm, SBC 6yaeT 0xuaatb 3aBepLIEHNA BCEX aKTUBHbIX BbI3OBOB, NOC/e
4yero NPUMEHUT HOBYHO KOoHobUrypauuio. JInbo KoHoUrypauma npumeHuTca Bmecte ¢ HosbiM O nepep,
nepesarpyskon.

®ain c onucaHmnem sepcuin MO copeput B cebe MHPopmaumo 06 nmetowemca Ha cepsepe MO —
BEPCUM M MMeHa dalinoB. Tam Ke MOXKHO 3a4aTb paspeléHHoe ana obHoBneHus Bpema. Popmat daina
[O/IKEH BbITb Cnesyowmm:

<Homep sepcuu [10>;<ums ¢hatina c [10>;<paspewéHHOe 8peMs 06HOBAEHUS, Yac>
—  Homep sepcuu MO — 3apaéTcsa NONHOCTBLIO A0 BEPCUMU COOPKY;
—  Umsa ¢alina c MO ponKHO MMeTb pacwmperme .bin;
—  PaspewéHHoe spemsa 06Ho8AEHUA MoXem omcymcmeosams. B aTom cnyyae SBC 06HoBUTCS B 6ankanwee
BpeMs, Koraa He 6yaeT akTUBHbIX BbI30BOB. ECu e yKa3aH nHTepBan BpemeHu, To SBC byaeT 06HOBAATLCA
TO/IbKO B 3afiaHHbIN MHTEPBaN BPEMEHMN.

MNpumep daiina onncaHua sepcumii NO:
1.8.0.99; smg2016_firmware_sbc_1.8.0.99.bin
1.8.0.100; smg2016_firmware_sbc_1.8.0.100.bin;9-13

—  BKaw4umoe asmoobHosseHue — BKNHOYUTb aBTOMaTUYecKoe obHoBAeHMe KoHUrypaumm u No;
—  UcmoyHuUK — BbIBOP UCTOUHMKA MHDOPMaLUK O cepsepe:
e Static — nHdopmauua o cepBepe 3aHOCUTCA U coxpaHAaeTca Ha SBC B cooTBeTcTByOLLEM MOE;
o DHCP (umsa uHmepdgelica) — nupopmaumna o cepepe byaeT nonyyeHa Ha BbIBpaHHOM UHTepdeiice
no npotokony DHCP u3 onuun 66, nHbopmauma o6 nmeHn dainna sepcuin 1 paiina KoHPurypaumu
6yaeT nonyyeHa us onumn 67,
— [TpomoKos — BbI6GOP NPOTOKONA A5 COEAMHEHMSA C CEPBEPOM;
—  AymeHmucguKayua — WCNONb30BaTb ayTEHTUPUKAUMIO ANA AO0CTyna Ha cepsep (gns npotokonos FTP,
HTTP, HTTPS);
—  VIma — vima (NOrWH) ANA [0CTYNa Ha cepsep;
— [lapose — naponb Ana AocTyna Ha cepsep;
— Cepsep — IP-aapec nnm soMeHHoe nms cepsepa. MicnonbayeTca npu BbIbpaHHOM UCTOYHMKe Static;
— 0O6Ho8Mb KOH(U2Yypayuto — paspellaet obHoBAEHNE KOHOUIYpaLUMn C cepBepa;
—  Umsa ¢alina KoHpueypayuu — nma danna KoHourypaumm. Mma goakHo 6biTb € paclimpeHunem .cfg n umetb
ANVHY He 6bonee 64 cMMBOOB;
— [lepuod ob6HoBs1eHUA KOHU2Yypayuu, M — NepUOANYHOCTb NPOBEPKMN CEPBEPA HA HaiMUYMe KOHOUIrypauuu;
—  O6Ho8samb 10 — paspeluaeT ob6HoBAeHMe N0 c cepBepa;
—  Uma ¢alina sepculi N0 — uma daina c sepcuamm MO. Uma AoakHO BbITb ¢ pacwmpeHnem .manifest un
UMeTb AMHY He 6bonee 64 CMMBOOB;
— [lepuod o6HosneHus 10, M — NepNOANYHOCTb NPOBEPKM CEPBEPA HA HaNM4Yme Hosoro MMO.
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Bouiepy3ka KoHgpuaypayulii

SBC MOXeT aBTOMaTMUYECKM BbIrpyXaTb KoHOUrypaumio Ha BHewHui FTP/TFTP cepeep npu Kaxkaom eé

COXpPaHeHUN B SHepProHe3saBNCUMMYIO NaMATb.

—  Bkntovyume — BKAOYAET PYHKUMIO BbITPY3KM KOHUTYypaLmu;

— [Mpomokosa — BbIGOP NPOTOKONA, MO KOTOPOMY ByAEeT NPoM3BOAUTLCA Bbirpy3sKa. MNoagepxusaetca FTP nan

TFTP;

— Cepesep — IP-agpec cepBepa, Ha KOTOpPbI byaeT Npon3BoAUTLCA BbIFPY3Ka;

—  [Mopm — nopT cepBepa, Ha KOTOPbIN BYAET NPOU3BOAUTLCA BbIrPy3Ka;

— [Tlyms K ¢paliny — AMPEKTOPUSA Ha cepBepe, B KOTOPYLo ByaeT coxpaHATbCA KoHdUrypaums;

—  Umsa — uma gns ayTeHTMOMKALUKM NP UCNONb30BaHUKM NpoToKkona FTP;

— [apoab — naponb ana ayteHTMdMKaLnm npm NcnosibsoBaHnun npotokona FTP.

4.1.2 MoHuUmopuHa

4.1.2.1 Tenemempus

B pasgene otobparkaeTca MHGOPMaLMA O MOKA3aHMAX AATYMKOB CUCTEMbI TEIEMETPUM, YCTAHOB/IEHHbIX Ha
YCTPOMCTBE, a TaKKe MHGopMaLma 06 YyCTaHOBEHHbIX 610KaxX MUTaHUS U BEHTUAATOPAX NpoLeccopa.

TemnepamypHbie damyuku

Ana SBC-1000:

- JAdamuuk #0 — TemnepaTtypa nNpoLeccopa;
- Jdamuyuk #1 — TemnepaTtypa KOMmyTaTopa.

Ana SBC-2000:

— Temnepamypa CPU — TemnepaTypa npoueccopa.

Bbnoku numaHusa

—  Bnok numaHuA #0 — cocToAaHMe 610Ka NUTaHMA B HY/1EBOM
nosnuuu;

—  Bnok numaHuA #1 — cocToAHue 6/10Ka NUTaHMSA B NepBoW
nosuunm).

Bo3MoMKHble cocTosHUA 6/10KOB NUTaHUA:

— YcmaHosneH — 610K NUTaHUs YCTaHOB/IEH.

— He ycmaHoe8sn1eH — 610K NUTaHMA He YCTaHOBJIEH.

— Pabomaem — Ha 610K NUTaHUS noaaeTca nutatoulee
HanpAXxeHue.

— He pa6omaem — Ha 610K NUTaHUSA He noAaeTca nuTatroulee
HanpAXxeHue.

BeHmunamopei

MoHumopuHz —> Tenemempusa

TenemeTpun

TemMneparypHbie QaTunKH:
Temnegaryps CPU 43.00C =C

Bnoxn nuranns;

1

9 %

o dwud
]

Texywan sarpysxa npoueccopa:

—  BeHmunaamop #N — uHdopmaLma 0 COCTOAHUMN BeHTMAATOPa N M 0 ero CKOpPOCTU BPaLLLEeHUA

(Hanpumep, 9600 rpm).

V B yctpoiictee SBC-1000 ycTraHOBNEHO 2 BeHTUAATOpa, B SBC-2000 — 4 BeHTUNATOpPA, B SBC-

3000 — 4 seHTMANATOpPA.
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HanpaxceHue':

—  BHympeHHee HanpsaxeHue (+12B) — nHpopmaLums 0 COCTOAHUM AaTYMKA HaNpsaxKeHns 12B.

TeKkywue HanpaxceHus’:

— +12.0 B — nHdopmauma 0 COCTOAHUN AaTYMKa HanpsaxeHus 12B;

—  +5.0 B — nHdopmaumsa 0 COCTOAHMN AaTYMKa HanpsAXKeHUs 5B;

—  +3.3 B — nHbopmaLma 0 COCTOAHUN AaTYMKa HanpsaxkeHus 3.3B;

—  +2.5 B — nHdopmaLma 0 COCTOAHUN JaTYMKa HanpaxKeHus 2.5B;

— +1.8 B— nHdopmaLma 0 COCTOSHUKN JaT4MKa HanpaxxeHus 1.8B;

— +1.5 B — nHdopmauma o cocToSHUKN JaTimMKa HanpaxKeHus 1.5B;

—  +1.2 B — nHpopmaums o0 COCTOAHUM AaTYMKa HanpsAxKeHus 1.2B;

—  +1.0 B — nHpopmaLma 0 COCTOAHUM AaTIMKA HaNpAXKeHna 1B;

— CPU — nHdbopmaLma 0 COCTOAHUWN HAaNPAXKEHUA NMUTAHUA LLeHTPANbHOro NPOLLeccopa;

— CPU Vcore — nHoopmauma o COCTOAHUMN HanpaXeHUA NMTaHUA A4Pa LLeHTPaIbHOro NPoLLeccopa;
— Bamapes RTC — vHpopmMaLmMa 0 COCTOSHUKN HanpsAXKeHna BaTapeun YacoB PeasibHOro BpeMeHM!.

TeKywas 3a2py3Ka npoyeccopa:

— USR — npoueHT Ncnonb3oBaHMA NPOLLECCOPHOro BpeMeHM MoJIb30BaTeIbCKMMU NPOrpamMmmamu;

— SYS — npoueHT Mcnonb3oBaHMA NPOLECCOPHOro BPEMEHU NpoLueccamu a4,0a;

— NIC — npoueHT KCNoAb30BaHUA MPOLLECCOPHOr0 BPEeMEeHM MNporpaMmmamum C  U3MEHEHHbIM
npuopuTeTom;

— IDLE — npoueHT He3a4enCcTBOBaHHbIX NPOLLECCOPHbIX PECYPCOB;

— /O — NpoLEeHT NPOLLEeCCOPHOro BpemeHU, NoTpayeHHOro Ha onepaLmm BBoAa/BbIBOA3;

— IRQ — NpoLEeHT NPOLLECCOPHOro BPpeMEHM, NOTPAYEHHOIo Ha 06paboTKy annapaTHbIX NPepbIBaHUN;

— SIRQ — NpoOLEHT NpOUECCOPHOrO BPEMEHM, MOTPAYEHHOro Ha 06paboTKy NPOrpaMmHbIX
npepbIBaHUN.

4.1.2.2 Tpaduk 3a2py3Ku npoyeccopa

B pasaene oTobparkaetca MHPoOpmaLMsA O 3arpyske npoueccopa B peasbHOM BpemeHu (10 MUHYTHbIN
WHTepBan). MpPadmKM CTaTUCTUKMU CTPOATCA Ha OCHOBAHWUM YCPEAHEHHbIX AaHHbIX 33 KarKable 3 ceKyHabl paboTbl
YCTPOWKCTBa.

MoHumopuHz —> lpaghuk 3a2py3Ku npoyeccopa
Q TOTAL O

10:00 930 900 8:30 800 730 700 6:30 600 530 500 430 400 330 300 230 200 130 100 030 000

Hasuraumna mexxay Fpa(I)MKaMM MOHUTOPUHIA NO OTAE/IbHbIM NMapamMeTpam OCylecCTBNAEeTCA C NOMOLbIO

KHOMOK E " . Ona obneryeHns BU3yanbHON UAEHTUOUKALMM BCE TPAPUKM MMEIOT PasANYHYIO LBETOBYHO

! Tonbko gna SBC-1000
2 Tonbko ana SBC-2000 n SBC-3000
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OKpacky.

TOTAL — obWwmnit NPOLLEHT 3arpy3KuM NpoLeccopa;

/O — NPOLEHT NPOLLECCOPHOro BPpEMEHM, NOTPaYeHHOro Ha onepaumm BBoAa/BbiBOAa;

IRQ — NPOUEHT NPOLECCOPHOro BPEMEHM, NOTPaYEeHHOro Ha 06paboTKy annapaTHbIX NPepbIBaHUNR;

SIRQ — NpOUEHT NPOLECCOPHOro BPEMEHMU, MOTPAYEHHOTO Ha 06PabOTKY NPOrpammHbIX

npepbiBaHWN;

USR — npoueHT Ncnonb3oBaHUA NPoLLECCOPHOro BpeMeHU Noab30BaTE/IbCKUMKU NPOrpaMmmamu;

SYS — npoueHT Ncnonb3oBaHUA NPOLLECCOPHOro BpeEMEHU NpoLeccamn A4pa;

NIC — NpouUEHT NCNONb30BAaHUA NPOLLECCOPHOro BpeMeHU NporpaMmmamm ¢ U3SMEHEHHbIM

NPUOPUTETOM.

4.1.2.3 MoHumopuHz SFP-modyneii

B pasgene otobparkatoTcAa MHAMKaLMA COCTOAHMA U NapaMeTpbl ONTUYECKON INHUN.

MoHumopuHz —> MoHumopuHz SFP-modyneii

MonwuropuHr SFP mogynen

SFP nopt 0 cTatyc Hanw4une SFP mogyna CocToAHWe crrHana
Mogynb yCTaHOBMNEH CWrHan ycTaHoeneH
Temnepartypa, °C Hanps#eHne, B Tok cmeweHna TX, mA I‘ICJ(OAFIIW:B'MOII[HOC‘I'I:, onﬂﬂuaﬂg:m“m'
55.250 32938 12,184 0.2520 0.2152
SFP nopt 1 cTatyc Hanw4ywe SFP moayna CocToAHWe cMrHana
_ Mogyne HE YCTAHOEMEH CHrHan noTepAH
Temnepartypa, °C Hanps#eHne, B Tok cmeweHna TX, mA chonﬂua:mmunocrb, onnﬂua:Bn:omH(x:rb,

A P& TiA TiA MIA

SFP nopm 0 cmamyc, SFP nopm 1 cmamyc — COCTOAHME ONTUYECKOro MOAYNA:

e  Hanuyue u SFP MmoOyns — MHAMKAUNA YCTAaHOBKM MOAYNS (MOAY/b YCTAaHOB/IEH, MOAY/1b HE

YCTaHOBAEH);

e CocmosHue cu2Hana — NHANKauma noTepun CurHana (CMI’HaJ'I noTepAH, B pa60Te);

e Temnepamypa, °C — TemnepaTypa ONTUYECKOrO MOAYNSA;

e HanpsaxceHue, B — HanpsaxeHWe NUTAHUA ONTUYECKOro Moay s, B;

e Tok cmeweHUA Tx, MA — TOK CMeLLLeHMA Npu Nepeaaye, MA;

e  Bx00Au,as MOWHOCMb, MBm — MOLLHOCTb CUrHaMa Ha npueme, mBT;

® Ucxo0Aawas MouHOCmMb, MBm — MOLLHOCTb CUrHaNa Ha nepegavy, MBT.

4.1.2.4 MoHumopuHe front-nopmoe Kommymamopa

B pasgene otobparkaerca MHPopmaLma 0 GU3NYECKOM COCTOAHUMN MOPTOB KOMMYTAaTOpa — HaAWYMe IMHKA,
COrnacoBaHHasA CKOPOCTb Ha MOPTY U pexKum nepegayn. Ecam nopT caBoeHbli (MeaHbIM U ONTUYECKUI pasbEMbl),
TO pPAZOM C HOMEPOM nopTa byaeT yKkasaHa nomeTka «(SFP)». OHa nponafaeT, eciv CABOEHHbIN NOPT aKTUBEH U
NOAK/OYEH MeAHbIM Kabenem.
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MoHumopuH2z —> MoHumopuHa front-nopmoe Kommymamopa

Port 0 Port 1 Port 2 SFPO SFP1
COCTORHWE NHUHKA DOWN up up DOWN DOWN
CropocTh NiA 1000M 1000M MNIA NIA
Pexum nepegaqun NiA full-duplex full-duplex NIA NIA
LACP rpynna - bond0 (UP) bond0 (UP)
Craryc nopra LACP - Backup Active
MpuHATo BaiT 875955482 320 263649 0 0
(835.4 MIB) (0.0 MIB) (0.3 MIB)
OWWOOYHBIX NAKETOR 0 0 0 0 0
0oTOpOoLEHO NAKETOR 0 0 0 0 0
ofHOaApECHLIX NAKeTOR 34BBBET 0 1669 0 0
WHPOKOBEWATENBHLIX NAKETOB 1608922 = 1303 0 0
Nepepgaxo GaiT 33413154 0 1872410 1018 1018
(31.9 MiB) (1.8 MiB) (0.0 MIB) (0.0 MIB)
OWHBOYHBIX NAKETOB 0 0 0 0 0
OTOpOLEHO NaKeTOB 0 0 0 0 0
ofHOaApECHLIX NAKeTOR 240133 0 2420 0 0
WHPOKOBEWATENBHLIX NAKETOB 12 0 0 15 15

—  CocmosHUe AUHKG — COCTOAHME KabenbHOro NoAKAYEHUA Ha NOPTY (aKTMBHO/HEAKTUBHO);

—  CKopocmb — cornacoBaHHasa CKOPOCTb Ha NOPTY;

—  Pextum nepedayu — pexum, Ncnosibyemoliit ana nepeaavum gadHoix (half-/full-duplex);

—  LACP-epynna — 3pecb otobpaxaetca LACP KaHan, B KOTOPbIMA BXoANUT nopT 1 ero ctatyc (UP/DOWN)

—  Cmamyc nopma LACP — pexum, B KOTOPOM HaxoauTca nopT (active/backup)

—  puHAamo 6alm — HAKOMUTENbHbIN CYETYMK NPUHATLIX OANT, BKAOYAA PA3NIMYHbIE BUALI MPUHATbLIX
nakeTos;

—  [epedaHo 6alim — HAaKONUTENbHbIN CYETYMK NepesaHHbIX 6aNT, BKAOYAA pas/iMyHble BUAbl NepeaaHHbIX
NMaKeToB.

4.1.2.5 CueHanu3ayusa ob asapusx. XypHan asapuiiHbix cobbimuli
Mpy BO3HMKHOBEHWWM aBapuu WHPOpMauma O Hel BbiBoauTCA B 3aronoske Web-koHurypaTopa. Ecam
aKTUBHbIX aBapuii HECKO/IbKO, B 3arosioBke web-KoHdUrypaTopa BbiBOAUTCA Haubosiee KPUTUYHAA B TEKYLLMIA

MOMEHT aBapuA.

Mpu oTCyTCTBMM aBapuii BbIBOAUTCA coobLieHne «Asapuli Hem».

Session Border Controller Kondurypatop © ABapwi HeT.

Momowgs Bexon

B meHto «}KypHan asapuliHbix cobbimuli» BbIBOAUTCA CNUCOK aBapUMHbIX COBbLITUIM, paHKMPOBAHHbIX NO AaTe
M BpemeHW. TaKKe MPUCYTCTBYET KHOMKa «Oyucmume», KOTOpas yAanseT W3 TeKyLero »ypHana Bce
MHPOPMaALMOHHbIE COOBLLEHNA M HOPMA/IM3OBAHHbIE aBapUM.
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Bextoa

AC MNowmotigs

KypHan agapuitsbix coBBITHA

MoHumopuHz —> XypHan asapuliHbix cobbimuli

Session Border Controller Kondwrypatop

ABapHH HeT.

OUNCTUTE | DuncTeTs crucox asaswine »i
Ne | Bpemn - fara ' [Tun | CocTomnue [MapameTpsi 'Onucanue
= A & Beicokas zamyka | @OK |
7 13:31:37 A FRRTRE: |npoueccopa ’
a.74.2 {nq41e492 | Boicokas 2arpys«a A
8 [13:31:31 01/11/18 |Roctimosos @AszpuR
Tabauya asapuli

—  O4ucmume — yAanvTb CyLLECTBYHOLLYHO TabanLy aBapunHbIX COObITUN;
—  Ne — nopagKoBbli HOMep aBapuu;

—  Bpemsa — Bpemsa BO3HUKHOBeHWs aBapum B popmate Y4:MM:CC;

—  /[lama — pata BO3HMKHOBeEHMsA aBapuu B dopmate 44/ MM/IT;

—  Tun — Tvnbl aBapuit NpmBeaeHbl B Tabnmue 18.

Tabnnuya 18 — Tunbl aBapuii

Tun

PacwmdpoBka

KoHourypaums He npoYnTaHa

OwwunbKa yteHmn daiina KoHpUrypaumm

MSP-module lost

MNMoTtepa ceasm c mogynem MSP

CDR-FTP

Owwnbka nepeaaum CDR dainos Ha FTP cepsep. BoamoKHbI 3
YPOBHSA aBapuv — npeaynpexaeHnn, (HakonaeHo 5 MB gaHHbIX),
aBapwms (5-15 MB), kpuTuyeckas aBapua (15-30 MB)

OI'IepaTMBHaﬂ NamMmATb
3adKaH4YMBaAETCA

OnepaTnBHan NamATb 3aKaHUYMBaeTCA. BO3MOXHbI 3 YPOBHS aBapum
— npeaynpexaeHue (octanocb meHee 25% cBobogHoM NnamaTu),
aBapus (meHee 10%), KpuTuyeckas aBapua (meHee 5%)

PEI'MCTpa uma aboHeHTa ucTekna

Pe r’MCcTpauma aboHeHTa ucTekna

Meperpyska nogcucremsl shc

OaHa n3 noacucrem SBC neperpyrkeHa

3BOHOK 3anpeweH

|_|0CTyrIVII'I Bbl30OB, 06CI'IY)KMBaHVIe KOTOPOro 3anpeweHo

PEI'MCTpaLI,VIﬂ aboHeHTa 3anpelweHa

MocTynun 3anpoc perucTpawmm, ob6cnyKnBaHMe KOTopPoro
3anpelLLeHo

3anyck MO V.1.X.X.X

MporpammHoe obecneyeHune 3anyweHo

Ha Begomom ycTporictee
ycTaHoBneHa apyras sepcus MO

YcTpoiicTBa B pesepBe UMEIOT pasHble Bepcun MO

OTCYTCTByeT noAaKN4YeHNE C
Be4OMbIM

OTCyTCTBYET NOAKNOYEHME C pe3epBHbIM YCTPOUCTBOM AN60
NOAHOCTbIO, IM60 Ha 0OAHOM M3 NIMHKOB. Bo BTOpOM c/lyyae B
napametpax byaeT yKasaHo, Ha KaKOM IMHKe NOTepsHa CBA3b

CMeHa cocToaHus B rpynne
pesepBsa

Mpou13oLwo nepecoranacoBaHne yCTPOICTB B pe3epBe

- CocmoAHue — CTaTycC aBapMﬁHOFO COCTOAHUA:

® Kpumu4yecKaAa aeapus,

muearouuli  KpacHseili UHOUKGMoOpP — aBapus,

Tpebylowan

He3ame4MTeNIbHOro BMeLlaTeNbCTBa 06CNYKMBaAOLWEro NepcoHana, Bavsaowme Ha paboty
YCTPOMCTBA M OKa3aHUA YCAYT CBA3M;

®  (geapus, KpAcHbIl UHOUKAMOP — HEKPUTUYECKAn aBapua, TaK Ke TpebyeTca BMeLaTeIbCTBO
nepcoHana;

e npedynpexcdeHue, #eamolli UHOUKOMOP — aBapwa, KOTopaa He BAMAET Ha OKa3aHWe ycayr
cBA3Y;
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® UHpopmayuoHHOe coobuieHue, cepblli UHOUKAMOpP — He ABNAETCA aBapueit, NnpegHasHa4yeHo
Ansa HGOPMMPOBAHMA O NpousoLleallem cobbITu;
e OK, 3eneHvblli UHOUKGMOpP — aBapuA yCTPaHeHa.
—  [lapamempsi — KoaoBoe o603HaueHMe noKanm3auum asapun. [ina asapum «OnepaTnBHas NnamaTb
3aKaH4YMBaETCA» UMEET CeayoWwmin BUA,:
e [00:XX:YY], rae XX — Konuyectso cBobogHomn namatn, YY — obliee KoAMYECTBO NaMSATHU.
—  OnucaHue — TEKCTOBOE onucaHue npobiembl. HanpMmep, KONMYECTBO OCTaBLUECA onepaTUBHOM
namaATH, Homep aboHeHTa, Y KOTOPOro 3aKOHUYMNACb PerucTpaLLus.

4.1.2.6 MoHumopuHz uHmepdgelicos

[aHHbIl pa3gen npegHasHadveH 418 MOHUTOPUHIA COCTOAHUA CETEBbIX TErMPOBaHHbIX/HeTernposaHHbix/VPN
MHTepdeCcoB, a TaKKe NPOCMOTPa NOAK/OYEHHbIX K ycTponcTBy VPN-nonb3oBaTenei.

MoHumopuHz —> MoHumopuH2 uHmepdgeiicos

CeTeEble HHTE R ERCHI

gthl 1 - -
gth:1 18 - -
eth0:2 110 - -

e Ethernet Wna cetn VLAN ID DHCP
1
2
3

255.255.255.

VPN/ppip nHTephenchl
e PPP-uHTEpenc Hra cetn PPTPD IP WA nonesosarena IP agpec P-t-P Macka cetn
VPN/IPPTRIL2TP nonssosatendq

Nz PPP-uHTEptheic HmA nonesosatens IP agpec P-t-P Macka cetn

—  Ethernet — vmsa nHTepdeiica Ethernet;

—  WmA cemu — nms, € KOTOPbIM aCCOLMMPOBAHbI 3aZaHHbIE CETEBbLIE HACTPOMKM;

—  VLAN ID — vaeHTMduMKaTOp BUPTYaNbHOM ceTu (ans TermpoBaHHOro uHTepdelica);

—  DHCP — cratyc ncnonb3oBaHma npotokona DHCP ana nonyyeHmna ceTeBbIX HACTPOEK aBTOMATUYECKM
(TpebyeTcsa Hannume DHCP cepBepa B ceTu onepaTopa);

—  IP adpec, Macka cemu, Broadcast — ceTeBble HacTPOMKM UHTepdelica (ecnm He ncnonbsyetca DHCP).

VPN/pptp uumepdpeiicoi

—  PPP-uHmepgelic — nma nHtepodeica;

—  WmA cemu — M3, C KOTOPbIM aCCOLMMPOBAHbI 3aZ,aHHbIE CETEBbLIE HACTPOMKM;
—  PPTPD |P — IP-agpec PPTP cepBepa gna NoAKAO4YeHUs;

—  UmAa nonvzosamena — naeHTMGUKATOP NOb30BaATENS;

—  IP adpec, P-t-P, Macka cemu — ceTeBble HacTPOIKN MHTepdeiica.

VPN/PPTP/L2TP nonb3oeamenu

—  PPP-uHmepgelic — nma nHtepodeica;
—  Wm#A nonvsosamena — NaeHTUOUKATOP NONb30BATENS;
—  IP adpec, P-t-P, Macka cemu — ceTeBble HacTPOIKN MHTepdeiica.

4.1.2.7 Cnucok aboHeHMos

B AaHHOM noameHto oTobparkatoTcs 3aperucTpmpoBaHHble yepes SBC-2000 aboHEHTHI.

B none «Yucno cmpok 8 mabauuye» NPOM3BOAUTCA HACTPOMKa KOAMYecTBa 3anmcelt, BbIBOAMMbIX Ha
cTpaHuuy. MHGopmaLma o HoMepe TeKyLLei CTpaHULbl 1 06LLLEeM KOAMYecTBe CTPaHuL, BbIBOAUTCA Nog, Tabauuei
npaBoVi CTOPOHbI. [lna HaBuraumm ucnonbaytotea ctpenkn 4 4 ¥ W pacnonosxkeHHble nog Tabavuelt, oguHapHas
CTpefika NPou3BOAMT NEepexos Ha oAHYy CTpaHuLy Bnepea/Hasad, ABOWHaA CTpesika — B KOHel/Hayano maccmea
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3anucemn.

3anucm MOTyT UMEeTb pa3/ZinyHble LBeTa B 3aBUCUMOCTU OT COCTOAHUA aboHeHTa:

—  YEpPHbIN — 0ObIYHbIN aDOHEHT, KOTOPbI HOPMabHO paboTaeT;

—  KpacHbli — aboHeHT 3a610KkMpoBaH cucTemon 3alwmTbl oT DoS;

— OpaHXeBblh — aboHeHT bbi/1 3a6/10KMPOBaH, HO cenyac pa3b/IOKMPOBAH BPYUHYIO, IMbO Nno
NCcTeYeHun Tanmepa 3awmTbl ot DoS.

MoHumopuHz —> Cnucok aboHeHmMos

Mowuck: | | | Haiitn |

(] Ne Wma abonenTa IP aGoneHTa Arent KoHTaKThI lopen JabnokupoeaH HeyaayHelX nonsITOK Apgpec perMcTparopa SIP User SIP Destination
YMcno cTpok & Tanuue H4P M
| Vmarwte || Pasfnowupoeats || O6HoButs |

lMouck — npoBepKa Hannyma Homepa aboHEHTa B CNMCKe 3aperncTpmpoBaHHbIX SIP-aboHeHTOB;

Ne — nopsaKoBbIi HOMep abOHEeHTa;

Umsa aboHeHmMa — ny6aANYHbI HOMEp 3aperncTpMpoBaHHOro aboHeHTa, 3HavYeHme, nepesaHHoe B
3aronoske To 3anpoca REGISTER;

IP aboHeHma — IP-agpec, c KoToporo Ha SBC npuLwén 3anpoc Ha perucTpaLmio aboHeHTa;

AzeHm — SIP-knueHT aboHeHTa, 3HaYeHne, nepegaHHoe B 3aronoske User-Agent 3anpoca REGISTER;
KoHmakmel — 4acTHble agpeca 3aperMcTpMpoBaHHOro aboHeHTa, 3HavyeHu s, nepeaaHHble B 3aro/10BKax
Contact 3anpoca REGISTER;

lod0eH — Bpems, oCTaBlLeecA 4,0 OKOHYAHUA AeACTBUA perncTpaunn. Ana aboHeHTa, KOTOpbI bl
pa3baoknpoBaH, oTobparkaeTcs Bpema NPoLLEHUs, Nocae KOToporo byayT copoLleHbl CHETYNKM
610KMPOBOK ANA 3TOro abOHEHTa;

3a610Kupo8aH — coctoaHMe 61OKMPOBKM aboHeHTa. Ecan aboHeHT 3a610KMPOBaH, TO HAa 3aNpockl OT
Hero byget otnpasneH oteeT 403 6e3 06paboTKM 3anpoca;

HeyOda4Hbix nonbimoK — KOANMYECTBO MOMbITOK A,0CTYNa, KOTOPble COBEPLUM aDOHEHT Nepes, Tem, Kak
nonactb 8 6/10KMPOBKY;

Adpec pecucmpamopa — afpec U NopT YCTPOICTBA, KOTopoe of0bpuao pernctpaumio aboHeHTa. Kak
npaBuno, 3To agpec n nopt Softswitch;

SIP User — Ha3BaHwue SIP User, yepes KOTopbIi 3apermcTpnpoBasncsa aboHeHT;

SIP Destination — Ha3BaHue SIP Destination, Kyga ywén n oTkyaa 6611 0406peH 3anpoc Ha perncrpaumio
aboHeHTa.

Mopa Tabnuuein MmeloTca cneayolme KHOMKU:

4.1.2.8

Y0anume — no3BonseT yaanuTb aboHeHTa uam rpynny aboHeHToB 13 6a3bl 3aperncTpMpoBaHHbIX
aboHeHTOB. [Na yaaneHns aboHeHTOB He0bX04MMO YCTaHOBUTL Gar HaNPOTMB HYXKHOM CTPOKK U
HaKaTb KHOMKY «YOaaumeo»;

Pa36a0Kkuposame — No3BonseT BbIBECTM aBOHEHTA U3 COCTOAHMA BOKMPOBKHY;

O6Ho8UMb — NO3BONSAET 0BHOBMTL CMMCOK 3aPErMcTPUPOBaHHbIX aBOHEHTOB.

MoHumopuHz aKMueHbIX ceccuii

3peco OTO6pa)-KalOTCFI dKTUBHblE CeCCMM BbISOBOB, YCTAHOBJIEHHbIE Yepes3 SBC. MOKHO NPOCMOTPETb
COOGU.I,GHVIFI CUrHann3aunm No Kaxxaomy Bbi3OBY U NpPOXOoXAEHNE MeaNanOTOKOB. 3aBepUJéHHbIe BbI30Bbl XPaHATCA
B MOHUTOpE B Te4eHune O,CI,HOﬁ MWHYTbI.
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Mouumo_puua - Monumopuna aKMuUeHbIx cecculi

Mo cpune aaTamma coccmd

Yt r0 C1poe & Taliags

ACX
SpANG192 16811235079
o

RTP(CrpuiTs)
Ports POIt 24002 ‘active’ Port 24000 active’
RX 486 lost0 RX 230 lost0
TX 228 dropped 2 TX 483 dropped 2
SSRC 0x10CF16F4 SSRC 0x402F8DC1
8

Port 24003 ‘aciive’ Port 24001 ‘aciive’
RX0lost0 RX 1l0st0
TX 1 dropped 1 TX 1 dropped 0
SSRC 0x402FEDC1 SSRC 0xLOCF16F4
LSR 0x8FCO LSR 0x6F795033
SDP(CpHITS)
SDP local v=0 v=0
0=r00 560810298 580810298 IN IP4 0=-1872541156 1852870911 IN
10216823 1P4102,168.1.3
s=Asterisk PBX 11.7.0~dfsg-lubuntul s=Session SDP
c=INIP4192168.2.3 =N IP4192.168.1.3
]

= =0

m=audio 24002 RTP/AVP 8 96 m=audio 24000 RTP/AVP 8 96

a=rtpmap:8 PCMABO0D a=rpmap:8 PCMAB000

a=ptime:20 a=npmap:96 telephone-evenus000

a=sendrecv a=mip:96 0-16

a=rpmap:96 telephone-evenus00 a=silenceSuppioff- - --
SDP remote =0 v=0
0=- 1872541156 1852870911 IN IP4 o=root 580810298 580810208 IN
192.168.2.32 1P4192.168.1.123
s=Session SDP s=Asterisk PBX 117 0~disg-
c=INIP4192.168.2.32 Tubuntl
=00 c=IN IP4 192.168.1.123
m=audio 35018 RTP/AVP 80 96 =00
a=rtpmap:8 PCMABO00 m=audio 19668 RTP/AVP 8 101
a=rtpmap:0 PCMU/B000 a=ripmap:8 PCMAB000
a=rtpmap:96 telephone-event/8000 a=rpmap:101 telephone-
a=fmip:96 0-16 eventB000
assilenceSuppoff--- - a=fmip:101 0-16

a=ptime:20
a=sendrecv

—  MoHumopuHe 8K/IOYeH/8bIK/0YEH — TEKyLWUIA cTaTyc MOHMUTOPUHTA. KHonkoi
«BKt04UmMb/BbIKAIO4YUMb» MOMHO YNPaBAATb COCTOSHMEM MOHWUTOPA.
Mpy BKAOYEHMM MOHUTOPWMHIA AKTUBHbLIX CECCMI 3anyckaeTcs Tavmep Ha 10 MUHYT, nosBasetcs
MHPOpPMaLMOHHOe coobuieHme. Mocae ncTeyeHmsa Tanimepa MOHUTOPUHT aBTOMATUYECKM BbIK/IOUUTCA.

Mpu BKAIOYEHUM MOHMTOPUHIA Y)Ke YCTAaHOBMBLUMECA BbI30Bbl He o0TO6pasATca, 6yayr
oTo6parKeHbl TO/IbKO HOBbIE BbI30OBbI.

B MOHUTOPUHTE OTO6pa)KaIOTCF| TONIbKO nepsBble 25 BbI30BOB, NOMaBLKMe B Hero.

/ He pekomeHAayeTca Ucnos1ib3oBatb MOHUTOPUHI aKTUBHDbIX ceccuii npu 6onbLioii HarpyskKe Ha
V yCTpOﬁCTBO. MoHUTOPUHT HEO6XOAVIMO UCno/s1b30BaTb TOJ/IbKO ANA OT/IaAKU.

B MeHto pacnonoKeHbl e Tabanubl MOHUTOpPUHra. B Tabanue cnesa otobparkaeTcs obwasn nHdopmaums
060 BCEX aKTMBHbIX CECCUAX.

B none «Yucno cmpok 8 mabauye» NPOU3BOAUTCA HACTPOMKa KOAMYecTBa 3anucelt, BbIBOAMMbIX Ha
cTpaHuuy. MHdpopmauma o Homepe TeKyllei cTpaHuLbl U 0bLem KoandyecTse CTpaHuL, BbiIBOAUTCA Nod Tabauuen c
npaBoi CTOPOHbI. A8 HaBUraLuM UCMONb3YHOTCA CTPEKW, PAcnosioXKeHHble nog Tabavuein, oanHapHaa CTpesnka
nNpoun3BoAUT Nepexoq Ha oAHy CTpaHuLy Bnepea/Has3aa, A4BOMHAA CTPeNKa — B KOHel,/Ha4ano maccusa 3anucei.

UHPopmauma 06 aKTUBHbIX ceccuax (Tabauua cnesa)

— O6HO8AMb ABMOMAMUYECKU KamOble 5 ceKyH0 — npu yCTaHOBAEHHOM dare NpPoM3BOAMTCA
aBTOMaTU4Yeckoe 06HOB/IEHME CNINCKA BbI3OBOB B OKHE MOHUTOPA;

— 0Ob6HOBUMbL — KHOMKa ANA Py4HOro 06HOBAEHMA CNIMCKA BbI3OBOB B OKHE MOHMTOPA MNPU HaXKaTuK Ha
KHOMKY;
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— [losne — 3aroN0BKM OCHOBHbIX Nonei (Hanpumep, From u To), KoTopble NepeaaroTca B XOe Bbl30Ba;
Ab6oHeHmM A — 3HayeHuA nosen gna aboHeHTa A;
CocmoAHue — TeKylee COCTOAHME Ceccuu:
e RUNNING — ceccus akTMBHa M 0bpabaTbiBaeTcsa B AaHHbIN MOMEHT;
e FINISHED — o6paboTKa ceccun 3aBeplleHa (Takme ceccum depes HEKOTopoe Bpems
YOANATCA U3 MOHUTOPWHIA);
AboHeHmM b — 3Ha4yeHuA nonei gns aboHeHTa b.

B npasoit Tabanue npusogutca getanbHas MHGopmaumsa no Bbi3oBy. Oaa e€ oTobparkeHua Heobxoamumo
Ha)KaTb 1IEBOM KHOMKOM MbILLM Ha 3anncu o6 MHTepecytoLLem BbI30Be B IeBOM Tabanue.

UHdopmauma 06 akTuBHbIX ceccuax (Tabauuya cnpasa)

— 0O6HOoBUMb BemarsibHYH UHGOPMAYUI O ceccuu — NO HaXKaTUIO HA KHOMKRY « O6Hosumb» obHoBAAETCA
TeKylllee COCTOAHUE CECCUN B MOHUTOPE;

— [lose — 3aronoBKM OCHOBHbIX NoJsiei (Hanpumep, From u To), KoTopble NepeaatoTca B X04e Bbi30Ba;
—  Ab6oHeHm A — 3HauyeHus nosien aas aboHeHTa A;
— CocmoAHue — TeKyllee COCTOAHMNE CeCCUU:
e RUNNING — ceccua akTuBHa 1 06pabaTtbiBaeTcs B faHHbIA MOMEHT;
e FINISHED — o06paboTKka ceccuu 3aBeplieHa (TakuMe ceccum 4Yepe3 HEKOTOopoe Bpems
yAANATCA U3 MOHUTOPUHTA);
— Ab6oHeHm b — 3Ha4yeHus nonen ana aboHexTa b.

Cnucok nonen:

— IP remote — |IP-agpec aboHeHTa, OTKyAa UK Kyaa Obln Hanpas/eH BbI3OB;

— IP local — noKkanbHbIl IP-agpec, Kyaa npuwén nam oTkyaa 6uin otnpasneH Bbi3os (IP local);
— Contact — 3HayeHuna nonei Contact;

—  CalllD — waeHtndmkaTop ananora ns nona Call-ID;

— Agent — HasBaHue SIP-knneHTa aboHeHTa M3 nona User-Agent;

— Transport — TPaHCNOPTHbIN NPOTOKOA, UCMOIb3YEMbI NPU Nepesave.

Bnok Call Flow B Tabnnue oTobparkaeT curHamMsaumio BbisoBa Ha 06a nJieya ¢ ykasaHMem obLLero BpemeHu
Haya/ia BbI30BA M BPEMEHW OTNPABKM KayKA0ro cOobLWeHMA OTHOCUTE/IbHO Havyana.

Bnok RTP B Tabnnue oTobparkaeT MHPOPMaLMIO 0 MeaManoToKax MexKay aboHeHTamMu.

Bnok SDP B Tabnuue nokasbiBaeT, KakMmum coobueHmammn SDP obmeHANNCb CTOPOHbI BbizoBa. SDP local —
SDP, otnpasneHHbIi oT SBC K aboHeHTy; SDP remote — SDP, nony4yeHHbI oT aboHeHTa.

/ MHPopmaumio B 610KaX BO3MOXKHO CKpbITb/pa3BepHyTb, Ha)KaB /IeBOM KHOMKOW MbIWK Ha
COOTBETCTBYHOLUEM NOA3Aro/oBKe.
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4.1.2.9 MoHumopuHe SIP

B faHHOM MogMeHIo Ha rpaduke oToBpPaXKaeTcs MAKCMMasbHOE, TeKyllee U MUHUMAIbHOE KO/MYECTBO
BbI30BOB, COBEPLUEHHbIX 33 Noc/iegHMe NATb MUHYT. padrK 06HOBAAETCA KarKable TPU CEKYHADI.

MoHumopuHa —> MoHumopuHe SIP

MUHUMYM @ Tekylliee MaKcUMyM

4.1.2.10 Pe3epsuposaHue

MoHumopuHz —> MoHumopuHe SIP

Pe3epBupoBaHme
Mogent CepwiHbii Homep ~ MAC-agpec  CocTomuwe floctyn | Deitctene
SBC-2000 | VI2A000409 A8 FO:4BBA 64'9? master |local/global
sBc-2000 | VI2AD00529 |A8:F9:4B:8ASD:8B| slave |localiglobal|| Otkpeite Beb || Caenats macTepom

— Modenb — mopaenb yCTPONCTBa,
—  CepuliHbll HOMep — CEPUAHDBIN HOMEP YCTPOWNCTBA;
—  MAC-adpec — MAC-agpec ycTpoMncTBa;
— CocmosHue:
® master — yCTPOWCTBO ABNAETCA BEAYLLUM;
e slave — ycTpoMncTBO ABNAETCA BEAOMbIM.
—  Mocmyn:
e |ocal — ycTpoMcTBO [OCTYNHO MO SIOKaNIbHOMY JINHKY;
e global — ycTpolicTBO A0OCTYNHO NO rno6anbHOMY NUHKY.
—  OmKpbimb Beb6 — OTKpbITb Web-nHTepdeic BegoMOro ycTpomncraa.

MNoapobHee o pesepeuposaHun B MPUTOKEHME B. OBECNEYEHWNE ®YHKLIMN PESEPBUPOBAHWA SBC.

4.1.2.11 Cmamucmuka SIP

B aTOoMm pasaene otobparkaeTca CTaTUCTMKA MO BbI30BaM, HakonaeHHasa SBC. Ecim cTaTUCTUKA OTKAOYEHA, TO
BK/IIOYUTL €€ MOXKHO B pasgene 4.1.1 CuctemHble napameTpbl. Cnesa HaxoguTcA cCnMcoK Bcex SIP TpaHcnopTos,
SIP Destination u SIP User, KoTopble cKoHpUrypmuposaHbl Ha SBC. Cnpasa HaxoauTca Tabanua, B KOTOpoW
OTOOpPaAXKaATCA CYETYMKM CTATUCTUKM. [11A NPOCMOTPA CTAaTUCTUKM CeayeT CieBa BblbpaTb MHTEPECYIOLLMIA
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3NeMeHT u Torga B Tabamue cnpaa byaeT oTobpaxkeHa CTaTUCTUKA No Hemy. O6Lwyto cTaTUCTUKY no Bcen SBC
MOXHO NMOCMOTpPETb, BbIOPaB B CMNUCKE TPaHCNOPTOB aeMeHT "Cymma no Bcem TpaHcnoptam'. JTlobol cnmcok
31EMEHTOB MOYHO CBEPHYTb UM PAa3BEPHYTb, KNIMKHYB HA CTPENKY PALOM C €r0 Ha3BaHWEM.

MoHumopuHz —> Cmamucmuka SIP

CratucTuka SIP
SIP TpascnopTi! CratucTuka
SIP Users Obwan AUTENLHOCTL BbI30B0B 00:41:37
Bxogasumx nneven 380HK0B 2 (455)
Ne Wms MCxoaswmx nnevei 3s0HK08 o (0rs) |
0 | Userswith RTPin VLAN 609 | |MonyueHo coobuieqnit 3586 (9/s)
1| Users without VLAN OTnpaenexo coobuieHni 4754 (10/s)
2| from asterisk OTBEUYEHHbIE 3BOHKM, 3aBEPIWEHHbIE YCNEeLWHO 1166 (1/s)
3 | SIDL;cIlel\ls OTBEUEHHbIE 3B0HKM 3aBEPIUEHHBIE HEYCNeWwHO o (05s)
4 testdk_unig HenpasunbHblit Habop Homepa (SIP-o0TBeTsl 404,410,484 ,485,604)|12 (1/s)
BeizoBul Ha 3ansToro (SIP-oTeeTsl 486,600) 5 (0fs)
SIP Destinations Buizoeel ¢ HeoTeeToM (SIP-oTeeTHl 408, 480, 487) 5 (15s)
3anpetsl (SIP-oTBeTwI 403, 603) 9 (1)
Ne Vs Npouue 3anpetsl (SIP-0TBETH! 4XX) 7 (055)
0 SSW Cucremusiit 6o ( SIP-0T8eTHI 5XX) 3 (05s)
1 SMG Mpose ownbKn (SIP-0TBeTs! 6xX) [1(0s)
2 | sipp_in
3 | sipp_out_1
4| sipp_out_2
5 | SMG_trunk
6| SMG VLAN Trunk
7| TAU trunk
8 SMG Trunk 5077
9 YATE
10 YATE trunk
11 repro proxy
12| YATE dumb
13| Asterisk

B Tabnuue cnpaBa otobpakatoTca cnepyow,an uHpopmauyma:

—  06waAa 0aumenbHOCMb 8bI130808 — 0bLLLEE BPEMA BCEX BbI3OBOB, KOTOPblE NPOLLIM Yepes BbIOPaHHbIN
31EMEHT;

—  Bxodawux nneveli 360HKO8 — 0bLLEE N TEKYLLEE YNCIO BXOLALMX BbI3OBOB;

—  Ucxooawux naeveli 380HKO8 — 0bLLEE U TEKYLLEE YNCNO UCXOLALMX BbI3OBOB;

—  [lMonyyeHo coobuweHuli — cKobKo coobLieHnin SIP NpuwwIo Ha 3n1eMeHT (Y4MTbIBatoTCs BCce coobLeHmn B
Ananorax, Kak 3anpocbl, Tak U OTBETbI);

—  OmnpasneHo coobujeHulli — CKONbKO coobuweHui SIP otnpaBneHo (yuMTbiBalOTCS BCe COOOLIEHUS B
Ananorax, Kak 3anpocol, Tak U OTBETbI);

—  OmeeyeHHble 380HKU, 308epuieHHble ycrewHO — 3BOHKW, KOTopble nocse pasrosopa bbian 3aBepLueHbl
HOPMa/ibHbIM 06pasom;

—  OmeeyveHHbIe 380HKU, 3a08epUIeHHble HEYCrnewHO — 3BOHKU, KOTOPble 3aBEPLUMINCD NPEXLEBPEMEHHO C
oWMBKOW B X04€e PasroBopa;

—  HenpasusnbHsbili Habop Homepa (SIP-omeemoi 404,410,484,485,604) — 3BOHKM, Ha KOTOpble 6bia Noy4YeH
OTBET, CBUAETE/NbCTBYIOLLNIN O HEBEPHOM MW HECYLLECTBYIOLLEM HOMEDPE;

—  BbI308bI Ha 3aHAMO20 (SIP-omeemobl 486,600) — 3BOHKM C OTBETOM "3aHATO";

—  Bbizosbl ¢ Heomeemom (SIP-omeemsi 408, 480, 487) — BbI30Bbl, KOTOpble He ObiNIM OTBEYEHbI U
3aBepLUMIUCb MHULUMATOPOM BbI30Ba UKW NO TalkmayTy;

—  3anpemol (SIP-omeemesi 403, 603) — BbI30B H6bl1 OTOUT C NPUUMHOM "3anpeT Bbi3oBa";

—  [pouue 3anpemsi (SIP-omeemebi 4xx) — apyrue Bbi30Bbl C NOAYYEHHbIMM Ha HUX SIP-oTBeTamm 400-499,
He MonasLine B KaTeropum Bbille;

—  CucmemHsili cboli (SIP-omeembl 5xx) — Bbi30Bbl C NOAYYEHHbIMU Ha HUX SIP-oTBeTamu 500-599;

—  [poyue owubKu (SIP-omeemobi 6xx) — BbI30BbI C MOJly4eHHbIMU Ha HUX SIP-oTBeTamun 600-699
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4.1.3 KoHdepueypayusa SBC

®yHKUMOHaNbHO SBC MOXKHO onMcaTb Kak Habop TyHHeel MmeXKay PasanYyHbIMK (2 MOXKET U BHYTPU O4HOM)
noAceTAMM, KOTOPbIe NO3BOAIOT NepeaaBaTb Kak CUTHaJbHYIO, TaK U pedeByto (UAK MHOro poaa) MHdopmauuio
MeXAyY Nob30BaTENAMU. TYHHENb C KaXKA0W CTOPOHbI OKaH4YMBaeTca SBC SIP-cepBepom, TOYKOM BbIXOAa HaPYXKY
AnsA Kotoporo asasetca SIP-TpaHcnopt. SBC ocyuwecTeasetT KommyTauuio coobuieHnii mexay SBC SIP-cepsepamu B
COOTBETCTBMM C YKa3aHHbIMU NpaBuiamu. B obliem cnyyae B o4HOM NoACETU MOXKET ObITb CO34aHO HECKOJIbKO SBC
SIP-cepBepoB (Hanpumep, TYHHE AN U3 OAHOM NOACETU B pa3Hble). PeyeBas MHGOPMALIMA MPU STOM MOXKET UATU KaK
B TOW e MOoACeTU, YTO U CUTHabHaA (B KoTopoli HaxoauTtca SBC SIP-cepBep), Tak 1 B oTAenbHON. Aaa nepeaaun
peyeBol HPopMaLUMM BblAENAETCA ANana3oH NOPTOB.

O6LWWKi1 anropuTM NPOXOXKAEHUA CUrHanusaumm yepes SBC

SIP TpaHcnopT SIP Destination 1 Rule set Rule _r SIP Destination 2 SIP TpaHcnopT
SIP TpaHcnopT Rule 1 Send to destination SIP TpaHcnopT
Remote address Rule 2 Remote address
Rule set
Rule N

PaccmoTpum npoxoxaeHue Bbi3oBa 4vepe3 SBC gna AByx OKOHeYHbIX y310B. Bxopawasa curHanusauma
noctynaetr Ha oauvH u3 uHTepdelicos SBC. Mpon3BOAMTCA MOMCK AOCTYMHOrO BXOAALLEro HanpaBAeHUs Mo
TPaAHCMOPTY, KOTOPbIM NpuBA3aH K uHTepdeicy u IP-agapecy MCTOYHWMKA Bbi3oBa. [lasfee COrnacHO HAcTpoMKe
Hanpas/ieHUs, NpoBepsAeTCA COOTBETCTBYHOWMI Habop npaBua. Ecan curHanmsaums COOTBETCTBYET XOTb O4HOMY
npasuay u3 Habopa, rae ykasaHo gelicteue «send to destination» wnn «send to trunk», BbI3oB nepenaértca Ha
Hanpas/ieHMe, KOTOPOE yKa3aHo B Npasu/e. B HanpaBaeHuW, BbIGPaHHOM KaK UCXOAALLEe, YKa3biBaeTCs TPAHCMopT,
yepes KOTOPbIN creayeT OTNPaBUTb CUTHaAM3auMio danble u remote address y3na, Kyaa ciegyeT oTnpasaATb
CUrHanM3aumio.

Bbiwe 66110 PAaCCMOTPEHO NPOXoXKOEHUE Bbi30Ba B O4HY CTOPOHY. Ana obecneyeHus NpPpoOXoxaeHnA BbiI3OBOB
B obe CTOPOHbI cneayetr CUMMETPUYHO HAaCTPOWUTb HanpaB/ieHNA, KOTOpble UCNOJIb3YHOTCA BMeCTeE — CO34aTb ONA
HUX OoBa Ha6opa npaBua, KOTOpblE 6y,£I,YT MCNoab30BaTbCA AN1A HanpaB/1€HUA BbI3OBOB, M YKAa3aTb COOTBETCTBYOLLME
Ha60pbl B Ka*X40M HanpaBneHunn.

MpoxoxaeHne curHanusaumm gna aboHeHTOB, KOTOpPble perucTpupyroTca yepes SBC

SIP TpaHcnopT SIP Users Rule set Rule _r SIP Destination SIP TpaHcnopT
—I—) SIP TpaHcnopT Rule 1 Send to destination SIP TpaWcnopT

Rule set Rule 2 Remote address

Rule N

Koroa aboHeHTbl perucTpupytotca Ha peructpatope 4depes SBC, nNpoxoxAeHWe CUrHaausauum
OCYLLECTBAAETCA aHANOTMUYHO OMUCAaHHOMY Bbllle, 33 UCK/IOYEHWEM TOTO, YTO BbI30BbI 40/XKHbI MPOXOAUTL Yepes
Hanpas/ieHus, HacTpamBaemble B pasgene «SIP Users». B 3Tom c/iyyae MOMUCK BXOAALLEro HanpasieHus
NPOU3BOAMNTCA TONILKO NO NPUBA3AHHOMY K Hemy SIP-TpaHcnopTy. Mcxoaawmm B 3TOM c/iyyae byaeT HanpaBaeHue,
3a KOTOPbIM Haxo4MTCA perncTpaTop.

SIP TpaHcnopT SIP Destination » MMouck aboneHTa Ha SBC _l-) SIP Users _I—) SIP TpaucnopT
—b SIP TpaHcnopT W3BECTHLIE perucTpauun aboHeHTOoB SIP TpaHcnopT

Remote address

3ameTuM, YTo NPU BbI3OBAX B CTOPOHY 3aperncTpmMpoBaHHoro aboHeHTa He TpebyeTca NpPUBA3bIBaTbL HAbopPbI
npaBuA K HanpaBfeHWIo, F4e YKasaH aapec perucrtpatopa. SBC 3anOMHUT MCNOAb30BaBLUMECA HanpaBaeHuUsa gaa
npoleawnx Yyepes Hero pernctpaumii U byaet Ha 3TOM OCHOBAaHWW HaNpPaBAATb MPULLIEALYI CO CTOPOHbI
pernctpatopa curHanmsaumio Ha aboHeHTa.
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06wmii anropuTm HacTpoiiku SBC
1. Co3gatb SIP-TpaHCNOPT B TEX NOACETAX, MEXAY KOTOPbIMM BYAEeT OCYLEeCTBAATLCA KOMMYTaLuA.

2. Cospgatb SIP-HanpaBneHuWs u nosb3oBaTenen, NPMBA3aB K HUM TpPaHcNopTbl. [aa HanpaBaeHUM yKasaTb
aZipeca OKOHeYHbIX Y310B.

3. Co3paTtb Habopbl NPaBUA B COOTBETCTBUM C XKENAEMOM CXEMOM KOMMYTaLMM BbI3OBOB MeXKAY OKOHEYHbIMM
y371amu.

4. TpwnBA3aTb HAbOPbI NPaBM K BXOAALLMM HamnpaBAeHUAM.

Ons nonyyeHusa foONONHUTENbHOM MHbOPMaLMK pekomeHayeTca K usydyeHuto MPUIOKEHUE 6. MPUMEPHI
HACTPOWKM SBC.

4.1.3.1 SIP TpaHcnopm

B faHHOM NoAMEHIO pefaKTUPyeTCa CIMCOK TPAHCNOPTA, KOTOPbIN ByAEeT CAyXKUTb TOMKAMM BXOLA B TYHHENMN.
MosKeT 6bITb CO34aHO0 A0 256 TpaHCNOPTOB.

Ons cospaHus, pegakTMpoBaHUA U yaaneHua nHTepdencos Mcnonblyetca meHto « 06vekmeol» - «Jobasume
06vekm», «O6vekmeol» - «Pedakmuposame 06vekm» n «06vekmol» - «Y0anumes 06beKm», a TaKKe KHOMKMU:

—  «Jdobasumb»;
— «Pedakmuposamey;
—  «Ydaaumoe».
Korndpueypayusa SBC —> SIP-mpaHcnopm
SIP TpaHcnopr
Ne Wms CeTesoi MHTEPMERC NS CHIHANK3ALMM Mopr CeTenoi weTepdesc ana RTP
0 SipTransport00 Netiface#001 5060 Netiface#001
eth0 (192.168.114.134) eth0 (192.168.114.134)
| DoBaeurs | [ Pepaxtwposate | [ VaanuTe
KoHdpueypayusa SBC —> SIP-mpaHcnopm
=> «Jobasumb» unu «PedaKkmuposameo»
MapameTpbl TpaHcnopTa =L LD

Wma |SipTransporlDU |

—  WmMA — npousBosbHOE UMA NS UAEHTUOUKALUNK,
yaobHoe gna onepaTopa;

— Cemesoli uHmepgpelic 0na cueHanusayuu —
ceTeBoOM MHTepdENC ANa NPUEMA CUTHANN3ALNK;

—  Mopm — nopT ana npMéma CUrHaam3aumm;

— Cemeeoli uHmepgelic 0na RTP — ceTeBoM
WUHTepdelic, Ha KOTopom ByAeT OCYLLECTBAATLCA Nepesaya MeaManoToKOB.

CeTesoii MHTepmedic AnA curvanuzauan | | [0] Netlface#001 (eth0 192.168.114.134 v |

Mopr | [5060 |

CeTesol waTepdeic ans RTP | [0] Netlface#001 (eth( 192.168.114.134 V|

| Npumewnte || Otmenwts |
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4.1.3.2 SIP Destination

B aTOM NoAMEHI0 pefaKTUPYETCA CMMCOK HanpasaeHWI 414 NPUémMa M OTNPaBKKW BbI3OBOB HA KOHEYHbIE Y3/bl.
MoskeT 6bITb CO34aHO A0 256 HanpaBAeHUN.

Ons cosgaHunA, peaakTMpoBaHUA U yaaneHua nHTepdencos UCnonbsyetca meHto « Ob6vekmesi» - «[Jlobagume
06vbekm», «06vekmoi» - «Pedakmuposams 06vekm» n « O6veKkmol» - «Y0anums 06bekm», a TakyKe KHOMKU:

— «obasumb»;
—  «Pedakmuposamey;
—  «Yoanumex.

KoHgpu2ypayus SBC —> SIP-Destination

5IP Destination

HNe Hrn
0 SipDestination00

SIP TpaHcnopT Remote address
SipTransport00 -
Pepaktuposate

OoGasnte Yoanute

Apantauns

TPaHCNOPTHLI NPOTOKON
UDP-only

Rule set

MapameTpbl HanpasaeHUA

Yma — npounsBosibHOE UMA Ana uaeHTMduKaumm (yaobHoe
ANA onepaTtopa);

SIP TpaHcrnopm TpaHCMNOPT, KoOTopbid  bByaer
MCNob30BaTbCA ANA NPUEMA BbI3OBOB Ha Hamnpas/ieHue U
OTNPaBKW BbI30BOB C HaNpaBAeHUA.

Remote Address — afpec yaanéHHOro y3na, KoTopbli CBA3aH
C JaHHbIM HanpasieHWeM. Bbi3oBbl Ha HanpasneHwue c IP-
afpeca, OT/IMYHOrO OT YKasaHHOro B 3ToM none, 6yayt
OTBEPrHyTbI. BbI30BbI C HanpasaeHUsA byayT OTNPaBAATLCA Ha
afpec, yKasaHHbI B 3TOM noe.

TpaHcropmHeil  IPomokon BbIbOp  MpoToKoNa

TPaHCMOPTHOIO YPOBHA, MCMOAb3yemMoro Ansa npuvema wu
nepeaayn coobuieHni SIP:

— TCP-prefer — npviem no UDP u TCP. OtnpaBKa no

TCP. B cnyyae ecnm He yaanocb YCTAaHOBUTH

KoHdpuaypayusa SBC —>

SIP- Destination

=> «[Jobasumb» unu «Pedakmuposame»

SIP destination 2

WA |SipDeslinalion02

SIP pancnopt | |

He Buifipan

Remote address |

TpaHCcnopTHEIM NpoToKON L)) |

UDP-only

®opmar zaronoskee SIP |

Full

Anantauma | |

MepenaBars KOHTaAKT De3 nameHenua | |
Mepeasats A0MEH W3 3aronoekes FROM U TO | [

TaiimayT owmnaHuR RTP-naxetos, ¢ @ | [

TaltmayT oxuaaHun RTP-nakeTos nocne

neny4exA Silence-Suppression (MHoxuTens) &
TavmayT oxuaaHMA RTP-nakeTos B pexuMe

yaep#aHiA esizoea (sendonly, inactive) (MHORMTENS) L*)]

TalimayT oxwaaHAA RTCP-nareros, ¢ @ | (] 0

KouTpents IP:Port uctouika RTP | [

ZanpawmMEaeMsIii NEPUON KOHTPONA CECCHM
(Session Expires, RFC 4028), ¢ L))

Mepvog NpoBepkyi paGodero cepeepa, ¢ |

(nocne 3aEeplUeHHA NpeasgyWwen Tpanaakud OPTIONS) L))

TMepioa npoBepky HepalGouero cepeepa, © |

(nocre 3asepluieHHA Npeasgywen TpanH3akum OPTIONS) L))

BxoaAwee MaKkcKMansHoe 3Hadenne CPS L)) |

Vicxogawee makcumansHoe sHadeHne CPS L)) |

coeguHeHune no TCP, otnpaska npoussoantca no UDP;
— UDP-prefer — npuem no UDP u TCP. OtnpaBka naketoB 6onee 1300 6aut

1300 6anT — no UDP;
— UDP-only — ncnonb3oBatb Tosibko UDP npoTtoKon;
— TCP-only — ncnonb3oBatb TonbKo TCP npoTokon;

— ®opmam 3a20s108K08 SIP — onpepenseT, B KaKOM popmaTe nepenasaTb 3aronosku SIP:
—  full — ncnonb3oBaTb 06bIYHBIN (AMHHbIN) hOpPMAT 3aro/I0BKOB;
— compact — UCNoAb30BaTb KOPOTKMIA GOpPMaT 3aroN0BKOB;

— Adanmayus — HacTpoWKa npeAHasHadyeHa Ana aganTauumn s3ammonaenctsma dyepes SBC w0308 pasinyHbIX

npoussoauTenein c NPOrpaMmMmHbIM KommyTaTopom ESCC-10.

no TCP, meHee

— HUAWEI-Echolife — paHHas agantauus no3BosAeT NpuHATb curHan Flash ot wnawsa metogom re-IN-
VITE n nepeaatb ero B CTOPOHY NPOrpamMmmHOro Kommytatopa metogom SIP INFO;

— Iskratel SI3000 — npwn ucnonb3oBaHWKW gaHHOW agantaumum SBC He nogmeHAeT none contact B
3anpocax, nepegaBaemMbiX B CTOPOHY NMPOrpamMHOro KommyTaTopa. Mpu BbiI3oBe Ha aboHeHTa B Re-
quest-URI URI-parameters He aHanN3NPYOTCA, aHaAN3UPYHOTCA TO/IbKO HOMep aboHeHTa 1 ero agpec;
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—  HUAWEI-SoftX3000 — npu mMcnonb3oBaHUM AaHHOM aganTtaumm SBC He noameHseT nose contact B
3anpocax, nepegasaembiX B CTOPOHY NporpammHoOro kKommytaTtopa. B otsete 2000K Ha 3anpoc REGIS-
TER cumtaetcs, yto URI, cogepxawmin aedontHbii nopt 5060, paseH URI, He coaep:kallemy ero;

— ZTE Softswitch — npu ucnosib3oBaHUM AaHHOW aganTaumm SBC He nogmeHseT none «contact» B
3anpocax, nepefaBaeMblX B CTOPOHY MNPOrpaMMHOro KommyTaTopa. Npu BbisoBe Ha aboHeHTa B Re-
quest-URI URI-parameters He aHan3NpyOTCA, aHaIM3MPYHOTCA TO/IbKO HOMep aboHeHTa 1 ero agpec.
TaKKe UrHopPMpPYOTCA HapyLLIEeHUA NoCneA0BaTe/IbHOCTHM origin version B SDP;

— Nortel — npu ucnonb3oBaHMKM AaHHOM aganTauum SBC UrHopmpyeT HapyLeHUs NocieLoBaTeIbHOCTH
origin version 8 SDP.

—  MTA M-200 — npv Ucnosib3oBaHWM gaHHOM aganTtaumm SBC npy nocTynaeHmMm BXxoaaLumnx BbiI3OBOB He
npoBepsieT NopT, yKa3aHHbIM B Request URI.

lMepedasamb KOHMAKm 6e3 usMeHeHUs — MNPW UCMOJb30BAHUM AaHHOM onumn SBC He noameHAeT nosne
contact B 3anpocax, nepefaBaemblX Ha BTOPOE N1eyvo;

Mepedasams domeH u3 3a20s108k08 FROM u TO — npwn MCNoONb30BaHMM faHHOM onumn SBC B mcxoasllee
njae4yo NPOKMAbIBAET AOMEH, KOTopblli npuwen B nonax FROM, TO. B cnyyae, ecnm npuwen IP-agpec, SBC
NnoAMeHSET ero Ha cBol IP;

Tatimaym oxcudaHua RTP-nakemog — dyHKUMA KOHTPOAS COCTOSHUA PAa3roBOPHOro TpaKTa no Haamuuto RTP-
TpaduKa OT B3aMMOLENCTBYIOLLErO YCTPONCTBA. [AManasoH AonyCcTMMbIX 3HaYeHuin oT 10 go 300 cekyHA. Mpu
CHATOM ¢nare KoHTpoab RTP BbIKAtOYEH, MPU YCTAaHOBAEHHOM — BK/AOYEeH. KOHTponb ocyuiecTBaseTcs
cnepyowmm obpasom: ecam B TeHEHWE AAHHOIO TaliMayTa OT BCTPEUYHOrO YCTPOMCTBA He NMOCTYMNaeT HYU OAHOT0
RTP-nakeTa u nocnegHuii NakeT He 6bl1 NaKeTOM NOAAB/AEHUA Nay3, TO BbI30OB 0TOMBaeTCS;

Talimaym oxwodaHus RTP-nakemos nocne noay4yeHusa Silence-Suppression (MHOMcUumens) — TanmayT
oXXuaaHus RTP-nakeToB Npu MCNo/b30BaHMM ONUMK NOAaBAEHMSA Nay3. [ManasoH A0NYyCTUMbIX 3HaYeHui oT 1
80 30. KoaddrLMeHT aBaseTcs MHOXKUTENeM U onpeaenseT, BO CKO/IbKO pa3 3HaYeHue AaHHOro TalimayTa
6onble, yem «Talimaym oxcudaHus RTP-nakemos». KOHTPOb OCYLLEeCTBAAETCA CAeAyIoWmnm o0bpasom: ecm
B TEYEHWE AAHHOro BPEMEHM OT BCTPEYHOro YCTPOMCTBA He MocTynaeT HM ogHoro RTP nakeTa u nocnegHui
nakeT 6bl/1 NaKeToM NoAaBNeHWs Nays, TO BbI30B OTOUBaeTCA;

Talimaym oxcudaHusa RTP-nakemos 8 pexcume yOepHaHus 8bi308a (MHOXUMEAb) — TaiMayT oXuaaHma RTP-
NakeToB OT B3aMMOAEMNCTBYOWEro ¢ AaHHbIM SIP-cepBepom SBC B pekumax, KOraa pasroBOPHbIA KaHan
paboTaeT TONbKO Ha Nepeaavy MO0 HeakTMBEH. Jnana3oH JonycTuMblx 3HadeHnin ot 1 go 30. KoaddpuumeHt
ABNAETCA MHOXMUTENIEM M ONPeSenseT, BO CKOMIbKO pPa3 3HaYeHMe AaHHOro TanmayTa 6onble, yem « Tadimaym
oxuodarHusa RTP-nakemos». KOHTPO/Mb OCYLLeCTBAAETCA Caefylowmum ob6pa3om: ecin B TedeHwe [aHHOro
BPEMEHM OT BCTPEYHOro YCTPOMCTBA He MoCTynaeT HM oaHoro RTP nakeTa v pasroBOpHbIi KaHan paboTaer
TO/IbKO Ha Nepeaayvy IMH0o HeaKTUBEH, TO BbI3OB OTOMBAETCS;

Talimaym oxudaHua RTCP nakemos — GyHKUMA KOHTPOIA COCTOSHWA Pa3rOBOPHOrO TPaKTa, NMPUHUMaET
3HayeHnAa u3s auanasoHa 10-300 c. Bpemsa, B Te4eHMe KOTOPOro OXMAAKTCA NakeTbl npoTtokona RTCP co
BCTPEYHOM CTOPOHDbI. MpK OTCYTCTBMM NaKeTOB B 3aJ4aHHOM Mepuoae BPeMEHM, B C/y4ae, ecin BCTPEYHOM
CTOPOHOW paHee 6bln oTNPaBaeH XxoTA 6bl 0gMH RTCP nakeT, yCTaHOBAEHHOE COeAMHEHMNE Pa3pYLLAETCS;

KoHmponb IP:Port ucmoyHuka RTP — npu BKAo4YeHUM onuun, SBC cneauT, 4tobbl NPOXOXKAEHUE Meana-
NOTOKa OT BCTPEYHOM CTOPOHbI OCYLLECTBAANOCL MMEHHO c Tex IP 1 nopTa, KoTopble yKa3aHbl B SDP. Megua-
NOTOK, NPULLIEALNIA He C yKazaHHoro IP nan nopta, 6yaeT oTbpoLlen;

3anpawueaemslili nepuod KoHmMponsa ceccuu (Session Expires, RFC 4028), ¢ — npw yctaHoBneHHom dnare
noaaep*usatotcsa Taimepsl SIP-ceccnin (RFC 4028). ObHOBAEHMWE ceccuM NoAaepKMBAETCA NyTemM nepeaaymn
3anpocos re-INVITE B TeyeHne ceccuun. [aHHbIM NapameTp onpeaensieT nepuos BpeMeHM B CeKyHAax, no
NUCTEYEHNN KOTOPOro NMPOM3OoUAET NPUHYAUTEIbHOE 3aBEpPLUEHME CECCUM, B C/lyYae, eciu ceccua He byaet
BoBpema obHoBeHa (oT 90 ao 64800 c, pekomeHayemoe 3HayeHne — 1800 c);
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V KoHTponb oxxnaaHua RTP, RTCP nakertos, a Tak)Ke ucnosb3osaHue RFC 4028 npegHa3sHauyeHo AnA
TOro, YUTo6bl UCKIOUUTL 3aBUCAHME Pa3rOBOPHbLIX CECCUIA, YCTAHOBJIEHHbIX Yepe3 SBC, B cnyyae
BO3HUKHOBEHUA NPo6siem C NPOXOXKAEHMEM NAKETOB Ha CeTU onepaTtopa. Bce HeakTUBHbIe ceccum

yepes COOTBETCTBYIOLWME TaliMayTbl 6y4yT 3aKPbITbI.

Mepuoo nposepKu paboyezo cepaepa, ¢ (nocae 3asepuwieHus npedsioyu,eli mpaHzakyuu OPTIONS) — nHTepBan
BPEMEHW, Yepe3 KOToPbIM KOHTPOAbHbLIN 3anpoc OPTIONS 6yaeT otnpasaeH Ha SIP-cepsep B c/iydae, ecim Ha
npeabiaywmii 3anpoc OPTIONS 6b1/10 NONyYEeHO NOATBEPIKAEHUE;

Mepuoo nposepKku Hepaboyezo cepsepad, c (nocne 3asepuwieHUs npedvidyweli mpaHzakyuu OPTIONS) —
WMHTEpBa/l BpEMEHMU, Yepes KOTOPbI KOHTPOJIbHbIM 3anpoc OPTIONS byaet otnpassieH Ha SIP-cepBep B c/iyyae,
ecnu Ha npeablaywmin 3anpoc OPTIONS He 6b1/10 NOAy4eHO NOATBEPKAEHME;

BxogAawiee makcMumanbHoe 3HadeHne CPS — Konn4ecTBO BbI3OBOB B CEKYHAY, KOTOPOE MOXKET BbITb NPUHATO
Ha SIP Destination. lnanasoH gonyctnmbix 3HavyeHui ot 0 go 100, 0 — oTKAOUYEHME ONuUNK;

Ucxopawee makcumanbHoe 3HadeHne CPS — KOMYECTBO BbI3OBOB B CEKYHAY, KOTOpPOe MOMeT ObiTb
oTnpasneHo Ha SIP Destination. [lnanasoH gonyctumbix 3HayeHun ot 0 go 100, 0 — oTKAKOYEHME ONLUM.

Bxopsawan ceasb

Rule set— npumeHWUTb ANA BXOAAWEN CUrHanAM3auMm Habop npaBw/, CO34aHHbIM B MeHlo «Rule set»
(noppobHee B pasgene 4.1.3.5 Rule set);

OtBetTuTb Ha OPTIONS — npu Mcnonb3oBaHUM gaHHOW onuum SBC camocCTOATENbHO OTBEYAEeT Ha 3anpoc
OPTIONS B cniyuae, ecnm Rule B Rule set, otBeyatowmii 3a otnpasky OPTIONS, oTcyTcTByerT.

BxogAwan cefsb

Rule set | [Het v

OTEeTHT: Ha OPTIONS @ | [

Ucxopawasn cBasb

KoHsepmuposame RFC2833 Flash e SIP INFO — npeobpasosbiBaeT curHan Flash, npuHaTtbit metogom RFC
2833, B 3anpoc INFO application/hook-flash npoTokona SIP n nepegaet ero Bo B3aMmMoAeNCTBYOLMI KaHan;

Paspewumoe nepeHanpasneHue — paspelwsaetr 06paboTky oteeToB 302. Mpu OTKNIOUYEHHOMN HACTPOWKe Mpu
noJsiy4eHmm co ctopoHbl b otBeTa 302 SBC 3aBepLumnT BbI30B. [pn BKAoYeHUM onunmn SBC 6yaeT obpabaTbiBaTth
oTBeTbl 302 cneayowmm obpasom: Nony4YMB KOHTAKT aboHeHTa C, SBC nonbiTaeTcAa OTNpPaBUTb BbISOB eMmy,
yBe4OMMB CTOPOHY A O nepeHanpas/ieHMn Bbi3oBa oTBeTom 181. Ecnum Ke B KOHTaKTe coAepXuTca agpec
camoro SBC, To oH npo3payHo npobpocuT coobuieHne 302 Ha cTopoHy A, yKasae B none Contact agpec
CTOPOHbI A;

WMcxonAwan cBA3b

KoxeepTuposats RFC2833 Flash e SIPINFO | [

PazpelwumTs nepeHanpasnedve | [

Mpu aKTMBaUMKM HACTPOIKN AN obecneyeHUs KOPPEKTHOCTM paboTbl nepeHanpaBaeHuit 6yayt
OTK/II0UEeHbl BCTpoeHHble npasuna firewall gna SIP transport, npusasaHHoro K SIP destination, Ha
KoTopom BKAtouaeTtca onuua! Ecam TpaHcnopT ucnosb3yertca Ha apyrux SIP destination, To gna Hux
BCTpoeHHble npaBuna Firewall Hux Toxe 6yAayT oTKAIOYEeHbl. PeKomeHAyeTcA BbiAeNATb OTAENbHbIN
SIP transport gns Tex SIP destination, ¢ KoTopbix pa3pelieHa 06paboTka nepeHanpaBaeHui, 6o,
npu Heo6Xo0AMMOCTH, OFrPaHMUUTb AOCTYN BPYUHYIO (NnoapobHee B pa3gene 4.1.8.5).

EE=
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Aymenmudpukayusa SBC

JlocuH — noruH ana ayteHTMOUKaLUKM Ha AyTerTndpikauns SBC
Bblwecronalwem SIP-cepsepe; MoruH

Mapone

Mapoab — naponb ona ayteHTMPUKaymm Ha
Bbiwecrtoauwem SIP-cepBepe. [laHHble ayTeHTUOUKALUN UCMOb3YIOTCA TO/IbKO A/ aBTOPU3aLMM 3anpocos,
dopmupyembix cammm SBC, Hanpumep, 3TO0 moryT 6biTb 3anpockl re-INVITE, ¢popmupyembie SBC npu
ucnosibzoBaHnu ¢pyHKumm timer RFC 4028, ayTeHTUdMKAUMA HA B3aUMOAENCTBYIOLLLEM CEPBEPE, PerncTpaumn
Ha B3auMmogelicTeylollem cepsepe (npu Tune peructpaumum UAC), ayTeHTUPMKauMM 3anpocoB OT
B3ammoaeicTaytoulero cepsepa (npu Tmune peructpaumm UAS).

Peaucmpauyus SIP trunk

Tun peaucmpayuu — QfJaHHaAA HACTPOMKaA e
3a4QeT HanpasJ/ieHWe perucTpaumm: Tun perucrpaumm | [HeT v
— UAC — B paHHom cnydae SBC no Mepuon perucTpaiym, ¢ | [0
TpaHKy ByaeT perncTpupoBaTtbCA Ha Vit o soeereniFioues |
B3aMMOENCTBYIOLLEM cepsepe —

pernctpauuun. [pu  3tom  npwm
OTCYTCTBMM peructpaumm HanpasieHne OyaeT cuYMTaTbCA HEAOCTYMHbIM, U B Hero He b6yayt
OTNPaBAATLCA BbI30BbI (HO MPUHUMATBLCA BYAyT BCeraa);

— UAS — B faHHOM c/ly4ae B3aMMOZENCTBYOLWEee No TPaHKY YCTPOMCTBO byaeT perncTpmposatbea Ha SBC
npw ycnoBmu, 4to Byaet nonyvyeHo NOATBEPKAEHME perncTpaLmm ot BblbpaHHoro no Rule set cepsepa.
Takxe SBC bygeT ayTeHTUPULMPOBATL BCE 3aNpoChl OT B3aMMOLENCTBYIOLWEro cepsepa. HacTpolika B
none Remote Address npu STOM He NPUMEHSAETCA, UCNOb3YETCA afpec, NOYHEHHbIN B KOHTaKTe Npu
perncrpauum.

Mpwu oTcyTcTBUM peructpauum B to6om pexkume HanpasaeHue 6yaeT cUMTATbCA HEAOCTYNMHBIM, U
o C Hero He 6yayT OTNPaBAATLCA BbI30BbI (HO NPUHMMATBLCA ByAYT Bcerpa);

Mepuod pesucmpayuu, ¢ — nepnos o6HOBMEHUA PErucTpauuu Ha cepBepe (MCNoNb3yeTca Npu Tune
pernctpauum UAC);

Umsa nonvzoseamens/Homep — uma/Homep, C KoTopbiM TpaHK SBC peructpupyetca Ha cepBepe
pernctpauum (npu Tmne pernctpaumnm UAC);

SIP-0omeH — fOMEHHOE MMSA, C KOTOPbIM TpaHK SBC perucTpupyeTtcs Ha cepsepe pernctpaumm (npy tmne
peructpaumn UAC), nMbo AOMEHHOE MMSA, C KOTOPbIM BCTPEYHOE YCTPOIMCTBO ayTeHTudmumpyetca Ha SBC
yepes TpaHK (Npu TMne peructpaumm UAS);

OepaHuueHue yucna OdHOBpEMEHHbIX ceccuii

be3 Oe2paHU4YeHUA — KOoNn4ecrteso ceccui OrpaHyeHHe YMCTa OAHOBPEMEHHBIX CECCHil

He OrpaHn4yeHo, ® Be3 0rpaHnueHna

MoaHoCcmbo 3anpemums — MNONHbI CrpaHNYeHNE YNCIA OOHOBDEMEHHEIX CECTHIt TMOMHOCTHIO 3aNPETHTE
Makcumym |0 ceccun

3anpeT ceccui;

Makcumym N cecculi, rae N — Konmyectso ogHOBPEMEHHbIX ceccui.
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Onyuu

— He yyumeigamb nopm-ucmoYvHUK fpu
BX00AUUX 8bI3080X — He MPOBEpPATb
[O/19 BXOAALMX BbI30BOB aZpec nopra, ¢

Onunw

He yuTHIEST NOPT-HCTOUHKK NPW EXOORALUMY BSIZ0EAX | [ |

KOTOpOro npuwén 3anpoc. Ecan onuma He akTUBHA, TO AN BXOAALWMX BbI30OBOB CTPOro NPOBEPSETCH, YTO
BbI30B NPULLIEN C aApeca U NopTa, YKasaHHbIX B HAacTpolike remote address. Ecan onumna akTUBHA, TO MOUCK
n Bbibop SIP Destination npounsBoguTca cHavana no Tem destination, rge onuun HeT, a 3atem byger
BbIBUpPATLCA OAUH U3 TeX, rae OnuuA aKTMBMPOBaHa M KOTOpble NpoxoaATt no napametpy IP/hostname 8

HacTpoiike remote address.

Mpumep:

Ha SBC ckoHdurypumpoaHo yeTbipe SIP Destination ¢ Takumu napameTtpamu remote address:

NUma

Destl
Dest2
Dest3

remote address CocTosAHKe onumm
192.0.2.1:5060 OTK/IOY€EHA
192.0.2.1:5061 OTK/IOY€EHA
192.0.2.1:5062 BK/IOYEHA

3anpocbl ¢ agpecoB 192.0.2.1:5060..192.0.2.1:5062 6yayt ob6paboTaHbl B destination
Destl..Dest3 cOOTBETCTBEHHO CBOMM aZpecam, NMOCKOJbKY OHM TOYHO COBMAZAOT C TEM, YTO

HacTpoeHo B remote address.

3anpoc c adpeca 192.0.2.1:5090 nonadém e Dest3, NOCKObKY 3anpoc He Mo0Xo0sm HuU oo 00HYy
Hacmpoliky remote address, Ho Ha Dest3 uzHopupyemca nopm. AHG/02UYHO 8ce 3anpocsl C
nopmos, He 8xo0auwux 8 5060..5062 nonadym makxxce 8 Dest3.

He pekomeHayeTca co3paBatb Heckonbko SIP Destination ¢ oguHakosbimu IP-
N agpecamu U aKTUBMPOBAHHbIMM HaCTPOIKaMn UTHOPUPOBAHMA NOPTA, T.K. HENb3A
npeAcKasaTb, B KAKOM U3 HUX ByaeT B utore o06paboTaH 3anpoc.

PacwupeHHble Hacmpoliku npomokKosna SIP

B nose HaxopATcs pacWMpPEHHble HACTPOWKWM npoTokona SIP. Mpu nomowmy AaHHbIX HACTPOEK MOMKHO
KOpPpPeKTMpoBaTb NoA coobLueHuid SIP No 3agaHHbIM NpPaBUaam.

dopmam 3anoaHeHUs Nons

[sipheader:MMA_3ArONOBKA=onepauyus],[sipheader:...],...

lpe:
— Onepauuu — disable, insert
uau npasusao mMoougukayuu;
—  WUMA_3ATO/IOBKA —

PacwMpeHHble HaCTPOHKK NpoTokona SIP

MpumeHnTE OTMEHUTE

peaucmpoHesasucumelli napamemp, Hanpumep, Accept = accept = ACCEPT. B uHbix napamempax

peaucmp umeem 3Ha4yeHue.

Mpasuna modugpuKkayuu

MpaBuaa moandUKaLnm ONUCHIBAIOTCA CUMBOTAMMU:
— S — ocmasume nocnedyrowuli mexkcm;

— I — yO0anume ocmaswulica mekcm;

—  +(ABB) — dobasumb yKa3aHHbIU meKkcm;
— -(ABB) — ydanume yKa3aHHbIl mekcm.
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Mpumepbl peannsaunm Nnpasua onepauum NnpueeseHbl B Tabamue HUXKe.

Tabanuya 19 — Mpumepbl peannsaumm npasma onepalmm

Onepauusa McxoaHbl 3aronoBokK Mpasuno Pe3ynbtar

He otnpasnate | Accept: application/SDP [sipheader:accept=disable]

3aro/IoBOK

MepepnaTb 6e3 JononHutensHble [sipheader:[CMTMCOK_COOGLUEHNNA]: Ha BTopom nneye nossuTcA
U3MeHeHUM 3aroN0BKM Ha NepBOM [MACKA_3ATO/10BKA]=transit] 33JaHHbIl 3aro/I0BOK:

3aron0BOK 13
nepsoro nne4vya

nneye:

P-Asserted-ldentity:
username@domain

Subject: Test call

[sipheader:[MACKA_3ATrO/I0OBKA]=trans
it]

B coobuweHusx INVITE n 200:
[sipheader:INVITE,200:Subject=transit]

B ntobbix coobLieHnax:
[sipheader:Subject=transit]

Subject: Test call

MepepaTtb bes
NU3MeHeHUM
rpynny
3aro/IOBKOB 13
nepsoro njeya

JononHutenbHoble
3aroN0BKM Ha NepBoOM
nneve:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID:
sip:username@domain

Privacy: id

Subject: Test call

[sipheader:P-*=transit]

Ob6paTnTe BHUMaHUE, YTO TaKoe
npasuo:

[sipheader:*=transit]

paboTaTb He byaeT, NOCKO/IbKY CUMBOA
* MOYKET 3aMeHATb TOJIbKO YacTb UMEHMU.

Ha BTopom nneye noasatcA
334aHHbIE 3aroJIOBKK:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID:
sip:username@domain

BcTtaButb
3aroToBOK

[sipheader:insert[CMMCOK_3AT0OJ1I0BKO
B]: Remotelp=+(TEKCT)]

Bo Bcex 3anpocax:
[sipheader:insert:Remotelp=+(example.S
BC)]

Tonbko B 3anpoce INVITE:
[sipheader:insert,INVITE:Remotelp=+( ex
ample.SBC)]

To/NbKO B YKa3aHHble 3anpochl
(Hanpumep, INVITE n ACK):
[sipheader:insert,INVITE,ACK:Remotelp=
+( example.SBC)]

Remotelp:example.SBC

[06aBuTb TEKCT
B Havyano

Accept: application/SDP

[sipheader:accept=+(application/ISUP,)$
]

Accept:
application/ISUP,application/S
DP

[06aBuTb TEKCT
B KOHel,

Accept: application/SDP

[sipheader:accept=$+(,application/ISUP)
]

Accept:
application/SDP,application/IS
UpP

Yaanutb TeKCT

Accept:
application/SDP,applicatio
n/ISUP

[sipheader:accept=-(application/SDP,)S]

Accept: application/ISUP

YaanuTs, Accept: [sipheader:accept=-(,text)!] Accept: application/SDP
HauMHas ¢ application/SDP,text/plain

YKa3aHHOro

TEKCTa

3ameHuTb TeKcT | Accept: [sipheader:accept=+(application/ISUP)!] | Accept: application/ISUP
NONHOCTbIO application/SDP
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mailto:username@domain
mailto:username@domain
mailto:username@domain
mailto:username@domain
mailto:username@domain

3ameHunTb TeKCT | Accept: [sipheader:accept=-(SDP)+(ISUP)S] Accept:
application/SDP,text/plain application/ISUP,text/plain
3ameHunTb Accept: [sipheader:accept=-(SDP)+(ISUP)!] Accept: application/ISUP
TekcT, oTbpocus | application/SDP,text/plain
AaHHblEe B
KOHLUe
Mpumep From: [sipheader:from=+(DISPLAY )- From: DISPLAY
KOMM/IEKCHOM <sip:who@host>;tag=aBc (who)+(12345)- <sip:12345@host;user=phone
MmoanduKaLmm (>)+(;user=phone>)$+(;line=abc)] >;tag=aBc;line=abc
Mpumep
[sipheader:Accept=disable],[sipheader:user-agent=disable]
B maHHOM npumepe Bce coobueHua SIP, oTnpasBasemble YCTPOMCTBOM Yepes3 AaHHbIA SIP-
nHTepdelic, byayt cnegosaTb 6e€3 nonei Accept n user-agent.
Cnucok o6asartenbHbix nonen coobweHunii SIP, Kotopble He MoryT 6biITb MoANULMPOBAHDI:
via, from, to, call-id, cseq, contact, content-type, content-length.
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4.1.3.3 SIP Users

B paHHOM MeHI0 HacTpauBaloTCA HanpasaeHuMA AnA fNpuéma M mapuwpyTtusaumm BbizosoB ana SIP-
nonb3oBaTesieid, KoTopble ByayT OTNPaBAATb BbI30Bbl U perncrpaummn yepes SBC. MoxeT 6biTb co3aaHo Ao 256
users.

[nAa co3ganua, pegakTMpoBaHUA U yaaneHmusa nHtepdeincoB Mcnosbayetca meHto « O6vbekmeol» - «[Jobasums
06vbekm», «06vbekmbi» - «Pedakmuposams 06bekm» n « O6veKkmol» - «Y0anums 06bekm», a TakyKe KHOMKU:

—  «Jdobasumb»;

— «Pedakmuposamey;

—  «Yoanumeo».

KoHgpuzypayus SBC —> SIP-Users
SIP Users
™ Hna SIP TpaHcnopT Mpoguns RADIUS TpaHCMopPTHEIR NpoToKon ABOHEHTHI 3a NAT mfﬂ"fﬂ“:ﬂ:g“ﬂf:ﬂ c SIP gpomen | Rule set
0| SipUserd0 SipTransportd0 He ewifpaH UnP-only - - -
NoGaenTs PepaktnpoBate Ynanute

KoHdpuaypayusa SBC —> SIP- Users
=> «Jobasumes» unu «PedaKkmuposame»

Mapamempbi N0n6308aMeAbCKO20

SIP user 6
HanpaesneHusn Vs | |SipUser06

SIP TpasicnopT ‘ He BsiCpaH Y

— Ums — npon3BoJibHOE NMA AnAa T
Rule set | | Her v

naeHTudmnKaumm (yaobHoe ans i
TparcnopTHeit npotoxon @ | | UDP-only v

oneparopa); ‘
SopwmaT 3sronosxes SIP | | Full v
Mpocuns RADIUS | | He enibpad ¥

—  SIP TpaHcnopm — TPaHCNOPT, KOTOPbIN
byner uMcnonb3oBaTbCcA ANA  NpUEMa
BbI30OBOB Ha HanpaB/ieHWe U OTNpPaBKM
BbI30BOB C HAaMNpaB/ieHus;

MepaasssTe KOHTSKT 03 nsmererua

TaiimayT oxunasruA RTP-naxetos, ¢ W v
¥

TaamsyT ongs=na RTP-nsketos nocne

nonyweruA Silence-Suppression (msoxuTens) @

TanmayT oxuaaHus RTP-nakeTor & pexame | 1o

_ TpchnopmeIU npomokosn — Bb|60p yaeowasua eeizoes (sendonly, inactive) (meoxutens) @
npOTOKOﬂa TpchnopTHoro ypOBHﬂ, TammsyT ouaskaR RTCP-naxkeTos, © v 0
ncnonb3lyemoro AnAa npmnema n KosTpon [P:Port uctoumuks RTP
nepep'aq n C006 LI.LEH " l‘/‘l S| P: 38npalUNESSMENA NEPUOA KOHTRONA Cecoum =

{Session Expires, RFC 4028).c ¥

— TCP-prefer — npuem no UDP u
TCP. OtnpasKka no TCP. B cay4yae
€CAN  He yAanocb YCTaHOBUTb
coegunHeHne no TCP, oTnpaBKa
npoussoauTca no UDP; s Hr e et AT

— UDP-prefer — npuem no UDP u ‘
TCP. OtnpaBka nakeTtoB b6onee
1300 6anT no TCP, meHee 1300 6aiT — no UDP;

— UDP-only — ncnonb3oBatb Tosibko UDP npoToKon;

— TCP-only — ncnonb3oBatb ToNbKo TCP npoTokon;

SIP gomes

ASoHesiTel 33 NAT

Spema xpareHirA coeaunesna ke NAT, ¢ | |0

P
MuHUMSNBHOS SpeMa perucToaum, ¢ @ 20

—  ®opmam 3a20s108K08 SIP — onpepenseT, B KAaKOM popmaTe nepesaBaTb 3aroNoBku SIP:
—  full — ncnonb3oBaTb 06bIYHBIN (AMHHbIN) hOpPMAT 3aro/I0BKOB;
— compact — NCNoAb30BaTb KOPOTKMIA GOpPMaT 3aroN0BKOB;

—  [lpocuns RADIUS — npodunb RADIUS ana ayTeHTMIMKaAUUM M aBTOpU3aLMM BXOAALUMX Bbl30BOB
(noapobHee B pasaene 4.1.9);
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lMepedasamb KOHMAKmM 6e3 usmeHeHUs — NPU UCMOb30BaHUM JdaHHOM onuMmn SBC He nogmeHAeT nose
contact B 3anpocax, nepefaBaemblX B CTOPOHY NPOrpamMmMHOro KOMMyTaTopa;

Talimaym oxudaHua RTP-nakemoe — ¢pyHKUMA KOHTPONSA COCTOAHWUA PaA3roBOPHOrO TPakTa Mo Ha/Myumio
RTP-TpadmKka OT B3aMMOAENCTBYIOLLEro YCTPOiCTBA. [Mana3oH AonycTUmbIX 3HadeHuMn ot 10 go 300
cekyHA. Mpu cHAaTom ¢nare KoHTponb RTP BbIK/AOYEH, NMPU YCTAHOBJAEHHOM — BK/OYeH. KoHTposnb
OCyLLEeCTBASIETCA CieAYyOWMM 0Bpa3om: eciv B TeYeHWe JAHHOMo TaliMmayTa OT BCTPEYHOro YCTPOMCTBA He
noctynaet HM ogHoro RTP-nakeTa u nocnefHuii nakeT He 6bla MaKeTom MNoOAaBAEHWUs May3, TO Bbi30B
oTbusaeTcs;

Talimaym oxcudaHus RTP-nakemoe nocnae nonyvyeHus Silence-Suppression (MHOMcumesnb) — TalimayT
oXuaanma RTP-nakeToB Npu UCNOb30BaHMM ONUMM NoAaBaeHMA nay3. [lnanasoH AOoNYyCTUMbIX 3HAYEHWI
oT 1 po 30. KoapduMuUMEHT ABAAETCA MHOXUTENEM U ONpeaenseT, BO CKOJIbKO pas 3HAYeHMe [AHHOro
TanmayTa bonbwe, yem «Talimaym oxudaHus RTP-nakemos». KOHTPOAb OCYLLECTBAAETCA CAeAyHOLWUM
obpasom: ecnm B TeYeHWe OaHHOro BPEMEHM OT BCTPEYHOro YCTPOMCTBa He NocTynmaeT HWM ogHoro RTP
nakeTa u NocnegHMN NakeT 6bla NAaKETOM NoAaB/AEHMA Nay3, TO BbI30B 0TOMBaeTCS;

Talimaym oxcudaHusa RTP-nakemos 8 pexcume yoOepHaHUsA 8bi308d (MHOM(UMEsb) — TalMayT OXKUOAHUSA
RTP-nakeToB OT B3aMmogelcTaytowero ¢ aaHHbim SIP-cepsepom SBC B perknmax, Korga pasroBOpPHbIN
KaHan paboTaeT TO/IbKO Ha nepenayy AM60 HeakTUBeH. [lnManas3oH AoMNyCcTMMbIX 3HavyeHuit ot 1 go 30.
KoadpdpuumneHT asnaetca mMHOXUTENEeM WM onpenenseT, BO CKOJbKO pa3 3HauyeHMe AAHHOro TanmayTa
b6onble, yem «Talimaym oxcudaHua RTP-nakemos». KOHTPO/Ib OCYLLECTBASETCA caeaytowmm obpasom:
€c/iM B TeyeHWe AAHHOro BPEMEHM OT BCTPEYHOro YCTPOMCTBA He MOoCTynaeT HUM ogHoro RTP nmakeTta u
Pa3roBOpPHbI KaHan paboTaeT ToNbKO Ha Nepefady IMbo HeaKTUBEH, TO BbI30B OTOMBaETCH;

Talimaym oxcudaHusa RTCP nakemos — GyHKLMA KOHTPOAS COCTOSIHUA Pa3roBOPHOro TPAKTa, MPUHUMAET
3HayeHna ns ananasoHa 10-300 c. Bpems, B Te4eHMe KOTOPOro oXmaatoTca naketbl npoTtokona RTCP co
BCTPEYHOM CTOPOHBI. [pK OTCYTCTBMM NAKeTOB B 3a,aHHOM Nepuoae BPEMEHW, B Cy4ae, eC/IM BCTPEYHOM
CTOPOHOW paHee 6bln oTNpasaeH xoTa 6bl 0gMH RTCP nakeT, yCTaHOBAEHHOE COeAMHEHWNE pPa3pyLUAETCs;

KoHmposnb IP:Port ucmoyHuka RTP — npu BKAtodeHun onummn, SBC cneauT, 4tobbl NpoxoxaeHue meamna-
NMOTOKa OT BCTPEYHOM CTOPOHbI OCYLLLECTBAANOCE MMEHHO c TeX |IP 1 nopTa, KoTopble ykasaHbl B SDP. Meana-
NOTOK, NpULIEeA LN He € YKazaHHoro IP nau nopta, byaet otbpolleH;

3anpawusaemsili nepuod KOHMpos ceccuu (Session Expires, RFC 4028), c — npu ycTaHOBAEHHOM dnare
nogaeprkmpatotca Tahimepbl SIP-ceccuit (RFC 4028). O6HOBNeHME ceccun MNOAAEPKUBAETCA MNYTEM
nepegaun 3anpocos re-INVITE B TeyeHue ceccuun. [aHHbIM napaMeTp onpeaensieT nepuos BpemeHu B
CeKyHAax, N0 UCTEYEHMU KOTOPOro NpousonaeT MpUHYAUTENbHOE 3aBeEpLUEHWE CeCcCUU, B Caydae ecau
ceccuna He byaeT BoBpema obHoeneHa (oT 90 ao 64800 c, pekomeHayemoe 3HadyeHne — 1800 c);

V KoHTtponb oxkupgaHua RTP, RTCP naketos, a Tak)Ke ucnonabsosaHue RFC 4028 npeaHasHayeHo AN

TOro, Yto6bl UCKAOUYNUTD 3aBMCaHME PA3rOBOPHbIX CECCUid, YyCTaHOBNEHHbIX Yyepe3 SBC, B cayuae
BO3HMKHOBEHUA Npobiem c NPoXoXKaeHMeM NaKeTOB Ha CETU onepartopa. Bce HeaKTUBHbIe ceccum
yepes COOTBETCTBYIOLME TaliMayTbl 6yAyT 3aKpbITbl.

SIP-0omeH — [OMEHHOE MMSA, C KOTOPbIM TpaHK SBC pernctpupyeTca Ha cepsepe pernctpauum (npu tune
pernctpaunmn UAC), "nbo 4oMeHHOE MMSA, C KOTOPbIM BCTPEYHOE YCTPOMCTBO pernctpupyetca Ha SBC uepes
TpaHK (npu Tnne pernctpauum UAS);

AboHeHmobl 3a NAT — ycTaHOBUTb dnar, ecim HeobxoAMMO NoAKAtoYeHMe abOHEHTOB, HAXOAAWMXCA B
YyacTHoM ceTu (Haxogsawmxcs 3a NAT). Takke AaHHaA HACTpoOlMKa NO3BO/AET NepenaBaTb COOOLEHUA
npoTokosa SIP cMmmeTpuYHO (Ha MOPT, C KOTOPOro 6bla MPUHAT 3aMpoC) B C/yyae, eciiv KAMEHT B
MHULMMPYIOLLEM 3anpoce He Ucnosib3osan napameTp RPORT;
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Bpemsa xpaHeHua coeduHeHua Ha NAT, ¢ — Bpems XpaHEeHMA COOTBETCTBMA MOPTOB A/A CUTHANBbHOIO
TpaduKa, TakKe orpaHUYMBaET NapameTp expires ans perncrpaumnm SIP-aboHeHTOB;

He ucnonszoeame nodmeHy SDP mode 0n14a npobpoca KIMB yepe3 NAT — 1o ymon4aHuio, HaynHas c Bepcum
MO 1.9.2, SBC pgna obecnevyeHUss KOPPEKTHOrO NPOKAOYEHUS Meann B NpeaoTBeTHOM cocTosHumn (KMB,
ronocosble coobuieHna) ana kaveHtos 3a NAT 6yaeTt 3assnaTb B SDP pexum sendrecv, gaxke ecau
BCTPeYHan CTOpoHa cornacosana sendonly unu recvonly. Onuma no3BoAAET OTKAOYUTL TAKOE NOBEAEHUE U
aHoHcupoBaTb B SDP T0, UTO 3aABMNa BCTPEYHAA CTOPOHA;

MuHumasnbHoe 8pemsa peaucmpayuu, ¢ — MUHUMANbHOE BPeMA perncrpaymm, gonyctmmoe gnsa aboHeHTa.
MoKeT npuHUMaTb 3HadeHua ot 60 go 65535 cekyHa. ObpaTuTe BHMMaHUe, YTO 3Ha4YeHns meHee 120 c

MOTYT MOB/IMATL Ha NPOU3BOAUTE/IbHOCTb.

OzpaHuveHue 4ucaa oOHo8peMeHHbIX cecculi

Om 3ape2ucmpupoBaHHbIX abOHEeHmMos
— OrpaHun4yeHune 4Yncna ogHoBpPeEMEHHbIX
ceccum ons 3aPEerncTpPUPOBaHHbIX

OrpaHn4eHHe YMCIa OfHOBPE MEHHBIX CECCHA

* Be3 orpaHnueHnA

CT 3apermMcTpUpOBaHHEL aloHeHTOR MONHOCTE 2ANPETHTE
aboHeHTOoB: Makcknyn |0 CECCHil
— bes O2paHU4YeHUA — Kon4ecTtso ® Ees3ompannueHns
Cceccum He OrpaHuyeHo; OT He3aPETMCTPMPOBAHHEIX aJ0HEHTOE MOMHOCTE 3aNPETUTE
Makcunym [0 ceccui
— [llonHocmero 3anpemumeo —
MO/HbIN 3aMNpeT ceccui;
— MOKCUMyM N CECCUU, 20e N — Konnyectso OA4HOBPEMEHHDbIX CECCMI‘/JI;
Om He3apeaucmpupoBaHHbIX aboHeHmMos — orpaHndyeHne 4ucna OAHOBPEMEHHDbIX ceccum AnAa

He3aperucTpupoBaHHbIX abOHEHTOB:
— bBe3 oepaHuyeHUs — KONMYECTBO CECCUI HE OTPaHUYEHOD;
—  MoaHocmeto 3anpemume — NOJHbIV 3aMNPeT Ceccuii;
—  Makcumym N cecculi, 20e N — KOIM4eCcTBO OA4HOBPEMEHHbIX CECCUNA.

Bxopsawan casb

Rule set — npumeHuTb ANA BXoAALWEN CUTHaNM3aUUM Habop NpaBMA, CO3AaHHbIN B MeHlo «Rule set»
(noapobHee B pasgene 4.1.3.5 Rule set);

Ucxopawasn ceasb

Wcxogawan ceAsb

KoHsepmuposams RFC2833 Flash e SIP
INFO — npeobpasoBbiBaeT curHan Flash,

HoHeepTpoEaTe RFC2833 Flash e SIP INFO | [

PaapelwmTe nepeHanpaeneque | [

npuHATEIN MeTogom RFC2833, B 3anpoc
INFO application/hook-flash npotokona SIP 1 nepegaet ero 8o B3aMMOAENCTBYIOLMIA KaHan;

Paspewumo nepeHanpasneHue — paspeluaeTt obpaboTky otseToB 302. MNpun OTKAOYEHHOW HAaCTPOMKE NpK
nosy4yeHnn co crtopoHbl B oTtBeta 302 SBC 3aBepwuT BbI30B. Mpu BKAOYeHUM onumm SBC byaer
obpabatbiBaTh oTBeTbl 302 crneaylowmMm o6pasom: NONy4YMB KOHTAKT aboHeHTa C, SBC nonbiTaeTcs
OTNPaBUTb BbI3OB eMY, yBELOMMB CTOPOHY A O NepeHanpas/eHnm Bbi3oBa oTBeToM 181. Ecam e B KOHTaKTe
coaepKuTca agpec camoro SBC, To OH Npo3payvHo npobpocut coobuieHne 302 Ha CTOPOHY A, yKasas B nose
Contact agpec ctopoHbl A.

PacwupeHHble Hacmpoliku npomokKosna SIP

PaboTaloT aHanorMyHo HacTpoiikam B SIP Destination, cMoTpuTe HacTponKmM npoTokona SIP B pasaene 4.1.3.2.
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4.1.3.4 SBC Trunk

B pgaHHOM nNOAMEHIO NPOU3BOAUTCA HACTPOMKA TPAHKOB AAA LeNei pacnpefeneHua Harpysku wau
pe3epBUpPOBaHNA KaHanoB. MorKeT bbITb cO34aHO A0 256 TpaHKOB.

Ona co3faHuA, pefakTMPOBaHUA U yaaneHua 3anucert ucnosbsyetca MmeHo «O0b6vekmeol» - «[Jobasume
06vbekm», «06vekmoi» - «Pedakmuposams 06vekm» n « O6veKkmol» - «Y0anums 06bekm», a TakyKe KHOMKU:

—  «Jdobasumb»;
— «Pedakmuposamey;
—  «Ydanume».
KoHgpu2ypayus SBC —> SBC Trunk
SBC Trunk
Hao Hrasm SIP Destination BanaHCcWpoBKa Harpy3Km TanmayT GanaHCHPOBKN HArPy3Kn, ©
o SheTrunk0o - active-active 5
Nobaeurs Pepaktupoeats Yaanute

KoHndpuzypayusa SBC —> SBC Trunk
—> «[Jobasume» unu «PedaKkmuposamo»

Mapamempbsl mpaHKoe
p p p SBC Trunk 0
WMmA | |SbeTrunk00
—  UmA — npousBonbHOE UMA ANA UAEHTUOUKaLUK =
BanaHcupoBKa Harpy3kw | | active-active v
(yaobHoe ana onepaTopa);
o EGHGHCUPOBKG HGZpy3KU — Tvn pa3p,eneHV|F| TanmayT GanaHcnp oK HArpy3KK, © | |5
Harpyskm mexay SIP-cepsepamu: S1F Destinations
. Active-active — Harpyska 6anaHCMpyeT BriGepure destination M [Nobaente
4
mexay SIP-cepgepamn B NpPOUEHTHOM — roE—
cooTHowweHun 50/50;
— Active-backup — Bca Harpyska nepegaetca yepe3 nepsblt SIP-cepsep. Mpu HepocTynHOCTU

nepsoro SIP-cepBepa Harpyska 6yaeT HanpasaeHa Ha BTopoit SIP-cepBep;
Talimaym 6anaHcUposKU Ha2py3Ku, C — BPEMSA, Yepe3 KOTOPOe BbI30B byaeT HanpaseH Ha pe3epBHbIi SIP-
cepBep B C/ly4ae, eC/v cepBep, Ha KOTOPbIM BbI3OB YyxKe 6bla HaNpaB/eH, OKa3a/cA HefoCTyNeH;

B 6510ke SIP Destinations BbI6UpatoTCA HanpaBaeHUs

SIP Destinations
anAa pobasneHuAa B TpaHK. TaKke BO3MOXKHO YAanuTb 1 M intemal %
X -
HanpaB/ieHWE U3 TPaHKa, HaXKaB UKOHKY = («Yoanume») 2| [0] f_external %
B BblIOpaHHOM CTpOKe. 3eneHble CTPesKM Nog CAMCKOM i
MpumernTs OTMEHNTE
NMo3BOJIAIOT NepemeLLaTb BblAeNeHHble 3anMcK B Tabavue,

HacTpauBan NopaAfoK (MPMOPUTET) CO34aHHbIX HaNpPaBAEHUN.
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4.1.3.5 Rule set

B naHHOM pa3gene HacTpamMBatoTCA NpaBuaa KOMMyTaLuK Bbi3oBoB Yepes SBC. Bcero moxeT bbITb CO34aHO
00 512 HabopoB npaBu/, B KOTOPbIX MOryT 6bITb pacnpeaeneHbl 4o 1000 npasua. OrpaHUYeHMe Ha YNC0 NpaBua
obuiee ans Bcero SBC, oanH Habop npasua moxeT cogeprkatb A0 1000 npasui. Takum obpasom, Hanpumep, Ha
SBC MmoXHO co3aaTb oaAnH Habop npasua ¢ 1000 npasun, 1Mb6o 512 HabopoBs ¢ ABYMSA NPaBUIAMU B KaXKAOM.

Onsa co3paHua, penakTUPOBaHUA U yAaneHUs 3anucen Mcnonblyetrca MmeHio «O0b6vekmesl» - «/lobasume
06vbekm», «06bekmoi» - «Pedakmuposams 06bekm» n « O6vekmol» - «Y0anums 06bekm», a TakyKe KHOMKU:

—  «Jdobasumb»;
— «Pedakmuposamey;
—  «Ydaaumoe».

Hacmpolika Habopoe npasun

— msa — npousBosibHOE UMS s uaeHTUdUKaumm
(yaobHoe ana onepaTtopa).

Ka)KLI,bIVI H360p npaBua MOXET coaepKaTb HECKOJIbKO
npaBunia, KOTOPbie oNpeaenAoT, NPU KaKUX YCI0BUAX U B KaKoe
HanpasaeHwne Tp66yeTCF| OTNPaB/IATb BbI3OBbI.

KoHdbuaypayusa SBC —> Rule set

Rule set
ha Wma
0 Rule=et0n
1 RuleSetd1
HobaBuTe Pepaktupoeats YoanuTe

KoHndpuaypayusa SBC —> Rule set—> «Pedakmupoeamb»

Hacmpoliku npasun

[na cospaHuA, peaakTUPOBAHUA U yAANEeHUA NPaBUA
CNyXaT KHoMKW  «Jobasume», «Pedakmuposame» U
«Y0anume». 3eneHble CTPeSKM pPAAOM C  KHOMKaMu
pefaKkTMpoOBaHMA MO3BOMAIOT MNepemMellaTb BblAeNeHHble
3anucu B Tabauue, HacTpameaa MOPALOK PACMONONKEHWA
CO3AaHHbIX NPaBU.

Rule set
Rule set 16
Ymal2016_loop
CoxpaHuTts TMEHUTE

Rules

Ne Wima BesicTaue HHTepean epemenu padote!l
0 RouteRule19|Send to destinstion "123] 2016_out

DNoBasuTs PenaKxTupoeathb YasnuTb 49

KoHdpuaypayusa SBC —> Rule set—> «Pedakmupoeamsb»

Nmsa — npou3BoabHOE nma ana
naeHtudumkaumm (yaobHoe ana onepartopa);
Jelicmeue — peicTBue, Kotopoe Tpebyetcs
npousBecTM Hag coobueHnaAMK, nonaswnmm
nopa, ycnosumsa npasuna:

— Reject — coobueHune oyner
OTHpPOLLEHO;

— Send to destination — coobuweHne
6ynoetr oTnpaBAeHO B OAHO U3
HanpasAeHUN;

— Send to trunk — coobleHne byaeT
HanpaB/ieHOo B OAMH M3 TPaHKOB;

—  SIP Destination/SBC Trunk — none ana sBbibopa

HanpaB/ieHUA MAW TpaHKa, NOABAAETCA Npu
BblbOpe AeilcTBMA, OTANYHOIO OT Reject;

Rule set

HacTpo#kn npasuna
WmA | |RouteRule00
OeficTeme | | Reject v
He nepegnasartk: diversion
HMHmepean Bpemenn padoTel Yy I-YY I
Ycnoswua
v

v

v

4

CoxpaHuTs OTMeHUTB

—  He nepedasams diversion — npw BKAOYEHHOM

onuum none Diversion He ByaeT nepeaasaTbca B CTOPOHY BbibpaHHoro SIP Destination/SBC Trunk;
—  UHmMepsan spemeHu pabomel — UHTEpPBaa BPEMEHMU, B TEYEHUM KOTOPOro npasuao byaet paboTatb. BHe
3TOro WMHTepBasa npaswuao oTpabaTbiBaTbcA He OyaeT. PopmaT HaACTPOMKM — AMana3oH BPEMEHMU,

3anucaHHbIn Kak "Y4:MM-HY4:MM".
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Ycnosusn

B 610Ke «Ycs108ua» NPON3BOAUTCA HACTPOKa YCNOBUIA AN onpeaeneHua Toro, nonagaert v coobuieHune

noa npasuno. B nesom ctonbue HacTpauBaeTcA nepevyeHb MapamMeTpoB MPOBEPKM, B MPaBOM — 3HaYeHUs
napameTpos. 1A cpabaTbiBaHUSA NPaBUIO AOMKHO COAEPKaTb XOTA 6bl OAHO YCNOBUE, U BCE YCNOBUA AONMKHbI
6bITb UCTUHHBIMM.

MapameTpbl NpOBEPKMU:

Bce — He NpoOM3BOAMUTCA HUKAKUX AOMNOJIHUTENbHbIX NMPOBEPOK, cO0bLeHNA o0bpabaTbiBalOTCA COrNacHoO
nonto «/jelicmsue»;

Umsa u3 3a020108Ka From — nposepAeTcA MMA W3 3arojioBka From, ponyckaetcA MpoBepKa 4vepes
perynfapHoe BbipaxKeHue;

JlomeH u3 3a20108Ka From — npoBepsAeTcA AOMEH M3 3aronoBKa From, gonyckaeTca npoBepKa yepes
perynfapHoe BbipaxKeHue;

URI u3 3a20n108ka From — nposepsaeTtca URI n3 3aronoska From, gonyckaetca NnpoBepKa yepes peryaapHoe

Bblpa<eHue;
Ums u3 3020108Kka To — NPOBEPSAETCA MMA U3 3arosoBKa To, AOMYCKAaeTcA NMPOBepPKa Yepes peryaspHoe
BblparKEHUE;

JomeH u3 3020n108ka To — npoBepseTca AOMEH M3 3aro/ioBKka To, AOMYyCKaeTcA MpoBepKa 4yepes

perynapHoe BblparkeHue;
URI u3 3a2on0eka To — nposepsaetca URI n3 3aronoska To, gonycKkaeTca NpoBepKa vyepes perynapHoe
Bblpa*KeHue;

Uma u3 Request-URI — nposepaetca uma mn3 Request-URI, gonyckaeTcAa nposepKa yepes peryasapHoe
Bblpa*KeHue;

JHomeH u3 Request-URI — nposepsaeTca gomeH n3 Request-URI, gonyckaetca nposepKa yepes perynapHoe
Bblpa*KeHue;

Request-URI — nposepsaeTtca Request-URI, gonyckaetca nposBepKa Yepes peryaapHoe BbipaKeHue;

IP ucmoyHuka — nposepsaeTca |IP-agpec UCTOYHUKA, AOMNYCKaeTCA yKa3aHWe Kak oTtaenbHoro IP, Tak u
noaceTtu 8 Hotauum CIDR: 192.0.2.0/24;

User-Agent — npoepseTca User-Agent, 4onyckaeTca NpoBepKa Yepes perynapHoe BblipaykeHue.

BO3MOXHO U3MEHNTb nopAaoK ycnosmﬁ, Bbl6paB ycnosue KIMKOM Mo NoJIl0 U nepemMmecTtuTb ero Bbilue namn

HUXKe 3eNEHbIMMN CTpeNKamMm, KOTopble HaxoaATCA no4 CMMCKOM ycnosmﬁ.

CuHMaKcuc pe2ynapHoix evipaxceHuli 8aa cocmaeneHus ycnosuii

1. PerynapHoe Bblpa)keHWe onucbiBaeTcd KoMbuHaumen 6yKB naTMHCKOro andasuTa, umMbpamu u
cneunanbHbIMU CUMBOAMMU.

Mpumep: 12345@my\.domain — cTpoka, cogepkallan «12345@my.domain». CmBOA «.» (TOUKA) B AaHHOM
3anucuy ABAAETCA CneunanbHbiM U Bbla 3KPaHUPOBaH, NoapobHee B NyHKTe 11.

2. MNocnepoBaTeNbHOCTb CUMBO/IOB, 3aK/IOYEHHAA B KBagpaTHble CKOGKM, COOTBETCTBYET mo6omy n3
3aK/IIOYEHHbIX B CKOBKM CMMBOJ10B;

Mpumep: [01459] — cooTtBeTcTBYET OAHOM M3 UMdp 0,1, 4,5 nnn 9
3. B KBaZpaTHbIX CKOOKAaxX MOKeT BbITb YKa3aH AMana3oH CMMBOJIOB Yepes TUPE;
Mpumep: [4-9] — cooTBeETCTBYET OAHOMY M3 UMcen ot 4 1o 9;

Mpumep: [a-d4-97] — KombMHaUMA NpeablayLLMX BApMaHTOB 3anmcK. CooTBETCTBYET /itobol ByKkBe OT «a» 4o
«d», ogHOMY U3 ymcen ot 4 oo 9 namn vmcay 7.
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4, CvmBon «*» 0603Ha4YaeT Ha4yano CTPOKY;

lpumep: N7383 — cTpPOKa, KOTOPAA HauMHaeTca Ha 7383.

5. CnMBON «S» 0603HaYaeT KOHeL, CTPOKM;

Mpumep: 1008 — cTpoKa, KoTopas 3akaHuMBaeTca Ha 100.

Mpumep: "40000S — cTpOKa, KOTOPaA TOYHO cooTBeTcTBYeT «40000»
6. CvmBoOA «.» (TOUYKa) o3HavaeT Noboi CUMBOS;

Mpumep: A7383....... — CTPOKa, KOTOpasA HauMHaeTcA Ha 7383 u fanee comepXUT ceMb NtOBbIX CUMBOJIOB.
Mpn sTOM CTpOKa MoXKeT bbITb AnMHHee. YTobbl TOYHO OrpPaHUUUTL CTPOKY, B KOHLE cneayet Ao6asutb
cumBon «S»: A7383.......5;

Mpumep: A.....8 — CTPOKa, KOTOPASA COAEPHKUT POBHO NATL NO6bIX CUMBOIOB;

Mpumep: ..... — CTPOKa, KOTOpasA COAEPKUT Ntobble NATb CMMBOJIOB. Bo/lee ANMHHbIE CTPOKM TOXKe Nonaaatot
copa.
7. CumBoN «*» 03HayaeT NOBTOPEHME NpeablayLero CMMBoa HoMb U 6onee pas

Mpumep: 45*% — CTPOKM, KOTOPbIE coaepsKaT nocneaosatenbHocTb: 4, 45, 455 n 1.4.
8. C1MMBOA «+» O3Ha4YaeT NOBTOPEHME NpeablayLLEero CUMBOA 04MH U bonee pas
lpumep: 45+ — CTPOKK, KOTOPbIE COAEepPKAT NocnenoBaTenbHOCTb: 45,455 1 T. 4.;

ﬂpUMep: N2+ — CTPOKa, KOTOpaA Ha4YnHaeTCA Ha ABa U NPO4O01KAETCA OAHUM U 6onee KOAMYECTBOM NHOOBIX
CMMBOJIOB.

9. B dUrypHbIX CKOBKax MOXeT YKa3blBaTbCA TOUYHbIV AMana3oH NOBTOPEHUIA CUMBOIOB:
— {k, m} — noBTOpEHME NpeablayLiero cumeona ot k 4o m pas;
— {k,} — noBTopeHune cumeona k pas n 6onee;
— {,m} — noBTOpeHune cumBona He bonee m pas;
— {n} — noBTOpPEHME CMMBONA TOYHO n pa3. AHanoruyHo {n,n}.

Mpumep: 77{0,1}38329[0-5][0-9]{4}$ — niobasA cTPOKa, B Ha4ane KOTOPOW COAEPIKMTCA AU HE COAEPIKNTCA
cemMépKa, 3aTeM nocnegoBaTtesibHOCTb 38329, 3aTem ofHa Ntobas umudpa oT HyNa 40 NATU U CeJoM YeTbipe
nobble unopbl.

10. B Kpyrabix cKobKax MOXKHO rpynnupoBaTb BblparkeHuA. OBbIYHO MCMONb3YeTCA C CUMBOJIOM «|»
(BepTMKanbHan YepTa), KOTOPbIV 0O3HAYaEeT nornyeckoe UN;

Mpumep: ("9000$ | *10000S) — cTpoka cooTseTcTBYET YMcay 9000 nan 10000;
Mpumep: N7|8)[0-9]{10}$ — cTpoKa HaUMHaETCA C CEMEPKM NN BOCbMEPKM U 3aTem coaepKuT 10 undp;
Mpumep: N4[0-4] | 5[3-4]) — cTpoka HaunHaeTca Ha 40, 41, 42, 43, 44, 53 nnam 54.

11. Ona cpaBHeHMA cO cneuunasbHbIMM CUMMBONAAMMU, WUCMONAb3YEMbIMU B PEryaapHOM BblpaXKeHun,
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TpebyeTcA 3KpaHNPOBaTb UX CUMBOIOM «\» (0BpaTHbIN cA3aLw).
Mpumep: N\+7.* — cTpoKa, KOTopaa HauMHaeTCA Ha +7.
4.1.3.6 [Juana3zoH RTP nopmos

B paHHOM pasaene KoHpUrypmpyetcs ananasoH noptos UDP ana nepepaum ronocosbix RTP naketos. MoxkeT
6bITb 3aaaH0 oT 1 4o 32000 nopTos.

KoHndbuaypayusa SBC —> [juano3oH RTP nopmos

Mapamemposr UDP-nopmoe:

Owanazox RTP noproe

—  Ha4aneHelli nopm — Homep HayanbHoro UDP-nopra, e AT S B T T o T i
MCNoNb3yeMoro Aaa nepefadyum pasrosopHoro Tpaduka (RTP)
M AaHHbIX Mo npoTokony T.38;

—  Juana3zoH nopmoe — auanasoH (konnuyectso) UDP-nopTos,

MCNoNb3yeMblx 414 nepegayn pasroBopHoro Tpaduka (RTP) un

OaHHbIX No npoTtokony T.38.

HauaneHelid nopt & | |20000

Onanaack noproe € | 10000

Bo usbexxaHue KOHPANKTOB, NOPTbI, UCNONb3yemMble ana nepegaumn RTP n T.38, He A0NXKHDI
nepecekaTbCcA C NOPTaMU, UCMOb3yeMbiMU NOA CMrHanusaumio SIP (no ymonuyaHuio nopt
5060).

4.1.3.7 Cmamucmuka SIP

B aTOM pasgene HacTpanBaeTca oTobpaXKeHMe M COCTaB rpynn CTaTUCTUK. JIlobas rpynna MmosKeT bbiTb
CKpbITa M3 MeHIo « MoHuUmopuHe - Cmamucmuka SIP». B rpynnax ¢ 8 no 11 BKAOYMTENbHO MOTYT 6bITb HACTPOEHbI
yuYnTbIBaeMble B HUX Koabl oTBeToB SIP 1 oTobpaxkaemoe HanmeHOBaHWe CYETYMKOB.

Kordpueypayua SBC —> Cmamucmuka SIP

CratucTeka SIP

Ne Mma CEpbITh
Total calls duration

Incoming call-legs

Outcoming call-legs

IMessage received

Message send

Redirected calls 3xx

Answered calls with successfull final

Answered calls with error final, usually only by timeout
404, 410, 484, 485, 604 wrong number

486, 600 busy

408, 480, 487 no answer

403, 603 prohibitions

4xx except aforecited codes

B

Gxx except aforecited codes

JE RS B S .
el e oo oo slw as o

15 |Unanswered other calls

Pepaktuporate | | [No ymonyanuw

[Na HaCTPOWMKM rpynnbl HAAO BblAENUTb €€ B TabMLe M HaXKaTb KHONKY «Pedakmuposame». Ans cbpoca
napameTpoB rpynnbl K CTaHA3aPTHOMY COCTOSHMIO HaAo BbIAENNTb €r0 U HaKaTb KHOMKY «[10 yMOAYAHUIO».

Mpu pefakTUpPOBaHUM OTKPOETCA Caeaytoliee OKHO B 3aBUCMMOCTM OT TUNA FPynnbl: C peAaKTMPOBaHMUEM
TOZIbKO BUOAMMOCTU U C NONTHbIM peaaKTUpoOBaHUEM.
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CTatucTHka SIP

Mpynna cTaTHCTHEW &
Mms| 404, 410, 4584, 485, 604 wrong number
CHPEITE

CNMCOK KOOOE OTEETOR

4p4,410,484, 485,504

Coxpahuts | | OTMEHUTE

Cratuctura SIP

Ipynna CTAaTHCTHKW 0
WmA|| Total calls duration

Crpeite

Coxpanute | | OTMEHUTB

[N HAacTPOMKM AOCTYNHbI:

—  Vima — oTobpaxkaemoe nma rpynnbl CTaTUCTUK;

—  CKpbimb — Npu yCcTaHOBAEHHOM daare rpynna He byaeT oTobpaaTbca B NPOCMOTPE CTaTUCTUK;

—  Cnucok kodos omeemos — ctofa 3aHocATcA SIP koAbl 0OTBETOB A/1A Y4€Ta B BbIOPAHHOM rpynne CTaTUCTUK.
JonycKatoTca Koapl B umMcnosom Buae ot 400 go 699, pasgenéHHble npobesiom, 3anATOW, 3HAKOM

Tabynauum nnm NnepeHocom CTPoK.

4.1.3.8 CDR-3anucu

B oaHHOM pasgene nponssoanTCA HaCTpOVIKa napamMmeTpoB 419 COXpPaHEeHUA OETA/IM3NPOBAHHDIX 3anucel o

Bbl30Bax.

CDR — AEeTaMN31MPOBaHHbIE 3aNNCK O BbI30BaX, MO3BOJIAOT COXPaHUTb UCTOPUIO O COBEPLLUEHHbIX Yepe3 W3

SBC BbI30OBax.

CDR-3anucu

SxmiounTs coxpasesne COR-2anwcen

CDR-

HacTpoitk cosnanun COR-paitnos

P co223H07 | | ¢ saaskHeiv nepuogom ¥

Onn | |O
Yacsl v 1
MuryTs! [ o
DoBasnte zamn;aai:

CTnmieTensHE? NPHIKEK

v

v

v

P

CoxpasaTs #3 NOKENEHOM Aucke

MyTs & nokansHouy Ancey | | no patr

v

Vcnons2csanie JnpekTopui | | apexTopau no satam ¥

Bpems xoa=enna sankex: Jxn | | 0
Yacal | | D

Munyst | | O

v

v

v

Hacrpoitkn FTP cepeepa

CoxpasaTs =3 FTP
FTP cepeep ‘
FTP nopt . 21
MyTe k Dainy

Norwns ans FTP

Mapone anz FTP | |eees

CoxpasaTs =3 FTP [
Tonkko E CAYLSS HEYA3UM =3 ocHoSHoM FTP
FTP cepsep .
FTP nopt [ 21
MyTe x dainy [

Norws ans FTP

Mapone anz FTP | feees

Npo4ue HaCTPOHKK

COXD3HATE HEYCTISLHEIS 308

CoxpasaTs nycTeie Dains

MpumernTs

Ormesnts
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Mapamempeoi coxpaHeHua CDR-3anuceli

—  Brmovyums coxpaHeHue CDR 3anuceli — npwn yctaHoBieHHOM dnare wito3 6yaet popmuposatb CDR-
3anucum;

Hacmpoliku co30aHusa CDR-dgaiinos

Pexcum co30aHUA — BbIOOP pexuma cosaaHua pannos CDR:

e 3a0aHHbIM nepuodom — CDR-daiin co3gaerca no UCTEYEHMM YKA3aHHOro Nepuoaa ¢ MOMEHTA

3arpy3Ku yCTPOMCTBaA.

e 00uH pasz e cymku — CDR-dainn cozpaeTtcs oAnH pas B CYTKU B YKa3aHHOE Bpems;

e 00uH pasz e Yyac — CDR-¢alin co3gaeT oAnH pas B Yac B YKa3aHHOE Bpems;
Mepuood coxpaHeHusA: [Hu, Yacel, MuHymer — nepuog, dopmuposaHuma CDR-3anuceir, B Te4yeHUe gaHHOro
nepuoga CDR-3anncy xpaHATCA B onepaTMBHOM NAaMATU, NOC/Ie — COXPAHATCA Ha JIOKaNbHbIA UCTOYHUK
XpaHeHus;
Jobasume 302071080K — NpuU ycTaHOBAEHHOM ¢nare B Hayano CDR-¢aina 3anucbiBaeTcs 3aro/ioBOK
Buga: SBC-1000. CDR. File started at 'YYYYMMDDhhmmss', rae 'YYYYMMDDhhmmss' — Bpems Havana
coxpaHeHwus 3anucei B pain;
Omau4yumenoeHobll  NPUSHOK —  33agaeT  OT/NIMYUTE/IbHbIA  NPUM3HAK, MO  KOTOPOMY  MOMHO
NMAEHTUOULMPOBATb YCTPOMCTBO, CO34aBLLUEE 3aMUCh.

Hacmpoiiku n10KanbHO20 XpaHeHus

CoxpaHAamMb HA A0KAALHOM OUCKe — NPU yCTaHoBAeHHOM diare CDR-3anncy coxpaHAOTCA HA IOKAaIbHOM
HaKonuTene;

Mymeb K 10KaA6HOMY OUCKY — NYTb K JIOKa/IbHOMY HaKonuTesto. Mpu yKasaHUM NyTU K JIOKaZIbHOMY AUCKY
B MEHI0 0TO6Pas3nTCA CNMCOK NanoK v ¢aiioB Ha JaHHOM AMCKe. 1A 3arpy3KM AaHHbIX Ha KOMMbOTEp
HeobXxoAMMO YCTaHOBUTb ¢ar HanpoTUB TpebyeMbIX 3anmceit U HaxKaTb «3a2py3ume». Mpu 3TOM Nanka ¢
3anucAmM byset NomelleHa B apxvB, KOTOPbIK BO M3bexkaHWe nepenosiHeHWs OUcKa pekomeHayeTcs
nocae 3arpy3ku yganutb. QNS yaaneHusa ykKe HeaKTyaslbHbIX AaHHbIX HEOBXOAMMO YCTaHOBUTb dnar
HanNpPoTUB TPebyeMbIX 3anncen U HaxKaTb «Yoaaume».

HECTPOAKM NOKANEHOTe XPaHEHHA
CoMpasATE H3 NOKANEHOM DRCEE Mankn 1 ainkl HA NOKANEHON QWCKE

MyTe & nokanesowy gecey || no path ¥ 20111205

20111208

yy.tar.gz

Meryma |0 ¥ | JarpyaiTte || YoamTe

UcnonszosaHue dupekmopuli — BbIOOP ANPEKTOPUIA ANs XpPaHEHUA AaHHbIX CDR:
e Jdupexkmopuu no damam — CDR-3anMcK COXPaHAIOTCA B OTAE/bHbIX ANPEKTOPUAX, UMA AUPEKTOPUM
cooTBeTcTByeT pate co3gaHuma darna CDR, dopmat umeHu «cdrYYYYMMDD», Hanpumep,

cdr20150818;
e FOuHasa dupekmopusa — sce CDR-3anncK coxpaHAoTea B eAMHbIN KaTanor «cdr_all» Ha BbibpaHHOM
HakonuTene;
Bpemsa xpaHeHus OaHHbIx: [Hu, Yacel, MuHymsl — nepuopn xpaHeHuss CDR-3anuceit Ha noKanbHOM

Hakonutene ANCKe;

V B onepatuBHOI1 NnamATH yCTpoiicTBa BbigeneHo 30MB ana xpaHeHua CDR-3anuceid.

76
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’ Ecnn o6bem nonydeHHbix CDR-3anuceit npesbicut nopor 30MB A0 uUcTeyeHUs Nepuosa XpaHeHus,
= BCe AajbHellune 6UNNMHrOBble AaHHble, MOCTynawLliMe B 3TOM NPOMEXYTKe BpemeHu, byayr
yTepsHbl.

Hacmpoliku FTP-cepsepa

—  CoxpaHamb Ha FTP — npu yctaHossieHHOM ¢nare CDR-3anucu byayTt nepenasaTtbesa Ha FTP-cepsep;

— FTP cepsep — |IP-agpec FTP-cepBepa;

—  FTP nopm — TCP-nopTt FTP-cepBepa;

— [IMyms K ¢paliny — yKasbiBaeT NyTb K Nanke Ha FTP-cepsepe, B KoTopyto byayT coxpaHAaTbes CDR-3anucy;
— JloauH 0n5 FTP — vmaA nonb3osatens ana gocryna kK FTP-cepsepy;

— [apone 0as FTP — naponb Nosb3oBatena aas gocryna Kk FTP-cepeepy.

Hacmpoliku pe3epseHozo FTP cepsepa

— CoxpaHame Ha FTP — npwu yctaHoBneHHom ¢nare CDR-3anucu 6yayT nepesaBatbca Ha pesepBHbli FTP-
cepsep;

— TonbKo 8 cay4yae HeyOayu HA OCHOBHOM FTP — ecnu onuuA 3afaHa, To coxpaHeHue CDR Ha pe3epBHbIi
FTP cepBep 6yaet npom3BogMTbCA TONbKO NPU Heyaaye 3anucu Ha ocHoBHoW FTP cepBep. B npoTMBHOM
cnyyae CDR 6yayT 3an1cbiBaTbCA OAHOBPEMEHHO HA OCHOBHOM M pe3epBHbIN cepBepbl.

— FTP cepsep — |P-agpec pesepsBHoro FTP-cepBepa;

—  FTP nopm — TCP-nopt pe3sepsHoro FTP-cepBepa;

— [lymeo K ¢paliny — yKa3bIBaeT NyTb K Nanke Ha pesepBHom FTP-cepsepe, B KOTopyto ByAyT COXpaHATLCA
CDR-3anucwy;

— JloeuH 0na FTP — nms nonb3oBaTtens gnsa A4ocTyna K pesepsHomy FTP-cepBepy;

— [aponb 0ns FTP — naponb Nonb3oBaTena Aaa foctyna K pesepsHomy FTP-cepsepy.

lMpoyue Hacmpoliku

—  CoxpaHAamb HeycrneuwiHble 8bi308bI — NPW YCTaHOBNEeHHOM dnare 3anucbiBaTb B CDR-¢palinbl HeycnewHble
BbI30Bbl (HE OKOHUYMBLUMECS PA3rOBOPOM);

—  CoxpaHAambs nycmeie ¢alinbl — NpU yCTaHOBNEHHOM dJiare COXpaHAaTb He cogeprkawme 3anuceli CDR-
dainbl.

4.1.3.8.1 ®dopmar CDR-3anucu

— 3arosioBokK, obwmii ana scero CDR-daiina (napameTp NpPUCYTCTBYET, €CM YCTaHOB/IEHA COOTBETCTBYHOLWAA
HaCTpoOWKa);
— OTAMYMTENbHBIN NPU3HaK (MapameTp NPUCYTCTBYET, €C/IM YCTaHOB/IEHA COOTBETCTBYIOLLAA HACTPOMKa)
(SIGNATURE);
— Bpems ycTaHoBneHUs coeauHeHus B popmate YYYY-MM-DD hh:mm:ss (DATATIME);
— WHbOpMaLMA O Bbi3blBatoLLeM abBOHEHTe:
e HoMep Bbi3blBatolero aboHeHTa (KOD_A);
e HOMep TpaHKa BbI3blBatoWero aboHeHTa (He peanmsoBaHo B TeKywen sepcun) (N_TR_GR_A);
e KaTeropwus Bbi3blBatolLLero aboHeHTa (He peannsoBaHo B Tekylen sepcun) (CATEG_A);
e |P-agpec wnto3a BbI3biBatowero aboHeHTa (SRC_IP);
e cnucok IP-agpecoB u3 3aronoskosB Record-Route npu ycTaHoBAEHMM coeguHEHUs B
Hanpas/ieHMM OT Bbi3biBatollero aboHeHTa (SRC_R_ROUTE);
e cnucok IP-agpecos mn3 3aronoskoB Via Npu yCTaHOBNEHUU COEAMHEHUA B HanpaBAeHWUWU OT
Bbi3blBatoLLero aboHeHTa (SRC_VIA);
e |P-apgpec u3 3aronosKka Contact Bbi3biBatoulero aboHeHTa (SRC_CONTACT);
— WHbOpMaLMsA O Bbi3biBaeMOM abOHeEHTe:
e HoMmep Bbi3biBaemoro aboHeHTa (KOD_B);
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e HOMep TpaHKa BbI3biBaeMoro aboHeHTa (He peanm3oBaHo B Tekyuieln Bepcun) (N_TR_GR_B);
e |P-agpec wnio3a Bbi3biBaeMmoro aboHeHTa (DST_IP);
e |P-agpec u3 3aronoska Contact Bbi3biBaemoro aboHeHTa (DST_CONTACT);

— A/NTENIbHOCTb BbI30Ba, ceK (T_ECD);

— MpUYUHa pasbeauHeHus cornacHo ITU-T Q.850 (CAUSE);

— MHAMKaTOpP YCnewHOoro Bbi30Ba (C 0TBETOM Bbi3biBaemoro aboHeHTa) (COMPLETEIND);

— CTOpPOHa-uHUUMaTop pasveanHeHus (PLACE);

— BHYTPEHHAA NPMYMHA pasbeanHeHus (B Tekywen Bepcum cosnagaet ¢ CAUSE) (TREATMENT);

— naeHTuduKaTop sbizosa (CONN_ID);

— Homep aboHeHTa Npu Nepeaapecaumm (He peanm3oBaHo B Tekyllei Bepcun) (REDIRECTED).

4.1.3.8.2 Mpumep CDR-daiina

Mpumep CDR-paina, coaep:kallero Age 3anucu (BK/IOYEHO COXPAHEHWE 3aro/IoBKa M OT/IMYUTE/IbHOTO
Npu3HaKa):

<SBC>. CDR. File started at '20120726112449'

SIGNATURE; DATATIME; KOD_A;KOD B;N TR GR A;N TR GR B;T ECD;CAUSE; COMPLETEIND; CATEG
_A; PLACE; TREATMENT; CONN_ID;REDIRECTED; SRC IP;DST IP;SRC R ROUTE;SRC VIA;SRC CONTACT;D
ST CONTACT;

label;2012-07-26
11:24:39;6502;6501;;;0;16;0;;A;16;zBRyfChAr9mfhIPRI.3xjnd4w2X.ui8ap;;192.168.23.170;19
2.168.23.212;;;192.168.23.170;192.168.23.170;
label;2012-07-26 11:24:40;6502;6501;;;0;16;0;;A;16;1343-276680-166831-sip3-
sip3@ecss3;;192.168.23.212;192.168.23.170;;;192.168.23.170;192.168.23.170;

4.1.4  KoHdpu2ypayusa uimepgpeiicos. Cemesas nodcucmema
B maHHOM pasgene 3a4at0Tcs CceTeBble HAaCTPOMKM YCTPOMCTBa, Tabamua MapwpyTusaunm IP-nakeTos.

DHCP — npoTtoKon, npeaHa3HaYeHHbIN 418 aBTOMaTUYeCcKoro noaydyeHua IP-agpeca n gpyrux napameTpos,
HeobxoanmbIx Ans pabotbl B ceTv TCP/IP. Mo3BoAsET W03y aBTOMATUYECKM NOIYyYUTb BCE HEOBXOAMMbIE CETEBbIE
HacTpoikn oT DHCP-cepBepa.

DNS — npoToKoA, npeaHasHauYeHHbIN 418 NoayYeHus MHGOPMALLMK 0 oMeHax. M03BoAET W3y NOYYNUTb
IP-agpec B3aMMOAEWNCTBYIOLLErO YCTPOMCTBA MO €ro CeTeBOMy MMeHM (XocTy). 9To mMoKeT bblTb Heobxogmmo,
Hanpumep, NPV yKasaHUKM XOCTOB B NJaHe MapLpyTM3aLlmm, 1Mbo Mcnonb3oBaHMM B KadecTse agpeca SIP-cepsepa
€ro CeTeBoro MMeHMU.

TELNET — npoToko/s, npefHasHayeHHbIM ANA OopraHM3auuu ynpas/ieHua no cetw. [o3BonAeT yaaneHHo
NOAKNOUMMUTLCA K L3y C KOMMbIOTEPA AN HAaCTPOMKKU U ynpasnenua. MNpu ncnonb3oBaHmMm npotokona TELNET
OaHHble NepeaatoTca Mo ceTy HelndpoBaHHbIMM.

SSH — npoToKon, npeaHa3Ha4YeHHbIN A1A OpraHM3aumm ynpasaeHus no cetu. Mpu ncnonb3oBaHMM AAHHOTO
npoToKona, B otanuune oT TELNET, BcaA nHdopmauusa, BKAOYAA Naposv, NnepeaaeTcs no cetn B 3alMppoBaHHOM
Buae.

VPN — TexHos0rus, no3sonsaoowan obecneynts 04HO UM HECKONbKO CETEBbLIX COeAUHEHMUI (NOrMYecKyto
ceTb) NnoBepx Apyroi cetu (Hanpumep, MHTepHeT).

PPTP — TyHHeNbHbIN NPOTOKOA TMMNA TOYKA-TOYKa, MO3BOJIAIOLLMIN KOMMNbIOTEPY YCTAHABNBATb 3alULLEHHOE
coefuHeHMe C CeEPBEPOM 3a CHET CO34aHMA CNELMANbHOrO TYHHENA B CTaHAAPTHOM, He3awmwEHHoM ceTn. OgHa 13
pasHoBuaHocten VPN,
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4.1.4.1 Tabauya mapwpymusayuu

B AaHHOM NoAMEHIO NONb30BaTEIb MOXKET HACTPOUTL CTAaTUYECKME MapLLIPyYTbl. Bcero MoXKHO HacTpoutb A0
255 mapuwpyTos.

CmamuuecKkaa mapuwpymu3ayus Nno3BO/IAeT MapLIPyTM3MPOBaTb NaKeTbl K YKaszaHHbIM IP-cetam, nnbo IP-
agpecam yepes 3agaHHble Wnto3bl. NakeTbl, nepegasaemble Ha IP-agpeca, He npuHagnexawme |P-cetn wawo3a m
He nonagatoLime Nog CTaTUdeCcKMe NpaBmIa MapLpyTUsaumm, byayT oTnpaB/ieHbl Ha W03 N0 YMOAYAHMIO.

Tabnvua MapwpytTMsaumm AennTca Ha 2 4acTu, 3TO CKOHUIypMpOBaHHbie MapLipyTbl, KOTOpble
OTObpaXKatoTcs B BEPXHEM YacTn Tabaunubl, 1 MapLIpyTbl, CO34aHHble aBTOMaTUYECKN.

MapLupyTbl, CO34aHHblE aBTOMATUYECKW, HEBO3MOXHO W3MEHWTb, OHW CO3alOTCA aBTOMATMYECKU Npw
noaHATUKM cetesbix 1 VPN/PPTP nHtepdeiicos, 1 HeobXxoaMMbl 417 HOPManbHOW PaboTbl 3TUX MHTepdENnCcos.

B Tabmue nokasaHbl UCNOJIb3yemMble Ha MOMEHT 3anpoca MapLpyTbl («AKmuseH» B NoJie CTaTyc), a TaKKe
Heucrnonblyemble («HeakmueeH» B Mofie CTaTyc), €CM MapLipyTbl OblaM 334aHbl BPYYHYIO OMEpPaToOpPOM.
Co3fiaHHblE BPYYHYIO MapLpyTbl, B OT/IMYME OT CO3JAHHbIX aBTOMATUYECKWU, He YAANATCA CUCTEMON npu
OTKNIOYEHWUM  COOTBETCTBYlOWEro uWHTepdeiica M OyayT 3aHOBO MPUMEHEHbl TMNpPU  BOCCTAHOBEHWUMU
paboTocnocobHOCTU MHTepdeica.

Cemesas nodcucmema —> Tabauya mapwpymusayuu

Tabnuua mapuipyTu3anuu

Ne  BxnwoyeH Craryc Hanpaenenue Macka Winto2 WHTepdeic . MeTtpuka
0 | f[a | Axmwmeew | 12310 | 255255255255 | 192.168.1.123 | x [ 99
1 | fga | [ 1.2.3.11 | 255255255255 | 192.16369.123 | if_B09_dhcp (eth0.809) | 2
2 [a 16.3.4 255.255.255.0 . 5 0
3 fa 1020320 | 2552552550 | : ' 0
4 na 1020331 | 255255285255 | . ' - 2
5 fa 1020241 | 255255285255 | * ’ = 0
6 fa 10.20.35.1 | 2562552585255 | . ' 0
7 fa 10.2031.0 2552552550 - - 0
i Mapinpyrbl. CO3QaHHble aBTOMaTHYeCKH A
Na AxTuseH |  192.168.20.1 255255255 255 B ' pop12 0
g fa Axtueen |  99.99.990 | 2852552550 | . ’ eth0.999 0
[0 na AcTweeH | 192.168.69.0 | 2552552550 | . ' eth0.600 0
11 fa AxTvBeH 192.163.118.0 2552552550 - eth0.118 0
12 Na AxTugeH 19216820 | 2552552550 | . | &thD 0
13 fa AKTHBEH 19216810 | 2552552550 | . ' ethd 0
14 [Oa AxTHEEH 192.168.0.0 2552552550 * &thd 0
15| fa AxtuseH | 172100 | 25528500 | . ' ethd 0
16 na AxTveeH | default ' 0.0.0.0 [ 1921681123 | sthd 0
HNobasuts Pepaxktupoeats Yaanuts

[na co3faHuA, pefakTUPOBaHUA U yaAaNeHUa maplupyTa MCnosib3yetca meHio «O06vekmol» - «Jobasumeb
06vekm», «06vbeKkmsl» - «Pedakmuposams 06vbekm» n « ObveKmol» - «Y0anums 06bekm», a TakyKe KHOMKU:
—  «/Jobasumeb;
— «Pedakmuposameb»;
—  «Yoanumeo».

lNoepaHuyHble KOHMponepol cecculi SBC 79



Cemesas nodcucmema —> Tabauya mapwpymusayuu —> «Job6agumo»

Tadnuua MapuwpyTusauum

MapuwpyT #8
BKMOYMTL
HanpasneHnue

Macka | |255.25

o
]
o
o
]
o
3]

Lnio3

p-agpec unn *
Vutepdeitc | @ | vpn (ppp12 192.168.20.10) v
MapwpyT ana VPN He eoibpan v

Metpuka | |0

Mpumeruts OTmeHnTs

Ona fobasneHun HOBOrO MapLupyTa
HeobXxoAMMO 3a4aTh CeaylolLMe napameTpbl:

—  Brawoyume — npu ycTaHoOBAEHHOM dnare mappyT
OOCTyMNeH AN UCMONb30BaHUS;

— HanpaeneHue — |P-ceTb, IP-agpec nnm 3HavyeHmne
default (ana 3agaHKA WAKO3a «NO YMONYAHUION);

— Macka — 3agaeT MacKky ceTu a1 3agaHHoun IP-cetu
(ans IP-agpeca ncnonbsyiTe macky 255.255.255.255);
— W3 — 3apaet IP-agpec wao3a gaa mapLlipyTa;
—  WHmepghelic — BbIOOP ceTeBOro WHTepdeinca
nepegauu (ecnu pnar He yctaHoBAEeH, To byaeT BbibpaH
Hanbonee nogxogAwmn HTepdeic ncxoaa us agpeca
Lwnto3a);

—  Mapuwpym 0asa VPN — nHTepdeiic nepesayn, CBA3aHHbIM ¢ y4€THOM 3anucbto VPN-kaneHTa. MaplupyT m
aapec byayT aBTOMaTMYECKM YCTaHOB/IEHbI Yepes CBA3AHHbIM C KIMEHTOM ceTeBOM UHTepdelic, koraa VPN-

KAMEHT NPOU3BEAET NOLKNIOUYEHNE;
— MeTpurKa — MeTpuKa mapLipyTa.

KHonKkun ((ﬂpUMEHUITIb» n «OmmeHUmMb», gNA COXpaHeHUA U c6p0ca napameTpoB COOTBETCTBEHHO.

4.1.4.2 Cemessle napamempeol

B faHHOM MOAMEHIO MONb30BaTENb MOXKET YKa3aTb MmMmA YCTpOVICTBa, U3MEHUTb aapecC CeTeBOro LWJ/k3a,

agpec DNS-cepsepa v noptbl goctyna no SSH u Telnet.

- Wmsa xocma — ceteBoe UmA YCTDOVICTBB;

—  MWUcnonezosames w03 uHmepgelica — BblI6OP
ceTeBOro WHTepdelica, W3 Kotoporo byger

CYMTATbCA OCHOBHbBIM Ha YCTPOMCTBAX;
—  DNS ocHoeHoli — ocHoBHoWM DNS-cepBep;
— DNS peszepeHblili — pe3sepBHbiii DNS-cepsep;

— [IMopm docmyna o ssh — TCP-nopT gns Aoctyna K
YCTPOMCTBY No npoTokony SSH, no ymonyanuio 22;
— IMopm docmyna no Telnet — TCP-nopT ansa goctyna
K YCTpOMCTBY No npoTokony Telnet, no ymonyaHuto

23.

4.1.4.3 Cemesbie uHmepdgeiicoi

Cemeeas nodcucmema —> Cemeevoie napamempbl

CeTeBble napameTpbl

vms xocta (SBC1000
McnonbzoBaTs wnios untepdeiica | if_1.21 (eth0 192.168. v
DNS ocHosroit |192.168.1.123
DNS pesepssoit [192.168.0.123
MopT aocryna no ssh |22
MopT AaocTyna no teinet |23
CoxpaHuts OTMeHUTE

Ha ycTpoicTBe ecTb BO3MOXKHOCTb CKOHdUrypupoBatb 1 ocHoBHOW ceTeBoi MHTepdeic ethO n go 9-tu
OONONHUTENbHbLIX UHTepdecoB, 3TUMKU UHTepdelricammu MoryT 6biTb MHTepdeicbl VLAN u Alias oCHOBHOro

uHTepdelica eth0, nnbo Alias nHtepdeiica VLAN.

Alias — 3T0 f0NONHUTENbHbIV CETEBOM MHTePdENC, KOTOPbIN co3aaeTcs Ha 6ase CyLLeCTBYOLEr0 OCHOBHOMO
uHTepdelica eth0, b0 Ha 6ase cywecteytoulero VLAN-uHTepdeitca.
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Cemeeasa nodcucmema —> Cemeabie UHmepgelicbl

CeTegble UHTepdeichl

Wma nurepdenca Wma cetn IP anpec
eth0 SSW 192.168.118.90
eth0:1 alias1 192.168.116.90
eth0:2 alias2 192 168.117.90
ethD .20 localnet 192 168.16.199
YPMNipptp client (ppp3) 345uu
eth0.40 119

M e w s o F

192.168.119.90

Dobaents Penaktupoeats YaanuTe

WEB

WEB TELMET
WEB TELMET
WEB SNMP

WEB  TELMET

CepBuchl yNpaeneHns
SNMP

SH
SH  SNMP

0|

TELMNET SNMP

@)
@ m
I T

Mpoduns firewall
Firgwall Profile #3
He eeIGpaH
He eeifpan
He eeiBpan
He eeIGpan
He ereiGpan

[nAa co3ganua, pegakTMpPoBaHUA U yaaneHus nHtepdeincos ncnonbsyetca meHo «06vekmeol» - «[Jobasums

—  «Jdobasumb»;
—  «Pedakmuposamo»;
—  «Y0aaumoe».

06vbekm», «06vbekmsi» - «Pedakmuposams 06bekm» n « O6veKkmol» - «Y0anums 06bekm», a TakyKe KHOMKU:

Ons pobaBneHua ceteBoro WHTepdelica HeOOXOAMMO HaXKaTb KHOMKYy «Jobasume» W 3anofIHUTL

napameTpbi:

Cemesasa nodcucmema —> Cemeasie uHmepdgelicol —> «Jobasumb »
(okHO npu evibope muna «Tagged»)

OcHogHble Hacmpoliku:

Vma cemu — npou3BO/SbHOE HauMeHoBaHue (gnn
yaobcTBa onepaTopa), C KOTopbiM ByAyT accoUMMPOBaHbI
3aflaHHble ceTeBble HAaCTPOIMKY;

Mpodgpunes firewall — oTobparkeHne BbiIGpaHHOro npoduns
firewall gna gaHHoro uHTepdelica;

Tun — TUn uHTepdelica (gns nHTepdeiica ethO Bceraa
untagged).

— untagged — HeTerMpoBaHHbI MHTepdelic (6e3
VLAN);

— tagged — TermpoBaHHbIn MHTepdeic (c VLAN);

— VPN/pptp client — KnneHTcknit mHTepdeiic ans
nogkntodeHma VPN K ypanéHHomy cepsepy no
npotokony PPTP;

VLAN ID — waeHTuduMKaTop BUpPTyanbHou cetn (1-4095)
(TonbKo gnsa nHTepdeicos c TMNom tagged);
Ucnonszoeams DHCP — nonyuntsb IP-agpec AMHaMUYeCcKu
oT DHCP cepBepa (Tpebyetca Hannume DHCP cepsepa B
ceTn onepaTopa);

IP-a0pec — ceTeBOW agpec yCTPOMUCTBa;

Macka cemu — macKa cetTu ana yCcTpoicTBa;

LLnto3 — ceTeBoOM W03 MO YMONYAHUIO;

CeTeBble MHTEpdeHChI

CeTeBoW uHTEpdeic 11

Vims ceTn
Mpodpune firewall
Tun

VLAN ID

Yicnone3osate DHCP

He BuipaH

Tagged

IP agpec

Macka cetn

Broadcast

Lnioza

MonyyuTs LWNH03 aBTOMaTHYECKN

Monyynts DNS asToMaTHyecku
Monyuuts NTP asTomMaTuyecku

Class of service

YnpasneHue yepes Web

0

Cepeucel

YnpasneHue no Telnet

Ynpagnesue no SSH

Wcnons3osats SNMP

MpumennTs OTMmeHuTL

Moay4ums w103 aemomamuvecku — NnosyyeHune agpeca wtosa ot DHCP-cepsepa.

—  [onyyums DNS aesmomamuyecku — nony4ntb IP-agpec DNS-cepsepa gnuHammnyecku ot DHCP-cepsepa;
—  Tonydyums NTP aemomamuyecku — nonyuntb IP-agpec NTP-cepsepa anHamuueckn ot DHCP-cepBepa;
—  Class of service — ycTaHOBKa MeTKM NpuopuTeTa TpadmKa B COOTBETCTBMM co cTaHgapTom IEEE 802.1p.

Cepeucbl — MeHI0 yNpaB/eHUA paspeLleHHbIX CEPBUCOB AN AaHHOTo MHTepdeiica:

— YnpasneHue yepe3 Web — paspeluaeT 4OCTYN K KOHOUIypaTopy Yepes uHTepdeiic;

— YnpasneHue no Telnet — pa3peluaeT fOCTYN NO NPoTOKOAY telnet yepes nHTepdelic;

—  YnpasneHue no SSH —paspeluaeT gocTyn No npoTokoay SSH uepes nHtepdeliic;

—  MUcnonszosams SNMP — pa3speliaeT ncnonb3oBaHuAa npotokona SNMP yepes nHtepoelic.
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V Nocne nsmeHeHms IP-agpeca AU Macku cetn, IM60 NPU OTKIIOYEHUM ynpaBaeHua Yepes web-
KOHOUrypaTtop Ha ceTeBOM MHTepdeiice, BO u3bekaHue notepu A[0CTyna K YCTPOUCTBY
Heo6Xo4UMMO NOATBEPAUTb AaHHble HACTPOMKM, MOAKAUMBWIKCL K web-KoHurypaTtopy,

MHaue nNoO WCTeYeHUM p[ABYXMMHYTHOTO Talimepa npousongeT OTKaT K npeablaylien

KoHuUrypauumm.
Front-ports’ — HacTpoiika BHewHux front-noptos

[aHHasa HacTpoiKa AOCTynHa TOJIbKO A1A TermpoBaHHbIX MHTepdeincoB VLAN (B napametpe «Tum»
YCTQHOB/IEHO 3HaYeHue «Tagged»).

Front-ports

Default VLAN ID

Egress mode | | i3

MpUMEHnTE OTMEHNTE

— Default VLAN ID — npw noctynneHuun Ha nopt naketa 6e3 Tera VLAN ID aToT nakeT nomeyaetca terom VLAN
ID BbibpaHHOro ceteBoro MHTepdeica, ecnn naketr npuHAT ¢ Terom VLAN ID, TO NpuHATbIN Ter He
n3MeHAeTCs;

— Egress mode — npasuna pabotbl ¢ Terom VLAN npu oTnpaBKe nNakeTa c nopTa:

e tagget — otnpasnaTb nakeT ¢ VLAN ID BbIGpaHHOro ceteBoro nHTepdenca;
e untagget — oTnpasnatb naket 6e3 VLAN ID.

Cemeeasn nodcucmema —> Cemeevble uHmepgpelicol —> «[Jobasumeob »
(okHo npu evibope muna «VPN/ pptp client»)
Mpu BbI6ope B none «Tun uHmepgpelica» 3HadeHnsa VPN/ PPtP | coreame niroppeiic:
client cTaHyT ZOCTYNHbI CNeLManbHble HAaCTPONKK:

CeTegoi nxTepenc 11

Wmsa ceTu

— VIMA cemu — HauMeHOBaHue ceTu; oo rewat | He extpan
— lpodpuns firewall — oTobpaxkeHne BbibpaHHOro nNpoduns Tun | [VPNipptp client v
firewall gna gaHHoro uHTepdelica; BrnowTe

PPTPD IP

Tun — VPN/pptp client;
— BKawyumb — BKAtodeHue VPN/PPP untepdelica;
PPTPD IP — IP-appec PPTP cepsepa;

VMA none3osatena

Mapons

Onumu

— WUma nonvszosamena — uma nonbsosatens (login), nop, VirvopipogaTs W03 0 yMonuako
KOTOPbIM YCTPOMCTBO NPUCOEANHAETCA K CEeTH; s S—
— lMaponb — naponb gna VPN—-coegnHeHua. SEPRNCH
¥npasneHue yepes Web
‘Ynpasnexue no Telnet
Onyuu: :
Ynpagnexue no SSH
Wcnonbzo8ate SNMP
— WeHopuposams W03 N0 YMOAYAHUKO — WFHOPUPOBATb
HaACTPOWKY LWtO3a B pasaene «Cemeabie napamempsi»; MpAmerTs OmmennTs

— Bkao4yume wugpposaHue — eKNoYaeT WndposaHme.
Cepeucbl — MeHI0 yNpaB/ieHUA paspeLLeHHbIX CEPBUCOB AN AaHHOIo UHTepdeitca:

— YnpasneHue yepe3 Web — paspeluaeTt 4OCTyN K KOHOUIypaTopy Yepes uHTepdelic;
— YnpasneHue o Telnet — paspeluaeT gocTyn no npoTokoy telnet yepes nHTepdeic;
— YnpasneHue no SSH —pas3peluaeT A40OCTyn no NpoTokony SSH uepes nHtepoeliic;

! Tonbko ana SBC-2000
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— Ucnonezoeames SNMP — pa3peluaeT ucnosb3oBaHua npotokona SNMP uepes nntepoeiic.

4.1.5 Cemessble cepsucsi

4.1.5.1 NTP

B AaHHOM NOAMEHIO HAaCTpaMBaeTca Cay>Kb6a CUHXPOHU3ALMK BPEMEHMN.

NTP — npoToKos, npegHasHayeHHbIN A8 CMHXPOHU3AUMM BHYTPEHHUX 4acoB ycTpoicTea. lNossonser
CUMHXPOHMN3NPOBATb BPEMA U AATY, UCNOJIb3YEMYIO LUAKO30M, C UX 3TAIOHHbIMU 3HAYEHUAMM.

Cemessble cepesucol —> NTP

NTP

MapameTtpel NTP
WMcnoneaoeats MTP
Cepeep BpeMeHn (NTF) | 172 16.0.1
® PyuHoi pexum | GMT+6 v
Yacoeol noac ABToMaTMyeckuil pexum | Asia ¥ | | Aden v

B aToMaTMyecKom pexnme padoTaeT dyHKUNA NEePEXoaa Ha NETHEEIIMMHES BPEMA.

Mepuog cMHXPOHK3aunn NTR, MuH 9 |30

CoxpaHuTe CTmMeHNTE

Mepesanyctuts NTP-knneHTa

— Ucnonezosamsb NTP — BKntountb NTP-KnmeHTa;
- Cepsep spemeHu (NTP) — cepBep BpeMeHM, C KOTOPOro YCTPOMCTBO ByaeT CUHXPOHU3MPOBaTb AaTy U
Bpems;
— Yacosoli nosc — HaCTPOMKA 4acOBOrO NOSCA M OTK/IOHEHMA TEKYLLEro BPpeMeHM OoTHOCuTenbHo GMT
(Greenwich Mean Time):
—  PyyHol pexum — BbI6Op OTKNOHEHUA BpeMeHUN OTHOCUTENbHO GMT;
— Asmomamudyeckuli pexum — B [AHHOM peXume npeaocTaBieHa BO3MOMKHOCTb Bblbopa
MECTOHAXOXKAEHUA YCTPOMCTBA, OTKAOHEHMEe oT GMT ByaeT HacTPOEHO aBTOMATUYECKM, TAKKe B
AaHHOM permnme paboTaeT aBTOMATUYECKUI Nepexos Ha IeTHEE U 3UMHEee Bpems;
- Mepuod cuHxpoHuzayuu NTP, MUH — Nepuos OTNPABKM 3aMPOCOB Ha CUHXPOHM3ALMIO BPEMEHM.

OnAa coxpaHeHMA M OTMeHbl U3MEHEHWW MCNONL3YIOTCA KHOMKU «CoxpaHume» n «OmmeHumoe». [Ona
NPUHYAMTENBHOM CUHXPOHM3ALUN BPEMEHW OT cepBepa HEODOXOAMMO HaxaTb KHOMKY «[lepeszanycmumoe NTP-
KaueHma» (nponcxogut nepesanyck NTP—KknuneHTa).

4.1.5.2 SNMP

SNMP — npoToKon NpocToro ynpaBieHuA ceTblto. [103BONAET YCTPOMCTBY B peasibHOM BPEMEHU NepesaBaTb
coobuleHns o npousowennx asapuax KoHTponupytowemy SNMP-meHeakepy. Takxke SNMP-areHT ycTpoicTsa
noaaep’KMBaeT MOHUTOPUHT COCTOAHWUIN AATYMKOB LWt03a No 3anpocy oT SNMP-meHeakepa.

®YHKUMKN MoHUTOPUHIa o SNMP No3BoAAIOT 3aNpOCUTDL Y LWIAKO3a CleaytoLme napameTpbl:

—  WUMA WN33;

— TWUN YCTPOWCTBA;

— Bepcus NporpammHoro obecneyeHums;
— IP-appec;

— cTaTUcTMKa cybmopnyneii IP;
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— COCTOAHWME ZINHKCETOoB,

— COCTOAHME KaHanos IP (cTaTMCTMKa No TeKyLMm Bbi3oBam Yepes |P).

B cTaTUCTMKe TeKyLwmX BbI30BOB MO IP-KaHanam nepegatorca cnegytowme gaHHble:

— HOMep KaHana;

— COCTOAHME KaHana;

— WAeHTUPMKATOp BbIZOBA;

— MAC-agpec BbI3bIBalOLWETO abOHEHTa;
— IP-agpec BbI3bIiBaOLWETO abOHEHTa;

— HOMep BbI3blBatOLWEro abOHEHTa;

— MAC-agpec BbI3biIBaEMOro abOHEHTa;
— IP-agpec BbI3bIBAEMOro abOHEHTa;

— HOMep BbI3bIBAEMOro abOHEHTa;

— NPOAO/MKUTENBHOCTb 3aHATUA KaHana.

4,1.5.2.1 MapameTtpbl SNMP
Sys Name — cuctemHoe UMsA YCTPOMCTBa;

Sys Contact — KOHTaKTHas MHbopMmauus
npou3BoAUTENA YCTPOWCTBA;

Sys Location — mecTo pacnonoKeHus yCTpomncTBa;

roCommunity — Napo/ib Ha YTeHUe NapameTpoB
(obwenpuHaTbIi: public);

rwCommunity — naponb Ha 3anMcb NapameTpoB
(obwenpuHaTbIN: private).

4,1.5.2.2 MapameTtpbl SNMPv3

KoHurypauma SNMPv3:

B cucreme MCNONb3yeTCA TONIbKO OAMNH MO/Ib30BaATE/1b

SNMPv3.

Y

RW User name — nmaA nonb3oBaTens;

Cemeaesble cepsucel —> SNMP

Sys Mame
Sys Contact
Sys Location
ro Community

rw Community

Mapametpsl SHMP

public

private

MprmernTE Chpoc

Cemeevole cepsucsl —> SNMP (Mapamempsi SNMPv3)

RW user name

RW user password

Napamerps! SNMPv3

Yoanute Nobaeute

RW User password — naponb (Naposib A0MKEH coaepkaTb bonee 8 cumBooB).

[Nna npumeHeHuMs KoHUrypaumm nonbsosaTtens SNMPv3 ncnonb3yeTtca KHonka «Jobagumes» (HacTPOMKM
NPUMEHAOTCA CPasy nocse HaxkaTtua). na yaaneHms 3anmMcu HaxkaTb KHOMKY «Yo0aaume».

4.1.5.2.3 Hacrtpoiika Tpanos (SNMP trap)

NoppobHoe onucaHMe NapameTPoOB MOHUTOPUHra u coobuweHuit Trap npuseaeHo B MIB-
¢dainax, noctaBasembix Ha AUCKe BMeCTe C NporpammHbim obecnedyeHnem.

SNMP-areHT nocbinaet coobuieHne SNMPv2-trap Nnpu BOSHUKHOBEHMM CeayHOLNX COBbITUIA:

— owwnbKa KoHOUrypauuu;
— peructpaums aboHeHTa 3anpeLleHa;
— BbI30B 3aMpeLleH;

— OUHAaMKUYecKuin bpaHamaysep 3a610KMPOBaa HOBbIM agpec;

— BbICOKas 3arpy3kKa Npoueccopa;
— npobnema B paboTe BEHTUNATOPA;
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— WchpasfieHa oWwnbKa KoHoUrypaumm;

— FTP-cepBep HepoCTyNeH, onepaTMBHasa NamMmaATb aaa xpaHeHusa CDR-dalinos 3anonHeHa cabiwe 50% (15 —

30 MB);

— FTP-cepBep HeaoCTyneH, onepaTnueHaa NamaTb 414 xpaHeHuAa CDR-¢dannos 3anonHeHa meHee yem Ha 50%

(5 — 15 MB);

— FTP-cepBep HegocTyneH, onepatnBHasa namaTb Aaa xpaHeHus CDR-¢dainos 3anonHeHa go 5MB;
— CraTtyc 06HOBAEHMA NpOrpaMmmHoro obecnedyeHmns n 3arpysku/eoirpysku ¢paiina KoHburypaumumn.

Cemessle cepeucbl —> SNMP (Hacmpolika SNMP mpanos)

HacTtpo#ika SNMP Tpanog
Ne Tun Community IP agpec
] trapsink private 192.168.23.183

NobasuTh Penaktupoeats Ynanute

Mepeaanyctute SNMPd Cravare MIB-daitne

Mopr

162

—  [Tepe3anycmums SNMPd — no Ha*KaTuto Ha KHOMKy ocyuiecTeaseTca nepesanyck SNMP knueHTa;

Cemessle cepsucbl —> SNMP (Hacmpolika SNMP mpanos)

MoryT 6bITb co34aHbl A0 16 Tpanos. [na co3gaHUA, peaakTMPOBaHMA U
yAaNneHuA NapaMeTpoB TPANoB NCNONAb3YETCA KHOMKW:
—  «/dobasumb»;
— «Pedakmuposame»;
—  «Ydanumex.

—  Tun — ™mn SNMP coobuenua (TRAPv1, TRAPv2, INFORM);
—  Community — naponb, coaeprKalymiica B Tpanax;

—  IP adpec — IP-agpec npMemHMKa Tpanos;

—  lMopm — UDP-nopT NnpMemMHMKa Tpanos.

4.15.2.4 NonyyeHne MIB-daiinos

-> «fJobasume»

Tun

Community

IP appec

NopT

SHMP trap 1

trapsink El

0.0.00

162

I'IpMMEHMTb| | OTmeHuTE

Ons Tekywen Bepcum MO MOMKHO CKayaTb aKTyanbHble MIB-dalinbl npAMo c ycTpoicTea, A/as 3TOro

HeobXoAMMO HaxKaTb KHOMRY « Ckayame MIB-gpalinsi».
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4.1.5.3 VPN/PPTP cepsep

Mapamempoi VPN/PPTP cepeepa

Bkawo4yumbs  —  3anyckaTb  CAyXOy  npu
crapte/nepesarpyske;
Adpec cepsepa — |P-agpec, KoTopblt byger

coobuleH B KayecTBe afgpeca cepBepa BCEM
nogkatovatowmmea PPTP knneHTam;

HauanoeHesili adpec kaueHma, KoHeuHwbili adpec
KaueHma — rpaHuubl gunanasoHa |P-agpecos,
Ha3Ha4yaemblx PPTP knneHTam;

Cemesoli uHmepgelic — BbIbOP NHTEpPDEica ans
noakntoveHna K VPN/PPTP cepsepy;

DNS cepsep — appec DNS cepsepa, KOTOpbIi
b6yaeT coobLaTbCA KNMeHTam;

Konuyecmeo B803MOMCHbIX KAUEHMO8 — 4YUC/O
OZHOBPEMEHHbIX NOAK/OYEHUI KINEHTOB;
Braouume wugposaHue O0aHHbIX —
wudpoBaHne nepesaBaemMblX AaHHbIX (LOMKHO
TaK¥Ke O6bITb BKAKOYEHO Y KANEHTA);

YnpaeneHue yepe3 Web, YnpasneHue no Telnet,
YnpaeneHue no SSH — npu yCTaHOB/MEHHOM
¢dnare coOTBETCTBYIOWMI CEPBUC YMpaBAeHUA
[OCTYMNeH no 3aflaHHOMY agpecy nHtepdeiica;

Cemesble cepsucbl —> VPN/PPTP cepeep

VPN/pptp cepeep

NMapametpel VPNIPPTP cepeepa

Brnwunte | [«

Anpec cepeepa | | 192.165.18.105

HayankHeli agpec knnenTa | |192.168.20.1

KOHEYHEIA agpec kKNnewTa | [192.168.20.10

CeTesoil MHTepdeic | | He ewifpan

DNS cepeep | (0.0.0.0

KonWyecTeo BOIMOMHBIX KNMEHTOE | |5
BENIOUMTE WHEPOEIHNE DAHHEIX
Cepewchbl
¥NpaeneHue yepea Web
¥Ynpaenexune no Telnet
¥npaeneHne no S3H
Mcnoneaoceare SNMP

WMcnoneaoeats RADIUS

MpuMeHnTE OTMEHNTE

YnpaeneHwe cepeepom

PIIpptp CEPEEP OCTAHOBNEH

OBHOBUTE

Ucnonezoeame SNMP — paspeluaeT Mcnonb3oBaHMa npotokona SNMP yepes nHtepoelic;
Ucnionezosame RADIUS — paspeluaeT ucnonb3oBaHue npotokosa RADIUS yepes nHtepdelic.

Ona ynpasneHna PPTP cepsepom MCNONb3YOTCA KHOMKKU «3anycmume» n «OcmaHogume». Npu OCTaHOBKE
HOBble COEAMHEHMA KAMEHTOB He OyayT €034aBaTbCA, OAHAKO Y¥Ke CO3AaHHble ByayT npogonKate paboTaTthb.
O6HoBNeHME WHPOPMAUMM O cTaTyce cepBepa NPOMUCXOAMT MO HAXATUIO KHONKM «O6HO8UMbL» HanpoTUB

3arosioBkKa.
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4.1.5.4 L2TP cepsep

Cemessble cepsucel —> L2TP cepsep

Mapamempeoi L2TP cepsepa L2TP Server
Bkawoyums ~ —  3anyckaTb  CAyK6y  mpw Bm:_::mmb'mmmm
crapte/nepesarpyske; :
Adpec cepsepa — |P-agpec, KoTopblii 6yaer T
cooblleH B KayecTBe agpeca cepBepa Bcem Hauank KLl Bapec KnAEHTS
nogkntoyarowmmea L2TP kKnneHTam; KoneunIli appec KknieHTa
HauanoeHsili adpec knueHma, KoHeyHwbili adpec Cerenoii nTepdeiic | He ariGpan
KaueHma — rpaHuubl gmnanasoHa IP-agpecos, opt | 701
Ha3Ha4vaemblix PPTP kKaneHTam; o1 copoe
Cemesoli uHmepdgelic — Bbibop nHTepdelica gna
He Gonee ogHOrD TYHHENA HA XOCT

nogkntoyeHua K L2TP cepsepy; P ——————
Mopm — HOoMep nopTa 418 NOAKIOYEHUS; R

— DNS cepsep — appec DNS cepepa, KOTOpbIi F—
6yLeT coobLaThCA KNMEeHTaM; Vnpaeneie sepea e

— He 6onee 00HO20 mMyHHens HA xocm — ynpasnente o Telnet
orpaHuMYeHue Ko/M4ecTBa TyHHeNen A0 ofHOro Vnpaenerme no SSH
AnAa XoCTa, Venonsaoeat SNMP

—  MWUcnonezoseame length bit e 12tp nakemax — Menonbaosath RADIUS
MCNONb30BaHWe 61Ta A/IMHbI NPeACTaBAEHHOIO B — ——
HarpysKe L2TP nakeTos;

—  WUcnonezosame CKpbIimbll AVP — Craryc cepaepa
ncnosb3oBaHue ckpbiTbix AVP (noapobHee B RFC L2TF cepesp CTaHoeney.
2661); s

—  YnpasneHue yepe3z Web, YnpasneHue no Telnet,

YnpaeneHue no SSH — [oOCTYNMHOCTb COOTBETCTBYIOLLLEIO CEpBMCca ynpaBaeHMA No 3a4aHHOMY agpecy;
—  Ucnonezosame SNMP, ucnonszoeame RADIUS — dnar gns BKAOYEHUSA COOTBETCTBYIOLLErO KAWEHTA Mo

3agaHHOMY agpecy.

O6HoBneHMEe MHPOPMALMM O CTaTyce cepBepa NPOUCXOAMUT MO HaKaTuo KHOMKU «O6HOB8UMb» HanNpoTUB

3arosioBkKa.

4.1.5.5 VPN/PPTP/L2TP none3oeamenu

B Tabanue nokasbiBaetca cnucok VPN/PPTP/L2TP
K/MEHTOB, KOTOPbIM Pa3spelieHo MOAKMoYaTbCA K AaHHOMY

cepsepy.

3a KAMEHTOM MOMKET OblTb 3aKpensieH MOCTOAHHbIN |IP-
aApec M3 HAcTpoeHHoro AuanasoHa (Adpec KnaueHma). Ecnu
HacTpoeHo 3HayveHne 0.0.0.0, TO npu KaXgom HOBOM

NoAKNIOYEHUM KANeHTY byaeT BblaaBaTbcA cBO6OAHbIN IP-aapec M3 AnanasoHa.

Ana AO6anIeH 1A NONb30BaTENA HEO6XOAMMO 3aNO/IHUTbL caieayrouine NnonAa:
KOTOpPbIM NMO/Z1Ib30BaTE/lb 6yAET

- Uma nonv3zoeamena —
NOAKNOYATbCA K CepBepy;

uma, ¢

— lMaposnb — naposnb, C KOTOPbIM MOAb30BaTE b 6y,CI,ET NOAKNHYAaTbCA K

cepsepy,

— Adpec kaueHma — agpec, KOTopblii 6yaAeT BblAaH KAMEHTY BHYTpU

Cemeassble cepsucel —> L2TP cepsep

VPHNIPPTPIL2TP nonb2oBarenu

He Hma nonszoearennA IP-agpec
0 kolek 0.0.00
Yoanute

HobaeuTe Pepaktupoeate

VPHIPPTPIL2TP nonk3o8aren

VPNIPPTP/L2TP nonk3oBatens 1
mA neneaceatena | VPN client 1
Mapone

Agpecknuenta | 0.0.0.0

CoxpaHuTe OTMEHNTE

TOHHenA. Ecan Tp66y6TCﬂ BblAaBaTb aapec AMHaMUN4YeCKU, Haao OCTaBUTb NoJsie NycrtbiMm UaM C agpecom

0.0.0.0.
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4.1.6 Kommymamop*
MeHto «Kommymamop» npefHasHa4YeHo A1 HAaCTPOWKM MOPTOB KOMMYyTaTopa.
4.1.6.1.1 Hacrpoiku LACP
B naHHOM pasaene npousBoanTca HacTpolika rpynn LACP. MoxkHo 3aaatb Ao 5 rpynn aas SBC-1000.

Link Aggregation Control Protocol (LACP) — npoTokon ans o6beaAnHeHMA HECKONbKUX GU3NYECKUX KaHanoB
B OVH JIOTUYECKUIA.

Kommymamop —> Hacmpoiiku LACP

Nz HMuA rpynnel Enable Mode Primary Updelay Miimon Lacp rate
1] LACP trunk 0 + Active-hackup MNone 100 100 slow

MpKMEHNTE MoaTEEpAWTE Nobaeuts FPenaktupoeaTte YR anMTe COxpaHuTE

Ons pefakTMpOBaHMA, yhaneHua U NpPUMeHeHus uameHeHun rpynnbl LACP Mcnonb3yeTcs KHOMKM:
«Pedakmuposame», «Yoanume» wn «llpumeHums». Ana pobasneHna Hosoi rpynnbl LACP HaxXmuTe KHOMKY
«/Jobasumb» 1 3aN0JHUTE CnegytoLme nons:

Kommymamop —> Hacmpoiiku LACP —> «[Jobasumb»
—  Uma epynnsl — nma rpynnsl LACP; ———
— Enable — npu ycTaHoBAeHHOM ¢nare paspeleHo WCNo/ab30BaTb
npotokon LACP;

— Mode — pexum paboTbl npoTokosa LACP:
— active-backup — opunH wuHTepdelic paboTaeT B aKTUBHOM
peXume, ocTasibHble B oxugatowem. Ecam akTUBHbIA UHTepdeiic
BbIXOAUT U3 06CNYKUBaAHUSA, yNpaBaeHWE NepeaaeTca O4HOMY U3

New LACP
Wma roynnel | |LAGP trunk O
Enable
Mode | | active-bat kup

Primary | [none

oxugatowmx. He TpebyeT noaaepkv aHHoro GyHKUMoHana ot rjﬂ EE
KOMMYTaTopa; pv—r— s
— balance-xor — nepepaya NaKeTOB pacnpeaenserca MexKay S
obbeanHeHHbIMU UHTepdelicammn no ¢opmyne: ((MAC-agpec GE part 0
MCTOYHUKA) XOR (MAC-agpec nonydatens)) % umcno BE port 1
nHTepdelicos. OAMH M TOT e uHTepdeiic paboTaeT c if’;;
onpeaenéHHbiM nonydatenem. [aHHbI  pexum nossonset P
cbanaHcMpoBaTb Harpy3Ky M NOBbICUTb OTKA30yCTOMYMBOCT; 7P part 1

— 802.3ad — puHamuyeckoe obbeguHeHWe MopToB. B AaHHOM
peMMe  MOXHO  MNOAYYUTb  3HAYUTESIbHOE  YBesIMYeHue
MPOMYCKHOM CMOCOOHOCTM KaK BXOAALWEro, TaK M wucxogawero TpaduKa, MUCNoNb3ya Bce
ob6beguHeHHble nHTepdeincbl. TpebyeT noaaepKKM AaHHOrO GYHKUMOHANA OT KOMMYTATopa, a B
pAage cny4yaeB — AOMNONHUTENbHYIO HAaCTPOMKY KOMMYTATOPa;

—  Primary — HacTpoiika BeayLero nHTepdeica;

— Updelay — nepuog cmeHbl UHTepdelica Npu HeA0CTYMHOCTM BeAyLLero nHtepdeiica;
— Miimon — nepwnog, nposepku MIl, yacToTa B MUANCEKYHAAX;

— LACP rate — nHTepBan nepeaayum ynpasaatoWwmx naketos npotokona LACPDU:

— fast — nHTepBan nepegayn 1 cekyHaa;

— slow — vHTepBan nepenaun 30 cekyHa,.

— Combine interfaces in PortChannel — cnucok noptos, Ao6aBneHHbIX B rpynny LACP.

OTMeHHTE | | Mo ymomaduo | | CoXpsHTE

1 MeHto goctynHo TonbKo ansa SBC-1000
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4.1.6.2 Hacmpolika nopmoe Kommymamopa

KommyTaTtop morKeT paboTaTb B YeTbIpeX perKMMaXx:

1.

© oy,

be3 ucnonv3zosaHus Hacmpoek VLAN — pna Ncnonb30BaHMA pexuma Ha Bcex noptax ¢narn «Enable
VLAN» pomKHbl OblTb He YyCTaHOBAEHbl, 3HayeHue «lEEE Mode» Ha Bcex nopTax AO/XKHO ObITb
yCTaHoBANeHO B « Fallback», B3anmoaocTynHOCTb NOPTOB A4/1A Nepeaayn AaHHbIX HeobxoanMmo onpeaenntb
dnaramun «Output». Tabnanua mapwpytmsaumm «802.1g» B 3akNaake «802.1g» He AONXKHA COAEPKaTb
3anuce.

Port based VLAN — pnna ucnonb3oBaHMA permma 3HavyeHune «/EEE Mode» Ha Bcex NOpTax AOMKHO ObiTb
ycTaHoBneHo B «Fallback», B3anmoa0CTynmHOCTb MOPTOB 4J1A Nepesayn JaHHbIX HE0OX04MMO onpeaennTb
dnaramu «Output». Ans pabotbl c VLAN Heobxoammo ncnosib3oBaTb HacTpoliku «Enable VLAN», «Default
VLAN ID», «Egress» u «Override». Tabnvua mapwpytmsaumm «802.1g» B 3aknaake «802.1g» He AOMKHA
copepxKaTtb 3anucei.

802.1g — pnA UCNONb30BaHUA perKMMa 3HavyeHue «/EEE Mode» Ha Bcex MopTax AOMKHO ObiTb
yctaHoBneHo B «Check» nnbo «Secure». lna pabotbl ¢ VLAN ncnonb3ytoTca HacTpoiikn — «Enable VLAN »,
«Default VLAN ID», «Override». A Tak¥e NCNONb3YHOTCA NPaBMaa MapLIpyTM3aL MM, OnMcaHHble B Tabaunue
mapwpyTusaumnm «802.1g» 3aknagku «802.1g».

802.1q + Port based VLAN. Pexxum 802.1q MoXKeT MCnosib3oBaTbcA coBmecTHO ¢ Port based VLAN. B atom
cnyyae 3HayeHue «/EEE Mode» Ha Bcex nopTax AOMXKHO ObiTb YycTaHoBneHo B «Fallbacky,
B3aMMOAOCTYMHOCTb NOPTOB ANA Nepesaymn AaHHbIX Heobxoanmo onpeaennTb dnaramu «Output». Ona
pabotbl ¢ VLAN HeobxogmMmo Mcnonb3oBaTb HacTpoiiku «Enable VLAN», «Default VLAN ID», «Egress u
Override». A TaKxXe MCNONb3YHOTCA NpaBuIa MapLLpyTU3aLUKM, ONUCaHHbIe B Tabanue mapLipyTusaumm
«802.1g» 3aknagku «802.1g».

Kommymamop —> Hacmpoiiku nopmoe Kommymamopa

HacTpoikn NopTos KoMMyTaToRa

GE nopt 0 GE nopt1 GE nopt 2 CPU nopt SFP nopt O SFP nopt 1
lcnonszoBate V0LAN
Default WLAN ID 0 a 0 0 a 0
WD Override
Egress Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmaodified ¥
IEEE mode Fallback ¥ Fallback ¥ Fallback ¥ Fallback ¥ Fallback v Fallback ¥
#| GE nopT 1 #| GE nopT 0 #| GE nopT 0 #| GE nopT O #| GE nopT 0 GE nopt 0
GE nopt 2 GE nopr 2 #| GE nopT 1 #| GE nopt 1 #| GE nopt 1 GE nopt 1
Qutput #| CPU nopT #| CPU nopT +| CPU nopT #| GE nopT 2 GE nopt 2 GE nopT 2
#| SFP nopT 0 #| SFP nopT 0 SFP nopt 0 #| SFP nopT 0 #| CPU nopt #| CPU nopT
SFP nopT 1 SFP nopt 1 SFP nopt 1 #| SFP nopT 1 SFP nopt 1 SFP nopT O
L&CP trunk none r none v none T none v [O] LACP trunk 0 v
Port MAC ETE T S ERE S e e ST eI f e O AR Gd O EE CO AR 7O EE
(IO IO A8 F9:4B:81:.79:F5 W8 F9:4B:81.79:F5 M8:F9:4B:81.79:F5 M8:F9:4B:81:.79:F5 ASF24B:B1.79FS
PesepBbiHbIA nopT none v none v none v none v none r
BozepaT Ha
master-nopT
Pesstum pafoTnl ’ y y
nopTa auto r auto v auto v
MpUMeEHNTE MNogTeepouT Mo ymonyaHuw COoXpaHnTE

B 3aBOACKOM KOHGUrypaLuum nopTbl KOMMYTaTOpa HeA,0CTYMHbI MeXAay co60M.
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KommyTtatop yctpoiictea SBC-1000 nmeet 3 anekTpuyeckmx nopta Ethernet, 2 ontuyeckux n 1 nopt ana

B3aMMOAENCTBUA C MPOLLECCOPOM:

— GEnopm (0, 1, 2) — anekTpuyeckune Ethernet-nopTbl yCTPONCTBa;
— SFPnopm (0, 1) — onTuyeckme Ethernet-noptbl ycTpoiicTea;
— CPU nopm — BHYTPEHHWUI NOPT, NOAKAOYEHHbIN K LEeHTPa/IbHOMY NMPOLLECCOpY YCTPOMCTBA.

V Bce nopTbl ycTpoiAcTBa ABAAIOTCA camocToATeIbHbiMM, B SBC-1000 He ncnonb3ytotca combo noptbl.

Hacmpoiiku kommymamopa

—  MUcnonezosams VLAN — npwu yctaHoBAeHHOM dnare ncnosib3osatb HacTpoiikmn Default VLAN ID, Override u
Egress Ha AAHHOM MOPTY, MHAYE HE MCMOJ/Ib30BaTb;

— Default VLAN ID — npu nocTynaeHMu Ha NOPT HETEFMPOBAHHOMO NaKeTa CYUTAETCA, YTO OH UMEET AaHHbI I
VID, npu NocTynieHnm TerMpoBaHHOrO NaKeTa cYMTaeTcs, YTo nakeT umeeT VID, KOTOpbIN YKa3aH B ero Tere
VLAN;

— VID Override — npu yctaHoBAeHHOM ¢nare cyuTaeTcsa, 4YTo A060M nocTynmelIMit NnakeT mumeeT VID,
yKasaHHbIN B cTpoke default VLAN ID. CnpaBegAnBO Kak A1 HETErMpOoBaHHbIX, TakK U ANA TETMPOBAHHbIX
NakeToB;

— Egress:

— unmodified — nakeTbl NepeaatoTcA AaHHbIM MOPTOM 6€3 U3MEHEH U (T.€. B TOM e BUAE, B KAKOM
MOCTYNWAM Ha APYroi NoPT KOMMyTaTopa);

— untagged — naKeTbl NepeaaoTca faHHbIM NopTom Bcerga 6es tera VLAN;

— tagged — nakeTbl NepenaoTca AaHHbIM NOPTOM Bceraa ¢ Terom VLAN;

— double tag — nakeTbl nepeaaoTca AaHHbIM NOopToM ¢ ABYMA Teramu VLAN — ecam npuHATbIN
naket Obln TerMpoBaHHbIM M ¢ oAHUM Terom VLAN — ecan nNpUHATbIA NakeT Obln He
TEerMpoBaHHbIM;

— |EEE mode — ycTaHaBAMBaET pexXumbl 6e30nacHOCTU NpM 06paboTKe NPUHATBLIX TEFMPOBAHHbLIX GPernmoB:

— fallback — dppeinm npMHMUMaeTCs Ha BXogALWweM NOPTY HE3aBMCMMO OT Hanuuus ero 802.1g-Tera B
Tabanye mapwpyTtmnsaummn «802.1qg».

= Ecnun 802.1g-Ter He coaepKuTca B Tabanue mappytmsaumnm «802.1q», To ppernm nepesaéTcsa Ha UCXOAs LM
NnopT NPW YCIOBUM, YTO OH pa3peLléH B CEKLMM «output» B HAaCTPOIMKax BXOAALLErO NopTa.

= Ecan 802.1g-Ter cogeputca B Tabanue mapwpytnsaumm «802.1g», To ppeiim nepenaétcs Ha ncxoaawmin
NnopT NPU YCIOBUM, YTO UCXOAALLMIM NopT aBadeTcs yneHom VLAN B Tabnmue «802.1g» 1 paspelléH B CEKLUM
«output» B HACTPOIKax BXOAALLEro NoOpTa;

—  check — ¢peim NpMHMMAETCA Ha BXxoaAwwem nopTy ecam ero 802.1g-Ter coaepkutca B Tabauue
mapuwpyTtunsaumm «802.1g» (BXxoAaLmi NopT He 06a3aH 6bITb uneHom VLAN B Tabnnue «802.1g»).

= dpeirm nepenaéTca Ha UCXOAALLMM MOPT ecn ucxoaawmn nopT aensetca yneHom VLAN B Tabanue «802.1g»
M paspeLléH B CeKLMM «output» B HACTPOMKax BXOAALLErO NOPT;

—  secure — dpelrim NPMHMMAETCA HA BXoaAalem nopTty ecam ero 802.1g-Ter cogeputca B Tabamue

MmapLupytusaummn «802.1g» 1 Bxogawmin nopt asnsetca yneHom VLAN B Tabanue «802.1qg».
= dpeirm nepenaéTca Ha UCXOAALLMM MOPT ecn ucxoaawmn nopT aensetca yneHom VLAN B Tabanue «802.1g»
W paspeLléH B CeKLMKN «output» B HACTPOMKax BXOAALLEro nopTa.

—  Output — B3aMMOJOCTYNHOCTb MNOPTOB A/1A Nepefayn AaHHbIX. YCTaHAaBAMBAOTCA pa3pelleHuns
OTNPaBKKW NAaKeTOB, MPUHATLIX AaHHbIM NOPTOM, B MOPTbl, OTMEYeHHble dpaarom;

—  LACP trunk — Bbi6op rpynnbl LACP, K KOTOPOM NPUHAANEKUT YKa3aHHbIA NOPT KOMMYTaTOpPa;

—  Port MAC — cmeHa MAC-agpeca nopta. Onuua AocTynHa Ana peaakTUpoBaHUA Npu Bbibope
rpynnbl LACP Ha nopTy. MNopTbl, BXxoaawme B ogHy rpynny LACP, 40/KHbl MMeTb pasinyHble MAC-
agpeca;

—  PesepsHbili nopm — BbIbOp MNopTa, Ha KOTOpbiA OyaeT nepekntodeH TpaduK B Cayyae
BO3HMKHOBEHMA HeWTaTHOM CcuTyauun (Hanpumep, paspbiB AWMHMM). [aHHas HaAcTpoKKa
Heobxogmma gns obecneyeHums pesepsupoBaHus Dual Homing;

—  Bosspam Ha master-nopm — npu ycTaHoBAeHHOM ¢nare OyneT ocylWwecTBleH nepexos, Ha
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OCHOBHOM MOPT NOC/Ie ero BOCCTaHOBNEHUS;

V B Tekyweit Bepcumn MO nopaepxkmnsaerca Tonbko global dual homing.

—  Pexcum pabomsi nopma — Bbl6op pexknma pabotbl nopta (auto, 10/100 Mbps Half, 10/100 Mbps Full, 1
Gbps). HacTpolika pesknma BO3MOXHa TONbKO ANA anekTpuyeckux Ethernet-noptos (GE nopm 0, GE nopm
1, GE nopm 2).

Echm B TeueHuMe OJHOW MUHYTbl HACTPOUKU He NOATBEPKOEHbI Ha)aTMem Ha KHOMKY
M «Modmeepdumb», TO OHU BO3BPALLAIOTCA K Npeablaywum 3HaYeHUAM.

Ona npumeHeHMA HacTpoek HeobXxooMMO HaKaTb KHOMKY «[lpumeHums», ANA  NOATBEPKAEHMUA
NPUMEHEHHbIX HaCTPOEK — KHOMKY «lodmeepdume».

MpM NOMOLLM KHOMKM «[10 YMOAYGHUIO» MOXKHO YCTaHOBWUTb MapameTpbl MO YMOAYAHUIO (3HaYeHwus,
yCTaHaB/MBaeMble MO YMOYAHWUIO, NPUBEAEHbI HA PUCYHKE BbILLE).

Ons coxpaHeHua HacTpoeK B ¢ann KoHurypauum 6e3 npumeHeHMA HeobBXOAMMO HaXKaTb KHOMKY
«CoxpaHumo».

4.1.6.3 802.1q

B nogmeHto «802.1g» ycTaHaBAMBAOTCA NpaBWia MapLlUpyTU3aLMK NAKeToB Npu paboTe KommyTaTopa B
pexxume 802.1q. Tabanua moxKeT cogeprkatb Ao 1024 3anuceit.

KommyTaTop wWwto3a mmeeT 3 aneKkTpuyeckux noprta Ethernet, ABa onTWMYeCKMX M OAMH nNopT AAaA
B3aMMOZENCTBMSA C NPOLECCOPOM:

— GEnopm (0, 1, 2) — anekTpuyeckune Ethernet-nopTbl ycTPOMNCTBa;
— CPU nopm — BHYTPEHHWI NOPT, NOAK/IOYEHHbIN K LEHTPAIbHOMY NPOLECcCopy YCTPOMCTBA;
— SFPnopm (0, 1) — ontnyeckme Ethernet-noptbl ycTpoiicTaa.

802.1q

VID

VvID

Kommymamop —> 802.1q

GE nopt 0 GE nopt 1 GE noprt 2 CPU nopt SFP nopt 0 SFP nopt 1 Override TMpuopuTeT
unmodified ¥ |||unmodified ¥ ||| unmodified ¥ || unmodified ¥ || unmecdified ¥ || unmodified ¥ 0Ov
[obaeuTs
VTU table

GEnopr0 GEnopr1 GEnopr2 CPUnopt SFPnopt0  SFPnopt1 Override Mpuoputer Yaanuts

VTU iable is empty!

MpumernTL MogTEEpAUTE Yaanute CoxpaHuTb

Aobasnerue 3anucu 6 mabauyy mapwipymusayuu nakemoe

— VID — B none Heobxogumo BBecTU uaeHTUdMKaTop rpynnbl VLAN, ana KoTopoi cospaerca npaBuio
MapLpyTU3aLumm, U AAA KaxKA0ro nopTa HasHa4yuTb AEMCTBUA, BbINOJHAEMbIE MM NPU Nepeaade NakeTa,
MMeloLLero yKasaHHbin VID.

unmodified — nakeTbl NepesaoTca aHHbIM NOPTOM 6€3 U3MEHEHMUI (T.€. B TOM Ke BUAE, B KAKOM
6bIIN NPUHATBI);

untagged — nakeTbl NepeaatoTca AaHHbIM NopTom Becerga 6e3 tera VLAN;

tagged — nakeTbl NepeaatoTcA AaHHbIM NOPTOM Bceraa c Terom VLAN;

not member — nakeTbl € yKa3aHHbIM VID He nepepatoTca gaHHbIM NOPTOM, T.e. NOPT He ABNAETCA
yneHom atou rpynnbl VLAN.
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3aTem HeobXxo4MMO HaxKaTb KHOMNKY «Jobasumb». Qs NPUMEHEHUS YCTaHOB/IEHHbIX HAaCTPOEK HeobxoanuMo
HaaTb KHOMRY «[IpumeHUMb», 3aTeM NOATBEPANTL HACTPOMKN KHONKOW «[Todmeepdumeby.

Ecnu B TeueHUe 04HOW MUHYTbI HACTPOIKU He NOATBEPIKAEHbI HAXKaTUEeM Ha KHONKY
o «lModmeepdumeb», TO OHN BO3BPALLAIOTCA K NPeAblAYLIMM 3HAYEHUAM.

CoxpaHuTb HacTpoikm Bo Flash-namaTb ycTpolictBa 6€3 NPUMEHEHMA BO3MOXKHO C MOMOLLBIO KHOMKK
«CoxpaHuUmo».

YdaneHue 3anucu uz mabauybl Mapuipymusayuu nakemoe

Onsa ynanenua 3anucen HeobxoAMMO YCTaHOBUTbL Gnarn HanpoTUB YAANAEMbIX CTPOK U Ha)KkaTb KHOMKY
«Yoanume ebiOesieHHbIe».

4.1.6.4 QOS U KOHMPOb N0A0CHI NPONYCKAHUA

B pasgene «QoS u KOHMPOab Moa0CbI NPOrycKaHua» HacTpamBaloTca GyHKUMKM obecneyvyeHMs KayecTsBa
obcnykmBaHuma (Quality of Service).

Kommymamop —> QoS u KOHmMposb nosoce! nponycKaHusa

205 M KOHTPOMNE NONOCE! NPONYCEIHMA

GE nopr 0 GE nopr 1 GE nopr 2 CPU nopr SFP nopt 0 SFP mopT 1
Mowopuret VLAM ¥ ¥ v ¥
[default) a 0 a a
Paxum Qo5 Tonwko DSCP ¥ ||| Tonbko DSCP ¥ ||| Tonbko OSCP ¥ ||| Tonsko DSCP ¥ ||| Tonwko DSCP ¥ ||| Tonbko DSCP hd

MepeHasHsUMT:
NP0 pHTETE or av ov or o ar
802 1p:

ov arv

vl o ew|ln oo
S DAL= RRRLAG RRRE SR L DR o)
Al |l ol
e ||| RO
|| ||| || | -l
S ML= AR RRRN SRR DR )
-l | || - -
S DAL= RRRLAG RRRE SR L DR o) =
Al |l ol
e ||| RO
|| ||| || | -l
S DAL= RRRLAR RRRE SRR DR o) -
-l | || - -

1| R
1| R

Pexamm
OrpaHUYEeHA
e v
Aupe EbIENFYEH
nakeToE

BhIENKHEH ¥ ||| biknr4eH ¥ ||| BhiknE4EH ¥ ||| BbiknrzdeH ¥ ||| shiknro4EH ¥

Orparuuetne

CHOPOCTH ANA

ECOOIALM 0 0 0 0 0 0
naKeToE B

ouepeon 0

Orpasnuesie

£XOPOSTH ANR

ENOORLMC MPEALTYLLIMA v
naksToE B

ouepe 1

YLLMY NpELUTYLIME NpEbUTYLLME NPEALULYLMY NpELUTYLIME

Orpasuuesne

CHOPOCTH ANA

ExOOALES MPEALUTYLLIMA y
NaxkeToE B

ouepein 2

YLLMH NpEALUTYLIMA NpEALLTYLLIMA NPENLULYLIMA NpEALUTYLIMA

Orparuuetne

CHOROCTH ANA

e NPE0bLUTYLIME
NaxkeToE B

oueps 2

NpEbLYLME NpEbLLY LMY

NpE0bLTYLLME NPEQLLLYLMY

BrrniouuTs
arpasnJeHne
MEXOARLPT
nakeToE

Orparuesine

CHOPOCTH ANA n n n n n n
MCHOAALGT

nakeToE

MEMMEHHTE MogTESpOMTE Mo YMon4aHH CoMpaHnTE

— [Tpuopumem VLAN (default) — npuoputeT 802.1p, Ha3Ha4yaembli HETEMMPOBAHHLIM NAKeTaM, NPUHATbIM
AaHHbIM nopTom. Ecnm naket yxke umeeT npuoputeT 802.1p nubo IP diffserv npuopuTeT, TO AaHHbIN
napameTp He ncrnonbayetca (default vlan priority He 6yaeT NPUMEHATLCA K NAKeTaM, COAEPKALLMM 3aro/I0BOK
IP, B cnyyae ucnonb3oBaHMA oaHOro u3 pexxnumos QoS: DSCP only, DSCP preferred, 802.1p preferred, a Takke
K y¥Ke TerMpoBaHHbIM NakeTam;

—  Pexcum QoS — pexmm ncnonbsosaHma QosS:
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— TosnbKo DSCP — pacnpeaenaTb NakeTbl N0 o4epeasm TO/IbKO Ha ocHoBaHUK npuopuTteTta IP diffsery;

— TosnbKo 802.1p — pacnpenenatb NakeTbl N0 ovepesamM TObKO HAa OCHOBaHMK npuoputeTa 802.1p;

— DSCP, 802.1p — pacnpenensaTb NakeTbl N0 ovepeasm Ha ocHoBaHuM npuoputetos IP diffserv n 802.1p,
npwu 3TOM Npu HaAM4YnM 060MX NPUOPUTETOB B NMAKETE, pacnpesesieHne No ovepesam OCyLLeCTBAAETCA
Ha ocHoBaHuu IP diffserv;

— 802.1p, DSCP — pacnpenenatb NakeTbl N0 o4yepeaam Ha ocHoBaHMM npuopuTtetos IP diffserv n 802.1p,
npwn 3TOM Npu HaAM4YMM 06oMxX NPUOPUTETOB B NMaKeTe, pacnpesesieHMe No o4Yepessam OCyLLeCcTBaAAETCA
Ha ocHoBaHuu 802.1p;

— [llepeHasHa4yumb npuopumemsl 802.1p — nepeHasHayeHune npuoputetoB 802.1p ANA TerMpoBaHHbIX
nakeToB. Kaxkgomy npuoputety, npuHATomy B nakete VLAN, MOKHO TakMm ob6pasom HasHauMTb HOBOE
3HayeHue;

—  Pextum oepaHU4YeHUs 8X00AWUX MAKEMO8 — PEXUM orpaHuyeHus TpadmKa, NOCTynaowWwero Ha nopT:

—  BbIKMoYeH — HET orpaHUYeHUs;

—  Bce nakemsi — OrpaHNYMBaETCA Becb Tpaduk;

—  BroadMultFlood — orpaHuyMBaeTcs MHoroagpecHsbiit (multicast), wupokosewaTenbHbii (broadcast) u
NaBUHHbIN ogHoagpecHbin (flooded unicast) Tpaduk;

— BroadMult — orpaHuyMBaeTca MHoroagpecHbii (multicast) n wupokoBewartenbHbii (broadcast)
Tpadwk;

— Broad — orpaHu4mMBaeTcA TO/IbKO LWMpPOKoBeLlaTebHbIl (broadcast) Tpaduk;

— OepaHu4veHue cKopocmu 04 8x00AwWux nakemos 8 o4yepedu 0 — OrpaHWYeHue MoA0Cbl MPONYCKAHUA
TpaduKa, NOCTYMaAOWEro Ha NopT A/a HyAeBOM oyepeam. JonycTumble 3HayeHUA B npegenax ot 70 go
250000 Knnobwut B cEKyHAY;

— OepaHu4yeHue cKopocmu 074 8x00AwWux nakemos 8 o4yepedu 1 — orpaHuWYyeHue MoaoCbl MPONYCKaHUA
TpaduKa, NOCTYNAIOLLEro Ha NOPT A1A NepBoi ouepeau. Moaocy NPOnycKaHUA MOXKHO IMBO yBENNYUTD B £iBa
pasa (prev prio *2) oTHocMTeNbHO HyneBoM ouepeam, MO0 OCTaBUTb TaKOM e (same as prev prio);

— OepaHu4yeHue cKopocmu 074 8x00AWux nakemoe 8 oyepedu 2 — OrpaHWYEHME MOAOCbl MPONYCKAHUA
TpaduKa, NOCTYNAIOLLEro Ha NOPT A/ BTOPOM odepeaun. Monocy NponyckaHWUA MOXKHO IMb60 YBEIMYUTL B ABa
pasa (prev prio *2) oTHocMTeNbHO NepBo ovepenm, NMH6O OCTaBUTL TAKOM *Ke (same as prev prio);

— OepaHu4yeHue cKopocmu 08 8x00AWUX Nakemos 8 oyepedu 3 — OrpaHWYeHue MoA0Cbl MPONYCKaHUA
TpaduKa, NOCTYNatoLLEro Ha NopPT ANA TpeTben ouepeu. Nonocy NponyckaHna MOXKHO IMB0 YyBENNYUTL B 4,83
pa3sa (prev prio *2) oTHocMTeNbHO BTOpOM ouepeam, 1M60 OCTaBUTb TaKoM e (same as prev prio);

—  Brawyums ozpaHuYeHue ucxolAuwjux nakemos — TNpW YCTaHOB/JEHHOM dJiare paspeLleHo orpaHuyeHue
Noa0Cbl NPONYCKaHUA A8 UCXOAALLErOo € NopTa TpaduKa;

—  OepaHu4yeHue cKOpocmu 0718 UCXOOAWUX NaKemo8 — orpaHnyYeHme noaocbl NPONyCKaHUA AR UCXOAALLErO
c nopTa TpadmKa. JonycTumsblie 3HayeHuMA B npeaenax ot 70 go 250000 KnnobuT B cekyHAY.

— lpumeHumb — NPUMEHUTb YCTAHOB/IEHHbIE HACTPOMKY;
—  lNodmeepdums — NoATBEPANTb U3MEHEHHbIE HAaCTPOMKY;

Ecau B TeuyeHMe OOHOW MMHYTbl HACTPOMKM He NOATBEPXKAEHbl Ha)KaTueM Ha KHOMKY
o «Modmeepoumb», TO OHU BO3BPALLAIOTCA K NPeAblAyLIMM 3HAUYEHUAM.

— o yMoA4aHU0 — YCTaHOBUTb HAaCTPOMKM MO YMOIYAHWIO;
— CoxpaHumb — COXpaHWUTb HAcTpoMKKM Bo Flash-namaTb ycTpolicTBa 6€3 NnpuMeHeHus.

4.1.6.5 PacnpedeneHue npuopumemoe no oyepeou

B paspmene «QoS u KOHMPOsab M0A0CLI NPONYCKaHUA» HacTpamsatoTca GyHKUuM obecrneveHnsa KadvecTsa
obcnyxumeaHuma (Quality of Service).
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Kommymamop —> PacnpedeneHue npuopumemos rno ovepedu

Pacnpepenexne NPUOPHTETOB N0 O4epeasm
PacnpegeneHve npuopuTeTos 802.1p No oyepeasm
802.1p 0 1 2 3 4 5 6 7
QOuepegs | |1 ¥ Dv Ov 1v 2 2v 3v 3v

i PacnpeaeneHue npuopuTeTos IP diffserv no oyepeasm i
Diffserv Oyepefib Diffserv Ovepeab Diffserv Oyepeab Diffserv Ouepenb

0x00 Ov 0x40 | B 0x80 2y 0xCO0 3v
0x04 0v Ox44 1v 0x84 2 0xC4 3v
0x08 . 0v ‘ 0x48 . P V 0x83 ' 2v ‘ 0xC3 . 3y
0x0C ' Ov V 0x4C § S V 0x8C V 2%, V 0xCC ' 3y
0x10 » (14 » 0x5i » 1v A 0x90 27 ‘ 0xD0 » 3:¥
Ox14 Qv 0x54 1v 0x94 2 0xD4 3v
0x13 . ov . 0x58 A iy . 0x93 V 2% . 0xD3 . 3.y
ox1C » Ov 0x5C (5 0x9C 2v 0xDC 3y
0x20 ' Ov V 0x60 ' | B V 0xAD 2y ‘ OxED ' 3v
0x24 Qv 0x64 1v OxA4 2 OxE4 3
0x23 . 0v ‘ 0x68 . P ' OxA8 2v OxE8 . 3y
0x2C v 0v V 0x6C 1iiy V OxAC V 2%, V O0xEC v 3y
0x30 » 0Ov » 0x70 » Y A 0xB0 27 ‘ 0xFO » 3¥.
0x34 (14 0x74 1v 0xB4 2 0xF4 % 7% 4
0x33 . 0v . 0x78 A 7 2 . 0xB8 V 2v . 0xF8 . 3w
0x3C ov 0x7C 1v 0xBC 2v OxFC 3y
MpumernTh MNoaTeepANTE Mo ymonyaxuio CoxpaHuTb

— Pacnpedenerue npuopumemos 802.1p no o4epedam — NO3BONAET pacnpesennTb NakeTbl N0 odepesam B
3aBUCMMOCTU OT NpuoputeTa 802.1p.
— 802.1p — 3Ha4veHune npuoputeTta 802.1p;
— Ouepedb — HOMEpP UCXOAALLEN oYepean.
— Pacnpedenerue npuopumemos IP diffserv no oyepedam — nNo3BONAET pacnpenennTb NakeTbl MO o4epesAM
B 3aBMCMMOCTU OT npuopuTteTa IP diffserv.
— diffserv — 3HaueHue npuoputeTa IP diffserv;
— Ouepedb — HOMEpP UCXOAALLEN oYepeau.

— [lpumeHuUMb — NPUMEHUTb YCTAaHOB/IEHHbIE HACTPOWKK;
—  lodmeepoums — NOATBEPANTL U3MEHEHHbIE HAaCTPOMKH;

Ecnu B TeyeHue OAHOﬁ MWUHYTbI HaCTPOﬁKM He noAarBepXAeHbl Ha)KaTuemMm Ha KHOMKY
«I'Iodmeepdumb», TO OHU BO3BpPALWLAOTCA K Npeablaywmum 3Ha4eHUAM.

.-

— [1o yMOAYQHUKO — YCTaHOBUTb HAaCTPOMKM NO YMONYAHMIO;
— CoxpaHUMb — COXPaHUTb HAcTPOMKK Bo Flash-namaTtb ycTpoitctea 6e3 npumeHeHus.
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4.1.7 Cemesble ymuaumeol

4.1.7.1 PING

YTUAUTA UCNOIb3YyeTcsa ANs NPOBEPKM coeaMHEHUA (HaNMUMA MapLupyTa) 40 YCTPOICTBA B CETU.

Cemesebie ymuaumel —> PING

PING

IF Probing

Mepuogryeckuil ping
JanycxsTs NDWU CTEPTE YCTDOWCTES
Mepuoa. || 10

HomuuecTso nonsmok| (3

CoXpaHiTD

CocToRHuwe

Mepragaueckal ping He SamyLEH!

2anycTMTb OCTEHOBHTE WnropmaLms

Cnucox IP-anpecoe
Her IP agpecos 2 cnvcee

OoSsenTe

IP Probing — vicnonb3yeTcs A1A O4HOKPATHOTO KOHTPO/IA COeANHEHMA 4,0 YCTPOMCTBA B CETMU.

Ons axo-Tecta (nocbina Ping-3anpoca) Heobxoanumo BeecTu IP-agpec nnbo ceteBoe Mmsa ysna B none «/P
probing» 1 HaxaTb KHOMKY «Ping». Pe3ynbTaT BbINOJHEHMA KOMaHAbl OyAeT BbiBeAEH B HUMKHEM YacTu CTPaHMULbI.
B pe3ynbTaTe yKa3bIBAETCA KOAMYECTBO NepesaHHbIX MAKETOB, KOJIMYECTBO NOJYYEHHbIX HAa HUX OTBETOB, MPOLLEHT
noTepb, a Tak»Ke Bpemsa npuema-nepesadm (MMHMmMmanbHoe/cpegHee/MakCMManbHOE) B MUINIMCEKYHAAX.

1P Probing

1892168277

PING 1592.168.
64 bytes from 1
bytes from 1
bytes from 1
bytes from 1
bytes from 1

— 192 7 ping statistice —
5 packets transmitted, 5 packets rec 0%
round-trip min/avg/max = 0.255,

Mepuoduyeckuli ping — vicnonb3yeTca AN NePUOLNYECKOro KOHTPOAA COeAUHEHUIN 40 YCTPOMICTB B CETH.

3anyckame npu cmapme ycmpolicmea — Npv yCTaHOBAEHHOM ¢dare nocbliath ping-3anpockl Ha agpeca,
YKa3aHHble B CUCKe XOCTOB byAeT akTMBMPOBATLCA Cpasy Noc/e 3anycka yCTPoMCTBa;

Mepuod, MUH — UHTEPBaN MEXAY 3anpocammn B MUHYTAX; omepeae ahosttestions G,
Konuyecmeo nonbimoK — 4YWUCNO MOMbITOK OTNpPaBunTb ping— Bl cofiipasTecs OTKPSITE daitn
= hosttest.log

3a I'IpOC. FENAOWNIACA TercToBLIR AOKYMEHT

V3 http://192. 168. 18,189

CocmOHHue Kak Firefox cneayet ofpaboTtate sToT daiin?

Nl Notepad? (no yronao) [

I7epe3anycmumb — 3anyCK/r|epe3ar|yCK nepmnoagnyeckoro ping, ") CoxpaHuTe daitn

OcmaHosuUMb — NPpUHYANTENBbHAA OCTAaHOBKa nepnogn4eckoro
ping;

y
MHd)OpMGL{UFI — MO HaXaTUo AaHHOWN KHOMKKU ANA MPOCMOTpPa

cTaHeT goctyneH nor-¢ain '/tmp/log/hosttest.log' ¢ gaHHbIMM O nocneaHel NONbITKE NEPUOANYECKOro
ping-3anpoca.
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Cnucok xocmoe — cnucok IP-agpecos, Ha KoTopble ByayT OTNPABAATLCA NEPUOAMYECKME Ping-3anpochl.

Ona pobaBneHnsa HOBOro afpeca B CMMCOK HEOBXOAMMO yKasaTb ero B MoJe BBOZA M Ha)KaTb KHOMKY
«Jobasumeb». Ana ypaneHmna — HaxaTb KHOMKY «Y0asaume» HanpoTtus Tpebyemoro agpeca.

4.1.7.2 TRACEROUTE

Ytunuta TRACEROUTE BbinonHAeT GYyHKLMKN TPACCUPOBKM MapLLIpyTa U 3X0-TeCToB (nepeaaym ping-3anpocos)
AR AMarHoctukn pabotbl cetu. [laHHaa GyHKUMA NO3BONAET OLEHUTb KauyecTBO COeAMHEHMA A0 NpPoOBEpPAemMOoro
y3na.

Cemesbie ymuaumeil —> TRACEROUTE
TRACEROUTE

WMwmA xocta vnu IP agpec AnA NpoBEpKW Ka4ecTea COSdMHEHMA
Wcnone2o0eate onuuK OnucaHue W 4ONONHUTENEHLIE NAPAMETPEI

YKCno nepeqasasmsl: NakeTos (o ymondaduie 10)

Pazmep nakeTo= 4NA OTNDABKW
CTobpa%aTs |[P-3opeca BMeCcTo MMEH X0CTOR

3anepxra mexay ICMP 3anpocamu (No YMOMYaHWo 1 cex)
Mcnonszoeate Tonsxo [Pyd
Mcnonszoeate Tonsxo PG

Anpec CETes0ro WHTEpheiRca AnA oTnpasky ICMP 3anpocos

MposepuTs

B none «Mma xocma unu IP-adpec 08 nposepku kayecmea coeduHeHus» BBoauTca IP-agpec ceteBoro
YCTPOWCTBA, A0 KOTOPOrO OLEHMBAETCA KayecTBO coeauHeHusa. [nAa mcnonb3oBaHMA oOnuuii Heobxoammo
YyCTaHOBMUTb G1ar B COOTBETCTBYIOLLEN CTPOKE.

Onuuu:

— Yucno nepedasaembix nakemos — KONMYECTBO LUUKNoB nepegaym ICMP-3anpocos;

—  Pasmep nakemoes 05 omrnpasku — pasmep ICMP-nakeTa B 6aitTax;

— Omobpaxams IP adpeca emecmo umeH xocmoe — He ucnonb3oBaTb DNS. Otobpakatb IP-agpeca 6e3
NOMNbITOK NOJIy4YEHMA UX CETEBLIX UMEH;

—  3adepxcka mexcdy ICMP 3anpocamu (o ymon4aHuto 1cek) — nHTepBan onpoca;

—  Ucnonszosams mosasKo IPv4 — ncnonb3oBaTtb TOAbKO NPOTOKOA IPV4;

—  Ucnons3zosams mosabKo IPv6 — ncnonb3oBaTb TONbKO NPOTOKOA IPV6;

— Adpec cemesoeo uHmepdgelica 0aa omnpasku ICMP 3anpocoe — |IP-agpec ceTeBoro wWHTepdelica, ¢

KoToporo byayT otnpasaeHbl ICMP 3anpochl.

Mocne BBoAa IP-aapeca ceTeBOro ycTpoicTBa, 40 KOTOPOro OLEHMBAETCA KauyecTBO COeMHEHMA U YCTAaHOBKM
ONUMIA HYXKHO HaXKaTb KHOMKY «[Tposepumob».

B pe3synbTaTe paboTbl yTUAMTbI BbIBOAMTCA TabauLa, COAeprKaLLan:
— Homep y3na u ezo IP-adpec (nubo cemesoe ums),

—  npoueHmM nomepsHHbIX nakemos (Loss%),

—  Koau4Yecmeo omipasseHHbIX nakemos (Snt),

—  8pemsA Kpy208020 obpaweHusa nocaedHezo nakema (Last),
—  cpeOHee speMs Kpy208020 obpauieHus nakema (Avg),

—  Alyduwee spemMs Kpy208020 obpauieHus nakema (Best),

—  Xyouwee spems Kpy208020 obpaweHus nakema (Wrst),
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—  CcpeOHeKsadpPamMu4YHoe OMKsOHeHUe 3a0epxeK 0419 Kaxc0oeao y3aa (StDev).

HOST: shc Loss% Snt Last Avg Best Wrst StDev
1. 192168.16.44/0.0% (10 (0.3 |03 (0.2 |03 |00

4.1.8 be3zonacHocmo

4.1.8.1 YnpaeneHue

B sToM noagmMeHI0 M3MeHAITCA Napoau Aoctyna K
cpeacTBam KoHUrypmpoBaHuma SBC.

B pasgene «YcmaHosume naposs aOMuHUCMpamopa
web-uHmepdpelica» ycTaHaBAMBAETCA Napoab ANA [OCTyNa K
web-uHTepdeiicy nonb3osatena admin.

' Mo ymonuyanHuw Ana pocryna K web-
o uHTepdeiicy ucnonbsyerca noruH admin
naponb rootpasswd.

Maponb Ana poctyna nonbsosatena admin
yepes web-uHTepdeiic moxKet He coBNaAaTb
C maponem AnA AOCTyna No NpPOTOKO/sam
Telnet, SSH.

B pasgene «llonbsosamenu web-uHmepgelica»
co3patoTcA nosb3oBatenn web-uHTepdeiica M HasHavatloTCA
nx Npaea. Bcero moxeTt 6bITb co3gaHo Ao 10 nonb3oBatenem.

Ons cospgaHus nonb3oBaTens ciefyeT HaxKaTb KHOMKY
«Jobasums». B nosBusBlIeEMCA OKHe (cnpaBa) BbI6paTb UMs
nosib3oBaTens, Napo/sib A1 BXOAAa M NOATBEPAWUTb Maposb.
3aTem 3a4aTb NpaBa NOAb30BATENSA M HAXKaTb «[IpUMEHUMbY.
Ona  pepakTMpoBaHMA Hago BblbpaTb Mo/sb3oBaTeNsa U3
CNMCKa WM HaMKkaTb KHOMKy «Pedakmuposame». YpaneHue
ocyulecTBnsieTcA BblIOOPOM MO/Ib30BaTENA W HarKaTUem
KHOMKW «Y0aaums».

HeBo3moXKHO YAaIUTb WU U3IMEHUTb NpaBa
nonb3soBaTtens admin.

BesonacHocme —> YnpaeneHue

YnpaeneHune

EDEE,.'ZIHTE napone:
MoaTBepAWTE Napons:

3apate

YCTEHOBWTE Naponb aAMUMHWUCTPaTOpa Beb-uHTepdeiica:

Monk3oBaTend Beb-wHTEpDeRca: —

Mg MmA
0 admin
NofaenTe Pepaktupoeats YoanuThe

EDEE,.'ZIHTE napone:
MoaTBEpAWTE Naponb:

3apate

YCTaHOBWTE Naponk aaAMMHUCTPaTopa AnA telnet u ssh: —

Ynpaenexwne

[MMa none3oeaTtensa]
[EEEAMTE Napons]

[noaTeepawTe napons)

MpaBa Nonk30EaTENA:
Mepesanyck ycTpokcTea/TO
¥npaeneHwe SBC
¥npaeneHwe HacTpolkamu IPF, Switch 1 RADIUS
¥npasneHwe KoHdury paumrei
YnpaeneHuwe MO

MoHUTOPHHT

[ puMEHHTE OTMmeHNTB

B paspene «YcmaHosums naposas admMuHucmpamopa 01. telnet u ssh» ycTaHaBAMBaeTCcs Naposb
nosnb3osatensa admin pna pocryna K CLI.
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4.1.8.2 Hacmpoiika SSL/TLS

Pasgen npegHasHayeH A4 3arpy3ku MAM cO3faHMA camonognucaHHoro ceptudmraTta SSL/TLS, KoTopbiit

NMo3B0JIAET UCMO/1b30BaTh WNPPOBAHHOE MOAKIOYEHME K LWAKO3Y W 3arpy3Ky/BbIrpy3ky ¢pannos KoHdUrypauum no
npotokony HTTPS.

Be3zonacHocmo —> Hacmpolika SSL/TLS

Hactpowka SSL/TLS

Hactpoiika SSLITLS

HTTP wm HTTPS v |MpoTokon esaumoneicTanA ¢ wed-
= KOREMrypaTOpOM
CoxpaHuTb
C aTk HOBBIE

Leyxa<sured <08 ;:ro;»-gx
.9—':'v:»-

‘r’con.:

.Ocrswasx,n?

TMogpsazene-ne

.~(c HTSXTH=M e-masil

..“ua ycTpoacTea (unu IP-aapac)

CreHepuposaTh |

3arpyauts PEM ceprudmxat u kmod
Cepamkat ¥ | oaiin He BbiGpaH OBsop | | 3arpysums

* Mocne 33 m el

y3KA CEDTUD 1 <7, TREEYETCA Nepesanyok =&

MepesanycTuTb BED-cEpEEP

— [pomokon e3aumodelicmeus ¢ web-KoHgu2ypamopom — pexum nogratoveHmsa K Web-koHourypaTopy:

o HTTP unu HTTPS — paspelweHO Kak HewwudpoBaHHOe nogxatoyeHne — no HTTP, Tak wu
wudposaHHoe — no HTTPS. Mpu aTom nogkntodeHne no HTTPS BO3MOXKHO TO/IbKO MPU Hanumm
CreHepupoBaHHOro cepTndmKaTa;

o mosabKko HTTPS — paspeleHo To/bKo WwundpoBaHHoe nogKatodeHue no HTTPS. NMoakntoueHme no
HTTPS BO3MO»KHO TO/IbKO NPW Ha/IMYNM CTEHEPUPOBAHHOIO cepTudUKaTa,

CaeHepuposameb Hoeble cepmughukamel
’ [aHHble napameTpbl HE06X0ANMMO BBOAUTL NATUHCKUMMU ByKBamu.
e

Zleyx3Ha4yHbIli KOO cmpaHbl — Kog, cTpaHsbl (ans Poccun — RU);
PeauoH — Ha3BaHWe perMoHa, ob6aactu, Kpas, pecnybamkm u T.n.;
— [opod — Ha3BaHWe ropoaa;

— OpeaHu3ayus — Ha3BaHWe opraHM3aunm;

— [lodpasdeneHue — Ha3BaHWe NoapasneneHns UAn oTaena;

—  KoHmaxkmuHblili e-mail — agpec 31eKTPOHHOM NoYyThbl;

— Umsa ycmpolicmea (unu IP-adpec) — |P-agpec wnto3a.

3azpy3zume PEM cepmudgpukam u Karo4

Pasgen no3sosifeT 3arpy3nTb 3apaHee CreHepupoBaHHbIA M NognucaHHbli PEM ceptudukaT u Katou. Ans
3arpysku cnegyet BbI6paTb B BbINaAaoLWEM MEHI0 TUM 3arpyaemoro ¢aina. Haxkate KHoNKy «0630p» 1 BblIOpaThb
Tpebyembiii daiin. Mocne yero HaxkaTb KHOMKY «3a2py3ume».

Mocne 3arpy3ku ceptTuduKaTta 1 Ktoua Heobxogumo byaeT nepesanycTuTtb Be6-cepBep KHONKOIA
e | «[lepe3anyctutb Beb6-cepeep».

98 lNoepaHuyHble KOHMposnepsl cecculi SBC



4.1.8.3 [JuHamuuecKulii 6paHOmaysp

OuHamunuecknit 6paHamaysp — 3TO YTUIMTA, KOTOpasa OTC/IeXMBAET MOMbITKM 0BpalleHns K pasanyHbim
cepBucam. MNMpn obHapy*KeHUM NOCTOAHHO MOBTOPSAIOLWMXCA HEeyAauYHbIX NOMbITOK 06paLLEHNA C OAHOIO U TOTO XKe
IP-agpeca nau xocTa, AMHaMUYecknin bpaHamaysp 610KMpyeT ganbHellme nNonbITKM ¢ 3Toro IP-agpeca/xocta.

B KauecTBe HeyAauyHbIX NOMbITOK MOTYT ObITb NAEHTUOULMPOBAHbI:

—  noabop ayTeHTUPMKALUMOHHBIX AaHHbIX Aas web-uHTepdeica nam no npoTtokony SSH, To ecTb NONbITKK
33T B UHTepdelic yrnpaBaeHUA C HEBEPHbIM JIOTMHOM U NAPOJIEM;

—  noabop ayTeHTUOUKALMOHHBIX AaHHbIXx — npuem 3anpocoB REGISTER c msBecTtHoro IP-agpeca, HO C
HEBEPHbIMWN ayTEHTUPUKALMOHHBbIMU AAHHbIMU;

— npwuem 3anpocos (REGISTER, INIVITE, SUBSCRIBE, u apyrux) c HemssecTHoro |IP-aapeca;

— npuem HemnsBecCTHbIX 3anpocos no SIP-nopTy;

— nonagaHue BbI30Ba B NPABUIO C NOANTUKOIM reject.

BbezonacHocme —> fJluHamuyecKuili 6paHomaysp

OuHamu4eckuin paHamayap

MapameTpbl SIP WEB TELNET 5S8H OTHER

BrNHWHT
Bpema GnokMpoBky, © £00 £00 600 600 600

BpenA npoeHIs, ¢ 1800 1800 1800 1800 1800

Konu4ecTeo nonsimok 3 3 3 3 3
AoCTyra

KONM4YeCTEO BPEMEHHEIX
OnokMposoK

Mporpeccnpyollan CrOKMPoOBKa

MNpumeruTs Mo ymonuanu

Benbiil CIMCoK OBHoeMTE

(Bcero sanuceii: 2) CrauaTs

OobBaewte || Hanmn || Yoanuts

IP-agpec unu IP/mask
(nocneaHye 30 sanMcei)

192.163.1.0/24
127.00.1

Yaanute

YepHblil CIMCoK OBHoBMTE

(Bcero sanuceii: 5) CrauaTs

HobBaewte || Hanmn || Yoanuts

IP-agpec unu IP/mask
(nocnenHye 30 zanucei)

123.0.0.0M18
9.9.9.9
10.20.30.10

T

o
=1
5]

1.2.

I

Cnucok
3a0NOKM POBAHHBIX
anpecoe
(Bcero 3annceit: 0)

OBHoEKNTE

Cravats

Haiti || ¥ganute

IP-agpec unu IP/mask
(nocnegHre 30 sanuced)

HerT IP agpecos B cnucke

Yaanuts

¥YaanuTk

Mapamempobl duHamuveckoz2o 6paHdmayapa
—  BKawoyume — 3anyctutb 6paHamayap;

Cneaylowme napameTpbl MOTYT HaCTPaMBaTbCA OTAE/NbHO ANA Pas3/IMYHbIX CepBUCOB. Bce 3TM MapameTpsl
MOryT 6bITb cOpOLIEHbI B NPeAYyCTaHOB/IEHHbIE 3HaYeHUA KHoMnKol "o ymonyaHuio".

—  Bpems 6710KUPOBKU, C — BPEMA B CEKYHAAX, Ha NPOTAXKEHUN KOTOPOro A0CTYN C NOA03PUTENLHOMO aapeca
6ynet 6710KMpoBaH;

— Bpems npouwjeHus, ¢ — Bpems, Yyepes KOTOpoe agpec, C KOToporo npuiwen npobnemubiii 3anpoc, 6yaet
3abbIT, ecn HY pasy He 6bin 3a6/10KNPOBaH;

— Koauyecmeo nonbimok 0ocmyna — MaKCMMasbHOE YMCAO HeyAadHblX MOMbITOK AOCTyMa K cepBucy,
npexae 4em xocT 6yaeT 3a6/10KMPOBaH;

—  Konuyecmeo epemeHHbIx 60KUPOBOK — KONMYECTBO BJ0KMPOBOK, NMOCAE KOTOPbIX NpobaemMHblin agpec
6yAeT NPUHYANTENBHO 3aHECEH B YEPHbI CMIMCOK;

— lpoepeccupyrowas 670KUPOBKA — MNPU YCTaHOBAEHHOM dare Kaxaas odepegHas 6/10KMpoOBKa agapeca
6yaet Basoe 6onblle npeabiaylien, ana 610KMPOBKM agpeca 6yaeT MCNoNb30BaTbCA BABOE MeEHbLIE
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nonbITOK AocTyna. Hanpumep, B nepBbii pa3 aapec 6bin 3a610KkMpoBaH Ha 30 cekyHA nocsie 16 NonbIToK,
BO BTOpOM pa3 — Ha 60 cekyHA nocne 8 NonbITOK, B TPETUN pa3 — Ha 120 cekyHA nocie 4 nNonbITOK M Tak

hanee;

— He otnpasnatc 3ab/0KMpOBaHHblE agpeca B YEPHbIM CAMCOK — NpuM ycTaHOBAeHHOM dnare SBC He
oTnpasnfeT 3ab/0KMpPOBaHHbIE ajpeca B 4YepHbl cnMCOK, onuuma "lMporpeccupytowas 6aokMpoBKa"
UrHopupyeTcs.

Benbit cnucok (nocnegHue 30 3anuceit) — cnuncok IP-agpecos, KoTopble He MOTyT BbiTb 6N10KMPOBaHbI
AMHaMUYecKMum bpaHamayspom. Bcero moskeT 6biTb co3gaHo Ao 4096 3anucen.

YepHbiit cnucok (nocneghue 30 3anuceid) — CNUCOK 3anpeLleHHbIX afApecoB, AOCTYM C KOTOpbIX byaert
Bceraa 3ab610KknpoBaH. Bcero moxeT bbiTb co3gaHo Ao 8192 3anucu gna SBC-1000 n 16384 3anucu gna SBC-2000.

Ona pobasneHus/noncka/yaaneHna agpeca B cnucke HeobXoAMMO yKas3aTb ero B noJjie BBOAA M Ha)KaTb
KHOMRY «/ZJo6asume»/ «Halimu» /«Y0anume».

l YEpHDbIiA CNMCOK MMeeT NpuopuTeT Hag, 6enbim.
e

CnUCcoK 3ab6/0KUMPOBaHHbLIX aApecoB — MepeyeHb afapecoB, 3ab/IOKMPOBAHHbLIX B Xxoae paboTbl
AHaMmuyeckoro 6paHgmayapa. Bcero B cnmucke moxkeT 6bITb 8192 3anucu ana SBC-1000 1 16384 3anucu gns SBC-
2000.

B 3aronoBsKe cnnckos NPUCYTCTBYHOT AB€ KHOMKU ANA NX CKaYnBaHUA U obHoBNEHUSA:

- Ckayamse — B Web-uHtepodeiice otobparkaetcs Tonbko 30 nocnenHux 3anuceir B ¢daiine. HaxkaTne Ha
[aHHY0 KHOMKY NO3BO/IAET CKayaTb MOJIHbIE CMUCKU HA KOMIMbIOTEP;
- O6Ho8UMb — O0OHOBUTL OTOBPArKAEMbII CMIUCOK.

Ona pobasneHusa/noncka agpeca B cnvcke HeobXoAMMO yKasaTb ero B MoJsie BBOAA M Ha)KaTb KHOMKY
«/lobasumeb»/ «Halimu», ans yaaneHua — HaxkaTtb «Yoaaumes». [lonyckaeTtca ykasaHuWe Kak otaensHoro IP-agpeca,
TaK v noacetn B HoTaumm CIDR: 192.0.2.0/24. MNpu yaaneHmn noacetv byayT TakKe yaaneHbl O4UHOYHbIE aapeca 1
NoAceTH, BXo4ALME B 3TY NOACET.

Takxke ana yAaneHnAa agpecos MOXHO Bbl6paTb H606X0,D,VIMbIe agpeca C NnoOmoYbio d)ﬂa)KKOB Hanpotume “
Ha*aTb KHOMKY «ydanumb», KOTOpaA HaxoauTcAa nog CNMCKOM.

4.1.8.4 MypHan 3a6710KUpPOBaAHHLIX adpecos

[JaHHOoe noaMeHl0 npeAHasHAaYeHoO AAs MNPOCMOTPA  KypHana 3ab/0KMPOBAHHbLIX  AWMHAMWUYECKUM
H6paHaMayspom aapecos. TakxKe B NOAMEHI0 BO3MOXKHO pa3bioKMpoBaTb onpeaeneHHble agpeca nytem yaaneHus
MX 13 KypHana. KypHan cogeput go 10000 3anucen.

be3zonacHocmo —> MypHan 3a6710KUpPOBAHHbIX A0pecos

KypHan 230nNoKMPOBaHHLIX 3QPecoE

Mowmck: Hanm Copoc

IP agpec Oarta Gnokuposku Mpu4sHa Gnokupoexn
182.168.18.21 [6.12.2017 16:28:22 S8H: From predefined list
182.168.18 6.12.2017 16:28:22 WEB: From predefined list

0 v M4 N Texywian cTpasuys 1 ms
Yucno cTpox & Tabnnue 1

| OBHOBKUTL | | OMMCTMTE XypHEN

— Tlouck — B none yKasbiBaeTca GMALTP 419 NOMCKA aApecos;
— Halimu — Bbl6OPKa aApecoB U3 }KypHana cornacHo GpunbTpy;
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Cbpoc — ounctka dunbTpa;

O6HOoB8UMb — 0OHOBUTL MHPOPMALMIO B KYpHae;
O4ucmume ¥ypHAA — ypanvuTb BCe 3anuCK U3 KypHana 3ab10KMpoBaHHbIX agpecos. Mpu atom byaet

npousseZieHa OYNCTKa XKypHana, HO M3 BIOKMPOBKKN aapeca yaaieHbl He byayT, 3TO HaANEeXUT cAenaTh B
MEHI0 HaCTPOMKM ANHAMUYECcKoro bpaHamayaspa.

ypHan coaepnt nHbopmauuto:

IP-adpec — IP-agpec, KoTopblt Nonagan B 6/10KMPOBKY;
Jlama 6710Kupo8KU — paTa u Bpemsa nonagaHus IP-agpeca B 6/JIOKMPOBKY;
MpuyuHa 670KUPOBKU — NOACHEHME, KAKMM CEPBMCOM UM 3a YTO NpounsseaeHa 6/10KMPOBKa;

B Tabanue HUKe npuBeaeH CNUCOK coobLieHnin 0 610KMPOBKE U NPUYMHBI UX BOSHUKHOBEHMUS.

Tabnnua 20 — CoobueHnsa 610KMPOBKU

CoobLieHue B XKypHane

MpuunHa BO3HUKHOBEHUA

CoobuweHue SIP

Request error: REGISTER failed :

JOCTUTHYT AMMUT perncTpaumii

. . OTtBeT 403
Resource limit overflow OVHAaMUYECKMX Nosb3oBaTtesnemn
Request error: REGISTER failed : 3anpoc perncrpaumm Hem3secTHoOro
. . . OTtseT 403
Unknown user or registration domain |nonb3oBaTtens
Request error: REGISTER failed : Server|3anpoc pernctpauunm, B8 KOTOPOM 3aro10BKU OTBeT 403
doesn’t allow a third party registration |To 1 From pa3nunyHbl
Request error: REGISTER failed : .
. e HeBepHblit norMH/naponb OteeT 403
Authentication is wrong
Request error: REGISTER failed : MonbITKa geperncrpaummn Nonb3osaTeiem Otser 200
Wrong de-registration HEe3aperncTpMpoBaHHOIO KOHTAKTa
Request error: REGISTER failed : MonbITKa perncTpaunmn c agpeca, OTIMYHOro
. OteeTt 403
Request from disallowed IP OT paspeLleHHoro
. MonbITKa 3BOHKa OT NO/1b30BaTENs, KOTOPbI N
Request error: INVITE failed : No P
. . N3BECTEH, HO ero KOHTaKT He bbin OtBeT 403
registration before
3aperucTpupoBaH
. MonbITKa 3BOHKa OT NO/1b30BaTENs, KOTOPbI N
Request error: INVITE failed : P
. . . M3BeCTeH, HO PerncTpauma ero KOHTaKTa OTtBeT 403
Registration is expired
ncrekna
Request error: INVITE failed : BxoAALWMIN 3BOHOK UAN perncTpaums He
q AALL P patl Otset 403

Authentication is wrong

NPOLUAN ayTEHTUDMKALMIO

Request error: INVITE failed :
Unknown original address

3BOHOK C HEM3BECTHOrO HanpasaeHUA

3BOHOK HanpasaseTca Ha
mgapp, rae NpMHMMaeTcs
pelleHne o ero NPonycKe nam
OTKIOHEHUU

Request error: INVITE failed : RURI not
for me

HewunssecTHoe nma xocta uam agpec 8 RURI

OtBeT 404

Request error: BYE failed :
Call/Transaction Does Not Exist

He HallaeH Agmanor Ana NpUMHATUA 3anpoca

OTBeT 481

SIP: INVITE rejected by the rule
id:name (%d:%s) : Forbidden —
Blocked by SB

3anpoc nonasn B NPaBMAO C NOAUTUKOW reject

SSH: Too many requests from address

HeyaauHble NONbITKN ayTeHTUOUKALMIA NO
SSH
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CoobuieHue B ypHane

MpuunHa BO3HUKHOBEHUA

CoobweHue SIP

WEB: Unknown user <%s> attempted
to access : password '%s'

HeypayHble NONbITKM ayTEHTUDUKaL MK
yepe3 WEB

ANY: Manually by cmd from other
module or administrator

Bnoknposka aobasneHa yepes CLI nan WEB
AOMUHUCTPATOPOM

4.1.8.5 Cmamuyeckuii 6paHomay3p

Firewall wan cemeeoii 3KpaH — KOMMIEKC MPOTrPaMMHbIX CPEACTB, OCYLLECTBAAIOLWMX KOHTPONb U
buNbTpaLMIo NepesaBaembiX Yepe3 HEero CeTeBbiX MaKeTOB B COOTBETCTBUMM C 3aZaHHbIMM NpPaBUIaMMK, 4TO
HeobxoaMMO ANA 3alMUTbl YCTPOMCTBA OT HECAHKUMOHUPOBAHHOIO AocTyna. Ha yctpoiictBe moxeTt 6biTb A0 32
npodwunen.

’ Mpasuna 6paHgmayapa He 6yayT paboTtaTb Ha orpaHMYeHMe AocTyna no npotokonam HTTP/HTTPS,

o SSH, Telnet, SNMP, FTP. ina orpaHU4yeHuUAa [0CTyna no 3STMM NpOTOKO/1IaM BOCNO/Ib3yUTECb CIUCKOM
paspewéHHbix IP agpecos (pasgen 4.1.8.6) U HacTpoiiKamu aKTUBALMWU CEPBUCOB Ha CETEBbIX
uHtepdeiicax (pasgen 4.1.4.3).

Npodunu firewall

Be3onacHocmb —> CmamuvecKuli 6paHdmaysp

Ans  cospanws, pepakTMposaHus W ypanewna | o GpaHaMayap

npodunen firewall ncnonbsyetrca meHto «O6vekmbl» -

«Jobasums 0b6vekm», «O6vekmol» - «Pedakmuposame Ne Wnst

06vbeKm» n «0bbekmol» - «Y0anaumes obbeKkm», a TaKkxKe 0 Firewall Profile #0

KHOMKMW:
. «,[[o6aeumb»; NobaeEuTs Pepaktvpoeath YOanuTs
—  «Pedakmuposame»;
—  «Yoanumeb».

MporpammHoe obecneyeHne Mno3BoAAET HAcTpouTb npasuna firewall gna BxogAwero, wvcxogAwero u
TpaH3UTHOro TpadurKa, a TaKKe A onpeaeneHHbIX ceTeBbiX UHTepdelicoB. Oblee Konnyecteo npasun firewall
e[IMHO Ha Bce npodumam n coctasnsaet 1000 npasuma.

Be3onacHocme —> CmamuvecKuli 6paHdmayap —> «Jobasumo»

Cratu4ecknit Bpangmaysp

Mpoduns firewall 2

MapameTpsl Npoduna
WMA| Firewall Profile #2

CoxpaHuTb OTMeHUTL
Mpaeuna AnA BxoaAwero Tpatduka
Ne Wma CraTtyc WcTovHKK Moprst HasnaveHue Moprbl Copepxumos Mpotokon NeAcTBre
Mpaeuna AnA ncxogawero Tpadimka
Nz Hma Cratyc HCTo4HKK NMoprol HasHaveHwe MopTbl Copepxumos NMpotokon DNeAcTBHe
Aobaputs Penaktupoeats Ynanute
WuTepdieic

vlan200(untag) (bond1.1)

CoxparuTs

Mpu co3gaHnKM NpaBuaa HacTpaMBaloTCA CieaytolmMe NnapameTpbl:
—  UmA — nma npasuna;
—  MUcnonbzosams — onpepensert, byaeTt M UCNob30BaTbcA NpaBuno. Ecav ¢nar He ycTaHOBAEH, TO NPaBUIO
6yneT HeaKTUBHO;
—  Tun mpagurka — Tn TpadurKa, AN KOTOPOro co3gaeTcs NpaBuo:
—  exo0Auull — npeaHa3HavyeHHbIN ana SBC;
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— ucxodauwuli — otnpasnsemblii SBC;
— Tun npasusna — MOXET NPUHMMATb 3HAYEHUA:
— Ob6blyHOe — npaBuao c NpoBepKon IP-agpecoB 1 NOpPTOB;
— GeolP — npaswuio c npoBepKoi aapeca no b6ase GeolP;
— String — npaBuWaO C NPOBEPKON BXOXKAEHMA CTPOKUN B NAKET;

MeHto npasuna firewall 8 3asucumocmu ebibopa muna npasunaa

CTaTMyeckuii BpaHamay3p CTaTuyeckuii GpaHamayap

Mpaeuno firewall MNpaeuno firewall
Wma | |Firewall rule 0 WA | |Firewall rule 0

C 3
Wcnons3oeats Wecnonb308ath

. Tun Tpackka | | Bxogswwmii v
Tun Tpacpuka | | Bxogawwmi M P e
- Twn npasuna | | Strin v
Tun npasuna | | O6biuHOE M :
Coneprumaoe

MCTOUHMK N3KETA | ¥ Miodoit
McTounnk naketa | ¥ Mosoi
IP agpec/macka | |0.0.0.0
IP agpecimacka | (0.0.0.0
MopTel McTouHNKa | |0
MopTsl veTouRmEE | |0
ADpEC HAHAYEHWR | ¥ Moo
ALDEC HAZHAYEHWA | ¥ MoBod
IP agpec/macka | |0.0.0.0
IP agpecimacka | |0.0.0.0

TopTel HAZHAYEHUA | |0 S — T
bl HA3 A | |0

MpoTtokon Boi M Boi
P MioBoii Mpateken | | MioBoi M
Tun cooBweHun (ICMP) | | any v Tun cooBwenus (ICMP) | | any v
Oefctame | | Accept r OencTamre | | Accept v
CoxpahuTe OTMeRUTE CoxpaHuTs OTreruTE
CraTtuyeckuit GpaHgmayap
Mpaewno firewall
Mma | |Firewall rule 0
Wecnonsaosate
Tvn Tpacuka | | BxoaALmil M
Tun npasuna | | GeolP M
Crpana | | Afghanistan (AF) v
MopTe! MCTOUHKMEE | (D
MopTsl HazHaueHua | (0
MpoTokon | | MwGoit v
Tun cooBwerua (ICMP) | | any v
OeicTene | | Accept M
CoxpaHuTe OTMEHUTB

—  MicmoyHuK nakema — onpefenneT ceTeBol afpec UCTOYHMKA NaKkeToB, IMbo AN Bcex agpecos, AnMbo ana
KOHKpeTHoro IP-agpeca nnu cetu:

— moboli — ana Bcex agpecos (bnar ycTaHOBAEH);

— IPadpec/macka — ans KOHKpeTHoro IP-aapeca unu cetu. Mose akTUBHO Npu cHATOM daare «a060mn».
[na ceTn o6a3aTenbHO yKa3bIBAETCA MAcKa, gna IP-aapeca yKasaHWe Macku He 06A3aTeNbHO;

— Mopmbl ucmoyHuka — TCP/UDP nopT uau Amvana3oH NopToB (yKasbiBaeTca 4yepe3 TUpe «-»)
WCTOYHMKA NaKeToB. [aHHbI NapamMeTp UCNO/b3YETCs TO/IbKO A1A npoTtokonos TCP n UDP, noatomy,
yTObbl AAHHOE MOJIe CTa/fi0 aKTUBHbIM, HE0BXoAMMO BblibpaTh B none npotokon UDP, TCP, nubo
TCP/UDP;

— Adpec HasHayeHus — onpeaensaeT CeTeBoM agpec NpMeMHMKa NakeTos, IM60 ANA BCex aapecos, MMbo ans
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KOHKpeTHoro IP-agpeca nau cetu:

— moboli — ana Bcex aapecos (dnar yctaHOBAEH);

— IPadpec/macka — pns KOHKpeTHoro IP-aapeca nnu cetn. Mone akTMBHO Npu cHATOM daiare «1t060mn».
Ons cetn 06s3aTeNbHO yKasbiBaeTCA MacKa, AnA IP-agpeca ykazaHMe Macku He 06A3aTeNbHo;

— [lopmesl HasHavyeHua — TCP/UDP nopT vuan AmanasoH NOPTOB (yKa3blBaeTcA 4epes Tupe «-»)
NpPUeMHMKa NakeToB. [JaHHbIN NapaMeTp UCNONb3YeTCA TO/IbKO A/ npoTokosos TCP u UDP, nostomy,
yTObObI A@HHOE MOJIe CTa/lo aKTUBHbIM, Heobxoammo BbibpaTb B nosae npotokon UDP, TCP, nanbo
TCP/UDP;

—  [IpomoKosa — NpoTOKOA, AN KOTOpOoro byaeT ncnosib3osaTbea npasuno: UDP, TCP, ICMP, in6o TCP/UDP;

—  Tun coobuweHusa (ICMP) — tun coobuieHus npotokona ICMP, ans Kotoporo ucnonb3yertcsa npasuao. JaHHoe
noJsie akTUBHO, ec/iv B nose «[1pomokos» BbibpaH ICMP;

— [felicmsue — pencrane, BbINOAHAEMOE AaHHbIM NPABUJIOM:

— ACCEPT — naKeTbl, nonagatoLwime nog gaHHoe npaBuao, byayT NponyLieHbl ceTeBbiM 3KpaHom fire-
wall

— DROP — nakKeTbl, Nonagatowpe nog AaHHoe npaBuo, byayT oTbpoleHbl ceTeBbim akpaHom firewall
6e3 Kakoro 1Mb6o MHGOPMUPOBAHMA CTOPOHbI NepeaaBLLelt NakeT

— REJECT — nakeTbl, Nnonagatowue nog gaHHoe npasuao, byayt oTopoLleHbl ceTeBbiM 3KpaHom fire-
wall, ctopoHe, nepeaasweit naket, byget otnpasneH AMbo naket TCP RST anbo ICMP destination
unreachable;

— CmpaHa — Bbl6Op CTPaHbI, K KOTOPOWN NpUHaANEXUT agpec. Mose oTobparkaeTcs TONbKO 45 NpaBuaa Tuna
"GeolP";

— Coldepxumoe — CTpPOKa, KOTopasA [AOJ/KHA cofeprkatbca B nakete. CTpoka OyaeT ucKatbca nNo
cogepXKMmomy nakeTa c yd4eTom pernctpa. Mose otobparkaetcsa ToNbKO Ans npasuna tuna "String".

CosfiaHHOe npaBuaO MONafZeT B COOTBETCTBYOWWMA pasaen: «[flpasuna 0nas

WHTepdeic
exo0sawezo0 mpaguka», «lpasuna 0aa ucxodauwe2o mpaguka» nnbo «llpasuaa 0nsa OcHoBHGH HHTEpheiic
MPaH3UMHO20 MpPaguKa». eth0.20 localnet

ppp1 345uu

Takxke B npogune firewall BO3MOXKHO yKasaTb ceTeBble MHTepdENChI, A5 KOTOPbIX
6yAyT NCNo/Ib30BATLCA NPaBMAa AAaHHOTO NpoduUAA.

Kaxpplii ceTeBoil MHTepdeiic MoXKeT 04HOBPEMEHHO UCNO0JIb30BaTbCA TOJIbKO B 0g4HOM npodune
o firewall. Mpu nonbiTKe Ha3HaueHUa ceTeBoro MHTepdeica B HOBbIN Npoduab U3 cTaporo oH byaer
yAaneH.

ANna npumeHeHWA NpaBuA HeOBXOAMMO HaXKaTb Ha KHOMKY «flpumMeHUMb», KOTOpas MOSBWUTCA, eciv B
HacTpowKax firewall 66111 caenaHbl U3MEHEHUA.

4.1.8.6 Cnucok pa3peuweHHbix IP adpecos

B faHHOM pa3genie KOHUTYPUPYETCA CINCOK paspeLleHHbIX IP-aapecoB, ¢ KOTOPbIX aAMUHUCTPATOP MOMKET
MOAKNOYATLCA K YCTPOMCTBY Yepe3 web-KoHbUrypaTop, a Takke no npotokony Telnet u SSH. Mo ymonuyaHuio
paspeleHbl Bce agpeca. MorKeT 6bITb YKasaHo A0 255 agpecos.

BesonacHocmo —> CnucokK pa3peuweHHbix IP-adpecos
— [Jocmyn monbko 014 paspeweHHbix |P-adpecoe — npwu
yCTaHOBAEHHOM dnare fOCTyN K YCTPOWCTBY pa3peLleH TO/IbKO
c agpecos u3 6enoro cnmcka. Benkiit cncox
JLOCTyN TONLKD ONA pa3pelledHslx IF aopecos
Ona pobasneHna agpeca B Tabanuy «CrucoK paspeuleHHbixX Cnncok paspewennbix IP aapecos
adpecos» HeobXoAMMO HaxKaTb KHOMKy «/Jobasume» W B 1/[192.158.17 189 %
noAaBMBLUEMCA NONe YyKasaTb Tpebyemoe 3HayeHue. [locne
3aMN0/IHEHUA CNUCKA cieyeT HaxaTb KHOMKY «[IpumeHuUmeo».

Cnucok pazpeweHHslx IP agpecos

2 %
LobaenTs

Xd MpuMeHnTE MogTeepauTts

Ypanutb agpeca u3 CNMCKa BO3MOXHO, HaXKaB WMKOHKY
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(«Y0anume») B BbIGPAHHO CTPOKe.

Mpwu akTMBaLUM J0CTyNa TONbKO ANA pa3pelueHHbiX IP-agpecos 6e3 3aHeceHMsa cobcTBeHHoro |IP-
! agpeca B 6enbli CNMCOK [0CTYN K YCTPOICTBY ByAeT noTepsH.

4.1.8.7 3awjuma om DoS-amak
B 3TOM MeHI0 KOHOUTYPUPYIOTCS onumMK 3aWwmTbl oT DoS-aTak.

be3onacHocmos —> 3auwjuma om DOS-amak

3auuTa or DoS-atak
3awmta ot DoS-atak KnUeHTCKne
- Ne Wma
3awura o1 DoS-atak OTEMOUMTE ' BROOUITS 0 can
BHIO4MTL 3alLMTY oT ICMP dnyaa 1 crack
2 flood
BrriounTe 0OHapykeHue Port Scan | [+ 3 Kill
BHIKUNTE 33NDELUSHHLIS KNMEHTCKME NDUNOKEHNA | [ 4 sipeli
5 sipvicious
BrKOuMTs 3awmTy of RTP dinyga | [« & sipsak
T sundayddr
SIP oy
] War
BKMIOYMTL 3alLKTY OT SIP hnyaa | g shVUS
10 Gulp
KomuuecTeo nensitok goctyna '@ | |20 " p—
sipv
KonndecTso spamesHHsx Gnomposor @ | |3 12 smap
13 friendly-reguest
Bpema Gnokupoekn, ¢ @ | [1200 14 VaxlPUserAgent
@ 1 15 VaxSIPUserAgent
Bpema A el A Kl K. 4 - =
BpeMmA NPOLEHUA NN ANWTENEHO GNoKMpOEKK, 18 siparmyknife
CoxpannTs OTMeHUTE 17 SIPBomber
18 Siprogue
19 friendly-scanner
20 sip-scan
21 Test Agent
22 friend
23 friendly-scanners
NobasuTs Penaktnposats YaanuTs

Ha SBC peanv30BaHO NPOTUBOAENCTBME CAEAYIOLMM aTaKaM:

— ICMP flood — aTtaka mHoroumcneHHbimn ICMP-3anpocamu;

— Port Scan — ckaHMpOBaHMe NOPTOB;

—  SIP flood — ataku yepes SIP c uenbto nogbopa naponsa nosb3oBaTtens, ¢y 3anpocaMm Ha 3anpeLwéHHoe
HanpaB/ieHWe, 3aLMTa OT CKAHMPOBAHMA aKTyalbHbIX HOMEPOB;

—  RTP flood — dnyn Ha nopTbl, UCNOAb3YyEMblE ANA Nepeaayun megmafaHHbIX C LENbo YXyAWEHNA KaYecTBa
ycnyr;

—  Quaempayusa User-Agent — SBC coaepuUT 3anpeLéHHblii CNMCOK CTaHAapTHbIX User-Agent passinMyHbIx
YTUIUT, KOTOPbIE MOTYT MCNONb30BaTbCA ANA OpraHM3aumMm aTak no npotokony SIP. Mouck no User-Agent
He 3aBMCUT OT perucrpa.

HacTpoWKka onuui 3aWmThbl:
— 3awuma om DoS-amak — obLan HaCTPOoIiKa, akTUBMPYIOLWAA BCE NPoYMe 3aLUUTbI;
—  Bkmouyume 3auumy om ICMP ¢ayda — npu aktusaumm SBC He 6yaeT oTBevatb Ha 3anpocbkl ICMP tnn 8
(echo) u ICMP t1n 13 (timestamp);
—  BKnw4vumoe obHapyxceHue Port Scan — B 3TOM peXXMMe NPOBEPAETCA HaIMYME CANLLIKOM YacTbiX 3aMpoCcoB
K pa3HbiM NOpTam C O4HOrO agpeca;

—  Braoyums 3anpewjeHHble KAUeHMCKUE NPUoXeHUA — GUNbTPAUMA | 5.y or Dos-atak
SIP 3anpocos no User-Agent. MNpn akTMBauum 3To onumu cnpaea
NOABUTCA CNUCOK 3anpewéHHbIx User-Agent. B aTom cnnucke MoXHO: KnueHTckoe npunoxetne 21

—  [lobasuTb HOBbIi User-Agent kHonkoii "[obasuty". | 7 Apyroe r
MoABUTCA OKHO, T4e MOXHO BblOpaTb MO0 OAUH U3
npeaycTaHOBNEHHbIX BapUaHTOB, MO0 BBECTM CBOW, BbiOpaB Nanee OTMeHUTS

B BbiNagatoLem cnucke "apyroe";
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—  W3meHnTb Nt06Yy0 No3uUMIO B cnucke. s 3TOro Hajo BblAeNUTb MO3ULIMIO U HaXaTb KHOMKY
"PepaktupoBatb";

— Ypanutb nobylo nosuumio B cnucke. [lna 3Toro Hago BblAeNUTb MO3ULMUIO WU HaKaTb KHOMKY
"Yoanute".

—  Brkmtoyums 3awumy om RTP ¢hnyda — aktuBmpyeT ObHapyKeHMe XOCTOB, OTMPaBAAIOLMNX FOI0COBOM
TpaduK Ha HeaKTUBHbIE MeAnanopTbl, IM60 Ha MeAMnanopTbl, KOTOPbIE yXKe UCNoAb3ylTCcA A1a obmeHa
ronocosoit nHdpopmaumeinn. XocT cumtaetca GaAyaepom, €civM MNPOU3BOAMT MOCbIIKY HE OXWOAaemMoro
TpaduKa B Te4eHUM 6onee Yem NATU CEKYHA.

SIP ¢nyp,

—  Brmoyums 3auumy om SIP ¢hniyda — 3awmta oT noabopa naponen nonblosatenen n ¢yaa 3anpocamm Ha
3anpeLwéeéHHoe HanpasseHue.

— Konuyecmeo nonbimok docmyna — MO MNpPEeBbIEHUM KAKOFO 4YMCAa NOMbITOK Nosb3oBaTens byapet
3ab610KknpoBaH. MoKHO 3a4aTb 0T 1 40 32 NONbITOK;
—  Konuyecmeo 8pemeHHbIX b6A0KUPOBOK — KONMYECTBO BpPeMeHHbIX O/JI0KMPOBOK, KoTopble 6yayT

npPUMeHeHbl K noJsib3oBaTento. o NpeBbllEHUN 3TOr0 AMMMUTA OyayT MNPUMEHATbCA A/UTeSbHble
610KMpPOBKU. MOKHO 334aTb OT 1 40 10 6/10KMPOBOK;

—  Bpems 6510KUpOBKU, C — Bpems BNOKMPOBKM aboHEHTa, MOXKHO 334aTb oT 600 g0 3600 cekyHA;

—  Bpemsa npowjeHus uau 0aumesnsHol 6740KUPOBKU, Y — BPeMA AANTEeNbHON BAOKUPOBKKU. ITO Ke Bpems
NpoLEeHNA — Mo NPOULLECTBUMN KOTOPOro, byaeT cOpoLleH CHETUYMK NOMbITOK AocTyna. MoxHo 3agaTtb oT 12
00 48 yacos.

4.1.8.8 Cxema pabomsl cemesoli 3aujumsi SBC

Ha SMG paboTaeT cneaytowmit nopagoK oTpaboTKM NpaBua AMHAMUYECKOrO U cTaTUYeCcKoro bpaHamayapa,
CMMCKa 3anpeLLéHHbIX aAPecoB M OrpaHUYEHMA A0CTYMNa C CeTEBbIX MHTEPdENCOB:

1. MpowusBoantca oTpaboTKa NpaBun AnHamuyeckoro bpaHgmayspa (pasgen 4.1.8.3). Ha atom 3Tane
NPOMNCXoANT cOPOC 3aNPOCOB OT AAPECOB, HAXOAALLMXCA B YEPHOM CMIUCKE N CMIUCKE BPEMEHHbIX 6/10KMPOBOK;

2. OTpabaTtbiBatloTCA OrpaHUYeHuMA A0CTyna, HacTpauBaemble B pasgenax 4.1.4.3 CeTeBble nHTepdencol ->
Cepsucol 1 4.1.8.6 CnncoKk paspelwéHHbix IP-agpecos. lNpun HeaKTMBHOM CnucKe paspeléHHbiXx IP-agpecos
bopmMmupytoTcsa NpaBmaa, paspeLuatoLime AOCTYN K yNpaBAeHUIo Ha aapeca ceTeBblx HTepdelicoB SMG, y KOTOPbIX
ecTb paspeweHue Ha goctyn B 6a0ke "Cepsucbl". Mpu aKTMBHOM ChMcKe paspeléHHbIX IP-aapecos npasuaa
OONOHATCA KOHTponem |P-agpeca nctoyHMKa — paspelleHo NOoAK/IYEeHUE TObKO C apPecoB, YKa3aHHbIX B
CMUCKE;

3. OTpabartbiBatoTcsa npasumaa 3awmThl SIP destination (pasaen 4.1.3.2). Npasuna 3awuTtbl gns SIP destination
dbopmupytoTca aBTomaTmdecku. No-ymonyaHuio nposepaeTtca, 4To ana npotokona UDP gocTyn BO3MOKeH TOBbKO C
yKasaHHOro yaanéHHoro agpeca u nopta. Ana npotokona TCP (u gns UDP npu Hanuumm onumm "He yumnTbiBaTL NOPT-
WCTOYHMK NPU BXOAALMX Bbl3oBax") NpoBepsaeTca TONbKO YAANEHHbIV aapec. B cnyyae, ecam BbiCcTaBaeHa onums
"PaspewnTb NepeHanpasaeHme", yaanéHHbl agpec He KOHTPOIMPYETCA — ANA OFPaHUYEHUs AO0CTyna cneayet
BOCMO/1b30BaTbCA CTAaTUYECKMM BpaHaMay3pom;

4. PaspelsaeTca Npoynii AOCTYN K CeTeBbiM MHTepdelicam, Ha KOTopble HET NPUBA3KM NPaBMJI CTaTUYECKOTO
6paHaMay3pa;

5. OTpabaTbiBatoTCA NpaBMna cTaTMyeckoro bpaHamayspa (pasgen 4.1.8.5) Ha Tex ceTeBbIX UHTepdelicax, K
KOTOPbIM NpaBuia NpUBA3aHbI.

Ecnam oTpaboTano o4HO M3 NPaBUA CNUCKA, TO OCTABLUMECA NPABMAA K 3anNpocy NPUMEHATLCA He
o 6yayr.
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4.1.8.9 ObecneyeHue munossix 3a0a4y cemeesoli 3auyumoil SBC

OrpaHuueHue aocryna K ynpasaeHuio no npotokonam WEB/Telnet/SSH/SNMP.

Onsa orpaHuMyeHWs [0CTyNa K ynpaBieHWUIO ChefyeT BOCMOJ/Ib30BaTbCA HAcTpoliKamu B pasgenax 4.1.4.3
CeTteBble nHTepdeicol -> Cepaucbl n 4.1.8.6 CNncok paspelléHHbix IP-agpecos. CHayana Ha ceTeBbix UHTepdeicax,
KyZAa HeobxoaMmo paspeLllmnTb AOCTYN, BbICTAaBAAOTCA ¢paarM NPOTOKOA0B, MO KOTOPbIM HeEOBX04MMO pa3pelwmnTb
poctyn. Takmm obpasom 6yaeT BbICTaBAEHO OrpaHMYeHWe MO agpecy HasHavyeHumA. Nocae 3Toro HacTpamBaeTcs
CNUCOK paspeLléHHbix IP agpecos, KOTOPbIN AOMNONHUTENbHO BbICTaBUT OrPaHUYEeHUEe NO afpecy UCTOYHMKA Mo
aZpecam m3 CrUCKa.

OrpaHuueHue poctyna K wuHtepdeiicam SIP onpegenéHHbimu agpecamm u/am reorpadpuueckumm
NloKauuamu.

Mo-ymonyaHuto ana SIP destination npasuna 3awmTbl co3gatoTca aBTomaTnyeckm. O4HaKo, ecm BbiCTaB/eHa
onuma "PaspewnTb nepeHanpasfeHne", To NpasBuna cos3gaHbl He 6yayT. TakKe He cO34aloTCA aBTOMATMYECKU
npasuna gnsa SIP trunk. Ona ux 3awmThl TpebyeTca HacTpPoUTb CTaTUYecKuid BpaHamaysp (pasgen 4.1.8.5). Ha
npumepe HaCTPOMKM AOCTYyNa C TAaKUMM OrpaHUUYEHUAMM:

- PaspewnTb goctyn n3 Poccuu;

- Paspewutb goctyn c noacetn 34.192.128.128/28;

- OrpaHnymnTbL AOCTYN C NPOYUX a4PECOB.

[na aToro cnepyet co3gatbh TPM NpaBMaa cTaTUYeckoro 6paHamayspa B caesytolem nopagke:

1 Npasuno ans sxogauero Tpaduka ¢ Tunom "GeolP" n ctpaHoi "Russian Federation (RU)". OelictBue —
Accept;

2 MpaBuno pgna sxogdAwero Tpaduka c Tunom "O6blyHoe", [P-agpecom W MacKoi WUCTOYHMKA
"34.92.128.128/255.255.255.240". leiictBne — Accept;

3 Mpaswuno ana exogaAwero Tpadpuka c Tunom "Ob6bIvHOE", NCTOYHUK nNakeTa "/lioboin". elicteBue — Drop;

Mocne aToro BbIGPaATb B CNINUCKE MHTEPDENCOB HYKHble ceTeBble MHTepPdEChbl U COXPAaHUTb HAaCTPOMKM.

MonHoe orpaHnyeHue paoctyna K SMG c onpepenéHHOro agpeca uiam noaceTu.

Takoe orpaHUYeHWEe MOXKHO peann30oBaTb, AKTUBMPOBAB AMHaMUYeCcKMI BpaHamaysp (pasgen 4.1.3.2) u
BHECTW aapec UAN NOACETb B YEPHDLIN cnMcoK. OBpaTUTe BHUMaHUE — eC/In apPecoB CAMWIKOM MHOFO, TO iyylue
NonTM OT 0b6paTHOro M cosaaTb MpaBWNa cTaTMyeckoro 6paHamayspa (pasgen 4.1.8.5) no npuHumny "cHavana
paspeLmnTb CoegMHEHNE A0BEPEHHbIM y31aMm, 3aTeM OTOPOCUTL BCE" M HACTPOKaMK OrpaHMYeHUA A0CTyna Yepes
CMUCOK pa3pelléHHbIX IP-agpecos (pasaen 4.1.8.6);

ABTOMaTUUECKasa 610KMPOBKa HeyAauHbIX 3aNpPocoB/aBTopusaumii

BbinonHaeTca AMHammyeckum 6paHamayspom (pasgen 4.1.3.2). CneayeT akTMBMPOBATb AMHAMWUYECKWUI
6paHaMaysp U HAacTPoOUTb ycnoBus cpabaTbiBaHMA. TaKKe peKomeHayeTca BHECTU B 6enblit CNMCOK Te agpeca U
NoACETH, K KOTOPbIM HE AO/IKHbI MPUMEHATLCA NPaBMIa aBTOMaTUUYECKON 61O0KMPOBKM.
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4.1.9 Hacmpolika RADIUS

LWnto3 nopoaeprkMBaeT ayTEHTUPUKALMIO PErncTpupylowmxcs 4Yepes Hero aboOHEHTOB M aBTOPU3aLMIO
BbI30BOB C nomoLbto RADIUS-cepepa. Mpu ncnonbsosaHmm RFC5090 napametpbl gna digest-ayteHTuduKkaumm (8
coobuweHun ACCESS-CHALLENGE) wnio3 nonyyaetr ot RADIUS cepBepa M nepecbliaeT ux aboHeHTy. Mpwu
ucnonbzoBaHmMm RFC5090-no-challenge nubo Draft Sterman wnt3 camocTtoAaTenbHo OTNpaBAAeT aboHeHTy
napameTpsbl ans digest-ayteHTuduKaumm, aanee 3t napameTpbl u digest response, Nosy4yeHHbIM OT aboHeHTa,
nepegaet Ha RADIUS cepsep ans sepudukaumu.

[Ona ncnonb3oBaHuA aBTopmsaumnm ¢ nomolubto RADIUS-cepBepa HEOOX0AMMO B HAaCTPOMKax Hamnpas/ieHuUA
ansa SIP-nonb3osateneli (pasgen SIP Destination) yctaHOBUTL Hy»KHbI Npodumnb RADIUS.

4.1.9.1 Cepsepol RADIUS
RADIUS —> Cepsepebli

Cepeepa

Cepeepa RADIUS-Authorization
IP-anpec Nopt Napone

11192.168.18 27 1612 voiplab
2/192.166.18.183 1812 voiplab
310.0.0.0 0
410.0.0.0 0
5/0.0.0.0 0
610.0.0.0 0
710.0.0.0 0

210.0.0.0 0

TaiinayT oTeera cepaepa (x100 mc) @ (6
Hucno noneiTok OTNpaBxkKk 3anpoca QJ 4

Bpema HeWcrons308aHUA cepeepa npu choe (cex) & |15

MpumeHnTe J [ CBpoc ]

YcTpoicTeo noagep:KuBaet go 8 cepsepos aBTopmsaumm (Authorization).

—  Talimaym omeema cepeepa — BpeMms, B Te4eHMEe KOTOPOro OXUAAETCs OTBET CEpBepa;

—  Yucso noneImoK omnpasKu 3anpoca — KOAMYEeCcTBO MOBTOPOB 3anpoca K cepsepy. MNpu 6esycnewHom
MCMNO/Ib30BaHUM BCEX MOMbITOK CEPBEP CYMTAETCA HEaKTMBHbLIM, W 3aMpoC NepeHanpasaseTca Ha Apyron
cepBep, eC/iM OH YKasaH, MHaye — AeTeKTMpyeTcsa ownbKa;

—  Bpemsa Heucnose308aHuUs cepgepa npu cboe — Bpems, B TEYEHNE KOTOPOro CePBEP CYUTAETCA HEAKTUBHbBIM
(3anpocbl Ha Hero He oTNpPaBAAKTCA).

4.1.9.2 Cnucok npodpuneii
RADIUS —> Cnucok npodpuneii

Crnucok npodyuneit

Mo Hus
RADIUS_Profile00

=]

| HobaeuTs H Pegaktvposats H Yaanuts ]

MoKeT bbITb co3aaHo Ao 32 npodunei. Ana co3gaHua, peaakTUpoBaHMa U yganeHna npodpunen RADIUS
nucnonblyetcs meHio «0b6bekmbi» - «Jobasumb o0b6vekm», «ObveKkmol» - «Pedakmuposames 06beKmM» U
«0b6vbeKkmol» - «Y0anaums 06beKm», a TakKe KHOMKMU:

—  «/[lobasumeb»;
— «Pedakmuposame»;
—  «Y0anumeo».
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RADIUS —> Cnucok npodpuneii —> «[Jobasumob»

Mpasuno RADIUS N Cavcor npodmnei
Mpasuno RADIUS 0
Uma — nma npod)wm; WA | [RADIUS_Profile0d
Mapametpel RADIUS-Authorization

MNapametpbl RADIUS- Authorization: ErpRHISEHIR HCQEALEN SBR[t o panerann =
Mane User-name | | SIP usemame
OepaHu4yeHus ucxodaweli ceasu npu cboe cepsepa — npwu cboe DIGEST asropuaauss || Draflsterman (NelUp, FreeRadius) <]
cepBepa (Hemony4yeHUM oOTBeTa OT cepBepa) BO3MOXKHO NAS-PorTyps || ADSL.GAP =l
YyCTaHOBAEHUE OrpaHUYEHUN Ha UCXOAALLYIO CBA3b: serace-Type [ Authenticate Only ]
— Hem oepaHu4YeHull — paspeLlaTb BCE BbI30BbI; Framed-prolocol || SLIP

—  8ce 3anpeuwjeHo — 3anpeLaTb BCE BbI30BbI. pmernre] [ Copos panwess. ] (. Omera ]

Mone User-name — Bblbop 3HayeHua aTpmbyTa User-Name B
COOTBETCTBYHOLLEM NaKeTe aBTopmusauum Access Request (RADIUS-Authorization):
— SIP username — B KayecTBe 3HAYEHWUS UCNO/Ib30BaTb aDOHEHTCKMI HOMEP BbI3blBAtOLLEN CTOPOHbI
(username u3 nons from);
— IP address — B KayecTBe 3Ha4YeHMA NUCMNO/Ib30BaTb IP-agpec Bbi3blBatOLWEN CTOPOHDI;
— SIP interface name — B KayecTBe 3HA4YeHWA WUcNoOnb30BaTb MMA SIP-cepBepa, Yepes KOTopblit
oCyLLecTBAAETCA BXOAALLee 3aHATUE.
Ucnonszoeames DIGEST User-name 8 3anpocax aemopu3sayuu — nNpu BKAOYeHUn onumn B none User-Name
B8 RADIUS 3anpoce 6yaet ncnosb3zosatbcAa DIGEST User-name npu ycnosum Hannuma digest 3anucu B sip
3anpoce, B MHOM C/y4yae — COrnacHo Hactpoiike 'Mone User-name’;
DIGEST asmopuszauyus — Bblbop anroputma aBTopusaumm aboHeHToB uYepe3 RADIUS-cepsep. Mpu
AaliyKecT-aBToOpM3aLUnn Naposib NepesaeTcs He B OTKPbITOM BMAE, KaK MpU MCnonb3oBaHUM 6a3oBoit
ayTeHTUOMKauMK, a B BUAE XEL-KOAA U HE MOKET BbITb NepexBavyeH Npu CKaHMPOBAHUN TpaduKa:
—  RFC5090 — nonHoueHHaA peanmsauma pekomeHgaumm RFC5090;
—  RFC5090-no-challenge — paboTta c cepBepom He nepegatowmm Access Challenge;
—  Draft-sterman (NetUp, FreeRadius) — paboTta no apadTy, Ha OCHOBaHMM KOTOPOro H6blna HanMcaHa
pekomeHaaumns RFC5090);
NAS-Port-Type — tun ¢usmnyeckoro nopta NAS (cepsepa, rge ayTeHTUPULMpPYETCA NONb30BaTeNb), MO
ymosn4aHumio Async;
Service-Type — TUnN ycnyru, no ymondaHuio He ncnonbayetca (Not Used);
Framed-protocol — npoTOKO/, yKa3biBaeTCA NPU UCNOJ/Ib30BaHMM NAaKETHOro A0CTyMNa, N0 YMOJYaHUIO He
ucnonbayetcsa (Not Used).
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4.1.10 TpaccuposKu

4.1.10.1 PCAP mpaccupoeku

B MeHI0 NpoM3BOANTCA HACTPOMKA NapaMeTpoB A8 aHan3a ceTeBoro Tpaduka n npotokonos TDM-cetu.

Tpaccupoeku —> PCAP mpaccuposku

PCAP tpaccupoexu
Csobo
v PEKTODUM AN1A TP P

] |dmesg 17.5kB | 07.11.2018 16:28
@ b| | gzcore_20181114_181843_nat_worker_Izo - 1828 kS . 14.11.2012 18:18 .
73@“){9”,@7' j@ﬁfgywi r;eoewwcmm ] | gzeore_20181115_075608_net_worker_Izo 207:50 ‘

TR TorTaa b| | gzcore_20181118_122532_net_worker_lzo 12:25

CPU [ GE ] GE | GE | SFP | SFP ] ‘éz:o’e_ZJ‘.31115_142719;we:_w:%er;I:c V ;“' 14:27

NOpT NOPT NOPT NOPT NOPT  nopT f +

0 1 2 0 1 ] | hosttestiog 15:20
MopTe! NCTOUHMKK BXOQALMX NSKETOR ‘ | | lastiog [ o8| 01.01.1070 08:00 .

MopTe! MCTOUKIAKA UCKOLALLIAX NSKETOR ‘ ] remﬁmc 1.log V »n’« 3 ké v 16.11.2018 13:22
Topr eearemetn A sioamop: naketoe ] | networkd.2.log 4333 kS | 16.11.2018 14:15 1
FlopTasssmevn BERCORAI TakEIon | | | ‘ | | networkd.2 Ic;g | a2k | 18112012 1444 l
Mpumernts | | MoareepanTs | | OuncTuTs | | CoxpanuTs 3 ‘ ) I — |

: ) N - ] | networkd.4.log 158.8 k8 | 18.11.2018 15:35

] | sntp.log 6.1 kB | 16.11.2018 15:31
| ‘ ssh_log0 o8 4 07.11.2018 16:27 ‘
i -ssh_ag?, csgc#n::ne '.'3:?-
i il sshd_log . 7018 . 16.11.2012 14:18 ‘
1 . sysmon.1.log . 426k8 . 16.11.2012 14:27 4
1 - usuthlog A cse 07.11.2012 15:28 A

j CraviaTb 7, Ypanuto |

TCP —dump — Hacmpoiiku 8aa ymuaumel TCP-dump:
—  WHmepgelic — nHTepdeiica AN 3axBaTa CETEBOro TpadmKa;
—  OepaHu4eHue 0auHbl nakemos (0 — Hem oepaHu4yeHuli) — orpaHUYEeHNe pasmepa 3aXBaTbiBAEMbIX
nakeTos, B 6aiTax;
—  fobasums gpunemp — GUNLTP NAKETOB ANS yTUAWTBI tcpdump.

CmpyKkmypa ebipaxceHulii-gpunompos

Kaxpgoe Bblpa*XeHune, 3adaroulee d)MJ'Ipr, BK/Il0O4aeT OAUH UM HECKOJIbKO NMPUMMUTUBOB, COCTOALLUNX U3
OAHOro WM  HECKOJIbKUX MAEHTMd)MKaTOpOB obbekta MU npegwecrtsyrowmnx emy KI'IaCCMCI)MKaTOpOB.
M,[l,eHTMd)MKaTOpOM 06BbeKTa MoXKeT CNYXXUTb €ro uma nam Homep.

Knaccugpukamopoi o6vekmoes

1.

type — yKasbiBaeT TMN 06beKTa, 334aHHOIO MAEHTUPMKATOPOM. B KauecTBe TMNa 06bEKTOB
MOTYT YKa3blBaTbCA 3HAYEHMUA:
—host (xocT),
—net (ceTb),
—port (nopT).
Ecnu Tn o6beKTa He yKasaH, npeanonaraeTtca 3HadeHue host.

dir — 3apaeT HanpaBaeHMe NO OTHOLIEHMIO K 06beKTY. [11A 3Toro Knaccupukatopa
NoAAEPKMBAIOTCA 3HAYEHUA:

—src (0BBbEKT ABNAETCA OTNPaBUTENEM),

—dst (06beKT ABNAeTCA nosyyaTenem),
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—src or dst (oTnpaBuTeNb UM NOAyYaTEND),

—src and dst (oTnpasuTenb U nonyyaTens).
Ecnun knaccudukaTop dir He 3agaH, NnpeanonaraeTca 3Ha4yeHue src or dst.
[na perknma 3axsata ¢ QUKTUBHOIoO MHTepdelica any MoryT MCNO/1b30BaTbCA
KnaccudumkaTopsl inbound n outbound.

3. proto — 3agaeT NPOTOKO/, K KOTOPOMY A0/TKHbI OTHOCUTBLCA NaKeTbl. ITOT KnaccudukaTop
MOXeT NPUHMMATb 3Ha4YeHUA:
ether, fddil, tr2, wlan3, ip, ip6, arp, rarp, decnet, tcp n udp.
Ecnv npUMUTUB He COAEpPXKUT KnaccupuKaTopa NpoTOKONA, NpeanonaraeTcs, 4To
AaHHOMY GUNBLTPY YA0BNETBOPAIOT BCE NPOTOKO/Ibl, COBMECTUMbIE C TUNMOM 06 bEKTa.

Kpome 06BEKTOB M KBaNMOUKATOPOB MPUMMUTUBbLI MOTYT COAEpPKaTb apuPMeTUUECKME BbIPAKEHUA U
K/loueBble C/10Ba:
— gateway (wnto3),
— broadcast (WwnpoKoBeLwaTenbHbI),
— less (meHbLe),
— greater (6onblue).

CnoxHble d)VIﬂprbI MOryT cogepXatb MHOXKECTBO MNPUMUTUBOB, CBA3AHHbIX MeXay coboit ¢
MCcnosib3oBaHNEM J1IOTMYECKNUX ONnepaTtopoB and, or nu not. [na COKpauweHnAa 3aaarmx d)VIfIprbI Bblpa)KEHMF/'I
MOXHO ONYyCKaTb NOEHTUYHbIE CMNUCKHN KBaﬂMd)MKaTOpOB.

Mpumepbl GunbTPOB:

—  dst foo — oTbupaeT NakeTbl, B KOTOPbLIX NoAe agpeca noaydatens IPv4/v6 coaeput agpec xocta foo;

—  srcnet 128.3.0.0/16 — ot6umpaeT BCce nakeTbl Ipv4/v6, OTNpaBieHHbIE U3 YKa3aHHOM ceTu;

—  ether broadcast — obecneunBaeT oT6Op BCEX LWIMPOKOBELATENbHbIX KaapoB Ethernet. Kntouesoe cnoso
ether mokeT 6bITb ONYLLEHO;

—  ip6 multicast — oTbupaet nakeTbl € rpynnoBbIMKU agpecamm IPv6.

Ona  nonyyeHua 6Gonee aeTanbHOM MHOoOpmauuMM o GUALTPAUMM MakeToB obpauwantech K
CNeunannsMpoBaHHbIM pecypcam.

—  3anycmume — HayaTb c6Op AaHHbIX;
—  3asepwiumb — 3aKOHUYUTb COOP AaHHbIX;
—  [epe3zanycmums — nepesanyck cbopa AaHHbIX.

/| TMocne octaHOBKM 3axBaTa NaKeToB CNPaBa B CNUCKe $paiiNoB NOABUTCA BO3MOKHOCTL BbI6paTb ANs
CKaumBaHuA dump c yKasaHHOro uHTepdeiica Ha NoKaNbHbIA KOMNbIOTEP.

3epkanupoeaHue Nopmos’ — HACMPOUKU 3epKanupoeaHus mpaguka:

3epKanMpoBaHME NOPTOB NO3BO/IAET CKONMPOBATb C MOPTOB KOMMYTATOPA LW/t03a NPUHATbIE U NepesaHHble
dpenmMbl M HaNpPaBUTb UX Ha APYroi NoprT.

! Tonbko ana SBC-1000
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3epKanMposaHle NopTos
CPU GE @ GE GE SFP  SFP

NopT  NOPT MOPT MOPT  NOPT  NopT
o 1 2 o 1

MopTel HCTOYHNKA EXOOALLMK NAKETOR
MopTel MCTOUHMKS WCXOOAWMY NAKeTOR
MopT Ha3HaYeHMA ONA EXOOALMK NAKeTO.

MopT HazHaueHWA ONA UCXOOAWMK NaKeToB

MpuMeHnTe QuncTie Coxpannte

[n1A NnopToOB YCTPOMCTBA BO3MOXKHbI Ceaytolimne AecTBUS:

Mopmel UCMOYHUKA 8X00AWUX NAKemo8 — KOMUPOBaTb GpelrimMbl, NPUHATbIE C AaHHOro nopTta (mopT-
WUCTOYHUK);

Mopmel UCMOYHUKA UCX00AWUX NAKemo8 — KonupoBaTb $perimbl, NepeaaHHble AaHHbIM NopTom (nopT-
WUCTOYHUK);

Mopm Ha3HayeHus 04 8X00AWUX NAKemMo8 — NOPT-NPUEMHUK A1A CKONUPOBAHHbIX GPENMOB, NMPUHATBIX
BblGPaHHbIMM NOPTAMU-UCTOYHUKAMMU;

Mopm Ha3Ha4yeHUs 08 UCXO0AWUX MNAKemos — TNOPT-NPUEMHUK AAA CKOMMPOBAHHbIX ¢Gpenmos,
nepesaHHbIX BblI6paHHbBIMW NOPTAMMU-UCTOUHUKAMU;

MpumeHUMb — NPUMEHUTb NAPAMETPbI HACTPONKMN 3EPKANNPOBAHUS;

Moomeepdumb — NOATBEPAUTL NPUMEHEHHbIE NapaMeTPbl HAaCTPOWKM 3epKaiMpoBaHus;
O4yucmumes — cOPOCUTL HAaCTPOMKM 3€PKAIMPOBAHMS;

CoxpaHumMes — COXPaHWUTb NapaMeTpbl HAaCTPOMKM 3epKaMPOBaHWA.

Eciu B TeyeHMe OA[HOM MUHYTbI HACTPOMKM He TMOATBEPXKAEHbl HAaXXaTMEM Ha KHOMKY

N «Modmeepdumeb», TO OHM BO3BPALLAIOTCA K NPeablAYLLMM 3HAUYEHUAM.

B 6/10Kke ®aiinbl U Nanku B AUPEKTOPUUN 4711 TPACCMPOBOK AOCTYNEH CMMCOK $paliioB B COOTBETCTBYOLLEN

AVPEKTOpUnN. [N COXPaHEHMs TPACCMPOBOK MOMKET MCnosb3oBaTbca SSD-gMck nnMbO onepatmBHaA NamATb
yCTpoiicTBa. B cayyae MCnoab30BaHMA ONepaTMBHOM NamATM 3anNunCb OCYLLECTBAARTCA B aupekTopuio /tmp/log.

[Nna ckaumeaHWA Ha NIoKanbHbIV MK He0bX04MMO YCTaHOBUTL Gaarv HanpoTMB Tpebyembix UMeH ¢aiiios U

HakaTb KHOMKRY «Ckayame». ONa yaaneHunsa yKasaHHbIX Gainios U3 AMPEKTOPUN — KHOMKY «YOaaumen».
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4.1.10.2 SYSLOG

B meHto «SYSLOG» npon3BoamMTCA HAaCTPOMKA NapaMeTPOB CUCTEMHOTO XKypHana.

SYSLOG — npoToKo/I, NpeaHa3HadYeHHbl 418 nepegaym coobueHnn o NponcxoanLumx B cucteme cobbiTmax.
MporpammHoe obecrneyeHue Wto3a No3Bo/iAeT GOPMUPOBATL KypPHa/bl AaHHbIX MO PpaboTe NPUIOKEHUI CUCTEMDI,
paboTe NPOTOKO/I0B CUTHAIM3ALMK, aBapusaM U nepeaaBaTb Ux Ha SYSLOG cepsep.

' BbiCOKMe YPOBHM OT/IaAKM MOTYT NPUBECTU K 3agepiKKam B paboTe ycTpoiicTBa.
° HE PEKOMEHAYETCA 6e3 Heo6x0AMMOCTM UCNOJ/Ib30BaTb CUCTEMHDI XKypHan.

.~

CUCTEMHDBINA KyYpHan HeobxoauMMo MUCMNO/Ib30BaTb TOJIbKO B C/lydae BO3SHUKHOBEHUA npobnem B
pabote wa3a ANA BbiABAEHUA UX NPUYUH. [na Toro 4ytobbl onpepennTbca ¢ HeobxoaMMbIMKU
YPOBHAMMU OTNapKu, pekomeHayem Bam o6patutbca B cepBUCHbIN LeHTp 000 «Mpeanpusatue
«INTEKC».

TpaccupoBKU — MCMONb3YETCA AJ1A COXPaHEeHMWA iora paboTbl M B3aMMOAENCTBUA Y3/10B YCTPOMCTBA, A TaKKe
obmeHa CoobLLEHUAMM MO PA3/IUYHBIM NPOTOKOAAM.

B napameTpax TPaccMpOBOK HAaCTPaMBaeTCA YPOBEHb TPACCUPOBOK MO COBbITUAM M MPOTOKOIAaM. BO3MOXKHble
ypoBHU: 0 — BbIKAOYEHO, 1-99 — BKAOYEHO. 1 — MMHMMANBHbBIN, 99 — MaKCMMa/ibHbIN YPOBEHb OTAAAKM.

—  Dispatcher — nornposaHue paboTbl AucneTYepa NPOLECCOoB;
—  Manager — norvpoBaHue paboTbl MeHeaKepa CoeaMHEHUN U perucTpauuii, ynpasneHusa RTP Tpadukom;
—  Worker — norupoaHue paboTbl SIP-aganTepa;
Bbigo0 ucmopuu eeedeHHbIX KOMAHAAX — WCMO/Nb3yeTca A
COXPaAHEHMA UCTOPUN U3MEHEHWUI B HACTPOMKax LWAO3a.

— IP adpec cepsepa — appec cepsepa AN COXPAHEHUS
’KYpHasia BBeAEeHHbIX KOMaHS;
— Topm cepsepa — nopT cepBepa AN COXPaHEHUs
}KYpHana BBeAEeHHbIX KOMaHA;
—  YposeHb 0emanu3ayuu — ypoBeHb AeTaAn3aLmm
}KYpHana BBeAEeHHbIX KOMaHA,;
—  OmKa4ume n02u — He GOPMMUPOBATL KYpPHaN
BBEAEHHbIX KOMaHZ;
—  CmaHoapmHsili — B co0bLLEHMAX NepeaeTcs
Ha3BaHWe U3MEeHEeHHOro napameTpa;
—  [MonHsili — B coobLEeHMAX NepesaeTcs Ha3BaHWe
M3MEHEHHOro NapameTpa W 3Ha4YeHna napameTpa
[0 M Nocne U3MeHeHus.

KoHdgpu2ypayus cucmemMHO20 H¥CYypHAsaAd — HACTPOIKM
KOH}UrypaLuMm CUCTEMHOTO KypHana gaa nepegaydm cobbiTui,
KacatoLmxca 40CTyna K yCTPOWCTBY.

3anycTUTbL OCcTaHOBUTD

B napametpax syslog HacTpamsaetca IP-agpec syslog-
cepsepa, UDP nopT, Ha KoTopblit syslog-cepsep npuHUMaeT
coobueHums.

—  Brawoyumes sedeHue /10208 — BKAOUNTb BEAEHMUE KYPHaNa cobbITHiA;
— Omnpasname Ha cepsep — NpuU ycTaHoBAeHHOM dnare 3anuch KypHana 6yaeT BecTUcb Ha cepsepe, IP-
afipec KOTOPOro HacTPaMBaETCA HUXKE, MHAYe KypHan ByaeT COXpaHATLCA B ONepaTUBHYIO NamMATb (pasmep
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JKypHana orpaHuyeH 5 M6, Kpome TOro, 3amnucu B KypHase COXPaHAITCA TOJIbKO A0 Mnepes3arpysKku
ycTpoiictea). CoxpaHeHM e }KypHana B onepaTUBHYIO NaMATb He PEKOMEHAYETCA K UCNO/Ib30BaHMIO.

— P adpec cepsepa — appec cepepa 418 COXPaHEHMA KypPHaNa CobbITUIA;

— [lopm cepsepa — NopT cepBepa A/1A COXPaHEHUA }KypHana CobbITUIA.

KHonku «3anycmume» n «OcmaHo8uUmb» NO3BONAKOT COOTBETCTBEHHO 3aMyCcKaTb U OCTaHaBAMBATb Nepeaayvy
YKypHana Ha cepsep.

4.1.11 Paboma c obvekmamu u meHro «Ob6BbeKmbi»

NMNomnumo npuUMeHeHUA MKOHOK CO34aHUA, PeJaKTUPOBAaHUA U yOaNneHuA Ofibertel  Cepeuc  Momoue
06BEKTOB B COOTBETCTBYHOLUMX BKAAAKAX, CYLLECTBYET BOSMOXHOCTb BbIMOAHUTD NofiasuTs 0BbekT
AGVICTBMFI Ha YKa3aHHOM ob6beKTe ¢ NMOMOLLbIO COOTBETCTBYHOLWMNX NYHKTOB MEHIO PeldakTHpoeaTe ofbexT
«OBBEKTBIN. YaanuTe 0fLekT

4.1.12 CoxpaHeHue KoOHgu2ypayuu u meHto «Cepsuc»

Ons oTMeHbl BCEX M3MEHEHWUIT HeobxoaAnMo BbibpaTb MeHto «Cepsucs -
«OmmeHUMb 8ce USMeHeHUA».

Mosmowe  Buxog

CoxpasuTe kosdwrypaumse o FLASH

,D,I'IFI 3anuncu KOHd)MI'ypaLI,MM B 3HEProHe3aBnCMMyro nNamAaTtb YCTpOVICTBa y
HeOﬁXOAMMO Bb|6paTb MEHI «Cepeuc» - «CoxpaHumb KOHdJUZypGHUiO 60 epezanyce NTP-cnewTa
FLASH» CoxpasWTs Nord & Gain

¥npazneHrs dadnauy KoHbMryosURE
YCTEHoEEE DATE K EPEMEHN

[na nepesanycka NO ycTpoiicTBa Heo6xo4MMO BblIOpaTb MeHto «Cepsuc»
- «[lepe3anyck NO».

DBHosnedrs MO

DBHoENEHRE NMUEHINR

[na nonHoro nepesanycka ycTpolicTBa Heobxoanmo BbibpaTb meHto « Cepaucy - «[lepesanyck ycmpolicmaa.

[na npuHyAUTENbHOM NEPECMHXPOHU3aLMM BPEMEHM OT cepBepa HeobxoaAnmo BblibpaTb MeHto «Cepsuc» -
«lepesanyck NTP knueHma».

Ons dopmmpoBaHUs M COXPaHEHWS NOrOB Ha YCTPoMCcTBE HeobXxoaAnMo BbibpaTh MeHto "Cepsuc" - "CoxpaHuTb
noru B ¢anin". ApxvB c JoramMmm MOXKHO HaiTu B pasgene PCAP TpaccMpoBKM — daitibl M Nanku B ANPEKTOPUN ANs
TPACCMPOBOK.

Mpumep Ha3BaHWA apxmBa:
sbc _logs _current calls_ 20201111 165508.tar.gz
[na npuHyanTenbHoro nepesanycka SSHD Heobxoamnmo BbibpaTh MeHto «Cepsuc» - «[epesanyck SSHD».

[Nna cunTbiBaHWA/3annCKM OCHOBHOro ¢daina KoHGUrypauumn ycTpocTBa HaZo BbibpaTb meHto «Cepsucs -
«YnpasneHue ¢halinamu KoHgpuaypayuu».

[na cbpoca KoHPUrypauum ycTpoiictea Heobxogmmo BbibpaTb MeHio «Cepsuc» - «YnpasneHue galinamu
KOHGU2ypayuu» N HaxaTtb KHOMKY «C6pocy». MNpu 3Tom 6yayT c6poLleHbl BCe HAaCTPOMKM 38 UCKNHOYEHMEM CETEBbIX
napameTpoB, ceTeBbIX MHTepdENCcoB, ceTeBbIX MapLLpyToB, Npoduneit u npasun firewall, cnucka paspewéHHbix IP-
aapecos 1 cepsepa BpemeHu (NTP). [na nonHoro cbpoca K 3aBOACKMM HacTpolikam obpaTtutech K pasaeny 2.6
KHOMKMW.

[NA py4HOI HAacTPOMKM NIOKaNbHbIX AaTbl U BPEMEHW Ha YCTPOCTBE HE0HX0AMMO BbibpaTb MeHIo «Cepsuc»

! Tonbko ana SBC-1000
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- «YcmaHosKka 0ambl U spemeHu», noapobHee B nyHKTe 4.1.13 HacTpoiKa aatbl U BpEMEHMW.

Ona obHoBneHua MO yepe3 Web-nntepodeiic Heobxoanumo BbibpaTb MeHto «Cepauc» - « ObHosneHue 10,
nogpobHee B nyHKTe 4.1.14 O6HoBAeHMe O yepes web-nHTepdeiic.

Ona obHoBneHUs/nobaBneHUA ULEH3UIA HeobxoaAMmo BblbpaTb «0O6HosneHue

AuyeH3uu», nogpobHee B nyHKTe 4.1.15 JIMueH3un.

meHto «Cepsuc» -

4.1.13 Hacmpoiika damel u spemeHu

HacTpolika 43Tl M BpSMEHH!
Beens |15 | ;|58
Aata |14 Man

B cooTBeTCTBYIOWMX NONAX BO3MOXHO 3a4aTb CUCTEMHOE Bpemsa B

dopmate Y4:MM un gaTy B dopmate O4.mecau, ITIT. [=] |2012

[MNpuMeHUTB

[na coxpaHeHWa HacTpoeK ciedyeT BOCMO/b30BaTbCA KHOMKOM

«llpumeHUMbN.
CMHXpDHMEMpCEaTI: BpEeMA C KOMMNEWOTEPROM:
« »

Mo Ha)KaTUO Ha KHOMKY CuHXé’JOHu3upOBCImb npoucxoaut [ Corpormanponart ]
CUHXPOHM3ALUMA CUCTEMHOIO BpeMeHU YCTPOUCTBA C TEKYLLMM BpemeHeM Ha
NnokanbHom [K.
4.1.14 0O6HosneHue 10 yepe3 web-uHmepgpelic Oboanese N0

CBHoBneHwe firmware

[Ona obHoBneHus MO ycTpolicTBa HEOHXOAUMO MCMONBb30BATL MEHIO . | [ Geser

«Cepsuc» - «ObHosneHue 10».

OTKpoeTca dopma ans 3arpyskum ¢ainos MO Ha ycTponcTBo:
—  O6HosneHue firmware — o6HosnseT MO ynpasaaoLwein nporpammsl u/mam aapo Linux.

Ons obHoBneHua MO Heobxogumo B nose «@alin npowusKku» Npu NMOMOLWM KHOMKKM «O630p» yKasaTb
Ha3BaHWe ¢aina gna 06HOBAEHUA U HAXKATb KHOMKY «3a2py3ume». [locne 3aBeplUeHMA onepaLun - nepesarpysmTb
YCTPOMCTBO Yepes meHto «Cepsuc» - «[lepesanyck ycmpolicmea».

4.1.15 JluyeH3uu

Ona obHoBneHuna/ pobaBneHuna NMUEH3UI HeobxoAMMO NOAYyYUTb ¢alkin AuueHsuu, obpaTuBLIUCL B
Kommepyeckuit otgen 000 «MpegnpuaTtne «IITEKC» no agpecy eltex@eltex-co.ru nam no tenedoHy +7(383) 274-
48-48, yKka3zaB cepuiHbliit Homep U MAC-aapec ycTpolictBa (nogpobHee B pasgene 4.1.17).

[Janee B meHto «Cepsuc» BbIbpaTb NapameTp « O6HO8AeHUE AUYEeH3UU.

Session Border Controller Kondurypatop © ABapwii HeT.

»

Wupopmauma o cucteme  OObektsl  Cepeuc  Momows  Boixog

Paznensl OTMEHNTL BCE HIMEHEHNA
CoxpaHnTs Kondmrypaumwo so FLASH
[ cucremsie napamerpal
L sanicn

Mepesanyck MO
Mepeaanyck ycTpoicTea

eMHble NapaneTpbl

MoHKTOpUHT
«[] Tenemerpun
J Tpadiik 3arpy3xu npoueccopa
1] Monuropunr SFP mogyneii
[[] #ypnan asapuiineix cobuiiit
~[] WosuTopuHr ukTEpDEicos
~[] Crucok aonentos
B3 Kongurypauus whTepdeicon
[[] TaBnuua mapwpyTusaum
I TeBble NapamMeTpol

TeEbIE WKTEpDENCH

B

piicTea | SBC

Mepesanyck NTP-knueHTa
YnpaeneHue $ainamn KoHpurypauun
YCTAHOBKE OaThl W BPEMEHN

poeok | | default v

BanHnA | | HeT v

OBHoenexne NO

PafoTa BEHTUNATOROE | &)

3arpyeHHOCTE NpoLeccopa | (@

MCnonk308aHne oNepaTtHeEHOI NaMATH | &

C nomoLLbo KHOMKK «Bbibepume ¢alin» ykasaTb NyTb K Gpaitay AULEH3UW, NOAYYEHHOMY OT NPOU3BOAUTENS,

1 0O6HOBUTb, HaxaB « OBHOBUMb.
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Onsa obHoBneHuA daiina nmueH3nn TpebyeTca NnoaTBEPKAEHME.

Noagreepaure Aeicrene Ha 192.168.18.99 x [

OBHOBMTE haltn nMueHzMM?

EooK |[ OTMEHE ]

MNMocne 3aBeplieHUA onepauun byaetr NpeanoXKeHo nepesarpysnTb YCTPOMCTBO MBO 3TO Heobxoanmmo
caenaTb yepes meHwo «Cepaucy - «[lepezanyck ycmpolicmsa».

4.1.16 Memhto «Momoub»

MeHIo nNpeaoCTaBAseT CBeAeHMA O TeKylein BepcuM NPOrpaMMHOIO [ty

obecneyeHus, 3aBOACKNE MapaMeTpbl U APYTYHO0 CUCTEMHYI0 MHOOPMALMIO, a TaKxkKe 0 nporpane
BO3MOMHOCTb MOAYYMTb CaMyl0 HOBYIO BEPCMIO [AOKYMeHTauuu C caiiTa [HBORMEIA © SneTeme
http://eltex.org.

4.1.17 [lMpocmomp 3a800CKuUX napamMempoe u UHghopmayuu o cucmeme

ﬂ'ﬂﬂ npOCMOTpa HeO6XOAMMO ncnonb3oeaTe MEHIO «/70M0u,{b» Tekywee spemMa Wednesday August 30 17:19:42 NOVT 2017
- «MHd)opMaquﬂ O cucmeme». Bpema pabotul MO 07d 02hour 40min 55s

Bpema paboTol cuctemel 07d 0Zhour 41min 28se

a o

MNMporpammMyoe obecnevyerHne:
Bepcus MO 1.9.0.59

3aBoackme napametpbl (CepuiiHblt Homep u MAC appec)
TaKXe YKasaHbl B Wuabfe (HakneilKe) Ha HUXKHEW 4yacTu Kopnyca

JaBogCcKHE NapaMeTpbi:

MBAEHMH. Moaene

Cepuidtaiil HoMep
MAC aapec

MoapobHas MHPopmaLus o cucteme (3aBoACKME NapameTpbl, —
Bepcus SIP-apanTepa, Tekywas Aata v Bpems, Bpems B pabote, |s=c
ceTeBble HaCTPOWKW, TemnepaTypa BHYTpM Kopryca) AOCTynHa no .
HaXkaTUI0 Ha CCbIIRY «MHpopmayus o cucmeme» Ha NaHenu e TR s

LWneos 192.168.69.123
ynpaBneHMﬂ' DNS ocHosHO#M 192.168.1.123
DNS pesepeHbli 192.168.0.123

4.1.18 BbIx00 U3 KOHhu2ypamopa

MpKn HaXaTUK Ha CCbIIKY «Bbixod» Ha NaHenn oTobpasnTca cneaylouiee OKHO:

Session Border Controller

Hem noms3aeamng
MapoNe
AzuiE antepdedca Pyccnmt ¥

Bicaimn

[na Bo306HOBAEHMNA A0CTYNa HEOBXOAMMO YKa3aTb YCTaHOB/EHHbIE MMA M0/1b30BaTENA U MAPOAb U HaXKaTb
KHOMKY «Bx00». M0 HaXKaTuIo KHOMKKM « OMMeHa» OCYLLEeCTBUTCA BbIXOA U3 NPOrpaMmmbl KOHGUIYPUPOBaHMA.
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4.2 Hacrtpoiika SBC uepes Telnet, SSH nan RS-232

Ona Toro 4to6bI NPOU3BECTM KOHPUIYPUPOBAHME YCTPOMCTBA, HEOOXOAMMO MOAKAYUTBCA K Hemy C
nomolibto npotokona Telnet, SSH, nnbo Kabenem yepes pasbem RS-232 (npu AocTyne UCNoNb3yeTca KOHCoAb). Mpu
3aBOACKMX YCTAHOBKax aapec: 192.168.1.2, macka 255.255.255.0.

KoHdpurypauma ycTpoinctsa XxpaHUTCA B TEKCTOBOM BuAe B dhainax, Haxoaawmxca 8 Katanore /etc/config (ona
Bbixoga B linux Habepute KomaHAay sh), KOTopble MOXHO PeAaKTUPOBaATb C NMOMOLLBI BCTPOEHHOIO TEKCTOBOrO
peaaKkTopa joe (TakMe n3ameHeHus BCTYNAT B CUAY MOC/e nepesarpyskun yCTponcTea).

[Ona coxpaHeHWsa KoHOUIypauum B SHEProHe3aBMCUMYIO MaMATb YCTPOMCTBA HEOBXOAMMO BbIMOJHUTbL

KOMaHAay save.

Mpu nepsom 3anycke uma nonb3osatensa: admin, napons: rootpasswd.

4.2.1 [IepeyeHb komaHO CLI
KomaHga MapameTp 3HayeHune Jeincreue
? MoKa3aTb NepeyeHb AOCTYMHbIX KOMaHZ,
alarm global Moka3aTb MHPOPMALMIO O TEKYLLMX aBAPUAX
alarm list clear OYNCTUTDL KYPHAN aBAPUMHBIX COBbITUI
alarm list show MoKasaTb *KypHan aBapUHbIX cOBbITUI C
YKasaHueMm Tuna u ctaTyca aBapuu, BpemeHu
BO3HWKHOBEHWA U NAapaMeTPOB JIOKaIN3aLum.
config Mepexon, B pexXxum KOHGUTYpUpPOBaHUA
napamMeTpoB YCTPOICTBa
CPU load statistic MoKa3aTtb cTaTMCTUKY 3arpy3km CPU 3a
NOCNEAHIO MUHYTY
date <DAY> 1-31 YCTaHOBUTb /IOKa/bHblE A4aTy U BPemMaA Ha
YCTpOWCTBE.
<MONTH> 1-12
<YEAR> 2011-2037
<HOURS> 00-23
<MINS> 00-59
firmware update <FILE> muMs Qavina c IO 0O6HoBAEHWe NporpammHoro obecneyexns 6e3
tftp aBTOMATUYECKOW Nepesarpysku witosa
<SERVERIP> IP- agpec B dopmaTe
AAA.BBB.CCC.DDD FILE — ums daitna c MO
SERVERIP — IP-agpec TFTP cepsepa
firmware update <FILE> nMs daina ¢ 10 O6HoBNeHMe nporpammHoro obecneueHns 6es
ftp aBTOMaTUYECKOW nepesarpysku Wwk3a
<SERVERIP> IP- ampec B dopmaTe
AAA.BBB.CCC.DDD F”_E—MN\H d)ail'lnacI'IO
SERVERIP — IP-agpec FTP cepBepa
firmware update <FILE> nms danna c IO O6HoBNeHWe NporpaMmmHoro obecneveHus 6es
usb aBTOMaTUYECKOW nepesarpysku waiosa
FILE — vims daiina c NO
firmware <FILE> nms danna c IO O6HoBNIeHMe NporpamMMHOro obecnevyeHns ¢
update and reboot ABTOMATUYECKOM Nepesarpy3Kou LWto3a
tftp <SERVERIP> IP- ampec B dopmaTe
AAA.BBB.CCC.DDD FILE — uma daiina c MO
SERVERIP — IP-agpec TFTP cepBepa
firmware <FILE> uma ¢amnna c IO O6HoBEeHME NporpaMMHOro obecneyeHuns ¢
update_and_reboot aBTOMATUYECKOM NepesarpysKol Wako3a
ftp <SERVERIP>
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IP- ampec B dopmarte
AAA.BBB.CCC.DDD

FILE — vms daiina c NO

SERVERIP — IP-agpec FTP cepsepa

<REMOTE FILE>

<SERVERIP>

CTpoKa

IP- ampec B dopmaTe
AAA.BBB.CCC.DDD

firmware <FILE> nMa Qamna c II0 O6HoBNEHME NPOrPaMMHOro obecneyeHus ¢
update_and_reboot aBTOMaTUYeCKOW nepesarpyskoi Lato3a
usb
FILE — ums daitna c MO
get logs dopmmnpoBaHue 1 COXpaHeHWe N0roB Ha
ycTpoiicTee
history [MpocmoTp ncTopun 0 BBEAEHHbIX KOMaHAAX
license download <FILE> umsa Qanna JMLEeH3UU 3arpysuTb daiin AULLEeH3UK C YKa3aHHOTo aapeca
<SERVERIP> IP-ampec cepsBepa B
bopmaTe
AAA.BBB.CCC.DDD
license update OBHOBUTL NLLEH3UIO
license reset no/yes YaanuTb BCe YCTAHOB/IEHHbIE IMLLEH3UN
password CmeHa napons ana gocryna vepes CLI
quit 3asepLlmnTb gaHHyto ceccuto CLI
reboot <YES NO> yes/no MepesarpysuTb yCTPOUCTBO
sh MepeiTtnt u3 CLI B Linux Shell
show environment MpocmoTp nHGOpPMaLLMK O COCTOAHUMU
annapartHoro obecneyeHns
show system info MpocmoTp HOpPMaLUKM O NPOrPaMMHOM
obecneyeHmn
sntp retry OTtnpaska SNTP 3anpoca K cepsepy gna
CUHXPOHU3ALMN BPEMEHN
space hint <SPACE> yes/no BKAtoueHme n oTKAoYEeHME NOACKA3KM Npu
HaXkaTuu Knasuwu "npoben"
tcpdump <DEVICE> ethO/ethl/local 3axsaTuTb NakeTbl ¢ Ethernet-ycrpoiictea
<FILE> CTpoOKa DEVICE — wuHTepdeiic 419 MOHUTOPUHTa;
<SNAPLEN> 0-65535 FILE — daitn ans 3anucu naketos;
SNAPLEN — yucno 6aiit, 3axsaTbiBaemoe 13
Kaxaoro naketa. (0 — naker 3axBaTbiBaeTcs
NOMIHOCTbH0).
tftp get <REMOTE FILE> CTpOKa 3akayvatb dann no TFTP Ha SBC.
<LOCAL_FILE> cTpoxka
<SERVERIP> IP- anmpec B dopmMaTe
AAA.BBB.CCC.DDD
tftp put <LOCAL FILE> CTpOKa 3anuTb ¢an Ha TFTP. KomaHaa

npefHasHayeHa 4/19 CKauMBaHWA TPACCUPOBOK,
CHATbIX KOMaHZamu tcpdump u pcmdump.

4.2.2 CmeHa napons 0aa docmyna K ycmpolicmey

MocKoNbKy K

W3y  MOXKHO

YAaNneHHoO

NOAKNHYNTBCA

yepes

Telnet, TOo BO u3bexaHue

HeCaHKUMOHNPOBAHHOIO A0CTYyNa peKomMmeHAyeTCcA CMEHUTb NAapPO0/ib AN1A NO/1b30BaTENA admin.

[na atoro Heob6xoanMO:
1) MoAKNYMTLCA K LWAHO3Y, aBTOPU30BaTLCA MO JIOTMHY/Napoito, BBECTM KOMaHAy password u
HaaTb Knasuwy <Enter>.
2) BBecTV HOBbIN NapPOIb:
New password:

3) ToBTOPUTb BBEAEHHbI NapOAb:

Retype password:
Maponb nameHeH (Password for admin changed by root)
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4) CoxpaHuTb KoHOUrypaumio Bo Flash: BBecTn KomaHAy save U HaxkaTb Knasuwy <Enter>.
4.2.3  Pextum npocmompa akmueHbix ceccuii

B sTOM perkMme MmeeTcsi BO3MOMXKHOCTb NPOCMOTPETb AeTaNbHY MHPOPMALMIO MO YCTAHOBAEHHbIM Yepe3
SBC coegmHeHUsaMm, BKAOYAA CTaTUCTUKY RTP, nHpopmaumio 13 SDP 1 TpaccnpoBKy cMrHann3auum B Bbi3oBe.

4.2.3.1 Bknw4veHue/omknaroyeHue pexcuma

KomaHga Jeincreune

statistics call sessions enable BKAlOYeHMe MOHUTOPUHIA aKTUBHbIX CECCU

statistics call sessions disable OTK/II04EHE MOHUTOPMHIA aKTUBHbIX CECCUi

4.2.3.2 [lpocmomp akmueHbIx cecculi

Ona paboTbl ¢ JAHHBIMM KOMaHOAMMU HEObXOAMMO BKAOUUTb MOHUTOPUHI aKTUBHbLIX ceccuii (pasgen
4.2.3.1).

KomaHga MapameTp 3HayeHune Jeincreue
show call list MPOCMOTp CNMCKa aKTUBHbIX COeANHEHUI
show call info CALL ID 0-65520.0-5 MpocmoTp obuiein nHpopmauumn o
BblI6paHHOM Bbl30Be
show call info CALL ID 0-65520.0-5 MpocmoTp getanbHol MHGOPMaL MM No

detailed BblI6paHHOMY BbI30BY

show call info RTP | CALL ID 0-65520.0-5 MpocmoTp ctatucTnkM no RTP-npotokony 8

BblI6paHHOM Bbl30Be

show call info SDP | CALL ID 0-65520.0-5 MpocmoTtp nHdopmaumm SDP B BbiIBpaHHOM

Bbl30Be

4.2.4  [Mpocmomp akmueHbix peaucmpayuli

info

KomaHga MapameTp 3HayeHune Jencreue
show registration MpPOCMOTpP aKTUBHbIX PperncTpaumi n
list 6710KMPOBOK
show registration SEARCH_LINE cTpoka MOWCK N0 aKTMBHbIM PerncTpaumam m

610KMpPOBKaMM

registration show
json

BbIBECTU BCE aKTUBHbIE PErMCTPaLUN B
dopmare json

registration show
info

<REG_INDEX>

meJjioe 4mciio

MokasaTtb NogpPobHyo MHPOPMaLMIO O
perucrpauum

4.2.5 YnpasneHue peaucmpayuamu

KomaHngaa MapameTp 3HauveHue Oeicteue
registration del <REG_INDEX> 0-4095/all Yaanutb perucTpaumio aboHeHTa
registration <REG_INDEX> 0-4095 Pas3bnokuposatb aboHeHTa
unblock

4.2.6 Paboma co cmamucmukoii SIP

4.2.6.1 BrknwoyeHue/omKmo4YeHUe pexcuma

KomaHnaa Oeticteune

statistics sip_counters enable BkAtoyeHMe CHETUMKOB CTAaTUCTUKM SIP

statistics sip_counters disable OTK/Il04EHWE CHETYMKOB CTATUCTUKM SIP
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4.2.6.2 [Ipocmomp cmamucmuKu

KomaHpa MapameTp 3HayeHune OelictBune
show counters list MoKa3aTb CNNCOK CKOHPUTYPUPOBaHHbBIX SIP
transport TPaHCNOPTOB
show counters list MoKa3aTb CNNUCOK CKOHPUTYPUPOBAHHbBIX SIP
destination destination

show counters list
users

lMoKa3aTb CNNCOK CKOHGUTYPUPOBAHHBIX SIP
users

show counters

MoKa3aTb CYETUMKM CTATUCTUKKM ans Bceit SBC

total

show counters <TRANSPORT IDX> 0-255 MoKa3aTb CYETUMKN CTAaTUCTUKM gna SIP
transport TpaHcnopTa

show counters <DESTINATIONS IDX> 0-255 MoKa3aTb CYETUMKN CTAaTUCTUKM gna SIP
destinations a destination

show counters <USERS_IDX> 0-255 MoKa3aTb CYETYMKKM cTaTUCTUKK ana SIP users

users

4.2.7 Pexcum KoHpu2cypuposaHus

4.2.7.1 Pexcum KoHgpu2ypuposaHus obuux napamempos ycmpoiicmea

[na nepexofa K KOHOUIypMpoBaHWIO/MOHUTOPMHIY NapameTpoB YCTPOMCTBa HEeobX0AMMO BbIMOJHUTbL

KomaHay config.

SBC> config

Entering configuration mode.

SBC-[CONFIG]>

KomaHpa

MapameTp

3HayeHue

JelictBune

?

MoKa3aTb NepeyeHb JOCTYMHbIX KOMaHZ,

alarm show

MpPOCMOTP HACTPOEK OTOBpaXKeHUs
aBapwum

alarm set cps invite/other/subsc | yes/no M3MeHeHMe pexknuma oTobpakeHuns
ribe aBapuK orpaHnyeHna obpaboTkm
3anpocos INVITE/OTHER/SUBSCRIBE
alarm set cpu <set> yes/no MN3meHeHune perknuma oTobparkeHns
aBapwn BbICOKOM 3arpysku CPU
alarm set fans <set> yes/no MN3meHeHune perknma oTobparkeHns
aBapuKn BEHTUNATOPOB
alarm set ram <set> yes/no MN3meHeHune perknma oTobparkeHus
aBapuu 3aHATocTM O3Y
alarm set rom <set> yes/no MN3meHeHune perknma oTobparkeHns
aBapum 3aHATocTM M3Y
alarm set reserve <set> yes/no N3meHeHue pexxrma oTobpaxkeHuns
aBapuit pesepsa
autoupdate Mepexon, B peKMM KOHPUrypupoBaHus
aBToOMaTUyeckoro obHoseHuA MO n
KOHOUrypaumm
copy 3anucatb TeKyLLyo KOHdUrypaumio B
running_to_startup 3HEepProHe3aBMCMMYIO NamATb
YCTPOWCTBA (B CTapTOBYHO
KOHUrypaLmio)
copy BoccTaHOBUTL TEKYLLYO KOHOUTYpaumto
startup to running 13 CTapTOBOMN.
dos-protection Bxof, B pexXnm KOHOUryprMpoBaHusa
3awmTbl ot DOS
firewall dynamic Mepexon, B peKMM KOHPUIypupoBaHus
AMHaMmm4yeckoro bpaHamayspa
firewall static Mepexoa, B peXKUM KOHPUIypupoBaHus
CTaTUYeckoro bpaHamayapa
global set Invite-per-3- 60-300 OrpaHuyeHne 06paboTku 3anpocos
sec/other-per-3- INVITE/OTHER/SUBSCRIBE
sec/subscribe-per-
3-sec
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<INVITE/OTHER/SUBS
CRIBE RESTRICT>

global set media- <SECURITY TIMEOUT> | 1-10080 3alWMTHbIV TalimayT gna oT60A BbI30BOB

security-timeout 6e3 media, MM1H

global set not- yes/no BkatoueHue onumu nepenasatb CUMBOA

encode-hash '#' 6e3 KogMpoBaHuA

history [MpocmoTp NCTOPUN BBEAEHHbIX KOMaHA,

hostping Mepexoa, B peXKum paboTbl C yTUAUTOMN
ping

log path <apply> MPUMEHUTb HACTPOMKK NYTU K
XPaHEHWI0 TPACCUPOBOK.

<set> local HacTpolika nyTu K XxpaHeHuUto
/mnt/sdlabc] [1-7]1% TPaCcCMPOBOK:
local — nokanbHoe xpaHeHue B
onepaTMBHON NaMATH;
/mnt/sd[abc][1-7]* — nyTb A0
HaKonuTeNA ANa XpaHeHUA TPACCMPOBOK
MpOCMOTpP HAaCTPOMKM NYTU K XpPaHEHU IO
<show> TPaCccMpOoBOK

network Mepexon B peKMm KOHPUryprpoBaHua
ceTeBblX NapameTpoB

ports start START PORT 1024-65535 YcTaHoBKa HayanbHOro nopta gna RTP

ports range RANGE_PORT 1-65535 YcTaHoBKa Konnyectsa noptos ans RTP

ports show

MpocmoTp HacTpolikm noptos ans RTP

quit 3aBepLmnTb AaHHyo ceccuto CLI

radius Mepexopn, B pexkum KOHOUTYpUpPOBaHUA
RADIUS

reserve Mepexopn B pexxum ynpasneHuna
pesepsom

route Mepexon, B peKMm KOHPUrypupoBaHus
CTaTUYECKMX MapLLPYTOB

rule set Mepexon, B pexXUmM KOHOUTYPUPOBaHUA
rule set

switch Mepexon, B pexkum KOHOUTYPUPOBaHUA

KommyTaTtopa (Tonbko ana SBC-2000 u
SBC-3000)

show running main
by step

MoKa3aTb TEKYLLYIO OCHOBHYHO
KOH$UIypaLmio No waram

show running main
whole

MoKa3aTb TEKYLLYIO OCHOBHYHO
KOHUIypaLMIo NONHOCTbIO

show running
network

MoKa3aTb TEKYLLYIO KOHOUTYPALMIO CeTU

show running
radius_servers

MoKasaTb TeKyLLyt0 KOHOUTYpaLmIo
RADIUS-cepsepoB

show running snmp

lMoKa3aTb TeKyLLYyH KOHUrypaLmio
SNMP

show startup main
by step

MoKa3aTb Ha4asIbHY OCHOBHYHO
KOHOMIypaumio No waram

show startup main
whole

MoKa3aTb Ha4asIbHY OCHOBHYHO
KOHOMIYpaLmio NONHOCTbIO

show startup
network

Moka3aTb HayasIbHY0 KOHbUIypaLuio
cetm

show startup
radius_servers

MoKkasaTb Ha4yabHY KOHOUIYpaLuio
RADIUS-cepBepoB

sip destination

Mepexos B pexxunm KOHOUTYpUpoBaHUSA
SIP destination

sip transport

Mepexos, B pexum KOHOUTYprpoBaHUA
SIP transport

sip users

Mepexoa, B peKMM KOHPUrypupoBaHus
SIP users

snmp

Mepexos B peKUM KOHOUTYpUPOBaHUS
SNMP
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switch

Mepexos B pexKUm KOHGUTYpUpoBaHus
BHYTPEHHEro KOMMyTaTopa

syslog Mepexos B peKUm KOHGUTypUpoBaHus
NnapameTpoB CUCTEMHOIO XKypHana

top Bo3Bpar Ha ypoBeHb BbiLle

trunk Mepexos B pexKUm KOHGUTypupoBaHus

TPaHKOB

user agent

Mepexos B peXuUM peakTMpoBaHus
CMWCKa 3anpeLEHHbIX KTMEHCKUX
NPUNOXKEHWUN

4.2.7.2 Pexcum KOHpu2ypupoeaHua asmomamuyecKkoz2o obHoeneHus N0 u KkoHguaypayuu

[na nepexopa B peXnum KOHGUryprpoBaHUa HeO6X0AMMO BbINOAHUTL KOMaHay autoupdate.

SBC-[CONFIG]> autoupdate
Entering auto-update mode.
SBC-[CONFIG]-[AUTO-UPDATE]>

name

foJsiee 63 CHMBOJIOB

KomaHga MapameTp 3HayeHune Jeincreue
? lMoKa3aTb NepeyeHb AOCTYMHbIX KOMaHS,
exit Mepexoa, 13 AaHHOTO NOAMEHIO KOHOUTYPUPOBAHUA Ha
YpPOBEHb BblLLIE
quit 3aBepLmnTb AaHHyto ceccuto CLI
set auth-name AUTH NAME CTpoka HOJMHOM He 3afaTb UMsA ayTeHTUdUKaLUm
Bojsyiee 63 CHMMBOJIOB
set auth-pass AUTH PASS CTpoka IOJIMHOM HEe 3a4aTb NApob ayTeHTUPUKALMM
Bojsyiee 63 CHMMBOJIOB
set AUTH on/off BK/toyeHMe ayTeHTMOUKaLMKN Ha cepBepe
authentication aBTOOBHOBNEHUA
set config- CFG_NAME CTpoka IJIMHOM He 3apatb uMma dainna koHdurypauuu. Mma obssarenbHO

O0J/IHO UMeTb paclmpeHue «. cfg"

set enable

EN

on/off

BK/1OUNTDL PYHKLMIO aBTOOOHOBNEHNSA

set manifest-
name

MANIFEST NAME

CTpoka IOJIMHOM He
foJjiee 63 CHMMBOJIOB

3agatb ums daiina sepcuit MO. Ums obs3aTenbHo
O0/IKHO MMeTb paclumpeHme «. manifest”

set protocol PROTO tftp YKa3aTb NPOTOKO/, KOTOPbIV byaeT MCcnonb30BaTbCA
ftp AN 06HoBNEeHUA
http
https

set source NET IFACE IDX 0-39 3agaTb MHTEpdENC, C KOToporo byaeT NoslyyeH agpec

cepsepa (DHCP option 66) U umeHa daitnos
KoHoUrypaumm n sepcmia MO (DHCP option 57)

period
manifest

static Ecnu 3apath static, To HbOpmaLmsa o cepsepe U
nmeHax dannos byaer B3aTa ns koHdurypaumm SBC

set static- ST SERVER CTpoka OJIMHOM He 3apaTtb agpec cepBepa aBTOO6HOBAEHUN
server Bojiee 63 CHMBOJIOB
set update- UCONF on/off BKAtOUNTL aBTOOOHOB/IEHME KOHOUTYpaumm
config
set update- UFIRM on/off Bkt0uMTb aBTOO6HOBAEHME MO
firmware
set updating- UPD CONFIG 1-263520 3apgaTtb nepuos 06HOBAEHUA KOHPUTYPaLLMM B MUHYTaX
period config
set updating- UPD MANIFEST 1-263520 3apatb nepuod obHoeneHus MO B MUHYTaxX

show auto-
update-config

Moka3aTb KOHbUrypaL Mo aBTOOBHOBNEHNA

show net-
interfaces

MoKasaTb CNMCOK ceTeBbIX MHTEPENCOB, HA KOTOPbIX
akTMBupoBaH DHCP

4.2.7.3 Pexcum KoHghuaypupoeaHusa 3auyumel om DoS

[na nepexoaa B AaHHbIN PEXMM HEOBXOANMO B peXnme KOHOUTypUpoBaHMA BbIMOAHWUTb KOMaHAY

protection.

dos-
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SBC2000-[CONFIG]> dos-protection

Entering dos-protection mode.
SBC2000-[CONFIG]-[DOS-PROTECTION]>

KomaHpa MapameTp 3HayeHune OelictBune

? MoKa3aTb nepeyeHb AOCTYMHbIX KOMaHA,

exit Mepexon 13 AaHHOIO NOAMEHI0 KOHOUTYPUPOBAHUSA HA
YPOBEHD BbliLLe

quit 3aBepLmnTb AaHHyto ceccuto CLI

set enable ENABLE true/false AKTUBMpOBaTh 3awmTy oT ICMP dnyaa

ICMP flood

set enable ENABLE true/false AKTUBMPOBaTb 3aLMUTY OT CKAHMPOBAHUA NOPTOB

PortScan

set enable ENABLE true/false Onumsa ynpasnaet rnob6anbHbIM BKAOYEHUEM PYHKLIMIA

protection 3awmTbl ot DoS

set enable ENABLE true/false AKTUBMpPOBaTb 3awmTy oT RTP dayaa

RTP flood

set enable ENABLE true/false AKTUBMpPOBaTb 3awmTy oT SIP dnyaa

SIP flood

set enable ENABLE true/false AkTBMpOBaThb duabTpaumio no User-Agent

User Agent fil

ter B

set SIP_ flood BLOCKTIME 600-3600 YCTaHOBWUTb BpEMA KOPOTKOM BJOKMPOBKM abOHEHTa,

block time CEeKYHAbI

set SIP flood BLOCKS 1-10 YCTaHOBWUTb YNCN0 NOMAZAHUIA B KOPOTKYHO

blocks 610KMPOBKY Nepes, NonagaHUem B AAMTeNbHYO

set SIP_ flood FORGETTIME 12-48 YCTaHOBUTL BpeMA A MTeNIbHOW BNOKUPOBKM U Bpems

forget_time npoLeHna aboHeHTa, NoNaBLIEro B KOPOTKYHO
6710KMPOBKY, Yacbl

set SIP flood HITS 1-32 YCTaHOBUTb YNC0 HApYLUEHMI Nepes nonagaHnem B
KOPOTKYIO 610KMPOBKY

show MoKa3aTb HACTPOMKM 3aWwmTbl OT DOS

4.2.7.4 Pexum KoHgpu2ypupoeaHus napamempos uHamu4ecKoz2o bpaHomayspa

[na nepexoga B AaHHbIA peXUMM HEOBXOAMMO B pexume KOHPUIypMpOBaHMA BbINONHUTL KOMaHAY
firewall dynamic.

SBC-[CONFIG]> firewall dynamic
Entering dynamic firewallmode.
SBC-[CONFIG]-[DYN-FIREWALL]>

KomaHga MapameTp 3HayeHune Oeincreue

? [MoKa3aTb nepeyeHb AOCTYMHbIX KOMaHJ,
blacklist add <BLACKIP> IP- ampec B [o6aBuTb aapec B Crvcok H6J10KMpYyeMbIX aapecos

bopmaTe

AAA.BBB.CCC.DDD

i rnomceTb B

HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist <BLACKIP> IP- ampec B YaanuTb agpec 13 cnvcka 610KMpyembix agpecos
remove by addr bopmaTe

AAA.BBB.CCC.DDD

i I1ongceThb B

HoTauum CIDR

AAA.BBB.CCC.DDD/FF
blacklist <POSITION> 0-65635 Yoanutb agpec U3 cnucka 6J10KMpyembIxX agpecos no
remove by pos ero no3uuumn B CNUcKe
blacklist show MoKa3aTb CNUCOK B10KMpyEMbIX afpecos
all
blacklist show MoKa3aTb YMC/IO 3anNUCeN B CNMCKe aApecos,
count 610KMPYEMBIX AUHAMUYECKUM BpaHaMayspom
blacklist show <BLACKIP> IP- ampec B HaliTn yKa3aHHbIN agpec B cnucke 610KMpyemMbIx
address bopmaTe aapecos

AAA.BBB.CCC.DDD
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nji ronceTb B
HoTauum CIDR
AAA.BBB.CCC.DDD/FF

blacklist show | <COUNT> 0-4095 [MoKasaTb yKa3zaHHOe KONNYeCTBO U3 Havana cnucka
first 6710KMpyemMbIX aapecos
blacklist show <COUNT> 0-4095 Moka3aTb yKa3aHHOE KOIMYECTBO C KOHLA CNMCKa
last 6/10KMPYEMbIX aipPecoB
blacklist show | <POSITION> 0-65635 MoKasaTb 3anncb B YKa3aHHOMN NO3ULLMM CNKCKa
position 6/I0KMPYEMBbIX aiPECOB
blacklist <BLACKIP> NOINCEeTb B HOTaLUM [06aBUTb NOACETb B CMNCOK B0KMPYEMbIX aAPECOB U
subnet CIDR yAanuTb agpeca v Noacetu, Bxoasawme B 4obasnsemyto
AAA.BBB.CCC.DDD/FF noaceTb
block history MpocmoTp *KypHana 3ab0KMPOBaHHbIX agpecos
show all
block show MoKa3aTb YMCNO 3anNMUCEN B XKypHane
count 3a6/10KMPOBAHHbIX a4pPeCcoB
block show <BLACKIP> IP- ampec B HalT ykasaHHbIN agpec B XKypHane
address dopmaTe 3a6/10KMPOBaHHbIX aapecos
AAA.BBB.CCC.DDD
iy rnonmceThb B
HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
block show <COUNT> 0-4095 MoKa3aTb yKa3aHHOE KONNMYECTBO M3 Hayana KypHana
first 3a6/10KMPOBaHHbIX aPEecoB
block show <COUNT> 0-4095 lMoKa3aTb YyKazaHHOE KOJIMYECTBO C KOHLLA XypHana
last 3a6/10KMPOBAHHbBIX aApecoB
block show <POSITION> 0-65635 MoKa3aTb 3aMuCb B YyKa3aHHOM NO3UL MM KypHana
position 3a6/10KMPOBaHHbIX aApecos
blocklist <BLACKIP> IP- ampec B YpanuTb agpec U3 Cnncka aBTomaTuyeckm
remove by addr dopmaTe 6/10KMPYEMbIX aZLpecoB
AAA.BBB.CCC.DDD
UM [ONCETH B
HoTauum CIDR
AAA.BBB.CCC.DDD/FF
blocklist <POSITION> 0-65635 YoanuTb agpec U3 CnnMcka aBTOMaTUYeCcKu
remove by pos 6/I0KMPYEMbIX aLPECOB MO €ro NO3ULMK B CIIUCKE
blocklist show MoKa3aTb CNMCOK aBTOMATUYECKM BIOKMPYEMbBIX
all aapecos
blocklist show MoKa3aTb YMC/IO 3anNUCeit B CNMCKE aBTOMATUYECKM
count 610KMpPYEMbIX aapecoB
blocklist show | <BLACKIP> IP- ampec B HaliTh yKa3aHHbIN agpec B CNUCKe aBTOMATUYECKM
address dopmare 610KMPYEMbIX aApecoB
AAA.BBB.CCC.DDD
UM [ONCETH B
HoTauum CIDR
AAA.BBB.CCC.DDD/FF
blocklist show | <COUNT> 0-4095 Moka3aTb yKasaHHOe KOMYECTBO U3 Hayasa CrucKa
first aBTOMATUYECKM BIOKMpPYEMBbIX agpecoB
blocklist show | <COUNT> 0-4095 MoKa3aTb yKa3aHHOE KOJIMYECTBO C KOHL,A CMUCKa
last aBTOMATUYECKM BIOKMpPYEMBbIX agpecoB
blocklist show | <POSITION> 0-65635 lMoKa3aTb 3aN1Cb B YKa3aHHOW MO3MLLMM CICKA
position ABTOMATUYECKM BNIOKMPYEMbIX aAPecoB
exit Mepexon, U3 AaHHOFO NOAMEHIO KOHOUTYPUPOBAHUA HA
YpOBEHb BbliLLe
history lpocmoTp nctopnn BBEEHHbIX KOMaH/,
quit 3aBeplwunTb gaHHyto ceccuto CLI
set block time | <SERVICE> SIP/WEB/TELNET/SSH | YcraHOBWTb AN1A cepBUCca BpeMs B CeKyHAaX, Ha
/OTHER NPOTANKEHUN KOTOPOrO AOCTYN € NOAO3PUTENBHOTO
<BLCKTIME> 60-352800 aapeca 6yaeT 6AOKMPOBaH
set enable <ENA> on/off BK/IHOUMTb/OTKNIOUNTD AMHAMMYECKMI BpaHamayap
set tries <SERVICE> SIP/WEB/TELNET/SSH | YcTaHOBUTb MaKCMMaNbHOE YMCO0 OLMBOUHbIX
/OTHER MOMbITOK LOCTYNa K CEPBUCY, MPEXAe Yem XocT byaeT
<TRIES> 1-10 3a6/10KMpPOBaH
set <SERVICE> SIP/WEB/TELNET/SSH | 3agaTb Bpemsa npoLieHus ans cepemca
forgive time /OTHER
B <FORGIVETIME> 60-352800
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set increment

<SERVICE>

SIP/WEB/TELNET/SSH
/OTHER

BKOUMTL NpOrpeccupyoLLyio 610KMPOBKY AR
cepsuca

AAA.BBB.CCC.DDD/FF

<INCREMENT FLG> no/yes
set only block | <SERVICE> SIP/WEB/TELNET/SSH | BrkatounTb onumio «He oTnpaBnaTh 3a610KMpPOBaHHbIE
/OTHER afipeca B YepHbI CMUCOK» ANA cepBuca
<ONLY BLOCK FLG> | no/yes
show MoKa3aTb HaCTPOMKM AMHaMMuYecKoro bpaHamayspa
whitelist add <WHITEIP> IP- ampec B [ob6asuTtb IP-agpec B CNUCOK agpecos, 3anpeLeHHbIX
dopmare [O1A aBTOMATUYECKOW B/10KMPOBKU
AAA.BBB.CCC.DDD
niji 1onmceThb B
HoTauum CIDR
AAA.BBB.CCC.DDD/FF
whitelist <WHITEIP> IP- ampec B Yaanutb IP-agpec u3 cnvcka agpecos, 3anpeLLeHHbIX
remove by addr dopmare [N aBTOMaTUUECKOM B/10KNPOBKM
AAA.BBB.CCC.DDD
iy rnonmceThb B
HoTaumm CIDR
AAA.BBB.CCC.DDD/FF
whitelist <POSITION> 0-65635 YpanuTb IP-agpec U3 cnvcka agpecos, 3anpeLeHHbIX
remove by pos AN aBTOMATMYECKOM B6IOKMPOBKM MO €ro No3mumun 8
cnucke
whitelist show lMoKa3aTb CNNCOK aapecos, 3anpeLLeHHbIX Ana
all aBTOMaTUYecKol 610KMpPOBKU
whitelist show MoKasaTb YMCNO 3anucelt B CNNCKe afpecos,
count 3anpeLEHHbIX 418 aBTOMaTUYECKON B6I0KMPOBKM
whitelist show | <WHITEIP> IP- ampec B HaliT ykasaHHbIN agpec B CNMCKe aapecos,
address dopmare 3anpeLLeHHbIX A/19 aBTOMaTUYECKOM BNOKMPOBKM
AAA.BBB.CCC.DDD
niji I1onceThb B
HoTauum CIDR
AAA.BBB.CCC.DDD/FF
whitelist show | <COUNT> 0-4095 MoKa3aTb YKazaHHOE KO/IMYECTBO M3 Hayasa Cruncka
first apecos, 3anpeLLeHHbIX 418 aBTOMATUYeCKOM
6/10KMPOBKMU
whitelist show | <COUNT> 0-4095 MoKa3aTb YKazaHHOEe KOJIMYECTBO C KOHL,A CNUCKa
last a4,pecoB, 3anpeLLeHHbIX 415 aBTOMaTUYeCKon
6/10KMPOBKU
whitelist show | <POSITION> 0-65635 MoKa3aTb 3anNMCb B YKa3aHHOM NO3ULLMM CNUCKa
position afpecos, 3anpelLLeHHbIX 418 aBTOMaTUYEeCKon
610KMPOBKU
whitelist <WHITEIP> IIONCEThL B HOTAUUMU [Job6aBnTb NoaceTb B CNUCOK afpecos, 3anpeLLeHHbIX
subnet CIDR [N19 aBTOMaTMYeCKOM BIOKMPOBKU, U YA MTb agpeca u

noaceTu, Bxogawye B gobasnsemyto noacetb

4.2.7.5 Pexum KoHghu2ypuposaHua napamempoe cmamuvecKkozo bpaHomayapa

Ona nepexoga B AaHHbIA PEXMM HEOBXOAMMO B pexXnme KOHPUIypMpOBaHMA BbIMONAHWUTb KOMaHAY

firewall static.

SBC-[CONFIG]> firewall static
Entering static firewall mode
SBC-[CONFIG]-[FIREWALL]>

MCIIOJIb30BaTh OYKBH,
umbper, cmumsos ' ',
MaKCUMyM 63 cuMBOJIf

KomaHpa MapameTp 3HayeHune Oelicteue
? lMoka3aTtb nepeyeHb AOCTYMNHbIX KOMaH4
add profile <PROF_NAME> paspemeno [o6asuTb npoduns firewall

add rule default

<direction>

<ENABLE>

input
output

enable/disable

[ob6asutb npasuo firewall
HanpaeneHwue paboTbl Npasuna

BKﬂ}OHeHMe/OTKﬂ}OLIeHVIe npasuna
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<RULE NAME>

<s_1p>
<S_MASK>
<R_IP>

<R_MASK>

<PROTO>

<S_PORT START>
<S_PORT END>
<D PORT START>
<D PORT END>

<ICMP TYPE>

TexcT, Makc. 63
CUMBOJIA

AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD

any
tcp

udp
icmp
tcptudp

1-65535
1-65535
1-65535
1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

Mma npasmna

IP-agpec NCTouHUKa

Macka noaceTi UCTOYHMKA
IP-agpec nonyyarens
Macka nogceTtv nony4yarens

Tun npotokona

HayanbHbIA NOPT UCTOYHMKA
KoHeuHbIl NoOpT MCTOYHMKA

HayanbHbI NopT nonyyatens
KoHeuHbIli nopT nonyyatena

Twun naketa ICMP
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<ACTION>

<P_IDX>

accept, drop, reject

1-65535

[eictene — aelicTeume, BbINOJHAEMOE AaHHbIM
npasuIOM:

—ACCEPT — nakeTbl, nonagatowpue nog,
AaHHOoe npasuo, byayT NnponyLieHbl
ceTeBbIM 3KpaHom firewall;

—DROP — nakeTbl, nonagatowme noa AaHHOe
npasuno, byayt otbpoLleHbl ceTeBbIM
sKkpaHom firewall 6e3 kakoro-nn6o
MHOOPMMPOBAHUA CTOPOHDI, NepeaasLuei
nakKer;

—REJECT — naKkeTbl, nonagatowpme nos
OaHHoe npasuo, byayT oTOpOLLEHbI
ceTeBbIM 3KpaHom firewall, ctopoHe,
nepeaasLien naket, byaet otnpasneH 1Mbo
naket TCP RST, anbo ICMP destination
unreachable.

Homep npoduna firewall

add rule geoip

<direction>

<ENABLE>

<RULE NAME>

<COUNTRY>

<PROTO>

<S PORT START>
<S PORT END>
<D PORT START>

<D PORT END>

<ICMP TYPE>

input
output

enable/disable

TexcT, Makc. 63
CUMBOJIa

HasBaHue CTpaHb

any
tcp

udp
icmp
tcptudp

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-—
prohibited
host-precedence-
violation
precedence-cutoff
source—-quench

Hob6asutb GeolP-npasuno firewall
HanpaeneHwue paboTbl Nnpasuna

BkAtoyeHMe/oTKNtoueHWe Npasmaa
MmaA npasmna
CTpaHa, K KOTOPOI NPUHAANEKUT agpec

Twun npoToKona

HauanbHbIl NOPT UCTOYHUKA
KoHeuHbIi MOpPT NCTOYHMKA
HauanbHbIl NOpT noayyatens
KoHeuHblIli nopT nonyyatens

Twn naketa ICMP
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<ACTION>

<P_IDX>

redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

1-65535

[encrerne — pelicTeue, BbINONHAEMOE AAHHbBIM
nNpaBUIOM:

—ACCEPT — nakeTbl, nonagatowpme nog,
[AaHHOEe Npasuo, byayT NponyLieHbl
ceTeBbIM 3KkpaHom firewall;

—DROP — nakeTbl, nonagatowme noa AaHHoe
npasuao, byayt oTbpoLleHbl CETEBbIM
aKpaHom firewall 6e3 kKakoro-nm6o
MHOOPMMPOBAHMA CTOPOHDI, NepeaBsLLeit
naker;

—REJECT — nakeTbl, nonagatmowpme nog
[AaHHOoe npasuno, byayT oTépoLleHbl
ceTeBbIiM 3KkpaHom firewall, ctopoHe,
nepezasLiel naket, bygeT oTnpasneH ambo
naket TCP RST, cmbo ICMP destination
unreachable.

Homep npoduns firewall

add rule string

<direction>

<ENABLE>

<RULE NAME>

<CONTENT>

<5 IP>
<S MASK>
<R_IP>

<R_MASK>

<PROTO>

<S_PORT START>

<S_PORT END>

input
output

enable/disable

TekcT, Makc. 63
CUMBOJIA

TekcT, Makc. 127
CUMBOJIOB

AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
any

tcp

udp

icmp

tcpt+udp

1-65535

1-65535

Job6asutb npasuno firewall — npoBepKa CTPOK.
HanpaBneHue paboTbl Npasuia

BkatoyeHne/oTKNIOUEHME NPaBUAa

MmaA npasuna

TeKcToBaA CTPOKa, KOTOPas AO/KHA ObITb B
nakerte

IP-appec ncToyHnKa

Macka noaceTn UCTOYHMKA

IP-appec nonyyatens

Macka noacetn nonyyarena

Twun npotokona

HayanbHbIl nopT UCTOYHUKA

KoHeuHbIl nopT UCTOYHUKA
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<D_PORT_ START>

<D_PORT END>

<ICMP TYPE>

<ACTION>

<P_IDX>

1-65535

1-65535

none

any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

1-65535

HauanbHblit NOpT Nnony4yatens
KoHeuHbIli nopT nonyyatens

Tun naketa ICMP

[JelictBne — pelicTeme, BbINOAHAEMOE AaHHbIM
npaBuIOM:

—ACCEPT — nakeTbl, nonagatowpme nog,
AaHHoe npaswo, byayT nponyLeHbl
ceTeBbIM 3KpaHom firewall;

—DROP — naKkeTbl, nonagatowme nog AaHHoe
npasuio, byayt oTbpoLleHbl CETEBbIM
3KpaHom firewall 6e3 Kakoro-nm6o
MHOOPMUPOBAHUA CTOPOHDI, NepeaasLuel
nakKer;

—REJECT — nakeTbl, nonagatmowpme nog,
AaHHoe npasuo, byayT oTopoLleHb
ceTeBbIM 3KpaHom firewall, ctopoHe,
nepegasLien naket, byaet otnpasneH nMbo
naket TCP RST, ambo ICMP destination
unreachable.

Homep npoouns firewall
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apply MpumeHUTb HacTpoliku firewall
config BosBpart B meHto Configuration
del profile <ID> 1-65535 Yaanute npodunb firewall
del rule <ID> 1-65535 Yaanute npasuo firewall
exit BbIxo4, U3 JaHHOTO NOAMEHIO
KOHGUTYpMPOBaHUA Ha YPOBEHD Bbllle
modify profile <ID> 1-65535 NHaekc npoduns firewall
<NAME> paspemeHo BBOZ, HOBOrO MMEHM YCTPOMCTBA
MCIIOJIE30BATL OYKBH,
urope, cmmBos ' ',
MaxcyMyM 63 CUMBOJI
modify rule <Type> action N3meHuTb yKazaHHoe npaswuo firewall (oguH
dport_end 13 napameTpos)
dport start enable
icmp-type
name
prof id
proto
r ip r mask
s_ip s _mask
sport end
sport start
traffic-type
1-65535
HoBoe 3BHaueHWMe
<ID> COIJIaCHO HOaHHOTO
THUIIa IlapaMeTpa
<param>
move down <ID> 1-65535 MepemecTUTb NPaBUIO BHU3 Ha OAHY NO3ULNIO
move up <ID> 1-65535 MepemecTuTb NPaBuIO BBEPX Ha OAHY
nosunumio
quit 3aBepLmnTb AaHHyto ceccuto CLI

set interface

<IFACE NAME>

<PROFILE ID>

VimMsa wmHTepdeMca

HasHaunTb NpaBuio Ha ceTeBoM UHTepdeC

PROFILE ID =0 03HayaeT, YTo Nnpodu/b He
MCMo/ib3yerca

show config

MoKkasaTb KOHUrypauuio

show net-
interfaces

MokasaTb napameTpbl UHTepdelicos

show system

[oKa3aTb CMCTEMHble NapameTpbl

4.2.7.6 KoHgpuzypayus u paboma c ymunumoli PING

[na nepexoga B AaHHbIA PEXMM HEOBXOAMMO B pexXnme KOHPUIypMpOBaHMA BbIMOAHWUTb KOMaHAY

hostping.

SBC1000-[CONFIG]> hostping
Entering hostping mode.
SBC1000-[CONFIG]-[HOSTPING]>

KomaHpa MapameTp 3HayeHune Oeticteune

? [MoKasaTb nepeyeHb JAOCTYMHbIX KOMaHS,

exit Mepexoa 13 4aHHOro NOAMEHIO
KOH(UTYPMPOBaHUA HA YPOBEHD Bbllle

host add ADDR AAA.BBB.CCC.DDD [06aBUTb XOCT K CNUCKY NMUHIYEMbIX

host remove ADDR AAA.BBB.CCC.DDD YaannTb XOCT U3 CNUCKA NMUHTYEMBbIX

host show MoKa3aTb pe3ynbTaTbl PaboTbl

set onboot ONBOOT yes/no CTapToBaTb NPOBEPKY NPW 3arpyske cucTtemsl

set period PINGTIME 1-255 MeproanYHOCTb NMHIOBAHWA, MUHYTbI
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set tries TRIES 1-7 Konnyecrso 3anpocoB K KaXA0My XOCTY
show OT06pasnTb HACTPOMNKK yTUAUTLI PING
start 3anycTnTb NEPUOANYECKUNA NMUHT

stop OCTaHOBWUTb NEPUOANYECKUNA MUHT
quit 3aBepLumnTb AaHHyo ceccuto CLI

4.2.7.7 Pexcum KOHghu2ypupoeaHusa cemeabix napamempos

Ons nepexofa B AaHHbIA PEXUM HEOOXOAMMO B peXume KOHPUIypMpoBaHWA BbINOAHWUTb KOMaHAy

network.

SBC-[CONFIG]> network
Entering Network mode.
SBC-[CONFIG]-NETWORK>

KomaHga MapameTp 3HayeHune [encreune
? MoKasaTb nepeyeHb AOCTYMNHbIX KOMaHA,
add interface <LABEL> [PaspeleHo MCIOJIL30BaTh [06aBuTb HOBbIN VPN/PPTP-KAneHT
pptpVPNclient OYKBEI, LMOPE, CMUMBOJIEI
R LABEL — ums uHTepdeiica;
MakcuMyM 255 CHMMBOJIOB
<IPADDR> IP-anpec B dopmare IPADDR — IP-agpec PPTP cepBepa;
IAAA.BBB.CCC.DDD
<USER> [pas3peleHo MCIOJIL30BATH USER — vmsa nonb3osaTens;
OyKBEI, LMOPBI, CUMBOJIBI
v '.', '-', MakCcumyMm
63 cuMBOIa
[pas3peleHo MCIOJIL30BATH
<PASS> OyKBE, LMOPE, CMMBOJIEL PASS — naposnb
tr,otat, =, MakcumyM
63 cuMBOJIa
add interface dynamic/static [o6aBuTb HOBbIN ceTeBO MHTepdelic
tagged
<LABEL> [Pas3pemeHo MCIOJIb30BaTh LABEL — umsa uHTepdeiica;
OyKBEIl, LMOPBI, CUMBOJIBI
Al \l Al Al T_ L |
4 LI 4 I4 4
MaxkcuMyM 255 CUMMBOJIOB
17409 VID — VLAN ID;
<VID> D— D;
IP-ampec B dopmaTe
<IPADDR> IAAA.BBB.CCC.DDD IPADDR — IP-agpec PPTP cepsepa;
ceTeBas Macka B dopmare
<NETMASK> IAAA.BBB.CCC.DDD NETMASK — ceTteBas macka
add interface dynamic/static [o6aBnTb HOBbIM ceTeBOM UHTEpdENC
untagged
<LABEL> [PaspeleHo MCIOJIb30BaTh LABEL — ums nHTepoeiica;
OyKBEl, LMOPBEI, CWUMBOJIBI
] A\l A\l A\l T_ LI |
4 LI 4 I4 4
MakCcuMyM 255 CHMMBOJIOB
IP-ampec B dopmaTe )
<IPADDR> IAAA.BBB.CCC.DDD IPADDR — IP-anpec PPTP cepsepa;
ceTeBas Macka B dopmare
<NETMASK> IAAA.BBB.CCC.DDD
NETMASK — ceteBas
config Bosspart B meHto Configuration.
confirm MoaTBepANTb U3MEHEHHbIE CeTeBble HACTPOIMKM
1 HacTpoliku VLAN 6e3 nepesarpysku Lwtosa.
Ecnu B Te4eHME MUHYTbI MPUMEHEHHbIE CETEBbIE
HACTPOMKM He NoATBEPKAEHDI, TO UX 3HAYEHUA
BEPHYTCA K NepBOHaYaIbHbIM
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exit

BbixoA 13 LaHHOTO NOAMEHIO
KOHOWUIYPUPOBaHUA HA YPOBEHb BblLLE

history MpPOCMOTP UCTOPUM BBEAEHHbIX KOMAHA,

ntp Mepexon, B pexkum KoHdurypuposaHuna NTP

quit 3aBepLmnTb AaHHyto ceccuto CLI

remove interface |KNET IFACE IDX> 0-39 YaanuTb yKasaHHbI HTepoeiic

rollback OTMEHUTb U3MEHEeHMUA

set interface COS KNET IFACE IDX> 0-39 HasHauntb npnoputet 802.1p AnA yKasaHHOro

nHTepdeiica

<COS> 0-7

set interface <NET_IFACE_IDX> 0-39 MonyyaTb ceTeBble HACTPOWKM AMHAMMYECKM OT

dhcp DHCP-cepsepa Ana ykasaHHOro nHTepdelica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 Monyuatb IP-agapec DNS-cepsepa AMHammyecku

dhcp_dns ot DHCP-cepBepa a8 yKazaHHOro nHtepdeiica
<ON OFF> on/off

set interface <NET_IFACE_IDX> 0-39 He nosiyyaTb HAaCTPOMKM LLNO3a AUHAMUYECKH

dhcp_no_gw oT DHCP-cepsepa 4,1a ykazaHHOro uHTepdeiica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 3a4aTb W03 N0 YMOYaHUIO ana nHtepdeica

gateway

<IPADDR>

IP-ampec B Qopmarte
IAAA.BBB.CCC.DDD

set interface <NET IFACE IDX> 0-39 Monyyatb HacTpoinkun NTP aMHamuyeckm ot
dhcp_ntp DHCP-cepBepa 4,19 YKkazaHHOro uHTepdeiica
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 MrHopupoBaTtb HACTPOMKY LWtO3a A8
gw_ignore YKa3aHHoro uHtepdeica
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 3apatb IP-agpec n ceTeByto Macky ana

ipaddr

<IPADDR>

<NETMASK>

IP-anmpec B dopmarte
IJAAA.BBB.CCC.DDD

ceTeBas Macka B popmare
IJAAA.BBB.CCC.DDD

YKa3aHHOro nHTepdeica

set interface <NET IFACE IDX> 0-39 3agatb UMsA gns gaHHoro nHtepdeiica
network-label
<LABEL> UMOPE, CUMMBOJEL ' ',
vy, "=, ':', Makcumym
255 CHUMBOJIOB
set interface <NET IFACE IDX> 0-39 ABTOMaTMYECKM 3anycKaTb MHTepdeic npu
run_at_startup crapte (Tonbko ana VPN-unTepdelica)
<STARTUP> on/off
set interface <NET IFACE IDX> 0-39 3apatb IP-agpec PPTP-cepBepa

serverip

<IPADDR>

IP-ampec B dopmatTe
IJAAA.BBB.CCC.DDD

set interface <NET_ TFACE_IDX> 0-39 Pa3spewwuTb nepesavy naketoB SNMP uepes
snmp nHTepdeic
<ON_ OFF> on/off
set interface ssh KNET IFACE IDX> 0-39 PaspewunTb ssh ceccuto yepes nHTepdeic
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 Pa3speluunTs telnet ceccuio yepes nHTepdelic
telnet
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 BKAOUMT/OTKNOUMTL WndpOBaHMe (TONbKO ans
use_ mppe VPN-uHTepdelica)
<ON OFF> on/off
set interface <NET_IFACE_IDX> 0-39 3apatb UMA Nosb3oBaTens (Tonbko A VPN-

user name

nHTepdeiica)

<USER> [PaspeleHo MCIOJIb30BaTh
OyKBEI, LMOPBEI, CWUMBOJIBI
Yy o, =, MakcumyM
63 cuMBOJIa
set interface <NET IFACE IDX> 0-39 3apatb naponb (Tonbko ana VPN-uHTepdeiica)

user pass

<PASS>

[PaspeleHo UCIOJb30BaTh

OyKBEI, LMQPBE, CWUMBOJIEI
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vty tut, =, MakcuMyM
63 cuMBOJIa

set interface VID |KNET IFACE IDX> 0-39 HasHauuTb VID ana uHtepdeiica
<VID> 1-4095
set interface web KNET IFACE IDX> 0-39 PaspewwunTb goctyn yepes web-uHtepoeiic
<ON OFF> on/off
set settings dns |<IPADDR> IP-ampec B QopmaTe 3apatb IP-agpec ocHoBHoro DNS-cepBepa
primary IJAAA.BBB.CCC.DDD
set settings dns |<IPADDR> IP-ampec B dopmarte 3apatb IP-agpec pesepsHoro DNS-cepBepa

secondary

IAAA.BBB.CCC.DDD

set settings
gateway iface

<NET IFACE NAME>

Mmsa nHtepdeliica, WwWato3 kotoporo byaet
OCHOBHbIM LLJTO30M MO YMO4YaHUIO

set settings <HOSTNAME> [PaspeleHo MCIOJIb30BaTh 3afaTb MMA XOCTa
hostname OYKBEI, LMOPE, CUMBOJILI
rtr,oryt, =, MakcuMmym
63 cuMBONa
set settings ssh [<KPORT> 1-65535 3apatb TCP-nopT A4N1s AOCTYNa K YCTPOMCTBY NO
npotokony SSH, no ymonvanuio 22
set settings <PORT> 1-65535 3apatb TCP-nopT A5 A0CTyNa K YCTPOMCTBY No
telnet npoTokony Telnet, no ymonyanuio 23
set settings web [|<PORT> 1-65535 3apatb TCP-nopT ana web-koHourypartopa, no
ymon4yanuto 80
show interface <NET IFACE IDX> 0-39 Moka3aTb HaCTPOMKM YKa3aHHOro CeTeBoro
by index nHTepdeiica
show interface lMoKa3aTb CNMCOK AOCTYMHbIX CETEBbIX
list

nHTepdeiicos

show settings

MoKasaTb ceTesble NapameTpbl

snmp

Mepexog, B pexkum KoHourypmposaHna SNMP

ssh restart

Mepe3anyck npouecca SSH

4.2.7.8 Pexum KoHgpu2ypupoeaHus npomokonaa NTP

[na nepexoga B AAHHbLIA PEXMM HEobXoOMMO B peXnme KOHUIypupoBaHWMA CETEBbIX MapameTpoB

BbIMONHUTbL KOMaHAY ntp.

SBC-[CONFIG]-NETWORK> ntp
Entering NTP mode.
SBC-[CONFIG]-[NETWORK]-NTP>

KomaHga MapameTp 3HayeHune Oeincreue
? Moka3aTb nepeyeHb JOCTYMHbIX KOMaHA,
apply no/yes MpumeHUTb HacTpolikn NTP
config Bosspat B meHto Configuration
exit BbIxo4, U3 JaHHOTO NOAMEHIO
KOHGUTYPMPOBaHUA Ha YPOBEHD Bbllle
quit 3aBeplunTb gaHHyto ceccuto CLI
restart ntp no/yes MNepesanyctntb npouecc NTP
set ntp dhecp off/on MonyunTb HacTponikm NTP no DHCP
period 10-1440 3azaTh NEpPUOA, CUHXPOHU3ALMM
server IP-ampec B QopmatTe 3agaTb NTP-cepsep
AAA.BBB.CCC.DDD
usage off/on He ncnosnb3oBaTh/Mcnonb3osats NTP
show config Mokasatb
timezone set GMT/GMT+1/GMT- 3a4aTb YacoBOM NOAC OTHOCUTENBHO
1/GMT+2/GMT- BCEMMPHOIO KOOPANHALMOHHOIO BPEMEHM
2/GMT+3/GMT-
3/GMT+4/GMT-
4 /GMT+5/GMT-
5/GMT+6/GMT-
6/GMT+7/GMT-
7/GMT+8/GMT-
8/GMT+9/GMT-
9/GMT+10/GMT-
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10/GMT+11/GMT-
11/GMT+12

Asia
Europe

Bbi6op roposa MecToHaxoKaeHUaA B A3un.
Bbibop roposa mectoHaxoxaeHus 8 EBpone

4.2.7.9 Pexcum KoHpuzypupoeaHua npomokosaa SNMP

[na nepexosa B AaHHbIA peXKMM HEOHX0AMMO B pexkMme KOHGUTYPUPOBAHMA BbIMOAHUTL KOMaH4y snmp.

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.
SBC-[CONFIG]-SNMP>

KomaHga MapameTp 3HayeHune Jeincreue
? MoKkasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add <TYPE> trapsink/ [o6aBuTb npasuio nepesayv SNMP Tpanos:
trap2sink/
informsink TYPE — ™n SNMP coobieHus
<lp> 1P-ampec B QOpPMaTe | |p _ |p_anpec npuemHMKa TPanos;
AAA.BBB.CCC.DDD
<CoMM> crpoka mo 31 COMM — naposb, coaepaLumiica B Tpanax.
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npMemHu1Ka Tpanos
config BosBpart B meHto Configuration.
create user <LOGIN> cTpoka mo 31 Co3pgaTb Nosib3oBaTensa (Ha3HauMTb OTMH 1 Naposib
CUMBOJIa AnAa goctyna)
<PASSWD> naposns oT 8 mo 31
CUMBOJI&
exit Bbixoa M3 AaHHOrO NOAMEHI0 KOHPUIYpUpPOBaHMA Ha
YpOBEHb BbliLLe
history MpocmoTp MCTOPUM BBEAEHHbIX KOMAHZ,
modify <IDX> 0-15 N3meHnTb Npasuao nepegadn SNMP Tpanos
community (naponb, coaepKawmiica B Tpanax)
<COMM> cTpoka mo 31
CUMBOJIA
modify ip <IDX> 0-15 N3meHnTb Npasuao nepeaadn SNMP Tpanos (agpec
NpUemHvKa Tpanos)
<IP> IP-ampec B dopmaTe
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 M3meHuTb Npasuno nepegayun SNMP Tpanos (nopt
NpUemHvKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 N3meHUTb Npasuao nepegayun SNMP Tpanos (Tun
SNMP coobuieHus)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBeplunTb gaHHyto ceccuto CLI
remove <IDX> 0-15 Yaanute npasuao nepegaym SNMP Tpanos
restart snmpd Yes/no Mepesanyctnte SNMP-kaneHTa
ro <RO> CTpOKa IJIMHOM IO YCTaHOBWTb NapPO/Ib Ha YTEHWE NapameTpoB
63 CHMMBOJIOB
rw <RW> CTPOKa IJIMHOM IO YCTaHOBWTb NapO/ib Ha YTEHME U 3aMUCb NapameTpoB
63 CHMMBOJIOB
show MokasaTb KoHpurypaumo SNMP
syscontact <SYSCONTACT> CTpPOKa IOJIMHOM IO YKa3aTb KOHTaKTHy0 MHbOpMaLLMIo
63 CMMBOJIOB
syslocation <SYSLOC> CTPOKAa IJIMHOM IO YKas3aTb MeCTO Pacno/ioKeHMUA YCTPOICTBa
63 CMMBOJIOB
sysname <SYSNAME> CTpOKa IJIMHOM IO YKasaTb Uma ycTpoicTaa
63 CMMBOJIOB
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4.2.7.10 Pexcum KoHgpueypupoeaHusa RADIUS

[ns nepexoga B AaHHbIM PEXMM HEODXOAMMO B PeKUME KOHPUTYPUPOBAHMA BbINONHUTL KOMaHAy radius.

SBC-[CONFIG]> radius
Entering RADIUS mode.
SBC-[CONFIG]-RADIUS>

KomaHpa

MapameTp

3HayeHue

Jeincreune

2

lNoKa3aTb nepeyeHb AOCTYNHbIX KOMaHA,

auth ipaddr

<IP ADDR>

<SRV_IDX>

IP-ampec B QopmaTe
AAA.BBB.CCC.DDD

YcraHosuTb IP-agpec cepsepa asTopusaumn
(Authorization).

IP_ADDR — IP-agpec;

SRV_IDX — Homep cepBepa

auth port

<PORT>

<SRV_IDX>

YCTaHOBUTL NOPT cepBepa aBTopusaLmm
(Authorization)

PORT — HOomep nopTa;

SRV_IDX — Homep cepBepa

auth secret

<SECRET>

<SRV_IDX>

CTpoka MakcumMym 31
CHMBOJI

YcTaHoBUTL Mapo/ib 41 cepsepa aBTopu3aumm
(Authorization)

SECRET — naponb;
SRV_IDX — Homep cepBepa

config

BosBpart B meHto Configuration

deadtime

<DEADTIME>

Bpems Hencnosib3oBaHUA cepsepa npu cboe —
BPEMs, B TEUEHME KOTOPOro CepBep cHMTaeTcs
HEaKTUBHbIM

exit

BbIX0oZ, U3 laHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA Ha
YPOBEHD BbliLlLe

history

MPOCMOTP UCTOPUMN BBEAEHHBIX KOMaHS,

profile

<PROFILE INDEX>

Mepexos K KOHOUTYPUPOBAHUIO NAPaAMETPOB
npoduns RADIUS

quit

3aBepLmnTb AaHHyto ceccuto CLI

retries

<RETRIES>

YCTaHOBWUTb KOIMYECTBO MOMbITOK OTNPaBKK 3anpoca

show config

MokaszaTtb nHbopmaumto o KoHourypaumm RADIUS-
cepBepoB

timeout

<TIMEOUT>

YCTaHOBUTb BPEMS, B TEYEHME KOTOPOTO OXNAAETCA
oTBeT cepsepa (x100mc)

4.2.7.11 Pexcum KoHpu2ypupoeaHusa napamempos npoguna RADIUS

[na nepexosa B AaHHbIN PEXUM HEOBXOAMMO B pexknume KoHOUrypuposaHus RADIUS BbINOAHUTL KOMaHAY
profile <PROFILE INDEX>,rae <PROFILE INDEX> — Homep npo¢uns RADIUS.

SBC-[CONFIG]-RADIUS> profile 0
Entering RADIUS-Profile-mode.

SBC-[CONFIG]-RADIUS-PROFILE[0]>

draft-sterman

KomaHpa MapameTp 3HayeHune Oelicteue
? Moka3aTb NepeyeHb AOCTYNHbIX KOMaHA,
auth <DIGESTAUTH> rfc5090/ Bbibop anropmMTMa aBTOpM3aLLUU
digestauth rfc5090-no-challenge/ abOHeHTOB C AMHAMUYECKOiA

peructpaumeli yepes RADIUS-cepsep. Mpu
JanaxkecT-ayTeHTMdUKaLMM Naposib
nepegaeTca B BUAE Xel-KoAa U He MOXeT
6bITb MepexBayeH Npu CKaHMPOBaHUU
Tpaduka
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ISDN Async v120/
ISDN _Async_v110/
Virtual/

PIAFS/

HDLC Channel/
X25/

X75/

G3_Fax/

SDSL/

ADSL CAP/

ADSL DMT/

IDSL/

Ethernet/

xDSL/

Cable/

Wireless/
Wireless IEEE 802.1

auth <FRAMED PROTOCOL> none/PPP/ Ha3HaunTb NPOTOKO/ NPU NCNONL30BaHUN
framedprotocol SLIP/ARAP/ NaKeTHOro A0CTyna ANA 3anpocos
Gandalf/Xylogics/ ayTeHTUdMKaL MM RADIUS
X775 Sync
none — NaKeTHbI JOCTYN He
MCMo/b3yerca
auth nas port <PORT_ TYPE> Async/ HasHauntb Tn dunsmyeckoro nopta NAS
type Sync/ (cepsepa, raoe ayreHTUdULUMPpPYeETCA
ISDN_Sync/ No/b30BaTeb), N0 YMONYaHUIO Async

auth restrict

<RESTRICT>

none/
restrict-all

YCTaHOBUTb OrpaHNYEeHMe Ha UCXOAALLYHO
cBA3b Npu cboe cepsepa (Henoy4eHUm
oTBETa OT cepBepa):

none — paspeLlaTtb BCE BbI30BbI;

restrict-all — 3anpeLaTb BCe BbI3OBbI

auth service
type

<SERVICE TYPE>

none/

Login/

Framed/

Callback Login/
Callback Framed/
Outbound/
Administrative/

NAS Promt/
Authenticate Only/
Callback NAS Prompt/
Call Check/

Callback Administrative

YCTaHOBUTL TUM YCAYTU, MO YMOIYAHUIO He
ucnonbsyertcs (none)

auth user name
originate

<USERNAME MODE>

sip username/
ip/
sip iface name

YctaHoBUTb aTpmbyT User-Name B naketax
Access—Request:

Ccgpn — B Ka4ecTee 3Ha4yeHnA
MCNo/sb30BaTb Teﬂed)OHHbIVI HOMep
BbISbIBaIOIJ.I,ei;I CTOPOHbI;

ip_or_stream — B KayecTBe 3Ha4YeHuA
MCNosb30oBaThb IP-agpec Bbi3biBatOLLEN
CTOPOHbI UM HOMEP NOTOKa, N0 KOTOPOMY
OCYLLECTB/IAETCA BXOAALLEE COeANHEHME;

trunk — B KayecTBe 3Ha4YeHUs
MCNO/1Ib30BaTb MUMA TPAHKA, NO KOTOPOMY
ocylecTeaAeTca exoaaulee coeguHeHne

config

Bosspart B meHto Configuration

exit

BbixoA 13 JaHHOTO NOAMEHIO
KOHOWUIYpUPOBaHUA HA YPOBEHb Bbllle

history

npOCMOTp NUCTOPUUN BBEOEHHbLIX KOMaHA

name

<PRF_NAME>

Crpoka OJMHOM IO 63
CUMBOJIOB

YCcTaHOBUTb HaUMeHOoBaHue I'IpOd)VIl'IFl

quit

3aBeplmnTb AaHHyto ceccuto CLI
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show

MoKa3aTb KoHbUrypaumio npoduns
RADIUS

4.2.7.12 Pexcum pabomeol c pe3epeom

Ona nepexofa B OaHHbIA PEXUM HEOOXOAMMO B peXuMme KOHPUIypMpoBaHWA BbINOAHWUTb KOMaHAy

reserve.

SBC2000-[CONFIG]> reserve
Entering reserve mode.
SBC2000-[CONFIG]-[RESERVE]>

KomaHga MapameTp 3HauyeHue OelictBune
? lMoKa3aTb NepeyeHb AOCTYMHbIX KOMaHS,
config Bosspat B meHto Configuration
exit Bbixo4 U3 faHHOro NoAMEHtO
KOHOUIYPMPOBaHUA Ha YPOBEHb Bbllle
history MpocmoTp NCTopnn BBEAEHHbIX KOMaHJ,

set master

SERTIAL NUMBER

Crpoka m3 10 cuMBOJIOB

CaenaTb MacTepoM YCTPOMCTBO € YKa3aHHbIM
CepUiHbIM HOMEPOM

show Moka3aTb MHPOPMALMIO O COCTOAHMM pe3epBa
quit 3aBeplmnTb gaHHyto ceccuto CLI
show MokasaTtb KoHpUrypaumto npodpunsa RADIUS

4.2.7.13 Pexcum KOHuU2ypuposaHus cmamu4vecKux Mmapuipymos

[na nepexosa B AaHHbIV PEXMM HEOBXOAMMO B peXKMMe KOHOUTYpPUpOoBaHUA BbINOJHUTL KOMAHAY route.

SBC-[CONFIG]> route
Entering route mode.
SBC-[CONFIG]-ROUTE>

KomaHga MapameTp 3HayeHune Jeincreue
? Moka3aTb nepeyeHb JOCTYMHbIX KOMaHA,
config Bosspart B meHto Configuration
exit BbIxo4, U3 JaHHOTO NOAMEHIO
KOH(UTYPMPOBAHUA HA YPOBEHD Bbllle
history MpOCMOTpP UCTOPUN BBEAEHHbIX KOMaHJ,
quit 3aBeplunTb gaHHyto ceccuto CLI
route default [J06aBUTb CTaTUYECKUI MapLIPYT:
add
<DESTINATION> IP-ampec B dopmaTe DESTINATION — IP-agpec mecTa
AAA.BBB.CCC.DDD HasHaueHus;
<MASK> Macka B dopmaTe
AAA.BBB.CCC.DDD MASK — MacKa ceTu /1A 3a4aHHoro |P-aapeca;
<GATEWAY> w3 B dopmMaTe
AAA.BBB.CCC.DDD GATEWAY — IP-agpec wnio3a;
<METRIC> eJjioe umciyio 6e3 3Haka

cTpoka mo 255

METRIC — meTpuKa

<IFACE NAME> CHUMBOJIOB
IFACE NAME — ceTeBOI MHTepdeiic
disable/enable
<ENABLE>
ENABLE — BK/AHOUMTb/OTKAOUUTL CETEBOM
MapLpyT
route del <IDX> 0-4095 YpanuTb mapupyT:

IDX — UHAEKC ceTeBOoro mapLupyra
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vpn-client

<VPN CLIENT>

umsa VPN-KJIMeHTa

route modify <IDX> 0-4095 N3MeHUTb agpec HazHa4YeHUA
destination
<DESTINATION>
route modify <IDX> 0-4095 N3meHUTb ceTeBol MHTepdeiic
dev
<IFACE NAME> MMA CETEBOTO
nHTepderca
route modify <IDX> 0-4095 BKAOYMTL UM OTKAKOUUTL MapLIpyT
enable
<EN> enable/disable
route modify <IDX> 0-4095 N3meHuTb w3
gateway
<GATEWAY> IP-ampec B dopmarte
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 N3MeHUTb MeTpuKky
metric
<METRIC> 0-2147483647
route modify <IDX> 0-4095 MN3meHUTb Macky ceTn
netmask
<NETMASK> Macka B QopmaTte
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 MN3meHnTb VPN-KMeHTa

route VPN add

<DESTINATION>

<MASK>

<METRIC>

<VPN CLIENT>

<ENABLE>

IP-ampec B Qopmate
AAA.BBB.CCC.DDD

Macka B popmare
AAA.BBB.CCC.DDD

ueJjioe umcio 6e3 3Haka

cTpoka mo 255
CUMBOJIOB

disable/enable

[o6aBuTb mapwpyT Yepe3 VPN KaneHTa:

DESTINATION — IP-agpec mecTa
Ha3HayeHusn;

MASK — MmacKa cetu ana 3agaHHoro IP-agpeca;

METRIC — meTpuKa

VPN CLIENT — uma VPN kmeHTa

ENABLE — BK/IOYMTb/OTK/IIO4UTbL CETEBOM
MapLpyT

show config

MokasaTb MHOOPMALMIO O KOHDUTYpPaL UK
MmapLipyTa

show net- MoKa3aTb CNUCOK ceTeBbIX NHTEpdelicoB
interfaces

show system lMoKa3aTb aKTMBHbIE MapLUPYTbI

show vpn- Moka3saTtb cnncok VPN-kaneHToB
clients

4.2.7.14 KoHgpu2ypupoeaHue cnucka Habopoe npasun rule set

[na nepexopa B AaHHbIN PEXMM HEOBXOAMMO B PEXUME KOHPUIYPUPOBAHMSA BbINOJHUTL KOMaHAy rule

set.

SBC1000-[CONFIG]> rule set
Entering SBC rule set mode.
SBC1000-[CONFIG]-RULE-SET>

KomaHpa

MapameTp

3HayeHue

Oelictue

?

MNokasatb nepeyeHb AOCTYMNHbIX KOMaHA

add rule set

SBC_RULE_SET NAME

CTpoka IOJIMHOM IO
63 CHUMBOJIOB

[o6aBuTb Habop nNpasun

edit rule set id

PREFIX SIGN

1-65535

PepaktnpoBaTb Habop NpaBmA C yKasaHHbIM 1D

edit rule set index

PREFIX SIGN

0-65534

PesakTMpoBaTb Habop NpaBKA C yKazaHHbIM
VHIEKCOM

exit Bbixoa U3 AaHHOro NOAMEHIO
KOHOUIYpMpPOBAHUA Ha YPOBEHb Bbllle
quit 3aBepLmnTb AaHHyto ceccuto CLI
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remove by id rule
set

SBC_RULE_SET ID

1-65535

Yaanutb Habop npaBuA ¢ ykasaHHbIM ID

show

OT06pPasnTb CNMCOK Bcex HabopoBs npasun rule
set

4.2.7.15 KoHgpucypupoeaHue Habopoe npasun rule set

[ns nepexoga B AaHHbIV peXXMM HEOBX0ANMMO B pexmme KOHOUIypMpoBaHMA CNCKA Habopos Npasun rule
set BbINONHUTL KOMaHAY edit rule set id <ID>wuamnmedit rule set index <INDEX>,rge <ID>
M <INDEX> — ID unu nugekc pegaktmpyemoro npasuna.

SBC1000-[CONFIG]-RULE-SET> edit rule setid 1

Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-ID[1>

SBC1000-[CONFIG]-RULE-SET> edit rule set index 0
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[0]>

KomaHga MapameTp 3HayeHune Jeincreue
? MoKa3aTb NepeyeHb AOCTYMNHbIX KOMaHZ,
add rule SBC RULE_ NAME CTpoka IJMHOM [06aBuTb B HAbOp NPaBK/IO C 3aZaHHbBIM
mo 63 MMeHem
CHMBOJIOB
edit rule SBC_RULE_ID 1-65535 PeakTMpOBaTb NPaBMIO C yKasaHHbIM ID
exit BbIxo4 M3 J@aHHOrO NOAMEHHO
KOHOUIYPUPOBaHUA HA YPOBEHb BblLLE
quit 3aBepwunTb AaHHyo ceccuto CLI
remove rule SBC RULE ID 1-65535 YaanuTtb npaBmo € ykazaHHbIM 1D
show info OT06pasnTb CNUCOK Bcex Habopos Npasun
rule set
swap rules <SBC_RULE ID CURRENT> 1-65535 ObmeHaTb mectamu npasuna CURRENT u
<SBC_RULE ID TARGET> 1-65535 TARGET

4.2.7.16 KoHgpu2ypuposaHue npasun rule set

[na nepexosa B AaHHbIN pexXxum HeobXoaMMO B permnme KoHOUrypupoBaHUA Habopos npasua rule set
BbINO/NHUTL KOMaHAY edit rule <ID>,rge <ID> — ID npasuna gna pefaktmpoBaHuA.

SBC1000-[CONFIG]-RULE-SET-INDEX[13]> edit rule 16
Entering SBC rule edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[13]-RULE-ID[16]>

trunk

KomaHga MapameTp 3HayeHune Lelicteue

? lMoka3aTb NnepeyeHb JOCTYMNHbIX KOMaHA,

exit Bbixoa U3 AaHHOro NOAMEHIO
KOHOUIYPMPOBAHUA Ha YPOBEHb Bbllle

quit 3aBeplunTb gaHHyto ceccuto CLI

set action reject reject YcTaHOBUTb TUN NpaBuaa — 3anpeT BbI30Ba

set action send to | <DESTINATION ID> 1-65535 YCTaHOBWUTL TUN NpaBuia — OTNPaBUTb

destination BbI30B Ha SIP destination ¢ ykasaHHbIM ID

set action send to <SBC_TRUNK_ ID> 1-65535 YCTaHOBWUTL TUN NpaBuia — OTNPaBUTb

BbI30B Ha SBC trunk ¢ ykasaHHbIm ID

set condition all <CONDITION> 1-5 YCTaHOBUTb YCNOBUE C HOMEPOM
CONDITION — Bce
set condition none | <CONDITION> 1-5 Ounctutb ycnosme ¢ Homepom CONDITION

set condition type

<CONDITION TYPE>

from-address-—

user-part/

from-address-—

host-part/

YCTaHOBUTb YCIOBUE OnpesenéHHOro TMna
from-address-user-part — uma u3
3aronoska From
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<CONDITION>

<CONDITION MASK>

from-address-URI/
to-address-user-
part/
to-address-host-
part/
to-address-URI/
request-URI-user-—
part/
request-URI-host-
part/
request-URI/
source-1P/
user-agent

1-5

CTpoka IOJMHOM He
Bosiee 63 cuMBOJIA

from-address-host-part — nomeH u3
3arosioBka From
from-address-URI — URI u3 3aronosKa

From

to-address-user-part — MmA 13 3aro/ioBKa
To

to-address-host-part — gomeH 13
3arosioBka To

to-address-URI — URI 13 3aronoska To

request-URI-user-part — umsa 13 request-
URI
request-URI-host-part — gomeH n3

request-URI

request-URI — URI u3 request-URI
source-IP — IP ncrtouHuka
user-agent — 3HayeHue 3aronoBka User-

Agent

Homep npasuna

PerynapHoe BblpaskeHne, ninbo IP-agpec

set drop diversion
header

<ON_OFF>

on/off

Mpwv BKNHOYEHMW ONUMK 33ar0N10BOK
Diversion He byaeT nepenaBaTtbcA Ha
LenieBoe Hanpas/ieHne

set name

<SBC_RULE NAME>

CTpoka IOJMHOM He
foJjiee 63 cuMBOJIa

MmA npasmna

set work time
interval

<WORK_ TIME INTERVAL>

HH:MM-HH :MM

roe
HH = [00-23]
MM = [00-59]

YCTaHOBUTb MHTEPBaJI BpeMeHU paboTbl
npasuia

show info

MoKa3aTb BCe HACTPOMKM Npasuna

show sip
destination list

MokasaTtb goctynHble SIP destination

show trunk list

Mokasatb goctynHble SBC trunk

4.2.7.17 KoHgpu2ypuposaHue cnucka SIP destination

[na nepexosa B AaHHbIN PEXUM HEOBXOAMMO B pPeKUME KOHPUIYPUPOBAHUA BbINONHUTL KOMaHAY Sip

destination.

SBC1000-[CONFIG]> sip destination
Entering SBC SIP destination mode.
SBC1000-[CONFIG]-SIP-DESTINATION>

KomaHpa

MapameTp

3HayeHue

Ldencreune

)

MNokasatb nepeyeHb AOCTYNHbIX KOMaH4

add destination
with hostname

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP REMOTE HOSTNAME

Crpoka He OGoJjiee 63
CUMBOJIOB

1-65535

Crpoka He OoJjiee 63

CUMBOJIOB B dopmarTe:

hostname/
hostname:port
roe

port = 1-65535

[Jo6asutb HoBbIM SIP destination.
3a4atb UMA.

3agatb ID ncnonbsyemoro SIP
TpaHcnopTa

[lomMeH 1 NopT BCTPEYHOM CTOPOHBI.
Ecnun nopt He yKkasaH, byaet
ncnoab3osaH nopt 5060.

add destination
with ip address

SIP DESTINATION NAME

Crpoka He OoJjiee 63
CUMBOJIOB

[Oo6asutb HoBbIM SIP destination.

3a4atb UMA.
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SIP _TRANSPORT ID

SIP REMOTE IP ADDR

1-65535

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
e

port = 1-65535

3agatb ID ncnonbsyemoro SIP
TpaHcnopTa

IP-agpec 1 NopT BCTPEYHOM CTOPOHbI.
Ecnv nopT He yKasaH, byget
ncnosb3osaH nopt 5060.

edit destination PREFIX SIGN 0-65534 Penaktnposatb destination c Bbibopom

id no ID

edit destination | PREFIX SIGN 1-65535 Penaktnposatb destination c Bbibopom

index no UHAEKcy

exit BbIxog M3 A@aHHOrO NOAMEHI0
KOHOUIYPMPOBAHUA Ha YPOBEHbD Bbllle

quit 3aseplmnTb gaHHyto ceccuto CLI

remove SIP DESTINATION INDEX 0-254 Ypanutb destination no nHaekcy

destination

remove by id SIP_DESTINATION ID 1-65535 YaanuTb destination no ID

destination

show info

Moka3aTb cnMcokK Bcex destination

show sip
transport list

MoKasaTb CMUCOK TPAHCMOPTOB

4.2.7.18 KoHgpuzypuposeaHue SIP destination

[na nepexona B faHHbIN peXXMm HeobxoauMMO B pexkume KoHPUrypmposaHua cnmckos SIP destination
BbINONHUTL KOMaHAYy edit destination <ID>wuan edit destination index <INDEX>, rae <ID>wu
<INDEX> — ID unu nngekc pegaktmpyemoro destination.

SBC1000-[CONFIG]-SIP-DESTINATION> edit destination id 12
Entering SBC SIP destination edit mode.

SBC1000-[CONFIG]-SIP-DESTINATION-ID[12]>

KomaHga MapameTp 3HayeHune Jeincreue
? lokasaTb nepeyeHb AOCTYMHbIX
KOMaHZ,
exit BbixoA, 13 AaHHOrO NOAMEHI0
KOH(UTYPMPOBAHUA HA YPOBEHD Bbllle
quit 3aBeplwunTb gaHHyto ceccuto CLI
set adaptation ADAPTATION none/ YCTaHOBUTb aZanTaumio s 3Toro
HUAWEI-EchoLife/ HanpagneHus
Iskratel-SI3000/
HUAWEI-SoftX3000/
ZTE-Softswitch/
Nortel/
MTA-M-200
set allow ON_OFF on/off YnpasneHue paspelieHmem o6paboTkm
redirection nepeaapecaumii
set auth login AUTH LOGIN CTrpoka He IOnmMHHEMN 63 JlorvH ans ayteHTUdUKaLmMm
CHMBOJIOB
set auth AUTH LOGIN CTpoka He IJMHHEN 63 Maponb ana ayTeHTUOMKaLMM
password CUMBOJIOB
set auth remove OYNCTUTL HACTPONKM ayTeHTUDMKALUM
set command line CMDLINE Crpoxka 3a4aTb NPaBMAA PaCLUMpPEHHbIX
HacTpoeK npoTokona SIP
set const fromto ON_OFF on/off Ynpasnenue onupeii «MNepenasatb
domain AoMeH n3 3aronoskos FROM n TO»
set convert ON_OFF on/off BKAOUNTL MM BBIKNHOUNTD
flash KoHBepTaumto Flash ns RFC2833 B SIP
INFO
set cps in <MAX CPS IN> 0-100 BxopAaulee makcumanbHoe 3HayeHne
CPS; 0 — BbIkAtOYEHME ONLMK
set cps out <MAX CPS OUT> 0-100 Mcxopawee makcMmanbHoe 3HaYeHme

CPS; 0 — BbIkAtOYEHME ONLMK
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set ignore
source port

ON_OFF

on/off

BKIOUUTL UTHOPUPOBaHUE NOPTa
MCTOYHMKA

set keep-alive KEEP ALIVE TIMEOUT 0 1 | 0-1000 Mepuoa npoBepku paboyero cepeepa
server 000 coobuieHnamm OPTIONS
set keep-dead KEEP ALIVE TIMEOUT 5 1 | 5-1000 Mepuopg NpoBepKn Hepaboyero

server

000

cepsepa coobuweHnammn OPTIONS

set name

SIP DESTINATION NAME

CTpoka He IJMHHEN 63
CUMBOJIOB

3apatb ums SIP destination

set preserve
contact header

ON_OFF

on/off

BKAtounTb Nepenayvy KOHTaKTa 6es
MU3MEHeHWU

set remote
address as
hotname

SIP REMOTE HOSTNAME

CTpoka He IJMHHEN 63
CMUMBOJIOB B QopmarTe:
hostname/
hostname:port

rIe

port = 1-65535

3afaTb aApec BCTPEYHOM CTOPOHbI B
Buae gomeHa. Ecam nopr He yKasaH,
6yaeT ncnosib3osaH nopt 5060

set remote
address as ip

SIP REMOTE IP ADDRESS

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
roe

port = 1-65535

3apaTb aapec BCTPEYHON CTOPOHbI B
suae IP-agpeca. Ecam nopTt He yKasaH,
byaeT ncnosb3osaH nopt 5060.

set restriction
deny-all

YCTaHOBWUTb OrpaHNYeHne BbI3OBOB —
BCE 3anpeLeHo

set restriction MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrPaHUYEHNE BbI3OBOB —
maximum-sessions MaKCMMa/IbHOEe YMC/IO Ceccui
set restriction YCTaHOBUTb OrpaHUYEHNE BbI3OBOB —
no-restriction 6e3 orpaHnyeHna
set rtcp timeout TIMEOUT 10-300/0off YCcTaHOBUTbL TalMmayT oxkugaHua RTCP
OT BCTPEYHOW CTOPOHBbI.
off — oTktounTL OXMAaaHue RTCP.
set rtp-loss TIMEOUT 10-300/0ff YcTaHOBUTL TaliMayT oxuaaHua RTP ot
timeout BCTPEYHOM CTOPOHDI.
off — oTkAtounTL OXMAaHue RTP.
set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOKUTENb OXKUAaHWA RTP
multiplier on B pexkume on hold.
hold
set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOKUTENb OXKUAaHWA RTP
multiplier B peXume noAas/ieHna TULLNHDI
silence-
suppression
set rule set id RULE SET_ID 1-65535 HasHauuTb rule set

set rule set

Ypanute rule set

none
set session- SESSION EXPIRES OR OFF | 90-64800/0off 3anpawnBaemMblii NepUOL KOHTPOA
expires ceccum no RFC4028, cekyHabl.

off — OTKAOYaEeT KOHTPOJIb CECCUM

set sip header SIP_HEADER FORMAT full/compact YcTaHoBUTL hopmaT 3aronoBkos SIP.
format full — nonHbI popmar;

compact — cokpawéHHbI popmar
set sip SIP _TRANSPORT ID 1-65535 HasHauuTb SIP transport
transport
set transport SIP TRANSPORT UDP-only/ Ha3HaunTb TPAHCMOPTHbIN NPOTOKON
protocol UDP-prefer/ UDP-only — Tonbko UDP;

TCP-prefer/

UDP-prefer — UDP/TCP ¢ npuoputeTom

TCP—only UDP,
TCP-prefer — UDP/TCP c nprnoputetom
TCP;
TCP-only — Tonb6K0 TCP
set trunk EXPIRES 0-65535 Bpems nepepermcrpaummn npm
expires MCMONb30BaHUM TPAHKOBOM
pervcrpauum
set trunk REGISTRATION TYPE none/ BbI6bop TMNA TPaHKOBOW perncTpauum
registration uac/ none — He UCMNo/1b30BaTb TPAHKOBYIO
type uas perucTpaLyio;
uac — perncTpmMpoBaTbca Ha
BCTPEYHOM YCTPOWCTBE;
uas — MPUHUMATb PerncTpaumio ot
BCTPEYHOrOo YCTPOMCTBa
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set trunk sip SIP DOMAIN

Crpoka He IJjMHHeN 63

SIP-gomeH, ucnosbsyemblin 4na

domain CVIMBOJIOB TPAHKOBOW perucTpaLmm
set trunk USERNAME NUMBER Crpoka He IJMHHeN 63 Mms nosnb3oBaTens, Mcnonbsyemoe npu
username/number CHMBOJIOB

perucTpaumm

set verify media ON OFF
remote address

on/off

BkatounTb onumio KoHTpona IP v nopta
MCTOYHMKA RTP

show info

MoKasaTb HAaCTPOVKM

show rule set
list

lMoka3aTb CMMCOK HAaCTPOEHHbIX rule set

show sip
transport list

lMoka3saTtb cNMCOK AOCTYNHbIX SIP-
TPaHCNOPTOB

4.2.7.19 KoHdepueypupoeaHue SIP mpaHcnopmos

Ons nepexofa B AaHHbIA pPeXXMM HeobXxogMmo B pexume KOHPUrypmuposaHua cnmckos SIP TpaHcnopTtos

BbIMOJHUTb KOMaHAY sip transport.

SBC1000-[CONFIG]> sip transport
Entering SBC SIP transport mode.
SBC1000-[CONFIG]-SIP-TRANSPORT>

KomaHga MapameTp

3HayeHue

DelictBune

2

MoKa3aTb NepeyeHb AOCTYNHbIX KOMaHZ,

add transport

SBC_SIP TRANSPORT NAME

CTpoka He IJIMHHeN 63
CUMBOJIOB

[o6aBuTb HOBbIM SIP TpaHcnoprT.
3apatb UmA.

3agatb ID nHTepdeliica, ucnonbayemoro

SBC_SIP TRANSPORT NAME

Crpoka He IOnmMHHEMN 63
CUMBOJIOB

IFACE ID 1-65535
— ONA curHanu3saumm SIP
PORT 1-65535 3a4aTb NOPT CMFHANM3aUMK
RTP_IFACE ID 1-65535 3agatb ID nHTepdeliica, ucnonbsyemoro
ona RTP
exit BbIxoA, 13 AaHHOrO NOAMEHI0
KOH$UTYPMPOBaHMA Ha YPOBEHD Bbllle
quit 3aBepLmnTb AaHHyo ceccuto CLI
remove transport SBC SIP TRANSPORT INDE | 0-254 Ypanutb destination no nHaekcy
X
remove by id SBC SIP TRANSPORT ID 1-65535 Ypanute destination no ID
transport
set by id name M3meHUTb Ha3BaHWe TpaHCnopTa Nno ero
ID
SBC SIP TRANSPORT ID | 1-65535 ID Tpancnopra

HoBoe Ha3BaHue TpaHCNopTa

set by id
netiface

N3meHUTb ceTeBol MHTepdeiic ans
curHanmsaumm SIP

SBC_SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
IFACE ID 1-65535 ID ceteBoro nHTepodeiica
set by id port M3mMeHUTb NopT curHanmsaumm
SBC_SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
PORT 1-65535 MopT curHanusauunm

set by id rtp

N3meHnTb ceTeBol MHTepdeiic ans RTP
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SBC SIP TRANSPORT ID

1-65535

ID TpaHcnopTa

X

SBC SIP TRANSPORT NAME

CTpoka He IJMHHEN 63
CUMBOJIOB

RTP IFACE ID 1-65535 ID ceteBoro nHTepodeiica
set name M3mMeHUTb Ha3BaHne TPaHCNOpPTa No ero
ID
SBC_STP_TRANSPORT INDE | 1-65535 MHAKc Tpancnopra

Hosoe Ha3BaHuWe TpaHcnopTa

set netiface

N3meHUTb ceTeBoit MHTepdeiic ans
curHanusauum SIP

RTP IFACE ID

SBC SIP TRANSPORT INDE | 1-65535 MHAaekc TpaHcnopTa
X
1-65535 ID ceTeBoro nHTepdeiica
IFACE ID
set port MN3meHUTb NOpT CUrHann3aumm
SBC SIP TRANSPORT INDE | 1-65535 MHAaeKc TpaHcnopTa
X
1-65535 MopT cMrHanusauum
PORT
set rtp MN3meHUTb ceTeBoi MHTepdelic ana RTP
SBC SIP TRANSPORT INDE | 1-65535 WHaeKc TpaHcnopTa
X
1-65535

ID ceTeBoro nHTepdeica

show info

lMoKa3aTb CMUCOK BCEX TPAHCMOPTOB

show net-ifaces

MoKasaTtb CNMCOK ceTeBbIX MHTEpPdelicoB

4.2.7.20 KoHgpuzypuposaHue cnucka SIP users

[na nepexosa B AaHHbIN PEXUM HEOBXOAMMO B pPeXKMME KOHPUIYPUPOBAHUA BbINONHUTL KOMaHAy Sip

users.

SBC1000-[CONFIG]> sip users
Entering SBC SIP users mode.
SBC1000-[CONFIG]-SIP-USERS>

SIP USER NAME

Crpoka He OGoJiee 63
CUMBOJIOB

KomaHga MapameTp 3HayeHune Oeincreue
? lMoka3aTb nepeyeHb AOCTYMHbIX KOMaHA,
add user [Job6asutb HOBbIM SIP users.

3a4atb UMA.

3apgatb ID ncnonbsyemoro SIP

user

SIP TRANSPORT ID 1-65535 TpaHcnopTa

edit user id PREFIX SIGN 0-65534 PepaktnpoBaTh user ¢ Bbibopom no 1D

edit user index PREFIX SIGN 1-65535 Pepaktnposatb user c Bbibopom no
MHAEKCY

exit BbIxoa, U3 JaHHOTO NOAMEHIO0
KOHGUTYPMPOBaHUA Ha YPOBEHD Bbllle

quit 3aBeplmnTb gaHHyto ceccuto CLI

remove user SIP USER_INDEX 0-254 YaanuTb user no MHAEKCY

remove by id SIP USER ID 1-65535 Ypanutb user no ID

show info

loKa3aTb CNMCOK Bcex user

show sip
transport list

MokasaTtb cnncok TPaHCNOPTOB
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4.2.7.21 KoHgpuzypuposeaHue SIP users

[ns nepexoga B AaHHbIV pexXm Heobxoaumo B pexkmme KoHUrypmposaHma cnnckos SIP destination
BbINONHUTL KOMaHay edit user id <ID>wunnmedit user index <INDEX>, rae <ID>un <INDEX> — ID

AN UHAEKC pesaKTUPYEMOrO User.

SBC1000-[CONFIG]-SIP-USERS> edit user id 1
Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-ID[1]>

SBC1000-[CONFIG]-SIP-USERS> edit user index 0
Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-INDEX[0]>

KomaHga MapameTp 3HayeHune Jeincreue

? MoKasaTb nepeyeHb AOCTYNHbIX
KOMaHZ,

exit Bbixo4 M3 faHHOro NoAMeHto
KOHOUIYPMPOBAHUA Ha YPOBEHbD Bbllle

quit 3aBeplmnTb gaHHyto ceccuto CLI

set allow ON_OFF on/off YnpasneHue paspelieHnem obpaboTku

redirection nepeagpecaumi

set command line CMDLINE Crpoxa 3a4aThb NpaBMa PaCLUMPEHHbIX
HacTpoeK npoTtokoa SIP

set convert ON_OFF on/off BK/IOUMTL MM BBIKNHOUNTD

flash KoHBepTauumto Flash ns RFC2833 B SIP
INFO

set name SIP USER NAME Crpoka He OJuHHEN 63 3apatb uma SIP user

CHMBOJIOB

set nat keep- KEEP ALIVE 0-65535 Bpems xpaHeHua coeamHeHus 3a NAT,

alive ceKk

set nat ON_OFF on/off Bk/touaet pexkum "aboHeHTbl 33 NAT"

subscribers

set preserve ON_OFF on/off BK/tounTbL Nepepayvy KOHTaKTa 6e3

contact header N3MEeHeHUMn

set radius RADIUS PROFILE ID 1-65535 Mpusasatb RADIUS-npodunb

profile id

set radius
profile none

Otesizatb RADIUS-npodub

set registration | REG_INTERVAL 60-65535
interval

3a4aTb AONYCTUMbIV MHTEPBAn
nepeperncTpauum i noab3osatenen,
ceK

set restrictions
non-registered
deny-all

YcTaHoBUTb orpaHn4yeHune Bbi30BOB AN1A
HE3aperncTpnpoBaHHbIX
nosnb3osarenen — Bcé 3anpeweHo

set restrictions | MAXIMUM SESSIONS 1-65535
non-registered
maximum-sessions

YCTaHOBUTb OrPaHUYEHNE BbI3OBOB ANA
He3aperncTpUpPOBaHHbIX
nosb3oBarteneil — MakcumasnabHoe
YMCO Ceccui

set restrictions
non-registered
no-restriction

YCTaHOBUTb OrPaHUYEHNE BbI3OBOB ANA
He3aperncTpUpPOBaHHBbIX
nosnb3osarteneit — 6e3 orpaHNYeHuUn

set restrictions
registered deny-

YcTaHoBUTb orpaHn4yeHue Bbi30BOB AN1A
3aperncTpmupoBaHHbIX Non b3oBaTenen

maximum-sessions

all — BC& 3anpeLleHo
set restrictions MAXIMUM SESSIONS 1-65535 YCTaHOBWUTbL OrpaHNYeHue BbI3OBOB AN
registered 3aperncTpupoBaHHbIX NoAb30BaTeNEN

— MaKCMMasIbHOE YMC/I0 Ceccuit

set restrictions
registered no-
restriction

YcTaHoBUTb orpaHn4yeHue Bbl30BOB AN1A
3apPerncTpmupoBaHHbIX nosb3oBaTenei
— 6e3 OorpaHn4yeHunAa

set rtcp timeout TIMEOUT 10-300/0ff

YcTaHoBUTL TaliMmayT oxuganus RTCP
OT BCTPEYHOWN CTOPOHDI.
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off — oTKAouMTb OXKMaaHue RTCP.

set rtp-loss TIMEOUT 10-300/0ff YcTaHOBUTL TaliMayT oxugaHuna RTP ot
timeout BCTPEYHOM CTOPOHbI.

off — oTkAouMTh OXKMAaaHue RTP.
set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOMUTENb OXKMAaHUA RTP
multiplier on B pexume on hold.
hold
set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOMUTENb OXKMUAaHUA RTP
multiplier B peXkume NoAas/ieHNA TULLNHDbI
silence-
suppression
set rule set id RULE_SET ID 1-65535 HasHauutb rule set

set rule set

Yaanuts rule set

none
set session- SESSION EXPIRES OR OFF | 90-64800/0off 3anpalunBaemblil Nepuos KOHTPoNA
expires ceccum no RFC4028, cekyHAbl.

off — oTKAKOYaEeT KOHTPO/Ib CeccUm.

set sip domain

SIP DOMAIN

Crpoka He IOJMHHEeN 63
CYIMBOJIOB

3apatb SIP-gomeH, ¢ KoTopbiMm bygeT
npovsBseaeHa perncrpaums

TCP-prefer/

set sip header SIP_HEADER FORMAT full/compact YcTaHoBUTbL hopMaT 3aronoBKos SIP.
format full — nonHbI popmar;

compact — cokpalwéHHbIn opmar.
set sip SIP_TRANSPORT_ ID 1-65535 HasHaumnTb SIP transport
transport
set transport SIP_ TRANSPORT UDP-only/ Ha3HaunTb TPaHCMOPTHBIN NPOTOKOA
protocol UDP-prefer/ UDP-only — Tonbko UDP;

UDP-prefer — UDP/TCP c npuoputetom

remote address

TCP-only UDP:
TCP-prefer — UDP/TCP ¢ npuopuTeTom
TCP;
TCP-only — Tonbko TCP.
set verify media | ON_OFF on/off BK/IHOUMTL ONLMIO KOHTPOAA IP 1 nopTa

MUCTOYHMKA RTP

show info

lMoKa3aTb HACTPOMKK

show radius
profile list

MoKa3aTb CNMCOK HAaCTPOEHHbIX
RADIUS-npodunei

show rule set
list

MoKa3aTb CMMCOK HAacTPOEHHBIX rule set

show sip
transport list

MoKa3aTtb CNMCOK AocTynHbIX SIP-
TPaHCNOPTOB

4.2.7.22 Pexcum KoHgpu2ypuposaHusa npomokoaa SNMP

[na nepexona B AaHHbLIM PeXMM HEObBXOAMMO B OOLEM peUMe KOHPUIYpUPOBaHUA WM B pPeUMe
KOHUIYpMpPOBaHUSA CETU BbINOJHUTb KOMaHAY snmp.

SBC-[CONFIG]> snmp
Entering SNMP mode.
SBC-[CONFIG]-[NETWORK]-SNMP>

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.
SBC-[CONFIG]-[NETWORK]-SNMP> exit

KomaHpa MapameTp 3HayeHune Oelictue

? MoKasaTb NepeveHb AOCTYMHbIX KOMaHA,

add <TYPE> trapsink/ [o6asuTb npasuao nepesaun SNMP Tpanos:
trap2sink/
informsink TYPE — t1n SNMP coobLueHus

<IP> IP-ampec B Qopmare | |P — IP-agpec npyemHu1Ka Tpanos;
AAA.BBB.CCC.DDD
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63 CHUMBOJIOB

<CoMM> crpoka mo 31 COMM — naposb, coaeprKalmica B Tpanax;
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npMemHuKa Tpanos
config BosBpart B meHto Configuration
create user <LOGIN> crpoka mo 31 Co3paTb Nosib3oBaTena (Ha3HauYMTb OTMH 1 Naposib
CUMBOJIA ANA goctyna)
<PASSWD> naposib oT 8 mo 31
CUMBOJIA
exit Bbixoa M3 A4aHHOro NOAMEHI0 KOHPUIYpUpPOoBaHUA Ha
YPOBEHb Bbille
history MpocmoTp NCTOpPUN BBEAEHHbIX KOMaHJ,
modify <IDX> 0-15 N3meHnTb Npasuno nepegaumn SNMP Tpanos
community (naponb, coaepKawpmiica B Tpanax)
<COMM> crpoka mo 31
CUMBOJIA
modify ip <IDX> 0-15 N3meHnTb Npasuao nepegayn SNMP Tpanos (agpec
npvemHuKa Tpanos)
<IP> IP-ampec B Qopmarte
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 N3meHnTb Npasuno nepegayn SNMP Tpanos (nopt
npvemHuKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 M3meHnTb npasuno nepegadn SNMP Tpanos (Tun
SNMP coobuieHus)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBeplmnTb gaHHyto ceccuto CLI
remove <IDX> 0-15 Ypanute npasuno nepegadm SNMP Tpanos
restart snmpd Yes/no MNepesanyctnte SNMP-kaneHTa
ro <RO> CTPOKa IJIMHOM IO YCTaHOBWUTbL Napo/ib Ha YTEHWE NapameTpoB
63 CMMBOJIOB
rw <RW> CTPOKa IJIMHOM IO YCTaHOBWUTbL Napo/ib Ha YTEHME U 3aMMCb NapameTpoB
63 CHMMBOJIOB
show Moka3satb KoHbUrypauuo SNMP
syscontact <SYSCONTACT> CTpOKa IJIMHOM IO YKa3aTb KOHTaKTHYO MHbOpPMaL MO
63 CHMMBOJIOB
syslocation <SYSLOC> CTPOKAa IJIMHOM IO YKa3aTb MeCcTO pacnosIoXKeHUs yCTponCcTea
63 CHMMBOJIOB
sysname <SYSNAME> CTpOKa IJMHOM IO YKaszaTtb UMA yCTPOMCTBA

4.2.7.23 Pexcum KOHpu2ypuposaHusa napamempos switch

[na nepexoja B AaHHbI pexkum® HeobxoaMmo B pexume

switch.

SBC-[CONFIG]> switch
Entering switch control mode.
SBC-[CONFIG]-[SWITCH]>

KOHPUIypuMpPoBaHUA BbINONHUTL KOMaHAOy

KomaHpa MapameTp 3HayeHune OelictBue
? [MoKasaTb nepeyeHb AOCTYMHbIX KOMaHS,
802.1qg Mepexops, B pexxum KoHdurypauum 802.1q
apply mirroring no/yes MPUMEHUTb HACTPOMKM 3epKaAMPOBaHUA
settings
apply port no/yes MpPUMEHUTb HacTPOKM NOPTOB
settings
confirm MoaTBepANTL HAaCTPOMKM 3epKanupoBaHus. Ecam B
mirroring TeYyeHne 04HOM MUHYTbI HACTPOWKMK He
settings

! Tonbko ana SBC-1000
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noatsepXAeHbl, TO OHM BEPHYTCA K Npeablaywnm
3Ha4YeHnaAm

confirm port

MoAaTBepAUTL HACTPOVKK NopToB. Ecan B TeueHne

settings OAHOW MUHYTbI HACTPOWMKM He NOATBEPKAEHDI, TO
OHW BEPHYTCA K NpeAblAYLWMM 3HaYEHNAM

exit BbIxoa, U3 J@aHHOMO NOAMEHI0 KOHOUTYPUPOBAHUA Ha
YPOBEHb Bblille

history MpocmoTp NCTOpUN BBEAEHHbIX KOMaHJ,

LACP! Mepexon, B peKMM KOHPUIyprpoBaHUA NapameTpoB

LACP

QoS control

Mepexoa, B peKMM KOHPUIyprpoBaHUA NapameTpoB
QoS

quit

3aBepLumnTb AaHHyto ceccuto CLI

save mirroring

CoXpaHWUTb HACTPOMKM 3epKannMpoBaHus bes
npuMeHeHuna

save vlan

CoxpaHuTb HacTpoliku VLAN 6e3 npumeHeHus

<B_MASTER>

B SLAVE

GE_PORTO/GE_PORT1/
GE PORT2/SFP0O/SFP1

GE PORTO/GE PORT1/
GE_PORT2/SFP0/SFP1

set mirroring <PORT> GE_PORTO (0) / HactpouTb 3epKannmpoBaHue NopToB.:

GE_PORT1 (1) /

GE_PORT2 (2)/ PORT — tun nopta;

CPU(4) /

SFPO (6) /

SEFP1 (7)

<NAME> src in/ NAME — Ha3HauyeHue nopra:

src out/ )

dst in/ - Src_in — NopT UCTOYHMKA BXOAALLMX NAKETOB —

dst out KOMMpoBaTb Gpenmbl, NPUHATbIE C 4aHHOTO nopTa

B (NOPT-UCTOYHMK);
<ACT> on/off
- Src_out — NopPTbl UCTOYHMKA UCXOAALLMX NAaKETOB
— KOnupoBaTb ¢pelimbl, NnepegaHHble 4aHHbIM
NopToMm (NOPT-UCTOYHUK);
- dst_in — nopT Ha3HaYeHUa 4NA BXOAALLMX
NaKeToB — MOPT-NPUEMHUK AN CKOMMPOBAHHbIX
dperimoB, NPUHATbIX BbIDPaHHbIMM NOPTaMM-
MNCTOYHUKaMU;
- dst_out — NopT Ha3Ha4YeHWA ANA UCXOAALMX
NaKeToB — MOPT-NPUEMHUK AN CKOMMPOBAHHbIX
dpelimos, nepesaHHbIX BbIOPaHHbIMM NOPTAMMU-
MNCTOYHMKAMM
set port backup | <ON_OFF> on/off BkntounTb pesepsunpoaHme Dual Homing

B_MASTER — ocHoBHoOI nopT

B_SLAVE — pe3epBHbIii nopt

PREEMPTION — BKOYMTL/BbIKNHOYMTL BO3BPAT Ha
OCHOBHOW MOPT NPU ero BOCCTAHOBIEHUN

set port
default vlan id

<PORT>

<VLANID>

GE_PORTO (0) /
GE PORTL1 (1)/
GE_PORT2 (2) /
CPU(4) /

SFPO (6) /
SFP1 (7)

0-4095

HasHauutb VLAN ID Ha gaHHbIV nopT

set port egress

<PORT>

GE_PORTO (0) /
GE_PORT1 (1) /
GE_PORT2 (2) /
CPU(4) /
SFPO (6) /

HacTpouTb peXkMm OTNpPaBKKM NaKeToB Ha AaHHOM
nopry.

1 B gaHHoM Bepcum MO He nogaepKunsBaetca
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SEFP1 (7)
<EGRESS> unmodified/ EGRESS— peXkvm oTnpaBKM NaKeToB:
untagged/
tagged/
double-tag — unmodified — nakeTbl NnepeaatoTcA AaHHbIM
noptom 6e3 usmeHeHul (T.e. B TOM ke BUAE, B
KaKoM MOCTYNWIN Ha Apyroi nopT
KOMMyTaTopa);
— untagged — nakeTbl NepeaatoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;
— tagged — nakeTbl NepeaatoTca AaHHbIM
noptom Bceraa c terom VLAN;
— Double tag — nakeTbl NepeaaoTca gaHHbIM
noptom ¢ asyma terammn VLAN — ecan
NPUHATbIN NaKeT H6blN TEMMPOBAHHBIM U C
ogHuM Terom VLAN — ecnv NpuHATBLIN nakeT
6bl1 HE TETMPOBAHHBIM.
set port ieee <PORT> GE_PORTO (0) / YCTaHOBUTb PEXUM KOHTPOJIA NONyYEHHbIX
mode GE_PORT1 (1) / TerMpoBaHHbIX NaKeTOB A1 AaHHOTO NopTa.
GE PORT2 (2)/
CPU(4) /
SFPO (6) /
SEFP1 (7)
<IEEE> fallback/ IEEE— peKMM KOHTPONA NaKEeTOB:
check/
secure — Fallback— ecnv yepes NOPT NPUHAT NaKeT C
Terom VLAN, ana KOTOPOro ectb 3anucu B
Tab/Mue MapwpyTU3aL MK, yKasaHHble B
3anucy 3To TabauLbl, MHaYe ANA Hero
NPUMEHAIOTCA NPaBUIa MapLIpyTU3aLmK,
YKa3aHHble B «egress» u «outputy;
— Check— ecnu yepes nopt npuHAT nakert c VID,
A7 KOTOPOro ecTb 3anucb B Tabmnue
mapwpytmsauum «802.1g», To OH nonagaet
nog, npasmna MapLpyTM3aLmm, ykasaHHble B
[LAHHOW 3anucK 3Toi Tabnupbl, gaxke ecam sToT
NopT He AB/IAETCA YIEHOM rpynnbl ANA
AaHHoro VID. Mpasuaa mapwpyTm3aumu,
YKa3aHHble B «egress» u «output» gna
[AHHOTO NopPTa, HE MPUMEHAIOTCA;
— Secure— ecnv yepes nopT NpuHAT naket c VID,
A7 KOTOPOTo ecTb 3anucb B Tabmnue
mapuwpytusaumm «802.1g», To OH Nonagaet
nog, npasmna MapLlpyTM3aLmm, ykasaHHble B
[OaHHOW 3anucK 3Toi Tabanubl, MHave
oTbpacbiBaeTcsa. Mpasuaa MapLpyTM3aumu,
YKa3aHHble B «egress» u «output», ana
[@HHOTO NopTa He NPUMEHSIOTCA.
set port <PORT> CpPU/ HasHaunTb TpaHk LACP gna ykasaHHoro nopra.
LACP trunk! GE PORTO/
B GE PORT1/
GE PORT2/
SFPO/
SFP1

1 B gaHHoM Bepcum MO He nogaepKunsBaetca
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<LACP>

0-4

set port MAC
GE_PORTO

<MACADDR>

MAC-agmpec B
bopmaTe
XX XX XX : XX : XX : XX

3agatb MAC-agpec gna nopta

set port output

<PORT>

<P_DEST>

<ENABLE>

GE PORTO0/
GE_PORT1/
GE PORT2/
CPU/
SFP0O/
SFP1

GE_PORTO0/
GE PORT1/
GE PORT2/
CPU/
SFPO/
SFP1

on/off

YcTaHOBKa AONYCTUMbIX MOPTOB OTMNPABKN NAaKeTOB
PORT — HacTpanBaemblii nopT

P_DEST — gonyctumble nopTbl OTAPaBKM

set port speed

<SPEED>

<PORT>

1000M

100M (full-duplex/
half-duplex)
10M(full-duplex/
half-duplex)

auto

GE_PORTO/GE_PORT1/
GE PORT2

YCTaHOBUTL peXkum paboTbl nopTa

set port vlan
enabling

<PORT>

<ENABLE>

CpPU/

GE PORTO0/
GE_PORT1/
GE_PORT2/
SFPO/
SFP1
on/off

Brtountb/oTkA0uNTL VLAN Ha gaHHOM nopTy

set port vlan
override

<PORT>

<OVER>

CPU/
GE_PORTO/
GE_PORT1/
GE PORT2/
SFP0O/
SFP1

on/off

YcTtaHoBuTb pexkum nepeonpeaenexma VLAN ID gns
[aHHOT0 NopTa Ha CTaHAAPTHbIN

show mirror
settings

MoKa3aTb NapameTpbl 3epPKaMPOBaHNA NOPTOB

show port
settings

MoKa3aTb NapameTpbl HACTPOWMKM NOPTOB

4.2.7.23.1 Pexum KoHdUrypuposaHua napameTpos 802.1q

[na nepexona B AaHHbIV PEXUM HEOBXOANMO B pexume KOHOUrypupoBaHua switch BbINONHUTL KOMaHAY

802.1q.

SBC-[CONFIG]-[SWITCH]> 802.1q
Entering 802.1q_control mode.
SBC-[CONFIG]-[SWITCH]-[802.1q]>

KomaHpa MapameTp 3HayeHune Oelicteue
? Moka3aTb nepeyeHb JOCTYMHbIX KOMaHA,
add VTU element <VID> 0-4095 [06aBuTb HOBbIV anemeHT B VTU Tabanuy:
<PRIO> 0-7 VID — ngentudukatop VLAN;
<OVER> on/off PRIO — npuoputeT 802.1p, HazHaYaemblli NakeTam
<GE_PORTO> unmodi fied/ B gaHHon VLAN, ecnv napameTp OVER akTuBeH(on);
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untagged/ OVER — nepenucarb npuoputet 802.1p ana
tagged/ AaHHoit VLAN (ga/Hert);
not member
<GE_PORT1> o PORT — peWcTBuA, BbINOAHAEMbIE AAaHHbIM NOPTOM
unmodified/ Npu NepeAaye NakeTa, UMEOLLLEro yKasaHHbIi VID:
untagged/
tagged/
not member — Unmodified— nakeTbl nepegatotca aHHbIM
<GE PORT2> o noptom 6e3 n3meHeHuiA;
B unmodified/
untagged/ — Untagged— nakeTbl nepeaatoTcs AaHHbIM
tagged/ nopTtom Bceraa 6e3 Tera VLAN;
not member
<CPU> s — Tagged— nakeTbl NepeAatoTca AaHHbIM
unmodified/
untagged/ noptom Bcerga ¢ terom VLAN;
tagged/
not member — Not member — nakeTbl ¢ yka3zaHHbIMm VID He
<SFPO> B nepeaaroTca AaHHbIM NOPTOM, T.€. MOPT He
unmodified/ ABnAeTCA YneHom aTol rpynnel VLAN
untagged/
tagged/
not member
<SFP1> B
unmodified/
untagged/
tagged/
not member
apply <YES NO> yes/no MprYMEHWUTb HacTpolikun VTU
confirm MopaTeepanTb HacTpolikm VTU. Ecam B TeyeHne
OHOW MUHYTbI HACTPOMKM He NOATBEPKAEHDI, TO
OHUW BEPHYTCA K NpeblAyLWMM 3HAYEHUAM
exit Mepexoa 13 4aHHOro NoAMEHI0 KOHOUTYPUPOBAHMUA
Ha YPOBEHb BbllLe
QoS _control Mepexon, B pexkum KoHourypaumm QoS
quit 3aBeplunTb gaHHyto ceccuto CLI
remove VTU <NUMBER> 0-4095 Yoanute AaHHbIN anemeHT VTU Tabanubl
element
save CoxpaHuTb HacTpoliku VTU 6e3 npumeHeHun
set VTU override <NUMBER> 0-4095 MepenucaTb/He nepenucbiBaTb npuoputet 802.1p
ana naHHoit VLAN (pa/Hert)
<OVER> on/off
set VIU priority <NUMBER> 0-4095 YcTtaHoBuTb NpuoputeT 802.1p, HasHaYaembli
naketam B gaHHon VLAN, ecnv napametp «set VTU
<PRIO> 0-7 override» akTuseH
set VTU <NUMBER> 0-4095 HasHaunTb AeiNCTBMA, BbINOJHAEMbIE AaHHbIM
settings_CPU NOPTOM Mpu Nepefade NakeTa, UMEIOLLLEro
<CPU> unmodified/ yKa3aHHbIii VID
untagged/
tagged/ — Unmodified — nakeTbl nepegatoTca AaHHbIM
not member
- noptom 6e3 smeHeHui;
— Untagged — nakeTbl nepefaroTca AaHHbIM
noptom Bceraa 6e3 tera VLAN;
— Tagged — nakeTbl NepefaroTca AaHHbIM
noptom Bcerga c Terom VLAN;
— Not member — nakeTbl ¢ yKa3aHHbIMm VID He
nepeaaroTcsa AaHHbIM NOPTOM, T.€. NOPT He
ABAAETCA YneHom 1ol rpynnol VLAN
settings GE PORTO | <NUMBER> 0-4095 HasHaunTb AeicTBMA, BbINOHAEMbIE AAHHbIM
NopTOM MPU Nepegaye NakeTa, MMetoLLEero
<CPU> unmodified/ yKa3aHHblii VID
untagged/
tagged/
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not member

— Unmodified — nakeTbl nepegatotca 4aHHbIM
noptom 6e3 nsmeHeHui;

— Untagged — nakeTbl nepeaaroTca 4aHHbIM
noptom Bcerga 6e3 Tera VLAN;

— Tagged — nakeTbl NepeaaroTca AaHHbIM
noptom Bcerga ¢ terom VLAN;

— Not member — nakeTbl € yKazaHHbIM VID He
nepeaaroTca AaHHbIM NOPTOM, T.€. NOPT He
ABNAETCA YEHOM 3ToM rpynnbl VLAN

settings GE PORT1 | <NUMBER> 0-4095 HasHauuTb AeiCcTBMSA, BbINOSHAEMbIE AaHHbIM
NopTOM NMpU Nepesaye NnakeTa, UMeLLEro
<CPU> unmodified/ yKa3aHHbliA VID:
untagged/
tagged/ .
not member Unmodified — nakeTbl Tepep,armcn AaHHbIM
- noptom 6e3 smeHeHui;
— Untagged — nakeTbl nepeaatotca AaHHbIM
noptom Bceraa 6e3 tera VLAN;
— Tagged — nakeTbl NepeAatoTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Not member — nakeTbl ¢ yka3aHHbIM VID He
nepeaaroTca AaHHbIM NOPTOM, T.€. NOPT He
ABNsAeTca yneHom ston rpynnol VLAN
settings GE PORT2 | <NUMBER> 0-4095 HasHauuTb AeicTBuMSA, BbINOSHAEMbIE AaHHbIM
NopTOM MpPW Nepegaye NakeTa, MMeLoLLEero
<CPU> unmodified/ yKasaHHbIi VID:
untagged/
tagged/ .
not member Unmodified — nakeTbl Tepep,aloTc;i LAHHbIM
- noptom 6e3 smeHeHui;
— Untagged — nakeTbl nepefatoTca AaHHbIM
nopTtom Bcerga 6es tera VLAN;
— Tagged — nakeTbl NepefatoTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Not member — nakeTbl ¢ yka3aHHbIM VID He
nepeaaroTca AaHHbIM NOPTOM, T.€. NOPT He
ABAAETCA YneHom 1ol rpynnbl VLAN
settings SFPO <NUMBER> 0-4095 HasHauuTb AeicTBuMSA, BbINONHAEMbIE AaHHbIM
NopTOM MPU Nepesaye NakeTa, MMeLoLLEero
<CPU> unmodified/ yKazaHHbIit VID:
untagged/
tagged/ .
not member — Unmodified — nakeTtbl Tepep,aloTcn AaHHbIM
- noptom 6e3 smeHeHui;
— Untagged — nakeTbl nepesatoTca AaHHbIM
noptom Bceraa 6e3 tera VLAN;
— Tagged — nakeTbl NepefaroTca AaHHbIM
noptom Bcerga c Terom VLAN;
— Not member — nakeTbl ¢ yKa3zaHHbIm VID He
nepeaaroTca AaHHbIM NOPTOM, T.€. NOPT He
ABAAETCA YneHom 1ol rpynnol VLAN
settings SFP1 <NUMBER> 0-4095 Ha3zHaunTb AeNCTBUA, BbINOJHAEMbIE AaHHbIM
NopTOM MPU Nepegaye NakeTa, MMetoLLEero
<CPU> unmodified/ yKa3aHHblii VID:
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untagged/
tagged/
not member

— Unmodified — nakeTbl nepegatotca 4aHHbIM
noptom 6e3 nsmeHeHui;

— Untagged — nakeTbl nepeaaroTca 4aHHbIM
noptom Bcerga 6e3 tera VLAN;

— Tagged — nakeTbl NepeaaroTca AaHHbIM
noptom Bcerga ¢ terom VLAN;

— Not member — nakeTbl € yKazaHHbIM VID He
nepeaaroTca AaHHbIM NOPTOM, T.€. NOPT He
ABNAETCA YEHOM 3ToM rpynnbl VLAN

show list

MoKa3aTb cnncok anemeHTos B VTU Tabauue

show one <NUMBER> 0-4095 MokasaTb MHpopmaLmio 0 AaHHOM anemeHTe VTU
Tabauubl
show table Mokasatb VTU Tabanuy
4.2.7.23.2 Pexxum KoHdUrypmuposaHua napamerpos QoS

[Ons nepexosa B AaHHbIM peXXum HeobxoaMmo B pexkume KoHdUrypmposaHua switch nnum 802.1q BbINOAHUTL

KomaHay QoS _control.

SBC-[CONFIG]-[SWITCH]> QoS_control
Entering QoS_control mode.
SBC-[CONFIG]-[SWITCH]-[QoS]>

KomaHga MapameTp

3HayeHue

DelictBune

)

MoKa3aTb NepeyeHb JOCTYMHbIX KOMaHZ,

802.1q

BepHyTbcA B peXMm KOHGUTypupoBaHua
napametpos 802.1q

apply <YES NO>

yes/no

MpuMmeHUTb HacTponku QoS

confirm

MopaTeepanTb HAcTpolikM QOS. Ecnu B TeueHne
OZLHOM MWHYTbI HACTPOMKM He NOATBEPKAEHDI,
TO OHW BEPHYTCA K NpeblAyLLMM 3HAYEHUAM

exit

Mepexos U3 LaHHOTO NOAMEHIO
KOHQUTYPUPOBaHUA Ha YPOBEHD Bblle

quit

3aBepLmnTb AaHHyo ceccuto CLI

save

CoxpaHuTb HacTpolikM QoS 6e3 npumeHeHus

set <PRIO>
802.1p prio mapping
<QUEUE>

PacnpeaenvTb nakeTbl Mo ovepeaam B
3aBucumocTu ot npuoputeta 802.1p

PRIO — Homep npuopuTeTa 802.1p;

QUEUE — Homep oyepeau

set <PORT>
default VLAN priority

<DEFPRIO>

GE PORTO (0) /
GE_PORT1 (1)/
GE_PORT2 (2) /
CPU (4) /

SFPO (6) /
SFP1(7)

0-7

HasHauntb npuoputet 802.1p HETErMpPOBaHHbIM
nakeTam, NPUHATLIM AaHHbIM nopTom. Ecnn
nakKert yxke umeeT npuoputet 802.1p nnbo IP
diffserv npuoputeT, To AaHHbIV NapameTp He
ncnonbayetca (default vlan priority He 6yaet
NPUMEHATLCA K NaKeTam, COAEPHKALLMM
3aro/oBoK IP, B cnyyae Mcnosb3oBaHWUA OAHOTO
13 pexxkumos QoS: DSCP only, DSCP preferred,
802.1p preferred, a TakKe K yXe TErMPOBaHHbIM
nakeram)

set <NUMBER>
diffserv prio mapping
<QUEUE>

*1

Pacnpegenutb NakeTbl No o4epeasam B
3aBMcMMocCTM oT npuopuTerta IP diffserv

NUMBER — Homep npuopuTteta IP diffserv;
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QUEUE — Homep ouepean

802.1p only/

DSCP_preferred/
802.1p preferred

set egress limit <PORT> GE_PORTO (0) / BK/IHOYMTb/BLIKNHOUYNUTD OrPaHNYEHNA NOAOChI
GE PORT1(1)/ NpPOoMycKaHUA A8 MCXOAALLEro C AaHHOro nopTta
GE_PORT2 (2) / Tpaduka
CPU(4)/
SFPO (6) /
SFP1 (7)
<EGRLIM> on/off
set egress_rate_limit | <PORT> GE_PORTO (0) / YCTaHOBUTb OrpaHMYeHne NoioChl MPOMYCKaHWA
GE_PORT1 (1) / (k6UT/C) ANA McxoaALLEro C AaHHOTO NopTa
GE_PORT2 (2) / TpaduKa
CPU(4)/
SFPO (6) /
SEFP1 (7)
<EGRRATE>
0-250000
set <PORT> GE_PORTO (0) / YCTaHOBUTb PEXMM OrpaHNYeHna Tpaduka,
ingress_limit mode GE_PORT1 (1) / NOCTYNaoLLEro Ha AaHHbIN NopT.
GE_PORT2 (2) /
CPU(4)/ INGRMODE — peXum orpaHuyeHuns:
SFPO (6) /
SFP1 (7) — off — HeT orpaHnyeHus;
<INGRMODE> off/ — all — orpaHnunBaeTca Becb Tpaduk;
all/
mult_flood broad/ — mult_flood_broad — orpaHuumnsaeTtca
mult broad/ MHOroagpecHbiit (multicast),
broad LMpOoKoBeLLaTenbHblit (broadcast) u
NaBUHHbIN ogHoaapecHbIl (flooded
unicast) Tpaduk;
— mult_broad — orpaHnuymBaetcs
MHOroaApecHbIM U LUMPOKOBELLLATE/IbHbIM
Tpaduk;
— broad — orpaHVMYMBAETCA TONIbKO
LUMPOKOBELLATE/bHbIN TPadUK
set ingress rate <PORT> GE PORTO (0) / YCTaHOBUTb OrpaHNYeHMe Mo10Chbl NPONYCKaHNUA
prio_0/1/2/3 GE_PORT1 (1) / (K6WT/c) TpadwKa, NOCTYNAIOLLErO Ha JaHHbI
GE_PORT2(2)/ nopT ANa HyneBsoli/nepBoit/BTopoit/TpeTbeit
CPU(4) / ouepeam.
SFPO (6) /
SEFP1 (7)
<INGPRIO> 0-250000
set QoS_mode <PORT> GE PORTO (0) / YCTaHOBUTb PeXUM Ucnonb3osaHUa QOS.
GE_PORT1 (1) /
GE_PORT2(2)/ QOSMODE — peum UCrO/b30BaHMA:
CEU(4)/ — DSCP only — pacnpenenatb nakeTbl No
SFPO (6) /
SFP1 (7) OuepesAM TONLKO Ha OCHOBaHWK
npuopuTerta IP diffserv;
<QOSMODE > DSCP_only/

— 802.1p only — pacnpepnenaTb NakeTbl N0
ouyepesAm TOIbKO Ha OCHOBaHMM
npuoputeta 802.1p;

— DSCP preferred — pacnpefenatb NakeTbl
no oyepeaAm Ha OCHOBaHUK
npuopuTtetos IP diffserv n 802.1p, npu
3TOM NPW HAIMYMK 0BOUX NPUOPUTETOB B
nakeTe, pacnpezesieHue no oyepeaam
ocyLLecTBAAETCA HAa OCHOBaHUM IP
diffserv;
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— 802.1p preferred — pacnpepenstb
nakeTbl MO o4epeaAm Ha OCHOBaHUU
npuopuTtetos IP diffserv u 802.1p, npu
5TOM MPU HaM4YMKU 060UX NPUOPUTETOB B
nakeTe, pacnpegesieHue no oyepesam
ocyulecTsafeTca Ha ocHoBaHun 802.1p

set <PORT> GE_PORTO (0) / MepeHasHaunTb NpuoputeTbl 802.1p ana
remapping_priority GE_PORT1 (1)/ TerMpoBaHHbIX NaKeTos.
GE_PORT2 (2) /
CPU(4)/ PORT-HacTpanBaemblit NopT;
SFPO (6) /
SFPL(7) NUM — TekyLiee 3HaYeHNe NnpnopuTeTa;
<NUM> 0-7
REMAP- HoBoe 3HaveHune
<REMAP> 0-7
show QOS <PORT> GE_PORTO (0) / MoKka3aTb NnapameTpbl KOHOUrypauum QoS gna
GE PORT1(1)/ [aHHOro nopra
GE_PORT2 (2) /
CPU(4) /SFPO(6) /
SFP1 (7)

show QOS diffserv

MoKasaTb napameTpbl pacnpeaeneHna NaketTos
no o4yepesam B 3aBUCMMOCTU OT npuoputeta IP
diffserv

show QOS priomap

MoKkasaTb NapameTpbl pacnpeaesieHns NakeTos
no o4yepeasm B 3aBUCMMOCTU OT NPMOPUTETA
802.1p

4.2.7.24 Pexcum KoHgpu2ypupoeaHus napamempos syslog

[na nepexoaa B fL@aHHbIN PEXMM HEOBXOAMMO B peXXMME KOHOUTYPUPOBaHUA BbIMOJHUTL KOMaHAY syslog.

SBC-[CONFIG]> syslog
Entering syslog mode.
SBC-[CONFIG]-SYSLOG>

KomaHga MapameTp 3HayeHune Oencreue
? Moka3aTb nepeyeHb JOCTYMHbIX KOMaHA,
authlog set IP IP-ampec B QopmaTe | YcTaHOBUTH agpec cepBepa Ans OTnpaBKu
AAA.BBB.CCC.DDD coobuieHnit syslog, a Takke pexxum paboTbl.
PORT 1-65535 on/off — BKNOUNTL/BLIKNOUNTL BEAEHWE NOTOB;
ONOFF off/on
local/remote — ecnu BbicTaBneHo B remote, TO
OTNPaBAATL /10U Ha cepBep syslog.
LOCREM local/remote
authlog show lMoKa3aTb TeKyLme napameTpbl BeJeHUA J10roB
config Bosspat B meHto Configuration.
dispatcher DISPATCHER 0-99 BK/1tounTL BegeHue TpaccupoBok Dispatcher'a
exit Mepexoa U3 JaHHOTO NOAMEHIO KOHOUTYPUPOBaHUA
Ha ypOBEHb Bble
manager MANAGER 0-99 BKAtounTb BefeHWe TpaccupoBok Manager'a
quit 3aBeplunTb gaHHyto ceccuto CLI
show MokasaTb MHbopMmaLmio o KoHdUrypauum Syslog
start BKOUMTb OTNPABKY AaHHbIX Ha syslog-cepeep
stop BbIKNOYMTL OTNPABKY AaHHbIX Ha syslog-cepeep
userlog <IPADDR> IP-ampec B dopMaTe | BKIUNUTL BbIBOL UCTOPUM BBEAEHHbBIX KOMAHL,
AAA.BBB.CCC.DDD
IPADDR — IP-agpec syslog-cepsepa
<PORT> 1-65535
<MODE> off/standart/full PORT — nopr Syslog-cepaepa
MODE — ypoBeHb AeTannsauum xypHana
BBEAEHHbIX KOMaHJ,
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off — He popmmMpoBaThL KypHaN BBEAEHHbIX
KOMaHg;

standart — B coobLueHMAX NepefaeTcs Ha3BaHUe
M3MeHEeHHOro napameTpa;

full — B coobLeHMAX NnepeaeTca Ha3BaHWe
M3MeHEeHHOro napameTpa U 3HaYeHus napameTpa
[0 1 nocae U3MeHeHus

worker

WORKER

0-99

BkatounTb BeaeHue Tpaccuposok Worker'a

4.2.7.25 Pexcum KoHepueypupoeaHusa SBC Trunk

[na nepexona B AaHHbIN peXUM HEOOXOAMMO B PEXKUME KOHPUTYPMPOBAHMA BbIMOJIHUTL KOMaHay trunk.

SBC1000-[CONFIG]> trunk
Entering SBC trunk mode.
SBC1000-[CONFIG]-TRUNK>

balance mode

LOAD BALANCE MODE

active-active/
active-backup

KomaHga MapameTp 3HayeHune Jeincreue

? MoKa3aTb NepeyeHb AOCTYNHbIX KOMaHS,
add trunk [06aBuTb HoBbIV SBC Trunk

SBC TRUNK NAME CTtpoka He OIMHHEMN Mma TpaHKa

63 CMMBOJIOB
LOAD BALANCE MODE | active-active/ Pexum BanaHcMpoBKu
active-backup

LOAD BALANCE TIME | 5-65535 TalimayT 6anaHc1poBKm, cek

OUT
exit Mepexon, 13 A@HHOTO NOAMEHIO KOHOUTYPUPOBAHUSA

Ha YPOBEHb Bbille

quit 3aBepwuTb AaHHyo ceccuto CLI
remove by id SBC_TRUNK_ID 1-65535 YpanuTb ocHoBHo destination u3 TpaHka no ID
destination
primary
remove by id SBC_TRUNK_ID 1-65535 Yaanutb pesepsHbIn destination 13 TpaHka no ID
destination
secondary
remove by id SBC_TRUNK_ID 1-65535 Yaanute SBC trunk no ero ID
trunk
remove SBC_TRUNK_1ID 0-65534 YpanuTb ocHoBHoI destination 13 TpaHka no
destination MHAEKCY
primary
remove SBC_TRUNK_ID 0-65534 Ynanutb pesepsHbIn destination 13 TpaHKa no
destination MHAOEKCY
secondary
remove trunk SBC_TRUNK ID 0-65534 Ypanutb SBC trunk no nHaekcy
set by id SBC TRUNK ID 1-65535 HasHauuTb ocHoBHOW destination TpaHKy no ID
destination
primary SBC SIP DESTINATI | 1-65535

ON ID
set by id SBC TRUNK ID 1-65535 HasHauuTb pe3epBHbIi destination TpaHKy no ID
destination
secondary SBC SIP DESTINATI | 1-65535

ON ID
set by id load SBC_TRUNK_ID 1-65535 HasHaunTb no ID TpaHKa pexkMm 6anaHcMpoBKM

SBC TRUNK NAME

CTpoka He OJIMHHEMN
63 CHMBOJIOB

set by id load SBC_TRUNK ID 1-65535 HasHauuTb no ID TpaHKa TaliMayT 6anaHCUPOBKY,
balance timeout ceK

LOAD BALANCE TIME | 5-65535

ouT
set by id name SBC_TRUNK ID 1-65535 Ha3HaunTb uma TpaHKky no ero ID

156

lNoepaHuyHble KOHMposnepsl cecculi SBC




set destination
primary

SBC_TRUNK_INDEX

0-65534

HasHauuTb ocHoBHOM destination TpaHKy no
MHAEKCY

balance mode

LOAD BALANCE MODE

active-active/
active-backup

SBC SIP DESTINATI | 1-65535

ON ID
set destination SBC_TRUNK INDEX 0-65534 HasHauuTb pesepBHblit destination TpaHKy no
secondary UHAEKCY

SBC SIP DESTINATI | 1-65535

ON ID
set load SBC TRUNK INDEX 0-65534 Ha3HaunTb No MHAEKCY TPaHKa peXxnm

6anaHCUPOBKU

SBC_TRUNK NAME

CTrpoka He OIMHHEMN
63 CKMBOJIOB

set load SBC TRUNK INDEX 0-65534 HasHaunTb N0 MHAEKCY TPaHKa TaimayT
balance timeout 6anaHCMPOBKM, ceK

LOAD BALANCE TIME | 5-65535

ouT B
set name SBC TRUNK INDEX 0-65534 Ha3HaunTb MMs TPaHKy NO ero MHAEeKcy

show info

[MoKa3aTb HaCTPOMKMU

show sip MokasaTb cnucok AocTynHbix SIP-destination
destination

list

swap by id SIP_TRUNK_ ID 1-65535 MomeHATb MecTamm OCHOBHOM U pe3epBHbI
destination destination'bl B ykasaHHom trunk

swap SIP_TRUNK_INDEX 0-65534 MNomeHATb MecTaMmn OCHOBHOM 1 pPe3epBHbIN
destination destination'bl B ykazaHHom trunk

4.2.7.26 KoHgpuzypuposaHue crnucka 3anpewéHHbIX KAueHMCcKUX npusaoxceHulii

[na nepexopa B AaHHbIM PEXKMM HEOBXOAMMO B PEXMME KOHPUIYPUPOBAHMSA BbIMOJHUTL KOMaHAY user

agent.

SBC1000-[CONFIG]> user agent
Entering SBC user agent mode.
SBC1000-[CONFIG]-USER-AGENT>

KomaHpa

MapameTp

3HayeHue

OelictBune

MoKa3aTb NepeyeHb JOCTYMNHbIX KOMaHZ,

add

USER AGENT

scan/

crack/

flood/

kill/

sipcli/
sipvicious/
sipsak/
sundayddr/

iWar/

SIVus/

Gulp/

sipv/

smap/
friendly-request/
VaxIPUserAgent/
VaxSIPUserAgent/
siparmyknife/
Test Agent/
SIPBomber/
Siprogue

[06aBuTb OAMH U3 NpeaycTaHoBAEHHbIX User-Agent

B CMUCOK BI0KMpPYEMBIX

add other

USER_AGENT NAME

CTpoka He IOJMHHee
31 cumMBoOJa

[o6aBunTb cBOtO MacKy User-Agent B cnncok

exit

Mepexos U3 4aHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA

Ha YpOBEHb Bbille

quit

3aBepLmnTb AaHHYto ceccuto CLI

remove by id
user agent

USER_AGENT ID

1-65535

Ypanutb User-Agent n3 cnucka no ero ID
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remove user

USER_AGENT INDEX

0-65534

Yaanutb User-Agent 13 cnncka no ero MHAeKcy

agent
show MoKa3aTb CKOHPUIYPUPOBAHHbIM CINCOK
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4.3 Hactpoiika KommyTtaTtopa SBC-2000/SBC-3000
HacTpoiika nponsBoguMTCca U3 pexknma KoHOUrypupoBaHUSA KOMMyTaTopa.

SBC2000> config

Entering configuration mode.
SBC2000-[CONFIG]> switch
SBC2000-[CONFIG]-[SWITCH]>

4.3.1 Cmpykmypa Kommymamopa

Mpoueccop CRE

KommyTtatop
SBC-2000

SBC-2000

A

front-port 0 front-port 1 combo combo NMLeBan naHenb
copper copper front-port 2 front-port 3
copper copper
combo combo
front-port 2 front-port 3
fiber fiber

KommyTtatop SBC-2000 nmeet uHtepdeicsl:

—  front-port — BHelWwHWe ethernet-nopTbl KOMMYTAaTOPa, KOTOPbIE BbIBEAEHDLI HA JINLLEBYIO NAHEND.
MpuHnmaemsole 3HaveHna: 0 - 3.

— noptbl 0.. 1 — megHble NOPTLI
- nopTbl 2 .. 3 — ONTUYECKME U MeLHble KOMOO-NOPTbI.

—  port-channel — rpynnbl arperaumn LAG front-port nHTepdelicoB KommyTaTopa, UCNO/b3YIOTCS B
cnyyae obbeamMHeHUs HeckonbKux front-port 8 LACP-rpynny.
MpuHUmaemsble 3HaveHna: 1 — 4.

— host-port — BHyTpeHHWE nNOPTbl KommyTaTtopa SBC-2000, npegHasHayeHHble AN CBA3U C
npoueccopom (CPU) SBC-2000.
MpuHMMaemble 3HaYeHuA: O - 2.
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— host-channel — rpynna arperaunu LAG host-channel nHtepdelicos KommyTtaTopa, AaHHasA rpynna
BCerga akTuBHa.
MpuHumaemoe 3HaveHue: 1.

— Sm-port — BHYTpPeHHMe nopTbl KommyTtaTopa SBC-2000, npeaHasHayeHHble ANS8 CBA3N C

cybmoaynamm SM-VP.
MpuHumaemsole 3HayeHnA: 0 — 5.

[Mpoueccop CREE

KommyTaTtop
SBC-3000

SBC-3000

A

front-port1 front-port2 combo combo iMueBan naHenb
copper copper front-port 3 front-port 4
copper copper
combo combo
front-port 3 front-port 4
fiber fiber

KommyTtatop SBC-3000 nmeet nHtepdelicsl:

— front-port — BHelWwHWe ethernet-nopTbl KOMMYTaTOPa, KOTOPblE BbIBEAEHbI HA JIMLLEBYIO MaHESb.
MpuHUmaemsole 3Ha4veHna: 1 —4.
— noptbl 1.. 2 —meaHble NOpThl;
- noptobl 3 .. 4 — oNTUYECKNE U MeAHble KOMBO-NOPTHI.

—  port-channel — rpynnbl arperauyn LAG front-port nHtepdpeiicoB KommyTaTopa, UCNOAb3YOTCA B
cnyyae obbeguHeHMsa HeckonbKux front-port B LACP-rpynny. MpuHUMaemble 3HayeHua: 1 —4.

—  Cpu-port— BHYTPeHHUI NOPT KomMyTaTopa Ans ynpasneHua SBC-3000. MpuHUMaeMble 3HaYEHUSA:
1.

— host-port — BHyTpeHHMe nopTbl KommyTatopa SBC-3000, npeaHa3HayeHHble ANA CBA3U C
npoueccopom (CPU) SBC-3000. MpuHMMaemble 3HaYeHus: 1 — 2.

— host-channel — rpynna arperaunun LAG host-channel nHtepdeiicoB KommyTaTtopa, AaHHaA rpynna
Bcerga akTusHa. MpuHMmaemoe 3HaveHue: 1.
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— Sm-port — BHYTpPeHHMe nopTbl KommyTaTtopa SBC-3000, npeaHasHayeHHble A1A CBA3N C
cybmoaynamum SM-VP. MpuHnmaemole 3HaveHus: 1 — 6.
Mpu paboTe ¢ KOMMYTAaTOPOM MCNONb3YeTCA 3Ha4YeHMe unit number, pasHoe 1.
4.3.2 KomaHOdbl ynpasneHus uimepgelicamu kommymamopa SBC-2000/SBC-3000
Ona SBC-3000 Heo6X0AMMO YYUTbIBATb, YTO HYMepaLMa NOpToB O6blna M3MeHeHa, HadanbHbIlM front-port = 1.

interface

JaHHaa KomaHa No3BO/IAET NEPENTHU B PEKMUM KOHOUTYPUPOBaHMA NHTepdeincos kKommyTaTopa SBC-
2000/SBC-3000.

CuHTaKcuc

interface <interface> <number>

MapameTpbl
<interface> — Tnn nHTepodeica:

— front-port — BHewHMe uHTepdeECcbl KOMMYTATOPa;
— host-channel — rpynnbi arperaunu LAG host-channel nHtepdeiicos kommyTtatopa;
— port-channel — rpynnbl arperaumm LAG BHELWHNX MHTEPPENCOB KOMMYTATOPa;

<number> — Homep nopTa:

— anafront-port:  <unit/port>, rae

"=  unit — Homep moaynAa SBC-2000, Bceraa NpUHMUMAET 3Ha4YeHua 1;

=  port — Homep nopTta NpUHUMaeT 3Ha4veHus [0 .. 3] (nam 1 .. 4 gns SBC-3000);
— pna host-channel: 1;
— anaport-channel: [1 .. 4].

MapameTp <number> MOXeT NpMHMMaTb 3HadyeHue all 4na HacTpoiKkmM cpasy Bcex NMOPTOB OAHOro TWUMa
uHTepdeicos.

shutdown

[aHHOW KOMaHZOM OTKAOYAETCA KOHPUTYPUPYEMbBIN UHTEPDEC.
Ucnonb3oBaHMe OoTpMUaTeENbHON GOPMbI KOMAHAbI BKAKOUYAET KOHOUIYPUPYEMbIN MHTEPdENC.
CuHTaKcUuc

[no] shutdown

MapameTpbl
KomaHpaa He coaepKuUT aprymeHTOB.

Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[1if]> shutdown

KoHdurypupyemblit HTEpPDEAC OTKNOYEH.

bridging to
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JaHHOM KOMaHAOM YyCTaHABAMBAETCA pa3peLleHme Ha nepesadvy Tpadumka Mexay nHteppencamm.

Ncnonb3oBaHuMe oTpuLaTenbHOM GOpMbl KOMaHAbl YCTAHABAMBAET 3anpeT Ha Nepeaady Tpadmka mexay
nHTepdericamm.

CuHTaKcuc

[no] bridging to <interface> <range>

MapameTpbl

<interface> — Tnn nHTepdeiica:

cpu-port;

— front-port — BHewHwne uplink-uHTepdeiichi;

— host-channel;

— host-port;

— port-channel — rpynnbl arperauuu LAG uplink-uHtepdelticos;
— sm-port.

<range> — HoMep NopTa/NopPTOB, C KOTOPbIMU paspelleH obmeH TpaduKa:

—  Aansa cpu-port: <1/0>, rae:
— ansa front-port: <unit/port>, rae:

" unit — Homep MmoayAns, NPUHMMAET 3HauyeHue [1],

=  port — Homep nopTa, NnpuHUMaeT 3HadYeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:

" unit — Homep MoayAns, NPUHMMAET 3HauyeHue [1],

=  port — Homep nopTa, NnpMHUMaeT 3HadeHus [0 .. 2];
— anaport-channel: [0 .. 4];
— anasm-port: [0.. 15].

" unit — Homep MoayAns, NPUHMMAET 3HauyeHue [1],

=  port — Homep nopTa, NpMHUMaeT 3HayeHus [0 .. 5].

Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[if]> bridging to front-port all

flow-control

[aHHOW KOMaHAOW BKAOYAETCA/OTKAOYAETCA MEXaHU3M yNpaBieHMsA NOTOKOM nepeaauyun gaHHbix (flow control)
Ha KoHPUrypupyemom uHTepoerice. MexaHusm flow control nos3sonseT KOMNeHCMPOBaATb PAa3/MUMUA B CKOPOCTU
nepefatiMka M NpUemHMKa. Eciv obbem TpaduKa NPEBbICUT OMpeAeneHHbI YypoBeHb, NPUEMHUK byaert
nepeasaTtb Kaapbl, MHGoOpMMpylolWMEe MNepesaTiuk O HeobXxoaMMOCTM yMeHblueHuAa obbema TpaduKa, gnn
CHUMKEHMA YMCNa NOTEPAHHBIX NaKeToB. N5 peannsauumn 4aHHOro MexaHM3ma HeobxoaMmo, YTobbl Ha yaaneHHOM
YCTPOMCTBE TaKKe NoaaepKnBanach atTa GyHKUMA.

CuHTaKcuc

flow-control <act>

MapameTpbl
<act> — HasHa4Yaemoe felcTue:

—  ON — BK/IOYUTD;
—  off — BbIKAOUYUTD.
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3HayeHuMe No ymonyaHuio
off
Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[if]> flow-control on

frame-types

KomaHaa no3sonseT HasHauMTb onpeaesieHHble NpaBuaa NnpMema nakeTos Ansa nHtepdeica:

—  MNPUHUMATb TEFMPOBAHHbIE U HETErMPOBaHHbIE MaKeTbl;
— NPUHUMATb TOAbKO NakeTbl ¢ Terom VLAN.

CuHTaKcuc

frame-types <act>

MapameTpbl

<act> — HasHa4vaemoe AEVICTBMGZ

- all— NPUHUMATb TETMPOBAHHbIE N HETETMPOBAHHDbIE MAKETbI,

— tagged — npuHMMaTbL TO/IbKO NakKkeTbl c Terom VLAN.

3HayeHue No YyMON4YaHUIO
NPUHUMAIOTCA BCE NAKETbI (TErMPOBAHHbIE U HETErMPOBAHHbIE)

Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]-[if]> frame-types all

Ha KoHOUrypmnpyembix NnopTax paspeLleH npMem HeTerMpoBaHHOIo TpaduKa.

speed

[aHHOW KOMaHAOW yCTaHAB/IMBAETCS 3HAYEHNE CKOPOCTU ANA KOHOUTYpUpyemoro nHTepdeiica.

KomaHgolt ycTaHaBamnBatoTca caeaytoume pexkumbl: 10 Méut/c, 100M6ut/c, 1000 M6éut/c. Mpwn yctaHosKe 10
M6wuT/c, 100M6uT/Cc HeobX0AMMO YKa3aTb pexknm paboTbl NpuemonepeaatTymka: Ayniekc, nonyayniexc.

CuHTaKcuc

speed <rate> [<mode>]

MapameTpbl
<rate> — 3HayeHue ckopoctu: 10M; 100M; 1000 M6uT/c;
<mode> — pexum paboTbl NpuemonepesaTinka:
— full-duplex — aynnekc;

— half-duplex — nonyaynnekc.

Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> speed 10M full-duplex

YcTaHOBAEH CKOPOCTHOW pexum nHtepdeica 10M6éut/c, aynnekc.

speed auto
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[aHHOW KOMaHAOM yCTaHaBAMBAETCA 3HAUEHNE CKOPOCTU ANA KOHOUTYpUpPyemoro nHTepdelica aBToMaTUUYECKH.
CuHTaKcuc

speed auto

MapameTpbl
KomaHga He coaepKUT aprymeHToB.

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> speed auto

CKopocTb Ans nopta 6yAeT yCcTaHaB/IMBATLCA aBTOMaTUYECKM.

show interfaces configuration

JaHHON KOMaHAOM OCyLEecTBAAETCS NPOCMOTP KOHGUIrypaummn nHtepdeincos kKommytatopa SBC-2000
CuHTaKcuc

show interfaces configuration <interface> <number>

MapameTpbl
<interface> — Tnn nHTepodeica:

— front-port — BHewHwne uplink-uHTepdeiicsi;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHewHux uplink-nHTepdencos;
— sm-port.

<number> — Homep nopTa:

— all — Bce nopTbl BbIOpaAHHOIO MHTEpdENCa;
— pna front port: <unit/port>, rae:

= unit — HoMmep MoayNA, NPUHUMAET 3HadveHus [1],

=  port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:

" unit — HoMep MoaynA, NPUHUMAET 3HavyeHue [1],

= port — HOMep NopTa, NPUHUMAET 3HadyeHus [0 .. 2];
— ana port-channel: [0 .. 4].
— anasm-port: [0.. 15].

" unit — HoMep MoaynA, NPUHUMAET 3HavyeHme [1],

= port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 5].

Mpumep
SBC2000-[CONFIG]-[SWITCH]> show interfaces configuration front-port all
Port Duplex Speed Neg Flow Admin
control State
front-port 1/0 Full 10 Mbps Enabled Off Up
front-port 1/1 Full 10 Mbps Disabled Off Up
front-port 1/2 Full 10 Mbps Enabled Off Up
front-port 1/3 Full 10 Mbps Enabled Off Up
SBC2000-[CONFIG]-[SWITCH]>
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show interfaces status

JaHHaa KomaHAa No3BoAAET NPOCMOTPETb MHPOPMALMIO O COCTOAHUN MHTepdelca, rpynnbl MHTepdecos.

CUHTaKcuc

show interfaces status <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeiica:

— front-port — BHewHwue uplink-nHtepodeiicsi;

— host-channel

— host-port ;

— port-channel — rpynnbl arperaunu LAG BHewHux uplink-uHTepdeicos;
— sm-port

<number> — Homep nopTa:

— all — Bce nopTbl BbIOpAHHOrO MHTEPdENCa;
— ansa front port: <unit/port>, rae:

" unit — Homep Moayns, NPUHMMAET 3HaveHus [1],

=  port — Homep nopTa, NnpuHUMaeT 3HadeHus [0 .. 3];
— ana host-channel: [1];
— ana host-port:

" unit — Homep MoayAns, NPUHMMAET 3HauyeHue [1],

=  port — Homep nopTa, NpMHUMaeT 3HadyeHus [0 .. 2];
— anaport-channel: [0 .. 4].
—  Anasm-port:

" unit — HoMep MoayAns, NPUHMMAET 3HauyeHue [1],

=  port — Homep nopTa, NpMHUMaeT 3HadyeHus [0 .. 5].

Mpumep

SBC2000- [CONFIG]-[SWITCH]> show interfaces status front-port all

Port Media Duplex Speed Neg Flow Link
control State

front-port 1/0 N/A N/A N/A N/A N/A Down

front-port 1/1 copper Full 10 Mbps Disabled Off Up

front-port 1/2 copper Full 100 Mbps Enabled Off Up

front-port 1/3 N/A N/A N/A N/A N/A Down

SBC2000-[CONFIG]-[SWITCH]>

Back
Pressure
N/A
Disabled
Disabled
N/A

show interfaces counters

[aHHasa KomaHAa No3BONAET MPOCMOTPETb CYETYNKN UHTepdeica Uau rpynnbl MHTepdeicos.

CuHTaKcuc

show interfaces counters <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeiica:

—  cpu-port;
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— front-port — BHewHwne uplink-uHTepdelichbl;

— host-channel;

— host-port;

— port-channel — rpynnol arperaymm LAG uplink-nHtepdeicos;
— sm-port.

<range> — Homep nopTa/nopTOB, C KOTOPbIMKU pa3pelleH obmeH TpaduKa:

—  Ansa cpu-port: <1/0>, rae:
— pna front-port: <unit/port>, rae:
= unit — HoMep MmoayAns, NPUHMMAET 3HayeHme [1],
=  port — Homep, NopTa NPMHUMAET 3HadyeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:
= unit — Homep, Moayns, NPUHMMAET 3Ha4YeHue [1],
= port — Homep nopTa, NpMHUMaeT 3HadYeHus [0 .. 2];
— anaport-channel: [0 .. 4].
— Ana sm-port:
" unit — Homep MoayAns, NPUHMMAET 3HauyeHue [1],
=  port — Homep nopTa, NpMHUMaeT 3HadyeHus [0 .. 5].

Mpumep

SBC2000- [CONFIG]-[SWITCH]> show interfaces counters front-port all

MAC MIB counters receive

Port UC recv MC recv BC recv Octets recv
front-port 1/0 0 0 0 0
front-port 1/1 436940 6297 9289 65685375
front-port 1/2 1422764 6077 41999 210652881
front-port 1/3 0 0 0 0

Port UC sent MC sent BC sent Octets sent
front-port 1/0 0 0 0 0
front-port 1/1 455819 6087 42006 96955149
front-port 1/2 148842 6280 9296 17450454
front-port 1/3 0 0 0 0
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4.3.3 KomaHdbl Hacmpoliku 2pynn azpez2ayuu

channel-group

JaHHoi KomaHaol fobasnaeTca nHtepdeicol FRONT-PORT B rpynny arperauumu.

Ncnonb3oBaHuMe oTpuLaTenbHon popmbl KomaHapl (no) yaanaet uHtepdeiicel FRONT-PORT 13 rpynnbl arperauuu.

CuHTaKcuc
channel-group <id> [force]

no channel-group

MapameTpbl

<id> — nopsaKoBbIN HOMEpP rPYNNbl arperaLmm, B KOTopyto byaeTt obasneH NOPT, NPUHUMAET 3HaYEeHUA

[1..4];

— [force] — HeobsA3aTeNnbHbIM NapameTp, NPUHUMAET 3HAYEHUE;
— force — o3HavaeT HbITb COBMECTUMBIM C OCTa/IbHBIMW YNEHAMM TPYNMbI.

Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> channel-group 1

Bce noptbl uplink 06beguHeHb! B rpynnbl 1.

lacp mode

JaHHaa KomaHaa no3sonser Bbl6paTb pPeXum arperaumm KaHasoB:

— Passive — B atTom pexnme KOMMYTAaToOp He UHUUUMNPYET COo34aHueE NOornyeckoro KaHana, Ho

paccmatpusaeT Bxoaalwme naketol LACP;

— Active — B 3TOM pexume Heobxogumo CcHOPMMPOBATb arperMpoBaHHYI0 JIMHWUIO CBA3U WU

MHNUNNPOBATL COrs1acoBaHUE.

O6begmHeHMe NMHKI cBA3KM GOPMUPYETCA, eCN Apyran CTOPoHa paboTtaeT B pexkmmax LACP active nnum passive.

Ucnonb3osaHue OTpMLI,aTeﬂbHOﬁ CI)OprI KOMaHAbl (no) YCTaHaB/IMBAET PeXNM arperaumm KaHasaos no ymoa4aHuio.

CuHTaKcUuc
lacp mode <name>

no lacp mode

MapameTpbl
<name> — peum:
— active;
— passive.
3HayeHue No ymonvaHuio

active

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> lacp mode active
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Ha HacTpanBaeMbix NOPTax BK/IOYEH peXMM arperaumm KaHanos «active».

lacp port-priority

JaHHOM KOMaH[0M ycTaHaB/AMBaeTCA NPUOPUTET ANS HacTpauBaemoro noprta. [puopuTeT ycTaHaBAMBaEeTCs B
AnanasoHe [1 .. 65535]. MpuopuTeT co 3HadeHMem 1 cunTaeTca HaUBbICLLIUM.

Ncnonb3osBaHuMe oTpuLaTenbHon Gopmbl KOMaHabl (N0) ycTaHaBAMBAET 3HAYEeHUEe NpuopuTeTa No YMOoAYaHuUIo.
CuHTaKcuc
lacp port-priority <priority>

no lacp port-priority

MapameTpbl

<priority> — npuopuTeT AN AaHHOro NopTa NpUHMUMaeT 3HadveHua [0 .. 65535].

3HayeHue No YMON4YaHUIO

ON1A BCeX NOPTOB YCTaHOBAEH npuoputet 32768
KomaHgHblii pexxum

INTERFACE FRONT-PORT
Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> lacp port-priority 256

Ha HacTpanBaemblix NopTax yCTaHOBAEH NPUOPUTET nopTa 256.

lacp rate

JaHHOM KoMaHAoM 3a4aeTCs MHTEPBa Nepeaayn ynpaBastowmx naketos npotokosaa LACPDU.

Mcnonb3oBaHWe oTpuuaTesibHOM ¢opmbl KOMaHAbl (NO) yCTaHaBAMBaeT WHTEpBAA MNepefayuun ynpasBAstoLLMX
naketos npotokosa LACPDU no ymon4yaHwutio.

CuHTaKcUuc
lacp rate <rate>

no lacp rate

MapameTpbl
<rate> — uMHTepBan nepefayu:

— fast — uHTepBan nepegaun 1 cekyHaa;
— slow — uHTepBan nepegaun 30 cekyHA.

3HaueHue No YMONAUYaHUIO
1 cekyHAaa (fast)
KomaHgaHbIN pexxum
INTERFACE FRONT-PORT
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp rate slow

YcTaHOBNEH MHTepBaA nepegaym ynpasaarowmx naketos LACPDU B 30 cekyHA.
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4.3.4 KomaHOdbl ynpaeneHua uHmepgelicamu VLAN

pvid

[aHHOWN KomaHAoM ycTaHaBAMBaeTca 3HadeHue VID no ymonyaHuio 414 NakeTos, NPUHMMAEMbIX MOPTOM.

Mpn noctynneHnn He TErMpoOBaHHOrO MakeTa MAKW naketa co 3HadeHuem VID B VLAN-Tere, pasHbim 0, nakety
npuceamnsaeTca 3HavyeHune VID, pasHoe PVID.

CuHTakcuc
pvid <num>apameTpbl
<num> — naeHTndunKaunoHHbIn Homep VLAN nopTta yctaHaBnvBaeTca B guanasoHe [1 .. 4094].
3HayeHue No ymon4yaHuio
PVID=1
KomaHgHbli1 pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

| SBC-2000- [CONFTG] - [SWITCH]-[if]> pvid 5

KoHourypmpyemomy nopTy HasHayeH PVID 5.
4.3.5 KomaHObl Hacmpoiiku STP/RSTP

spanning-tree enable

JaHHoM KomaHaoM GyHKums STP paspelueHa Ha KOHOUTrypupyemom nHtepdeliice.
Ncnonb3oBaHMe oTpuuaTenbHon dopmbl KoMaHabl (no) 3anpewaeT STP Ha uHTepdelice.
CuHTaKcUuc

[no] spanning-tree enable

MapameTpbl

KomaHgaa He cofepsKuUT apryMeHToB.
KomaHgaHbIi pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> spanning-tree enable

®yHKuma STP BKtoueHa ans scex front-port.
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spanning-tree pathcost

JaHHON KoMaHAoM a5 KOHOUTYpPUpPYEMOro MHTepdeica ycTaHaBANBAETCA LLeHHOCTb NyTK ANA paboTbl NPOTOKONA
STP.

Mcnonb3oBaHue oTpuuaTenbHon G¢opmMbl KOMaHApbl (NO) ycTaHaBAMBAET 3HAYEHME LLEHHOCTM NYTU MO YMOYAHMUIO.
Mo ymonyaHuio yctaHoBAeHO 3HaveHue 0.
CuHTaKcuc

spanning-tree pathcost <pathcost>

no spanning-tree pathcost

MapameTpbl

<pathcost> — ueHHOCTb NyTH, NPUHUMAET 3Ha4YeHus [0..200000000].

3HayeHue No YMON4YaHUIO
3HavyeHue ueHHocTn Nyt =0
KomaHgHblii pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> spanning-tree pathcost 1

YcTaHoBAEHA UeHHOCTb nyTh 1.

spanning-tree priority

[aHHOW KOMaHAOW ANa KOHOUTYpUpPYeMOoro nopTa yCTaHaBAMBaeTCA NPUOPUTET AN paboTbl npoTokona STP.

Mcnonb3oBaHWe oTpuuaTenbHOM GopMbl KOMaHAb! (NO) ycTaHaBAMBaET NpuopuTeT Ana paboTbl npoTokona STP no
YMONYAHMIO. [10 YMONYAHMIO YCTAHOBEHO 3HaYeHne 128.

CuHTaKcUuc
spanning-tree priority <priority>

no spanning-tree priority

MapameTpbl
<priority> — npnopuTeT, NpMHMUMaET 3HayeHuMA KpaTHo 16 [0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176,
192, 208, 224, 240].
3HaueHue No YMONYaHUIO
128
KomaHgaHbI! pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> spanning-tree priority 144

YcTaHosneH npuoputeT 144,
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spanning-tree admin-edge

[JaHHOW KOMaHAZol ycTaHaBAMBAETCA TUM coeAMHEeHMA Kak edge-IMHK B CTOPOHY XocTa. B atom ciyyae npwu
NogHATUN IMHKA Ha MHTepdeice aBTOMaTUYECKKN paspeLlaeTca nepesaya gaHHbIX.

Mcnonb3oBaHue oTpuuatesibHon GopmMbl KOMaHAbl (N0) BOCCTaHaBAMBAET 3HAYEHMA NO YMOYAHWUIO.

CuHTaKcuc

[no] spanning-tree admin-edge

MapameTpbl

KomaHaa He cofepKuUT apryMeHTOB.

3HayeHue No YyMON4YaHUIO
off
KomaHgHbli1 pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

‘ SBC2000- [CONFIG] - [SWITCH]-[if]> spanning-tree admin-edge

[na KoHPUryprpyemoro nopTa BKAOYEH TUN CoeauHeHnn edge-INHK.

spanning-tree admin-p2p

ﬂ,aHHOVI KOMaHAOVI YCTaHaB/MBAETCA TUN onpeageneHna coeanHeHnAa p2p.

Mcnonb3oBaHWe oTpuLaTenbHoN Gopmbl KOMaHAbI (NO) ycTaHABAMBAET TUN ONpeae/ieHnn coeanHeHns p2p no
YMO/IYaHMIO.

CuHTaKcUuc

spanning-tree admin-p2p <type>

no spanning-tree admin-p2p
MapameTpbl

<type>—Tun onpegeneHuna coeguHeHua:

— auto — onpeageneHne NPONCXoamT Ha ocHoBaHuK BPDU;
— force-false — npuMHyaAUTENBbHO YCTAHOBUTb IMHK KaK He pP2p;
— force-true — NpUHYANTENBHO YCTAHOBUTL IMHK KakK p2p.

3HayeHue No ymonvaHuio
onpeaeneHne TMNa coeauHeHma p2p NPonUcxoanT Ha ocHoBaHMn BPDU
KomaHgHblit pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[if]> spanning-tree admin-p2p auto
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Ons koHUrypmpyemoro nopTa onpegeneHune TMna CoeAnHeHUa p2p NPOUCXOANT HAa OCHoBaHMK BPDU.

spanning-tree auto-edge

[aHHOW KOMaHAOM yCTaHaBAMBAETCA aBTOMATUYECKOE onpeaesieHne bpuarka Ha KoHOUrypupyemom nHtepdeince.

Ncnonb3oBaHue oTpuuaTtesibHOW Gopmbl KOMaHAapb! (NO) OTK/IOYAeT aBTOMATUYECKOe onpeaeneHue bpuaxa Ha
KoHUrypmpyemom nHtepdeice.

Mo ymonyaHuio GyHKLMA aBTOMATMUYECKOE onpeaesieHne bpuarka BraoYeHa.
CuHTaKcuc

[no] spanning-tree auto-edge

MapameTpbl
KomaHga He coaepKUT aprymeHTOB.
KomaHgHbli1 pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

SBC2000- [CONFIG]-[SWITCH]-[if]> spanning-tree auto-edge

dYHKUMA «aBTOMATUYECKOE OnpeaeeHmne bpuaska» BKIOYEHA.
4.3.6 KomaHOowl Hacmpoiiku MAC-ma6nuybi

mac-address-table aging-time

[aHHOol KoMaHAol ycTaHaBAMBaeTcA BpemMa Xu3Hu MAC-agpeca B Tabavue rnobansHo.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (N0) ycTaHaBAMBaET Bpems KusHu MAC-agpeca no
YMO/IYaHMIO.

CuHTaKcUuc
[no] mac-address-table aging time <aging time>

no mac-address-table aging time

MapameTpbl

<aging time> — Bpems Xu3Hu MAC-agpeca, npuHumaeT 3HauyeHus [10 .. 630] cekyHA.

3HaueHue N0 YyMON4YaHUIOo
300 cekyHA,
KomaHgaHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mac-address-table aging-time 100

show mac address-table count

[aHHas KomaHAaa No3BosIAEeT NPOCMOTPETb KoMYecTBo 3anuceit MAC-agpecoB Ha Bcex front-port nHtepdelicax,
port-channel uHtepodeliicax, slot-channel nHtepdeiicax.
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CuHTaKemnc

show mac address-table count
MapameTpbl

KomaHza He cofiep»KuUT apryMeHTOB.
KomaHgHbli pexxum

CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show mac address-table count
17 valid mac entries

show mac address-table include/exclude interface

JaHHaa KomaHAa no3BosseT NPocMoTpeTb Tabanuy MAC-agpecoB B COOTBETCTBUM C 3a4aHHbIM MHTEpdEncoMm.
CuHTaKcuc

show mac address-table include/exclude interface <interface> <number>
MapameTpbl

<interface> — Tnn nHTepodeica:

— front-port — BHewHwme uplink-uHTepdeiicsi;
— host-channel;
— port-channel — rpynnbl arperaumm LAG BHeLwwHMX uplink-nHTepdencos;

<number> — Homep nopTa:

all — Bce nopTbl BbIOPAHHOIO MHTEpdECa;
ans front port: <unit/port>, rae:
= unit — HoMep MoayNA, NPUHUMAET 3HadveHus [1],
= port — HOMep NopTa, NPUHUMAET 3HayeHusa [0 .. 3];
— ana host-channel: [1];
ans port-channel: [0 .. 4].

KomaHgHblii pexxum

CONFIG-SWITCH
4.3.7 KomaHObI 019 HACMPOLUIKU 3epKanuposaHus nopmos

mirror <rx[tx> interface

[aHHOW KOMaHOM BK/OYAETCA OnepaLma 3epKaanpoBaHuMa Ha NopTax KOMMYTaTopa 45 BXoAawero/cxoaawero
TpaduKa.

3epKannpoBaHMe NopTOB NO3BO/IAET KONMPOBaTb TPadMK, NAYLMI OT OAHOTO NOPTa Ha APYroW, ANA BHELWHEro
aHanusa.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbI (NO) BbIK/AOYAET ONepaLmio 3epKaaMpoBaHuA.

CuHTaKcuc

[no] mirror <rx|tx> interface <port> <num>
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MapameTpbl
<rx|tx> — T1n TpaduKa:

— X — BXOAALWMN;
—  tx — ncxogawmin.

<port> — Tnn nHTepodeica:

— front-port — BHewHwue uplink-nHtepodeiicsi;

— host-channel — nHTepdeiicol 4na noaknoYeHna MHTEPPENCHbIX MOLYNEN;
— host-port;

— port-channel — noruyeckoe ob6beanHeHmne BHewWwHUX uplink-uHTepodeicos;
— sm-port.

<num> — NopPAAKOBbIN HOMEep NopTa 3a4aHHOM rpynnbl (MOXKHO YKa3aTb HECKOJ/IbKO MOPTOB NepeyncieHmem
yepes «,» IM6O AManasoH NOPTOB Yepes «-»):

— «all» — Bce nopTbl AaHHOM rpynnbl;

<interface> — Tnn nHTepdodeica:

— front-port — BHewHwne uplink-uHTepdeiicsi;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHeLwwHMX uplink-nHTepdencos;
— sm-port.

<number> — Homep nopTa:

— all — Bce nopTbl BbIOpAHHOro MHTEpdECa;
— ansa front port: <unit/port>, rae:
— unit — Homep MoaynsA, NPUHUMAET 3HadyeHus [1],
— port — HoMep nopTa, NPUHUMAET 3HayeHus [0 .. 3];
— ana host-channel: [1];
— Aana host-port:
— unit — Homep MoayNs, NPUHUMAET 3HavyeHue [1],
— port — HoMep NopTa, NPUHUMAET 3HayeHus [0 .. 2];
— ana port-channel: [0 .. 4].
—  Ana sm-port:
" unit — HoMep MoaynA, NPUHUMAET 3HavyeHue [1],
= port — HOMep NopTa, NPUHUMAET 3HayeHus [0 .. 5].

KomaHgHbli1 pexxum
CONFIG-SWITCH
Mpumep

‘ SBC2000- [CONFIG]-[SWITCH]> mirror rx interface front-port 1/3

[na Bxogauero TpadmKa, nocTynatowiero Ha uHTepdeiicol front-port 1/3, BKAoYeHa onepaums

«3epKaNMpoBaHUA NopToB». TpaduK KonupyeTca ¢ nopTos slot-port Ha NopT-aHanAM3aTop, YCTaHOBAEHHbI
KOMaHAHOM «mirror rx analyzer».
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mirror <rx[tx> analyzer

JaHHaa KomaHAa no3BONAET YCTaHOBMTb MOPT, Ha KOTOopbid 6yayT aybanpoBaTbcAa nNakeTbl A48 aHanu3a,
BXoaALlero/mcxoasuiero TpaduKa c NOPTOB, YCTAHOBIEHHbIX KOMaHAO0M mirror rx port/ mirror tx port.

Mcnonb3oBaHue  oTpuuatensHol — Gopmbl  KOMaHAbl  (nN0)  OTKAOYAeT  aHaAM3  nepegasBaemoro
BxoadALlero/mcxoaauiero tpapuKa.

CuHTaKcuc

[no] mirror <rx|tx> analyzer <interface> <port>

MapameTpbl
<rx|tx> — TMn TpaduKa:

— X — BXOZALLNIA;
—  tx — ncxogawmin.

<interface> — Tnn nHTepdeiica. B KauecTse NopTa-aHaM3aTopa MOTYT MUCMO/Ib30BATLCA TO/IbKO MHTEPECHI
front-port, port-channel;

<port> — nopAAKoBbIA Homep nopTa rpynnbl front-port B popmare <unit/port>, rae:
— ansa front port: <unit/port>, rae:
=  unit — HoMep Moayns, NPUHMMAET 3HaveHus [1],
=  port — Homep nopTa, NnpuHUMaeT 3HadYeHus [0 .. 3];
— anaport-channel: [0 .. 4].
KomaHgHblii pexxum

CONFIG-SWITCH
Mpumep

‘SBCZOOO—[CONFIG]—[SWITCH]> mirror rx analyzer front-port 1/2

[aHHble AOnA BHewHero aHanvs3a 6yayT pybavposaTbcAa Ha front-port 1/2 ¢ noprta/noptos, Ha
KOTOPOM/KOTOPbIX YCTaHOB/IEHA OMLMA «3EPKaIMPOBaHUE BXOAALLEro TpaduKa».

mirror add-tag

[aHHaa KomaHga aobasnser meTky 802.1q K aHanusmpyemomy TpaduKy. HacTpoiika 3HayeHus meTKu (Tera)
BbIMONHAETCA KOMaHAHOM mirror <rx/tx> added-tag-config.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAb! (NO) yaanser Ter.

CuHTaKcuc

[no] mirror add-tag

MapameTpbl

KomaHaa He cofiepKuUT apryMeHToB.
KomaHgaHbI! pexxum

CONFIG-SWITCH
Mpumep

SBC2000~-[CONFIG]-[SWITCH]> mirror add-tag
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mirror <rx|[tx> added-tag-config

JaHHaa KomaHAa MO3BOAIAET YCTAHOBWUTb 3HAYEHME METKM, KOTopoe MOXHO [06aBWUTb K aHaaMsmpyemomy
BXxogsuiemy/mcxogaliemy Tpadpuky.

CUHTaKcuc

mirror <rx|tx> added-tag-config vlan <vid> [user-prio <user-prio>]

MapameTpbl
<vid> — naeHTMoMKaumMoHHbIn Homep VLAN, npuHMmaeT 3HaveHua ot [1 .. 4094];
<user-prio> — npuoputet COS, npuHMUMaeT 3HadeHus ot [0 .. 7].

KomaHgHblii pexxum
CONFIG-SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx added-tag-config vlan 77 user-prio 5

mirror <rx[tx> vlan

KomaHgoit 3agaetca VLAN ID, KoTopbih 6yaeT Mcnonb3oBaTbCA B OMepauuu 3epKannpoBaHUA Npu nepepaye
BxogsAwero/mcxogauero tpaduka.

CuHTaKcuc

[no] mirror <rx|tx> vlan <vid>

MapameTpbl
<rx|tx> — TMn TpaduKa:
— X — BXOAALWMN;
—  tXx — ncxogawmn.
<vid> — naeHTMdMKauMoHHbIn Homep VLAN, npuHMmaeT 3HavyeHua [1..4094].
KomaHgHblii pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx vlan 56

4.3.8 KomaHOwbl 0aa Hacmpoliku ¢pyHKyuu SELECTIVE Q-IN-Q

[ns BbINONHEHUA 06LWMX HacTpoeK dyHKuuK Selective Q-in-Q npegHasHayeH KomaHaHbIM pexkmum SELECTIVE
Q-IN-Q COMMON. [1na ycTaHOBKM cnncka npasun Selective Q-in-Q npegHasHayeH KomaHaHbIM pexum SELECTIVE
Q-IN-Q LIST.

®yHKuma SELECTIVE Q-IN-Q no3BonseT Ha 0CHOBE CKOHOUIYpMpPOBaHHbIX NpaBua GuabTpPaLMmM No Homepam
BHYTpeHHUX VLAN (Customer VLAN) npoussoguTb gobasneHue BHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a Take 3anpewaTtb NpoxoxaeHne Tpadpmka.
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add-tag

[aHHoM KomaHaoMn aobaBnseTcAa BHEWHAS MEeTKa Ha OCHOBAHUW BHYTPEHHEN.
Ncnonb3oBaHuMe oTpuLaTenbHon Gopmbl KOMaHAbl (N0) yaanaeT ycTaHOBNEHHOe NPaBuIo.
CuHTaKcuc

[no] add-tag svlan <s-vlan> cvlan <c-vlan>

MapameTpbl

<s-vlan> — Homep BHeLWHEeN MeTKK, NpUHUMaET 3HadeHus [1..4095];

<c-vlan> — Homep/HOMepa BHYTpeHHeN MeTKU, NpUHUMaeT 3HadeHna 1-4094. Cnucok C-VLAN 3agaetca

yepes «,».
KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

overwrite-tag

JaHHoM KomaHaoM npounssoantca nogmeHa CVLAN B TpebyeMom HanpaBAeHUW.
Mcnonb3oBaHWe oTpuLaTeNbHON GopMbl KOMAHAbI (NO) yAaNAeT yCTaHOBIEHHOE NPaBUIOo.
CuHTaKcUuc

[no] overwrite-tag new-vlan <new-vlan> old-vlan <old-vlan> <rule_direction>

MapameTpbl

<new-vlan> — HoBbI Homep VLAN, npuHnmaeT 3HaveHusa [1..4095];

<old-vlan> — Homep VLAN, KOTOpbI HY*KHO NOAMEHUTb, MPUHUMAET 3HadYeHus [1 .. 4094].

<rule_direction> — HanpasneHwue TpaduKa:

— Ingress — BxogAawWmit;
— Egress — ncxogawmia.

KomaHpgHblii pexxum

SELECTIVE Q-IN-Q

remove

[aHHoM KoMaHAoM NponsBoANTCA yaaneHue npasuaa Selective Q-in-Q no 3agaHHoMy Homepy.
CuHTaKcUuc

remove <rule_index>

MapameTpbl
<rule_index> — Homep npaBuna, NpuHMMaeT 3HadyeHus [0 .. 511].
KomaHgHblit pexxum

SELECTIVE Q-IN-Q

clear

[aHHoM KomaHaoM yaanatoTca Bce npaBuna Selective Q-in-Q.
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CuHTaKcuc

clear

MapameTpbl
KomaHaa He cofepKUT apryMeHTOB.
KomaHgHbIi1 pexxum

SELECTIVE Q-IN-Q

selective-qinqg enable

JaHHOM KoMaHAoM Ha KoHUTYpupyemom nHTepdelice kKommytaTopa SMG-2016 srntovaeTca pyHKuUmMA Selective Q-
in-Q. Mcnonb3oBaHuMe oTpuLaTebHOM GopMbl KOMaHAbI (no) oTKAoYaeT dpyHKumio Selective Q-in-Q Ha nHTepdeiice.

CuHTaKcuc

[no] selective-ging enable

MapameTpbl
KomaHaa He cofepKuT apryMmeHTOB.
KomaHpgHblii pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

selective-qing list

JaHHOM KomaHaoM KoHoburypupyemomy uHTepdeiicy Kommytatopa SMG-2016 HasHayaeTca CNUCOK MpaBun
Selective Q-in-Q.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yAaNseT NpUBA3KY.

CuHTaKcUuc
selective-qing list <name>

no selective-qing list

MapameTpbl

<name> — uMs cnucka npasun Selective Q-in-Q
KomaHaHbIN pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL

show interfaces selective-qing lists

[JaHHOM KOMaHOOM OCyLLeCTBAAETCA NPOCMOTP MHPOPMAUMKM O cocToAHuM yHKuMKM “Selective Q-in-Q” Ha
MHTepdercax KOMmyTaTopa.

CuHTaKcuc

show interfaces selective-qing lists
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4.3.9 Hacmpolika npomokoaa DUAL HOMING

backup interface

[aHHON KOMaHAOM yKa3blBaeTcA pe3epBHbI MHTepdelic, Ha KoTopbI ByaeT NPOMCXoAMTb NepeK/toYeHmne npu
notepe CBA3W Ha OCHOBHOM. BK/toueHWe pe3epBMPOBaHMA BOSMOMXKHO TO/IbKO Ha TeX MHTepdelicax, Ha KOTOPbIX
otkntoveH npotokoa SPANNING TREE.

Mcnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAbl (N0) yAansaeT HaCTPOKKY ¢ MHTepdelica.

CuHTaKcuc

[no] backup interface <INTERFACE> <INDEX> vlan <VLAN_ID_RANGE>

MapameTpbl
<INTERFACE> — T1n unHtepdelica:

— front-port — BHewHwWe nHTEpdelichl;
— port-channel — rpynnbl arperaunu LAG BHewHux uplink-uHtepdeicos.

<INDEX> — HOmep nopTa:

— ansa front port: <unit/port>, rae:
®  unit — Homep nnatbl SMG-2016, npMHUMaeT 3HayeHue [1];
= port — HOomep NopTa, NpMHUMAET 3Ha4eHusA [0 .. 3].

— anaport-channel: [1 .. 4].

<VLAN_ID_RANGE> — moxeT npuHMMaTb cneaytowme sHa4YeHuma:

— [1..4094] — onpepgeneHHbi uaeHTndukatop VLAN (gmanasoHa VLAN), ana KoTopoit Heobxoanmo
BKNOYUTb pe3epBupoBaHme.

— Ignore — BKNOUYUTL pe3epBMpoBaHMe He3aBMCUMMO OT cylecteytowmx VLAN Ha nopTy.

KomaHgHblii pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

FnobanbHoe pesepBupoBaHNe

SBC2000- [CONFIG]-[SWITCH]-[if]> no backup interface vlan ignore
SBC2000- [CONFIG]-[SWITCH]-[1if]> backup interface front-port 1/1 vlan ignore

Pe3epsupoBaHue B onpeaeneHHomn VLAN

SBC2000-[CONFIG]-[SWITCH]-[if]> no backup interface vlan 10
SBC2000-[CONFIG]-[SWITCH]-[if]> backup interface port-channel 1 wvlan 10

backup-interface mac-duplicate

[aHHOW KOMaHAOW yKa3bliBaeTCA KOIMYECTBO KOMWUI NAaKeToB C 0AHUM U Tem e MAC-agpecom, KoTopble 6yayT
OTNpPaBAEHbI B aKTUBHbIN MHTepdEIC NP NEPEKAOYEHNN.,

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbl (N0) BOCCTaHaBAMBAET 3HAaYEeHUWeE No ymonvaHuio (1 naker).
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CuMHTaKcuc

[no] backup-interface mac-duplicate <COUNT>

MapameTpbl

<COUNT> — KO/1IM4€eCcTBO KOMMI NaKkeToB, MPUHMMaET 3Ha4veHue [1..4].

3HayeHue N0 YMONYaHUIO

1 naket

KomaHgHbIi pexxum

CONFIG SWITCH

Mpumep

SBC2000- [CONFIG]-[SWITCH]> backup-interface mac-duplicate 4

backup-interface preemption

[JaHHOM KOMaHOOoM YKasbliBaeTcA, UYTO HeobXo4MMO OCyLecTBAATb MepeKkntodeHne TpaduKa Ha OCHOBHOM
nHTepdelic npm BoccTaHOBAEHUM cBA3W. EcM HacTpoeHO BOCCTaHOBAEHWE OCHOBHOIO MHTepdeinca npu akTMBHOM
pesepBHOM, TO TOr4a MNPV NOAHATMM JIMHKA Ha OCHOBHOM WHTepdeiice, TpaduK byaeT nepekntoyeH Ha Hero.
Ncnonb3oBaHuMe oTpuuaTeibHoON GopmMbl KOMaHAb! (N0) BOCCTaHABAMBAET HACTPOMKY MO YMOAYAHUIO.

CuHTaKcuc

[no] backup-interface preemption

MapameTpbl

KomaHga He COAEPHUT aprymMmeHTOB.

3HayeHue No YMO4YaHUIO

I'IepeKmoqume OTK/NIKOYEHO.

KomaHpgHblii pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> backup-interface preemption

show interfaces backup

[aHHasa KomaHAa No3BOAAET MPOCMOTPETb HACTPOWMKM pe3epBUPOBaHUA MHTEPDENCOoB.

CuHTaKcuc

show interfaces backup

MapameTpbl

KomaHpga He coepUT aprymeHTOoB.

KomaHZAHbIi pexkum
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CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show interfaces backup
Backup Interface Options:
Preemption is disabled.
MAC recovery packets rate 400 pps.
Recovery packets repeats count 1.

Backup Interface Pairs

VID Master Interface Backup Interface State
30 front-port 1/0 front-port 2/0 Master Up/Backup Standby
150 front-port 1/0 front-port 2/0 Master Up/Backup Standby

4.3.10 Hacmpoiika npomokona LLDP

lidp enable

JaHHOM KomaHAaoM paspeluaeTtca paboTa KoOMMyTaTopa No npotokoay LLDP.
Mcnonb3oBaHme oTpuuaTeibHOM Gopmbl KOMaHAb! (NO) 3anpeLLaeT KOMMYTaToOpPy UCNOb30BaHME NPOToKoa LLDP.
CuHTaKcUuc

[no] lldp enable

MapameTpbl

KomaHaa He cofepRuT apryMeHTOB.
KomaHgHblii pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp enable

lidp hold-multiplier

[aHHOW KoMaHZoM 3a4aeTca BeMYMHA BPeMEHM ANA NPUHUMALOLLEro YCTPOWCTBA, B TEYEHME KOTOPOrO HYXKHO
yAEPKMBaTb NPpMHMMaeMmble NakeTbl LLDP nepeg nx cbpocom.

[aHHas BeAnynHa nepedaeTca Ha NpMHMMaemyto cTopoHy B LLDP update nakeTax (naketax o6HOBeHUA), aBAseTcA
KpaTHocTblo ans Tanmepa LLDP (lldp timer). Takum obpasom, Bpems Ku3Hu LLDP nakeToB paccumTbiBaeTcs Mo
dopmyne TTL = min(65535, LLDP-Timer * LLDP-HoldMultiplier).

Mcnonb3oBaHWe oTpuLaTesibHON GopMbl KOMaHAb! (NO) YCTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
CuHTaKcUuc

Ildp hold-multiplier <hold>

no lldp hold-multiplier

MapameTpbl

<hold> — Bpems, npuHMmaeT 3Ha4yeHue [2 .. 10] cekyHAapbl.

3HauyeHue no YMO/T4YaHUIO
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3HayeHue No YMONYAHUIO — 4 CeKyHabl.
KomaHaHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp hold-multiplier 5

lidp reinit

JaHHOW KOMaHA0M yCTaHaB/IMBAETCA MUHMMaJIbHOE BpeMsi, KoTopoe LLDP-nopT byaeT oxkuaatb nepen noBTOPHOM
WHUumanusaumeir LLDP.

Mcnonb3oBaHWe oTpuLaTeNbHON GopMbl KOMAHAbI (NO) yCTaHABAMBAET 3HAaYEHME NO YMOYAHMIO.
CuHTaKcUuc
Ildp reinit <reinit>

no lldp reinit

MapameTpbl

<reinit> — Bpems, npMHMMmaeT 3HayeHue [1 .. 10] cekyHa,.

3HayeHue No YyMON4YaHUIO

3Ha4yeHWe NO YMOUAHUIO — 2 CEKYHADI.
KomaHgHblii pexxum

CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> 1lldp reinit 3

lidp timer

[aHHOW KOMaHAoW onpeaenseTcs, Kak YacTo yCTPOWCTBO byaeT oTNpaBAATb 0b6HoBAEHWE MHPopMauum LLDP.
Mcnonb3oBaHWe oTpuuaTeNbHON Gopmbl KOMaHAbI (NO) ycTaHAB/AMBAET 3HaYeHMe N0 YMONYAHMIO.
CuHTaKcUuc

Ildp timer <timer>

no lldp timer

MapameTpbl

<timer> — Bpems, NpUHUMaAET 3Ha4YeHue [5..32768] cekyHa,.

3HauyeHue No YyMOYaHUIO
3Ha4yeHme nNo ymondaHuto — 30 ceKyHabl.
KomaHgHbli1 pexxum

CONFIG SWITCH

182 lNoepaHuyHble KOHMposnepsl cecculi SBC



Mpumep

SBC2000- [CONFIG]-[SWITCH]> 1lldp timer 60

lidp tx-delay
[JaHHON KOMaHAOM YCTaHaBAMBAETCA 3ajep)Ka Mexay nocieaylowmMmm nepegadamu  naketos LLDP,
WHUUMNPOBAHHBIMU M3MEHEHMAMM 3HAYEHWUIA UK CTaTyca B JIOKA/IbHbIX 6a3ax gaHHbIX MIB LLDP.
PekomeHayeTcs, 4Tobbl AaHHAA 3aA4epXKa bblna MmeHblue, Yem 3HayeHne 0.25* LLDP-Timer.
Ncnonb3oBaHWe oTpuuaTesibHon GopMbl KOMaHAbl (N0) yCTaHaBAMBAET 3HAYEHME MO YMOJTYAHUIO.
CuHTaKcUuc
Ildp tx-delay <txdelay>
no lldp tx-delay
MapameTpbl
<txdelay> — Bpems, npuHMmaeT 3HayeHme [1..8192] cekyHA.
3HayeHue No YMONYaHUIO
3HayeHne No YMOYAHUIO — 2 CEeKYHAbI.
KomaHpgHblii pexxum
CONFIG SWITCH
Mpumep
SBC2000- [CONFIG]-[SWITCH]> 11dp tx-delay 3
lidp lldpdu
[aHHOM KoMaHAoM ycTaHaBAMBAETCA pexkum 06paboTkm naketos LLDP, Koraa npotokon LLDP BbIKkAtOYEH.
Ncnonb3oBaHMe oTpuuaTenbHOM Gopmbl KOMaHAbl (N0) ycTaHaBAMBAET 3Ha4YeHue no ymondanuto (filtering).
CuHTaKcUuc
|ldp lldpdu [mode]
no lldp lldpdu
MapameTpbl
[mode] — pexum obpaboTku nakeTos LLDP:
— filtering — ykKasbiBaeT, uyto LLDP-nakeTbl ¢unbTpytoTca, ecanm npoTokon LLDP BbiKAOYEH Ha
KoMMyTaTope;
— flooding — vykasbiBaeT, 4To LLDP-nakeTbl nepepatorca, ecau npoTokon LLDP BbiKAloYeH Ha
KomMMyTaTope.
KomaHgHbli1 pexxum
CONFIG SWITCH
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Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp lldpdu flooding

show lldp configuration

[aHHasa KomaHaa no3BoseT NpPocMoTpeTb LLDP KoHburypaumio scex dpunsnyecknx nHtepdeiicos yctpoiictsa nbo
3a4aHHbIX UHTepdeiicos.

CuHTaKcuc

show Ildp configuration [<interface>< number >]

MapameTpbl

OnumoHanbHble NapaMeTpbl, ECAN UX ONYCTUTb, TO Ha AMcnaen ByaeT BbiBedeHa MHGopMaLMA No Bcem
nopTam.

[interface] — Tnn nHTepdeiica:

— front-port — BHewHwne uplink-uHTepdeiicsi;
— port-channel — rpynnbl arperaumm LAG BHewHux uplink-mHTepdeincos.

[number] — Homep nopTa (MOXKHO YKa3aTb HECKOIbKO NOPTOB NepeyncieHnem yepes «,» Mbo yKasaTtb
ZVanasoH MopToB Yepes «-»):

— ansa front port: <unit/port>, rae:
= unit — Homep moaynA, NPUHUMAET 3HadyeHuA [1],
=  port — Homep nopTa NpUHUMaeT 3HadeHun [0 .. 3];
— anaport-channel: [0 .. 4].

3HayeHue No YMONYaHUIO
Ha aucnnei 6yaet BbiBegeHa MHGOPMaLMA NO BCEM NMOPTaM.
KomaHpgHblii pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp configuration

LLDP configuration

Interface Status Timer (sec) Hold multiplier Reinit delay (sec) Tx delay (sec)
front-port 1/0 transmit-receive 30 4 2 2
front-port 1/1 transmit-receive 30 4 2 2
front-port 1/2 transmit-receive 30 4 2 2
front-port 1/3 transmit-receive 30 4 2 2

show lldp neighbor

[aHHasa KomaH4a N03BONAET NPOCMOTPETb MHPOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX paboTaeT NPOTOKOA
LLDP.

CuHTaKcuc

show lldp neighbor [<interface>< number >]
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MapameTpbl

OnuMoHanbHbie NapameTpbl, ECIN UX ONYCTUTb, TO HA Aucnael byaeT BbiBegeHa MHPoOpMaLMA Mo BCEM
nopTam.

[interface] — Tun uHTepodeliica:

— front-port — BHewHwue uplink-nHtepodeiicsi;
— port-channel — rpynnbl arperaumm LAG BHewHux uplink-nHTepdeicos.

[number] — Homep nopTa (MOXHO yKa3aTb HECKO/IbKO MOPTOB NepedyncaeHnem yepes «,» NMbo yKkasatb
AWana3oH NopTOB Yepes «-»):

— pna front port: <unit/port>, rae:

= unit — Homep MmoaynA, NPUHUMaET 3HadveHuA [1],

= port — Homep nopTa, NpMHUMaeT 3HadyeHus [0 .. 3];
— anaport-channel: [0 .. 4].

3HayeHue No YyMON4YaHUIO
Ha aucnnei 6yaet BbiBeaeHa MHGOPMaLMA MO BCEM MOPTaM.
KomaHgHblii pexxum

CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> show 1lldp neighbor

LLDP neighbors

Interface Device ID Port ID TTL
front-port 1/1 02:00:22:00:07:15 gl5 115/120
front-port 1/2 02:00:04:88:7e: front-port 1/3 105/120

SBC2000- [CONFIG]-[SWITCH]>

show lldp local

[aHHas KomaHZa No3BoAseT NpocMoTpeTb LLDP-MHpopmaLmio, KOTOPYIO aHOHCUPYET AaHHbIW NOpPT.

CuHTaKcuc

show Ildp local [<interface>< number >]

MapameTpbl

OnuuMoHanbHble NapaMeTpbl, ECIN UX ONYCTUTb, TO HA AMcnaei byaeT BbiBeAeHa MHGOpMaLMa No Bcem
nopTam.

[interface] — Tnn nHTepdeiica:

— front-port — BHewHMe uplink-uHTEpPdEiiCHI;
— port-channel — rpynnbl arperaumn LAG BHewHux uplink-nHTepdeincos.

[number] — Homep nopTa (MO*KHO YKa3aTb HECKO/IbKO NOPTOB NepeyYmncieHnem yepes «,» AMbo ykasaTtb
AVanasoH NopToB Yepes «-»):

— ana front port: <unit/port>, rae:
" unit — HoMep MoaynA, NPUHUMAET 3HadeHus [1],
= port — HOMep nopTa NpMHMMaeT 3HadeHua [0 .. 3];

lNoepaHuyHble KOHMponepsl cecculi SBC

185




— anaport-channel: [0 .. 4].

3HayeHuMe No ymonyaHuio

Ha gucnneit 6yaeT BbiBeaeHa MHGOPMALMA MO BCEM MOPTAM.

KomaHgHbIi1 pexxum
CONFIG SWITCH
Mpumep

SBC2000- [CONFIG]-[SWITCH]> show 1lldp local

LLDP local TLVs

Interface Device ID Port ID TTL

front-port 1/1 02:00:04:88:7c:0a front-port 1/1 120

front-port 1/2 02:00:04:88:7c:0a front-port 1/2 120
show lldp statistics

JaHHaa KomaHAa No3Bo/seT NPOCMOTPETb CTaTUCTURY LLDP ana nntepdelicos front-port, port-channel.
CuHTaKcuc

show lldp statistics [<interface>< number >]

MapameTpbl

OnuuMoHanbHble NapaMeTpbl, €C/IN UX OMYCTUTb, TO HA Aucnaen byaeT BbiBeAeHa MHPOopMauusa no Bcem
nopTam.

[interface] — Tnn nHTepdeica:

— front-port — BHewHwne uplink-uHTEpdEChI;
— port-channel — rpynnbl arperaumm LAG BHewHux uplink-mHTepdeincos.

[number] — Homep nopTa (MO*KHO YKa3aTb HECKOIbLKO NOPTOB NEpeyYncieHneM Yepes «,» 60 yKasaTb
[ManasoH NopToB Yepes «-»):

— pna front port: <unit/port>, rae:
= unit — Homep moaynAa, NPUHUMAET 3HadeHua [1],
= port — Homep nopTa NpUHUMaeT 3HadeHua [0 .. 3];
— ana port-channel: [0 .. 4];
— pnsaslot-channel: [0 .. 15].

3HaueHue No yMoN4YaHUIo

Ha aucnnei byaet BbiBeaeHa MHGOPMaLMA NO BCem NOpTam.
KomaHgaHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp statistics

Tables Last Change Time: 0:0:4:28
Tables Inserts: 3
Tables Deletes: 1

186 lNoepaHuyHble KOHMposnepsl cecculi SBC



Tables Dropped:
Tables Ageouts:

0
0

LLDP statistics

Interface Tx total Rx total Rx errors Rx discarded TLVs discarded TLVs unrecognized Agouts total

front-port 1/0 0 0 0 0 0 0 0

front-port 1/1 6134 6159 0 0 0 0 0

front-port 1/2 6141 6136 0 0 0 0 0

front-port 1/3 0 0 0 0 0 0 0
show Ildp lldpdu

KomaHgaa cny»ut gna npocmotpa cnocoba o6pabotkm LLDPDU-nakeToB ana nHtepdeicos, rae ¢yHKuma LLDP

OTK/IIOYEHa.

CuHTaKcuc

show Ildp lldpdu

MapameTpbl

KomaHpaa He COAEPHUT aprymMmeHTOB.

KomaHgHblii pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show lldp lldpdu
Global: flooding

4.3.11 Hacmpoiika QOS

gos default
[JaHHO KOMaHZOW YyKasblBaeTca MNpUOpUTETHAA odepeab, B KOTopyto OyayT nocTynatb nakeTol 6e3
npeaycTaHoB/AEHHbIX Npasua. Oyepeab CO 3Ha4YeHMeM 7 cunTaeTca Hanbosee NPUOPUTETHOM.
CuHTaKcUuc
gos default <queue>
MapameTpbl
< queue > — HOMepP NPUOPUTETHOM o4epeam, NPUHUMAET 3HavyeHusa [0 .. 7].
3HayeHue No ymonvaHuio
Mo ymon4yaHuio ucnonbsyetca ovepeab 0.
KomaHgHbli1 pexxum
CONFIG SWITCH
Mpumep
gos default ©
MakeTbl, N7 KOTOPbIX HE YCTaHOBAEHbI Apyrie npasuaa, NOCTYyNatoT B o4epeb ¢ npuoputeTom 6.
gos type
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[aHHasa KomaHAa No3BONSAET YCTaHOBUTL MPaBMAO, MO KOTOPOMY ByaeT ocyLecTBAATLCA BbIBOP nons npuoputeTta
O/1A nakeTa.

Ha ocHoBe yCTAHOB/MEHHbIX MPaBUA B cUCTeMe OyaeT NPUHUMMATbCA pelleHWe, Mo Kakomy meTtody byaer
OCyLWecTBAATbCA NpuopuTesauna Tpaduka (IEEE 802.1p/DSCP).

— B cucteme pasnuyatot cegytowme MeToabl Npuoputesaumnmn TpaduKa:

— Bce npuoputeTbl paBHONpPaBHbI;

— Bblbop nakeTtos no ctaHaapTy |IEEE 802.1p;

— Bblbop nakeToB TonbKo no IP ToS (Tnn obcnykusaHua) Ha 3 ypoBHe — nogaeprkka Differentiated
Services Codepoint (DSCP);

— Bsaumogeiicteme ambo no 802.1p, nmbo no DSCP/TOS;

CuHTaKcuc

qos type <type>

MapameTpbl
<type> — meToa npuoputesaumm TpadmKa:

— 0 — BCe npuMopuTETbI PABHOMNPABHbI;

— 1 — BbIbop nakeToB TonbKo No 802.1p (none Priority B 802.1Q Tere);

— 2 — Bblbop naketos ToabKo no DSCP/TOS (none Differentiated Services 3aronoska IP-nakera,
cTapwue 6 6uT);

— 3 — B3aumogeiictaue 6o no 802.1p, cambo no DSCP/TOS.

3HayeHue No YMO4YaHUIO

Mo ymonyaHuio BCe NPUOPUTETbI PaBHOMPABHbI.
KomaHgHblii pexxum

CONFIG SWITCH
Mpumep

gos type 2

MpuopwuTtesauus TpadumKka byaeT ocyulecTBAATLCA ToNAbKo no DSCP/TOS.

gos map

[aHHOW KoMaHAOW 3a4at0TCA NapameTpbl 414 NPUOPUTETHON oUyepeaum:

— yKasblBaeTca 3HauyeHue nona Differentiated Services 3aronoska IP naketa, cTapwue 6 6uT,
— 3HauveHue nona Priority 8 802.1Q Tere.

Ha ocHoBe npasun, yCTaHOB/IEHHbIX KOMaHﬂ,Of/‘I qos type, M 3a4aHHbIX 3Ha4YeH ni npunopuTteTa oCyuwecTBaAeTCcA OT60p
NaKeToB B AdaHHYO NPUOPUTETHYIO o4epeab.

Mcnonb3oBaHWe oTpuuatesnbHoW ¢GopmMbl KOMaHAbl (No) no3BosfeT yAanuTb 3anMcb M3 Tabauubl HacTpoek
oyepegei.

CuHTaKcuc

[no] qos map <type> <field values> to <queue>
MapameTpbl
<type> — meTog npuoputesaumm TpadmKa:

— 0 — nocraHgapty 802.1p (Mcnonb3yeTca Ha 2 ypoBHe);
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1 — no ctaHgapTy DSCP/TOS (Mcnonb3yeTcs Ha 3 ypoBHe).

<field values> — 3HayeHMe nons, NO KOTOPOMY OCYLLECTBASETCA OTOOP MNaKeToB YCTaHaB/MBaeTCA B
3aBMCUMMOCTM OT <napameTpa 1> (3HauyeHUus Nnonelr BBOAATCA Yepes 3anATyto, MO0 Kak AMana3oH Yepes «-»):

ecnm <type> =0, To ycTaHaBAMBaeTcA 3Ha4yeHune nons Priority 8 802.1Q Tere: [0 .. 7];
ecnu <type> =1, To ycTraHaBAMBatoTcA 3HaYeHus nonen Differentiated Services 3aronoska IP-nakeTa,
cTapwue 6 6ut. 3HayeHune BeoauTca B 10-uHom dopmare: [0 .. 63].

<gueue> — HOMep NPMOPUTETHON oYepeamn, NPUHMMAET 3HayeHua [0 .. 7].

KomaHgHbli1 pexxum

CONFIG SWITCH

Mpumep

‘qosmap077

[na 7-oi npuopmuTeTHOM oYepeam yKasaHo 3HauyeHue nona priority =7 B 802.1Q Tere.

cntrset

ﬂ,aHHOVI KOMaHAOI‘/JI ocyLectBnAaeTca npuBA3Ka c6opu.|,|/|Ka CTaTUCTUKU OHGDEAGVI K o4yepeaam C 3adaHHbIMU

KpUTEPUAMM.

CuHTaKcuc

cntrset <PORT> <UNIT> <SET> <VLAN> <QUEUE> <DROP PRECEDENCE>

MapameTpbl

< PORT > — T1n nopTa g/1a noacyeTa NPUHUMAET 3HAYEHUS:

all — Bce nopTsbl;

cpu — CPU-noprT;

front-port — counting front-port;
host-port;

sm-port.

< UNIT > — nopsaKoBbIii HOMep nopTa:

ONA Cpu: NPUHUMAET 3HayeHua [1];
ansa front port: <unit/port>, rae:
= unit — Homep moaynAa, NPUHUMaET 3HadeHua [1];
= port — Homep nopTa, NpUHUMaeT 3HadyeHua [0 .. 3].
ana host-port: <unit/port>, rae:
= unit — Homep moaynAa, NPUHUMaET 3HadeHua [1];
= port — Homep nopTa, NpUHUMaeT 3HadeHua [0 .. 2].
Ana sm-port: <unit/port>, rae:
= unit — Homep moaynAa, NPUHUMAET 3HadeHua [1];
= port — Homep nopTa, NpUHNUMaeT 3HadyeHua [0 .. 5].
< SET > — Homep cHbopLMKa CTaTUCTMKU, NPUHUMaET 3HadeHua [0 .. 1];
< VLAN > — nageHTnduKaumoHHbIn Homep VLAN, npuHMmaeT 3HadeHusa [1 .. 4094] nan all;
< QUEUE > — Homep ouepean, npuHUmaeT 3HadeHua [0 .. 7] uam all;
< DROP PRECEDENCE > — 3HaueHue drop precedence [0 .. 1] uau all.
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KomaHgHbIi1 pexxum
CONFIG — SWITCH
Mpumep

cntrset sm-port 1/2 1 22 2 1

show cntrset

KomaHga ana npocmoTtpa nHpopmaumm cboplumka oyepenei.
CuHTaKcuc

show cntrset <SET>

MapameTpbl
<SET> — Homep cyeTumka [0.. 1].
KomaHgHbli1 pexxum

CONFIG - SWITCH

show qos

[aHHas KomaHAa npeAHasHayeHa A4/s NPOCMOTPA HA3HAYEHHbIX o4vyepessam MpPUOpPUTETOB. MO yMONYaHUIO
npuoputeT oyepesm paseH 0. 3HaueHWe NpuopuTeTa 411 OYepeam yCTaHaBAMBaeTcs B guanasoHe [0 .. 7], ouepesb
CO 3HaYeHWeM npuopuTeTa 7 cumTaeTcs Hambosee NPUOPUTETHOMN.

CuHTaKcuc

show qos

MapameTpbl
KomaHga He coaepKUT aprymMeHTOB.
KomaHgHblii pexxum

CONFIG — SWITCH
4.3.12 KomaHOowbl pabomei ¢ KoHgpu2ypayueii

Y KommyTtaTopa SBC-2000 ecTb 2 TMNa KoOHOUrypaumuu:
— running-config — KoOHUrypauma, KoTopas B AaHHbI MOMEHT aKTUBHA Ha YCTPOMCTBE;

— candidate-config — KoHUrypauus, B KOTOPYIO BHECEHbI Kakne-1Mbo nsmeHeHus, running-config oHa
CTaHeT noc/sie ee NpUMeHeHMsa KomaHaou apply.

Mpocmotp KoHuUrypaumm

show running-config

CuHTaKcuc

show running-config

MapameTpbl

KomaHpga He coepUT aprymeHToB.
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KomaHaHbIi pexxum

CONFIG - SWITCH

show candidate-config

CuHTaKcuc

show candidate-config

MapameTtpbl
KomaHga He coaepKUT aprymeHToB.
KomaHgHbli1 pexxum

CONFIG = SWITCH
4.3.13 KomaHObI npumeHeHUA u NnoomeepxdeHus KoOHgpu2ypayuu

Mocne BbINOAHEHWA AOENCTBUM NO KOHGMIypupoBaHWIO KommyTaTopa SBC-2000 Heobxoaumo NPUMEHWUTb
KOoHUrypaumio (apply), 4Tobbl OHa CTafna aKTUBHOWM Ha YCTPOKCTBE, U NOATBEPAMTbL NpumeHeHue (confirm) ans
3alUWTbl OT TOrO, YTO BHECEHHbIE U3MEHEHMA CTa/IM MPUUYNHON NOTEPU A0CTyna A0 ycTponcTea. Ecnun B TeueHme 60
CeK. He 6bl/10 BbINOSIHEHO NOATBEPKAEHME, TO KOHPUIYpaLMA OTKaTbIBAETCA 4,0 Npeablayliel running-config.

KomaHOa npumeHeHus KoHguU2ypayuu.

CuHTaKkcuc
apply
MapameTpbl
KomaHaa He cofepKuT apryMmeHTOB.

KomaHpgHblii pexxum

CONFIG — SWITCH
KomaHda nodmeepicdeHus.

CuHTaKcuc

confirm

MapameTpbl
KomaHpaa He coaepKuUT aprymeHTOB.
KomaHgHbli1 pexxum

CONFIG = SWITCH

4.3.14 [Ipo4ue KomaHObI

config

KomaHpaa ans Bo3spata B meHto Configuration.
CuHTaKcUuc

config
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MapameTpbl

KomaHaa He CoAepsKUT apryMeHTOB.

KomaHaHbIi pexkum

CONFIG - SWITCH

exit

KomaHga Bbixoda U3 AaHHOro NoAMeEHI0 KOHPUTYPUPOBAHUA Ha YPOBEHb Bbllle
CuHTaKcuc

exit

MapameTpbl
KomaHga He cofepKUT aprymeHTOB.
KomaHpgHblii pexxum

CONFIG - SWITCH

history

KomaHza npocmoTpa UCTOPUK BBEAEHHbBIX KOMaHA,
CuHTaKcuc

history

MapameTpbl
KomaHpga He coaepKUT aprymMeHTOB.
KomaHpgHblii pexxum

CONFIG - SWITCH
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NPUNOMEHUE A. PE3EPBHOE OBHOB/IEHUE BCTPOEHHOTO MO YCTPOMUCTBA

B cnyyae, Koraa He ypaetca obHoBuTb MO yepe3s Web-kKoHdurypatop mamM KoHconb (telnet, RS-232),

CyLLEeCTBYeT BO3MOXHOCTb pe3epBHOro obHosaeHus MO yepes RS-232.

[na Toro 4tobbl 06HOBUTL BCTpoeHHOe MO ycTpolicTBa, HEOOX0AMMbI CAeAyIoLMe NPOrPamMMbl:

— nporpamma TepmunHanos (Hanpumep, TERATERM);
— nporpamma TFTP-cepsepa.

MNMocnenoBaTenbHOCTb AEMCTBUIM NPU OOHOBIEHUM YCTPOMNCTBA:

1. MopgKkntoumnTbea K nopty Ethernet yctpoiicTsa;

2. MopknounTb cKpeleHHbIM Kabenem Console-nopT KomnbioTepa K Console-nopTy ycTponcTBa;

3. 3anycTutb TEPMUHANBbHYIO NPOrpammy;

4. HacTtpoutb ckopocTb Nepegaum 115200, dopmat AaHHbIX 8 6UT, 6e3 naputeTta, 1 6UT cTonoBbLIN, 6€3

ynpas/sieHUA NOTOKOM;

5. 3anyctuTb Ha KomnMbloTepe Mporpammy tftp cepBepa M yKasaTb NyTb K nanke smg_files, B HeM
co3patb nanky smg2016, B KoTtopyto nomectutb ¢dainbl smg2016_kernel, smg2016_initrd 0ns SBC-2000
(smg1016M_kernel, smg1016M_initrd dna SBC-1000) (KomnbtoTep, Ha KoTopom 3anyweH TFTP-server, u

YCTPOWCTBO AONKHbI HAXOAUTLCA B OAHON CeTu);

6. BKNHOYMTb YCTPOWCTBO M B OKHE TEPMUHAJIbHOM NPOrPaMmbl OCTAHOBUTL 3arpysKy nyTem BBeLeHUn

KOMaHAbl “stop”:

[na SBC-2000:

U-Boot 2011.12 (Nov 18 2013 - 12:56:19) Marvell version: 2012 Q4.0pl7

Init Switch of the board

Switch. Initialization

Switch. Initialization Ok, Vendor Id: 00001lab
Switch. Phy 4: id 0141-0dcO

Switch. Phy 5: id 0141-0dcO

Switch. Phy 6: id 0141-0dcO

Switch. Phy 7: id 0141-0dcO

Switch. QSGMII 0: 0a800050 = 00000001. Sync not ok

Switch. QSGMII 3: 0a803050 = 00000003. Sync ok
Switch: cpu link 0: 0000acOf. Sync not ok
Switch: cpu link 1: 0000acOf. Sync not ok
Switch: cpu link 2: 0000acOf. Sync not ok
Switch: cpu link 3: 0000acOf. Sync not ok

Net: egigal [PRIME]

Warning: failed to set MAC address

, egigal, egiga2, egiga3

Type 'stop' to stop autoboot: 3

SMG2016>>

[lna SBC-1000:

U-Boot 2009.06 (Feb 09 2010 - 20:57:21)

CPU: AMCC PowerPC 460GT Rev. A at 800 MHz (PLB=200,

Security/Kasumi support

OPB=100,

EBC=100 MHz)

lNoepaHuyHble KOHMponepsl cecculi SBC

193



Bootstrap Option B - Boot ROM Location EBC (16 bits)
32 kB I-Cache 32 kB D-Cache

Board: <SBC-1000>v2 board, AMCC PPC460GT Glacier based, 2*PCIe, Rev. FF

I2C: ready

DRAM: 512 MB

SDRAM test phase 1:

SDRAM test phase 2:

SDRAM test passed. Ok!

FLASH: 64 MB

NAND: 128 MiB

DTT: 1 FAILED INIT

Net: ppc_4xx ethO, ppc 4xx ethl

Type run flash nfs to mount root filesystem over NFS

Autobooting in 3 seconds, press 'stop' for stop
=>

7. Bectn set ipaddr <IP-agpec ycTpoiictBa> <ENTER>;
MNpumep: set ipaddr 192.168.2.2

8. BBecTn set netmask <ceTeBas macka ycTponctsa> <ENTER>;
Mpumep: set netmask 255.255.255.0

9. BsecT set serverip <IP-agpec KomnbloTepa, Ha KOTOPOM 3anyuLeH tftp cepsep> <ENTER>;
Mpumep: set serverip 192.168.2.5

10. [Ona SBC-1000 deectumii si <ENTER> gns aktMBaumu ceTeBOro MHTepdeica:

=> mii si

Init switch 0: ..Ok!
Init switch 1: ..Ok!
Init phy 1: ..0Ok!
Init phy 2: ..0Ok!

=>

11. O6HoBMTbL AAPO Linux KOMaHAoh run flash kern:

Ana SBC-2000:
SMG2016>> run flash kern

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 kernel'.

Loading: ######44#4#4#4444 44444 4H4444HHH44HHHE4HHHH4AHHHEHAHSEAAHSSEHHHSE4HH
FHefd4 A EH A A A4

done

Copy to Flash... done
SMG2016>>

Ona SBC-1000:
=> run flash kern
About preceeding transfer (ethO):
- Sent packet number 0
- Received packet number 0
- Handled packet number 0
ENET Speed is 1000 Mbps - FULL duplex connection (EMACO)
Using ppc_ 4xx ethO device
TFTP from server 192.168.2.5; our IP address is 192.168.2.2
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Filename ' smg/smgl016M kernel'.
Load address: 0x400000
Loading: #########444HH##H##HHHHHHHHHHHHHHHAFHHRHHHHAHERHHHHAHERSHAHATESSHS

done

G0

Bytes transferred = 1455525 (1635a5 hex)
Un-Protected 15 sectors

........ done

Erased 15 sectors
Copy to Flash... 9....8....7....6....5....4....3....2....1....done

=>

12. O6HoBuTbL dainosyto cuctemy komangon run flash initrd:

Ona SBC-2000:

SMG2016>>

run flash initrd

EFTP from server 192.168.2.5; our IP address is 192.168.2.2
Filename ' smg2016/smg2016 initrd'.
Loading: #######4fH4##4##4#4#4H#H#H#HHHHHHAHAHRHRAREHFHFHEHEHSHSHSHRHREREREHEHE

done

G
FHEFAE A A A A A A A
G
G
G
G
G
G
G0
G
FHEHAEES A

Copy to Flash... done

SMG2016>>

[Ona SBC-1000:

=> run flash initrd

Using ppc_4xx ethO device

TETP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg/smgl016M initrd'.

Load address: 0x400000

Loading: #########H44#4#H44H4HH4HHHEHAHFHHHHAHHHHHAHAHHHHAFHHEHAHSHRHHAHSHESE

done

G o i
G o o
G o o
G o o
G o o o
G o o
G o o
G o o o i
G o o
G o o o
FHEFHEE RS RS HA

Bytes transferred = 25430113 (1840861 hex)
Erase Flash Sectors 56-183 in Bank # 2
Un-Protected 256 sectors

Erased 256 sectors
Copy to Flash... 9....8....7....6....5....4....3....2....1....done=>

13. 3anyctuTb YCTPOMCTBO KOMaHAON run bootcmd.

lNoepaHuyHble KOHMponepsl cecculi SBC

195



NMPUNOMEHUE B. MPUMEPbI HACTPOWKMU SBC
1. Hacrpoiika SBC gns SIP aboHeHTOB
Cxema npMmeHeHus

VLAN 100 VLAN 100
192.168.20.120:5062 192.168.20.115:5060

Softswitch

VLAN 50
192.168.16.65:5060 192.168.16.113:5061

Anroputm paboTbl

ABOHEHTCKUI WO3 oTnpasaseT cooblueHme Ha IP-agpec 192.168.20.120 nopt 5062, SBC-2000 nepecbinaet
OaHHbIV TpaduK ¢ IP-agpeca 192.168.16.113 nopt 5061 Ha agpec Softswitch 192.168.16.65 nopt 5060.

MNopaaoK KoHourypmuposaHua SBC

1. KoHdurypuposaHue nHtepoeiicos (meHo Konpurypauma nntepdeiicos/Cetesble uHTepdeicol, pasaen
4.1.4.3).

a. Cospatb MHTepdeinc B HanpasaeHnn Softswitch.

MapameTpbl MHTepdelica: 192.168.16.113.

CeTeBoil MHTepeitc 1

Wmsa cetu |16.113 |

Mpodune firewall | He eeiBpan

Tun || Untagged -

Wenonezoeate DHCP | []

IP agpec | [192.168.16.113

Macka ceTh | | 255.255.255.0

Broadcast | |

Wos ||

MonyunTe DNS aBTOMATUYECKA

MonyunTs NTP aETOMATHUECKH

CepBrchl
Ynpaenexwe uepez Web | []
¥npaenenwe no Telnet | []
Ynpaenexwe mo SSH | []
Wcnonszoeats SNMP | [[]
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b. Cospatb UHTepdelic B HaNpaBAeHUM aBOHEHTCKOrO LWAHO3a.

MapameTpsbl nHTEpdeica: 192.168.20.120.

CeTeBoil uHTepdpeiic 2

Mma cetn

[20.120

Mpodmne firewall

He erifipan

Tan

| Untagged

Wcnonszoeats DHCP

O

IP agpec

[192.168.20.120

Macka cetu

[255.255.255.0

Broadcast

L3

Monyunte DNS aeTOMATHYECKA

MonyunTe NTP aETOMaTHYECKH

¥npaenenune yepes Web

Ynpaenenwe no Telnet

¥npaeneune no SSH

Wcnonszoeats SMMP

oo|jo|o

2. KoHdurypmposaHume megmua ana SIP (meHio Kondurypauma SBC/AuanasoH RTP noptos, pa3gen 4.1.3.6).

Heobxoammo 3agatb AnanasoHbl Mcnonblyembix ana RTP nopTos.

NapameTpsl UDP-nopToe ans nepegaqu RTP Tpaduka

HauansHwii nopt € | |24000
KonwuecTeo noptoe @ | 1000
MpUMEHNTD

3. KoHourypuposaHue SIP-tpaHcnopta (meHio Kowdurypauua wuntepdeiicos/SIP TpaHcnopt, pasgen

4.1.3.1).

a. [ob6asutb SIP-TpaHCNoOpT B HanpaB/ieHUM abOHEHTCKOro LWk3a.

MapameTpbl MHTEPdEliCa:
cemesoli uHmepgpelic 20.120;

nopm 074 cuzHanusayuu — 5062;

meoua — 20.120.

mA

Wmn ceti
Nopt

Ceteeoi uHTepdenc gna RTP

MpUMEHUTE

SIP transport 0
20.120_5062

[1] 20.120 (bond1.100 192.168.20.120)
5062

[1] 20.120 (bond1.100 192.168.20.120)

OTMEHUTb
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b. Job6asuTb SIP-TpaHCNOPT B HanpasaeHUK

Softswitch.
MapameTpbl UHTepdelica: Vi
cemesoli uHmepgpelic 16.113; Vs ceTn
nopm 04 cueHanuzayuu — 5061; Flopr |
medua — 16.113.

CeTtesoi nHTepdeinc gna RTP

SIP transport 1

16.113_5061

[2] 16.113 (bond1.50 192.168.16.113)

5061

[2] 16.113 (bond1.50 192.168.16.113)

MpUMEHUTE

OTMEHNTH

c. Tabauua SIP-TpaHcnopTa byaeT MMeTb caeayrowmii BUa,:

SIP TpancnopT
Na WimA | VMR ceTr WnTepeiic | fopr Cetesoll wiTepdedic Ana RTP
o 20.120_5062 20120 bond1.100 (192.168.20.120) 5062 20.120
bond1.100 (192.168.20.120)
1 16.113_5061 16113 bond1.50 (192.168.16.113) 5061 16.113
bondl.50 (192.168.16.113)
OobasnTo PefaKkTHpoBaTh YAanuTh

4. KoHowurypuposaHue SIP-nonbsosarteneit (meHto KoHpurypaumus SBC/SIP Users, pasgen 4.1.3.3).

a. [ob6asutb SIP Users.

B none «SIP mpaHcrnopm» BbIGpaTh TPAaHCNOPT B HanpasaeHun aboHeHTa (20.120_50 62), ecnvu aboHeHTHI

HaxopgATcs 3a NAT, yctaHoBuTb dnar «AboHeHmbl 30 NAT» 1 yKasaTb Bpemsa XpaHeHus coegmHeHuna Ha NAT.
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MR | | gateway

SIP tpakcnopt | | [0) 20.120 5062 -
TpaKENopTHe npoTokon & | | UDP-anky =
DOPMAT 3arenoekna SIP | | full -
Mpo@wne RADIUS | | He sebpan =

NepenaEaTh kOHTAKT Ge3 wimeHessn | [

TaluayT oxugaHus R TP-naxetos, c W [

Tafuayt cxrganies RTP-naseTos nocms
nomyEHAA Slence-SUppression (Memnrens) @

TaAMayT M JaHUA RTP-NAKETOR B e
yAepREAHKA BL1308a (sendonly, inactve) (usomirens) @

TafmayT oxmpanns RTCP-navetos. ¢

JanpalnBaEMLIR NEPHOS BHTPOM CoCiHM
(Session Expires, RFC 4028).c W

SIP goen
AbotenTe 38 MAT | |

BpeMa {PAHEHHA COEQUHEHMA HA MNAT, ¢

OIPAHIYEHHE YACNA OFHOEPEMEHHLIE CECCHil

* B OfpAHNSEHA

OF JaPeCTPEpOBAHNLIX AECHINTOR MONHOCTESD 3ANPETHTE
Mascanym | O cecowil
B3 OFpAHNSEHHA
OF HeIaparucTpiupoBanus aborwenton | ® MonHOCTEO JANPETHTEL
Makcunrym ceccHil
Rule set || Her -

Onupm
KoHBepTHpoBATs RFC2833 Fash & SIP INFO

PaipewnTs NepEHANPABNEHAE

b. Tabnuua SIP-nonb3oBatenen byaet UMeTb cneayowmii BUa,:

SIP Users
- Bpema xpaneHun |
u.’ Hmna | SIP Tp P ’ pod | P P P ’ NAT ’ e T SIP gomen Rule set |
o gateway 20.120_5062 He Beibpan UDP-only - -
AobaanTe PeOaxkTHpoOBaTL YAANMTE

5. KoHourypuposaHue SIP HanpasneHuit (meHio KoHpurypauma SBC/SIP Destination, pasgen 4.1.3.2).

a. [ob6asuTtb SIP Destination.

B none «SIP mpaHcrnopm» BblbpaTb TPAHCNOPT B HanpasaeHun Softswitch (16.113_5061), 8 none «Remote

address» yKkaszatb |IP-agpec Softswitch.
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SIP destination 0

WM | | softswiteh
SIP Tpascnopt | | [1)16.113 5061 -

Remate address || 192.168.16.65

TpaHcnopTHei npotowon ® | | UOP-only -
DopMat zaronoexoe SIP | full -
ARanTauMA | | - -

Nepepasats kowtant Ges namenenna | [

TarmayT osmgaHus RTP-naxetos, ¢ L]

TaimayT oxgasrna RTP-naxetos nocne

nomyueHiA Silence-Suppression (MuosmuTens) &
TailMayT osmARHAR RTP-NAKETOS B pEXGIME

yAepMaHUA Bui308a (sendonly, inactive) (muommtens) &

TafmayT osmgaquns RTCP-naketos, ¢ L

3anpaumsaemsit nepiog koMTpONA cecoum | ¢
(Session Expires, RFC 4028), ¢ ‘& )

Mepuog nposepi pafiovero cepeepa, ¢

60
(nocne saBepuwenMA Npe s IyLeR Tpansann OPTIONS) &

Mepuog nposepsn Hepalbouero cepeepa, ¢
(nocne 3apepUIeHnA NpegEAYWEeR TpaHIame OPTIONS) o

AyTenTrg HKaLWR SBC

Nonas

Mapons

PerucTpain SIP trisnk
THn pemcTpagig | | Het -

Mepnog pemcTpaupn, ©

Wms nons3oeatens/Homep

SIP-gomeH
® Ees OrpAHMWEHHMA
CpAHMYEHHE WICNA OfH0BDEMEHHEIL CECCHRA MOAHOCTER IANPETHTE
Makcuiym | 0 2= ]
Rule set || Het >
Onuypm

KoweepTupoBarTk RFC2833 Fash e SIP INFO | [

Pazpewwts nepenanpagnenve | [

b. Tabnuuya SIP-HanpaBneHui byaet UMeTb ceayowmini BUa.:

ISIP Destination

| e | (L | SIP TpascnopT Remote address | Apantaumn TPaHCNOPTHLIA NPOTOKON | Rule set
o softswitch 16.113_5061 192.168.16.65 - UDP-only -
AoBanmTe PeOIKTHROBATE YaanuTe

6. KoHourypmposaHue Habopos npasun (meHio Kondurypauma SBC/Rule set, pasaen 4.1.3.5).

CosaaTtb Habop NpaBumA, yKasaTb ero umsa, AobasuTb NpaBuao B Habop. B none «Jelicmsue» BbibpaTb «Send

to destination», B none «SIP Destination» yKa3aTb Hanpas/eHWe, KOTOPOe KoHdUrypmposanocb ansa Softswitch.
BbicTaBuTb ycnoBue «Bce», COXpaHUTb NPaBUIO U Habop npasu.
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HELTEX

Rule set

MmA |R0uieR ulel0 |

[eiictene |Send to destination v |

He nepepasate diversion | [

VIHTEpBAN BEpEMEHM paloTel I:I‘-I‘-I:MM—'—I‘-I:MM

7. MNpuBsA3Ka NpaBuaa K HanpaeaeHUto ana aboHEHTOoB.

a. 3aviTtu B pasgen «SIP Users», BbIbpaTb paHee co3AaHHOE Hanpas/ieHue 1 B none «Rule set» BbIbpaTb
CO34aHHbIN Habop npaBuA.

Wina ! gateway |

SIP Tpasicnopr | [[0]20120_5062 V]
Rule set | | Her v]
TparcnopTreiih npotoxon @ | | UDP-only v]
Sopwet s | [Full v
Mpocpuns RADIUS | [He exibpan v]

i koHTS«T Ges |5
TaiimayT oxagskuA RTP-naxeroe, c @ | 1/ [0 |
' Tssy:lusyr = .RTP n?c&e )QO I
TaimsyT mﬂm R_IF’msema E pEKAME )40 |

yoep Brizozs )@

Taiimayr oxuaskwA RTCP-naxeroe,c @ | 0 [0 |

Kostpons IP:Port uctounuks RTP

¢ nepuod PONA CECCUn

{Session Expires. RFC 4028), ¢ @ = |

SIP aoves || |

Aforesteiza NAT |

Soemn xpsweniA coeuneria Ka NAT, ¢ | [0 |

He ucnenszosaTs nogme-y SDP mode
ana npoSpoca KNS uapes NAT

2pena b .o ¥ |[120 |

b. Tabnunua SIP nonb3oBaTene bygetr UMeTb CleayrOLNM BUA:

o gateway 20.120_5062 He ewiGpaH UDP-only - - to_softswitch

[ DoBaswte || PegakTipoBaTh | [ ¥manwte |

8. O0nA npumeHeHMs HacTPOeK COoXpaHuTb KoHoburypauuio Bo Flash (meHio Cepsuc/CoxpaHuTb
KoHourypaumio Bo FLASH, pasgen 4.1.12).
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2. Hactpoiku SBC gna SIP-TpaHKoB

Cxema npMmeHeHus

Softswitch

AN 50
192.168.16.65:5060

MNopaaoK KoHourypmuposaHua SBC

1. KoHourypmpoBaHue nHTepdencos.

VLAN 100
192.168.20.120:5067

VLAN 100
192.168.20.99:5060

TpaHKOBbIN W03

VLAN 50
192.168.16.113:5065

SBC He aHanu3upyeT TMNbl TpaduKa (aboHeHTCKUI nunu sip trunk), ana pasHoro TpadukKa
Heo6X0AMMO MCNOJIb30BaTb PasHbie NOPTbI.

MNoapobHee B pasgene 1 Hactpoitka SBC ana SIP aboHeHTOB AaHHOro MNpuaoxKeHus.

2. KoHourypuposaHue megua gns SIP.

MNoapobHee B pasgene 1 Hactpoitka SBC ansn SIP aboHeHTOB AaHHOro MNpuaoxKeHus.

3. KoHourypuposaHue SIP-TpaHcnopTa (MeHio Kondurypaumua SBC/SIP TpaHcnopr, pasaen 4.1.3.1).

a. [o6asutb SIP-TpaHCNOPT B HaNpaB/ieHUM TPAHKOBOTO LWH3a.

MapameTpbl MHTepdeiica:
cemesoli uHmepgpelic 20.120;
nopm 074 cuzHanusayuu — 5067;
medua — 20.120.

b. Oob6asuTb SIP-TpaHcnopT B HanpasaeHuun Softswitch.

MapameTpbl MHTEPDENCA:
cemesoli uHmepgpelic 16.113;
nopm 074 cuzHanusayuu — 5065;
medua — 16.113.

SIP transport 0

Wma | |20.120_5067

WA cetu | | [2] 20.120 (bond1.100 192.168.20.120)
Mopr | |5067

CeTesoi wHTepdeiic gna RTP | [2] 20.120 (bond1.100 152.168.20.120)

MpuMeHUTL OTMeHHTb

SIP transport 1
Wma | |16.113_5065
Wma cetw | | [1] 16.113 (bond1.50 192.168.16.113)

Mopt | |5065

CeTeBoi wiTepdedc gna RTP | | [1] 16.113 (bond1.50 192.168.16.113)

MpMMEHNT b OTMEHNTD
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c. Tabnuua SIP-TpaHcnopTa byaeT UMeTb cneayrowmii BUA,:

SIP TpawcnopT
[Ne | Wms I Vims cetn I Wntepgeiic | nopr | Cetesoi wirepdeiic gna RTP
1] 20.120_5067 20.120 bondl.100 (192.168.20.120) 5067

20.120
bondl.100 (192.168.20.120)
1 16.113_5065 16.113 bond1.50 (192.168.16.113) 5065 16.113
bondl.50 (192.168.16.113)

Oobaento PefaKTHpoBaTL YaanuTe

4. KoHowurypuposaHue SIP-HanpasneHnit (meHto Konpurypauua SBC/SIP Destination, pasgen 4.1.3.2).

a. Oobasutb SIP destination B HanpaBneHMM TPaHKOBOrO LW/to3a (nosie «Rule set» Ha AaHHOM 3Tane
3anosIHATb He TpebyeTcs).

W || trunk_gateway
SIP Tpascnopt || [0] 200120 S06T -

Remole address || 192.166.20.99

TpascnoprHesi npotokon W@ | | UDP-anly -
@opmar 3aronoaxce SIP || full -
Agantayma || - -

Mepegaears kOHTEKT GE3 NIMeHEHNA

TadmayT owugasns RTP-naketos, ¢ Lo
TadaeayT oufaeen R TR-RaceTon Ao
nomyueHUA Silence-Suppression (MHoxdTens) W
TaimayT oxnqaHrA RTP-NaKETOR B pENmme
YOARPRAHAA BLII0BA (SENDONTY, INACEVE) (MiomrTem) B
TaimayT oxgannn RTCP-naveton, ¢ &
SANPALIMESEMLIA NEPHOT EOHTPONA CECCHH | —

(Session Expires, RFC 4028),c W |

Nepuog npobepion pabousro copeepa, ¢

(1]
(Nocne 3aEepwenNA NPpeREALen TRaHIaagM OPTIONS) W

MNepwog npoeepi Hepalbousro cepeepa,
(noche JamipuMHIA NPEGLGWEA TpaKIak OPTIONS) W&
AyTeHTHMKALMA SBC

Narwu

an

PO
PerwcTpaypn SIP trunk

Tin pefmcTpaymn || Het -

MEpKo PEMMCTRALMN, ©

A nonL3nEaTenAHoMep

SIP-fomer
® Bey OrPaHMUEHHA
CNPAHHSEHWE UMCNA OQHOBMEMEHHENX CEOCHR | ' MonHoCTED 3aNpeTHTE
Makcimn | 0 CRCCHA
Rule set || Het -
O

KoHBEpTHPOBATE RFC 2833 Flash g SIP INFO

PaspelnTh NEPERANDARNEHAE
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HELTEX

b. Oo6asutb SIP destination B HanpaBneHun Softswitch (none «Rule set» Ha gaHHOM 3Tarne 3ano/IHATbL
He TpebyeTcs).

Wug || softswitch |

SIP tpancnopt | | [1]16.113 5065 - |

Remole address || 192.168.16.65 |

TpaHcnopTHyIA npatoaon € | | UDPonly -
@opuar 3aronoeoe SIE | | full - |
Agantaups || - ¥

Nepepasare mATaxT Ge3 namenenus | [

Tﬂmrrmmnuﬂ‘m—nmmcw a |D |

TaimayT oxngasns RTP-naketos nocne !fﬂ ]

noMywesiA SEnce-Supp ene) @
TafiuzyT compasun RTP-nNaxeTo8 B p o
B0 . inactive) -:!!"q I

TaituayT oxnganmR RTCP-naseroe,c @ | [ [0 |

FanpALMEIEULR NEPHOR KONTPONA CRCCHN |
(Session Expires, RFC 4028).c @ | — | |
Mepuog nposepan pabovene cepespa, c
(MOCNE FABEPWEHIAR NPEAMBILER TRanIaA OPTIONS) &
Mepuag NpoBEp Hepadouws cepiepa. ¢ Im l
[NOCNE 3ABEPWEHNA NPeABLAYER TPaHIaMA OPTIONS) &

Mapon | ]
Thn peructpaupn | [ Her *]

SiP-gowes || |

ONPAHWUEHIE SICIA OFHOBPEMEHKEX CEccuil | ) MOAHOCTLI0 2anpeTHTE

KoHBEpTHPOBATL RFC2833 Fash 8 SIPINFO | [

Pazpewsts nepexanpasnesme | [

c. Tabnuua SIP-HanpaBneHnit Byaet UMeTb CneayoLnii BUA:

20.120_5067 192.168.20.99
16.113_5065 192.168.16.65

J ¥

204 lNoepaHuyHble KOHMposnepsl cecculi SBC



5. KoHdpurypmnposaHue Habopos npasun (meHio Kondurypaumua SBC/Rule set, pasgen 4.1.3.5).

Co3gaTb gBa Habopa npasua. B nepsom B none «SIP Destination» yKasaTb HanpasBneHWe, KOTopoe

KoHduUrypumposanoco gna Softswitch. Bo BTopom yKasaTb HanpaB/ieHMe HA TPAHKOBbIN LUAHO3.

Rule set 0

Vima |tu_softswitch |

| CoxpaHwte || OTMEHWTE

Rules

Ne Wma
0 RouteRule00

PenakTWpoBaTE | | YaanuTe | * ‘.

AeiicTere
Send to destination "[1] softswitch”

| OoBaeuTe | |

Rule set1

VMR (o trunk_gateway |

| CoxpaHwts || OTMEHWTL.

Rules

Ne Nus
0 RouteRuleQ1

PenaktmpoeaTh | | Ynanute | * '

JeicTere
Send to destination “[0] trunk_gateway”

| LoGaents ||

6. MpuBA3aTb NPABWUIO K HAaNPaBAEHUAM.

[na npuBA3KM B HAcTpoKKax HanpasaeHua ana Softswitch B pasgene «SIP Users» BbibpaTb Habop npasun, y
KoToporo B npasune, B none «SIP destination» yka3aHO HanpaB/ieHWe Ha TPaHKOBbIA W3, COOTBETCTBEHHO B
HaCTPOWKax HampaBieHWA AN TPAHKOBOMO LWJ03a BbiOpaTb Apyroi Habop MpaBws, HaNPaBAAOWMIA BCE Ha

Softswitch.

Tabnuua SIP-HanpaBneHui byaet MMeTb cneayowmin BUa,:

Remote address
192.168.20.99
192.168.16 65

Ne Mmsa SIP TpaHcnopT
trunk_gateway 20.120_5067
softswitch 16.113 5065

ApanTauus

~lo

[ DoGaswme || PepakTuposaTte ] ( Yoannte |

TpaKcnopTHLIA NpoTokon
UDP-only
UDP-only

Rule set
to_softswitch
to_trunk_gateway

7. Ana nNpUMEHEeHUs HACTPOEK COXPaHWUTb KOHOUrypauumio
KoHdurypaumsa Bo FLASH, pasgen 4.1.12).

Bo Flash (meHio Cepsuc/CoxpaHutb
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NPUNOXKEHUE B. OGECNEYEHUE ®YHKLIUN PESEPBUPOBAHUA SBC

HauunHan ¢ Bepcun 1.7.0, Ha SBC peannsoBaHa GpyHKUUA pe3epBUPOBAHUA. [aHHAA GyHKUMA aKTUBUPYeTCA
ABTOMATMUYECKMN YCTAaHOBKOW [0NOAHUTENbHOMN AnueH3amnmn SBC-RESERVE. MpuHUmMn paboTbl 3aK104aeTCs B TOM, Y4TO
pesepBupyloLLee YCTPOUCTBO HaxoauTcs B cnsawem pexkmme (SLAVE), He Heca HUKaKkux GYHKUUI 1 He nmen CBOero
IP-agpeca B ceTun, NOCTOAHHO HaboAaeT 3a OCHOBHbIM ycTponcTBom (MASTER) 1, Kak Tonbko MASTER BbIxoaUT U3
cTpona SLAVE, npuHuUmaeT Bce pyHKUMM Ha cebAa, NONHOCTbIO 3aMeHAA Bbiweawero n3 ctpoa MASTER. ns noaHoro
aybnvpoBaHma OYHKLMM pe3epBUMpYylOLLEE YCTPOMCTBO MNOCTOAHHO MOJy4aeT OT OCHOBHOIO aKTyasbHYIO
KOHdUrypauuio, 6asy gaHHbIX abOHEHTOB U Apyrue, Heobxoamnmble ana paboTbl paisbl.

Ona obecneueHunii GyHKUMIA pe3epBUPOBAHMA UCNONb3YIOTCA TOIbKO OAHOTUMHbIE yCTpoicTBa SBC-
2000 nan60 SBC-3000.

SBC (master)

...
]
] ...'.
QQB '.,..
...
y

SWITCH

= |ocal link
-««= global link

SBC (master)

W ......

SWITCH

(MES3124F

— |ocal link
- global link

PucyHok 34 — Cxema pe3epBMpPOBaHUA ABYMA KOMMYTaTOPamMu B CTEKe
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Mpu pesepBUpPOBAHMK Ha YCTpoKcTBe BblaenseTca 2 Tmna front-nopTa, 3To N0KanbHbIN M rnobanbHbIi. Ha
SBC-2000 nokasnbHble noptbl — 310 O U 1, rnobanbHble — 2 1 3. Ha SBC-3000 sioKasbHble NOpPTbl — 3T0 1 U 2,
rnobancHole — 3 n 4. Mpu coeanHEHUU YCTPOMUCTB Heobxoamma CBA3b OAHOBPEMEHHO MO JIOKa/lbHOMY U
rnobanbHoMy AMHKY. Cxema pe3epBupoBaHMA paboTaeT no npotokony IPv6, B npouecce paboTbl ycTpoMCTBa
0bMeHMBaTCA KOHPUTYPALMOHHBbIMWU U APYTMMU, HEODXOAUMbBIMWN ANA NoAAep}KaHUA aKTyasibHOU MHopMaLnm
dainamun. Onsa cBA3M NoO S0KaAbHOMY JIMHKY ucnosb3yetca 4091 VLAN, no rnobanbHomy 4092 VLAN. B cny4yae
pa3pbiBa MO JIOKAJIbHOMY JIMHKY YCTPOMCTBa 06MmeHmnBatoTcs pabounmm daiiiamm no rnobasnbHOMY IMHKY.

Mpu paspbiBe CBA3M MO OAHOMY U3 IMHKOB YCTPOMCTBO MHULIUMPYET aBapuio.
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MopAaAoK NoAKAIOUEHMA U HACTPOIKK pe3epBa

BygeTt paccMoTpeH ciyyalh noakAtoveHus K ABym KommytaTtopam MES B cteke (PucyHok 35). UcxogHoe
cocTosiHue: ase oaHoTUMNHble SBC ¢ anueH3nen pesepsa, ABa KommyTaTopa MES B cTeke. HacTpoiika cTeKka Ha
KOMMYyTaTOpax Npomn3BOANTCA COrTaCHO AOKYMEHTaLMN Ha KOMMYTaTOpbI.

[ns Hayana cnefyeTt HacTpoUTb NpoxoxaeHue cnyxebHbix VLAN Ha KommyTaTopax. Ha nopTax, Kyga byayt
noakatoyeHbl global nnHkm SBC, cneayet paspewntb npoxoxkageHne VLAN 4092. Mpu 3TOmM MOPTbl AO/IKEH
nponyckatb 1 npoune VLAN, HacTpoeHHble Ha SBC. Tak)e nopTbl, K KOTopbiM byayT nogkntovaTeca SBC, cheayer
06beanHuTL B port-channel. UToroeasa cxema Ha 3Tom 3Tane 6y4eT BbIrNALETb Tak:

port-channel 1"+, .
o gi1/0/1 MES3124F
SBC : . crek ID 1
— gi1/0/2
port-channel 2.°" +,
o gi2/0/1 MES3124F
SBC ctek ID 2
— qi2/0/2

PucyHok 35 — Cxema ob6begmHeHma nopTtoBs B port-chanel

Jdanee nponsBoguTcs nogkatoueHme seaywen (master) SBC. Ha sTom aTtane nogkatoyaroTca TonbKo global
NMHKK. Mocne atoro SBC 3anyckaeTtca B paboTy U cTaHoBUTCA Beaylei (master). Cxema Ha 3Tom 3Tane byaer
BbIrNAAETb TakK:

port-channel 1", .
— gi1/0/1 MES3124F
SBC (master) | global links o e D4
; gi1/0/2
port-channel 2.°" +,
— gi2/0/1 MES3124F
SBC : ctek ID 2
g gi2/0/2

PucyHok 36 — Cxema nogknatoueHus seayuiei SBC (master)
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Mocne aToro K Beayulei (master) SBC local nMHKom noakntovaetcs Begomsbiit (slave) SBC. Ha sTtom aTane
cneayeT AOXAaTbCA, MOKa YCTPOWCTBA He OOHapyKaT Apyr Apyra M He BK/YaTcA B PpaboTy Kak napa BegOoMbll -
Beaywmit (cm. pasaen MoHUTOpUHT - Peseps). Cxema Ha 3ToMm 3Tane byaeT BbIrnsaaeTb Tak:

port-channel 1-""*. _
7 - gi1/0/1 MES3124F
SBC (master) | global links Do Ltk
— gi1/0/2
local link
port-channel 2."" ¢,
= - gi2/0/1 MES3124F
SBC (slave) ;& arex 1D 2
: gi2/0/2

PucyHok 37 — Cxema noagntoueHuns segomoro SBC (slave)

Mocne Toro, Kak napa BeLoMbl-BeayLmii 6bina 06pasoBaHa, MOXKHO NogKntounTb global AMHKM Ha Begomoe
YCTPOICTBO:

port-channel 1-""". i1/0/1 MES3124F
. g|
i ; . ctek ID 1
SBC (master) | globallinks -
- gi1/0/2
local link
port-channel 2.° "+, aa 100
— gi2/0/1
SBC (slave) global links : . crek ID 2
- gi2/0/2

PucyHok 38 — Cxema nogkntouenus global links

Cbopka pesepBa Ha 3TOM 3aBepluaeTcs. B moHuTopuHre cneayet ybegutbes, uto obe SBC BuaAT apyr apyra
KaK Ha I0Ka/IbHOM, TaK M Ha rnobanbHOM SINHKeE.

B cnyyae BO3HMKHOBEHMA MpPobBieM C YCTAaHOB/JEHMEM OTHOLIEHWA BeAyLUMN-BEOOMbIN WM OTCYTCTBUA
BMAMMOCTM MO IOKaNIbHOMY M r106a/IbHOMY NIMHKaM c/iefyeT NPOBEPUTb NPaBUIbHOCTb BbIMONHEHWA BCEX 3TAMNOB
HACTPOMKMU.

OnpepeneHue CTapLUIUHCTBA
Mpu onpeaeneHmun Kto ns ycrpoicts 6yaet MASTER mnum SLAVE ncnonb3yeTca cneayowmii anroputm:

— Ecnum npu BKAOYEHUM YCTPOICTBA SIOKA/IbHbIE IMHKU HE aKTUBHbI, TO yCTpokcTBa ctaHoBuTcAa MASTER.

— Ecam npu BKAOYEHUM YCTPOIMCTBA rNobanbHble IMHKU HE aKTUBEHbI, TO YCTPOMCTBO cTaHOBUTCA SLAVE.

— Ecnun B npouecce paboTbl K ycTpoicTey, KoTopoe asndaetca MASTER, noakntountb SLAVE, To cTaplUMHCTBO
HE U3MEHMUTCA.

— Ecnn B npouecce paboTbl K ycTpoicTBy, KoTopoe nasnadetca MASTER, noaknoumte MASTER, To
CTAPLWWHCTBO ONPEAEINTCS Ha OCHOBE CEPUMHOIO HOMEPA, Y KOro CEPUIHBI HOMep 6oble, TOT CTaHeT
MASTER.
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BOK cxembl onpegeneHma CTaplnHCTBA:

3anycK M HHMUMaNMsauMa

Cocen Cocen

3anyck

¥

Mmactep? mactep?

ObpaboTka
noaKnYeHns
WAN

ObpaboTka
NOAKNIYEHWA
LAN

MASTER | | SLAVE

Y MeHA ecTb
WAN?

- FLOAT

- MASTER

A mactep?

O6paboTKa NoAKAYEHUMN MO IN106aNbHOMY W JIOKAIbHOMY JINHKY.

ObpaboTka
NOAKNHYEHNS
LAN

Onpepenexne
CTapLMHCTBa

[

-

I keeé—alive |
Cocen

[AOCTyneH no
LAN?

Cocen
OoCTyneH no
WAN?

Y MmeHA ecTb

AN FLOAT

-—

A mactep?

- MASTER

Obpabotka
NOAKNHYEHWUS
WAN

keep-alive

Cocen
[ocTyneH no
WAN?

Hawnu
cocena B
WAN?

CwmeHa ponei

I EEE——

A macTep?

cocefla ecTb
WAN?

Y meHs ecTb
WAN?

Mpu nogKnoueHUN yCTPOMCTBA K yiKe paboTtalowemy, Heobxoammo oTkaountb Bce WAN AMHKK Ha
noAK/AYaeMoM yCTpoiicTBe, noakaountb LAN nuHK K pabortarowemy (MASTER) SBC, gomxkaaTbea

cornacosaHua, nogknountb WAN nuMHKM K SLAVE, uHaue BHOBb NogK/O4YaemMoe YCTPOMCTBO MOMKeT
onpeaenutca Kak MASTER 1 nepegaTb CBOM HeaKTya/lbHble paboune ¢paitnbl.
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Paboune dannbl nepepatotca cpasy nocne noaxatodeHun K MASTER, Kaxablid pas nocsie 3anucu
KoHdurypaumm Ha flash, cnycta 10 cekyHA nocae Kaxaoro usmeHeHUa KoHGUrypaunm n nepmogmyecku pas s 180

CeKYHA.

Cnuncok nepepasaemblx ¢painnos:

¢daitn KoHouMrypaumm 3anmcanHoli Bo flash;

daiin TekyLen 3anyLweHHoM KoHpUrypauuu;

K/IlOUYM A5 co3gaHus ssh-TyHHeneln;

6a3a AaHbIX 3aPErncTPUPOBaHHbIX aBOHEHTOB;

daiinbl nonb3osartesnel linux;

¢dannbl naponen nonososatenenn Web-uHtepdeiica n CLI;
BCE CMWUCKM aApecoB gMHaMUYECKOro bpaHgmayapa;
KNoUM 1 cepTudMKaTbl Ana npoTtokona https.

B npouecce paboTtbl Nosb3oBaTesib MoXKeT 3aiT Ha Web-uHTepdeic SLAVE, ana sToro HeobxoaAnMMo 3anTm B
3aKnagky "MoHutopuHr" - "Pesepsunposanune" - "oTkpbITb Be6", 160 no cebinike: http://192.168.0.100:8080/login,
rae smecto 192.168.0.100 seectu IP-agpec MASTER.

SR )

__] CDR-3anucu

Session Border Controller KoHdurypatop © ABapmui HeT.

Onporpamme  Bbixoa

WHdopmayus o cucTeme

MOHUTOPMHF
_] Tenemerpus
] rpachie sarpyskm npoueccopa

[_] MoruTopunr SFP mogyneit

o

Bepcus NO

j MoruTopurr front-noproe koMmyTatopa
__] JKypHan aBapuiHbix ¢ oBeimit
B Tpaccuposku

_] PCAP tpaccuposxu

3asogckue napamMerpbl:
Moaens
Pesusuna

CepuitHbii HoMep

MAC agpec

JNinyensnn:
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NMPUNOXEHUE I. YNPABNEHUE U MOHUTOPWUHT MO NMPOTOKO/TY SNMP

SBC noaaeprkMBaeT MOHUTOPUHT U KOHOUTYypupoBaHMe Npu nomowm npotokona SNMP (Simple Network
Management Protocol).

PeanunsoBaHbl cneaytowmii GyHKUUM MOHUTOPUHTa:
— cbop obueit uHpopmaumm ob yCTponcTBe, MoKasaHMUAX A4aTYMKOB, ycTaHoBeHHOM [10;
— cocTosaHue SIP-nntepdeincos;
— cbop ctatnctmkm SIP

PeanunsoBaHbl cnegytowme GyHKLMM yNpaBaeHus:
— obHoB/IeHMe NPOorpaMMHOro obecneyeHus yCTPOMNCTBa;
—  COXpaHeHWe Tekyluen KoHdUrypauuu;
— nepesarpysKa ycTpoWncTBa;
— ynpasneHue SIP-aboHeHTamu.

B Tabanuax c onncaHnem OID B KONOHKe “3anpocbl” 6yaeT NPUHAT cnegyowmini opmaT onucaHusA:

— Get — 3HayeHMe 0OBEKTA UK AepeBa MOXKHO NpoyunTaTh, oTNpasus GetRequest.

— Set — 3HauyeHWe OOBEKTA MOMKHO YCTaHOBWTb, OTNpaBMB SetRequest (0bpaTuTe BHUMaHWe, Npu
yCTaHOBKe 3Ha4yeHus yepes SET kK OID cnegyet npusectu K suay “OID.0");

— {} — umsa obbekTa nnu OID;

— N — B KOMaHAe UCMob3yeTcs YNC/IOBOWM NapameTp Tuna integer;

— U — B KOMaHAe UCMob3yeTcs YNCN0BOM NapameTp Tuna unsigned integer;

— S — B KOMaHAe UCMo/Ib3yeTca CTPOKOBbLIV NapameTp;

— A — BKOMaHze ucnonbsyetca IP-agpec (06patnte BHUMaHMeE, HEKOTOPbIE KOMaHAbl, NPUHUMAtOLLME
Kak aprymeHT IP-agpec, Ncnonb3ytoT CTPOKOBbIM TUMN AaHHbIX “s”).

Tabnnuya .1 — Mpumepbl KOMaHA,

OnucaHune 3anpoca KomaHpaa
Get {} snmpwalk -v2c -¢ public -m +ELTEX-SBC Sip_sbc activeCallCount
Get {}.x snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc pmExist.1
snmpwalk -v2c -¢ public -m +ELTEX-SBC Sip_sbc pmExist.2
nT.A
Set {} N snmpset -v2c -¢ public -m +ELTEX-SBC Sip_sbc \
sbcSyslogHistoryPort.0i 514
Set {} 1 snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc sbcReboot.0i 1
Set {} Ulll snmpset -v2c -¢ public -m +ELTEX-SBC Sip_sbc \
getGroupUserByID.Ou 2
Set {} S snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcUpdateFw.0 s \

"smgl1016m_firmware_sbc_1.9.0.51.bin 192.0.2.2"

Set {} "NULL"11ll snmpset-v2c-c private -m +ELTEX-SBC Sip_sbc\
getUserByNumber.0 s "NULL"

Set {} Alll snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcSyslogTracesAddress.0 a 192.0.2.44
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Mpumepbl BbINOJIHEHUA 3aNPOCOB:

Hu)ke npusenéHHblie 3anpocbl 3KBUBaJIEHTHbI. [Mpumep 3anpoca obbekTa sbcActiveCallsCount, KoTopbin
oTOb6paKaeT YMc/Io TeKyLWMX BbI30BOB Ha SBC.

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbcActiveCallCount
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbc.42.1
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1
SNMPv2-SMI::enterprises.35265.1.49.42.1.0 = INTEGER: 22

Onwucatxue OID 3z MIB ELTEX-SMG

Tabnnuya .2 — 06wan MHpopmauma 1 4aTinKu

Uma OID 3anpocbl OnucaHue
sbc 1.3.6.1.4.1.35265.1.49 Get {} KopHeBoit 06bekT ana aepesa OID
sbcDevName 1.3.6.1.4.1.35265.1.49.1 Get {} Mmsa yctpoitctea
sbcDevType 1.3.6.1.4.1.35265.1.49.2 Get {} Tun ycTpoiicTBa
(Bcerpa 49)
sbcFwVersion 1.3.6.1.4.1.35265.1.49.3 Get {} Bepcua MO
sbcUptime 1.3.6.1.4.1.35265.1.49.5 Get {} Bpems paboTbl MO
sbcUpdateFw 1.3.6.1.4.1.35265.1.49.25 Set {} O6HoBneHwue MO. Ana storo cnegyet
cpenaTb 3anpoc Set ¢ napameTpamu
(pasaenutb npobenom):
- uma daiina NO 6e3 npobenos;
- agpec TFTP-cepBepa
sbcReboot 1.3.6.1.4.1.35265.1.49.27 Set {} Mepe3arpyska obopyaoBaHusa
sbcSave 1.3.6.1.4.1.35265.1.49.29 Set {} CoxpaHeHune KoHduUrypaumm
sbcFreeSpace 1.3.6.1.4.1.35265.1.49.32 Get {} CB060AHOE MECTO Ha BCTPOEHHOWM
dnsw-namaTu
sbcFreeRam 1.3.6.1.4.1.35265.1.49.33 Get {} Konnyectso csoboaHoM
onepaTMBHOM NAaMATU
sbcMonitoring 1.3.6.1.4.1.35265.1.49.35 Get {} OTOob6paskeHne AaT4MKOB
TeMnepaTypbl M CKOPOCTU BPALLEHUA
BEHTU/IATOPOB, KOPHEBOW OBBEKT
sbcTemperaturel 1.3.6.1.4.1.35265.1.49.35.1 Get {} TemnepaTypHbI AaTuunKk 1
sbcTemperature2 1.3.6.1.4.1.35265.1.49.35.2 Get {} TemnepaTypHbIi AaTYMK 2
sbcFan0 1.3.6.1.4.1.35265.1.49.35.3 Get {} [atumk obopoToB BeHTMAATOpaA 1
sbcFanl 1.3.6.1.4.1.35265.1.49.35.4 Get {} [aTtumk obopoToB BeHTMAATOPA 2
sbcFan2 1.3.6.1.4.1.35265.1.49.35.5 Get {} [aTtumk obopoToB BeHTMAATOPA 3
sbcFan3 1.3.6.1.4.1.35265.1.49.35.6 Get {} JaTtumk obopoToB BeHTUATOPA 4
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Nma

OID

sbcPowerModuleTab 1.3.6.1.4.1.35265.1.49.36

le

sbcPowerModuleEnt 1.3.6.1.4.1.35265.1.49.36.1

ry

pmExist

pmPower

pmType

sbcCpuloadTable

sbcCpuloadEntry
cpuUsr
cpuSys
cpuNic

cpuldle
cpulo

cpulrg

cpusSirq

cpuUsage
activeCallCount

registrationCount

1.3.6.1.4.1.35265.1.49.36.1.2.x

1.3.6.1.4.1.35265.1.49.36.1.3.x

1.3.6.1.4.1.35265.1.49.36.1.4.x

1.3.6.1.4.1.35265.1.49.37

1.3.6.1.4.1.35265.1.49.37.1

1.3.6.1.4.1.35265.1.49.37.1.2.x
1.3.6.1.4.1.35265.1.49.37.1.3.x
1.3.6.1.4.1.35265.1.49.37.1.4.x

1.3.6.1.4.1.35265.1.49.37.1.5.x
1.3.6.1.4.1.35265.1.49.37.1.6.x
1.3.6.1.4.1.35265.1.49.37.1.7.x

1.3.6.1.4.1.35265.1.49.37.1.8.x

1.3.6.1.4.1.35265.1.49.37.1.9.x
1.3.6.1.4.1.35265.1.49.42.1
1.3.6.1.4.1.35265.1.49.42.2

Tabnunua .3 — Hactpoiiku syslog

Uma
sbcSyslog
sbcSyslogHistory

sbcSyslogHistoryAddress

OoID
1.3.6.1.4.1.35265.1.49.34
1.3.6.1.4.1.35265.1.49.34.2

1.3.6.1.4.1.35265.1.49.34.2.1

3anpocbl
Get {}

Get {}

Get {}.x

Get {}.x

Get {}.x

Get {}

Get {}

Get {}.x
Get {}.x
Get {}.x

Get {}.Xx
Get {}.Xx
Get {}.Xx

Get {}.Xx

Get {}.Xx
Get {}
Get {}

3anpochbl

Get {}
Get {}

Get {}
Set {} S

OnucaHue

NHdopmaLma o cocTosHUKN 610KOB
NUTaHWA, KOPHEBOW OOBEKT.

[nsa noyepHnx ob6beKTOB
yKasbiBaeTca Homep bIM: 1 nan 2

cm. sbcPowerModuleTable

YctaHosneH nv Bl
1 — ycraHoBAeH
2 — He yCcTaHoOBAEH

Mopgaértca v nutaHme Ha bl
1 — nopaérca
2 — He nogaérca

Tun yctaHosneHHoro bl
1 — PM48/12

2 — PM220/12

3 — PM220/12V

4 — PM150-220/12

3arpy3Kka CPU, KopHeBOW 06BbEKT.
MoKasbiBaeT NPOLEHT 3arpy3Ku
npoueccopa no Tnam 3agay. Ans
[0YepHNX OBBbEKTOB YKa3bIBaeTCA
HoMep npoLieccopa:

sbc1016M — 1

sbc2016 — 1.4

cm. sbcCpuloadTable
% CPU, npunoxeHua noab3oBaTtena
% CPU, npunoxeHua agpa

% CPU, NnpunoXeHua ¢ UISMEHEHHbIM
NPUOPUTETOM

% CPU, HaxoxaeHue B npocToe
% CPU, onepauuun BBOAA-BbIBOAA

% CPU, 06paboTKa annapaTHbIX
npepbiBaHU

% CPU, 06paboTKa NporpamMmmHbIX
npepbiBaHUi

% CPU, obluee ucnosb3oBaHue
TeKyLLee Y4CNo aKTUBHBIX BbI30BOB

TeKylLee Yncno pernctpaumi

OnucaHue
HacTpoiku syslog, KopHeBoi 06beKT

HacTpolik1 norMpoBaHna UCTopUM
KOMaHJ, B syslog, KopHeBoOl 06beKT

IP agpec cepsepa syslog ans npuéma
NUCTOPMM KOMAHS,
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Uma oID 3anpocbl OnucaHue

sbcSyslogHistoryPort 1.3.6.1.4.1.35265.1.49.34.2.2 Get {} MopT cepsepa syslog ansa npuéma
Set {} N MCTOPUM KOMaHS,

sbcSyslogHistoryLVL 1.3.6.1.4.1.35265.1.49.34.2.3 Get {} YpoBeHb AeTannsaLmm 1oros
Set {} N 0 — OTK/IOUNTb TOrUPOBaHNE;

1 — cTaHAapTHbLIN;
2 — NOJHbIN

sbcSyslogHistoryRowStatus  1.3.6.1.4.1.35265.1.49.34.2.4 Get {} MpPUMeEHNTb U3MEHEHUA B
Set {} 1 NOTVPOBAHWUN UCTOPUM KOMaHJ,
sbcSyslogConfig 1.3.6.1.4.1.35265.1.49.34.3 Get {} HacTpoiikun cuctemHoro xypHana
sbcSyslogConfiglogsEnable 1.3.6.1.4.1.35265.1.49.34.3.1 Get {} BK/IIOYMTb BEAEHWNE N10rOB
d Set {} N 1 — BK/IOUYUTB;
2 — OTKAHUUTb
sbcSyslogConfigSendToServ  1.3.6.1.4.1.35265.1.49.34.3.2 Get {} OTtnpasnaTb coobLWweHNs Ha cepeep
er Set {} N syslog
1 — BKAOUUTD;
2 — BbIKNOYNTb
sbcSyslogConfigAddress 1.3.6.1.4.1.35265.1.49.34.3.3 Get {} IP agpec cepsepa syslog
Set {} S

sbcSyslogConfigPort 1.3.6.1.4.1.35265.1.49.34.3.4 Get {} MopT cepsepa syslog
Set {} N

sbcSyslogConfigRowStatus  1.3.6.1.4.1.35265.1.49.34.3.5 Get {} MPUMEHNTb M3MEHEHMA B HACTPOMKAx
Set {} 1 CUCTEMHOTO XYypHana

MpocmoTp nHopMaLUm 0 3aperucTPMPOBaAHHbBIX NOIb30BATENAX

B onvcaHuM KomaHZabl BbizoBa yTUAMT SNMP 6yayT npeactaB/ieHbl CeAyoWwmMmmn CKpUnTaMm gas KpaTKocTu
W HarNsi4HOCTU U3/IOKEHMSA:

Ckpunt swalk, peanusytowmin YTeHMe 3HaYeHN:

#!/bin/bash
Jusr/bin/snmpwalk -v2c¢ -¢ public -m +ELTEX-SBC 192.0.2.1 "S@"

CKpunT sset, peannsyloLmii yCTaHOBKY 3HaYeHUI:

#!/bin/bash
Jusr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "S@"

[na npocmotpa TpebyeTca caenatb caeaylolme Wwaru:
1) C6pocuTb cTaTyC NOUCKA;
2) 3apaTtb KpUTEPUM NOUCKA (ONUMOHANBHO);
3) Oto6pasnTtb MHGOpMauMio.

Mpumep noucka aboHeHTa No HoOmepy

sset sbhcSubResetSearch.0i 1
sset getSbcSubBySubstring.0 s 40012
swalk tableOfSbcSubscribers

PesynbTar:

# cbpocuTb NonCK
# 3a4aTb KpUTEPUIA
# 0TO6pa3nTbL pesynbTaThbl

ELTEX-SBC::subName.0 = STRING: 40012 @tau.domain:5060

ELTEX-SBC::subUserAgent.0 = STRING: TAU-72 build 2.13.1 sofia-sip/1.12.10
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ELTEX-SBC::subUserAddr.0 = STRING: 192.0.2.32:5060

ELTEX-SBC::subContacts.0 = STRING: <sip:40012@192.0.2.32:5060>;expires=119

ELTEX-SBC::subRegAddr.0 = STRING: 192.0.1.22:5080

ELTEX-SBC::subSipUser.0 = STRING: Users with RTP in VLAN 609

ELTEX-SBC::subSipDest.0 = STRING: SMG

ELTEX-SBC::subBloked.0 = INTEGER: O

ELTEX-SBC::subRetries.0 = Gauge32: 0

ELTEX-SBC::subExpires.0 = Gauge32: 0

Tabnunua .4 — MpocmoTp MHPOPMALLMKN O 3aPEerucTPMPOBAHHbBIX NONb30BaTENAX

Nma

sbcSubSearchStatus

sbcSubResetSearch

sbcSubCount

getSbcSubBySubstring

tableOfSbcSubscribers

subName
subUserAgent
subUserAddr

subContacts

subRegAddr

subSipUser

subSipDest

OoID
1.3.6.1.4.1.35265.1.49.44.1

1.3.6.1.4.1.35265.1.49.44.2

1.3.6.1.4.1.35265.1.49.44.3

1.3.6.1.4.1.35265.1.49.44.4

1.3.6.1.4.1.35265.1.49.44.5

1.3.6.1.4.1.35265.1.49.44.5.1.2
1.3.6.1.4.1.35265.1.49.44.5.1.3
1.3.6.1.4.1.35265.1.49.44.5.1.4

1.3.6.1.4.1.35265.1.49.44.5.1.5

1.3.6.1.4.1.35265.1.49.44.5.1.6

1.3.6.1.4.1.35265.1.49.44.5.1.7

1.3.6.1.4.1.35265.1.49.44.5.1.8

3anpocbl

Get

Set

Get

Get
Set

Get

Get
Get
Get

Get

Get

Get

Get

{1

—_—
— e

OnucaHue

CraTyCc NnoucKa No Kputeputio.
Without search — nouck He
npoun3BoamnTCa;

Search by substring — pexxum
MOWCKa No NOACTPOKe

CHpoc noncKa no B COCTOAHUE
without search. [ns cbpoca
YCTaHOBUTb Ntoboe uncnosoe
3HaueHue.

ObLee YnCNo 3apeErnCTPUPOBAHHDBIX
yepes SBC aboHeHTOB

3a43ET NOACTPOKY ANA MOUCKA B
CMUCKe perncTpaumii 1 nepesoauT
NMowncK B pexkum "search by
substring"

CNMCKOK 3aperncTpmpoBaHHbIX
aboHeHTOB.

B pexunme "without search"
BbIBOAMWT BCEX aBOHEHTOB.

B pexume "search by substring"
BbIBOAMT BCEX aBOHEHTOB, B
OMNMCaHMM KOTOPbIX BCTpEYaeTcs
3aZlaHHasA NoACTPOKa.

Ums (SIP URI) aboHeHTa
User-Agent

IP agpec v nopT, OTKyAa
peructpuposanca aboHeHT

KoHTakKTHbIM IP agpec v nopT
aboHeHTa (13 3aronoska Contact)

Appec peructpartopa, o406puBLIErO
perucTpaumio

HanmeHoBaHue SIP Users, ¢
KOTOPOro 3aperncTpmpoBancs
aboHeHT

HanmeHoBaHue SIP Destination, co
CTOPOHbI KOTOpOoro 6bls1a ogobpeHa
perucTpaums
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Uma oID 3anpocbl OnucaHue

subBloked 1.3.6.1.4.1.35265.1.49.44.5.1.9 Get {} CraTyc 610KMPOBKM aboHeHTa

subRetries 1.3.6.1.4.1.35265.1.49.44.5.1.10 Get {} Konnyectso HeyAauHbIX NONbITOK
Joctyna

subExpires 1.3.6.1.4.1.35265.1.49.44.5.1.11 Get {} Bpems, 4yepes KOTOpoe UCTEYET
peructpaums

MpocmoTp cratUcTUKm SIP
B onucaHum KomaHAbl Bbi3oBa yTuant SNMP 6yayT npeactaBneHbl CieyoOWMMM CKPUNTaMKM A1A KPaTKOCTH
W HarnAgHOCTU U30XKEHUA:
Ckpunt swalk, peanusyowmin yteHne 3Ha4YeHMU:
#!/bin/bash
Jusr/bin/snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 "S@"
CkpunT sset, peannsyloLmii yCTaHOBKY 3HaYeHMiA:
#!/bin/bash
/usr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "S@"
CTaTUCTUKa CrpynnMpoBaHa B WeCTb rpynn no TMunam:
HakonutenbHble cyétumkm no SIP Users
MrHoBeHHble c4éTynkm no SIP Users
HakonutenbHble cyétunkn no SIP Transport
MrHoBeHHble cHéT4nKu no SIP Transport

HakonutenbHbie cyéTynkm no SIP Destination

S A S o

MrHoBeHHble cyéTymKuM no SIP Destination

OID cyéTumKka popmupyetcsa cneaytowmm obpasom:
1.3.6.1.4.1.35265.1.49.43.<TYPE>.1.<COUNTER>.<ID>, rae

TYPE — o4WH U3 WWECTM TUMOB CYETUMKA,

COUNTER — naeHTUdMKaTOp CHETUMKA;

ID — naeHTUdUKaTOp 06BEKTA, HA KOTOPbIN YKA3bIBAET CHETUMK.

Y3HaTb uMaeHTUPUKATOp O06BEKTA MOXKHO M3 KonoHkM ID B CLI. [Ona 3Toro, Haxodsacb B pexume
penaktuposaHus SIP destination, SIP users unm SIP transport Hago aaTb KomaHay show info. Bropoit cnocob6 —
3anpocuTb No SNMP cuétumk c COUNTER = 3 6e3 yKasaHus ID.

Mpumepsbl:

3anpoc UMéH Bcex SIP Transport, obpaTnTe BHUMaHWE Ha TO, YTO B OTBETE CAeAytoLan umMdpa nocne MMeHu,
3anpouweHHoro OID — naeHTMPUKATOP TPAHCNOPTa, KOTOPbLIA MOXKHO Aanee UCNOAb30BaTb B 3aMNpocax:

swalk 1.3.6.1.4.1.35265.1.49.43.3.1.3

ELTEX-SBC::countStatTransportName.4 = STRING: 1.21_5068 rtp_69.121
ELTEX-SBC::countStatTransportName.5 = STRING: 118.164_ 5068
ELTEX-SBC::countStatTransportName.6 = STRING: user_0.21_5060 rtp_69 21
ELTEX-SBC::countStatTransportName.7 = STRING: user_0.21_5062

lNoepaHuyHble KOHMponepsl cecculi SBC 217



ELTEX-SBC::countStatTransportName.8 = STRING: trunk_1.21 5069
ELTEX-SBC::countStatTransportName.9 = STRING: trunk_0.21_5069
ELTEX-SBC::countStatTransportName.10 = STRING: 0.21_5066
ELTEX-SBC::countStatTransportName.12 = STRING: 2.21_5060
ELTEX-SBC::countStatTransportName.13 = STRING: 2.21_5065
ELTEX-SBC::countStatTransportName.14 = STRING: 2.21:5069
ELTEX-SBC::countStatTransportName.15 = STRING: 1.21_5061
ELTEX-SBC::countStatTransportName.16 = STRING: 172.30.0.1:5062
ELTEX-SBC::countStatTransportName.18 = STRING: test
ELTEX-SBC::countStatTransportName.19 = STRING: vlan609_dhcp
3anpocbl MO CYETYMKAM:

1.3.6.1.4.1.35265.1.49.43.3.1.9.20

TYPE = 3 — HaKonuTenbHbI c4éTumk no SIP Transport;

COUNTER =9 — HeypayHble BbI30BbI, 3aBepLUEHHbIe SIP Kogamu 4xx;
ID = 20 — cyétumk no SIP Transport c ngeHtTudmnratopom 20.
ELTEX-SBC::countStatTransportAnswSuccessCalls.20 = Gauge32: 21946
1.3.6.1.4.1.35265.1.49.43.5.1.408.14

TYPE = 3 — HaKonuTenbHbIN c4€TUmK no SIP Destination;

COUNTER =408 — Heypa4yHble BbI30BbI, 3aBepLLEHHbIe SIP Kogom 408;
ID = 14 — cyétumk no SIP Destination c uaeHTUdPUKaTopom 14.

ELTEX-SBC::countStatDestUnansw408.14 = Gauge32: 33

Tabnuuya .5 — MpocmoTp cTatUcTUKK SIP

Uma OID 3anpocbl OnucaHue
sbcCallStatistics 1.3.6.1.4.1.35265.1.49.43 Get {} Tabnuua co BcemMu cH4éTymKkamm SIP
tableOfCallCountStatUsers  1.3.6.1.4.1.35265.1.49.43.1 Get {} Tabaunua co Bcemm

HaAKOMUTENbHbIMM CHETYMKamm SIP
Users
countStatUserindex 1.3.6.1.4.1.35265.1.49.43.1.1.2 Get {} MHpekKeo! SIP Users
countStatUserName 1.3.6.1.4.1.35265.1.49.43.1.1.3 Get {} HassaHua SIP Users
countStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.1.1.4 Get {} Obuiee BpeMA aKTUBHbIX
pa3rosopos
countStatUserIncCalls 1.3.6.1.4.1.35265.1.49.43.1.1.5 Get {} Yncno BXoAALMX BbI3OBOB
countStatUserOutCallLegs  1.3.6.1.4.1.35265.1.49.43.1.1.6 Get {} Yncno ncxogauwmx BbIsoBoB
countStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.1.1.7 Get {} Yucno Bxoaawmx SIP-coobuieHnin
countStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.1.1.8 Get {} Yucno ncxogawmx SIP-coobuieHui
countStatUserAnswSuccess 1.3.6.1.4.1.35265.1.49.43.1.1.9 Get {} Yncno ycnewHo npuHATLIX BbI3OBOB
Calls
countStatUserAnswFinalErr  1.3.6.1.4.1.35265.1.49.43.1.1.10 Get {} YUCNO OTKAKOHEHHDbIX BbI30BOB

Calls
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Nma

countStatUserUnanswOthe
rdxx

countStatUserUnanswOthe
r5xx

countStatUserUnanswOthe
réxx

countStatUserUnanswOthe
rUndef

countStatUserRedirectCalls
<CODE>

roe CODE — ogHo 13
3HaYEeHUN:

300, 301, 302, 305, 308

countStatUserUnansw<CO
DE>

rae CODE — ogHo u3
3HAYEHUN:

400, 401, 402, 403, 404,
405, 406, 407, 408, 410,
413, 414, 415, 416, 420,
421, 422, 423, 480, 481,
482, 483, 484, 485, 486,
487, 488, 489, 490, 491,
493, 500, 501, 502, 503,
504, 505, 513, 580, 600,
603, 604, 606

tableOfCallPerSecStatUsers

perSecStatUserindex
perSecStatUserName

perSecStatUserElapsedTim
e

perSecStatUserincCalls
perSecStatUserOutCallLegs
perSecStatUserMsgRcv
perSecStatUserMsgSend

perSecStatUserAnswSucces
sCalls

perSecStatUserAnswFinalEr
rCalls

perSecStatUserUnanswOth
erdxx

perSecStatUserUnanswOth
er5xx

perSecStatUserUnanswOth
eréxx

OoID
1.3.6.1.4.1.35265.1.49.43.1.1.11

1.3.6.1.4.1.35265.1.49.43.1.1.12
1.3.6.1.4.1.35265.1.49.43.1.1.13

1.3.6.1.4.1.35265.1.49.43.1.1.14

1.3.6.1.4.1.35265.1.49.43.1.1.300

1.3.6.1.4.1.35265.1.49.43.1.1.308

1.3.6.1.4.1.35265.1.49.43.1.1.400

1.3.6.1.4.1.35265.1.49.43.1.1.606

1.3.6.1.4.1.35265.1.49.43.2

1.3.6.1.4.1.35265.1.49.43.2.1.2
1.3.6.1.4.1.35265.1.49.43.2.1.3
1.3.6.1.4.1.35265.1.49.43.2.1.4

1.3.6.1.4.1.35265.1.49.43.2.1.5
1.3.6.1.4.1.35265.1.49.43.2.1.6
1.3.6.1.4.1.35265.1.49.43.2.1.7
1.3.6.1.4.1.35265.1.49.43.2.1.8
1.3.6.1.4.1.35265.1.49.43.2.1.9

1.3.6.1.4.1.35265.1.49.43.2.1.10
1.3.6.1.4.1.35265.1.49.43.2.1.11
1.3.6.1.4.1.35265.1.49.43.2.1.12

1.3.6.1.4.1.35265.1.49.43.2.1.13

3anpocbl

Get

Get

Get

Get

Get

Get

Get

Get
Get
Get

Get
Get
Get
Get
Get

Get

Get

Get

Get

{}

{}

OnuncaHue

Yumcno HeoTBeYEHHbIX BbI30BOB C SIP
Kogamm 4xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kogamm 5xx

Yuncno HeoTBEYEHHbIX BbI30BOB C SIP
Kogamm 6xx

Yuncno HeoTBEYEHHbIX BbI30BOB C SIP
Kodamu, He nonaswnmm B gpyrmue
CYETYMKMN.

NHanBuAayanbHble CYETYMKM NO
KO4aM — YMCNo nepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP Kogamu
3xx)

NHanBuAayanbHble CYHETYMKM NO
KOAaM — YMCNI0 NepeagpecoBaHHbIX
BbI30BOB (3aBepLieHbl SIP Kogamum
4xX-6XX)

Tabnunua co BCEeMN MrHOBEHHbIMM
cyétymkamm SIP Users

MHupekeo! SIP Users
Ha3ssaHua SIP Users

ObLuee BpemMs aKTUBHbIX
pa3roBopoB

Yumcno BxoAALmX BbI3OBOB

Ymcno Ucxoaaiumx BbI30BOB
Yncno Bxoaawmx SIP-coobuieHni
Yncno ncexoaawmx SIP-coobueHni

Yncao ycnewHo npuHATLIX BbI3OBOB

Yncno OTKNOHEHHbIX BbI30OBOB

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kogamu 4xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kogamm 5xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KOZamu 6xx
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Nma

perSecStatUserUnanswOth
erUndef

perSecStatUserRedirectCall
s<CODE>

roe CODE — ogHo 13
3HAYEHUN:

300, 301, 302, 305, 308

perSecStatUserUnansw<CO
DE>

rae CODE — ogHo u3
3HAYEHUN:

400, 401, 402, 403, 404,
405, 406, 407, 408, 410,
413, 414, 415, 416, 420,
421, 422, 423, 480, 481,
482, 483, 484, 485, 486,
487, 488, 489, 490, 491,
493, 500, 501, 502, 503,
504, 505, 513, 580, 600,
603, 604, 606

tableOfCallCountStatTrans
port

countStatTransportindex
countStatTransportName

countStatTransportElapsed
Time

countStatTransportincCalls

countStatTransportOutCall
Legs

countStatTransportMsgRcv

countStatTransportMsgSen
d

countStatTransportAnswSu
ccessCalls

countStatTransportAnsweFi
nalErrCalls

countStatTransportUnansw
Other4xx

countStatTransportUnansw
Other5xx

countStatTransportUnansw
Other6xx

countStatTransportUnansw
OtherUndef

countStatTransportRedirec
tCalls<CODE>

OoID
1.3.6.1.4.1.35265.1.49.43.2.1.14

1.3.6.1.4.1.35265.1.49.43.2.1.300

1.3.6.1.4.1.35265.1.49.43.2.1.308

1.3.6.1.4.1.35265.1.49.43.2.1.400

1.3.6.1.4.1.35265.1.49.43.2.1.606

1.3.6.1.4.1.35265.1.49.43.3

1.3.6.1.4.1.35265.1.49.43.3.1.2
1.3.6.1.4.1.35265.1.49.43.3.1.3
1.3.6.1.4.1.35265.1.49.43.3.1.4

1.3.6.1.4.1.35265.1.49.43.3.1.5
1.3.6.1.4.1.35265.1.49.43.3.1.6

1.3.6.1.4.1.35265.1.49.43.3.1.7
1.3.6.1.4.1.35265.1.49.43.3.1.8

1.3.6.1.4.1.35265.1.49.43.3.1.9

1.3.6.1.4.1.35265.1.49.43.3.1.10
1.3.6.1.4.1.35265.1.49.43.3.1.11
1.3.6.1.4.1.35265.1.49.43.3.1.12
1.3.6.1.4.1.35265.1.49.43.3.1.13

1.3.6.1.4.1.35265.1.49.43.3.1.14

1.3.6.1.4.1.35265.1.49.43.3.1.300

1.3.6.1.4.1.35265.1.49.43.3.1.308

3anpocbl

Get

Get

Get

Get

Get
Get
Get

Get
Get

Get
Get

Get

Get

Get

Get

Get

Get

Get

{}

{}

{}

OnuncaHue

Yumcno HeoTBeYEHHbIX BbI30BOB C SIP
KO4amu, He Nonaswumu B apyrue
CYETUYMKMN.

NHanBMAyanbHble CHETYMKM NO
KoZam — 4MCa0 NnepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP Kogamu
3xx)

NHanBmAayanbHble CHETYMKM NO
KOZ4aM — YMCNo nepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP Kogamu
4xX-6XX)

Tabnunua co Bcemu
HaKOMUTENbHbIMU CYETYMKamM SIP
Transport

MHaekeol SIP Transport
HassaHwuaA SIP Transport

Obluee BpemMs aKTUBHbIX
pa3roBopoB

Yucno BxoaAmx BbI30OBOB

Yuncno nexogAawmx BbiIsosos

Yncno Bxoaawmx SIP-coobuieHni

Yncno ncxoaawmx SIP-coobueHni

Yncno ycnewHo npuHATLIX BbI3OBOB

YMCcno OTKNOHEHHbIX BbI30OBOB

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kodamu 4xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kogamu 5xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kogamm 6xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KOAamM, He NonasWwnMKU B Apyrue
CYETYMKMN.

MHansuayanbHble CHETYMKM MO
KOZLaM — YMCJI0 NepeaspecoBaHHbIX
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raoe CODE — ogHo 13
3HaYeHUN:
300, 301, 302, 305, 308

countStatTransportUnansw
<CODE>

rae CODE — ogHo n3
3HaYeHui:

400, 401, 402, 403, 404,
405, 406, 407, 408, 410,
413, 414, 415, 416, 420,
421, 422,423,480, 481,
482,483,484, 485, 486,
487, 488, 489, 490, 491,
493, 500, 501, 502, 503,
504, 505, 513, 580, 600,
603, 604, 606

tableOfCallPerSecStatTrans
port

perSecStatTransportindex
perSecStatTransportName

perSecStatTransportElapse
dTime

perSecStatTransportincCall
s

perSecStatTransportOutCal
ILegs

perSecStatTransportMsgRc
v

perSecStatTransportMsgSe
nd

perSecStatTransportAnswS
uccessCalls

perSecStatTransportAnswFi
nalErrCalls

perSecStatTransportUnans
wOther4xx

perSecStatTransportUnans
wOther5xx

perSecStatTransportUnans
wOtherbxx

perSecStatTransportUnans
wOtherUndef

perSecStatTransportRedire
ctCalls<CODE>

rae CODE — ogHo n3
3HAYEHMUM:

300, 301, 302, 305, 308

OID

1.3.6.1.4.1.35265.1.49.43.3.1.400

1.3.6.1.4.1.35265.1.49.43.3.1.606

1.3.6.1.4.1.35265.1.49.43.4

1.3.6.1.4.1.35265.1.49.43.4.1.2
1.3.6.1.4.1.35265.1.49.43.4.1.3
1.3.6.1.4.1.35265.1.49.43.4.1.4

1.3.6.1.4.1.35265.1.49.43.4.1.5

1.3.6.1.4.1.35265.1.49.43.4.1.6

1.3.6.1.4.1.35265.1.49.43.4.1.7

1.3.6.1.4.1.35265.1.49.43.4.1.8

1.3.6.1.4.1.35265.1.49.43.4.1.9

1.3.6.1.4.1.35265.1.49.43.4.1.10

1.3.6.1.4.1.35265.1.49.43.4.1.11

1.3.6.1.4.1.35265.1.49.43.4.1.12

1.3.6.1.4.1.35265.1.49.43.4.1.13

1.3.6.1.4.1.35265.1.49.43.4.1.14

1.3.6.1.4.1.35265.1.49.43.4.1.300

1.3.6.1.4.1.35265.1.49.43.4.1.308

3anpocbl

Get

Get

Get
Get
Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

Get

{}

OnuncaHue

BbI30BOB (3aBepLueHbl SIP kogamu
3xx)

NHanBMAyanbHble CHETYMKM NO
KoZaM — 4MCa0 NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP Kogamu
4xX-6XX)

Tabnnua co BCEeMN MrHOBEHHbIMM
cyétumkamm SIP Transport

MHaekcobl SIP Transport
HassaHwua SIP Transport

Ob6uee Bpemsi aKTUBHbIX
pa3roBopos

Yucno BxogAmX BbI30OBOB

Yuncno nexogAawmx BbI30soB

Yncno Bxoaawmx SIP-coobuieHni

Yucno ncxoaawmx SIP-coobueHni

Yncao ycnewHo npuHATLIX BbI3OBOB

Y1CNo OTKNOHEHHbIX BbI3OBOB

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kodamu 4xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kodamu 5xx

Yucno HeoTBeYEHHbDIX BbI30BOB C SIP
Kogamu 6xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KOAamM, He NonasWwUMKU B Apyrue
CYETYMKMN.

MHameuayanbHble CHETYMKM MO
KoZlaM — 4MCJI0 NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP Kogamu
3xx)
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perSecStatTransportUnans
w<CODE>

raoe CODE — ogHo 13
3HaYyeHui:

400, 401, 402, 403, 404,
405, 406, 407, 408, 410,
413, 414, 415, 416, 420,
421, 422,423, 480, 481,
482,483,484, 485, 486,
487, 488, 489, 490, 491,
493, 500, 501, 502, 503,
504, 505, 513, 580, 600,
603, 604, 606

tableOfCallCountStatDest

countStatDestIndex
countStatDestName

countStatDestElapsedTime

countStatDestIncCalls
countStatDestOutCallLegs
countStatDestMsgRcv
countStatDestMsgSend

countStatDestAnswSuccess
Calls

countStatDestAnswFinalErr
Calls

countStatDestUnanswOthe
rdxx

countStatDestUnanswOthe
r5xx

countStatDestUnanswOthe
réxx

countStatDestUnanswOthe
rUndef

countStatDestRedirectCalls
<CODE>

rae CODE — ogHo n3
3HAYEHUN:

300, 301, 302, 305, 308

countStatDestUnansw<CO
DE>

rae CODE — ogHo n3
3HaYEHUN:

400, 401, 402, 403, 404,
405, 406, 407, 408, 410,
413, 414, 415, 416, 420,
421, 422, 423, 480, 481,

OoID
1.3.6.1.4.1.35265.1.49.43.4.1.400

1.3.6.1.4.1.35265.1.49.43.4.1.606

1.3.6.1.4.1.35265.1.49.43.5

1.3.6.1.4.1.35265.1.49.43.5.1.2
1.3.6.1.4.1.35265.1.49.43.5.1.3
1.3.6.1.4.1.35265.1.49.43.5.1.4

1.3.6.1.4.1.35265.1.49.43.5.1.5
1.3.6.1.4.1.35265.1.49.43.5.1.6
1.3.6.1.4.1.35265.1.49.43.5.1.7
1.3.6.1.4.1.35265.1.49.43.5.1.8
1.3.6.1.4.1.35265.1.49.43.5.1.9

1.3.6.1.4.1.35265.1.49.43.5.1.10
1.3.6.1.4.1.35265.1.49.43.5.1.11
1.3.6.1.4.1.35265.1.49.43.5.1.12
1.3.6.1.4.1.35265.1.49.43.5.1.13

1.3.6.1.4.1.35265.1.49.43.5.1.14

1.3.6.1.4.1.35265.1.49.43.5.1.300

1.3.6.1.4.1.35265.1.49.43.5.1.308

1.3.6.1.4.1.35265.1.49.43.5.1.400

1.3.6.1.4.1.35265.1.49.43.5.1.606

3anpocbl

Get

Get

Get
Get
Get

Get
Get
Get
Get
Get

Get

Get

Get

Get

Get

Get

Get

{}

OnuncaHue

MHanBMAyanbHble CHETYMKM NO
KoZaM — YMCAO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP kogamu
4xX-6XX)

Tabnunua co Bcemu
HaKonUTeNbHbIMM CYETYMKamM SIP
Destination

MHaekcbl SIP Destination
HasBaHua SIP Destination

Ob6uwee Bpemsi aKTUBHbIX
pa3roBopos

Yumcno BXxoAAwMX BbI3OBOB

YMcno ucxoaaumx BbI30BOB
Yncno Bxogawmx SIP-coobuieHni
Yucno ncexoaawmx SIP-coobuueHni

Yncao ycnewHo npuHATLIX BbI3OBOB

YMCcno OTKNOHEHHbIX BbI3OBOB

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
Kodamm 4xx

Yucno HeoTBEYEHHbIX BbI30BOB C SIP
Kodamm 5xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KoZamu 6xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KOAamM, He NonasWUMK B Apyrue
CYETYMKMN.

MHamsuayanbHble CHETYMKM NO
KoZaM — 4MC/I0 NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP Kogamu
3xx)

MHameuayanbHble CHETYMKM MO
KoZaM — YMC/I0 NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP Kogamu
4xx-6xx)
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482, 483, 484, 485, 486,
487, 488, 489, 490, 491,
493, 500, 501, 502, 503,
504, 505, 513, 580, 600,
603, 604, 606

tableOfCallPerSecStatDest

perSecStatDestIndex
perSecStatDestName

perSecStatDestElapsedTim
e

perSecStatDestIncCalls
perSecStatDestOutCallLegs
perSecStatDestMsgRcv
perSecStatDestMsgSend

perSecStatDestAnswSucces
sCalls

perSecStatDestAnswFinalEr
rCalls

perSecStatDestUnanswOth
erdxx

perSecStatDestUnanswOth
er5xx

perSecStatDestUnanswOth
eréxx

perSecStatDestUnanswOth
erUndef

perSecStatDestRedirectCall
s<CODE>

roe CODE — ogHo u3
3HAYEHUN:

300, 301, 302, 305, 308

perSecStatDestUnansw<CO
DE>

roe CODE — ogHo 13
3HAYEHUN:

400, 401, 402, 403, 404,
405, 406, 407, 408, 410,
413, 414, 415, 416, 420,
421, 422, 423, 480, 481,
482, 483, 484, 485, 486,
487, 488, 489, 490, 491,
493, 500, 501, 502, 503,
504, 505, 513, 580, 600,
603, 604, 606

OID

1.3.6.1.4.1.35265.1.49.43.6

1.3.6.1.4.1.35265.1.49.43.6.1.2
1.3.6.1.4.1.35265.1.49.43.6.1.3
1.3.6.1.4.1.35265.1.49.43.6.1.4

1.3.6.1.4.1.35265.1.49.43.6.1.5
1.3.6.1.4.1.35265.1.49.43.6.1.6
1.3.6.1.4.1.35265.1.49.43.6.1.7
1.3.6.1.4.1.35265.1.49.43.6.1.8
1.3.6.1.4.1.35265.1.49.43.6.1.9

1.3.6.1.4.1.35265.1.49.43.6.1.10
1.3.6.1.4.1.35265.1.49.43.6.1.11
1.3.6.1.4.1.35265.1.49.43.6.1.12
1.3.6.1.4.1.35265.1.49.43.6.1.13

1.3.6.1.4.1.35265.1.49.43.6.1.14

1.3.6.1.4.1.35265.1.49.43.6.1.300

1.3.6.1.4.1.35265.1.49.43.6.1.308

1.3.6.1.4.1.35265.1.49.43.6.1.400

1.3.6.1.4.1.35265.1.49.43.6.1.606

3anpocbl

Get

Get
Get
Get

Get
Get
Get
Get
Get

Get

Get

Get

Get

Get

Get

Get

OnuncaHue

Tabavua co BCeMW MrHOBEHHbIMMU
cyétumkamum SIP Destination

MHaekcbl SIP Destination
HasBaHwusa SIP Destination

Obuee Bpemsi aKTUBHbIX
pa3roBopos

Yuncno BxoaAwmX BbI30OBOB

Yucno nexogawmx BbiI3osoB
Yncno Bxogawmx SIP-coobuieHni
Yncno nexoaaiwmx SIP-coobuueHni

Yuncao ycnewHo npuHATLIX BbI3OBOB

YMcno OTKNOHEHHbBIX BbI3OBOB

Yncno HeoTBEYEHHbIX BbI30BOB C SIP
Kogamu 4xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KoZamm 5xx

Yumcno HeoTBeYEHHDbIX BbI30OBOB C SIP
Ko4amu 6xx

Yucno HeoTBeYEHHbIX BbI30BOB C SIP
KOAaMM, He NonasWUMK B Apyrue
CYETYMKMN.

MHameuayanbHble CHETYMKM MO
KoZaM — 4MC/I0 NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP Kogamu
3xx)

MHamsuayanbHble CHETYMKM MO
KoZaM — 4MCJI0 NepeaspecoBaHHbIX
BbI30BOB (3aBeplueHbl SIP Kogamu
4xx-6xx)
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Ycrapeswwue OID

Hekotopble OID 6blAM M3MEHEHBI U B NOCAEAYOWMX Pennsax ctapble BETKM MoryT bBbiTb yAaneHbl Uau
3aMeHeHbl HOBbIMM Ha3HayeHMAM. PeKkomeHAyeTcA NepeHacTpouUTb CUCTEMbl MOHUTOPUHIA W CKPUNTbl Ha
ncnonb3osaHue Hosbix OID.

Tabnnuya .6 — Ycrapeswue OID

Uma oID 3anpocbl OnucaHue
sbcCpuload 1.3.6.1.4.1.35265.1.49.17 Get {} 3ameHéH Ha smgCpuloadTable
(1.3.6.1.4.1.35265.1.49.37)
sbcTopCpuUsr 1.3.6.1.4.1.35265.1.49.17.1.x Get {}.x 3ameHéH Ha cpuUsr
(1.3.6.1.4.1.35265.1.49.37.1.2.x)
sbcTopCpuSys 1.3.6.1.4.1.35265.1.49.17.2.x Get {}.x 3ameHEH Ha cpuSys
(1.3.6.1.4.1.35265.1.49.37.1.3.x)
sbcTopCpuNic 1.3.6.1.4.1.35265.1.49.17.3.x Get {}.x 3ameHéH Ha cpuNic
(1.3.6.1.4.1.35265.1.49.37.1.4.x)
sbcTopCpuldle 1.3.6.1.4.1.35265.1.49.17.4.x Get {}.x 3ameHéH Ha cpuldle
(1.3.6.1.4.1.35265.1.49.37.1.5.x)
sbcTopCpulo 1.3.6.1.4.1.35265.1.49.17.5.x Get {}.x 3ameHéH Ha cpulo
(1.3.6.1.4.1.35265.1.49.37.1.6.x)
sbcTopCpulrg 1.3.6.1.4.1.35265.1.49.17.6.x Get {}.x 3ameHéH Ha cpulrg
(1.3.6.1.4.1.35265.1.49.37.1.7.x)
sbcTopCpusSirg 1.3.6.1.4.1.35265.1.49.17.7.x Get {}.x 3ameHEH Ha cpusSirq
(1.3.6.1.4.1.35265.1.49.37.1.8.x)
sbcTopCpuUsage 1.3.6.1.4.1.35265.1.49.17.8.x Get {}.x 3ameHéH Ha cpuUsage

(1.3.6.1.4.1.35265.1.49.37.1.9.x)

Noaaeprkka OID MIB-2 (1.3.6.1.2.1)

SMG nopgaeprkusaet cnegytowme setkm MIB-2:

— system (1.3.6.1.2.1.1) — obwas nHdopmaumsa o CUCTEME;
— interfaces (1.3.6.1.2.1.2) — uHdopmaums o ceTeBbIx UHTEpPdeNcax;
— snmp (1.3.6.1.2.1.11) — nHdpopmauma o pabote SNMP.
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NMPUNOXEHUE A. OTPAHUYEHUE PECYPCOB SBC

Napametp SBC-3000 SBC-2000 | SBC-1000 | Mpumeuanme

Mpynn LACP 4 4 | 5 |

3anucei B NA NA 1024

Tabanue 802.1q

Cratnyeckmnx 255 255 255

MapLIpPYTOB B

Tabnvue

MapLpyTU3aLmm

(cBUTY)

CeTeBblIx 40 40 40 Ona SBC2000 n

WHTepdeiicos SBC3000
BO3MOHO
pacwumpeHue oo
500 npu HaAnyum
nvuyeHsmn 500VNI

SIP-TpaHcnopToB 256 256 256 Ona SBC2000 n
SBC3000
BO3MOHO
pacwupeHue oo
500 npu HaAnuum
nnyeHsmn 500VNI

SIP Destination 256 256 256 Ona SBC2000 n
SBC3000
BO3MOHO
pacwupeHue oo
500 Hannumm
nnyeHsmn 500VNI

SIP Users 256 256 256 Ona SBC2000 n
SBC3000
BO3MOHO
pacwupeHue oo
500 Hannumm
nnyeHsmmn 500VNI

SBC Trunk 256 256 256 Ona SBC2000 n
SBC3000
BO3MOHO
pacwupeHue oo
500 Hannumm
nnueHsnn 500VNI

Rule set 1000 1000 512 |

Mpasun ana 1500 1500 1000 HeT orpaHu4eHuA

Kaxgoro Rule
sets
oTAENbHOCTU

Ha KaXablit
npodunb, ectb
TONIbKO 0bLlee
orpaHuyeHue
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Mpaswun Rule set 1500 1500 1000
ONA ycTpolcTBa
MopTos anAa RTP AWanasoH ana AnanasoH AnanasoH

Ha4a/IbHOro nopTa:
10000-65535
KON-BO NOPTOB: 1-
32000

ANA HAYaNbHOro
nopta: 10000-
65535

KON-BO NOPTOB: 1-
32000

A1A HaYaNbHOro
nopta: 10000-
65535

KON-BO NOPTOB: 1
32000

SNMP trap

16

16

16

Apnpecos
K/IMeHTOB ANA
VPN/PPTP
cepsepa

5

5

5

SBC BbICcTynaeT B
POAU K/IMEHTA -
VPN/pptp client

Appecos
KNUEHTOB AN
L2TP cepsepa

SBC He moxeT
BbICTYNaTb KakK
L2TP-client, Tonbko
KaK cepsep

MNonb3oBaTtenen
VPN/PPTP/L2TP

255

255

255

Monb3oBartenei
WEB-uHTedelica
(BrNnagKa
BesonacHocTb/Y
npasaeHue)

10

10

10

3anucen B
6esiom cnucke
Fail2ban

ND

ND

ND

3anucen B
YyepHOM CnncKe
Fail2ban

3anucen B
CnuckKe
3a6/10KMpOBaHH
biIX Fail2ban

3anucein B
ypHane
3a6/10KMpOBaHH
bIX afpecoB

Mpodunei
Firewall

16384

16384

10000

32

16384

16384

10000

32

8192

8192

10000

32

Mpasun gna
BETOK
BX0A4ALLEro/ncxo
AALWEero/TpaH3uT
Horo TpaduKa, B
npodune n
BCEro ans
ycTpouncTea

1000

1000

1000
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3anucen B
cnucke
paspeLeHHbIX
IP-agpecos
(moctyn K
yrnpaBAeHUIo C
onpeaeneHHbIxX
aapecos)

255

255

255

Mpodunei
RADIUS

32

32

32

NA — not applicable;
ND — not defined.
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TEXHUYECKAA NOAAEPXKA

Ona  nonyyeHMA  TeXHMYECKOM  KOHCynbTauMM NO  BOMPOCaM  3KchayaTauum  obopypoBaHuA
000 «Mpeanpusatne «3J/ITEKC» Bbl MoxKeTe 06paTnTbca B CEPBUCHbIN LEHTP KOMMNAHWUW:

dopma obpaTtHoi cBA3K Ha calTe: http://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odumumanbHoOM canTe KOMNaHWM Bbl MOXKETe HaWTU TEXHWYECKYHD AO0KYMEHTaLMi0 U NporpammHoe
obecneyeHne pgna npoaykumm OO0 «Mpeanpuatne «3JITEKC», obpatutbca K 6ase 3HAHMA, OCTaBUTb
MHTEPAKTUBHYIO 3as1BKY UJIM MPOKOHCYNbTUPOBATLCA Y MHXKeHepoB CepBUCHOIO LIEHTPa Ha TeEXHMYeCcKom dpopyme.

OdurumanbHbI cant komnaHuu: http://eltex-co.ru/

TexHunueckuit popym: http://eltex-co.ru/forum

ba3sa 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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