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— MOHUTOPUHI COCTOAHUA U MHBEHTAPHbIX AAHHbIX YCTPOUCTB

— Peructpauusa u aHanus cobbiTnii Ha o6opyaoBaHUK, 0OHApYKeHUe npobaem
B CETU M NpeaoCcTaB/ieHMe PpeKOMeHAauMi No UX YCTPaHEeHUIO

- UeHTpanusoeaHHoe ynpasneHue o6HosieHnem MO

— PoneBasa mogenb goctyna, uHterpauua ¢ LDAP/MSAD u KypHanauposaHue
AencTBMi nonb3osarenei

— KapTbl ceTeit c aBTOMaTM4YeCcKMM o6Hapy»XeHuem ceaseit no LLDP
— paduuecknii nutepdeic Hacrpoiiku firewall Ha ESR n WLC
— IMynATop TepMUHaNa YCTPOMUCTB

- pynnoBoe nameHeHue KOHGUrypaumii yCTpomcTs ¢ UCNONb30BaHUEM
wabnoHos Jinja

— basoBas peanusauusa Zero Touch Provisioning (ZTP)
— MOHUTOPUHT U KOHbUrypuposaHue IP-pabpuk
— LeHTpanusoBaHHOe ynpaBaeHUe U1 MOHUTOPUHT 6ecnpoBOgHOI ceTh

- Moapeprxka AmueHsnmposaHusa ¢ Online/Offline ELM

— Noaaep:xKa paboTbl Ha poccuiickux OC

— MoHutopuHr BLLUMNA-060pyaoBaHus

— WHTterpauumsa c Peeper

— REST APl pgnsa cbopa aaHHbIX 06 ycTpoiicTBax, rpynnax, cobbiTuaAx u 3agavax

ECCM — cepBMC MOHUTOPUHTA U yNpPaBAeHUA KOHOUTypaLmMamm.

YnpaBneHue oCyLLECTBAAETCA C MOMOLLbIO NMOHATHOIO Be6-MHTepdelca, KOTopbIV NpeaocTaBaneT yaobHble MHCTPYMEHTbI ANA
HaCTPOMKM CUCTEMBI U CETEBOTO 060PYA0BaHMUA NOA HYKAbl NO/Ib30BaTENA.

PaboTa c KOHPUTrypaLUAMU YCTPONCTB

CornacHo npasunam, onpegeneHHbiM nonb3osatenem, cuctema ECCM aBTomaTUYeCKM ULLLET B CETU NOAAEPKMBAEMbIE yCTpOﬁ-
CTBa M HAYNHAET KOHTPO/IMPOBATb BCE nocneayroune nsmeHeHunAa KOHd)VII'ypaLI,MVI.

CucTtema no3BoAAET MNO/Ib30BATENO MEHATb KOHOUIYPALMIO KOHKPETHbIX YCTPOMCTB BPy4YHYto. Kaxablii pas npu nsmeHeHuUmn
KOoHduUrypaumm yctpoiictea ECCM AonoNHAET MHKpeMeHTaIbHYto 6a3y pesepBHbIX KonWit. JTlobas coxpaHeHHan BepcusA KOH-
durypaumm moxet bbITb CONOCTaB/IEHA C APYrOi BbIOPaHHOM BepCUEN UM NPUMEHEHA Ha YCTPOMCTBO NO KOMaHAe No/ib30Ba-
Tens.

[ns ynpasneHuns ceTeBbIMM 3KpaHamM Ha ycTpoincTeax ESR n WLC npegycmoTpeH rpaduyeckuii uHTepoeriic.

ABTOMaTH3aLMA KOHGUTYPUPOBAHUA CETU

Cuctema no3BoAAET CBECTU K MUHUMYMY TPyA03aTpaTbl A/1A NepeHacTPOMKM YCTPOMCTB MPU 3aMeHe BbllLeALero U3 cTpos
060pyA0BaHMA Ha aHANOTMYHOE, @ TaKXKe NPefoCTaBAAeT MHCTPYMEHTbI ANs reHepauumn KoHoUrypaumini no wabaoHam u mx
NPUMeHeHMA Ha rPyNMbl yCTPOMNCTB.

Pa6ota cNO ycTpoiicTs

OfHMM 13 BarKHEMLLMX aCNEKTOB NOAAEPKAHUA BbICOKOTO YPOBHA 6€30MacHOCTU CETU ABASETCSA CBOEBPEMEHHOE OOHOBNEHME
BcTpoeHHoro MO ceteBoro obopyaosaHusa. ECCM nossonsieT 06HoBAATb [0 ycTpoicTB MHANBUAYAbHO, Fpynnamn. O6HoBe-
HUMe 3aMnyCcKaeTcsA BPYyYHYto.

YnpaBneHue cobbiTuamu nunpobnemamm

B ECCM peann3oBaHbl cepBUCbl CO0Pa PasiInYHbIX AaHHbIX O CETEBOM 060pYA0BaHUM, PErUCTPaLmMmM CObbITUIN, aHann3a, 0bHa-
py*KeHus npobnem n npeaocTaBaeHNe PEKOMEHAALMI MO UX YCTPAHEHWIO, @ TAK}Ke OTNPaBKa YyBeAOM/IEH U NO1b30BaTENSAM Ye-
pes e-mail unu Telegram.
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— BbinosHeHWe onepaumin Ha OTAENbHbIX YCTPOMCTBAX: — MOHWTOPWHT 1 ynpaBaeHne ToO4Kamu 40CTyna
nepesarpyska, obHoBneHwue MO, pegaktMpoBaHue 1 6ecnpoBOAHBIMU KIMEHTAMM
KoHbUrypaumm — PasmelleHWe TOUEK JOCTYNa Ha NaHe NomeLLeHMaA (Cxembl
— MNoaroToBKa KOHUrypaLumii s ycTponcTs pasmelLeHns)
— Wcnonb3oBaHue Jinja-wabnoHOB Npy NoAroToBKe — Mpuem, dpunbTpauma n aHanms SNMP-TpanoB ycTpoCTB
KOHUrypaLmm — MpocmoTp AeTanbHON MHGOPMALLMM O MPUHATLIX TPanax
— HacTpoiika firewall Ha cepBucHbIX MaplpyTmsaTopax ESR — MOHUTOPWHT 1 06paboTka SNMP-TpanoB ycTponcTs
W KOHTponnepax 6becnposogHoro aoctyna WLC CTOPOHHWX BEHO,0POB
— MoHUTOPUHT 1 ynpasnieHne knactepom ESR —3arpy3ka n npocmoTp MIB-¢bainnoB yCcTPOIACTB CTOPOHHUX
— YnpasneHue KoHpuUrypauuamm yctponcts MES BEHAO0POB
¢ nomoulbto 3anpocos SNMP SET — Mpuem, dunbtpauns n aHanns Syslog-coobuueHnn
— LLlabnoHM3MpoBaHHOE yrpaBaeHne KOHPUrypaumamm YyCTPOWCTB
ycTponcte MES — Co3pgaHuMe nonb30oBaTeNbCKMX Aalwbopaos
— [pynnoBoe peaakTMpoBaHMe KOHGUIypauuii yCTPOMUCTB — lWabnoHmnsaumnsa onncaHunsa cobbiTUiA B NpaBuiax reHepaumm
— Ipynnosow cbop dainos tech-support ans MES/ESR/VESR cobbIThiA
— OTCcnexumBaHne M3MeHeHU KoHbUrypaumm — OTnpaBKa yBeAoOMIeHNI 0 Npobnemax u cobbiThAX Yepes
Ha yCTpoMCTBax email-/telegram-kaHasnbl
—MoaKntoyeHne K yCTPOMCTBY C MOMOLLLbIO IMYAATOPA — BO3MOXKHOCTb NepecblIkK cobbITUI 1 Npobiem BO
TepMMHana BHelWHtow SIEM-cucremy
— Cepsuc ana xpaHeHua MO gna ycrponcrs — MNopaeprkka paboTbl Ha poccuiickmnx OC: Astra Linux 1.8.1,
— MNNaHMPOBLUUK rpynnoBoro o6HoBAEHMS RedOS 8.0 1 Anbt CepBep 10.2.1

— 06CcnyKMBaHME KOMMYTATOPOB, PaboTatoLWMX B CTEKE

— [pynnupoBKa yCTPOWCTB M OrpaHMYeHme AoCTyna
nosb3oBartenen

— ABTOOGHapyKeHne yCTPONCTB

— PoneBas mozenb npas 414 Nosb3oBaTesNel CUCTeMbI

— OyHKUMOHaN 610KMpOoBaHMA/Pa3610KMPOBAHNA YUETHbIX
3anucelt nonb3osaTtenem

— ®yHKUMOHaN 610KMPOBAHMA [OCTYNA C ONPeaeNeHHbIX
IP-agpecos

— MBKas HacTPoOIKa NOAUTUK aAMUHUCTPUPOBAHUA
napone

— WNuterpaumna c LDAP u Active Directory

— OTcnexunBaHue ayTeHTUDMKaLMIM Nonb3oBaTenemn

— OTCcneXxmBaHMe AencTBuii NoNb3oBaTeNien B cucTteme

— MOHUTOPUWHT U yNpaB/ieHMe Nob30BaTeIbCKUMU
ceccuamm

— OTCNeKMBaHWE COCTOAHWUSA YCTPOMCTB B PeasibHOM
BpEMEHM

— Cbop, XpaHEHWNE U aHaNN3 MHBEHTAPHbIX AAHHbIX
N METPUK C YCTPOMCTB

— Onpoc AOCTYNHOCTM YCTPOMCTB

— ObHapyKeHWe Npobnem B CETU Ha OCHOBE aHaM3a
COB6bITUI M ynpaBaeHne MMmm

— Cbop, obpaboTKa 1 xpaHeHMe wireless-cobbITUi

— LleHTpanun3oBaHHOeE ynpasnieHue wireless-koHpurypauuen
yctpoincts WLC

eltex.ru
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MopaepXXMBaeMble YCTPOUCTBA

| mes ] ek | me | oswe' ] Tau | wic | ws | wop | Scs

MES1024 ESR-1x ME2001 SMG-2 TAU-16.IP WLC-15 WB-3P-PTP2 WOP-3ax-LR5 SCS-32
MES11xx ESR-15(R), ESR-15R FSTEC MES5000 SMG-4 TAU-24.IP WLC-30 WB-3P-PTP5 WOP-3ax-LR6
MES14xx ESR-2x, ESR-2x FSTEC ME5000M SMG-200  TAU-32M.IP WLC-3200  WB-3P-PTP6
MES21xx ESR-30, ESR-30 FSTEC ME5100 SMG-500 TAU-36.IP WLC-3250 WB-3P-LR5
MES22xx ESR-31, ESR-31 FSTEC ME5100S  SMG-1016M  TAU-72.IP WLC-3350 WB-3P-LR6
MES23xx ESR-100, ESR-100 FSTEC ~ ME5100 rev.X SMG-2016
MES2300-xx ESR-200, ESR-200 FSTEC ME5200 SMG-3016
MES24xx ESR-1000, ESR-1000 FSTEC ME5200S SMG-3116

MES2410-xx ESR-1200, ESR-1200 FSTEC ME5210S
MES2420-48P ESR-15xx, ESR-15xx FSTEC ME6008

MES2420B-24D  ESR-1700, ESR-1700 FSTEC

MES2420D-24DP ESR-3100
MES31xx ESR-3150
MES33xx ESR-3200, ESR-3200 FSTEC

MES3300-xx  ESR-3200L, ESR-3200L FSTEC

MES3400-xx ESR-3250
MES35xx ESR-3300, ESR-3300 FSTEC
MES3500(1)-xx(F) ESR-3350
MES35001-8P8F VESR

MES3510(D)S-xx(F)
MES36xx
MES37xx
MES53xx

MES5300-xx
MES5305-48
MES5310-48
MES5320-24
MES53xxA
MES54xx
MES5400-xx
MES5410-48
MES5500-xx
MES5700-32

MES7048

'SMG-2, SMG-4, SMG-200, SMG-500 — mosbKo MOHUMOopuHe; SMG-1016M, SMG-2016, SMG-3016 — 0a eepcuu 10 3.20.5.X u sblwe.

Caenatb 3aka3s 0 kKomnaHuu Eltex

Npeanpuatne «ITEKC» — Beaywmnii pocCUMCKUIA pa3paboTimKk U

g ﬁ ;E;:: npou3BOAMUTE/Ib KOMMYHUKaLUOHHOrO obopyaosaHua ¢ 30-netHei
+7(383) 274 1001 eltex@eltex.ru www.eltex.ru uctopumeit. KOMNAEKCHOCTb pelleHnii U BO3MOMKHOCTb WX BecluoBHOM
+7 (383) 274 48 48 MHTerpaumMn B WHOPACTPYKTypy 3aKasumMka — MPUOPUTETHOE Hanpas-

JNIeHUne pa3BuUTUA KOMMaHUN.

eltex.ru
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