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1 AHHOTauusa

B AaHHOM pyKOBOACTBE NMpuBeAeHbl BO3MOXHbIE COOBLLEHUS, reHEpUpyeMble Mogynem Syslog, ans
MapLupyTn3atopoB cepum ESR ¢ ykazaHMeM BO3MOXHbIX NapamMeTpoB COOBLLEHMI 1 NPUYMH BOZHUKHOBEHNS.

Jlorn Ha mapwpyTursatopax ESR odpopmneHsl no RFC 5424 ¢ cobntogeHnemM Bcex 06s13aTeribHbIX MNONeil.
B o6wwem Buae wabnoH Ans /I0roB Ha yaan€HHbI cepBep BbIMAAUT Cneayowmm obpas3om:
<SPRI>1 SISODATE SHOSTNAME SAPP_NAME - - - SSEQNUM: SMSG

B o6LemM Buae WwabnoH 415 NoroB A/18 BbiBoAa B KOHCO/b (console, ssh, telnet) nnu nokanbHbIi daiin
BbIFIAAMT CieayowyM 06pasom:

SSEQNUM: SISODATE SAPP_NAME SMSG
UacTb yKasaHHbIX Noseii He ABNAeTCA 0653aTe/IbHOV 1 BK/IHOYAETCS B PEXVME KOH(UTYPUPOBaHUS.

Nmsi npunoxenns (APP-NAME) MoXeT 6bITb ykasaHo Npu ykazaHUM COOTBETCTBYHOLLEN HACTPOIiKM Ha
ycTpoiicTee (syslog program-name) (4151 N0roB Ha yAan€HHbI cepBep MS NPUNOXEHUsT hopMUpyeTCs
6e3yC/0BHO, HACTPOIiKa BNMSIET HA OTOOPaXKEHME STIOTOB B KOHCO/IN WU/ COXPAHEHWUW B NTOKaUTbHbIX (haiinax).

MopsiakoBblii HoMep coobeHns (SEQNUM) nogcuctembl MOXET GbITb YKa3aH Npyu ykazaHum
COOTBETCTBYHOLLEN HAcTpolikm Ha ycTpoiicTBe (syslog sequence-numbers). 310 cTpoka Buaa «%d: », B Havasne
coo6LeHmns (Npu BbIBOAE B KOHCO/b UK chaiin) nmbo nepes nonem MSG (npu oTnpaBke COO6LLEHUS HA
yAaneHHblit cepBep).

Bpems MOXeT 6bITb YKaszaHO C TOYHOCTbI A0 MunnucekyHabl (TIME-SECFRAC) npu Hanmuum
COOTBETCTBYHOLLEN HACTpolikM Ha ycTpolicTBe (syslog timestamp msec).

Hwxe npuBeaeH nNpuMep NosIHOrO BMAA /10ra, OTNPaBNSEeMOro Ha yaasieHHblli cepBep, Ha NpYMepe /10roB
ayTeHTUMKaL M1 Nob30BaTenNs:

<86>12024-10-16T10:16:27+00:00 vesr login - - - 1: %AAA-LOCAL-I-SESSION: console: session opened for user
admin

<86>1 2024-10-16T10:16:29+00:00 vesr login - - - 2: %AAA-LOCAL-I-SESSION: console: session closed for user
admin

B fookymeHTe ncnonb3yetcs popmat npeactas/ieHns nora 6e3 cnyxebHoi nHopmauny — Tonbko MSG.
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2 OnucaHue coobuleHunin Syslog

1. OnucaHne coobuweHunii AAA
1.1 Jlor ycnewHoro Bxoga B cuctemy

Mpumep:

%AAA-LOCAL-I-SESSION: console: session opened for user testusername

MaTTepH:
%AAA-LOCAL-I-SESSION: %s1: session opened for user %s2

MapameTpbil:
%s1 — ucmouHuk: sudo | console | ssh | telnet

%S2 — UMS M0/1b308aMesis
1.2 Heyaa4yHas nonbITKa BXoga B CUCTEMY

Mpumep:
%AAA-W-CONSOLE: authenticate failed: Permission denied

MatTepH:
%AAA-W-CONSOLE: authenticate failed: Permission denied

MapameTpbl:

Omcymcmasytom
1.3 HeBepHbIii Naponb Nonb3oBartens

Mpumep:

%AAA-F-FAILED: Incorrect password for user ‘testusername’ tty=console rhost=0.0.0.0

MNaTTepH:
%AAA-F-FAILED: Incorrect password for user '%s1' tty=%s2 rhost=%s3

MapameTpbl:
%s1 — ums nosib3oBamerisi
%s2 — ucmouHuk: sudo | console | ssh | telnet

%s3 — adpec ydanéHHozo xocma (0.0.0.0 05151 oKkasibHOU aymeHmugbukayuu)
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1.4 MNonbITKa BOWTN € UICNOJIb30BAaHUEM HEU3BECTHOIO MMEHU NOJib30BaTe s

Mpumep:

%AAA-F-FAILED: Unknown user 'testusername’ tty=console rhost=0.0.0.0

MNaTtTepH:
%AAA-F-FAILED: Unknown user %s1' tty=%s2 rhost=%s3

MapameTpbl:
%s1 — ums nosib3oBamerisi
%s2 — ucmouHuk: sudo | console | ssh | telnet

%s3 — adpec ydanéHHozo xocma (0.0.0.0 05151 okasibHOU aymeHmugbukayuu)

1.5 3aBepLieHne ceccumn

Mpumep:

%AAA-LOCAL-I-SESSION: console: session closed for user testusername

MaTTepH:
%AAA-LOCAL-I-SESSION: %s1: session closed for user %s2

MapameTpbil:
%s1 — ucmouHuk: sudo | console | ssh | telnet

%S2 — UMS M0/1b308amesis

1.6 lo6aBNeHne HOBOro No/ib3oBartens

Mpumep:

%USER-I-ADD: User testusername was created

MNatTepH:
%USER-I-ADD: User %s was created

MapameTpbl:

%S — UMSI 110/1b308ameJist
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1.7 YpaneHue nonb3oBaTens

Mpumep:

%USER-I-ADD: User testusername was removed

MNaTtTepH:
%USER-I-ADD: User %s was removed

MapameTpbl:

%S — UMS Mo/1b30Bamerisi

1.8 \ameHeHUe NpuBUernii Ans nonb3oBarTens

Mpumep:

%USER-I-INFO: Privilege level of user testusername was changed from 5 to 14

MaTTepH:
%USER-I-INFO: Privilege level of user %s was changed from %d1 to %d2

MapameTpbil:
%S — UMSI 110/1b30BameJisi
%d1 — yposeHb npusuneauli 00 uameHeHul

%d2 — yposeHb npusuaeauli nocse usmeHeHul

1.9 U3smeHeHue napons Ansa nonb3oBaTtesif

Mpumep:

%USER-I-INFO: Password of user testusername was changed

MNatTepH:
%USER-I-INFO: Password of user %s was changed

MapameTpbl:

%S — UMSI 110/1b308ameJist

1.10 NameHeHne cpoKa AeiicTBMA Naposns nNonb3oBaTens

Mpumep:

%USER-I-INFO: changed password expiry for testusername
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MaTTepH:

%USER-I-INFO: changed password expiry for %s

MapameTpbil:

%S — UMS 110/1b308ame/isi

1.11 OcoGble noru npu paéore ¢ nosb3oBaresiem no SSH

1.11.1 YcnewHas ayteHTucpukauymsa no SSH

Mpumep:
%AAA-I-SSH: Accepted password for testusername from 10.0.0.7 port 54560 ssh2

MaTTepH:
%AAA-I-SSH: Accepted password for %s1 from %s2 port %d %s3

MapameTpbl:

%s1 — ums nosib3osamerisi

%S2 — aodpec, ¢ KOmMopPo20 MPoUCXooum MOOK/IHHYeHUe
%d — rnopm, ¢ KOMopPOo20 MPOUCXo0uUM MOOK/IOYEHUE

%s3 — npomokor (ssh2)

1.11.2 HeycnewHaa ayteHTudmnkauma no SSH

Mpumep:
%AAA-I-SSH: Failed password for testusername from 10.0.0.7 port 54560 ssh2

MNatTepH:
%AAA-I-SSH: Failed password for %s1 from %s2 port %d %s3

MapameTpbil:

%s1 — umsi nosiL3osamerist

%s2 — adpec, C Komopo20o NPoOUCXooum NMOOK/IHEHUE
%d — rnopm, ¢ KOMoOpPO20 NMPOUCX00UM MOOK/IOYEHUE

%s3 — npomokor (ssh2)
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1.12 Oco6ble noru npu paéoTte Npy NOBbILWEHUN NpUBUAErnii nonb3osartens B CLI

1.12.1 N3ameHeHue napons (pyHKUNOHaNa NOBbIWEHUs NPUBUIEruii

Mpumep:
%USER-I-INFO: password for 'Senab15S' changed by 'testusername'

MNatTepH:
%USER-I-INFO: password for 'Senab%dS’ changed by '%s'

MapameTpbil:
%d — uaMeHEéHHbIU ypOoBeHb rpusuieauli

%S — UMS 110/1b308ame/isi
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2. /I3MeHeHne COCTOAHUA CUCTEMbI

2.1 Nepe3arpy3ka ycTpoiicTBa

Mpumep:
%SYS-C-REBOOQT: CLI: System reboot initiated by user testusername from console at 2037-08-23 09:47:49

MaTTepH:
%SYS-C-REBOOT: CLI: System reboot initiated by user %s1 from %s2 at %Y-%B-%d %H:%M.:%S

MapameTpbil:
%s1 — ums nosib3osameyisi
%S2 — ucmouHuk: console | ssh | telnet

%Y-%B-%d %H:%M:%S — chopmam spemeHu

2.2 BbIK/toueHue ycTpoiictBa (NPMMeHMMO TonbKo ansA VESR)

Mpumep:
%SYS-C-REBOOT: CLI: System shutdown initiated by user testusername from console at 2037-08-23 09:47:49

MNatTepH:
%SYS-C-REBOOT: CLI: System shutdown initiated by user %s1 from %s2 at %Y-%B-%d %H:%M:%S

MapameTpsbil:
%s1 — ums ro/sib3oBamesis
%s2 — ucmouHuk: console | ssh | telnet

%Y-%B-%d %H:%M:%S — chopmam spemeHu

2.3 MNepes3arpy3ka ycTpoiicTBa N0 UHbIM NMPUYNHAM

Mpumep:
%SYS-C-REBOOT: Top-mgr: Service 'Cfgsync-mgr' stopped responding

MNaTTepH:
%SYS-C-REBOOT: %s

MapameTpbl:

%S — Mpu4uHa nepesazpysku ycmpolicmsa

10
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2.4 ameHeHUe AaTbl HA YCTPOUCTBEe

Mpumep:

% TIME-I-INFO: System time was changed by user testusername

MNaTtTepH:

% TIME-I-INFO: System time was changed by user %s

MapameTpbl:

%S — UMS Mo/1b30Bamerisi

2.5 NMpumeHeHne u3MeHeHUsi KOHpUrypaymm ycTpoiictea (commit)

Mpumep:

%CLI-I-CRIT: user testusername from console input: commit

MaTTepH:

%CLI-I-CRIT: user %s from console input: commit

MapameTpbil:

%S — UMS 10/1b308ame/isi

2.6 KoHpurypayms ycnewHo npuMeHeHa (nocne BBoga commit)

Mpumep:
%SYS-W-EVENT: Configuration is applied

MNatTepH:
%SYS-W-EVENT: Configuration is applied

MapameTpbl:

Omcymcmasyrom

2.7 NoaTBepxaeHne usMeHeHUst KOHcpurypauum yctpoiictsa (confirm)

Mpumep:

%CLI-I-CRIT: user testusername from console input: confirm

11
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MaTTepH:

%CLI-I-CRIT: user %s from console input: confirm

MapameTpbil:

%S — UMS 110/1b308ame/isi

2.8 YcTaHOBKa Talimepa noaTBepXXAeHUA U3MeHeHUs KOHurypaumm

Mpumep:

%SYS-W-EVENT: board commit confirmation timer expires in 600 seconds

MatTepH:

%SYS-W-EVENT: board commit confirmation timer expires in %d seconds

MapameTpbl:

%d — Ko/1u4ecmso cekyHo

2.9 UcTeueHne Talimepa NoaTBEPXKAEHUA N3MEHEHUA KOHUrypauum

Mpumep:

%SYS-W-EVENT: board commit confirmation timer expired, configuration has been reverted

MNaTtTepH:

%SYS-W-EVENT: board commit confirmation timer expired, configuration has been reverted

MapameTpbl:

Omcymcmasyrom

2.10 BBog KoMmaHAbl

Mpumep:

%CLI-I-CMD: user testusername from console input: configure

MaTTepH:

%CLI-I-CMD: user %s1 from console input: %s2

MapameTpbil:
%S1 — UmMs rnosib3osamesisi

%s2 — BBoOUMAsl KOMaHoa

12
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2.11 OWKNGKM NPUMEHEHNA KOHUrypauum Ha ctapTe

[nsa Bcex Nogo6HbIX OWMOOK HET creLmasibHOro NnarTepHa, OWMOKN He MMEIOT NapaMeTpoB.

2.11.1 Owum6GKa npu 3arpy3ske no Zero Touch Provisioning — owin6ka KoHcurypaumm

Mpumep:

% SYS- W_E VE N T I I I FARARAAAAAAAAAAAAA XA AAAAAAAAAAAAKAAAAAAA AL A AKX I I I
%SYS-W-EVENT: !l Configuration was loaded with errors, check error messages !!!
%SYS-W-EVENT: !ll Try preparing to restart ZTP "

% SYS- W_E VE N T I I I FAAAIAAAAKIAAAAXAAAAAIAXAAAIALAARAAEAAIAA LA AXAAAAAALL AKX KA I I I

2.11.2 OwumGKa npu 3arpyske Ha npeablayleii KOHUrypaum — own6kKa KOHUrypauum

Mpumep:

%SYS_W_EVENT'- III Pk b ok e ke o ok ke ok e ke e ok e ke ke ke ke ok ke b e ke ke ke ke ke ke kA ke ke kA A Ak A Ak kA A kAKX III
%SYS-W-EVENT: !l Configuration was loaded with errors, check error messages !!!
%SYS-W-EVENT: !l Start with default configuration m

%SYS_ W_EVEN T III FARAAFAAAAAAAAAAAAAA XA AAAAAAAAFAARAAAAAAAAAAA XA XA ALK III

2.11.3 OwumoGKa npu 3arpyskKe Ha npeabigyLiein KOHuUrypauyum ana Active-Hoabl Knactepa — oWwn6ka
KOHdurypauum

Mpumep:

BSYS-W-EVENT: [l #kkkhbrhhikiktksdhhbhhhhikkkbkhhhbhhkhkkbtbbhkkkikk |||
%SYS-W-EVENT: !l Cluster master configuration was loaded with errors m
%SYS-W-EVENT: !l! Check error messages m
%SYS-W-EVENT: !l Start with default configuration m

% S YS_ W_ E VE N T: I I I FAKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEAAAAA A AAAAAAAAA LA XA I I I

2.11.4 OwumnbGKa npu 3arpy3ke Ha npeabigyLienn kKoHqurypauum gna Standby-Hoabl knactepa — owMGKa
KOHcpurypaumm

Mpumep:

BSYS-W-EVENT: Il *kkkkkkkkkkkkkkkkkkhkkhhhhhhhhhhhhhhhhhhhhhhhhhhhhnns |||
%SYS-W-EVENT: !ll Cluster workers configuration was loaded with errors !l
%SYS-W-EVENT: Il Check error messages mn
%SYS-W-EVENT: !ll Start with default configuration m

% SYS- W_E VE N T I I I FAKAIAAAARKAAAARAAAAAIAAAAAIAEAARAAEAAIAA LA AIAA LA AAL LA LXK I I I

13
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2.11.5 OwumoGKa npu 3arpyskKe Ha npeabigyLlein KOHUrypayum, nonbIiTKka 3arpy3sumtbes no Zero Touch
Provisioning — owuno6ka 3arpysku KoHcurypauymm

Mpumep:

% SYS_W_E VE NT I[I KA AR A A AR A AR AAAAAAAA XA A KA A KA AR A A A AAAAAAAAAAA LA A KA KA A AAA [II
%SYS-W-EVENT: !!! Failed to start with user configuration m
%SYS-W-EVENT: !l Try preparing to restart ZTP m

% S YS_ W_ E VE N T: I I I FAKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEAAAAA A AAAA AR AL LA XA I I I

2.11.6 OwumGKa Npu 3arpyske Ha npepablayLwieii KOHUrypauum, NonbiTKa 3arpy3snTbcA ¢ AedonTHol
KOHdMrypauueii — olumobKa 3arpysku KoHcpurypauyumm

Mpumep:

% SYS-W_E VE N T.- III FARARAAAAAAAAAAAAA XA AAAAAAAAAAAAAAAAA XA AL AKX III
%SYS-W-EVENT: !!l Failed to start with user configuration m
%SYS-W-EVENT: !ll Start with default configuration mn

% SYS- W_E VE N T I I I FAKAIAAAAKKAAAARAAAAAIAAAAAIALAARAAEAAIAA LA AILA LA AAA LA AR AA I I I

2.11.7 Nepes3arpys3ka BcneacTene oWNGKA NOATOTOBKU 3arpy3ku no Zero Touch Provisioning

Mpumep:

%SYS_ W_EVEN T III FARAAFAARAAAAAAAAAAAAAAAAAAAAAAAAAXAAXAAAAAAAA XA XA ALK III

%SYS-W-EVENT: !l Failed preparing to restart ZTP, reboot system m

%SYS_ W_EVEN T III FAAAAFAAAAAAAAAAAAAA XA AAAAAAAAFAAAAAXAAAAAAAA XA AAAAAA K III

2.11.8 Mepesarpyska BcreacTBMe ycrnexa noarotoBku 3arpy3ku no Zero Touch Provisioning
Mpumep:
% SYS_W_E VE NT I[I KA AR KA AAAAAAAAAAAAA ALK KA AKX XA AAAAAAAAAAAAAAA A KA A A KA III

%SYS-W-EVENT: !l Preparing to restart ZTP successful, reboot system m

% S YS_ W_ E VE N T: I I I FAKAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAEAAAAA A AAAA A AAAA LA XA I I I

2.11.9 MNepe3arpy3ka BC/ieACTBME OLINGKU 3arpy3ku Aed)oNTHOW KOHhUrypauum

Mpumep:

% SYS- W_E VE N T I I I FAKAIAAAARAAAAAXAAAAAIAAAAAIALAARAXEAAIAAAAAIAAAAAALL ALK AKX I I I

%SYS-W-EVENT: I!! Failed to start with default configuration, reboot system !!!

% SYS- W_E VE N T I I I FAAAIAAAARIAAAAXAAAAAIAAAAAIALAARAAEAAIAAAAAXAA LA AAAL AKX AKX I I I

14



CepBucCHble MapLUpyTu3aTopbl cepumn ESR. PykoBOACTBO Mo coobLeHnsM Syslog

3. Pa6orta c harinamn

3.1 Hauano onepauyuun

Mpumep:
%FILE_MGR-I-INFO: operation started: ‘copy system:default-config system:candidate-config' (index: 1, origin: CLI)

MaTTepH:
%FILE_MGR-I-INFO: operation started: '%s1' (index: %d, origin: %s2)

MapameTpbil:
%s1 — onepayus:
copy %s1.1 %s1.2
%s1.1 — nymb: 0mKyo0a,
%s1.2 — nymb: Kyoa
delete %s1.1
%s1.1 — nymb 0o ¢palisia
checksum %s1.1
%s1.1 — nymb 0o ¢palisia
tech-support archive prepare
verify filesystem
verify filesystem-detailed
clear storage-device %s1.1 %s1.2
%s1.1 — nymb 0o ycmpolicmsa
%s1.2 — umsi ycmpoticmsa
verify storage-device %s1.1
%s1.1 — nymb 0o ycmpotlicmsa, BK/iro4ast UMsi
unmout storage-device %s1.1
%s1.1 — nymb 00 ycmpolicmsa, BK/iro4ast UMsi
boot system image-%d1.1
%d1.1 — Homep obpasa
create mtd partition '%s1.1'
%s1.1 — ums napmuyuu
%d — Homep onepayuu
%S2 — ucmoyHukK: CLI | SNMP
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3.2 CraTyc onepauun

Mpumep:

%FILE_MGR-I-INFO: operation is finished: ‘copy system:default-config system:candidate-config' (index: 1,
origin:CLI)

MNaTTepH:
%FILE_MGR-I-INFO: operation %s1: '%s2' (index: %d, origin: %s1)

MapameTpbl:
%s1 — cmamyc
%S2 — onepayusi:
copy %s2.1 %s2.2
%S2.1 — nymb: omkyoa,
%S82.2 — nymsb: Kyoa
delete %s2.1
%s2.1 — nyms 0o ghatina
checksum %s2.1
%s2.1 — nyms 0o ghalina
tech-support archive prepare
verify filesystem
verify filesystem-detailed
clear storage-device %s2.1 %s2.2
%s2.1 — nyms 00 ycmpolicmsa
%82.2 — umMs1 ycmpoulcmasa
verify storage-device %s2.1
%s2.1 — nymsb 00 ycmpolcmaa, BK/1oYasi UMsI
unmout storage-device %s2.1
%s2.1 — nymsb 00 ycmpolcmaa, BK/1oYasi UMSsI
boot system image-%d2.1
%d2.1 — Homep obpa3sa
create mtd partition '%s2.1'
%s2.1 — ums napmuyuu
%d — Homep onepayuu
%s3 — ucmoyHuk: CLI | SNMP
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4. Co6biTus firewall

4.1 3awuTta ot DoS / DDoS

3almTbl MOTyT GbITb BK/HOUYEHBI B KOHGUTypaLuy B cemeiicTBe koMmaHp, firewall screen. BknoueHue
NTIOTMPOBAHNS OCYLLIECTB/ISIETCS BK/IlOUEHNEM KOMaHg, cemeiicTBa logging firewall screen.

Mpumep:
%FIREWALL-W-WARN: screen 'ip-spoofing’ (VRF_test) denied icmp 10.0.1.2 (It 2 06:3a:61:66:72:7c) -> 10.0.1.2

MaTTepH:
%FIREWALL-W-WARN: screen '%s1' (%s2) %s3 %s4 %s5 (%56 %s7) -> %s8

MapameTpbil:

%s1 — mun 3awumsl (win-nuke | large-icmp | port-scan | syn-flood | destination-limit | source-limit | icmp-
threshold | udp-threshold | ip-sweep | ip-spoofing | icmp-frag | udp-frag | syn-frag | unknown-proto | ip-frag | icmp-
type-reserved | icmp-type-quench | icmp-type-echo-request | icmp-type-time-exceeded | icmp-type-unreachable |
syn-fin-flags | fin-no-ack-flags | no-flags | land-attack | tcp-all-flags)

(%s2) — umsi VRF (Moxxem omcymcmaoBams, €C/lu He 3a0aHo)
%s3 — delicmsue (detected | denied)

%S4 — rnpomokon

%s5 — IP-adpec (IPv6-adpec) ucmoyHuka

%s6 — umsi uHmepepelica

%s7 — MAC-adpec uHmepgpelica (ecsiu docmyrieH)

%s8 — IP-adpec (IPv6-adpec) HazHauyeHusi

4.2 CpabartbiBaHuA zone-based firewall

BktovaeTtca komaHgow log B KOHGourypaumm zone-pair npy 3agaHum action gnsa npasuna.

Mpumep:

%FIREWALL-I-LOG: zone-pair 'untrust trust' rule 1 (VRF_test) denied icmp 10.0.0.70 (gi1/0/2 50:3e:aa:02:98:87) ->
1.1.1.2dscp 0

MarTepH gnsa IPv4-Tpadmka:
%FIREWALL-I-LOG: zone-pair '%s1 %s2' rule %d3 (%s4) %s5 %s6 %s7:%d7 (%s8 %s9) -> %s10:%d10, dscp %d11

MartepH ansa IPv6-Tpacumka:
%FIREWALL-I-LOG: zone-pair '%s1 %s2' rule %d3 (%s4) %s5 %s6 [%s7]:%d7 (%s8 %s9) -> [%s10]:%d10

MapameTpbl:

%S1 — 30Ha UCMOYHUKAa
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%S2 — 30Ha HasHa4YeHusi

%d3 — Homep npasusia cpabameiBaHUsI

(%s4) — ums VRF (Moxxem omcymcmaoBame, ec/iu He 3a0aHo)
%s5 — deticmsue (permitted | denied)

%S6 — MPOMOKO/1

%s7:%d7 — IP-adpec ucmo4yHuka : Homep rnopma
[%s7]:%d7 — IPv6-adpec ucmoyHuka : Homep rnopma
%s8 — umsi uHmepepelica

%s9 — MAC-adpec uHmepgpelica (ecsiu docmyreH)
%s10:%d10 — IP-adpec HasHa4eHus : HoMep rnopma
[%s10]:%d10 — IPv6-adpec HazHayeHus : HOMep rnopma
%d11 — DSCP-memka (mosibko 05151 IPv4-mpacgpuka)

%d12 — Kosnu4yecmso rnakemos

4.3 CpabarbiBaHust HTTP(s) proxy

Bktovaetca komaHaow log enable B koHdurypaumm http-npocpuns.

Mpumep:

%FIREWALL-I-LOG: http proxy 'Filter' (VRF_test) denied (JavaScript) 192.168.1.100:34618 (gi1/0/2) ->
104.20.83.39:80

MNaTTepH:
%FIREWALL-I-LOG: %s1 proxy '%s2' (%s3) %s4 (%s5) %s6:%d6 (%s7) -> %s8:%d8

MapameTpbl:

%s1 — mun npokcu (http | https)

%S2 — umMmsi rpocpusiss cpabamsisaHusi

(%s3) — ums VRF (Moxxem omcymcmaoBsams, ec/lu He 3a0aHo)

%s4 — delicmsue (permitted | redirected | denied)

%s5 — npuyuHa hunbmpayuu (JavaScript | activex | cookie) (Moxem omcymcmasosame)
%56:%d6 — IP-a0pec ucmo4Huka : Homep rnopma

%s7 — umsi uHmepdgpelica cpabamsbigaHus (Mpu HasUYUU)

%58:%d8 — IP-a0pec HazHayeHus : HoMep rnopma

4.4 Cpab6arbiBaHua NAT-TpaHcnauum

Bk/loueHne NorMpoBaHmns OCyLLIECTBSIETCA BK/IOUEHNEM KOMaH/, cemeiicTBa logging nat. 3aecbk NAT proxy —
3TO proxy-arp.
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Mpumep:

%NAT-I-LOG: SNAT ruleset 'mine_awesome_set' rule 1 (VRF_test) permitted translation for tcp
192.168.1.254:65023 to 172.16.0.100:23

MNatTepH:

%NAT-I-LOG: %s1 ruleset %s2 rule %d2 (%s3) %s4 translation for %s5 %s6:%d6 %s7

MapameTpbl:
%s1 — mun NAT (source | destinaton | proxy)
ruleset %s2 rule %d2 — umsi npogbusisi u HoMep npasusa cpabamsisaHusi (0215 source / destination NAT)
(%s3) — ums VRF (Moxxem omcymcmasoB8ame, ec/iu He 3a0aHo)
%s4 — deticmsue (permitted | disabled)
%S5 — pPomokos
%s6:%d6 — IP-adpec ucmo4yHuka : Homep rnopma
%S7 — HasHayeHue mpaHc/syuu (Mpu Haauyuu)
%s7.1 - to port %d — B ykazaHHbIl HOMep rnopma

%s7.2 - to %s:%d — 8 ykazaHHbIl IP-adpec ucmo4Huka : Homep rnopma

4.5 Cpa6artbiBaHuA ARP inspection

BkitoueHne normpoBaHusl OCyLEeCTBNSIETCA BK/IOUEHNEM KOMaHAbI logging firewall arp-inspection.

Mpumep:

%FIREWALL-W-WARN: arp-inspection (VRF_test) 0a:00:27:00:00:00(192.168.56.11) ->
08:00:27:50:cf:2e(192.168.56.101) denied (gi1/0/1 0a:00:27:00:00:00)

MNaTTepH:
%FIREWALL-W-WARN: arp-inspection (%s1) %s2(%s3) -> %s4(%s5) %s6 (%s7 %s8)

MapameTpbl:

(%s1) — ums VRF (Moxxem omcymcmaosams, ec/lu He 3a0aHo)
%s2 — MAC-adpec ucmoyHuka

%s3 — IP-adpec ucmoyHuka

%s4 — MAC-adpec Ha3Ha4yeHust

%s5 — IP-adpec Ha3HayeHusi

%s6 — delicmsue (detected | denied)

%S7 — uMmsi uHmepgpelica cpabambiBaHusi

%s8 — MAC-adpec uHmepgpelica
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5. Co6bITUA cucTeMbl OGHapYXeHUus (NpeaoTBpaLLeHUs) BTOPXKEHUIA

5.1 Cpa6aTbiBaHue npaBunia (CUrHatypbi)

MpaBnno cpabaTbiBaHNSA aHa/IOMMYHO NpaBuy cpabaTbiBaHWUS A5l open-source npoekTa Suricata, ¢
MHEeMOHUKo %IPS-I-INFO

Mpumepsbl:

%IPS-I-INFO: [Drop] [1:30010:0] Rule 10 Drop [Classification: Generic ICMP event] [Priority: 3] {ICMP}
192.168.1.108:2048 -> 8.8.8.8:0

%IPS-I-INFO: [1:30020:0] Rule 20 Alert [Classification: Generic ICMP event] [Priority: 3] {ICMP}
192.168.1.108:2048 -> 8.8.4.4:0

%IPS-I-INFO: [2:10037:0] Traffic categorised as ‘news'detected! [Classification: (null)] [Priority: 3] {TCP}
192.168.34.2:42194 -> 95.173.136.72:80

MaTTepH:
%IPS-I-INFO: [%s1] [%d2:%d2:%d2] %s3 [Classification: %s4] [Priority: %d5] {%s6} %s7:%d7 -> %s8:%d8

MapameTpbil:

[%s1] — delicmsue Had nakemom (Moxem omcymcmaosams, ec/u delicmaue He npou3sodumcs)
%d2:%d2:%d2 - group id : rule id : revision id

%s3 — meta-coobuweHue

%s4 — Knaccugukamop

%d5 — npuopumem

%S6 — rMPOMOoKo/

%s7:%d7 — IP-adpec ucmo4yHuka : Homep nopma

%$8:%d8 — IP-adpec Ha3Ha4yeHusi: HomMep nopma
5.2 3arpy3ka HoBoro (n1v nepBoro) cnucka npasun B IPS

Mpumep:

%IPS-I-INFO: 1 rule files processed. 252 rules successfully loaded, 0 rules failed

MNatTepH:

%IPS-I-INFO: %d1 rule files processed. %d2 rules successfully loaded, %d3 rules failed

MapameTpbl:
%d1 — konuyecmso ¢halisios ¢ npasunamu
%d2 — Ko/IU4eCmaBo ycrnewHo 3a2pyXeHHbIX rpasus

%d3 — KO/IUYeCmB0 HeycrnewHo 3a2pyXeHHbIX npasus (OWUGKU B nMpasusiax, oWUbKU napcuHaa, etc)
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5.3 Hauano npnmeHeHUA HOBOro CNUCKa npaBul

Mpumep:
%IPS-N-NOTICE: rule reload starting

MNaTtTepH:
%IPS-N-NOTICE: rule reload starting

5.4 YcnelwiHoe npuMeHeHNe HOBOIO CMUCKa npasun

Mpumep:
%IPS-N-NOTICE: rule reload complete

MNaTtTepH:
%IPS-N-NOTICE: rule reload complete

5.5 YcnewHblii 3anyck IPS

Mpumep:
%IPS-I-INFO: Configuration provided was successfully loaded.

MNaTTepH:

%IPS-I-INFO: Configuration provided was successfully loaded.
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI, OCTaBUTb UHTEPAKTUBHYHO 3aBKY:

OdmuymanbHbIn cant komnaHuu: https://eltex.ru
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpysok: https://eltex.ru/download/
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