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Bepcua fOKymeHTa

JAlaTta BbinycKa

CopeprkaHue U3smeHeHmi

Bepcua 1.55

08.04.2026

CuHXpoHu3aums c Bepcuei 4.0.26.3

2.3 OCHOBHbIe TEXHUYECKUNE XapaKTEePUCTUKHU

Bepcua 1.54

20.02.2026

CuHXpoHu3auma c sepcueit 4.0.26.1

U3meHeHuA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUE XapaKTePUCTUKMU
2.5 KomnneKT nocraBku

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinamu

5.28.1 dyHKLUUM 06ecneyeHnn 3aWwmTbl NOPTOB

Bepcua 1.53

26.12.2025

CuHXpoHu3auuma c sepcueit 4.0.26

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

2.4 KOHCTPYKTUBHOE UCNOJIHEHUE

2.5 KomnneKT nocraBku

5.21.2 NMpoTtokon RADIUS

5.21.7 HacTpoiika goctyna

5.28.2 NpoBepKa NOAJIMHHOCTM K/IMEHTA HA OCHOBe nopTa (cTaH-
Aapt 802.1x)

5.28.5 3awwmrTa IP-agpeca knumeHta (IP source Guard)

5.28.6 KoHTponb npotokona ARP (ARP Inspection)

Bepcua 1.52

17.11.2025

CuHXpoHusaums c sepcuei 4.0.25.5

U3meHeHuUn B pasgenax:

2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKHU
2.4.4 CeeToBasa MHAUKALMA

5.5 KomaHpabl ynpasaeHusa cuctemoim

Bepcma 1.51

19.09.2025

CuHXpoHu3aums c sepcuein 4.0.25.3

U3meHeHuUn B pasgenax:

2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKHU
2.4.4 CeBeToBaA UHAMKALMA

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

Bepcuma 1.50

15.08.2025

CuHXpoHu3auma c Bepcuei 4.0.25.2

U3meHeHuUA B pasgenax:
2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU
5.28.2.1 basoBas npoBepKa NOAJ/IMHHOCTH

Bepcua 1.49

22.07.2025

CnHXpoHu3sauma c sepcueit 4.0.25.1

M3meHeHuA B paspgenax:

5.10.1 Napamertpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.21.7 Hactpoiika gocrtyna

5.28.5 3awumra IP-agpeca KaueHta (IP source Guard)

Bepcua 1.48

27.06.2025

CuHXpoHU3aums c Bepcueit 4.0.25

Bepcua 1.47

07.05.2025

CnHXpoHu3sauma c sepcueit 4.0.24.5

Bepcusa 1.46

19.02.2025

CuHXpoHu3auma c Bepcueit 4.0.24.1

UsmeHeHuUA B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOopa

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinamm
5.8 HacTpoiika cucTeMHOro BpemeHu
5.13.2 NMpoTtokon arperauumn KaHanos LACP
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5.21.1 MexaHusm AAA

5.21.3 NMpoTtokon TACACS+

5.28.2.1 ba3oBasa npoBepKa NOA/IMHHOCTH

5.28.2.2 PaclumpeHHaa npoBepKa NOAJIMHHOCTU

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTU4ecKkoii mapLupyTusaumm

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 Hactpoiika npotokona IS-IS

5.35.13 KoHdurypauua BupTyanbHou 06a1actm mapLupytusauum
(VRF lite)

Bepcua 1.45 03.12.2024 CuHXpoHusaums c Bepcuei 4.0.23.6

U3meHeHus B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.7.3 KomaHabl gna pe3epBUpoBaHUA KOHOUTYpaLUmn

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

6.2.1 O6HOBNEHMNE CUCTEMHOrO NPOrpamMmmMHoOro obecneyeHus

Bepcua 1.44 07.10.2024 CuHXpoHusaums c sepcueit 4.0.23.5

U3meHeHus B paspgenax:
5.17.5.2 Hactpoiika npotokona MSTP

Bepcua 1.43 12.08.2024 CuHXpoHu3auma c Bepcueit 4.0.23.1

U3meHeHunA B pasgenax:

2.4 KOHCTPYKTUBHOE UCMNOJIHEHUe

4.4 Pexxum paboTbl KOMMyTaTOpa

5.6 KomaHapb!l ANs HAaCTPOMKM NapameTpoB ANA 3a4aHUA naponeit
5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.8 HacTpoiika cMUCTEMHOro BpemeHu

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 NpoToKon ynpasneHus cetbto (SNMP)

5.22 ¥ypHan aBapuit, npotokon S

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.28.2.1 basoBas npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PaclwumpeHHasa npoBepKa NoAJMHHOCTU

5.28.7 ®dyHKumoHan First Hop Security

5.29 ®dyHKuum DHCP Relay-nocpegHuka

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.42 04.06.2024 CuHXxpoHusauuma c sepcueit N0 4.0.22.7

M3meHeHuA B pasgenax:

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.23 3epkanuposaHue (MOHUTOPUHI) NOPTOB

5.33 KoHdwurypaumsa 3awurol ot DoS-atak

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.41 07.03.2024 CuHXpoHu3saums c sepcuent MO 4.0.22
Bepcua 1.40 19.12.2023 CuHXpoHu3auma c sepcueit N0 4.0.21.7
Bepcua 1.39 20.10.2023 CuHxpoHusauums c sepcuei M0 4.0.21.5
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U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.32 KoHdurypauma ACL (cnUcKu KOHTpOAA A0CTyna)

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauua supTyanbHoi 06a1actm mapLipytusauum
(VRF lite)

Bepcua 1.38

09.08.2023

CuHxpoHusauums c sepcueit MO 4.0.21

U3meHeHun B paspenax:

2.3 OCHOBHbIE TEXHUYECKUE XapaKTePUCTUKU

5.5 KomaHpabl ynpasaeHusa cucremoim

5.8 HacTpoiika cMucTeMHOro BpemeHu

5.21.2 NMpoTtokon RADIUS

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnmeHTa (CoA)

5.33 KoHdurypaumsa 3awurbl ot DoS-atak

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hactpoiika Route-Map

Bepcua 1.37

28.04.2023

CuHxpoHusaums c sepcuent M0 4.0.20

U3meHeHus B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.10.2 HacTpoiika VLAN u pe}KumoB KommyTauum nHtepdeiicos
5.17.5 CemeicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 ®dyHKLUUM 06ecnevyeHnn 3aWwmTbl NOPTOB

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npoToKona IS-IS

Bepcua 1.36

23.01.2023

CuHxpoHusauma c sepcuent MO 4.0.19

U3meHeHus B paspgenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 Napamertpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KMumoB KommyTauum uHtepdeiicos
5.16.1 NMpoTtokon IPv6

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 ®dyHKUMA NocpesHUKa npoTtokona IGMP (IGMP Snooping)
5.20.1 NMpotokon PIM

5.20.4 dyHKuua IGMP Proxy

5.21.2 Npotokon RADIUS

5.21.4 NpoTokon ynpasneHua cetbto (SNMP)

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.2.2 PacwumpeHHana npoBepKa NoAJINHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTuiueckoii mapLupytTusaumm

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.35

16.12.2022

CuHXpoHu3zauums c sepcueit N0 4.0.18.4
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Bepcua 1.34 29.11.2022 CuHxpoHusauma c sepcueit N0 4.0.18.2

U3meHeHus B paspenax:

5.7.3 KomaHab! ana pesepBupoBaHUA KOHGUrypaumum
5.10.1 NapameTpbl Ethernet-unrepgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.2 Hactpoiika npotokona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hacrpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoTtoKon ynpasneHus cetbto (SNMP)

5.34.1 HacTtpoiika QoS

Bepcua 1.33 29.07.2022 CuHxpoHusaums c sepcuent M0 4.0.18

Do6aBneHbl pasgensl:
5.35.13 KoHdurypauua supTyanbHoi o6a1actm mapLipytusauum
(VRF lite)

U3meHeHuUA B pasgenax:

5.5 KomaHpabl ynpasaeHusa cucremoim

5.7.2 KomaHabl ana pabotbl ¢ paitnamm

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hacrtpoiika IPv4-agpecauumn

5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 Hactpoiika gocrtyna

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHnrta (IP source Guard)

5.29.1 ®yHKummn DHCP Relay gns IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctTaTUuecKoii mapLupyTusaumm

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.32 27.06.2022 CuHxpoHusaums c sepcueit M0 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u peXumoB KommyTauum nHtepdeiicos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperayuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npotoKona LLDP

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypauua ACL Ha 6ase IPv4

5.32.3 KoHdurypaumua ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcma 1.31 01.04.2022 CuHxpoHusauums c sepcueit N0 4.0.16.14

Bepcua 1.30 28.02.2022 CuHxpoHusauums c sepcueit N0 4.0.16.13
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Bepcua 1.29

12.01.2022

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku
5.18 Voice VLAN

5.25.3 ilnarHocTuKa MHAUKauMmn nHtepdpeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauua ACL Ha 6a3e MAC

Bepcua 1.28

12.11.2021

U3meHeHus B paspenax:

2.1 Ha3sHa4yeHue

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU

2.4.1 BHewWwHW BUA U ONUCaHUE NepegHeli NnaHen ycTpoucTea
2.4.2 3aaHAA 1M BepPXHAA NaHeu YCTPOiiCcTBa

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.27

12.10.2021

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH KommyTtatop MES2324P ACW

U3meHeHuA B paspgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

2.4.1 BHewWwHW BUA U ONUCaHUe nepeaHeii NnaHenn ycTpoicTea
2.4.2 3aaHAA 1 BepPXHAA NaHeun YCTPoicTBa

2.4.4 CBeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpasieHUsa cuctemon

5.8 HacTpoiika cucTeMHOro BpemeHu

5.10.1 Napamertpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-unrepdeiicos

5.17.5 CemeicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapwuii, npoToKkon S

5.31 KoHourypauma DHCP-cepBepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcuna 1.25

30.04.2021

[o6aBneHbl pasgensi:
5.25.3 inarHocTuKa MHAUKauum nHtepdeincos

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 HacTpoiika uHrepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ans pasnauuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npotokona ARP (ARP Inspection)

5.28.2 MpoBepKa NOANMHHOCTM K/IMEHTA Ha OCHOBe NopTa (cTaH-
BAapt 802.1x)

5.28.3 Hactpoiika ¢pyHkumumn MAC Address Notification

5.33 KoHdwurypauma 3awurel ot DoS-atak
5.34.1 Hactpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.24 02.03.2021 CuHxpoHusauuma c sepcueit N0 4.0.15.3

Bepcua 1.23 10.02.2021 U3meHeHuUA B pasgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HaCTpoOiiKa KOMMyTaTopa

4.5.2 Hactpoiika napameTpoB cuctembl 6e3onacHocTn

5.5 KomaHabl ynpaBaeHus cuctemoi

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Bepcua 1.22 24.12.2020 [Oo6aBneHbl pa3gensi:
5.35.12 MNMpoTtokon GRE

U3meHeHus B paspgenax:

5.7.4 KomaHab! Ana aBToMaTU4ecKoro o6HoBneHUA U KOHpUrypa-
uum

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.10.3 Hactpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 HacTpoiika npotoKkona DNS — cuctembl OMEHHbIX UMEH
5.21.3 NMpoTtokon TACACS+

5.28.4 KoHTpoab npotokona DHCP u onuua 82

5.33 KoHdwurypaumsa 3awuTol ot DoS-atak

5.34.1 Hactpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21 27.10.2020 U3meHeHunA B pasgenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHgapb! gna paboTbl ¢ painamm
5.33 KoHdwurypaumsa 3awurol ot DoS-atak

Bepcua 1.20 16.10.2020 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKku

5.17.4 MexaHusm o6Hapy:keHus netenb (loopback-detection)
5.20.4 dyHkumna IGMP Proxy

Bepcma 1.19 14.09.2020 U3meHeHuA B pasgenax:

5.1 ba3oBble KOMaHAbl

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.11 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoTtokon ynpasaeHus cetoto (SNMP)

5.28.1 ®dyHKLUUM 06ecnevyeHnA 3aWwmTbl NOPTOB

5.28.5 3awura IP-agpeca KaueHTa (IP source Guard)

Bepcna 1.18 02.09.2020 [Oob6aBneHbl pa3genbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHta (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueit

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.4 CBeToBas MHAUKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl gna pabotbl ¢ paitnamu

5.10 KoHdurypauma nntepdeiicos n VLAN

5.10.1 Napamertpsbl Ethernet-untepoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA NocpesHUKa npoTtokona IGMP (IGMP Snooping)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.20.4 ®dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 ®dyHKUUM 06ecnevyeHUA 3aWwmuTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.32 KoHdurypauma ACL (cnUcKu KOHTpOAA A0CTyna)

5.34 KauecTtBo 06CcnyKmMBaHna — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcna 1.17

23.01.2020

[Ho6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHun B paspenax:

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-unrepdeiicos

5.10.2 HacTpoiika VLAN u pe}umoB KommyTauum nHtepdeiicos
5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 ®dyHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NpOTOKO/1 KOHTPO/IA MHOFOaA4pPEeCcHOro
TpadumkKa B IPv6

5.28.4 KoHTtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Do6asneHbl pasgensl:

3.3 YcTaHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblii 3anycKk KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npoTtokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHunA B pasgenax:

5.7.2 KomaHabl gna pabotbl ¢ paitnamm

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum nHtepdeiicos
5.17.5 CemeicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKktponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PacwumpeHHana npoBepKa NoAJANHHOCTU

5.29.2 dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTtpoiika npotoKona IS-IS

Bepcuna 1.15

16.09.2019

[ob6aBneHbl pasgenoi:

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.29.2 dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B pasgenax:
2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU
2.5 KomnneKTt noctaBKku
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4.5.1 ba3oBas HaCTpoOiiKa KOMMyTaTopa

5.10 KoHdwurypauma untepdeiicos n VLAN

5.22 }XypHan aBapuii, npoToKkon S

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHta (CoA)
5.32 KoHourypauma ACL (CnUCKK KOHTPOAA A0CTyna)

Bepcua 1.14 27.05.2019 [Oo6aBneHbl pa3gensi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

5.20.3 Npotokon MSDP

5.35.5 HacTpoiika npotoKona IS-IS

5.35.7 Hactpoiika Prefix-List

U3meHeHuUA B pasgenax:

2.2.4 dyHKUMK TpeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.10 KoHdwurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 ®dyHKUMM orpaHuyeHna multicast-tpaduka

5.20.1 NMpoTokon PIM

5.20.4 ®dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.4 KoHTtponb npotokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3auum

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.13 05.02.2019 UsmeHeHuA B paspenax:

2.2.4 ®yHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 HacTpoiika npotoKkona GVRP

5.21.7.1 Telnet, SSH, HTTP u FTP

5.25.2 inarHocTMKa onTUY4EeCcKOro TpaHcmeepa
5.27.2.2 PaclumpeHHas HacTPOMKa NOAJMHHOCTU
5.27.3 KoHTtponb npotokona DHCP u onuun 82
5.28 ®yHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHUsa cuctemoim
YBenunueHo kKoaunuectso Port-Channel go 48

[o6aeneHbl pasgenbi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.12 01.11.2018 U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKUNE XapaKTePUCTUKU

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.5 KomaHgbl ynpasieHUsa cuctemon

5.19.2 Npasuna rpynnoBoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oob6asneH pasgen:
5.17.5.3 Hacrpoiika npotokona PVST+

UsmeHeHuA B paspenax:

2.4.1 BHewWwHWA BUA U ONUCaHUE NepepHeii NnaHen ycTpouicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBneHusa cuctemoim

5.17.3 Hactpoiika npotokona GVRP

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 9
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5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoi agpecauunun (multicast addressing)
5.25.2 inarHocTnMKa onTU4eCcKoro TpaHcusepa

5.25.1 lnarHocTMka meaHoro Kabens

5.21.2 NMpoTtokon RADIUS

5.26 dneKTponutaHue no nuHuam Ethernet (PoE)

5.27.1 ®dyHKuMA obecneyeHuUs 3aLmUTbl NOPTOB

5.30 KoHourypaumsa DHCP-cepBepa

5.4 HacTpoiiKa MaKpOKOMaHp,

Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbil arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

Job6asneHbl pasgenbi:

5.3 NepeHanpaBneHue BbiBoAa KomaHpg, CLI B npon3BONbHbDbIM
daiin Ha N3y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHUs u KoHurypa-
uum

5.10.1 Napametpbl Ethernet-unrepogeiicos, Port-Channel u Loop-
back-unrepdeiicos

5.13 Fpynnbl arperauum KaHanoB Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKkona DNS — cuctembl OMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 ®dyHKUMA MHOroagpecHo mapuwpyTtusauum IGMP Proxy
5.20 MHoroapapecHaa maplipyTtusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepBepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXEHUE A. NTPUMEPbI NTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWUCTBA

NPUNOXEHUE I'. ONUCAHUE NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

2.4 KOHCTPYKTUBHOE UCMNOJIHEHUe

2.4.4 CeeToBasa MHAUKALMA

5.4 KomaHAbl ynpaBieHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u peMmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotokona LLDP

5.18.1 ®dyHKUMA NocpesHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 MpoTokon ynpasaeHus cetobto (SNMP)

5.20.6 Cnucku pocrtyna ACL anAa ynpaBaeHUA yCTPOICTBOM
5.24.2 ilnarHoCcTMKa ONTUYECKOro TpaHcMBepa

6.2 XypHan aBapwii, npoTtokon Syslog.

6.9 KoHpurypaumua PPPoE Intermediate Agent

Bepcna 1.7

18.09.2017

[ob6asneHbl pasgenbi:
5.9.3 Hacrtpoiika Private VLAN

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexMumoB KommyTauumn nHtepdeicos
5.16.4 MexaHu3m o6HapyeHua netenb (Loopback-detection)

10
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5.18 I'pynnoBasa agpecaumua

5.20.6 Cnucku pocrtyna ACL ana ynpaBieHUA yCTPOCTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoToKon ynpasneHus cetbto (SNMP)

5.21 XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTpoab npotokona DHCP u onuua 82

5.28 KoHowurypaumsa PPPoE Intermediate Agent

5.32.1 HacTpoiika QoS

Bepcna 1.6

25.05.2017

[Ao6asneHbl pasaenbi:
5.16.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)

M3meHeHUA B pasgenax:

2.2.4 dyHKUUM TpeTbero ypoBHA ceTeBo mogenu OSI

5.9 KoHdurypauus nutepodeiicos n VLAN

5.12 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)

5.20.4 NpoTokon ynpasneHua cetbto (SNMP)

5.20.7.1 Telnet, SSH, HTTP u FTP

5.26.1 PyHKLUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB

5.27 ®yHkuun DHCP Relay nocpegHuka

5.28 KoHourypaumsa PPPoE Intermediate Agent

5.30.3 KoHdurypaumua ACL Ha 6a3e MAC

5.32.1 Hactpoiika QoS

5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.5

23.03.2017

[o6asneHbl pasaensbi:

5.6.3 KomaHpab!l gna pesepsupoBaHua KoHurypauum
5.26.6 Hactpoiika ¢pyHKumn MAC Address Notification
NPUNOXEHUE T ONUCAHUE NPOLLECCOB KOMMYTATOPA

U3meHeHus B paspgenax:

4.3 3arpy3o4yHoe MeHto

5.4 KomaHgbl ynpaBieHUa cucTemon

5.6.2 KomaHab! gna paboTbl ¢ paiinamu

5.9 KoHurypauus nHrepdeiicos

5.18.2 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP

5.16.5.1 Hactpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA

5.26.3 KoHTponb npotokona DHCP u onuua 82
6.1 MeHto Startup

Bepcna 1.4

09.09.2016

[ob6aBneHbl pasgenni:

2.4 KOHCTPYKTUBHOE UCNO/IHEHUe — A06aBneHo onucaHue Kom-
myTtatopos MES2308

5.8 KoHpurypauma sBpemeHHbIX MHTepBanoB time-range

5.15.8 Hactpoiika npotokona OAM

5.17.4 ®yHKuMM orpaHnueHuna multicast-tpadpuka

5.24 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27 KoHowurypauma PPPoE Intermediate Agent

U3meHeHunA B paspgenax:

2.3 OCHOBHbIe TeXHONOrMYecKue XxapakKTepucTuKmn
5.4 KomaHabl ynpaBieHUsa cuctemoim

5.7 HacTpoiika cucTeMHOro BpemeHu

5.8 KoHdurypauus nHtepdeiicos

5.12 Hacrpoiika IPv4-agpecauum

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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5.15.5 CemeiicTBOo npoToKonos STP (STP, RSTP, MSTP)

5.17.1 Npasuna rpynnoBoi agpecauunmn (multicast addressing)
5.17.2 dyHKUMA nocpegHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.19.2 NMNpoTtokon RADIUS

5.19.5 MpoTokon ynpasneHusa cetoto (SNMP)

Bepcua 1.3 22.07.2016 [o6aeneHbl pasgenol:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)

UsmeHeHuUA B paspenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBieHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdwurypauma ACL (cnucku KoHTponsa pgoctyna)

Bepcma 1.2 25.05.2016 [Oob6aBneHbl pasgenbi:

2.3 OCHOBHbIe TEXHO/IOFMYECKME XapaKTePUCTUKHU

2.4 KOHCTPYKTUBHOE UCNOTHEHUE - ONUCaHUue KOMMYTaTopoB
MES2348B

Bepcua 1.1 12.05.2016 [No6aBneHbl pasgensi:

2.3 OCHOBHbIE TEXHOJIOTMYECKME XapaKTEPUCTUKN

2.4 KOHCTPYKTUBHOE UCMONHEHMWE - ONUCAaHUE KOMMYTaToOpPOB
MES3324, MES2324

YpaneH pasgen:
5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcuna 1.0 25.03.2016 MNepBas ny6aunkauus.

Bepcua NO 4.0.26.3

12 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

0O603HaueHue OnucaHue

B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble

[1 napameTpbl, HO UX BBOA, NPefOCTaBAAET ONpeAeNieHHble AONONHUTE bHbIE
onumu.

0 B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
3aTesibHble NapameTpbl. Heobxoammo BbI6pPaTbh OANH M3 NAPaMETPOB.

«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-

«-» 30HOB.

«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT «UAN».

«/» JaHHbIN 3HaK B ONUCaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMOYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXupHbolii MonyXunpHbIM WPUPTOM BblgeNEHbI MPUMEYAHNA N NPeayNpPeKAeHNA.
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKasblBalOTCA Ha3BaHUA Kna-
Kypcue> BWLU Ha KNnasuaType.

Courier New MonyxunpHbim wpndtom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHuna u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTPoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUUAX, KOTOpPble MOryT HaHecTu
Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOW paboTe ycTpoiicTBa uam notepe

,j‘ MpumeyaHua coagepKaTt BaXKHYHO MH(I)OpMaLI,VIIO, coBeTbl UIn pekomeHaaunm no ucnosib3o-
- AdHHDbIX.
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DHELTEX

1 BBEAEHME

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumnn
ceTeli cBA3U B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouero nokosneHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTEb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/TI0MHOM apxmTekType NGN.

Mepesaya wHoOpmMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHoro MmacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTopas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

Kommytatopbl MES23xx, MES33xx n MES5324 moryT Ucnosb30oBaTbCA Ha CETAX KPYMHbIX NpeanpuaTui
W NpeanpuATUIn Manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHM obecneyumBatoT BbICOKYHO
NpPOu3BOAUTENBbHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO 06cAyKMBaHUA (QOS).
KommyTtatopbl MES5324 n MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 33 CYET pe3epBUMpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHa4veHa 41a opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobxoAMMO BbINOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NUMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAweMm pyKOBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA ONnAa KOH(I)MpraLI,MVI, MOHUTOPUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R » npepgHasHayeHHble AN WCMNONb30BaHUSA B
OMepaTopPCKMX CETAX B Ka4yecTBe YCTPOMCTB arperaumm 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTy Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nan 1 Iéut/c (1000BASE-X 1 1000BASE-T SFP), uto obecneumsaeT rMbKOCTb B MCNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexoa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbIX. Hebnokupyemasn
KOMMYTaLMOHHANA MaTpULa NO3BOJIAET OCYLLECTBAATL KOPPEKTHYIO 06paboTKy NakeToB NPy MaKCMMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUnAUMM front-to-back obecneunBaet addeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

[y6nnpoBaHHble BEHTUAATOPbI WU UCTOUYHWKWU MMUTaHUA MOCTOSAHHOTO WAM MNEPEeMEHHOro TOKa B
COYeTaHWM C Pa3BUTOM CUCTEMOI MOHUTOPMHIA annapaTHOW YacTK YCTPOWCTBA NO3BOAAIOT NOYUYNUTL BbICOKME
NoKasaTenu HageKHoCTU. YCTPOWCTBA MMEIOT BO3MOMHOCTb ropsadYei 3amMeHbl MoAyner NUTaHuUA U
BEHTUNALMOHHbIX Mogynen, obecneumsan becnepeboMHOCTb PYHKLMOHMPOBAHUA CETM onepaTtopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaTOpbl YPOBHA L3, ocylLecTBAAIOT NOAK/IIOYEHME KOHEUYHbIX NO/b30BaTenel U ceTel npeanpuaTuii
Masioro u cpeaHero 6M3Heca K CeTAM OnNepaTopos CBA3M C NoMoLLbio HTepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES23281, MES3508(P), MES3510(P) npeaHa3Ha4yeHbl AnA opraHu3a-

UMM 3alUMULLEHHBIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xo4MMO BbINOJHEHWE TPeboBaHMIA MO
obecneyeHUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®yYHKUUM KOMMYTATOpaA

2.2.1 basosble hyHKYuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUWIA YCTPOMUCTB, ZOCTYMNHbIX 418 aA4MUHUCTPUPOBAHUSA.

Tabnunua 1 — basoBble GpyHKLMM YCTPOCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/TyHaAx Neperpyskm BbIXOAHbIX MOPTOB YCTPOMCTBA TPa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epiKKam nepesayn
oyepedu (HOL) OaHHbIX N NOTepe NakeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesady CBepXANMHHbIX Kagpos, YTO No3BoAsAeT

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepepaBaTtb AaHHble MEHbLWMM YUCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaL MK, Bpemsi 06paboTKM U NepepbIBbI.
frames)
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DHELTEX

YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpaBieHne NOTOKOM NO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. s NpeaoTBpalleHna nepenoiHeHnsa bydepa HU3KOCKOPOCT-
HOe YCTPOICTBO MMEET BO3IMOXKHOCTb OTMNpaBnATb nakeT PAUSE, Tem cambim WH-
dopmmMpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAenaTb Naysy npu
nepepgaye nakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaep:kmMBaeT 06beMHEHE HECKO/IbKMUX YCTPOMCTB B CTEK. B 3TOM
c/lyyae KOMMYTaTOpbl PaccMaTpuBalOTCA KaK efAMHOe YCTPOMCTBO C obwumu
HacTpoliKamu. BO3MOMKHbI A4BE TOMO/MOMMU NOCTPOEHMA CTEKa — KO/bLO U Le-
nouyka. Mpu 3ToM NapameTpbl NOPTOB BCEX YCTPOMCTB, BK/OUYEHHbIX B CTEK, MOXHO
3a4aTb C KOMMyTaTopa, paboTtaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BOIAET CHU3UTb TPYAO0EMKOCTb YPABAEHUSA CETHIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop coctaBnfaeT B namaT TabauLly, B KOTOPOW yCTaHaB/IMBAETCA COOTBET-
cteue mexxgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyyeHus

B oTcyTCTBME 0BYyYeHMA AaHHbIe, NOCTyNaloLWwme Ha Kakoi-1Mbo NopT, NnepesatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTopa. B pexkMme 0byyeHUsa KOMMyTaTop aHau-
3npyeT Kagpbl 1, onpegenns MAC-agpec oTnpaBuTeNsa, 3aHOCUT ero B Tabauuy
KommyTaumu. Bnocneacresmm kagp Ethernet, npegHasHadeHHbIl gna xocta, MAC-
aJlpec KOTOPOro yxe ecTb B Tabuue, nepeaaercs TO/IbKO Yepes yKasaHHbIN B Tab-
JMUE MopT.

Moddepxka
nepedayu Ha
HecKonbko MAC-

[aHHaa GyHKUMA NO3BONSET YCTaHABAMBATL COEAUMHEHUA «OAMH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOrOaApecHow

adpecos rpynne, nepeaeTca Ha KaXKAbl NOPT, BXOAALWMIA B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe 5 5

epems xpaHeHus Ecau oT ycTpoiicTea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHU He NOCTYNakT NaKeTbl, TO 3anNnCb ANA AaHHOIo agpeca yCctapeBaeT a-

MAC-adpecoe p Y AanAa L, Aap ycTap YA

Aut tic Aai naetca. 9To no3sonser noaaepxunBatb Ta6J'IMLI,y KOMMYTaUuuUn B aKTya/lbHOM CO-

(Automatic Aging for —

MAC Addresses)

CmamuyecKue .

3anucu MAC CeTteBom KOMMYTATOpP NMNO3BOJIAET NO/1Ib30BATE/NIO ONpeaenTb CTatTnyeCkme 3anncu

X . cooTeeTcTBUN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMYTaLUN.
(Static MAC Entries)
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2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro ypoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune ¢yHKLUMIA BTOporo yposHA (Layer 2)

Peanunsauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLUK, NONYYEHHOM

®yHkyus IGMP npuv aHanuse cogepxunmoro IGMP-nakeToB, onpeaenunTb, Kakme yCTPOUCTBA B CETH
Snooping yuacTBytoT B rpynnax MHOroaApecHoi paccblikv, U aapecoBaTtb TpaduK Ha cooT-
BETCTBYIOLLME NOPThI.
®yHkyua MLD Peanusaumsa npotokona MLD no3sonseT ycTPOMCTBY MUHUMU3UPOBATb MHOFOa4-
Snooping pecHbIV IPV6-Tpaduk.
dyHKUMA, NO3BOMAIOWAA NEpPeHanpas/iATb MHOrOAAPEecHbIM TpaduK U3 OAHOWM
®yHKyus MVR VLAN B Apyryto Ha ocHoBaHuMM IGMP-coobLieHnii, YTO NO3BOAIAET YMEHbLIUTb

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«lWTopm» — 37O pasmHokeHue broadcast-, multicast-, unknown unicast-naketos
B KaXKAOM y3/1e, KOTOPOe NPUBOAMUT K NaBMHOOBPa3HOMY POCTY MX YMCNa U napa-
nusyeT paboTy cetn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOpOCTb Nepesaym MHOroaApecHbIX U LUIMPOKOBELLATENbHbIX KaApPOB, NPUHATbIX
M nepegaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmos
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT yb6amMposaTb TpaduK HabaogaeMbix NOPTOB,
nepecbinas Bxodsawme U/Uan ucxolslime NakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
No/ib30BaTeNA KOMMYTAaTOpPa €CTb BO3MOMKHOCTb 3343aTb KOHTPO/IMPYHOLUIA U KOH-
TPO/AIMpyemble NMOPTbI U BbIGpaTh TUM TpadUKa (BXOAALLMIA M/UAN UCXOAALWMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa GyHKLMA NO3BOASET Ha3HauuTb NopTy ero uplink-nopT, Ha KoTopbIi be-
3ycnosHo byaeT nepeHanpasaATbcA Becb Tpaduk, obecneymsan Tem cambiM U30-
NALMIO C APYTMMUM NOpTamu (B Npesenax o4HOro KOMMyTaTopa), HaXoAAWMMUCA B
3TOM e WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BO/ISET M30AMPOBATL rPynny NopTos (B npeaenax ogHoOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLATENbHOM AOMEHE MEeXKAy COo-
60#1, N03BONAA NPU 3TOM 0B6MeEH TPadUKOM C APYrMMM NOPTamMM, HAXOSALLMMUCS
B 3TOM e LWWPOKOBELATENbHOM AOMEHE, HO He MpUHAANeXalWMMKM K 3ToW
rpynne.

Private VLAN (light
version)

ObecneunBaeT M30AALMIO MEKAY YCTPONCTBAMM, HAXOAAWMMUCA B OLHOM LLUMPO-
KoBeLaTe/IbHOM JOMEHE, B Npeaenax Bcei L2-ceTn. Peann3oBaHbl TONIbKO ABa pe-
*MMma paboTbl nopTa: Promiscuous u Isolated (Isolated-nopTbl He MoryT o6meHu-
BaTbCA APYr C APYrom).

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOM 3aayeli KOTOPOro ABAA-

Moddepxcka g
eTca npuBedeHue cetn Ethernet ¢ M36bITOYHBIMU COEAUHEHUAMM K APEBOBUAHON
npomokona STP .
. TONONOMMK, UCKNtoYatoWel neTan. KommyTaTopbl 06MeHWBaOTCA KOHdUrypaLm-
(Spanning Tree
OHHbIMM COOBLLLEHUAMM, UCNOb3YA KaApbl CNeLmansHoro GopmaTa, U BbI6OpoUHO
Protocol) BKJ/IOYAIOT M OTK/IKOYAIOT Nepesady Ha NopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbiit) STP (RSTP) — sBNsieTcA ycoBepLIEHCTBOBaHMEM NpoTokona STP,
(IEEE 802.1w Rapid XapaKTepM3yeTcA MEeHbLUMM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TOMO-
spanning tree norumn u umeet 6onee BbICOKYHO YCTOMYMBOCTD.
protocol)
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKoN NpeAHa3HauyeH ANA NOBbIWEHNA YCTOMYMBOCTM M HaAEKHOCTU CETU Ne-
pepaun AaHHbIX, UMEeIoLWen KObLLeBYHO TONOOIMUIO, 33 CYET CHUMKEHUA BPEMEHM
BOCCTaHOBJ/IEHUA CETU B C/lydae aBapun. Bpems BoccTaHoB/IeHMA He npesblluaeT 1
CEKYHAbI, YTO CYLECTBEHHO MeHbLUe BPEMEHW NepecTPoKM CEeTM Npu UCMO/b30-
BaHMM NPOTOKOJ/IOB CEMeCTBa spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmnx oaAHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noaaep1BaeT passiMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns Ux NpUHaANeKHOCTU K onpegeneHHon VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeacTaBaAsoT coboi NpoToKoa Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym MHopmaumm o
COCTOAHUM KaHana Mmexay HemnocpeacTBEHHO MOAK/AOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonb3sytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A0/KHbI NoAAepXKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauun GARP VLAN obecneumBaeT AuHamuuyeckoe pobasre-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Ec/iv BKAKOYEH MPOTOKOA
GVRP, KommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHagNeX-
HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMOIOTUM.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BATb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ansa nepegadm MHGopmaumm o npuHaanexxHoctm Kk VLAN. Mossonset uc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHue
KaHan08 ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneunsaeT aBTomaTnyeckoe ob6beanHEHNE OTAENbHbIX CBA3EM
MeXay ABYMS YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTATOP MM KOMMyTaTop—cep-
BEp) B e4MHbIN KaHa/ nepeaayn AaHHbIX.

B NpOTOKO/1E€ MOCTOAHHO ONpeAeNsAeTcA BO3MOXHOCTb 06beAMHEHUA KaHal0B, 1 B
C/lyyae OTKasa CoeAMHEHUSA, BXOAALLErO B 06beAMHEHHDIN KaHan, ero Tpaduk as-
TOMaTMYeCKM nepepacnpenensietca No He OTKa3aBWMM KOMMOHeHTam obbeau-
HEeHHOro KaHana.

Co3daHue epynn LAG

B ycTpoiicTBax noaaep:kmBaetca GpyHKLMSA CO3[aHUA TPYNn KaHanoB. Arperauus
kaHanos (Link aggregation, trunking) wnwn IEEE 802.3ad — TexHonorns obveamHe-
HUA HECKONIbKUX GU3NYECKMX KaHaNoB B OAMH JIOTMYECKUA. ITO cnocobcTByeT He
TO/IbKO YBE/IMYEHWIO MPOMYCKHOW CMOCOOHOCT MarucTpasbHbIX KaHaioB KOMMY-
TaTOP—KOMMYTATOP MM KOMMYTaTOP—CEPBEP, HO U MOBbLILUEHUIO UX HAJEKHOCTU.
Bo3moXKHbI TpU TMNa 6anaHCMPOBKM — Ha ocHoBaHWM MAC-afpecoB, Ha OCHOBa-
Huu IP-agpecos 1 Ha ocHoBaHUK noprta (socket) HazHaueHus.

Mpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOW CKOPOCTbIO, paboTatowumx B Ayn-
NNEKCHOM peXuMe.

Moododepxka Auto
Voice VLAN

MpenoctaBAsAeT BO3MOXKHOCTb MAEHTUDULMPOBATL FO10COBON TPadUK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-aapeca). Ecau
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu xe IP-tenedoHa, To AaHHbIA NOPT aBTOMATUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHauyaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX Npasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpapuK
aboHeHTa Ha HeckonbKo VLAN, nameHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemoe2o yposHa cemesoii modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTpoinctBa CNocobHbI
BootP/DHCP.

aBTOMaTMYeCcKn nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHWUCTPATOP KOMMYTaTopa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy MapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npotoKkon conoctassieHusn IP-agpeca u Gpu3nMyeckoro agpeca ycTpoicTea.
CooTBeTCTBME YCTaHaB/AMBAETCA Ha OCHOBE aHa/M3a OTBETa OT y3/1a CeTw, agpec
y3/1a 3anpalwmBaeTcs B LUMPOKOBELATeIbHOM MaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMYECKOW MapLLpPYTM3aLMmK, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATL MapPLUPYTHYIO MHOOPMALMIO, MOYYan ee OT COCeAHNX MapLIPYTH-
3aTOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE NMPOMENKYTOUHbIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢yHKUMA YNPOLLEHHOM MapLUPYTM3aLMN MHOFOAAPECHbIX AaHHbIX
Mmexay cetamu. [na ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lNpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpyTU3aLMKU, OCHOBAHHbIA Ha TEXHOJ/IOTUM OTC/e-
YKMBaHMA cocToAHMA KaHana (link-state technology) v ncnonb3ytowmin ans Haxox-
AeHua KpaTyakwero Nyt anroputm Jelikctpol. MpoTokon OSPF pacnpocTpaHaeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTAX MEXKAY MapLLIpyTU3aTOpaMmn OAHOMN aBTo-
HOMHOWM CUCTEMDBI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHUYHOrO W/o3a) ABNAeTCcA NpoTo-
KOJIOM MapLUpyTM3aLMM MeXKAY aBTOHOMHbIMK cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBatOTCA MHPOPMaLMEN O MAPLLPYTaX K CETAM HasHaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHa4yeH ANs pe3epBrpoBaHMA MapLIpyTU3aTOPOB, BbINOA-
HAKOLWMX PO/b W33 MO YMOAYaHMI0. ITO gocTuraetca nNyTém obbeanHeHus IP-
NMHTepdencoB rpynnbl MapLIpPyTM3aTOPOB B OAMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNO/1b30BaTLCA KakK LUJ/IK03 MO YMOYAHUIO A1 KOMMbIOTEPOB B CETU.

PIM-npoTOKON MHOroaZpecHol mapuwpyTusaunmn ana IP-ceteit, co3gaHHbii ans
peweHuna npobnem rpynnosol Mmapwpytusauuun. PIM  6asupyetca  Ha
TPaAMLMOHHbIX MapLPYTHbIX NPOTOKOAax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTo TOro, 4Tobbl cO34aBaTb COGCTBEHHYK ceTeBytd Tononoruio. PIM
Mcnonb3ayeT unicast-Tabanuy maplpytTusaummn ans nposepkun RPF. 3Ta nposepka
BbIMOMIHAETCA  MaplupyTM3aTopamu, 4Tobbl  ybeauTbca, 4To  nepenaya
MHOroazpecHoro Tpadpuka BbINoHAeTCa no nyty 6e3 neTtens.
Ipomokon MSDP MpoTokon ana obmeHa uHPopmaumen 006 MCTOYHMKAX MYyNbTUKACTA MeXAay
pasaunyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLUMM KadecTBa obcnyxusaHusa (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kaxk4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KaaccubuKaLumMm NaKeToB No PasINYHbIM MNOMAM B 3arosI0BKax nake-
TOB.

ModdepiKa Knacca
obcayxuesaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LENIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3aeprKKam Tpadumka. CtaHgapT 802.1p onpeaensaeT Bo-
CeMb YpOBHeW npuoputeToB. KOMMyTaTOpbl MOTYT MCNOAb30BaTb 3HAYEHWE NpU-
oputeTta 802.1p ana pacnpegeneHusa Kagpos NO NPUOPUTETHLIM oYepeaam.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

dyHKLMA KOMMyTaTOpa, NpeaHasHaYeHHan ANa 3alMTbl OT aTak C UCNOAb30Ba-
Huem npoTokosna DHCP. Ob6ecneumsaet Ppuabtpaumto DHCP-cooblieHunit, nocTy-

DHCP Snooping MUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUA U NoAAEP!KaHUA 6a3bl AAHHbIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTBua bpaHamayspa MeXay HeHaaeKHbIMM nopTamu 1 cepsepamm DHCP.
Onuwms, KoTopas no3sosiseT nponHpopmmnposatb DHCP-cepsep o Tom, C Kakoro
Onyus 82 DHCP-peTpaHcaaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHUo KOMMYyTaTop, Ucnob3yowmin yHkumo DHCP Snooping, o6Hapy-
KuMBaeT n otbpacbiBaeT ntoboii DHCP-3anpoc, cogepKalmin onumio 82, KOTOpbIn
OH MONY4YnN Yepes HeHaZEXHbIN (untrusted) nopr.

UDP relay MepeHanpasneHune WnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLecTBasfeT LEeHTPa/sn30BaHHOe ynpaBiaeHuWe ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMW U COOTBETCTBYIOWMUMU KOHPUIYPaLMOHHBIMM MapamMeTpamu, aBTomaTuye-
cepsepa

CKU nNpeaoctaBnAaa UX KIMEHTaAM.

IP Source address
guard

dyHKUMA KOMMyTaTopa, KoTopaa orpaHuymneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHMM TabanLbl cOOTBETCTBUIM H6a3bl gaHHbIX NpuBa3kn DHCP — DHCP Snooping
M CTaTUYeCKM CKOHOUrypupoBaHHbIX IP-agpecoB. ®DyHKUMA Mcnonb3yeTca Ana
60pbObI c NogmeHow IP-agpecos.

d)YHKLIMH KOMMYTaATOpa, nNpegHa3Ha4yeHHaAa ONA 3allnTbl OT aTaK C MCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTynaeT C HEHaAeXHOro nopTa,
Inspection noagepraeTca NposepKe — cooTBeTcTBYeT m IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop OT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaunK, coaepKallenca B 3aro/loBKax yposHel 2, 3 n 4, y agmm-
[2-13—-14ACL dopmay, AepKaLL yp yaA

(Access Control List)

HUCTPATOpPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPaBKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH Mbo oTOpOLLEH.

Time-Based ACL

Mo3sonsaeT cKoHGUIrypupoBaTb BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL bygeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddeprcka OcHoBHaA GyHKLMA 6OKMPOBKU — NOBLICUTL He30nacHOCTb CeTH, NPeaoCcTaBNAnA
3a610KUPOBAHHbIX AOCTYN K MOPTY KOMMYTaTopa TO/IbKO A/1A YCTPOICTB umetowmx MAC-agpeca, 3a-
nopmos KpensieHHble 33 3TUM NOPTOM.

lpoesepka

MposepkKa noanvHHocTu IEEE 802.1x npeactaenset cobo MexaHM3M KOHTPOA
[OCTYNa K pecypcam Yepes BHeLWHU cepsep. Mpolueawine nposepKy Noa/IMHHO-
CTM NONb30BATENN MOYHAOT AOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIEe PYHKLMK yNpaBAeHUA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAOTCA B daiisie HaCTPOMKU, KOTOPbLIV COAEPKUT
JaHHble KOHOUTYPaAL MK KaK BCEM CUCTEMBI B LLE/IOM, TaK U OMNpeAesIeHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoToKkon TFTP ncnonb3yetcs a8 onepaumini 3anmMcy u yteHus ¢aiinos. MNpotoKkon
OCHOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoicTsa nogaepuBatoT 3arpysky 1 nepeaadvy no JaHHOMyY NPOToKoy daiios
HacTPOWKKM 1 06pa3oB NporpammHoro obecneyeHus.

lpomokon SCP
(Secure Copy)

MpoTokon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM npoToKose SSH.

YCTpoiCTBa NOAAEPKMBAIOT 3arpy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YaaneHHbih moHUTOpMHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX Ce-
Ten, pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNe AaHHble C MOMOLLbIO CTaHUuK ynpasaeHua cetbto. RMON — 3To0
CTaHAapTHaa 6a3a MIB, B KOTopoit onpeaeneHbl TEKYLWAA U Npeablaywas ctaTu-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWME AaHHbIE B peasib-
HOM BPEMEHMW.

lpomokon SNMP

MpoTokon SNMP ncnonb3yetca A58 MOHUTOPUHIA U YPaBAeHUA CETEBbIM YCTPOW-
cTBOM. 114 yNpaBAeHUA JOCTYNOM K cUCTeMe onpeaenaeTcsa CNMCoK 3anucei co-
obLecTsa, Kaxkaan U3 KOTOPbIX COAEPKUT NPUBUAETUN AOCTYNA.

Unmepdpeiic

KOMAHOHOU cmpoKu

YnpasneHne Kommytatopamum nocpeactsom CLI ocyliecTBnseTcs NOKaAbHO Yepes
nocnegoBaTenbHbli nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKM KoHconu (CLI) sBnAeTcs NpomMbIWAEHHbIM CTaHAAPTOM. UH-

Time Protocol)

(CLI) TepnpeTtaTop CLI npeaocTaBnaeT CNMCOK KOMaHA, U KAOYeBbIX C/I0B 414 MOMOLM
MONb30BATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslo Syslog — npoTokon, obecneynBatowmin nepeaady coobLLEHNI O NPONUCXOAALLNX B
ysiog cucTeme CobbITUAX, a TaKKe yBeAOMAEHUI 06 oWnbBKax yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — MPOTOKOA CMHXPOHU3ALMKN BPEMEHW CETU, rapaHTMpyeT Tou-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHM CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHaYeHHan 4/1A onpeaeneHus maplu-

ypoeHu npueuneauii

Traceroute
pyTOB Nepefayvn AaHHbIX B IP-ceTax.
YnpaeneHue A .
MUWHWUCTPATOP MOXKET onpeaennTb YPOBHU NPUBUAETUA A0CTYNa ANA NONb30Ba-
KOHMponupyemeoim h . P . P PeA P P AocTyna 4 .
Tenen yCTpomCcTBa M XapaKTEPUCTUKU L1 KAXKAOr0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

ONns uTeHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTYNa K Kaxaomy nHtepdeincy
ynpasneHus (SNMP, CLI). 3anpeT MOKeT 6bITb YCTAaHOBNEH OTAENbHO 418 KaXKA0ro

baokuposka
unmepdeiica TMNa gocTyna: .
Telnet (CLI over Telnet Session)
ynpaenexua Secure Shell (CLI over SSH)
SNMP
JlokaneHasa [na nokanbHOM ayTeHTUdMKaLMM NOAJEPIKMBAETCA XpPaHEHWe naponei B 6ase
aymeHmudguKayus AaHHbIX KOMMYTaTOpa.

duaempayus IP-

Joctyn no SNMP paspelaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWUXCA Ye-

adpecoes dna SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKALMM, aBTOPM3ALMKN U y4yeTa.
Cepsep RADIUS uncnonb3yeT 6asy AaHHbIX NO/Ab30BaTe/eil, KOTOPas COAEPKUT
Kauenm RADIUS PBEP y VA , KOTOPaA COAEP
JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0oro nosb3osatens. KommyTtaTopbl co-
JepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.
YCTPOICTBO NpeaocTaBAsfeT NOALEPIKKY NPOBEPKM MOAIMHHOCTU KAMEHTOB NO-
TACACS+ cpencTBom npotokona TACACS+. MpoTtokon TACACS+ o6ecneymsaeT LLEHTPaamn3o-
(Terminal Access BaHHYlO cucTeMy 6€30nNacHOCTU A/1A NPOBEPKM NOJ/Ib30BATENEN, MONYHAOLWNX [0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLeHTPA/IM30BaHHYIO CUCTEMY YPaBAEHUS NpU cobAto-
Control System) AeHun coemectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOJANHHO-
cTu.
Cepeep SSH dyHKuMA cepeepa SSH no3BonseT KAMeHTy SSH ycTaHOBUTb C YyCTPOMCTBOM 3aluu-
LLleHHOE CoeaUHEHUe ANA YNPaBAEHUA UM.
Moddepscka [daHHaa ¢yHKUMA npepocTaBNAeT BO3MOMHOCTb CO34aBaTb MaKPOKOMaHAPbI,
npeactasaawolwme coboin Habop KomaHA, U MPUMEHATb UX A8 KOHUrypaumm
MAKpPOKOMAH) pen, w p A p it $urypau,

yCTpoWCTBa.

2.2.8 /[lononHumenobHble pyHKyUU

B Tabimue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble yHKLMM YCTPOMCTBA

BupmyansHoe CeTeBOl KOMMYTATOP MMeEET B CBOEM COCTaBe NPOrpammHbIe 1 annapaTHble cpes-
mecmuposaHue CTBa, NO3BO/AIOLLME BbINOAHATL GYHKUMKM BUPTYanbHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BONAET ONPeAENUTb COCTOAHME MeaHOro Kabens ceA3u.
JuazHocmurka YCcTpoMCTBO NO3BONAET TECTMPOBATb ONTUYECKUIN TpaHcueep. Mpun TecTMpoBaHUMU

OTC/IEKMBAKOTCA TaKME NapamMeTpbl, KaK TOK U HanpsaXXeHne NuTaHua, TemnepaTtypa
onmu4yecKoeo o

TpaHcuBepa. [na peanusaummn TpebyeTca noaaeprKka 3Tux GYHKUMIA B TpaHCU-
mpaHcusepa

Bepe.

Green Ethernet

,ﬂ,aHHbIVI MeXaHU3M NOo3BOJSIAET KOMMYTATOPY CHU3UTb 3Hepr0r|0Tpe6neHme 3a
CYET OTK/II0YEHUNA HEAKTUBHbIX 3/1IEKTPUYECKUX MOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 0b6nagaeT Bcemu HEOBXOAUMBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye
e YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHun
e YmeHue paboTaTb C TEFTOM BUPTyanbHOM CeTU M Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHus
o [loppep:kka nepegayun multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbIM cTaHaapTom M3K 61850 ananasoHOM rpynn BeLLaHKUA.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKn

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKue XapPaKTeEPUCTUKN

O6uwme napameTpbl

NHTepdeicnl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHrepdeicobl 1/10/40 rémt/c

MES5324 ”
3neKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuuyeckune nHrepdeicol 1/10 réut/c

MES23488B aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES2348P

CKkopocTb Nnepesayn MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHtepdeicsl 100/1000 M6éuT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328I

MES2308P onTuyeckune nHtepdeicol 1 rémt/c

MES2308 aneKTpuyeckue nHtepdericol 10/100/1000 M6éuT/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 800 r6u/c
MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW 128 rbur/c
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MponyckHan MES3348 176 réut/c
CcNocobHoCTb MES3348F
MES3316F 112 réut/c
MES2328 56 I6uT/C
MES3308F 96 MéuTt/c
MES2308R
MES3508P 20 r6uT/c
MES3508
MES2308
MES2308P 24 T6uT/c
MES3510P
MES5324 512,8 MPPS
MES3324
MES3324F 95 MPPS
MES2324
MES2324B
MES2324FB 92,1 MPPS
MES2324F
MES2324P
MES2324p Acw | Dot MPPS
MES2348B
MpoussoauTeb- MES2348P 1308 MPPS
HOCTb Ha NakeTax MES3348
[/IMHOI 64 BaiiTal MES3348F
MES2308R 14,7 MPPS
MES3508P
MES3508 14 MPPS
MES3510P 17,8 MPPS
MES2328I 41,6 MPPS
MES2308
MES2308P 17,7 MPPS
MES3316F 83 MPPS
MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHef/'I nepeaavn
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Obbem
bydepHoit
namaATu

MES5324

4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

1,5 Mb

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

O6bem O3Y (DDR3)

MES5324

4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
O6bem M3y (RAW MES2324F
NAND) MES2348B 512 MB
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6/w1u,a MAC- MES2324F
afpecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328I
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Konunuectso ARP-
3anuceir!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

820

Noapep»ka VLAN

cornacHo 802.1Q go 4094 aktmnsHbix VLAN

Konunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! ina kaxpaoro xocta B ARP-TabauLe co3gaetca 3anuch 8 Tabauue mapLipyTusauum
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MES5324 1982 (ingress/egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006 (ingress/egress)
MES3348F
MES3508P
MES3508

MES3510P

Konuyectso npasun

sQinQ MES2324

MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

958 (ingress/egress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konunuyectso npasun

ACL MES2324

MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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Konnyectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

1024

Konnyectso npasun ACL B ogHom ACL

256

Konunyectso
mapuwpyTos L3
Unicast?!

MES5324

7744 1Pva
1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12864 IPv4
3222 IPv6

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

816 IPv4
210 IPv6

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonbsytoT obLime annapaTtHble pecypcbl
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konnyectso MES3510P

MmapLpyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES2324B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

Konnyectso VRRP-mapwpyTtnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcmanbHbIn MES2324

pasmep ECMP-prFII'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konnyectso VRF 16 (BkAtoyan VRF no ymonyaHuto)

1 Mapuwpytsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konunyectso L3-
uHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

130

KonnuecTtso BupTyasbHbix Loopback-

uHTepdeicos

64

Konunyectso aKksemnnapos npoueccos OSPF

20

Konnuyectso OSPF-coceacTts

64

Konnuyectso BGP-coceacts

32

Arperauus KaHanos (LAG)

48 rpynn, 8o 8 NopTOB B KaxKAo0M

Konunuyectso aksemnnapos MSTP 64
Konunyectso aksemnnapos PVST 63
Konunuyectso DHCP pool 32

KauecTtBo o6cnykmBaHua QoS

npuopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX ouepeseli ¢ pasHbIMU NPUOPUTETAMM 1A KaKA0r0
nopta

CBepxanvHHble Kagpbl (jumbo frames)

MaKCMMasibHbIM pasmep naketos 10240 6anT

CreKknpoBaHue

0o 8 yctpoiicts (kpome MES3508, MES3508P n MES3510P)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

CooTBeTCTBME CTaHAAPTAM

MES3510P)

M3K 61850
YnpasneHue
JlokanbHOe ynpasneHue Console
YpaneHHoe ynpaBneHue SNMP, Telnet, SSH, web

dur3nuecKkne XxapaKTePUCTUKN U YCA0BUA OKpPYKaloLien cpeabl

ceTb NnepemeHHoro Toka: 100-240 B, 47-63 Iy,

(mnsa PM165-220/12, PM160-220/12, PM65-220/12)

ceTb NOCTOAHHOrO ToKa: 36—72 B gha PM100-48/12; 120-370 B
MES2328| ana PM65-220/12

MES3308F BapUaHTbI NUTaHUA:

MES3316F - OJMH UCTOYHWUK NMUTAHWUA NOCTOAHHOTO UIN MEPEMEHHOTO TOKa;
MES3324 - 1Ba VCTOYHMKA NUTaHUA NOCTOAHHOIO UM NePeMeHHOro TOKa
MES3324F

C BO3MOKHOCTbIO ropsyei 3ameHbl

MES3348 /' Ona 6noka nutaHua PM65-220/12 ponyckaerca
V 3NEeKTPOonUTaHUe OT CeTU NOCTOAHHOrO TOKa C

Hanpsa)keHuem B ananasoHe 120-370 B DC.

ceTb nepemeHHoro Toka: 100240 B, 47-63 Iy,

MCTOYHMKM NUTaHKA ceTb MOCTOAHHOrO ToKa: 36—72 B
MES3348F BapWaHTbl NUTAHUA:
MES5324 - O4MH UCTOYHMK NUTAHMA NOCTOAHHOIO UM NEPEMEHHOIO TOKaA;

- ABa UCTOYHUKA MNUTaHNA NOCTOAHHOIO NN NepemMeHHOro TokKa
C BO3BMOXHOCTbHO ropﬂqeﬁ 3aMeHbl

ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2324 AC / JonyckaeTtca aneKTponuTaHue oT ceT NOCTOAHHOTO

MES2308 TOKa € HanpsAXeHunem B guanasoHe 120-370 B DC.
MES2308R

MES2308P AC

MES2324P AC ceTb NnepemeHHoro Toka: 170-264 B, 50-60 I'y,

MES2324P ACW ceTb NnepemeHHoro Toka: 100—-240 B, 50-60 I'y,
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ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
CeTb NOCTOSAAHHOrO TOKa: 36-72 B
BapWaHTbl NUTAHUA:

MES2348P
- OOVH UCTOYHUK NUTAaHMA NOCTOAHHOIO AN NEPEMEHHOrO TOKa;
- ABa UCTOYHMKA NUTAaHUA NOCTOAHHOIO WK NepPeMeHHOro ToKa
C BO3MOMHOCTbIO ropAYei 3amMeHbl
MES3508P CEeTb NOCTOAHHOIO TOKa: C BK/KOYEHHOM PpyHKLmMel PoE:
MES3510P 45-57 B; c oTKAoueHHoM ¢yHKUmel PoE: 20-57 B
MES3508 ceTb MOCTOAHHOrO Toka: 20-75 B
ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
CBMHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepuCTUKM 3apAAHOro yCTPOMCTBa:
- TOK 3apAaja:
2,7£0.2 A — MES2324FB n MES2348B,;
1.610.1 A — MES23248B.
- HanpAXeHue cpabaTtblBaHWA pacuenuTens Harpyskm — 10—
MES2324B 10,5 B;
MES2324FB - NOPOroBOE HanpAKeHne MHANKALUM HU3Koro 3apaga — 11 B
MES2348B /| CeueHue npoBoga ANA nogKnioueHua AKB He meHee
V 1,5 mm. ina MES2324B pekomeHpayeTca
ucnonb3oBatb AKB @mKocTblo He meHee 12 Ah, pna
MES2324FB u MES2348B — He meHee 20 Ah.
/. Ona MES2324B gonycKkaeTtcs 31eKTponuTaHue oT ceTu
V NOCTOAHHOTO TOKa C HanpAXeHuem B AnanasoHe
120-370 B DC.
MES2324F
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOSAAHHOrO TOKa: 36—72 B

lycKoBble TOKK

MES2308
MES2308R AC: SPM35-220/12, 34 A, 6 Mc
MES2308P AC: SPM270-220/56, 36 A, 5 Mc

MES2308P DC

DC: SPM270-48/56, 115 A, 5 mc

MES2324

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM35-48/12, 140 A, 4 mc (72 B)

MES2324B

AC: SPM45B-220/12, 15 A, 6 mc

MES2324F DC

AC: SPM160-48/12, 150 A, 4 mc (72 B)

MES2324FB AC
MES2348B AC: SPM120B-220/12, 37 A, 4 mc
MES2324P AC: SPM380-220/56, 25 A, 6 mc

MES2324P DC

DC: SPM380-48/56, 200 A, 5 mc (72 B)

MES2348

AC: SPM160-220/12, 40 A, 4 mc
DC: SPM160-48/12, 150 A, 4 mc (72 B)

MES2348B DC

DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2348P

AC: PM950-220/56, 40 A, 10 mc

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES2328I
MES3308F AC: PM65-220/12, 30 A, 4 mc; PM160-220/12, 50 A, 8 mc;
MES3316F
MES3324 PM165-220/12, 23 A, 5 mc
MES3324F DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3348
MES3348F AC: PM160-220/12, 50 A, 8 mc; PM165-220/12, 23 A, 5 mc
MES5324 DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3508 DC: DRS-270-56, 200 A, 1 mc (48 B)
MES3508P
MES3510P DC: DRS-270-56, 300 A, 1 mc (48 B)
MES5324 He 6onee 107 Bt
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 Bt
MES3308F He 6onee 27 Bt
MES3324
MES3316F He 6onee 35 Bt
MES2324F He 6onee 39 BT
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MES3348F
MNoTpebnsemasn MES2348B He 6onee 89 BT
MOLLHOCTb
MES2348P He 6onee 1600 Bt
MES2308
MES2308R He 6onee 14 Bt
MES3508 He 6onee 15 BT
MES2308P AC He 6onee 275 Bt
MES2308P DC He 6onee 280 Bt
MES2324P AC
MES2324P ACW He 6onee 445 Bt
MES2324P DC He 6onee 455 Bt
MES3508P
MES3510P He 6onee 260 Bt
MES2328I He 6onee 33 Bt
MoTtpe6asemas MES23248B He 6onee 26 Bt
MOLLHOCTb 6€3 yyeTa MES2324FB
3apaga AKB MES2348B He 6onee 45 Bt
[ONA CMEHHbIX NCTOYHMKOB
NoTtpebnseman AC, W DC, W
MOLLHOCTb 6€3 yyeTa 2xAC, W 2xDC, W
Harpyski Pok MES2308P 14 10 ; -
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MES2324P

15 17 - -

MES2348P

35 35 41 45

MES3508P DC

MES3510P DC

BroayeT MoLLHOCTH
PoE

MES2324P
MES2324P ACW

380 Bt

MES2348P

1450 Bt

MES3508P
MES3510P

240 BT (ans npunokeHuii 802.3at pekomeHagyemoe
HanpseHue nuTaHua 54-56 B DC)

MES2308P

240 Bt

BeHTnnauua

MES2308
MES2308P
MES2308R
MES2324
MES2324B
MES2328lI
MES3508
MES3508P
MES3510P

nacCnBHOE OXnaXaeHue

MES2324P
MES2348B
MES3308F
MES3348

Front-to-Back, 2 BeHTUAsATOpaA

MES3316F

Front-to-Back, 3 BeHTUAATOpaA

MES2324F
MES2324FB
MES2348P
MES3324
MES3324F
MES3348F
MES5324

Front-to-Back, 4 BeHTUAATOpA

MaKcmanbHbIn
YypOBEeHb
aKyCTMYEeCKOoro Lyma

MES2308
MES2308P
MES2308R
MES2324
MES2324B
MES2328I
MES3508
MES3508P
MES3510P

C nepegHen naHenn, max < 33 gb
C 3aaHen naHenu, max < 33 ab

MES2324F
MES2324FB

c nepegHen naHenu, max < 53,8 b
C 3afiHei naHenu, max < 54,2 nb

MES2324P
MES2324P ACW

c nepepgHen naHenu, max < 43,3 gb
C 3aHen naHenu, max < 53,1 nb

MES2348B

C nepegHen naHenn, max < 53,9 ab
C 3afiHei naHenu, max < 54,2 nb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES2348P c nepeﬂ,ﬁem naHenu, max < 60,6 ab
C 3agHen naHenun, max < 66,7 ab

MES3308F

MES3316F C nepegHen naHenn, max < 54 gb

MES3324 C 3afiHei naHenu, max < 54,2 nb

MES3324F

MES3348 c nepeﬂ,ﬁem naHenu, max < 42,9 ab
C 3agHen naHenu, max < 51,8 gb

MES3348F c nepep,ljem naHenn, max < 62,8 ab
C 3agHen naHenun, max < 68,2 ab

MES5324 c nepeﬂ,?em naHenu, max < 65,1 ab
C 3agHen naHenu, max < 69,6 ab

MES5324 107 Bt

MES3324F 45 BT

MES2324 25 Bt

MES3308F 17 Bt

MES3324

MES3316F 35 BT

MES2324F 39 Bt

MES2324B 28 Bt

MES2324FB 50 BT

MES3348 43 BT

MES3348F 89 Bt

TennosblgeneHune MES23488 54 Bt

MES2348P 150 BT

MES2308

MES2308R 14 Br

MES3508 15 BT

MES2308P AC 35 BT

MES2308P DC 40 BT

MES2324P AC

MES2324P ACW 65 Br

MES2324P DC 75 BT

MES3508P

MES3510P 20Br

MES2328I 33 Bt
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AnnapaTHaA
nogaepxka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

WHTepsan paboumnx
Temneparyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

o1 -20 go +45 °C

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

oT1-20 go +50 °C

MES2348P

oT-10 go +50 °C

MES2324F
MES2324FB

oT1-20 go +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

o1 -10 po +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MHTepBan TemnepaTypbl XpaHeHUsa

MHTEepBaa TemnepaTtypbl XpaHeHus oT -50 ao +70 °C (o1 -50 °C
8o +85 °C ana MES3508, MES3508P n MES3510P)
/' MMepep nepBbiMm BKAIOYEHUEM NOCNE XPAHEHUSA NPU
V TemnepaTtype meHblei, yem -20 °C, uau npu 6onbluen,
yem +50 °C, TpebyeTca Bblagep>KaTb KOMMYyTaTOP NpU
KOMHaTHOM TemnepaType He MeHee YeTbIpEX YacoB.

OTHOCUTENbHAA BAAXKHOCTb NpK
aKcnnyaTtaumm (6e3 obpasoBaHUs
KOHAeHcaTa)

He 60nee 80 % (oT 5 Ao 95% ana MES3508, MES3508P,
MES3510P)

OTHOCUTeNbHas BNaXKHOCTb npu XpaHeHn
(6e3 obpasoBaHKMA KoHAeHCaTa)

o110 10 95 % (0T 5 Ao 95 % ana MES3508, MES3508P,
MES3510P)

MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES2324P ACW
MES2324P DC 430 x 44 x 304 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F
raﬁapMTHb|e MES2348B 440 x 44 x 280 mm
pa3smepbl (LU x B x T)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85x 175 x 115 mm
MES2328I 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308
MES2308R 1,45 kr
Macca
MES2308P AC 2,55 Kr
MES2308P DC 2,35 Kr
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Misz3245 2250
MES2324P AC 3,16 Kr
MES2324P ACW 4,52 kr
MES2324P DC 4,02 kr
MES2308P AC 2,55 Kkr
MiEsas16r 3250
MES2324FB 3,55 Kr
Ve 385
MES2348P 9,55 Kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F Axr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr

Cpok cny»x6bl He meHee 15 net

V\ Tun NMTaHUA YCTPOMCTBa onpegenseTca Npuy 3aKase.
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2.4 KOHCTPYKTUBHOE UCNOSIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoicTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHei (BepxHent ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHeelt yCTPOMCTB, ONMcaHbI
pa3bembl, CBETOAMOAHbIE UHAMKATOPbI M OpraHbl yrpasaeHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNoAHEHbI B METaN/IMYECKOM KOpnyce € BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepum MES35xX BbINOMHEHbI B META/IZIMYECKOM KOpPMyce ANs KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli 8ud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenun yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
pucyHKax 1-24.

g

[
) P
1 Mt
Giren ==

"’ =

1 2 34

PucyHok 1 — lMNepepHaa naHenb MES5324

B Ta6nmu,e 10 npmeegeH nepevyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHenn KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHue pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES5324

No dnemeHT nepepHen Onucanme
naHenm
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAWKaTOp NUTAHMA YCTPOMCTBA.
1 Master MHauKaTop pexuma paboTbl ycTpolicTBa (Beaywmii/seaombiii).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMUA.
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Console

KOHCONbHbIM NOPT A8 NOKANBbHOTO YNpaB/ieHWUA YCTPOMUCTBOM.
PacnuHoBKa pasbema cnegytowias:

He ncnonb3yeTcs

He ncnonb3yeTtcs

RX

GND

GND

X

He ucnonb3syetca

He ncnonb3yeTcs

He ncnonb3yeTtcs

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoOro ynpas-
JIeHUA YCTPOMCTBOM.

Ynpas/ieHne OCyLLECTBAETCA MO CETH, Pa3Ae/IbHO C KaHANOM nepeaaqm
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHna yCTpoii-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPU Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pe3arpyska ycTpoWnCTBa;

-NPU HAXKaTUW Ha KHOMKY AauTenbHoctbto 6onee 10 ¢ npoucxogut
cHbpOoC HACTPOEK YCTPOWCTBA A0 3aBOACKOW KOHPUrypauuu.

[1-24]

CnoTbl ana yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

()
0

©
°

,[-oooo-‘.
Jielelelo D

900000800,

PucyHok 3 — lMNepepHaa naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F

AOLTEX  Mesow o
T2 g _
000 (8 § l..\’ll 1=
‘ Of ety | gL
asz"28% J . e
lTl ‘ [ ‘ I . J 1 ‘
1 3 24 5 8 7

PucyHok 5 — lMepeaHaa naHenb MES3308F
B Tabanue 11 npmBeneH nepevyeHb PasbeMOoB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepegHen naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OpPraHOB ynpasaeHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexxrnma paboTbl yCTpoicTBa (BeayLmii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTPONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NeHMA YCTPOMCTBOM.

3 ooB
YnpasaeHne ocyLecTBAAETCA NO CETHU, PasfesibHO C KaHANOM nepeayn
JaHHbIX.
dyHKUMOHabHAA KHOMKa ANA nepe3arpyskun ycTponcTea 1 cbpoca K 3a-
BOACKMM HacTpOKam:
4 F - NPY HaXaTUKW Ha KHOMKY A/MTeIbHOCTbI0 meHee 10 ¢ npoucxoauT ne-
pesarpyska yCTpoicTBa;
- NPV Ha)KaTMM Ha KHOMKY AauTenbHoCcTblo 6osnee 10 ¢ mpoucxoant
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl gnA ycTaHOBKM TpaHcusepoB 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: nopThl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

36-72VDC
-+

1]

g\\\
e
nn

Aelrex meszz
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PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBedeH nepevyeHb PasbemoB, CBETOANOAHbIX UHAMKATOPOB M OpPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHelt naHenAn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P
ACW, MES2324P DC.
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Tabanua 12 — OnuncaHMe pasbemoB, MHOMKATOPOB M OPraHOB ynpas/ieHUA nepegHein naHenn MES2324 AC,
MES2324 DC?, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepegHen
it OnucaHue
naHenu
~110-250VAC max 2A Pasbem 4na NOAKNIOYEHMA K UCTOYHMKY S/IEKTPONUTAHNA MEPEMEHHOTO
TOKa.
1
36-72 VDC Pasbem Ana NOAKNIOYEHUA K UCTOYHUKY /1IEKTPONUTAHUA NOCTOAHHOIO
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
2 Master MHAMKaTop pexkrMma paboTbl ycTpoicTea (BeayLumii/segombiii).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCObHbIV NOPT ANA NOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PyHKLMOHaNbHAA KHOMKA ANA nepe3arpysku ycTpoincTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - MIPY HaXXaTUW Ha KHOMKY ANMTeNbHOCTbIO meHee 10 ¢ npoucxoaumT ne-
pe3arpyska ycTpoWcTBa;
- NPU HaXaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxoaut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypauum.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeicoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

O -- o -
~ gt g g gl gt g gt g g} g g g gl g g !t g gl |
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PucyHok 10 — lMepeaHas naHenb MES2348P

B Tabaunue 13 npuseneH nepevyeHb PasbemMoB, CBETOAMOLHBIX MHAMKATOPOB MU OPraHOB YNpaB/eHUs,
pacnonoXeHHbIX Ha NnepeaHen naHenAn kommyTtatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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Tabnnua 13 — OnucaHune pa3bemoB, MHANKATOPOB M OPraHoOB ynpasaeHus nepeaHen naHenn MES2348P

Unit MNHAMKATOp HOMEpPa YCTPOMCTBA B CTEKE.
Status MHAMKaTOp COCTOAHUA YCTPOICTBA.
1 Master NHamnKaTop pexxuma paboTbl ycTpoiicTBa (BeayLmii/seaombiii).
PS1 MNHamMKaTop cocToaHUA nepBoro 6,10Ka NUTaHuA.
PS2 MHAMKaTop cOCTOAHNA BTOPOro 6710Ka NUTaHMA.
dyHKLMOHaNbHAA KHOMKa AN1A nepes3arpy3ku ycTpoicTea M cbpoca K 3a-
BOACKMM HACTPOMKam:
) r - MPY HaXKaTUM Ha KHOMKY A/INTENbHOCTbIO meHee 10 ¢ nponcxoanT nepe-
3arpysKa yCTpoKncTBa;
- NP HaXKaTUK HA KHOMKY AnuTenbHocTbio 6onee 10 ¢ npomcxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.
3 Console KOHCONbHbIV NOPT AN JIOKASIbHOFO YNPaBAEHMUA YCTPOUCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
5 XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.

IL i

6 7 8

PucyHok 13 — lNepeaHasa naHens MES2324F DC
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PucyHok 14 — MNepegHaa naHens MES2348B

SHELTEX  MES23281 1 3 s ’ 5 1 13 15 1 15 21 23 25 27
1..24 - 10/100/1000BASE-T

unitld  consol
[l onsoe = (o o N =] =] = o [ P N ) == =0, O O ST OO 0] 5528 - 10/100/10008A86T
Porer(D OO or 100BASE-FX/1000BASE-X

MasterQ O O 2 2 27 28
358 il i it i ot o O i 5 e e
glelole) 3 e S o 5 s S s ] 5 s 5 0 85 e 2 5 e 0} e 8 e 1 0 8 0 Q Q o] Qsep)
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PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — lNepeaHaa naHens MES3348F

B Tabnnue 14 nprBegeH nepevyeHb PasbeMOB, CBETOANOAHbBIX MHAMKATOPOB M OPraHoOB yrnpaB/eHus,
PacnonoXeHHbIX Ha nepegHelr nNaHenn Kkommytatopos MES2324B, MES2324FB, MES2324F DC, MES2328],

MES2348B, MES3348, MES3348F.

Tabnmua 14 — OnucaHuve pasbemMoB, MHAMKATOPOB W OPraHoB ynpaBieHUs nepegHer naHenn MES2324B,
MES2324FB, MES2324F DC*, MES2328I, MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtoUYeHUA K UCTOYHUKY INEKTPOMUTAHUA NEepemMeH-

max 2A HOro TOKa.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOMCTBOM. YNpaBaeHue OCyLLECTBAAETCA NO CeTH, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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48 (45 ~ 57) VDC Pasbem gnAa NoAKNOYEHUA K UCTOYHUKY 3NEKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoaKNIO4EHUA aKKYMyNATOpPHOW 6aTtapen 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwmii/seaomblit).
3 Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Battery NHaukaTop cocToAaHuA batapeu.
RPS NHAWKaTop pe3epBHOro 3NeKTPOoNUTaHmA.
Console KoHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
DyHKUMOHANbHAA KHOMKAa A/1A nepes3arpyskun yctponctea u cbpoca K
33aBOACKUM HaCcTPOMKaMm:
5 . - MPU HAXKaTUM Ha KHOMKY ANUTeNbHOCTb0 meHee 10 ¢ npoucxoaut
nepesarpyska yCTpPOWCTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6onee 10 ¢ npoucxoamt
cHbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl A4NA ycTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Kom60-noptbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 Moptbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl A4NA ycTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTePENCOB.
XG1, XG2
8 XG3, XG4 CnoTbl gna ycTaHOBKM TpaHcusepos 10GSFP+/1GSFP.

3 4 5 6 7 8

PucyHok 18 — lMepeaHasa naHenb MES2308
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PucyHok 21 — MepeaHasa naHenb MES2308R

B Ttabnuue 15 npuseaeH nepevyeHb pPa3bemMoB, CBETOAMOAHbLIX MHOMKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHei NnaHean kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpraHoB ynpaBneHua nepegHelr naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepegHen
Ne e OnucaHue
naHenu
1 Knemma 3asemneHuna K o
A neMma AN1A 3a3eM1eHUA YCTPOICTBa.
~110-250VAC, 60/50Hz Paszbem gna nogKknouYeHma K UCTOYHUKY SN1EKTPONUTAHUA NePEeMEHHOrO
max 2A TOKa.
2
Pasbem AnA NoAKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHMA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status MNHOMKATOP COCTOAHMA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.
4 Console KOHCO/IbHbIN NOPT 418 IOKANbHOIO YNpPaBAeHUs YCTPONCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A Nepes3arpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPW HA)KaTUM Ha KHOMKY AANTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpoicTBa;

- MPM HaXKaTUM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpoC HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHUrypaLmu.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

. Aewrex
MES3508
1—
[ OPWRL [
Opwrz 3
Ovemp || ||
2 L 4
= -\1 m
Bl |5
l console I

PucyHok 22 — lMepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npuseaeH nepeyeHb pa3bemoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHune pasbeMoB, MHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHean MES3508

" -
Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI NMUTAHWUA YCTPOMCTBA.
3
Temp MHAMKaTop TemnepaTtypsbl.
®YHKUMOHaIbHaA KHOMKa A1A NepesarpysKku ycTponcTaea u copoca K 3a-
BOACKMM HaCTpOMKam:
4 . - MPU HaXaTUM Ha KHOMKY AAnTeNbHOCTbIO meHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWncTBa;
- MpPX HaxaTUM Ha KHOMKY AnuTenbHocTblo H6onee 10 ¢ npoucxogut
cbpoC HACTPOEK YCTPOIMCTBA A0 3aBOACKOM KOHPUTYpaLUW.
5 Console KOHCONbHbIM NOPT A5 NOKANbHOIO YNPaB/eHUs YCTPOUCTBOM.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBan nHAMKauma PoE.

3 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI NMUTAHWUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.

dYHKUMOHabHaA KHOMKa ANA nepesarpysku ycTpoincTea 1 cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY Ha¥KaTUK Ha KHOMKY AJAUTENbHOCTbIO meHee 10 ¢ nponcxoauT ne-

5 F .
pesarpyska yCTpoicTBa;
- NPV HaXkaTMM Ha KHOMKY AautenbHocTbio 6onee 10 ¢ npoucxoaut
cbpoC HacTpoeK YCTPOMCTBA 4,0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHNsa YCTPONCTBOM.
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Tabnmua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

Aewrex
1—
PoE -
1002
008 —2
L 70 Os
1 OPwWRL -
Qpwr2
© Alarm 4
O Temp -
3—
: 5
16

1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAMKATOPbI MUTAHWUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa yCTpoIiCTBa;
-NPU HaXaTUW Ha KHOMKY AAuTesnbHOCTbio 6osnee 10 ¢ npoucxoguT
cHbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 Console KOHCONbHbIM NOPT AN5 NOKANbHOFO YNpaBAeHUA YCTPONCTBOM.

2.4.2 3a0HAA u 8epXHAA NaHenu ycmpolicmea

BHewWwHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

1 O O O
®
H <,

PucyHok 25 — 3agHaa naHenb MES5324
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B tabaunue 19 npuseaeH nepeyeHb pasbemMoB, PAcroIOXEHHbIX Ha 3aAHeN naHenn KoMmmyTaTopa
MES5324.

Tabanuya 19 — OnuncaHme pa3beMoB 3aAHEN NaHenn KommyTtaTopa MES5324

Ne dnemeHT 3agHei naHenm OnucaHue
- -

1 Knemma 3azemnenHuna —= Knemma pgns 3asemneHuma yCTpomncTBa.

CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyeit 3a-
2 CbeMHble BEHTUNATOPSI

MeHbI.
3 43VDC Pasbem pesepBHOro 6/10ka NUTaHWUA AAA MNOAKAOYEHUA K UCTOY-

HUKY 3/1EKTPONUTAHMA NOCTOAHHOIO TOKa.

Pa3bem ocHOBHOTO 6!10Ka NMUTaHUA AnAa NoOAKNHYEeHNA K NICTOYHUK
4 ~220 VAC 50 Hz max 1A ANIA NIOA ¥

9/IEKTPONUTAHNA NepeMeHHOro ToKa.

BHewWwHW BUA 3agHUX NaHenen KommyTtatopos cepnn MES33xx npuBefeH Ha pUcyHKax 26—29.
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PucyHok 26 — 3agHaa naHens MES3308F
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PucyHok 27 — 3agHaa naHenb MES3316F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3aaHaa naHenb MES3348

Tabnnua 20 — OnucaHMe pa3bemMoB 3a4HEN NaHen KommyTaTopoBs cepumn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
[ S— o
1 Knemma 3asemnexHuna —= Knemma ans 3a3emneHus ycTpoicTBea.
CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUNATOPbI
MEHbI.
3 48VDC Pasbem pesepBHOro 6710Kka NUTAHUA A1A NOAKAOYEHUS K UCTOUYHUKY
3/1EKTPONUTAHMNA NOCTOAHHOIO TOKa.
Pazbem ocHOBHOro 6/10Ka NUTaAHUA A/1A NOAKAOYEHMA K UCTOUYHUK
4 ~220 VAC 50 Hz max 1A AR TOA y
3N1EeKTPONUTaHMA NepemMeHHOro TokKa.

BHewWwHMIN BMA 3aHEN NaHe M KomMmyTaTopos cepumn MES23xx npuBeaeH Ha pucyHKax 30-34.

L -
L] _
PucyHok 30 — 3agHaa naHenb MES2324, MES2324B
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CYHOK 32 — 3aaHAAa naHenb MES2324P ACW
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PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHen naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHel naHenm OnucaHue
—_— o
1 Knemma 3asemnerHna = Knemma gna 3asemneHma ycTpomncTea.
2 BeHTMnAaTOpbLI.
3 12VDC max 5A Knemmbl g5 NOAKNIOYEHMA aKKYMYATOPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHUA K UCTOYHWUKY INEKTPONUTAHUA nepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHen naHenn KommyTtatopa MES2348P npueegeH Ha pucyHke 35.
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PucyHok 35 — 3agHaa naHenb MES2348P

B Tabnmue 22 npuBeaeH nepeyeHb Pa3bemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa
MES2348P.

Tabnnuya 22 — OnucaHune pasbemoB 3a4Hein naHenn KommyTtatopa MES2348P

Ne dnemeHT 3agHel naHenu OnucaHue
CbemHble BEHTUAALMOHHbIE MOAY/IN C BO3MOXHOCTbIO ropayelt 3a-
1 CbeMHble BEHTUAATOPbI
MeHbI.
[ — o
2 Knemma 3asemnenmnsa = Knemma gna 3aszemneHuna yCcTpomncTsa.
3 ~100-240VAC, 60/50Hz Pasbem pesepBHOro 6,10Ka NUTaHWUA AN1A NOAKAOYEHUA K UCTOM-
max 10A HWUKY 31eKTPONUTAHUA NepeMEeHHOro ToKa.
4 ~100-240VAC, 60/50Hz Pazbem ocHOBHOro 6/10Ka NUTAHWUA 15 NOAKNHOUYEHUA K UCTOUHUKY
max 10A 9N1eKTPONUTAHNA NepeMeHHOro ToKa.
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BHelWHMI BMA 3aaHEN NaHe I KommyTaTopos cepumn MES2308x npuseaeH Ha pucyHKe 36.
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PucyHok 36 — 3agHasa naHenbs MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmBeneH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha
pucyHke 38.
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PucyHok 38 — BepxHaa naHenb MES3508, MES3508P, MES3510P

Tabnnua 23 — OnuncaHue pasbemoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemMeHT 3agHei naHenun OnucaHue

—t o
1 Knemma 3azemnenua = Knemma gna 3asemneHuna ycTpomcTea.

48 (20~ 75) VvDC (ana

) MES3508) Paszbembl Ana NOAKNOYEHUA K UCTOYHMKAM 3/1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)

3 12VDC max 5A PeneiHbiN BbIxo4 aBapuitHOM curHanmnsaumm: 1 A 24 V DC.
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2.4.3 bBokKoevlie naHenu ycmpoiicmea

PucyHok 39 — lMpasas 6bokoBasa naHenb Ethernet-kommyTtatopos
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PucyHok 40 — JleBasi 6okoBasA naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX MaHenAx yCTPOMCTBA PaCcnONOMEHbl BEHTUAALMOHHbIE PELIETKMU, KOTOpble CAyKaT AnA
oTBoAa Tenna. He 3aKpbiBalTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMM NpegmeTamu. 3TO MOXKeT
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHua B ero pabote. PekomeHaauumn no

YCTaHOBKe YCTPOICTBA PACMo/OMKeHbl B pa3gene «YCTaHOBKa U NMOoAK/IYEeHNe».

2.4.4 Ceemoeasn uHOUKayus

CoctosHue nHtepdeiicos Ethernet MHanumpyetca aByma cseToaMoAHbIMU MHANKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useTta. PacnonoXeHne cBeTOANOA0B NOKA3aHO Ha puUCyHKax 41, 42, 43.

PucyHok 42 — BHewwHWit BuA pasbema SFP/SFP+

LINK/ACT SPEED
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

'

| —
L=
HYA VA

LINK/ACT  SPEED
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LINK/ACT

SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnunua 24 — CeeToBasA MHAMKALMA COCTOAHUA UHTepdeincos QSFP+

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME He YCTaHOBAEHO

lopwuT nocTtoAHHO

lopwuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c

FopnT nocToAHHO

Mwuranue

MaeT nepepaya faHHbIX

Tabanuya 25 — CeeToBasA MHAMKAUMA COCTOAHUA HTepdencos SFP+

BbikntoueH

BbikntoueH

lMopT BbIKAOYEH AN COeAUHEHME He YCTAaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHOB/IeHO coenHeHne Ha ckopocTu 1 Iéut/c

lopwuT nocTtoAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

X

Mwuranue

MpoeT nepegaya gaHHbIX

Tabnunua 26 — CeBeToBas MHAMKALUMSA COCTOAHUA UHTepdeicos SFP

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME He YCTaHOBAEHO

BbikntoueH

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoct 100 M6ut/c

FopnT NnocToAHHO

FopnT NOCTOAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopocTu 1 Iéut/c

X

MwuraHune

MaoeT nepegaya AaHHbIX

Tabnuua 27 — CseToBas nHAnKauma coctoaHuna Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

[MopT BbIKMOYEH AN COeaNHEHUE He YCTaHOBIEHO

BbikntoueH

[opuT NOCTOAHHO

YcTaHOBMEHO coeAuHeHue Ha ckopoctn 10 Méut/c
namn 100 M6ut/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YCTaHOB/MIEHO COeAMHeHWe Ha
Méut/c

ckopoctn 1000

X

MwuraHune

NaoeT nepegaya AaHHbIX

Nuaukatop Unit ID (1-8) cny»kuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTeKe.
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CuctemHble vHamkaTopbl (Power, Master, Fan, RPS) cay»aT gns onpegeneHus cOCTOAHUA paboTbl

Y3/10B KOMMYTaTOPOB.

Tabnmua 28 — CBeToBan MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HaseaHue

DyHKYusA

CocmosHue uHOUKamopa CocmosHue ycmpolicmea
uHAuUKamopa uHAukamopa
BbikntoueH MuTaHWe BbIKNOYEHO
o MuTaHWe BKAOYEHO, HOPMasibHaA
3eneHbll, ropuUT NOCTOAHHO .
paboTa ycTpoiicTea
MES3345 Oparke- | otmommoro werouma (npw
MES3348F Bbli NUTaHMKM YCTPOIACTBA OT
MES5324
pe3epBHOro UCTOYHMKA)
MES2308
MES2308R
CoctoaHue MES2308P
Power WUCTOYHMKOB MES2324 KpacHbin ABapua BTOPMYHOIO UCTOYHMKA
AMTaHMA MES2324B
MES2324F DC
MES2324FB
MES2324P
MES2328l| OTcyTCcTBME NEPBUYHOMO NUTAHMUA
MES3308F OCHOBHOIO UCTOYHUKA (Npun
MES3316F KpacHbin NUTaHWUK YCTPOMCTBA OT
MES3324 pe3epBHOro UCTOYHUKA) UK
MES3324F aBapuA BTOPMUYHOTO UCTOYHMKA
3eneHblii, MepLaeT CamoTecTMpoBaHue YCTPOIMCTBa
’ npu ctapte (POST)
Mpwu3sHak o YCTpOICTBO ABNAETCA
3eneHbli, ropuT NOCTOAHHO
Master Begyliero «MacTepom» B CTeKe
YCTPOICTBa Npwm YCTpOMCTBO He ABaseTca
BbikntoueH
paboTe B cTeke «MacTepom» B CTeKe
CoctosAHue 3eneHbli, ropuT NOCTOAHHO Bce BEHTUAATOPbBI UCMPaBHbI
Fan BEHTMNATOPA . OTKa3 ogHoro unun 6onee
KpacHbIn, ropuT NOCTOAHHO
oXNaxKaeHuaA BEHTU/IATOPOB
3eneHbli, ropuT NOCTOAHHO HopmanbHasa paboTa ycTpoicTsa
OTKa3 ogHoro unu bonee
BEHTU/IATOPOB, BbICOKaA
KpacHbIi, ropuT NOCTOAHHO TemnepaTypa Ha O4HOM 13
NHankaTop TepmogaTymMKoB Uan asapua PoE
Status CcOoCTOsiHUA (MES2348P)
yCTpoCcTBa 3arpysKa ycTpoiictea. He
Ha3HayeH IP-agpec HM Ha OauH
KpacHbln-3eneHblit, muraeT n3 nHTepdencos, MMbO B CTEKE HE
o6HapykeH mactep (MES2324,
MES2324FB, MES2324F DC)
MopgKkntoyeH notpebuTens PoE
NHamkaTop 3eneHbliA, FOPUT NOCTOAHHO (ropuT uHauKaTop,
PoE coctoAaHna PoE- COOTBETCTBYIOLWMI NOPTY)
nopTtos MNotpebutenun PoE He
BbikntoueH
NOAKNIOYEHDI
RPS Pexxnm paboTbl 3eneHbIii, FOPUT NOCTOAHHO Pe3epBHbIN UCTOYHMK NOAKAIOYEH

pesepBHOro

n paboTaeT HopmanbHO
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NCTOYHMKA OTcyTCTBME NEPBMUYHOIO NMUTaHMA
nUTaHMA KpacHbIi, ropuT NOCTOSHHO pe3epBHOro UCTOYHWUKA UK ero
HEWCNPaBHOCTb
Pe3epBHbIN UCTOYHUK He
BbikntoueH
NOAKNOYEH
o AKB nogkntoyeHa, nuTaHue B
3eneHbliA, ropuT NOCTOAHHO
HOpme
3eneHblit, muraet AKB 3apsrkaeTcsa
Battery NHanKkaTop
. .o OCHOBHOE NUTAHME OTK/IIOYEHO,
(MES23248B, COCTOAHUA KpacHbIn-3enéHblii, muraet
N AKB paspsaxaetca
MES2324FB, AKKYMYNATOPHOM K ” m = AKE
acHbIN, muraet W3KUI YpOBEHb 3apAaa
MES2348B) 6aTapen P ’ yp PAA
BbikntoueH AKB oTKAto4eHa
o ABapusa PTB (pacuenuTens Toka
KpacHbIn, ropnT NOCTOAHHO
6aTtapen)
. BNOK NUTaHMA yCTaHOB/IEH B C/OT,
3eneHbl, ropuUT NOCTOAHHO
nuUTaHWe BKIIOYEHO
BnoK NUTaHWA yCTaHOBAEH B C/1OT,
ps1 ps2 NHauKaTop HO MUTaHWeE OTK/OYEHO; 610K
(MESé348P) COCTOAIHUA KpacHbIi, ropuT NOCTOAHHO NUTaHWA YCTaHOB/EH B C/IOT,
6710K0B NUTaHKA NUTaHWe BK/IOYEHO, HO eCcTb
HEWCNpPaBHOCTb
BAOK NUTaHMA He yCTaHOB/EH B
BbikntoueH
cnot
. A Harpy3ka PoE Bbilwe HaCcTpoOMKK
KpacHbln—3enéHblii, muraet
usage-threshold
CseToBaf Kputnyeckas owmnbKa B pabote
WMHAMKaumA . PoE, npuBeaLasn K OTK/IOYEHUIO
Alarm AnKan KpacHbIN, ropuT NOCTOAHHO » NPYBEA
CUCTEMHBIX PoE Ha Bcex nopTax nMbo oTKas
WHOMKaTOpPOB 04HOro Mnun 6onee BEHTUNATOPOB
Harpyska PoE HMKe HacTpoliku
BbikntoueH
usage-threshold
PWR1 3eneHbli, ropuT NOCTOAHHO MutaHue nogaHo Ha BBoa PWR1
(MES3508, ’
MES3508P, NHankaTtop MuTaHue Ha BBoA PWR1 He
BbikntoveH
MES3510P) COCTOAHMA nofaHo
PWR2 nNUTaHMA 3 . n PWR2
o eeHbIN, FOpUT NOCTOAHHO MTaHWe NoAaHOo Ha BBO
(MES3508, ycTpoiicTea » Top )it Jil
MES3508P, BbIKIOYEH MutaHue Ha BBoa PWR2 He
MES3510P) nogaHo
Temp KpacHbli1, ropuT NOCTOAHHO Meperpes ycTpoicTea
(MES3508, NHankatop !
MES3508P, TemnepaTypbl BbIKIOYEH HopmanbHana paboTa, neperpesa
MES3510P) HeT
2.5 KomnneKTt nocraBku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTatop;
KomnnieKT Kpenexka B CTOMKY;

LWHyp nuTaHma EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,

MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES23248B,
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P);

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Pasbem KabenbHon 4actn 2EDGK-5.08-02P-14-00AH — 2 wrT. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamATKa 0 IOKYMeHTaLNu;

CepTUdUKAT COOTBETCTBUS;

Macnopr.

Mo 3aMpPoCy B KOMMNNEKT NOCTaBKN OMNUMNOHA/IbHO MOTYT ObITb BKOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-aucke;

KoHco/bHbIM Kabenb;

Moaynb nutaHua PM160-220/12 (ans MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348(F), MES5324), PM165-220/12 (ans MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348(F), MES5324), PM65-220/12 (ana MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348) unu PM950-220/56 (pna MES2348P);

WHyp nutaHua EBpoBunka-Cl3, 1.8m (B c/aydyae KOMMAEKTAUMW MoOAOyNAEM MUTaHMA
PM160-220/12, PM165-220/12, PM65-220/12 nan PM950-220/56);

Moaynb nutaHmMa PM100-48/12 (gna MES2328I, MES3308F, MES3316F, MES3324(F),
MES3348(F), MES5324) unu PM950-48/56 (ana MES2348P);

LWHyp nuTanusa MBC 2x1.5, 2m (B cnydyae KomnaekTaumm moaynem nutaHma PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBsepsl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B aaHHOM pa3zene onucaHbl NpoLeaypbl YCTaHOBKN 060pyA0BaHNA B CTOMKY W NOAKAOYEHUS K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI ANA YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpNycCy yCTpoicTBa. 1A YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayaloM YCTAaHOBKMU.
2. CoBmecTuTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NnomOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpRycCy.

4. MMosTopuTte aeictens 1, 2 ANA BTOPOro KPOHLWTENHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCcTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. UcnonbayiiTe
OTBEpCTUA B HaMNpaBAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bl YCTPO-
CTBO pacno/iarasocb FOPU30oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHoK 45 — YcTaHOBKaA YCTPOMCTBA B CTOMKY
Ha pucyHKe 46 npuBegeH npumep pasmeLleHns KommyTtatopos MES5324 B cToitke.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o[ MES-5324 N2 °
(] KabenbHbiin opraHanaep o
o MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324N4 )
(] KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

’ l He 3aKpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUA, @ TAKXKE BEHTUIATOPbI, Pacno/IOXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHua ero paboTbl.
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3.3 YcrtaHoBKa ycTpoiicte MES3508, MES3508P, MES3510P Ha DIN-peiiKy

YCcTpOMUCTBO pasmell,aeTca BEpPTUKANbHO, TaK KaK 60KoBble naHenn obecneuynsaloT Tenno-
| oTBOA,

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:

1. HaKAoHWUTb KOPMYC YCTPOICTBA BEPXHEN YacTbio OT ceba M NPUNOKNUTb KpenaeHne Ha 3aaHel
naHenu K DIN-pelike TaK, 4Tobbl ee BEPXHAA KPOMKA OKa3asiacb 3@ MPOBOIOYHOM NPYKMUHON.

2. HapaswuTb Ha KOpNyC yCTPOACTBA CBEPXY.

3. He cHMMana gaBneHUA, NPUMKaTb HUMKHIOK YacTb KOpnyca ycTponcTea K DIN-peitke [0 3awenku-
BaHUA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMNyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHun, NOTAHYTb HUMKHIOK YacTb KOMMYyTaTopa Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTpoiicTBo ¢ DIN-peliku.

3.4 YcTtaHOBKa moAay/iel NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn AByma Mmoaynamum nUTaHuA. YcTaHOBKa BTOpPOro moayna
NMNTaHNA HEOGXOAMME} B C/ly4ae WMCNo/sib30BaHUA yCTpOﬁCTBa B yCnoBuAx, TpEGVIOU.I,MX NOBbILEHHOWN
HaOeXHOCTU.

MecTa Ans yCTaHOBKM MOAY/1eN NUTAHUA C SNEKTPUYECKOM TOUKMN 3peHNA paBHOLEHHbI. C TOYKM 3peHun
MCMNO/b30BaHMNA YCTPOMCTBA MOAY/b NMUTAHWA, HaXo4AWMNCA BAKNKE K Kpato, CYUMTAeTCA OCHOBHbIM, 6MKe K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHaBAMBATbCA M W3BNEKATbCA 6€3 BbIKNHOYEHUSA
ycTpoiictea. MNpu yCTaHOBKE WAW U3BAEYEHWUM AOMNONHUTENBHOMO MOAYAA MUTAaHNA KOMMYTaToOp NPOAO/KAET
paboTy 6e3 nepesanycka.

’ ‘ Mepep 06cny:KMBaHMem U3enna, PEMOHTOM UAU APYTMMU aHANIOTMYHBIMU AEeACTBUAMM
o OTKNIlOUUTE U3[e/ine OT BCEX UCTOYHMKOB NUTaHMUA.

PucyHok 47 — YcTaHOBKa Moaynein nuTaHus
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CoctoAiHMe Moay/el MUTAHUA MOMKEeT OblTb NMPOBEPEHO Mo WMHAMKaAUMW Ha nepegHel naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum no AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHus
KOMMYTaTOPOM.

.‘

UHauKauma aBapun moayna nUTaHUA MoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKAa3oMm moayna,
HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.

3.5 ToaknouyeHue NUTaIOLWEN CETH

1. [Mpexzae Yem K yCTpoMncTBy byaeT NogKAOYeHa NMTatOWAA ceTb, HEOBXOAMMO 3a3eMAUTL KOP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYeHne 3a3eMNALWEero Nposoaa A0KHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

MopknoueHne A0NKHO OCYLECTBAATLCA KBaIMPULMPOBAHHBIM CNELUaIUCTOM.

2. Ecam npegnonaraertca NoAK/Alo4YeHUe KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NOpPTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaKKe A0KHO ObITb HAZLEKHO 3a3eM/IEHO.

3. TogxntounTe K yCTPOWCTBY Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMMNEKTaUUK YCTPOICTBA, Nn-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU MePEMEHHOT0 TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/ielyeT UCMO/b30BaTb Kabesb, BXOAALLMI B KOMMIEKT
ycTpoiicTga. Mpu NoAKAOYEHUN K CETU MOCTOAHHOTO TOKA UCMO/Ib3YITE NPOBOJ, CEYEHNEM He
meHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIO Ha 610Ke NUTaHusA.

Bo nsbexkaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUU K CeTU NOCTO-
AHHOrO TOKa pekomeHAayeTcAa NnpounusBecT 3a4UCTKY NpoBoAa Ha AJ/INHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1)KHa COAEPKaTb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYECKUi BbIK/loYaTeNb U T.N.).

4. BknaouuTe NUTaHMe yCTpOVICTBa n y6EAMTECb B OTCYTCTBUMU aBapMﬁ No COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEVI naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

PucyHok 48 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

q YcTaHOBKa ONTMUYECKUX MOAY/Eel MOXET NPOU3BOAUTLCA KaK NPM BbIK/IIOYEHHOM, TaK M
- NPy BKAKOYEHHOM YCTPOIiCTBE.

1. BcrtaBbTe BepxHUt SFP-moayib B COT OTKPbLITOM YacTblo pa3bema BHWU3, @ HUXKHUIA SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 49 — YctaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moay/sb. Koraa oH BCTAHET Ha MECTO, Bbl YC/bIWNTE XapaKTePHbINA WENYOK.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na ynaneHna TpaHcusepa:

1. OTKpoiiTe 3alLenky moayns.

PucyHok 51 — OTKpbITMe 3awenku SFP-TpaHcuBepos

2. WU3Bnekute MmoAay/nb U3 CnoTa.

PucyHok 52 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CAeaytoWwMe HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

—  OTK/IIOYUTb annapaTHOe U NPOorpammHoe ynpasaeHUe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALUMM TepMUuHana VT100 (MHorMe TepMmUHa/IbHbIE MPOrPaMmMbl UCMOJb3YHOT
AAHHbIN PEXUM IMYNALNN TEPMNHAA B KAYECTBE PEXUMa NO YMOTYaHUIO).

4.2 BKAwouYeHue yCTPOUCTBA

YCTaHOBUTb COeAMHEHME KOHCOJIM KOMMyTaTopa (nopt «console») ¢ pasbeMom mocnenosBaTtesibHOro
nHTepdelica KoMnbloTepa, Ha KOTOPOM YCTaHOBJ/IEHO NPOrPamMmMHOe obecrneyeHne IMyaALUN TepMUHana.

BKNOUUTL YCTPOMCTBO. [MpY KaxKa0M BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb YCTPOICTBa nepes,
3arpysKoli UCNoIHAeMOW NPorpaMmbl B onepatusHyto namsaTs (0O3Y).

OTobpaxkeHue xo4a BbiNoaHeHUs npoueaypbl POST Ha kKommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHAbl Noc/e 3aBeplweHmns npoueaypbl POST HaunHaeTca aBTo3arpysKka nporpaMmmHoro
obecneyeHns KoMmyTaTopa. [1s BbINOJIHEHUS CieumManbHbIX NpoLeayp UCNoNb3yeTca MeHto Startup, BOMTH
B KOTOPOE MOXHO, NPepBaB 3arpysKy Haxatmem Knasuwm <Esc> unu <Enter> B Te4eHMe 3TOro BPEeMeHM!.
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Mocne ycnewwHoM 3arpy3kn KOMmMyTaTopa NOABUTCA CUCTEMHOE NpurialleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/";;‘ [ns 6bicTporo BbiI30Ba CNPABKU O AOCTYMHbIX KOMaHAaX MCNO/b3yiTe KOMBUHALMIO Kna-
o BULWW <Shift>n <?>.

4.3 3arpy3o4yHoe meHIo

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO M B TEYEHUE ABYX CEKYHA, NOCAE 3aBepLueHma npoueaypbl POST HaxaTb <ESC> unu
<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 29 — PyHKUMM MHTepdelica 3arpy304HOro MeHto

dyHKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM
Boot password YcTaHOBUTL/YAaNUTb Naposb Ha bootrom
Image menu BbIbpaTb akTMBHbIM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK
Back MpoAoNKNTb 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V Kommytatopol MES3508, MES3508P wu MES3510P He nopAaepXuBalwoT pexum
CTEKMPOBAHMUA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO U MOKET 0O6beANHATL A0 8 KOMMYTATOPOB OAHOM U TOM
e MOgEeNN, UMEILLMX Cieaytolme poau, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTpoiictBa oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHUe BCEMM YCTPONCTBaMUN B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeTt oauH,
ocCTa/ibHble byayT GyHKUMOHMPOBaTb B posn backup.

— Backup (UID ycTpoiictBa oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweeca master. ybaumpyert Bce
HACTPOWKM, U, B CNyYae BbIXoAa YNpaB/AOLLErO YCTPOUCTBA U3 cTpos, bepeT Ha cebsa GpyHKuUM
YyNpaB/ieHNs CTEKOM. POJIb MOXXHO HA3HAYMUTb MAKCUMYM CEMU YCTPONCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoAUmMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). PoOnb MOXHO Ha3Ha4YMUTb MaKCUMYM LIECTH
ycTpolictBam. [lonycTma KoppeKTHasa paboTa cTeka 6e3 yCTpoMnCTB ¢ AaHHOW PoJibio.

Ona KoppeKkTHOM paboTbl cTeKa He06XoAMM XOTA 6bl OAUH IOHUT C POaIbl0 Master U oauH
OHUT ¢ ponbto backup.

.-

/ UHTepdeiicbl B pexxnme CTeKMPOBaHUA PAabOTAIOT TO/IbKO HA MaKCMMaJIbHOU CKOPOCTU UH-
Tepdeiica.

Mo yMONYaHMI0O KOMMYTATOP HAaxoAMTCA B poan master, nopTbl XLG (XG) yyacTsytoT B nepegaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-MopTbl ANA CUHXPOHU3AUMUKM, OCTasibHble
KOMMyTaTopbl cemenctBa, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-noptbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpu 3TOM yKasaHHble NOPTbI HE y4acTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TONOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KObLLEBAA U IMHENHAA.
[nA noBblilWEHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYEeTCA UCMO/Ib30BaTb KOMbLEBYO Tornonoruto. Mpu
MCMNO/Ib30BaHUWN JIMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHYO CNOCOBHOCTb KaHana. MNpu Mcnonb3oBaHMM KONbLEBOM TONOAOMMU OAMH
CTEKOBbIN IMHK BaoKkupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
o0by4yeHHoro Unicast-TpadmKa, 4To N03BONAET NOBLICUTb NPOMYCKHYIO CNOCOBOHOCTb CTEKOBBIX IMHKOB.

V Ona KommyTtatopos MES2348P, MES2348B, MES3348, MES3348F gna obbeanHeHua B

NIMHEeHOI Tononornun cTeKoBbIX NopToB B LAG Heob6xoanmo ncnonb3osatb MHTEpdeiichl

tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. Mpu nobbIX APYrUX KOomMEMHaUMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoauTbCA B pesepse u umeTb cratyc Standby.

KommyTtaTtopbl cepuit MES23xx, MES33xx n MES53xx noaaep»xunsatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi GyHKUMOHAN MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Koraa backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMAAM3aumMmM Ao poam master, 3anyckaetca Taiimep NSF n dukcupytotca STP-ctaTycbl NOPTOB, NOPThI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM MPUMEHAIOTCA Ha
KOMMYyTaTOpe, CTaBlemM master, B peasibHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyeTca. TaKkke 3anpeLwaerca BbINOJHEHWE KOMaHA NpocMoTpa KoHourypaumm (KomaHabl “show
running-config, show startup-config” B pexxnme EXEC), uameHeHMe coCTOAHUS NOPTOB (KomaHab! “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypauumn nHtepdelrica) n VLAN (KomaHga “vlan 2” B KOHTEKCTHOM
meHio “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MEHIO KOHUrypaLuu
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxmume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), nameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoM
KOHdUrypaumm), BkatodeHne/sbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumun).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasbHOM BpEMEHM.

Tabnmua 30 — Matpuua cteknposaHua ans MES23xx

¢ | 8| 8§ ¢ | g | ¢ |¢ € | € | ¢
MES2308R + - - - - - - - - _
MES2308 - + - - - - - - - _
MES2324 - - + + + - + - - )
MES2324B - - + + + - + - - _
MES2324FB - - + + + - + - - )
MES2348B - - - - - + - - - )
MES2324F DC - - + + + - + - - )
MES2324P - - - - - - - + _ +
MES2308P - - - - - - - - + -
MES2348P - - - . - - - + - +

Tabnnuya 31 — MaTpuua cteknmpoBaHua ana MES33xx, MES5324

<« w w w % w <
8 N S S S S P
b @ @ « b @ i
] © © [ ] 0 2
S W W w S w S
S S S S
MES3324 + + + + - - -
MES3324F + + + + - - -
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MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - . . +
Hacmpolika cmeKkuposaHusi KoOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeET caeayoLwmnii Bua,;
console (config) #
Tabnnua 32 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

1o ymon4yaHuro

stack configuration links
{fo1-4| te1-4 | gi9-12} —

Ha3sHaunTb HTEpdENCh A8 CUHXPOHMU3ALMK PAabOTbI
KOMMyTaTopa B cTeke. MMHUManbHoe Kosinyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoWcTBa «unit-id» nokanbHomy

—/BbIK/IOYEHO
no stack nsf

unit_id unit_id: (1..8, yCTpOMCTBY (Ha KOTOPOM BbINONHEHA KOMaHAa). CMeHa HoMepa
auto)/auto YCTpOMCTBaA NPOM30MAET NOC/e Nepe3arpyskn KOMMyTaTopa.
no stack configuration YAanuTb HacTPOMKK CTeKa.
stack configuration master MpUHYAUTENBHO HAa3HAYMUTb YCTPOWCTBO MacTepPOM (MacTepcTBo
unit unit_id bypeT Bceraa CoOXpaHeHo 3a FOHUTOM B C/ly4ae HaIMYmus ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INMYHBIN
. OT TOro, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL I macTep
unit_id: (1..8)/— NPUHYAUTENbHO NepesarpysunTca Aaa oTaadun macrtepcrsa.
no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY anroputmy (nocne
master nepesarpyskv mactepom byzer Bblb6paHO yCTPOMCTBO C
Hanbonbwmm uptime).
stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha
{off| cl74} —Joff nHTepdelicax cTeka.
V TonbKo ana MES5324.
stack nsf Pa3pelunTb HenpepbiBHYIO Nepegady AaHHbIX (NSF) Bo Bpems

oTAaun mactepcTsa.

3anpeTuTb HenpepbIBHYIO Nepesadvy AaHHbIx (NSF) Bo Bpems
OTAa4Mn MmacTepcTsa.

stack nsf timer value

value: 3apaTb Bpems, B TeyeHue kotoporo anmtca NSF.
no stack nsf timer (60..600) /120 c YCTaHOBUTbL 3HAYEHME MO YMONYAHMIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHGUTIYPUPOBAHMIO FOHWUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypauyuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypaLumm loH1Ta:

console(unit)#

Tabnnua 33 — KomaHab! 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

Ha3HauMTb po/ib KOMMYTaTOPA B CTEKE.

YCTaHOBUTb 3HAYEHUeE Mo YMO/I4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepoeiicbl A CUHXPOHM3aLUK PaboTbl
KOMMYyTaTOpa B CTeKe.

stack configuration unit-id

Ha3HauuTb Homep ycTpoicTBa «unit-id» KOHPUrypnpyemomy

unit_id unit_id: (1..8, toHUTY. CMeHa Homepa yCTpoicTBa Npon3onaeT nocie
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HacCTPOMKK CTEKa.
' Ona npumeHeHUA HaCTPOEK cTeKa Heobxoauma nepesarpysKa yCTPOMUCTBA.
-

[lpumep

=  0b6beanHUTb B CTEK ABa KOmMyTaTopa MES5324. HasHaunTb BTOPbIM IOHUTOM, MCNOb30BAT
delicbl fol-2 B KauecTBe CTEKUPYIOLLMX.

console# config

console (config) # stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieAyoWmin BUA,:

console#

Tabnnua 34 — ba3oBble KOMaHAbI, A4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT06pasnTb MHGOPMaLMIO 06 YCTPOICTBAX, BXOAALLMX B CTEK.

show stack configuration

0OT06pa3nTb MHPOPMALMIO O CTEKUPYIOLLUX UHTEePdelicax
IOHWUTOB B CTEKE, a TaKXKe TeKyLWMi BapuaHT BbiIbopa mactepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLMKU O CTEKMPYIOLLUX
MHTepoencax.
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= [lpumep ncnonb3oBaHnA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ' YcTpoiicTBa ¢ 0AMHaKOBbIMU uaeHTuduKkaropamm «Unit ID» He moryT pabotaTtb B ogHOM
- CTeKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pa3ae/inTb Ha ABa TuMa.

— ba3oBas HacTpoiika — BK/o4aeT B cebs onpeaeneHne 6a30Bbix GYHKLUMIA KOHOUIypauumn u
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cucTemMbl 6€30MaCHOCTM — BK/OYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTN Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpysKe yCTPOMCTBA BCe HECOXPAHEHHbIE AaHHble byayT yTepaHbl. [ina coxpa-
HeHUA N6bIX BHECEHHDBIX MU3MEHEHUI B HACTPOIKY KOMMYTaTopa UCNONb3YyeTcA cneaylo-
Wan KoMaHAa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocneaoBaTeNnbHbIM NOPT. 3anyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYNALMU TEPMUHANG COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpems HauyaibHOM HACTPOMKMN MOXKHO ONpeaennTb HTepdEIC, KOTOopbI ByAeT CNOb30BaThCA ANA
NOAK/IOYEHUA K YCTPOWUCTBY yAaNeHHO.

basosan HaCTpOl\;IKa BK/IIOHaeT cheaytoulee:

1. 3apaHue naposa ans nosnbsosatens «adminy» (c yposHem npusunernin — 15).
Co3faHure HOBbIX MO/Ib30BATENEN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku noaceTv v Wak3a No YyMOAYaHUIo.
Mony4yenHune IP-agpeca ot cepsepa DHCP.

HacTpoika napameTtpoB npoTokosa SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosab3osamesnsa «admin» U co30aHUe HoB8bIX rosb3osameneli

Dna obecneueHuna 3awmiLLEeHHOro BXoga B CUCTEMY HEOBX0A4UMMO Ha3HauYUTb Napoab Npu-
e BUAernposaHHoMy noab3osaTtento «admin».
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Mma nonb3oBaTens u Napoib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMSA CeaHCOB aAMUHUCTPUPOBAHUS
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
NnoJib30BaTesA, NApo/s, YPOBHA NPUBUAETUIA, UCMONb3YOTCA KOMaHAPbI:

console# configure
console (config) # username name password password privilege {I1-15}

V YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HaCTPOMKy. Ypo-
BeHb NpuBuaerunii 15 paspeluaer Kak JOCTyN, TaK U HACTPOMKY YCTPOICTBA.

Mpumep KoMaHg, ana 3agaHusa nonb3osatento «admin» napona «eltex» M cosgaHua nosib3osBaTtens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETNIA, Ha KOTOPOM KaxAblii M3 nosb3osaTeneit 6bin co3gaH. KOHKpeTHOMy YpOBHIO
npusuaernii npuceansaeTcs Habop KOMaHA, KOTOpPble MOrYT BbIMOHATLCA MO/b30BATENAMM C YPOBHEM He
HUXe 3a4aHHoro.

' KommyTtatop noppep:kuBaeT cucTemy HacnepoBaHuA Habopa KomaHpg, oT 6osee HU3KMX
N YpOBHeii npusunerni.

’ Mpusunernn BbICTPAUBAIOTCA TOJIBKO AN KOHKPETHO 3afaHHOro y3na. Kaxayo KomaHay
o Heo6X0AMMO NPONUCHIBaTb ABHO, HE UCMONb3YA COKPaLLeHHble popmbl.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUrypnupoBaHua:

console (config) #

Tabnnua 35 — KomaHAabl 415 HACTPOMKM paclUMpeHHOoro gocTyna

KomaHoa 3HaveHue/3Ha4yeHue ”
Aelcmeue
o ymon4aHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAETUiA
command
level: (1..15); 33aHHYI0 KOMaHAy.
/ypoBeHb Npusnaeruii | - context — pexnm paboTbl KOMaHAHOW CTPOKMU;
KOMaHZ, peKuma - level — ypoBeHb NnpuBmUaeruii, Ha KoTopom byaet
EXEC — 1, [OCTYyNHa HacTpamMBaemasa KOMaHAa;
BCEX OCTaNbHbIX - command — KomaHpaa.
ivil level KomaHg — 15
no privilege context leve Ypanaet A0CTyN K KOMaHAe € YPOBHA, Ha KOTOPOM
command KoMaHza bblna paspelleHa.
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= [lpMmep HacTPOIMKM Habopa KomaHa Ana nosibsosaTena «admin» c 4 ypoBHemM npuBuaeruii n Habopa
KOMaHA, Ans nosb3oBatens «user» ¢ 10 yposBHeM NpuBUAETNA:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (confiqg)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NMOAb30BaTeeN, Yelt ypOBEHb NPUBUAETUIA BbllLe UK paBeH 4, CTaHeT A0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenei, ypoBeHb
npuBmaeruii Kotopbix cootsetcTayeT 10 u Bbiwe, byaeT AOCTyNHA HacTpolika 1 vlan, u BbiBog, KomaHab! show
running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMOoAYaHUIO

[na BO3MOXKHOCTU yNpaBJeHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO HAa3HAUUTb ycTporncTay IP-agpec,
MacKy NoACeTU U, B CIyHae yNpaBAeHUA U3 APYroi CeTH, W3 No YyMONYaHUIo. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepoeiicy — VLAN, dnsmnueckomy nopty, rpynne noptos (nNo ymondaHuto Ha untepdeiice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a Ao/KEeH NPUHAANEKATb K TOM Ke
NoACeTH, YTo 1 oauH 3 IP-nHTepdeiicos ycTpoiicTaa.

/ B cnyuyae ecnm IP-agpec HacTpansaeTca AnA uHtepdeiica GUsnUecKoro nopTa UK rpynnbl
nopToB, 3TOT UHTepdeiic yaanaerca us rpynnbl VLAN, KOTOpPOI OH NpUHaANEXKan.

V IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha ntobom nHTepdeiice cTaTUUECKU
‘ unm no DHCP He co3gaH apyroi IP-agpec.

V Mpu yaaneHun ecex IP-agpecos KomMmyTaTopa A0OCTYN K Hemy byaeT ocylecTBAATbCA No
IP-apgpecy 192.168.1.239/24.

= [lpumep KOMaHA, HacTpoikm IP-appeca ana nHtepdeitca VLAN 1:

MapameTpbl MHTEpPdElica:

IP-adpec, HazHa4yaemeolli 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#
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[Ona Toro 4tobbl yoeanTbes, Yto agpec bbin HazHavyeH nHTepdelicy, BBeAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnonbiosatbca npotokon DHCP, B cnyvae ecan B ceT npucyTcTeyet
cepsep DHCP. IP-agpec ot cepsepa DHCP mokHO nonyyatb Yepes nobont uHtepdelic — VLAN, dusnueckuit
nopT, rpynny nopToB.

V Mo ymonuaHuio DHCP-KnAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpurmep HACTPOWMKK, NpeaHA3HAYEHHOWN ANs NOoAyYeHUs anHamudeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if)# exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHaYeH UHTepPOENCY, BBEAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noaaep:kunsaeT sBepcum npoTtokona vi/v2c/v3. AreHt
SNMP noaaep:xunsaeTt Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[na BO3MOXHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOmM npoTokona SNMP Heobxoanmo
€o34aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTsa:

— ro — onpeaenseT AOCTYN TO/IbKO Ha YTeHuUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONAb30BaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANs
yteHus obbekToB MIB © private — ¢ AOCTYNOM Ha yTeHMe U M3meHeHune obbekToB MIB. [na Kaxaoro
coobuecTsa MOXKHO 3aaaTb IP-agpec cTaHUMM ynpaBaeHus.
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Mpumep co3paHma coobuiecTBa private ¢ JOCTYNOM Ha 4YTeHMe M 3anucb M IP-apgpecom craHumu
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[ns npocMmoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MacCHOCTM CUCTEMbI UCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdMKaums,
aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAaHHbIX UCNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKaUMA) — conocTaBaeHUe 3anpoca CyLecTByoWei y4ETHOM 3anmcu
B cMcTeme 6e30MacHOCTH.

— Authorization (aBTopv3aLms, NPOBepKa YPOBHA A0OCTyNa) — COMNOCTaB/NeHWe YY4ETHOM 3anncK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenEHHbIX MOAHOMOUUNA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO UMA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HauyaeTca nonb3oBaTesemM. B ciayyae ecnv Naposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepes cepuiiHbI MOPT NpepBaTb 3arpysKy, Haxkae Knasuwy <Esc> wnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, Noc/ie NosBAeHMA COOBLLEHMA aBTO3arpy3KM OTKPOETC MeHHo Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHMA napons ([2] Password Recovery Procedure).
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/ Monb3oBaTtenb no ymoauaHuio (admin/admin) cywecteyer Ao Tex Nop, NOKa He co3AaH
noboii gpyroit Nnosb3oBaTteb C YpoBHEM npusuaeruii 15.

/ Mpu yaaneHun Bcex co3gaHHbIX nosib3oBatenei ¢ 15 yposHem npusuaernii Jocrtyn K
KommyTatopy 6yAeT OCywecTBAATbCA NOA, NONb30BaTeNeM MO  YMONYaHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napoJib B CUCTeME MOXHO 3a4aTb ANA CEPBUNCOB!

— KoHconb (nogkntoueHue yepes cepuinHblin NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHve BBECTU Napoib BO BpeMA perncrpauunm B yCTpOﬁCTBe yepe3 ceaHC KOHCOon
BBEAWUTE NApPO/ib — console.

4.5.2.2 YcmaHoseka napons ons Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npurialleHne BBECTM NapoJib BO BPEMA PErnmcTpauumn B ycTporcTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config)# line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raalweHMe BBECTM Napo/ib BO BPEMS PErMCTPALLMM B YCTPOMCTBE Yepes ceaHc SSH BeeauTe
naponb — ssh.
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4.5.3 Hacmpolika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKallee nobyto
nHdopmaumto. Hanpmmep:

console (config)# banner exec;

Role:

Core switch
Location: Objedineniya 9, str.
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5 YNPAB/JIEHUE YCTPOUCTBOM. UHTEPPENC KOMAHAHOWM CTPOKU

[Nna HacTPOMKM KOMMYTaTOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpefieNeHHbIN CNUCOK KoMaHA,. BBoA cMMBONA «?» CNAYXUT ANA NPOCMOTPa Habopa KoMaHA, AOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KoMaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy Nnocse ycnewHol 3arpy3kmM KommMmyTaTopa
M BBOAA MMEHW MOJb30BaTeNsA M Naponsa (4Nna HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnaweHue cu-
CTeMbl B 3TOM peXKMMe COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>".

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXum A0CTyneH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHmne cUCTEMbI B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpuypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTtopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexmMma KoHpurypaumm. Bxoa B pexknm ocyLecTBaseTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHgpu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHdu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCcTBAAETCA U3 perKnma rnobanbHON KOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-1line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexknme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 36 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexxume EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepekNoUnTLCS B MPUBMAETMPOBAHHBIN PEXUM (ecnun 3HayeHune
He yKa3aHo — TO ypoBeHb npusunaeruit 15).

login — 3aBepLueHue TEKYLLEe CECCUM U CMeHa NONb30BaTeN .

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help . 3anpoc cnpaBoYHOM MHOpPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOM CTPOKM
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show history

MoKa3aTb UCTOPUIO KOMaHA, BBEAEHHbIX B TEKYyLL e
TEPMUHANBHOM ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMaHZ,
ANA TEKyLWel TePMUHANBLHOM ceccum.

OTKAOUNTD GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa UCTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW Ceccun.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT106pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

—/dYyHKUMA BKAKOYEHa

BKNOUMTDL NOATBEPKAEHWE Nepes, BbIMOJHEHUEM HEKOTOPbIX
KOMaHA,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnuua 37 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) n3
nNpYBUAErMPOBAHHOIO KOMaHAHOro pexkmma (privileged EXEC).

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeinTn B pexxMm OTNagKu.

set system mode {acl-sqinq
| acl-sqing-udb}

acl-sging

YCTaHOBUTb PEKUM HACTPOWKK dUAbTpaLmMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BABOE YMEHbBLIEHO KOMYECTBO BO3MOXKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALMKN MO
TpuHaguatv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

KomaHObl, docmyrnHble 80 8Cex pexumax KoOHguaypayuu

3anpoc KOMaHAHOM CTPOKU MMEET OAMH U3 CaeayioLmMX BUAOB:

console#

console (config) #

console (config-line) #

Tabanua 38 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOUIypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

exit BbITH 13 Nt06Oro pexkmma KOHPUrypaLmMm Ha ypoBeHb Bbille B
nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypaLumn B KOMaHAHbIA PEXMUM

(privileged EXEC).
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do BbINONHUTL KOMaHAY KoMaHaHoro yposHs (EXEC) u3 noboro
peXxnma KoHdurypaumu.
help — BbiBecT cnpaBKy MO UCNO/Ib3yeMbIM KOMaHAaM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT caeayroLwmii Bua;

console (config) #

Tabnnua 39 — BasoBble KOMaHAbl, AOCTYMHbIE B perKMMe rnobanbHol KoHdUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3afaTb TEKCT coobLLEeHMs exec (Npumep: No/ib30BaTe b
YCNELHO BOLWE B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobLeHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBooB).

Y8anuTtb TeKCT coobLLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKCT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KOTOpoe oToBparkaeTca nepes, BBOAOM UMEHU NONb30BATENA U
NaponA), U BKKOYUTb BbIBOA HA IKPaH.

- d — paspgenutens;

- message_text — TeKcT coobLeHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

Ypanutb TekcT coobuieHua login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MaKCMManbHO BO3MOXHOE YMCN0 aKTUBHbIX ceccuit CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpasBieHus
V uepes com-nopr.

YcTaHaBAMBaeT 3Ha4YeHune no YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CaeayoLWmi BUA;:

console (config-line) #

Tabnnua 40 — Ba3oBble KOMaHAbl, OCTYMHbIE B peXKMMe KOHOUTYpauumn TepM1MHana

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuio
history BKNOUUTL PYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHBIX KOMAHA,
no history —/GYHKUMA BKIIOYEHA | BbIKNIOUMTL GYHKLMIO COXPAHEHWA NCTOPUM BBEAEHHbIX

KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep bydepa UcTopum BBEAEHHBIX KOMaHA,

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlell TepMUHANBbHOWM CECCUM B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®unbTpayma coobLeHM KOMaHOHOK CTPOKM

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembix AaHHbIX B OTBET Ha 3anpochl
nosb3oBatens U obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaummn nHbopmauumn Tpebyetca
n06aBUTb B KOHEL, KOMaHAHOW CTpPoKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii puabTpaumu,
nepevYncsieHHbIX B Tabaumue 41.

Tabnnua 41 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern Haiitn nepsoe coBnageHue ¢ WwaboHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEN.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKMU, HE coaeprKalume WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb $palin, ecnm Takoi yxKe cylle-
cTBYET), TpebyeTca nocne Habopa KoMaHZAbl 0TObpaXkeHUs MHbopMaLummn 406aBUTb CUMBOJ «>» U YKa3aTb UM
daina. ns Toro, 4ytoHbI KONMPOBATL BbIBOA KOMaHAbI B KOHeL, dalinia, nocie Habopa KomaHAabl oTobpakeHus
nHbopmaunm gobaBnUTb CUMBOA «>>» U YKa3aTb MMA dainna. NMpumep MCNoONb30BAHUSA:

console# show system >> flash://directory/filename

MepeHanpaBAATb BbIBOA KOMaHA, B ¢paitl MOXKeT TO/IbKO No/1b3oBaTe b ¢ 15 ypoBHeMm npu-
BUNETUMA.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BONSET CO34aBaTb YHUOULMPOBaHHbIE HAabopbl KOMaHL — MaKpoCbl, KOTopble
MOXHO BMNOC/NeACTBUN NMPUMEHATbL B MPOLLECCe KOHOUTYpauum.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHomM KOHGUrypaumm:

console (config) #
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Tabanua 42 — KomaHAabl pexkmma rnobanbHo KoHpUrypaumum

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro

macro name word [track Co3aaTb HOBbIM Habop KOMaHA, ecan Habop € TaKUM UMeHeM
object [state activa- cyliecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
tion_statel]] NOCTPOYHO. 3aKOHUYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA

“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene

MaKpOCa MOYHO MCNO/b30BaTb A0 TPEX NepeMEeHHbIX B

word: (1..32)
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
CMMBOJI0B

aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctoaHma DOWN B coctosiHme UP, down —
aKTuBauma npu nepexoge us coctoaHmna UP B coctoaHne DOWN,
any — akTuBaumaA nNpu Nt06OM U3MEHEHUN COCTOAHMSA). MaKkpoc
He MoeT 6bITb akTMBMpPOBaH M3meHeHnem TRACK obbekTa npu
Ha YN NepemeHHbIX B Tene.

object: (1..64);
activation_state: (any,
up, down)/any

no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CUMBOJI0B
macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaIMAHOCTb.
CUMBO/I0B
macro global description Co34aTb CTPOKY-AECKPUNTOP rN10b6asbHOro Mmakpoca.
word: (1..160)
word
— CUMBOJI0B
no macro global description Y[anuTb CTPOKY-AeCKpMnTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 43 — KomaHgpbl perkmuma EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuto

macro apply word [patternl MPUMEHNTb yKa3aHHbIM MaKpoc.
valuel] [pattern2 value2] - pattern — wabn0oH, cocToAWMIN N3 06bABNEHUA, HaNpUMep,

word: (1..32) nen . .
[pattern3 value3] cumeona "$", M nepemeHHOM, HanMCaHHbIX CIMTHO;

CMMBO/I0B

- value — nepemeHHas KOHGUTypaLuu.

macro trace word I'IposepMTb \/Ka3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-

OT06pasnTb NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha

i 2(12.. 1..48);
gi_port: (1..8/0/1..48); ycTpoicTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);
ort-channel group}] | word: (1..32)
i group CMMBO/IOB

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepdeinca:

console (config-if)#
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Tabanua 44 — KomaHabl pexxMma KoHourypaumm nHtepderica

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, COCTOAWMIA U3 0O6BABNEHUA, HANpPUMep,
[pattern3 value3] CMMBOJ1I0B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmu.
macro trace word word: (1..32) MpoBepuTb yKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPUMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUnTop.

5.5 KomaHabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 45 — KomaHabl ynpasaeHusa cuctemoi B pexxume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMYy y3/ly CETH, a TaKXKe ANA KOHTPoNA
noctynatowmx oteetos (ICMP Echo-Reply).

- vrf-name — uMA BUPTyanbHOM 061acTV MapLIpyTU3aLmK;

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHoe nms y3na cetu;

- Size — pa3mep nNakeTta A4/nA OTNPaBKM, KONNYECTBO 6alT B
nakete;

- count — KOIMYECTBO MAKETOB A/1A nepesayu;

- timeout — BpemA OXKMAAHUA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumBon0OB;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npoTtokosa ICMP yKasaHHOMY y3/ly CE€TU, a TaKKe A/1A KOHTPOIA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoOe Ums y3na cetu;

- Size — pa3mep NakeTta Ana OTNPaBKM, KONNYECTBO 6alT B
nakeTe;

- count — KOZIMYECTBO MAKeToB A/1A nepesayu;

- timeout — Bpems 0XWAaHWA OTBETA Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpeaennTtb mappyT TpadurKa 40 y3na HasHAYeHUs.
- vrf-name — nma BUpTyanbHOM 061aCTM MapLIpyTM3aLMK;
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — [OMeHHOEe UMA y3/1a ceTu;
- Size — pa3mep NakeTa g1a oTNPaBKK, KOMYecTBo 6aliT B
nakeTe;
- tt/ — MaKCMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KONMYeCcTBO NOMbITOK Nepesayn NakeTa Ha Kaxaom
yyacTke;
- timeout — BpemsA OXXWAAHMA OTBETA Ha 3anpoc;
- IP_address — IP-agpec uHTepdeiica KommyTaTopa,
NCMNONb3yeMblit ANA Nepesaym nakeTos.

OnucaHue own60K NpU BbINOAHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 47, 48.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBoNOB;
size: (66..1518)/66 bairr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

Onpeaenntb mapwpyT TpadurKa 40 y3na HasHAYeHus.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — [OMeHHOEe UMA y3/1a ceTu;
- Size — pa3mep nakeTa oA OTNPaBKK, KoanyecTso 6aiT B
nakere;
- tt/ — MaKCMManbHOE KONIMYECTBO YYaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
yyacTke;
- timeout — BpemsA OXMAaHWA OTBETA Ha 3anpoc;
- IP_address — IP-agpec uHTepoeiica KommyTaTopa,
NCNONb3yeMbIi ANA Nepesaym nakeTos.
OnucaHue owmn60K Npu BbINONHEHUN KOMaHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 47, 48.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbITb TELNET-ceccuto ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOoEe UMA y3/1a ceTy;
- port — TCP-nopT, no kKotopomy paboTaeT cnyxba Telnet;
- keyword — KntoyeBoe CNoBo.
OnucaHue cneuuranbHbiXx KomaHg Telnet u Knwoue-
V BbIX C/10B NpuBeAeHo B Tabnuue 49.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuto and ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMsA y3na ceTu;
- port — TCP-nopT, No KoTopomy paboTaet cny»ba SSH;
- keyword — kntoyeBoe CnoBo.
V OnucaHue K4yeBbiX C/10B NPUBEAEHO B Tabnuue
50.

resume [connection]

connection:
(1..5)/nocnenHsasn
YCTaHOB/IEHHaA ceccus

MepeKkntounTbCA Ha APYryto YyCTaHOBAEHHYIO telnet-ceccuio.
- connection — HoOMep ycTaHOB/eHHOM telnet-ceccum.

show users [accounts]

0OT06pasuTb MHGOPMALMIO O NOAL30BATENAX, UCMONb3YHOLLMX
pecypcbl ycTpolicTBa.

clear line line

3aKprTb BXO4ALLYH CeCCUI0 yaaneHHOro ynpasaeHma

line: (0..5) (SSH/Telnet).
- line — Homep ceccum yaaneHHOro ynpasieHus.
show sessions . 0T06pasunTb MHGOPMALMIO 06 OTKPBITLIX CECCUAX K YAaNeHHbIM
ycTpoicTeam.
show system - BblBECTU cUCTEMHYIO MHPOPMALMIO.
show system battery . OT06pasnTb MHPopMaumio o baTapee.
[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBa B CTEKE.
show system id [unit OT06pasnTb CEPUNHBIN HOMEP YCTPOMCTBA, PEBU3MIO NAATbI U
unit] unit: (1..8)/— 6a3oBblii MAC-agpec.
- unit — HoMep yCTPOICTBA B CTEKeE.
show system [unit unit] unit: (1..8)/— OTo§paamrb CMCTeMHyvlo MHPOPMaLMIO KOMMYTATOPA.
- unit — HomMep yCTPOICTBA B CTEKeE.
show system fans [unit unit: (1..8)/— OT106pasnTb MHPOPMALMIO O COCTOAHUU BEHTUNATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTEKe.
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show system power-
supply

0OT106pasnTb MHGOPMALMIO O COCTOAHUM UCTOUHUKOB MUTAHUA.

show system sensors

0OT06pasnTb nHbOPMaLMIO TeMNepaTypPHbIX AaTYMKOB.

show version

OT06pasnTb TEKYLLYHO BEPCUIO CUCTEMHOTO NPOrPaMMHOro
obecneyeHuns yCcTpoCTBa.

show system router
resources

OT06pasnTb pasmep 1 3aHATOCTb annapaTHbIX Tabauy,
yCTpoicTBa (MapLpyTM3aumm, coceaen, nHtepodencos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTo6pasunTb 3arpysKy pecypcos namatv TCAM (onpeaeneHHo
agpecyemasn namsaTb).
- unit — Homep yCTPOMICTBA B CTEKe.

show tasks utilization

OTO6pasnTb YPOBEHb 3arpy3Ku PeCypcoB LIeHTPaabHOTo
npoLeccopa KOMMyTaTOPa A8 KaxKA0ro CUCTEMHOrO npotiecca.

show tech-support
[config | memory]

OT06pasnTb MHPOopMaLmio 06 ycTpoicTee, Heobxoamumyto ann
HayaNbHOM AMArHOCTUKKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuio
V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA;:
e  show clock
e show system
e show version
e  show bootvar
e  show running-config
e show ip interface
e show ipv6 interface
e  show spanning-tree active
e  show stack
e show stack configuration
e  show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e show cpu input-rate detailed
e  show tasks utilization
e  show mac address-table count
e showarp
e show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e show users
e show sessions
e show system router resource
e  show system tcam utilization

show storage devices

0OT06pa3nTb 3HaueHns obbema n ceoboaHom namaTtu MN3Y.
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KomaHpga «show sessions» oTobpakaeT Bce yganeHHble coeAUHEHUA TONbKO U3 TeKyLei
ceccuun. laHHaA KOMaHAA UCNOob3yeTca cnepylolmm obpasom:

.‘

1. BbINONAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTopa C NMOMOLLbIO
TELNET unu SSH;

2. BepHyTbCA B pOoAUTENbCKYIO ceccuio (Ha KommyTaTop). 15 3TOro HaXKaTb KOMBGUHaLUIO
Knasuw <Ctrl+Shift+6>, ornyctuTb M HaxaTb <x> (MKc). Mpoun3oigET nepexos B poau-
Te/NIbCKYIO Ceccuio;

3. BbINonHUTb KomaHAy «show sessions». B Tabauue J0MKHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeAnHeHUA B TeKyL e ceccum;

DnA Toro uto6bl BEPHYTHCA K CECCUMN YAANEHHOTO YCTPOMCTBA, HEO6XOAMMO BbINOJHUTD KO-

maHgy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbl «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTpoKK B pexume privileged EXEC nmeet cneayrowmii Bua;
console#

Tabnuua 46 — KomaHabl ynpaBaeHusa cuctemoi B pexkmme privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1.8)/— I'Iepfaazfnycmrb yCTpOVICTLBO.

- unit_id — Homep ycTpoiicTBa B CTeKe.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEXKYTOK BPEMEHMU, Yepes KOTopbI MpousongeT
hh:mm} hh: (0..23), mm: .

(0..59). OT/I0XKEeHHas nepesarpysKa ycTponcTea.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password o Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kafpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate . OTO6pPa3smnTb CTAaTUCTUKY MO CKOPOCTU BXOAALIMX KaApos,
detailed 06pabaTbiBaeMbix MPOLLECCOPOM MO TUNY TpadumKa.
show cpu thresholds — OT06pasmnTb CNMCOK HACTPOEHHbIX Noporos gna CPU.
show memory thresholds — OTO6pPa3nTb CNUCOK HAaCTPOEHHbIX MOporos gas RAM.
show sensor thresholds — OT06pasunTb CNMCOK NOPOroB ANA AATYMKOB.
show storage thresholds — OTO6pPa3nTbL CNMCOK NOPOroB A/ Pa3fesioB YCTPOWCTB.
show system mode — 0OT06pa3snTb MHGOPMaLMIO O NapameTpax GunbTpauun TpaduKa.

- I'Ipmmep MCMo/Ib30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %
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Tabnmua 47 — OnuncaHue pesynbTaToB BbINOJHEHUA KOMaHAbl traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro0 MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCca ANA KaXKA0WN NOMbITKM Nepefaym nakeTta.

an BbINOJIHEHUWN KOMaHAbI traceroute moryTt ﬂpOM30ﬁTM 0LLIVI6KVI, onucaHue owmnbok npmneeaeHo B

Tabnuue 48.

Tabnmua 48 — OwMbKM NpU BbINOAHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Nnpu NonbITKe Nnepesayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue gocrtyna ACL.
F TpebyeTcs pparmeHTauma 1 yctaHoBKa 6uTos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHUK noaaBieH.
R McTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaalLero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHne Telnet KommyTaTOpoB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
bYHKUMKM KOHTPOAIA TepMuHana. [lna BxoAa B peXum crneulmanbHbiX KOMaHA, BO Bpemsa akTuBHoi Telnet-

Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 49 — CneumanbHble KomaHabl Telnet

CneyuanbHas KomaHoa HasHaveHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C MNepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatsb no telnet yaaneHue cumsona (EC).
AN Qo MNepepatb no telnet npeKkpaweHune BbiBoga (AO).
ARt Mepepatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAS nogkatode-
HUS.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXnMM KOMaHAHOM CTPOKMU.
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TaK»e BO3MOKHO MCNONb30BaHME AONONHUTENbHBIX ONLUMIA NpU OTKPbITUKM Telnet- n SSH-ceccui:

Tabnunua 50 — Kntouesble c1oBa, UCMNO/ib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET GYHKLMIO echo (NnogaBneHue BbIBOAA HA KOHCO/b).
/password OnpepnenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonyckaeT BblBOA, BCex cO0bLEeHMI NporpammHoro obecneyerua Telnet.

/source-interface

OnpeaenseT nHTepdEnCc-UCTOUHUK.

BkntoyaeT 06paboTKy NOTOKA, KOTOPLIM paspellaeT He3awmueHHoe TCP-coeguHeHne
6e3 KoHTponsA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHe He 0b6pabaTbl-

/stream BaeT Telnet-onuMm U MOXKET MCNONL30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KONbl, He asastowmeca Telnet-npoTokonamu.

Juser OnpegenaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHapl ynpaB/ieHUa cUCTEMOW B pexxnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMon4aHuro
hostname name name: (1..160) 3asaTb ceTeBOE MMA YCTPOIACTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHMWE MO YMONYAHWIO.
service tasks-utilization Pa3peLwnTb ycTpoMCTBY NPOrpaMMHO U3MeEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOIo NPOLLeccopa KOMMYTaTOPa A1 KA A0ro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOWCTBY NPOrpamMmMHO U3MepPATb YPOBEHb 3arpy3ku
pecypcoB LLeHTPaNbHOIo NPOLLeccopa KOMMYTATOPa A1 KaKAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3peLwmnTb ycTPOACTBY NPOrpaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.
- — —/BKNOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOWCTBY NPOrPaMMHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LeHTPaNbHOro NpoLeccopa KoMmyTaTopa.
service cpu-input-rate Pa3peLmnTb ycTPOMCTBY MPOrpaMMHO U3MEPATb CKOPOCTb
BXOAALLMX KagpoB, 06pabaTbiBaeMbIX LEHTPaAbHbIM
NpoLLEeccopom KOMMyTaTopa.
- - —/BKNOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOWCTBY NMPOrPaMMHO U3MepPATb CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaeMbIX LEHTPaAbHbIM
NpoLLEeccopom KOMMyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBuTb Ha CPU orpaHMyeHnA CKOpPOCTM BXOAALWMX KaapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeaneneHHoro TMna Tpaduka.
arp, arp-inspection, - ppS — NAKETOB B CEKyHAY.
stp-bpdu, routing, | Peanusyert ¢pyHKumio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHME ppPs N0 YMOIYAHUIO A/1A ONpeaeNeHHOro
TpadukKa.

syn);

pps: 8..2048

service password-recovery Pa3pelunTb BOCCTaHOB/IEHME NAPOA YEPES 3arPy304HOE MEHIO
bled «password recovery procedure» ¢ COXpaHeHUEM KOHUrypaLmu.

no service /enable Pa3pelunTb BOCCTaHOB/IEHME NAPO/A Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHpurypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra IMHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co34aBaTb pe3epBHYIO KOMWIO TeKyLLEel KOHPUrypaumn.
conflgu'ratlon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KoHOUrypauuu.
system router resources ip_entries: YCcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPoun3BOJIbHbIV MHAEKC NOPOra;

- interval — nHTepBan uamepeHua 3arpyskm CPU. 3HayeHue 3a-
rpy3ku CPU 3a aToT MHTepBan 6yaeT cpaBHMBATLCA C NOPOro-
BbIM;

- relation — oTHoWweHWe mexay 3arpyskoii CPU 1 noporosbim
3HayeHnem, Heobxoaumoe ana cpabaTbiBaHWA Nopora;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HauyeHue, onpegenstolLee MOMEHT BOCCTa-
HOBNEHWUA nopora nocse cpabaTbiBaHUSA;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKalouaeT/oTKAIOYAET OTNPaBKy TPAnos o cpabatbl-
BaHWK Nopora;

- recovery-notify — BK/tOYaeT/OTKAOYAET OTNPABKY TPanos O
BOCCTAHOBJ/IEHUW NOpoOra.

YAanuTb Nopor € 3aiaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agatb nopor gns obbema ceobogHOM namaTi RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoWeHWe mexay 06bemom cBo6OAHOM NAMATU U
MoporoBbiM 3HayeHMem, Heobxoammoe 415 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT
BOCCTaHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTK/l0UaET OTNPaBKy TPanos o
BOCCTAHOB/NEHUM NOpora.

YAanuTb NOPor ¢ 3alaHHbIM UHAEKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor 4N AaT4MKa CKOPOCTM BPALLLEHUSA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep 1OHWUTa, Ha KOTOPOM HaXOAWUTCA BEHTUAATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeX Ay CKOPOCTbIO BPALLEHUA
BEHTU/IATOPA U NMOPOroBbiM 3Ha4YeHMEM, HeobxoamMmoe Ans
cpabaTbiBaHMA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaenaowee MOMeHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb Ba)KHOCTW TPanoB A/14 3TOro Nopora;

- notify — BK/ItOYaeT/oTKAOYaET OTNPABKY TPanos o
cpabaTbiBaHWKM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPanos o
BOCCTAHOB/IEHUW NOpPOra.

YAanuTb nopor ¢ 3a43aHHbIM MHAEKCOM A5 BEHTUAsATOPA fan_num
Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor oNs AaTymKa TeMnepaTypbl.

- §ensor_num — HOMep TepMOoJaTynKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeX Ay TeMNepaTypPoi U NOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4YeHWe nNopora;

- flap_interval — 3HayeHue, onpeaenatolLee MOMEHT
BOCCTAHOB/IEHWA NOpoOra nocse cpabaTbiBaHUSA;

- severity — ypOBEHb Ba)KHOCTU TPanoB A/18 3TOro Nopora;

- notify — BK/IlO4aeT/oTKAOYaEeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKktoYaeT/oTKOUaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpPOTra.

YAanuTtb nopor ¢ 3aJaHHbIM UHAEKCOM ANA TepMoJaTImKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor ana o6bema cBob6ogHOM NamaTh Ha N3Y.

- index — Npown3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay ob6bema cBob6oAHON NaMATH U
NnoporosbiM 3Ha4YeHUeM, Heobxoaumoe A1 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaensatow,ee MOMEHT
BOCCTAHOB/EHUA Nopora nocse cpabaTbiBaHus;

- severity — ypOBeHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BKAtouaeT/oTK/IOYaeT OTNPaBKy TPaMNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKktouyaeT/oTK0UaeT OTNPaBKy TPanos o
BOCCTAHOB/NEHUM NOpOra.

Ypanutb nopor € 3agaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peakLmio KOMMYTaTOPa Ha HaaTue KHOMKM F.

- enable — npwu Ha)XaTuM Ha KHOMKY AAUTeNbHOCTbIO MeHee 10 c,
NPOUCXOANT Nepesarpyska yCTPoMCTBa; NPU HaKaTUKN Ha KHOMKY
AnvTenbHocTblo 6onee 10 ¢, npoucxoauT cbpoc ycTpolicTea Ao
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TobKO Nepesarpyska.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTpoB ANA 3a4aHUA Naponen

JaHHbI KOMNAEKC KOMaHA, NpeaHasHavyeH Ana 3aJaHusa MUHUMA/IbHOM CNOXHOCTU NapoiA, a TaKxe
ANA 3alaHMA BpeMeHu AeCTBMA Napons.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXmnme rno6anbHON KOHOUTYpauum MMeeT cleayowmnii Bua;:

console (config) #

Tabnnua 52 — KomaHgpl ynpaB/ieHUa cMCTEMOW B pexxnme rnobanbHoi KoHoUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHUn 3a4aHHOO CPOKa
OyaeT npeasioXeHo CMeHUTb Naposb. 3HavyeHue 0 roBopuT O
TOM, YTO BPEMS }KU3HU Naposiel He 3aZaHo.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtOUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKIOYMTb OrpaHnYeHmne, 3a4atoLLee MUHUMaNbHOE KOIMYECTBO
KN1AaccoB CMMBO/OB (CTpouHble 6yKBbl, 3arnasHble 6yKsbl,
undpbl, CUMBObI).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOUMTL OrpaHMUYeHMe Ha MUHUMA/bHYIO AJIMHY Napons.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOUMTb OrpaHUYeHne, 3afalollee MaKCMMasbHOE Ko/uue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napos MCNO/b30BaTh B KAUYeCTBe HOBOTO
CTapblii.

—/enabled —
no passwords complexity Pa3pelunTb MCNO/b30BaTb CTapblit Naposb Npu cMeHe.
not-current
passwords complexity 3anpeTuTb MCMOAbL30BaTb B KadectTBe Mapo/ifd UMA MO/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelnTb MCnonb30BaTh B KayecTBe Maposis MMsA Mo/b30Ba-
not-username Tens.
password lockout value YCTaHOBWUTb KOAMYECTBO MAYLMX NOAPAZL MOMbITOK BBOAA Na-
pona c owmnbKon A0 BJIOKMPOBKKU JIOKAZIbHOM YYETHOM 3anucu
value: (1..5)/—

no password lockout

nonb3osBaTenA.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema 6G10KMPOBKM JI0OKaNbHOW y4eTHOWM 3anucu
nosb3oBaTens.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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Tabnuua 53 — KomaHabl yn

paBaeHus cuctemom B pexkmme privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

set username username active

HEBEPHOro BBOAa NaponaA.

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyliecTBAeHUM

npuseneHo B Tabnauue 54.

onepaumii Hag, dainamm B KayecTBe apryMeHTOB KOMaHZ BbICTynaloT agpeca
URL — onpegennTtenn MecToHaxoxaeHua pecypca. OnncaHune KatoueBsbix C/10B, UCMOb3YEMbIX B ONepaumnx,

Tabnunua 54 — CN1COK KNtoYeBbIX CI0B U UX OnuMcaHue

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm aapec Mecta HasHauyeHMs 419 SHEProHe3aBMCUMON NamATH.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO yMoaYaHuio, eciv agpec URL onpeseneH 6e3

npedukca (npedukcamm ssastotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konusa dalina Tekyliein KoHourypaumu.

startup-config

®aitn nepBoHavYanbHON KOHGUTypauuu.

active-image

®daiin c aKTMBHbIM 06pasom.

inactive-image

®daiin c HeaKTMBHbIM 0b6pasom.

ftp://

UcxopHbIV agpec unm agpec mecta HasHadeHua ana FTP-cepsepa.
Cuntakcuc: ftp://[username[:password]@host/[directory/] filename
- username — UMA NOJb30BaTeNs;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- directory — katanor;

- filename — vma daiina.

tftp://

UcxopHbIV agpec nnv agpec mecta HasHadyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unu ceteBoe MMs YCTPOMCTBA;

- port — nNopT Ha3Ha4yeHus;

- directory — katanor;

- filename — nma dainna.

scp://

McxoaHbIv agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NONb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- port — nNopT Ha3HaYeHus;

- directory — Katanor;

- filename — nma daina.

sftp://

McxoaHbIv agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.

Cuntakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — VMA NO/Nb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceteBoe MMA YCTPOWCTBA;

- port — nNopT Ha3HayeHus;

- directory — Katanor;

- filename — vma daina.

logging

®aiin c uctopmen KomaHa,
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5.7.2 KomaHObI dna pabomeli ¢ paiinamu

KomaHObI pexxcuma 2a06an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXmnme rnobanbHON KOHOUTypauum MMeeT cleayowmii Bua;

console (config) #

Tabanua 55 — KomaHabl 4158 HAaCTPOMKM NapamMeTPOB KOMMPOBAHUSA B peXnMme rnobanbHON KoOHOUrypaumm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio

ip tftp source-interface

{fortygigabitethernet fo_port: (1..4);

fo_port | tengigabitether- tg_port: (1..24);

net te_port | gigabitether- gi_port: (1..24); .

net gi_port | loopback Ib_port: (1..64); OnpegennTb IP-uHTepdeiic nctouHnka ana naketos TFTP IPv4.
Ib_port | tunnel tn_port | tn_port: (1..16);

port-channel group | vlan grogp: (1..48);

vian_id} vlan_id: (1..4094)

no ip tftp source-interface /BbikniodeHo YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

ip sftp source-interface

{fortygigabitethernet fo_port: (1..4);

te_port: (1..24);

‘0_port | tengigabitether-
fo_port | el gi_port: (1..24);

net te_port | gigabitether-

net gi_port | loopback Ib_port: (1..64); Onpepgenntb IP-unTepdeiic nctouHmka ana naketos SFTP IPv4.
Ib_port | tunnel tn_port | tn_porF: (11-;1186-);
port-channel group | vlan grogp. (1..48);
vian_id} vlan_id: (1..4094)
= BbIKNOYEHO
no ip sftp source-interface / YCTaHOBWTb 3HaYeHME MO YMOAYAHUIO.

KomaHOb1 pexcuma privileged EXEC

3anpoc KomaHAHOM CTpoKK B pexume privileged EXEC nmeet cneayrowmii BuAa;

console#
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Tabanua 56 — KomaHgbl ans pabotbl ¢ painamm B pexkume privileged EXEC

destination_url:

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
YMOAYAHUIO
copy source_url destination_url Konupogatb daiin n3 MectonosioxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MECTOMNOJIOMKEHNE Ha3HAYEeHUS.
include-plaintext] - source_url — mectonosoxeHue Konupyemoro ¢anna;
- destination_url — appec mecTa Ha3HauyeHus, Kyaa dain byaer
CKOMMPOBaH.
Cneaytolime onuumn OCTYMNHbI TONIbKO NPU KOMMPOBaHUK U3
daitna KoHPUrypaumm:
- exclude — nHpopmauus, KpuTMYHas gns 6e3onacHocTu, He
byAeT BK/OYEHA B KOHEYHbIN daiin;
- include-encrypted — nHpopmauua, KpuTMyHaa gnn
source_url: 6e3onacHocTH, 6yeT BKAIOYEHa B KOHEUHbIN daiin B
(1..160) 3alWndpoBaHHOM BUAE;
CUMBO/IOB;

- include-plaintext — nHbopmayma, KpuTnuHaa ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN dain B

(1..160) He3awndpoBaHHOM BUAE.
copy source_url running-config CMMBONOS; KonupoBsatb palin KoHPUrypaumm c cepsepa B TEKYLLYHO
KOHOUrypaumio.
copy running-config CoxpaHWUTb TEKYLLYI KOHOUIypaLmIo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKAOUNTL U3 KONUPYEMBIX AAHHBIX MHGOPMALMIO O
encrypted | include-plaintext] KAkoYax, Naponsax u . n.
- include-encrypted — coxpaHATb faHHblE O KAKOYAX, NAapPOAX B
WwndpoBaHHOM BUAE;
- include-plaintext — coxpaHATb AaHHbIe O KNtOYax, Naponax B
ABHOM BMe.
copy startup-config destination_url CoxpaHuUTb NepBOHa4aNbHYO KOHOUIypaLuio Ha cepeepe.
copy running-config startup-config — CoXpaHWTb TEKYLLYI KOHUrypaL Mo B NepBOHAYa/bHYHO.
copy running-config file COXpPaHWTb TEKYLLYIO KOHUIypaLmio B 3aaHHbIV pe3epBHbIi
- daiin KoHdUrypauum.
copy startup-config file CoxXpaHWTb NepBOHaYa/bHYO KOHGUIypaumio B 3a4aHHbIN
- pe3epBHbIN Gpaitn KOHPUrypaumm.
boot config source_url Konuposatb daiin KoHdurypauum c cepsepa B dpain
o nepBoHaYaNbHON KOHbUTypauuu.
dir [flash:path | dir_name] — OT06pasnTb cNMCcoK $ainioB B YKazaHHOM KaTanore.
more {flash:file | startup-config | OTobpasunTb coaeprmumoe daina.
running-config | mirror-config | - startup-config — oTobpakaeT coaepkmumoe daina
active-image | inactive-image | nepBoOHaYaNbHON KOHOUTYpauuu;
logging | file} - running-config — oTobparkaeT cogeprkumoe daiia TeryLen
KoHdUrypauuu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaTn yCTPOUCTBa;
- mirror-config — oTobpaxkaeT cogepkumoe daina Tekywen
file: (1..160) KoHUIrypaumm ¢ 3epKana;
CMMBO/IOB - active-image — oTobpakaeT Bepcuio TeKkyuiero gpalina obpasa

no.
- inactive-image — oTob6pakaeT Bepcuio HeakTMBHOro daina
obpasza MO.
- logging — oTobpaskaeT cogepknumoe daina KypHana.
- file — nmsa danna.
' daiinbl otobpaxkatorca B popmate ASCII.

delete ur/

Ynanute daiin.

delete startup-config

Ypanute daitn nepBoHa4yanbHON KOHPUIypaLmm.

boot system source_url

Konuposatb daiin MO c cepBepa B HEAKTUBHYIO 061aCcTb NAMATH
Ha mecTo pesepsHoro 0.

boot system inactive-image

3arpysuTb c HeakTMBHOro o6pasa Mo.
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show {startup-config | running- ip_addr: A.B.C.D, | OTobpasutb cogepxmnmoe daina nepBoHayasbHOM (startup-
config} interface {ip ip_addr | all); config) unu Tekywen (running-config) KoHoUrypaumm.
gigabitethernet gi_port | gi_port: - interfaces — KoHdUrypauus nHtepdelicos KommyTtatopa — IP-
tengigabitethernet te_port | (1..8/0/1..48); nHTepdeicos, pusnyeckmx nHTepdeicos, rpynn nHtepdeiicos
fortygigabitethernet fo_port | oob te_port: (port-channel), VLAN-uxtepdelicos, OOB-nopta, loopback-
| port-channel group | vlan (1..8/0/1..24); nHTepdeicos, TyHHenel
vlan_id | tunnel tunnel_id | fo_port: Cnepytolme onuumn AOCTYMNHbI NPY BbIBOAE TEKYLLEN
loopback loopback_id} ipvé (1..8/0/1..4) KOHUrypaumm:
{router ospf process_id} router group: (1..48); - ipv6 router ospf — KoHoUrypauua IPv6 OSPF npoueccos.
{ospf process_id} [brief | detailed] vlan_id: - router ospf — KoHourypauwms IPv4 OSPF npoueccos.
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- 1 SSL-Kntouels;
(1..16); - detailed — BbIBOA, KOHOUIYpPaLMK C BKAHOYEHUEM ABOUYHbIX
loopback_id: LAHHbIX.
(1..64); BbiBOA KOHTEKCTOB KOHUrypauum IP-untepdeiicos u
process_id: npoueccoB OSPF goctyneH ToNbKo ans ¢aitna TekyLen
(1..65535)/1, all KoHdurypauum (running-config).
show bootvar Moka3aTb aKTUBHbIN daitn cuctemHoro MO, KOTOpbIA YCTPOUCTBO
- 3arpy’KaeT npu 3anycke.
write [memory] CoxpaHWTb TeKyLLY KOH$Urypaumio B bavin nepBoHayvanbHOM
- KoHbUrypauuu.
boot license source_url [unit o 3arpy3unTb Ha yCcTpoONcTBO hann NULEH3UN.
unit_id) unit_id: (1..8) - unit_id — Homep tOHWTa B CTEKe.
delete license [word] [unit unit_id] YAanuTb € yCTPOMCTBA BCe YCTaHOBNEHHbIe halibl IULLEH3UIA.
unit_id: (1..8) - word — vms dalina IMUEH3UU, KOTOPbIN JO0/IKEH ObITb yAaNEeH;
- unit_id — Homep OHWTaA B CTEKeE.
show license [unit unit_id] i MoKa3aTb ycTaHoBAEHHble Gai/ibl ANLEH3UN.
unit_id: (1..8) Y
- unit_id — Homep OHWUTA B CTeKe.
rename url new_url url, new_url: N3meHUTb uma daiina.
(1..160) - url — Tekywee nms daina;
CMMBOIOB - new-url — HoBoe umsa daina.

CepBep TFTP He moxKeT 6bITb agpecom UCTOYHMKA U aApecoM HasHauyeHUa AN OAHOW KO-

e MaHAbl KONUpPoOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Yaanutb paiin test U3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NoC/sie noaTBepPKAEHUA cbaﬁn 6yp,eT y4aneH.

CyliecTByeT BO3MOXHOCTb NPOCMOTPa KOHGUIYpaLmM ANA TEKYLLETO MECTOMO/OMKEHNA ANA cnenyto-
LWMX PEKMMOB KOHPUIypaLmMm:

" vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlian id}
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Tabanua 57 — KomaHabl NpocmoTpa KOHOUIypaLmMm U3 TEKYLLETO MECTOMNONOXKEHNSA

3HayeHue/3HayeHue
Mo ymon4aHuro

KomaHoa Aelicmeue

show — OTO6pPa3snTb HACTPOMKM ANA TEKYLLETO PEXKMMA KOHOUTYpaLum.

5.7.3 KomaHObI 0nsa pe3epsuposaHus KOHgu2ypayuu

B AaHHOM pasgene OMNWUCaHbl KOMAHAbI, MNpegHa3HayeHHble AAA HACTPOMKM pe3epBMPOBaHMA
KOHUrypaLmmn No Taimepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkume rnobanbHoi KoHOUTypaUnmn MMeeT creayoLwmnin Bua;
console (config) #

Tabanua 58 — KomaHabl ynpaBaeHUa cUCTEMOW B pexxume rnobanbHo KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

backup server server port
port

server: (1..22)
CUMBOJI0B
port: (0..65535)/nopt
no ymonyauuto (tftp —

YKa3aTb cepBep, Ha KOTOPbI byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHOUrypaumm.

- server — cTpoKa B dopmate «tftp://XXX.XXX.XXX.XXX» nan
«scp://username:password@XXX. XXX.XXX.XX»

- port — NopT Ha3Ha4YeHWA cepBepa, Ha KOTopbl byaeT npouc-

69, scp — 22) XOAMTb pe3epBaLma KOHOUrypaumm.
no backup server Ypanutb cepsep A1A pesepBUpoBaHUA.
backup path path YKasaTb nNyTb pacnosnoxeHusa ¢aina Ha cepBepe u npedukca
path: (1..128) darina. Mpu coxpaHeHuu K npedpukcy byaet o6aBNATLCA TEKY-
CMMBOJI0B Was AaTa v Bpems B dopmaTe rrrrMmaaq4mMmmcc.
no backup path Y8anuTb nyTu ANA pe3epBMpoBaHUA.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BkAtounTb coxpaHeHue NCTOPUU pe3epBHbIX Konui.

OTKAIOYUTb COXPAaHEHUE UCTOPUMN pe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHUM KOTOpOro byaer
OCYLLECTBNATLCA aBTOMATUYECKOe pe3epBUpOBaHUE KOHOUTY-
pauuu.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BKAIOUUTL aBTOMaTMYECKOe pe3epBupoBaHme KoHOUrypaLmm.

YCTaHOBWTb 3HaYeHMe MO YMOHYAHWIO.

backup write-memory

no backup write-memory

—/BbIK/IIOYEHO

BKAOUUTL pe3epBMpoBaHME KOHOUrypaumMu nNpu coxpaHeHuu
nonb3oBaTenem KoHourypauum Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKNIOYEHO

BKntounTb OTMpaBKy NyCTOro naketa A/aa NPOBEPKU Hanuuua
TFTP-cepBepa (3HaYeHMe No YMOAYaHUIO).

OTKNOYUTL OTMPABKY MYCTOro NakeTa ANA MPOBEPKM HanUuua
TFTP-cepsepa.
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KomaHOb1 pexcuma privileged EXEC

Tabanua 59 — KomaHgbl ynpasaeHma cuctemom B pexkume privileged EXEC

Komanda 3HayeHue/3HayeHue Lleiicmeue
no yMmon4aHuro
show backup OT06pa3nTb MHGOPMALMIO O HACTPOIKaX pe3epBMPOBaHUSA
- KoHbUrypauum.
show backup history OTO6pPa3nTb NCTOPUIO YCNELIHO COXPAHEHHbIX Ha cepBep
- KOoHbUrypauui.

5.7.4 KomaHObI 019 aemomamuyecKko20 06HOBMeHUA U KOHgu2ypayuu

[Mpouyecc asmomamu4yecko2o0 0b6Ho8AEHUA

KommyTaTop 3anycKaeT npouecc aBTOMaTUYeCcKoro obHoBAeHUs, basmpytowminca Ha DHCP, ecaun oH
BK/OYEH W MMA TekctoBoro daina (DHCP-onuusa 43, 125), cogep:kawero mma obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBToMmaTUyeCcKoro 0BHOB/IEHWNS COCTOMUT M3 cneayroumnx aTanos:

1. KommyTaTop 3arpyKaeT TEKCTOBbIV Qalii n yuTaeT U3 Hero umsa ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcueit
aKTMBHOro obpasa NO KommyTaTopa. EciM OHM OTAMYAOTCS, KOMMYTaTOP 3arpy*Kaet obpas MO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO 6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaercs.

[pouecc asmomamu4ecko20 KOHU2ypuUposaHUs

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTMYeCKOro KoHOUrypupoBaHusa, 6asunpytowmiica Ha DHCP, npu
BbINO/IHEHUW CNEAYIOLLMX YCAOBUNA:

— B KOHOUrypaumm paspeLleHo aBTOMaTMYeCKoe KOHOUrypupoBsaHue;

— otBer DHCP-cepBepa coaeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

MonyueHHbl daitn KoOHPUrypauum sarpyaetca B nepBoHauyanbHylo (startup) koHdwury-
e pauuio. Mocne 3arpy3Kku KOHGUrypaLmMm KOMMyTaTop nepesarpyrKaerca.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHo KOHOUTYpaLMn MMeEeT CAeayoLWnin Bua;

console (config) #

Tabnnuya 60 — KomaHAabl ynpaBaeHUa CUCTEMOW B pexxume rnobanbHo KoHUrypaumm

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHda Aelicmeue

boot host auto-config BKNOUNTL aBTOMATUYECKYHO KOoHUrypauuio, 6asmpyrolytocs

—/BKNOYEHO wa DHCP.
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no boot host auto-config BbIKNOYMTb aBTOMATUUECKYIO KOHGUrypaumto, 6asmpytoLLytocs
Ha DHCP.
boot host auto-update Bk/tountb aBTOMaTUyeckoe obHosneHne MO, 6asupyloweecs
Ha DHCP.
—/BK/OYEHO
no boot host auto-update BbIkNtOUMTb aBTOMaTMYecKkoe obHoBneHue MO, 6asmpytoweecs
Ha DHCP.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHoOM cTPoKM B pexume privileged EXEC umeeT chegytowmii Bua;:

console#

Tabnmua 61 — KomaHabl ynpaBaeHusa cuctemoii B pexkmume privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

show boot MpocmMoTpeTb HACTPOMKM aBTOMATUYECKOTO OOHOBIEHUS U
KOHUrypaumu.

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. MmeHTudrkaTop NPOM3BOIMTEJISI, BCEeTIa PaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nMHa BCeX IOaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nuHa cTpoku sub-option-data

text #sub-option-data. MmMs TexcTOBOTO OGaija, CoImepXamero uMS
obpaza IO

}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec komMMyTaTOpa

filename "mesXXX-test.cfg"; #YMI KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1Ma TEKCTOBOTO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/”,f‘ Mo ymonuyaHUio aBTOMaTUYECKUIA Nepexos Ha NeTHee Bpemsa OCYLLECTB/IAETCA B COOTBET-
! CcTBUM co cTaHAapTamu CLUA v EBponbl. B KoHGuUrypauum moryTt 6biTb 3a4aHbl 1to6bie aAaTta
1 Bpemsa ANA NepexoAa Ha eTHee Bpems U o6paTHo.

KomaHObi pexcuma privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexxume privileged EXEC numeet cneayrowmii Bua;

console#
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Tabanuya 62 — KomaHAabl HACTPOMKKM CUCTEMHOTO BpemeHu B pexxkume privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHasn ycTaHOBKa CUCTEMHOIO BpemeHu (KomaHga A0CTyNHa
month year mm: (0..59); TO/NIbKO ANA MPUBMAETMPOBAHHOIO NO/b30BaTENSA).
clock set hh:mm:ss month ss: (0..59); - hh — Yacbl, MM — MWHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — rog,

show sntp configuration
[vrf {vrf_name | all}]

vrf_name: (1..32)
CUMBOJI0B

Mokas3aTb KoHbUrypaumio npoTokona SNTP.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLmu.

show sntp status [vrf

{vrf_name | all}] vrf_name: (1..32)

CMMBOJI0B

[MoKasaTb CTaTyC NPOTOKOA CUHXPOHM3auun spemeHn SNTP no
ceTu.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLUu.

show ntp —

MoKa3aTb TeKylliee COCTOSHME U CTaTUCTUKY Cay»Kbbl NTP.

show ntp status

MokasaTb cTaTyc NPOTOKONA CUHXPOHM3aunn spemenn NTP no
ceTn.

show ntp associations
[detail]

MokasaTb MHbOPMaLMIo O cornacoBaHum ycTpolictea ¢ NTP-
cepBepamu 1 0AHOPAHTOBLIMU y3/1aMMU.

show ntp statistics —

MNoKa3aTb CTaTUCTUKRY pa6OTbI NPOTOKOANa.

KomaHOob! pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexknme EXEC umeeT cneayowmin Bua;

console>

Tabnnua 63 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexknume «EXEC»

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show clock

show clock detail —

lNoKasaTb cMcTemHOe Bpemsa 1 Aarty.

[onosHutesibHo 0To6pasnTb NapameTpbl YaCOBOTO NOACa U
nepexoza Ha fieTHee Bpems.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkunme rnobanbHoin KoHOUTypaumm MMeeT cieayowmii Bua;

console (config) #

Tabanua 64 — KomaHapl 414 HAaCTPOMKM CUCTEMHOIO BPeMEeHU B pexknme rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

clock source {sntp | ntp |
browser}

— /BHELLHWNIA NCTOYHUK
He ucnonb3yetcs

no clock source {sntp | ntp
| browser}

Mcnonb3oBaTth BHELWHNIA UCTOYHMK A1 YCTAaHOBKM CUCTEMHOTO
BpemeHMu.
» B cnyyae HasHauYeHUA UCTOYHMKOM Nntp, YCTPOICTBO

6yAeT No yMmOoNYaHUIO BbINONIHATL POJIb ntp-server,
OTBeuan Ha 3anpocbl KAMEHTOB.

3anpeTuTb NCNONb30BaHNE BHELHEro MCTOYHMKA A1A YCTaHOBKM
CUCTEMHOTO BpEMEHW.
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clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OnN1caHmA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWTb 3HaYEeHMe YacoBOro NosAca.

- zone — cnoBo, cGopMMpPOBaAHHOE M3 NepBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSAET (ONUCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuanana UTC;

- minutes-offset — MUHYTHOE CMeLLeHNe OTHOCUTENbHO HY1eBOTO
mepuanaHa UTC.

YCTaHOBWUTb 3HAYeHME NO YMONYaHULO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT ONUCcaHusA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;
Mo ymonyanumio
nepexop, Ha netHee
BpeMs BbIKtOYEH

3apath AaTy M BpeEMA AN aBTOMATMYECKOro nepexoa Ha /ieTHee
BpemMsa 1 Bo3BpaTa 0bpaTHO (a8 onpeaeneHHoro roaa).
MepBbiM B KOMaHAE YKa3blBaeTCA ONMCaHME 30Hbl, BTOPbIM BPEMS
015 Nepexoa Ha IeTHee Bpems U TPeTbMM Bpems ANA BO3BpaTa.
- zone — cnoBo, cGOPMMUPOBaAHHOE U3 NEPBbIX BYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSAEeT (onucaHme 30Hbl);

- date — uuncno;

- month — mecsu;

- year — rog;

- hh — Yyacbl, mm — MUHYTbI;

- offset — KOAMYeCcTBO MUHYT, A0bBaBAseMbIX NPU NEpPEXoae Ha
NieTHee Bpems.

3apaTh AaTy M BpeEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
BpeMs 1 BO3BpaTa 06paTHO B PerKMME eXErofHo.

- zone — cnoBo, cGOPMMPOBAHHOE M3 NEPBbLIX BYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSAET (ONncaHme 30HbI);

- usa — YCTaHOBWUTb NPaBWU/Ia Nepexosa Ha NeTHee Bpems,
ucnonb3yemble B CLUA (nepexos, Bo BTOpoe BOCKpeceHbe MapTa,
06paTHO B NepBoe BOCKpeCEHbE HOABPA, B 2 Yaca yTpa no
MeCTHOMY BPeMeHM);

- eu — YCTaHOBWUTb NPaBWIa Nepexoaa Ha NeTHee Bpems,
ncnonbsyemble EBpocoto3om (nepexos B nocnesHee BOCKpeceHbe
MapTa, 0bpaTHO B NocneHee BOCKpeceHbe OKTAbPs, B 1 yac yTpa
no MpuHBeKYy);

- hh — yacbl, mm — MUHYTbI;

- week — Hepens mecAua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonmuyecTBO f06aBNAEMbBIX MUHYT NPU Nepexoae Ha
NeTHee Bpems.

OTKNOUYNTL aBTOMATUYECKUI nepexoj Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTb K/AtOY NPOBEPKU NOAJNHHOCTM AnA npoTokona SNTP.
number md5 value (1..4294967295); - number — HOMep K/oYa;
encrypted sntp authentica- value: (1..32) - value — 3HayeHuWe KOYa;
tion-key number md5 value CUMBOJI0B; - encrypted — 334aTb 3HaYeHMe KAtoYa B 3alLlMppPOBaHHOM BUAE.
no sntp authentication-key Mo ymonuaHuio Yaanutb KAOY NPOBEPKU NOAAMHHOCTM ANnA npoTokona SNTP.
number nposepka
NoA/IMHHOCTH

OTK/IIOYEHa

sntp authenticate —/nposepka TpeboBaTb NPOBEPKY NOAAMHHOCTU ANA NOAYYEeHUA MHPOPMaLUn
NOA/IMHHOCTU He ot NTP-cepsepos.

no sntp authenticate TpebyeTca YCTaHOBWUTb 3HA4YEeHUeE NO YMOJIHAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpegenutb IP-uHTEpdEinc ncTouHnKa ansa naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24); -vrf_name — vms BUPTya/ibHOM 061aCTU MapLipyTM3aLmu.
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}
[vrf {vrf_name | all}]

no sntp source-interface

vlan_id: (1..4094);
vrf_name: (1..32)
CMMBO/0OB
/BbIKNIOYEHO

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipv6

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

Onpegenutb IPv6-uHTepdeiic nctoyHmka gas naketos NTP IPv6.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHWIO
ncnosb3yerca
CNy4YaiHbIi NopT

YctaHoBuTb SRC UDP-nopTt ana naketos NTP.
~ Npwu ucnonbzosannn UDP-nopTos 13 guanasoHa 1-1024
V npeABapuUTeNbHO HYXXHO y6eaUTbCA, YTO AaHHbIM NOPT
cB060A4EH U He UCNONb3YeTCa APYrMMU CEPBUCAMMU.
Mopt 50000 AaBnAeTCA NOPTOM NO YMONYAHUIO ANA
¢yHKUMOHana peer detection ipaddr.

YCTaHOBWUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonyanumio

OcyLecTsnTb NPOBEPKY NOAJNHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpyeTca ¢ nomoubio SNTP no 3agaHHOMY Ktouy.
- key_number — Homep KAtoua.

no sntp trusted-key npoBepka YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.
key_number NoAJ/IMHHOCTHU
OTK/IOYEHA
sntp broadcast client ena- PaspewunTtb paboTy WnpoKosewaTesbHbix SNTP-KnveHTOB.
ble {both | ipv4 | ipv6}
no sntp broadcast client en- —/3anpeuwerio YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.
able
sntp anycast client enable PaspewunTtb paboTy SNTP-KMeHTam, NoaneprKUBaOLWUM METOS,
{both | ipv4 | ipv6} PACCbIIKM NAKETOB, NO3BONAOLLMIA MOCbIIATL AAHHbIE
—/3anpeweHo 6uKaliemMy yCTPOMCTBY U3 rpynnbl NoayyaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.
ble
sntp client poll timer sec- seconds: YcTaHOBUTL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTb paboTy SNTP-KNMeHTam, NOAAepKUBAOLMM METOL,
pPaccblIKM NaKeToB, NO3BOAAIOLMI NOCLINATL AAHHbIE
6uKaliemMy yCTPOMCTBY U3 FPyNMbl NONyYaTeNnem, a TakKe
WwnpoKosewaTenbHbiM SNTP-kaneHTam ana BblIOpaHHOTO

| vlan vian_id} tfeo_poorl';t.: ((;[12?5 nHTepoeiica.
:cf)u _'(1 .4'18)', - nogpobHoe onucaHne NHTepdENCoB N3N0XKEHO B pasaene
g .p. v «KoHourypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBUTbL 3HaYeHWe NO YMOIYAHUIO.
. /3anpeueHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTtb paboTy ogHoaapecHbix SNTP-KnneHTOoB.

no sntp unicast client ena- —/3anpelyeHo YCTaHOBUTb 3HAYEeHUE NO YMOJTHAHUIO.

ble

sntp unicast client poll PaspewunTb NocnenoBaTeIbHbIN ONPOC 3a4aHHbIX OAHOAAPECHbIX
— /3anpeweHo SNTP-cepBepoB.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [poll] [priority
priority] [key keyid] [vrf
{vrf_name | all}]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [vrf {vrf_name |

all}]

priority: (0..255)/0
hostname: (1..158)
CUMBO/IOB;
keyid:
(1..4294967295);
vrf_name: (1..32)
CUMBO/I0B

3apaTb agpec SNTP-cepsepa.

- priority — npuopwuTeT cepBepa: NPU YCNOBUUN PABHbIX 3HAYEHU M
CTPATYMOB CUHXPOHM3aUMA BpeMeHU by aeT BbIMOAHATLCA C
cepBepom, Yy KOTOporo Hanbonbliee 3HaYeHne NPUopUTETa;
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — IPv6z-aapec y3na cetu ana ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbil IPv6-aapec KaHana;
interface_name — nms ncxogsailero uHtepderica 3agaerca B
cnepyolem popmare: vlan {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOE UMSA y3na CceTy;

- poll — BK/OYaeT onpoc;

- keyid — npgeHTUOUKATOP KAOYa;

- vrf_name — vuMa BUPTyanbHON 061aCcTV MapLIpyTM3aLmu.

YpanuTb cepsep u3 cnucka SNTP-cepsepos.

ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname} [version
version]

version: (1..4)/4
hostname: (1..158)

3apaTb agpec NTP-cepsepa nan ogHOPaHroBoro y3na.
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — pomeHHOE UMA y3na ceTu;

- version — onpegenntb Bepcuio NpoTokona ntp.

no ntp {server | peer} cMMBonos Ypanutb cepsep 13 cnncka NTP-cepsepos.

{ipv4_address | ipv6_ad-

dress | hostname}

clock dhcp timezone PaspewnTb nonyyeHme TakMxX AaHHbIX Kak 4YacoBOM MOAC U eTHee
— /3anpeliero spemsa ot DHCP-cepsepa.

no clock dhcp timezone

3anpeTuTb NoNyYeHMe TakKMX AaHHbIX KaK YacoBOW NOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHZHOM CTPOKU B pexnme KOHPUrypaumm nHtepdeiica umeeT cnenyrolimim Bua;

console (config-if) #

Tabnnua 65 — KomaHap! 414 HAaCTPOMKM CUCTEMHOIO BPEMEHMW B pexknume KoHoUurypaumm nHtepdeitca

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

sntp client enable

no sntp client enable

—/3anpeweHo

PaspewnTtb paboTy SNTP-KAMEHTY, KOTOPbIN NoaaepKUBaeT
METOZ, PacCbl/IKM NAaKeToB, NO3BONAIOWMIN NOCbIIATL AaHHbIE
YCTPOMCTBY BMKalLWeMy 13 rpynnbl NoayyYaTenem, a Takxe
lwnpokoselLatenbHomy SNTP-KAMEHTY Ha HacTpaMBaemom
nHtepoeiice (Ethernet, port-channel, VLAN).

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

[Mpumepbl 8bIN0AHEHUA KOMAHO

=  OT06pasnTb CUCTEMHOE BpPeMsA, AaTy M AaHHbIE MO YaCOBOM 30HeE:

console# show clock detail
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15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUunn BpemMeHU 0To6pa>1<aeTc5| C noMmouwbo AONO/THUTE/IbHOITO CMMBO1a

nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

V|CI'IOJ'Ib3YI-OTCﬂ cneagywouimne o0b03HayeHuA:

— TouKa (.) 03HauaeT, YTo BPpemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK c cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHN3ALMA eCTb;
— 3Be3a04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

= 334aTb A4AaTy M BpemA Ha CUCTEeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OTo06pa3unTb cTaTyc npoToKkona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status Toup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:
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B npumepe Bbille CUCTEMHOE BPeMsA CMHXPOHM3MpoBaHO OT cepsepa 10.10.10.1, nocnegHuin oteeT
nosayyeH B 10:37:38, HecoBnageHne CUCTEMHOIO BPpEMEHM C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

= YKasaTtb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

YKazaTtb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

YKasaTtb sntp-server anAa unicast—pe)Kmma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll

Ona NTP-knuneHTa B Bepcusax Hmxe 4.0.23.1 gonyctuma cneayrowas KOHGUrypauma:

console (config) #clock source ntp
console (config) #sntp server <IP-azmpec> poll

HauunHas c Bepcumn 4.0.23.1 KoHoUrypauma NTP-KanMeHTa USMeHeHa B CBA3W C NOJIHOM NoAaep kKoM
npotokona NTP:

console (config) #clock source ntp
console (config) #ntp server <IP-ampec> poll

5.9 KoHourypauma sBpeMeHHbIX MHTEepBaNoB time-range

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KomaHAHOW CTPOKM B pexknume rnobasnbHOM KoHOUrypaumu:

console (config) #

Tabanua 66 — KomaHapbl pexunma rnobanbHon KoHoUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
time-range time_name Co3aatb time_range 1 BXOZ B PeKUM KOHOUIypaLmy BpeMeHHbIX
time_name: (0..32) WNHTEPBANOB.
cumBona - time_name — umsa npoduns HacTpoek time_range.
no time-range time_name Yaanutb BpeMeHHOM uHTepBain.

KomaHObI pexcuma KoHgu2ypayuu epeMeHHbIX UHMepa8asnos

console# configure
console (config)# time-range range name
console (config-time-range) #
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Tabnnua 67 — KomaHabl pexkMma KoOHGUrypauum BpeMeHHOro MHTepBana

month: (jan..dec);
year: (2000..2097)

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Hayano v (MAKn) KoHel, BpEMEHHOTO MHTepBaa B popmaTe:
date month year mm: (0..59); Yyac: MUHYTa feHb MecsaL, rof.
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a/aTb BpeMEeHHOWN MHTepBan B TeYEHME OAHOTO U3 AHEN Heaenm
WU KaXK[0ro AHA Heaenu.

YAanuTb BpeMeHHOM UHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOWN MHTEPBaAN B TEYEHUE HELENN.

Y8anutb BpeMeHHOM MHTepBa.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelicos Ethernet u Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMMe KOHOUTypaummn nHTepdeicos:

console (config-if) #

Tabnvua 68 — KomaHabl pexkmuma KoHpurypaumm uHtepoericos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

operation time time_name

no operation time

time_name: (0..32)
cMmBoOAa

3apaTb time-range, onpeaenstowmii BpeMeHHON UHTePBan, B KO-
Topom MHTepdeinc byaeT HaxoanTbesa B coctosHum Up.
- time_name — uma npoduna HacTpoek time-range.

Y4anutb BpeMeHHOM MHTepBa.

5.10 KoHdwurypauua untepdeicos n VLAN

5.10.1 NMapamempeol Ethernet-unmepdelicos, Port-Channel- u Loopback-uimepdgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |
{.}

console (config-if) #

fortygigabitethernet fo port | oob | port-channel group | range
| loopback Ioopback id}

[aHHbIN pexXnm AOCTyNeH U3 perkMma KoHOUTypauum v npegHasHavyeH ANs 334aHUs NapameTpos
KOHdUrypaumm nHtepdeiica (nopTa KOMMYTaTOpPa UAK TPYNMbl NOPTOB, PAbOTAIOLWMX B PEXUME PasaesieHns
Harpysku), inbo avanasoHa nHTepdeicos.

Bblibop MHTepdeica ocyWwecTBAAETCA NPU NOMOLLM KOMaHA:

Ana MES5324

Tabnnua 69 — KomaHabl Bbibopa nHTepdelica ana MES5324

KomaHoa

Ha3sHayeHue

interface fortygigabitethernet fo_port

ona Hactpoiiku 40G-uHTepdericos

interface tengigabitethernet te_port

Ons HacTpoliku 10G-uHTepdericos
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interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

[OJ/19 HAaCTPOMKM UHTepdelica ynpaBaeHus

interface loopback loopback_id

019 HAaCTPOMKM BUPTYabHbIX MHTepdeicos

roe:

— group — NopAAKOBbLIA HOMep rpynnbl, obLiee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— fo_port — nopsaakosblii Homep 40G-uHTepdelica, 3agaetca B suae: 1..8/0/1..4;
— te_port — nopsaakosbli Homep 10G-nHTepdeliica, 3agaertca B Buge: 1..8/0/1..24;
— gi_port — nopsaKosbit Homep 1G-nHTepdeiica, 3agaetca B suge: 1..8/0/1;

— loopback id — nopsagKoBbii HOMep BUMPTYyanbHOro MHTepdeiica, obliee KOANMYECTBO COr/lacHO Tab-

nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 70 — KomaHabl Bbibopa nHTepdeiica ana MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

KomaHoa

HasHayeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOWMKM rpynn KaHaoB

interface oob

O HACTPOWKKM UHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWMA NPUCYTCTBYET HE Ha BCEX KOMMYTATOPaXx)

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1.. 4;
— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopsakoBbli HOMep BUPTYyanbHOro MHTepdelica, obliee KOMYeCcTBO COrlacHo Tab-

nmue 9 (cTpoka «Konnyectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2348B, MES3348, MES3348F

Tabnnua 71 — KomaHabl Bbibopa nHTepdelica aaa MES2348B, MES3348, MES3348F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

AnA HacTponkn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACTPonKM 1G-uHTepdencos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

[OJ15 HACTPOMKM BUPTYasbHbIX MHTepdencos

roe:

— group — nopAAaKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaaKosbiii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopazakoBblit HOMep BUPTYasbHOrO MHTepdenca, oblLiee KoMYecTBo COrnacHo Tab-

mue 9 (ctpoka «Konnyectso BMpTyanbHbIx Loopback-uHtepdeiicos»).
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Ans MES3316F

Tabnnua 72 — KomaHgb! Bbibopa nHTepdelica ana MES3316F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona HacTtpoiikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3308F

Tabnunua 73 — KomaHgb! Bbibopa uHTepderica ana MES3308F

KomaHoa

HasHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

L8 HacTpoliku 1G-uHTepdeicos

interface port-channel group

[OJ19 HACTPOMKM rpynn KaHanos

interface oob

ON1A HACcTPOMKKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCeX KOMMYTaTopax)

interface loopback loopback_id

[O/1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosblit Homep 1G-nHTepdeiica, 3aaaetca B8 suae: 1..8/0/1..8;

— loopback_id — nopapKoBblit HOMepP BUPTYyanbHOro MHTepdelica, obuiee KOANMYECTBO COrNacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES2328lI

Tabnnua 74 — KomaHgbl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3zHauyeHue

interface tengigabitethernet te_port

O1A HacTponkn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACcTpoMnKM 1G-uHTepdencos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

ONA HAaCcTPOMKKM UHTepdelica ynpasneHuna (MHTepdeiic ynpasne-
HWA NPUCYTCTBYET HE HAa BCEX KOMMYTATOPaXx)

interface loopback /oopback_id

[NA HAaCTPOUKM BUPTYaNbHbIX MHTepbeiicos

roe:

— group — NopAAKOBbLIA HOMep rpynnbl, obLiee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..28;
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— loopback id — nopsagKoBbii HOMep BUPTYyanbHOro UHTepdeiica, obliee KoANMYECTBO COrlacHo Tab-

nvue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES2308 n MES2308P

Tabnnua 75 — KomaHgb! Bbibopa uHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3sHayeHue

interface gigabitethernet gi_port

08 HacTpoliku 1G-uHTepdeicos

interface port-channel group

[AN15 HACTPOWIKM rpynn KaHanoB

interface loopback /oopback_id

DO HACTPOMKM BUPTYaNbHbIX MHTEpdEencos

roe:

— group — NoOpPAAKOBbIA HOMEpP rpynnbl, obliee KoMYecTBO coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;

— loopback _id — nopsagKoBbii HOMeEP BUPTYyanbHOro MHTepdelica, obliee KOIMYECTBO COrlacHO Tab-

nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308R

Tabnnua 76 — KomaHab! Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3sHaveHue

interface gigabitethernet gi_port

L8 HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanos

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:
— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 snge: 1..8/0/1..10;

— loopback_id — nopsaKkosbiii HOMep BMPTyanbHOro nHTepdeiica, obliee KOIMYECTBO CoriacHo Tab-
nmue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-uHtepdeitcos»).

Ana MES3508 n MES3508P

Tabnunua 77 — KomaHabl Bbibopa uHTepdelica ana MES3508 n MES3508P

Komanda Ha3HayeHue
L5 HAacTpoliku 1G-nHTepdeicos

AN HAaCTPOMKM rpynn KaHanos

AN HAaCTPOMKM BUPTYasIbHbIX MHTEPdEncoB

interface gigabitethernet gi_port
interface port-channel group
interface loopback loopback_id

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLLiee KOAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..10;

— loopback_id — nopagakoBblii HOMeEpP BUPTYanbHOro MHTepdeica, obliiee KOANYECTBO COrlacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).
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[ina MES3510P

Tabnnua 78 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group 01 HACTPOMKM TPYNnn KaHanos
interface loopback /oopback_id DO HACTPOMKM BUPTYaNbHbIX MHTEpdeincoB

roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3agaetca B suge: 1/0/1..12;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMmep csioTa Homep uHTepdelica

KomaHapl, BBeAeHHble B peume KoHoUrypauum uHTepdeiica, MPUMEHAIOTCA K BblOpaHHOMY
nHTepdelicy.

Huke npuBegeHbl KOMaHAbl 414 BXO4a B PEXMM HaCTpolKu aecaToro Ethernet-uHTtepdeiica (ans
MES5324) nepBoro ycTpoicTea B CTEKE M BXO4A B PEXKMM HACTPOMKM Fpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bblbop AManasoHa MHTePENCOB OCYLLECTBAAETCA NPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — gpna HacTpoliku gnanasoHa fortygigabitether-
net-uHTepdeiicos;

— interface range tengigabitethernet portlist — nna HacTpoiKkM amnanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pns HacTpoikM AmanasoHa gigabitethernet-
nHTepdelcos;

— interface range port-channel grouplist — ana HacTpoWKK agMana3oHa rpynn NopToB.

KomaHabl, BBeAEeHHble B AaHHOM pexunme, NPUMEHAKTCA K Bbl6paHHOMy AnanasoHy VIHTepd)EVICOB.

Huke npuBeaeHbl KOMaHAbI A5 BXOLA B PEXMM HAaCTPOIMKM aManasoHa Ethernet-uHtepodeiicos ¢ 1 no
10 (ans MES5324) n ons BxoAa B PEXKMM HACTPOMKM BCEX FPYNMN NOPTOB.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if)#
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console# configure

console (config) # interface range port-channel 1-8
console (config-if)#

Tabnnua 79 — KomaHabl pexkmma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
shutdown BbIkNtoUNTb KOHUTYpUpyembili HTepdelic (Ethernet, port-
—/BKAtOYEH channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbBIA MHTEPDEIC.
description descr descr: (1..64) [o6asunTb onucaHne nHtepoeiica (Ethernet, port-channel).
no description cumsonos/er Yaanutb onucaHue nHtepdelica.
onucaHus
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMUIO.
duplex mode 3afatb pexum gynnekca uHtepdeiica (NnoaHoaynneKkcHoe
mode: (full, half)/full coeavHeHue, NonyaynaekcHoe coeguHenmne, Ethernet).
no duplex YCTaHOBWTb 3HaYEHMeE N0 YMOHAHUIO.

unidirectional send-only

no unidirectional

—/BbIK/IOYEHO

BK/IIOYMTb NOPT, OCHALLEHHbIW ABYHANPaBAEHHbIMMU
npuemonepesaTymkamu, B PEXKMM OLHOHaNPaBAEHHOM
nepeaauu.

V' Tonbko gna MES3508, MES3508P.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/IIOUMTb aBTOCOTIacCOBaHME AJ1A CKOPOCTU M AyneKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeaeneHHble
COBMECTMMOCTY NapameTpa aBTOCOr/IaCoOBaHNsA, eC/IM NapameTpbl
He 3aJlaHbl, TO NOAAEPKMBAIOTCA BCe coBMecTUmocTH (Ethernet,
port-channel).

BbIK/HOYMTL aBTOCOrNAcCOBaHME A/19 CKOPOCTU U AynaeKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbikntounTh nponycK npoueAnypbl aBTOCOr/1acoBaHnA, eCnun
napTHEpP Ha BCTpeHHOﬁ CTOpOHEe He OoTBeYaeT.

BKIOUMTb NPOMYCK NpoLeAypbl aBTOCOMNACoBaHMA, CN NapTHep
Ha BCTPEYHOM CTOPOHE He OTBEeYaeT.

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasneHusa notokom flowcontrol (BkaounTb,
OTK/IOYUTb MM aBTOCOTIacoBaHNe). ABTOCOr1acoBaHue
flowcontrol paboTaeT ToNbKO B cnyyae, ecam pexmm

auto)/off aBTOCOrNacoBaHMA negotiation BK/OYEH HA HacTpaMBaemMom
uHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKNOUNUTD PEKMM YMPaBAEHUA MOTOKOM.
back-pressure BKNOUNTL PYHKLMIO «0O6PaATHOrO AaBAEHUSA» Ha HAacTpaMBaeMom
nHtepdeiice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbIKNOUNTL QYHKUMIO «0BPATHOrO AaBNEHUA» Ha HAaCTpPanBaeMoM
UHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Meprog, B TeYeHMe KOTOPOro cobupaertca CTaTUCTUKa
0 Harpyske Ha uHTepodeiice.
V‘ Mpwu 3TOM MHTEpPBaN pacyéTa CYETUYMKOB He
U3MeHseTca.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

BbI6paTb TMN KOMBO-NOPTa B KaYeCTBE OCHOBHOMO HOCUTENA.
-force-fiber — paspelieHa akTMBHOCTb TO/IbKO ONTUYECKOM YacTu
KOMb0-nopTa;

-force-copper — paspelueHa akKTMUBHOCTb TO/IbKO MeAHOM YacTu
KoMb60-nopTa;

-prefer-fiber — npenmyuiecTso onTMyeckoro NMHKa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

mtu size

no mtu

size: (128..1500)/1500
6anT

YcTaHOBUTbL 3HaYeHWe maximum transmission unit (MTU)

V Hactpoiika MTU He pa6oTtaeT gna TpaH3UMTHOro TpaduKa.

. HacTpoiika NpMMEHSIETCA Nocne nepesarpysku
V ycTpoiicTBa.

’ 3HaueHue mtu He BKAO4YaeT B ceba 18 6aiiT,
. npuxoanAwmeca Ha 3aronosok Ethernet u KoHTponbHyO
cymmy (FCS).

YCTaHOBWTb 3HaY€HMe N0 YMOIYAHUIO.

snmp trap link-status

no snmp trap link-status

—/BK/IIOYEHO

BkntounTb otnpaBky SNMP trap-coobLueHunii o cocTosHUM
MHTEpPdENCHbIX TMHKOB.

OTKAtounTb oTnpaBky SNMP trap-coobLieHni.

hardware profile portmode
{1x40g | 4x10g}

—/1x40g

MepekntounTb pexxum noptos XLG1-XLG4.

V KomaHaa AOCTYyNHa TONbKO ANA NOPTOB
fortygigabitethernet ycrpoiictea MES5324.

V HacTpoiika npumeHsieTcs nocse nepesarpysku
yCTpOMcTBa.

feccl74

fec off

— /BbIK/tOYEH

BKOUNTL perrmMm NpAMoi KoppeKumm owmnbok cl74 Ha
HacTpanBaemom uHTepdeice (XLG1-XLG4).

V KomaHaa AocTynHa TonbKo Ans NopToB
fortygigabitethernet ycrpoiictBa MES5324.

V KomaHaa HeloCTynHa ANA CTEKOBbIX JIMHKOB.

OTKAOUNUTD PEXKMM MPAMOI KOPPEKLMM OLUINBOK.

ip tcp adjust-mss value

no ip tcp adjust-mss

value:
(500..1460)/1460 Gaiit

HasHauutb pumsunyeckomy nHTepodericy Ethernet pasmep TCP
Maximum segment size.
’ Ucnonb3yetca npu Hannuuum IP address Ha uHtepdeiice.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnmua 80 — KomaHabl pexxmma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

port jumbo-frame

—/3anpelyeHo

Pa3pewntb KommyTaTopy paboTaTb C Kagpamu 60NbLIOTO
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuanuio 1500 6airT.

71 Hacrtpoiika BCTYynUT B cuNy TONbKO Noc/ie Nepesarpysku

no errdisable recovery
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}

flapping/paspelueHo

ycTpoiicTBa.
3HaueHne maximum transmission unit (MTU) npu

V HacTpoiike port jumbo-frame 10240 6aiit.
no port jumbo-frame 3anpeTntb KOMMyTaTOpy paboTaTb ¢ Kagpamu 60nbLIOro

pa3smepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTK/IIOYEHMSA B CNEAYIOWMNX CNYyYanX:
port-security | dotlx-src- - loopback-detection — o6Hapy:keHue neTens;
address | acl-deny | stp- - port-security — HapyweHue 6e3onacHoCcTU ana port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHue ayTeHTUDUKaumu,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosb3osaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnckam aocTyna (ACL);
flapping | I12pt-guard | pvst - stp-bpdu-guard — akTuBauma 3awmtbl BPDU Guard (nepegaya
| vpc | arp-inspection | HeCcaHKLMOHMPOBaHHOTo naketa BPDU yepes nHTepdeiic);
dhcp-rate-limit} - stp-loopback-guard — o6Hapy:xeHue netenb npotokosom STP;

- udld — akTnBauwms 3awmtol UDLD;

- storm-control — 3awuTa OT «WUTOPMa» ANA PA3IMYHOrO

Tpaduka;

- link-flapping — dbnannuHr nvnHka;

—/3anpeweHo - 2pt- d—
link. pt-guar npeBbllleHNe KONNYEeCTBa BXOAALMX NaKeTOB

byHKUMK L2PT;

- pvst — ownbKM npoTokona PVST;

- vpc — owunbKu npotokona VPC;

- arp-inspection — oWwn6KKM KOHTPOA NpoToKoa ARP;

- dhcp-rate-limit — npeBsbilweHne KonmyecTsa NpuHATbIX DHCP-
nakeToB Ha MOpPTY.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

errdisable recovery interval
seconds

no errdisable recovery
interval

seconds:
(30..86400)/300 ¢

YCTaHOBWTb BPEMEHHOM MHTepPBan A4/18 aBTOMaTUYECKOro
NOBTOPHOTO BKAIOYEHUA UHTepdelica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

CbpocuTb HacTPOMKKN MHTepderica unm rpynnbl MHTEPPENCcoB Ha
3HaYeHwus, YCTaHOB/IEHHbIE MO YMONYAHWIO.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexume EXEC:

console#

Tabnnua 81 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear counters

C6poCKTb CTAaTUCTUKY ANA BCEX HTEPENCOB.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

C6pocuTb CTaTUCTUKY ana uHTepdeica.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTMBMPOBATbL MOPT UM FPYNNY NOPTOB, BbIKNHOHYEHHbIX KOMaHA0M
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cBOAHY MHPOPMALMIO O COCTOSIHUM, HAaCTPOMKe U
CTaTUCTUKe NOopPTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb KoHdUrypauuio nHTepdencos.

show interfaces status

MoKasaTb cocToAHUE Bcex MHTepdEencoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNoka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOINAcoBaHWA, 06bABAEHHbIe ANA BCeX
UHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb NapameTpbl aBTOCOI/IaCOBaHNUA, 06bABAEHHbIE ANA
Ethernet-nopTa, rpynnbi nopTos..

show interfaces description

Moka3aTb onucaHua Bcex nHTepdeiicos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY AN BCeX UHTepdeCcoB.
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show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MokasaTb cTaTUCTUKY Ana nHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke AN Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans untepdelrica.

show ports jumbo-frame

MokasaTtb HacTpoiiKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HaCTPOMKM ANA aBTOMATUUYECKOM NOBTOPHOM akTUBaLun
nopra.

show errdisable interfaces
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NPUYMHY OTKIKOYEHMA NOPTa, rPYNMbl MOPTOB K
COCTOAHWE aBTOMATMUYECKOM aKTUBALUM.

show hardware profile
portmode

Mokasatb pexxum noptos XLG1-XLG4.

V ' KomaHga aocrynHa tonbko ana MES5324.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Mdix

Port Type

Mode Port Mode
gil/0/1 1G-Copper
- Access
gil/0/2 1G-Copper
- Access
gil/0/3 1G-Copper
- Access
gil/0/4 1G-Copper
- Access
gil/0/5 1G-Copper
- Access
gil/0/6 1G-Copper
- Access
gil/0/7 1G-Copper
- Access
gil/0/8 1G-Copper
- Access

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down - -

-- -- Down - -

-- -- Down - -
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gil/0/9 1G-Copper - - - -- Down -- -
-= Access
gil/0/10 1G-Copper - - - --  Down -- -
-= Access
gil/0/11 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/12 1G-Copper - - -- -— Down - -
- Access
gil/0/13 1G-Copper - - -- -— Down - -
- Access
gil/0/14 1G-Copper - - -- -— Down - -
- Access
gil/0/15 1G-Copper - - -- -— Down - -
- Access
gil/0/16 1G-Copper - - -- -— Down - -
- Access
gil/0/17 1G-Copper - - —— -- Down —= -
- Access
gil/0/18 1G-Copper - - —— -- Down —= -
- Access
gil/0/19 1G-Copper - - —— -- Down —= -
- Access
gil/0/20 1G-Copper - - —— -- Down —= -
- Access
gil/0/21 1G-Copper - - —— -- Down —= -
- Access
gil/0/22 1G-Copper - - —— -- Down —= -
- Access
gil/0/23 1G-Copper - - —— -- Down —= -
- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- - -- Down -- -
- Access
tel/0/4 10G-Fiber -- -- - --  Down -- -
- Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol - -= - - -= Not Present
Po2 -= -= -- -- -= Not Present
Po3 -= - -= -= -= Not Present
Po4 -- -- -- -- -- Not Present
Po5 -= - -= -= -= Not Present
Po6 -- -= -= -= -- Not Present
Po7 - -= - - -— Not Present
Po8 -- -= -= -= -- Not Present
Po9 -= - -= -= -= Not Present
Pol0 -= - -= -= -= Not Present
Poll - -= - - -— Not Present
Pol2 -= - -= -= -= Not Present
Pol3 -= - -= -= -= Not Present
Pol4 - -= - - -— Not Present
Pol5 -- -- -- -- -- Not Present
Polé6 -= - -= -= -= Not Present
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= [loKasaTb CBOAHYIO MHPOPMALMIO O COCTOSIHMM, HACTPOIKe U cTaTucTuKe Ethernet-nopra (pexum
OTObparKeHUs CTaTUCTUKM KnaccudumKaumm Tpadumka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£d:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

OO O OO0 oOooo

QO J oUW

- lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled - -
tel/0/2 10G-Fiber Disabled -- -
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled - -

fol/0/3 40G-Fiber Disabled -- -—

fol/0/4 40G-Fiber Disabled -- -
gil/0/1 1G-Copper Enabled Slave -
Pol -- Enabled Slave -
Po2 - Enabled Slave -=
Po8 -- Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

" [MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
kel o1 o o 007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Bl o & 3 o2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0
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= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 82 — OnucaHme cYeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiTOB.
InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAaKeTOB.
InMcastPkts Konnyectso NPUHATLIX MHOTOaAPEeCHbIX NaKeToB.
InBcastPkts Konnyectso NPMHATLIX LWWMPOKOBELLATENbHbIX MAKETOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKEeTOB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATEIbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLUEHHOM LLeNOCTHOCTLIO (C KoanYecTBom HanT
He COOTBETCTBYIOLLMM ANMNHE) M He NPOLWeALnX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Ko/aMuecTBO NPUHATLIX KagPOB C KOAMYECTBOM 6aiT, COOTBETCTBYIOLWMM AJIMHE, HO
He npoleALlmnX NPoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/EYEHHbIX B €4MHUYHYIO KOIZIM3MIO, HO BNOCNEACTBUM Ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konnuectso KagpoBs, BoBaeYEeHHbIX 6onee Yem B 04HY KONNU3UIO, HO BNOCAEACTBUU
nepefaHHbIX yCneLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa Nepegayvm oT/0XKeHa n3-3a 3aHA-
TOCTU Cpeabl nepeaayun.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmsma sadrMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He Bbin nepenaHbl N3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

KosnMuecTBo cnyyaes, KOr4a COCTOSIHME KOHTPOIA HecyLel 6bi10 noTepsHo, inbo He
YTBEP}KAEHO MPKU NOMbITKE Nepegayn Kagpa.

Oversize Packets

Konnyectso NpuMHATLIX NaKeTOB, Pa3Mmep KOTOPbIX MPEBbILLAET MaKCMMaslbHbIM pas-
peLleHHbI pasmep Kaapa.

Internal MAC Rx
Errors

Konunuectso KagpoB, KOTOPbIE HE bW NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
OWN6KM Nnpuema Ha yposHe MAC.
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Symbol Errors

[na vutepodelica, paboTatouiero B pexkmume 100 M6UT/c — KOANYECTBO CyYaes, Ko-
roa UMencs HefonyCTUMBbI CUMBOJI A@HHbIX, B TO BPEMA KaK NpaBu/IbHas HecyLwwan
6blna npeacTaBneHa.

[Onsa nHtepdeiica, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YecTBO C/ly4aeB, KOrga CPeAcTBa NpMema 3aHATbl B TEHEHME BPEMEHU, PAaBHOMY UK
6onbwemy yem pasmep cnoTta (slotTime), U B Te4eHNE KOTOPOro MMENOCb XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh oWwWMOKY npuema gaHHbIx (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatoLiero B NoHOM AynaeKcHOM pexkmume 1000 M6éuT/c —
KONMYECTBO C/y4aeB, KOrAa CpeACcTBa NPUeMa 3aHATbI B TEYEHUE BPEMEHW, PAaBHOMY
unu 6onblieMy YeM MUHUMAJbHBIM pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro Mmesnoch XxoTa 6bl 0aHO cobbiTne, KOTopoe 3acTasnseT PHY Bbigasatb
olWKnBKyY Nnprema faHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnyectso npuHAaTbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbIx ynpasaawowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabanua 83 — KomaHgpl pexunma rnobanbHon KoHoUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

- MNepelitn B pexxnum KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — go6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLleH-
HbIX A1 BHYTPEHHEro UCMO/Ib30BaHUA;

- remove — ynanuTtb ykasaHHble VLAN ID 13 nepeuHa 3anpe-
LWEeHHbIX A1 BHYTPEHHErO UCMOb30BaHMA;

- except — f06aBuUTb B NepeyeHb 3anpeLLeHHbIX 418 BHYTPeH-
Hero ncnonb3osaHuA Bce VLAN ID, 3a nckntovyeHnem yKasaHHbIX
B KayecTBe napameTpa;

- none — 04ncTUTb NnepeyveHb VLAN ID, 3anpeLLeHHbIX A BHYT-
PEHHEero Ncnosib3oBaHumA.

vlan mode {basic | tr101}

—/basic

BKNIOUUTL BO3MOXKHOCTb A06aBaeHUs Ha GU3NYECKOM UHTep-
deiice B pexwume customer cpasy ABYX WAEHTUPUKATOPOB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cbop cTaTUCTUKM gns ananaszoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTb C60p CTAaTUCTUKKN ANA YKAa3aHHOIo Anana3oHa.
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3Myeckom MHTepdelice cpasy 2 naeHTuduUKaTopa
VLAN (B perkmme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. Mpu sTom aeicTBue BbINOAHAETCA TONbKO ANA
TpaduKa, uaywero c wHTepdelica, yKasaHHOrO B AaHHOM
HacTpoiKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO NMPUMEHEHME AAHHOTo Nnpasuaa. [uanasoH
HOMEpPOB UHTEPHENCOB MOXKHO 3a4aTb NepeyncIeHnem yepes
3anNATYO WK YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Yaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# vlan database
console (config-vlan) #

[aHHbIN peXxnm JocTyneH U3 pexxnma rnobanbHon KoHPUrypaumm n npegHasHaydeH gas 3agaHus
napameTpos KoHourypaumm VLAN.

Tabnuua 84 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

anBFBaTb NPOTOKOA K rpynne NPpOTOKO/10B, aCCOUMNPOBAHHbIX
BMecCTe.

Yaanutb NpuBAsky.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazate MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.

126

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoerica VLAN:

console# configure

console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxnum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpos
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B pexXMM HacTponku mHtepdenca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 85 — KomaHabl pexkuma KoHourypauum nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

name name

Nno name

name: (1..32)
CMMBONOB/UMA
COOTBETCTBYET HOMEPY
VLAN

[No6aButb umsa VLAN.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ip tcp adjust-mss value

no ip tcp adjust-mss

value:
(500..460)/1460
6ant

HasHauutb nHTepoericy VLAN pasmep TCP Maximum segment
size.

’ Ucnonb3yetca npu Hannuum IP address Ha uHtepdeiice.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelica Ethernet, untepdeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIA pexXMm [OCTyneH M3 peXuma KOHPUrypaummn u npepHasHayeH 404 3afaHUA NapameTpos
KOHoUrypaumm nHtepdeiica (nopta KOMMyTaTopa MK rpynnbl MOPTOB, PaboTaloWwmx B PeXKMMeE pasaeneHus
Harpysku), inbo amManasoHa MHTepdencos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — NHTepdenc gocTyna — HeTerMpoBaHHbI MHTepdenc ansa ogHol VLAN;

— trunk — wnHTepdenc, NPUHUMaIOWMIA TONIbKO TErMPOBAHHbIN TpadUK, 3a UCKIOYEHUEM Of-
Horo VLAN, KOTopbIi MOXKET 6biTb 06aBneH ¢ MOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — vHTepdelic ¢ nonHol noaaepKkoi 802.1¢, NPMHMMAET KaK TErMPOBaHHbIN, TaK U
HeTerMpoBaHHbIV Tpaduk;

— customer — Q-in-Q uHTepdelic.

Tabnnua 86 — KomaHapl pexxunma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/NpUHMMaTh BCe
TUNbI KaapOB

MpUHMMaTL Ha MHTepdelice TONBKO Kaapbl onpeaeneHHoro Tuna:
- untagged-only — TONbKO HETErMPOBaHHbIE;
- all — Bce Kagpol.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuTb BCce aocTynHble VLAN gns gaHHOro
MHTepodeica.

OTKAOUNTL aBTOMaTUYecKoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a4aTb NepeyncaeHnem yepes 3anaTylo UM yKasaTb HayanbHoe U1
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes geopuc "-".

Yaanutb cnucok VLAN gns untepdeliica.

switchport trunk native

[ob6asutb Homep VLAN B Kadyectse Default VLAN gna gaHHoro

vlan vian_id vian_ id: (1..4094)/1 MHTepdiemca. Becb HeTermpoBaHHbIi TpaduK, NOCTYNatoLWMA Ha
OaHHbIN NOpT, onpeaenaeTca B gaHHywo VLAN.
-vlan_id — npeHTMdMKaLMOoHHbIN Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6aeutb cnmcok VLAN gna nHitepdeiica.

- tagged — nopTt byaeT nepeaaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopt 6yaeT nepesaBaTb HETETMPOBAHHbIE NAKeTbI
ana VLAN.

-vlan_list — cnucok VLAN ID. AnanasoH VLAN mo¥HoO 3aaaTb
nepeyncaeHnem yepes 3anaTylo UM yKasaTb Ha4yaNbHOE U
KOHeYyHoe 3HaYeHuA AnanasoHa Yepes gepuc "-".

Ynanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YMO/I4aHUIO

Lob6asutb ngeHtndukatop VLAN nopta (PVID) ans ocHoBHoro
MHTepodeica.
-vlan_id — naeHTMdurKayMoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/bunbTpauus
BK/IIOYEHA

BbIKNHOUYNTDL 417 OCHOBHOIO MHTepderca GUNbTPALMIO BXOAALLUX
NaKeToB HA OCHOBE NPUCBOEHHOIO UM 3HavyeHuA VLAN ID.

BKAOUUTB AN OCHOBHOTO MHTEpdEica PUAbTPaLLMIO BXOSALLMX
NaKeToB HA OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecaun dunbTpauma BKAKOYEHA, M NAKeT He BxoauT B rpynny VLAN c
npUcBOEHHbIM NakeTy 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KaApPOB

MpUHMMaTb Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — T0/1bKO TErMpOBaHHbIE;

- untagged-only — T0/1bKO HETErMpoBaHHbIE;

- all — Bce Kagpsl.

MpuHMMaTbL Ha MHTepdeiice Bce TUMbI KAAPOB.

switchport general map
protocols-group group vian
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTb NpaBmao Knaccuodukaumm VLAN ana nHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — NaeHTUGUKALUMOHHbBI HOMEP Fpynnbl;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkauuu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBWUTL NpaBmao Knaccuodukaumm VLAN ana nitepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-aapecy.

- group — NaeHTUGUKALUMOHHbBI HOMEP Fpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkauuu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBWUTL NpaBmo Knaccuodukaumm VLAN ana uHtepoeiica,
OCHOBaHHOE Ha NPMBA3Ke K NPOTOKOAY.

- group — VAeHTUOUKALMOHHBIV HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXO4AWMX C JAaHHOTO UHTepdelica.
[onyctumble 3HaueHun Ethertype npegcraBneHsbl B
. NpunoxkeHue B. NoaaepkmBaemble 3HavyeHuA Ethertype.

3ameHuTb ethertype ncxoasLLero ¢ MHTepdeica naketa Ha
3HayYeHne No YMOYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[ob6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaepknsaemble 3HaveHus Ethertype.

Yaanute TPID 13 Tabauubl Knaccudumkatopos VLAN.
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switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

Lob6asutb VLAN ansa nonb3oBaTeibcKoro nHtepdeitca.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBaHHbIM MaKeTamM Ha KJIMEHTCKOM
nopTy BHyTpeHHuI 802.1q 3aronosok — C-VLAN (inner-vlan) n
BHewWwHMi 802.1q 3aroN0BOK, coaepKalmin pvid 4oNoNHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3TO KOMaHAbl HEO6XOANMO BKAOYUTD
. rno6anbHo pexum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He saBnatowmxcs VLAN nonb3oBaTenbCcKoro nHtepdelica) Ha
HacTpanBaemom MHTepdeice, COBMECTHO C N0JIb30BaTeAMM
OpYrvx N0Nb30BaTENbCKMX NOPTOB, NPUHUMAOLLUX
MHOroaapecHsbiii Tpadumk M3 gaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN mMoKHO 3agaTb
nepeymcaeHMem Yepes 3anAaTyro UaM yKasaTb HavanbHoe U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

3anpeTuTb NPUHMMaTL MHOTOAAPECHbIN TpaduK Ha
HacTpanBaemom MHTepoeice.

switchport forbidden vilan
add vian_list

switchport forbidden vilan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN mMoKHO 3agaTb
nepeyncaeHnem Yepes 3anATyo UM YKasaTb Ha4ya/lbHOE U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

PaspewunTb gobasneHune ykasaHHbIx VLAN nopty.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonuyaHutio
yneHctso B default
VLAN pa3pelueHo

3anpetutb gobasneHune default VLAN nopry.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecT! NOPT B pPeXUM U30NALMUN BHYTPU FPYNMbl MOPTOB.

BoccTaHOBUTL 3HaYeHMe N0 YMOHAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MNepesectn NOpPT B YKa3aHHY rpynny nsonaumm nopTos.

YpanuTe NOpT U3 yKa3aHHOM rpynmnbl U30A5LMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnonbsyercs
MapLpyTUsauma no
6a3se AaHHbIX
n3yyeHHbIx MAC-
aapecos (FDB)

Mepesectn nopT B pexkmum Private VLAN Edge. OTmeHseT
MapLLpyTU3aLuuio no 6ase gaHHbIX M3ydeHHbIx MAC-agpecos (FDB)
W HanpaBAseT BeCb OAHOAAPECHbIN, MHOFOAAPECHbIN U
LWMpPOKOBeLLLaTeNbHbIM TpaduK Ha uplink-nopT.

OTKAOUYUTL OTMEHY MapLIPYTM3aLmMmM No 6ase A4aHHbIX U3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnua 87 — KomaHgbl pexkmma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show vlan — Mokaszatb uHopmauuto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszaTtb uHopmauuto no VLAN, nouck no ngeHtuduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHYTPEHHEro ncnosib3oBaHusA
- KOMMYTaTOPOM.
show default-vlan-mem- MokasaTb cocTas rpynnbl gedontHon VLAN.
bership [gigabitether- .
net i ‘;E)gr tgl tengiga- gi_port: (1..8/0/1..48);
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | ]
port-channel group | de- group: (1..48)
tailed]
KomaHOoeb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 88 — KomaHabl pexkmma EXEC
Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o yMOAYAHUIO
show vlan multicast-tv vlan MoKas3aTb NOPTLI-MCTOYHUKMN U NPUEMHUKM MHOTO3APECHOrO
vlan_id vlan_id: (1..4094) Tpaduka B AaHHOM VLAN. MopTbI-MCTOYHMUKM MOTYT Kak
nepenasaTb, TaK U MPUHMMATb MHOTOAAPECHbIV TPadUK.
show vlan protocols-groups — MoKasaTb MHbOPMaLMIO O rpynnax MPOTOKO/I0B.
show vlan macs-groups — MNokaszatb uHopmauuto o rpynnax MAC-aapecos.
show interfaces switchport MoKasaTb KOHOUIypauuto NopTa, rPynnbl MOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTb cocTosaHMe NopToB: B pexkmume Private VLAN Edge, B
tected-ports [gigabitether- rivate-vlan-edge-coobuiectse.
net ol l’)’ort I [tge ﬁgiga_ gi_port: (1..8/0/1..48); | P & w
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port |
port-channel group | de- group: (1..48)
tailed]
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[pumepebl 8b1M10IHEHUA KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN

Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-24, D
fol/0/1-4,gi11/0/1,
Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKN MHOFOagpecHoro Tpaduka B VLAN 4.

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

= [lokasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1

Ox86dd (IPvo6) Ethernet

= [loKasaTb KOHUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
1 1 Untagged D
2 2 Tagged S
3 3 Tagged S
4 4 Tagged S
5 5 Tagged S
6 6 Tagged S
8 8 S

Tagged
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28 28 Tagged S

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAuTb pasrpaHuyeHuMe TpaduKa Ha BTOPOM
ypoBHe mogenn OS| mexay nopTamy KOMMyTaTopa, KOTOpble HaxoAAaTcs B OAHOM LUMPOKOBELLATE/IbHOM
OOMeHe.

— Ha KommyTatopax MoKeT bbiTb CKOHGUIyprpoBaHo Tpu Tuna PVLAN nopTos:

—  promiscuous — NopT, KOTOPbIM cnocobeH 0bMeHMBaATbCA AAaHHBIMU MeXAY Nto6bIMK
nHTepdelicamum, BkAtoYas isolated- 1 community-noptsl PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTLIO MU30/IMPOBAH OT APYrMX NOPTOB BHYTPWU OA4HOrO
n Toro ke PVLAN, Ho He oT promiscuous-noptoB. PVLAN 610KMpylOT BeCb TpaduK,
NAYLWNN B CTOPOHY isolated-nopTos, Kpome TpadmrKa CO CTOPOHbI Promiscuous-nopTos.;
MakeTbl CO CTOPOHbI isolated-nopToB MOryT nepenAaBaTbCAd TONbKO B CTOPOHY
promiscuous-nopTos;

— community — rpynna nopToBs, KOTOPble MOTYT 0OMeHUBATLCA AaHHbIMU MeXay coboit
W promiscuous-nopTamu, 3T UHTepdencobl OTAENEHDI HAa BTOPOM ypoBHe mozenun OSI
OT BCEX OCTa/IbHbIX cOmmMunity-nHTepdeiicos, a Takxe isolated-nopTos BHyTpu PVLAN.

Mpouecc BbINOAHEHUA QYHKLUUM AOMNOJAHUTENBHOrO pasfeneHus MOPTOB C MOMOLLBbH TEXHO/IOMMM
Private VLAN npepctaBneH Ha pucyHKe 53.
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Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O OU O UU

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 53 — Mpumep paboTtbl TexHonormm Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, nHrepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabanua 89 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymoa4aHuio
switchport mode private- 3apaTb pexum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.
switchport mode private- 3apaTb pexkum paboTbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
vate-vlan trunk
switchport private-vlan [06aBUTb OCHOBHYO K BTOopocTeneHHble VLAN Ha promiscuous-
mapping [trunk] pri- nHTepoeiic.
mary_vlan add second- A Ha oauH promiscuous-uHTepdeiic Henb3a A06aBUTL
ary_vlan primary_vlan: ¥ 6onblue ogHOI primary vlan.
switchport private-vlan (1..4094); Ypanutb BTopocTeneHHble VLAN Ha promiscuous-uHtepdeiice.
mapping [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vlan
no switchport private-vlan YAanuTb OCHOBHYIO M BTOpocTeneHHble VLAN.
mapping
switchport private-vlan . [o6asutb primary u secondary vlan Ha host-uHTtepdeiic.
hostassociation pri- primary_vlan: Ha oguH host-uHtepdeiic Henb3a [06aBUTL Gonblue
p 4 P a
mary_vlan secondary_vilan (1..4094) w¥. opHoili secondary vlan.
- - secondary_vlan:
no switchport private-vlan (1..4094) Y[anutb OCHOBHYIO 1 BTopocTeneHHble VLAN.
host-association

134 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepodeic.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary uHrepdeiic Henbss go6asuTb
secondary_vlan: 6onbLue ogHoit secondary vlan.
no switchport private-vlan (1..4094) YAanuTb OCHOBHYIO M BTOpocTeneHHble VLAN.
association trunk
switchport private-vlan [o06aButb Ha PVLAN Trunk-uHTepdeic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTBytoLweit B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan
trunk native vlan

vlan: (1..4094) /1

[o6asutb Homep VLAN, He yyacTytowyto B PVLAN, B KauecTBe
Default VLAN gnsa PVLAN Trunk-uHtepoeliica.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

Tabnnua 90 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKAtouMTb mexaHu3m Private VLAN 1 3agatb TMN UHTepdeiica.

OTKAOYNTL MexaHu3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

[o6asuTb (yaanutb) npueasky sTopocteneHHol VLAN K
OCHOBHOW. HacTpolika npumeHnMma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusnAsky sTopocteneHHol VLAN K OCHOBHOIA.
/ MakcumanbHoe Konnyectso BropocreneHHbix VLAN — 256.
MakcumanbHoe Konnyectso community VLAN, KoTopbie MOryT 6bITb accOLUMpPOBaHbI

c oaHoi ocHoBHOI VLAN — 8.

Mpumep Hacmpoliku uHmepgelicoe Kommymamopad Switch A (pucyHok 53 — pumep pabomsl mex-

Hosnoauu Private VLAN)

e promiscuous-nopt — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

exit
|

exit
1

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
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exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|
interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|
interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscuous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit
|

interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEepdenc cospgaétca npu HasHadeHuwn |P-agpeca Ha nwobon M3 MHTepdelicoB YCTPOMCTBa:

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel unu vlan.

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnume KOHPuUrypaumnm nHtepdeliica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum AOCTYyNeH U3 pexkMma KoHOUrypauum M npegHasHaveH ANs 3a4aHuA NapameTpos

KOHOUrypauum nHtepoelica IP.

Tabanua 91 — KomaHabl pexkmma KoHourypauum nHtepdelica IP

3HayeHue/3HayeHue

Ha onpefieNeHHbIn aapec.
- ip_address — IP-agpec Ha3HayeHus, Ha KOTopbI byayT

ip_address: A.B.C.D
nepeHanpasaATbCA MaKeTbl.

KomaHda Aelicmeue
no ymon4aHuro
directed-broadcast BkntounTb PpyHKLMIO nepeBoga IP directed-broadcast nakerta B
CTaHAAPTHbIN WMPOKOBELLATENbHbIN MaKeT U paspeLlnTb
—/BbIKNOYEHO N o
nepeaady yepes Bbl6paHHbI UHTepdENiC.
no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKAtounTb Nepeagpecaumio WnpokosewaTenbHbix UDP-nakeToB

no helper-address ip_ad-

OTKAOYUTD nepeagpecauuio WnpokosewatenbHbix UDP-nakeTos.

dress

ip irdp Pa3pewnTb paccbinky aHoHcoB npoTokona IRDP (ICMP Router
—/BKNIOYEHO Discovery Protocol).

no ip irdp OTKNOYUTb PaCCbIIKY aHOHCOB.

ip redirects BKNIOUMTL reHepaumo MmapLupyTMsaTopom coobuwierHnii ICMP
—/BKAOYEHO Redirect.

no ip redirects OTKkAtounTb oTnpaBky ICMP Redirect.
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[pumepbl 861N0AHEHUA KOMAHO

= Bkawuuntb ¢pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (config)# interface ip 100.0.0.1
console (config-ip)# directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢GyHKUMA NO3BOAAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX MpPaBua GUALTPALMM MO HOMEpPaM
BHyTpeHHuX VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakxKe 3anpewatb NpoxoxaeHue Tpadpuka.

[na ycTpoiicTBa co3aaeTcs CNMCOK NpPaBMA, Ha OCHOBaHMM KoToporo byaet obpabaTbiBaTbea TpaduK.

MpaBuna Selective Q-in-Q ucnonb3yT annapatHble pecypcbl TCAM. CymmapHbii 06bem
’ npasun gaa cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
o Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHoro
ycTpoiicTBa (3a BblueTom 66 NnpaBua No ymonyaHuio). MakcumanbHoe Konmuectso SQinQ-
npaBuA ANA OAMHOYHOrO YCTPOICTBA NpUBeAEHO B Tabanue 9 — OCHOBHblE TEXHUYECKUe
XapaKTepPUCTUKMU.
Ecnun yctpoiictBa o6beguHeHbl B cTeK, To cepBucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3yiot
TCAM Bcex unit-oB cTeKa, a cepsucbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsyior TCAM onpegeneHHoro unit-a.
MaKcumanbHoe cymmapHoe Koaundectso SQinQ-npasun cteka MES5324 — 11600 npasua.
MaKcumanbHoe cymmapHoe Konmyectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKkcumanbHoe cymmapHoe Koaunyectso SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelticos) Ethernet u Port-Chan-
nel

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..}}

console (config-if) #
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Tabnumua 92 — KomaHgbl perkmma KoHourypaumm nHtepdeiica (guanasoHa nHtepdeicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas meTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao Byaet NPUMEHATLCA KO BCEM BXOAALLMM NakeTam, K
KOTOpbIM He 6blAn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3paTb 3anpeluatolee NPaBmIo, Ha OCHOBaHMMU KOTOPOTO
BXOZALLME MaKeTbl C BHELWWHEN MeTKOW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecnum ingress_vlan_id He yKka3biBaeTca —
b6yayT oTOpachbiBaTbCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLee NPaBMIO, HA OCHOBAHUM KOTOPOrO
BXOZALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbea 6e3 usmeHenui. Ecav ingress_vian_id He
yKa3sblBaeTca — b6yayT nepenaBaTbCa BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yKka3biBaTb — npasuio byget
NPUMEHATLCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuso selective ging ans exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOYAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NpaBu/Io, Ha OCHOBaHWUM KOTOPOrO BHELLHASA METKa
ingress_vlan_id ncxopawero naketa 6y4eT 3ameHATLCA Ha
vlan_id.

no selective-ginq list

R . vlan_id: (1-4094)
egress ingress_vlan vian_id

Ypanutb cnmcok npasun selective ging gn1a ncxoaaLwmx NakeTos.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnuua 93 — KomaHgbl perkmma KoHourypaumm nnitepoderica VLAN

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co3aaTb NpaBuUIO A4/ YNPABJIEHUA KOMMYTaTOPOM C MOMOLLbIO
Q-in-Q TpaduKa.
B KauecrtBe outer_vlan_id ucnonb3syerca BHewHuii VLAN
(S-VLAN). Ana paboTtbl AaHHOro npasuaa uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb co3gaHHoe npasuno.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 94 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnMcok npasun selective ging.
show selective-ginq inter- OTob6pa3unTb CNUCOK NpasuA selective qing gns yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopra.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan
vlan_id]

OTO6pPasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C

vian_id: (1-4094) nomoupto Q-in-Q TpaduKa.

[pumepbl 8bIN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwu/o, Ha OCHOBAHUM KOTOPOTO, BHELIHAA METKa BXoAswero naketa 11 6yaert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-qging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLITopm» BO3HMKAET BCAeACTBME Ype3mepHoro KonuvectBa broadcast-, multicast-, unknown unicast-
€o0bLLEeHNI, OA4HOBPEMEHHO NepesaBaeMblX MO CETU Yepes OAUH NOPT, YTO NPUBOAUT K MeEperpysKe pecypcos
CETU M NOABMEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPWU HaIMYMM «3aKO/bLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KOMMYTaTop namepAaeT CKOpOoCTb MPUHMMAeMOro wunpokosewaTte/sbHOro, MHOroagpecHoro u
HEN3BECTHOIo Oo4HOaApPECHOro Tpad)MKa AnAa noptoB C BK/AKYEHHbIM KOHTPOJIEM LWMPOKOBELWATE/IbHOIO
«wTopma» un OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWaET 3a4aHHOE MaKCMMaJ/IbHOE 3Ha4YEeHUE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 95 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/HOUNTb KOHTPO/Ib MHOTOAAPecHOro TpaduKa:

- registered — 3aperMcTpMpoBaHHOro;

- unregistered — He3aperncTpupoBaHHoOro.

- level — o6bem TpadumKa B Nnpou,eHTax OT NPONYyCcKHOM cnocobHo-
CTU HTepodelica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadmKka nHTepdeiic mo-
eT 6bITb oTKAto4eH (shutdown) nan gobasneHa 3anuch B XKyp-
Han coobuieHuii (trap).

BbIK/IIOYMTb KOHTPO/Ib MHOTOAAPECHOrO TpadumKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/IOYNTBL KOHTPO/Ib MHOr0aApeCcHoOro TpaduKa:

- registered — 3aperncTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pPpS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKEHNN MHOTOaLPECHOIO TpadUKa UHTEpPdENC MOXKET
6bITb OTKAtOYEH (shutdown) nnun gobasneHa 3anuch B XKypHan co-
obuweHui (trap).

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOTO TPadUKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BKHOUMTbL KOHTPO/Ib HEM3BECTHOMO OAHOAAPECHOro TpaduKa.

- level — 06bem TpadumKa B NpoL,eHTax OT NPONYyCKHOM cnocobHo-
CTM uHTepodelica;

- kbps — obbem TpadukKa.

Mpu 06HapyKeHWM Hen3BecTHOro O4HOAAPECHOro TpaduKa MH-
Tepdelic MmoxKeT 6bITb oTKAtoYeH (shutdown) nam gobasneHa 3a-
NUCb B 3KypHan coobuieHnit (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOIO OZHOAAPECHOro TpaduKa.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpu 06HapyKeHWM HeM3BECTHOro 04HOaAPECHOro TpaduKa MH-
Tepdeiic MoxeT 6bITb oTKNtoYeH (shutdown) nnn gobasneHa 3a-
NUCb B 3KypHan coobuieHnit (trap).

BbIKAOUMTL KOHTPO/Ib OA4HOAAPecHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/HOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- level — 06bem TpadumKa B NpoLEHTax OT NPONycKHOM cnocobHo-
CTU UHTepodelica;

- kbps — ob6bem TpaduKa.

Mpwn 0B6HapyXEeHUN LWMPOKOBELLATENbHOTO TPaduKa MHTepdeinc
Mo3KeT b6biTb oTKtodeH (shutdown) uan gobasneHa 3anuch B
YKYpHan coobLueHni (trap).

BbIKNOUNTb KOHTPO/Ib LWMPOKOBELLLATENIbHOTO Tpad)l/IKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKOUNTBL KOHTPO/Ib LUMPOKOBELLaTENbHOrO TpaduKa.

- pps — KONIMYECTBO NaKeTOB B CEKYHAY.

Mpwn 0bHapyXEeHUN LIMPOKOBELLLATENIbHOTO TPaduKa MHTepdeNc
MOKeT bbITb oTKtoveH (shutdown) uam gobasneHa 3anuch B
KypHan coobuueHwnii (trap).

BbIK/IIOYMTL KOHTPO/Ib LUMPOKOBELLATENbHOTO TpaduKa.
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KomaHOobl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 96 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
no yMoa4YaHUuto
show storm-control inter- MNokasaTb KoHdurypaumio GyHKUUMM KOHTPOAA «LWTOpPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | yka3saHHOro noprta inbo Bcex NopToB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAKOYUTb KOHTPOJb LIMPOKOBELLATENbHOIMO, MHOMOAAPECHOTO U O4HOaApPeCcHOro Tpaduka Ha 3-m
nHtepdelice Ethernet. YctaHOBMTbL CKOPOCTb 418 KOHTpOAMpyemoro Tpaduka — 5000 K6/c: gnsa wu-
pokoBewwaTtenbHoro, 30 % noaocbl NPoNycKkaHMa AnA Bcero MHoroagpecHoro, 70 % ans HeM3BeCcTHOro
0AHO3ApPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if) # storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 lpynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT nogaepskky rpynn arperaumm KaHanoe LAG B KonnuyecTse COriacHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxkpgan rpynna nopToB A0/XKHA COCTOATb U3 UHTepdeicos
Ethernet ¢ ogMHaKoOBOM CKOPOCTbIO, paboTaroLWmx B AynaeKCHOM pexume. O6beauHeHMe NopToB B rpynny
yBe/IMUYMBAET NPONYCKHYO CNOCOBHOCTb KaHana MeXay B3aumMoAenCTBYIOWUMM YCTPONCTBAMM U NOBbILWaeT
OTKa30yCcToNYMBOCTb. [pynna NnopToB ABAAETCA AN KOMMYTaTopa O4HUM N0TMYECKUM NMOPTOM.

YCTPOWCTBO NOAAEPKUBAET ABA PeMMa pPaboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna 1 rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOLLEM pasgene
KOHUrypaumum.

/‘ Ecan pana untepdeiica npousBeaeHbl HACTPOMKK, TO ana fobasaeHuA ero B rpynny cne-
AyeT BepHYTb HAaCTPOIKMU N0 YMONUYAHUIO.

[obasneHne nHTepdelicos B rpynny arperalun KaHanoB AOCTYMHO TOJIbKO B perKMme KoHdUrypauum
nHTepdelica Ethernet.
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KomaHObI pexcuma KoHguaypayuu uHmepaetica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 97 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

Komanda 3HavyeHue/3HavyeHue Nleiicmeue
no ymon4aHuro
channel-group group mode [ob6asutb ethernet-nHtepdelic B rpynny nopTos.
mode group: (1..48); - on — po6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — pobasnTb NOpPT B KaHan ¢ LACP B pexxume «active».
no channel-group Yaanutb Ethernet-nuntepdeiic n3 rpynnbl nopToB..

KomaHObI pexcuma KoHguaypayuu uimepgetica Port-Channel

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaumnm nHtepoeliica Port-Channel:

console (config-if)#

Tabanua 98 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue

no ymoa4YaHuro

lacp min-links min-links 3a4aTb MUHMMAaIbHOE YMCN0 aKTUBHbIX IMHKOB B cocTase Port-

Channel, npu KoTopom OH nepexoauT B coctosiHmne Up.
min-links: (1..8)/1 Hactpoiika Bo3mo)Ha TonbKo npu pabote Port-Channel
B pexkume LACP.

no lacp min-links min-links YCTaHOBWTb 3HaYEHNE MO YMONYAHUIO.

lacp max-bundle max-bun- 3a4aTb MaKcMMaibHOE YMCN0 aKTUBHBIX IMHKOB B cocTase Port-

dle Channel, octanbHble AnHKKM Port-Channel 6yayT nepesegeHbl B

cocTosHue inactive.
AKTMBHbIE NOPTbI BbiBUpatoTcA No 3HayeHuo lacp

max-bundle: (1..8)/8 V npuopuTeTa NopTa Uau, Npu paBHO3HaYHOCTH
npuoputeTa — No Homepy nopra.

V Hactpoiika Bo3mo)XHa TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp max-bundle YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KOHPUrypaumm:

console# configure
console (config) #
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Tabanuya 99 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro

port-channel load-balance 3afaTb MexaHU3m 6anaHCUMPOBKM Harpysku ana ctpaterum ECMP
{src-dst-mac-ip | W ANA rPynnbl arperMposaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6asaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha IP-

agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMpPOBKU
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
—/src-dst-mac-ip Ha3HaYeHus;

- dst-mac — mexaHn3m 6anaHcMpoBKM OCcHOBbIBaeTcsA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaH13m 6anaHCMPOBKKM OCHOBbLIBAETCA Ha IP-
agpece nonydarens.

- mpls-aware — BKtoueHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

no port-channel load-bal-

ance Bo3BpaT K HacTpoiikam 6anaHCUPOBKM Harpy3Kun No yMoAYaHMIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Tabnumua 100 — Komanapl pexkuma EXEC

3HayeHue/3Ha4yeHuUe "
KomaHda / Aeiicmeue
no ymon4aHuro
show interfaces channel- MokasaTb MHOPMaALMIO NO rPynne KaHaioB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaAHan06

(DYHKLI,MEﬁ CTaThyeckux rpynn LAG asnaeTtca Oﬁ'bE,D,VIHEHMG HECKOJIbKUX d)l/l3|/|'~|€CKI/IX KaHanoB B O4WUH,
4YTO NO3BONAET YyBE/IMYHNUTLb MPONYCKHYHO CNOCOBHOCTb KaHa/fla M MOBbLICUTb €ro OTKa3OYCTOﬁ4MBOCTb. Ona
CTaTUYECKUX rpynn npnopuTeT MCnosib3oBaHA KaHa/10B B O6'bep,MHEHHON\ nyyke He 3a4a€eTCA.

/ Dna BkaoueHUA pabotbl UHTepdeiica B cocTaBe CTaTUYECKO! rpynnbl UCNONb3YiiTe Ko-
maHay channel-group {group} mode on B pexxume KoH}UrypaLum cooTBETCTBYIOLLETO UH-
Tepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) aBnseTca o6beanHeHMe HeCKONbKUX
dU3NYECKMX KaHaNoB B OAMH. ArperMpoBaHvMe KaHalOB MCMOAb3YeTCs AN YBE/MYEHUS MNPOMYCKHOW
CNOCOBHOCTM KaHana W MoBblWEHMA ero oTKasoycTtoiumsoctu. LACP nossosifieT nepepasaTb TpPaduK no
06beANHEHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMU NPUOPUTETAMMU.
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V Ona BKnwoueHna paboTtbl uHTepdeiica no npotokony LACP wucnonb3yiite KomaHAy
channel-group {group} mode auto B pexxume KoHPUrypaumum cooTBETCTBYHOLLETO UHTEP-
deiica.

KomaHObI pexxcuma 2a0b6ana6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasnbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 101 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4YaHuro
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnmua 102 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokoa LACP:
Mo ymonyanuio .
- long — ganTenbHoe BpemA TaimayTa;
ncnonbsyercs o
- short — manoe Bpems TalimayTa.
- 3HauyeHue long
no lacp timeout YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.

lacp port-priority value YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.

value: (1..65535)/1

no lacp port-priority YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

lacp force-up MNpuHyauTenbHo po6asuTb MHTepdelic B LACP, BHe 3aBUCMMOCTH
—/BbIK/IOYEHO OT Hanmums lacp pdu c OTBETHOM CTOPOHDI.

no lacp force-up OTMeHUTb NpUHyauTenbHoe gobasneHne nHtepoelica 8 LACP.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 103 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
show lacp {gigabitethernet MokasaTtb nHdopmaumio o npotokone LACP ana untepoeiica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbBIE NAaPAaMETPbl HE MCMOb3YHTCH,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To 6yaeT nokasaHa BcA MHbopmaLms.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — roKasblBaeT NapameTpbl HACTPOMKHK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NpOTOKONa;
tocol-state] - statistics — nokasblBaeT cTaTUCTUKY pPaboTbl NPOTOKON3;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

;;::)‘Zl:?cp port-channel group: (1..48) MokasaTb nHdpopmaumio o npotokone LACP ana rpynnbl NOPTOB.
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[pumepbl 8bINOAHEHUS KOMAHO

= Co3aaTb NepByo rpynny nopTos, paboTatouyto no npotokoay LACP n BkatoyatoLLyto Asa MHTepdeica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config)# interface port-channel I
console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if)# lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.13.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAoT 06begMHUTb OAHY WAW HecKosibKo Ethernet-nuunii gns
yBeANYEeHMA CKopocTu K obecneyeHunsa oTKasoyctonumBocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npu 06blMHOM LAG arperMpoBaHHble IMHUM A0KHbI 6bITb HAa OA4HOM GU3MYECKOM YCTPOICTBE, B
cnyyae xe ¢ VPC arpervpoBaHHble IMHUN HaxoAATCA Ha pa3Hbix dmamyeckux yctpoicreax. ®yHkuma VPC
No3BONAET COEAMHUTD ABa GMU3NYECKUX YCTPOICTBA B OAHO BUPTYanbHOE.

l ' Mpu HacTpolike VPC Ha 04HOPaHroBbIX KOMMYTaTOpPaXx A0/XKHa 6biTb 0gUHaKoBasA Bepcua
e nporpammHoro obecneyeHus.
/" VPC Port-Channel KoHTpoAupyIOTCA TONLKO KOMMYTaTOPOM C poablo Primary, KommyTa-
Top Secondary ucnonb3yert HacTpoiku Primary.

' | Henb3sa ncnonb3oBartb HacTpoiiky switchport forbidden default-vlan gns peer-link, Tak Kak
H TpadumK npotokona VPC nepepgaetca B default vlan Kak untagged.

KomaHObI pexcuma 2a06asnabHol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 104 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3Ha4yeHue .
KomaHoa / Aelicmeue
0 YyMOAYAHUIO

vpc domain domain_id Cosgatb VPC-gomeH.

Ha ogHOm ycTpoiicTBe MmoXKeT 6biTb CO3AaH TO/IbKO
domain_id: (1..255) V oauH gomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH

6bITb 0aUHaKOBbIN VPC-g0MeH.

no vpc domain domain_id Ypanute VPC-gomeH c yCcTpolcTBa.
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vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3pgatb VPC-rpynny. [lna Kaxaoro arpermpoBaHHOro UHTep-
deica gonkHa bbiTb co3gaHa otaensHan VPC-rpynna. Ha nap-
HbIX yCTpolicTBax Homepa VPC-rpynn fo/xKHbl coBNaaaTh.
CymmapHoe Konuyectso VPC-rpynn He MOKeT npe-
V BbiCUTb 48.

Ypanute VPC-rpynny c ycTponcTaa.

vpc

no vpc

—/BbIK/OYEHO

Bkntountb pexkum VPC. UcnonbsyeTtca nocne KoHdurypaumm
VPC.

BbikntounTb pexkmm VPC.

KomaHOb! pexcuma KoHgpu2ypayuu VPC

Buna 3anpoca KoOMaHAHOM CTPOKK pexunma KoHdurypaumm VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnmua 105 — KomaHabl pexmma KoHpurypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

UckntounTb Port-Channel 13 yyactma s VPC.

peer detection

no peer detection

—/BbIK/IIOYEHO

BkntounTb peer detection protocol.
Peer-detection — [0MNOAHUTENbHDbI MEXaHU3M,
V obecneumnsaiowmii pyHKunoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gna opraHusauumn mHTep-
deiica peer-detection.

BbikntounTb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaTb MHTEpBaN OTNPaBKM cooblieHui peer detection pro-
tocol.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHYAHWUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTb Bpems oXxuaaHua oTeeTa peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpoutb IP-agpec nonyyatena naketos, IP-agpec otnpasu-
Tens n UDP-nopt gna peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

peer keepalive

no peer keepalive

BkntounTb cnyxkby keepalive.

BbikntounTtb cnykby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeEMA OXMAAHWA OTBETa Ha 3anpoc LLEeNOCTHOCTU
peer-link.

YCTaHOBUTb 3Ha4YeHME NO YMOIHAHMUIO.
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YCTaHOBWUTb NMPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHBLUNM
role priority value value: (1..255)/100 3HayeHnem ByaeT HasHa4eHo Primary.
no role priority YCTaHOBWTb 3HAYEHME MO YMOHAHMIO.
system mac-addr mac_ad- YcraHoButb MAC-agpec cuctembl Ana otnpasku B VPC-nopTbl.
dress —
no system mac-addr YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
system priority value YCTaHOBWUTb NPUOPUTET CUCTEMbI ANA O0TNPaBku B VPC-nopTbl.
value: (1..65535)/32767 [onxeH bbITb 0AMHAKOBbIN Ha 060MX YCTPOICTBAX.
no system YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.

KomaHOb1 pexxcuma KoHguaypayuu VPC

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id
console (config-group) #

Tabnnua 106 — KomaHab! pexuma KoHdurypaumum VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoaYaHuro
domain domain_id YcraHosuTb VPC-group uneHom VPC-gomeHa.
domain_id: (1..255)
no domain domain_id Ucknoumtb VPC-group ns VPC-gomeHa.
vpc-port group [ob6asutb Port-Channel 8 VPC-rpynny.
group: (1..48)

no vpc-port group UckntounTb Port-Channel n3 VPC-rpynnbi

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 107 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuro

show vpc — OT06pasnTb MHPOPMaLmio o KoHdurypauum VPC.
show vpc group id — 0OT06pa3nTb MHPopMaUmMto O TekyLem coctosiHum VPC Group id.
show vpc peer-detection — OTo6pasunTb cocTosHMe cnyKbbl peer detection protocol.
show vpc role — OT06pa3nTb MHPOPMaLMIO O POSU YCTPOMCTBA.
show vpc statistics peer { OTO6pPa3nTb COCTOAHNE CHETYMKOB CyKObl VPC.
keepalive | link | detection —
}

5.14 Hactpoiika IPv4-agpecauun

B naHHOM pasgene onucaHbl KOMaHAbl A5 HACTPOMKM CTaTUYECKMX NapameTpos IP-aapecaumm, Takmx
Kak IP-agpec, macka noaceTtu, W03 No ymondaHuto. Hactpoiika npotokosioB DNS m ARP onucaHa B
COOTBETCTBYIOLLUX pasaenax AOKYMeEHTaLMN.
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KomaHObI pexcuma KoHguaypayuu uHmepgetlica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,

Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

noptos, nHTepdeica VLAN, nutepoeiica Loopback.

console (config-if) #

Tabnnua 108 — KomaHab! pexkuma KoHpurypaumm nHtepdeliica

3HayeHue/3HayeHue
no yMmon4YaHuo

KomaHda

Aelicmeue

ip address ip_address {mask
| prefix_length}

prefix_length: (8..32)

no ip address [/P_address]

HasHaunTb 3agaHHOMY MHTepdeiicy IP-agpeca M mMacku noa-
cetu.
V 3HaueHMe Macku Mo3KeT 6biTb 3anucaHo nm6o B ¢pop-
mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-

CTBO eAMHUL, B ABOMYHOM NpPeaCcTaBNeHUM MacKK.

Yaanutb IP-agpec uHTepodeiica.

ip address dhcp

no ip address dhcp

MonyuunTs IP-agpec ana HacTpansaemoro HTepoeica or DHCP-
cepsepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

3anpeTntb ucnonb3oBaHune npotokona DHCP ana nonyyenmsa IP-
afpeca BblIbpaHHbIM HTepdeiicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

PaspelwnTtb KoHPUryprpyemomy nHTepdelicy saumcteosarts IP-
appeca VLAN n Loopback-nHtepodeiica.

OTKAOYUTD C')yHKLI,MIO 3aMMCTBOBaHMA aapeca.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypauuu:

console (config) #

Tabnuua 109 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ip default-gateway ip_ad-
dress

no ip default-gateway

— /w3 no
YMONHaHUIO He 3aaH

3apatb ana KOMMYTaATOpa agpec Wwak3a no ymonyaHuto.

Ypanutb Ha3HaYeHHbIN ajpec Wwnks3sa no ymoa4aHuto.

ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

—/BbIK/IIOYEHO

no ip helper-address {ip_in-
terface | all} ip_address

BkatounTb nepeagpecaumio WnpokoseLatenbHbix UDP-nakeTos
Ha onpefeneHHbIn agpec.

- ip_interface — IP-agpec uHTepderica, Ans KOTOPOro
BbINONHAETCA HAaCTPOMKa;

- all — no3BonseT BbIGPaTL BCe IP-MHTEpdENChI yCTPONCTBA;

- ip_address — |P-aapec Ha3Ha4YeHuWsA, Ha KOTopbIl ByayT
nepeHanpasnATbca naketbl. 3HadyeHne 0.0.0.0 oTkAtovaeT
nepeagpecauumio;

- udp_port_list — cnucok noptos UDP. LLnpokoBseLLaTenbHbIl
TpaduK, HanpaBAEHHbIM Ha NepeYncieHHble B CNMCKe NoPTbl,
noagepraetca nepeagpecauun. MakcumanbHoe obliee
KOJIMYEeCTBO NMOPTOB M A PecoB Ha ycTpoincteo — 128.

OTMeHUTb NepeaspecaLmio Ha 3a4aHHbIX MHTepdeicax.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHONM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 110 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue

no ymon4aHuro

clear host {* | word} word: (1..158) YAanuTb U3 NamATM NoayyeHHble no npotokony DHCP 3anucu
T COOTBETCTBUIA UMEH MHTepdeincoB 1 nx IP-aapecos.
CUMBOJI0B N
— YAANWUTb BCE COOTBETCTBUA.
renew dhcp {gigabitether- OTtnpasuTtb 3anpoc K DHCP-cepsepy Ha obHoBNeHMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBAEHUM IP-aapeca 3arpyskaerca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHourypauma c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3uTb Tabnmuy Nnepeagpecalmm LWMpPOKoBeLLaTebHbix UDP-
naKeTos.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnnua 111 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
show ip interface [vrf {vrf- vrf-name: (1..32) MokasaTtb KoHoUrypauumio IP-agpecaunn Ana ykasaHHoro
name | all} | gigabitether- CUMBONA; nHTepdeiica nan ob6nacTm BUPTyanbHoOM mappytusaumm (vrf).
net gi_port | tengiga- gi_port: (1..8/0/1..48);
bitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
port-channel group | loop- group: (1..48);
back loopback_id | vlan loopback_id: (1...64)
vlan_id | oob] vlan_id: (1..4094)

5.15 Hactpoiika Green Ethernet

Green Ethernet — TtexHonorus, no3sonAwWwaa CHU3UTb QHGpFOI'IOTpE6}'IEHVIe YCTpOﬁCTBa 3a cyet
OTKNHOYEHNA NUTAHUA ANA HEAKTUBHbIX 3/TIEKTPUYHECKUX NOPTOB U UISMEHEHUNA YPOBHA NepeafaBaeMoro CMrHanaa
B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHUrypauum:

console (config) #
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Tabanua 112 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

green-ethernet energy-de-
tect

BKOUNTB SHEprocbeperaoLmnin PeXRMM 418 HEaKTUBHbIX
nopTos.

no green-ethernet
short-reach

no green-ethernet en- /Belknioen OTKNOUUTL IHEProcbeperaoLwmnin PexMm o8 HeaKTUBHbIX
ergy-detect nopTos.
green-ethernet short- BKNOUNTL IHEprocbeperatoLmin pexmm a8 NopToB, K KOTOPbIM
reach NOAK/OYAOTCA YCTPOMCTBA C A/IMHOM Kabena NoaKAYeHuA
MeHbLLEe NOPOroBOro 3Ha4YeHMUs, yCTaHaB/IMBAEMOro C NOMOLLLbIO
—/BbIK/IOYEH

KomaHab! green-ethernet short-reach threshold.

OTKAOUNTL 3HeprocbeperatoLmili peskMm Ha OCHOBaHWUM A/WHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnunua 113 — KomaHab! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-de-
tect

BKAtounTb 3Heprocbeperatowmin pexkum ans nHtepdeiica.

no green-ethernet
short-reach

no green-ethernet en- /sKniosen OTKNOUYNTL IHeprocbeperatoLLmii pexum ana uHtepoerica.
ergy-detect
green-ethernet short- BkAtounTb 3HeprocbeperatoL il peKMm Ha OCHOBAHUU AJIUHbI
reach Kabens.

—/BKAtoyeH

OTKNOYNTb 3HEProcbeperaoLmnin pesxmm Ha OCHOBAHWUN A/IUHbI
Kabens.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 114 — KomaHabl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasuTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

C6pOCI/ITb CYHETHUK n3meputTena MmoLHOCTU.
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[pumepbl 861N0AHEHUA KOMAHO

OTobpasuntb cTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled

Short-Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Length

5.16 Hacrtpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noagep:kusatoT paboTy no npotokony IPv6. Moaaeprkka IPv6 sBnaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MNpPOTOKOon IPv6 npusBaH, B nepcnekTuse, NOMHOCTbIO 3aMeHUTb agpecauumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe NnpocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeactasnseT coboint 8 6/10K0B, pas3aeieHHbIX ABOETOUYMEM, B KaxKaom 610Ke 16
6M1T, 3aNNCaHHbIX B BUAE YeTblpex LeCTHaAUATePUYHbIX Yncen.

Momumo yBenuMyeHMa agpecHOro MpPOCTPAHCTBA NPOTOKOA IPV6E umeeT uepapxmyeckyto cxemy
afpecaunn, obecrneyvBaeT arperaumio MaplIpyToB, ynpollaeT Tabavuy MaplpyTM3aumu, npuv 3TOM
3¢ PeKTUBHOCTb PabOTbl MapLUpPyTU3aTOPa NOBbILIAETCS 33 CHET MEXaHNU3Ma OOHapYKeHMA cocegHUX Y310B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KOMMyTaTOpe HasHayaloTca WHTepdelicam,
Ncnoab3oBaHMKU IPV6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTcs caeayowmii opmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|112|3|4|5]|6|7|8]9

nostomy npwu

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-

tygigabitethernet (1..8/0/1..4)
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V Ecau 3HaueHue rpynnbl MM HECKOJIbKUX FPYyNN Noapaa, B aapece npotokona IPvé pasHo
Hynio — 0000, To AaHHble rpynnbl moryt 6biTb onyuweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH ao FE40::AD21:FE43.
CoKpalueHuto He MoryT 6bITb NOABEPrHyTbl 2 pa3geneHHble HyneBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEO4HO3HAUYHOCT!.

V EUI-64 — 3T0 ngeHTMdUKaTop, co3paHHbli Ha 6aze MAC-agpeca uHTepdeiica, asnaio-
wuica 64 mnagwmmm 6utamm IPv6-agpeca. MAC-agpec pasbusaertca Ha gBe YacTu no 24
6uTta, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnnua 115 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoaA4YaHuo

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3a4aTb 3Ha4YeHWe NoKanbHOro agpeca IPv6-wntosa no
YMONYAHMUIO.

YpanuTb HacTporkm IPv6-wwt03a N0 yMOYaHUIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Cosgatb cTaTuyeckoe cootseTcTBmne mexay MAC-agpecom
coceaHero ycTpoictsa u ero IPvb-agpecom.

- ipv6_address — IPv6-aapec;

- mac_address — MAC-agpec.

YpanuTb ctatudeckoe cootsetcTene mexay MAC-agpecom
coceaHero yctpoictsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apatb orpaHuyeHmne ckopoctn ans ICMPv6-coobuieHnin 06
olwmnbKax.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 route
prefix/prefix_length
{gateway} [metric]
[distance distance]

no ipvé6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[Jo6aBuTb cTaTuyeckunit mapwpyt IPv6.

- prefix — ceTb Ha3HaYeHwus;

- prefix_length — npedurKc macku cetm (KoNMYecTBo egnuHUL, B
macke);

- gateway — W03 ANA AOCTYNA K CETU Ha3HAYeHWs;

- distance — aAMWHUCTPATMBHAA AUCTAHLMA MapLupyTa.

YpanuTb ctaTudeckuii mappyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

Bkatouuntb nepeHanpasaeHne oaHOAAPECHbIX MAaKeTOoB.

OTKNOYNTD nepeHanpasaeHne o4HOa4pPeCHbIX MAaKETOB.
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ipvé6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipvé6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBWTb 3HaYeHMEe aAMUHUCTPATUBHON AncTaHumm (AD) ans
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHOBUTb 3HauYeHWe AD AnA MeXK30HaNbHbIX
MapLUpPyTOB, NPUHATbLIX NO npoTokony OSPF;

- ospf intra-as — yctaHoBWTb 3Ha4eHue AD ana
BHYTPM30HA/IbHbIX MapLUPYTOB, NPUHATBIX N0 npoTokony OSPF;
- static — yctaHOBUTb 3HayeHne AD anAa ctaTUYecKkux
MapLIpyTOB.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHObl pexcuma KoHpuaypauyuu uHmepgetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUIypauum nHtepdenca:

console (config-if)#

Tabnnua 116 — KomaHab! pexkuma KoHdurypaumm nntepoeiica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé enable

—/BbIK/IIOYEHO

BKAtounTb Noanep:KKy IPvb Ha uHTepdelice.

OTKNOUNTL NoafepKKy IPV6 Ha nHTepdelice.

fix_length [eui-64] [anycast]

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
Mcnonb3yeTtca napamerp
eui-64)

3agatb IPv6-aapec Ha nHtepdelice.

- ipv6_address — IPv6-agpec, Ha3HayeHHbI MHTepdeicy (8
6/10K0B, pa3feneHHbIX ABOETOYMEM, B KaxaoM b610ke 16 6urT,
3aMnnCcaHHbIX B BUJE YETbIpex WecTHaALAaTePUYHbIX Yncen);

- prefix_length — pnvHa npedukca IPv6 — aecatuyHoe 4ncno
— KO/IMYeCTBO CTapLUMX 6BUT agpeca COCTaBAAOLLMX NPedUKC;

- eui-64 — naeHTMPUKATOP, CO3aaHHbIN Ha base MAC-aapeca
nHTepdeiica, 3anucbiBaeTca B 64 mnaawmx 6uta IPv6-agpeca;

- anycast — yKasbIBaeT, 4TO 3a4aHHbIV agpec anycast-agpec.

Ypanuto IPv6-agpec ¢ nHtepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHutio
aBTOMaTUyecKas
KOHPUrypaLma BKAOYEHA,
apeca He Ha3HayeHbI.

BKNOUMTL aBTOMATMUYECKY KoHdurypauumto IPvb-agpecos Ha
MHTepdence. Agpeca HacTpamMBaloTCcA B 3aBUCMMOCTM OT npe-
dUKcoB, KoTOopble nosyyeHbl B coobuwieHuax «Router
Advertisement».

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

fix_length link-local

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-

Mo YMONYaHUIO 3Ha4YeHne
JI0OKaNbHOrO agpeca:

3apaTb oKanbHbIN IPv6-agpec nHTepdelica. Ctapwue 6UTbI No-
KanbHbIX IP-agpecos B IPv6 — FE80::

YaanuTb nokanbHbIi IPv6-agpec.

no ipv6 unreachables

dress/prefix-length link-local] (FE80::EVI64)
ipv6 nd dad attempts at- 3afaTb KOMYECTBO COODLLEeHNIH-TpeboBaHUI, nepesaBaembixX
tempts_number (0.600)/1 MHTepdencom B3aMMoAenCTBYOLWEMY YCTPOMCTBY B Caydae 06-
- Hapy»eHua aybnukaumm (konnusum) IPve-agpeca.
no ipv6 nd dad attempts BepHyTb 3HaYeHMe NO YMOYAHMIO.
ipv6 unreachables Bkntountb ICMPV6-cOObLLEHNA O HEJOCTUMKMMOCTM agpecaTta
—/enabled npu nepegaye NakeTos Ha onpegeneHHbI NHTepdelic.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

Onpezenutb Bepcuto npoTokona MLD ana nHtepdeiica.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.
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KomaHOwb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma privileged EXEC:

console#

Tabnnua 117 — KomaHgb! pexuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb MHdopmaumo o coceaHux IPv6-ycTpoiicteax, co-
JAepxKallytocs B Kalle.

clear ipv6 neighbors

OunCTUTL K3W, copeprKawmii UHGOPMaUMIO O COCeAHMUX
yCTpoicTBax, paboTatolwmx no npotokony IPv6. MHdopmauma
0 CTAaTUYECKMX 3aMMCAX COXpaHAETCA.

show ipv6 distance

Mokas3aTb 3HaYeHWe aMUHUCTPATUBHOM ANCTAHLUN ANA pas-
JIMYHBIX UCTOYHMKOB MapLUpyTa.

KomaHOob! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 118 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb HacTPOMKKM NpPoToKoANa IPV6 Ans yKazaHHOTo UHTep-
deiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);
| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

MokasaTb Tabauuy IPv6-mapLipyTos.
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5.17 Hactpo#ka npoToKoa0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetcs onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
copeprKalleMy €ero AoMeHHoe uMA. Basa [AaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 119 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewwnTtb ncnonb3osaHne npotokona DNS.

3anpeTutb Mcnoab3osBaHue npoTokoaa DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BkntounTb paboty DNS-cepBepa.

Bbikntountb paboty DNS-cepsepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegenuts IPv4/IPv6-agpeca ansa goctynHbix DNS-cepsepos.

Ypanutb IP-agpec DNS-cepBepa 13 cnncka AOCTyNHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

OnpegenuTb JOMEHHOE MMA MO YMOYaHMIo, KoTopoe Byaert
MCMO/1b30BaTbCA MPOrPaMMOM, 414 [OMONHEHUA
HenpaBWAbHbIX AOMEHHbIX UMEH (LOMeHHbIX MUMeH 6e3 TOUKM).
[nsa BOMeHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHun ByaeT
[06aBNATLCA TOYKA M YKa3aHHOe B KOMaHZe JOMEHHOe UMS.

Yaanutb 4OMeHHoe nmsa no YMONYaHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

Onpegenntb cTaTUYECKMe COOTBETCTBMA MMEH y3/10B ceTu IP-
agpecam, ,06aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
PDyHKUMA nokanbHoro DNS. MorkHo onpeaenuTs A0 BocbMu IP-
agpecos.

Ypanutb ctaTUyeckne COOTBETCTBMA MMEH Y3108 ceTu |P-
ajpecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#
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Tabnmua 120 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

YaanuTb 3anucb COOTBETCTBMA MMeEHM y3na ceTh IP-agpecy Kawa
nnbo sce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

0OT06pPa3nTb AOMEHHOE MMA MO YMOIYaHWUIO, cnucok DNS-
CepBepOB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA UMEH
y3108 cetu u IP-agpecos.

Mpu ncnonb30BaHUN B KOMAHAE MMEHU y3/1a CETH,
oTobparkaeTcA COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

OTobpasunTb cTatyc DNS-cepBepa 1 CNUCOK AOCTYMHbIX
cepBepoB.

show ip dns server cache —

OTtobpa3unTb Kaw DNS-cepsepa.

query_name: (1..158)
CMMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

show ip dns server cache
query_name query_type

0OT06pa3nTb NoAPO6HbIN BbIBOA 3aNMUCH, BKIOYaKOLWMIA B ceba
oTBeTbl RR Ha AaHHbIN 3anpoc query_name v query_type.

show ip dns server
counters

0OT06pa3nTb 0bLyee YMCN0 3aNPOCOB U 06LLEee YUCNO OTBETOB,
HalaeHHbIX B cache-hit.

clear ip dns server cache —

Oumctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyﬂVITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

Mno YMOMYaHUIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3€/ CETU C UMeHeMm eltex.mes numeert IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoToKon paspelueHus aapecoB) — MPOTOKOA KaHa/NbHOIo
YPOBHS, BbINMOAHAKOWMI YyHKUMIO onpeseneHna MAC-agpeca Ha OCHOBAaHMM coZeprralieroca B 3anpoce IP-

agpeca.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaummu:

console (config) #
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Tabanua 121 — KomaHgbl pexknuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

arp ip_address hw_address

[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D;
tengigabitethernet te_port dopmat hw_address:

| fortygigabitethernet H.H.H

fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

no arp ip_address gi_port: (1..8/0/1..48);
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);

| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)

group | vlan vian_id | oob]

[o6aBuTb cTaTMyeckyto 3anucb cooTsetcTemsA IP- u MAC-
agpecos B Tabanuy ARP gna yKasaHHOro B KomaHze
MHTepodeica.

- ip_address — IP-agpec;

- hw_address — MAC-aapec.

Yaanutb ctaTuyeckyto 3anmce cooteetctema IP- u MAC-agpecos
13 Tabnumubl ARP ans yKa3aHHOro B KOMaHAe UHTepodelica.

arp timeout sec
sec: (1..40000000)/60000

HacTpouTb Bpems X13HW AMHAMUYECKMX 3anucel B Tabavue
ARP (c).

no ip arp proxy disable

- c
no arp timeout YCTaHOBUTb 3Ha4YeHUE NO YMONYAHUIO.
ip arp proxy disable OTKAOYNTD peXxmm npoKcnposaHua ARP-3anpocos gna
. KOMMmyTaTopa.
—/OTKNIOYEH

BkntoumTb pexnm npokcuposaHuna ARP-3anpocos gna
KOoMmyTaTopa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnuua 122 — Komanapl pexkmuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

YpanuTb Bce guHammyeckue 3anmcu ns ARP-Tabanupl (KomaHaa
[OCTYyMNHA TONbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTeNs).

show arp [ip-address ip_ad- dopmar ip_address:
dress] [mac-address A.B.C.D
mac_address] [giga- dopmat mac_address:
bitethernet gi_port | tengi- H.H.H vaun H:H:H:H:H:H
gabitethernet te_port | for- nnn H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTtb 3anucn ARP-Tabanubl: Bce 3anucu, Guabtp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.
- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasaTtb rnobanbHyto KoHPUrypaumo ARP n KoHpurypaumo ARP
ons nHtepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #
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Tabnnua 123 — KomaHgbl pexkuma KoHdurypaumm nHtepdeica Ethernet, rpynnol nHtepdencos, nHtepdeiica
VLAN

3HavyeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro

ip proxy-arp BkntounTb pexkum npokcmposaHua ARP-3anpocos Ha

HacTpanBaemom MHTepoeiice.
- —/BKAIOYEHO

no ip proxy-arp OTKNOUYUTL PeXMM NpoKcuMposaHua ARP-3anpocos Ha
HacTpanBaemom MHTepoeiice.

ip local-proxy-arp BKAtounTb Ha nHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpock! K XocTam,
HaxoAALMMCA B TOM YMCNIe Ha 3TOM Xe L3-uHTepdeiice). Ona

—/BbIK/IOYEHO N

paboTbl AaHHOW GYHKUUM Ha NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdelice.

[pumepbl UCM016308AHUS KOMAHO

[Jobasutb cTatnyeckyto 3anuce B ARP-tabamuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA XKU3HU AMHAMUYecKuX 3anucein B ARP-Tabanue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config)# arp timeout 12000

= [lokasaTtb coaeprkumoe ARP-Tabanubl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb no cetu uaeHTudoumkatopbl VLAN. OcHoBHOWN ¢yHKUMeN npoTokosna GVRP sBnsetcs
obHapyKeHne nHdopmaLmm 06 OTCYTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noay4yeHun
coobuieHnit GVRP. Nonyune nHpopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnaeT ee B cBoto 6asy
OAHHbIX.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypauuu:
console (config) #

Tabnnua 124 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no yMmoa4YaHuro
gvrp enable / BkatounTb ncnonb3osaHue npotokona GVRP-kommyTtaTtopom.
—/BbIK/IOYEH
no gvrp enable BbIKNOUMTE MCNoNb30BaHMe NPOTOKoAa GVRP-KoMMyTaTOpOMm.
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gvrp static-vlan

no gvrp static-vlan

MonyuyeHHble no GVRP VLAN 6yayTt aBTomatnyecku Aobasnatben
Bo vlan database.

OTKNtouNTL AobasneHue vlan-oB, Noay4eHHbIX MO NPOTOKONY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabanua 125 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHTepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
gvrp enable BkntounTb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIK/OYEH
no gvrp enable BbIkntounTb Mcnonb3osaHMe npoTokona GVRP Ha HacTpaneaemom
uHTepodelice.
gvrp vlan-creation-forbid 3anpeTntb gMHaMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepodeica.
—/paspelueHo

PaspewnTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonuyaHutio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONHUTL CHATKE perncTpaumm ana scex VLAN 1 He gonyckaTtb
CO34aHuA UK pernctpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiica VLAN:

console (config-if) #

Tabnunua 126 — KomaHabl pexkuma KoHdurypaumm nntepdeiica VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtutb aHoHcMpoBsaHue VLAN no npotokony GVRP.

OTmMeHUTb 3anpeT Ha aHoHcupoBsaHue VLAN no npotokony GVRP.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnnua 127 — KomaHgbl pexkuma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
clear gvrp statistics OYNCTUTL HAKONJIEHHYIO CTAaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKKM perkmma EXEC:
console>
Tabnnua 128 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
show gvrp configuration Moka3saTb KoH$Urypauuio npotokona GVRP gna ykazaHHoro
[gigabitethernet gi_port | nHTepoerica, MMbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics Moka3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHoro uHtepdeiica, inbo ana scex MHTepdeicos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKa3aTb CTaTUCTUKY MO oWwmnbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN yKa3aHHOro uHtepodelica, mbo gna Bcex UHTEpENCcos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MeXxaHM3M MO3BOASET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
obHapyKMBaeTca NYTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) c MAC-agpecom nopta KoMmyTaTopa B noJie
Source MAC v wnpoKoBewaTenbHbIM (N0 yMmon4YaHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r106anbHoN KoHGUrypaumm:

console (config) #
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Tabanua 129 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IIOUMTb MeXaHM3M 06HapyKeHUs neTenb A8 KOMMyTaTopa.

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30 ¢

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHun, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauecTBe aZpeca HasHayeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHUKA;

- base-mac-addr — B KauecTBe agpeca HasHaYeHMA UCMO/b3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHayeHuUA
MCMNoNb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuA
MCMNONb3yeTCca WMPOKOBELLATEbHbIN afpec.

BocctaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

loopback-detection vlan-based
[vlan_list]

no loopback-detection
vlan-based

vlan_list:
(1..4094)/BbIKNIO4EHO

BKAOUUTL pexkum obHapyKeHus netens 8o VLAN. Mpu Haanumm
netnu 8o VLAN aaHHan VLAN b6yaet 3ab610KknpoBaHa Ha NopTy, Ha
KOTOopom bblnia 0b6HapyKeHa neTns.

-vlan_list — cnncok VLAN, no3BONSOLWNIN BKAOYUTD
obHapyKeHue neTesb TONbKO B YKaszaHHbIX VLAN. AnanasoH VLAN
MOHO 3aJaTb NepeymcieHnem Yepes 3anaTyto UM yKasaTb
HayaNbHOE N KOHeYHOe 3HaYeHUA AMana3oHa Yepes geduc: «-».
Ecnu cnucok He 3aaaH, obHapyKeHne netens byaeT BKAOYEHO BO
Bcex VLAN.

OTKNOYUTD peXxum obHapyeHua netenb 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNIOYEHO

3apaTb Bpems 610knposku VLAN.
- value — Bpems, no ncreueHme kotoporo VLAN aBToMaTnyeckum
pa3biokupyercs.

3abnokuposaHHble VLAN He ByayT BOCCTaHAB/MBATLCA
aBTOMATUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epynmnel nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

NnopTOoB:

console# configure
console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group}

te port |

console (config-if) #

Tabnnua 130 — KomaHpgbl pexkuma KoHdurypaumm nHtepdeica Ethernet, rpynnol nHtepdencos, nHtepdeiica

VLAN

tengigabitethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIKAOYEH

BKIOUMTE MeXaHU3M 06Hapy)KeHMﬂ neTesib Ha NopTy.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 131 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
o yMmon4YaHur

KomaHoa Aelicmeue

show loopback-detec- OT06pasunTb cocTosiHMe mexaHu3ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMN CBA3AMU K ,D,peBOBMAHOﬁ TONOJ10MUMK, VICKﬂPO'«IaI-OLLI,eﬁ LUWKNbl MaKeToB. KOMMyTaTOpr
06MeHMBalOTCA KOHOUIYpaUMOHHBIMU COOBLEHUAMM, WCMONb3yA Kaapbl cneumanbHoro ¢opmarta, W
BbIOOPOYHO BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbii) STP (RSTP) saBnsetcs ycoBeplueHCTBOBaHMEM npoTokona STP, xapakTepusyertcs
MEeHbLUMM BpeMEHeM NpUBELEHUSA CETU K APEBOBUAHOMN TONOAOMMU U MMeeT 6osiee BbICOKYIO YCTOMUMBOCTb.

Mpotokon Multiple STP (MSTP) saBnaetca Hambosee coBpemeHHoOW peanusaumenn STP,
nogaeprkmeatoweit ncnonbszosaHne VLAN. MSTP npegnonaraet KoHpurypaumno HeobxoanMmoro KonmyecTsa
3K3eMNASPOB CBA3YIOWErO AepeBa (spanning tree) BHe 3aBMCUMOCTM OT umcna rpynn VLAN Ha KommyTaTope.
Kaxablh 3K3eMNAAp MOXKET cofepraTb Heckosbko rpynn VLAN. HegoctaTkom npotokona MSTP sBnsieTcs 1o,
YTO HA BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonxHbl ObiTb OANHAKOBO CKOHPUIYPUPOBaHbI
rpynnsl VLAN.

V MaKcumanbHO gonycTumoe KoaMyecTso sksemnaapos MSTP ykasaHo B Tabauue 9.

MexaHun3m Multiprocess STP npegHasHaveH 419 cO34aHNA He3aBncMmbix aepesbes STP/RSTP/MSTP Ha
nopTax yCTPOMNCTBa. M3mMeHeHMA cOCTOAHUA OTAENbHOMO AePeBA HE OKa3bIBatoOT BAMAHMA Ha COCTOSIHUE APYruX
AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NepecTpPoeHmMa AepeBa B Cayyae
0TKa3oB. [pu KOHOUIypMpoBaHMU crieayeT WCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJIEL, Mexay
nopTaMm-4seHaMm pasHbiX AepeBbeB. A 06CnyKMBAHUA N30/IMPOBAHHbIX AePEBLEB B CUCTEME CO3aETCA
OTAeNbHbIM Npouecc Ha Kaxkaoe aepeso. C NpoLeccom CONOCTaBAAOTCA NOPTbl YCTPOMUCTBA, NPUHaANeKalume

aepesy.

5.17.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHOM KOHGUrypauum:

console (config) #
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Tabanua 132 — KomaHgbl pexknuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree

PaspewunTb Ucnoab3oBaHMe KOMMYTAaTOPOM NpoToKoaa STP.

- —/BKAOYEHO
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode {stp | YCcTaHOBUTL peXkMm paboTbl NpoTokona STP:
rstp | mstp | pvst | rapid- - stp — |IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 ¢

YCTaHOBWUTb MHTEPBA/ BPEMEHMU, 3aTPauYMBaeMblil HA
NpoCAyWMBaHME U U3yYeHMe COCTOAHUI Nepes,
nepekloHeHNeM B COCTOSIHNE Nepeaaun.

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 ¢

YCTaHOBUTb MHTEPBA/ BPEMEHWN MEXKAY Nnepesadyamm
LUMpOKOoBeLLaTeNbHbIX coobuweHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOpPaM.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree loopback-guard

PaspewnTb 3amTy, BbIK/HOYalOLLY0 MHTepdenc npu
nosnyyeHun csoero BPDU.

- —/3anpeleHo ~
no spanning-tree loop- 3anpeTuTb 3aLLMTY, BbIKNOYaOLWYO nHTepdelic npu
back-guard nonyyeHun ceoero BPDU.
spanning-tree loopguard de- BKAtounTb PpyHKUMIO Loop Guard gns Bcex NopTos.
fault
—/oTK/04eHO

no spanning-tree loopguard
default

OTKAtounTL PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 ¢

YCTaHOBUTbL Bpemsa KMU3HK cBasyloLwero aepesa STP.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpouTb npuopuTet ceAsytowero aepesa STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YcTaHOBUTbL METOZ onpeaeneHua LLeHHOCTU NyTH.
- long — 3HauyeHMe LeHHOCTHN B gManasoHe 1..200000000;
- short — 3HayeHue LeHHOCTU B gMana3oHe 1..65535.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

OnpeaennTb pexkum 0b6paboTkun naketos BPDU-
MHTEepdENcom, Ha KOTOPOM BbIKAtOYEH NPOTOKOA STP.

- filtering — Ha nHTepdelice ¢ BbIKOYEHHBIM NPOTOKO/IOM
STP BPDU-nakeTbl puabTpytoTCs;

- flooding — Ha nHTepdelice ¢ BbIKNOYEHHbBIM MPOTOKOIOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TerMpoBaHHble — GUALTPYIOTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co3paTb OTAE/bHbIN NPOLLECC M NepeBeCcTM KOMaHAHbIN
UHTepdENC B perKMM ero KoHoUrypauum.
V BHYTpM npouiecca NpMMeHMMbI BbileyKa3aHHble

KOMaHAb!:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

Y[anunTb yKasaHHbIW npotiecc.

spanning-tree tc-protection

BKAtOUNTL OrpaHMyYeHre Ha KoamyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a ycTaHOBAEHHbI MHTEPBAN BPEMEHN Ans
STP, RSTP, HyneBoro aksemnaapa MSTP.
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no spanning-tree tc-protec-
tion

BbIKNOUMTL OrpaHMyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 ¢

YCTaHOBUTb MHTEPBA/ OrPaHUYEHUA KONNYECTBa
ob6pabaTbiBaembix TCN/TC BPDU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree tc-protection
threshold count

no spanning-tree tc-protec-
tion threshold

count: (1..255)/1

YCTaHOBUTb MaKCMMaIbHOE KO/IM4ecTBO 0bpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

Mpu 3apgaHum STP napametpos forward-time, hello-time, max-age Heo6xoauMmo Bbinon-
e HeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaetica epynnsl Mopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnmua 133 — KomaHabl pexkmuma KoHpurypaumm nHtepoeliica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
MHTepodeiice.

—/paspelueHo
no spanning-tree disable /pasp PaspewnTtb paboTy npoTokona STP Ha KoHOUTypUpyemom
MHTepodeiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbI HTepdelic.

no spanning-tree cost

(1..200000000)/cm.
Tabnnuy 134

- €OSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, OnpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta M MeToAa onpeaeneHnsa LeHHOCTU NyTH, cMm.Tabanuy 134,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTL NpUOPUTET MHTEPdElica B cBA3YlOLWeM aepese STP.

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHWUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKIOUUTL PEIKMM, B KOTOPOM MOPT MNPU NOAHATUM HA HEM JIMHKA
Cpa3y CTaHOBUTCA B COCTOSIHWUE Nepeaayn, He AOXUAAACH
ucteyeHus Taumepa.

- auto — nobaBnseT 3a4epPiKKy 3 CeKyHAbI Nepes nepexoaom 8
COCTOfIHWE Nepefayun.

BbIKNOUNTb peXXMM MOMEHTaIbHOrO Nepexosa B COCTOAHUE
nepegadun no NOAHATUIO KJIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BKAOUMTL 3aWMTY «KOPHA» AN1A BCeX CBA3yOWMX gepesbes STP
Bbl6paHHOro nopTa.

- root — 3anpelyaeT uHTepdelcy 6biTb KOPHEBLIM NOPTOM
KOMMYyTaTopa;

- loop — BK/toYaeT Ha MHTepdeiice JONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae ecnn nHtTepdeiic HaAXo0[MTCA B COCTOAHUM,
oTAnyHom oT Designated u npu aTom nepecraet noayyatb BPDU,
MHTepdeinc baokupyercs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdelice.

Mcnonb3oBaTh r106a/bHYH0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

PaspewnTtb 3awunTy, BoIKAOYatOLLY0 MHTEpdeNC npu Nnpuéme
naketos BPDU.

3anpeTuTb 3alLnTy, BbIKAOYatoLYy MHTepdeic npu npuéme
naketos BPDU.
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spanning-tree mac-address
{dotld | dotlad}

no spanning-tree mac-ad-
dress

—/dot1d

N3meHuTb MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA
BPDU.

- dotld — oTnpasnatoTca n npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/onsa gynnexkcHoro
nopTa — «TOYKa-
TOYKa», anA
nonyaynieKcHoro —
«pa3BETB/IEHHbIN»

YcTaHoBUTb NpoToKOA RSTP B nepegatoLiee coctoaHme u
onpeaennTb TUN CBA3M A/1A BbIOpaHHOro nopTa:

- point-to-point — TO4Ka-TOuUKa;

- shared — pa3BeTBAEHHbIN.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted- tcn

—/npuem BPDU ¢
¢dnarom TCN
paspelueH;

vlan_list: (1..4094)

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTb pexxum obpaboTkm naketos BPDU-uHTepdelicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepdelice c BbIkAOYEHHbIM NpoTOKOOM STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha nHTepdelice ¢ BbIKNOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpwuBa3aTb NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio Bce
nopTbl NPMBA3aHbI K HYN1EBOMY NnpoLieccy.
- id — Homep npouecca.

BoccTaHOBUTL NPUBA3KY NOPTa NO YMOJIHAHMIO.

Tabnuua 134 — LieHHOCTb NyTW, yCTaHOB/IEHHAA MO yMOAYaHUIo (spanning-tree cost)

Unmepipeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V Dna nutepdeiicos Port-channel HauanbHaA cTtoMmocTb onpeaenseTca CTOMMOCTbIO nep-
BOro /INHKa, Boweplero B coctas Po. B cnyyae metoaa Long npu Ao6aBneHUM aKTUBHbIX

JIMHKOB Ha4yanbHaA ctoumocTb Po Aenntca Ha X KOaMYecTso.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabanua 135 — KomaHgbl pexkuma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApo6HY0 MHPOPMALIMIO O HACTPOWKax NPoToKona
STP, nHdopmaumio 06 akKTUBHbIX UM 3a6N0KMPOBAHHBIX MNOp-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XO4ANT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 136 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MoKa3aTb pexxnm 06paboTkn naketos BPDU Ha MHTepdeiicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

Tabnnua 137 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3spelnTb UCMOb30BaHWE KOMMYTAaTOPOM NpoTokona STP.

pvst}
no spanning-tree mode

—/paspelueHo
no spanning-tree /pasp 3anpeTuTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YCcTaHOBUTb pexkum paboTbl npoTokona STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBWUTb 3Ha4YeHME N0 YMOJYAHMUIO.
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spanning-tree pathcost YCTaHOBUTb METOZ, ONpeaeeHUn LLeHHOCTU NyTu.
method {long | short} - long — 3HayeHMe ueHHocTM B granasoHe 1..200000000;
—/long - short — 3HaueHue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HaYEHNE MO YMOAYAHUIO.
method
spanning-tree mst in- YCTaHOBUTb NPUOPUTET A/1A JAHHOTO KOMMYTaTOpa nepes,
stance_id priority priority 0CTaNbHbIMU, UCMONb3YHOLLMMM 0BLWMIA 3K3emnasap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..63); - priority — npnopuTeT KoMmyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HaYeHME N0 YMOHAHMIO.

stance_id priority

spanning-tree mst YCTaHOBUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4aCTKOB
max-hops hop_count 4na naketa BPDU, HeobxoaumbIx gna GopMMpoBaHUA fepesa U

yaepKaHua HGOPMaLLMKM O ero cTpoeHuu. Ecam naket yxe
npoLuen MakCMMabHOe KOJIMYEeCTBO TPAH3UTHBIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cnegylollem yyacTke oH oTbpacbiBaeTcs.

- hop_count — makcMmasibHOe KONMYECTBO TPAH3UTHBIX
y4acTKoB Ana naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYE€HME MO YMOIYAHMIO.
max-hops
spanning-tree mst in- BKAtOUNTL OrpaHuyeHme Ha KomdecTBo obpabaTbiBaembix TC

stance_id tc-protection instance_id: (1..63) BPDU 3a ycTaHOB/NEHHbI MHTEPBAN BPEMEHW.

no spanning-tree mst in- - BbIKNHOUMTL OrpaHMYeHne Ha KoandecTBo obpabaTbiBaembix TC
stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KOIMYECTBa

tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..63);

no spanning-tree tc-pro- seconds: (1..10)/2 ¢ YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMabHOE KonyecTso obpabaTbiBaembix TC
tion mst instance_id BPDU 3a 3aZ@HHbI MHTEPBAN BPEMEHM.

threshold count instance_id: (1..63);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitu B pexkum KoHdUrypaumumn npotokosna MSTP.

configuration

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 138 — KomaHabl pexkuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNAAapom npoTokona MSTP n
vlan_range rpynnamu VLAN.
instance_id:(1..63); - instance-id — npeHTUdPUKaTOp 3K3emnaapa npoTokosna MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApom npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

Nno hame

string: (1..32) cumBona

3apatb UMA KoHdurypauum MST.
- string — vms KoHpurypaumm MST.

Yaanutb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBu3nn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymonyauutio (value).

show {current | pending}

MokasaTb Tekylyto (current) inbo oxuaaroLwyto (pending)
KoHoUrypaumo MST.

exit _ BbIiTV U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort BbIMTU 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KoHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Mopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

NnopTOoB:

console (config-if)#

Tabnmua 139 — KomaHabl pexmuma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3almTa BbIKAOYEHA

BKOUMTL 3aLWMTYy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpewaet uHTepdericy boiTb
KOpHEeBbIM NOPTOM KOMMyTaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTL 3aLLMTY «KOPHA» YKa3aHHOro sksemnaapa MSTP gna
BblbpaHHOro nHTepdelica. [JaHHas 3awmTa 3anpeLaer
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKaTOp 3K3emnaapa npoTokona MSTP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdelica B ak3emnasape MSTP.
- instance-id — npeHTUdUKaTOpP 3K3emniApa NpoTokona MSTP;
- priority — npuopuTteT nHTepdeica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3Ha4YeHMe NO YMOHYAHWIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUWTb LLEEHHOCTb NYTU Yepes BbibpaHHbIV MHTepdenc ans
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — npeHTUdUKaTOp 3K3emnaapa npoTokona MSTP;
- cost — LLeHHOCTb NyTu.

YCTaHOBUTb 3HaYeHKe, onpeaensiemoe Ha OCHOBaHNN CKOPOCTH
nopTa M MeToAa onpeaeneHna LeHHOCTU NyTh, cMm. Tabauuy 134,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPDEICA B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa AOMKHO BbITb KPaTHO 16.

YCTaHOBUTb 3Ha4YeHMe NO YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.
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KomaHOwbl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnmua 140 — KomaHabl pexkmma EXEC

KomaHoa 3HayeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

MokaszaTb KoOHbUrypaumo npoTokona STP.

gi_port: (1.8/0/1.48); | instance_id — naeHTudmMKaTop 3K3emnasapa npotokona MSTP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..63).

show spanning-tree detail MokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOIKe NpoTokoa STP,
[active | blockedports] [in- MHbOpPMaLMto 06 aKTUBHbBIX MK 3a610KMPOBaAHHbIX MOPTaX.
stance instance_id] - active — npocmoTp MHpopmaummn 06 akTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTp MHbGopMauumn o 3a6N10KMPOBaAHHbIX

noprax;
- instance_id — vaeHTuduKaTop s3K3emnaspa npotokona MSTP.

show spanning-tree MokasaTb MHPOPMaLLMIO O CKOHPUIYPUPOBAHHBIX IK3EMMAAPAX

mst-configuration - MSTP.

clear spanning-tree de- Mepes3anycTuTb NPOLECcC MUrPaLLMM NPOTOKOIA. 3aHOBO

tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi__port: (1..8/0/1..48); npPoOMCXoauT NPocYET aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceAasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTEPBaN BPEMEHN MeXKAY Nepenadyamm LWNPOKO-
BelaTeibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKa3aTb KOHPUrypaumio npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config)# spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:f9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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Name

tel/0/6 enabled 128.
tel/0/7 enabled 128.

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20

Interfaces

State Prio.Nbr Cost Sts Role PortFast Type

tel/0/1 enabled 128.1

tel/0/2 disabled 128.2

tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
6
7
8

4 Frw Desg Yes P2P (RSTP)

tel/0/8 enabled 128. 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3sHoBuaHocTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHus B otaenbHbiXx VLAN. MprMeHeHMe gaHHOTO Npo-
TOKona no3sonseT B Kaxxaom VLAN co3gaTb otaenbHbIM ak3emnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcsa ycoBeplieHCTBOBaHMEM NpoToKkona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeMEHEM NPUBEAEHNS CETU K APEBOBUAHOMN TONOJIOTMN U MMeEeT boJiee BbICOKYIO YCTOMYK-

BOCTb.

]

.‘

.-

.‘

Bcero nogaepaHo 64 PVST/RPVST-uHcTaHca. [pu 3Tom HyneBoi cnonb3yerca Anna Bcex
VLAN, B KoTOopbix oTkatoueH PVST/RPVST. Kaxxgomy VLAN c BkntoueHHbim PVST/RPVST
cootseTcTByeT oauH PVST/RPVST-uHcTaHc.

MopTbl, Ha KOTOpPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST spe-
MeHHO 6a0KupyloTca, no3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HaueHue npeBbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAuUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

Mpwu BkAoYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lNMoatomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmutbl o6pa-
60Tku PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3syerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnm B npouecce aKkcnayataumum noHagoburca y6patb VLAN s PVST/RPVST-UHCTaHCOB U
B£,06aBUTb HOBbIE, HYYXHO NPOU3BECTU C/eayoLlme A4eNCTBUA:

1) OTknounTbL STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHuA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6anbsHom
pexXume KoHPUrypuposaHma).
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KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (config) #

Tabanua 141 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

vlan_list: (1..4094)/ no
YMOTYAHUIO BCE MHCTaHCbI
BKJIHOYEHbI

spanning-tree vlan vian_list

spanning-tree vlan vian_list

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAOYNTL paboTy npoTokona PVSTP+, RPVSTP+ B yKazaHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

vlan_list: (1..4094)/
dUNbTPaLMA OTKAKOYEHA

no spanning-tree vlan
vlan_list bpdu

dunbTpyeT nam nponyckaeT Bxoaalume Kaapbl PVST/RPVST-
BPDU.
V JaHHaA KomaHAa aeiicTByeT B TOM ciyyae,

ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecam BKkAOYEH
pexum PVST/RPVST, To gaHHaa KomaHaa
6yAeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL dUNbTPaLMIO;
- flooding — oTkAOUUTL dUAbTPaLMIO.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

spanning-tree vlan vian_list
forward-time seconds

vlan_list: (1..4094);
seconds: (4..30)/15 ¢

no spanning-tree vlan
vlan_list forward-time

YCTaHOBUTb MHTEPBAJT BPEMEHM, 3aTPauYMBaEMbIil Ha

NPOC/AYLWNBAHWNE N U3YYEHME COCTOAHUI Nepes, NepekatoyeHnem

B COCTOAHMeE nepeaayn gna ykasaHHbix VLAN.
V Talimepbl A0NKHbI COOTBETCTBOBATb CNeAy-
toweii popmyne:
2 * (Forward-Time - 1) 2 Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

spanning-tree vlan vian_list

hello-time seconds .
vlan_list: (1..4094);

seconds: (1..10)/2 c

no spanning-tree vlan
vlan_list hello-time

YCTaHOBUTbL UHTEPBA/ BPEMEHUN MeXKAy nepefadyamm
LWMpPOKoBeLLaTeNbHbIX coobuieHnin «Hello» K
B3aMMOZENCTBYHOLLMM KOMMYTaTOpam A yKasaHHbix VLAN.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 ¢

YCcTaHOBUTL Bpems KMU3HU cBasytollero gepesa STP gna
yKa3aHHbIx VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value vlan_list: (1..4094);
priority_value:

(0..61440)/32768

spanning-tree vlan vian_list
priority

HacTpouTb npuopuTeT ceAsyowero gepesa STP.
V 3HaueHue Bbl6UpaeTca M3 ANManasoHa C Wwa-
rom 4096.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

spanning-tree vlan
vlan_list tc-protection
vlan_list: (1..4094);

no spanning-tree vlan
vlan_list tc-protection

BKNHOYMTb OrpaHUYEHnEe Ha KoNnYecTBo obpabaTbiBaemMbIx
TCN/TC BPDU 3a yCTaHOB/IEHHBIN MHTEPBAN BpemeHu ans STP,
RSTP, HyneBoro sk3emnaapa MSTP.

BbIKOUMTbL OrpaHMUyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

vlan_list: (1..4094);
seconds: (1..10)/2 ¢

YCTaHOBWUTb MHTEPBAJI OFPaHUYEHNA KOANYECTBa
obpabaTbiBaembix TCN/TC BPDU.
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no spanning-tree vlan
vlan_list tc-protection in-
terval

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBUTb MaKCMMaNbHOE KO/IMYecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbIN MHTEPBaN BPEMEHMU.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perkMma KoHpUrypaumnm nHtepdeiica:

console (config-if)#

Tabanua 142 — KomaHgbl pexxuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan vian_list

bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpaLmA OTKAOYEHa

dunbTPyeT MK NponyckaeT Bxogalme Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdelice.

V JaHHaA KOMaHAA AeiicTBYeT B TOM ciyyae,
ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
n3 pexxumos: STP/RSTP/MST. Ecam BKkAtOYeH
pexum PVST/RPVST, To gaHHas KomaHga
6yaet feiicTBOBaTb TONIbLKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtkaoueH STP.

- filtering — BkAtOUNTL GUNBTPaALMIO;
- flooding — oTkAOUMTE dUAbTPaLMIO.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbI MHTepdeic ana
yKa3aHHbIX VLAN.
- €OSt — UEeHHOCTb NyTH.

YCTaHOBUTb 3HaYeHMe, onpeaensemoe Ha OCHOBaHUU CKopoctn
nopTa U metoaa onpegeneHna LeEHHOCTU NYTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetutb paboTy NnpoToKona STP Ha KoHdUTryprpyemom
nHTepoerice ans ykasaHHbix VLAN.

PaspelunTtb paboTty npoTtokona STP Ha KOHPUTryprpyemom
nHTepoerice ans ykasaHHbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NpUOpPUTET UHTEpPdElica B KOPHEBOM CBA3YHOLLLEM
pepese STP.
V 3HaueHue BbibMpaeTca M3 AManasoHa C wa-
rom 16.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHWUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

vlan_list: (1..4094);

BKOUNTD 3aLWUTY KKOPHA» Ha AaHHOM MHTepdeice ans
yKasaHHbIX VLAN.

- root — 3anpelyaeT uHTepdelicy 6biTb KOPHEBLIM NOPTOM
KOMMYyTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice JONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae, ecnn nHTepdeic HaxoANTCA B COCTOAHUM,
oTandHom ot Designated v npu atom nepecrtaet nonyyaTts BPDU,
nHTepoeric baokupyercs;

- none — oTKAto4YaeT Bce Guard-oyHKUMM Ha nHTepdeiice.
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no spanning-tree vlan OTkAtoUNTL Bce Guard-dyHKUMKM Ha uHTepdelice.

vlan_list guard

spanning-tree vian vlan_list 3anpetutb npvem BPDU c pnarom TCN gna ykasaHHbIx VLAN.

restricted-tcn

—/BbIK/OYEHO

no spanning-tree vian PaspewwnTtb nprem BPDU c ¢narom TCN gnna ykasaHHbix VLAN.

vlan_list restricted-tcn

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbILEHUSA YCTOMUYNBOCTU U
HaAeXHOCTM CeTU nepefaun AaHHbIX, UMEloLWEe KONbLUEBYIO TOMOJIOTMIO, 33 CYET CHUMKEHUA BpPEeMEHMU
BOCCTAHOB/IEHWNA CETM B C/ly4ae aBapun. Bpema BOCCTaHOBAEHMA He npeBbiwaeT 1 ceKyHabl, YTO CyLecTBeHHO
MeHbLLE BPEMEHW NePEeCcTPOIMKN CeTU NPU UCNOb30BaHMM NPOTOKOI0B CEMECTBA spanning tree.

KomaHObI pexcuma 2a06anab6HolU KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnmua 143 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

erps

no erps

—/BbIK/IOYEHO

PaspewunTtb paboTy npotokona ERPS.

3anpeTtutb paboTy npoTtoKosa ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ maeHTudumkaTtopom R-APS VLAN, no
KOTOpoOM byaeT nepeaaBaTbca cnyKebHas MHGopmauus u
nepexon, B peXXMm KOHPUrypaLmm KosbLa.

-vlan_id — Homep R-APS VLAN.

Yaanutb ERPS-KonbLo ¢ naeHTudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bua 3anpoca KOMaHAHOM CTPOKM B peXkMme KOHOUIypaLmmn KobLa:

console (config-erps) #

Tabnunua 144 — KomaHabl pexkuma KoHdurypaumm ERPS-Konbua

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6aButb ananasoH VLAN B CNMCOK 3almieHHbIx VLAN.
-vilan_list — cnucok VLAN. inanasoH VLAN MoXHoO 3agaTb
nepeyncieHMemM Yepes 3anaTyto UM yKa3aTb HauyasbHoe 1

nn

KOHEeYHOEe 3Ha4YeHUA AMana3oHa Yepes ,u,ecbmc .

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb gnanasoH VLAN 13 cnmncka 3awmueHHbix VLAN.
-vlan_list — cnucok VLAN ansa yaanexus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Bbi6paTh west (east)-nopT KOMMyTaTOPa, BKAOUYEHHOTO B KOAbLLO.

Ypanutb west (east)-nopT KOMMyTaTOpa, BK/IOYEHHOIO B KO/bLO.
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rpl {west | east} {owner
neighbor}

no rpl

—/no rpl

BbibpaTb RPL-nopT KOMMyTaTOpa U €ro posib.

- west — RPL-nopTom 6yaeT HasHayeH west-nopT;

- east — RPL-nopTom byaeT HasHayeH east-noprT;

- owner — KommyTaTop byaeT ABnATbCA BAagesnbuem RPL-nopTa;
- neighbor — KommyTaTop byaeT ABNATbCA cocefoM BnasenbLa
RPL-noprTa.

Ypanutb RPL-nopT KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpouTb ypoBeHb coobuieHnit R-APS. Heobxoammo gns
NnpoxoxKaeHus coobuweHunit yepes CFM MEP.
- level — ypoBeHb coobuieHunii R-APS.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

ring enable

no ring enable

—/BbIK/IIOYEHO

BK/I10UNTL GYHKLMOHMPOBaHME KObLa.

BbIKNOYNTL GYHKLUMOHUPOBAHWE KOAbLA.

version version

no version

version: (1..2)/2

BbI6paTb pexnm COBMECTUMOCTM C APYIMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — Bepcua npoTtokona G.8032.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

revertive

no revertive

—/revertive

BbibpaTb perkmMm paboTbl KosbLa.

YCTaHOBWTb 3HaYe€HME N0 YMOYAHWUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3saTb MOAKONbLO A8 AAaHHOTO KoAbLa.
- vlan_id — Homep VLAN.

Ypanutb NogKoMbLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKNOUMTbL OTNPaBKy cMrHana ounctkn MAC-Tabanubl B OCHOBHOE
KONbLLO NPW NepecTpoeHnn NoAKObLA.

OTKNOYUTbL OTNPABKY cUrHana ounctkM MAC-Tabaunubl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoaKoNbLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Taimep, 610KMPYIOLLMIA YCTapeBLIME COObLeHUs
R-APS.

YCTaHOBWTb 3HaY€HMe N0 YMOAYAHWUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBUTb TaliMep 3a4€ePKKM peakLmmM KoMMyTaTopa Ha
M3MEHEHWeE B COCTOSAHWUM. BMeCTo peakumm Ha cobbiTve
BK/IIOYAETCA TaliMep, Mo MCTeYeHMM KOTOPOro KOMMYTaTop
nHbOPMUPYET O CBOEM COCTOAHMU. MpeaHasHayeH ans
yMeHblieHWsa Gayaa nakeTos npu paanmnmHre NopTos.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHWUIO.

timer wtr value

value:(1..12) mun/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMmyTaTope B revertive-pexume. Ucnonbsyertca ana
npeaoTBPaLLEHNA YacTbIX 3aLLMUTHBIX NEPEKNOYEHMI U3-3a

MuH CUrHAN0B O HEMCNPABHOCTAX.

no timer wtr YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

switch forced {west | east} dopcrpoBaTh 3aNycK 3aLMTHOMO NEPEeKYEHUA KobLa, Mpu
—/no 3TOM B10KMpPYeTCAa yKa3aHHbIM NopT.

no switch forced OTMeHUTb POpPCUPOBaAHMA NEPEKNOYEHUS KObLA.

switch manual {west | BpyuHyto 3a6/10KMpoBaTb YKa3aHHbI west (east)-nopt u

east} —/no pa3bnoknposaTb east (west).

no switch manual OTMEHWTb PyYHYIO 6N10KMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTa BXOAA B PEXUM

KOoHbUrypaumm Konbla.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 145 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosiHum ERPS nam
COCTOAHUM YKA3aHHOrO KOJbLa.

show erps [vlan vian_id]

vlan_id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUWU U XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBaAOLLMM KOMMbIOTEPOM MO
npoTtokoay SNMP. Takum o6pa3om, Ha OCHOBAHUWN COBPaHHOMN MHPOPMaALMKM, Ha YNPaBAAIOLLEM KOMMblOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIMA CETU.

KommyTaTopbl NoAAePKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapamMeTpoB, TaK U ONUMOHANbHbIX, TaKUX
KaK:

—  WMSA YCTPOICTBA U €ro onucaHue;
—  MMA NOPTa U ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 146 — KomaHabl pexkuma rnobanbHoM KoHduUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymon4YaHuro
lidp run Pa3pewntb KoMmyTaTopy UCNOb30BaHWE NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY UCMO/Ib30BaHWe NpoToKoaa LLDP.

lidp timer seconds seconds: (5..32768)/30 OnpefennTb, KaKk 4acTo ycTpoicTeo byaeT oTnpaBsaTbL

. obHoBeHne nHdopmaumm LLDP.

no lidp timer YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

lidp hold-multiplier number 3a4aTb BE/IMYMHY BPEMEHU 418 MPUHMMALOLLErO YCTPOKCTBA, B
TeYeHne KOTOPOro HYXHO yAepKnsaTb NPUHMMaEMbIe NaKeTbl
LLDP nepeg ux copocom.

[laHHaA BeNnYMHaA NepenaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP
number: (2..10)/4 update-nakeTax (nakeTax 06HOBNEHWSA), ABNAETCA KPAaTHOCTbIO ANA
Tarimepa LLDP (lldp timer). Taknum obpa3om, Bpems Ku3sHu LLDP-
nakeToB paccymuTbiBaeTca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier YcTaHaBAMBAET 3HAYEHUE N0 YMOIYAHMIO.

lldp reinit seconds MuHuManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes
seconds: (1..10)/2 c NOBTOPHOM MHULManu3aumei LLDP.

no lidp reinit YCTaHOBWTb 3HAYEHWUE MO YMONYAHUIO.
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lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2 c

YCTaHOBUTb 3afepXKKy MexXagy nocieayowymn nepegadyamu
naketoB LLDP, MHUUMMPOBAHHBIMU M3MEHEHUSMU 3HAYEHWI
WAW cTaTyca B IOKabHbIX 6a3ax AaHHbIX MIB LLDP.

V PekomeHayeTtcs, 4TO6bl AaHHasA 3ageprKKa

6bina MmeHblle, yem 3HauyeHue 0.25* LLDP-
YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

—[filtering

Timer.
OnpeaennTb pexxum 06paboTku naketos LLDP, Korga npoTokon
LLDP BbIKAtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, uyTo LLDP-nakeTbl puNbTPYOTCA, €Cn
NpoTOKoA LLDP BbIKAOYEH Ha KOMMYTaTOpE;
- flooding — yka3sbiBaeT, yTo LLDP-nakeTbl nepeaatoTca, ecim
npoTokon LLDP BbikAOYEH HAa KOMMYyTaTOpe.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

YcTaHoBUTb Yncno nosTopeHuii PDU LLDP gns 6bicTporo 3anycka,
onpeaensaemoro nocpeacrtsom LLDP-MED.

number: (1..10)/3

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpeaenvTb NpaBuio a4 napametpa network-policy (ceteBas
NOUTUKA YCTPOICTBA). JaHHbI napameTp aBaseTcs
OMNUMOHANbHLIM ANA pacwnpeHna npoTokona LLDP MED.

- number — nopaAKoBbIN HOMep Npasuaa network policy;

- application — rnaBHas GyHKUMA, onpefeneHHas ana AaHHOTo
npasuna network policy.

-vlan_id — npeHtndukatop VLAN ansa gaHHoOro npasuna;

- tagged/untagged — onpegensert, TerpoBaHHOM Namn

HeTernpoBaHHol byget VLAN, ucnonb3yemas gaHHbIM NPaBuaom.

- priority — npuopwWTeT JaHHOTO NpaBuaa (Mcnonb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);
- value — 3Ha4yeHue DSCP, ncnosb3yemoe AaHHbIM NPaBUIOM.
Ecnn He yKa3biBaTb 3HaYeHWe DSCP, no ymon4yaHio KoMmmMmyTaTop
byneT oTnpasnaTb napametp DSCP 0.

V UameHeHune network-policy BO3MOXXHO TONbKO

rae oHa npumeHeHa.

nocne CHATUA NOJUTUKU CO BCeX UHTepdeiicos,
YpanuTb co3gaHHoe nNpasuao Ans napameTpa network-policy.

lldp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5
c

YCTaHOBWTb MaKCMMasibHYHO CKOPOCTb Nepeaaqn yBeaoMIeHuin
LLDP.

- seconds — nepuog BpemeHu, B Te4eHne KOTOPOro yCTPOMCTBO
MOKeT 0TNpPaBuTb He 60s1ee 04HOro YBeAOMNEHUSA.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if) #

Tabnunua 147 — KomaHabl pexkuma KoHdurypaumnm nHtepdelrica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

M0 YMONYaAHUIO
paspeLueHo
Mcnonb3oBaHMe B 060MX
HanpasaeHUsX.

Pa3pewuntb nepegayy naketos no npoTokony LLDP Ha
UHTepodeiice.

3anpeTnTb Nepegavy NaketTos No npoTokosny LLDP Ha
MHTepodeiice.

PaspewunTb npuem naketos no NpoTokony LLDP Ha
UHTepodeiice.
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no lidp receive

3anpeTnTb NpMem NakeTos No NpoTokoay LLDP Ha
MHTepodeiice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BKNIOYEHbI B MaKeT.

OnpeaennTb, Kakne onunoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/lOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKAHOYUTL OT OAHOTO A0 NATU
OnuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi pocTynHa TO/NbKO Ha
V YCTPOCTBaX ¢ noaaep:xkoii PoE.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanuio
onuMoHanbHble TLV He
BKJIOYEHbI.

OnpeaennTb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-nakeT:

- pvid — PVID nHTepdelica;

- ppvid — po6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanuts Homep VLAN;

- protocol — f06aBUTb/yAanUTb ONpeseneHHbIi NPOTOKO.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyanuio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKMH.

OnpeaennTtb ynpaBaaoWwmii agpec, ob6bABAEHHbIN Ha

nHTepoelice.

- ip_address — 3apaeTcs ctaTuydeckuit IP-agpec;

- none — yKasblBaeT, YTO aZpec He 06bABNEH;

- automatic — yKkasbIBaeT, YTO cMCTeMa aBTOMATUYECKU

BbIOMpaeT ynpaBnstoLWwmii agpec, U3 CKOHGUIYpUPOBAHHBIX

afipecoB 3a4aHHOro UHTepdelica.

Ecnun nntepdeltic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexat VLAN, To gaHHbIn agpec VLAN He 6ypeT

BKJIHOYEH B CIMCOK BO3MOMKHbIX YNPaBAAIOLMX apeCcosB.

V B cnyyae Hanuuua HeckonbKux IP-agpecos cuc-
Tema BblbupaeT HayanbHbIl IP-agpec u3 guana-
30Ha AMHamu4yeckux IP-apgpecos. Echu guHamu-
YyecKue agpeca OTCYTCTBYIOT, TO cucTema BbibU-
paeT HauyanbHbIW IP-agpec U3 guManasoHa BO3-
MOXHbIX cTaTU4ecKkux IP-agpecos.

Yaanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Nno YMONYaHMIO OTNpaBKa
yBegomienuit LLDP
3anpeLlyeHa.

PaspelunTb/3anpeTuTb OTNpaBKy yBeaomaeHunin LLDP Ha
MHTepodeiice.

- enable — paspelaer;

- disable — 3anpeuiaer.

YCTaHOBUTb 3HAYeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3pewuntb ncnosb3oBaHMe paclimpeHns npotokona LLDP

location, MED.
inventory)/3anpeLueHo B KOMaHAy MOXHO BKNOYUTH OT OAHOIO A0 Tpex
MCNoab30BaHMe cneumanbHbix TLV.
pacliMpeHns NpoToKoa
LLDP MED.
lidp med network-policy HasHauuTb npasuno network-policy saHHOMy UHTepdelicy.
{add | remove} number - add — Ha3HayaeT npasuo;
number: (1-32) - remove — yzanfeT npasuo;

no lldp med network-policy

- number — Homep Npasuna.

Ypanutb npasuao network-policy ¢ gaHHOro MHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6aitr;
ecs_elin_data: (10..25)
6air.

3apaTb MecTonoN0XKeHMe YCTPOMCTBa AN NpoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — appec B cucTeme KOOPAMHAT;

- civic_address_data — agMUHUCTPATUBHBIN aapec
YCTPOWCTBA;

- ecs-elin_data — appec B dopmaTe, onpeneneHHOM
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

Y4anuTb HaCTPOMKKM NapameTpa mecTonosoxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Pa3peluntb/3anpeTuTb OTNpasKy yBegomneHunii LLDP MED o6
MN3MEHEHWUW TOMONOTUN.

- enable — paspeluaeT oTNpaBKy yBegoOMAEHUIA;

- disable — 3anpewaer oTnpaBKy yBEAOM/IEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

v/

KaXabli NopT rpynnbl.

v/

MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANBHO NOp-
TaMu rpynnbl, NPUHABLWMMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobeHunn Ha

Pabota npotokona LLDP He 3aBUCUT OT COCTOAAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NpoTOoKonom STP-nopTax.

Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 148 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTutb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0BbMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb LLDP-kKoHUrypaLmm Bcex pusmnyeckux nHtepodencos
YCTPOWCTBA, MO0 33AaHHbIX MHTEpdENCOoB.

show lldp med configura-
tion [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKaszaTb KOHGUIrypauum pacwmpeHmnsa npotokona LLDP-MED ansa
BCex pusmnyeckunx nHtepdericos, MO0 3afaHHbIX NHTEPPENCOB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIM
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb cTatyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors MoKa3aTb MHOPMaLMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pabortaet npoTtokon LLDP.

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics MokasaTtb cTaTucTuky LLDP.

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTaHoBUTb AnA nopTta tel/0/10 cneayowme tlv-nona: port-description, system-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabanuya 149 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpeaenunTb, KaK 4acTo ycTpoincTBo oTrnpasnseT LLDP-o6HoBAEeHMA.

OnpegenuTb BesiMunHy BpemeHu (TTL, Time-To-Live) 4na npMHMmatoLwero yctpon-
Hold Multiplier CTBa, B TEY4E€HME KOTOPOro HYXKHO yAepKMBaTb NPMHUMaemble nakeTbl LLDP nepes
ux cbpocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMaNbHOE BpeMA, B Te4eHne KOTOpOoro nopT 6yp,eT OXnNOaTb nepen

Reinit delay nocbinkol cneaytouwero LLDP-coobueHus.

Tx delay Onpeaenuntb 3a4epKKY Mexay I'IOCﬂue,L'J,WOLLI,VIMM nepegadyamu LLDP-kagpos, MHULK-
MPOBaHHbIX U3MEHEHUAMM 3HaYeHuU NMbo cTaTyca.

Port Homep noprta.

State Pexkum paboTbl nopTa gns npotokona LLDP.
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MNepepasaemble TLV-onumu.
Bo3MOKHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CnuctemHoe nms;

SD — OnucaHue cUCTeMbI;

SC — BO3MOKHOCTM CUCTEMbI.

Optional TLVs

Address Aapec ycTpoicTBa, KoTopblii nepegaetcs B LLDP-coobuweHusx.

Notifications YKasblBaeT, pa3pelleHbl au 3anpelleHbl ysegomieHma LLDP.

Moka3aTb MHGOPMaLMIO O COCeAHUX YCTPOMCTBAX:

console# show lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 £s-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full

duplex mode
Operational MAU type: Unknown

duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half

Tabnnua 150 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NaeHTMduMKaTOp NopTa coceagHero ycTpoiicTaa.
System name CucTemMHOe MMA YCTPOMCTBA.
Capabilities [aHHoe none onucbiBaeT TN YCTPOMCTBA:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTpoiictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeusBecTeH (Other).

System description OnucaHue cocegHero ycTponcTaa.
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Port description OnwncaHue nopTa cocegHero ycTpomncraa.

Management address Appec ynpaB/iieHUA yCTPOMUCTBOM.

Auto-negotiation
support

OnpegensaeT, NnoaAepKMBaETCA 1M aBTOMATUYECKOE onpeaeneHne pexmuma nopra.

Auto-negotiation
status

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHns pexxmma
nopta.

Auto-negotiation OnpepenseT pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTea.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YypOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSHUA KaHana. B aTom npoTokosie gna
nepegayn MHPoOpmaLMM O COCTOAHUM KaHasla MeXKAy HemnocpeacTBEHHO MOAKAHYEHHbIMU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0/KHbI MOAAEPHKUBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabanua 151 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

BkntounTb nopaepky Ethernet OAM Ha nopty.

OtkntounTb Ethernet OAM Ha KOHUrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YCcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepnopg, yctaHaBAnBaetca komaHaol ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBUTbL BPEMEHHOM MPOMEKYTOK A4/1A noAcyeTa KoandyecTsa
OWnBOK.

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog,
ycTaHaBauBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepuog
ycTaHaBmnBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOM MPOMEKYTOK ana cobbitua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXMm paboTbl npoTokona OAM:
- active — kommyTaTop noctoAaHHO oTnpasnsetr OAMPDU;

—/active - passive — KommyTaTop HaunHaet otnpaeaAaTe OAMPDU TonbKko
npu Haanumm OAMPDU co BCTPeYHOM CTOPOHbI.
no ethernet oam mode BoccTaHOBWTL 3HAYEHME MO YMO/YAHMIO.
ethernet-oam remote-fail- BKAOUNTL NOAAepKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAOYEHO
no ethernet oam re- BoccTaHOBWTL 3HAUYEHME MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
mote-loopback supported
ethernet oam uni-direc- BKNOUUTL GYHKLMIO OBHAPYXKEHUA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBUTL 3HAaUYEHME MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpeaenvTb peakumio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap u 3anucb B XKypHan;
—/log - error-disable — nepesog nopTa B coctosHue «error-disable»,
3anuch B XXypHan un otnpaska SNMP trap.
no ethernet oam uni-direc- BOCCTaHOBUTb 3HAYEHME MO YMOYAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUYNUTL arpeccuBHbIN peXxXum onpeaeneHns
tional detection agressive OfHOHanpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobuieHns — AMHK
—/oTK/I04eHO

no ethernet oam uni-direc-
tional detection aggressive

nomevaeTca Kak O,D,HOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 ¢

YCTaHOBWUTb BPEMEHHOW UHTEpBan AN OnpeAeseHUs TUNa CBA3K
Ha nopTy.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHabl AOCTYNHbl onAa NPpuBUNErMPOBAHHOIO NONb30BaTENA. Bua 3anpoca KOMaHAHOﬁ CTPOKH

perknma privileged EXEC:

console#
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Tabanua 152 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OYnCTUTL cTaTUCTURY Ethernet OAM g ykasaHHOro nHTepdeliica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT106pasunTb coctoaHne npoTokona Ethernet OAM gna ykasaHHoro
MHTepodeica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pPa3nTb CTATUCTUKY 0BMEHA NPOTOKONbHBIMW COOBLLEHUAMM
[OJ/19 YKa3aHHOTo UHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTobpa3unTb HacTpoikn Ethernet OAM pnsa ykasaHHoro
nHTepdeiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pa3nTb COCTOAHME MeXaHU3Ma onpeaeneHns
OfHOHanpaB/IeHHbIX CBA3EN AJ1A YKa3aHHOro nHTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHMA KaHala C MOMOLLbIO
ethernet oam remote-loopback Ha ykazaHHOM UHTepdelice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nNopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client
MAC address:
Vendor (oui) :

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£9:4b:0c:00:03
a8 f9 4b
Administrative configurations:
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PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

3

active

not supported
supported
supported

not supported
1500

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnseT dbyHKUMM Habaoge-
HWA, NOUCKa U YyCTPaHEHMA HeMcnpaBHocTel B ceTax Ethernet, No3BonsAs KOHTPO/IMPOBATL COEANHEHNE, U30-
NIMPOoBaTb NPO6EeMHbIE YYaCTKM CETU U MAEHTUPULMPOBATL KAMEHTOB, K KOTOPbIM MPUMEHAINCL OrpaHuYe-

HUA B CETU.

MpoToKon onepupyeT cieayowmumMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acToOK CceTu, NpUHaaNeKalni U ynpaBaseMbli O4HUM ONePaTOPOM;
= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeKk (MEP), Karkaas us KoTopbiX UMeeT
oAuHakoBbIn naeHTudmkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-

BUCa;

= Maintenance association End Point (MEP) — KoHeuHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-

HULE;

= Maintenance domain Intermediate Point (MIP) — npomeyToyHas To4YKa AOMeHa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma ri1ob6anbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabnnua 153 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet c¢fm domain
name

name:(1..32)
CMMBOJI0B
level: (0..7)/0

Co3aaTb (MM cmeHUTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
«name» 1 NepeinTh B PeXMm KOHOUIYPUPOBaHUA 4OMEHA.
- level — yposeHb CFM gomeHa.

Yaanute CFM-gomeH (MD) ¢ umeHem “name”.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme KOHGUryprupoBaHna gomeHa:

console (config-cfm-md) #

Tabnuua 154 — KomaHapl pexxuma KoHpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

Aelicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

name: (1..43) cumBonos
dns: (1..43) cumBonos

YKaszatb ngeHtuoukatop CFM-gomeHa (MD). MmeHem gomeHa
MOKeT bbITb:
- dns — dns-ums;

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

185



HELTEX

mac_address : H.H.H
mnn H:H:H:H:H:H vam H-
H-H-H-H-H
number: (0-65535)

no id

Mo ymonyaHuto: id name
COOTBETCTBYET MMEHM
AOMeHa

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YucnoBoi
MAeHTUPUKATOP AOMEHa;

- null — NULL npeHTtndmkatop.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

service port

{ vlan-id vian_id |
name name |
number number}

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

no service vlan vian_id

Co3pgaTb CFM-cepsuc (MA) 6e3 npmeasku kK VLAN 1 nepexos B
pexxmMm KoHOUIYpUpoBaHUA cepauca.

Ypanute CFM-cepsuc (MA).

Co3gatb CFM-cepsuc (MA), npmessaHHbIi K VLAN c Homepom
«vlan» v NepenT B peXXnMm KOHGUTyprMpoBaHUA cepBurca. MmeHem
cepBuCa MOXKET ObITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTUdMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN c Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

—/a BTOMaTU4eCcKoe
CO34aHue OTK/Ilo4eHO

no mip auto-create

BKNHOUMTb aBTOMATUYECKOE CO34aHMEe MPOMEKYTOUHbIX TOYEK
cepsuca (MIP). MpomerKyTouHble ToukM cepsuca (MIP) cosaatoTca
Ha BCex nNopTax, Ha KoTopbix nponucad VLAN cepsuca.
Heobs3aTenbHbIii NnapameTp «lower-mep-only» nckaoyaeT us
CMUCKA NOPTbI, HA KOTOPbIX YXKe CO34aHa KOHEeYHas TOYKa cepBuca.

YCTaHOBUTb 3HaYeHue Nno YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHus cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHGUIyprpoBaHUa AoMeHa:

console (config-cfm-ma) #

Tabnuua 155 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

continuity-check in-
terval interval

no continuity-check
interval

interval: (1, 10, 100, 600) ¢/
1lc

YcTaHOBUTbL MHTepBan oTnpasku Continuity Check coobuueHmnit.

YCTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

direction down

no direction down

YCTaHOBWTL HanpaBieHne KoHeYHoM Toukon cepsuca (MEP) B
HUcxoasLLee.

YCTaHOBWTb HanpaBaeHMe KOHeYHOoM To4KK cepsuca (MEP) B
BoCxoAdlee.

efd notify erps

no efd notify erps

— /BbIK/OYEHO

BK/IOUNTb OTNPABKY yBEAOMIEHWI 06 06HapyKeHU n3MeHeHus
cocToaHMA Konbla ERPS Ha cobbiTua events propagation link
failure/restore v HapyLeHWe CBA3HOCTH, AETEKTUPOBAHHbIX C
nomoubto Continuity Check Protocol (CCM)

OTKNOYUTB OTNPABKY YBEA0MIEHUNA.

mep id

no mep id

id: (1..8191)

[06aBuTb KOHeYHyto Touky cepsuca (MEP) ¢ naeHTMpmnkatopom
«id» K AaHHOMY cepBuCy.
[laHHOW KOMaHpAoI OcyLecTBAAETCA TONbKO NpUBA3Ka
MEP K cepBucy. MEP co3gaetca B pexxume KOHPUrypu-
poBaHus uHtepdeiica.

YAanuTb KOHEYHYo TOUKy cepsuca (MEP).

mip auto-create {
lower-mep-only |
none }

—/no ymonuyaHuio
MCMO/Ib3YETCA PEXUM,
CKOHOUIYpUpPOBaHHbIA AnA

BK/OUMTb aBTOMATUYECKOE CO3JaHNe NMPOMEKYTOUHbIX TOUEK
cepsuca (MIP). NMpomexyTouHble Touku cepsuca (MIP)
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no mip auto-create

AOMeHa, B KOTOpOM
HaxoaAunTca cepsuc

CO34al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heoba3aTenbHble napameTpbl:
—  lower-mep-only — nckntouaet us cnucka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHeyHas Touka cepsuca (MEP);
—  none — He C0343aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBWUTb 3Ha4YeHME N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKM B pexume KoHPUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnvua 156 — KomaHabl pexkmuma KoHpurypuposaHusa nHtepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumB0ONOB;
number: (0..65535).

Co3gaTtb Ha UHTepdeice KOHeYHO ToUKK cepeuca (MEP) ¢
naeHTnGUKaTOpOM mep_id ANA YyKa3aHHOTo cepBmUCa B YKA3aHHOM
JOMeHe 1 nepexos, B pexxunm koHdurypmposarua MEP.

YAanuTb KOHEYHYO TOUKY cepBuca ¢ MHTepdeica.

KomaHObI pexcuma KOHgpu2ypupos8aHUs KOHEeYHOU moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUIyprpoBaHna AomeHa:

console (config-if-cfm-mep) #

Tabnuua 157 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Toukun (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
no yMmoa4YaHuro
active BK/OYNTL KOHEYHYIO TOYKY cepsuca (MEP).
- —/BbIKtOYEHa
no active YCTaHOBWTb 3Ha4YeHWe N0 YMONYAHUIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IlOYEHa

BkntoueHune otnpasku Continuity Check coobuweHuni.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

COs cos

no Cos

cos: (0..7)/7.

YcTaHOBUTL 3HauYeHue npuopuTeta CoS, ¢ KoTopbim 6yayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBWUTb 3Ha4YeHME NO YMOIYAHMUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKas3aTb UHTepBas 3a4ePKK, N0 UCTEYEHUM KOTOPOTo 6yp,eT
reHepmnpoBaTbCA aBapuA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKa3zaTb MPOMEXKYTOK BPEMEHM, MO UCTEYEHMUU KOTOPOTro
npounsonget cbpoc aBapum.

YCTaHOBWUTb 3Ha4YeHME N0 YMOJYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

—/mac-remote-error-
Xcon

BK/OUYUTD YBEAOMAEHMA ANA ONpeAeieHHbIX TUMNOB COBbITHIA.
Tunbl COBLITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — TonbKo cobbitua DefError u DefXcon;
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- remote-error-xcon — T0/1bKo cobbiTua DefRemote, DefError u
DefXcon;

- mac-remote-error-xcon — To/bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/AbKo cobbiTne DefXcon;

- none — yBeAOMNEHUSA OTK/HOUEHbI.

no alarm notification YCTaHOBUTb 3HaYEHUE NO YMONYAHUIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnua 158 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHoa

show ethernet cfm do-

R name: (1..32) cumBonos | OTo6pasuTb MHGOPMaLMIO 06 yKasaHHOM AOMeHe uau 060 BCex.
main [name]

0OT06pa3nTb MHPopmaumio 06 ownbKkax Continuity Check
npoToKoNa.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OTO06pas3nTb MHGOPMALMIO O NOKANbHBIX UK YAANEHHbIX
KOHEUHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonos

[domain-id { dns name | mac-address: H.H.H uw 0T06pasnTb MHHOPMALMIO O MPOMEKYTOUHbIX TOYKaX cepauca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) 418 yKasaHHOTO AOMEHa WA AN Beex

mac-address number | H-H-H; )

null}] number: (0-65535)

show ethernet cfm statis-
— OTo6pasnTb CFM-CTaTUCTUKY AN BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CUMBOOB;

service { vlan-id vian_id | vlan_id: (1..4094); 0OT06pa3nTb CFM-CTaTUCTUKY N5 YKA3aHHOTO OMEHa.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OTo6pasnTb CFM-CTaTUCTUKY AN YKa3aHHOW KOHEYHOM TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoBaHWA, NpeaHasHayeHHaa anAa obecrneyeHUs HAAEXKHOCTM KaHana
nepefaun aaHHbix. B ceaske flex-link moryt HaxoauTtbes ethernet n port-channel untepdelicol. OanH U3 aTnx
NHTepdercoB HaxXoAMTCA B 3ab/IOKMPOBAHHOM COCTOAHWUWM M HAaYMHAET NPOMYCKaTb TPadUK TONIbKO B C/yyae
aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnsl NIopmos

Bupa 3anpoca KOMaHAHON CTPOKM B pexmme KOoHoUrypupoBaHua uHtepdeiica Ethernet, nnrepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 159 — KomaHabl pexkmma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
flex-link backup { Bkntoumts flex-link Ha MHTepdeice n HazHauMTb BbIBpaHHOMY
tengigabitethernet te_port nHTepdeiicy ponb backup-uHtepdeiica 8 flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BobikntounTb flex-link Ha HTepdeiice n yaanuto Bbl6paHHbIM
tengigabitethernet te_port mHTepoeic us flex-link napbl.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3agaTb AeicTBME NPy NOAHATUM MHTepdelica, y4acTBYHOLLErNO BO
[forced | bandwidth| off] flex-link:
- forced — ecnmn nogHaBWMIiCA MHTepdENC HAaCTPOEH Kak master, To
OH CTaHeT aKTMBHbIM UHTepdeicom;
—Joff - bandwidth — npu nogHATUM MHTEpdelica aKTUBHbBIM CTaHeT
MHTepoeinc c 6oablielt NPonycKHOW CNocobHOCTLIO;
- off — nogHaABWwUIica nHTepdelic ocTaHeTca B 3a6/10KMPOBaHHOM
COCTOSIHUW.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
mode
flex-link preemption delay 3afaTb Bpema OT nepexoga OTKAUYEHHOro NopTa B COCTOAHUE
delay «up», NO NPOLIECTBMM KOTOPOTO BbINOJHAETCA AEUCTBME,
delay: (1..300)/35 ycTaHoBneHHoe komaHgow flex-link preemption mode.
- delay — nepwuopg BpemeHu, B CEKYHAAX.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
delay

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 160 — KomaHapl pexxknma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); MokasaTtb KoHPUrypaumo ¢pyHKumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKUuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, YTo NO3BOSAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETH.

L2PT wuHkancynupyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, nepedaeT WX Ha ApYyroh rpaHUYHbIN
KOMMYTATOpP, KOTOPbIM OXKMAAET CNeLnanbHble MHKANCcyIMpoBaHHbIe Kafpbl, @ 3aTem AeKancyanpyeT ux, 4to
No3BOAAET NONb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTatopsl cepun MES3000 npeaocTaBAstoT BOSMOXKHOCTb MHKAMNCY/IMPOBATb C/yXKebHble naKkeTbl
npotokonos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayT o6beauHeHbl B OAHO
CcBA3yloLLEee AepeBO, HECMOTPA Ha TO, YTO KOMMYTaATOp A He coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PrcyHok 54 — Mpumep paboTbl dyHKuMM L2PT). MHPopmauna 06 MsmeHeHMM TOMONOTUN CETU MOXKET BbITb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
nposangepa

LIl ] switch 2

PucyHok 54 — Mpumep pabotbl pyHKLMM L2PT
Anroputm paboTbl pyHKLMOHANA Cneayowmin:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpeaensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIM PDU, n npose-
PSeT, BK/OMEHA /1M Ha NOPTY, C KOTOPOro NpMHAT 3ToT PDU, HacTpoiika I2protocol-tunnel gna gax-
Horo L2-npoToKona.

Ecnun HacTpoiKa BKOYEH], TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAOYEHO TYHHeAupoBaHue, otnpasadetca PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIK/JOYEHO TYHHEMPOBAaHWE, OTMpaBaAeTcA
MHKancynnposaHHbii PDU-Kaap (McxoaHbln Kagp ¢ Destination MAC-agpecom, MU3MEHEHHbIM
Ha TYHHEe/bHbIN).

Ecnu HaCTDOﬁKa BbIK/IKOYEHAQA, TO:

— PDU-Kagp nepenaetcA B 06paboTUMK COOTBETCTBYHOLLLErO NPOTOKOA.
Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BKAOYAETCA TONbKO TOrAa,
Koraa xoTa 6bl Ha 04HOM NOPTY BKAOYEHA HacTpoWKa |2protocol-tunnel (HesaBucumo ot npoTo-
KoJsa).
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2. Mpwn nepexsate naketa ¢ MAC-agpecom Ha3HaYeHUA XX-XX-XX-XX-XX-XX, OH CHayasia nonagaeT B
noacuctemy L2PT, KoTopasa onpegensaeT L2-npoTokon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEPAET, BKAKOYEHA /IM HA MOPTY, C KOTOPOrO MPUHAT MHKANCcynuMpoBaHHbIA PDU, HacTpolika
I2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HacTpolika BK/tOYEHa, TO:

—  MNOPT, C KOTOPOTo 6blN NONYYeH MHKaNCyMpPoBaHHbIM PDU-Kaap, 610KMpyeTcs ¢ NpuynHolm 12pt-
guard.

Ecnum HacTpoiiKa BbIKAOYEHA:

— BO Bce noptbl VLAN, Ha KOTOpbIX BK/AKOYEHO TyHHe/AMpOBaHWEe, OTnpasaseTca
AeKancynimpoBaHHbIn PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHEAUPOBaHWE, OTnpasBaseTca
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabanua 161 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o yMmon4arHuro

I12protocol-tunnel address 3apaTb MAC-agpec HasHayeHUs ANA TYHHENUPYEMbIX KapOoB.

mac_address:
{mac_address} (01:00:ee:ee:00:00,

01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I12protocol-tunnel ad-
dress

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuMuyHOom uHTepdeiice aonKeH 6biTb OTKAIOUEeH NpoToKon STP (spanning-tree
disable).

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if) #

Tabnnua 162 — KomaHgb! pexxuma KoHdpurypaumm nntepoeliica Ethernet

3HayeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOMYAHUIO

12protocol-tunnel {stp | lacp BKNHOUMTB pexxknum MHKancynauum naketos STP BPDU.
| lidp | isis-I1 | isis-12 | pvst
| cdp | dtp | vtp | pagp |
udld | rip | ospf | vrrp}

—/BbIK/IIOYEHO
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no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udld | rip | ospf |
vrrp }

BbIKAHOUUTL peXXmm nHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3apaTb 3HavyeHne CoS ana 3anakoBaHHbIX PDU-Kagpos.

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp |
isis-11 | isis-12 | pvst | cdp |
dtp | vtp | pagp}

(1..4096)/BbIKNtOYEHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBUTb COS B 3HaYeHME N0 YMONYAHMIO.
I12protocol-tunnel drop- HacTpouTb Noporosoe 3Ha4eHUe CKOPOCTU BXoAALLMX PDU-
threshold {stp | lacp | lidp | KaApoB (B NakeTax B CEKYHAY), NONYYEHHBIX U NOAENKALLUX
isis-11 | isis-12 | pvst | cdp | MHKancynaumm. Mpu npesbiweHnn nopora PDU

dtp | vtp | pagp} threshold threshold: oTbpacbiBaloTCA.

OTKAIOUYNTD PEXMM KOHTPOAA CKOPOCTU BXoaaLwmx PDU-
Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

MHKancynauuu. Mpu npesbllieHnn nopora nopt byaet
nepeseseH B cocTosiHue Errdisable (oTkntoueH).

HacTpounTb noporosoe 3Ha4YeHue CKOpoCTn BxogAawmx PDU-
KaZApoB (B NaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/IENKALLMNX

OTKAOYNTD peXMM KOHTPOA CKOPOCTH BXoaAwwmX PDU-
Kagpos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 163 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

OT06pa3nTb nHpopmaumto L2PT ana ykasaHHOro nHtepdelica
UK ana Bcex NHTepdelicos, Ha KOTOPbIX BKAtoYeH L2PT, ecau
UHTepdeNc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OumncTuTb cTaTUCTURY L2PT gns yKasaHHOro nHTepderica nam
AN Bcex HTepdelicos, Ha KOTOPbIX BKAOYEH L2PT, ecnm
WHTepoelic He yKasaH.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HaYeHue 01:00:0c:cd:cd:d0, BkntounTb otnpaBky SNMP traps

oT Tpurrepa I2protocol-tunnel (tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) # snmp-server enable traps l2protocol-tunnel
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= BK/KOUYUTb PeXUM TyHHennposaHus STP Ha uHTepdeiice, yctaHOBUTbL 3HaYeHne CoS-naketos BPDU
paBHbIM 4, BKIHOUYMUTb KOHTPO/Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHUid 0 cpabaTbiBaHUM TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca gnsa sblgeneHma VolP-ob6opyaosaHus B otaenoHyto VLAN. Ons VolP-kagpos
MOTyT 6bITb Ha3HauyeHbl QOS-aTpUBYTLI ANA NPUOPUTM3ALNKM TpaduKa. Knaccndurkauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopygposaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsblie 24 6uTta
MAC-agpeca) otnpaButens. HasHayeHue Voice VLAN ans nopta NpoMcxoguT aBTOMaTUUYECKU, KOrAa Ha nopT
noctynaet kKaap ¢ OUI u3 tabanupl Voice VLAN. Koraa nopt onpeaennercs, Kak npuHaanexawmii Voice VLAN
— AaHHbIN NopT gobasnserca Bo VLAN Kak tagged.

Voice VLAN npymeHum ana cnenytowmx CXem:

— VolP-obopynoBaHue HacTpamBaeTcs, 4YTobbl paccbinaTb TermpoBaHHble nakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.

— VolP-obopyaoBaHue paccbinaet HeTermposaHHble DHCP-3anpochkl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoLiblO KOTOPOW YCTPOMCTBO aBTOMAaTUYECKMU
Ha3HauaeT cebe VLAN ana mapkmposku Tpaduka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-obopyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npouzsodumernsd
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
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« Voice VLAN moKeT 6biTb aKTUBUMPOBAH Ha NnopTax, paboTtarowmx B pexkxume trunk n general.
V MNpu HasHaueHun Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA Heob6xogumo uc-
nonb3osarthb lldp-med noantnku nnu DHCP.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnvua 164 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YCTaHOBWTL TaiMayT AJ/1a NOPTa, NPUHAA/IEKaLLEro K voice-vlan.
Ecnu c nopTa B TeYeHMe 3a,aHHOTO BPEMEHM He 6bl10 KaApoB C
OUI VolP-obopyaosaHus, To voice vlan yaanaetca ¢ gaHHoro
nopra.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YcTaHOBWTL BbIXOAHYIO o4epeap s Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ansa Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — Bk/touaeT nepeHasHaveHne CoS Ha yKasaHHbIN gaa
Tpaduka B Voice VLAN.

BoccTaHOBUTL 3HAYE€HME MO YMONYAHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHoBUTb ngeHtTuomkatop VLAN gns Voice VLAN

Ypanutb ngeHtuomkatop VLAN gna Voice VLAN
Ana ypaneHuna ngentueukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAOUMTL ¢PyHKUMIo voice vian
Ha BCex noprax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaakTnposatb Tabamuy OUI.
- oui — nepsble 3 bavita MAC-agpeca;
- word — onucaHwe oui.

YaanuTb Bce Nosib3oBaTenbckue nameHeHuns OUI-Tabamubl.

voice vlan oui-table auto-
learning

no voice vlan oui-table
auto-learning

—/BbIK/IOYEHO

M03BOINTb BKIOUMTbL aBTOMATMYECKOe 3anosiHeHne OUI-
Tabmubl Ha OcHOBe NPUHATbIX LLDP.
Mpu ucnonb3oBaHum ¢ port security BO3MO}KHa paboTa
V TONbKO B pexxume max address.

BoccTtaHOBUTL 3HaYeHWE N0 YMOSYAHMUIO.

voice vlan secure mac-
learning

no voice vlan secure mac-
learning

—/BbIK/OYEHO

YcTaHOBUTb 3anpeT Ha nsydyeHme MAC-agpecos, nepsble 24
61Ta KOTOPbIX COBNAZALOT C 3anucammn u3 OUI-Tabanubl Ha
KOMMyTaTope, B HeTernpoBaHHoM VLAN.

BocctaHOBUTL 3HaYeHMe no YMON4YaHUIO.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

—/BbIK/OYEHO

BkatounTtb/oTKkNt0UMTL Voice VLAN.

BepHyTb 3HaYeHWe No YMONYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 165 — KomaHab! pexkuma KoHdurypaumm nntepdeliica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan enable
no voice vlan enable

— /BbIKIOYEHO

Bkatoumntb Voice VLAN ana nopra.

OTkntounTtb Voice VLAN gna nopra.

voice vlan authentication
bypass enable

— /BbIK/OYEHO

no voice vlan
authentication bypass

PaspewunTb Tpaduky Voice VLAN nrHopupoBaTb
ayTeHTUdMKaumio 802.1x.
V dyHKuMoHan paboTaet gnA pexkumos dotlx
host-mode single-host, multi-session.

3anpetutb Tpaduky Voice VLAN urHopuposatb
ayTeHTUdMKaumio 802.1x.

no voice vlan cos mode

enable
voice vlan cos mode {src | BKAHOUMTE MapKUPOBKY TpadmKa ANA BCeX Kaapos, b0 ToNbKO
all} —/src 017 UCTOYHMKA.

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 166 — KomaHgbl pexuma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

show voice vlan type oui
[dynamic] —

MoKa3aTb KoHburypaumio ¢yHKumm Voice VLAN 1 OUI-Tabnuuy.
- dynamic — nokasatb KoHoUrypaumio dyHKumm Voice VLAN u
AWHamuyeckue 3anucu B OUl-Tabnuue.

5.19 FpynnoBas agpecauyua

5.19.1 ®yHkyus nocpedHUKa npomokosaa IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnonb3yeTcs B CETAX MPynnoBon paccblikn. OcHoBHOW 3agayen IGMP
Snooping ABnsAeTCcA NpefoCcTaBAeHMe MHOTOaAPEeCHOro TpaduKa TONbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocun

ero.

v

IGMP Snooping moxeT Ucnonb30BaTbCA TONbKO B cTaTuueckoi rpynne VLAN. MogpepKu-
BaloTca Bepcun npotrokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y106b1 IGMP Snooping 6bin akTUBHBIM, PYyHKLUMA rpynnoBoi ¢unbtpaumum “bridge mul-
e ticast filtering” ponxHa 6bITb BKNOUeHa (cm. pasgen 5.19.2 Npasuaa rpynnosBoi agpeca-

uum (multicast addressing)).
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PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbl MHOrOaApecHble MapLIPYTU3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATBI HA NOPTY;
— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NoOpTY;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NopTy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 167 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip igmp snooping

no ip igmp snooping

no ymonyaHuio GyHKLmMA
BbIKNIOYEHa

PaspewnTtb ucnosib3zosaHue ¢pyHKumn IGMP Snooping
KOMMYTaTOpOM.

3anpetuTb ncnonb3osaHue dyHKLuMmM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
no yMon4yaHuio GyHKLMA
BbIK/IlOYEHa

PaspewnTtb ncnosnbsosaHme dyHKUun IGMP Snooping
KOMMYTAaTOpPOM A/1a AaHHoro nHtepdeica VLAN.
-vlan_id — naeHTMdUKaLMOHHbIM Homep VLAN.

3anpetuTb ncnonb3osaHue dyHKLuMK IGMP Snooping
KOMMYTaTOpPOM A/1A AaHHOro uHTepderica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkatounTb nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B nOpTbl, NpUBA3aHHbIE K FPymnmne, COracHo
Tabsauvue ip igmp snooping groups.

OTKNOYUTL NepeHanpasneHne naketos IGMP GroupSpecific
Query B NOpTbl, NPMBA3aHHbIE K rpynne, cornacHo Tabauue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperunctpuposatb rpynnosoii IP-agpec B Tabanue
rpynnoBoi agpecaunm u cTaTM4eckn fo6asuTb MHTEpdENnChl
u3 rpynnbl gna Tekylen VLAN.

-vlan_id — naeHTMdUKauMoHHbI Homep VLAN;

- ip_multicast_address — rpynnosoit IP-agpec.
MepeuncneHne nHTepdeicos ocyLLLeCTBAAETCA Yepes «-» U
«,».

Ypanute rpynnosoit IP-agpec 13 Tabaunupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
M0 YMONYaHUIO
paspelueHo

PaspewunTtb gns gaHHow rpynnsl VLAN aBTOMaTUyeckoe
pacno3HaBaHWeE NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

-vlan_id — nwaeHTuduKaumoHHbIn Homep VLAN.

3anpeTtutb ansa gaHHon rpynnel VLAN aBTomaTuyeckoe
pacrno3HaBaHMe NOPTOB, K KOTOPbIM NOAK/IOYEHbI
MHOroaZipecHble MapLIpyTU3aTopbl.
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ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaennTb NOPT, K KOTOPOMY NMOAKIOYEH MapLLIpyTU3aToOp
MHOTroaZpecHoOM PaccblIKM AnsA 3agaHHoin VLAN.
-vlan_id — waeHTudukaumoHHbIn Homep VLAN.

YKasaTb, YTO K MOPTY HE MOAK/YEH MapLLIPyTU3aTOp
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHne nopTa (cTaTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
MapLUpPyTU3aTOP MHOrOaAPECHON PacChbINKMU.

-vlan_id — naeHTndurKaumoHHbin Homep VLAN.

CHATb 3anpeT Ha onpegeneHne NopTa Kak nopTa, K
KOTOPOMY NOAKNHOYEH MapLUPYTU3aTOP MHOFOA4PECHOM
PacCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/BblAaya 3anpocos
OTK/IKOYEHa

BKAoUMTL NOAAEPIKKY BblAauM 3anNpocoB igmp-query
KOMMYTaToOpom B AaHHoM VLAN.

OTKNOYUTDL NOAAEPKKY BblAAUM 3aNpOCOoB igmp-query
KOMMYTaToOpom B AaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKAtounTb 3ameHy IP-aapeca NCTOYHMKA Ha YKa3aHHbIN |P-
aapec Bo Bcex naketax IGMP report B 3agaHHoi VLAN.
-vlan_id — naeHtndunKaumoHHbit Homep VLAN;
- A.B.C.D — IP-apgpec, Ha KoTopblit ByaeT npovsBeseHa
3ameHa SRC IP.
3HauyeHue no ymonyanuio 0.0.0.0 rosoput o Tom,
V yTto 3ameHa SRC IP IGMP report npousBoauUTbca He
6yper.

OTKNOYNTL 3ameHy IP-aapeca nctoyHmka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlan
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-

H-H-H
— /BbIK/OYEHO

BkntounTb 3ameHy MAC-agpeca UCTOUYHMKA HA YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
-vilan_id — naeHTMdUKaumMoHHbI Homep VLAN;

- mac_address — MAC-agpec, KoTopbliit 6yaeT noAcTaB/eH B
naket IGMP report.

OTkAtounTb 3ameHy MAC-agpeca UcTovHMKa B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Paspewuntb nogmeHy MAC-agpeca UCTOYHUKA naun IP-
agpeca UCTOYHMKaA BO Bcex nakeTtax IGMP report,
NoCTynalLWuX B 3a4aHHbI NOPT B 3ag4aHHOMN VLAN.
-vlan_id — nwaeHTudukaumoHHbIn Homep VLAN.

3anpetntb nogmeHy MAC-agpeca UCTOYHMKA naun IP-appeca

. . —/paspeleHo
vlan_id replace interface MCTOYHMKa BO Bcex nakeTax IGMP report, noctynatoLmx B
interfaces 3aZaHHbIV NopT B 3agaHHoM VLAN.
ip igmp snooping vlan vian_id YctaHoBuTb Bepcuto IGMP-npoToKkona, Ha OCHOBAHUM
querier version {2 | 3} /IGMPV3 KoTopou byayT dopmuposaTbea IGMP-query 3anpocsi.

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBUTb 3HaYeHWe MO YMOIYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

vlan_id: (1..4094)

Onpenenntb UcxogHbIV IP-agpec, KoTopbi byaert
mcnonb3oBaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnseT IGMP-3anpochl.
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no ip igmp snooping vian
vlan_id querier address

YCTaHOBUTb 3HAYeHMe No ymondaHumtio. 1o ymonyaHuio ecam
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTtca B Kayectse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/OYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaeT, 4To nopT A0JIXKeH bbITb
HemeaNeHHo yganeH us rpynnel IGMP nocne nonyyeHma
coobuieHuns IGMP leave.

- host-based — mexaHu3sm fast-leave cpabaTbiBaeT ToNbKO B
TOM CNy4ae, Korga Bce Nosb30BaTeNu, NOAKAOYEHHbIE K
AaHHOMY MOPTY OTAMCANNCL OT FPYNMbl (CHETUMK
nosb3oBaTenei BeAeTcs Ha ocHoBaHMK Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Mcnonb3oBaHUKM faHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
MHTepdericax (Npu ycnoeuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/OYEH rN06anbHO Ha TEKyLLEN
VLAN).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywer VLAN nnm ykasaHHom ¢usnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKAtounTb PyHKLMIO proxy report B onpegeneHHom VLAN.
Mpw BKNOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBe4aTb OT CBOEIO UMEHU
ana ctatnyeckmx rpynn. Knnexntckune IGMP report ana
CTAaTUYECKMX TPYnn Npu 3Tom oTbpacbiBatoTCs.

- version — ycTtaHaBnmBaeT Bepcuio IGMP ana otnpasku
naketos. [10 ymonyaHuio Bepcua onpeaenserca no
npuweawemy Ha KommyTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOUMTL MannuHr HeTermposaHHbIX IGMP-3anpocos ana
QinQ-unHTepdelicos Ha yKasaHHbIM vlan_id.

interface — mannuHr BKAOYAETCA TOIbKO Ha YKa3aHHbIX
nHTepdericax.

BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKasaHHbIx QinQ-uHTepdeicos.

interface — mannuHr BbIKNKOYAETCA TO/IBKO Ha YKa3aHHbIX
MHTepdercax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKNOUMUTL MannuHr TermpoBaHHbIx cvlan-id IGMP-3anpocos
ana QinQ-nHTepdeincos Ha ykasaHHbIN vlan_id. interface —
ManMUHI BKAKOYAETCA TONIbKO Ha YKa3aHHbIX MHTepdeiicax.

BbIKNOYMTb MANMUHT TErMPOBaHHbIX cvlan-id IGMP-
3anpocoB Ana yKasaHHbIx QinQ-nHTepdeicos.

interface — mannuHr BbIKNOYAETCA TONbKO HA YKa3aHHbIX
MHTepdericax.

198 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 168 — KomaHgbl pexuma KoHpurypaunm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHOBUTbL 3HavyeHue yctonumsoctu gns IGMP.
Ecnu Ha KaHane HabnlogaeTca NnoTeps AaHHbIX, 3HaYEHNe
YCTOMYMBOCTU JOMKHO BbITb yBENNYEHO.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YctaHoBUTb Bepcuto IGMP-npoToKona.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YCTaHOBWUTb TailimayT, N0 KOTOPOMY CUCTEMa OTNpPaBAAET
OCHOBHbIE 3aMpPOChl BCEM Y4aCTHUKaM rpynnbl MHOrOaApecHow
nepegauu Ans NPoBEPKM UX aKTUBHOCTY.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MaKCUMaJIbHOE BpemMA OTBETa Ha 3anpoc.

YCTaHOBWUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHown robustness

YCTaHOBUTb KOZIMYECTBO 3aNPOCOB, NOC/NE PACCHIIKM KOTOPbIX,
KOMMYTATOp onpeaenseTt, YTO Ha AaHHOM MOPTY HeT
Xenawuwnx y4acTtsoBaTb B MHOFOaApeCHOVI paccbliKe.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcTaHOBUTb MHTepBan 3anpoca AnAa nocnegHero yd4actHUKa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnunua 169 — KomaHabl pexkuma KoHurypaumnm nHtepdeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Bknatountb nepeHanpasneHne IGMP-3anpocoB ¢ KANEHTCKUX
VLAN B Multicast VLAN ansa nHtepdeiica B pexkmme «access».
’ Ana pabotbl gaHHOU PyHKUMM TpebyeTca BKAOUEHUe
b ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbikntounTb NnepeHanpasneHune IGMP-3anpocoB ¢ KANEHTCKNX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».
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switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntountb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
nMHTepdeiica B pexknme «trunk». Multicast-tpaduk nepenaetcs
Ha NOPT HETErMPOBAHHbBIM U/IM TETMPOBAHHbBIM B 3aBUCUMOCTHU
oT napamertpa tagged. MapameTp tagged yKasbiBaeT Ha To, YTO
Multicast-Tpaduk foKeH OTNPaBAATLCSA B NOPT TEFMPOBAHHbIM
8 Multicast VLAN.

BbikntounTb nepeHanpasneHme IGMP-3anpocos B Multicast
VLAN. MopT nckatoyaeTcs 13 rpynn MHOroaapecHom pacchbl/iku B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHMKOM KOTOpbIX ABAsAeTca nopT, B Multicast VLAN gns
MHTepdeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM UV TETMPOBAHHbBIM B
33aBMCUMOCTHM OT NapameTpa tagged. MapameTp tagged
yKa3blBaeT Ha To, 4yTo Multicast-Tpaduk fonKeH oTNpaBAsATbCA B
nopT TerMpoBaHHbiM B Multicast VLAN.

BbIkntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT nckAto4aeTcs u3 rpynn MHOroaapecHom paccbiikv B
Multicast VLAN.

KomaHOobl pexcuma EXEC

Bce KomaHAb! AOCTYNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 170 — Komanapl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MNokaszaTb MHPOPMaLUUIo 06 M3yUYeHHbIX MHOrOaAPECHbIX
MapLUpyTU3aTopax B ykasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokaszatb uHPopmauuto IGMP-snooping gns faHHOrO
nHTepodelica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKkasaTb nHbopMaLMIo 06 M3yYEeHHbIX MHOTOa4PeCHbIX
rpynnax, y4acTByoLLMX B rPYNMnoBOM paccbiike.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasaTtb Tabanuy cooTseTcTBUI Mexay VLAN obopynoBaHus,
yCTaHOBAEHHOro y nonb3osatens, u VLAN gna tenesewaHma.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBeCT nepeyeHb aBTOpU30BaHHbIX IGMP-rpynn Ha Bcex
nHTepdericax KommyTaTopa, MMHBO TONbKO Ha 3aA4aHHOM
UHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet

gi_port: (1..8/0/1..48);

OuncTnTb Tabnnuy aBTopr3oBaHHbIX IGMP-rpynn Ha Bcex
nHTepdericax KommyTaTopa, b0 TONbKO Ha 3aaHHOM
UHTepodeiice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
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[pumepbl 861N0AHEHUA KOMAHO

Bkntountb dyHKLMIO IGMP snooping Ha kKommyTaTtope. Ana VLAN 6 paspelsnTb aBTOMATUYECKOE pacno-

3HaBaHWEe MNOPTOB, K KOTOPbIM MOAK/AOYEHbl MHOrOagpecHble MapLpyTU3aTopbl. YCTaHOBUTb WHTepBan

mexay IGMP-3anpocamn — 100 c. YBeAMUYNTb 3HAYEHME YCTOMUMBOCTM A0 4. YCTaHOBUTb MaKCMMmasibHoe

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
(config)# interface vlan 6
console (config-if)# ip igmp snooping query-interval 100
(
(

console
console
console

console
console

Bpema oTeeTa Ha 3anpoc — 15c.

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.19.2 Mpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbI Knacc KomaHg npeAHasHayeH ANA 3a4aHuA npasua rPpynmnosBol agpecaumum B CeTU Ha

KaHa/bHOM U ceTeBOM ypoBHAX mogenmn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHpurypaumm nHtepoeiica VLAN:

console (config-if) #

Tabnuua 171 — KomaHapl pexkuma KoHpurypaumm nntepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

—/mac-group

3a4aTb peXxum rpynnosow nepesayn JaHHbIX.

- mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
n MAC-agpecax;

- ipv4-group — mMHoroagapecHan nepegaya c TMnom puabTpaumm,
0oCHOBaHHbIM Ha VLAN 1 agpece npuemHuka B popmare IPv4;

- ip-src-group — MHoroagpecHas nepegaya ¢ TMNom GbuabTpauum,
OCHOBaHHbIM Ha VLAN v agpece otnpasutens 8 dopmare I1Pv4,

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

[ob6asuTtb rpynnosoit MAC-agpec B Tabauvuy rpynnosoi
afpecauuu v cTaTUYeckn fo06aBUTb MM YAANUTL UHTepdeNChl 13
rpynnbl.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaApecHo! pPaccbinky;

- add — no6aBnseT cTaTMyeckyto NOANUCKY K rpynnosomy MAC-
aapecy ananasoHa Ethernet-nopTos nau rpynn nopTos.

- remove — yfanseT CTaTU4ECKyo NOANUCKY K rpynnosomy MAC-
aapecy.

MepeuncneHme nHTepdENCcoB OCYLLECTBAAETCA Yepes «-» U «,»

Ypanute rpynnosoii MAC-agpec us Tabaunupl.
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKNIOYEHWE HAaCTPaNBaeMoro nopTa/nopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOm paccbiikuy;
- add — no6aBneHve NopTa/NoOPTOB B CMMCOK 3aNPELLEHHBIX;

- remove — yjaneHue nopTa/NopToB U3 CNUCKA 3anNpeLLeHHbIX.
MepeuncneHve nHTepdeicoB OCYLLECTBAAETCA YEPES «-» U «,»

Yaanutb 3anpelatowtee npasuno ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepefaya Bcex
MHOTOaAPECHbIX
MaKeToB 3anpeLLeHa.

PaspewnTb Nepegady BCeX MHOrOaAPECHbIX MAKETOB Ha MOPTY.
- add — nob6asnsaer noptbl/06beANHEHHDBIE MOPTbI B CMUCOK
NnopToB, A8 KOTOPbIX paspeLleHa nepesaya BCeX rpynnoBbix
NnaKeTos;

- remove — yb6upaeT rpynny nopToB/o6begnHeHHbIX NOPTOB K3
paspeluatowero npasumna.

MepeuncieHve MHTEPGENCOB OCYLLLECTBAAETCA YEPES «-» U .

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyanutio
rnopTam He 3anpeLLeHo
AVHAMMUYECKM
npUCoegnHATLCA K
MHOroaZpecHon
rpynne.

3anpeTuTb NOPTY AUHAMUYECKN A06aBNATLCA K MHOrOaApEeCHOM
rpynne.

- add — nob6asnsaer noptbl/06beANHEHHbIE MOPTbI B CMUCOK
NnopToB, A1 KOTOPbIX 3aMpeLLeHa nepegaya BCex rpynnosbix
NnaKeTos;

- remove — y6upaeT rpynny nopTos/o6begnHeHHbIX NOPTOB K3
3anpeLuatoLLero npasuna.

MepeuncneHme NHTePDENCOB OCYLLECTBSETCS YEPES K-» U «,».

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBathb IP-agpec B Tabauue rpynnosoi agpecaumm u
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansaeT NopTbl U3 rpynnbl;

Mepeuncnerne nHTepdENCOB OCYLLECTBAAETCA Yepes «-» U «,».

Ypanute rpynnosoii IP-agpec n3 Tabavubl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTYy AMHAMUYECKM 406aBAATLCA K MHOTOaapecHom

rpynne.

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6asneHue NoOpTa/NOPTOB K CIMCKY 3aMNpeLLeHHbIX;

- remove — yjasneHue nopTa/NnopToB M3 CMMCKa 3anpeLLeHHbIX.

MepeuncieHne MHTEPdENCOB OCYLLLECTBAAETCA YEpPes «-» U «,»
Mpexpe uem onpeaenuTb 3anpeLleHHble NOpTbI,

V rpynnbl MHOroaApecHoi PaccbiIKU A0NXKHbI 6bITb 3a-

perucTpupoBaHbl.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCTaHOBWUTL COOTBETCTBME MeXay IP-agpecom nonb3oBatens u
rpynnoBbiM agpecom B Tabaunue rpynnosow agpecauumu, n
cTaTMyeckun fobasnaet/yganaet MHTepdencobl U3 rpynnbi.

- ip_address — vncxogHbiv IP-appec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6aBuTb NopThI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet

YcTaHOBUTb 3anpeT Ha gobasnieHne/yaaneHve cooTBeTCTBUA
mexay IP-agpecom nonb3oBaTena v rpynnosbiM agpecom B

Tabnuue rpynnoso agpecauun gna onpeaeneHHoro nopra.
- ip_address — vncxogHbiii IP-agpec;

gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — rpynnoso# IP-agpec;

tengigabitethernet te_port te_port: (1..8/0/1..24); - add — 3anpet Ha gobasneHune nopTa B rpynny ncxogHoro IP-

| fortygigabitethernet f_ g 1 8/0/1“ 4 "’ | anpeca;

fo_port | port-channel o_port: (.. ~4); - remove — 3anpeT Ha yAasieHne nopTta 13 rpynnbl ucxogHoro IP-
group: (1..48)

group} agpeca.

no bridge multicast BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.

forbidden source

ip_address group

ip_multicast_address

bridge multicast ipv6 mode 3a4aTb peXKMm rpynnoBoi nepeaayun AaHHbIX aAnsa IPv6-nakeTos

{mac-group | ip-group | MHOr0aZpecHOn PacchIKu.

ip-src-group} - mac-group — MHOroagpecHas nepegaya, ocHoBaHHaa Ha VLAN

n MAC-agpecax;

— Jmac-group - ip-group — mHoroagpecHas nepegava ¢ TMNom GuabTPaLmu,

no bridge multicast ipv6
mode

0oCHOoBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;
- ip-src-group — mMHoroagpecHasa nepegaya ¢ TMINom GuabTPaLMu,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBathb rpynnosoli IPv6-agpec B Tabavue rpynnosoit
afpecauuu, n ctatudeckun gobasnset/yaanaer uHtepdeics! U3
rpynnbl.

- ipv6_multicast_address — rpynnosow IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansaeT NopTbl U3 rpynnbl;

MepeuncneHme nHTepdENCcoB OCYLLECTBASETCA YEPES K-» U «,».

Yaanute rpynnosoit IP-agpec U3 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKNOYEHWE HACTPaMBaEeMoro nopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoti IP-agpec;

-add — po6aBneHune NopTa/NOPTOB B CMUCOK 3aMpPELLEHHbIX;

- remove — yaaneHue nopTa/nopToB U3 CNNCKA 3aMpeLLEHHbIX.
MepeuncneHve MHTepPdENcoB OCYLLLECTBAAETCA Yepes «-» U «,»

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.
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bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb COOTBETCTBME MexKay IPv6-aapecom nonb3osaTena u
rpynnoBbimM agpecom B Tabaunue rpynnoBov agpecaumu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdencobl U3 rpynnbi.

- ipv6_address — ucxoaHoivi IP-agpec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBWUTb 3anpeT Ha gobasneHne/yaaneHve cCOOTBETCTBUA
mexay IPve-agpecom nonb3oBaTensa v rpynnosbiM a4pecom B
Tabnuue rpynnosoi agpecauuu 4na onpegeneHHoro nopra.

- ipv6_address — ncxoaHbiii IPv6-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- add — 3anpet Ha pobaBneHue nopTa B rpynny ncxogHoro IPv6-
agpeca;

- remove — 3anpeT Ha yAa/seHune nopTa U3 rpynnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl TOPMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexkmume KoHdurypaumm uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}

console (config-if) #

Tabanua 172 — KomaHgb! pexkuma KoHpurypaumm nntepdeliica Ethernet, VLAN, rpynnbl uHtepdeiicos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YcTaHOBWTb NPaBW/IO Nepesayn NakeTos C
He3aperncTpMpoBaHHbIX FPYNMOBbIX aAPECOB.

- forwarding — nepepaBaTb HesaperncTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — ¢dunbTPOBaATL HE3APErUCTPUPOBAHHbBIE
MHOroaJpecHble nakeTbl.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU pernMma rnobanbHOM KOHGUIypauum:

console (config) #
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Tabanua 173 — KomaHgbl pexnuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

BKAHOUUTL GUABTPALMIO FPYNMOBbLIX a4PECOB.

no bridge multicast —/oTKAo4eHO OTKNOUYNTL GUNBLTPALMIO FPYNMNOBbIX a4PECOB.

filtering

mac address-table 3apaTtb Bpems xpaHeHus MAC-agpeca B Tabavue rnobanbHO

aging-time seconds {vlan wnan gna onpegeneHHoro VLAN.

vlan_id} -vlan_id — ngeHTMdMKaymoHHbI Homep VLAN.
Ona kommyTtaTtopoB cepuit MES23xx, MES33xx

V Bpemsa xpaHeHua MAC-agpeca MOXHO 3agaBaTb B
AunanasoHe ot 10 pgo 410 cekyHg ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAIOTCA TOJ/bKO
seconds:

no mac address-table
aging-time {seconds} [vlan
vlan_id]

(10..1000000)/300 c

3HayeHuA, KpatHole 300. [OnAa Kommytatopa
MES5324 spema xpaHeHna MAC-apgpeca MOXKHO
3aaasatb B AuanasoHe ot 10 go 630 ceKyHp ¢
warom 1 cekyHAa, a 3aTemM NPUHUMAIOTCA TOJIbKO
3Ha4yeHuA, KpaTHble 300.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonuaxuio
BK/IOYEHO

Bkatountb nsyvyeHne MAC-agpecos B gaHHom VLAN.

OTKAo4NTL N3yvyeHmne MAC-agpecos B gaHHoOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[ob6asutb ncxogHoit MAC-agpec B Tabauuy rpynnosoi
agpecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbIM MAC-agpec MOXHO yAanuTb TONbKO C
nomoubto KomaHAabl no bridge address;

- delete-on-reset — gaHHbIN agpec yaanuTca nocne
nepesarpysku ycTponcTBa;

- delete-on-timeout — fgaHHbIN agpec yaanuTcs no Tanm-ayTy;
- secure — AaHHbIW agpec yAaauTca TONIbKO C MOMOLLbIO
KoMaHgab! no bridge address nnun nocne Bo3spaleHva nopTa B
pexknum obyyeHus (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumm.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpenenuTb AeiACTBME AN MAKETOB MHOMOaAPECHOM Pacchbiku
C 3ape3epBMpPOBaAHHOrO agpeca.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — naketbl nepegatotca B pexkume bridge.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apatb pasmep 061actm MAC-aapecos B anroputme
XeLMPOBaHUSA. MI3MEHeHUA BCTYNatoT B AeicTBMeE nocne
pectapTa KOMMyTaToOpa.

YCTaHOBUTb 3HAYEHME MO YMONYaHUI0. M3meHeHMs BCTynatoT B
JelicTBue nocne pecrapra KOMMyTaTopa.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanua 174 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YaanuTb cTaTMdeckue/guHammyeckue 3anucuy 13 Tabauubl
rpynnoBoi agpecayum.

- dynamic — yaaneHvne guHaMMYeCcKuUX 3anucem;

- secure — yjasieHne CTaTUYecKux 3anucen.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 175 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Moka3saTtb Tabanuy MAC-agpecoB A1A YKa3aHHOro UHTepdelica
nnMbo Bcex HTepdencos.

- dynamic — npocmMoTp TO/IbKO AMHAMUYECKUX 3anNUCeN;

- static — NpocMOTp TONbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJ/IbKO 6e30MacHbIX 3anucei;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb Ko/iMyecTBo 3anuceit B Tabanue MAC-agpecos ans
YKa3aHHOro nHTepderica nmbo ana scex MHTepdencos.
-vlan_id — npeHTMdMKaLuMOoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabanLy rpynnoBbiX a4pecoB ANs yKa3saHHOro
nHtepdeica ambo Bcex nHTepdeicos VLAN (KomaHaa AOCTyNHa
TO/NIbKO AN1A NPUBUAETMPOBAHHOIO NOb30BaTENA).

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnoso IPv4-aapec;

- ipv6_multicast_address — rpynnoso IPv6-aapec;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy CTaTUYECKMX FPyNMnoBbIX a4pecos ana
YKa3aHHoro nHTepodeiica nmbo scex nHtepdelicos VLAN.
-vlan_id — naeHTMduMKaLuMOoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — |Pv6-aapec UCTOYHUKA;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabaumubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokaszaTtb KoOHOUrypaLmio GUabTPa FPYNNOBbIX 3APECOB ANA
yKasaHHoro VLAN.
-vlan_id — naeHTMdMKaLuMOHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KOHOUTrypaLmto GUAbTPa A1 HE3aPErnCTPUPOBAHHbIX
rpynnoBbIX agpecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXkum rpynmnoBoi agpecauun ona yKasaHHOro
nHTepdeiica nimbo Bcex nHTepdeicos VLAN.
-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OTO06pasnTb NPaBMIa, YCTaHOB/IEHHbIE A4J1 FPYNMNOBbIX
3ape3epBMpPOBaHHbIX a4 Pecos.

[pumepbl 8bIN0AHEHUS KOMAHO

BKOUMTE PUNBbTPALMIO FPYNNOBbIX aAPECOB KOMMYTAaTOPOM. 3a4aTb BpeMsa xpaHeHua MAC-agpeca
450 cekyHA, pa3peLlwmnTb nepegadvyy He3aperncTpupoBaHHbIX MHOroagpecHblx naketos Ha 11 nopty

KomMmyTaTopa.

console# configure

console (config) # mac address-table aging-time 450

console (config)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

type Ports
dynamic te0/1, tel/2
static te0/1-8
dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8
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5.19.3 MLD snooping — npomoKosa KOHMpoaa MHo20a0pecHo20 mpadgpuka 8 IPve

MLD snooping — mexaHWU3mM MHOroaZApecHOM PacCbisIkM COOBLLEHMIA, MO3BONAOWMIA MUHUMU3NPOBATb
MHoOroaapecHbl TpaduK B IPv6-ceTsx.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 176 — KomaHgbl rnobanbHOro permma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
—/BbIK/OYEHO

Bkntounte MLD snooping.

OTkAto4MTL MLD snooping.

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperucTpupoBaTh rpynnosoi IPv6-aapec B Tabanue rpynnosoi
afpecaumu u ctatuuecku gobasnset/yaanset uHtepdeiics! 13
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnosow IPv6-aapec;
MepeuncneHne nHTepdENCcoB OCYLLECTBAAETCA YEPES «-» U «,».

Yaanutb rpynnosoii IP-agpec 13 tabaumubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6aBnTb NpaBuno, 3anpelLuatoLlee NopTam U3 CNUcKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuno, 3anpeLatoLlee nopTam 13 CNmcka
perucTpmpoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNtOYEHO

M3yunTb NopThl, NOAKAOYEHHble K mrouter-y no MLD-query-
naketam.

He n3y4yaTb NnopTbl, NOAKAOYEHHble K mrouter-y no MLD-query-
nakeTam.

ipvé mid snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[06aBuTb CNMCOK mMrouter-nopTos.
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no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |

fortygigabitethernet fo_port |

port-channel group}

Ypanutb mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIK/IIOYEHO

BkntounTb npouecc MLD Snooping Immediate-Leave Ha TekyLiel
VLAN.

- interface — npu MCNoOAb30BaHUKM JAHHOTO NapameTpa MexaHU3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdeicax (npu
ycnosuu, uyto npouecc MLD Snooping Immediate-Leave He
BKNKOYEH rN06anbHO Ha Tekywien VLAN).

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TekyLieln
VLAN nnu ykasaHHom nHtepdelice.

ipvé mid snooping querier

no ipvé mld snooping
querier

—/BbIK/IOYEHO

BKkntounTb NnoaaepKKy BblAayvm 3anpocos igmp-query.

OTKNOUUTL NOALEPIKKY Bbl4auM 3aNpoCcoB igmp-query.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet, uHmepgelica

2pynnsl nopmos, uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHourypaumm nHtepdeliica Ethernet, nntepdeiica rpynnoi

noptoB un nHtepdenca VLAN:

console (config-if) #

Tabnunua 177 — KomaHabl pexnma KoHourypaumm mHtepdeiica (amanasoHa uHtepoeiicos) Ethernet, uHTep-

denca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000 mc

3a4aTb MaKCMManbHYIO 3a4ePXKKy OTBETa NOCNeLHEro YaeHa
rpynnbl, KOTOPas UCMOb3YeTCA ANA BbIYUCIEHMA Koaa
MaKCcMManbHoM 3asepkku oteeta (Max Response Code)

BocctaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125 ¢

3a4aTb UHTEpBa paccbiNkmM OCHOBHbIX MLD-3anpocos.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 ¢

3a4aTb MakcMman bHYIO 3a1€PXKY OTBETa, KOTOpaA
MCNoNb3yeTcAa anAa BbIYNCNEHUI KO4a MaKCUMaNbHOWM
3a4epKKKN OTBeETa.

BoccTtaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

ipvé mld robustness value

no ipvé mld robustness

value: (1..7)/2

YCTaHOBWTb 3HauYeHWe KoadduLMeHTa 0OTKa3oyCTOMUUBOCTH.
Ecnu Ha KaHane HabaogaeTca noTepsa AaHHbIX, KO3IbOULMEHT
OTKa30YyCTONYMBOCTU A0/KEH BbITb yBENUYEH.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

YCTaHOBWTb BEPCUIO MPOTOKONA, AeWCTBYHOLLYIO HA aHHOM
MHTepoeice.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 178 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuro
show ipv6 mld snooping 0OT06pasnTb MHOGOPMALLMIO O 3aPErnCTPUPOBAHHBIX Fpynnax B
groups [vlan vian_id] [address COOTBETCTBMM C 3a[laHHbIMM B KOMaHAe NapameTpamm
ipv6_multicast_address] vlan_id: (1..4094) dunbTpaymm.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-afpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

OT06pa3nTb MHGOPMaLMIO O KOHPUrypaumm MLD-snooping ana

vlan_id: (1..4094) [LaHHO VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vian, id: (1..4094) OT06pa3nTb MHGOPMALMIO O mrouter-nopTax.

5.19.4 ®yHKyuu oepaHuyeHua multicast-mpaguka

®YHKUMKM orpaHMuyeHna multicast-Tpaduka ucnonbsytoTca ona yaobHOW HACTPOMKM OrpaHUyeHus
NPOCMOTpPA ONpeAeNeHHbIX FPynn MHOroaAapecHoOn PaccbUIKu.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 179 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuio

multicast snooping profile MepeiTn B pexxnm KoHdurypaumm multicast-npoduns.

profile_name

no multicast snooping profile_name: (1..32) YaanuTb yKasaHHbIli multicast-npodunb.

profile profile_name CMMBOJ10B Multicast-npo¢unb mokeT 6bITb yaaneH TONbKO
nocne Toro, Kak 6yseT oTBA3aH OT BCEX MOPTOB
KoMMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabnnua 180 — KomaHgbl pexkuma KoHpurypaumm multicast-npodunsa

3HavyeHue/3HavyeHue o

KomaHoa / Aelicmeue
o ymMoa4YaHuto

match ip low_ip [high_ip] low_ip: BanngHbIn 3a4aTb COOTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4
multicast-agpec; multicast-agpecos.
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no match ip low_ip
[high_ip]

high_ip: BaanaHbIn
multicast-agpec

YaanuTb cooTBETCTBME NPOGUNA yKa3aHHOMY ananasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipvé]

no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;
high_ipv6: BanngHbin
IPv6 multicast-agpec

3a4aTb COOTBETCTBUE NPOPUAA YKasaHHOMY AnanasoHy IPve
multicast-agpecos.

YaanuTb COOTBETCTBME NPOGUNA YKazaHHOMY auanasoHy IPvb
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3aaHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

B c/lyyae HECOOTBETCTBMA OAHOMY M3 33AaHHbIX AMaNa3oHoB,
IGMP-report byayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKU perKnMmMa KOHOUrypauum nHtepdenca:

console (config-if)#

Tabnunua 181 — KomaHab! pexkuma KoHdpurypaumm nHtepoeliica (guanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/—

OrpaHMYnTb KOANYECTBO OAHOBPEMEHHO MPOCMATPUBAEMbIX
multicast-rpynn gns nntepdelica.

CHATb OrpaHNYeHne Ha KOIMYeCcTBO O4HOBPEMEHHO
npocMmatpusaemblx rpynn ana nHtepdeica.

multicast snooping add
profile_name

multicast snooping remove
{profile_name | all}

profile name: (1..32)
CMMBO/I0B

MpuBA3aTb YKasaHHbIM multicast-npodunb K nHTepdelicy.

YpanuTb cooTBeTcTBMe multicast-npoduna (Bcex multicast-
npoduneit) uHTepoeicy.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 182 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show multicast snooping
groups count

OT06pasunTb MHGOPMALMIO ANA BCEX MOPTOB O TeKyLLem
KO/IMYEeCTBe 3aperucTpupoBaHHbIX FPYNM, a TaKkxe
MaKCMManbHOE BO3MOMXHOE KOJIMYECTBO.

show multicast snooping
profile [profile_name]

profile name: (1..32)
CUMBOIOB

OT06pasnTb MHbOPMaLLMIO O CKOHOUTYPUPOBAHHBIX Multicast-
npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbIN MexaHM3M NO3BOJSIAET NPOM3BOAUTL aBTOPM3ALLMIO 3anNpocoB NpoTokona IGMP ¢ nomouwsto
RADIUS-cepBepa. [nsa obecneyeHuAa HageKHOCTM W pacnpeneneHua Harpyskm MOXKeT WCMOJib30BaTbCA
Heckosibko RADIUS-cepBepoB. Bbibop cepBepa 415 OTNPaBKM 04epeaHOro 3anpoca aBTopM3aumnm NnponcxoauT
cnyyariHbim obpasom. Ecam cepeep He OTBETU/, OH NMOMEYAETCA KaK BPeMeHHO Hepabouuil, u nepecrtaet
Yy4YacCTBOBATb B MEXaHU3MeE OMpPOoCa Ha onpeseneHHbI Nepmnos, a 3anpPoc OTCbIIAETCA HA CAeAyoWwmin cepaep.
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I‘IonyquHue dBTOPU3aLUNOHHbIE AaHHblIEe XPaHATCA B K3W-NaMATU KOMMYTATOpPa B Te4eHne 3a4aHHOro
nepuoaa BPeMeHW. ITO NO3BOAAET YCKOPUTb MOBTOPHYKO 06paboTKy IGMP-3anpocos. [apameTpsbl
aBTOpM3aLMKN BKAKOYALOT B cebs:

=  MAC-agpec KIMEHTCKOrO YCTPOMCTBA;
=  WpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobaibHoro KoOHGUIryprupoBaHus:

console (config) #

Tabnmua 183 — KomaHabl pexkmma rnobanbHoro KoHGUrypmupoBaHus

KomaHda 3Ha4yeHue/3HayeHue no .
Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YCTaHOBUTb BPEMA XU3HM B Kawwe. Ecam 3HayeHne paBHO
tion cache-timeout timeout HY/Il0 — OTCYET BPEMEHM KMU3HWN OTKIOYEH (3annch He

timeout: (0..10000) mnH/0 | yoanaeTca co BpeMeHem).

no ip igmp snooping authori-

. . YCTaHOBUTb 3HaYeHMeE MO YMOIYaHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUrypuposaHua nHtepdeica:
console (config-if) #

Tabnnua 184 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
no yMo/a4YaHuro
multicast snooping authorization BkntounTb aBTopusaumio yepes RADIUS-cepsep. Ecnum ykasaH
radius [required] napameTp required, To B c/ly4ae HeJOCTYMHOCTM BCEX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.
—/oTKnto4eHa B npotnuBHoMm cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npwv OTCYTCTBUM OTBETA CepBepa.
no multicast snooping OTKNIOYNTb aBTOPU3ALMIO.
authorization
multicast snooping authorization BKAtounTb NpeasaputenbHyro 06paboTky IGMP-3anpocos Ha
forwarding-first nopTy Ao otseta RADIUS-cepsepa. [pn nosy4yeHnmn otseTta
OT cepBepa B C/ly4ae NoNOXKUTENbHOrO OTBETa MOANMUCKA
ocTaeTca, B Cnyvae oTpuuaTeslbHOro — yaanaerca, ecam
—/oTkNo4eHa [OMONHUTENbHO HAacTpoeHa PpyHKLMA ip igmp snooping
immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHOBWTL 3Ha4YeHWe MO YMOYAHMIO.

212 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

KomaHOobl pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 185 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aeiicmeue
show ip igmp snooping authori- OTob6pa3nTb coaep:knmoe Kawa asTopmsaumumn IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeic — To otobpaskatorca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). | TonbKo Te rpynmnbl, KOTOPbIE 3aPErMCTPUPOBaHbI Ha
tengigabitethernet te_port ] yKa3aHHOM nHTepdelice.
clear ip igmp snooping authori- O4YnCTUTD K3 aBTOPU3ALUK.
zation-cache gi_port: (1..8/0/1..24); Ecnun B KOMaHAe yKasaH nHTepdelic — ounLatoTes 3anucu
[gigabitethernet gi_port | te_port: (1..8/0/1..4). K3l AN1A YKa3aHHOTo MHTepdeiica.
tengigabitethernet te_port ] Ecnun nHtepdelic He yKasaH — K3l OYMLLLAETCA MONHOCTbIO.

5.20 MapuwpyT1u3aymMa MmHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKon MHOroagpecHoi mapwpyTtmnsaumm ana IP-ceteld, co3gaHHbIN Ans pelleHma npobaem
rpynnoBon maplupyTtmsaumn. PIM 6asmpyetca Ha TPagULMOHHbIX MapLUpyTHbIX NMPOTOKOAAX (Hanmpumep,
Border Gateway Protocol), Bmecto TOro, 4tobbl cOo3zaBaTb COOCTBEHHYK ceTeBylo Tonosoruto. PIM
ucnonb3yeT unicast-Tabavuy mapwpytusauum  gns  nposepkn RPF. 3Ta nposepka BbINOJIHAETCA
MapLLpyTU3aTopamu, 4Tobbl yoeanTbes, YTo Nepesadya MHOroaApecHoro TpadmKa BbINOAHAETCA NO NyTH 6e3
netenb.

RP (rendezvous point) — ToOuka paHAEeBy, Ha KOTOpOM O6yayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX MOTOKOB 1 CO34aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa MHbopmaLmm o RP KaHguaaTax, popmupoBaHum cnucka RP
ONA  KaXXOOW MHOroagpecHoi rpynnbl M OTAPaBKAa CAMCKa B npegenax AomeHa. KoHourypauma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #

Tabnnuya 186 — KomaHgbl rnobanbHOro permma KoHourypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4yaHuro
ip multicast-routing pim BKAOYMTb MHOTOQ4PECHYO MapLIpyTU3aLmio, NpoTokon PIM Ha
—/no ymonyaHuio .
BCex uHTepdeicax.
- - - - bYHKLMA BbIKNIOYEHA
no ip multicast-routing pim OTKNOYUTL MHOFOAZAPECHYIO MapLUpPYTU3aUMIo U NPoToKoA PIM.
ipvé multicast-routing pim —/no ymonuaxuio BkatounTb Ana IPv6 MHOroagpecHyo mappyTnsaLmio, NpoTOKOA
bYHKUMA BbIKOYEHA PIM Ha Bcex uHTepdericax.
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no ipvé multicast-routing
pim

OTKAOUMTL Ana IPv6 mHOroagpecHyto mapLupyTmnsaumio n
npotokon PIM.

ip mroute prefix pre-
fix_length
fw_router_address tunnel
tunnel_id

no ip mroute prefix pre-
fix_length
fw_router_address tunnel
tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D uan /n);
fw_router_ad-
dress: (A.B.C.D);
tunnel_id: (1..16)

Co3paTb CTaTUYECKoe NPaBUIO 418 MHOroaApecHon Tabaunupl
MapLpyTU3aLmm.

- prefix — |P-afpec ceTu Ha3HaYeHus;

- prefix_length — macka npeduKca HasHa4YeHUA UK ee ASIMHA;
- fw_router_address — IP-agpec mapwpyT13aTtopa MHOToas-
pecHol paccbinku;

- tunnel_id — naeHTuduUKaTOp TyHHENA.

YAanuTb CTaTUYecKoe NpaBuIo M3 TabmLbl MHOroaApecHom
MapLpyTU3aLmm.

ipv6 pim accept-register list
acc_list

no ipvé6 pim accept-register
list

acc_list: (0..32)
cMMBO/IA

MpUMeHUTb GUNBTPALMIO PErUCTPALMOHHBIX coobLeHuid PIM ans
IPv6.

- acc_list — cnncok mHoroagpecHbix NnpeduKcoBs, 3agaBaembli ¢
nomoubto ctaHgaptHoro ACL.

OTKNOUNUTB GUAbTPALMIO.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num)]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ip_address — BanuaHbIi IP-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopwuTer.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim bsr-candidate
ibv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ipv6_address — BanngHbli IPv6-aapec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopuTer.

OTKNOYUTD AaHHbIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKntounTb MapLpyTM3aumio 3a4aHHOro AnanasoHa
MY/IbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroaapecHasa NoAceTb;
- default — ykasaTtb ananasoH 8 224.0.1.0/24.
V KomaHay MOXHO BBeCcTM HECKONbKO pas, 3agaB He-
CKOJIbKO AMana3oHOoB.

OTKNOUUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTenbHO
MOXHO YKa3aTb MHOroaApecHyto NoAceTb ANA AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — MHOroaapecHas noaceTb.

Ypoanutb ctatndeckyto RP uam yaanutb RP ans ykasaHHol
noacetu.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

Co3paTb cTaTuyeckyto Rendezvous Point (RP), aononHuTtensHo
MOHO YKa3aTb MHOroaZpecHyto noaceTb gaa AaHHoMU RP.

- ipv6_unicast_ addr — |Pv6-agpec;

- ipv6_multicast_ subnet — mHoroaapecHas noaceTb.

Ypoanutb ctatndeckyto RP uam yaanutb RP ans ykasaHHol
noacetu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cMMBOIA
priority: (0..192)/192;
secs: (1..16383)/60 c

Co3patb KaHauaata ansa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnncok MHOroagpecHbIx NpeduKcoB, 3a4aBaemMblit ¢
NoMOLLbLO cTaHAapTHoro ACL;

- priority — NpPUOPUTETHOCTb KaHAMAATA;

- Secs — nepuog, OTNpPaBKM COOBLLEHUN.

OTKNIOYUTb SaHHbIM NapameTp.
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ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

acc_list: (0..32)
cMMBO/IA
priority: (0..192)/192;
secs: (1..16383)/60 c

Co3patb KaHauaata ans Rendezvous Point (RP)

- ipv6_unicast_addr — |Pv6-aapec;

- acc_list — cnMcok MHOroagpecHbIx NpedpuKcoB, 3a4aBaembli ¢
nomolLupbto ctaHaapTHoro ACL;

- priority — NpUOpPUTETHOCTb KaHAMAATa;

- secs — nepuog OTNPaBKM COOBLLEHNI.

OTKNIOUUTD AaHHBIN NapameTp.

ip pim ssm {range mul-
ticast_subnet | default}

no ip pim ssm [range mul-
ticast_subnet | default]

YKa3aTb MHOroapecHyto noaceTb

- range — yKasaTb MHOIOafpecHy NoAcCeTb;

- multicast_subnet — mHoroaapecHasa NoACeTb;
- default — ykasaTb avanasoH 8 232.0.0.0/8.

OTKNIOUUTD AaHHBIN NapameTp.

ipv6 pim ssm {range
ipv6_multicast_subnet | de-
fault}

YKasaTb MHOroagpecHyto NoaceTb

- range — yKasaTb MHOrOaZpecHy NoAceTh;

- ipv6_multicast_subnet — mHoroagpecHas noaceTs;
- default — ykasaTb avanasoH 8 FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet | de-
fault]

OTKNOYUTD AaHHbIN NapameTp.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

—/BKNtOYEHO

BK/IOUMTL pacluMpeHHbIn ¢yHKLmMoHan rendezvous point (RP).

OTKNOYUTL paclunpeHHbI pyHKUMOoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKMK:
console (config-if) #

Tabnunua 187 — KomaHabl pexkuma KoHpurypauum nHtepdelricos Ethernet, VLAN, rpynnbl noptos

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
o ymMmon4aHuio

ip (ipv6) pim BkntounTb PIM Ha nHTepdeiice.

— - — /BKOYEHO -
no ip (ipv6) pim Bbikntountb PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHuii c MHTepdeiica.

- —/oTK/I04eHO —
no ip pim bsr-border OTKNIOYUTb JaHHbIN NapameTp.
ip (ipv6) pim dr-priority pri- YKasaTb npuoputeT gaa Bbibopa DR-poyTepa.
ority orit - priority — npuopuTeT DR-poyTepa onpeaensatowmii, KTo n3

priority:

KoMMyTaTopoB cTaHeT DR-poytepom. KommyTtaTop ¢ Hanbonblumm
3HayeHuem ctaHeT DR-poyTepom.

BepHyTb 3HaYeHWe No YyMONYaHUIO.
YKasatb nepuog otnpasku hello-nakeTos.

(0..4294967294)/1

no ip (ipv6) pim dr-priority
ip ip (ipv6) pim hello-inter-

val secs - sec — nepuog oTnpasku hello-nakeTtos.
— - - secs: (1..18000)/30 ¢

no ip (ipv6) pim hello-inter- BepHyTb 3HayeHne No ymoa4aHuto.

val

YKa3aTb MHTEPBAA, B TEYEHNE KOTOPOrO KOMMYTATOP OTCbINaeT
join unm prune-coobuweHuns.
- interval — nepuwopa BpemeHu OTNPaBKM join, prune coobLLeHNN.

ip (ipv6) pim join-prune-in-

terval interval .
interval: (1..18000)/

60c

no ip (ipv6) pim
join-prune-interval

ip (ipv6) pim neighbor-filter
acc_list

BepHyTb 3HaUYeHME NO YMONYaHMIO.

dunbTpoBaTth BXoAALWMe PIM-coobuieHns.
- acc_list — cnucoK agpecos, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA

acc_list: (0..32) brnbTPaLMA.

cumBosia

no ip (ipv6) pim neigh- OTKNOYUTL AaHHbIN NapameTp.

bor-filter
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ip pim passive BKOUNTL MACCUBHBIN PEXMM Ha UHTepdelice. IToT nHTepdeic He

6yneT oTNPaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlpyTnsaTopos PIM. HacTpolika HMKaK He BAUSET Ha

coobuieHuns IGMP.

no ip pim passive BbIKNOUMTb NACCUMBHBIN PEXUM.

ip igmp static-group BKkAtounTb cTaTMueckuii 3anpoc multicast-rpynnel Ha nHTepdelice.

group_address [source - group-address — IP-agpec rpynnbi;

source_addr] - source-addr — IP-agpec UCTOYHMKA rpynmnbl.

V Ha nHtepdeiice aomxeH 6biTb BKAOYEH PIM.

no ip igmp static-group BbIKNtOUMTL cTaTUYeCcKuiA 3anpoc multicast-rpynnbl.
group_addr [source
source_addr]

Tabanuya 188 — KomaHgb! pexkuma KoHpurypaumm tyHHensa GRE

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro

ip pim Bkntountb PIM Ha nHTepdeiice.

—— —/BK/OYEHO —
no ip pim BbikntounTb PIM Ha uHTepddelice.
ip pim bsr-border MpeKkpaTuTb Nnepeaayvy BSR-coobuwieHnin ¢ nntepdelica.

— —/oTK/Il04eHO -
no ip pim bsr-border OTKNIOYUTb AaHHbIM NapameTp.
ip pim dr-priority priority YKasaTb npuopuTeT ansa Bbibopa DR-poyTepa.

L - priority — npnoputeT DR-poyTepa onpeaensatowmii, KTo n3
priority:

KommyTaTopos cTaHeT DR-poytepom. KommyTtaTop ¢ Hanbonblumm

(0..4294967294)/1
3HayeHuem cTtaHeT DR-poyTepom.

no ip pim dr-priority BepHyTb 3HaueHne No ymonyaHuio.
ip ip pim hello-interval secs YKasatb nepuog otnpasku hello-nakeTos.
secs: (1..18000)/30 ¢ - sec — nepuog oTnpasku hello-nakeTtos.
no ip pim hello-interval BepHyTb 3HAYEHUE MO YMONYAHUIO.
ip pim join-prune-interval YKa3aTb MHTEPBAA, B TE4EHME KOTOPOro KOMMYTATOpP OTCbINAEeT
interval join nnu prune-coobueHuns.

interval: (1..18000)/ - interval — nepnog, BpeMeHn 0TNpaBKK join, prune coobLieHni.

no ip pim join-prune-inter- e0¢ BepHyTb 3HaueHne No ymonyaHuio.
val
ip pim neighbor-filter dunbTpoBaTh BXOAALWME PIM-cooblueHus.
acc_list acc_list: (0..32) - acc_list — cnucok aapecos, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cMmBona dunbTpaums.
no ip pim neighbor-filter OTKNOYUTD JaHHBIN NapameTp.
ip pim passive BK/1IOUMTb MACCUBHbIV peXXMM Ha MHTepdeice. ITOT MHTepdeinc He
6yneT oTNpaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlupyTnsaTopos PIM. HacTpolika HUKaK He BAUSET Ha
coobueHuns IGMP.
no ip pim passive BbIKNOYMTb NACCUMBHBIN PEXUM.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 189 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymon4aHuro
show ip (ipv6) pim rp map- OT06pa3snTb aKTUBHbIE RP, CBA3aHHbIE C MAPLLPYTHOM
ping [RP_addr] — UHbOPMaLMeNt.

- RP_addr — IP-agpec.

show ip (ipv6) pim neigh- OT06pasuTb nHdopmaumio o PIM-coceasx.
bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]
show ip (ipv6) pim inter- 0OT06pa3nTb MHPopmaumio no PIM-nnHtepdericam:

- state-on — oTob6parkaeT Bce MHTepdeWchl, rae BKAtYeH PIM;
- state-off — oTob6parkaeT Bce MHTEpdENChI, rae BbikaAoYeH PIM.

face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

state-off]

show ip (ipv6) pim group- _ 0OT06pa3nTb TabmLy NPUBA3KM MHOTOALPECHBIX Fpynm.
map [group_address] - group-address — appec rpynnoi.

show ip (ipv6) pim counters — OT06pa3unTb cogepknmoe PIM-cyeTynKos.

show ip (ipv6) pim bsr elec- . OT06pa3nTb nHPopmaumio o BSR.

tion

show ip (ipv6) pim bsr rp- . 0OT06pa3nTb MHPOopPMaLMIO 06 M3yYeHHbIX KaHaMaaTax B RP.
cache

show ip (ipv6) pim bsr can- . OTo6pasunTb cocToAHMe KaHanaaTos B RP.

didate-rp

clear ip (ipv6) pim counters — O6HYANTb PIM-cyeTumKu.

[Mpumep UCnoa1b308aHUA KOMAHO

= bBasoBas HacTpoiKa PIM SM c ctatnueckum RP (1.1.1.1). MpeasaputenbHo A0MKEH BbITb HAaCTPOEH
NPOTOKO/ MapLIpyTU3aLMK.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®yHkyusa PIM Snooping

®yHKumMA PIM Snooping ncnonb3yeTtca B CETAX, IAe KOMMYTATOP UCNOAHAET Poab L2-yCTpoicTBa Mexay
PIM-mapupyTmnsatopamm.

OcHoBHoOM 3agayen PIM Snooping asBnaeTca npeaocTaBieHMe MHOI0aApecHoOro TpadmKka ToNbKO ana
Tex NopPTOB, C KOTOPbIX 6biaK NosydeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHUrypauum:

console (config) #
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Tabanua 190 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro
ip pim snooping PaspewunTb ncnonb3osaHune ¢pyHkuumn PIM Snooping
— /BbIKOYEHO KOMMYTaTOpPOM.

no ip pim snooping 3anpeTuTb Ucnonb3oBaHue GyHKUUM
ip pim snooping vlan PaspewunTb ncnonb3osaHme dpyHkuum PIM Snooping
vlan_id KOMMYTaTOpOM g/1s aaHHoro nHtepdeiica VLAN.

__ : vian_ id: (1..4094) vlan_id — ngeHTMdUKauMoHHbI Homep VLAN. :
no ip pim snooping vlan 3anpetuTb ucnonb3osaHue dyHKLuMK PIM Snooping
vlan_id KOMMYTaTOpOM g/1s AaHHoro nHtepdeiica VLAN.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 191 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
show ip pim snooping — Moka3aTtb 06y MHGOPMaLUIO O HACTPOMKaXx.
show ip pim snooping vlan . MoKa3aTb CTAaTUCTUKY KOHTPOJIA MHOFOAZpecHOro Tpadmka B
op ping vlan_id: (1..4094) a ¥ KOHTP AP pad

vlan_id - OaHHoM vian.

show ip pim snooping groups - MoKa3aTb CMMCOK 3aperncTpPMpPOBaHHbIX rpynmn.

sh ip pim snooping neighbors — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHUKOB PIM.

5.20.3 NMpomokon MSDP

MpoToKon 0bHapy»KeHMA UCTOYHMKOB MHOroaapecHon paccbiiku (MSDP) ucnonbsyetcs ana obmeHa
nHbopmaumenn o6 mMctouyHmkax Multicast-Tpadmka mexay pasHbimu PIM-pomeHamn. MSDP-coeanHeHue
06bI4HO ycTaHaBAMBaeTcs mexay RP Kaxkaoro gomeHa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM B pexkume rnobanbHon KoHUrypauuu:
console (config) #

Tabnnua 192 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymos14aHuro
router msdp BkAtounTb NpoTokon MSDP 1 nepeiTn B pexkum ero
KoHbUrypauuu.
no router msdp OcTaHOoBUTb NPOTOKOA MSDP 1 yaanuTb BCO ero
KoHbUrypauuio.
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KomaHObI pexcuma KoHgu2ypayuu npomokoad MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:

console (config-msdp) #

Tabanua 193 — KomaHabl pexkuma KoHpurypaumm npotokona MSDP

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HaueH

HasHauuTtb IP-agpec, KoTopbiit ByaeT ncnoib3oBaH B KayecTse
nexoaawero npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 ¢

YCTaHOBUTb BpeMs }KU3HU SA-3anncK B KaLle.

no cache-sa-holdtime

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 ¢

YcTaHoBUTb Talimep holdtime. Ecam B TeueHuMe 3Toro BpemeHu
He byaeTt npuHaTo keepalive-coobueHune, To coeguHeHne
cocefom cbpacbiBaeTcs.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 ¢

YCTaHOBUTbL MHTEPBAN MeXay oTnpaBKoW keepalive-coobuieHnin.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

originator-ip ip_address

no originator-ip

—/IP-agpec He Ha3HaueH

HasHauuTtb IP-agpec, ncnonblyemblit B Kavectse agpeca RP B
nexoasLwmx coobuieHmax SA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

peer ip_address

no peer ip_address

[06aBuTb B KOHOUrypauuo MSDP-nMp 1 BONTU B PEXUM €ro
KOHdUrypaLumu.

Yaanutb MSDP-nup.

KomaHObI pexcuma KoHgu2ypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm MSDP-nmpa:

console (config-msdp) #

Tabnunua 194 — KomaHap! pexkuma KoHpurypaumm MSDP-nupa

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-apec He Ha3HaueH

HasHauuTb IP-agpec, KoTopbili byaeT NCNob30BaH B KayecTse
ncxoaawero npu coegnHeHun ¢ MSDP-nupom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

description text

no description

text: (1..160) cumsona

3agatb onucaHue MSDP-nupa.

Ypanutb onucaxue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[obasutb cocega kK MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3paTb Npasuao puabTpaumm SA-coobuieHmit:

- permit — paspewatoLiee npasuao GuabTPaLmK;

- deny — 3anpewatoliee npasuao GuabTpaLmm;

-sec_num — Homep CeKLUn Npasuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — éunbTpayma no agpecy rpynnoi;

- ip_addr_src — ¢unbTpauma no agpecy nctoyHmka Multicast-
TpaduKa.

YaansaeT co3AaHHyH CEeKLMIo npasua.
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shutdown ALMUHUCTPATMBHO BbIKAOYUTL ceccuto ¢ MSDP-nnpom, He
—/BbIKNIOYEHO yAanasa ero KoHeUrypaumm.
no shutdown YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.

KomaHOowbi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 195 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show ip msdp peers [ ip_addr] MokaszaTb HGOPMALMIO O HACTPOEHHbIX NMpPaXx, CTaTyce
_ coefMHEeHUs, HaCTPOMKax NMPOB, a TaKXKe CTaTUCTUKY 0bmeHa
coobuieHmamm npotokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active - MokasaTtb cogepMmoe Kalwa SA.
show ip msdp summary — MoKa3aTb cymmapHyo MHbopmauuio npoTokosa MSDP.
clear ip msdp counters - OBHYNTb CHETUMKM.
clear ip msdp peers [ ip_addr] . MepeycTtaHoBUTb coeanHeHna ¢ MSDP-nupamu
- ip_addr — IP-agpec nupa.

5.20.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOroagpecHoW mapuwpytmsaumm IGMP  Proxy npepgHa3HayeHa [AnA  peanusauumu
YNPOLWEHHOW MapLlIpyTM3aLMM MHOFOagpecHbIX AaHHbIX MEXKAy CeTAMMW, YynpaBisaemoil Ha OCHOBaHWUU
npotokona IGMP. C nomowbto IGMP Proxy ycTpolicTBa, He HaxogdAwMmecs B OAHOW CETU C CepBepom
MHOT0aZpeCcHOM PACcCbIIKM, UMEIOT BO3MOKHOCTb NOAKIOYATLCA K MHOTOaApEeCHbIM rpynnam.

MapLpyT13aLma OCYLLECTBAAETCA MeXay MHTepdencom BbliwecTos el cetu (uplink) u nHTepdeincamm
HuxecTosawmx cetet (downlink). Mpu aTom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bbIYHbIN
nosaydyatenb MHoroagpecHoro Tpaduka (multicast client) n popmmpyet cobcTBeHHble coobLLEHMA NPOTOKONA
IGMP. Ha untepdelicax downlink KommyTaTop BbICTynaeT B KaYecTBe cepBepa MHOrOagpecHOM PaccbiKK U
obpabaTtbiBaeT coobueHMa NpoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM MHTepdeicam.

V KonuuectBo nopaep:KuBaembiX rpynn MHOroagpecHoit paccbiiku npotokonaom IGMP
Proxy yKasaHo B Tabnuue 9.
V IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.
V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:
- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH TONbKO 0AUH UHTepdelic BbillecToALLel ceTu;
- Npu Ucnoib3oBaHuu Bepcuun V3 npotokona IGMP Ha uHTepdeiicax K HUKeCcToALLLeN ceTn
obpabaTbiBaloTca ToNbKO 3anpocbl TUNa exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbIi ocyLiecTBAseTcA NpokcupoBaHue, IGMP Snooping aonxeH 6biTb
OTK/NIOYEH.

V IGMP Proxy ana QinQ-tpaduka:

. BNA KOPPEeKTHOM paboTbl ¢pyHKUMOHANa Heobxogumo BKAOUMTL IGMP Proxy u IGMP

Snooping B SVLAN u CVLAN, a Tak)Ke HacTpouTb IP-agpeca Ha AaHHbIX UHTepdeiicax.
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KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanua 196 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ip multicast-routing

PaspelwnTtb paboTy MapLupyTU3aLMM MHOFOAAPECHbIX AaHHbIX

igmp-proxy —/no ymonyaHuio Ha CKOHOUIYPUpPOBaAHHbIX MHTepdeicax.
no ip multicast-routing GYHKUMA BbIK/IOYEHa 3anpeTuTb paboTy MapLLpyTU3aLMN MHOFOAAPECHBIX AaHHbIX Ha
igmp-proxy CKOHOUIYpUpPOBaHHbIX UHTepdelicax.

ip mroute prefix pre-
fix_length fw_router_ad-

dress tunnel tunnel_id prefix: (A.B.C.D); pre-

fix-length: (A.B.C.D unu
/n); fw_router_ad-
dress: (A.B.C.D); tun-
nel_id: (1..16)

Co3paTb cTaTUYeCcKoe NPaBuUIOo AR MHOFOaAPECHOM Tabaunupl
MapLUpyTU3aLMK.

- prefix — IP-agpec ceTn Ha3HayeHus;

- prefix_length — macka npeduKca HazHaYeHUa unm ee
ONVHa;

- fw_router_address — |P-agpec mapLipyTM3aTopa MHOroaa-
PECHOM paccbINKK;

- tunnel_id — vaeHTUPUKATOP TyHHENA.

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

Ypanutb ctaTMyeckoe nNpasmao m3 Tabauubl MHOroaapecHom
MapLUpyTU3aLUu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 197 — KomaHgb! pexxuma KoHpurypauum nntepoeiicos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

KoHurypupyembin nHTepdeiic agnaetca MHTepdericom K
HuKecToAwel ceTu. KomaHga HazHavaeT cBsizaHHbIN uplink-
NHTepdelic, y4acTByOWMI B MapLIPyTU3aLMK.

ip igmp static-group group-
address [source source-addr]

no ip igmp static-group group-
address [source source-addr]

BKAIOUMTL CTaTUYecKkuid 3anpoc multicast-rpynnbl Ha nHTepderice.
- group-address — IP-agpec rpynnbi;
- source-addr — IP-apec UCTOYHMKA rpynnbl.

V Ha uHtepdeiice aonkeH 6biTb BKAOUYEH IGMP Proxy.

BbIKMOUMTL CTaTUYeCKMit 3anpoc multicast-rpynnbl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 198 — KomaHgb! pexkuma KoHdpurypaumnm nHtepoeiicos VLAN

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTaHoBUTb 3HaYeHne DSCP B IP-3arosnioBke gna naketos
npoTokona IGMP, KoTopoe 6yaeT MCno1b30BaTbCA KOMMYTAaTOPOM
Ha uHTepderice VLAN.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHoBUTb 3HaYeHne 802.1p B IP gna naketos npotokona IGMP,
KOoTOpoe byaeT MCcnoib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 199 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpoCcMOTPeTb CMMCKU MHOFOAAPECHbIX rpynn. BoamoskeH BbiGop
rpynn no agpecy rpynnbl AW NO aApecy UCTOYHMKA
MHOroagpecHbIX AaHHbIX.

- ip_multicast_address — |P-agpec rpynnbi;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe coAepKaHue KaxKaon 3anucuy B
MHOroagpecHol Tabaunue mapLupyTMsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENbHO K
MHTepdeiicam.

[Mpumep 8biNosHEeHUA KOMAHO

console# show ip igmp-proxy interface

Interface Type Interface Protection
vlanb upstream
vlan30 downstream default

* — the switch is the Querier on the interface
IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

CoS DSCP
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5.21 ®yHKuUM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ana obecneyeHns 6e3o0nacHOCTU CUCTEMbI

aBTOpM3aLMA, yUeT).

nucnonbsyetrcs mexaHMam AAA  (ayTeHTUdUKaumA,

— Authentication (ayTeHTUdMKaUMsa) — conocTaBneHUe 3anpoca CyLLECTBYOLWEN YY4ETHOM 3anucu
B cucTeme 6€30NacHOCTMU.

— Authorization (aBTopu3auus, NpoBepKa YpoOBHA 40CTyMNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (npotlealieit ayteHTUGUKaLMIO) M onpeaenéHHbIX NOAHOMOUYMA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB No/ib30BaTENEM.

AN WwndppoBaHUA AaHHbIX UCNONb3YETCA MEXaHU3M SSH.

KomaHObI pexcuma 2a0baab6HoU KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 200 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CMMBO0B;
method_list: (enable, line,
local, none, tacacs, radius);
— /N0 yMmon4aHunio
OCYLLECTBASAETCA NPOBEPKA
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHOBUTL CNOCO6 ayTeHTUDMKALMM SN BXOLA B CUCTEMY.
- authorization — pa3pelaeT npoxoxaeH1e aBTopM3aLmmn no
OMNUCaHHbIM HUXKE MEeToAaM;
- default — ncnonb3oBatb ANA ayTeHTUPUKALMM ONUCAHHbIE
HUXKe meToabl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHbIX METOAOB,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposb A8 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG AN1A AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb IOKaNbHYIO 633y MMeH nNoab3oBaTenem
Ons ayTeHTuduKaumm;
- none — He UCNONb30BaTb ayTEHTUOUKALMIO;
- radius — nucnonb3oBaTb cnucok RADIUS-cepsepoB g
ayTeHTUDUKaUMK;
- tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
ayTeHTUdUKaUmK.

V Ecamn meTtoa ayTeHTUPMKaL MK He onpeaeneH, To

AOCTYN K KOHCOU BCerpa ycnelHbli.

Co3aaHue CNUCKa oCyLLeCcTBAAETCA KOMaHAOiA:
V aaa authentication login list_name method_list.

MUcnonb3oBaHMe cnucka:

aaa authentication login list-name

’ Bo u3bexkaHue notepu AoCTyna cneayer BBO-
. AUTb HEeobXoAUMbBIII MMHUMYM HacCTPOEK ANnA
YKa3blBaemMoro MeToAa ayTeHTuGuKaumm.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

no aaa authentication
enable authorization {de-
fault | list_name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLECTBNSAETCA NPOBEPKA
no NIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCcTaHOBUTL CNOCO6 ayTEHTUDMKALMM NPY NOBbILEHUN YPOBHSA
npvBUAErnii Ana BXo4a B CUCTEMY.
- authorization — paspelwaeT npoxoxaeHne aBTopM3aLmn no
OMMUCAHHbBIM HUXE MeToAaM;
- default — ncnonb3oBaTh 419 ayTeHTUMKALMYM ONUCAHHbIE
HUXe MeToabl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHBIX METOAOB,
AKTMBU3UPYIOLLLEroca, KOrAa Nonb3oBaTe /b BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG ANA AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb NIOKaNbHYO 633y UMeH Noab3oBaTenem
Ona ayTeHTuduKaumm;
- none — He UCNONb30BaTb ayTEHTUDUKALMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB ann
ayTeHTUdUKaUMK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepoB Ana
ayTeHTUdMKaLMK.

V Ecnu meTop ayTeHTUGUKAL MUK He onpeaesieH, TO

BAOCTYN K KOHCOU BCerpa ycnewHbli.

Co3gaHue CNUCKA OCYLLLeCTBASETCA KOMaHA0M:
V aaa authentication login list-name method_list.

Ucnonb3osaHue cnucka:

aaa authentication login list-name

' Bo u3bexxaHue notepu AocTtyna cneayer BBO-
H AUTb HeobXoAUMbBII MUHUMYM HacTpPoeK Ans
YKa3blBaemMoro metoaa ayTeHTuduKaumm.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

enable password pass-
word [encrypted] [level
level]

no enable password
[level level]

level: (1..15)/1;
password: (0..159)
cumsonos/admin

YCTaHOBWUTb NapPO/ib 414 KOHTPOIA M3MEHEHWA NpUBUIernin
[,0CTyna nosib3oBaTenem.

- level — ypoBeHb npusuneruni;

- password — naponb;

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
naposib B 3alIMPPOBAHHOM BUAE, CKOMUPOBAHHBIN C ApYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YyMON4YaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBONOB;
password: (1..64)
CUMBO/IOB;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B I0KaNbHYO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — naponb;

- name — VMsA Nonb3oBaTens;

- encrypted_password — 3awndpoBaHHbI Naponb (Hanpumep,
naponb B 3aWnbpoBaHHOM BUAE, CKONUPOBAHHBIW C APYroro
YCTPOICTBA).

YpaanuTb nonb3osaTens u3 NIOKaNbHoOM 6asbl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

—/no ymonuyaHuio
BeAEeHMe yyeTa 3anpeLleHo

Pa3spelwnTb BefileHMe yyeTa (akKayHTa) AN ceccuii ynpasaeHus.
PaspelleHO TONbKO ANA Nosb3oBaTenei, Bowes-
V WKMX B CUCTEMY NO MMEHM U napoato. Ana sowes-
LIMX MO Napo/ilo TepMUHaNA, BeAeHUe yyeTa 3anpe-

LeHo.

] BepeHue yueta akTUBUPYETCA M NpeKpaLLaeTcsa, Ko-
V raa nonb3oBaTe/lb BXOAUT U OTK/IOYAaeTca OT Cu-
CTeMbl, YTO COOTBETCTBYET 3HaueHuAMm start u stop B
coobuweHunax nporokona RADIUS (napameTpbl, co-
AepXawmeca B coobueHuax nporokona RADIUS,
npusegeHbl B Tabauue 201).
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no aaa accounting login
start-stop

3anpeTuTb BegeHue yyeTta (akkayHTa) ans seegeHHbIx B CLI Ko-
MaHZ.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/no ymon4aHuio
BeAEeHMe ydeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
BepeHue yueta akTMBUpPYeETCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawiu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabauue 201).

B pexxume Multiple sessions coobueHus start/stop

V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNA, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-
wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegenntb meTog, ayTeHTUdMKaumm npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKeE CMNMCKAa METOAO0B LOMOSHUTE/bHbIN
meToz, byaeT NPMMEHATLCA TOJIbKO B TOM Cayyae, Koraa no oc-
HOBHOMY MeTOoAY ayTeHTUUKaL MM BO3BpaLLLeHa OWKbKa.

- method_list — meToA ayTeHTUDUKauUK:

local — no nmeHu U3 NoKanbHOM 6asbl JAHHBIX;

none — He UCMNONb3yeTCA;

tacacs — ncnonb3oBaHMe cnUcKoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNrOPUTM OMpPOca METOA0B ayTEHTUDUKaALUM.

- chain — nocne HeyaauHOM NOMNbITKM ayTeHTUOUKALMM NO Nep-
BOMY METOAY B CMMCKe cnefyeTt MonbiTKa ayTeHTUOUKALMMU MO
cnepylolemy metoay B Lenoyke;

- break — nocne HeyzayHoW ayTeHTUPMKaALMKM NO NEPBOMY Me-
TOoA4y Npouecc ayTeHTUdMKauumn octaHasamnsaeTca. AyTeHTudu-
KaLua no cnegyrolemy MeToy AoMyCTUMa TO/IbKO B C/Iy4ae He-
BO3MOYKHOCTU ayTeHTUMKaLMM NO NpeaplayLiemy metoay.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymon4aHuio
BeAEHME yYeTa KOMaHA,
BbIK/IOYEHO

BkntounTb BegeHue yyeta BBegeHHbix B CLI KomaHza no npoTto-
Kkony Tacacs+.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

aaa accounting update

no aaa accounting up-
date

—/no ymon4aHuio
BbIK/IIOYEHO

BkatoueHue otnpaeku Interim-Update yepes perynspHble npo-
MEXKYTKM BPEMEHM.

BbikntoyeHne oTnpaBku Interim-Update uepes perynspHble
NPOMEXYTKN BPEMEHW.

aaa accounting update
periodic minutes

no aaa accounting up-
date periodic

minutes: (1..300)/
1 muHyTa

YKasaHue npomMerKyTKa BpeMeHu, Yepes KoTopblil byaeT npous-
BOAMTbCA OTNpaeKa Interim-update.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

aaa authorization com-
mands {default |
list_name} group
method_list

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

— /N0 YMOAYaHWIO aKTUBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTenseTca

YCTaHOBWTL CNOCO6 aBTOPU3ALMU BBOAUMbIX KOMAHA,

- default — pepgaktupoBaTtb cnMcoK c umeHem default, KoTopbiii
MO YMOIYaHMIO €CTb B CUCTEME;

- list_name — MMA cNMCKa MeToAOB aBTOpU3aLMK, co3aaBae-
MOTO U pegaKkTMpPyemoro nosib3oBaTtesiem:

- tacacs — meToz, N03BONAIOLWMIA MCNOb30BaTh cnncok TACACS
cepBepoB A aBTOpU3aLmUuy;

- local — meToa, Npu KOTOpPOM aBTOPU3ALMA HE OCYLLECTBSA-
ercA.
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no aaa authorization
commands {default |
list_name}

BoccTaHOBWTb 3HaYeHME N0 YMOHAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HauyeHuto no
YMOIHaHUI0;
- list_name — ypanuTb NoO/Ab30BATENbCKUI CMIUCOK C UMEHEM
list_name.
| Cnucok c umeHem default He moxKeT 6bITb yaaneH u3
V cucTembl.

aaa authorization com-
mands {default |

list_name: (1..15)

AKTMBMPOBATb CMMCOK METOAO0B aBTOPM3aLMU BBOAUMbBIX KO-
MaHAa,
- default — caenatb akTMBHbBIM CNUCOK ¢ UMeHem default;

list_name} CMMBOJIOB; - list_name — caenaTb aKTUBHbIM COOTBETCTBYHOLLMI NO/Ib30Ba-
—/default TE/IbCKUI CMUCOK.
no aaa authorization BocCCTaHOBUTL 3HaYEHME MO YMOHAHMIO.
commands
, ,El,nﬂ TOro YTob6bl KANEHT nonyyun aocrtyn K yc1poﬁcr3y, AadXe ecain BCe meToabl ayTeHTU-
! (I)VIKaLI,VIM BEPHY/N 0LLIVI6KY, MCI1011b3yﬁTe 3Ha4YeHue nocnepgHero metoga B KomaHpge —

none.

Tabnunua 201 — ATpubyTbl coobuieHUI BeaeHMA yyeTa npoTokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NpeHTndrKauma nonb3osartens.
IP-agpec KoMMmyTaTopa, KOTOPbIA MCNOAb3YeTCA ANA
NAS-IP-Address (4) Ectb EcTb 'u"?, v pa, P y A
ceccuin ¢ RADIUS-cepsepom.
Mpoun3BoabHOE 3HaYeHWE, BKIOYEHHOE BO BCE CO06-
Class (25) Ectb EcTb P .
LLEHMNA yyeTa Ceccui.
. MAC-agpec nopta NAS, ncnonb3ayemblin 18 CECCUN C
Called-Station-ID (30) Ectb EcTb AP P ¥ A
RADIUS-cepsepom.
Calling-Station-ID (31) EcTb Ectb MAC-agpec nonb3oBarens.
Framed-IP-Address (8) Ectb Ectb IP-agpec nosnb3osatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIM naeHTUdMKaTOp yyeTa.
. YKa3biBaeT MeTo4, N0 KOTOPOMY KJANEHT A0/IKEH BbITb
Acct-Authentic (45) Ectb EcTb A pomy A
ayTeHTUOULMPOBAH.
. . MoKasbIBaeT, KaK 40/ro Noab3oBaTeNb 6bin NOAKA0O-
Acct-Session-Time (46) Her Ectb A A
YeH K cucteme.
Acct-Terminate-Cause
(49) Het Ectb MpuynHa 3aKpbITUA CceCcCUn.

Tabnnua 202 — ATpubyTbl coobLeHNI BeaeHMa yyeTa npoTokona RADIUS ana ceccuin 802.1x

Hanuyue Hanu4yue
ampubyma e | ampubyma e
Ampubym pudy pudy OonucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NpeHTndumkauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIN MUCNoAb3yeTca AnA
NAS-IP-Address (4) Ectb EcTb p,pv v P P ¥ A
ceccuii c RADIUS-cepsepom.
MNopT KO aTopa, Ha KOTOPOM MOAKAUUACA NONb-
NAS-Port (5) EcTb EcTb pT KoMMyTaTopa, TOPOM MOAKIOUMACA NOA
30BaTesb.
Mpon3BosbHOE 3HaYeHWe, BKAOYEHHOE BO BCe CO06-
Class (25) Ectb EcTb P .
LLLeHWA y4yeTa CeCCUN.
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Called-Station-ID (30) EcTb Ectb IP-agpec KommyTaTopa.

Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3oBartens.

Acct-Session-ID (44) EcTb Ectb YHWKaNbHbIN naeHTUDUKATOP yyeTa.

Acct-Authentic (45) Ecto Ectb YKasblBaeT MeTog, N0 KOTOPOMY KAUEHT A0/IKEH BbITb
ayTEHTUOMLMPOBAH.

Acct-Session-Time (46) Her Ecrb MokKa3blBaeT, Kak A0Aro Nonb3oBaTeNb Obl NOAKLO-
YeH K cucteme.

Acct-Terminate-Cause Het Ectb MpuunHa 3aKpbITUA ceccuu.

(49)

Nas-Port-Type (61) Ectb EcTb MoKa3blBaeT TMN NopTa KAneHTa.

Eltex-Data-Filter Her Ectb CnucoK npaBuAn, cogepawuii B cebe Kawyesble
cnosa ACL (Tabnuua 203).

Eltex-Data-Filter-Name Het EcTb Uma ACL. Echm He 3agaHO, TO MMeeT 3HayeHue
«RADIUS_ACL».

Tabnuua 203 — Kntouesble cnosa ACL

Knioyesoe cnoeo

OnucaHue

Tun uau id npoTokona.
JonycTtumble 3HaYeHUA:
- ana IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 2tp, isis;
- ans IPV6: icmpv6, tcpv6, udpve.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec Ha3HayeHus.

ip_src IP-appec UCTOUYHMKa.

ip_dst IP-agpec HaszHavyeHuA.

ipv6_src IPv6-appec UCTOUYHMKaA.

ipv6_dst IPv6-agpec HaszHavyeHuA.

dscp 3HauyeHune DCSP-nons (0..63).

ip_precedence

Mpwuoputert IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan MNopsakosbii Homep VLAN.

icmp_type Tun coobuieHnin npotokona ICMP, ucnonbayemblt gna duabTpauun
ICMP-naketos (0..255).

icmp_code Kog coobuweHuii npotokona ICMP, ucnonb3yemblit ana ¢unbTpaumnm
ICMP-naketos (0..255).

igmp_type Twun npotokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT Ha3HayeHuA.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HayeHwus.

udp_src_start

HayanbHoe 3HavyeHne UDP-nopTta 13 ananaszoHa UDP-nopTOB UCTOYHMKA.

udp_src_end

KoHeuHoe 3HaueHne UDP-nopTta n3 auanasoHa UDP-nopToB UCTOYHMKA.

udp_dst_start

HayanbHoe 3HavyeHne UDP-nopTta u3 amanaszoHa UDP-nopToB HasHaye-
HUA.

udp_dst_end

KoHeuHoe 3HayeHne UDP-nopTa 13 ananasoHa UDP-nopToB Ha3zHayYeHuA.
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tcp_src_start HayanbHoe 3HavyeHune TCP-nopTa 13 gnanasoHa TCP-NnopToOB MCTOYHMKA.
tcp_src_end KoHeuHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start HayanbHoe 3HavyeHne TCP-nopTa 13 AnanaszoHa TCP-nopToB Ha3HavyeHuA.
tcp_dst_end KoHeuHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHus.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHaYeHHble
AN AMHammyeckoro gobasneHus cnmckoB ACL Ha nopt yepes coobuieHnsa oT RADIUS-cepsepa. [ns
NCNoab30BaHMA gaHHoro ¢yHKkuMoHana Ha RADIUS-cepBepe HeobxogMmo B cioBapb aTpubyToB A06aBUTH
aTpunbyTbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHzgopa 35265 (Eltex).

Mpumep HacTtporikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgna
Freeradius.

B daitn /path/to/freeradius/dictionary pobasutsb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegytowum obpasom: nepeble YeTbipe
CnoBa A0/KHbI 6bITb 3anucaHbl Yepe3 npoben B ctporom nopsapke: acl_type, action
(permit unmn deny), ip_precedence, prot. NMocne 3anucu o6aA3aTesbHbIX NapameTpoB
OCTa/IbHble NapameTpPbl 3aNMUCbIBalOTCA B NPOU3BO/IbHOM NOpAAKe.

.‘

dopmar 3anucu MAC ACL dopmupyetca cnegyrowmm obpasom: nepsble TpU CNOBA
BOKHbI 6bITb 3anncaHbl Yepes npoben B ctporom nopaake: acl_type, action (permit unm
deny), ip_precedence. Mocne 3anucu o6a3aTeNbHbIX NAapaMETPOB OCTa/ibHble NapamMeTpbl
3anucbIBaAlOTCA B NPOU3BOJIBHOM NopAAKe.

.‘

Macka gns IP-agpeca 3anucbiBaertca yepes «/» 6e3 npob6enos.

.‘

’ | MpOTOKOAN MOKHO YKa3aTb KaK B YACNIOBOM BUAe, Tak U CTpOKOﬁ.
-

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMnHana:

console (config-line) #
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Tabanuya 204 — KomaHgbl pexkuma KOHPUrypauum TepMMUHAIbHbIX CECCUI

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

login authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no login authentication

3afaTb MeTo, ayTeHTUdMKaLMK Npu BXoAe A5 KOHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoOMaHZoM aaa authentication login default.

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)

3agaTb MeToZ ayTeHTUGMKaLMM NoIb30BaTeNA NPU NOBbILLIEHUN
YPOBHSA NpUBUAErNn ANnA KoHconw, telnet, ssh.

- default — ncnoab30BaTb CNNCOK «NO YMONYAHUION,
co34aHHbI KoMaHgoM aaa authentication login default.

tion

tMmBsonIo8s - list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.
no enable authentication YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
commands authorization BKOUMTD aBTOPM3aLMIO KOMAHA, 418 TEPMUHAIbHOM ceccum.
no commands authoriza- —/BKAOYEHO OTK/IO4YUTb aBTOPU3ALMIO KOMaHA, S5 TEPMUHAIbHOW CECCUU.

password password [en-

crypted
ypted] password: (0..159)

CMMBO/1I0B

no password

3agaTtb Naponb Ana TepMmuHana.

- encrypted — 3agaTb 3aWwMdpPoOBaHHbINA Naponb (Hanpumep,
napo/ib B 3aWwWndpPoOBaHHOM BUAE, CKOMMPOBAHHbIN C APYroro
yCTpOKCTBa).

YpanuTb naposib Ans TepmMuHana.

KomaHOwbI pexcuma privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 205 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show authentication meth-
ods

Moka3aTb MHPOpPMaL Mo 06 ayTEHTUDUKALMOHHBIX MeToAax Ha
KOMMyTaTope.

show authorization
methods

MNokasaTtb MHd)OpMaLI,MIO 0 CO34aHHbIX Ha KOMMYTaTOpe MeTo4ax
dABTOPU3aALUN KOMaHA. YKa3blBaeT Ha aKTUBHbIN meToa.

show users accounts

Moka3aTb NIOKaNbHyo 633y AaHHbLIX NONb30BaTENEN U UX
npuBunervi.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena oCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenew.
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Tabnmua 206 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa

Aelicmeue

show accounting

Moka3aTb MHPOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA
yyeTa (aKkKkayHTa).

5.21.2 Mpomokon RADIUS

MpoTtokon RADIUS wucnonb3yetca ana ayteHTMduMKaumm, astopusaumm u ydeta. Cepsep RADIUS
ncnosbayet 6a3y JaHHbIX NONb30BaTeNEN, KOTOPAA COAEPKUT AaHHbIE MPOBEPKM NOSJANHHOCTU ANA KaXKA0rO
nosib3oBartens. Takum obpasom, ncnosb3oBaHue NpoTokona RADIUS obecneumBaeT 4ONOAHUTENbHYIO 3aLUMUTY

Npu QOCTYMe K pecypcam CeTH, a TaKkKe Npu 4OCTyne K caMoMy KOMMyTaTopy.

KomaHObI pexcuma 2a06ana6HolU KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 207 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage type] [track-id
track_id]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) c;

retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotlx,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all
track_id: (1..8)

[06aBuUTb yKa3aHHbI cepBep B CNMCOK Ucnonbayembix RADIUS-
cepsepos.

- ip_address — IPv4 unu IPv6-aapec RADIUS-cepsepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa A4 Nnepesayn ayTeHTUOUKaLMOHHbIX
LAHHbBIX;

- acct_port — Homep nopTa ANA Nnepefayn AaHHbIX y4eTa;

- timeout — VHTepBaN OXKMAAHUA OTBETA OT CepBepa;

- retries — KOMYeCTBO NONbITOK Noncka RADIUS-cepBepa;

- time — BpemAa B MUHYTaxX, B Te4EHME KOTOPOro HeJOCTyMNHble
cepBepa He byayT onpawmneatbcs RADIUS-kaneHTom
KOMMYTaTopa;

- secret_key — Kntod Ana ayTeHTUOUKaUUKM U LuindpoBaHMA BCEro
obmeHa aaHHbimM RADIUS;

- priority — npuopwuTeT ucnonb3osaHua RADIUS-cepBepa (4em
HU¥Ke 3HaYeHue, TeM NpuopuTeTHee cepsep);

- type — TMn ucnonb3osaHuA RADIUS-cepsepa;

- track_id — Homep onepauun moHuTopuHra RADIUS-cepBepa;
- encrypted — 334aTb K/toy B 3aWwndpoBaHHOM BUeE.

B cnyuyae oTcyTcTBUA B KOMaHAe NapameTpos timeout, retries,
time, secret_key nns paHHoro RADIUS-cepBepa Mcnonb3ytoTca
3HaYeHMA HaCTPOEHHbIE C MOMOLLbIO KOMaHZ, YKa3aHHbIX HUXKe.

YAanuTb YKasaHHbIM cepBep U3 cnmcka ncnoib3yemblx RADIUS-
cepBepos.

radius-server attributes
framed-ip-address include-
in-access-req

no radius-server attributes
framed-ip-address include-
in-access-req

—/BbIK/IIOYEHO

[obasutb aTpnbyT framed-ip-address (Onuma Ne8) B access-
request nakertbl.
’ |  3HaueHue aTpubyTa 3aNONHAETCA HA OCHOBE Tabauy,
H dhcp snooping unu arp. Nouck naet B Tabaunue dhcp-
snooping, a 3aTtem, ecm 3anucb He 6bl1a HaligeHa, B
Tabnuue arp.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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radius-server attributes
nas-id include-in-access-req
[format word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

[ob6asutb aTpnbyT NAS-Id (onums Ne32) B Access-Request nakeTbl.
CumBosibl "%h", BcTpevatowmecs B GopmaTHOM CTPOKe,
3aMeHsIoTCA Ha Tekywee nma xocta (hostname).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/NO
YMOYAHMIO KoY —
nycras cCTpoKa

YCTaHOBUTb K04, UCMOIb3YEMbIN MO YMONYAHUIO, ANA
ayTeHTMdMKaLMM 1 WndpoBaHMa Bcero obmeHa aaHHbimM RADIUS
MeXKay YCTPOMCTBOM U OKpy»KeHuem RADIUS.

- encrypted — 3asaTb K/toY B 3aWwndpoBaHHOM BUAeE.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 ¢

YCTaHOBUTb UHTEPBAJ OXKMAAHWA OTBETA OT CEepBepa,
MCMO/b3yeMblil N0 YMONYAHMIO.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpegennTtb KOAMYecTBO NonbITOK nomcka RADIUS-cepsepa un3
CMucKa cepBepoB, UCMO/Ib3yeMoe No ymondaHuto. Mpu oTkase
OCYLLEeCTBAAETCA MOUCK C/IeAyHOLLEero No NPUoOpUTETY cepsepa u3
crnucka.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MUH

OnTummnsnposaTb Bpems onpoca RADIUS-cepsepos, Koraa
HeKoTopble cepBepa HeAOCTYMNHbI. YcTaHaBAnBaeT BpeMa B
MWHYTaXx, UCMOJIb3yeMoe Mo YMOIYAHUIO, B TeYeHMEe KOTOPOro
HepoCTynHble cepBepa He byayT onpawmneaTtbes RADIUS-
K/IMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3agaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCNO/Ib30BaTbCA MO YMOJIYAHUIO B Ka4ecTBe agpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ypanute nHtepdeic yctpoicTsea.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

3agaTb MHTepdeic ycTpoiicTBa, IPv6-agpec KoToporo byaet
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOYHMKA
nepegasaemoro B coobuieHnsax npotokona RADIUS.

vian id} group: (1..48)

no radius-server host Ypanute nHtepdeic ycTpoicTea.

source-interface-ipvé

radius-server track track_id Co3zaTtb onepauuio Nepnuoamyeckoit NpoBepPKM AOCTYMHOCTM
[interval interval] [max-re- RADIUS-cepsepa.

tries retries] [timeout - track_id — Homep onepaumu;

timeout] [username track_id: (1..8); - interval — nHTepBan oTNPaBKM COOBLLEHUN;

username] [password pass-
word]

interval: (1..300)/5 c;
retries: (1..10)/3;
timeout: (1..300)/60 c;
username: (1..128)
cumsonos/radius-
tracker;
password: (1..128)
CMMBONOB/—

- retries — KOINMYECTBO NOMbITOK NPOBEPKK AocTynHocTu RADIUS-
cepsepa;
- timeout — nHTepBan, B Te4EHWE KOTOPOro HeAOCTYMNHble
cepBepa He byayT onpawmneatbes RADIUS-KAaneHTom
KOMMYyTaTopa;
- username — UMA NONb30BaATENA, UCNO/b3YIOLLEecA B
nepuoanYecKnx coobLueHmnax.
’ | MNposepka aocrynHoctn RADIUS-cepsepa npoucxoaur
H nocpeacrsom ornpasku Access-Request. MNonyyeHue
oTBeTHOro Access-Accept nnm Access-Reject
pacueHMBaeTca KaK AOCTyNHOCTb cepBepa. Ana RADIUS-
cepBepa Heobxoguma HacTpoiika deadtime.
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no radius-server track
track_id

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT pernctpaumm y4éTHbix 3anmcein Ha RADIUS-
cepsepe.

OTMeHUTb ucnonb3oBaHne UDP-nopTa 4na pernctpaumnm y4€THbIX
3anucei.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHoBuTb UDP-nopT AnA oTnpaBKM 3anpocoB Ha
AyTEHTUDUKALMIO YHETHBIX 3anncen.

OTmeHuTb ncnonb3osaHue UDP-nopTa Ana 3anpocos Ha
ayTeHTU MKALMIO YHETHBIX 3annCei.

radius server enable

no radius server enable

Bkatountb RADIUS-cepBep Ha KOmmyTaTope.

BbikntounTtb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3afaTb Ha3BaHWe ANA TPYNMbl CepBEpa U NepenTn B pexnm ee
KOHOUIypupoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XoXiX;
key: (1-128) cumBona

YCTaHOBUTb KAOY 4118 UCNoJIb30BaHKUA radius server.
default — Knto4 HasHavaeTca AN UCNO/Ib30BAHUA KIMEHTAMMU, HE
MMEIoLWMX onpeaeieHHOro Katoua.

YpanuTe Ko Ansa ucnonb3osaHusa radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo XX,

Mcnonb3osath 3awmdpoBaHHbIM KOY 4OCTYNa K cepBepy AN
KOHKPETHOrOo XocTa.

YaanuTb KAOY ANA MCNOJIb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BK/OUYNTb NOAAEPHKY trap-coobLieHni Ha coBbITUA YUETHBIX
3anucei.

OTKNOUNUTb NOAAEPKKY trap-coobweHni.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BKAOUMTD NOAAEPIKKY trap-coobLLEeHMI, OTODpaKatoLWmnx
pe3ynbTaT ayTeHTudMnKaLmm Ha RADIUS-cepsepe.
failure — cbo¥i npu nonbiTKe ayTeHTUUKaLNW.
success — ycrnewHo NpoiaeHHan ayTeHTUdMKaLmA.

OTKNOUUTB NOAAEPKKY trap-coobLLEHNIA.

radius server user
username username group
password pass

no radius server user
username username

Co3patb NO/Ib30BATENA M HA3HAYUTD A1 HErO FPynMy Ha cepeepe
C 334,aHHbIM NapoaeM UCMONb30BaHMA.

YpanuTb nonb3oBaTensa Ha cepeepe.

KomaHObI pexcuma KoHpu2ypuposaHusA radius server 2pynnol

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHus radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnnua 208 — KomaHgbl pexxuma KoHpurypumposaHua radius server-rpynnbi:

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeilicmeue

acl acl_name

no acl

acl_name: (1-32)
cumBona

Ha3HauuTb Mcnonb3oBaHWe yKasaHHoro ACL B JaHHoOM rpynne.

OTKNOUYNUTL MCNOob30BaHMeE yKasaHHoro ACL B JaHHOM rpynne.

allowed-time-range
range_name

no allowed-time-range

range_name: (1..32)
cumBona

Ha3sHauuTb nepuosa BpemeHu time-range Ha UCNONb30BaHMeE
rpynnbi.

OTKNOUUTB UCMO/Ib30BaHUe time-range Ha UCMOb30BaHWE
rpynnbi.

privilege-level level

level: (1-15)/1

Ha3HauuTb ypoBeHb NPUBUAErUIA, Ha KOTOPOM ByZeT UCMONHUMA
KOHbUTYpUpyemas rpynna.
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| no privilege-level I

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 209 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show radius-servers status

— Moka3satb cTatyc cepsepos RADIUS.

show radius-servers
tracking configuration

MoKa3aTb HAaCTPOMKM NepuoLUYEcKor NPOBEPKN AOCTYNHOCTM
cepsepos RADIUS.

show radius-servers [key]

0OT06pa3nTb NapameTpbl HacTpoliku RADIUS-cepBepoB (KomaHaa
[O0CTYMHA TONIbKO AN1A NPUBUAETMPOBAHHBIX NOb30BaTeNeln).

show radius server {statis-
tics | group | accounting |
configuration | rejected |
secret | user}

OTobpasnTb CTaTUCTMKY NpoTokona RADIUS, nidopmaumio o
nonb3oBatensax, KoHourypaumto RADIUS-cepeepa.

[pumepbl UC016308AHUS KOMAHO

= YCTaHOBWUTb r106anbHble 3HAYEHUA ANA NapaMeTPOB: MHTEPBA OXWUAAHMA OTBETA OT cepBepa — 5
CEeKyHZA, KonmnyecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOporo HeaoCTyn-
Hble cepBepa He 6yayT onpawmsatbca RADIUS-kKnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntod — secret. [Jo6asuTb B cnucok RADIUS-cepBep, pacnonoeHHblh Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa gns ayteHTMdMKaumm — 1645, KoAMYeCcTBO NOMNbITOK AOCTYNa K cepeepy

— 2.

console# configure

console (
console ( )
console (config)
console (config)
console (config)
2

config)# radius-server timeout 5

config) # radius-server retransmit 5

# radius-server deadtime 10

# radius-server key secret

# radius-server host 196.168.16.3 auth-port 1645 retransmit

= [lokasaTb NapameTpbl HacTponkn RADIUS-cepBepos.

console# show radius-servers

IP address Port

192.168.16.3 1645

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

Auth Acct

Time- Ret- Dead- Prio. Usage
Oout rans Time
Global 2 Global 0 all
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5.21.3 Npomokon TACACS+

Mpotokon TACACS+ obecneymMBaeT UEHTPANM30BaHHYIO cUcTeMy 0e30nacHOCTU Ans MNPOBEPKMU
Nnosib30BaTeNEN, NOAYYAIOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NoAafepKusas coBmectmumoctb ¢ RADIUS wm
ApyrMmum npoueccamu nposepku nogamHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneunmBaeTcs BO Bpemsa BXoga B cUCTEMY MO
MMeHaM Nob30oBaTes1el U onpeaeneHHbIM Nob30BaTENSIMM NAPOIAM.

— Authorization (asmopusayus). ObecneunBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBeplleHMs CceaHCa MPOBEPKU MNOLJMHHOCTM  3aMyCKaeTca CeaHC aBTopu3auuu ¢
MCMO/Nb30BaHNEM TMPOBEPEHHOTO MMEHW MO0/Ib30BaTeENA, TaKKe CepBEpPOM MpPOBepAlTCA
NpPUBUIErMM NONb30BaTENA.

KomaHObI pexcuma 2a06anb6Hol KOHu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabanua 210 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port]
[timeout timeout] [key
secret_key] [priority
priority] [vrf vrf_name]

encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority] [vrf vrf_name]

no tacacs-server host
{ip_address | hostname}
[vrf vrf_name]

hostname: (1..158)
CUMBO/I0B;
port: (0..65535)/49;
timeout: (1..30) c;
secret_key: (0..128)
CUMBO/I0B;
priority: (0..65535)/0;
vrf_name: (1..32)
CUMBOJI0B

[J06aBUTb YKasaHHbIV cepBep B CNMCOK ncnonblyembix TACACS
cepBsepos.

- ip_address — |P-appec TACACS-cepsepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B Ka)KZbli1 MOMEHT BPEMEHUN UMETb He
6o/blle ogHOro coegmMHeHnn ans obmeHa aaHHbimu ¢ TACACS-
cepsepom;

- port — Homep nopTa gna obmeHa AaHHbIMK ¢ TACACS-
cepsepom;

- timeout — MHTepBaN OXKMAAHUA OTBETA OT CepBepa;

- secret_key — ko4 gna ayteHTMOUKALMM U LindpoBaHUA
Bcero obmeHa aaHHbimM TACACS;

- priority — npuopwuTeT ncnonbzosaHuna TACACS-cepsepa (4em
HU¥Ke 3HaYeHue, TeM NpuopuTeTHee cepsep);

- encrypted — 3HayeHue secret_key B 3aluMppoOBaHHOM BUAE;
- vrf_name — vuMa BUPTYanbHOM 061aCcTU MapLIpyTU3aLmu.

B cnyyae oTcyTCcTBMA B KOMaHAe napaMeTpos timeout,
secret_key ana paHHoro TACACS-cepBepa MCNONb3yoTcA
3HaYeHWA, HaCTPOEHHbIE C MOMOLLbIO KOMaHA, YKa3aHHbIX
HUXKe.

YAanuTb yKasaHHbIV cepsep 13 cnucka ncnosbsyemoix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJIOB/MO YMONHYAHMIO
K/IlOY — MycTas CTPoKa

YCTaHOBUTb K/tOY, UCNONb3YEMBIN MO YMONYAHUIO, ANA
ayTeHTUdUKauMK 1 WndpoBaHUa Bcero obmeHa AaHHbIMU
TACACS mexay ycTpoincTtsom u okpykeHnem TACACS;

- encrypted — 3HaueHwue secret_key B 3alunMppoBaHHOM BUAE.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

YCTaHOBUTb 3Ha4YeHME N0 YMOJYAHMUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 ¢

YCTaHOBWUTb UHTEPBAJ OXUAAHWA OTBETA OT CEPBEPA,
MCMO/Ib3yeMblil N0 YMONYAHMIO.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.
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tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}
[vrf vrf_name]

no tacacs-server host
source-interface [vrf
vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48);
vrf_name: (1..32)
CUMBOJI0B

3agaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCNO/1b30BaTbCA MO YMOMYAHMIO B KAYeCTBe agpeca UCTOYHMKA
ana obmeHa coobueHnamu ¢ TACACS-cepsepom.

Ypanute nHtepdeic ycTpoicTea.

tacacs-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface [vrf
vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3apatb MHTepdeic ycTpolicTBa, IP-agpec KoToporo byaeT
MCNO/1b30BaTbCA MO YMOJIMAHUIO B Ka4YecTBe afpeca UCTOYHUKA
ons obmeHa coobweHnamm ¢ TACACS-cepeepom.

YpanuTb nHTepdeic ycTpolicTea.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

HacTtpouTb dpopmart nons port.
MUcnonb3ytoTcs cneaytowme WwWabnoHbl:
- %n — HOMep TeKyLLeln ceccuu;

- % % — cumson %.

Ypanute dopmat nons port.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnua 211 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show tacacs [ip_address |

host_name: (1..158)

OT06pasnTb HACTPOMKY M CTAaTUCTURY ana cepeepa TACACS+.

hostname] [vrf {vrf_name | CMMBO/OB; - ip_address — |P-appec TACACS+ cepBepa;
all}] vrf_name: (1..32) - hostname — ums cepsepa;

CUMBOJIOB - vrf_name — ums BMPTYyasibHOM 061aCTV MapLupyTU3aumm.
show tacacs key [vrf vrf_name: (1..32) OT06pa3unTb NapaMeTpbl HACTPOMKK tacacs-cepeepos
{vrf_name | all] CUMBOIOB )

5.21.4 NMpomokon ynpaeneHus cemoio (SNMP)

SNMP — TexHosorus, npusBaHHas obecrneunTb ynpaB/ieHWE W KOHTPOJIb Hag, YCTPOWCTBaMM U
NPUNOXKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasaswowen WHOOPMALMEN MeXay areHTamm,
PacnosOXKEeHHbIMU HA CETEBbIX YCTPOWCTBAX, U MeHeayKepaMu, Haxo4AWMMMUCA HA CTaHUMAX YNpaBAeHus.
SNMP onpepenseT ceTb Kak COBOKYMHOCTb CETEBbIX YMNPABAAIOWMX CTAaHUMIN U 3N1eMEHTOB CeTU (raBHble
MaLUMHBbI, W3bl U MapLpPyTU3aTOPbl, TEPMUHA/bHbIE CEpPBEpPbl), KOTOpble COBMECTHO obecneumsatoT
aAAMWUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YNPABAAOWMMM CTAaHUNAMM U CETEBLIMU areHTamu.
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KommyTaTopbl no3BOAAOT HacTpouTb paboty npotokona SNMP anAa yaaneHHOro MOHUTOPUHIA M
ynpaBaeHMA yCTPOMCTBOM. YCTPOICTBO NoaaepKuBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 212 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymMmon4yaHuo

Aelicmeue

snmp-server server

no snmp-server server

Nno YMOAYaHUIO
noagep Kka NpoToKona
SNMP oTkntoueHa

BkaounTb nogaepKy npotokona SNMP.

OTKOYNTL NoaAep KKy npoTokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ibv6_address | ipv6z_ad-
dress] [vrf vrf_name]

no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

community: (1..20)
CMMBOI0B;
encrypted_community
:(1..20) cumBonos;
dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XeXiX;
dopmart
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBO/I0B;
group_name: (1..30)
CMMBO/I0B
vrf-name: (1..32)
CMMBO/I0B

YCTaHOBWUTb 3HaYeHWe CTPOKM coobuiecTsa Ana obMeHa AaHHbIMU
no npotokony SNMP.

- community — cTpoKa coobuiectsa (naposb) Ans gocTtyna no
npotokony SNMP;

- encrypted — 3a4aTb CTPOKyY coobuiecTsa B 3aWNdpPoOBaHHOM
BUAE;

- ro — JOCTYN TONbKO A/ YTEHUS;

- rw — J0CTYN AN5 YTEHWUA U 3anucK;

- SuU — A0CTYN agMUHUCTPATOPA;

- view_name — onpegenset uma ana npasuna obospeHns SNMP,
KOTOPOE AO/KHO BbITb NpeABapUTeIbHO ONPeAENeHO C MOMOLLbIO
KOMaHApbl snmp-server view. OnpegenseT o6beKTbl, AOCTyMNHbIE
coobuiecTtsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec
YCTPOMCTBa;

- mask — macka agpeca IPv4, koTopas onpeaensier, Kakne 6uTbI
aflpeca MCTOYHMKA NaKeTa CPaBHMBAIOTCA C 3af,aHHbIM IP-agpecom;
- prefix_length — uncno 6UT, KOoTopble cocTaBnAoT npeduKe IPva-
agpeca;

- group_name — onpeaenseT UMA rpynnbl, KOTOPOE AOMKHO 6bITb
npesBapuTeNbHO ONpeaeNeHo C NOMOLLBIO KOMaHAbl Snmp-server
group. Onpegenset 06bEKTbI, LOCTYNHblE coobLLecTsy;

- vrf_name — uma 06,1acTV BUPTyasibHOM MapLLPyTMU3aL UK.

Yaanutb napameTpbl 415 CTPOKM coobluecTsa.
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snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3pgaTb MK pefakTMpoBaTb Npasuao ob6ospeHuns ana SNMP —
paspelatolLee NpaBunIo, MMHO orpaHMYMBalOLLEE CEPBEPY-
obospesatento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUAeE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/oYaTh B cebsa
3ape3epBUpOBaHHbIE CN0Ba, Hanpumep: system, dod). C nomowpto
cMMBONa * MOXKHO 0603HaUYUTL cemencTso nogaepesbes: 1.3.%.2);
- include — OID BkAtoyeHa B NpaBuao ana obo3peBaHus;

- exclude — OID nckntoueHa us npasuna gna 0603peBaHuUs.

Ypanute npasuno obosperHna gna SNMP.

snmp-server group
group_name {vl | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBONOB; Write_view:

(1..32) cumBonos

Co3gatb SNMP-rpynny nau tabanuy cootsetctauii SNMP-
nonb3oBatenen 1 npasua 06o3peHnit SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogens 6esonacHocTH;

- noauth, auth, priv — tun ayteHTMdumKaLmm, ucnonbyembii
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTUdPMKauun, auth —
ayTeHTUdMKaumMA 6e3 WwndpoBaHUs, priv — ayTeHTUDMKaUmA C
wudpoBaHuem);

- notify_view — umsa npasuna o603peHns, KOTOPoOMy paspeLleHO
onpeaenatb coobweHna SNMP-areHTa — inform u trap;

- read_view — nms npasuna o603peHns, KOTOPOMy paspeLleHo
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaToOpPa;

- write_view — vma npasuna 0603peHnsn, KOTOPOMy paspeLleHo
BBOAWTb AaHHblE U KOHOUIYpMpoBaTb coaepkmmoe SNMP-areHTa
KomMMyTaTopa.

Yaanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_namel]}

no snmp-server user
user_name {v1 | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B
vrf-name: (1..32)
CUMBOJI0B

Co3gatb SNMPv3-nonb3oBaTensa.

- user_name — UMs No/b30BaTeNs;

- group_name — VM rpynnbl;

- vrf_name — uma 06,1acTV BUPTyasibHOM MApLLPyTMU3aL N,

Yaannte SNMPv3-nonb3osartens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CMMBOJI0B

Co3paaTb AW pefakTMpoBaTb Npasnao SNMP-ounbTpa, KoTopoe
nossosfaet ¢punbTposath inform u trap-coobuieHus, nepesasaembie
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — npeHTndUMKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, moKeT BK/oYaTh B ceba
3apesepBupoBaHHbIe €/10Ba, Hanpumep: system, dod. C nomoubto
cMMBONA * MOXHO 0603HaUMTL cCemelicTBO Nopaepesbes: 1.3.%.2);
- include — OID BkAtoYeHa B NpaBuIo GUAbTPaLUN;

- exclude — OID nckntoyeHa 13 npasuna GuUAbTPaL K.

Ypanute npasuno SNMP-punbtpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1] 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CMMBO/IOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJI0B;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CMMBOJI0B

OnpeaennTb HAaCTPOIKKM A1A Nnepesayn coobweHnin ysegomneHms
inform n trap SNMP-cepBepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepeaaym
coobuieHmnit yBegomneHus;

- username — uma nosb3osBatena SNMPv3 ana ayteHTuduKaumm;

- version — onpegenaT Tun coobuiexunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3blBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NAKETa;

- priv — yKa3bIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuos, OXKMAAHUA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegavent coobueHuii inform;

- retries — KO/IM4ECTBO NOMbITOK Nepeaayn coobueHni inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA;

-vrf_name — nmsa 061acTv BUPTyabHOM MapLIpyTU3aLMK.

Y[anuTb HaCTPOMKKM o5 nepesadm cCoobLeHnn yBeoMNEeHNs
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CMMBO/10B

Co3gaTtb naeHTudukaTop nokanbHoro SNMP-ycTpoiicTea —
enginelD.

- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHWM gaHHOWM HAacTponku engine ID
byLeT aBTOMaTUYECKM CO34aH Ha ocHoBe MAC-aspeca ycTpoicTsa.

Ypanute naeHtnoukatop nokanbHoro SNMP-ycTporictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [vrf vrf_name ]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CMMBOJI0B

3apaTb MHTepdeic ycTpolicTBa, IP-agpec KoToporo byaeT
MCNO/Ib30BaTbCA MO YMONYAHUIO B KAYeCTBe apeca UCTOYHMKA ANS
obmeHa coobueHnammn ¢ SNMP-cepsepom.

- vrf_name — onpegenaeT uma 061acT BUPTYaNbHOM
MapLIpyTU3aLmUU.

Yaanutb nHTepdeic yctpolicrsa.

snmp-server
source-interface-ipvé {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3apatb MHTepdeic ycTpolicTa, IPv6-aapec kKoToporo byaer
MCNO/1b30BaTbCA MO YMONYAHMIO B KaUecTBe agpeca UCTOUYHMKA ANA
obmeHa coobueHnamm ¢ SNMP-cepsepom.

Yaanutb nHTepdeic yctpolicrsa.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}
engineid_string [vrf
vrf_name]

no snmp-server enginelD
remote {ipv4_address |
ipv6_address | hostname}
[vrf vrf_name]

hostname: (1..158)
CUMBOJIOB;
engineid_string: (5..32)
CMMBOJIOB;
vrf-name: (1..32)
CUMBOJI0B

Co3pgaTb naeHtTUdMKaTop yganeHHoro SNMP-ycTpoiictBa — engine
ID.

- engineid_string — npeHTudmKatop SNMP-ycTpoicTBa;

- vrf_name — vma obnacTv BUPTYanbHOM MapLLpyTU3aLUN.

Ypanute nageHtnoukatop yaaneHHoro SNMP-ycTpoiictBa — engine
ID.
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snmp-server enable traps

BkatounTb nogaepxky SNMP trap-coobLueHuit.

no snmp-server enable —/BKNOYEHO OTkAtouNTL NoasepkKy SNMP trap-coobuieHui.
traps
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii npu HeygauHom
authentication nonbITKe ayTeHTUGUKaL M.

—/BKAKOYEHO —
no snmp-server enable OTKAt0UNTL 0TNPaBKy SNMP trap-coobLieHuit.
traps authentication
snmp-server enable traps Bktountb otnpaBky SNMP trap-coobuieHnii:
[erps | link-status] - erps npotoKona ERPS;

- link-status — cocToAHUA NHTepdENCHbIX IMHKOB.

—/BKAIOYEHO —
no snmp-server enable OTKAtounNTbL oTNpaBky SNMP trap-coobueHuii:
traps [erps | link-status] - erps npotoKkona ERPS;

- link-status — cocTosHMA UHTEPENCHBIX TMHKOB.
snmp-server enable traps Bkntountb oTnpaBky SNMP trap-coobuieHunit npu n3ameHeHuu
flex-link —/ BKNIOYEHO coctoaHua napsl flex-link nHtepdeliicos.
no snmp-server enable OTkAtounTL oTNpaBky SNMP trap coobueHunii npu smeHeHUK
traps flex-link coctoaHuA napsl flex-link-nHtepdeiicos.
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit npu U3sMeHeHUn B
mac-notification change Tabauue nsydeHHbix MAC-agpecos.
no snmp-server enable —/oTKAto4eHo OTKAtoUNTL oTNpaBky SNMP trap-coobueHunit Nnpu N3MeHeHUn B
traps mac-notification Tabavue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii npyu o6HapyeHnn
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BKJ/IlO4EHO OTKAtounTb oTnpaBky SNMP trap-coobuieHunii npu o6Hapy»KeHumn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit npotokona OSPF.
ospf

—/BKAtOYEHO "
no snmp-server enable OTkAtounTb oTNpaBky SNMP trap-coobueHuii.
traps ospf
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTKNtounTbL oTNpaBky SNMP trap-coobLyeHuit.
traps ipv6 ospf
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHmnit npu AOCTUREHUM
dhcp-snooping limit clients npeaenbHOro KoAnYecTsa noakatoveHHbix DHCP-KknveHTOB.
no snmp-server enable —/oTKAIo4eHo OTKAtounTb oTnpaBky SNMP trap-coobLueHuit.
traps dhcp-snooping limit
clients
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunit Ha permcTpaumio
transceiver-alarm cobbITMA 3meHeHu napameTtpos SFP ¢ DDM.

CocrosiHMe cuuTbiBaeTcA pa3 B 60 cekyHa. Moxxer

—/oTkntoueHo V npuHumartb 3HaueHua W — Warning, E — Error, OK.
no snmp-server enable YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
traps transceiver-alarm
snmp-server trap PaspewunTb NepenaBatb co0bLEHMA trap-cepBepy, KOTOPbIV He
authentication npowen ayTeHTUPUKaumio.

—/paspelseHo -
no snmp-server trap 3anpeTuTb NepeaasaTb cO0bLLEHMA trap-cepBepy, KOTOPbINA He
authentication npowen ayTeHTUPUKauuio.
snmp-server contact text text: (1..160) OnpeaennTb KOHTaKTHYO MHGOPMALLMIO YCTPOMICTBA.
no snmp-server contact CMMBOJ10B YAanuTb KOHTaKTHYIO MHOOPMaLMIO YCTPOMCTBA.
snmp-server location text text: (1..160) Onpeaennts MHGOPMALLMIO O MECTOMONOKEHWM YCTPOMCTBA.
no snmp-server location CMMBO/10B Yaanute MHGOPMaLMIO O MECTOMONOXKEHMM YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goMKHbI
33/aBaTbCA B
COOTBETCTBUM CO
cneundukaumen

YCTaHOBWTb 3HaYEHMA NepemeHHbIX B 6ase gaHHbIx MIB
KOMMyTaTopa.

- variable_name — vms nepemeHHoW;

- name, value — napbl COOTBETCTBMIN UMA — 3HAYeHMe.
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snmp-server enable traps
cpu notification

BkatounTb oTnpaBky SNMP trap-coobuieHmit o cpabaTtbiBaHUm
nopora 3arpy3sku CPU.

—/OTKAIO4EHO —
no snmp-server enable OTKAtOUNTL 0TNPaBry SNMP trap-coobueHuii o cpabaTbiBaHUm
traps cpu notification nopora 3arpy3sku CPU.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o0 BOCCTaHOBAEHUMN
cpu recovery-notification nopora 3arpysku CPU.
no snmp-server enable —/oTKAto4eHo OTKAtounTL oTNpaBky SNMP trap-coobuyeHunii 0 BOCCTaHOBEHWUM
traps cpu recovery- nopora 3arpy3km CPU.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabaTtbiBaHUM
memory notification nopora gna o6vema csoboaHoro mecta 8 RAM.
no snmp-server enable [oTHnioseHo OTKAt0UNTL 0TNPaBky SNMP trap-coobuieHuii o cpabaTbiBaHMm
traps memory notification nopora gna o6vema cBoboaHoro mecta 8 RAM.
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUM
memory recovery- nopora gna obvema cBobogHoro mecta 8 RAM.
notification

—/OTKAIOYEHO
no snmp-server enable OTkAtouNTL 0TNpaBky SNMP trap-coobueHunii 0 BOCCTaHOB/IEHWUM
traps memory recovery- nopora gna obvema cBobogHoro mecta 8 RAM.
notification
snmp-server enable traps Bkntountb oTnpaBky SNMP trap-coobuieHunit o cpabaTtbiBaHum
sensor notification nopora gns 3Ha4YeHUA AaTYMKOB.

—/OTK/IIO4EHO —
no snmp-server enable OTkAtounTL oTNpaBky SNMP trap-coobueHunii o cpabaTbiBaHnK
traps sensor notification nopora g/18 3Ha4eHna AaTYNKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o BocCTaHOBAEHUN
sensor recovery- nopora AN 3Ha4yeHuA JaTYNKOB.
notification

—/OTK/IIOYEHO —
no snmp-server enable OTKAouNTb oTnpaBky SNMP trap-coobuieHmnii 0 BOCCTaHOBAEHUN
traps sensor recovery- nopora AN 3Ha4yeHuA JaTYNKOB.
notification
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuit o cpabaTtbiBaHUm
storage notification nopora gas o6bema cB0O60AHOIrO MecTa Ha BCTPOEHHOM dnelu-

namaATu.

—/OTK/IIO4EHO —
no snmp-server enable OTKNtounTbL oTnpaBky SNMP trap-coobueHuii o cpabaTbiBaHUK
traps storage notification nopora gas o6bema cB0O60AHOTrO MecTa Ha BCTPOEHHOM delwu-

namaATu.

snmp-server enable traps BkatounTb oTnpasky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUM
storage recovery- nopora ana obbema cB0OH60AHOIroO MecTa Ha BCTPOEHHOM daelwu-
notification namsTu.

—/oTKAO4YEHO

no snmp-server enable
traps storage recovery-
notification

OTKAtounTL oTnpaBky SNMP trap-coobuyeHunii 0 BOCCTaHOB/IEHWUM
nopora ana o6bema cB0O60AHOr0 MecTa Ha BCTPOEHHOM dneLu-
namaATu.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBO/IOB;

MN3meHUTb 3Ha4eHue nons sysDescr ana sHewHero SNMP-3anpoca.

BepHyTb 3HaYeHWe No ymonyaxuio nons sysDescr.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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DHELTEX

Tabanua 213 — KomaHgbl pexxuma KoHpurypaunm nHtepoeliica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro
snmp trap link-status Bratountb oTnpaBrky SNMP trap-coobLeHnii npu U3meHeHUn
COCTOAHUA HacTPaMBaeMoro nopTa.
—/BK/IIOYEHO

no snmp trap link-status BbIkMounTb 0TNpaBky SNMP trap-coobuieHunii Npu 3smeHeHnmn
COCTOAHMA HacTpaMBaemMoro nopTa.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 214 — KomaHgb! pexuma privileged EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
show snmp — Mokasatb ctaTyc SNMP-coeguHeHUN.
show snmp enginelD _ MokasaTb naeHTudmnKaTop nokanbHoro SNMP-ycTpoictea —
enginelD.
show snmp views view_name: (1..30) MokasaTb npasuia ob6o3peHna SNMP.
[view_name] CMMBO/IOB
show snmp groups group_name: (1..30) Mokaszatb SNMP-rpynnbi.
[group_name] CMMBO/I0B
show snmp filters filter_name: (1..30) Moka3aTb SNMP-ounbTpbI.
[filter_name] CMMBOIOB
show snmp users user_name: (1..30) Mokasatb SNMP-nonb3oBateneu.
[user_name] CMMBONOB
show snmp vrf {name | all} VRF name: (1..32) MokasaTtb HacTpolikn SNMP ansa ykasaHHoro VRF.
CMMBONOB

5.21.5 Mpomokon yoanéHHo2o0 MoHUmopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sABnfeTca pacwumpeHvem npoTtokona SNMP, nossonas
npenocTaBuTb 6o/ee WMPOKME BO3MOXKHOCTM KOHTPOAIA ceTeBoro Tpadmka. Otanune RMON ot SNMP coctout
B XapakTepe cobupaemoli MHpopmaLmm — aaHHble cobupaemble RMON B nepByto oyepenb XapaKTepusyoTt

Tpaduk mexKay ysnamm cetn. MHbopmauma, cobpaHHaa areHTOM, NepesaeTcsa B NPUAONKEHWE ynpaBaeHnn
ceTblo.

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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HELTEX

Tabanua 215 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CMMBO/I0B;
name: cTpoka

HacTpouTb cobbITHsA, MCNOoIb3yemble B CUCTEME YAaNEHHOTO
MOHUTOpPUHra.

- index — nHaeKkc cobbiTus;

- type — TN yBeJOMNEHUSA, FeHEPUPYEMOTO YCTPOWCTBOM NO
3TOMY CObbITHIO:

none — He reHepuMpoBaTb YBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabnuue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue n otcbinatb SNMP
trap;

- com_text — cTpoka coobuwectsa SNMP ansa nepecbinku trap;
- desc_text — onucaHue cobbliTus;

- name — “ms cosgatens cobbiTua.

Ypanutb cobbiTve, UCNOoNb3yeMoe B CUCTEME YAANEHHOMo
MOHUTOPUHTa.

rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KOppeKTHbIl OID;
interval:
(1..2147483647) c;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTPoKa

HacTpouTb ycioBua BblAaum aBapuitHbIX CUTHaN0B.

- index — HAEKC aBapUMHOro cobbITus;

- mib_object_id — naeHTUdMKaTOp NepemeHHOMN YacTu ob6beKTa
OID;

- interval — vHTepBan, B Te4eHWe KOTOPOTro AaHHble 0TbMpatoTca
M CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHULAMK;

- rthreshold — BocxogAwan rpaHMLa;

- fthreshold — HucxoaAwWwan rpaHnLa;

- revent — UHAEKC COObLITUA, KOTOPOE UCMONb3YeTCA Npu
nepecevyeHMm BOCXO4ALLEN TPaHULbI;

- fevent — vHAEKC COBLITUA, KOTOPOE UCMONL3YETCA NPU
nepecevyeHnn HUCXoaALLEel rpaHuLbl;

- type — meTog, 0TOopa yKa3aHHbIX NepeMeHHbIX M noacyeta
3HaYeHuA ANA CPaBHEHMA C rpaHULAMK:

MeTog, absolute — abcontoTHoe 3HauYeHUe BbIGpaHHOWM
nepemeHHoM 6yaeT CPaBHEHO C rpaHULLEN HA KOHLEe
nccnesyemoro MHTepBana;

MeTog, delta — 3HauyeHune BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuUa byaeT cpaBHEHa C rpaHuLamMu (pasHuua mexay
3HaYeHMAMM NepemMeHHOM B KOHLE W B HaYaie KOHTPOJIbHOTO
MHTepBana);

- startup — MHCTPYKLMA ANA reHepaumm cobbiTuii Ha Nnepsom
KOHTPOJIbHOM UHTepBane. OnpeaenaeT NpaBua reHepaumm
aBapUMHbIX COBbITUI ANA NepPBOro KOHTPONbHOIO UHTEPBANA
nyTem cpaBHeHWA OTOHBPaHHOM NepemeHHOoM ¢ oaHOM, 60O
06enMmu rpaHuLamm:

- rising — reHep1poBaTb eANHNYHOE aBapuinHoe cobbiThe no
BOCXOAALLEN rPaHuLLE, €CIM 3HAYeHMe 0TOBpaHHOM NnepemeHHoM
Ha NepBOM KOHTPO/JIbHOM MHTepBane 6onblue 1M60 pPaBHO 3TOM
rpaHuLe;

- falling — reHepupoBaTtb egMHUYHOE aBapuiiHOe cobbiThe No
HUCXOAALLEN TPaHMLEe, eC/M 3HaYeHNe OTOBpPaHHOW NepeMeHHOoM
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLUe AMH0 paBHO 3TOM
rpaHuLe;

- rising-falling — reHepupoBaTtb egMHMYHOE aBapuiiHoe cobbiTne
MO BOCXOZALLEN M/UAKN HACXOAALLEN rPAHMLLE, €CW 3HAYeHMe
0TOb6pPaHHOW NepemMeHHOM Ha NepPBOM KOHTPO/IbHOM UHTepBane
60blue NMMB6O paBHO BOCXOAALLEN rpaHuLLE M/Wan meHblue Ao
PaBHO HUCXOAALLEN TPAHULLE;

- owner — UMs co3gaTens aBapuinHoro cobbITUA.

YAanuTb ycnoBue BblAauu aBapuiiHbIX COBbITUIA.
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rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3agaTb MakcMManbHblit pasmep RMON-Tabauy,
- history — makcumanbHoe KonnyecTBo CTPOK B Tabnuue
ncropuu;
- log — MmakcMmanbHOE KONMYECTBO CTPOK B Tabsimue 3anucen.
3HayeHMe BCTYNUT B CWIY TONIbKO nocie nepesa-
H rpy3Ku ycTpoiictea.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypaummn nHtepdeica Ethernet, nHrepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabnunua 216 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 ¢

Bk/tounTL GOopMMpOBaHME UCTOPUM MO FPYyNNam CTaTUCTUKKN AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTrA.

- index — vHpekc Tpebyemow rpynnbl CTaTUCTUKK;

- name — Bnagenew, rpynnbl CTaTUCTUKK;

- bucket_num — 3Ha4eHue, accoLMMpPyemMOe C KOIMYECTBOM
Aveek Ana cbopa UCTopuK NO rpynne CTaTUCTUKK;

- interval — nepuopg, onpoca gna GopmMMpoBaHUA UCTOPUM.

BbIKNOYUTL HOPMUPOBAHUME UCTOPMM NO FPYNNam CTaTUCTUKU ANA
6a3bl AaHHbIX (MIB) yAaneHHOro MOHUTOPUHTa.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 217 — KomaHgb! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cTaTUCTUKY MHTepdelica Ethernet, anbo rpynnbl
NopTOB, MCMOb3yeMYI0 A4/1A YA3ANEHHOTO MOHUTOPUHTa.

OT06pasnTb MHGOPMALMIO NO 3anpallnBaemMbIM rpynnam
CTaTUCTUKM.
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show rmon history index MokasaTtb uctoputo Ethernet ctatuctukn RMON.

{throughput | errors | - index — 3anpolueHHan rpynna cTaTUCTUKK;

other} [period period] - throughput — nokasbiBaeT cHeTYMKMN NPOU3BOAUTENBHOCTU
index: (1..65535); (nponyckHoM cnocobHoCTK);

period: (1..2147483647) ¢ | - errors — NOKa3blBaeT CYETYMKM OLIMOOK;
- other — nokasbiBaeT cyeTYMKM 06PbLIBOB M KONNU3UIA;
- period — NoOKa3blBaeT MCTOPMIO 33 3aNPOLLEHHbIN Nepuog,

BPEMEHMU.
show rmon alarm-table — MokasaTb CBOAHYIO TabaunLy aBapuiiHbIX COBBITUIA.
show rmon alarm index MoKasaTb KOHPUIypaLLMIO HACTPOMKM aBapUINHbIX COOLITUIA.

index: (1..65535
index: ( ) - index — MHAEKC aBapuitHOro COBbITUA.

show rmon events — MokasaTtb Tabamuy cobbiTUin yaaneHHoro moHmTopmHra RMON.

show rmon log [index] index: (0..65535)

- index — vHAEKc cobbiTuA.

MokasaTb Tabanuy 3anucent yaaneHHoro MoHmTopuHra RMON.

[pumepbl 8bIN0AHEHUS KOMAHO

= [loKasaTb cTaTUCTUKY 10 nHTepodeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: O

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnuya 218 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Dropped KonnuectBo 3a4eTEKTUPOBAHHbIX COObITUIA, KOTAa NAaKeTbl OblIN OTOPOLLEHDI.

Octets KonnyectBo 6alT AaHHbIX (BKAtOYana GaliTbl NAOXMX NAKETOB), NMPUHATLIX M3 ceTu (MCKAovas
bpeiimosble BUTbI, HO BKNtOYAs BUTbI KOHTPOIbHOM CyMMbI).

Packets KomuecTBo NpMHATLIX NAKeTOB (BK/tOYan Na0XMe, LUIMPOKOBeLLaTe/IbHblE 1 MHOTOaApecHble Na-
KeTbl).

Broadcast Konnyectso NpUHATBIX LUMPOKOBELLATEbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).

Multicast KonmyecTBo NPUHATLIX MHOrOAAPECHbIX MAKETOB (TONbKO KOPPEKTHbIE NaKeTbl).

KonnuyectBo NPUHATLIX NAKETOB AANHOM OT 64 A0 1518 6aiT BKAOUMTENBHO, UMEIOLWUNX HEBEp-
CRC Align Errors HYH KOHTPOJIbHYIO CyMMY 60 C Le/ibiM YMCAOM BaliT (OLIMBKM NPOBEPKU KOHTPONBLHOMN CYyMMbI
— FCS), nnbo ¢ Heuenbim Yncnom 6aiiT (oWwmnbKM BbipaBHMBaHMA — Alignment).

Collisions OueHKa Konmyectsa KONAn3uiA Ha aHHom Ethernet-cermeHTe.

KonmuectBo NpuHATLIX MAKeTOB A/MHOW MeHblle 64 6aiT (McKntovas dperimosblie 6UTbI, HO

Undersize Pkts N
BKJ/1t0YaA BUTbI KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO CHOPMMPOBAHHBIX.

KonmMuecTBo NpUHATLIX MNaKeToB AANHOM 6onblue 1518 6aiT (McKatovan dpelrimoBble 6UTbI, HO

Oversize Pkts o
BKNOYaA BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBU/bHO CHOPMUPOBAHHDIX.

KonmuectBo NpuHATLIX MAKeTOB AAMHOMW MeHblle 64 6aiT (McKntovas dperimosblie 6UTbI, HO
BK/It0Yas BUTbI KOHTPOIBHOWM CYMMbI), UMEIOLLIMX HEBEPHYHO KOHTPO/bHYIO CYMMY SIMBO C LiesibiM
yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS), 1Mb60 C HeuenbiM Yucaom 6ant
(owmnbKM BbIpaBHMBaHMA — Alignment).

Fragments
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KonnuyectBo NpUMHATLIX NakeToB ganHOM 6osbwe 1518 6aiT (Mcknoyas dpelrimoBble 6UTbI, HO
BKJ/1t0YaA BUTbI KOHTPO/IbHOWM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY AN60 C LesibiM

Jabbers . . o
yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHOW cymmbl — FCS), n1Mbo C HeuenbiMm Yyncaom 6ant
(owwnbKM BbipaBHMBaHUA — Alignment).

64 Octet KonnuecTBo NpUHATLIX NAKETOB (BKOYas NAoOXuMe NakeTbl) ANMHOM 64 6aliTa (Mckntovyan dpeit-

MOBbl€ 6UTbl, HO BKtOYas BUTbI KOHTPOIbHOW CYyMMbl).

65 to 127 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/IOYasA NAOXMe MakeTbl) AANHON oT 65 oo 127 6alT BKAOUU-
TeNIbHO (MCKAoYasa ¢ppermoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIBHOM CYMMbI).

128 to 255 Octets

Ko/imuecTBo NpMHATLIX NAKEeTOB (BKAKOYAA NAOXME NaKeTbl) ANMHOW OT 128 no 255 6alAT BKAOUK-
TeNbHO (MCKAoYasa ¢permoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIBHOM CYMMbI).

256 to 511 Octets

Ko/imuecTBo NpMHATLIX NAKETOB (BKAKOYAA NAOXME NAaKeTbl) ANMHOW OT 256 fo 511 6alAT BKAOUK-
TeNbHO (MCKNtoYasa pperimoBble BUTbLI, HO BKAKOYAnA BUTbI KOHTPOIbHOM CYMMbl).

512 to 1023 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/IOYasA NA0OXMe NakeTbl) ganHon ot 512 ao 1023 6ainT BKAtO-
yuTeNbHO (McKkNtoYaa dpeirmoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOILHOM CYMMbI).

1024 to 1518 Octets

Ko/imuecTBo NpMHATLIX NAKeTOB (BKAKOYAsA NAOXME NaKeTbl) AnnHon ot 1024 ao 1518 6aiiT BKAto-
yuTenbHO (McKkNoYaa dpermoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOILHOM CYMMbI).

= [loKasaTb MHGOPMALMIO NO rpynnam CTaTUCTUKK g1a nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnnua 219 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO UAEHTUOULMPYIOLLMIA 3aMKUCh.
Interface Ethernet-uHTtepdeiic, Ha KOTopom 3anyLeH onpoc.
Interval MHTepBan B CEKyHAAX MEXAY ONpocamu.

Requested Samples

3aI'IpOLLIeHHOG KO/INYeCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHOo.

Granted Samples

PaspelweHHoe (OCTaBLIeecs) KOIMYECTBO OTCYETOB, KOTOPOE MOMKET BbiTb COXPAaHEHO.

Owner

Bnagenew, AaHHOW 3anumcu.

- lMoKasaTb cHeTYMKMU ﬂpOﬂyCKHOﬁ CNocobHoCTH Ana rpynnbl CTaTUCTUKU 1:

console# show rmon history 1 throughput

Sample set:

MES
Interval: 1800

1 Owner:

Interface: giO/1

Requested samples: 50 Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
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Tabanuya 220 — OnucaHue pe3ynbTaTos

MNapamemp OnucaHue

Time [ata n Bpemsa co3gaHua 3anucu.

Octets KonnuectBo 6anT AaHHbIX (BKAKOYAn 6aiTbl N10XMX NAKETOB) NPUHATbLIX U3 CETU (MCKAtoYan dpeit-
MOBble 6UTbI, HO BK/ItO4asi BUTbI KOHTPOJILHOW CyMMbl).

packets Ko/iMyecTBo NPUHATLIX NAaKeTOB (BK/tOYas NAoXue NakeTbl) B TeyeHue nepuoda popmmpoBaHus
3anucu.

Broadcast KonmyectBo NPMHATLIX XOPOLUMX MAKETOB B TeyeHMe nepnoga GopmnpoBaHUA 3anucy Hanpas-
JIEHHbIX Ha WMPOKOBeLaTebHble agpeca.

Multicast Ko/iMuecTBo NPMHATLIX XOPOLUMX MAKeTOB B TedeHue nepnoaa GopmnpoBaHUs 3anncy Hanpas-
JIEHHbIX HAa MHOFOaApecHble agpeca.
OugeHKa cpefHel NponycKHOM cnocobHOCTM GU3NYECKOro YPOBHA Ha AaHHOM UHTepdelice B Te-

Utilization YyeHue nepmoaa popmmpoBaHusa 3anucK. NMponyckHaa cnocobHOCTb OLEHNBAETCA BE/IMYMHOM A0
TbICAYHOM NPOLLEHTa.
KonnuyectBo NpuHATLIX B TedeHMe nepuoaa GopmMMpoBaHMA 3anMCcU NAKETOB AJIMHON OT 64 fo

CRC Align 1518 6anT BKAOUYUTENBHO, UMEIOWMNX HEBEPHYIO KOHTPOJIbHYIO CyMMYy N6BO C LEeNbiIM YNCOM
6aliT (OLWMBKM NPOBEPKM KOHTPOABbHOW cymmMbl — FCS), b0 ¢ HeuenbiMm Ynuciom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).

Collisions OueHKa KoIMYecTBa KOM3NIA Ha gaHHoM Ethernet-cermeHTe B TeyeHue nepuoga popmmnposa-

HUA 3anuncu.

Undersize Pkts

KonnyectBo NpuHATLIX B TeueHMe neproaa GopMUpPOBaHMA 3aNnUCKh NAKETOB A/ IMHOW MeHbLue 64
6anT (UckNtovaa dpeitmoBble BUTLI, HO BK/OYAA BUTbI KOHTPOJIBHOW CyMMbl), HO B OCTa/lbHOM
nNpaBuIbHO CHOPMMUPOBAHHDIX.

Oversize Pkts

KonnMuecTBo MPUHATLIX B TeyeHue nepuoda GopMmMpPOBaHMA 3aMMUCK NaKeTOB A/IMHON 6onblue
1518 6auT (Mckntovan dpelrimosble BUTLI, HO BKAtOYAA BUTbI KOHTPOIBHOM CYMMbI), HO B OCTa/lb-
HOM NpPaBuAbHO CHOPMUPOBAHHDIX.

Fragments

KonunuectBo NpuHATbLIX B TeyeHWe neprmoga GopMMpoBaHMA 3aMMCK NaKeToB AJIMHOM MeHblue 64
6alT (McKNtoYas ppeitmoBble BUTLI, HO BKAOYAA BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLMX HeBep-
HYIO KOHTPOJIbHYIO CyMMY IM60 C LLeIbIM Yncom 6aliT (OWNMBKM NPOBEPKMU KOHTPONLHOM CyMMbI
— FCS), "nbo ¢ Heuenbim Yncnom 6aiT (oW mMbKKM BbipaBHMBaHUA — Alignment).

Jabbers

Konnyectso NpuHATbIX B TeyeHMe nepuoaa GopmMUpoBaHMA 3anvcKh NaKeToB A/MHOW 6osblue
1518 6aiT (Uckntoyan dperimosble 6UTbI, HO BKAKOYAA BUTbI KOHTPOLHOW CYMMbI), MMEIOLLLUX
HEBEPHYIO KOHTPOJIbHYIO CyMMY IMBO C LLeIbiM YnMciom 6aiT (OWMOKM NPOBEPKN KOHTPONLHOWM
cymmbl — FCS), 1Mbo ¢ HeuenbiMm Yncnom 6anT (ownbkm BoipaBHMBaHMA — Alignment).

Dropped

KonmuecTBo 3a1eTeKTUPOBAHHbIX COBbLITUI, KOTAa NakeTbl 6blM OTOPOLLEHDI B TEYEHWE NEpMOAa
bopmuposaHua 3anucu.

- MokasaTtb CBO4HYHO Ta6ﬂMLI,y CUrHanoB TPEBOTU:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabanuya 221 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue
Index MHAeKC, YHUKaNbHO MAEeHTUOULMPYIOLWKIA 3aNUCh.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTenb, CO34aBLUMIA 3aNUCh.

= [loKasaTb KOHPUrypaLmio aBapuiiHbIX CObbITUI C MHAEeKCcOM 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000

Tabnuua 222 — OnuncaHune pesybTaToB

Mapamemp

OnucaHue

OoID

OID KOHTpO/IMpyeMoW NepeMeHHOM.

Last Sample Value

3HaueHWe nepeMeHHON Ha NociesHEeM KOHTPOIbHOM MHTepBane. Ecan meTog oTbopa nepemeH-
Hbix absolute — To 3T0 abcontoTHOE 3HaYeHne nepemeHHoMn, eciv delta — pasHuULa mexay 3Ha-
YEeHUAMU NepeMeHHOM B KOHLLE M B HaYasie KOHTPO/IbHOro MHTepBana.

Interval

MNHTepBan B CeKyHOAX, B Te4eHMe KOTOPOro AaHHble OT6Mpa}0TCﬂ M CpaBHUBAIOTCA C BerHeVI n
HUKHEW rpaHnULamu.

Sample Type

MeTopg, oTbopa yKaszaHHbIX NepeMeHHbIX U MoAcYeTa 3HaUYeHUA ANA CPaBHEHUA C rpaHML,aMmu. Me-
Topg, absolute — abcontoTHoe 3HayeHMe BbIGpaHHOW NepemeHHoW byeT CpaBHEHO C rpaHuLLen
Ha KOHLe uccnegyemoro vHTepsana. Metog, delta — 3HayeHue BbIGpaHHOW NnepemeHHON npwu
nocnesHem ot6ope ByAeT BbIUTEHO U3 TEKYLLLETO 3HAaYEHUA, U pasHULLA ByeT CpaBHEHA C rpaHu-
LamMu (pasHuLa MeXay 3HaYeHUSMU NepemMeHHON B KOHLE W B Hayane KOHTPOJIbHOrO WMHTep-
Bana).

Startup Alarm

MHCTPYKUMA ANA reHepaumu cobbiTMil Ha NepBoM KOHTPONbHOM UHTepBane. Onpeaenser npa-
BW/Ia reHepaLMm aBapuitHbIX COBbITUIA ANA NePBOro KOHTPOJIBHOTO UHTEPBAIa NyTEM CPaBHEHMA
0TO6paHHOM NepemeHHoM ¢ ogHON, IMB0o 0benmm rpaHULLaMK.

rising — reHepMpoBaTb eaNHUYHOE aBapuitHoe cobbITUE NO BOCXOAALLEN rpaHuLEe, eciv 3Have-
HWe oTobpaHHOW NepemeHHOlM Ha NepBOM KOHTPOAbHOM WHTepBane 6onblue AMbo paBHO 3TOM
rpaHuLe.

falling — reHepupoBaTb eaANHUYHOE aBapUINHOE CObbITUE MO HUCXOAALLEN FPaHULE, ECIN 3HAYe-
HWe 0TOB6paHHO NepemeHHOW Ha NepPBOM KOHTPOJ/IbHOM UHTepBase MeHblle 60 paBHO 3ToW
rpaHuue.

rising-falling — reHepupoBaTb eguHMYHOE aBapuitHoe cobbITHE NO BOCXOAALLEN U/UAN HUCXO-
AALLel rpaHnLE, ecnm 3HaYeHne 0ToBpaHHOW NepemMeHHON Ha MePBOM KOHTPO/IbHOM MHTEPBane
6onblie MM60 pPaBHO BOCXOAALLEN rpaHuLE, U/UAn MeHblue B0 PaBHO HUCXOAALLEN rpaHuLe.

Rising Threshold

3HaueHMe BocxogsAlleit rpaHuLbl. Korga 3HadeHne oTo6paHHON NepemeHHOM Ha npeablayLiem
KOHTPO/IbHOM MHTepBane 6bl10 MeHble JaHHOW rPaHuLbl, @ Ha TEKYLLEM KOHTPO/IbHOM UHTEp-
Bane 60/blem NM6O PaBHOM 3HAYEHUIO FPAHULLbI, TOTAA eAMHUYHOE COBbITUE reHepupyeTcs.

Falling Threshold

3HaueHMe HUCXoAAWEelN rpaHuubl. Koraa 3HadeHne oTobpaHHO NepemMeHHON Ha npeablayLem
KOHTPO/IbHOM MHTepBane 6b110 60blie AaHHOWM rPaHuLbl, @ Ha TEKYLLLEM KOHTPOJIbHOM MHTEp-
BaJie MeHblUe 60 PaBHO 3HAYEHWMIO FPaHMLLbl, TOF4A eauHUYHOEe CobbiThe reHepupyeTcsa.

Rising Event

MHAeKC cobbITUA MCMO/b3YIOLLErocs, KOrAa BOCXOAALLAA rpaHuLLa nepeceyeHa.
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Falling Event MHAEeKC cobbITUA MCNOb3YIOLLErOoCs, KOrAa HUCXOAALAA rpaHnLLA nepeceyeHa.

Owner MNonb3oBaTtenb, CO34aBLUMIA 3aMUCh.

® [lokasaTtb Tabaunuy cobbiTMin yaaneHHOro moHntTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnumua 223 — OnuncaHune pesybTaToB

Mapamemp OnucaHue

Index NHAEeKC, YHUKaNbHO NaeHTUGULMPYOLWNIN cobbiTue.

Description KommeHTapuii, onucbiBatowmii cobbitme.

Tun yBegoOMNEHUSA, FeHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepUpPoOBaTb yBEAOMIEHUA,

Type log — reHepupoBaTb 3anuck B Tabauue,

trap — otcbnatb SNMP trap,

log-trap — reHepupoBaTb 3anuch B Tabauue n otcbinate SNMP trap.

Community Crtpoka coobuwectea SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLUMIA COObITHE.

BpeMﬂ 1 AaTa reHepupoBaHnA nocnegHero cobbITMA. Ecnm He 6bino creHepnpoBaHoO CO6bITVIl7I, TO

Last time sent
3TO 3Ha4YeHue byaeT paBHO Hy O,

MoKkasaTb Tabanuy 3anucen yganeHHoro MoHMTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnunua 224 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO UAEHTUOULMPYIOLLMIA 3aNKCh.
Description KommeHTapuii, onucbiBatowmii cobbiTme.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecrneyeHne KOMMYTaTOPOB MO3BOJIAET paspelmnTb AMBO orpaHMuUTb AO0CTYyn K
ynpaBAeHUIO YCTPONCTBOM Yepes onpeaeneHHble nopTbl uau rpynnbl VLAN. [na 3Tol Lenu co3aatoTcs Crnckn
pocrtyna (Access Control List, ACL) gns ynpaBneHus.

’ .~ ACL per VLAN pa6otaet TonbKo B pexxkume «acl-sqing»
L]
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KomaHObI pexcuma 2a0b6an6Hol KOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 225 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

management access-list
name

- name: (1..32) cumBona
no management access-list

name

Co3paTtb CNUCOK A0CTyNa Ana ynpasaeHua. Bxoa B pexxmm
KOHUTypaLmMm cnmcka AocTyna ana ynpasneHus.

YAanuTb CNUCOK AOCTYNa ANA yNpaBieHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management ac-
cess-class

OrpaHun4nTb yNpaBaeHWe YCTPOMCTBOM MO onpeaesieHHOMY
cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIN CNUCOK
Joctyna.

- console-only — ynpasneHune ycTpOWCTBOM AOCTYMNHO TO/IbKO C
KOHCO/U.

OTMEHUTb OrpaHMYeHne Ha ynpaBieHne yCTPOMCTBOM No
onpeaeneHHoMy cnMcky aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0718 ynpasaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXMUME KOHPUIypaLmm Cnncka A4oCTyna ana ynpasaeHus:

console (config) # management access-list eltex manag

console (config-macl)#

Tabnuua 226 — KomaHabl perkMma KoHOUrypaumm cnmcka goctyna Ans ynpasaeHun

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaTh paspeLuatollee ycioBue ANA YNPaBAAOLLEro CnmcKa
Jocrtyna.

- service — Tvn goctyna.

- index — npvopuTeT npasuna.
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deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

deny ip-source
{ipv4_address |
ipbv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

3afaTb 3anpeLatoLiee ycI0BMe 418 YNPaBAAOLLEro CNUCKa
Aoctyna.

- service — Tvn goctyna,

- index — npuopuTeTt npasuna.

remove ace-priority index index: (1..65535)

Y4anuTte ycnosue U3 cnmcka gocTyna.

KomaHObl pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 227 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show management access-

A name: (1..32) cumBona
list [name]

MokasaTb cnuncku gocTyna (access list) ana ynpasneHus.

show management ac-
cess-class

MokaszaTb MHGOPMaLUIo 06 aKTUBHbIX CMIUCKAX JOCTyNa
(access list) onsa ynpasneHums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl nNpegHa3HaveHbl

ana

HacTPOMKM CepBepoB [AOCTyna Aaa ynpas/ieHun

KommyTaTtopom. MNoaaepxka cepsepos TELNET n SSH KommyTaToOpOmM N03BONAET yAA/IEHHO NOAKAOYATLCA K

HemMy AN MOHUTOPUHIA U KOHOUTypaumu.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #
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Tabanua 228 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

no ymonuanuio Telnet-cepsep
BKJ/ItOUEH

PaspewunTtb yaaneHHoe KOHGUrypMpoBaHUe yCTPOICTBa
yepes Telnet.

3anpeTuTb yaaneHHoe KOHPUrypnpoBaHMe YCTPOUCTBa Yepes
Telnet.

ip ssh server

no ip ssh server

no ymon4aHuto SSH- cepsep
OTK/tOYEH

PaspewunTb yaaneHHoe KOHOUrypmMpoBaHue yCcTponcTBa
yepes SSH.
y  [o Tex nop, NoKa KAty Ans WwnuppoBaHUSA He cre-
V HepupoBaH, SSH-cepBep 6yaeT HaxoAUTbCA B pe-
3epse. Mocne reHepauum Katova (Mcnonbsyemoble
KomaHpabl crypto key generate rsa u crypto key
generate dsa) cepsep nepeiiger B pabouee cocto-
fiHMe.

3anpeTuTb yaaneHHoe KoHUryprMpoBaHue yCTponCTBa Yepes
SSH.

ip scp server

no ip scp server

no ymonyaHuto SCP-cepsep
OTK/OYEH

PaspewunTtb KONUposaHue daiinos ns Gpan0BOro XxpaHUAULLA
KOoMMyTaTopa M Ha Hero Yepes SCP.
/1 SSH-cepsep ponkeH 6biTb BKAIOYEH.

BbikntounTb SCP-cepsep.

ip ftp passive

no ip ftp passive

—/BbIK/IOYEHO

BKAOUUTB NACcCUMBHBIN pexkum paboTbl FTP-knuneHTa.

BbIK/IHOUNTb NACCUBHbBIN pexknum paboTbl FTP-kaneHTa.

ip ssh mac algorithms

no ip ssh mac

algorithms:(hmac-sha2-256,
hmac-sha2-512, hmac-shal,
umac-64-etm@openssh.com,
hmac-sha2-256-
etm@openssh.com, hmac-
sha2-512-etm@openssh.com,
hmac-shal-
etm@openssh.com, umac-
64@openssh.com)/paspelueHsi
BCE arOPUTMbl

3a4aTb CNUCOK pa3peLleHHbIX aArOpUTMOB ayTeHTUdMKaLMK
ANA cepBepa.

BocCcTaHOBUTL CNUCOK pa3peLLeHHbIX aropUTMOB
ayTeHTUdUKaUMK.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemblii SSH-cepsepom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan
vlan_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb MHTepoenc ana SSH-ceccmi.

Ypanute nHtepdelic.

ipv6 ssh-client source-in-
terface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apatb MHTepdeic gna IPv6 SSH-ceccui.

Ypanutb nHtepdelic.

ip ssh pubkey-auth

PaspewunTb ncnonb3oBaHMe Ny6AMYHOrO KAoYa Ans
BXxoaawwmx SSH-ceccuit.
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no ip ssh pubkey-auth

no ymon4yaHuto
ncnosbsoBaHue I'Iy6l'IVI‘4HOFO
KNKYa 3anpeweHo

3anpeTuTb UCMONb30BaHWE NY6AUYHOIO KAtoYa gnn
BXoAawwmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce

aNropuUTMbl, KPOMe none

3a/aTb CMUCOK pPaspeLleHHbIX aropPUTMOB WKdpPOoBaHUA AN
cepsepa.

BOCCTaHOBUTL CNUCOK Pa3peLleHHbIX airopuTmoB obmeHa
K/II04aMU MO YMOIYAHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-group1-shal)/
paspelleHbl BCe MeToabl

3a4aTb CNUCOK paspeLleHHbIX MeToA0B 06MeHa Katouamm
ans
cepsepa.

BoccTaHOBUTL CMNCOK paspeLleHHbIX aAropuTMOB obmeHa
KNK04YamMy No YMONYaHUIO.

ip ssh password-auth

no ip ssh password-auth

NO YMONYaHUIO BKIIOYEHO

BKAOUUTL PEXMM ayTEHTUOMKALMM MO NAPOI0.

OTKOUYNTD PEXUM ayTEHTUDMKALMM NO NAPOIO.

crypto key pubkey-chain
ssh

MO YMONYAHMIO K/IOY He
co3gaH

BoITK B pexKmMm KoHdUrypaumm nyb6anyHoro Katoua.

crypto key generate dsa

leHepupoBaTb Napy Katoyei DSA — yacTHbIl U Ny6AUYHBIN
ana SSH-cepsuca.
V Ecnu xoTta 661 0AUH U3 Napbl K/OYEl yKe co3aaH,
TO CUCTEMA NPEA/IOKMUT Nepe3anmucaTb KAtu.

crypto key generate rsa

[eHepupoBaTb Napy Katodel RSA — yacTHbIN M Ny6ANYHbIN
ona SSH-cepsuca.
V Ecnu xoTa 6bl 0AUH U3 Napbl KNOYEN yXKe CO3AaH,
TO CUCTEMA NPEASIONKUT Nepe3annucaTb KoY.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTtuposaTtb napy Katoyert DSA.
- encrypted — B 3awmndposBaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTtuposaTtb napy Katodei RSA.
- encrypted — B 3aWwmndpoBaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTudUKaT.

ip http server

no ymonyanuto HTTP-cepsep

PaspelwnTb yaaneHHoe KOHGUIyprpoBaHMe YCTPOMCTBA
yepes web.

no ip http port

no ip http server BK/tOYEH 3anpeTuTb yaaseHHoe KOHPUrypupoBaHMe yCTPOUCTBa Yepes
web.

ip http port port 3agatb nopt HTTP-cepBepa.

p ttp port p 1..65535/80 A P peep

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-cepsep
BKJIOYEH

Bkatounte HTTPS-cepsep.

Bbikntountb HTTPS-cepBep.

ip http secure-server port
port

ip http secure-server port

1..65535/443

3apatb nopT HTTPS-cepBepa.

BoccTaHOBUTL 3HaYeHMe NO YMOYAHWUIO.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3apatb TalmayT HTTP-ceccuu.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ip https certificate {1 | 2}

Onpezenutb akTuBHbIM HTTPS-cepTndmkar.

no ip https certificate —/ BoccTaHOBUTb 3Ha4YeHWeE NO YMONYaHUIO.
crypto certificate {1 | 2} leHepupoBaTb SSL-cepTudUKar.
generate
crypto certificate {1 | 2} . MmnopTtuposatb SSL-cepTUdUKAT, Ha3HAYEHHbIM LEHTPOM
import cepTudMKaumm.
no crypto certificate {1 | BocctaHOBUTbL SSL-cepTUdMKAT No ymondaHUto ans
2} yKasaHHoro ceptuduKara.
V Kntoumn, creHepupoBaHHble KOmaHaamu crypto key generate rsa u crypto key generate dsa,
COXPaHAITCA B 3aKPbITOM 418 NoNb30BaTena ¢aiine KoHUrypauuu.
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KomaHObI pexcuma KoHguaypayuu nybau4Ho20 Kaw4a

BuA 3anpoca KOMaHAHOWN CTPOKM B pexnume KOHPUrypaumm nybaMyHoro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 229 — KomaHabl pexkuma KoHPUrypaumm nybaMyHoro Kawoda

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymosn4aHuro
user-key username {rsa | BoWTH B pexknm co3gaHus nHAMBMAYaabHOro ny6anyHoro
dsa} KAtoya.

username: (1..48) - rsa — co3gatb RSA-kntoy;

CMMBOJ/10B - dsa — co3pgatb DSA-kntou.
no user-key username Yaanutb ny6AMYHbIN KN4 AN onpeaeneHHoro
nosb3osaTens.

BunAa 3anpoca KOMaHAHOM CTPOKM B peXXnMme CO34aHUSA MHAMBUAYANbHOTO Ny6ANYHOrO KAtova:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 230 — KomaHapl pexkuma co3gaHna MHANBMUAYaAbHOro NybanMYHOro Ka4a

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymosn4YaHuro
key-string _ Cospatb NyBANYHDBIN KAtOY ANA onpeseneHHoro
nonb3oBaTens.
key-string row key_string Co3aaTb Ny6AMYHbBIN KAKOY ANA onpeaeneHHoro

nonb3osatens. BBOA, K/1l0ua OCYLLECTBAAETCA NOCTPOUHO.

- key_string — 4acTb KAtoua.
[ina Toro utobbl CMCTEMA NMOHANA, YTO K/IOY BBE-
AeH MONHOCTbIO, HE06X0AUMO BBECTU KOMaHAY
key-string row 6e3 cumBonoB.

KomaHOwbi pexcuma EXEC

KomMaHgbl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A/1A NPUBUAETMPOBAHHbIX NO/b30BaTENEN.
Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 231 — KomaHgb! pexkuma EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
o ymon4yaruro

KomaHoa

show ip ssh _ Moka3aTb KoHdUrypauuto SSH-cepBepa, a TaKKe aKTUBHbIE
BxogAwme SSH-ceccum.
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show crypto key pub- username: (1..48) MoKka3aTb Ny6AnYHbIe SSH-KNt0UM, COXpaHEHHble Ha

key-chain ssh [username CMMBOJIOB. KOMMYyTaTope.

username] [fingerprint Mo ymonyaHuio - username — WUMA YAANEHHOTO K/MEHTA;

{bubble-babble | hex}] OTMeYaToK K/to4a B - bubble-babble — otneyaTok Kntoua B Koge Bubble Babble;
WecTHaauaTepuyHoOm - hex — oTneyaToK K/o4a B LWECTHaALaTEPUIHOM Koae.

dopmare.

show crypto key mypubkey MokasaTb Ny6nyHble KNtoun SSH-kommyTaTopa.

[rsa | dsa] -

show crypto certificate [1 | . OT06pa3unTb SSL-cepTndukatol gns HTTPS-cepsepa.

2]

[pumepbl 8bINOAHEHUS KOMAHO

BKntounTb cepeep SSH Ha KommyTaTope. PaspelmnTb UCNob3oBaHUe Nyb6AnYHbIX Katouen. Co3aatb RSA-
K/1toY 451A nosb3oBatens eltex:

console# configure

console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoNZQZx JHKCcKL6rM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvVV35LqdJk67I0U/zfwO1l1gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051iDX2TExQWu081icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
JCc+KBXuR0JuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6wI044t6+AINEICBCCAAYCF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01DnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOHuUeypayuu mepmuHana

KomaHabl KOHOUIypauumn TepMmnHaNa CAy»KaT 1A HacTPOMKM NapamMeTpoB JIOKaNbHOW M yaaneHHoM
KOHCOAW.

KomaHObI pexcuma 2a0banab6Hol KOHuU2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 232 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuo

line {console | telnet | ssh} BOWTU B peXnMm COOTBETCTBYIOLLErO TepMMUHANA (NOKaNbHas
— KOHCO/1b, yAaneHHasa KoHconb — Telnet uan yaaneHHas
3alMLLeHHan KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUMe KOHPUrypaumm TepMmmnHana:

console# configure
console (config)# line {console | telnet | ssh}
console (config-line) #
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Tabanua 233 — KomaHgbl pexxuma KoOHPUrypauum TepMmmnHana

3HayeHue/3HavyeHue .,
KomaHoa / Aelicmeue
Mo ymon4aHuro

speed bps YCTaHOBWUTb CKOPOCTb A0CTYNA MO JIOKa/IbHOM KOHCON

bps: (2400, 9600, (KomaHAa JOCTYMHA TONIbKO B peXXUme KOHPUrypaLmm
19200, 38400, 57600, M
/IOKaNbHOMN KOHCO/M).

115200)/115200 604

no speed YCTaHOBUTb 3HAYeHME N0 YMOHAHMUIO.

autobaud BkounMTb aBTOMaTUYecKoe onpeaenieHne CKOpoCTn JocTyna
No JI0KaNbHOM KOHCOM (KOMaHAa AOCTYNHa TO/IbKO B peXKMme

—/BK/IIOYEHO KOHOUrypaLmm NOKaNbHOM KOHCOMK).

no autobaud BbIKNOUNTL aBTOMATMYECKOE onpegeneHne CKOpocTu A0cTyna
No NI0KasIbHOW KOHCONU

exec-timeout minutes i 3a4aTtb MHTEpPBas, B Te4eHWE KOTOPOro CUCTeMA OXKuaaeT

[seconds] minutes: (0..65535)/10 BBOAA Nosib3oBaTena. Ecam B TeyeHne JaHHOMo UHTEpBana

MUH;

- seconds: (0..59)/0 c
no exec-timeout YCTaHOBUTb 3Ha4YeHUe NO YMONYAHUIO.

nonb3oBaTe/lb HUYEro He BBOAUT, TO KOHCO/Ib OTK/IIOYaeTCA.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 234 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue .

KomaHda Aeiicmeue
Mo yMon4YaHuo

show line [console | telnet MoKasaTb NapameTpbl TepMUHana.

| ssh] -

5.21.7.3 Y0aneHHsili 3anyck komaHO nocpedcmsom SSH

PyHKUMA NO3BONAET YAA/IEHHO OCYLLECTBUTD BbINOJIHEHME KOMaHZ Ha KOMMyTaTope Yepes ceccuto SSH.
[na paboTbl AaHHON GYHKUMM HEOBXOAMMO, YTOObI Ha KOMMyTaTope bbla BKAtoYeH SSH-cepBep (KomaHaa ip
ssh server B rnobasbHOM pexkume KOHOUTYPUPOBAHMSA).

Huke nokasaH npumep UCno/ib30BaHUA GYHKUMM yaaNeHHOro 3amnycka KomaHg Yyepes SSH.

BbinonHntb KOMaHay show clock ana kommyTtatopa c IP-agpecom 192.168.1.239:

username@Qusername-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHngpbl, Tpebylowme noarsep>kageHuns (Hanpumep: write, reload u gp.), *kayT BBoga noarsep-
}OEHWi U ToNbKo NoTom coeguHeHune SSH paspbiBaeTca.

5.22 XypHan aBapui, npotoKon Syslog

CnctemHsble KYpPHabl NO3BONAOT BECTU UCTOPUIO CO6bITMl7I, npounsowealwunx Ha YCTpOﬁCTBe, a TaKXe
KOHTPO/IMPOBATb nNpounsoweguine cobbITHA B peanbHOM BPpEMEHMN. B KYpPHan 3aHOCATCA cobbITMA CEMU TUNOB:
l~Ipe3BbI‘-Ial\;1Hble, CUrHanbl TpEBOIrN, KPUTUYECKME U HE KpUTUYECKUE OLLIVI6KM, npeagynpexaeHwus,
yBeaomneHums, VIH(I)OpMaLI,VIOHHbIe M oTnagoyHble.
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KomaHOb! pexcuma 2n06aa6HoU KOHGU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasbHon KoHduUrypaumm:

console (config) #

Tabnnua 235 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

logging on

no logging on

—/perncTpaums BraOYEHa

BKIOUUTB perncTpaLmio oT1af0uHbIX COOBLLEHUI K
coobuieHunii 06 owmnbKax.

BbIK/IOYNTb PErUCTPALMIO OTIaA0UHbIX COOBLLEHUI U
coobuieHnin 06 ownbKax.
Mpw BbIKNAOYEHHOW perncTpaLmMm oTnagouHble co-
V obweHuna u coobuwenunna o6 owmnbkax 6yayT nepe-
AaBaTbCA HAa KOHCONb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text] [vrf
vrf_name]

no logging host
{ip_address | host} [vrf
vrf_name]

host: (1..158) cumBoNOB;
port: (1..65535)/514;
level: (cm. Tabnnuy 237);
facility: (local0..7)/local7;
text: (1..64) cumBonos;
vrf_name: (1..32)
CUMBOJI0B

BKOUMTL Nepeaavy aBapuiiHbIX U OTAAL04HbIX COOBLLEHNI
Ha yaaneHHbIn Syslog-cepsep.

- ip_address— IPv4 nnwn IPv6-agpec Syslog-cepsepa;

- host — ceTeBoe ums Syslog-cepsepa;

- port — Homep NopTa 1A nepeaayn coobuieHui no
npoTokony Syslog;

- level — ypoBeHb BaXXHOCTU COOBLLEHMI, NepeaBaemMbIX HA
Syslog-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLLEHUSAX;

- text — onucaHue Syslog-cepsepa;

- vrf_name — vMA BUPTYaNbHOM 061aCcTV MapLIpyTU3aL M.

YpanuTb BbIGpaHHbIV cepBep U3 CNMCKa UCMOb3yeMblX
Syslog-cepsepos.

logging console [level]

no logging console

level: (cm. Tabanuy
237)/informational

BKAOUMTL Nepesayvy aBapuiiHbIX UM OTNAL0UHbIX
€00b6LWEeHNIN BbIBPAHHOTO YPOBHSA BaXKHOCTM Ha KOHCO/b.

BbIKNOUYNTL nepepgavy aBapVIl';IHbIX WUIN OTN1IaJ04HbIX
COODBLLEHMIA Ha KOHCO/b.

logging buffered [sever-
ity_levell

no logging buffered

severity_level: (cm.
Tabavuy
237)/informational

BKAOUMTL Nepesayvy aBapuiiHbIX UM OTNAL0UHbIX
co06LLeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIK/IIOUNTL Nepeaayvy aBapuiiHbIX MU OTNAL0UHBIX
coobLieHnin Bo BHYTpeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MEHUTb KOIMYECTBO COOBLLEHMIA, 3aNOMMHAEMBbIX BO
BHyTpeHHeM bydepe. HoBoe 3HauyeHMe pa3mepa bydepa
NPUMEHUTCA Nocae Nnepesarpysku yCTPoCTBa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnauuy 237)

BK/tOUMTL Nepesayvy aBapuiHbIX UK OTNAL0UHBIX
C006LWEeHNIN BbIBPAHHOTO YPOBHSA BaXKHOCTU B haiin KypHana.

no logging file /errors BbIK/NOUNTL Nepesady aBapunHbIX MU OTNAL04YHBIX
coobuieHunit B dalin KypHana.
aaa logging login 3aHOCUTb B XYpHasbl COBbITUA ayTeHTUdUKALMMK,
aBTopM3aumn 1 yyeta (AAA).
- - —/BKNIOYEHO
no aaa logging login He 3aHOCUTDb B 3KypHabl COBbITUA ayTeHTUDUKALLMMK,
aBTOpU3aLMK U yyeTa (AAA).
. . BK/OYMTL 3aNUCh B XKYpPHAN cobbITMiM HPopmaLmm ob
logging events link-status . .
MN3MEHEHWUW COCTOAHMM MHTepdeitcos.
- - —/BK/IIOYEHO —
no logging events link- BbIK/IIOUNTD 3aMUCh B *KYPHAN OCHOBHbIX COObITUI
status UHPOPMaLMM 06 N3MEHEHUMN COCTOAHMIA MHTEPEICOB.
logging events BKAOUNTL perncTpaumio MsmeHeHus ctatyca nHTepoelicos B
spanning-tree —/BKAOYEHO STP.

port-state-change
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no logging events
spanning-tree
port-state-change

OTKNOUNUTb PErUCTPALUNIO USMEHEHUA CTaTyca UHTepdelicoB B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKOYEHO

BKAOUMTL perncTpaumio usmeHeHui Tonoaorum B STP.

OTK/OUNUTb PEFUCTPALMIO U3MEHEHUI Tononorum B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKAtouMTb perncrpauunio cmeHbl root bridge.

BbIKNOUNTL perncTpaymio cmeHsbl root bridge.

logging events ddm
threshold

no logging events ddm
threshold

— /BbIKOYEHO

BKAHOUMTD perncTpaumio cobbiTMs MU3MeHEHU NAapaMeTpoB
SFP c DDM.
V CocrosiHMe cumTbiBaeTcA pas B 60 cekyHa. MoxeTt
npuHumartb 3HaueHua W — Warning, E — Error, OK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

logging cli-commands

no logging cli-commands

—/OTKAOYEHO

BktounTb normposaHue BBegeHHbIx B CLI KomaHa,.

OTKAOYNTL NorMpoBaHue BeefeHHbIX B CLI KomaHA.

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuio
perucTpauma BKAOYEHa

BKAOUMTL perncrpaumio cobbiTnin dpatnoBoit cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLuamm
KonupoBaHua ¢alinos;

- delete-rename — pervcTpayma coobLeHNn, CBA3AHHDIX C
yoaneHnem $aiinos u nepeMmeHoOBaHMEM Onepaumii.

BbIkntounTb pernctpaumio cobbitnin Gbaninosow cuctemsl.

management logging
deny

no management logging
deny

Mo ymon4yaHuio
perncrpauma BkaoYeHa

Bkaountb perncrpauuio cobbITHiI 0 3anpeTe A0CTyna K
ynpasaeHUO KOMMYTaToOpOM.

BbikntounTb perncrpauuio cobbITnit 0 3anpeTe A0CTyna K
ynpasaeHUO KOMMYTaTOpOM.

logging aggregation on

no logging aggregation on

—/oTKNOYEHO

BKNHOUMTL KOHTPO/Ib arperaunm Syslog-coobLeHni.

OTKNOUUTDL arperaunio Syslog-coobLieHni.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 c

YCTaHOBUTbL BpeMSA XPaHEeHWUs CrpynnMpoBaHHbIx Syslog-
coobLLeHui.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

Bkatountb KOHTPO/1b OrpaHN4YeHnA CKOPOCTU BXOOALLMNX
Kaapos gna onpeaeneHHoro tuna TpachKa.

OTKNIOUNTL NiormposaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3afaTb NapameTp, KOTOPbIN ByAeT UCNONb30BaTbLCS B
KauecTse naeHTUdMKaTopa xocTa B Syslog-coobuieHumnx.

Mcnonb3oBaTtb 3HaYeHMeE MO YMONYAHUIO.
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logging source-interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id
| oob} [vrf vrf_name]

no logging source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
loopback_id: (1..64)

group: (1..48);
vlan_id: (1..4094);
vrf_name: (1..32)
CUMBOJI0B

Mcnonb3oBaTb IP-agpec ykazaHHOro nHtepdeica B Kayectse
MCTOYHMKA B IP-nakeTax npoToKona Syslog.
- vrf_name — vMa BUPTYanbHOM 061aCcTV MapLIpyTM3aLmu.

Mcnonb3osaTb IP-agpec ucxoasuero nHtepdeliica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipvé

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3oBaTb IPv6-agpec yKazaHHOro UHTepdelica B
KayecTBe UCTOYHMKA B IP-nakeTax npoTokoa Syslog.

Mcnonb3osaTb IPv6-agpec ncxogsauwero nHtepdeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIK/IIOYEHO

BKOUNTbL PabOTy NePeKNOYEHNA CYXMX KOHTAKTOB MNpK
BO3HWKHOBEHWW aBapUMHOro cobbITuA.
- state — NONOXKeHWe KOHTAKTOB, KOTOPble GUKCUPYIOT
aBapwio.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbikntounTb pa60Ty nepexknrYeHna Cyxmx KOHTaKToB npu
BO3HUKHOBEHUU aBale‘/'IHOFO cobbiTuA.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIKOYEHO

BKNIOUMTL NEpPEKNtOUYEHUE CYXMX KOHTAKTOB MO COObITUIO
pa3spsbiBa Konbua ERPS.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNHOUNTL NEepeKItOYEHME CYXMX KOHTAKTOB MO COBbITUIO
paspsbiBa Konbua ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BKNIOUMTL NEPEKNIOUYEHUE CYXMX KOHTAKTOB MO COObITUIO

HeucnpasHoOCTM PoE-KoHTpoNepa nnu ero neperpysku.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIK/IIOUNTD NEPEKIIOYEHME CYXMX KOHTAKTOB MO COBbITUIO
HeucnpasHocTu PoE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BKAOUNTL PaboTy NepeKoYEHNA CyXMX KOHTAKTOB NpW OT-
KAto4eHUn 6710Ka NUTaHUA.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIKNOUMTL PAabOTY NEepPeKIOYeHNA CyXMX KOHTAKTOB Npu
OTK/IIOYEeHUMN 610Ka NUTAHKUA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIKOYEHO

BkAouMTb paboTy NEpPEeKNOYEHUA CyXMX KOHTaKTOB Npu
BO3HMKHOBEHUM KPUTMUECKON TemnepaTypbl Ha Temnepa-
TYPHbIX AaTYMKaXx.
| TonbKo pgna ycrpoitcte MES3508, MES3508P 1
MES3510P.

BbIK/OUNTL PaboTy NepeKIUEHUA CYXMX KOHTAKTOB Npw
BO3HUKHOBEHWM KPUTUUYECKOM TemnepaTypbl Ha
TemnepaTypHbIX AaTYMKaX.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabnnua 236 — KomaHgbl pexxuma KoHpurypaunm nHtepoeiica

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

alarms events link-status
[status]

no alarms events link-status
[status]

status: (up/down)
/BbIK/IIOYEHO

BKIOUNTB PabOTy NepPeKNOYEHNA CYXMX KOHTAKTOB MNpu
M3MEHEHUU onepaTUBHOTO CTaTyca UHTepdelica.
Tonbko pgna ycrpoiicte MES3508, MES3508P wm
MES3510P.

BbIKNOUNTD PabOTy NEepeKNtoUYEHUA CyXMX KOHTAKTOB Mpu
M3MEHeHUN onepaTUBHOIO CTaTyca MHTepdelica.

Kaxaoe coobuieHne MMeeT CBOM YPOBEHb BaXKHOCTU; B Tabauue 237 npuBeaeHbl TUMbl COOOLLEHUI B
nopaake ybbiBaHUA NX BasKHOCTU.

Tabanua 237 — Tunbl BaXXHOCTU COOBLLEHNT

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBblyaliHble (emergencies)

BUNbHO.

B cvcTeme npoun3oLwna KPUTUYECKAn OLWKMBKa, cUcTEMa MOXKET paboTaTb Henpa-

CurHanbl Tpesoru (alerts)

Heobxoanmo Hemea/ieHHOe BMeLIaTe/1bCTBO B cucrtemy.

Kputnueckue (critical)

B cucreme npounsoLna KpUTnyecKan olwmnbKa.

OwwnbouHble (errors)

B cucteme npousoluna owmnbKa.

MpeapynpexaeHus (warnings)

MpeaynpexaeHue, HeasapuitHoe coobLeHue.

YBegomneHus (notifications)

YBegomneHue cucteMbl, HeaBapuitHoe coobLyeHme.

MHdopmaumoHHble (informational)

NHPpopmaumoHHble coobLieHmns cucTemol.

OTnagouHble (debugging)

OTnagoyHble coobleHnA, NPeAoCTaBAAOT NONb30BATENO MHPOPMaLMO ANna
KOPPEKTHOMN HAaCTPOMKMN CUCTEMBI.

KomaHOb1 pexcuma privileged EXEC

Bupg 3anpoca KoMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Tabnunua 238 — KomaHabl pexkuma privileged EXEC ana npocmoTpa dainna KypHana n aBapuiiHbIX cobbITUi

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear logging

— Ypanuthb Bce coobleHns ns BHyTpeHHero bybepa.

clear logging file

— Yaanutb Bce coobuieHma 3 daina KypHana.

show logging file

OTO6pasnTb COCTOAHUE }KypHana, aBapuitHble U 0TAaL0uHbIe
co0blLeHUs, 3anncaHHble B paline KypHana.

show logging

OT06pasunTb COCTOSHUE KypHasa, aBapuiiHble U 0TNaf0UHbIe
coobLueHus, 3anmcaHHble BO BHyTpeHHem Bydepe.

show syslog-servers [vrf
{vrf_name | all}]

vrf_name: (1..32)
CUMBO/I0B

OT06pasnTb HACTPOMKM aNa yaanéHHbIX Syslog-cepsepos.
- vrf_name — vmA BMPTyanbHOW 061acT MapLipyTU3aLmu.
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show alarms OT0b6parkaeT BCto UHGOPMaLLMIO 06 aBapUIiHbIX COOLITUAX.
- Tonbko pna ycrpoiictre MES3508, MES3508P u
MES3510P.

system dry-contacts [dry- MepekntounTb pexxnmbl paboTbl CyXMX KOHTAKTOB:
status] - lock — nepekntoyeHne Cyxnx KOHTaKTOB MPOUCXOAMUT MO
cobbITUIO aBapuu;
dry-status: - unlock — no cobbITMIO aBapuM Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) nepekntoyarcs;
/unlock - toggle — npuHyauTENbHAA CMEHA NEPEKITIOYEHUA CYXMX
KOHTaKTOB.
Tonbko pna ycrpoiictre MES3508, MES3508P u
MES3510P.
show system dry-contacts OT06pasnTb TEKyLLME HACTPOMKMN CYXMX KOHTAKTOB.
- TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

[pumepbl UC016308AHUA KOMAHO

= BK/HOYUTb PETUCTPALINIO OLUMBOYHBIX COOBLLEHMA HAa KOHCONU:
console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb dakin KypHana:
console# clear logging file

Clear Logging File [y/n] vy
5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®yHKLMA 3epKaIMPOBAHUA NOPTOB NpeaHa3HAYeHa 418 KOHTPOAA ceTeBOro TpaduKa nyTem nepecbiiku
KOMUIM BXOAAWMX M/MAN UCXOAALLMX NAKETOB C OAHOMO MM HECKOIbKUX KOHTPOAMPYEMbIX MOPTOB Ha O4MH
KOHTPOAMUPYIOLLMIA NOPT.

K KOHTpoMpytoLLemy NopTy NPUMEHSAIOTCA CaeaytoLIne OrpaHnYeHnA:
— TopT He MoKeT BbITb KOHTPOIMPYHOLWUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
IP-uHTEepdelic foMKEH OTCYTCTBOBATb A/1A 3TOFO NOpPTa;
— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpO/AMpYyeMbIM NOPTaM NPUMEHAIOTCA Ceaytolme orpaHnUYeHus:
— TopT He MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOAUPYEMbIM NOPTOM OAHOBPEMEHHO.
CyliecTByeT orpaHMYeHne Ha 7 ceccuii 3epKanmpoBaHms, No 8 3epKanmpyembix MHTepdeincos (nopTos
nnu VLAN) B KaxkaoMn.

V 3epkanupoBaHue VLAN BO3MOXKHO TO/IbKO B NEPBOA CeCCUM.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabanua 239 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue

no ymoa4YaHuro
port monitor mode 3afaTb pexum paboTbl NnopTa
{monitor-only | network} - monitor-only — Kagpbl, nocTynawoouwue Ha MopT, oTbpacbiBa-

—/monitor-only toTCS;

- network — no3sosAeT BecTM 06MeH JaHHbIMU.

no port monitor mode BepHyTb 3HaYeHne No ymoayaHuio.
port monitor remote vian HaszHauutb VLAN ana yaaneHHoro moHuTtopwmHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpY!0 6yAyT NOMEeLLaTbCA NAaKEeTbl C KOHTPOMPYEMbIX

vlan_id: (1..4094); o

. MHTepdencos.
- priority: (0..7)/0

no port monitor remote vian Yaanute VLAN gnAa yaaneHHoro MOHUTOPUHra.
vlan_id

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypaumnm nntepdelica Ethernet:
console (config-if)#

’ ' JaHHble KOMaHAbl HeNb3A BbINONHATL B peXXume KoHpuUrypauum amanasoHa uHtepodeii-
radl coB Ethernet.

Tabnmua 240 — KomaHabl AOCTYMHbIE B peXXUMe KoHbUrypaumm nitepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
port monitor {remote | gi- BKHOUMTD PYHKLMIO MOHUTOPUHIA Ha HAacTPaMBaemMom
gabitethernet gi_port | uHTepdeice. JaHHbIl UHTEPdENC ByaeT KOHTPOANPYIOLLMM NOPTOM
tengigabitethernet te_port [AN1A YKa3aHHOro B KOMaHAe KOHTPO/IMpyeMoro nopra.
| fortygigabitethernet - gi_port, te_port, fo_port — KOHTpONMpPyeMbIit NOPT;
fo_port} [rx | tx] - X — KOMWPOBATb MaKeTbl, NPUHATbIE KOHTPONNPYEMbBIM NOPTOM;
- tX — KOMNMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM
nopTom;
Mpu OTCYTCTBMM NMapameTpa rx/tx ¢ KOHTPOAUPYEMOro NopTa
gi_port: (1..8/0/1..48); Konmpychn BCe NakKeThbl. 6
te_port: (1.8/0/1.24), YHKLMA MOHMTOPUHTA MOXKeT 6bITb HACTPOEHa Ha ABYX
nopTax oAHOBPEMEHHO.
fo_port: (1..8/0/1..4);
KoHdurypauusa PortChannel B kauectse
V KOHTpo/MpyloLero nHtepdeiica nponssoamntca nocne
nepesoga uHTepdeiica B coctosHue UP.
no port monitor {remote | BbIKMOUNTL GYHKLIMIO MOHUTOPUHIA Ha HacTPaMBaeMoOM
gigabitethernet gi_port | nHTepdeiice.
tengigabitethernet te_port
| fortygigabitethernet
fo_port }
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ONs yKasaHHon VLAN.

vlan_id: (1..4094)

port monitor vlan vian_id BkAtounTb GYHKLMIO MOHUTOPMHIA HA HAaCTPaMBaeMoMm
nHTepoeice. aHHbIN MHTepdeic ByAeT KOHTPOIMPYOLWMM NOPTOM

MopT MOHMTOPUHIA He A0/IXKEH NPUHAANENKATD K
V HacTpamsBaemoit VLAN.

71 MouutopuHr VLAN moxeT 6biTb BKNIOYEH NULWb B TOM
cny4yae, eciM B cUCTeMe HacTpoeHo He 6osiee ogHoro
KOHTpOAUpYIoLero nopra.

Ecnv KOHTPONMPYIOLWMIA NOPT HACTPOEH PaHee, TO TONbKO
V 3TOT NOPT MOKET 6bITb UCMO/Ib30BAH A1 MOHUTOPUHTA

VLAN.
no port monitor vlan Yaanutb yKasaHHyto VLAN U3 MOHUTOPUHTa.
vlan_id
port monitor remote BKAOUNTD GYHKLMIO yaaneHHoro moHuTopuHra (RSPAN) Ha
HacTpanBaemom MHTepoeice.
no port monitor remote o BbIKMOUNTD DYHKLUMIO yAaNeHHOro MoHUTopuHra (RSPAN) Ha

HacTpanBaemom MHTepoeiice.

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHO CTPoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnunua 241 — KomaHabl, AocTynHble B pexume EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

nopram.

show ports monitor BbiBeCTM MHGOPMALMIO NO KOHTPONUPYIOLLUM U KOHTPONUPYEMbIM

[pumepbl 8bIN0AHEHUS KOMAHO

= YcTtaHoBuTb 13 uHTepdelic Ethernet KoHTponupyowmm ansa 18 nHtepdeica Ethernet. Becb Tpaduk

¢ 18 nntepdeiica nepegasaTb Ha 13.

console# configure

console (config) # interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

BbiBECTU MHOOPMALMIO MO KOHTPOMPYIOLWMM M KOHTPOIMPYEMbIM NMOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority 0

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled
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5.24 ®dyHKuua sFlow

sFlow — TexHo/10r1A, N03BONAOLLAA OCYLLECTBAATb MOHUTOPUHT TPadpUKa B MAKETHbLIX CETAX Nepeaaumn
AAHHbIX NyTEM YacTUYHOM BbIOOPKKU TpadmMKa ANna nocieaytolei MHKaNcynsauum B cneumasbHble coobuieHus,
nepefaBaemMble Ha cepBep cbopa CTaTUCTUKK.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUTypaLLmK:

console (config) #

Tabnuua 242 — KomaHabl pexkmma rnobanbHon KoHpurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaTtb agpec cepsepa cbopa ctatuctukm sflow.

dress | ipv6_address |
ipv6z_address | url} [port
port] [max-datagram-size
byte]

port: (1.. 5535)/6343;
byte: nonoxutensHoe
uenoe 4ncno/1400;
dopmart ipv4_address:

- id — Homep sflow-cepBsepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;
- url — BOMeHHOEe UMsA XOCTa;

- port — HOmep nopTa;

A.B.C.D; - byte — MaKCMMaibHOE KOAMYECTBO BalT, KOTOPOE MOKET BbITb
¢dopmart ipv6_address: | oTnpassieHO B OAMH MaKeT AaHHbIX.
no sflow receiver id XX XeXeX; Ypanutb agpec cepsepa c6opa ctatnctmkm sflow.
dopmat

ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonos

sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaTtb MHTepdeiic ycTpolicTBa, IP-aapec KoToporo byaeT Ucnosb-
30BaTbCA MO YMONYAHUIO B KayecTBe afpeca WCTOYHMKA cbopa
CTaTUCTUKM.

Ypanutb sBHoe 3agaHue uHTepdelica, ¢ agpeca KoToporo byaert
OTNPaBAATLCA CTATUCTMKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console# configure

console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port}

te port |

console (config-if) #

tengigabitethernet
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Tabnuua 243 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro
sflow flow-sampling rate id 3afaTb CPesHIo CKOPOCTb BbIGOPKM NakeToB. UTOroBas CKOpPoOCTb
[max-header-size bytes] ) BbIBOPKM cumnTaeTcs Kak 1/rate*current_speed (current_speed —
(1024"1"3;:'74823); TEKYLLAA CPeAHAN CKOPOCTb).
; - rate — cpefHAA CKOPOCTb BbIGOPKM NaKeTOB;
id: (0..8); - id — Homep sflow-cepBepa;
bytes: (20..256)/128 b _ o
N ytes — MaKcMmasibHoe KoanyecTso 6aiT, KoTopoe byaert
Gaiir CKOMMPOBaHO 13 obpasua nakera.
no sflow flow-sampling OTKNOYUTDL CYETYMKM BbIBOPKM Ha MOPTY.
sflow counters-sampling OnpefenvTb MaKCUMabHbIA MHTEPBAN MEXAY YCNeLHbIMM
secid BbIOOPKaMU NaKeToB.
sec: (15..86400) c; - SeC — MaKCMManbHbIN MHTEPBaN MeXAay BbIGOPKamu B CEKYHAAX.
id: (0..8) - id — Homep sflow-cepBepa (3agaeTtca komaHgoli sflow receiver B
rno6anbHOM pexume KoHdUrypaLmm).
no sflow counters-sampling OTKNOYNUTbL CYETYMKM BbIBOPKM Ha MOPTY.

KomaHObi pexcuma EXEC

3anpoc KoMaHAHOM CTPOoKM B pexknume EXEC nmeet cneaytowmin Bua;
console>

Tabanua 244 — KomaHgbl, AocTynHble B pexume EXEC

3HayeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuwo

show sflow configuration BbiBecT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

clear sflow statistics [giga- gi_port: (1..8/0/1..48); OuncTuTb cTaTUCTURY SFlow. Ecam nHTepdelic He yKasaH,
bitethernet gi_port | tengi- te_port: (1..8/0/1..24); KOMaHZa OYMLLAET BCE CYETYMKM CTAaTUCTUKM SFlow.

gabitethernet te_port | for- fo_port: (1..8/0/1..4)
tygigabitethernet fo_port]

show sflow statistics [giga- OT06pasunTb CTaTUCTUKY SFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepsi 8biM0AHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratuctukm sflow. Ana Ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/c U MaKcUMab-
HbI1 MHTEPBAN MeXAY ycnewHbiMmU BbibopKamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1,/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 I
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5.25 ®yHKUUM AUArHOCTUKKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTATOpPbl COZEPXKAT annapaTtHble M NporpammHble cCpeacTsa ANA  AMArHOCTUKMU
dunsnyecknx nHTepdeincoB 1 ANHKIK CBA3KN. B nepeyeHb TECTUPYEMbBIX NAPAaMETPOB BXOAAT Cneaytowme:

[Nns aneKkTpuyYecknx nHTepdencos:
— A/IMHa Kabens;
—  paccTofHue A0 MecTa HeEMCNPABHOCTU — 06pPbIBA UM 3aMbIKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl NUTAHUA — HANPAXKEHUE U TOK;

— BbIXOAHaA onNTU4YeCKaa MOLLHOCTb,
— ONTUn4eCKaAa MOWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet chepytowmii Bua;

console>

Tabnuua 245 — KomaHabl ANarHOCTUKM MeaHoro Kabens

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro

test cable-diagnostics tdr BbINONHUTL BUPTYaIbHOE TECTUPOBAHME Kabena ana ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos.
show cable-diagnostics tdr OT06pa3nTb pesy/bTaTbl NOCAEAHEro BUPTYaibHOrO TECTUPOBAHMA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabena ana ykasaHHoro nHTepdeica.
gi_port]
test cable-diagnostics tdr- BbINONHUTL BUPTYanbHOe TeCcTMpoBaHMe Kabensa ¢ HU3Kom
fast [all | interface giga- gi_port: (1..8/0/1..48) | TouHOCTbIO ANA YKa3aHHOro nHTepdelica.
bitethernet gi_port ] - all — gna Bcex uHTepodelicos.

OT06pasnTb NPeANoNOKUTENBHYIO ANUHY Kabens, NOAKAYEHHOTO

K YKasaHHoMy nHTepdelicy (ecam Homep nopTa He 3a4aH, To

show cable-diagnostics ca- KOMaH/Aa BbINOHAETCA ANs BCeX NOpPTOB).

ble-length [interface giga- UHTepddeiic ponkeH 6biTb aKTUBHbIM U paboTaTb B

bitethernet gi_port] V pexume 1000 M6ut/c nnn 100 M6ut/c. AnarHocTmka
noAaAepKMBaeTca TONbKO Ha MHTepdeiicax

GigabitEthernet.

gi_port: (1..8/0/1..48)

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good
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5.25.2 luaezHocmuKka onmu4YyecKko2o0 mpaHcueepa

®DYHKUMA OMArHOCTMKM MO3BO/MIAET OLEHUTb TeKyllee COCTOsiHWE ONTUYECKOro TpaHcuBepa U
ONTUYECKOU TNHUU CBA3N.

Bo3MOKeH aBTOMATMYECKUIA KOHTPOIb COCTOSHUA IMHUI CBA3W. [11A 3TOr0 KOMMYTaTOp NEPUOANYECKN
onpawunBaeT napameTpbl ONTUYECKMX WHTEPDENCOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3aZlaHHbIMM MPOM3BOAUTENSAMM TpaHcuBepoB. [pu BbiIXOAEe MapameTpoB 3a AONyCTUMble Mpeaessbl
KommyTaTop GopmMuMpyeT Npeaynpexgatolime U aBapuiiHbie coobLeHus.

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneaytowmin Bua;

console>

Tabnunua 246 — KomaHga ANarHoCTUKM ONTUUYECKOro TpaHCcMBepa

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

show fiber-ports opti- OT06pa3nTb pesy/bTaTbl AMArHOCTMKM ONTUYECKOrO TPaHCUBEpa.
cal-transceiver [detailed] . . .
[interface {gigabitethernet gi_port: (1..8/0/1..48);
i_port | tengigabitether- te_port: (1..8/0/1..24);
9L . fo_port: (1..8/0/1..4).
net te_port | fortygiga-
bitethernet fo_port}]

[Mpumep 6b1M0AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnuua 247 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHcuBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsakeHue nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoAHasA MOLLHOCTb Ha nepegaye (MBT).
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Input Power BxogHas MOLWHOCTb Ha npueme (MBT).

LOS MoTtepa curHana.

3Ha4YyeHMA pe3ynbTaToB AMArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noagepskunsaetcs.

5.25.3 [lJuazHocmuka uHOUKayuu uHmepdgelicoe

KomaHObi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnvua 248 — KomaHabl ANArHOCTUKM MHAMKAUUK MHTepdencos

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro

test led port mode { force- BKNOUUTL HEOBXOAMMbIN PEXMM PaboTbl MHAMKALMK MHTepdeica
on | force-off |force-blink - force-off — BbIKNIOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); | - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranue;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexum paboTbl CBETOBOW UHAMKALIMKU MOPTOB,
bitethernet fo_port | all]} /default all OMNUCaHHbIN B NyHKTe 2.4.4;

V Tonbko gna yctpoiicte MES5324.

show led port mode [giga- OT06pa3nTb MHGOPMALMIO O pexkuMe PaboTbl MHANKALMW Ha
bitethernet gi_port | tengi- nHTEpoelice.

gabitethernet te_port | —

fortygigabitethernet

fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHuns o6 ypoBHe obcny:kmBaHus B IP-ceTax) — TEXHONOrMs aKTUBHOFO MOHWTOPUHTA,
MCNONb3YIOWANACA AN U3SMEPEHMA NapameTpPoB ObICTPOAENCTBUA KOMIbIOTEPHbIX CETEM M KayecTBa nepegauu
OaHHbIX. AKTUBHbIA MOHUTOPUHT NPeACTaBAseT CO60MN NPOAOIKUTENBHYIO LMKANYECKYIO reHepaLumto TpaduKa,
cb6op MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHUE CTAaTUCTUKN.

Ha gaHHbIA MOMEHT M3MepPeHME NAPaMETPOB CETU MOMKET OCYLLECTBAATLCA C UCMOb30BaHME NPOTOKOA
ICMP.

Mpu Kaxkgom BbinonHeHUn onepaumm ICMP Echo yctpoiictBo oTnpasaset ICMP Echo request coobuieHue
Ha aZpec HasHa4YeHUn, OXKMaaeT noaydyeHus coobueHmsa ICMP Echo reply B TedeHuMe 3a4aHHOIO MHTEpPBana Bpe-
MeHMU.

C oagHoit IP SLA onepaumelt MOXKHO CBS3aTb HeCcKoibko 06bekToB TRACK. CocToAaHue ob6bekTa TRACK ums-
MEHAEeTCA B MOMEHT M3MeHeHUsA cocToaHus IP SLA onepaumm, nmbo c 3agaHHON 3a4ePHKKON.

Mpu M3MEeHEeHMN COCTOAHUA TPeKa BO3MOXHO BbINOJIHEHUWE MaKpOKOMaHA. MaKpOKOMaHAbl BbINOAHA-
0TCA B pexkume rinobanbHoro KoHGUrypuposaHua. 1A BbINONHEHMA KOMaHA pexXuma privileged EXEC KomaHapl
HeobxoaMMO A0NoNHUTb NpedurKkcom do. KomaHabl co3gaHna Habopa MaKpoOKOMaHA NpuseaeHbl B Tabanue 42,
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Ona ncnonosoBanua pyHKUMM IP SLA Heob6x0AMMO BbINOAHUTL CAeaytolne AencTBumA:

— CospgaTb onepauymio icmp-echo 1 ckoHpUrypupoBaTb eé.

— 3anycTuTb BbIMOJIHEHUE ONepaLum.

— CospgaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauuelt n cCKoHbUrypmMpoBaThb ero.
— [pn HeobxogMMOCTM, CO34aTb MAKPOCHI, BbIMOAHAEMbIE NMPU U3MEHEHUWN COCTOAHWUA OOBEKTA

TRACK.

- HDOCMOTDETb CTaTUCTUKY, Npn HeOGXO,ﬂ,MMOCTM, O4YnUCTUTDL €e.
- an HEO6XO,£I,VIMOCTVI, NPEKPaTUTb BbIMOJIHEHNE Onepaunn.

KomaHObI pexcuma 2a0b6an6Hol KoOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexume rnobasibHOM KoHbUrypaumm:

console (config) #

Tabnunua 249 — KomaHab! pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MepeiTn B pexxnm KoHdurypmuposaHua IP SLA onepaumu.
- operation — HOmep onepauuu.

Ypanutb IP SLA onepauutio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anycTuTb Ha BbinonHeHue IP SLA onepauyuio.

- operation — Homep onepauuu.

- life — Bpems, B TeueHWe KOTOPOro onepauma 6yaeT BbINONHATHCA.
- start-time — Bpems 3anyckKa.

MpeKpatnTb BbinosHeHue IP SLA onepauuu.
- operation — Homep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64);
operation: (1..64)

Co3aaTb TRACK 06beKT, KOTOPbIN byaeT oTcnexKmBaTb cocTosiHue IP
SLA onepauuu.

- object — Homep TRACK o6bekTa.

- operation — Homep IP SLA onepauuu.

Yaanutb TRACK-06beKT.
- object — Homep TRACK-06beKTa.

logging events ip sla opera-
tion-state-change

BKAtoUNTb BbIBOA, COOB6LLEHMI 06 M3MeHeHUn cTaTyca IP SLA onepa-
IVI7R

no logging events ip sla track-
state-change

- - —/BKNtOYEHO —
no logging events ip sla oper- BbIKNtOUMTb BbIBOA, COOBLLLEHNI 06 M3MeHeHuu cTaTyca IP SLA one-
ation-state-change pauum.
logging events ip sla track- BKNtOUNTL BbIBOZ COOBLLEHMIA 06 U3MEHEHUM CTaTyCca TPeKa.
state-change
—/BKAIOYEHO

BbIKntoUnTL BbIBOA, C006|J.I|EHMI\;I 06 M3MeHeHUn CTaTyCa TpeKa.

Tabnnua 250 — KomaHabl pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158)
CMMBOJI0B

MepeiTn B pexum KoHpurypmposaHua ICMP ECHO onepa-
Luu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — poMeHHoe nMs y3na ceTu.
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KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO-onepauyuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHurypuposanua IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 251 — KomaHabl pexkuma KoHpurypumposaHma onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

frequency secs

no frequency

secs: (10..500)/10 ¢

YCTaHOBUTbL 4acTOTy MNOBTOPEHUA
- Secs — 4acToTa, B CEKYHAAX.

ICMP ECHO-onepauuu.

YCTaHOBWTb 3HA4YEHMEe YacTOTbl MOBTOPEHUI NO YMOYAHUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YCTaHOBWUTb O/IMHY TaimayTa, NO UCTEYEHUM KOTOPOro, ecamu
He npuwen ICMP-oTBeT, onepauua 6Oyaer cymTaThbeA
HeyaauyHOW.

- msecs — TaMayT, B MUIIMCEKYHOAX.

YCTaHOBUTb 3HaYyeHue TaﬁmayTa NoO YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTbL KONMYecTBo 6ainT, nepesaBaembix B ICMP-nakete
B KauecTBe faHHbIx (payload).
- bytes — KonuyecTso 6alT.

YCTaHOBWTb 3Ha4YeHWe KonnyecTsa 6aT No yMoAYaHUIo.

I Ona HopmanbHoro sbinonHeHus onepauun ICMP Echo peKkomeHayeTcA yCTaHOBUTb 3Ha-

YeHue YacToTbl BbINOJIHEHUA onepauumn 60abLINM, Yem 3HAYEHUe TalimayTa onepauuu.

KomaHObI pexcuma KoHgu2ypupos8aHus mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnunua 252 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HaveHue

Aelicmeue

delay {up secs down secs |
up secs | down secs}

no delay [up] [down]

secs: (1..180)/0

YCTaHOBUTb 3aZleP*KKY A/1a cMeHbl cocTossHuA TRACK-06beKTa,
npu n3meHeHumn coctoAanusA IP SLA-onepauunu.

- Secs — 3a[eprKKa, B CEKYHOAX.

- up — 3ajepXKa WM3MEHEeHMA COCTOAHWA MNpPU U3MEHEHUMU
onepauuun B coctoaHue OK;

- down — 3azeprKKa M3MEHEHUA COCTOAHUA MPU U3MEHEHUMU
onepaumu B coctoaHue Error.

YanuTb 3a4epiKKy.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabanua 253 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

OTo6pasnTb MHPopmaumio 06 IP SLA-onepaumax.
- operation — HOmep onepaumu.

0OT06pa3nTb nHPopmaumio o TRACK-obbekTax.

- object — Homep 0b6bekKTa.
O6HYNUTL cyeTumKu IP SLA-onepaumm.

- operation — HOMep onepaumm.

show ip sla operation
[operation]
show track [object]

operation: (1..64)

object: (1..64)

clear ip sla counters
[operation]

operation: (1..64)

Mpumep HaCTPOMKM, NpesHA3HAYEHHOW AR KOHTPOAsA y3na cetu ¢ agpecom 10.9.2.65, ¢ oTnpasKoii
icmp-3anpoca Kaxkable 20 ceKkyHa, BpemeHem OTBeTa Ha icmp-3anpoc, He npesbiwatowmm 500 mc, u
pasmepom AaHHbix 92 6aliTa; 3a4eprKka cmeHbl cocToaHuA TRACK-06beKkTa — 3 ceKyHApl; NpU U3MEHEHUN
coctonaHMA TRACK-o06beKTa BbinoHATCA Makpocbl TEST _DOWN mn TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console(config)# macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTAaTUCTUKM ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0
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roe:

— Operation state — TeKyw,ee COCTOAHME onepaumu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJIHEHWE ONEpPaLUN OCTAHOBAEHO.
— Operation return code — Kop, 3aBepLUeHmns nocnegHen BbiNnoHEHHON onepauuu:
=  OK — ycnewHoe 3aBepLueHne npeablayLier onepaumm;
=  Error — Heyga4yHoe 3aBepLueHue nocaeaHenr nonbiTkM U3MepeHus.
— Operation Success counter — KOIMYECTBO YCMELIHO 3aKOHUYEHHbIX OnepaLuii.
— Operation Failure counter — KONNYeCTBO HeyAaYHO 3aKOHYEHHbIX onepauyi.
— ICMP Echo Request counter — KONM4YeCTBO NPOBEAEHHbIX 3aMyCKOB onepauum.
— ICMP Echo Request counter — KONM4ecTBO NoydYeHHbIX oTBeToB Ha ICMP-3anpoc.
ICMP Error counter — CYETYMK, OTOOPAXKAIOLWMUIA KOJIMYECTBO U3MEPUTE/IbHBIX ONEpPaLIMi, 3aKOHUYMBLLUXCS C CO-
OTBETCTBYIOLLMM KOAOM OLUMOKM.

5.27 dnekTponuTaHue no anHuam Ethernet (PoE)

Mogenn kommyTaTtopos ¢ cyddukcom ‘P’ B 0603HaUYEHMMN NOAAEPHKMBAIOT INEKTPONMUTAHUE YCTPOCTB
no nvHum Ethernet B cooTBeTcTBUM C pekomeHaaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console# configure

console(config)#

Tabnnua 254 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMOA4YaHuro

power inline limit-mode {port | Bbi6paTb perKMm OrpaHUYeHUs MOLLLHOCTH

class} 3N1EKTPONUTAHMUA:
- port —orpaHuyeHue ycTaHaB/IMBAETCA Ha OCHOBAHUMN

—/class AAMWHUCTPATUBHbIX NapameTpoB NOpPTa;

- class — orpaHuyeHue ycTaHaBAMBaETCA HA OCHOBAHMUM
Kaacca NoAKNOYEHHOro yCTponcTBa

no power inline limit-mode BepHyTb 3HaueHWe No yMoN4aHuto

power inline restart auto BKNtounTb aBTOMaTMYeCcKui pectapT PoE B cayyae
OTKAtoYeHnA POE-KOHTpoNNepa.

no power inline restart auto —/BK/IOYEHO YCTaHOBMWTb 3HaYeHne No ymonyaHuio. OTKAIOUNTb

aBTOMaTU4Yeckunin pectapT PoE B ciiyyae oTKAoYeHus PoE-
KOHTpoOANepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YCTaHOBUTb NOPOT NOTPE6IAEMON MOLLHOCTK, NPK
KoTopom dpopmupyeTca HbopmaLMoHHOEe coobuieHre
(snmp trap) o npesbiweHUn nopora.

BoccTtaHOBUTL 3HaYeHWe nopora no YMO/I4aHuUIo.

power inline traps enable

no power inline traps enable

—/BbIK/IIOYEHO

Paspewntb popmmnposaHme MHPOPMALMOHHBIX
coobleHunit gna noacuctemsl PoE.

BepHyTb HAacTPOWMKM K NapameTpam No YMONYaHUIO.

power inline inrush test disable

—/BKAOYEHO

BKAtounTb NpoBepKy inrush-Toka.
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no power inline inrush test
disable

OTKNOYUTbL NPOBEpPKY inrush-Toka.

power inline disable

—/BbIK/OYEHO

no power inline disable

OTKNOYNTL Ucnob3oBaHue PoE.
/ HacTpoiika BcTynuT B cMNy TO/IbKO nocne
nepesarpysKu ycTpoucrsa.

BKkAtounTb ncnonbsosaHue PoE.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPurypaumnm nHtepderica Ethernet:

console# configure

console (config)# interface gigabitethernet gi port
console (config-if)#

Tabnunua 255 — KomaHab! pexkuma KoHdurypaumum nntepoeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CUMBOAA;
—/auto

YnpaBnaTb paboToi npoTokona obHapyKeHua PoE-ycTpoincTts
Ha UHTepdelice.

-auto — paspelwaeT paboTy npoTokona obHapyKeHua PoE-
YCTPOMCTB Ha MHTepdeice 1 BKIOYAET NOAAYY 3/1EKTPONUTa-
HWA Ha uHTepdec;

-never — 3anpeluaeT paboTy NpoTokona obHapyKeHua PoE-
YCTPOMCTB Ha UHTepdelice M OTKAOYAET NoAady dN1eKTPONUTa-
HUA;

-time-range — BpemMeHHOW UHTepBa, B TEYEHUE KOTOPOro
nuTaHue byaeT nogasaTbCA Ha MHTepdENC.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBOJI0B/He 334aHO

[o6aBuTb Npon3BoibHOE onucaHne PoE-ycTpoiicTea gia
NOMOLLM B aMUHUCTPUPOBAHUKN 060PYA0BaHUS.

YoanuTb paHee 3afaHHoe onucaHue PoE-ycTpoiicTea.

power inline priority {critical |
high | low}

no power inline priority

—/low

3apaTtb npuopuTeT uHTepdeiica PoE npu ynpasneHun anek-
TPONUTAHMEM.

- critical — ycTaHaBAMBaEeT HaMBLICLLMIA NPUOPUTET INEKTPO-
NUTaHUA. DNEKTPONUTAHME NOPTOB C TaKUM NpUopUTETOM bY-
OeT nNpeKpawaTbcA B NOCNEAHIO oyepeab Npu neperpyske
cuctembl PoE;

- high — yctaHaBnuBaeT BbICOKMI NPUOPUTET INEKTPONUTA-
HUA;

- low — ycTaHaBnMBaEeT HU3KUI MPUOPUTET SNEKTPONUTAHMUSA.

BoccTaHOoBUTL APUOPUTET NO YMONYAHUIO.

power inline limit power

no power inline limit

power: (0..30000)/30000
mBT

HasHauuTb Npesen MOLLHOCTU 3NeKTPONUTaHnaA ans
BbI6GpaHHOro nopTa.

BoccTaHoBUTL npegen MOWHOCTU NO YMO/THaHUIO.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#
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Tabanua 256 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3HavyeHue .,
KomaHoa / Aelicmeue
1o ymMon4YaHuro

show power inline [giga-
bitethernet gi_port | unit
unit_id]

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

OT06pa3nTb COCTOAHME INEKTPONUTAHUA UHTEPdEIiCOB,
noanepuBatoLwmx nuTaHne no AnHum PoE.
- unit_id — Homep OHWTaA B CTEKeE.

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3nTb XapaKTepUCTUKM NnoTpebneHmna moHocTm PoE-
MHTepdencos ycTponcTaa.
- unit_id — Homep OHWTa B CTEKeE.

gi_port: (1..8/0/1..8);
unit_id: (1..8)

show power inline version OT06pasnTb BEPCUIO NPOrPaMMHOro obecneyeHums
KOHTpoAnepa noacuctembl PoE.

[pumepbl 8bIN0AHEHUS KOMAHO

= [loKas3aTb COCTOAHME /IEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12-port 1G
Managed
Switch with
8 POE+ ports

2 MES2308P 240 0 (0%) 42
12-port 1G
Managed

Switch with
8 POE+ ports

Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/o0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto On 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/o/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [lOKa3aTb COCTOSIHNE 3/IEKTPONUTAHUA BbIBPAHHOTO NHTepdelica:

console# show power inline gil/0/1

Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power-limit mode): 30.0 watts

Time range:
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Operational power limit: 30.0 watts
Spare pair: Disabled
Negotiated power: 0 watts (None)
Current (mA) : 0

Voltage (V) : .0

0
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0

OnucaHue oTobparkaemMbix NapaMeTPoB 3NEKTPONUTAHUA NpuBeaeHo B Tabaunue 257.

Tabnuua 257 — MapameTpbl CTaTyca 3NEKTPONUTaHNUSA

Nominal Power

HomMHanbHaa MOLWHOCTb MCTOYHUKA NUTaHMA nogcuctembl PoE.

Consumed Power

N3mepeHHOe 3HauyeHMe NoTpebaaemMoit MOLHOCTMY.

Usage Threshold Moporosoe 3Ha4YeHWe noTpebaaeMoi MOLHOCTH, MTPK KoTopom GopmMmupyeTcs MHbop-
MaLMOHHOe cooblueHue (snmp trap) o npeBbIlWeHUN Nopora.

Traps OTtobparkaeT paspeleHme popmmpoBaHMe NHPOPMALMOHHBIX COOBLLEHNA.

Port O603HayeHne nHTepderica KommyTaTopa.

Admin AOMUHUCTPATUBHOE COCTOAHWE 3N1EKTPONUTAHMUA NOPTa. BO3MOMKHbIE 3HaueHnAa —
auto u never.

Priority MpuopuTeT ynpaBaeHNs 3NeKTponMTaHMeM nopTa. Bo3mokHble 3HayeHua — critical,
high, low.

Oper OnepaTuBHOE COCTOAHME 3IEKTPOMNUTAHUA NOPTA. BO3MOKHbIE 3HAYeHUA:

Off — nuTaHWe nopTa BbIKAKOYEHO aLMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAKOYEHO, OXKMAaHMe NoakAoYeHnA POE-ycTponcTea;
On — nuTaHWe NopTa BKAOYEHO W eCTb NpUcoeanHeHHoe POE-ycTpoicTBo;

Fault — aBapua nuTaHua nopTta. POE-ycTPOMCTBO 3anpocuao MOLLHOCTb 6onbluyto,
Yyem AOCTYNHO uau notpebnseman POE-ycTpoOMCTBOM MOLLHOCTb MpPeBbiCMNA 3adaH-
HbIN Npegen.

Port standard

Knaccudukaumsa noaknoyeHHoro yctpoictesa B cootsercTeum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CyeTumK KoNnYecTBa Cly4aeB Neperpysku No 3N1EKTPONUTAHMUIO.

Short Counter

CyeTumK cnyyvaeB KOPOTKOrO 3aMblKaHMUA.

Denied Counter

CyeTumK cnyyaeB OTKa3a B NO4a4e INEKTPONUTaHKUA.

Absent Counter

CyeTuMK cnydaeB MNPEKPaLLEHUA 3SNEKTPOMUTaHMA M3-33 OTKAKYEHMSA MUTAaemoro
yCTpoWcTBa.

Invalid Signature
Counter

CyeTumK oWwMBOK KnaccuduKaLmMm nogKAoUeHHbIX POE-ycTpolicTs.

5.28 dyHKUuKM obecneueHua 6esonacHOCTU

5.28.1 ®yHKyuu obecneyeHua 3auumsi NOPMos

C uenbto NoBblWeHMA 6He30MacHOCTU B KOMMYTATOPE CYLLLECTBYET BO3MOMKHOCTb HAaCTPOUTb KaKkol-1nbo
NopT TaK, YTobbl AOCTYN K KOMMYTATOPY Yepes 3TOT NOPT NPeaoCTaBAAICA TO/IbKO 3a4aHHbIM YCTPOMUCTBaM.
@PyHKUMA 3aWNTbI MOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM pa3spelsaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYIO MAM U3y4YeHbl KOMMYTATOpom. lNocne usydeHnsa HeobxoaMmbIX
agpecoB MopT cnepyet 3abNOKMPOBATb, 3aLLUTMB €ro OT NOCTYMJIEHUA NAKeTOB C HeudydeHHbimu MAC-
agpecamu. Taknm obpasom, Korga 3ab10KMPOBAHHbLIM NOPT NoayyaeT nakeT, ¥ MAC-aapec NCTOYHMKA NaKeTa
He CBSi3aH C 3TUM MOPTOM, aKTUBU3IUPYETCA MEXaHU3M 3amTbl, B 3aBUCMMOCTU OT KOTOPOro MOryT ObiTb
NPWHATbI CAeayowmne Mepbl: HECAHKLMOHWMPOBAHHbIE MAKeTbl, MOCTynalowWme Ha 3abNOKMPOBAHHbLIN NOPT,
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nepecbliatoTcsa, oTbpackiBaoTCs, MO0 Ke NopT, NPUHABLLNI NakeT, oTKAoYaeTca. PyHKumMa B6e3zonacHOCTH
Locked Port no3sosnseTr coxpaHWUTb CNMUCOK M3ydeHHbIXx MAC-agpecoB B ¢dainne KOHPUrypauuu, TakUm
06pasom, 3TOT CMUCOK MOXKHO BOCCTaHOBUTL NOC/E Nepe3arpy3kn yCTPonCTBa.

/ CywecTByeTt orpaHuyeHue Ha Koandectso MAC-agpecoB, KOTOpOe MOXKEeT U3yUYUTb NopT,
ucnonb3ywmii yHKLMIO 3aLUTbI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

nopTOoB:

console (config-if)#

Tabnmua 258 — KomaHabl pexkmma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port security

no port security

—/BbIK/IOYEHO

BkAtounTb GYHKLMIO 3aWnTbI Ha MHTepdeiice. BaokupyeT
DYHKLMIO U3y4yeHMA HOBbIX agpecos Ans uHTepdelica. MakeTbl
C HensyyeHHbiMM MAC-agpecamm UCTOYHMKA OTOpacbIBatOTCA.
KomaHpga aHanornyHa komaHge port security discard.

OTKNOUNTL GYHKLMIO 3aWMTbI Ha MHTepdeiice.

port security max num [voice]

no port security max

num: (0..65536)/1

3aaTb MaKCMMabHOE KOJIMYECTBO aZiPECOB, KOTOPOE MOMKET
M3y4nTb NopT. MpK 3TOM K3 06LLErO IMMUTA aapecoB
BblYMTaETCA IMMUT afpecos B voice vian.

- voice — yCTaHaBAMBAET MAKCMMa/IbHOE KOIMYECTBO aApecos,
KOTOpOe MoeT BbITb n3yyeHo B voice-vlan.

NIumunT agpecos B voice-vlan He MoXKeT NpeBbIlwaTb 06LW Mt
NIUMUT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

PaspelwmnTb TONbKO MapLUPyTM3aLMIO NAKETOB C YKa3aHHbIM
MAC-agpecom UCTOYHMKA.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

port security {forward |
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq]

freq: (1..1000000) ¢

BrAtounTb GYHKLMIO 3awmThl HA MHTepdelice. Barokupyet
GYHKLMIO M3yYeHNA HOBbIX aApecoB ANA MHTepdeica.

- forward — nakeTbl ¢ HemsyyeHHbIMM MAC-agpecamm
MCTOYHWMKA MepecblnaloTca.

- discard — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamm
MCTOYHMKa oTbpacbiBatoTCA.

- discard-shutdown — naketbl ¢ HeusyyeHHbIMU MAC-
afipecaMm UCTOYHMKA OTOpacbIBaloTCA, MOPT OTK/IOYaeTCA.
- discard-shutdown-vlan — nakeTbl ¢ Hensy4yeHHbIMM MAC-
afipecaMm UCTOYHMKA oTbpacbiBatoTca. MopT yaanaerca us
cootsetcTaytowen(nx) VLAN. Bo3spaT nopta 8o VLAN
ocyLLecTBaseTca KomaHaom set interface active.

- freq — YacToTa reHepupyembix coobLeHui npoTokona SNMP
trap npu NOCTyNNeHNN HeCaHKLMOHNPOBAHHbIX NMaKeTOB.

port security trap freq

freq: (1..1000000) ¢

3afaTb YacTOTy reHepupyembix coobLLeHni npoTokona SNMP
trap 1 Syslog npu NoCTynAeHUN HeCAaHKLLMOHMPOBAHHbIX
nakeTos.
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port security mode {secure 3a4aTb pexxum orpaHuyeHus nsyveHma MAC-agpecos ais
{permanent | delete-on- HacTpanBaemoro nHTepdeiica.

reset} | max-addresses | - max-addresses — yzanaer Tekywme AMHaMUYeckn

lock} M3y4YeHHble agpeca, CBA3aHHble ¢ MHTepdelricom. PaspeweHo

M3y4yeHne MaKCMManbHOro KoinyecTBa afpecos Ha MopTy.
MoBTOpHOE N3yyYeHMe K cTapeHue paspeLleHbl.

- lock — coxpaHsaeT B KOHUrypaLmio TeKyLMe ANHAMUYECKN
M3y4eHHble agpeca, CBA3aHHbIe C UHTepdericom u 3anpeLlaet
—/lock obyyeHue HOBbIM agpecam 1 CTapeHMUE YKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OrpaHUYEHNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTea.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTpomncTaa.

no port security mode YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 259 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuro

show ports security {giga- MoKa3aTb HACTPOMKM YHKLMM 6€30MacHOCTU Ha BbIbpaHHOM
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nHTepdeiice.
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- MoKa3aTb TeKyLlee KOIMYECTBO U3yYEHHbIX apecos u
dresses {gigabitethernet gi_port: (1..8/0/1..48); BO3MOMKHbI IMMUT 415 3a6/10KMPOBAHHbIX MOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTMBMPOBATbL MHTEPPENC, OTKAIOUYEHHDBIN QYHKLMEN 3aLumTbl
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTa (KOMaHAa AOCTyMNHa TONbKO AN NPUBUIETMPOBAHHOMO
gabitethernet te_port | te_port: (1..8/0/1..24); nonb3osaTens).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status — MoKa3aTb TeKyLLMIA CTaTyC BCeX MHTepdencos.

[pumepsi 8biM10AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3awWwmThl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMYeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenmsa MAC-agpeca 3a6710KMpoBaTb GYHKLUMIO U3YYEHUA HOBLIX aj-
pecoB ans uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HemsdydeHHbIMW MAC-agpecamm UCTOYHMKA.
CoxpaHuTtb B palin n3yyeHHbIN agpec.

console# configure
console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

5.28.2 lposepka NodaUHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOA/MHHOCTU NO/b30BaTeNEN
KOMMYTaTOpa 4Yepe3 BHELWHUWA CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAWEHT. TO/bKO
ayTEHTUPULMPOBAHHbBIE M AaBTOPWU30OBAHHbIE MOJ/Ib30BATE/IM CMOrYT NepenasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NoA/IMHHOCTU NOAb30BaTe/iel NopToB BbiNnosHAeTcA cepBepom RADIUS nocpeactBom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnnua 260 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-con-
trol

— /BbIK/IOYEHO

BKAtoUNTL perkmum ayTeHTuduKaumm 802.1X Ha KommyTaTope.

BbIKNt0UNTL pexxkum ayteHTUudMKaumm 802.1X Ha KommyTaTope.

dotlx mac-auth radius
username {groupsize
groupsize separator separa-
tor {lowercase | upper-
case}}

no dotlx mac-auth

groupsize: 1, 2, 4,
12/12
separator: -, :, ./none

Bbi6paTb popmaT coobuyeHuit, KoTopble oTnpasasatoTcs RADIUS-
KnneHTom Ha RADIUS-cepBep B npouecce ayTeHTUDUKALUK Ha
ocHoBe MAC-aapeca, 1 ONUMOHANbHO HACTPOUTL popmat
atpubyta User-Name.

Ecnun username He HacTpoOeH, To NnpuMmeHuUTca popmar
V 6e3 pasgenurens ¢ HUXKHUM PErncTPoOm.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

dotlx mac-auth password
password

no dotlx mac-auth pass-

password: (1..32)

Mcnonb3oBaTb 3a4aHHbIN a4MUHUCTPATOPOM MAposb B aTpubyTe
User-Password Bmecto MAC-agpeca cynnanKaHTa.

OTMEeHUTb UCNoNb3oBaHWe 3a4aHHOIO AAMUHNUCTPATOPOM

CMMBONOB
word napons B atpnbyte User-Password: ucnonszosats MAC-agpec
cynnaukaHTa B aTpubyTte User-Password.
aaa authentication dotlx 3apaTb 04MH UK ABA MeTOAa NPOBEPKM NOAJNHHOCTY,
default {none | radius} aBTopu3aumm un yyeta (AAA), ANA UCNONb30BaHMA HA
[none | radius] uHtepoeiicax IEEE 802.1X.
- none — He BbINONHATb ayTeHTUPUKaLMIO;
- radius — ncnonb3osatb cnncok RADIUS-cepsepoB ana
—/radius ayTeHTMdMKaLMmM nonb3oBaTens.

no aaa authentication
dotlx default

Bropoii metoa ayTeHTUPUKauUM mMcnonb3yeTcs
V TO/NbKO B C/lyyae, ec/iv No nepBomy ayTeHTUdGUKauua
6blna HeycnewHoM.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepdelica Ethernet:

console (config-if)#
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umn.

Mpotokon EAP (Extensible Authentication Protocol) BbinonHseT 3agauu ana ayteH-
TMdUKaLUM yaaNeHHOro KANEHTa, NpU 3TOM onpegensis MexaHusm ayTeHTudpuKa-

Tabnnua 261 — KomaHgb! pexxuma KoHdurypaumm nntepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

HacTpoutb ayTeHTUdUMKaumio 802.1X Ha uHTepdelice.
PaspelaeT py4HOM KOHTPO/Ib 38 COCTOSAHMEM aBTOpPU3aLLUM
nopra.

- auto — ncnonbsosatb 802.1X oA UsSMeHeHMA COCTOAHUA
KAWEHTA MeX Ay aBTOPU30BAHHbIM U HEABTOPU30BaAHHbIM;

- force-authorized — BbikoyaeT ayTeHTUdUKaumo 802.1X Ha
nHTepdeice. MopT nepexoauT B aBTOPU30BAHHOE COCTOAHME
6e3 ayTeHTUGUKauuu;

time: (1..32) P .
- force-unauthorized — nepesoaWT NopT B HeaBTOpPKU30BaHHOE
cocTofiHue. VIrHopupytoTcsa BCe MOMbITKU ayTEHTUdUKALMK
K/IMEHTa, KOMMYTaTOp He NPeAoCTaBAAET CEPBUC
ayTeHTUdMKaLMM oNA 3TOro NopTa;
- time — WHTepBan BpemeHwW. ECiM faHHbIN NapameTp He
onpeaeneH, To NOPT He aBTOPU30BaH.
no dotlx port-control YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
dotlx reauthentication —/nepuoanueckmne BK/OUMTb NepuoaMYEeCcKMe NOBTOPHbIE MPOBEPKU
NOBTOPHbIE NPOBEPKM noA/IMHHOCTY (NepeayTeHTUGMKALMIO) KIMEHTa.
no dotlx reauthentication noA/IMHHOCTU BbIKNOUMTb NepUoanYECcKMEe NOBTOPHbIE MPOBEPKU
BbIK/ItOYEHbI noA/IMHHOCTU (NepeayTeHTUPMKALMIO) KNMEHTa.
dotlx timeout reauth-pe- . YCTaHOBWUTb NEPUOA, MeXK Y NOBTOPHbIMWU NPOBEPKaMM
riod period period: NoA/IMHHOCTY.
- (60..4294967295)/
no dotlx timeout 3600 ¢ YCTaHOBWTb 3Ha4YeHUe NO YMONYAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
c

YCTaHOBWUTb NEpUOA, B TeUEHME KOTOPOro KOMMyTaTop
OCTaeTcs B COCTOAHMM MOIMAHMA NOC/E HEYAAYHOMN NPOBEPKM
NOANMHHOCTK.

B TeyeHue Nepropa MONYAHUA KOMMYTATOP He MPUHUMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMIA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
c

YCTaHOBUTb NEPUOL, B TEYEHME KOTOPOro KOMMYTATOP
O}KMAAeT OTBET Ha 3anpoc M60 MAEHTUDUKALMIO MO
npotokony EAP oT KnneHTa, nepes, NOBTOPHOM OTNPaBKOW
3anpoca.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHOBWUTb MaKCUMaNbHOE YMCI0 MOMbITOK Nepesayu
3anpocoB NPoToKona EAP-KAMeHTY nepes HOBbIM 3amnycKom
npouecca NpoBepKu NOAAMHHOCTU.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30 ¢

YCTaHOBWTb NEepUOoA, MeXKay NOBTOPHbIMK Nepesadamm
3anpocos npoTokona EAP-knneHTy.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 ¢

YCcTaHOBUTb Nepnos, B Te4eHMe KOTOPOro KOMMYTaTop
OXXWUpaeT oTBeTa OT cepBepa ayTEHTVI(I)VIKaLI,VIVI.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535) ¢/
He 3aflaHo

YcTaHOBUTb nepunopa sBpemeHn HeakKTUBHOCTU K/IMEHTa, No
ncrevyeHme KOToporo KIMEeHT CTaHOBUTCA HEABTOPU30BaHHbIM.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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dotlx multi-sessions moni-
tor-mode

- - —/BbIK/IOYEHO
no dotlx multi-sessions

monitor-mode

BkntounTb oTnpaBky multicast Request Identity He3asucumo
OT ayTeHTUGULMPOBAHHBIX CECCUN.

BbIkNtounTb Nepnoaunyeckune otnpaskn multicast Request
Identity He3aBMCcMMO OT ayTEHTUDULMPOBAHHbLIX CECCUN.

dotlx action track dead

force-authorized —/BbIK/IOYEHO

no dotlx action track dead

Mpwn HepocTtynHocTM RADIUS-cepBepa KAMEHT nepexoauT 8
COCTOSIHME aBTOPU30BaAHHOTO.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

dotlx action track alive

reauthentication
—/BbIK/IOYEHO

no dotlx action track alive

Mpu BoccTaHoBneHUM goctynHocTn RADIUS-cepBepa
(Bo3BpaLLeHUM U3 cocTosaHMA dead) MHULMUPYETCA NOBTOPHasA
ayTeHTUdUKALMA KNEHTOB.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 262 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHda

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto OCyLLEeCTBUTL NOBTOPHYO NPOBEPKY NOANMHHOCTM
yKa3aHHOro nopTta B KOMaHAe, 1Mbo Bcex NopTos.,
nogaepxusarowmx 802.1X.

show dot1x [interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTb cocTosiHne 802.1X ana KommyTatopa ambo ans
yKa3aHHOro uHTepdelica.

show dot1x users
[username username]

username: (1..160)
CMMBOJIOB

MoKa3aTb aKTUBHbIX ayTEHTUDULIMPOBAHHbIX NO/b30BATENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb cTatucTuKy no 802.1X ans BbibpaHHOro nHTepdelica.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Braountb pexum ayteHTudukaumm 802.1x Ha KommyTtaTope. Mcnonb3sosaTb RADIUS-cepsep ans
NPOBEPKM MOAJIMHHOCTU KANEHTOB Ha MHTepdeincax IEEE 802.1X. Ana 8 nutepdeica Ethernet umc-

Nnosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocTonaHMe 802.1x ana KommyTtatopa, 4na 8 untepdeliica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers: Radius
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Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X-Based Parameters

Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2

Authentication success: 0
Authentication fails: 0

Tabnumua 263 — OnuncaHue pesybTaToB BbINO/HEHUA KOMaHA,

Mapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTUdMKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbI peXum MnopTa: aBTOPM30BaHHbIW, HEAaBTOPM30BAHHDLIM, MO0 BbIK/HOYEHHbIN
(Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUOUKALNN.

Reauth Period

Mepuoa mexay NOBTOPHbIMW NPOBEPKAMU NOAJMHHOCTY.

Mmsa nonbsosaTens npu ncnosnbsosaHmm 802.1X. Ecav nopT aBTOpM30BaH, TO 0TobpakaeTca ums

Username Tekyliero nosnb3osartens. Ecav nopT He aBTOpM30BaH, TO OTOBpa)kaetcs MMA MOCiedHEero
YCMeLHo aBTOPU30BaHHOIO NONb30BaTeIA HA NOPTY.
Quiet period Mepuoga, B TeYEHWE KOTOPOr0 KOMMYTATOP OCTAETCA B COCTOAHUM MOMYAHWUA NOCNE HeyAauHOM
P NPOBEPKM MOAJIMHHOCTU.
Tx period Mepuoga, B Te4eHWe KOTOPOro KOMMYTATOP OXUAAET OTBET Ha 3anpoc NM60 naeHTUbMUKaLMIo No
p npoTtokony EAP OT KnneHTa, Nepes NoBTOPHOM OTNPaBKOM 3anpoca.
Max reg MaKc1MmaibHOE YKC/I0 NOMbITOK Nepesayn 3anpocoB NPoTokona EAP KnneHTy nepes HOBbIM 3a-

NyCKOM npouecca npoBepKkn NOANMHHOCTU.

Supplicant timeout

Mepuog mexay NOBTOPHbIMM NepeAadamu 3anpocos NpoTokona EAP KaneHTy.

Server timeout

Mepropa, B TeUEHME KOTOPOro KOMMYTATOP OXKMAAET OTBETA OT CepBepa ayTeHTUdUKaLUK.

Session Time

Bpems NoAKNOUEHWUA NOb30BaTENA K YCTPOUCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUMKALMM YCTAHOBNEHHOW ceccuu.

Termination Cause

MprynHa 3aKpbITUA ceccun.

State

TeKyluee 3HayeHMe aBTOMATa COCTOSHUIA onpeaennTens NoAJMHHOCTM U BbIXOAHOMO aBTOMaTa
COCTOSIHUI.

Authentication success

KonnuyectBo nonyyeHHbIx coobuieHnin 06 ycnewHom ayTeHTUPUKaLmMmn oT cepeepa.

Authentication fails

Konnuectso nonyyeHHbIX COOBLLEHMI 0 HeycnelwHoM ayTeHTudMKaLLMKM OT cepBepa.

VLAN

pynna VLAN Ha3HavyeHHaA No/ib30BaTento.

Filter ID

NpeHTuduMKaTOop rpynnbl duabTpaumu.
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= [lokasaTb cTaTucTUKy no 802.1x ana nHtepdeiica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1,/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 264 — OnuncaHMe pPe3yNbTaToB BbIMOJIHEHMA KOMaH/,

Mapamemp OnucaHue

KonnuecTBo KOpPEKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Authentication
EapolFramesRx

Protocol over LAN), npuHATbIX AaHHbIM OnpeaenvMTenem noa/IMHHOCTH.

KonnuyecTBo KOppeKTHbIX nakeToB fitoboro Tmna npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolFramesTx PP P » NEPEA A

onpeaenutTenem nogMHHOCTH.

Konunyectso naketos Start npotokosa EAPOL, NpuHATLIX AaHHbIM onpegenuTenem noganH-
EapolStartFramesRx

HOCTW.

Konnuectso naketos Logoff npoTokona EAPOL, NpuHATbIX AaHHbIM OnNpeaennTesnem nogant-
EapolLogoffFramesRx

HOCTW.

KonunuectBo naketos Resp/ld npotokona EAPOL, NpuHATLIX AaHHbIM onpegenuTenem nog-
EapolRespldFramesRx p/id np » P A peA A

JIMHHOCTW.

Konnuectso naketos oTBeToB (Kpome Resp/ld) npoTtokona EAPOL, NpuHATbLIX AaHHbIM onpe-
EapolRespFramesRx (kp p/id) np 1P A P

nenutenem noaMHHOCTU.

Konnuectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpegenvtenem
EapolReqldFramesTx o/ P » MEPEA A pea

NOA/IMHHOCTW.

KonnuectBo naketos 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepeAaHHbIX AaHHbIM
EapolReqFramesTx P (kp p/id) np » NEPEA A

onpeaenvutenem noasIMHHOCTU.

. Konunyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATbIX AAHHbIM

InvalidEapolFramesRx P P » P A

onpegenvTenem noa/MHHOCTHU.

Konnuectso naketos npoTtokona EAPOL c HEKOPPEKTHOM OIMHOM, MPUHATLIX AAHHbIM Onpe-
EaplLengthErrorFramesRx B . A /1P A B

nenutenem noajMHHOCTU.
LastEapolFrameVersion Bepcua npotokona EAPOL, npuHATasA B CaMOM NOCAe4HEM HA SaHHbIA MOMEHT naKkete.
LastEapolFrameSource MAC-agpec UCTOYHMKA, MPUHATLIA B CAMOM NOCIeAHEM Ha AaHHbI MOMEHT NaKeTe.

5.28.2.2 PacwupeHHasa nposepKa nodauHHOCMuU

PacwupeHHble HacTpolikn dotlx MO3BOAAOT NPOBOAMTL MPOBEPKY MNOAJMHHOCTU ANA HECKOIbKUX
K/MEHTOB, NOAK/OYEHHbIX K NOpTy. CyulecTByeT ABa BapuaHTa ayTeHTUdMKaLMMK: NepBblil, KOrAa NpoBepKa
NOA/IMHHOCTU Ha OCHOBE NopTa TpebyeT ayTeHTUdUKAL MM TONbKO OAHOIO KANEHTa, YTObbl AOCTYN K cucTemMe
MMenn Bce KameHTbl (pexum Multiple hosts); BTopoi, Koraa npoBepKa NOAJAMHHOCTM Tpebyet
ayTEHTUOUKALMN BCEX NOAKNIOUEHHDBIX K MOPTY KNMEHTOB (pexunm Multiple sessions). Ecnm nopT B perkume
Multiple hosts He npoxoaAnT ayTeHTUPUKaLMIO, TO BCEM NOAKAKOUYEHHbIM XOCTamM ByaeT 0TKa3aHo B A0CTyne K

pecypcam ceTu.
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KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXkume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 265 — KomaHgb! pexnuma rnobanbHoi KoHdUrypaumm

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIK/IOYEHO

PaspelwnTb OTNPaBKY trap-coOBLEHNIA, KOTAa KANEHT yCnewHo
NpPOXOAMUT ayTEHTUPUKALMIO.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac |

web] —/BbIKNOYEHO

no dotlx traps authentica-
tion failure

PaspewunTb OTNPaBKy trap-coobLeHni, Koraa KAMEHT He npoLen
ayTeHTUdUKaLMIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dotlx traps authentication
quiet
— /BbIKOYEHO

no dotlx traps authentica-
tion quiet

BKNHOUUTL OTNPABKY trap-coobLueHniA Mpu NpeBblweHnn
Nonb30BaTeleM MaKCMMasbHO A0NYCTUMOTO KoanYecTea
6e3ycneLHbIX NOMbITOK ayTeHTUdUKALMK.

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnnua 266 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

dotlx host-mode
{multi-host | single-host |

multi-sessions} —/multi-host

PaspewnTb Hanume o4HOr0/HECKONbKUX KAMEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeCKObKO KNNEHTOoB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

—/protect;
freq: (1..1000000)/1 ¢

no dotlx single-host-viola-
tion

3apaTb AeiicTeue, KOTopoe HeobXoAMMO BbINOAHUTL, KOrAa
ycTpoiicteo, MAC-aapec KoToporo otim4yaercs ot MAC-agpeca
K/IMEHTa, OCYLLEeCcTBAAET NOMbITKY AOCTYMNa K MHTEpPdecy.

- restrict — nakeTbl ¢ MAC-agpecom, oTamyHbim oT MAC-aapeca
KANEHTa, NepecbINatoTca, NPU 3TOM afpec UCTOYHUKA He
n3yvaertcs;

- protect — naketbl ¢ MAC-agpecom, oTandHbim oT MAC-agpeca
KAWeHTa, oTbpacbiBatoTCH;

- shutdown — nopTt BbikntoYaeTca, naketsl ¢ MAC-agpecom,
oTanyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NoCcTynieHnn HeCaHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHpga urHopupyertca B pexkume Multiple hosts.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

282

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BKkntounTb ayTeHTUdMKaLMIO.
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYI Ha MAC-
agpecax;
- 802.1x — BK/ItOYAET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkatoyaeT mexaHnam web-based ayteHTudPmkaumm
. - He pomkHO 6bITb cTaTUuecknx npusasok MAC-agpe-
! COB.
- ®YHKUMA NOBTOPHOW ayTeHTUPMKALUU [OMKHA
6bITb BKAIOYEHA.

BbIK/IOUNTb ayTEHTUDUKALMIO, OCHOBaHHYH Ha MAC-agpecax
nosb3osaTesen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts:
(1..4294967295)

3aaTb MaKCMMaNbHOE KO/IMYECTBO XOCTOB, NPOLUEeALINX
ayTeHTUdMKaLMio.

BepHyTb 3HaYEHME MO YMOUaHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3a4aTb KONMYECTBO HeyAauHbIX MOMbITOK BBOAA /I0FMHA, nocne
KOTOPbIX KNMEHT BOKMpyeTCA.
0 — 6ecKOHeYHOEe YNC/IO MOMbITOK.

BepHyTb 3HaYeHMe MO YMOAYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

— /BbIK/IOYEHO

BkntoumTb pyHKUMIo rocteBont VLAN Ha Tekylem uHtepdeiice.

Bbikntountb dyHKUMIO rocTeBoit VLAN Ha Tekyliem nHtepdeiice.

dotlx critical-vlan enable

no dotlx critical-vlan ena-
ble

— /BbIKOYEHO

BKAOUMTb PYHKUMIO KpuTmndeckoro VLAN Ha TeKkyliem
MHTepodeice.

BbIKNOUNTb GYHKUMIO KpuTUYeckoro VLAN Ha Tekyliem
MHTepodeice.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIK/OYEHO

BK/OYMTbL NPOBEPKY NOA/IMHHOCTM, OCHOBaHHYH Ha ACL/
Ha3HauuTb QoS-Policy.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIKOYEHO

BkatounTtb 06paboTKy onuuu Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbIKntounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobueHunsax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIK/OYEHO

BrntoumTb PyHKLMIO AMHammMYeckoro aobasneHus ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

BbIKNOUNTb GYHKLUMIO ANMHaMMYecKoro gobasneHusa ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnnua 267 — KomaHgbl pexxuma KoHpurypumposaHua nntepdeica VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyaHuto VLAN He
onpegeneH Kak rocteBom

Onpegenutb roctesoit VLAN.

OTKpbIBAaeT HEAaBTOPM30BAHHbIM NO/Ib30BATENAM UHTEpPdElica
npoctyn K roctesomy VLAN. Ecnv roctesoi VLAN onpeaeneH u
paspelleH, NopT byaeT aBTOMATUYECKM NPUCOEAUHATLCA K HEMY,
KOr4a He aBTOPU30BaH, U NOKNAATb, KOraa nponaer
asTopm3saumto. Ytobbl MCNONb30BaTb AaHHbIV GYHKLMOHAN, NOpT
He A0/1XeH BbITb CTaTUYeCKUM YneHom roctesoro VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

dotlx critical-vlan

Onpegenutb VLAN B KauecTBe Kputnyeckoro. OTKpbiBaeT
HEeaBTOPWU30BaHHbIM M0/1b30BATENAM AOCTYN B KPUTUYECKNI
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no ymonyanuto VLAN VLAN npu HegocTynHoctn cepsepoB RADIUS. Ecam Kputuueckni
He onpefeneH Kak VLAN onpegeneH 1 paspeLieH, NopT 6yaeT aBTomaTUYeCcKn
KPUTUYECKUIA Aob6aBneH B Hero nocne akTUBaLUM U NMOKUHET KPUTUYECKUIA
VLAN npu nony4yeHun oTBeTa OT cepBepa.
no dot1x critical-vlan YCTaHOBWTb 3Ha4YeHMEe N0 YMOIYAHUIO.
dotlx auth-not-req no yMO/14aHUIO aBTo- Onpeaenntb VLAN 6e3 aBTopu3aumu. OTKpbiBaeT
pusauma ana VLAN HEeaBTOPU30BaHHbIM NO/b30BaTENAM AOCTYN K BblAeNEHHOMY
BK/tOYEHA VLAN. HeaBTopm3oBaHHbI VLAN gonKeH 6bITb Ha3HayYeH Ha

NopT CTaTUYECKM KaK tagged.

no dotlx auth-not-req YCTaHOBUTb 3HaYE€HNE NO YMOAYAHUIO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabnmua 268 — KomaHapl pexkmma privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
show dot1x [interface MokasaTtb coctoaHune 802.1X gna kommyTtatopa nmbo ana
iz:‘g:il;:sit::::‘r::‘g;_port | gi_port: (1..8/0/1..48); YKa3aHHOro uHTepdeiica.
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port | oob}]
show dot1x detailed — MoKa3aTb pacliMpeHHble HACTPOMKKM NpoToKoaa 802.1x.
show dot1x users MoKa3aTb aBTOPU30BAHHbBIX KJMEHTOB.
username: cTpoka
[username]
show dot1x locked clients MoKa3aTb HEaBTOPM30BAHHbIX KMEHTOB, 3aB/I0KMPOBaHHbIX NO
o Talimayry.
show dot1x statistics MokasaTtb cTatcTUKy 802.1x Ha MHTepdelicax.
interface {gigabitethernet
gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fo_port: (1..8/0/1..4)
fortygigabitethernet
fo_port | oob}
show dot1x advanced MoKasaTb pexxmMmbl paboTbl dotlx.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port | oob}

5.28.2.3 Hacmpolika akmueHo2o ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — 310 ¢pyHKLMSA, KOTOpan no3sonseT cepsepy RADIUS HacTpouTb
aKTMBHbIN CeaHC KNNEeHTa, paHee ayTeHTUGMLMPOBAHHOIO Ha OcHoBe cTaHgapTa 802.1x. O6paboTKa coobLeHni
CoA-Request npoucxoaut B cootseTcTBMM ¢ RFC 5176. ObpabaTbiBatoTcs coobuieHuns, npuweawmne Ha UDP-nopT
3799 ot cepBepoB, 3aZaHHbIX KOMaHAoM radius-server hosts 1 ¢ KAOYOM, 3a4aHHbIM KOMaHAoM radius-server
key. Ana naeHTMdMKaumMm ceaHca KameHTa ucnonbsytotca RADIUS-atpubyTtbl User-Name wnun Acct-Session-Id.
[na HacTPoIMKKN ceaHca KnmeHTa nogaepkusatotca RADIUS-atpunbyTel Tunnel-Private-Group-Id, Filter-1d, Calling-
Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.
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KomaHObI pexcuma 2a06anbHol KOHpu2ypauuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnnua 269 — KomaHabl pexuma rnobanbHoM KoHdUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymona4aHuro
aaa authorization dynamic BKAOUNTBL QYHKLMIO HACTPOMKM aKTMBHOTO ceaHca KnneHTa (CoA).
radius
— —/BbIKIOYEHO -
no aaa authorization BbIKNHOUNTL GYHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).
dynamic

5.28.3 Hacmpoiika ¢pyHkyuu MAC Address Notification

®dyHKkuma MAC Address Notification nossonser otcnexunsaTb NoABNEHME N UCHE3HOBEHNE AaKTUBHOIO
obopynoBaHMA Ha CETU NYTEM COXPaHeHUsA uctopmm usydyeHma MAC-agpecos. Mpn 06HapyReHUN U3MEHEHWI
B cocTaBe n3yyeHHbIx MAC-afpecoB KOMMYTaToOp coxpaHAeT nHbopmaumio B Tabnuvue n nssewaeT 06 aTom ¢
NMOMOLLbIO co0bLLeHMM NpoTokona SNMP. OyHKUMA MMeeT HacTpaMBaemble NapameTpbl — FyOMHA UCTOPUM
0 COBbITUAX U MUHMMANbHbIN MHTEPBaN OTNPaBKKU coobuieHnin. Cepsmuc MAC Address Notification oTkntoueH
MO YMOJ/IYaHUIO U MOXKET BbITb HACTPOEH BbIDOPOYHO 418 OTAENbHbIX NOPTOB KOMMYyTaTOpPA.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypauuu:

console (config) #

Tabnnua 270 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HauyeHue/ 3HayeHue Leiicmeue
o ymMmon4aHuro
mac address-table notifica- KomaHgza npegHasHavyeHa ans rnobanbHOro ynpasneHums
tion change odyHKuMen MAC notification. KomaHaa paspeluaer perucrpaumio
cobbiTuin nobasneHus u yaaneHua MAC-aapecos B/u3 Tabnuu,
KOMMYTaTOpa 1 OTNPaBKY yBEAOMIEHUA O COOLITUAX.
—/seikniovena Ona paboTbl GyHKLUM HEOBXOAMMO LONONHUTENBHO PaspeLaTh
reHepaumio yBeLJOMAEHUI Ha nHTepdelicax (cm. HUKe).
no mac address-table noti- Bbikntountb pyHKumMo MAC notification rnobanbHo n oTMeHUTb
fication change COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.
mac address-table notifica- BKAtounTb PyHKLMIO 06HapyxKeHna daannuHra MAC-agpecos.
tion flapping
—/BKNtOYeHa
no mac address-table notifi- BbIKNtOUNTL GYHKUMIO 0BHapyxKeHua dnannuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI MPOMENKYTOK BPEMEHWN MeXAY OTNPaBKamm
tion change interval value SNMP-yBegomneHUi. Ecn 3HauyeHMe MHTepBasa BpeMeHW PaBHO
0, TO reHepaumA yBeJOMIEHUIN U COXpaHEHMe COBbITUI B UCTOPUIO
value: bypet OfyIJJ,ECTBﬂﬂTbCﬂ HemeZ/IeHHO NO Mepe BO3HUKHOBEHUA
(0..4294967295)/1 cobbITHIN 06 U3MEHEHMM COCTOAHMA TabAULbI MAC-fp,pecos. Ecnn
3HauyeHue MHTepBana BpemeHu b6osble 0, To ycTpoiicTeo byaeT
HaKanameaTb cobbITMA 06 N3MeHeHMM cocToaHMA Tabanubl MAC-
afipecoB B TEYEHWE 3TOr0 BPEMEHM, A 3aTeM OTNPaBAATb
yBegomneHusa npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUU.
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no mac address-table noti-
fication change interval

BoccTaHOBUTL 3HAYeHME No YMONYaHUIO.

tion change history value

mac address-table notifica-

no mac address-table noti-
fication change history

value: (0..500)/1

3a4aTb MaKCMMaibHOE KOANMYECTBO CObbITUIN 06 N3MEHEHUMU
cocToAaHuA Tabaunubl MAC-agpecoB, KOTOPOE COXpaHaeTcs B
nctopuu. Ecam yctaHoBaeH pasmep UCTOpumM paBHblli 0, TO
cobbITUA He coxpaHatoTca. MNpu nepenonHeHnn bydepa nctopmm
HOBOE COb6bITME MOMELLLAETCA HAa MECTO CaMOro CTaporo.

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/IOYEHO

BkatounTb oTnpasky SNMP-yBegomneHuii 06 nsmeHeHum
cocTosiHua Tabaunubl MAC-agpecoB. 1A oTKAoYeHUA
MCNonb3yeTca oTpuuaTenbHas Gopma KOMaHAbI.

Ecnv oTnpaBKa yBeAOMIEHWUI BKAKOYEHA, TO YCTPOUCTBO byaeT
MHPOPMMPOBATL O COBLITUAX CO0BLLEHUAMM NPoTOKOAa SNMP 1
COXPaHATb COOTBETCTBYIOLWME CObbITUA B UCTOpUK. ECiv oTnpaBka
SNMP-yBegoMNEHUI BbIKAKOUYEHA, TO YCTPOUCTBO BYAET TONbKO
COXPaHATb COOBLITUA B UCTOPUMN.

OTKAtounTb oTnpaBky SNMP-yBegomneHuii 06 MsmeHeHUu
cocTosiHuAa Tabaunubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable

ping

traps mac-notification flap-

—/BKAtOYEHa

BKAtounTb oTnpaBKy Tpanos o ¢aannuHre MAC-aapecos.

OTKNOYUTL OTNPaBKy Tpanos o ¢nannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 271 — KomaHapl pexkuma KoHpurypaumm nntepderica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

—/BbIK/IOYEHA

BK/OUYUTL reHepaumio yBegoMNEHUI Ha KaXKaoM UHTepoelice o
cobbITMAX U3MeHeHua cocToaHna MAC-agpecos. OTaenbHO
MOXHO paspeLlnTb reHepaLuunio yBeA0MIEHNIN TONbKO 06
n3yyeHmn MAC-agpecos, b0 TONbKO 06 UX yaaneHuu.

OTK/IOYNUTb reHepaLmio yBeLoMAEHU Ha MHTepdeice.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#
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Tabnnua 272 — KomaHgbl pexkuma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymon4aHuio
show mac address-table OT06pasuTb BCe yBeAOMNEHUA 06 M3MEHEHUM cocToAHMA MAC-
notification change history gi_port: (1..8/0/1..48); | agpecos, COXpPaHEHHbIX B UCTOPUMU.
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te_port | fortygigabitether- group: (1..48);
net fo_port | port-channel vlan_id: (1..4094).
group | vlan vian_id]
show mac address-table OT06pa3nTb CTaTUCTUKY CepBMCca: obLLee KonnyecTso cobbiTuii 06
notification change statis- n3yvyeHunm MAC-agpecos, obLiee KoanYecTso cobbIThii 06
tics - yoaneHnn MAC-agpecos, obuiee KONMYECTBO OTNPABIEHHbIX
SNMP-coobuweHui.

[pumepbl UC016308AHUA KOMAHO

= B npumepe NOKasaHO, Kak HacTpouTb nepeaady coobueHunit SNMP MAC Notification Ha cepBep ¢
agpecom 172.16.1.5. [pu HacTpolKe 3adaeTcs obliee paspelueHne paboTbl cepBuca, HacTpa-
MBaeTCA MMHUMaANbHbIA MHTEPBAa OTNPABKU COODOLLEHMI, 334aETCA Pa3Mep UCTOPUM COBbITUI U
HacTpaMBaeTCcA cepBUC Ha BbIBpaHHOM NOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private

console (config)# snmp-server enable traps mac-notification change
console (config) # mac address-table notification change

console (config)# mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config)# interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if)# exit

console (config) #

5.28.4 Konmponae npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli NpOTOKO/, NO3BONAIOLLMIA KAMEHTY NO 3anpocy
nonydatsb IP-aapec u apyrue Tpebyemble napameTpsbl, Heobxoanmble ansa pabotsl B cetn TCP/IP.

MpoTokon DHCP moeT NCMo/1b30BaTbCA 3/10YyMbIlLEHHUKAMU A1 COBEPLUEHUA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHBbI KNneHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYNHbIE agpeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. [porpammHoe obecneyeHne KOMMyTaTopa NO3BOAET 0becneynTb 3aWmnTy YCTPOMUCTBA
OT aTak ¢ ucnosb3oBaHnem npotokoaa DHCP, ana yero npumeHsaeTcs GyHKUMSA KOHTPoAa npoTokona DHCP —
DHCP Snooping.

YcTpoiicTBo cnocobHo oTcnexkmnsaTb noasneHne DHCP-cepsepos B ceTu, paspellas Ux UCNo/ib3oBaHue
TO/IbKO Ha «A0BepeHHbIX» MHTepdencax, a TakKe KOHTPOMPOBaTb A0CTyn KaneHtos K DHCP-cepsepam no
Tabnuue cooTBETCTBUMNA.

Onuus 82 npotokona DHCP (option 82) ucnonb3syerca ana Toro, 4ytobbl npouHpopmmnposatb DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopT 6bia Noay4yeH 3anpoc.
MpumeHseTca oNa yCTaHOBNEHMA COOTBETCTBMI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKXKe A1A 3aWuTbl OT
aTak ¢ ucnonb3osaHnem npoTokona DHCP. Onuwus 82 npeacrtaBnset coboi [ONOAHUTENBbHYIO MHPOPMaLLMIO
(vma ycTpoiicTBa, HOMep NopTa), AoHaBASEMYIO KOMMYTAaTOPOM, KOTOPbLIN paboTaeT B pexkume DHCP Relay
areHTa (6e3 nobasneHus IP-agpeca Ha KAMEHTCKUM uHTepdeiic) nnmn eyHkumm DHCP Snooping (npu ycnosuu
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BK/ItoYeHMsA KomaHabl ip dhcp information option). Ha ocHoBaHuu gaHHon onuyu DHCP-cepsep BbiaenseT IP-
aapec (gnanasoH IP-agpecoB) u apyrve napameTpbl NOPTy KOMMyTaTopa. Noayuns HeobxoamMmble AaHHble OT
cepsepa, DHCP Relay areHT BblgenseT IP-agpec KAMEHTY, a TaKKe nepegaet emy apyrme Heobxogumble
napameTpol.

Onuma dopmupyeTca € y4eTom npuoputeta (B MnopagKe yMeHbLUEeHWA): HACTPOMKKU WHTepdelica

Ethernet - HacTpolikn nHtepdpeica VLAN = HacTpONKM pexmnma rnobanbHOro KOHPUrypmpoBaHums.

Tabnuua 273 — dopmart noneit onuymm 82

lMone

Mepedasaemas uHghopmayus

Circuit ID

MmA xocTa ycTpoKcTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocneaHuii 6att — HOoMep NOpTa, K KOTOPOMY NOAKAOHYEHO YCTPOMCTBO, OTNPaBAA-

towee dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTsa.

.‘

[na ucnonb3oBaHuA onuuu 82 Ha YCTPOICTBE A0/MKHA BbiTb BKAOYEeHa PyHKuua DHCP
relay areHTta (6e3 go6aBneHusn IP-agpeca Ha KAnMeHTCKUii uHtepdeiic) uamn pyHkuma DHCP

Snooping (npu ycnosuu BkAtoueHnMa KomaHgbl ip dhcp information option).
' ' Ona KoppeKTHoOU paboTtbl pyHKumMn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
. BOJI3KHbI 6bITb NOAK/IOYEHDI K «4,0BepeHHbIM» NOPTam KommyTtatopa. Ana gobasneHus
nopTa B CNUCOK «A4,0BEPEeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexkume
KOHUrypauuu muHtepdeiica. Ana obecneyeHns 6e3onacHOCTU BCe OCTasibHble NOPTbHI
KOMMYTaTOpa AO0/KHbI 6bITb «Heg0BepPEeHHbIMUY.,

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 274 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping

—/BbIK/IIOYEHO

no ip dhcp snooping

BKAOUYUTBL KOHTPOb NpoToKona DHCP nytem BeseHUn Tabauubl
DHCP Snooping 1 0TNpaBKKN KAMEHTCKMX LWMPOKOBELLATeIbHbIX
DHCP-3anpocoB Ha «0BepeHHbIe» MOPTbI.

BbIKNOUNTb KOHTPOAbL NpoTOoKoaa DHCP.

ip dhcp snooping vlan
vlan_id

vlan_id:

no ip dhcp snooping vlan
vlan_id

(1..4094)/BbIKNIO4EHO

PaspewunTb KOHTpONb NpoTokoaa DHCP B npeaenax ykasaHHOM
VLAN.

3anpeTuTb KOHTPOb NpoToKoa DHCP B npesenax ykasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

Nno YMONYaHMIO Npuem
DHCP-nakeToB c onuuen

no ip dhcp snooping
information option
allowed-untrusted

82 OT «HEHAAEXKHbIX»
nopToB 3anpeLyeH

PaspewunTb npuHUMaTe DHCP-nakeTbl ¢ onumeli 82 ot
«HeHaAeHbIX» NOPTOB.

3anpetuTb NpuHMMaTb DHCP-nakeTsbl c onumein 82 ot
«HeHaAeHbIX» NOPTOB.

ip dhcp snooping verify

No YMONYaHUIO
BepUdMKaLMA BKAOYEHA

BkntounTb Bepudumkaumo MAC-agpeca knmeHTa n MAC-agpeca
MCTOYHMKa, NpuHaAToro 8 DHCP-nakeTe Ha «Hef0BEePeHHbIX»
nopTax.
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no ip dhcp snooping verify

Bbikntountb Bepuomrkaumio MAC-agpeca knmeHta u MAC-agpeca
MUCTOYHMKA, NnpuHAaToro B DHCP-nakeTe Ha «Hea0BepPEeHHbIX»
nopTax.

ip dhcp snooping database

no ip dhcp snooping
database

pe3epBHbIN dain He
ncnonbsyetca

PaspewunTb cnonb3oBaHMe pesepBHOro ¢aiina (6asbl) KOHTpoNA
npotokosa DHCP, no3Boaatowero BOCCTaHOBUTL 3anNncu B
Tabavue B cnyyae nepesarpyskun ycTponcTea.
V‘ HeobxoaMma HacTpoiiKa CMHXPOHMU3ALUN CUCTEMHOIO
BpemeHu (NTP/SNTP).

3anpeTuTb MCNO/b30BaHME pe3epBHOro ¢aina (6asbl) KOHTpoNA
npoTtokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IOYEHO

PaspewmnTb oumcTRy Tabanusl DHCP Snooping npu nageHun
MHTepdeica.

3anpeTuTb ounCTKY Tabamnubl DHCP Snooping npu nageHnn
MHTepoeica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IOYEHO

PaspewunTb ycTpoiicTBy fobasneHue onumm 82 npu pabote
npoTtokosa DHCP.

3anpeTuTb ycTpolicTBy gobasneHune onumm 82 npu pabote
npoTtokosa DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBO/IOB

YctaHoBUTb nageHTudmKaTop Access Node ID onuum 82.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
cumBonos/—

YcTaHoBUTbL naeHTUdMKaTop Remote agentlD onumum 82.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information
option format-type option

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep C/10Ta M NopPTa;

- sV — Homep cnoTa n VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOomep cnoTa, nopta u VLAN;

- bin — 6uHapHbI dopmart: VLAN, cnoT, nopr;

- user-defined — popmat onpegensertca nonb3osatenem. Mpu
onpeaeneHnn UCNonb3yoTcA cneaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;

%P: niMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: Tn nopta (3HayeHwue nons ifTable::ifType B
WecTHaauaTepMyHOM BuAeE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HHUTA;

%S: HOmep CNoTa;

%n: HoMmep nopTa (KaK Ha MLEeBOI NaHenn);

%i: iflindex nopTa;

%V: uaeHtnduratop VLAN;

%C: Mak-agpec KnneHTta B popmate H-H-H-H-H-H;
%a: IP appec cuctemsl B dopmate A.B.C.D;

%%: OAMHOYHbIV cMmBON %.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.
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ip dhcp information option YcTaHoBUTbL dopmat onuum 82.
suboption type {tr101 | - tr101 — ycraHaBauBaeT ¢opmat onuum 82 cornacHo
custom} CUHTAKCUCY, NPUHATOMY B pekomeHaaumax TR-101 s
cooTBeTcTBUM ¢ GOPMATOM, KOTOPLIN NpuBeaeH B Tabauue 275 —
—/tr101 dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBaAunBaeT Gopmat onuum 82 B COOTBETCTBUM C
dopmaTom, KoTopbIVi NpUBeaeH B Tabanue 276.

no ip dhcp information YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.
option suboption type

ip dhcp route {connected | PaspelwnTb yCTpOICTBY CO3AaBaTb 3anuch B Tabauue
static} MapLIpyTU3aLmMmn ¢ Mackow /32 ansa Kaxaoro IP-agpeca
nony4yeHHoro KaneHtom ot DHCP-cepsepa.
3anucu B Tabamue MapwpyTu3aLmMm aBTOMaTUYECKU YAaNAatoTCs
npu ncTeyeHMmn cpoka apeHabl IP-aapecos.
— connected — MapLpyT co34aeTca KaK NOAKNIOYEHHbIW;
— static — mapwpyT co3gaeTca Kak cTaTUYeCcKUM.
DyHKUMA paboTaeT TONbKO NpU BKAOYEHHbIX DHCP
Snooping u DHCP Relay.

no ip dhcp route 3anpeTuTb YCTPOMCTBY CO34,aBaTb 3anunck B Tabaunye
MapLpyTmMsaunm ana Kaxkgoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnunua 275 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

Mone lMepedasaemas uHgpopmayus

Mma xocTa ycTpoliicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepnHui 6akT — Homep NopTa, K KOTOPOMY MOAKAOYEHO YCTPOMUCTBO, OTNPABAAIO-
wee 3anpoc DHCP.

Enterprise number — 0089c1

MAC-agpec ycTponcrsa.

Circuit ID

Remote agent ID

Tabnnua 276 — dopmat nonei onumm 82 pexknuma custom

Mone lepedasaemas uHgpopmayusa
Onnna (1 6aiiT)

Tun Circuit ID

OnvHa (1 6aunT)

VLAN (2 6aiiTa)

Homep moayna (1 6ainT)
Homep nopta (1 6aiT)
OnuvHa (1 6anT)

Tun Remote ID (1 6aiiT)
Onnna (1 6aiT)
MAC-agpec KommyTaTopa

Circuit ID

Remote agent ID

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm nHtepdeica Ethernet, nHtepdeiica rpynnoi
NnopTOB:

console (config-if)#

290 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

Tabnnua 277 — KomaHgbl pexkuma KoHpurypauum nntepderica Ethernet, rpynnel uHtepdelicos

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntounTb KOHTpPOAb NpoTokoia DHCP B npeaenax
MHTepodeiica.

BbIKNOUYMTbL KOHTPOAb NpoToKona DHCP B npegenax
MHTepodeiica.

ip dhcp snooping trust

no ip dhcp snooping trust

No YMONYaHMIO
MHTepdeiic He ABNAeTCA
[0BepeHHbIM

[006aBnTb HTEPDENC B CNUCOK «A0BEPEHHBIX» NPU
MCNOb30BaHMM KOHTpOAs NnpoTokona DHCP. DHCP-Tpaduk
«[0BEPEHHOro» UHTepdelica cuntaeTca 6e3onacHbIM U He
KOHTpOAUpyeTCA.

Ypanutb nHTepdenc ns cnucka «A0BepeHHbIX» npu
MCNob30BaHMM KOHTpOAA npotokoaa DHCP.

ip dhcp snooping limit rate
rate

no ip dhcp snooping limit rate

rate: (1..2048)
pps/BbIKAOYEHO

YCTaHOBUTb OrpaHUYeHne ansa JaHHOro NopTa Ha KOIMYecTBO
npuHumaembix DHCP-nakeToBs B cekyHAy. [pu npeBbiweHnmn
ycTaHoB/ieHHoro nopora dhcp-naketos uHTepdelic
6nokupyetcs.

CHATb OrpaHMyeHme Ha Koanyectso NnpuHMmaemoix DHCP-
NaKeTOB B CEKyHAY.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/He 3apaH

YCcTaHOBUTbL NpeaenbHOe KOIMYeCTBO MOAKMOYEHHbIX
KNNEHTOB.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

ip dhcp information option
[global]

PaspewunTb ycTpoiicTy fobasneHne onumm 82 Ha
MHTepderice npu paboTe npotokosa DHCP.
- global — po6asneHue onunn 82 onpeaenserca

—/global HacTpoikamu Ha nHTepdeice VLAN.
no ip dhcp information option 3anpeTuTtb yCTpoiicTBy AobaBneHne onuumn 82 Ana AaHHOTO
nHTepoerica npu paboTte npotokona DHCP.
ip dhcp information option YcTaHOBUTb MaeHTUGMKaTOp access-node_id onumu 82 Ha
format-type access-node-id nHTEpoelice.
ttyp node_id: (1..32) pé
node_id
- . - " cumBonos/—
no ip dhcp information option YCTaHOBUTb 3HaYEHNE NO YMONYAHUIO.
format-type access-node-id
ip dhcp information option YcTtaHoBuTb cneumnonyHblii Circuit-id Ha uHTepodelice.
format-type circuit-id cir- .
circuit_id:

cuit_id

no ip dhcp information option
format-type circuit-id

(1..63) cumsonos/—

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTaHoBUTb cneuuounyHbii Remote-id Ha nHTepdelice.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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ip dhcp information option Hactpoutb dopmat DHCP-onumum 82 Ha nHtepdeiice.
format-type option format dopmar:
[delimiter delimiter] - Sp — HOMep C/I0Ta U NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopta n VLAN;

- bin — 6uHapHbI popmaT: VLAN, cnot, nopr;

- user-defined — dopmaTt onpeaensercs nonb3oBaTenem.
Mpw onpeaeneHnm Ncnoib3ytoTca cneaytowme WwabnoHbl:
%h: hostname;

%p: KOPOTKOEe MMA nopTa, Hanpumep gil/0/1;

format: (sp, sv, pv, spv, %P: pAVHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
bin, user-defined); %t: TN nopta (3HaueHue nons ifTable::ifType B
delimiter: (.,;#)/npo6en LWecTHaALaTeEPUYHOM BUAE);

%m: MAC-agpec nopta B ¢opmaTte H-H-H-H-H-H-H;
%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHUTa;

%Ss: HOMmep C/0Ta;

%n: HoMep nopTa (KaKk Ha IMLEeBoi NaHenn);

%i: ifindex nopTa;

%V: naeHtTnduratop VLAN;

%c: MAC-agpec knneHTa B popmate H-H-H-H-H-H;
%a: IP-appec cuctembl 8 popmate A.B.C.D.

no ip dhcp information option YCTaHOBUTb 3HAYE€HME MO YMOAYAHWIO.

format-type option

ip dhcp information option HacTpouTtb popmat onumm 82 Ha UHTepdeiice.
suboption-type {global | tr101 - global — dopmaT onumm onpegenseTca HacTpoMKamm
| custom} onuuu Ha nHTepderice VLAN;

-trl01 — ycraHaBnmBaeT popmat onumm 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C HGOPMATOM, KOTOPLIN NpuBeaeH B Tabauue
275;

- custom — ycTaHaB/iMBaeT popmat onumm 82 B
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabaunue
276.

—/global

no ip dhcp information option YCTaHOBMWTb 3HaY€HNE MO YMOIYAHUIO.
suboption-type

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #
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Tabnnua 278 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica VLAN

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspelwwunTsb ycTpolictey gobasneHune onuum 82 Ha uHTepdeiice
tion [global] npu pabote npoTtokona DHCP.
- global — gob6asneHve onunn 82 onpeaenserca
—/global rno6anbHbIMM HAaCTPOMKaMMU.

no ip dhcp information
option

3anpeTuTtb ycTpoicTBy gobasneHune onumm 82 ans AaHHOro
VLAN npwu paboTe npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmBonoB/—

YcTaHOBUTbL MaeHTUdMKaTop access-node_id onumu 82 ans
paHHoro VLAN.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBonoB/—

YcTaHOBUTL naeHTUdMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

Hactpoutb dopmat DHCP-onummn 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep C/I0Ta U NopTa;

- sv — Homep cnoTta u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOMep cnoTa, nopta u VLAN;

- bin — 6uHapHbI popmat: VLAN, cnoT, nopr;

- user-defined — dopmat onpesgensetca nonb3osatenem. Mpu
onpegeneHnm NCNob3yoTca cneaytolme WabnoHol:
%h: hostname;

%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;

%P: oMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LwecTHaAuaTepMYHOM BrAE);

%m: maK-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: mak-agpec cuctembl 8 popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;

%S: HOMmep CNoTa;

%n: Homep NopTa (Kak Ha MLEeBO NaHenu);

%i: ifindex nopTa;

%v: ngeHtnédukatop VLAN;

%C: MaK-agpec KnveHTta B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

Hactpoutb popmat onumm 82 ana gaHHoro VLAN.

- global — dopmat onumm onpepensetca rnobanbHbIMM
HacTporikamu;

-trl01 — ycraHaBnmBaeT popmaTt onuyum 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabauue
275;

- custom — ycTaHasavMBaeT Gopmat onumm 82 B COOTBETCTBUM
¢ dopmaTtom, KoTopbiit NpuBeaeH B Tabnuue 276.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 279 — KomaHgb! pexuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet

gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel
group} expiry {seconds |
infinite}

group: (1..48);
seconds:
(10..4294967295) c

Lob6asutb B dpainn (6a3y) KoHTpona npotokona DHCP
cooTBeTcTBMe MAC-agpeca knmeHTa rpynne VLAN u IP-agpecy
019 YKa3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AelcTBUTEIbHA B TEYEHME YKa3aHHOIO B
KOMaHZAEe BPEMEHMU KU3HU 3aNUCK, EC/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoB/eHUe. Talimep ob6HyNAeTcA
B C/ly4ae NOMyYeHUn OT KAMEHTa 3anpoca Ha o6bHoBNeHNe
(KomaHpaa JoCTyNHA TONbKO ANA NPUBUAETMPOBAHHOIO
nonb3osaTens).

- seconds — BpeMsA KM3HU 3anucu;

- infinity — Bpems }X13HKM 3aNMcK He orpaHUYeHo.

no ip dhcp snooping
binding mac_address
vian_id

Yaanutb n3 daiina (6asbl) KOHTpons npotokona DHCP
cooTBetcTBue MAC-aapeca kaneHta u rpynnol VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

tengigabitethernet fo_port: (1..8/0/1..4);
te_port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel

group}

Ounctutb daitn (6asy) KoHTpona npotokona DHCP nau
oTAenbHyto 3anuck B paine(b6ase) koHTpoas DHCP.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 280 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip dhcp information
option

MokasaTb nHdopmaumio 06 Ucnonb3oBaHMM onummn 82
npoTtokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

MoKa3aTb KOHOUIypaLMio GYHKLMM KOHTPOAA NPOTOKONA
DHCP.

te_port | ' '
fortygigabitethernet fo_port: (%(-13/ % 1)~-4),
fo_port | port-channel group: (1..
group]
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show ip dhcp snooping MoKasaTb cooTBETCTBUA U3 daitna (6a3bl) KOHTPOA NPOTOKONA
binding [mac-address DHCP.

mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

[pumepbl 8b1M0AHEHUA KOMAHO

= Paspewuntb ncnoabzosaHne DHCP onuun 82 B8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config) # interface gigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

= [lokasaTb BCE COOTBETCTBUS M3 Tabinubl KOHTPOAA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKuMA 3awmThl IP-agpeca (IP Source Guard) npegHasHavyeHa ans GuabTpaummn TpaduKa, NPUHATOrO
C MHTepodelica, Ha OCHoBaHUK Tabamubl cooTBeTcTBU DHCP Snooping v cTaTuyecknx cooTseTcTanit IP Source
Guard. Takum obpasom, IP Source Guard nossonseT 60poTbCca ¢ NoAMeEHOM |IP-aApecoB UCTOYHKMKA B NaKeTax.

V DOna KoppeKTHOM paboTbl pyHKLMOHANA HeobXoaMMO NpeaBapuUTenbHO HacTpouTb DHCP
Snooping.
V dyHKuMio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKNOUUTD F106anbHO U gNA
umHTepdeica.
’ ' dyHKumoHan IP Source Guard He otcnexkusaet cmeHy MAC-agpeca UCTOYHUKA. OTCneKu-
. BaHWe NPouUCXoauT ToNbKo ana cBA3Ku IP-VLAN-Port.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabanua 281 — KomaHgbl pexknuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip source-guard

no ip source-guard

no ymonyaHuio GpyHKumus
BbIK/lOYEHA

BKtOUMTL PYHKLMIO 3aLLUMTbI OT NogMeHbl IP-TpaduKa
KAMEHTOB NO afpecy UCTOYHMKA A8 KOMMyTaTopa Ha
0OCHOBaHWK Tabmubl cooTBeTcTBMiA DHCP Snooping u
cTaTM4Yeckux cootseTcTBMiM IP Source Guard.

BbIKNOUNTD GYHKLMIO 3aWMTbI OT NnoaMmeHbI IP-Tpadumka
K/IMEHTOB NO afpecy UCTOYHMKA A1 KOMMYTaTopa Ha
0CHOBaHuU Tabaumubl cootBeTcTeuii DHCP Snooping n
cTaTMyeckux cootseTcTeui IP Source Guard.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co3gaTb CTaTUYECKYIo 3anNunchb B TabNLLE COOTBETCTBUA MEKAY
IP-apapecom KnueHta, ero MAC-agpecom u rpynnoi VLAN ann
YyKa3aHHOro B KOMaHae uHtepodelica.

Y[anuTb cTaTUYECKYHO 3anuck B Tabaunue COOTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds | never}

3apaTb YacToTy 0bpalleHns yCTPOMCTBA K BHYTPEHHUM
pecypcam C Ue/iblo 3anncu B NaMmATb HEAKTUBHbIX 3aLlLULLEHHbIX

IP-appecos.
- never — 3anpeLlaeT 3anMcb B NamMATb HEAKTUBHbIX
3awmuieHHbIX IP-agpecos.

seconds: (10..600)/60 c

no ip source-guard tcam YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

retries-freq

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epynmnel nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
nopToB:

console (config-if) #

Tabnunua 282 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

BKOUMTD PYHKLMIO 3aLLMTbI OT NogMeHbI IP-TpaduKa
WUCTOYHWMKA AN1A HAacTpaMBaemoro nHtTepdeica.
- vlan — BK/OUUTb GYHKUMIO 3aLmThl IP-TpadmKa UCTOUHUKA
ons nutepdelica VLAN;
- ignore-vlan — BKAOYMTL PyHKUMIO 3alLmTbl IP-Tpaduka
MUCTOYHMKA, urHopmpya VLAN-tag.
Heckonbko kameHTckux VLAN pgobasnsiotca uepes
V 3anATylo B C/ly4ae nepevmucneHus u yepes aepuc s
c/y4yae yKasaHuA AnanasoHoB.

ip source-guard [vlan
{vlan-id} | ignore-vlan]

No YMONYaHUIO GYHKLMA
BbIK/tOYEHa

BbIKNOUNTL GYHKLMIO 3aWwmThl IP-TpaduKa MCToUHMKA ann
HacTpanBaemoro nHTepdeiica.

- vlan — BbIK/OYNTL PYHKLMIO 3aLWnTbI IP-TpaduKa
WUCTOYHMKA AR HacTpamBaemoro nHtepoderica VLAN.

no ip source-guard [vlan
{vlan-id}]
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KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnunuya 283 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip source-guard tcam locate

BpyuHyto 3anycTuTh NpoLiecc obpalLeHuns ycTpoicTsea K
BHYTPEHHUM pecypcam C Lie/iblo 3anmcy B NamsaTb HEAKTUBHbIX
3almLEeHHbIX IP-aapecoB. KomaHaa [oCTynHa TONbKO A
NpPUBMAErMPOBAHHOTO NOAb30BaTENSA.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 284 — KomaHgb! pexkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTo6pa3nTb HacTponKy dyHKLMM IP Source Guard Ha
3agaHHOM nnMbo Ha Bcex nHTepdelicax ycTpoicTaa.

show ip source-guard sta-
tistics [vlan vian_id]

vlan_id: (1..4094)

OT06pa3mnTb cTaTUCTURY dYHKUMM IP Source Guard Ha
3a4aHHOM Nnbo Ha Bcex VLAN.

show ip source-guard sta-
tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

OT06pasunTb ctatyc dpyHKLmMM IP Source Guard ansa
yKa3aHHoro uHtepdelica, IP-agpeca, MAC-agpeca nnm
rpynnbl VLAN.

show ip source-guard inac-
tive

OT06pasunTb IP-agpeca UCTOYHMKOB, HE MPOXOAALLMNX
nposepky IP Source Guard.

[pumepsi 8biM0AHEHUS KOMAHO

= [loKasaTb HaCTPOMKY PYHKLMK 3awwmTbl IP-agpeca ana Bcex MHTepencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State

te0/4 Enabled

te0/21 Enabled

te0/22 Enabled
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= Bkatountb PpyHKUMIO 3awmTbl IP-agpeca ana punovTpaumm TpaduKka Ha OCHOBaHMM Tabanupbl COOTBET-
ctuin DHCP Snooping 1 ctatnyecknx cootsetctemin IP Source Guard. Co3gaTb CTaTUYECKYHO 3anuch B
Tabnuue cooteeTcTBMA AnA uHTepdeiica Ethernet 12: IP-agpec knmeHta — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i rpynne VLAN:
console# configure
console (config) # ip dhcp snooping
console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosia ARP (ARP Inspection) npegHasHayeHa AN 3aWwmTbl OT aTak C
nucnonb3oBaHnem npotokona ARP (Hanpumep, ARP-spoofing — nepexBat ARP-Tpaduka). KoHTposb
npoToKosia ARP ocyliecTBaseTca Ha OCHoBe CTaTU4eckux cootsetcTeuit IP- 1 MAC-agpecoB, 3aaHHbIX A8
rpynnbl VLAN.

' ! MopT, cKoHPUrypupoBaHHbIA «HepgoBepeHHbIM» ana GpyHKuun ARP Inspection, ponkeH
badl TaK}Ke b6bITb «HepgoBepeHHbIM» ana ¢pyHKUuMn DHCP Snooping nam coorsercteue MAC-aga-
peca u IP-agpeca ana 3T1oro nopra A0/*KHO 6bITb CKOHPUrypUpoBaHO cTaTuyecku. UHaue

BAAHHbIV NOPT He byaeT oTBeyaTb Ha 3anpocbl ARP.

/ Ona HeHagEXKHbIX NOPTOB BbINOJIHAIOTCA NPOBepPKu cooTsercTeuit IP- u MAC-aapecos.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:
console (config) #

Tabnuua 285 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

ip arp inspection

no ip arp inspection

No YMONYaHUIO GYHKLMA
BbIK/tOYEHa

BK/OUYNTBL KOHTPO/Ib NpoToKona ARP (dyHKumio ARP
Inspection).

BbIKNHOUYNTb KOHTPOAb NpoToKona ARP (pyHKumio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
No YMONYaHUIO GYHKLMA
BbIK/lOYEHa

PaspewunTb NpoBepKy npoTokona ARP, ocHOBaHHyto Ha H6ase
cootBetcTBuii DHCP Snooping, B BbibpaHHoM rpynne VLAN.

3anpeTuTb NpoBepKy NpoToKkona ARP, ocHOBaHHYylO Ha 6ase
cootBetcTBuii DHCP Snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepoctaBuTb cneumbduYHbIE NPOBEPKM A1 KOHTPONA
npoTtokona ARP.

MAC-agpec nctouyHuka: Ansa ARP-3anpocos 1 oTBeTOB
nposepsaetca cootseTcTBue MAC-agpeca B 3aronoske Ethernet
MAC-agpecy NCTOYHUKA B COA4EPKMMOM NPOoTOKoAa ARP.
MAC-agpec Ha3HauyeHua: [lna ARP-oTBeTOB npoBepsaeTca
cootsetcTtee MAC-agpeca B 3aronoske Ethernet MAC-agpecy
Ha3HayeHuA B cogepxmmom npotokona ARP.

IP-appec: Nposepaetca cogepkmumoe ARP-nakeTta Ha Hannuyme
HEeKOppeKTHbIX IP-agpecos.

3anpeTuTb cneunduyHbie NPOBEPKM A/18 KOHTPOIA MPOTOKOAA
ARP.
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ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3aatb CNUCOK cTaTnyeckux ARP-cooTBeTcTBUN.
2. BoiiTu B pexknum KoHourypaumm ARP-cnunckos.

YaanuTb cnncok ctatuyecknx ARP-cOOTBETCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vian_id

vlan_id: (1..4094)

HasHaunTb cnncok ctatuyecknx ARP-cooTBeTCTBUI ans
yKasaHHon VLAN.

OTMEHUTbL Ha3HaYeHne CNMCKa cTaTuyecknx ARP-cooTeeTcTBMiA
ONA yKasaHHon VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 ¢

3a4aTb MMHMMa/bHBIN MHTEPBaN MeXAy COObLLEeHNAMM,
cofeprKalmmm nHoopmaumto NnpoTokoia ARP,
nepesaBaembiMU B XKypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo cooblueHua byayT
reHepMpoBaTbCA HE3AMEIUTENIbHO;

- infinite — He reHepupoBaTb COObLLEHNI B KypHa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, nHrepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabnuua 286 — KomaHapl pexkuma KoHpurypaumm nHtepderica Ethernet, rpynnsl untepdeiicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip arp inspection trust

no ip arp inspection trust

no YyMOAYaHUIO
nHTepdelic He ABnAeTcA
[OBEepPeHHbIM

[006aBUTb MHTEPENC B CNNCOK «A0BEPEHHBIX» NPU
MCNONb30BaHUN KOHTPOAA NpoTokona ARP. ARP-Tpaduk
«40BEPEHHOTO» UHTepdelica cunTaeTcad 6e30NacHbIM U He
KOHTpPONMpYeTCA.

Ypanutb nHtepdenc n3 cnmcka «g0BepPeHHbIX» Npu
MCNO/b30BaHUM KOHTPOAA npoTokona ARP.

ip arp inspection limit rate
rate

no ip arp inspection limit
rate

rate:(0..2048)/0 pps

HacTpouTb orpaHMYeHne CKOPOCTM paspeLleHHbIX arp-nakeTos
B pps.

Yaanutb orpaHnyeHune CKOPOCTU ONA pa3peLlleHHbIX arp-
nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list) #

Tabnunua 287 — KomaHabl pexkuma KoHpurypauum ARP-cnuckos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-ad-
dress mac_address

[o6asunTb cTaTnyeckoe cootsetcTane IP- 1 MAC-agpecos.

Ypanutb ctatuyeckoe cootsetctane IP- n MAC-agpecos.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 288 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
show ip arp inspection [gi- MokasaTb KoH$UrypaLumnio GyHKLMN KOHTPONA NpoToKkona ARP
gabitethernet gi_port | gi_port: (1..8/0/1..48); Inspection Ha BbiBpaHHOM MHTepdeitce/Bcex nHTEpdeicax.
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MoKasaTb CNUCKM CcTaTUYecKux cooTseTcTBui IP- 1 MAC-
— afpecoB (KOMaHAa AOCTYMHA TONbKO A/18 NPUBUIErTMPOBAHHOMO
nosb3oBaTens).
show ip arp inspection sta- MoKas3aTb CTaTUCTUKY A5 CIefyOWNUX TUNOB NAKETOB, KOTOPbIE
tistics [vlan vian_id] 66111 06paboTaHbl Npu nomoLym GyHKUUM ARP:
vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);
- noTepsAHHble nakeTsl (dropped);
- owmnbkm B IP/MAC (IP/MAC Failures).
C.|EE.1I' ip arp inspec.:tion sta- vian_id: (1..4094) O4YnCTUTb CTAaTUCTUKY KOHTPOAA NpoTokona ARP Inspection.
tistics [vlan vian_id]

[pumepbl 8bIN0AHEHUS KOMAHO

= BK/JOYNUTb KOHTPOJIb NpoToKosa ARP 1 fo6asutb B cnncok spisok ctaTnyeckoe cootsetcTme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3HauuTb cnuncok spisok ctatnyeckux ARP-
cooTBeTcTBUIA ana VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKnX cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®yHkyuoHan First Hop Security

MakeT ¢dyHKUMIA First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard, ND
Inspection 1 RA Guard. [laHHbI1 Habop GYHKLMIA NpegHa3HavyeH aas obecnevyeHus KOHTpoaa u dunbTpaumm IPve
TpaduKa B ceTu.

AHanusaTtop DHCPv6 naketoB nossonsieT gobasnatb coceaeit B Tabanuy npmeasok IPv6 binding table npu
nosay4yeHuun agpeca no DHCP, a TakKe no3sonaneT 6opoTbea ¢ HegosepeHHbIMU DHCPV6 cepsepamu.
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IPv6 Source Guard no3BosifeT yCTPOMCTBY OTKNOHATb TPadUK, €CIN OH UCXOAMT OT aZpeca, KOTOpPbI He co-
xpaHeH B IPv6 binding table. Tabnnua npuesasok coceaelt IPv6 binding table, noakntoueHHbIX K YCTPOMCTBY, CO-
3[aeTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCNEKMBaAHME MO NPOTOKONY 0bHapyxKeHua coceaeit (NDP).

C nomoupto pyHKumMmM ND Inspection kKommyTaTop npoBepseT coobuieHns NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) n coxpaHsiet ux B IPv6 binding table. Ha ocHoBaHUU TabaMLbl KOMMyTaTOp OTGpachI-
BaeT Ntobble nogaenbvHble coobuwenHna NS / NA.

®yHKuMoHan RA Guard nossonseT 6J10KMPOBaTb UAW OTKAOHATb HEXenaTesbHble UM NOCTOPOHHWE CO06-
weHua Router Advertisement (RA), nocTynatoLwime Ha KOMMyTaTop OT MapLIpyTU3aTopa.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:
console (config) #

Tabanua 289 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

3HayeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
ipv6 neighbor binding Co3aaTb NONUTUKY NPUBA3KKM coceaeli (neighbor binding)
policy policy_name . N NepenTn B PEXUM €€ KOHOUTYPUPOBAHMS.
- - — policy_name: (1..32) cumsona —
no ipv6 neighbor binding YpanuTe NOAUTUKY NPUBA3KKU coCeaeln.
policy policy_name
ipv6 first hop security AKTMBMPOBATH NOrMPOBAHME APONa NAKEeTOB Mpu
logging packet drop HEecooTBETCTBUM NOUTMKAM 6e3onacHocTh ciykb RA
Guard, ND Inspection, DHCPv6 Guard u IPv6 Source
— /BbIKAOYEHO
Guard.
no ipveé first hop security YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
logging packet drop
ipv6 neighbor binding ad- BKkntounTb aobaBneHne 3anuceit B Tabamuy NpuBA3KK
dress-config {stateless | cocepeit Ha 0OCHOBaHUM:
any | dhcp} - stateless —IPv6 RA-coobuieHuit;
- dhcp — naketa DHCPv6 Reply. Mpu atom Bee Link-local
— /BbIKAOYEHO IPv6-aapeca BHOCATCA B Tabauuy NpuBA3KK coceaen no

YMONYaHuIo B pesynbrate aHanunsa ICMPv6-nakeTos;
- any — nobaBnAatb Bce agpeca.

no ipv6 neighbor binding YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
address-config

ipv6 neighbor binding [Jo6aBnTb cTaTUYECKyIo 3anuch ¢ npeduKkcom B Tabanuy
address-prefix {vlan | Neighbor Prefix Table.
X:X:X:X::X/<0-128>} - vlan — npwuBAa3saTtb 3anucb K onpeaeneHHomy VLAN.
no ipv6 neighbor binding Y[anuTb CTaTUYECKYHO 3anNuch ¢ NpedrKcom m3 Tabamubl
address-prefix {vlan | Neighbor Prefix Table.
X:X:X:X::X/<0-128>}
ipv6 neighbor binding BKNOUMTbL NPOBEPKY aapecoB B TabamLe NPUBA3KK
address-prefix-validation cocepent.

- - . —/BbIKNOYEHO
no ipv6 neighbor binding YCTaHOBUTb 3HaYeHWe No YMOYAHUIO.
address-prefix-validation
ipv6 neighbor binding YCTaHOBUTb BPEMS KM3HM TabaunLbl NPUBA3KK cocesen
lifetime minutes . DOJ15 3aNUCKU B MUHYTAX.

- - — minutes: 1..60 /5
no ipv6 neighbor binding YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
lifetime
ipv6 neighbor binding BK/OYUTB NOTMPOBaHME OCHOBHbIX COBbITUI NO
logging N3MEHEHUIO TabanLLbl NPUBA3KM.

- - — —/BbIKNOYEHO
no ipv6 neighbor binding YCTaHOBUTb 3HaYeHUe No YMOIYAHUIO.
logging
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ipv6 neighbor binding max-
entries {interface-limit |
vlan-limit | mac-limit} {limit
| disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/BbIKAO4EHO

OnpeaennTb MakcMmaibHOe KOIMYeCTBO 3anuceit B
Tabnuue NpuBA3KKM cocesen.

- interface-limit — onpegenuTte AMMUT ana nHTepodeiica;
- vlan-limit — onpegennts Anmut VLAN;

- mac-limit — onpegenntb nummuT MAC-agpecos;

- disable — pa3pewnTb MakcMMmanbHoe KONNYEeCTBO
3anuceit. MakcumanbHoe 3HaveHue = 4294967294,

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id
interface interface mac mac-
address

no ipv6 neighbor binding
static ipv6 {X:X:X:X::X} vlan
vlan_id

[o6aBuTb cTaTMyeckyto 3anuch 6e3 npeduKkca B Tabanuy
Neighbor Prefix Table.

- vlan — npusAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3aNuCb K onpeaeneHHOMY
MHTepodeiicy;

- mac — npusA3aTb 3anucb K onpeaeneHHomy MAC-
agpecy.

Yoanutb CTaTUYECKYIO 3aMUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard pol-
icy policy_name

policy_name: (1..32) cumBona

Co3gaTtb NoAnTUKy Source Guard n nepeinTn B pexknum eé
KOHOUryprpoBaHus.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name: (1..32) cumBona

Co3gatb noamtuky DHCP Guard v nepeiTu B pexxum eé
KOHUryprMpoBaHus.

Yaanutb nonutnky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard
preference

minimum_value;maximum_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCUMasbHbI U MUHUMAJIbHbIM Npesenbl
npegnoyteHuna ana DHCPv6 cepsepa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection
policy policy_name

policy_name: (1..32) cumBona

Co3aatb noantuky ND Inspection n nepeiti B pexxmm eé
KOHPUrypMpoBaHus.

Ypanutb nonntuky ND Inspection.

ipv6 nd inspection drop-
unsecure

no ipv6 nd inspection
drop-unsecure

— /BbIK/OYEHO

BKtOUMTL OTEPAChIBAHWE MAKETOB C OTCYTCTBYIOLMMU UK
HegoMNyCTUMbIMM NapameTpamu UAKN NOANUCHIO.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection
sec-level minimum

minimum: (0..7)/BbIKAOYeHO

YCTaHOBUTb MMHMMa/IbHOE 3HaYeHMe napameTpa ypoBHSA
6e30nacHOCTH, MPU UCMNONb30BAHUK ONLUIA
KpunTorpaduyecku creHepuposaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection val-
idate source-mac

— /BbIKOYEHO

BkntounTb nposepky MAC-agpeca nakerta no ero link-layer
aapecy.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name: (1..32) cumBona

Co3gatb noamtuky ND RA Guard 1 nepentu B pexxum eé
KOHUryprpoBaHus.

Ypanute noantuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-
limit

minimum_value;maximum_value:
(1..255)/BbIKNIOYEHO

YcTaHOBUTL Npeaensl 3HaveHuaA Cur Hop Limit 8 Router
Advertisement-coobLieHunsx.

YCTaHOBUTb 3HAYeHUA No YMONYaHUIO.
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ipv6 nd raguard managed-
config-flag {off | on}

no ipv6 nd raguard man-
aged-config-flag

— /BbIKOYEHO

Bkatountb npoBepky dnara "managed-config" B
coobuieHusax Router Advertisement.

- off — 3HaueHue dnara 4oNKHO 6bITh O;

- on — 3Ha4yeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard other-
config-flag {off | on}

no ipv6 nd raguard other-
config-flag

— /BbIKOYEHO

BkatounTtb npoBepky dnara "other-config" 8 coobeHumsax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HavyeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard
router-preference mini-
mum

— /BbIKAOYEHO

YCTaHOBUTb MUHUMa/IbHOE 06bABIAEMOE 3HaUYeHne
Default Router Preference B Router Advertisement-
CcoOobLIeHUSAX.

- low — HU3KOEe 3HauyeHue;

- medium — cpegHee 3Ha4YeHUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard
router-preference maxi-
mum

— /BbIKAOYEHO

YCTaHOBUTb MaKcMMasibHoe 06bABAAEMOE 3HaYeHne
Default Router Preference B8 Router Advertisement-
CcoO0bLIEeHUSAX.

- low — HU3KOEe 3HayeHMue;

- medium — cpegHee 3HauyeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabanua 290 — KomaHgbl pexxuma NoAUTUKM NPUBA3KK cocesem

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/OYEHO

Bk/loumnTb NnormposaHue aobasneHunsn/yaanenms IPv6 B Tabauuy
NpuBA3KK coceaeit.

BbIK/NOYMTbL NorMpoBsaHue gobasneHus/yaanerus IPve B
TabmMuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaenvTb MaKCUManbHOE KONMYECTBO 3anuceit B Tabaunue
NnpuBA3KK coceaeit.

- interface-limit — onpeaenute "MMUT ana nHTepdeiica,

- vlan-limit — onpegenutbe numut VLAN,

- mac-limit — onpegenntb AmutT MAC-agpecos,

- disable — paspewnTb MaKcMManbHOE KONIMYECTBO 3anucei.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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address-config {dhcp | any
| stateless}

no address-config

—/address-config

BkntounTtb AobaBneHune 3anucelt B Tabamuy NpuBA3KK cocesei
Ha OCHOBAHUMU:

- dhcp — naketa DHCPv6 Reply. Mpwu sTom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/imLy NpUBA3KK coceaent No yMOAYaHUIo
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

- any — pgobasnatb BCe agpeca,

- stateless — Ha ocHoBe IPv6 RA coobLieHuit.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

address-prefix-validation
{enable | disable}

no address-prefix-
validation

— /BbIKOYEHO

BK/IIOUMTL NPOBEPKY aApecoB B Tabnue NPUBA3KKU cocepeit.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

device-role {perimeter |
internal}

no device-role

— /BbIK/IOYEHO

YKas3aTb po/ib YCTPOICTBA, NOAK/IOUEHHOTO K MHTepdelicy.
- perimeter — yCTPOMCTBO NepuMeTpa;
- internal — BHyTpeHHee yCcTPOMCTBO.

Y6paTb posib € yCTPOMCTBA, NOAKIOUYEHHOTO K MHTEpdENCy.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Buna 3anpoca KoOMaHAHOM CTPOKM:

console (config-nbr-srcgrd) #

Tabnmua 291 — KomaHapl pexkmma ipvé Source Guard noanTtukm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

trusted-port

no trusted-port

— /BbIK/OYEHO

OnpenenvTtb fOBEPEHHDbIN NopT. [laHHaA NoAnTUKa
NPUMEHAETCA Ha NOPT, HAa KOTOPOM He [0/KHa NPUMEHATLCA
noanTuKa Source Guard.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-dhcp-guard) #

Tabnnua 292 — KomaHgb! pexuma ipvé DHCP Guard noavtukm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

device-role {client | server}

no device-role

— /BbIK/OYEHO

YKa3aTb po/b YCTPOMCTBA, MOAKNHOYEHHOTO K MHTEpdeicy.
- server — yCTaHOBWTb PO/Ib CepBepa;
- client — ycTaHOBWTb PO/b K/MEHTA.

Y6paTb posib € yCTPOMCTBA, NOAKNIOYEHHOTO K MHTEpdENCy.

list prefix_list}

match reply {disable | prefix-

no match reply

prefix_list: (0..32)
CMMBO13/BbIKNOYEHO

BK/I104MTb NPOBEPKY aHOHCMPYEMbIX a4 PeCcoB, NONYYEHHbIX B
coobuieHnax DHCPv6.

- disable — oTkntounTL Nposepky no DHCPv6-coobuweHmam.
- prefix-list — npeduKc-macka, no Kotopoi byaer
OCYLLLECTBAATLCA NPOBEpPKa.

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

| prefix-list prefix_list}

match server address {disable

no match server address

prefix_list: (0..32)
CMMBO0/13/BbIKNOYEHO

BK/I104MTb NPOBEPKY aApeca UCTOYHMKA cepBepa.

- disable — oTKAlOUMTL NPOBEPKY agpeca UCTOUHMKa cepBepa.
- prefix-list — npeduKc-macka, no Kotopoii byaer
OCYLLLECTBAATLCA NPOBEpPKA.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MMHUMa/IbHbIV Npeaen aHoHcupyembix DHCPv6-
cepBepoMm Onuui.
- disable — BbIKNHOYMTbL MPOBEPKY ONUMIA.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCMMaslbHbI Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuumi.
- disable — BbIKNOUMTL NPOBEPKY ONLUNA.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

KomaHObI pexcuma KoHgu2ypauuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nd-inspection) #

Tabnunua 293 — KomaHab! pexuma ipvé ND Inspection nonmMtnkm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/OYEHO

YKa3aTb Po/b YCTPOMCTBA, MOAKIOUEHHOTO K MHTEpdeiicy.
- host — ycTaHOBUTb pPo/ib XOCTa;
- router — yCTaHOBUTL PO/Ib MapLUpyTHU3aTOpPa.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

drop-unsecure {enable
| disable}

no drop-unsecure

—/BbIK/IOYEHO

BK/IHOYUTH OTOPAChIBAHME MAKETOB C OTCYTCTBYIOLLMMM MU
HEegoMNyCTUMbIMM NapameTPamu UAKN NOANUCHIO.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

sec-level minimum
{sec_level_minimum
disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNtOYEHO

YKasblBaeT MMHUMa/bHOE 3HaYeHMe napameTpa ypoBHA
6e30MacHOCTM NPU MCMNOIb30BaHUM ONUMIA KpUNTOrpaduueckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

validate source-mac {enable |
disable}

no validate source-mac

—/BbIK/OYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer
aapecy.

- enable — BKAOYNTD;

- disable — BbIKNHOUUTD.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKku RA Guard

Bupg, 3anpoca KOMaHAHOW CTPOKM:

console (config-ra-guard) #

Tabnnua 294 — KomaHgbl pexxkuma ipvé RA Guard noanTmku

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IOYEHO

YKa3aTb Po/b YCTPOICTBA, MOAKAOUEHHOTO K UHTEpPdECy.
- host — ycTaHOBUTbL posib XOCTa;
- router — yCTaHOBWUTL POIb MapLUpyTHU3aTOpPa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

hop-limit {minimum
value_limit | maximum
value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHOBUTL Npeaensl 3HaveHua Cur Hop Limit B8 Router
Advertisement-coobLueHusx.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.

managed-config-flag {off |
on}

—/BbIK/IIOYEHO

BkntoumTb NpoBepKy ¢pnara "managed-config" B coobLlueHUAx
Router Advertisement.
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no managed-config-flag

- off — 3HaueHune dnara LOMKHO 6bITb O;
- on — 3HayeHwue dnara JOMKHO 6bITb 1.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

match ra address {disable |
prefix-list prefix_list}

no match ra address

prefix_list:(1-
32)cmBONa/BbIKNOYEHO

BkntounTb NpoBepKy agpecos B Router Advertisement-
coobUIeHUsX.

- disable — oTKnOUMTL NPOBEPKY aapPeECOoB;

- prefix-list — npeduKc-macka, no KoTopoli byzer
OCYLLECTBNATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHWUIO.

match ra prefixes {disable |
prefix-list prefix_list}

no match ra address

prefix_list:
(1-32)cumBona/BbikntoueHo

BkntoumTb NpoBepKy npedurkcos B Router Advertisement-
COObLIEHUSAX.

- disable — oTKntOuUMTL NpoBEpPKY NpPedUKCOoB;

- prefix-list — npedukc-macka, no koTopoit byaet
OCYLLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

other-config-flag {off | on}

no other-config-flag

—/BbIK/IOYEHO

BkntounTb NpoBepkKy dnara "other-config" B coobLieHUnAX
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HayeHue dnara gOMKHO bbITb 1.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

router-preference minimum
{low | medium | high}

no router-preference min-
imum

—/BbIK/IOYEHO

YcTaHOBUTb MUHUMabHOE 06bABNAeMOoe 3HaveHMe Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3KOEe 3HauyeHMue;

- medium — cpegHee 3HayeHue;

- high — BbicOKOE 3HaueHue.

YCTaHOBUTb 3HaAYeHMe nNo YMONYaHUIO.

router-preference maximum
{low | medium | high}

no router-preference max-
imum

—/BbIK/IIOYEHO

YCTaHOBUTb MaKcuMaibHoe 0b6bsaBAsAemoe 3HauyeHne Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HM3KOe 3HaYeHue;

- medium — cpegHee 3HauyeHUe;

- high — BbicoKkoe 3HaueHue.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-fhs) #

Tabnunua 295 — KomaHabl pexxuma ipvé First Hop Security nonntmnku

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

—/BbIK/IOYEHO

AKTUBMPOBATbL IOTMPOBaHME 4PONa NaKeToB Npu
HEeCOOTBETCTBMM NoAUTUKam 6e3onacHocTu cayk6 RA Guard,
ND Inspection, DHCPv6 Guard u IPv6 Source Guard.

- enable — BKNOYMTL OrMpPOBaHKUE APONa NaKeToB AAnA
[aHHOW NONUTUKMK;

- disable — oTKkOUMTL NOrMpOBaHKeE Apona NaKeToB AN
OaHHOW NONUTUKMU.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepdeinca VLAN:
console (config-if)#

Tabnnua 296 — KomaHgbl pexuma KoHurypaumnmn nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé6 first hop security

— /BbIKOYEHO

Bkntoumtb ICMPV6 1 DHCPV6 snooping Bo vlan.

Bbikntountb ICMPV6 1 DHCPV6 snooping Bo vlan.

ipv6 first hop security attach-
policy policy_name

no ipvé first hop security
attach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb nonntuky First Hop Security Ha nHtepdetic.

Ypanute nonntury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

— /BbIKOYEHO

BKOUMTbL NPUBA3KY coceleit n gobasneHune 3anuceli B
Tabauuy.

BbIK/IOUMTL NPUBA3KY cocenein u gobasneHune 3anuceit B
Tabnuuy.

ipv6 neighbor binding attach-
policy policy_name

no ipv6 neighbor binding
attach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[ob6asutb nonntunky Neighbor Binding Ha nHtepderic.

Yaanutb nonntuky Neighbor Binding c nntepdeiica.

ipv6 source guard

no ipv6 source guard

— /BbIK/IIOYEHO

BkntoumTb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipvé dhcp guard

no ipv6 dhcp guard

—/BbIK/IIOYEHO

BkntoumTtb DHCP Guard.

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-
policy

policy_name:
(1..32)cumBona/BbIkaOYEHO

JOo6asntb nonntnky DHCP Guard Ha nHtepdeiic.

Ypanute nonantukn DHCP Guard ¢ nntepdelica.

ipv6 nd inspection

no ipv6 nd inspection

—/BbIK/IIOYEHO

Bkntoumtb IPv6 ND Inspection.

Bbikntountb IPv6 ND Inspection.

ipv6 nd inspection attach-
policy policy_name

no ipv6 nd inspection at-
tach-policy

policy_name:
(1..32)cumBona/BbIKkOYEHO

[o6asutb noantnky ND Inspection Ha MHTepdelic.

Ypanute noantuky ND Inspection c nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

—/BbIK/IIOYEHO

BkntoumTb IPv6 ND RA Guard.

BbIkntountb IPv6 ND RA Guard

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-
policy

policy_name:
(1..32)cumBona/BbIKNOYEHO

[o6asutb noantnky ND RA Guard Ha uHTepodelic.

Yaanute nonntnky ND RA Guard ¢ nHtepdeiica.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 297 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

OT06pasunTb HaCTPOMKK PyHKUMIA IPV6 First Hop Security.

show ipv6 first hop security

show ipv6 source guard OTob6pa3unTb cocTosiHMe PpyHKUMM IPV6 source guard.

show ipv6 neighbor binding OT06pasunTb TabAnLy NPUBA3OK coceaen.
table
show ipv6 dhcp guard —
show ipv6 nd inspection —

show ipv6 nd raguard —

OT06pasmnTb COCTOAHME M HACTPONKM yHKUMM DHCP Guard.
OT06pa3nTb cocToAHUE U HAcTPolKK GyHKUMK ND Inspection.
OT06pasmnTb COCTOAHME M HAaCTPONKKM GyHKLMM RA Guard.

5.29 ®yHkuum DHCP Relay-nocpeaHuka

5.29.1 ®yHkyuu DHCP Relay dns IPv4

KommyTtatopbl nogaep»kusatoT pyHKumm DHCP Relay areHTta. 3agadveit DHCP Relay areHTa siBasetcs
nepeaadya DHCP-nakeToB OT K/MEHTA K cepBepy 1 obpaTHo B caydae, ecain DHCP-cepBep HaxoamTcsA B O4HOM
CeTW, a KNNEHT B Apyroi. Apyroi pyHKumMen apaseTca gobasneHme onoiHUTebHbIX onuuii B DHCP-3anpoch!
KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3aNpoCbl cepBepy OT UMEHM KAMEHTA (OCTaBasAAa B 3anpoce onuuun ¢ TpebyembiMmu
KIMEHTOM NapameTpamu M, B 3aBUCMMOCTM OT KOHUrypaumm, obasnss ceou onumu). MNoayuns oTBeT oT
cepsepa, KOMMYTaTOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOm KoOHOUrypaumm:
console (config) #

Tabnuua 298 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

3HayeHue/3HayeHue no

KomaHoa

YyMOMYaHUO

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

No YMONYaHUIO areHT
BbIK/NIOYEH

BKkntounTb PpyHKLMM DHCP Relay-areHTa Ha KommyTaTope.

BbIkntountb pyHKUMmM DHCP Relay-areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vian_id]

vlan_id: (1..4094)
vrf_name: {1..32}

3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay-
areHTa.

[vrf vrf_name] cMmBoONa - vlan — knueHTckuii VLAN, 3anpocbl M3 KoToporo 6yayT
HanpaBaeHbl Ha IP-agpec KOHKPETHOro cepBepa.
V Mo3KeT 6bITb Heckonbko knueHTckux VLAN pgobasnstorcs uepes
3agaHo go 32 3anATylo B C/ly4yae nepevynciaeHusn n yepes gedpuc s
cepseposB c/lyyae yKasaHWA AManasoHoB.
no ip dhcp relay address (ananazonom Yaanutb IP-agpec us cnucka DHCP-cepsepos gns DHCP Relay-
[in_address] [vrf vrif_name] uwnmn areHTa.
nepeuncieHunem).

ip dhcp relay information
option format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv,
spv, bin);
delimiter:
(.,;#)/npoben

Hactpoutb popmat DHCP-onumm 82.

dopmar:

- sv — Homep cnoTta u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HoMep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dopmaT: VLAN, cnoT, nopr.
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no ip dhcp relay infor- YCTaHOBUTb 3HAYE€HME N0 YMONYAHMIO.
mation option format-type
option
ip dhcp relay information 3apaTtb naeHTMduKaTop remote-id .
option format-type re-
mote-id word word: (1..63) cum-
no ip dhcp relay infor- BOJ/I0B Yaanutb naeHtudukatop remote-id.
mation option format-type
remote-id
ip dhcp relay information YCTaHOBUTb CTPOKY MAEHTUPUKALMKM YCTPOICTBA A0CTYNa.
. word: (1..48) cum-
option format-type ac-
cess-node-id word Bonos/
- - naeHTudumKaTop —
no ip dhcp relay infor- o BoccTtaHOBUTbL HAaCTPOMKM MO YMOAYAHUIO.
mation option format-type ycrponersa He
Ha3HayeH

access-node-id
ip dhcp relay information HactpouTtb popmat onumum 82.
option suboption-type -trl01 — ycraHaBamBaeT popmaT onuyum 82 cornacHo
{tr101 | custom} CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 (cm. Tabanuy

275);

—/tr101 - custom — ycTaHaBiMBaeT popmat onumm 82 B COOTBETCTBUM C

dopmaTom, NnpmBeseHHOM B Tabanue 276.
no ip dhcp relay infor- BepHyTb 3HaueHne No ymonyaHuio.
mation option suboption-
type

Onpegenntb pexunm obpabotkn DHCP-nakeToB ¢ onuueit 82:
ip dhcp relay information - keep — nponyckaeT nakeTbl 63 M3MeHeHUN;
policy {keep | replace | drop} - replace — 3amellaet cogepxunmoe onumm 82;

—/keep - drop — oTbpacbiBaeT nakeTbl ¢ onuuein 82.

no ip dhcp relay information YCTaHOBUTb PEXUM MO YMOJIHaHMIO.
policy
ip dhcp relay source-port Mcnonb3oBaTh B KauecTBe MCTOMHUKA 3a4aHHbIn UDP-nopr.
port port: (0..65535)/67
no ip dhcp relay source- BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
port

KomaHObI pexcuma KoHguaypayuu uHmepgpetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepoeiica VLAN:

console# configure
console (config) # interface vlan vlan id
console (config-if) #

Tabnunua 299 — KomaHabl pexkuma KoHdurypaumnm nHtepderica VLAN

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuo
ip dhcp relay enable BkntounTb dpyHKuMm DHCP Relay-areHTa Ha HacTpanBaemom
MO YMONYAHUIO areHT UHTepodeiice.
no ip dhcp relay enable BbIK/IOYEH Bbikntountb pyHKumMmM DHCP Relay-areHTa Ha HacTpaMBaemom
nHTEpdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepdelica Ethernet:

console (config-if) #
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Tabanua 300 — KomaHgb! pexkuma KoHpurypaunm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

drop | glol

ip dhcp relay information
policy {keep | replace |

bal}

-/global

OnpegenuTb pexxnm obpabotkm DHCP-nakeToB € onuueit 82.
- keep — nponyckaeTt nakeTbl 6€3 UIMEHEHWA;

- replace — 3ameLaeT coaepxumoe onuum 82;

- drop — oTbpacbiBaeT nakeTbl c onuuein 82.

3HayeHune Ha nopTax umeeT 6osiee BbICOKMI NPUOPUTET, YeM
rnobanbHan HacTpoWKa.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

cons

ole#

Tabanuya 301 — KomaHgb! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

vrf_name]

show ip dhcp relay [vrf

vrf_name: {1..32}
cumBona

OT06pa3nTb KOHPUrypaLumto HacTpoeHHon dyHKuuu DHCP
Relay-areHTa 41 KoMmyTaTopa v OTAE/bHO ANA UHTepdeiicos,
a TaK¥Ke CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTtb cocToaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

Servers:

DHCP relay is Enabled

DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay 0ns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMMyTaTop MOMKET BbINOAHATL PYHKLMN NOCPEeAHUKA AaA
DHCPv6. laHHbIl dyHKLMOHaAN peanm3oBaH B Buae nosHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®dyHKumsa LDRA nossonsieT BCTaBUTb B KaneHTckme DHCPv6-nakeTbl onumu 18 n 37, He nameHsas ¢opmat
naketa. MNMonHosecHbih DHCPv6 Relay nossonset ocywectBnate nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepsepy M obpaTtHO B cnydvae, ecan DHCPv6-cepBep HaxoamuTcs B OOHOM CeTH, a KAWEHT B gpyroi. [pyroi
dyHKUMel aBnseTca gobasneHune onumin 18 n 37 8 DHCPv6-3anpockl KamMeHTa. NMpuHumMn paboTbl NONHOBECHOTO
DHCPv6 Relay areHTa Ha KommyTaTope: KOMMYTaTOp NpPUHUMAET oT KameHTa DHCP-3anpockl, nepegaet atm
3anpocbl CEPBEPY OT MMEHM KAMEHTa (OCTaBAAS B 3aMpoce Onuumm ¢ TpebyembIMU KIMEHTOM NapameTpamm U, B
33aBMCMMOCTM OT KOHUrypauum, gobasnss ceom onuuu). Moayyns oTBET OT CEpBEPA, KOMMYTATOP NepesaeT ero

KAWNEHTY.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabanua 302 — KomaHgbl pexXuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMI
MHTepodenc.

Yaanutb agpec DHCP-cepBepa unu ncxogawmii uHtepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumBonos

3afatb uaeHTUOMKaTop nopTa (onums 18).

Ypanutb naeHTMdukaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3agatb naeHTMdukaTop remote-id (onuma 37).

Ypanutb naeHtTudukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3pgatb nonntuky DHCPV6 Relay v BoliTH B pexknm eé
KOHUrypMpoBaHus.

Ypanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTponTb MUHUMANbHYIO U MAaKCMMa/bHYIO FpaHMLy AnA
preference, otnpasnsemoro B Advertise dhcpv6é coobuieHmm
OT cepBepa KaneHTy. Advertise dhcpvb cooblueHun ¢
BbIXOAALWMMM 3a rpaHuuy preference 6yayT oT6poLLEHDI.

YAanuTe MMHUMANbHYIO M MaKCUMaNbHYO rpaHuLly ans
preference.

KomaHObI pexcuma KoHguaypuposaHua noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabanua 303 — KomaHgb! pexkuma KoHpurypuposaHua noantukn DHCPv6 Relay

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuio

Aeilicmeue

device-role {client | server}

no device-role

word: (1..63)
CUMBOIOB

3apaTb ponb NOPTa, K KOTOPOMY NpKUBA3aHA NOAUTUKA. MopT
MOKeT BbITb 0603HAYEH KaK lOBEPEHHDbI — B CTOPOHY
cepBepa U KaK HeZlOBEPEHHbI — B CTOPOHY K/MEHTA.

Ypanutb POANb NOPTa, K KOTOPOMY NpnBA3aHa NONTUKA.

match reply disable

no match reply

—/BbIK/IIOYEHO

OTKN0YNTb NPOBEPKY BblAAHHbIX CEPBEPOM a4PeCcoB B
nosy4yeHHbIX coobueHmnax DHCPv6.

BKtOUNTL NPOBEPKY BblAAHHBIX CEPBEPOM aLpeCOB B
nosly4yeHHbIx coobeHnsax DHCPV6.

match reply prefix-list word

word: (1..32)
CMMBOJI0B

HactpouTtb GpuabTpaLmio BblAaHHbIX CEPBEPOM aApecos B
nosayyYeHHbIx coobeHusax DHCPv6 cornacHo prefix-list.
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no match reply

OTKNOUNTD GUNBTPALMIO BblAAHHbBIX CEPBEPOM aApPECOB B
nosnyyeHHbIx coobeHnax DHCPv6 cornacHo prefix-list.

match server address disable

no match server address

—/BbIK/OYEHO

OTKNOUNUTb NMPOBEPKY a4peca cepBepa B NosyYeHHbIX
coobueHunax DHCPv6.

BkAtounTb NpoBEpPKY agpeca cepsepa CepBepoM afpecos B
nosly4yeHHbIX coobueHmnax DHCPv6.

match server address prefix-list
word

no match server address

word: (1..32)
CUMBOJI0B

HacTpouTb dunbTpaumio agpeca cepsepa B NONYYEHHbIX
coobueHuax DHCPv6 cornacHo prefix-list.

OTKNOUNTD GUALTPALMIO afpeca cepeepa B NOJTyYEHHbIX
coobueHuax DHCPv6 cornacHo prefix-list.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnvua 304 — KomaHabl pexkmuma KoHpurypuposaHusa nurtepdeica Ethernet

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasatb agpec DHCP-cepBepa UAM HaCTPOUTb UCXOAALLMI
MHTepodeic.

Yaanutb agpec DHCP-cepBepa unu ncxoaawmii uHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonos

3afatb uaeHTMOMKaTop nopTa (onuus 18)

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonoB

3apaTb naeHTUdUKaTop remote-id (onuua 37)

BoccTtaHOBUTL 3HAYEHWE NO YMONYAHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NOAUTUKY K UHTepdeicy.

OTBA3aTb NOMUTUKY OT UHTepbeiica.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MUHMMANbHYIO ¥ MaKCUMabHYHO TPaHULy ans
preference, otnpasnsemoro B Advertise dhcpv6 coobuieHun
oT cepBepa KaneHTy. Advertise dhcpvb coobieHus ¢
BbIXOAALMMM 3a rpaHuLy preference 6yayT oT6poLueHbl.

YAanuTb MUHUMA/bHYIO U MaKCUMaJIbHYIO FPaHuULy ans
preference.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 305 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica VLAN

KomaHda

3Ha4yeHue/ 3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasatb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMNI
MHTepodeic.

Yaanutb agpec DHCP-cepBepa unun ncxoaawmii nHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBonos

3agatb naeHTMduKaTop nopta (onuua 18).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3apaTb aeHTUdUKaTop remote-id (onuma 37).

BoccTtaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

ipv6 dhcp guard [attach-policy
word]

no ipv6 dhcp guard [attach-
policy word]

word: (1..32) cumBonos
vlan_id: (1..4094)

MpnBA3aTb NOANTUKY K MHTepbENCY.

OTBA3aTb NONNTUKY OT UHTepdelica.

ipv6 dhcp Idra

no ipv6 dhcp Idra

—/BbIK/IOYEHO

BkntounTs Lightweight DHCPv6 Relay Agent (LDRA).

BkntounTs Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

no ipveé first hop security [at-
tach-policy word]

—/BbIK/IOYEHO

Paspewntb paboty pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

3anpetutb paboty ¢yHKUMn DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

Mpumep HacTporkn DHCPv6 LDRA:

console#

console# configure

console (config)# ipv6é dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server
console (config-dhcp-guard) # exit

(
(

console (confiqg) #
(

console (config) # interface gigabitethernet 1/0/12
console (config-if) # ipv6é dhcp relay information option format-type

interface-id GilZ2
console (config-if) # ipvé dhcp relay information option format-type remote-id

MES2324

console (config-if) # exit
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console (config)# !

console (config)# interface gigabitethernet 1/0/24

console (config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
console (config-if)# exit

console (config)# !

console (config) # interface vlan I

console (config-if)# ipvé dhcp ldra

console (config-if)# ipv6é dhcp guard

console (config-if)# ipv6é first hop security

5.30 KoHpwurypauua PPPoE Intermediate Agent

®dyHKuMA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHuAMKU gokymeHTa DSL Forum TR-101 un
npegHasHavyeHa 41a UCNOJ/Ib30BAHUA HA KOMMYyTaTopax, paboTatowmx Ha ypoBHe A0CTyna.

PyHKUMA No3BONSET AONOAHATL NakeTbl PPPOE Discovery nHpopmaument, xapakTepusyrowen nHtep-
deinc goctyna. 3To HeEOBXOANUMO AN UAEHTUPMKALMM MOJIb30BaTENbCKOIO MHTepdelica Ha cepBepe AOCTyNa
(BRAS, Broadband Remote Access Server). YnpasneHune nepexsatom n o6paboTkoit naketos PPPoE Active Dis-
covery ocylecTBaseTca rnobasbHO A5 BCEro YCTPOMCTBA M BbIBOPOYHO 418 KaXKA0ro MHTepdeica.

Peanunsaums ¢yHKUMm PPPOE IA npegoctaBnasieT 4ONOAHUTE/IbHbIE BO3MOXKHOCTN KOHTPOS COOBLEHNI
NPOTOKO/1a NyTeM Ha3HaYeHUs A0BEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pemnma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 306 — KomaHabl pexkuma rnobanbHoM KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMoA4aHuro
pppoe intermediate-agent Paspewuntb paboty PPPoOE Intermediate Agent.
no pppoe intermedi- —/OTKAIOYEH 3anpetutb paboTy PPPOE Intermediate Agent.
ate-agent
pppoe intermediate-agent YCTaHOBUTb IMMUT BPEMEHU HEaKTUBHOCTU NO/Ib30BaTeNs.

timeout seconds
- - seconds :(0..600)/300 -
no pppoe intermedi- BoCCTaHOBWTbL HAaCTPOMKM MO YMOAYAHMIO.

ate-agent timeout

pppoe intermediate-agent YCTaHOBWTb CTPOKY MAEHTUOMKALMM YCTPOCTBA JoCTyNa.

. word: (1..48
format-type access-node-id ( )
cumsona/
word
. . naeHtTnduKkatop —
no pppoe intermedi- . BOCCTaHOBUTb HAaCTPOMKM MO YMONYAHMIO.
YCTPOWCTBA He
ate-agent format-type ac-
. HasHayeH
cess-node-id
pppoe intermediate-agent YCcTaHOBUTb TEKCT coobleHns o6 ownbKe npesbileHUs pas-
format-type generic-er- mepa naketa (MTU), otnpasnsemoro PPPoE IA B8 PADO- uau
ror-message word q ) PADS-nakeTax.
word: (1..128) /' Ecau cooblueHne coaepxut cumeonbl npobena, ero
cnmeosa/PPPOE Heo6X0AMMO 3aK/IOUUTD B KaBbIUKK.

Discover packet is too

- - large to process —
no pppoe intermedi- BOCCTaHOBMTb HAaCTPOIKM MO YMONHAHMIO.

ate-agent format-type ge-
neric-error-message
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pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan

HacTpouTb Habop NapamMeTPoB U Pa3AeNUTENN MEXKAY HUMM,

KOTOpble UCNOAL3YIOTCA AN GOPMUPOBAHMA NOAONUMK circuit -id.

B KOMaHAe MCnonb3yoTcA cneaytowme yCaoBHble 0603HaYeHus:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmart onpegensetca nonb3osatenem. Mpu
onpegeneHnm UCNob3yoTca cneaytowme WwabnoHbl:

%h: hostname;

%p: KOPOTKOE UMsA nopTa, Hanpumep gil/0/1;

%P: aAvHHOE MMsA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep OHNUTA;

%S: HOMmep C/0Ta;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopTa;

%v: ugeHtnédukatop VLAN.

%c: MAC-agpec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrasnaetca IP-agpec uHtepderica default vlian. Ecam IP-
agpec He HaraeH, noactasnasetca agpec 0.0.0.0.

BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CUMBOJI0B

HasHauuTb ngeHtMomkaTop remote-id, go6asnsemoro Kommy-
TaTopoMm rnobanbHo.

BOCCTaHOBUTbL HACTPOMKY MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHOUrypaumm nHtepoeica:

console (config-if) #

Tabnnua 307 — KomaHgb! pexkruma KoHpurypauum nntepderica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewunTtb paboTy PPPOE Intermediate Agent Ha nHTepdeiice.

3anpetutb paboty PPPoE Intermediate Agent Ha nHTepdelice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJ/IOB

HasHauntb ngeHTnduKaTop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTuduMKaTop, 3aaHHbIN B KOMaHAe,
NONHOCTbIO NepeonpegenseT naeHTMGUKaTop, BbluMCAAEMBbIN
Ha oCHoBe rnobanbHbIX NapameTpoB access-node-id n
option/delimeter.

BoCCTaHOBWTb HACTPOMKY HA OCHOBE r106aNbHLIX NAapaMeTpoB
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

remote_id: (1..63)
cumeonos/MAC-agpec
KoMMmyTaTopa.

HasHauutb naeHTndumkaTop remote-id, gobasnsemoro
KomMmMyTaTopom. MaeHTUdMKaTop foNMKEH ObITb
CKOHOUrypMpoBaH Ha Bcex UHTepdericax KommyTaTopa, rae
paboTaet PPPOE IA.
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no pppoe intermedi-
ate-agent format-type re-
mote-id

BOCCTaHOBMTb HAaCTPOMKY MO YMOMYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[l0BEPEHHbIM.

YnpasnsaTbh pexxnmom gosepus K uHtepoeicy. KomaHaa
nobasnaeT MHTepdec K CNUCKY JOBEPEHHbIX.
NHTepdelicbl, K KoTopbiM NogKkntoueHbl PPPoE-cepBepbl,
HACTPaMBaoOTCA KaK foBepeHHble. MHTepdelichl, K KOTOpbIM
NOAK/IOYEHbI NO/Ib30BATE/M, HACTPAUBAIOTCA KaK
HeaoBepeHHble.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKAOYEH

PaspewunTb yaaneHue vendor-specific onumm 3 naketos PADO,
PADS, PADT nepep, 0TNpaBKoOW UX B CTOPOHY NO/Ib30BaTeNS.
DYHKUMA yaaNeHNs MOXKeT BbITb MCNO/Ib30BaHA TONbKO Ha
MHTepdeice, Ha KOTOPOM paspelleHa paboTta PPPoOE IA u
KOTOpPbI ABNAETCA A0BEPEHHbIM MHTepdeicom. ObbIMHO
dYHKUMA yaaneHusa HacTpanBaeTca Ha HTepdeiice,
obpaweHHom B cTopoHy PPPoE-cepsepa.

BbIKMOUNTD PEKUM YaANEHUSA.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 308 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTo6pasnTb HacTponkn PPPOE Intermediate Agent. Ecan B
KOMaHze ABHO He 3aaH UHTepdeiic, To KoMmaHaa BbINOAHAETCA
Ons Bcex UHTepdelicos, rae paspewweHa pabota PPPoE A 1 Bcex
[OBepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pasnTb CTAaTUCTMKY paboTbl PPPOE Intermediate Agent. Ecnun B
KOMaHZe He 3aZlaH ABHO MHTepdeic, TO KoMaHAa BbINOHAETCA
ons Bcex HTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[0BEPEHHbIX MOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OuunCTUTb CTAaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHZe He 3aJaH ABHO MHTepdeiic, To KOMaHAa BbINONHAETCA
ON1A Bcex nHTepdelicos ¢ paspewweHHbim PPPOE IA 1 Bcex
[,0BepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pasnTb BCEX 3apErMcTPMpPOBaHHbIX KAMEHTCKUX ceccuin. Ecam
B KOMaHZe He 3a4aH ABHO UHTepodeiic, To oTobparkatoTca Bce
CeCccum C COPTMPOBKOM No HTepdelicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H
van H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKpbITb KAMEHTCKYIO ceccuto. Ecimn He ykaszaH mac address, To Bce
ceccum.
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5.31 KoHdurypauua DHCP-cepsepa

DHCP-cepBep ocywiectBafeT LEeHTPaIM30BaHHOE yNpaBAeHUe CeTEBbIMU agpecamm U COOTBETCTBYIO-
LWMMM KOHPUTYPALUMOHHBIMW MapamMeTpaMm, aBTOMaTUUYECKU NPeaoCTaBAAA UX KIMEHTaM. DTO NO3BONAET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMUCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MmoryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne coberBeHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 kak DHCP-cepBep. BoamorkHa ogHoBpemMeHHan pabota DHCP-cepsepa u DHCP-relay.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabanua 309 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAaHUIO
ip dhcp server BkntounTb PpyHKUM0 DHCP-cepBepa Ha KOMMyTaTOpeE.
Mepea BKAOUEHUEM cepBepa A0/KHbI 6biTb
—/BbIK/NOYEHO ! oTkntoyeHbl DHCP-knueHTbl Bo Bcex VLAN. B 1. u.
BK/IIOUYEHHDI No ymonyaHuto Bo VLAN 1.
no ip dhcp server BbikntounTb pyHKuMto DHCP-cepBepa Ha KommyTaTope.
ip dhcp pool host name BoliTn B perkum KoHPUrypaumm ctatnyeckux agpecos DHCP-
- name: (1..32) cumBonoB cepBepa.
no ip dhcp pool host name Yoanutb KoHourypaumto DHCP-knneHTa ¢ 3agaHHbIM
UMEHEM.
ip dhcp pool network Boitu B pexkum KoHdurypaumm DHCP-nyna agpecos DHCP-
name cepsepa.
- name — umsa DHCP-nyna agpecos.
name: (1..32) cumsonos ’ MakcumanbHo gonyctumoe Konudecrso DHCP pool
e YKas3aHo B Tabnuue 9.
no ip dhcp pool network Yaanute DHCP-nyn ¢ 3ai@aHHbIM MMEHEM.
name
ip dhcp excluded-address YKasatb IP-agpec, koTopble DHCP-cepBep He byaeT HasHayvaTb
low_address [high_ad- ans DHCP-KknuneHToB.
dress] - low-address — HavyanbHbIN IP-agpec AManasoHa;
— - high-address — KoHeuHbIl IP-aapec guanasoHa.
no ip dhcp excluded-ad- Yaanutb IP-agpec U3 cnucka UCKAOYEHWU 41 Ha3HaYeHus
dress low_address ero DHCP-knneHTam.
[high_address]
ip dhcp ping enable BkntounTb nepenady ICMP-3anpocoB Ha Ha3Havyaembli |P-
afpec, YTobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
—/BbikniodeHa 6ypeT HazHayeH DHCP-knneHTy.
no ip dhcp ping enable YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
ip dhcp ping count number Onpepenntb KonnyecTso otnpasasdembix ICMP-3anpocos.
number: (1..10)/2
no ip dhcp ping count YCTaHOBUTb 3HaY€HMeE NO YMOYAHUIO.
ip dhcp ping timeout time OnpegenuTb TalMayT, B TedeHue Kotoporo DHCP-cepeep
time: (300..1000)/500 mc | OXuAaeT oTBeT C agpeca, Ha KoTopblii nonydeH ICMP-3anpoc.
no ip dhcp ping timeout YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu cmamu4eckux adpecos DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 310 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepsupoBatb IP-aapeca ana DHCP-KnneHTa Bpy4YHYyIo.

- ip_address — |P-agpec, KoTopblii byaeT conocTaBaeH C
bU3MUECKUM aAPECOM KNINEHTA];

- mask/prefix_length — macka nogceTtv/gnvHa npedukca;

- id — du3mnyeckuii agpec (MgeHTUDUKaTOP) CETEBOW KapTbl;
- mac_address — MAC-aapec.

Ypanutb 3apesepBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenutb uma DHCP-KnneHTa.

Ypanutb nma DHCP-KknuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name
console (config-dhcp) #

Tabnuua 311 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YCTaHOBWUTb HOMEP NOACETM M MACKy NOACETU ANA nyna
appecos DHCP-cepsepa.

- network_number — |P-agpec Homepa NoAceTH;

- low_address — HavanbHbIN IP-agpec gMana3oHa agpecos;
- high_address — KoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka noacetn/annHa npedukca.

Ypanute KoHdurypayuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbIN HazHayeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONNYecTBo gHEW;

- hours — KonnyecTBo 4acos;

- minutes — KOANYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

ping enable

no ping enable

—/BbIKNOYEHA

BkatounTb nepeaavy ICMP-3anpocoB Ha HasHavYaembll IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KknueHTy.

YCTaHOBUTb 3HaYeHuMe no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnnua 312 — KomaHgbl pexuma KoHurypaumm

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

default-router ip_ad-
dress_list

no default-router

Mo yMmOAYaHMIO CNUCOK
MapLUpPyTU3aTOPOB He
onpegesneH.

OnpeaennTb CNUCOK MapLIPyTU3aTOPOB MO YMOYAHUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTU3aTOPOB.,

MOXKET cogeprKaTb A0 8 3anucei, pasaeneHHbIx npobenom.
' IP-agpec maplupyTu3aTopa A0NXKeH 6bITb B TOM Ke
H noACceTH, YTO U KINEHT.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

dns-server ip_address_list

no dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH.

Onpegenutb cnncok DNS-cepBepoB, A0CTYNHbIX ANA
knveHtos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..32) cumBonos

Onpegenutb gomeHHoe nmsa gna DHCP-knneHToB.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenutb cnncok WINS-cepsepoB, A4OCTYNHbIX AN1A
KknneHtos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXKET coAepKaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonuaHuio TMN y3na
NetBIOS He onpepeneH.

Onpegenutb TMN y3na NetBIOS Microsoft ana KnveHTos
DHCP:

- b-node — WKWpOKOBELLATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rmbpuaHbIi.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykaszaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0KEH bbITh
NnoJly4yeH 3arpy3ouHblii dpain.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykaszaHua DHCP-kaneHTy uma cepsepa, €
KOTOPOro A0/IXKeH ObITb MOAYYEH 3arpy304HbIi daiin.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CUMBOJI0B

YKazaTtb umsa daina, UCnosb3yemoro AN8 HayalbHOM
3arpy3ku DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHuio cnmucok
cepBepos He onpegeneH.

OnpeaenuTb CMMCOK CepBepOB BPEMEHW, JOCTYMHbIX ANA
knmneHtos DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpemMeHu,
MOXET cogeprKaTb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160) cumBonos

Hactpoutb onuummn DHCP-cepsepa.

- code — Kog, onuuu DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHwe;

- integer — uenoe NONOKUTENbHOE YNCNO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmarTe.

Ypanutb onuuun ana DHCP-cepsepa.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabanua 313 — KomaHgbl pexkuma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
clear ip dhcp binding Yaanute 3anucu U3 Tabaumubl COOTBETCTBUA GU3UUECKUX
{ip_address | *} apecoB M agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- - ip_address — IP-agpec, HasHayeHHbIi DHCP-cepsepom;

- ¥ — yaanuTb BCe 3anucu.
show ip dhcp — MpocmoTpeTb KoHdUrypauun DHCP-cepsepa.
show ip dhcp excluded-ad- MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
dresses - HasHauaTb A1 DHCP-KAMEHTOB.
show ip dhcp pool host MpocmoTpeTb KOHOUIypauuio ana cTaTudeckux agpecos DHCP-
[lip_address | name] name: (1..32) cepsepa:

CMMBOOB - ip_address — |P-appec KAneHTa;

- name — nma DHCP-nyna agpecos.
show ip dhcp pool network . MpocmoTpeTb KoHdUrypauunto DHCP-nyna agpecos DHCP-
[name] name: (1..32) cepsepa:

CAMBONos - name — nma DHCP-nyna agpecos.

show ip dhcp binding MpocmoTpeTb IP-agpeca, KOTopble CONOCTaBAEHbI C
[ip_address] — dM3NYECKMMU agpecamm KNINMEHTOB, a TaK e BPEMA apeHapl,

cnocob HasHavyeHua u coctoaHue IP-agpecos.
show ip dhcp server statis- MpocmoTpeTb ctatnctnky DHCP-cepsepa.
tics -
show ip dhcp allocated MpocmoTpeTb akTMBHbIe IP-agpeca, BbligaHHble DHCP-

- cepBepom.

[pumepbl 8bINOAHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_— ~— ~— ~—

5.32 KoHdwurypauua ACL (cnucku KOHTPOAA AoCTyna)

ACL (Access Control List — cnucok KoHTpona goctyna) — Tabauua, KoTopas onpeaenseT npasuna
bunbTpaLmMmM BXoAALWLEro U ucxoaaulero TpaduMka Ha OCHOBAHWKM MepenaBaemblX B MaKeTax MPOTOKO/IOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 1 MAC-agpecoB He A0/KHbl MMeTb OAUMHAKOBble Ha3Ba-
HUA.

V IPv6- 1 IPv4-cnnucku moryT pabotatb BMecTe Ha ogHOM ¢pusndeckom uHTepdeince. CNUCoK

ACL Ha 6a3e MAC-aapecauumn He MOXeT COBMELL,ATbCA CO cnuckom IPv6. [1Ba cnucka oau-

HAKOBOrO TMNa He MOryT paboTtaTb BMecTe Ha HTepdeiice.

KomaHapl Ans co3gaHua WM pepakTupoBaHuAa cnmnckoB ACL AocTynHbl B pexume rnobanbHob
KOHUrypaumnm.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

KomaHaHan cTpoka B pexkume rnobasnbHOM KOHOUIypauum nmeeT BUA,:

console (config) #

Tabanua 314 — KomaHgbl 4na co3aaHma n KoHourypaumm cnuckos ACL

KomaHoa
o ymon4aHuio

3HayeHue/3HayeHue

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address [ipv6_ad-
dress_prefix]}

access_list: (0..32)

Co3paTtb cTaHAAPTHBIN cnncok ACL.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
napameTtpamu;

- permit — paspeLwnTb NPOXOXKAEHNE NAKETOB C
YKa3aHHbIMM NapameTpamu.

YaanuTb cTaHgapTHbIN cnncok ACL.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPv4 1 BOITU B peXkUM ero KOHGUrypaLmm (ecam Crnmcok ¢
OaHHbIM UMEHEM eLle He CO34aH), IM60 BONTU B pEXUM
KOHPUrypaLmm paHee CO34aHHONO CMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauuu
IPV6.

- deny — 3anpeTuTb NPOXOXKAEHME MNAKETOB C YKa3aHHbIMMU
napameTpamu;

cMmBona - permit — pa3peLlnTb NPOXOXKAEHNE NAKETOB C

YKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- Y8anuTb cTaHZapTHbIN cnncok ACL gna agpecaunn IPv6.

cess_list

ipv6 access-list extended Co3aaTb HOBbIM paclMpeHHbI cnvcok ACL ana agpecaumm

access_list IPv6 1 BOITM B peXKMM ero KoHbUrypaumm (ecim cnucok ¢
JaHHbIM UMEHEM €elLlle He CO34aH), B0 BOWTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CMMCKa.

no ipv6 access-list ex- Y8anuTb paclumpeHHsblii cnncok ACL ans agpecauun IPvb.

tended access_list

mac access-list extended Co3aaTtb HOBbIN cNUCOK Ha 6ase MAC-agpecaunun n BOMTU B

access_list peXnm ero KoHOUrypaumm (ecnm CmMcokK ¢ JaHHbIM UMEeHeM
elLle He co3aH), 1Mbo BOWTU B pEXUM KOHUTYpaLMmn paHee
CO3,aHHOro CNMcKa.

no mac access-list ex- Yaanutb cnucok ACL Ha 6a3e MAC-agpecaumu.

tended access_list

access-list configuration YcTaHOBUTL pexum KoHoburypmposaHusa ACL.

mode {default | commit} - default — ACL MOKHO pefaKkTMpoBaTb TONbKO TOrAa, Koraa
OH He NPWBA3aH HU K OAHOMY 13 MHTepdeitcos. HacTponku

—/default npasun ACL npumeHATCA HemMea/IeHHO.

- commit — ACL MOXHO peaKTUpoBaTb, KOrga OH NpuBA3aH
K dusnueckomy unm VLAN nHtepdelicy. UsmeHeHun
BCTYMaloT B CUY NOC/Ie BbINOSIHEHUA KOMaHAbI access-list
commit.

access-list commit —

MpumeHuTb n3meHeHna Bo Bcex ACL-cnuckax.

access-list commit {ac- access_list: (0..32)
cess_list} cMmBoNa

MpumeHnTb n3meHeHns B onpegeneHHom ACL-cnucke.
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access-lists statistics { port BKAtOUYNTL CTAaTUCTUKY cnnckos ACL

| vlan} - port — TONbKO Ana cnuckos ACL, npuBA3aHHbIX K
duU3MYECKMM UHTepdeicam;

- vlan — Tonbko ana cnuckos ACL, npuBA3aHHbIX K

nHTepdericam VLAN.
—/BbIKAOYEHO / Ona kommyTtaTtopos cepun MES23xx BO3MOXKHO
BK/IlOYEHMe CTaTUCTUKK cnuckos ACL,

NPUBA3AHHbIX TONbKO K GpU3NYECKUM nopTam
MAU TONbKO K uHTepdeiticam VLAN.

no access-lists statistics { BbIKNHOUYMTL CTaTUCTMKY cnnckos ACL.
port | vlan }
time-range time_name BoiTu B pexkum KoHdUrypaumum time-range u onpegenvtb
time_name: (0..32) BPeMeHHble NHTepBasibl AN1A CNUCKa JOCTyna.
cMmMBONa - time_name — uma npoduna HacTpoekK time-range.
no time-range time_name YaanuTb 3agaHHyto KoHdurypaumio time-range.

Ona Toro 4rtobbl aKkTMBM3MpoBaTb cnmncok ACL, HeobxogMmo cBA3aTb ero € WHTepdencom.
NHTepdelicom, MCNoNb3YOLWMM CNIMCOK, MOXKeT BbiTb 160 MHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, VLAN, epynnel nopmos

KomaHaHas cTpoka B pexxume KoHourypauum nutepdeinca Ethernet, VLAN, rpynnbl NOPTOB MMEET BUA,:
console (config-if)#

Tabnmua 315 — KomaHaa HasHavyeHua cnncka ACL-uHTepdeiicy

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4aHuwo

KomaHoa

service-acl {input | out- B HacTpoiikax onpeaenéHHoro pusnyeckoro nHTepderica
put} access_list anBﬂaaTb YKa3aHHbIN CMUCOK K aHHOMY MHTepdeiicy.
MpuBeA3Ka K MHTepdeiicy VLAN BO3MOKHa TO/IbKO
ONA HanpasaeHus input.

Ha nHTepdeiic MoKHO HasHaunTb TonbKo Extended

ACL.

access_list: (0..32)
cumBona MNop aeiictBue ACL, HasHauyaemoro Ha interface

vlan, nonagaet He TONbKO MapLIPYTU3UPYEMbIA

TpaduK, HO U TpaPUK BHYTPU CETU.

MNopa aeicteue ACL, HasHauyaemoro Ha interface

vlan, nonagaert Becb BXOAALLMIA B NOPTbI TPAadUK B

AaHHoM VLAN.

EEEK

no service-acl {input | YaanuTb CNUCOK ¢ UHTepodelica.
output}

KomaHOb! pexcuma privileged EXEC

KomaHaHan cTpoka B perkume privileged EXEC nmeet sua;

console#
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Tabnuua 316 — KomaHabl a4na npocmoTpa cnmckos ACL

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show access-lists [ac-
cess_list]

show access-lists
time-range-active [ac-
cess_list]

access_list: (0..32)
cuMmBoOsia

Mokasatb cnuckm ACL, co3gaHHble Ha KommyTaTope.

Mokasatb cnnckn ACL, co3gaHHble Ha KoMMyTaTope, KoTopble B
HacToALLee BpeMa ABNAIOTCA aKTUBHbIMMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokasaTtb cnucku ACL, HasHauyeHHble uHTepdelicam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNTb BCe cyeTYMKKM cnnuckoB ACL, 1MbBO cHETUMKM ANs CMUCKOB
ACL 3apgaHHOro uHtepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb CYETYMKM CMIUCKOB AocTtyna.

clear access-lists statistics

OuncTnTb CTaTUCTUKY cnnckos ACL.

show access-lists candi-
date-config

Mokasatb cocToAaHMe Bcex ACL-cnncKoB nocsie BbINOAHEHUA
KoMmaHAabl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cumBoNa

Moka3saTtb cocToAaHMe onpeaeneHHoro ACL-cnuncka nocne
BbINONHEHMA KOMaHAbI access-list commit.

show candidate-config ac-
cess-list

MokasaTb, KaK byayT Bbirnaaetb ACL-cnucku B show running-
config nocne BbINOAHEHUA KOMaHAbI access-list commit.

KomaHOobi pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC numeet sua;

console#

Tabnunua 317 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range
[time_name]

MokaszaTtb KoHUrypaumio time-range.

5.32.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMMUCAHMA OCHOBHbIX MAapPaMeTPOB, WUCMOJIb3yeEMbIX B
COCTaBe KOMaHZ, HacTpoKkKu cnnckoB ACL, oCHOBaHHbIX Ha aapecauum IPv4.
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Co3pgaHne u BXo4 B pexum pegaktuposaHuAa cnuckos ACL, OCHOBaHHbIX Ha agpecauun |[Pv4,
OCyLLecTBNAETCA NO KOMaHAe: ip access-list extended access-I1ist. Hanpumep, Ana cosgaHua

cnucka ACL nopa Ha3BaHuem EltexAL Heo6xoaMMO BbINONHUTL Cheaytolme KOMaHabl:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

..~

Mpu ogHOBpEeMEeHHOM MCNONb30BaHUKN NpaBun ¢ napametpom offset-list u npasun c na-
pametpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cyuwiectsyer annapatHoe orpaHuyeHune. [1na Ux coBmectHoii pa6oTbl Heo6xo-

Anmo npu cosgaHum offset-nucra, nomumo HyXHbIx 6aiiTos, ykasatb 6aittbl TCP/UDP-
noptos 13 L4-3aronoBKa.

Tabnumua 318 — OcHOBHblE NapaMeTPbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp

3HavyeHue

Aelicmeue

permit

Co3paTb paspelatolee npasuao ¢punbTpauum B cnmucke ACL.

deny

Co3pgatb 3anpewatouiee npasuno ¢punbTpaymm B cnmcke ACL.

protocol

NpoTOKON

Mone npegHasHa4YeHo ANA YKasaHWsA NpoToKona (Man Bcex
NPOTOKONOB), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBAseTCA
dunbTpaymsa. Mpu BbiIGOpe NPOTOKOA BO3MOXKHbI Cieaytowme
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YMcNOBOE 3HAaYEHWe NPOTOKOAA, B
AunanasoHe (0-255).

[na cootBeTcTBUA N1OBOMY NPOTOKOY MCNOb3yeTcA 3HaYeHue IP.

source

aapec UCTOYHUKaA

Onpepenntb IP-agpec MCTOYHMKA NakeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHMKA

BuTtoBaa macka, npumeHsaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble He06X0AMMO
WUTHOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbBIX BUTOB AO/IKHbI ObITb
3anuncaHbl eguMHULbl. Hanpumep, MCNob3ya MacKy, MOXHO
onpepennTb gna npasuna unbTpaumm IP-cetb. Ytobbl 06aBUTL B
npasuao epunbtpaumm IP-cetb 195.165.0.0, Heob6xoaMMO 3a4aTb
3HayeHue mackn 0.0.255.255, To ecTb COrlacHO AaHHOW macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHOPUPOBATLCA.

destination

ajpec Ha3dHa4vyeHuAa

Onpegenntb IP-agpec Ha3HayeHUA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4yeHuA

BuToBan macka, npumeHsemas K IP-agpecy HasHaueHWs nakera.
Macka onpegenset 6uTbl IP-agpeca, KoTopble He06X0AMMO
WrHOPUPOBaTb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB JO/KHbI ObITb
3anucaHbl eaAnHULbl. Macka UCnonb3yeTca aHaorMYHO Macke
source_wildcard.

vilan vlan: (1..4094) Onpegenntb VLAN, ana KoToporo 6yaet npuMeHsTbCA NPaBuo.
dscp dscp: (0..63) Onpegenntb 3HauyeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenntb NnpuoputeT IP-Tpaduka.
time_name time_name: (0..32) Onpeaenntb KOHOUIypaLUnIo BpeMEHHbIX MHTEPBA/IOB.
CUMBOJI0B
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icmp_type

TMN cCO0bLLEHMA
npotokona ICMP

Ucnonbsyetca ana ¢unbtpauum ICMP-nakeToB. Bo3mMOoXKHbIe TUMbI
coobuweHunin nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
request, information-reply, address-mask-request, address-mask-
reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
yncnosoe 3HayYeHue Tuna coobuieHus, B AmanasoHe (0-255).

icmp_code

icmp_code: (0..255)

Kog coobuweHunin npotokona ICMP, ncnonbsyemblit ana
dunbTpaymm ICMP-nakeToB.

igmp_type

TMN cOObLLEeHMA
npotokona IGMP

Tun coobuweHnin npoTokona IGMP, ucnonbsyemblit gns
dunbTpaymm naketos IGMP. Bo3amoxkHble TUNbl coobweHnin nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnbo YncnoBoe 3HayeHne
TMna coobuieHus, B ananasoHe (0—-255).

destination_port

UDP/TCP-nopt
Ha3Ha4veHnAa

source_port

UDP/TCP-NopT MCTOYHUKA

Bo3moKHble 3Ha4eHus nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHune (0— 65535).

list_of_flags

¢narvn npotokona TCP

Ecnun ans ycnosua dunbtpaummn onar 4oaKeH 6biTb yCTaHOB/EH, TO
nepes HUM CTaBMTCA 3HAK «+», €CN He LO/KeH 6bITb YCTaHOB/EH,
TO «-». BO3MOKHble BapuaHTbl pnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKOJIbKMX $GN1aros B ycnosuu puabTpaumm, daarv oobveanHatoTca
B OZHY CTPOKy 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIKNHOYMTb MOPT, C KOTOPOTO BbIN MPUHAT NaKeT,
YO,0BNETBOPAOWMI yCI0BUAM Nt060M U3 KOMaHZ 3anpeTa deny, B
cocTaBe KOTOpOit 6b110 onmncaHo nosne.

log_input

BKNtOUMTbL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHBIN KYpPHaN Npu Noay4YeHUM NakeTa, KOTOPbIN
COOTBETCTBYET 3anncu.

offset_list_name

offset_list_name: (0..32)

3apaTb UCNONb30BaHWeE CNNCKa WwabnoHOB NONb30BaTENSA AnA
pacrno3HaBaHMA NakeToBs. A Kaxa0ro cnmucka ACL moseT bbITb

CUMBOJI0B o
onpezeneH CBOM CNUCOK WabaoHOB.
ace-priority MHAeKc 3a4aeT NofoKeHMe NpaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblle UHAEKC — TeM NpUoputeTHee

(1..2147483647)

npaBuao. 3HaYeHne NHAEKCA JOMKHO ObITb YHUKAZbHBIM B
pamKax cnucka npasua B ogHom ACL.

Dna Bbibopa Bcero AnManasoHa napameTtpos, Kpome dscp m IP-precedence, ucnonbsyerca

Ecnn naket nonagaet nop, Kputepuit npasuna B ACL, To Hag HUM BbINOAHAETCA AeiicTBUe

V,, napamerp «any».

aToro npasuna (permit/deny). JanbHeliwan nposBepKa He NPOU3BOAUTCA.
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V Ecnn Ha uHTepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauyasnbHO NaKeT 6yaer nposepeH
Ha cootBeTcTBUe npasunaam IP ACL, notom — MAC ACL (B cnyyae, ecam He nonagert noa
peiictBue HU ogHoro u3 npasun IP ACL).

V Ecnn nocne nposepku Ha cooteBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL HasHauyeH
Ha uHtepdeiic) nam IP 1 MAC ACL (Korga 2 ACL Ha3Ha4yeHbl Ha UHTepdeiic) nakeT He nonan
noa AeicTeBMe HU O4HOrO M3 NPaBui, TO K AAHHOMY NaKeTy 6yaeT NpUMMeHeHo AeicTBue

“deny any any”.

Tabnnua 319 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunm

KomaHda Aeiicmeue
permit protocol {any | source source_wildcard} {any | [06aBuTb paspeLuatoLLyto 3anncb GUaAbLTPaL MM 4ns NPOTOKoNa.
destination destination_wildcard} [dscp dscp | prece- MaKeTbl, OTBEYatoLWMe yCA0BUAM 3anucu, byayT obpabatbiBaTbea
dence precedence] [time-range time_name] [ace-priority KOMMYTaTOpPOM.
index]
no permit protocol {any | source source_wildcard} {any | YAanuTb Co34aHHYI0 paHee 3anmchb.

destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

permit ip {any | source_mac source_mac_wildcard} [06aBuTb paspeLuatoLLyto 3anncb GuabTPaLMmM 4ns npoTokona IP.
{any | destination_mac destination_mac_wildcard} MaKeTbl, oTBEYatOLME yCA0BUAM 3anucu, byayT obpabaTbiBaTbea
{any | source_ip source_ip_wildcard} {any | destina- KOMMYTaTOpPOM.

tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

no permit ip {any | source_mac source_mac_wildcard} YAanuTb CO34aHHYI0 paHee 3anuchb.
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

permit icmp {any | source source_wildcard}{any | desti- [06aBuTb paspeLuaoLLyto 3anucb GUabTPaLUmn Ana NPoToKoNa
nation destination_wildcard} {any | icmp_type}{any | ICMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anuck, byayTt
icmp_code} [dscp dscp | ip-precedence precedence] o06pabaTbiBaTbCA KOMMYTATOPOM.

[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

no permit icmp {any | source source_wildcard}{any | YAanuTb CO34aHHYIO paHee 3anuchb.
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

permit igmp {any | source source_wildcard} {any | desti- [06aBunTb paspeLuaroLLyto 3anucs GUabTPaLUmM Ana NPOToKoNa
nation destination_wildcard} [igmp_type] [dscp dscp | IGMP. MakeTbl, OTBEYalOLWME YCNOBUAM 3anucy, byayT
precedence precedence] [time-range time_name] 06pabaTbiBaTbCA KOMMYTaTOPOM.

[ace-priority index]

no permit igmp {any | source source_wildcard} {any | YAanuTb CO34aHHYIO paHee 3anuchb.
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

permit tcp {any | source source_wildcard} {any | [06aBunTb paspeLuaroLLyto 3anucs GUabTPaLUmn Ana NPoToKoNa
source_port} {any | destination destination_wildcard} TCP. MakKeTbl, OTBEYaOLLME YCIOBUAM 3anucu, byayTt
{any | destination_port} [dscp dscp | precedence o06pabaTbiBaTbCA KOMMYTATOPOM.

precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

no permit tcp {any | source source_wildcard } {any | YAanuTb CO34aHHYIO paHee 3anmchb.
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]
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permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeluaroLLyto 3anucb GuabTPaLumn a4na NpoToKoNa
UDP. NakeTbl, 0OTBEYatOLWME YCNOBMAM 3anucu, byayTt
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuUabLTPaLMK ANA NPOTOKOAA.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KommyTaTopom. lMpun ncnonb3osaHmK Katodesoro cnosa disable-
port pusnyecknin MHTepdenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIKAtoYeH. Mpu ncnonb3oBaHMM Kntoyesoro ciosa log-input
6yaeT oTnpaBieHO coobLLeHMe B CUCTEMHBIV KypHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuabTpaLmMm ans npotokona IP.

MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCA
KommyTaTopoMm. lMpun ncnonb3oBaHMK Katovesoro cnosa disable-
port pusnyecknin HTepdEenc, NPUHABLUNI TaKOW NaKeT, byaeT
BbIK/OYeH. Mpu ncnonb3oBaHUM KntodeBoro ciosa log-input
6yLeT oTNpaBAEHO COOBLEHME B CUCTEMHDIN KYPHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GUabLTPaLMK ANA NPOTOKoNA
ICMP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anuncK, byayT
6710KMPOBATLCA KOMMYTATOPOM. [PK UCNONB30BAHMKN KHOYEBOTO
cnosa disable-port dbusnuecknin uHTepdeinc, NpuHABLIKIA TaKoM
nakert, 6yaeT BblkaoYeH. Mpu UCNONb30BaHMK KNKOYEBOTO C10Ba
log-input 6yaeT oTnpasaeHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[o6aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaL MK 414 NPOTOKONA
IGMP. MakKeTbl, OTBEYalOLLME YCOBUAM 3anucK, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNONL30BAHUMN KNHOYEBOTO
cnosa disable-port dusnyecknii nHTepdelic, NPUHABLLMIA TaKoM
naker, 6yaeT BblkAtoYeH. NPy UCNONb30BaHUM KNHOYEBOTO CNOBa
log-input 6yaeT oTnpaBneHo coobLLEHNE B CUCTEMHBIN KYPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YaanuTb CO34aHHYI0 paHee 3anuchb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[Jo6aBuTb 3anpeLyatoLLyto 3anncb GUAbLTPaLMK ANA NPOTOKoNA
TCP. MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT
6/10KMPOBATHCA KOMMYTAaTOPOM. MPU UCMONBb30BAHWUM K/HOYEBOTO
cnosa disable-port dusnyecknii nHTepdelic, NPUHABLLMIA TaKoM
nakert, 6yaeT BbikaoYeH. Mpyn MCNONb30BaHMK KNIOYEBOTO C10Ba
log-input 6yaeT oTnpasneHo coobLLeHNE B CUCTEMHBIIN KYPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb cO34aHHYI0 paHee 3anuchb.
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deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[06aBuTb 3anpeLyatoLLyto 3anucb GUALTPaLMK AN NPOTOKONA
UDP. NakeTbl, 0OTBEYatOLWME YCNOBMAM 3anucu, byayr
6/10KMPOBATLCA KOMMYTATOPOM. [1PU UCNONB30BAHWUM K/HOYEBOTO
cnosa disable-port dpusnueckmnin nnTepdeinc, NpMHABLIMIA TaKoM
nakert, bygeT BbiK/OYEH. MPKU UCNONB30BAHUK K/IOYEBOTO C/10Ba
log-input 6yaeT oTNpaBneHO cOObLLEHWE B CUCTEMHbIN XKYPHaI.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paaTb CNUCOK WAbNOHOB NO/Ib30BATENA C UMEHEM name. Uma
MOXKeT BKtoYaTb oT 1 A0 32 cMMBONOB. B 04HOM KOMaHAe MOXKeT
copepKaTbCs 40 TPMHAALATH WAbIOHOB B 3aBUCUMOCTM OT
BbI6PAHHOrO pPeXKMMa HacTPOMKM CNUCKOB AocTyna (KomaHaa set
system mode), BKto4aloLWMX Caeaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHuUA:

I3 — Hayano cmelleHmnA ¢ Havana IP-3aro0BKa;

14 — Hayano cmelleHus ¢ KoHua IP-3arosioBKa.

- offset — cmeleHne 6aliTa faHHbIX B Npeaenax nakeTa.
ba3oBoe cmelleHe NpMHUMAETCA 3a Ha4yano oTcYeTa;

- mask — macka. B aHann3e nakeTa NPUHMMALOT y4acTUe TOIbKO
Te paspaabl baiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX pPa3psaaax
Macku 3agaaH ‘0’;

- value — NCKOMOE 3HauyeHue.

no offset-list offset_list name

YLanuTb CO34aHHbIN paHee CrUCOK.

access-list commit

MpumeHunTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 Konopuzypayusa ACL Ha 6a3e IPv6

B AaHHOM pa3sgene npuBefeHbl 3HAYEHMA U OMMCaHMA OCHOBHbIX MapameTpoB, MCNO/b3yeMbIX B
cocTaBe KOMaHA, HacTpoliku cnnckos ACL, ocHoBaHHbIX Ha agpecaunu IPv6.

Co3gaHue M BXOg4, B pexXMM pefakTposBaHuA cnvckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv6,
OCyLLeCTBAAETCA MO KOMaHAe: ipv6 access-list access-1ist. Hanpumep, gna cosganua cnmcka ACL
nog, HassaHMem MESipv6 He06X0AMMO BbINOAHUTb CAeAytoLWwmMe KOMaHAbI:

console#

console# configure

console (config)# ipv6 access-list extended MESipvé
console (config-ipvé6-al) #

Tabanuya 320 — OcHoBHblE NApPameTpPbl, UCMO/Ib3yeMble B KOMaHAAX

Mapamemp 3Ha4yeHue
permit -

Aelicmeue
Co3paTb paspeluatolee npasuao ¢punbTpaumnm B cnmucke ACL.

deny -
protocol

Co3aaTb 3anpelyatolee npasuno ¢puabTpaumm B cnmcke ACL.

Mone npegHasHaYeHo ANA YKasaHWA NpoToKona (Mam Bcex
NPOTOKO/OB), Ha OCHOBE KOTOPOTO ByZeT ocyLLecTBASETCA
dunbTpauma. Mpu Boibope NPOTOKO/IA BO3MOXKHbI CaeaytoLime
BapuaHTbl: icmp, tcp, udp, M6 YMcioBOE 3HaYEHWE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[nsa cootBeTcTBMA N106OMY MPOTOKOY UCNONb3YETCA 3HaYEHUe

NpoOTOKOA

IPv6.
source_prefix/length agapec otnpasutensa n ero | Onpeaenuts IPv6-agpec n ganHy npedumkca cetm (0-128)
ANMHa (konunyecTBO cTaplwKX 6BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/length afpec Ha3Ha4YyeHuA 1 ero Onpegenuts IPv6-agpec n ganHy npedumkca cetm (0-128)

O/MHa (KonnuecTBO cTapwnx BUT agpeca) HasHAYeHUA NakeTa.
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dscp dhcp: (0..63) OnpeaennTb 3HayeHne DSCP-nons diffserv.

precedence precedence: (0..7) Onpegenutb npuoputet IP-Tpadmka.

time_name time_name: (1..32) Onpefenntb KOHOUIYPaALUIO BPEMEHHbIX MHTEPBA/IOB.
CMMBONOB

icmp_type Ucnonbsyetca ana ¢punotpaumnmn ICMP-nakeTos. Bo3moxHbie

TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNI NoAsA icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
(3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).

TMN cO0bLLEeHMA
npoTtokona ICMP

icmp_code icmp_code: (0..255) MUcnonbayetca ana ¢punbtpaumm ICMP-nakeTos.

destination_port UDP/TCP-nopt Bo3mokHble 3HaueHus nonsa TCP-nopTa: bgp (179), chargen (19),
Ha3HayeHuA daytime (13), discard (9), domain (53), drip (3949), echo (7),

source_port finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc

(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

[Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

NIn6o uncnosoe 3HavyeHue (0 - 65535).

UDP/TCP-NopT MCTOYHUKA

list_of_flags Ecaun ana ycnosua ¢unbtpaumm dnar 4osxKeH 6biTb YCTAHOBEH,
TO Mepes, HUM CTaBUTCA 3HaK «+», eCIN HE J0/IKEH BbITb
YCTaHOB/IEH, TO «-». BO3MOMKHble BapnaHTbl dparos: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

¢dnarn npotokona TCP

disable-port BbIK/IOYNTL NOPT, C KOTOPOTo Obl NPUHAT NAKET,
- YA0BNETBOPAIOLLMI ycnoBuAM Ntoboi 3 KomaHg, 3anpeTa deny,
B COCTaBe KOTopoi 6bin0 onucaHo none.

log-input BKAOUMTL OTNpPaBKY MHPOPMALMOHHBIX COOOLLEHUN B
- CUCTEMHBII XKYPHaN NPY NOAYYEHUM NAKETa, KOTOPbIN
COOTBETCTBYET 3aNNUCK.

ace-priority ace-priority: NHaekc npasuna B Tabamue. Yem meHblUe MHAEKC — TEM
P ¥ npuopuTeTHee NPaBuI0. 3Ha4YeHWe MHAEKCa LOMKHO bbITb
(1..2147483647)
YHUKaNbHbIM B paMKax CrucKa npasma B ogHom ACL.

/ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca
napameTp «any».

/‘ Mocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHMMU B CNUCOK
p,oGaBnmo'rca 3anucu:

permit-icmp any any nd-ns any

permit-icmp any any nd-na any

deny ipv6 any any

[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHUX IPv6-yCTPOMCTB C NOMOLLbIO NPOTOKOAA
ICMPvV6, a nocnheaHAAa O3Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BNETBOPAIOLLUX
ycnosuam ACL.

Tabnunua 321 — KomaHabl, Mcnonb3yemble ana HacTpolikn ACL cnnckos Ha ocHoBe IPv6-aapecaunn

Komanda Aeticmsue
permit protocol {any | source_prefix/length} {any | [0o06aBunTb paspeluatolLyto 3anmcb GUAbTPaLMmu Ana
destination_prefix/length} [dscp dscp | precedence npoToKona. MakeTbl, oOTBEYaloWMe yCnoBMAM 3anucu, byayt
precedence] [time-range time_name] [ace-priority index] 06pabaTbiBaTbCA KOMMYTATOPOM.
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no permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YaanuTb co3aaHHyIo paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKoNa
ICMP. MaKeTbl, OTBEYalOLLME YCOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YanuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[o6aBuTb paspeluatoLyto 3anncb GUabLTPaLMK ANA NPOTOKoNA
TCP. MaKeTbl, 0OTBEYAtOLWME YCAOBUAM 3anucK, byayT
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YAanuTb CO34aHHYIO paHee 3anuch.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
UDP. MakeTbl, OTBEYalOLME YCNOBMAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb Co34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[06aBuTb 3anpeLyatoLyto 3anucb GUAbTPaLUM 4ns
npoTokona. MakeTbl, 0OTBeYatoLLMe YCNOBUAM 3anuncu, byayT
6710KMPOBATHCA KOMMYTaTOPOM. MpU UCNONB30BaAHUK
Kntoyesoro cnosa disable-port dpusnyecknin nHTepoeiic,
NPVHABLUNIA TaKoW NakeT, byaeT BblkAtoueH. Mpu
MCMNoab30BaHMM KAtoveBoro cnosa log-input 6yaer
OTNPaBAEHO COOOLEHNE B CUCTEMHDIW XKypPHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y[anutb co3gaHHyo paHee 3anuncob.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLLMK AN NPOTOKONA
ICMP. MakKeTbl, OTBEYAlOLLME YCIOBUAM 3anucK, byayt
610KMpPOBaTLCA KOMMYTaTOPOM. MpU MCNOAb30BaHUK
Kntoyesoro cnosa disable-port ¢pusnyecknin nHTepoeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCnonb30BaHMK KatodeBoro cnosa log-input 6yaet
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYPHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anunchb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmce GUAbTPaLMM ANA NPOTOKONA
TCP. MaKeTbl, OTBEYaOLLME YCIOBUAM 3anucu, byayTt
610KMPOBATLCA KOMMYTATOPOM. MpPK UCNOb30BAHMM
Kntoyesoro cnosa disable-port ¢pusnyecknin uHTepoeiic,
NPWHABLUNI TaKOW NaKeT, byaeT BbiKkAoYeH. Mpu
NCMNONb30BaHWUM KAtoYeBOro cno.a log-input 6yaet
OTNpPaBAEHO COOBLEHME B CUCTEMHDIN KypHa.
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no deny tcp {any | source_prefix/length} {any | YAanuTb CO34aHHYIO paHee 3anuch.
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

deny udp {any | source_prefix/length} {any | source_port} [Oo6aBunTb 3anpeLyatoLLyto 3anucs GUAbTPaLMM ANA NPOTOKONA
{any | destination_prefix/length}{any | destination_port} UDP. MakeTbl, OTBEYaloLMe YCAOBUAM 3anucu, byayTt

[dscp dscp | precedence precedence] [match-all 610KMPOBATHCA KOMMYTaTOPOM. MpK UCNOABb30BaHUK

list_of flags] [time-range time_name] [disable-port | kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
log-input] [ace-priority index] NPWHABLUNI TaKoW NaKeT, byaeT BbiKkAoYeH. Mpu

MCNoNb30BaHMK KatoueBoro cnosa log-input 6yaer
OTMNPaBAEHO COOBLIEHNE B CUCTEMHbIN KypHa.

no deny udp {any | source_prefix/length} {any | YaanuTb Co34aHHYo paHee 3anuch.
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

offset-list offset_list_name {offset_base offset mask value} Co34aTb CNUCOK Wab/I0HOB NO/Ib30BaATENA C UMEHEM name.
Mma moxeT BkAoYaTb oT 1 4o 32 cumBonoB. B oaHoM
KOMaHe MOKeT coAepaTbCs A0 TPUHaALATH WabnoHoB B
3aBMCMMOCTM OT BbIGPAHHOMO PEXMMa HAaCTPOMKM CMIMCKOB
AocTyna (komaHaa set system mode), BKAo4atoLwmx
cnepytolme napameTpbi:

- offset_base — 6a3oBoe cMmelleHMe. BO3MOKHbIe 3HaYEeHUA:
13 — Hayano cmelleHMA ¢ Hayana IPv6-3aronoBKa;

14 — Hayano cmelleHnA ¢ KoHua IPv6-3aronoBka.

- offset — cmelleHWe 6anTa AaHHbIX B Npegenax nakeTta.
ba3oBoe cmelLeHe NPUHNMMAETCA 33 Ha4Yano OTCYeTa;

- mask — macKa. B aHasiM3e nakeTa NPMHUMAIOT yyacTue
TONbKO Te paspagbl 6aiiTa, 418 KOTOPbIX B COOTBETCTBYHOLMX
pa3psgax Mmacku 3agaH ‘0’;

- value — NCKOMOe 3HaYyeHue.

no offset-list offset_list_name Y[anuTb CO34aHHbIN paHee CNUCOK.

access-list commit MNpumeHnTb M3meHeHna B ACL-cnucke.

5.32.3 KoHndpueypayusa ACL Ha 6a3ze MAC

B paHHOM paspene npuseneHbl 3HAYEHUA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, UCMOAb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

Co3pgaHue M BXog4 B pexXum pepaktupoBaHua cnuckoB ACL, ocHoBaHHbix Ha MAC-agpecauumm,
ocyllecTBiAeTCA MO KOmaHAe: mac access-list extended access-l1ist. Hanpumep, ana
co3gaHuA cnucka ACL nog HazsaHMem MESmac HeobxoaMMO BbINOIHUTL Caeaytowmne KOMaHab!:

console#

console# configure

console (config) # mac access-list extended MESmac
console (config-mac-al) #

Mpu oaHOBpPEeMeHHOM MUCNO/b30BaHUM NpaBua ¢ napamerpom offset-list u npasun c na-
pameTtpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHu-
YyeHue. [na nx coemectHou pabotbl Heobxogumo npu cosgaHum offset-nucra, nomumo
HYXXHbIX 6aiiTOB, yKa3aTtb 6aiiTbl EtherType.

.‘
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Tabnumua 322 — OcHOBHble NapaMeTPbl, UCNO/Ib3YEMblE B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue
permit - Co3gaTb pa3spellatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny - Co3paTb 3anpelyatoliee npasuao ¢unbTpaumm B cnncke ACL.
source - Onpegennte MAC-agpec UCTOYHMKa NaKeTa.

source_wildcard

wildcard-macka agpeca
MCTOYHMKA

Macka onpegenset 6utbl MAC-agpeca, KoTopble He06xo4MMOo
WUrHOPMPOBATb. B 3HaUeHWA UTHOPUpPYyEeMbIX BUTOB A,0/1KHbI ObITb
3anucaHbl eANHULbI. Hanpumep, Mcnonb3ys Macky, MOXKHO
onpeaenuTb Ana npasuna punbTpaumm ananasoH MAC-agpecos.
YT106bI f,062BUTL B Npasuio dpunbTpaummn sce MAC-agpeca,
HaunHarowueca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3a4aTb
3HauyeHue macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-agpeca byayT He BaXKHbl 419 aHANU3a.

destination

MAC-agpec HazHayeHuna

nakeTa

Onpegenntb MAC-agpec HazHayeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHus

Macka onpegenset 6utol MAC-agpeca, KoTopble He0b6xoaMMO
UrHOPWMPOBaTb. B 3HaueHUA UrHopUpyeMbIX BUTOB AONKHbI BbITh
3anucaHbl eanHULbl. Macka MCNo/b3yeTca aHaIorMYHO Macke
source_wildcard.

vlan_id

vlan_id: (1..4094)

MNoaceTtb VLAN dunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnykumsaHus (CoS) duabTpyemMbix NaKETOB.

cos_wildcard

wildcard-macka knacca
obcnykunsanma (CoS)
duNbTpyemMbIx NakeTos

Macka onpegenaet 6utbl CoS, KoTopble Heob6xoaNMMO
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0KHbI ObITb
3anucaHbl eanHNLBI. Hanpumep, 4Tobbl UCNOIb30BaTb B NpaBue
dunbtpaumm CoS 6 u 7, Heobxoammo B none CoS ykasaTtb
3HauyeHue 6, Nnbo 7, a B Nosie Macku 3HadeHme 1 (7 B ABOMYHOM
npeactasnedmm — 111, 1 - 001, nonyyaerca, 4To NocnegHuin out,
6yAeT MrHopmpoBaTbea, To ecTb CoS moskeT 6biTb 1M60 110 (6),
nmbo 111 (7)).

eth_type eth_type: (0..0XFFFF) Ethernet-Tvn dpuAbTPyEMbIX NAKETOB B LWIECTHAALATEPUYHOWN
3anucu.
disable-port BbIK/IIOUNTL NOPT, C KOTOPOTro 6blN NPUHAT NaKeT,
i YA0BNETBOPAIOLLMI YCNOBUAM KOMAHAbI 3anpeTa deny.
log-input BKAtOUMTb OTNPaBKY MHPOPMALMOHHBIX COOOLLEHUN B
- CUCTEMHBII XKYPHaN NPY NOAYYEHUM NAKETa, KOTOPbIN
COOTBETCTBYET 3aNUCK.
time_name time_name: (1..32) Onpefenntb KOHOUTYpPaLUIO BPEMEHHbIX MHTEPBAIOB.

CMMBO/1I0B

offset_list_name

offset_list__name: (1..32)

CMMBOJ1I0B

3a4aTb MCNONb30BaHWE CNUCKa WabnoHOB Nosib3oBaTensa Ans
pacno3sHaBaHuA NakeToB. Ana Kaxkaoro cnncka ACL moxeT 6biTb
onpeaeneH CBOM CNUCOK WaboHOB.

ace-priority

ace-priority:
(1..2147483647)

MHaekc npasuaa B Tabauue. Yem meHblue MHAEKC — TeM
npuopuTeTHEE NPaBKIO0. 3Ha4YEHNE MHAEKCA JO/IKHO BbITh
YHUKaNbHbIM B paMKax CnucKa npasma B ogHom ACL.

S KK

Dna Bbi6bopa Bcero grManasoHa napameTpoB, Kpome dscp u IP-precedence, ucnonb3syerca
napametp «any».
Ecnm naket nonagaet noa Kputepuit npasuna B ACL, To Hag HUM BbINONHAEGTCA AeUcTBUe
aToro npasuna (permit/deny). lanbHelilwan npoBepKa He NPOU3BOAUTCA.

Ecnn Ha uHTepdeiic HasHadeHbl IP u MAC ACL, To nepBoHa4anbHO NakeTt 6yaer nposBepeH
Ha cooTBeTcTBMe npasunam IP ACL, notom — MAC ACL (B cnyyae, ecnu He nonaget nog,
AeicTeue HU ogHoro 13 npasun IP ACL).

Ecnuv nocne npoBepKu Ha cooTeeTcTBUe Npasunam IP unm MAC ACL (Korga 1 ACL HasHaueH
Ha uHTepdeic) unm IP u MAC ACL (Korpa 2 ACL HasHaueHbl Ha MHTepdeic) nakeT He nonan

nop, AeiicTBUe HM OAHOro U3 NPaBu/, TO K SAHHOMY NakeTy 6yAeT NpMMeHeHo AeiicTeue
“deny any any”.
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Tabnuua 323 — KomaHabl, ucnosibayemoble ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list name]

[lo6aBuTb paspeluatoLLyio 3anuch GuUnbTpaumm. MakeTol,
oTBevaloLme ycnoBuam 3anmcu, byayt obpabatbiBaTbea
KOMMYTaTopOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

Y[anuTb co34aHHYI0 paHee 3anuch.

deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[o6aBuTb 3anpewatoLyto 3anmcb GunbTpaymu. NakeTsbl,
oTBeyvaloLme ycnosuam 3anucu, byayt 610KkmpoBaTtbea
KOoMMyTaTopom. Mpu NCnob30BaHMM KNOUYEBOTO C10BA
disable-port, dpusnyecknin nHTepdeic, NpUHABLLMI TaKoN
naKeT, byAeT BbIK/OYEH.

Mpw ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHan.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

YAanuTb CO34aHHYIO paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaTb CNUCOK WabnoHOB No/b30BaTENA C UMEHEM name.
Mma moxkeT BKAtoUaTb oT 1 A0 32 cMMBONOB. B 0aHOM KomaHae
MOXET COAEPHKATbCA A0 TPUHALLATM WabJOHOB B 3aBUCMMOCTU
OT BbIBPAHHOTO PeXMMa HaCTPOWKM CMMCKOB A0CTyNa (KomaHaa
set system mode), BK/loYalOLWMX cneaylowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HaueHusn:
12 — Hayano cmeuleHma ot EtherType;
outer-tag — Hayano cmelleHns ot STAG;
inner-tag — Havyano cmeweHus ot CTAG;
src-mac — Havano cmelteHma ¢ MAC-agpeca UCTOYHMKA;
dst-mac — Havano cmeweHuns c MAC-agpeca HazHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B NpeAenax nakeTa.
basoBoe cmelleHVe NPUHMMAETCA 3@ HaYaslo OTCYeTa;
- mask — macka. B aHanuse naketa NpUHMMalOT yyactue
TO/IbKO Te pa3pAabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX
paspagax macku 3agaH ‘0’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_name

Ypaanutb CO3AaHHbIl71 paHee CNUCOK.

access-list commit

MNpumeHnTb n3meHeHna B ACL-crincke.

5.33 KoHdwurypauua 3awmrbl oT DoS-atak

,ﬂ,aHHblﬁ KNaCcC KOMaH4 NO3BOIAET 6}'IOKMpOBaTb HEKOTOpble PAaCNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUrypauumn nmeet Bua;

console (config) #
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Tabnuua 324 — KomaHAabl 418 HAacTPOMKM 3awwmTbl oT DoS-aTaK

KomaHoa

3Ha4yeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip martian-address filtering

no ip martian-address
filtering

—/BKAIOYEHO

BKAOUMTb GUALTPALMIO NAKETOB C aApecamm UCTOUYHUKA U
Ha3HayeHua n3 cetn 0.0.0.0/8.

BbIK/MOUNTL GUIBTPALMIO NAKETOB C apecaMm UCTOUYHMKA U
Ha3HayeHua mn3 cetn 0.0.0.0/8.

security-suite deny
martian-addresses {add |
remove} ip_address

ip_address:mask/—

HacTtpouTb nnu yaanuts gmnanasoH IP-agpecos. MakeTbi ¢ IP-
a[pecom MCTOYHUKA UK HasHavyeHus, nonagatoLwme nog,
HACTPOEHHbI AnanasoH, byayT oTOpoLLeHbl.

security-suite deny
martian-addresses
reserved {add | remove}

HacTpouTb nam yganute GuabTp ANa 3ape3epBUpoBaHHbIX IP-
agpecoB. 3ape3epBUPOBAHHBIMW CYUTAIOTCA CleaylolLme agpeca:
0.0.0.0/8 — aapeca UCTOYHMKA U Ha3HaYeHMA (UCKYeHne —
agpec uctovHuka 0.0.0.0);

no security-suite deny syn-
fin

add/— 127.0.0.0/8 — aapeca UCTOYHMKA U HAa3HAYeHUS;
192.0.2.0/24 — aapeca UCTOYHMKA M Ha3HaYeHUs;
224.0.0.0/4 — ToNbKO agpeca UCTOYHMKA;
240.0.0.0/4 — agpeca UCTOYHMKA M Ha3HaYeHUA (MCKIoHEHNE —
aapec HasHayeHua 255.255.255.255).
security-suite deny syn-fin OT16pocuTb TCP-NaKeTbl C 0AHOBPEMEHHO YCTaHOBNEHHbIMM SYN-
1 FIN- dnaramu.
—/BKAKOYEHO

BbIKMOUNTb GYHKUMIO 0TOpackiBaHUA TCP-nakeToB
ofAHOBpemMeHHOo ycTaHoBaeHHbIMK SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspelnTb NPOXOKAEHMNE ONpeaeNeHHbIX TUNOB
TpaduKa, XapaKTepHbIX A0 BPELOHOCHbIX MPOrpPamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl ¢ MOpTOM
Ha3HayeHuA paBHbiM 2140 1 nopTom UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ NopTOmM
HasHayeHuA 31337 n NOpTOM UCTOYHUKA paBHbiM 1024.

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKAOYEHO

BKOUNTB Knacc KOMaHA, security-suite.
- global-rules-only — oTkntouaet knacc KomaHg, security-suite Ha
nHTepdercax.
V‘ He BnusaeTt Ha paboTy KomaHAbI security-suite deny syn-
fin.

OTKAOUYNTb KNacc KoMaHz, security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl ot SYN-aTak:

- block — oTbpacbiBaeT npegHasHaveHHble ycTpoicTay TCP-
nakeTbl ¢ ycTaHOBAeHHbIM dparom SYN n popmumpyet
npegynpexaatolee coobueHue;

- report — popmupyeT npeaynpexatoliee coobuieHne npu
npuxoge npefHasHayeHHoro yctpoicTey TCP-nakeTa ¢
yCTaHOBAEHHbIM dnarom SYN;

- disable — oTKntoyaeT 3awmTy.

HacTpouTb pexnm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpefennuTb UHTEPBA, MO UCTEYEHUU KoToporo byaeTt
pa3bnoKMpOBaH paHee 3a610KMPOBAHHbIN UCTOYHMK SYN-aTaku.

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpenennTb CKOPOCTb (KOIMYECTBO NAKETOB B CEKYHAY) OT
KOHKPETHOTO UCTOYHMKA, MPU KOTOPOW 3TOT UCTOUHUK ByaeT
UAEHTUPUUMPOBAH KaK aTaKYHOLWMNA.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

security-suite syn
protection statistics

— /BbIKOYEHO

BKkatounTb BegeHmne ctatuctmkm SYN-aTak.
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no security-suite syn
protection statistics

BbIKNtounTbL BegeHue ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHguaypayuu uHmepdgelica Ethernet, 2pynnel nopmos

KomaHZHas CTpoka B perkume KoHoUrypauum nHTepdeliica Ethernet, rpynnsi NopToB MeeT BUA,:

console (config-if)#

Tabnnua 325 — KomaHaa KoHpurypauum 3awmtbl ot DoS-aTak gnsa nHtepdencos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuto

Aelicmeue

| remove} {any | ip_ad-
dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B ¢popmate
IP-appeca unu npedukca

no security-suite deny

{fragmented | icmp | syn}

Co3aaTb NpaBuo, 3anpelLLatoLLee NPOXoXKaeHue Tpaduka,
COOTBETCTBYIOLLErO KPUTEPUAM.

- fragmented — ¢pparmeHTMPOBaHHbIE NAKeTbI

-icmp — ICMP-Tpaduk

- syn — SYN-nakeTbl

YaanuTb 3anpeLlatolee npasuno.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

rate: (199..2000) nakeTtoB
B CEKYyHAY;

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

ip_address: — IP-agpec;
mask: macka B popmarte
IP-appeca unu npedukca

3apaTtb nopor SYN-3anpocoB Ha onpeaeneHHbIn IP-
afpec/ceTb, NP1 NPEBbILEHNUN KOTOPOTO JIMLLHWE Kaapbl
byayT oTbpacbiBaThCA.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 326 — KomaHga pexxuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite
configuration

OT06pa3nTb HACTPOWKM 3aLmMTbl OT DoS-aTaK.

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3nTb HACTPOMKK 3aLLmTbl OT SYN-aTak M onepaTneHoe
COCTOAHWUE UHTEPdENCoB.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pPa3nTb HACTPOMKM CTATUCTMKM 3aWwmTbl oT SYN-atak u

MHOOPMaLMIO 06 UCTOUHUKAX aTaKW.

- detailed — oTobparkaeT AONONHUTENbHYIO MHDOPMaUUIO 06

WUCTOYHUKE aTaKu;

- source-ip — oTobpakaeT MHPopMaLUMIo ANA yKasaHHoro IP-

aapeca UCTOYHMKA;

- interface — oTobparkaeT MHGopMauUuto ANa yKazaHHOTo

MHTepodeica.

V B cTratuctuke coxpaHsaerca uHpopmaums o 512
nocneaHUX UCTOYHUKAX aTak.

clear security-suite syn
protection statistics

OYUCTUTb CTAaTUCTUKY 06 MCTOYHMKAxX SYN-aTaK.
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5.34 KauectBo 06cnyusaHma — QoS

Mo ymon4aHMIo Ha BCeX MOPTAaX KOMMYTATOPa MCNOb3YyeTCA OpraHM3aLma oyepeam NnakeTos No MeToay
FIFO: nepBbIi npuwen — nepsbli ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpadpuka npu
NCNo/aIb30BaHMM A4AaHHOrO MeToZa MOTYT BO3SHUKHYTb NPo61eMbl, MOCKO/IbKY YCTPOIMCTBOM MTHOPUPYHOTCA BCE
nakeTbl, He Bolweawmne B bydpep ovyepean FIFO, n cooTBETCTBEHHO TePAOTCA O€3BO3BPaTHO. PellaeT AaHHYO
npobnemy meToz, OpraHU3yloLWUiA odepeaun no npuoputety Tpaduka. MexaHmsam QoS (Quality of Service —
KayecTBO 0OC/Y*KMBaHUSA), Peann30BaHHbIM B KOMMYTAaTOpax, NO3BO/AET OPraHM30BaTb BOCEMb oyepenei

NPUOPUTETA NAaKeTOB B 3aBUCUMOCTU OT TUIMa NepeaaBaeMbiX AaHHbIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06anab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 327 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHOBUTb 3HaveHne nona DSCP gns IP-nakeTos, dopmmnpyembix
LLeHTPabHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBUTb 3HaveHue nona DSCP ana naketos, bopmupyembix
LLleHTPaNbHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHoBUTb 3HaYeHue nona CoS A4na TermpoBaHHbIX NaKeTos,
bopmMmUpyemMbIX LLeHTPaIbHbIM NPOLECCOPOM.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Pa3pewntb KommyTaTopy ncnonb3osatb QOS.

- basic — 6a308bIi1 pexkum QoS;

- advanced — paclMpeHHbI pexxmm KoHourypaumm QosS,
BKNIOYAIOLLMI NONHBIM NepeveHb KOMAHZA HacTporikmn QoS;

- ports-trusted — B AaHHOM MogpeXKnme NakeTbl HANPABAAOTCA B
BbIXOAHYIO ouepesb Ha OCHOBaHUM NOJeN B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM NogpexkMme Bce NaKeTbl
HaMpaBAAOTCA B o4Yepeb, KOTOPOW CoOoTBeTCTBYET cos=0
(cooTBeTCTBME MOXKHO MOCMOTPETL KOMaHAOW «show qos interface
queuing»), 4nA OTNPaBKM B Apyrue odepean Tpebyertca HasHavaTb
Ha BXOAHOW MHTepdenc cTpaTermto Knaccupukaumm Tpaduka
(policy-map). 3HauyeHus dscp He yuuTbIBatOTCA NpU Bbibope
BbIXOAHOW oYepeam B 3TOM NOAPEKMME.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode
trust

—/OoTKAlo4YeH

YcTaHOBUTb MeTOZ, A0BEPUA Ha NopTax Npu paboTe B pexxmme
paclmpeHHoro KoHeurypaumm QoS n nogpexunme ports-trusted.

- COS — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopTt gosepseT 3HayeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepaeT 06ouMm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag, 802.1p.

YcTaHOBUTL MeToA Mo YMONYaHUIO.
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class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymonyanumo
ncnosb3yeTca onuua
match-all

1. Co3paTb CNMCOK KpUTepueBs Knaccudumkaumm Tpadumka.

2. BOITK B peMM peakTMPOBaHUA CNUCKa KpUTepnes

KnaccuouKkaumm Tpaduka.

- match-all — Bce KpuTepUM JaHHOTO cNMCKa AOKHbI ObITb

BbINOJIHEHDI;

- match-any — oauH, 10601 Kputepuii 4aHHOTO CNUCKA AOKEH

6bITb BbINO/HEH.

V B cnucke KputepuesB moxeT 6biTb 0AHO UK ABa npa-
Buna. Echn npasuna aBa, u 06a oHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukaums byaer ocy-
LECTBAATLCA NO NEPBOMY B CMUCKE BEPHOMY NpaBuay.

V [eicTByeT TONIbKO ANA pexuma qos advanced.

Y[anuTb CNUCOK KpUTepmnes Knaccudukaumm Tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernto knaccudukaumm Tpaduka.
2. BONTK B peXXMM pefakTMpOBaHUA cTpaTernmn knaccuburkaumm
TpadukKa.
B ogHOM HanpaBneHUU NoAaepPKUBAETCA TONIbKO O4HA
V cTpaTerua Knaccudukaummn tpadumka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 AnA TerMpoBaHHbIX NAaKeTOB.

V [DeiicTByeT TONbKO AnA pexxuma gos advanced.

Ypanute npasuno Knaccudurkaumm tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-
dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumeona;
committed_rate_kbps:
(3..57982058) K6UuT/C;
committed_burst_byte:
(3000..19173960) 6aiir;
peak_rate_kbps:
(3..57982058) kK6uT/C;
peak_burst_byte:
(3000..19173960) 6aiit

OnpenennTb WaboOH HAaCTPOEK, KOTOPbIM NO3BOAAET OrPaHNYUTD
noaocy NPonyckaHWa KaHana.

Mpu paboTe ¢ N0A0OCOI NPONYCKaHNA UCMNONb3YETCA aAropPUTM
MapKMPOBaHHOM «KOP3MHbI». 3a4a4eit anroputma aBaserTca
NPUHATUE PELLEHUA: NepeaaTb NaKeT AN OTOPOCUTb.
MapameTpamu anropmMTma ABAAKOTCA CKOpPocTb noctynneHus (CIR)
MapKepoB B «KOP3UHY» U 06BEM (CBS) «KOpP3MHbI».

- committed-rate-kbps — cpepHee 3HaueHMe CKOPOCTU TpaduKa;
- committed-burst-byte — pa3mep caepKuBatoLLero nopora 8
baiiTax;

- drop — nakeT 6ygeT oT6poLIEH, KOrAa «KOP3NHa» NepenosIHUTCS;

- policed-dscp-transmit — npu nepenosHeHUn «KOP3UHbI»

3HauyeHue DSCP 6yaeT nepeonpeseneHo;

- peak — yCcTaHOBWTbL NOPOroBOE 3HaYeHMe CKOPOCTU TpaduKa ¢

nepeonpeaeneHHbIMU 3HaYeHnamm DSCP;

- violate-action — ycTtaHOBUTb AelicTBUE HAA NaKeToM nocne

npesbiLeHNA NOPOroBOro 3Ha4YeHUA.

V Henb3Aa yaanuTb Wa6A0H HAaCTPOEK, €C/IN OH UCNO/b3Y-
ercAa B cTpaterumn policy map, nepep yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wWabnoHa cTpaTteruu: no
police aggregate aggregate-policer-name.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-
BbILWIEHUU 3HaueHnna commited_rate nnmn peak_rate ne-
peaaTb NakeT Aanblue, U3MEHUB B HeM MeTKy dscp, Ko-
TOpas HacTpanBaeTcA KOMmaHaoi qos map policed-dscp
C AONONHUTENbHbIM aprymeHTom violation B cnyuae c
peak_rate. Mpu 3Tom npu npeBbilweHnn commited_rate
W peak_rate MOMHO HAacTpauBaTb pasHble 3HAYEHUA

dscp.

YaanuThb WabnoH HaCTPOeK peryimpoBaHusa CKOPOCTH KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps com-
mitted_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [vio-
late-action {drop | po-
liced-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_burst_packe
t: (1..19531250)
NaKeTos;
aggregate_policer_nam
e: (1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoBs

OnpeaennTb WabnoH HAaCTPOEK, KOTOPbIN No3BoONAET

OrPaHUYUTL MONOCY NPOMNYCKAHWUA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeaeNeHHYH CKOPOCTb NepeAayn AaHHbIX.

Mpwu paboTe c NoN0CO NPONYCKaHWUA UCMONb3YETCA aAropPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE PelleHuns: nepeaaTh NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA

(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpepHee 3Ha4YeHUE CKOPOCTU TpaduKa

B pps;

- excess_burst_packet — pasmep caepKuBatoLLero nopora B

nakerax;

- drop — nakeT 6ygeT oT6poLIEH, KOrAa «KOpP3nHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUU KKOP3UHbI»

3HayeHue DSCP byaet nepeonpegeneHo.

V Henb3a yaanuTb Wab6a0H HACTPOEK, €CAIU OH UCMOAb3Y-
ercAa B cTpaterumn policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wWabnoHa cTpaterm: no
police aggregate aggregate-policer-name.

V DeicTByeT TONIbKO ANA pexuma qos advanced.

V‘ Napametp policed-dscp-transmit nossonser npu npe-

BbIlUEHWUM 3HAYEHUA commited_rate wnvm peak_rate ne-
peAaTb NaKeT Aanblue, U3SMEHUB B HeM MeTKy dscp, KoTopas
HacTpamBaeTcA KomaHgoi qos map policed-dscp ¢ gononHu-
TeNbHbIM aprymeHTom violation B cnyuae c peak_rate. Mpu atom
npy npesblWeHnMn commited_rate n peak_rate MOXHO HacTpau-
BaTb pa3Hble 3HauyeHua dscp.

YaanuTb WwabnoH HaCTPOeK PeryiMpoBaHMsa CKOPOCTU KaHana.

wrr-queue cos-map
queue_id cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHunAa CoS no
YMOIYaHMIo AnA
oyepenen:
CoS =1 — ouepegab 2
CoS =2 — oyepeap 3
CoS =0 — oyepeap 1
CoS =3 — ouepeap 6
CoS =4 — ouepeap 5
CoS =5 — ouepeap 8
CoS =6 — ouepeap 8
CoS =7 — ouepeap 7

OnpepennTtb 3HauyeHus CoS ana ouepeaen ucxogauwero Tpaduka.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HayeHue no
YMOYaHMIO

onpeaenserca
KO/IMYEeCTBOM
HaCTPOEHHbIX oyepenen
WRR. Hanpumep, ecan
HacTpoeHo 5 ouepesei
WRR, TO HacTpoiika no
yMonYaHuio byget
MMeTb BUA: WIT-queue
bandwidth 1248 16

MpUCBOWTbL BEC UCXOAALLIUM OYEPESAM, UCMONb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpeaeneHun Harpysku).

YCTaHOBWTb 3Ha4YeHMe N0 YMOHYAHWIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepeam
obpabatbiBatoTcs no
anropuTmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.

Ana npuoputeTHoii ouepeaun Bec WRR 6yaet urHopu-
V poBaTtbcA.

Ecnn 3apaertca otamuHoe ot «0» 3HayeHue N, To cTtap-
wue N ouepegeit 6yayt npuoputeTHbiMmu (He 6yayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oyepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytor B WRR, 8-as He
y4yacrsyer;
2: wecTb Mnaawmx oyepeaei yyacreytor B WRR, 7, 8 He
y4acrsylorT.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

no ymonyanuio WRTD
BbIK/IIO4EHO

Bkatounte WRTD (Weighted Random Tail

MeXaHU3M yaaNeHns NakeToB U3 oYepesen.

V M3meHeHUa BCTyNAT B CWIY nocie nepesarpysku
ycTpoiicTea.

Drop) Becosoit

Bbikntounte WRTD.

qos map enable {cos-dscp
| dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

—/BbIK/IIOYEHO

Mcnonb3oBaTth 3agaHHy0 Tabvuy nepeMapKMpoBKM AN AoBe-
PEHHbIX NOPTOB KOMMYTaTOpPa.

He ncnosnb3oBaTbh Tabaunuy nepemapKkUpoBKu.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonuaHuio sce
nakeTbl UMEeLOT
npuoputet copoca dp=0

MocTaBuTb B cooTBeTcTBME 3HadveHunto DSCP npuoputeT cbpoca
(4em BblWe YMCNOBOE 3HAYEHUE NPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oTOPOLLEH; B NepByto oyepesb OT-
6pacbiBatoTcA NakeTbl ¢ NpuoputeTom cbpoca 0, 3aTtem 1, 3aTem
2).

- dscp_list — onpegpensetr no 8 3HaueHui DSCP, 3HaueHwun
pasaenatoTca 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYEHUA MO YMO4aHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabanuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCH K 3Ha4YeHUAM Mo YMO/TYaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHUTL Tabamuy nepemapkuposkn CoS. 3ameHseT 3HayeHue
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHUAM N0 YMO/THaHUIO.

qos map policed-dscp
[violation] dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuto Tabamua
NOBTOPHOM MAapPKMPOBKK
ABNSAETCS NYCTON, TO eCTb
3HayeHus DSCP ans Bcex
BXOAALLMX NAaKeToB
0CTaloTCA HEM3MEHHbIMM

3anonHuTb Tabanuy nepemapkuposku DSCP. Ona BxogAaLmx na-
KETOB C YKa3aHHbIMM 3HaueHuamn DSCP 3apaeT HoBoe 3Ha4YeHue
DSCP.
- dscp_list — onpegenset oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKom npobena.
- dscp_mark_down — onpegenseT HoBoe 3HayeHue dscp.
- violation — 3apatb HoBOe 3HaueHne DSCP B nakeTe npu npesbl-
LeHMM 3Ha4YeHun peak_rate.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3Ha4veHUnAa no
YMONYaHMI0:

YCTaHOBUTb COOTBETCTBME Mexay 3HavyeHnamun DSCP sxopAaLumx
NMakeToB M oyepesaamMM.

- dscp_list — onpegensaet oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
nAaoTcA 3Hakom npobena.
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no qos map dscp-queue
[dscp_list]

DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

in_dscp to out_dscp

no qos map dscp-muta-
tion [in_dscp]

out_dscp: (0..63)

Mo ymonyaHuio KapTa
U3MEeHeHWUI saBnaeTca
nycToM, To ecTb
3Ha4veHua DSCP gna Bcex
BXOAALLMX MAKeToB
OCTaOTCA HEM3MEHHbIMM

3
DSCP: (24-31), ouepeap
4
DSCP: (32-39), ouepeab
5
DSCP: (40-47), ouepeap
6
DSCP: (48-55), ouepeab
7
DSCP: (56-63), ouepeapb
8
qos trust {cos | dscp | YCTaHOBUTb peXXUM [0Bepua KOMMyTaTopa B 6a3oBom pexume
cos-dscp} QoS (CoS nan DSCP).
- COS — YCTaHaB/AMBAET KAaCCUPUKALMIO BXOAALWMX NMAKETOB MO
3HayeHnAm CoS. [OnA HeTerMpoBaHHbIX MAKETOB MCNO/b3yeTcA
3HayveHune CoS No ymonyaHuio;
- dscp — ycTaHaBNMBAET KnaccMbUKaLMIO BXOSALLMX NAKETOB No
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaBAMBaET KNaccupUKaLMIo BXOAALLMX NAaKeTOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ana He
IP-nakeToB.
V’ [eiicTBYyeT TONbKO ANA pexuma qos basic.
no gos trust YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
gos dscp-mutation Mo3BonAeT NnpumeHUTb Tabnnuy n3meHeHM dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOPTOB. Mcnonb3osBaHMe TabauLbl USMEHEHWU
no3BoAAET NepesanucaTb 3HayeHus dscp B IP-nakeTax Ha HOBble
— 3HayeHuA.
V‘ MNpumeHnUTb Tabnuuy usmeHenuii DSCP BO3MOXKHO
TONbKO ANA BXoAsALlero Tpadpuka JoBepeHHbIX NOPTOB.
no gos dscp-mutation OTMEHWTb UCNONb30BaHME KapTbl U3MeHeHn dscp.
qos map dscp-mutation . 3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxogAawmx na-
in_dscp: (0..63);

KeTOB C YKa3aHHbIMK 3HavyeHuAMKU DSCP 3aaaeT HOBble 3HayYeHunA
DSCP.

- in-dscp — onpepenset fo 8 3HaueHuit DSCP, 3HayeHuA pasge-
NATCA 3HaKom npobena.

- out-dscp — onpepensaeT Ao 8 HoBbIx 3HaueHn DSCP, 3HaueHus
pasaenatoTca 3Hakom npobena.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6UT/C;
burst: (3000..19173960)
6aiT/128 KbanT

YCTaHOBUTb OrpaHUYeHNe CKOPOCTM ANA BXOogALLero TpaduKa ana
3aaaHHoM VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHAA cKopocTb Tpaduka (CIR);

- burst — pasmep caepxuBatoLLero nopora (orpaHuyeHme
cKopocTK) B HaitTax.

CHATb orpaHun4yeHuMe CKOPOCTU BXxoaAallero Tpad)vma.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
) nakeTtos

YCTaHOBWTb OrpaHUYeHME CKOPOCTU ANA BXOAALLEero TpaduKa ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONUYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepKuBaloLLEero nopora (orpaHuyeHue
CKOPOCTW) B NaKeTax.

CHATb OrpaHuYeHne CKOPOCTU BXoAALLero Tpaduka.
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gos tail-drop mirror-limit HacTpouTb pacnpegeneHue pecypcos bydepa A1 CKONMPOBAHHbIX
{rx | tx} limit NMaKeToB B KOHTPO/IMPYIOLLMIA NOPT.
- X — CKOMMPOBAHHbIE NaKeTbl, NPUHATbIE KOHTPOIMPYEMbIM
e nopTom;
limit: (0..7000)/3500
- tX — CKOMMPOBAHHbIE NAKeTbl, NepegaHHble KOHTPOIMPYEMbIM
nopTom.
no gos tail-drop mirror- YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.
limit {rx | tx}
gos tail-drop multicast BK/1toUnTL OrpaHMyeHmne penavKkaumm multicast-naketos.
replication-limit
- - —/BbIK/IIOYEHO -
no qos tail-drop multicast BbIK/NOUMTL OrpaHMyeHmne penavKkaumm multicast-naketos.
replication-limit
traffic-limiter mode {kbps YCTaHOBUTb penMm paboTbl orpaHuyeHus Tpaduka.
| pps} - kbps — orpaHuyeHune BXOAALWMX KWIOOUT B CEKYHAY;

- ppPs — OorpaHuyeHmne BXOAALLMX NAKETOB B CEKYHAY;
V JaHHaA KOMaHAA U3SMEHAET pexxum paboTbl gna
cnepyouero GpyHKUMoHana: storm-control, rate-limit,

/kbps rate-limit vlan, police, qos aggregate-policer.

V Bbl6paHHbIil peXKMm J0NMKEH COOTBETCTBOBATbL
HaCTpoiiKaM orpaHUYeHUn TpaduKa MHaye orpaHUYeHuA
TpaduKa He npousoiigeT. Hanpumep: KomaHaa storm-
control unicast kbps He 6yaeT orpaHuumnsath Tpaduk,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUsa CNUCKA Kpumepues KaaccuguKkayuu mpaguKka

Bua 3anpoca KOMaHAHOW CTPOKM pexnma pefakTMPOBAHWMA CMMCKA KpUTepues KaaccuduKaumu
Tpaduka:

console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 328 — KomaHabl perkMma peaakTMpoBaHMA CUCKA KpuTepmes Knaccudukaumm Tpaduka

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
o ymMon4aHuro
match access-group [o6asutb KpuTepKnit Knaccudukaumm Tpaduka. Onpegenset
acl_name npasuna ébunbTpauum Tpaduka no cnucky ACL ansa
Knaccudukaumm.
acl_name: (1..32) ¢ .,u'
- DeiicTByeT TONbKO ANA pexxnuma qos advanced.
CMMBO/IOB v
no match access-group Yaanutb Kputepuit knaccuduraumm tpaduka.
acl_name

KomaHObI pexxuma pedakmuposaHUA cmpameauu Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma peaakTMpoBaHMUA cTpaTernm Knaccudmkaumm Tpadmka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 329 — KomaHgbl pexuma pegakTMpoBaHUa cTpaTernm Knaccudurkaumm tpaduka

KomaHoa

3HayeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpeaenntb NPaBuIo KnaccubuKauum TpadmKka 1 BOWTU B
peXxum KoHpUrypaumm npasmaa Knaccudukauum — policy-map
class.
- acl_name — onpegenseT npasuaa GuabTpaLumn Tpaduka no
cnucky ACL ana knaccuoumkaumu. Mpu co3aaHmMm HOBOTo Npasuna
KnaccuduKaumm onumMoHanbHbIA NapamMeTp access-group
obs3aTeneH.
[na Toro 4yTo6bl UCNONBL30BaATb HACTPOIKK CTpaTernm
V policy-map gna vHTepdeiica, ucnonb3yite KomaHAay
service-policy B pexxume KoHourypauum uHtepdeiica.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

YpanuTb npasuno knaccudukaumm tpadumka class-map m3
ctpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHPUrypaLmm npaBmnaa KnaccupmuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnunua 330 — KomaHapl pexkuma KoHOUrypaLmm npasmaa Knaccubukaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb Homep monitor ceccum ANnA 3epKannpoBaHnAa Tpadwma.

OTMeHUTb 3epKaanposaHue.

trust

no trust

Mo yMOAYaHUIO perknm
[0BepUs He yCTaHOBEH

OnpeaennTb peXxmMm L0Bepua K onpeaeneHHomy Tuny Tpaduka
COrNacHO rnobasbHOMY pexunmy fosepus.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBWTb HOBble 3Ha4YeHUn ana IP-nakeTa.
KomaHpa set aBnAeTca B3aMMOMCK/IOUAOLWEN C
V KOMaHAoI4 trust ansa oaHOM U Toi e cTpaTteruu
policy-map.

/ Crparterum policy-map, ucnonb3sytouime KoOmaHAb!
set, trust uan umerowmin Knaccupukauyuio ACL,
HA3HAYalTCA TONIbKO ANA UCXOAALLMNX UHTepdeit-
COB.

V JeicTByeT TONbKO ANA pexxuma gos advanced.

Ypanutb HOBble 3Ha4YeHuAa gna IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NaKeTbl, y40BAETBOPAIOLWME NPaBUIY
KnaccuduKaumm TpadurKa, B yKasaHHbI NOPT.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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police commit-
ted_rate_kbps commit-

ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-

transmit [peak
peak_rate_kbps

peak_burst_byte [violate-

action {drop | policed-
dscp-transmit}]]}]

committed_rate_kbps:
(3..12582912) k6buT/c;

(3000..19173960) 6aitr;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiiT

police aggregate

aggregate_policer_name

no police

committed_burst_byte:

OrpaHMyMTb NOIOCY NPOMYCKaHMA KaHana.

Mpwu paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA aArOPUTM
MapKMPOBaHHOMW «KOP3WMHbI». 3af3a4eit anroputma sBaseTca
NPUHATUE PelleHuns: nepeaaTb NAKeT UM OTOPOCUTD.
MapameTpamu anropuTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3UHY» 1 06bEM (CBS) «KOP3MHBbI».

- committed_rate_kbps — cpepgHee 3Ha4YeHNE CKOPOCTH
Tpaduka;

- committed_burst_byte — pa3mep caepKunsatoLLero nopora B
banTax;

- drop — nakeT 6y4eT oT6poLLEeH, Koraa «KoOp3nHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosHeHUn «KOP3UHbI»
3HauyeHue DSCP 6yaeT nepeonpeaeneHo;

- peak — yCTaHOBWTbL NOPOroBOe 3HaYeHMe CKOpoCTN TpaduKa
C nepeonpegeneHHbIMn 3Ha4YeHnammn DSCP;

- violate-action — ycTaHOBUTb AeicTBUE Hag NAKETOM nocse
NPeBbIWEHWUSA MOPOroBOro 3HAYEHWUS.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
Hem MeTKy dscp, KoTopas HacTpauBaeTca
KOMaHZAoi gos map policed-dscp c
AONONIHUTENbHbIM  aprymeHTom violation B
cnydvae ¢ peak_rate. Mpu 3aTom Npu npeBbileHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

HasHauuTb npasuay KnaccudumKkaumm tpadmka wabnoH
HaCTpPOEeK, KOTOPbI NO3BO/AET OrPaHUYUTL NOOCY
nponycKaHuA KaHana.

/.  Deiicteyet TonbKo ANA pexknuma qos advanced.

YpanuTb WwabnoH HaCTPOEeK PeryMpoBaHnsa CKOPOCTU KaHana
13 Npasuia kKnaccudurkaumm tpaduka.
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police pps
committed_rate_pps
committed_burst_packet}
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-
dscp-transmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) naketos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeTtoB

OrpaHMYnTbL NOA0CY NPONYCKAaHMA KaHana.

Mpu paboTe c NONOCOM NPONYCKAHUA UCNONb3YyeTcA
AITOPUTM MAPKUPOBAHHOM KKOP3UHBbI». 3adaven

ANIropUTMA ABNAETCA NPUHATUE peLleHmnA: NepeaaTtb NakeT
AN oT6pocuTb. MapameTpamu anropuTma ABAAOTCA
ckopocTb noctynneHuns (CIR) mapKepoB B «KOP3UHY» U
06bEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpefHee 3Ha4YeHWe CKOpPoCTH
TpadukKa B pps;

- committed_burst_packet — pasmep caeprkuBatoLLero
nopora B Nakertax;

- drop — naket bygeT oTOpOLLEH, KOr4a KKOP3UHaA»
nepenosHUTCS;

- policed-dscp-transmit — npu nepenonHeHNM «KOP3UHbI»
3HauyeHue DSCP byaet nepeonpeseneHo;

- peak — yCTaHOBWUTb NOPOroBOE 3HAYEHNE CKOPOCTU TpadurKa
C nepeonpegeneHHbIMU 3HaveHnAmu DSCP;

- violate-action — ycTaHOBUTb AelicTBME HAj, NAaKETOM nocsie
npeBsblWeHNA NOPOroBOro 3Ha4YeHUA.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
HeM MeTKy dscp, KoTopasa HacTpauBaeTcs
KOMaHAoM qos map policed-dscp c
AONONHUTENbHbIM  aprymeHTom  violation B
cnyyae c peak_rate. NMpu 3TOM NpU NpeBbIIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pasHble 3HaueHus dscp.

YpanuTb WwabnoH HaCTPOEK PeryMpoBaHusa CKOPOCTU
KaHana 13 npasmna KnaccuduKkaumm Tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npogunsa qos tail-drop

Bua 3anpoca KoMaHAHOWM CTPOKU pexunma KoHdurypaumm npoduns qos tail-drop:
console# configure
console (config) # qgos tail-drop profile profile id
console (config-tdprofile) #

V 3HaueHUA IMMUTOB, 6N3KMUX K MAKCMMAIbHbIM, MOXKHO UCMNOJ1Ib30BaTb, TO/IbKO €C/IU pacluupeHne
nammuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOA4HbIX o4Yepeanx.

Tabnunua 331 — KomaHabl pexkuma KoHdurypaumum npodpuns qos tail-drop

3HayeHue/3HayeHue "
KomaHda / Aeilicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agatb pa3amep NaKeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBUTb 3HAYEHME MO YMOMHaHWIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepeau:

- queue_id — Homep ouepeau;

- limit — KonnyecTBO NaKeToOB B OUEpPeaY;

- without-sharing — 3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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[pumep HacmpoUKu tail-drop profile u HazHa4yeHue e2o0 Ha nopm

Co3pgaHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

HasHaueHwue tail-drop profile Ha nopT:

console (config) # interface
console (config-tdprofile) #

Gigabit Ethernet 1/0/1
gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoerica Ethernet, rpynnel nopros:

console (config-if)#

Tabnnua 332 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet, rpynnel noptos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

HasHaunTb uHTEpdelicy cTpaTternto KnaccuduKkaumm Tpaduka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencremne
NONUTUKM;

- permit-any — pa3pewunTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBMe NOANTUKN.

Yaanutb cTpaTernto knaccudukaumm tpaduka c nHTepdeiica.

policy_map_name:
(1..32) cumBonos

no service-policy {input |
output}

traffic-shape
committed_rate
[committed_burst]

YCTaHOBWUTb OrPaHUYEHUE CKOPOCTU ANS UCXoaALLero Tpaduka
Yyepes uHTepodeic.

- committed_rate — cpefHAA CKOPOCTb TpaduKka, KBUT/c;

- committed_burst — pa3mep cAepKMBatoLLero nopora
(orpaHuueHue ckopocTu) B HGanTax.

committed_rate:
(64..10000000) K6uT/c;

committed_burst:
(4096..16762902) 6aiit

no traffic-shape CHATb OrpaHMYeHMe CKOPOCTM UCXoaAaLLero TpaduKa yepes

nUHTepdenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..10000000) kbuT/C;
committed_burst:
(4096..16762902) 6aiiT

YCTaHOBUTb OrpaHMYeHme CKOpoCTH TpaduKa Yepes nHTepoeinc
ONA UCXOAALLEN odepean.

- committed_rate — cpegHaAs CKOPOCTb TpadmKa, KBUT/c;

- committed_burst — pa3mep cAepKMBatoLLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHATb OrpaHnyeHne ckopocTu Tpaduka Yepes nHTepdeiic ana
ncxoanLLein odepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNtOYEHO

BKAtounTb 6a30BbI MeXaHW3M (oS AN UHTepdelica.

- €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3Ha4yeHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepaeT ob6oum yposHAM, oaHako DSCP
nmeeT npuoputeT Hag 802.1p.

BbIKNOUNTL 6A30BbIN MexaHU3M (oS 1A HTepdeica.

rate-limit rate [burst burst]

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU A4NA BXoaswwero TpaduKa.
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no rate-limit

rate: (64..10000000)
KbuT/C;
burst: (3000..19173960)
6anT/128 KbanT

CHATb OrpaHMYeHne CKOPOCTU BXOAALLEro Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps: (125..
19531250) pps
burst_pps: (1.. 19531250)
naketos

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTU ANA BXOAALLEro TpaduKa B
pps.

CHATb OrpaHMYeHne CKOPOCTU BXOAALLEro Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHOBUTL 3HayeHue CoS no ymonyaHuto gns nopta (CoS,
npUMeHAeMbl A5 BCEFO HETEMMPOBAHHOIO TpaduKa,
NpoXoAALLero yepes nHTepoeic).

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Vian

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KoOHoUrypaumnm nutepdenca VLAN:

console (config-if) #

Tabnnua 333 — Hactpoliika QoS

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qoOs Cos egress cos

NO (Os COos egress

cos: (0..7)/0

YCTaHOBUTb 3HAYeHMe NapameTpa nona npmoputeta 802.1p ana
NCXOAALLEro TerMpoBaHHOIo TpadurKa, bopmmnpyemoro
LLeHTPabHbIM NPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 334 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos

Moka3aTb pexunm QOS, HaCTPOeHHbIN Ha ycTpolicTBe. B 6azoBom
peXxunme NoKasblBaeT «40BEePeHHbIN» pexunm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBosIa

MoKasaTb CNWUCKM KpUTepueB Knaccudukaumm Tpadmka.
/| [eiictByeT TONbKO ANnA pexxuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb nNpasuna Knaccudukaumm Tpaduka.
/| DeiictByet TONbKO ANA pexmma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3aTb HAaCTPOWMKM CpegHei CKOPOCTU U OrpaHnYeHns
Noa0CblI NPONYCKAaHUA ANA NPaBuA KnaccuduKauum TpadmKa.
/ [eiicTByeT TONbKO AN pexxuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Mokasatb QoS-napameTpbl AnsA HTepdelica.

-vlan_id — Homep VLAN;

- gi_port — Homep uHTepdelicos Ethernet gl;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG24;

- fo_port — Homep nHTepdeicos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpoiku 6ydepa ana ouepeselt uHTepdelica;

- queueing — anroputm obpaboTkm ouepeget (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odepesen
n npuopwutet gnsa EF;

- policers — ckoH®UIrypnpoBaHHbIe cTpaTernmn KnaccudurKaumm
TpadukKa gns nHTepdelica;

- shapers — orpaHnyeHne ckopocTu gna ucxogsawero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MokasaTb MHPOpPMaLMIO O 3aMeHe MoJieit B NaKeTax,
ncnonb3yembix QOS.

- dscp-queue — Tabsamua cootsetcTua DSCP n oyepeaeit;

- dscp-dp — Tabaunua coorsetcTBua meTok DSCP 1 npuoputerta
cbpoca (DP);

- policed-dscp — Tabnunua nepemapkmpoBku DSCP;

- dscp-mutation — Tabamua nsamerneHma DSCP-to-DSCP.

show qos tail-drop

MpocmoTpeTb napameTpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);

MNpocmoTpeTsb tail-drop MHGoOpMmaL Mo N0 KOHKPETHOMY NOPTY
(8cem noptam).

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTpeTs tail-drop MHGopMaL Mo N0 KOHKPETHOMY
YCTPOMCTBY B CTEKe.

show ip tx-priority

MpocmoTpeTb MHPOPMaLMIO O MapKUPOBKe TpaduKa,
bopMMpPYyEeMOro LLeHTPaNbHbIM NPOLLECCOPOM.

[pumep 8bIM0AHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepenb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmasa ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaymm Tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP 12 1 16 n
OrpaHMUMBAIOLLYHO CKOPOCTb — cpeAHas ckopocTb 1000 K6ut/c, nopor orpaHuyeHunsa 200000 6aiT.
Mcnonb3oBaTh AaHHYO CTpaTernto Ha nHTepdeicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced ports-trusted
console (config) # gqos map dscp-queue 12 to I

console (config

# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console

onfig) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1,/0/14
console (config-if)# service-policy input

console (config-if)# exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input

console (config-if)# exit

console (config) #

(
(
(
(
(
(
(
(c
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(
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5.34.2 Cmamucmuka QoS

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnnua 335 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumBonos;
no ymonyaxuio QoS-
CTaTUCTUKA OTK/IIOYEHa

BKkAtounTb QOS-CTAaTUCTUKY NO OrPaHUYEHMI0 NONOC
nponyckaHmsa.

OTKAOUYNTL QOS-CTAaTUCTMKY NO OrpaHUYEHUIO NOA0C
nponyckaHmsa.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOIYaHuUIo:
set 1: Bce npuopuTeThbl, BCE
ouepenm, BbICOKUM
npuopuTeT cbpoca.
set 2: Bce NpMOpPUTETHI, BCE
oyepeam, HU3KUM
npuopuTeT cbpoca.

BKkAtoumTb QOS -CTaTUCTUKY A/1A BbIXOAHbIX o4yepesent.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAsALLYIO ovepesb;

- dp — onpepaenseT npuoputeT cbpoca.

OTKAOUNTL QOS-CTAaTUCTUKY A1 BbIXOAHbIX OYepesen.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, 2pynnsi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnel nopros:

console (config-if) #

Tabnunua 336 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet.

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkAtounTb cbop QOS-CTaTUCTUKKM HA UHTepdelice.

- policy-map_name — cTpaTerma knaccupurkaumm Tpaduka;
- class_map_name — cnucoK KpuTepmes Knaccudukaumm
TpaduKa.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;

Mo ymonuaHuio cbop OTKNtouNTb cbop QOS-CTAaTUCTMKM HAa MHTepdeiice.
QOS-CcTaTUCTUKM

OTKNHOYeEH

no qos statistics policer
policy_map_name
class_map_name

KomaHObi pexcuma EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 337 — KomaHabl pexkmma EXEC

3HaueHue/ 3HavyeHue "

KomaHoa / Aelicmeue
no yMmoa4YaHuro

clear qos statistics — OumncTnTb cTaTUCTUKY QOS.

show qos statistics - MoKa3aTtb cTaTucTnKy QOS.

5.35 KoH}urypauma npoToKoN0B MapLupyTM3aLum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyeckaa mapLpyTmM3aums — BUA MapLIpyTU3aLMM, MPU KOTOPOW MapLIPYTbl YKa3bliBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmm MaplpyTusaTopa. Bca maplupyTmMsaumsa npyu 3TOM NponcxoamT 6es3 yyacTua Kakux-
NM60 NPOTOKO/I0B MapLLPYTU3aLMM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 338 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no yMoaYaHuro
ip route prefix prefix_length Co3gaTtb cTaTMyecKkoe NpasmIo MapLIPyTU3aLmm.
{reject-route | gateway - prefix — IP-agpec ceTn HasHayeHus;
[metric metric] |name prefix: (A.B.C.D); - prefix_length — macka npedukca HazHa4YeHNA UK ee A/INHA;
name] [distance distance]} prefix_length: (A.B.C.D | - reject-route — 3anpeliaeT MapLWpPyTM3aLMIO K CETW Ha3HaYeHNA
nwan /n); yepes Bce LWA03bI;
gateway: (A.B.C.D) - gateway — IP-agpec wnto3a Ana fOoCTyna K CETU Ha3HavyeHusn,;
metric (1..255)/1; - metric — MeTpuKa ana AaHHOTo MapLIpyTa;
name: (1..32) - name — UMA MapLupyTa;
CUMBOA; - distance — afMUHUCTPaATMBHAA AMUCTaHLMUA MapLIpyTa.
no ip route prefix distance (1..255)/1 YaanuTtb NpaBmo 13 TabaunLbl CTaTUYECKOM MapLUpPyTU3aLnu.
prefix_length {reject-route
| gateway}
distance {ospf {inter-as | YCTaHOBWUTb 3HaYEeHWe agMUHUCTPATMBHOM AncTaHumu (AD) ans
intra-as} | static} distance BCEX MAPLLPYTOB YKa3aHHOro TMna.
- ospf inter-as — ycTaHOBWTb 3HaueHMe AD AnA MeX30HaNbHbIX
distance MapLIpyTOB, MPUHATBIX NO NpoTokoay OSPF;
(1..255)/static:1, OSPF | - ospf intra-as — ycTaHOBUTb 3Ha4eHne AD ana BHYTPU3OHaIbHbIX
intra-as:30, OSPF inter- | MapLwpyToB, MPUHATbIX N0 NpoTokoay OSPF;
as:110 - static — ycTaHOBUTb 3HaYeHWe AD ANA CTaTUYECKUX MApLLPYTOB.
distance {ospf {inter-as | YCTaHOBWTb 3HAaYEHME MO YMOYAHUIO.
intra-as} | static}

KomaHOb! pexcuma KoHgpuaypayuu VRF

Bua 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHOM KOHGUrypauum:

console (config-vrf) #
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Tabanua 339 — KomaHgbl pexuma KoHdurypaumum vrf

KomaHoa

3HayeHue/ 3HayeHue
o ymon4aHuro

Aelicmeue

ip route prefix {mask | pre-
fix_length} { reject-route |
gateway [metric distance]
|name namel}

no ip route prefix
prefix_length} { reject-route
| gateway}

prefix_length: (0..32);
distance: (1..255)/1

Co3paTb CTaTUYECKOe NPaBMI0 MapLpyTU3aLUK.

- prefix — ceTb HaszHauyeHua (Hanpumep, 172.7.0.0);

- mask — macka cetu (B popmaTe feCATUYHON CUCTEMDbI
ucumncneHnsn);

- prefix_length — npeduKc macku cet (KOAMYeCcTBO eanHuUL, B
macke);

- gateway — W03 418 JOCTYNA K CETU Ha3HAYeHus;

- distance — Bec mapLpyTa;

- name — ¥MA MapLIpyTa;

- reject-route — 3anpeT MapLpPyTU3aLMM K CETU HAa3HaYyeHuA yepes
BCE LWAH03bl.

Y4anuTb NPaBuao 13 TabamLbl CTaTUYECKOW MapLIPyTU3aLLMK.

ip default-gateway
{gateway}

no ip default-gateway
{gateway}

—/wno3 no
YMONYaHUIO He 3a4aH

3a4aTtb 4NA KOMMYTaTOpa aApec Wko3a No yMoayaHuio yepes vrf,

Ypanutb Ha3HaYeHHbIN ajpec Wwnk3sa no ymon4yaHuto.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 340 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
vrf [vrf-name] | static | ad-
dress ip_address [mask |
prefix_length] [multicast]
[longer-prefixes]]

MoKasaTb TabAnLy MapLIPyTM3aLMK, YA0BAETBOPAIOLLYIO 3a4aHHbIM
KpUTEpUAM.

- connected — NOAK/AOYEHHbIN MapPLWPYT, TO €CTb MapLLpPYT, B3ATbIN
C HENOCPEeACTBEHHO MOAKUYEHHOTO U GYHKLMOHUPYHOLLErO
nMHTepoenca;

- static — cTaTMyeckumit mapLpyT, NPONMCcaHHbIN B Tabanue
MapLLpyTU3aLuu;

- vrf — o61acTb BMPTYasibHOM MapLUpyTU3aLMKM, B KOTOPOW
HaX04MTCA MapLUPYT;

- multicast — mapLipyTbl, 3a4eACTBOBaHHbIE ANA Nepeaayun
MHoOroagpecHoro Tpaduka.

show distance

MoKasaTb 3HaYeHNe aAMUHUCTPATUBHOMN ANCTAHLMUM 4NA
PasANYHbIX UCTOYHMKOB MapLLpyTa.
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[pumep 8b1M101HEHUA KOMAHObI

= [lokasaTb Tabavuy mapLpyTusaumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18,

S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18,

Tabnunua 341 — OnucaHue pesybTaTta BbIMNOSHEHMA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPoOMCXOXKAeHME MapLIpyTa:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO N GYHKLMOHK-
pytowero nHtepodeiica),
S — Static (cTaTMyecknit MapLUpyT, NPONMUCaHHbIN B TabaMLe MapLupyTM3aLmm).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATUBHAA AMCTaHUMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOpPy, YEM YMCAO Bbille, TEM MEHblUe A0BEepuUe K MUCTOYHMKY), BTOpOe
4YnCNo — METPMKA MapLUpyTa.
via 10.0.1.2 Onpepenset |P-agpec cnepyowero mapLipyTM3atopa, Yepes KOoTOopbl npoxoauT
T MapLUpyT A0 CeTun.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI)
Vlan 1 Onpepenset uHTepdeic, Yepes KOTOPbIA NPOXOAUT MapLUPYT 40 CETU.

5.35.2 Hacmpolika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHWI NPOTOKOA, KOTOPbLIN No3BonseT
MapLpyTM3aTopaM AUHAMUYECKM OOHOBAATb MapLUIPYTHYO WMHPOPMaLMIO, MNoAy4aa ee OT COCeaHUX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTON NPOTOKOJ, OCHOBAHHbIA Ha NPUMEHEHUN AUCTAHLUMOHHOIO BEKTOPA
MmapupyTtmsaumm. Kak gucTaHUMOHHO-BEKTOPHbIM MNpoToKos, RIP nepuopgumyeckn nocbliaet obHOBAEHMA
Mexay cocefamMu, CTpoA, TakMm o06pa3om, TOMonornio cetu. B Kakaom o0O6HOBNEeHWWM nepepaeTcs
MHbOPMALMA O AUCTaHLMM [0 BCEX CETel Ha cocefHMM MaplupyTu3atop. KommyTtaTop nopaep:kvsaert

npotokon RIP Bepcum 2.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypauumu:

console (config) #

Tabnnua 342 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no yMmoa4aHuro
router rip BoiiTK B perkMm KoHdurypaumm npotokona RIP.
no router rip Yaanutb rnobanbHyto KoHdurypauuio npotokona RIP.
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KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-rip) #

Tabnunua 343 — KomaHab! pexmuma KoHpurypauum npotokona RIP

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBUTb 3HaYEHME METPUKM, C KOTOPOW ByayT
AHOHCMPOBATLCA MAPLIPYTbl, NOYYEHHbIE APYTVMM
NPOTOKONaMU MapLipyTU3aLmn. bes napameTtpa yctaHaBiMBaeT
3HaYeHMe No YMOUAHMUIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHoBuTb IP-appec nHtepdeiica, KotTopblili byaeTt yyactBoBaTb
B NpoLuecce MapLpyTM3auun.

no network A.B.C.D nHTepdeiica Yaanutb IP-agpec uHtepdeiica, KotTopbli byaeT yyacTBoBaThb B
npouecce MapLIpyTU3aLum.
redistribute {static | con- Paspewmntb aHoOHCMpOBaHWe mapLpyTos Yepes RIP.
nected } [metric transpar- - 6e3 napameTpoB — O3HayaeT, YTo byAeT MCMo/Ib30BaTbCA
ent] default-metric npn aHoHcMpoBaHWUKM MapLpyTOB;
- metric transparent — o3Hauaert, 4To HyAeT NcnoNb30BaTbCA
- MeTPUKA 13 TabauLbl MapLIpyTM3aLun.
no redistribute {static | 3anpeTuTb aHOHCUPOBaHME CTaTUYECKUX MapLIpyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLuaeT UCNob30BaTb METPUKY U3
parent] TabAnLbl MapLIpyTU3aLUK.
redistribute ospf [id] [met- PaspewunTtb aHoHcHpoBaHue OSPF mapwpyTos yepes RIP.
ric metric | match type | id: (1-65536) - id — naeHtTudmkaTop npouecca OSPF;
route-map metric: (1..15, - type — Npon3BOANTb AHOHCUPOBAHME TO/IbKO A/1A YKA3aHHbIX

route_map_name]

transparent)/1;

match: (internal,
external-1, external-2,
nssa-external-1, nssa-

Tunos OSPF mapupyTos;

- route-map_name — Npou3BOAUTb aHOHCUPOBaHWE
MapLLpPYTOB Nocse Ux pUAbTPaLLMM Yepes YKa3aHHYo route-
map;

no redistribute ospf [id] external-2); 3anpeTuTb aHoHCUpoBaHWe MaplupyToB OSPF yepes RIP. B
[metric metric | match type route_map_name: (1..32) | ciyyae ykasaHuA napameTpa BO3BPaLL@eT ero 3HaueHue no
| route-map cumBona YMONYAHMIO.
route_map_name]
redistribute bgp metric PaspewwnTb aHoHCcUpoBaHWe BGP mapuupytos yepes RIP.
[metric | transparent] - metric — 3HaYeHNe MeTPMKK AN8 UMNOPTUPYEMBIX

MapLUpyTOB;

metric: (1..15, - metric transparent — o3Hauaert, 4To HyAeT Ncnonb30BaTbCA

no redistribute bgp metric
[metric | transparent]

transparent)/1

MeTpMKa 13 TabanLbl MapLIpyTU3aL MK,

3anpeTnTb aHOHCMpoBaHUe mapLpytos BGP yepes RIP. B
C/ly4ae yKasaHMA napameTpa BO3BpaLL,aeT ero 3Ha4eHune no
YMONYaHUIO.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3spewuntb aHoHCcMpoBaHuMe IS-IS mapwpyTos yepes RIP.
- level — ycTaHOBUTb, U3 KaKoro ypoBHs IS-IS 6yayT
AHOHCMPOBATLCA MAPLLPYThI;

- match — npon3BoOAMTb aHOHCUPOBAHMWE TONBKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos.

3anpeTnTb aHOHCMPOBaHWeE MapLpyToB IS-IS yepes RIP. B
C/lyyae yKasaHUA napameTpa BO3BPALLAET ero 3HaYeHue no
YMOHYaHMIo.

shutdown

no shutdown

—/BKNOYEHO

BbIKAOUMTL Npouecc mapLpyTnsaumm no npotokony RIP.

BkatounTb Nnpouecc mappytmsauum no npotokoay RIP.

passive-interface

no passive-interface

—/BKNOYEHO

OTKNOUNTL OBHOBAEHWNA MApLUPYTU3aLUN.

BKOUMTL 06HOBNEHWA MapLLPYTU3ALUM.
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default-information origi-
nate

no default-information
originate

—/MmapupyT He
reHepupyercs

leHepMpoBaTb MapLLPYT NO YMOYAHUIO

BoccTaHOBUTL 3HAYeHME No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 344 — KomaHabl pexxuma KoHpurypaumm nntepdelica IP

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BKNOYEHO

BbIKNOUYMTbL Npouecc mappyTnsaumm no npotokony RIP Ha
AaHHOM uHTepdeiice.

BkntounTb npouecc maplipytusaugmm no npotokony RIP Ha gaHHOM
UHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

N0 YMOI4aHUIO
oTnpaBKa 0bHOBNEHUI
BKNIOYEHA

BbIKNtOUMTL OTNPaBKy 06HOBAEHWUI Ha UHTepdelice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMeLLLEHME K METPUKE.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonyanuio
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY A1 MapLIpyTa N0 YMOYaHUIO
TpaHcaupyemoro yepes RIP.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo YMONYaHMIO
ayTeHTUdMKauma
OTK/tOYEeHa.

BkntounTb ayteHTUdMKaumto B RIP 1 onpegenntb ee Tun:
- text — ayTeHTUdMKALMA OTKPLITBIM TEKCTOM;
- md5 — ayteHTUdunKauumn MD5.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
C“MBO/IOB

OnpeaennTb Habop Katouen, KOTOPbIN MOXKET UCMO/Ib30BaTbLCA
4NA ayTeHTUdMKauuu.,

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpenennTb KNOY A5 ayTEHTUGUKALUM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOJIOB

YcTaHOBUTL CTaHAAPTHbIN IP ACL Ana dUAbTPaLMM aHOHCUPYEMbIX
MapLUpPyTOB.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#
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Tabanua 345 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

MpocmoTpeTb MHbopmaumio o RIP-mappyt1saumm:
- database — nHpopmauua o Hactpoiikax RIP;

- statistics — cTaTUcTMUYECcKMe AaHHbIe;

- peers — MHPOPMALMA YHaCTHUKA CETU.

show ip rip [database |
statistics | peers]

[pumepbl UC0/16308AHUS KOMAHO

Bkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTH-
dukaumto MD5 yepes Habop Kntouelt mykeys:

console#

console# configure

console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpolika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMNYECKOM MapLIpyTM3aLUM, OCHOBaHHbIN Ha TEXHO-
JIOTUN OTC/IEXKMBAHUA cOCTOAHMA KaHana (link-state technology) v ncnonb3ytowmin Ana HaxoXaeHUA KpaTyan-
wero Nyt anroputm Aerkctpbl. MpoTtokon OSPF npeacranneT coboi NPOTOKON BHYTPEHHero wito3a (IGP).
MpoTokon OSPF pacnpocTpaHsaeT MHPOopMaLMIO O OCTYMHbIX MapLUPYTax MeXay MapLipyTU3aTopamm o4HOM
aBTOHOMHOW CUCTEMDI.

YcTpoiicTBo NnoanepkMBaeT 04HOBPEMEHHYHO PabOTy HECKO/IbKMX HE3aBUCMMbIX SK3EMMIAPOB NpoLec-
coB OSPF. Hactpoitka napameTpoB ak3emnaspa OSPF nponsBoamTcA NyTem yKasaHuA naeHTMdUKaTopa K-
semnaapa (process_id).

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:
console (config) #

Tabnnua 346 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuo

KomaHda

BKAOUMTL MappyTmnsaumio no npotokoay OSPF.

router ospf [process_id]
[vrf vrf_name]

no router ospf [process_id]
[vrf vrf_name]

process_id: (1..65535)/1
vrf_name: (1..32)
cumBoNa

3agaTb MaeHTUGMKATOP npoLecca.

BbIkntounTb MapLupyTM3saumio no npotokony OSPF.

ipv6 router ospf [pro-
cess_id]

no ipv6 router ospf [pro-
cess_id]

process_id: (1..65535)/1

BkaounTtb mapupyTtmusaumio no npotokony OSPFv3.
3apaTb MaeHTUPMKaTOp npoLiecca.

BbIKNOUNTE MapLIpyTM3aymio no npotokony OSPFv3.
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ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-
ter-as | intra-as}

distance: (1..255)

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana maplpytos OSPF,
OSPFv3.

- inter-as — AnA BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHyTpW aBTOHOMHOW CUCTEMBI.

BepHyTb 3HaYEHUA N0 YMONYAHUIO.

KomaHOb1 pexcuma npouecca OSPF

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxknume KoHdpurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#

Tabnunua 347 — KomaHabl pexkuma KoHpurypaumum npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

redistribute connected

{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]

[subnets]

[metric metric] [metric-type

no redistribute connected

{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]

[subnets]

[metric metric] [metric-type

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspewunTb aHOHCUpPOBaHWe connected-mapLUpyToB:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUPOBATb NOACETH.

- metric — 3HaYeHWe METPUKM ONA UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJIAOLWEN
dUNbTPOBaTb M BHOCUTb M3MEHEHWA B MMNOPTUPYyemble
MapLLpyTbl;

- name-acl — wuma ctaHgapTtHoro IP ACL, nossosAatoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag Ana MMNOPTUMPYEMbIX
MapLUpyTOB.

3anpeTnTb aHOHCUpPOBaHUWe connected-mapwpyTos. B ciydae
YKa3aHuWA napameTpa BepHYTb ero 3HaYeHme No yMOI4YaHMIO.

redistribute static [metric

| type-2} ] [route-map
name_policy] [filter-list

nets]

metric] [metric-type {type-1

name_acl] [tag value] [sub-

ric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

no redistribute static [met-

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspelwunTb aHOHCUMPOBAHME CTAaTUYECKUX MapLLPYTOB:

- metric-type type-1 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKon Kak OSPF
external 2;

- subnets — no3BonseT MMNOPTUPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKM A1 UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLLEN
dMNbTPOBaTb M BHOCUTb U3MEHEHWA B MMNOPTUPYEMble
MapLpyTbl;

-name-acl — wmsa ctaHgapTtHoro IP ACL, nossosisAoLLero
$dnAbTPOBaTL UMNOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag gna MMNOPTUPYEMbIX
MapLIpyTOB.

3anpeTuTb aHOHCUPOBAHME CTaTUYECKUX MapLUPYTOB. B cayyae
YKa3aHua napameTpa BepHyTb ero 3Ha4eHue No yMOAYaHMUIO.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2 | nssa-exter-
nal-1 | nssa-external-2}]
[tag value] [subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [tag value]
[subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona;
value: (0-4294967295)

MmnopTuposaTb mapLpyTbl n3 npouecca OSPF B npouecc
OSPF:

- nssa-only — ycTaHaB/iMBaeT 3HayeHMe nssa-only ansa Bcex
MMMOPTUPYEMbBIX MapLLpPYTOB;

- metric-type type-1 — nmnoptupyet c nomeTkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyeT c NnomeTKol Kak OSPF
external 2;

- match internal — umnopTupyet mapLpyTbl B npeaenax area;
- match external-1 — umnopTtupyet mapupytbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpyTbl TMNa OSPF
external 2;

- match nssa-external-1 — umnoptupyeT mapwpyTbl Tuna OSPF
NSSA external 1;

- match nssa-external-2 — nmnoptupyet mapwpyTbl TMNa OSPF
NSSA external 2;

- subnets — no3BonAeT MMNOPTUMPOBATb NOACETYH;

- name — NpUMeHAET YKa3aHHYI NOJUTUKY MMMOPTA,
No3BOAAOLWYO GUNLTPOBATL U BHOCUTb U3MEHEHMA B
MMMNOPTUPYEMble MapLUpPyThbI;

- metric — yCcTaHaB/MBaET 3HaYEHME METPUKMN AN UMNOPTH-
pyembix MapLIpyTOB;

- value — 3HaueHue aTpmbyTa tag oA UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb MMNOPT MapLpyToB 13 npouecca OSPF B npouecc
OSPF. B cnyyae ykasaHWA napameTpa BEPHYTb ero 3HaYeHue no
YMONYAHMUIO.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3spelwmnTb aHOHCMpPOBAHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony RIP:

- metric-type type-1 — umnopTupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJIAOLWEN
duNbTPOBaTb M BHOCUTb W3MEHEHWA B MMMNOPTUPYemble
MapLUpyTbl;

-name-acl — vma cTtaHgapTHoro IP ACL, nosBonsawowero
dUNbTPOBaTb UMMOPTUPYEMbIE MAPLLPYThI;

- value — 3HauyeHue aTpnbyTa tag onAa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, MONYYEHHbIX MO
npotokoay RIP. B chyyae ykazaHWA napameTpa BEPHYTb ero
3HAYeHMEe N0 YMOYaHUIO.
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redistribute isis [/evel]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535);
value: (0-4294967295)

PaspelwmnTb aHOHCMPOBAHWE MapPLUPYTOB, NOYYEHHbIX NO
npotokoay IS-IS:

- metric-type type-1 — umnopt c nomeTkol OSPF external 1;
- metric-type type-2 — nmnopt c nometkoi OSPF external 2;
- subnets — no3BonseT UMNOpPTUPOBaTL NOACETH;

- level — ypoBeHb IS-IS, n3 KoToporo byayT aHOHCMPOBATLCA
MapLpyTbl;

- match — npou3BOAUTb aHOHCMPOBaAHWE TOIbKO ANA YKa-
3aHHbIX TMNOB IP-IS mapwpyTos;

- metric — 3HaYeHUe METPUKMU AN1A UMNOPTUPYEMbIX MapLL-

pyTOB;

- name-policy — VMA NOAUTUKM MMMOpPTa, NO3BOAAKOLWEN
$unbTpOBaTL U BHOCUTL W3MEHEHWA B MMMNOPTUPYeMmble
MapLLpyThI;

- value — 3HayeHue aTpubyTa tag ANA MMNOPTUPYEMBIX
MapLIpyTOB.

bBe3 napameTpoB 3anpeTuTb aHOHCMPOBAHWE MAPLLPYTOB,
NoNy4YeHHbIX N0 NPOoTOoKoAY IS-IS. B cnyyae yKasaHua
napameTpa BepHYTb €ro 3HaYeHne No YMOIYAHUIO.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATL NOACETYH;

- metric — 3HaYeHWEe METPUKMU A1 UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJAOLWEN
dUNbTPOBaTb M BHOCUTb W3MEHEHWA B MMMNOPTUPYemble
MapLLpyTbl;

-name-acl — wuma ctaHgaptHoro IP ACL, nossosstoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpmbyTa tag onNa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMpPOBAHNE MapPLLPYTOB, MOAYYEHHbIX MO
npoTtokony BGP. B cnyyae ykasaHuA napameTpa BepHyTb ero
3HaYeHue No YMOYAHMIO.

compatible rfc1583

no compatible rfc1583

—/enabled

BKAounTb coBMecTMMocTb ¢ RFC 1583 (Tonbko ans I1Pv4).

BbIKAtOUMTL coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: uaeHtndukatop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YCTaHOBUTbL UAEHTMOUKATOP MapLIpPYTU3aTOPa, KOTOPbIM
YHUKaNbHO NaeHTUOMLMPYET MapLIpyTM3aTop B Npeaenax
OfHOWN aBTOHOMHOW CUCTEMBI.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BkatounTb (0TKAOUMTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(ana IPv4).

Ypanute IP-agpec nHTepoeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTpuKy OSPF-mappyTa.

OTKAOUNUTb GYHKLMIO.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBUTb A9 YKa3aHHOW 30HbI TMN stub. 3oHa —
COBOKYMHOCTb CeTel U MapLUPyTU3aTOPOB, MMEIOLLMX OANH U
TOT e naeHTuduKaTop.

- ho-summary — He oTnpPaBAATb UHGOPMaLMIO O
CYMMMPOBAHHbIX BHELLHUX MapLUpyTax.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

357



HELTEX

no area A.B.C.D stub

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNOXKUTENBHOE YNCIIO;

YCTaHOBUTb A5 YKa3aHHOM 30HbI TMN NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLUIO O
CYMMMUPOBAHHbIX BHELIHUX MapLpyTax BHYTPb NSSA-30HbI;

- interval — onpepenaeT NPOMeEKYTOK BPeMeHM (B cekyHAax), B
TeyeHne KOTOporo TpaHcNATop ByaeT BbINOSHATL CBOM
bYHKLMM nocae Toro, Kak 06HAPYKUT, YTO TPAHCAATOPOM CTan
OpYroi rpaHUYHbIN MapLupyTUsaTop.

- translator-role — onpegensert, kKakum obpasom Ha
MapLpyTusaTope byaeT PyHKLMOHMPOBATL PEXKUM
TpaHcnsaTopa (TpaHcnsaumm Type-7 LSA B Type-5 LSA):

- always — B npuHyaANTENBHOM NOCTOAHHOM PEXKUME;

- candidate — B pexvme yyacTusa B Bblbopax TpaHcAATOPa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHTndukatop
MaplupyTh3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) c;
word: (1..256) cumBonos

Co3aaTb BUPTYa/bHOE COeANHEHNE MENK LY OCHOBHOW U
APYIMMW yaaneHHbIMM 061acTAMM, KOTOPbIe UMEIOT MEX Ay
HUMMK obnacTu.

- hello-interval — ykasaTtb hello-uHtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHLIMM
nepegadamu;

- transmit-delay — yKka3aTb Bpems 3a4epKKu;

- dead-interval — ykasaTb dead-uHTepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKaLMA C WUNDPOBAHUNEM;

- word — naposb gns ayTeHTUGUKaumm.

Y[anuTb BUPTyanbHOE CoefMHeHMe.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: uaeHtTndukatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
cost: uenoe
NoONIOXKUTENbHOE YNC/IO

YCTaHOBWUTb 3HaYEeHME CTOMMOCTU CYMMApPHOTO MapLUpyTa,
ncnosbsyemoro ans stub- u NSSA-30H (ans IPv4).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: ngeHtuopukaTtop
MapLipyTU3aTopa B
dopmare IPv4-appeca;
—/BbIK/IOYEHO

BKAOUNTL ayTEHTUDUKALMIO oNA BCEX MHTepdecoB AaHHOM
30HbI (ana IPv4):
- message-digest — c wuodposaHnem MDS5.

OTKNOUUTL ayTeHTUDUKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: uaeHtndukatop
MapLipyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co34aTb CyMMapHbI MapLlpyT Ha rpaHuLe 30HbI (415 IPv4).
- advertise — aHOHCMPOBATb CO3aHHbIIN MapLLpPYT;
- not-advertise — He aHOHCMPOBaTb CO3AAHHbIN MapLLPYT.

YAanuTb CyMMapHbIi MapLupyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHtTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumsona

YCTaHOBUTb GUABLTP Ha MaPLLPYTbI, aHOHCUPYEMble B
YKa3aHHY0 30HY U3 gpyrux 30H (ans IPv4).
| ®duabTpauma NPOM3BOAUTCA TONbKO ANA MAPLLPYTOB
LSA Type 3.

Yaanute GUALTP Ha MapLIPYTbl, aHOHCUMPYEMbIE B YKa3aHHYIO
30HY M3 ApYrux 30H (ana IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: uaeHtTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumBsona

YCTaHOBWUTb GUNBLTP HA MapLLPYTbI, aHOHCUPYEMblE W3
YyKa3aHHOW 30HbI B gpyrue 30Hbl (ana IPv4).
dunbTpaLmMa NPOM3BOAUTCA TONbKO A1 MapLIPYTOB
LSA Type 3.

Yaanute GUALTP Ha MapLIPYTbl, aHOHCMPYEMble U3 yKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

358

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

area A.B.C.D shutdown

no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKAIOYEHO

OTkntounTb Npouecc OSPF ana 30HbI.

BkatounTb npouecc OSPF ana 30HbI.

auto-cost reference-band-
width reference

reference: (0..400000)/

YCTaHOBWUTb aBTOMATUYECKMI1 pacyeT MeTpMKK nHTepdelica B
3aBMCMMOCTM OT €ro CKOpoCTH Nno dopmyne: reference/ifSpeed.
- reference — 6a30Bas CKOPOCTb.

V 3HaueHue reference, pasHoe 0, OTK/NlO4aeT
0 Mbur/c ABTOMATUYECKUIi pacyeT MeTPUKU.
no auto-cost reference- YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
bandwidth
shutdown OTKAounTb Npouecc OSPF.
—/BKAOYEHO

no shutdown

Bkatountb npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/IOYEHO

BKAHOUMTL CymMmUpoBaHMe mapwpyToBs IPv4, KoTopble 6bian
nonyyeHbl OSPF u3 gpyrux npoToKO0B.
not-advertise — npocymmunpoBaTtb, HO He aHOHCUPOBaTb.

OTKAOUYUTE CYMMapPU3aLMI0 MapLUPYTOB.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apaTtb IPv4-agpec ana ctatmyeckoro OSPF-coceaa.
- ip_add — IPv4-appec.
- priority — yKasaTb priority agnsa cocega (y4nTbiBaeTCs TONbKO B
coctoaHun attempt/down).
HacTpoiika akTyanbHa To/nbKO gna non-broadcast u
V point-to-multipoint non-broadcast Tunos certeii.

YpanuTe KoHdurypauymio gna OSPF-cocepa c ykasaHHbIm IPv4-
agpecom.

summary-prefix ipvé6 [not-
advertise]

summary-prefix ipvé6 [not-
advertise]

—/BbIK/IIOYEHO

BKAOUMTb cymmmnpoBaHme mappyTtos IPv6, koTopble 6bian
nonyyeHbl OSPF u3 gpyrnx npoTOKONOB.
not-advertise — npocymmmnpoBaTb, HO He aHOHCMPOBaTb.

OTKAOUYNTD CYMMAPU3aLLMIO MapLLPYTOB.

timers spf delay delay

delay: (0..600000)/5000

YCTaHOBWUTb BEIMUUHY 3a[ePXKKUW, NPOU3BOAMMON Nepes,
oyepeHbIM NocnenoBaTe/ibHbIM pacyeTom SPF.

no timers spf delay me YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
timers Isa throttle min_in- 3apaTb BpemeHHble napameTpbl LSA-TpoTTanHra. TpoTTAnHF
terval hold_interval max_in- [EeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPBbIX ABNSETCS
terval IOKaNbHOE YCTPOMICTBO.
- min_interval — MUHUManNbHbIN BPpeMEHHOW UHTEPBAN MeXAY
min_interval: ABYyMA nocsenosaTesibHO OTMNPaBAAIOLWUMNCA OANHAKOBbIMU
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — wHTepBan, onpeaenatoLlmin TeKyLee Bpems
(0..60000)/0 mc; 3agepKKu. C Kaxaon HoBoW nocnenoBaTenbHom LSA aToT
max_interval: MHTEpPBaN YMHOMAeTCA Ha ABa, NOKa He AOCTUTHET 3HaYeHUs

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbI BpEMEHHOM MHTepBan
MeXay ABYMSA Nocaef0BaTe/IbHO OTNPABAAOWMMMUCA
oAMHaKoBbiMM LSA.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMAJIbHbI BPEMEHHOW MHTEPBaA, C KOTOPbIM
MapLupyTU3aTop obpabaTbiBaeT NpuHUMaemble LSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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3anpetutb Bcem IP-uHTEpdeiicam, yyacTsyowmm B npouecce
OSPF, 06mMeHMBaTbLCA NPOTOKO/IbHBIMU COOBLLEHMAMM C
coceaamm (BKNHOUUTb MAaCCUBHbIV PEXUM).

V Npu npumeHeHUU JaHHOU KOMaHAbI HAcTpPOliKa ip
ospf passive-interface yganaetca co Bcex ip-
MHTep¢eiicoB U CTaHOBUTCA ANA HUX 3HAYEHUeM No
YMONYaHMuIo.

passive-interface

/BbIKNOYEHO

no passive-interface YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnunua 348 — KomaHabl pexkuma KoHdpurypaumnm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aeiicmeue

ip ospf shutdown

BbIKAHOUNTL MapLpyTU3aumio no npotokony OSPF Ha
MHTepodeice.

- —/BKNOYEHO
no ip ospf shutdown BKkntoumMTb MapwpyTusaumto no npotokony OSPF Ha
nHTepoeice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| non-broadcast | point-to- - broadcast — wrpoKoBeLlaTeIbHAA CETb C MHOYKECTBEHHbIM
point | point-to-multipoint L0CTYyNom;
non-broadcast} - non-broadcast — HelwMpoKoBewaTenbLHan ceTb C
—/broadcast MHOXECTBEHHbIM 4OCTYMNOM;

no ip ospf network

- point-to-point — ceTb «TOYKA-TOYKa»;
- point-to-multipoint non-broadcast — HewmnpoKkoBeLLaTebHasA
CeTb C MHOXECTBEHHbIM AOCTYMOM «TOYKA-MHOTOTOUYKA».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOJIOB;
no yMoNYaHuio
ayTeHTUdUKaLmA
OTK/IIOYEHa

BkatounTb ayTeHTUdUKaumio B OSPF u onpepenuTsb ee Tin. bes
YKa3aHuMA napameTpos byaeT Ncnonb3oBaTbea ayTeHTUdMKaLmMA
C MOMOLLLBIO NAapoIA, 334aHHOMO OTKPbITbIM TEKCTOM.

- keychain — BkntoyaeT ucnonbzoBaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pekMMOM message-digest.

- key_chain — nma Habopa Kntoyel, co3gaHHOro KOMaHAOoM
keychain;

- null — He ncnonb3oBaTb ayTeHTUPUKALMIO;

- message-digest — ayTeHTUdMKauma MD5 ¢ ncnonb3osaHue
Habopa Katouen.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumsonos

HasHaunTb naponb Ana ayteHTUdUKaLmMm cocegelt, JOCTYMHbIX
yepes TekyLwmin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
ob6pasom, byaeT BHeAPEH B 3aro/I0BOK KaXKA0ro yXoasALLero 8
3Ty ceTb Nnaketa OSPF B KauecTBe Katoya ayTeHTUPUKALUN.

Yaanutb naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOSHUA KaHana, KoTopas ABAseTcA
YC/IOBHbIM MOKasatesiem "cToMMocTU" nepecbiiku AaHHbIX NO
KaHany.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.

ip ospf poll-interval inter-
val

no ip ospf poll-interval

interval: (1..255)/120

YCTaHOBWUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KOTOPOro maplupyTusatop otnpasnseT hello-nakeTbl ¢
HeaKTUBHOro UHTepdeiica (OSPF-cocencTso B cTatyce down).
HacTpoiika akTyanbHa TonbKo gaa non-broadcast n
V point-to-multipoint non-broadcast Tnos ceteii.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHUIO.
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ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535) c;
minimal —1c

YCTaHOBWUTbL MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro cocef, byAeT cuMTaTbCs HEAKTUBHbBIM. DTOT UHTEPBAN
[0MKeH BbITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 nHTepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHYAHMUIO.

ip ospf hello-interval inter-
val

no ip ospf hello-interval

interval: (1..65535)/10 c

YCTaHOBWUTb MHTEPBAJI BPEMEHU B CEKYHAAX, MO UCTEYEHUMU
KOTOPOro MapLupyTM3aTop oTnpasaset cneaytowmin hello-naker
c uHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

—/BKAIOYEHO

OTKNIOUNTb NpoBepKkM MTU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ospf passive-interface

no ip ospf passive-inter-
face

— /BbIK/IOYEHO

3anpeTuTb IP-uHTepdeicy 06MeHMBATLCA MPOTOKOIbHbIMMU
co0bLWEeHMAMM C coceaaMM (BKIHOYUTb NACCUBHbBIN PEXUM).

YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

V Ecnv npumeHeHa HacTpoiiKa passive-interface B
pexxume KoHdurypaumm npouecca OSPF, To aaHHas
KOMaHAa BbIBOAUT AaHHbIN IP-uHTepdeiic u3
NacCUBHOIO pexkuma.

passive-interface

no passive-interface

— /BbIK/IOYEHO

BbIKNOUNTL OTNPABKY NPOTOKO/bHbIX COOBLEHNI ANA BCex
OSPF-uHTepdeliicos.

BKNOUMTb OTNPaBKY NPOTOKO/IbHbIX CO0bLWeHnI ans Bcex OSPF-
nHTepdencos.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBWUTbL NPUOPUTET MApPLLPYTM3aTOpa, KOTOPbI
mcnonbsyetca anda sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5 ¢

YCTaHOBWUTb MHTEPBAJ BPEMEHM B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MapLLpyTM3aTop NOBTOPHO OTNPABUT MaKeT, Ha
KOTOPbIM HEe NOAYUYNI NOATBEPIKAEHUA O NONYYEHUU
(Hanpumep, Database Description uau Link State Request
naketbl).

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1 c

YCTaHOBUTL MPUMEPHOE Bpems B CeKyHAax, Heobxoammoe ans
nepeaayn nakerta CoCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf bfd

no ip ospf bfd

— /BbIK/OYEHO

BkatounTb npotokon BFD Ha OSPF-coceactse.

Bbikntountb npotokon BFD Ha OSPF-coceacTse.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 349 — KomaHgb! pexkuma KoHpurypaumm nntepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKNIOYEHO

BbIKNOUNTE MapLipyTM3aymio no npotokony OSPFv3 Ha
nHTepdeice.

BKAOUMTL MapwpyTmsaumio no npotokony OSPFv3 Ha
MHTepodeice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHtudukaTop
MapLupyTusaTopa B
dopmarte IPv4-appeca

BkntounTb (oTKAtOUMTL) OSPF npouecc ans onpeaeneHHom
30HbI.

ipv6 ospf cost cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUSA KaHana, KoTopas ABseTcA
YC/IOBHbIM MOKa3saTtesiem "cToMmocTu" nepecbisiku AaHHbIX N0
KaHany.
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no ipv6 ospf cost

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535) ¢

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro coceg, byaeT cuMTaTbCA HEAKTUBHbBIM. DTOT UHTEPBAN
00/IXKeH 6bITb KpaTHbIM 3HaueHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam oTnpaeku hello-nakeTos.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 ospf hello-interval in-
terval

no ipv6 ospf hello-interval

interval: (1..65535)/10 ¢

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLupyTM3aTop oTnpasnseT cnegyowmin hello-naket
¢ uHTepdelica.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

— /BbIKAOYEHO

OTKNOUNTL NpoBepky MTU.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ipv6 ospf neighbor 3apatb IPv6-agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor N Ypanutb IPv6-agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBUTbL NPUOPUTET MapLLPYTU3aTOpPa, KOTOPbIN

no ipv6 ospf priority

priority: (0..255)/1

ucnonb3yetca ansa sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5 c

YCTaHOBUTbL MHTEpPBaa BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro MapLupyTM3aTop NOBTOPHO OTMPABMUT MAKET, Ha
KOTOPbI/ He NOAYYNA NOATBEPKAEHMA O MONYYEHUN
(Hanpumep, Database Description nakeT nau Link State Request
nakertbl).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1 c

YCTaHOBUTL MPUMEPHOE Bpems B CEKyHAax, Heobxoammoe ans
nepeaayn naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 350 — KomaHgb! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show {ip | ipv6} ospf [pro-
cess_id | vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

0OT06pa3nTb KoHPUrypaumo OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

0OT06pa3snTb MHPopmaumio 06 OSPF-coceasax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec cocega
vrf_name: (1..32)
cMmBoONa

0OT06pa3nTb nHPopmaumio 06 OSPF-cocese ¢ yKasaHHbIM
aapecom.

show {ip | ipv6} ospf [pro-
cess_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTo6pasnTb KoHPUrypaumto Bcex OSPF-uHTepdelicos.
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show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel _id |
A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
A.B.C.D: IP-agpec;
vrf_name: (1..32)
cumBona

OT06pasnTb KOHPUrypaLMIo KOHKpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf [pro-
cess_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary
[vrf vrf_name]]

process_id: (1..65535);
vrf_name: (1..32)
cvmBoNa

OT06pa3nTb coCToAHUE Hasbl AaHHbIX MpoTokona OSPF.

show {ip | ipv6} ospf vir-
tuallinks [process_id] | [vrf
vrf_name]

process_id: (1..65535);
vrf_name: (1..32)
cMmBoONa

OT06pasnTb NapamMeTpbl 1 TEKYLLEE COCTOAHME BUPTYaNbHbIX
JIMHKOB.

clear ip ospf [process id |
vrf vrf_name process}

process_id: (1..65535);
vrf_name: (1..32)
cMmBoONa

PasopBaTb COCEACTBA M YAA/IUTb COOTBETCTBYOLLME MAPLLPYTHI.

lpumepebl 861MN0AHEHUS KOMAHO

e [lokasaTb OSPF-cocenen ana onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-npouecc ans onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — nNpOTOKO/ rpaHWYHOrO W/03a) ABASETCA NPOTOKONOM MapLUpyTU3a-
UMK MeXAay aBTOHOMHbIMK cuctemamm (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnseTcs obmeH nHpopma-
umein o AOCTYMHOCTM CeTel ¢ Apyrnmm cuctemamm BGP. MHbopmaLma o LOCTYNHOCTM ceTell BKAOYAET CUCOK
aBTOHOMHbIX cucTem (AS), yepes KoTopble MPOXOAUT 3Ta MHPOPMaLMS.

BGP aBnseTca NpoTOKO/IOM NPUKNALHOIO YPOBHSA U GYHKLLMOHMPYET NOBEPX MPOTOKO/1a TPAHCMOPTHOrO

ypoBHs TCP (nopT 179). Mocne ycTaHOBKKU coeAnHeHMA nepenaérca nHpopmauma 060 Bcex mapipyTax, npea-

HA3HA4Y€HHbIX 414 3KCNOopTa. B ,u,aaneﬁLueM nepep,aéTCH TONbKO VIHd)OpMaLI,VIﬂ 06 nsmeHeHunAx B Ta6nv|u,ax

MapLLpyTU3aLUN.
! NoapepxKa npotokona BGP npepocraBnaeTca No MLEH3UN.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume rn1ob6anbHOM KoHdUrypaumm:

console (config) #
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Tabanua 351 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

router bgp [as_plain_id_|
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAouMTb MapLupyT1saumio no npotokoay BGP.

3apatb naeHTUdUKaTop AS 1 BOMTU B peXUM ero
KOHOUIypUpoOBaHUA.

- as_plain_id — vaeHTMPMKATOP aBTOHOMHOW CUCTEMBI,
MCNO/b3yeMblil MapLLPYTU3aTOPOM NPU YCTaHOBNEHUN
cocencTsa U 0bmeHe mapLIpyTHOM MHPOpMaLme.

- as_dot_id — npeHTMdMKaTOpP aBTOHOMHOM CUCTEMbI B 32-
6uTHOM dopmare.

OcTtaHoBUTb BGP-mapLipyTtusaTop, yaanuTb BCto KOHUrypauuto
npoTokona BGP.

ip community-list standard
name seq section_id {per-
mit | deny}

ip community-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip community-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumBona

Co34aTb CTaHAAPTHbIM CMCOK community ¥ BOWTU B peXXUM ero
KOHUryprMpoBaHusa.

Co34aTb paclUMpeHHbIM CIMCOK community.

- reg_exp — peryaapHoe BblpakeHue.

[aHHbIM cnMcok community Mcnonb3yeTca Kak wabnoH ana
MOMUCKa CoBRNageHMM community B cekummn match B route-map.

YAanuTb yKasaHHbIA CNIMCOK community LEeIMKOM UAK TOJIbKO
KOHKPETHYIO Ero CEKLMUIO.

ip extcommunity-list
standard name seq sec-
tion_id {permit | deny}

ip extcommunity-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip extcommunity-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumsona

Co3AaTb CTaHAAPTHbBIV CMMCOK C pacluMpPeHHbIMM community 1
BOMTU B PEXKMM €ro KOHOUTYypUPOBaHUA.

Co34aTb pacLUMPeHHbIM CMIUCOK C PACLUMPEHHbIMKM community.
- reg_exp — perynapHoe BbipaxkeHune.

[aHHbIl cnncok extcommunity ncnonb3yeTca Kak WabaoH ana
MOUCKa COBMNAAEHUIN pacluMpeHHbIX community B cekuum match
B route-map.

Ypanutb yKa3aHHbIﬁ CNUCOK extcommunity LeMKoOM Unm
TO/IbKO KOHKPETHYI ero cekuuio.

ip as-path access-list name
seq section_id {permit |
deny} reg_exp

no ip as-path access-list
name seq [section_id]

name: (1..32) cumBona;
section_id (1-
4294967295);
reg_exp: (1..160) cumBona

Co3aatb CNUCOK as-path.

- reg_exp — perynapHoe BblpaxkeHue.

[aHHbI cnucok as-path ncnonb3yetca Kak WabnoH gna noncka
coBnageHni as-path-filter 8 cekunm match B route-map.

Ypanutb yKa3aHHbIﬁ CNUCOK as-path LEeNNKOM UAN TONIbKO
KOHKPETHYIO ero cekumio.

KomaHObI pexcuma KoHgu2ypayuu AS

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauum AS:

console (router-bgp) #

Tabnnua 352 — KomaHgbl pexkuma KoHdpurypaumm AS

KomaHda

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apatb naeHTuduKaTop BGP-maplupyTtunsatopa.

Yaanutb naeHtndurkatop BGP-mappytusaTopa.

bgp asnotation dot

no bgp asnotation

—/asplain

3ageicTBoBaTh cuctemy 0603HaYeHus Homepos AS B popmaTe
asdot.

YCTaHOBUTb 3HAYeHne no YMON4aHUIO
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bgp client-to-client reflec-
tion

—/BKAIOYEHO

BKtOUNTL NepecblIKy MapLpyToB, Noay4YeHHbIx oT reflector-
KnAneHTa, apyrum BGP-cocepgam.

no bgp client-to-client re-
flection

BbIK/IOUMTL NEPECHIIKY MapLIPYTOB, Noay4YeHHbIx oT reflector-
KnueHTa, apyrum BGP-coceaam.

bgp cluster-id ip_add

3afaTtb MaeHTMOMKaTOp Knactepa BGP-mapwpyTusatopa.
B cnyuae, ecnu naeHTMOUKATOP KNactepa He
V HacTpoeH, B KauecTBe naeHTMpuKaTopa byaer
MCNoab30BaTbCA rNo6anbHblii uaeHTMdUKaTop BGP-
MapLupyTM3aTopa.

no bgp cluster-id

Yaanutb uaeHtTuduKaTop knactepa BGP-mapwpytusaTtopa

bgp transport path-mtu-
discovery

BKkntounTb npoueaypy Path MTU Discovery ans
aBToOMaTu4yeckoro onpegeneHna Maximum Segment Size npu
ycTtaHoBneHun TCP-coeguHeHna mexay coceaamu.
BkntoueHune Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYUTL NPOTOKON BGP, He yaanaa ero
KOHPUrypaumtio.
970 peitcTBue BNEeYET 3a c060M pa3pbiB BCEX ceccuii ¢
V BGP-cocegammu 1 o4UCTKY Tab1Lbl MapLLUPYTUM3aLMK
nportokona BGP.

BkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apatb IPv4- unu IPve-agpec ana BGP-coceaa unv nepeiitv B
PEXMM KOHPUTYPUPOBAHMA CYLLECTBYIOLLEIO COCEAa.
- ip_add — IPv4- unu IPv6-agpec.
Bo3moOXKHO ycTaHOBNIEHUe coceacTBa B TOM YUCE U
V yepes IPv6 Link-local agpeca.

Yaanutb KoHdurypauuto gna BGP-cocega ¢ ykasaHHbIM IPv4-
nnu IPvb-agpecom.

peer-group name

no peer-group name

name: (1..32) cumBona

Cospatb Peer-rpynny
- name — UM rpynnbl

Ypanutb co3gaHHyto Peer-rpynny.

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKkazatb T1n IPv4 Address Family n nepesectn KommyTaTop B
peXXmMm KoHdpurypaumm cootsetcTeytoweinn Address Family.

BbIKntounTb cooTBeTCTBYOLWYO Address-Family.

address-family ipv6
unicast

no address-family ipv6
unicast

YKaszatb TMn IPv6 Address Family unicast u nepesectu
KOMMYTaTOp B PEKUM KOHOUIYypaLMmM COOTBETCTBYIOLLEN
Address-Family.

BbIKntounTb cooTBeTCTBYOLWYO Address-Family.

vrf [vrf_name]

no vrf [vrf_name]

vrf-name: (1..32)
cMMBONIA

Co3paHue KoHTeKcTa VRF.

- vrf-name — UMA BUPTYaNbHOM 061acTU MapLIpyTMU3aL M.
’ VRF gonxeH 6biTb co3aaH B rnobanbHou
H KoHurypaumum Komyratopa.

YpaneHne kKoHTeKkcTa VRF.

y  Ecam cocepcTBo ycTaHOBAEHO Ha IPv4-agpecax, To npu oTnpasBke mapuipytos IPv6 Takomy coceny
V B KauecTBe next-hop 6yaeT ycTaHOBNEH UCKYCCTBEHHbI IPv6-aapec, ocHoBaHHbIN Ha IPv4-appece.
Y106bI 3TO U3MEHUTL, HEOH6XOAUMO UCMO/Ib30BaTb route-map, B KOTOPOI1 yKa3aTb Heob6xoauMblIii

IPv6 next-hop. Mpumep AaHHOIA HACTPOMKKU NpUBEAEH HUXKe.

[Mpumep co30aHuUA route-map U npusa3Ku ee K BGP-cocedy 0414 usmeHeHUs ucxo0awux Mmapuwpymos
IPv6

console (config) #ipv6 route-map test 10 permit
console (config-route-map) #set ipvé next-hop 2030::1
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console (config-route-map) #exit

console (config) #router bgp 65500

console (router-bgp) #neighbor 10.0.0.2

console (router-bgp-nbr) #address-family ipv6 unicast
console (router-bgp-nbr-af) #route-map test out

B pe3synbTaTe BbINONHEHMA KOMAHAbI Npu oTnpasKe IPv6-mapwpyTtos coceay 10.0.0.2 3HayeHue nona
next-hop 6yaet 2030::1.

KomaHObI pexcuma KoHgu2ypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKK B pexxume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabanua 353 — KomaHgb! pexkuma koHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ipv4_add [mask
mask]

no network ipv4_add
[mask mask]

3apaTb noaceTb, KOTOpPaA aHOHcUpyeTcAa BGP-cocegam.
- ipv4-add — IPv4-agpec nopceTw.
- mask — macka noaceTu.
Ecnn macka He yKa3aHa, N0 yMO/4YaHUIO OHa 3ajaeTcA
V K/1acCOBbIM METOA0M afpecauumu.

YaanuTb aHOHC AaHHOW NOACEeTU.

network ipv6_add

no network ipv6_add

ipv6_add: X:X:X:X::X/(0-
128)

3apaTtb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.
- ipv6-add — IPv6-agpec noaceTw.

Y4anuTb aHOHC AaHHOM NoaceTy.

aggregate-address
ipbv4_add mask [summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ibv4_add mask

BkAtounThb arperauuio 6onee cneundurUHbIX MapLIPYTOB,
BXOAALLMX B YKa3aHHbIN NnpeduKc

- ipv4_add — IPv4-agpec noacetu.

- mask — macka noacetu.

- route_map_name — nma route-map.

Ypanutb arperaumio 6onee cneumoUUHbIX MapLLpPyTOB,
BXOAALLMX B YKa3aHHbIN NpeduKc.

aggregate-address
ipv6_add [summary-only |
as-set | advertise-map
route_map_name | attrib-
ute-map route_map_name
| suppress-map
route_map_name]

no aggregate-address
ipv6_add

BktounTb arperauumto 6osee cneumdUUHbIX MapLLPYTOB,
BXOAALLMX B YKa3aHHbIN NnpeduKc

- ipv6_add — IPv6-agpec noacetu.

- route_map_name — uma route-map.

Ypanuto arperaunto 6onee cneunduUUHbIX MapLIPYTOB,
BXOZALLMX B YKa3aHHbIM npeduKc.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumBona

PaspelwnTb aHOHCMPOBAHME connected-mapLupyTos.

- metric — 3HayeHue aTpubyTa MED, KOoTopoe byaeT NpUcBOEHO
MMNOPTUPOBAHHbIM MapLIPyTaM.

- name — Ha3BaHwue access-list, KoTopbli 6yaeT npumeHeH K
MapLUpyTam.

3anpeTuTb aHOHCHMpPOBaHWe connected-mMapLUpPyTOB.
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redistribute rip [metric
metric | filter-list name]

metric: (1-4294967295);
name: (1..32) cumBona

no redistribute rip

MmnopTtuposaTtb mappyTbl RIP B BGP.
- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe byaeT npucsoeHo
MMMOPTMPOBAHHbIM MapLLpPYTaM.
- name — Ha3BaHWe CNUCcKa access-list, KoTopbiii byaeT
NPYMEHEH K MapLUpyTam.

, HepoctynHo gna address-family ipv6 unicast.

3anpeTnTb MMMNOPT MapLLPYTOB 13 npoTokona RIP.

redistribute static [metric
metric | filter-list name]

metric: (1-4294967295);
name: (1..32) cumBona

no redistribute static

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKMX MapLLPYTOB.

- metric — 3HayeHue aTpmbyTa MED, KOoTOpoe byaeT NpUcBOEHO
MMNOPTMPOBAHHbIM MapLIPyTaMm.

- name — Ha3BaHwue access-list, KoTopblli ByaeT NnpuMeHeH K
MapLIpyTam.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2, nssa-
external-1, nssa-external-
2); name: (1..32)
CMMBO/IOB;
mtype: (type-1, type-2);
name: (1..32) cumBona

no redistribute ospf

MmnopTtuposatb mapwpytbl OSPF B BGP.
- id — naeHTndmkaTop npouecca OSPF.
- metric — 3HayeHue aTpnbyTa MED, KOTOpOE byAeT NpUCBOEHO
MMMOPTMPOBAHHbIM MapLIPYTaMm.
- type — T1in OSPF-mapLpyToB, aHOHCMpyemMbix B BGP.
- name — Ha3BaHWe CNMCcKa access-list, kKoTopbii byaeT
NPYMEHEH K MapLUpyTam.
- mtype — tmun meTpukm Ex1 nam Ex2.
V B cnyuae c address-family ipv6 unicast

noapasymesaetca OSPF3.
3anpeTuTb MMNOPT MapLIPyTOB 13 npotokosia OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name] level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBona

no redistribute isis

MmnopTtuposaTb maplpyTbl n3 IS-IS 8 BGP.

- level — ycTaHOBWUTb, U3 KaKoro ypoBHs IS-IS 6yayT

QHOHCMPOBATLCA MAPLLPYTbI;

- match — npoun3BoAWTL AaHOHCUPOBAHME TONbKO ANA

YyKa3aHHbIX TMNOB IS-IS mapwpyTos;

- metric — 3Ha4YeHNe MEeTPUKMN AN UMMNOPTUPYEMbIX

MapLpyToB;

- acl_name — nms ctaHgapTHoro IP ACL, KoTopbii byaeT

MCNONb30BaH AnsA GUAbTPALLUM UMNOPTUPYEMbBIX MAPLLPYTOB.
, HepoctynHo pna address-family ipv6 unicast.

3anpeTuTb MMNOPT MapLUPYTOB U3 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnua 354 — KomaHab! pexruma KoHpurypaumm BGP-coceaa

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

description descr
no description

descr: (1..80)
CMMBOJIOB/HET ONMcaHus

Oob6asutb onucaHme BGP-cocepa.

Ypanntb onncaHne BGP-cocega.
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HELTEX

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKNHOUMTb OrpaHUYEHNE KOANYECTBA NPUHUMAEMbIX
mapuwpyTtos oT BGP-coceaa.

- value — MaKcMManbHOe KONMYEeCcTBO NPUHUMAEMBbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMA/IbHOFO KOZIMYECTBa
MapLIpyTOB, N0 AOCTUXEHUN KOTOPOrO OTNpPaBAAETCA
npeaynpexageHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAax), no
MUCTEYEHUIO KOTOPOro NPOUCXOANT NEPENOAKAOYEHNE, eCN
ceccus bblia pa3opBaHa M3-3a NPEBbILEHNA KOANYECTBa
MapLIpyTOB.

- type — Ha3HavaeT AeincTBue BbINONHAEMOE NPU JOCTUNKEHUN
MAKCMMa/IbHOrO 3Ha4YeHUs — paspblB ceccuu <restart> nan
OoTNpaBKa npeaynpexaeHnsa <warning-only>.

BbIKNIOUNTL OrpaHMYeHMe KoanYecTsa NPUHUMAEMbIX
mapuwpyTos oT BGP-cocepa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3afaTb BpeMeHHble UHTepBabl.

- adv-sec — MUHUMaNbHbIA MHTEPBAN MEXAY OTNPaBKOM
UPDATE coobLueHuWiA O4HOIO 1 TOTO e MapLupyTa.

- with-sec — MWUHWManNbHbIN UHTEPBAN MeXay
QHOHCMPOBaHMEM MapLLpyTa U ero nocsieaylowmnm ae-
QHOHCUPOBaHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6biTb 60MbLIE NN paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble J0KHbI 6bITb aHOHCMPOBAHbI
coceaHum BGP-mapuipytusatopam, pacnpeaenatorca no
Heckonbkum UPDATE-coobueHnam. Mexay oTnpaBKon 3TUX
UPDATE-coobLeHMi BblAEPKUBAETCA CNYYalHbIN BpeEMEHHOW
MHTepBa Taknm obpasom, 4Tobbl 0bLLee Bpemsa Mexay
06HOBNIEHMEM MaPLIPYTOB B IOKaNbHOW Tabauue BGP u
oTnpasKoi nocnegHero UPDATE-coobuieHns He NpeBblllano
advertisement-interval unu as-origination-interval 8 cnyyae
OTNPaBKM JIOKabHbIX (MapLpyTbl U3 NOKaNbHOM AS)
MapuwpyToB B eBGP-coeanHeHnn. Takum 06pasom, Kaxaplit U3
MapLpPyTOB MOXKET UMETb CIY4aNHYIO BENNUYMHY 334EPHKKU
QHOHCUPOBaHWUA.

- ToyHOCTb paboTbl Taimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucut ot
MaKCMMaNnbHOrO 3HaYeHUA Nt06Oro 13 3TUX TPEX TaliMepos,
HACTPOEHHbIX Ha BGP-mapLpyTrsaTope (yunTbiBatoTCA
TaliMepsbl, HaCTpOeHHble Ans Bcex BGP-coceaeit). Bce 3HaueHun
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MapPLLPYTOB,
CKOHOUIYpMpPOBaHHbIX HA YCTPOWCTBE, AUCKPETUINPYIOTCA
MHTepBasiom B 1/255 oT HanbobLIero HaCTPOEHHOTo
3HayeHuA. YBeMyeHne MakCMManbHOro 3HayeHuns byaet
NPUBOANTL K YBEIMYEHWIO YACTOTbl AUCKPETU3ALLMM TaliMepoB
W, COOTBETCTBEHHO, K MOHUMKEHWNIO TOYHOCTU UX PabOTbI.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

ebgp-multihop

no ebgp multihop

—/TTL paseH 1

YcTaHoBuTb TTL, paBHbIi 64, Ans eBGP-noaKAoueHui.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3apaTb BpeMeHHOM nHTepBan mexay otnpaskoit UPDATE
coobLLEeHN OAHOTO M TOTO e MapLIpyTa, UCMOo/b3yeTca AnA
QHOHCa I0Ka/bHbIX (MapLUPYTbl U3 IOKaNbHON AS) MmapLupyToB
eBGP coceaam.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120 ¢

3afaTb BpeMEHHOM UHTepPBaJl, MO UCTEYEHUN KOTOPOTO
B0O306HOBAAETCA NOMbITKa co3aatb BGP-ceccuto ¢ coceaom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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DHELTEX

next-hop-self [all]

no next-hop-self

— /BbIKOYEHO

BKAOUYUTL NOAMEHY 3HaueHuA aTpmbyTta NEXT_HOP Ha
NIOKaNbHbIV aapec mapLupyTrusaTopa.

- all —BkAovyaeT nogmeHy 3HaveHus atpnbyta NEXT_HOP Ha
JIOKaNbHbIM aapec MmapLupyTM3aTopa TaKKe U 41 MapLipyTos,
oTpakaemblix ot route-reflector.

OTKAtounTL NogmeHy aTpubyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3afaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoauTcA
BGP-cocea. YcTaHOBNEHME cOCeACTBA HEBO3MOXKHO, NOKA
coceny He Ha3zHayeH Homep AS.
970 peiicTBME BIEYET pa3pbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX NPUHATbIX OT HEro MapLUpyTOB.

Ypanutb naeHTMPUKATOp coceHet aBTOHOMHOM CUCTEMDbI.

timers holdtime keepalive

no timers

holdtime: (O | 3-
65535)/90 c;
keepalive: (0-21845)/30 c

3aaTb BpeMeHHble MHTEPBaAbI.
- holdtime — ecnu B Te4eHMe 3TOro BpemeHu He byaeT
npuHaTo keepalive-coobLieHune, To coeanHEHUE C COCEAOM
cbpacbiBaeTcs.
- keepalive — vHTepBan mexay otnpaskoi keepalive-
coobLeHni.
3HaueHusa holdtime u keepalive gonKHbI 6bITb MM60
V o6a paBHbI Hy0, 160 06a 60blue HynA.
holdtime gonkeH 6bITb 60/blUe UK paBeH
keepalive.
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbiii HacTpoeH
Ha /IOKa/IbHOM MapLUPyTM3aTope, TO UCNONb3YeTCA
NOKaNbHOe 3HayeHue Talimepa keepalive;
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbliii HacTpoeH
Ha coceAHeM MapLUpyTM3aTope, U 3HaYeHue
JNIOKaNIbHO HacTpoeHHoro Taiimepa keepalive
meHbLe yem 1/3 sbi6paHHoro Talimepa hold, To
MCNoNb3yeTcA NOKaNbHOE 3HaUYeHUue Taiimepa
keepalive;
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbliii HacTpoeH
Ha coceAHeM MapLUpyTM3aTope, U 3HaYEHUe
NIOKaNbHO HacTpoeHHOro Taimepa keepalive 6onblie
yem 1/3 sbibpaHHOro Taiimepa hold, To
MCMNONb3YeTCA LiesIoe YUC/I0, KOTOPOE MEHbLUE Yem
1/3 sbibpaHHoro Taiimepa hold.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOM MHTEPBA YAEPHKAHUA coceaa B COCTOSHUN
Idle nocne Toro, Kak oH 6bi1 cHpoLLIEH B 3TO COCTOAHME. 3a 3TOT
MHTEpBa BCE NOMbITKM NEPEYCTaHOBUTL COEAMHEHME C
coceaom ByayT OTKAOHEHbI.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 c

3apaTb BPEMEHHOMN MHTEpPBaN MeXKAay ycTaHoBKol TCP-
coefMHeHua 1 oTnpaskoi nepsoro OPEN-coobueHus.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

shutdown

no shutdown

—/no shutdown

AAMUHUCTPATMBHO BbIKAOYUTL ceccuto ¢ BGP-cocegom u
OYMCTUTb NPUHATBIE OT HErO MapLUPYTbI, He yAanAs ero
KoHbUrypauuu.

AOMUHUCTPATUBHO BKAOUYUTL ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vian_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

Ha3sHauuTb MHTepdeiic, KoTopblit ByaeT Ucnonb3oBaH B
KayecTBe UCXOAALLETO NPY COeAVHEHNM C COCEOM.

OTMEHUTb PYYHYHO HAaCTPOMKY UCXOAALErO UHTepdelica,
BK/IIOYMTb aBTOMATUYECKUI BblbOp nHTepdeiica.
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HELTEX

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector kaneHtom.
- meshed — napameTp BbICTaBAETCA €CAN UCNOAb3YeTCs mesh-
Tononorua. Mpu nony4yeHnn oT Takoro KameHTta BGP-
MapLUPYTOB OHU He ByayT NnepecbiNaTbCa APYrMm KAMeHTam.
BGP-mapuwpyTtusatop asnsetca route-reflector-om,
V ecnu xota 6bl 04MH ero cocef, CKOHGUrypMpoBaH Kak
route-reflector knueHr.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

CoXpaHWUTb NOJIyYEHHbIE OT coceAa MapLLpPyThbl B OTAE/bHOWM
061acTi namaT. MeTo No3BoAseT NPUMEHUTb BXOAALLYHO
nosanTmKy "route-map in" ansa cocepna 6e3 cbpoca cocencrsa u
3anpoca MapLupyToB.

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKAIOYNTb MEeXaHW3M COXPaHEeHUA MapLUPYTOB.

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (1..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbI ByaeT npumeHeH
K aHOHCMPYEMbIM WU NPUHUMAEMbIM MapLIPYTaM.

Orsazatb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — vma Peer-rpynnbl, KoTopasa OyaeT NnpumeHeHa K

coceay.
V HacTtpoiiku Ha Peer-rpynne umetrot 6onee Bbico-
KU NPUOPUTET, YeM HACTPOIKU Ha camom cocepae.

Ypanutb cocega us rpynnoi.

address-family ipv4 {
unicast | multicast }

Ykazatb Tmn IPv4 Address Family n nepesectn KommyTaTop B
peMm KoHourypaumm cootseTtcTBytowen address family

—/unicast ona atoro BGP-cocena.
no address-family ipv4 { BbIkntounTb cooTBeTcTBytOLWYO IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- BknatounTb npouesnypy Path MTU Discovery ans BGP-cocepna.
ery l He noapeprxkuBaetca Ha IPv6-cocepcTse.
—/disabled H

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIK/OYEHO

Bkatountb npoTtokon BFD Ha cocege.
’ He noppepyusaerca Ha IPv6-coceactse.

BbikntounTb npoTtokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..32) cumBona

3agatb ounbTp as-path gns BGP-cocena.
- name — “MA CNUcKa as-path;

- in — oA BXOAAWMX MapLLpPYTOB;

- out — 4/1A MCXOAALMX MapLIPYTOB.

Ypanutb dbunbtp as-path.

password word

no password

word: (1..128) cumBo108B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKIOYEHA

BkatounTb ayTeHTUdUKaLMIo Bcex TCP-cermeHTOB, MPUHATbIX
oT BGP-cocepna. 3apath Koy ayTeHTUdMKaALMM B TEKCTOBOM
Buae.

[aHHas HacTpoWKa UrHOpUpYyeTcAa, ecnn gna ayTeHTUudUKa-
LMu yKasaHa key-chain.

- word — KN4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.
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DHELTEX

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

BKkntounTb ayTeHTUdMKauuto Bcex TCP-cermeHTOB, NPUHATDLIX
oT BGP-coceaa. 3agaeT Katou ayTeHTMdMKauum B 3awmdpo-
BaHHOM BuAe (Hanpumep, Naponb B 3aWwMdpoBaHHOM BUAE,
CKOMWPOBAHHbIN C APYroro ycTponcTBa).

[aHHas HacTpolika UrHopupyeTca, ecam aaa ayTeHTUdUKa-
LMu yKasaHa key-chain.

- encryptedword — Knio4 B TEKCTOBOM BUAE.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBoNOB;
MO YMOYAHMIO ayTEeHTU-
duKaLmA OTKAOYEHA

3a/aTb MMA CBA3KM KAloYei, KoTopasa byaeTt Mcnosib3oBaTtbea
ona ayteHTUdUKaumm Bcex TCP-cermeHTOB, MPUHATBIX OT
BGP-coceaa.

- word — VMA CBA3KKU KNLOYEN.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D unun /n);
fw_router_address:
(A.B.C.D); tunnel_id:
(1..16)

Co3paTb CTaTMYecKoe NpaBuAO A/1A MHOroagpecHom Tab-
LBl MapLLPYTU3ALUN.

- prefix — IP-agpec ceTn Ha3HayeHus;

- prefix_length — macKka npeduKca HazHauyeHUs Unu ee
O/VH3;

- fw_router_address — |P-agpec maplpyTmM3aTtopa MHOro-
a[,pECHOM PacCbINKK;

- tunnel_id — naeHTUPMKaTOp TyHHeNA.

YpanuTe cTaTMYeckoe Npasuo 13 Tabanubl MHOrOaaApecHoOM
MapLLpyTU3auunm.

KomaHObl pexcuma KoHguypayuu Address Family BGP-coceda

BunAa 3anpoca KoMaHAHOM CTPOKM B pexxunume KoHpurypaumnm Address Family BGP-cocega:

console (router-bgp-nbr-af) #

Tabanua 355 — KomaHgb! pexkuma KoHdurypaumm Address Family BGP-cocega

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

maximum-prefix value
[threshold percent | hold-

timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/IIOYMTL OrpaHMYEHME KOAMYECTBa NPUHUMAEMBbIX MapLIPYyTOB
ot BGP-cocepa.

- value — MakcMManbHoOe KOIMYeCcTBO NPUHUMAEMBIX
MapLLpPYyTOB.

- percent — NPOLLEHT OT MaKCMMaJIbHOTO KONNYecTBa
MapLUpPYTOB, MO AOCTUXKEHUW KOTOPOrO OTNPaBAAeTCA
npesynpexaeHue.

- second — BpeMeEHHOM NPOMEXKYTOK (B CeKyHAax), no
NCTEYEHWNIO KOTOPOTrO NPOUCXOANT NepPenoaKoUeHne, ecau
ceccus 6bina pasopsaHa M3-3a NPeBbIEHNA KOMYecTsa
MapLLpPYyTOB.

- type — HasHayvaeT AeicTBME BbINOAHAEMOE MPU JOCTUNKEHUU
MaKCMManbHOIo 3Ha4YeHUA — PaspbIB ceccum <restart>nan
OTnpaBKa npeaynpexaeHna <warning-only>.

BbIKNOUMTb OrpaHMyeHme KoanYecTsa NPUHUMaEMbIX
mapuwpyTtos oT BGP-coceaa.
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HELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30¢c;
with-sec: (0-65535)/30 ¢

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MUHUMaNbHbIN MHTEPBAN MEXAY OTMNPABKOM

UPDATE coobLeHnit o4HOTo U TOro e MapLupyTa.

- With-sec — MMHUMaNbHbIA MHTEPBAT MEXAY aHOHCMPOBAHUEM

MapLipyTa 1 ero nocieayowmnm ae-aHoOHCMPOBaHUEM.
- advertisement-interval gonkeH 6biTb 60nbLIE MK

V paseH withdraw-interval.

- MapuupyTbl, KOTOpble A0NXHbI 6bITb AHOHCUPOBAHDI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no Heckonbkum UPDATE-coobweHnam. Mexay
otnpaBKoi 3Tux UPDATE-coo6LuieHui BbigepKuBaeTca
CNy4yalHbIi BpeMeHHO UHTepBan Takum obpasom,
4yTO06bI 06 EEe Bpema mexay 06HoBNeHuem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u oTnpasKoi
nocneaHero UPDATE-coobLieHUs He NpeBbiwano
advertisement-interval unu as-origination-interval 8
c/lyyae OTNPaBKU N0OKaNbHbIX (MapLupyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHUU.
Takum 06pasom, KaXabli U3 MapLUPYTOB MOXKET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.
- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucur ot
MAKCMMaNbHOro 3Ha4eHua ntoboro uU3 aTUX TpPEx
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuuTbiBatoTCA Talimepbl, HAaCTPOEHHble AnA Bcex BGP-
cocegeit). Bce 3HaueHus TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
BVCKPEeTU3NpYIoTCAa UHTepBanom B 1/255 ot
HanbonbLIero HaCTPOEHHOro 3Ha4YeHuA. YBenmyeHume
MaKCMManbHOro 3HaueHus 6yaet NpuBoAUTb K
YBEJIMYEHUIO YaCTOTbl AUCKPETU3ALMM TaliMepOB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3apaTb BpEMEHHOM MHTepBan mexay otnpaskoi UPDATE
COODOLLEeHNI OAHOMO U TOFO XKe MapLLpyTa, UCNONb3yeTcA Ana
QHOHCA /I0Ka/IbHbIX (MapLIPyTbl U3 IOKaNbHOM AS) MapLLpyTOB
eBGP cocepam.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

route-map name {in |
out}

no route-map name {in |
out}

name: (0..32) cumBona

- name — UMA NOAUTUKM route-map, KoTopas byaet npume-
HeHa K coceay B faHHoM Address Family. Mo3sonseT punbTpo-
BaTb U BHOCUTb M3MEHEHMWS B aHOHCUpyeMble U NpPUHUMAe-
Mble MapLLpyTbI.

Y8anuTb NoNUTUKK ¢ gaHHon Address Family.

next-hop-self

BKAtOUNTL NOAMEHY 3HaueHua aTpmubyTta NEXT_HOP Ha

—/BKAOYEHO NOKaNbHbIM agpec mapLipyTusaTopa.
no next-hop-self OTKAtounTb NogmeHy aTpmbyta NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBAeTCcA ec/M UCNoib3yeTca mesh-
Tononorusa. Mpu NoNyYeHUn oT TaKoro KAneHTa BGP-mapLupyTos
—/disabled OHM He ByayT nepecbinaTbCa APYTMM KAUEHTaMm.

no route-reflector-client

BGP-mapwpytusartop asaserca route-reflector'om,
V ecnum xoTA 6bl OAUH ero cocef, CKOHPUTypMpoBaH Kak
route-reflector kameHr.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.
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KomaHObI pexcuma KoHguaypayuu Peer-2pynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KOHPurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabanua 356 — KomaHgb! pexkuma KoHdurypaunm Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKOUYNTL OrpaHMyYeHme KOANYeCcTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — maKcMmanbHoe KoIMYecTBo NPUHUMAEMbIX
MapLIpyTOB.

- percent — NPOLLEHT OT MaKCMMaIbHOTO KOJIMYECTBa
MapLUPYTOB, MO AOCTUKEHUM KOTOPOro OTNpPaB/AeTcA
npegynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAaax), no
NCTEYEHMIO KOTOPOTrO NPOUCXOAUT NepenoaKaoueHne, ecnm
ceccus bbina pasopsaHa M3-3a NPEBbILEHNsA KOMYECTBA
MapLUpPyTOB.

- type — Ha3HayaeT AencTBME BbINOJHAEMOE NPU AOCTUNKEHUN
MaKCMMaNbHOro 3HAaYEHUA — PaspbIB ceccum <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

BbIKNOUMTb OrpaHMyeHme KoanyecTsa NPUHNUMaEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30 ¢;
with-sec: (0-65535)/30 ¢

3apaTb BpeMeHHble MHTepBasbl.

- adv-sec — MUHUMAabHBIN MHTEPBAN MEX Y OTNPaABKOM
UPDATE coobLeHnit 04HOTo U TOro e MapLupyTa.

- With-sec — MUHUManNbHbIA UHTEPBAN MeEXAY
QHOHCMPOBaHWEM MapLLPyTa U ero NocaeayoLWmm ae-
aHOHCUPOBaHWEM.

- advertisement-interval goneH 6biTb 60nbLUE AN

V paseH withdraw-interval.

- MapupyTbl, KOTOpble AO0/XHbI 6bITb AHOHCUPOBAHbBI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no HeckonbKum UPDATE-coobweHuam. Mexay
oTtnpaBKoi 3Tux UPDATE-coo6uieHui BbigepKuBaeTca
ClyyaiiHbI BpeMeHHOM MHTepBan Takum obpasom,
4yTo6bI 06 EE Bpema mexay o6HoBNeHnem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u otnpasKoi
nocneaHero UPDATE-coobLeHnA He npeBbiwano
advertisement-interval unu as-origination-interval 8
c/ly4yae OTNPaBKMU NIOKaNbHbIX (MapLpyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHuUU.
Takum 06pasom, Kaxablii U3 MapLUPYTOB MOXKET
MMEeTb CNyYailiHyI0 BEANUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucur ot
MAKCMMaNbHOro 3Ha4eHua ntboro U3 aTUX Tpéx
TallMepoB, HACTPOEHHbIX HAa BGP-mapLuipyTtusarope
(yuuTbiBalOTCA TaliMepbl, HACTPOEHHble anA Bcex BGP-
cocepeit). Bce 3HaueHUa TalimepoB aHOHCMPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
OVCKPETU3UPYIOTCA UHTEpPBanom B 1/255 ot

HanbonbLIero HaCTPOEHHOro 3Ha4YeHus. YBenmyeHue
MaKCMMaNbHOro 3HavyeHuA 6yaeT NnpuBogUTb K
YyBeJIMYEHUIO YaCTOTbl AUCKPETU3ALMM TaliMepOB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU MX paboTbl.
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no advertisement-interval

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3a4aTb BpeMeHHOM MHTepBan mexay otnpaskoii UPDATE
COO0BLEHNI O4HOTO M TOTO e MapLLpPyTa, UCNONb3yeTca Ans
aHOHCa /IOKa/bHbIX (MApLLPYTbl U3 I0KaNbHOM AS) MapLupyToB
eBGP cocepam.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120 ¢

3a,ﬂ,aTb BpeMeHHOVI WUHTEpBan, No NCTEYEHUIO KOTOPOTo
BO30OHOBAAETCA NOMbITKA co3aaTtb BGP-ceccuto ¢ cocegom.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

next-hop-self [all]

no next-hop-self

—/BbIK/IOYEHO

BKAtOUNTL NOAMEHY 3HaueHus aTpmbyTta NEXT_HOP Ha
JIOKa/IbHbIM afpec MapLpyTnsaTopa.

- all —BkoyaeT nogmeHy 3Ha4eHusa aTpnbyta NEXT_HOP Ha
JIOKa/IbHbIN afpec MapLIpyTU3aTopa TaKkKe U 419 MapLIpyTos,
oTpaxkaembix ot route-reflector.

OTKAouNTL NnogmeHy aTpmubyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aTb HOMepP aBTOHOMHOM CUCTEMBI, B KOTOPOI HaxoamuTca
BGP-cocea. YcTaHOBNEHME cOCeacTBa HEBO3MOXKHO, NOKa
coceny He HasHadyeH Homep AS.
970 peiicTBUE BAEGUYET pa3pbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

Y8anutb MAeHTUGMKATOP cocesHel aBTOHOMHOW CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 c;
keepalive: (0-21845)/30 c

3afaTb BpEeMEHHble UHTepBasibl.
- holdtime — ecnu B Te4yeHUe 3TOro BpeMeHU He ByaeT NPUHATO
keepalive-coobuieHne, To coeguHeHNe C coceaom
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobLweHunn.
3HaueHus holdtime u keepalive 4onxHbI 6bITb NM60
V o6a paBHbl Hy0, "M60 06a 60blue HynA.
holdtime gonxeH 6biTb 60nbLIe UM paBeH keepalive.
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha JIOKaIbHOM MapLLPYyTU3aTOpPE, TO UCNONb3yeTcA
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecnm 6bin Bbi6paH Taiimep hold, KoTopbiit HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHUE JIOKAJIbHO
HacTpoeHHoro Talimepa keepalive meHbwe yem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbsyerca
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAUYEHUE JIOKA/IbHO
HacTpoeHHoro Talimepa keepalive 6onbwe uem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbayerca uenoe
4Yncno, KOTopoe MeHblue Yyem 1/3 BbiGpaHHOro
Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3agaTb BpEMEHHOM MHTepBan yAep»aHuUA cocesa B COCTOAHUM
Idle nocne Toro, Kak oH bl cbpoLleH B 3TO cOCTOAHME. 3a 3TOT
MHTepBas BCe MOMbITKM NepeycTaHOBUTb COeAMHEHNE C
cocefiom 6yayT OTKNOHEHbI.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 ¢

3a4aTb BpeMeHHOM MHTepBan mexay ycTaHoBKon TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAOYNTL CECCUMN CO BCemM BGP-
cocegamu, BXOAALMMM B COCTaB Peer-rpynnsbl, U ounwaeT
NPUHATbIE OT HUX MapLUPYTbI, HE YAANAA UX KOHOUTYpaumu.

B KOoHbUrypauuio Kaxaoro cocesia, BXOAALLEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.
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no shutdown

AAMWHUCTPATUBHO BKAOUYUTL ceccum co Bcemn BGP-coceaamu,
BXOZALMMMU B cocTas Peer-rpynnbl. Yaanaetr KomaHay
shutdown 13 KoHOUIYpaLUK Kaxa0ro cocesa, BXOAALLEro B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTb MHTEpdeiic, KoTopbli ByaeT MCNoNb30BaH B
KauyecTBe UCXOAALLEro NPU COeANHEHUMN C COCEL0M.

FortygigabitEthernet
ve's fo_port(1..8/0/1..4);
fo_port Port-Channel group .(1.48)
Loopback /oopback Vlan group: (1..48);
. loopback: (1-64);
vian_id ] .
= vlan-id: (1-4094) — -

no update-source OTMEHWTb PYYHYIO HAacTPOMKY ncxoaallero HTepoenica,
BKNOUYNTb aBTOMATUYECKU BbIbop nHTepdeitca.

route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knneHtom.

meshed ] - meshed — napameTp BbicTaBnseTCA, €CAN UCNONb3YETCA
mesh-Tononorusa. Mpun noay4YeHUn oT Takoro KaMeHTa BGP-

—/disabled MapLUIPYTOB OHW He ByayT nepecbinaTbca APYTMM KANEHTaM.
BGP-mapuwpyTtusaTtop asnserca route-reflector-om,
V ecnu xoTa 6bl 04MH ero coceg CKOHOUrypUpPoBaH Kak
KnueHT route-reflector.

no route-reflector-client YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

soft-reconfiguration in- CoxpaHWUTb NOMYYEHHbIE OT cOCeaa MapLpyTbl B OTAE/bHOM

bound obnactn namATn. MeTog, No3BoNAET NPUMEHUTL BXOAALLYHO
noanTUKy "route-map in" ana cocepa 6e3 cbpoca cocencrsa m
3anpoca MapLipyToB.

—/disabled

no soft-reconfiguration in-
bound

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNOYNTb MEXaHU3M COXPaHEHWA MAPLIPYTOB

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — HasBaHue IP prefix-list, KoTopbIit ByaeT NnpumeHeH K
QHOHCMPYEMbIM MW NPUHUMAEMbIM MapLIPyTam.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IIOYEHO

BkatounTb npoTokon BFD Ha peer-rpynne.
’ | He noppepxxusaetca Ha IPv6-cocepacTse.

BbikntounTb NnpoTtokon BFD Ha Peer-rpynne.

password word

no password

word: (1..128) cumBo0B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKIOYEHA

BKkntounTb ayTeHTUdMKaLmMio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocepna. 3aaaTh K4 ayTEHTUDMKALUMU B TEKCTOBOM
BMae.

[aHHaa HacTpoWKa uUrHopupyeTcsa, ecam Ans ayTeHTUdmKa-
UMK yKasaHa key-chain.

[aHHasa HacTpoiKa UrHopMpyeTCA ANA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, ONA KOTOPbIX NPUCYTCTBYIOT COb-
CTBEHHble HAaCTPOMKM ayTeHTUDUKaL UM,

- word — KNto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTeHTH-
duKauma oTkNOuEHA

BkntounTb ayTeHTUdMKaLmio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocena. 3apaeT ko4 ayTeHTUPMKaLMK B 3alumndpo-
BaHHOM BUZe (Hanpumep, Naposib B 3aWMPPOBaHHOM BUAE,
CKOMWMPOBAHHbIW C APYroro ycTpoicTea).

[aHHaA HacTpoiKa MrHopupyeTca, ecim ans ayteHTUuduKa-
UMM yKasaHa key-chain.

[laHHaA HacTpoliKa UTHOPUPYETCA ANA BXOAALMX B HACTpaun-
BaeMyto Tpynny nupoB, ANS KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHbIE HAaCTPOWKM ayTeHTUUKALUN.

- encryptedword — Knto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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password key-chain word

no password key-chain

word: (1..32) cumBONOB;
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

3apaTb UMA CBA3KM Ktouyeit, KoTopas byaeT ncnosib3oBaTbCa
ana ayteHTMouKaumm Bcex TCP-CermeHTOB, MPUHATbIX OT
BGP-cocepa.

[aHHas HacTpoiKa UrHopumpyeTca A4 BXOAAWMX B HACTpaK-
BaeMylo rpynny nupoB, AN KOTOPbIX MNPUCYTCTBYIOT CO6-
CTBEHHbIE HACTPOMKN ayTeHTUUKaLUK.

- word — “MA CBA3KM KAtouen.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

Bua 3anpoca KOMaHAHOM CTPOKU peXKMMa KOHGUrypauum ctaHgapTHoro community list:

console (ip-comm-list) #

Tabanua 357 — KomaHgbl pexxuma KoHPUrypaummn ctaHgaptTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[Oo6aBnTb community B CMCOK.

Ypanute community M3 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma KoHPUrypaumm cTaHgapTHoro extcommunity_list:

console (ip-extcomm-1list) #

Tabauua 358 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro extcommunity list

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ext-community {4byteas-
generic {transitive | non-
transitive} | cost [igp | pre-
bestpath | rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclumpeHHoe community B CIUCOK.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[06aBuT paclumpeHHoe community B CMUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath | rt | soo}

Ypanutb pacwunpeHHoe community 13 CNUCKa.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabanua 359 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

clear ip bgp [ip_add] vrf
[vrf-name]

ip_add: A.B.C.D;
vrf-name: (1..32)
cMmBona, all

MepeycTtaHoBUTb coeanHeHna ¢ BGP-cocegamm, oumiana npu-
HATbIE OT HUX MapPLIPYTbI.

- ip-add — agpec cocegHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycTtaHOB/IEHA CECCUS;

-vrf_name — nmA BUPTya/ibHOW 061aCTM MapLIpyTMU3aLUK.

show ip bgp afi safi vrf [vrf-
name]

afi: (all, ipv4, ipv6);
safi: (all, unicast,

OTob6pasunTb Tabanuy BGP-mapwpytoB (Loc-RIB), yKasaHHbIX
AFI/SAFI.

multicast); - afi — npeHtTndukatop Adress Family;
vrf-name: (1..32) - safi — vnaeHTndumkaTop Sub-Address Family;
cumBona, all -vrf_name — vmA BUPTya/ibHOW 061aCTM MapLIpyTU3aLUu.
show ip bgp [ip_add] vrf ip_add: A.B.C.D; OT1o6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
[vrf-name] vnznan”.le'.(ll ;?;21) - ip-add — npeduKc noaceTn HasHayYeHus, No KoTopomy byaeT
N oTobpaxeHa noapobHas nHGopMaLmsa 0 MapLIpyTax 4o Heé;
cumBona, all .
- vrf_name — vma BMpTyanbHoOW 061aCT MapLIpyTU3aLmMK.
show ip bgp neighbor [ip- OT06pa3nTb NHGOPMaLMIO O HAacTpoeHHbIX BGP-coceasnx.
add [detail | advertised- - ip-add — appec cocegHero BGP-cnukepa, no kotopomy by-
routes | received-routes]] AeT oTounbTpoBaHa nHbopmaLms.
vrf [vrf-name] ip_add: A.B.C.D; - detail — oTo6pasnTb NoapPobHYIO NHPOPMaLUIO.
vrf-name: (1..32) - advertised-routes — o0T06pa3uTb Tabauuy MapLIPYTOB,
cumBona, all aHOHCMPOBaHHbIX COCeay.
- received-routes — 0T06pasuTb TabauLy NpPUHMMaEMbIX

MapLUPYTOB 10 MPUMEHEHMUSA K HUM BXOAALLEN NONUTUKK;
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTU3aLUu.

show ip bgp peer-group
name vrf [vrf-name]

name: (1..32 cumBona);
vrf-name: (1..32)
cumBona, all

OT06pa3nTb co34aHHblE peer-rpynnbl U X HACTPOMKK.
- name — 0TO6Pa3nTb HACTPOIKK FPYNMbl C UMEHEM Name;
- vrf_name — vmA BUPTYaNbHON 061aCTU MapLpyTU3aLmK.

show ip bgp peer-group
name neighbors vrf [vrf-
name]

name: (1..32 cumsona);
vrf-name: (1..32)
cMmBona, all

OTO6pa3nTb COCTOALLMX B peer-rpynmne coceaen.
- name — oT06pa3unTb HACTPOIKM FPYNMbl C UMEHEM NAaME;
- vrf_name — umA BUPTYaNbHON 061aCTN MapLpyTU3aLMMK.

5.35.5 Hacmpolika npomokona IS-1S

IS-IS (intermediate system to intermediate system) — npoToKoA AMHAMMUYECKON MapLIpyTMU3aL MK, OC-
HOBaHHbIN Ha TEXHOJ/IOTMWN OTC/IEKMUBAHUA COCTOAHUA KaHana (link-state technology) n nucnonbsytowmit ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelkctpbl. MpoToKon IS-IS npeactasnneT coboi NPOTOKON BHYT-
peHHero wnto3a (IGP). MpoTokon IS-IS pacnpocTpaHAeT MHPOPMaLMIO O AOCTYMHbIX MapLIPYTax MeXKay MapLl-
pyTM3aTopamMu OA4HOM aBTOHOMHOM CUCTEMDBI.

KomaHObI pexcuma 2no0banbHol KoOHpu2ypauuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 360 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no

YMOMYAHUO

Aelicmeue

router isis

no router isis

—/ISIS-mapwpyTnsatop
OTKAOYEH

3anyctutb IS-IS mapwpyTtnsatop. Bolitn B pexxum KoHobuUrypa-
umn npotokona IS-IS.

OctaHoBUTb IS-IS mapwpyTtmnsatop. Yaanutb KoHdurypaumio
npoTokona IS-IS.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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KomaHObI pexcuma KoHgu2ypauuu npomokona IS-1S

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdpurypaumm npoTtokona IS-IS:
console (router-isis) #

Tabnnua 361 — KomaHab! pexkuma KoHpurypaumm npotoKkona IS-IS

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

address-family ipv4
unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonOB;
level: (level-1, level-2)/level-1-2

3afaTb KoY ayTeHTMdUKaLmM B BUAE TeKcTa. Mcnonbsy-
etca gns ayteHTudumKaumm LSP, CSNP, PSNP PDU. [aHHas
HACTpOMKa UrHOPUpPYETCA ecnu ANA ayTeHTUdUKauum yka-
3aHa key-chain.

- word — KN4 B TEKCTOBOM Bnae;

- level — ypoBeHb IS-IS, gna KoTOporo nNpPUMEHUTCS
HaCTpOWKa.

YAanuTb KNtoY ayTeHTUdUKaumm.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CYMBOJIOB;
level: (level-1, level-2)/level-1-2

3apaeT KAY ayTeHTUOMKALMM B 3alIMPPOBAHHOM BUAE
(Hanpumep, naponb B 3aWMPPOBAHHOM  BUAE,
CKOMMPOBAHHbIN C APYroro ycTpoicTea). Mcnonbayetcs ans
ayTteHTUdMKaumm LSP, CSNP, PSNP PDU. [laHHasA HacTpoliKa
UTHOpUpYyeTCcA ecnn Ans ayTeHTUdMKaumm ykasaHa key-
chain.

- encryptedword — kntou B 3awmdpoBaHHOM BUAE;

- level — ypoBeHb IS-IS, gnAa KoToporo npumeHuTCA
HaCTpoWKa.

Y4anuTb KNy ayTeHTUOUKaLUK.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/level-1-2

3afaTb MMs CBSI3KM KAtO4Yel, KoTopas byaer Mcnosib3o-
BaTbCA AN ayTeHTMdUKaumm LSP, CSNP, PSNP PDU.

- word — NMA CBA3KN KAlouel;

- level — ypoBeHb IS-IS, gna KoToporo npumeHuTCs
HaCTpoOWKa.

OTKOUYNTL PEXUM UCMONb30BAHWUA CBA3KWU KAlouen ana
ayTeHTUdUKaUmK.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonyaHutio
ayTeHTUdMKaLMA OTKIOUEHa.

BkntounTb ayTeHTUdMKaumio B IS-IS u onpepenuts ee Tin:
- text — ayTeHTUdMKALMA OTKPBITHIM TEKCTOM;

- md5 — ayTeHTUdUMKauma MD5;

- level — ypoBeHb IS-IS, ona KOTOpPOro npuUMeHuTcA
HaCTpoWKa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

hostname dynamic

BKAOYUTB NOAAEPKKY ANHAMUYecKMx hostname.

—/BKNtOYEHO
no hostname dynamic BbIKNOUNTL NOAAEPIKKY AMHAaMMYecKnx hostname.
is-type {level-1 | level-2- 3apatb TMN MapmpmiaaTovpa B IS-IS pomeHe:
only |level-1-2} - level-1 — Bce B3aumoaencTeuna ¢ 4pyrmmm mapLipyTmsa-
TOPamM NPOUCXOZAT Ha 1 ypoBHe;
—/level-1-2 - level-2-only — Bce B3aMmogencTeus ¢ Apyrumm mapLipy-

TU3aTOpamMM NPOUCXOZAT HA 2 YPOBHE;
- level-1-2 — ycTpoiicTBO NoaaepK1BaeT B3aMMOLENCTBUA
060M1X YPOBHEA.
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no is-type

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6ait

YCTaHOBWUTb MaKCMMa/IbHO BO3MOXHbI pasmep oTnpasns-
emblx LSP 1 SNP. 3HaueHue Isp buffer size He gonxHo npe-
BblLaTb 3HayeHune pdu buffer size.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MC;
level: (level-1, level-2)/level-1-2

3agaTb MMHMMabHBIN MHTEPBaN B MC, MeXay reHepa-
Lumein oaHoM 1 Tol ke LSP.

- second — 3Ha4yeHWe UHTepBana B MUANUCEKYHAAX, NO
ncTeyeHnn Kotoporo LSP morkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb 418 KOTOPOro NPUMEHMM AAHHbIN UH-
TepBan. Ecnv He yKasblBaTb, MHTEPBAN MPUMEHUTCA K
060MM YPOBHAM.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 c;

3a4aTb MaKCMMabHbIM MHTEPBa B CEKYHOAX, MeXay re-
Hepauuen LSP.

- second — 3HayeHWe MHTepBana B CEKYHAAX, MO ncteye-
HUK KoToporo LSP 6yaeT 3aHOBO creHepuMpoBaHo.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

max-Isp-lifetime second

second: (350-65535)/1200 c;

3apaTb Bpema Xu3Hu LSP.

3HauyeHune J0KHO bbITb X0TA 6bl Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3HaYeHWe B CEKYHIaAX.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3afaTb UCMOb3yeMblli CTU/Ib METPUKMN.

- narrow — NoAAepPK1BaTb TONIbKO CTaHAAPTHYO (Y3Kyto)
METPUKY.

-wide — noaAepKMBaTb TONbKO PACLUMPEHHYIO METPUKY.
- both — noppepxunBath 06a CTUNA METPUKM.

- level — ypoBeHb, 419 KOTOPOro NPUMEHUM YKa3aHHbIM
CTU/Ib METPUKK. ECN He yKa3biBaTb, METPUKA
NPUMEHUTCA K 060UM YPOBHAM.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

net XX XXXX.XXXX.XX

no net

YcTaHoBUTL Tak HasbiBaemblit NET (Network Entity Title)
afpec — yHWKaNbHbIN MAEHTUPUKATOP MapLLpyTM3aTopa B
npegenax IS-1IS pomeHa. Mpu 3anmucm NET mcnonb3yetca
WecTHaALaTepUyYHaa CMCTEMa CYUCIEHMA.

Ypanutb naeHTUdUKaTOp maplupyTusaTopa.

shutdown

no shutdown

—/BKNtOYEHO

OTkAtouMTbL Npouiecc ISIS.

Bkatountb npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YCTaHOBWUTb MHTEPBAN MEXKAY ABYMSA NOCAeA0BaTeNbHbIMU
nepecyetammn anroputma SPF B MUANUCERYHAAX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YCTaHOBWTb, CKONIbKO pa3 anroputm SPF moskeT 6biTb npe-
pBaH obHoBNEeHMem LSDB.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

spf threshold updates-re-
start number

number: (1-
4294967295)/4294967295

3apaeT KonnyecTso obHoBAeHUI LSDB, npu KoTopbix anro-
put™m SPF ocTaHaBnMBaeTcA U nepesanyckaeTca
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no spf threshold up-
dates-restart

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

spf threshold updates-
start number

no spf threshold up-
dates-start

no max-Isp-lifetime

number: (1-
4294967295)/4294967295

YcTaHOBUTbL KoIM4YecTBo 0bHoBeHuI LSDB, Heobxoammoe
ONA Hemez/ieHHOro 3anycka anroputma SPF (spf interval
maximum-wait npu 3Tom urHopupyerca).

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

KomaHObI pexcuma KoHpuaypauuu Address-Family

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af) #

Tabnunua 362 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspewunTtb MMNOPT connected-mapLipyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpeseseHve MapLIpyToB;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLIPYTam TUN
MEeTPUKHY;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbii byaet
MCNONb30BaH AN GUAbTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTub
METPUKU, BCe 3HAYEHMA MEeTPUKKM bosble 63 byayT yKasaHbl B
TLV Kak 63.

3anpetnuTb UMNoOpT connected-mapupyTtos B IS-IS. B cnyyae
yKa3aHWA napameTpa BEPHYTb €ro 3HaYeHne nNo yMOoa4YaHMIo.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Pa3spelwnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve mapLipyTos;

- type — YCTaHOBUTb MMMNOPTUPYEMbBIM MaPLIPYTam TUN
MEeTPUKHY;

- metric — 3Ha4YeHWe METPUKM ANA UMINOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbiii byaer
MUCNONb30BaH ANs GUALTPALLUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuab
METPUKM, BCe 3HAUYEeHNA MeTPUKKM bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMNOPT CTaTUYECKNX MapLLpyToB B IS-IS. B cayyae
yKa3aHMA napameTpa BEPHYTb €ro 3HaYeHne no yMOaAYaHMIo.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewuntb umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpegeneHve mapLpyTos;

- type — YCTaHOBWUTb MMMNOPTUPYEMbIM MapPLIPYTam TUN
METPUKU;

- metric — 3Ha4YeHWe METPUKM AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCNONb30BaH AN GUALTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
METPUKM, BCe 3HAUYEeHNA MeTPUKM bonblue 63 byayT yKasaHbl B
TLV Kak 63.

3anpetntb MnopT mapupytos u3 RIP B IS-IS. B cayyae
yKa3aHMA napameTpa BEPHYTb €ro 3HaYeHne no yMOaYaHMIo.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewunts umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl 6yAeT BbINOAHATLCA
nepepacnpeseseHve MapLIpyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- name — umsa ctaHgapTHoro IP ACL, koTopbiii byaet
MUCNONb30BaH AN GUAbTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnun rnobanbHO BKAKOYEH CTAHAAPTHLIN (Narrow) ctunb
METPUKM, BCE 3HAYEHMA MeTPUKKM bosble 63 ByayT yKasaHbl B
TLV Kak 63.

3anpeTuTb UMNopT MapupyTos n3 BGP B IS-IS. B cayyae
yKa3aHWA napameTpa BEPHYTb €ro 3HaYeHne nNo yMoa4YaHMIo.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)

level: (level-1, level-2);
type: (internal, external);
match:(internal, external-

1, external-2, nssa-
external-1, nssa-external-
2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewuntb umnopt mappytos n3 OSPF B IS-IS.

- id — npeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpeaeneHne MapLipyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApPLUPYTaM TUN
METPUKY;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe METPUKUN AN UMMNOPTUPYEMBbIX
MapLUpyTOB;

- name — nma cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCNONb30BaH ANs GuUAbTPALLMM UMNOPTUPYEMbBIX MAPLLPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIN (narrow) ctuab
METPUKK, BCe 3HAaYEHMA MEeTPUKKN bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMNOPT MappyToB n3 OSPF B IS-IS. B cnyyae
yKa3aHWA napameTpa BEPHYTb €ro 3HaYeHne No yMOSYaHMIo.

KomaHObI pexcuma KoHguaypayuu uHmepdaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabanua 363 — KomaHgbl pexkuma KoHpurypaumnm nntepoeriica Ethernet, VLAN

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKAKOUMTb NPOTOKON MaplpyTmusaunm IS-IS Ha Tekywem nHTep-
deiice.

BbIKAHOUYUTL MPOTOKON MapLLpyTU3aumm IS-1S Ha TeKywem nHtep-
deiice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBonOB;
level: (level-1, level-
2)/level-1-2

3apatb Kod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3ytoTea
ons ayteHTMdmkaumm HELLO PDU. [laHHaA HacTpoiKka UrHopwm-
pyeTca ecam ana ayteHTMdMKaumm ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHs IS-1S

Y4anuTb KoY ayTeHTUOUKaLUM.

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3a4aTb KoY ayTeHTUGUKALUK B 3alUMPpPOBaHHOM BUAE
(Hanpumep, Nnaponb B 3aWMdpPoOBaHHOM BUAE, CKONMPOBAHHBIN C
OpYroro ycTpoicTea). Mcnonbsytotcs gns ayTeHTudukaumm HELLO
PDU. [laHHaa HacTpoIKa UTHOPUPYETCA ec/in ANA ayTeHTUdUKaL MK
yKasaH key-chain.

- encryptedword — kntod B 3alIMPPOBAHHOM BUAE.

Y4anuTb KoY ayTeHTUOUKALUM.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtoYeW, KoTopas byaeT Mcnosib3oBaTbCA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KU KNLOYeN.

OTKNOUUTD PEXMM UCMOABb30BAHUA CBA3KM KAtOYel AnA ayTeH-
TMdUKaLmun.

isis authentication mode

level: (level-1, level-

BkntounTb ayteHTUdMKaumio B HELLO PDU Ha Tekywem uHTep-
deiice M onpesennTs ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUduMKauma MD5.
ayTeHTMdUKaumA
- — YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/II0YEHa.
s YKasaTb, COCeACTBa KaKoro ypoBHA MOXHO GpOpmMpoBaTb Ha
isis circuit-type {level-1 | F;J . yp bopmnp
aHHOM MHTepdeiice.
level-2-only |level-1-2 A
v } —/level-1-2

no isis circuit-type

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YCTaHOBUTb METPUKY ANA AAHHOTO MHTepdeiica.

- metric — 3HayeHWe MeTpukK. Ecnm rnobanbHO BKAKOYEH CTaH-
JapTHbIA (narrow) CTUAb METPWKKM, BCE 3HAYEHWUA METPUKM
6onbwe 63 6yayT ykasaHbl B TLV KakK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpMMeEHATLCA MeT-
puKa.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

isis passive-interface

—/NaccuBHbIN pexum

Mepesectn nHTepdeliC B MACCUBHbLIN pPexMM. B aTom pexume
UHTepdeic He oTNpaBaseT u He npuHumaeT HELLO PDU.

.. L OTK/tOYEH YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHOBUTL TMN MHTepdelica point-to-point.
isis network point-to-point pd P P
—/broadcast YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHOBUTL pexkum paboTbl nagauHra hello-coobuweHnin.

- disable — oTKNOUNTL NaaAWHT BO BCex coobuieHmsax hello;

- enable — BKAOUUTL NagAnHT BO Bcex coobuueHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOBNEHMA COCEACTBa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

. . _buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHoBuTb pasmep hello PDU. 3HaueHue pdu-buff-size gonkHo
6bITb 60/1blLe 3HaYeHus Isp-buff-size.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypayuu uimepgetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnmua 364 — KomaHabl pexxmuma KoHpurypaummn nHtepodeiica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BK/IlOUMTL MPOTOKOAN MappyTm3aumm IS-IS Ha Tekywem nHTep-
deiice.

BbIKAKOUYUTL NPOTOKON MapLLpYTU3aumMm IS-IS Ha TeKyLem nHTep-
deiice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasaTb, COCEACTBA KAaKOrO YPOBHA MOMHO GpOpPMMPOBaTb Ha
OaHHOM MHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YCTaHOBWUTb METPUKY A1A AaHHOIo MHTepdeiica.

- metric — 3Ha4YeHWe MeTpUKKU. Ecnun rnobanbHO BKAKOYEH CTaH-
OapTHbIM (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKK
b6onblue 63 6yayT ykasaHbl B TLV KakK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeHATbCA MeT-
puKa.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

isis passive-interface N
—/naccuBHbIN pexkum

OTKNHOYeEH

no isis passive-interface

MepesecTn MHTepdENC B MAcCUMBHbIN pexnm. B aTom pexume
UHTepdeic He oTNpaBAsAeT U He NnpuHumaeT HELLO PDU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bug, 3anpoca KOMaHAHOM CTPOKM:

console#

Tabnunua 365 — KomaHabl pexxuma privileged EXEC
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KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show isis database [/evel]
[detail] [Isp-id /sp-id]

level: (level-1, level-2)
Isp-id: 20 cumsonos

OTo6pasnTb 6asy AaHHbIX TONOMOTMK NpPoToKoAa IS-IS.

- level — yKasblBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KO-
TOpPOro Heo6xoaMMo oTobpasunTh;

- detail — oTobpakeHue nogpobHol nHbopmaLmm o TLV;

- Isp-id — oTobparkeHue nHbopmaumm no BbibpaHHo LSP PDU.

show isis hostname

OTo6pasunTb U3BECTHbIE cooTBETCTBUA SystemID n Hostname.

show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback]| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pasnTb MHPopMaLmio 06 MHTepdeicax, y4acTByHOLLMX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pa3nTb MHPOPMALMIO O coceasax.

- detail — ncnonb3oBaHMe gaHHOro NnapameTpa nNo3BosfeT
0TO6Pa3nTL AeTasibHYH MHGOPMALMIO O COoCeanax.

clear isis

C6poCcHTb BCE COCEACTBA M OYUCTUTL TabAULY MapLIpyTM3aLmm
IS-IS.

5.35.6 Hacmpoliika Route-Map

MpumeHeHMe route-map No3BOAAET U3MEHATb aTPUBYTbI Y AaHOHCUPYEMbBIX U NPUHUMAEMbIX MApPLLPYTOB

BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:

console (config) #

Tabnnua 366 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Co3patb 3anuck route-map.
MNepeBOANT KOMaHAHYIO CTPOKY B PEXUM KOHOUIYPUPOBaHUA
route-map.
- Nname — Ha3BaHWe route-map.
- section_id — Homep 3anwucu B 3TOM route-map.
- permit — NPUMEHUTb set KOoMaHAbl K MapLIpyTam,
- deny — oT6pOCUTbL MapLpyTbl.
V MakcumanbHoe KonuuyecTso route-map = 32
(Bkniouan cekuum ogHoro route-map).

Ypanutb route-map
- section_id — ypanaet 3anucb ¢ Homepom section_id.
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KomaHOb! pexcuma KOH@U2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHOWN CTPOKM B peXxnume KOHPUrypaumm cekumm route-map:

console (config-route-map) #

Tabnnua 367 — KomaHabl pexmma KOHPUrypaumm cekumm route-map

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3agaTb HOMep C/ieayloleit cekumm route-map, Kotopas 6yaet
NpUMeEHEeHa K MapLipyTam, nocae NPUMeEHEHNA TEKYLLEN.
- and — yKasbiBaeT, YTo match ycTaHOBKM B 3ToOW route-map
LOMKHbI 6bITb Nornyeckn obbeguHeHsl (AND) ¢ match
yCTaHOBKaMM B route-map, 0603HauEHHbIX NapameTpom
section_id.

Co3paHue uenouek route-map (6e3 napametpa and)

V BO3MOXXHO, €C/IM TUN route-map BbICTaBAEH B permit.

/! Ecnn npu co3paHuM Lenoyku npumeHseTca napamerp
and, To Bce set yCTaHOBKM A0/KHbl HAXOAUTbLCA B
nocneaHeu CeKUUM 3TOM L,enoYKu.

COpOCUTb YCTAaHOBKY.

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list n agpeca mappyTa.

- address — cootBetcTBMe prefix-list n ip agpeca mapwpyTa.

- next-hop — cooTsetcTeue prefix-list u next-hop ip agpeca

mapLupyTa.

- route-source — cooTBetcTeue prefix-list u ip agpeca

MUCTOYHMKA MapLUpyTa.
Y106blI HEe OTOpacbiBaUCb OCTa/IbHble MapLUPyTbl, He

V yKa3aHHble B prefix-list, Heo6xoaMmo co3gatb nycToi

route-map u npuBA3aTb €ro K TeKywemy uyepes
continue.

CHpocuTh COoTBETCTBME.

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpmubytom local-preference.

CbpocuTb COOTBETCTBME.

match metric value

no match metric

value: (1.. 4294967295).

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOoM metric.

C6pocHTb COOTBETCTBME.

match origin [ igp |egp |
incomplete ]

no match origin

3afaTb COOTBETCTBME MapLLpyTa ¢ aTpubyTom origin.

- igp — MapLupyT 6611 NONYYEH U3 MPOTOKONA BHYTPEHHEN
MapLipyT13aumm (Hanpumep, KomaHzon network)

- egp — MapLwpyT 6bIa BblydeH no npoTokony EGP.

- incomplete — mapLpyT 6b11 Bbly4eH KaKMM-TO MHbIM 06pasom
(Hanpumep KomaHgol redistribute).

CHpocuTh COOTBETCTBME.

match {community |
extcommunity} name [ex-
act-match]

no match {community |
extcommunity}

3asaTb COOTBETCTBME, MPU KOTOPOM community U3 cnucka ¢
MMEHEM name LONKHbI COAEPIKATbCA B community MapLupyTa.
exact-match — TpebyeT TouHOro cosnageHuna Bcex community
M3 CMCKa C community mappyTa.

C6pocHTb COOTBETCTBME.
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set community {add | re-

place | remove} {graceful-
shutdown | internet | lo-

cal-as | no-advertise | no-
export | number}

no set community

number: ASN2:NN

add — 8o6aBuTb K MapLLpyTy community;

replace — yganutb Bce community u3 mapwpyta 1 o6aBuTb
YKaszaHHoe;

remove — yAanuTb U3 MapLipyTa yKazaHHoOe community.

CbpocuTb aelicteue set community.

set community-list {add |
remove} name

no set community-list {add
| remove}

name: (1..32) cumBona

add — 806aBUTb K MapLLpyTy BCe community U3 CUCKa C
MMeHeM name;

remove — yAanuTb U3 MapLipyTa Bce community,
cofeprKallmecs B CNUCKE C UMEHEM name.

CbpocuTb aerictene set community-list.

set community-list remove
all

no set community-list re-
move all

Yaanutb n3 maplupyTa Bce community.

CbpocuTb AelicTeue, yaansaoLLee U3 mapLipyTa Bce community.

set extcommunity {add |
replace | remove} sub-
type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — no06aBuTb K MapLWpPYTy paclMpeHHOe community;
replace — yaanuTb Bce paclUMpPeHHble community U3 mapLipyTa
1 0,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} sub-
type color value

value: (0..4294967295)

add — f06aBWTb K MapLPYTY paclUMpeHHOe community;
replace — yaanuTb Bce pacluMpeHHble community U3 mapLpyTa
1 f,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — f06aBWTb K MapLIPYTY paclUMpeHHOe community;
replace — yfanunTb Bce pacluMpeHHble community U3 mappyTta
1 f,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLLIpyTa YKasaHHoe (1au Bce
nonagatolue noa perynsipHoe BbipaxkeHue) community. Ans
[aHHOM onepaLMmn MOXKHO MCMOIb30BaTh B KayecTse napamerpa
word perynapHoe BbipaxeHue.

word: — umsa community 8 opmate HEX.

no set extcommunity

CbpocuTb aelicTemne set extcommunity.

set extcommunity-list {add
| remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — f06aBMTb K MapLIPYTY BCE pacluMpeHHble community U3
CNKUCKa C UMEeHEM name;

remove — yAanuTb U3 MapLLIpyTa BCe pacluMpeHHble
community, coaepKalimecs B CMCKe C UMeHem name.

CbpocuTb aencrene.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MApPLUPYTa C aTpubyTom tag.

C6pocuTb COOTBETCTBUE.

set tag value

no set tag

value: (0-4294967295)

YCTaHOBWTb 3HaueHWe aTpubyTa tag.

C6pocuTb YCTAaHOBKY aTpubyTa tag.

match as-number reg_exp

no match as-number

reg_exp: (1..127)
cumBona

3a/aTb COOTBETCTBME NYTU MAPLLPYTA U PEryNsapHOro
BblpaKeHus reg_exp.

C6pocHTb COOTBETCTBME.

match as-path-filter name

no match as-path-filter

name: (1..32) cumBona

3afaTb COOTBETCTBME NYTU MApPLUPYTa U PErynsapHoro
BblpaXKeHus as-path U3 cnucka c umeHem name.

C6pocHTb COOTBETCTBME.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyT AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHMyMBaeT aHOHCUPOBAHME OKAIbHO
CreHepMpoBaHHbIX MapLLPYTOB, TONbKO mexay iBGP cocegamu
(He 6yayT BUAHbI gna eBGP).

3HayeHue 6onbwe 0 03HavaeT, yto ecam AS_PATH aTpubyT
umeet 6onblie AS-HomepoBs, yem 3HayeHne AS_PATHLIMIT, To
HY}KHO ero oTépocuTb Npu BbixoAe B eBGP.

CbpocuTb path-limit.

set as-path prepend
as_number

as_number: (1-
4294967295)

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS-Homepa.
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no set as-path prepend C6pocuTb fobasneHue K AS-Path.
set as-path prepend local- Oob6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha
as value BbixoZ eBGP cocepy).
value: (0-10)

no set as-path prepend lo- CbpocuTb gobasneHue K AS-Path.
cal-as
set as-path remove Ypanutb u3 atpubyta AS-Path ykasaHHyto AS.
as_number as_number: (0..127)
no set as-path remove cumBona CbpocuTb yaaneHue.
set ip next-hop ip_address YcTaHoBUTL next-hop aTpmbyT mapLupyTa.

— - ip_address — IP-agpec next-hop.
no set ip next-hop CbpocuTb YyCTaHOBKY aTpubyTa next-hop.
set local-preference value YcTaHOBUTb 3Ha4YeHue aTpubyTa local-preference.

value: (1-4294967295)
no set local-preference CbpocuTb ycTaHOBKY aTpubyTa local-preference.
set metric value YCTaHOBWUTb 3HaYeHWe aTpnbyTta metric.
- value: (1-4294967295) :
no set metric CbpocKuTb YyCTaHOBKY aTpubyTa metric.
set next-hop-peer YcTaHOBWUTL 3HaYeHWe aTpubyTa next-hop, Kak agpec cocena.
—/atpubyT He

no set next-hop-peer yCTaHoBNEH CObpocCKuTb YCTaHOBKY aTpubyTa.
set origin [ igp |egp | in- YcTaHOBUTb 3HaYeHue aTpmnbyTa origin.
complete ] - igp — MapwpyT Hbl1 NONYYEH U3 NPOTOKONA BHYTPEHHEN

MapLupyTU3auum (Hanpumep, KomaHaol network)

— - egp — MapLupyT 6bIN BblydeH No npoTokoay EGP.

- incomplete — mapLupyT 6bin1 Bbly4eH KaKMM-TO UHbIM 06pasom
(Hanpumep komaHaol redistribute).

no set origin C6pocuTb YCTAaHOBKY aTpubyTa origin.

set weight value YcTaHOBUTL 3HaYeHue aTpnbyTa weight.
- value: (1-4294967295) -

no set weight CbpocuTb YCTAaHOBKY aTpnbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 368 — KomaHabl pexxkuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MpocmoTpeTb MHGOPMALLMIO O CO34aHHbIX route-map.
- name — vmA route-map.

show route-map [name] name: (0..32) cumsona

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKK B pexkmume KoHpUrypaumm nutepodeicos Ethernet, VLAN, nutepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 369 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopToB

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip policy route-map name MpmeHUTb route-map ¢ UMeHem name A1a 3a4aHHOro
name: (0..32) cumBona nHTepoderica.
no ip policy route-map Yaanutb route-map c uHTepdelica.

5.35.7 Hacmpolika Prefix-List

Prefix-nucTbl No3BoAAOT PUNLTPOBATL NPUHMMAEMbIE Y @aHOHCUPYEMbIE MapLIPYTbl NPOTOKO/I0B AN-
HaMMYECKOWM MapLwpyTU3aLmK.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabanua 370 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip prefix-list list-name [seq Co3patb Prefix-list.
seq_value] [description - permit — paspelatolee fencTeme AN mapLipyTa
text] {deny | permit} - deny — 3anpeuiatouiee aeicTeme g maplipyTta
ip_address [mask] [ge list-name: (1..32); - list-name — uma cospasaemoro prefix-aucra
ge_value] [le le_value] seq_value: (1.. - seq_value — HOMep 3anucK B CUCKe NpedUKcos
4294967294); - text — onucaHune cnucka npeduKcos
text: (0..80) cumsona; - ge_value — cooTBeTCTBUE ANMHE NpedUKca, PaBHOI MK
ge_value: (1..32); 6oAblueit, YeM HacTPOEHHasA AAMHA NpeduKca
le_value: (1..32) - le_value — cooTseTcTBMe A/IMHE NpedUKca, KOTOpas paBHa
WU MeHblUe HAaCTPOEHHOM ANUHbI NpeduKca.

V Ecnu He HaWOCb HM OAHOrO COOTBETCTBMA, TO byaeT
npumeHeHa HeABHAaA NOJIMTUKA NO ymonyaHuio deny
any.

no ip prefix-list list-name [ YpanuTb cosgaHHbii Prefix-List.
seq seq_value]

KomaHObi pexcuma privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 371 — KomaHgbl pexxkuma privileged EXEC

3HayeHue/3HavyeHue
no ymoan4aHuro

KomaHoa Aelicmeue

MpocmoTpeTb nHGopmMaLmio o cozgaHHbix prefix-list.
- name — nms prefix-list.

show ip prefix-list [name] name: (0..32) cumsona
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5.35.8 Hacmpolika cea3ku Kntoyeli

CBsi3Ka Kauen no3sBonAeT co3datb Habop naponein (Kawueit) ¢ nocneayollein BO3MOMKHOCTbIO
HACTPOMKM BpeMeHU AeCTBUS KaxKaoro napoas. Co3gaHHble Napoam MoryT MCnonb3oBaTbesa npotokonamm RIP,

OSPF, IS-IS pna ayteHTUdMKaLmu.

KomaHObI pexcuma 2no0banbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 372 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4YaHuo

key chain word word: (1.32) Co34aTb CBA3KY K/Atoueln ¢ umeHem word v BOMTU B PEXKUM KOH-
c B'O a/ durypaumm CBA3KKM KAoYen.
- nmsona/— ~
no key chain word Y[anuTb CBA3KY KAtoYeW ¢ UmeHem word.

KomaHObI pexcuma KoHGU2ypayuu cea3KuU Kawoyel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUMe KOHPUIypaLmm CBA3KK KAtoUen:

console (config-keychain) #

Tabanua 373 — KomaHabl pexkuma KOHPUrypauum cBAsKu Katoden

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
key key_id Co34aTb KoM ¢ naeHTuoukaTtopom key_id v BOIMTH B peXKUM KOHOU-
key_id: (1..255)/— rypaumm Katoua.
no key key_id YpanuTb Katod ¢ ngeHtuoukatopom key_id.

KomaHObI pexcuma KoHgu2ypauuu Kaw4a

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntoua:

console (config-keychain-key) #

[aHHbIN peXKMM AOCTYMEH U3 pexnma KoHOUIrypauum CBA3KK KNoUYen 1 npeaHasHavyeH Ana 3agaHua
CaMoro K/iloua 1 ero napameTpos.
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Tabanua 374 — KomaHabl pexmma KoHPUrypauum Knroua

no send-lifetime

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
key-string word word: (1..16) 3a4aTtb 3HAYEHUe Katova.
no key-string cumBonos/— YAanuTb 3HaYeHue Katoua.
encrypted key-string 3a4aTb 3HaYeHWe KNtoYa B 3aWwndpoBaHHOM BUAE.
encryptedword - encryptedword — 3awmnpoBaHHbIM Napoab (Hanpumep, Naposb
encryptedword/— B 3alWMPPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro
YCTPOICTBA).
no encrypted key-string YaanuTb 3Ha4YeHue Katoya.
accept-lifetime time_to_start 3a4aTb BPEMSA KM3HU KNHOYa, B TeYUEHME KOTOPOTOo K/toY byaeT
{time_to_stop | duration | OEeUCTBUTENIEH ANA CBEPKM C K/TOYOM B MPUHUMAEMbIX
infinite} CoO0bLLEHMSAX.
- time_to_start — BpemA 1 AaTa Hayana AeNCTBMA Ktoya.
3agaetca B dopmaTe hh:mm:ss month day year
v—/Bcer,u,a - time_to_stop — Bpema 1 gaTa NpekpaLLeHua 4encTBuA Katova.
AelncTBuUTeNEH
3agaetca B dopmaTe hh:mm:ss month day year
- duration — 3apaeT NPoAOIKUTENBHOCTD AEUCTBUA KNtOYA B
CeKyHaax
- infinite — ycTaHaBAMBaeT 6ECKOHEYHOE BpeMA AeNCTBUA Ktoya
no accept-lifetime YaanuTtb Bpems KU3HU Kato4a
send-lifetime time_to_start 3a4aTb BPEMSA KM3HU KNKOYa, B TEYEHME KOTOPOTO KAty byaeT
{time_to_stop | duration | OEUCTBUTENEH ANA OTNPABKM COOBLLEHNN.
infinite} - time_to_start — Bpemsa 1 gaTta Hayasia AeMCTBUSA KatoYa.
3agaetca B dopmaTte hh:mm:ss month day year.
—/Bcerga - time_to_stop — Bpema 1 gaTa NpekpaLLeHusa 4encTBuA Katova.
aencteuTeneH 3agaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPOAO/IKUTENBHOCTb AEUCTBUA K/tOYa B
CeKkyHAax.
- infinite — ycTaHaBnMBaeT 6eCKoOHeYHOe Bpems AeUCTBUA Ktoua.

YaanuTb BpemMaA XKU3HU KAtoya.

/ EcAn B KaKOW-TO MOMEHT BpPEMEHM Cpa3y HECKONIbKO KAtoueili 6yayT ABNATbCA AeicTBUTENb-
HbIMM, TO GAKTUUYECKU UCNONb30BaTbCA ByAeT KAoU C HAMMEHbLUUM MAEHTUPUKATOPOM.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM UMeET BUA,:

console#

Tabanua 375 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3Ha4yeHue o
KomaHda / Aeiicmeue
o yMmon4aHuio
show key chain word word: (1..32) OT06pasnTb MHGOPMaLIMIO O CBA3KE KtoUel ¢ umeHem word.
cumBsona/—
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[pumepbl 861N0AHEHUA KOMAHO

Co3paaTtb CBA3KY KAto4Yel ¢ MmeHem namel n nomecTuTb B Heé ABa Kato4va. Ha katode key 2 HacTpouTb
BPEMEHHOM MHTEpPBas, B TE4EHME KOTOPOro 3TOT K/OY MOXKET ObITb MCMO/Ib30BAH A8 CBEPKU C KAOYOM B
NPUHATbIX NAKeTax.

console (config) # key chain namel

console (config-keychain) # key I

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key)# exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?2

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

MNMokasaTb MHGOPMaALMIO O CO34aHHOMN CBA3KE K/OYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9InRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GJIJwHBL6UXZyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.35.9 banaHcuposka Haz2py3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcmposKka Harpyskn ECMP nossonset nepegasaTb NakeTbl OAHOMY MOJydYaTeNto MO HECKOJbKMM
«AYYLWMM MapLupyTamy». [laHHbIA GYHKLMOHAN NpeaHa3HayYeH Ana pacnpeaeneHns Harpysku 1 onTMmmsaumm
NponycKkHoM cnocobHocTh cet. ECMP morkeT paboTaTb KaK CO CTaTUYECKMMM MapLLPYTaMM, TaK U C MPOTOKO-
Namu gMHammyeckoin mapuwpytusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN106aNbHOM KOHPUrypaLmm:
console (config) #

Tabnunua 376 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymoa4aHuro
ip maximum-paths maxi- 3afaTb MaKCMManbHOE KOIMYECTBO NyTel, KoTopble MoryT 6biTb
mum_paths . ycTaHoB/eHbl B FIB anA Kaxkaoro mapuipyTra.
maximum_paths: "
(1.64)/1 Hactpoiika BCTynuT B CUNY TONIbKO Nocne coxpaHeHus
v KOHUrypaumm 1 nepesarpys3Km ycTpoucTaa.
no ip maximum-paths YCTaHOBUTb 3HaYeHME N0 YMOHAHUIO.
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5.35.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npegHasHayeH ana pesepsnpoBaHMA MapLLPyTU3aTOPOB, BbIMOAHAIOLWMX POSb LW/IHO3a
Nno ymosyaHuio. 3To gocturaetca nyTém obbeamHeHus IP-uHTepdelicoB rpynnbl MapLLIPYyTU3aTOPOB B OAMNH
BMPTYaNbHbIN, KOTOPbIM OyAeT MCNONb30BaTbCA KaK LW/O3 MO YMOAYaHUIO A5 KOMMNbloTepos B ceTu. Ha
KaHa/NbHOM ypOBHe pe3epBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

TonbKo OAMH U3 GU3UYECKMX MapLUPYTM3ATOPOB MOMKET BbINONHATL MApLUPYyTU3aLMi0 TpaduKa Ha
BMpTyanbHoM IP-uHTepdeiice (VRRP master), ocTasbHble MapLpyTM3aTopbl B rpynne npegHasHayeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcteum ¢ RFC 5798. Ecam Tekywmin
master CTaHOBUTCA HeAOCTYyNHbIM — BblbOp master-a nostopsAeTcA. HauBbicwuii npuoputeT UMeeT
MapLLpyTU3aTop ¢ cobcTBEHHbIM IP-agpecom, COBMafaloWMM ¢ BUPTYasbHbIM. B cayvae gocTynHOCTU OH

Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perknme KoHpurypauum nntepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnuua 377 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopTos

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBoNOB).

[Job6aBuTb onucaHme Lenun unm ucnonb3osanus gns VRRP
MapLpyTu3aTopa ¢ uaeHTUPUKaATOpoMm vrid.

Ypanutb onucanne VRRP-mapwpyTtusaTtopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

OnpegenuTtsb IP-agpec VRRP-mapwpyTtusaTtopa.

Ypanutb IP-agpec VRRP ¢ mapuwpyTtusartopa. Ecam B kayectse
napametpa He yKa3aH IP-agpec, To yaanartca sce IP-agpeca
BMPTYa/IbHOrO MapLUpyTM3aTopa, BCNEACTBME YEro yaanmuTca n cam
BMPTYa/ibHbI MapLipyTM3aTop vrid Ha J@HHOM YCTPOWCTBeE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaHuio
BK/IOYEHO

BKAOUUTL pexkum, npu KoTopom backup-mapwpytusatop c 6onee
BbICOKMM NpUOpUTETOM BYAET NbITaTbCA NEPEXBATUTbL Ha ceba
posb master y Tekyw,ero master-mapLpyTtmsatopa c bonee
HU3KMM NPUOPUTETOM.
MapupyTusaTtop, KOTopbiii ABnAeTcA Bnagenbuem IP-
V agpeca maplipyTusaTtopa, 6yaer nepexsatbiBaTb Ha
ceba ponb master He3aBMCUMO OT HAaCTPOEK AaHHOM
KOMaHAbI.

YCTaHOBUTb 3Ha4YeHMEe NO YMOJIYAHMUIO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonuanwuto: 255 ana
Bnagenbua IP-agpeca, 100
ANA OCTaNbHbIX

HasHauntb npuoputet VRRP-mapwpyTtmsaTopa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

vrrp vrid shutdown vrid: (1..255); Bbikntountb VRRP-npoToKon Ha AaHHOM MHTepdeiice.

no vrrp vrid shutdown Mo ymonyaHuto: BkntounTtb VRRP-npoTOKON Ha AaHHOM MHTepdeiice.
BbIKNHOYEH

vrrp vrid source-ip ip_ad- Onpegenutb peanbHbli VRRP-agpec, KoTopsbili byget

dress vrid: (1..255); MCMNo/Ib30BaTbCA B KayecTse |IP-aapeca otnpasutensa ana VRRP-

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

CcoO0bLLEeHMIA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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vrrp vrid timers advertise OnpeaennTb UHTEPBAN MeXAY aHOHCAaMKU master-
{seconds | msec millisec- mapLpytusatopa. Ecav uHTepBan 3agaH B MUANCEKYHAAX, TO
onds} seconds: (1..40); NPOUCXOAUT OKPYTeHUE BHU3 A0 bavKaiweit cekyHabl ana VRRP
milliseconds: (50..40950); | Version 2 n go 6aunskaiwmx coTbix gonen cekyHabl (10
Mo ymonyanuio: 1 ¢ munnucekyHa) pna VRRP Version 3.
no vrrp vrid timers adver- YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
tise [msec]
vrrp vrid version {2 | 3 | Onpeaenutb nogaepkmsaemyto sepcuto VRRP-npotokona.
2&3} - 2 — nopaepxuBaetca VRRPv2, onpegeneHHbit 8 RFC3768.

Monyyaemble VRRPV3 coobuweHna oTbpacbkiBatoTca
MmapLwpyTtrlatopom. OtTnpasastotcs T01bKko VRRPV2 aHOHCHI.

-3 — nogaepxuaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
cosmectumoctu ¢ VRRPv2 (8.4, RFC5798). NMonyyaemble VRRPV2
—/2 coobLeHna oTbpachbiBaloTCA MapLupyTusaTopom. OTnpaBastoTcs
Tonbko VRRPV3 aHOHCHI.

- 2&3 — nopaepxusaetca VRRPv3, onpegeneHHbin B RFC5798 ¢
obpaTHOI coBmecTumocTbto ¢ VRRPV2. Nonyyaemble VRRPV2
coobuieHmna obpabaTbiBatoTcA MapLupyTM3aTopom. OTnpasaaoTca
VRRPv2 1 VRRPvV3 aHOHCbI.

no vrrp vrid version YCTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
vrrp vrid checksum exclude Mo ymonyaHuto: uc- BKNOUMTL MeToZ pacyeTa KOHTPOJIbHOWM Cymmbl B 3aronoske VRRP
pseudo-header Nnosb3yeTcA MeTos, 6e3 yyeta ncespo3aronoska. RFC 3768.
no vrrp vrid checksum ex- pacyeTa KOHTPO/b- YCTaHOBWUTb MeTOZ, pacyeTa KOHTPOIbHOM CyMMbl, onpeaeneHHbI
clude pseudo-header HOW CYMMbI C NnceB- B RFC5798, no ymonuaHutio.

[,03aro/I0BKOM

KomaHObI pexcuma privileged EXEC

Bce KOMaHAbl JOCTYMHbI 418 NPUBUNETMPOBAHHOIO NO/b30BATENSA.
Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnunua 378 — KomaHgbl pexuma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMoA4YaHUto

show vrrp [all | brief | in- MpocMmoTpeTb KPaTKyHo UK AeTanbHY0 MHGOPMALMIO ANA BCEX
terface {gigabitethernet gi_port: (1..8/0/1..48); | nau o4HOro HaCTPOEHHOTO BUPTYasIbHOrO MapLipyTusatopa VRRP.
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - all — npocmoTp MHPOPMALMM O BCEX BUPTYaNbHbIX
net te_port | fortygiga- fo_port: (1..8/0/1..4); MapLUpyTM3aTOpPax, BKAKOYAA OTK/IIOYEHHbIE;
bitethernet fo_port | port- group: (1..48); - brief — npocmoTp KpaTKoli MHGOPMaLMKM O BCEX BUPTYa/IbHbIX
channel group | vlan vlan_id: (1..4094) MapLIpyTU3aTopaXx.
vlan_id}]

[Mpumepbl 8b1NOAHEHUA KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApec B KayecTsBe agpeca BUpPTyab-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTokon Ha nHtepodeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1/24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown
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= [locmoTpeTb KoOHPuUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)
MpoTokon BFD no3sonseT 6bICTpo 06HAPYKUTb HEUCMPABHOCTU IMHKOB. BFD MmosKeT paboTaTb KaK co cTa-
TMYECKMMM MapLUpyTamM, TaK U C NPOTOKOIaMKN ANHAMMYECKON MapuwpyTusauum RIP, OSPF, BGP.

B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypayuu

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnuua 379 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
bfd neighbor ip_addr [in- 3apaTb BFD-coceaa.
terval int ] [min-rx min] - int — MMHMMANbHbIN MHTEPBAN Nepesayn ans 0bHapyXKeHUn
[multiplier mult_num] . ownbKu;
int: (150..1000)/150 . o .
. - min — MUHUMabHbIN MHTEPBAN NPMEMa A1A 0BHAPYKEeHMA
min: (150..1000)/150
ownBKM.
mult_num: (1..255)/3
- mult_num — Kon1yecTBo NoTepsAHHbIX NAaKETOB A0 pa3pbiBa
ceccum.
no bfd neighbor ip_addr YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

KomaHOb! pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI A1A NPUBUAETMPOBAHHOIO NONb30BATENA.
Bunpa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:
console#

Tabnnua 380 — KomaHabl pexxkuma privileged EXEC

3HayeHue/3Ha4eHue ”
KomaHoa / Aelicmeue
o ymoa4aHuio
show ip bfd neighbors MpocmoTpeTb nHGopmaumto 06 akTuBHbIX BFD-cocegsx.
[ip_addr] [detail]
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5.35.12 TMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKon TyHHeNMpoBaHUA ceTeBbIX NakeToB. Ero ocHOBHoe
HasHayeHMe — MHKaNcynsaums NakeToB CeTeBOro ypoBHsA ceteBon mogenu OSI B IP-nakeTbl. GRE moxkeT
ncnonb3oBaTtbca Ana opraHmsaummn VPN Ha TpeTbem yposHe mogenm OSI. B kommyTtaTtopax MES peannsoBaHsbl
CcTaTnyeckme Heynpasnsemble GRE-TyHHeNW, TO eCcTb TYHHENN CO34at0TCA BPYUYHYHO NyTEeM KOHPUIypMpoBaHMA
Ha JIOKaNbHOM M yAaneHHOM Yy3nax. [lapameTpbl TYHHeNs ANA KaKAOW M3 CTOPOH [ONXKHbl ObiTb
B3aMMOCOI/1TAaCOBaHHbIMM WM NEPEHOCUMbIE AaHHble He ByayT AeKancyMpoBaTbCA NAPTHEPOM.

V MpoTtokon GRE nopgaepxusaerca Ha mogenax cepumn MES33xx, MES35xx n MES5324.
V B aKkTyanbHbIx Bepcuax MO TaKKe nogaeprkaHa pabota PIM B pexxume KOHGUrypauum TyH-
HenA GRE (KomaHgbl HACTPOMKMU onucaHbl B Tabnuue 188).

KomaHObI pexcuma 2a06anab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 381 — KomaHab! pexkuma rnobanbHoin KoHduUrypaumm

3HaveHue/3Ha4eHue ”

KomaHoa / Aelicmeue
o ymoa4aHuo

interface Tunnel tunnel_id tunnel_id: (1..16) Co3aaTb UHTepdENC TyHHensA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUrypaLmm nHtepdeiica TyHHens:

console (config-tunnel) #

Tabnnua 382 — KomaHabl pexkMma KoHourypaumm nHtepdeica TyHHens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
tunnel mode gre ip 3apatb TMN TyHHena GRE c ucnonb3osaHuem IPv4.
- — /BbIKAOYEHO
no tunnel mode gre ip Ypanutb TyHHeNb.
tunnel source {ipv4_address HasHauutb IP-agpec nnmn nHtepdeiic, Kotopbln byaeT
| gigabitethernet gi_port | gi_port: (1..8/0/1..48); MCNONb30BaTbCA B KayecTBe aZpeca OTnpaBuUTens BHewHero IP-
tengigabitethernet te_port | te_port: (1..8/0/1..24); 3aronoBka GRE-TyHHens.
fortygigabitethernet fo_port fo_port: (1..8/0/1..4);
| port-channel group | tun- group: (1..48);
nel tunnel_id | vlan vian_id} vlan_id: (1..4094)
no tunnel source Ypanutb IP-agpec otnpasutens
tunnel destination {_URL_ | HasHauuTtb IP-agpec nonyyatens (KOHUA TyHHens).
ipv4_address} —
no tunnel destination Yaanutb IP-agpec nonyyatens.
ip address ipv4_address YctaHoBuUTb IP-appec nHtepdeiica TyHHenA. C ucnoib3oBaHuem
3TOro agpeca KOMMYTaTOP AOCTYMNeH Yepes TyHHeNb. MoxeT
— MCNoNb30BaTbCA B KaYecTBe LWJ03a Ha YAaleHHOM yCTpoicTBe
NP1 MapLIpyTU3aL MK B TYHHENb.

no ip address Yaanutb IP-agpec uHtepderica TyHHens
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 383 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue »

KomaHoa / Aelicmeue
110 yMOM4YaHUIo

show ip tunnel [tunnel-id] tunnel_id: (1..16) OT06pasnTb MHPOPMaLMIO TYHHENS.

show ip interface tunnel OTo6pa3unTb NHPopmaumto 06 IP-uHTepdelice TyHHeNs.

tunnel. id tunnel_id: (1..16)

show interfaces tunnel tunnel-id tunnel_id: (1..16) OT06pa3nTb MHGOPMaLMIO MHTEPDEMCa TYHHeNA.

[pumep HACMPOUKU MYHHeNA

Co3gaHue TYHHENA w" HaCTpOﬁKa CTaTUYECKOro Mmapuwpyta 41aa ceTy, HaXOA‘r‘ILLI,Ef;ICFI Ha
I'IpOTMBOI'IOJ'IO)KHOﬁ CTOpPOHE TYHHenNA:

. B KayecTBe JIOKabHOro agpeca anAa TyHHena ucnonabsyetca IP-agpec 192.168.1.1;
. B KayecTBe yAaNeHHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
. IP-afpec TyHHens Ha oKanbHoM cTopoHe 172.16.0.1/30;

. CeTb Ha MPOTUBOMOJIOXHOMN cTopoHe TyHHend 10.10.1.0/24.

console (config)# vlan database

console (config-vlan)# wvlan 301

console (config-vlan) # exit

console (config)# interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if) # switchport trunk allowed vlan add 301
console (config-if)# exit

console (config)# interface vlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if)# exit

console (config) # interface Tunnel 1

console (config-tunnel)# Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel)# ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

[ Ha BcTpeyHoM ycTpoiicTBe HE06X0AMMO BbINOAHUTL B3aMMOCOINaCOBaHHbIE HAaCTPOMKHK.
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5.35.13 KoHdwurypauma BuptyanbHou obnactu mapupyrtusauum (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHo/0rMA, KOTOopas MO3BOAAET HECKOJIbKMM
3K3emMniapam Tabmubl MapwpyTU3aLLMM COCYLLECTBOBATb B OAHOM MapLIpPYTU3aTOpPe OAHOBPEMEHHO.

Cnucok noaaepaHHbix B VRF dyHKLMI gocTyneH B Tabanue 387.

Tabnnua 384 — KomaHgbl pexknuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
ip vrf [vrf-name] vrf-name: (1..32) Co3paHue BUpTyanbHOW 061aCTM MapLUpyTU3aumu.
no ip vrf [vrf-name] cMmBONa YpaneHve BMpTyanbHoM 061acT mapLpyTUsaumu.
Tabnnua 385 — KomaHgb! pexkuma KoHpurypaummn nntepoeiica
3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
no ymoa4aHuro
ip vrf [vrf-name] MpwuBAaska nHTepdeiica K 06nacTV BUPTYyasibHOM MapLLIPYTU3aL MM,
Mocne BBOAA KOMaHAbI BCe CO34aHHble B AanbHellwem IP-agpeca
vrf-name: (1..32)
6yayT accoummpoBaTtbea ¢ vrf, K KoTopomy 6bin NpMBA3aH
cMMBO/IaA o
nHTepoeic.
no ip vrf OTBA3Ka UHTepdelica oT 061acTM BUPTYalbHOM MapLIpyTU3aLUK.

Tabnnua 386 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

BbiBog, MHPOPMALMKM O CO3AaHHBIX BUPTYanbHbIX 061acTaX
MapLipyT13aumm n o6 L3-uHtepoericax, Kotopble B HUX
HaxoasTcs.

show ip vrf [all | vrf-name] vrf-name: (1..32)

cumBoaa

Tabnunua 387 — dPyHKUMM, NoaaepKaHHble Ana paboTtbl B VRF

PyHKYUU Haesuzayusa
KomaHgbl ynpasneHuma 5.5 KomaHzbl ynpaBaeHua cuctemonm
cuctemon
CraTnueckan mapLupytusauma 5.35 KoH$urypauma npoToKON0B MapLLpyTU3aLmm
DHCP-Relay 5.29.1 dyHKuumn DHCP Relay ana IPv4
OSFP 5.35.3 HacTpoiika npoTtokona OSPF, OSPFv3
BGP 5.35.4 HacTpoliika npoTokona BGP (Border Gateway Protocol)
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxopa B MeHio Startup HeobxoaMMo NpepBaThb 3arpysKy HaxkaTvem Knasulumn <Esc> nunu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Nnocse NOoABAEHMS COOBLLEeHUA aBTO3arpysku (N0 OKOHYAHMM BbINOJHEHWA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuTe Knasuwy <5>, 1nbo <Esc>.

Ecam B TeueHue 15 ceKyHA (3HaueHUe NO YMOJIYaHUIO) He Bbi6paH HM OAUH U3 NYHKTOB
MEHI0, TO 3arpy3Ka yCTPOMCTBA NPOAO/IKUTCA. Bpema 0XXMaaHUA MOXKHO YBEeIMUYUTDb C NO-
MOLLbIO KOMAHA, KOHCOU.

AL

Tabanuya 356 — OnucaHne meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAA yAaneHUs KOHPuUrypaumu ycTpoMCTBa.
<1> BoccTaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBO/CKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNONb3YeTca 4/ YCTaHOBKU/yAaieHMA Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHue Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHasa npoueaypa Mcnosnb3yetcs ANA BOCCTAHOB/EHMA YTPAYEHHOro naposs,
OHa NO3BO/IAET NOAK/MOUMTLCA K YCTPOMCTBY 63 napos.

Password Recovery [lna BoccTaHOBNEHMA NAPONA HAXKaTb KAaBULLY <2>, NPy NOCNeAyoLWweM NOAKNI0-
<3> Procedure YeHMU K YCTPOMCTBY Naposb ByaeT NpOUrHOPMpPOBaH.
BoccTaHoBneHne naponsa Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonblyetcs Ana Bbibopa akTMeHoro ¢aitna cucremHoro
no.

Ecnn He BbiGpaH HOBbIN 3arpyKeHHbit ¢aiin cuctemHoro MO aKTUBHbLIM, TO
YCTPOWCTBO BbINOIHWUT 3arpy3Ky € UCMOJ/Ib30BaHMEM TeKYLLLero akTuBHOro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTae

[2] Set currentimage — BbI6Op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOAa U3 MEHIO W 3arpy3KM YCTPOMCTBA HaxkMuTe Knasuy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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6.2 O6HOoBnEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepeep TFTP goskeH 6biTb 3anyLieH U HACTPOEH Ha KOMNbloTepe, C KoToporo byaer 3a-
rpykaTbcs nporpammHoe obecneuyeHue. Cepeep A0NKEH UMETb paspelleHUue Ha YTeHue
daiinos HauanbHoOro 3sarpysumka n/uam cuctremHoro NO. KomnbioTep € 3anyLieHHbIM
TFTP-cepBepom A,0/13KeH BbiTb AOCTYNEH AN KOMMYTATOpa (MOXKHO NPOKOHTPO/IMPOBATb,
BbINOJIHUB HA KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

.‘

’ ' O6HoBNEHMe NPOrpamMmmMHoro obecneyeHns MOXKeT OCYLLEeCTB/IATLCA TO/IbKO NpUBUAErU-
N pPOBaHHbLIM NONb30BaTENEM.

6.2.1 O6HosnEHUE cUCMeMHO20 NPo2PaMMHO20 obecnevyeHusn

3arpysKa ycTpoicTBa ocyuwiecTeasetca u3 daina cMcTeMHoro nporpammHoro obecneyenus (MO),
KOTOpbIN XpaHuTca Bo Gn3w-namatn. MNpu obHOBNEHMM HOBbIM ¢aiin cuctemHoro MO coxpaHseTca B
CneumManbHo BblaeNeHHOM 061acTy namaTu. MNpu 3arpysKe YCTPOMCTBO 3aMyCKaeT aKTUBHbIN daii cMCTEMHOTO
no.

Ecan HOMep YCTPOICTBA He 3a4aH, AaHHaA KOMaHAA NPUMEHAETCA K BegyLiemy ycTpon-
cTBy.

.‘

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOrO MNporpaMmHoro obecneyeHus, paboTatowero Ha
ycTpoliicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

[pouedypa ob6HosneHusa 10

CKonnpoBaTb HOBbIN ¢ain NnporpammHoro obecrneyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-
mATn. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[:port]/[directory/]filename
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lpumep 8b6INo0AHEHUA KOMAHObI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpaMmHoro obecneyeHuns cTaHeT akTUBHOM MocC/e nepesarpyskm KommyTaTopa.

Ana npocmoTpa AaHHbIX O BEPCUMAX NPOrPamMmMHOro obecneyeHns N UX aKTMBHOCTU BBeAUTE KOMaHAY

show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca8886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM ‘y.

400
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOLWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAeT CTPOUTb MHOXECTBO CBA3YIOWMX AepeBbeB AN otaenbHbix rpynn VLAN Ha
KOMMYTaTOpPax JIOKaIbHOM CeTH, 4TO No3BoaseT 6anaHcMpoBaTb HarpysKy. a8 NpoCcToTbl PACCMOTPUM CAyyal
C TPEMA KOMMYTaTOpaMmK, 06 BEANHEHHBIMM B KOJIbLLEBYHO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 o6beaunHstoTcs B nepsom aksemnaape MSTP, VLAN 40, 50, 60 06beanHsoTcs BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpammM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepegaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpPHEBbIM A/1A BHyTpeHHero ceasylowero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaeTcs cay»ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLO,
ncnosb3ys noptol tel u te2. Huke npuseaeHa cxema, M306parkatoLas JIOrMYecKyto TONOI0TUIO CETH.

VLAN 10,20,30 HaaHaueHb! Ha axzemnap 1
VLAN 40,50,60 HaszHaveHb! Ha 3KseMnnsap 2

xommyTarop 1 KoMmmyTarTop 3

37T0T NOPT NepeckinaeT Tpagmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ana axzemnnapa 1

3JT0T NOPT NepeckinaeT Tpaduk
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk ana akzemnnapa 2

KoMmyTarTop 2

PucyHok A.1 — HacTpoika npoToKo/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Koraa oguH M3 KOMMYTaTOPOB BbIXOAWUT M3 CTPOA, MO0 0OPbIBAETCA KaHasl, MHOMECTBO AepeBbeB
MSTP nepecTpavBaeTcs, YTO NO3BOJISET MUHUMU3NPOBATL NOCNEACTBMA aBapuu. Huxke npuseseH npouecc
KOHdUrypaumm KommyTtaTopos. 18 6os1ee BbICTPO HAaCTPOMKM CO34aeTCs 06NN KOHOUTYPALMOHHDIN LWab-
JIOH, KOTOPpbIN 3arpyxKaeTca Ha TFTP-cepBep M MCNOJIb3yeTca BNOC/AeACTBMU AJ1A HACTPOMKM BCEX KOMMYTATO-
po.. Co3gaHue WwabnoHa 1 KOHPUIypaLLMaA NePBOro KOMMYTATOpPa:

console# configure
console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox
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console (config-mst)# instance 1 vlan 10,20,30
console (config-mst)# instance 2 vlan 40,50,60
console (config-mst) # exit
console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

console# copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing
HobasnerHue SVLAN

MprBeAEeHHbIN 34ecb NPUMEP KOHOUIypauum KOMMyTaTopa AEMOHCTPUPYET Kak A06aBaATb MEeTKy

SVLAN 20 Ko Bcemy BxoasaleMy TpaduKy 3a nckntodeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTsAx nepenayn AaHHbIX 4OBOIbHO YaCTO BO3HUKAIOT 334a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-

Mep, 419 KOMMYTaTOPOB YPOBHS AOCTYNa CYLLEeCcTBYeT TUNOBaA KOHPUIypaLmsa, HO NONb30BaTE/IbCKUIN TPadUK,
VolP n Tpaduk ans ynpasneHusa Tpebyetca nepegasaTb B pasHbix VLAN Ha pa3finyHbIX HanpasBaeHuaAx). B aTom
cnyyae 6bin10 6bl yA06HO BOCnob30BaTheA PyHKUMel nogmeHbl CVLAN gna 3ameHbl TMNM3MpPoBaHHbIX VLAN
Ha VLAN ana tpebyemoro HanpasneHua. Huxe npueeaeHa KOHPUrypauus KommyTaTopa, B KOTOPOM OCy-
wecrenserca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHaa noaMeHa 40/1KHA OCYLLeCTBAATLCA
Ha 3TOM e uHTepdelice:

console# show running-config

vlan database

vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end

402
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Hacrpoitka multicast-TV VLAN

dyHRUMA «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-

duKa ogHy VLAN B ceTn onepatopa v AOCTaBAATb 3TOT TPaPUK No/ib30BaTeNAM AaXKe B TOM C/yvae, eC/iv OHU
He aBnatoTcA YyneHamm aton VLAN. C nomouwbio ¢yHKUMKM «Multicast-TV VLAN» moKeT ObiTb COKpalleHa
Harpyska Ha ceTb OmepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOroaApPECHbIX AaHHbIX, HANPUMEp, NpU
npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHna GyHKLMM Npeanonaraet, 4to NopThl No/ib3oBaTenell paboTatoT B perKMMe «access»

nnun «customer» U npuHagnexKat K ntobol VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenn nmerot
BO3MOXHOCTb TO/IbKO MOJly4aTb MHOr0aApecHbl Tpaduk M3 multicast-tv VLAN n He moryT nepefaBaTb AaH-
Hble B 3Toli VLAN. Kpome Toro, B KOMmyTaTope A0/KeH BbiTb HAacTpoeH NopT-UcTouyHUK multicast-tpaduKa,
KOTOPbIM A0/IXKEH bbITb yyacTHMKOM multicast-tv VLAN.

1.

Mpumep HacTPOIKK ANA NopTa B pexkume paboTbl access
BKAOUNTL GUNLTPALLMIO MHOTOAAPECHbIX AaHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nonb3osateneli (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID
1200):

console (config)# vlan database
console (config-vlan)# vlan 100-124,1000,1200
console (config-vlan) # exit

HacTpouTb NopTbl NoAb30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if) # switchport mode access

console (config-if) # switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

HactpouTb uplink-nopT, paspewwns nepeaady MHoOroagpecHoro Tpaduka, TpadmKa nonb3osatenen n
ynpasneHue:

console (config)# interface tel/0/1

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, 406aBUTb NPUBA3KY FPyNMn:

console (config)# ip igmp snooping

console (confiqg)# ip igmp snooping vlan 1000

console (config) # ip igmp snooping vlan 1000 querier
console (config) # ip igmp snooping vlan 100

console (config) # ip igmp snooping vlan 101

console (config) # ip igmp snooping vlan 102

( ) #

console (config ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
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6. HactpouTb MHTEpdeic ynpaBaeHua:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit

Mpumep HacTpoOiIKK AnsA NopTa B pexume customer

[aHHbIN TUN NOAKNIOYEHMA MOXET BbITb MCNONb30BaH A4 TOro, YTobbl NOMeYaTbh NO/b30BaTENbCKME
IGMP-report-bl onpeaeneHHbix VLAN (CVLAN) oTaenbHbIMU BHELWHMMM MeTKamu (SVLAN).

1. BKAOYMTb GUNLTPALMIO MHOTOAZAPECHBIX AAHHbIX:

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonbsosatenen (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# vlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

3. Hactpoutb NopT Nnosb3oBaTens:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if)# exit

4. Hactpoutb uplink-nopT, paspewmns nepegady mHoroagpecHoro TpaduKa, TpadurKa nonb3osatenen u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

5. HacTtpoutb IGMP snooping rnobanbHo 1 Ha MHTepdencax, 406aBUTb NPaBMAA MapPKUPOBKM NOIb30Ba-
TenbCckux IGMP-report-oBs:

console (config
console (config
console (config
console (config

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

)
)
)
)

6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config)# interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D@ Q| W 6

6) () () (9

RJ-45 DB-9

PucyHok B.1 — MogKntoyeHne KOHCobHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHua EtherType

Ox22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x8sfd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0Ox88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0Ox88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88¢c6 0x88d9 Ox88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 Ox882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXEHUE I'. OMNCAHUE NPOLLECCOB KOMMYTATOPA

Tabnumua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ans IP-multicast

3SWF MNepeaaya NakeToB mexXay YPOBHEM 2 1 CETEBbIM YPOBHEM

35wWQ MporpammHan 06paboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHune n obpaboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpasneHue nepesarpy3kon yCTPOUCTB B CTEKe

BFD Peanunsauua npotokona BFD

BOXM [ononHutencHble AelCTBUA B CTEKe (MOSyYeHUe CBeAEeHUI O CTeKe, MHAMKauus, obmeH coobuie-
HUAMMK, cmeHa Unit ID)

BOXS O6paboTka KOMaHZ COCTOAHMA CTeKa: AobasneHne Master/Slave, usyuyeHue Tononoruu, obHose-
Hue Bepcuu MO BeAOMOro ycTpoiicTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE In-
termediate Agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6aBneHue, yaaneHue 3anucei), 3epKkaamnpo-
BaHue, KoHourypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHMU3aUUM BeAyLLEro U BEAOMOrO YCTPOMCTB B CTEKE

BTPC Knunent BOOTP

CDB_ KonuposaHue KoHdUrypaLMoHHbIX palinos

CEAU Ounctka oyepeam cobbitnin Address Update

CFM Peannsauusa Ethernet CFM

CNLD 3arpyska/BbIrpy3ka KOHGUrypaumm

COPY YnpasneHue KonvposaHvem daiinos

CPUM MoHuTOopuHr 3arpysku CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexunsaHue COCTOAHUA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c paiisoBoi cucTtemon

DFST PacnpeaeneHHan daitnosas cuctema (DFS). Mcnonb3yeTtcs B paboTe cTeKka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nony4yeHune nHdbopmaumu ¢ yaaneHHblx toHuToB (Bepcus MO, uptime, ycTa-
HOBKa aKTUBHOro obpasa o)

DNSC Knuent DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUiI1 OT yAaNEeHHbIX OHUTOB 06 M3MEHEHWUWN COCTOAHUA BEHTUAATO-

DSPT pPOB, UCTOYHMKOB MUTaHMA, TepmoaaTymkos, SFP-TpaHcusepos. MonyveHne coobuleHUit oT yaa-
JIEHHbIX oHUTOB 06 nx Bepcum NO, cepnintHom Homepe, MD5 cymme NO

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumopgeincTeme c nonb3oBaTenem)

ESTC JNlornpoBaHue cobbiTnin 0 NpeBbiWeHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4ecKas HacTponka napameTpos SERDES

EVAU O6paboTka cobbiTnin Address Update, HUKHWI ypOBEHb, Nepeaaya Bbille

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

407



HELTEX

EVFB Onpoc coctoaHna SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHWUS NOPTA, HUXKHUIA YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTKa cobbITUN NPUEMa NakeTa U3 KommyTtaTopa B CPU, HUKHWI ypoBEHb, Nepeaaya Nnaketa
Ha ypoBeHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHMA OTNPaBKK NakeTa 3 CPU B KOMMmyTaTOp, HUXKHUI YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2

FFTT YnpasneHue Tabanuei mapLipyTMsaLmMm n MapLIpyTM3aLma naketTos

FHSF IPv6 First Hop Security (06paboTka TaimepoB)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peannsauua web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHZA HAaCTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3aumopencTeme c KOHTPOAEPOM)

HLTX OTtnpaska naketos U3 CPU B KommyTaTtop

HOST OcHoBHoW host-noToK, xonoctoin xon,

HSCS Stack Config — HacTpoiKa ¢dyHKUMI KOMMyTaTopa Ha yA4a/IEHHOM OHUTE

HSES Stack Events — obpaboTka cobbiTuit link changed, address update ¢ yaaneHHbIX OHUTOB Ha Ma-
cTepe

HSEU O6paboTka cobbITUiM CTEKA

ICMP Peanunsauyma npotokona ICMP

10TG YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

10TM YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IOUR YnpasaeHue TepMUHaNamu BBOAa-BbiBOAA

IP6C CyéTumkm IPv4 n IPv6

IP6L Mpuém n otnpaska IPv6-nakeTos

IP6M MapuwpyTtunsaumsa IPv4 n IPv6

IP6R Mpuém n otnpaska IPv6-nakeTos

IPAT YnpasneHue 6330l gaHHbIx IP-agpecos

IPG_ O6paboTKa nepexBaYeHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHada 3agada ans ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpytmsauymeir u IGMP Proxy

IT60

IT61
3agaum gns paboTbl C NpepbIBaHUAMM

IT64

IT99

V11 3afgayva Ana paboTbl ¢ BUPTYaNbHbIMM NPEPbIBAHUAMMU

L2HU MNMepenaya NnakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIN CMeHbl COCTOAHMA/HACTPOEK MHTepdeicos 1 nepeaada coobuieHuin 3aperu-
CTPUPOBAHHbIM C/yKbam

L2UT Ytunusauma noptos (show interfaces utilization)

LACP MeHeaxep LAG u LACP

LBDR Peannsauusa ¢yHKummn Loopback Detection

LBDT OTtnpaBka nakeToB Loopback Detection

LTMR O6uwan 3aga4a gns BCex TalimepoB

MACT O6paboTka cobbiTna 06 okoHYaHuK gelicteus B FDB (aging MAC-agpecos)

MEMV MOHUTOPUHT YyTUIM3ALLMKN ONEPATUBHOM NAMATU

MLDP Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Reliable Datagram Protocol, stack transport

MROR PesepBupoBaHmne KoHoUrypaunmoHHoro daiisia B SHeproHe3aBUCUMOMN NamaATh

MSCm MeHeaxep ans paboTbl C TEPMUHAIBHBIMW CECCUAMM

MSRP Mepepnaya cobbITUI B CTEKE NOJIb30BATE/IbLCKMM 3a4a4am

MSSS MpocnywwunsaHue IP-cokeToB
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MUXT OTcnexuBaHue U3MEHEHUN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHnyYeHmMsa CKOpoCTM NepexsaTa NakeTos Ha CPU, BefeHWe CTaTUCTUKKU MO Nepexsa-
YeHHbIM NaKkeTam

NSFP OTcnexkmBaHue cobbiTuit, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuogunyeckana reHepauma curHana ana onpoca Tabnauuy, MAC, VLAN, nopTtos, My/ibTMKacTa,
MapLpyTU3aLuum, NpUMOpUTU3aLLIUm

NTST JobaBneHne n yaaneHne tOHUTOB B CTEKE, COPOC COCTOAHUA OHMUTA B COCTOSIHME NO YMOJIHAHUIO,
Ha CeTeBOM ypOBHe

NVCT BcnomoratenbHasa 3agaya gna VCT. 3anycKk Tecta v OTCAEXMBaHME U3MEHEHUA COCTOAHUA NOpPTa.

OBSR 3apayva 4N1A OTCNEXKMBAHUA U yBEAOMAEHUA 06 n3MeHeHuax cneundruyeckmx napaMeTpoB UHTep-
delicos, Heobxoanmbix gns LLDP, CDP 1 gpyrmux npoToKon0B

PLCR O6paboTka cobbITUN CMEHbI COCTOAHMSA NOPTOB YCTPOMUCTB CTEKA

PLCT O6paboTka cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsauyma ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepBep

RCDS Knnent Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poautenbckuii Tack gnsa Bcex 3agay

RPTS Routing protocol

SCLC OTtcnexxkunsaHue coctoaHma OOB-nopTa

SCPT ABTOO6HOB/IEHNE M aBTOKOHUrypauma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU Mony4eHune cobbiTnii Address Update, HUXKHUI ypOBEHb

SELC MonyyeHne cobbITUI O CMEHe COCTOAHMA NOPTa, HUKHUI YPOBEHb

SERT OTcnexuBaHue cobbiTMiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX Mony4yeHune cobbITUIN NPpUEMa NakeTa U3 KommyTaTopa B CPU, HUXKHMIA ypOBEHDb

SETX MonyyeHne cobbITUIN OKOHYaHWA OTNPaBKM NakeTa n3 CPU B KOMMYTaTOpP, HUKHUI YPOBEHb

SFMG sFlow Manager — 06paboTKka cobbiTuit u3meHeHus IP-aapeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3za aaHHbIX SNA

SNAE O6paboTka cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl AaHHbIXx SNA B MN3Y

SNMP Peanunsauma npotokona SNMP

SNPR SNMP Proxy

SNTP Peanunsauma npotokona SNTP

SOCK YnpasneHune paboToit COKeToB

SQIN HacTpoiika Selective QinQ

SS2M Slave To Master — nepegaya coobuieHnit c BeAoMOro ycTpoicTsa (slave) Ha Begyuiee (master)

SSHP CepBep SSH — HacTpolika, 06paboTKa KomaHg, Tanmep

SSHU Cepsep SSH — npoToKon

SSLP Peannsauma SSL

SSTC JNlornposaHue cobbiTit 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB ObpaboTka SNMP-3anpocos o cTaTyce cTeka

STSA CLI-ceccua yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN
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STSD CLI-ceccna yepes VLAN
STSE CLI-ceccna yepes VLAN
STSF CLI-ceccna yepes VLAN
STUT MOHUTOPUHF yTUAM3aUMK Gaew-NamaTu
SW2M O6paboTtka cobbiTnin Address Update ot FDB, 610KMpoBKa NopTa Npu BOSHUKHOBEHMM OLWIMOOK Ha
nopTy
SYLG BbiBOg, coobeHnin B Syslog
TBI_ Tabaunua BpemeHHbIX NpomekyTkos ana ACL
TCPP Peannsauua npotokona TCP
TFTP Peanunsauua npotokona TFTP
TMNG YnpasneHue npunoputetamun 3agad
TNSL Knuent TELNET
TNSR Cepsep TELNET
TRCE Peanunsayma traceroute
TRIG 3anyck gencreua B FDB (aging MAC-agpecos)
TRMT YnpaBneHue toHUTaMM B CTEKE C NOALEPHKKON TPAH3aKLU MM
TRNS File Transfer — KonupoBaHue ¢paiioB mexKay oHUTamu cteka (M0)
UDPR UDP Relay
UNQt O6paboTka nnathopmo3aBUCUMBbIX COBbITUIA
URGN O6paboTka KPUTUUYECKUX COBbITUI (Hanpumep, nepesarpysku)
UTST Moacucrema OHUT-TECTOB
VPCB VPC (paboTta c MAC-Tabnunuen)
VPCM VPC (ocHoBHOI npouecc)
VRRP Peanunsauyma npotokona VRRP
WBAM Web-based Authentication
WBSO B3saumogencTemne ¢ web-KAneHTamm, HUXKHUIM YpPOBEHb
WBSR YnpasneHue u Tanmepbl web-cepsepa
WNTT MNoppepxka NAT ona WBA
XMOD Peannsauua npoTtokosa X-modem
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TEXHUYECKAA NOALEPXKKA

[ns nonyyeHns TeEXHNYECKOM KOHCYAbTaLMmM No BONpocam aKcnayaTauum obopyaosaHma OO0 «[Mpeanpu-
ATne «/ITEKC» Bbl morkeTe 06paTnThca B CEPBUCHDBIN LLEHTP KOMMNaHUW:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTM TEXHUYECKYIO AOKYMEHTALMIO U NPOrpammHoe
obecneyenune ana npoaykumm 000 «MpeanpusTtne «/ITEKC», 06patnTbea K 6ase 3HaHWUN, OCTaBUTb MHTEPaAK-
TUBHYIO 3aABKY UM NPOKOHCY/IbTUPOBATbLCA Y UHXKeHepoB CepBUCHOrO LLeHTpa:

OduumanbHbIn caT Komnanumu: https://eltex.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpy3ok: https://eltex.ru/support/downloads
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