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“mt ™ eo t 'E mo ® e e OCGH@OFEHT) m oha“a xAt “atooak B¢ oghc v h” to
e t h m ~ o ac 'EQt h 5 e”™ ot ohoa Xm¢t ™ eo —~ e o c ho h
¢_ ’O;_*ota'Extqj“tudnh* _’“"oa L 'O;(e** "”cxm_’“(tm’Y c ho
c h "’O; e n C')'[h{¢L')Z otoh=™""y co omt'y *t co chh °% T thp
ome o cehoo h ~aa . @
to*h™’qgoé& "~ cooh’be@e‘]D@QQ'.” oaaxt™toh Y
Bootl Checksum Test...........ccoeeeccvvvvnnnnns PASS
Boot2 Checksum Test............coceecvivivinnns PASS
Flash Image Validation Test...........co.... . ... PASS
BOOT Software Version 0.0.0.3 Built 23 - Feb- 2011 17:40:14
Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
| - Cache 16 KB. D - Cache 16 KB. L2 Cache 256 KB. Cache Enabled.
MAC Address : 02:11:12:13:14:27.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
(_cxmt'Y* m x e " . com ™ s h e Y ¢ ho ¢ X h t h
o ¥ m c : e Y |6 aya x t.t b gk ” e Y mc 0 “ T'Eem agh ¢ havem OX h m
Lo t . . o t o h 0 rl . ao (=] ) h x TX <€ESC>* t*<*En<teqx>“ _t’“( ;'|:|teom<o
h a ec @n ~ e o "a o0’ eomt X ¢ h ™ -~ e Y xmt ho m t 0
c h "mt ~ — e@ h ~ ® -
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* T Ee ’ o h x - X m <t h o m t )

Preparing to decompress ...
100%

Decompressing SW from image -2
100%

OK
Running from RAM...

* * * Fkk * *

*** Running SW Ver. 1.0.18 Date 23 - Nov- 2011 Time 18:14:56 ***

Fkk * *

HW version is VOO

Base Mac address is: 02:11:12:13:14:27
Dram size is : 128M bytes

Dram first block size is : 98304K bytes
Dram first PTR is : 0x1C00000

Dram second block size is : 4096K bytes
Dram second PTR is : 0x7C00000

Flash size is: 16M

23- Nov- 2011 18:15:04 %CDB - | - LOADCONFIG: Loading running configuration.
23- Nov- 2011 18:15:04 %CDB -1 - LOADCONFIG: Loading startup configuration.
The monitor is activated w ith Trace Enabled.

It will be automatic enabled after system reset also.
Device configuration:

Slot1 - Eltex MES -2124

Device 0: GT_98DX1035 (AlleyCat)

-- Unit Standalone --

23- Nov- 2011 18:15:16 %Entity -1 - SEND ENT- CONF CHANGETRAP: entity configuration
change trap.

Tapi Version: v1.9.5

Core Version: v1.9.5

23- Nov- 2011 18:15:29 %INIT - | - InitCompleted: Initialization task is completed

23- Nov- 2011 18:15:41 %SNMP - | - CDBITEMSNUM: Number of running configuration items
loaded: 12

23- Nov- 2011 18:15:41 %SNMP - | - CDBITEMSNUM: Number of startup configuration items
loaded: 12

console>

23- Nov- 2011 18:15:43 %LINK - W Down: fal/0/1

23- Nov- 2011 18:15:43 %LINK - W Down: fal/0/2

23- Nov- 2011 18:15:43 %LINK - W Down: fal/0/3

23- Nov- 2011 18:15:43 %LINK - W Down: fal/0/4

23- Nov- 2011 18:15:43 %LINK - W Down: fal/0/5

23- Nov- 2011 18:15:43 %LINK - W Down: fal/0/6

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/7

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/8

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/9

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/10

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/11

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/12

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/13

23- Nov- 2011 18:15:44 %L NK- W Down: fal/0/14

23- Nov- 2011 18:15:44 %LINK - W Down: fal/0/15

23- Nov- 2011 18:15:45 %LINK - W Down: fal/0/16

23- Nov- 2011 18:16:31 %SYSLOG - N- LOGGING: Logging started.
23- Nov- 2011 18:17:51 %INIT - | - Startup: Warm Startup
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¢ .%oh h ’ a ™ h %ot . oaa®x t:™ t"uHe oo mtx o xe - - o

< * —_ * < T ek <

Startup Menu

[1] Download Software
[2] Erase Flash File
[3] Password Recovery Procedure
[4] Set Terminal Baud - Rate
[5] Stack menu
[6] Bac Kk
Enter your choice or press 'ESC' to exit:

xe[ﬁ]t-[xch" mte 0 a

Stack menu

[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:

¢ a e 0O xch~ ~ e My " m £ x (0" a

< - < * — <

[1]Jtoto®h~" e Toe ot “toh® xmtho mt ~ m t
[2]-[e”" .'e"' ;<' e< *e <t X m’”t.thoorjm“mt “‘
[3]-[ .7 oh h ’ a”'T‘h‘t*meto.a’eé.ggmghhq)H’e a m t . ho e Y(
o " ho*e o h ™ %ot xmtho mt ~e 55 a m t -
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a™ T 'Ee . a x h o od Tatl5_t“
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4. mthcoom_x"‘:YLp_"e'*h(m ot m<h“<h 51/t ®
5. ""mt ho ~ c*h’“aSNMIPo choto o "~
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mth™®1toh™ m t (0
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’ ] 7Y o~ m c : e Y .o " ene @@ o h 50 hm nf
o —~ Kl —~> L4 ’ -~ -~ ~ —~
= J t . Ya 0 e t 'E e e DL e c h o . omt
“a 'Y co TE" o ~ ot -~y c ™ mo M'E a xo otm ty ahy m 509%0
xmtho m t e @ 'Y] % mo b7 "t o TVE’ oe *Ymtt h70'yY m m"’t’o':"ao.-[o 4 e ¢ ™ h
co TE"o ~ ot YT ¢ " ho TYY x(h o 'Ye ‘'Yo:a It e - S co TE"
console(config)# username name password password priv ilege {1-15}
i ~h o e 'E c h - mMm h ™ “h o t T omt
V e 'E c h - Mmp h ™ ~h o t - T om X c
_ha h_oa~e” 7y ZAdmiAne "Yh ol@MEKE om 6 t " "TeQ 'Y co TE’
Coperatom™ ¢~ h @pasgpa x heo e a ch 0 MY
console >enable
console# configure
console(config)# username admin password eltex
console(config)# username operator  password pass privilege 1
console (config )# exit
console #
4322 “m h ee” 'Yy e” m*tohmot x ¢c** x h o e 'Y
o Xxmt h o m t mx * mt X t o] ao’eomt E mc h ®
x h o e Yy c h - h e ~ ot ohoa ~ " co TE
c h - c h m - - tm -y e™*%oh oa”e " TE o h -
x h a e™ * eee 0’ o0
’ .0aaxt¢t™toh co*® " h > ~ t m m t a x e ™ m ®
L X 0 e c h -
" h - SmTty Y o e (Mt mt ¥y o v Y eeo o -
P~ ° ao choec m . “t 'E'Yyoe by "eee .mco 6hdx @
.o0a™~e " h > a ~ o T T 'Ee o 0 o e X h 0 e
¢ ® * ~ cohao*me~*m ¢ & o h > a ~ To ¥ T'Ee o o x h
console (config )#
""*’“4_10_-”"‘oa“e° T Ty e "mtho h *m ~’ h e eo 0 om¢t x ¢C
e ” e e ™
.0a>e" ™"~ v« .« K m t
X a o ’“, ~ e (@) < e o x <
privilege context level com- Jhom o "x " "teeoax xho (]
mand °"eex'o_oa”’e X @
levet (1.15); -contextt h | h& "o toa~e " eo t
KX h o e"'E c hoa~gq-levelt xho e 'E c¢ch ’“( 5
h > a1 Q. 9/ |m t x ce ™ e *m¢t h ™ - a ~ 0 ¢
.m o9 omt” T'Eel15 § -commandt_° a “ e B ¢»)
no privilege context level com- ST Tyt omtxc o0 .
mand a~e”™  * .7 hvoh e
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console# configure

console# configure

console(config)# interface vlan 1

console(config -if)y# ip address 192.168.16.144 /24
console(config -if)#  exit
console(config)# ip default - gateway 192.168.16.1

consol e( config )# exit
console #

“
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console (config) #username admin password pass 1l privilege 4
console (config) #username user password pass2 privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running - config
console (config) #privilege config 10 vlan database
console (config) #privilege config - vlan 10 vlan
’ c h ' E = 7'y o ~ T Ee 9 co TE o ot ™ 7" 3 h®mterhp
Tomtxc e _ oshow rurning-cenfig, e © e Tx Tt Tomylgne ¢ TY e ”
co TE"o ot - 5> xho e 'E ch - ot oh 9 Mmoot
vlan,, . - _ © " _ asskoWwreinhing-config.
4323 .0 e x*he h o mt ™t : m o I t 7 ¢ h”a t h o
] Y ) ao’eomt x ¢c h ™ — e Y ocoaaxt™®tohoa" h LD
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] 7Yy to o] ;to:. x 7 . t 'Em 'YX ,to * % h m e ” e :
console# show ip interface vlan 1
IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid
4324 " mt ho - c ™ h~a t ho choto oo"*mt{bxat Ty Tom
_ o t oSNMPSimpleNetwork ManagementProtocoh ¢ h " omt = 77y t mh “mt ~
m t . a xm7tTmhobhotm©a~ P co ~ 7 hSNME)rﬁdO"’ h > *"totomomt ™~
c ho h * aaeo ) o7 m.c o:"ee’YOY o " X e c 1 ~s eeSNMP x ¢ h ~
~ ao * m t X t m e ™ %o ho a c ™ h ™ a t ho xmt h o m t TP Tt
c h ™  “MIB, Matagamentinformation Base.
h ~ = "omt xSNMP ¢ h ™ “TegOxm Yy cxt SNMPSEF™E my a X ~
h * *h ’ e e"0o0 mot xtc “c
.0aaxt™toh . " oc xm “ Ot xch’“SNMEm0° “tm > cmotahoo ™ "E'® oc hoo t*o
{bat com” h >hm ~ VLNVHM@od o0s T e t {bat co " " h > - t e ~
h * m hced&d .y ee . g aL. o
¢ C ~ Yo o * m ¢ : e ty t oehto h = @m mt oa a xa o e
V - = 7Y ho” h ~ % ot t ™ 5 m  mt a ao’ MIB. *
. coao " 'EQO cSNMFDaoo_‘ox"}”' ; t 'E . a . e . (oN . c ™ h ™ a

m

V “m¢tho m t - comt ™ ~vyot m oy ENMPn ooocth”

~0O; I " ham-~ X c h ™ SNME o yS “ ax heo * e 'y ¢ h

- ke *

<

1Y 0 "ao’eomt ~ % a e mt h h o " e YSNMPe t hoo* gmt™ ™a oc or
mo """t E got'y ¥ . o0%ex mthooX" mh *tttmtmbgp* “omax ty* t oh
i ReadOnIy(ro)T o ¢ h Z"':{t o] : -~ e . m o "o o0*m™t xmct o T'E oQte ™
g¢c homaoth o e x h ™ e 193 *e 00 ce”"h;”"aeo tx ht a e 'Yt 'E
i ReadWrite (rw) T © ¢ h T yTytto DT e moddnttmd e ™ a; t Qte
T a e e c “h ™ a t;ho o e x h ™ e
T Super(su)T och<°(z""Y,<tto ;"‘(e moo*"'<mt“"“ . . Ot
~ % a e mth=>toh™
o o 7™ h"mchomth™e e o mCQUBHCE'm @mt x anotah ot o ME 00
;e Y oMIBo)_privaterm  Toméxcoem e aMIBw)e , | T YT A Tt o
moo* "™ mt - a|pr’“eho m: *mTt*“te g x ¢ h ™ — e Y]
h a h m o e pmat@moo"':"o"'mmxtcd‘a e ” ;}p:“?eh mo a n tc ” en ¢E
xch= = e Y MpHOPMCYy dDmc dnnY
console> enable
console# configure
console(config)# snmp- server  server
console(config)# snmp- server community private rw 192.168.16.44
console (config ) #exit
console #
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] 7Y chomaoth?™ mo " *ee . g nMGNNMPPmMmc m T EXx" mn 'y o a %tem
console# show snmp
SNMP is enabled.
Community - String  Community - Access View name IP address
private read write Default 192.168.16.44
Community - String Group name IP address Type
Traps are enabled.
Authentication - failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:
433 """ mtho “ ¢™h™a tho m mt a . * "0 Cc *me o
¢ 'Ht o a h ~ -~ e a thad¢ ge"’Ynel‘*ho ° e “ a X ™mh om ™ e
e‘mthom_( '*"'*"'(eeo'o xch”“"(e*’Yxmthommt~tooah*eﬁ
e x ;. tT o
i Authenticaton o™ x t e t 1 mdcgo myy” T e ""chom~ mx "
T oc m m mt a * oc ®*meomt [0)
i Authorizationo™ _ toh =" ¢ YT cho gmocomhd & e "omx xc:
m mt a oc ho s Xt et “ e 00u och
i Accounting')x;'cmfo ’ e o c ot h ¥ e a h mx hmo
h mco TE"o0 e e “mtho a "y mt to " O'E toddniiis. € OYg ® & g~
admin® “ho ~E e~ “e” .~ tmY co ~E-o - ~ a @ ¢ m ~x .
xmt ho m t 00 e m o ;’E’Eleh.t' c h h "t E o hoEsc> £ SEnters &~ "t : Chit
c h .9 ® X g9 m x emo oc¥*o'm @ ¢ 0¥ 'Yt T e Y x StartupZD t ® bo ft
ex’eo “"cxmt t'E cho ¢ " xhXpasswortRecoverProcedurge | Y ¢ T ho Ty
| .o TE° "t TE co xao~:"e 0O 6FRYAYKIRYAYOD
~0*% o " h x o co TETo h™ot TE m x hyep_de
/ h x T T e m 9 mo ~ e e 9 co T'E"o ot -
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console > enable
console #configure

console(config)# interface vlan 1

console(config - if)y# ip address dhcp

console(config - ify#  exit

console #
] Y to ) ;to+ . x ¥ B t 'Em YS ;t,cmc"“o*’hE_'mxa "’tgh"’é\wilg’“ e o e
interface

console#  show ip interface vlan 1

IP Address Type Directed Precedence Status

Broadcast
192.168.25.67/24 DHCP disable No \% alid
4.3.3.2 x "0 ¢ ¥ mxecohm™t 'E- e o¥ x h h o e ¢c”ho ™
] 7Y oFf mec U Yo oF o0 Cc *meomt m mt a . mco TE°x tm
. x ; AAA Autlentication Authorization Accountingg > _°o t o h . x ch = 7y ot ch”
co TE o ot - S x ho e ‘'Ya c h - a to® " a x ¢ h ™
—~ 'E'O /\0 m/\,Ee roz —~ +0 X':*m/\ e e X ,O o © X COA,E.O mt —~ ¢
] 7Y oFf mec ©e voF 0o Cc *meomt x ch™* — e Y ao”’ t
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¢ t o a m’“x;”" S m c“ho ~"E "~ omtxc™ Xmt ho m t X
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c " ho ™Y m o ~ T 'Ee o o} t h a e ¥ T~ O oemo T Ee o o} c o h t
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“ho ™ "omtxc ™ X mt h o m t X ao X t *o. t 'E oxmmttx¥ce*oy
| , 0 ~“ T Ee otc oh®a ’%'O;’\ e oemo "c‘hEeh;.’t 0
T Telnet
T SSH
T HTTP
-'ht o] ’ e c o 'Eo“ t( Y e : (tm’Yx
Y o reo o] chomaoth™ c ™ h ™ a t o] Xxm <t h o
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console(config)# aaa authentication login default line

console(config)# aaa authentication enable default line

console(config)# line console

console(config - line)# login authentication default

console(config -line)# enable authentication default

console (config -line )# password passwd1

¢ ot t e ™ c h e e m t c ™ ho TE o h a 'y

® t 1¢ passwd.’Eh o a t o o3 o * c“ho ™Yy ao’ t c o
c h - h o e e b a™ egflghle c o ao " 'EQ
“mt *e e ™ hv TVPnet

console(config)# aaa authentication login default line

console(config)# aaa authentication enable default line

console(config)# ip telnet  server

console(config)# line telnet

console(config - line)# login authentication default

console(config -line)# enable authentication default

console (config -line )# password passwd 2

¢ ot t e ” c h - e m t c “ho TE 0 h a
WL .t T pastweR.E
“mt~ece ™ hv TYH

console(config)# aaa authentication login default line

console(config)# aaa authentication enable default line

console(config)# ip ssh server

console(config)# line ssh

console(config - line)# login authentication default

console(config - line)# enable authentication default

console (config -line )# password passwd3

¢ ot t e ™ c h e e m t c ™ ho TE o h a
L Ct T pdssweB.T E
"TmtTeo © CcHTTPe Y T TY

] Ty e x h ch*oh oY Yomtxc HTITP ¢ ¢ ko t o 0 m ot oa™e

console(config
console(config)

) #ip http authent
#username admin

h e

c
passwdl.

© T HTTPe, mm |

ication local
password passwd4

level

*

15

mco TE'admii t 'EC © hao'Y 'E
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] Y _oe L x h . h o . e Y* ' ¢ m THEG lx_p_o ﬂeYa ahle t. Qtao hqj’. ¢ - o]
h ’ a "omt x ¢ e oc h ® ¢ ome - czn'm'nq"m o} tc hd eamaye t fpo h ~
0oa %o myt x ce . g * > % o0 a : h ’ ao [0
] 7Y ¢ h 90 7 * : o " eo o h ’ a ~ " h x ¢} meco TE"
mx * m t x O o) h > ao oa~e?-" g0 7 * h ’ a vy
.0a™e “he .’ (EXEg:*”’ee h ’ a omt x c e mh ~ X com ™ X T
t oh ™ o * ~ a 3] €8 TEe o “ Mmooty ga 'Ht o a h > a m o

(hosthame) .= m a o 7"  GHE D

console >
|m = a 'y xmt ho m t - e e ™ e ™ eo Yy to a mt o e 0
h - h o “ e e . _(mi\;i|e*g@dE)¢E§z K éae la a Tomt xc e c h
c h - h o “ e eo o co T'E"o ot ~YO ¢ g0 ° h a g To T
"o TE o c h - h o “ceaea” b o an te Taeem txnme € h *oa t ho
t o h¢™ @ h - h o “eead h’“"nﬁamt’Yamthmco"'Enxqp’\t’YnCYnT[a
h 30 ° ~ EXBC ’c ha ~ - h h’oa eet. ¥ .t 'E "~ mcowa@imbler ~ e

console> enable

enter password:

console#

_.  .a  To¥"o®'Ee o xd hgpbal'cenfigivation)s ~ “ee . ~h * a ch “e
Ty T e Yy o * o 9 e Zonat*he " . h o’a aax™ ~ t T ™ “¢ " 'Ee o o e
~0*% o 0 co " h ’ a ™ qgod e hx b~ g omx " gonfigurey, tm Y oa™ e o

console #configure

console (config )#

_. ,@e xh het “h iyeradcecadfigurationz *~ “ee . ~h  a ch 7
;. ; 'Y_oe‘*'xh*hou*e*'y*et<h‘<‘ym.pd,ﬁ_@tamrxtt"2t?hko¢c’“¢
h ’ a omx " mt ~Y tmy ’ h ’ a ~ ~o T ™ T'Ee o 0 o e x h
a~e"o 0 c h a h e >0 aoadbe” "~ &ﬁ\'YhOO‘VE%I\bWD:l)‘Pt h i

console(config)# interface vlan 1

console(config -if) #

’ a e x h th oh a ee ﬁh\é"c‘“onﬁgmration)z T e e . h ’ a c h Te ™
o e x h h o ~ e YS m Y " eeo 0 m h~* oty tmty ha ea” 7" ¢~
¥ T 'Ee o 0 o e x h h o " oe Y ®

console (config )#line {console | telnet | ssh}

console (config -line )#
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5.1 h h ot m 0 a e e o mt h o 0
" — o % E — © —_ ©
i h c h - h x x mt h o m t - m e mo gh ~
4 e Y T0O° 9 e m ee 9 a e e e *mtho
oa™ e ™Y
console# write
i ] 7Y xm o h e Y o "~ oa™e ao’eo omc” oo~
V c o "e e Y3 otoh™ " "wYc* “le?d * hh*xe etom 'Y coha * ee”
.. Tabx
52 x~ ) oa>e-“”
- < —
.oa~é” . EXEC
= chom™>eme b o h ’ a 9 9/ a t m™ " x Q0"
console >
~ ¥ T51atx o oa™e" " OEXBCx ¢ e h ’ a
e ™ e
T < * <
.0oa~e "~ e ™ e ] m t
T < * < < - * <
) e " O
enable priv] . L.h o _T0o;  t EmY ch T~ ho
priv: (1..15/15 o N XL o ‘fro e E Ch BN
login 1 =~ h ' e t Xm'ac oe HEC @ om "t
exit T ~thE. e x 0O ha e” T"Eex O m
help =" chom mc h ™ o :eo e oha=~ g
T a“e " eo mtho
show history Lo _" ""t'E mtoh QO _oa~e’” 3y |
T e " 'Ee o m m m 0}
show privilege T Lo TXMOE CE M T Y
show privilegeconfiguration Lo _"mttMo  oa”e” 3 7T _otg
T o e xh ™ ¢ 'Y xhpo e 'Y c¢h -
terminal history ¢_"T0; . tE xe_ ¢ 'O mo gh~e e
Ty x " t h a e ™ T'Ee o m mm
' - Joxe ¢ Y | == e . . : -
no terminal history ¢ . U UE xe ¢ 'O mogh=~e e
a ™~ e * °’“'Yt x " t h a e " T Ee
terminal history size $izg "ca e tCE h* ca _h fx h* mtog
size (10..216/10 t_xt" ha e” TFeo m o mm P
no terminal history size "mtTeo tE e . e co xao
terminal datadump o .| tofhm ot gaTe o™ h~ 7T g
-K . -__oOoa he oh ~ - ~ e . o * = mech ™
© AN tmoy . e e - . —
< < m o Mere: Space>Quit: g, One line: <return>).
- s ¥ a — o . - —
no terminal datadump € mt>~eo t E e . e co xao
show banner [motd | login | . Jto®h=- " t  _oe  xh" g 0O *"e
exec]
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s»nELTEX
.oa"e brivilegedEXEC
"7 Th2g"x ™ "o . Fotadmt x.c e .privilegedEXEC  a
- e ” e
.0 a™~e "™ "™ 1 < x <
e"' e ] m t
,"e. ©
disable priv] ¢ _ hext Emy _oa~e”e . h > g
priv: (1..15/1 eo o _oa®e®eo o h * ar~ 0 LINJ
e< X_Ttﬁeﬂho_ e'Ech*“":"m
configurefterminall 1 o h_ ot h * a _oe xh ho
debugmode h t h ° a Tootmt"x"c e * §t
T c h - h o “ e eo o co T'E" o 1
set system mode {aebnly | "mt~eo t'E h _ * a e*mtho
acksqinq| acksqgingudb} -aclonly T SQinQe t _ T @; ,eo T T e~
e ™ e "™ t 'JE e m o fCOE o ’]/[toéé
-acksginqgth 7, a c¢o xao T:"e OT
-acksgingudbt "o T e” o "ao’eon
-lacl-sging th e~ " gt co ~ETo Tt  TUEM
x ao T trec 'YQ BP0, ¢ hSQin@ TY _ o0 " Y
mc o TEC x Ot - il h = -~ * o
"- h m a e h ’ a ” e*;‘""\'E
- m t ht ™ ¥ com ™ : 0 X m t
’ e o
.0 a e,o.mtxc m 5 h a o_oel*'xh*ho"
=" c¢chom oa™“e " eo mt h o a t o ° e m
console#
console(config)#
console(config - line)#
é
"*"5_3&-‘“x“ 0 oa™e?" S h® oom taxscee x ho h om ~ g Y
.o0a>e """~ =e”“’ e ] m t
. ¢ Lt ~0O¥o o h  a* oe
exit T ) T hrhg sater /1L
¢ . t 0% o o h ’ a "~ o e x h
end T N Lo, ‘ - - '
h .7, PrivilegjedEXEC).
¢ c o e t E oa™e " x oa™ e "~ eo
do T o . — - ' .
a _oe x h h o e Y ®
help T ¢. o " t mch ™ X c o mco TE x
‘Oa*e""o.mZxce’To*”‘"ﬁ’Ee’oaaoe X h h o ~ e Y
=" chom e Me¢ & o a t m ™ " x 0O" Ty
console #
console (config )#
* ¥ Th4aqTx " o oa™e?" "omt xc e h ’ a 0
.0a™>e "~ "~ =e"‘, e ] m t
=TTt E Ot m t Mmoo & * *ee YYYE{]
banner motdd message ._"0; tE _._0o7 e~ H h"e o
textd T -dth "~ - ) ~ ¢ ( ~ET
no banner motd -messaggextt t _mt moo T " e Y §
o X o " HAnn m a o 7o o
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=" "1t Emt moo* " e 'y SESO 6c¢
banner exea message xme ~“eo o T om mt ax()3y
textd T -dth” " Tt TET
no banner exec -messaggextt t __mt moo T " e Y §
To X o7 " HAonn m _a _ o 7o o
=~ Tt t Em t moo* " e Y ft23Ay 6
b loqind e 5 otoho oto*h™*>™* tm"'y ¢
anner logind message i - ~ — ,
text d J g T v, Y ., ¢7ho Yoz ., _._"0;, v E
. Sdrht o 0 ~ET
no banner login -messageexttT t . _mt moo ¥ * e vy §
To 3 o7 " Hannn m a o 7o (o
\oa”"ef°o.mtxcre ’ ao e x h h o ~ e Yot h a e
* < *
= chom ~ e mMe¢ b o h ’ a o e X h h o e Y
console (config -line )#
T ¥ TpBEgtx 0 oa™e" “"omt xc e h ’ a o e
“e ™ e
LA * <
.o0a>e """~ =e"", e c o ] m t
e 0
. ¢ ~0; t 'E X e ¢ O mo gh ™~ e e
history A e " (D* - '
-/ xe ¢ Y o — ~
. : : - ¢._70;.tE xe ¢, O mo gh e 0 qr
no history a~e” @
history size{siz . »"a e t'E h* a h Fx h = mt g
.y e{ i size:(0..216/10 —~ = - - ” < -
no history sie mt®eo t'E e~ , e~ ¢co0 Xxao
¢ ~0; t Eh . oommooée" . ¢ Imot
motd-banner — s ST o % s -{motdn .
(oo t e XY o e YOO
K, _"T0; e . ; - -
td-banner C._ O;*t E . .0 e o h a c,0¢
no motd- o=
(Y2URN®
login-banner . ~0- e‘_’“'O;*t'Eh”-“ﬂot”mm??ée';(a*m t2
no loginbanner T " ls . _T0O; tcEh . bfimoode . g
execbanner ~0 JS_TO; tEN, . ammooée . | SE
K VL — = — =
no execbanner t ¢._7T0;, tcgh . ommooé&ce . g S
- —~ ~ ~
'Et h ™ ¢ ’ mo o * e oa"™e e o mt h o
53 X E c. Y . L. .
- ~'Et h " ¢ 'Y mo o o e co o Ty |t X a e 'E’ t 'E o
c o E O“ t ) Y . o - ., ;* t E co*m_ e<0' OO *an .
"o 7™ .. UE 3 _oe ¢ _oa ”"de”iée o mcno tThp" o - * m Ea o o B €.
c h ;,m7T ee o .t ' . €.
"% Tgegr.0a e " h ’ a ™ o * * T'Ee o 0 o e x h h o
e ™ e e
t o” e <*K ] m t
; X a o e ¢ w . e
beginpattern Lo _- .ot mtho 3 ¢ h
mt x 0Ot pattérn. o e x
- T = - ;
include pattern ¢. o t ~~m ~mtho 3 mo® h
excludepattern ¢._ o t m mtho 3 e mo °
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54 "“mtho - a "~ h o oa™e?-"
© —_— — —
] ee ™Y X e ¢ Y ¢ o o Ty t m o - “ 1 @” xRk om .
ao’eo com ™ " mt c h a e 'Yt 'E chogg mm o e
.0a ™~ & 2 a™o ¥ v T'Ee o 0 o e x h h o ~ e Y
st . - .
¢ ® “chom™ 0oa™e " e€w ¥ “n tUPean o hh >ha **e YY
console (config )#
*+A5_7a“oa'"e° h ’ a ™ ~o * ¥ T'Ee o o o e x h h
e ™ e e
oca*e ,<,_:<K ] m t
X a o : ~ e ¢ @ . x <
macroname [word] Lo " t eo . e”%oh oa~e”
e a mx " gmth x " "c m - t o
| o ” tm’y comtho - -eo ¢ =~ oe -
: mooa o |- i e — ;
word: (1.3 2 . EO m, a o G¥é® " _m w510
m a o To (o)
no macronameword ST Y, t x T ee . a” hom
macroglobalapply word word:(1..39m ~a o 7] h a e’y t x "~ '"ee. a® hom
macroglobaltrace word word:(1..39m ~a o 7] ho ~hy t x_ "~ ""ee. _~a® hom
macro global description Lo T tImm hto «oFHW TEeo o a~
word word: (1..16Qm  a o ]
no macro global description ST Ty, tD mnt ho ot o oh
.oa~&a” ! EXEC
¢ ® “ ¢ hom™nt hota “’e "BEXBC
console >
© T 7h8x".0a"e EXEC a ~
.0a™>e """~ ] m t
macroapply word ~f h, a ey t x " "ee a” _ hom
PRy word: (1..329m  a o — — = PR
macrotrace word Jho o hy toox ee . ,a” hom
show parser macro [ de- gi_port: (1..3/0/1..28) Jto®h®»® t ¢c”h®a th e mth
scription [interface{giga- fa_port (1..3/0/1..24); xmtho mt @
bitethernet gi_port| group:(1..16);
fastethernetfa_port| macro-name:
port-channelgroup}] | (1.3 , a o "o
namemacronameg
.0a™~e " h > a "~ 0o e x h ™ ¢ e t h m ~
T * * * < . < (=]
¢ ® “c¢chom™ oa~“e” o m x th o ¢ h e ta h m =
console (config -if )#
~* Thog*.0a e " ho e a~“xh™ ¢ et h m ~
.0a™>e """~ ] m t
macroapply word word: (1.32m ., a ~o ¢ h a e’y t x_ "~  '"ee. ~a” hom
macrotrace word word: (1.32m , a o 74 ho ~h'y t x "~ "T"ee. a® hom
macro descriptiorword ome e 7 I mt_ hm tchtoo hx “_ho
p._ word: (1..16Qm a o — = — —
no macro description Y t- mnm hob  otoh
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HELTEX

55 .o0oa~*e " x ¢ h ™ - e Y om m t ao
.oa~d&" @ EXEC
- ’\5_1@-? .0 a e * x ¢ h ™ ~ e Y EXECm t ao h ’ a
oa~e" ™" ¢ ’<e,_:<K_ ] m t
X a o : ~ e ® oo
.0a™e "™ ™ m Tx ° t T TY ¢ h(_”‘;
wSljdzSado choto_ o™ | /at x_1
. . . host (1..15§m _a _o;]_oetho ™'y comtxc™ O" -Reply.t _ tQ9g
ping[ip] {A-B.C.Phost[size | /0 64 1519/64% = ; {-AB.CO IPV&F ~ hx m™" - m 1
[S(I:f)intcoum] [timeout count (0..65535/4; -hostt “oa eeo Ay x © 7T oomo ot
i f timeout: (50..65535/2000| -sizet h © ~a ~h ¢~ t* 7 77y otch”
imeouf] am s
-countt __© ’“* ;. mt oo c~ _ _;to Ty
-timeoutt _ h a7y o’ " "e Y ot =t~
.0a™~e"*” "~ m"‘x"t ”“'Yc(h(-”";’
wSljdzSad4o choto_ o™ L/at x_1
L host (1..158m ., a _o;]_oe t ho ~'Y comtxc™ Q" -Reply).t .t 9
ping IpV6{AB.C.D.ERoSY | o 0 68.1518/68%  ; | -AB.CDEFIPE " h m x; ~* m &
{igsr?tli?)unﬂ [timeout count (0..65535/4; -hostt "oa eeo Ay x 7T m ot
) timeout: (50..65535/2000| -sizet h © ~a ~h ¢~ t~ 7 7Ty otch”
timeouf] 2 m o
-countt __°© ’\* ;(mt“O C~_<;t0_ Ty
-timeoutt _ h a Yy o’ " "e Y ot =t~
c h - -~ e a ™ h h x t ™ t h ™ |
-ABCDO IPW4g " h m x 7" om ot P
-hostt "o a eeo a’y x -7 oom ot T
-sjizet h © "~ a h C"_t" °’“'Y0tch"
. toT
m a o |—*+ <
tra_lcerputelp{A.B.C.D|ho$t h_ost (5141-,.1155?8/*54[‘ 1 Titas m o a* ~"Eeo o~ . mt o
[sizesizg size ( ) T il lcountt o~ . mt o coc.to ¢
[ttl ttl] ttl: (1..255/30; « - *m 1 T
[F:ountcount] [tlmeout _count. (1..10/3; -timeoutru_h Cay o0 e Yy ot -
timeouf] [sourceip_addresg timeout: (1..60k 0 M| . -t hm et h mmc o
- (0..255/0 -ip_address IF* . X L.l o
[tos tos] tos: (O.. AL coy e e T T Ty
-tost t ¢ m h“ m® ¥y c h *"“" a
IP.
) c*m"ef(o_o’c‘h* _.co Te e
Vh "x TVEt " to  ch 512 5%30
ch(°("<e’< a”h "hxt™ th?~ i
-AB.CD.EF PG "~ hx m™" m t P
-hostt "o a eeo Lay x o7 oom ot )
-sizeth ™ ~a h cr_ ot © 7Y otch”
traceroute ipv6 . _. v T
(AB.C.D.EFhdslsizesizq | O OMPOMPY Ty v n a+~geo o~ . mt o
siz¢/Y ocnddPmp ~" .
[ttl ttl] . . -countg__° ; ,mt o coc . to_ ¢ h
ttl: (1..255)/30; » P
[countcounf count: (L..10)/3: X mt T
[timeout timeout] [source .,. An o .| -timeoutt ( h 2 Y o Tte Y ot ™
ip_addresg UAysSzday o -ip_addresg IP~ " h m et h m ~ 0
[tc?stos] tos: (0..255)/0 ( a oy e h e ¢ _““ t o "_T
-tostt ¢ m h - m* 3 ¢ h "~ " a
IP.
) c m-~e . o * o0 __ch ) c
V "x TEt " to  ch 512813 _
Lt_h.tf(m(@ngn[*bxgq;* -~y ox T mo ot
-AB.CDIPvF " h m x =7 m t T
telnet J-hostt "o a eeo a vy x - 7moom ot ]
host (1..158y , & ¢ o h ot “co otohoax h-=~*
{A.B.C.Dhos# [port] port: (1..65535/23 portt TCR o > —°
[keywordIX 8 -keywordt __"O; ., o, m 7o o @
V‘Lc'm”‘e'< mc<C”""'Ee.3_o
Yo m 7o ch'_(°‘e5p_]_4,5ll5t’”"”"€
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HELTEX

t_h .t ma@ | STV x —~*  om t
-ABCDO IPv4 " h m x =~ 7" m t T
h S MDD , -hostt "o a eeo a’y x - 7moom ot T
oSt O M M 0 < ‘ . S
ssh{A.B.C.[) host [port port: (1 65535@/%‘ -portt TCRoht ¥ co  otohoax h
port] [usernameusernamé A "l -usernamer 2 'Y co TEc® Tt o Toyy . a g
. . usernameo M @ P T 1 U _ , -
[cipherciphei ~o ., +co e t'E 00
had _Clpherr ~ 0 h a t 0 o . b Kl ’.*h d_. P e ~
m~ T x0", a to Y adk5eé, arcfdurs |
o xao T e O c¢ch STt Otmoy
. co/rlnetztlon(#..:l()/ h ~0: e e “hx x @ mmtA
resume[connectio com e 'y’ X mjp = - N b ol - ! ‘ *
[ 9 W omm -connectiomr e ca h xmt " FHNBT @e@o ¢
Y - ®
show cpucounters T homaoth m. t . o c® to
to*h™" e e oha> ¢ o c 9
showusers T h mxmmtho mt ~ o
. to*h~> e e oha® g m mnf o
showsessions T X"~ ee.a xmiho mt ~a ¢
to*h™" e m  mt a e o e o h
-unit idt € o a h xmtho m t ~ m t
showsystem L fot* O" 0 “ toeoaeoa h
WSYSE unit_id: (1.4)/- o N <
[unit unit_id] - LEmYO
" L7 h ™ aynitehh co e e o
M to TE o h ’ a m t h o
. to*h~> e t x " h m
show version T J m G e ys hT ot " o o
to*h™" e s h x ho emt x hen
“ " h m X a™ 'y c”a'yt E)OD
. . -unit idt € o a h xmt ho m t - m t
sho_wsyst_em tcam utilizatiol unit_id: (1..4)/- *o it~ 0" o ~ t{oeoaeoa h
unit unit_i — R N - ‘
[ _id] Stm Yo o
’ | ~ h ™ aynitchh co e e o
H to TE o h ’ a m t ___ho
J] -cc"e°" tak26 aSaahayan otornTrT ot
- m(mm**cp_|”"ee”"y oa™e"™ "™ *mco"'E x<tm' m’“<
1. c o e t 'E ¢ o~ ~0; e x ® " 7™ e eoax X
TELNET ~ SSH
2. hex t 'Em Yy h oo t ~’Em x O m m m O o6e ”
T . f I ONIB{KATOBCHE Eo tyeEXp to B O D
ho“ t ~'Em x O m m m OoT
3 -co0oTe t'E _oca*e’x raK2g aSaaizyano
m 9o Y m o s e e Y t x m m m
4. 7 7Y to o cto T hext 'Em "y m mm x
oa™e " x NNBaNAwySoa b mo ° e e Y
aSaarzyan
.oa"e brivilegedEXEC
¢ homa™efMmedo privilegedEXEC 2 t m ™ R @
console #
% T51df .0 a e " x ch™ 7 e YpriviegedEXEC _ hooa
- - . . =
.0 a™>e " "~ v« s <~K ] m t
X a o : e < - “ o o«
reload [unit unit_i L voa e ™ om Tx ot x™TmTrY ooc mht 7T X
[ _id] unit_id: (1.4) . . o -
— _un|t|d-l-eoa<h xmtho mt“ . mt(
reloadin time . “mt ™ etoh o a * xht a e > ; h
time: (mmmlhhh'mm) ot "o ce eh™ 1y~ h x ~ xmtho m t
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reload cancel T _tavoet o o ceeh " ~hx ©
showcpu utilization Jtofh~> e omt~t mt - co
T t h ™ T'Ee o o chogg mmoh™
showcpuinput-rate JtoThmr e mt*t mt _ coofm
T h =~ =~ t _" a Qchoc(mmohoa
showcpu inputrate detailed Jtofh~r e o omt~t mt  h c owdh
T h ~ ot _" a Qchoe(mmohoa c o
show cpurate-limits to*h~ > e 0o h~e . e co
T ao’:)*h‘*‘t.“‘(a.a cho g mmoh
show tasks utilization toeFh~ > e mt*t mt _ co
T t h ™ Tgehoo @ nfnfoyn ™ = "o o cho ¢,
show techsupport [config | Jto T e e oha” ¢ o *
memory] °"‘Ye‘,"‘"Eeom "*"eomt i d
¢ o ° oa™e " . c h “"mt "~ Yy ot
c(ﬁ(;*m_"<ee.3 e”(< oa—*e;Y
- show clock
- showsystem
- show version
- show ip interface
- show ipv6 interface
- show stack
- show runningconfig
- show interfaces configuration
- show interfaces status
- show vlan
- show interfaces switchport
- show spanningree info
T - show bridge multicast addregable
- show ip igmp snooping groups
- show ipv6 mld snooping groups
- show dotl1x
- show dotlx users
- show interfaces counters
- show users
- show sessions
- show logging file
- show logging
- flash info
- show bootvar
- buffers info
- memory info
- procinfo
- show cpu utilization
- components versions
clear cpu counters T S fex T~ e o om. t . 0o c* to
show system id _to®h* e e oha~ ¢ m
[unit unit_id] xmtho mt ~
- it i e 0 a h xmtho m t - m t
unit_ic: (1..4)/- t“f‘%’?‘ L e e
,g u(""'h - aﬂunit_mnc h . -¢co e e X ** ‘
- c e to’“'E_o“h<"a<mt<
show systemdefaults _to®h* e .o m_ 5 e”mth
[{management ipv6|802.1x|
port| fdb| multicast| port-
mirroring| spanning T
tree| vlan| voice-vlan| net-
work-security] dos-attacks|
ip-addressing qos-acl}]
show systenmode . Sto T hm e e oha~ g o ¢
Lo
show system resourcetcam . to*h™toé&ho“eooha”g¢g  0oF M
mx hmo ¢/ 1la 6¢SNYINER /2yi(S
show system tcam utilizatiol . to®he h~t o e oha*g h af
m o TCAM(TernaryContentAddressabléemory).
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HELTEX

3***
© T 7haet ¢ o mTe  h " x TEt”to fracerofe’ " e Y _oa”e”
o c m = e
1 o h y* 0 e 0 a h a ™ h "h xt “toh"~ c
gateway.eltex .t 0, ary 'Hto o a®h "hxt % toh?"
192.168.1.101 I " h m ‘Ht o o a ™ h "hxt T toh”
¢ h XY~ otoho c ™ th e¥x,.7m o oht “a"h "h
0 msec 0 msec 0 msec tmoy "t ooy .o, oo ¢ n o c -
h c o e e traceroute ® ~ & "t c ho 0 te o ‘o ¥ F oy oachm
t * * 7518,
T 718t 0 T _ . ¢h .co Tacereute, oa~e”
a o~ o ' c m ™ e
€ x - *| - * * <
* Lo x t c h coc t c h S c ™ t ™
? " mt e t c c t
s ® a e mth ™t e o e om¢t x c e ¢ ’:".,eo
A " 0 t h ™ - c o cdlrﬂ‘txd““"al/[t":"'\ e
= " h ¥ x tm "y h ~ a et ™ ¢ Y Xmt ™ eo -
H ~ ~ m t e Tomt x c e
N .. UVE e “omtxce™
P hoto o T e Tomt x c e
Q "mto :e co "™ "™ ~ e
R "m ot o h a7y co t oheo m * o h h =~
S ' * - m o0 ° y” o a ™ h h x t ™
U o h t e Tomt x c e
h o h * aaeo oI élnetn € reoeda x t “toh” co” h > - t m
T  *xe_ ¢ cetho ™7y t ha e” ™" ¢ |V g0 Telnet |, 2
m _mm mco TVEx _tm frkshift8.* e~ e, Y _ " '
© T 7hldt ¢ e, " T Ee Telrreta ~ e
.. c. Be 7Y A
AN h ® " télfdeth ¢ o h m o ® e e Y
A e h ° " telfBtc @ o h e chog mm~ 4Lt
A o h " "gIfEX S S T e m) a o 9/
Mo L. "7 TteldBte @0 b T e (AO), - 0T
Mt L. telfgm o ® * “ ZAre You Thergpo ! , ¢ 0 Y _oet
e Y

A h a

— * *

mhc o TE”

console #traceroute eltex.com

_00 a "eerad¥route:

Type Esc to abort.

Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
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HELTEX

M L. M7 CteliEmco h e (ELptho
AN ¢o - h =t h ’ a oa™ e " eo mth o
o ’ o "ao’eo mco TE"o0 e ° o Telpefe mtm T'Fe . 5
- & A*516T . T0:; o Y. mmc/ﬁof:'E' X oa. 'Palhe'gm (antm_*_h* .
c e Y c m =~ e
/echo ~0 _" T'EE o T Ogchopt o " %xe "ge O - 07" e~
Iquiet " "ocxm ~ t . o " m 53 moo* “Telrfet c h
Isource-interface ¢ch 7 7Tyt - metto ;e om
<.‘_- O; (t o~ h 'ot_x coto_ > _OEUEOhJaH
e oetho ™Y com™ "o ™t T 'Ee oem t e
/stream *rt. v sc ¢SfySGao’ t  mco TUE o cth g@itay
- L -
_otoh.o c X (e. cho'h_fo_e}bL.A_@(}A‘,lep €|
choto o 7. 3 e e ToYtQet o mTYe ¢ @f Y SO
.o0a™~e” STomtxc e h : a YY ¥ * T'Ee o o
T —
=~ chom oa~e“eo mtho 0 e h xh dao “teom™y T'Re@” o
console (config )#
"7 7516t -0 a e " x ¢ch= 7 e Y m mt ao h  ° a ~
e~ ] - e
.0a™>e "™ "A"K‘ ] m ot
X a o ; e < o o o <
hostnamename JreaTe ™ m Tx ot T Tyt ey
name:(1..160 , a _ o/-
no hostname ¢ hext 'E m t 0 a 'y xmtho
service “ “ht g£Em t h o mt X c ho h~aaeo
cpu-utilization hx _ h mxhmo g eth® "Feo
-/ ~0; e o
no service T ‘ =~ ch t t 'E xmtho mt x c¢ho h™
cpu-utilization hx ©_ h mxhmo g eth®” TEeo
“ “ht Em¢tho m t X c h o mh *oahaoemo t
servicecpu-input-rate Yt hg a0 oFhrFer. " a.gj ¢
h o a oaaxt>*toh=> ¢
-/ ~0: e o —
t T =" ch xtm tth’B m t X ¢ h o mh “oahaoenot
no servicecpuinput-rate TY" hg a0 oFhr*rt . “caog w®
h o a oaaxt>®toh~> ¢
traffic: (http, telnet, shh,
snmp, ip, linkocal, arp
switch-mode, arpinspec-

. - tion, Stpbpdu‘_OIherpdu’ “mt ™~ eeo”CPlY* h " e : e m ohomt
s_erylc_ecpurate-llmlts traf- dhcp_snooplnglgmp a o s~ oeh o~ e o 1 o~
ficlimit pps snooping mld-snooping -ppstT © * t o m xe " x @

sflow, log-deny-aces ‘ " " ‘
dhcpvésnoopingvrrp,
other);
pps:(8..1024)
“ °h t 'E X t ho m t X o h
servicetasksutilization hx © _ tfg_rmxhmc’EFeo o cho g mn
Y “ > "o o m mtt aeo 0 c ho
_/ "\O e o — + * <
" - T =* ch t t 'E xmtho m t X c ho h ~
no servicetasksutilization Jhx mh mxhmo ¢ eth™ T'Eeo
Y “ > "o o m mtt aeo 0 c ho
resetbutton {enable | dis- y ~0: eco|"*mtho - e oaaxt - td
able| reset-only} .= e - — < =T s —
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HELTEX

-enablet ¢ h e " ot e”™ _eoc X
m c ho m 5o ° t c(h c W he("'_“t
_eoc  x st TEeomt EQ *o T
xXmtho” @t =™ o°m_o _oe x h ~
- disablet e h = _ho ~t'E ot __T0,;
-resetonlyt t © T'E_o ¢ _h vohx o7
56 ~¢h~ — e m t 0 a oaaxt™toho
et 0 aa x t ‘txoeh_oeﬁoe*hi((t — *he_°<'O;X~T“3IO’E”“’1dm°ﬂ‘,W”‘DtM
L2, 0", 0 M7 " x0O" o ho ™7 yeoch ”(Stackiy ¥ a 9
A Master (SackiD 1)t s x o 0oamxh ™ytomh B oexmtho m t ~ a
A Backup(StackiD2) T h h e. " x* ~ _ocaaxt®toh ¢ |m
o h h t eo xemt@ooemtlspgck”})m,ctxo ‘Ht o t oaaxt™toh
co " e el .a 90 master ©oma tahxot "baclquff" h t e ™ m oy
s ox " 0 xmt h o m t * ® ¢ cho g mm rstarf:up)t
_oe xh ™ emaster abackup *
A SIave(StackIDB)TCO : e e axt o hoaaxt*adhh=>* ot >t E
otmx tm¢t”® x ” 0 xmtho m t -
9 h ? a mt o a ahxot ""teo h"y mc o T'Emx ©tghco*emx cged hgpt of )
cohto - m t ot ao * - oaaxt™ toh™yYy
A a9{mMnun _t"Ghk VGB/2;
A MESQ124MEQ124 _ m c o T &N x oGi0/4,
A MER124 MER124P, MER124M, MER124UB, ™ ¢ o O 'B0/R7. GiD/28§;
A MES220& TBD
o ht h v oe Yt TMY omVET x Qton Y e’ TYE ¢ h B m X
t h~ e t eo 0 t h ~ - a " &« 7 7 oha’a xTt™ (@tomh femo ot e e P Y
Xxmtho mmt t o T Ee¢ Y — e e ™ YO 0o a e 7 x tm "y mc o
c o e ’ ot “ o xmt o : omt m t )
.o0a ™" a " LINA GAf SASR 9 9/
=" chom e " eo mt h o & vy t m ™ " x QO
console #
** T51gt x” o . _o0a~e” .3 “niviegedEXEG h v a
. o e ™ - e
. 0 a e LY *
e " e ] mt
X a o ;‘e
ch(’("'y(t h a h-~ %o _oaax t”
. q -standalonetr © aaxt*toh ao t  h~ %ot ™~t
nitm —
utt dole tackabl -/standalone xmtho., mt o
{standalone|stackable} -stackabletr _oaaxt ™ toh ao’ t h > %ot ™t
(_a‘e" h(’ a ™~ c ho m 5o ° t com"\( g
"7 e Te:o"a th xmtshagk)\ﬁ”ﬁ? ™ TIEe o a x X m t
it ber | | aft ot ohoa .c o0 Te o0ea™ e "0*a "ae0 ™ " § ot
unit renumbper local artef . _ , o "~ A - - « d e X an
kid stackid: (1.3)/1 |h . @30l yRIT2ySn  *  ae~zadalfollL s
resetstacki m t (O N e " e 0 a h = xmtho m t - [s
axt™toh™ ¢
1ct x " h m c ho h * aaeo o} o * m ¢ : e Y ®
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HELTEX

o e ™ . t e o eo.q\F\)_In) axamxtth”ot omhtx
. . - o a Zé)dm‘:é)}'l“p - ao’ ot "’.t'E*mco
unit renumberc_urren'eld curren_t-ld. 1.3 < " & xmithae mt mt o
after-resetnew-id new-id: (1.3) a e® eoa h* xmiho mt " cho o
xmtho m t i)}
to*h™ - t e oha~g¢g 0O oF xmtho
h o ° _oa"~e " . * : c ™ h™a t h 7
show unit[stackid)] stackid: (1.3) €., 'Y oo m mtxmTtThpo mt ~ g
h X _“Cstatkh Rpf o *h >~ tmy co”ho*e
*h~eeoa xmtho mt [0}
A _h a h mc o TE’ Oghoweunit’Y _oa”e’
console#show unit 1
Unit: 1
MAC address: a8:f9:4b:81:61:40
Master: Enabled.
Product: MES - 2124. Software: 1.1.16
Uplink unit: 0 Downlink unit: 0.
Status: master
Active image: imagel.
Selected for next boot: imagel.
Topology is Chain
Stack image auto synchronization is enabled
Unit Mode After Reset: stacking
Unit Num After Reset: 1
‘*"‘5_:|_8-“fhc*m‘“e*< h x TEt * t o Sh”OWUFIil‘?]Ae<ew'Y_°a~e¢
o c m ™ e
Unit: L et “ t oh *h~eeo o xmtho mt -
MAC address: MAG " h__amaaxt™toh"
Master: “ “h e mt*t E T x " a xmtho m t 0
Product: c m™e ao - _oaaxt®toh~
. . n e et ”toh’coﬁaé‘)ot;"eerh5eo acxo hmttx* h ~ e
Uplink unit: co xmthoe mt =
) ) noe et ‘toh,co_ﬁa_a“)ot;‘eee’be‘oax:onh1tt.x”:‘h'“e
Downlink unit: co o xmihoe mt =
Status: x “* 'y ho TE oaaxt™®toh?™ m t
Active image: s_t _e. ~o%h~ L
Selected fornextboot: | *h~* 3 _otoh . T x® t ~ t —e.a co
Topology is L_x "y tocach@ng ¢ Y @ trifigh_° TEco 0
Unit Mode AfterReset: | _ .~ . a h ™ %ot _oaaxt "t qhstandalondstackinge b
Unit Num After Reset: | "~ et " toh caaxt®toh™ 3 otoh
"" “mtho mt “  m o " e ” 0 -UWnit 1Dn e e ta o X t™* tho*h*~o
e, "t 0
57 .o0oa~e”" " 7TY e *mt ho c ™ h ™ a t h o Y
] ee oac m oa™e?" c h Te ™ e ™ e N " - "
’-‘A,Y.m'.*me Y h a e -~ m t ,chhOA,Yq)
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HELTEX

.0 a e omtxceJo %" TEe o e X 0
=~ chom oa~ e " eo mt ho a o “ T 'Ee o
console (config )#
’ *+A5_1@f .o0oa™~e" x ¢ h ™ ~ e Y m 0 “he Y a
E— . =
.0a™~e "™~ v« s K m t
X a o : ~ e ( .ox
- . ) R c
passwordsagingage X mho ~ % x T o a  q
age (0..365k n € |h t o t o o h a 'y e
no passwordaging fommt ~e” ot e €9
passwordscomplexity ena- S T, R e o H
ble —_— < * < * <
-/ —0; e o
no passwordscomplexity ¢ ~Or R e o
enable - ‘ e
¢ ~0;" t : e s
passwords complexity min mt o _ 7" m, a_ oo tho
classesvalue e, bz m 0
value (0..4)/3
no passwords complexity commit ~ e ¢ e = . ¢ 9
min-classes ) '
passwords complexity min c_T0o0 "t LA a9
lengthvalue
value (0..64/8
no passwords complexity cCommt e ~ ¢ e - . ¢ d
min-length ) '

. ¢ _/_\O, - t e : e .o
passwords complexity no mt o com -1 ~Ee o -
repeatnumber e ho —~ )

number: 0..16)/3 T«
no password complexity Commit ~e ™ ‘ e c 9
no-repeat )
passwordscomplexity not STcech ot S Mmaoc TE" @ EY
current L L
-/ ""O; e o
no passwords complexity - h - o ~E o0 - ¢~ h
not-current - ) -
passwordscomplexity not TTeh ot o T'ETo 7 _
username L
-/ ""O; e o
no passwords complexity L o "ETo " _
not-username t .Y
T T Th20f oa e ” x ch= 7 e YPhviegetEXEC _ h a
.0a e ™" ]
shov_vpasgwords to*h='e” otha~g ©O 0% o e Yo - h o
configuration - . B i T
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HELTEX

5.8 - ot~ m a
—_— ) © *
581 ¢ m~e “ h X a e to oa™e”"
5 * * < T < g —
h om x m t — e oc h ~ ¢ e ~© ° - ~™~ a " h m "~
] —~ —~ ~ s B ’ P . ~ -y
Toch( ) ot X a(mtoehco*om e e Y_"hQ,m(x“h.mo q;mo’\a)«rlzy(?
c h T,eo0 12 t7T 7T ¢ p
- "%t ¢ M _"0O; . -0 ™m"°,  , .03 0c Mm"e .
. "’O; o I c m ™ e
"m g0 " e . ““h m - *TTWYymHea  hm o totec € "at Vet “m:@ &g
flashe// v me RaEW mao THEY co xao T; ey Oxehm T T @
6c h _m*a flash(iftpY EOt nOLYY X 0
running-config .-t _x* . _oe xh™g @
startup-config - _ T ¢ _h _ oe*.” "Feo _o0oe  xh~ g P
. Im = g0 7€ Tee . % h~ -t e [0}
Image Im = x** " egle*.ee .~ o T h~ e - t e )
boot T hx o e . T, o
"m g0 " e . “ " h m - “R'Yymog gig foth @ e ” : e
tto: I/ ., & t " titpi//host/[directory /] filename.
p: hostt 2 © ° t fFICE pe @n - m ot . a a e ~at ~xm
flenametr , 2 Y " 7" ©®
"m go " e . ““h m - T h m o dh mth™ g ce” . e
sco/ ., & t 7:scp://[username[:password]@]host{directory/] filename
P: usernamer . a ¢Yo T E° o  passwofd'Y " h @« ©'E'E" o ,Hostt IPv4& " h ™
m _t _ axymt ho dipettoryt " t " filechgmer , 2 Y 7"
"m g0 " e . “"h m - —~ c h Y 2nReSoy " EO0O0 cben T 7
xmodem: mo * e o 0O
i .0 e x h ~* @ oee . - -3 mco TE x a . c h
unlt._// member startup- membert a o © Tt Emp @ — moot a a e a x
Conflg < * * < < - * < <
- ~ m mt aeo o e ” xmthomit't “ P T 'Ye~
i . X" o xmt ho m t - e~ m om t Méniker -m ¢ oa 0 'E ‘X
unit:// member image M < ® - - o
{Fno ,
membert 2 © °’ t T Sth'Empnt . a m a e a xmtho mt
= h x "o e . mt T e " x met*h oo meto a * ¢ XMy h ®
. s x 0 xmtho mt ~ e ™ m om tfiemMPBEE M ¢ o &0E™ »
unit:// member boot < - - B e
(FN@® _
membert @ o °’ t 7 th Empet - m t . a a e a X
xmt o a mto e” e ™ - e Y T Y oc ee . -
null: cxmtoax x * ™t ~0zx ;to* . och ® -~ t E o
logging - ~ m mt o h oa™e?"
unit:// member backup . o h e 7 _o0oe xh~ ga e xnmmth &6 o"mdgy !
Config membert 2 o’ (t ":’.ch'EmElﬂ ‘A' m‘t<“ .a *a_(e<a X
582 .0 a -~ e - ) A,Y h -~ ot . m -~ —~ a
. ® "
.0a™~e”" "y h~~*amtxme . to "~ o c¢bh - ho ™
= ch om "~ T eo m t hPrivilegedd - 9/ ' @& t m ™ x Q"

console #
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"7 752t .o a” Y hm T oot PrivilegédEXEC a | h 7 a
copysourceurl destina- vo¢c ho me 7,77 a mtog
tion-url [snmp] m t o7too’ e e e” ;.. YO
-snmpt _ m ¢ o TEC X tm'y to TE o 0
tomt oy tm Y02y RAI@ G NI dzd | g
e m go " eo 0 ~ " h m ~ -
o ha™'t : { bat
-sourceurlta mtoco o’ e oc h x
- destinationurlt © © h m ea” ‘met*™. xe” *'yy "~
® t m o c h o “e @
copysourceurl image sourceurl: o¢c ho Te T, o om o mt aeo
(1.16Qm . a oy 7o m ax QO c”a 'Yt 'ED
copysourceurl boot o oc¢c ho Te 7 W% ‘mocmeoh o h~
destinationurl: .m _ax O ¢c”a 'Yt E®
. 1.16Qm L a o o - - —~ -
copy sourceurl running- (1.160m . = o¢ ho e 7. _oe X
config _oe , x h ~ c. ()0
copy sourceurl startup- voc ho e ., 7" _oe xhn
config ;" TEeEx O _oe  xh" e 06
copy runningconfig desti- o gh*e e ; - o e < H
nation-url N ) ' <= < e = A
copy startupconfig desti- o oh e e ¢ hoee* xhEe o R
nat|0n-ur| € < x < ¢ — . x 1 *  xw
copy running-config . ,0oh e et x™  _0oe  oxeh
startup-config L. Xh " e, 00
copy running-configfile JO0oh e e ot x o _oe L XN
T - - _oe x h ™ ¢ [0}
o * " h > - tm >y ° - “ - q
copy startup-configfile . LO00oh”e e ¢ h oe” " TEeo |
h e oe” ~x h ™ @ [0}
copy running-config . S0 0oh e e ot x o  _oe o x
backupconfi xh ™ ¢ )
p g . ..
copy startup-config . ,09oh™e e ¢ h oe” " T'Eeo |
backup-config ~ T _oe xh” e O
dir T to *h oo~ ot omc ol a7yt o o0
to®h™~" "~ t mo ° h a o - -

more f{lash://<file>|
startup-config | running-
config| mirror-config |
<file3}

< < * < . ©

- startup-configr e t o “h ©* ~ 't mo “c hh @

Lom o~
; Eeom o e

-running-configt ¢ t o *h * >~ 't mo "t h’x ¥
o e x h* ¢ T

flash/to tofhnct t e T.om (]
<file>: (1..160)m , a _ © 7| -mirror-configtr ¢ t ¢ ¥ h * >~ t mo® ~h’ a
o e x h ™ ¢ m h .
-flet, a2y " _ 7" o
l'_”’ -. oto*h™*" ™" Otm"y 0
- ; e imagez ot oh oto ™ h™”
c™ t h ;e o0 a oha™t [0}
*prv - oto h =~ Otm
~t e T e “c *7avytm x MY 'h o m t
delete url . N ymm o XY Mt
.- F ORINIIE MYYRITESS o x it -t
delete startup-config 1 STt T e 7" ¢ h_oe” " TEeo
boot system Leh LT oYt em o m Smt ot b
[unit unit] {image-1| im- ch " Texm 0
age2} unit: (1..4) -unitreoa h xmtho mt ~  mt
t* 0" 0 - toedhe&aa th e a
tm Yy o
boot system inactiveim- . T oAmte T _ g m Mt gaeofe
age[unit unit | all L0 AR e a0 Xt
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show runningconfig T S toFh™>® t mo® h’ ao "
show startupconfig . Jtofhmrm tomo ® h Ao "L
h~" e, ., ®
showbootvar [unit unit] o T . m
xm¢tho "mthoo’"> t c h “c xm
. -unitce o a h xmtho m t - m t
Unlt:(l..4) (o} < o ) - t oe m;’md'aa htm“hc’ oeﬁ"jz' X
s " h~a tpnitBodzyfAl . -co Te e
l‘ "omtxc e to TE o h ’ a
o T - < .
write [memoryjterminal] JO0Qh e et x " ¢ ohe oe ™
eo oe x h ™ @
renameurl newurl Ta e e LaLe ., 7L T e
url: (1 .. 160 -urlt vt _x " ay .0 T
-newurlt e o o a 'y R )

B X " mt x Ot e otoh e oc xmt a ed at® ~
'\ ‘ . - «— ; . . = .
ol e YO O ~E" Y o c h o t 'E m ™ “x 0O" 9 m X :

rmo,  moo0 ne T Tt (BT edre” o
i xmodeme ao’ t T .t E "7 h Xmaedent” “€ h o
t o ,e*_ ) R a o . t ; t 'E m oc*ho“
) h x o ;e .mnu”; .
Tm_h TFTR ao ot *tmEtd“;*eh«ﬂ"om(moa e
Ty o T eo oa™e?-” o c h o “ e YT
T FCDLJNJZ ’“m"‘ e . ao'z<f‘* c.th;;Tt_‘be:ho
i _oc h o ) e Ko h x‘nmtth'o'om"nl tg, mt «,_.'_f.‘bz
a o e o t o E_o Y . - "m*emt,‘aeEefqo
T % Tpo8r ¢ m ™ e c h e ™ o oc ho ™e Y
h e ~ c m ™ e
Com - c” t ~'Ee e o] e ;” xt myc ;’teoo (
l -~ om ~—~~ C‘wt /-\yEe ew X -~ . -~ t
OpMH T _to . (0d
) : ~ 0 e " t ¥ ;toh chho"ge @pm"~ m co F'E o
. o] e "" t ¥ ,to c ho ¢ m m o cC h o ~ e
h a h mcodaE e " Pe Y
A~ " " t fst "He —h o e ¢ a fmyt a o

console# delete flash: test

Delete flash:test? [ confirm ]

x TEt ™t c o e e Y oa™e?-” Y com ™ co "t

.0 a™ e " n B h oo e* e WY h * ¢

5'8'3 < < W» * —_— - [ Y Ck *
¢ "~ e eoa h ~ "o &d&".eT mtmbe . h h h o e Y
c h m o Oh*e<e** t(_x'<.em““ ce“t*“’x“'E’“ c. . e ~ Ftl aK
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HELTEX

.0a™~e " "om¢t x ce h ’ a "\0*""“'Eeo o o
= c¢chom oa~e " eo mt ho h > a "‘o':"”‘"“'Eeo o o e
console (config )#
fo ¥ A5_2d_-”f .o0oa™e-" x ¢c h ™ ~ e Y moomot ao h ’ a o .
Ea— N =
oca*e R K ] m t
Xao ,"'e K < @ - * <
S " “tfpm b h~ 5y e™ otoh N
back h : h h o “ e o e x h =~ ¢
ackup serveserver B T - A f !
P server:(1.22m a o T uUFULIKK:- - -, P- - . D ®- - -
(aO0OLIWKKwwdzZaSNY I YSBOYwLI aa
no backup server ~tTr T, e o oom h o h™ T Ty oh ot h
backup history enable « ~0- e ¢ _T"OmotgE~ e e mtoh ~ h
no backup history enable T T t_T0;,t’E mogh¥e e mtoh
o " e c x t h*mco 7o’ e Y
backup pathpath 4. 7.7 o _h mo gh~e 2o *~ Teyh |
path: (1..128)y" @ 0 "1 . %, s .y 2 hooa oy S ha-
no backuppath ~tr e o cx it "7y h 0 h 9
- ~ ~ e c hoa ox ot ~ h a e
backup timeperiod timer timer: (1..3579139% Totoomx T omt Tyt pm oy “h ot ohao” t”
a ETHN @ e *'xh‘c*‘ )
no backup timeperiod Comm¢t ™e™ 7 7 ot e” ; e ¢
back " ¢ ~0O;~etoa™t h: 'm ho oh w e™ e Y
acuauo s —_— < e < * Te < C— etk - Coox okt
P 4 - _"0;, 0 ¢€,.
no backup auto "mt~Teo " e” ;. Y co xa
. ¢ ~0; e h h h o ~ e Y [s
backup writememory y ~0: colco ~E‘0 it ~ a o e x h* ¢
no backup writememory "mt®eo =~ e” ; e Y co xao ™
"% 7526t .0a e " xch=~ e oym mtEXB® _ . h _’ _a _  t NANOAT
.0a™>e" ™"~ ] m t
Showbackup to~h=* >~ t e oha® g 0O o e “mtho ) h
showbackuphistory t o~ h=~ >~ tx mcm nfehyh Dee & em gho e h x h ™ ¢
.o0a~e " * tow™t . m 0 0 o ¥eo ~ e ¢ 0o e
5.8.4 . & Ly .m_o A S
ho e mm - t oa ™t m 0 0 o ¥eo ~ e ¢
- C< - * T <  — * - < * Y
.0 aax t t o h cxm_(t cho€<mr’n' 'm1h0<a0"t*mr’n<\m_eoto5|o[’
c ho (.:‘mm htoa t* ,<m_om _hoee . '*xahY CH*_@ZOD“MG';LQ%,O@ L0 |
mo * h >~ ) a 'y o%h~ - s T —o c h om¢t ~ ~ e o m h
Hhoc m m _toa t*,<m_o'o o " eo e Y momto ot . m
1. .0 a a x t t o h 'hx <t t(_mtol“m.«, ‘csmﬁ\*mar)‘tﬂ T |
T
2. .0aaxt~toh m_ ~ .- ' H t*ct i o hof M 3y h§pmyo ¢CcEpa mo "
’ tm "y h m Y T
3., .0 aaxt t o h m h “e X "”‘b;lh O hmu“’Q E:mm(’ihlnkr[leheﬁo"hun*m( m¢C
- t e o o o™ h ™ - caaxt™®toh> ¢ |m™ o e ot
TETP h h “met o t e o 0 o*h™ -~ *~ —~* oaax‘te*t.o h™*h "~
e a T
4. |m — o *h.,* ™ - h x e ¥y to oaaxt™toh c h - h -
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h o ¢ m m - t oa ™t : m o] o] 0o e X h h o ~ e Y
.0 aaxt ™t oh “c xm ~ t c ho ¢ m m ",””toah"xto1 mmt){
h c o e e -~ " x 0" 53 xm To Y
1. s t oa ™t m o] o e x h h o ~ e h ~ h ! e o
2.t _ DHCP _h _h™ mpr"" hh 'm m ¢hC¢th ™o coe5 'Y t cayy ™ .
Toe  xh~Tgc ¢ &5 icleth ASCH
V‘ o Tx e e - - 0 e tx h % ¢ ’éoN’jjfyy"X'yatL’)m
2] Jm —~ c o A,E 0 ~ ot A,E z—\O’ —~ ~ t o a ™ t 1 Jgave)’
Y o to_x 7Y  oNHzyyAy3o oe ~ xh”eg Y Tx
_oe  xh~ e 0O oadl NI dz ¢
.0 aaxt™toh B . , t_oceo c . tx hat "C'”’”’Q‘h.xc D*"te B, tm 'y o “eo
1. .0 aax t "at o ht o e xh~” e O co x ao T "e OoT
2 Jo ¢ h “ hox caaxt*toh* coTE22(" KZd > RK
t oh *o'y¥m X t c o “x : e o e x h > ¢ c h -
.0 a "~ q'”o mt x c e h ’ a o * T 'Ee o o 0o e
=" chom oa™ e~ eo mt ho h ’ a ~o * " T'Ee o 0
console (config )#
-~ 526f .0 a ™~ e ° x ¢ h ™ ~ e Y moomt a o h ’ a o
.0a™>e "~ "~ ’<eﬁ*< K ] m t
X a o ,'“e* <@ .o
boot host " f C_’“'O;(e ; "“toa"t* ;.M _o o i
oot host auto-config K _~0: eol" omy e 51/t @
no boot host auteconfig “mt®eoe™ ™~ e Y co xao T-"e 0O¢
C_’“’O;(e*( - toa"‘t* D _o o m
boot host autosave « ~0- elh™ ¢ ¢ h oe . *"Eex(Q com
no boot host autesave "mt®eo " e” ;. e Y co xao™
boot host ¢ dat ¢ ""O; - t oa ™t . m o] o]
oot host auto-update - N o e - e = .y
P K _T0; eo* _oem'y e* 5|/t
no boot host auteupdate "mt~eo 0~ e” ;, e Y co xao ™
C_""O;(e' . ch*ex”‘t< ""Eeom “
boot host dhcp « ~Q: e|m~ "x Q" a ___T0Q; e oaaxt"
no boot host dhcp “mt®eo " e” ;. e Y co xao™
.o0a™e” h ' a " LINA A f SASR 9 9/
TTchom  oa™e . privilegedEXEC 2 St omTa T 0" .Y
console #
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"7 Th2t .o a " e . . e YprviegedEXEC _ h 7 a
.o Te” e K~
0 a e o« P ” _l m t
X a o , e < @ -
h omaoth e ”mt¢tho - t oa ™t
show boot T boho o~ e v - -
A _h a h _oe . x h ™ ¢ L{/ 511/t { SNIBS NY
option image - filename code 125 = {
unsigned integer 32, #enterprise -number. RHJj dzZsdW dC Olstste ftetsdL otsHdIsj dz 9fmj cH
35265( Eltex )
unsigned integer 8, #data -len. 1 dzd d@Onj AR Odzdesd yd  Oo dzO@ H dzd dzj sfibls te s € |d
option -data + 2.
unsigned integer 8, #sub -option -code. sBH fHBfydd, ofMjcHO tOs jidz 1
unsigned integer 8, #sub -option -1 en. 1 dzd dzO fMis-teiénd - datau b
text #sub -option -data. RABY IsjCMMssotsets W O2d&ZO, MtH,jtyOhjicts d
sBtOL O 1 [
h
host mes2124 - test {
hardware ethernet a8:f9:4b:85:a2:00; # MAGOHte]j l CBBEISOISBEO
flename  "mes2124-test .cfg "; #ddv CdWdekzeOydd ¢ sdd3izllsOlstO
option image - filename 35265 18 1 16 "mes2000- 1144.ros " #ddzw Isj CMmistslo s@ts
WOo2dzzO, MHityOhjets ddo sBteOL (
next - server 192.168.1.3; #P-OHtcj i ThFjTtPe j t6 O
fixed -address 192.168.1.36; #HP-OHtj M CBBBEISOLSKLO
}
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,

,

h

59 m m t aeo 0 h a e
‘ sﬁtoa t* ;(m' *em c((ht(eg(o( “h(a’Y om.x "(m ) Y
' t a X . S _*C J_“oheolc* x h C* . a o.' X t g t 'E
h 90 - e ™ ~ t e h a 'y o h™teo ®
.o0a”e h ’ a ” t NAAE SISR 9. 9/
TTchoem”emeao h P EXECa t NR R T S3Sa” .
console #
‘*’\5_28-‘f‘oa““e* e ”"mt ho m m t aeo BXEC h a e
.0a™>e ™™ =e : e ] m t
clock sethh:mm:ss day hh: (0..23), mm(0..59), |-~ & ° Y xomt “eo _ " m mt aeo g9
month year ss (0..59), day(1..31); |'° E_° Y eh T, ho Teeq
- - m a e . m e 7 .
clock sethh:mm:ss month month: (Jan..Dec); hht - em!wﬁ 3 X;nSS:f = T
day year year. (2000¢ 2037) -dayt © _ enoitht @ ™ YearT | @
show sntp configuration Lo .t _ee  Xxh" e 0O chqg
show sntpstatus Lo _" "t mt*txm choto o T
.o0a*e” h > a ™ 9 9/
=" chom oa”™e e o EXEC & o t m —h " X Q¢4 Y
console >
‘*"5_296‘0a*e° e “mtho m mt 9e 9/ p h a e
.o0a>e """~ =e ™ : e ] m t
show clock{sntp | ntp} Lo ot m mt aeo  h a'y
-sntptm coao "'EQ SNTPto o "
T -ntptm coao "' EQ c¢choto o ™~ b¢t
. Joco e t T'Fe ot oct™oh**ha* *t h c
show clockdetail c n b0t m e T~ i hoa v
.0a” € omtxceh ’ a ’“o":'"'"\'Eeo o 0o e X h
= chom oa* e " eo mt h o h > a ~o * " T'Ee o
console (config )#
~hﬁ5-3@t@c m o oa™e " *""Ye"mtho m m t aeo 0
o} ~ e Y
e e e
.0a~e """~ R (mK ] m t
X a o ; e ’ < o . %<
"mco TE o0 " e e e o mt g
e o 0 h a e
clock sourcgsntp| ntp} « e . | -sntprc @ h ot o SNTE X
mco TET X t -ntpt ¢ © c ho NPR_o X
= ch " t mco TETo e e
no clock source eo mmt aeo o oA ®
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HELTEX

“mt e ™ - - t e ™ : e : “ m g
-zonet m "o oy m o h a h o e eo
clock timezonezone zonedoMddn O km eg; L Te 'YX _otoho  oeo Ta e
hoursoffset oc m~e vy -hoursoffsett ; "mo o ~ma " e ote
[minutes minutesoffsef] hoursoffset (-12..+13/0; |& . P TuUTte
minutesoffset (0..59)0 | - minutesoffsett 2 e x t eo = ma " e °
Lo 0 A o h T P ¢l o
no clock timezone cTmtte® Tt e, e co
=t t B h a'y Ty o~ t
e h ay o h~*t~ o%h™t¢d
h a oa™*e " ® > * ot oM
h a 'y ° Ty ¢ h 90 * ~ e ~ ~ te
. 0 R
clock summettime zone “ . ® .
date month date year -zonerm To 0z m  ofha ho Teeo .
t ™ e . ot oho 0o e o ~ a e
hh:mm date month year d . *mYEO T < <
hh:mm{[offsef] -datet ; )
-montht 2 ., m YeT
) ) -yeart , 0" T
zoneoM®dN O M §_phr ;" m . FaYFE xt T
ee,.m™e Y l.offsett _o T, ; . mt _ o a exty3y °
week (1..4 first, last); ~ te h  a Yo
day. (mon..sun); S— _ _
date: ( 1..31); ot tx o h ey Yoo
month: (Jan..Dec); e .. Lhey oo hrat o onhTad
year: (2000 .2037); -zoner ™ To o F om  oha ho Teeo
hh: (0.23)mm: (0.59); |5 . ' " ° . YZ _otoeho oeo 8.
offset (1..1440)/6@ _ ¢ |-usat xmt “eo — tE ¢ch ™ LD
co TE x a s o¢ h g0 °
lock . o xao T:"e ¢ *h~*teo ¢ h o _om_h m e
coc_summemmezone e~ e *ha(mteoax hale T
recurring{usajeu| ' et T ceuTxmt eo U E ch* S o n
{week day month hh:mm « co S ETx _a. | homo'Q oa gc b
week day month hh:migh ¢ E a*ht~3 o h~teo com —~ A
[Oﬁseﬂ ;oom x t h ™ co 1h e x0T
-hht ;" m . T ayy¥ xt T
-weekt ¢ Y oa o mYe" T
-dayt " e E e " T, T
-monthta m Ye T
-offsett _o —, ; mt o ToF™ Y a .9
™ toe h a Yo
no clock summettime Jt_To;r 0t toa®t om0 c
“mt e ™ - - t ~0: c ho h
Sntp - - < —_— ’ < *|
L SNTP.
authentication-key number | number. (1..4294967295); —numbert ¢ © a h ~o0 " T
md5value vaue(M @ dy 0 " e - L
. ~0: eo -valuet " e ;.. . _T0; [©)
no srtl)tp authenticationkey A ~ee o~y e ho ~Oh o™ ~ eeomt
number « A O N . .
h T x t c ho h X co®™ ™ eeomt
sntp authenticate _fc h o =~ ) ‘ < .
P FRo. ol %%e, | om Wegho, o
e TX m
no sntp authenticate ) ) ) Tmt e T e~ ; e  co X
mx " mt ~y ot c ho h X co " ™
snt - - - : N P
truspted-ke key-number key-number m.oeohoe o tmYmocoeao EO
yxey (1..4294967293) -keynumbert ¢ o2 _h _ T0O: " o
. ~0: e o
no srtl)tptrustedkeykey . _ 0. fmtre o~ -4 e ™ R co A
number " - e
sntp client poll timersec- .~ - . -
onds seconds(60..86400)/ |~ ™t T e T, 0T .t SNTRTY et ®
- - 1024 R e e - pr— p
no sntp client poll timer mtTe® *7@7% "ceotao e 0O
sntp broadcast client ena- -~ “ t h* %ot ox o™ o e t“o"
ble . J " ch " e
no sbr:tp broadcast client fmtre o o~ .y e = R co o
enable " - b )
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HELTEX

i h - t h._”"*o(text"{a[fq;po**(h
sntp anycast client enalel to® h*mm.~ ¢~ to 3 co - 9
_/'”'ch<"'(eo+"‘ 7 ax xmtho mt x L o
Elo sntp anycast client ena- At e~ .y ‘e * . e co o
e - * - < ’ * <
- h - t h._“’*otext"?t{q;po*’(h
sntp client enable to® h”mm. "o " cd TYyQd § com .
{ gigabitethernetgi_port | T 7 ,ax xmtho mt x °  h
fastethernetfa_port . ho o Tt T7Ee cet TH et Y
_port| gi_port: (..3/0/1..28); W o <= T { -
port-channelgroup| ¢ - (1.3/0/1..4): t UL <>
vianvian_id a_port: (1. -4); co0o°"ho*eo oc m~e et h
- group: (116’) (.0 e X h h o ~ e e t h m
- vlian_id (1..4094) = * e
no sntp client enable I *ech " eo
{ gigabitethernetgi_port | <
fastethernetfa_port| Tmt e oot e™ ;. e . co
port-channelgroup|
vlanvlan_id
sntp unicast client enable _" h "t hTmTotx 0Teo&Cd wps
Elosntpunicastclientena— S A I co xao ~ "e
e . o ;
“ " h - t com ™ "o ot ~'Ee
sntp unicast client poll - - ) ) - E °
-/ c h e oe . 9 @ b & t h o .o
no sntp unicast client poll cTmt e Tt e, e . CcoO
=~ " t “ Wh hm {1 b ¢bt
sntp server -ipv4_address Ipv4 “h m x =~ 7" om ot T
) . -ipv6_addresg Ilpve® " h m x ~ 7" m ot T
{ipv4_addres$ ipv6_ad- mox -~ m ot .

dress|
{ipv6-link-locataddress
%({vlan {integer} | ch {inte-

~ o h a**"th

-ipv6zaddresst Ipv6Z ~ h

({ip)vBIink—IocaI:address}%{interfacéamé};
ipv6link-locataddresst o _ "~ TIB¥6- T h__ e % 7

ger} | isatap {integer} | interfacenamer . @ 'Y _m go " 'Y" 0¥ 7 e tt
) m"‘(*x'o"'(a ‘oha‘t(Y
E]%hs)t/rs],;:rilgort-name}} hostnamed M ddmp y vlan {integer} | ch {integer} | isatap {integer} | {physieal
[poll] o T port-name}
[Ee keyid -hostnamet *~ © a . eeo oay x o7 m t
yxey keyid:(1..4294967295 | -pollt . _ "©O;* .t ochom T
-keyidt | © t. . _T"toh _TO;" ®
no sntp server pv4_ad-
dress | ipv6_address |
{ipv6-link-locataddres$%
{vlan {integer} | ch {integer} T T e m h m7 h - hmc gn_ "
| isatap {integer} |
{physicalport-name}}|
hostnamé
Src])trit)-r?:)rr\:ber port-number: oech 7 Tyoth ti et h T P
P (1..65535/123 . —— —
nosntpport m t e . L. ; t e ;. e L c o X
. “ ' h o t co Tx : e t o~ 9
clock dhcp timezone - N ‘ DPQICW oh t h -
-K c e —= = < = =
= ch " t co Tx - e 4 t ™ i
no clock dhcp timezone R h DI%CPY ohth ,""((D Y -2
.o0a™~e " > a "~ 0 x h h o ~ e Y e t h
= chom ™~ e mhe¢ b o h ’ a o e x h h o e Y
console (config -if )#
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console# clock set 13:32:00 7 Mar 2009

to*h~

[ *

A t 'E _mot Tt x{mp ¢cthy t o

console# show sntp status

*”’“5.31'-"[(_c m o oa™e" Ty h o m t aeo )
t h m ~
.0a™>e" "~ "~ € ’<e,_: ~K_e ] t
X a o : e < e - <
o~ oh h " o text x{Sh¢p toh
a to mm . c" como Tyt
sntp client enable . xmtho ox F om0 ax N
-/ c h e o , e ~ ”
h o o t(__E‘qo(aextx{bQ:te m
toh 0 Schatr@INYLAN).Z L2 NIi
no sntp client enable Tmt e ” R e” , e  co X
A to*h=™ - t 'E m m t a é e . h a:oyz;"f‘hbxo o e
console# show clock detail
15:29:08 NSKUTC+7) Jun 17 2009
Time source is SNTP
Time zone:
Acronymis  NOV
Offsetis UTC +7
Summertime:
Acronymis  NSK
Recurring every year.
Begins at first Sunday of April at 2:00.
et”'txm cho(.;(mm”’ m e ohoe ~C* ~h a(e* oto h
c h ® e~ e a h a e ()
h a h 'y
*15:29:08 NSK UTG+7) Jun 17 2009
"mco TE'x Otm'y m ™ " x O" o %o e ™ e YY
- to . 7 Odpy o e ™ " ty to h a 'y " & mSNTP heo s
- otmx tm m a o " ) e~ " t 3 t o h a 'y " om
- "o o - OF 0 © e " t 3y to h a 'y e Tomto
A ="t E ~"tx h a 'y e"” m m a e o) STmT o9y

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status  Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 - 1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay

[mSec] [mSe
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HELTEX

Broadcast:
Interface IP address Last Response
¢ ¢ h a h . m mt a e o h a '’y m e gh o e ' h o ~
co"‘x; e I'IpYI'ITY.I'IMZe m o c ~ - e m m t ae,Hoocmq)h a
5.10. 0 e ox h* eh e t hi[!bno
i ¢ - m a omt ot t o o] - P "a tho € o amae o h *~
V m t oy Ca e’y tmy ® Croc m Ty et hm
R/ e t h m~ NIa “fteog “hy I\ﬂKtJ]I{‘ m=~* T ¢
m t bt v oc m'E 7 7Y eO/Nz T enoc*ay ha xmt h o “myt
e 0 a h e t h m>* ¢ ¢ .%oh h ’ a ™ h ~ % ot
Startup.
i e~ o e a ™ m a o’ t FLUUE T Ot om pE & NT Y o
V NT o : m t ) ® e c ® 0 ;e o0 a c h “"mt "~
i e"“hom e”'mtho(_ *et'<Ychol<mxna”o’“t,s”"e*"@’““;:ceo*"e
_oa™e “ o Y
console(config)# default interface { fas tethernet fa _port |
gigabitethernet gi _port | port -channel group | vlan vlan_id | tunnel
tunnel _id | range { € }| loopback loopback id }
5.10.1" " m t h oc™ h = ao tHthermnet ¢t h  PortChannel , Loopback
e t h m o
.0 a~e " . hoé a ™ x h heot ~he Yym ~ o° “c ™ *o0e "™ e t
console# configure
console(config)# interface { gigabitethernet gi_ port | fastethernet
fa_port | port -channel group | loopback loopback id | range { é}
console (config -if )#
] " e e . h ’ a Tomt x c e ) h ’ a " o e x h h o e
0o e x h * ¢ et h ,mﬁxc()coht:'bhtoa:{xh”"f"a»h"o' o)
e” hx ™ f 22l WO M~ 0o ° ~c” "oe” et h m o [0
¢ .%oh e tormx " m 'Y tm 'y ch coao ” oa*e“ Y
" TMWES1024
interface fastethernetfa_portt = “®Y m t h oe t h  Fastfthernet 124,
interface gigabitethernetgi portt = “®Y m t h oe t h  GigabitEthernetlc2;
interface port-channelgroupt ©° —Y e "mtho - hxcc . _"e” To
interfaceloopbackloopbackidt = —°Y e " m <t ho .. htAc64 "Ee - o et
) groupt ¢ © h y* 0 . h xecoca. hc W e& Ta"~ t '1&6):“ . e Y OMDPD
i fa_portt c oh y" o . e o aFastEthemet “h" © tm™Y 3/0/1.24; " Y MDD
i giporttcoh 'y o . e o aGigabitEthetneth™ = ~ mt*m Y 3/0/1..2; "~ .
i loopbackid T ¢ o h YT o Lo eoa h . h t|00p‘baf§|(Eeh o eo a™et he-~

(1..64)
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HELTEX

T MES1124MES1124M

interface fastethernetfa_portt © “®Y m t h oe t h  FastFtlhernet 24,
interface gigabitethernetgi portt = “®Y m t h oe t h Glgab|tEthernet1c4

interface port-channelgroupt = —Y e “m t ho ; Shxece .~ "e™ 7o
interfaceloopbackloopbackidt © —°Y e "mtho e ”mtho 1¢64, ht x~ T Ee

T groupt ¢ © h y* _o .mh xecoca . hc Y e & "‘a - . t ']_q;);”‘ ;.8 Y OMDPD

i fa porttcoh y" o . eo a FdstEthemet “h® T tmTY 3/0/1.24, 7 Y MOO

i giporttcoh 'y o eoa Glgablt*EtheYneth”f( Tomtm Y. 3/0/1.4;, T .Y

T Ioopback_idr c o h 'Y* o Lo e 0 a ) h L h t|@op‘ba’6kEd1 0* 'eo* a "‘e t ) h* fe("’m;m( e
(1..64) .

" TMES2124MER124P, MES2124M
interface gigabitethernetgi portt = “®Y m t h oe t h GlgabltEthernetlc28

interface port-channelgroupt = —°Y e “m t ho ; Shxece .~ "e™ 7o
interfaceloopbackloopbackidt © —°Y e "mtho e ”mtho 1¢64, ht x~ T Ee
i groupt ¢ © h y*® _ o .'mh xecoca. hc f e & ’\m - t 1@) e Y O MDD
i giporttrcoh 'y o . eoa G|t;:‘1ab|tEtI?|e?n(§:th~ T omttm Y 3/0/1 28 " Y
T Ioopbackldr c oh 'Y° o e oa h L. h t|@0p‘bac|(Eeh o eo a ““e t h* le“"ﬁ;m( “e
(1..64)
TMER208P

interface gigabitethernetgi_portt = “®Y m t h oe t h GlgabltEthernetlclz
interface port-channelgroupt ©~ Y e " m t h o h xcec . e ™ "o
interfaceloopbackloopbackid¢™ Y e

® —_— + J— -

”mthow_*1c6“4,*htx‘“"'Ee

~

mt h o e

© —

i groupt ¢ © h y* 0 . h xecoca. hc ff e & Ta "~ t 1(6) e Y O MDD
i giporttrcoh 'y o . eoa GlgabltEtheYneth‘ T omttm Y 3/0/1 A2 7 Y
T Ioopbackld T ¢coh 'Y° 0 . e 0 a h h t|@0p‘bac|(Eeho eo a " e It he ™ -m "
(1..64)
=" c'Eent h m ~
1..3/0/1.N
e 0 a h x mt hmt m t - e 0 a h m "o t "~
.0a~e” . 3 ° e e e x h hoa=e5s "¢ h eat eh'yQtm'y O
et h mx @
c h B e . oa™e "~ . B ""‘Y m ‘ﬁ@them@t_ e th h’ a me*™ mct hho o«
x mt h o m t ~ m t 50 ° % h ’ a e”“mtho h x cc

console# configure
console(config)# inte rface gigabit ethernet  1/0 /10

console(config - if)#
console# configure
console(config)# interface port -channel 1

console (config -if )#
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HELTEX

~r'yhot m Yy c¢ h coao " oa™e
¢ e T “

% % J—

¢ .%oh ® “c™ "o0oemxe“t mht
<<

* * -

interfacerangefastethernet portlistt = “®Yy m t h% = ¢ ~ fagteth&rnet ¢ t _h ; m o

interface rangegigabitethernetportlistt © “®Y m t h% =~ ¢ ~ gigabitéthernet e t _h , ~mo
interface rangeport-channelgrouplistt © “®Y m t h% = ¢ = "M eccoch t o

* -

.0a~e’” . 3 ? e e . 7"’eeo.a*hh"e’eoaaxz°ch‘ca"eD’e{’@tn
" > c h ® e oa™e " . Ty j0ethé&rnet et h a endmt h
M N Y 50 "~ h ’ a e “mt ho m o) h x ¢c ¢ c o h t

* - - < * ©

* - < *

console# configure

console(config)# interface range gigabit ethernet 1/ 0/ 1-10
console(config - if#
console# configure
console(config)# interface range fastethernet 1/0/1 -10
console(config - ifN#
console# configure
console(config)# interface range port - channel 1-16
console(config - if#
* % 75321 .oa~e” ’ ade xh heot ~he Eti¢met PortChannel| loopback
et h m
oa~e ™ ™ Te ™ o eﬁ KC ® ™ | m ot
X a o ; ~ e O < @ - <
shutdown ¢._"'O;*t'E _oe‘*'xh*hx(aportn_
4 _T0; e channe) loopbachk.
no shutdown ¢_~"0O; tE _oe _ xh hx a. ¢
descriptiondescr 4o oct |E~ e t h (Ethemét, porichanne
P descr:(1.64m  a _ of co oo (Eth P /
" . loopbach.
e ot c m e — — ” -
no description ‘ : Tt E 0 mme et b
speedmode Tt Tt E m_ohomt E ¢ h portschanne)”
P mode: (0, 100, 100p |———— = . " _portchanne)
no speed mt~eo t'E "e”: e  co Xxao
mediatype {force-fiber | -forcefiberth ™ ~h 7 e Tt eomt E
force-copper | preferri- ; ©mt ¢ oohat®™™o T
ber| preferrcopper} -forcecoppert h * "h e~ * _t _eomt
mt _cooah®to™ T
/preferfiber -preferfibert ¢ h =~ ax * mt o oc:t - m
_prefer_copper'[ch<‘ax"'(mtno a(’eo'
V> o TE o ® ’.L:"O{h_tcna"':‘qy
no mediatype "mt*eo tE e ™ . e co xao
duplexmode =~ t'E h * a " xc¢c 7 m ~ et H
mode: (full, half)/full < —
no duplex "mt~eo t'E ‘e~ . e  co xao
negotiation[capl [capH X ] ¢_TQOr" ttomo T Moy Mmeohomt
cars]] capl: (10f, 10h, 100f, 100K , ==, | f ~ * doa P
1000f); e m o a m t aomt c ™ h ™ a t h ™
cap2: (10f, 10h, 100800, |, ~ 5 = < Cerre s mo a@s WA
1000f); Nt B y - ]
’ Bherdet, port-channe).
__ cap3: (10f, 10h, 100f, 100H———o2eL P ne) —
no negotiation 1000f) ¢ ._T0o; "t etomd Ty moofiomt |
e"“mth""*_‘<aoa *et<h‘(mm(q3
flowcontrol mode Tttt E b a xoc hffpwedntroto, Y TTO; ¢
ot_"'o;'t'E"" "_tomo"‘”’mo_’*
flowcontroh = * ot * t to TE_o  m Tx .
mode: (on, off, autg/off S mo pégetiatioi. " O; e e~ e*mith-"
. . ™&hernét, port-channe).
no flowcontrol L_TOo;,vE M T8 xehm e Y
mdix mode ) L0 o7yt mco TE o0 "~e ¢
mode:(on, autg/auto S min~ = 4o amhemef. h . . m. 6

Ethernet_° a a x t * MES100,MER000 73



HELTEX

no mdix =~ ch ot mco TE'o "~ Zc
e *mth ™ ~ a o a e t h m (0}
backpressure C_7T0; "t foxfeh "ge@ o 7 T e
/ ~g. e |20 .t Bhemepr o
no backpressure T ' ¢C._T0o; "t xe_ ¢, 0 fo*h~teo
a o a et h m [0}
load-averageperiod "mto”ect | o" 3y _otohoeo mo”
period: (5..300/15 mt _ " o e” hx~ e et h
no load-average cmtTeo tE e” ; e co xao
.o0a™~e" h ’ a "~ ~o ¥ * T'Ee o o o e x h ho
T — . * T *
¢ ® ™ c hom™®mt hoosgh™ € 7 eao e x h h o e YY
console (config )#
"7 7538t .oa~e” . h * a® o7 " g5 Ethérmett PortChannele t N
.o0a~e """ Te o e i, mt
Rk - . . - - PR
portjumbo-frame _ h ) ) t _oaaxt t o h x h o
h= -a h~* @
T e " ; _maximumtransmission unittMTU) ©
x ao TL"1000C _t @
4/~ ch e

e ™ - e

1]

m t h port jumbo-frame 10206 ~ , t

Yl EAYdzy (MTNE ¥V &Y

] mth o mt x c t m
V h x - xmtho m t )

fastethernetfa_port|
port-channelgroup| loop-
backloopback_idl

fa_port: (1..3/0/1..24);
group: (1..16);
loopback _id: (1..64)

no portjumbo-frame ST ch " ot _oaaxt™tohx h = o
h="a h~ o
errdisable recovery cause f_Tor nEaTt o om_x0O T_t, "¢
{loopackdetection | S0 ot _TTOom e T XYO" o m T 0T YD
portTsecurity | -loopbackdetectiont © " e " h x & &  TUET
dotlxrsrcaddress | -port-securityt ¢ " h x 7 e T TocTmeo
acideny | -dotlx—src—addressrﬂe . cho go’x™t et
stprdeTguardl stpﬂoop- e o ~ eee”o mZ.”s' eh . m " 9 co TE"o R ot I
backguard } -ackdenyte = moot tmt o omec o m_
-stp-bpduguardt ~ _t _ " e, Y " " cth. 4
K™ ch - e(m‘e_e*oe*ho_‘“eeo'o c"_(t‘
‘ -stp-loopbackguardt © e *h x* e ¢t 7
no errdisable recovery Tmtteo UE TeT e cO0 xao
cause {oopackdetection |
port-security |
dotlxrsraaddress |
acideny |
stpbpdurguard| stp-loop-
backguard
errdisable recoveryinter- "mt~eo t'E _h a eeo et h |
val seconds seconds(30..86400/300 | toheo o TQO; e Y et h
no errdisable recovery in- m__xe” "mt~eode ™t 'Fe co xao T-"e 0O
terval
default interface [range] . _ _ o hom o e”mtho T ehxkoC . meEL
{gigabitethernetgi_port | gi_port:(1.3/0/1..28), eT L e, YD oxmtTeo Thoee co

EXEC

9 ’ ™ c ho

console #

m

oah~ e gXEC mt h o

74

Ethernet_° 2 a x t * MES100, MES000



HELTEX

clearcounters

*hom mt ™t mt
€ *

clear counters

{ gigabitethernetgi_port |
fastethernetfa_port

| port-channelgroup}

gi_port: (1..3/0/1..28);
fa_port (1..3/0/1..24),
group: (1..16)

* hm m~ t
€

n T BEYhernet © hthxocohto

set interface active
{ gigabitethernetgi_port |
fastethernetfa_port}

gi_port: (1..3/0/1..28);
fa_port (1..3/0/1..24)

= & shutdown.

show interfaces configura-

tion [gigabitethernetgi_port
| fastethernetfa_port| port-
channelgroup]

gi_port: (1..3/0/1..28);
fa_port (1..3/0/1..24),
group: (1..16)

° ~ B e E

x he*te hQ .

m o

set interface active roup: (1..16) s_t  hxcokto. TQO; wax@”o
portrthannelgroup group: (2. shutdown.
show interfaces status T o_" "t E momto Ye o m_ 9 ,et

show interfaces

gi_port: (1.3/0/1..28);

{ gigabitethernetgi_port | : |, o _"m™ 0o Eex O e mohmtog’YeQ o3y e
fastethernetfa_port| port- fa_port.(1:3/0/1..24), mt -~ t Etherneg o h3X “ hxcec . cohto
group: (1..16)
channelgroup}
e | oron q.a0n.zo,
9'9 gLp fa_port:(1.3/0/1.24); | _o = m® m tEo Eyfernes 0 3t * h x cc . coh
fastethernetfa_port| port- )
group: (1..16)
channelgroup}
. . H_‘ "t 'E ¢ *h™a t h "“tomo
show interfaces advertise T “m o et h mo o
show interfaces advertise . . .
{ gigabitethernetgi_port | gi_port: (1.3/0/1..28); o_" "t'E ¢c”h~”a th ", tomo

fastethernetfa_port| port-
channelgroup}

fa_port (1..3/0/1..24);
group: (1..16)

Ethernet o h3 " hxecec .

cohto

o S S oc m ™~ e g\ 1 - t
show interfaces description T T Tm o E ) L YL T0 T
o oces escrion | g por 120, 20
9'9 gLp fa_port:(1..3/0/1..24); | _° _~ ot t "E"Ethernet o h t M x c ¢ .coht
fastethernetfa_port| port- roup: (1..16)
channelgroup} group- (..
show interfaces counters T o_" Tt E mt Tt mit x Ty m

show interfaces counters
{ gigabitethernetgi_port |
fastethernetfa_port| port-
channelgroup}

gi_port: (1.3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..16)

show interfaces utilization

show interfaces utilization

gi_port: (1.3/0/1..28);

I i i [} TmT o moe ~ kR % et h~
[ gigabitethernetgi_port| fa_port: (1. 3/0/1..24) Lo E __ Ethernet 2
fastethernetfa_port| roup: (1..16) h xce cohto
port-channelgroup| group: (%..
show ports jumbeframe T Lo _ " "t E e"mINYSHx 2d20eR xt

. Lo_" "t 'E e”"mtho "’“'Y‘“to
show errdisable recovery T o et h me oo
show errdisable interfaces . . .
[gigabitethernetgi_port | g—pgrrtt((llg;gﬁgj)) Jo_T T UE ¢ ;,ex ot TO;me
fastethernetfa_port| _p ro.u .'.(l lé) " momto ye " "tota*t* g mg@o
port-channelgroup] group: (L.
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h a h c o e e ’ oa~e”
. A A O
A ) * ™" t 'E meotm tho 'Ye m o Y
console# show interfaces status
Flow Link Up Time Back Mdix
Port  Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G - Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off ~ Trunk
gil/0/2 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/3 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/4 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/5 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/6 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/7 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/8 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/9 1G - Copper - - -- -~ Down - - - Access
gi1/0/10 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/11 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/12 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/13 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/14 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/151G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/16 1G - Copper -- -- -- --  Down -- -- -- Access
gi 1/0/17 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/18 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/19 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/20 1G - Copper -- -- -- --  Down -- -- -- Access
gi1/0/21 1G - Copper -- -- -- --  Down -- -- -- Access
gil/ 0/22 1G - Copper -- -- -- --  Down -- -- -- Access
gil/0/23 1G - Copper - - -- -~ Down - - - Access
gil/0/24 1G - Copper - - -- -~ Down - - - General
gil/0/251G - Combo C - - -- -~ Down - - - Access
gil/0/26 1G - Combo C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off  Access
gil/0/ 27 1G - Combo C - - -- -~ Down - - - Trunk
gil/0/28 1G - Combo C Full 1000 Enabled Off Up 01,00:54:25 Disabled On  General
Flow Link
Ch Duplex BW Neg control State Port Mode
Pol  Full 1000 Enabled Off Up Trunk
Po2 -- -- -- -- Not Present Access
Po3 -- -- -- - Not Present Access
Po4 - - - - Not Present Access
Po5 - - - - Not Present Access
Po6 - - - - Not Present Access
Po7 - - - - Not Present Access
Po8 -- -- -- -- Not Present Access
A ¢ met oha™g¢g 0O o0°F et h m "~ 5
console#  show interfaces Fast Ethernetl/0/1
fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
Interface MTU is 1500
Full - duplex, 100Mbps, link type is auto, media type is 100M - Copper

Link is up for 0 days, 0 hours, 1 m inutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half

Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

18 packets i nput, 2808 bytes received

9 broadcasts, 9 multicasts

0 input errors, 0 FCS, 0 alignment

0 oversize, 0 internal MAC

0 pause frames received

46 packets output, 2944 bytes sent

3 broadcasts, 43 multicasts

0 output err ors, O collisions

0 excessive collisions, 0 late collisions

0 pause frames transmitted

0 symbol errors, 0 carrier, 0 SQE test error
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HELTEX

A 0 "t E C’““lmtba':‘t"“mnp ”e*'Y

— J— - -

console# show interfaces advertise

Port  Type Neg  Operational Link Advertisement

gio/l  1G - Fiber Disabled --
gi0/2  1G - Fiber  Disabled --
gio/l3  1G - Fiber Disabled --
gi0/4  1G - Fiber  Disabled --
gio/s5  1G - Fiber Disabled --
gi0/6  1G - Fiber  Disabled --
gio/7  1G - Fiber Disabled --
gi0/8  1G - Fiber  Disabled --
gio/9  1G - Fiber Disabled --
gi0/10 1G - Fiber Di sabled --

gi0/11 1G - Combo C Enabled --
gi0/12 1G - Combo C Enabled --
gi0/13 1G - Fiber  Disabled --
gio/14 1G - Fiber  Disabled --
gi0/15 1G - Fiber Disabled --
gio/16 1G - Fiber  Disabled --
gi0/17 1G - Fiber Disabled --
gio/18 1G - Fiber  Disabled --
gi0/19 1G - Fiber Disabled --
gi0o/20 1G - Fiber  Disabled --
gi0/21 1G - Fiber  Disabled --
gi0/22 1G - Fiber  Disabled --
gi0/23 1G - Combo C Enabled --
gio/24  1G - Combo C Enabled 1000f, 100f, 100h, 10f, 10h

Ch Type Neg Operational Link Advertisement
Pol -- Enabled --
Po2 -- Enabled --
Po3 -- Enabled --
Po4 -- Enabled --
Po5 -- Enabled --
Po6 -- Enabled --
Po7 -- Enabled --
Po8 -- Enabled --
A o * "™t E mt™ ™t mt X ¢ o e t h m=* a 'y

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOct ets

gio/1 0 0 0 0

gi0/2 0 0 0 0

gio/3 0 0 0 0

gi0/4 0 0 0 0

gio/s 0 0 0 0

gi0/6 0 0 0 0
gio/7 0 0 0

gi0/8 0 0 0 0

gio/9 0 0 0

gi0/10 0 0 0 0

gi0/11 0 0 0 0

gi0/12 0 0 0 0

gi0/13 0 0 0 0

gio/14 0 0 0 0

gi0/15 0 0 0 0

gi0/16 0 0 0 0

gio/17 0 0 0 0
gi0/18 0 0 0 0

gi0/19 0 0 0 0

gi0/20 0 0 0 0

More: <space>, Quit : q, One line: <return>
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HELTEX

A o Tt E mt *ot m t X c o h x ¢c ¢ e o
console# show interfaces counters port - channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912
Alignment Errors: 0
FCS Errors: 0
Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: 0
Symbol Errors: 0
Received Pause Frames: 0
Transmitted Pause Frames: O
~ ¥ T536% c m “me t o 0
. t : c m ™ e
InOctets Lo T m t 0 coh e 'yt . o *~ t
InUcastPkts .0 : m t oo “ceho “e” 'yt mop o) c ™ t o
InMcastPkts .0 7 : m t 5} c h e 'Yt . 9 aeo o™ " h me . 5 ¢
InBcastPkts ‘o’“*;(mtuo ch*e'Yt.g ’*ho_on(""“t<""Ee
OutOctets Lo T m t 0 ¢ oh " v ee . g t
OutUcastPkts .0 7 : m t 5} c h "~“ee .y o"eo™"h me . g
OutMcastPkts .0 7 : m t 5} c h " “ee . aeo o™ " h me . g
OutBcastPkts oo, mt o c h ""ee.pg * ho o "7t T
Alignment Errors .0 ; m t 0 c h me "gt”.hox ° he e oa o c ~om¢teom
o t e mo ot t mt x O a ST e 0 e
m x a a oC/{0d
FCS Errors .0 "\; m t o) c h e myt . oq h, m,rm ® a Frm o tt x 0"
e o e c ho 7’ s 57 ¢ ho h x _oetho Ee o
Single Collision Framg - ° —, ; . mt o ho o a0 ¥ o _ T, ee .0
c h T v ee . 9 X m ¢ e o @
Multiple Collision |~° —, ; ,mt o h ~ ao 5§ o — , ee.g “o7
Frames m t c h " " ee . g X mc e o @
Deferred o T s omit 0 h a o S Y ot oh 9 £ ~h
P Yt t h s h s
Transmissions | Yt°emt ., mh ¢ h >
Late Collisions <o, mt oom™% "o T m YW "Te ™ com ™ t
m Y x o, c h s e c "~ cn ~
Excessive Collisiong ~°© —, ; ,mt o h a0 3 _otoh . % . td ;0
m t - o -~ : )
Carrier Sense Errorg ~©¢ —, ; ., mt o m ™ .~ 3 _o "7 momto Ye
e X t h > * e o c h c oc t c h .o :
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Oversize Packets |-©° —, ; mt o c¢ch eyt .g ¢~ _ _to 3 h=*a h
h ! e e h ~ a h h a” o
Internal MAC Rx Errof ~©¢ —, ; ,mt o h a0 5 _otoh .. "e e%tfm
o ' * . c h a ™ e ™ x h o e al/ @&
Symbol Errors 17/t h h ™ Fmo*t ~ Q" o  hy _’o 7@ - g of gm
a ~m Yy e T oc xmt a m a o T ™" ee 73
—~ c h "mt o~ - -
1Y et hh* * o tnmr~Q" 0 co Tx " xc T meda
m t 0 m D X h o a"™™~ m*he ytm.t ot 1X e
fo TET _ax h=ra hoomTot™ $at2G¢AYS
o " eo mo ¥ .t S _otoho “mt ™ ~ry ot t
NEOSLIiA2Yy SNNEND ~, o Y _x MH. mx "
] Y *etahh*l'(omtm‘““’o”'<'o . c o Teoa 'xcf‘__o_np-[
"" m t o m’“x,‘ z_em'yf"“.‘ m ht mte ~ ¢ hnh
- o TE’ X : a a e a ™~ T Ee h ~ h
_otoho ) ~om 'E 9ot 'y * . o " eo mo ¥ .t
o * x c¢h —a~ “~ee.ng o5FGF NBOSLIAZ2
Received Pause |.-°© 7, ; mt o ¢ch e 7yt ..§ x caho™ ~"MYQ' "p aglofc
Frames
Transmitted Pause |- ¢ —, ; ., mt o ¢ h " ~"ee_.mph xab™ MmYQl" ga g
Frames
A _o " "t E jurMiboffames__xoaaxt~toh Y
console# show ports jumbo - frame
Jumbo frames are disabled
Jumbo frames will be disabled after reset
5.102" " mt h YyLAN ™~ h ’ a o oaaxt”™ e et h
.0a™~e " h > a ”~ 0o e x h h o ~ e Y i[!b
¢ ® ™~ c¢c hom™®nt hooa "he “’e oa o e VLAN h h o e Y
console# configure
console(config)# vlan database
console (config -vlan )#
]~ e e h X c ae omt h ’ a "~ ~o * * T'Ee o 0 o e
T e 'Y ¢ *h™a t h\A_AN o e x h* ¢
% T536% .0a e " h ’ a "~ ove AN xh ho ~e Y
oa™e """~ o © ’<eﬁ*<~Ke ] m t
X a o ; e ( < @ .
vlanvlan_range jo*~ tE %x[1b 7 m_o T'E_9
vlan_range (2.. 4094 — — —
no vlanvlan_range CUVE [ ' b e m_ o "E o
map protocolprotocol[en- protocol Jh Y "t E choto o T""mmohx c h
capg protocols-group (ip, ipx, ipv6, arp, e .o _a mt O]
group (06001fff (hex)}*);
no map protocolprotocol encaps (ethernet, rfc1042,|~ =~ ™ t 'E ¢ h 2
[encap} licOther)
group *_e 0 a h choto_o’““ OMC ~ t )P
(1..214748364F
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map macmac_address Jho Y T "Eh gmt/ "t "MAGeT h mwo a”
{ host| mask} macsgroup _ ,hxece"hgmg o
group mask:(9..48);
group (1..214748364y ——— -
no map macmac_address St E eh YT X
{ host| mask}
map subnetip_address Jh o YPT TthE mT f7T f|proeh om0 a tm
masksubnets-group group mask:(1..32); ,hxgpe " h mo
no map subnetip_address group (1..214748364y |~ "~ T t E c¢h Y x
mask
.0 a™~e " . hoé a ™ x h heot ~he Yym * o° ~c ™ oe "~ e t h
¢ ® * ™ cohao*me*Mm ¢ & o h ’ a o e VEAN h o ~ e Y e t I
console# configure
console(config)# interface {vlan {vlan_id } | range vlan {vlan_list }}
console (config -if )#
] " ee . h ’ a Tomt xc e ) h ’ a " o e X h h o e Y
o e x h * ¢ VLAt —h* o fm~*c™ "o0oe™ e t h m o [0)
¢ .%oh e t h m > omx " mt IﬁtéYT{:\Cém "Vlarf W vlan dde. a o " oa™e
¢ .%oh ° “c™ "oe"” te t Ty tm nwoc h o mcxipi@fare” range 2avlare
{vlan _list }
i ’ c h B e . oa~e" . Ty 20 "VLANM h 9@ ® e “mtih oo’
e”mtho VLANID & 7. ¢
console# configure
console(config)# interface vian 1
console(config - iN#
console# configure
console(config)# interface range vlan 1,3,7
console (config -if )#
“~ % 753g%t .0oa e " . h ’ a "~ o e xh ho ~e Y et h m ~ -
.0a™>e ™™ =e”’; e K e ] m t
X a ’6‘; e (@)
namename name (1.64m  a o 7] jo * ~ t E a’y +[!b
a 'y mo ot t - -
no name . a h x +"[(|b"mt"eo t'E e ™ o e c o X a o
.0 a™eh”* a "~ o e X h h o * e Y e t h Etheme"‘t’ o° ~ c
e t h m ~ h x cc . c ohto
¢ ® * ™ cohao*me~f & & o h ’ a o e Ethérnefl ©¢ € te  hYy em ™
h x ¢cc . cohto Y
console# configure
console(config)# interface { fastethernet fa_port | gigabitethernet gi_ port |
port -channel group | range { é} }
console (config -if )#
]” eeh. ~ a "omt xc e ) h ’ a ”~ o e x h h o ~ e Y c
_oe‘*rxh"’e** *et‘h‘<mm" ocoht "™ _oaaxt’“toh‘“ *"‘* 'hxc
e ™ h x - 0 — %o B “c™ "oe™ e t h m o o)

* * * * < v < @ -
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o hato ’ t h "ot >t E : t h 5 h ’ a” a9Y
T accesst e t h mg e” otm t x ch™o “ e e e VLAN m STy o
T trunkTt et h ..M 3Y ¢ h e a “ 0" . to TE o to h VLAN e e
_otoh . a0’ t T .t E " o7~ gwichporttrunk sativevlank EO _©o a " e
i generalt et h m m co Teogy «d "% hm™ o YOHOM h o
h o e e . t h ~ T
i customerr 802.1Qin-Q- et h ~m
" 7538t .oa-e® . h ° a® _oe  xBtherhet e Y et nh
.oa™e ™" € ’<e,;<K.e ] m t
X a o : ~ e X @ o x <
switchport modemode mode: @ccess, trunk, gen-| ~ © "t E h 7 a h T T ot coht ™
no switchport mode eral, customeyaccess |"mt " eo  t E e ™ ; e co xao
switchport access vlan 0 * - ¢ .~
+ | et h n|
vlan_id vlan_id (1..4094/1 4 - E £[!D v -
no switchportaccesslan “mt e o t E e ™ . e co xao
switchport trunk allowed Jo* = tE mc mo £[1b ° Y d
vlan addvlan_list . " - — b7
- vlan_list (2..4094, a)l
switchport trunk alowed Are S UE me mo +[1b "~ 7Y et
vlan removevlan_list - ~
switchport trunk native Jorm Tyt x v rTmee . x[ 1 b |
vlanvlan_id ""eeo o et h  m* 3y omE e
vlan_id: (1..4094)/1 |[¢~©O", _ e~ ""ee . ~coht 3y och
nloswitchport trunk native cmt* e o ¢ o - . co xao
vlan - ’
switchport general allowed jo® 7t BLAN Tryo et b om”
vlan addvlan_listtagged| Loht Fx ot h T "t EY
untagged] . -taggedt t,  ho ~ee . 5
vlan_list (2..4094, a)l -untaggedt ¢ _ ho ~ee VAN "
switchport general allowed A e~ YN Ty et me o
vlan removevlan_list . - < < e
switchport general pvid vlan id: (1..404)/ jo®*~ ~tE T _etcoht " t@thz =5 Ul
vlan_id g . m - X mt ™ e o et h m "~ o
no switchportgeneral pvid | ¢ ° X :OSSA; A DU R et e co xao
switchport general ingress ¢._T0;,tE " 7TY omeo eo o et
filtering disable " 9 ¢~ ___to er meo ch m |
no switchport general in- J ¢_T"0O; t'E T T omeo eo o et
gressfiltering disable ~Eth* ey .90 ¢”_ to e” omeo  WMNID,|
’ Im = . TEthT e Y _T0O;.ee" %
i[!bm c h m_ o ee .a c " tx
ot h*m. "~ tm'YP
switchport general ac- Jh, e amEoe®oa et hh - anc.h
ceptableframe-type T, T,eeo0 o t c”Y
{taggedonly | ch e a-tE -taggedonlyt t © TE_°o t ho ~ee .
untaggedonly | all} K *h a o -untaggedonlyt t © T'E_o e t ho ~e
: e - -allt . m | L 2 ()
no switchport general ac- h e at E e~ omeo eoa et H
ceptableframe-type - -
switchport general map “mt*eo t E ch = VIAN 7y mm t H
plrotO(l:oIs-gc:oupgroup vlan_id (1..4099 omeo "6 eo e~ oh N B
vlanvlan_i - s — —
no switchport general map group (1.. 214748364y | . . . ~ hE ~ ~ o m - ®
protocols-group group . = — — .
switchport general map “mt*eo ¢ - —~ry
. E ch VLAN Y'me t h
mIaCSEi"OUPdQYOUP vlan id: (1..4099 cmeo ~&eoao e~ o omox yo Al
vlanvlan_i - e — —
no switchport generalmap group:(1.. 214748364y | . . . —~ CE o - ~ ~ o m .
macsgroup group - — —
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switchport general map . “mt*eo t E ¢ h = VIAN — 7% tm mh

slubneésgrour)grour)vlan vlan id: (1..4094 omeo oo elpE Ro i x oy e

vlan_i - . <M. —  —

no switchport generalmap group:(1.214748364Y | . . . —~ tE ch - ~ —~ mm .

subnetsgroupgroup . .o — e —

ether—t);/pe ether-type: O-ffff _ . t7 o0

: hex)y8100 — S

no switchport dotlq (hexy T " a efgthérTgpe m 90 Y© ., o om et h

ethertype egress stag "e™ . e  co xao T":"e Q

\sl:/;irt]c?gortcustomervlan Jo** tE x£[1b "7 co "o "t

= vlan_id (1..4094/1

nlo switchportcustomer fmt e CE et e o a0

vlan . ‘

switchport customer mul- T h 77t ch e a”t E aeo o~

ticast-tv vlanvlan_id eo [ !b o6&, Y, YO LMY ]
.<mm~0 e ™ e‘mth‘*“” a o0 a *et

vlan_id (1..4099 LTt Tya . Thx g chot TETF0 cthit e

aeo o™ " h m e t h ™~ . T e

no switchport customer "fch "7 't ch e a*t'E aeo o™

multicasttv vian . aoa et M M O

switchport forbidden vian - e eh t L E "ot~ o~ x v o d

addvlan list vlan list: (2..4094, a)/ ) LI E LT .

—= - . m [ ! b h
noswnchportf_orbldden coh t x “mt e o CE e - e co xao
vlan addvlan_list .o e

switchport forbidden vlan

removevlan list vlan list: (2..4094, a)f T oh Tt E o F[ep cxh Ux e

- - .m., =[!b h~
noswnchportforbl_dden coh t x Mt e o CE e - e co xao
vlan removevlan_list - b *o
?wirtch:c)ortforbidden de- 6 xao~-"e Q= ch t tE "oFf~ ~ e . 0 —t
ault-vlan = — PP < -
tch forbi T, .0 TVEAN | h
no switchport forbidden " e o “mt*eo CE e - e co xao
default-vlan ) .o e
switchport protected-port L h o7 t coha Tyehk th a h x ¢
no switchport-protected- T Commt~e~ e™ - cmxdo ~:"e O
port Ll EELE, ; .
switchport community Jo®® Tyt coh { hxcmdo® " omyyeg
community _Joht . —exth moo® ™ mt ~ ao
to TE o a(’*x mo ¥ o s - vt
coht™a — ge™ _ ot ogswitchpott prétected” M
portn).
community. (1..30 -communityt _ @ Y moo T " mt " ¢
no switchport community fommt ~e™ 7 7 ot e 0, 'Htoa g
" e e . c o h 't Y Y tmy )
mto 'y a e o"eoa moo® " mt
"”’t'Em’Yth” __oa to"’E_o m e |
toh . g e t Zswitchportprotectedportn).
switchport protected {giga- gi_port:(1..3/0/1..28) L. h o7 ot Pr*ivateVI,Al\E_\dge’L ta e 'y t
bitethernet gi_port| fa_port: (1..3/0/1..24); a®h "hxt "¢ O co *~ ° Theaea
fastethernetfa_port| group: (1..16) 6C5.0 , e~ch™ vy t  m'E o7 ¢
port-channelgroup} ", ho_o 7Tt TUEe . coothht™ g e
no switchportprotected Lo o xao mame
Jtmy amh thoxot t T ra te x a”h "hxt e c
o, TTee.ole.pg I%h mo  5C5.00
s { “ h m o
ip internal-usagevlan . ="h _  h_ ho "t E x[1lb T TY _¢g
vian_id Vlin_ldt(l"ﬁogz)/- AL
no ip internalusagevlan ) © "mt~eo t'E ‘e”: e  co0o xao
switchport default-vlan Mt e o t E coht - ¢ h
tagged . - - - )
no switchport defaultvlan Mt e o ¢ E e v . e co xao
tagged " b
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.0 a ™ & "> a ™ o ¥ * T'Ee o 0 0 e X h h o “ e Y
¢ ® ™ c¢chom?™ oa™ e " eo mtd e h "ha~*e To9Y™ T'Eeo
console# configure
console(config)#
”“’"’“5_3@€‘oa"e" h ’ a ™ o * * T'Ee o 0 o e X h h o
.0 a™>e ™™ e : e ] m t
vlan database T ¢90” _ h  a _oe  xh ho "¢
default interface{vlan ,Shom e~mtho VAN ®t "h ~c "m™oe
vlan_id| range vlan . _mMYAN " “mt heoo xao T:"e QOO
vlan_lis} vlan_id (1..4099; -vlan_idt | " et _ " e, OWAN-_  eo0a
vlan_list: (1..4099 -vlan_listt m ¢ ™RANIDI, "¢ ™ "oe +[ I b
c _h . m™ e a . h ’ T oYt ox o
e(;eo< ‘e”;(e"Y M " o e ”
h a mhc o T'E’ o0 a**ee "'V
console# configure
console(config)# vlan database
console(config - vlan)#
.0a”é-” PriviegedEXEC
¢ " ~~"chom~ o a e PrivilegedEXEC? hoocoar
console#
* ¥ TB40t.0 a” a” !  PriyilegedEXEC
.0a™>e """~ =e : e ] m t
show vlan T A S = e oha”geg O co m 3
show |nter_face description vian_id (1..4099 o " "t E VAN @€ eh m o~
vlanvlan_id - - * ' =
show vlannamename 1.39m ,a o 7o} o " T tE e oha”g¢ O co +]1
showvlantagvlan id vlan id: (1..4099 A S = e oha™ g oQ co ext[ |
. o - “t 'E mec m o i[!b*"'yne
show vlaninternal usage T Soaaxtttohoa o
show defaultvlan-mem-
bership gi_port:(1..3/0/1..28)
[ gigabitethernetgi_port | fa_port (1..3/0/1..24); o _~" "t E momt~  hxecec ° 9
fastethernetfa_port| group: (1..16)
port-channelgroup]
.oa~a” ! EXEC
¢ ® ™~ c¢chom~ oha ~’e "BXBC mt h o
console >
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~ o A

vlan_id

vlan_id (1..4099

T544¢.0 a "~ e h ° a® 9.9/
.0 a>e " ™ ‘e‘,(e’ _|(mmt_*<
show vlan multicasttv vian Lo _ " " t.Emc¢ohe . ch —ae |

=3
?
?

© “hete.om t ot:[el ph @ a0

IR
a e g

[ gigabitethernetgi_port |
fastethernetfa_port|
port-channelgroup]

fa_port (1..3/0/1..24);
group: (1..16)

R Ex t~7 ch e a”tE
show vlanprotocols- T o it o ohatg @ choto 4
groups - = ' C ' -
showvlan macsgroups T A S = e ohaMAE, "® omo hxc g
o eneces e g gore1. 30120
99 gLp fa_port (1.3/0/1.24; | _°o_~ """t E _oe xh " e O coht-]
fastethernetfa_port| roup: (1..16)
port-channelgroup} group: {%..
show interfaces protected
ports gi_port:(1..3/0/1..28) o " Tt E momtoye t NEBIGFESY +Y

private-vlanedgen °© ©

o

m t ®

h a h c o e e Y oa™e?"
AHO_”"t'E*e‘OWLaANG*'OO .m 2
console# show vian
Vian Name Tagged ports Untagged ports
Type Authorization
1 - -
fal/0/1 - 2,fal/0/4, Default Required
fal/0/6 - 24,gi1/0/1 -4,Pol -8
5 - fal/0/11 -12,fal/0/23
fa1/0/5 permanent Required
6 - fal/0/11 - 12,fal/0/23
- permanent Required
A o " "t 'E coht mto :e ¢ h ae
console# show vlan multicast - tv vlan 4
Source p orts :gil/0/4 -5
Receiver ports: gi1/0/1
A ) - “t E e o h ¢ 0O o hxcec™ g choto )
console# show vlan protocols - groups
Encapsulation  Protocol Group Id
0x800 (IP)  Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet 3
A 0 - *t E e o h ¢ O o hxcc™ g9 co™m t
console# show vlan subnets - groups
Ip Subnet Address Mask Group Id

192.168. 16.44 255.255.255.0 1
192.168.16.44  255.255.255.0 2
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A o] "t 'E mec m o i[!b*’“'y e x t h e e o} moc o
console# show vlan internal usage
Usage VLAN Reserved [P address
gil/0/1 30 Yes Inactive
A _o_~ "t 'E _oe  GjgabiEtheenet@: ¢ o h t ~
console# show interfaces switchport gigabitethernet 1/0/22
Port : gi1/0/ 22
Port Mode: Access
Gvrp Status: disabled
Ingress Filtering: true
Acceptable Frame Type: all
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled
Port is member in:
Vian Name Egress rule Port Membership Type
1 1 Untagged System
Forbidden VLANS:
Vlan Name
Classification rules:
Protocol based VLANS:
Group ID Vlan ID
Mac based VLANS:
Group ID Vlan ID
5.10.3" " m t h Private”VLAN
.oeo0o 7o Y tNAGFEGS £[!'b O6tx[! b0 co o7y t ch
X h o e ao " - h{|_a ’ X coht™ao eooaaax’t”htooko”"z"""ott
a e CD
o 0 a a xato*’t othm*qgp0te 'E x h h o e o hh o ty ¢~ ti[!b
- promiscuousr'HtO coht 5 ot oh mcomo ¥ e o ¥ a e
et h m~a 3y T0O:"°Y Aaz2fldaSR O2YYdzy Al &
- isolatedt 'Ht © coh.t ¥ c oo’teoohm t 'EQ o 7 ho e ot * h x
to o *  t+[!bx eo e ot | INPYA&AOdz2dza coh to
m t oehxo A &20fh|t{jo§ RSt h *"h o a ~ m o mt o hcoodho T_JN\EYAQOG
mtohoe CRE2P] &R “xtm’Eyct oh ~'E~o mtobaoenrn CINB Y
-communityT'HtO h x ¢cc ™ cohto S ot e&d . a a a X T x offi a
promiscuougoht”a s ’Ht* et h m 0t°<h"{<|_e 0 te * m

5 -BAYYdy Al s ratov

omt * T Ee

-

e ABRE I GSR! b
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hog mm . c o0 e e Y xe ¢ " oco e t " 'Ee o ) h ~ ®
t NAGDIGS [ ! b ch D29t~ ~ e e~ h mxe
Promiscuous ports
Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
' A
VLAN 201 VLAN 202 VLAN 201 VLAN 202
Carries VLAN 100,
201, and 202 traffic
VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN
__ mx29¢ h a h h %ot . t pgeo "o t NAGI S |
¢ ® ™~ c¢chom~ oa™ e " eo mt h o hEthemeE eote h X m ~h
h x ¢c c cohto Y
console# configure
console(config)# interface { tengigabitethernet te_port | gi gabitethernet
gi_port | port -channel group | range { é}
console (config -if )#
* % T54@%F -0 a v e " . h ’ a ™ o e X Btherhet e Y e t h m >
.0a™>e "™ =e”;<e*(K=e _|( mt“
X a o ’\; e
switchport modemode Tt tE h 7 a h*Tot coh t ™ ]
mode:(promiscuous, hogt | -modet h ~*~ a2 h ~ 7 ot coht~ +
no switchport mode "mt*eo tE e~ e co xao
switchport private-vlan Jo*~ tE 6x" " T tE() omeo eo |
mappingprimary_vlan LINEYAaOdz2dza et h _ _mo
[add | remove second- primary_ vian (1..4094) dza et M

ary_vlan

no switchport privatevian
mapping

secondary_vlan(1..4094)

d "* o LINB YA & Odz2
To TUET . primary vian

R I Y =) e o

ut\,q_/m\pmt<c(ee

switchport private-vlan
host-associationpri-
mary_vlan secondary_vlan

no switchport privatevian
host-association

primary vlan (1..4094)
secondary_vlan(1..4094)

] o

omteE e o
m

‘B i "t okgzad
o " e ogecondary vian

e t

VANt K23 §

%
(h . m eo(”‘"HE

< @

ST T me’® e o

_tVLAN)mt<C e e
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% T548% .0 a e " h ’ a ” o e x h h o ~ e Y et h
.0a™>e ™~ =e‘, KCS @ ] m t
X a o ’“, e (
private-vlan {primary | iso- ¢_7T0; .t E PrivaeVIEAN 2" © t ‘Eett
lated | community}
no private-vian .U __ T 0 . b57Ee PrivateVLAN
private-vlan association secondary_vlaif1..4094) | 1o * =t 'E gx " " Tt othB(n tc YEANOW @ o
[add | remove] eo ""mtheoh & e a* THAmMarE/LAN
no private-vlan association T ST T ht E 'Ytokhomt VpAN® @ o e o
) : m a”™ T'Ee o t o fimomt magANe 256 O
i _m a® TEeo o T VLANE _ o0 t@2Y.Y.dznarl &t 7
“ e . o 00 ne e YLANCS.
h a h h e *m e t h

mo{zMoc'Bll)a*)mtqj‘toh’"

promiscuous ° "t tinterface gigabitethernet 1/0/4

isolateck © ht tgigabitethernet 1/0/1

communitye °© bt tgigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1
switchport mode host
description Isolate
switchport forbidden default
switchport private - vlan host

exit

]

interface gigabitethernet 1/0/2
switchport mode host
description Community -1
switchport forbidden default
switchport private - vlan host

exit

!

interface gigabitethernet 1/0/3
switchport mode host
description Community -2
switchport forbidden default
switchport private - vlan host

exit

|

interface gigabitethernet 1/0/4
switchport mode promiscuous
description to _Router
switchport forbidden default
switchport private

exit

|

interface gigabitetherne
switchport mode trunk

description trunk - swl- sw2
switchport forbidden default
exit
!
interface vlan 10 0
name primary
private - vlan primary
private - vlan association
exit
!
interface vlan

201

- vlan mapping 10

t 1/0/

switchport trunk allowed vlan add 10

-vlan
- association 10 0 201
-vlan
- association 10 0 202
-vlan
- association 10 0 202

-vlan
0 add 201-202

5
0,201 - 202

-vlan

add 201-202
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name isolate
private - vlan isolated
exit

|

interface vian
name community
private - vlan community

exit

202

5.11 Selective Gn-Q

—~

“ e e ™ 7 cxoe Y t e ome o m o e x h h o e e .
1 Yoo . @YY, . _ Ca s . . 9
_exth ee o9 [l b 0/ dzZaU2YSNI [ ! b SPVLAKBerviceProvide@VIRN, o ~ = _
c o a CustoneNVLAN t ™ ’ * ¢ h t"i"*t 'E c*h @ g0 ° 7 e
] 7Y xmtho m t - m o .o tm Yy mec m o c h ™~ ~3 e
V ¢ h “ackonly_o a " e _oe . x hSelectivé @n-Q® ¢ oM t x T
T T, . po0 by - Sefective@n-@ "¢ h Te t TN c h om” Tt
/ X e ¢ "o ' thooh " ™eHt oyee h m (0]
.0 a™~e " h > a ™ 0o e x h h o * e Y e Ethefhet Portr ~
Channel
¢ ® ™ c¢chom™ oa™ e " eo mt h o h > a ”~ o e
console# configure
console(config)# interface { fastethernet fa_port | gigabitethernet gi_ port
| port -channel group | range { é}
console (config -if )#
“* 544t .0 a * e ” h ’ a ™ 0o e X h h o ~ e Y et h
.0a™~e"* "~ e : e ] m t
. © .o t ch‘“_ o 3y e~ ome o ~ @
L9007 Y"  ingres§ vlap g Tt "o F 7
selectiveqing list ingress vlan_id (1..4094) "o, vienid
o , e e qoeay | 4™ . ¢ Tihgfess viam g T Te 3 to
add_vlanvlan_i [in- ingress_vlan_id(1.. ) leh a4 e vUOEM Y 50 ° © o
gress_vlaringress_vlan_ig ch e ™ epmi - o s [C.!h - ;
co""E'o“"eo °"'Y0"‘h”’*ot_* [
m t L " h x o) c h ™ . ~ Q¢ h "~ .
(_o'°""(t "ch(""'@h(e(o“c‘he‘*”*"_‘o
selectiveqing list ingress . . go T Y e _ ot mingress_vldne i x ° =
deny [ingress_vlann- ingress_vlan_i(1..4094) |G 5, - T U UEM YO ingress vianc i@ h v at v
gress_v|an_ih c h~ R —o T x T ) t c h L o © . t 'E 9
_‘ e o . m a o ot e ‘e
(_o'°"" t c h ™ o 3y e~ ome o .
selectiveqing list ingress M. e ingress viam @ x T te h T
ermit [inq reqss vIa?in- ingress_vlan_id(1..4099 a e e ]
P Ig o= Jm ¢ ~ihgfess_viar iel T te 3ot g
gress_vian_if t* o o ch~ ~* F xgFox"t'y't h - |
“mao ot 'e“;(ex'Y_e<'e( o
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e °”’<t ch”‘_"‘oz e ™ omeoﬁ"e
VA 0 & iHex t % a e -’
selectiveqing list ingress vlan id: (1..4094) -2 Y. < . Ingréss_vian_id ) Y
override_vlanvlan_id[in- ingress_vlan_id(1..4094) | " - iyla*n—'d;. - . .
i . - = Im 7™ ¢ "ihgfess_vkah ¢l . x __ e ¥ to
gress_vlaringress_vlan_if ch & e 'yt Em 7y 00 T Yt a o
mto . °hx' och”’_*"(p
L Sty tocht o TojngresS Wanxid TY”™ e €
no selectiveqing list in- c - t o
i lanin- ingress_vlan_id(1-4094) -2 N ® R
gress [w;gresey —E .oa”e " " . Cingre8shvlam g t M Tyt c b
gress—van—i}j ch a e 'Y ao . 9 00°X ¥ ’a;x" et hg
eo'*‘ t ch“_*’“oz e ™ omeo‘_"e
.e e ingreds vian id vt T x Tt
selectiveqing list egress vlan id: (1..4094) Tra e e . e wvlam id.th =~ = ®&d cth
override_vlanvlan_id[in- ingress_vlan_id1..4094) | m go ° 'Yy* a ¢ ™t ™a @
gress_vlaringress_vlan_id Im = ¢ “ihgfess_viam iel L, x _ " " e ¥ to
ch a e 'yt gm'y *m30°'Y"‘a c ™
e ifgress_vlan_id
no selectiveqing list A r o o~ P . e
. : . . Y, t selecfive qing oY x _ eeo
egress mgre_sylan in- ingress_vlan_id1-4094) ingress_vian_id ~'Y _ m 90 T Y* o ¢ o
gress_vlan_id
Loa~d&" @ EXEC
¢ ® “chom?™ 0 a”~ e "EXBC mt h o h ’ a "~
console #
‘*"5_46-“f‘0a““e° h > ar 9.9/
.0a>e "~ =e ™ : e ] m t
show selectiveqing [inter- to®h=~>~ 't mc mo _  ch=* T 3
face gi_port: (1..3/0/1..28) coht~
{gigabitethernetgi_port | fa_port: (1..3/0/1..24);
fastethernetfa_port| group: (1..16)
port-channelgroup}]
h a h c o e e Y oa™e?"
A .0 " "t 'E ec*h "omeTd T e ot oho 0 e 11% xY'y &
a e 'Yt Em Yy e~ Mn o
console# configure
console(config)# interface gigabitethernet 1/0/1
console(config - if)y# selective - ging list ingress override vlan 10 ingress -
vlan 11
console(config - ify#end
A to*h~ t 'JE mec m o Se|e*cﬁveqi‘hq"fee 53 ¢ h~ -
console# show selective - ging
Direction Interface Rule type Vlan ID Cla ssification by Parameter
ingress gi0/1  override_vlan 10 ingress_vlan 11
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5.12 StormControl
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vy
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e
h vy
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0 KSNYy

“h e

-, Multicast, urtkrfown umicast © —

a 9] c o m t
B [

(0)) Z_"ot"c‘)'EGa(;rl"‘aeoe’.
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e

~ry t o

- ” PR ,
m "é*e om<_oah o_mmt*E c T'Ee o

a a

<

c oh

o] 0o

*
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m

Ethérnét

B

c h
c o h 't
console ( config

546t .0 a "

~

om
(o]

-

-if Y#

e

m

t

h o

=

Ethernek,  eote h

x Btherhet

~

0 a e

t

] m

< o

storm-control multicast
enable

no storm-control multicast
enable

oetho T

oetho TE aeo

storm-control multicast
level kbpsrate

no port storm-control mul-
ticast level

rate: (1..1000000)/3500
N ‘Km

storm-control un-
knownmunicastenable

X e

no storm-control un-
known-unicastenable

0o e tmhtoe @'E oe o "
— . T <

_/.

oetho T

storm-control un-
knownmunicast level kbps
rate

rate: (1..1000000)/3500

no port storm-control un-
known-unicast level

Km

storm-control broadcast
enable

X e

no storm-control broadcast
enable

'/.

" oheot hoo TE "t

oetho TE

storm-control broadcast
logging

X e

_/.

no storm-control broadcast
logging

h o
.
me o

hzd t & Per]g,,‘o

® h t h ™

"‘oz' t b br-E"‘ec h’Y !

. h o R "'SQiDQ Rt m""ae« N]* Tl

o e o o

. e
« .
x h

t "é'tomm”””e

storm-control broadcast
shutdown

X e

'/.

no storm-control broadcast
shutdown

)
X

>
<

e
e
-~

t
c

eot* eh™ h x ‘o teo hpa ~
Y ~0; . Yo

-

e * ee™tH

t

S*Qm\Q - 'Hteot; h m_< o

< =

Zt*ohna"o”ch o e

Y tao E&*™ee QP coO

storm-control broadcast
level kbpsrate

no port storm-control
broadcast level

m o hom

rate: (L..1000000/3500
L2 'K m
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HELTEX

.0 a”™ é&a”* 2 EXEC

¢ ® * ™ cohao*me*im ¢ & o EXEC a ~
console #
“*’\5_4(7-”{‘051”‘(37. h > ar” 9.9/
.0a>e" ™"~ =e : e ] m t
show storm-control [giga- : o_" t. “oe xh ™ e O & et ogh
. : gi_port:(1..3/0/1..28) YN v fo ket SoTohmot o me - 7
bitethernet gi_port | fa_port (1..3/0/1..24 Y x _ z . M0

fastethernetfa_porf]

’ Stormcontrole . o ~h * e DHCRPARRIGMR h ™ ~ VILANO =~ _ ot oh

DHCPRSnooping ARPInspection IGMPSnooping
)

h a h coaee e Y
A ¢_’\’O;_*ote’Eh’o*ﬁ\tE_0“ Tt TEe o 03 aeo o " h ,meo

eo o th’“‘*_"' eEthemqﬂ) *"entt(”‘he‘o“mnt(’E a’“_m*a"‘"’Eex
thOA*hX(aO"[Opntnhn"‘\j_KmY

console #configure

console (config )# interface gigabitethernet 1/ 0/15

console(config - if)# storm - control broadcast enable

console(config -if)# storm - control include - multicast

console(config -if)# storm - control include - multicast unknown - unicast  con-

sole(config - if)# storm - control broadcast level kbps 5000

5.131hec ™ h “ ¢ 1 Link Agregatior? Group (LAG)

‘oaaxt.’bf‘omc'O; c o** * h > X "o Etheiret o e o h h moc
[ ! D e e ™ " hgf doc ['!' D e~ xmtho mt - m t X m t
omt o Yt 'E " Etheérdetmh o ° meo” 0 0 m ohomt 'EOX h~*ot >0
A 7 e e cohto h x ¢cc x X - ~ t c ho

~ a ° mxmx D8 &t “ a c o ~ t ot - o xmt o :
oaaxt™toh?™ o " e a o : m a cohtoa @

“mtho mt 0 co”* " h >’ - t ® “ogm it ta s m* *owyt . hxhkox
x ¢ h ™ Tc¢yo a "t tyo t o 0o X [V /t O “ % o*e™ co nohoott 0o tomx x[a
"o X a et”™

|m ™ 7y e t m “e “cmhtoh o "y eto T Ty "o *~
hext E e”mtho c o X ao T "e (@XO)

Jo ™~ — e et h m o h x cc x - h e
Lo L xh e men Y 9 FKRENYSE P

¢ ° * ™~ cohao*me~h ¢ b o h ’ a o e Ethdrneth o ~ e Y e

console (config -if )#
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" * T5A8F .o0a e " h o a* _oe xPtherhet _ "€ 'Y et _n
.0 a™>e "™ "™ e : e ] m t
channetgroup groupmode Jo*~ t E- SOKSNYySt _ . hxcocx
mode group: (1..16) -ont "ot E ¢ o h[IACP et T
mode (on, auto) -autotr T ° Y7 _ _ t 'E ¢ o|IACP e ™ m
no channelgroup © 7" TEberfiet, et b om hxce
.0a ™~ & " 2 a™o ¥ % T'Ee o 0 o e x h h o ~ e Y
¢ ® ™ ¢ hom oa~e " eo m¢t h o h ’ a ~ o ¥ * T'Ee o
console #configure
console(config)#
% T540% .0 a e " h ’ a ™ o * * T'Ee o 0 o e x h h o -
.o0a>e """~ =e ™ : e ] m t
= w 2 W a Om e a  ow em h o
h o “ee . pomtoxicte . O “ h et
-sredstmacipt @ . o0~ e¥ '@ em hoome o .
e "MAG T h mPrThoom
-sredstmacta | o~ e* * '@ em ho ome
MAG "~ h ;m
-sredstipt 2 |, 97 e” “7avem ho X 0 [p-e
“ " h :m
ort-channel loadbalance VU R
P adst . -sredst-macip-portt @ _ 9~ e* *@" em ho
{sradst-macip | ) tm -y er” hgImjy “sh |mt coh:t e
sradstrmac| srcdst-ip | ) a e it e~ am ho
>dst-macip-port | -/srcdst-mac -dstmact 2 . 9 : : -
zrcs dp_p MAG “h cm —x -* 1 —ry
strmac| dst-i . <L Tl i e e .
l _pI -dstipt2a o e " a em ho Z"
sramac| sraip} hoom Co ~x -t t —meyT
mplsraware o .l L e e
[mp ] -srcmact @ _ 90" e ' a em ho = -
“ " h on c h ™~ st -~y
_Src_ipl-a<3"e*‘a ':"”“"em‘ho“_"jn(
h motch™ - ot -y
-mplsawaret _ _~O; , e, ¢ "-h™m oe"o"" qf
___to m t_t"[ a{ Ty ms tox ~ x"M'Rq
t ~'E o m h ’ a ™ a |3/l3-~" "0 Mo h 9
-
¢ ™~ ¢ h ooma*” e " e o m t EXEC h ’ a ~
console >
~ ~ ,-\*5.%'? R 0 a ~ e ~ h ) > . a ~ 9 . 9/
.0 a™~e " * ™ e : e ] m t
show interfaceschan- - - - .
group: (1..16) Lo . t e oha”geg_ 'O co N
nelrgroup[group]
5131 t ~t : m h x cc - h e e ™ 7o
" "R e * 7 < * < T T < T * * —_— -
T x e ¢ mt - tLAGY. Yy Hm "y >oc*cA e e e m o TE
cto c o o Ty ot X ’“; t 'E ¢ hocxm e x 0O mcomo*eomt'E
mt ~ t : m 9 h x c c c h o h t t mco TE"o0 e Y e ™~ T
] 1Y 0o te. "y eht” *h m "~ momt * mt ™t ,
V channetgroupgroupY2 RS 2y _ h ~* a ~~ oe  xh ho



5.13.2_ hoto o ™ = h g e ™ o [ !/t
T xe __e¢,_ . _ c© hopggregationContrdlPkogogol(LACB Y. Y. tm Yy o A 7
: m o) “ e ™ To o ° e o s h h o e -
mcomo*eomt - c o .'[q/tY c oo o Ty~ t oam
o* A 7 e e e a e ™ T" a am o oc th o thm tt t“am @ % ~ e
1 Y ~0; e Y h * % ot e t h m ™ c o c h ot
«¥.| groupgroupY 2 RS | dzi 2 h ' a  _oe xh ho "e
.0a a2 a™o * ™~ T'Ee o o o e xh ho ~e Y
¢ ® ™ ¢ h ooma” e " e o mthTo * ~ W'Eeeo ad x h h o e YY
console (config )#
% 7554f .oa”e” h > ar o ** T'Ee 0 o0 o e x h h
.oa~e” " ¢ " e,_: 3 K ] m t
X a o0 ; e . < - <
lacp systerrpriority value "Tmt e~ 7 “ t ¢h oh t t m
P SySTeTRpTIOTILY value (1..6553§/1 | =+ - L0,
no lacp systenmpriority mt~oe” _ t e . e co X
.0a™~e " h > a ~ 0o e x h h o ~ e Y e t h
¢ s ™ ¢ hom™ o ah™ e " eao e mt k b h o “ e Ethafnet e t h
console (config -if )#
*~* Tp5R%f .0 a * e " h ’ a ™ o e X Btheriet ~ e Y e t h
e ” : e
.0a™>e "™ =e : e c o ] m t
e (0]
lacp timeout {long | short} "mt~e~ T % t ~%a e mth=~t |
—~ LACP
L0 o xao ;e -longt = Tt ~'Ee o ha 7y t~ a~x
tmy e|0“ng;  ® -shortt 2 "*’“0< h (a Y" t<" a ™ x tm"
no lacp timeout "Tmt e Tt e . e co
lacp portpriority value "Tmt e 7T ~ etch ohmt t9{iKS$S
P POTEP .y. value (1..65535/1 = — T
no lacp portpriority mt~oe" 3 t e . e c o
Loa”&” @ EXEC
¢ ™ c hooma e " e o m t EXEC h ’ a ™~
console #
% 7558t .0a "~ e " h * a* 9.9/
e ™ : e
oa™e """~ Se o e co ] m t
e ’O
show lacp ot Lt e oha*g 'O o c¢hydg
{ gigabitethernetgi_port L. .9GKSNYySie Im ™ “Toco Te ot
fastethernetfa_port} [pa- gi_port: (1..3/0/1..28) co TE'x Otmyy to Tx® t co "
rameters | statistics | pro- fa_port: (1..3/0/1..24) -parameterst ¢ o _ " * . ~ t ¢~ h"a h
tocol-state] _o
- statisticst ¢ © _"’"'(.t” mt ~ t m t X _ X h ~ 3
- protocol-statet ¢ © __ Tt momto 'ye
show lacp portchannel . Lo_" " .t e oha”gg O o chd
[groud] group: (1..16) Sohto
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h a h c o e e Y 0 a e
A(_o °"t’Ec<h xo'hxccx cohto Zh”’*ot”"O"‘x'Oco
t<h‘<mm"Tg)[jﬁﬁ(gmg[l_ohomtT'wahn"}f:aZtﬁm"n]h”Xesma*t'E c h
h*thtmtIzt;z c h oh*t<t. MH Mo”"'yeohtoﬁ o
console# configure
console(config)# lacp system - priority 6
console(config)# interface port -channel 1
console(config -if)y# speed 1000
console(config -if)#  exit
console( config)# interface fastethernet 1/0/3
console(config -if)j# speed 1000
console(config -if)# channel -group 1 mode auto
console(config  -if)# lacp port - priority 12
console(config -if#  exit
console( config)# interface fastethernet 1/0/4
console(config -if)j# speed 1000
console(config -if)# channel -group 1 mode auto
console(config -if)y# lacp port - priority 13
console(config -if)#  exit
console( config)#
514" “m t h pyg > h |m~ ¢
¢ " " eeo a ho= -7 oc m~e . oa™e "~ . ’:"“Yh?mthrJE)mZE"m
Tt my a*m_ ” co*m(t*z T 0 c o xao T-"e O¢ "~ mth
moot  tmt XO"'*O h = °"""3"o xa(et"‘e*xq)
.0 & h ’ a "~ o e xh ho *e Y e t h m ~ 90

t o VBAN et hm “| oopback

¢ ® ™ c¢chom?™ o ah®” e’ eam e mt x h o “ e EtH¥rnete t eht h m~® m~
h x cc . cohto VIAN e t h m o
console (config -if )#
* % T554% .0 a ™~ e " . h ’ a ™ o e X Btherhet e Y et h m ™
.0 a™~e " * ™ e : e ] m t
ip address Troe e _ . . . "EthernetiP” © et
ip_addressnask ) a®m__~ co’m t 3 T"h."me” G TO
[gateway| prefix_length prefix_length (8 .. 39
no ip addresgip_addresg ST Tt h omt et - Etherrtet®
ip address dhcp Lo Tx s @ Th o omt T 7Y e"mthr T
DHCP _ h h ™ @
T V mc o T E loopbdck ¥ t° Toy
no ip address dhcp T, co Tx "t E " 7Y e"mthIX®h~m
m h h = 51/t o
.0 a ™ & " a™o ¥ * T'Ee o o} 0o e x h h o ~ e Y
¢ ® *® cohao*me~*m ¢ & o h > a o * T 'Ee o o o e X h I

console (config )#
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556% .0 a e a o * T 'Ee o o} o e x h h
.0a™>e """~ =e‘;(e’( i _mt .
ip default-gatewayip_ad- «' ~0° co Xa0=”’” t T 7'y _oaaxt™toh" "0
dress Ce e g
no ip default-gateway STyt T Y _oaaxt*toh” -
.0a”e&-” PrivilegedEXEC
¢ ™ ¢ h ooma e " e o mt h Privil@geoEXEE ’ a
console #
% T556f .0 a~ & " ! PrivilegedEXEC
.0a™>e ™™ =e’;(e’( _|(mmt~
clear host dhcp fame| *} ST TN ta tyto Tx o ceoeh.o t o DHCRIX™ ¢
] moot“(*tm(t*e"e*twh ﬂmgp.'oih<(n_ooa"‘e°
name:(1..15§m a o Comt e e E e D RO B ®q "o
*.x T~ ’\”mm('Eo t R ‘_tmt“* Y
renew dhcp{gigabitether- _teh™ ~~eghomm h5| htx e~ |@&*erp
net gi_port | fastethernet gi_port: (1..3/0/1..28) h m~ @ .
fa_port| port-channel fa_port: (1..3/0/1..24); -force-autoconfigt ¢ h | o " eo X he m™ hixt’
group group: (1..16) _oe oxh~ g ty OhT @¢t
vlanvlan id} [force-auto- vlan id: (1..4099
config]
.0a e : EXEC
¢ ™ c hooma e " e o m t h Bxec h ’ a
console >
% T55Ff .oa~e” EXEC a ~
.o0a>e """~ =e‘; e ] mt~
iDi iga- o -t o®x"h mhge O T1
showmmterf_ace[glga gi port: (1..3/0/1..28) _o - b 1 te, O TV
bitethernet gi_port | ) s et h LU ]
fa_port: (1..3/0/1..24);
fastethernetfa_port | roup: (1..16)
port-channelgroup| 9 p - .
. vlan id: (1..4099;
vlanvlan id| loopback loopback._id: (1..64)
loopback_idl P —
h a h. c o —e oea ¥ "~

A "mt ™ edpr ° h 'Em

’ AO

-~

console ( config )#

ip default

crol19%188162. " ¢ . O

- gateway 192.168.16.2
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HELTEX

515" "mtho ~ >h |n"'Pe .
5.15.1_h o t o ~ Lt @c
.0 aax t.*too”h” hO h** ¥ o t x co c hoto
" omto emt 0oa ¥ com o ’\’E_'x
chotolLp @f b 0 mh ~ e e 0O m Lt dn ¢ ho
* t @ s”h m Lt Oc y:h*‘"gtn"to"*"‘”Y ge mg*o
M C "'TH(Zm”""c m™ e e 2 mte“"e;"‘t,tmh 3D -
, 0 “ T Ee |P\5’(|P\ﬂZ) m®™® oaaxt™toh e ™ e
0 “ BPWZ TN m o m et ™ m m oa™e?"
<ipv6-link-localaddress%<nterfacename>
Tt h m

interfacenameg, a Ye t

<

(o]

(0]

t

—~

X

Lt Jgc @

cch(dnma:,g_o_’f‘e* thmItQE’O ch"’*a'(” .
o T e|lmtt@co

0]

o~

€

<

0]

~

*

t

(0]

Tk <

~

ot m Yy

mco TE"

X

interfacename= vlan<integer> | ch<integer> |<physigabrt-name>
integer= <decimahumber> | <integer><decimalumber>
decimatnumber=0|1|2|3]|4|5|6]|7]8]9

physicalport-name=gigabitethernet{1..3/0/1..24}| fastethernet{1.3/0/1..24}

—~

—~

‘mo "a Sh >’

-

=

*

1 m e o e h xcec e m o T"'EIPkcoh *h e
VeXAT'OﬂﬂﬂﬂZto T v e e h x cc ao xt Lt 'E o
FE20:0000:0000:0000:0000:0008021FF o 2 ot % .t 'EFROCADNFHE3. e
eo_h "( e* O e ) ao“exxtt H 'E c'o"w “hee o e>io<
e e o e Y e o " eo "e” e omt )
ZI EUK4T Hto " et~ toh JMAGo h "ree .h ye "yn YT
a ? *64'** t |P\,§_ " h . m. Zp° M sm h T . tm "y e
a > x otoh .a "o % "FFFE'Y t m Y oemt > et~
.0a™~e " h > a ~ "‘o*”"“’Eeo 0 o e X h h o e Y
¢ ® ™ c¢chom™ oa™ e " eo mt h o h > a ~ —o “ TEe o 0
console (config )#
% T558% .0 a ™~ e " h ’ a ™ o ¥ * T'Ee o ) o e x h h o ~ e Y
.0a™>e "™ =e : e ] m t
ipv6 defaultgateway Tt e” . e To.” ™ O Ee oc
ipv6_address e 0O
T J”ee*'y_oa”’e’* “"omtxce™ t o
(setsystemmode switchpolicy-basedvlanactive).
no ipv6 default-gateway STyt et mithE t_ colLk@e ;v e
ipv6 hostnameipv6_ad- JOTTT ot Mt Tt mat Tm Y@@ & e m RN
dressl [ipv6_addresg... 0 a x a e xmttho mmt ~ |t @c
ipv6_addresd] a 15;2mea o ~o
no ipv6 host name T T Ty, omt e g m_x 0 St mUE
t o (o] a e Xxmtho m t ~
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HELTEX

ipv6 neighboripv6_ad-

millisecondgbucketsizg

no ipv6 icmp errosinterval

{0..2147483647}/100
bucketsize: {1..200}/10

dress{gigabitethernet L0 Tttt momo to amtMAG " h  mo s

gi_port| fastethernet gi_port:(1..3/0/1..28) |m T exmtoh o m g " h mo a

fa_port| port -channel fa_port (1..3/0/1..24); -ipv6_addresg IPv6” " h; m

group| group: (1..16) -mac_address : s f " h, m

vlanvlan _id} mac_address vlan id (1..4099

no ipv6 neighbor Tyt omt Tt g om0 @G e tmod
m_"e o xmthoX i Moa .0 L

ipv6 icmp errorinterval milliseconds Tttt o mTehome T T L/ at
0 T_T" o0

.o0a”e?” h = a-~ oe x b VLAN Etlernely Port€hanndl = . _
Loopback
¢ ® ™ c¢c hom™®nt hoha “’e "ae™o o e X h h o e Y e t
console (config -if )#
- F 7559t .0 a "~ e " h »  a~ oe . xh ho ~epoychanmejLodp- . _ M
back
.0a™>e ™™ ¢ ’<e,_: _‘K_e ] m t
X a o : e < = - «
ipv6 enable ¢_~"Oo;" .t co™ h x, Lt @c e~
[no-autoconfig T
no ipvé enable t_T0o;" _t co® " h x Lt @c e
ipv6 addresspv6_address Tt r T ht®Wee~ ,et ho o m
prefix_lengthleui-64] -ipv6_address IPv@ 1 EX e ¥ Te ™ . ee ™Y
[anycast] _o h“*("\(ee.o "'“0 to;*<a
c*m*ee.on “‘ﬁwte';:te’l‘s‘nb;";“s{)
) -prefix_lengtht = —_ e~ c¢h " _m¥yt |t ge
, preflx_lengtE(S..128 CoT. mt o mt=h 5 ¢ =Fh.m
OCH~<m * L me -eui64t , " et " toh 3y mo "I™he e
h a(eU|J64) ‘et(hz(‘mt'm.“"<tm'yn cn @
_anycasu'x_" : .’;t"o t " " ee . _"'"hh[T

no ipv6 address
[ipv6_addresspre-
fix_length [eui-64]

ST Ty Mt hL tm@om et h m "~

prefix_lengthlink-local

o] X a o

ipv6 address autoconfig o xao ~. e ¢_T"0;.e . ~_toa~t . m "oh mog
o ' et h m d s h m ~ e “mo th “c h
m Y o e < e ‘<. < S PN o
’ ~0: e~ 3 *|: Mmoo t@do Thx o em.o 0 TYE we2 dzi S NJ
R ' ROSNIAASYSyuno
no ipv6 addressautoconfig ' "Tmt e Tt "e* . e co X
ipv6 addresspvé_address Tttt To T ThEenm ¢t gk o om”

o " TEech ot 1 FESOLt @c

ipv6 mid versionversion

version: (1,2)/2

no ipvé address| “ ~, « ~pe o o |07 Y.t To ZUThEem. Lt Oc
[ipv6_addreskpre- FBO:EUB4
fix_length -
link-local]
ipvé nd dad attemptsat- attemptsnumber Tttt oy omth of omatoeff *7se
tempts-number 0p60/1 ' et h - moa " a0’ mt x O]
(0..600. o % e ™ hx’ e Y T x T T e Eh ,mE_o
ipv6 unreachables ¢_"T0; . e L/ at @c moo® " e
T Ch, c "';gchjl‘f‘9gee: et
no ipv6 unreachables cTmt e~ T Tt e~ ; e . co
c h - —~ e h m choto 0

no ipv6 mld version "Tmtte™ T e i.e  co
ipv6 mid joingroup Tt~ mog[5E e Yy "7 och 7
ipv6_multicastaddress T -ipv6_multicast_address IPv6” *~ h - m h xcec

e o h*mm . ™ )
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HELTEX

no ipv6é mid joingroup t a ey 't ot ot e.’o”mht('F_n X *'”’h"k
group-address *Th meo  h*mm .7 @

.0a"”e PrivileqeEXEC

¢ ® ™ c¢chom?™ oa"‘e’pqrivﬂeugeCEXECho h ’ a ™

console #
% T560f .0 a” & " ! PrivilegedEXEC

oa~ e~ e, k€e” i, _mt
co X a o ’“; -

ipv6 setmtu gi port: (1..3/0/1..28) |~ " " et . MTU TIRGC © _ .t o
{ gigabitethernetgi_port | fa_port: (1..3/0/1..24);
fastethernetfa_port | group: (1..16)

port-channelgroup}
{ bytes| default}

bytes (1280 .. 65535)
/1500

showipv6 neighbors
{static| dynamig
[ipv6-addressipv6_addres$
[macaddressmac_addres$

gi_port: (1..3/0/1..28)
fa_port: (1..3/0/1..24);

0 o - t e oha®” @ O o

P txoom oy _H .o

-statict ¢ o __ " “"' ot mt -t L m
.o - t = e ™~ a

-dynamict ¢ ° __

[gigabitethernetgi_port | group: (1..16)
fastethernetfa_port | vlan id: (1..4099
port-channelgroup|
vlanvlan id]
clear ipv6 neighbors S O
T mt " 9% h”Tcohto"t@" og~xcolt gcd 7
;.m0 "c‘m'YQ mo:)h‘e'Y(tm'Y
Lo0a~ &’ @ EXEC
¢ ® ™ chom®nt hoha “’e "BEXBC
console #
c m "~ e oa™e" h a ™ g619/ ¢ h - e o t ~
"*"‘*5_6@_-’[- oa™~e?" h ’ a ™ 9.9/
oa™ e """ Te ™o e ] mot o
i i iaga- o e " mtthohoto ) " e e d
sh0W|pv6|nt(_3rface[g|ga gi port: (1..3/0/1..28) Lo - 10t o |P®H Y_ >
bitethernet gi_port | ) e o
fa_port: (1..3/0/1..24);
fastethernetfa_port | ; !
group: (1..16)
port-channelgroup| . .
. vlan id: (1..409%;
vlanvlan id | loopbackloop- loopback._id: (1..64)
back_id poack_id- {L..
show ipv6 route T L L
show ipv6 icmp errosinter- i Lo T Mt CMPe mo o F T e ¥
val
h a h c o e e Y oa~e?"
A ) “~ -t E " e ™ a : ma™h "h%xd¢omfem fe* 3 ¢t Oc

console# show ipv6 neighbors dynamic
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Interface IPv6 address HW address State

VLAN 1 5629:78:13::6782: B588:1 AB5 00:00:03:08: D8:98 REACH

¢ o ao’ e . momt o 'Ye YY

INCMP(Incomplet¢t _ho e "xh=® h= h " e 7y ="h m= —.co ey
™ c hom 0 m o m “m ot * ~ otch™ — e e ™ h x cco 0
mo m “mt " e * . o c o Tx - e o @

< - < < < < LAY

REAC}ﬂReaChabD;T ._.O o ° t T 'Ee o co "t h o mom "oe t ooa 3X m:

= ~ S )
) e_e*og*ﬂne(cz.i‘o co x ; _eo . t<,<e*< c(h*o Z omt*
~ & S ~ > ~ ] ~ T~y
mm e xmthowmtohoa(eom:t‘_('taoaz " <t e o h a Ee o ¥ e
e ch( ch*e*a (tm Y ®
—~~ > ~ > 2 -~ . ” ~
STALE _© 0 bt ‘Ee b ; ce "t 0 toa 3  -to c x t 'E 0 mom
h & a So co Tx e o t : e h a e Yo TE’ o3 a
. e ‘ - ‘ ‘ - - ‘ ‘ . < <
o - mom " e xmtho mt o omt ’ ao S o ¥ a e c ~
B m t h B h - tm’
cLMbe o e oo e e a Y&
—~ > —~ ” >y » .
DELAYT _o© 0 ot Ee o . co t“(h A 0 t oa ¥ to
< —~ . . + —~ =
‘xe_e*og‘hec().tfo co x ; _eo . vty e “h(a(e* 0 E
i m t oh . " chom * ., Th h e® = t t
(ReachableTime amyp = co o he ¢cho c ah e e t

)P ¢m T° heds T0©

coc .t _x $59[!  WCLw{ ¢yt wh. GUe¢l agys_ mt
h akoet ® e e o 0 e ~ coc .t x (')59[!>lIJCLW{¢l]JtWh.9lIJ¢

;mtho r:;t > 'a' e tm'y e~ twh. 9o

PROBEr ~ “hco m . 0 m o m “m ot c h o~ : m c h T Ot
(RetransTimet am () "o t 9 coh 3 co ~ e *x® t co Tx . eo ¢
5152 xee T ho ~e choto o™ Lt@c OL{! ¢!tV

T xe ¢ Y txee T ho ~e Y th=*  TnratSiteAatontatic Tufinel = |

J— * < * - *

AddressingProtocol)c © © o 7Yt omx " mt - TNWCE ;¢ hho 07 "meoxt ot hmTo T W
T a o*h™ "o0oa 3y XPwX cm “* % hh'm~ & O" t X e e ~ ho ~ e
e “ecmx T hx 'y th~ c ™ t . m - o o 0 a Lt gn @
.0a™ea" a™o ¥ * T 'Reeo o x h h o ~ e Y
¢ ® * ~ cohao*me~*m ¢ & o h > a ™ o ¥ * T'Ee o o o e x h
console (config )#
% T5eRT .0 a e " . h ’ a ™ o ¥ * T'Ee o ) o e X h h o ~ e
e ™ - e = e
oa*e R K ] m t
X a o ;*e ( < @ -
interface tunnel number Mo o T t et h m txee
number: ()/- 2. mx mt Tyt o go h 2 a
m = t x e e ~ ho ~ e Y b
“mt e ™ - ~ t h o~ X

tunnel isatap queryinterval
seconds a . -
seconds(10..360Qk mn |2 " h "hxt o toh ™ | {1 ¢!t O

no tunnel isatap queryinter- "mtte Tt e ;. e c o

val

tunnel isatap solicitationin- TmtTer T Tt e hoo ¢ h 7

terval seconds seconds:10..360Q0k mn |c o "t~ h " e Yy ot a®h "hxt
mx tmt Y ” t e o [¢} a ™ h h x t
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HELTEX

no tunnel isatap solicitation Tmt e T Tt e~ ; e co
interval
- . =~ s - g “tc to
tunnel isataprobust- number:(1..20/3 . _°DNSquerym™tc foomo o
chomo > ¢ h o - a 5 a™h "h
nessnumber . < -
h a e > T e XxXm¢t ™ eo ~ e eo
h o . ™ chomo och ® -~y
TTY bW yYay », e ch e yto
DNS)/(number+1)
S 7Y " chomo a ™ hgah xt a =~
h a 'y ~’ T e c h e 'Yt o t
toh™ Jkoy.dzYdo SNbmMO
. ~ t ™ -~ - - t . L
no tunnel isataprobustness m L. et 8L, co
.0a~e " hx ée a”™ ho ~ e Y
¢ 7 “chom®mt hoba “’e "ae™ t x e e ~ ho “ e YY
console #configure
console(config)# interface tunnel 1
console (config -tunnel )#
% T568%F .0a e " h ’ a ™ t x e e ~ ho “ e Y
.o0a>e """~ =e ~ : e ] m t
tunnel mode ipv6ipisatap C_T0;7  t eo0 T bt x txee TN
h Lt @n ch coao " L{! ¢!t
1 ] 7Y o % eo 0 t o 0 i ,
V Ethernet VLAN) ¢ o * ° P> *F m ™~ ¢
. e ~ ho "~ e Y ao x ta mnmpm & "
4 - _T0; .0 e o et S ahovm e e ~
: < Mmoo TEAPWTEN ymT e T
e Yy foxm®™x "t met* “opnmeeo ~e
[ m e ™ e ™ - e Yo
no tunnel mode ipv6ip isa- ¢._T0O;" .t co”" h’ x txee
tap
tunnel isatap router Tt °oa eeo L8 t'Y ' 'Yt tx e
m* G x ° X .
router_name foa ee.a 'yaj e... Lton LA VE
. < o < - t X Ox mteh o'hmt " e tyx)e ¢ h
Y, Um oY igatam O |- . oy o o cho s fxn 5b( &
no tunnel isatap router Tmt e e omoet co, xao o "e
tunnel source .0 a™~e """~ e ~ e ™ . "z “th Mo t*x"e'Ee .7
{auto | ) N:w‘ ,meA;EO,'t'Em’YZ“ -
ip-addressipv4_address} AP home e T T
-autot |p:“'h(m T oxtte atn omo e~ e
no tunnel source STt Tyt Tor ™MhTUER Lt x elep Y
.0a*“e” h ’ a ™~ 9 9/
¢ ™ c hooma e " e o m t EXEC h ’ a
console #
"% TEedt .0oa e ” h ° a” 9.9/
.oa>e ™" ] m t
show ipv6 tunnel Lo _" LTt e oha®g O o e mtho ~ g5 txee

100

Ethernet_° 2 a x t * MES100, MES000



HELTEX

h a h c o e e Y _oa”'e"
A S_TO0;ettEhtxem T ho “e Y3 e” e o EEF124e
Xmt~eo t EIPZd h  MOZE$68.16.88.

console# configure
console(config)#
console(config
console(config
console(config

interface tunnel 1
- tunnel)#
- tunnel)#
- tunnel)#

5.15.3° “ m t h ox e " ¢PygRAguard

tunnel mode ipv6ip isatap
tunnel isatap router
tunnel source ip

MES2124
-address 192.168.16.88

T x e IP\BP?Aguardch Tomt ™ oyttt " T tameo “ e e 7 e~
t RouterAdvertisemeng h ~ ~& * h"= *ypoto *x * e ~ to T _o m "o  h
.0a™~e” . h "% ™ "'Reeo o xh ho ~e Y
¢ ® ™ ¢ hom~ oha *’e "ae™w * " nt'He @ 0 o e X h h o ~
console (config )#
*~* TbeBFf .0 a e " . h ’ a ™ o ¥ * T'Ee o 0 o e X h h o
.0a™>e "~ "~ - © ! eﬁ*<~K‘e ] m t
X a o : e < e L
. ’"‘h( - t _oaaxt"to.hxxe OBt
ipv6 nd raguard J._~0: eo|RAguard.
no ipv6 nd raguard ¢ ._"T0; . e 6 RAguard. , Lt @
iov6 nd dvi - h T t_oetho"‘ho_‘“e
by cauaravian vian_id:(1.4094) |eh T TT o x_ " "*eeo [l b
- -vlanid¢ge ca h [ ! b
.0a™~e " h > a ”~ 0o e x h h o ~ e Y e t h
¢ ®* c h ooma” e " e o mt h o h ’ a "~ o e X h h o -
console (config -if )#
~* T566T .0 a e " .a”*h 0 e x h  ho Ethernd e t h m ~
.o0a”~e"” " o ’<er\*<~K—e ] m t
X a o : e < e - <
ipv6 nd raguard deviceole ¢.%oh h * a® h"%ot coht ™ @
{ host | router } Jhost -hostt © 7o _ ho " mmego T gFo %yl
-routert . " 'Et h "mgo oY “yle ~~ moo
e”’mtho(ee.a ch”’" —* a (0]
ipv6 nd raguard match ac- ¢C_"0; ... V][ T @yo® "TEth” g
cesslist acl acl:(1.32m _ a _ o 7| router.
-aclt , 2y /[ ®
ipv6 nd raguard match pre- ¢ T0; . e st TINBTAE Etoho" o™ "  ewl
fix-list prefixlist prefixlist: (1.32m . a ol ~a NP dzil SNJ
- prefixlistt | a pPrefixlist.
ipv6 nd raguard trusted 4 m _ ~coht .ynlY 4o *~ Ty t coht  mc mo_ "o
port trusted
Ethernet_° a a x t * MES100, ME000 101
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HELTEX

* J—

console (config )#

5.154" “m t ho  ~ DHOP6guaed .
DHCR6guard¢_ x ¢ _¢. 'YS co o ~'YO"™ 'Y ch o tDHCReEH ~ 1t E.
m t S h™® "thco T o n9~e to TE o e ” "o h ee . 9
.o0a™~e" h ’ a ™ o eo *o"xMEeho Yo
¢ "~ c¢chom?™ oa™ h "eo0oa” mtRTw*® ™~ T'Ee o ) o e X h
console (config )#
*+A5_6@ﬁ‘oa”‘e° h ’ a ™ o ¥ * T'Ee o 0 o e x h h
.o0a*e"~ "~ ¢ 1o ef: <~K ¢ ] m t
X a o ’ e < P
ipv6dhcpguard “ *h T t _o0aax t ® t o hxxe __eo e t
-/ -_"0; e o| DHCP&guard.
no ipvé dhcpguard ¢ .-_T0; ., e, . X6eguard., 51/t @
ipv6 dhcp guard vlawlan_id _7 h vt _oetho ™ ho "e
vlan_id (1..4094 ch = 7" 95 x_" ""eeo [ 1 bo
-vlange oa h [ 1 b
.0a™~e” h ’ a ™ 0 ee t h x IEthem&t ~ e Y
¢ " chom~™ mo ta h” oe e oh ’ a ” o e X h h o e Y
console (config -if )#
- ¥ T568¢.0 a " e - 0 e X h h o Ethernét et h m ~
.0a™>e" ™"~ € ’<eﬁ* wK_e ] m t
X a o ; e . < @ b <
ipv6 dhcp guarddevice ¢.%oh h * a” h*% ot . coht~
role { client | server } -clienttmo o ® " e Yy t c¢” 7 NEBRHB KD
-Iclient ot m 'y
-servertmo o * " e vy t c” 7 NBRFENH
Otm 'Yy co xmt"eon’“<ee.a ch"“*
i ¢ T0: N ~'Et h Bmeo o ¥ "§ |e
ipv6 dhcp guar_d match ack(L3m a o 7| — O; A@Lk oY E Bmeo, o, 5.1¢/ t ¢
server accseshst acl oo —aclt , 2y /[ @
i - ¢ ~0- e ist” o 'Et h Bmego o * "G |e
ipv6 dh(_:p_guard _ma_ltch re prefiscist: (1.3 a o  — O . -list _ L“.JN’\B_T]\ EE Bmeo, o 5.1
ply prefix-list prefixlist oo - prefixlistt | 2 pPrefixlist.
ipv6 dhcp guard trusted Jo®*~ 7~y t coht  mc mo "o |
port -/ m Coht.un_'YCOhtO_‘ h""h('(e .m t c n
no ipvé dhcp guard trusted ST Tyt coffib h o me .m @
trusted-port
516" " mt h o ~ c hoto o "o
5161 “mt hoh o to o T n5tb{a. " o0 a e e 9 a e
me o e o '”“""‘”DNS’Y Thyottm 'Yoo xH R m* e x *~ T tm t
mo * h > o~ " a x 0 " o0 a e eo a Y] x ™ - e e o)
mo o t t mt r D m o a D_N@ thm 'y he ™ 5 @
.o0a™~e " h > a™* o0oe "o ¥ “x"N’'Eehoo o0~ e Y
¢ *~*c¢chom~™ oa™eh® eo a"wm Mo Eeo ) o e x h h o
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a e e o a
< *

Y € Omeg a o
fronsole#  configure
console(config)#

console(config)#

ip name - server

ip domain - name eltex -sw-1

A ~
192.168.16.39:

mt““emt"‘tt’E;momo to

* - <<

t mtm

frpnsole# configure

console(config)# ip host eltex.mes 192.168.16.39

<x <

"7 7560t .o0a e ” - o ** T'Ee 0o o o e xh ho ~
.0a™>e ™~ ] m t
ip domainlookup _T oh ot meco 7 o,"e  choto_ o™ 5p{
no ip domainlookup Tvch vt meco 7 o ,"e  choto_ o ™" 5p{
ip nameserver _ch VANPWS “lht. m* T ommxk e .o SGfh{ o e d " hc M
server ipv_addresslist TTY _omEa |PMT hh m “hoom ¢ ho e 0% 90" ao 7
no ip nameserver
[server_ip_|-RRN\Béé,\”°""'\Z(*th(|_mtm SBhp { h~ me m " Tomt xce )
server ip_address8]
c h B Yy ot "o a e e o a '’y co xao T."e (0D
. . T 7Y T oco Te e Y e c h ™ T'Ee . 59 " oho eece 5D 4
ip domainnamename e . 5 a e * to oe A e e
a eeo a 'Y "a'y Tm""’(azoMrp,g/*mhei“'a”Eo )
no ip domainname tTT Tyt Toa eeo a'y co xao T:%e OO0
ip hostnameip address1 | _ ¢h °  ~—7y t mt*t - m_  moZ'th mMma y N 7 "a
ipF RRNBigak X |7, eeo mo ot tmo 'mo " h’CHU @ dayy 00 egqpy ¢
dress4] T tE "o |pPFTh.mog @
i h ~TTTY Ot omot Tt m X “Two o Mm” httm?taae'yhady & ~
no ip hostname < T — - e S i (9
p M o Mpy m a“o “(D
.oa~e&” ! EXEC
¢ "™ c hooma* e " e o m t h BXEC h > a
console #
“* 7570t .0 a " e EXEC & ~
.0a™~e"" "~ ] m t
A W /—\rY t ~ m rE mo o t “ Tn ht mx'Y H:.é ’“Xajo’“"’a H
* < * - < —— < - * -
clear host fiamd *} o~ eo mo® h'~ it E ot M "o mpy m a oo o
o™ h "~ - t " o0 a e eo a 'y oc oh xahoo’“;Zemt'O"zt m
e e mo ot X 't Mot mXy “tha me |
show hostslnamg h mco ~E‘o0 ~e oa~e-" a e x
“"h m¢$p "a'yY "o " eo mo-” h “t 'E ot M "o MpYy
h a h mco T'E" o0 “ e Y oa~e?-”
A "mco TEDN®”"HhE h” co “7"h m~a M@pHDMCYy PMcC Dop

192.168.16.35 192.168.16.38

t Y m™ ‘egjtéxmes, 2
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HELTEX

5.16.2" " m t h o

O —

ARP (Addres&esolutionProtocolt ¢ h o t o o

~

c hoto o

~ h o~ -h

T cehoYo ™ dH > m

<

fastethernetfa_port|
port-channelgroup]

gi_port: (1..3/0/1..28)
fa_port: (1..3/0/1..24);

-gi_portt € °o a
-fa_portt € o a

x h o e 'YX .c0 "@& YID™ c h MA@""‘_he emy ¥ m e o( e mo * h
-~ ol h m -~ ¢
.0 a ™ & " a™o ¥ * T 'Peeo o x h h o * e Y
¢ ™ ¢ h ooma” e M& b o “ho T~ “a'geeo o x h h o e YY
console (config )#
“* ©571--0a > e " h ’ a o ** T'Ee 0o o0 o e x h h
.0a™>e ™™ ¢ ’<e,_: _‘K_e ] m t
X a o0 e < @ - <
arpip_address mac_ad- B _
dress [gigabitethernet . ° M a” Ip_address Jo*~ Tyt omt Tt . om_YPO % E hn
gi_port| fastethernet ABCD, mo ARF TYex_"~ ""eeo o o
fa_port| port-channel . ° M arat_address | _jp addresst IP* T h _m
group| HHH -mac_address MAG" ~ h _m
vlanvlan id] H:H:H:H:H:H
. . H-H-H-H-H-H;
no arpip_address [giga- gi_port: (1..3/0/1..28)
bitethernet gi_port | faport:(1.3/0/1.24; |~~~y t mt~t . m_x(Q "~ m En
fastethernetfa_port| group: (1..16) t = . 1wt 7Y x ~ Teeo
port-channelgroup| vlan id (1..4099 -
vlanvlan id]
. Trmotht _havy e ® e
arp timeout seonds seconds(1.40000000 |~ ¢ 1wt om 0D
) cnnnn ™ 7 . . = - .
no arp timeout mt~e"” . t e”™ ;. ¢® co
.oa~ " ! privilegedEXEC
¢*° ™" c¢chom™ _oa"e’epm/iLegemE)(ECo_* 3 h{’*a(
console #
"% 757t .o a” &’ ! prililegedEXEC
.0 a™~e " * ™ e : e ] m t
STy, t o om T e T aARR TR T og 0 T
clear arpcache T a~e” " omtxce™ to TE Y G
t,. 7YYo
show ar ip-address (A.B.C.Ip Lo _ " . vt 1 mfeTyme .m | owt T e om .
i -addrgssi address| macaddress(HHH —, [~ "h mx T T Fhh mxoT @ s TEth ¢
mpac-addresgr?]ac-addres| HiH:HH:HH ~ -ip_addresst IP* " h; m
e i H-H-H-H-H-H); -mac_address MAG "~ h; m
gigabitethernetgi_port |

Bt
Bt

. GigabitEthernet;
. " FasiFthérnet;

group: (1..16) -groupt , hxcece~ "o o
) . 0_"'."“0*{"’_"Eeex'o xh~ ¢ el wt
show arp configuration T e O twt oY el T o
. . ot _7T0O;" _ ¢hb _m ko “Tec h\6 nToyt o
ip arp proxy disable R axt*toh -~
4o _"T0; ¢ =~ , . I
. . ¢ (O t h a c h'd cnm & MWy eo
no ip arp proxy disable T < . AL (., _%,

>
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HELTEX

X

h

he ot

“h e

m

¢

*

W

¢ h ooma®™

e

*< <o

~

m t hipterfaceconfiguration 2

console ( config

-ify#

" ¥ 7578t .oa " @

. imtérface configuration

.0a™~e"" "~ Te o e ] m t
. t ~0: " t h a c.-h™c mo neod m 1 eg
ip proxy-arp . R — -
- - a e d h m (0]
) A e |le - < S < L e <
. K., - 0; ¢ "0 t h ’ a ¢ h'¢ cm @hfew™ m teh
no ip proxyarp = aoceat h m - - ’
. T mt h " - t h a 'y Te B e
arp timeout seonds ~ ¢ L WEeYem t h g Ttad o m* @
seconds(1..40000000 = = e e e =
. m t e R . ()taoé'\;pefim:o(ec? |
no arp timeout ~o *~ TEe o ) ®
h a h mco TE"o e Y oa™e?-"
A Jo® ™ mu~g ;- fc xmQMRR "7 T IREXY M mMdpHOMCEY dmcdo
0.0:C40BC xmt~eo t'E _h a’'y > “eARR * ¥ €F 42000 M _
m xe " Y

<

frpnsole# configure

console(config)# arp 192.168.16.32 00 - 00- 0c- 40- Of - bc gigabitethernet 1/0/2
frpnsole(config)# exit
fronsole#  arp timeout 12000
A 0 “~ "t 'E mo " h ° a o 1 wt t** T e.Y
fronsole# show arp
VLAN Interface IP address HW address status
vlan1l @i0/12 192.168.25.1 02:00:2a:00:04:95 dynamic
5.16.3° " m t h o “ choto o ™" D#wt
GARPVLAN RegistratiofProtocol (GVRP) ¢ h o t oV AN mthfegto o™ co
h "mchomth™e t 'E c o m t ® et “ t o h [ ! ba
o e ™hx" e e oha~ ¢ o * otmx tmt xmD"t gy ¢ h®¥ * ‘co
mo o * " GVRB o Tx e oha™ g V/@ANoa aoxo tt mtxotm t* ox*F" Y t
TTee .20
.o0a*e”" h ™6 4 "'Peeo 0o x h ho ~e Y
¢ ® ¢ hom~™ _oa"e*eo mtho h ’ a "~ ~o * " T'Ee o
console (config )#
“~ % T57df .0 a ~ e " h ’ @ *o “w e * TBeh h o e Y
oa™e" ™" ‘e“,<ef:(~K‘e ] m t
X a o ; e < e - <
gvrp enable ¢ _T0;" t mco TE o "e c h o f
Ao _TO; e ~a - = - .
no gvrp enable _ 0 ! meo g0 e ¢ ho
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.0 a™ e " ad e x h h o * e Y e t h m Ethemét, ~ ¢ ~
e t h m h x ¢c ¢ . c ohto

¢ ® c homa~e " e o m¢t h o h

* J— ©

h x c c . c ohto Y

+ -

a  _Ethernek  x&t hh ™ e

* < . <

console# configure

console(config)# interface {gigabit ethernet gi_ port | fastethernet
fa_port | port -channel group }

console (config -if )#

’~+A5_76ﬁ\03'"6*. h ’ a ~ o e XBthermez ~ B x ¢cyc .eteh h m~
e ™ - e e
.0a~e """ 1o« - K ] m t
X a o ’“; ~ e ( P o x <
gvrpenable ¢_~"0;* .t _mco T"E'o ~e  chot
/ ~0 a o a et h m (0]
. - e . . P
no gvrp enable - T ¢._"0O;" .t _mco "E'o _~e  chg
a o a et h m (0]
garp timer {join | leave | timer value Tmt e Tt e . e Yt 4
leaveall}timer_value (10.214748364p 1 e, ., t~_a _ho —ch B7H" eo 7
e~ . e vy co |-timer_valuer e~ ; e = Tto"7"'a oh ™ .4 'E
. join: 20 m AlO).
no garp timer leave: 608 ™ mt~eo t'E "e” . e Y co xao
leaveall: 10008 m
gvrp vlancreation-forbid Tteh ottt T eTa g moo T e ta
n - h i " TY e *mth ™ - a o 0 et
- e o — ; * * < < o
no gvrp vlarcreationrior- < T oh ot e~a - m_ o a |
bid T TY e *mt h ™ ~ a o 0 et h
gvrpregistration-forbid o xao~-"e 0O ¢.co ey t me 'yt ~ h  mth"~ g
T1 mt\VL’A ~~Y_"'(t m o s *’Y*’“* h('*mth”
m* =t h m ()
- - - t h m h ~ — T — - - —~
no gvrpregistration-forbid ) R mt~e” LTt e ;.e _ co XA
.0a ™ & " 2 ad e x h VLAN " e Y
¢ ® ™ c¢chom™ oa~e"eo mtho VLAN h ’ a o e X h
console# configure
console(config)# interface vlan vlan_id
console (config -if )#
" * T576% .o0oa e . h ’ a ™ ove AN x h ho ~e Y
= - . = 3
.o0a™>e "~ "~ v« . ‘,\K ] m t
cC o X a o , ™ < o . ox <
gvrp advertisementforbid TTreh ot ot " e YIAN 0h @ h b eGYRPO X
no gvrp advertisementforbid T _ta ey it "Tech ot YLAN G eockmt b9
GVRP

106 Ethernet_° 2 a x t * MES100, MES000

«3



HELTEX

Th7@t ¢ o mTe GARP 2 h o
- a h DI e ™ : e
Join Timer c h B ~y ot e t h “ T h - ™" ¢ homgd
c” "o e” ;e ot M N 0 HMNTRONyocCnnIJ
HAon a ~—~7 m _xe” o
Leave Timer ch = 7Tyt et h ~ "% otoh et h
h x cc . i[ I b 0" “c ™ o e e ™ - e ot M J
X a o ,mTeCJ'I'(D a 7 m X e L P
V=e‘; e [S|-®ét‘ a h ~ "o T eo *
e YW2AYy t© _a h* oD
LeaveAll Timer ch T Tyt et h 7"y _otoh. et h
chom~= [ SIF@S1 £t e~ co Teo ot T e
"o uWwmMnTnyocnn a _ "7 m  xet 1D00®Re ~7, em
V=e“; e [ SI @S ¢ t™~ a h~ "o T eo
[ SI@gS t~ _a 1~ o
1 e ” - GARPY a h o o T’ eo B t 'E o ° e ™ 0 a
V xmtho m t d Jm T e ™ o e Y ot~ a h o x T ox
h teo h~** ot~ tGgRRP O© <¢choto o 7x
i ¢ ~ ao " m t e t h oe e“.ea® G0 a ot tEr *m
V t "o c”™h e o c X t a x mPpVIDE b e t e‘”h;oe”‘e'Yeo
’ T e t h m S e “m¢tho e e h ’ a coht”
- c o choto 0 TX D+wt ¥ com o T'E X o e m s
VLAN.
.0a”e” . InrivilegedEXEC
¢, "7 chooma™ e et o privilegedEXEC
console#
"7 75781 o a” e’ ! prililegedEXEC
.0a™>e "™ =e : e ] m t
clear gvrp statistic§giga- _ L. Tt eT o moeex oo mt Tt m
oar gvrp 52 39ig gi_port: (1..3/0/1..28)
bitethernet gi_port | ; (1.3/0/1. 24
fastethernetfa_port| a_port: (1. 24,
group: (1..16)
port-channelgroup|
.oa~"da” ¢ EXEC
¢ ™ c hooma e " e o m t EXEC h ’ a ™~
console >
~~A579fx°a"‘hi’ BEXEC
oa™e" ™" Te o e ] m t
show gvrp configuratiorgi- , _ LT e L xhT e, O ehoto o
gabitethernetgi_port | fgl_port.(i..gﬁgﬁ..g&' eo o et h___m"3% ° Y
fastethernetfa_port| a_port (1.. -24;
group: (1..16)
port-channelgroup]
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HELTEX

show gvrp statistic§giga- 20" ot eT o eex g omts
bitethernet gi_port | Y x_ eeo " Toe ThY _mm~y3
fastethernetfa_port|
port-channelgroup]
show gvrp errokstatistics Lo Lot mrmrome_x e0 o
[gigabitethernetgi_port | _° D+ wt Y o x_ eeo o
fastethernetfa_port| th LMoL ®
port-channelgroup]
5.16.4: , 9~ eo Ta” h x t & (|gdfibackdetection)
]~ e e a 7" e xmthkwo mb XY ¢t moTT 'Ego ~“teE c oht (0}
o e ™ hx’ - tm Yy c¢cxt a oht mma™ ° h mmaxa”"t@’hgae Y mo c ~
g1\ m o xmt ho m t -
.0oa ™" la~ ~o ¥ * T'Ee o o o e xh ho ~e Y
¢ ® ™ ¢ hom~ oa™e " eo mt h o h ’ a o * " T'Ee o
console (config )#
- T580¢t.0a " e " h ’ a ™ ~o ¥ * T'Ee o 0 o e x h h o “ e Y
e ™ e e
.0a*e "™~ L. ) 1 mt
X a o : e < @ . <
loopbackdetection enable ¢_"0;",t a_9g”e a b Tey*hadanx
no loopbackdetection 4, - _7T0; eo¢omm¢t e~ T~ ot & ; e cq
enable
loopbackdetection Tmt e Tt et -hh = 7araa * 7
interval seconds -secondg , et h T 7 h a e a °
- seconds:1..60)/ 30  _ x = =
no loopbackdetection fommt ~e™ R t e ;. ® c o
interval
“mt™*e ™ - - t h a o*e™hx
-srecmacaddrt °o¢c h 7 TY_ tI3T ho tm egTl e
loopbackdetection mode MAG™h m et h  m~ T
{sremacaddr|base-mac -/src-macaddr -basemacaddrt oc h Ty tIZT ho tm eg™l
addr | multicastmacaddr} T MAG " h m xmtho mt ~
- multicastmacaddrt _ T, mte ™ t &R N
co TE" x tm 'y hxcco o “ " h m
. ¢ _T0o; "t h a o*e™hx e Y
loopbackdetection , ¢ Lot tees[H[bl BXT o 4
viantbased - ~Q; eofcohtx y e~ _otohoa § ~* o * e
no loopbackdetection Jt_7T0o;" .t b a o*e™hx”’ e
vlan-based
loopbackdetection vian =ttt h avy  m  xe® ey co
based recovenytime sec sec:(30..1000000)/ ~|Tx Tt e g0 ot Em Y “F To o
no loopbackdetection ;.80 VLAN © cohtx 3~ otohoa e .
vlan-based recoverytime h= % 7o “"hotomet , m P
.0a™~e”" h ’ a ~ 0o e X h h o * e Y e t h m - (
e t h m ~ h x ¢ ¢ c ohto
¢ ® ™ c¢choma™ e " e o mt h o h ’ a Ethernet xdé t hho “ em ™Yy
h x ¢c c cohto Y
console# configure
console(config)# interface { gigabitethernet gi_port | fastethernet
fa_port | port - channel group }
console (config -if )#
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**"‘5_8@_-”[‘\0a““e°. h ’ a ”~ o e XBPtherme ~“ B x ¢cyc . e t e h h m
- ~ . & -
oa™e """~ e noe K ] m t
X a o : ~ e @ LI
loopbackdetection enable ¢_T0;" .t a _ g~e "a o%¥e™hx’ e
- g ~A- e o
no loopbackdetection /- _"0; commit e~ ~— - e * . @ c d
enable T ) b "
.0a~e” h ’ a "~ 9. 9/
¢ ® ** ¢ hom?™ oa~ e " eo mt h o h ’ a ~ 9.9/ Y
console #
”‘*’\5_8@-‘f‘oa*e‘. h(’*a‘“ 9.9/
.0a™>e ™™ e ™~ - e ] m t
LY * < < O <
show loopbackdetection t o®h"mo'm ttoa'Ye g™ e |oopbatkdetection

gi_port: (1..3/0/1..28)
fa_port (1..3/0/1..24);
group: (1..16)

-gi_portt e o a Bt h GigabitEthernet;
-fa_portt e o a B t h FgsiFthérnet;

[gigabitethernetgi_port |
fastethernetfa_port|

port-channelgroup] -groupt , hxcc™ " e” 7o @
5165, a _  _mt o choto oo ¢t H{c¢tT w{eCt3I e

 meo eo " 7" -  Spapning Tree Potoddl Y ¢tY . 6 m Y ¢ hEtherneth e
a ’ m t ee .a m Y o'Ya “h 0 " eo t oco "o
o ¥ a e “ Ot m 'y o e x h” ¢ oee .a moo® " e Ya S m c
Foho :eo ~0:; "~ 0Ot ot ~0; "~ Ot c h "~ -x e® coh't

Rapid6” -m t BTP(RSTP 'Yt ™'Y xmo ~ h ~ emt oSTRe g~¥ah “c o ho -
a e 'E° a h a e a c h B e Y m t “h 0 T eo t

_hoto Mulfiple { ¢t 6a{ ¢t Y. Y, tmy e o7 o mo
co ™" h > T Ofco TEVEANG ea{ ¢t c h T co T~ ~ t o e x h
Lo T,y mt T H A Tyno om oy x 0% ot b T §ALk YY)
ocoaaxt™toh o .. 'H ° ac 7 yh a\/PAND t" nfoo'm th’t™ toE ec
MSTPY. 7Y tmoy & 3 m o) caaxt™toh™ gy "¢ "ae’ Fmt Ex o
m o e X h h o VLAN h x cc

. 9"e "a adA GALNROSAA {¢t ch “e~ e~ e " 7Ty mo
e~ coht® g xmtho m t P " " a e e Y mofh Qb 'Ye TYy'Yet 'y €
" h x 7 7 h E S to c od ' Eom Yt c omo.mh "tE txtfEtoh -a Yy
m Tx 0 “ "o () h o e X h h o ~ e m = 7 ox t m
cohtXa e™a h ~ e P m Ax > 'E~“ed M Yo ™ ho ~“ee . g °* h
ot . Ee - _ choe(mm e . o <h<“o¢ . choe<rr
Ch em’.‘/\ > o ok - h X¢

/ - m a™” T 'Ee o oc xmt ao MSTR ¥ m¥te oo 'H

2.9.
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HELTEX

’

516.5.1" " m t h o

-~

¢ STPRSTP_o —~

.0a ™~ & " a ™o “ TEe o 0 o e _xh h o ~ e Y
‘,‘*° ™ chom?™ oa™ e " eo mtho ) h » ar~ "'“o":'
console (config )#
~* T 5837 .0a~e” h a ™ o * * T'Ee o o0 o e x h h
*\oa"e°‘ Te o - K=' 4' m t — ]
co ;< a I) (’“; “ © ) )
spanningtree . " h "~ t mco TE o ~e B
no spanningtree ="c¢h """ 't mco TE'o ~e 04
spanningtree mode {stp | "mt~e™ T h  a h~”%ot . cho't
rstp | mstp} -stpt IEEE 802.1D Spanning Tree Protocol;
-IRSTP -rstpt IEEE 802.1W Rapid Spanning Tree Protocol;
-mstpt IEEE 802.1S Multiple Spanning Tree Protocol.
no spanningtree mode "Tmtter Tt e~ ;e co
spanningtree forward-time TmtTer o7t et R T
—x “ e CX e h moMMt g
seconds seconds(4.30K MP | o m ¢t o "ve c T h e o 05
no spanningtree forward-time cTmt e Tt e . e co
spanningtree hello-time sec- Tmt e o Tt et h o™ ho 4
onds seconds(1..10k H m —Z Akt .t, t o th a 3) "o @o. L gr
no spanningtree hello-time cTmt e Tt e ™ . e co
spanningtree loopbackguard T o h ot Ttotx 3o . T0;"0
c h L@ [ ___to . ot 5: )
no spanningtree t ="ch "7t o TTOUXCE x O et h
loopbackguard cr_ ., to., t5| @
spanningtree maxagesec- "mt~Te® ~— 't _h a'y e m
onds seconds(6..40Kk H n
no spanningtree maxage Tmt e T "t e” ;. ¢ co
spanningtree priority priority "*mth* * t c¢ch oh t 't m Yy
priority: V e ~ e c h o h t t - T o T
(0..61440/32768 \ A '
no spanningtree priority Tmtrer & 7t e ;... c° X
spanningtree pathcost "mt*e™ T o%ht "a "t o’ Y g eeo
method {long| short} -longg e~ ;e | g,eeomt " "
-flong -shortg ¢ ™ ; e g,eeomt 7 "
no spanningtree pathcost "Tmt e 7Tt e ™ . e co X
method
spanningtree bpdu {filtering | oech 7 7y tooh a o%h~%ot
flooding | bridging} e” _otohoa . _ TQ;_ e choto d
-filteringt ¢ ~ et h ~ m m . 70
t5! ¢~ t TEt h x Otm YT
-floodingt & et h ,m m . 70
e(t<"ho””’ee t5: c”‘_tc
-fflooding o, TEt hx Ot moy
_bridging-[ e ™ e t . h oo m m L _'-\O
t 5] c* __t. ¢ h T 0Otm YD
w l"ee” 'y oa*e”" o * h * BPDU
! Lo, TEthx 54 +MAG{ ¢
~ 01:00:0c:cc:cc:cd
no spanningtree bpdu "Tmtrer T e” ; e co XA
spanningtree processro- ca*e®™” mo "° " 't ot TEe ..
cessid - process_id(1..31)/0 e LI I T .. : S
no spanningtree processro- Yt xc_h¥o g emem

cessid
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HELTEX

[} | _h 7" Te” c”ohva gQTP,0o” forward-time, hellotime, maxages . © © 00,°
- | 1toj‘..co"‘erﬂy"<3rﬁ>’<E'@'b(o(teo’H(t?*’f)p”‘a<:th0H
2*(Forward-Delay- 1) >= MaxAge >=2*(Hello-Time + 1)
.0 a~eh"* 7 a ™ o e X h h o * e Y et h m ~
t o
¢ *"*“chom™e " eo mtho h ’ a o e X h h o
h x cc . cohto Y
console (config -if )#
% T584% .0 a e " h ’ a ” o e X BPthermhe& B x cyc .e ¢t ohto
.0oa~e "~ ¢ v« *;\K‘ ] m t
cC o X a o ’ < @ o<
spanningtree disable TToceh ©,t h®%otx choto o7
t h m 0}
. - A e == ==
no spanningtree disable . h t o otx ce¢hoto o
t _h m b
spanningtree costcost cmt e~ Tt c,eeomt E cx t |
no spanningtree cost cost:(1..20000000Q | m ¢t " e ™ T 7 ot e o e > och
ma @ t"5f"85’" h omt c othot ™™ o ah ® ~ e Y €
5.85.
spanningtree port-priority pri- "mtTe~ 7t ch oh t ot e
ority STP.
priority: (0..240/128 V e . e ch off .t B~ h™o®
no spanningtree port-priority Tmt e ot e” , ., . co ¥
spanningtree portfast [auto] ¢c_"o;" .t h ,ax  _otohoa g
— e " mh ~ X mt ™ eo tmy m q
Ym E m t e Y t* _a h"* @
T -autot "o T T Yt "t hr_x o om
} momt o ‘Ye . c h . : [0}
no spanningtree portfast ¢._~T0Oo;*_ t h 7 a aoa moMm I oEeYe
c h =" c g eo YepYt O
spanningtree guard root ¢c_"T0o;7 0 Tt o txmg o keQYn ot T
e e e {¢t ‘:‘h‘eeo o coht™ ¢ |~ ee "
S I m x ".t'E_ohe(“ a cohtoa
no spanningtree guard root Tmt e ot e” ;. ® co ¥
spanningtree bpduguard oo ot " txegt h__TOm " O
- t - R Je ™ __ to t5) @
no spanningtree bpduguard TTceh ot mtotx 3o . T0O; " 0]
c " to t5! @
spanningtree link-type {point- ST Txe T ftmt e~ o7 ot choto o™ w{¢
to-point | shared} coht™ fgae ;och * Ty t ot ¢ m Yy [ toy -~
7Y co Tx " xdqto . " pny gh” ot T ee . o
no spanningtree link-type ¢¢hm -t Tt mtme Tt e ", e . co X
spanningtree bpdu Jch * h7y ta o hFTot c vt
{filtering | flooding} e” _otohoa . T0Q;_, e choto o
-filteringt e ™ et b~ m mo -7
{¢t .t 5] c ot T'Et h x Otm
-floodingtr e~ et h ~~ m m . TQ0
T {¢t e t hoc ™ e et.. c th5:°""ot
e . T A'Et h x ot m Yo
J]“ee® 'y _oa~e”" o*h‘b'bd*ut.e’(”‘ t
thx tBPDW { GMACO01:00:0c:cc:cc.cd
no spanningtree bpdu "mt e Tt e " ;e . co X
spanningd NBS NB & i N « ~0- TYch ' ta _t5! O 7" oa ¢/
no spanningtree restrictedtcn v ' oo ~_ t ch —a _t5! 0O -
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spanningtree binding-process Jho Y -7t cobfto g mmx ¥ eeq
i m c o h 't x ¢c h ™ c Aoy@t m o&a x@d
processg bindi process_id(1..31)/0 = = XYoL mw LA
no spanningtree bindingpro- commt =g~ o~ - 4 en v ox g
cess - - - —
7 7588tf  _eeomt E cxt Goxmav < gpanfingi@e tosy
: t ® h ® - ’ 0
" e t h m . (o] 0o C . . . e . Y c .
) ° " Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19
.0 a™.e h > oae”™ x h “h oh ~ e~ Y
¢x° ™ c¢chom™ _oa‘e*ppivﬁeged@XE@o_ h(’*a"‘
console(config - mstp - process)#
% 7586t .0 a” a”  priilegedEXEC
.o0a>e """~ =e ™ : e 1. m t“
spanningtree forward-time "Tmt e o ot " Ty _oe o x h
seconds ”h a e > ‘*th”, “‘ a . e ™ o d
seconds(4.30k mp mMmto 'ye ¢ h " ¢ h _ TQ; e 4
no spanningtree forward- Tmt e o Tt e T e co
time
spanningtree hello-time sec- cTmt e~ ~—~ ot et h "7 h g
onds ho o "=t ~T'Ee LpSifeh” e
seconds(1..10k v ™ | . 7 Tcaaxtrtoh*a f
no spanningtree hello-time Tmt e ot e, e cCco
spanningtree maxagesec- "TmtTe” Aoavy t? e - om Y 'x QF
onds seconds(6..40k H 1 "
no spanningtree maxage "mt~e™ @~ Y et  co xao :"e
spanningtree mstin- TmtTer R gTeat ohT_pamxtTtoh g
stance id priority priority Th~eeoa 'H -~  ac TYh a{¢
. . ) -instance_idc H_ ", ac¢c 7'Yh a{¢T
|nstance__|d._(1..4094), _priorityT € h o h otaax i toh~ g
priority: 5 . - - .
(0..61440/32768 V Te e ch oh t t~ "o~
no spanningtree mstin- "mtTe™ 7 Tcht o'hec'p; tew o T e
stance id priority

m:\

privilegedEXEC

R

cohao™me

console #

" * Tpggt coa” 4"

“Mm & b o

privilegedEXEC

. privilegedEXEC

~

0 a e

m t

- % <

show spanningtree [pro-
cessprocessid]

process_id(1..31)/0;
gi_port:(1..3/0/1..28)

- -

o [o]

m m

e t xchh*ogt oBPP ™Y * h ~ e

-~

cho ¢

[gigabitethernetgi_port | fa_port: (1..3/0/1. 24 -process_ id e ca h chogeg mm~ @
fastethernetfa_port| ;

port-channelgroup] group: (1..16)

show spanningtree [de- L0 _ " co”"htoTex QD e oha"gg 0O
tail] [active | blockedports] process_id(1..31)/0 _o 7" {¢t £ e oha®g 10O oF ~
[processprocessid] coht™ g
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clear spanningree de- L. h “cxm_ " 't chog mm a h
tected-protocols|[interface gi_port: (1..3/0/1..28) 90" t ¢ h nSTP t LhoL
gigabitethernetgi_port | fa_port: (1..3/0/1..24);
fastethernetfa_port| group: (1..16)
port-channelgroup]
Loa~ &’ @ EXEC
¢ ® ¢ hom~™ 0 a™e "BEXBC mt h o h ’ a "~
console #
c m "~ e 0o aEXEECh h" mt a~ " eRgs t ™~ * " ¢
% T5g8t .0 a &’ ! EXEC
.o0a*e"~ "~ Ter . e ] m t
i o - - t h a o *h™ %ot
show spanningtree bpdu gi_port:(1.3/0/1.28) | = o — . —
[gigabitethernetgi_port | ; . 20
fa_port: (1..3/0/1..24);
fastethernetfa_port| roup: (1..16)
port-channelgroup| group: {£..16
5.16.5.2" “m t h o “ cMSTP o _o T
.0a ™~ e " a™o * ™~ T'Ee o o) o e x h h o ~ e Y
¢ - “~*chom™ oa”e " ew ¥ “nt'geean o hh *ha~"e Y
console (config )#
* % T589f .0oa e ” h ’ a "~ o ** T'Ee 0o o o e x h ho
.oa"~e"” ™ € 1<eﬁ*<~Ke | m ot
X a o ; e . < @ . % <
spanningtree . _~ °h ot mco TE'o ~e 03
no spanningtree *ch "7 't mco TVE'o e o4
spanningtree mode {stp | "mt~e® ~ 't h * a h~¥ot
rstp | mstp} -/RSTP
no spanningtree mode cmt e ™ @ o.Toet co xao T:"e
spanningtree pathcost "mt* e~ ~—~ ~* 't a to® och 7
method {long| short} -longt e "~ e c eeomt oo
-llong -shortt "¢ ™ ; e c.eeomt o
no spanningtree pathcost "Tmt e T Tt e ™ . e c o X
method
spanningtree mstin- "mt~e® ~ * 't c¢h oh t t 7
stance id priority priority omt ™ T'Ee .a 3 mco TEx O" a q
instance id: (1..4094); V = e ch oh t t=* "o -
priority: (0..61440/32768 \ )
no spanningtree mstin- "Tmt e Tt e ™ . e co X
stance id priority
spanningtree mst max "mt~ e~ T " 't a®_m a” TEeo
hopshop_count x ;"mt _o T Ty e t” t5! 5 =@
e 2 h - x h ~ e Y e q
hop_count:(1..40/20 c”_,t x’ cho " 7T a” tmh ™ae” T 'Ee
X ;"mt o 3 to e”™ m ™ " x Q" a
no spanningtree mst max "Tmtrer T Tt e~ . e co X
hops
spanningtree mst . ¢ 90"  h a _oe xh ho ~ae
configuration
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.0 a™~e " . hoé a

x h chhoo t™ e MSTP”

¢ ® ** ¢ hom

console# configure

console(config)#spanning

~

oa~e " eo m¢t h o

- tree mst configuration

console (config - mst)#

MSTP, a o e

< J— R

"‘*’“5_9@€‘oa"e". hoe a ®x h h o ~ e 'Y choto o —~ a{ ¢t
e e e
coa”e ™" e K ] m t
X a o : ~ e ( < e o x <
instanceinstance id L0 Tnfo ottt o oa m't "Hg ac Chya 6 a MITP]
vlanvlan range _hx c cVLAN,
- . -instanceidt , © et “toh 'H ac
instance_id(1..4094); . - R —
vlan range (1..4099 MSTP;
Lrange (L. -vlanrangeteca h hxecc . +[1bo
no instanceinstance id ST mypoott o tmt o a T x o H
vlanvlan range . hxcc~a  +[1bo

namestring — =TTt aY _MST. . xh T e |
ring:(1.32m , 2 _ ©° =, ; =
no name string: (1.3 . 2 . Y.t _a'y _oe L xh e, a
revisionvalue -v°"® t eoa h h ~° oe ]
— value:(0..65535/0 = = = =
no revision mt~e® 7 7 1 e ; ., . ¢co
. oLt t X x0 Jo )
show{current| pending . L0 - L X T000 6 QdzNIGE ¥
_oe o xh”" e 0O af{t¢tod
exit . T P o
e e a _oe L, X h c. . 0}
¢ . 8 h E h ~
abort T 20 . LB _oe L. €.
Qh"e<e*'Y_oe A xh"C*’qp
.o0a™~e " h ’ a ™ 0 e ngL]IK(SNJ/‘eSljy et h m ~
¢ ® " chom™ o ah‘“(e’"*eacn(me .m t'rxdn_*_P 0 "eEthyme*Ee t eht ‘(h
h x cc cohto Y
console (config -if )#
% T5o4df .oa e " . h ’ a ~ o e xh ho ~e Y et h
e ” e e
.o0a™>e"" "™ e e K ] m t
X a o ; e ( < @ o ox <
spanningtree guard root _T0o; "t vt tx g _oheyp 7
{¢t “h ™ eeo ¢} coh*c*hgp "™ ete 7
WA mx ¥ .t 'E _ohe .a cohtoa
no spanningtree guard "Mt te Tt e, e . co X
root
spanningtree mstin- "mtTe™ ¢ o"h ettt th 'H m™acMSTE
stanceid instance:(1.4094); V e~ o e ch oh t t~ =¢o~—
port-priority priority Vil o : )
no spanningtree mstin- priority: (0..240/128 "Mt te Tt e~ ; e  co X
stanceid port-priority
spanningtree mstin- Tmt e oot c,eeomt E ¢cx t
stanceid . "7y och 7 T eeo o H_ ac Tyh
instance:(1..4094); < ' -
costcost
no spanningtree mstin- . Tmt e o7t e” ;. X ocHh
stanceid cost cost:(1..20000000p hoomt e n a to < oom*
5.85.
spanningtree port-priori- "TmtTe~ "t ch oh t ot et
typriority oA T oh o a{c¢tt o
priority: (0..240/128 V e . e c*ho Bhe ot *t Ft E h
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no spanningtree port-pri- At e e~ - - R c o
ority " ¥ ' )
.o0a”da” privilegedEXEC
¢ ® ™" c¢chom™ oa™e °pPivi1|egedED<E(D 0 h ’ a "~
console #
% T59@f .oa~e” EXEC a "~
.0a™>e" "~ =e";<e* ] mt“ .
show spanningree . .
[gigabitethernetgi_port | ?;—pg::ggjgﬁgz) Lo _ " .ot 't xchh®og o@TR "
fastethernetfa_port| —port. L -instanceidt . © _ et JH_ T taa Mot o 7
i group: (1..16)
port-channelgroup [in- . . . MSTP
. : instance:(1.4094); . -
stanceinstanceid] [process : -process_id e ca h cho g mm~ @
. process_id(1..31)/0
processid]
show spanningree [de- Lo .7t cohoTexQ e oha
tail] [active | blockedports] o7 {¢tx e oha" e 0O o "~ H{
[instanceinstanceid] [pro- instance:(1..4094); coht™ o5
cessprocessid] process_id(1..31)/0. -instanceidt | © _ et _ T toh 'H ac
MSTP
-detailt c homaoth co’ho~eow e
show spanningtree mst . L,o_~" . "~ _ t e oha~"g O o m_qg
configuration c 7Y g a{¢t
clear spanningree de-
tected-protocols[giga- gi_port:(1..3/0/1..28) h “cxm * t chog mm a hoA
bitethernet gi_port | fa_port (1..3/0/1..24); < :):3 4 ehom .- ot~ m . { '¢t
fastethernetfa_port| group: (1..16) . e "
port-channelgroup|
h a h c o e e Y oa~e?"
A ¢ TOgcot"E h” X STFPo txon t ¢ €0 tE e e c h )
h RSTPt 12288 e t forwardtimet wn m _ _xe® 3y et h Tk
h Tt a h o 0 ot TEep om moxoe*“‘Ze h ag'y St
- [0} ® T 6 y nf x e * (0))
console(config)# spanning - tree
console(config)# spanning - tree mode rstp
console(config)# spanning - tree priority 12288
console(config)# spanning - tree forward -time 20
console(config)# spanning - tree hello -time 5
console(config)# spanning -tree max -age 38
console (config )# exit
A o "~ "B e E xchh*o gt o' QTR —~
console #show spanning - tree
Spanning tree enabled mode RSTP
Default port cost method: long
Loopback guard: Disabled
Root ID Priority 12288
Address  a8:f9:4b:f1:1d:00
This switch is the root
Hello Time 5 sec Max Age 38 sec For ward Delay 20 sec
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HELTEX

Number of topology changes 3 last change occurred 00:00:10 ago
from gi1/0/11
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20
Interfaces
Name State Prio.Nbr Cost Sts Role PortFast  Type
gil/0/1 enabled 128.49 2000000 Dsbl Dshl No -
gil/0/2 enabled 128.5 0 2000000 Frw Desg No P2P (RSTP )
gil/0/3 enabled 128.51 2000000 Dsbl Dshl No -
gil/0/4 enabled 128.52 2000000 Dsbl Dsbl No -
gil/0/5 enabled 128.53 2000000 Dsbl Dsbl No -
gil/0/6 enabled 128.54 2000000 Dsbl Dsbl No -
gil/0/7 enabled 128.55 2000000 Dsbl Dshl No -
gil/0/8 enabled 128.56 2000000 Dsbl Dsbl No -
gil/0/9 enabled 128.57 2000000 Dsbl Dsbl No -
¢ a{¢t e oha®g Y © com ™ " e m a e show ©
« spanningtree detail
5166 "“mthoxe "¢ .ink Tf SE
Flexlinkt  xe _f 7y _h hoh ~%e ™y e™ Tdytemcy . e 'Y e™°
(h("‘""* °”’ee._bxp>[°l¢ m® tht Erre'YF:j@(Em Myéét<h‘.‘°m£’ne.
Ht o) et h m o e”'30° tm 'y - h o “ e e o0 a
—x P -~ - h °o h o @ e t h m (0))
.0a™~e " h ’ a ~ 0o e x h h o * e Y et h
t o
¢ ® ** chom™ oa™e " eo mtho h ’ a o e
h x c ¢ cohto Y
console (config -if )#
% T508% .0a e " h ’ a "~ o e xh ho ~e Y et h
.0 a™>® =e”,(eﬁ*(~K=e ] m t
X a o ; e . [ < @ b <
flex-link backup{ ¢ __ T O flexlinke ~ et h e” me ™ -7 h ~ee
gigabitethernet gi_port | Let _hho “Pekup, et  h _ flextinke ~ h
fastethernetfa_port| port- gi__port: (1..3/0/1..28) -
channelport-channe} fa_port: (1..3/0/1..24) -
no flexlink backup{ _oprtm.haHnel (1“87-, ¢ . _ TOfledinke © et h .moe xX
gigabitethernet gi_port | port= v a me t o h o flextinke ~ h.
fastethernetfa_port| port-
channelport-channe}
flex-link preemption mode vt ot th meo e vt et h
[forced | bandwidth]| off] .o -mkSE
-forcedt /M co ey, my et h
YIaGSNE to oe mt~e 't ~ 't e
-bandwidtht ¢ h ¢ o " e "yt et h
-/off et h *(0 ME ‘m_ chocxm eo m c
-offtco ey e tmihy _m omt ~e tn
eomomt o 'Ye (0]
no flex-link preemption Tmt e oot e~ ; e . co
mode
flex-link preemption delay Tt _tothec a’”'9(t:)0’*'0; eeo o co
delay { dzIgrpx ¢ h o ' antto h.oc 00 ™ LY, tmoy °
delay:(1..300/35 eo T eeo flexllmk pneemptlon mode
no flexlink preemption de- Tmt e oot e, e o co
lay
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HELTEX

~oa” e privilegedEXEC
¢ ° " cohao*me"f ¢ & o privilegedEXEC
console #
504t .0a "~ e " EXEC
.0a™>e ™~ e : e ] m t
show interfaces flexlink gi_port: (1..3/0/1..28)
[detailed] { gigabitethernet - .
. fa_port: (1..3/0/1..24); - o [
gi_port | fastethernet L0 Lot x hxeg fexlink
port mhannet (1..8)
fa_port| port-channel
port-channe}
5.16.7_h o t cEAPS™
_hoto o7 It 9 i K 8 Ny Sidiitchingdzin2 YIleGTA ® "N & S04
X mt o : omt e ™ ° eoma ot o"HEC*{’OTT)ee"Q)
h a e ommt¢t * e o - e Y m t m X : - - “ h (0]
mx * m t e e o a e E’ h a e c h mt h o m spanningc h
tree.
.o0a ™" 2 av ¥ v T'Ee o o0 o e xh ho ~e Y
¢ ®* c h ooma~ e " e o mt h o h ’ a "~ o * * T'Ee o 0 0
console (config )#
% 5ot .0 a e " h ’ a "~ o ** T'Ee o o0 o e x h ho
R e ™ e e
.0a~e ™"~ e ko ] m t
X a o O e N <@ .o
eaps * h “ t h*%otx c¢choto o 7"
no eaps T =” ch - t h % ot x ChOtO_OA"
eaps failtimer seconds =ttt h ay otmxtmt Yot o
seconds(1..10)/3m _ __ otoho o *x " ot v, _m _ho "e
no eapsfail-timer cmt e Tt e” ;e . t” 4
eaps helletimer seconds “ a h ¢ h oF ;e o™t toot ¢ &~
- nds(1..10)/1m = FarE—— = = - = — 7
no eaps helletimer seconds(L.10/1™ . _ mt~e® 777t e L
eaps domaindomain_id L0 T e h o glotef” m " domainid, _ "~
domain id: (0..63) c _h _go-” h ' a _oe ~ xh hao
no eaps domairdomain id ~ T 7 e hoooglotel™ m " _domainid., _ "~
.0a™~e " h > a "~ o e a e x*h h o ~ e Y
¢ ™ c¢chom~ oa™ e~ eoe mt k b " hooa e 'Y a
console (config - eaps-domain)#
% T50o6%f .0 a e " h ’ a ™ ogel t { XM ahae~~e Y
.o0a~e" "~ ¢ v e,\* . K¢ ] m t
X a o : e < e . <
control-vlanvlan id "t et . "toh +[1DbX meco TE
hoa t o oy m~T T x0O" c o c q
. mco"’E'x(tm'Y°"’Yxch"'~"(e'
vlan_id:(1..4093 “eht SO Y +[1b 91t{ e. g
c _h S ~0* o o e o o t h ™
no control-vlan  ta e e” e” . e Y [ 1D
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HELTEX

ring ring_id L0 " re 0o T'Ee” mingid, et h o]
ring_id: (0..195 h 7 a _oe xh ~ho ™e 7Y o™
no ring ring_id St e o TEe”  mringld. et
set ringring_id . " T ho e - ""ch t h~ %ot
{enable| disablé ring_id: (0..19 ring_id.
.0a ™~ & " 2 a "~ 0o e o HM'Ehed ™ e Y
¢ ® ™ chom™®nt hooa e " e oh ’ a o e x h h o e YY
console (config -eaps-domain -ring )#
- £ ,oa™e " h ’ a ™ oQel X o ThEoe * * e ¢
5.9 1 . . _09el t { x Il “Tpog’ .Y
.o0a"*e"~ "~ € ;o *;\K: ] m t
co X a o : < e L
primary-port . . . .
{gigabitethernet gi_port | ?;—Egzggllgﬁig ¢.%ohh ecod tdaaxt™t ol eeo
fastethernet fa_port | port- — ro.u .'-(1 16) " | _o TEego
channelgroup} group: (%
secondaryport {giga- . . .
bitethernet gi_port | fgl—pog(izﬁgﬁiga’ ¢.%oh toh ;e0 o coht~  o0ad
fastethernet fa_port| a—poro'lf v 1 16) > _° TEco o
port-channelgroup} group: (L.
role {master | transit} . ¢.%8b " _ocaaxt®toh™  oe
level levekid levetid: (0..1) o ~Ec. o
role {edge| sub-edgg o "ao’'e . ho™ Y
_master'[xmthoamt“O 'Y“ ’\’Y‘ tm "y R
-transitt x Mt h o m t Lo 'Y“ ’“'Y< tm -y th
T _edge-[ma<’e. X -3 ch*e"°’“
h’;eoax _oﬁEc*aT
-subedgetr . mcoao Tt Tge .o o ma e
""'*m omeo ~eoax “toh ;e o0 3
.0a™~e " h > .2 - 9. 9/
¢ ® “chom?™ oha *’e "BXBC mt h o
console #
"7 7598t .oa”e&” ! EXEC
.0a™>e ™™ =e : e ] m t
show eapgdomain do- domairid: (0..63); "f“chom e oha® g 0 momtoo 'Y
mairrid [ring ring-id] ] ring-id: (0..15)
5.16.8" “mtho  ~ G832 ERPE "
_h o t oERP®Ethernet Ring Protection Switchjagh . "¢ © "¢ty e * e Y xmto
e ~ ° e omt m t c h *”’; e e 73 a (o} o TEe
ommt * e o — e Y m t Ch a’\fn"‘xo;m"mt”"”"eo”"h"‘eq;'y e c h
mx *  mt e eo a e E’ h a e c h mt h o m t c h
tree.
.o0a™~e " h > a ~ o T * T 'Ee o 0 o e X h h o ~ e
¢ ® * ™ cohao*me~*fm ¢ & o h ’ a "~ To ¥~ T'Ee o 0 o e X h

* Je—

console (config )#
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- 5900 .0 a ™ B h ’ a ” o * T'Ee o 0 o e x h h o
e e e
.0a™~e"" "~ e xoe K ] m t
X a o : e ( < @ . oxe
erps “ ch Tt h~%otx choto o ™"
no erps ! “Ych "7 t h”"ERPE, choto o ™"
erpsvlanvlan id L0 T e - o TORw"{ m 7  e-APSVLAN" ¢
. _otoho *x T t ¢ h "~ "t 'EmY
vlan_id:(1..4094 h 50 "h 0 a o e «h KNo ~o -
no erps vlarvlan id STt T e - o QREt{ M &ldn id., "ot
.0a~e"“ h ’ a ™ o e X h h o “ e Y o T'Ee”™
¢*"' '”“_cohao"‘me“mehg . . h(’*a< _m’(e“’:‘E(*.;"'xh*hon"e*
console (config -erps #
- "‘*5_1@0-[ .0a™"e " . h . ’ . a “ _oERpio"k'EC*’“h ) ~ e Y
e ™ e e
.0a™>e """~ e s K ] m t
X a o : e < @ I
r vlan Jo ™™ 7yt VLAN™ cm¥c ' omeo "VLAN
protected vian add vlan range:(2..4094, all) " ) T ' :
vlan_range -
rotected vlan remove ST Ty, T e toe [ 1D m d
P vlan range:(2..4094, all) ) . [ .
vlan_range
ort {west| east} giga- ¢.%oh 5Sa0G6SFado coht” 0 a3
port {west | east} gig fa_port: (1..3/0/1..24); ~. —
bitethernet gi_port| ; ; g _o Eco
gi_port: (1..3/0/1..28);
fastethernetfa_port| ;
group: (1..16).
port-channelgroup}
no port {west| east} . ST T eSalioSaAG0 coht oaax
_° "Eco @
rpl {west | east} {owner | ¢.%oh wt[ coht® —oamaaxt™toh?"
neighbor} -westt RPE oh toa “x® 't e~ "e” . . e
-eastt RPEk o h t o a *x " edd []e t 0t ’T e
/ | -ownert __° a ax t * t oh *x " . t 'Y_ vt
#/norp coht™ T
_neighbor‘[ _oaax t ™t oh *x ° t Y =
ST Ecrowt] @
no rpl - wt[ coht™ —oaaxt"”t
levellevel TTmtho o Tdgpomeoy woe @ T o
level: (0..7)/1 g0’ " meo oy " e - h /| Ca a9
no level “mt™*eo - e ™o e 'Y ¢ o x ao 7
ring enable . C_"0; ., . xe_e,0¢e ho "e. ¥
no ringenable ¢ ._T0; ., e xe ¢ oe ho "e
version version ¢ .%oh h . ’ a ”~ m o . a ) m t a ocnh to t
version (1..2)/2 _° 7" D®dynoHo®
no version "mt~eo " e o .Y co x ao 7
revertive Irevertive ¢.%oh h > a” h~%ot _° TEe”
no revertive "mtTeo " e” ; e 'Y co xao ™
sub-ring vlanvlan_id ST Te o co” o TREETECTTW®Y T 7 oe s
Wi OMLINR L2 A . - tc-propogationt 0;" .t h*mchomth/
vlan id: (1..4094) o " Ee.
no subring vlan ~tTt T e o co” o TEE” @
timer guardvalue "mt~eo =t~ _a h~ ¥ To |t x Dg
9 value (10.20002 "&b\ . e = 1
- e o pMmKam ————————— =
no timer guard ) mt~ewe” ¥ e 'y co xao ."e 0O
timer holdoff value "mt~eo " t~ a h~ S L
. . , a<e’~ ((m’Ymomto'Ye({qua m
gt t dzSY OI'ICDCDM_,. tm "y t~ a h ¥ co m t h-~ @ o h
e o Mnaonan m t ! i N * < 1« * o
« tox t o m 0 a momt o 'Ye b h
am K N am ~ a » . " < — - <
X c t o c h c e
no timer holdoff "mt~eo " e ; e 'Y co xao ™
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timer wtr value "mt~eo ~ t~ a h" 3 _otoh .
_ocaaxt *"NBHASNI A D h oA @ m
Gl £ dzSY omedy_ h™ " e Y ;"mt .9 "t t® .m ce
e mec h ™ eomt Yo d
no timer wtr “mt~eo - e ™ o e 'Y co Xx ao
switch forced {wes{ east} Tohm o hoxo ot “exm 7" teo o
-/no ‘Ht & a™ h x tm "y x - “ e e c o
no switch forced ,ta e ohm ho "e 7ye h _~—
switchmanual{west| east} _x ;eo T 7o ~ho "e = x_ " "ee
-/Ino T 7o ho "e SradogSauoo
no switch manual  ta e”™ hx -eo 7 7o ~ho O
abort t t t 'E a e e YY e m e e
T o e x h ™ @ o TEe”
.0 a™~e " h > a "~ 9 9/
¢ ® ~ cohao*me~m ¢ b o EXEC a ~
console #
"% T510IT -0 a & BXEC
show erpsfvlan vian id] . Ttchom e oha”g ~ oF ¢Momao
vlan id: (1..4099 e x e egEe” o
5.16.9" " m t ho Tochoto o™ [ [ 5t
. meo eo x e _ ¢ Link Layer Discévery Profocol (LLDB® Y, Y, tm 'Yy o " a e
m t x mat h o m t “ a o] m o] a momt o 'Ye 7% h~ t h m t
choto oZ"‘e”’[J”’gzt’“ - tm Yo’ xmthot fEt ~ ™cgh o e ” x ¢ h ™ ~YO
c hoto o Tx {bat ® - a o *h ™ 0oa ¥ e ™ ome o “ ea mo *
o ac 'EQt h a o’ t * t 'E mao ~ h o ~“ e ™ t oco "o Y t 1
‘oaaxt.““bmhw<ch’“!\/||§s~,o h'Otc*«h'(*_”"";_x mt e " hte o) c h”'a<
oc g, o0oe” "Ee . %X t7 2 "“_Y
T a 'y xmthoomotm”‘";e
T a 'y cohadaC€o m““;e
T e oha®™g pHYo s K
* . * «
Pt o
.o0a*e”" h ’ a ~o ¥ * T'Ee 0o o o e xh ho ~ Y
¢ ® “c¢chom™ oa™ e " eo m¢t h o h ’ a ~ "‘o’:“’"’Eeo o
console (config )#
v * 75121 .0 a e 7 h : a ™ o * * T'Ee o o0 o e xh ho ™e o
e e e
oa*e b ® LK | m ot
X a o ;"‘e ( < @ . o<
lldp run “ *h - t oaaxt™tohx mec o
-/ ~0: e 0 |—= < — :
no lidp run .= o =*c¢ch "™~ ot oaaxt™tohx mec o
lldp timer seconds Jch 7 7y txymot o omttmot 0¥ x Tt
seconds(5..32769« on |, , ., e oha®" ¢  [[5t®
no Ildp timer Tmt e Tt e” ;. e . co
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lldp hold-multiplier et ot T s ex  hoa e T
number t : e _otoho o e x> eo cx*" h
[[5t ¢ h 7 ) *homoa @
4”’ee”'Y”("‘*;*e”" c h(°’"(tm'Y
number. (2..10/4 [[5t dzLRFGS ™ t" o e~ t1]
eomt'E'o""Yt“ma(h" c["[r5‘ttbaf
. h a 'y T e [ [ 5t c - . t o h "
= min(6553, LLDMAimer * LLDMMoldMultiplier)
no lidp holdmultiplier Tmt e ot e, e . co X
lldp reinit seconds e a” T'Ee o h _ac'yd t_o¥txoTh ot
seconds(1.1Q0k H m [N T eo toheo e g 7T "¢,
no Ildp reinit Smt e Tt e~ ; e co X
lidp tx-delay seconds "Tmt e o ot T h xoa
e et _eo e [PBL e 8
I . "' mt ™ txm?®> R "o_""Ee
seconds(1..8199k H ™M ) Coa etofmysTee~ y cvc
V‘a e 'Ei,a e” . e TimaLDPHPF
no lidp tx-delay Tmtter LTt ey e, c0
lidp lldpdu {filtering | P P PN AP
flooding} _O[DP -_"Q®;",e_ocaaxt”toh Y
-filteringT x _~ . _ "LLDPY _;tt. S Etm
/filtering choto_ o™ [[5t . "0 ¢ 7
_ﬂooding'[ X A R - ; tes™ Ly tto. [C[(5ht( B
choto_o"\[[St _"T0; e e ™ |
no lidp lidpdu Tmr e T Tt e” .8, ., co
lldp med faststart repeat Tmt e oot ;.m0 co toh |
countnumber ber:(1.10/3 “cxm_ "3y och " 7Y apEDR c¢omh
number:(1.. = e s = = —
no lldp med faststart re- mtter L7t R ¢°
peat-count
lldp med networkpolicy .6 h oY e i 0 '-L32'Y~7\C'Oé1 !
numberapplication Loy et T xmhe mE " 00
[Vianvian_id] number. (1..32); €.°° Ee - 2 yromo e Yo
[Vian-type {tagged| un- application:(voice, -numbert € o YT_e  -eh e 08T YIS ﬂhz
tagged] [up priority] voicesignaling, -appllcatlonrh" coY o gre—c. Y2 0 C ]
[dscpdscp valug guestvoice e, ¢ . y S ug2 N,Jla L3ick, O
LESEVOICesSi nl’alin voicesignaling, guestoice, guesvoicesignaling, softphone
9 softphonev?)ice 9 voice, videeconferencing, streamingideo,video-signaling.
videoconferencir;g -Vianidt o et tteh 2[4 b Y T T
o ' -taggeduntaggedt c ¢ h ~° Ty t ot ho |
St.:jeaml_ngwlqe;' h o “ e e o *x " t +[!'bZX meco 7
video-signaling; ° ) 2 : Ny o A
L . -pI’IOI’ItyTCh,Oh*t(‘ eeo'omc\he”
Vlfri)r:é(:|t)/(0(04%gl), _to h o a x h o e ao " . - h{ L0
-dscpvaluetr "¢ " ; e 5{/tx ,mco™
dscp_value:(0..63 o
no lidp med networkpol- ST Ty, t o mo T "eeo ¢ch ™  -policy.
icy number
lldp notifications interval TmrTer LTt et m a2 TR X0
seconds <e'd=» [£5tfb h 5o h ot
-secondg ¢, h  o" h a eotgohoto
seconds(5..3600/5 mt o ao’ t oich~® {E e <
no lldp notifications inter- Tmt e oot e e co X
val
.0a e ™ ak o e X h h o “Etherri¥t et<h‘<wm0“
¢ "~ c¢chom~ oa~e " eo mtho h OEQhemetoe
console (config -if )#
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HELTEX

©* 751031 .0 a “e " h 0 ar o e “Btherhet _ "€ 'Y et _nh
.0a>*e """~ ¢ P f ;\K i ] m t
cC o X a o , < @ d <
lldp transmit _JToh ot e h T ex e ® to
. R co frzet . P . _
no lidp transmit o e Teh Tt ax @67 to  ce”chet
e "Hc h = s He c oM @
IIdpreceive - __" “h . o . t c h ”c(hao tco“_o( “Txo _[ [c@t
noIIdpreceive ="(:h( "h"“ta cc"_(to” c® ™c h*cettc)‘_h
lldp optional-tivtlv_list tlv_list (port-desc,sys| . ¢ h .~ 7Y, t ¥z _*_ £ ooTY¥_ §¢8&IFE
name, syslesc,sys | = f dzS0 “x " xt _ T0O; e xmtho
cap, 802.2macphy, (¢~ _, t @
802.3lag,802.3max |¢ _oca™e"x ao’eo  TQO; tE ot
framesiza/o ¢ ¢, ole - o ¢ [-de¥c, skgmiNd] syalesc, sysap, 802.amacphy,
e ™ TUEALN,  _ 7 802.3lag, 802.3maxframe-size.
no lldp optionaktlv ;. e ¢t "Tmtme” 7ot e, e . co X
lidp optional-tlv 802.1 pvid och T Ty ty 7 £ 00T Toxe™xTVUE
[enablg disabld | xmtho mt oa ) C(I:H"_A”T“Y'<a .
ppvid {add| remove} ppvid| -pvidt t £L5 et h  m~* T
vlan-name{add| remove} ppvid: (0-4094) -ppvidt "o ¥t Ekx T Tt E tt#+L5T
vian_id} vlan id: (1-4094)° ¢ 1 -vlan-namet * © ¥ ~ t Ekx " Tt E eoa
lldp optional-tlv 802.1 protocol | ¢, © e ~ "TE® - _| -protocolt "~ o * ~  t Ekx* " 7 t Etwc b ™
{add|remove} {stp | rstp | ._"0,; . e -
mstp | pause | 802.1x | lacp |
gvrp}
no lldp optionattlv 802.1 pvid Tmt e 7ot e” ;. e co x
lldp managementaddress och T Tyt xch Yo TTAYQ"TT e e h ¢
{ip_address| none| auto- L
matic -ip_addresg ~ " T 7 tm Yy m&*th  om o
[gigabitethernetgi_port | -nonet x _ "~ T, t ¥ ;to *Th m e
fastethernetfa_port | -automatict x _~ . "  t ¥ ;to m mt a
port-channelgroup h~ t xch~ ~—ryQ" 7*" mom o aa

vlanvlan_id] }

ip_address(A.B.CD);

- automatic{gigabitefhernetrfastethernetport -chaﬁnel|vlan} ’

gi port: (1..3/0/1..28) |t *x _~ LTty st o mo omt a ot
fa_port: (1..3/0/1..24; |O", ., ~ " h m 3 m_oe xh ho
group: (1..16) toh o o.omMT P
vlan id: (1 ..4094/ Im~™ et h m SHEKSNYySGHE .7
x ¢ h ™~ ~YO~" e ™ " T ot + Il pbX to T v e e e™ *
oc h =" -y t*mmc m o o "ao’e .g xch~ "u:(Y’O"'“
(t (; m( . C_rn’:a‘;"e; mYo’TpE’ho”’momt*z
S 0/ I R R
; ;'m _‘(*dw Im to (D(Jm" °*e‘
otm;tm_; x(Otito m*mt*a“""'
h m - “c ™ “oe"” *0':’;°0h’e
m o . (D' ) )
no lldp managementaddress ST Yt xoe jpn T YR
lldp notification {enable | disa- L Ttk Tceh "ot o tch”
el pren” T ox le(nf;b;;r( hqi “h ot T
. HLDP T el -disabler ~ " ch "7 t @
no lldp notifications cTmt e 7Tt e, e . co X
lldp med enablétlv_lisf] tiv_list: petworkpol- | _~ *h "~ t  mco T'ETo0 Te  h”m
icy, location, pogse | ¢ _°oa e x aomeo ¢ "~ TUEenetwok

inventory)/ policy, location, pogse inventory.

** c¢ch . - . eo
no lldp med enable LoeL s MM e T e S 7 0 et e co «x

choto L_LDFMED
lldp med networkpolicy Troe st ch R ERO_BYSUE e NG X
{add|remove} number -addtre ™ "e” ;" 't ch™ 7o

-removetr X © © Tyt ;ch ™ o To
number:(1..32) -numberteoa h ch Dt g

no lidp med networkpolicy STyt ch | JRToA OBSti g2 N eo o
number
lldp med networkpolicy voice y ~0: e o ¢ _T0O; h txt moo* " egg¥y c[[w5ta
auto v ' voicevlan
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no lidp med network-policy TTech .t ¢ _h T - gf pIYYDAVMED, t h

voice auto

lldp med location coordinate: 16 ~ ; t|- """~ t a mtoco 7o’ e xmtho

{coordinate coordinatg 6'e” ;e o cmhma th* §f20FGA2

civicaddresscivicaddressdata | civicaddress(6..16Q | - coordinatet ~ " h m ~ m mt ~a oo h°”

| ecselin ecselin-data} et -civicaddresst * "a e mth~t e . " Th
_ecs.elin'["'"\h<m . tha"'t(z OCh("‘

no lldp med location ecselin:(10.25° ~ _{~ "~ ™7y, t e”"mtho c*h~"a th"~

lldp med notification topology " h 7t g Tch "7t otch”

change {enable | disable} ., a e e~ toco 7o D
_enab|e'[h"'h( "'<t OtCh"'__X ><“<

T _disab|e-["‘ch( "(t otch"‘_x X
no Illdp med notifications to- Tmt e o Tt e” ;. . co x
pology-change
g LLDP ~ St ¢ h e 'yt . : h h x ¢c c x - h “oe

« coht™a h x cc > ch e Yo't cah ™ mToy Tt 'meeo TP e

" c oht h x cc (0]

j ~ %ot~ choto o ™™ [[ 5t e - m t ot mom
V ot &h TyQtmy c h e a™ Otm'y e"” v T o h o -
|m = c oh t oetho ™ hx tm Yy c¢co y}'IHCDM-ZtO
o e > t oh 0 “e O
.oa"™e privileqgedEXEC
¢m oa™e-” Ebmtxce. ROYR @0t —“Ydhom?" 0
. priVilegedEXEC
console #
7 751041 0 a @ priilegedEXEC
- e . e K~
.0 a™e ~ o« M ] m t
cC o X a o , < @ - % <
clear lidptable oy, Tt 6T e T ex” hxh emeo. 5 mo
T xmtho mt . e " ; e t e o .
to_ o™ J[[5t af9509
show lldp configurationgi- . . Lo _- Lot [[5t _oe ;, mh" g
gabitethernetgi_port| ?a:_pg:::((igigﬁgj)) moxmthoymT *o -~""ee. .y et
fastethernetfa_porf] P B s
show lldp med configuration . . Lo _" .o, _oe xh® e  h"mn
[gigabitethernetgi_port| ?;—pg:ttggigﬁ;i)) a95 ~ Ty, mg,om__ 9 FeT “ho " mY
fastethernetfa_porf] P B U7t h o omo @
A Ho_" -“”-ﬂet_O[h[aS“te,'OZ _otohx'c
show lidp local{giga gi_port:(1..3/0/1..28) |e coht @
bitethernet gi_port| fa_port (1..3/0/1..24) -
fastethernetfa_port P h e
show lldp localtlvs-overload- S0 T Lo me T txm e oh oL
ing gi_port: (1..3/0/1..28)
[gigabitethernetgi_port| fa_port (1..3/0/1..24).
fastethernetfa_porf]

- AL Lo _- LTt e oha® g 1O o m o n
show lldp ne!ghbors[glga gi_port:(1..3/0/1.28) |h . 5 h~*0ot™* t choto o ™ [[ 5t
bitethernet gi_port| fa_port (L..3/0/1..24) —
fastethernetfa_porf] P h e

.. i Ho_" ..~ t mt"t’mt _ X [[5t
show lidp statisticqgiga gi_port: (1..3/0/1..28)
bitethernet gi_port| fa_port (1..3/0/1..24)
fastethernetfa_porf] P v e
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HELTEX

A " mt ™ ed “TNNE T/0/AM T 7 X @Vt o Tpdft-description, sytermame, systern

descriptiond —Y " " eeo o et h = m~ of "t E xch ™ Ty
console# configure
console(config)# interface gigabitethernet 1/0/1
console(config - if)y# lldp optional -tlv  port -descsys -name sys -desc
console(config -if)j# Illdp management -address 192.168.17.55

A omaot et " C”dp'O

-

console #show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/0/1 Rxand Tx PD, SN, SD 192.168.1 7.55 Disabled
gi1/0/2 Rxand Tx SC None Disabled
gi1/0/3 Rxand Tx SC None Disab led
gi1/0/4 Rxand Tx SC None Disabled
gil/0/5 Rxand Tx SC None Disabled
gi1/0/6 Rx and Tx SC None Disabled
gil/0/7 Rx and Tx SC None Disabled
gi1/0/8 Rxand Tx SC None Disabled
gil/0/9 Rxand Tx SC None Disabled
gi1/0/10 Rx and Tx SC None Disabled
gi1/0/11 Rx and Tx SC None Disabled
gil/0/12 Rx and Tx SC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

" 751051 ¢ . m "~ e h  “x TEt " to
o 7 c m™e
Timer ch ° ~Yy ot 3 - © " m to* exom tTh ce my o o~
Jeh Tyt T(TLTimeTolive Ryech e a0
Hold multiplier mt X, ;. € otoho o ex’>eo x° h -
. o m 7 hTOrETirmer* Hold multipliet
o c h ® ~y ot a e a ™~ ©'Ee o o tho hao 'Y§F ¢ odh t
Reinit delay Pt cem.~ o ‘miodft b e oy [] 5t - L
. 0. < e, [[ 5t
c h =™y th X a T X com ™ " x Ok a aoc 3
Tx delay c h o ~ e e o) a e e Ya e ™o e -
Port "o a h coh t ™
State ’ a h~**o0ot. coht~ = 7Y choto o " [ [
TLWY ¢ ¢ ) ot oh c h T Ot my
¢o ao’ e e " o e YY
. PDt c m ™ e . coh 1t~
Optional TLVs - +
SNt . mt ae; a 'y
SDrt [ m ™ e ;m m t a
SCr ¢ o ao e omt m m t a
Address s*h m xmtho mt =~ ¥ omob6 e hygc~ tm
Notifications S .h™ o 5T Temch " e . x |[|IDPoa T e Y
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A o_"‘"ét(EhaO’Cmen T e 9 Xxmtho m t “ 9
console #show lldp neighbors
System capability legend:
B - Bridge; R - Router; W - WIlan Access Point; T - telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater;
TP - Two Ports MAC Relay; S - S-VLAN;C - CVLAN;O - Other
Port Device ID Port ID System Name Capabilities TTL
gil/0/1 a8:f9:4b:84:02:c0  gi1/0/9 ts -7800- 2 @] 117
gil/0/2 a8:f9:4b:81:61:40 @gil/0/14 ts -7800- 1 B 94
gi1l/0/3 a8:f9:4h: 91:6 6: 66 gi1l/0/15 ts - 7900- 2 B 113
gil/0/4 a8:f9:4b:81: 71:4 8 gi1/0/16 ts -7900-1 B 94
console# show lldp neighbors gigabite thernet  1/0/1
Device ID: a8:f9:4b:84:02:c0
Port ID: gi1/0/9
Capabilities: Other
System Name:ts -7800- 2
System description: MES - 3124 28 - port 1G/10G Stackable Managed Switch
Port description: gigabitethernet1/0/9
Time To Live: 92
802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:
~* 751067 ¢ m ™~ e h “x TVEt "t o
o c m™ e
Port 'oa(h‘coht"
Device ID "a 'y "_‘*ia!ry\ mo m *ee 0 xmtho m t -
Port ID ”"“et* " toh coht® mom “e 0 xmtho
Sysem name .. Mt aeo a 'y xmt ho mt -
Capabi"ties _|”eeo( co"‘ oc*m."”(t t*c xmthommt“
Bg:omt 4;. NAR3ISO
Rg:"h "hxt =~ twoh §w2dziSND
W¢ o ;_ " " o-m (WLAN Accesk Point)
T¢ . 7. oe 4¢SSt SLIK2Yy SO
D¢DOCSKm t h o mt o o5hy/ {L{ OFdtS RSOAO
Hg. t 0 xmt ho m t ) o1 2ado
rg.o _ toh t TE SwSLISIGSND
o¢ ¢ e o.mt e HAh{iKSND
System description ¢ m®e ~~ mom "e 0o xmtho mt ~
Portdescription c m = e coh it~ m o m T e 0 x mt h o m t -
Management address |s " h m xch ™ 7 e 'Y xmtho mt o0a
Auto-negotiation ¢ch = 7Ty t 3 co”7 h LT tmyyy 7 ©_to.a
support
Auto-negotiation status | _ ¢h 7 Ty t ¥ T0O; e~ 7 co®™ " h>» ~ 7
coht"
Auto-negotiation Jeh T Tyt a . 3 xceo "¢ _h’ " "t oaa., t
Advertised Capabilities |[¢ . 'Y c, o h t ~
Operational MAU type | _~ "o ; 4 gl kmtho mt =
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count (1..65539/1

tor frame window

no ethernet oam linkmoni- Commt ~e™ 7 t e . e ¢ o
tor frame threshold

ethernet oam linkmonitor "mt~e® ~ '~ 't ' h a eeo  chgd
frame windowwindow window: (10..600/100 |; ., mt ~ L °_ o

no ethernet oam linkmoni- am Commt ~e™ 7 "xdo0 Te"e ©OQ 0

ethernet oam linkmonitor
frame-period threshold
count

count: (1..65535/1

~ -

mt* e~ ¢cOho My * . F RIIBNN2 Rn, ©
", o a™ e étherpret oam linkmonitor

frame-period wmdow)

XxXmt¢t * e

tor frame-period window

no ethernet oam linkmoni- fommt ~e™ 7 " ot e, ., c9
tor frame-period threshold

ethernet oam linkmonitor "mt~e® ~— ' 't h a eeo  chg
frame-period window win- window: CFNHIBIR2RN 6. h 2”300

dow :

no ethernet oam linkmoni- (1..65533/10000 fommt ~ e~ - ~ t e~ e c 9

- P < ’

ethernet oam linkmonitor
frame-seconds threshold

~ -

mt "~ e~ c’“dh”o”?n’\d*

TF NALIBBIRc2 Rn, ©
& étherret oamlink-monitor

X mt e oa

loopback supported

count count: (1..900/1 frame-seconds WIndOV)! m_ _xe" "9

no ethernet oam linkmoni- fommt~e™ 7 7 ot e e c 9

tor frame-seconds threshold

ethernet oam linkmonitor "Tmt e 7 © cth o ah ‘ax teoe o " Ty

frame-seconds windowwin- window: (100..9000/100 T NILBSR 2 R n <D

dow am

no ethernet oam linkmoni- commt ~e™ 7T 7" ot e~ ; e c 9

tor frame-seconds window

ethernet oam mode [ac- "mt~e® ~—~ 't h _  a h*%ot

tive|passive] -activeq_©aaxt”tohot¢omto "yeYe o
-/active _passiveq_oaaxt*toh e"';*e”‘(t ot

to TE o ch e ”’nT"ci L mt hh ! aetos ! m
no ethernet oam mode commt ™e™ T 7t e . e . CQ
ethernet-oam remotefailure ¢_T0;" .t co”" hmo % .t o<fgNBYy
i ~0: e ?I)\fdzNJSr]CD

no ethernet oam remote Ko — ' fommt™e™ 7 7 ot e, e cCco9

failure

ethernet oam remoteloop- ¢_7T0;"  t coT T h x xe ¢

back supported J ~0: e

no ethernet oam remote - ' fommt ~e ™ e™ e ot co xao T:"e

51610 " " mtho “ choto_ o ™" hla
EthernetOAM(OperatlonAdmlnlstratlonandMalntenance) IEEE 802.3ah, x ¢ _*xh o e Y
c h : " ™"ee . g ch "mt"""a eYOttorhoeo”' mb ot o 'Ye Y
”"“’ e oha®g¢ 0 momtoYe ~ e * T a > T X
9L,JKSN.VSL’J mco TVE x Qtm "y * o " ee . g choto )
co”™" h> Tt 'E mtghe " " ht 999 ynH®O
.o0a™~e " hoae a ™ x h heot ~he ym o QGKSN‘VSO
¢ ® ™ c¢chom™ o ah™ e " eao e mt k b h o “ e Etiernete t h
console (config -if )#
© ¥ T5107¢.0a e " h o ar o e XPthermet . “ e Y et h
.0a™>e "~ "~ € vo< *<AK: ] m t
c o X a o : < . v e
ethernet oam J ~0- e ¢C_T0;,t’E co” " OAME_"x cOHhKENYS
no ethernet oam - ' S t_T0; .t EOAMEU’KSNSVESU Jxh hx a
ethernet oam linkmonitor Tmt e ™ L, .t coho ™ xo TV o
frame thresholdcount h o gc h o xmt~e ether”net oam, tn
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HELTEX

ethernet oam unidirectional C_"T0o; "t xe_ ¢, 0 o%e~hx’ e |
detection /. ~o. el .= e F*  ch@AMe _°o ™ 9GKS
no ethernet oam unidirec- A b fommt~e™ 7 7 ot e, e c 9
tional detection
ethernet oam unidirectional J¢ch 7Tyt h " g O _oaaxt™t
detection action <log|error m_ Y EY
disable> -logtrotch~  @GNYllat ~~c mE _
-llog -error-disabletr ¢ h o coht~ REAM
e omE ’xheSNM’Ptrap_otch”“_‘
no ethernet oam unidirec- fommt~e™ 7 7 ot e, e cCco9
tional detection action
ethernet oam unidirectional ¢_ 70O ht mmh eoax h T ¢ eo ey ch
detection agressive T, eemo yfm ™ ot mom “e@ h om ixMm7
4. ~o e 90" t'E QAMK SN} Sig® _ ey coa -~
.« — !« eoe”ch~ T ee . @
no ethernet oam unidirec- fommt™e™ 7 7 ot e” , e ¢ 9
tional detection agressive
ethernet oam unidirectional "TmtTe~ T~ 7t h _a eeo e
detection discovery time m_ Y, e” cohtx @
time .
no ethernet oam unidirec- time: (5.300k p ™ o T e LTt e e ¢ 9
tional detection discovery
time
.0a”e” . InrivilegedEXEC
¢m< oa™e "~ . "omt xce . T 6 YEC b ”'t:":“’chho “ e eo 0
¢ " ~~~chom- oa~e”eo  EXE®:o___ h > a” |INAGAf SIS
console #
"7 751081 0 a e ” 1 grililegedEXEC
R e ™ e K~
.0 a e " "™ '« A ] m t
co X a o ; < @ L
clear ethernet oam statistics _pL, tme Tt PBthernetGAM XY T T eeo b
[interface gi_port: (1.3/0/1..24); PR LU
{ gigabitethernetgi_port | fa_port: (1..3/0/1..24).
fastethernetfa_port} ]
show ethernet oam discov- to®h™® " 't momto'Ye  choto |
ery [interface { gigabitether- gi_port: (1.3/0/1..24); ""eeo o et h o m” @
net gi_port | fastethernet fa_port: (1..3/0/1..24).
fa_port}]
show ethernet oamstatistics Jto®h® -~ t mt~t mt _x o%a e
[interface gigabitethernet gi port: (1.3/0/1..24); |'Ya . "~ 7Y x_" ""eeo o et h
gi_port | fastethernet fa_port: (1..3/0/1..24).
fa_port}]
show ethernet oamstatus to®h= " 't e"mtho  9{KSN]
[interface gi port: (1.3/0/1..24); |t ,h  m" ®
gigabitethernetgi_port | fa_port: (1..3/0/1..24).
fastethernetfa_port}]
show ethernet oamuni-di- _to®h™momtto 'Ye ~ a 9g~e “a” o
rectional detection [interface| gi port: (1.3/0/1..24); |¢h~  — ee . g m y- T 7Ty x "o
gigabitethernetgi_port | fa_port: (1..3/0/1..24).
fastethernetfa_port}
h a h . . c o0 e e Y oa~e?"

< * e

A to*h~  t'E momto 'Ye gigabitethemetl/0/3: " " Y coh t~

[ *

console# show ethernet oam discovery interface GigabitEthernet 0/3
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gigabitethernet 1/0/3

Local client

Administrative configurations:

Mode: active
Unidirection:  not supported
Link monitor;  supported

Remote loopback: supported
MIB retrieval:  not supported
Mtu size: 1500
Operational status:
Port status: operational
Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:f9:4b:0c:00:03
Vendor(oui): a8 f9 4b
Administrative configurations:
PDU revision: 3

Mode: active
Unidirection:  not supported
Link monitor:  supported

Remote loopback: supported

h ot oo co T h x

o C

<

T MaintenanceAssociatioMA)T m o o

t

I Maintenance Domain (MD) 1 *
h ~ t-o h o a

mc® e WtO"'Y a
- mt o

s

X c e omt

E

MER S;e 5"

MIB retrieval:  not supported
Mtu size: 1500
console#
5.16.11 " mtho “ ECPMo t o o 7"
thernet CFM (Connectivity Fault Managemen}, IEEE 802. ag T ¢h ~omt = 7Y
e“*’“'o"‘ e Y c o m ~ XxXmth ™ e e Y e mc h ™ e om
m = e e 5 "0 ™ ho “t 'E cho® ™ ae X oomom ot
c h a e 'Y m'E o h * e : e Y m t (0))

t ayY:

a

*

oc h

<

<

t

o °

—~ t,Y*OC.,.

e

*

—

m

o <

®

- h

t

. MAID oMaintenance Association Identifigr

~

m

MaintenanceassociatioreEndPoint(MEBT __© €

<

t ® "mYy~h

S mh™ mc o To’

h * e- c
i MaintenancedomainintermediatePoint(MIP)T ¢ h o a * x t o :"eo™a’y e ~
.0 a™ " ! a™o ¥ % T'Ee o 0 o e x h h o “ e Y
¢ ® " c¢chom™ oa™ e eo mtho h ’ a "~ o T " T'Ee o
console (config )#
% 75109t -0 a e 7 . h ’ a o ¥ " TEe o 0 o e x h
.oa™e Y e 1 < € * < K _I m t
X a o™ e: (e} < @ - <
ethernet cfm domainname L0 T e o, — ma e® xho ey
[level level ) 0 a4 o ALYEYSE P 90" oh v a_oe
namti.e(\}e.f(% o -levelt xho ~e’E [ Ca "coa e” @
no ethernet cfm domain " "t T e . | Cac @ae mAmendPa 50
name

<
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.0 a e h a o e a e x*h h o ~ e Y
¢ ® *® cohao*me*m ¢ & o h ’ a T oma e ™ x h h o e
console (config -cfm-md)#
- ’\5_1&0-[ .o0a™>e " h ’ a ™ oCEM o a x (MD)h ) ~ e Y
e ” e e
.0a™>e" "~ "~ e e K ] m t
X a 0 ; e K < © - * <
id { dnsdns| name name| name:(1.43m a o 7" _" "%e " et . ~"toh~ | C
id macmac address num- dns;(1.43" _a o, 7¢a e™ a0’ 't T .t FY
ber|id null } mac_addressH.H.H —_ | -dnst dns, 2 YT
H:H:H:H:HH THHHH | -namett A, _mto “ Y mtho =~ T
H-H); -mac_addressumbert MAG “~ h m ;. m 7o
number:(0-65535) _“toh "oa e~ T
idnamen oot tm -pultb! [[ " et = "toh o
no id oa e °oa<"mt*eo - e " e Y c o x ao 7
service port Lo T"em hjCa” oal0 " ch
{ vlarrid vlan id | go "  hoe ~a xh ho ~e 7y m h
namename|
numbernumber}
no service port ~Tr T e m  h Ca” oal uUO®
service vlarvlan vlan id: (1..4094) 0" e m hjfCa” dbaly ch Y "
{ vlarrid vlan id | name:(1.45m  a o, “|h o agfZ yig ,h o0  h  a _oe
namename| number: Q..65535 "a e a m h m~ ao’ t F .t EY
numbernumber -vlanidtreca h +[ 1 bT
-namert t _mto "'Ymtho_‘T
-numbert : m o o] - et “ t o h
no service vlarvlan _id ~Tr T, e m  hf Ca” o6aly ch Y ”
h o aylaridn @
mip auto-create [lower ¢c_"0;.,e, ., T _ toa~t - m_ o o
mep-only] T m_ h_ m* dalLtoOd _hoa * xt
T Otmy e~ m 9 coht™ g3y e~
o T AT A o ~
T e SoT Y T TR - mépRYE anh T O
m c _" c o h t > e~ _otoh.Q x
m- @
no mip auto-create Tmt e ot e ;. e co X
.0a™~e " h > a ” one h mh  h o ~ e Y
¢ ® ™ c¢chom™ oa™ e " eo mtho " oa el a o e
console (config -cfm-ma)#
"' 75laft .oate’ . b ' a” CFM NCMMAN O L e, Y
= - 5 =
.0a™~e"™ "~ v« *;\KW ] m t
co X a o : < e .ox e
continuty-check interval | . "mtTeo ” e t  ntifutyCheci © @ =
( y interval: (1, 10, 100, 600 -— Hnuty -
interval " m®  xe
no continuty-check interval © © "mt~ eo " e” ; e 'Y co xao ™
direction down "mtTe~ T 7t e”ch® T e
e m g0 ° y” [0
— T = P S =
no direction down mt~e® e™ch™ t7 e _oe ;eo
om 9o Ty ®
mepid Jo - - _oe 1 e 0 "o e t n
) toho {ARN _ "~ "eeoax m
. J ] eeo _oa”e "o toom X'E" om tc
id: (1..8191) v "7 a9t ag9itm mho Ttk @m -y
_oe X h h o - Y et h
no mepid ~T T e o e i eo to . m h
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,

,

mip auto-create ¢ T0O; e - t oa ™t a m xa ot:oenq
[ { lower-mep-only | none } ] ;. m _h MmO a daxta de . to ;|
T Ot m e~ m coht™ e "~
-/ mco TE" X t ~O I_Y . « OA Ozh
* < m o 'y - ‘Ee . c ~ a
m o e x h .o @ < Y - < If < i t(
ot * * - - m o: - T e c U]
s =y o a < s Iowermeponl)fr . m_"T0; ", X oot
x mo -~ % *e™ o e e 'Y to -
e go tmy . am em w - =
* -nonert © m 0.. t 'E . t oa t . m N
to, m _h, m® oalLtdo
no mip auto-create "mt*eo " .. e _ 'Y co xao ™
.o0a~e”" o€ a~xh heot "~he ym 90 KSNYSI
¢ ® ™ c¢chom™ 0 ah” e’ eam e mt K & h o “ e EtH¥rnefe t eht
h x comh t o Y
console (config -if )#
”7’\5_1¢2T‘0a‘“e*. h *  a® _oe xPtherhet . e Y et
Ea— = =
.oa™e - [ Lt <~ K _I m t
X a o ; e ’ < o % <
ethernet cfm mepmep_id
domaindomain nameser- L0 T Te e et h .m _ _oe
vice {vlanid vian id | mep_id: (1..8191) L To.et o meptidmhTde x " " " eeo o
namename| number domainname: (0..32) |eoa "oa e ¢ h g0  h 7
numbes m a o o
no ethernet cfm mep vlan id: (1..4094)
mep_id domaindo- name: (045m a o 7]
main_nameservice {vlarid number: (0..65535) "t T, e  _o0e em @b - h mmHh
vlan id | namename|
number number}
.0a™>e" ’ a ™ 0 e e txoho: h o m* eh ym?~™
¢ ™ c¢chom™mt hooa “he "’e oa oe "o a he *h o ~ e Y

console (config

-

-if -cfm- mep)#

< *

-/macremote-error-xcon

fError, DefXcon;

-errorxcont t © TrEo & . DefEfvor DefXcon;
- remote-error-xcont t © “rMEO G

DefXcon;

5143t .oa~e” . h ° a”  oCFM 0 ex htemoMERe 'Y
e e e
.o0a~e" "~ R K ] m t
X a o ; e ’ < ® o %<
active i ¢ __T0; e o e ceo to : m
- 4-_70 e — P = —
no active - « mt*eo e e 'Y co xao
continuty-check enable « ~0: - ¢S_"0;.,e .,  otch~ [ 2y{iAydz
no continuty-check enable - = L "mt~eo _~ e~ . e 'Y co xao
COSCOS "mt*eo e~ e Y ch oh t
cos (0..7)7 ch~” T yEpAYdeie / KSO] moo* "
no cos “mt~eo " e ™ e Y co x ao 7
alarm delaydelay ~_ " "e et h _~ 7" =7 _h ]
delay (2500..10000) |- —, e h ho U Emwy - ~n Y P
ankHpnaon amM————_ —————— - ; . o —
no alarm delay P mt~eo e e Y co xao
alarm resetinterval ) T e choa »xt -~ h,oa e
interval: (2500..10000) |, 1, o " t m*hom = ~n o
anKk MAnnann akrs p T ~ — =
no alarm reset mt~eo e e 'Y co xao
alarm notification { all | er- C_"0; ., x_ ToaT e 7T 9
ror-xcon | remote-error- t, .o
xcon | macremote-error- oemo Fot
xcon | xcon | hone } -allt . mm o * . PefRDI, DefMACStatus, DefRemote, De

- befRé&Mmote, DefError
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- macremote-error-xcont t © ’“”Ei@" - befMXCStatus,
DefRemote, DefError DefXcon;

-xcont t o TVE_o0 mo ¥ .t 58F. 02y 1
-nonet X _ "oa T e Y ot  T0O; e .- O
no alarm notification "mt~eo " e . e Y co xao T
.o0a” @ priVileqedEXEC
¢ 7 “chom™ oa”e "ptivilegedBEXEQ © h 7 ar
console #
% 751441 .o a ~ & ”° priilegedEXEC
] e ™ - e K™ e
.0 a™e ~ 1o« R ] m t
X a o : e < @ L
i . t o* h ™~ - t e oha™ ¢ 1 0d ¥ &
show ethernet cfm domain VEYSY 6modol|- c, O i
[name] m_ 90
% ~ -~ ~ P %
show ethernet cfm errors T Lot i e.oha"e, 0O o °
to o )
show ethernet cfm mainte- R “ t e oha*g 0O o o
nancepoints{local | re- T € e.g9 to: fg m. h_ mc Gagt
mote }
show ethernet cfm mpdb YIEYSY o6moddn
[domain-id { dnsname| mac-address(H.H./lj . t o % h - e oha®g¢c 0O o cho
name | namename| mac H:H:H:HH:H ~, ZMIP)T ~y ox e co o "oa - ~
mac-address numbef H-H-H-H-H-H); -
null}] number:(0..65535)
s_how ethernet cfm statis- . to*h =" "mtt™ 1/ @a x 7oy m 5
tics - ) . - -
show ethernet cfm statis- domainname: (0..32)
tics domaindomain-name m a o 7o _
service {vlarrid vlan id | vlan id: (1..4094) JtoThme tmoutt o) @at | _x T TUY x "
namename| number name: (045m a _ o; 7]
number} number: (0..65535)
show ethernet cfm statis- . StoFhe oottt t) @a | _x T 7Y ox "
tics mpidid d: (1..8191) oMt 829t oo
5.16.12 "7 mt hoxe " gayer 2Protocol Tunneling (L2PT)
~ x e _"Yeayer2 ProtocolTunnelingl2PTje © * _oc ™’y ctx m _~ t 'E m “oh ™ "~ *Te |9e .cp”
choto PDQ; h : m t 'E ¢ ho - ® h ~ 5 ©t o c 0 o Ty ot &
m ot
[Ht¢ e “cmx T hx t cta5a|’xtbem F h™"e t: e 0@ e ™ " h x
coaaxt™toh ¥ ot oh . o’ o t m c c "~ T Ee . e “cmx T
co o Ty it co TE" o ot ~'Ya . © rxh'b“e“'Yt'E he "omat g& ©Oh gy
.0 aax t ’“ME&SI’OOO, MES20@0h T 6m ~'YyQOt ao ’ eem  Emx “m it ’ "‘”‘Ie’E.
c” cho tACP LTPP;ISRVETt X
h a h
|m = ~0:; cth’Et[Oh[_tq;(f“z° T oy ocoaaxt™toh 1 > h /
m Y x O" ® h 0:3t oe moaaoatxht "y teo*h tlo e m o ® e e e * c |
5¢d "e oha™g¢g 'Y 0070 - a em et atoo’cm t § " EBEnct IE e ™"~ ;
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Switch 1 Service Provides’s

1. ¢m [cH Pt 53 _~t . ~:O0tmy e~ [ ¢!

“ 1
2. o m m|pPTac™h ® ~Yy ot Z[ H octhoohtooa xo ™ o0 0 t pDLtJm tc hxo t ] h

< <

hy t 3y _7T0O;.e” T e Ho@mUe Xnptimo o v ajfal YIRPAR Oxrtyt ~
e o ) [ H ¢hoto o T~
Ime*"mtho TQOS @0
A o m coht . i[ Il by e” oot o*he. 5 ¥ o"t'@;h_”’h o"\"q{X'[[eme'Y"‘t
A o m c o ht . i[!bz e otoh . 9 .m"\"();eeo”“ctmxxe’@-,
hou’“ee._mh<tm(5a*:m 30*9.mDestmatignMA@h°h<Eo*a'a<e<ee.a e
t x e e ’“;’Ee 0
Jm & ~*mtho ""O;Zet“"o
A PDU h a c ho"l‘r"";"imtoyot tmt x O ) choto o ™"
1, _"emx Tye, Y
1. __~ 7, “o " ee "CPUEthernet"ht  a QestinAtionMAG " h HRoa” atéae .
coao "oa™ d2protocotll dzy' Y St koRIRING@ & Py g 9 _Ot"  tm Yy to TE o
"y 0 o go t 'y * . e ™ o " eo a c[jodfy'ty‘ng 08 0; “e ™~ me am
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*

4

2. .h ¢ _h o5 Tt o c” t~” m.Haaid y Foder 2mye "a )l /U fro o
m th2|a'|z o bcohh **y Ty [ H  té@ed oo f"g”"{ 'Y o X
h 'y t ¥ "’O; e ™ - e ” cohtx sy m ot oho 0 c h
I2protocotli dzy' 'y Sf ° T ¢ hTo"teoe oo ©" [ Y
Jm ®*mtho AO,Z g v Y
A coht s m ot oho 0 ':".’\co"“_xh; ga"y e hamxM'yYho €ke
guard.
Jm &~ mt ho ’“’O;Zet”’oy
A o] m coht . i[!bz e oo t¥oeh 95 otc@_:‘e’h’\(ﬁxmha'\q!
e PDU M a T
A om c oh 't +[|bZ e ™ ot oh o) ~0:; e o t x e e
e . 1 tsmja b
.o0a™~e " h ™6 * 4 * 'Peeo o X h h o ~ e Y
¢ ® ™ c¢chom~™ oa™ e " eo mt h o h > a ~ To ¥~ T'Ee o
console (config )#
~* 51451 -0 a * e~ h ’ a ™ o * * T'Ee o 0 0o e X h h o -
.0a™>e "™ ¢ ;<e,-:(~K‘e ] m t
X a o : e 1 < e - <
I2protocol-tunnel address mac address TTTTUETAILN e e e Y © Ry
[mac addres$ (01:00:ee:ee:00:00, ao @
no I2protocoktunnel ad- 01:00:0c:cd:cd:do, "mt*eo t'E "e™ . e co xa
dress 01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:08
01:00:ee:ee:00:00
.o0a*e”" hoe a ” x h heot ~he ym ~ gﬁKgNyS'
g o h ~ e - e o0 a et h m "o T &Lk y§ E¥S8t R
V e e . et h m T ohT ep FO.SABAM TR YIENI e
¢ "~ choma~e " e o mt h o h > a Ethernet xét hi ~ e
h x ¢c c . cohto Y
console (config -if )#
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% 7h51d6T1 -0 a " e h a® _oe . Btherhet T Y et
. a e ™ - e K™ e
.0 a e ! R ., ] m t
X a o , e ® d
f H LINBiGd2yCH25 i LJ ¢_T0;.,e .7 he’>Tamx 7YY ccho t
f | OILD R LXK uA a STPLACPLLDPRISIS PVST
A StARS TKOLIOY G » o e
Y ZHLINE (2 @2 B SidL ] - ' ¢._T0;.e, ., h_ > ac” et TymoxhTy
£ DL pR R a6 8 ~o STPLACPLLDPISIS PVST
S KELIPY i
f H LINBiid2yOR2% 2 4] TTTTUE ce ™ e | PRHUY N Tya o g
cos: 0..7)/5
y2 fulLiNgyig O "mt~eq@S _ "ef : e co xao "~
HLINE (e @2 ¥ S f “mtho coho o o o e " .
R NEHi K NS #KipLD R h aoc o c”_ tTo o om__xe
t I (LY JRALIDAA Le_"cemx Tye ® _h POHU t T h Ze
)\ aM@vuﬂKpDLJQV\é u treshold: otm e
UKNBAKRZLR ___| (1 4009/  _~0O;
y2 fHLINEY ¥ OR - c e t_T0o;" h a _oetho "PHY
RNHI KNS & #i LR h a0 o
£ OILD R LK quA &
A &IARS GO L¥Pa G
HLINE (r@ d@2 & & 6z0 “mtho " coho o 0o 0 e " -
R 2 aii/K NB BRI IRC h a0 5. ottt m_xe
pt f RALSORLE &A A e _"cecmx Tye, @ _h ch .7 e
S KOLIOW (KANBS2 £ R T.e . momto ‘Ye 9NNRA&lI B S
treshold:
Y2 f nLaNGy g De (1..4096)/- _""0; . t_~0o;~ .t n a _oetho PRy
R 2 aiyK NB P & LR h, a0 o
pf IR LK JuA aiipa
SUKO L¥pa
.oa”&” ! privilegedEXEC
¢*° ¢ hom~ _oa”’e"‘ppivﬁeged@)(E@o . h< a ™
console #
T 7 75147t 0 a " @ . privilegedEXEC
R e ™ - e K~ e
.0 a”™e - e xoe ] m t
X a o , e . ® d <
show I2protocottunnel [gi- . . . to®h= e” otha12PT OXY_~ “eed &
gabitethernetgi_port| ?|_port._ (1"3/0/1"28)'_ " 7yn ¢t ho e”motoh . J3ORPE
fastethernetfa_port| a_port. (1_“3/0/1"24)’ et he ~— m ~ " "e
port-channelgroup| group: (1..16)
clear I2protocottunnel sta- p,mmt vt o moPTT Xy Y T eead T
tistics [gigabitethernet gi_port: (1..3/0/1..28); |° — Y _ et _h e ~moot oh . FOPE M
gi_port| fastethernet fa_port: (1..3/0/1..24); |t ,h ~ m e x "~ " "e
fa_port| port -channel group: (1..16)
group)|
h a h c o e e Y oa~e”
A ~mt~eo t'E txX%h “mge . @1 ][ e  amYnnYnOYORYO]
{bat GNI L&A ot tfidzyySt ™ otfthy LINR (ih2702ei"NBaK2 T Rt

shutdowntreshold)

console(config)#
console(config)#

I2protocol - tunnel address 01:00:0c:cd:cd:do
snmp- server enable traps 12protocol - tunnel
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A¢_"\’O’h ' 'E a t xee STPMoO I thxmtm’eo @)i’“'e"t,o e
t5: h = e . a n> m_’B'(_r);omttE oyothy”"EJ c - t o
console( config )# interface FastEthernet 1/0/1
console( config -if )# spanning - tree disable
console( config -if )# switchport mode customer
console( config -if )# switchport customer vlan 100
console( config -if )# I2protocol - tunnel stp
console( config -if )# [2protocol - tunnel cos 4
console( config -if )# I2protocol  -tunneldrop - threshold stp 40
console( config -if )# I2protocol - tunnel shutdown - threshold stp 100
console# show I2protocol - tunnel
MAC address for tunneled frames: 01:00:0c:cd:cd:dO
Port  CoS Protocol Shutdown Drop  Encaps Decaps Drop
Threshold Threshold Counter Counter Counter
fa 1/0/1 4 stp 100 40 65 0 0 450
h a h . moo* " e o mh™**~*t . ~e t h h =
12- Nov- 2015 14:32:35% - | - DROP: Tunnel drop threshold 40 exceeded for interface
fal/0/1
12- Nov- 2015 14:32:35% - | - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for in-
terface fal/0/1
5.17 VoiceVLAN
Voice VLAN, mc o 'E" x tmy °A'D(*°h5<f6\ €e 'YYx2Lpt"™ TEex (
h a o a o ex“t: ':“e.:tt'Eyga{"'x't. ® "'chh dltn”"‘”Tmm’“q) e Y
oteom Yy" gmy _o%ahxaoa"er ikt t mOrganiZationklljUhique Identifier t
c h . Hn 2" ht "m™ g1 Jotch™ t YO " e™ :cto mge2)
”“to?’”t;[;_‘om°”’ e ~ c o h 't comtxc’”(t A‘h:ma}‘om'””h:Eob
och = 7y tmYy " VoicekWLAR * ® € " Tcoh tt m™Y T 'Y ! bice "~
VLAN h a2 e a2 " 70y m ™ " x Q" 9 mog_ ay
T Vol *ohx ™o ~e e " mt h "~ “ tm'yy tor h ggmm .~
IDX e “mtho ocaeaxat"etoh
T Vol *ohx ™o ~e h"mao ."DHEP " @eh am . ¢ PHGPt h_ t h "o
c h mx tmt xztmcn)@g;hVM*NM}bg{ot\mpp(mtho m t ) - t 0 ¢
e” e . t_m.gFpitp " 7Y aVYolR_h Moo (Voide VLAND);
i Vol “ohx® o ~e — co™x " YSR+RARAOS" £+ | Yo b5 _ f f
. C mOUE _h o : 6 \Vole Fohx " 0" ovae e’yY3h x Q" 7 e~ h e o
Oul T hatho - o” t T
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
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*

00:60:B9 NEC/ Philips
00:0F:E2 Huawei3COM
00:09:6E Avaya
V VoiceVLAN © © t .t E ~* _t  ho ~e e™* ctnk.t deneral
.0a™~e " h > a ~ o T T 'Ee o 0 o e X h h o e Y
¢ ® ™ cohao*me*Mm ¢ & o h ’ a "~ To ¥ T'Ee o 0 o e X h h o
console (config )#
“ % 75148t .0 a * e " h ’ a ™ o ¥ * T'Ee o o e x h h o ~ e Y
.o0a*e"~ "~ ¢ 1o e,_\ <~K ¢ ] m t
X a o : e ( < @ .o
voice vlan agingimeout Tmt e T T ot tT o aTxt Ty
timeout VoiceVLANP |m — ~m coh t ™ ot .
. , F .o h a6l "mhple ~e YI t
timeout: (1..43200/1440 |, - . ~y tmy m "*eeo o coht-
no voice vlan aging fommt ~e™~ 7 7 ot e T e c
timeout
voice vlan cogzos[remark] "mt~e™ T go™etxQ o ; h " E 77T
+[!'Db mo ot tmt m e *mt
" ma e . [ 2{®
cos (0..7)/6 -remarkt . _ TO; "t ¢ _h e” Te” . e
Y th” _" . *2A0S8 +[!'bo
no voice vlan cos fomme~e~ 0"t er e, ¢
voicevlan idvlan_id "mt e 70" toylanid" e WWpiceVLAN t o
no voice vlan id A © _vah id” | T \oiteVIcAN
vlan_ld: (2..4099 17Ty x T T e Y Vignedt b T o x ]
J‘ch(*“"h*t<’“'Eeo ot_’“'o;*
e ” cm hg ™ 9
voice vlan ouitable Lo o Yt h t™® T glko hUUtLE
{add ouilremove oui} [de- . W a o A -descripttoc m™e; 2 dzA
scripf] descript (1.32" . # . -ouite  h . o TThtm~ gl
no voice vlan outable STyt mo o co TETo QUE T T ED g
voice vlan stated 2 dzA Tt ¢ ¢_T0; .t EKot _VLAN .t E @2A0S
bled | disabled} 4, - _"T0; , e0
no voice vlan state ¢ hext E "e” . e co xao T."
.o0a™~e?-" ho e a ®x h heot ~he ym ” 9GKSNYSI
¢ ™ c¢chom~ oa™ e~ eo mt ho h Ethernet_e t ofe nx "h h
h x cc cohto Y
console (config -if )#
”'*’“5_1@_gc‘oa*e" h ’ a ™ 0o e X Btherhet ~ e Y e t h m *
.o0a~e"” " ¢ v e,-: <~K ¢ ] m t
X a o ; e . < @ hd <
voice vlan enable -5 ¢_T0;" .t +£2A08 x[!'b T 7Y coh
K., _"0; ¢ py =
no voice vlan enable .t __ T OVdicext[ ' b T TVY coh t "
voice vlan cos mode ¢_T"0;" .t a*h_ho  x thyr T 71
{src|all} T to g _omf oV
no voice vlan cos mode fommt ~e ™ e™ - c’ex a0 7T e 0O
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voice vlan secure ¢c_~"o;7 v 7 oc*me@_ .dha™ea” 7
(tm’Yto"'E_o_coht"az_otoh
K., -_"0; £[1lph ~_toa~t . m_ @
no voicevlansecure Somm¢t~e™ T % ot e” ;e co
Loa”a” @ EXEC
¢ ® ™ ¢ h ooma e " e o m t EXEC h ’ a ™
console #
"":"’\5_1@0-[‘0&1”‘(5" h = a __9EXEC, xh ho ~e Y
.0a™~e " " ¢ ’<eA*<_K_ ] m t
X a o ; e . < @ - % <
show voice vlartype oui gi_port: (1..3/0/1..28)
[gigabitethernetgi_port| fa_port (1..3/0/1..24 Jto®h® >~ 't momto 'ye +2A08
fastethernetfa_port]
5.181h xccd” I "y~ ¢ vy
5.18.1. . h~ 7" ~hxcco o  "agddhessing c . O0Ydz GAOF adu
]~ ee 0o a**mem” c h Te ™ e "~ e Ty - Y ¢ h ™
e ™ & 'Ee om t 0 a x h o e 'Yy ao - h{|_(p
.0a™~e " hoé a ™ x h heot ~he Ym i[!b
¢ **chom?~ oa™e " eo mt h o h ’VL%N o e X h h
console (config -if )#
~* T51@IT -0 a * e " h ’ a o e xh ho ~e Y et h
.0a™~e "~ "~ e e K™e c m®* e
X a o ’“, e ( . * .
bridge multicast mode [ S a hhXteco Bd~ee.g
{macgroup| ipv4-group|
ipv4-src-group} - macgroupt @ e€o0 o~ " h me™ "y ¢ h
[ !b ~ &l Mm” o
_ipv4_gr0up'[aeo'0'°h<me"Y C(h‘A"
-/macgroup c,,x omeo ~ee.a e” [ I|D
IPv4
_ip_src_groupraeo'o'ﬂh me * Y C(h o
C"Z omeon"'ee a e ™ i['b
IPv4
no bridge multicast mode "Tmt e Tt C co X
bridge multicastaddress 1o ” ", TYor o hxee °.%. oh no.
{mac_muliticast_address T A . © .Y ht .
ip_muliticast_addregs gi port: (1..3/0/1..28) -_mac_rr_u_Jlltlcast_address; hoxoee MAG? Shm
([add| remove] fa_port: (1..3/0/1..24); -ip_muliticast_address 1P~ = he eme -, o nLme s
{ gigabitethernetgi_port | group: (1..16) -addt © o R N I o
fastethernetfa_port MAG * h mx L e odet o9 i KSNY S
| port-channelgroup}] -removet x T 7 My Tttt oo om_xQ co e m
H<h<;'m"é‘<te<’h“<mm0’ omx"‘gn‘nt“‘
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HELTEX

no bridge multicast ad- STy, t hxeco o T h o m
dress
{mac_muliticast_addre$s
ip_muliticast_addregs
bridge multicast forbidden Tteh Tt oeo0” 7O e eTmt
address 'hxcc(z '”"”’e“e'ohg(a[n'hxcco_.a
{mac_muliticast_addresls -mac_muliticast_address , h x ¢ ¢ MAGP _ h; m
ip_muliticast_address - ip_muliticast_addresst IP* * h am o o~ " th *m
{add| remove} { giga- ) me L .
bitethernet gi_port| gi_port: (1..3/0/1..28) -addt "o F e coht~ gcohto
fastethernetf; port faJJOft: (13/0/124), -removet X © ~ ’\( e coht™® gcohto )
port -channelg_roup} group: (1..16) o h s m®te h  mo omx "t |
no bridge multicast forbid- STy, % eh T QO" 0 ch” 7o
den address
{mac_muliticast_addregs
ip_muliticast_addregs
bridge multicast for- - ~da AP “CY( 2 . A' SN
) - a T o - 4 T A 07 e.can -
ward-all _ giport: (1.3/0/1.28) |coh o 5 * v oo . 5mh o h B
{add| remove} {giga- fa_port: (1..3/0/1.24; |. ~ ., — e o
bitethernet gi_port| group: (1..16) — o P ) )
fastethernetfa_port| ¢ h "~ a%o m 1 h-rfmoxeT . N vt ' xeex o to |
port-channelgroup} h me .o ¢~ 1 . 0", , o ¢ ..
< — h : m € te h m o omx * t
e ooy M Ete N . . 4
no bridge multicast for- ‘ Commt~e™~ 7 ~ ot e~ . e c d
ward-all
bridge multicast forbidden Treh h~ Jtocohtx T e A oM
forward-all : ) eo,  hxece o i
fadd| remove} (giga- gi_port: (1..3/0/1..28) saddT Fot Ty ot coh t Ko * A
bitethernet gi_port| faj;rr;.u(;..(:i/%l@..zg, cohto 3 7 TYechet€ohm "H5m,; o h
fastethernetfa_port| cohtma e soelt T _ato. . ) i
port-channelgroup} e a - m ° g removert* . T . v xeex o to
e vt '*m"( _*a*eo . ch( " 'o"( . ° c h .
Y EhYxc_c u(h(;‘m"@(te(*h“(mmon omx"‘gnﬂt“‘
no bridge multicast forbid- ' ) Commt~e~ & " e” ;. e ¢ 9
den forward-all
bridge multicast ipaddress ., .Mt LI o tj—} oL e , hfwcj,;"
ip_muliticast_address mt tl't oM. h° - lﬁht KX Y,
- X Cc C 0 . m
[[add | remove] gi port: (1..3/0/1..28) _f(j—(ﬂ“!t'ﬁaft—,addrfs‘,f('t Sopenem
{gigabitethernetgi_port| fa_port: (1..3/0/1..24); C .- —
fastethernetfa_port| : -removet X Y., ¢ o S L hxed
_P group: (1..16) h : m € te h m o omx * t
port-channelgroup} T L P - am ot
no bridge multicast ipad- ST Tyt xicheom ot i T e @
dressip_muliticast_address
bridge multicast forbidden TTeh Tt ocohtx Toema oom
ip-addressip_mulit- eo,  hxece o i
icast_addresgadd | re- -ip_muliticast_address , " x ¢ ¢ [ oh; m
move} {gigabitethernet -addt "o " T Thoe o fmieT g _oxh ot c
gi port| ) -removet x =~ "‘( e c o hmtc*' Wcl}thht‘o'“”:
fastethernetfa_port| gi_port: (1..3/0/1..28) S Mo mEe o mee oM Tt
port-channelgrough fa_port: (1..3/0/1..24); , _ho T ;. a och ° T tE
group: (1..16) V hxcec . aeo o~"h meo h ™ n
. h(v‘mth'ho“’”e.cp
no bridge multicast forbid- fommt=e™ T Txdo TeTe ©O@
den ip-addressip_mulit-
icast_address
bridge multicast source Tmtre A% . ; . m»:fi?. htm “ha. LS
ip_addressgroupip_mulit- _ P R s e hxee
icast_address giport:(1..3/0/1.28y |, mt~t o om oT T TY, tkx T T
[[add_| remove] {giga- fa_port: (1..3/0/1..24); -ip_addresg . m 9o " eX." h mtT
bitethernet gi_port| group: (1..16) -ip_muliticast_address , h x ¢ ¢ = oh: m
- —addt "o * ~ Ut E coht . _ T "hhx cmc™x
_removerx°~ A’ t 'E coh t . N . f'ﬁth<CrTI
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fastethernetfa_port|
port-channelgroup}]

. . Commt * e ™ - - t e ™ - e c o
no bridge multicast source C e e R S
ip_addressgroupip_mulit-
icast_address

. . . ~ t o~ - - - t - h t “ f
bridge multicast forbidden m f. 2 e e m o b g
! ¢ , P = - A~
sourceip_addressgroup mt_, Y as m i xmolAtET 0 N
: iy mo a t v T e h X ¢y ooc h =°
ip_muliticast_address . . C. . PR
coht ™ @

{add | remove} ) R R
-ip_addresg , m g0 " er.” h ImtT

-ip_muliticast_address , h x ¢ ¢ = oh;: m

@ <

{gigabitethernetgi_port|

fastethernetfa_port| gi_port: (1..3/0/1..28) -addt © ” ¢ h ) t e ™ o * ~ R ’\( e c o
port-channelgroup} fa_port: (1..3/0/1.24; |~ h m=~ T
group: (1..16) -removet ~ " ch t e~ x " A( e co
=" h m”
no bridge multicast forbid- fommt“e® ~— 7.t ‘e” . e ¢ 9
den sourceip_address
groupip_muliticast_ad-
dress
bridge multicast ipvé mode oot b e e o eem b
{mac—group|ip-group| aeo o h ,meo h mm . _. o
_mac_groupcaeo'o"Th(me"Y C(h(T

ip-src-group} sl b ciALmtoT

_ip_group-[aeo'o‘°h(me"y c _h "o
-/macgroup omeo ~ee .a e"li[!by "I1py6?<
_ip_src_groupraeo'o"h me ~ Y C(h "
C**Z omeon‘ee a t['b
IPv6.
no bridge multicast ipvé Tmrter TLLTLt TeTg e co
mode
bridge multicast ipvé ipad- co Mt e T T eme oot T LY, @
dressipv6_muliticast_ad- hom”e,, , mtTt o om_etlaT T
dress L hxece o
[[add | remove] {giga- -ip_muliticast_address, hxccppr oh. m
bitethernet gi_port| giport:(1..3/0/1.28) | -add¢” ° " T Y toeoht. o hxec
fastethernetfa_port| fa_port: (1..3/0/1..24; | -removegx = " Y tocoh .t hxcc
port_channe|group}] group: (116) - e h .M e<te< *h‘. LMo omx = qm t*..
no bridge multicast ipv6 ip ST Yt dche om o o HE T T e O
address
ip_muliticast_address
bridge multicast ipv6 for- TTeh DL T0Op e Tt T
bidden ip-address , hxcaxpvg " hx @ )
ipv6_muliticast_address -ip_muliticast_address , h x ¢ ¢ [ o f; m
{add | remove} -addt o "7 e ookl Mmgeoranh
{ gigabitethernetgi_port| gi_port: (1..3/0/1..28) -removet x T 7 T e € o hmteT e oh tio” ¢
fastethernetfa_port| fa_port: (1..3/0/1..24; |.. " ;. mEre h o omo omx Tt
port-channelgroup} group:(1..16)
no bridge multicast ipvé fommtu~e™ T, bt reT e
forbidden ip-address
ipv6_muliticast_address
bridge multicast ipvé Tmtte” LTt o moo B htmioa e
sourceipvé_addressgroup .oy L hxeso e BT o hx g
ipv6_muliticast_address giport:(1.3/0/1.28) |. "tTt..m_ 0T T L kx T
[[add | remove] fa_port: (1..3/0/1..24; | -ipv6_address ™ oo " er.n b ImtT
{gigabitethernetgi_port| group: (1..16) -ip_muliicast_address , h x ¢ ¢ W o m
fastethernetfa_port| -addt "o "7t E co bt S T emex
—removerx'”A*"E coht . L :'"hhx(crm

port-channelgroup}]
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HELTEX

console (config )#

no bridge multicast ipv6 fommt e Tt e e ¢ 9
sourceipv6_addressgroup
ipv6_muliticast_address
bridge multicast ipv6 for- cmtTe T, i Lot Ten ot ¢ "ﬁ
bidden sourcepv6_ad- mr.o.y o ompotagee o TET O Tt
dressgroupipvé_mulit- mo : . . e, hxcoo ho | :
icast_address contT o . )
{add | remove} -ip_addresg ™ o0 " e T " h| Mm@
. . . - iti hxccpygo”™ h: m
{ gigabitethernetgi_port| N ip_muliticast_address | AL ACARNE
fastethernetfa_port| gi_port: (1..3/0/1..28) ~addt ~"ch _t e~ "o f e c
port-channelgroup: fa_port: (1..3/0/1..24); IPv6 " h  m~ T o
group: (116) -removet -~ ¢ h ; t e ™ x T e c o
IPv6" " h m~ @
no bridge multicast ipvé fommtTe™ Tt e e 9
forbidden sourceipv6_ad-
dressgroupipv6_mulit-
icast_address
bridge multicast unregis- "mt~ e~ ~—~ * t c¢ch~ "o ¢ h °
tered {forwarding | filter- ,"eehgcco . g ~“"h mo o
ing} -forwardingt¢c . h "~ "t E e "~ ~h m
. h m e [ o t T
fforwarding -filteringt ., TEtho ~t 'E e *h m
h . m e c ™ . t (0]
no bridge multicast unreg- "Tmt e Tt te” . e co
istered
.o0a~e” h oe a ™ x h heot ™~he Y m -~ o "¢ " Btherfet, | et
et h m ~ h x ¢ c c ohto
¢*°”'ch_ocma””‘e"‘eom mt h o . h<’ a _EQhern‘eQZ”thgh'v.f
h x ¢c c cohto Y
console #configure
console(config)# interface {gigabitethernet gi_port | fastethernet fa_port |
port -channel group }
console (config -if )#
" Tbierr .oaTe” . m v a” o “Btherhe® T b x ey ;e ek b
.0a~e """ o Lo L K c m ™ e
X a o "; e . * «
bridge multicast unregis- "mtTe~ ~ * t c¢ch* "o ¢ h °
tered {forwarding | filter- _"ee . hxccopo 5 " h mo
ing} -forwardingte . h "7 "t E e * h m
" di h m e et
-orwarding -filteringt |, TEtho ~t E e * h m
h m e c " . t
no bridge multicast unreg- "Tmtrer T Tt e ™ : e co X
istered
.0 a ™ & " a™o ¥ % T'Ee o 0 0o e x h h o ~ e Y
¢ ® ¢ hom~ oa™e?" ) mt h o h ’ a "~ o ¥ * T'Ee o
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% 751@31 .o a "~ e " h > ar~ o ** T'Ee o o o e x h h
.0a™~e"" "~ e'“,<e* K¢ c m =~ e
X a o ’\, ~ e X ( . N <
bridge multicast filtering ¢_T0o; "t U TEth” g O ,hxcco |
no bridge multicasfilter- 4 - _T0; . e t_T0O;"  t CTEth”T e O h xcco
ing
mac addresgable ag- Tt~ _t  _h ayZXghhtem e Y tg 1T/
ing-time seconds ¢h a 'y gh~er"eh "N~ iy e™ : e 'y m
= t 'E ~ " " eo0 to T'E o m et h
. Mpnn t 0P
secondi10.824201300 hart .5 e AYS @&ho | AhyaAm
< — co'h('eomt'Ez mo"a(he’a("_'(y"nl
e~ ;. ANYBIAy3Ih ‘eomt E e
no mac addressable ag- Tmtter T Tt Te”, e o co
ing-time
mac addresgable aging seconds: (10..86400)/300| =~ " © _t _h —a 'y Zghh¥ em "e vy tg 17/
time secondvlanvlan_id m.__xe™ T
no mac addresgable ag- vlan id: (1..4094) "Tmt e T Tt e ™ : e co
ing-time secondvlan
vlan_id
mac addresgable learning ¢_T0;_ t E MAGX;h emo " ~eeoa
vlanvlan_id vlanid:(M ®®n n cdn v
no mac addresgable ;. eo t_"0;.t EMAGX h_emo_ " Teeo
learning vlanvlan_id
mac addresgable static fo T Tyt mrgohtem. odln[m T ex
mac_addressvlanvlan_id h.m™e, . ® i
interface -mac_address - s 7~ h;om
{gigabitethernetgi_port| -vlan_idt ¢ © a VRAN; ) )
fastethernetfa_port| 'perman?ntéc') Tee . mjd"d.ah! Jm a0’ eo x~7
cC 0o ao E =1 ( .
port-channelgroup} [per- gi_port: (1..3/0/1..28); _de|eteon_rese“_°m9Taec address, L ..~
manent | delete-on-reset | : ' - .
delete-on-timeout | se- fa_port: (]:..3/0/1..24), Shx oo xm t"h o mt '|:
cure] group: (1..16) -deleteontimeoutt * " e e . 7T h m o x 2% O
-securetr = ~ e e N 'h(m x T 7T tmy
a ” e "‘nomacaddress ~, com ™ Lo hm
. @ o F xjo pert security).
no mac addressable static R S - L Sttt T e hoxc
[mac_addres$vlianvilan_id
bridge multicast re- R A mto . A
servedaddressmac_mulit- m.eo_,omo o cth o o ho Teeo o
icast_addresfethernet-v2 -mac_muliticast_address , h x ¢ ¢ MAGP _ h; m
ethtype| -ethtypet t ™ _ Ethérnet v2;
lic sap| llc-snappid ] {dis- -sapt t " LIC
card | bridge} ethtype: (0x0600 OxFFFE) [ ~PidT t " _ LICSnap;
sap: (0- OXFFFF) -discardt m  hoom e St T
pid: (0- OXFFFFFFFFFF) -bridget e~ vt - ¢ . h " O'm Y ., I,
no bridge multicast re- TmtTe ™ Lo oo ET e e 0@ co
servedaddressmac_mulit-
icast_addresgethernet-v2
ethtype|
lic sap| llc-snappid]
=~ " e ST e 2™ h mda "~ P
mac addressable length: (1..8)/3 2. . BT
lookup-length length
mac addressable notifica- _q:AO3 tE  xe_e, O o7 e hixh em
tion flapping Tec e 0 TeThx e e Oy Ly Y n
—, X m o Y ° e ™ a ;_tnf”"""’Ye"'carT
K. 70 e st h' hoe ~ 5 ¢ h ('Ht_oa' a "y
¥~ . Hom x e " *{3 too” :ee”o rrmt(_('E x e
no mac addressgable noti- ¢._T0;.t'E x e €., 0O ofe”HEXNh e
fication flapping mo @
Ethernet_° a a x t * MES100, ME000 141



HELTEX

mac addresgable learning
relearn-cached

no mac addressable
learningrelearn-cached

/-\,Y t

(o]
(o]
X
m

v o

MAGH "En _m *

c ho

[®)

h ™ aaeo

xXmt h ™

e

e

-~

-~

t

c C

'E
c MAGLh™*"a™a ego ¢ x t

c o

~ o
t

—~

m
a

t eo

~ o~

h

n

~| ® T O ~

e - t

e” OPU .

e

-~

a

PrivilegedEXEC

¢ W

*

¢ h ooma®™

console #

P

~51@4T .0 a "

e

~

e o

m t PrivilegedEXEC’

@ " 0 PriVilegedEXEC

e

~ ~

0 a

N

clear mac addressable
{dynamic| secure} [inter-
face gigabitethernet
gi_port|
fastethernetfa_port|
port-channelgroup} ]

A
h x cco
-dynamict x 7

o

-securet X

gi_port: (1..3/0/1..28)
fa_port: (1..3/0/1..24);
group: (1..16)

W

¢ h ooma™™

¢

*

console >

P

~51@5T .0 a "~

e h ’
P

e

~ ~

0 a e

C

s

*

m

~

e

*

<

showmacaddresstable
[dynamic| static| securg
[vlanvlan_id]

[interface
{gigabitethernetgi_port |
fastethernetfa_port |
port-channelgroup| [ad-
dressmac_addres$

showmacaddresstable
count

[vianvian_id|

interface
{gigabitethernetgi_port |
fastethernetfa_port |
port-channelgroup} ]]

-

t

b2

m —

< @

o

-statict ¢ homaoth
-securet ¢ hmoa o t h

-vlan_idt , " et
gi_port: (1..3/0/1..28) -macaddresg MAG™ © 1

fa_port: (1..3/0/1..24);

m
<

:dynamic'[ c homao [“h

t o

tOA,E

< %

rh Tmogx

o}
t o

‘E

¢,

[o]

et

'E

h

_rarifiveco

group: (1..16)
vlan_id:(1..4099

@,-\,_Y - o

X

e eo
'

cm an
< *

show bridge multicast ad-
dresstable

[vlanvlan _id]

[address{
mac_muliticast_addreds
ipv4_muliticast_addresis
ipv6_muliticast_addre$p
[format {ip | mad] [source
{ipv4_addresq ipv6_mulit-
icast_addres§

-iptc o _

vlan id: (1..4099

-mact ¢ ° __
-vlanidt | ©

e
<

. It R

_cmo™ a | Tt

t

" tZE he om “las T
c.

OVAAN -

show bridge multicast ad-
dresstable static

vlan id: (1..4094)

t o~ * ""h gx cmt "ty

e t

h

-~

m

< @

>

—~

kd

= i

L

T q
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HELTEX

[vlanvlan _id]

[address
mac_muliticast_address
ipv4_muliticast_addresls
ipv6_muliticast_addregs
[sourceipv4_addres$
ipv6_muliticast_addregs
[all| mac]| ip]

-vlanjdt , ", et _T g, ,0oee . eo
-mac_multicast_address , h x ¢ ¢ RIAGS " h; m
-ipv4_multicast_address , h x ¢ ¢ Pygo " h; m
-ipv6_multicast_address , h x ¢ ¢ Pyge " h; m
-jptchomao trh® he om “[at T

-mact ¢ homaothXTh n"sa T

-ipv4_source_address IPv4 = h mt o :-e

-ipv6_source_address IPvg™ " h mt o : e

-~

a
<

show bridge multicast fil-
tering vlan _id

vlan id: (1..4094)

-~

o]

X
-vlan_idt .. _"T e, .
-mac_multicast address , h x ¢ ¢ RIAGP ~ h; m
-ipv4_multicast_address , h x ¢ ¢ [Pygo " h; m
-ipv6_multicast_address , h x ¢ ¢ ppygo " _h; m
-iptchomao trh ® he om ~lat T

e

2

et 0 e e e o
<

hxxhc*ce®o® O o

a
<

-~

-mact ¢ homaothXTh n"sa T
-altehomaoth co Teo  t~% ™ .7
-ipv4_sourceaddresst IPW~ " h mt o ;e o~
-ipv6_source_addregs IPvg” " h mt o ;e "
show bridge multicast un- N -mﬁt —°° .. f?; e, O .,
registered[gigabitethernet gi port: (1..3/0/1.28) |- ¢ -9 ., htxeco -0 Mmoo
gi_port| fa_port: (1..3/0/1..24);
fastethernetfa_port|port - group: (1..16)
channelgroup]
show bridge multicast - Lo _" JT .t h oA mRgecco " day
mode [vlanvlan_id] vian id: (1..4094) et h ~ om® 3y T Fo ' m g et h
show bridge multicast re- T Jtofh "t 5chMt eo T ee . .
servedaddresses Ttoh h ho ~ee.g “"h mo o
show mac addressable T Jhomaoth t - x . MAG ~ hgmoT
mode
h a h c o e e Y oa~e?"
A S _ T0: t 'E TEth " ¢ O h x cco .9 7" h mo -
“ % h m "~ np1f|"mh c'xd1°'ES‘;x e “ h mt h h o
t o e ” MM € O0h tx ocoaaxt®toh> ¢
console# configure
console(config)# bridge aging  -time 450
console(config)# bridge multicast filtering
console(config)# interface gigabit ethernet 1/ 0/ 11

console(config
console#show bridge multicast address

- if)y# bridge multicast unregistered forwarding

- table format ip

Vlan IP/MAC Address type Ports
1 224 -239.130|2.2.3 dynamic 1/1, 2/2
19 224 -239.130|2.2.8 static 1/1-8
19 224 -239.130|2.2.8 dynamic 1/9 - 11
Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports

1 224 -239.130|2.2.3 2/8

19 224 -239.130|2.2.8 2/8
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HELTEX

5182 xeg¢ 'Y comh “e  ~ |GMPShooping " LDat 6
_Xe_c*'Y LDat {y22LAYy3  mco TE x tm'y m _t Y .
{y22LAYy3 Y Y tmy ¢ oh Tomt ™ — e aeo o™ " h m e o 0
o b
/‘ LDat {y22LAyYy3 ao’ t  mco TVEo "t Em Y to T
L ot m Yy hm ¢k AGMPV1 IGMPV2 LEMPY3
[ ‘ Ttoilpat {y22LAy3 FxeT" & _'Y _hex.cac® 5 NA RISE!
e fItSNRYeIE e~ * .t E _T0O;. e” §gma¢d h* " T 7
“mo¢c o e ~ “ e cohto S ot oh a co * 497h(9;o e™
m~— " x0O" 5 mo ¥ .t YooY
T IGMR™ “ ¢ h om c h eyt . e ~ c oh t x
Poe ot ¢ PotocelindeperidentMulticast(PIMPIMWH 0 ¢ h e 7yt;,. e ™ coh tx
Poem ot choto o ™" aeo o~ DistapceVeetor Mtitakt Robuting Protéca |
O05+awt (0 c¢h e: Yt e ™ c o h t x
T ¢~ t c @_Qvg5q_i_q ¢ h eyt e coh t x
i ¢”__ctoto Muticast Open Shortest Path Fi(8BfOSPF) h e eyt o h t x
.0 a ™ & " a™o ¥ * T'Ee o 0 0o e x h h o ~ e Y
¢ ® " c¢chom™ oa~e"eo mtho h ’ a ~ To ¥ T'Ee o
console (config )#
~ % T51@6T .0 a ~ e ° h ’ a "~ ~o ¥ * TEe o 0 e x h h o -
.0a~e ™~ =e : e ] m t
ip igmp snooping _T oh o mco TUEo0 " X e
tohoa @
— . K., -_T0;, = - = =
no ip igmp snooping - ch ot mec o E'o_~e X
t“ tohoa @
ip igmp snooping vlan L AR meco TETO e X
vlan_id vlan id: (1..4094/ tohoa °~ 7'y "*eeo o et h
no ip igmp snooping vlan L 0; . 80T ch Tt mco TET0  Te X
vlan id t“ tohoa ""’“'Y*"'eeo'o et ho
ip igmp snooping vlan . mth hx tr " hh xme co _tom T Tte
vlan_id staticip_address mTe mgTt o om_ et ThT T
[interface to_x".. f[!bo
{ gigabitethernetgi_port| -ip_addresg , h x ¢ c oX oh m_TF
fastethernetfa_port| vlan id: (1..4094); LoDy m®te h o mo omx Yot
port-channelgroup}] gi_port: (1..3/0/1..28)
no ip igmp snooping fa_port: (1..3/0/1..24); R hex"chec om o t{ * T ¢. @
vlanvlan id group: (1..16)
staticip_address]interface
{ gigabitethernetgi_port|
fastethernetfa_port|
port-channelgroup}]
ip igmp snooping _" oh =t T Ty ""eeo hxcoc
vlan vlan_id e Te cohtoo sy TQ; oet.oha.eag
mrouter learn pimdvmrp vlan id: (1..4094/ a~h "hxt “toh . @
no ip igmp snooping h= "h = eof=~ch =t 77Ty TTeeo hxcec
vlan vian_id e Te ohto 5§  otoh .a
mrouter learn pimdvmrp a”h "hxt ~~~toh . @
ip igmp snooping vlan id: (1..4094); JGh T ey tt ot o hcooatx_ TOT he h xt
vlanvlan id gi_port: (1..3/0/1..28) aeo o™ "h~mmd TV T " e\LAN
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HE

LTEX

mrouter interface { giga-
bitethernet gi_port |
fastethernetfa_port |
port-channelgroup}

no ip igmp snoopingvlan
vlan_id mrouter interface {
gigabitethernetgi_port |
fastethernetfa_port |
port-channelgroup}

fa_port: (1..3/0/1..24);
group: (1..16)

ip igmp snoopingvlan "Mt e T Tt “ch ot e " oc
vlan id forbidden mrouter " e”a . m ) o tYo h ocaoxh tcTo3 T
interface{ gigabitethernet “toh aeo o™%h meo  h*mm . 7]
gi_port |
fastethernetfa_port | vlan id: (1..4094);
port-channelgroup} gi_port: (1..3/0/1..28)
no ip igmp snooping vian fa_port: (1..3/0/1..24); e ar ot “¢h t e® och * 7
vlan_idforbidden mrouter group: (1..16) hoax ° ~(Q: e a>h "~hxt “ toh
interface
{ gigabitethernetgi_port|
fastethernetfa_port|
port-channelgroup}
ip igmp snooping vlan ¢_"T0;"  t I h mx ,mfo xe " TP
vlan_idreplace sourcédp “"h om @~ 5 |GMPreport, ’VEANO .
ip_address vlan id: (1..4099
no ip igmp snooping vlan t_T0O; 7 tpr Trha metx mct "o e|GMPe-
vlan_idreplace sourcédp port. ~ " T " e\ALAN_
ip igmp snooping map cpe Jo®~ “mypoott tamt’ " N|ANCco TE o0 _
vlancpe_vlan id mul- cpe vlan id, VLANmulticast, " enc vMn id.
ticast-tv vlan mc_vlan id cpe vlan id: (1..4099); Im TGMPno o ® “ce g0 " 't e~ cpevlantd
mc_vlan_id:(1..4094) Lo mx toomt ox o tcep@wvan it/ me viantdy |t o
moo*"‘{e h(thx"'em"‘mcowan@o )
no ip igmp snooping map _ta eyt MulticastTVVLAN 7XY_" ™ &/BAN |
cpe vlancpe._vlan id
ip igmp snooping ¢_"0;" "t co™" h ’_X -I] dZS"™NE
vlanvlan_id querier tohoa = ""eeo [ !
vlan id: (1..4099 L0 xa%e® Oh T chomo ot __TQ;
noipigmpsnooping Commt’"e"_’“*_‘(t e”mthom_’ [¢
vlanvlan_idquerier
ip igmp snooping Tmt e 7 “ e ho thom o O"I3D&t
vlanvlan_idquerier ver- ho % x7™xt . OIGMPI] @z@ th ‘EMcyh om .
sion{2| 3} vlan id: (1..4099 L0 X307 "e, O  MCOIGNEPVE.  t MY ¢
no ip igmp snooping vlan Tmt e Tt e, e . co X
vlan_idquerier version
ip igmp snooping vian Jeh T Tyt oMo fey. o fLeh .
vlan_idquerier address R = Y L Draat @ |j \dzESI.INJSSJNJ mt o 3
lp_address vian_id:(1. 4094 chCL VDAt &
no ip igmp snooping vlan mt~e® o7t e ;. ¢, . ¢o X
vlan id querier address P "h m e”mtho e " 7Y +[ L pEtd
h mmto e ~ | Dat {yzeLJAya

ip igmp snooping vian
vlan id immediate-leave

¢ _ T 0 hto e IGMPSnoopingmmediateLeave
VLAN'e”’;”‘(tz ;to c oh t

-

[o]

—~

X e N : , h x cc LDat com
leave.
Jh "o %" 7 RKosthasedtcac 9~ e fastleave
vlan id: mh=F .ot to TE o 3 toa m
(1__4094)/” _’“'0;( co’_"\e'o.;“e_ "~ eeo0ax cohtx ot
;. _ ¢o T"E'o0 "t 7 SIGMAG t"mh "y me
"o TYGMPréportQe . 0 @
no ip igmp snooping vlan _t_ T h o EHGMP Snooping Immediatesave "t
vlan _id immediate-leave “ _ VLAN.
[host-based]
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ip igmp snooping vian

¢

0 ¢ hto e IGMPSnoopingimmediateLeave "t

vlan_idimmediate-leave “ . VLAN e ™ ;7 t ¥ to coh't "o
host-based vian id: x T e . hxcoe LDat com ™
= m o TE’ oeg oh .a e ofdg
(1.4094/ - _"0; e'e‘?"% B
no ip igmp snooping vlan .t __ 70 h @ EHGMP Snooping Immediatecave "t
vlan_idimmediate-leave " VLAN.
ip igmp snooping vlan B T0O;" _t h > a3z ch _otoho
vlan_idproxy-report [ver- NBLZ NI e~ jdzSNBE ~~chom. mt]
sionversion e a @ _hmooHt 6 }GMPNWS LI2 NIikf SI @S
*'eoh*hx'otm'ch
-versiont . . _Mm_th xh mNBQJ]2 NIk £ S| @&t
vian_id: (1.4094; ch~” 7Y a NBLRINBHgho 2 o

version : (13)

o xao 7.~ dGM@ o o " mo Y " ee ..
NB LR NTU Da@taos ~ ot t . e~
t o h m 5 __o t-gquérny. *
noipigmpsnoopingv|an Commt ™ e "e_‘"’m*t"h*owt_* c o X a o ﬁ' -
vlan_idproxy-report
ip igmp snooping vian "mtTe® T % £ ~hTea” t het co T
vlan_idcoscos 802.1p.
— - cos: (07) P s = m p
no ip igmp snooping vlan fommt ™e™ . t e”"mtho g
vlan_idcos
.0a™~e " o 8 a ™ x h he ot ’”heVDAN’"
¢ ® ™ c¢chom™ oha *“’e "ae™o omet h o x h h o e Y i[!bY
console (config -if )#
“~ % T51@7T -0 a * e "7 . h ’ a ™ o e X \WLAN © ~ e Y e t h
“e e e
oa™e ™ '« R K ] m t
X a o , e < o o %<
“mt~*e™ - - t e ™ e h o™~
ip igmp robustnessount . Im = e” _"e* T e~ ® QO " tmy
count: (1..7)/2 **mteomt?® TOETx 0, T e
no ip igmp robustness Tmt e ot e” . ¢ co
L . “mt e ™ - - t t™ a”xt 3y co |
ip igmp queryinterval sec- omeo ‘e chom moa x Tmte -
onds seconds(30.18000/125" |, e p e : Tt AN cho A
no ip igmp queryinterval TmtTe ™ T T tao&TmeeQdp co
ip igmp querymaxre- TmtTe ™ T Tt oa® moa” TUgeo
sponsetime seconds
p. - seconds(5..20)/10m = = - -
no ip igmp querymax-re- mt©e™ . t e ;¢ co X
sponsetime
o “mt*e™ - ~ t o T m t 0 "
ip igmp lastmember- S h . goaaxtoctho h” ~Y ty sto e~
guery-count count count:(1.7)/ ¢ ™ ; e | ~. 0" 9 x -*mt o *t E aeo 0"
— h a e mbustness = — — = .
no ip igmp lastmember- mt~e® . t e 5, ® co X
query-count
ip igmp lastmember- Tmt e oot et h "~ 7 Toeh
query-interval milliseconds milliseconds: e._" @
no ip igmp lastmember (100..25500/10002 m STmt e Tt e” : e co
query-interval
.o0a ™ da" a ~ 0o e ® h ho "~ @&¢ "Ypgo tt h m o 0
¢ ® ™ chom?™ oha *’e "ae™ omet h o x h h o e Y et h

console ( config

-if )
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switchport access mul-

¢ AO’"' t c h

e “_t"h

¢ h o™i &

[ —_—

: , VLAN  adzf ViANF &6 "t _“mto o o
ticast-tv vlanvlan_id mx Q/LAN Y et h m = h a
. vian_id: (1.4094) q.__A,O; S — ( o ( o he ,huo’“ﬁf*o@“; e t
no switchport access mul- mo VLAN adf VEANE &6 "Et _“mio o
ticast-tv vlan _"\ e m&\’] ~ry e t . h . eraC"CeSa' h ;
c_’“'o;‘(t c(h(e‘_c‘hc"h“q"hl\,cEAN:( X L
e _oa _otoh .o YadAVLANDN Ao, e ¢
m ~ 1 a
switchport trunk mul- x ~Er jmj?l(?c K "% tmoy e~ co
ticast-tv vianvlan_id e . a PN T e ee . oa o
[tagged] vian_id: (1.4094) ltagged, c ) ) i
© h " agtagged)x __ "~ e "7 ttteoy TRt . Tm
th= "0 ™otech™ T 'YtoEmty ho ~ee
no switchport trunk mul- ¢._70;7 v e hemicthe™h omoe - a di

ticast-tv vlan

< ‘
“ mt oc ooh to
.

t h "~

¢ ~0:" t c h

e “t'hch o mEAN X L

e _oa _otoh .o 'YadA(AOWao et
switchport generalmul- .Mt MSY@NFfWEL., Lt "M o h
ticast-tv vlanvlan_id TT,tmy e” coht e t - ho ~eg
[tagged vlan_id: (1.4094) m_ aomt ot tggdeth.” a th”
 h T agtaggedx " - - tas TEt o.53 m
th*’o_’“’ e otch™ t7yt Y™ eec.
no switchport generalmul- ¢._T0;" ,t c _h _e"Pahe™h oM oe 3 dj
ticast-tv vlan ax TEt " mtocooh to th” ]
.0a™>e”" h ’ a " 9. 9/
cm oa™e" omt x c e to T'E o = 7Ty c¢oh - h
¢ ® “c¢chom™ oha *’e "BXBC mtho
console #
% T51@9T .0 a "~ e h o a* 9.9/
.0 a™~e """~ ] m t
show ip igmp snooping _° _ "~ .o, e oha”geg 0O o0oF x ;,  ee . g aeo
mrouter [interface vian id] x cc +t[ ! bo
show ip igmpsnoopingin- | _° _ "~ LTt e AYy22IAYO3 L'Day "~ ~“eeo o et
terfacevlan id
A . - ~ t e o ha™ ¢ 'Oo’:' Xt ee . 9 ahexoc ¢
show i . — . ¢, . i . .
p igmp snooping PSR
groups(vlan vlan_id] - e —
[ip-multicast-address
ip_muliticast_addregs
[ip-addressip_addresg
show ip igmp snooping Lo _- IThtmpty "mmo g ho T"ee . m [ 1 p
multicasttv [vlanvlan id]
show ip igmp snoopingcpe _© _~ ~ .~ _t t* % 7 gx moot tmt L@ cTox TR
vlans[vlanvlan id] LU T¥[ Vb T Y 8T e Y

Ethernet_° a a x t * MES100, MES000

147



HELTEX

h a h c o e e Y 0o a ™ e
A S_T0; xtE d:GM&nooplng oaaxt "VEAND hd "Jh7 Yt ota’E t
m o] h“mco " e ™ cohto > ot oh . a c o
“mt ~*eo t 'E e|GMph*c*h"‘oqa*M9=|f|xm o - : t 'E
m t "o nd "~ mt~*eo t 'E a * m /M ﬁ"EE ) ()] h a 'Y

console #configure

console (config )#ip igmp snooping
console(config - ify# ip igmp snooping
console(config)# interface vlan 6
console(config -if)# ip igmp snooping query
console(config -if)# ip igmp robustness 4
console(config - ify# ip igmp query

vlan

5.18.3MLDsnoopingt ¢ h o t o o

- interval

2

~

e

a ‘eao

MLD snooping T 2

h o

-

~

h

t

<

'E

a e o

*

*

0

~

m”

a 7 'Pe eo

c B -

* j—

cohao™me

console (config )#

-

~5180T 0 a ~

e

“Mm & b o h

- ~ [

6 mrouter learn pim

100

- max- response -time 15

- dvmrp

0 a e

ipv6 mld snooping
[vianvlan_id

no ipv6 mld snooping
[vlanvlan_id

vlan id:

ot al 5

ay22ALy3

(1.4099/ - _"0; .

s

t __ 7T 'OMCDsnoging.

ipv6 mld snooping vian
vlan id staticipv6_address
[interface { gigabitethernet
gi_port|
fastethernetfa_port|
port-channelgroup}]

no ipv6 mld snooping vlan
vlan_id staticipv6_address
[interface

{ gigabitethernetgi_port|
fastethernetfa_port|
port-channelgroup}]

D

- m~ e

h x c c

'- ipv6_address

vlan id: (1..4099; UL

gi_port: (1..3/0/1..28)

h x t

m
B A,Y t

h x cco

"hhx cmct ¢ * 0™
t™ ot m

_x [ ! bo
20" h

fa_port: (1..3/0/1..24);
group: (1..16)

ipv6 mld snooping vian
vlan_idforbidden mrouter
interface
{gigabitethernetgi_port
fastethernetfa_port|
port-channelgroup}

no ipv6 mld snooping vlan
vlan_idforbidden mrouter
interface
{gigabitethernetgi_por{
fastethernetfa_port|
port-channelgroup}

vlan id: (1..4094);
gi_port: (1..3/0/1..28)

-

_| o
mrouterc o h t

LY

t c h "~

fa_port: (1..3/0/1..24);
group: (1..16)

,\¢,..A,Yt

mrouterc o h t

c h ™

" eh MDD 0"
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ipv6 mld snooping vian

vlan_idmrouter learn e~ _t7a

pim-dvmrp J ~0: eo

no ipvé mld snooping vlan - ' T, . x Yt E coht .3y co” TO; ¢
vlan_idmrouter learn querye © __ .t " a

pim-dvmrp

ipv6 mld snooping vlan Jo® ™ Tyt mece omhot o YANE dzii S NJ

vlan_idmrouter interface{
gigabitethernetgi_port|
fastethernetfa_port|
port-channelgroup}

no ipv6 mld snooping vlan
vlan_idmrouter interface{
gigabitethernetgi_port|
fastethernetfa_port|
port-channelgroup}

vlan id: (1..4094);
gi_port: (1..3/0/1..28)
fa_port: (1..3/0/1..24);

group: (1..16)

ST TriYoutere o h t . @

Ipv6 mld snooping vlan
vlan_id immediate-leave

no ipv6 mld snooping vlan
vlan_id immediate-leave

vlan id:
(1.4099/. - _T0O;

¢ _ 70O ¢ hto e MI'DSnoopingmmediateLeave "t | _ X
" VLAN

ot _ 70 h @ @@MiD'Snooping Immediateeave "t
" VLAN.

.0a™~e"” hoé a ™ x h heot ~he V[N ~
¢ ® ™ ¢ hom~ oa™ e " eo mt h o h ’ a "~ ~o *
console (config -if )#
** 751811 -0 a * e 7 h ’ a ™ o e X \WLAN © ~ e Y e t h
.0a™~e """ ¢ 1o« er: < K © ] m t
X a o , e < ® . % <
ipvé mld join-group L0 Tt mt Tt aeomox DIPGn R @0 x
ipv6_multicast_address . -ipv6_multicast_address h x ¢ ¢ 0" " oh |Pyg
no ipv6 mld joingroup ST my ttt o om o x O hoxococoxh "ameqg
ipv6_multicast_address mo. T
“mt e ™ R - . - (MLD'_"OC"YLO;m{Cm“t Zoc o m
ipvé mld lastmember- _ o t o MESH024/MES1124/MES2224 h "~ Y _t
query-count count ] " " eeo a coh tx emto ™t ('E‘é‘“o'o'"'o*‘:f h
count: (1..7) Pvg “mm , ~
no pvé mid lastmember- fommt e~ T Tt el e ¢
guery-count

ipv6 mld lastmember-

interval (100..2550/2000

— —
@ "Eerom o cen

query-interval interval a mo xe” L hox sc ~oto hooy _mco TE"x of ya 3
a ™ T'ge o ~ " _ WMaxResporis€odg. t 6

no ipv6 mld lastmember- Comm¢t~e~ 7 7 ot e . e ¢

query-interval

ipv6 mld queryinterval value (30..18000k mH p |~ ™ ° " _t et h "7 IMCDTMc Aomoonmn

value _xe "

no ipv6 mld queryinterval fommt ~e™ — "~ ot e ;e co

ipv6 mld querymax-re- value (5..20/10m . _xe|=" "™ t a® m a” T'Ee x 0O S

sponsetime value t Y T Y @2 "m M ea " TEeoo” * -

no ipvé mld querymax-re- Commt ~e~ T 7 ot e . e ¢ 9

sponsetime

ipv6 mld robustneswalue value (1..7) Tmt e o Tt e ;. . _©°oH
m t qJJm’" e ~ _“e“"( e ¥ T0O"
e et~ "oxmtho 7T o m*t .t E X

no ipv6 mld robustness Comm¢t~e™ 7 7 ot e . e co
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.0a™~e " h a 0 ee t hx h mo™ ~ " A2 oherﬁet’
e t h m ~ h x c c c \WLAN o© > e t h m =
¢ ® ™ chom?™ oa“e " eo mt h o hEtherneE eote h
h x ¢ ¢ cohto VLAN e t h m ~
console (config -if )#
- A5_1@2T .o0oa™>e " h ’ a ™ o e X Pthermez ~ b x cYc et ek
.oa™~e "~ "~ S e [ € . K e [ m ™ e
X a 0 A, ~ e = * * <
v mid o J7 0t x _ " o Te o NOSTLO2NI "Moo ET F [ ¢
!DVG mddjomgroup B e eipv6,_address h x ¢ ¢ . m T *eeo o
Ipvo_address 1 -ipv6_addresg  h xcco o " h m |t @
no ipv6 mid joingroup STyt x e (NBIWZ NI mTototTE
ipv6_address m o e jpv6_addressh x cc . m * " eeo
iov6 mid i . "mt*e*“"’“‘(t o, ,hm O choto |
ipv6 mld versiornversion version (1..2)/2 Cet . n om0
no ipv6 midversion fommt~e~ ~— "~ er ;. ¢ €9
"% 75183t 0 a e ® hEXEC, a ~
.o0a>e """~ =e ™ : e ] m t
show ipv6 mld snooping toFfh®r* 't e oha*g 'O o *Hh
groups [vlanvlan_id [ad- moeot ~tmit m Tt Tee .a .
dressipv6_multicast_ad- vlian_id (1..4099 th~ e
dres$ [sourceipv6_ad- -ipv6_multicast_address , h x ¢ ¢ ™ " ho|pyg;
dres$ -ipv6_source_address IPv6™ ~ h, m
show ipv6 mld snooping in - to®h=>~ 't e oha™ ¢ @sneoping® ©
terfacevlan id vian_id: (1..4094) Ty Tteeo o+ 1D
i i to*h=~" "~ o @a ¢ hegt ™
show |pv§ mid snooping vian_ id:(1..4094) N Q emrotitér ¢t ™ 0
mrouter [interface vlan_id -
5184 xe ¢ . ©° mulicastt h& Y_~
Txe ¢ o miltcast h® Y *  mco TE x OtmYy ° 7Y x
chomaoth?™ och ® — e e o) h x c ¢ aeo o™ % h me o h
.0a™~e " h > a™* oe "o *¥ “x"h’'Eehoo o0~ e Y
Y ® * ™ cohao*me~fh & & o h ’ a ~ To ¥ T'Ee o ) o e
console (config )#
** 751841 -0 a * e " h ™6 * a "'Ee o o o e xh ho ™e Y
.0a>e "~ =e ™ : e ] m t
multicast snoopingprofile h 50 ° h a oe chwoh 4
name - - - *
i i - A~ X - “ceheo . 3
no multicast snooping pro name:(1.32m  a o - E _ el - ”YEjzf Lj?\ Ol a
file name l Multicaste h o E ao t tE
-~ m = to oy _* T x" t_ ooata x
t* toh™
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HELTEX

.0a™~e " h o é a * x h plulicastceh oy -~y
¢ ® ™ c¢chom?™ oa“e " " eom® m tx th o pfhylica8iceh’ o Y-~ Y
console(config - mc profile  )#
© 7 751851 .0 a e ” hoe a”xh nhuRicaseceh oy 7Y
.o0a™>e """~ e ™ : e ] m t
match iplow_ip [high_ip] Tttt o moot o oxmt T de &l |pYE
multicast® © h _mo
-low_ipt . © 7, " mukticast” " h; m
t -highipt . © 7. ° multigase " h. m
no match iplow_ip [high_ip] STt Ty, t o moot o tmot ¢ h o|p4g
multicast® " h  mo
match ipv6 ="°"<t moot o tmt cho |p6 ™
low_ipv6 [high_ipv6] multicast® " h mo @
-low_ipv6t . © 7. T IPv6multicast” T h; m
t -high ipvét _ = ~. " IPvemulticasE * h. m
no match ipv6 STyt o moot o tmt c h olpvg
low_ipv6 [high_ipv6] multicast® = h  _mo @
permit ¢ m T& Moot o ‘tendax 'Y vt v e e
/ ~0: |G|V||:2rep0rt'5‘ x T ox t chocxm ~t 'Em"y
no permit Te T — ! ¢ m Tx " e mo ot tmt Y o " ¢
IGMRreport™ x * x t ot h~*m . "t 'Em Y
.0 a”™e&a”* 2 ad e X h h o e Y et h m ~ o°
¢ ® ™ chom?™ oha *’e "ae™o omet h o x h h o e Y et
console (config -if )#
% 751867 - ° a * e ° h ’ a ™ o e x h h o “ e Y e t h
e ™ - e e
oa™e ™ '« R K ] m t
X a o , e < © . % <
multicast snooping max o hme o7t 07T . mt 0o 07 e
groupsnumber a .9 YdAWHAOE ati "y coht ™
i . number:(1..1000)/ - e . a® t o h"e - e  e” o7
no multicast snooping A~ toh 4.5 ‘hxce T/ cohi
max-groups - ’
multicast snoopingadd JhooYy o7t x _Tethmoe e L TVE Y dzEcle
name i
- - name (1.32m a o — — —~
multicast snoopingemove (1.39m . = Y, t moo t = cthmot = "7 Widzfc p A
{name| all }
.o0a ™" 2 a 9. 9/
Cm oa™e”" "omt x ce to TE o T 7Y coh - h o
¢ ® “chom~™ oha *’e "BXBC mtho
console #
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HELTEX

~ o A

51871 <0 a "~ e h o a* 9.9/
.0 a™>e "™ "™ ] m t
show multicast snoopingl , t o *h~>~ t e oha~g¢g ©O ~ 7Y m g cohto o
groups count hxcc ya=™ m™ a’™ T 'Ee o o ao’eo o T .o omt 0
show multicast snooping| , t ¢ " h~ >~ 't e oha®gg ‘O o m coheo "Xy ho ~e
profile [nam¢
5.18.5RADIUS _ t o h “e¢. MGMP* chomo
]~ e ea. 7" e a co o ™Y tohl:ho"’ @ﬁOTOEIpGMFﬁG coao 'EO
RADIUS h @ h ]‘ ""”Y m c , e Y eh®™™m ¢ he o"m t e 'Y e "mchox™VE " o & ¢ "Em t
e m o’R,E:) h cph0¢ * 0o h m h h ~ Ty otch~ 0 h ®
c ho . m oo ? m X ’Jm "é* am (oh'“h<"h' oea<q; ot . Nt h* fhz(eeo‘eeho”'c ®a aa’“z< t*m
c(h(mt . x;mt“o“ t'E“ a(:) e* a< oc hom e och<
m~™ “x Q" m h h o
._.O X o e e . - . t o h X o c . o_e'}qc ."(a Yt~ .0 a.aght*‘et'q’thm’“'yﬁﬁ t L
c h s a e (0} Yt oc oc ot o hoe X "O th“Mpn' 00 ht o mxﬁEh “Pa t h
~ t o h -~ C /-\,O;m ,Ot m - ,Y
A MAC m - etm: o 0 xmtho m t ~
A "° et coftvh oaaxt™toh=
A P " h . m ; h x ¢c c .
A _ . " _ e ot deny/permitc
h a h “RADIUGe h h ~ c h " met h o h~ - IGMR ™ ¢ h™ @ o
, . " Radiug ch "o’ e [ sO
.0 a ™ e h > a™* o0e "o *¥ “x“N’'Eehoo 0™ e Y
¢ ® ™ c¢chom™ oha *“’e "ae™ ‘Mot *h ™0 7 'Ee o 0 o e x h h o e
console (config )#
- 5188t .0 a * e ° h ~¢ *a "'Ee o o o e xh ho ™e Y
) a ™ e 2w =e ~ & -~
, KES ] m t
co xao 7. < @ .o
ip igmp snooping authorization Tmt e~ ~—~ o % ot h _avy Loe
cachetimeout timeout ex O tm ;h te’ e ot _T0;.¢e 0
timeout: (0..100002 , 0K, 't ™M Y mo h a e a @
r?0|p|gmp§noop|ngauthor|za- “fmt e o . e e N co xao ™
tion cachetimeout .= e o
.0a™~e " h > a "~ 0o e x BT hsc ™ eo ey e ¢ t hh mm o
¢ "~ c¢chom?™ oa ™ h “"eoa™ mtdcde x h h o ~ e Y et h m ~
console (config -if )#
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~ o A

~5189T .0 a ~ e h a o e x h h o e Y et h m
- 3 :
oa*e " e ,(e*:\K 4, mv
c o X a o ;”
YdzZ GAOF &G ay22LIA ¢_T0o;" .t " _ totwl!l 5Hlch O, hxgh~ | m
NJ RMNEE déi NB R ¢~ h~ aNBtjhdZA N®R . m Tx ; ” av] 5 dol
m h  |hDeg{t® ¢ h ome.o h hx Qtm Y]
4 - _"T0;.e|¢ cho't ep Pagitt THom Fx " t o *
c h otmxtmmt“h_ ho”‘tcp t ™
y2 YdzZ GAOF &aid ay?2 St _T"0; . e % _ toh g
) ) o ¢_7T0:;" _t eh o Fhi T GMR Fecxh@ i o
multicast snoopingauthorization cohtx ° RADIUS Mt & "opo ~x - e
forwarding-first moh o mhx o T 0 t ~Eeo o
K . _A'O; tm Yy m Tx C (Txo°t’h’\"y(;”tm('Y\'Ee
no multicast snooping authorization fommt ~e™ 7 7 ot e T ;e ¢
forwarding-first
Loa” & : EXEC
cm oa™e"” “omt x c e to TE0ICE Y ah TVYDPT h o e
¢ ® “c¢chom™ oa~e"eo mt h o h ’ a "~ 9.9/ Y
console #
~* T51d40r .0 a ~e " h o a* 9.9/
.0a™~e"" "~ e ™ - e ] m t
show ip igmp snooping authoriza- to*h~ " 't mo ™ ‘ht'ohao " g ‘H "L
tion-cache gi port: (1..3/0/1.28) | Im — ~~ _oa~ef hyxt@&mwos&hgtm™y
[gigabitethernetgi_port| fa_port:(1..3/0/1..24. |t o TE_o t Jhxec . 3 oteh™ "4
fastethernetfa_port] eoaet h A
clear ip igmp snooping authoriza- L, 0Tt _H T toh " e O
tion-cache gi port: (1..3/0/1..28) | 1m ™ . _oca~et hyxo*m*% Qtm"y
[gigabitethernetgi_port | fa_port: 1..3/0/1..24. |_ . " 7Y x_~ ""eeo o et h o om7
fastethernetfa_port] Im = et h ¢ M e X mrmey c
519 xe _ ¢ xch= T e Y
5.19.1 27 e a S s s
] Y 0 m ¢ : e Y ® 0CcC ™“meomt m mt a mco TE
t oh Te, YT X t oo
d Authenticationo™ x t et Tmot® emtyp T e “chom™ mx "
c m m mt a * "0 cCc *meomt [0)
d Authorizationo ” t oh T oe Y c ho tmho c*o mxth*o @ "¢ ° o mxt X ¢
m m t a oc ho s “ Xt et “ e 0u o c
) AccountinQ( ©ooTtm U e ~ coth e a h m x h mo
] Y h o e Y “® e 3")eSSH T o T E " X tm "y
.0a ™ ea" a™o ¥~ T'Ee o ) 0o e X h h o ~ e Y
¢ ® “ cohao*me™” e o mtho h o'’e

console (config )#

Ethernet_° a a x t * MES100, MER000

153



HELTEX

’

~ o A

~514ft .0 a”

e . h ’ a ”

0oa™~e ™

aaa authentication login
{default| list-namé&
method1[method2..]

m

e

t

mt "~
t a

-defaultt |

>

-listnamet | 2

C m

mcomo * ~ox ot e f

- . e < .
x @

mco TE"o

e ™

a;to°
’ m c m - ~ox ot e t ~
Y LM . .o
h mxo "@3 o s co TE o ™t

J— - . <

e

methodl [method20);

-enablet |

mco TEo

mco TEo

LTUE

~ ot

c”ho"’E

‘E

c“ho TE t h

omx * m t ¢

-linet |

- <

h

o <

~ e e

o}

< @

-localt |

mco TEo “t 'E "o

(aaaauthentication login

~Y T x ot et ) “ ¢
-nonet © E
-radiust |

no aaa authentication login
{default| list-namé&

default local)

list-name:(1..12m , a _
—o

t

q
t

-tacacst |

x o x

v

om¢t x c (0 e mo m
t ”"_G oee . g cho h o
. (o] B e A m c X m - o m X
aaa authentication login lishame method1
[method2...].

"mco TE" o " e mc m Y

x < * —_

aaa authentication login lishname

- —~ - t -

e e c o

- * - < L * <

aaa authenticationmode
{chain | break}

-/chain

C

C

a

-~

m t

m K TRy

h

[o] m

-breakt ¢ o m . e X
to”

<

e ™ - - t “ ™ oh t a

0o a

» X 3t
@
>

—

X cho g mm

aaa authentication enable
{default| list-namé&
method1[method2..]

e

t

mt "~

x h o ce 'Y“ ~ ®
-defaultt |

>

-listnamet | 2

x e

c m

e ™ —~ -~ t

- < * . < <

. < v r e . -

mco TE"o

a- to”"
t

Y mc m - ~ox ot e t

h x O~ m 'Y_Z ¢}

* * @ J— +

¢ m~e  methbdl [method20)
-enableq, m ¢ o T'E" o "t E ¢ ”ho =

c. .

-linet |

mCOA,E.

o "t 'E ¢ *ho TE t h

-fo m x .

he ™

o <

m t c h’"dYJ
h o(dadvauthen-

~E" o

mco TE"o

-nonet ©
-radiust |

m<c o
*

tication enable default en-

TR
(e}

able) -tacacst , mc o TETo "t
t e o

o«

'E m c m o ¢|

listname (1..12m  a
o

1

Yo ¥ boe MOE e

—

o c h

<

0O e mo

m _ (add authiemtieation

“enable default enable none)

" mt  6cay* e oy

no aaa authentication ena-
ble {default| list-namé&

. (] “mec m m %
V aaa authentication enable listname methodl

v

. < J—

+ <

[method2..]. " m ¢ o T’E" m ¢ ” & gad authenti-
cation enablelist-name

¢m< e (th[‘“-‘_‘RadiusHTAC_AO'S( h
hl’a’“'o;"ot a 'y co T'E o
T; o e 'E ¢ h - )

o < * o % <t

mt >

e ™ - t e ™ - e co

- * - < L * <
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HELTEX

enable password [level "Tmt e T " ot ¢ ™ hoaT B "eT YY_cg
leve] passwordencrypted S, omtxce™ co TETO Tt T @
-levelt xho e’ c¢ch 7
level (1..15); -passwordt ¢ © h o TE
password: (1..159) . a | -encryptedt ~ " " "t E ' hoe~elk .a |
o c“ho TFE R ho “eeoa ®
) Xxmt ho . m ; R “ 0 ) ) |
no enable password STt Ty, t e mho TR T Y moot ot
[level level
usernamename { nopass- Jo®~ T, t co TVETo Yt Ty 9
word | -levelt x ho e 'E ch 7 .
passwordpassword | level (1..15) -passwordt ¢ “ h o TE
password encrypteden- password(1..159p  a _|-nametr , & 'Y ¢o TUETo Tt 7Y
crypted password} o -encryptedt ~* 7~ t E o, ho Tee
[priveligedlevel name:(1.20m . a o 7j¢c " ho TE ’ ho ~eeoa "
xXmtho LM t 0
no usernamename STyt co TUETo Tt Y o |
aaa accountindogin _Toh o rtote 0 x o ot 6" Txoet
start-stop groupradius y ¢, T ,e . x .,  tT™ h™ o TEe®
« "(o(z(" .0 . momt ax co
co TE" o b —~" "3y 9 co c ™~ ho
"(°<e*: x::;:*"ch("'(eo
L el R SRR LY
- < < o< L co E o t E 90
(eo r;wt ;to“moo<t Stta}ftltstop*
moo* “ e Yo RADIUSHC “oh"a  t
’(h""‘*(m'y . moo""'RADJUS{
eh, ... %7 *514%
no aaa accounting login TmtTe~ Tt e” , e co X
start-stop groupradius
aaa accounting dot1x JTochorm ot 9T e Txet T gt 7Y
start-stop groupradius V ¢, e L _t _ hxo
- co TE" o ~ ot ~'E g0 fn
r;’lt( ’tO “moo(tﬂ(stta}ltl*ts’t.opj(
moo® " e 'Yy RADWIUSEc_“ohT*a t
e x Tt To.my L me o RADIUS
Ly ) ch 7 e 5.143_**"; c.
« ¢ h _’ maltple sessiong" © o 7 " stat/styp
com -~ otmy ° 7Y _*’”ho("o*a
multiple hostst t ¢ TE_o o TE"Y ¢t h o
LT .e Txtiet, . "¢c. O
no aaa accounting dotlx Tmt e ot e” ;. e . co
start-stop group radius
ip http authentication aaa Jch 7 7y toa to T Txt o eHlTTP |
login-authentication m_h [ Wx xmt~eo ~~ mc m_ ~ a
method list . a to® Fx" 't ch a eyt Em YT to
- method_list et x vx b et R 0 - po
(local, none, tacacs, ra- -localt ¢ o a e 7 ~ T ~Ee o +
diug)/local momet e . mco T x  tm yT
-tacacst , mc o TE'o “e m mc  TACACS
-radiust , mc o T'Eo e = RADIYS mh o h
no ip http authentication "TmtTe o7t Ce” . e . co X
aaa logirauthentication E
ip ftp authentication aaa J¢ch 7 7Tyt o a to® "xt epTR |
login-authentication m_ h hxo¢o _h xmt~eo  mec m
method1 list a t o” T x " t c h a e 'Ytm'Bmo'Y ® otag
B tc<1°x Xt :at "(e 0'”h"'
method1_list localt ¢ o a e " T ~e T S ge O‘c +
(local, none, tacacs, ra- | oo e T mcoemE x  tmyT
diusylocal -tacacst , mco TE'o “e  mc TACACS
-radiust , mc o T'ETo "e  RADIYS mh o h
no ip ftp authentication "Mt te Tt e " e co X
aaa logirauthentication
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HELTEX

aaa accounting commands L B et ox TN 6]
stop-only default tacacs « = . _oa~e”
no aaa accounting com- - o "mt e 7 t e ~ e co X
mands stoponly default
tacacs
’ ' ] 7Y to ) s to ¥ - e t co x - omt x ¢
-~ ‘ "e . h e x o ’ ':"_xz *mco’“’E'xwt ¢ Aohe;
*+A5_1d_2Tsth *ox ot m o " e B e Yox o t ™ c ho
st h Tyt h -'“ x t > h . -'" Xt~ c m~ e
o e e r v e
Start Stop
UserName (1) Imt E Jmt E T et _" e, Y co TETo |
I~ ° h 0 aaxttdhmah > 'E"
mot o mt I « — = Lo
NASIP-Address (4) ] E ] E . Y om o omm oo hm W R AdzZa
, , ho o TEe o e o e
Class (25) Imt 'E Imt E moo* " e Yy x: t* m mm
. . . I~ ° h _oaaxt™toh Y
CalledStationID (30) Imt 'E Imt E momm ch~ ~ e Yo
CallingStationID (31) Imt 'E Imt E [P~ " h co TETo "t  TYOD
AcctSessiofD (44) Imt 'E Imt E “e " TUEe . T et T
. , , ~T .- t a to® 3y co
AcctAuthentic (45) Imt 'E Imt E e *TUE xi et e 1
0 - - t - o T
AcctSessioATime (46) oot Imt E s T_AO? : _Z - = a ®
AcctTerminateCause (49) " _ ! ImtE o - “ _h .t 'y m mn
"7 75143t sth  Fxt moo® " e TLeL, Y x, tm o eho
sth ¥ x ot R R c m ™ e
h T x ot h T x ot
o ¥ " e o* " e
Start Stop
UserName (1) Imt 'E Imt E mTet e Y co TE o
IR " h anaaxt ™ bodhbh . m ¢
mt - mt I — — L .
NASIP-Address (4) ] E ] E - Y m omm o hm o Wlo R AGZE
i , .o h t oaaxt®toh®*y3s e?™
NASPort (5) Imt 'E Imt E o~ E o, "t ~F
i . . h o . o T 'Ee o ) e ™ : e
Class (25) Imt 'E Imt E o o ¥ e Y x . t* m mm
CalledStationID (30) Imt g Imt E IPZ " h _oaaxt*toh™ @
CallingStationID (31) Imt 'E Imt E IPZ " h co TE‘0 "t TYO
AcctSessioAD (44) Jmt Imt E e " TEe . o 1 I
. ) , T . t a to® 3 co |
AcctAuthentic (45) Im tE ImtE e Y LUE *xt et c
0 - - t - T o T
AcctSessioflime (46) Tt Imt 'E S T_AO"; : _z momt oa o
AcctTerminateCause (49) " _ ! ImtE Jh - = _h .t oy m mn
NasPortType (61) Imt 'E Imt 'E o - ~ t t ¢ coht”
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.0 a™~e " . hoé a ™ x h thoh a™ e ™ "¢~

¢ ® ™ c¢chom™ oa™~e " eoe mt k b h o B - Y & h a e ™ T Y

console (config -line )#

-~ ’\5_1@2[-[ .o0a™>e "~ . h ’ a ~ o e X Bthermet ~ e Y et h m
e ™ - e e
oca*e R K ] m t

X a o , e ' < @ R
login authentication{de- -vfr trattet o "  ch
fault | list-namée telnet, ssh

) -defaultt mco TE"o "t 'E mc m o Zc
- . m a q * ~ LT . * -
list name./(\l..l@ e ]e __ 0 adaa& authenticatiodogindefault

° 'm —~ - -~ |
- -listnamet , m ¢ o TTE" 0 t E mc mo 3

aaa authenticatiortoginlist-name

no login authentication mt~e® T "t e~ e o co X

enable authentication{de- Tt tmattet o e, chco TE 9

fault | list-name e, xho e ryTcmy _ o®lnet Ssh. =
-defaultt  , mc o TE" o “t'E mec mo (¢

listname:(1.19m . 2 9. __o a gaa duthenticationogindefault

0 o= Pt o
- -listhamet , m ¢ o E'E mec mo ¥ mo
aaa authenticatiortoginlist-name
no enable authentication Tmt e o Tt e” ;. e . co X
passwordpassworden- Tttt ot c”ho TE T Y Ot ha e ™ T
crypted] password(1..159m  a _ | -encryptedt Tt "7, hoe~ek .a
~o c“ho TE - ho ™“eeoa ®
X mt ho . m t R “ 0
no password T T 7yt e”ho TE T 7Y t ha e
.o0a”e " . IPrivilegeeEXEC
¢ ° ~chom~ o a e “Privileged®XEQ © hoooar
console #
7 751d51 0 a & ! PrivilegedEXEC
.0a™>e """~ Te o e K™~ e ] m t
Xxao 7" e 1
show authenticationmeth- Lo_" .o ,t e oha”ge 10O 07 "x
ods T e ™ oaaxt™toh )
showusers accounts . Lo_ . "t To_ " TEexQ 7" x 7
AP
clear lineline - Tt_h. ot m o mm Q x"% 7T eeo o
line: (0..8) -linet e o a h m MM eeo 0 x ¢ h ™ -
.0a e ”“ h ’ a ™ 9 9/
¢ ® ™ c¢chom?~ 0 a” e "EXBC mt h o h ’ a "~
console >
¢m oa™e " . T eeo 0 h* =% c¢c™h oMt x cheo. ~“teoe VEy oc o ~
“* T5ldétr .0oa*e” . h  a” 9.9/
\0 ame S _I mt
Showaccounting o o ~ t e oha=™ ¢ 0O o e "'Xm;t ht 0  e@ge” 7 Tax ett
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HELTEX

5192 hoto o ™ wl 51! {

h ot o o W!5L:{ mco TEC X tmy ° Ty *oxt e t
meco TE X t o x S e e 5 co TE- o ot - S otoh™
co TE" o “t  o*\hgy Tomac® A& E o ~ e RAD$U® 0*t om co - - t
e t X c h Tomt x c h mx hm™ a m t s~ t - ’

.0 a ™ & " a™o ¥ * T'Ee o o} 0o e x h h o ~ e Y

¢ ® ™ c¢chom™ oa~e"eo mtho h ’ a ~o

cons ole (config )#
- .o0a™>e " . h ’ a ™ ~o * * T'Ee o 0 o e x h

5.1d71 C . . Ee ° . _ . .

R e ™ [Tee ™~ - e
_oa™~e "~ ~ 7 _* "1 < P ] m t
X a o ; e . < @ o <
Jo * ~ XY t*meh mé mmco TE'RA- a
DIUgR . h ,ho
-ip_address IPv4-, TIPv6~ " h RADIUS _h _; h ~
-hostnamerm , t o @ "Yh wlh5" | {
-auth_portt e © a _ h coht~ Ty ¢ b
e . 9 - ""; ee . g
di host -acct_portt e o a h coht™ STy ¢ <;h . ®
ra |u§(s;erver 0s ho:;tnarge. o —o | “timeoutt et h 7 T o e Y ot
{ip_addresp (1..158m . = -refriest _o " ;  mt o ¢ cRADIUS®, h ¢ o |
hostnamé auth_port: timet _h _a 'y _ ,a exe6ioho o e
[aUIh'port aUth—porq (0--65535/1812 m h h =~ e *x T ox ot ach™ & tomat
[acctport acctport] acct_port: C o - < — N T i
[timeou_t timeouf] '[retrans- _(0..65535/1813; -se(;ret kew _"0; ° 7Y “xt ‘et ho “%
:ir;ger]etrles] [deadtime tlmree?rlijé:s(-l(isgg- o o ,_° cfa e "tee .a w! 5L
. PN - encrypted ke ~0o; T TY "xt et
[key secret_key time 0.20000 , ¢ | PPCTY S T s
- . - < 1 < R * . I
[encryptedkeyen secret_key: __ | -sourceip_addresst IPv4-. IRV T h m 3 mec o
crypted key] (0..12m , a o "o - m t PR N mto -e -5
[sourcesource_ipaddres$ encrypted key R T hoio _; ‘AT w! 5L 'y ’ T
[priority priority] (Q..;Zam CE L0 -priorityt ¢ h o h —t it meco "MEM §fe”
[usagetype] priority: (0..65535/0; o ‘e e st a.ch oh ot
type: (login, 802.1x, a\l all “typet t . cmc o ~E' RADIUS . hY_ (jogirf, dotl.x
igmp-auth, all).
¢m’“‘x"( otmx tmt Y _oa”g
time, secret_keysource_ipaddress —°Y " “ e eo. o

m h h ~ mco’“'E'x'Otm'Y'e*; e
mo ot t mt x 0" o) o * * TEe . g
no radiusserver host St Tyt x " s vee . om hoh
{ip_addresghostnamé RADIUS . h ho @
“mt~e ™ — 3z 7 mtc o TUEY;x a . " Ty
radius-server keykeyj key (0..12m a o T["xt et ' ~Hhgo “m p o%a e~
_’“'@;( e W!5|_:{a<"x xmthommt”oa
no radius-server key "mt e Tt e s e co X
radius-servertimeout "mtre® @t "'t T¥oet ym~ h 3 hm
timeout timeout: (1.30)/3m , __ |¢© T'E xco0a .xao T:."e Q0
no radius-servertimeout Tmtrmer &0t e, e, co N
c h ° —~ry ot o Ty: m¢tod 'ECac a.d
radius-serverretransmit e ©F m_ " owlhg [ h{" m hmcho B
retries retries: (1..10)/3 _T o, omx Tt omt Y tmy cooomo o
h ~ . m c m )
no radius-server retransmit "mtTe® T 0 t “e™ . e  co X

. c, .

Y mo 7 h
"oc o e

c h T om
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.o Lo Ty ot oct a Jho mt BN
. . h o > _ o o e _otoh m h h
radlus_serverdeadtlme h T a oy am ceox TE 3 a o cotxao
deadtime deadtime (0.2000/02 _ e|_o°o toho o e "omtxce . —m h h
RADIUS — etoa oaaxt®toh"
no radiusserverdeadtime At e e~ - e~ - e c o
deadtime - e e
. . =~ t och X 7h em ¥ mL ct o0 FH'E " X
_radu:;server sourcep e O - o -2 . m ot
ip_address Yo T T " N
p_addre e ey to_o wi5L! {®
St Ty ot och TR emey. mE o GHE "

. . ! ;"e 0 L mt TTh m” m
no radiusserver sourcep N ;_0 O 5‘{|f g om
[ip_addresg t h m® oaax t*%ho hnr~ m tYo; .

co TVETo e Y moo*"‘(e*'yo c h

. . =t t oc h "X ™h em ¥ mLct oFC'E * X

!radlusserver sourcepv6 .~e O e m w2 g m i
ip_address “ e yg ehoto o™ wisL!{

~T Tyt och ™ "R eaney. mEe e GCE

. T : - 0 _~ : m t ~ % h m m
no radiusserversource Yo ehoto o™ wi5LTf om n
IpVG ﬁp_address] t m ~ _o0aax t ™ toh™ _‘ :

co "E'o oe® "y e MYy choto o 7"
radius-server attributes Jo®*~ Toe " tH 5YHxt " c b Heqiest.!
nasid includein-access -nasidg oha~t ;oc ¢
req format nasid nasid (1..32)" t h % x| -a” hogigmo " m t "hosthamet c aa x t ” toh~
no radius-serverattributes otmx tmt x ot
nasid include-in-access o "~ h= ™™ t e " ; e co xao
req format

.oa"e Privilege@EXEC
¢ ® * ™ cohao*me~*im ¢ & o Pri\hilegécEX?E(;
console#
"7 751481 .0 a ” & " ! PrivilegedEXEC
.0a™~e"" "~ ] m t
. to*h=~"~ t ec"""mht”‘thADm. h h o g.0a™~e "™ " om
showradius-servers T~ hetee.g.co~E o i Sy
show radius statistics to®h="~ tchoto mC~ x|l RAdzAD
h a mco T'E o0 a*"ee “'Y
AAmtmeo t,E AO+~AyEe .em; e yY ':Achmh
LoMtp oM _xe T Z o7 mMRADWS ¢l oD oz orxm
otoho o) e "omt x ce m h RADIUS e e¥Toaxto
TmMao o a ext 3om ‘r_ﬂ?e(;rettﬁo-*m” __“YOE RADIWgc hm o h 3 h~
e ._~e” x |pP77hmmoa mypHOPMCcy dPmc ®oZ ¢ o h 1645
o m t 0 coc t o T 2o0omt xc ~ m h h x
console#  configure
console (config)# radius - server timeout 5
console (config)# radius - server retransmit 5
console (config)# radius - server deadtime 10
console (config)# radius - server key secret
console (config)# radius - server host 196.168.16.3 auth - port 1645 retransmit
2
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HELTEX

A._.O_ t 'E ¢ h a‘th emthom . WI5|_:{mhﬁ<ho
console# show radius - servers
start
IP address Port port Tim Ret - Dead- source IP Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global values
TimeOut : 5
Retransmit : 5
Deadtime : 10
Source IP : 0.0.0.0
Source IPV6 : ::
519.3.hoto o™ ¢! /1 [/ {b
hotoghb L/ {b o * m c : - t c eth~ "™ o “eex O m m
o] ’E‘O“C‘d(x‘;m’@”*o omt x c _xmthommt~x2nchw!5|_||1|b§ *c
X a chogg mm™a c ho h co” T eeomt ® ¢!/ 1/ {b ¢
T Authéyl'j)\éppj)\ztyo%é“ eedmmece ()¢ Yo~ th a 'y m ogmfo™ a xa e ™ a
co TE"o ot - 0o cC ® ~ e e a co TE" o ot ~'Ya c
i1 dzii K2 NR TtlothA 2y "e™Y¥0, ; -  tm'y o ¢ am™ o>~ h 'me
“ e m™ c ho h co®™ ™ eeomt T c X m ~ tm "y m em -
a e co 7T D™ ™t m h tm heyoh a ¢ h™d h 'Yy©Oo T'E o ~ ot Yo
.o0a™~e " h 76 * 4 ™ 'Peeo o x h h o ~ e Y
¢ ® ™ c¢chom™ oa™ e " eo mt h o h ’ a —o “ T'Ee o
console (config )#
** 751491 .0 a™ d ’ a ™ o * * T'Ee o 0 o e x h h o - Y
.0a>e" ™"~ € ’<Ke_*e<,_\’; ] m t
c o X a o , < @ "o
tacacsserver host Jo®~ 7'y, t x _* m¥ce emwo m mhc o "B
{ip_addresphostnamé ¢!/ /7 { m_h _ _ho O

[single-connection]

[port port]

[timeout timeouf]

[key secret_key

[encrypted keyencrypted_kely
[sourcesourceip_addresy

[priority priority]

m a [o]

key. (0..128m
encrypted key: (0
m .

a (o]

—

hostname: 1..158

[o]

port: (0..65535)49;

timeout: (1.30y™ . _ 1 !
retries: (1..10)

time: (0..2000% , ¢

a

.128

—

(o}

priorit);: (O..%5535/O ’

-ip_addresst IP" © hnTACA@St h o, h~
-hostnamer m _ t a0 TACAGS h ; N

-

- single connectiort _ . . aoa et
e o TE’ o " eo o m o B e e
TACAGS b ;hoa

-portt e o a h c ooh*ta® e™ ™'Y~ ee .m h

h o a
-timeoutt _ et _h ~ 7T o’ " ~"e Yy ot
-secret key _ T0O; T TY “xt ‘et ho o~
4.m o o*a eTACAGS e e -2

oo - . .

" | -encrypted_key _ T 0O; | " ho "eeoa
t "¢ ’ ho ~e Y m
TACACS;

-sourceip_addresst IPF © h m 3 mco TVE- x
“"h m~ mto -e 3y ¢ h e
__° TACACS

_priority-[ c h . ° h X t t
0: a e ?

L * < L
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HELTEX

< m"‘x,"( otmxtmt_ ’!timeomg)a”‘
Lretriesn, {timen, {secret_key, {source_ipaddm™ Y °
e o 0 W!BﬁL:{h‘ meco TUET x Ot m Y
e m coao "' EQ moot tmt x
no tacacsserver host STTTY, Ot x T T ee m _h __h
{ip_address| hostnamé TACAGS ' h ho o
tacacsserver key keyj "TmtTe” o7t TQO; X ,mco T
key. (0..12gm ~a o 7" x t et S/ _~"hgo "m "y o%a e~
cxmt ™y mtei¢l /1 /[ a X xmthommt“oa
no tacacsserver key cTmtme ™ Tt e” ;. e . co
tacacsserver timeouttimeout Tmt e o7t et h "7 o
timeout: (1.30k p .m |[c o T'E xcoa .xao T:"e 0O
no tacacsservertimeout "mtTeo UE e~ ., &  co xao
tacacsserver sourcep Tt rxfhpp _ocaaxt®toh® 3 omg
source_ipaddress . e, 0 " 7Y o%a e” moonf "h e hyaa
no tacacsserver sourcep cfmt e o T ot Imido ME"o0 ete h
source_ipaddress axt~”toh=® " 77y o%a e” moh ¥ "h
.oa~a” ! EXEC
¢ ® “c¢chom™ oa~e” EXEC mt ho h ’ a
console #
7 751601 .0 a e ” EXEC  a ~
.0a™>e """~ Te o e ] m t
showtacacs to':"h"*(t e ”"mtho _ X A m t ™~
[ip_addres$ T -ip-addresst IP* " h TACAQS m _h  h ™ 5 7=
)
show tacacs statistics 1 _to®h™mt™ tt mt x choto o ™~
h a h mco TETo e Y oa~e"
A Jo* ™ m¢ 'Emo h TAQAQS h h S h~*mco "o e ".h nmed a x
M®PH PMCcy dmc dPons t 7 _a” xt -[o|-|’*m°<”‘_ex*e'? oOX m t "h otte
o ¥ a e ™ °’“ee.aTS§Cretn1p:'h°h moa oaaxt™toh™>» 3 mc o
2o M HU R mMBH®Mcy dmc doyZ w8 0N Lm0
console#  configure
cons ole(config)# taca cs- server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8
5194 hoto o™ xch~ —~ e ym tEO 6{bat?
SNVP T t 7e o0 7o Y3 an he : “teR *x¥ ho*® — e xmtho meat K a
¢ h o e Ya m o a mthy* TYOT a e oha™ g a
h “moo Teeced m t .9 xmtho me=~"™e T Ye "a rmt'Y""e’(.;h”Yg x3c h
{batcho" Yy ot m t 'E - m o 0 X ceomt 'E m t 9 xc¢h?™
a ™~ 7 e S ~0" a ™ h h x t “ t oh S t h a e ” T 'Ee . m
“~ % a e mt h ™t e m Y a T x m t . a x ¢ h ™ ~YO-
caax t " MES1024/MES1124/MES2124° o Ty it e mtho t'E h ™ %o tx
x ® " ™ eeo 0 a o e t oh e - x ¢ h ™ — e Y xmit ho m t 0o a
SNMPv1, SNMPv2, SNMPv3.
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HELTEX

¢ ®® ¢ h ooma*™ e e o m¢t h o h > a ™ o

* [—

console (config )#

*+A5_161C‘0a"e" h  ar~ "\o“””“’Eeo'o _oe ., xh
.0a™>e "™ "™ € '<e,\*<~Ke ] m t
X a o : e . < ® .ok <
system iftypes @efault | »"a e’y t oto®he&t B  moco
iana-new} eyt gmy  co T  AFEELIS t-*t T
0 o fsystem iftypes ianaew":
d e~ ; ce Tiffype TPortChannet _t T
T dfTable t o ¥ h ~ ’ = jede8028adlLag
8 e~ .®0 Y AFECELIS T 7Y +f
oto®h* " " Dyan'y _ "~ _
-fdefault _h o fsystem iftypes default":
d e~ ; _ ®o TType TPortChannel' _t ~ ¥ 11
. dfTable t o ¥ h ' = ethemneédCsmacd
8 ‘e o Y AFeERLIS TV xf
o to®h " propVirtdal "~ _
1Y mtxc T ea e e m "o m T
th(*)?(tm'y*r;o‘:)(h‘(;(’ew:( oe:*“
snmp-server server J ~0: e~ ¢ _T0O; t’E co”" h’ x choto o
no snmpserver server T ' t_T0;" .t co0o”" gNMP.x choto
snmp-server community Tmtte” Tt "e” ; e mthd
community[view ""ee.a co choto o Tx {bat ®
viewnamg [ro|rw|su] —communityt Mt ho * moo® “ mt ~ ge
[ipv4_address - choto o ™x [{patT
ipv6_addressipv6z_ad- community: | jgrcomtxc to TE_°o T TY ;t e
dresg L.2om . = o O~-rWT*omtxc TTY Gt e Y T
[mask| prefix_length . -sytr "omtfXfa e mth™toh~T
[use-aclip-ackname] Vlemwnagne: o o -viewnamer © ¢ h " Tyt a 'y "~y oo
snmp-server community @.39m . .o {{batsg _otoho "o eo * .t 'E {
roup community group- m ¢ o ao " EO snnpseiver Viewb ch 7 Ty
Eamfe)[ipv4_addryeg|s P groupname. - | -t .3 "omt x_ni)pe Comoo*t mit «x
ipv6_addressipv6z_ad- (L.30m . & o -ipv4_addressipv6_address ipv6z_addresst IPZ " h  m
dres$ [mask| maske © xao¢-~xmth°;mmt~~ i ]
refix_length s -masktr a * m ~ " m "~ Lt &n s ot d
prefix length 255.255.255.255 N m‘to;e .o ¢
) |P2" “ h mo a <T ’ T -
. FC))I'EfI)i_EnogtI:IT. . -prefix_léngthr ;,m7o0 F 'ty _otoh
_ o IPvg ~h m= T
. 32 -ip-acknamet | 2 'Y m x mt oxcQ*m "o T |/
ip-ackname — | -groupnametr o ch Tty t o ay hxcec
(1--33mﬁa::’ ° * .t E c¢h B “ h t T 'Ee o och B
o na N S~ o
IPv4: A.B.C.D snmbserver grou . ¢ N
no snmpserver commu- IP\6: XXX X X s ’““'Y t ¢ * hm*tah ot h . m"0 0¥ m t
. P - u IPv6zX:X:X:X::X%<ID> < < — < -
nity community[ipv4_ad-
dres$
ipv6_addressipv6z_ad-
dresg
snmp-server viewview- R - h "~ t hx t cgh~"
name OID{included|ex- h = *h ~Q",,  ch” ~To3y T %o ¢
cluded ofo h ~*t TQ "omtxc _ RHL5®
oD, ", et  _"talb 2R Twrc o
view-name: ".h " 1 {bdPm Gmtho_ ~ "
(1__3Qm'a_o’“o""h('(h‘_'ho_"ee.( m"o_“z e "
""E'Om'a"o"~ Fao’eo o o e ™
DE,. .Y M®O®F ®DHUT
-includet hL5 _ _"0; e~ _ ¢h™ 79
-excludet hL5  m_—0O; e~ =~ c¢h=®
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no snmpserver view ~T Syt cht o ofo  h _e Yy ]
viewname[OIQ

snmp-server groupgroup- SO T T hEs g T,orT T T exom
name{v1|v2|v3 {no- co TE'o0 Tt 7 ch ™ ~ o0 *o

auth|auth|priv} [notify

-vlv2,v3t {"b at

gmMs Gusz Bo ao® 7

notifyview} -noauthauth,privt t ., ¢~ xt et = " ¢
[read readview [write grortjpnaame:o. ~ |Choto _oToa [bwm't, @o" ¥y 2 dziK,
writeview] @.30m . 2. 1TTTxt et o Te, Y T UT Xt ehto ]
o c,ym °~ ho "e agT
notifyview: | yotifyviewt . a 'Y ¢h T 7T oo ch e
(.3gm & oo | Jeo och " TUYVINERM o oq" X"y F 2 N¥Y
. -readviewr , @ 'Y ¢h ™~ 7% 0 %o “h e
readview: . to TE o tooe mag " . et : ao 0@ a
(@.30m . = .o ° | -writeviewt _ 2 'y ¢h " 7" ofo h e
writeview. T O:'t'E b~e~e Choe -
@30 a o —~ AS[:“\QFTA" et _oaaxt t oh (0]
no snmpserver group Y, - ks &
groupname
{v1|v2|v3[noauth |
auth | priv]}
snmp-server user username: Lo T t cppFdaR P "t . YD
username groupname (1.20m , a o 7o | -ysernamer ., @ 'Y co TE'o "t VYT
{v1 | v2c | remote host groupname: -groupnamer @ Y hxcec . T
v3| v3 (1..30m , a _ o "o | -engineidstringt , © , et _ " toh x 7~
[encrypted] engineidstring: xmtho mt " 5 ~otohoax co 7E’Q
[auth {md5 | sha} (5.3 . a o, 7o | -auth-passwordt ¢ " ho TE T 7Y T xt et
auth-password]} password _ o T
@.39m ,a o 77| -mdst __ " Ond5;
md5: -shat __ "~ QGhg
16, 732° "~ ;t -hOStTIP—‘°h<mK*a'Y gomt ™ @
Nno snmpserver user sha STyt cpdR B Tt TYO
username 20, 7367 " ¢
[remote engineidstring] Johamt
IPv4: A.B.C.D
IPV6: XX XXX
IPv6z: X:X:X:X::X%<ID>|
snmp-server filterfilter- o T ot 7 h Tt hXCEtth o3
nameoid{included| ex- co " o Ty it - ~Ethm o o1 E.AYy¥2
cluded; a . phat  hx o
-oidt . e t . “ t oh o ~ A( ot - a
S0 TN T t{bom gmino 7
filter-name m,oty ch oo b ho Tee . om0
(1.30m , a o "o coao "EQ mM a o 7" f @ao’eo [
h . E,.. Y M®PodF PHUT
-includet hL5 _ _"0; e~ _ ¢h™ 7o
-excludet hL5 ., m_"0; e~ =~ c¢h™
snmp-server filterfilter- STy, t eh o TRt h ot
name[oid]
snmp-server host hostname: Jeh " Ty, t e mtho T TY ¢
gpv4_|a:dress| igv6_ad- (L.159n » S e | T Y R {Th 2 N il NJ] LhJX{th at QM
ress| hostnam oo - communityt m o_" moo™ " mt "
[traps| informs] [version community: e . x_ _Toa "( e YT _
{1 ] 2c| 3 [auth| noauth ' -versiont ¢ ¢ h ~° Yttt ¢ tpap SNMPWL,

| priv]}] community[udp-
port port] [filter filter-
namg [timeout secondp
[retriesretried

m a o o
(L.20m = e 1 trap SNMPv2, trap SNMPV3

-~

. .| -autogx _ .
udp-port: (1..65535/162; -noautot e . x "
. , - priv ¢*_ ot
@ gl(t;rnar?e. o —o | ~portt UDR © hot ﬂ{ bha
- A 1-secondg ¢  h  o" o
t oheo c h -
seconds(1..300/15; Cretriest _o ~ ; _ mt

retries:(0..255/3

AYT2NYS ch o

o~

c o eeomt 'E ¢
- t’co"‘"‘eeom
“o"("‘xeeomt*'E [
t.oheT

T e Y ¢ o Tt
- mo o * e
¢} cmoc t o c hm
tmx tmt o 7
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HELTEX

no snmp-server host ~tTr Tyt e"mtho " 7Y ¢ b T
{ipv4_address$ipv6_ad- AY T 2NY GNEDI { baht 9k OH K
dress| hostnamé
[traps| informs]
snmp-server v3host J¢h 7 o7yt oe”mtho T TV c
{ipv4_addres$ipv6_ad- hostname: . e inféfm, '[I’.apSNMPG':” P h . hx o )
dress| hostnamé (1.15§"  a o ~o - noauth, auth, privgt | ¢ x t,( et e,
username h oo choto o Toa [ prat go "oyt2 ledzl K,
[traps| informs] {no- username: T xt et g Y T TTx't eito 1
auth| auth| priv} [udp- 1.24m  a o, 7o g Y m o ho e a T
port port] [filter filter- ) .| -portt UDFR o h t of prat "~ T
namg [timeout seconds udp-port: (1..65535/162; -secondg ¢ _h o" o’ " "e Yy co "t
[retries retrieg filtername: _toheo ¢ h "~  moo® " e |
(13Qm i a . o; —o | _retries'[_o ’\* T m t R 0o coc .to _ c . h
}\Y'-FQNJ{Z ch’ otmxtmt‘_ . *OC
no snmpserver v3host seconds(1..300/15; ~tr Ty, t e"mtho T 7Y e h T
{ipv4_addres$ipv6_ad- retries: (0..255/3 AY T 2NY GNP LI pbad Bo
dress| hostnamé
usernamgtraps| informs]
snmp-server enginelDo- Lo Tt T et “toh Tor_~
cal{engineidstring| de- enginelD.
- c h mc o 7 ) e T~ e e
fault engineid_string(5.32 | <o L Nt E e i e
m,oa.e °. xmtlinomm.t'"‘cp ' o
no snmpserver enginelD A Tooet " toh S
local enginelD
snmp-server enginelD re- Lo Tt T et _ T toh x "7 ™
mote enginelD.
{ipv4_addresg
engineidsing engineid_sting(5.32
no snmpserverenginelD o S R A T et _ T toh x"m 7
remote enginelD.
{ipv4_addresq
ipv6_addres$
snmp-server enable traps ¢_"0;" .t c¢o”7 h* x {bat GNJ
no snmpserver enable 4, _T0; . eo t_7T0;" ,t co”" mhoo *x" fehatd {
traps
snmp-server enable traps ¢_7"0;" .t otchmoofX “{dhath (NG
errdisable 4 ~0- eSOt . momto ye 9 NNRA&L 61
no snmp-server enable - ' ©._7T0;"  t otehmo ox” “fipagt h{NIe
traps errdisable coht” "Erdisdble Ye | |
snmp-server enable traps ¢_7T0; " .t {obtacth "{(i;NIxLJ o o * " & d
erps « ~0- eomomtOE}RGP-_S_O'Y“'EG~ ®
no snmp-server enable - ’ t_T0o; " t{bath NI K] mm o F e
trapserps momtoFERPS Y Ec” O
snmp-serverenable traps ¢ _7T0;" _t {[optacth "(I NIxLJ mm o Fa” ee e
flex-link « ~0- eo momt o Ye fleing "eht. h ~ mo @
no snmp-server enable " ’ St T0;" t{bath TGN L)mo oFa" ee
traps flex-link momto 'Ye fleink "eht. h ~~ mo P
snmp-server enable traps ¢_7T0;" .t {optacth "(I_ NIxLJ mm o * “ ' a d
link-status « ~0- e momtoye Yy coht” @
no snmp-server enable " ’ t_T0o; " t{bath NI Km0 F e
traps link-status momto 'ye Yy coht™ @
snmp-server enable traps ¢ _7T0; " .t {obtacth "{iNIxLJ o o Fa” ee e
macnotification change t~* 7" ¢, _MAG;  temoy &
no snmp-server enable K., -_T0; .| t_"T0O;"  t{dAaEthTUNI LtJmh oFa" ee
traps mac-notification .t T T e, MAG X h _emeo. oo
change
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snmp-server enable traps ¢ _7T0; " .t {obtacth "{i,NJ*LJ emmoo*¥e™™ hex °
mac-notification flapping e T MAG 'h "mo o
no snmpserver enable K., _"O;.,e9o t_ TO;" t{bath NI L) mooo*Fe ™ hex
traps maenotification e,. [ TNMAG thTmo o
flapping
snmp-server enable traps ¢ _T0o"t cth "SNMPrapm 0 © © " camh ~ F ~ t
I2protocol-tunnel ~0 e e drop-treshold, shutdowntreshold, L2PT
no snmpserver enable o= ' t_Top et x {bat _{(RRATLI moo
traps I2protocottunnel
snmp-server enable traps C_7T0;" .t {obtacth " NIxLJ et o To*7 e f
storm-control « ~0: eo e ' tohm ' .
no snmp-server enable - ' C._T0;7  t {Dbarh TNIAJ mm o "o e
traps stormcontrol e tohp-”
snmp-servertrap authen- " h 7" t ¢ h T* "t E moo® "
tication ax Txt et . _"e, OO0
no snmpserver trap au- K =“c¢h "7 't ¢ h """ "t'E moo*
thentication fLax txt et _"e, OO0
snmp-server contactext text: (L16Qn @ o = c E . Y.t _i et _t' ex O e 3 H
no snmp-servercontact Yt _oet™ tex O e oha
snmp-server locationtext J,oeh = Ty, t e oha®g O o a n
- text: (1..16Qm , a o TL—— "

no snmp-serverlocation - Yt _e oha®g¢g ‘O o a mtoogqg
snmp-server setvariable variablename name Lo oYyt xmtTeo tE Ce” . 4
namenamel valuel GFtdzS "o~ e . MB oaaxt~toh™ ¢
VI YSH @]-fdzéw moot  tmt |-variablenamet 2 Y ¢ h a eeo T

" e . -name, valueg ¢ ~ h . moo t (Tt'rnet"n;”me*“a

.0 a* & 2 a "~ o e X h ho@dg™e*cy "~ @et™ h Ethterméf”mm

™ c¢chom?™ 0o a “he e 0oa m t oheo X h Ethernéte Y e t h

console (config -if )#

- ¥ T5162¢c. 0 a e 7 . h ’ a " o e X Btherhet ~ e Y et h m
oa™ e "™~ ¢ T e,-i JKE 4 mt
X a o ,"e (o) < o -
snmp trap linkstatus ¢_T0;" .t SNMPthap oo ¥ "ca - ca e
mt o ’'Ye Y e “mt h ™ ~ a o o coht?™
- K —0; . eo —— o
no snmp trap linkstatus - ¢ ._70;" t SNMPetrigro o X "ce - a e
mt o ’'Ye Y e *mt h ™ ~ a o o] coht™
bandwidth rate va ey tootem e co o AF{L
e Y h “ T 'Ee o chocxm eo mcom
rate: e t oh e " P LYt e m _oh
(1¢4294967295)/ - _ T O;|co TE Xx tmry . om7Tx .~ S _o "~ h
e 2 . _Te” ™ oc'm“"e t: ""Ee(iem\o
e a @
no bandwidth "oyt e e e c0 T . AT
.0a”e” . IPrivilegedEXEC
¢, 7 Tchom~ oha "’e “peilllegedEXEQ® o©

console #
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.0 a™>e "™ "™ ] m t
show snmp Lo _- Lot oma "t xe e pat
show snmp enginelD Jo_ . om ot " et Xxmoho TedghelDEe © o { ba
showsnmpviews 0 = ch= t ~ od&NMPh e v
[viewnamé - = - - <
show snmpgroups o - . t.uxq{bat
[groupnamé = '
show snmp filterd[filter- o - .t “Ebht
nam¢g = *
show snmp users 0 - . "o ~“Epap-t . ~
[usernamé - ot ° °
h a h. c o —e oea *'¥ "~
A "mtYeoce ™t ‘Ee’"Y’Yc*h”’C@ntgct“bcatiom) “mt ™~ eo t ' E T omt xc e
mtho moo® " mt - LJdzo:ftA. 3d ~m t ™ edfoc h m P X gyt x c
moa M@pHPMCY PMmoMdvatee . moo T T mit
console# configure
console(config)# snmp- server enable
console(config)# snmp- server contact support@elte  x.nsk.ru
console(config)# snmp- server location Objedineniya - street, 9
console(config)# snmp- server community public ro
console(config)# snmp-server fMommuni t ywl@2rl68\ia3 e
5195 h ot o o &em " B Taoe t oh e “m t owahbb
hoto o a o e t oh e ~ m t Owahb?o Y Y tmy h * m
c Tomt "~ t 'E *o 7™ h o 0 ao’eomt oetho 7Y m
omto ot 3% h ™ t h mp ¥~ & . aomo "RMON hac ¢h x O o : ’
7 h ™h t " x QOt t h~ a T x X —~ a m t () " e oha~g¢¢ 'YX
c h o ° e x ¢ h ~ — e Y m t 'EO®
.o0a™~e" h ’ a™ o0e "o * *“xh'Eehoo o~ e Y
¢ ® * ™ cohao*me”fh ¢ & o h ’ a ~ o * " T'Ee o ) o e X h 0
console (config )#
* % T5164T -0 a * e " h ’ a ™ o * * T'Ee o 0 o e X h h o ~ e Y
.0a™>e" "~ € ’<e/_:<*Ke ] m t
X a o , e < @ oo
rmon eventindextype Trmth* "t omo® .t 'YX meo ™
[community text] [descrip- aoe toh e " @
tion text] -indext , e" _m mo® .t Yy
[owner nam¢ -typet t , ¢ x T oa T e YI e h
index:(1..65535; Htoax mo m .t 0 A
nonet € '<e(h'ho””’t'Ex”<'oa"
communitytext: log T e h ho "t °'E “~c mE t -
0.129m @ g traptotm . "t 'E {bat N} LE
o i W o o .
descriptiontext: IogtlrapT, = cL.MmE
(©.129m @ Tg | AR ; . ;
_Commur“ty'[mtho_ mo o I‘T'It_ {b
ownernameY m t h o| trapn;
-descriptiont © ¢ m T e - pmo T .t vy
_name'['a'Ymo"""t(_A'YmO .ot Y
no rmoneventindex STyt o mo ooty meco TE g
e t oh e )}



rmon alarmindexmib_ob- TTmthTo T tooxm To oy LT T
ject_id interval rthreshold -indext , ¢°  _m ~ ~“h -eo o mo* .4
fthreshold revent fevent -mib_object idt , © et _"toh ¢ h a
[type type] [startup direction] . _t7; hL5
[owner namé] -intervalt , et b 7% ot e 0
ot m 'y mh= maqgo™>Ptm 'y m e om 5o
c” a
-rthresholdt _ o m g0 = 'Y*~ 7y h~e ¢~
i . oy - -
fthresholdt e |, m 90 ™ Y Y hTe ¢
) -reventt , €7 _m mo StYE otoho
index:(1..65535; m e om g0 f y* e c .
) ) ) - feventt e°(_m mo ¥ .t YS _otoho
mib_object_id: o h h | e e mogo oyt he ¢.
e - OID; -typert a to” ot *oh™ X " " ee . 9
. | e s e Y 7 TY mh o o-e e Y m h
interval t mRenltar * — e e
cabsolutet mo Ot eo e .
(1..4294967298 5 |. " e e o %t mh~* e e anmm~ *ixA
et h; v
rthreshold: C ot qdltat et ;e *h*eeo c
(0..429496729p m~ "e a ot *ohn T ey Tt d
h ~ e c” Fx™ tm mhh™ ee g~ a 6h
fthreshold: - e va c ha eeo oe ¢
(0..4294967295 t h e~y T T ‘
-startupt ,emthx ¢ Y T TY e h”og
revent:(0..65533; oetho TFEeoa et h ~ 7 @ ch
* ™o e . g mo* .t * 7Ty ¢ hod
fevent (0..65539; c x t a mh ™ e e Y oto*h™eeo
ownernamem t h e | . a h"e ¢~ a
. -risingt e h ho TtE e ;e
type: (absolute., deltagb- om0t oyt . hre g 5 m~ - a
SOIUte’ e o e ™ c h 0 a oetho T'Eeoa
. . . ‘Ht o ;h ~ e c
s_tartup:_ (r|5|r_1g_, falllng,ls- - falling T e h ho *t E e -eo
ing-falling)frisingfalling |, 50 ° y* h~e @gofh=meo d
e o e~ c h o a oetho T'Eeoa
h"“eo 'Hto;m rh"'e.c<
-risingfallingt |, , e . h ho ~t'E " e .4
v c o “om30°’Y"'(m *K*Ax e
e oto h™eeo c h a e eo o
t{h_*”E{’{*o’“’ﬁ“*o h~ eo om 5o
a e yEr —~ L ) h ~ e o F m 00 2 ,Y.l.
-ownert , a’y mo "7t Tyt "h | eo
no rmon alarmindex CTToyY t oxm o o T T
rmon table-size {historyen- Tttt At moa” TRe T ETh g g h
tries| log entrieg -historyta = _m ~a” TEe o o 7 omit
h .
history: (20..3276%/270 | -logt a = _m a ™ T'Ee o _°o T,y mt o
log: (20..32767%/100 [ oo Smtxe oo X
H h x xmtho m t )
no rmon tablesize cTmtter o7t eT .8, . ¢o
{history | log}
.0 a eh ade x h h o e Y e t h mEthemet’* c
e t h m = h x c c cohto
¢ ® “chom™ oa~e " eo mtho hEthemeE eote h
h x coh to
console (config -if )#
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**’“5_165-[\oa"'e" h ’ a ” o e XPtherme® ~ B x ¢cyc . e t e h h m
.0 a™>e "™ "™ e ~ : e ] m t
rmon collection statsndex ¢_"T0O;™hta ho ~e ~ mtoh ¢
[owner name| buckets _ . . R A "Tee .o daL.v x" "7
bucket_nur index:(1..65533; -indext , ¢ " _m t Tx a0 . hxcoc
[interval intervall o h :amg 6 | NAMET . T TL.T.e [ hxge meTtom
— < ' — | -bucket_nunt " e " ; “emm o3g hx ao m
bucket num: (1..50/50; | .. T s~y m*on -~ "mton oo
interval: s - L =
-intervalt ¢ h o ochom Y o h a
- - (1..3600/1800" , __ — - " = *
no rmon collectionstatsin- ¢._~T0O;06ha ho ~e co homctc*ha mt
dex RN 2 ""ee .o galL.0o x" "7
.oa~a” ! EXEC
¢ ® “c¢chom™ 0 a”~ e "EXBC mtho h ’ a ~
console >
"% 751661 .0 a ~ e " h > a” 9.9/
.o0a>e """~ =e ™ : e ] m t
show rmon statistics Lo _- T .t mt~t PEthérnel x T flextc c
{ gigabitethernetgi_port| cohto 3§ ~mco VE'x ax 0O T 7Ty x7
fastethernetfa_port| . .
port-channelgroup} gi_port: (1..3/0/1..28)
- fa_port (1..3/0/1..24); " p p p
show rmon collectionstats - group: (1..16) to~h ot e oha”g¢g 1O co
[ gigabitethernetgi_port| B t.omt 0
fastethernetfa_port|
port-channelgroup]
show rmon historyindex Lo~ . vt mtoh O 9GKSNYS
{throughput | errors | other} -indext " ¢ho " ee” 7y ~hxcc®™ mt™H
[period period index (1..65535; -throughputt ¢ 0o _~ ~ . =t m. t .
(’)chocxm_eo ;mc omo e omt 0
period: -errorst ¢ o _ " Lot myg e 0
(1..214748364y" , __ | -othert ¢ o __~ Lot me ot 0
_period'[co_'" “"' t mt o h O o
a0
show rmonalarm-table 1 Lo_ T om0 TxQ tTT T o egx T Th
show rmonalarm number : Lo ey o o xh T e O e
number:(1..65535 “numbert e _m = = co o mo
show rmonevents . Lo _ T .o totmF S ex o mo ¥ oot
RMON.
show rmonlog [even{ Lo ettt T T ex e om o
number:(0..65535 RMON. _
-eventt €7 _m mo ¥ .t Y
h a h c o e e Y oa~e?"
Auo_’“""t’E mt*t o mt X Mmn et _h Lo m” QGKSN\VSCI
fpo n s o $hew#rmon statistics gigabitethernet 1/0/10

Port gi1/0/10

Dropped: 0

Octets: 3876
Broadcast: 0

CRC Align Errors: 0
Undersize Pkts: 0

Packets: 57
Multicast: 57

Collisions: 0
Oversize Pkts: 0
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Fragments: O
64 Octets: O

128 to 255 Octets: 0

Jabbers: 0
65 to 127 Octets: 57

256 to 511 Octets: 0

512 to 1023 Octets: 0 1024 to max Octets: 0
~* T5187T € m~ e h x TEt *t o
“ h ™ a t h c m ™ e
Dropped .0 ™ : m t o * "ma~ toh¥T~ ~er . gt - -
.0 : m t o o tT * " e e co’“o()ocﬁ"oug"yty tyo
Octets —_~ e - * % b A
. O; Y h . a o ) t S eo . O; Y
.0 : m t o] c h e 'Yt . 9o c "~ t o 0 "’O;”
Packets “ch  me ¢ = : 0 ®
.o T m t o c h e 'Yt . 9 ’ hgot oo™ 'E 0~ t o hEe
Broadcast e - . : - - _ )
_.t-bo
Multicast .0 ™ : m t o c h e Yt o) aeo o™ " h m e o) c
.0 7 : m t 0 c h e 'Yt 7 ¢~ t o T T eo
. "'*e\)<u h eoxe@® h o T'Ee x O mx a a x *~o m c. -
CRC Align Errors h cethor @ gpsmTahao m e c —.a ,
h= e 17 ARlignmén).
Collisions e e _~ to oM™ - e*m " ~ae eeota 9 (i K SNJ
o T - omt oc “c h teo'yt ."g~ e o a e 'E’ cn ~
Undersize Pkts fot.3y eo  TO;"Y Tt _oetho ~Eeo m
a h o “ e e 7 @
.0 T : m t o} c h e 'Yt . 9 c ™ t o T T eo
Oversize Pkts Fot.3x eo  TO; Y da ity @@ thoodMge "~ Emao
a h o “ e e 7 @
.0 7 : m t 0 c h e 'Yt 7 ¢~ t o T T eo
* t .y eo ~0:; Y o F t oet h ot egeeqd h om™)
Fragments m x a x - 7 m c —. a : m "o a o t o
C/{0E —_ %o m e ¢ T.a : mTotaAlignfhen)t 060
.0 7 : m t 0 c h e 'Yt 7 ¢~ t o T T eo
ot .3y eo ~0; 2 t oeth ol eégreeq® h om)
Jabbers y —_ s — . = i T Lo
mx a a X ) m €. . a poom 0 a ot o .
C/{0ox 7, %o m e ¢ 7T.a :em Torapligifen)t o6°
.0 : m t o] c h e 'yt o) c ™ t o o) "’O;”‘
64 Octet —_~ . - : . = " e e
_ O, Y h a o ) t > eo . O, Y
.0 : m t o] c h e 'yt o) c ~ t o 0o "\'O;*
65to 127 Octets ftt  _T0O; t_ T'Eeo 4 m_TQ;~Y h_ _—ao .
mx a a )
.0 : m t o] c h e 'yt o) c ™ t o o) "’O;”‘
128to 2550ctets S .__"0;, t, T"Eeo0o oo mM_~T0O;"Y _h_ _ao
m x a a LD
. - : m t o] c h e "yt o) - t o 0 "'O;‘
256t0 511 Octets vt _T0O; .t TEeo o . m_T0O;"Y h _ao
m Xx a a (O]
.0 : m t o] c h e 'yt o) c "~ t o o) "’023’"
512to 10230ctets v~ t _T0O;. t_ TEeo o m_T0O;"°Y _h_ _ao
m x a a v D
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o ; m t o c h e 'Yyt o) c ™ t o 0 "’O; -
1024to 15180ctets Tt L_T0o; .t T Ee o 6, m__T0; Y h L 20
mxaa . (o
A 0 “ ot E e oha~g¢g¢ O ¢co h xcc™a mt * t m
fo n s o $hewt#rmon collection stats gigabitethernet 1/0/8
Index Interface Interval Requested Samples Granted Samples Owner
1 1 0/ 8 300 50 50 Eltex
~ % 751681 ¢ m~e h x TEt "t o
“ h ™ a t h c m > e
Index e ° X_em “ T'Ee o ® et ¢ hx " ~c m
Interface Ethernet et he™ mgtohoa “cx ™ e ochom @
Interval "e t h “ m xe ™™ 59 a T x ochom=™a (0]
Requestedsamp|es =" cho . eeo o - poom t .o otm - ) t o ) > _ o
“ h " eeo gomt ~ myg aoo’™ t- ittt g
Granted Samples e eo o
Owner ¢t T, e TTeeo Te.om @
A o " "t E m . 't mcomoc'hebayxtmheoc . mt~t mt
console# show rmon history 1 throughput
Sample set: 1 Owner: MES
Interface: gi1/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 6752 18.67%
" 75189t ¢ m "~ e h  “x TEt " to
“ h ™ a t h c m ™ e
Time I S h a 'y mo ~°% * e Y ¢ m (0]
o : m t 0 o t T e e o) o _"‘o; A 2 t
Octets h a = t S eo "O, YT t o et
.0 : m t o] c h e 'Yt . o c "~ t o o) "09”11 f
Packets ey vt m o
.0 : m t o] c h e "yt o) g0 h o o) c - t o
Broadcast e ch~ ~ oe 5 e " hoe o = s
. .o T m t 0 c h e 'Yyt o) g0 h o 2 ¢~ to
Multicast e~ ch~ ™ aeo. 50 %™h me . “ch me
c e - m h T e chocxm e o mcomo*eomt
Utilization t : e c h o "~ o h a h o e Y c m
: e o "o t my; eo chogeg et”™ @
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‘o’\; m t o tch @&~ . 09" o h a h o "~ e Y % ¢
. o mMpmy Tt O, . ¥Ee@® Fo T¥Ee ©'0, B x @ ax
CRQAlign CMPMY e e e e = L e ,
D . oo . . choICyl{_pz_o*etmom’\Ef
ot go n  F T Alignneng). _ ~ e Y
N c e - o : m t therfef® ©oa eet™ T~ oete 0:a egQ
Collisons o ~a Ny c m CD“ - oo - ) ) :
.0 7 : m t 0 c h e Yt o) t : e c h o " ™
Undersize Pkts a e’E" ¢cpn T _t o m_T0O; Y h_ _—ao .mxdart
o] om¢t ™ T 'Ee o a c h ™ T 'Ee o m o h a h o ~ e e
.0 ™ : m t o c e Yyt o) t : e c h o "~
Oversize Pkts o TET . MpMYy =t g m_~"0Q;~"Y h_ _—ao . 7
mx a a O eo omt ™ T 'Ee o a c h = " 'Ee o m o h a
.0 7 : m t 0 c h e 'Yt o) t : e c h o " ™
a e 'E’ cn -~ t g m ~0;" Y h 0 * t
Fragments a D% 9o heoxe@®@ho T'Eex O mxaax — %o m c .
h oethof“qu?l_’)Zm’x“a“:‘ao m e c —.a : m
e tYAlignmen).
.0 7 : m t 0 c h e 'Yt . 9 t : e c h o " ™
’%OA'E'< MpMy 'E'mmt é*m_ﬁ,o;m,Y‘h‘waO» . L4
Jabbers mxaa.(y ea Off eoxe® h o T’Ee x O mx a a x o m
cho h o et hfoC7'He(py ™ x"aca m e c —.a ©oom
e .7 e Alighmen).
.o T m t ) * "ma * toh¥ ™~ ~er . gt * - ot
Dropped h o "~ o ha h o ~ e Y ~c m )
A 0 * "t 'E m o"ex O t ¥ T gex m e ” 7o t h 0
console #show rmon alarm - table
Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
~* 75160 ¢ m ™~ e h x TEt *t o
“ h ™ a t h c m ™ e
Index "e 7 m sy x e “ T'Ee o - et c hx Q" . ¢
OID OID oetho ™ hx a o c h a eeo
Owner L0 TE 0 mYotr "TVEY e o mE
console# show rmon alarm 1
Alarm 1
0OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30
Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1
Falling Event : 1
Owner: CLI
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~ 51611 c m ™ e h x TEt ¥t o
“ h ™ a t h c m ™ e
OID OID ocetho ™ hx a o c h a e eo
=e‘; e c h a e e o e ™ com ™ % e a 0 e t hy
LastSampleValue h a  egbhsoloter t o 'Hto ™~ " mo 7Qteo “e “deltatt o k7
e c” a > "X e~ e Ya c h a eeo o e
e t h - m xe ™™ 5% t : e otoho
Interval o e e h o~ e - a
t o" ot *¥oh~ X " e e 7 ¢ h a e e 9 c o
€™ a:i @ cafsolutetr ©~ *mo Tt e o e, e . .%h~"ee
e e m h ~ e c e ™ oe ¢ deat S € X ;ae o
SampleType e o c h ac he e ocom ™ " e a ot ¥ oh *x 7 |t h ~
e c” T x ® t mh ~ e e ~ m h ~ e e~ a oh ~ e
. e ™ ;"‘ ; _oetho ‘Ee o o . e t ; h”‘ 0P
"emt h x c Y v e h ~ ¢ mo % tt h e @
Chm ~ e hm C -~ mh e 3 moé’ t Kl —~
mh ~ e e Y ot o h™eeo c h a eeo m o " eo
risingt e h h o “t E ° e 1 e o - “ h e o m g
'e”‘; e eemt o Tth ™ a e e o e ™ c h 0o a ao et h
h ~ e’|[qgtao h * e c b
StartupAlarm falingt , , e  h ho ~tE " e eo 7 ~“h —eo = m
e ™ : e oto*h=™eeo c h a e eo e c h
h ~ e o ‘Ht o h ~ e c (0}
risingfalingt , . ¢ . h Mo ~tE 7 e geo T “h  _eo
e m g0 7 y” h = e c m e~ e oto”
e o a et h - Yo TE’ - T o h ™~ e o om 5o
e m 5o Y h e c [0)
=e“‘; e om 5o YY" h ~ e c- P .o .o e ™
RisinaTh hold " a oetho T'Ee® a "o ea h 'E* T 7 % eee*o0 t hx “"e a @
I1singl nresho < — P * - < < . © ¢ — <.
e o a et h & . o‘oa‘n’“"Eﬂ<9<e*oth e ¢- X t .
e h "Wgx tm
=e“‘; e e m 5o Y h ~ e c- P .o .o -
. " a oetho T"Ee% a0 e*to WME* ™ " *“ee¢o t k*"e a ¢
Falling Threshold e o a et h o~ ~—~ a e E’ = %Y he e Te L e
e hh x tm YO
RisingEvent me " m mo® .t 'Y mco TE"Xx QF om Y3 o "
FallingEvent "e” ~m mo® .t 'Yy mco TVE'x Q"  om'Yy _o °~
Owner Lo TE0 Tt TEZ mo T " e o mE®
A o " "t E t**¥ 7 ex mo* .t RMON"~ "~ " eeo o0 aoe
o n s oshew#rmon events
Index Description Type Community Owner Last time sent
1 Errors Log CLi Nov 10 2009  18:47:17
2 High Broadcast Log - Trap router Manager Nov 10 2009 18:48:48
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* % 751621 ¢ m "~ e h x TEt "t o
“ h ™ a t h c m ™ e
Index me " m3 xe ~ T Ee o T et ¢ hx O mo ¥
Description .o0aa et™”h 3 oc m. "~ 0O, mo® .t O
’ c X " oa 7 e YS e h X a o o] xm¢tho m
nonet © e h h o “t E X - a — e Y
Type -logt , , & ,h ho "t E e mE t" T T e, X
-traptotm . 7"t 'E [ bat 0NJ LX
_|Og_trap'[ o e . h . h o ; “t E o . m 'E . t -~ '_\* c . . o
Community Jtho = moo® " mt ~ (phat ~Y e oh om0
Owner o TE'o0 "t TFEFy mo "~ 7 mo® .t @
. ¢ h a 'y R S e h ho ~ Y com T "o o
Last time sent ¢ S to 4o P " h~ co ex "0
A o " "t E t*™%7T"gx awew® domo RMGN ~
console# show rmon log
Maximum table size: 100
Event Description Time
1 Errors Nov 10 2009 18:48:33
“ % T5163¢c ¢  m~ e h X TEt * t o
“h o~ a t h c m ™~ e
Index e © m 3y x e “ T'Ee o - e c h x O -
Description oaa et”h 3y oc m. Q" ~ mo® .t O
Time ¢ h a 'y mo - % e Y ~c m )
c m "omt xc "~ s X ¢ h ~ — e ’ X m t h
5.19.6, ¢ ) L/ Y ST Y
Hho'h”’aaeo< 0'<mc<o;“c<<az*“o_’q:ataxh"‘"tlmp *t'E . o]
x ¢ h . (e* (@) xmthommt“o*aet;(hhlq()< ;Jnf'd.’s(h'Ht o<m <@<e - m o
(AccesontrolList! / [ 0 = 7Y xch ™ 7 e YO
.o0a™~e " h ™8 ¥ 4 7 'Beeo o X h h o * e Y
¢ ® **c¢chom?™ oa™ e " eo mt h o > a ™ To ¥~ T'Ee o
console (config )#
** 751641 -0 a * e " h ’ a "~ o ¥ * T'Ee o o e x h h o -
.0a™>e" "~ =e ~ : e ] m t
managementaccesdist . 07Tt me mo _ Tomtxc™ Ty
name name.(l..32)m LAl X h h o ~ e m c m _" T omt x d

Ethernet_© a a x

MES100, MES000

173



HELTEX

no management accesiist STy, tome mo o Tomtxce ™ 7Y
name
management accesslass e ot xehm e o xmit
{consoleonly | name me m_ x accesdisth T s gt . hx t x|
Tomtxc ™ P
name:(1..32m _ a _o 7 -consoleonlyt x ¢ h = "~ e ~~ xmtho mt
m oemo [0}
no management access ot ey, t o h"e - e " xch
class o c ® — e e o0 ax rrac:cesgjs:[)_.x " omt x ¢
.0 a "™~ & 2 ade x h ho ~e Y mc m * T omtxc
¢ ® *® cohao*me™” e o mt h o h ’ a o e x h h
console(config)# management access -list  eltex_manag

console (config -macl)#

- ¥ —5165T - ° a ~ e 7 . h a ™ _oe xch® h%0 ™"y ex c’Y "mc™ me
.0a~e ™~ =e : e ] m t

permit AR SR R L © R
[gigabitethernetgi_port| ~Yo"r,,o mc m_" Tomt
fastethernetfa_port| _ ¢ e h”amCbdogy t T .t
port-channelgroup | gi_port:(1..3/0/1.28) | et h  cmoto_o 7 "om
vlanvlan id] [serviceservicé fa_port (1..3/0/1..24;  |m R

— X - group: (1..16)
perm_lt ip-source{ipv4_addresq ipv6_address vian id: (1..4099;
| prefix_lengty o service (telnet, ssh snmp
[mask{mask| prefix_length}] [gigabitethernet http, https)
gi_port|
fastethernetfa_port|
port-channelgroup|
vlanvlan id] [serviceservicé
deny o “ch "0,
[gigabitethernetgi_port| ~YO o mec m_~ Tomt
fastethernetfa_port|
port-channelgroup gi_port:(1..3/0/1..28)
vlanvlan id] [serviceservicé fa_port: (1..3/0/1..24);
denyip-source{ipv4_addresg ipv6_address group: (1..16)
prefix_length ylan_ld: (1..4099;
[mask{mask| prefix_length}] service (telnet, sshsnmp,
[gigabitethernetgi_port| http, https)
fastethernetfa_port|
port-channelgroup|
vlanvlan id] [serviceservicé

.0a”e” . IPrivilegedEXEC

¢ ® ¢ hom~ oa*e*pgi\g|egeCED(E@o h ’ a ™

console#
¥ 751661 -0 a ~ & " ! PrivilegedEXEC

.0 a™>e " * "~ _|<mmt"*<

show management accedist [namg | _° _ ot ome m - Tomtxc™ T 7Y xch”
showmanagementaccessclass Lo _ LTt e oha®¢g QO o ~ t e .g m
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A ELTEX

5.19.7" " m t h

5.19.7.1Telnet,SSHHTTP FTP

]~ ee oa™e "~ . c h ’e”"e”" e . " omMTwc e *nf tThyg x ¢ h
coaaxt®tmh% ahg * TELNETSSH o aax t ™ tohoa c o o Ty ot x T~
e a x —'Y aoe t o h e - o e X h h o ~ e YO
.o0a ™ a" 2 a™o * ™~ T'peeo o xh ho ~e Y
¢ ® **c¢chom?™ oa™ e " eo mt h o h a ™ ~o * * T'Ee o
console (config )#
% 751671 .0 a~ e " h ’ a "~ o * " T'Ee o 0 o e x h h o -
.0a™~e"* " ¢ ! e*<~'K‘e ] m
X a o elk O -
ip telnet server _~ h ot x T e o _oe
—~ Telnet.
. A4 _T0O e - —
no ip telnetserver ch Jtoox e o _oe X
Telnet.
ip sshserver "~ .t x"® " eeoxmthe mt X
SSH.
1 ] o t o9 coh 3y co ~ __T0; ®
Vh ho ~mzh{{h *x° t e~ go
K _ _"'o; e uom"( '(e(h‘c** _’“'o;* o)
ONBLIXi2 1S@& 3ISYSNIiGS N&!
m h h c h ® t h~*o :
no ip sshserver =~ ch ot o x T e o _oe
SSH.
ip ssh port " coht 3y mco WE MK ah.oa I
Ff)ort-nupmber port-number: o B
- (1..65539/22 = — — -
no ip ssh port mt* e~ T t ©oe c o
ip sshpubkey-auth T ooh ot mco TVE o e c x 7
4 mco TErcox ™ ®|SSEH mm P
no ip ssh pubkeyauth eo o _T0O;" Tteh Tt mco T"E o ~e c x 9
SS|g  mm @
ip ssh passwordauth ‘ ~0: e C_OY e h a ™ " xct® heot TQ _ "~
no ip ssh passworeuth T e t_ T0; e h *oTxt et
ip ssh cipherlgorithms algorithms:(3des, aes128,| =~ = =, t mc mo _ h h ee . g
aes192, aes256, arcfour,|m , h . h "~
no ip ssh cipher noneh kh = ~h " ommt~e™ T " 't mc mo __ h” "N
T, oh ta .y | e Y co xao 7" od
ip ssh kexmethods methods:(dhrgrouprex- |-~ " 7, t mec¢ mo _ h h ee . g 3
changeshai, m_ h . h"
noip ssh kex dhmgroupIrshal)/ commt~e~ T * t mc mo __ h™ N
h = *h '(e. .M T0o; " a c o xao T-™e (OX )
crypto key pubkeychain 4~ e mgf0° o h a o xh " ¢ q
ssh — '
crypto key generate dsa 1.,e _h hx t ¢~ px"mteQ; _ Ge[x*
SSE | h ~
T |m = go t 'y ¥ o " e c ™~ |
V m m t a ™ c h T "o t c h 1
crypto key generate rsa 1.e _h hx t c™px"mteO; _ w{xl*
SS@  h o om” @
] | m 7 50 t vy * o ° e c ™ H
memt(a' ch(°"‘ *_f“'Oe,(q)h "
ip ftp server ¢ _TO:"mth Cgh
p.p -/FT® h h  ——
no ip ftp server t_7T0; "o th Cdt
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HELTEX

ip http port port =ttt cwmo hht | |h¢gU¢ t
b Ttip port p port: (1..65535)/80 AR, —
n0|phttpport Commt e . L. (t e ’<e c o
ip http secureport port Tttt cah b | ETL
b - P portp port: (1..65535)443 P { -
no ip http secureport fommt¢t~e=~ 7 7 ot e’ ; e . c09
ip http secureserver ¢ _T0O;" . m _hegh
p TP JHTTPS , h b - - = {
no ip http secureserver ¢._7T0;" o h ¢eht{
ip http server C_T0;" st hl¢ent
_/HTTpu<h“<h “_V‘Lt_’\'o;<e R h<’*a( mt(_"

no ip http server CL._TO;r o mt h ¢ Ot
ip http timeout-policy sec- Tttt HTTR A Mmt
onds seconds(0..86400)/600
no ip http timeout-policy fommt ~e™ T " ot e T, e . cq
Ip https certificate . Jeh 7o Tyt me hote L M@ Gt

number: (1, 2)/1 -numbert e ¢ a ~h o ¢hett { . Tt "
crypto certificatenumber . 1,  h S Mnt - "t
generate number: (1, 2) -numbert e oa h o ¢hett { . _ "t "
crypto certificatenumber "acoht —hox htt L] Tt F e” "e” .
import number: (1, 2) R

-numbert e ¢ a ~h o ¢hett { . "t "

g ."0;, L m e h ho ~"ee. o aNEel” " a  ONEBNBIL 2
4 mo gh * e 'YyOtm "y o h t o a 7Y co TEC o ot N
.o0a™~e " hoe a ™ x h chxo':“"’”e;e’a(o ~0:"
¢ ® ™" c hom®nt hooa “he "’e oa o e X h h o e Y ¢ X
console# configure
console(config)# crypto  key pubkey - chain ssh
console(config - pubkey - chain)#
~* T5168T .0 a e " . h ’ a ™ o e x h h o ~ e Y cx ¥
.0a™>e ™™ =e : e ] m t
userkey username{rsa dsa} ¢gofh  a mo " ""e 'y e " x7
_"T0o;" o
username (1..48 -rsatmo 7Tt EOw{ !
m_ a o o -dsatmeo " "t ECh{!
no userkey username STyt e x T se . O, T Y
t. 7YYo
¢ 7 * ® cohao*me~fm ¢ b o h ’ a m o e Y e ”
console# configure
console(config)# crypto key pubkey - chain ssh
console(config - pubkey - chain)# user - key eltex rsa
console (config - pubkey - key )#
~+/—\5.169_[\0a~e1~- h > anu m o '.~~e ,Y e’a '*X;yﬁrEeo
.0 a™~e " * ™ ] m t
key-string Lo o t cx ¥ ;e __T0; T 7™y och B ~ eeo
key-string row keystring Lo Tt ex ¥ -e . T(Q; " T och bdm%'emd
comtho ;eo 0}
-keystringt ; "Mt E _ T0O;" @
V'J""Y tood m mt a® coe 'Yy :to  TO:;
@ mt o Refstringrrow” | m _a o To
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.oa"a” ¢ EXFEC
oa™*e?" T *eeo 0 h ~ ® — om¢t x c e ot & TE o "©T'Y c |
¢ ® “c¢chom?™ oa™ e “eo mt h o h ’ a "~ 9.9/ Y
console #
""+A5.1(70C\0a~e* h a " 9.9/
.0a™>e" "~ e ™ : e ] m t
show ip ssh . Jo_ 7. vt _oem h xhhTey O {t{"
Lo T YT o mp{l, @
show crypto key pubkey username(1..48m a Lo_ " . " t S8 T, ;e -mo gh e ¢
chain ssHusername o t”toh @
usernamé [fingerprint {bub-
ble-babble| hex}] L0 xao T~-"e (J-username;, @ Y x " T eeno o T et
_~"0;" _ ~ _mt|.-bubblebabbleco t ¢ ;" to _ _ T0O;" ; _|
e 0 a .oha*t_hexcot(:(;‘to__";‘ R Tomtoe 7
show crypto key mypubkey . Lo _ " .t ex® . oceaaxt” CQOh"
[rsa| dsd
show crypto certificatemy- . JtoFhrem bt { L] “tm T TN ¢¢
certificate [1]2]
show ip http 1 Jto®h~ ™ t mamtho 'Yeh * | ¢ ¢t
show ip https 1 to®h=®"~ t momth 'Yeh™ | ¢¢t {
h a h c o e e Y oa™e?"
A¢ "’O;m th 'ESSi¢ ~ oaaxt™toh b “ *h t E m c
 ° ""RSAE O; Y coeffeg o _ "t  TY

console# configure
console(config)#
console(config)#
console(config)#
console(config -p

console(config - pubkey - key)# key - string

ip ssh server

ip ssh pubkey - auth

crypto key pubkey - chain ssh

ubkey - chain)# user - key eltex rsa

BAQCVTNRwWPWIAI4kpglw9GBRonZQZxjHKcgKL6rMIQ+ZNXfZS-
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GRf-
pSwoQUVV35LgJIk6710U/zfwOI1gkTwml75QRIgHUjS6KWGN2QWXgh3ub8gDjTSgmuSn/Wd05iD

X2IEx-

AAAAB3NzaClyc2EAAAADAQABAAA-

QWuO08li cglk02LYciz+Z4TrEU/9FJIxwPiVQOjc+KBXuUROjuNg5nFYsY0ZCKON/W9a/tnkm1shRE
7Di71+w3fNiOA6W9044t6+AINEICBCCA4YcF6zMzaT 1wef-
WwX6f+Rmt5nhhqdAtN/40Jfce166DgVX1gWmNzNR4DYDvSzg0IDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9

5.19.7.2. 0 a " e "o e

oa ™ e o e X h h o e Y t h a e ¥ T~
— - < .
.o e eo oemo
. . — ., @
.o0a™~e " h ’ a "~ o ¥ % T'Ee o o 0o e
. — .
¢ *“~*c¢chom?™ oa™ e " eo mt h o h a ™

*

console (config )#
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HELTEX

’

~ t5171T -0 a ™ e h ’ a ™ o * T 'Ee o o o e x h h o e
.0 a™>e "™ "™ ] m t
line {console|telnet|ssh} ¢g90® ~h * a moot tmt xQ" o t ha e~ 7"
Telnet, x © v T ee” Yy " f GGHLee” Yy _oemo TE
.0a™~e " h o é a ®x h thoh a™ e ™~ ¢~
¢ ® ™" c¢chom~™ oa™ e “eo mt h o h ’ a o e X h
console# configure
console(config)# line {consoleltelnet|ssh }
console (config -line )#
~* Tg1@2T -0 a*e " h ’ a ™ 0o e X h h o ~ e Yot h a e ~ T~
.o0a>e """~ e“,<e*<K=e i _me
X a o ’“,”e
speedbps “mt e ™ - - t m_ohomt E " oomyy
bpSZ 2400, 9600, 19200, |a * e = ~ “"omtxce™ to T'E o h ’
38400, 57600, ~ T'Ee o L oemo T
o 7 — © — *
no speed 115200/115200 “mt *e ™ - - t e o e co
autobaud ¢_T0o;~ .t T _ toa™t om0 0o c N
co To " T 'Ee 0o a ~ eofe'mo”TO m t c e ”
-/ ~0: e o oe x h h o ~ e Y "\o_‘ T 'Ee o
no autobaud CL_T0 " ot Ltearmt om0 9
c o ’“0_""\'Ee0w _oemo""qp
exectimeout minutes[sec- ) ot et h Tyt e
ondg minutes:(0.6553%2 , ¢ | o "~ co TE'0 "t TYo |m 7 i
seconds(0.59™ /_ |co TE'0 *t T'E e : o e o 7
108 e x t . : . < -t -
no exectimeout Tmt e~ Tt e~ . e  co
Loa~ &’ @ EXEC
¢ ® “chom?™ 0 a "~ e "EXBC mt h o h ’ a ™
console #
% 751g3T .o a e " h > a® 9.9/
.0 a™~e "™ "~ ] m t
show line[con- o * “~ t ¢*h*a th . t ha e~ ™" @
solg| telnet| ssH - = A ) ) .
X he=* — ~ * h c hoto o
5.20 _ L. 2 _ {.{[hD
. . m t . a e . x h e co . o] yYOto . <0m tH Hmot .oeh'f* O;mm}oh'o.
oetho ™ ho - '‘E ¢ ho oh” *"""Ee oamo “fhxtae &% @nd % omm "d@ym 'Y
t c Y :h s e S m e ~ t h 0 cyh " ¢t > "m e
oa — e Y e oha®™gg o0ee ot"‘”“"‘o’e )
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.0a e "“ h —¢ " T Ee o x h * ¢
¢ ® ™ c¢chom?™ oa™e " e 60~ M HEeoO x h i ¢’ ay
console (config )#
% 75141 .0 a~ e " h —¢ * a —'Ee o o e x h ™~ ¢
.oa>e """ - © ;<Ke_,f<~; ¢ ] m t
X a o ; e . < @ . %<
. ¢ ~0:" t h mth=®*geg O ot ™"
loggingon e 0 * o <0 5 ® .
¢._ _T0:;" t h( mth‘e*Oot"‘"‘°
-h . mth®* ¢ X e . oo * * _"’ 2@
no loggingon V _h _-_T0; eeo _ h mt h
e Y moo® " e Yy o* 0
Ut EmY eT  _oemo TE
logging host{ip_ad- C_T0o; 7t e b T ox ot h e
dresshost} host(1..158m , a o, |x "~ T _ee . m f {[PhD
-ip_addresg IPv4, —  ‘Lthgcm f , § [;hD”
[port port] [severity level] port: (1..65539/514; -hosttm t o o B2 L. NThD L
[facility facility] [descrip- 3 -portt €0 a h coht Y ¢ h
tion text] levet 0 at ~ 76710); |(_° " x {,{[hD
-levelt xho e’E _~'eomt moo *
facility: (local0..local?)lo- | SYSLOG  h ; h
cal7; -facilityt xm —% M® °~~ ~ a~'y:. moo*
-textt o ¢ m ~ e L ({h“{([hh‘D
no logginghost{ip_ad- text: (1..64m , a o 7|~ "~ Ty ot _-Fhmee . m o hoh
dresshost} SYSLOG . h _ _ho o
| ) el | ¢_’“'O;"<t c h(”",x ”"_”'h‘me
0ggingconsoieleve levelfr 2 @ 1517'5)/’]?1[]) o -Fh~eeo 0o xho e’y "’ eomt
] formational ¢._T0;",t e _h_TTooxoom omho e
no loggingconsole R _etmo “E®
logging buffered §ever- C_T0;",t e b TToaox o T e
ity-level leveld 2 ® BI75/Thdp|, - " h"eeo o xho ey ~'eomt
. formational ¢._T0O;" .t e _h "= .x ~ ~nmoo
no logging buffered . o extn e . h @
"a ety ot _o T . omt o moo ¥ ™
logging buffered sizsize h ee a * h ® "o _o et
size:(20..400)/200 e tm'y com™ c h * hx ot x
no logging buffered size St e Tt e~ . e co
o ¢_""o;‘(t c h(”‘;x ‘h‘h*me
loggingfile level levelp 2 & t = * | “h~eeo o xho e’y ~’'eomt
I 5.175/errors ¢ ~0;” t ¢ h "* .x * ~h e
no loggingfile e o~ X hoe = —= o - ”
. . =™ eom t 'E x he™ ™ mo ¥ t Y
aaa logging login « . c')“S ss 0@
-K ~0: e o= ! <
. . . ! " ™ e om t 'E > x he™ ™ mo ¥ i
no aaa logging login (-:( x e "(,) sss oo
logging events span- ¢ _TO;" _t h mth~ ¢ O a e
ningrnree STP.
porttstaterchange / ~0- eo
no logging events span- T ' St _7T0O; "t h ca metmg “gtyxQn © et
ning-tree STP.
portrstaterchange
logging events span- ¢_~"0;" .t h _ rameh® g Qtoco To
ningriree topol-
ogyn.:hange J ~0: eo _
logging events span- T t _ TQO;"  t h mth~ ¢ O a d
ningriree topol-
ogyrchange
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HELTEX

¢ _T0;" t h mth™ ¢ O moao~ t
- - -copyth ., mthTe Y moo® e 3
fllde-lsystem loggindcopy oc ho e oy ~ ~ T
elete-rename . - ’ - : S e -
| } -~ . mth 7€,y - deleterenamet P mth " ¢ Yy moo
x " T e a - o c h a ¢
no file-system logging ¢._~0;"_ t h_ mth~emQOmmod .t
{copy | delete-rename}
management logging ¢c_"0o;" .t h_ o mth® e O mMmoT .t
deny - _Kh m¢t h ™ c — — — —
no management logging o le._"0O;" .t b mth® ¢ O mo ™ .t
deny
logging aggregation on C_T0;",t _oetho MR &t h e cd,
- - T = - - - ~ wrx
no logging aggregation or ! o; " .t Mmoo ¢ ®©, agapaf 23
logging aggregation ag- "mtTe~ 7 t  h _a'y gh”ene
ing-time sec o " e ®
gliime : sec:(15..3600 — = .
no logging aggregation mtTe™ o7t e ;. e, ¢co
agingtime
. . - h - t B e x t o~ 6o
logging ckcommands Lo xao L ) AR ‘ =
- - x t e h — - - — — —
no logging cicommands ) mtTe” 07t e" ., c0
logging service cpuate- traffic: (http, telnet, ssh, |[¢_"0; " ,t _oetho T'E o go~ey" o
limits traffic snmp, ip, linkocal, ao "7 och T T eeo o t ¢~
arprswitchrmode, arpin- t T  t o ho ~e
spection, stgbpdu, other
no logging service cpu bpdu, dhcpsnooping,
rate I?ngwitsgtraﬁic ? dhcpvésnooping,
igmprsnooping, mladsnoop-
ing, sflow, logdeny-aces,
vrrp)/ -
logging service watchdog f_"0o;~ t "o ho witchdog mo " .t
no logging service 4 _70; ,eco | t_ TQO;” _ t "o  howafchdog, mo ¥ .t
watchdog
L7 T oo m o ¥ ex h o ae 'Et_tm” 806§ 1F1c & - e t
c oh 'y x ¥ . ~ e Y 3 “ > e omt o)
~ * T51@5T c “ > e omt moo® " e
c e om ¢ m = e
e
> h . e ¢ m mcth oa 0 — h t coom "y oo * s m
(emergencies .. TEe o O
e ¥ . t h . R _
€ x < " 0% go a o e a — e eo ! ot TUEm t
(alerts) < * < < < < - < < -
. h t ; cFiticaD ¢ m m t a c ho o - h t ; m 'Y o
. o ;errorg (S m  mt a cho o " 7™ o F* " o
h® x ¢ h > 7 e R .
- < < < h X ¢ h i e o Y meo o*” ™ he e
(Warnlngs - < < < * < < < < * *x0 <
~ " oa " e R X
LI « * ~ oa " e S et ~a e o mo o~ ” e
(notificationg .o < D v ‘ <
7 e oha®™g¢ o e .
i . . * 7 e oha™gg o0ee mo o ¥ e Y m m t a
(informational) : ) < . ‘
t T "o e t ™~ " I oo ®o'me” 'YIYOt co TEo ot h f
(debugging h t ee™mtmh om t (pa
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.oa”e " . IPrivilegeEXEC
¢,7 “Tchom®  oa”e” PhvijegetEXPC _  _ h T a
console #
* % T51g6T 0 a " e PrivilegedEXEC ~Y c¢homao t h~ 7T 2 xoh
.0a™>e """~ ] m t
clearlogging STty moo* " eexYh ee o Th -
clear logging file R moo® " e vy - " T xnher " g
show logging file JtoFThme " ot wmbmt6TYg Y " h o enoo " et TYF o0 Me
- - x he™ ™" @
showlogging to™h™>" t>mbmt 6"YE "~ ~h e "o*tc""m“oe;ee
e x th ee a Tox h
showsyslogservers JtoFh=> ™ ot e*mtho  m “hTryhxet *¢ ee . g Feaf
h a mc o T'E o0 a*"ee "'Y
A ¢ ’O;*t'Eh<'*mth‘C*'oo*'o,e 79 moo” .
console# configure
console(config)# logging on
console(config)# logging console errors
A , m t mt)tEh e:m —~
console# clear logging file
Clear Logging File [y/n] y
521, . h m gl G§OKR23
]~ e e m h cn’D"bxo;”’to'E’"Yetoha”’e O o - m >
t *toh ™ K. . ’”“toa”’t*;<m c . rhx’”‘t'Exm
.o0a™~e " h ™6 * 4 " Eeo xh"‘e**
Y ® * ™ cohao*me~fh & & o h ’ a To T " T'Ee o o e
console (config )#
'"'5"_\5_1@7-[\0&”6" h > a ™ ~o * * T'Ee o o e x h * ¢
e ™ e e
oa~e " ,<A,,<~K ] m t
X a o : e ( < @ .o <
service watchdog ‘ ~0- e ¢c_"0;" .t o m h o m G| §OKR23®
no service watchdog - = ' ¢c._T0o;,t m_h o m 4 §OKR23D
servicewatchdog hwtimer ¢_"0;",t T"ce”h"te. h ' a N
h("a Wat(;hdpdlm""hx<t to’“'E_o
m~ e Y* ho~ oaaxt™toh?™=
* < L € —_— *]
. , "mco TE-o e T " eeo 0 h
K. _ O,<eOVa e x tm'y * “ERm " tkmnx
ot se om0 co "~ " h >
no service watchdog hw ¢._T0O;" 0t TecTmhTte . b 7 oa
timer
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console (config )#

service watchdog swimer ¢_"0;",t c¢cho h~aae . h ' a
{reload | loggingonly } -reloadt , ™ 7x ;7 o Te”hx' el yo
m  mt aeo o cho g mm 0oaaxt™"
m t 0 m h ™~ t a . o " oa e q
c.,mm &
) "mco TE" o e reloagde” h ~ t &
V tm 'y * : c h B “ h t ~'Ee o
-/reload . .m_°o, ¢o e o
-loggingonlyg, ™ Tx ;" o *e™hx"’ e- Y
~ *o m mt aeo o cho g mm?~» 9
o e o m ax QO ¢c™~a’'YtE m ® e
.0aaxt™toh hex ' " thm 'Y®
no service watchdog sw ,t_70;",t cho h~aa gatchdod , ' . 9
timer {reload | logging
only}
.oa”e privileqedEXEC
¢ ® “c¢chom™ oa~e"eo mtho a t Y
console#
"7 7 5478¢.0a &’ I priVilegedEXEC
= ~ . @ =
oa™e "~ [ * (AK ] m t
co X a o P < e .oxe
show watchdog T _to®h™momtto ye m_h _om-= g1 G OK
522° h “ 7 ho "~ e ga o e t oh e O ¢ oh to
" < * - * < * * t -
T x e c Y h “ ™ ho e Y cohto c h Te ™ e ”
c h m - oc 50 7 oy” o) K = m g0 7 y” o) c -
cohto e o * e oetho ™ hx Q" coht
, h h “ ™ ho ™e o 7 o e o 0 om0
’ tmx tmt c ot h 'E “h * et hox ~tem "y too”™ €' oo
.o e t h m ~
. oetho ™ hx Q" a x c oh t x c h a e 'YOtm 'Y m ™ " x QO
i oht e ao’ t f .t E oetho ™ hx Q" a oetho
| o h t e a o’ t Lt E 7" eoa h xcc cohto T
[ IP- et h® o T e ot m°x Ty t Htoot ~oT 'E o
i hoto o™ D+wt o T a® coEtx.p TO; e e~ Ht
. oetho ™ hx a a coht™a c h a e’Y’Otm'Ym’\"‘x'O"'
i o h t e a o’ t ¥ t 'E oetho ™ hx Q" a oetho
.o0a ™~ e&a" a™o ¥~ T'Ee o 0o e x h * ¢
¢ ® “chom~™ o ah~ e " eo mto h* 0* T 'Ee o o e x h ~* ¢
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”“""‘*5_1(79-[\oa"’e" h"*a 'AO':‘”'_\'EEOOD _oe‘*'xh‘“c*
e - R =
Loa"™e - 1« _r K _I m t
X a o : ~ e < » . s <

= t h ’ a h %ot coht ™
port monitor mode {moni- /monit I -monitor-onlyt b _a .tZxe®vmo@" e ” co
tor-only|network} -imontor-only Lootm YT

-network T co o Ty ot mt  o%a e
port monitor remote vian ch -

vlan_id [tx|rx]

no port monitor remote

vlan_id:(1..4099

VL_A(Nj‘("Yx*”’"‘eeo"o aoe

<

ST T\ AN Y x T T e eo 0 a o e t
vlan [tx|rx] A « : .
.0 a e 2 adie X h h o “ e Y et<h‘<mm“ 9UK§NA/
¢ B “c¢chom?™ oa*e" 0 mtho h ’ a o e X
console (config -if )#
’J ] ee oa~e” . e . CCOETEY'Yt E h ’ a o e X h
e L. Mo Q9UKSNYySu®
"% 751801 .0 a e "omt xce h : a o xh ho ~e Y
.0a™~e"" "~ Te o e K~ ] m t
X a o "‘; e (
port monitor {gigabitether- ¢ _ "0t xe__g O aoe toh e |
net gi_port| ..m_ ® 4"ee. et h  m ¥ x7
fastethernetfa_port} T TY X " ~ e e o_ooe t h o_’b'ah’xe(*a(o o
[rx[tx] -gi_port/fa_portt _°oetho = hx; a.  coh
-IXT _ 0 ¢ h o TOte'p cem Iyt ot _oetho
to;a
gi_port:(1..3/0/1..28) -txt_©o¢ he ™" tcg.hy " ~ee . _ oet
fa_port (1..3/0/1..24. |c°h toa
h o tmx tmt c*h~a th~ NE
_oc h x O¢ th "y, tm
no port monitor {giga- ¢C._T0;" 0t xe ¢ 'O aoe toh ¢
bitethernet gi_port| t oh o om @ J"ee. et h m
fastethernetfa_port hx Q" a cohtoa ~ 70 x_~  "eeo |
a o o coht~™ ¢
port monitor vlanvlan_id ¢_T0o; "t xe ¢ 'O aoe 0ahete
m d |~ ee et h m Fx 7
TTY x T teeo [ ! bod
i h t aoe t o e - e T o 7
V e mth~ “ ,ao +[!Db
, o e toh e £[ ! b ao™ TE”
vlan_id (1..40%) V toa mgx .MM met*mat ho eo e
o " eo o _oetho ™ hx Q" o
A.°. |m T _oetho ™ hx Q" " ej5c ofo
V to TFE o ‘Ht ot coh't a o ato
et oMVEAN
no port monitor vian STyt o x T i teex @ o £TOb g
vlan_id
port monitor remote ¢_ "0t xe ¢ O x " T® Temetoh "
a o a et h m
- T > — . —= < —
no port monitor remote ¢ - O; . t xe €, O x € emet oh
- a o0 a e t h m
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Loa~a” ! BEXEC
=" chom ~“e " eo mt h o h i a 9. 9/ a t m~—™ " x Q"
console >
’”':"’\5_181-[‘0a*(e’7"0.mtxce h ’ a 9.9/
.0a™>e" "~ ] m t
show portsmonitor ¢ o - t e oha®g O co _oe t h oc”™® hhtx*@" a |
h a h. c o Te oea *'¥ "~
A ~mt ~ e 03 Etherfig e t h m oetho ™ hx Q" a ~ 7Y My
t h~ m MYy e t h m > c h " “t 'E e MO D
console# configure
console(config)# interface gigabit ethernet  1/0/ 13
console(config - if)# port monitor gigabitethernet 1/0/1 8
A ¢ . m t e oha* g O co oetho ™ hx Q" a 0o et
console# show ports monitor
Source Port Destination Port Type  Status
gil/o/ 18 gil/0/ 13 RX,TX notReady
5.237 x ¢ __ eFloW
sFlowrt t 7e o o YSmcd ° ot TEYO™* ™ ®wH ~ teoa m t 'Yqg ¢ h "
S om ot e o * o h t h ™ - S TY com T T x O e “ cm x
a e m h h m~ o h ™ mt ~t m t b
.0 a ™ & " a™o ¥ * T'Ee o 0o e *'xh”‘e**
Y ® " c¢chom™ oa~e"eo mtho h ’ a —o “ T'Ee o
console (config )#
© % Th5182¢c.0 a " e " h ’ a "~ o ¥ * TEe o o e x h ~* ¢
.0a™>e ™™ € ,<em:<K‘e ] m t
x a o: e () < e .o
id: (1..8); et T hoom m(h“(sﬂo\,v_m':‘oh”'
o port: (1..6553% 6343 | -idtecoa h mzgFf 24 "~
sflow receiveid {IPv4 bytex © "o * t T -IPW,IP6,IPWzT IPF T h m T
IPv§ IPv6Zurl} [port port] o : /14007 ° -urlt T o a . eeo o a’Y gomt ™ T
[max-datagramsizebyte] oha=t -portteoa h coht™ T
IPv4: A.B.C.D -bytera” _m a” T'Eeo o To. ma’ o
IPVE:X:X:X:X::X *.tE oteh” T eo | 0 e ¢” |
no sflow receiveid IPV6ZX:X:X: X X%<ID> | ~ = ~ Syt ch o mom h gflbw m* o h A

184

Ethernet_° 2 a x t * MES100, MES000

e



HELTEX

.o0a™~e " hoae a ™ x h heot ~he ym ~ QGKSN;VSG
¢ ® ™ c¢chom?™ o ah™ e " eao e m¢t kb h o “ e Ethatnet e t h
console# configure
console(config)# interface { gigabitethernet gi_port | fastethernet fa_port }
console (config -if )#
~* 75183t .oa~e” . h ’ ar~ o e xPthermet _ " e _ 'Y et _h
.o0a>e """~ e ;<e,\*<~K—e ] m t
X a o , e . < @ e ox <
sflow flow-samping[max Tttt mh othe@®OEh e to
headersizebytedrate id homt g ~.%oh mo, t® tmrty *
(current_speed t . _x "7 Y mh Te yy m_o
bytes:(20..256)/128 -ratetmh " e '’y'y m_ohomt E *oh |
rate: (0, 1024..107374823] _jgr e o a h mzPf 2y "~ T
id: (0..8) -bytesta ”_m a” T'Eeo _od¢tohmt 3
m_oc ho ~eo ° oFh~ g ¢~
no sflow flow-sampling Jt_Top ot o ms ey s T e
sflow cownters-sampling J¢ch " 7Tyt oa® m oa” TUge . et
secid .- Foh _"a c” __to
-secT 2 7 m a“""Ee.w et h =7 a
sec (0,15 .. 86400); xeTeT e . Lan ot _T0O;"
id: (0..8) -idtreoca h mgyf2gg~" 6 """ tmy |
NBEOSABSNI To v T'geoa h 3
no sflow counterssam- St_Tonr on . %on e” co
pling
.0 a ™ a2 a ~ 9. 9/
=~ chom oa™e " eo EXEC & o t m —h * x Q4 Y
console >
% 751841 -0 a * e " S Tomtxce h ’ a 9.9/
.0a™>e" ™"~ € ;<e/_:<~K_e ] m t
X a o , e < @ - % <
show sflow configuration ¢._ o" t e”mtho = att2o0
[gigabitethernetgi_port|
fastethernetfa_porf]
isti iga- - t mt ™t mm X =1 5 n|
cl_ear sflow sFatlstlcs@ga gi__port: (1..3/0/1..28) cae T e b mm " ox ?CI '?g( .
bitethernet gi_port| fa_port (1..3/0/1..24) e o, Jto.m moyoty
fastethernetfa_porf] P " v
show sflow statistics iga- Jto T hrmem ottt mFlow _ X
bitethernet gi_port|
fastethernetfa_porf]
h a h c o e e Y oa”~e?-”
A -mt~eop "thgmadondyndm mmibohn~ m iyafowdm Y| ethefnet

. t h gil/oMmeggil/0/24x mt “eo t 'E mh "e Q0 m_10 10240 t
. t k™ m a ™~ T Ee e t hH’“"‘a T X T 240c " e
console# configure
console(config)# sflow receiver 110.0.80.1
console(config)# interface range gigabitethernet 1/0/1 -24
console(config -if -range)# sflow flow -sampling 10240 1
console(config -if)j#  sflow counters -sampling 2401
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-

0]

524 x e I - e omtm 0 ) X h o e 'Y
t oaax t”® omthmxoc™ “th > ¢cc “ h ™ te cho "h *"aaeo.mt mh
€ < < Kt < < * T * t < *
x ¢ h ™ — e a’ym e t h* a m T'ya m Y& ¢ h : e 'E t m™  a htxh oa
g0 T Yt m T T x O Y
1Y 'H™ t h : m o) et h m o Y
) e RL y
- h”mmt o "ye Eh*aepouw®*h e ~ m 7 “ a ~ e 2o
] 7Y oct : m ‘9 et h m o
- ¢ h™”acth™ge ™Y h Y e t o T
- 70 e ™ 'Y oct coom “ Y ao "eomt E
- oct : m 'Y ao "eomt E e~ c h a
52411 ~ e omt - a e o 0 - ~ry
. c_.e_"~ T 7T e % 7y e 'sHevé @ableE - diagndstics
V . cable -length ¢ co e’y tm?y co T e " "etherref,
co ™" h > - a ” 'y coaaxt®tohoay3y xa e 'E’ "~ t
om x t mt - t e omt e ” — e c o 'Ht o a
m¢t ™~ eo tm 'y e 0 ao’ e a e ” mt h o m t S c
Ht a e 0% 90" ao e~ h a 'y a e -ethérnet
e ™ x ©* 7 e eoa Xxmt h o m t )
o xao T:"e OnBIKSANYSENBS T0;. e d Jocxmt s
och 8 ~'°yY tmy h-~ *homo a c ™ h™a t ho ~ e
.oa"e brivilegedEXEC
¢ 7 " _cohao”me”f ¢ & o privilegedEXEC
console #
% 751857 -0 a * e " B - e omt a " e o - ¥ ~y
.o0a™ e "™ =e : e ] m t
test cablediagnostics tdr ¢ .co e 'Yhtx™ TEe o t mt ho ~e
{all | interface{giga- gi_port: (1..3/0/1..28) et ho-
bitethernet gi_port| fa_port: (1..3/0/1..24). -allt Y .m ., 9 et h ,mo @
fastethernetfa_port}}
test cablediagnostics ¢.co emy oh eehot x ™ T'Eeo t mm
tdrrfast {all |interface {gi- gi_port: (1..3/0/1..28) e ~_o tdTeomt "ED eeo0 o0 et
gabitethernetgi_port| fa_port: (1..3/0/1..24). -allt Y m_ o9 ,et h mo O
fastethernetfa_port}}
.oa"a” ¢ EXFEC
= chom oa™ e " eo mt h o h ’ a 9. 9/ a t
console >

*<



~ o A

—5186T -0 a ™~ e T . i - e omt a " eo 0 - Y
.0a™>e ™~ =e"‘e . _|‘mmt~ .
show cablediagnostics
tdr [interface to®h ™ toh x TUEt Tt com ™
gigabitethernetgi_port| JTe Yy 7T 7Y T Y x T eema 9
interface coht~ e “ Tt re 3ot oa*e" ™"~
fastethernetfa_porf
gi_port: (1..3/0/1..28) _to®h~> " To’cht "TEex QO T ex
. . fa_port: (1..3/0/1..24). - eeo o0 x ™ "™ emeTaxeoa th hc
show cablediagnostics port:( 9 R s to :0 are ~ coery im
gabletflength ) et h . m co ™ et LUE
imerface Yo e wamm S wpnpes
gigabitethernetgi_port] mi = cocc o = tmoy ot
GigabitEthernet
| ! m a” TEe 'y T 7T e~ _”‘* ~ry ¢ h t m t h o -
V h o [0)
h a h. c o —e oea *'¥ "~
A h ot m t h 024c™ th’Exom doh o mnm t ~ Y
console# test cable - diagnostics tdr interface gigabitethernet 1/0/24
Port Pair Result Length [m] Date
gi1/0/24 1 -2 OK -- 24- Mar- 2014 11:52:31
3-6 OK -
4-5 OK -
7-8 OK --
i ’ c h B e . o "ao e . e e Y h x TEt ¥ to
- Testfailedt | ., .m_"Y e ~mch® eomt ET
- OKtce¢c~*h~ coh y* T
- Openth ™ "h . T
- Shortt oet "™ to. c * h *oa e x t T
- Impedancemismatcht h © "¢ ¢ momc"R’o to a T oe”'E’ 0q “itx g™oe
- Shortwith-pairt ~~ 2 . _~e ~ a > "x ¢~”h”a T
-  Nottestedt t m t h o “ e e c ho o * Tom 'Ed
A o * "™t E h x TUEt ot com ™ " e 0 t mt ho ™
console# show cable - diagnostics tdr
Port Result  Length [meters] Date
gi1/0/1  Not tested
gil/0/2  Not tested
gi1l/0/3  Not tested
gil/0/4  Not tested
gil/0/5 Not tested
gil/0/6  Not tested
é
gi1/0/18 Not tested
gil/0/19  Not tested
gi1/0/20  Not tested
gil/0/21  Not tested
gi1/0/22  Not tested
gi1/0/23  Not tested
gil/0/24 OK -- 24- Mar- 2014 11:52:31
te1/0/1 Fiber
te1/0/2 Fiber
te1/0/3 Fiber
te1/0/4 Fiber
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HELTEX

5.24.2] - e omtt oc t : m 0 0 t h ™ em h ~
¢ ® *® cohao*me*m ¢ & o h a’ ~o ¥ * T'Ee o 0 o e x h h o e "
console (config )#

*~* 751871 -0 a *.e "h ’ a ™ o * * T'Ee o 0 o e X h h o ~ e Y
e ™ - e e
oca*e RS K J m t
X a o ' e '( < @ oox <
ohptlcil-tlr:nsc_elv_er | “mt~eo “ ¢ ho a Cox ot - h a o
threshold notify-interva - T . e AU
: otify-inte interval: ch x ¢ h e YK™ _ syslogsnmp © ¢ h
interval ‘ 7
- - (30.3600k c 11 M
no optlcal-transc_elver Mt e o - e” - e Y co xao~™
threshold notify-interval .= e
.0 a™ea " a o e x h h o ~ e Y e t h m 9 KSN
¢ "~ chooma** e " eo mtho h ’ a Ethernet x h h o “ e Y
console# configure
console(config)# interface {faste thernet fa _port | gigabitethernet gi _port }
console (config -if )#
- —5188T -0 a e h ’ a ™~ o e X Btherihet e Y et h m ~
e ™ - e e
oa™e ™ '« R K ] m t
X a o , e [ < @ e <
optical-transceiver thresh- Tt ce” - ao - m t oe
old action{ parameter] all syslogh o 0 ¥ " e Ys  teh "hc™" e TY _ R
}{ none | syslog | snmp Lt E .co Te eo ch ¢ h -
trap } . v T reeo c*h™~a th=™ Yy
parameter:(current, input A L
power, outputpower, tem- | *" GZNNB Y U °o_" T
perature, voltage) -input-powert @ © “eomt g go " y" o m
-output-powert @ © “eomt 'E - m go T y" o
-temperaturet t 2 ¢ h ™ txh® T
-voltagetr ¢ "¢ h Yy e O
opticaktransceiver thresh- t_oT o me e, e ~~coho o ¥
old valuesparameter high ",t c¢ho mgo” tE  {ENILI@ow"”
alarm highwarning low " TY x_ " veeo o c¢c™h™a th™y
warning lowalarm mn o dZNNBYy & to_ ~ T
-input-powert @ © “eomt E g0 " y" o m
-output-powert @ © “eomt 'E m go " 'Y" o
-temperaturet t , ac¢ h ™t xh= T
-voltaget ¢ ¢ h 7Y'; e
- highwarning low-warningt . , h 2 ¢ e
parameter: (current, input |~ Y oha ho "e 7y ch "xch *°
power, outputpower, tem- | - high-alarm, low-alarmt _ _  h o2 _ = e e
perature, voltage) oha ho ~e 7Yy ™ ~h —e.g moo?
Jocxmt a - “c ™ “oe e ™ e
-OdzNNBy i Y2 nX¥momnnn
-input-power:-n nannXyunn YR.Y
- output-power. -40000<8200mdBm
-temperature:-M H T X @CH T
-voltageen Xcppn nnn a_ ¢
_,o0ho oce™ - e Yy ~"7" Qtm'y x|
opticak-transceiver thresh- A=° T "7 Tee.pg coho o
old valuesparameter et e, Y cooxao0 e te 0 e X
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=" chom ~“ e MmMe¢ & o h ’ a 9.9/ a t m ™ " x QO
console >

"":"’\5_169-[‘061”‘(5”" ® - e omt oc t : m ) 0 t h” em h
.0a™>e ™~ e ~ e ] m t

show fiber-ports opticat

to*h~">™ 't h Tx TUEt * ot Tt e
transceiver [nterface {gi- . . T - ‘ ‘
gabitethernetgi_port| gl_port..(l..3/0/1..28) N ® - N
fastethernetfa_port] fa_port: (1..3/0/1..24) -detailedt ¢ © " h o " e Y “,eeprogng om © a "t h
— t h~ h ~
[detailed] L e
h a hc o e oea 'y~
console# show fiber - ports optical - transceiver interface 0i1/0/24  detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] VI [mA] Power Power Type
[mMW/dBm] [mW /dBm]

gil/0/24 58 3.25 20.09 0.58/ -2.30 0.00/ -40.00 Yes  Fiber

Temp - Internally measured transceiver temperature

Voltage - Internally meas ured supply voltage

Current - Measured TX bias current

Output Power - Measured TX output power in milliWatts

Input Power - Measured RX received power in milliWatts

LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning,E - Error

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE - LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

* % 75100t " h~a th . " * eomt . oct . m_o o th~em
u”"h’”a(th =e"‘;<ek(
Temp ’ oac h*txh~ th~em — h~ ¢
Voltage " c¢chy I c t ™~ e Y th‘em*“<h*q)
Current Lt_"oe(e* . to ~ e ™ c(h(*”‘ )
Output Power ¢.90%e” 7y ao"eomt E e~ ¢ h "7 . fact (o
Input Power g0 " e~ 'Yy ao "eomt E e~ ch a da ¢t oo
LOS _ot hy m e 7" P
...h . co"ho%*eo R ® . - e o mTemQ_yona@e’tNrrem "wa"'era* <'tah<d1~( e e .
e e Y .“o° Yt m 'y e ” °*mc ’“( .o Heh’“*;(oei.’Ye*’b"@’Yé’Htt‘*I}y:
h= e =~ QOtm’y m e dc x*m*m*ca"\:aw* 3 .~o°*th,'E0|g_< x TUEt Tt m h
e ™~ - e Y h "x TEt " to ® - e omt mh ~ e e Yo

1 < * < - * * *

* * - < *

N/S-[e< c o ° h > ~”<tm'Yz
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Et ©

‘-['e”'; e c o h

5.25 IP Service Level Agreemeri® SLA)

c ho go

h
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~

|pS|_AQ1 o ~™ Yo *e x h o e o " mpx t fYg ) e dy o LY ~ t
mco "E x Q"™ YoOT Ty a h e Y ¢ *h™a t ho *
c h .o : T v oe.e gapo es tto h ee c h "mt ™ ~y ot mo ¥
e h~e¢ O th~ s m*oh e oha™ 0 o
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SLAD ’ c o cC h Otegm 'Y chh* o t7o _Lo”‘ ™ a e h h x a o o} t
" a h e " a h 'y a . a c ™ h ™ a t h ™ a o c c o
- ICMP Echo
- UDP Jitter
1Y mco TE° o0 ~ e Y o ¢ h * ¢ Lt {[! e 0% 50
- 0 t'E oc h c, O ex eo o t ¢ . m oe X
- =" c xmt t E c - : m o c o e e o cC h
e ot ohlho aoe b
- h omaot h t 'E ‘“mht""etexn'@ " ¥y fmoa "y e o cC
- h e o ¥ go i at ™t t 'E ¢ ~ . m o c o e
.0 a "~ & " 2 a™o ¥ % T'Ee o o e x h * ¢
¢ "~ chooma* e " eo hm’tha o™ TEeo * gx
console (config )#
~* °510It .0 a e " . h ’ a ™ o ¥ * T'Ee o o e x h ™ ¢
.o0a>e """~ “e ™o e ] m t
ip sla operationindex . h t o et m t o e x, h —ho
P - P — index (1..20) P — " — - .
no ip sla operationndex MR T om o tx '@ cO"h OlRSLA
.0a"e brivilegedEXEC
¢ ) T~ h_ooma"““ e " eo . m t briQ/iIgg*edE)(EQ:’ o a -
console #
% 751021 .0 a” @ . pgriilegedEXEC
.0a™>e ™™ =e : e ] m t
set ip sla starindex . TTcetxmeg’E T - mc o Teoce h” g ®
.p - index (1..20) e T
set ip sla stogndex Mt " et ;.. mc o Teo ce h " g (0]
show ip sla statisticéndex index (1..20) JtoThmit ™t EFmTY _oc |PSLAG
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IP SLA Statistics for Index 8

Operational state of entry: Active
Type of operation: udjitter

- IP SLA Statistics for Indgxe a _h oc h ™ ¢ > Ty otoho ot o

- Operational state of enyrgm t “ t x mo ""eo ce h'Y ¢

A Activeco ¢ h ¢ Y ™ t e ™ T e e . aoa et e * 7
co Te -e Y
A Inactivecc ¢  h " e, Y e ~_t e~ 3 e”go® tmy - h
h h o e YD
- Type of operationgt , @ c h ™ | SLA_ N e a™ t o eo e e
co ™" h > o¢ ™ @ ()]
._.h . c . h .. . oc h ZACU,VG:Im t tm*cmntt‘ oh_"Yee*;‘ o Jtm Yo 6t
e~ “c - tm >y -~ t o h a 'Ys co - o c h~e¢ 'Y €™ 907 t
chh=™" e Y ¢ ~ . m_ o 0 ¢cch Tego &~ ’Y|nacﬁ\/m1ndt et'Ye 9 c o h ¥
o c h~ e 'Y meo ~ e Fx T t c h B e~ ~ t e o m o
xo T co"ho%®e™"y e oha=® ¢ Y 0 mo * h >~ e m t

o cC m . 0" 7 t |PSIA o ¢ h ¢

5251 ¢ _h~ ¢ Y L/ at 90K?2

h " 0 a .c o e e oc h ~ ¢ |CM|?|:_a’,‘h0I’eQL@3K°2° * ot fro
e e ™ “ " h m e ™ e - e Y FCMPECHOJ’eply c or@x h ¢ tsymmo da o'y
e o chogo’c” e tY /et h™E_ Y. LrkAat "9OKZ _ 'Yt e oh
e 0oa y m h e a a ” m a™ T 'Ee o a h a ee . 9o 'e”‘; e Yo
x T~ 1 e o c o t o - e o c h : e (0]
Loa~é” : mo " "e YI|PILAN" ¢
¢ “ ™~ ¢ h ooma* e " e o mt h o o ¢ hh "|RSRA mo - % * e Y

console (config -ip -sla )#

~* ~5g19371 .0oa*e” . h > a~ molpSLAe 'Y oc h "~ g

.0a™>e ™™ e ™~ - e ] m t

.0 7 7t E oICGMPH#Hchoe, O
-targetaddresst 1P~ " h  m 3 e® o tonh

icmp-echotarget-address sourceinterface ~ vt oo v
[source-addresssource gi_port: (1..3/0/1..28); _sgurcgzﬂ(ﬁzgor?gaisq hcm™mt ~ YA,Y.,O,.,. o
addres$ [sourceinterface fa_port: (1..3/0/1..24) ~ MR * _3toc G" oe” ~Ee . ¢ T
sourceinterfacg -sodrceiﬁerfaca s o h t Z mom« t'o m Kak
ch”‘__"' c”’_to“z oc g O0e”™ TEe
’ .~ h ~ a tdrget-addresssourceaddress sourceinterfacea o x t ¥ .t 'E o
.‘ to TE o ch* mo'°"’e** oc(h”‘e** . e<°omtx
17y 7 e Y " hox 9 ¢ *h™a t ho e 0% 50 "

T % < - < *

mo * % "t 'E eo X 0O
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.0 a™~e " . hoé a ®“x h ohco h*™ee '®MchoL/ at
¢ ® ™ c¢c hom™ mot eh oe ° e h o a™ec o & |@MPEchd
console(config -ip -sla -icmp - echo)#

* % 751047 .0 a "~ e h * a~ _oe  |CMPEGhe _ " e Y oc h ™ g
N e ™ - [Tee ™ e
Loa™e "~ 1l t <~1 < ] m t
X a o e ® .

; “mt™eo tix E :.7cno tTee e ot hJ @&tm 9 Of
requencysec . o - RS X,
4 y setY OMPDOMHY|-sect ; " m" o.tc o "e e Yot [ @Y cPPQKZX €
no frequency “mt~eo t 'E e o e pTmtot . c

“mt™*eo t 'E t "~ a " x t oc h* ¢ L
timeout msec msec (1..3600000)/1000 | - msec T ; " m"t o t.co e e Y 49 gh” ¢¢
am a ~" m L x e Ty
no timeout “mt ™* eo t 'E e ™ ; e t ™ a ™ x t ™
“mt~eo t E o™  mt o LY At Yt
requestdata-sizebytes ", .mt  payldag.e - 2 &

bytesy omddmn o Tbytesc_o

m
“mt~”eo t'E e ™ - e o m t
E

no requestdata-size

“m¢t ™ eo . t . eTypB(oﬁ Se[vicé'y("hw(t"\" 'O"' )
tos byte T, ° Toee " tL'tDifferenttated Services Field
byte: (1..255)/0 -bytetr e ™ ; Te” _ Type of Service ¢ © "Differentiated
Services Field.
no tos "mt~eo t E ' TypepfSeryice 0T X ab T " e
tag strin . i Sl Tt E Ot mt o t TSy oc h
nogtagg stringY OMCDCDCOU‘*h*t'Et::mto:_m t::q) .

®

e " mtot . .c o e e Y o ¢ h * ¢ To TE’

L X < 1 - < * < * %

" ] 7Y eoha™ TEe o 0 . C|OMPEchde "6 @ ce hx egtm 'y xm
®

h a h . o "~ mt ™~ t |OMPEcho = 7Y ooc h ~ ¢

< *

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp - echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0

Failed operati ons due to Exceeded TTL/Time of reassembly: 0/0
- Latest operation returncode_° ©~ " h " e Y com ™ Te
A OKr xmec e o "¢h h J"oec” h ™o
A Falledte x~ " :eo T h " e com ™ " e c o
- Latest latencyvaluet ~e " ; e com ™ " e .0 cx(mtho'*e*o _he
chogo’ " ec™Y [t/"at

- Number of operations _° =~ ; mt o ¢ ho ee . g ~Tcxm o
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- Latency Min/Avg/Maxt &2 . e a ™ ““'geo 3 mh Te . a”_m a
cho go’ " e Y ct™ e et.” ¥ 'c"’o"n’h; a 'y - e oc h * ¢
- Number of successes_©¢ =~ ; mt o xmec "eo m_oe . ee . g 0
- Number of failureg _ o —_ ; mt o e x "~ -eo " _oe . ee . g o©
—Falledoperatlonsrm;”t, Y oto®h~>~ Q" o7 - mt
> 0o e ; o’ 0 tom Yt rmt m X O'h a | o " o a (0] *
5.25.2 ¢ h* ¢ Y '5t WAGESN]
YTy oc h* g Y 1 5¢ WA OGGOGSN] ~et ¢ 'Eehoxm tt ot he 7
c "~ t o 0] om ™ "o ot T'Ee omt 'E 2" h ™t h o x -tm<y a (
com ™ ot Ebomteeo c hoa > x t o a ’ X otch™ -
2% h~ t h m t 0 TY" ’“’Ye t ey, " oa tht "ah e teeoto cho ~ ™~ @ c h
WAGGOGSNS ¢t~ co - o’\’Yt “a h 'yt E xmtohoee
otch™™"ryt co Tx ™t -0 h*teo @
[} c “UWDPJMert h T x t co®® h> e~ x"~ 7 e|PSLA
i~ e m o a m t a ” m mt h o m t * a " h x 7 ¢
' 1Y a h e Y h a ec ® ¢ htoogo * 7 oe e’y mpgt ho
- ‘ myY e ogh o e e Y ;"mo e ” otch?™ ~YO" a
L. h 7 mo "™ e UDPRJitterec oh"“ o ° a0 .co UPDR o tEt e™PBKA 0
Respondet x ° % T eeo0a x mtho mt S m otohypR o &t o mny a %
X S t 'JE ¢ h m o UDPlitter gc Mt g¢ coht™ e ™ e ™ - e Y P
.0 a "~ & " 2 a™o ¥ % T'Ee o o e x h * ¢
¢ "~ chooma** e " eo mtho h oeé 4 exh To %~ TEe o
console (config )#
“ % 7510571 .0 a "~ e " h : a ™~ o * * T'Ee o o e x h * ¢
.0a™>e ™™ =e : e ] m t
. . c_7"0; .t E Lt {[! wSaz2yRSNJ
|p0?tla responder udp_jitter coht vy UDRJitter” ¢
P port: (1..65535) -port¢ge ©ca h coht ™ @
no ip sla responder o~ .
udp. jitter .t __ 7 OIP SLA'Responder.
.0a>e”" h ’ a ™ mo|PSLA e 'Y ocC h ~ ¢
¢ ™ chooma e " eo mtho oc hh "IRSLA: mo T e Y
console (config -ip -sla )#

Ethernet o a a x

t

MES100, MES000

193



“ % 751061 .0 a " e h ° a” mo|pSL e 'Y oc h" g
.0a™>e" "~ "~ =e'“,Ke=e'“, e ] m t
X a o ’\, e (
L0 T Tt E oUDPJtEr. €, O _
-target-addresst IPv4 " h m gteh . % x " x
dpi dd L.ess3s) |0 ST . T ED Y | S
udp-jitter target-a (rjzss target-port: (1.. : ) -targetportT UDR o h te e ‘e 'yg "o ~'
target—p(()jr(;[sourcea ress 1sour(3:§p/ori.o4 UDR ohtoay edmeoh emecoe” h
sourceaddres$[source (1..65535)/61040 - sourceaddress T IPV& T h _moz m t* ~wyQ
port sourceport] [num- num-packets (1-1000)/10 | . .~ T < - 5T
packetsnum-packet$ c " ;to ] - nurpacketst P 5t »
[interval interval intervak (1-60000)/2¢ ™ | "~ p,\ sy . ‘ . ”"(Ee om T —
- interval T h a e eo c hoa xto_
com ™ "o "t T'Ee o m t [0)
" “h * a t h udp_@"]\qj"ijOSNmt ® t 'E och 8 -~ e . t o
.‘ c e "omtxce . Ty T T Ee ’ o h o t
e 0% 50 " ao x T 7T t E mx " mt x O"x O oc h * ¢
oa e h ’ ade x h h o ~ gDPJitterc ¢ h ~ ¢
¢ "~ chooma** e " eo mtho h dc ah *"UPP Jitter: x h
console(config -ip - sla - udp- jitter)#
“ % 751071 -0 a * e " hoe a *x h ohco h™pgPPIiter
.o0a™>e" ™"~ € ’<e/_:<~K_e ] m t
X a o ; e 1 < e .o
"mt"eon t E ;"mtotx “UDp‘]jtté'f(?‘(
frequencysec , m_ _xe™" 9@
se OMPOMHY -Sect ; “mt o.tc™ e e 'YUDRitteh " ® _ _ X
nofrequency “mt‘eon*t’E'e‘;(e*< ;Tmt ot
"mtTeo tE t7 UBPJittet, o@c ThT @
timeout msec msec (1..3600000)/1000 | - msecst ; " mt o tc'o e e Y UDP Jitter”, ¢
am a m o xoe g
no timeout "mt‘eoﬁ t 'E e‘;(e*< t”ma”x
"mt~eo tMEt o TF oty ¢ h” T
requestdata-sizebytes , _" 5, .mt payldad.e - o0 0O
byteSOHﬂ(DCDMI'IOH_byteST_O Cmt ot g
no requestdata-size "mt”eo tE e ;e 0 7 e
"mt~eo t'E " qypeofServi@ ¢ ht*"
t0s bvte . T, 0 To " IDffferenttated, Services Field
y byte: (1..255)/0 -bytet " e~ ; 7€ _ Type of Servicee © “Djfferentiated
Services Field.
no tos "mt~eo t E  TypepfSeryice x*avo "1™ e
¢ i R S =~ mt o . t STy o
ag strin . . ) ) P e .
9 9 stringy o6 mM®dc o 0| -stringt t _mto . =t P
no tag "fhTtE t _mto . ot ¢
' ] Y eoha™ T'Ee o 0 . C [)_j[j'PeJiEteq'h 'Y ooac eh®*xge tm "y
et _h_a _ee . c”h~a th oc h~"e % *moo"
frequency> (nterval* (numpacketsg 1)) +timeout
h a h o™ mt™ t mt UDPJittér Y ©° ¢ h ~ ¢
IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp - jitter

Latest operation return code: OK
Latest latency value: 7 ms
Latest lost packets count: O
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HELTEX

Latency two - way values:
Number of Latency two - way samples: 455
Latency Min/Avg/Max: 5/7/24 ms
Latenc y one - way values:
Number of SD Latency samples: 0
Number of DS Latency samples: 0
Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms
Source to Destination Latency one way Sum: 0 ms
Destination to Source Latency one wa y Min/Avg/Max: 0/0/0 ms
Destination to Source Latency one way Sum: O ms
Jitter values:
Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms
Source to Destination positive jitter Num/Sum: 272/706 ms
Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms
Source to Destination negative jitter Num/Sum: 91/311 ms
Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms
Destination to Source positive jitter Num/Sum: 96/241 ms
Destination to Source negative jitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative jitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/U nable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

' PR m t - o " eomtohoee 0 c ho go " eo ty xct
7.‘ m e gh o e “ee e ” hxmt h o m t “ 9 o} e e o
- Latest operation return code__© ° . h " e Y com™T Te .  .cC
A OKtxmec Te h - e c h Tt x c h I
AFa“ed-[e x°’“;eo s h 7 e com ™ " e coc
- Latest latency valuet ¢~ ; e com ™ "e x mec 0 X
DI R h > (D
- Latestlostpacketscountt "¢ * ; ¢  m ., t - " cot h'E ch
- Latency tweway valuest mt ~t mt ~_~ a h e Yy T xmtohoe:c
c "~ t o (0)
- Latencyone.wayvahjea'mt“t*mt* - *'a<h<e*'y e omt ohoe
c - 't o
A SDrot otch™ t  “T(8urcetocdestinatiot t . T O
A DStot c¢o 7°x "t  “Y(destinatibnrtotscurcg, t . T O
- Jitter valueg m t ~ t m t - T a h e 'Y ho*" @@ o mtt®o h 0 ’Eeeo X0 -
CO /-\o > t A'Ee . Oth Gmt /-\rEe . flt; e rY ~ >
- Out Of Sequence_° =~ ; mt o ¢~ ~to 3 ~  hex = gm?Yy
- Number of successes_ ¢ =~ ; mt o xmec “eo T _oe . e 2 o
- Number of failureg _ o — t; om e x®~ -eo ~™" oe . ee . g o0oc h
- Failed operatonst m ; t ; _ ¥ oto®h~*’ >~ h t oTTEe;. g to a
o oe - " aom Yy e x"'";eo m mo ot t x 0" a
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HELTEX

526" " m t h GreenEthernet

Green Ethernett t , 9 0o 70 'YY co o Yo"y me ° t'E He h
ot ’“'O; e Y ¢ t ™~ e Y T 7Y e - t e . 9 H™ t h : m 9
e » T~ - m aomt ot S e - * Yo
.o0a™~e" h ™6 * 4 —'RPeeo o xh ho ~e Y
¢ ® " c hooma e " e o mthoTo ¥ ™ T'@Ee o oa o e X h h o e
console (config )#
% 751081 .0 a * e " h ’ a ™ o * * T'Ee o 0 o e X h h o ~ e
.o0a"~e "~ R, ] m t
greenethernet energydetect C_TO;He  th om?*® h ~o",_  h
t o
K_"T0; . ¢ R— % 0
no greenrethernet vt _T0; t He . h om h (0] N
energydetect cohto
greenethernet shortreach ¢C_"0;" .t He _h om® n Q"
h a co __T0O;” Otm 'y xmtho m t "
. e Y a e 'E’ coho o o 0 e "o
I. O ao " 'EQ _ ogreéerrethernet shortreach threshold
no greenethernet shortreach t_TOHe . om* b Q" h
» A’ e . _.. & ) /—\,Y
greenethernet shortreach valug (0.7¢ Lt q" Mt Te® T "t coho o o e
thresholdvalue h 0)/40 "0 h  _reath. 4 K2 NI
no greenethernet shortreach o~ h"™™mttho co xao T."e
threshold
.0a™~e " hoe a ™ x h heot ~he Ym
¢ *~*c¢chom~ oa™ e eo omt ho xh h oh * & Etdnet e t h m ~
console (config -if )#
¥ 75199t .0 a e °© h ’ a ™~ o e X Btherihet e Y et h m
.0 a™>e " "~ e : e ] m t
greenethernet energydetect ¢_"0;" .t He _h om* nh Q"
no greenethernet energyde- 4_"0; e | t_T0O;",t He  h om?% h O R
tect
greenethernet shortreach ¢_7"0;" .t 'He _h om* h O R
[_T0; . e - Yo
no greenethernet shortreach " ' S t_To;" He ~h om?™ h " 0"
T Te . T TYo
greenethernet shortreach force _.ha~e eteoHe hT@m™ th 0"
/ coht™ @
. ~0; ” — -
no greenethernet shortreach A .., ha”e eteo  T0O; t ‘He h 9
force coht” @
.oa"e” h ' EXECt NA A f STASR
¢ "~*c¢chom~™ oa™e " eo m t hEXEC h ’ a t NAOAT SASR
console #
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HELTEX

¥ 752001 .0 a”~ &” ! PrivilegedEXEC
.0a™>e ™~ =e‘;(e _|mmt~x
iga- t *ho~oo~ t t & t S S
show greengthernet [giga gi_port: (1..3/0/1..28)  to ) m t_gtHernet.t | _ x ANBS
bitethernet gi_port| fa_port (1..3/0/1..24)
fastethernetfa_porf] P v v
greenethernet power-me- . P mo ot mo ot a h
ter reset
h a h c o e e Y oa~e?”
A to*h~ t 'Egreehdthernet t X

console# show green - ethernet

Energy - Detect mode: Enabled

Short - Reach mode: Enabled

Power Consumption: 91% (12.14W out of maximum 13.33W)

Cumulative Energy Saved: 1 [Watt*Hour]

Short - Reach cable length threshold: 10m

Port Energy - Detect Short - Reach VCT Cable

Admin Oper Reason Admin Force Oper Reason Length(m)

gi1/0/1 on off LU on off on 10

gil/0/2 on off LU on off on 4

gi1/0/3 on off LU on off on 4

gil/0 /4 on off LU on off on 4

gi1/0/5 on off LU on off on 4

gil/0/6 on off LU on off on 4

gil/0/7 on off LU on off on 4

gi1/0/8 on off LU on off on 4

gil/0/9 on off LU on off on 5

gi1/0/10 on off LU on off on 4

gil/0/11 on off LU on off on 4

gi1/0/12 on off LU on off on 4

gil/0/13 on on on off off LD

gi1/0/14 on off LU on off off LL 60

gil/0/15 on off LU on off off LL 60

0i1/0/16 on off LU on off off LL 60

gil/0/17 on off LU on off off LL 59

0i1/0/18 on off LU on off off LL 60

gil/0/19 on off LU on off off L L 59

gi1/0/20 on off LU on off off LL 59

gil/0/21 on off LU on off off LL 61

gi1/0/22 on off LU on off off LL 60

gil/0/23 on off LU on off off LL 59

gi1/0/24 on off LU on off off LL 60

gil/0/25 on off LT on off off LT 11

gi1/0/26 on off LT on off off LT 12

gil/0/27 on off LT on off off LT 11

gi1/0/28 on off LT on off off LT 11

LUT e t h m e ™ 9o tm "y momt o ‘Ye :tcp

LDt e t h m e ™ no tm "y momt o ‘Ye 5h2 bo

LLt = — e~ - ~'YsS co ~0:; e eo o dh m x

LTt e t h m Y 7Y tmy oct : m a @
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HELTEX

527 7. _thoc ot "2 Ethehviet(PoB
o'( . _oaaxt tom“ rm'n'ox'le‘*;_‘meo*a* lrpo"(h oL Ot ’H(
co " Ethernet moot  tmt TEEB02.3f(Pol) 4EEBOR.AatPoE).. 0o — ; mt o
cohto S co PoE ' a~~" M"a% "'Ee ady"mo ma “Eh 'Y t hotem Y *%e N ~
h ~ ea 0 9 ) o " ho*e . m ® e Y c o “~ > % o ga o h—"" 6 a a x
2.3
.0a™~e " h ™8 ¥ 4 7 'Beeo o X h h o * e Y
¢ ® “chom™ oa~e " eo mtho h ’ a To ¥ T'Ee o
console (config )#
“ % 7520t .0 a e " h ’ a ™ o T * T'Ee o ) o e x h h o " e Y
R e~ ['e ™ e
.oa™e -~ [ ,;<~’< + 4 m t
X a o ; e '( < o - oox <
power inline limit-mode ¢.%bah’ oa~h~e ao teoWT _thog t
{port | class} -portto hTe goe o oxmtTer T7Ta
-/class e mth ™t e 9 ¢ %Th™a t ho c h
-classt © h ~ e ; XxXmt¢t ™ e ™ - -
co® TQ; eeo o xmtho mt -
power inline us- “mt™~e™ ¢©hcotth * @y "aeoo mt 5
agethresholdpercent Joha hx tmy e oha” (@nmpttap)®
percent:(1..99/95 ech ., &8 , €©oho "
no power inline us- commt ~ e~ — - o - R c o
agethreshold - e
power inline traps enable L oha ho ~e e
T 7Y ¢ o T mpom t a
no power inline traps ena- T o~ h™ ™™ 't e”mtho . _ cmhr”
ble ox ao T-beciD” e Bha™cgmoet® " 5¢ pp
c h - e ™
.0 a~e "~ . hoé a ™ x h he ot ~“he~ Y m
ﬁ‘*"‘ ™ chom?™ _oah"”(e’*eao<§‘r]1fhb‘_izo “eEth’e/me*tet<h‘(mm’“
console #configure
console(config)# interface {faste thernet fa _port | gigabitethernet gi _port }
console (config -if )#
“ % T5o@JT .0 a e " . h ’ a ™ o e X Btherfet ~ e Y e t h m
e~ e e
‘Oame"m [ e K _I m t
X a o ;e <@ .o
~ e " xXmt ™ e ™ - - t h E
t ™ e Y e ” et h m [0}
- auto t h ™ °h T t h %ot x c ho
Lo PoE mt h o m t e ™ e t h m
power inline {auto | never} -/auto t e 'y e~ - et h m
- never T ¢ h "t h = %ot x cho
PoE m t h o m t e " et h m
c t e Y
power inline poweredde- Jo® ™ <hy t ° oo T'Eemo"pgEx m t h o mt
vicepd_type pd type:1..24n , a ojao ® " Ta e mth ho "e = xn
no power inline pow- To)e . T T et Tyt hve  CPGEXmeée b o ma
ered-device
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HELTEX

=‘°‘Mt ch*oh*thEthextc(rh"“:[né“

c t ™~ e a o

_(-;ritica|cx;11(t "e""e"”"“.‘mth”fh t t I
power inline priority {criti- t~e 'Y > _thoc t~e  cohto
cal | high| low} llow ch —h> "~ 1t Emy com ™ ¢ e 00, b x

m t  PoE

_highcxmt“e“_."nlcilK;[ c_h o h t(t

_|Owcxmt“e“_"y"’ t e* L. c_h
no power inline priority fommt ™~ e h">oh” tt t co xao ;"

- L T T ® ™cth ® ~ adqTeomhoc t ~ e
power inline limit power co o coht= «—
power:(O.a.3(2090/30000 ommicer ~ CR N TE

no power inline limit xao T.%et Qe” T o tmoyh at @ a

mt'H"( th09 t “ e Y

PrivilegedEXEC

B ~

¢c hom

console #

* % 752037 .0 a” & °

o a *he “’e oa
<

- * ® <

. PriVilegedEXEC

.0a™>e """~ =e”(e’( i _mt .
inli iga- t o* h "m’o*m tto ’Ye H™ t hoec t o™
showpower |_n||ne[g|ga gi_port: (1..3/0/1..28) Foe e , - Y N H T .
bitethernet gi_port| fa_port: (1..3/0/1..24) ¢ o o h .7 0", o9 ¢ tTe  cCcoO
fastethernetfa_porf] LpOrt. (.. - “h~eeo o et h  m~
show power inline con- JtoFh® o ot g¥ho*t ht *hT met 'y ao
sumption [gigabitethernet . Pog et h ~ mo  xmtho mt ~ g
gi_port| fastethernet t _h LU
fa_por]
show power inline version JtoFfh® e t hm QO cho h*aae
T ~ h "~ co " m m t a t 29 0
h a h c o e e Y a™~e "
A o} ¥ "t E momto 'Ye m gj(Hﬁ\ t moc X e h oy mt >
console# show power inline
Port based power - limit mode
Unit Power Nominal Consumed Usage Traps Temp (C)
Power Power Threshold
1 On 300 Watts 50 Watts (17 %) 95 Disable 0
2 Off 1 Watts 0 Watts (0%) 95 Disable 0
3 Off 1 Watts 0 Watts (0%) 95 Disable 0
4 Off 1 Watts 0 Watts (0%) 95 Disable 0
Port Powered Device State Status Priority Class
gi1/0/1 IP Phone Model A Auto On High Class0
gil/0/2 Wireless AP Model A Auto On Low Classl
gi1/0/3 Auto Off Low N/A
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~ B

A o t 'E momt o ‘Ye h'F{"® eeot hob c t mo& Y
console# show power inline gil/ 0/1
Port Powered Device State Status Priority Class
gil/ 0/1IP Phone Model A Auto On High Class0
Time range:
Power limit (for port power - limit mode): 30W
Port Status: Port is on - valid capacitor/resistor detected
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: O
c m *oet o * h * >¢c** ha*.ag'4"h o t hocht ™ e " 'Yeo t* T e o
"% Tpo®4T ~h™a th mt® txm*> H™ thoc t™e Y
Power ét"'txm co " m m t a CHT t hoc t ™~ e Y t 29
Nominal Power "oa e” T'Ee ™ 'Y ao "eomt E mto ;e L 4
ConsumedPower |” "a h eee”o e coth * 77wy ao ao "eomt o)
UsageThreshold oho o o e ™ . eao "ecoomtth 3 "'y ao otohoa
0eeo moo ¥ " e 6ay YL ANF LW o ch Toe
Traps to*h~ >~ t h ~ - h e oha ho ~e e
Port o te™ . e et h m ~ oaaxt™®toh"
Powered device ¢ omTe xmtphpggomt
State s a e t h ™t e o momt o ‘ye H™ t h orc| dzd 3
never.
Priority  h_obh 't 't xch=® T e Y 'H _thoc tf gritical? high,
low.
Staus c h ™ t e o momt o "Ye ¢o'Ha o ’teh.o c te’”‘e, Y ¢’y
Offt ¢ t ™~ e coht ™ ~Q: eo ~ " a e mth ™t
Searching c t ~ e L cohoo”~ . H ;é-\*C)a € 0 %E(’h'@;h(oe;m*m'y ; ”'
Oont ¢ t ™ e coht~ ~0; e 0o poE m tmhto'E mcth om o
Faultt ~ “ h Y ¢ t PO Myt @ hnmt t* o " chom o a o
m¢t x ceo - cp@E(tnt'hﬁ"Yma”oya ao “"eomt 'E ch
Classification <77 mm 07" g Qy,ceeo o xmtho mtgoZ3af IEPEO2S8at
Overload Counter |, ; , t 50, — ; mt = m > .-~ ¢ h —~hx = = co 'H
Short Counter ot m~>™x ., ~ _ohot o o ~"a e YO
Denied Counter .ty mTx pm 0ot "m0 co ™ HT ot h g
Absent Counter c o vy m Tx c h h =™ eo t'Y THD, ,_et)hnytcd ott”
Invalid Signaturg , ; ., t ;. _ °o " FTo__ _T"mm  xmtg o mcto " TQO; e g
Counter
5.28 xe_@*ch<;<e*Y ) 0o cC meomt*
' I . 12 ~ A
5.28.1 xe _ ¢ . o .mc ;e Y ot cohtoH
e C( EO CON (e*.Y'<'0c meomt* . _oaaxt LOh( m X
- %o c o h 't t > > o;amft.";t°d)0hmx'tXCHtot c o h 't c h omt¢t ™ ~YTm
XxXmtho m t "'acp_xe c Y -7 t colrf momeyo ho e ™ hetan Y ¢ h
TomtxcXP hg Im/~ ao X t * t 'E e *mtho e hx -ex Q - X
e o % 5o a 3 “ " h m o c oh 't m ™ 7 ox t ~ ¥ o h o “t ES
e<*'x,<ee-.af1‘m.sa(_*cp _a o~ h oaz_o“<t c‘__‘otz*h*o~5
~ " h m mt o e - c - t ™ e m YO oe m Ht a cohtoay3y =~ 1
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HELTEX

ot oho 0 a o X t *.t'E c h e 'yt . m"‘*x’O"‘ a h .y e n
; o] X h 0. ) ,ce<eh . m .c70*hQt m 'Yy o D R ~m ¢ P“h Ot>m CYQ:O*te_F’Y':’O;* . tcm
X e c Y - ‘LockedtmZ NJp t¢c o - o Ty it mo oh ™~ e X °Eh mmo*m o
o e xn"‘@a”"hcp'i-pmz m ¢ m o ao’eo ommt¢t * e o t 'E com
_ x " m t X t 0 ho*® -+ metX "oh ennfso s ot oho a m
€ < - < — * %71 J< < *e < < € _— < L
J co TE'x O _ xe_ ¢ O " " MESL10@4/MESIY24/MES2AP to™ to
. e*;<e*< h Neo MHY h(mae coht ¢
-~ ol > -~ r r_ ~ ~
.0 a eh . ad e X h h o e Y e t h m Ethemet,* c
e t h h xnc*c c ohto
¢ "~ c¢choma~e " e o mt h o h > a Ethernet xdét hi e
h x ¢ c . cohto Y
console (config -if )#
% 75257 .0 a*e " . h ’ a ™ o e x Bthermey h~xec ¢’y eett hh m
e e e 1
.0a~e ™~ e <~K . ] m t
X a o : e* O PR - % <
port securitymaxnum Tt a®™ _m a” TRAG " h__mT 3
num: (0X1024/1 ao’ 't “x - t'E coht
no port securitymax Tmt e oot e, e co X
port securityrouted se- ~ o ha~t . Tmt e Tt TmTtho 'mo@e . DS
cure-address: s €
—* HHH, HH:H:HHH, H—"— s
no port security routed se- HrrrH-H-H Y, L R em o S .
cure-address
port security ¢_"0o;" .t xe_e,O0 "7 t. e
c (@) Cxo e Y eo .9 " m o
CXo ee..ﬁ"h:rrs‘(_a mto :e
a~e™™ "e™ 7o  portséeurity discdrd ”
port securityforward ¢_"T0;™xet e, O 7"t e” et |
[trap trap] ¢, 0, Txy e Y eo .9 TR mo
CXo e e _”a”h'ms"'(_a mt o e -
port securitydiscard C_T0o; 7t xe ¢, O -t e "
[trap trap] tapom®dmnannle, O , "x; €7 mo .57y et h
CXo e e _”a”h:ms"'(_a mto :e -
port securitydiscardshut- ¢_~"0o;" .t  xe_e¢,O0 """ e "
down [trap trap] c h comtxc T e [ tDd " h mm
- e m x ee .2a"h m."“sa(_
ot *h™*m “otm Yo
port securitytrap trap ot ;"mtotx e h o hx a
c h comtxc 7 e e m™e ¢ oe
no port security ¢ ._T0o;" xe_¢,O """t .. e
port security mode Tt h» a o h~e ¥Ta& fyo
[maxraddresseg lock| se- e*mth~ ~* ao o et h m~” P
cure] -maxaddressest x © * Tyt ot o ox "
e . “"h m* ¥y m Yo" e e . m et
a” m a ™ T'Ee o o _ o7 .o omt - -
x e mt ® h e h ~ h !
-/lock -lockt mo gh ~ e 'y t t oex ™ x h ® ¢
Txo e e “"h mm=™ g tm h'Y ~“ eme a
o*x' e e o a “ " h m ™ a m
m o )
-securetr € “mt h *m t *™t tlo mh ~oe ; e
MAG ~ h m o e ™ cohtx @
no port security mode "Mt te T Tt e” ;. e . co X
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port security mode secure -permanentt x © " 7Yt to_x " e
{permanent| deleteronme- “Th m®* 3 m oy "ee .. m et h
set} a"_m a ™ T 'Ee o o _o’\ ;(mt‘_”‘ -
X e i mt”‘hMAsC::ih(‘nf“‘che(("‘(
comc™ h =7 hx P
- delete-on-resett x © * Ty, t ot x * °
-llock e . * " h m = m“'Y"‘ee . m et
a"_m a ™ T 'Ee o o _o’\;(mt‘_”‘ -
X e “ h e il °'h“'(cmh‘"( "X Y
com ™ c h - h x . )
no port security mode se- Tmt e o7 e~ ;. e  co X
cure
Loa~ &’ : EXEC
¢ ® “chom?™ 0 a~ e "EXBC mt h o h ’ a "~
console >
* % 752061 .0 a~e” h > a~ 9.9/
.0a~e ™~ =e : e ] m t
show ports security {giga- . ] o _ " e”Mmthoxe ‘% ‘oc”me&o.nfth ~d
bitethernet  bort gi_port: (1..3/0/1..28) Coaet b m
gLp | fa_port (1..3/0/1..24); . ) e
fastethernetfa_port| ~ arou '_'(1 16) ’
port-channelgroup} group: (..
show ports security addresse . . Lo _- LTt t o x e~ a :
{gigabitethernet gi_port | ?;—pgg:(égﬁgﬁgi) . 7ee . g cohto @
fastethernetfa_port| P rou '_'(1 16) !
port-channelgroup} group: (..
set interface active . . s_t o, hx 't et h mx ot |
{gigabitethernet gi_port | ?;—pggggigﬁgi) cohtoma~ @™~ "omtxce™ to TE o
fastethernetfa_port| P rdu '_'(1 16) ’ co TETo Tt YO D
port-channelgroup} group: (L.
h a h. c o —e oea *'¥ "~
AS_"0; tE _xe_e¢. O "~ "EtHerneg® " m upeoet thE o m
poe . qogh toht om“(_“"‘h'(xm;”"(e'”’"v"\'os_ h o ot
e o 7 % h m o STy t h m ~ m ¢ T EQ hot
m”’a* *mto;e*“_"‘”“q‘g*empptf‘ieh*QEME
console# configure
console(config)# interface gigabit ethernet 1/ 0/ 15
console(config - if)# port security mode secure permanent
console(config -if)j# port security max 1
console(config -if)j# port security
A o ”° T ett’E T cohtx XTh mxd@ tE s .
console(config - if)y# port security discard

console(config

- if)y# port security mode

lock
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5282 h o h c o e e omt e t e ome o
5.2821x™ o * 'Y cho h ~ c¢co” ™ eeomt
s x t et e Y e ™ ome o mt=~e®™*ht"™ YTHDOMD o * m
oaaxt™toh™ : h ’ e "e m bt o h o aex™ coom’eo"“’Q @® o0 h
Xt et ¢ ho * e e - t oh ) ~ e e co TE"o ot
h o h - co”®™ ™ eeomt co TE o ot - cohto c o e
EAP ExtensibleAuthentication Protocol)
.o0a™~e" h ™6 * 4 —"'RPeeo o xh ho ~e Y
¢ - “c¢chom*™ oa™~e " eo mth o h ’ a "~ ~o * * T'Ee o
console (config )#
~ % T5207T -0 a*e” h ’ a * o * * T'Ee o 0 o e x h h o ~ e
e ™ : e
.o0a>e """~ =e"", exao’?:*;o ] m t
e (o)
dotlx systemauth-control ¢c_"o;" t h a2 Txt et -
no dotlx -fforce-authorized ¢._TOo;" .t h_ > a Txt et 7
systemauth-control
aaa authentication dot1x de- sttt 00T "ea To "™ cho o ght_q
fault {none | radius} [none | toh "¢~ x,; t" 5l 110z
radius] m” 93 L9999 ynHOmM- O
-nonert © co e Yt 'E ":xt et ]
-radiust mco TEo “ t 'Eomch m oh_o w !’
-Iradius t.,_"¢e,, c0oTE 0 "t TYo
. ¢t oho a t o " xmcec e T'E" X t
V t 0 ’“'E_o . mm’“’?m “ch'o" 0 a x X . ©
¥ - e X mc e o [0}
no aaa authentication dotlx TmtTe~ Tt e~ ;. e . co X
default
.0a ™~ e " a ™ 0 e x h h o ~ e Y e t h m * 9 (|
¢ ® ~ cohao*me~Mm ¢ b o h ’ a o e Ethédrneth o ~ e Y e
console (config -if )#
] _hoto_ o™ 91t (Q9E(lSyarots ! dziKSyuaAaoOl Gazy
¢ x ®* ™ eeo ) - et~ 3 c¢h 'Ht o a oc h ®
o T5208¢c.0 a e " h ’ a ~ 0 e x Btherher ™ e Y et h m
e ™ e e
oa~e -~ R <~K ] m t
X a o : e ( < w® . o<
dotlx port-control "Tmthtox tt ettt "¢ O ynHOM
{auto | force-authorized | vt hx -eo oetho ™FE "7 momn
force-unauthorized} -autot ,mco T'ETo "t 'E ynHOM "
[time-rangetime] -fforce-authorized _ T, et a T x " toh "o ™ee
range_name(1..32m _ a | -force-authorizedt _ - _ —0O; " ,t ~“xt et
o T~ et h m ) oht c h g0 ° t
* “ox ot e;t e
-force-unauthorizedt ¢ , h o 't coh t
momt o 'Ye d ” eoh h x Ot m 'y m
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_ T, edaa&&agx t ™ toh e . ch "omt™
"¢ *"'Y;’Hto 0 coht~
-timeT et h ) - J’mh’: a (’e”‘ e®d . c ™
och(” ’“(ezto coh't e ’“toh
no dotlx portcontrol Tmt e T Tt e” ;. e . co
dot1x reauthentication . S_"0o;7,t e b0t om0 co
-fc h [¢] cco mt g ; " ” .
; e e —mt 6¢ h Xt et c., OO0
- - e c ho h — < < < e *
no dotlx reauthentication m ot : A_O ¢._~"0o;~,t ¢ h o” - m_  coO |
- 'mt* éc(h(”‘xt(et*‘*_”"e*'o()_
dotlx timeout reauth-period - cfmt e o " toc hoo0o® a7
period period co” T eeomt ®
- (300..429496729% = = - P
no dotlx timeout reauthpe- m mtTe® T 7t e ;L ¢ co
. ocnn .
riod
dot1x timeout quiet-period fmt e o7 toc hooF ot
period omt "~ tmy momt o 'Ye ao 7" ¢
co"” T eeomt )
period: (0..6553k ¢ n N ¢ ;e ¢ h o a0 mrte Y
e e c. h x t e _"_ o "xt €
no dotlx timeout quietpe- Tmt e T Tt e ;. e co
riod
dotlx timeout tx-period pe- "TmtTe~ ~— 7t ¢ h 0o F ot
riod ) o’ Tt ot t e~ T vee, M@ oo T e
period:(30..6553% 0 n o ™x 9It wih "™ cetroheo ot
no dotlx timeout txperiod Tmt e~ Tt e, e co
dotlx maxreq count "TmtTer o7 toa® moa® TUge o
) chomo cho.to oetx Qe th ° e o
period: (1..19/2 ¢ mcmh¥o h co® T eeomt ()
no dotlx maxreq cTmt e~ T Tt e, e co
dotlx timeout supptimeout TmtTe~ o7 ot ¢ hoo” a7
eriod ) chomo chot© o€rtx @It
P : period: (1..65535/30m  _|— ==
no dotlx timeout supp mt~e™ L. ! e ;. &, ¢co
timeout
dotlx timeout fmt e o " toc hoo 3ot
servertimeout period . o’ "7t ot t” ot m h h =
: eriod:(1..65535k 0 N T———F———= — e
no dotlxtimeout P ( 9 mt*e” LT rtaoETmee O co
servertimeout
.0a~e” . IPrivilegeEXEC
¢ " ~T"chom~ oa”e "PrdlegedXE® o h ~ a~
console#
% 752091 .0 a” @ ! PrivilegedEXEC
.o0a™ e "™ =e : e ] m t
i iaa- Chx e x f omx " mt - t co t o h
d_otlx re-auth_entlcate [piga gi_port:(1..3/0/1..28) e (0] M. Y(ﬁ , .
bitethernet gi_port| fa_port (1..3/0/1..24) x eebtds oa~e” 3 Lo o om
fastethernetfa_porf] P b - O] 2 YNHOM:- @
i ioa- [¢] o - t momt o ‘Ye
show dotlxmterface {iga gi_port:(1..3/0/1..28) O LT Ye |, | _ynH dm
bitethernet gi_port| fa_port: (1..3/0/1..24) x eeo o et h Mm@
fastethernetfa_port} —POrt-(L.. v
show dotlx users [username (1.16gn 2 o "o ;O I X‘t#fe*l_,e_*-* o€, h~° . ee
usernamé oo . YNH®OM- _ocaaxt™toh” @
show dotlx statisticanter- Lo _ . ot mtt mt o x co y
face gi_port:(1..3/0/1..28) ..M o
{gigabitethernetgi_port| fa_port: (1..3/0/1..24)
fastethernetfa_port}
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AC_"0O;,,tEN 7~ a Txt et "¢, , YyRADRE he"
° 7' c¢cho h co® T eeomt - eto e ~
Ethemet*mco""E'on"t E h< ’ o a ”"xt(et* ‘*_" c.

console# configure

console(config)# dotlx system - auth - control
console(config)# aaa authentication dotlx default radius
console(config)# interface gigabit ethernet 1/ 0/ 18
console(config -if)# dotlx port - control auto

A o_""‘t’Em(yrqup[We Ty oaaxt™®toh™

- J—

console# show dotlx

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/1 Force Authorized Au thorized* Disabled 3600 n/a

gi0/2 Force Authorized Authorized* Disabled 3600 n/a

gi0/3 Force Authorized Authorized* Disabled 3600 n/a

gi0/4 Force Authorized Authorized* Enab led 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a

gi0/6 Force Authorized Authorized* Disabled 3600 n/a

gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a

gi0/9 Force Authorized Authorized* Disabled 3600 n/a

gi0/10 Force Authorized Authorized* Disabled 3600 n/a

gi0/11 Force Authorized Authorized Disabled 3600 n/a

gi0/12 Force Authorized Authorized* Disabled 3600 n/a

gi0/13 Force Authorized Authorized* Disabled 3600 n/a

gi0/14 Force Authorized Authorized* Disabled 3600 n/a

gi0/15 Force Authorized Authorized* Disabled 3600 n/a

gi0/16 Force Authorized Authorized* Disabled 3600 n/a

More: <space>, Quit: g, One line: <return>
A o_~ "t 'E momto ye y Bthedpat - ° 7Y MH et _h
console# show dotlx interface gigabitethernet 1/0/12

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period

gi0/12 Force Authorized Authorized* Disabled 3600 n/a

* Port is down or not present

Quiet period: 60 Seconds

Tx period: 30 Seconds

Max req: 2

Supplicant timeout: 30 Seconds

Server timeout: 30 Seconds

Session Time (HH:MM:SS): 00:00:00

MAC Address:

Authentication Method: Remote

Termination Cause: Port re - initiali ze

Authenticator State Machine
State: INITIALIZE

Backend State Machine
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State: INITIALIZE
Authentication success: 0
Authentication fails: 0
-~ A5_2@_0T c m =~ e h x TEt * to c o e e Y 0
“ h ™ a t h c m ™ e
Port "0 a h coht™*
Admin mode _ . =t et  802.1X:Eqrcauth, Forceunauth, Auto.
o d c h * ¢ o e e . h > a coht ™y ~ t oh o]
er mode o~ * L, " N Al - *
P S0 e . UnahdiRNDIWE)R =
Reauth Control oetho ~FE ¢ h ~xt et "¢ D
Reauth Period h o * a T x co t ohe a ¢ h o h “ a
"a 'Y co TE"o ~ ot Yy c¢h mco TE"o ~ e
Username h=> =~ tm"y a 'y t x ot ceo TVE ot o*ht TY®
tm 'y a 'y c m— " e ) X mc ‘e o0 - t oh '
. . h " s t : e otoho 0 oaaxt™
Quiet period POV e o ch e b co® ~ eeomt
. h o " 3 t _;_eaaxt‘ammhm’o“" t ot
T perlod e O co choto 0o Tx 91 t t - e
I m a* T'Eeo :om 7o coc t o c h s
Max req h ® 0 a “cxm 0 a chog mm~™ c ho h
Supplicantimeout . h o7 a *"x co tohe.a ¢ h """ +"a
. h o " 3 t : e otoho 0 oaaxt™
Server timeout = - - < < * s : —
_"ec, ., ®
Session Time ¢h a’y co® ~1Q;_ e Y co Eo0o ~t Ty  x
Mac address MAG "~ hcaom™E o ~t 7YYo
Authentication Method | : _  t o ® ~xt et ~~ ~ g ~ xmt~ eo T eeo
Termination Cause e T A
’ _ox Coer ;toea"‘t momt o 'Ye och -
State ~ toa™t"” momt o ‘Ye [0)
Authentication success| - © — t: om co Tx : ee . moo® " e 0% xm
Authentication fails 6 . omt o co Tx eee xmcmo'oe " € x t ot
VLAN The®™ [ I b e~ e " ee”™ 'Y co TE o "ot “0o
Filter ID L e t * t o h h x cc T'Et h " ¢ [0}
A o " "t E mMt~t mt x  cEtherngttBH ® M - %

—

console #show dotlx statistics interface gigabitethernet

* *

1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 4
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0

LastEapolFrameVersion
LastEapolFrameSource

EapLengthErrorFramesRx: 0
01

00:00:02:56:54:38
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HELTEX

—5241T c m e h x T'EY * tooa * e c o e e
“ h * a t h c m ™ e
o T m t ) o h h te . g ¢~ t o ~0% o
EapolFramesRx l dzi KSYGAOFGA2Y t NRG202t 2@0SNI[!b0OX
e omtt q)
o T m t 0 __ohnh _te .9 c“_g!ttoh[ ST O
EapolFramesTx T ee .a oc h ® ot — a co® T eeomt (0]
.o T m t 0 c* to { GF NI choto o —~
EapolStartFramesRx c ot~ e o mt @
.0 - t o] c”‘_ t o [232'.].".].‘ choto_o""
EapolLogoffFramesRx | ~ . " [ ¢ & &~ ¢ ®
.o ™ ;omt 0 c‘_‘to wSAaALXKLR choto_o"
EapolRespldFramesRX | ~ " [ S = ~" . o o m 1 o
.0 : m t o] c - . t o ot t o (’)_h 0 a Vi
EapolRespFramesRx |, " J < F ~ T L o~ eenmt @
.o ™ ;omt 0 c‘_‘to wSAaALXKLR choto_o"
EapolReqldFramesTx |, ~" ) . [ 2 ~ o o mt o
.0 : m t o] c - t o “ ¢ h m o 0o h o a
EapolReqFramesTx .. "3 o e ~ Y T~ 4 co” ™ eceomit o
. N m t 0 c t o c oto o T~ 9! th[ m
InvalidEapolFramesRx |~ . o ) < > = T | T~ 4 07"~ eceomt o
.0 : m t o] c - t o choto o T~ 91t h [
EapLengthErrorFramesf .~ < 1~ | ~ 2 6" ™ esomt @
. ¢ hmhoyw ao o ™~ 91 t h > c¢h e 'yt * vy m™ ao
LastEapolFrameVersion ¢ *q) - [ y -
MAG © h m mto e “ 3y c¢h e Yt m™ a o g
LastEapolFrameSource L o ) y : . s
52822 “m '~ h ee™ 'Y cho h - co® T eeomt [0}
*m ' h e e . detlxmo h oo YOt c ho o~ t 'E cho h X
- e to S co” ’“'O; xe t o9~ ”‘col‘l'hxtpeik'"‘”"mtt e t
1. ho h ~ co ™ ™ eeomt e ™ ome o0 coht™ t h
ot * "omt x c o m mt a m*u|ﬁp|(eﬁb*t$.“ m _"‘* et
2. ho h - co” ™ eeomt t h * X t “ Xt e t
oh _ " muitiple sessions
Jm = c o h t multipléhoste, 2 ¢ ho go B ot Tx ot et e, 0=
*x t ot " e o0 "omt x c h mx hm™ a m t [0}
~ " a e mt h h o ”"VLAB‘[ omtotohaqg a a Ot "omt x c e
co ~E" o P ~ o
| o omA§EFO 1. O a0’ t *L.tE 7 eoa wNatie
i[!bth“e ) ) 0 c h t ~ (’)¢N\U21L’)e ao "o t°~°
coht ™ Generat 2,5 a o’ t f Lt 'E e " xt e t c
to TE o t h o “eet 'E ©h e t'yt a o xt % t oh '
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.0a™e " ., h ™6 * 4 " 'Peeo o x h h o “ e Y
¢ ® ""chom”‘mthooa"‘he(’ed'ho""”\’Eeo o] o e X h h o
console (config )#
"":"’\5_2@_2-[‘061”‘(5’ h(’*a”’ ""o"”'""Eeo'o _oe *'xh*h
.0a™>e "™ "™ € g e,\*<~K e’ ] m t
X a o0 ; e . (( < @ - <
dotl1x bpdu {filtering | Tttt o FhTTot  x 0. T ¢ hyto
bridging} fr TEeo _._T0O; e
-filteringt ., ~Etho =t E ¢~ ; t YyNHO®
-bridgingt ¢ b " "t E ¢ t YyNTH®M
. . t . T " e e ol
-ffiltering T Txe e Y hTfott t to " o
V_, €. . YNHOME e~ ._ 0da0e <y @t ojh T
e Yt et T @co YENKOME Y
dotlx systemauth-control.
no dotlx bpdu "mtTe® T " t e® . e  co0 Xxao
dotlx guestvlan timeout "mtTe~ T " ot h a 'y QY eh’>a h
timeout Txto et yaW®md, | _T0; e @70
timeout: (30 ..180)/ c o h tglestYLAN
no dotlx guestvlan St et Tt e . e co xao
timeout
dotlx traps maeauthen- .o Tt o omeda®™ e« NI LI, T |
tication success 90" t T xt et X h gnx(QF coom eds® t e
4 - _T0;  eol” " h8g0o2.1x.
no dotlx traps maeau- "mt e Tt e . e co xao
thentication success
dotlx traps maeauthen- _" °h Yt ome d ™ «  GNJ_Lg "~
tication failure Txt et ") me Tiemmd " EE R
K, _ 0; e of 802.1x.
no dotlx traps maeau- "Tmtte~ T vt e~ . e co xao
thentication failure
dotlx radiusattributes "mt e " ot 0% h®%ot x o o
errors filter-id resource -acceptt c o TETo "t  TE ch eyt 3§ om7
{accept | reject} .t ¥ Lt E cho 7 he*" ¢T ech'y :h
jm = T'Et h * ¢ Y ¢ o L5 e a o’
) ch;‘e“;z co’“’E"o ot ~E *x -~ t 0
freject -r*eject*r Jm = ~Eth” ¢ co L5 e
'o””’t ~E *x°© t ot_"oe e @
no dotlx radiusattrib- STmt e Tt e~ . e co xao
utes errors filterid re-
sources
dotlx radiusattributes "mt~e™ Oha¥™tt exa h” g ¢ oPprt o
nasport format-type {de- ch "xt et " ¢g  co ynHOME
fault | human} -deafultt "¢~ ; e  co xavog ;'YemoQX e
e x t h itndexdd :a
-/default “-humanr e< X a ’ h - c 'Y cohtog “e ™ ;e “e ™c
c‘e(."‘*L’,( . )¢ 8, .
no dotlx radiusattrib- Tmt e~ T " t e~ . e co xao
utes nas-port format-type
.0 a™~e " , hoae a ™ x h heot ~he ym ™ QGKSN\ySl:I
¢*"‘ ™ c¢chom~ _oa‘“e°eocn mtho_* hE,th’er*neBL _oe

console (config -if )#
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~ % 75243r .oa*e " h o0 an o e XPtherhet _ “ e 'Y _ et h
.0a>e" ™"~ € ’<e,_:<~K ] m t
X a o ; e . [ < ® - %<
dotlx hostmode o h o7t e o 0" eo 0o ge m_|
{multi-host | single-host ."eeoa cohtx yagHOM @
| multi -sessions} -/ multi-host -multi-hostte . m _o T'E_o _ T _eto T
-singlehostt ¢ © ¢ T et T
-multi-sessiong ¢ , m __om™ ' m
dot1x violation-mode R S L S _otoho  xem toh*
{restrict | protect | shut- mt 0AG" " h__oamtoba "o »% tnfyho m™g| /7
dOWﬂ} omx'(mtn"'y<t coc .t X “"omt xc ™
-restrictt ¢ _, tMAGM™ h mad e .ardh 7
- et m 5T 9ghm y'Ht oa " T h m .m
Tpro}e(ctrc*_(t.frﬁhal’pﬁa’\*;e.afﬁl’l(na"l_
Toet®*hmo.. " Otmy
-Iprotect -shutdownt ¢ oh t . TQ;" tm’yH ceta ot
e .a otr Al m~ o TF¥hem~: ~ QOtmy
“mtote h hx a bmoo""e c h
mt X c"i‘ e<* *’ e :m ~ e _ ¢, an e *mht<0'“*rﬂ:fe’\ix.teo
« voa™e™®oh hhk tmpyliple hosts.
no dotlx "mt‘e‘n’“*“*<t e*,(e*< co X a o
single-host-violation
dotlx guestvlan enable oo h o7t e " toh "o Tee .a co
L m- "o txe _ omt o [ ! bd
a " xmthommt“(e"*mot’h‘z‘ée("' t o[
L omt xc ~ ¢ ! ,omt o £[ ! b O_ ogpf ley” mt hRep
et b o m”  +[1 b0
no dotlx guestvlan ena- =Tc¢ch "7 t e " toh "o Tee.a co
ble . - ”omtxc_'omt(“ R +[ ! bd
dotlx macauthentica- ¢_T0o;" . Txt et _ T el Oy, mfhogo
tion {maconly | mac R ¢
and-802.1% -maconlyt . _T0O;" ,t “xtomeo e €x00
S{"‘h{m"oz c ” <t yﬂHCDMO* e o
-macand802.1xt . _ ~0O; "t " xtomdo "ec¢&
ynuodmor T h Im” 5@
Ao _TO e ML TY b e et oot
-t TxtmTyt et Tt hy ma @plos
- "o ™ epn™ f toCEm m Y'so{_’ h* @
Zx e Q;?:Ytoh)et) et ‘"e** -
._"0;.,e" 0
no dotlx mae ¢._"To;" .t Txt et " & 0Oy mmg
authentication I <
dot1x macauthentica- oa”e”” -~ ot oha®t mtho
tion format username { ", a0 “ tName, x t La SN
lowercasd uppercasg [ -lowercase, uppercase ¢ h " T'yot h  mth
separator {-| :| .} 11 o T
groupsize {L| 2| 4}] -separator--~ * * t h™ -7 7ot TUE a7 ox
_groupsize._o ’<mt“0 m‘a"oc’"c()”cpj”"_"
h~ a tho  FSLJI NIG2NI ., 3IANRdzZLIAAI
-/lowercasé h =~ _tmyy ao’ eo x " " t'E to T'E o IZh
toT . S, 7h.m oetoFh~~my h* % T ee .a e
h x ¢ #lb2c3ade5ep [0~ 'Ht , o ¢ ~h~a th~” @
T L
dotlx macauthentication format username uppercase separator
groupsize 4
T oha®*t mtho . -"th'“xt(Y
A1B2:C3D4:E5F6
no dotlx maeauthenti- Tmt e T Tt e ;e co xao
cation format username

Ethernet_° a a x t * MES100, MES000

209



HELTEX

dotlx macauthentica- .t h opasdword_string . h . * ~ RADWYt h = “‘UsetPass-
i a*oe ™ * t h * t>"ba m ™
tion format pas_sword -/UserName word. , °© X-’a oe” O. P I
{password_striny . ,oha”t 3 e e o aguthenticdtion format
dzZASNYIFYSd " _m a~ T'ge” Y "7°128"
m a o —o .o
no dotlx maeauthenti- Tmt e Tt e ™ . e co xao
cation format password
dotlx radiusattributes ¢_7"0; t'E c¢ho ~h_x co® T eeomt
filter-id « ~0- e QOSPolicy
no dotlx radiusattrib- T ’ "Tmtte” @ o.Tooet co xao T:"e QOO0
utes filter-id
dotlx radiusattributes ¢_ 70"t of kTinmelPrivateGrouplD (81) m o o
vlan « ~0 e “.¢ RXDIUS  h h" O
no dot1x radiusattrib- A ' ¢ ._7T0¢ *ht*wct ¢ RunnelPrivateGrouplD (81)m o o 7
utes vlan . ¢ RxplUs M . N""
.0a~e " hoé a”x h \WAN ™~ e Y
¢ ™~ c h ooma*~ e " e o mtho h ’ a VEAN x h h o
console (config -if )#
~* 5244t .0 a ™~ e " h ’ a ™ o e X VLAN © ~ e Y et h
.0a™>e ™™ =e : e ] m t
dotlx auth-not-req . - .t Tomtxc " Teeo
L omt xc e T, .1 ~'va & ©
e a co TE o e — —
no dotlx authnot-req ch *+ e ~|TTeh 7t Tomtxc "eeo
o Tt _ T'Ya o
dotlx guestvlan c T OTUY,tVLAN Mt . x O
t _h .e "™ ttoh "o Tee .a co TE"
Tomtxc omt _d”i/[ﬂ[bgb;q;l‘”m*
JJVLAMN och™" h~  "h ™y ceoht *x* 't ~ toa"™t :
Tomt ("'_‘Y_e F " e “,tod "™ & cho
) h*"“ck'oq)’to':‘  mco TVE o "t
"o 7 e Y .t E mt ™t ;.om_a T
no dotlx guestvian Tmtre ™ Tt e . e co
.o0a"e” PrivilegeEXEC
¢ . ® : "'_cohao"me’” e o m t P’rWiIggedEXE(C’ . a -
console #
% 752451 <0 a ” @ " !  PrijilegedEXEC
.0 a™~e "™ ™ e ~ : e ] m t
show dotlx advanceddi- - ~ t Toco Te 't TEe m

gabitethernetgi_port|

[0}
gi_port: (1..3/0/1..28) "%
fa_port (1..3/0/1..24) -

yona“pmE" 6”7 o

fastethernetfa_porf _"eeo o co TE 0 "t Ty
.0 a”™*&a" 2 a ”~ 9. 9/
¢ - “chom™ 0 a ™ e "EXBC m¢tho h ’ a ™
console#
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.0 a ™ & " a o} * TEe o o 0o e X h h o e
¢ ® ™ c¢chom~™ oha *’e "ae™w * " nt'Pe ® 0 o e X h h o
console (config )#
'"+A5_2@_8T‘Oa”’8" h ’ a "~ ~o * * T'Ee o 0 o e x h
.0a™>e" "~ "~ =e“' e*<K=e ] mmtﬁ*
xao T "e (
ip dhcp snooping ¢_T0O;” ,t _oetho ¥Ea ho t7o eo 7Y
. -~ e - §nbdping otch™ _ ’ Ko e t m
K., -_"0; et(A'Ee-:-)"SPPt“O" R S
no ip dhcp snooping ¢._"0O;~_ t _oetho TF choto o
ip dhcp snooping vian ¢_7"0;",t _oet hDHCPE chh 0"t o " 57|
vlan id vlan id: (1..4093 . - _ 7| VLAN.
no ip dhcp snooping vian ;. &0 ¢._T0;~_ t _oetPHCPEcchh ot 07 "0y
vlan id e o

VLAN.

ip dhcp snooping infor-

LK

h

o

ch ce a™t.Em5pE te

mation option allowed e .ogn cohto (0]
e h - t -

untrusted e DHCP ™ _ )

- - - 0o c ¢ y H ot — ” — ” -
no ip dhcp snooping in- R o*n‘ o hto : ¢ h t ch ce” a™t.Em5p fte, |
formation option al- |7, e .-909n cohto @
lowed-untrusted
ip dhcpsnooping verify ¢c_T"0o," ht T ETO ms T @

h - meb e 'yts o~ 5] [e” (e

. - -/ N . . v e o) ,rl coht™ 7 ® _ _ _
no ip dhcp snooping ver- " - ’ ¢c._~"0Oo;,t o hIZTh "™m¢g 0O sk
ify h m = m,cb*;e:Yt_U o” B /«a" (e

e an coht”™ 5900

ip dhcp snoopinglata- JToh Tt meco TVETO T h
base K h h e . ftho ™Y choto o™ 5| /[/t®
no ip dhcp snooping datas co TETx tmpT*ch "¢ ot meco TE O Te h
base tho ™Y choto o™ 5] /t®
ip dhcp snooping data- Tttt s"mtotx ofeo T e Y
base updatefreq seconds seconds: _o 7" 51/t @
no ip dhcp snooping data (600..86400/1200 Tmtte~ o Tt e” ., . e co
base updatefreq seconds
ip dhcp snoopingport- nofr3oayqgs 9 3Ydo DEHP seolpihg ¥ ¢ E
down action clear « ~0 e bYY YbosqdeqydRE
no ip dhcp snoopingort- - ' 6Eedq) Eqoe 03 Ydo ®6HPsihdny g ¥ 6 F
down action bYY YbosqdoqydE
ip dhcp information op- _Toch 7t Txom®t*h o met yy och g h”
tion . choto o™ 5] /¢to®

, . - K. - _T0; . = - IR
no ip dhcp information ch Jtooxmtho mt yy €b ™ ™h
option choto o7T" 5]/t
ip dhcp information op- "mt~eo” et " tyhRSYAROS & &
tion format-type access
node-id node id node_id (1..32p , a o©
no ip dhcp information o - "mt~eo " e” . e Y co xao 7
option format-type ac-
cessnode-id
ip dhcp information op- "mt~eo " T et _~toh™ NJ
tion format-type remote-
id remote_id:(1..32yp , a |
no ip dhcp information o - "mt*eo " e” . e 'Y co xao ™
option format-type re-
mote-id
1 1 I - " mtho ~ oha™t™ o c
ip dhcp information op format: (sp, sv, pv, spv, bir — oL 511/t ¢
tion format-type option defined): oha®ty

userdefined); -sptecoca h m 7ot~ coht ™ T
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format [delimiter delim- delimiter: (.,;#¢ h o |-syteoa h m 7ot . +[!'bT
iter] -pvteoa h coht" . £[!'bT
_Spv-[eoa<h m "o t> 3y c¢coht™ i[
_bin-[**e”"he.m loha”tY i[!bz
-userdefinedt ,oha ™t och = Ty tmy
och(’("‘(e** *mco""E‘xotm'ym
%h: hostnamg
2 LIY ohot o a'YCO;ht"’z e ™
.:E:.tY T”‘*eeo_<(*;'y coht™ 35 e™c
2y t ¢ cohctotTNG T RTFGLGESYYR
t< h L o a L - . 0T
%m:mac " h ,m coh t* HHHHBHa ™~ t
%M:macc " h m m mt a HHHHHKIa "t
£adzy eoa ;h Qe t~
.:::.éy eoazh m o t ~
":E:")/Y eoa(h coht™ c’)_j_e‘ -
%i: ifindexc o h;t ~
Yv., T, et "toh +[ 1 DpT
%c.mac " h om T e HHHHHHoha "t
%a:lP "h m m mt a.  oha™t
no ip dhcp informdion "mt*eo 0~ e” . e Y co xao T
option format-type op-
tion
ip dhcp information op- Ttmtho " _ogga~t~ oc g
tion suboptiontype -trl0lt xmt " e~ T 7t oha~t o
{tr101| custom} m mx ¥ ch e ytoax .]0lhmo oota et nm
oha™*toay .ah t 5% ¢
-tr101 lcustomtxmt te~ S Tt ohart o
m .oha*toaz;cﬁit“::g_?mé@(
no ip dhcpinformation Co ~ h~ mm ot "e” . e co xao
option suboption-type
.v.:~"*5_2@_gT_oha*t co"<m oc ¢ | Yy H TrIFp_]_Q]_"”'meo h< oa
o ™ h .o - a ™y e oha™" g Y

— < o< < - < * . *

hostnamg m t h o m 1t —~
m t h o _ *eth <stacked/slotid/interfaceid>:<vlan>

om e e oa@a“htcoht=* 3 otohoax co” ~0;

ahcp."(c hom ¢

CircuitlD

Enterprise numbed 0089cl
MAG‘”hx(nmthommt -

Remote agent ID

~* 7520t oha~t co ™ h o ceuStom Y H

< @<

o h .o - a "~ vy e oha® g Y

[ < [ < - < *

R

et ot 0
¢ /1D NDdzA G

Circuit ID VT IER
ircui i o
VLANH * " _t "0

"oa h a(g_':‘“x T
"oa h @b try

17, e” 46m T _t 0

. RemotelD(m * " _t 0
17 e” o&m ot
MAG “h m oaaxt™toh"

Remote agent ID
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.0 a ™ e ad e X h heot ~he (’Ymt*'e“h ) Etheret,
et h m ~ h x cc . cohto
¢ ® “c¢chom™ oa“e " eo mt h o hEtherneE eote h
h x cmohto Y
console (config -if )#
- T52@%It .o a " e " . h ’ a "~ o e X Bthermez ~ B x cYc et eh
oarec~ | 8Tk e I omt
X a o : ~ e . 1 < - %
ip dhcp snooping ¢_T0O;,™ettho ™ choto o ™~ 51 /
mT P
. - -/ T0O; L e o = —]
no ip dhcp snooping - ¢_TQO;" .t _oetho E choto o
m* P
ip dhcp snoopingrust Jo*~ Sy t et h o m  mc mg
o Te chbetbdody SHh7td 5L
- et h m e|h e eo °n et(h l(('momc“mrre;.*at‘ﬂt
o h ee .4 hx tmYop
no ip dhcp snooping trust Tt Yy, t et R om0 me om 7
L Te _oetho ™Y choto o ™~ 5
ip dhcp snooping limit "TmtTer 77 ot oo hte e
rate rate rate: mt o ch e af”atog 5| g _xe " x
noip dhcp snooping limit | (1.2048)pps, - _ —O; | e a~ 't o h~e PDHCGP ~ _ ® 0" ¢ ke g
rate coh t~
ip dhcp information op- _Toh “ t xmtho mt x "o®~
tion [globall ch h = %ot choto o ™" 51/t d
-globalt "o * T e oc ¢ yH oc
-Iglobal o et m [ 1 b
no ip dhcp information Tfceh T t xmtho mt x "o~
option et hme"h  h~*ot  choto o 7"
ip dhcp information op- "mt~eo " T ety 2RSEPARNTC g
tion format-type access t _h L)
node-id node_id Y2RSYPYARY owm
no ip dhcp information o o- K "mtTeroe” ¥oe 'Y co xao T:;"e 0O
option format-type ac-
cessnode-id
ip dhcp information op- "Tmtte ™ T %t jreuitide €, ete
tion format-t ircuit Lo
ton format-type cireutt circuit_id:
id circuit_id —
- =— - (1.63m , a o/-""o - — — — -
noip dhcp information mtTe® T 7 tao&T%eep co
option format-type cir-
cuit-id
ip dhcp information op- "mt~ e~ T " tRemotegjdec” g€ .h
tion format-type remote-
id remote id remote id:
no ip dhcp information (1.63m  a oo |"mt~e~ T % ot et e co
option format-type re-
mote-id
ip dhcp information op- ""mtho  “DHCPRa~t ™ yy e~ et
tion format-type option Toha~ty
format [delimiter delim- -sptreoa h m7Tot" . coht™ T
iter] -syt € oa h my[CaNt ~
, l-pvreoa h c\VMAN "
format: (sp, SV, pV, spv, bin spyTeoa _h m o (VAR coh t -
deli ”.Ser'def'fdﬂ’ . |-bint* _e”he . VAN amToY 3 coh t
o o . - Vi r oz
elimiter: (.,;#)l | -userdefinedt ,oha®t och " Ty tmy
och(’("‘(e** *mco""E'x'Otm'Ym
%h: hostname
%pY _ohot o a 'Ygit/o/lh t " X e "¢
wPY ° T, eeo  a Y qigabitethemet®/0/1¢ b
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HELTEX

wy t ¢ coh t ™ iffabkeifTypee . .. mc toe ™
h . ;eo0a ) - . 0T
%m:mac® " h m coh t HHHHHRRa "t
Y%M:mac " h  om m mt aHHHHHHPMH "t
ouY € o a h Oe t " T
osY eoao<th‘ Th"‘*
onyY eoa:h coht™ o - e ™ - ¢
%:iflndexc o h t ™ T
%Y " et VLAN " toh
Y%c:mag " h o m T, . HHHHHHo ha "t
%a:|p°h(mmmt a ) o ha~t
no ip dhcp information "mt~eo " e : e 'Y co xao T
option format-type op-
tion
ip dhcp information op- "*mtho * oha”t® oc g y H
tion suboptiontype -globalt _oha™t oc ¢, och ° Y,
{global | tr101 | custom} e” et WLAN _m
-trl0lt xmt " e ™ 7 ot oha~t o
m mx ¥ ch e 7Yt6;x:r|?\1101hlmooota e t” nf
-/global oha™toa *Z .@h t""é”zq:g: (C_ h
icustom-[ xm t ~ e ™ T <t ’ «m(h)aa"tt ot
m ‘oha‘toaz“a c‘pﬁ*tj‘:5'_"22('d§@( o
no ip dhcp information o "~ h™ "™ ot e e co xao
option suboptiontype
.0a™*“e?”" h oe a ” x h heot ~he Ym +[ ! Db
¢w° ™ c¢chom?™ _oa:"e*°ae<ow_onet‘h*o'_‘><_*bEnfjbh“:‘snj"'y i[!bY
console (config -if )#
~ % T5oRJT .0 a ™ e " h a "~ o e x h h o ~ e Y et h
.0a™~e """~ ¢ '<eﬁ*<~Ke ] mt
X a o ; e . < ® - <
ip dhcp information op- " h 77t xmtho mt x "o~
tion [global] £[ 1 b ch h > * ot c h to o ™"
- o - - e 0 C ¢ oc
-/g|0b3| eglofa}T e mt h o(w ~ a ) ° v
no ip dhcp information =" ch “,t xmtho mt x "o%~
option M!b ch h=%ot choto o ™" g
ip dhcp information op- "mt~eo _~ " ety2RSPARNTC ¢
tion format-type access ""eeo o +[1bo
node-id node_id Y2RSYARY oM
no ip dhcp information o - K "mt*eo 0~ e~ : e Yy co xao 7
option format-type ac-
cessnode-id
ip dhcp information op- "mt~eo v 7 et " toh~ NJ
tion format-type remote- eo o +[ 1 bo
id NEBY2GdS@WARY 9
no ip dhep information o - K "mtTeo " xa® T 8e 'YOhO
option format-type re-
mote-id
ip dhcp information op- ""mtho 0" oha=®t~ 5]/t oc ¢,
tion format-type option Toha~ty
format [delimiter delim- -sptreoa h m 7ot~ coht™ T
iter] f . .l -syTeoa h m 7o t" +t[!'DbT
ormat: (sp, sv, pv, spv, hin .
. ) _pVTeoa<h coh't X i[!bT
.ulser-deflned), . -spvt e o a h m ot™ ¥y coht?™ + [
delimiter: (.,;#§ h o ~ -binr**e“(he  ehatiy i[*!bz
-userdefinedt  oha™t och ° 7Ty tmy
och(”("‘(e mco TE'x Otm 'y m
%h: hostname;
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HELTEX

2 LJY _ohoao_h)t(‘zae'y“ch a(h JA
n:::AtY°’“*eeo( ,a Y coht™ 5 e™c
n:::h[jyt'c coht™ o0 e~ ; e . c d
t(h*;eoa _,*?(UT
%m:ma¢c ~h  m coh t " HHHHP-Ha "t
%M:mac® " h m m mt a HHHHHMha "t
fadzy e@ea th” T
g:géy eoa<h m "ot > T
P2y Y eoa h coht™ 6_" _ e~ -
%: ifindex o h t = T
vy |, T, et _Ttoh [ 1 bT
%cmag " h m T e t HHHHH;0oha"t
%a;|p°h<mmm La. . Joha” it
no ip dhcp information "mt ¥ eoe ~ e 'Y co xao T:"e 0
option format-type op-
tion
ip dhcp information op- Trmtho "7 oha~t” oc g y H
tion suboptiontype -globalt  oha~t oc ¢ och Ty
{global | tr101 | custom} e*mtho  ~a T
-trl0ltxmt T Tt oha=~t o
m mx y c¢ch e ytoax -101hm o oota e t"nf|
-/global oha®toay .ah o ’”5’2{9; e .
_Custom-[xmt"e"“’\'“"'(t lcmh)az"‘Tt“(dt
m oha*toazacﬂh*t“‘zg_’zzufe@(
no ip dhcp information o * h™~" 't "e” . e  co0 xao
option suboptiontype
oa”é PrivilegedEXEC
¢, 7 ~T"chom~ oha *’e "PgildlegedEXEQ® o©
console#
7 7523t .0 a” @ ! PrivilegedEXEC
.o0a>e """~ =e“, e ] th
ip dhcp snooping binding e 7 T, T 6T T T xy _os
mac address m LT "l hs LU et ™ ¥ ""hh(xmcxc
vlan id ip_addresggiga- _" "Teeo o et h LMmT o
bitethernet gi_port| 17" ee™ vy “c mE T ox t _mt
fastethernetfa_port| . . _oa”e”  h a e e ot Chk "~
port-channelgroup} ?u)ort.. (12;8;128) "rehom o mTh SN te” oTeo Toe
expiry {secondgnfinity} a_port: (.. 28| m o coTx ;e Y ot T o 7H
vlan id: (1..4099; a~e ™™ “"omtxce™ to T'E o STy 4
group: (1..16) COYO D —
seconds(10..429496729P | _caconds Choay e “ e m
-infinity t _ b 2 Y L e, “co.m e
no ip dhcp snooping bind- R 2 S ¢ R O _o¢
ing mac address moto r%hs m=~ 7 et ™ h xcec
vlan id
clear ip dhcp snooping . ° h arfjat_address ; “Te¢ m* ¥y _oetho Ty chg
database[mac-address HHH
mac_addres$ HHHHHH
[vlanvlan _id] [giga- H-H-H-H-H-H;
bitethernet gi_port| gi_port: (1..3/0/1..28)
fastethernetfa_port| fa_port: (1..3/0/1..24);
port-channelgroup| group: (1..16)
vlan id (1..4099
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HELTEX

.oa"&” ! EXEC

¢ ™ ¢ h ooma e " e o m t EXEC h ’ a ™

console #
© 7 75241 .o a4 ” BEXEC

.0a™>e """~ =e“;(e . 1 mt
show ip dhcp information L,o_~ . ~ t e oha~g 'O oF
option E to_ o ™" 5|/t ®
show ip dhcp snooping . . Lo_ . . _oe et heo QY oxbhe
[gigabitethernetgi_port| gl_port.(l..3/0/1..28)' DHCP.
fa_port (1..3/0/1..24);
fastethernetfa_port| roup: (1..16)
port-channelgroup| group- (L.
show ip dhcp snooping Lo - Tt o moot Frtmaty  ye th
binding _o 7" 51 /to
gT:;f‘ddressmac—ad' gi_port: (L..3/0/1..28)
. . fa_port (1..3/0/1..24);
[ip-addressip_addresg roup: (1..16)
[vlanvlan_id] [giga- vlgn idl'l(l "4094
bitethernet gi_port| = '
fastethernetfa_port|
port-channelgroup|
h a h . . cooaee “e Y

< *

A _7 h ", UE | MDHCP CEc©o | " suilbAN

[ <

console# configure

console(config)# ipdhcp  shooping
console(config)# ipdhcp  snooping vlan 10
console(config)# ip dhcp information option
console(config)# interface gigabitethernet 1/0/24
console(config)# ip dhcp  snooping trust

A 0 ~ "t E m m*0*% T e .tmtoe t'YPHCE ¢ h ot o o ™~

— —_— - < *eo < J—

console# show ip dhcp snooping binding

5284~ " tI7 h| _t dPtSFurcedsuard)

T xe ¢, YIPPTTh tmSourcéDldzl NRUO ch  Te” te” . e”

m e t h m

~ N

-y e ~ ome o “ e t c - mo ot t mt

D dzl NPCIP*“"”_JFBS?ouiceGuaFdO 'NOA'Y<t ¥ o h o {pgh “Y<m°E°ja‘f@°_th
i om o TE x xe e Y|P bk th v Trymtc*6” KnEogo tot DHQP
V snoopingZ a t ma .m mco TE"o “t 'E " "eex 0O
. __ 'O PHCPsnooping
| _Xe_G*'O [P:mt‘fmm oLt {2dZfo)é D dzc NR 0 e(o*:)‘
e t h m= @
.o0a™~e " h 738 ¥ 4 7 'Beeo o X h h o * e Y
¢ ® " c¢chom™ oa™ e " eo mtho h ’ a ™ o * * T'Ee o

console (config )#
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HELTEX

~ o A

’“5_2@5c\oa"e h ’ a "~ o T TEe o o o e X h h o
.0a™>e" "~ "~ e ™ : e ] m t
ip sourceguard LR © oxe_ T o mT " T. o4t
- ocoaaxt>®toh™ @
. 40 _70; 87T - e ———
no ip sourceguard ¢ ._T0o; "t o xe Teg' hgQm T et
_oaax t*toh™ @
ip sourceguard binding Lo T e o omt Tt -tmT 8o g "mo at
mac_addressvlan id a "X " ptmoa T, fefth §moa o g
ip_address gi_port: (1..3/0/1..28) t[!b " 7Y x_" Teeo o 0oa”e
{gigabitethernetgi_port| fa_port: (1..3/0/1..24);
fastethernetfa_port| vlan id: (1..409%;
port-channelgroup} group: (1..16)
no ip sourceguard bind- ST T e o o mt Tt ;. m_o e om
ing mac_address vlanid
ip sourceguard tcam re- ot ;*mtotx oh” e Y xnm
tries-freq {secondg “a m ¢ TEO ~"c m LAyt
never mTh mo @
seconds(10.600, snevert -t ch te ot “c mE ¢~ a
nevedk ¢ n__m " ee .yt hLtmo @
no ip sourceguardtcam Tmt e Tt e ;e co
retries-freq
.0a™~e " h ’ a ~ 0o e x h h o * e Y eEthebpnet’<
e t h m ~ h x ¢ c c ohto
¢ * ™ c¢choma™e " e o mt h o h ’ a Ethernet xé t hlo
h x comht o Y
console (config -if )#
“ % 752067 .0 a e " h ’ a o e XBPtherfmez ~ B x ¢yc . e t e h
.0a™>e ™™ =e : e ] m t
ip sourceguard ¢_T0o; ¢t xe " T tet T T
s - a o o et h m = o
. K. - _"0; . = T —— .
no ip sourceguard ¢ . 770; t x e Yeg hQm T et
R - a o o e t h m = O
.0a~e"” . 1IPrivilege@EXEC
¢ ®* c h ooma~ e " e o m t PeriIegecE)(EC’ a "~
console #
Y 752071 .0 a” @ ! PrivilegedEXEC
.0a™>e ™™ =e : e m t
ip sourceguard tcam lo- Chx ;exQ "~“cxm*H~t ehodygxmmho
cate h e e a h mx hm™ a C:IE'O € " ¢
T " - eeX Hh | moa e ~ "~ "iunm"t‘EXL‘U\e”’c
. - _ ho ~eeo o co TE‘o0o "t
.0a>e™ . al 9.9/
¢ ® ™ cohao*me*m ¢ & o EXEC a ~
console #
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HELTEX

©* T5og8T .0 a @ !  EXEC

.0a™>e ™~ =e‘;(e’( _|‘mmt~
show ipsourceguard con- .oa~e’”* oto®h~” Tt e mohon
figuration [gigabitethernet gi port: (1..3/0/1..28) | ~ v " T"eeoay T To xen™hommg
gi_port| fa_port: (1..3/0/1..24);
fastethernetfa_port| group: (1..16)
port-channelgroup|
showip sourceguardsta- coa”ets hmt™ txen v * |p.7 h S
tus x "~ “'?erb‘b I|P_"m°mh"ajms”‘£°h“nf":hxc
[macaddressmac addres$ gi_port: (1..3/0/1..28) VLAN
[ip-addressip_addres$ fa_port: (1..3/0/1..24);
[vlanvlan _id] [gigabitether- vlan id: (1..4099;
net gi_port | group: (1..16)
fastethernetfa_port |
port-channelgroup|
showip sourceguard inac- . coa®e”™™ oto®h™’*rthem=® o tch
tive
h a h c o Te e Y oa~e”-”
A 0 “ e ™ m tEh o X x e gh m™~ ™ 7ty. 1t o e t h n
console# show ip source - guard configuration
IP Source Guard is Enabled
Interface  State
gi1/0/1 Enabled
gi1/0/22 Enabled
gi1/0/23 Enabled
A ¢ T0O:; xteEe O "&"h tm~ |"tTY ~Et h * ¢ t h~
moot tmt 511/t ayzz2LRAy3a . mt~t . m_ g
..om_x QO "~ ~c mE t** " ¢ mo ot t mt Y T Ty
mt _ZYh oM oetTMPHDOMCcyYy dDmc dmm I moa Yc n¥hr/nyYn! Y! Y
m . hox ¢ ¢ i[ Il bY
console# configure
console(config)# ip dhcp snooping
console(config)# ip source - guard

console(config)# ip source - guard binding 0060.704A.ABAF 3  192.168.16.14 gi-
gabit ethe rnet 1/ 0/ 12

5.28.5.0¢€e tho ™' chotolpspectio) ! wt 0! wt

T ox e _¢e_ Y _oet h OA’RP((ARPHnSpECIio_rlm ﬁw‘ e e ” ;o8 "~ Y T
mco T E"o " e a e e ho aARl%bf)OﬁnthC ) J'ARRth * o ™~ .oet ho
c hoto o T~ I wt omx " mt Y tmY elP. MAGFe “oh mom t3 t ~:7 "me
h x c\EAN
' o hmt o e x h h o ~ e e . Ze "o |tnspgcn'aon°ao rl’“’* €
L te Lt E Ce | °o“ ) h .ee .aq oMy o‘tx~e<_t(§n*r.‘"*: R
h m®*>"h Lnp"~ T Ty Ht o 0 coht ™ "o T eo Lt E
e e . c o h 't e ¥ x t ot Tt E e ™ * ¢ hom
V; ] 7Y e e ~ ° e . 9 cohto . c o e ’Y’otm.‘SY;hnhmo
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.0 a "™ e a ™o “ T 'Ee o 0 0 e X h h o “ e Y
¢ - “c¢chom?™ oa™ e " eo mtho h ’ a ™ ~o *
console (config )#
"% 752091 .0 a~e” h > a-~ To ** T'Ee o o o e xh b
.0 a>*e " ™ =e"‘e'(K=e _|<mmt”'<
xao T-"e 1
ip arp inspection ¢_T0;" ,t _oetho ™' cho tjgspee- "
- tion).
: : - K, -_"0,; . ¢ ) — ——
no ip arpinspection ¢ ._70; t _oetho E ¢ h o fngpece
tion).
ip arp inspection vian " h _ 77 t cho h_ x choto o
vlan_id vlan id: (1..4099/ moot ~tmt o 5]/t ayz2z2LAy3
no ip arp inspection vlan .+_"0;,e0o|l"ch "~ 't cho h_ x choto o
vlan id moot ~tmt o 5]/t ayz22LAy3
ip arp inspection validate h Tomt~ Ty t mc ¢ ;e . g
to_o ™" 1 wtd
s;‘ h om *mto'e_‘*"c*hvm_p’j'y*!wtt
h "y tm"y mootZ> hmm~= T% 0 o
“ " h m x mt o e - mo * h > E
. sz “h ; e™ e YYo tf Tyt o “th,hYoArD
Lo tmt S o h m T e o “QUKSN
e~ e " e Y mo * h > a o a c h d
I " h myYy h o h 'y tm % mo™ h™
e _ o h h ;‘t*eh 9 0L td
no ip arp inspection vali- ="ch me g :e. ~cho h_ "
date _o 7" Il wt @
ip arp inspection list cre- m® _o " ~e  mc mmo¥o tm t “ttm t.
ate name lHod ¢ g0 ° h > a omec m xoh ¢ d
- - on name:(1.32m  a o . N = =
no ip arp inspection list A e~ ne m o mt~ oy -
createname < - = SR .
ip arp inspection list as- fe e i t mec mo mt ot o m
Slgn o 1 < * —_— * LIt —_—
. : m a o e eo + Il b
vlan id name name.(_l..33 U = [
— - — vlan id: (1..4099 - — —
no ip arp inspection list -  ta ey t emtclemt:T te - m__ g |
assignvlan id TTY x "t eeo +[ 1 bo®
ip arp inspection logging =t _t a e a™ Tvge . et h ~
interval {secondg infi- " h>~ " a e oha® gcQhc Kot o |
nite} . ' xhe” To
seconds(0..86400, infi- | -"¢ ™~ ;. ¢ . n x_~ Tt e to
nite)k p M ho =t 'EmY e Ta B —~ t TEe o
infinite ce e h h o “t 'E moo® " e
no ip arp inspection log- At e o~ - . - . o
ging interval A e e
.0 a eh ad e X h h o e Y e t h m Ethemet,*
e t h m ~ h x ¢ c c ohto
C*"‘ “c¢chom™ _oa”"e*eom mtho . hEthe[neE< _eote(lh
h x cc cohto Y
console (config -if )#

-~

c

o
.
e ’Y
- 0
X m ™ h



HELTEX

~ —5280T -0 a ~ e~ h ’ a "~ o e XBPtherme ~ B x cyc . e t e h
.0a™>e ™~ e ~ : e c o ] m t
e (©]
ip arpinspectiontrust Jo*~ Ty ot et h o m  mc mgd
"o "eoetho ™Yy chotobhds =" | W't o
- et h m eo'on*et<h mm“m;*t”’(tm'y
"o . h e e g, tm YO
no ip arp inspection trust A et h om mc m
L Te _oetho ™7y choto o ™~ !
.o0a~e” hoe a“xh ARE c™ en o/
¢ ® ™ c¢chom?™~ oa™ e " eo mtho ARMC fm 0 ay o e
console# configure
console(config)# ip arp inspection list create  spisok
console(config -arp - list)#
“~ % 75281t -0 a ™ & " 2 a "~ o e ARFr ¢ h o 6 e Y
.o0a"~e"” "~ i _mt
ipip_addreSS 40'5'”“’\'Y(t mt "~ t -!P:Tl_oi(ﬁinho(_mmm(tmt“
macmac_address
no ipip_addressmac STyt mt Tt e R o I 3Mbomo o tmot
mac_address
Loa~ e ! EXEC
¢ ® “chom?™ 0 a” e "EXBC mt h o h ’ a "~
console #
% 752821 .o a~e” h *  a~ 9.9/
.0a™>e "™ =e : e ] m t
show ip arp inspection . . Lo_ T et e o xh T e O x4
[gigabitethernetgi_port]| gl_port.(l..3/0/l..28). lwt LyalLSOGAaAzyet h | m“my~ e @4
fa_port (1..3/0/1..24); -
fastethernetfa_port| roup: (1..16) m~ 9 ®
port-channelgroup| group: (..
show ip arp inspection Lo _" LT, tme om0 o omt ot nS g
list 1 h mﬂ)“a”’(y"‘" “"omtxce™ to’“'E_o
co TETo "t TYOO
show ip arp inspection Lo T omrmrymt o x Ty om0 X0
statistics  [gigabitether- gi_port: (1..3/0/1..28); |h .7, o hTmTot e ch  cog
netgi_port| fa_port: (1..3/0/1..24) < h "Tee . o~ .ot 0F2 NI I NR
fastethernetfa_port| group: (1..16) ot hoyeTe . ot 65 NERLILISRO
port-channelgroup| vlan id: (1..4099 -0 " % _IPIMAC (IP/MAC Failures).
vlanvlan id]
clear ip arp inspection
statistics [gigabitether- gi_port: (1..3/0/1..28);
net gi_port| fa_port: (1..3/0/1..24) . © ot mit ot omt « —~
fastethernetfa_port| group: (1..16) ’ . - _Inspettior?
port-channelgroup| vlan id: (1..4099
vlanvlan id]
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h a h c o Te e Y oa™*e"
A ¢ ’“’; t 'E oethARp’"E”cﬁbtotg:Esomtmctmom 0 mo o t
s 2 Th o myY ABCEGDAPY T hYm Y M¢>H¢Mcyfﬂb%cf@|§t$gk¢t”’ R 1
.. m _ARPpo ot _t WAN 11
console# configure
console(config)# ip arp inspection list create  spisok
console(config -ARR list)# ip 192.168.16.98 mac 0060.70AB.CCCD
console(config - ARR list)#  exit
console(config)# ip arp inspection list assign 11 spisok
A 0 "t E mec m mt "~ t ;Z_”sn:__h gn om o ¥y t t mt Lt
console# show ip arp inspection list
List name: servers
Assigned to VLANSs: 11
P ARP
192.168.16.98 0060.70AB.CCCD
5.28.6" " mt hox e ™ MACAddressNotification
x e _ MACXddressNotificationc ¢~ o 'y t otm~— * ~~t 'E co Yy ~— e
o ¥ohx"0o ~e Y e ” m ot S ¢ xt a MA@ jhh* en oe @Y hm t o ® e ™ h »
a e e mo mWAG * mox - e®aax t * t oh mo oh " e "y t e
"o d mTcoHte " EQ moo ¥ SNMP x e ¢ dao’y ot oe™m t h * a . c "
—~x * e ™ mt o h 0 mo * t Y9 a e a * T 'EeMAC Address h -
Notificationc © x a0 Tvtte @ e a o’ t * t '/E e *mtho e *oho
aaxt™”toh~* o
.0a™~e " h > a ~ "‘o*”"“’Eeo 0 o e X h h o e Y
¢ ® " c¢chom™ oa~e"eo mtho h ’ a o * " T'Ee o
console (config )#
* % T5o83T .0 a e " h ’ a "~ o * * T'Ee o 0 o e X h h o ~ e Y
.0 a *™e * =e : e K ] m t
co X a o ";"
[no] mac addresgable .oa~e®™ ™ ¢ch "e” "e” e™ T TY T
notification change y2u7\T7\ Ot ul\2y¢ @a“eﬁ” _mitoh® e TQem
“”’"‘(e-YhaIm/ot””"R"G’ oaaxt”’toh”’
e ’ o mo * .t
T - T A A . . ,
et Ee Y _ oha _oa e om c
"“0':“"""'Eeo ota ey t moot tmt X
1] 7°Y h* %ot . xe ¢ e<o*oo°’ao "o
X Tea e " et h .m® 9 ogma ¢ e .
Toom a * T Ee . choa(’xto__h(axue<°o
"(e’mcpjm"‘ e"';(e et h_”’"”’
. "oa ™ emo gh~e e  mo¥ .t mt o h
pwa(;add:qessablletnotl-l value: a "~ eeco co a n oe Teo e yom
e AnOSINENVE (0 4294967201 |t T eTCmimo @ Jm T et e et
value xmtho mt o * °<t e"’_"’c"'“”‘t'Emo+
-~ e fa°!h1/0’ 3 t : e ‘Ht o 0 h a
Toa T e 'Y c¢hoto o T~ {bat mo gh ~ e
222 Ethernet_° a a x t * MES100, ME2000



HELTEX

.0a>e "~ "~ ""(t a“_m*a"‘"E*eoa((e_(oe"‘”
mac addresgable noti- mto 'yYe Y MAG"™™h emno ¥ _otoho mo gh~
fication change history value:(0..500/1 xm¢t~eo ~—~ e h~®*a h mtoh  h™ e .
value c . h co Te e X h ~  mtoh eo o

ao o mt ™ ho o ®

oa™>e " "™~ c h T e ™ e””(e”‘ AA'Y.'_A'O;(

SNMRE "oa T e o * a e e "Mmomo
[no] snmp-server ena- 7Y ot _TQ; e 'Y mco TVE'x tm'y oth
ble traps maenotifica- K, :Q;Teo |m™ ~otch~ ~~ x foaT e 70O,
tion change “ tmp b t Y9 moo* "t e Ya choto o ™

m t x 0" mo * t Y mt e h ® apa Tm &

_T0O; e 3 to xmtmo mmtyhd ey “E mo o T
[no] snmp-server ena- ¢ TO,EK_. -_"0; t Ecotoh™ Tx " mo gl
ble traps maenotifica- -k . __T©; , | (eltMnFlappingNotificatioh
tion flapping

.0a™~e " h o é a ™ x h heot ~he Ethefét
¢ ® ™ ¢ hom™ oa™ e " eo mt h o Y
console (config -if )#
% 752841 .oa~e” . h ’ ar o e t hxPthermef e Y
.0a™>e ™™ =e”=ee‘;Ke ] m t
X a o : ~ e
‘:_’“O7 e ) e h ~ ¢ x“("oa
snmp trap maenotification y ~9- e ..m o mo¥ .t Yy ar “eh em oy
change [added | removed] - ' " T"'Eeo ao’eo h™ "h "oaTE e e
o * "x ; %" h mgol / T Fo to TE o
.oa"e brivilegedEXEC
¢*° ™ c¢chom™ _oa"e’eprq'\/iLegemE)(ECo_* 3 h{’*a(
console#
7 752851 .0 a” & ! priVilegedEXEC
.0 a™~e """~ e : e ] m t
show mac addressable _toTh” e .M. o x _Toa™T e
notification change history T MAG " h mo 5§ mo gh™e ee . g
[interfaces (.;‘m’\o"' t . co coht™a 3y h xcc™
to*h™ e mt ™t mt m h
shqu mac addrestable_ ; o ¥ ¥ he mo gx jo * o
qotlflcatlon change statis- T 0* Txt =~ 2 h mga /3 o “otcho 1
tics e s - - -
e . 9 {mboaot” e _ o
h a h mco TE"o e Y oa~e?"
A h a h co_"  .e*mtho t E ¢ INMEMACNotificatore ™ * me h 11
h m “172M6.150 & h e ”mtho e o tmy o* *
m®* s e*mth™ - tm 'Yoa céh *a* "'Eemo o ¥ "ete h T T~
t o h mo * .t e *m¢t A * eceoBhattxmg@y m h m e ™
Console (config)# snmp- server host 172.16.1.5 traps private

console(config)#
console(config)#

snmp- server enable traps mac

mac address - table

- notification change
notification change
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HELTEX

console(config)#
console(config)#
console(config)#
console(config
console(config
console(config)#

529 x e _ ®HCP Relgy o m h

mac address - table notification change interval
mac address - table natification change history
interface gigabitethernet or7

-if)# snmp trap mac - notification change

-ify#  exit

< *

60
100
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Do 571 | te tWSf' Ve ~'y tmegy ¢ tho * ot 5T/ tet "™ m
m ,"’< (m(h“(5h|/q”‘oo tm'Y“ o'eow m(t*z”‘ _ e
"o - — e "oco TeDHCP "¢k am .0 c ¢ &t chﬁ)g"‘ch a h
h e g ¢ h™%otr, Blt/t ewSf lyaaxt™to
O aaxt™toh c h e a ™ .t ~®cohtom .7y ce th® " g ftt 'Ht " chom
_ T, e t” gom it~ TUYY ™ ¢ hom °oc g . m th(*x(a.ax
_oe *,Xh C**Z o~ Y'Y m o 0o cC C**UCD .‘.Ot x<;'*o"_0"\t*“<ett
.0a "™~ e " a™o ¥~ T'Ee o o) o e x h h o ~ e Y
¢ 7 " c¢chom~ oa™ e " eo mtho h ’ a ” o ¥ * T'Ee o
console (config )#
“ % 52867 .0 a e " h ’ a o ** T'Ee 0o o0 o e xh ho ~
.0 a™ ~ =e : e K- e ] m t
X ao - "e 1
ip dhcp relayenable / ~0- e C_T0; ., e xe T _et57 [ag” wSd4
no ip dhcp relay enable I ' ¢ ._T0; ., xeaye e t5] [et” wd
ip dhcp relay address Tt € h|p domt Feept hT T Ty
ip_addr 0 t T CttEa | et ™ @
no ip dhcp relay address a m_h__hgrmm ey tho mg v ®0f /hp ho 7 LY
[ip_addr ” et” @
ip dhcp relay broadcastn- ¢_7T0;"  t7 hho’ oa “t  Tgeo h
able . DHCP h h = o
- A _TO; e = = -
no ip dhcp relay broadcast mt~e™ . t h a c¢co xao
enable
ip dhcp relay information ,ch = 7~y t h "DHEP ® b hmt fooctg :
policy {keep | replace | -keepge hocxm >~ 't . % . ~“a e e
drop} -replaceq” ~ 2 . Lt mo * . ho ao oc
-Ikeep -dropgo T hm*. 7 ot c ot m oc ¢
no ip dhcp relay infor- Tmt e 7 toh a co xao
mation policy
ip dhcp relay information ""mtho 0" oha”t® 5|/t oc g,
option format-type option -spteoa h m 7ot~ coht~ T
format [delimiter delimiter -syreoa h m 7o t” +[!'bT
-pvt e o a h coht~ [ ' bT
-spvt e 0 a h m "o t™* 3y c¢coht™ + [
-bint ¥ e ™~ he oha~ty +[1bX 71
format: (sp, sv, pv, spv, hin - userdefinedt o ha~t och = 7Ty tm?y
userdefined); och = T e . mco TUETx QOtm -y m
delimiter: (.,; h o * | 9%h: hostname
i:;LJY_ohot_o a'Yco;ht”’z e ™
n:::hty”‘eeo a'y coht™ 3y e™c
f2iyctwhet © geo™ Yy eAFTCELOTSYVYR
t h e o0 a ° 0T
£2YY 2%h moocoht " HHHHRHHa "t
ZzaY A°h mo om o mt a HHHHHMI 2 "t



gadzy eoa ;h Qe t~
n:::héy eoa;h m o t ™
":::")/Y eoa<h coht~> O_T_e“ -
%i: iflndexc o h:;t ~
Qv., T et _"toh [ 1 bo
no ip dhcp relay infor- "mt~eo 0~ e . e 'Y co xao ™
mation option formatrtype
option
ip dhcp relay information "Tmthoe " oha~”t” oce . YyH
option suboptiontype -tr10lT xmt e~ T ot oha~t o

{tr101| custom} m

o

-/tr101

-customt xm t e

m x
h a

>

c h e 'Yt o
Tt oa

>

-~ —~

oha™toa Yac

.@a h

a xY{R10ghm o cota e t* n
17R2Y ¢,
- t o a™tt ot

h |t 752708 €.

m
no ip dhcp relay infor- o © h= ™= t "e” . e co xao
mation option suboption
type
.0 a™~e " h > a ~ 0o e x h h o ~ e Y e t h
¢ ® ™ ¢ hom~ oa™e " eo mt h o h VLAN a o e
console# configure
console(config)# interface vlan {vlan _id}
console (config -if )#
~ % 7528717 -0 a*e " . h ’ a ™ o e x h h o ~ e Y et h
.0a™>e """~ =e““, e K- e ] m t
X a o "; e
ip dhcp relay enable ¢_T0; .= xe ¢ 51/t wSt
- e t h m (0]
- Ao 705 e e &
no ip dhcp relay enable ¢ O; xe_¢c, 51/t wS
e t h mm (0]
.0a™~e " h o é a ® x h"yheot ~he Ethefét
¢ ® ¢ hom~ oa™e " eo mt h o Y
console (config -if )#
"7 752881 .0 a”e " . h ' a” 0 et h x Bthermef ~ e Y
R e ™ e
.0 a>e " ™ '« A ] m t
X a o : < w® . o<
ip dhcp relay information ,eh 7Ty ot DHEP b ~ h € 53 tm, o
policy {keep | replace | -keept ¢ hocxm = 't ¢c* 4 - ’
drop | global} -replacer ~~a "~ t mo h o ao
-/global -droptot *h*m. = t ¢~ t m o
e e e~ coht™ g a t 0
"‘0’:“”""Ee”"ye"'mthom_”’q;
.oa"a” ! EXFC
¢ ® ¢ hom~ 0 a ™ e "EXBC mt h o h ’ a "~
console #
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HELTEX

“* 75289t .0a~e” . h > a” 9.9/

.0 a™>e "™ "™ _|(mmt_
showipdhcprelay Lto"“h" - t _oe x h ™ c, (@) e"mtho*(’é'vo_"o a‘axxet

ot * T 'Ee o Ty et h _mo ¥ o~ - mec mo
h a h c o e e Y oa~e”
A o _ = 7t 'E momtpPHORelay ,k _xeet_~eY |

console# show ip dhcp relay

DHCP relay is Enabled

DHCP relay is not configured on any vlan.

Servers: 192.168.16.38

Relay agent Information option is Enabled
530 x e __ tightweight DHCPv6 Relay Agent (LDRA)

"™ h ™ e m 51/t " 7Y choto o 7" Lt gn _oaaxt®toh a o
F3Syido ~Y 51 /t@cd {~ee . IkGeSHRIRGT Bl "t WcowSel @
RFC6221.

¢ h"“a_"“:) . c o0 e e Y xe ¢ c omh e > “oawaxt®to
oce,, My , oOoOT® {I7Y __T0;.,e .Y _xe__¢, th “x tmy .c
e ”mtho Y

f _"0; t'E _xe__g_oe”™ ™ 57 [TFo *FYyRRIIAY T 6" €Y Tt @m0 [ |

¢_"0; tE xe_¢ o¢” 0BT TEPr IJd#ANRe., . _°ca +[1bT

T " "o h e e a0 e t h m® g _oaaxt®toh~ 0 G NHza G

DHCPv4 ™ m t h dpdhcptsnod pingtrust n T

ﬂ'”‘ Z"‘o“<h e e 2N et<h <mm”‘:) _Oaim/GP(dhé'pthJdFd” . c o "e

trusted - port n

.o0a™~e" h ™6 * 4 —'RPeeo o xh ho ~e Y

¢ ® " c¢chom™ _oa"e*eo mtho h ’ a "~ o * " T'Ee o 0

console (config )#
~* 75240 -0 a*e " . h ’ a ~ o T " T 'Ee o 0 _oe x h h o " e Y

oa™e"™ "™ =e”’;<ek(K= ] mot

co X a o "; "~

ipv6 dhcpldra enable « ~0- ¢ __ 7T 0;.% e tCLightweight DHCPv6 Relay Agent (LDR
no ipv6 dhcpldra enable T ' t_T0o; "t xe_¢e¢, 0O [5w!o®
ipv6 dhcpldra information op- Tt T tet _ " lidkok ¢ NB.W2 D % 0
tion format-type remote-id
word word:6 mddc o 0
no ipv6 dhcpldra information ST Tyt " _remoteid.. _ "t oh
option format-type remote-id
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HELTEX

.0a™~e " h o é a ™ x h heot ~he Ethefrné't
¢ ® ™ c¢chom?™ oa™ e " eo mt h o Y
console (config -if )#
- ’\5_2@1[ .o0oa™>e " h ’ a ™ 0o e x Btherimet ~ e Y e t h I
.0a™>e" "~ =e‘, e K-e"™ ] m t
X a o ’“,‘e ()
ipv6 dhcpldra infor- Tttt Ttet  coft®vhgoc e Y MyoO
mation option format-
type interface-id word - .
yp. - 62NRY OmdPdco — - —
no ipv6 dhcpldra infor- fommt ~e™e ™. €& 't co xao ;T e
mation option format-
type interface-id
ipv6 dhcp-ldra infor- Tttt T tet ~ tikg ¢ NB.W2 0 $ 0
mation option format-
type remote-id word - .
45 : 52 NRY 6mMddCoO — 4 =
no ipv6 dhcpldra infor- fommt ~e™e ™. €& 't co xapo ;T e
mation option format-
type remote-id
531.0¢e  x h PpPppoHhtermediate Agent
x e PPPOEHAN T o Te” ., Mmoot tmt _DSLForumTRM M "~ ©
c h °e”"e””; e ~ Ty mco TE"o ~ e Y e ™ oaaxt™toh=™ g5
Txe g, Y co o Ty tpPPPeMiscovey ¥t B hca** ¢ t .hy TxTOUT __t e
m omtxc™ @ Sto e 0% 50~ a o Ty B et e c
(BRASBroadbandRemoteAccessServe).” ¢ h = — e ¢ h 5 ~to apPPPoRActiver ~ * o
Discoverg m x * mt Ty tmy X fro Eeo © Ty mTolo ;eo Ty
S 'pppowh@°omt“ ~y ot " oco e t —Ee o
e choto o "~ c x t a e”'e”" e Y "o h e e 9 e t h
.0a ™~ ea”" a™o ¥~ T'Ee o ) 0o e x h h o ~ e Y
¢ ® ™ c h om™nt hoba *’e "ae™ "‘o*’“’“'Eeo 0 o e x h h o -
console (config )#
** 752431 .0 a*e " h ’ a o ** T'Ee o o0 o e x h ho ™ e
.0a™~e"™ "~ € ,<er:(~Ke ] m t
X a o ; e < w® . o<
[no] pppoe intermediate 4 -_T0; eo _~ "h e K = " ¢ h |ntermédiaté Agent. t t t
agent
[no] pppoe intermediate word: (1..32p . & S o |"m¢t ™ eo ~“ mtho ST et "¢
agent formattype access Tof T et . th et TEe" Y oha® oa~e-”
node-id word xmtho mt_”‘ ele *mt h o _ co x ao T ™e (0}
i i “mt™eo ¢o %t " et m * o * c
[no] pppoe |ntermed|ate. word: (1..128) _a _ o " oL =T Y L
agent formattype generiec ~of e P L 6at¢] 0oz otch™ Y, a0 o
error-messagevord - . t” o _th et TEe” Y oha”  oa
erg_tttzg 5}\c"h"’a t h~ co xao’“;”‘e (o))
packetlsgogliirgvjetopro- h a ‘;_m,\ ymo o * o m o b
OS38%N |¢ or50’ as - _7p., WE
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HELTEX

[no] pppoe intermediate ""mtho ~~ e*%oh® c¢c~”h~a tho
agent formattype option toh L @em YE XY o hoa hocircfiteid, Y
{splsv|pv|spv| ¢ _oa‘"e*( *mco""E'x'otm'Ym"‘<°x
usermdefined} delimeter -spt slot + port
[.,:#/] -svT slot + vlan
-pvT port +vlan
-spvT slot + port + vlan
- userdefinedt  oha~t ~och = Ty tmvy
och ° T e o mco TVE"x Qtm -y m ™
%h: hostname
A:::,L\]Y_ohot_o a'Yco;ht”z e ™ c
K mt ™ eo ~ e F2tY T T eeo a’y coht> g3y e™ch
ot tmt-101: 220y t ¢ cohctorTNG peFEL L SYYRTE
slot/ port : vlary h ;eoa % 0T
%m:MAG" " h m coht” HHHHHHa2 "t |
%M:MAG " h m m mt a HHHHHMha"t
2dzy eoa ;h Qe t7
24y eoa :h m "ot~
2y Y eoa h coht™ o_7 e~ -~ ¢
%: iflndexe o h;t ~
%Y T,et o, "toh [ 1b
Y%c:: s £ "h m % oxemthta, mt o~
Yg[vian id]: 1P " h om e VLAMD  IglafnTide | x _|
mewotmt Tyt my e RSW | dzf §i” g
P " h m e e ™ s ey co"mt> Ty
.0 a ™ & " ad e x h heot ~he Ym
¢ ® " c¢chom™ oa~e"eo mtho et hh: > ma o e
console (config -if )#
‘*’“*5_2g,3T‘oa*e"‘ h(’*a”' _oe . xmhgrh@“”b§CYc*.e¢?h
.0a™>e" ™"~ ¢ ’<eﬁ* wKe ] m t
X a o ; e | <@ .oxoe
[no] pppoe intermediate . o e K PPPOE Y iSNI¥SRALI G
agent et h LU
[no] pppoe intermediate Ttoe s e T e tARY _""ot¥ovh 57"y
agent formattype circuit axt~tohoagp "7 et " toh 3
id [word] i Amt EQ ¢ h _och T Ty it T et
word: (1..63m  a o eo = > -PolleRRa _ tho
2LIA2Yy Kk RSEAYSGHSN® _th e~ t
e ™ - - t e ”mtho X e ™ ome o
accessnodeA R 2LI0A2YykRSEAYS(HSN
[no] pppoe intermediate ] A o~ T e e T et ARZ_TatnT T
agent formattype remote- woid. .(1..6m3)': Y Rﬁ\lﬁ axt~tohoa@ ""o€t e FTtoghm d
id [word] "C_OA,'I‘E‘X“Em"W‘e:h"mLtO'A?tmh,‘ °:~~o_oaixiﬁ
oaaxt™to - *G,-\‘ Ee Y ¢ @ 0 ¢
— co X a o ;7 00
[no] pppoe intermediate Tt te o h A e L e h T o
agent timeout[timeouf] h = a filhebuth = e .a te'x @OFXt eo .9
timeout:(0..600k c nn (P~ e © m oe eomt O
_th egmt T'Ee " Y oha™ oa™~e?"”
c o xao T-"e OO
[no] pppoe intermediate “chmo T e h aoa o h Y
agent trust To T Tyt -, ox Ty, t et b
e t hm . 5 ot oh a ano *h T -.
- et he 'y m'y cw e —_ — . — < T
L v o <e‘mth”’ﬁ “ Ootmy ”_ o“(h<ee
° . h ee ac o ° __T0o; e ¢ o ME ho” ~ t™ Ol m3Ye |
e (q)h G”’t("'Ee’”’Y oha™ _oa~
;. © . co xao’“;”‘e (00
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[no] pppoe intermediate _ooh e 7 " cKBIISORAATO,
agent vendortag strip c” _,to_  tI5hzht15¢5chtT5¢0c¢
co T"E"o0 "t ~Yd T xe ¢ Y x " 7
h a e “ e ™ to TE o e~ et h m >
- X - — <@
. ttt29 LI _otoh . oy Ty tm
_O,(ECD L"“ e o xe_ek'yx°""(e*'ye"n
o~ h ™ e e oax tht@Qom h_ h * o
_th egmit T'Ee " 'Y oha® oa~e?-”
e Y P
.oa~d&" @ EXEC
¢ ® “chom™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
- T52d441 .0 a " o BXEC
.o0a"~e"” "~ o ;<eA*<_KC_® ] m t
X a o ; e . ' < @ - % <
show pppoe intermedi- _to®h*e~at PPPofintermediate Agent/m —_o
ateragent info [interface gi_port: (1..3/0/1..28); a~e’” Y. eo e vt te et o ho
{gigabitethernetgi_port| fa_port: (1..3/0/1..24); "TY _m_ o9 et h  mo 3 7 h
fastethernetfa_port| Ll2Y oOmMXy |7 o _ _h _ ee.pg cohto o
port-channelpo}]
show pppoe intermedi- _to®h-" e mt * t mrtermediate Agent:
ateragent statistics [inter- gi_port: (1..3/0/1..28); Im = . _oave” e T e Y.
face{gigabitethernet fa_port: (1..3/0/1..24), co Te y tmy 7Ty m 5 et h |
gi_port| fastethernet L2Y omXy(.m_ o "o h ee.pg cohto
fa_port| port-channelpo}]
clearpppoe intermedi- Co.omt " o mtrt o mtLyGSNNSRANGS
ateragent statistics [inter- gi port: (1..3/0/1..28); |_oa™~e™ e et " Me ‘ymeyo t o _ o 3
face{gigabitethernet fa_port: (1.3/0/1..24); Ty om_ o9 et h o mo m h~ °h
gi_port| fastethernet poY o6mMXyu|h ee .o cohto (o
fa_port| port-channelpo}]
show pppoe intermedi- S to®h*> e  m 5 “"h  mth
ateragent sessions [inter- gi_port: (1..3/0/1..28); Jm~—~  _oave®™ e T e Y @
face{gigabitethernet fa_port: (1.3/0/1..24); ,m,  m mm ~ m moht ho o  c0
gi_port| fastethernet poY o6 mMXyuU
fa_port| port-channelpo}]
clear pppoe intermedi- mac addressHHH —, |~ "~ —,e _ 7T e tmmaeaddresgmm -~
ateragentsessions HHHHHH THHHH |[x " TYOtmy m m mm ¢
[mac addres$ H-H)
532 .o0e X h h o m™ eh hg| /[t
DHCP h h omx " mt ~Yy ot ¢ eth~™ o “ e eo x ¢ h =
a o e x 6" h™” aeehda S - t oa™t : m ch " omt
Yt 'E hx -eo e ”"mt ho x mt h o m t m t X a e
.0a™”e” . hTd*%4™M"'Peeo o xh ho ~e Y
¢ ® ™" c¢chom™ oa™ e " eo mt h o h ’ a "~ To ¥ * T'Ee o

console (config )#
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"7 752451 .0 a " e " h TooarT o T " T'Ee o o0 o e X h
.0 a™>e "™ "™ e : e K e ] m t
X a o ’“,‘e
ip dhcp server ¢C_"T0; . . | xme hg h "5 e/t _oaa
] h = 70; e ma hg| /it c h -
. Vt T 'Ee o "o ™ e . F .t ETOt eT
-K _ 0, . = o m =
- . . 2 £[!b® ¢ toa . m7™ ]
DHCP_—, et . [ !b m™m
no ip dhcp server ¢ ~0;.e_ _DHCPe heg h~ e~ oa
ip dhcp pool hosihame ¢g0”  h > a _oe  xh ho e
name (1.32m ~a o 7| DHCP h h " @

no ip dhcp pool hoshame "t Ty, t o eDHCP_Xh et O m ™ ° "

ip dhcp pool networkname ¢gofi * a _oe  pPHCP KO~ ™ & T hy n
DHCP . h 1~ o
name:(1.32" . a2 o 7| -namet , @ DHCP x ™" ~ " h mo o
no ip dhcp pool network ~ T TDHCP x T om " *ee .a a e
name
ip dhcp excludeeaddress ST Tt e om 5 DHER ot . hooe i
low_addresghigh addres} ;" t 'EDACPY, . eto o
-low_addresst ¢ © ; © TIEg ~h m “ec” oo
T -high_addresg _ o e ;er." h mt = ~c¢ ™ "o
no ip dhcp excludeehd- R |~ . IR mc m _~ m_ 7
dresslow_address .,DHCP. T et ™ a @
[high_addres$
ip dhcp ping enable ¢_"T0; .t EICMPEF “E8figmo e~ e™ "¢
. 7Y cho P T h o sm otyo Ty tm Yy m g
K. -0 ¢ ;.2 oe T x 7 DHCPe ™ =~ ee"t:x @
no ip dhcp ping enable "mt~eo t'E ‘e®: e  co0o xao
ip dhcp ping counnumber ch = 7~y ot o ™ . JCMP O cohtoanho”
P - Bp g. number. (1..10)/2 = P 1 =
no ip dhcp ping count mt~eo tE e” : e  co xao
ip dhcp ping timeoutiime Jeh T Tyt v a Tt x tDHCP ;o he
time: (300 .. 1000)/50@m |~ ~ t ot~ t m ~ " h m~|GMPE " chon
no ip dhcp ping timeout "mt~eo tE e ™ : e co xao
.0a~e” o @ a ™ x h mhto* t™ e: 7y DHCP® bh m oh ~
¢ ® ™" c¢chom™ oa*e " eo mt h o h ’ aDHCP othe
console# configure
console(config)# ip dhcp pool host name
console (config -dhcp)#
* % T5od6T -0 a e " h ’ a ™ o e x h ho ™e Y
.0a™>e "™ =e N . ] . m t ) .
addressip_address JXo;eo0 b hr T BhomoTe - TY (617
{mask| prefix length} {cli- -ip_addresg IPF " h m 3y _otoh . T x°7
ent-identifier id| hard- ;,m_a ~%h moa T et™ T
ware-address T -mask/ prefixlengtht a *m _~ co " m 't g °

no clientname

name (1.32m , a _©

mac_address -idt S;.m_ " Th m 6. " et
-mac_addresg - s " h m @

no address SR " h CIpthT_h hmot e e

client-namename B

—

ch = TDHCP_Ta 'Ye t " @

" T TY.DHCPLY et o
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.0 a ™ & " ade x h h o DHCP Yy ¢ h =™~
¢ ® ™ c¢chom?™ oa™ e " eo mt h o DHCP h a h ™ Yo e
console# configure
console(config)# ip dhcp pool network name
console (config -dhcp)#
~* 752471 -0 a*e " h ’ a ™ o e X h h o ~ e Y
.oa™*e "~ e ) < e,\, a J(e * ] m t
X a o : ~ e ( P [
address fietwork number "mt*e~ ~—~ " 't eoa h com t
| low low_address h--mo m5p/th” @
highhigh_addres$ -network numbert IP~ " h m eoa h~ o m
{mask| prefix length} T -low addresst ¢ © ;© TEE “h nmt® T c” "oe
-high_addresst _ o e ;er.” h g~ "oe™ =7
-mask/ prefixlengtht a *m _~ co " m 't g °
no address STT Yt o eDHCP x T oe” TOv | mo
lease flays[{hourg ¢h a 'y "|pr "eh®™ m™ 5  otohpHCPe ~
[minuted] | infinite} -infintet _h a7y “h e?” e o h”e
. _days'[ o : m t o) e T
- e - « - L®
. E -hourst _o =~ ;, mt o "mo T
-minutest _° ~, ; mt o a ext @
no lease “mt~eo t'E e ™o e co X a o
ping enable ¢C_7T0; .t EICMEF “E8fomo " TUY|R g
h m 7y 7'y tm®y m o%o0"e.ay ch
K ~0 e < " < . <
" — v < DHCP_ L. ® t x @
nopingenab|e "mt"eo“*t'E‘e";<e*< co X a o
.o0a~e” h ’ a ” oe DHCPh hhoh™e 'Yym a £ T DHCP”N
h h ~
¢ ® ¢ hom~ oa~e " eo mt h o Y
console (config -dhcp)#
** 7524871 .0 a * e " h ’ a o e xh ho ~e Y
- e ~ o =
.0 a™~e """~ Vo< * ;\K ] m t
c o X a o ;"" < e L
default-router ip_addresslist Jch 7 7yt o omc mo a®h "hxt
DHCP. ™, et ™Y
c mo 4~ | -ip_addresglistt me m " ho an™ h " hx to =t
- . — a o t mo * h> ~t ' E "o “c m
h o e oc h < < y * <
- « ’ IP* " h m a™®h "hxt "Mt oh ™ B
) co " m t 5 to - et @
no default-router "Mt te Tt e” ; e . co X
dns-serverip_addresslist AL TY,DNgm ch moh o 3y Tomtxec
DHCP
-fm c h . . IS
A e WD?S: B -ip_addresslistt mc m " " ho PN& h Shao
« < <|mo *© h > t*E "o ys h~ - e e 1
no dnsserver Tmt e oot e, e co
domain-name domain domain:(1..32) Leh T LTy ToapHCROT L ea oy "¢
no domainname m _ a _ o 7o |“mt~e™ "t e o oe co
netbios-name-server Jch T o mTOYmMMING  h o Thoom t xTc T YTH @
ip_addresslist t o DHCP
_ S| e ok _ A
" h’n e'hmmP . | -ip_addresslistt mc = m [ " ho WINS _h  ho
ST ’ t mo ° h>~t E "o y "¢ . m
no netbiosname-server Tmt e Tt e~ ;. e  co
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HELTEX

netbios-node-type _ch 7 7Y t(NetBIOMicrasoft Y __ T DHCGPRt
{b-node | p-node | m-node | -b-nodet ©  , ho_o "™t T'Ee . T
h-node} 4t ¢ NetBlOS ., | -p-nodet t o ;o ; ~ T
och ° = @e-mnoder_oa® e ho ~ee . T
-h-nodet , , “h  “e . o
no netbiosnode-type Tmtrer ~—~ Tt eri e, co
next-serverip_address "meo TUETx tm 'YDHCPY x _e"t x™ e” Ty
é_‘_ch‘rFTp Fozh”OZm _otoho
T : e o h x* - o’\;qg
no nextserver "mtrer 7t ‘e” . e  co
next-servernamename "meo TUVETx tm YDHCP Y x _e"t x™ e a’'yy
name (1..64n a o| otoho 0 o T e * t 'E ¢ o Tx
no nextservername Tmtrer T " faoEtTmee co
bootfile filename . STt a'y 7"y  meco ™
fllename(MideMHy h x DHCP ~ T
no bootfile -0 cmt e 7 mt e, . ¢ co 3
time-serverip_addresslist Jeh 7,7yt o me mo_ om h o ho
e t PHCP
-fn c m o m h| <. ) »
e n T~ -ip_addresslistt m ¢ mpf" *~ ho m h ~ ho a e
« « < lao” t mo * h>~t E "o y ~~Tcoom
no time-server Tmtrer T U ey e, co
option code{boolean "rmth*  "DHCPOob g h” @
bool_val| integer int_val| code: (0..255); -codet _° " OoPHECP _h __h* T
asciiascii_string ip[ -list] _bool_val: (true, false); | _poojvalt ~0 ; m_o e~ . e T
ip_address_listhex int_val: (0..4294967295) _integert ¢ "o, co "o t  T'Eeo
{hex_string| none}} [descrip- ascil_string: (1..160) | _ascjistringtm t h o _ " _ ASCHha " t
tion desg VQAaVH °, 0," -hexstringtm t h o' "mt e~ e t ohaaeodq
RSam Y) 0MQ i address_list m ¢ _ mpr " h mo
m a o "o - - . - - i
no option code i T T Y.t oDHEP  h T MY o
tftp -serverip_addresslist TTmtho 7 oqoteTd TRTPMphn N7
-ip_addresglistt m ¢ mpr 7 ho WETP h  ho
fnc mo m hlmo® h’ "t E "m* 'y "Tcee. g 5cho*
no tftp -serverip_addresslist oech T T 9Tyt e"mtho o x ocg  Mp
-ip_addresglistt m ¢ = mpf " ho WETP h  ho
mo * h >t 'E "o y'"‘cm S h~

.o0a>e " . IPrivilegeEXEC

= R ~

c hom

oa~e”eo  PEXE®D o _ h ’ a " t NA GAf SISR

console#

7 752491 .0 a @ ” ! PrivilegedEXEC

oa™~e "™~ ¢ v« e,—: < K- © ] m t
X a o ; e . '( < @ - <
clear ip dhcp binding trr T e S B T
{ip_addresg *} . h mo "7 h mo § m."h"eehoz ¥
-ip_addresg IP " h _m 3 e~ DHCP; he e .hoa
rxTTvVE M, e, m, o
show ip dhcp T Jhomaoth o pHCP xhh " & @
show ip dhcp . _homalprt™hh mo  FDHCPt ohh . h e ¥
excludedaddresses ;" t 'EDACPY . . eto o
show ip dhcp pool host  homaoth —oe ~ xh=* g  DHCPY t
[ip_addresq namq , L .hmy
name(LoHu M. 2 -ip_addresst IP~ " h_ ™ et ™ T
-namet , @ DHCP x ™~ =" h mo @
show ip dhcp pool network name:lon® m a |- homaoth  oPHCP xx M~ & DHCPmM oh
[namg * {-namet , @ DHCP x ™~ ~ " h mo o
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show ip dhcp binding _homa|prt™hh mo 3§ _otoh . mocomn
[ip_addresg T “Th m~"a T eto ¥ "t~
e 'Y* mo|Fl[1‘td1Yeno«q3
show ip dhcp server statis- . h omaoth mpHCR Mt h "~ o
tics
h a h . . c o e e Y oa™*e”

< * B

A ""mtho £ET5M/ test ex a” "t E T TVUIB| /Y -testNE” 6 & Qe ~
co xao 2192468.45.] 5 {h -192.168.45112

console#

console#configure

console(config )# ip dhcp pool network test
console(config - dhcp)# address 192.168.45.0 255.255.255.0
console(config - dhcp )#domain - name test.ru

console(config - dhcp)# dns-server 192.168.45.112
console(config - dhcp)# default -router 192.168.45.1

533.0 e X h AQLOM™ce m oetho ™Y "omtxc™)
ACL(Access Control Lisgtm ¢  mo ~ _oet hpt™y T o@"tXc “oht oh ™y och
TUEt h ¥ ¢ 50 7 y” ) t h ~ - e ~ omeo TCPUDRE och tho *3

I~ ° h m o Z m:ose(p
17y h "7 " ACL 0 ax®et "¢t oh . mc o TET x TCAMTermaryCorttefit - h

Addressale Memory) ® ~ t ot h mxhm ~— mco "E " x tmy * 7~y h =7

e”ch a h 3 Selective @in-Qd _om__o T'E PCAMNY_ mxyhmm Yy o h~e .

oc t a e o] mco TEo e Y h”"’“,e.o X m "o

e * * AGLonly. ACL& SQinQ

¢ h > ACtonly m 'E hTCAM b f ™ tm 7y ° T°ym mhc o AUEabw o™ 'e o'y 'Y t
co TE"o ot m’f"o’”xrmtoh'o""”"t E a ” m a™ T 'Ee o o"\ : m t 0 c
‘hoa< toHtooz ho "aeoa’hxcc’” h°o<“e_t ;e .0 cohe”t“h ‘E}emW"\“ Y%

m Qcohto -[Hta)axt""ttoh‘b'ao’eomt’Emx"'mAM e eo m 'H
4"'Yh’3<c" e Y ¢ ACL h™"’aAConly mc o TE" x tm Yy " oco Te t

*

c ho pror[e) Y_"’°o'o coht"T;@EtmceoHE_ch_ooto"h'Ya a
m c m ° mtxc™ ¢ h e T t h mo ot com=T * 6 &tmcE
oéth(*)""y C@rht’Y)?c"uz*och °*""(Y a ..ae eoa"hboa?{”c(’(@“tom Y “Teyh
cho  ~yemm pTysom T e O Mo DPTYE o .
_I":\'IYO o3 \Ht_:mH to. § mm x hT@AMo o ‘: e ~Y .m0 cohto c
h xcc* th@® e o a : ¢ h o
' L'h*""e *H;<e*écmm|¥no*mat‘o*<tm ) e o 'ao’eom* tS@Ictiv*teiﬁ-Q*A'E'O
MAGbasedVLAN
_ . . ACL & SQinQc¢ h " xma ™ toh eo” ht a eeo hm cmox PTEARN _ ™ e
e m_o ’“mE‘_rl”:aaLr*rltpmch(*]’C’AMeH’("m{h m"~ oa cho*mgo"*t "ot

c.,e _mCcp TE°TCAMe C eoo mo " 'BE@ -eZ§howsystemresource$carm.

[

g ACmc m__ e~ |Bvd " _alllth@Gaeo e "o e . _a _t’
V e Y
IPv6 IPv4n ¢ m ao Xt h~* ot ~t E a m t e ¢ m 8
« L/ e~ Fx*"h mg gl e “a¥ot’’Emt Y mmoo  am| ct gc @ al -~
: o~ e o] o] o] t c e a o X t h > %ot ™t = a m
.0 a>*e " . 7Y mo T e Y ﬁqC!_"‘o““m ttx cheo . ™~ e Y thocam 0
o e X h h o ~ e YD
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oa™~e "~ . h ? a™ o e o ¥ *x"h'Eehoo 0™ e Y
-

oa™ e e™ 'Y mtho - h ’ a o T ™ T'Ee o [0} o e X h h

cons ole (config )#

"":"’\5_260-[‘061”‘(5" T Y mo s e Y AGLe X h h o ~ e Y mec
.0a™>e" "~ =e : e ] m t
ip accesdist extendedac- 0 "7 ™e  hTemo’ oh mece op\CF" Y "~ 7 h
cesslist P4 _ 00" _ h > a 0o _oe
T " ee .a a e a - e mo ° % * ¢
x h ho ~e Y h ~ e mo 7 “eeo
no ip accesdist extended STt T e ACE Y T hpWL”T e |
accesslist
ipv6 accesdist ac- L0 "7 "e  hTemo’ oh mece oMACH T Y ~ " h
cesslist Lt%c . _ 90" _ h > a o  o0g
access_lis1..32m a 11° ~ee .a a e a " e mo "7 " g
o T~ x h h o “ e Y h "~ e mo % " eeo
no ipv6 accesdist ac- St T e AW 7 h o mt e Lt @
cesslist
mac accestist extended Lo T "e e oACE o Fnfcrdhitsm ~ g
accesslist h > a (o] o e x h h o ~ e
e a " e mo " e T o
“ e Y h "~ e m o T "eeo o mc n
no mac acceskst ex- St T e AQERC o mr T ohlosm e
tended accesslist
time-rangerange_name 90"  h  a _oe N} yASho o cq
e h a ee . g et h ~ "o -
mn o a Lo R IO -
range_namoe(%:?Z) : -range_name , 2 ¢cyh o Y e " mrandeo
no time-range - ~tt T, e . T T Teeo  ganget ., x h 7
range_name
] Ty to o S to ¥ * t ACE e he® 3a ™ amc mo 'Y *t E 0
" e th moa ¥ mco TEEC X Ot & . mE MoFthdmee T HMwcc ™M cohto [0)
.0 a ™.éh” ao e X h h o e Y e\/hnthxccm. _cg)Uwfqu\ySU
.0a>e " e™ Y mt ho - h ’ a Ethernet xhhx chco. ™ceo h'y o e t ah

console (config -if )#

% T526IT oa*e” ™ e~ ‘e~ ACL et 'Yimc mx

.0 a™~e "™ "™ e ~ e ] m t
1 < * < < ® - % <
serviceacl inputac- ¢ e"mtho " g och ° T eeo o
cesslist [profile pro- a”e”™™ ch x 'y'."e€et mc mo |
file_id] LMo
il ”‘h”’aprolﬁ|é°omtxc e to T'E o
. \ achronly.
accesslist: (1/.\.33m La | ¢ h Cackyf @ o e xh ho
o v +[ ! b e “omtxceo @

profile_ict (0..2)

) h o " eo h a eACL c h Y-
V . et ) h . (inmteﬁaCevlanC h X o h X t ) t o
e ”"mtho : e ™ m 0 a et h
no serviceacl input ST T e me m_* m et h

[profile profile_id]
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HELTEX

Privileqe@EXEC

~ ~

console #

~* TE2EJT .0 a " e

e ™ 'Y m t hPprivilégedEXEQ a

2}

<« <

~ 2w

0o a e

show accesdists [ac-
cesslist]

show accesdists time-
range-active [accesslist]

access_listf1..32m a7

0 —~

-~ . - t

show interfaces access
lists [gigabitethernet
gi_port|
fastethernetfa_port|
port-channelgroup|
vlanvlan_id

gi_port: (1..3/0/1..28)
fa_port (1..3/0/1..24);
vlan id: (1..4099;
group(1..8

1 fex T ot m mi- t ~ ¥ omcm m to
clgar e}ccesdists c.ounters gi_port:(1..3/0/1..28) N 2L wE . (B LI om m_ton
[gigabitethernetgi_port| . | eeo o et h IR o}

fa_port (1..3/0/1..24);
fastethernetfa_port| roup(1..9)
port-channelgroup| group(z..
show interfaces access Lo _- Y, mcecmm to. "omtxc” @
lists counters gi_port: (1..3/0/1..28)
[gigabitethernetgi_port| fa_port: (1..3/0/1..24);
fastethernetfa_port| group(1..8
port-channelgroup|
Loa~d&” @ EXEC
.0a*e ey mt hpXEC a th ’ 'aY
cons ole #
7 752831 .0oa~e” T T'Yn© hmACR o t h”
.o0a>e """~ e ™ ;e ] m ;
show time-range range_name(1..32) Lo _- L.t ok a xeéd go Q et ho
range_name m _a o 7"
5.33.1. 0 e x h  AQE "™ e* " Lt @n
¢ " ™~ e e o0 a h ~ - 7 - c h ® e . R e Y c
momt ~ oa™e" eACIR tohme o “ anec . 4 |P” ~ % h m~ ¢
eo "‘”e*< . “00 . h(A’*aAQLE)méo_E:‘he“”’ge*e’Yp\fp’f‘c‘
omx " mt Tyt migY agcess -list @ “ex@ended access -list "7 ch a h ¥ 7
m c MCIE o © e * " Eltéx\e a® 590 7 a o .c o e t 'E m ™ " x QO
console#
console# configure
console(config)# ipaccess -list extended EltexAL
console(config -ip -ah#
* T T52841 me o e .a tch” .h 3 mco TE X a oa™e" 9
“ h ™ a t h e ; e ] m t
permit _|<mmtq{“"(h<Q eo .o t h”"h‘ 0" h“'"“o
deny J(mmtq{':F hQ O Tt h "'””c'@"'“ —o TEt h ~ ¢ .
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HELTEX

protocol

hoto o

-~ -~

0 c h T e Te

” < < -

o 0 e™ om® o mx "o tmoth o™
o ae T “

* o h choto o ™~

e o e

o /\rY X ~ . o~
voumoy
. * arp,icmp,”
|gmp ip, tcp, egp, igp, udp, hmp rdp, |dpr ipv6, ipv6:rout, ipv6: fra(
idrp, rsvp, gre esp, ah |pv6 icmp, eigrp, ospf, ipinip, pim, 12tp, isis
ipipz 7T "o Ty ® . ¢ hoto(e5” T
e Ymoot“(tmt“ 0" oax c¢hdpto |

o "ao

Y

source_mac

MAG" h

m m t
< *

MAQ “th m mt o

source_mac_wildcard

@
o

e

(o)
Tt

>
o
o o o
L.
—-

hoo-
® T to*. for- i E
..My nnYnnYnuHyY!!
ntDntDntanJCCqDCCZ to

t _“:sh m "~ * X X t

c h~ ala
_”E’T;H'*nl"
®o3 0 PO
.mt EX
s~y

e ™

rw o0 T o

. a
"4
@ :

destination mac

MAY “th m e ~

destination_mac_wildcard

'Y a®*m 5y c¢ch"hm mxy a™ ;
m ~ och * ™Y h i § . ogtlo/h . e
ho ~t EP ¢ e e Y
c-® "m 'y "

e o h h x

E s@ﬂr@é Mg m

o
® e

em c’bo

wildcard.

source_ip

ch JPEyht m mto ;e Y ¢ o t" @

source_ip_wildcard

t o
h B

<
~o e

~ Y a*m -
Sy st on®
e o h

5 :’c*hh* Y mat oy e |

m*. ¥ ¢ tot ogho T ao e
o hx a . o} *T e Tt
X ' Z“ a o’
t 'Em t

b 1
m)

am xe
< <

.0 x |r

T ® O
-<A

" ch:a:hz*:mco:“'E‘x
TEt h "mg t Ed4Lt to® . To*~
MqopCDMCpCDnCDnZ e 0% go”

a
.
mt 'E mo ~" me o " " eeo X
< ' ®

Sho "t Em Yo

bp

0

o M

~3
3]

e o h

destination_ip

c h T Eyht moe ™ e - e Y ¢~ t =

destination_ip_wildcard

v < < < < LY
“ Y a“m ~ z."c’hh am xe 'Y “a e’y
och oy [tm "'zt 0t|_oth. e
E® ¢ et ;e Y
e c- P " m - mco TE X tm ’

source_ip_wildcard

X t o

P

m
h o

e oh h x

vlan

ch ° +Y¥'¥Yytsot&fiya "ot ch a e

dscp

.o bscp 7o

L3

ch " 7Y tDSCP® T’
 ° . . dscp(0463).

Ye RAOT FagoS'NgF-d,  _ o

precedence

h o h |pt t

Tyt gah o h 7T Yt Slnt

range_name

" a

Y
ho

c ho

¢ time-range

icmp_type

—_~

L mo o L€ choto_o L/ at =
ICMP L agp ichvp_type echo
reply, destinatiorunreachable, sourcguench, redirectalternate-
hostaddress, echaequest, routeradvertisement, routessolicitation,
time-exceeded, parameteproblem, timestamp, timestamypeply, in-
formation-request, informationreply, addressnaskrequest, address
maskreply, traceroute, datagrarsonversiorerror, mobilehostredi-
rect, mobileregistrationrequest, mobileregistrationreply, domain
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in-dscp (0..653), i Y 5{/to
out-dscp(O..G@/_' h L Sindscproch T Tyt Ty e
a e . Y. ® ~yot m oy e oa cho® 7~ @
Lo CE "¢ Tl outdseproch T Tyt To oy eo .4
.moo 00 Yo le v n-~ ~'yOtm'y ‘e~ oa ¢ho 7
omt ™ Otm'y e * -

V" i _mt x 't to T'Eoghasic Y h
no gos map dscgnutation . Tmt e oot e~ ;.,e Y co
[in_dscg
rate-limit vlan_idrate "mtTe~ ~—~ " t o hTe - e m
burst - . LT T Tyeeo [ 1 boO

vian Q14099 - | lvianidteoa h i[IbT
rate: (3..57982058 _© cratetmh e yy m ohomt E th-* a
burft:53000.19+1753960 cburstth * a _h m°  h ~ 0" o ¢
m/1t28_ mt homt‘L’)“ '“”’mt"ocp
no rate-limit (_e’a‘“(t o'h‘e*;(e m_ohomt
.0a~e” M ° ~ at hmoc “me "~y h t h " mm
¢ - “chom?™ oa™ e " eo mtho h ’ a "~ h .o
t h ™ LAY
console# configure
console(config)# class - map class_map_name [ match - all | match - any]
console (config -cmap)#
“ % 52641 .0 a e " h >~ at ho ~e Yy mc m ~ h t h
.0a™>e ™™ =e : e ] m t
match accesgroup Jo® = ~—~wy t _h t h T mm
acl_name ch~ 7~ TEth T e VYN T YT
_"e.. @
acl_namef1..32m a _ )
o, V 1, m t X t to TE_o T 7y h
no match accesgroup R N N L L _" e
acl_name
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N a 'Y m m C
¢ ® ™ c¢chom?™ oa™ e " eo mt h o h ’ a ™ h s t
console# configure
console(config)# policy - map policy_map_name
console (config -pmap)#
% 752657 .0 a e " h >~ at ho ~ e Y mth ~t ~* m
.0a™>e "™~ e ~ : e ] m t
classclass map_name Je¢h 7 Tyt 0 To T mmo
[accessgroupacl name h ~  a _oe xh ~ho ~e 7ygch?~
policymap class
-accesgrouptr©c ¢ h ~° Ty t ch™ 7
co mc m X V| Y T mm |
c h> ™~ _"‘mmoc c_o‘ee‘ —'Ee c.™ h
class_map_ namé1..32 |[3INBdzLJ o~ Y "t T e @
m a o "o y | Y to o ctoFo meco TVE o0 |
V policy-Y}F LJ = 7~y et h  m~ 5
serviceLJl2 f A O@ h > a _  _oe
V ] m t X t to TE o =Ty oh
no classclass map name R 2 S| Trmny L)
t . policymap.
.0 a "~ & " 2 aoe x h ho ~e Y ¢ h~ — " mm
¢ ® ™ c¢chom™ oa~e " o mttho ho H e’ "aTh-~ —
console# configure
console(config)# policy - map policy_map_name
console( config -pmap)# class class_map_name [ access -group acl - name]
console (config -pmap-c)#
% T5266T -0 a * e " ho e a ™ x h h o ~ e Y ¢ h” = ~* m
.0a™>e """~ =e : e ] m t
trust c h ® ~ry ot h a "o h Yo
[cos| dscp| cosdscd . _"® J"eeo _oa~e’o . % f
v 2{ *x 7 t mco TE" o “t E T
- COST T m t e x th e e ;0
B e e ST T m e B e oy
< * PR Q0 Y 9 €&« et o coo’ ;xao ; e
e o e - * < *
- _Cos.dscp'[" ”;(mt"( “exth(ee<'
5{ 1/t g0 " Y" 9 ¢ ¢ ” tot .5 meT
V' ] m t X t to TE o T 7Y h ’
no trust Amt”‘e”’”""“"tt e"’<e‘< co
set {dscpnew_dscy "mtTe™ T "Te "t, eeo Y. T 7Y ¢
gueuequeue_id cos y o0a~e” ™ 3S{g Y Ty, tmrcy 7
new_coq vlan vlan_ig V a*e”o  {GNHzaAG "~ 7Y o"eo - |
new_dscp: (0..63) map. L '
queue_id: (1..8) Pt Y LR ROR TTET X OF
new_cos: (0..7) V Ndzaa ,—, ,a 0" _ e”""em]
vlan_id: (1..4094) Ootm'y to ~E o 70 mogo” oy
V' 1 mt x ot to ~E o 7 7Y h
no set{dscp | cos | vlan} ST Ty, t eo L e ;. e Y T 7Y
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HELTEX

police commit- o o7y t o h*e - t'E co Tom
ted_rate_kbps commit- oh a7y *h~ et ho ~tE och °
ted_burst byte[exceed "Tee . o®
action {drop| policed- _h h~%ot ~m co Tomo  choecx
dscptransmit}] a”h_ho ~eeo {_oh e . nd T
ch ya h e YY ¢ _h " Tt E ¢
a t h ™ a - oh-[ma_ﬁmhtOYE TYMttmx "y
) a ™ h hog ohn e x q o* A a o/
committed rate: - — ’ - e
. -committed_rate_kbpg m h " e e " ;e
(3..1258291p * Mt oy T kmp JTeery m Gio
e oha"™ ¢
committed burst: o ’ L - - .
oRr - committed_burst_byta h a h m h .
(3000..1917396 ~ ], T LT
-dropt ¢~ _ _t *x " t ot *ho e 5 |
e N t;m Y
- policeddscptransmitt ¢ h =~ ¢ ~h ~co e e
e . e 5{/t *x*(t c _h _ocHh
V'J Mt _ox tohtorTR o [ FEY | RY
no police t _ To;" t h x ™ ho "~e m 9
police agregateaggre- ToeT T ot et T e
gate_policer_name e"mtho ¥ _otoh . ~cot 07y ot
- - e Y o Ter T a t o . _h a 'y
aggregate_policer_name|™ —° " ° ™t E ¢ P T Tee .00
(1.3m , a o "o V ] mt x t to TE o " 7Ty h
= = -
no police agregataggre- . Yo e e*mtho _ hh .
gate_policer_name ¢ . — m _"c, t
.oa"~e”" h = a-~ o e xh -drop, "¢, Y cho 7Y |j2a&
¢ ® ™ c¢chom~ oa*“e " " oce m tx th oc hh oo h*qb’é”fmwrﬁp;
console# configure
console(config)# gos tail - drop profile profile_id
console( config -tdprofile )#
- F Th5267T -0 a " & °< ! _ao*e x h chhoo ~geStaNNdrop
= -, & -~
.o0oa"™e O e ’ <K j <~ L € _I m t
X a o , e N ( < o o %<
port-limit limit """ t'E h~ 'a h c¢” ~teo o h~
o port-limit limit: (0..3854)/64 Wi Teo T E e e PP S—
queuequeue id [limit limit] " a ec *th’Ea h . o h "
[without-sharing| -queue idr e oa h o . h 7 T
withsharing] queue_id: (1..8) -limtt _o &, ; mt o ¢~ to o0
limit: (0.3854)/64 -without-sharingt =~ ¢ h ~t t'E "omtxc |
-with-sharingt h © "h ~° 't 'E "omt xc
no queuequeue_id "mt~eo tE e ™ - e co xao
.0a"™ea" ! a "~ e X h h o EthetneE’'Y he tc ch. c omh™ o
Y ® " c¢chom™ oa™ e " eo mt h o h Ethepnét ochex ¢ ¢ .x hc ohhot o
console (config -if )#
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~ % 752681 .0 a " e " h xR “h o o®e Y Etiferneth h xm t c oh
.0a™>e ™~ e ~ : e ] m t
servicepolicy inputpol- Yoem ot et h mx mth®”t
icy_map_name V-?o*eoa e~ ch~ T e et
) t m ¢ 'E o o " e ™ M“tmhm* t “ e
policy_map_namg(1..32 o - o - . - 1
m a o "o ) . -
V ] m t X t to TE o T 7Y oh
no servicepolicy input ST Ty, mth Tt o _""mm i
traffic-shapecommit- TmtTer T Tt e hTe e M
ted_rate[commit- committed_rate LT s et MmO
ted_burs{ (36..1000000_*  t k| -committed_ratetmh " e Y'Y m_ohomt;E t
-committed burst h © ~a h m*® h> Q"
committed_burst e, ; ., m_ohomt 'y _ """
no traffic-shape (4096..16769020 “ _t| e a~ t o h~e - e  m_ohomt
e t h m
traffic-shape queue committed_rate "mt~e® o7 h" e t; e  m_ohomt
queue_idcommitted_rate (36.1000000 * & k{...™ T 7Y  mogo " y" oo h T
[committed bursf -committed ratet mh " e Y’y m _ohomt.E t
committed_burst -committed_bursg " * a hoom T hto o T Q"
(4096..16769020§ ~ ; t|e , ;. e ., m_ohomt 3 " 't~ g
no traffic-shape queue ,e _ a” 't o m “oeh omte th~ 0~
queue_id queue_id (0..8) STy mgoT Y o h " @
gos trust ¢c_"0o;",t T o . a g~e a
X ~0: eov‘4<mmt“x<t to ~E o T 70y h
no qos trust ¢._T0Oo;"_ t " o . a_ g~e a
rate-limit rate [bursf "mt e~ T "t o h¥e - e
L@
. _ra’[e‘[m_ohomt 'E th~ _"' 5 _" t Kk
rate: (3.100000Q__" /Mt | o h T ca h om h - 0 o ¢ d
burft (3000.19}7396() homt 5 B
. 4128~ ot ‘_|"ee’“Y_oa”'e°" “"omtxce™
V ., xh ho "e "Ethermet. h L m
no rate-limit e a~ 't o h™e ;e m _ohomt
gos taitdrop profile pro- "mco TVETo Tt E " "ee . cho
file_id profile_id (1..4)
no gostail-drop profile Te ™ . e co xao T:"e QOO
goscos “mt”e”»"“" t e " e | 21
default-cos ch a ey a. =7y m o ehb 5
YY" . 0 ;. h et h . m
default-cos (0..7)/0  Jee~y oca*e’* “mmtxame- |
v x h h o ) e Y et h m
No qoscos "mt e Tt e ;. e co
.0a™~e " hoé a ™ x h heot ~he Lxm - +
Y ® " c¢chom™ oa™e?" ) mtho h Viam ~ o e
console (config -if )#
% 75269 -0 a e . hoe a *x h ho ™e Y et h m =
.0a™>e" "~ "~ e : e ] m t
qos cos egressos “mt *e™ - “c "th "rae “t:h e c¢co 7Y ¢
c0s:(0..7/0 T Y  mogo T oy" ot ht* . ho@p *eeo
Nno qos Cos egress Tmtte T e~ . e c o
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.0a™~e " h > a "~ 9. 9/
¢ ® “c¢chom™ 0 a ™ e "EXBC m¢t h o h ’ a ~
console #
~* 75290t .oa~e” . h > a* 9.9/
E— A ]
.o0a™>e"™ "~ v« ,\"K ] m t
cC ox a o ;‘e < ® -
show qos o Lt h > a vh{ e"mtho ee
T > a co - ot "o h e e h
L2 _ . 4 . . N
show clasamap o " . * 't mc m h t h —~=

class_map_name i - ‘ T ‘ e
(1.32m  a 0 4 V ] m t X t to T'E o " 7Yy h ’ a "~

[class map_nam¢d

show policymap pol- policy_map_name | ~° LTt et e L T e,
icy_map_namg (1__33mka“o"(v J__ mt _x t to TE_o "7 h > ar
shqwqosaggregate aggregate_po- -0 — . i ﬁe, " E ° - =’ mﬁ:‘ SRR in—
policer . licer_name{(1..32 crm_TeLy Yoent.o. — mrL.o.— ¢
[aggregate_policer_nanje woa o —o V ] mt x t to~E o 7/ h = a-~
show gos interfacgbuff- Lo _ T .t g 2L Ty et h om-
ers | queueing | policers -vlan_idteoa h +[ 1 bT
| shapers | rateriimit] [gi- -giportteoa Bt h GigahitEthernet
gabitethernetgi_port| -fa_portt e o a Bt h FastEthernet;
fastethernetfa_port| gi_port: (1..3/0/1..28);| -groupt € ¢ a2 ~h  hxcc . cohto T
port-channelgroup| fa_port:(1..3/0/1..24) | -bufferste *mtho Fx h~ " 7y o . h
vlanvlan_id group(1..8); -queueingt ©~ —,oh ta o*h*%ot o h 7
vlan_id: (1..4094) o ; h °~ 3 _7""mm . o®m7Tx’ ~e vy 7
_po|icer51-m_oei*'xh’ho_‘ee mth ™t
- ’“'Y e t h m~ T
_Shapers*[o'(h"éim;<e’< m_ohomt* ’:\’_\'Y'
-ratedimitt o  h "e ;e om_ohomt T 7Ty
showqosmap Lo et e oha” ¢ 10O o TTta e
[dscpgueue| dscpdp | QOS.
policedmdscp| dscpmu- -dscpqueuetr t ©F T ¢ moot tmt Y 5[]
tation | dscptos] . -dscpdpt t % T, g Mmoot tmt Y a to
(DP);
-policeddscpt t ©* T, ¢~ ¢ _h _a*h __ho 5
-dscpmutationt t © ¥ T e¢* | " a t®eDSEP Y 5{ /t
-dscpcost t ” * “mogo"t tmtDSCPY aet €S Y
show qos taikdrop T Jhomao th c fapdiop. t h o

show qos taikdrop [giga-  homao RINP({J} A4 o©6a~oqge h teoax co
bitethernet gi_port|

fastethernetfa_porf]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

show qos taildrop unit . _homao tRRNR({J A# oha~¢g  co oe h
unit_id unit_id: (1..8) gJomt xceo to TE o0 . h e m t -
h a h c o e e Y oa>e " O
A ¢_70; t HoSadvance® _~“mch * ~ t'E th~  DSCRoH o ; h 7
c h x0O o;(h{DStEch“:o_<ECDmMEn‘()‘anICI“E*oh*t(_(otn"'Yq)
T Yt E mt h ¥t (@) ~* mm ACE *heg " h th* Q" JOP cco hmc” °
c ~ tDSCR1 M M C 0 h ~ e Tmh™” Déxyy m_ohomt 'E mMmpars
coho 0 eh 'y Hnnnnn -~ t @ "mco TEo “ tEtRers * e e x O
netmn Mc &
console#
console# configure
console(config)# ipaccess -list extended tcp_ena
console(config -ip -al)# permittcp any any dscp 12
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HELTEX

console(config
console(config
console(config)#
console(config)#
console(config)#
console(config)#
console(config)#
console(config

-ip -al)# permittcp any any dscp 16

-ip - al)# exit
gos advanced
gos map dscp
gos map dscp
priority - queue out num
policy - map traffic

- pmap)#class classl

12
16

to 1
to 2
-of - queues 1

- queue
- queue

access - group tcp_ena

console(config - pmap- c)# police 1000 200000 exceed - action  drop
console(config - pmap- c)# exit
console(config - pmap)# exit
console(config)# interface gigabit ethernet 1/0/ 14
console(config - ify# service - policy input traffic
console(config -if)#  exit
console(config)# interface gigabit ethernet 1/ 0/ 16
console(config -if)y# service - policy input traffic
console(config -if)#  exit
console(config)#
5352, t "t mt " y2({
.0a™~e " h > a ~ ’“o*"“’Eeo 0 o e X h h o e
¢ ® ™ c¢chom™ oa”e” ew ¥ “nt'ge @ o h oe a~ h h o ~ e Y
console (config )#
~* T527IT .0 a e " .a*h To * * T'Ee o 0 o e X h 0 ~ e 4%
.0a™>e """~ =e”,(e* K™~ e i _mt
X a o ’“; e
gos statistics aggregaipo- ¢C_7T0O; " mut ymtf{ x co o h"e ;
liceraggregate_po- . 1e .Y
licer name aggregate_policer_name:
= 1.39m  a o To_
no gos statistics aggre- (1.39m . e o Jt_ 70O, "mtt tygmft  x co o h~e
gaterpolicer aggregate_po- e _ ey
licer_name
gos statistics queueset set: (1..2); C_T0O; 7 ottt . go Tie g T
{queue| all}{dp | all} {giga- queue:(1.4); -settroch 7 Ty ot “;foh mo ot
bitethernet gi_port| dp: (high, low); -dptoch * Ty t ch _oh t t m%h
fastethernetfa_port| all} gi_port: (1..3/0/1..24);
no qos statistics queueset fa_port: (1..3/0/1..24) Lt _ 70 tm ot oty amit . g0 TBeig T
e ™ e co
SetmY _m _ ch 9
o, h ® D m
h ot t m * h g
SetH Y m_  ch o
o h . - b he' K h
t . mt™ hom®™ @
.o0a>e” hoée a ” x h heot ~“he Ethemeéet h x cc cohto
¢ ® " c¢chom™ oa™ e " eo mt h o h ’ a "~y ohex ¢ ¢ -.x hc oh
console (config -if )#
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HELTEX

**’“*5_2(72-[\oa"’e'. h"*a’" _oe xE)th*erheqH”“e*’Y*et
.0 a™>e "™ "™ e ~ e ] m t
LR < < ® - * <
qos statistics policer f_TOopT oot "t et et ho oM
policy_map_name policy_map_name -policy map nametm t h =t T mfy  th ™ g
~® m n|

class_map_name

(1__3am La o o |

class_map_name

-classmap nametm¢ ma& _t h
)

no qos statistics policer (1.32m  a o TQO| t_ _TQOuTomhmypf mt e et
policy_map_name ; 0¢
class_map_name
.0a~e” h ’ a ~ 9. 9/
¢ ® “chom™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
% 752F3T .o0a~e” EXEC  a ~
.o0a"~e"” "~ ] m t
clear gosstatistics L. Tt m@QgSst mt X
show qosstatistics Lo_ .ot o mt t mt x y2{0
5.36 t .. om_ "y a*h “hxt c. Y
ot t ;. .m_"Y a-[t\*ﬁxia*h b*XTYw' e, . X ch* ot
Y e o a ® c h o e x h ™ ¢ a ™ h " hxt "™ toh™
* I a7 o0 c hoto o o a ~ h x t G b
“ohx "o e co* " ’ - t oy
- 128IPv4 static routes
- 101Pv6 static routes
o * " h > bt tm'y to TE o ao*hha " hhxxt a ' ."ge m'Y ac "a
mo/t!lod
.o0a™~e " . h ™6 * 4 = 'Reeo o x h h o ~ e Y
¢ ® ¢ hom~ oa™e" 0 mt h o h ’ a ™ To ¥~ T'Ee o
console (config )#
"% 752941 -0 a ~e” h ™6 * % "™'Ee o o o e xh ho =~e v
.o0a™>e " "™ =e : e ] m t
ip route prefix{mask| Lo tmrt ottt . om . a*h "hxt
prefix_length} gateway -prefixtm t E e~ "e” . e 16008 “ch a
[metric distancé [reject] -maskt @ *m _ " m t 0. oha~t 7
-prefix_lengtht ¢ m a*m__ mot o}
¢0..32);
distance: (1..255)/1 -gatewayt © —~O° " 7Y Tomtxec® om t
-distancet . ., m a " h "hxt~
-rejectt ~ “ ¢ h "t a™h “hxt “ ¢, 0.
TS0 o
no ip route prefix{mask| STyttt om0 ath Thoxt
prefix_length [gateway]
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HELTEX

ipv6 routeipvé_prefix/len L Lt @ea™h hot
gateway[metric dis- -ipv6_prefidlent ¢ h =~ m &~ "e ™ o e Y
. ) -gatewayt © T"O° " 7Y Tomitxc _om it
tance distance: (L.65535)1 | giconcd  mooa g thow ot -
no ipv6 routeipv6_pre- SRRttt s oma th T h ot g
fix/len [gateway]
.oa~d&" @ EXEC
¢ ® “chom™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
* % T52gs5T .o0a e " h > a” 9.9/
.o0a~e"” "~ i _mt
show ip route[con- Lo_ " ..t t~® ™ gx a®h hxt "~ g 3 xTo 7
nected| static | address | gconnectedt ¢ © © _ T O; ,ee . a & hhoh x Fyyt.o  mm te’Ec om
ip_addresgmask| pre- co” T0O;_ eeo0 o xe_g o0oe hx1Q" o et h
fix_IengtH Cstatic-[mt"t‘,<m_*w a™h "hxt ¥ choc m©ee . R
show ipv6 route Lo _" "t E t~"® 7 gx a*h hxt "¢ Lt @c
h a h ca“"ee” e Y o
A 0 - “tE ot F T ex a ™ h h x t e Y
console# show ip route
Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/ 3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
~* T52g6T ¢ m ™~ e h x TEt ot~ c o e e Y oa~e”"
o c m ™ e
o_"". - t c ho m g0 °’ e a ™ h h x t ™Y
C¢. 2y ySOGSR 6a~h "hxt "yt . e _comh
€ h x O" s} et h m~ )3
SC{(]l'U)\O gm t ~ t coom a ™ h hxt s choec
10.9.1.0/24 s"h m m t
h o e ™ ¢~ " a emm_oﬁ*_fo e ™ 'y mt ™
[5/2] a~h "hxt "*tohx gy : a “ho I otto ae
e ™ ;oTea t h - a ™ h h xt ™ @
. c h ® T ht mpm T T x O" 0 a ™ h h x t “to
via 10.0.1.2 “h "hxt o m ot
00:39:08 ch -~ ~y ot h a'y com™ "~ e o o %*eo 4
Vian 1 c h ° Yy ot et h ms h _otoh
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q ” :r r r s s r X L AN}
6 (—J [ - (—J J Z <« I_-II - L -l —_ s - J-I @ J J
6.1 - _ ¢ Btartup
eQartupmco"\’E‘x tmy ° Ty . c o e e Y mc c ~ T Ee 59 ¢ h
o * m c : e Y x 7™ e £ “amywt ® STh > oamon to* e o T H' e c ™ ho TvYx
m ohomt h ~ %ot . t h a e ™™ 5 h~*%ot "™ m c ™ h ™ a t h*a m t
1 7Y o0 " Staruppa 0¢ @0 T ao ch eh” "*tt’E a2t <ps@T T <Enter,
t : e c h .9 7 X g9 m x e * com co'y T e Y moo ¥ * e
cho ¢ 'POIY-
Startup Menu
[1] Download Software
[2] Erase Flash File
[3] Password Recovery Procedure
[4] Set Terminal Baud - Rate
[ 5] Stack menu
[ 6] Back
Enter your choice or press 'ESC' to exit:
1Y 50 ° ™ a e 0 ©* hx "<p>Y Smefch o mt * e ™’ a t
’ Jm — t : e Mp m x e * 6o e~ e Cc x ec ot ox
.‘ a e O to C h x - xmtho mt - cho®o ™ t m
ao " 'EO oa™e’ oemo T
"% T6la” ¢ m™e Stagup ¢ O
S o e c m ™ e
17y 0 ohx o cho h~aaeo o of m@eRSY®D 1
t _TZ>e "’ oemo TE fx " ot - .7 _e0o m 7T "«
Download Software
Teo T e DownloadingcodeusingXMODEM
<> -
a a e o [0} q
e Y ¢ hEX _o'°‘ xmthom“mmt’:“oz'eo(too”:'“go °_k acoh ¢
ao " cho tgog RSYP . om ™ ch —ar~ ST T xmth
.M, @
J‘ee"YchoG(°xh"’ *mco""E'x(tm'Y°’“"yx°"
e*:Y‘m’“w e"‘t@z_c’“d“;y‘**'mm'y ch(*xch(”(e
T LA
Warning! About to erase a Flash file.
Are you sure (Y/N) ?y
ﬁ‘”(ma'Y" :d’e X xh ™ @
Erase Flash File ] )
D> |~ ~ e m Write Flash file name (Up to 8 characters, Enter for no@DB
ao o & TaHAt Write Fla_sh file name_(Up ®characters, Enter f(_)r_r)one(;DB
' ) ! File CDHif present) will be erased after system initialization.
==== Press Enter To Continue === = _h & t ¢ Sartupe ~ * ~_tF
. . '<enter>.
====PressEnterToContinue====
| | Teyo o o .7 _oe  xh~ g _ay "o 7
V x h ™ @ T m™eeo e ” T v ee a o a et
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J]“ee™® 'Y cho g " xh~ mco TE" X tmy ° Ty omm
~Yy,t co” Fr‘o;ltlb;Emthix " c‘:ho"’ch i
Password Recovery 17y ommt eo T e Y c2Z3Fo TH e TtoMtTE" x O _ ¢
<3>| Proceduref o mm t "l tho mt «x c:hc;’“:E*‘x’ t cho eoh ho ~e
~ ec ™ ho Ty ® - ) s ) -
T Current password will be ignored!
1Y o ht~ a e O {[dnterNIidz) e~ a t _ 7
==== Press Enter To Contirere==
Hhoe(*xh”‘ ’mco"'E'x<tm'Y°"’Y xmt“eo_ It
Ko *
Set Terminal Baud TM%H”,” “e ,L:(q)e o o m_ohomt hsot . t° hu
<4> B?t(i,e m d Y
Yot . 1 ha d Set new devic®aud rate: 115200
. 17y o h~t~ a e O <prieb>NIidzL) e~ ~t E _ "~
====PresEnterToContinue====
] 7Y x - e Y o .o omt - cohto 0 aax
e 'Yxr%j(h;)m"n;ttriowm_m“to‘( rT<1.:])*;(et*‘x ’:to_hoa[
.. "oa.a @ OMESIOMMESLII2A/MES2E24 xht” o t =t E " |
t - R momt ~ mt )
_|’\’Y*°(et* _‘C* xmt"eon_ h a ™ h
Stack menu mt (Stackmenu).
“*ot* m [
<5>P;-‘a m ot -~ |17y g0 "~ a e Q md5> " e~ "t 'E T X
mt o~ B Stack menu
) [1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
. ¢ .M Stackmenw _ "o "e t** 7" ¢ ndo
<6> Back _ 1Y 90 ° ™ a e 0 i h x " <6>F F@eg@'owmt
¢ 90 7 a
‘""6_2(3[’“Lc*m"e (Sta@l«neﬁu@‘ ot~ m c‘h”a(th"a* mt -
S o R e . ocoom ~ e .
Show unit stack id $7y ehomaco th o T et o T toh ™ xmIzho mt
homaoth Current working mode istacking.
<> oh e xm Unit stack id set to 1.
m t
_|’“'Ye"'e”’,<e"Yx°(et “toh ™ x@ghommt
Enter unit stack id [@]: 1
Set unit stack id Unit stack id updated to 1.
e e ™ e )
<2> ~to’r(1~*>(<n'e;;(e*( ot-[eémqh*oxmayﬂmmt“‘ . mt(_(z
3 mt(_( e*;(e:[:'“z%qvloae . h(”a h ~ %ot _oaaxt"
_I’“'Y“o'“h’”t’” R a(e'ozemte(r}_”’ e ™ ' a t
====PressEEnterToContinue====
17 xmt ~eo . h ar” h”":“ot.<3>5xmthommt””‘
Enter unit working mode Flstandalone, 2stacking]:1
Set unit working mode| . Unit working mode changed to standalone.
<3>Tmt‘eo“_”' r"e:‘- q ~ t qqe o a e h a 3
* oot xmtho e,,;(qg]:' Ha mt(m'hc()_"e"yq;
-IA'Y‘.O ’h”‘t”‘ R a(e'ozemte‘r}_”’ e ™ a t(
==== Press Enter To Continue ====
—r . o "~ a e e ™’ a t i X
<> Back ] L .8 . .
¢ . 90 a
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6.2 e o — e c ho h * aaeo o} o ¥ m c : e Y m
" e<h~<h ¢C¢t o] ’(e "t_’EJa'c""E’@t"«he<*z me”‘ﬂotth
~ ? t 'Em 'Y ¢ h o h”’aaeeo h o *h mfco ™’ ee (2} t 'E h ™ -t
—o e ™ ;" T 'Ee o o] o h x ;Q) 7o a ¢ KE'QOT hm mm t o™ ac bx
h6a e*ﬁmt)(Ec’“’\eaaxt"()aohéo c ho oetho ™
e e ~ oaaxt™toh oa”’e’l-x|p_”‘|_j}\hy3n S o cPE@
' * e o ~ e c ho h~“aa®e3d omxo"":"mntctﬁ'\;'Vt’@’Em’W -
- “ e e a c ~'E" o ot — a ¢
621 Feo ~ e m mt aeo o c¢cNo h*aaeo o oF
=~ h x ~ XxXmt h o m t - omx " mt ~'Y tmy - =
ot oh oh " e ct"m "Wt ap AiM'H" o " e o — e S eo . -
m c c ~ TEe o 8 ~ eeo o ¥ T mt c * a 'yt () h ~
m mt aeo o ® ¢ .%on - t e o 0 - — e o tm "y
boot system {image1 | image-2 } [unit unit_id]
" unitidt e o a h Xxmt ho m t - m t o Y xmtho,m
e 0 a h xmt ho m timége.lgimage:z*[ s~ mt’\mn"y() R e o o] b
" h h %0t m ™ meto a hs xmt h"o* emet“o 'y “ e~ ~ "¢ H ~a
i~ T ox a x X mt ho m t x @
] Y chomaoth™ t X h m m m t aeo o c h
xmthommt“<z “§hQWAV@r$IOn oa™ e " x
console#show  version
SW version 1.1.44[e9e72ef0] ( date 16 - Nov- 2015 time 18:20:13)
Boot version 0.0.0.3 ( date 23 - Feb- 2011 time 17:40:14)
HW version 01.03
LMo, Skeo T ey
‘oa”’e"cgpymoc h o Tt E e o ~ - c ho h * aaeo o}
® ~ oefeX*MMt 'E ¢ ~ a ‘Yt OAYEFEF3IASHU D o ha™'t oa™ e "
copytftp:// tftp_ip_addresg[directory]filenameimage
h a h c o e e Y oa™e?" Y
console #copy tftp ://192.168.16.34/ file 1 image
Accessing file "fileld6 on 192.168.16. 34
Loading filel from 192.168.16.34:
T T T T
T
Copy took 00:01:11 [hh:mm:ss]
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e _ . om__ 7 ¢ e Y x ) ) t e t o ¥ cto X
t —'Ee e ™ m o o t t mt X t X m c e o c h
o . (0} o x . . t e t o ¥ ’to ) c h
e . Y ¢ 1|:|<'|:m?t1“ 9 i} b . m o E_o t o DL . m t
e — o = * cho g mm o c h o e Y ®
.o0a™efoot - * h t - t e . - ~ m mt aeo ) S
console# boot system image -2
Jm = e ee o *h ™~ ~ h x ° e e "ttt me .maty ateoo x
!‘ c o e t o h x X m mco TE"o0 * e a t x "
T Lt mEX cto c h L. Ee o o h ~Je Y"_cth*oﬁmea ot h . L
L hmx Yo c ho . h aaeo . 0 o] (mc L e *shé(/quotvar; 9 _t . e omt .

console# show bootvar

Unit Image Filename Version Date Status
1 1 image -1 1.1.44[0b70e656] 24 - Nov- 2015 17:28:25 Active
1 2 image -2 1.1.44[1537c93f] 12 - Nov- 2015 15:45:10 Not active*
1 e*aNo"oa ZFr] ota<;*<tm'yl‘“m"cho'h
e 'Yt ¢gh 'Y com ™ " x O C h x - 0]
h s h x - t 0 ardoad.t “ t o h oa~e o

console #reload

“macaoe ©

This command  will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

o "t h = t c h Yo~ h x X o " o a
6.2.2 T e o — e ~ h x o e o o} - — X m t
L - < * < 1 1 + v @

: Ee.m : 'hx ';* : cxm_d'"utt”meY* ¥ hx*m txh oc
'”"'hx'o;eoto l‘“m’“‘” omx"'(mt“""Y(tm'Y choe< X
h *“m¢c¢ ™ o ~ ~ m* cmxtm a e o™ o g o h. o**eo’“"?e’”e;
mo oh " e "Yflaghen ™Y & “m t mt ™ h o o o

] 7°'Yom Aot h™ t x " h m o h x "o e o 0

__0 a ™~ &how version

console#show version

SW version 1.1.44[e9e72ef0] (date 16
Boot version 0.0.0.3 ( date 23

HW version 01.03

- Nov- 2015 time 18:20:13)
- Feb- 2011 time 17:40:14)

h o

h

ommt 7~
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hoge " xh= o ¥eo ~ e Y Y

— < - < * [

1_‘oa*eé’o|gyna_oc*hoﬂ”t’Eeon. '*'hx'o-e.oa“‘e'zc’o“pye" X m
tftp :// titp_ip_address[directory/]filenameboot.

console# copy tftp://192.168.16.34/332448 - 10018.rfb boot

Erasing file..done.
R

V e __om_ T gTe Y x _~ R Yyt

- 4 t —'Ee e mo ot t mt X t X m c e o c h

o _:“’“ wmqg 01:‘” x_*ﬂ'i“‘ t e " to ¥ tomn ¢ h
Toe Y ¢ TET® o h oh ™~ ¢ - m o T'E o t o o ‘mpt
e — 0 T” ’““: c ho e(mm_ 0o c h o ””e_hY“cp

2 h - h x t 0 ardoad.t t oh oa"e°ow

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?
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HELTEX

” L, r ” ” : S 1 ” : r F‘ ” ir - m ~ ” ~ q‘ 4 S r ” [
- L ~ J f |_'I 'Il_l_l_ J J . -l —_ - L. € - L v -r[
¢ s
<
" mt ho - c hoto o aeo’ m t - m Y x O o)
h ot o o a{ ¢t c o - o Ty t m<t h o t 'E aeo’ m t 0 m ¢
e ™ ocoaaxt™toh™ g —o “ T 'Ee om hmo t* t3E ;et”‘o hexo " xod~'Y] TY e
m "X ;"‘ m t h a 'y P aa ¢ & t @ h ™ a 5o 6'“E@\ x O toco 7o (0X©
_xmlafn: WwnX on °©F A " _ e’Yotm<wy . ¢ h _ oa 4 ' ac ™
t oho a 'H ac T ryh o " 0% fgoo” amiz;mﬂz.ohhhtoﬁxai{
oaaxt™toh™a c h .o “ Tm 'y e‘r?ﬁi'ZYapl‘OEZ d¢n tch “h h =~ f["
0aax t3Pt ebhdaaxt ™t oh H e”"e”'; a o h e a °-["]|‘1Yema|exth
SpanningTree) = _otohoa ¢ h "~ tm’y m™x’ “e*ry e oha”g.
mco E x 'Y ¢coht . A m JH P ° ’ c;hm x O €8 cmoa™ P m

*

VLAN 10,20,30 HasanayeHb! Ha axzemnap 1
VLAN 40,50,60 HasHaveHbl Ha akzeMnnap 2

xommyTarop 1 KoMmmyTarTop 3

3TO0T NOPT NepeckinaeT Tpapmk
AnA akaemnnsapa 2 u Gnokupyer
Tpachmk ana aksemnnsapa 1

3T10T NOPT NepeckinaeT TpanK
Ans akaemnnsapa 1 u Gnokupyer
Tpacduk AnA akzemnnapa 2

KoMmyTarTop 2
mx3lp " “mtho - c hoto o "~ aeo’ m t - m Y OX
.0 .o o * e : oaaxt™toho Foe W €y’ mtmobhd Y
a{¢t c h mt h ™ - tmyy = to cmt oYYyt~ h e pa " > hoch
_oe x h * ¢ _oaaxt~toho ® | 7Y To F.mtho e ™ m
“Toe ¥ otoh . C*m o hhk 2 *h tm 'y meco QECECt tmy com”™ " mt
h o (0]
1_eo'°""e T 6 g™ 'Y O the o ox hoaaxt™toh™»
console# configure
console(config)# vlan database
console(config -vlan)# vlan 10,20,30,40,50,60
console(config -vlan)# exit
console(config)# interface vlan 1
console(config -if)y# ip address 192.168.16.1 /24
console(config -if)#  exit
console(config)# spanning - tree mode mstp
console(config)# interface range gigabit et hernet 1/0/ 1-2
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console(config - if)j#  switchport mode trunk

console(config - ify# switchport trunk allowed vlan add 10,20,30,40,50,60
console(config -if)#  exit

console(config)# spannin g- tree mst configuration

console(config - mst)# name sandbox

console(config - mst)# instance 1 addvlan  10,20,30

console(config - mst)# instance 2 addvlan  40,50,60

console(config - mst)# exit

console(config)# do copy running - config startup - config

01- Oct - 2006 01:09:34 %COPYI - FILECPY: Files Copy - source URL running -
config destination URL flash://startup - config

01- Oct - 2006 01:09:44 %COPY - N- TRAP: The copy operation was completed
successfully
Copy succeeded

console(config)# do copy startup - config tftp://192.168.16.2/mstp. conf
01- Oct - 2006 01:10:44 %COPY -1 - FILECPY: Files Copy - source URL
flash://startup - config destination URL tftp://192.168.16.2/mstp.conf

01- Oct - 2006 01:10:44 %COPY - N- TRAP: The copy operation was completed

successfully
|

Copy: 726 bytes copied in 00:00:01 [h h:mm:ss]

console(config)# spanning - tree mst 1 priority 0
console(config)# end
.0 e X h c Y t oho 0 oaaxt™toh?™

console# configure

console(config)# interface vlan 1

console(config -if)# ip address 192.168.16.1 /24

console(config -if)#  do copy tftp:// 192.168.16.2 /mstp.conf startup - config
01- Oct- 2006 02:17:14 %COPY -1 - FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup - config
............ 01 - Oct - 2006 02:17:27 %COPY - N- TRAP: The copy operation was

completed successfully
|

.726 bytes copied in 00:00:13 [hh:mm:ss]

console(config - if)j# do reload

You haven't saved your changes. Are you sure you want to continue ?

(YIN)IN] Y
This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[ N] Y

Shutting down ...

console# configure

console(config)# interface vlan 1

console(config -if)# noip address

console(config -if)# ip address 192.168.16.100 /24
console(config -if)#  exit

console(config)# spanning - tree priority 0
console(config)# end
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3. .0e xh ™ ¢ Yy th t 'E o] o aax t

* * < < ot

console# configure

“t o h ™

console(config)# interface vlan 1

console(config -ify# ip address 192.168.16.1 /24

console(config -if)# do copy tftp:// 192.168.16.2 /mstp.conf startup - config

01- Oct - 2006 02:17:14 %COPY -1 - FILECPY: Files Copy - source URL

tftp://192.168.16.2/mstp.conf destination URL flash://startup - config

............ 01 - Oct - 2006 02:17:27 %COPY - N- TRAP: The copy operation was

completed successfully

!

726 bytes copied in 00:00:13 [hh:mm:ss]

console(config - if)# do reload

You haven't saved your changes. Are you sure you want to continue ?

(Y/N)[N]Y

This command will reset the whole system and disconnect your current

session. Do you want to continue ? (Y/N)[N] Y

Shutting down ...

console# configure

console(config)# interface vl an 1

console(config - if)# noip address

console(config -ify# ip address 192.168.16.101 /24

console(config -ify#  exit

console(config)# spanning - tree mst 2 priority 0

console(config)# end

7 m t h gelectiVeqing

107"  TSWAN,

]~ ee . ch a h oc m. ~ ISAANHTI_ _ 8 oVLAN_ @Yt FE__ & Ot =«
VLAN27.

console# configure

console(config)# vlan database

console(config -vlan)# vlan 20,27
console(config -vlan)# exit
console(config)# int erface GigabitEthernet 1/0/24

console( config -if)# switchport mode trunk

console(config - ifyj# switchport trunk allowed vlan add 20,27
console(config - if)j# selective - qginq list ingress add_vlan 27
console(config -if)# selective - qinq list ingress permit ingress_vlan 20

Lo " a CVIAN

-~

¢ m t "Yg ce eh. o :0 0" ™'Ee o s mt o 0
a h 5 °<’“’Y 0 a‘a x‘t ot lo 0 x h o e Yy ° k
Sy, the Sy xeh T T ey tyLAN %
¢_|-|t o a m ~x s * o * .HX;O* < 0
e . YLAN “VLAN 'Y toh . * X _ao 0 e *ch™ ~ e

A

om X m t “ewalHY

. Y, VPANG e P S am s NR0Q,H I H
console# configure
console(config)#

console(config

vlan database
-vlan)# vlan 200-202

e o QVRANOTTYE 0" a” te’Em Y

e " OLANSE T oh
omt xad TEx0" it t‘ﬁ‘”Erm-,-[

hmoyTc ca . HTe ¢t
cX e

Yo -

mma ot h a
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console(config -vlan)# exit

console(config)# interface GigabitEthernet 1/0/24

console(config - ify# switchport mode trunk

console(config - if)j# switchport trunk al lowed vlan add 200- 202
console(config -if)j# selective - qinq list ingress override_vlan 200 in-
gress_vlan 100

console(config - if)j# selective - qinq list ingress override_vlan 201 in-
gress vlan10 1

console(config -if)j# selective - qinq list ingress override_vlan 202 in-

gress vlan10 2

" om ot h Mylticast-TVVLAN

T x e _ gMulicastTVVLAM® * _t o "ao’eomt’E mco "E'o0 “tE "7
t h ™ VLAN® emx o c h*toh~ Tomt ~ 'Yt 'E 'Ht ot t h~
o e e . Y. TUYOUM AN TT® T m o OMuRicastTVVLAM2 © C L mE _h "t e
e hx =~ ~ e m t'E oc h™®toh™ oom ot otmehma h 3y & * 7
¢ h Tomt ~ ~1IPTV X m X

. 0,a" c h a e e Y X e c c h “co T~ “t ot 3 hto a o h
{accesg, —lcustomen, c¢h e~ T CYLAN ~  TrO" ¢ Gnulticastty LAN o TE o " Tt
t - a Ot o "ao’eomt  E to TE o malticasttv' VILANE aee o aoo™ “xht mce
h T "t 'E T "WLAND ..hoaHt ot o oy e odaxk tE" e ommthol gpgk c o h t
ticastt h = 5 _ "o t"ooh™ e ¥ .t EmulticdsetviVEAN__ 0 2

V “xe cMuficadti @ [ ! bn h*Fot™ t to TE o mo a

h a h e “mtho T Y aceess ” h ’ a h % ot
1. ¢ T0; t 'E a € OEt & ™ "ch One . 5 7 ~“ee . g
console(config)# bridge multicast filtering

2. " mthyLAN € TE o _ VID100:124) mudticasttv VLAN(VID1000),VLANc ¢ h * T ey

(VID1200)
console(config)# vlan database
console(config -vlan)# vlan 100-124,1000,1200
console(config -vlan)# exit
3, ""mtho t 'E coht . co TE" o ~ot - ()
console(config)# interface ran ge fal/0/1 -24
console(config - ify# switchport mode access
console(config - if)j#  switchport access vlan 100
console(config - if)y# switchport access multicast - tv vlan 1000
console(config - if)y# bridge multicast unregistered filtering
console(config -if)#  exit
4.'*mth@p|in|{£’Ehtz h * " h . c h "‘“,x aeo o™ " h me o 0 t
x ¢ h ™ - e (0))
console(config )# interface gil/0/1
console(config - if)j# switchport mode trunk
console(config - if)j# switchport trunk allowed vian add 100- 124, 1000,1200
console(config -if)#  exit
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5. " mt hijgmpsndeping ~°o * " ©Feo et h  m~ g
console(config )# ip igmp snooping
console(config )# ip igmp snooping vlan 1000
console(config )# ipigmp sno  oping vlan 1000 querier
console(config )# ip igmp snooping vian 100
console(config )# ip igmp snooping vlan 101
console(config )# ip igmp snooping vlan 102
console(config )# ip igmp snooping vlan 103
é
console(config )# ip igmp snooping vian 124

6. " mtho t 'Ex ceht™ hT" e my
console(config )# interface vlan 1200

console(config - if)y# ip address 192.168.33.100 255.255.255.0
console (config -if )# exit

Hh*a<h e’“mthom_* °Z’€u'g[0memht” 3 h(’*a<
_|”'ee.m t ¢ co°_’“’o;<e*’Ya0’<t *.t'E*mco"\'E'o“”e
IGMPRreportQ © ¢ h ° VCANCYWLAW t °  T'Ee .a e 'QYLAN a _ t_"~a ¢
l.q_A'O;X"E.*A'Eth”C*'O a_eo'o"*h(me.o*"ee.o
console(config)# bridge multicast filtering

2. "~ mot hty[AN o T'E’ o _ (VID100),muylticastty VLAN(VID1000, 1001)VLAN ¢ h ~ e
(VID1200)

console(config)# vlan database
console(config -vlan)# vlan 100,1000 - 1001,1200
console(config -vlan)# exit

3. ""mt ho t 'E ¢ o ht co TE o ot Y

-

console(config)# interface fal/0/ 1
console(config - if )# switchport mode customer
console(config - if )# switchport customer vian 100
console(config - if )# switchport customer multicast - tv vlan add 1000,1001
console(config -if )# exit
4. " mt hls?pljnkﬁ 'Eht ¥ h~* °h . ! o c h . ® "‘* X z‘a*et_oh”“'”"oc”"o"‘”h\Emoeﬁo’”' t
x ¢ h ™ — e

- "< * <

console(config)#interface gi1l/0/1

console(config - ify#tswitchport mode trunk
console(config - ify#tsw itchport trunk allowed vlan add 100, 1000-1001,1200
console(config -ify#  exit

5. © " m t hijgmpsn@oping o * * T'Ee o . e™o ”:‘*‘“e~t*< th’E ¢ m™ 5 — a “h
"t T IBMPreportQ .

-

console(config )# ip igmp snooping

console(config )# ip igmp snooping vian 100
console(config )# ip igmp snooping map cpe vlan 5 multicast -tvvlan 1000
console(config )# ip igmp snooping map cpe vlan 6 multicast -tvvlan 1001
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6. " mt ho t E e t h m x c h ™ — e Y

< Ty < ® - <

console(config)# interface vla n 1200
console(config -if)y# ip address 192.168.33.100 255.255.255.0
console (config -if )# exit

"*mth® td&h |JGMR "~ chomda RADIUS

mo_h PEh .m0 ap30ATAIBRIT © h Radiug . b T 107113.113.IMAG ©h  m
et 00:B214FR8:lFE © 0 "¢ ™ " oe  hMulticAst h xe=283.70.0065 ¢ o ht
FastEthernefl/0/1

—

¢ " e e o0 a c h a h ¢c hocg mm e "tmmt 'Yy o |GMR "¢ htoonmho Ra”dius h
m
T

T mt h Radiug | h _ (freeRadiu$

1. .o " _h > o gatd/freeradiusOf A Sy i a d02y Fé

«

client 10.113.113.0/24 {
secret = mestest
nastype = cisco
shortname = private

}

2. . © Tooh L ao @kSﬂC)K?N\BSNJ' RA dzi Kk dza S N& €
001B214FF81F Cleartext - Password := "001B214FF81F", NAS -PORT ==1, Framed -
IP - Address =~ "233.7.*.*", NAS - IP - Address =="10.113.113. 2"

" m¢thooaaxt™®toh™

console(config)# bridge multicast filtering
console(config)# vlan database
console(config)# vlan 30

cons ole(config)# exit

console(config)# ip igmp snooping

console(config)# ip igmp snooping vlan 30

console(config)# radius - server host 10.113.113.1 usage igmp - auth key  mestest
console(config)# interface range fastethernet 1/0/1 -10
console(config)# switchport access vlan 30
console(config)# bridge multicast unregistered filtering
console(config)# multicast snooping authorization radius
console(config)# exit

console(config)# interface gigabitethernet 1/0/4
console(config)# switchport mode trunk

console(config)# switchport trunk allowed vlan add 30
console(config)# exit

console(config)# interface vlan 1

console(config)# ip address 10.113.113.2 255.255.255.0
console(config)# no ip address dhcp

console (config )# exit
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