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2         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

ˤ͔͙ͪͫΎ ͔͒ͦͯͣͤͭ͊͟ ˨͊ͭ͊ ͍·ͨͯͫ͊͟ ˿͔͙͔ͦ͒ͪ͗͊ͤ ͙͔͔͙͚ͣͤͤ͘ 

ˤ͔͙ͪͫΎ нΦоо 28.12.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 5.17 Voice VLAN  

ˤ͔͙ͪͫΎ нΦон 10.11.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍  ͔ͪ͊͒͊͘͡ͻΥ 
- 2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
- 5.22 ˭ ͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 
- 5.33.1 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ACL ͤ ͊ ͔͋͊͘ LtǾп 
- 5.33.3 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ a!/ 
- 5.35.1 ˹ ͚͊ͫͭͪͦ͊͟ vƻ{ 

ˤ͔͙ͪͫΎ нΦом 26.07.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 2.2.6 ̅ ͯͤ͟ͼ͙͙ ͦ ͔͔͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 
- 5.2 x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· 
- 5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
- 5.7 ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͚ͨ͊ͪͦ͡ 
- 5.10.2 ˹ ͚͊ͫͭͪͦ͊͟ VLAN ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
- 5.16.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ a{¢tύ 
- 5.32 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ 5I/t-͔͍͔ͫͪͪ͊ 

ˤ͔͙ͪͫΎ нΦ30 12.02.2021 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
- 5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
- 5.28.1 ̅ ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
- 4.3.2.3 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͔͍ͫͭ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͍ͯͨͪ͊π
͔͙ͤ͡Ύ 

ˤ͔͙ͪͫΎ нΦ29 28.08.2020 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ  
- 2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
- 2.5 ˴ ͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 
- 4.3.3 ˹ ͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͔ͫͫͭͣ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 
- 5.18.1 ˽ ͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ addressing) 
- 5.28.1 ̅ ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 
- 5.34 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͊͘΅͙ͭ· ͦͭ DoS-͊ͭ͊͟ 
͔̂͒͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ MES2124P DC 

ˤ͔͙ͪͫΎ нΦ28 05.06.2020 ˨͍͔ͦ͋͊ͤ͡ ͔ͪ͊͒͘͡Υ 
- 5.21 ˿ ͔͍͙ͪͫ ǿŀǘŎƘŘƻƎ 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ  
- 2.3 ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
- 4.3.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ 
- 5.11 Selective Q-in-Q 
- 5.19.7.1 Telnet, SSH, HTTP ͙ FTP 
- 5.28.3 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t  ͙ͦ ͨͼ͙ ͙82 
- 5.33 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ACL ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 

ˤ͔͙ͪͫΎ нΦ27 22.11.2019 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ  
- 5.27.3 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙͙ ун 

ˤ͔͙ͪͫΎ нΦ26 18.07.2019 ˮ͔͔͙ͣͤͤ͘Ύ ͍  ͪ ͔͊͒͊͘͡ͻΥ 
- нΦнΦн ̅ͯͤ͟ͼ͙͙ ͙ͨͪ ͔ͪ͊͋ͦͭ ͫ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ 
- рΦмн ̊ͭͦͪͣ-ͦͤͭͪͦ͟͡Έ 
- рΦмсΦп ˸͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ όƭƻƻǇōŀŎƪ-detection) 
- рΦмфΦтΦн ˴ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͡ ͊
- рΦмфΦп ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
- рΦнтΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP͙  ͦͨͼ͙͙ ун 

ˤ͔͙ͪͫΎ нΦнр 26.12.2018 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦф ˹͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 
- 5.16.12 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 

ˤ͔͙ͪͫΎ нΦнп 28.06.2018 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦнпΦн ˻͔ͨͪ͊ͼ͙Ύ UDP Jitter 
- рΦнтΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͙  ͦͨͼ͙͙ ун 
- 5.30 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ PPPoE Intermediate Agent 

ˤ͔͙ͪͫΎ нΦн3 29.05.2018 ˨͍͔ͦ͋͊ͤ͡ ͔ͪ͊͒͘͡Υ 
- пΦоΦнΦн ˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦн ˣ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· 
- 5.8.2 ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
- 5.10 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ VLAN 
- 5.10.1 ˹ ͚͊ͫͭͪͦ͊͟ ͨ ͔͍͊ͪ͊ͣͭͪͦ Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ Port- Channel ͙  

Loopback-͙͔ͤͭͪͺ͔͚͍ͫͦ 
- рΦмп ˹͚͊ͫͭͪͦ͊͟ IPv4-͔͊͒ͪͫ͊ͼ͙͙ 
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- рΦмрΦм ˽ͪͦͭͦͦ͟͡ IPv6 
- рΦмсΦо ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ GVRP 
- рΦмф ¢ŜƭƴŜǘΣ {{IΣ I¢¢t ͙ C¢t 
- рΦнп ˻͔ͨͪ͊ͼ͙Ύ ¦5t WƛǘǘŜǊ 
- рΦом ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ DHCP-͔͍͔ͫͪͪ͊ 
- рΦонΦм ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ACL ͤ ͊ ͔͋͊͘ IPv4 
- 5.34 ˴ ͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ τ QOS 

ˤ͔͙ͪͫΎ нΦнн 18.09.2017 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 5.2 x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· 
- рΦр ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
- рΦмн ̊ͭͦͪͣ-ͦͤͭͪͦ͟͡Έ 
- рΦмсΦрΦм ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ {¢tΣ w{¢t 
- рΦнл ˬͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ {¸{[hD 
- 5.34.1 ˹ ͚͊ͫͭͪͦ͊͟ vƻ{ 

ˤ͔͙ͪͫΎ нΦнм 26.12.2016 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ  
- 5.10.3 ̅ ͯͤ͟ͼ͙Ύ Private vlan 
- 5.29 ̅ ͯͤ͟ͼ͙͙ [ƛƎƘǘǿŜƛƎƘǘ 5I/tǾс wŜƭŀȅ !ƎŜƴǘ ό[5w!ύ 
- рΦоп ˿͙ͭ͊ͭ;͔ͫ͊͟Ύ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 5.8.2 ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 
- рΦмлΦм ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
Port-Channel 
- рΦмо ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ ς Link Agregation Group (LAG) 
- рΦмсΦрΦм ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ STP, RSTP 
- 5.16.12 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 
- рΦмуΦн ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
- 5.18.1 ˽ ͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ ŀŘŘǊŜǎǎƛƴƎύ 
- 5.27.3 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун 
- рΦну ̅ͯͤ͟ͼ͙͙ 5I/t wŜƭŀȅ ͔͙ͨͦͫͪ͒ͤ͊͟ 
- рΦнф ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ PPPoE Intermediate Agent 
- рΦом ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 
- рΦооΦм ˹͚͊ͫͭͪͦ͊͟ vƻ{ 

ˤ͔͙ͪͫΎ нΦнл 22.06.2016 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ  
- 5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
- 5.16.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ a{¢tύ 
- 5.20 ˬ ͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ {¸{[hD 
- 5.23.1 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ  
- 5.27.3 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун  
- 5.31.1 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ LtǾп 
- 5.33 ˴ ͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ς QOS 

ˤ͔͙ͪͫΎ нΦмф 01.02.2015 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͺͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ  
- рΦмл ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ  
- рΦмн ˴ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ζ΄ͭͦͪͣ͊η  
- рΦмо ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ ς Link Agregation Group (LAG)  
- рΦму ˥͍ͪͯͨͨͦ͊Ύ ͔͊͒ͪͫ͊ͼ͙Ύ 
- рΦмф ̅ͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
- рΦмфΦп ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
- рΦнтΦн ˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͤͭ͊͟͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ όͫͭ͊ͤ͒͊ͪͭ  
802.1x) 
- рΦнтΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͙ ͦͨͼ͙Ύ ун  
- рΦнтΦр ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ !wt ό!wt LƴǎǇŜŎǘƛƻƴύ  
- рΦнтΦс ˹͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ a!/ !ŘŘǊŜǎǎ bƻǘƛŦƛŎŀǘƛƻƴ 
- рΦомΦм ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ LtǾп 
- сΦн ˻͍͔͙͔͋ͤͦͤ͡ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͫ ͔͍͔ͫͪͪ͊ ¢C¢t 

ˤ͔͙ͪͫΎ нΦму 23.11.2015 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ MES2124F 

ˤ͔͙ͪͫΎ нΦм7 20.10.2015 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦноΦм ˨͙͎͙͊ͤͦͫͭ͊͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ 

ˤ͔͙ͪͫΎ нΦмс 31.08.2015 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͚͍ͯͫͭͪͦͫͭ MES1124MB, MES1124M DC, 
MES2124M DC 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- нΦнΦу ˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ 
- нΦо ˻͍ͫͤͦͤ·͔ ͭ ͔ͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
- 2.4 ˴ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ 
- рΦр ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
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- рΦмл ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
- 5.11 Selective Q-in-Q 
- рΦмн ˴ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ζ΄ͭͦͪͣ͊η 
- рΦмо ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ ς Link Agregation Group (LAG) 
- 5.16.6 ˹ ͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ flex-link 
- 5.19Φм ˸͔ͻ͙͊ͤͣ͘ ˢˢˢ 
- рΦнм ˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ 
- 5.33.1 ˹ ͚͊ͫͭͪͦ͊͟ QoS 
˨͍͔ͦ͋͊ͤ͡ ͪ ͔͊͒͘͡: 
- 5.24 IP Service Level Agreements (IP SLA) 

ˤ͔͙ͪͫΎ нΦмр 18.05.2015 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͚͍ͯͫͭͪͦͫͭ MES1124M, MES2124M. 
˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
- 2.4.3 ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͚ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ 
MES1124M, MES2124M 
- нΦнΦт ̅ͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ 
- нΦу ˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 
- рΦнф ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ DHCP ͫ ͔͍͔ͪͪ͊ 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
- 5.8.1 ˻ ͙͙͔ͨͫ͊ͤ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ 
- 5.8.3 ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ ͙
-  5.10.1 ˽͔͊ͪ͊ͣͭͪ· 9ǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ tƻǊǘ-
Channel 
- 5.10.2 ˹ ͚͊ͫͭͪͦ͊͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 
- 5.16.4 ˸ ͔ͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ (loopback-detection) 
- 5.16.5 ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ STP 
- 5.16.6 ˹ ͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ ŦƭŜȄ-link 
- рΦмсΦмм ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ CFM 
- 5.19.2 ˽ ͪͦͭͦͦ͟͡ RADIUS 
- 5.19.4 ˽ ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ όSNMP) 
- 5.26.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
- рΦнсΦо ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͙  ͦͨͼ͙Ύ унΥ 
˥ͦ͋͊͡͡Έͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͺͦͪͣ͊ͭ͊ ǊŜƳƻǘŜ ƛŘ ͍ ͦͨͼ͙͙ ун 
- 5.27 ̅ ͯͤ͟ͼ͙͙ DHCP Relay ͨ ͔͙ͦͫͪ͒ͤ͊͟ 

ˤ͔͙ͪͫΎ нΦмп 17.02.2015 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͚͍ͯͫͭͪͦͫͭ MES2124MB 
˨͍͔ͦ͋͊ͤ͡ ͔ͪ͊͒͘͡Υ 
- оΦо ˽ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͟ MES2124MB 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦмлΦн ˹͚͊ͫͭͪͦ͊͟ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 
- рΦмн ˴ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ζ΄ͭͦͪͣ͊η 
- рΦмуΦн ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
- 5.19.4 ˽ ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ (SNMP) 
- 5.26.2.2 ˾ ͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 

ˤ͔͙ͪͫΎ нΦмо 14.01.2015 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦуΦо ˴ͦͣ͊ͤ͒· ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
- 5.15.3 ˹ ͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ IPv6 ra guard 
- 5.15.4 ˹ ͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ DHCPv6 guard 
- рΦмсΦс ˹͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ flex-link 

ˤ͔͙ͪͫΎ нΦмн 21.10.2014 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦмлΦн ˹͚͊ͫͭͪͦ͊͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 
- рΦмн ˴ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ζ΄ͭͦͪͣ͊η 

ˤ͔͙ͪͫΎ нΦмм 27.08.2014 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- 5.10 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
- 5.16.6 ˽ ͪͦͭͦͦ͟͡ 9!t{ 
- 5.27 ̅ ͯͤ͟ͼ͙͙ 5I/t wŜƭŀȅ ͔͙ͨͦͫͪ͒ͤ͊͟ 

ˤ͔͙ͪͫΎ нΦмл 28.07.2014 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- 5.19.7.1 Telnet, SSH, HTTP ͙  FTP 

ˤ͔͙ͪͫΎ нΦф  12.05.2014 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͚͍ͯͫͭͪͦͫͭ MES2124P, MES2208P 

ˤ͔͙ͪͫΎ нΦу 06.05.2014 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- 5.5 ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 
- 5.19.2 ̅ ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 

ˤ͔͙ͪͫΎ нΦт 27.03.2014 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
5.24.1 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ 
рΦнрΦс ˴ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͙  ͦͨͼ͙Ύ ун 
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ˤ͔͙ͪͫΎ нΦ6 09.01.2014 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- пΦо ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ 
- 5.18.2 ̅ ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
- 5.18.п ̅ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ multicast-ͭͪ͊ͺ͙͊͟ 
˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·: 
- 5.18.5 s ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ύ LDat ;͔͔ͪ͘ w!5L¦{ 
- ˽͙͔͙͔ͪͦ͗ͤ͡ ˢΦ ˹͚͊ͫͭͪͦ͊͟ ͍͙͊ͭͦͪ͊͘ͼ͙͙ IGMP-͍͊ͨͪͦͫͦ͘ ;͔͔ͪ͘ RA-
DIUS  

ˤ͔͙ͪͫΎ нΦр 22.11.2013 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- рΦфΦм ˽͔͊ͪ͊ͣͭͪ· Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ Port-Channel 
- рΦмсΦр ˿͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ STP (STP, RSTP, MSTP) 
- 5.16.6 ˽ ͪͦͭͦͦ͟͡ EAPS 
- 5.19.2 ˽ ͪͦͭͦͦ͟͡ Radius 
˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·: 
- 5.3 ̅ ͙͡Έͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 

ˤ͔͙ͪͫΎ нΦп 15.08.2013 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ   
- рΦнсΦм ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ LtǾп  
- рΦнсΦн ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ LtǾс  
- рΦнсΦо ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ a!/    

ˤ͔͙ͪͫΎ нΦо 05.07.2013 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
- 6.нт ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͊͘΅͙ͭ· ͦͭ 5ƻ{-͊ͭ͊͟ 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- ˽͙͔͙͔ͪͦ͗ͤ͡ ˢΦ ˽͙͔ͪͣͪ· ͙͔͔͙ͨͪͣͤͤΎ ͙ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
͚͍ͯͫͭͪͦͫͭ͊ 

ˤ͔͙ͪͫΎ нΦн 18.06.2013 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
- рΦмпΦф ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ OAM 
- рΦмпΦмл ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ CFM 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- пΦм ˹͚͊ͫͭͪͦ͊͟ ͔͙ͭͪͣͤ͊͊͡ 
- 5.9 ˴ ͦͤͭͪͦ͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ζ΄ͭͦͪͣ͊η 
- рΦмтΦм ˸͔ͻ͙͊ͤͣ͘ ˢˢˢ 
- 5.17.7.1Telnet, SSH, HTTP ͙  FTP 
- рΦмтΦтΦн ˴ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ 

ˤ͔͙ͪͫΎ нΦм 28.05.2013 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
- 5.6Φо ˴ͦͣ͊ͤ͒· ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
- 5.15Φт ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ G.8032v2 (ERPS) 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- рΦмуΦн ˽ͪͦͭͦͦ͟͡ w!5L¦{ 
- рΦмуΦо ˽ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ 
- рΦмуΦп ˽ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 
- 5.21.2 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 

ˤ͔͙ͪͫΎ нΦл 03.04.2013 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ MES1124 

ˤ͔͙ͪͫΎ мΦ6 20.03.2013 ˨͍͔ͦ͋͊ͤ͡· ͔ͪ͊͒͘͡·Υ 
- ̅ ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ƳǳƭǘƛŎŀǎǘ-ͭͪ͊ͺ͙͊͟ 
ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻΥ 
- ̅ ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
- ˸ ͔ͻ͙͊ͤͣ͘ ˢˢˢ 
- ˹ ͚͊ͫͭͪͦ͊͟ ͒ͦͫͭͯͨ͊ 
- ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͙  ͦͨͼ͙Ύ ун 
- ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ tttƻ9 LƴǘŜǊƳŜŘƛŀǘŜ !ƎŜƴǘ 

ˤ͔͙ͪͫΎ мΦ5 06.03.2013 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- рΦп ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦΤ  
- 5.9 Selective Q-in-Q; 
- рΦмтΦн ̅ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όLDat {ƴƻƻǇƛƴƎύ 
˨͍͔ͦ͋͊ͤͦ͡Υ  
- ˽ ͙͔͙͔ͪͦ͗ͤ͡ ˣ ͙͍́ͨͦ·͔ ͫͻ͔ͣ· ͔͙ͨͦͫͭͪͦͤΎ ͔͔͚ͫͭ ͤ͊ ͔͋͊͘ ͨͪͦͭͦͦ͊͟͡ 
EAPS 

ˤ͔͙ͪͫΎ мΦп 28.12.2012 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔ͪ͊͒͊͘͡ͻ: 
- рΦп ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦΥ ͍͔͒ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎ͯπ
͙͍͙ͪͪͦ͊ͤΎ ͺͯͤ͟ͼ͙͚ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͊͘΅͙ͭ· /t¦Τ 
- 5.8.1Φ ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͺͯͤ͟ͼ͙͚ ͙ͣͦͤͭͦπ
͙͎ͪͤ͊ ͎͙ͤ͊ͪͯ͘͟ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ 
- 5.8ΦнΦ ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ MAC-based vlan, 
EtherType ͒ ͡Ύ ͙ͫͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟Φ 
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- рΦмтΦмΦ ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͯ͘;͔͙ͤΎ a!/-͊͒π
͔͍ͪͫͦ ͍ͦ VLAN. 
- 5.18.4. ˨ ͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ snmp trap ͫ ͦͦ͋΅͔π
͙͚ͤ ͤ͊ ͨͦͪͭ͊ͻΦ 
- рΦнлΦ ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͎ͯ͒͊ͤͤͦͦ͡ ͔͙ͪ͊͘͟͡π
͍͙ͪͦ͊ͤΎΦ 
- рΦноΦоΦ ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͺͦͪͣ͊ͭ͊ 5I/t ͦͨπ
ͼ͙͙ унΦ 
͔̂͒͊ͤ͡ ͔ͪ͊͒͘͡ 5.28 ˾ ͊͋ͦͭ͊ ͍ ͔͙͔ͪ͗ͣ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘. 
˨͍͔ͦ͋͊ͤ͡ ͔ͪ͊͒͘͡ рΦноΦс ά˹͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ a!/ Address Notifica-
ǘƛƻƴέ. 

ˤ͔͙ͪͫΎ мΦо 10.09.2012 ˮ͔͔͙ͣͤͤ͘Ύ ͍ ͔͔ͪ͊͒͘͡ рΦнн ̅ͯͤ͟ͼ͙͙ ͙͎͙͙͒͊ͤͦͫͭ͟ ͅ ͙͙͘;͔͎ͫͦͦ͟ 
͍ͯͪͦͤΎ 

ˤ͔͙ͪͫΎ мΦн 21.08.2012 ˨͍͔ͦ͋͊ͤͦ͡ ͙͙͔ͦͨͫ͊ͤ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͪͦͭͦͦ͊͟͡ EAPS. 

ˤ͔͙ͪͫΎ мΦм 12.05.2012 ˨͍͔ͦ͋͊ͤ͡ ͔ͪ͊͒͘͡Υ 
- ˹ ͚͊ͫͭͪͦ͊͟ tttƻ9 LƴǘŜǊƳŜŘƛŀǘŜ !ƎŜƴǘ 

ˤ͔͙ͪͫΎ мΦл 21.12.2011 ˽͔͍ͪ͊Ύ ͙ͨͯ͋͊͟͡ͼ͙ΎΦ  

ˤ͔͙ͪͫΎ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎ 

1.1.48.14 
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̂˿˶˻ˤ˹̍˩ ˻ˣ˻˭˹ˢ̉˩˹ˮ̒ 
 

˻͋ͦͤ͊͘;͔͙͔ͤ ˻͙͙͔ͨͫ͊ͤ 

[ ] 
ˤ ͍͊͒ͪ͊ͭͤ͟·ͻ ͫͦ͋͊͟͟ͻ ͍ ͚ͦͣ͊ͤ͒ͤͦ͟ ͔ͫͭͪͦ͟ ͯ͊͘͟·͍͊ΌͭͫΎ ͔ͤͦ͋Ύ͔͊ͭ͘͡Έͤ·͔ 
͔ͨ͊ͪ͊ͣͭͪ·Σ ͤͦ ͙ͻ ͍͍ͦ͒ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔͔͔ͦͨͪ͒ͤͤ͡·͔ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͦͨπ
ͼ͙͙Φ 

{ } 
ˤ ͺ͙͎ͯͪͤ·ͻ ͫͦ͋͊͟͟ͻ ͍ ͚ͦͣ͊ͤ͒ͤͦ͟ ͔ͫͭͪͦ͟ ͯ͊͘͟·͍͊ΌͭͫΎ ͦ͋Ύ͔͊ͭ͘͡Έͤ·͔ ͨ͊ͪ͊π
͔ͣͭͪ·Φ 

ζΣη 
ζ-η 

˨͊ͤͤ·͔ ͙ͤ͊͘͟ ͍ ͙͙͙ͦͨͫ͊ͤ ͦͣ͊ͤ͒͟· ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͙ͯ͊͊ͤ͘͟Ύ ͙͒͊ͨ͊ͦ͘π
͍ͤͦΦ 

ζμη ˨͊ͤͤ·͚ ͤ͊͘͟ ͍ ͙͙͙ͦͨͫ͊ͤ ͦͣ͊ͤ͒͟· ͦ͋ͦͤ͊͘;͔͊ͭ ζ͙͙͡ηΦ 

ζκη 
˨͊ͤͤ·͚ ͤ͊͘͟ ͙ͨͪ ͙͙ͯ͊͊ͤ͘͟ ͤ͊͘;͔͙͚ͤ ͔͔͔ͨͪͣͤͤ·ͻ ͔ͪ͊͒͘͡Ύ͔ͭ ͍ͦͣͦ͗ͤ͘·͔ 
ͤ͊͘;͔͙ͤΎ ͙ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴͙͍ͯͪͫ Calibri 
˴͙͍ͯͪͫͦͣ Calibri ͯ ͊͘͟·͍͊ΌͭͫΎ ͔͔͔ͨͪͣͤͤ·͔ ͙͙͡ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋π
ͻ͙ͦ͒ͣͦ ͔͙͊ͣͤͭ͘Έ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͍ͫͦͦͣ͡ ͙͙͡ ͚ͫͭͪͦͦ͟Φ 

˽͙ͦͯ͗ͪͤ͡·͚ ͙͍ͯͪͫ͟ ˽͙ͦͯ͗ͪͤ͡·ͣ ͙͍ͯͪͫͦͣ͟ ͍·͔͔͒ͤ͡· ͙͔ͨͪͣ;͙͊ͤΎ ͙ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎΦ 

<˽͙ͦͯ͗ͪͤ͡·͚ ͯͪ͟π
͙͍ͫ> 

˽͙ͦͯ͗ͪͤ͡·ͣ ͙͍ͯͪͫͦͣ͟ ͍ ͎͍ͯͦ͡·ͻ ͫͦ͋͊͟͟ͻ ͯ͊͘͟·͍͊ΌͭͫΎ ͍͙ͤ͊͊ͤ͘Ύ ͍͙͊͟͡΄ 
ͤ͊ ͍͙͔͊͊ͭͯͪ͟͡Φ 

Courier New  ˽͙ͦͯ͗ͪͤ͡·ͣ ̊ ͙ͪͺͭͦͣ Courier New ͘ ͙͊ͨͫ͊ͤ· ͙͔ͨͪͣͪ· ͍͍ͦ͒͊ ͦͣ͊ͤ͒͟Φ 

Courier  New  
͙̊ͪͺͭͦͣ Courier New ͍ ͔ͪ͊ͣ͟ ͫ ͔ͭͤΈΌ ͯ͊͊ͤ͘͟· ͔ͪͯ͘͡Έͭ͊ͭ· ͍·͔͙ͨͦͤͤ͡Ύ 
ͦͣ͊ͤ͒͟Φ 

˽͙͔ͪͣ;͙͊ͤΎ ͙ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎ 

 
˽͙͔ͪͣ;͙͊ͤΎ ͔ͫͦ͒ͪ͗͊ͭ ͍͊͗ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙ΌΣ ͍͔ͫͦͭ· ͙͙͡ ͔͔ͪͦͣͤ͒͊͟ͼ͙͙ ͨͦ ͙ͫͨͦ͡Έπ
͍͙ͦ͊ͤ͘Ό ͙ ͚͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

 
˽͔͔͔͙ͪ͒ͯͨͪ͗͒ͤΎ ͙ͤͺ͙ͦͪͣͪͯΌͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͦ ͙ͫͭͯ͊ͼ͙ΎͻΣ ͦͭͦͪ͟·͔ ͣͦ ͎ͯͭ ͔͙ͤ͊ͤͫͭ 
͍͔ͪ͒ ͚͍ͯͫͭͪͦͫͭͯ ͙͙͡ ;͔͍͔ͦͯ͟͡, ͙͍͔͙ͨͪͫͭ ͟ ͔͔͚ͤͦͪͪͭͤͦ͟͟ ͔ͪ͊͋ͦͭ ͚͍ͯͫͭͪͦͫͭ͊ ͙͙͡ ͨͦπ
͔͔ͭͪ ͒͊ͤͤ·ͻ. 
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1 ˤˤ˩˨˩˹ˮ˩ 

ˤ ͔͙͔ͨͦͫ͒ͤ͡ ͎ͦ͒· ͤ͊͋͡Ό͔͒͊ͭͫΎ ͔͔ͭͤ͒ͤͼ͙Ύ ͟ ͦͫͯ΅͔͍͔͙ͫͭͤ͡Ό ͣ͊ͫ΄ͭ͊͋ͤ·ͻ ͔͍ͨͪͦͭͦ͟ ͨͦ 
͔͙ͨͦͫͭͪͦͤΌ ͔͔͚ͫͭ ͍ͫΎ͙͘ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͦͤ͟ͼ͔ͨͼ͙͔͚ NGNΦ ˻͚͒ͤͦ ͙͘ ͍ͦͫͤͦͤ·ͻ ͊͒͊͘; ͙ͨͪ ͔͙ͪ͊͊͘͡ͼ͙͙ 
ͪͯͨͤ͟·ͻ ͣͯ͡Έ͙͔͍͙ͭͫͪͫͤ·ͻ ͔͔͚ͫͭ Ύ͍͡Ύ͔ͭͫΎ ͙͔ͫͦ͒͊ͤ͘ ͔ͤ͊͒͗ͤ·ͻ ͙ ͍·͙͍͙͔ͫͦͦͨͪͦͦ͒ͭ͘͟͡Έͤ·ͻ 
ͭͪ͊ͤͫͨͦͪͭͤ·ͻ ͔͔͚ͫͭΣ ͦͭͦͪ͟·͔ Ύ͍͡ΎΌͭͫΎ ͦͨͦͪͤ·͙ͣ ͍ ͎͚͚ͣͤͦͦͫͦͤͦ͡ ͊ͪͻ͙͔͔ͭͭͯͪ͟ ͔͔͚ͫͭ ͔ͫ͒ͯ͡Ό΅͔͎ͦ 
͔͙ͨͦͦͤ͟͡ΎΦ  

˨͡Ύ ͙͔͙͒ͦͫͭ͗ͤΎ ͍·͙ͫͦ͟ͻ ͔͚ͫͦͪͦͫͭ͟ ΄͙ͪͦͦ͟ ͙͔ͨͪͣͤΎΌͭͫΎ ͔ͭͻ͎͙͙ͤͦͦ͡ ͔͔ͨͪ͒͊;͙ ͙ͤͺͦͪͣ͊ͼ͙͙ 
Gigabit Ethernet (GE). ˽͔͔ͪ͒͊;͊ ͙ͤͺͦͪͣ͊ͼ͙͙ ͤ͊ ͍·͙ͫͦ͟ͻ ͫͦͪͦͫͭ͟ΎͻΣ ͔ͦͫͦ͋ͤͤͦ ͍ ͔ͫͭΎͻ ͎ͪͯͨͤͦͦ͟ 
ͣ͊ͫ΄ͭ͊͋͊Σ ͔͍͔ͨͦ͒ͪ͊ͯͣ͊ͭ͘ ͍·͋ͦͪ ͚ͭ͊ͦ͟ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͎͙͋ͦ͟ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈ 
͔͔͔͙͔ͪ͊ͫͨͪ͒ͤ͡ ͍·ͫͦͦͫͦͪͦͫͭͤ͟͟·ͻ ͍ͨͦͭͦͦ͟Φ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͙ͫͪ MES1000, MES2000 ͎ͣͦͯͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͤ͊ ͔ͫͭΎͻ ͪͯͨͤ͟·ͻ ͔͙ͨͪ͒ͨͪΎ͙͚ͭ ͙ 
͔͙ͨͪ͒ͨͪΎ͙͚ͭ ͎ͣ͊ͦͦ͡ ͙ ͔͔͎ͫͪ͒ͤͦ ͙͔͋ͤͫ͊͘ ό{a.ύΣ ͍ ͔͙ͦͨͪ͊ͭͦͪͫ͟ͻ ͔ͫͭΎͻΦ ˻͙ͤ ͔͔ͦ͋ͫͨ;͙͍͊Όͭ ͍·ͫͦͯ͟Ό 
͙͍͙͔ͨͪͦͦ͒ͭ͘͡ΈͤͦͫͭΈΣ ͎͙͋ͦͫͭ͟ΈΣ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͙  ͣ ͎͍͔͍͔ͤͦͦͯͪͦͤͦ ͊͟;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ όvƻ{ύΦ 

ˤ ͤ͊ͫͭͦΎ΅͔ͣ ͍͍͔ͪͯͦͦ͒ͫͭ͟ ͙͔ͦ͗ͤ͘͡· ͤ͊ͤ͊͘;͔͙͔ͤΣ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟Σ ͔͔ͪͦͣͤ͒͊͟ͼ͙͙ 
ͨͦ ͤ͊;͊͡Έ͚ͤͦ ͚͔ͤ͊ͫͭͪͦ͟Σ ͙͙ͫͤͭ͊ͫͫ͟ ͦͣ͊ͤ͒͟ ͒͡Ύ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΣ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͍͔͙ͦ͋ͤͦͤ͡Ύ 
͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 
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2 ˻˽ˮ˿ˢ˹ˮ˩ ˮ˭˨˩˶ˮ̒ 

2.1 ˹͊ͤ͊͘;͔͙͔ͤ 

͚͍̂ͫͭͪͦͫͭ͊ ͔͙͚ͫͪ MES1000 ͙  MES2000 Ύ͍Ύ͡Όͭ ͫΎ ͍ͯͨͪ͊͡Ύ͔ͣ·͙ͣ ͔͙͔ͫͭͪͯͣ͟·͙ͣ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟, 
͍·ͨͦͤ͡ΎΌ΅͙ͣ  ͙ͫ ͍͙ͦ ͦͣͣͯͭ͊͟ͼ͙ͦͤͤ·͔ ͺͯͤ͟ͼ͙͙ ͤ͊ ͊ͤ͊͟͡Έͤͦͣ ͙ ͔͔͍ͫͭͦͣ ͍ͯͪͦͤΎͻ ͔͙ͣͦ͒͡ h{LΦ  

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES10нп ͙͔ͣΌͭ ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ нп ͨͦͪͭ͊ Fast Ethernet c Ή͔͙ͭͪ͟͡;͔͙͙ͫͣ͟ 
͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ  ͙2 ͨͦͪͭ ͊Gigabit Ethernet, ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ ͙ͫͦͭ͊ͣ͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 
(combo-ͨͦͪͭ·ύΦ  

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· a9{ммнпΣ MES1124M, MES1124MB ͙͔ͣΌͭ ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ нп ͨͦͪͭ͊ Fast 
Ethernet c Ή͔͙ͭͪ͟͡;͔͙͙ͫͣ͟ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ ͙ п ͨͦͪͭ͊ Gigabit EthernetΣ ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ ͙ͫͦͭ͊ͣ͡ ͒͡Ύ 
͍͙ͯͫͭ͊ͤͦ͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ όcombo-ͨͦͪͭ·ύΦ ˨͡Ύ ͔͙ͣͦ͒͡ MES1124MB ͙͔͔ͣͭͫΎ ͍ͦͣͦ͗ͤͦͫͭ͘Έ 
ͨͦ͒͟͡Ό;͔͙ͤΎ 12V s ˴ˣ ͒͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͔͍͎ͪͪͤͦͦ͘ ͙͙ͨͭ͊ͤΎΦ 

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES2124, MES2124M ͙͔ͣΌͭ ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ нп ͨͦͪͭ͊ Gigabit Ethernet c 
Ή͔͙ͭͪ͟͡;͔͙͙ͫͣ͟ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ ͙ п ͨͦͪͭ͊ Gigabit EthernetΣ ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ ͙ͫͦͭ͊ͣ͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ {Ct-
͙͍͔͍ͭͪ͊ͤͫͪͦ όcombo-ͨͦͪͭ·ύΦ 

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES2124MB ͙͔ͣΌͭ ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ нп ͨͦͪͭ͊ Gigabit Ethernet c 
Ή͔͙ͭͪ͟͡;͔͙͙ͫͣ͟ ͙ ͔ͤͭͪͺ͔͚͙ͫ͊ͣ ͙  п ͨͦͪͭ͊ Gigabit EthernetΣ ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ ͙ͫͦͭ͊ͣ͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ {Ct-
͙͍͔͍ͭͪ͊ͤͫͪͦ όcombo-ͨͦͪͭ·ύΦ ˮ ͔͔ͣͭͫΎ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͨͦ͒͟͡Ό;͔͙ͤΎ 12V s ˴ˣ ͒͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͔͍͎ͪͪͤͦͦ͘ 
͙͙ͨͭ͊ͤΎΦ 

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES2124P ͙͔ͣΌͭ ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ нп ͨͦͪͭ͊ Gigabit Ethernet c 
Ή͔͙ͭͪ͟͡;͔͙͙ͫͣ͟ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ ͙ ͔͚ͨͦ͒͒ͪ͗ͦ͟ PoE+ ͙ п ͨͦͪͭ͊ Gigabit EthernetΣ ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ 
͙ͫͦͭ͊ͣ͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ όcombo-ͨͦͪͭ·ύΦ 

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES2124F ͙ ͔ͣΌͭ ͍ ͍͔ͫͦͣ ͍͔ͫͦͫͭ͊ нп ͫͦͭ͊͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ SFP-͙͍͔͍ͭͪ͊ͤͫͪͦ 
͙ п ͨͦͪͭ͊ Gigabit EthernetΣ ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ ͙ͫͦͭ͊ͣ͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ όcombo-ͨͦͪͭ·ύΦ 

˿͔͔͍ͭ·͔ ͦͣͣͯͭ͊ͭͦͪ͟· MES2208P ͙͔ͣΌͭ ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ 4 Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͨͦͪͭ͊ Gigabit Ethernet 
c ͨ ͔͚ͦ͒͒ͪ͗ͦ͟ PoE+, п ͨͦͪͭ͊ Gigabit EthernetΣ ͍͔ͫͦͣ΅͔ͤͤ·͔ ͫͦ ͙ͫͦͭ͊ͣ͡ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 
(combo-ͨͦͪͭ·ύΣ н ͙ͦͨͭ;͔͙ͫ͟ͻ ͨͦͪͭ͊ Gigabit Ethernet ͙  н Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͨͦͪͭ͊ Gigabit Ethernet.  

 

ˤ ͙͙͍ͦͣ͋ͤͪͦ͊ͤͤ͟·ͻ ͨͦͪͭ͊ͻ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͍͊ͭͤ͟·ͣ ͭͦ͡Έͦ͟ ͙ͦ͒ͤ ͙͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ ˽͙ͪ 
͍͔͔ͦ͒ͤͦͪͣͤͤͦͣ ͨͦ͒͟͡Ό;͔͙͙ͤ ͔͋ͯ͒ͭ ͙͍͔͊ͭͤ͟ ͙͔ͤͭͪͺ͔͚ͫ ͫ SFP-͙͍͔ͭͪ͊ͤͫͪͦͣΦ  

 

2.2 ̅ͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊ 

2.2.1 ˻͍ͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ 

ˤ ͙ͭ͊͋͡ͼ͔ нΦм ͙͍͔͔ͨͪ͒ͤ ͙ͫͨͫͦ͟ ͍ͦͫͤͦͤ·ͻ ͺͯͤ͟ͼ͙͚ ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ ͒ͦͫͭͯͨ͊. 

͙́͊͋͡ͼ͊ 2.1 τ ˻ ͍ͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊  

˭͊΅͙ͭ͊ ͦͭ ͙͋ͦ͟͡π
͍͙ͪͦ͟ ͦ;͔͔͙ͪ͒ (HOL) 

ˣ͙͍ͦͪͦ͊͟͟͡ ͍͙͔ͦͤ͊ͭ͘͟ ͍ ͫͯ͡;͊Ύͻ ͔͔͎͙ͨͪͪͯ͘͟ ͍·ͻͦ͒ͤ·ͻ ͍ͨͦͪͭͦ ͚͍ͯͫͭͪͦͫͭ͊ ͭͪ͊π
ͺ͙ͦͣ͟ ͦͭ ͔ͤͫͦ͟͡Έ͙͟ͻ ͍·͙͍ͫͦͦ͊ͭͤ͟͟·ͻ ͙ͫͭͦ;͙͍ͤͦ͟. ̏ͭͦ ͔ͣͦ͗ͭ ͙͍͔͙ͨͪͫͭ ͟ ͨͦπ
͔͔ͭͪ ͭͪ͊ͺ͙͊͟ ͦͭ ͎͙͒ͪͯͻ ͙ͫͭͦ;͙͍ͤͦ͟ ͫ ͙͚ͤͦ͘͟ ͙͍͊ͭͤͦͫͭ͟ΈΌ. ˨ ͡Ύ ͔͍ͨͪ͒ͦͭͪ͊΅͔͙ͤΎ 
͙ͭ͊͟ͻ ͙ͫͭͯ͊ͼ͙͚ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͣͭͦ͒· ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͔͍ͪͫͯͪͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 
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˽͔ͦ͒͒ͪ͗͊͟ ͦ͋ͪ͊ͭπ
͎ͤͦͦ ͍͔͙͒͊ͤ͡Ύ 
(Back pressure) 

˸͔ͭͦ͒ ͎ͦ͋ͪ͊ͭͤͦͦ ͍͔͙͒͊ͤ͡Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͤ͊ ͔ͨͦͯ͒ͯͨͫͤ͟͡͡·ͻ ͔͙͔͙ͫͦ͒ͤͤΎͻ ͒͡Ύ 
͔͎͙͍͙ͪͯͪͦ͊ͤ͡Ύ ͨͦͭͦ͊͟ ͒͊ͤͤ·ͻ ͦͭ ͍͔ͫͭͪ;͎ͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͨͯͭͣ ͙ͫͦ͒͊ͤ͘Ύ ͙ͦ͟͡͡π
͙͚͘Φ ˸͔ͭͦ͒ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͔͋͗͊ͭ͘Έ ͔͔͔͙ͨͪͨͦͤͤ͡Ύ ͋ͯͺ͔͚ͪͤͦ ͨ͊ͣΎ͙ͭ ͚͍ͯͫͭͪͦͫͭ͊ ͙ 
͔͙ͨͦͭͪ ͒͊ͤͤ·ͻΦ 

˽͔ͦ͒͒ͪ͗͊͟ MDI/MDIX 

ˢ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͙ͭͨ͊ ͔͊͋͟͡Ύ τ ͨ ͔͔͔ͪͪͫͭͤ͟·͚ ͔͊͋͟͡Έ ͙ ͙͡ ͔͊͋͟͡Έ 
ͨͪΎ͎ͣͦͦ ͨͦ͒͟͡Ό;͔͙ͤΎΦ  
- MDI (Media-Dependent Interface ς ͨͪΎ͚ͣͦύ τ ͫͭ͊ͤ͒͊ͪͭ ͔͔͚͊͋͟͡ ͒͡Ύ ͨͦ͒͟͡Όπ
;͔͙ͤΎ ͔ͦͦͤ͟;ͤ·ͻ ͚͍ͯͫͭͪͦͫͭΤ  
- MDIX (Media-Dependent Interface with Crossover ς ͔͔͔ͨͪͪͫͭͤ͟·͚ύ τ ͫͭ͊ͤ͒͊ͪͭ 
͔͔͚͊͋͟͡ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͦͤ͟ͼ͔͍ͤͭͪ͊ͭͦͪͦ ͙ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟Φ 

˽͔ͦ͒͒ͪ͗͊͟ ͍͔ͫͪͻ͙͒ͤ͡π
ͤ·ͻ ͟ ͍͊͒ͪͦ (Jumbo 

frames) 

˴ͦͣͣͯͭ͊ͭͦͪ ͔ͫͨͦͫͦ͋ͤ ͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ ͔͔ͨͪ͒͊;ͯ ͍͔ͫͪͻ͙͒ͤͤ͡·ͻ ͍͊͒ͪͦ͟Σ ;ͭͦ ͨͦ͘π
͍ͦ͡Ύ͔ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͒͊ͤͤ·͔ ͔ͣͤΈ΄͙ͣ ;͙ͫͦͣ͡ ͔͍ͨ͊ͭͦ͟Φ ̏ͭͦ ͙͔ͫͤ͗͊ͭ ͦ͋Ά͔ͣ ͫͯ͡π
͔͚͗͋ͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͍͔ͪͣΎ ͙ͦ͋ͪ͊͋ͦͭ͟ ͙ ͔͔ͨͪͪ·͍·Φ 

͍͔͙̂ͨͪ͊ͤ͡ ͔ͨ ͦͭͦͦͣ͟ 
(IEEE 802.3X) 

͍͔͙͔̂ͨͪ͊ͤ͡ ͨͦͭͦͦͣ͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙ͫͦ͒ͤΎͭΈ ͤ ͙ͦͫͦͪͦͫͭͤͦ͘͟͟ ͔ͯ ͚͍ͫͭͪͦͫͭ ͦͫ  ͍·ͫͦπ
ͦͫͦͪͦͫͭͤ͟͟·ͣΦ ˨͡Ύ ͔͍ͨͪ͒ͦͭͪ͊΅͔͙ͤΎ ͔͔͔͙ͨͪͨͦͤͤ͡Ύ ͋ͯͺ͔ͪ͊ ͙͔ͤͦͫͦͪͦͫͭͤͦ͘͟͟ 
͚͍ͯͫͭͪͦͫͭͦ ͙͔͔ͣͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍ͦͭͨͪ͊͡ΎͭΈ ͔ͨ͊ͭ͟ PAUSEΣ ͔ͭͣ ͫ͊ͣ·ͣ ͙ͤͺ͙ͦͪͣπ
ͪͯΎ ͍·͔ͫͦͦͫͦͪͦͫͭͤͦ͟͟ ͚͍ͯͫͭͪͦͫͭͦ ͦ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭ ͔ͫ͒͊ͭ͡Έ ͨ͊ͯͯ͘ ͙ͨͪ ͔͔ͨͪπ
͒͊;͔ ͔͍ͨ͊ͭͦ͟Φ  

˾͊͋ͦͭ͊  ͍ͫ ͔͔ͭ͟ 
͚͍ͯͫͭͪͦͫͭ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ ͚͍ͯͫͭͪͦͫͭ ͍ ͔ͫͭ͟.  ʕΉͭͦͣ 
ͫͯ͡;͔͊ ͦͣͣͯͭ͊ͭͦͪ͟· ͙͍ͪ͊ͫͫͣ͊ͭͪ͊ΌͭͫΎ ͊͟͟ ͔͙͔͒ͤͦ ͎͙ͦ͡;͔͔ͫͦ͟ ͚͍ͯͫͭͪͦͫͭͦ ͫ ͦ͋π
΅͙͙ͣ ͚͙ͤ͊ͫͭͪͦ͊ͣ͟Φ ˤͦͣͦ͗ͤ͘· ͍͔͒ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͨͦͫͭͪͦͤΎ ͔ͫͭ͊͟ τ ͦ͟͡Έͼͦ ͙ 
ͼ͔ͨͦ;͊͟Φ ˽͙ͪ Ήͭͦͣ ͔ͨ͊ͪ͊ͣͭͪ· ͍ͨͦͪͭͦ ͍͔ͫͻ ͚͍ͯͫͭͪͦͫͭΣ ͍͟͡Ό;͔ͤͤ·ͻ ͍ ͔ͫͭ͟, 
ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ ͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͔͙͔ͪ͗ͣ ζ͔ͣ͊ͫͭͪηΦ ˿ ͔͙͍͙͔ͭͪͦ͊ͤ͟ 
͚͍ͯͫͭͪͦͫͭ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͙ͫͤͭ͘Έ ͔ͭͪͯ͒ͦͣͦͫͭ͟Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌΦ 

 

2.2.2 ̅ͯͤ͟ͼ͙͙ ͙ͨͪ ͔ͪ͊͋ͦͭ ͫ MAC-͔͙͊͒ͪͫ͊ͣ 

ˤ ͙ͭ͊͋͡ͼ͔ нΦн ͙͍͔͔ͨͪ͒ͤ· ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ ͙ͨͪ ͔ͪ͊͋ͦͭ ͫ MAC-͔͊͒ͪͫ ͙͊ͣΦ 

͙́͊͋͡ͼ͊ 2.2 τ ̅ ͯͤ͟ͼ͙͙ ͪ͊͋ͦͭ· ͫ a!/-͔͙͊͒ͪͫ͊ͣ 

͙́͊͋͡ͼ͊ MAC-͔͍͊͒ͪͫͦ 
˴ͦͣͣͯͭ͊ͭͦͪ ͍ͫͦͫͭ͊͡Ύ͔ͭ ͍ ͨ͊ͣΎ͙ͭ ͙ͭ͊͋͡ͼͯΣ ͍ ͚ͦͭͦͪͦ͟ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͍͔ͫͦͦͭͭπ
͍͙͔ͫͭ ͔ͣ͗͒ͯ a!/-͔͙͊͒ͪͫ͊ͣ ͙ ͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ  

˾͔͙͗ͣ ͦ͋ͯ;͔͙ͤΎ 

ˤ ͦͭ ͍͙͔ͫͯͭͫͭ ͦ ͋ͯ;͔͙ͤΎ, ͒ ͊ͤͤ·͔, ͨ ͦͫͭͯͨ͊Ό΅͙͔ ͤ͊ ͚͊ͦ͟͟-͙͋ͦ͡ ͨͦͪͭ, ͨ ͔͔ͪ͒͊ΌͭͫΎ 
ͤ͊ ͍͔ͫ ͦͫͭ͊͡Έͤ·͔ ͨͦͪͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˤ ͔͙͔ͪ͗ͣ ͦ͋ͯ;͔͙ͤΎ ͦͣͣͯͭ͊ͭͦͪ͟ ͙͊ͤ͊͡π
͙͔ͪͯͭ͘ ͊͒ͪ͟· ͙Σ ͔͔͙͍ͦͨͪ͒͡ a!/-͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΣ ͙͊ͤͦͫͭ͘ ͔͎ͦ ͍ ͙ͭ͊͋͡ͼͯ ͟ ͦͣπ
ͣͯͭ͊ͼ͙͙. ʕ ͔͍͙͙ͨͦͫ͒ͫͭ͡Σ ͙͍ͨͦͫͭͯͨ΄͙͚ ͊͒ͪ͟Σ ͨ ͔ͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͚ ͒͡Ύ ͻͦͫͭ͊Σ MAC-
͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͔ͯ͗ ͔ͫͭΈ ͍ ͙ͭ͊͋͡ͼ͔Σ ͔͔͔ͨͪ͒͊ͭͫΎ ͭͦ͡Έͦ͟ ;͔͔ͪ͘ ͯ͊͊ͤͤ͘͟·͚ ͨͦͪͭ ͍ 
͙ͭ͊͋͡ͼ͔Φ  

˽͔ͦ͒͒ͪ͗͊͟ ͔͔ͨͪ͒͊;͙ 
ͤ͊ ͔ͤͫͦ͟͡Έͦ͟ MACπ͊ ͒π

͔͍ͪͫͦ 
(MAC Multicast Support) 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡Έ ͔͙͔͙ͫͦ͒ͤͤΎ ζ͙ͦ͒ͤ ͦ͟ ͎͙ͣͤͦͣη ͙ 
ζ͎͙͔ͣͤͦ ͦ͟ ͎͙ͣͤͦͣηΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͊͒ͪ͟Σ ͔͍͊͒ͪͫͦ͊ͤͤ·͚ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
͎͔ͪͯͨͨΣ ͔͔͔ͨͪ͒͊ͭͫΎ ͤ͊ ͊͗͒͟·͚ ͨͦͪͭΣ ͍ͻͦ͒Ύ΅͙͚ ͍ ͎ͪͯͨͨͯΦ 

ˢ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ 
͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ 

MACπ͊ ͔͍͒ͪͫͦ  

(Automatic Aging for MAC 

Addresses) 

˩͙ͫ͡ ͦͭ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ a!/-͔͊͒ͪͫͦͣ ͊͘ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͔͙ͨͪͦ͒ 
͍͔͔͙ͪͣͤ ͔ͤ ͨͦͫͭͯͨ͊Όͭ ͔ͨ͊ͭ͟·Σ ͭͦ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͒͡Ύ ͒͊ͤπ
͎ͤͦͦ ͔͊͒ͪͫ͊ ͔͍͔ͯͫͭ͊ͪ͊ͭ ͙ ͯ͒͊͡Ύ͔ͭͫΎΦ ̏ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ ͙ͭ͊͋͡ͼͯ ͍ ͊͟π
ͭͯ͊͡Έͤͦͣ ͫͦͫͭͦΎ͙͙ͤ. 

˿͙ͭ͊ͭ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ 
MAC 

(Static MAC Entries) 

˿͔͔͍͚ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͔͔͙ͦͨͪ͒ͭ͡Έ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ 
͍͔͍͙͚ͫͦͦͭͭͫͭ a!/-͔͍͊͒ͪͫͦ ͙ ͔ͤͭͪͺ͔͚ͫ͊ͣΣ ͦͭͦͪ͟·͔ ͫͦͻͪ͊ͤΎΌͭͫΎ ͍ ͙ͭ͊͋͡ͼ͔ ͦͣ͟π
ͣͯͭ͊ͭͼ͙͙. 
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2.2.3 ̅ͯͤ͟ͼ͙͙ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ OSI 

ˤ ͙ͭ͊͋͡ͼ͔ нΦо ͙͍͔͔ͨͪ͒ͤ· ͺͯͤ͟ͼ͙͙ ͙ ͔͙ͦͫͦ͋ͤͤͦͫͭ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ό͍͔ͯͪͦͤΈ н OSI). 

͙́͊͋͡ͼ͊ 2.3 τ ˻ ͙͙͔ͨͫ͊ͤ ͺͯͤ͟ͼ͙͚ ͍͎ͭͦͪͦͦ ͍ͯͪͦͤΎ ό͍͔ͯͪͦͤΈ н OSI) 

˽͔ͦ͒͒ͪ͗͊͟ ±[!b ˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ  ͪ͊͋ͦͭͯ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͔͔͚ͫͭ ±[!bΦ  

̅ͯͤ͟ͼ͙Ύ IGMP 
Snooping 

˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ IGMP ͍ͨͦͦ͘͡Ύ͔ͭ ͤ͊ ͍͔ͦͫͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͨͦͯ͡;͔͚ͤͤͦ 
͙ͨͪ ͙͔͊ͤ͊͘͡ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ LDat-͔͍ͨ͊ͭͦ͟Σ ͔͔͙ͦͨͪ͒ͭ͡ΈΣ ͙͔͊͟͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͙ͫͭ 
ͯ;͍͊ͫͭͯΌͭ ͍ ͎ͪͯͨͨ͊ͻ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡, ͙  ͔͍͊͒ͪͫͦ͊ͭΈ ͭͪ͊ͺ͙͟ ͤ͊ ͍͔ͫͦͦͭͭπ
͍ͫͭͯΌ΅͙͔ ͨͦͪͭ·Φ 

̅ͯͤ͟ͼ͙Ύ a[5 Snooping 
˾͔͙͊͊͘͡ͼ͙Ύ ͺͯͤ͟ͼ͙͙ MLD Snooping ͍ͨͦͦ͘͡Ύ͔ͭ ͚͍ͯͫͭͪͦͫͭͯ ͙͙͙͙͍ͣͤͣͪͦ͊ͭ͘Έ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ IPv6-ͭͪ͊ͺ͙͟. 

̅ͯͤ͟ͼ͙Ύ  
Multicast-TV VLAN 

̅ͯͤ͟ͼ͙ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͔͔͍ͨͪͤ͊ͨͪ͊͡ΎͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ ͚͊͒͊ͤͤͦ͘ 
VLAN (multicast VLAN) ͍  ͨ ͦͪͭ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͤ ͊ ͍͙͙ͦͫͤͦ͊ͤ LDat-ͫͦͦ͋΅͔͙͚ͤΣ ;ͭͦ 
͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯͣͤΈ΄͙ͭΈ ͎ͤ͊ͪͯͯ͘͟ ͤ͊ ǳǇƭƛƴƪ-ͨͦͪͭ ͟ ͦͣͣͯͭ͊ͭͦͪ͊. ̅ ͯͤ͟ͼ͙Ύ ͙͔ͨͪͣͤΎπ
͔ͭͫΎ ͍ ͔ͪ΄͔͙ͤΎͻ III-play. 

˭͊΅͙ͭ͊ ͦ  ͭ
ζ́ ͭͦͪͣ͊η 

(Broadcast, multicast, un-
known unicast Storm Control) 

ζ̊ͭͦͪͣη τ Ήͭͦ ͔͙͔ͪ͊ͣͤͦ͗ͤ͘ ōǊƻŀŘŎŀǎǘ-, multicast-, unknown unicast-͔͍ͨ͊ͭͦ͟ ͍ 
͊͗͒ͦͣ͟ ͔ͯ͘͡Σ ͔ͦͭͦͪͦ͟ ͙͍͙ͨͪͦ͒ͭ ͟ ͍͙͊ͤͦͦ͋ͪ͊ͤͦͣͯ͘͡ ͪͦͫͭͯ ͙ͻ ;͙ͫ͊͡ ͙ ͙ͨ͊ͪ͊͡π
͔ͯͭ͘ ͪ͊͋ͦͭͯ ͔͙ͫͭΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͙͔ͣΌͭ ͺͯͤ͟ͼ͙ΌΣ ͍ͨͦͦ͘͡ΎΌ΅ͯΌ ͎͙ͦͪ͊ͤ;͙ͭΈ ͫͦ͟π
ͪͦͫͭΈ ͔͔ͨͪ͒͊;͙ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͙ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͍͊͒ͪͦ͟Σ ͙ͨͪͤΎͭ·ͻ ͙ ͔ͨπ
͔ͪ͒͊ͤͤ·ͻ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ͨͦͪπ
ͭͦ ͍

(Port Mirroring) 

˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͒ͯ͋ͪͦ͊ͭ͡Έ ͭͪ͊ͺ͙͟ ͤ͊͋͡Ό͔͒͊ͣ·ͻ ͍ͨͦͪͭͦΣ ͔͔ͨͪπ
ͫ·͊͡Ύ ͍ͻͦ͒Ύ΅͙͔ ͙κ͙͙͡ ͙ͫͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͤ͊ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭΦ ̂ ͨͦ͡Έͦ͘π
͍͔͊ͭ͡Ύ ͔ͫͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͊͒͊ͭ͘Έ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·͔ ͨͦͪͭ· ͙ 
͍·͋ͪ͊ͭΈ ͙ͭͨ ͭͪ͊ͺ͙͊͟ ό͍ͻͦ͒Ύ΅͙͚ ͙κ͙͙͡ ͙ͫͻͦ͒Ύ΅͙͚ύΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͔͔ͨͪ͒͊ͤ ͤ͊ 
͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭΦ 

ˮͦ͘͡Ύͼ͙Ύ ͨ ͍ͦͪͭͦ (Pro-

tected ports) 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͤ͊ͤ͊͘;͙ͭΈ ͨͦͪͭͯ ͔͎ͦ ǳǇƭƛƴƪ-ͨͦͪͭΣ ͤ͊ ͦͭͦͪ͟·͚ ͔͋͘π
͍ͯͫͦͤͦ͡ ͔͋ͯ͒ͭ ͔͔͍ͨͪͤ͊ͨͪ͊͡ΎͭΈͫΎ ͍͔ͫΈ ͭͪ͊ͺ͙͟Σ ͔͔ͦ͋ͫͨ;͙͍͊Ύ ͔ͭͣ ͫ͊ͣ·ͣ ͙ͦ͘͡Ύπ
ͼ͙Ό ͫ ͎͙͙͒ͪͯͣ ͙ͨͦͪͭ͊ͣ ό͍ ͔͔ͨͪ͒͊͡ͻ ͎ͦ͒ͤͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ύ. 

Private VLAN Edge 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͙͍ͦͪͦ͊ͭ͘͡Έ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦ ό͍ ͔͔ͨͪ͒͊͡ͻ ͎ͦ͒ͤͦͦ ͦͣ͟π
ͣͯͭ͊ͭͦ ͪ͊ύΣ ͤ͊ͻͦ͒Ύ΅͙ͻͫΎ  ͍ͦ͒ͤͦͣ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤ ͔ͣ͗͒ͯ ͚ͫͦ͋ͦ, 
͍ͨͦͦ͘͡ΎΎ ͙ͨͪ Ήͭͦͣ ͔ͦ͋ͣͤ ͭͪ͊ͺ͙ͦͣ͟ ͫ ͎͙͙͒ͪͯͣ ͙ͨͦͪͭ͊ͣΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ ͍ Ήͭͦͣ 
͔͗ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤΣ ͤͦ ͔ͤ ͙͔ͨͪͤ͊͒͗͊͡΅͙͙ͣ ͟ Ή͚ͭͦ ͎͔ͪͯͨͨΦ 

Private VLAN 

˻͔͔͋ͫͨ;͙͍͔͊ͭ ͙ͦ͘͡Ύͼ͙Ό ͔ͣ͗͒ͯ ͚͍͙ͯͫͭͪͦͫͭ͊ͣΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ ͍ ͦ͒ͤͦͣ ΄͙ͪͦπ
͍͔ͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔͒ͦͣͤΣ ͍ ͔͔ͨͪ͒͊͡ͻ ͍͔͚ͫ [н-͔͙ͫͭΦ ˾͔͙͍͊ͦ͊ͤ͘͡· ͔͙ͪ͗ͣ· ͪ͊π
͋ͦͭ· ͨͦͪͭ͊Υ Promiscuous, Isolated (Isolated-ͨͦͪͭ· ͔ͤ ͎ͣͦͯͭ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͎͒ͪͯ ͫ 
͎͒ͪͯͦͣύ ͙ /ommunity όͨͦͪͭ· ͎ͣͦͯͭ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͔ͣ͗͒ͯ ͚ͫͦ͋ͦ ͙ Promiscious-
ͨͦͪͭͦͣύ. 

˽͔ͦ͒͒ͪ͗͊͟ ͨͪͦͭͦπ
ͦ͊͟͡ STP  

(Spanning Tree Protocol) 

Spanning Tree Protocol τ ͔͔͍͚ͫͭͦ ͨͪͦͭͦͦ͟͡Σ ͍͚ͦͫͤͦͤͦ ͊͒͊͘;͔͚ ͎ͦͭͦͪͦͦ͟ Ύ͍͡Ύπ
͔ͭͫΎ ͙͍͔͔͙͔ͨͪ͒ͤ ͔͙ͫͭ Ethernet ͫ ͙͘ ͋·ͭͦ;ͤ·͙ͣ ͔͙͔͙ͫͦ͒ͤͤΎ͙ͣ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ 
͎͙͙ͭͦͨͦͦ͡Σ ͙ͫ͟͡Ό;͊Ό΅͔͚ ͔͙ͨͭ͡Φ ˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͍ͦ͋ͣͤ͊ΌͭͫΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤπ
ͤ·͙ͣ ͫͦͦ͋΅͔͙ͤΎ͙ͣΣ ͙ͫͨͦ͡Έͯ͘Ύ ͊͒ͪ͟· ͔ͫͨͼ͙͊͡Έ͎ͤͦͦ ͺͦͪͣ͊ͭ͊Σ ͙ ͍·͋ͦͪͦ;ͤͦ 
͍͟͡Ό;͊Όͭ ͙ ͦͭ͟͡Ό;͊Όͭ ͨͦͪͭ· ͯ ͚͍ͫͭͪͦͫͭ͊. 

˽͔ͦ͒͒ͪ͗͊͟ ͨ ͪͦͭͦπ
ͦ͊͟͡ RSTP (IEEE 802.1w 

Rapid Spanning Tree proto-
col) 

Rapid ό͋·ͫͭͪ·͚ύ STP (RSTP) τ Ύ͍͡Ύ͔ͭͫΎ ͍͔ͯͫͦͪ΄͔͍͍͙͔ͤͫͭͦ͊ͤͣ ͨͪͦͭͦͦ͊͟͡ STP, 
ͻ͔͙͔͊ͪ͊ͭͪͯͭͫ͘͟Ύ ͔ͣͤΈ΄͙ͣ ͍͔͔͔ͪͣͤͣ ͙͍͔͔͙ͨͪ͒ͤΎ ͔͙ͫͭ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͭͦͨͦͦ͡π
͎͙͙ ͙ ͙͔͔ͣͭ ͔͔͋ͦ͡ ͍·ͫͦͯ͟Ό ͚ͯͫͭͦ;͙͍ͦͫͭΈΦ 

˽͔ͦ͒͒ͪ͗͊͟ ͅ ͯͤ͟ͼ͙ͦπ
ͤ͊͊͡ Layer 2 Protocol 

Tunneling (L2PT) 

Layer 2 Protocol Tunneling (L2PTύ ͍ͨͦͦ͘͡Ύ͔ͭ ͨͪͦͨͯͫ͊ͭ͟Έ ͫ ͔ͯ͗͋ͤ͡·͔ ͔ͨ͊ͭ͟· (PDU) 
L2-͍ͨͪͦͭͦͦͦ͟͡ ;͔͔ͪ͘ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Σ ;ͭͦ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ζͨͪͦͪ͊͘;ͤͯΌη ͍ͫΎ͘Έ 
͙͔͙ͤͭͫ͟͟͡ͻ ͫ ͔͎͔ͣͤͭͦ ͍ͫ ͔͙ͭ. 

˽ͪͦͭͦͦ͟͡ EAPS 

EAPS (Ethernet Automatic Protection Switching) τ ͨͪͦͭͦͦ͟͡Σ ͔͔ͦ͋ͫͨ;͙͍͊Ό΅͙͚ 
͙ͫ͟͡Ό;͔͙͔ͤ ͊͘ͼ͙͙͍͙͊ͤ͟͡Ύ ͭͪ͊ͺ͙͊͟ ͍ ͔ͫͭΎͻ ͫ ͦ͟͡Έͼ͔͍͚ͦ ͎͙͔͚ͭͦͨͦͦ͡Σ ͊ ͔ͭ͊͗͟ 
͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͚ ͒͡Ύ ͋·͎ͫͭͪͦͦ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͨͪͦͻ͔͙ͦ͗͒ͤΎ ͭͪ͊ͺ͙͊͟ ͍ ͫͯ͡π
;͔͊ ͍͙͙͊͊ͪ ͤ͊ ͔ͦͭ͒͡Έͤͦͣ ͯ;͔͊ͫͭ͟ ͔͙ͫͭΦ EAPS ͦ ͔͔͋ͫͨ;͙͍͔͊ͭ ͍͔ͪͣΎ ͍͍͔ͦͫͫͭ͊ͤͦ͡π
͙ͤΎ ͫͯ΅͔͍͔ͫͭͤͤͦ ͔ͣͤΈ΄͔Σ ;͔ͣ ͨͪͦͭͦͦ͟͡· spanning tree. 
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˽ͪͦͭͦͦ͟͡ ERPS (Ether-
net Ring Protection 

Switching) 

˽ͪͦͭͦͦ͟͡ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͍ͨͦ·΄͔͙ͤΎ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͙ ͔͙ͤ͊͒͗ͤͦͫͭ ͔͙ͫͭ 
͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΣ ͙͔ͣΌ΅͔͚ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΣ ͊͘ ͫ;͔ͭ ͙͔͙ͫͤ͗ͤΎ ͍͔͔͙ͪͣͤ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔͙ͫͭ ͍ ͫͯ͡;͔͊ ͍͙͙͊͊ͪΦ ˤ͔ͪͣΎ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔ͤ ͔͍ͨͪ·΄͔͊ͭ м 
͔ͫͯͤ͒͟·Σ ;ͭͦ ͫͯ΅͔͍͔ͫͭͤͤͦ ͔ͣͤΈ΄͔ ͍͔͔͙ͪͣͤ ͔͔͚͙ͨͪͫͭͪͦ͟ ͔͙ͫͭ ͙ͨͪ 
͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍ͨͪͦͭͦͦͦ͟͡ ͔͔͚͍ͫͣͫͭ͊ Spanning Tree.  

˽͔ͦ͒͒ͪ͗͊͟ D±wt 
(GARP VLAN) 

˽ͪͦͭͦͦ͟͡ ͔͎͙ͪͫͭͪ͊ͼ͙͙ D!wt ±[!b ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͙͙͒ͤ͊ͣ;͔͔ͫͦ͟ ͍͔͒ͦ͋͊͡π
͙͔ͤκ͔͙͔ͯ͒͊ͤ͡ ͎ͪͯͨͨ ±[!b ͤ͊ ͨͦͪͭ͊ͻΦ ˩͙ͫ͡ ͍͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ D±wtΣ ͦͣͣͯͭ͊ͭͦͪ͟ 
͔͔ͦͨͪ͒͡Ύ͔ͭΣ ͊ ͔͊ͭͣ͘ ͪ͊ͫͨͪͦͫͭͪ͊ͤΎ͔ͭ ͒͊ͤͤ·͔ ͦ ͙͔͙ͨͪͤ͊͒͗ͤͦͫͭ͡ ͟ ±[!b ͤ͊ ͍͔ͫ 
ͨͦͪͭ·Σ Ύ͍͡ΎΌ΅͙͔ͫΎ ;͊ͫͭΈΌ ͙͍͚͊ͭͤͦ͟ ͎͙͙ͭͦͨͦͦ͡Φ 

˽͔ͦ͒͒ͪ͗͊͟ ±[!b ͤ͊ 
͔͋͊͘ ͍ͨͦͪͭͦ 

(Port-Based VLAN) 

˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͨͦ ͎ͪͯͨͨ͊ͣ ±[!b ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͨͦ ͍ͻͦ͒Ύ΅͙ͣ ͨͦͪͭ͊ͣΦ ˨͔͊ͤͤͦ 
͔ͪ΄͔͙͔ͤ ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͤ͊ ͊͗͒ͦͣ͟ ͨͦͪͭͯ ͭͦ͡Έͦ͟ ͦ͒ͤͯ ͎ͪͯͨͨͯ VLAN. 

˽͔ͦ͒͒ͪ͗͊͟ улнΦмv 

IEEE 802.1Q τ ͦ ͭͪ͟·ͭ·͚ ͫͭ͊ͤ͒͊ͪͭΣ ͦͭͦͪ͟·͚ ͙ͦͨͫ·͍͔͊ͭ ͨͪͦͼ͔͒ͯͪͯ ͔͎͙͍͙ͭͪͦ͊ͤΎ 
ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͙͔͙ͨͪͤ͊͒͗ͤͦͫͭ͡ ͟ ±[!bΦ ˽͍ͦͦ͘͡Ύ͔ͭ ͙ͫπ
ͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔ͤͫͦ͟͡Έͦ͟ ͎ͪͯͨͨ VLAN ͤ ͊ ͦ͒ͤͦͣ ͨͦͪͭͯΦ 

ˢ͎͔͎ͪ͊ͼ͙Ύ ͍͊ͤ͊ͦ͟͡ 
ό͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ LAG) 

ˤ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͨ ͔͙͍͔ͦ͒͒ͪ͗͊ͭͫΎ ͺͯͤ͟ͼ͙Ύ ͙ͫͦ͒͊ͤ͘Ύ ͎ͪͯͨͨ ͍͊ͤ͊ͦ͟͡Φ ˢ͎͔͎ͪ͊ͼ͙Ύ ͊͟π
͍ͤ͊ͦ͡ όLink aggregation, trunkingύ ͙͙͡ L999 улнΦоŀd τ ͔ͭͻ͎͙ͤͦͦ͡Ύ ͦ͋Ά͔͙͔͙͒ͤͤΎ 
͔ͤͫͦ͟͡Έ͙͟ͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͍͊ͤ͊ͦ͟͡ ͍ ͙ͦ͒ͤ ͎͙ͦ͡;͔͙͚ͫ͟Φ ̏ͭͦ ͍͔ͫͨͦͫͦ͋ͫͭͯͭ ͔ͤ ͭͦ͡Έͦ͟ 
͍͔͙ͯ͡;͔͙ͤΌ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͎͙ͣ͊ͫͭͪ͊͡Έͤ·ͻ ͍͊ͤ͊ͦ͟͡ ͦͣͣͯͭ͊ͭͦͪ͟ς
ͦͣͣͯͭ͊ͭͦͪ͟ ͙͙͡ ͦͣͣͯͭ͊ͭͦͪ͟ςͫ ͔͍͔ͪͪΣ ͤͦ ͙ ͍ͨͦ·΄͔͙ͤΌ ͙ͻ ͔͙ͤ͊͒͗ͤͦͫͭΦ ˤͦ͘π
ͣͦ͗ͤ· ͙ͭͪ ͙ͭͨ͊ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͎͙ͤ͊ͪͯ͘͟ ͔ͣ͗͒ͯ ͙͊ͤ͊͊ͣ͟͡Υ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ a!/-
͔͍͊͒ͪͫͦΣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ Lt-͔͍͊͒ͪͫͦ ͙ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͨͦͪͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎΦ ˥ͪͯͨͨ͊ 
[!D ͙ͫͦͫͭͦͭ ͙͘ ͍ͨͦͪͭͦ ͫ ͙͍͚ͦ͒ͤ͊ͦͦ͟ ͫͦͪͦͫͭ͟ΈΌΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͒ͯͨͫͤͦͣ͟͡ ͔ͪπ
͙͔͗ͣΦ 

˨͙͙ͤ͊ͣ;͔͙͔ͫ͟ ͎ͪͯͨͨ· 
͍͊ͤ͊ͦ͟͡ όͨͪͦͭͦͦ͟͡ 

LACP) 

˽ͪͦͭͦͦ͟͡ [!/t ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͦͭ͒͡Έͤ·ͻ ͊ͤ͊͟π
͍ͦ͡ ͔ͣ͗͒ͯ ͍͒ͯͣΎ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ όͦͣͣͯͭ͊ͭͦͪ͟ς͟ ͦͣͣͯͭ͊ͭͦͪ ͙͙͡ ͦͣͣͯͭ͊ͭͦͪ͟ς
͔͍͔ͫͪͪύ ͍ ͔͙͒ͤ·͚ ͊ͤ͊͟͡ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ 
ˤ ͔ͨͪͦͭͦͦ͟͡ ͨͦͫͭͦΎͤͤͦ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͦ͋Ά͔͙͔͙͒ͤͤΎ ͍͊ͤ͊ͦ͟͡Σ ͙ ͍ 
ͫͯ͡;͔͊ ͦͭ͊͊͘͟ ͔͙͔͙ͫͦ͒ͤͤΎΣ ͍ͻͦ͒Ύ΅͔͎ͦ ͍ ͦ͋Ά͔͙͔͒ͤͤͤ·͚ ͊ͤ͊͟͡Σ ͔͎ͦ ͭͪ͊ͺ͙͟ ͍͊ͭͦπ
͙ͣ͊ͭ;͔͙ͫ͟ ͔͔͔͔ͨͪͪ͊ͫͨͪ͒͡Ύ͔ͭͫΎ ͨͦ ͔͍ͤͦͭ͊͊͘͟΄͙ͣ ͔ͦͣͨͦͤͤͭ͊ͣ͟ ͦ͋Ά͔͙͔͒ͤͤπ
͎ͤͦͦ ͊ͤ͊͊͟͡Φ 

˽͔ͦ͒͒ͪ͗͊͟ Auto Voice 
VLAN 

˽͔͍ͪ͒ͦͫͭ͊͡Ύ͔ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙͔͙͒ͤͭͺ͙ͼ͙͍ͪͦ͊ͭΈ ͎͍͚ͦͦͫͦͦ͡ ͭͪ͊ͺ͙͟ ͤ͊ ͍ͦͫͤͦ͊π
͙͙ͤ OUI (Organizationally Unique Identifier τ ͨ ͔͍ͪ·͔ нп ͙͋ͭ͊ a!/-͔͊͒ͪͫ͊ύΦ ˩͙ͫ͡ 
͍ MAC-͙ͭ͊͋͡ͼ͔ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͍͔ͨͪͫͯͭͫͭͯͭ MAC-͔͊͒ͪͫ ͫ OUI ͎͍͎ͦͦͫͦͦͦ͡ ΄͡Ό͊͘ 
͙͙͡ ͔͗ Lt-͔͔ͭ͡ͺͦͤ͊Σ ͭͦ ͒͊ͤͤ·͚ ͨͦͪͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͍ voice vlan 
ό͙͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ ͨͪͦͭͦͦͯ͟͡ {Lt ͙͙͡ ͔͗ ͨͦ MAC-͔͊͒ͪͫͯ ͨͦͯ͡;͔͊ͭ͡Ύ ͔ͤ ͨͦ͒π
͔͙͍͔͒ͪ͗͊ͭͫΎύ  

Selective Q-in-Q 

˽͍ͦͦ͘͡Ύ͔ͭ ͍·ͨͦͤ͡ΎͭΈ ͔͚͍͙͒ͫͭΎ  ͍͔ͫͤ΄͙ͤ ͙͔͙ͣ͒ͤͭͺ͙͊ͭͦͪͦͣ͟ VLAN SPVLAN 
(Service Provider's VLAN) ͤ  ͊ͦ ͍͔ͫͤͦ ͫ ͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͨ ͍͙ͪ͊͡ ͅ ͙͡Έͭͪ͊ͼ͙͙ ͨ  ͦ
͍͔͔ͤͯͭͪͤͤͣͯ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͯ͟ VLAN (Customer VLAN). ˽ ͙͔͔͙͔ͪͣͤͤ {ŜƭŜŎǘƛǾŜ v-
in-v ͍ͨͦͦ͘͡Ύ͔ͭ ͍͙͒ͦ͋͊ͭΈ ͙͙͡ ͙͔͙ͣͤͭ͘Έ ͔ͣͭͯ͟ {t±[!b ͯ ͔ͨ͊ͭ͊͟ ͤ ͔͊ͦͭ͒͡Έͤͦͣ 
ͯ;͔͊ͫͭ͟ ͔͙ͫͭ. 

 

2.2.4 ̅ͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ͔͔͍͚ͫͭͦ ͔͙ͣͦ͒͡ h{L 

ˤ ͙ͭ͊͋͡ͼ͔ нΦп ͙͍͔͔ͨͪ͒ͤ· ͺͯͤ͟ͼ͙͙ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ ό͍͔ͯͪͦͤΈ о h{Lύ  

͙́͊͋͡ͼ͊ 2.4 τ ˻ ͙͙͔ͨͫ͊ͤ ͺͯͤ͟ͼ͙͚ ͔ͭͪͭΈ͔͎ͦ ͍ͯͪͦͤΎ (Layer 3) 

˴͙͔ͤͭ͡· BootP ͙  DHCP 
(Dynamic Host Configuration 

Protocol) 

͚͍̂ͫͭͪͦͫͭͦ ͫͨͦͫͦ͋ͤͦ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͨͦͯ͡;͊ͭΈ Lt-͔͊͒ͪͫ ͨͦ ͨͪͦͭͦͦ͟͡ ͯ
BootP/DHCP. 

˽ͪͦͭͦͦ͟͡ ARP  
(Address Resolution Protocol) 

ARP τ ͨ ͪͦͭͦͦ͟͡ ͍͔͙ͫͦͨͦͫͭ͊ͤ͡Ύ Lt-͔͊͒ͪͫ͊ ͙ ͺ͙͙͘;͔͎ͫͦͦ͟ ͔͊͒ͪͫ͊ ͚͍ͯͫͭͪͦͫͭ͊Φ ˿ͦπ
͍͔͍͙͔ͦͭͭͫͭ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͤ͊ ͍͔ͦͫͤͦ ͙͊ͤ͊͊͘͡ ͍͔ͦͭͭ͊ ͦͭ ͯ͊͘͡ ͔͙ͫͭΣ ͔͊͒ͪͫ ͯ͊͘͡ 
͊ͨͪ͊͘΄͙͍͔͊ͭͫΎ ͍ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͔͔ͨ͊ͭ͟Φ 



 

16         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

2.2.5 ̅ͯͤ͟ͼ͙͙ QoS 

ˤ ͙ͭ͊͋͡ͼ͔ нΦр ͙͍͔͔ͨͪ͒ͤ· ͍ͦͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͟ ͊;͔͍ͫͭ͊ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ όvǳŀƭƛǘȅ ƻŦ {ŜǊǾƛŎŜύ 

͙́͊͋͡ͼ͊ 2.5 τ ˻ ͍ͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͊͟;͔͍ͫͭ͊ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ 

˽͔ͦ͒͒ͪ͗͊͟ ͙͙ͨͪͦͪπ
͔ͭͭͤ·ͻ ͦ;͔͔͔͚ͪ͒ 

͚͍̂ͫͭͪͦͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͙͙͙ͨͪͦͪͭ͊͘ͼ͙Ό ͙ͫͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ͨͦ ͦ;͔͔ͪ͒Ύͣ 
ͤ͊ ͊͗͒ͦͣ͟ ͨͦͪͭͯΦ ˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͔͍ͨ͊ͭͦ͟ ͨͦ ͦ;͔͔ͪ͒Ύͣ ͔ͣͦ͗ͭ ͙͍͙ͨͪͦͦ͒ͭ͘ΈͫΎ 
͍ ͔ͪͯ͘͡Έ͔ͭ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͔͍ͨ͊ͭͦ͟ ͨͦ ͙ͪ͊͘͡;ͤ·ͣ ͨͦ͡Ύͣ ͍ ͎͍͊ͦͦ͊͘͟͡ͻ ͔ͨ͊͟π
͍ͭͦ. 

˽͔ͦ͒͒ͪ͗͊͟ ͊ͫͫ͊͟͡ ͦ͋π
͙͍͙ͫͯ͗͊ͤ͡Ύ улнΦмǇ 

˿ͭ͊ͤ͒͊ͪͭ улнΦмǇ ͔ͫͨͼ͙ͺ͙ͼ͙͔ͪͯͭ ͔ͣͭͦ͒ ͙ͯ͊͊ͤ͘͟Ύ ͙͙͔ͨͪͦͪͭͭ͊ ͊͒ͪ͊͟ ͙ ͎͙͊ͦͪͭͣ͡ 
͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͙͙͔ͨͪͦͪͭͭ͊ ͍ ͼ͔͡Ύͻ ͍͔͍͔͔ͫͦͪͣͤͤͦ ͚͍͒ͦͫͭ͊͟ ͙;͍͍͙͔ͯͫͭͭ͡Έ͎ͤͦͦ 
͟ ͍͔͔ͪͣͤͤ·ͣ ͔͊͒ͪ͗͊ͣ͘͟ ͭͪ͊ͺ͙͊͟Φ ˿ͭ͊ͤ͒͊ͪͭ улнΦмǇ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͍͔ͦͫͣΈ ͍ͯͪͦπ
͔͚ͤ ͙͙͔͍ͨͪͦͪͭͭͦΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͎ͣͦͯͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ 
802.1p ͒ ͡Ύ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͟ ͍͊͒ͪͦ ͨͦ ͙͙͔ͨͪͦͪͭͭͤ·ͣ ͦ ;͔͔ͪ͒ΎͣΦ 

2.2.6 ̅ͯͤ͟ͼ͙͙ ͦ ͔͔͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

͙́͊͋͡ͼ͊ 2.6 τ ̅ ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

DHCP snooping 

̅ͯͤ͟ͼ͙Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ ͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ 
ͨͪͦͭͦͦ͊͟͡ DHCPΦ ˻͔͔͋ͫͨ;͙͍͔͊ͭ ͺ͙͡Έͭͪ͊ͼ͙Ό DHCP-ͫͦͦ͋΅͔͙͚ͤΣ ͙͍ͨͦͫͭͯͨ΄͙ͻ ͫ 
͔͔ͤͤ͊͒͗ͤ·ͻ ͍ͨͦͪͭͦ, ͨ ͔ͯͭͣ ͔͙ͨͦͫͭͪͦͤΎ ͙ ͔͙ͨͦ͒͒ͪ͗͊ͤΎ ͋͊͘· ͒͊ͤͤ·ͻ ͙͍ͨͪΎ͙͘͟ 
DHCP (DHCP snooping binding database). DH˿ P snooping ͍·ͨͦͤ͡Ύ͔ͭ ͔͚͍͙͒ͫͭΎ 
͋ͪ͊ͤ͒ͣ͊ͯΉͪ͊ ͔ͣ͗͒ͯ ͔͔ͤͤ͊͒͗ͤ·͙ͣ ͙ͨͦͪͭ͊ͣ ͙ ͔͍͔͙ͫͪͪ͊ͣ DHCP. 

˻ͨͼ͙Ύ ун ͨͪͦͭͦͦ͊͟͡ 
DHCP 

˻ͨͼ͙ΎΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͨͪͦͤͺ͙͍ͦͪͣͪͦ͊ͭΈ DHCP-͔͍͔ͫͪͪ ͦ ͭͦͣΣ ͫ ͎͊ͦͦ͟͟ 
DHCP-͔ͪͭͪ͊ͤͫ͡Ύͭͦͪ͊ ͙ ;͔͔ͪ͘ ͚͊ͦ͟͟ ͨͦͪͭ ͙ͨͪ΄͔͡ ͊ͨͪͦͫ͘Φ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͦͣͣͯͭ͊ͭͦͪ͟Σ ͙ͫͨͦ͡Έͯ͘Ό΅͙͚ ͺͯͤ͟ͼ͙Ό 5I/t ǎƴƻƻǇƛƴƎΣ ͦ͋ͤ͊ͪͯπ
͙͍͔͗͊ͭ ͙ ͦͭ͋ͪ͊ͫ·͍͔͊ͭ ͡Ό͚͋ͦ 5I/t-͊ͨͪͦͫ͘Σ ͫ ͔ͦ͒ͪ͗͊΅͙͚ ͦͨͼ͙Ό унΣ ͦͭͦͪ͟·͚ ͦͤ 
ͨͦͯ͡;͙͡ ;͔͔ͪ͘ ͔͖ͤͤ͊͒͗ͤ·͚ (untrusted) ͨ ͦͪͭΦ  

UDP relay ˽͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ UDP-ͭͪ͊ͺ͙͊͟ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ IP-͔͊͒ͪͫ. 

IP Source address guard 

̅ͯͤ͟ͼ͙Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͦͭͦͪ͊͟Ύ ͎͙ͦͪ͊ͤ;͙͍͔͊ͭ Lt-ͭͪ͊ͺ͙͟Σ ͺ͙͡ΈͭͪͯΎ ͔͎ͦ ͤ͊ ͦͫͤͦπ
͍͙͙͊ͤ ͙ͭ͊͋͡ͼ· ͍͔͍͙͚ͫͦͦͭͭͫͭ ͋͊͘· ͒͊ͤͤ·ͻ ͙͍ͨͪΎ͙͘͟ DHCPς5I/t ǎƴƻƻǇƛƴƎ ͙ ͫͭ͊π
͙ͭ;͔͙ͫ͟ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ IP-͔͍͊͒ͪͫͦΦ ̅ͯͤ͟ͼ͙Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͋ͦͪΈ͋· ͫ 
͔͚ͨͦ͒ͣͤͦ Lt-͔͍͊͒ͪͫͦΦ 

Dynamic ARP Inspection 
(Protection) 

̅ͯͤ͟ͼ͙Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ ͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ 
ͨͪͦͭͦͦ͊͟͡ !wtΦ ˿ͦͦ͋΅͔͙͔ͤΣ ͔ͦͭͦͪͦ͟ ͔ͨͦͫͭͯͨ͊ͭ ͫ ͔͔͎ͤͤ͊͒͗ͤͦͦ ͨͦͪͭ͊Σ ͍͔ͨͦ͒ͪπ
͎͔͊ͭͫΎ ͍͔͔ͨͪͦͪ͟ τ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙͡ Lt-͔͊͒ͪͫ ͍ ͔͔ͭ͡ ͙ͨͪͤΎ͎ͭͦͦ !wt-͔ͨ͊ͭ͊͟ Lt-
͔͊͒ͪͫͯ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΦ 
˩͙ͫ͡ ͔͊͒ͪͫ͊ ͔ͤ ͍ͫͦͨ͊͒͊ΌͭΣ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͦͭ͋ͪ͊ͫ·͍͔͊ͭ ͔ͨ͊ͭ͟Φ 

L2 ς L3 ς L4 ACL (Access 

Control List) 

˹͊ ͍͔ͦͫͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͔ͫͦ͒ͪ͗͊΅͔͚ͫΎ ͍ ͎͍͊ͦͦ͊͘͟͡ͻ ͍͔͚ͯͪͦͤ нΣ о ͙ п, ͯ ͙͊͒ͣπ
͙ͤͫͭͪ͊ͭͦͪ͊ ͔ͫͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙ͤ͊ͫͭͪͦͭΈ ͍͙ͨͪ͊͡Σ͊ ͎ͫͦ͊ͫͤͦ͡ ͦͭͦͪ͟·ͣ ͔ͨ͊ͭ͟ ͋ͯπ
͔͒ͭ ͦ͋ͪ͊͋ͦͭ͊ͤ, ͡ ͙͋ͦ ͦͭ͋ͪͦ΄͔ͤΦ 

Time-Based ACL 
˽͍ͦͦ͘͡Ύ͔ͭ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͍͔͔ͪͣͤͤ·͔ ͙ͪ͊ͣ͟Σ ͍ ͔ͭ;͔͙͔ͤ ͦͭͦͪ͟·ͻ ͒͊ͤͤ·͚ 
!/[ ͔͋ͯ͒ͭ ͔͚͍͍͒ͫͭͦ͊ͭΈ 

˽͔ͦ͒͒ͪ͗͊͟ ͙͋ͦ͟͡π
͍͙ͪͦ͟ ͍ͨͦͪͭͦ 

˻͍ͫͤͦͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͙͍͙͋ͦͪͦ͟͟͡ τ ͍ͨͦ·͙ͫͭΈ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͔͙ͫͭΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΎ 
͒ͦͫͭͯͨ ͟ ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͭͦ͡Έͦ͟ ͒͡Ύ ͚͍ͯͫͭͪͦͫͭΣ ͙͔ͣΌ΅͙ͻ a!/-͔͊͒ͪͫ͊Σ ͊͘π
͔͔ͪͨͤͤ͟͡·͔ ͊͘ Ή͙ͭͣ ͨͦͪͭͦͣΦ 

˽͍͔ͪͦͪ͊͟ ͙ͨͦ͒ͤͤͦ͡π
͙ͫͭ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ 

(802.1x) 

˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ L999 улнΦмx ͨ ͔͍ͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͔ͣͻ͙͊ͤͣ͘ ͦͤͭͪͦ͟͡Ύ ͒ͦπ
ͫͭͯͨ͊ ͟ ͔ͪͫͯͪͫ͊ͣ ;͔͔ͪ͘ ͍͔ͤ΄͙͚ͤ ͔͍͔ͫͪͪΦ ˽ͪͦ΄͔͒΄͙͔ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͨͦͯ͡;͊Όͭ ͒ͦͫͭͯͨ ͟ ͔ͪͫͯͪͫ͊ͣ ͍·͚͋ͪ͊ͤͤͦ ͔͙ͫͭΦ 

PPPoE IA 

̅ͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͒ͦͨͦͤ͡ΎͭΈ ͔ͨ͊ͭ͟· tttƻ9 5ƛǎŎƻǾŜǊȅ ͙ͤͺͦͪͣ͊ͼ͙͔͚Σ ͻ͔͊ͪ͊ͭ͟π
͙ͪͯ͘Ό΅͔͚ ͙͔ͤͭͪͺ͔͚ͫ ͒ͦͫͭͯͨ͊Φ ̏ͭͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͒͡Ύ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Έ͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͤ͊ ͔͍͔͔ͫͪͪ ͒ͦͫͭͯͨ͊ ό.w!{Σ .roadband Remote Access 
Server). 
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2.2.7 ̅ͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ 

͙́͊͋͡ͼ͊ 2.7 τ ˻ ͍ͫͤͦͤ·͔ ͺͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ 

˭͎͊ͪͯ͊͘͟ ͙ ͍·͎ͪͯ͊͘͟ 
ͺ͚͊͊͡ ͚͙ͤ͊ͫͭͪͦ͟ 

˽͔͊ͪ͊ͣͭͪ· ͚͍ͯͫͭͪͦͫͭ ͫͦͻͪ͊ͤΎΌͭͫΎ ͍ ͺ͚͔͊͡ ͚͙ͤ͊ͫͭͪͦ͟Σ ͦͭͦͪ͟·͚ ͔͙ͫͦ͒ͪ͗ͭ ͒͊ͤπ
ͤ·͔ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͊͟͟ ͍͔͚ͫ ͙͔ͫͫͭͣ· ͍ ͼ͔ͦͣ͡Σ ͭ͊͟ ͙ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦͪͭ͊ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

˽ͪͦͭͦͦ͟͡ TFTP (Trivial 

File Transfer Protocol) 

˽ͪͦͭͦͦ͟͡ ¢C¢t ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔ͦͨͪ͊ͼ͙ ͚͙͙͊ͨͫ͘ ͙ ;͔͙ͭͤΎ ͺ͚͍͊ͦ͡. ˽ͪͦͭͦͦ͟͡ 
͍ͦͫͤͦ͊ͤ ͤ͊ ͭͪ͊ͤͫͨͦͪͭͤͦͣ ͔ͨͪͦͭͦͦ͟͡ ¦5tΦ 
͚͍̂ͫͭͪͦͫͭ ͔͙͍͊ͨͦ͒͒ͪ͗͊Όͭ  ͎͊ͪͯͯ͘͘͟ ͙ ͔͔ͨͪ͒͊;ͯ ͨͦ ͒͊ͤͤͦͣͯ ͨͪͦͭͦͦͯ͟͡ ͺ͚͍͊ͦ͡ 
͚͙ͤ͊ͫͭͪͦ͟ ͙ ͍ͦ͋ͪ͊ͦ͘ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΦ 

˽ͪͦͭͦͦ͟͡ SCP (Secure 
Copy) 

˽ͪͦͭͦͦ͟͡ SCP ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͚ ͙͙͊ͨͫ͘ ͙ ;͔͙ͭͤΎ ͺ͚͍͊ͦ͡Φ ˽ͪͦͭͦͦ͟͡ 
͍ͦͫͤͦ͊ͤ ͤ͊ ͔͔͍ͫͭͦͣ ͨ ͔ͪͦͭͦͦ͟͡ SSH. 
͚͍̂ͫͭͪͦͫͭ ͔͙͍͊ͨͦ͒͒ͪ͗͊Όͭ  ͎͊ͪͯͯ͘͘͟ ͙ ͔͔ͨͪ͒͊;ͯ ͨͦ ͒͊ͤͤͦͣͯ ͨͪͦͭͦͦͯ͟͡ ͺ͚͍͊ͦ͡ 
͚͙ͤ͊ͫͭͪͦ͟ ͙ ͍ͦ͋ͪ͊ͦ͘ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΦ 

͔̂͒͊ͤͤ͡·͚ ͙ͣͦͤͭͦπ
͙ͪ ͎ͤ (RMON) 

͔̂͒͊ͤͤ͡·͚ ͙͙͎ͣͦͤͭͦͪͤ όwahbύ τ ͔͍ͫͪ͒ͫͭͦ ͙͙͎ͣͦͤͭͦͪͤ͊ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͔ͫπ
͔͚ͭΣ ͪ͊ͫ΄͙͔͙͔ͪͤ {batΦ ˿͍͔͙ͦͣͫͭͣ·͔ ͚͍ͯͫͭͪͦͫͭ͊ ͍ͨͦͦ͘͡ΎΌͭ ͙ͫͦ͋ͪ͊ͭΈ ͙͎͒͊ͤͦπ
͙ͫͭ;͔͙͔ͫ͟ ͒͊ͤͤ·͔ ͫ ͨͦͣͦ΅ΈΌ ͫͭ͊ͤͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌΦ wahb τ Ήͭͦ ͫͭ͊ͤπ
͒͊ͪͭͤ͊Ύ ͋͊͊͘ aL.Σ ͍ ͚ͦͭͦͪͦ͟ ͔͔͔ͦͨͪ͒ͤ͡· ͔ͭͯ͟΅͊Ύ ͙ ͔ͨͪ͒·͒ͯ΅͊Ύ ͙͙ͫͭ͊ͭͫͭ͊͟ 
͍ͯͪͦͤΎ a!/ ͙ ͦ͋Ά͔ͭ͟· ͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌ΅͙ ͔͒ ͊ͤͤ·͔ ͍ ͔ͪ͊͡Έͤͦͣ ͍͔ͪπ
͔͙ͣͤΦ 

˽ͪͦͭͦͦ͟͡ {bat 

˽ͪͦͭͦͦ͟͡ SNMP ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͍ͫͭ·ͣ ͚ͯͫͭͪͦπ
͍ͫͭͦͣΦ ˨͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͒ͦͫͭͯͨͦͣ ͟ ͙͔͔ͫͫͭͣ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͙ͫͨͫͦ͟ ͙͔͚͊ͨͫ͘ ͫͦͦ͋π
΅͔͍ͫͭ͊Σ ͊͗͒͊͟Ύ ͙͘ ͦͭͦͪ͟·ͻ ͔͙ͫͦ͒ͪ͗ͭ ͙͍͙͔͎͙͙ͨͪ͡ ͒ͦͫͭͯͨ͊Φ 

ˮ͔ͤͭͪͺ͔͚ͫ ͦͣ͊ͤ͒͟π
͚ͤͦ ͙ͫͭͪͦ͟ (CLI) 

͍͔͙͔̂ͨͪ͊ͤ͡ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͨ ͔͍ͦͫͪ͒ͫͭͦͣ CLI ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͦ͊͟͡͡Έͤͦ ;͔͔ͪ͘ ͨͦπ
͔͍͔ͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͨͦͪͭ RS-нонΣ ͙͋ͦ͡ ͔ͯ͒͊ͤͤͦ͡ ;͔͔ͪ͘ Telnet, SSHΦ ˮ͔ͤͭͪͺ͔͚ͫ ͦ͟π
͚ͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͙ͦͤͫͦ͟͡ ό/[Lύ Ύ͍͡Ύ͔ͭͫΎ ͨͪͦͣ·΄͔ͤͤ͡·ͣ ͫͭ͊ͤ͒͊ͪͭͦͣΦ ˮ͔ͤͭͪπ
͔ͨͪͭ͊ͭͦͪ /[L ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͙ͫͨͫͦ͟ ͦͣ͊ͤ͒͟ ͙ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡ ͒͡Ύ ͨͦͣͦ΅͙ ͨͦ͡Έπ
͍͔ͦ͊ͭ͘͡Ό ͙ ͫͦͪ͊͟΅͔͙ͤΌ ͦ͋Ά͔ͣ͊ ͍͍͙ͦ͒ͣ·ͻ ͒͊ͤͤ·ͻΦ 

Syslog 
Syslog τ ͨͪͦͭͦͦ͟͡Σ ͔͔ͦ͋ͫͨ;͙͍͊Ό΅͙͚ ͔͔ͨͪ͒͊;ͯ ͫͦͦ͋΅͔͙͚ͤ ͦ ͙ͨͪͦͫͻͦ͒Ύ΅͙ͻ ͍ 
͙͔͔ͫͫͭͣ ͫͦ͋·͙ͭΎͻΣ ͊ ͔ͭ͊͗͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͦ͋ ͦ΄͙͋͊͟ͻ ͔ͯ͒͊ͤͤ͡·ͣ ͔͍͔ͫͪͪ͊ͣΦ 

SNTP 
(Simple Network Time Pro-

tocol) 

˽ͪͦͭͦͦ͟͡ SNTP τ ͨͪͦͭͦͦ͟͡ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͔͙ͫͭΣ ͎͙͔͊ͪ͊ͤͭͪͯͭ ͭͦ;π
ͤͦͫͭΈ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͔͔͍͎ͫͭͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͔͍͔ͫͪͪͦͣ ͒ͦ ͙͙͔ͣͫ͡͡π
ͯͤ͒͟·Φ 

Traceroute 
Traceroute τ ͫ ͔ͯ͗͋ͤ͊͡Ύ ͺͯͤ͟ͼ͙ΎΣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͣ͊ͪ΄ͪͯπ
͍ͭͦ ͔͔ͨͪ͒͊;͙ ͒ ͊ͤͤ·ͻ ͍ IP-͔ͫͭΎͻΦ 

͍͔͙͔̂ͨͪ͊ͤ͡ ͙ͦͤͭͪͦ͟͡π
͔ͪͯͣ·ͣ ͒ͦͫͭͯͨͦͣ ς 
͍͙ͯͪͦͤ ͙͍͙͔͎͙͚ͨͪ͡ 

ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ ͔ͣͦ͗ͭ ͔͔͙ͦͨͪ͒ͭ͡Έ ͍͙ͯͪͦͤ ͙͍͙͔͎͙͚ͨͪ͡ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͨͦ͡Έ͍ͦ͊͘π
͔͔͚ͭ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡ όͭͦ͡Έͦ͟ 
͒͡Ύ ;͔͙ͭͤΎ τ м ͍͔ͯͪͦͤΈΣ ͨͦͤ͡·͚ ͒ͦͫͭͯͨ τ мр ͍͔ͯͪͦͤΈύΣ ͊ ͔ͭ͊͗͟ ͙ͦͤͭͪͦͪͦ͟͡π
͍͊ͭΈΣ ͙͔͊͟͟ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͤ͊ ͊͗͒ͦͣ͟ ͙͘ ͍͔͚ͯͪͦͤ ͙͍͙͔͎͙͚ͨͪ͡Φ 

ˣ͙͍ͦͪͦ͊͟͟͡ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔ͫͨͦͫͦ͋ͤ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡Έ ͔͊ͨͪͭ͘ ͒ͦͫͭͯͨ͊ ͟ ͊͗͒ͦͣͯ͟ ͙͔ͤͭͪͺ͔͚ͫͯ 
͍͔͙ͯͨͪ͊ͤ͡Ύ όSNMP, Telnet, SSHύΦ ˭͔͊ͨͪͭ ͔ͣͦ͗ͭ ͋·ͭΈ ͍͔ͯͫͭ͊ͤͦͤ͡ ͔ͦͭ͒͡Έͤͦ ͒͡Ύ 
͎͊͗͒ͦͦ͟ ͙ͭͨ͊ ͒ͦͫͭͯͨ͊Υ Telnet (CLI over Telnet Session); Secure Shell (CLI over SSH); 
SNMP. 

˶ͦ͊͟͡Έͤ͊Ύ ͔͙͊ͯͭͤͭπ
ͺ͙͊͟ͼ͙Ύ 

˨͡Ύ ͦ͊͟͡͡Έ͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͻ͔͙͔ͪ͊ͤͤ ͔͚ͨ͊ͪͦ͡ ͍ ͔͋͊͘ ͒͊ͤπ
ͤ·ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

͙̅͡Έͭͪ͊ͼ͙Ύ Lt ͔͊͒ͪπ
͍ͫͦ ͒͡Ύ {bat 

˨ͦͫͭͯͨ ͨͦ SNMP ͔ͪ͊ͪ͘΄͔͊ͭͫΎ ͒͡Ύ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ IP-͔͍͊͒ͪͫͦΣ Ύ͍͡ΎΌ΅͙ͻͫΎ ;͔͡π
͙ͤ͊ͣ SNMP-ͫͦͦ͋΅͔͍ͫͭ͊Φ 

˴͙͔ͤͭ͡ w!5L¦{ 

˽ͪͦͭͦͦ͟͡ w!5L¦{ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊Φ ˿͔ͪπ
͍͔ͪ w!5L¦{ ͙ͫͨͦ͡Έ͔ͯͭ͘ ͋͊ͯ͘ ͒͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͦͭͦͪ͊͟Ύ ͔͙ͫͦ͒ͪ͗ͭ ͒͊ͤͤ·͔ 
͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙ͨͦ͒͒ͪ͗π
͍͊Όͭ ͙͔ͤͭͫͯ͟͟͡Ό ;͊ͫͭΈ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ 

TACACS+ 
(Terminal Access Control-
ler Access Control System) 

͚͍̂ͫͭͪͦͫͭͦ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔͍ͤͭͦ͟͡ ͨͦπ
͔͍ͫͪ͒ͫͭͦͣ ͨͪͦͭͦͦ͊͟͡ TACACS+. ˽ ͪͦͭͦͦ͟͡ TACACSҌ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͼ͔͙ͤͭͪ͊ͦ͘͡π
͍͊ͤͤͯΌ ͙͔ͫͫͭͣͯ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͨͦͯ͡;͊Ό΅͙ͻ ͒ͦπ
ͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͊ ͔ͭ͊͗͟ ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͤͯ͘͡Ό ͙͔ͫͫͭͣͯ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ͨͪ ͫͦ͋͡Όπ
͔͙͙͒ͤ ͍͔͙͙ͫͦͣͫͭͣͦͫͭ ͫ w!5L¦{ ͙ ͎͙͙͒ͪͯͣ ͨͪͦͼ͔͙ͫͫ͊ͣ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡. 
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˿͔͍͔ͪͪ {{I 
̅ͯͤ͟ͼ͙Ύ ͔͍͔ͫͪͪ͊ {{I ͍ͨͦͦ͘͡Ύ͔ͭ ͙͔ͤͭͯ͟͡ {{I ͍͙ͯͫͭ͊ͤͦͭΈ ͫ ͚͍ͯͫͭͪͦͫͭͦͣ ͊͘΅͙π
΅͔͔ͤͤͦ ͔͙͔͙͔ͫͦ͒ͤͤ ͒ ͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ͣΦ  

˽͔ͦ͒͒ͪ͗͊͟ 
ͣ͊ͪͦͦͣ͊ͤ͒͟͟ 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍ͫͦ͒͊͊ͭ͘Έ ͣ͊ͪͦͦͣ͊ͤ͒͟͟·Σ ͔ͨͪ͒π
͍ͫͭ͊͡ΎΌ΅͙͔ ͚ͫͦ͋ͦ ͤ͊͋ͦͪ ͦͣ͊ͤ͒͟Σ ͙ ͙͔ͨͪͣͤΎͭΈ ͙ͻ ͒͡Ύ ͔͙͍͎ͦͨͪ͊ͭͤͦͦ ͍͔ͯͨͪ͊͡π
͙ͤΎ ͚͍ͯͫͭͪͦͫͭͦͣΦ 

2.2.8 ˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ 

ˤ ͭ͊ ͙͋͡ͼ͔ ͤ ͙͔͗ ͨ ͙͍͔͔ͪ͒ͤ· ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊Φ 

͙́͊͋͡ͼ͊ 2.8 τ ˨ ͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͺͯͤ͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊ 

ˤ͙ͪͭͯ͊͡Έͤ·  ͚͟ ͔͊͋͡Έπ
ͤ·͚ ͔͔ͭͫͭͪ  (VCT) 

˴ͦͣͣͯͭ͊ͭͦͪ· ͙ͣΌ͔ͭ  ͍ ͍͖ͫͦͣ ͍͔ͫͦͫͭ͊ ͎ͨͪͦͪ͊ͣͣͤ·͔ ͙ ͊ͨͨ͊ͪ͊ͭͤ·͔ ͔͍ͫͪ͒ͫͭ͊Σ 
͍ͨͦͦ͘͡ΎΌ΅͙͔ ͍·ͨͦͤ͡ΎͭΈ ͺͯͤ͟ͼ͙͙ ͔͙͍͙ͭͫͭͪͦ͊ͤΎ ͔͊͋͟͡Ύ τ VCT: 
- ͦ ͔͔͔͙͔ͨͪ͒ͤ͡ ͔ͨͪͦ͋ͣ͡ ͍ͫΎ͙͘ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͔ͣ͒ͤ·ͻ ͔͔͚͊͋͟͡ όͦ͋ͪ·͍Σ ͊͘π
ͣ·͙͔͊ͤ͟ ͍͍ͨͪͦͦ͒ͦύΤ 
- ͦ ͭ;͔ͭ ͨͦ ͔ͪͯ͘͡Έͭ͊ͭ͊ͣ ͔͙͍͙ͭͫͭͪͦ͊ͤΎΦ 

˨͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔π
͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 

͚͍̂ͫͭͪͦͫͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͍ͭͫͭͪͦ͊ͭΈ ͙ͦͨͭ;͔͙͚ͫ͟ ͙͍͔ͭͪ͊ͤͫͪΦ ˽͙ͪ ͔͙͍͙͙ͭͫͭͪͦ͊ͤ 
͔͙͍ͦͭͫ͗͊͡ΌͭͫΎ ͙͔ͭ͊͟ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͊͟͟ ͭͦ͟  ͙ͤ͊ͨͪΎ͔͙͔͗ͤ ͙͙ͨͭ͊ͤΎΣ ͔͔ͭͣͨͪ͊ͭͯͪ͊ 
͙͍͔ͭͪ͊ͤͫͪ͊Σ ͣͦ΅ͤͦͫͭΈ ͙͎ͫͤ͊͊͡ ͤ͊ ͙͖͔ͨͪͣ ͙ ͔͔ͨͪ͒͊;͔. ˨͙͎͙͊ͤͦͫͭ͊͟ ͒ͦͫͭͯͨͤ͊ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͔͍ͭͪ͊ͤͫͪͦΣ ͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͻ ͺͯͤ͟ͼ͙Ό Digital Diagnostics Moni-
toring (DDM). 

Green Ethernet 
˨͊ͤͤ·͚ ͔ͣͻ͙͊ͤͣ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙͙ͫͤͭ͘Έ Ή͔͎͔͔͙͔ͤͪͦͨͦͭͪ͋ͤ͡ ͊͘ ͫ;͔ͭ 
͔͔͍ͨͪͦ͒͊ ͔͙͍ͤ͊ͭͤ͟·ͻ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͍ͨͦͪͭͦ ͍  Ή͙ͦͤͦͣ͟;ͤ·͚ ͔͙ͪ͗ͣΦ 

IP SLA 
͔́ͻ͎͙ͤͦͦ͡Ύ ͙͍͎͊ͭͤͦͦ͟ ͙͙͎ͣͦͤͭͦͪͤ͊Σ ͙ͫͨͦ͡Έͯ͘Ό΅͊ΎͫΎ ͒͡Ύ ͙͔͔͙ͣͪͤ͘Ύ ͔ͨ͊ͪ͊ͣͭπ
͍ͪͦ ͋·͔͚͍͙ͫͭͪͦ͒ͫͭΎ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͔͔͚ͫͭ ͙ ͊͟;͔͍ͫͭ͊ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ ˽ͦ͒π
͔͙͍͔͒ͪ͗͊ͣ·͔ ͔ͦͨͪ͊ͼ͙͙ τ ICMP Echo, UDP Jitter. 

2.3 ˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 

˻͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͔ͨ͊ͪ͊ͣͭͪ· ͟ ͦͣͣͯͭ͊ͭͦͪͦ ͍ͨ ͙͍͔͔ͪ͒ͤ· ͍ ͙ͭ͊͋͡ͼ͔ нΦф 

͙́͊͋͡ͼ͊ 2.9 τ ˻ ͍ͫͤͦͤ·͔ ͔ͭͻ͙ͤ;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ 

˻͋΅͙͔ ͔ͨ͊ͪ͊ͣͭͪ· 

ˮ͔ͤͭͪͺ͔͚ͫ· 

MES1024 
24 x 10/100BASE-T (RJ-45) 
2 x Combo 10/100/1000BASE-T/1000BASE-X  
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (DB-9) 

MES1124 
24 x 10/100BASE-T (RJ-45) 
4 x Combo 10/100/1000BASE-T/1000BASE-X  
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (DB-9) 

MES1124M 
MES1124MB 
MES1124M rev.B 

24 x 10/100BASE-T (RJ-45) 
4 x Combo 10/100/1000BASE-T/1000BASE-X  
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2124 
24 x 10/100/1000BASE-T  (RJ-45)  
4 x Combo 10/100/1000BASE-T/1000BASE-X  
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (DB-9) 

MES2124M 
MES2124P 
MES2124MB 

24 x 10/100/1000BASE-T (RJ-45) 
4 x Combo 10/100/1000BASE-T/1000BASE-X  
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2124P 
24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+  
4 x Combo 10/100/1000BASE-T/1000BASE-X  
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 
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MES2208P 

4 x 10/100/1000BASE-T (RJ-45) PoE/PoE+ 
4 x Combo 10/100/1000BASE-T/1000BASE-X  
2 x 1000BASE-X 
2 x 10/100/1000BASE-T 
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

MES2124F 
24 x 100BASE-FX/1000BASE-X (SFP) 
4 x Combo 10/100/1000BASE-T/1000BASE-X 
1 x ˴ ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-232 (RJ-45) 

˿ͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ 
̏͡ ͔͙ͭͪ͟;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ·: млκмллκмллл ˸͙͋ͭκͫ 
˻͙ͨͭ;͔͙͔ͫ͟ ͙͔ͤͭͪͺ͔͚ͫ·Υ м ˥͙͋ͭκͫ 

˻͙ͨͭ;͔͙͔ͫ͟ ͭ ͙͍͔ͪ͊ͤͫͪ·  SFP 

˨͔ͯͨͫͤ͟͡·͚/˽͔ͦͯ͒ͯͨͫͤ͟͡͡·͚ ͔͙ͪ͗ͣ 
˨͔ͯͨͫͤ͟͡·͚κ͔ͨͦͯ͒ͯͨͫͤ͟͡͡·͚ ͔͙ͪ͗ͣ ͒͡Ύ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͨͦͪπ
͍ͭͦΣ ͔͒ͯͨͫͤ͟͡·͚ ͔͙ͪ͗ͣ ͒͡Ύ ͙ͦͨͭ;͔͙ͫ͟ͻ ͍ͨͦͪͭͦ 

˽ͪͦͨͯ ͫͤ͊͟Ύ 
ͫͨͦͫͦ͋ͤͦͫͭΈ 

MES1024 уΣу ˥͙͋ͭκͫ 

MES1124 
MES1124M 
MES1124MB 
MES1124M rev.B 

12,8 ˥ ͙͋ͭκͫ 

MES2124 
MES2124M 
MES2124P 
MES2124MB 
MES2124F 

56 ˥ ͙͋ͭκͫ 

MES2208P  24 ˥ ͙͋ͭκͫ 

˽͙͍͙͔ͪͦͦ͒ͭ͘͡ΈͤͦͫͭΈ 
ͤ͊ ͔ͨ͊ͭ͊͟ͻ ͙͚͒ͤͦ͡ сп 
͚͋͊ͭ͊1 

MES1124M 
MES1124MB 
MES1124M rev.B 

9 MPPS 

MES2124M 
MES2124MB 
MES2124P 
MES2124F 

41 MPPS 

˻͋Ά͔ͣ ͋ͯͺ͔͚ͪͤͦ ͨ͊ͣΎ͙ͭ 1 ˸ ͚͋͊ͭ 

˻͋Ά͔ͣ ˻˭̂ όDDR2) 

MES1124M 
MES1124MB 
MES1124M rev.B 
MES2124M 
MES2124MB 
MES2124F 

128 ˸ ͚͋͊ͭ 

MES2124P нрс ˸͚͋͊ͭ 

˻͋Ά͔ͣ ˽˭̂ όSPI Flash) 16 ˸ ͚͋͊ͭ 

͙́͊͋͡ͼ͊ a!/-͔͍͊͒ͪͫͦ 
16оуп ͙͙͊ͨͫ͘ ό;͊ͫͭΈ MAC-͔͍͊͒ͪͫͦ ͔͔͍͙͔ͪͪͪͯͭͫ͘Ύ ͒͡Ύ ͙ͫͨͦ͡Έπ
͍͙ͦ͊ͤ͘Ύ ͙͔͚ͫͫͭͣͦ). 

˽͔ͦ͒͒ͪ͗͊͟ ±[!b ͎ͫͦ͊ͫͤͦ͡ улнΦмv ͒ͦ плфп ͙͍͊ͭͤ͟·ͻ VLAN 

˴͙ͦ͡;͔͍ͫͭͦ ͎ͪͯͨͨ L2 Multicast (IGMP 
snooping) 

1000 

˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͨͪ͊͡ SQinQ 
Ingress: 168 
Egress: 96 

˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͨͪ͊͡ ACL 248 

˴͙ͦ͡;͔͍ͫͭͦ ACL 230 

˴͙ͦ͡;͔͍ͫͭͦ ͍͙ͨͪ͊͡ ACL ͍  ͦ͒ͤͦͣ ACL 248 

˴͙ͦ͡;͔͍ͫͭͦ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ MSTP 28 

                                                      
1 ˭ ͤ͊;͔͙ͤΎ ͯ͊͊ͤ͘͟· ͒͡Ύ ͔͚ͦ͒ͤͦͫͭͦͪͦͤͤ ͔͔ͨͪ͒͊;͙ 
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ˢ͎͔͎ͪ͊ͼ͙Ύ ͍͊ͤ͊ͦ͟͡ ό[!Dύ мс ͎ͪͯͨͨΣ ͒ͦ у ͍ͨͦͪͭͦ ͍ ͚͊͗͒ͦ͟ 

˴͙ͦ͡;͔͍ͫͭͦ 5I/t Ǉƻƻƭ 64 

˴͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ vƻ{ 
˽͙͙͙ͪͦͪͭ͊͘ͼ͙Ύ ͭͪ͊ͺ͙͊͟Σ п ͍ͯͪͦͤΎ 
п ͍·ͻͦ͒ͤ·ͻ ͦ;͔͔͙ͪ͒ ͫ ͪ͊ͤ͘·͙ͣ ͙͙͔͙ͨͪͦͪͭͭ͊ͣ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
ͨͦͪͭ͊ 

˿͍ ͔ͪͻ͙͒ͤͤ͡· ͔͟ ͊͒ͪ· (Jumbo frames) ˸͙͊ͫͣ͊͟͡Έͤ·͚ ͔ͪ͊ͣͪ͘ ͔͍ͨ͊ͭͦ͟ млнпл ˣ͚͊ͭ 

˿͔͙͍͙͔ͭͪͦ͊ͤ͟ ˨ͦ о-ͻ ͚͍ͯͫͭͪͦͫͭ 

˿͍͔͍͙͔ͦͦͭͭͫͭ ͫͭ͊ͤ͒͊ͪͭ͊ͣ 

IEEE 802.3 10BASE-T Ethernet 
IEEE 802.3u 100BASE-T Fast Ethernet 
IEEE 802.3ab 1000BASE-T Gigabit Ethernet 
IEEE 802.3z Fiber Gigabit Ethernet 
ANSI/IEEE 802.3 ͍͊ ͔͔͔͙͔ͭͦͦͨͪ͒ͤ͡ ͫ ͙ͦͪͦͫͭ͟ 
L999 улнΦоȄ ͦͤͭͪͦ͟͡Έ ͍ͨͦͭͦͦ͟ ͒͊ͤͤ·ͻ 
L999 улнΦоŀŘ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͍͊ͤ͊ͦ͟͡ [!/t 
L999 улнΦмǇ ͙͙͙ͨͪͦͪͭ͊͘ͼ͙Ύ ͭͪ͊ͺ͙͊͟ 
L999 улнΦмǉ ͍͙ͪͭͯ͊͡Έͤ·͔ ͦ͊͟͡͡Έͤ·͔ ͔͙ͫͭ ±[!b 
IEEE 802.1v, IEEE 802.3ac 
L999 улнΦмŘ ͍ͫΎͯ͘Ό΅͔͔ ͔͔͍͒ͪͦ {¢t 
IEEE улнΦмǿ ͋·͔ͫͭͪͦ ͍ͫΎͯ͘Ό΅͔͔ ͔͔͍͒ͪͦ w{¢t 
L999 улнΦмǎ ͔͍ͣͤͦ͗ͫͭͦ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ a{¢t 
L999 улнΦмȄ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 
IEEE 802.3af PoE, IEEE 802.3at PoE+ (ͭ ͦ͡Έͦ͟ MES2124P, 
MES2208P) 

͍͔͙͔̂ͨͪ͊ͤ͡  

˶ͦ͊͟͡Έ͔ͤͦ ͍͔͙͔ͯͨͪ͊ͤ͡ Console 

͔͔̂͒͊ͤͤͦ͡ ͍͔͙͔ͯͨͪ͊ͤ͡ SNMP, Telnet, SSH, WEB 

͙͙̅͘;͔͙͔ͫ͟ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ ͙ ͍͙ͯͫͦ͡Ύ ͦͪͯ͗͊͟Ό΅͔͚ ͔ͫͪ͒· 

ˮͫͭͦ;͙͙ͤ͟ ͙͙ͨͭ͊ͤΎ 

MES1024  
MES1124 
MES2124 
MES2124F 

˿͔ ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ 110ς250 ʕ Σ рл ˥ͼ 

MES1124˸  
MES1124M rev.B 
MES2124˸  

˿͔ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ммл-нрл ˤΣ рл ˥ͼ ͙͙͡ ͔ͫͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ 
ͭͦ͊͟ о6ςтн ˤ 

MES2124P ˿͔ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ мтлςнср ˤΣ рл ˥ͼ 

MES2208P ˿͔ͭΈ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟ прςрт ˤ 

MES1124MB 
MES2124MB 

˿͔ ͭΈ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ 110ς250 ˤΣ рл ˥ͼ ͙ ͍͙ͫͤͼ͍ͦͦ-͙ͫͦͭ͟͡π
ͤ·͚ ͊ͯͣͯ͟͟͡Ύͭͦͪ 
͔͙͙͙̆͊ͪ͊ͭͪͫͭ͟͟ ͊ͪ͘Ύ͎͒ͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊Υ  
- ͭ ͦ͟ ͊ͪ͘Ύ͒͊ τ мΣт ˢΤ 
- ͤ ͊ͨͪΎ͔͙͔͗ͤ ͫͪ͊͋͊ͭ·͍͙͊ͤΎ ͪ͊ͫͼ͔͙͔ͨͭ͡Ύ ͎͙ͤ͊ͪͯ͘͟ τ 10ς 
млΦр ˤΤ 
- ͨ ͎͍͔ͦͪͦͦͦ ͤ͊ͨͪΎ͔͙͔͗ͤ ͙͙ͤ͒͊͟ͼ͙͙ ͙͎ͤͦͦ͘͟ ͊ͪ͘Ύ͒͊ τ мм ˤΦ 

˽͔ͦͭͪ͋͡Ύ͔ͣ͊Ύ 
ͣͦ΅ͤͦͫͭΈ 

 

MES1024, MES1124 
MES1124˸  
MES1124M rev.B 
MES1124MB 

͔ͤ ͔͔͋ͦ͡ нр ˤͭ 

MES2124 
MES2124M 

͔ͤ ͔͔͋ͦ͡ ол ˤͭ 

MES2124F ͔ͤ ͔͔͋ͦ͡ пл ˤͭ 

MES2124P ͔ͤ ͔͔͋ͦ͡ плл ˤͭ 

MES2208P ͔ͤ ͔͔͋ͦ͡ мпл ˤͭ 

MES2124MB ͔ͤ ͔͔͋ͦ͡ ол ˤͭ 
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˽͔ͦͭͪ͋͡Ύ͔ͣ͊Ύ 
ͣͦ΅ͤͦͫͭΈ ͔͋͘ ͯ;͔ͭ͊ 
͊ͪ͘Ύ͒͊ ˢ˴ˣ 

MES1124MB ͔ͤ ͔͔͋ͦ͡ пр ˤͭ 

MES2124MB ͔ͤ ͔͔͋ͦ͡ рл ˤͭ 

ˣΌ͔͒͗ͭ PoE 
MES2124P орл ˤͭ 

MES2208P мнл ˤͭ 

ˢͨͨ͊ͪ͊ͭͤ͊Ύ 
͔ͨͦ͒͒ͪ͗͊͟ Dying 
Gasp 

MES1024, MES1124 
MES1124˸  
MES1124MB 
MES2124, MES212M 
MES2124MB 
MES2124F 
MES2124P 
MES2208P 

͔ͤͭ 

MES1124M rev.B ͔ͫͭΈ 

˸͊ͫͫ͊ 

MES1024, MES1124 
MES1124˸  
MES1124MB 
MES1124M rev.B 

нΣмр ͎͟ 

MES2124 
MES2124M 
MES2124MB 

нΣсл ͎͟ 

MES2124F нΣур ͎͟ 

MES2124P оΣмр ͎͟ 

˥͙͊͋͊ͪͭͤ·͔ 
͔ͪ͊ͣͪ͘· 
(̊ ͻ ˤ ͻ ˥) 

MES1024, MES1124  
MES2124 

430 x 44 x моу ͣͣ 

MES1124M 
MES1124MB 
MES1124M rev.B 

430 x 44 x 160 ͣ  ͣ

MES2124M 
MES2124MB 

пол Ȅ пп Ȅ мул ͣͣ 

MES2124P  430 x 44 x 203 ͣ  ͣ

MES2208P 320 x 44 x мрф ͣͣ 

MES2124F 430 x 44 x 206,5 ͣ  ͣ

ˮ͔͍ͤͭͪ͊͡ ͪ͊͋ͦ;͙ͻ 
͔͔ͭͣͨͪ͊ͭͯͪ 

MES1024, MES1124 
MES2124 

ͦͭ -мл ͒ͦ Ҍпрͦ  ˿

MES1124M rev.B ͦͭ -15 ͒ ͦ Ҍр5ͦ  ˿

MES2208P ͦͭ -2л ͒ͦ Ҍ65ͦ  ˿

MES1124M 
MES1124MB 
MES2124M 
MES2124MB 
MES2124P 
MES2124F 

ͦͭ -15 ͒ ͦ Ҍр0ͦ  ˿

ˮ͔͍ͤͭͪ͊͡ ͔͔ͭͣͨͪ͊ͭͯͪ· ͻ͔͙ͪ͊ͤͤΎ ͦͭ -40 ͒ ͦ Ҍтл ͦ  ˿

˻͙͔ͭͤͦͫͭ͡Έͤ͊Ύ ͍͊͗ͤͦͫͭ͡Έ ͙ͨͪ Ήͫͨͯ͊ͭ͊͟͡π
ͼ͙͙ ό͔͋͘ ͍͙ͦ͋ͪ͊ͦ͊ͤ͘Ύ ͔ͦͤ͒ͤͫ͊ͭ͊͟ύ 

͔ͤ ͔͔͋ͦ͡ ул҈ 

˻͙͔ͭͤͦͫͭ͡Έͤ͊Ύ ͍͊͗ͤͦͫͭ͡Έ ͙ͨͪ ͻ͔͙͙ͪ͊ͤͤ 
ό͔͋͘ ͍͙ͦ͋ͪ͊ͦ͊ͤ͘Ύ ͔ͦͤ͒ͤͫ͊ͭ͊͟ύ 

ͦͭ мл҈ ͒ͦ фр҈ 

Cͪ ͦ͟ ͫͯ͗͋͡· ͔ͤ ͔ͣ ͔͔ͤ мр ͡ ͔ͭ 

 
͙́ͨ ͋ͦ͊͟͡ ͙͙ͨͭ͊ͤΎ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͙ͨͪ ͦͺ͔͙͙ͦͪͣͤ͡ ͊͊͊͘͘͟Φ 
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2.4 ˴͙͍͔ͦͤͫͭͪͯͭͤͦ͟ ͙͔͙͔ͫͨͦͤͤ͡ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤͦ ͙͍͔ͦͤͫͭͪͯͭͤͦ͟͟ ͙͔͙͔ͫͨͦͤͤ͡ ͚͍ͯͫͭͪͦͫͭΦ ˽͔͍͔ͪ͒ͫͭ͊ͤ͡· ͙͔͙ͦ͋ͪ͊͗ͤ͘Ύ 
͔͔͔͚ͨͪ͒ͤΣ ͔͚͊͒ͤ͘ ͙ ͍͋ͦͦ͟·ͻ ͔͔͚ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Σ ͙ͦͨͫ͊ͤ· ͪ͊͘Ά͔ͣ·Σ ͍͔͙ͫͭͦ͒ͦ͒ͤ·͔ ͙͙ͤ͒͊ͭͦͪ͟· ͙ ͦͪπ
͎͊ͤ· ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͍·͔ͨͦͤͤ͡· ͍ ͔͙ͣͭ͊͡͡;͔ͫͦͣ͟ ͔ͦͪͨͯͫ͟ ͫ ͍ͦͣͦ͗ͤͦͫͭ͘ΈΌ ͍͙ͯͫͭ͊ͤͦ͟ ͍ мфέ ͊ͪ͊ͫ͟͟ 
͙͔ͭͨͦͪ͊ͣͪ͘ ͊1U.  

2.4.1 ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ MES1024, 
MES1124, MES2124 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ MES1024, MES1124, MES2124 ͨͦ͊͊ͤ͘͟ ͤ͊ 
͙ͪͫͯͤ͊͟ͻ 1ς3. 

 

˾͙ͫͯͤͦ͟ 1 τ MES1024Σ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

 
˾͙ͫͯͤͦ͟ 2 τ MES1124Σ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

 

˾͙ͫͯͤͦ͟ 3 τ MES2124Σ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

 

ˤ ͙͙͍ͦͣ͋ͤͪͦ͊ͤͤ͟·ͻ ͨͦͪͭ͊ͻ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͍͊ͭͤ͟·ͣ ͭͦ͡Έͦ͟ ͙ͦ͒ͤ ͙͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ ˽͙ͪ 
͍͔͔ͦ͒ͤͦͪͣͤͤͦͣ ͨͦ͒͟͡Ό;͔͙͙ͤ ͔͋ͯ͒ͭ ͙͍͔͊ͭͤ͟ ͙͔ͤͭͪͺ͔͚ͫ ͫ SFP-͙͍͔ͭͪ͊ͤͫͪͦͣΦ 
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ˤ ͙ͭ͊͋͡ͼ͔ нΦмл ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ 
͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

͙́͊͋͡ͼ͊ 2.10 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-нон ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

2 [1 .. 24] 

MES1024 
MES1124 

24 ͨ ͦͪͭ͊ 10/100BASE-T (RJ-45). 

MES2124 24 ͨ ͦͪͭ͊ 10/100/1000BASE-T (RJ-45). 

3 

25,26 MES1024 
˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨͦͪͭ· 10/100/1000BASE-T (RJ-45ύ ͙ cͦͭ͡· ͒͡Ύ ͯ ͍͙ͫͭ͊ͤͦ͟ 
͙͍͔͍ͭͪ͊ͤͫͪͦ 1000BASE-X (SFP). 25,26,27,28 

MES1124 
MES2124 

4 

Unit ID (1-4) ˮ͙ͤ͒͊ͭͦͪ͟· ͤ ͔ͦͣͪ͊ ͯ ͚͍ͫͭͪͦͫͭ͊ ͍  ͫ ͔͔ͭ͟. 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ - ͍ ͔͒ͯ΅͙͚ ͙ ͙͡ ͍͔͒ͦͣ·͚ 

5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͍͊ͦ͒͘π
͙ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫ ͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊; 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 ~150-250VAC, 60/50Hz  ˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ 

7  ˣͦͭ͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊. 

2.4.2 ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͚ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES1124MB, MES2124MB 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ MES1124MB, MES2124MB ͨͦ͊͊ͤ͘͟ ͤ͊ 
͙ͪͫͯͤ͊͟ͻ 4ς5. 

 

˾͙ͫͯͤͦ͟ 4 τ MES1124MBΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

 
˾͙ͫͯͤͦ͟ 5 τ MES2124MBΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 
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ˤ ͙ͭ͊͋͡ͼ͔ 2.11 ͨ ͙͍͔͔ͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ 
͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͙͙ͫͪ MES1124MB, MES2124MB. 

͙́͊͋͡ͼ͊ 2.11 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ˻͙͙͔ͨͫ͊ͤ 

1 

~110-250VAC, 
60/50Hz max 1A 

MES1124MB 
˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ 
ͭͦ͊͟. 

~110-250VAC, 
60/50Hz max 2A  

MES2124MB 

2 12VDC max 3A ˴͔ͣͣ͡· ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͊ͯͣͯ͟͟͡Ύ͚ͭͦͪͤͦ ͔͙͋͊ͭ͊ͪ мнV. 

3 

Unit ID (1-4) ˮ͙ͤ͒͊ͭͦͪ͟· ͤ ͔ͦͣͪ͊ ͯ ͚͍ͫͭͪͦͫͭ͊ ͍  ͫ ͔͔ͭ͟. 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master 
ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ τ ͍ ͔͒ͯ΅͙͚ ͙ ͙͡ ͍͔͒ͦπ
ͣ·.͚ 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͯ ͚͍ͫͭͪͦͫͭ͊. 

Battery ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎ͙ͤΎ ͊ͯͣͯ͟͟͡Ύ͚ͭͦͪͤͦ ͔͙͋͊ͭ͊ͪ. 

4 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-нон ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͊͘π
͍͙ͦ͒ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͙ͨͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͔ͫ ͯͤ͒͟ ͙ͨͪͦͫ ͻͦπ
͙͒ͭ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊; 
- ͙ͨͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͔ͫͯͤ͒͟ ͙ͨͪͦͫͻͦπ
͙͒ͭ ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 [1..24] 
MES1124MB 24 ͨ ͦͪͭ͊ 10/100/100BASE-T (RJ-45). 

MES2124MB 24 ͨ ͦͪͭ͊ 10/100/1000BASE-T (RJ-45). 

7 Link/Speed ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

8 25, 26, 27, 28 
˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨͦͪͭ· 10/100/1000BASE-T (RJ-45)  ͙ c͡ ͦͭ· ͒͡Ύ ͯͫͭ͊π
͍͙ͤͦ͟ ͭ ͙͍͔͍ͪ͊ͤͫͪͦ 1000BASE-X Combo. 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES1124MB, MES2124MB ͙͍͔͔ͨͪ͒ͤ ͤ͊  
͙͔ͪͫͯͤ͟ 6. 

 
˾͙ͫͯͤͦ͟ 6 τ MES1124MB, MES2124MB, ͘ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ 

˹͊ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES1124MB, MES2124MB ͔ͪ͊ͫͨͦͦ͗ͤ͡ ͋ͦͭ͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ 
͚͍ͯͫͭͪͦͫͭ͊Σ ͦ͋ͦͤ͊͘;͔ͤ ͙͍ͫͣͦͦͣ͡ (1). 
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2.4.3 ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͚ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ MES1124M, MES2124M 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ MES1124M ͫ ͪ͊͘Ά͔ͣͦͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ммл-нрлˤ ͙͍͔͔ͨͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 7Σ ͟ ͙ͫͭͦ;͙ͤͯ͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ 
ͭͦ͊͟ пуˤ ͤ͊ ͙͔ͪͫͯͤ͟ 8.  

 

˾͙ͫͯͤͦ͟ 7 τ MES1124M ACΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

 

˾͙ͫͯͤͦ͟ 8 τ MES1124M DCΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ MES2124M ͫ ͪ͊͘Ά͔ͣͦͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ 
Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ммлςнрлˤ ͙͍͔͔ͨͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 9Σ ͟ ͙ͫͭͦ;͙ͤͯ͟ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎ͎ͤͤͦͦ 
ͭͦ͊͟ пуˤ ͤ͊ ͙͔ͪͫͯͤ͟ 10. 

 

˾͙ͫͯͤͦ͟ 9 τ MES2124M ACΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

 

˾͙ͫͯͤͦ͟ 10 τ MES1124M DCΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 
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ˤ ͙ͭ͊͋͡ͼ͔ ͙͔ͤ͗ ͙͍͔͔ͨͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ 
͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͔͙͙ͫͪ MES1124M, MES2124M. 

͙́͊͋͡ͼ͊ 2.12 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 

110ς250VAC, 60/50Hz 
max 1A  

˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟. 

36ς72 VDC max 1A 
˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦcͭ ͦΎ͎ͤͤͦͦ ͭͦ͊͟ 
пуˤ 

2 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎ͙ͤΎ ͯ ͚͍ͫͭͪͦͫͭ͊ 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ - ͍ ͔͒ͯ΅͙͚ ͙͙͡ ͍͔͒ͦͣ·͚ 

Unit ID (1ς4) ˮ͙ͤ͒͊ͭͦͪ͟· ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ 

3 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-нон ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ 

4 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͍͊ͦ͒͘π
͙ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͙ͨͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͔ͫͯͤ͒͟ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͫ͋ͪͦͫ 
͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

5 [1..24] 
MES1124M 24 ͨ ͦͪͭ͊ 10/100BASE-TX (RJ-45) 

MES2124M 24 ͨ ͦͪͭ͊ 10/100/1000BASE-T (RJ-45) 

6 Link/Speed ˿͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

7 25, 26, 27, 28 
˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨͦͪͭ· млκмллκмлллBASE-T (RJ-прύ ͙ cͦͭ͡· ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ 
͙͍͔͍ͭͪ͊ͤͫͪͦ млллBase-FX/1000BASE-X Combo 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ MES1124M, MES2124M ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 11. 

 
˾͙ͫͯͤͦ͟ 11 τ MES1124M, MES2124MΣ ͊͒ͤ͘ΎΎ ͔ͨ͊ͤ͡Έ 

˹͊ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ ͔͙͙ͫͪ MES1124M, MES2124M ͔ͪ͊ͫͨͦͦ͗ͤ͡ ͋ͦͭ͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ 
͚͍ͯͫͭͪͦͫͭ͊Σ ͦ͋ͦͤ͊͘;͔ͤ ͙͍ͫͣͦͦͣ͡ (1). 

2.4.4 ˤ͔ͤ́ͤ ͙͚ ͍ ͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2208P 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͨ ͔͙͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2208P ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 12. 

 

˾͙ͫͯͤͦ͟ 12 τ MES2208PΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 
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ˤ ͙ͭ͊͋͡ͼ͔ 2.13 ͨ ͙͍͔͔ͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͙͙ͫͪ MES2208P. 

͙́͊͋͡ͼ͊ 2.13 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-нон ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

2 1,2,7,8 4 ͨ ͦͪͭ͊ 10/100/1000BASE-T (RJ-45 ͫ  ͔͚ͨͦ͒͒ͪ͗ͦ͟ PoE+). 

3 3,4,9,10 
˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨ ͦͪͭ· 10/100/1000BASE-T (RJ-45) ͙  cͦͭ͡· ͒͡Ύ ͯ ͍͙ͫͭ͊ͤͦ͟ 
͙͍͔͍ͭͪ͊ͤͫͪͦ 1000BASE-X (Combo). 

4 5,11 2 ͨ ͦͪͭ͊ 1000BASE-X. 

5 6,12 2 ͨ ͦͪͭ͊ 10/100/1000BASE-T. 

6 

Unit ID (1ς4) ˮ͙ͤ͒͊ͭͦͪ͟· ͤ ͔ͦͣͪ͊ ͯ ͚͍ͫͭͪͦͫͭ͊ ͍  ͫ ͔͔ͭ͟. 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ τ ͍ ͔͒ͯ΅͙͚ ͙ ͙͡ ͍͔͒ͦͣ·͚. 

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ ͨͦ ͔ͭͻ͎͙͙ͤͦͦ͡ PoE. 

7 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͍͊ͦ͒͘π
͙ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

8 36-72 VDC max 4A  ˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟. 

9  ˣͦͭ͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Φ 

2.4.5 ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͚ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ ͫ ͔͙͙ͪ MES2124P 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͨ ͔͙͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2124P ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 13. 

 

˾͙ͫͯͤͦ͟ 13 τ MES2124PΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

ˤ ͙ͭ͊͋͡ͼ͔ 2.14 ͨ ͙͍͔͔ͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ 
͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͙͙ͫͪ MES2124P. 

͙́͊͋͡ͼ͊ 2.14 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-нон ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

2 1ς24 24 ͨ ͦͪͭ͊ 10/100/1000BASE-T (RJ-45 ͫ  ͔͚ͨͦ͒͒ͪ͗ͦ͟ PoE+). 
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3 25ς28 
˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨͦͪͭ· 10/100/1000BASE-T (RJ-45ύ ͙ cͦͭ͡· ͒͡Ύ ͯ ͍͙ͫͭ͊ͤͦ͟ 
͙͍͔͍ͭͪ͊ͤͫͪͦ 1000BASE-X (Combo). 

4 

Unit ID (1ς4) ˮ͙ͤ͒͊ͭͦͪ͟· ͤ ͔ͦͣͪ͊ ͯ ͚͍ͫͭͪͦͫͭ͊ ͍  ͫ ͔͔ͭ͟. 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͍ͯͪͦͤΎ ͍͙͙͊͊ͪ ͚͍ͯͫͭͪͦͫͭ͊Φ 

5 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͍͊ͦ͒͘π
͙ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

6 
~150ς250VAC, 60/50Hz 
max 2A  

˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟. 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͨ ͔͙͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2124P ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 14. 

 

˾͙ͫͯͤͦ͟ 14 ς MES2124P, ͘ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ 

͙́͊͋͡ͼ͊ 2.15 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͚͊͒ͤ͘ ͨ ͔͙͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͚͊͒ͤ͘ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1  ˤ͔͙ͤͭ͡Ύͭͦͪ· ͦͻ͔͙͊͗͒ͤ͡Ύ. 

2  ˣͦͭ͡ ͒͡Ύ ͔͔͙͊ͣͤ͘͘͡Ύ ͚͍ͯͫͭͪͦͫͭ͊. 

2.4.6 ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͙ ͙͙͔ͦͨͫ͊ͤ ͔͔͚ͨ͊ͤ͡ ͯ ͚͍ͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2124F 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͔͔͚ͨͪ͒ͤ ͨ ͔͙͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2124F ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 15. 

 

˾͙ͫͯͤͦ͟ 15 τ MES2124FΣ ͔͔ͨͪ͒ͤΎΎ ͔ͨ͊ͤ͡Έ 

ˤ ͙ͭ͊͋͡ͼ͔ 2.16 ͨ ͙͍͔͔ͪ͒ͤ ͔͔ͨͪ;͔ͤΈ ͪ͊͘Ά͔͍ͣͦΣ ͍͔͙ͫͭͦ͒ͦ͒ͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·ͻ ͤ ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͙͙ͫͪ MES2124F. 
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͙́͊͋͡ͼ͊ 2.16 τ ˻ ͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡ 

Ѕ ͔͔̏ͣͤͭ͡ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ 

˻͙͙͔ͨͫ͊ͤ 

1 
~150ς250VAC, 60/50Hz 
max 2A  

˾͊͘Ά͔ͣ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͫͭͦ;͙ͤͯ͟ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟. 

2 

Power ˮ͙ͤ͒͊ͭͦͪ͟ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Status ˮ͙ͤ͒͊ͭͦͪ͟ ͫ ͦͫͭͦΎ͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Master ˮ͙ͤ͒͊ͭͦͪ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ τ ͍ ͔͒ͯ΅͙͚ ͙ ͙͡ ͍͔͒ͦͣ·͚. 

Alarm ˮ͙ͤ͒͊ͭͦͪ͟ ͍ͯͪͦͤΎ ͍͙͙͊͊ͪ ͚͍ͯͫͭͪͦͫͭ͊ . 

3 Console ˴ͦͤͫͦ͡Έͤ·͚ ͨͦͪͭ RS-нон ͒͡Ύ ͦ͊͟͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

4 F 

̅ͯͤ͟ͼ͙ͦͤ͊͡Έͤ͊Ύ ͤͦͨ͊͟͟ ͒͡Ύ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͫ͋ͪͦͫ͊ ͟ ͍͊ͦ͒͘π
͙ͫͣ͟ ͚ͤ͊ͫͭͪͦ͊ͣ͟Υ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ ͔ͨπ
͔͎ͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 
- ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͔ͫͯͤ͒͟ ͨ ͙ͪͦͫͻ͙ͦ͒ͭ 
ͫ͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

5 1ς24 24 c͡ ͦͭ͊ ͒͡Ύ ͯ ͍͙ͫͭ͊ͤͦ͟ ͭ ͙͍͔͍ͪ͊ͤͫͪͦ 1000BASE-X. 

6 25ς28 
˴ͦͣ͋ͦ-ͨͦͪͭ·Υ ͨͦͪͭ· 10/100/1000BASE-T (RJ-45ύ ͙ cͦͭ͡· ͒͡Ύ ͯ ͍͙ͫͭ͊ͤͦ͟ 
͙͍͔͍ͭͪ͊ͤͫͪͦ 1000BASE-X (Combo). 

ˤ͔ͤ΄͙͚ͤ ͍͙͒ ͔͚͊͒ͤ͘ ͨ ͔͙͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͔͙͙ͫͪ MES2124F ͨ ͙͍͔͔ͪ͒ͤ ͤ͊ ͙͔ͪͫͯͤ͟ 16. 

 

˾͙ͫͯͤͦ͟ 16 τ MES2124F, ͘ ͊͒ͤΎΎ ͨ ͔͊ͤ͡Έ 

˻͙͙͔ͨͫ͊ͤ ͪ͊͘Ά͔͍ͣͦΣ ͙͙͍ͤ͒͊ͭͦͪͦ͟ ͙ ͎͍ͦͪ͊ͤͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͚͊͒ͤ͘ ͔͙ͨ͊ͤ͡ a9{нмнпC ͙͍͔͔ͨͪ͒ͤͦ 
 ͍ͭ ͙͊͋͡ͼ͔ нΦмс. 

2.4.7 ˣ͍ͦͦ͟·͔ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ 

 

˾͙ͫͯͤͦ͟ 17 τ ˽ ͍ͪ͊͊Ύ ͍͋ͦͦ͊͟Ύ ͔ͨ͊ͤ͡Έ Ethernet-ͦͣͣͯͭ͊ͭͦͪ͊͟ 

 

˾͙ͫͯͤͦ͟ 18 τ ˶ ͔͍͊Ύ ͍͋ͦͦ͊͟Ύ ͔ͨ͊ͤ͡Έ Ethernet-ͦͣͣͯͭ͊ͭͦͪ͊͟ 
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˹͊ ͍͋ͦͦ͟·ͻ ͔ͨ͊ͤ͡Ύͻ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͪ͊ͫͨͦͦ͗ͤ͡· ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͔ͪ΄͔͙ͭ͟Σ ͦͭͦͪ͟·͔ ͫͯ͗͊ͭ͡ ͒͡Ύ 
͍ͦͭͦ͒͊ ͔ͭͨ͊͡Φ ˹͔ ͊ͪ͘͟·͍͚͔͊ͭ ͍͔͙ͤͭ͡Ύͼ͙ͦͤͤ·͔ ͍͔͙ͦͭͪͫͭΎ ͙͙ͨͦͫͭͦͪͦͤͤͣ ͔͔͙ͨͪ͒ͣͭ͊ͣΦ ̏ͭͦ ͔ͣͦ͗ͭ 
͙͍͔͙ͨͪͫͭ ͟ ͔͔͎͔͍ͨͪͪͯ ͔͍ͦͣͨͦͤͤͭͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͍·͍͊ͭ͘Έ ͤ͊ͪͯ΄͔͙ͤΎ ͍ ͔͎ͦ ͔ͪ͊͋ͦͭΦ ˾͔͔ͦͣͤ͒͊͟ͼ͙͙ ͨͦ 
͍͔ͯͫͭ͊ͤͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͪ͊ͫͨͦͦ͗ͤ͡· ͍ ͔͔ͪ͊͒͘͡ ζ͍̂ͫͭ͊ͤͦ͊͟ ͙ ͨͦ͒͟͡Ό;͔͙͔ͤηΦ  

2.4.8 ˿͍͔͍ͭͦ͊Ύ ͙ ͙ͤ͒͊͟ͼ͙Ύ 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫͦ ͍9ǘƘŜǊƴŜǘ ͙͙ͤ͒ͼ͙͔ͪͯͭͫΎ ͍͒ͯͣΎ ͍͔͙ͫͭͦ͒ͦ͒ͤ·͙ͣ ͙͙͙ͤ͒͊ͭͦͪ͊ͣ͟Σ SPEED 
Ύ͎ͤͭ͊ͪͤͦͦ ͼ͍͔ͭ͊ ͙ LINK/!/¢ ͔͔͎ͤͦͦ͘͡ ͼ͍͔ͭ͊Σ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·͙ͣ ͍͔ͦ͘͡ ͎͊͗͒ͦͦ͟ ͙ ͔ͤͭͪͺ͔͚͎ͫͤͦͦ ͪ͊͘Ά͔ͣ͊. 
˾͔͙͔͊ͫͨͦͦ͗ͤ͡ ͫ ͍͔͙͍ͭͦ͒ͦ͒ͦ ͨͦ͊͊ͤͦ͘͟ ͤ͊ ͙ͪͫͯͤ͊͟ͻ 19, 20. 

 

˾͙ͫͯͤͦ͟ 19 τ ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͪ͊͘Ά͔ͣ͊ RJ-45 

 

˾͙ͫͯͤͦ͟ 20 τ ʕ ͔ͤ΄͙͚ͤ ͍͙͒ ͪ͊͘Ά͔ͣ͊ ͫ {Ct-͙͍͔͙ͭͪ͊ͤͫͪ͊ͣ 

͙́͊͋͡ͼ͊ 2.17 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͫͦͫͭͦΎ͙ͤΎ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͙ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ 
LINK/ACT 

˿͍͔;͔͙͔ͤ ͙͙ͤ͒π
͊ͭͦͪ͊͟ {t995 

˿ͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ·͟͡Ό;͔ͤ ˤ·͟͡Ό;͔ͤ ˽ͦͪͭ ͍·͟͡Ό;͔ͤ ͙͙͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤͦ͡ 

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˤ·͟͡Ό;͔ͤ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ мл ͙͙͡ млл˸͙͋ͭκͫ 

˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˥͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ͍͔̂ͫͭ͊ͤͦͤͦ͡ ͔͙͔͙͔ͫͦ͒ͤͤ ͤ͊ ͙ͫͦͪͦͫͭ͟ мллл˸͙͋ͭκͫ 

˸͙͎͙͔͊ͤ X ˮ͔͒ͭ ͔͔ͨͪ͒͊;͊ ͒͊ͤͤ·ͻ 

ˮ͙ͤ͒͊ͭͦͪ͟· Unit ID (1-4ύ ͫͯ͗͊ͭ͡ ͒͡Ύ ͦ͋ͦͤ͊͘;͔͙ͤΎ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ  

LINK/ACT SPEED 

LINK/ACT SPEED 
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˿͙͔ͫͭͣͤ·͔ ͙͙ͤ͒͊ͭͦͪ͟·Σ ͙ͦͨͫ͊ͤͤ·͔ ͍  ͭ͊ ͙͋͡ͼ͔ ͤ ͙͔͗, ͫ ͯ͗͊ͭ͡ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͫͦͫͭͦΎ͙ͤΎ ͪ͊͋ͦͭ· 
͍ͯͦ͘͡ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

͙́͊͋͡ͼ͊ 2.18 τ ˿ ͍͔͍ͭͦ͊Ύ ͙͙ͤ͒͊͟ͼ͙Ύ ͙͔ͫͫͭͣͤ·ͻ ͙͙͍ͤ͒͊ͭͦͪͦ͟ 

˹͍͙͔͊͊ͤ͘ ͙ͤπ
͙͒͊ͭͦͪ͊͟ 

̅ͯͤ͟ͼ͙Ύ ͙͙ͤ͒͊͟π
ͭͦͪ͊ 

˿ͦͫͭͦΎ͙͔ͤ ͙͙ͤ͒͊ͭͦͪ͊͟ ˿ͦͫͭͦΎ͙͔ͤ ͚͍ͯͫͭͪͦͫͭ͊ 

Power 
˿ͦͫͭͦΎ͙͔ͤ ͙ͫͭͦ;͙ͤπ
͍ͦ͟ ͙͙ͨͭ͊ͤΎ 

ˤ·͟͡Ό;͔ͤ ˽͙͙͔ͭ͊ͤ ͍·͟͡Ό;͔ͤͦ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˽͙͙͔ͭ͊ͤ ͍͟͡Ό;͔ͤͦΣ ͤͦͪπ
ͣ͊͡Έͤ͊Ύ ͪ͊͋ͦͭ͊ ͚͍ͯͫͭͪͦͫͭ͊ 

˴ͪ͊ͫͤ·͚ 
ˢ͍͙͊ͪΎ ͊͟͟ ͙͙ͣͤͣͯͣ ͎ͦ͒ͤͦͦ 
͙͘ ͍͙ͭͦͪ;ͤ·ͻ ͙ͫͭͦ;͙͍ͤͦ͟ 
͙͙ͨͭ͊ͤΎΦ  

Status 
˿ͦͫͭͦΎ͙͔ͤ ͚ͯͫͭͪͦπ
͍ͫͭ͊ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˹ͦͪͣ͊͡Έͤ͊Ύ ͪ͊͋ͦͭ͊ ͚ͯͫͭͪͦπ
͍ͫͭ͊ 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˻ͭ͊͘͟ ͍ͯͨͪ͊͡ΎΌ΅͔͚ ͙͙͡ 
͙ͦͣͣͯͭͪͯ͟Ό΅͔͚ ;͙͊ͫͭ 
͚͍ͯͫͭͪͦͫͭ͊ 

˭͔͔ͤ͡·͚Σ ͪ͊ͫͤ͟·͚Σ ͙͎͙͔ͣ͊ͤ 

˭͎͊ͪͯ͊͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ ˹͔ 
ͤ͊ͤ͊͘;͔ͤ IP-͔͊͒ͪͫ ͙ͤ ͤ͊ 
͙ͦ͒ͤ ͙͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ 
 

Master 
˽͙ͪͤ͊͘͟ ͍͔͒ͯ΅͔͎ͦ 
͚͍ͯͫͭͪͦͫͭ͊ ͙ͨͪ ͪ͊π
͔͋ͦͭ ͍ ͔͔ͫͭ͟ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
͚͍̂ͫͭͪͦͫͭͦ Ύ͍͡Ύ͔ͭͫΎ ζ͔ͣ͊ͫͭπ
ͪͦͣη ͔ͫͭ͊͟ 

ˤ·͟͡Ό;͔ͤ 
͚͍̂ͫͭͪͦͫͭͦ ͔ͤ Ύ͍͡Ύ͔ͭͫΎ ζͣ͊π
͔ͫͭͪͦͣη ͍ ͔͔ͫͭ͟ ͙͙͡ ͔ͤ ͊͘π
͒͊ͤ ͔͙ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ 

Alarm1 
ˮ͙ͤ͒͊ͭͦͪ͟ ͍ͯͪͦͤΎ 
͍͙͙͊͊ͪ ͚͍ͯͫͭͪͦͫͭ͊ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
͚͍̂ͫͭͪͦͫͭͦ ͔ͪ͊͋ͦͭ͊ͭ ͤͦͪπ
ͣ͊͡Έͤͦ 

˻͔͍ͪ͊ͤ͗·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˹͔ͫͪͦ;ͤ͊Ύ ͍͙͊͊ͪΎ 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˴͙͙ͪͭ;͔ͫ͊͟Ύ ͍͙͊͊ͪΎ 

Battery2 
ˮ͙ͤ͒͊ͭͦͪ͟ ͫͦͫͭͦΎπ
͙ͤΎ ͊ͯͣͯ͟͟͡Ύ͚ͭͦͪͤͦ 
͔͙͋͊ͭ͊ͪ 

˭͔͔ͤ͡·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
ˢ˴ˣ ͨͦ͒͟͡Ό;͔ͤ͊Σ ͙͙͔ͨͭ͊ͤ ͍ 
͔ͤͦͪͣ 

˭͔͔ͤ͡·͚Σ ͙͎͙͔ͣ͊ͤ ˢ˴ˣ ͊ͪ͘Ύ͔͗͊ͭͫΎ 

˻͔͍ͪ͊ͤ͗·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ 
˻͍͔ͫͤͦͤͦ ͙͙͔ͨͭ͊ͤ ͦͭ͟͡Όπ
;͔ͤͦΣ ˢ˴ˣ ͪ͊ͪ͘Ύ͔͗͊ͭͫΎ 

˻͔͍ͪ͊ͤ͗·͚Σ ͙͎͙͔ͣ͊ͤ ˹͙͙͚͘͟ ͍͔ͯͪͦͤΈ ͊ͪ͘Ύ͒͊ ˢ˴ˣ 

˴ͪ͊ͫͤ·͚Σ ͎͙ͦͪͭ ͨͦͫͭͦΎͤͤͦ ˢ˴ˣ ͦͭ͟͡Ό;͔ͤ͊ 

˴ͪ͊ͫͤ·͚Σ ͙͎͙͔ͣ͊ͤ 
ˢ͍͙͊ͪΎ ˾́ˣ όͪ͊ͫͼ͔͙͔ͨͭ͡Ύ 
ͭͦ͊͟ ͔͙͋͊ͭ͊ͪύ 

 

ˤ ͭͦͣ ͫͯ͡;͔͊Σ ͎ͦ͒͊͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͪ͊͋ͦͭ͊ͭ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣ ͔͋͘ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΣ 
͙͙ͤ͒͊ͭͦͪ͟· Master ͙  Unit ID ͍ ·͟͡Ό;͔ͤ·Φ 

                                                      
1 ˮ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͭͦ͡Έͦ͟ ͍ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͔͙͙ͫͪ MES2208P, MES2124P 
2 ˮ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͭͦ͡Έͦ͟ ͍ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͔͙͙ͫͪ a9{ммнпa.Σ MES2124MB 
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2.5 ˴͔ͦͣͨͭ͟͡ ͍͙ͨͦͫͭ͊͟ 

ˤ ͍͋͊ͦ͘·͚ ͔ͦͣͨͭ͟͟͡ ͍͙ͨͦͫͭ͊͟ ͍ͻͦ͒ΎͭΥ 

- Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟Τ 

- ̊ͤͯͪ ͙͙ͨͭ͊ͤΎ ˩͍͍͙ͪͦ͊͟͡-˿мо мΦуͣ όͭͦ͡Έͦ͟ ͒͡Ύ ͔͔͚ͣͦ͒͡ a9{ммнпa !/Σ a9{ммнпa.Σ 
MES1124M rev.B AC, MES2124M AC, MES2124MB, MES2124F, MES2124P) 

- ̊ͤͯͪ ͙͙ͨͭ͊ͤΎ ˽ˤ˿ нͻмΦр нͣ όͭͦ͡Έͦ͟ ͒͡Ύ ͔͔͚ͣͦ͒͡ a9{ммнпa 5/Σ a9{ммнпa ǊŜv.B DC, 
MES2124M DC) 

- ˴ͦ ͔ͣͨͭ͟͡ ͔͔ͪͨ͗͊͟ ͍ ͚ͫͭͦͯ͟Τ 

- ˽͊ͣΎͭ͊͟ ͦ ͔͒ͦͯͣͤͭ͊͟ͼ͙͙; 

- ˿͔͙ͪͭͺ͙͊ͭ͟ ͍͔͍͙ͫͦͦͭͭͫͭΎΤ 

- ˽͊ͫͨͦͪͭΦ 

˽ͦ ͊͊ͯ͘͘͟ ͔ͨͦͯͨ͊ͭ͟͡Ύ ͍ ͔ͦͣͨͭ͟͟͡ ͍͙ͨͦͫͭ͊͟ ͦͨͼ͙ͦͤ͊͡Έͤͦ ͎ͣͦͯͭ ͋·ͭΈ ͍͟͡Ό;͔ͤ·Υ 

- ˾͍͍ͯͦͦ͒ͫͭͦ͟ ͨͦ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ͤ͊ /5-͙͔͒ͫ͟Τ 

- ˴ͦͤͫͦ͡Έͤ·͚ ͔͊͋͟͡ΈΤ 

- SFP-͙͍͔ͭͪ͊ͤͫͪ·Φ 
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3 ̂˿́ˢ˹˻ˤ˴ˢ ˮ ˽ ˻˨˴˶̑̉˩˹ˮ˩ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͨͪͦͼ͔͒ͯͪ· ͍͙ͯͫͭ͊ͤͦ͟ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͍  ͚ͫͭͦͯ͟ ͙  ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͙ͨͭ͊π
Ό΅͔͚ ͔͙ͫͭΦ 

3.1 ˴͔͔͙͔ͪͨͤ͡ ͪͦͤ͟΄͔͚͍ͭͤͦ 

ˤ ͔ͦͣͨͭ͟͟͡ ͍͙ͨͦͫͭ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ͻͦ͒Ύͭ ͪͦͤ͟΄͔͚ͭͤ · ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͍ ͚ͫͭͦͯ͟ ͙ ͍͙ͤͭ· ͒͡Ύ ͔͔ͪͨ͟͡π
͙ͤΎ ͪͦͤ͟΄͔͚ͭͤ ͍ͦ ͟ ͦͪͨͯͫͯ͟ ͚͍ͯͫͭͪͦͫͭ͊Φ ˨͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͪͦͤ͟΄͔͚͍ͭͤͦΥ 

 

˾͙ͫͯͤͦ͟ 21 τ ˴ ͔͔͙͔ͪͨͤ͡ ͪͦͤ͟΄͔͚͍ͭͤͦ 

1. ˿͍͔͙͔ͦͣͫͭͭ ͙ͭͪ ͍͔͙ͦͭͪͫͭΎ ͒͡Ύ ͍͙͍ͤͭͦ ͤ͊ ͪͦͤ͟΄͔͚ͭͤ ͔ ͫ ͙͙ͭ͊ͣ͟ ͔͗ ͍͔͙ͦͭͪͫͭΎ͙ͣ ͤ͊ ͋ͦͦ͟π
͍͚ͦ ͔͙ͨ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 

2. ˿ ͨͦͣͦ΅ΈΌ ͍͔͙ͦͭͪͭ͟ ͙͔͙͔ͨͪͪͨͭ͟ ͪͦͤ͟΄͔͚ͭͤ  ͍͙ͤ ͙ͭ͊ͣ ͟ ͦͪͨͯͫͯ͟Φ 
3. ˽͍͙͔ͦͭͦͪͭ ͔͚͍͙͒ͫͭΎ мΣ н ͒͡Ύ ͍͎ͭͦͪͦͦ ͪͦͤ͟΄͔͚ͭͤ ͊Φ  

3.2 ͍̂ͫͭ͊ͤͦ͊͟ ͯ ͚͍ͫͭͪͦͫͭ͊ ͍ ͚ͫͭͦͯ͟ 

˨͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͚ͫͭͦͯ͟Υ 

1. ˽͙͙͔ͪͦ͗ͭ͡ ͚͍ͯͫͭͪͦͫͭͦ ͟ ͍͔͙ͪͭ͊͟͡Έͤ·ͣ ͍ͤ͊ͨͪ͊͡ΎΌ΅͙ͣ ͚͙ͫͭͦ͟Φ 
2. ˿͍͔͙͔ͦͣͫͭͭ ͍͔͙ͦͭͪͫͭΎ ͪͦͤ͟΄͔͚ͭͤ ͍ͦ ͫ ͍͔͙ͦͭͪͫͭΎ͙ͣ ͤ͊ ͍ͤ͊ͨͪ͊͡ΎΌ΅͙ͻ ͚͙ͫͭͦ͟Φ ˮͫͨͦ͡Έπ
͚͔ͯͭ͘ ͍͔͙ͦͭͪͫͭΎ ͍ ͍ͤ͊ͨͪ͊͡ΎΌ΅͙ͻ ͤ͊ ͦ͒ͤͦͣ ͍͔ͯͪͦͤ ͫ ͔͙ͦ͋ͻ ͫͭͦͪͦͤ ͚͙ͫͭͦ͟Σ ͒͡Ύ ͎ͭͦͦ ;ͭͦ͋· 
͚͍ͯͫͭͪͦͫͭͦ ͎ͪ͊ͫͨͦ͊͊ͦͫ͡͡Έ ͎͙ͦͪͦͤͭ͊͘͡ΈͤͦΦ 

3.  ˿  ͨͦͣͦ΅ΈΌ ͍͔͙ͦͭͪͭ͟ ͙͔͙͔ͨͪͪͨͭ͟ ͟ ͦͣͣͯͭ͊ͭͦͪ ͟  ͚͔ͫͭͦ͟ ͍ ͙͙ͤͭ͊ͣ. 
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˾͙ͫͯͤͦ͟ 22 τ ̂ ͍ͫͭ͊ͤͦ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͚ͫͭͦͯ͟ 

˹͊ ͙͔ͪͫͯͤ͟ 23 ͨ ͙͍͔͔ͪ͒ͤ ͙͔ͨͪͣͪ ͔ͪ͊ͣ͘΅͔͙ͤΎ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ ͚͔ͫͭͦ͟. 

 

˾͙ͫͯͤͦ͟ 23 τ ˾ ͔͊ͣ͘΅͔͙͔ͤ ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ ͍  ͚͔ͫͭͦ͟ 

˸͙͙ͤͣ͊͡Έ͔ͤͦ ͪ ͊ͫͫͭͦΎ͙͔ͤ ͔ͣ͗͒ͯ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ ͨͦ ͍·͔ͫͦͭ τ ͤ ͔ ͔͔͔ͣͤ 1U. 

˽͙ͪ ͍͔ͯͫͭ͊ͤͦ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍͙͙͋͘͡ ͙͍ͨͪ͋ͦͪͦ ͫ ͍ͨͦ·΄͔ͤͤ·ͣ ͔͍ͭͨͦ͡·͔͔͙͔͒ͤͣ͡ ͪ͊ͫͫͭͦΎ͙͔ͤ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍͔͙ͯ͡;͙ͭΈΦ 
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3.3 ˽ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͟ MES1124MB, MES2124MB  

˽ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͔ͣ͒ͤ·ͣ ͍ͨͪͦͦ͒ͦͣ ͔ͫ;͔͙͔ͤͣ ͔ͤ ͔͔͔ͣͤ л,р ͣͣ2Φ ˽͙ͪ ͨͦ͒͟͡Όπ
;͔͙͙ͤ ˢ˴ˣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͫͦ͋͡Ό͒͊ͭΈ ͨͦ͡ΎͪͤͦͫͭΈ. 

 

˾͙ͫͯͤͦ͟ 24 τ ˽ ͦ͒͟͡Ό;͔͙͔ͤ ˢ˴ˣ ͟ ͚͍ͯͫͭͪͦͫͭͯ 

3.4 ͍̂ͫͭ͊ͤͦ͊͟ ͙ ͔͙͔ͯ͒͊ͤ͡ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦΦ 

 

͍̂ͫͭ͊ͤͦ͊͟ ͙ͦͨͭ;͔͙ͫ͟ͻ ͔͚ͣͦ͒ͯ͡ ͔ͣͦ͗ͭ ͙͍͙ͨͪͦͦ͒ͭ͘ΈͫΎ ͊͟͟ ͙ͨͪ ͍·͟͡Ό;͔ͤͤͦͣΣ ͭ͊͟ ͙ ͙ͨͪ 
͍͟͡Ό;͔ͤͤͦͣ ͚͍͔ͯͫͭͪͦͫͭΦ 

1. ˤ͍ͫͭ͊Έ͔ͭ ͍͔ͪͻ͙͚ͤ SFP-ͣͦ͒ͯ͡Έ ͍ ͫͦ͡ ͭͦ ͭͪ͟·͚ͭͦ ;͊ͫͭΈΌ ͪ͊͘Ά͔ͣ͊ ͍͙ͤ͘Σ ͊ ͙͙͚ͤ͗ͤ SFP-ͣͦπ
͒ͯ͡Έ ͦͭͪ͟·͚ͭͦ ;͊ͫͭΈΌ ͪ͊͘Ά͔ͣ͊ ͍͍͔ͪͻΦ  

 

˾͙ͫͯͤͦ͟ 25 τ ̂ ͍ͫͭ͊ͤͦ͊͟ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 

2. ˹͍͙͔͊͒͊ͭ ͤ͊ ͣͦ͒ͯ͡ΈΦ ˴͎ͦ͒͊ ͦͤ ͍͔ͫͭ͊ͤͭ ͤ͊ ͔ͣͫͭͦΣ ͍· ͯͫ͡·΄͙͔ͭ ͻ͔͊ͪ͊ͭͪͤ͟·͚ ΅͔͡;ͦ͟Φ 

 

˾͙ͫͯͤͦ͟ 26 τ ̂ ͍͔ͫͭ͊ͤͦͤͤ͡·͔ {Ct-͙͍͔ͭͪ͊ͤͫͪ· 
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˨͡Ύ ͔͙ͯ͒͊ͤ͡Ύ ͙͍͔ͭͪ͊ͤͫͪ͊Υ 

1. ˻͚͔ͭͪͦͭ͟ ͊͘΅͔ͯ͟͡ ͣͦ͒ͯ͡ΎΦ 

 

˾͙ͫͯͤͦ͟ 27 τ ˻ ͭͪ͟·͙͔ͭ ͊͘΅͔͙͟͡ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 

2. ˮ͍͔͙͔ͭ͘͟͡ ͣͦ͒ͯ͡Έ ͙͘ ͫͦͭ͊͡Φ 

 

˾͙ͫͯͤͦ͟ 28 τˮ͍͔͘͡;͔͙͔ͤ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦ 

3.5 ˽ͦ͒͟͡Ό;͔͙͔ͤ ͨ ͙ͭ͊Ό΅͔͚ ͔͙ͫͭ 

˽ͦͪΎ͒ͦ͟ ͍͙ͯͫͭ͊ͤͦ͟ ͚͍ͯͫͭͪͦͫͭ͊Υ 

1. ˿͙͍ͣͦͤͭͪͦ͊ͭΈ ͚͍ͯͫͭͪͦͫͭͦΦ ˤ ͫͯ͡;͔͊ ͍ͯͫͭ͊ͤͦ ͙͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ мфέ ͙͍ͦͤͫͭͪͯͭ͟͟Σ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ 
͙͔͙ͨͪͪͨͭ͟Έ ͟  ͔ͤͣͯ ͪͦͤ͟΄͔͚ͭͤ ·Σ ͍ͻͦ͒Ύ΅͙͔ ͍ ͔ͦͣͨͭ͟͟͡ ͚͍ͯͫͭͪͦͫͭ͊ όͫͣΦ ͨκͨ оΦмύ. 

2. ˭͔͙͊ͣͭ͘͡Έ ͦͪͨͯͫ͟ ͚͍ͯͫͭͪͦͫͭ͊Φ ̏ͭͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔͔ͨͪ͗͒Σ ;͔ͣ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͋ͯπ
͔͒ͭ ͨͦ͒͟͡Ό;͔ͤ͊ ͙ͨͭ͊Ό΅͊Ύ ͔ͫͭΈΦ ˭͔͔͙͔͊ͣͤ͘͡ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·ͨͦͤ͡ΎͭΈ ͙͙͍ͦͪͦ͊ͤͤ͘͡·ͣ 
͎͙ͣͤͦͦ͗͡Έͤ·ͣ ͍ͨͪͦͦ͒ͦͣΦ ͚͍̂ͫͭͪͦͫͭͦ ͔͔͙͊ͣͤ͘͘͡Ύ ͙ ͔ͫ;͔͙͔ͤ ͔͊ͣ͘͘͡ΎΌ΅͔͎ͦ ͍ͨͪͦͦ͒͊ 
͒ͦ͗ͤ͡· ͍͔͍͍ͫͦͦͭͭͫͭͦ͊ͭΈ ͔͍͙ͭͪ͋ͦ͊ͤΎ͙ͣ ˽ͪ ͍͙͊͊ͣ͡ ͚͍ͯͫͭͪͦͫͭ͊ Ή͔͍ͭͪͦͯͫͭ͊ͤͦͦ͟͟͡ ό˽̂̏). 

 
˽ͦ͒͟͡Ό;͔͙͔ͤ ͒ͦ͗ͤͦ͡ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͍͙͊͟͡ͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͣ ͔ͫͨͼ͙͙͊ͫͭͦͣ͡Φ 

  
3. ˩͙ͫ͡ ͔͎͔ͨͪ͒ͨͦ͊͊ͭͫ͡Ύ ͨͦ͒͟͡Ό;͔͙͔ͤ ͦͣͨ͟ΈΌ͔ͭͪ͊ ͙͙͡ ͙͎ͤͦͦ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͟ ͦͤͫͦ͟͡Έͤͦͣͯ 
ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ Ήͭͦ ͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͔ͭ͊͗͟ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͔ͤ͊͒͗ͤͦ ͔͔͊ͣͤͦ͘͘͡Φ 

4. ˽ͦ͒͟͡Ό;͙͔ͭ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͔͊͋͟͡Έ ͙͙ͨͭ͊ͤΎΦ ˤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͦͣͨͭ͊͟͟͡ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊Σ 
͙͙͔ͨͭ͊ͤ ͔ͣͦ͗ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͦͭ ͔͙ͫͭ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ͙͋ͦ͡ ͦͭ ͔͙ͫͭ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟Φ 
˽͙ͪ ͨͦ͒͟͡Ό;͔͙͙ͤ ͔͙ͫͭ ͔͔͔͎ͨͪͣͤͤͦͦ ͭͦ͊͟ ͔͔ͫ͒ͯͭ͡ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͊͋͟͡ΈΣ ͍ͻͦ͒Ύ΅͙͚ ͍ ͦͣ͟π
͔ͨͭ͟͡ ͚͍ͯͫͭͪͦͫͭ͊Φ ˽͙ͪ ͨͦ͒͟͡Ό;͔͙͙ͤ ͟ ͔͙ͫͭ ͨͦͫͭͦΎ͎ͤͤͦͦ ͭͦ͊͟ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͍ͨͪͦͦ͒ ͔ͫ;͔π
͙͔ͤͣ ͔ͤ ͔͔͔ͣͤ м ͣͣ2. 
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ˤͦ ͙͔͙͔͋͗͊ͤ͘ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͎ͦͪͦͭͦͦ͟͟ ͊ͣ͘·͙͊ͤ͟Ύ ͙ͨͪ ͨͦ͒͟͡Ό;͔͙͙ͤ ͟ ͔͙ͫͭ ͨͦͫͭͦΎͤπ
͎ͤͦͦ ͭͦ͊͟ ͔͔͔ͪͦͣͤ͒ͯͭͫ͟Ύ ͙͍͔͙ͨͪͦͫͭ͘ ͊͘;͙ͫͭͯ͟ ͍ͨͪͦͦ͒͊ ͤ͊ ͙͒ͤͯ͡ ф ͣͣΦ 

 

͔̇ͨΈ ͙͙ͨͭ͊ͤΎ ͨͦͫͭͦΎͤͤ·ͣ ͭͦͦͣ͟ ͒ͦ͗ͤ͊͡ ͔ͫͦ͒ͪ͗͊ͭΈ ͚͍ͯͫͭͪͦͫͭͦ ͦͭ͟͡Ό;͔͙ͤΎ ͙͙ͨͭ͊ͤΎ ͫ 
ͺ͙͙͘;͔͙ͫͣ͟ ͪ͊͘Ά͔͙͔͙͔͒ͤͤͣ ͔͙͔͙ͫͦ͒ͤͤΎ ό͍·͟͡Ό;͔͊ͭ͡ΈΣ ͪ͊͘Ά͔ͣΣ ͦͤͭ͊ͭͦͪ͟͟Σ ͍͙͊ͭͦͣ͊ͭπ
;͔͙͚ͫ͟ ͍·͟͡Ό;͔͊ͭ͡Έ ͙ ͭΦͨΦύΦ 

 

5. ˤ͟͡Ό;͙ͭΈ ͙͙͔ͨͭ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͔͙ͯ͋͒ͭΈͫΎ ͍ ͍͙͙ͦͭͫͯͭͫͭ ͍͙͚͊͊ͪ ͨͦ ͫͦͫͭͦΎ͙ͤΌ ͙͙ͤ͒͊ͭͦ͟π
͍ͪͦ ͤ͊ ͔͔͔͚ͨͪ͒ͤ ͔͙ͨ͊ͤ͡Φ 

6. ͔͙̂͋͒ͭΈͫΎΣ ;ͭͦ ͙͙ͤ͒͊ͭͦͪ͟ Power ͎͙ͦͪͭ ͔͔ͤ͘͡·ͣ ͼ͍͔ͭͦͣΣ ͙͙ͤ͒͊ͭͦͪ͟ Battery ͙͎͔ͣ͊ͭ ͔͔͘͡π
ͤ·ͣ ͼ͍͔ͭͦͣΣ ͔͙ͫ͡ ˢ˴ˣ ͨͦ͒͟͡Ό;͔ͤ͊Σ ͙͙͡ ͎͙ͦͪͭ ͪ͊ͫͤ͟·ͣ ͼ͍͔ͭͦͣΣ ͔͙ͫ͡ ˢ˴ˣ ͔ͤ ͨͦ͒͟͡Όπ
;͔ͤ͊1. 

                                                      
1 ˽ ͙͔͙ͪͣͤͣͦ ͒͡Ύ MES1124MB ͙  MES2124MB 
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4 ˤ˴˶̑̉˩˹ˮ˩ ̂˿́˾˻˯˿́ˤˢΣ ˹ˢ̉ˢ˶̎˹˻˩ ˴˻˹̅ˮ˥̂˾ˮ˾˻ˤˢ˹ˮ˩. 

˴ͦͣͣͯͭ͊ͭͦͪ ͦͫͤ͊΅͔ͤ ͦͤͫͦ͟͡Έͤ·ͣ ͨͦͪͭͦͣΣ ͦͭͦͪ͟·͚ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͒ͦͫͭͯͨ ͟ ͙͎͙͔͒͊ͤͦͫͭ͟Σ ͍ͯͨͪ͊π
͔͙ͤ͡Ό ͙ ͙͙͎ͣͦͤͭͦͪͤͯ ͚͍ͯͫͭͪͦͫͭ͊Φ ˤ Ήͭͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͦͤͫͦ͟͡Έ͎ͤͦͦ ͨͦͪͭ͊ ͚͍ͯͫͭͪͦͫͭ͊ 
͙ ͨͪͦͼ͔͒ͯͪ· ͤ͊;͊͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

4.1 ˹͚͊ͫͭͪͦ͊͟ ͔͙ͭͪͣͤ͊͊͡ 

˨͡Ύ ͍ͫΎ͙͘ ͫ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ;͔͔ͪ͘ ͦͤͫͦ͟͡Έͤ·͚ ͨͦͪͭ ͤ͊ ͦ͟ ͣͨΈΌ͔͔ͭͪ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͊ͨͯͫͭͭ͘Έ 
͎ͨͪͦͪ͊ͣͣͯ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ όHyperTerminal, TeraTerm, Minicomύ ͙ ͙͍͔͙ͨͪͦͫͭ͘ ͔ͫ͒ͯ͡Ό΅͙͔ 
͚͙ͤ͊ͫͭͪͦ͟Υ  

1. ˤ·͋ͪ͊ͭΈ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͚ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͨͦͪͭ ͟ ͦͣͨΈΌ͔ͭͪ͊.  
2. ͍͙̂ͫͭ͊ͤͦͭΈ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ τ 115200 ͋ ͦ͒Φ 
3. ˭͊͒͊ͭΈ ͺͦͪͣ͊ͭ ͒͊ͤͤ·ͻΥ у ͋ ͙ͭ ͒͊ͤͤ·ͻΣ м ͍ͫͭͦͨͦ·͚ ͙͋ͭΣ ͔͋͘ ͦͤͭͪͦ͟͡Ύ ;͔͙ͭͤͦͫͭΦ 
4. ˻ͭ͟͡Ό;͙ͭΈ ͔͊ͨͨ͊ͪ͊ͭͤͦ ͙ ͎͔ͨͪͦͪ͊ͣͣͤͦ ͍͔͙͔ͯͨͪ͊ͤ͡ ͨͦͭͦͦͣ͟ ͒ ͊ͤͤ·ͻΦ 
5.  ˭ ͊͒͊ͭΈ ͔͙ͪ͗ͣ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ VT100 ό͎͙͔ͣͤͦ ͔͙ͭͪͣͤ͊͡Έͤ·͔ ͎ͨͪͦͪ͊ͣͣ· ͙ͫͨͦ͡Έͯ͘Όͭ 
͒͊ͤͤ·͚ ͔͙ͪ͗ͣ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡ ͍ ͊͟;͔͍͔ͫͭ ͔͙ͪ͗ͣ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌύ. 

4.2 ˤ͟͡Ό;͔͙͔ͤ ͚͍ͯͫͭͪͦͫͭ͊ 

˽͎͍͙ͦ͒ͦͭͦͭΈ ͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͟ ͔ͪ͊͋ͦͭ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͭ ͔͍͙ͪ͋ͦ͊ͤΎ͙ͣ ͔ͪ͊͒͊͘͡ оΦ 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙͔͙͔ͫͦ͒ͤͤ ͙ͦͤͫͦ͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ όͨͦͪͭ ζconsoleηύ ͫ ͪ͊͘Ά͔ͣͦͣ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͎ͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͨ͟ΈΌ͔ͭͪ͊Σ ͤ͊ ͦͭͦͪͦͣ͟ ͍͔ͯͫͭ͊ͤͦͤͦ͡ ͎͔ͨͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ Ήͣͯ͡Ύͼ͙͙ ͔͙ͭͪͣͤ͊͊͡Φ 

ˤ͟͡Ό;͙ͭΈ ͦͣͣͯͭ͊ͭͦͪ͟Φ ˽͙ͪ ͊͗͒ͦͣ͟ ͍͟͡Ό;͔͙͙ͤ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͨͪͦͼ͔͒ͯͪ͊ ζ͔͙͍͙ͭͫͭͪͦ͊ͤΎ ͙͔ͫͫͭͣ· 
͙ͨͪ ͍͟͡Ό;͔͙͙ͤη όth{¢ύΣ ͦͭͦͪ͊͟Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔͙ͦͨͪ͒ͭ͡Έ ͪ͊͋ͦͭͦͫͨͦͫͦ͋ͤͦͫͭΈ ͚͍ͯͫͭͪͦͫͭ͊ ͔͔ͨͪ͒ ͎͚͊ͪͯͦ͘͘͟ 
͍͚ͦͫͤͦͤͦ ͎ͨͪͦͪ͊ͣͣ·Φ  

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͻͦ͒͊ ͍·͔͙ͨͦͤͤ͡Ύ ͨͪͦͼ͔͒ͯͪ· POST ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Υ 

Boot1 Checksum Test...............................PASS  

Boot2 Checksum Test...............................PASS  

Flash Image Validation Test................. ......PASS  

 

BOOT Software Version 0.0.0.3 Built  23 - Feb- 2011  17:40:14  

 

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.  

I - Cache 16 KB. D - Cache 16 KB. L2 Cache 256 KB. Cache Enabled.  

 

MAC Address   :  02:11:12:13:14:27.  

 

Autoboot in 2 seconds -  press RETURN or Esc. to abort and enter prom.  

˿ͨͯͫͭΎ ͍͔͒ ͔ͫͯͤ͒͟· ͔ͨͦͫ͡ ͍͔͊ͪ͘΄͔͙ͤΎ ͨͪͦͼ͔͒ͯͪ· th{¢ ͤ͊;͙͔ͤ͊ͭͫΎ ͍͎͊ͭͦ͊ͪͯ͊͘͘͟ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˨͡Ύ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͨͪͦͼ͔͒ͯͪ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔͍͙͔ͫͪͫͤͦ ͔ͣͤΌΣ 
͍͚͙ͦͭ ͍ ͔ͦͭͦͪͦ͟ ͣͦ͗ͤͦ, ͔͍͍ͨͪͪ͊ ͎͊ͪͯͯ͘͘͟ ͙͔ͤ͊͗͊ͭͣ ͍͙͊͟͡΄͙ <Esc> ͙͙͡ <Enter> ͍ ͔ͭ;͔͙͔ͤ Ή͎ͭͦͦ 
͍͔͔͙ͪͣͤΦ ˻͙͙͔ͨͫ͊ͤ ͍͔͚ͦͣͦ͗ͤͦͫͭ͘ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ ͔͍͙ͫͪ͒ͫͭ͊ͣ ͔͍͙͎ͫͪͫͤͦͦ ͔ͣͤΌ 
͔͍͔ͨͪ͒ͫͭ͊ͤͦ͡ ͍ ͔͔ͪ͊͒͘͡ 6. 
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˽͙͔ͪͣͪ ͒͊͡Έ͔͚ͤ΄͔͚ ͎͙͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ  

Preparing  to  decompress ...  

 100% 

Decompressing SW from image - 2 

 100% 

 

OK 

Running from RAM...  

 

*******************************************************************  

*** Running  SW  Ver. 1.0.18  Date  23 - Nov- 2011  Time  18:14:56 ***  

*******************************************************************  

 

HW version is V00  

Base Mac address is: 02:11:12:13:14:27  

Dram size is  : 128M bytes  

Dram first block size is  : 98304K bytes  

Dram first PTR is  : 0x1C00000  

Dram second block size is  : 4096K bytes  

Dram second PTR is  : 0x7C00000  

Flash size is: 16M  

23- Nov- 2011 18:15:04 %CDB - I - LOADCONFIG: Loading running configuration.  

23- Nov- 2011 18:15:04 %CDB - I - LOADCONFIG: Loading startup configuration.  

The monitor is activated w ith Trace Enabled.  

It will be automatic enabled after system reset also.  

Device configuration:  

Slot 1 -  Eltex MES - 2124  

Device 0: GT_98DX1035 (AlleyCat)  

 

------------------------------------  

--  Unit Standalone                --  

----------------------------- -------  

 

23- Nov- 2011 18:15:16 %Entity - I - SEND- ENT- CONF- CHANGE- TRAP: entity configuration 

change trap.  

Tapi Version: v1.9.5  

Core Version: v1.9.5  

23- Nov- 2011 18:15:29 %INIT - I - InitCompleted: Initialization task is completed  

 

23- Nov- 2011 18:15:41 %SNMP - I - CDBITEMSNUM: Number of running configuration items 

loaded: 12  

 

23- Nov- 2011 18:15:41 %SNMP - I - CDBITEMSNUM: Number of startup configuration items 

loaded: 12  

 

 

 

console>  

23- Nov- 2011 18:15:43 %LINK - W- Down:  fa1/0/1  

23- Nov- 2011 18:15:43 %LINK - W- Down:  fa1/0/2  

23- Nov- 2011 18:15:43 %LINK - W- Down:  fa1/0/3  

23- Nov- 2011 18:15:43 %LINK - W- Down:  fa1/0/4  

23- Nov- 2011 18:15:43 %LINK - W- Down:  fa1/0/5  

23- Nov- 2011 18:15:43 %LINK - W- Down:  fa1/0/6  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/7  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/8  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/9  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/10  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/11  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/12  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/13  

23- Nov- 2011 18:15:44 %LI NK- W- Down:  fa1/0/14  

23- Nov- 2011 18:15:44 %LINK - W- Down:  fa1/0/15  

23- Nov- 2011 18:15:45 %LINK - W- Down:  fa1/0/16  

23- Nov- 2011 18:16:31 %SYSLOG - N- LOGGING: Logging started.  

23- Nov- 2011 18:17:51 %INIT - I - Startup: Warm Startup  

˽͔ͦͫ͡ ͔ͯͫͨ΄͚ͤͦ ͎͙͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔ͤ ͦ͋ͻ͙ͦ͒ͣͦ ͍͍͔͙ͫͭ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙  ͨ͊ͪͦ͡Έ.  



 

40         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

 

͚͍̂ͫͭͪͦͫͭͦ ͍ͨͦͫͭ͊͡Ύ͔ͭͫΎ ͙͍͙͔͔ͨͪͦͦ͒ͭͣ͘͡ ͫ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Σ 
͍͔ͯͫͭ͊ͤͦͤͤ͡·͙ͣ ͍ ͤ͊;͊͡Έ͔ͤͦ ͫͦͫͭͦΎ͙͔ͤΦ  

˽͙ͪ Ήͭͦͣ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͨ͊ͪͦ͡Έ ͔ͤ ͘ ͊͒͊ͤ· ͙ ͔ͤ ͊ͨͪ͊͘΄͙͍͊ΌͭͫΎ ͙͔͚ͫͫͭͣͦΦ  

˽͔ͦͫ͡ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͍ ͙ͦͤͫͦ͟͡ ͨͦΎ͍͙ͭͫΎ ͙͔͔ͫͫͭͣͤͦ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ CLI: 

console >  

 

˨͡Ύ ͋·͎ͫͭͪͦͦ ͍·͍ͦ͊͘ ͍͙ͫͨͪ͊͟ ͦ ͒ͦͫͭͯͨͤ·ͻ ͦͣ͊ͤ͒͊͟ͻ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͙ͦͣ͋ͤ͊͟ͼ͙Ό ͍͙͊͟͡΄ 
ζSHIFTη ͙ ζ?η. 

4.3 ˽ͦͪΎ͒ͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˽͔͔ͪ͗͒ ;͔ͣ ͙͙ͨͪͫͭͯͨͭΈ ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΌΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͔ͣͭΈ ͔ͫ͒ͯ͡Ό΅ͯΌ ͙͙ͣͤͣ͊͡ΈͤͯΌ 
͙ͤͺͦͪͣ͊ͼ͙Ό: 

ï ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ τ ͊ ͍ͭͦͤͦͣͤ·  ͚͙ ͙͡ ͍ ͔͔ͫͭ͟; 

ï IP-͔͊͒ͪͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͍͔͙ͯͨͪ͊ͤ͡Ό ͦͣͣͯͭ͊ͭͦͪͦͣ͟Τ 

ï ˸͊ͪ΄ͪͯͭ ͨͦ ͯͣͦ͡;͙͊ͤΌ; 

ï ˭ͤ͊;͔͙͔ͤ ͙ͣ͊ͫ͟ ͔ͨͦ͒ͫͭ.͙ 

 ʕ ͔͍ͨͪͯΌ ͦ;͔͔ͪ͒Έ ͙ ͔͙ͫ͡ Ήͭͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦΣ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ ͔͙ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ. 
˴ͦͣͣͯͭ͊ͭͦͪ· ͎ͦͭͪͯ͗͊ΌͭͫΎ ͙͍͙͔͔ͨͪͦͦ͒ͭͣ͘͡ ͔ͤ͊ͫͭͪͦͤͤ·͙ͣ ͒͡Ύ ͍͎͊ͭͦͤͦͣͤͦͦ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ·Φ 

˩͙ͫ͡ ͦͣͣͯͭ͊ͭͦͪ͟ Ύ͍͡Ύ͔ͭͫΎ ͫ͊ͣͦͫͭͦΎ͔ͭ͡Έͤ·ͣ ͚͍ͯͫͭͪͦͫͭͦͣ ͙͙͡ ͍͔͒ͯ΅͙ͣ ͚͍ͯͫͭͪͦͫͭͦͣ ͍ ͔͔ͫͭ͟Σ ͭͦ 
͒ͦ͗ͤͦ͡ ͋·ͭΈ ͍·͔ͨͦͤͤͦ͡ ͔͎ͦ ͤ͊;͊͡Έ͔ͤͦ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ, ͍ ͻ͔ͦ͒ ͎ͦͭͦͪͦͦ͟ ͒ͦ͗ͤ͡· ͋·ͭΈ 
͎͍͔ͨͦ͒ͦͭͦͤ͡· ͙͔ͤͭͪͺ͔͚ͫ· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ ͙ ͔ͤ͊ͫͭͪͦͤ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͚ ͍͔ͯͪͦͤΈ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘. 

˿͔͒ͯ͡Ό΅͙ͣ ΄͎͊ͦͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͒ͭ͊͡Έͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͙͔ͫͫͭͣ· 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͍͟͡Ό;͊Ό΅͊Ύ ͚ͤ͊ͫͭͪͦͯ͟ ͨͪͦͼ͔͒ͯͪ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͍͔͙͙ͯͨͪ͊ͤ͡ 
͚͍ͯͫͭͪͦͫͭͦͣΦ 

 

˽͔ͦͫ͡ ͍͔͔͙ͤͫͤΎ ͡Ό͋·ͻ ͙͔͔͙͚ͣͤͤ͘ ͍ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͚͍ͯͫͭͪͦͫͭ͊ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͒͊ͭ͡Έ ͫͦπ
ͻ͔͙͔ͪ͊ͤͤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ Ή͔͎͔͍͙͙͚ͤͪͦͤ͊ͫͣͦ͘ ͨ͊ͣΎ͙ͭ ͒ͦ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ ˨͡Ύ 
ͫͦͻ͔͙ͪ͊ͤͤΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͦͣ͊ͤ͒͟:ͯ  

console # write  

4.3.1 ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ  

͚͍̂ͫͭͪͦͫͭͦ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͍ ͍͒ͯͻ ͔͙ͪ͗ͣ͊ͻ τ ͍͊ͭͦͤͦͣͤͦͣ ͙ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΦ ˤ ͔͙͔ͪ͗ͣ 
͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ ͔ͤͫͦ͟͡Έͦ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͎ͣͦͯͭ ͋·ͭΈ ͦ͋Ά͔͙͔͒ͤͤ· ͍ ͔ͫͭ͟ ͙ ͺͯͤ͟ͼ͙͙͍ͦͤͪͦ͊ͭΈ ͊͟͟ ͔͙͔͒ͤͦ 
͚͍ͯͫͭͪͦͫͭͦΦ ˽ͦ ͯͣͦ͡;͙͊ͤΌ ͦͣͣͯͭ͊ͭͦͪ͟· ͪ͊͋ͦͭ͊Όͭ  ͍ ͔͙͔ͪ͗ͣ ͍͎͊ͭͦͤͦͣͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊.  ʕ͔ͫͭ͟ ͎ͣͦͯͭ 
͋·ͭΈ ͦ͋Ά͔͙͔͒ͤͤ· ͦͣͣͯͭ͊ͭͦͪ͟· ͭͦ͡Έͦ͟ ͙͖ͦ͒ͤͦͣͤͤ·ͻ ͔͔͚ͣͦ͒͡Φ 
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ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͒ͦͫͭͯͨͤ ͍ ͔ͣͤΌ ͤ͊;͊͡Έ͎ͤͦͦ ͎͊ͪͯ͘͘;͙͊͟:  

          Startup Menu  

 

[1]  Download Software  

[2]  Erase Flash File  

[3]  Password Recovery Procedure  

[4]  Set Terminal Baud - Rate  

[5]  Stack menu  

[6]  Bac k 

 Enter your choice or press 'ESC' to exit:  

˽ͯͤͭ͟ [5] τ ͯ ͍͔͙ͨͪ͊ͤ͡ ͔ͫ ͔ͭͦͣ͟. 

     Stack menu  

 

[1]  Show unit stack id  

[2]  Set unit stack id  

[3]  Set unit working mode  

[4]  Back  

 Enter your choice or press 'ESC' to exit:  

ˤ ͔ͣͤΌ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭͦͣ͟ ͒ͦͫͭͯͨͤ· ͔ͫ͒ͯ͡Ό΅͙͔ ͨͯͤͭ͟·Υ 

[1] τ ͦ ͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟; 
[2] τ ͤ ͊ͤ͊͘;͔͙͔ͤ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ͯ ͚͍ͫͭͪͦͫͭ͊; 
[3] τ ͍ ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· όώмϐ τ ͊ ͍ͭͦͤͦͣͤ·͚ ͔͙ͪ͗ͣΣ ώнϐ τ ͪ ͔͙͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύύ. 

˽͔͔ͦ͒ͪͦ͋ͤ ͦ ͔ͪ͊͋ͦͭ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͙͔ͪ͗ͣ ͔ͫͭ͊͟ ͣͦ͗ͤͦ ͯͤ͊ͭ͘Έ ͙͘ ͨͯͤͭ͊͟ 5.6. 

4.3.2  ˹ ͊;͊͡Έ͔ͤͦ ͟ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ 

˹͊;͊͡Έ͔ͤͦ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ͦͤͫͦ͟͡Έͤ·͚ ͨͦͪͭ ͚͍ͯͫͭͪͦͫͭ͊Φ ˤ ͔ͪͯ͘͡Έ͔ͭ͊ͭ 
͍·͔͙ͨͦͤͤ͡Ύ ͤ͊;͊͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͎ͣͦͯͭ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ· ͙ͪ͊͘͡;ͤ·͔ ͫͨͦͫͦ͋· ͒ͦͫͭͯͨ͊ ͟ 
͍͔͙ͯͨͪ͊ͤ͡Ό τ ͣ ͔ͦ͗ͭ ͋·ͭΈ ͙͔͔ͣͤͤ͘ ͔͙ͪ͗ͣ ͦͤͫͦ͟͡Έ͎ͤͦͦ ͨͦͪͭ͊ ͙͙͡ ͔ͪ͊ͪ͘΄͔ͤ ͔ͯ͒͊ͤͤ͡·͚ ͒ͦͫͭͯͨ ;͔͔ͪ͘ 
͒ͦͫͭͯͨͤ·͔ ͙͔ͤͭͪͺ͔͚ͫ· ͙ ͨͪͦͭͦͦ͟͡· ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

˽͙͍͔͔ͪ͒ͤͤ·͔ ͔͔͒͊͡ ͙͔ͨͪͣͪ· ͤ͊;͊͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͟͡Ό;͊Όͭ  ͔ͫ͒ͯ͡Ό΅͙ ͔ ͚͙ͤ͊ͫͭͪͦ͟: 

1.  ˿ ͙͔ͦ͒͊ͤ͘ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ ͫ ͙͔͔ͣͤͣ ζadminη, ͔ͨ͊ͪͦͣ͡ ζpassη ͙ ͙ͣ͊ͫ͟π
ͣ͊͡Έͤ·ͣ ͍͔ͯͪͦͤͣ ͙͙͔ͨͪͦͪͭͭ͊ τ 15. 

2. ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙ͫͭ͊ͭ;͔͎ͫͦͦ͟ IP-͔͊͒ͪͫ͊ ͙ ͔͊͒ͪͫ͊ ΄͡Ό͊͘ ͔͙ͫͭ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ 

3. ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͨͦ ͨͪͦͭͦͦͯ͟͡ SNMP. 
4. ˹͚͊ͫͭͪͦ͊͟ ͨͦͯ͡;͔͙ͤΎ IP-͔͊͒ͪͫ͊ ͦͭ ͔͍͔ͫͪͪ͊ 5I/tΦ 
5. ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͨͪͦͭͦͦ͊͟͡ SNMP. 

 
˽͔͊ͪ͊ͣͭͪ·Σ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͒͡Ύ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΣ ͎ͣͦͯͭ ͋·ͭΈ ͨͦͯ͡;͔ͤ· ͯ ͙͙͊͒ͣͤπ
ͫͭͪ͊ͭͦͪ͊ ͔͙ͫͭΦ 

 
˽͙ͪ ͙͙͙ͦͨͫ͊ͤ ͨͪͦͼ͔͒ͯͪ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͎͔ͨͪ͒ͨͦ͊͊ͭͫ͡ΎΣ ;ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͤ ͋·͡ 
ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤ ͔͔ͪ͊ͤΦ 
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4.3.2.1  ˿ ͙͔ͦ͒͊ͤ͘ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ 

 
˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙΅͔͎ͤͤͦͦ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯ ͍͔ͫͣ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·ͣ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύͣ ͒ͦ͗ͤ͡· ͋·ͭΈ ͤ͊ͤ͊͘;͔ͤ· ͙ͨ͊ͪͦ͡ ͒ͦͫͭͯͨ͊Φ  

ˮͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͨ͊ͪͦ͡Έ ͍͍͙ͦ͒ͭͫΎ ͙ͨͪ ͍ͻ͔ͦ͒ ͍ ͙͔ͫͫͭͣͯ ͍ͦ ͍͔ͪͣΎ ͔͍ͫ͊ͤͫͦ ͙͙͙͍͙͊͒ͣͤͫͭͪͪͦ͊ͤΎ 
͚͍ͯͫͭͪͦͫͭ͊Φ ˨͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͍͎ͤͦͦͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙͔ͫͫͭͣ· ͙͙͡ ͤ ͚͙͊ͫͭͪͦ͟ ͡Ό͎͋ͦͦ ͙͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ τ ͙ ͔͙ͣͤ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͨ͊ͪͦ͡ΎΣ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡Σ ͙ͫͨͦ͡Έͯ͘Όͭ ͫΎ ͦͣ͊ͤ͒͟·:  

console(config)# username  name password  password  priv ilege  { 1- 15}  

 

͍͔̂ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ м ͔ͪ͊ͪ͘΄͔͊ͭ ͒ͦͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͤͦ ͔͊ͨͪ͘΅͔͊ͭ ͚ͤ͊ͫͭͪͦͯ͟Φ ̂ͪͦπ
͍͔ͤΈ ͙͍͙͔͎͙͚ͨͪ͡ мр ͔ͪ͊ͪ͘΄͔͊ͭ ͊͟͟ ͒ͦͫͭͯͨΣ ͭ͊͟ ͙ ͚ͤ͊ͫͭͪͦͯ͟ ͚͍ͯͫͭͪͦͫͭ͊. 

˽͙͔ͪͣͪ ͦͣ͊ͤ͒͟ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ζadminη ͨ͊ͪͦ͡Ύ ζeltexη ͙ ͙ͫͦ͒͊ͤ͘Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ 
ζoperatorη ͫ  ͔ͨ͊ͪͦͣ͡ ζpassη ͙  ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ мΥ 

console >enable  

console# configure   

console(config)# username admin  password  eltex  

console(config)# username  operator  password  pass  privilege  1 

console ( config )# exit  

console # 

4.3.2.2 ˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ 

˹͊ ͚͍͔ͯͫͭͪͦͫͭ ͫͯ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͍ͨͪ͊ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ 
͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡Σ ͤ͊ ͦͭͦͪͦͣ͟ ͊͗͒͟·͚ ͙͘ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͋·͡ ͫͦ͒͊ͤ͘Φ ˴͔ͦͤͪͭͤͦͣͯ͟ ͍ͯͪͦͤΌ 
͙͍͙͔͎͙͚ͨͪ͡ ͙͍͙͍͔ͨͪͫ͊͊ͭͫΎ ͤ͊͋ͦͪ ͦͣ͊ͤ͒͟Σ ͦͭͦͪ͟·͔ ͍ͫͭ͊ͤͦΎͭͫΎ ͙͙ͫͨͦͤͣ͡·͙ͣ ͒͡Ύ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͫ 
͍͔ͯͪͦͤͣ ͔ͤ ͙͔ͤ͗ ͎͊͒͊ͤͤͦͦ͘. 

 
˴ͦͣͣͯͭ͊ͭͦͪ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͙͔ͫͫͭͣͯ ͔͍͙ͤ͊ͫ͒ͦ͊ͤ͡Ύ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟ ͦͭ ͔͔͋ͦ͡ ͙͙ͤ͘͟ͻ 
͍͔͚ͯͪͦͤ ͙͍͙͔͎͙͚ͨͪ͡. 

 

˽͙͍͙͔͎͙͙ͪ͡ ͍·͙͍ͫͭͪ͊͊ΌͭͫΎ ͒͡Ύ ͔ͦͤͪͭͤͦ͟͟ ͎͊͒͊ͤͤͦͦ͘ ͯ͊͘͡Φ ˴͊͗͒ͯΌ ͦͣ͊ͤ͒ͯ͟ ͔ͤͦ͋ͻͦπ
͙͒ͣͦ ͙ͨͪͦͨͫ·͍͊ͭΈ Ύ͍ͤͦΣ ͔ͤ ͙ͫͨͦ͡Έͯ͘Ύ ͫ ͦͪ͊͟΅͔ͤͤ·͔ ͺͦͪͣ·Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 4.1 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͪ͊ͫ΄͙͔͎ͪͤͤͦͦ ͒ͦͫͭͯͨ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

privilege context level com-
mand 

level: (1..15); 
κ͍͔ͯͪͦͤΈ ͙͍͙ͨͪ͡ ͔͎͙͚ ͟ ͦͣ͊ͤ͒ 

͔͙ͪ͗ͣ͊ 9·9/ τ 1,  
͍͔ͫͻ ͦͫͭ͊͡Έͤ·ͻ ͦͣ͊ͤ͒͟ τ 15 

˽͙͍͙͍͔ͪͫ͊͊ͭ ͯ ͊͊ͤͤͦͣͯ͘͟ ͍ͯͪͦͤΌ ͙͍͙͔͎͙͚ͨͪ͡ ͊͘π
͒͊ͤͤͯΌ ͦͣ͊ͤ͒ͯ͟Φ  
- context τ ͪ ͔͙͗ͣ ͪ͊͋ͦͭ· ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Τ 
- level τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡Σ ͤ͊ ͦͭͦͪͦͣ͟ ͔͋ͯ͒ͭ ͒ͦπ
ͫͭͯͨͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣ͊Ύ ͦͣ͊ͤ͒͊͟Τ 
- command τͦͣ͊ͤ͒͊͟Φ 

no privilege context level com-
mand 

̂͒͊͡Ύ͔ͭ ͒ͦͫͭͯͨ ͟ ͔ͦͣ͊ͤ͒͟ ͫ ͍ͯͪͦͤΎΣ ͤ͊ ͦͭͦͪͦͣ͟ ͦ͟π
ͣ͊ͤ͒͊ ͋·͊͡ ͔ͪ͊ͪ͘΄͔ͤ͊Φ 
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Á ˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ζadminη ͫ п ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ 
͙ ͤ͊͋ͦͪ͊ ͦͣ͊ͤ͒͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ζuserη ͫ  10 ͯ ͍͔ͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ 

console# configure   

console ( config) #username  admin  password  pass 1 privilege  4 

console ( config) #username  user  password  pass 2 privilege  10 

console ( config) #privilege exec 4 configure terminal  

console ( config) #privilege exec 4 show running - config  

console ( config) #privilege config 10 vlan database  

console ( config) #privilege config - vlan 10 vlan  

͔͔́ͨͪΈ ͒͡Ύ ͦ͊͟͡͡Έͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ;͔͚ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ ͍·΄͔ ͙͙͡ ͍͔ͪ͊ͤ п, ͔ͫͭ͊ͤͭ 
͔͒ͦͫͭͯͨͤ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟· show running-config, ͤͦ ͔ͤ ͔͋ͯ͒ͭ ͒ͦͫͭͯͨͤ͊ ͚ͤ͊ͫͭͪͦ͊͟ vlan. ˨͡Ύ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ ͦͭͦͪ͟·ͻ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ мл ͙ ͍·΄͔Σ ͔͋ͯ͒ͭ ͒ͦͫͭͯͨͤ͊ ͚ͤ͊ͫͭͪͦ͊͟  ͙
vlan, ͙  ͍·͍ͦ͒ ͦͣ͊ͤ͒͟· show running-config.  

4.3.2.3 ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͔͍ͫͭ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

˨͡Ύ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͙͘ ͔͙ͫͭ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͤ͊ͤ͊͘;͙ͭΈ ͚͍ͯͫͭͪͦͫͭͯ Lt-͔͊͒ͪͫΣ 
ͣ͊ͫͯ͟ ͔͙ͨͦ͒ͫͭ ͙Σ ͍ ͫͯ͡;͔͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͘ ͎͚͒ͪͯͦ ͔͙ͫͭΣ ͔͊͒ͪͫ ΄͡Ό͊͘. 

IP-͔͊͒ͪͫ ͣͦ͗ͤͦ ͤ͊ͤ͊͘;͙ͭΈ ͡Ό͋ͦͣͯ ͙͔ͤͭͪͺ͔͚ͫͯ τ ±[!bΣ ͺ͙͙͘;͔ͫͦͣͯ͟ ͨͦͪͭͯΣ ͎͔ͪͯͨͨ ͍ͨͦͪͭͦ. IP-
͔͊͒ͪͫ ΄͡Ό͊͘ ͔͒ͦ͗ͤ͡ ͙͔ͨͪͤ͊͒͗͊ͭ͡Έ ͟ ͚ͭͦ ͔͗ ͔͙ͨͦ͒ͫͭΣ ;ͭͦ ͙ ͙ͦ͒ͤ ͙͘ Lt-͙͔ͤͭͪͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊Φ 

 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͤ͊ͤ͊͘;͔ͤ IP-͔͊͒ͪͫ мфнΦмсуΦмΦнофΣ ͣ͊ͫ͊͟ нррΦнррΦнррΦл ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ 
VLAN 1. 

 

IP-͔͊͒ͪͫ мфнΦмсуΦмΦноф ͫͯ΅͔͍͔ͫͭͯͭ ͒ͦ ͔ͭͻ ͨͦͪͭΣ ͨͦ͊͟ ͤ͊ ͡Ό͋ͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ͫͭ͊ͭ;͔͙ͫ͟ 
͙͙͡ ͨͦ 5I/t ͔ͤ ͫͦ͒͊ͤ͘ ͎͚͒ͪͯͦ Lt-͔͊͒ͪͫΦ 

 

˽͙ͪ ͔͙͙ͯ͒͊ͤ͡ ͍͔ͫͻ Lt-͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒ͦͫͭͯͨ ͟ ͔ͤͣͯ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͨͦ Lt-
͔͊͒ͪͫͯ мфнΦмсуΦмΦнофκнпΦ 

 

ˤ ͫͯ͡;͔͊ ͔͙ͫ͡ Lt-͔͊͒ͪͫ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͺ͙͙͘;͔͎ͫͦͦ͟ ͨͦͪͭ͊ ͙͙͡ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΣ Ήͭͦͭ ͙͔ͤͭͪͺ͔͚ͫ ͯ͒͊͡Ύ͔ͭͫΎ ͙͘ ͎ͪͯͨͨ· ±[!bΣ ͚ͦͭͦͪͦ͟ ͦͤ ͙͔ͨͪͤ͊͒͗͊͡͡Φ 

¶ ˽͙͔ͪͣͪ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ IP-͔͊͒ͪͫ͊ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b мΦ 

˽͔͊ͪ͊ͣͭͪ· ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

IP-͔͊͒ͪͫΣ ͤ͊ͤ͊͘;͔͊ͣ·͚ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b м τ 192.168.16.144 
˸͊ͫ͊͟ ͔͙ͨͦ͒ͫͭ τ 255.255.255.0 
IP-͔͊͒ͪͫ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ τ 192.168.16.1 

console# configure   

console(config)# interface vlan 1  

console(config - if)# ip address  192.168.16.144 /24   

console(config - if)# exit   

console(config)# ip default - gateway  192.168.16.1   

consol e( config )# exit  

console # 
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˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͔͊͒ͪͫ ͋·͡ ͤ͊ͤ͊͘;͔ͤ ͙͔ͤͭͪͺ͔͚ͫͯΣ ͍͍͔͙͔͒ͭ ͦͣ͊ͤ͒ͯ͟Υ 

console#  show ip interface vlan 1  

 

    IP Address         Type     Directed   Precedence   Status     

                                Broadcast                          

-------------------  -----------  ----------  ----------  -----------   

192.168.25.67/24    Static        disable    No         Valid        

4.3.2.4 ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͨͪͦͭͦͦ͊͟͡ {bat ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͚͍ͯͫͭͪͦͫͭͯ 

˽ͪͦͭͦͦ͟͡ SNMP (Simple Network Management Protocolύ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔͍ͫͪ͒ͫͭ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
͔͔͍ͫͭ·͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣΦ ͚͍̂ͫͭͪͦͫͭ͊Σ ͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙͔ ͨͪͦͭͦͦ͟͡ SNMP, ͔ͫͦ͒ͪ͗͊ͭ ͍ ͍͔ͫͦͫͭ͊ ͍͔͎ͫͦͦ 
͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͦ͒͟Σ ͍·ͨͦͤ͡ΎΌ΅͙͚ ͺͯͤ͟ͼ͙Ό ͎͔͊ͤͭ͊ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ ˢ͎͔ͤͭ SNMP 
͍͙͔͚͍͔͊ͣͦ͒ͫͭͯͭ͘ ͫ ͤ͊͋ͦͪͦͣ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͚͍ͯͫͭͪͦͫͭ͊Φ ͙̏ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͙ͦͨͫ͊ͤ· ͍ ˮͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ ͔͋͊͘ 
͍͔͙ͯͨͪ͊ͤ͡Ύ όMIB, Management Information Base). 

˽͍ͪ͊͊ ͒ͦͫͭͯͨ͊ ͟ ˢ͎͔ͤͭͯ SNMP ͯ ͍ͨͪ͊͡ΎΌͭͫΎ ͔ͨͯͭͣ ͙͊͒͊ͤ͘Ύ ͙͔͙ͣͤ SNMP ͫ ͦͦ͋΅͔͍ͫͭ͊ ͙ ͙͔ͯ͊͊ͤͣ͘͟ 
͔ͪ͊ͪ͘΄͔͎ͤͤͦͦ ͙ͭͨ͊ ͒ ͦͫͭͯͨ͊Φ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͒ͦͨͯͫ͊͟Όͭ ͍͔͙͔ͯͨͪ͊ͤ͡ ͫ ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡ SNMP, ͫ ͔ͦ͒ͪ͗͊ͭ  ͍͔͎ͫͭͪͦͤͤͦͦ ͎͔͊ͤͭ͊ 
{bat ͙ ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ  ͍͔͙͙ͪͫ ͨͪͦͭͦͦ͊͟͡ v1/vнͫκvоΦ ˢ͎͔ͤͭ {bat ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͤ͊͋ͦͪ ͫͭ͊ͤ͒͊ͪͭͤ·ͻ ͙ 
ͪ͊ͫ΄͙͔ͪͤͤ·ͻ ͔͔͔ͨͪͣͤͤ·ͻ aL.Φ  

 

ˤ ͼ͔͡Ύͻ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͙͔͎ͤͭͪ͊ͼ͙͙ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ ͙͔ͫͫͭͣ· ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
͙͙͡ ͒͡Ύ ͙ͪ͊ͪ͊͋ͦͭ͘͟ ͙ͭ͊͟ͻ ͙͔ͫͫͭͣ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͍͔ͨͪ͒ͦͫͭ͊ͤͦ͡ ͔ͨͦͤͦ͡ ͙͙͔ͦͨͫ͊ͤ MIB. 

˿ ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡ SNMP ͎ͣͦͯͭ ͋·ͭΈ ͙͔͔ͣͤͤ͘· ͡Ό͋·͔ ͔ͨ͊ͪ͊ͣͭͪ· ͚͍ͯͫͭͪͦͫͭ͊ ͊͘ 
͙ͫ͟͡Ό;͔͙͔ͤͣ IP-͔͊͒ͪͫ͊ ͍͔͙ͯͨͪ͊ͤ͡ΎΣ ͙͔͙ͣͤ SNMP ͫ ͦͦ͋΅͔͍ͫͭ͊ ͙ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

 
͚͍̂ͫͭͪͦͫͭ͊ ͍ͨͦͫͭ͊͡ΎΌͭͫΎ ͔͋͘ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͔ͤ͊ͫͭͪͦ͟ SNMP ͫ ͦͦ͋΅͔͍ͫͭΦ 

˨͡Ύ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͙͙͙͍͙͊͒ͣͤͫͭͪͪͦ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ ͔͍ͨͦͫͪ͒ͫͭͦͣ ͨͪͦͭͦͦ͊͟͡ SNMP ͔ͤͦ͋ͻ͙ͦ͒ͣͦ 
ͫͦ͒͊ͭ͘Έ ͻͦͭΎ ͋· ͦ͒ͤͯ ͫͭͪͦͯ͟ ͫͦͦ͋΅͔͍ͫͭ͊Φ ˴ͦͣͣͯͭ͊ͭͦͪ· ͨ ͔͙͍ͦ͒͒ͪ͗͊Όͭ  ͙ͭͪ ͙ͭͨ͊ ͫͦͦ͋΅͔͍ͫͭΥ 

ï Read Only (ro) τ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ;ͭͦ ;͔ͤ͡· ͫͦͦ͋΅͔͍ͫͭ͊ ͙͔ͣΌͭ ͒ͦͫͭͯͨ ͭͦ͡Έͦ͟ ͤ͊ ;͔͙͔ͭͤ 
όͨͪͦͫͣͦͭͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ύΣ ͤͦ ͔ͤ ͎ͣͦͯͭ ͔ͣͤΎͭΈ ͙͔͊͟͟-͙͋ͦ͡ ͔ͨ͊ͪ͊ͣͭͪ·; 

ï Read/Write (rw) τ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ;ͭͦ ;͔ͤ͡· ͫͦͦ͋΅͔͍ͫͭ͊ ͙͔ͣΌͭ ͒ͦͫͭͯͨ ͤ͊ ;͔͙͔ͭͤ ͙ 
͙͔͔͙͔ͣͤͤ͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙; 

ï Super (su) τ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ;ͭͦ ;͔ͤ͡· ͫͦͦ͋΅͔͍ͫͭ͊ ͙͔ͣΌͭ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ 
͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊. 

˹͙͔͔͊͋ͦ͡ ͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤͦ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ public τ ͫ ͒ͦͫͭͯͨͦͣ ͭͦ͡Έͦ͟ ͒͡Ύ 
;͔͙ͭͤΎ ͦ͋Ά͔͍ͭͦ͟ MIB (ro) ͙  private τ ͫ  ͒ͦͫͭͯͨͦͣ ͤ ͊ ;͔͙͔ͭͤ ͙ ͙͔͔͙͔ͣͤͤ͘ ͦ͋Ά͔͍ͭͦ͟ MIB (rw)Φ ˨͡Ύ ͎͊͗͒ͦͦ͟ 
ͫͦͦ͋΅͔͍ͫͭ͊ ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ IP-͔͊͒ͪͫ ͫͭ͊ͤͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

˽͙͔ͪͣͪ ͙ͫͦ͒͊ͤ͘Ύ ͫͦͦ͋΅͔͍ͫͭ͊ private ͫ ͒ͦͫͭͯͨͦͣ ͤ͊ ;͔͙͔ͭͤ ͙ ͙͊ͨͫ͘Έ ͙ IP-͔͊͒ͪͫͦͣ ͫͭ͊ͤͼ͙͙ 
͍͔͙ͯͨͪ͊ͤ͡Ύ мфнΦмсуΦмсΦппΥ 

console> enable  

console# configure   

console(config)# snmp- server server  

console(config)# snmp- server community  private rw  192.168.16.44  

console ( config ) #exit  

console #  
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˨͡Ύ ͨͪͦͫͣͦͭͪ͊ ͫͦ͒͊ͤͤ͘·ͻ ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ ͙ ͔ͤ͊ͫͭͪͦ͟ SNMP ͙ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟Υ 

console# show snmp  

  

SNMP is enabled.  

 

  Community - String    Community - Access    View name     IP address   

--------------------  ------------------  --------------  ------------   

      private            read write        Default     192.168.16.44  

                                                                    

 Community - String    Group name          IP address       Type   

------------------   ------------------  ---------------     ------   

  

Traps are enabled.  

Authentication - failure trap is enabled.  

 

Version 1,2 notifications  

 Target Address    Type    Community   Version   Udp   Filter   To    Retries   

                                                 Port  name     Sec             

----------------  --------  -----------  ----------  -----  -------  -----  ---------   

 

Version 3 notifications  

 Target Address    Type    Username   Security Udp   Filter   To    Retries   

                                      Level    Port  name     Sec             

----------------  --------  -----------  --------  -----  -------  -----  ---------   

  

System Contact:                              

System Location:  

4.3.3 ˹͚͊ͫͭͪͦ͊͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͔ͫͫͭͣ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

ˤ Ήͭͦͣ ͔͔ͪ͊͒͘͡ ͙͍͔͔ͨͪ͒ͤ͊ ͙ͤͺͦͪͣ͊ͼ͙Ύ ͦ ͚͔ͤ͊ͫͭͪͦ͟ ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ ͤ͊ͤ͊͘;͔͙ͤΎ Lt-͔͊͒ͪͫ͊ ͙ 
͚͔ͤ͊ͫͭͪͦ͟ ͊͘΅͙΅͔͎ͤͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͔ͣͻ͙͍͊ͤͣͦ͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪπ
͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊Φ 

ï Authentication ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύύ τ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ ͊ͨͪͦͫ͊͘ ͫͯ΅͔͍ͫͭͯΌ΅͔͚ ͯ;͖͚ͭͤͦ 
͙͙͊ͨͫ͘ ͍ ͙͔͔ͫͫͭͣ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ  

ï Authorization ό͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͍͔ͨͪͦͪ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ύ τ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ ͯ;͖͚ͭͤͦ ͙͙͊ͨͫ͘ 
͍ ͙͔͔ͫͫͭͣ όͨͪͦ΄͔͒΄͔͚ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙ ͔͔͖ͦͨͪ͒ͤͤ͡·ͻ ͨͦͤͦͣͦ͡;͙͚Φ  

ï Accounting όͯ;͖ͭύ τ ͫ ͔͔͙͔͗ͤ͡ ͊͘ ͔͔͙͔ͨͦͭͪ͋ͤͣ͡ ͔͍ͪͫͯͪͫͦ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ 

˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ τ adminΣ ͨ͊ͪͦ͡Έ τ 
adminΦ ˽͊ͪͦ͡Έ ͤ͊ͤ͊͘;͔͊ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˤ ͫͯ͡;͔͊ ͔͙ͫ͡ ͨ͊ͪͦ͡Έ ͯͭͪ͊;͔ͤΣ ͣͦ͗ͤͦ ͔͔͎͙ͨͪ͊ͪͯͭ͘͘Έ 
͚͍ͯͫͭͪͦͫͭͦ ͙ ;͔͔ͪ͘ ͦͤͫͦ͟͡Έͤ·͚ ͨͦͪͭ ͔͍ͨͪͪ͊ͭΈ ͎͊ͪͯͯ͘͘͟Σ ͍ͤ͊͗͊ ͍͙͊͟͡΄ͯ <Esc> ͙͙͡ <Enter> ͍ ͔ͭ;͔͙͔ͤ 
͔͍ͨͪ·ͻ ͍͒ͯͻ ͔ͫͯͤ͒͟ ͔ͨͦͫ͡ ͨͦΎ͍͔͙ͤ͡Ύ ͫͦͦ͋΅͔͙ͤΎ ͍͎͙͊ͭͦ͊ͪͯ͘͘͟Φ ˻͔ͭͪͦͭͫ͟Ύ ͔ͣͤΌ StartupΣ ͍ ͦͭͦͪͦͣ͟ 
ͤͯ͗ͤͦ ͙͊ͨͯͫͭͭ͘Έ ͨͪͦͼ͔͒ͯͪͯ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͨ͊ͪͦ͡Ύ όώоϐ Password Recovery Procedure). 

 

˽ͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͨͦ ͯͣͦ͡;͙͊ͤΌ όŀŘƳƛƴκŀŘƳƛƴύ ͫͯ΅͔͍͔ͫͭͯͭ ͒ͦ ͔ͭͻ ͨͦͪΣ ͨͦ͊͟ ͔ͤ ͫͦ͒͊ͤ͘ 
͡Ό͚͋ͦ ͎͚͒ͪͯͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͫ ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ мрΦ 

 

˽͙ͪ ͔͙͙ͯ͒͊ͤ͡ ͍͔ͫͻ ͫͦ͒͊ͤͤ͘·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͫ мр ͍͔ͯͪͦͤͣ ͙͍͙͔͎͙͚ͨͪ͡ ͒ͦͫͭͯͨ ͟ 
ͦͣͣͯͭ͊ͭͦͪͯ͟ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͨͦ͒ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ ͨͦ ͯͣͦ͡;͙͊ͤΌ όŀŘƳƛƴκŀŘƳƛƴύΦ 

4.3.3.1 ˽ͦͯ͡;͔͙͔ͤ IP-͔͊͒ͪͫ͊ ͦͭ ͔͍͔ͫͪͪ͊ DHCP 

˨͡Ύ ͨͦͯ͡;͔͙ͤΎ Lt-͔͊͒ͪͫ͊ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͨͪͦͭͦͦ͟͡ 5I/t, ͒͡Ύ Ή͎ͭͦͦ ͍ ͔͙ͫͭ ͔͒ͦ͗ͤ͡ 
͙͍͍ͨͪͫͯͭͫͭͦ͊ͭΈ DHCP-͔͍͔ͫͪͪ. ͚͍̂ͫͭͪͦͫͭͦ ͍·͔ͫͭͯͨ͊ͭ ͍ ͙ͪͦ͡ DHCP-͙͔ͤͭ͊͟͡Φ IP-͔͊͒ͪͫ ͦͭ ͔͍͔ͫͪͪ͊ 5I/t 
ͣͦ͗ͤͦ ͨͦͯ͡;͊ͭΈ ;͔͔ͪ͘ ͡Ό͚͋ͦ ͙͔ͤͭͪͺ͔͚ͫ τ ±[!bΣ ͺ͙͙͘;͔͙͚ͫ͟ ͨͦͪͭΣ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦΦ  
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˽ͦ ͯͣͦ͡;͙͊ͤΌ DHCP-͙͔ͤͭ͟͡ ͍͟͡Ό;͔ͤ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ VLAN 1. 

˽ͦͯ͡;͔ͤͤ·͚ ͫ ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡ DHCP ͊ ͔͒ͪͫ ͔ͤ ͫͦͻͪ͊ͤΎ͔ͭͫΎ ͍ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊Φ  

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͨ ͦͯ͡;͔͙ͤΎ ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ Lt-͔͊͒ͪͫ͊ ͦͭ DHCP-͔͍͔ͫͪͪ͊ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ VLAN 1: 

console > enable   

console #configure   

console(config)# interface vlan 1 

console(config - if)# ip address dhcp  

console(config - if)# exit   

console #  

 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͔͙ͯ͋͒ͭΈͫΎΣ ;ͭͦ ͔͊͒ͪͫ ͋·͡ ͤ͊ͤ͊͘;͔ͤ ͙͔ͤͭͪͺ͔͚ͫͯ, ͙ ͫͨͦ͡Έ͚͔ͯͭ͘ ͦͣ͊ͤ͒ͯ͟ show ip 
interface: 

console#  show ip interface vlan 1  

 

    IP Address         Type     Directed   Precedence   Status     

                                Broadcast                          

-------------------  -----------  ----------  ----------  -----------   

192.168.25.67/24    DHCP        disable    No         V alid        

 

4.3.3.2 ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙  ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͔͚ͨ͊ͪͦ͡ 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͔ͫͫͭͣ· ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘ͼ͙͙ 
͙ ͯ;͔ͭ͊ όAAA, Authentication, Authorization, AccountingύΣ ͦͭͦͪ͟·͚ ͍ͯͨͪ͊͡Ύ͔ͭ ͍͙ͨͪ͊͊ͣ ͒ͦͫͭͯͨ͊ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͍ͯͪͦͤΎ͙ͣ ͙͍͙͔͎͙͚ͨͪ͡ ͙ ͔͙ͣͭͦ͒͊ͣ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ ˸͔ͻ͙͊ͤͣ͘ ˢˢˢ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ 
͙͋ͦ͡ ͦ͊͟͡͡ΈͤͯΌΣ ͙͋ͦ͡ ͔ͯ͒͊ͤͤͯ͡Ό ͋͊ͯ͘ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ΄͙ͺ͍͙͔ͪͦ͊ͤ ͒͊ͤͤ·ͻ 
͍͔͙ͯͨͪ͊ͤ͡Ύ ͫ ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡ SSH.  

͚͍̂ͫͭͪͦͫͭͦ ͍ͨͦͫͭ͊͡Ύ͔ͭͫΎ ͫ ͔ͤͤ͊ͤ͊͘;͔ͤͤ·ͣ ͔ͨ͊ͪͦͣ͡ ͒ͦͫͭͯͨ͊Φ ˹͊ͤ͊͘;͔͙͔ͤ ͔͚ͨ͊ͪͦ͡ ͒ͦͫͭͯͨ͊ 
Ύ͍͡Ύ͔ͭͫΎ ͍͔͍͔ͦͭͭͫͭͤͤͦͫͭΈΌ ͊ ͙͙͒ͣͤͫͭͪ͊ͭͦͪ͊Φ 

ˤ ͭͦͣ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͨ͊ͪͦ͡Έ ͒ͦͫͭͯͨ͊ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͔ͯͭͪΎͤΣ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͊͘ ͨͪͦͼ͔͒ͯͪ͊ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͨ͊ͪͦ͡ΎΦ ̏ͭ͊ ͨͪͦͼ͔͒ͯͪ͊ ͦ͒ͤͦͪ͊ͭͤͦ͟ ͔ͪ͊ͪ͘΄͔͊ͭ ͒ͦͫͭͯͨ ͟ ͍͔͙ͯͨͪ͊ͤ͡Ό ͚͍ͯͫͭͪͦͫͭͦͣ ͔͋͘ 
ͨ͊ͪͦ͡Ύ ͫ ͦ͊͟͡͡Έ͎ͤͦͦ ͔͙ͭͪͣͤ͊͊͡ όͦͤͫͦ͟͡Έ͎ͤͦͦ ͨͦͪͭ͊ύΦ ˤ͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͨ͊ͪͦ͡Ύ ͔ͣͦ͗ͭ ͋·ͭΈ 
͙͙ͤͼ͙͙͍ͪͦ͊ͤͦ ͭͦ͡Έͦ͟ ;͔͔ͪ͘ ͦͤͫͦ͟͡Έͤ·͚ ͨͦͪͭΦ  

˽͙͊ͪͦ͡ ͒ͦͫͭͯͨ͊ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͎ͣͦͯͭ ͋·ͭΈ ͍͔ͯͫͭ͊ͤͦͤ͡· ͒͡Ύ ͔ͫ͒ͯ͡Ό΅͙ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͒ͦͫͭͯͨ͊Υ 

ï ˶ͦ͊͟͡Έͤ·͚ ͔͙ͭͪͣͤ͊͡ όͨͦ͒͟͡Ό;͔͙͔ͤ ;͔͔ͪ͘ ͦͤͫͦ͟͡Έͤ·͚ ͨ ͦͪͭύ; 
ï Telnet; 
ï SSH; 
ï HTTP. 

 

˽͙ͪ ͙͙ͫͦ͒͊ͤ͘ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͤ͊ͤ͊͘;͔͊ͭͫΎ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ мΣ ;ͭͦ ͔͒͊ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ 
͍·͋ͦͪͦ;͎ͤͦͦ ͨͪͦͫͣͦͭͪ͊ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͚͍ͯͫͭͪͦͫͭ͊Σ ͤͦ ͔ͤ ͔͒͊ͭ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͍ͯͨͪ͊͡ΎͭΈ 
͚͍ͯͫͭͪͦͫͭͦͣΦ ˤͦͣͦ͗ͤͦͫͭ͘Έ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͣΌͭ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͫ ͍͔ͯͪͦͤͣ 
͙͍͙͔͎͙͚ͨͪ͡ 15. 

 

ˤͦͣͦ͗ͤͦ͘Σ ͤͦ ͔ͤ ͔͔͔ͪͦͣͤ͒ͯͭͫ͟Ύ ͔ͤ ͤ͊ͤ͊͘;͊ͭΈ ͨ͊ͪͦ͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͫ ͍͔ͯͪͦͤͣ 
͙͍͙͔͎͙͚ͨͪ͡ 15. 
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ˤ ͭͦͣ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤͦͣͯ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͔ͤ ͤ͊ͤ͊͘;͔ͤ ͨ͊ͪͦ͡ΈΣ ͚ͭ͊ͦ͟ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͔ͣͦ͗ͭ ͨͦͯ͡;͙ͭΈ ͒ͦͫͭͯͨ ͟ Web ͙ ͔ͤͭͪͺ͔͚ͫͯ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͡Ό͋·ͣ ͔ͨ͊ͪͦͣ͡Φ 

͍̂ͫͭ͊ͤͦ͊͟ ͨ ͊ͪͦ͡Ύ ͒ ͡Ύ ͟ ͙ͦͤͫͦ͡ 

console(config)# aaa authentication login default  line  

console(config)# aaa authentication enable default  line  

console(config)# line console  

console(config - line)# login authentication default  

console(config - line)# enable authentication default  

console ( config - line )# password  passwd 1 

ˤ ͍͔ͦͭͭ ͤ͊ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͍͍͔͙ͫͭ ͨ͊ͪͦ͡Έ ͍ͦ ͍͔ͪͣΎ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ ͚͍͔ͯͫͭͪͦͫͭ ;͔͔ͪ͘ ͔ͫ͊ͤͫ ͙ͦͤͫͦ͟͡ 
͍͍͔͙͔͒ͭ ͨ͊ͪͦ͡Έ τ passwd1. ˴͔ͪͦͣ ͎ͭͦͦΣ ͍͍ͦ͒ ͨ͊ͪͦ͡Ύ ͔ͣͦ͗ͭ ͔͍ͨͦͭͪ͋ͦ͊ͭΈͫΎ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͍ 
͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·͚ ͔͙ͪ͗ͣ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· enable.  

͍̂ͫͭ͊ͤͦ͊͟ ͨ ͊ͪͦ͡Ύ ͒ ͡Ύ Telnet  

console(config)# aaa authentication login default  line  

console(config)# aaa authentication enable default  line   

console(config)# ip telnet server  

console(config)# line telnet   

console(config - line)# login authentication default   

console(config - line)# enable authentication default   

console ( config - line )# password  passwd 2 

ˤ ͍͔ͦͭͭ ͤ͊ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͍͍͔͙ͫͭ ͨ͊ͪͦ͡Έ ͍ͦ ͍͔ͪͣΎ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ ͚͍͔ͯͫͭͪͦͫͭ ;͔͔ͪ͘ ͔ͫ͊ͤͫ ¢ŜƭƴŜǘ 
͍͍͔͙͔͒ͭ ͨ͊ͪͦ͡Έ τ passwd2. 

͍̂ͫͭ͊ͤͦ͊͟ ͨ ͊ͪͦ͡Ύ ͒ ͡Ύ SSH  

console(config)# aaa authentication login default  line  

console(config)# aaa authentication enable default  line  

console(config)# ip ssh server  

console(config)# line ssh   

console(config - line)# login authentication default   

console(config - line)# enable authentication default   

console ( config - line )# password  passwd 3 

ˤ ͍͔ͦͭͭ ͤ͊ ͙͎ͨͪ͊͡΄͔͙͔ͤ ͍͍͔͙ͫͭ ͨ͊ͪͦ͡Έ ͍ͦ ͍͔ͪͣΎ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ ͚͍͔ͯͫͭͪͦͫͭ ;͔͔ͪ͘ ͔ͫ͊ͤͫ {{I 
͍͍͔͙͔͒ͭ ͨ͊ͪͦ͡Έ τ passwd3. 

͍̂ͫͭ͊ͤͦ͊͟ ͨ͊ͪͦ͡Ύ ͒͡Ύ HTTP 

˨͡Ύ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨ ͊ͪͦ͡Ύ ͒ͦͫͭͯͨ͊ ͨͦ ͨͪͦͭͦͦͯ͟͡ HTTP ͫ ͔͔͒ͯͭ͡ ͍͍͔͙ͫͭ ͦͣ͊ͤ͒͟·Υ 

console(config ) #ip http authent ication  local  

console(config) #username  admin password  passwd4 level 15 

˽͙ͪ ͙͙ͤͼ͙͙͊͊͘͡ͼ͙͙ HTTP-͔͙͙ͫͫͫ ͔͔ͫ͒ͯͭ͡ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ admin ͙ ͨ͊ͪͦ͡Έ 
passwd4. 
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5 ̂˽˾ˢˤ˶˩˹ˮ˩ ̂˿́˾˻˯˿́ˤ˻˸Φ ˮ˹́˩˾̅˩˯˿ ˴˻˸ˢ˹˨˹˻˯ ˿́˾˻˴ˮ 

˨͡Ύ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͤ͊ͫͭͪͦ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ;͔·͔ͭͪ ͦ ͍ͫͤͦͤ·ͻ ͪ ͔͙͗ͣ͊Φ ˤ ͊͗͒ͦͣ͟ 
͔͙͔ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͙ͫͨͫͦ͟ ͦͣ͊ͤ͒͟Φ ˤ͍ͦ͒ ͙͍ͫͣͦ͡ ͊ζΚη ͙ͫͯ͗ͭ͡ ͒͡Ύ ͨͪͦͫͣͦͭͪ ͊ͤ͊͋ͦͪ͊ 
ͦͣ͊ͤ͒͟Σ ͒ ͦͫͭͯͨͤ·ͻ ͍ ͊͗͒ͦͣ͟ ͙͘ ͔͙͍ͪ͗ͣͦΦ 

˨͡Ύ ͔͔ͨͪͻͦ͒͊ ͙͘ ͎ͦ͒ͤͦͦ ͔͙ͪ͗ͣ͊ ͍ ͎͚͒ͪͯͦ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫͨͼ͙͊͡Έͤ·͔ ͦͣ͊ͤ͒͟·Φ ˽͔͔ͪ;͔ͤΈ 
ͫͯ΅͔͍ͫͭͯΌ΅͙ͻ ͔͙͍ͪ͗ͣͦ ͙ ͦͣ͊ͤ͒͟ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣΥ 

˴ͦͣ͊ͤ͒ͤ·͚ ͔͙ͪ͗ͣ (EXEC), ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͫͪ͊ͯ͘ ͔ͨͦͫ͡ ͔ͯͫͨ΄͚ͤͦ ͎͙͊ͪͯ͘͘͟ ͦͣͣͯͭ͊͟π
ͭͦͪ͊ ͙ ͍͍ͦ͒͊ ͙͔͙ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˽͙͎ͪ͊͡΄͔͙͔ͤ ͙͔ͫͫͭͣ· ͍ Ήͭͦͣ ͔͙͔ͪ͗ͣ ͙ͫͦͫͭͦͭ ͙͘ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊ 
(host nameύ ͙ ͙͍ͫͣͦ͊͡ άҔέΦ  

console > 

˩͙ͫ͡ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͤ ͤ͊ͤ͊͘;͔ͤͦΣ ͭͦ ͍͔ͣͫͭͦ ͔͎ͤͦ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ͫͦͦ͡ άŎƻƴǎƻƭŜέΦ 

˽͙͍͙͔͎͙͍ͪͪͦ͊ͤͤ͡·͚ ͦͣ͊ͤ͒ͤ͟·͚ ͔͙ͪ͗ͣ (privileged EXEC)Σ ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙ͨͪ ͍ͻ͔ͦ͒ 
͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͦ͋Ύ͔͊ͭ͘͡Έͤͦ ͊͘΅͙΅͔ͤ ͔ͨ͊ͪͦͣ͡Φ 
́ͦ͡Έͦ͟ ͍ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤͦͣ͡ ͔͙͔ͪ͗ͣ ͒ͦͫͭͯͨͤ· ͟ ͦͣ͊ͤ͒· ͙͔͔͙ͣͤͤ͘Ύ ͙͔ͫͫͭͣͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͦͣͣͯͭ͊͟π
ͭͦͪ͊Φ ˤ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤͦͣ͡ ͔͙͔ͪ͗ͣ ͍ ͔ͫͭͪͦ͟ ͙͎ͨͪ͊͡΄͔͙ͤΎ ͫ ͙͔ͫͭͣ· ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙͍ͫͣͦ͡ ζІηΦ ˨͡Ύ ͔ͨπ
͔ͪͻͦ͒͊ ͙͘ ͔͙ͪ͗ͣ͊ EXEC ͍  ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·͚ ͪ ͔͙͗ͣ ͣ ͔ͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͊͘ ͦͣ͊ͤ͒͊͟ enable. 

console> enable  

enter password:  

console#  

˾͔͙͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ όglobal configuration)Σ ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ 
͒͡Ύ ͙͊͒͊ͤ͘Ύ ͦ͋΅͙ͻ ͔ͤ͊ͫͭͪͦ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͒ͦͫͭͯͨͤ· ͙͘ 
͡Ό͎͋ͦͦ ͔͙ͨͦ͒ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ ʕ ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͚ͦͣ͊ͤ͒ͦ͟ configure. 

console #configure   

console ( config )#  

˾͔͙͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ όinterface configuration)Σ ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔ͨͪ͒ͤ͊ͤ͊͘π
;͔ͤ ͒͡Ύ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚͍ͫͦ όͨͦͪͭΣ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦΣ ͙͔ͤͭͪͺ͔͚ͫ VLANύ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˤͻͦ͒ ͍ 
͔͙ͪ͗ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙͘ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΣ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͔͚ͫͦ ͦ͟π
͚ͣ͊ͤ͒ͦ ό͍ ͙͔͔ͨͪͣͪ ͙͔ͤ͗ ͦͣ͊ͤ͒͊͟ ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN c VID=1). 

console(config)# interface vlan 1   

console(config - if) # 

˾͔͙͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ όline configuration)Σ ͒͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΣ ͍ͫΎ͎͊ͤͤͦͦ͘ ͫ ͚ͪ͊͋ͦͭͦ ͔͙ͭͪͣͤ͊͊͡Φ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙͘ ͔͙ͪ͗ͣ͊ ͎ͦ͡π
͋͊͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

console ( config )# line  { console  | telnet  | ssh }  

console ( config - line )#  



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                49 

5.1 ˽͍͙ͪ͊͊͡ ͪ͊͋ͦͭ· ͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͚ͫͭͪͦͦ͟ 

 

˽͙ͪ ͔͔͎͔ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍͔ͫ ͔ͤͫͦͻ͔ͪ͊ͤͤͤ·͔ ͒͊ͤͤ·͔ ͋ͯ͒ͯͭ ͔ͯͭͪΎͤ·Φ ˨͡Ύ ͫͦͻ͔ͪ͊ͤπ
͙ͤΎ ͡Ό͋·ͻ ͍͔͔ͤͫͤͤ·ͻ ͙͔͔͙͚ͣͤͤ͘ ͍ ͚ͤ͊ͫͭͪͦͯ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͫ͒ͯ͡Ό΅͊Ύ 
ͦͣ͊ͤ͒͊͟Υ  

console# write  

 

˨͡Ύ ͔͙ͯͫͦͪͤ͟Ύ ͍͍ͦ͒͊ ͦͣ͊ͤ͒͟ ͣͦ͗ͤͦ ͍ͦͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͺͯͤ͟ͼ͙͔͚ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͒ͦπ
͔͙ͨͦͤͤ͡ΎΣ ͦͭͦͪ͊͟Ύ ͙͍͙͔͊ͭͪͯͭͫ͟Ύ ͙ͨͪ ͔ͤͨͦͤͦ͡ ͚ͤ͊͋ͪ͊ͤͤͦ ͔ͦͣ͊ͤ͒͟ ͙ ͙ͨͪ ͙͙ͤ͊͗͊ͭ ͊͟͡π
͍͙΄͙ ғTab>. 

5.2 ˣ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 5.1 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ 

ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡π
;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

enable [priv] 
priv: (1..15)/15 

˽͔͔ͪ͟͡Ό;͙ͭΈͫΎ ͍ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·͚ ͔͙ͪ͗ͣ ό͔͙ͫ͡ ͤ͊͘;͔π
͙͔ͤ ͔ͤ ͯ͊͊ͤͦ͘͟ τ ͭ ͦ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ мрύΦ 

login τ ˭͍͔͊ͪ΄͔͙͔ͤ ͔ͭͯ͟΅͔͚ ͔͙͙ͫͫͫ ͙  ͔ͫͣͤ͊ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

exit  τ ˭͊ͪ͟·Έͭ ͊ ͙͍ͭͤͯ͟Ό ͔͙ͭͪͣͤ͊͡ΈͤͯΌ ͔͙ͫͫͫΌΦ  

help 
τ 

˭͊ͨͪͦͫ ͍ͫͨͪ͊ͦ;͚ͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔ͪ͊͋ͦͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦ͟π
͚ͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ 

show history 
τ 

˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭͦͪΌ ͦͣ͊ͤ͒͟Σ ͍͍͔͔͒ͤͤ·ͻ ͍ ͔ͭͯ͟΅͔͚ ͔͙ͭͪͣπ
ͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

show privilege τ ˽ͦ͊͊ͭ͘͟Έ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ ͔ͭͯ͟΅͔͎ͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

show privilege configuration 
τ 

˽ͦ͊͊ͭ͘͟Έ ͙ͫͨͫͦ͟ ͦͣ͊ͤ͒͟Σ ͒͡Ύ ͦͭͦͪ͟·ͻ ͋·͊͡ ͍·͔ͨͦͤͤ͊͡ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡. 

terminal history 

-/  ͅ ͯͤ͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟ 
͒͡Ύ ͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

no terminal history ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦ͟π
ͣ͊ͤ͒ ͒͡Ύ ͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

terminal history size {size} 

size: (10..216)/10 

ˮ͔͙ͣͤͭ͘Έ ͔ͪ͊ͣͪ͘ ͋ͯͺ͔ͪ͊ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟ ͒͡Ύ 
͔ͭͯ͟΅͔͚ ͔͙ͭͪͣͤ͊͡Έ͚ͤͦ ͔͙͙ͫͫͫΦ 

no terminal history size ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

terminal datadump 
-κ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟ ͪ ͊͘π
͔͒͡Ύ͔ͭͫΎ ͨͦ ͙ͫͭͪ͊ͤπ

ͼ͊ͣ 

˻͙ͭͦ͋ͪ͊ͭ͘Έ ͍·͍ͦ͒ ͦͣ͊ͤ͒͟ ͔͋͘ ͔͔͙ͪ͊͒ͤ͘͡Ύ ͤ͊ ͙ͫͭͪ͊ͤͼ· 
ό͔͔͙͔ͪ͊͒ͤ͘͡ ͍·͍ͦ͒͊ ͍͙ͫͨͪ͊͟ ͨͦ ͙ͫͭͪ͊ͤͼ͊ͣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ 
͚ͫͭͪͦͦ͟Υ More: <space>, Quit: q, One line: <return>). 

no terminal datadump ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

show banner [motd | login | 
exec] 

τ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͔͍͋͊ͤͤͪͦΦ 



 

50         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

͙́͊͋͡ͼ͊ 5.2 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
 

˭ͤ͊;͔͙͔ͤκ 
ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡π

;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

disable [priv] 
priv: (1..15)/1 

ˤ͔ͪͤͯͭΈͫΎ ͍ ͦͣ͊ͤ͒ͤ͟·͚ ͔͙ͪ͗ͣ ό9·9/ύ ͙͘ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤ͡π
͎ͤͦͦ ͎ͦͣ͊ͤ͒ͤͦͦ͟ ͔͙ͪ͗ͣ͊ όǇǊƛǾƛƭŜƎŜŘ 9·9/ύΦ ό͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ 
͔ͤ ͯ͊͊ͤͦ͘͟ τ ͭ ͦ ͍͔ͯͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡ мύΦ 

configure[terminal] τ ˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

debug-mode 
τ 

˽͔͔͚͙ͪͭ ͍ ͔͙ͪ͗ͣ ͙ͦͭ͊͒͟͡ όͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ 
͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 

set system mode {acl-only | 
acl-sqinq |  acl-sqinq-udb} 

-/acl-sqinq 

͍͙̂ͫͭ͊ͤͦͭΈ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
- acl-only τ SQinQ ͦͭ͟͡Ό;͔ͤΤ ͍͔͒ͦ͋͊ͤ͊͡ ͍ͦͣͦ͗ͤͦͫͭ͘Έ 
ͤ͊ͤ͊͘;͙ͭΈ ͔ͤͫͦ͟͡Έͦ͟ !/[ ͎ͦ͒ͤͦͦ ͙ ͎ͭͦͦ ͔͗ ͙ͭͨ͊ ͤ͊ ͨͦͪͭΤ 
- acl-sqinq τ ͪ ͔͙͗ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌΤ 
- acl-sqinq-udb τ ͍͔͒ͦ͋͊ͤ͊͡ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͨͦ 
͙ͭͪͤ͊͒ͼ͙͊ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙ͫͣ͟ ͦͺͺ͔ͫͭ͊ͣ ό͍ ͔͙͔ͪ͗ͣ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ τ ͨΎͭΈύ; ͍͔ͫ ͍͙ͨͪ͊͊͡ SQinQ ͒͡Ύ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊π
ͺ͙͊͟ ͙ͫͨͦ͡Έͯ͘Όͭ ͍ ͍͒͊ ͪ͊͊͘ ͋ͦ͡Έ΄͔ ͔͍ͪͫͯͪͫͦ. 

˽͙ͪ ͔͔ͫͣͤ ͔͙ͪ͗ͣ͊ ͤ͊;͊͡Έͤ͊Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ ͔͋ͯ͒ͭ 
͔ͫͭͪͭ͊Σ ͔ͨͦͫ͡ ;͔͎ͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͔͔͎ͨͪ͊ͪͯ͘π
͔͗ͤͦΦ 

˴ͦͣ͊ͤ͒·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͦ ͍͔ͫͻ ͔͙ͪ͗ͣ͊ͻ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͙ͦ͒ͤ ͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ ͍͙͍͒ͦΥ 

console#  

console(config)#  

console(config - line)#  

é 

͙́͊͋͡ͼ͊ 5.3 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·Σ ͒ͦͫͭͯͨͤ·͔ ͍ͦ ͍͔ͫͻ ͪ ͔͙͗ͣ͊ͻ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

exit τ 
ˤ·͚͙ͭ ͙͘ ͡Ό͎͋ͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͤ͊ ͍͔ͯͪͦͤΈ 
͍·΄͔ ͍ ͙͔ͪ͊ͪͻ͙͙ ͦͣ͊ͤ͒͟ /[LΦ 

end τ 
ˤ·͚͙ͭ ͙͘ ͡Ό͎͋ͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍ ͦͣ͊ͤ͒ͤ͟·͚ 
͔͙ͪ͗ͣ όPrivileged EXEC). 

do τ 
ˤ·͙ͨͦͤͭ͡Έ ͦͣ͊ͤ͒ͯ͟ ͎ͦͣ͊ͤ͒ͤͦͦ͟ ͍ͯͪͦͤΎ ό9·9/ύ ͙͘ ͡Ό͎͋ͦͦ 
͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

help τ ·ʕ͍͙ͦ͒ͭ ͍ͫͨͪ͊ͯ͟ ͨͦ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͣ ͦͣ͊ͤ͒͊ͣ͟Φ 

˴ͦͣ͊ͤ͒·Σ ͒ͦͫͭͯͨͤ·͔ ͍  ͎ ͦ͋͊͡͡Έͤͦͣ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 

console ( config )#  

͙́͊͋͡ͼ͊ 5.4 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

banner motd d message-
text d 
no banner motd 

τ 

˭͊͒͊ͭΈ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ƳƻǘŘ όͫͦͦ͋΅͔͙ͤΎ ͔ͭͯ͟΅͔͎ͦ ͒ͤΎύΣ ͙ 
͍͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͤ͊ Ήͪ͊ͤ͟Φ 
- d τ ͪ ͔͙͔͊͒ͭ͘͡͡ΈΤ 
- message-text τ ͭ ͔ͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ό͍ ͔ͫͭͪͦ͟ ͒ͦ рмл ͙͍ͫͣͦπ
͍ͦ͡Σ ͦ͋΅͔͔ нллл ͙͍͍ͫͣͦͦ͡ύΦ 
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banner exec d message-
text d 
no banner exec 

τ 

˭͊͒͊ͭΈ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ŜȄŜŎ ό͙͔ͨͪͣͪΥ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ 
͔ͯͫͨ΄ͤͦ ͍ͦ΄͔͡ ͍ ͙͔ͫͫͭͣͯύΣ ͙ ͍͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͤ͊ Ήͪ͊ͤ͟Φ 
- d τ ͪ ͔͙͔͊͒ͭ͘͡͡ΈΤ 
- message-text τ ͭ ͔ͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ό͍ ͔ͫͭͪͦ͟ ͒ͦ рмл ͙͍ͫͣͦπ
͍ͦ͡Σ ͦ͋΅͔͔ нллл ͙͍͍ͫͣͦͦ͡ύΦ 

banner login d message-
text d 

no banner login 

τ 

˭͊͒͊ͭΈ ͔ͭͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ƭƻƎƛƴ ό͙ͤͺͦͪͣ͊ͼ͙͔ͦͤͤͦ ͫͦͦ͋΅͔π
͙͔ͤΣ ͔ͦͭͦͪͦ͟ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͔͔ͨͪ͒ ͍͍ͦ͒ͦͣ ͙͔͙ͣͤ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ ͙ ͨ͊ͪͦ͡ΎύΣ ͙ ͍͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͤ͊ Ήͪ͊ͤ͟Φ 
- d τ ͪ ͔͙͔͊͒ͭ͘͡͡ΈΤ 
- message-text τ ͭ ͔ͫͭ͟ ͫͦͦ͋΅͔͙ͤΎ ό͍ ͔ͫͭͪͦ͟ ͒ͦ рмл ͙͍ͫͣͦπ
͍ͦ͡Σ ͦ͋΅͔͔ нллл ͙͍͍ͫͣͦͦ͡ύΦ 

˴ͦͣ͊ͤ͒·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config - line )#  

͙́͊͋͡ͼ͊ 5.5 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ 

˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͊π
͙ͤΌ 

˨͔͚͍͙͔ͫͭ 

history 

-/  ͅ ͯͤ͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦ͟π
ͣ͊ͤ͒Φ 

no history 
ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦ͟π
ͣ͊ͤ͒Φ 

history size {size} 
size: (0..216)/10 

ˮ͔͙ͣͤͭ͘Έ ͔ͪ͊ͣͪ͘ ͋ͯͺ͔ͪ͊ ͙͙͙ͫͭͦͪ ͍͍͔͔͒ͤͤ·ͻ ͦͣ͊ͤ͒͟Φ 

no history sie ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

motd-banner  

-κ͍͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͙͍͔͍͔ͨͪͭͫͭͤͤ·ͻ ͫ ͦͦ͋΅͔͙͚ͤ ͙ͭͨ͊ ζmotdη 
(ͫͦͦ͋΅͔͙ͤΎ ͭ ͔ͯ͟΅͔͎ͦ ͒ͤΎύΦ  

no motd-banner 
ˤ·͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͙ͭͨ͊ 
ζƳƻǘŘηΦ 

login-banner  
-κ ͍͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͙͍͔͍͔ͨͪͭͫͭͤͤ·ͻ ͫ ͦͦ͋΅͔͙͚ͤ ƭƻƎƛƴΦ 

no login-banner ˤ·͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͙͍͔͍͔ͨͪͭͫͭͤͤ·ͻ ͫ ͦͦ͋΅͔͙͚ͤ ƭƻƎƛƴΦ 

exec-banner 
-κ ͍͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͙͍͔͍͔ͨͪͭͫͭͤͤ·ͻ ͫ ͦͦ͋΅͔͙͚ͤ ŜȄŜŎΦ 

no exec-banner ˤ·͟͡Ό;͙ͭΈ ͍·͍ͦ͒ ͙͍͔͍͔ͨͪͭͫͭͤͤ·ͻ ͫ ͦͦ͋΅͔͙͚ͤ ŜȄŜŎΦ 

5.3 ͙̅͡Έͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 

͙̅͡Έͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯͣͤΈ΄͙ͭΈ ͦ͋Ά͔ͣ ͔ͦͭͦ͋ͪ͊͗͊ͣ·ͻ ͒͊ͤͤ·ͻ ͍ ͍͔ͦͭͭ ͤ͊ ͊ͨͪͦͫ͘· 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͔͎ͦ͋͡;͙ͭΈ ͙ͨͦͫ͟ ͔ͤͦ͋ͻ͙͚ͦ͒ͣͦ ͙ͤͺͦͪͣ͊ͼ͙͙Φ ˨͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͔͔ͭͪ͋ͯͭͫΎ 
͍͙͒ͦ͋͊ͭΈ ͍ ͔ͦͤ͟ͼ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͍ͫͣͦ͡ άμέ ͙ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͒ͤͯ ͙͘ ͦͨͼ͙͚ ͺ͙͡Έͭͪ͊ͼ͙͙Σ 
͔͔ͨͪ;͙͔ͫͤͤ͡·ͻ ͍ ͙ͭ͊͋͡ͼ͔. 

͙́͊͋͡ͼ͊ 5.6 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˸͔ͭͦ͒ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

begin pattern 

τ 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͫͭͪͦ͟Σ ͔͍ͨͪ·͔ ͙͍ͫͣͦ͡· ͦͭͦͪ͟·ͻ ͍͔ͫͦͦͭͭπ
͍ͫͭͯΌͭ ΄͊͋ͦͤͯ͡ pattern.  

include pattern ˤ·͍͙ͦ͒ͭ ͍͔ͫ ͙ͫͭͪͦ͟Σ ͔ͫͦ͒ͪ͗͊΅͙͔ ΄͊͋ͦͤ͡. 

exclude pattern ˤ·͍͙ͦ͒ͭ ͍͔ͫ ͙ͫͭͪͦ͟Σ ͔ͤ ͔ͫͦ͒ͪ͗͊΅͙͔ ΄͊͋ͦͤ͡. 
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5.4 ˹͚͊ͫͭͪͦ͊͟ ͣ͊ͪͦͦͣ͊ͤ͒͟͟ 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͍ͫͦ͒͊͊ͭ͘Έ ͙ͯͤͺ͙ͼ͙͍ͪͦ͊ͤͤ·͔ ͤ͊͋ͦͪ· ͦͣ͊ͤ͒͟ τ ͣ͊ͪͦͫ͟·Σ ͦͭͦͪ͟·͔ 
ͣͦ͗ͤͦ ͍͔͍͙͙ͨͦͫ͒ͫͭ͡ ͙͔ͨͪͣͤΎͭΈ ͍ ͨͪͦͼ͔͔ͫͫ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.7 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

macro name [word] 

word: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͍ͤͦ·͚ ͤ͊͋ͦͪ ͦͣ͊ͤ͒͟Σ ͔͙ͫ͡ ͤ͊͋ͦͪ ͫ ͙ͭ͊ͣ͟ ͙͔ͣπ
͔ͤͣ ͫͯ΅͔͍͔ͫͭͯͭ τ͔͔͙ͨͪ͊ͨͫ͘·͍͔͊ͭ ͔͎ͦΦ ˹͊͋ͦͪ ͦͣ͊ͤ͒͟ 
͍͍͙ͦ͒ͭͫΎ ͨͦͫͭͪͦ;ͤͦΦ ˭͊ͦͤ͟;͙ͭΈ ͣ͊ͪͦͫ͟ ͣͦ͗ͤͦ ͫ ͨͦͣͦπ
΅ΈΌ ͙͍ͫͣͦ͊͡ άϪέΦ ˸͙͊ͫͣ͊͟͡Έͤ͊Ύ ͙͒ͤ͊͡ ͣ͊ͪͦͫ͊͟ τ 510 
͙͍͍ͫͣͦͦ͡Φ 

no macro name word  ̂͒͊͡Ύ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 

macro global apply word word: (1..32) ͫ ͙͍͍ͣͦͦ͡ ˽͙͔ͪͣͤΎ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 

macro global trace word word: (1..32) ͫ ͙͍͍ͣͦͦ͡ ˽͍͔ͪͦͪΎ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟ ͤ͊ ͍͙͊͒ͤͦͫͭ͡Έ. 

macro global description 
word word: (1..160) ͫ ͙͍͍ͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͫͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͣ͊ͪͦͫ͊͟. 

no macro global description ̂͒͊͡Ύ͔ͭ ͫͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ EXEC: 

console > 

͙́͊͋͡ͼ͊ 5.8 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

macro apply word 
word: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

˽͙͔ͪͣͤΎ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 

macro trace word ˽͍͔ͪͦͪΎ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟ ͤ͊ ͍͙͊͒ͤͦͫͭ͡Έ. 

show parser macro [ de-
scription [interface {giga-
bitethernet gi_port | 
fastethernet fa_port | 
port-channel group}] | 
name macro-name] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
macro-name:  

(1..32) ͫ ͙͍͍ͣͦͦ͡ 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͔ͤ͊ͫͭͪͦͤͤ·ͻ ͍ͣ͊ͪͦͫͦ͟ ͤ͊ 
͚͍͔ͯͫͭͪͦͫͭΦ 
 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.9 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

macro apply word word: (1..32) ͫ ͙͍͍ͣͦͦ͡ ˽͙͔ͪͣͤΎ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟. 

macro trace word word: (1..32) ͫ ͙͍͍ͣͦͦ͡ ˽͍͔ͪͦͪΎ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͣ͊ͪͦͫ͟ ͤ͊ ͍͙͊͒ͤͦͫͭ͡Έ. 

macro description word 
word: (1..160) ͫ ͙͍͍ͣͦͦ͡ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͫͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟ ͣ͊ͪͦͫ͊͟. 

no macro description  ̂͒͊͡Ύ͔ͭ ͫͭͪͦͯ͟-͔͙͒ͫͪͨͭͦͪ͟.  
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5.5 ˴ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

͙́͊͋͡ͼ͊ 5.10 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ping [ip]  {A.B.C.D| host} [size 
size]  
[count count] [timeout 
timeout] 

host: (1..158) ͫ ͙͍͍ͣͦͦ͡; 
size: (64..1518)/64 x ͚͊ͭ; 

count: (0..65535)/4; 
timeout: (50..65535) /2000 

ͣ ͫ

˴ͦͣ͊ͤ͒͊ ͙ͫͯ͗ͭ͡ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ όL/at 9ŎƘƻ-
wŜǉǳŜǎǘύ ͨͪͦͭͦͦ͊͟͡ L/at ͯ͊͊ͤͤͦͣͯ͘͟ ͯͯ͘͡ ͔͙ͫͭΣ ͊ ͭ͊͟ ͔͗ ͒͡Ύ 
ͦͤͭͪͦ͟͡Ύ ͨͦͫͭͯͨ͊Ό΅͙ͻ ͍͔͍ͦͭͭͦ όL/at 9ŎƘƻ-Reply).  
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ ͊͘͡ ͔͙ͫͭ; 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭ; 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ ͨ͊π
͔͔ͭ͟; 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙; 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘. 

ping ipv6 {A.B.C.D.E.F| host} 
[size size]  
[count count] [timeout 
timeout] 

host: (1..158) ͫ ͙͍͍ͣͦͦ͡; 
size: (68..1518)/68 x ͚͊ͭ; 

count: (0..65535)/4; 
timeout: (50..65535) /2000 

ͣ ͫ

˴ͦͣ͊ͤ͒͊ ͙ͫͯ͗ͭ͡ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ όL/at 9ŎƘƻ-
wŜǉǳŜǎǘύ ͨͪͦͭͦͦ͊͟͡ L/at ͯ͊͊ͤͤͦͣͯ͘͟ ͯͯ͘͡ ͔͙ͫͭΣ ͊ ͭ͊͟ ͔͗Σ ͒͡Ύ 
ͦͤͭͪͦ͟͡Ύ ͨͦͫͭͯͨ͊Ό΅͙ͻ ͍͔͍ͦͭͭͦ όL/at 9ŎƘƻ-Reply). 
- A.B.C.D.E.F τ IPv6-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ; 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭ; 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ ͨ͊π
͔͔ͭ͟; 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙; 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘. 

traceroute ip {A.B.C.D |host} 
[size size]  
[ttl  ttl ]  
[count count] [timeout 
timeout] [source ip_address ]  
[tos tos]  

host: (1..158) ͫ ͙͍͍ͣͦͦ͡; 
size: (64..1518)/64 x ͚͊ͭ;  

ttl : (1..255)/30; 
count: (1..10)/3; 

timeout: (1..60) κо ͫΤ  
tos: (0..255)/0 

˻͔͔͔͙͔ͨͪ͒ͤ͡ ͣ͊ͪ΄ͪͯͭ͊ ͭͪ͊ͺ͙͊͟ ͒ͦ ͯ͊͘͡ ͤ͊ͤ͊͘;͔͙ͤΎΦ  
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΦ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ ͨ͊π
͔͔ͭ͟Τ 
- ttl  τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͯ;͍͊ͫͭͦ͟ ͍ ͣ͊ͪ΄͔ͪͯͭΤ 
- count τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟ ͤ͊ ͊͗͒ͦͣ͟ 
ͯ;͔͊ͫͭ͟Τ 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘Τ 
- ip_address τ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͙ ͫͨͦ͡Έͯ͘π
͔ͣ·͚ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟Τ 
- tos τ ͭ ͙ͨ ͔͍͙ͫͪͫ͊Σ ͔͔͍͔ͨͪ͒͊͊ͣ·͚ ͍ ͎͍͔͊ͦͦ͘͟͡ ͨͪͦͭͦͦ͊͟͡ 
IP. 

˻͙͙͔ͨͫ͊ͤ ͦ΄͙͋ͦ͟ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟ ͙ 
͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͊ͻ 5.12, 5.13 

traceroute ipv6 
{A.B.C.D.E.F|host} [size size]  
[ttl  ttl ]  
[count count]  
[timeout timeout] [source 
ip_address ]  
[tos tos]  

hostΥ όмΦΦмруύ ͙͍͍ͫͣͦͦ͡Τ 
sizeΥ όспΦΦмрмуύκссˣ͚͊ͭΤ  

ttl : (1..255)/30; 
count: (1..10)/3; 
ǘƛƳŜƻǳǘΥ όмΦΦслύ κо ͫΤ  

tos: (0..255)/0 

˻͔͔͔͙͔ͨͪ͒ͤ͡ ͣ͊ͪ΄ͪͯͭ͊ ͭͪ͊ͺ͙͊͟ ͒ͦ ͯ͊͘͡ ͤ͊ͤ͊͘;͔͙ͤΎΦ  
- A.B.C.D.E.F τ IPv6-͔͊͒ͪͫ ͯ ͊͘͡ ͔͙ͫͭΦ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- size τ ͪ ͔͊ͣͪ͘ ͔ͨ͊ͭ͊͟ ͒͡Ύ ͍͙ͦͭͨͪ͊͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭ ͍ ͨ͊π
͔͔ͭ͟Τ 
- ttl  τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͯ;͍͊ͫͭͦ͟ ͍ ͣ͊ͪ΄͔ͪͯͭΤ 
- count ς ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟ ͤ͊ ͊͗͒ͦͣ͟ 
ͯ;͔͊ͫͭ͟Τ 
- timeout τ ͍ ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘Τ 
- ip_address τ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͙ͫͨͦ͡Έͯ͘π
͔ͣ·͚ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟Τ 
- tos τ ͭ ͙ͨ ͔͍͙ͫͪͫ͊Σ ͔͔͍͔ͨͪ͒͊͊ͣ·͚ ͍ ͎͍͔͊ͦͦ͘͟͡ ͨͪͦͭͦͦ͊͟͡ 
IP. 

˻͙͙͔ͨͫ͊ͤ ͦ΄͙͋ͦ͟ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟ ͙ ͔ͪπ
ͯ͘͡Έ͍ͭ͊ͭͦ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͊ͻ 5.12, 5.13 

telnet  
{A.B.C.D| host} [port]  
[keyword1Χϐ  

host: (1..158) ͫ ͙͍͍ͣͦͦ͡;  
port: (1..65535)/23 

˻ͭͪ͟·͙͔ͭ ¢9[b9¢-͔͙͙ͫͫͫ ͒͡Ύ ͯ͊͘͡ ͔͙ͫͭΦ 
- A.B.C.D - IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- port τ TCP-ͨͦͪͭΣ ͨͦ ͦͭͦͪͦͣͯ͟ ͔ͪ͊͋ͦͭ͊ͭ ͫͯ͗͋͊͡ ¢ŜƭƴŜǘΤ 
- keyword τ ͟ ͡Ό;͔͍͔ͦ ͍ͫͦͦ͡Φ 

˻͙͙͔ͨͫ͊ͤ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͦͣ͊ͤ͒͟ ¢ŜƭƴŜǘ ͙ ͟͡Ό;͔͍·ͻ 
͍ͫͦ͡ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͊ͻ 5.14 , 5.15  
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ssh {A.B.C.D | host} [port 
port] [username username] 
[cipher cipher] 

host: όмΦΦмруύ ͙͍͍ͫͣͦͦ͡Τ  
port: (1..65535)/22; 

username: όмΦΦтлύ ͙͍ͫͣͦπ
͍ͦ͡ 

˻ͭͪ͟·͙͔ͭ {{I-͔͙͙ͫͫͫ ͒͡Ύ ͯ͊͘͡ ͔͙ͫͭΦ  
- A.B.C.D τ IPv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- host τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- port τ TCP-ͨͦͪͭΣ ͨͦ ͦͭͦͪͦͣͯ͟ ͔ͪ͊͋ͦͭ͊ͭ ͫͯ͗͋͊͡ {{IΤ 
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͨͦ͒ ͦͭͦͪ͟·ͣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ 
͍·͙ͨͦͤͭ͡Έ ͍ͻͦ͒Τ 
- cipher τ ͍ ·͋ͦͪ ͔ͣͭͦ͒͊ ΄͙ͺ͍͙ͪͦ͊ͤΎ. ˽ ͔͙͍ͦ͒͒ͪ͗͊ΌͭͫΎ 
͔ͫ͒ͯ͡Ό΅͙͔ ͔ͣͭͦ͒·Υ оŘŜǎΣ ŀŜǎмнуΣ ŀŜǎмфнΣ aes256, arcfour. 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔͎ͨͪ͒͊͊͡ΌͭͫΎ ͍͔ͫ ͔ͣͭͦ͒·Φ 

resume [connection] 
connection:(1..4)/  

͔ͨͦͫ͒ͤ͡ΎΎ ͍͔ͯͫͭ͊ͤͦͤͤ͊͡Ύ 
͔͙ͫͫͫΎ 

˽͔͔ͪ͟͡Ό;͔͙͔ͤ ͤ͊ ͎͒ͪͯͯΌ ͍͔ͯͫͭ͊ͤͦͤͤͯ͡Ό ¢9[b9¢-͔͙ͫͫͫΌΦ 
- connection τ ͤ ͔ͦͣͪ ͍͔͚ͯͫͭ͊ͤͦͤͤͦ͡ TELNET-͔͙͙ͫͫͫΦ 

show cpu counters τ ˽ͪͦͫͣͦͭͪ ͫ;͔ͭ;͙͍ͦ͟ ͔͍ͨ͊ͭͦ͟ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊Φ 

show users τ 
˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎͻΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙ͻ 
͔ͪͫͯͪͫ· ͚͍ͯͫͭͪͦͫͭ͊Φ 

show sessions τ 
˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͦͭͪ͟·ͭ·ͻ ¢9[b9¢-͔͙ͫͫͫΎͻ ͟ 
͔ͯ͒͊ͤͤ͡·ͣ ͚͍ͯͫͭͪͦͫͭ͊ͣΦ 

show system  
[unit unit_id] 

unit_id: (1..4)/ - 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͔͚ͫͫͭͣͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 
- unit_id τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ό͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊π
͋ͦͭ͊Ό΅͔͎ͦ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣΣ ͔ͨ͊ͪ͊ͣͭͪ ͔ͤ ͙ͫͨͦ͡Έͯ͘π
͔ͭͫΎύΦ 

˽͔͊ͪ͊ͣͭͪ unit ͨ ͙ͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· ͔͒ͦͫͭͯͨͤ 
ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΦ 

show version τ 
˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͔ͭͯ͟΅͔͚ ͍͔͙͙ͪͫ ͙͔͎ͫͫͭͣͤͦͦ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎΣ ͪ͊͋ͦͭ͊Ό΅͔͎ͦ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭΦ  

show system tcam utilization  
[unit unit_id] 

unit_id: (1..4)/ - 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͎͙͊ͪͯ͘͘͟ ͔͍ͪͫͯͪͫͦ ͨ͊ͣΎ͙ͭ ¢/!a ό͔ͦͤͭͤͭͤͦ͟- 
͔͔͊͒ͪͫͯͣ͊Ύ ͨ͊ͣΎͭΈύΦ 
- unit_id τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ό͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊π
͋ͦͭ͊Ό΅͔͎ͦ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣΣ ͔ͨ͊ͪ͊ͣͭͪ ͔ͤ ͙ͫͨͦ͡Έͯ͘π
͔ͭͫΎύΦ 

˽͔͊ͪ͊ͣͭͪ unit ͨ ͙ͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· ͔͒ͦͫͭͯͨͤ 
ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΦ 

 

˴ͦͣ͊ͤ͒͊ ζǎƘƻǿ ǎŜǎǎƛƻƴǎη ͔ͦͭͦ͋ͪ͊͗͊ͭ ͍͔ͫ ͔ͯ͒͊ͤͤ͡·͔ ͔͙͔͙ͫͦ͒ͤͤΎ ͭͦ͡Έͦ͟ ͙͘ ͔ͭͯ͟΅͔͚ 
͔͙͙ͫͫͫΦ ˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͫ͒ͯ͡Ό΅͙ͣ ͦ͋ͪ͊ͦͣ͘Υ 
1. ͍·͙ͨͦͤͭ͡Έ ͨͦ͒͟͡Ό;͔͙͔ͤ ͟ ͖ͯ͒͊ͤͤͦͣͯ͡ ͚͍ͯͫͭͪͦͫͭͯ ͫ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͫ ͨͦͣͦ΅ΈΌ 

TELNET ͙ ͙͡ SSH; 

2. ͍͔ͪͤͯͭΈͫΎ ͍ ͙͔ͪͦ͒ͭ͡Έͫͯ͟Ό ͔͙ͫͫͫΌ όͤ͊ ͦͣͣͯͭ͊ͭͦͪ͟ύΦ ˨͡Ύ Ή͎ͭͦͦ ͤ͊͗͊ͭΈ ͙ͦͣ͋ͤ͊͟ͼ͙Ό 
͍͙͊͟͡΄ ғ/ǘǊƭҌ{ƘƛŦǘҌсҔΣ ͙ͦͭͨͯͫͭͭΈ ͙ ͤ͊͗͊ͭΈ ғȄҔ ό͙ͫ͟ύΦ ˽͙͚͖ͪͦͦ͒ͭ͘ ͔͔ͨͪͻͦ͒ ͍ ͍ 
͙͔ͪͦ͒ͭ͡Έͫͯ͟Ό ͔͙ͫͫͫΌΤ 

3. ͍·͙ͨͦͤͭ͡Έ ͦͣ͊ͤ͒ͯ͟ ζǎƘƻǿ ǎŜǎǎƛƻƴǎηΦ ˤ ͙ͭ͊͋͡ͼ͔ ͒ͦ͗ͤ͡· ͙͍͍ͨͪͫͯͭͫͭͦ͊ͭΈ ͍͔ͫ 
͙ͫͻͦ͒Ύ΅͙͔ ͔͙͔͙ͫͦ͒ͤͤΎ ͍ ͔ͭͯ͟΅͔͚ ͔͙͙ͫͫͫΤ 

4. ͒͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͍͔ͪͤͯͭΈͫΎ ͟ ͔͙͙ͫͫͫ ͖͎ͯ͒͊ͤͤͦͦ͡ ͚͍ͯͫͭͪͦͫͭ͊Σ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ 
ͦͣ͊ͤ͒ͯ͟ ζǊŜǎǳƳŜ NηΣ ͎͔͒ N τ ͔ͤͦͣͪ ͔͙͔͙ͫͦ͒ͤͤΎ ͙͘ ͍·͍ͦ͒͊ ͦͣ͊ͤ͒͟· ζǎƘƻǿ 
ǎŜǎǎƛƻƴǎη.  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC  

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍ ͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 5.11 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

reload [unit unit_id] 
unit_id: (1..4) 

˴ͦͣ͊ͤ͒͊ ͙ͫͯ͗ͭ͡ ͒͡Ύ ͔͔ͨͪ͊ͨͯͫ͊͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 
- unit_id τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

reload in time 
time: (mmm | hhh:mm) 

͍̂ͫͭ͊ͤͦ͟ ͔͊ͨͪͦͣ͗ͯͭ͟ ͍͔͔͙͊ͪͣͤΣ ;͔͔ͪ͘ ͦͭͦͪ͟·͚ ͙͚͔ͨͪͦͦ͒ͭ͘ 
͔ͦͭͦ͗ͤͤ͊͡Ύ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊. 
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reload cancel τ ˻͔ͭͣͤ ͊ͦ ͔ͭͦ͗ͤͤͦ͡ ͚ͨ ͔͔͎ͪ͊ͪͯ͘͘͟.͙ 

show cpu utilization 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͍ͯͪͦͤΌ ͎͙͊ͪͯ͘͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤπ
ͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊. 

show cpu input-rate 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͺ͔͚͍ͪͣͦ, ͦ ͋π
ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͨͪͦͼ͔ͫͫͦͪͦͣ. 

show cpu input-rate detailed 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͺ͔͚͍ͪͣͦ, ͦ ͋π
ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͨͪͦͼ͔ͫͫͦͪͦͣ ͨͦ ͙ͭͨͯ ͭͪ͊ͺ͙͊͟. 

show cpu rate-limits 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͎͙ͦͪ͊ͤ;͔͙͚ͤ ͨͦ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ ͍ͻͦ͒Ύ΅͙ͻ ͺ͔͚ͪπ
͍ͣͦ, ͦ ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͨͪͦͼ͔ͫͫͦͪͦͣ. 

show tasks utilization 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͍ͯͪͦͤΌ ͎͙͊ͪͯ͘͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤπ
ͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͒ ͡Ύ ͎͊͗͒ͦͦ͟ ͨͪͦͼ͔ͫͫ͊. 

show tech-support [config | 
memory] 

τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͚͍͔ͯͫͭͪͦͫͭΣ ͔ͤͦ͋ͻ͙͚ͦ͒ͣͦ 
͒͡Ύ ͤ͊;͊͡Έ͚ͤͦ ͙͎͙͙͒͊ͤͦͫͭ͟ ͔ͨͪͦ͋ͣ͡Φ 
ˤ·͍ͦ͒ ͦͣ͊ͤ͒͟· ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͙ͦͣ͋ͤ͊͟ͼ͙Ό ͍·͍͍ͦ͒ͦΣ 
͔͔ͨͪ;͙͔ͫͤͤ͡·ͻ ͙͔ͤ͗ ͦͣ͊ͤ͒͟Υ 
- show clock 
- show system 
- show version 
- show ip interface 
- show ipv6 interface 
- show stack 
- show running-config 
- show interfaces configuration 
- show interfaces status 
- show vlan 
- show interfaces switchport 
- show spanning-tree info 
- show bridge multicast address-table 
- show ip igmp snooping groups 
- show ipv6 mld snooping groups 
- show dot1x 
- show dot1x users 
- show interfaces counters 
- show users 
- show sessions 
- show logging file 
- show logging 
- flash info 
- show bootvar 
- buffers info 
- memory info 
- proc info 
- show cpu utilization 
- components versions 

clear cpu counters τ ˻͔͙͔͋ͤͯͤ͡ ͫ;͔ͭ;͙͍ͦ͟ ͔͍ͨ͊ͭͦ͟ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊Φ 

show system id  
[unit unit_id] 

unit_id: (1..4)/ - 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͙͔͚ͫͫͭͣͤͦ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

- unit_id τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ό͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊͋ͦπ
ͭ͊Ό΅͔͎ͦ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣΣ ͔ͨ͊ͪ͊ͣͭͪ ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘ΎύΦ 

˽͔͊ͪ͊ͣͭͪ unit_id ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯπ
͔ͨͤ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΦ 

show system defaults 
[{management| ipv6|802.1x|
port| fdb| multicast| port-
mirroring| spanning-
tree| vlan| voice-vlan| net-
work-security|  dos-attacks | 
ip-addressing| qos-acl }] 

τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͍͙͊ͦ͒ͫ͘͟ͻ ͔ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊. 

show system mode 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔ͨ͊ͪ͊ͣͭͪ͊ͻ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊π
ͺ͙͊͟Φ 

show system resources tcam 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͚ͨͦ͒ͪͦ͋ͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͔ͪπ
͍ͫͯͪͫͦ ¢/!a ό¢ŜǊƴŀǊȅ /ƻƴǘŜƴǘ !ŘŘǊŜǎǎŀōƭŜ aŜƳƻǊȅύΦ 

show system tcam utilization 
τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͟ ͚ͪ͊ͭͦ͟ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͔ͪͫͯͪπ
͍ͫͦ TCAM (Ternary Content Addressable Memory). 
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Á ˽͙͔ͪͣͪ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͟ ͦͣ͊ͤ͒· traceroute: 

console #traceroute eltex.com   

Type Esc to abort.  

Tracing the route to eltex.com (148.21.11.69)  

   1 gateway.eltex (192.168.1.101)  0 msec 0 msec 0 msec  

   2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec   

   3 * * *  

͙́͊͋͡ͼ͊ 5.12 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟· traceroute 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

1 ˽ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ ͍ ͙ͨͯͭ ͟ ͯ͊͊ͤͤͦͣͯ͘͟ ͯͯ͘͡ ͔͙ͫͭ. 

gateway.eltex ˿͔͔͍͔ͭͦ ͙ͣΎ Ή͎ͭͦͦ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘. 

192.168.1.101 IP-͔͊͒ͪͫ Ή͎ͭͦͦ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘. 

0 msec 0 msec 0 msec 
ˤ͔ͪͣΎΣ ͊͘ ͔ͦͭͦͪͦ͟ ͔ͨ͊ͭ͟ ͋·͡ ͔͔ͨͪ͒͊ͤ ͙  ͍͔ͪͤͯͫ͡Ύ ͦͭ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘Φ ̂͊͘͟·͍͊π
͔ͭͫΎ ͒͡Ύ ͚͊͗͒ͦ͟ ͨͦͨ·͙ͭ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟Φ 

˽͙ͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· traceroute ͎ͣͦͯͭ ͙͚͙ͨͪͦͦͭ͘ ͦ΄͙͙͋͟Σ ͙͙͔ͦͨͫ͊ͤ ͦ΄͙͋ͦ͟ ͙͍͔͔ͨͪ͒ͤͦ ͍ 
͙ͭ͊͋͡ͼ͔ 5.13. 

͙́͊͋͡ͼ͊ 5.13 τ ˻ ΄͙͙͋͟ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· traceroute 

˿͙͍ͣͦ͡ ͦ΄͙͙͋͟ ˻͙͙͔ͨͫ͊ͤ 

*  ͚́͊ͣ͊ͯͭ ͙ͨͪ ͨͦͨ·͔ͭ͟ ͔͔ͨͪ͒͊;͙ ͔ͨ͊ͭ͊͟  

? ˹͔͙͍͔ͫͭͤ͘·͚ ͙ͭͨ ͔ͨ͊ͭ͊͟ 

A 
ˢ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤͦ ͔͔ͤ͒ͦͫͭͯͨͤΦ ˻͋·;ͤͦ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͙ͨͪ ͙͍͙͙͋ͦͪͦ͊ͤ͟͡ ͙ͫͻͦ͒Ύπ
΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ͨͦ ͍͙ͨͪ͊͊ͣ͡ ͍ ͙ͭ͊͋͡ͼ͔ ͒ͦͫͭͯͨ͊ !/[  

F ͔͔́ͪ͋ͯͭͫΎ ͺ͎͔ͪ͊ͣͤͭ͊ͼ͙Ύ ͙ ͍ͯͫͭ͊ͤͦ͊͟ ͙͍͋ͭͦ 5C 

H ͔̂͘͡ ͔͙ͫͭ ͔͔ͤ͒ͦͫͭͯͨͤ 

N ˿͔ͭΈ ͔ͤ͒ͦͫͭͯͨͤ͊ 

P ˽ͪͦͭͦͦ͟͡ ͔͔ͤ͒ͦͫͭͯͨͤ 

Q ˮͫͭͦ;͙ͤ͟ ͍͔ͨͦ͒͊ͤ͡ 

R ˮ͔ͫͭͦ͟͡ ͍͔ͪͣΎ ͍͚ͨͦͭͦͪͤͦ ͙ͫ͋ͦͪ͟ ͺ͎͔ͪ͊ͣͤͭ͊ 

S ˻΄͙͋͊͟ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͣ͊ͪ΄ͪͯͭ͊ 

U ˽ͦͪͭ ͔͔ͤ͒ͦͫͭͯͨͤ 

˽͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ Telnet-͙͔ͤͭ͊͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͔ͫͨͼ͙͊͡Έͤ·͔ ͦͣ͊ͤ͒͟· 
τ ͺͯͤ͟ͼ͙͙ ͦͤͭͪͦ͟͡Ύ ͔͙ͭͪͣͤ͊͊͡Φ ˨͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͦͣ͊ͤ͒͟ ͍ͦ ͍͔ͪͣΎ ͙͍͚͊ͭͤͦ͟ Telnet-
͔͙͙ͫͫͫ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͦͣ͋ͤ͊͟ͼ͙Ύ ͍͙͊͟͡΄ Ctrl-shift-6. 

͙́͊͋͡ͼ͊ 5.14 τ ˿ ͔ͨͼ͙͊͡Έͤ·͔ ͦͣ͊ͤ͒͟· Telnet 

˿͔ͨͼ͙͊͡Έͤ͊Ύ ͦͣ͊ͤ͒͊͟ ˹͊ͤ͊͘;͔͙͔ͤ 

^^ b ˽͔͔ͪ͒͊ͭΈ ͨͦ telnet ͪ ͊ͪ͘·͍ ͔͙͔͙ͫͦ͒ͤͤΎ  

^^ c ˽͔͔ͪ͒͊ͭΈ ͨͦ telnet ͨ ͔ͪͪ·͍͙͔͊ͤ ͨͪͦͼ͔ͫͫ͊ όLtύ  

^^ h ˽͔͔ͪ͒͊ͭΈ ͨͦ telnet ͯ ͔͙͔͒͊ͤ͡ ͙͍ͫͣͦ͊͡ ό9/) 

^^ o ˽͔͔ͪ͒͊ͭΈ ͨͦ telnet ͨ ͔ͪͪ͊͟΅͔͙͔ͤ ͍·͍ͦ͒͊ (AO) 

^^ t 
˽͔͔ͪ͒͊ͭΈ ͨͦ telnet ͫ ͦͦ͋΅͔͙͔ͤ ζAre You There?η ό!¸¢ύ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͨͦ͒͟͡Ό;͔π
͙ͤΎ 
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^^ u ˽͔͔ͪ͒͊ͭΈ ͨͦ telnet ͫ ͙͙͔ͭͪ͊ͤ ͙ͫͭͪͦ͟ (EL) 

^^ x ˤ͍ͦͪ͊ͭ͘ ͍ ͔͙ͪ͗ͣ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 

͔́͊͗͟ ͍ͦͣͦ͗ͤͦ͘ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͻ ͦͨͼ͙͚ ͙ͨͪ ͦͭͪ͟·͙͙ͭ Telnet-͔͙͙ͫͫͫΥ 

͙́͊͋͡ͼ͊ 5.15 τ ˴ ͡Ό;͔͍·͔ ͍ͫͦ͊͡, ͙ ͫͨͦ͡Έ͔ͯͣ͘·͔ ͙ͨͪ ͦͭͪ͟·͙͙ͭ Telnet-͔͙͙ͫͫͫ 

˻ͨͼ͙Ύ ˻͙͙͔ͨͫ͊ͤ 

/echo ˶ͦ͊͟͡Έͤͦ ͍͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό echo ό͍͔͙͔ͨͦ͒͊ͤ͡ ͍·͍ͦ͒͊ ͤ͊ ͦͤͫͦ͟͡Έύ  

/quiet ˹͔ ͔͒ͦͨͯͫ͊ͭ͟ ͍·͍ͦ͒ ͍͔ͫͻ ͫͦͦ͋΅͔͙͚ͤ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ Telnet  

/source-interface ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ-͙ͫͭͦ;͙ͤ͟  

/stream 

ˤ͟͡Ό;͔͊ͭ ͦ͋ͪ͊͋ͦͭͯ͟ ͨͦͭͦ͊͟Σ ͦͭͦͪ͟·͚ ͔ͪ͊ͪ͘΄͔͊ͭ ͔ͤ͊͘΅͙΅͔͔ͤͤͦ ́˿˾-͔͙͔ͫͦ͒ͤπ
͙͔ͤ ͋ ͔͘ ͦͤͭͪͦ͟͡Ύ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͔͚ͤͦͫͭ ¢ŜƭƴŜǘΦ ˽͍͔ͦͭͦͦͦ͟ ͔͙͔͙͔ͫͦ͒ͤͤ ͔ͤ ͦ͋ͪ͊π
͋͊ͭ·͍͔͊ͭ ¢ŜƭƴŜǘ-ͦͨͼ͙͙ ͙ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͒͡Ύ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͨͦͪͭ͊ͣΣ ͤ ͊ 
ͦͭͦͪ͟·ͻ ͊ͨͯ͘΅͔ͤ· ͎ͨͪͦͪ͊ͣͣ· ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ¦bL·-to-¦bL· ό¦¦/tύ ͙͋ͦ͡ ͎͙͔͒ͪͯ 
ͨͪͦͭͦͦ͟͡·Σ ͔ͤ Ύ͍͡ΎΌ΅͙͔ͫΎ ¢ŜƭƴŜǘ-͙ͨͪͦͭͦͦ͊ͣ͟͡Φ 

˴ͦͣ͊ͤ͒· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.16 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

hostname name 
name: (1..160) ͫ ͙͍͍ͣͦͦ͡/- 

˴ͦͣ͊ͤ͒͊ ͙ͫͯ͗ͭ͡ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͔͍͎ͫͭͦͦ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no hostname ˤ͔ͪͤͯͭΈ ͔͔͍͔ͫͭͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

service  
cpu-utilization 

-/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͯ ͚͍ͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͊͘π
͎͙ͪͯ͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no service  
cpu-utilization 

˭͔͙͊ͨͪͭͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͊͘π
͎͙ͪͯ͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

service cpu-input-rate 

-/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͯ ͚͍ͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͫ ͦͪͦͫͭ͟Έ ͍ͻͦπ
͒Ύ΅͙ͻ ͺͪ ͔͚͍ͣͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͼ͔ͤͭͪ͊͡Έͤ·ͣ ͨͪͦͼ͔ͫͫͦπ
ͪͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no service cpu-input-rate 
˭͔͙͊ͨͪͭͭΈ ͯ ͚͍ͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͫ ͦͪͦͫͭ͟Έ ͍ͻͦπ
͒Ύ΅͙ͻ ͺͪ ͔͚͍ͣͦ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͣ·ͻ ͼ͔ͤͭͪ͊͡Έͤ·ͣ ͨͪͦͼ͔ͫͫͦπ
ͪͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

service cpu-rate-limits traf-
fic limit  pps 

traffic: (http, telnet, shh, 
snmp, ip, link-local, arp-

switch-mode, arp-inspec-
tion, stp-bpdu, other-bpdu,  

dhcp-snooping, igmp-
snooping, mld-snooping, 

sflow, log-deny-aces, 
dhcpv6-snooping vrrp, 

other); 
pps: (8..1024) 

͍̂ͫͭ͊ͤͦ͊͟ ͤ ͊ CPU ͦ ͎͙ͪ͊ͤ;͔͙͚ͤ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͺ͔͚ͪπ
͍ͣͦ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͙ͭͨ͊ ͭͪ͊ͺ͙͊͟Φ 
- pps τ ͨ ͔͍͊ͭͦ͟ ͍ ͔ͫͯͤ͒ͯ͟Φ 

service tasks-utilization 

-/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͙ͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͊͘π
͎͙ͪͯ͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
͒͡Ύ ͎͊͗͒ͦͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊. 

no service tasks-utilization 
˭͔͙͊ͨͪͭͭΈ ͚͍ͯͫͭͪͦͫͭͯ ͎ͨͪͦͪ͊ͣͣͤͦ ͙͔ͣͪ͘ΎͭΈ ͍͔ͯͪͦͤΈ ͊͘π
͎͙ͪͯ͘͟ ͔͍ͪͫͯͪͫͦ ͼ͔ͤͭͪ͊͡Έ͎ͤͦͦ ͨͪͦͼ͔ͫͫͦͪ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
͒͡Ύ ͎͊͗͒ͦͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊. 

reset-button {enable | dis-
able| reset-only} 

-/͍͟͡Ό;͔ͤͦ ˹͚͊ͫͭͪͦ͊͟ ͔ͪ͊͟ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ ͙͔ͤ͊͗͊ͭ ͙ͤͦͨ͟͟ CΦ 
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- enable τ ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͔ͣͤ мл 
ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ ͨ ͙ͪ ͙͙ͤ͊͗͊ͭ ͤ͊ 
ͤͦͨͯ͟͟ ͙͔͒ͭ͡͡ΈͤͦͫͭΈΌ ͔͔͋ͦ͡ мл ͫ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͫ͋ͪͦͫ 
͚͍ͯͫͭͪͦͫͭ͊ ͒ ͦ ͍͚͊ͦ͒ͫͦ͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Τ 

- disable τ ͤ ͔ ͔͎͙͍ͪ͊ͪͦ͊ͭΈ όͦͭ͟͡Ό;͔ͤ͊ύΤ 

- reset-only τ ͭ ͦ͡Έͦ͟ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟. 

5.6 ͍͔͙͔̂ͨͪ͊ͤ͡ ͔ͫͭͦͣ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ 

˿͔ͭ͟ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͺͯͤ͟ͼ͙͙͔ͦͤͪͯͭ ͊͟͟ ͔͙͔͒ͤͦ ͚͍ͯͫͭͪͦͫͭͦ ͙ ͔ͣͦ͗ͭ ͍͟͡Ό;͊ͭΈ ͒ͦ 3-ͻ ͚͍ͯͫͭͪͦͫͭ1, 
͙͔ͣΌ΅͙ͻ ͔ͫ͒ͯ͡Ό΅͙͔ ͙ͪͦ͡Σ ͔͔ͦͨͪ͒͡Ύ͔ͣ·͔ ͙ͻ ͙͔͙͒ͤͭͺ͙͙͊ͭͦͪ͊ͣ͟ (StackID): 

Á Master (StackID 1) τ ͍ ͔͒ͯ΅͙͚ ͦͣͣͯͭ͊ͭͦͪ͟Σ ͦͤ ͯ ͍ͨͪ͊͡Ύ͔ͭ ͍ ͔͙ͫͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͍ ͔͔ͫͭ͟Φ 
Á Backup (StackID 2) τ ͔͔͍ͪͪͤ͘·͚ ͍͔͒ͯ΅͙͚ ͦͣͣͯͭ͊ͭͦͪ͟Φ ˩͙ͫ͡ ͍ ͔͔ͫͭ͟ ͙͍͔ͨͪͫͯͭͫͭͯͭ ͙ 
͔ͦͪͪͭͤͦ͟͟ ͺͯͤ͟ͼ͙͙͔ͦͤͪͯͭ ͚͍ͯͫͭͪͦͫͭͦ ͫͦ StackID 1, ͭͦ Ήͭͦͭ ͦͣͣͯͭ͊ͭͦͪ͟ Ύ͍͡Ύ͔ͭͫΎ 
ͨͦ͒;͙͔ͤͤͤ·ͣ. ˽͙ͪ ͍·ͻ͔ͦ͒ ͙͘ ͫͭͪͦΎ master-ͦͣͣͯͭ͊ͭͦͪ͊͟ backup ͔͔͋ͪͭ ͤ͊ ͔ͫ͋Ύ ͪͦ͡Έ 
͍͔͒ͯ΅͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊Φ ˤ ͨͪͦͼ͔͔ͫͫ ͪ͊͋ͦͭ· ͙ͨͪͦͫͻ͙ͦ͒ͭ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙Ύ startup 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͔ͣ͗͒ͯ master ͙  backup.  

Á Slave (StackID 3) τ ͨͦ͒;͙͔ͤͤͤ· ͚ͦͣͣͯͭ͊ͭͦͪ͟. ͚́͊ͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͤ ͣ͗ͦ ͔ͭ ͪ͊͋ͦͭ͊ͭΈ ͍ 
͍͙ͦͭͫͯͭͫͭ ͔͍ ͔͒ͯ΅͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊. 

ˤ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ ͦͣͣͯͭ͊ͭͦͪ͟· ͙ͫͨͦ͡Έͯ͘Όͭ ͨ͊ͪͯ ͍ͨͦͪͭͦ ͒͡Ύ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͫ ͔ͭ͊͟Φ ˤ·͋ͦͪ 
͍ͨͦͪͭͦ ͍͙͙͊ͫͭ͘ ͦͭ ͔͙ͣͦ͒͡ ͦͣͣͯͭ͊ͭͦͪ͊͟Υ 

Á a9{млнп ͙ͫͨͦ͡Έ͔ͯͭ͘  Giлκм ͙ Gi0/2; 
Á MES1124, MES1124˸  ͙ ͫͨͦ͡Έ͔ͯͭ͘  Giлκо ͙ Gi0/4;  
Á MES2124, MES2124P, MES2124M, MES2124MB ͙ ͫͨͦ͡Έͯ͘Όͭ Gi0/27 ͙  Gi0/28; 
Á MES2208 ς TBD. 

˽ͦͪͭ·Σ ͊ͤ͘Ύͭ·͔ ͒͡Ύ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΣ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͔͚ͫͯ͗͋ͤͦ͡ ͙ͤͺͦͪͣ͊ͼ͙͙ ͙ 
͙͎ͭͪ͊ͤͭͤͦͦ͘ ͭͪ͊ͺ͙͊͟ ͔ͣ͗͒ͯ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ ͔ͫͭ͊͟Φ ˽͔͙͍ͦ͒͒ͪ͗͊ΌͭͫΎ ͍͔͒ ͎͙͙ͭͦͨͦͦ͡ ͔͙͔͙ͫͦ͒ͤͤΎ 
͚͍ͯͫͭͪͦͫͭ ͍ ͔͔ͫͭ͟ τ ͦ͟͡Έͼ͔͍͊Ύ ͙ ͙͔͚ͤͤ͊͡ΎΦ ˾͔͔͔ͦͣͤ͒ͯͭͫ͟Ύ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡Ό ͒͡Ύ 
͍ͨͦ·΄͔͙ͤΎ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭ ͔ͫͭ͊͟Φ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ǇǊƛǾƛƭŜƎŜŘ 9·9/ 

˭͊ͨͪͦͫ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙ ͚͍ ͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 5.17 τ x ͍͊ͦ͘·͔ ͦͣ͊ͤ͒͟·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
 

˭ͤ͊;͔͙͔ͤκ 
ͤ͊͘;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

unit mode 
{standalone|stackable} 

-/standalone 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟: 
- standalone τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͊͟͟ ͫ͊ͣͦͫͭͦΎ͔ͭ͡Έ͔ͤͦ 
͚͍ͯͫͭͪͦͫͭͦ; 
- stackable τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͍ ͔͙͔ͪ͗ͣ ͔ͫͭ͊͟.  
˿͔ͣͤ͊ ͔͙ͪ͗ͣ͊ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ  

unit renumber local  after-
reset stack-id 

stack-id: (1..3)/1 

˹͊ͤ͊͘;͔͊ͭ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ζstack-ƛŘη ͡ ͦ͊͟͡Έͤͦͣͯ ͚͍ͯͫͭͪͦͫͭͯ όͤ͊ 
ͦͭͦͪͦͣ͟ ͍·͔ͨͦͤͤ͊͡ ͦͣ͊ͤ͒͊͟ύ. ˴ ͦͣ͊ͤ͒͊ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͊͘ ͍ 
͔͙͔ͪ͗ͣ ζǎǘŀƴŘŀƭƻƴŜη ͙ ͙͡ ͍ ͔͙͔ͪ͗ͣ ζǎǘŀŎƪŀōƭŜη ͤ ͊ ͍͔͒ͯ΅͔ͣ ͚ͯͫͭͪͦπ
͍͔ͫͭΦ ˿͔ͣͤ͊ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͙͚͖ͨͪͦͦ͒ͭ͘ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͦͣ͟π
ͣͯͭ͊ͭͦͪ͊Φ 

                                                      
1 ʕ  ͔ͭ ͯ͟΅͔͚ ͍͔͙͙ͪͫ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΦ  
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unit renumber current-id 
after-reset new-id 

current-id: (1..3) 
new-id: (1..3) 

˹͊ͤ͊͘;͔͊ͭ ͍ͤͦ·͚ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ζƴŜǿ-ƛŘη ͟ ͦͣͣͯͭ͊ͭͦͪͯ ͫ ͔ͤͦͣπ
ͪͦͣ ζŎǳǊǊŜƴǘ-ƛŘη. ˴ ͦͣ͊ͤ͒͊ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͊͘ ͭͦ͡Έͦ͟ ͤ͊ ͍͔π
͒ͯ΅͔ͣ ͚͍͔ͯͫͭͪͦͫͭ ͔ͫͭ͊͟Φ 
˿͔ͣͤ͊ ͔ͤͦͣͪ͊ ͚͍ͯͫͭͪͦͫͭ͊ ͙͚͖ͨͪͦͦ͒ͭ͘ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ Ή͎ͭͦͦ 
͚͍ͯͫͭͪͦͫͭ͊Φ  

show unit [stack-id] stack-id: (1..3) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͍ͻͦ͒Ύ΅͙ͻ ͍ ͔ͫͭ͟Φ  
˽͙ͪ ͍͍͔ͦ͒ ͦͣ͊ͤ͒͟· ͔͋͘ ͔ͨ͊ͪ͊ͣͭͪ͊ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͪ͊ͭ͊͟͟Ύ ͙ͤͺͦͪͣ͊π
ͼ͙Ύ ͦ͋ͦ ͍͔ͫͻ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͔ͫͭ͊͟Φ 
˽͙ͪ ͙͙ͯ͊͊ͤ͘͟ ζstack-ƛŘη ͦ ͔ͭͦ͋ͪ͊͗͊ͭͫΎ ͨͦ͒ͪͦ͋ͤ͊Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ ͦ ͍·π
͋ͪ͊ͤͤͦͣ ͚͍͔ͯͫͭͪͦͫͭΦ 

Á ˽͙͔ͪͣͪ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟· show unit : 

console#show unit 1  

 

Unit:                   1  

MAC address:            a8:f9:4b:81:61:40  

Master:                 Enabled.  

Product:                MES - 2124. Software: 1.1.16  

Uplink unit:            0 Downlink unit: 0.  

Status:                 master  

Active image:           image1.  

Selected for next boot: image1.  

Topology is Chain  

Stack image auto synchronization is enabled  

Unit  Mode After Reset:  stacking  

Unit Num After Reset:   1  

͙́͊͋͡ͼ͊ 5.18 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟· ζshow unitη  

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

Unit: ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͍·͎͋ͪ͊ͤͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊ 

MAC address: MAC-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

Master: ˾͔͊ͪ͘΄͔͙͔ͤ ͫͭ͊ͭΈ ͍͔͒ͯ΅͙ͣ ͚͍ͯͫͭͪͦͫͭͦͣ ͍ ͔͔ͫͭ͟ 

Product: ˻͙͙͔ͨͫ͊ͤ ͔͙ͣͦ͒͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

Uplink unit: 
ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͨ ͦ͒͟͡Ό;͔͎ͤͤͦͦ ͟ ͍͔ͪͻ͔ͤͣͯ ͔ͫͭ͟-ͨͦͪͭͯ ͍·͋ͪ͊ͤπ
͎ͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊  

Downlink unit: 
ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͨ ͦ͒͟͡Ό;͔͎ͤͤͦͦ ͟  ͤ ͙͔͗ͤͣͯ ͔ͫͭ͟-ͨͦͪͭͯ ͍ ·͋ͪ͊ͤπ
͎ͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊  

Status: ͔́ͯ͟΅͊Ύ ͪͦ͡Έ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔͔ͫͭ͟ 

Active image: ˢ͙͍ͭͤ͟·͚ ͦ͋ͪ͊͘ ˽˻ 

Selected for next boot: ˻͋ͪ͊͘ ˽˻Σ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙͍͊ͭͤ͟·ͣ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ 

Topology is ͔́ͯ͟΅͊Ύ ͎͙ͭͦͨͦͦ͡Ύ ͔ͫͭ͊͟ - chain όͼ͔ͨͦ;͊͟ύ ͙ ͙͡ ring όͦ͟͡Έͼͦύ 

Unit Mode After Reset: ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ τ standalone/stacking 

Unit Num After Reset: ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͦͭͦͪ͟·͚ ͙͔͙ͨͪͣͤͭͫΎ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ 

 

 

͚͍̂ͫͭͪͦͫͭ͊ ͫ ͙͍ͦ͒ͤ͊ͦ͟·͙ͣ ͙͔͙͒ͤͭͺ͙͙͊ͭͦͪ͊ͣ͟ ζUnit IDη ͔ͤ ͎ͣͦͯͭ ͪ͊͋ͦͭ͊ͭΈ ͍ ͦ͒ͤͦͣ 
͔͔ͫͭ͟Φ 

 

 

 

5.7 ˴ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͚ͨ͊ͪͦ͡ 

˨͊ͤͤ·͚ ͔ͦͣͨͫ͟͟͡ ͦͣ͊ͤ͒͟ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͙͙ͣͤͣ͊͡Έ͚ͤͦ ͙ͫͦ͗ͤͦͫͭ͡ ͨ͊ͪͦ͡ΎΣ ͊ ͔ͭ͊͗͟ 
͒͡Ύ ͙͊͒͊ͤ͘Ύ ͍͔͔͙ͪͣͤ ͔͚͍͙͒ͫͭΎ ͨ͊ͪͦ͡ΎΦ 
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˴ͦͣ͊ͤ͒· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.19 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

passwords aging age 
age: (0 .. 365)κл ͔͚͒ͤ 

˭͔͊͒͊ͭ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͔͚ͨ͊ͪͦ͡Φ ˽ͦ ͙͔ͫͭ;͔͙ͤΌ ͎͊͒͊ͤͤͦͦ͘ 
ͫͪͦ͊͟ ͔͋ͯ͒ͭ ͔͔ͨͪ͒ͦ͗ͤͦ͡ ͔͙ͫͣͤͭΈ ͨ͊ͪͦ͡ΈΦ ˭ͤ͊;͔͙͔ͤ л ͎͍ͦͦπ
͙ͪͭ ͦ ͭͦͣΣ ;ͭͦ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͔͚ͨ͊ͪͦ͡ ͔ͤ ͊͒͊ͤͦ͘ 

no password aging ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

passwords complexity ena-
ble 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͺͦͪͣ͊ͭ ͨ͊ͪͦ͡Ύ 

no passwords complexity 
enable 

·ʕ͟ ͡Ό;͔͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͺͦͪͣ͊ͭ ͨ͊ͪͦ͡Ύ 

passwords complexity min-
classes  value 

value: (0..4)/3 

ˤ͟͡Ό;͔͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤΣ ͊͒͊͘Ό΅͔͔ ͙͙ͣͤͣ͊͡Έ͔ͤͦ ͙ͦ͟͡;͔π
͍ͫͭͦ ͍͊ͫͫͦ͟͡ ͙͍͍ͫͣͦͦ͡ όͫͭͪͦ;ͤ·͔ ͍͋ͯ͟·Σ ͎͍͊͊ͤ͘͡·͔ ͍͋ͯ͟·Σ 
ͼ͙ͺͪ·Σ ͙͍ͫͣͦ͡·ύ 

 

no passwords complexity 
min-classes 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

passwords complexity min-
length value 

value: (0..64)/8 

ˤ͟͡Ό;͔͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙͙ͣͤͣ͊͡ΈͤͯΌ ͙͒ͤͯ͡ ͨ͊ͪͦ͡ΎΦ  

 

no passwords complexity 
min-length 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

passwords complexity no-
repeat number 

number: (0 ..16)/3 

ˤ͟͡Ό;͔͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤΣ ͊͒͊͘Ό΅͔͔ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔π
͍ͫͭͦ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤͦ ͍ͨͦͭͦͪΎΌ΅͙ͻͫΎ ͙͍͍ͫͣͦͦ͡ ͍ ͍ͤͦͦͣ 
͔ͨ͊ͪͦ͡. 

no password complexity 
no-repeat 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

passwords complexity not-
current 

-/͍͟͡Ό;͔ͤͦ 

˭͔͊ͨͪ΅͔͊ͭ ͙ͨͪ ͔͔ͫͣͤ ͨ͊ͪͦ͡Ύ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͤͦπ
͍͎ͦͦ ͫͭ͊ͪ·͚ 

no passwords complexity 
not-current 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͫͭ͊ͪ·͚ ͨ͊ͪͦ͡Έ ͙ͨͪ ͔͔ͫͣͤ 

passwords complexity not-
username 

-/͍͟͡Ό;͔ͤͦ 

˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͨ͊ͪͦ͡Ύ ͙ͣΎ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ 

no passwords complexity 
not-username 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͨ͊ͪͦ͡Ύ ͙ͣΎ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ 

͙́͊͋͡ͼ͊ 5.20 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show passwords 
configuration 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͎͙ͦͪ͊ͤ;͔͙ͤΎͻ ͤ͊ ͙ͨ͊ͪͦ͡ 
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5.8 ˾͊͋ͦͭ͊ ͫ ͺ͚͙͊͊ͣ͡ 

5.8.1 ˻͙͙͔ͨͫ͊ͤ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ 

˽͙ͪ ͦͫͯ΅͔͍͔͙͙ͫͭͤ͡ ͔ͦͨͪ͊ͼ͙͚ ͤ͊͒ ͺ͚͙͊͊ͣ͡ ͍ ͊͟;͔͍͔ͫͭ ͎͔͍͊ͪͯͣͤͭͦ ͦͣ͊ͤ͒͟ ͍·ͫͭͯͨ͊Όͭ ͔͊͒ͪͫ͊ ¦w[ 
τ ͔͔͙͔͙ͦͨͪ͒ͭ͡͡ ͔ͣͫͭͦͤ͊ͻ͔͙ͦ͗͒ͤΎ ͔ͪͫͯͪͫ͊Φ ˻͙͙͔ͨͫ͊ͤ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͍ ͔ͦͨͪ͊ͼ͙ΎͻΣ 
͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ р.12. 

͙́͊͋͡ͼ͊ 5.21 τ ˿ ͙ͨͫͦ͟ ͟͡Ό;͔͍·ͻ ͍ͫͦ͡ ͙ ͙ͻ ͙͙͔ͦͨͫ͊ͤ 

˴͡Ό;͔͍͔ͦ ͍ͫͦͦ͡ ˻͙͙͔ͨͫ͊ͤ 

flash://  
ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ Ή͔͎͔͍͙͙͚ͤͪͦͤ͊ͫͣͦ͘ ͨ͊ͣΎ͙ͭΦ ͔͎͔̏ͤͪͦͤπ
͍͙͙͊ͫͣ͊͘Ύ ͨ͊ͣΎͭΈ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͔͙ͫ͡ ͔͊͒ͪͫ ¦w[ ͔͔͔ͦͨͪ͒ͤ͡ ͔͋͘ ͔ͨͪͺ͙ͫ͊͟ 
ό͔ͨͪͺ͙͙ͫ͊ͣ͟ Ύ͍͡ΎΌͭͫΎΥ flash:, tftpΥΣ ǎŎǇΥΧύΦ 

running-config ͚̅͊͡ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

startup-config ͚̅͊͡ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

image 
˩͙ͫ͡ ͙ͫͻͦ͒ͤ·͚ ͺ͚͊͡ τ ͒ ͊ͤͤ·͚ ͦ͋ͪ͊͘ ͙͍͊ͭͤ͟·͚Φ 
˩͙ͫ͡ ͔ͯ͒͊ͤͤ͡·͚ ͺ͚͊͡ τ ͒ ͊ͤͤ·͚ ͦ͋ͪ͊͘ ͔ͤ ͙͍͊ͭͤ͟·͚Φ 

boot ˭͎͊ͪͯͦ͘;ͤ·͚ ͺ͚͊͡Φ 

tftp: //  

ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒ ͡Ύ ¢C¢t-͔͍͔ͫͪͪ͊Φ  
˿͙͙ͤͭ͊ͫͫ͟: tftp://host/[directory / ] filename.  
host τ ͣ ͔ͦ͗ͭ ͋·ͭΈ LtǾп-͔͊͒ͪͫͦͣ ͙͙͡ ͔͔͍ͫͭ·ͣ ͙͔͔ͣͤͣ ͚͍ͯͫͭͪͦͫͭ͊Σ ŘƛǊŜŎǘƻǊȅ τ ͟ ͎͊ͭ͊ͦ͡Σ 
filename τ ͙ ͣΎ ͺ͚͊͊͡Φ 

scp://  

ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͙͙͡ ͔͊͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ {{I-͔͍͔ͫͪͪ͊Φ 
˿͙͙ͤͭ͊ͫͫ͟: scp://[username[:password]@]host/[directory/ ] filename 
username τ ͙ ͣΎ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ, password τ ͨ ͊ͪͦ͡Έ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ, host τ IPv4 ͊ ͔͒ͪͫ ͙ ͙͡ 
͔͔͍͔ͫͭͦ ͙ ͣΎ ͯ ͚͍ͫͭͪͦͫͭ͊, directory τ ͟ ͎͊ͭ͊ͦ͡, filename τ ͙ ͣΎ ͅ ͚͊͊͡. 

xmodem:  
ˮͫͻͦ͒ͤ·͚ ͔͊͒ͪͫ ͺ͚͊͊͡ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ ·-ƳƻŘŜƳ ͨͦ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤͦͣͯ 
͔͙͔͙ͫͦ͒ͤͤΌΦ 

unit:// member/  startup-
config 

˴ͦͤͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·͚ ͺ͚͊͡Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͙ͨͪ ͔͊ͨͯͫ͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 
member τ ͣ ͔ͦ͗ͭ ͋·ͭΈ Lt-͔͊͒ͪͫͦͣ ͙͙͡ ͔͔͍ͫͭ·ͣ ͙͔͔ͣͤͣ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟. 
 

unit:// member/  image 

͚̅͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͙͙͡ ͤ͊ ͦ͒ͤͦͣ ͙͘ ͚͍ͯͫͭͪͦͫͭ ͫ ͔ͭ͊͟Φ ˨͡Ύ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͫ 
͍͔͒ͯ̈́ ͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊ ͤ͊ ͍͔ͫ ͦͫͭ͊͡Έͤ·͔ ͙ͣͦ͒ͯ͡ ͣͦ͗ͤͦ ͍ Ή͔͔͔ͣͤͭ͡ member ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ 
ζϝηΦ 
member τ ͣ ͔ͦ͗ͭ ͋·ͭΈ Lt-͔͊͒ͪͫͦͣ ͙͙͡ ͔͔͍ͫͭ·ͣ ͙͔͔ͣͤͣ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Φ 

unit:// member/  boot 

˭͎͊ͪͯͦ͘;ͤ·͚ ͺ͚͊͡ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͙͙͡ ͤ͊ ͦ͒ͤͦͣ ͙͘ ͚͍ͯͫͭͪͦͫͭ ͔ͫͭ͊͟Φ ˨͡Ύ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͫ ͍͔π
͒ͯ΅͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊ ͤ͊ ͍͔ͫ ͦͫͭ͊͡Έͤ·͔ ͙ͣͦ͒ͯ͡ ͣͦ͗ͤͦ ͍ Ή͔͔͔ͣͤͭ͡ member ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ 
ζϝηΦ 
member τ ͣ ͔ͦ͗ͭ ͋·ͭΈ Lt-͔͊͒ͪͫͦͣ ͙͙͡ ͔͔͍ͫͭ·ͣ ͙͔͔ͣͤͣ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟. 

null: 
˽͔ͯͫͭͦ ͔ͣͫͭͦ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͙͚ͦͨ͟ ͙͙͡ ͺ͚͍͊ͦ͡Φ ˸ͦ͗ͤͦ ͙͍ͦͨͪͦ͊ͭ͟Έ ͔ͯ͒͊ͤͤ͡·͚ ͺ͚͊͡ ͟ 
ͨͯͫͭͦͣͯ ͔ͯ͊͊ͭ͘͟͡ΌΣ ;ͭͦ͋· ͔͔͙ͦͨͪ͒ͭ͡Έ ͔͎ͦ ͔ͪ͊ͣͪ͘Φ 

logging ͚̅͊͡ ͫ ͙͙͔͚ͫͭͦͪ ͦͣ͊ͤ͒͟. 

unit:// member/  backup-
config 

˾͔͔͍ͪͤ͘·͚ ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͙͙͡ ͤ͊ ͦ͒ͤͦͣ ͙͘ ͚͍ͯͫͭͪͦͫͭ ͔ͫͭ͊͟Φ 
member τ ͣ ͔ͦ͗ͭ ͋·ͭΈ Lt-͔͊͒ͪͫͦͣ ͙͙͡ ͔͔͍ͫͭ·ͣ ͙͔͔ͣͤͣ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟. 

5.8.2 ˴ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ 

˴ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ ͒ ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤͦͣͯ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΌΦ 

˭͊ͨͪͦͫ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ Privileged 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console #  
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͙́͊͋͡ͼ͊ 5.22 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͺ͚͙͊͊ͣ͡ ͍ ͔͙͔ͪ͗ͣ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

copy source-url destina-
tion-url [snmp] 

source-url:  
(1..160) ͫ ͙͍͍ͣͦͦ͡; 

 
destination-url: 

(1..160) ͫ ͙͍͍ͣͦͦ͡Τ 

˴͙͍͙͔ͦͨͪͦ͊ͤ ͺ͚͊͊͡ ͙͘ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ ͙ͫͭͦ;͙ͤ͊͟ ͍ ͔ͣπ
͔͙͔ͫͭͦͨͦͦ͗ͤ͡ ͤ͊ͤ͊͘;͔͙ͤΎΦ  
- snmp τ ͙ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͭͦ͡Έͦ͟ ͎ͦ͒͊͟ ͙͍͙͔ͦͨͪͦ͊ͤ͟ ͦͫͯπ
΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙͘κ͍ ǎǘŀǊǘǳǇ-ŎƻƴŦƛƎΦ ˿͔ͨͼ͙ͺ͙ͼ͙͔ͪͯͭ ͙ͫͨͦ͡Έͦ͘π
͍͙͔͊ͤ ͙ͫͻ͎ͦ͒ͤͦͦ ͔͊͒ͪͫ͊ ͙͙͡ ͔͊͒ͪͫ͊ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͍ 
ͺ͔ͦͪͣ͊ͭ {bat; 
- source-url τ ͣ ͔͔͙͔ͫͭͦͨͦͦ͗ͤ͡ ͙͔͎ͦͨͪͯͣͦͦ͟ ͺ͚͊͊͡Τ 
- destination-url τ ͊ ͔͒ͪͫ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͟ ͯ͒͊ ͺ͚͊͡ ͋ͯπ
͔͒ͭ ͙͍ͫͦͨͪͦ͊ͤ͟Φ 

copy source-url image ˴͙͍͙͔ͦͨͪͦ͊ͤ ͺ͚͊͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ ͫ ͔͍͔ͫͪͪ͊ ͍ Ή͔͎͔ͤͪͦͤ͊͘π
͍͙͙ͫͣͯΌ ͨ͊ͣΎͭΈΦ 

copy source-url boot ˴͙͍͙͔ͦͨͪͦ͊ͤ ͎͊ͪͯͦ͘͘;͎ͤͦͦ ͺ͚͊͊͡ ͫ ͔͍͔ͫͪͪ͊ ͍ Ή͔͎͔ͤͪͦͤ͊͘π
͍͙͙ͫͣͯΌ ͨ͊ͣΎͭΈΦ 

copy source-url running-
config 

˴͙͍͙͔ͦͨͪͦ͊ͤ ͺ͚͊͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͔͍͔ͫͪͪ͊ ͍ ͔ͭͯ͟΅ͯΌ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΌΦ 

copy source-url startup-
config 

˴͙͍͙͔ͦͨͪͦ͊ͤ ͺ͚͊͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͔͍͔ͫͪͪ͊ ͍ ͔͍ͨͪͦͤ͊π
;͊͡ΈͤͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΌΦ 

copy running-config desti-
nation-url 

˿ͦͻ͔͙͔ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ͔͍͔͔ͫͪͪΦ 

copy startup-config desti-
nation-url 

˿ͦͻ͔͙͔ͪ͊ͤͤ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ͔͍͔͔ͫͪͪΦ 

copy running-config 
startup-config 

τ 
˿ͦͻ͔͙͔ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͔͍ͨͪͦͤ͊;͊͡ΈͤͯΌ ͟ ͦͤπ
ͺ͙͎ͯͪ͊ͼ͙ΌΦ 

copy running-config file 
τ 

˿ͦͻ͔͙͔ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͊͒͊ͤͤ͘·͚ ͔͔͍ͪͪͤ͘·͚ 
ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 
˽͔͙͍͔ͦ͒͒ͪ͗͊ͭͫΎ ͍͒͊ ͺ͚͊͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

copy startup-config file τ 
˿ͦͻ͔͙͔ͪ͊ͤͤ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͊͒͊ͤͤ͘·͚ ͔ͪπ
͔͍ͪͤ͘·͚ ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

copy running-config 
backup-config 

τ 
˿ͦͻ͔͙͔ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͔͔͍ͪͪͤ͘·͚ ͺ͚͊͡ ͦͤ͟π
ͺ͙͎ͯͪ͊ͼ͙͙Φ 

copy startup-config 
backup-config 

τ 
˿ͦͻ͔͙͔ͪ͊ͤͤ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͔͔͍ͪͪͤ͘·͚ 
ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

dir τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͫͨͫͦ͟ ͺ͚͍͊ͦ͡ ͍ͦ ͺ͡Ή΄-ͨ͊ͣΎ͙ͭ 

more  {flash://<file> | 
startup-config | running-
config | mirror-config | 
<file>} 

<file>: (1..160) ͫ ͙͍͍ͣͦͦ͡ 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡Φ 
- startup-config τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔͍ͨͪͦͤ͊π
;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Τ 
- running-config τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Τ 
- flash:// τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͺ͚͊͡· ͫ ¦{. ŦƭŀǎƘ-͙͔͔͚ͤ͊ͦͨͭ͟͡Τ  
- mirror-config τ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͫ ͔ͪ͊͊͘͟͡Τ 
- file τ ͙ ͣΎ ͺ͚͊͊͡Φ 

͚̅͊͡· ͦͭͦ͋ͪ͊͗͊ΌͭͫΎ ͍ ͺ͔ͦͪͣ͊ͭ !{/LLΣ ͊͘ ͙ͫ͟͡Όπ
;͔͙͔ͤͣ imageΣ ͦͭͦͪ͟·͔ ͦͭͦ͋ͪ͊͗͊ΌͭͫΎ ͍ ΄͔ͫͭͤ͊π
͒ͼ͔͙͊ͭͪ;ͤͦͣ ͺ͔ͦͪͣ͊ͭΦ 
*.prv ͺ͚͊͡· ͔ͤ ͦͭͦ͋ͪ͊͗͊ΌͭͫΎΦ 

delete url τ 
͔͙͔̂͒͊ͤ͡ ͺ͚͊͊͡ ͫ ͺ͡Ή΄-ͨ͊ͣΎ͙ͭ ͚͍ͯͫͭͪͦͫͭ͊Φ  
͚̅͊͡· ϝΦǇǊǾΣ ƛƳŀƎŜ-м ͙ ƛƳŀƎŜ-н ͔ͤ ͎ͣͦͯͭ ͋·ͭΈ ͔ͯ͒͊ͤ͡·Φ 

delete startup-config τ ͔͙̂͒͊ͤ͡ ͔ͅ ͚͊͊͡ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

boot system  
[unit unit] {image-1| im-
age-2} unit: (1..4) 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Σ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͎͔͊ͪͯ͗ͤ͘ 
͙ͨͪ ͔͊ͨͯͫ͘͟Φ 
- unit τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ό͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊͋ͦπ
ͭ͊Ό΅͔͎ͦ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣ, ͨ ͔͊ͪ͊ͣͭͪ ͔ͤ ͙ͫͨͦ͡Έͯ͘π
͔ͭͫΎύΦ 

boot system inactiveπim-
age [unit unit | all]   

τ 
˭͎͊ͪͯ͘͟ ͊ͫ  ͔͙͍͎ͤ͊ͭͤͦͦ͟ ͺ͚͊͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽ ˻Φ ˽ ͍ͦͭͦͪͤ·͚ 
͍͍ͦ͒ ͦͣ͊ͤ͒͟· ͔͔͒͊ͭ͡ ͊ ͙͍ͭͤ͟·ͣ ͔ͭͯ͟΅͙͚ ͺ͚͊͡ ˽˻Φ 
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show running-config τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

show startup-config τ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͺ͚͊͊͡ ͔͍ͨͪͦͤ͊;͊͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯπ
ͪ͊ͼ͙͙Φ 

show bootvar [unit unit] 

unit: (1..4) 

˽ͦ͊͘͟·͍͔͊ͭ ͙͍͊ͭͤ͟·͚ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Σ ͦͭͦͪ͟·͚ 
͚͍ͯͫͭͪͦͫͭͦ ͎͔͊ͪͯ͗͊ͭ͘ ͙ͨͪ ͔͊ͨͯͫ͘͟Φ 
- unit ς ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ό͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͪ͊͋ͦͭ͊π
Ό΅͔͎ͦ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣ, ͨ ͔͊ͪ͊ͣͭͪ ͔ͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘ΎύΦ 

˽͔͊ͪ͊ͣͭͪ ώǳƴƛǘ unitϐ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͦͣ͊ͤ͒͟· 
͔͒ͦͫͭͯͨͤ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟Ύ 

write [memory|terminal]   
˿ͦͻ͔͙͔ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ ͺ͚͊͡ ͔͍ͨͪͦͤ͊;͊͡Έπ
͚ͤͦ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙Φ 

rename url new-url 
url: (1 .. 160) 

ˮ͔͔͙͔ͣͤͤ͘ ͙͔͙ͣͤ ͺ͚͊͊͡Φ 
- url τ ͭ ͔ͯ͟΅͔͔ ͙ͣΎ ͺ͚͊͊͡Τ 
- new-url τ ͤ ͍͔ͦͦ ͙ͣΎ ͺ͚͊͊͡Φ 

 

 

 

˿ͯ΅͔͍ͫͭͯΌͭ ͔ͤͦͭͦͪ͟·͔ ͔͙ͤ͒ͦͨͯͫͭͣ·͔ ͙ͦͣ͋ͤ͊͟ͼ͙͙ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ ͙ ͔ͣͫͭ͊ ͤ͊ͤ͊͘;͔π
͙ͤΎΦ ˹͔͡Έ͘Ύ ͙͍ͦͨͪͦ͊ͭ͟Έ ͍ ͔ͫ͒ͯ͡Ό΅͙ͻ ͫͯ͡;͊ΎͻΥ 

ï ͔͙ͫ͡ ͙ͫͻͦ͒ͤ·͚ ͺ͚͊͡ ͙ ͺ͚͊͡ ͤ͊ͤ͊͘;͔͙ͤΎ τ ͦ ͙͒ͤ ͙ ͭͦͭ ͔͗ ͺ͚͊͡Τ 

ï xmodem ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͊͒ͪͫͦͣ ͤ͊ͤ͊͘;͔͙ͤΎΦ ˽ͦ X-modem ͫ ͔͊͒ͪͫ͊ ͙ͫπ
ͭͦ;͙ͤ͊͟ ͺ͚͊͡ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͍ͫͦͨͪͦ͊ͤ͟ ͭͦ͡Έͦ͟ ͍ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Σ ͍ 
͎͊ͪͯͦ͘͘;ͤ·͚ ͺ͚͊͡ ͙͙͡  ͍null; 

ï ͔͍͔ͫͪͪ TFTP ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͊͒ͪͫͦͣ ͙ͫͭͦ;͙ͤ͊͟ ͙ ͔͊͒ͪͫͦͣ ͤ͊ͤ͊͘;͔͙ͤΎ 
͒͡Ύ ͚ͦ͒ͤͦ ͦͣ͊ͤ͒͟· ͙͍͙ͦͨͪͦ͊ͤ͟ΎΤ 

ï ϝΦǇǊǾ ͺ͚͊͡· ͔ͤ ͎ͣͦͯͭ ͋·ͭΈ ͙͍ͫͦͨͪͦ͊ͤ͟· ͙ ͙͡ ͨͪͦ;͙ͭ͊ͤ·; 

ï ͙͍͙͔ͦͨͪͦ͊ͤ͟ ͟κͦͭ ͚͍ͯͫͭͪͦͫͭ ͔ͫͭ͊͟, ͪ ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͍͔͒ͦͣͦͣ ͔͙͔ͪ͗ͣ, ͍ ͦ͘π
ͣͦ͗ͤͦ ͭͦ͡Έͦ͟ ͒͡Ύ ͺ͚͊͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ ͙ ͺ͚͊͊͡ ͤ͊;͊͡Έ͎ͤͦͦ ͎͊ͪͯ͘͘;͙͊͟. 

 
͙́͊͋͡ͼ͊ 5.23 - ˻ ͙͙͔ͨͫ͊ͤ ͙͍ͨͪͤ͊ͦ͘͟ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ 

˽͙ͪͤ͊͘͟ ˻͙͙͔ͨͫ͊ͤ 

! 
ˤ͙ͦͫ͟͡ͼ͔͊ͭ͡Έͤ·͚ ͤ͊͘͟ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͨͪͦͼ͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͙͔͒ͭ ͔ͯͫͨ΄ͤͦΦ ˴͊͗π
͒·͚ ͍͙ͦͫ͟͡ͼ͔͊ͭ͡Έͤ·͚ ͤ͊͘͟ ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͔ͯͫͨ΄ͤͯΌ ͔͔ͨͪ͒͊;ͯ ͔͒ͫΎ͙ͭ ͔͍ͨ͊ͭͦ͟ 
όрмн ͚͍͋͊ͭͦ ͊͗͒͟·͚ύΦ 

. 
́ͦ;͊͟ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͨͪͦͼ͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͔͍ͨͪͪ͊ͤΦ ˹͔ͫͦ͟͡Έͦ͟ ͭͦ;͔͟ ͨͦ͒ͪΎ͒ 
ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͍ ͨͪͦͼ͔͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͍͙ͦͤ͊͘͟͡ ͦ΄͙͋͊͟Φ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟Φ 

Á ͙̂͒͊ͭ͡Έ ͺ͚͊͡ test ͙ ͘ Ή͔͎͔͍͙͙͚ͤͪͦͤ͊ͫͣͦ͘ ͨ ͊ͣΎ͙ͭ: 

console# delete  flash: test  

Delete flash:test? [ confirm ]  

˾͔ͯ͘͡Έͭ͊ͭ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟·Υ ͔ͨͦͫ͡ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ ͺ͚͊͡ ͔͋ͯ͒ͭ ͔ͯ͒͊ͤ͡Φ 

5.8.3 ˴ͦͣ͊ͤ͒· ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͦͣ͊ͤ͒͟· ͚͙ͤ͊ͫͭͪͦ͟ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͦ ͚͔ͭ͊ͣͪͯ ͙͙͡ 
͙ͨͪ ͫͦͻ͔͙͙ͪ͊ͤͤ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ŦƭŀǎƘ-͙͔ͤ͊ͦͨͭ͟͡Έ. 
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˴ͦͣ͊ͤ͒· ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.24 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

backup server server 
server: (1..22) ͫ ͙͍͍ͣͦͦ͡ 

͙͔̂͊͊ͤ͘͟ tftp-͔͍͔ͫͪͪ͊Σ ͤ͊ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙͍͙ͨͪͦͦ͒ͭ͘ΈͫΎ 
͔͔͍͙͍͙͔ͪͪͪͦ͊ͤ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ ˿ͭͪͦ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ 
ζǘŦǘǇΥκκ···Φ···Φ···Φ···η, 
ζǎŎǇΥκκώώǳǎŜǊƴŀƳŜϐώΥώǇŀǎǎǿƻǊŘϐϐϪϐƘƻǎǘηΦ 

no backup server ͔͙͔̂͒͊ͤ͡ ͔͍͔ͫͪͪ͊ ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘ΎΦ 

backup history enable 
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͫ ͦͻ͔͙͔ͪ͊ͤͤ ͙͙͙ͫͭͦͪ ͔͔͍ͪͪͤ͘·ͻ ͙͚ͦͨ͟. 

no backup history enable ˻ͭ͟͡Ό;͙ͭΈ ͫͦͻ͔͙͔ͪ͊ͤͤ ͙͙͙ͫͭͦͪ ͔͔͍ͪͪͤ͘·ͻ ͙͚ͦͨ͟. 

backup path path 
path: (1..128) ͫ ͙͍͍ͣͦͦ͡ 

͙͔̂͊͊ͤ͘͟ ͙ͨͯͭ ͔͙ͪ͊ͫͨͦͦ͗ͤ͡Ύ ͺ͚͊͊͡ ͤ͊ ͔͍͔͔ͫͪͪ ͙ ͔ͨͪͺ͙ͫ͊͟ 
ͺ͚͊͊͡Φ ˽͙ͪ ͫͦͻ͔͙͙ͪ͊ͤͤ ͟ ͔ͨͪͺ͙ͫͯ͟ ͔͋ͯ͒ͭ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͔ͭͯ͟π
΅͊Ύ ͒͊ͭ͊ ͙ ͍͔ͪͣΎ ͍ ͺ͔ͦͪͣ͊ͭ ͎͎͎͎ͣͣ͒͒;;ͣͣͫͫΦ 

no backup path ͔͙͔̂͒͊ͤ͡ ͙ͨͯͭ ͒͡Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘ΎΦ 

backup time-period timer timer: (1..35791394) 
͙ͣͤ/тнл ͙ͣͤ 

͙͔̂͊͊ͤ͘͟ ͔ͨͪͦͣ͗ͯͭ͊͟ ͍͔͔͙ͪͣͤΣ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͋ͯπ
͔͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͍͙͍͙͔ͪͪͪͦ͊ͤ͘ ͦͤ͟π
ͺ͙͎ͯͪ͊ͼ͙͙Φ 

no backup time-period ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

backup auto 
-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͊ ͍͙ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͪ ͔͔͍͙͍͙ͪͪͦ͊ͤ͘Ύ ͟ ͦͤͺ͙͎ͯͪ͊π
ͼ͙͙. 

no backup auto ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

backup write-memory 
-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͨͪ ͫͦͻ͔͙͙ͪ͊ͤͤ 
ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͤ͊ ŦƭŀǎƘΦ 

no backup write-memory ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

͙́͊͋͡ͼ͊ 5.25 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ tǊƛǾƛƭŜƎŜŘ EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show backup ˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙. 

show backup history ˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͙ͫͭͦͪΌ ͯ ͔ͫͨ΄ͤͦ ͫ ͦͻ͔ͪ͊ͤͤͤ·ͻ ͤ͊ ͔͍͔ͫͪͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͚. 

5.8.4 ˴ͦͣ͊ͤ͒· ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˽ͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ  

˴ͦͣͣͯͭ͊ͭͦͪ ͔͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ, ͙͋͊ͪͯ͘Ό΅͙͚ͫΎ ͤ͊ 5I/t ό͒ͦ 
ͨͪͦͼ͔ͫͫ͊ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ύΣ ͔͙ͫ͡ ͦͤ ͍͟͡Ό;͔ͤ ͙ ͙ͣΎ ͔͍͎ͭͫͭͦͦͦ͟ ͺ͚͊͊͡ ό5I/t-ͦͨͼ͙Ύ 125), 
͔ͫͦ͒ͪ͗͊΅͔͎ͦ ͙ͣΎ ͦ͋ͪ͊͊͘ ˽˻Σ ͋·ͦ͡ ͔͍͔ͨͪ͒ͦͫͭ͊ͤͦ͡ ͔͍͔ͫͪͪͦͣ 5I/tΦ 

˽ͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ͫͦͫͭͦͭ ͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ ΄͎͍͊ͦΥ 

1. ˴ͦͣͣͯͭ͊ͭͦͪ ͎͔͊ͪͯ͗͊ͭ͘ ͔͍ͭͫͭͦ͟·͚ ͺ͚͊͡ ͙ ;͙͔ͭ͊ͭ ͙͘ ͔͎ͤͦ ͙ͣΎ ͺ͚͊͊͡ ͦ͋ͪ͊͊͘ ˽˻ ͤ͊ ¢C¢t-͔ͫͪπ
͍͔͔ͪΤ 

2. ˴ͦͣͣͯͭ͊ͭͦͪ ͫ͊͟;͙͍͔͊ͭ ͔͍ͨͪ·͚ ͋ͦ͟͡ όрмн ͚͋͊ͭύ ͦ͋ͪ͊͊͘ ˽˻ ͫ ¢C¢t-͔͍͔ͫͪͪ͊Σ ͍ ͦͭͦͪͦͣ͟ ͔ͫͦ͒ͪπ
͙͗ͭͫΎ ͍͔͙ͪͫΎ ˽˻Τ 

3. ˴ͦͣͣͯͭ͊ͭͦͪ ͍͙͍͔ͫͪ͊ͤ͊ͭ ͍͔͙ͪͫΌ ͺ͚͊͊͡ ͦ͋ͪ͊͊͘ ˽˻Σ ͨͦͯ͡;͔͎ͤͤͦͦ ͫ ¢C¢t-͔͍͔ͫͪͪ͊, ͫ ͍͔͙͔͚ͪͫ 
͙͍͎͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘ ˽˻ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˩͙ͫ͡ ͙ͦͤ ͙ͦͭ͡;͊ΌͭͫΎΣ ͦͣͣͯͭ͊ͭͦͪ͟ ͎͔͊ͪͯ͗͊ͭ͘ ͦ͋ͪ͊͘ ˽˻ ͫ 
TFTP-͔͍͔ͫͪͪ͊ ͍͔ͣͫͭͦ ͔͙͍͎ͤ͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘ ˽˻ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͔͔͒͊ͭ͡ ͒͊ͤͤ·͚ ͦ͋ͪ͊͘ ͙͍͊ͭ͟π
ͤ·ͣΤ 

4. ˩͙ͫ͡ ͦ͋ͪ͊͘ ˽˻ ͋ ·͡ ͎͔͊ͪͯ͗ͤ͘Σ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭͫ͘ΎΦ 



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                65 

˽ͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣͣͯͭ͊ͭͦͪ ͔͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ, ͙͋͊ͪͯ͘Ό΅͙͚ͫΎ ͤ͊ 5I/t, 
͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͔ͫ͒ͯ͡Ό΅͙ͻ ͍͙͚ͯͫͦ͡Υ 

1. ˢ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͔ͪ͊ͪ͘΄͔ͤͦ ͍ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

2. ˻͍͔ͭͭ DHCP-͔͍͔ͫͪͪ͊ ͔͙ͫͦ͒ͪ͗ͭ IP-͔͊͒ͪͫ ¢C¢t-͔͍͔ͫͪͪ͊ ό5I/t-ͦͨͼ͙Ύ ссύ  ͙ ͙ Ύͣ ͺ͚͊͊͡ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ό5I/t-ͦͨͼ͙Ύ стύ ͍  ͺ͔ͦͪͣ͊ͭ ASCII.  

 
˽ͦͯ͡;͔ͤͤ·͚ ͺ͚͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͟ ͭ ͔ͯ͟΅͔͚ όǊǳƴƴƛƴƎύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ  

 

 

˩͙ͫ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍͟͡Ό;͙͡ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͫͦͻ͔͙͔ͪ͊ͤͤ όͦͣ͊ͤ͒͊͟ ōƻƻǘ Ƙƻǎǘ ŀǳǘƻ-save), 
ͭͦ ͔ͭͯ͟΅͊Ύ όǊǳƴƴƛƴƎύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ ͔͋ͯ͒ͭ ͙͍ͫͦͨͪͦ͊ͤ͊͟ ͍ ͔͍ͨͪͦͤ͊;͊͡ΈͤͯΌ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό όǎǘŀǊǘǳǇύΦ  

 

˴ͦͣͣͯͭ͊ͭͦͪ ͔͔͒͊ͭ͡ ͨͦͨ·ͭͯ͟ ͎͙͊ͪͯͭ͘͘Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό, ͔ ͙ͫ͡ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͦ͒ͤͦ ͙͘ ͍͙͚ͯͫͦ͡Υ 

1. ˴ͦͣͣͯͭ͊ͭͦͪ ͙͔͔ͣͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͦ ͯͣͦ͡;͙͊ͤΌΤ 
2. ˨ͦ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡ ͋·͊͡ ͍͍͔͔͒ͤ͊ ͦͣ͊ͤ͒͊͟ ζōƻƻǘ Ƙƻǎǘ ŘƘŎǇηΣ ͦ͟π
ͭͦͪ͊Ύ ͅ ͙͔ͦͪͫͪͯͭ ͨͦͯ͡;͔͙͔ͤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͨͪ ͎͔͊ͪͯ͘͘͟Φ 

˴ͦͣ͊ͤ͒·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.26 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

 boot host auto-config 
-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͋͊ͪͯ͘Όπ
΅͔͎ͦͫΎ ͤ͊ 5I/tΦ 

no boot host auto-config ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

boot host auto-save 
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͫͦͻ͔͙ͪ͊ͤͤΎ ͔ͭͯ͟΅͔͚ ͦͤ͟ͺ͙͎ͯπ
ͪ͊ͼ͙͙ ͍ ͔͍ͨͪͦͤ͊;͊͡ΈͤͯΌ ͔ͨͦͫ͡ ͨͦͯ͡;͔͙ͤΎ ͔͔ ͨͦ ¢C¢tΦ 

no boot host auto-save ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

boot host auto-update  
-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͋͊ͪͯ͘Όπ
΅͔͎ͦͫΎ ͤ͊ 5I/tΦ 

no boot host auto-update ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

boot host dhcp 
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͙͙͔ͨͪͤͯ͒ͭ͡Έ͚ͤͦ ͎͙͊ͪͯ͘͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͨͪ 
͔ͫ͒ͯ͡Ό΅͔ͣ ͍͟͡Ό;͔͙͙ͤ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no boot host dhcp ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ǇǊƛǾƛƭŜƎŜŘ 9·9/  

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 
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͙́͊͋͡ͼ͊ 5.27 τ ˴ ͦͣ͊ͤ͒· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙͔͚ͫͫͭͣͦ ͍ ͔͙͔ͪ͗ͣ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

show boot τ 
˽ͪͦͫͣͦͭͪ ͔ͤ͊ͫͭͪͦ͟ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͙ ͦͤ͟ͺ͙͎ͯπ
͙͍͙ͪͪͦ͊ͤΎ. 

Á ˽͙͔ͪͣͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ L{/ 5I/t {ŜǊǾŜǊΥ 

option image - filename code 125 = {  

unsigned integer 32, #enterprise - number. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʚʩʝʛʜʘ ʨʘʚʝʥ    

                     35265( Eltex )  

unsigned integer 8,  #data - len.  ɼʣʠʥʘ ʚʩʝʭ ʜʘʥʥʳʭ ʦʧʮʠʠ.  ʈʘʚʥʘ ʜʣʠʥʝ ʩʪʨʦʢʠ sub -  

                      option - data  + 2.  

unsigned integer  8,  #sub - option -code. ʂʦʜ ʧʦʜʦʧʮʠʠ, ʚʩʝʛʜʘ ʨʘʚʝʥ 1 

unsigned integer 8,  #sub - option -len. ɼʣʠʥʘ ʩʪʨʦʢʠ sub- option - data  

text                 #sub - option - data. ʀʤʷ ʪʝʢʩʪʦʚʦʛʦ ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʠʤʷ  

                     ʦʙʨʘʟʘ ʇʆ 

};  

 

host mes2124 - test {  

         hardware  ethernet a8:f9:4b:85:a2:00;  # MAC-ʘʜʨʝʩ ʢʦʤʤʫʪʘʪʦʨʘ 

         filename  " mes2124 - test . cfg ";   #ʠʤʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʤʤʫʪʘʪʦʨʘ 

         option  image - filename  35265 18 1 16 " mes2000 - 1144.ros ";    #ʠʤʷ ʪʝʢʩʪʦʚʦʛʦ  

                                                  ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ ʠʤʷ ʦʙʨʘʟʘ ʇʆ 

         next - server 192.168.1.3;    #IP -ʘʜʨʝʩ TFTP-ʩʝʨʚʝʨʘ 

         fixed - address 192.168.1.36;   #IP -ʘʜʨʝʩ ʢʦʤʤʫʪʘʪʦʨʘ 

}  
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5.9 ˹͚͊ͫͭͪͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ 

 

ˢ͍͙ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͔͔ͨͪͻͦ͒ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫͦ ͫͭ͊ͤ͒͊ͪπ
͙ͭ͊ͣ ˿̊ˢ ͙ ˩͍ͪͦͨ·. ˤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͎ͣͦͯͭ ͋·ͭΈ ͊͒͊ͤ͘· ͡Ό͋·͔ ͒͊ͭ͊ ͙ ͍͔ͪͣΎ ͒͡Ύ ͔ͨπ
͔ͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͙ ͦ͋ͪ͊ͭͤͦΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ tǊƛǾƛƭŜƎŜŘ 9·9/ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ tǊƛǾƛƭŜƎŜŘ EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 5.28 τ ˴ ͦͣ͊ͤ͒· ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ tǊƛǾƛƭŜƎŜŘ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

clock set hh:mm:ss day 
month year 

clock set hh:mm:ss month 
day year 

hh: (0..23), mm: (0..59), 
ss: (0..59), day: (1..31); 

month: (Jan..Dec); 
year: (2000 ς 2037) 

˾ͯ;ͤ͊Ύ ͍ͯͫͭ͊ͤͦ͊͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ όͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 
- hh τ ;͊ͫ·Σ mm τ ͣ ͙ͤͯͭ·, ss τ ͫ ͔ͯͤ͒͟·Τ 
- day τ ͒ ͔ͤΈΤ month τ ͣ ͔ͫΎͼΤ year τ ͎ ͦ͒Φ 

show sntp configuration τ ˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ {b¢tΦ 

show sntp status τ ˽ͦ͊͘͟·͍͔͊ͭ ͫͭ͊ͭͯͫ ͨͪͦͭͦͦ͊͟͡ {b¢t. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 5.29 ς ˴ ͦͣ͊ͤ͒· ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ ζ9·9/η 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show clock {sntp | ntp}  

τ 

˽ͦ͊͘͟·͍͔͊ͭ ͙͔͔ͫͫͭͣͤͦ ͍͔ͪͣΎ ͙ ͒͊ͭͯ 
- sntp τ ͫ  ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡ SNTP; 
- ntp τ ͫ  ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡ b¢t. 

show clock detail 
˨͙͔ͦͨͦͤͭ͡͡Έͤͦ ͔ͦͭͦ͋ͪ͊͗͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ;͍͎͊ͫͦͦͦ ͨͦΎͫ͊ ͙ 
͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΦ 

˴ͦͣ͊ͤ͒· ͒ͦͫͭͯͨͤ·͔ ͍  ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.30 ς ˿͙ͨͫͦ͟ ͦͣ͊ͤ͒͟ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙ͯͪπ
͍͙ͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

clock source {sntp | ntp}  
-κ͍͔ͤ΄͙͚ͤ ͙ͫͭͦ;͙ͤ͟ ͔ͤ 

͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 

ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͍͔ͤ΄͔͎ͤͦ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙͔ͫͫͭͣπ
͎ͤͦͦ ͍͔͔͙ͪͣͤ: 
- sntp τ ͨ  ͦͨ ͪͦͭͦͦͯ͟͡ SNTP; 
- ntp τ ͨ ͦ ͨͪͦͭͦͦͯ͟͡ NTP.  

no clock source 
˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͍͔ͤ΄͔͎ͤͦ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͯͫͭ͊π
͍͙ͤͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤΦ 



 

68         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

clock timezone zone  
hours-offset 
[minutes minutes-offset] 

zone: όмΦΦпύ ͙͍ͫͣͦ͊͡ κ ͔ͤͭ 
͙͙ͦͨͫ͊ͤΎ ͦͤ͘· 

hours-offset: (-12..+13)/0; 
minutes-offset: (0..59)/0 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ;͍͎͊ͫͦͦͦ ͨͦΎͫ͊Φ 
- zone τ ͫ ͍ͦͦ͡Σ ͫͺ͙͍͔ͦͪͣͪͦ͊ͤͤͦ ͙͘ ͔͍ͨͪ·ͻ ͍͋ͯ͟ ͍ͫͦͦͫͦ͡π
;͔͙ͭ͊ͤΎΣ ͔ͦͭͦͪͦ͟ ͦͤͦ ͔͊ͣͤ͘Ύ͔ͭ ό͙͙͔ͦͨͫ͊ͤ ͦͤ͘·ύΤ 
- hours-offset τ ;͍͔͊ͫͦͦ ͔ͫͣ΅͔͙͔ͤ ͙͔ͦͭͤͦͫͭ͡Έͤͦ ͔͍͎ͤͯͦͦ͡ 
͔͙͙ͣͪ͒͊ͤ͊ UTC; 
- minutes-offset τ ͣ ͙͔ͤͯͭͤͦ ͔ͫͣ΅͔͙͔ͤ ͙͔ͦͭͤͦͫͭ͡Έͤͦ ͔ͤͯ͡π
͍͎ͦͦ ͔͙͙ͣͪ͒͊ͤ͊ ¦¢/Φ 

no clock timezone ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

clock summer-time zone 
date month date year 
hh:mm date month year 
hh:mm [offset] 

zone: όмΦΦпύ ͙͍ͫͣͦ͊͡κ ͔ͤͭ 
͙͙ͦͨͫ͊ͤΎ ͦͤ͘· 

week: (1..4, first, last); 
day: (mon..sun); 

date: ( 1..31); 
month: (Jan..Dec); 
year: (2000 ..2037); 

hh: (0..23), mm: (0..59); 
offset: (1..1440)/60 ͣ ͙ͤ; 

 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔͔ͨͪͻͦ͒ 
ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͍·͟͡Όπ

;͔ͤ 

˭͔͊͒͊ͭ ͒͊ͭͯ ͙ ͍͔ͪͣΎ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔ͭ͡π
͔͔ͤ ͍͔ͪͣΎ ͙ ͍͍ͦͪ͊ͭ͊͘ ͦ͋ͪ͊ͭͤͦ ό͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͎ͦ͒͊ύΦ 
˽͔͍ͪ·ͣ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͘͟·͍͔͊ͭͫΎ ͙͙͔ͦͨͫ͊ͤ ͦͤ͘·Σ ͍ͭͦͪ·ͣ 
͍͔ͪͣΎ ͒͡Ύ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎ ͙ ͔ͭͪͭΈ͙ͣ ͍͔ͪͣΎ ͒͡Ύ 
͍͍ͦͪ͊ͭ͊͘Φ 
- zone τ ͫ ͍ͦͦ͡Σ ͫͺ͙͍͔ͦͪͣͪͦ͊ͤͤͦ ͙͘ ͔͍ͨͪ·ͻ ͍͋ͯ͟ ͍ͫͦͦͫͦ͡π
;͔͙ͭ͊ͤΎΣ ͔ͦͭͦͪͦ͟ ͦͤͦ ͔͊ͣͤ͘Ύ͔ͭ ό͙͙͔ͦͨͫ͊ͤ ͦͤ͘·ύΤ 
- date τ ;͙ͫͦ͡Τ 
- month τ ͣ ͔ͫΎͼΤ 
- year τ ͎ ͦ͒Τ 
- hh τ ;͊ͫ·Σ ƳƳ τ ͣ ͙ͤͯͭ·Τ 
- offset τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͙ͣͤͯͭΣ ͍͒ͦ͋͊͡Ύ͔ͣ·ͻ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͤ͊ 
͔͔͔ͭͤ͡ ͍͔ͪͣΎΦ 

clock summer-time zone 
recurring {usa|eu|  
 {week day month hh:mm 
week day month hh:mm}} 
[offset]  

˭͔͊͒͊ͭ ͒͊ͭͯ ͙ ͍͔ͪͣΎ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔ͭ͡π
͔͔ͤ ͍͔ͪͣΎ ͙ ͍͍ͦͪ͊ͭ͊͘ ͦ͋ͪ͊ͭͤͦ ͍ ͔͙͔ͪ͗ͣ ͔͔͎͗ͦ͒ͤͦΦ 
- zone τ ͫ ͍ͦͦ͡Σ ͫͺ͙͍͔ͦͪͣͪͦ͊ͤͤͦ ͙͘ ͔͍ͨͪ·ͻ ͍͋ͯ͟ ͍ͫͦͦͫͦ͡π
;͔͙ͭ͊ͤΎΣ ͔ͦͭͦͪͦ͟ ͦͤͦ ͔͊ͣͤ͘Ύ͔ͭ ό͙͙͔ͦͨͫ͊ͤ ͦͤ͘·ύΤ 
- usa τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊͊͡ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΣ ͙ͫπ
ͨͦ͡Έ͔ͯͣ͘·͔ ͍ ˿̊ˢ ό͔͔ͨͪͻͦ͒ ͍ͦ ͍͔ͭͦͪͦ ͍͔͔ͦͫͪͫͤ͟Έ͔ ͣ͊ͪͭ͊Σ 
ͦ͋ͪ͊ͭͤͦ ͍ ͔͍͔ͨͪͦ ͍͔͔ͦͫͪͫͤ͟Έ͔ ͤͦΎ͋ͪΎΣ ͍ н ;͊ͫ͊ ͯͭͪ͊ ͨͦ 
͔ͣͫͭͤͦͣͯ ͍͔͔͙ͪͣͤύΤ 
- eu τ ͯ ͍͙ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊͊͡ ͔͔ͨͪͻͦ͒͊ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΣ ͙ͫπ
ͨͦ͡Έ͔ͯͣ͘·͔ ˩͍ͪͦͫͦΌͦͣ͘ ό͔͔ͨͪͻͦ͒ ͍ ͔͔͔ͨͦͫ͒ͤ͡ ͍͔͔ͦͫͪͫ͟π
ͤΈ͔ ͣ͊ͪͭ͊Σ ͦ͋ͪ͊ͭͤͦ ͍ ͔͔͔ͨͦͫ͒ͤ͡ ͍͔͔ͦͫͪͫͤ͟Έ͔ ͦͭ͟Ύ͋ͪΎΣ ͍ м 
;͊ͫ ͯͭͪ͊ ͨͦ ˥͙͍͙ͪͤ;ͯύΤ 
- hh τ ;͊ͫ·Σ ƳƳ τ ͣ ͙ͤͯͭ·Τ 
- week τ ͤ ͔͔͒͡Ύ ͔ͣͫΎͼ͊Τ 
- day τ ͒ ͔ͤΈ ͔͔͙ͤ͒͡Τ 
- month τ ͣ ͔ͫΎͼΤ 
- offset τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͍͒ͦ͋͊͡Ύ͔ͣ·ͻ ͙ͣͤͯͭ ͙ͨͪ ͔͔ͨͪͻ͔ͦ͒ ͤ͊ 
͔͔͔ͭͤ͡ ͍͔ͪͣΎΦ 

no clock summer-time ˻ͭ͟͡Ό;͔͊ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙͚ͫ͟ ͔͔ͨͪͻͦ͒ ͤ͊ ͔͔͔ͭͤ͡ ͍͔ͪͣΎΦ 

sntp  
authentication-key number 
md5 value 

number:  (1..4294967295); 
value: (мΦΦуύ ͙͍͍ͫͣͦͦ͡/ 

͍·͟͡Ό;͔ͤͦ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͟͡Ό; ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ 
SNTP. 
- number τ ͤ ͔ͦͣͪ ͟͡Ό;͊Τ 
- value τ ͘ ͤ͊;͔͙͔ͤ ͟͡Ό;͊Φ 

no sntp authentication-key 
number 

̂͒͊͡Ύ͔ͭ ͟͡Ό; ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ {b¢tΦ 

sntp authenticate -/͍͔ͨͪͦͪ͊͟ ͨ ͙͙ͦ͒ͤͤͦͫͭ͡ 
͔ͤ ͭͪ ͔͔͋ͯͭͫΎ 

͔͔́ͪ͋ͯͭ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͨͦͯ͡;͔͙ͤΎ ͙ͤͺͦͪͣ͊π
ͼ͙͙ ͦͭ b¢t-͔͍͔͍ͫͪͪͦΦ  

no sntp authenticate ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp  
trusted-key key-number 

key-number: 
(1..4294967295)/ 
͍·͟͡Ό;͔ͤͦ 

˻ͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͫͫͭͣ·Σ ͦͭ ͚ͦͭͦͪͦ͟ 
͙ͫͤͻ͙͙͔ͪͦͤͪͯͭͫ͘Ύ ͫ ͨͦͣͦ΅ΈΌ {b¢t ͨͦ ͊͒͊ͤͤͦͣͯ͘ ͟͡Ό;ͯΦ 
- key-number τ ͤ ͔ͦͣͪ ͟͡Ό;͊Φ 

no sntp trusted-key key-
number 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp client poll timer sec-
onds seconds: (60 .. 86400)/ 

1024 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͦͨͪͦͫ͊ ͒͡Ύ SNTP-͙͔ͤͭ͊͟͡Φ  

no sntp client poll timer ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͘ ͤ͊;͔͙͔ͤ ͨ  ͦͯ ͣͦ͡;͙͊ͤΌ. 

sntp broadcast client ena-
ble 

-/͔͊ͨͪ͘΅͔ͤͦ 
˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ {b¢t-͙͔͍ͤͭͦ͟͡Φ 

no sntp broadcast client 
enable 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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sntp anycast client enable 
-/͔͊ͨͪ͘΅͔ͤͦ  

˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ {b¢t-͙͔ͤͭ͊ͣ͟͡Σ ͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͣ ͔ͣπ
ͭͦ͒ ͪ͊ͫͫ·͙͟͡ ͔͍ͨ͊ͭͦ͟Σ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͨͦͫ·͊ͭ͡Έ ͒͊ͤͤ·͔ 
͙͚͋͗͊͡΄͔ͣͯ ͚͍ͯͫͭͪͦͫͭͯ ͙͘ ͎ͪͯͨͨ· ͨͦͯ͡;͔͔͚͊ͭ͡ 

no sntp anycast client ena-
ble 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp client enable  
{ gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group|  
 vlan vlan_id} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..4); 

group: (1..16); 
vlan_id: (1..4094) 

/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ {b¢t-͙͔ͤͭ͊ͣ͟͡Σ ͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͣ ͔ͣπ
ͭͦ͒ ͪ͊ͫͫ·͙͟͡ ͔͍ͨ͊ͭͦ͟Σ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͨͦͫ·͊ͭ͡Έ ͒͊ͤͤ·͔ 
͙͚͋͗͊͡΄͔ͣͯ ͚͍ͯͫͭͪͦͫͭͯ ͙͘ ͎ͪͯͨͨ· ͨͦͯ͡;͔͔͚͊ͭ͡Σ ͊ ͔ͭ͊͗͟ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͣ {b¢t-͙͔ͤͭ͊ͣ͟͡ ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊Φ 
- ͨ ͔ͦ͒ͪͦ͋ͤͦ ͙͙͔ͦͨͫ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙͔ͦ͗ͤͦ͘͡ ͍ ͔͔ͪ͊͒͘͡ 
ζ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦηΦ 

no sntp client enable  
{ gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group|  
 vlan vlan_id} 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp unicast client enable 

-/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ ͔ͦ͒ͤͦ͊͒ͪͫͤ·ͻ {b¢t-͙͔͍ͤͭͦ͟͡Φ 

no sntp unicast client ena-
ble 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp unicast client poll 
-/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤ·͚ ͦͨͪͦͫ ͊͒͊ͤͤ͘·ͻ ͔ͦ͒ͤͦ͊͒ͪͫπ
ͤ·ͻ {b¢t-͔͍͔͍ͫͪͪͦΦ 

no sntp unicast client poll ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sntp server  
{ipv4_address |  ipv6_ad-
dress |  
{ ipv6-link-local-address } 
%{vlan {integer} | ch {inte-
ger} | isatap {integer} | 
 {physical-port-name}}|  
 hostname}  
[poll]  
[key keyid] 

hostname: όмΦΦмруύ ͙͍ͫͣͦπ
͍ͦ͡Τ 

 
keyid: (1..4294967295) 

˭͔͊͒͊ͭ ͔͊͒ͪͫ {b¢t-͔͍͔ͫͪͪ͊Φ 
- ipv4_address τ Ipv4-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- ipv6_address τ Ipv6-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭΤ 
- ipv6z-address τ Ipv6z-͔͊͒ͪͫ ͯ͊͘͡ ͔͙ͫͭ ͒͡Ύ ǇƛƴƎΦ  
̅ͦͪͣ͊ͭ ͊ ͔͒ͪͫ͊ {ipv6-link-local-address}%{interface-name}; 
     ipv6-link-local-address τ ͡ ͦ͊͟͡Έͤ·͚ IPv6 ͊ ͔͒ͪͫ ͟ ͊ͤ͊͊͡; 
     interface-nameτ ͙ ͣΎ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͔͊͒͊ͭͫ͘Ύ ͍ 
͔ͫ͒ͯ͡Ό΅͔ͣ ͺ͔ͦͪͣ͊ͭΥ 
     vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name} 
- hostname τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͯ͊͘͡ ͔͙ͫͭΤ 
- poll τ ͍ ͟͡Ό;͔͊ͭ ͦͨͪͦͫΤ 
- keyid τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͟͡Ό;͊Φ 

no sntp server {ipv4_ad-
dress | ipv6_address |  
{ ipv6-link-local-address}% 
{vlan {integer} | ch {integer} 
| isatap {integer} |  
{physical-port-name} }|  
 hostname} 

͔͙͔̂͒͊ͤ͡ ͔͍͔ͫͪͪ͊ ͙͘ ͙ͫͨͫ͊͟ b¢t-͔͍͔͍ͫͪͪͦΦ 

sntp port  
port-number 

port-number:  
(1..65535)/123 

˻͔͔ͨͪ͒͡Ύ͔ͭ ¦5t-ͨͦͪͭ {b¢t-͔͍͔ͫͪͪ͊Φ 

no sntp port ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

clock dhcp timezone 

-κ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͨͦͯ͡;͔͙͔ͤ ͙ͭ͊͟ͻ ͒͊ͤͤ·ͻ ͊͟͟ ;͍͚͊ͫͦͦ ͨͦΎͫ ͙ ͔ͭ͡π
͔͔ͤ ͍͔ͪͣΎ ͦͭ DHCP-͔͍͔ͫͪͪ͊Φ 

no clock dhcp timezone 
˭͔͊ͨͪ΅͔͊ͭ ͨͦͯ͡;͔͙ͤΎ ͙ͭ͊͟ͻ ͒͊ͤͤ·ͻ ͊͟͟ ;͍͚͊ͫͦͦ ͨͦΎͫ ͙ ͔ͭ͡π
͔͔ͤ ͍͔ͪͣΎ ͦͭ DHCP-͔͍͔ͫͪͪ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.31 τ ˿͙ͨͫͦ͟ ͦͣ͊ͤ͒͟ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

sntp client enable  
-/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ {b¢t-͙͔ͤͭͯ͟͡Σ ͦͭͦͪ͟·͚ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ 
͔ͣͭͦ͒ ͪ͊ͫͫ·͙͟͡ ͔͍ͨ͊ͭͦ͟Σ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͨͦͫ·͊ͭ͡Έ ͒͊ͤͤ·͔ 
͚͍ͯͫͭͪͦͫͭͯ ͙͚͋͗͊͡΄͔ͣͯ ͙͘ ͎ͪͯͨͨ· ͨͦͯ͡;͔͔͚͊ͭ͡Σ ͊ ͔ͭ͊͗͟ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣͯ {b¢t-͙͔ͤͭͯ͟͡ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙ͤπ
͔ͭͪͺ͔͚͔ͫ όŜǘƘŜǊƴŜǘΣ ǇƻǊǘ-channel, VLAN). 

no sntp client enable  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͔͔ͫͫͭͣͤͦ ͍͔ͪͣΎΣ ͒͊ͭͯ ͙  ͒͊ͤͤ·͔ ͨͦ ;͍͚͊ͫͦͦ ͔ͦͤ͘Υ 

console# show clock detail  

15:29:08 NSK(UTC+7) Jun 17 2009  

Time source is SNTP  

 

Time zone:  

Acronym is NOV 

Offset is UTC +7 

 

Summertime:  

Acronym is NSK 

Recurring every year.  

Begins at first Sunday of April at 2:00.  

˿ͭ͊ͭͯͫ ͨͪͦͼ͔ͫͫ͊ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͫ ͨͦͣͦ΅ΈΌ ͙͔͒ͦͨͦͤͭ͡͡Έͤͦ ͙͍ͫͣͦ͊͡ 
͔͔ͨͪ͒ ͤ͊͘;͔͙͔ͤͣ ͍͔͔͙ͪͣͤΦ   

˽͙͔ͪͣͪΥ 

* 15:29:08 NSK( UTC+7) Jun  17 2009  

ˮͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͦ͋ͦͤ͊͘;͔͙ͤΎΥ 

- ͭͦ;͊͟ όΦύ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͍͔ͪͣΎ ͍͔͒ͦͫͭͦͪͤͦΣ ͤͦ ͔ͤͭ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͫ ͔͍͔ͫͪͪͦͣ SNTP; 

- ͍͙͔ͦͭͫͯͭͫ ͙͍ͫͣͦ͊͡ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͍͔ͪͣΎ ͍͔͒ͦͫͭͦͪͤͦ ͙ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͔ͫͭΈΤ 

- ͍͔͒ͦ͘͘;͊͟ όϝύ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ ͍͔ͪͣΎ ͔͍͔ͤ͒ͦͫͭͦͪͤͦΦ 

Á ˭͊͒͊ͭΈ ͒͊ͭͯ ͙ ͍͔ͪͣΎ ͤ͊ ͙͔ͫͫͭͣͤ·ͻ ;͊ͫ͊ͻΥ т ͣ͊ͪͭ͊ нллф ͎ͦ͒͊Σ моΥон 

console# clock set  13:32:00 7 Mar 2009  

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫͭ͊ͭͯͫ ͨͪͦͭͦͦ͊͟͡ {b¢tΥ 

console# show sntp status  

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast  

Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009  

Unicast servers:  

    Server       Status      Last Response     Offset   Delay    

                                               [mSec]   [mSec]   

---------------  ---------  -------------------  ---------  -------   

 192.168.16.1      up     05:47:01.0 NSK Dec     7230  - 1000   

                          8 2009                               

Anycast server:  

    Server      Interface  Status        Last Response       Offset   Delay    

                                                             [mSec]   [mSe   
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---------------  ---------  ---------  -----------------------  ---------  -------   

Broadcast:  

 Interface      IP  address          Last  Response        

ˤ ͙͔͔ͨͪͣͪ ͍·΄͔ ͙͔͔ͫͫͭͣͤͦ ͍͔ͪͣΎ ͙ͫͤͻ͙͙͍ͪͦͤͪͦ͊ͤͦ͘ ͦͭ ͔͍͔ͫͪͪ͊ мфнΦмсуΦмсΦмΣ ͔͙͚ͨͦͫ͒ͤ͡ ͍͔ͦͭͭ 
ͨͦͯ͡;͔ͤ ͍ лрΥптΥлмΣ ͔͍͔͙͔ͤͫͦͨ͊͒ͤ ͙͔͎ͫͫͭͣͤͦͦ ͍͔͔͙ͪͣͤ ͫ ͍͔͔͔ͪͣͤͣ ͤ͊ ͔͍͔͔ͫͪͪ ͍͙ͫͦͫͭ͊ͦ͡ т,но ͫΦ 

5.10 ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙  ±[!b 

 

ˤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͎ͭͦͦ ͍ ͊ͦͣ͟͟ ͔͙͔ͪ͗ͣ ͔ͪ͊͋ͦͭ͊ͭ ͦͣͣͯͭ͊ͭͦͪ͟ τ ͊ ͍ͭͦͤͦͣͤͦ ͙͙͡ ͍ ͍͔ͫͦͫͭ͊ 
͔ͫͭ͊͟Σ ͙͔ͣͤ͘Ύ͔ͭͫΎ ͍͙͒ ͙͙͊ͨͫ͘ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ ˽͙ͪ ͍͚͊ͭͦͤͦͣͤͦ ͔ͪ͊͋ͦͭ ͙͊ͨͫ͘Έ 
͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͔͔ͣͭ ͍͙͒Υ мκлκNΣ ͎͔͒ b τ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊Τ ͙ͨͪ ͔ͪ͊͋ͦͭ ͍ ͍͔ͫͦͫͭ͊ 
͔ͫͭ͊͟ ͙͊ͨͫ͘Έ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͔͔ͣͭ ͍͙͒Υ Yκ0/NΣ ͎͔͒ Y τ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Σ b τ 
͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͦͨͫ͊ͤ ͍ ͔ͨͯͤͭ͟ п ˸͔ͤΌ 
Startup. 

 

˭ͤ͊;͔͙͔ͤ ͙ͣ͊ͫ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͊ͨͫ͊ͤͦ͘ ͙͋ͦ͡ ͍ ͺ͔ͦͪͣ͊ͭ ̆Φ̆Φ̆Φ̆Σ ͙͋ͦ͡ ͍ ͺ͔ͦͪͣ͊ͭ κNΣ ͎͔͒ 
N τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͙͙͒ͤͼ ͍ ͍͙͒ͦ;ͤͦͣ ͔͍͔͙͙ͨͪ͒ͫͭ͊ͤ͡ ͙ͣ͊ͫ͟Φ 

 

˿͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͤ͊ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔ͫ͒ͯ͡Ό΅͔͚ 
͚ͦͣ͊ͤ͒ͦ͟Υ 

console(config)# default interface  { fas tethernet fa _port  | 

gigabitethernet gi _port |  port - channel  group |  vlan  vlan_id  |  tunnel  

tunnel _id  | range  {é} |  loopback  loopback_id }  

5.10.1  ˹ ͚͊ͫͭͪͦ͊͟ ͨ͊ ͔ͪ͊ͣͭͪͦ ͍ Ethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ, Port-Channel  ͙ Loopback-
͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 

console# configure   

console(config)# interface  {  gigabitethernet gi_ port  | fastethernet  

fa_port  |  port - channel group  | loopback loopback_id |  range  {é}}  

console ( config - if )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ όͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͙͔ͪ͗ͣ ͔͔͙ͪ͊͒ͤ͘͡Ύ 
͎͙ͤ͊ͪͯ͘͟ ͙ ͙͡ ƭƻƻǇōŀŎƪ-͙͔ͤͭͪͺ͔͚ͫ͊ύΣ ͙͋ͦ͡ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

ˤ·͋ͦͪ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟Υ 

͒͡Ύ MES1024 

interface fastethernet fa_port τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Fast Ethernet 1ς24; 
interface gigabitethernet gi_port τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Gigabit Ethernet 1ς2; 
interface port-channel group τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡; 
interface loopback loopback_id τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 1ς64, 

͎͔͒: 

ï group τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ ͨ ͙͙͔ͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ όмΦΦ16); 
ï fa_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ Fast Ethernet ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦ3/0/1..24; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ Gigabit Ethernet ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒: 1..3/0/ 1..2; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ loopback ͙͙͔ͨͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ 

(1..64). 
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͒͡Ύ MES1124, MES1124M 

interface fastethernet fa_port τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Fast Ethernet 1ς24; 
interface gigabitethernet gi_port τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Gigabit Ethernet 1ς4; 
interface port-channel group τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡; 
interface loopback loopback_id τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 1ς64, 

͎͔͒: 

ï group τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ ͨ ͙͙͔ͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ όмΦΦ16); 
ï fa_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ Fast Ethernet ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ мΦΦ3/0/1..24; 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ Gigabit Ethernet ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..3/0/ 1..4; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ loopback ͙͙͔ͨͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ 

(1..64) . 

͒͡Ύ MES2124, MES2124P, MES2124M 

interface gigabitethernet gi_port τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Gigabit Ethernet 1ς28; 
interface port-channel group τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡; 
interface loopback loopback_id τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 1ς64, 

͎͔͒: 

ï group τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ ͨ ͙͙͔ͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ όмΦΦ16); 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ Gigabit Ethernet ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..3/0/ 1..28; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ loopback ͙͙͔ͨͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ 

(1..64). 

͒͡Ύ MES2208P 

interface gigabitethernet gi_port τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Gigabit Ethernet 1ς12; 
interface port-channel group τ ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ 
interface loopback loopback_id ς ͒ ͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙ͪͭͯ͊͡Έͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ 1ς64, 

͎͔͒: 

ï group τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ ͨ ͙͙͔ͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ όмΦΦ16); 
ï gi_port τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ Gigabit Ethernet ͘ ͔͊͒͊ͭͫΎ ͍ ͍͙͔͒Υ 1..3/0/ 1..12; 
ï loopback_id τ ͨͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ loopback ͙͙͔ͨͪͤͣ͊ͭ ͤ͊͘;͔͙ͤΎ 

(1..64). 

˭͙͊ͨͫΈ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

1..3/0/1..N 

͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟                                 ͤ ͔ͦͣͪ ͫͦͭ͊͡                      ͔ͤͦͣͪ ͙͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒·Σ ͍͍͔͔͒ͤͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͔ͨͪͣͤΎΌͭͫΎ ͟ ͍·͋ͪ͊ͤͤͦͣͯ 
͙͔ͤͭͪͺ͔͚ͫͯΦ 

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͔͒ͫΎ͎ͭͦͦ ethernet-͙͔ͤͭͪͺ͔͚ͫ͊ ͔͍͎ͨͪͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ͙ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· ͍͊ͤ͊ͦ͟͡ мΦ 

console# configure   

console(config)# inte rface  gigabit ethernet  1/0 /10  

console(config - if)#  

console# configure   

console(config)# interface  port - channel  1 

console ( config - if )#  



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                73 

ˤ·͋ͦͪ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟Υ 

interface range fastethernet portlist τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͒ ͙͊ͨ͊ͦͤ͊͘ fastethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ; 
interface range gigabitethernet portlist τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͒ ͙͊ͨ͊ͦͤ͊͘ gigabitethernet-͙͔ͤͭͪͺ͔͚͍ͫͦ; 
interface range port-channel grouplist τ ͒ ͡Ύ ͤ ͚͙͊ͫͭͪͦ͟ ͒ ͙͊ͨ͊ͦͤ͊͘ ͎ ͪͯͨͨ ͨ ͍ͦͪͭͦ.  

˴ͦͣ͊ͤ͒·Σ ͍͍͔͔͒ͤͤ·͔ ͍ ͒͊ͤͤͦͣ ͔͙͔ͪ͗ͣΣ ͙͔ͨͪͣͤΎΌͭͫΎ ͟ ͍·͋ͪ͊ͤͤͦͣͯ ͙͒͊ͨ͊ͦͤͯ͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͙͒͊ͨ͊ͦͤ͊͘ ethernet ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͫ м ͨͦ 
мл ͙ ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͍͔ͫͻ ͎ͪͯͨͨ ͍ͨͦͪͭͦΦ 

console# configure   

console(config)# interface range  gigabit ethernet  1/ 0/ 1- 10  

console(config - if)#  
 

console# configure   

console(config)# interface range  fastethernet  1/0/1 - 10  

console(config - if)#  
 

console# configure   

console(config)# interface range port - channel  1- 16   

console(config - if)#  

͙́͊͋͡ͼ͊ 5.32 τ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, Port-Channel  ͙loopback-
͙͔ͤͭͪͺ͔͚ͫ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨ  ͦ

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

shutdown 

-/͍͟͡Ό;͔ͤ 

ˤ·͟͡Ό;͙ͭΈ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣ·͚ ͙͔ͤͭͪͺ͔͚ͫ ό9ǘƘŜǊƴŜǘΣ port-
channel, loopback). 

no shutdown ˤ͟͡Ό;͙ͭΈ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣ·͚ ͙͔ͤͭͪͺ͔͚ͫΦ 

description descr 
descr: (1..64) ͫ ͙͍͍ͣͦͦ͡/ 

͔ͤͭ ͙͙ͦͨͫ͊ͤΎ 

˨͍͙ͦ͋͊ͭΈ ͦ ͙͙͔ͨͫ͊ͤ ͙ ͔ͤͭͪͺ͔͚ͫ͊ (Ethernet, port-channel, 
loopback). 

no description ͙̂͒͊ͭ͡Έ ͙͙͔ͦͨͫ͊ͤ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

speed mode 
mode: (10, 100, 1000) 

˭͊͒͊ͭΈ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ό9ǘƘŜǊƴŜǘΣ port-channel). 

no speed ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

media-type {force-fiber |  
force-copper | preferπfi-
ber |  preferπcopper} 

/prefer-fiber 

- force-fiber τ ͪ ͔͊ͪ͘΄͔ͤ͊ ͙͍͊ͭͤͦͫͭ͟Έ ͭͦ͡Έͦ͟ ͙ͦͨͭ;͔͚ͫͦ͟ 
;͙͊ͫͭ ͦͣ͋ͦ͟-ͨͦͪͭ͊Τ 
- force-copper τ ͪ ͔͊ͪ͘΄͔ͤ͊ ͙͍͊ͭͤͦͫͭ͟Έ ͭͦ͡Έͦ͟ ͔͚ͣ͒ͤͦ ;͊π
͙ͫͭ ͦͣ͋ͦ͟-ͨͦͪͭ͊Τ 
- prefer-fiber τ ͨ ͔͙ͪͣͯ΅͔͍ͫͭͦ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙ͤ͊͟͡; 
- prefer-copper τ ͨ ͔͙ͪͣͯ΅͔͍ͫͭͦ ͔͎ͣ͒ͤͦͦ ͙ͤ͊͟͡Φ 

́ͦ͡Έͦ͟ ͒͡Ύ ͦͣ͋ͦ͟-͍ͨͦͪͭͦΦ 

no media-type ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

duplex mode 
mode: (full, half)/full 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͔͒ͯͨͫ͊͟͡ ͙͔ͤͭͪͺ͔͚ͫ͊. 

no duplex ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

negotiation [cap1 [capнΧ 
cap5]]  

cap1: (10f, 10h, 100f, 100h, 
1000f); 

cap2: (10f, 10h, 100f, 100h, 
1000f); 

cap3: (10f, 10h, 100f, 100h, 
1000f) 

ˤ͟͡Ό;͔͊ͭ ͍͎͍͙͔͊ͭͦͫͦ͊ͫͦ͊ͤ͡ ͒ ͡Ύ ͙ͫͦͪͦͫͭ͟ ͙ ͔͒ͯͨͫ͊͟͡ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˸ͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͔͔͔ͦͨͪ͒ͤ͡π
ͤ·͔ ͍͔͙͙ͫͦͣͫͭͣͦͫͭ ͔ͨ͊ͪ͊ͣͭͪ͊ ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͔͙ͫ͡ ͨ͊π
͔ͪ͊ͣͭͪ· ͔ͤ ͊͒͊ͤ͘·Σ ͭͦ ͔͙͍ͨͦ͒͒ͪ͗͊ΌͭͫΎ ͍͔ͫ ͍͔͙ͫͦͣͫͭͣͦπ
͙ͫͭ όEthernet, port-channel). 

no negotiation ˤ·͟͡Ό;͔͊ͭ ͍͎͍͙͔͊ͭͦͫͦ͊ͫͦ͊ͤ͡ ͒͡Ύ ͙ͫͦͪͦͫͭ͟ ͙ ͔͒ͯͨͫ͊͟͡ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

flowcontrol mode 

mode: (on, off, auto)/off  

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͨͦͭͦͦͣ͟ flowcontrol ό͍͟͡Ό;͙ͭΈΣ 
ͦͭ͟͡Ό;͙ͭΈ ͙͙͡ ͍͎͍͙͔͊ͭͦͫͦ͊ͫͦ͊ͤ͡ύΦ ˢ͍͎͍͙͔ͭͦͫͦ͊ͫͦ͊ͤ͡ 
flowcontrol ͪ ͔͊͋ͦͭ͊ͭ ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͔͙ͪ͗ͣ ͍͊ͭͦͫͦπ
͎͍͙͊ͫͦ͊ͤ͡Ύ negotiation ͍ ͟͡Ό;͔ͤ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪπ
ͺ͔͚͔ͫ όEthernet, port-channel). 

no flowcontrol ˻ͭ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͨͦͭͦͦͣ͟Φ 

mdix mode 
mode: (on, auto)/auto 

˽͍ͦͦ͘͡Ύ͔ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ζ͔͔͔ͨͪͪ͟΅͔͎ͤͤͦͦη ͔͊͋͟͡Ύ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ όEthernet). 
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no mdix ˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ζ͔͔͔ͨͪͪ͟΅͔͎ͤͤͦͦη ͔͊͋͟͡Ύ ͤ͊ 
͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

back-pressure 

-/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ζ͎ͦ͋ͪ͊ͭͤͦͦ ͍͔͙͒͊ͤ͡Ύη ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊π
ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ όEthernet). 

no back-pressure ˤ·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ζ͎ͦ͋ͪ͊ͭͤͦͦ ͍͔͙͒͊ͤ͡Ύη ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊π
ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

load-average period 

period: (5..300)/15 

͍͙̂ͫͭ͊ͤͦͭΈ ͨ ͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͟ ͎ͦͭͦͪͦͦ ͙͔ͫͦ͋ͪ͊ͭͫΎ ͙ͫͭ͊ͭπ
͙ͫͭ͊͟ ͦ ͎͔ͤ͊ͪͯ͘͟ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

no load-average ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔ͪ ͙͔͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.33 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦ͋΅͙ͻ ͔ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet ͙  Port-Channel  

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

port jumbo-frame 

-/͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͪ͊͋ͦͭ͊ͭΈ ͫ ͺ͔͚͙ͪͣ͊ͣ ͋ͦ͡Έ΄͎ͦͦ 
͔ͪ͊ͣͪ͊͘Φ 

˭ͤ͊;͔͙͔ͤ maximum transmission unit (MTU) ͨ  ͦ
ͯͣͦ͡;͙͊ͤΌ 1500 ͋ ͚͊ͭΦ 

˹͚͊ͫͭͪͦ͊͟ ͍͙ͫͭͯͨͭ ͍ ͙ͫͯ͡ ͭͦ͡Έͦ͟ ͔ͨͦͫ͡ ͔͔ͨͪ͊͘π
͎͙ͪͯ͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

˭ͤ͊;͔͙͔ͤ ƳŀȄƛƳǳƳ ǘǊŀƴǎƳƛǎǎƛƻƴ ǳƴƛǘ (MTU) ͨ ͙ͪ 
͚͔ͤ͊ͫͭͪͦ͟ port jumbo-frame 10200 ͋ ͚͊ͭ. 

no port jumbo-frame ˭͔͊ͨͪ΅͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͪ͊͋ͦͭ͊ͭΈ ͫ ͺ͔͚͙ͪͣ͊ͣ ͋ͦ͡Έ΄͎ͦͦ 
͔ͪ͊ͣͪ͊͘Φ 

errdisable recovery cause 
{loopack-detection | 
portπsecurity | 
dot1xπsrcπaddress | 
aclπdeny | 
stpπbpduπguard |  stpπloop-
back-guard }  

-κ͔͊ͨͪ͘΅͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔ͫͯ͟Ό ͙͍͊ͭ͊͟ͼ͙Ό ͙͔ͤͭͪͺ͔͚ͫ͊ ͔ͨͦͫ͡ 
͔͎ͦ ͦͭ͟͡Ό;͔͙ͤΎ ͍ ͔ͫ͒ͯ͡Ό΅͙ͻ ͫͯ͡;͊Ύͻ: 
- loopback-detection τ ͦ ͔͙͋ͤ͊ͪͯ͗ͤ ͔ͨ ͔͔ͭ͡ΈΤ 
- port-security τ ͤ ͊ͪͯ΄͔͙͔ͤ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ǇƻǊǘ ǎŜŎǳǊƛǘȅΤ 
- dot1x-src-address τ͔ͤ ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͦͫπ
͍͚ͤͦ͊ͤͤͦ ͤ ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Τ 
- acl-deny τ͔ͤ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͙ͫͨͫ͊ͣ͟ ͒ͦͫͭͯͨ͊ ό!/[ύΤ 
- stp-bpdu-guard τ ͊ ͙͍ͭ͊͟ͼ͙Ύ ͊͘΅͙ͭ· .t5¦ DǳŀǊŘ ό͙͖ͨͪͣ 
͔ͤͫ͊ͤ͟ͼ͙͙͍͎ͦͤͪͦ͊ͤͤͦͦ ͔ͨ͊ͭ͊͟ .t5¦ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫύΤ 
- stp-loopback-guard τ ͦ ͔͙͔͋ͤ͊ͪͯ͗ͤ ͔͔ͨͭ͡Έ. 

no errdisable recovery 
cause {loopack-detection | 
port-security | 
dot1xπsrcπaddress | 
aclπdeny | 
stpπbpduπguard |  stp-loop-
back-guard} 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

errdisable recovery inter-
val seconds seconds: (30..86400)/300 

͔ͫͯͤ͒͟ 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͨͦπ
͍͎ͭͦͪͤͦͦ ͍͟͡Ό;͔͙ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no errdisable recovery in-
terval 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

default interface [range] 
{gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group | loop-
back loopback_id} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
loopback_id: (1..64) 

˿͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙ ͙͡ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ ͤ͊ 
ͤ͊͘;͔͙ͤΎΣ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͔ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC: 

console #  



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                75 

͙́͊͋͡ͼ͊ 5.34 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

clear counters  τ ˿͋ͪͦͫ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

clear counters  
{ gigabitethernet gi_port | 
fastethernet fa_port 
|  port-channel group } 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 
˿͋ͪͦͫ ͫ ͙͙͙ͭ͊ͭͫͭ͟ ͒ ͡Ύ Ethernet-ͨͦͪͭ͊, ͎ ͪͯͨͨ· ͨ ͍ͦͪͭͦ. 

set interface active  
 { gigabitethernet gi_port | 
fastethernet fa_port} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

ˢ͙͍͙͔ͭͪͯͭ͟ ͨ ͦͪͭ, ͍ ·͟͡Ό;͔ͤͤ·͚ ͟ ͚ͦͣ͊ͤ͒ͦ shutdown. 

show interfaces configura-
tion [gigabitethernet gi_port 
| fastethernet fa_port | port-
channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 
˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͙ ͔ͤͭͪͺ͔͚͍ͫͦ. 

set interface active 
portπchannel group 

group: (1..16) 
ˢ͙͍͙͔ͭͪͯͭ͟ ͎ ͪͯͨͨͯ ͨ ͍ͦͪͭͦ, ͍ ·͟͡Ό;͔ͤͤͯΌ ͟ ͚ͦͣ͊ͤ͒ͦ 
shutdown. 

show interfaces status  τ ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces   
 { gigabitethernet gi_port | 
fastethernet fa_port |  port-
channel group } 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͊ͭ͘͟Έ ͫ ͍ͦ͒ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͫͭͦΎ͙͙ͤΣ ͚͔ͤ͊ͫͭͪͦ͟ ͙ 
͙͙͔ͫͭ͊ͭͫͭ͟ Ethernet-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show interfaces status 
 { gigabitethernet gi_port | 
fastethernet fa_port |  port-
channel group } 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 
˽ͦ͊͊ͭ͘͟Έ ͫ ͦͫͭͦΎ͙͔ͤ Ethernet-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show interfaces advertise  τ 
˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͦ͋ΆΎ͍͔ͤͤ͡·͔ ͒͡Ύ 
͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces advertise 
 { gigabitethernet gi_port | 
fastethernet fa_port |  port-
channel group } 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͍͎͍͙͊ͭͦͫͦ͊ͫͦ͊ͤ͡ΎΣ ͦ͋ΆΎ͍͔ͤͤ͡·͔ ͒͡Ύ 
Ethernet-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show interfaces description  τ 
˽ͦ͊͊ͭ͘͟Έ ͙͙ͦͨͫ͊ͤΎ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ό͍͟͡Ό;͊Ύ ±[!b ͙͔ͤͭͪπ
ͺ͔͚ͫ·ύ. 

show interfaces description 
 { gigabitethernet gi_port | 
fastethernet fa_port |  port-
channel group } 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 
˽ͦ͊͊ͭ͘͟Έ ͦ ͙͙͔ͨͫ͊ͤ Ethernet-ͨͦͪͭ͊, ͎ ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show interfaces counters  τ ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show interfaces counters 
 { gigabitethernet gi_port | 
fastethernet fa_port |  port-
channel group } 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 
˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ 9ǘƘŜǊƴŜǘ-ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show interfaces utilization - ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͎͔ͤ͊ͪͯ͘͟ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

show interfaces utilization  
[ gigabitethernet gi_port | 
fastethernet fa_port |  
port-channel group] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͊ͭ͘͟Έ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͨ  ͦͤ ͎͔͊ͪͯ͘͟ ͒ ͡Ύ Ethernet-͙͔ͤͭͪͺ͔͚ͫ͊Σ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

show ports jumbo-frame τ ˽ͦ͊͊ͭ͘͟Έ ͚ͤ͊ͫͭͪͦͯ͟ ƧǳƳōƻ-ŦǊŀƳŜǎ ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

show errdisable recovery τ 
˽ͦ͊͊ͭ͘͟Έ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͍͚ͨͦͭͦͪͤͦ ͙͍͊ͭ͊͟π
ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show errdisable interfaces 
[gigabitethernet gi_port | 
fastethernet fa_port |  
port-channel group] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͊ͭ͘͟Έ ͙ͨͪ;͙ͤͯ ͦͭ͟͡Ό;͔͙ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊κ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ 
ͫͦͫͭͦΎ͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͙͍͊ͭ͊͟ͼ͙͙Φ 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟Φ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͙͔ͤͭͪͺ͔͚͍ͫͦΥ 

console# show interfaces status   

                                             Flow Link          Up Time     Back   Mdix  

Port     Type         Duplex  Speed Neg      ctrl State        (d,h:m:s)  Pressure Mode    Port Mode  

--------  ------------  ------   -----  --------  ----  -----------  -----------  --------  -------  ---------  

gi1/0/1  1G - Copper    Full    1000  Enabled  Off  Up          01,00:54:25 Disabled Off     Trunk      

gi1/0/2  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/3  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/4  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/5  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/6  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/7  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/8  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/9  1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/10 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/11 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/12 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/13 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/14 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/15 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/16 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi 1/0/17 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/18 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/19 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/20 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/21 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/ 0/22 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/23 1G - Copper      --       --      --      --   Down            --          --      --      Access     

gi1/0/24 1G - Copper      --       --      --      --   Down            --          --      --      General    

gi1/0/25 1G - Combo- C     --       --      --      --   Down            --          --      --      Access     

gi1/0/26 1G - Combo- C   Full    1000  Enabled  Off  Up          01,00:25:56 Disabled Off     Access     

gi1/0/ 27 1G - Combo- C     --       --      --      --   Down            --          --      --      Trunk      

gi1/0/28 1G - Combo- C   Full    1000  Enabled  Off  Up          01,00:54:25 Disabled On      General    

 

                                 Flow     Link         

Ch       Duplex  BW     Neg      control  State        Port Mode  

--------  ------   -----   --------  -------   -----------   ---------  

Po1      Full    1000   Enabled  Off      Up           Trunk      

Po2        --       --       --        --     Not Present  Access     

Po3        --       --       --        --     Not Present  Access     

Po4        --       --       --        --     Not Present  Access     

Po5        --       --       --        --     Not Present  Access     

Po6        --       --       --        --     Not Present  Access     

Po7        --       --       --        --     Not Present  Access     

Po8        --       --       --        --     Not Present  Access     

Á ˤ·͍͔͙ͫͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ 

console#  show interfaces  Fast Ethernet1/0/1  

fastethernet 1/0/10 is up (connected)  

  Interface index is 10  

  Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a  

  Description: TEST LAB PORT  

  Interface MTU is 1500  

  Full - duplex, 100Mbps, link type is auto, media type is 100M - Copper  

  Link is up for 0 days, 0 hours, 1 m inutes and 17 seconds  

  Advertised link modes: 100baseT/Full 100baseT/Half  

                         10baseT/Full 10baseT/Half  

  Flow control is off, MDIX mode is on  

  15 second input rate is 0 Kbit/s  

  15 second output rate is 0 Kbit/s  

      18 packets i nput, 2808 bytes received  

      9 broadcasts, 9 multicasts  

      0 input errors, 0 FCS, 0 alignment  

      0 oversize, 0 internal MAC  

      0 pause frames received  

      46 packets output, 2944 bytes sent  

      3 broadcasts, 43 multicasts  

      0 output err ors, 0 collisions  

      0 excessive collisions, 0 late collisions  

      0 pause frames transmitted                               

      0 symbol errors, 0 carrier, 0 SQE test error              
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Á ˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͍͊ͭͦ-͎͍͙ͫͦ͊ͫͦ͊ͤ͡Ύ: 

console# show interfaces advertise  

Port      Type         Neg      Operational Link Advertisement  

---------  ------------  --------  ----------------------------------  

gi0/1     1G - Fiber     Disabled                 --                  

gi0/2     1G - Fiber     Disabled                 - -                  

gi0/3     1G - Fiber     Disabled                 --                  

gi0/4     1G - Fiber     Disabled                 --                  

gi0/5     1G - Fiber     Disabled                 --                  

gi0/6     1G - Fiber     Disabled                 --                  

gi0/7     1G - Fiber     Disabled                 --                  

gi0/8     1G - Fiber     Disabled                 --                  

gi0/9     1G - Fiber     Disabled                 --                  

gi0/10    1G - Fiber     Di sabled                 --                  

gi0/11    1G - Combo- C   Enabled                  --                  

gi0/12    1G - Combo- C   Enabled                  --                  

gi0/13    1G - Fiber     Disabled                 --                  

gi0/14    1G - Fiber     Disabled                 --                  

gi0/15    1G - Fiber     Disabled                 --                  

gi0/16    1G - Fiber     Disabled                 --                  

gi0/17    1G - Fiber     Disabled                 --                  

gi0/18    1G - Fiber     Disabled                 --                  

gi0/19    1G - Fiber     Disabled                 --                  

gi0/20    1G - Fiber     Disabled                 --                  

gi0/21    1G - Fiber     Disabled                 --                  

gi0/22    1G - Fiber     Disabled                 --                  

gi0/23    1G - Combo- C   Enabled                  --                  

gi0/24    1G - Combo- C   Enabled  1000f, 100f, 100h, 10f, 10h        

  

 

Ch        Type         Neg      Operational Link Advertisement  

---------  ------------  --------  ----------------------------------  

Po1            --       Enabled                  --                  

Po2            --       Enabled                  --                  

Po3            --       Enabled                  --                  

Po4            --       Enabled                  --                  

Po5            --       Enabled                  --                  

Po6            --       Enabled                  --                  

Po7            --       Enabled                  --                  

Po8            --       Enabled                  --                  

Á  ˽ ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͙͔ͤͭͪͺ͔͚ͫ͊ͣΥ 

console# show interfaces counters  

      Port       InUcastPkts  InMcastPkts  InBcastPkts    InOct ets    

----------------  ------------  ------------  ------------  ------------   

     gi0/1            0            0            0            0        

     gi0/2            0            0            0            0        

     gi0/3            0            0            0            0        

     gi0/4            0            0            0            0        

     gi0/5            0            0            0            0        

     gi0/6            0            0            0            0        

     gi0/7            0            0            0            0        

     gi0/8            0            0            0            0        

     gi0/9            0            0            0            0        

     gi0/10           0            0            0            0        

     gi0/11           0            0            0            0        

     gi0/12           0            0            0            0        

     gi0/13           0            0            0            0        

     gi0/14           0            0            0            0        

     gi0/15           0            0            0            0        

     gi0/16           0            0            0            0        

     gi0/17           0            0            0            0        

     gi0/18           0            0            0            0        

     gi0/19           0            0            0            0        

     gi0/20           0            0            0            0        

More: <space>,  Quit : q, One line: <return>  
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Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͎͔ͪͯͨͨ ͍͊ͤ͊ͦ͟͡ мΥ 

console# show interfaces counters port - channel  1 

 

       Ch        InUcastPkts  InMcastPkts  InBcastPkts    InOctets    

----------------  ------------  ------------  ------------  ------------   

      Po1            111           0            0           9007      

 

       Ch        OutUcastPkts OutMcastPkts OutBcastPkts  OutOctets    

----------------  ------------  ------------  ------------  ------------   

      Po1             0            6            3           912       

Alignment Errors: 0  

FCS Errors: 0  

Single Collision Frames: 0  

Multiple Collision Frames: 0  

SQE Test Errors: 0  

Deferred Transmissions: 0  

Late Collisions: 0  

Excessive Collisions: 0  

Carrier Sense Errors: 0  

Oversize Packets: 0  

Internal MAC Rx Errors: 0  

Symbol Errors: 0  

Received Pause Frames: 0  

Transmitted Pause Frames: 0  

͙́͊͋͡ͼ͊ 5.35 τ ˻ ͙͙͔ͨͫ͊ͤ ͫ ;͔ͭ;͙͍ͦ͟ 

˿;͔ͭ;͙͟ ˻͙͙͔ͨͫ͊ͤ 

InOctets ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͚͋͊ͭͦ ͍

InUcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͦ ͔͒ͤͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ 

InMcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ 

InBcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͔͍ͨ͊ͭͦ͟ 

OutOctets ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͚͋͊ͭͦ ͍

OutUcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͔ͦ͒ͤͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ 

OutMcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ 

OutBcastPkts ˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͔͍ͨ͊ͭͦ͟ 

Alignment Errors ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͺ͔͚͍ͪͣͦ ͫ  ͤ͊ͪͯ΄͔͚ͤͤͦ ͼ͔ͦͫͭͤͦͫͭ͡ΈΌ όͫ ͙ͦ͟͡;͔͍ͫͭͦͣ 
͚͋͊ͭ ͔ͤ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͙͔͒ͤ͡ύ ͙ ͔ͤ ͨͪͦ΄͔͒΄͙ͻ ͍͔ͨͪͦͪͯ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ· όC/{ύΦ 

FCS Errors ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͺ͔͚͍ͪͣͦ ͫ  ͙ͦ͟͡;͔͍ͫͭͦͣ ͚͋͊ͭ, ͫ ͍͔͍ͦͦͭͭͫͭͯΌ΅͙ͣ ͙͔͒ͤ͡Σ 
ͤͦ ͔ͤ ͨͪͦ΄͔͒΄͙ͻ ͍͔ͨͪͦͪͯ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· όC/{ύΦ 

Single Collision Frames ˴͙ͦ͡;͔͍ͫͭͦ ͺ͔͚͍ͪͣͦΣ ͍͍͔ͦ͡;͔ͤͤ·ͻ ͍ ͔͙͙͒ͤ;ͤͯΌ ͙͙ͦ͘͟͡͡ΌΣ ͤͦ ͍͔͍͙͙ͨͦͫ͒ͫͭ͡ 
͔͔ͨͪ͒͊ͤͤ·ͻ ͔ͯͫͨ΄ͤͦΦ 

Multiple Collision 

Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͺ͔͚͍ͪͣͦΣ ͍͍͔ͦ͡;͔ͤͤ·ͻ ͔͔͋ͦ͡ ;͔ͣ ͍ ͦ͒ͤͯ ͙͙ͦ͘͟͡͡ΌΣ ͤͦ ͍͔ͨͦͫ͒͡π
͍͙͙ͫͭ ͔͔ͨͪ͒͊ͤͤ·ͻ ͔ͯͫͨ΄ͤͦΦ 

Deferred 

Transmissions 

˴͙ͦ͡;͔͍ͫͭͦ ͺ͔͚͍ͪͣͦΣ ͒͡Ύ ͦͭͦͪ͟·ͻ ͔͍ͨͪ͊Ύ ͨͦͨ·ͭ͊͟ ͔͔ͨͪ͒͊;͙ ͔ͦͭͦ͗ͤ͊͡ ͙͘-͊͘ ͊͘π
ͤΎ͙ͭͦͫͭ ͔ͫͪ͒· ͔͔ͨͪ͒͊;͙Φ 

Late Collisions ˴͙ͦ͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊, ͟ ͎ͦ͒͊ ͙͙ͦ͘͟͡͡Ύ ͊͘ͺ͙͙͍ͫͪͦ͊ͤ͊͟ ͔ͨͦͫ͡ ͎ͭͦͦΣ ͊͟͟ ͍ ͊ͤ͊͟͡ 
͍ͫΎ͙͘ ͔ͯ͗ ͋·͙͡ ͔͔ͨͪ͒͊ͤ· ͔͍ͨͪ·͔ сп ͚͋͊ͭ όǎƭƻǘ¢ƛƳŜύ ͔ͨ͊ͭ͊͟Φ  

Excessive Collisions ˴͙ͦ͡;͔͍ͫͭͦ ͺ͔͚͍ͪͣͦΣ ͦͭͦͪ͟·͔ ͔ͤ ͋·͙͡ ͔͔ͨͪ͒͊ͤ· ͙͘-͊͘ ͙͋͘·ͭͦ;͎ͤͦͦ ͙ͦ͟͡;͔π
͍ͫͭ͊ ͙͙͚ͦ͘͟͡͡Φ 

Carrier Sense Errors ˴͙ͦ͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ ͫͦͫͭͦΎ͙͔ͤ ͦͤͭͪͦ͟͡Ύ ͔ͤͫͯ΅͔͚ ͋·ͦ͡ ͔ͨͦͭͪΎͤͦΣ ͙͋ͦ͡ 
͔ͤ ͍͔͔ͯͭͪ͗͒ͤͦ ͙ͨͪ ͨͦͨ·͔ͭ͟ ͔͔ͨͪ͒͊;͙ ͺ͔͚ͪͣ͊Φ 
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Oversize Packets ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟Σ ͔ͪ͊ͣͪ͘ ͦͭͦͪ͟·ͻ ͔͍ͨͪ·΄͔͊ͭ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͪ͊͘π
͔ͪ΄͔ͤͤ·͚ ͔ͪ͊ͣͪ͘ ͺ͔͚ͪͣ͊Φ 

Internal MAC Rx Errors ˴͙ͦ͡;͔͍ͫͭͦ ͺ͔͚͍ͪͣͦΣ ͦͭͦͪ͟·͔ ͔ͤ ͋·͙͡ ͙ͨͪͤΎͭ· ͔ͯͫͨ΄ͤͦ ͙͘-͊͘ ͍͔͔͚ͤͯͭͪͤͤ 
ͦ΄͙͙͋͟ ͙͔ͨͪͣ͊ ͤ͊ ͍͔ͯͪͦͤ a!/Φ 

Symbol Errors ˨͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊, ͪ ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͔͙͔ͪ͗ͣ млл˸͋κͫ τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ 
͙͔ͣͫ͡Ύ ͔͙ͤ͒ͦͨͯͫͭͣ·͚ ͙͍ͫͣͦ͡ ͒͊ͤͤ·ͻΣ ͍ ͭͦ ͍͔ͪͣΎ ͊͟͟ ͍͙ͨͪ͊͡Έͤ͊Ύ ͔ͤͫͯ΅͊Ύ 
͋·͊͡ ͔͍͔ͨͪ͒ͫͭ͊ͤ͊͡.  
˨͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊, ͪ ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͔ͨͦͯ͒ͯͨͫͤͦͣ͟͡͡ ͔͙͔ͪ͗ͣ мллл˸͋κͫ τ ͟ ͙ͦ͡;͔π
͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ ͔͍ͫͪ͒ͫͭ͊ ͙͔ͨͪͣ͊ ͊ͤ͘Ύͭ· ͍ ͔ͭ;͔͙͔ͤ ͍͔͔͙ͪͣͤΣ ͍ͪ͊ͤͦͣ ͙ͯ ͙͡ 
͋ͦ͡Έ΄͔ͣͯ ;͔ͣ ͔ͪ͊ͣͪ͘ ͫͦͭ͊͡ όǎƭƻǘ¢ƛƳŜύΣ ͙ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͔ͣͦͫ͡Έ ͻͦͭΎ ͋· 
ͦ͒ͤͦ ͫͦ͋·͙͔ͭΣ ͔ͦͭͦͪͦ͟ ͍͊ͫͭ͊͘͡Ύ͔ͭ tI¸ ͍·͍͒͊͊ͭΈ ͦ΄͙͋ͯ͟ ͙͔ͨͪͣ͊ ͒͊ͤͤ·ͻ ό5ŀǘŀ 
ǊŜŎŜǇǘƛƻƴ ŜǊǊƻǊύ ͙͙͡ ͦ΄͙͋ͯ͟ ͔ͤͫͯ΅͔͚ ό/ŀǊǊƛŜǊ ŜȄǘŜƴŘ ŜǊǊƻǊύ ͤ͊ DMII. 
˨͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊, ͪ ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͨͦͤͦͣ͡ ͔͒ͯͨͫͤͦͣ͟͡ ͔͙͔ͪ͗ͣ мллл˸͋κͫ τ ͟ ͦπ
͙͡;͔͍ͫͭͦ ͫͯ͡;͔͍͊Σ ͎ͦ͒͊͟ ͔͍ͫͪ͒ͫͭ͊ ͙͔ͨͪͣ͊ ͊ͤ͘Ύͭ· ͍ ͔ͭ;͔͙͔ͤ ͍͔͔͙ͪͣͤΣ ͍ͪ͊ͤͦͣͯ 
͙͙͡ ͋ͦ͡Έ΄͔ͣͯ ;͔ͣ ͙͙ͣͤͣ͊͡Έͤ·͚ ͔ͪ͊ͣͪ͘ ͺ͔͚ͪͣ͊ όƳƛƴCǊŀƳŜ{ƛȊŜύΣ ͙ ͍ ͔ͭ;͔͙͔ͤ 
͎ͦͭͦͪͦͦ͟ ͙͔ͣͦͫ͡Έ ͻͦͭΎ ͋· ͦ͒ͤͦ ͫͦ͋·͙͔ͭΣ ͔ͦͭͦͪͦ͟ ͍͊ͫͭ͊͘͡Ύ͔ͭ tI¸ ͍·͍͒͊͊ͭΈ 
ͦ΄͙͋ͯ͟ ͙͔ͨͪͣ͊ ͒͊ͤͤ·ͻ ό5ŀǘŀ ǊŜŎŜǇǘƛƻƴ ŜǊǊƻǊύ ͤ͊ DaLLΦ 

Received Pause 

Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ a!/-ͺͪ ͔͚͍ͣͦ ͫ ͦ͒ͦͣ͟ ͔ͦͨͪ͊ͼ͙͙ t!¦{9Φ 

Transmitted Pause 

Frames 

˴͙ͦ͡;͔͍ͫͭͦ ͔͔ͨͪ͒͊ͤͤ·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ a!/-ͺ͔͚͍ͪͣͦ ͫ ͦ͒ͦͣ͟ ͔ͦͨͪ͊ͼ͙͙ t!¦{9Φ  

Á ˽ͦ͊͊ͭ͘͟Έ ͚ͤ͊ͫͭͪͦͯ͟ jumbo-frames ͍  ͔ͦͣͣͯͭ͊ͭͦͪ͟Υ 

console# show ports jumbo - frame  

Jumbo frames are disabled  

Jumbo frames will be disabled after reset  

5.10.2  ˹ ͚͊ͫͭͪͦ͊͟ VLAN ͙  ͔͙͍ͪ͗ͣͦ ͦͣͣͯͭ͊͟ͼ͙͙ ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ±[!b 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN: 

console# configure   

console(config)# vlan database  

console ( config - vlan )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ 
͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ VLAN. 

͙́͊͋͡ͼ͊ 5.36 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

vlan vlan_range  
vlan_range: (2 .. 4094) 

˨͍͙ͦ͋͊ͭΈ ±[!b ͙͙͡ ͔ͤͫͦ͟͡Έͦ͟ ±[!b. 

no vlan vlan_range ͙̂͒͊ͭ͡Έ ±[!b ͙͙͡ ͔ͤͫͦ͟͡Έͦ͟ ±[!b. 

map protocol protocol [en-
caps] protocols-group 
group 

protocol:  
(ip, ipx, ipv6, arp,  

(0600-ffff (hex)}*); 
encaps: (ethernet, rfc1042, 

llcOther); 
group:  

(1.. 2147483647) 

˽͙͍ͪΎ͊ͭ͘Έ ͨͪͦͭͦͦ͟͡ ͟ ͎͔ͪͯͨͨ ͍ͨͪͦͭͦͦͦ͟͡, ͊ ͫͫͦͼ͙͙͍ͪͦ͊ͤπ
ͤ·ͻ ͍͔͔ͣͫͭΦ 

no map protocol protocol 
[encaps] 

͙̂͒͊ͭ͡Έ ͙͍ͨͪΎͯ͘͟. 
 
* - ͤ ͔ͦͣͪ ͨͪͦͭͦͦ͊͟͡ όмс ͙͋ͭύΦ 
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map mac mac_address   
{ host | mask } macs-group 
group mask: (9..48);  

group: (1..2147483647) 

˽͙͍ͪΎ͊ͭ͘Έ a!/-͔͊͒ͪͫ ͙͙͡ ͙͒͊ͨ͊ͦͤ͘ MAC-͔͍͊͒ͪͫͦ ͨͦ ͔ͣ͊ͫ͟ 
͟ ͎͔ͪͯͨͨ a!/-͔͍͊͒ͪͫͦΦ 

no map mac mac_address  
{ host | mask } 

͙̂͒͊ͭ͡Έ ͙͍ͨͪΎͯ͘͟. 

map subnet ip_address 
mask subnets-group group mask: (1..32);  

group: (1..2147483647) 

˽͙͍ͪΎ͊ͭ͘Έ IP-͔͊͒ͪͫ ͙͙͡ ͙͒͊ͨ͊ͦͤ͘ IP-͔͍͊͒ͪͫͦ ͨ ͦ ͔ͣ͊ͫ͟ ͟ 
͎͔ͪͯͨͨ IP-͔͍͊͒ͪͫͦ. 

no map subnet ip_address 
mask 

͙̂͒͊ͭ͡Έ ͙͍ͨͪΎͯ͘͟. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ ±[!b 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console# configure   

console(config)# interface  { vlan  { vlan_id }  |  range  vlan  { vlan_list }}  

console ( config - if )#  

˨͊ͤͤ·͚ ͔͙ͪ͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLANΣ ͙͋ͦ͡ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

ˤ·͋ͦͪ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟· interface  vlan  { vlan_id} .  

ˤ·͋ͦͪ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟· interface  range  vlan  

{ vlan _list } .  

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN м ͙ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ 
͚͙ͤ͊ͫͭͪͦ͟ ͎ͪͯͨͨ· VLAN 1, 3, 7. 

console# configure   

console(config)# interface  vlan  1           

console(config - if)#  

 

console# configure   

console(config)# interface  range vlan  1,3,7          

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.37 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

name name name: (1..64) ͫ ͙͍͍ͣͦͦ͡/ 
͙ͣΎ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͤͦπ

͔ͣͪͯ ±[!b 

˨͍͙ͦ͋͊ͭΈ ͙ͣΎ ±[!b 

no name ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface  { fastethernet  fa_port  | gigabitethernet  gi_ port  |  

port - channel  group  |  range  {é}}  

console ( config - if )#  

˨͊ͤͤ·͚ ͪ ͔͙͗ͣ ͔͒ͦͫͭͯͨͤ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊ όͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͙͡ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͙͔ͪ͗ͣ ͔͔͙ͪ͊͒ͤ͘͡Ύ 
͎͙ͤ͊ͪͯ͘͟ύΣ ͙͋ͦ͡ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
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˽ͦͪͭ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͍ ;͔ͭ·͔ͪͻ ͔͙ͪ͗ͣ͊ͻΥ 

ï access τ ͙ ͔ͤͭͪͺ͔͚ͫ ͒ͦͫͭͯͨ͊ τ ͤ ͔͔͎͙͍ͭͪͦ͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͒͡Ύ ͚ͦ͒ͤͦ VLAN; 
ï trunk τ ͙ ͔ͤͭͪͺ͔͚ͫΣ ͙͙ͨͪͤͣ͊Ό΅͙͚ ͭͦ͡Έͦ͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Σ ͊͘ ͙ͫ͟͡Ό;͔͙͔ͤͣ ͎ͦ͒ͤͦͦ VLAN, 
ͦͭͦͪ͟·͚ ͔ͣͦ͗ͭ ͋·ͭΈ ͍͔͒ͦ͋͊ͤ͡ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· switchport trunk native vlan; 

ï general τ ͙ ͔ͤͭͪͺ͔͚ͫ ͫ ͚ͨͦͤͦ͡ ͔͚ͨͦ͒͒ͪ͗ͦ͟ улнΦмqΣ ͙͙͔ͨͪͤͣ͊ͭ ͊͟͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͚Σ ͭ͊͟ ͙ ͔͔͎͙ͤͭπ
͍ͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Τ 

ï customer τ 802.1 Q-in-Q-͙͔ͤͭͪͺ͔͚ͫ. 

͙́͊͋͡ͼ͊ 5.38 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

switchport mode mode mode: (access, trunk, gen-
eral, customer)/access 

˭͊ ͒͊ͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!bΦ 

no switchport mode ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport access vlan 
vlan_id vlan_id: (1..4094)/1 

˨͍͙ͦ͋͊ͭΈ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͒ͦͫͭͯͨ͊Φ 

no switchport access vlan ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport trunk allowed 
vlan add vlan_list 

vlan_list: (2..4094, all) 

˨͍͙ͦ͋͊ͭΈ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

switchport trunk allowed 
vlan remove vlan_list 

͙̂͒͊ͭ͡Έ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

switchport trunk native 
vlan vlan_id 

vlan_id: (1..4094)/1 

˨͍ͦ͋͊͡Ύ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ±[!b ͍ ͊͟;͔͍͔ͫͭ 5ŜŦŀǳƭǘ ±[!b ͒͡Ύ 
͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͍͔ͫΈ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͚ ͭͪ͊ͺ͙͟Σ ͨͦͫͭͯπ
ͨ͊Ό΅͙͚ ͤ͊ ͒͊ͤͤ·͚ ͨͦͪͭΣ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͍ ͒͊ͤͤ·͚ ±[!bΦ 

no switchport trunk native 
vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport general allowed 
vlan add vlan_list [tagged| 
untagged] 

vlan_list: (2..4094, all) 

˨͍͙ͦ͋͊ͭΈ ͙ͫͨͫͦ͟ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 
˽ͦ ͪͭ ͔͋ͯ͒ͭ ͔͔͍ͨͪ͒͊͊ͭΈΥ  
- tagged τ ͭ ͔͎͙͍ͪͦ͊ͤͤ·͔Σ  
- untagged τ ͤ ͔͔͎͙͍ͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟· ͒͡Ύ VLAN. 

switchport general allowed 
vlan remove vlan_list 

͙̂͒͊ͭ͡Έ ͙ͫͨͫͦ͟ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

switchport general pvid 
vlan_id 

vlan_id: (1..4094)/  
1 ς ͔ ͙ͫ͡ ͍͔ͯͫͭ͊ͤͦͤ͡ ±[!b 
ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͙ͤ͊;͔ 

4095 

˨͍͙ͦ͋͊ͭΈ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b ͨͦͪͭ͊ όt±L5ύ ͒͡Ύ ͍͎ͦͫͤͦͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no switchport general pvid 
͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport general ingress-
filtering disable 

-/  
ͺ͙͡Έͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ·͟͡Ό;͙ͭΈ ͒͡Ύ ͍͎ͦͫͤͦͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͺ͙͡Έͭͪ͊ͼ͙Ό ͍ͻͦ͒Ύπ
΅͙ͻ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͍͔ͦͫͤͦ ͙͍͔͎ͨͪͫͦͤͤͦͦ ͙ͣ ͤ͊͘;͔͙ͤΎ ±[!b L5Φ  

no switchport general in-
gress-filtering disable 

ˤ͟͡Ό;͙ͭΈ ͒͡Ύ ͍͎ͦͫͤͦͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͺ͙͡Έͭͪ͊ͼ͙Ό ͍ͻͦ͒Ύπ
΅͙ͻ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͍͔ͦͫͤͦ ͙͍͔͎ͨͪͫͦͤͤͦͦ ͙ͣ ͤ͊͘;͔͙ͤΎ VLAN ID. 
˩͙ͫ͡ ͺ͙͡Έͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊Σ ͙ ͔ͨ͊ͭ͟ ͔ͤ ͍ͻ͙ͦ͒ͭ ͍ ͎ͪͯͨͨͯ 
±[!b ͫ ͙͍͔ͨͪͫͦͤͤ·ͣ ͔ͨ͊ͭͯ͟ ͤ͊͘;͔͙͔ͤͣ ±[!b L5Σ ͭͦ ͔ͨ͊ͭ͟ 
ͦͭ͋ͪ͊ͫ·͍͔͊ͭͫΎΦ  

switchport general ac-
ceptable-frame-type 
{tagged-only |  
untagged-only | all} 

-κ͙͙ͨͪͤͣ͊ͭΈ ͍͔ͫ ͙ͭͨ· 
ͺ͔͚͍ͪͣͦ 

˽͙͙ͪͤͣ͊ͭΈ ͤ͊ ͍ͦͫͤͦͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͭͦ͡Έͦ͟ ͅ ͔͚ͪͣ· ͦ ͔ͨͪπ
͔͔͎͒ͤͤͦͦ͡ ͙ͭͨ͊Υ 
- tagged-only τ ͭ ͦ͡Έͦ͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͔Τ 
- untagged-only τ ͭ ͦ͡Έͦ͟ ͔ͤ ͔͎͙͍ͭͪͦ͊ͤͤ·͔Τ 
- all τ ͍ ͔ͫ ͺ͔͚ͪͣ·Φ 

no switchport general ac-
ceptable-frame-type  

˽͙͙ͪͤͣ͊ͭΈ ͤ͊ ͍ͦͫͤͦͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͍͔ͫ ͙ͭͨ· ͺ͔͚͍ͪͣͦΦ 

switchport general map 
protocols-group group  
vlan vlan_id 

vlan_id: (1..4094) 
 

group: (1.. 2147483647) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Σ 
͍͔ͦͫͤͦ͊ͤͤͦ ͤ͊ ͙͍ͨͪΎ͔͘͟ ͟ ͨͪͦͭͦͦͯ͟͡Φ 

no switchport general map 
protocols-group group 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ 

switchport general map 
macs-group group 
 vlan vlan_id 

vlan_id: (1..4094) 
 

group: (1.. 2147483647) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Σ 
͍͔ͦͫͤͦ͊ͤͤͦ ͤ͊ ͙͍ͨͪΎ͔͘͟ ͟ a!/-͔͊͒ͪ ͫͯ. 

no switchport general map 
macs-group group 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ 
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switchport general map 
subnets-group group vlan 
vlan_id 

vlan_id: (1..4094) 
 

group: (1..2147483647) 

͍͙̂ͫͭ͊ͤͦͭΈ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ VLAN ͒ ͡Ύ ͙ ͔ͤͭͪͺ͔͚ͫ͊Σ 
͍͔ͦͫͤͦ͊ͤͤͦ ͤ͊ ͙͍ͨͪΎ͔͘͟ ͟ IP-͔͊͒ͪ ͫͯ. 

no switchport general map 
subnets-group group 

͙̂͒͊ͭ͡Έ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ 

switchport dot1q 
ethertype egress stag 
ether-type 

ether-type:  0-ffff 
(hex)/8100 

˭͔͙͊ͣͤͭΈ 9ǘƘŜǊ¢ȅǇŜ ͍  ͙ͫͻͦ͒Ύ΅͙ͻ ͫ  ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͨ ͊π
͔ͭ͊͟ͻΦ 

no switchport dot1q 
ethertype egress stag 

˭͔͙͊ͣͤͭΈ EtherType ͙ ͫͻͦ͒Ύ΅͔͎ͦ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ͔ͨ͊ͭ͊͟ ͤ͊ 
ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

switchport customer vlan 
vlan_id 

vlan_id: (1..4094)/1 

˨͍͙ͦ͋͊ͭΈ ±[!b ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no switchport customer 
vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport customer mul-
ticast-tv vlan vlan_id 

vlan_id: (1..4094) 

˾͔͊ͪ͘΄͔͊ͭ ͙͙ͨͪͤͣ͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ ͯ͊͊ͤ͘͟π
͚ͤͦ ±[!b ό͔ͤ Ύ͍͡ΎΌ΅͔͚ͫΎ ±[!b ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͎ͫͦͦ͟ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ύ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΣ ͍͔ͫͦͣͫͭͤͦ ͫ ͨͦ͡Έͦ͘π
͍͔͊ͭ͡Ύ͙ͣ ͎͙͒ͪͯͻ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙ͫ͟ͻ ͍ͨͦͪͭͦΣ ͙͙ͨͪͤͣ͊Ό΅͙ͻ 
͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ ͚͒͊ͤͤͦ ±[!bΦ 

no switchport customer 
multicast-tv vlan 

˭͔͊ͨͪ΅͔͊ͭ ͙͙ͨͪͤͣ͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͤ͊ ͙ͤ͊ͫͭͪ͊π
͍͔͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

switchport forbidden vlan 
add vlan_list 

vlan_list: (2..4094, all)/  
͍͔ͫ ±[!b ͔ͪ͊ͪ͘΄͔ͤ· 

ͨͦͪͭͯ 

˭͔͙͊ͨͪͭͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ ͯ͊͊ͤͤ͘͟·ͻ ±[!b ͨͦͪͭͯΦ 

no switchport forbidden 
vlan add vlan_list 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport forbidden vlan 
remove vlan_list 

vlan_list: (2..4094, all)/  
͍͔ͫ ±[!b ͔ͪ͊ͪ͘΄͔ͤ· 

ͨͦͪͭͯ 

˾͔͊ͪ͘΄͙ͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ ͯ͊͊ͤͤ͘͟·ͻ ±[!b ͨͦͪͭͯΦ 

no switchport forbidden 
vlan remove vlan_list 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport forbidden de-
fault-vlan 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ;͔͍ͤͫͭͦ͡ ͍ 
͔͒ͺ͚ͦͭͤͦ͡ VLAN ͪ ͔͊ͪ͘π

΄͔ͤͦ 

˭͔͙͊ͨͪͭͭΈ ͍͔͙͔͒ͦ͋͊ͤ͡ ͔͒ͺ͚ͦͭͤͦ͡ ±[!b ͨͦͪͭͯΦ 

no switchport forbidden 
default-vlan 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  

switchport protected-port 

τ 

˽͔͔͍͙ͪͦ͒ͭ ͨͦͪͭ ͍ ͔͙ͪ͗ͣ ͙ͦ͘͡Ύͼ͙ ͙͍ ͙ͤͯͭͪ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ 

no switchport-protected-
port 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͘ ͤ͊;͔͙͔ͤ ͨ  ͦͯ ͣͦ͡;͙͊ͤΌΦ 

switchport community 
community 

community: (1..30) 

˨͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ ͍ ͫͦͦ͋΅͔͍ͫͭͦ (͎ͪͯͨͨ͊ ͙ͦ͘͡Ύͼ͙͙ ͍ͨͦͪͭͦ). 
˽ͦͪͭ· ͍͙ͤͯͭͪ ͫͦͦ͋΅͔͍ͫͭ͊ ͎ͣͦͯͭ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͭͪ͊ͺ͙ͦͣ͟ 
ͭͦ͡Έͦ͟ ͔ͣ͗͒ͯ ͚ͫͦ͋ͦΣ ͊ ͔ͭ͊͗͟ ͫ ͎͙͙͒ͪͯͣ ͔ͤ͊͘΅͙΅͔ͤͤ·͙ͣ 
͙ͨͦͪͭ͊ͣ όͤ͊ ͦͭͦͪ͟·ͻ ͔ͤͭ ͚͙ͤ͊ͫͭͪͦ͟ ζswitchport protected-
portη). 
- community τ ͙ ͣΎ ͫͦͦ͋΅͔͍ͫͭ͊Φ 

no switchport community ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. ʕ  Ήͭͦͣ ͫͯ͡;͔͊ ͊͘π
΅͙΅͔ͤͤ·͚ ͨͦͪͭ Ύ͍͡Ύ͔ͭͫΎ ͙͙͍ͦͪͦ͊ͤͤ͘͡·ͣ ͨͦͪͭͦͣ ό͔ͤ ͫͦπ
ͫͭͦΎ΅͙ͣ ͙ͤ ͍ ͦ͒ͤͦͣ ͫͦͦ͋΅͔͍͔ͫͭύΣ ͙ ͦͤ ͔ͣͦ͗ͭ ͔͙ͦ͋ͣͤπ
͍͊ͭΈͫΎ ͭͪ͊ͺ͙ͦͣ͟ ͭͦ͡Έͦ͟ ͫ ͔ͤ͊͘΅͙΅͔ͤͤ·͙ͣ ͙ͨͦͪͭ͊ͣ όͤ͊ ͦ͟π
ͭͦͪ·ͻ ͔ͤͭ ͚͙ͤ͊ͫͭͪͦ͟ ζswitchport protected-portη). 

switchport protected {giga-
bitethernet gi_port | 
fastethernet fa_port | 
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 
 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͙ͫͨͦ͡Έͯ͘π
͔ͭͫΎ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͨͦ 
͔͋͊͘ ͒͊ͤͤ·ͻ ͙ͯ͘;͔ͤͤ·ͻ 
˸ˢ-˿͔͍͊͒ͪͫͦ όC5.ύ 

˽͔͔͍͙ͪͦ͒ͭ ͨͦͪͭ ͍ ͔͙ͪ͗ͣ Private VLAN Edge. ˻ ͔ͭͣͤΎ͔ͭ 
ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͨͦ ͔͋͊͘ ͒͊ͤͤ·ͻ ͙ͯ͘;͔ͤͤ·ͻ ˸ˢ˿-͔͍͊͒ͪͫͦ 
όC5.ύ ͙ ͍ͤ͊ͨͪ͊͡Ύ͔ͭ ͍͔ͫΈ ͔ͦ͒ͤͦ͊͒ͪͫͤ·͚Σ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͙ 
΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͚ ͭͪ͊ͺ͙͟ ͤ͊ ǳǇƭƛƴƪ-ͨͦͪͭΦ 

no switchport protected 
˻ͭ͟͡Ό;͔͊ͭ ͔ͦͭͣͤͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͨͦ ͔͋͊͘ ͒͊ͤͤ·ͻ ͙ͯ͘;͔ͤπ
ͤ·ͻ ˸ˢ˿-͔͍͊͒ͪͫͦ όC5.ύΦ 

ip internal-usage-vlan 
vlan_id 

vlan_id: (1..4094)/  
͔ͤͭ ͔͔͍ͪͪ͊͘ 

˭͔͔͍͙͍͊ͪͪͪͦ͊ͭ͘Έ ±[!b ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ip internal-usage-vlan ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport default-vlan 
tagged 

τ 

͍͙̂ͫͭ͊ͤͦͭΈ ͨͦͪͭ ͊͟͟ ͔͎͙ͭͪͯΌ΅͙͚ ͍ ͔͒ͺ͚ͦͭͤͦ͡ ±[!bΦ 

no switchport default-vlan 
tagged 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔ͪ ͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console# configure   

console(config)#  

͙́͊͋͡ͼ͊ 5.39 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

vlan database τ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ±[!b 

default interface {vlan 
vlan_id | range vlan 
vlan_list} vlan_id: (1..4094); 

vlan_list: (1..4094) 

˿͋ͪͦͫ ͔ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN ͙ ͙͡ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪπ
ͺ͔͚͍ͫͦ VLAN ͤ ͊ ͤ͊ ͚͙ͫͭͪͦ͟ ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ VLAN; 
- vlan_list τ ͫ ͙ͨͫͦ͟ VLAN ID. ˨ ͙͊ͨ͊ͦͤ͘ ±[!b ͣͦ͗ͤͦ ͊͒͊ͭ͘Έ 
͔͔ͨͪ;͙͔͙͔ͫͤͣ͡ ;͔͔ͪ͘ ͊ͨ͘ΎͭͯΌ ͙͙͡ ͯ͊͊ͭ͘͟Έ ͤ͊;͊͡Έ͔ͤͦ ͙ ͦ͟π
͔ͤ;͔ͤͦ ͤ͊͘;͔͙ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ;͔͔ͪ͘ ͔͒ͺ͙ͫ Ϧ-". 

˽͙͔ͪͣͪ ͙ ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟·: 

console# configure   

console(config)# vlan database  

console(config - vlan)#  

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

ˤ͙ ͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.40 ς ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show vlan  τ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͍͔ͫͣ ±[!bΦ 

show interface description 
vlan vlan_id 

vlan_id: (1..4094) ˽ͦ͊͊ͭ͘͟Έ ͙͙͔ͦͨͫ͊ͤ VLAN ͙ ͔ͤͭͪͺ͔͚ͫ͊.  

show vlan name name (1..32) ͫ ͙͍͍ͣͦͦ͡ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ±[!bΣ ͙ͨͦͫ͟ ͨͦ ͙͔͙ͣͤΦ 

show vlan tag vlan_id vlan_id: (1..4094) ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ±[!bΣ ͙ͨͦͫ͟ ͨͦ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͯ͟Φ 

show vlan internal usage τ 
˽ͦ͊͊ͭ͘͟Έ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

show default-vlan-mem-
bership  
[ gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group ] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 
˽ͦ͊͊ͭ͘͟Έ ͍ͫͦͫͭ͊ ͎ͪͯͨͨ· ͔͒ͺ͚ͦͭͤͦ͡ ±[!bΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  
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͙́͊͋͡ͼ͊ 5.41 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show vlan multicast-tv vlan 
vlan_id vlan_id: (1..4094) 

˽ͦ͊͊ͭ͘͟Έ ͨͦͪͭ·-͙ͫͭͦ;͙͙ͤ͟ ͙ ͙͔͙͙ͨͪͣͤ͟ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ 
ͭͪ͊ͺ͙͊͟ ͍ ͚͒͊ͤͤͦ ±[!bΦ ˽ͦͪͭ·-͙ͫͭͦ;͙͙ͤ͟ ͎ͣͦͯͭ ͊͟͟ ͔͔ͨͪπ
͍͒͊͊ͭΈΣ ͭ͊͟ ͙ ͙͙ͨͪͤͣ͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟Φ 

show vlan protocols-
groups 

τ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ ͍ͨͪͦͭͦͦͦ͟͡Φ 

show vlan macs-groups τ ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ MAC-͔͍͊͒ͪͫͦ. 

show interfaces switchport 
{ gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group }  

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 
˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͦͪͭ͊Σ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΦ 

show interfaces protected-
ports  
[ gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group ] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͍ͨͦͪͭͦΥ ͍ ͔͙͔ͪ͗ͣ tǊƛǾŀǘŜ ±[!b 9ŘƎŜΣ ͍ 
private-vlan-edge-ͫͦͦ͋΅͔͍͔ͫͭΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͍͔ͫͻ VLAN: 

console# show vlan   

Vlan            Name                    Tagged ports                 Untagged ports                  

Type     Authorization  

- ---  ---------------------------  ---------------------------  ----------------------

-----  ------------  -------------   

 1                    -                                     -                          

fa1/0/1 - 2,fa1/0/4,                  Default      Required     

                                                                                

fa1/0/6 - 24,gi1/0/1 - 4,Po1 - 8                              

 5                    -                       fa1/0/11 - 12,fa1/0/23               

fa1/0/5                    permanent     Required     

 6                   -                       fa1/0/11 - 12,fa1/0/23                       

-                          permanent     Required     

Á ˽ͦ͊͊ͭ͘͟Έ ͨͦͪͭ· ͙ͫͭͦ;͙͙ͤ͟ ͙ ͙͔͙͙ͨͪͣͤ͟ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͍ ±[!b пΥ 

console# show vlan multicast - tv vlan  4 

Source p orts  : gi1/0/4 - 5 

Receiver ports: gi1/0/1  

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ ͍ͨͪͦͭͦͦͦ͟͡Υ 

console# show vlan protocols - groups  

Encapsulation     Protocol         Group Id      

-------------  ----------------  ----------------   

0x800 (IP)     Ethernet               1  

0x806 (ARP)    Ethernet               1  

0x86dd (IPv6)  Ethernet               3  

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͎ͪͯͨͨ͊ͻ ͔͔͚ͨͦ͒ͫͭΥ 

console# show vlan subnets - groups  

Ip Subnet Address    Mask          Group Id     

-----------------  -----------    -------------  

192.168. 16.44     255.255.255.0       1  

192.168.16.44     255.255.255.0       2  
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Á ˽ͦ͊͊ͭ͘͟Έ ͙ͫͨͫͦ͟ ±[!b ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Υ 

console# show vlan internal usage  

  Usage     VLAN   Reserved   IP address   

----------  ------  ----------  ------------   

 gi1/0/1     30      Yes       Inactive    

Á ˽ͦ͊͊ͭ͘͟Έ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͦͪͭ͊ GigabitEthernet 22: 

console# show interfaces switchport gigabitethernet  1/0/22  

Port : gi1/0/ 22 

Port Mode: Access  

Gvrp Status: disabled  

Ingress Filtering: true  

Acceptable Frame Type: all  

Ingress UnTagged VLAN ( NATIVE ): 1  

Protected: Disabled  

  

Port is member in:  

  

Vlan               Name               Egress rule Port Membership Type  

----  --------------------------------  -----------  --------------------   

 1                  1                  Untagged          System         

 

  

Forbidden VLANS:  

Vlan               Name                

----  --------------------------------   

 

  

Classification rules:  

  

Protocol based VLANs:                                  

  Group ID   Vlan ID  

----------- -  -------   

 

  

Mac based VLANs:  

  Group ID   Vlan ID  

------------  -------   

 

5.10.3  ˹ ͚͊ͫͭͪͦ͊͟ Private VLAN 

͔́ͻ͎͙ͤͦͦ͡Ύ tǊƛǾŀǘŜ ±[!b όt±[!bύ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͙ͨͪͦͦ͒ͭ͘Έ ͎͙ͪ͊ͪ͊ͤ͘;͔͙͔ͤ ͭͪ͊ͺ͙͊͟ ͤ͊ ͍ͭͦͪͦͣ 
͍͔ͯͪͦͤ ͔͙ͣͦ͒͡ h{L ͔ͣ͗͒ͯ ͙ͨͦͪͭ͊ͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͦͭͦͪ͟·͔ ͤ͊ͻͦ͒ΎͭͫΎ ͍ ͦ͒ͤͦͣ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤͦͣ ͒ͦπ
͔͔ͣͤΦ 

˹͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͦ ͙ͭͪ ͙ͭͨ͊ t±[!b-͍ͨͦͪͭͦΥ 

- promiscuous τ Ήͭͦ ͨͦͪͭΣ ͦͭͦͪ͟·͚ ͔ͫͨͦͫͦ͋ͤ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͒͊ͤͤ·͙ͣ ͔ͣ͗͒ͯ ͡Ό͋·͙ͣ 
͙͔ͤͭͪͺ͔͚͙ͫ͊ͣΣ ͍͟͡Ό;͊Ύ ƛǎƻƭŀǘŜŘ ͙ ŎƻƳƳǳƴƛǘȅ ͨͦͪͭ· t±[!bΤ 

- isolated τ Ήͭͦ ͨͦͪͭΣ ͦͭͦͪ͟·͚ ͨͦͤͦͫͭ͡ΈΌ ͙͙͍ͦͪͦ͊ͤ͘͡ ͦͭ ͎͙͒ͪͯͻ ͍ͨͦͪͭͦ ͍͙ͤͯͭͪ ͎ͦ͒ͤͦͦ ͙ 
͎ͭͦͦ ͔͗ t±[!bΣ ͤͦ ͔ͤ ͦͭ ǇǊƻƳƛǎŎǳƻǳǎ ͍ͨͦͪͭͦΦ t±[!b ͙͋ͦͪͯ͟͡Όͭ ͍͔ͫΈ ͭͪ͊ͺ͙͟Σ ͙͒ͯ΅͙͚ ͍ 
ͫͭͦͪͦͤͯ ƛǎƻƭŀǘŜŘ-͍ͨͦͪͭͦΣ ͔ͪͦͣ͟ ͭͪ͊ͺ͙͊͟ ͫͦ ͫͭͦͪͦͤ· ǇǊƻƳƛǎŎǳƻǳǎ-ͨͦͪͭͦ ͍Τ ͔ͨ͊ͭ͟· ͫͦ 
ͫͭͦͪͦͤ· ƛǎƻƭŀǘŜŘ-͍ͨͦͪͭͦ ͎ͣͦͯͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͭͦ͡Έͦ͟ ͍ ͫͭͦͪͦͤͯ ǇǊƻƳƛǎŎǳƻǳǎ-͍ͨͦͪͭͦΤ 

- community τ Ήͭͦ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦΣ ͦͭͦͪ͟·͔ ͎ͣͦͯͭ ͔͙͍ͦ͋ͣͤ͊ͭΈͫΎ ͒͊ͤͤ·͙ͣ ͔ͣ͗͒ͯ ͚ͫͦ͋ͦ ͙ 
promiscuous-͙ͨͦͪͭ͊ͣΣ Ή͙ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͔͔ͦͭ͒ͤ͡· ͤ͊ ͍ͭͦͪͦͣ ͍͔ͯͪͦͤ ͔͙ͣͦ͒͡ h{L ͦͭ ͍͔ͫͻ 
ͦͫͭ͊͡Έͤ·ͻ ŎƻƳƳǳƴƛǘȅ-͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͊ ͔ͭ͊͗͟ ƛǎƻƭŀǘŜŘ-͍ͨͦͪͭͦ ͍͙ͤͯͭͪ t±[!bΦ 
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˽ͪͦͼ͔ͫͫ ͍·͔͙ͨͦͤͤ͡Ύ ͺͯͤ͟ͼ͙͙ ͙͔͒ͦͨͦͤͭ͡͡Έ͎ͤͦͦ ͔͔͙ͪ͊͒ͤ͘͡Ύ ͍ͨͦͪͭͦ ͫ ͨͦͣͦ΅ΈΌ ͔ͭͻ͎͙͙ͤͦͦ͡ 
tǊƛǾŀǘŜ ±[!b ͔͍͔ͨͪ͒ͫͭ͊ͤ͡ ͤ͊ ͙͔ͪͫͯͤ͟ 29. 

 

˾͙ͫͯͤͦ͟ 29 τ ˽ ͙͔ͪͣͪ ͪ͊͋ͦͭ· ͔ͭͻ͎͙͙ͤͦͦ͡ tǊƛǾŀǘŜ ±[!b 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface  { tengigabitethernet  te_port  |  gi gabitethernet  

gi_port  |  port - channel  group  |  range  {é}}   

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.42 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

switchport mode mode 

mode: (promiscuous, host) 

˭͊͒͊ͭΈ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!bΦ 
- mode τ ͪ ͔͙͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͍ ±[!bΦ 

no switchport mode ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switchport private-vlan 
mapping primary_vlan 
[add | remove second-
ary_vlan] 

primary_vlan: (1..4094); 
secondary_vlan: (1..4094) 

˨͍͙ͦ͋͊ͭΈ ό͙ͯ͒͊ͭ͡Έύ ͍͚ͦͫͤͦͤͦ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ ±[!b ͤ͊ 
ǇǊƻƳƛǎŎǳƻǳǎ ͙͔ͤͭͪͺ͔͚ͫΦ 

˹͊ ͙ͦ͒ͤ ǇǊƻƳƛǎŎǳƻǳǎ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ͡Έ͘Ύ ͍͙͒ͦ͋͊ͭΈ 
͋ͦ͡Έ΄͔ ͎ͦ͒ͤͦͦ primary vlan. 

no switchport private-vlan 
mapping 

͙̂͒͊ͭ͡Έ ͦ ͍͚ͫͤͦͤͦ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ VLAN. 

switchport private-vlan 
host-association pri-
mary_vlan secondary_vlan  primary_vlan: (1..4094); 

secondary_vlan: (1..4094) 

˨͍͙ͦ͋͊ͭΈ ͍͚ͦͫͤͦͤͦ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ VLAN ͤ ͊ Ƙƻǎǘ ͙͔ͤͭͪπ
ͺ͔͚ͫ. 

˹͊ ͙ͦ͒ͤ Ƙƻǎǘ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ͡Έ͘Ύ ͍͙͒ͦ͋͊ͭΈ ͋ ͦ͡Έ΄͔ 
͎ͦ͒ͤͦͦ secondary vlan. 

no switchport private-vlan 
host-association  

͙̂͒͊ͭ͡Έ ͦ ͍͚ͫͤͦͤͦ ͙ ͍͔͔ͭͦͪͦͫͭͨͤͤ·͔ VLAN. 
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͙́͊͋͡ͼ͊ 5.43 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨ ͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

private-vlan {primary | iso-
lated | community} τ 

ˤ͟͡Ό;͙ͭΈ ͔ͣͻ͙͊ͤͣ͘ Private VLAN ͙  ͊͒͊ͭ͘Έ ͙ͭͨ ͙͔ͤͭͪͺ͔͚ͫ͊. 

no private-vlan ˻ͭ͟͡Ό;͙ͭΈ ͣ ͔ͻ͙͊ͤͣ͘ Private VLAN. 

private-vlan association 
[add | remove]  

secondary_vlan (1..4094) ˨͍͙ͦ͋͊ͭΈ ό͙ͯ͒͊ͭ͡Έύ ͙͍ͨͪΎͯ͘͟ ͍͔͔͚ͭͦͪͦͫͭͨͤͤͦ VLAN ͟  ͦͫ ͍ͤͦπ
͚ͤͦ. ˹ ͚͊ͫͭͪͦ͊͟ ͙͔͙ͨͪͣͤͣ͊ ͭͦ͡Έͦ͟ ͒͡Ύ primary VLAN. 

no private-vlan association τ ͙̂͒͊ͭ͡Έ ͨ ͙͍ͪΎͯ͘͟ ͍͔͔͚ͭͦͪͦͫͭͨͤͤͦ VLAN ͟  ͦͫ ͍͚ͤͦͤͦ. 

 

˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔͔ͭͦͪͦͫͭͨͤͤ·ͻ VLAN ς 256. 

˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ŎƻƳƳǳƴƛǘȅ VLANsΣ ͦͭͦͪ͟·͔ ͎ͣͦͯͭ ͋·ͭΈ ͊ͫͫͦͼ͙͙ͪͦπ
͍͊ͤ· ͫ ͚ͦ͒ͤͦ ͍͚ͦͫͤͦͤͦ VLAN ς 8. 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ {²м ό͙ͪͫΦ 31) 

promiscuous-ͨͦͪͭ τ interface gigabitethernet 1/0/4 
isolated-ͨͦͪͭ τ gigabitethernet 1/0/1 
community-ͨͦͪͭ τ gigabitethernet 1/0/2, 1/0/3. 
 

interface gigabitethernet 1/0/1  

 switchport mode host  

 description Isolate  

 switchport forbidden default - vlan  

 switchport private - vlan host - association 10 0 201  

exit  

!  

interface gigabitethernet 1/0/2  

 switchport mode host  

 description Community - 1 

 switchport forbidden default - vlan  

 switchport private - vlan host - association 10 0 202  

exit                                                           

!  

interface gigabitethernet 1/0/3  

 switchport mode host  

 description Community - 2 

 switchport forbidden default - vlan  

 switchport private - vlan host - association 10 0 202 

exit  

!  

interface gigabitethernet 1/0/4  

 switchport mode promiscuous  

 description to _Router  

 switchport forbidden default - vlan  

 switchport private - vlan mapping 10 0 add 201 - 202  

exit  

!  

interface gigabitetherne t 1/0/ 5                             

 switchport mode trunk  

 switchport trunk allowed vlan add 10 0,201 - 202  

 description trunk - sw1- sw2 

 switchport forbidden default - vlan  

exit  

!  

interface vlan 10 0 

 name primary  

 private - vlan primary  

 private - vlan association add 201 - 202  

exit  

!  

interface vlan 201  
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 name isolate  

 private - vlan isolated  

exit  

!  

interface vlan 202  

 name community  

 private - vlan community  

exit  

5.11 Selective Q-in-Q 

˨͊ͤͤ͊Ύ ͺͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͤ͊ ͍͔ͦͫͤͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͍͙ͨͪ͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͨͦ ͔ͤͦͣͪ͊ͣ 
͍͔͙ͤͯͭͪͤͤͻ ±[!b ό/ǳǎǘƻƳŜǊ ±[!bύ ͙͍͙ͨͪͦͦ͒ͭ͘Έ ͍͔͙͔͒ͦ͋͊ͤ͡ ͍͔ͤ΄͔͎ͤͦ SPVLAN (Service ProviderΩs VLAN), 
͔ͨͦ͒ͣͤΎͭΈ Customer VLANΣ ͊ ͔ͭ͊͗͟ ͔͊ͨͪ͘΅͊ͭΈ ͨͪͦͻ͔͙ͦ͗͒ͤ ͔ͭ ͪ͊ͺ͙͊͟Φ 

˨͡Ύ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͫͦ͒͊ͭͫ͘Ύ ͙ͫͨͫͦ͟ ͍͙ͨͪ͊͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͭͪ͊ͺ͙͟Φ  

 

 

ˤ ͔͙͔ͪ͗ͣ acl-only ͟ ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͙ͨͪ͊͡ Selective Q-in-Q ͤ ͔͒ͦͫͭͯͨͤ·Φ 
 
˹͙͊͡;͙͔ ͻͦͭΎ ͋· ͎ͦ͒ͤͦͦ ͍͙ͨͪ͊͊͡ Selective Q-in-Q ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͔͊ͨͪ͘΅͔͊ͭ ͍͟͡Ό;͔͙͔ͤ 
ͺͯͤ͟ͼ͙͙ ͎͙͍͙ͦͪͦ͊ͤ͡Ύ ζ́ ͭͦͪͣ͊η ͤ  ͊Ήͭͦͣ ͙ ͔ͤͭͪͅ ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet ͙ Port-
Channel 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console# configure   

console(config)# interface  { fastethernet  fa_port |  gigabitethernet gi_ port  

| port - channel  group  |  range  {é}}  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.44 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘƘŜǊƴŜǘ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

selective-qinq list ingress 
add_vlan vlan_id [in-
gress_vlan ingress_vlan_id]  

vlan_id: (1..4094);               
 ingress_vlan_id: (1..4094) 

 

˿͔ͦ͒͊ͭ͘ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͟ ͍͔ͤ΄͔͚ͤ ͔͔ͣͭ͟ 
͍ͻͦ͒Ύ΅͔͎ͦ ͔ͨ͊ͭ͊͟ ingress_vlan_id ͋ ͔ͯ͒ͭ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͍ͭͦπ
͚ͪͦ ͔͎ͭ vlan_id. 
˩͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ ingress_vlan_id ͤ ͔ ͊͒͊ͤ͘Σ ͭͦ ͍͙ͨͪ͊ͦ͡ ͔͋ͯ͒ͭ 
͙͔ͨͪͣͤΎͭΈͫΎ ͟ ͍ͻͦ͒Ύ΅͙ͣ ͔ͨ͊ͭ͊ͣ͟ ͍͔ͤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͙ͻ 
͙͔͙ͨͪͤ͊͒͗ͤͦͫͭ͡ ͟ ±[!bΦ ͔́͊ͦ͟ ͍͙ͨͪ͊ͦ͡ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫπ
ͨͦ͡Έ͍ͦ͊ͤͦ͘ ͒͡Ύ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟Σ ͔ͤ ͍ͨͦͨ͊΄͙ͻ ͨͦ͒ ͔͚͒π
͍͙͔ͫͭ ͎͙͒ͪͯͻ ͍͙ͨͪ͊͡ ό͍͙ͨͪ͊ͦ͡ ζͨͦ ͯͣͦ͡;͙͊ͤΌηύΦ 

selective-qinq list ingress 
deny [ingress_vlan in-
gress_vlan_id]  

 ingress_vlan_id: (1..4094) 
 

˿͔ͦ͒͊ͭ͘ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ 
ͻ͍ͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͫ ͍͔ͤ΄͔͚ͤ ͔͚ͣͭͦ͟ ingress_vlan_id ͋ ͯ͒ͯͭ 
ͦͭ͋ͪ͊ͫ·͍͊ͭΈͫΎΦ ˩͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ ingress_vlan_id ͤ ͔ ͊͒͊ͤ͘Σ ͭͦ 
͍͙ͨͪ͊ͦ͡ ͔͋ͯ͒ͭ ͙͍͙ͨͪͦ͒ͭΈ ͟ ͦͭ͋ͪ͊ͫ·͍͙͊ͤΌ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊π
ͺ͙͊͟ ͔͍͙͙ͤ͊ͫͣͦ͘ ͦͭ ͍͔ͤ΄͔͚ͤ ͔͙ͣͭ͟ ±[!bΦ 

selective-qinq list ingress 
permit [ingress_vlan in-
gress_vlan_id]  

 ingress_vlan_id: (1..4094) 
 

˿͔ͦ͒͊ͭ͘ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͍ͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· 
ͫ ͍͔ͤ΄͙ͤͣ ͔͎ͭͦͣ ingress_vlan_id ͋ ͯ͒ͯͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͔͋͘ 
͙͔͔͙͚ͣͤͤ͘Φ  
˩͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ ingress_vlan_id ͤ ͔ ͊͒͊ͤ͘Σ ͭͦ ͙ͨͪ ͔ͦ͋ͪ͊͋ͦͭ͟ 
͎ͭ͊ͦͦ͟ ͍͙ͨͪ͊͊͡ ͍ͻͦ͒Ύ΅͙͔ ͔ͨ͊ͭ͟· ͋ͯ͒ͯͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͔ͤ͊͘π
͍͙͙ͫͣͦ ͦͭ ͤ͊͘;͔͙ͤΎ ͍͔ͤ΄͔͎ͤͦ ͔͎ͭ͊Φ 
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selective-qinq list ingress 
override_vlan vlan_id [in-
gress_vlan ingress_vlan_id]  

vlan_id: (1..4094); 
 ingress_vlan_id: (1..4094) 

 

˿͔ͦ͒͊ͭ͘ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͍͔ͤ΄ͤΎΎ ͔ͣͭ͊͟ 
͍ͻͦ͒Ύ΅͔͎ͦ ͔ͨ͊ͭ͊͟ ingress_vlan_id ͋ ͔ͯ͒ͭ ͔͊ͣͤ͘ΎͭΈͫΎ ͤ͊ ͤ͊͘π
;͔͙͔ͤ vlan_id.  
˩͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ ingress_vlan_id ͤ ͔ ͯ͊͊ͤ͘͟Σ ͭͦ ͍͙ͨͪ͊ͦ͡ ͔͋ͯ͒ͭ 
͙͔ͨͪͣͤΎͭΈͫΎ ͟ ͍ͻͦ͒Ύ΅͙ͣ ͔ͨ͊ͭ͊ͣ͟Σ ͔ͤ ͍ͨͦͨ͊΄͙ͣ ͨͦ͒ ͔͚͒π
͍͙͔ͫͭ ͎͙͒ͪͯͻ ͍͙ͨͪ͊͡Φ 

no selective-qinq list in-
gress [ingress-vlan in-
gress_vlan_id] 

 ingress_vlan_id: (1-4094) 

̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ingress_vlan_id ͒ ͡Ύ ͍ͻͦ͒Ύπ
΅͙ͻ ͔͍ͨ͊ͭͦ͟Φ  
˴ͦͣ͊ͤ͒͊ ͔͋͘ ͔ͨ͊ͪ͊ͣͭͪ͊ ingress_vlan_id ͯ ͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡Σ 
ͨͪ ͙͔ͣͤΎ͔͔ͣͦ ͟ ͍ͻͦ͒Ύ΅͔ͣͯ ͭͪ͊ͺ͙ͯ͟ ͨͦ ͯͣ ͦ͡;͙͊ͤΌΦ 

selective-qinq list egress 
override_vlan vlan_id [in-
gress_vlan ingress_vlan_id]  

vlan_id: (1..4094); 
ingress_vlan_id: (1..4094) 

 

˿͔ͦ͒͊ͭ͘ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͍ ͙ͨͪͤΎͭͦͣ ͫ 
͍͔ͤ΄͔͚ͤ ͔͚ͣͭͦ͟ ingress_vlan_id ͨ ͔͔͊ͭ͟ ͔͋ͯ͒ͭ ͍·ͨͦͤ͡ΎͭΈͫΎ 
͔͊ͣͤ͊͘ ͍͔ͤ΄͔͎ͤͦ ͔͎ͭ͊ ͤ͊ ͔͎ͭ vlan_id. ˽ ͍͙ͪ͊ͦ͡ ͙͔ͨͪͣͤΎ͔ͭͫΎ 
͟ ͙ͫ ͻͦ͒Ύ΅͙ͣ ͔ͨ͊ͭ͊ͣ͟Φ  
˩͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ ingress_vlan_id ͤ ͔ ͯ͊͊ͤ͘͟Σ ͭͦ ͍͙ͨͪ͊ͦ͡ ͔͋ͯ͒ͭ 
͙͔ͨͪͣͤΎͭΈͫΎ ͟ ͙ͫͻͦ͒Ύ΅͙ͣ ͔ͨ͊ͭ͊ͣ͟ ͔͍͙͙ͤ͊ͫͣͦ͘ ͦͭ ͤ͊͘;͔π
͙ͤΎ ingress_vlan_id. 

no selective-qinq list 
egress ingress-vlan  in-
gress_vlan_id 

 ingress_vlan_id: (1-4094) 
̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ selective qinq ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
ingress_vlan_id ͒ ͡Ύ ͙ͫͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.45 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show selective-qinq [inter-
face  
{gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group}] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͫͨͫͦ͟ ͍͙ͨͪ͊͡ ǎŜƭŜŎǘƛǾŜ ǉƛƴǉ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
ͨͦͪͭ͊. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˿ͦ͒͊ͭ͘Έ ͍͙ͨͪ͊ͦ͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͎ͦͭͦͪͦͦ͟ ͍͔ͤ΄ͤΎΎ ͔ͣͭ͊͟ ͍ͻͦ͒Ύ΅͔͎ͦ ͔ͨ͊ͭ͊͟ 11 ͋ ͔ͯ͒ͭ ͊͘π
͔ͣͤΎͭΈͫΎ ͤ͊ млΦ 

console# configure   

console(config)# interface gigabitethernet 1/0/1  

console(config - if)# selective - qinq list ingress override vlan  10 ingress -

vlan  11 

console(config - if)#end  

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙ͫͨͫͦ͟ ͫͦ͒͊ͤͤ͘·ͻ ͍͙ͨͪ͊͡ selective qinq: 

console# show selective - qinq  

 

Direction Interface Rule type       Vlan ID   Cla ssification     by Parameter    

---------  ---------  ---------------  --------  ----------------  ------------------  

ingress   gi0/1     override_vlan   10       ingress_vlan     11            
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5.12 Storm Control ͒ ͡Ύ ͪ ͙͊͘͡;͎ͤͦͦ ͭ ͪ͊ͺ͙͊͟ (broadcast, multicast, unknown, unicast) 

 ζ̊ͭͦͪͣη ͍͙͔ͦͤ͊ͭ͘͟ ͍͔͍͙͔ͫ͒ͫͭ͡ ;͔͔͎ͪͣͪͤͦͦ͘ ͙ͦ͟͡;͔͍ͫͭ͊ ōǊƻŀŘŎŀǎǘ-, multicast-, unknown unicast-
ͫͦͦ͋΅͔͙͚ͤΣ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͨͦ ͔͙ͫͭ ;͔͔ͪ͘ ͙ͦ͒ͤ ͨͦͪͭΣ ;ͭͦ ͙͍͙ͨͪͦ͒ͭ ͟ ͔͔͎͔ͨͪͪͯ͘͟ 
͔͍ͪͫͯͪͫͦ ͔͙ͫͭ ͙ ͨͦΎ͍͔͙ͤ͡Ό ͔͔͊͒ͪ͗͘͟Φ ζ̊ͭͦͪͣη ͔ͣͦ͗ͭ ͍͙ͦͤͤͯͭ͘͟Έ ͙ͨͪ ͙ͤ͊͡;͙͙ ζ͊ͦ͘͟͡Έͼ͍ͦ͊ͤͤ·ͻη 
͔͎͔͍ͫͣͤͭͦ ͍ ͔͙ͫͭ 9ǘƘŜǊƴŜǘΦ  

˴ͦͣͣͯͭ͊ͭͦͪ ͙͔ͣͪ͘Ύ͔ͭ ͫͦͪͦͫͭ͟Έ ͙͙͔͎ͨͪͤͣ͊ͣͦͦ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦΣ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͙ 
͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͍ͨͦͪͭͦ ͫ ͍͟͡Ό;͔ͤͤ·ͣ ͔ͦͤͭͪͦͣ͟͡ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ 
ζ΄ͭͦͪͣ͊η ͙ ͦͭ͋ͪ͊ͫ·͍͔͊ͭ ͔ͨ͊ͭ͟·Σ ͔͙ͫ͡ ͫͦͪͦͫͭ͟Έ ͔͍ͨͪ·΄͔͊ͭ ͔͊͒͊ͤͤͦ͘ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.46 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

storm-control multicast 
enable  

-/ͺͯͤ͟ͼ͙Ύ ͍ ·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

no storm-control multicast 
enable 

ˤ·͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control multicast 
level kbps rate rate: (1..1000000)/3500 

˴͙͋ͭκ ͫ

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͫͦͪͦͫͭ͟Έ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

no port storm-control mul-
ticast level  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

storm-control un-
knownπunicast enable 

-/ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ 

no storm-control un-
known-unicast enable 

ˤ·͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control un-
knownπunicast level kbps 
rate 

rate: (1..1000000)/3500 
˴͙͋ͭκ ͫ

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͫͦͪͦͫͭ͟Έ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔ͦ͒ͤͦ͊͒ͪͫπ
͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

no port storm-control un-
known-unicast level  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

storm-control broadcast 
enable 

-/ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

no storm-control broadcast 
enable 

ˤ·͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

storm-control broadcast 
logging 

-/ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͎͙͍͙͔ͦͪͦ͊ͤ͡ ζ́ ͭͦͪͣ͊η. ˶ ͎͙͍͙͔ͦͪͦ͊ͤ ͎ͣͤͦͦ͊͒π
͔͎ͪͫͤͦͦ ͙ ͔͎ͦ͒ͤͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͔ͤ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎΦ 

ˤ͟͡Ό;͔͙͔ͤ ͎͙͍͙ͦͪͦ͊ͤ͡Ύ ζ́ ͭͦͪͣ͊η ͔͊ͨͪ͘΅͔͊ͭ 
ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͍͙ͨͪ͊͡ SQinQ ͤ͊ Ήͭͦͣ ͙͔ͤͭͪπ
ͺ͔͚͔ͫΦ 

no storm-control broadcast 
logging 

ˤ·͟͡Ό;͔͊ͭ ͎͙͍͙͔ͦͪͦ͊ͤ͡ ζ́ ͭͦͪͣ͊η. 

storm-control broadcast 
shutdown 

-/ͺͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔ͤ͊ 

˻ͭ͟͡Ό;͔͊ͭ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ ͦ ͔͙͙͋ͤ͊ͪͯ͗ͤ ζ́ ͭͦͪͣ͊η. 
̅ͯͤ͟ͼ͙Ύ ͍·͟͡Ό;͔͙ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙ͨͪ ͦ͋ͤ͊ͪͯπ
͔͙͙͗ͤ ζ́ ͭͦͪͣ͊η ͔͊ͨͪ͘΅͔͊ͭ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ 
͍͙ͨͪ͊͡ SQinQ ͤ ͊ Ήͭͦͣ ͙ ͔ͤͭͪͺ͔͚͔ͫΦ 

no storm-control broadcast 
shutdown 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

storm-control broadcast 
level kbps rate rate: (1..1000000)/3500 

˴͙͋ͭκ ͫ

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͫͦͪͦͫͭ͟Έ ͒͡Ύ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦ 
ͭͪ͊ͺ͙͊͟Φ 

no port storm-control 
broadcast level  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.47 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show storm-control [giga-
bitethernet gi_port | 
fastethernet fa_port]  

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24) 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ ͦͤͭͪͦ͟͡Ύ ζ΄ͭͦͪͣ͊η 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͨ ͦͪͭ͊Σ ͙͋ͦ͡ ͍͔ͫͻ ͍ͨͦͪͭͦΦ 

 

Storm-control ͔ͤ ͎͙ͦͪ͊ͤ;͙͍͔͊ͭ DHCP, ARP, IGMP-ͭͪ͊ͺ͙͟ ͍ͦ VLANΣ ͍ ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤ 
DHCP Snooping, ARP Inspection, IGMP Snooping. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͦͤͭͪͦ͟͡Έ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͎ͤͦͦΣ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͙ ͔͙͍͔͎ͤͫͭͤͦͦ͘ ͔ͦ͒ͤͦ͊͒ͪͫπ
͎ͤͦͦ ͭͪ͊ͺ͙͊͟ ͤ͊ мр ͙͔ͤͭͪͺ͔͚͔ͫ EthernetΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͫͦͪͦͫͭ͟Έ ͒͡Ύ ͦͤ͟π
͙͔͎ͭͪͦͪͯͣͦͦ͡ ͭͪ͊ͺ͙͊͟ τ рллл ˴͋κͫΥ 

console #configure   

console ( config )# interface  gigabitethernet  1/ 0/15  

console(config - if)# storm - control broadcast enable   

console(config - if)# storm - control include - multicast   

console(config - if)# storm - control include - multicast unknown - unicast  con-

sole(config - if)# storm - control broadcast level kbps  5000  

5.13 ˥ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ τ Link Agregation Group (LAG) 

˴ͦͣͣͯͭ͊ͭͦͪ· ͦ ͔͔͋ͫͨ;͙͍͊Όͭ  ͔ͨͦ͒͒ͪ͗ͯ͟ ͒ͦ ͍ͦͫΈ͙ͣ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet ͍  ͚ͦ͒ͤͦ ͎͔ͪͯͨͨ ͍ͨͦͪͭͦ 
[!D ͙ ͒ͦ ΄͔ͫͭͤ͊͒ͼ͙͊ͭ ͎ͪͯͨͨ [!D ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͙͙͡ ͔͔ͫͭ͟ ͚͍ͯͫͭͪͦͫͭΦ ˴͊͗͒͊Ύ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦ ͒ͦ͗ͤ͊͡ 
ͫͦͫͭͦΎͭΈ ͙͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet ͫ ͙͍͚ͦ͒ͤ͊ͦͦ͟ ͫͦͪͦͫͭ͟ΈΌΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͒ͯͨͫͤͦͣ͟͡ ͔͙͔ͪ͗ͣΦ 
˻͋Ά͔͙͔͙͔͒ͤͤ ͍ͨͦͪͭͦ ͍ ͎ͪͯͨͨͯ ͍͔͙ͯ͡;͙͍͔͊ͭ ͨͪͦͨͯͫͤͯ͟Ό ͫͨͦͫͦ͋ͤͦͫͭΈ ͊ͤ͊͊͟͡ ͔ͣ͗͒ͯ 
͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͙ ͍ͨͦ·΄͔͊ͭ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍ͦͫͭΈΦ ˥ͪͯͨͨ͊ ͍ͨͦͪͭͦ Ύ͍͡Ύ͔ͭͫΎ ͒͡Ύ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͦ͒ͤͣ ͎͙ͦ͡;͔͙ͫͣ͟ ͨͦͪͭͦͣΦ 

͚͍̂ͫͭͪͦͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͍͒͊ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͎ͪͯͨͨ· ͍ͨͦͪͭͦ τ ͙ͫͭ͊ͭ;͔ͫ͊͟Ύ ͎ͪͯͨͨ͊ ͙ ͎ͪͯͨͨ͊, 
͍ͯͨͪ͊͡Ύ͔ͣ͊Ύ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/tΦ ˾͊͋ͦͭ͊ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/t ͙ͦͨͫ͊ͤ͊ ͍ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔ͣ ͔͔ͪ͊͒͘͡ 
͔͒ͦͯͣͤͭ͊͟. 

 

˩͙ͫ͡ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͍͔͔ͨͪͦ͒ͤ͘· ͤ ͚͙͊ͫͭͪͦ͟Σ ͭͦ ͒͡Ύ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͔͎ͦ ͍ ͎ͪͯͨͨͯ ͔͔ͫ͒ͯͭ͡ 
͍͔ͪͤͯͭΈ ͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˨͍͔͙͔ͦ͋͊ͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍ ͎ͪͯͨͨͯ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ ͒ͦͫͭͯͨͤͦ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.48 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

channel-group group mode 
mode group: (1..16); 

mode: (on, auto) 

˨͍͙ͦ͋͊ͭΈ ŜǘƘŜǊƴŜǘ-͙͔ͤͭͪͺ͔͚ͫ ͍ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦ. 
- on τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ ͍ ͊ͤ͊͟͡ ͔͋͘ LACP; 
- auto τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ ͍ ͊ͤ͊͟͡ ͫ LACP. 

no channel-group ͙̂͒͊ͭ͡Έ Ethernet-͙͔ͤͭͪͺ͔͚ͫ ͙͘ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console #configure   

console(config)#  

͙́͊͋͡ͼ͊ 5.49 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

port-channel load-balance 
{srcπdst-mac-ip |  
srcπdstπmac |  src-dst-ip |  
src-dst-mac-ip-port |  
dstπmac |  dst-ip |  
srcπmac |  srcπip} 
[mplsπaware] 

-/src-dst-mac 

˭͔͊͒͊ͭ ͔ͣͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͎͙ͤ͊ͪͯ͘͟ ͒͡Ύ ͎ͪͯͨͨ· ͎͔͊ͪπ
͎͙͍ͪͦ͊ͤͤ·ͻ ͍ͨͦͪͭͦΦ ˨ ͦͫͭͯͨͤ·͔ ͍͙͊ͪ͊ͤͭ·Υ 
- src-dst-mac-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ 
ͤ͊ MAC-͔͔͊͒ͪͫ ͙ IP-͔͔͊͒ͪͫ; 
- src-dst-mac τ͔ͣͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ 
MAC-͔͔͊͒ͪͫ; 
- src-dst-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ IP-
͔͔͊͒ͪͫ; 
- src-dst-mac-ip-port τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͊π
͔ͭͫΎ ͤ͊ a!/-͔͔͊͒ͪͫΣ Lt-͔͔͊͒ͪͫ ͙ ͔ͨͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎ; 
- dst-mac τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ 
MAC-͔͔͊͒ͪͫ ͨ ͦͯ͡;͔͊ͭ͡Ύ; 
- dst-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ Lt-͊͒π
͔͔ͪͫ ͨͦͯ͡;͔͊ͭ͡ΎΤ 
- src-mac τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ a!/-
͔͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ; 
- src-ip τ ͣ ͔ͻ͙͊ͤͣ͘ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͍ͦͫͤͦ·͍͔͊ͭͫΎ ͤ͊ Lt-͊͒π
͔͔ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ; 
- mpls-aware τ ͍ ͟͡Ό;͔͙͔ͤ ͙͎ͨ͊ͪͫͤ͊ [оκ[п-͎͍͍͊ͦͦͦ͘͟͡ ͨ ͊π
͔͍ͭͦ͟ ͫ at[{-͔͙ͣͭ͊ͣ͟ ͒͡Ύ ͍͔͎ͫͦ ͚͍ͯͫͭͪͦͫͭ͊Φ ˢͭͯ͊͟͡Έͤͦ 
ͭͦ͡Έͦ͟ ͫ ͔͙͙ͪ͗ͣ͊ͣ ͙͍͙͋͊͊ͤͫͪͦ͟͡ ͨͦ L3/L4-͎͍͊ͦͦ͊ͣ͘͟͡ ͨ͊π
͔ͭ͊͟. 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 5.50 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show interfaces chan-
nelπgroup [group] 

group: (1..16) ˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͎͔ͪͯͨͨ ͍͊ͤ͊ͦ͟͡. 

5.13.1 ˿ ͙ͭ͊ͭ;͔͙͔ͫ͟ ͎ͪͯͨͨ· ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ 

̅ͯͤ͟ͼ͙͔͚ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨ LAG Ύ͍͡Ύ͔ͭͫΎ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͍͊ͤ͊ͦ͟͡ ͍ ͙ͦ͒ͤΣ 
;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͍͔͙ͯ͡;͙ͭΈ ͨͪͦͨͯͫͤͯ͟Ό ͫͨͦͫͦ͋ͤͦͫͭΈ ͊ͤ͊͊͟͡ ͙ ͍ͨͦ·͙ͫͭΈ ͔͎ͦ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍ͦͫͭΈΦ ˨͡Ύ 
͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨ ͙͙͔ͨͪͦͪͭͭ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍͊ͤ͊ͦ͟͡ ͍ ͦ͋Ά͔͙͔͒ͤͤͤͦͣ ͨͯ;͔͟ ͔ͤ ͔͊͒͊ͭͫ͘ΎΦ 

 

˨͡Ύ ͍͟͡Ό;͔͙ͤΎ ͪ͊͋ͦͭ· ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͍͔ͫͦͫͭ͊ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͎ͪͯͨͨ· ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͦͣ͊ͤ͒ͯ͟ 
channel-group group ƳƻŘŜ ƻƴ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Φ 
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5.13.2 ˽ ͪͦͭͦͦ͟͡ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡ [!/t 

̅ͯͤ͟ͼ͙͔͚ ͨͪͦͭͦͦ͊͟͡ [ƛƴƪ Aggregation Control Protocol (LACPύ Ύ͍͡Ύ͔ͭͫΎ ͦ͋Ά͔͙͔͙͔͒ͤͤ ͔ͤͫͦ͟͡Έ͙͟ͻ 
ͺ͙͙͘;͔͙ͫ͟ͻ ͍͊ͤ͊ͦ͟͡ ͍ ͙ͦ͒ͤΦ ˢ͎͔͎͙͍͙͔ͪͪͦ͊ͤ ͍͊ͤ͊ͦ͟͡ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍͔͙ͯ͡;͔͙ͤΎ ͚ͨͪͦͨͯͫͤͦ͟ 
͙ͫͨͦͫͦ͋ͤͦͫͭ ͊ͤ͊͊͟͡ ͙ ͍ͨͦ·΄͔͙ͤΎ ͔͎ͦ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭΦ [!/t ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͭͪ͊ͺ͙͟ ͨͦ 
ͦ͋Ά͔͙͔͒ͤͤͤ·ͣ ͊ͤ͊͊ͣ͟͡ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͊͒͊ͤͤ͘·͙ͣ ͙͙͔͙ͨͪͦͪͭͭ͊ͣΦ 

 

˨͡Ύ ͍͟͡Ό;͔͙ͤΎ ͪ͊͋ͦͭ· ͙͔ͤͭͪͺ͔͚ͫ͊ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/t ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͦͣ͊ͤ͒ͯ͟ ŎƘŀƴƴŜƭ-
group group ƳƻŘŜ ŀǳǘƻ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.51 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

lacp system-priority value 
value: (1..65535)/1 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͙͔ͨͪͦͪͭͭ ͙͔ͫͫͭͣ·Φ 

no lacp system-priority  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.52 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ 

˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͊π
͙ͤΌ 

˨͔͚͍͙͔ͫͭ 

lacp timeout {long | short} 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͙ͫͨͦ͡Έͯ͘π
͔ͭͫΎ ͤ͊͘;͔͙͔ͤ long 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤ·͚ ͚ͭ͊ͣ͊ͯͭ ͨͪͦͭͦͦ͊͟͡ 
LACP: 
- long τ ͒ ͙͔ͭ͡͡Έ͔ͤͦ ͍͔ͪͣΎ ͚ͭ͊ͣ͊ͯͭ͊; 
- short τ ͣ ͔͊ͦ͡ ͍͔ͪͣΎ ͚ͭ͊ͣ͊ͯͭ͊. 

no lacp timeout  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lacp port-priority value 
value: (1..65535)/1 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ 

no lacp port-priority  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

ˤ͙͒ ͘ ͊ͨͪͦͫ͊ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.53 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ 

˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͊π
͙ͤΌ 

˨͔͚͍͙͔ͫͭ 

show lacp  
{ gigabitethernet gi_port|  
fastethernet fa_port } [pa-
rameters | statistics | pro-
tocol-state] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͨͪͦͭͦͦ͟͡ [!/t ͒͡Ύ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ ˩͙ͫ͡ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ· ͔ͤ ͙ͫπ
ͨͦ͡Έͯ͘ΌͭͫΎΣ ͭͦ ͔͋ͯ͒ͭ ͨͦ͊͊ͤ͊͘͟ ͍ͫΎ ͙ͤͺͦͪͣ͊ͼ͙ΎΦ 
- parameters τ ͨ ͦ͊͘͟·͍͔͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ ͨͪͦͭͦπ
ͦ͊͟͡; 
- statistics τ ͨ ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡Τ 
- protocol-state τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡. 

show lacp port-channel 
[group] 

group: (1..16) 
˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͨͪͦͭͦͦ͟͡ [!/t ͒͡Ύ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΦ  
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˿ͦ͒͊ͭ͘Έ ͔͍ͨͪͯΌ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦΣ ͪ͊͋ͦͭ͊Ό΅ͯΌ ͨͦ ͨͪͦͭͦͦͯ͟͡ [!/t ͙ ͍͟͡Ό;͊Ό΅ͯΌ ͍͒͊ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ τ о ͙ пΦ ˿ͦͪͦͫͭ͟Έ ͪ͊͋ͦͭ· ͎ͪͯͨͨ· τ мллл ˸͙͋ͭκͫΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͙ͨͪͦπ
͙͔ͪͭͭ ͙͔ͫͫͭͣ· τ сΣ ͙͙͔ͨͪͦͪͭͭ· мн ͙ мо ͒͡Ύ ͍ͨͦͪͭͦ о ͙ п ͍͔͍͔ͫͦͦͭͭͫͭͤͤͦΦ 

console# configure  

console(config)# lacp system - priority  6 

console(config)# interface port - channel  1 

console(config - if)# speed 1000  

console(config - if)# exit  

console( config)# interface fastethernet  1/0/3  

console(config - if)# speed 1000  

console(config - if)# channel - group  1 mode auto  

co nsole(config - if)# lacp port - priority  12 

console(config - if)# exit  

console( config)# interface fastethernet  1/0/4  

console(config - if)# speed 1000  

console(config - if)# channel - group  1 mode auto  

console(config - if)# lacp port - priority  13 

console(config - if)# exit  

console( config)#  

5.14 ˹͚͊ͫͭͪͦ͊͟ LPv4-͔͊͒ͪͫ͊ͼ͙͙ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙ͦͨͫ͊ͤ· ͦͣ͊ͤ͒͟· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ Lt-͔͊͒ͪͫ͊ͼ͙͙Σ ͙ͭ͊͟ͻ 
͊͟͟ Lt-͔͊͒ͪͫΣ ͣ͊ͫ͊͟ ͔͙ͨͦ͒ͫͭΣ ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ˹͚͊ͫͭͪͦ͊͟ ͍ͨͪͦͭͦͦͦ͟͡ 5b{ ͙ !wt ͙ͦͨͫ͊ͤ͊ ͍ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͔ͪ͊͒͊͘͡ͻ ͔͒ͦͯͣͤͭ͊͟ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͨͦͪπ
͍ͭͦΣ VLAN, ͙ ͔ͤͭͪͺ͔͚ͫ ͊ Loopback 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͙͔ͤͭͪͺ͔͚͍ͫͦ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.54 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip address  
ip_address mask  
[gateway|  prefix_length] 

prefix_length: (8 .. 30) 

˹͊ͤ͊͘;͔͙͔ͤ ͺ͙͙͘;͔ͫͦͣͯ͟ ͙͔ͤͭͪͺ͔͚ͫͯ Ethernet IP-͔͊͒ͪͫ͊Σ 
͙ͣ͊ͫ͟ ͔͙ͨͦ͒ͫͭΣ ͔͊͒ͪͫ͊ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

no ip address [ip_address ] ͔͙͔̂͒͊ͤ͡ IP-͔͊͒ͪͫ͊ ͤ͊ ͺ͙͙͘;͔ͫͦͣ͟ ͙͔ͤͭͪͺ͔͚͔ͫ Ethernet.  

ip address dhcp 

τ 

˽ͦͯ͡;͔͙͔ͤ Lt-͔͊͒ͪͫ͊ ͒͡Ύ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͭ 
DHCP-͔͍͔ͫͪͪ͊Φ  

 
˹͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ loopback-͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

 

no ip address dhcp ˹͔ ͨͦͯ͡;͊ͭΈ ͒͡Ύ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ Lt-͔͊͒ͪͫ ͦͭ 
͔͍͔ͫͪͪ͊ 5I/tΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.55 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip default-gateway ip_ad-
dress 

-κ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͔ͤ 
͊͒͊ͤ͘ 

˭͔͊͒͊ͭ ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  
 

no ip default-gateway  ̂͒͊͡Ύ͔ͭ ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ΄͡Ό͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ Privileged EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.56 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

clear host dhcp {name | *}  

name: (1..158) ͫ ͙͍͍ͣͦͦ͡ 

̂͒͊͡Ύ͔ͭ ͙  ͨ͘ ͊ͣΎ͙ͭ, ͨ ͦͯ͡;͔ͤͤ·͔ ͨ  ͦͨ ͪͦͭͦͦͯ͟͡ DHCP, ͘ ͙͙͊ͨͫ 
͍͔͍͙͚ͫͦͦͭͭͫͭ ͙ ͔ͣͤ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͙  ͙ ͻ IP-͔͍͊͒ͪͫͦ (ͦ͟ ͣ͊ͤ͒͊ 
͒ͦͫͭͯͨͤ͊ ͭ ͦ͡Έͦ͟ ͒ ͡Ύ ͨ ͙͍͙͔͎͙͍͎ͪͪͦ͊ͤͤͦͦ͡ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ). 
* - ͯ ͙͒͊ͭ͡Έ ͍ ͔ͫ ͫ ͍͔͍͙ͦͦͭͭͫͭΎ. 

renew dhcp {gigabitether-
net gi_port | fastethernet 
fa_port | port-channel 
group|   
vlan vlan_id} [force-auto-
config] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094) 

˻͍ͭͨͪ͊͡Ύ͔ͭ ͘ ͊ͨͪͦͫ ͟ 5I/t-͔͍͔ͫͪͪͯ ͤ͊ ͍͔͙͔ͦ͋ͤͦͤ͡ IP-͊͒π
͔ͪͫ͊Φ 
- force-autoconfig τ ͨ ͙ͪ ͍͔͙͙ͦ͋ͤͦͤ͡ Lt-͔͊͒ͪͫ͊ ͎͔͊ͪͯ͗͊ͭͫ͘Ύ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ Ŏ ¢C¢t-͔͍͔ͫͪͪ͊Φ 
 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ Exec:  

console > 

͙́͊͋͡ͼ͊ 5.57 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip interface [giga-
bitethernet gi_port | 
fastethernet fa_port | 
port-channel group|   
vlan vlan_id |  loopback 
loopback_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094); 

loopback_id: (1..64) 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό Lt-͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ IP-͔͊͒ͪͫ ΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ τ 192.168.16.2: 

console ( config )# ip default - gateway  192.168.16.2  
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5.15 ˹͚͊ͫͭͪͦ͊͟ LtǾс-͔͊͒ͪͫ͊ͼ͙͙ 

5.15.1 ˽ ͪͦͭͦͦ͟͡ LtǾс 

˴ͦͣͣͯͭ͊ͭͦͪ· ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ  ͪ͊͋ͦͭͯ ͨͦ ͨͪͦͭͦͦͯ͟͡ LtǾсΦ ˽͔ͦ͒͒ͪ͗͊͟ LtǾс Ύ͍͡Ύ͔ͭͫΎ ͍͊͗ͤ·ͣ 
͙͍͒ͦͫͭͦͤͫͭͦͣΣ ͨͦͫͦ͟͡Έͯ͟ ͨͪͦͭͦͦ͟͡ LtǾс ͙͍ͨͪ͊ͤ͘, ͍ ͔͔͙͍͔ͨͪͫͨͭ͟, ͨͦͤͦͫͭ͡ΈΌ ͔͙͊ͣͤͭ͘Έ ͔͊͒ͪͫ͊ͼ͙Ό 
ͨͪͦͭͦͦ͊͟͡ LtǾпΦ ˽ͦ ͍͔͙ͫͪ͊ͤͤΌ ͫ LtǾп ͨͪͦͭͦͦ͟͡ LtǾс ͙͔͔ͣͭ ͪ͊ͫ΄͙͔͔ͪͤͤͦ ͔͔͊͒ͪͫͤͦ ͍ͨͪͦͫͭͪ͊ͤͫͭͦ мну 
͙͋ͭΦ ˢ͔͒ͪͫ LtǾс ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ у ͍͋ͦͦ͟͡, ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͍͔͒ͦͭͦ;͙͔ͣΣ ͍ ͊͗͒ͦͣ͟ ͔͋ͦ͟͡ ͔͙ͫͦ͒ͪ͗ͭͫΎ 
мс ͙͋ͭ ͊ ͔͒ͪͫ͊Σ ͙͊ͨͫ͊ͤͤ͘·ͻ ͍ ͍͙͔͒ ;͔ͭ·͔ͪͻ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤ·ͻ ;͙͔ͫ͡Φ 

˶ͦ͊͟͡Έͤ·͔ ͔͊͒ͪͫ͊ IPv6 (IPv6Z) ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͤ͊ͤ͊͘;͊ΌͭͫΎ ͙͔ͤͭͪͺ͔͚ͫ͊ͣΣ ͨͦΉͭͦͣͯ ͙ͨͪ ͙ͫͨͦ͡Έπ
͍͙͙ͦ͊ͤ͘ IPv6Z ͊ ͔͍͒ͪͫͦ ͍ ͙͙͔ͫͤͭ͊ͫͫ͟ ͦͣ͊ͤ͒͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͫ͒ͯ͡Ό΅͙͚ ͺͦͪͣ͊ͭΥ  

<ipv6-link-local-address>%<interface-name> 

͎͒ :͔ 
interface-name ς ͙ ͣΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊:  
interface-name = vlan<integer> | ch<integer> |<physical-port-name> 
integer = <decimal-number> | <integer><decimal-number> 
decimal-number = 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9  
physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24} 

 

˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͎ͪͯͨͨ· ͙͙͡ ͔ͤͫͦ͟͡Έ͙͟ͻ ͎ͪͯͨͨ ͨͦ͒ͪΎ͒ ͍ ͔͔͊͒ͪͫ ͨͪͦͭͦͦ͊͟͡ IPvс ͍ͪ͊ͤͦ 
ͤͯ͡Ό τ ллллΣ ͭͦ ͒͊ͤͤ·͔ ͎ͪͯͨͨ· ͎ͣͦͯͭ ͋·ͭΈ ͦͨͯ΅͔ͤ·Φ ˹͙͔͊ͨͪͣͪΣ ͔͊͒ͪͫ 
FE40:0000:0000:0000:0000:0000:AD21:FEпо ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͪ͊͟΅͔ͤ ͒ͦ FE40::AD21:FE43. 
˿ͦͪ͊͟΅͔͙ͤΌ ͔ͤ ͎ͣͦͯͭ ͋·ͭΈ ͍͔͎ͨͦ͒ͪͤͯͭ· н ͔͔ͪ͊͒ͤͤ͘͡·͔ ͔͍ͤͯ͡·͔ ͎ͪͯͨͨ· ͙͘-͊͘ ͍ͦ͘π
͙͍͔͙ͤͤͦͤ͟Ύ ͔ͤͦ͒ͤͦͤ͊͘;͙ͤͦͫͭΦ 

 

EUI-64 τ Ήͭͦ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͤ͊ ͔͋͊͘ MAC-͔͊͒ͪͫ͊ ͙͔ͤͭͪͺ͔͚ͫ͊Σ Ύ͍͡ΎΌ΅͙͚ͫΎ 
ͣ͊͒͡΄͙͙ͣ 64 ͙͙͋ͭ͊ͣ IPv6-͔͊͒ͪͫ͊Φ ˸ˢ˿-͔͊͒ͪͫ ͙͍͔ͪ͊͋͊ͭͫ͘Ύ ͤ͊ ͍͔͒ ;͙͊ͫͭ ͨͦ нп ͙͋ͭ͊Σ 
͔ͣ͗͒ͯ ͦͭͦͪ͟·͙ͣ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͦͤͫͭ͊ͤͭ͊͟ FFFE. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.58 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ipv6 default-gateway  
ipv6_address  

τ 

˭͔͊͒͊ͭ ͤ͊͘;͔͙͔ͤ ͦ͊͟͡͡Έ͎ͤͦͦ ͔͊͒ͪͫ͊ LtǾс-΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͊π
͙ͤΌ. 
˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
(set system mode switch policy-based vlan active). 

no ipv6 default-gateway ̂͒͊͡Ύ͔ͭ ͚͙ͤ͊ͫͭͪͦ͟ LtǾс-΄͡Ό͊͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

ipv6 host name ipv6_ad-
dress 1 [ipv6_address 2... 
ipv6_address 4] 

name:  
(1..158) ͫ ͙͍͍ͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘ΈΣ ͍ͫͭ͊Ύ΅ͯΌ ͍  ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔͔ͫͭπ
͍ͦͣͯ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊ LtǾс-͔͊͒ͪͫ. 
 

no ipv6 host name ̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍͔͍͙ͫͦͦͭͭͫͭΎ LtǾс-͔͊͒ͪͫ͊ ͙ ͔ͫπ
͔͍͎ͭͦͦ ͙͔͙ͣͤ ͚͍ͯͫͭͪͦͫͭ͊. 
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ipv6 neighbor  ipv6_ad-
dress {gigabitethernet 
gi_port | fastethernet 
fa_port | port -channel 
group|  
 vlan vlan_id} mac_address  

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id (1..4094) 

˿͔ͦ͒͊ͭ͘ ͫ ͙ͭ͊ͭ;͔͔ͫͦ͟ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͣ ͔͗͒ͯ MAC-͔͊͒ͪͫͦͣ ͫ ͦπ
͔͔͎ͫ͒ͤͦ ͯ ͚͍ͫͭͪͦͫͭ͊ ͙  ͔ ͎ͦ IPv6-͔͊͒ͪͫͦͣ. 
- ipv6_address τ IPv6-͔͊͒ͪͫ; 
- mac_address τ ˸ ˢ-˿͔͊͒ͪͫ. 

no ipv6 neighbor  ̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ a!/-͔͊͒ͪͫͦͣ ͫͦπ
͔͔͎ͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͔͎ͦ LtǾс-͔͊͒ͪͫͦͣ. 

ipv6 icmp error-interval 
milliseconds [bucketsize] 

milliseconds: 
{0 .. 2147483647}/100 
bucketsize:  {1..200}/10 

˭͔͊͒͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ L/atǾс ͫͦͦ͋΅͔͙͚ͤ ͦ͋ 
ͦ΄͙͋͊͟ͻΦ 

no ipv6 icmp error-interval ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ όVLAN, Ethernet, Port-Channel, 
Loopback) 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.59 τ ˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό9ǘƘŜǊƴŜǘΣ ±[!bΣ Port-channel, Loop-
back) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ipv6 enable  
[no-autoconfig] τ 

ˤ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ LtǾс ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

no ipv6 enable ˻ͭ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ LtǾс ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

ipv6 address ipv6_address /  
prefix_length [eui-64] 
[anycast] 

prefix_length: (3..128) 
όсп ͔͙ͫ͡ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨ͊π

͔ͪ͊ͣͭͪ eui-64) 

˭͔͊͒͊ͭ LtǾс-͔͊͒ͪͫ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 
- ipv6_address τ IPv6-͔ͫͭΈΣ ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͙͔ͤͭͪͺ͔͚ͫͯ όу ͋ͦ͡π
͍ͦ͟ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͍͔͒ͦͭͦ;͙͔ͣΣ ͍ ͊͗͒ͦͣ͟ ͔͋ͦ͟͡ мс ͙͋ͭΣ ͊͘π
͙ͨͫ͊ͤͤ·ͻ ͍ ͍͙͔͒ ;͔ͭ·͔ͪͻ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤ·ͻ ;͙͔ͫ͡ύ; 
- prefix_length τ ͒ ͙ͤ͊͡ ͔ͨͪͺ͙ͫ͊͟ LtǾс τ ͒ ͔ͫΎ͙ͭ;͔ͤͦ ;͙ͫͦ͡ 
ς ͟ ͙ͦ͡;͔͍ͫͭͦ ͫͭ͊ͪ΄͙ͻ ͙͋ͭ ͔͊͒ͪͫ͊ ͍ͫͦͫͭ͊͡ΎΌ΅͙ͻ ͔ͨͪͺ͙ͫ͟; 
- eui-64 τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͤ͊ ͔͋͊͘ a!/-͔͊͒ͪͫ͊ 
͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͊ͨͫ͘·͍͔͊ͭͫΎ ͍ сп ͣ͊͒͡΄͙ͻ ͙͋ͭ͊ LtǾс ͔͊͒ͪͫ͊; 
- anycast τ ͯ ͊͘͟·͍͔͊ͭ, ;ͭͦ ͊͒͊ͤͤ͘·͚ ͔͊͒ͪͫ ŀƴȅŎŀǎǘ-͔͊͒ͪͫΦ 

no ipv6 address  
[ipv6_address /pre-
fix_length] [eui-64] 

̂͒͊͡Ύ͔ͭ LtǾс-͔͊͒ͪͫ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊. 

ipv6 address autoconfig 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͍͙͊ͭͦͣ͊ͭπ
;͔ͫ͊͟Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ 
͍͟͡Ό;͔ͤ͊Σ ͔͊͒ͪͫ͊ ͔ͤ 
ͤ͊ͤ͊͘;͔ͤ·Φ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͚ͫͦ͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ LtǾс-͔͍͊͒ͪͫͦ ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ ˢ͔͒ͪͫ͊ ͙͍ͤ͊ͫͭͪ͊͊ΌͭͫΎ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͨͪπ
ͺ͙͍ͫͦ͟Σ ͟ ͦͭͦͪ·͔ ͨ ͦͯ͡;͔ͤ· ͍  ͫͦͦ͋΅͔͙ͤΎͻ ζwƻǳǘŜǊ 
!ŘǾŜǊǘƛǎŜƳŜƴǘηΦ 

no ipv6 address autoconfig ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 address ipv6_address / 
prefix_length link-local 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͤ͊͘;͔͙͔ͤ 
ͦ͊͟͡͡Έ͎ͤͦͦ ͔͊͒ͪͫ͊Υ 

FE80::EUI64 

˭͔͊͒͊ͭ ͦ͊͟͡͡Έͤ·͚ LtǾс-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˿ͭ͊ͪ΄͙͔ ͙͋ͭ· 
ͦ͊͟͡͡Έͤ·ͻ Lt-͔͍͊͒ͪͫͦ ͍ LtǾс τ FE80:: 

no ipv6 address  
[ipv6_address/pre-
fix_length  
 link-local] 

̂͒͊͡Ύ͔ͭ ͦ͊͟͡͡Έͤ·͚ LtǾс-͔͊͒ͪͫ. 

ipv6 nd dad attempts at-
tempts-number 

attempts-number:  
(0..600)/1 

˭͔͊͒͊ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦͦ͋΅͔͙͚ͤ-͔͍͙͚ͭͪ͋ͦ͊ͤΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ 
͙͔ͤͭͪͺ͔͚ͫͦͣ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͔ͣͯ ͚͍ͯͫͭͪͦͫͭͯ ͍ ͫͯ͡;͔͊ 
͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͙͒ͯ͋͊͟͡ͼ͙͙ ό͙͙͙ͦ͘͟͡͡ύ IPv6-͔͊͒ͪͫ͊. 

ipv6 unreachables 

τ 

ˤ͟͡Ό;͔͙͔ͤ L/atǾс ͫͦͦ͋΅͔͙͚ͤ ͦ ͔͙͙͙ͤ͒ͦͫͭ͗ͣͦͫͭ ͔͊͒ͪͫ͊ͭ͊ 
͙ͨͪ ͔͔ͨͪ͒͊;͔ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͙͔ͤͭͪͺ͔͚ͫΦ 

no ipv6 unreachables ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 mld version version 
version: (1,2)/2 

˻͔͔͔͙͔ͨͪ͒ͤ͡ ͍͔͙͙ͪͫ ͨͪͦͭͦͦ͊͟͡ a[5 ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ipv6 mld version ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 mld join-group 
ipv6_multicast_address τ 

˭͔͊͒͊ͭ a[5-ͫͦͦ͋΅͔͙ͤΎ ͒͡Ύ ͔͔͔͚ͦͨͪ͒ͤͤͦ͡ ͎ͪͯͨͨ·Φ 
- ipv6_multicast_address τ IPv6-͔͊͒ͪͫ ͎ͪͯͨͨ· ͎͔ͣͤͦͦ͊͒ͪͫπ
͚ͤͦ ͪ͊ͫͫ·͙͟͡Φ 
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no ipv6 mld join-group 
group-address 

˻͔ͭͣͤΎ͔ͭ ͦͭ;͔ͭͤͦͫͭΈ ͙ ͯ͒͊͡Ύ͔ͭ Lt-͔͊͒ͪͫ ͙͘ ͎ͪͯͨͨ· ͎ͣͤͦͦπ
͔͚͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ PrivilegedEXEC: 

console #  

͙́͊͋͡ͼ͊ 5.60 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 set mtu  
{ gigabitethernet gi_port | 
fastethernet fa_port |  
port-channel group }  
{ bytes | default} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
bytes: (1280 .. 65535) 

/1500 

˭͔͊͒͊ͭ ͘ ͤ͊;͔͙͔ͤ MTU ͒ ͡Ύ IPV6 ͨ ͔͍͊ͭͦ͟. 

show ipv6 neighbors  
{static | dynamic}  
[ipv6-address ipv6_address ] 
[mac-address mac_address ] 
[gigabitethernet gi_port | 
fastethernet fa_port |  
port-channel group|  
vlan vlan_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ LtǾс ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͫͦπ
͔͒ͪ͗͊΅ͯΌͫΎ ͍ ͟Ή΄͔Φ  
- static τ ͨ ͦ͊͘͟·͍͔͊ͭ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘; 
- dynamic τ ͨ ͦ͊͘͟·͍͔͊ͭ ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘. 

clear ipv6 neighbors 
τ 

˻;͙΅͔͊ͭ ͟Ή΄Σ ͔ͫͦ͒ͪ͗͊΅͙͚ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ ͚ͯͫͭͪͦπ
͍ͫͭ͊ͻΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͨͦ ͨͪͦͭͦͦͯ͟͡ LtǾсΦ ˮͤͺͦͪͣ͊ͼ͙Ύ ͦ ͙ͫͭ͊ͭπ
;͔͙ͫ͟ͻ ͙͊ͨͫ͘Ύͻ ͫͦͻͪ͊ͤΎ͔ͭͫΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ EXEC: 

console #  

˻͙͙͔ͨͫ͊ͤ ͦͣ͊ͤ͒͟ ͔͙ͪ͗ͣ͊ 9·9/ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ 5.61. 

͙́͊͋͡ͼ͊ 5.61 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

 ˴ͦͣ͊ͤ͒͊  ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ipv6 interface [giga-
bitethernet gi_port | 
fastethernet fa_port |  
port-channel group|  
 vlan vlan_id |  loopback loop-
back_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094); 

loopback_id: (1..64) 

˽ͦ͊͘͟·͍͔͊ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͨͪͦͭͦͦ͊͟͡ IPv6 ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊. 

show ipv6 route  τ ˽ͦ͊͘͟·͍͔͊ͭ ͭ ͙͊͋͡ͼͯ IPv6-ͣ͊ͪ΄͍ͪͯͭͦ. 

show ipv6 icmp error-inter-
val 

τ 
˽ͦ͊͘͟·͍͔͊ͭ ͤ ͚͊ͫͭͪͦ͟  ͙ICMPvс ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͦ΄͙͋͊͟ͻ. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼ͔ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͦ  ͔͙ͫͦͫ͒ͤͻ LtǾс ͚͍ͯͫͭͪͦͫͭ͊ͻΦ 

console# show ipv6 neighbors dynamic  
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Interface      IPv6 address                            HW address          State  

---------       -----------------------------------     -----------------   -----  

VLAN 1         5629:78:13::6782: B588:1 AB5             00:00:03:08: D8:98   REACH 

ˤͦͣͦ͗ͤ͘·͔ ͫͦͫͭͦΎ͙ͤΎΥ 

INCMP (Incomplete) τ ˽ͪͦͼ͔͒ͯͪ͊ ͔ͪ͊ͪ͘΄͔͙ͤΎ ͔͊͒ͪͫ͊ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͤ͊ ͍ͻ͔ͦ͒Φ ̏ͭͦ ͦͤ͊͘;͔͊ͭΣ ;ͭͦ 
͊ͨͪͦͫ͘ ͦ ͔͍͔ͫͦͫ͒ͫͭ ͋·͡ ͍͔ͦͭͨͪ͊ͤ͡ ͤ͊ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫΣ ͤͦ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͔ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤ ͦ 
͔͍͔ͫͦͫ͒ͫͭ ͔΅͔ ͔ͤ ͋·ͦ͡ ͨͦͯ͡;͔ͤͦΦ 

REACH (Reachable) τ ˽͙͔ͦͦ͗ͭ͡͡Έ͔ͤͦ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤ ͦ ͭͦͣΣ ;ͭͦ ͨͯͭΈ ͒ͦ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ 
ͺͯͤ͟ͼ͙͙͔ͦͤͪͯͭ ͍͔ͪͤͦΣ ͋·ͦ͡ ͨͦͯ͡;͔ͤͦ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ζ͙͙͙͒ͦͫͭ͗ͣͦͫͭη όwŜŀŎƘŀōƭŜ¢ƛƳŜΣ ͣͫύΦ ˽ͦ͊͟ 
͔͔͔ͫͦͫ͒ͤ ͚͍ͯͫͭͪͦͫͭͦ ͙͙͒ͦͫͭ͗ͣͦΣ ͙ ͔ͦ͋ͣͤ ͔͙ͨ͊ͭ͊ͣ͟ ͙͔͒ͭ ͤͦͪͣ͊͡ΈͤͦΣ ͙͙ͤ͊͟͟ͻ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͔͚͍͙͚͒ͫͭ 
͔ͤ ͔͙͙͔ͨͪ͒ͨͪͤͣ͊ͭͫΎΦ 

STALE τ ˽ ͙͔ͦͦ͗ͭ͡͡Έ͔ͤͦ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤ ͦ ͭͦͣΣ ;ͭͦ ͨͯͭΈ ͒ͦ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ ͺͯͤ͟ͼ͙͙͔ͦͤͪͯͭ 
͍͔ͪͤͦΣ ͋ ·ͦ͡ ͨͦͯ͡;͔ͤͦ ͍ ͔ͭ;͔͙͔ͤ ͍͔͔͙ͪͣͤ ͋ͦ͡Έ΄͔͎ͦΣ ;͔ͣ ͔͙ͨͪͦ͒ ζ͙͙͙͒ͦͫͭ͗ͣͦͫͭη όwŜŀŎƘŀōƭŜ¢ƛƳŜΣ ͣͫύΦ 
˽ͦ͊͟ ͔͔͔ͫͦͫ͒ͤ ͚͍ͯͫͭͪͦͫͭͦ ͙͙͒ͦͫͭ͗ͣͦΣ ͙ ͔ͦ͋ͣͤ ͔͙ͨ͊ͭ͊ͣ͟ ͙͔͒ͭ ͤͦͪͣ͊͡ΈͤͦΣ ͙͙ͤ͊͟͟ͻ ͔ͫͨͼ͙͊͡Έͤ·ͻ 
͔͚͍͙͚͒ͫͭ ͔ͤ ͔͙͙͔ͨͪ͒ͨͪͤͣ͊ͭͫΎΦ 

DELAY τ ˽͙͔ͦͦ͗ͭ͡͡Έ͔ͤͦ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤ ͦ ͭͦͣΣ ;ͭͦ ͨͯͭΈ ͒ͦ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ 
ͺͯͤ͟ͼ͙͙͔ͦͤͪͯͭ ͍͔ͪͤͦΣ ͋·ͦ͡ ͨͦͯ͡;͔ͤͦ ͍ ͔ͭ;͔͙͔ͤ ͍͔͔͙ͪͣͤ ͋ͦ͡Έ΄͔͎ͦΣ ;͔ͣ ͔͙ͨͪͦ͒ ζ͙͙͙͒ͦͫͭ͗ͣͦͫͭη 
(ReachableTimeΣ ͣͫύ ͙ ͍ͨͦͭͦͪͤ·͚ ͊ͨͪͦͫ͘ ͋·͡ ͔͔ͨͪ͒͊ͤ ͍ ͔ͭ;͔͙͔ͤ ͙͔͍ͤͭͪ͊͊͡ ͍͔͔͙ͪͣͤ ͍͔͔͎ͦͭ͒ͤͤͦͦ ͤ͊ 
ͨͦͨ·ͭͯ͟ ό59[!¸ψCLw{¢ψtwh.9ψ¢La9Σ ͔ͫ͟ύΦ ˩͙ͫ͡ ͙͔ͨͦͦ͗ͭ͡͡Έͤ·͚ ͍͔ͦͭͭ ͔ͤ ͙͔ͨͪ͒ͭ ͍ ͔ͭ;͔͙͔ͤ ͙͔͍ͤͭͪ͊͊͡ 
͍͔͔͙ͪͣͤ, ͍͔͔͎ͦͭ͒ͤͤͦͦ ͤ͊ ͨͦͨ·ͭͯ͟ ό59[!¸ψCLw{¢ψtwh.9ψ¢La9Σ ͔ͫ͟ύΣ ͭͦ ͫͦͫͭͦΎ͙͔ͤ ͙ͨͯͭ ͒ͦ ͔͔͎ͫͦͫ͒ͤͦ 
͚͍ͯͫͭͪͦͫͭ͊ ͙͔͙ͣͤͭͫ͘Ύ ͤ͊ twh.9Φ  

PROBE τ ˭͊ͨͪͦ ͫ· ͦ ͔͍͔ͫͦͫ͒ͫͭ ͔͙͙ͨͪͦ͒;͔͙ͫ͟ ͔͔ͨͪ͒͊ΌͭͫΎ ͫ ͙͔͍ͤͭͪ͊ͦͣ͡ ζ͔ͪͭͪ͊ͤͫ͡Ύͼ͙͙η 
(RetransTimerΣ ͣͫύ ͒ͦ ͔ͭͻ ͨͦͪΣ ͨͦ͊͟ ͔ͤ ͔͋ͯ͒ͭ ͨͦͯ͡;͔ͤͦ ͙͔ͨͦͦ͗ͭ͡͡Έ͔ͤͦ ͍͔͔͙͔ͨͦ͒ͭͪ͗͒ͤΦ  

5.15.2 ́ ͔͙͍͙͔ͯͤͤͪͦ͊ͤ͡ ͨͪͦͭͦͦ͊͟͡ LtǾс όL{!¢!tύ 

̅ͯͤ͟ͼ͙Ύ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ ͭͪ͊ͺ͙͊͟ LtǾс ͤ͊ ͔͋͊͘ ͨͪͦͭͦͦ͊͟͡ L{!¢!t (Intra-Site Automatic Tunnel 
Addressing Protocol) ͍ͨͦͦ͘͡Ύ͔ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈ ͔͔ͨͪ͒͊;ͯ ͭͪ͊ͺ͙͊͟ IPvс ;͔͔ͪ͘ ͔͙ͫͭ ͫ ͔͊͒ͪͫ͊ͼ͙͔͚ LtǾпΦ 
͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͯ͘͡· ͫ ͔͊͒ͪͫ͊ͼ͙͔͚ IPvсΣ ͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙͔ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡ L{!¢!tΣ ͎ͣͦͯͭ ͫͦͦ͋΅͊ͭΈͫΎΣ 
͙͙ͤ͊ͨͫͯͪͯ͟͡Ύ ͭͪ͊ͺ͙͟ ͍ ͔ͨ͊ͭ͟· ͫ ͎͍͊ͦͦͦͣ͘͟͡ LtǾпΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.62 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

interface tunnel number 
number: (1)/- 

мΦ ˿͔ͦ͒͊ͭ͘ ͙͔ͤͭͪͺ͔͚ͫ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡ΎΦ 
2. ˻ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡ΎΦ  

tunnel isatap query-interval 
seconds 

seconds: (10..3600)κмл ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒ ͔ͣ͗͒ͯ 5b{ ͙͊ͨͪͦͫ͊ͣ͘Σ ͍ͦͭͨͪ͊͡Ύ͔π
ͣ·͙ͣ ͒͡Ύ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ Lt-͔͊͒ͪͫ͊ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ L{!¢!tΦ 

no tunnel isatap query-inter-
val 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

tunnel isatap solicitation-in-
terval seconds seconds: (10..3600)κмл ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘Σ ͔ͭͪ͋ͯΌ΅͙ͻ 
͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎ ͦͭ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ L{!¢!t ό͍ ͫͯ͡;͔͊ ͦͭπ
͍͙ͫͯͭͫͭΎ ͙͍͎͊ͭͤͦͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ύΦ  
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no tunnel isatap solicitation-
interval 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

tunnel isatap robust-
ness number 

number: (1..20)/3 ˭͔͊͒͊ͭ ͙ͦ͟͡;͔͍ͫͭͦ DNS-query ͘ ͍͊ͨͪͦͫͦ ͙ ͙ͦ͟͡;͔͍ͫͭͦ ͊͘π
͍ͨͪͦͫͦΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪͯ͘ L{!¢!t ͍ ͔ͭ;͔͙͔ͤ 
͍͔͔͙ͪͣͤ ͙͙͗ͤ͘ ͍͔͎ͯͫͭ͊ͤͦͤͤͦͦ͡ ͔͙͔͙ͫͦ͒ͤͤΎΦ 
˽͔͙ͪͦ͒· ͍͊ͨͪͦͫͦ͘ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͺ͙ͦͪͣͯ͊ͣ͡Υ 
- ͒ ͡Ύ 5b{Υ ό͍͔ͪͣΎ ͙͙͗ͤ͘ ͙ͨͪͤΎ͔ͭͦ ͍ ͍͔͔ͦͭͭ ͦͭ ͔͍͔ͫͪͪ͊ 
DNS)/(number+1); 
- ͒ ͡Ύ ͍͊ͨͪͦͫͦ͘ ͟ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪͯ͘ L{!¢!tΥ ό͙͙ͣͤͣ͊͡Έ͔ͤͦ 
͍͔ͪͣΎ ͙͙͗ͤ͘ ͙ͨͪͤΎ͔ͭͦ ͍ ͍͔͔ͦͭͭ ͦͭ L{!¢!t ͣ͊ͪ΄͙ͪͯͭ͊͘π
ͭͦͪ͊ύκόƴǳƳōŜǊҌмύ. 

no tunnel isatap robustness ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡ΎΥ 

console #configure  

console(config)# interface tunnel  1 

console ( config - tunnel )#  

͙́͊͋͡ͼ͊ 5.63 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

tunnel mode ipv6ip isatap 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ ͨͪͦͭͦͦ͊͟͡ LtǾс ;͔π
͔ͪ͘ LtǾп ͙ͨͪ ͨͦͣͦ΅͙ L{!¢!tΦ   

˨͡Ύ ͎ͦ͒ͤͦͦ ͙ ͎ͭͦͦ ͔͗ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͔ͤ͊ͨͪͣͪ, 
Ethernet/ VLANύ ͔ͨͦ͒͒ͪ͗͊͟ IPv6-͔͊͒ͪͫ͊ͼ͙͙ ͙ ͭͯͤπ
͔͙͍͙ͤͪͦ͊ͤ͡Ύ ͎ͣͦͯͭ ͫͦͫͯ΅͔͍͍ͫͭͦ͊ͭΈ ͍ ͔͔ͣͫͭΦ ˤ·͋ͦͪ 
͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ IPv6-͔͊͒ͪͫ͊ͼ͙͙ ͙͙͡ ͔͙͍ͭͯͤͤͪͦ͊͡π
͙ͤΎ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍͔ͫͭͤ͡ ͤ ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ 
ͦ͋ Lt-͔͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

no tunnel mode ipv6ip isa-
tap 

ˤ·͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ ͨͪͦͭͦͦ͊͟͡ LtǾсΦ 

tunnel isatap router 
router_name -/͔͒ͦͣͤͤ·ͣ ͙͔͔ͣͤͣ Ύ͍π

͡Ύ͔ͭͫΎ ͫͭͪͦ͊͟ ΨisatapΩ 

˭͖͊͒͊ͭ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͒͡Ύ ͔ͭͯͤͤ͡Ύ LtǾсΦ ˽ͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͫ ͊͒π
͔ͪͫ͊ͼ͙͔͚ LtǾп ͋ͯ͒ͯͭ ͙͔ͣͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͒ͦͫͭͯͨ͊ ͟ ͚ͯͫͭͪͦπ
͍ͫͭͯ ό͚͍ͯͫͭͪͦͫͭͦ ͔͙ͭͯͤͤͪ͡ ͍͙ͦ͊ͤΎύ ͙ͨͪ ͍·͔͙͙ͨͦͤͤ͡ ͫͭ͊ͤπ
͚͒͊ͪͭͤͦ ͨͪͦͼ͔͒ͯͪ· 5b{Φ   

no tunnel isatap router ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

tunnel source  
{ auto |  
ip-address ipv4_address  } -/ IP-͔͊͒ͪͫ ͔ͤ ͤ͊ͤ͊͘;͔ͤ 

˴ͦͣ͊ͤ͒͊ ͤ͊ͤ͊͘;͔͊ͭ ͦ͊͟͡͡Έͤ·͚ Lt-͔͊͒ͪͫ ͔ͭͯͤͤ͡ΌΣ ͦͭͦͪ͟·͚ 
͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎΣ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟Σ ͙ͨͪ ͦͭπ
͍͔ͨͪ͊͟ ͔͍ͨ͊ͭͦ͟Φ  
- auto τ IP-͔͊͒ͪͫ ͔͋ͯ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͤ͊ͤ͊͘;͔ͤ ͙͔͚ͫͫͭͣͦ. 

no tunnel source ̂͒͊͡Ύ͔ͭ ͦ͊͟͡͡Έͤ·͚ Lt-͔͊͒ͪͫ ͔ͭͯͤͤ͡Ύ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.64 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show ipv6 tunnel ˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͔ͭͯͤͤ͡Ύ. 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͙͔ͤͭͪͺ͔͚ͫ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡ΎΣ ͤ͊ͤ͊͘;͙ͭΈ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͔ͭͯͤͤ͡Ύ τ MES2124, 
͍͙ͯͫͭ͊ͤͦͭΈ ͦ͊͟͡͡Έͤ·͚ IP-͔͊͒ͪͫ τ 192.168.16.88. 

console# configure  

console(config)# interface tunnel  1 

console(config - tunnel)# tunnel mode ipv6ip isatap  

console(config - tunnel)# tunnel isatap router  MES2124 

console(config - tunnel)# tunnel source ip - address  192.168.16.88  

5.15.3 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ IPv6 RA guard 

̅ͯͤ͟ͼ͙Ύ IPv6 RA guard ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͊͘΅͙ͭͯ ͦͭ ͊ͭ͊͟Σ ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ͪ͊ͫͫ·͔͟͡ ͔ͨͦ͒͒͡Έͤ·ͻ ͨ͊π
͔͍ͭͦ͟ Router AdvertisementΣ ͔ͪ͊ͪ͘΄͊Ύ ͦ͋ͪ͊͋ͦͭͯ͟ ͫͦͦ͋΅͔͙͚ͤ ͭͦ͡Έͦ͟ ͫ ͍͔͔͒ͦͪͤͤ·ͻ ͍ͨͦͪͭͦ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.65 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ipv6 nd raguard 
-/ ·͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙͍͙͔ͦͤͭͪͦͪͦ͊ͤ͟͡ ͺͯͤ͟ͼ͙͙ LtǾ6 
RA guard.  

no ipv6 nd raguard ˤ·͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͙ LtǾ6 RA guard. 

ipv6 nd raguard vlan  
vlan_id 

vlan_id: (1..4094) 
˾͔͊ͪ͘΄͔͊ͭ ͙͍͙͔ͦͤͭͪͦͪͦ͊ͤ͟͡ ͺͯͤ͟ͼ͙͙ LtǾс w! ƎǳŀǊŘ ͍ 
͔͔ͨͪ͒͊͡ͻ ͚ͯ͊͊ͤͤͦ͘͟ ±[!bΦ 
- vlan_id ς ͤ ͔ͦͣͪ ±[!bΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.66 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ipv6 nd raguard device-role 
{ host | router } 

-/host 

ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͨͦͪͭ͊Φ 
- host τ ͋ ͙͍ͦͪͦ͊͟͟͡ ͍͔ͫͻ ͍ͻͦ͒Ύ΅͙ͻ w!-ͫͦͦ͋΅͔͙͚ͤ; 
- router τ ͅ ͙͡Έͭͪ͊ͼ͙Ύ w!-ͫͦͦ͋΅͔͙͚ͤ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ 
͔ͤ͊ͫͭͪͦͤͤ·͙ͣ ͍͙͙ͨͪ͊͊ͣ͡Φ 

ipv6 nd raguard match ac-
cess-list acl acl: (1..32) ͫ ͙͍ͣͦ͊͡ 

ˤ͟͡Ό;͔͙͔ͤ !/[ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ w!-ͫͦͦ͋΅͔͙͚ͤ ͍ ͔͙͔ͪ͗ͣ 
router. 
- acl τ ͙ ͣΎ !/[Φ 

ipv6 nd raguard match pre-
fix-list prefix-list prefix-list: (1..32) ͫ ͙͍ͣͦ͊͡ 

ˤ͟͡Ό;͔͙͔ͤ ǇǊŜŦƛȄ-list ͒ ͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ w!-ͫͦͦ͋΅͔͙͚ͤ ͍ ͔ͪπ
͙͔͗ͣ ǊƻǳǘŜǊ. 
- prefix-list τ ͙ ͣΎ prefix-list. 

ipv6 nd raguard trusted-
port 

-/͍͔ͫ ͨͦͪͭ· Ύ͍͡ΎΌͭͫΎ un-
trusted 

˨͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ ͍ ͙ͫͨͫͦ͟ ͍͔͔͒ͦͪͤͤ·ͻΦ 
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5.15.4 ˹ ͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ DHCPv6 guard 

DHCPv6 guard ς ͅ ͯͤ͟ͼ͙ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͔͍ͨͪ͒ͦͭͪ͊΅͊ͭΈ ͨͦΎ͍͔͙͔ͤ͡ ͙ͫͭͦͪͦͤͤͻ DHCPv6-͔͍͔͍ͫͪͪͦ ͍ 
͔͙ͫͭΣ ͔ͪ͊ͪ͘΄͊Ύ ͙ͻ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͭͦ͡Έͦ͟ ͤ͊ ͍͔͔͒ͦͪͤͤ·ͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͘ ͊ͨͪͦͫ͊ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.67 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ipv6 dhcp guard 

-/ ·͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙͍͙͔ͦͤͭͪͦͪͦ͊ͤ͟͡ ͺͯͤ͟ͼ͙͙ 
DHCPv6 guard. 

no ipv6 dhcp guard ˤ·͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͙ 5I/tǾ6 guard. 

ipv6 dhcp guard vlan vlan_id 
vlan_id: (1..4094) 

˾͔͊ͪ͘΄͔͊ͭ ͙͍͙͔ͦͤͭͪͦͪͦ͊ͤ͟͡ ͺͯͤ͟ͼ͙͙ 5I/tǾс ƎǳŀǊŘ ͍ 
͔͔ͨͪ͒͊͡ͻ ͚ͯ͊͊ͤͤͦ͘͟ ±[!bΦ 
- vlan ς ͤ ͔ͦͣͪ ±[!bΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#   

͙́͊͋͡ͼ͊ 5.68 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ipv6 dhcp guard  device-
role { client | server } 

-/client 

ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͨͦͪͭ͊: 
- client τ ͫ ͦͦ͋΅͔͙ͤΎ ͙ͭͨ͊ ζŀŘǾŜǊǘƛǎŜη ͙  ζǊŜƭǇȅη ͦ ͭ͋ͪ͊ͫ·͍͊π
ΌͭͫΎ; 
- server τ ͫ ͦͦ͋΅͔͙ͤΎ ͙ͭͨ͊ ζŀŘǾŜǊǘƛǎŜη ͙  ζǊŜǇƭȅη ͅ ͙͡Έͭͪͯπ
ΌͭͫΎ ͨͦ ͍͔ͯͫͭ͊ͤͦͤͤ͡·ͣ ͍͙ͨͪ͊͊ͣ͡Φ 

ipv6 dhcp guard match 
server accsess-list acl 

acl: (1..32) ͫ ͙͍ͣͦ͊͡ 
ˤ͟͡Ό;͔͙͔ͤ ACL ͒ ͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 5I/tǾ6-ͫͦͦ͋΅͔͙͚ͤΦ 
- acl τ ͙ ͣΎ !/[Φ 

ipv6 dhcp guard match re-
ply prefix-list prefix-list 

prefix-list: (1..32) ͫ ͙͍ͣͦ͊͡ 
ˤ͟͡Ό;͔͙͔ͤ ǇǊŜŦƛȄ-list ͒ ͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 5I/tǾ6-ͫͦͦ͋΅͔͙͚ͤΦ 
- prefix-list τ ͙ ͣΎ prefix-list. 

ipv6  dhcp guard trusted-
port -/͍͔ͫ ͨͦͪͭ· Ύ͍͡ΎΌͭͫΎ un-

trusted 

˨͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ ͍ ͙ͫͨͫͦ͟ ͍͔͔͒ͦͪͤͤ·ͻΦ ˨͡Ύ ͍͔͔͒ͦͪͤͤ·ͻ 
͍ͨͦͪͭͦ ͔ͪ͊ͪ͘΄͔ͤ· ͍͔ͫ ͙ͭͨ· ͫͦͦ͋΅͔͙͚ͤΦ 

no ipv6 dhcp guard 
trusted-port 

̂͒͊͡Ύ͔ͭ ͨͦͪͭ ͙͘ ͙ͫͨͫ͊͟ ͍͔͔͒ͦͪͤͤ·ͻΦ 

5.16 ˹͚͊ͫͭͪͦ͊͟ ͍ͨͪͦͭͦͦͦ͟͡ 

5.16.1 ˹ ͚͊ͫͭͪͦ͊͟ ͨ ͪͦͭͦͦ͊͟͡ 5b{ τ ͫ ͙͔ͫͭͣ· ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ 

˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ ͨͪͦͭͦͦ͊͟͡ DNS Ύ͍͡Ύ͔ͭͫΎ ͔͔͔͙͔ͦͨͪ͒ͤ͡ Lt-͔͊͒ͪͫ͊ ͯ͊͘͡ ͔͙ͫͭ όͻͦͫͭ͊ύ ͨͦ ͊ͨͪͦͫͯ͘Σ 
͔ͫͦ͒ͪ͗͊΅͔ͣͯ ͔͎ͦ ͔͔͒ͦͣͤͤͦ ͙ͣΎΦ ˣ͊͊͘ ͒͊ͤͤ·ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ ͙ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͙ͣ Lt-͔͍͊͒ͪͫͦ ͍͔͔͒ͭͫΎ ͤ͊ DNS-͔͍͔ͫͪͪ͊ͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔ͪ ͙͔͗ͣ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.69 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

ip domain lookup ˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ 5b{.  

no ip domain lookup ˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ 5b{. 

ip name-server 
server_ipv_address_list  

˻͔͔ͨͪ͒͡Ύ͔ͭ Ltv4/IPv6-͔͊͒ͪͫ͊ ͒ͦͫͭͯͨͤ·ͻ 5b{-͔͍͔͍ͫͪͪͦΦ ˸ͦ͗ͤͦ ͔͔͙ͦͨͪ͒ͭ͡Έ Lt-͔͊͒ͪͫ͊ 
͒͡Ύ ͍ͦͫΈ͙ͣ ͔͍͔͍ͫͪͪͦΦ IP-͔͊͒ͪͫ͊ ͔͍͔͍ͫͪͪͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͊ͨͫ͘·͍͊ͭΈ ;͔͔ͪ͘ ͔ͨͪͦ͋͡Φ 

no ip name-server 
[server_ip_ŀŘŘǊŜǎǎм Χ 
server_ip_address8] 

̂͒͊͡Ύ͔ͭ Lt-͔͊͒ͪͫ 5b{-͔͍͔ͫͪͪ͊ ͙͘ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨͤ·ͻΦ 

ip domain name name 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͔ͦͭͦͪͦ͟ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͎͚ͨͪͦͪ͊ͣͣͦΣ 
͒͡Ύ ͔͙͒ͦͨͦͤͤ͡Ύ ͔͍͙ͤͨͪ͊͡Έͤ·ͻ ͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ό͔͒ͦͣͤͤ·ͻ ͙͔ͣͤ ͔͋͘ ͭͦ;͙͟ύΦ ˨͡Ύ ͔͒ͦͣͤπ
ͤ·ͻ ͙͔ͣͤ ͔͋͘ ͭͦ;͙͟ ͍ ͔ͦͤ͟ͼ ͙͔͙ͣͤ ͔͋ͯ͒ͭ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͭͦ;͊͟ ͙ ͔ͯ͊͊ͤͤͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͒ͦπ
͔͔ͣͤͤͦ ͙ͣΎΦ ˮͣΎ ͒ͦ͗ͤͦ͡ ͔ͫͦ͒ͪ͗͊ͭΈ м ͒ͦ мру ͙͍͍ͫͣͦͦ͡Φ 

no ip domain name ̂͒͊͡Ύ͔ͭ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip host name ip_address1 
[ip_ŀŘŘǊŜǎǎн Χ ip_ad-
dress4] 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ Lt-͔͊͒ͪͫ͊ͣΣ ͍͒ͦ͋͊͡Ύ͔ͭ ͍ͯͫͭ͊ͤͦπ
͔͔ͤͤͦ͡ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͍ ͟Ή΄Φ ˮͣΎ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͦͭ м ͒ͦ мру ͙͍͍ͫͣͦͦ͡Φ ˸ ͦ͗ͤͦ ͔͔ͦͨͪ͒π
͙ͭ͡Έ ͒ͦ ;͔ͭ·͔ͪͻ IP-͔͍͊͒ͪͫͦΦ 

no ip host name 
̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ Lt-͔͊͒ͪͫ͊ͣΦ ˮͣΎ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͦͭ 
м ͒ͦ мру ͙͍͍ͫͣͦͦ͡Φ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.70 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

clear host {name| * } 
̂͒͊͡Ύ͔ͭ ͙͊ͨͫ͘Έ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔͙ͣͤ ͯ͊͘͡ ͔͙ͫͭ Lt-͔͊͒ͪͫͯ ͟Ή΄͊ ͙͋ͦ͡ ͍͔ͫ ͙͙͊ͨͫ͘ όϝύΦ ˮͣΎ 
͒ͦ͗ͤͦ͡ ͔ͫͦ͒ͪ͗͊ͭΈ ͦͭ м ͒ͦ мру ͙͍͍ͫͣͦͦ͡Φ 

show hosts [name] 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͙ͫͨͫͦ͟ 5b{-͔͍͔͍ͫͪͪͦΣ ͙ͫͭ͊ͭ;͔͙͔ͫ͟ ͙ ͟Ή΄͙ͪͦπ
͍͊ͤͤ·͔ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͔ͣͤ ͍ͯͦ͘͡ ͔͙ͫͭ ͙ Lt-͔͍͊͒ͪͫͦΦ 
˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔͙ͣͤ ͯ͊͘͡ ͔͙ͫͭΣ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͚ ͔ͣͯ Lt-
͔͊͒ͪͫΦ ˮͣΎ ͒ͦ͗ͤͦ͡ ͔ͫͦ͒ͪ͗͊ͭΈ ͦͭ м ͒ͦ мру ͙͍͍ͫͣͦͦ͡Φ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ DNS-͔͍͔ͫͪͪ͊ ͨͦ ͔͊͒ͪͫ͊ͣ мфнΦмсуΦмсΦор ͙ мфнΦмсуΦмсΦоуΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͒ͦπ
͔͔ͣͤͤͦ ͙ͣΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ - mes: 

ʩonsole# configure   

console(config)# ip name - server  192.168.16.35 192.168.16.38  

console(config)# ip domain - name eltex - sw- 1 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭΥ ͔ͯ͘͡ ͔͙ͫͭ ͫ ͙͔͔ͣͤͣ eltex.mes ͙͔͔ͣͭ IP-͔͊͒ͪͫ 
192.168.16.39: 

ʩonsole# configure   

console(config)# ip host  eltex.mes 192.168.16.39  
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5.16.2 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ !wt  

ARP (Address Resolution Protocol τ ͨͪͦͭͦͦ͟͡ ͔ͪ͊ͪ͘΄͔͙ͤΎ ͔͍͊͒ͪͫͦύ τ ͨͪͦͭͦͦ͟͡ ͊ͤ͊͟͡Έ͎ͤͦͦ 
͍ͯͪͦͤΎΣ ͍·ͨͦͤ͡ΎΌ΅͙͚ ͺͯͤ͟ͼ͙Ό ͔͔͔͙ͦͨͪ͒ͤ͡Ύ MAC-͔͊͒ͪͫ͊Σ ͤ ͊ ͍͙͙ͦͫͤͦ͊ͤ ͔ͫͦ͒ͪ͗͊΅͔͎ͦͫΎ ͍ ͔͊ͨͪͦͫ͘ Lt-
͔͊͒ͪͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.71 - ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

arp ip_address    mac_ad-
dress   [gigabitethernet 
gi_port | fastethernet 
fa_port | port-channel 
group|   
vlan vlan_id] 

ͺͦͪͣ͊ͭ ip_address :  
A.B.C.D; 
ͺͦͪͣ͊ͭ mac_address : 

H.H.H 
H:H:H:H:H:H 

 H-H-H-H-H-H; 
gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id (1..4094) 

˨͍ͦ͋͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍͔͍͙ͫͦͦͭͭͫͭΎ IP ͙  ˸ˢ˿-͔͊͒ͪπ
͍ͫͦ ͍ ͙ͭ͊͋͡ͼͯ ARP ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- ip_address τ IP-͔͊͒ͪͫ 
- mac_address τ MAC-͔͊͒ͪͫ 

no arp ip_address   [giga-
bitethernet gi_port | 
fastethernet fa_port | 
port-channel group|   
vlan vlan_id] 

̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍͔͍͙ͫͦͦͭͭͫͭΎ Lt ͙ ˸ˢ˿-͔͍͊͒ͪͫͦ 
͙͘ ͙ͭ͊͋͡ͼ· !wt ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

arp timeout seconds seconds: (1..40000000)/  
слллл ͔ͫ͟ 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘ ͍ ͭ͊͋π
͙͡ͼ͔ !wt ό͔ͫ͟ύΦ 

no arp timeout ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.72 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

clear arp-cache τ 
̂͒͊͡Ύ͔ͭ ͍͔ͫ ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͙͘ ARP ͭ ͙͊͋͡ͼ·. ό˴ͦπ
ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡ΎύΦ 

show arp  
[ip-address ip_address  |  
mac-address mac-addres |  
gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group]  

ip-address: (A.B.C.D) 
mac-address: (H.H.H ͙ ͙͡ 

H:H:H:H:H:H ͙ ͙͡ 
 H-H-H-H-H-H); 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙͊ͨͫ͘ !wt-͙ͭ͊͋͡ͼ·Υ ͍͔ͫ ͙͙͊ͨͫ͘Σ ͺ͙͡Έͭͪ ͨͦ Lt-
͔͊͒ͪͫͯΤ ͺ͙͡Έͭͪ ͨͦ ˸ˢ˿-͔͊͒ͪͫͯΤ ͺ͙͡Έͭͪ ͨͦ ͙͔ͤͭͪͺ͔͚ͫͯΦ 
- ip_address τ IP-͔͊͒ͪͫ; 
- mac_address τ MAC-͔͊͒ͪͫ; 
- gi_port τ ͤ ͔ͦͣͪ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Gigabit Ethernet; 
- fa_port τ ͤ ͔ͦͣͪ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Fast Ethernet; 
- group τ ͎ ͪͯͨͨ͊ ͟ ͍͊ͤ͊ͦ͡Φ 

show arp configuration τ 
˽ͦ͊͘͟·͍͔͊ͭ ͎ͦ͋͊͡͡ΈͤͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό !wt ͙  ͦͤ͟ͺ͙͎ͯͪ͊π
ͼ͙Ό !wt ͒͡Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ  

ip arp proxy disable 

-/͍·͟͡Ό;͔ͤͦ 

˻ͭ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͨ ͙͍͙ͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͒ ͡Ύ ͦͣ͟π
ͣͯͭ͊ͭͦͪ͊. 

no ip arp proxy disable 
ˤ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͒ ͡Ύ ͦͣͣͯ͟π
ͭ͊ͭͦͪ͊. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ interface configuration: 

console ( config - if)#  

͙́͊͋͡ͼ͊ 5.73 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ interface configuration 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip proxy-arp 

-κ͍·͟͡Ό;͔ͤͦ 

˻ͭ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͤ͊ ͤ͊ͫͭͪ͊π
͙͍͔͊ͣͦͣ ͙ ͔ͤͭͪͺ͔͚͔ͫΦ 

no ip proxy-arp 
ˤ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͙͍͙ͨͪͦͫͪͦ͊ͤ͟Ύ !wt-͍͊ͨͪͦͫͦ͘ ͤ ͊ͤ ͙͊ͫͭͪ͊π
͍͔͊ͣͦͣ ͙ ͔ͤͭͪͺ͔͚ͫ.͔ 

arp timeout seconds 

seconds: (1..40000000) 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘ ͍ ͭ͊͋π
͙͡ͼ͔ !wt ό͔ͫ͟ύ ͒ ͡Ύ ͤ ͙͍͔͎͊ͫͭͪ͊͊ͣͦͦ ͙ ͔ͤͭͪͺ͔͚ͫ͊Φ 

no arp timeout 
͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ ό͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ 
͎ͦ͋͊͡͡ΈͤͦύΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˨͍͙ͦ͋͊ͭΈ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍ ARP-͙ͭ͊͋͡ͼͯΥ IP-͔͊͒ͪͫ мфнΦмсуΦмсΦонΣ ˸ˢ˿-͔͊͒ͪͫ 
0:0:C:40:F:BCΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘ ͍ ARP-͙ͭ͊͋͡ͼ͔ τ 12000 
͔ͫͯͤ͒͟Υ 

ʩonsole# configure  

console(config)# arp  192.168.16.32 00 - 00- 0c - 40- 0f - bc gigabitethernet  1/0/2  

ʩonsole(config)# exit   

ʩonsole# arp timeout  12000  

Á ˽ͦ͊͊ͭ͘͟Έ ͔͙͔ͫͦ͒ͪ͗ͣͦ !wt ͙ͭ͊͋͡ͼ·Υ 

ʩonsole# show arp   

  VLAN    Interface     IP address        HW address          status       

------- --------------  ---------------  -------------------  ---------------   

vlan 1     gi0/12     192.168.25.1    02:00:2a:00:04:95    dynamic    

5.16.3 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ D±wt  

GARP VLAN Registration Protocol (GVRP) τ ͨͪͦͭͦͦ͟͡ VLAN-͔͎͙ͪͫͭͪ͊ͼ͙͙. ˽ͪͦͭͦͦ͟͡ ͍ͨͦͦ͘͡Ύ͔ͭ 
͙ͪ͊ͫͨͪͦͫͭͪ͊ͤͭΈ ͨͦ ͔͙ͫͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟· ±[!bΦ ˻͍͚ͫͤͦͤͦ ͺͯͤ͟ͼ͙͔͚ ͨͪͦͭͦͦ͊͟͡ D±wt Ύ͍͡Ύ͔ͭͫΎ 
͔͙͔ͦ͋ͤ͊ͪͯ͗ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͍ͦͭͫͯͭͫͭͯΌ΅͙ͻ ͍ ͔͋͊͘ ͒͊ͤͤ·ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ ±[!b-͔ͫͭΎͻ ͙ͨͪ ͨͦͯ͡;͔͙͙ͤ 
ͫͦͦ͋΅͔͙͚ͤ GVRPΦ ˽ͦͯ͡;͙͍ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͍ͦͭͫͯͭͫͭͯΌ΅͙ͻ VLANΣ ͦͣͣͯͭ͊ͭͦͪ͟ ͍͒ͦ͋͊͡Ύ͔ͭ ͔͔ ͍ ͍ͫͦΌ ͋͊ͯ͘ 
͒͊ͤͤ·ͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.74 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

gvrp enable  
-/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

no gvrp enable   ˤ·͟͡Ό;͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface  { gigabit ethernet  gi_ port |  fastethernet  

fa_port | port - channel  group }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.75 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

gvrp enable 

-/͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊π
ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no gvrp enable ˤ·͟͡Ό;͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ D±wt ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊π
ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

garp timer {join | leave | 
leaveall} timer_value 

timer_value: 
(10..2147483640) ͣ /ͫ  
˭ͤ͊;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΥ 

join: 200 ͣ ;ͫ 
leave: 600 ͣ ;ͫ 

leaveall: 10000 ͣ  ͫ

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͚͔͍ͭ͊ͣͪͦ ͨͪͦͭͦͦ͊͟͡ D!wt ό͙ͦͨͫ͊π
͙͔ͤ ͚͔͍ͭ͊ͣͪͦ ͙͍͔͔ͨͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔ 5.77).  
- timer_value τ ͘ ͤ͊;͔͙͔ͤ ͚͔ͭ͊ͣͪ͊ ό͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ 
10). 

no garp timer  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

gvrp vlan-creation-forbid 

-/͔ͪ͊ͪ͘΄͔ͤͦ 

˭͔͊ͨͪ΅͔͊ͭ ͙͙͒ͤ͊ͣ;͔͔ͫͦ͟ ͙͔͔͙͔ͣͤͤ͘ ͙͙͡ ͙͔ͫͦ͒͊ͤ͘ ±[!b 
͒͡Ύ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no gvrp vlanπcreationπfor-
bid 

˾͔͊ͪ͘΄͔͊ͭ ͙͙͒ͤ͊ͣ;͔͔ͫͦ͟ ͙͔͔͙͔ͣͤͤ͘ ͙͙͡ ͙͔ͫͦ͒͊ͤ͘ ±[!b 
͒͡Ύ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

gvrp registration-forbid 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͙͔ͫͦ͒͊ͤ͘ ͙ 
͔͎͙ͪͫͭͪ͊ͼ͙Ύ VLAN ͤ ͊ ͙ͤπ
͔ͭͪͺ͔͚͔ͫ ͔ͪ͊ͪ͘΄͔ͤ͊ 

ˤ·ͨͦͤ͡Ύ͔ͭ ͫͤΎ͙͔ͭ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͒͡Ύ ͍͔ͫͻ ±[!b ͙ ͔ͤ ͒ͦͨͯͫπ
͔͊ͭ͟ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͡ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͍ͤͦ·ͻ ±[!b ͤ͊ ͒͊ͤͤͦͣ ͙ͤπ
͔ͭͪͺ͔͚͔ͫΦ  

no gvrp registration-forbid ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN: 

console# configure   

console(config)# interface  vlan  vlan_id   

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.76 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

gvrp advertisement-forbid 
τ 

˭͔͊ͨͪ΅͔͊ͭ ͙͍͙͔͊ͤͦͤͫͪͦ͊ͤ VLAN ͨ ͦ ͨͪͦͭͦͦͯ͟͡ GVRP. 

no gvrp advertisement-forbid ˻͔ͭͣͤΎ͔ͭ ͔͊ͨͪͭ͘ ͤ͊ ͙͍͙͔͊ͤͦͤͫͪͦ͊ͤ VLAN ͨ ͦ ͨͪͦͭͦͦͯ͟͡ 
GVRP. 
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͙́͊͋͡ͼ͊ 5.77 τ ˻ ͙͙͔ͨͫ͊ͤ ͚͔͍ͭ͊ͣͪͦ GARP 

͚͔́͊ͣͪ D!wt ˭ͤ͊;͔͙͔ͤ 

Join Timer ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͔͍ͤͭͪ͊͡ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ ͤ͊ ͙͔͙͔͙͔ͨͪͫͦ͒ͤͤ ͍ ͎ͪͯͨͨͯ ±[!b ό͙͒͊π
ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ ͦͭ мл ͒ͦ нмптпуоспл ͙͙͔ͣͫͯͤ͒͟͡͡Σ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ τ 
нлл ͙͙͔ͣͫͯͤ͒͟͡͡ύΦ 

Leave Timer ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͔͍ͤͭͪ͊͡Σ ͦͭͦͪ͟·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͙ͦ͗͒͊ͭΈ ͔͔ͨͪ͒ ͍·ͻͦ͒ͦͣ ͙͘ 
͎ͪͯͨͨ· ±[!b ό͙͒͊ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ ͦͭ мл ͒ͦ нмптпуоспл ͙͙͔ͣͫͯͤ͒͟͡͡Σ ͤ͊͘;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ τ слл ͙͙͔ͣͫͯͤ͒͟͡͡ύΦ 

˭ͤ͊;͔͙͔ͤ [ŜŀǾŜ ͚͔ͭ͊ͣͪ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͋ͦ͡Έ΄͔ ͙͙͡ ͍ͪ͊ͤͦ ͔ͭͪͣ ͤ͊͘;͔π
͙ͤΎͣ Wƻƛƴ ͚͔ͭ͊ͣͪ͊Φ  

LeaveAll Timer ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͔͍ͤͭͪ͊͡Σ ͦͭͦͪ͟·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͙ͦ͗͒͊ͭΈ ͔͔ͨͪ͒ ͍͚ͦͭͨͪ͊ͦ͟ ͊͘π
ͨͪͦͫ͊ [ŜŀǾŜ!ƭƭ ͤ͊ ͔ͨͦͤͦ͡ ͦͭ͟͡Ό;͔͙͔ͤ ͦͭ ͎ͪͯͨͨ· ±[!b ό͙͒͊ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ ͦͭ мл 
͒ͦ нмптпуоспл ͙͙͔ͣͫͯͤ͒͟͡͡Σ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ τ 10000 ͣ ͙͙͔ͫͯͤ͒͟͡͡ύΦ 

˭ͤ͊;͔͙͔ͤ [ŜŀǾŜ!ƭƭ ͚͔ͭ͊ͣͪ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͎ͤ͊ͣͤͦͦ ͋ͦ͡Έ΄͔ ͤ͊͘;͔͙ͤΎ 
[ŜŀǾŜ ͚͔ͭ͊ͣͪ͊Φ  

 

˭ͤ͊;͔͙ͤΎ GARP ͭ ͚͔͍͊ͣͪͦ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͙͍ͦ͒ͤ͊ͦ͟·ͣ ͒͡Ύ ͍͔ͫͻ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙ͻ 
͚͍ͯͫͭͪͦͫͭΦ ˩͙ͫ͡ ͤ͊͘;͔͙ͤΎ ͚͔͍ͭ͊ͣͪͦ ͋ͯ͒ͯͭ ͙ͦͭ͡;͊ͭΈͫΎΣ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͣͦ͗ͭ ͔ͤͦͪ͟π
͔ͪͭͤͦ͟ ͪ͊͋ͦͭ͊ͭΈ ͨͦ ͨͪͦͭͦͦͯ͟͡ GVRP. 

 

ˤ͙͔͚͍͙͔͊ͣͦ͒ͫͭ͘ ͔͔͎͙͍͎ͤͭͪͦ͊ͤͤͦͦ ͨͦͪͭ͊ ͫ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ ͣ ͔ͦ͗ͭ ͋·ͭΈ ͙͙͊͒ͣͤͫͭͪ͊π
͙͍ͭͤͦ ͔͔͔ͦͨͪ͒ͤͦ͡ ͔ͨͯͭͣ ͍͙ͯͫͭ͊ͤͦ͟ ͤ͊͘;͔͙ͤΎ PVID ͤ ͊ ͔͔͎͙͍ͤͭͪͦ͊ͤͤͦͣ ͨͦͪͭͯΦ 

 

ˮ͔ͤͭͪͺ͔͚ͫΣ ͔ͤ͊ͫͭͪͦͤͤ·͚ ͍ ͔͙͔ͪ͗ͣ ͨͦͪͭ͊ ͒ͦͫͭͯͨ͊ ό!ŎŎŜǎǎ ǇƻǊǘύΣ ͔ͤ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ 
ͨͦ ͨͪͦͭͦͦͯ͟͡ D±wtΣ ͨͦͫͦ͟͡Έͯ͟ ͦͤ ͍͔͎ͫ͒͊ Ύ͍͡Ύ͔ͭͫΎ ;͔ͤͦͣ͡ ͭͦ͡Έͦ͟ ͚ͦ͒ͤͦ ͎ͪͯͨͨ· 
VLAN. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.78 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

clear gvrp statistics [giga-
bitethernet gi_port |  
fastethernet fa_port |   

port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˻;͙΅͔͊ͭ ͔ͤ͊ͦͨͤͤͯ͟͡Ό ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͪͦͭͦͦ͊͟͡ D±wtΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 5.79 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show gvrp configuration [gi-
gabitethernet gi_port |  
fastethernet fa_port |  

 port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ D±wt ͒͡Ύ ͯ͊͊ͤ͘͟π
͎ͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
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show gvrp statistics [giga-
bitethernet gi_port |  
fastethernet fa_port |   

port-channel group] 

˽ͦ͊͘͟·͍͔͊ͭ ͔ͤ͊ͦͨͤͤͯ͟͡Ό ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ D±wt 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show gvrp error-statistics 
[gigabitethernet gi_port |  
fastethernet fa_port |  

 port-channel group] 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͦ΄͙͋͊ͣ͟ ͙ͨͪ ͔ͪ͊͋ͦͭ ͨͪͦͭͦπ
ͦ͊͟͡ D±wt ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙ͤπ
͔ͭͪͺ͔͚͍ͫͦΦ 

5.16.4  ˸ ͔ͻ͙͊ͤͣ͘ ͦ ͔͙͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ (loopback-detection) 

˨͊ͤͤ·͚ ͔ͣͻ͙͊ͤͣ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͚͍ͯͫͭͪͦͫͭͯ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͊ͦ͘͟͡Έͼ͍ͦ͊ͤͤ·͔ ͨͦͪͭ·Φ ˽͔ͭ͡Ύ ͤ͊ ͨͦͪͭͯ 
͙͍͔ͦ͋ͤ͊ͪͯ͗͊ͭͫΎ ͖ͨͯͭͣ ͦͭͫ·͙͟͡ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͺ͔͚ͪͣ͊ ͫ ͔͊͒ͪͫͦͣ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͍ͫͦͨ͊͒͊Ό΅͙ͣ ͫ ͙ͦ͒ͤͣ 
͙͘ a!/-͔͍͊͒ͪͫͦ ͚͍ͯͫͭͪͦͫͭ͊. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.80 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

loopback-detection enable 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔ͣͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ ͒ ͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟. 

no loopback-detection 
enable 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

loopback-detection 
interval seconds 

seconds: (1..60)/  30 ͫ ͔ͯͤ͒͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ƭƻƻǇōŀŎƪ-ͺ͔͚͙ͪͣ͊ͣ. 
- seconds τ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ [.5 ͺ͔͚͙ͪͣ͊ͣΦ 

no loopback-detection 
interval  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

loopback-detection mode 
{src-mac-addr|base-mac-
addr | multicast-mac-addr} 

-/src-mac-addr 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡ΈΥ 
- src-mac-addr τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭΣ ;ͭͦ a!/-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ τ 
MAC-͊͒ ͔ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊Τ 
- base-mac-addr τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭΣ ;ͭͦ a!/-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ 
τ MAC-͔͊͒ͪͫ ͚͍ͯͫͭͪͦͫͭ͊. 
- multicast-mac-addr τ ͍  ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͙ͫπ
ͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ 

loopback-detection 
vlanπbased 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͙ͨͭ͡ ͍ͦ ±[!bΦ ˽͙ͪ ͙ͤ͊͡π
;͙͙ ͔͙ͨͭ͡ ͍ͦ ±[!b ͒ ͊ͤͤ͊Ύ ±[!b ͔͋ͯ͒ͭ ͙͍͊͋ͦͪͦ͊ͤ͊͘͟͡ ͤ ͊ 
ͨͦͪͭͯΣ ͤ͊ ͦͭͦͪͦͣ͟ ͋·͊͡ ͔ͦ͋ͤ͊ͪͯ͗ͤ͊ ͔ͨͭ͡Ύ. 

no loopback-detection 
vlan-based 

˻ͭ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͙ͨͭ͡ ͍ͦ ±[!bΦ 

loopback-detection vlan-
based recovery-time sec sec: (30..1000000)/͍ ·͟͡Όπ

;͔ͤͦ 

˭͔͊͒͊ͭ ͍͔ͪͣΎ ͍ ͔ͫͯͤ͒͊͟ͻΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ±[!b ͤ ͊ ͨͦͪͭͯ 
͔͋ͯ͒ͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ͍ ͙͍͊͋ͦͪͦ͊ͤͤͦͣ͘͟͡ ͫͦͫͭͦΎ͙͙ͤ. 

no loopback-detection 
vlan-based recovery-time 

VLAN ͤ ͊ ͨͦͪͭͯΣ ͍ ͦͭͦͪͦͣ͟ ͋·͊͡ ͔ͦ͋ͤ͊ͪͯ͗ͤ͊ ͔ͨͭ͡ΎΣ ͤ ͔ ͔͋ͯ͒ͭ 
͙͍ͪ͊͋ͦͪͦ͊ͤ͘͟͡ ͊͊ ͍͙ͭͦͣ͊ͭ;͔͙ͫ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘƘŜǊƴŜǘΣ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console# configure   

console(config)# interface  { gigabitethernet  gi_port |  fastethernet  

fa_port | port - channel  group }  

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.81 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

loopback-detection enable 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔ͣͻ͙͊ͤͣ͘ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͔͔ͨͭ͡Έ ͤ͊ ͨͦͪͭͯ 

no loopback-detection 
enable 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ 9·9/Υ 

console #  

͙́͊͋͡ͼ͊ 5.82 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show loopback-detection  
[gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͫ ͦͫͭͦΎ͙͔ͤ ͣ ͔ͻ͙͊ͤͣ͊͘ loopback-detection. 
- gi_port τ ͤ ͔ͦͣͪ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Gigabit Ethernet; 
- fa_port τ ͤ ͔ͦͣͪ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Fast Ethernet; 
- group τ ͎ ͪͯͨͨ͊ ͍͊ͤ͊ͦ͟͡Φ 

5.16.5  ˿ ͔͔͚͍ͣͫͭͦ ͍ͨͪͦͭͦͦͦ͟͡ {¢t ό{¢tΣ w{¢tΣ a{¢tύ  

˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ ͨͪͦͭͦͦ͊͟͡ {¢t όSpanning Tree Protocolύ Ύ͍͡Ύ͔ͭͫΎ ͙͍͔͔͙͔ͨͪ͒ͤ ͔͙ͫͭ Ethernet ͫ 
͔͍͔ͣͤͦ͗ͫͭͤͤ·͙ͣ ͍ͫΎ͘Ύ͙ͣ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͎͙͙ͭͦͨͦͦ͡Σ ͙ͫ͟͡Ό;͊Ό΅͔͚ ͼ͙͟͡· ͔͍ͨ͊ͭͦ͟Φ ˴ͦͣͣͯͭ͊ͭͦͪ· 
͔͙͍ͦ͋ͣͤ͊ΌͭͫΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·͙ͣ ͫͦͦ͋΅͔͙ͤΎ͙ͣΣ ͙ͫͨͦ͡Έͯ͘Ύ ͊͒ͪ͟· ͔ͫͨͼ͙͊͡Έ͎ͤͦͦ ͺͦͪͣ͊ͭ͊Σ ͙ 
͍·͋ͦͪͦ;ͤͦ ͍͟͡Ό;͊Όͭ ͙ ͦͭ͟͡Ό;͊Όͭ ͔͔ͨͪ͒͊;ͯ ͤ͊ ͨͦͪͭ·Φ 

Rapid ό͋·ͫͭͪ·͚ύ STP (RSTPύ Ύ͍͡Ύ͔ͭͫΎ ͍͔ͯͫͦͪ΄͔͍͍͙͔ͤͫͭͦ͊ͤͣ ͨͪͦͭͦͦ͊͟͡ STPΣ ͻ͔͙͔͊ͪ͊ͭͪͯͭͫ͘͟Ύ 
͔ͣͤΈ΄͙ͣ ͍͔͔͔ͪͣͤͣ ͙͍͔͔͙ͨͪ͒ͤΎ ͔͙ͫͭ ͟ ͔͍͍͙͚͒ͪͦ͒ͤͦ ͎͙͙ͭͦͨͦͦ͡ ͙ ͙͔͔ͣͭ ͔͔͋ͦ͡ ͍·ͫͦͯ͟Ό ͚ͯͫͭͦ;͙͍ͦͫͭΈΦ 

˽ͪͦͭͦͦ͟͡ Multiple {¢t όa{¢tύ Ύ͍͡Ύ͔ͭͫΎ ͙͔͔ͤ͊͋ͦ͡ ͍͔͔͚ͫͦͪͣͤͤͦ ͔͙ͪ͊͊͘͡ͼ͙͔͚ {¢tΣ 
͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͔͚  ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ VLANΦ a{¢t ͔͎͔ͨͪ͒ͨͦ͊͊ͭ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͔ͤͦ͋ͻ͙͎ͦ͒ͣͦͦ 
͙ͦ͟͡;͔͍ͫͭ͊ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ όǎǇŀƴƴƛƴƎ ǘǊŜŜύ ͍͔ͤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ;͙ͫ͊͡ ͎ͪͯͨͨ ±[!b ͤ͊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˴͊͗͒·͚ Ή͔ͣͨ͘͟͡Ύͪ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͔ͤͫͦ͟͡Έͦ͟ ͎ͪͯͨͨ VLANΦ ˹͔͒ͦͫͭ͊ͭͦͣ͟ ͨͪͦͭͦͦ͊͟͡ 
MSTP Ύ͍͡Ύ͔ͭͫΎ ͭͦΣ ;ͭͦ ͤ͊ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻΣ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙ͻ ͨͦ a{¢PΣ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͍ͦ͒ͤ͊ͦͦ͟ 
ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤ· ͎ͪͯͨͨ· VLAN. 

˸͔ͻ͙͊ͤͣ͘ aǳƭǘƛǇǊƻŎŜǎǎ {¢t ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͔͍͙͙ͤ͊ͫͣ͘·ͻ ͔͔͍͒ͪΈ͔͍ {¢tκw{¢tκa{¢t 
ͤ͊ ͨͦͪͭ͊ͻ ͚͍ͯͫͭͪͦͫͭ͊Φ ˮ͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ ͔ͦͭ͒͡Έ͎ͤͦͦ ͔͔͍͒ͪ͊ ͔ͤ ͦ͊͘͟·͍͊Όͭ ͍͙͡Ύ͙ͤΎ ͤ͊ ͫͦͫͭͦΎ͙͔ͤ 
͎͙͒ͪͯͻ ͔͔͍͒ͪΈ͔͍Σ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͍ͨͦ·͙ͫͭΈ ͚ͯͫͭͦ;͙͍ͦcͭ Έ ͔͙ͫͭ ͙ ͙ͫͦͪ͊ͭͭ͟Έ ͍͔ͪͣΎ ͔͔͔͙ͨͪͫͭͪͦͤΎ ͔͔͍͒ͪ͊ ͍ 
ͫͯ͡;͔͊ ͍ͦͭ͊ͦ͘͟Φ ˽͙ͪ ͦͤ͟ͺ͙͎͙͍͙͙ͯͪͪͦ͊ͤ ͔͔ͫ͒ͯͭ͡ ͙ͫ͟͡Ό;͙ͭΈ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͔ͦ͟͡ͼ ͔ͣ͗͒ͯ 
͙ͨͦͪͭ͊ͣ-;͔͙ͤ͊ͣ͡ ͪ͊ͤ͘·ͻ ͔͔͍͒ͪΈ͔͍Φ ˨͡Ύ ͦ ͙͍͙͋ͫͯ͗͊ͤ͡Ύ ͙͙͍ͦͪͦ͊ͤͤ͘͡·ͻ ͔͔͍͒ͪΈ͔͍ ͍ ͙͔͔ͫͫͭͣ ͖ͫͦ͒͊ͭͫ͘Ύ 
͔ͦͭ͒͡Έͤ·͚ ͨͪͦͼ͔ͫͫ ͤ͊ ͔͊͗͒ͦ͟ ͔͔͍͒ͪͦΦ ˿ ͨͪͦͼ͔ͫͫͦͣ ͍ͫͦͨͦͫͭ͊͡ΎΌͭͫΎ ͨͦͪͭ· ͚͍ͯͫͭͪͦͫͭ͊Σ 
͙͔ͨͪͤ͊͒͗͊͡΅͙͔ ͔͔͍͒ͪͯΦ  

 

˸͙͊ͫͣ͊͟͡Έͤͦ ͙͔͒ͦͨͯͫͭͣͦ ͙ͦ͟͡;͔͍ͫͭͦ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ MSTP ͯ ͊͊ͤͦ͘͟ ͍ ͙ͭ͊͋͡ͼ͔ 
2.9. 
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5.16.5.1 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ STP, RSTP  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

́͊ ͙͋͡ͼ͊ 5.83 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 

ͨͦ ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

spanning-tree 
τ 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

no spanning-tree ˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

spanning-tree mode {stp | 
rstp | mstp} 

-/RSTP 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡ {¢tΥ 
- stp τ IEEE 802.1D Spanning Tree Protocol; 
- rstp τ IEEE 802.1W Rapid Spanning Tree Protocol; 
- mstp τ IEEE 802.1S Multiple Spanning Tree Protocol. 

no spanning-tree mode ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree forward-time 
seconds 

seconds: (4..30)κмр ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΣ ͊ͭͪ͊͘;͙͍͔͊ͣ·͚ ͤ͊ ͨͪͦπ
ͫͯ͡΄͙͍͙͔͊ͤ ͙ ͙ͯ͘;͔͙͔ͤ ͫͦͫͭͦΎ͙͚ͤ ͔͔ͨͪ͒ ͔͔ͨͪ͟͡Ό;͔͙͔ͤͣ ͍ 
ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙Φ 

no spanning-tree forward-time ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree hello-time sec-
onds 

seconds: (1..10)κн ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͔͔ͨͪ͒͊;͙͊ͣ ΄͙ͪͦπ
͍͔ͦ͟΅͔͊ͭ͡Έͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ζIŜƭƭƻη ͟ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ό΅͙ͣ 
ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟Φ 

no spanning-tree hello-time ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree loopback-guard 

τ 

˾͔͊ͪ͘΄͔͊ͭ ͊͘΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͡Ό͚͋ͦ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ 
͙͔͔ͨͪͣ ͔͍ͨ͊ͭͦ͟ .t5¦Φ 

no spanning-tree 
 loopback-guard 

˭͔͊ͨͪ΅͔͊ͭ ͊͘΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ ͙͖͔ͨͪͣ 
͔͍ͨ͊ͭͦ͟ .t5¦Φ 

spanning-tree max-age sec-
onds seconds: (6..40)κнл ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢tΦ 

no spanning-tree max-age ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree priority priority 

priority: 
(0..61440)/32768 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͙͙͔ͨͪͦͪͭͭ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢tΦ 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ плфсΦ 

no spanning-tree priority ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree pathcost 
method {long | short} 

-/long 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔ͣͭͦ͒ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭΦ 
- long ς ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦнллллллллΤ 
- short ς ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦсррорΦ 

no spanning-tree pathcost 
method  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree bpdu {filtering | 
flooding | bridging} 

-/flooding 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ .t5¦ ͙͔ͤͭͪͺ͔͚ͫͦͣΣ 
ͤ͊ ͦͭͦͪͦͣ͟ ͍·͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ {¢tΦ 
- filtering τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ {¢t 
.t5¦ ͔ͨ͊ͭ͟· ͺ͙͡ΈͭͪͯΌͭͫΎΤ 
- flooding τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ {¢t 
͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ .t5¦ ͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΣ ͔͎͙͍ͭͪͦ͊ͤͤ·͔ ς 
ͺ͙͡ΈͭͪͯΌͭͫΎ; 
- bridging τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ {¢t 
.t5¦ ͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΦ 

˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͭ ͭͦ͡Έͦ͟ {¢t BPDU 
͙ ͔ͤ ͅ ͙͡Έ͔ͭͪͯͭ t±{¢ .t5¦ ͫ 5{¢ MAC 
01:00:0c:cc:cc:cd 

no spanning-tree bpdu ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree process pro-
cess_id 

process_id: (1..31)/0 

˴ͦͣ͊ͤ͒͊ ͔ͫͦ͒͊ͭ͘ ͔ͦͭ͒͡Έͤ·͚ ͨͪͦͼ͔ͫͫ ͙ ͔͔͍͙ͨͪͦ͒ͭ ͦͣ͊ͤ͒͟π
ͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͍ ͔͙ͪ͗ͣ ͔͎ͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

no spanning-tree process pro-
cess_id 

̂͒͊͡Ύ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͨ ͪͦͼ͔ͫͫ. 
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˽͙ͪ ͘ ͙͙͊͒͊ͤ ͭ ͙͊͟ͻ ͨ ͔͍͊ͪ͊ͣͭͪͦ STP, ͟ ͊͟ forward-time, hello-time, max-age ͤ ͔ͦ͋ͻ͙ͦ͒ͣͦ,  
;ͭͦ͋· ͍ ·ͨͦͤ͡Ύͦͫ͡Έ ͫ ͔͒ͯ͡Ό΅͔͔ ͫ ͦͦͭͤͦ΄͔͙͔ͤ Ή͙ͭͻ ͨ ͔͍͊ͪ͊ͣͭͪͦ: 
2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͨͦͪπ
ͭͦ ͍

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͦ͟ ͚ͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.84 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

spanning-tree disable 

-/͔ͪ͊ͪ͘΄͔ͤͦ 

˭͔͊ͨͪ΅͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ ͙ͤπ
͔ͭͪͺ͔͚͔ͫΦ 

no spanning-tree disable ˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ ͙ͤπ
͔ͭͪͺ͔͚͔ͫΦ 

spanning-tree cost cost 

cost: (1..200000000)/  
ͫͣΦ ͙ͭ͊͋͡ͼͯ 5.85 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭ ;͔͔ͪ͘ ͍·͋ͪ͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫΦ 

no spanning-tree cost ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡Ύ͔͔ͣͦ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͫͦ͟π
͙ͪͦͫͭ ͨͦͪͭ͊ ͙ ͔ͣͭͦ͒͊ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭΣ ͙ͭ͊͋͡ͼ͊ 
5.85. 

spanning-tree port-priority  pri-
ority 

priority: (0..240)/128 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͍ͫΎͯ͘Ό΅͔ͣ ͔͔͍͔͒ͪ 
STP. 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ мсΦ 

no spanning-tree port-priority  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree portfast [auto] 

τ 

ˤ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣΣ ͍ ͦͭͦͪͦͣ͟ ͨͦͪͭ ͙ͨͪ ͨͦ͒ͤΎ͙͙ͭ ͤ͊ ͔ͤͣ 
͙ͤ͊͟͡ ͫͪ͊ͯ͘ ͍͙ͫͭ͊ͤͦͭͫΎ ͍ ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙Σ ͔ͤ ͙͒ͦ͗͒͊π
ΎͫΈ ͙͔ͫͭ;͔͙ͤΎ ͚͔ͭ͊ͣͪ͊Φ 
- auto τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͔͊͒ͪ͗ͯ͘͟ о ͔ͫͯͤ͒͟· ͔͔ͨͪ͒ ͔͔ͨͪͻͦ͒ͦͣ 
͍ ͫͦͫͭͦΎ͙͔ͤ ͔͔ͨͪ͒͊;͙Φ 

no spanning-tree portfast ˤ·͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͔ͣͦͣͤͭ͊͡Έ͎ͤͦͦ ͔͔ͨͪͻͦ͒͊ ͍ ͫͦͫͭͦΎ͙͔ͤ 
͔͔ͨͪ͒͊;͙ ͨͦ ͨͦ͒ͤΎ͙ͭΌ ͙ͤ͊͟͡Φ 

spanning-tree guard root 

-/͊͘΅͙ͭ͊ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͊͘΅͙ͭͯ ζͦͪͤ͟Ύη ͒͡Ύ ͍͔ͫͻ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ 
{¢t ͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊Φ ˨͊ͤͤ͊Ύ ͊͘΅͙ͭ͊ ͔͊ͨͪ͘΅͔͊ͭ ͙͔ͤͭͪπ
ͺ͔͚ͫͯ ͋·ͭΈ ͔͍ͦͪͤ͟·ͣ ͨͦͪͭͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no spanning-tree guard root ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree bpduguard 
-/͊͘΅͙ͭ͊ ͍·͟͡Ό;͔ͤ͊ 

 

˾͔͊ͪ͘΄͔͊ͭ ͊͘΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ ͙͖͔ͨͪͣ 
͔͍ͨ͊ͭͦ͟ .t5¦Φ 

no spanning-tree bpduguard ˭͔͊ͨͪ΅͔͊ͭ ͊͘΅͙ͭͯΣ ͍·͟͡Ό;͊Ό΅ͯΌ ͙͔ͤͭͪͺ͔͚ͫ ͙ͨͪ ͙͖͔ͨͪͣ 
͔͍ͨ͊ͭͦ͟ .t5¦Φ 

spanning-tree link-type {point-
to-point | shared} 

-/͒͡Ύ ͔͎͒ͯͨͫͤͦͦ͟͡ 
ͨͦͪͭ͊ ζͭͦ;͊͟-ͭͦ;͊͟ηΣ 
͒͡Ύ ͔͎ͨͦͯ͒ͯͨͫͤͦͦ͟͡͡ 
ς ζ͍͔͍͔ͪ͊ͭͤͤ͘͡·͚η 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͨͪͦͭͦͦ͟͡ w{¢t ͍ ͔͔ͨͪ͒͊Ό΅͔͔ ͫͦͫͭͦΎ͙͔ͤ ͙ 
͔͔ͦͨͪ͒͡Ύ͔ͭ ͙ͭͨ ͍ͫΎ͙͘ ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊ τ ζͭͦ;͊͟-
ͭͦ;͊͟ηΣ ζ͍͔͍͖ͪ͊ͭͤͤ͘͡·͚ηΦ 

no spanning-tree link-type ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree bpdu  
{filtering | flooding}  

τ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ .t5¦ ͙͔ͤͭͪͺ͔͚ͫͦͣΣ 
ͤ͊ ͦͭͦͪͦͣ͟ ͍·͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ {¢tΦ 
- filtering τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ 
{¢t .t5¦ ͔ͨ͊ͭ͟· ͺ͙͡ΈͭͪͯΌͭͫΎΤ 
- flooding τ ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͫ ͍·͟͡Ό;͔ͤͤ·ͣ ͨͪͦͭͦͦͦͣ͟͡ 
{¢t ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ .t5¦-͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΣ ͔͎͙͍ͭͪͦ͊ͤπ
ͤ·͔ τ ͅ ͙͡ΈͭͪͯΌͭͫΎΦ 
˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͦ͋ͪ͊͋͊ͭ·͍͔͊ͭ ͭͦ͡Έͦ͟ {¢t bpdu ͙  ͔ͤ ͺ͙͡Έπ
͔ͭͪͯͭ t±{¢ BPDU ͫ  5{¢ MAC 01:00:0c:cc:cc:cd 

no spanning-tree bpdu ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-ǘǊŜŜ ǊŜǎǘǊƛŎǘŜŘπǘŎƴ 
-κ͍·͟͡Ό;͔ͤͦ 

˭͔͊ͨͪ΅͔͊ͭ ͨ ͙͔ͪͣ .t5¦ Ŏ ͺ͎͊ͦͣ͡ ¢/bΦ 

no spanning-tree restricted-tcn ˾͔͊ͪ͘΄͔͊ͭ ͙͔ͨͪͣ .t5¦ Ŏ ͺ͎͊ͦͣ͡ ¢/bΦ 
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spanning-tree binding-process 
process_id 

process_id: (1..31)/0 

˽͙͍ͪΎ͘·͍͔͊ͭ ͨͦͪͭ ͟ ͯ͊͊ͤͤͦͣͯ͘͟ ͨ ͪͦͼ͔ͫͫͯΦ ˽ͦ ͯͣͦ͡;͙͊ͤΌ 
͍͔ͫ ͨͦͪͭ· ͍ͯͨͪ͊͡ΎΌͭͫΎ ͔͍ͤͯ͡·ͣ ͨ ͪͦͼ͔ͫͫͦͣΦ 

no spanning-tree binding-pro-
cess 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͙͍ͨͪΎͯ͘͟ ͨͦͪͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

͙́͊͋͡ͼ͊ 5.85 τ ̇ ͔ͤͤͦͫͭΈ ͙ͨͯͭΣ ͍͔ͯͫͭ͊ͤͦͤͤ͊͡Ύ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ (spanning-tree cost) 

ˮ͔ͤͭͪͺ͔͚ͫ 
˸͔ͭͦ͒ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭ 

Long Short 
Port-channel 20000 4 

Gigabit Ethernet (1000 Mbps) 20000 4 

Fast Ethernet (100 Mbps) 200000 19 

˴ͦͣ͊ͤ·͒ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͒ ͔͔͍ͪ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console(config - mstp - process)#  

͙́͊͋͡ͼ͊ 5.86 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

spanning-tree forward-time 
seconds 

seconds: (4..30)κмр ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͒͡Ύ ͦͤ͟ͺ͙͎͙͔͎ͯͪͪͯͣͦͦ ͨͪͦͼ͔ͫͫ͊ ͙͔͍ͤͭͪ͊͡ 
͍͔͔͙ͪͣͤΣ ͊ͭͪ͊͘;͙͍͔͊ͣ·͚ ͤ͊ ͨͪͦͫͯ͡΄͙͍͙͔͊ͤ ͙ ͙ͯ͘;͔͙͔ͤ ͫͦπ
ͫͭͦΎ͙͚ͤ ͔͔ͨͪ͒ ͔͔ͨͪ͟͡Ό;͔͙͔ͤͣ ͍ ͫͦͫͭͦΎ͙͔ͤ ͦͣͣͯͭ͊͟ͼ͙͙Φ 

no spanning-tree forward-
time 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree hello-time sec-
onds 

seconds: (1..10)κн ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͔͔ͨͪ͒͊;͙͊ͣ ΄͙π
͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ζIŜƭƭƻη ͟ ͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Όπ
΅͙ͣ ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟Φ 

no spanning-tree hello-time ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree max-age sec-
onds seconds: (6..40)κнл ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ {¢tΦ 

no spanning-tree max-age ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id priority priority 

instance_id: (1..4094); 
priority: 

(0..61440)/32768 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ ͊͟ ͦͣͣͯͭ͊ͭͦͪ͊ ͍  ͍·π
͋ͪ͊ͤͤͦͣ Ή͔ͣͨ͘͟͡Ύ͔ͪ a{¢.  
- instance_id τ Ή͔ͣͨ͘͟͡Ύͪ a{¢Τ 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ плфсΦ 

no spanning-tree mst in-
stance_id priority  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.87 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show spanning-tree [pro-
cess process_id] 
[gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group] 

process_id: (1..31)/0; 
gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ STP ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ 
ͨͪͦͼ͔ͫͫ͊ 
-process_id τ ͤ ͔ͦͣͪ ͨͪͦͼ͔ͫͫ͊Φ 

show spanning-tree [de-
tail] [active | blockedports] 
[process process_id] 

process_id: (1..31)/0 
˽ͦ͊͘͟·͍͔͊ͭ ͨͦ͒ͪͦ͋ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚͔ͤ͊ͫͭͪͦ͟ ͨͪͦͭͦπ
ͦ͊͟͡ {¢tΣ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͍͊ͭͤ͟·ͻ ͙͙͡ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ 
ͨͦͪͭ͊ͻ 
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clear spanning-tree de-
tected-protocols [interface 

 gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˽͔͔͔ͪ͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͙͎ͣͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡Φ ˭͍͊ͤͦͦ ͙ͨͪͦͫπ
ͻ͙ͦ͒ͭ ͔͔ͨͪͫ;͖ͭ ͔͔͍͒ͪ͊ STP.  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

˻͙͙͔ͨͫ͊ͤ ͦͣ͊ͤ͒͟ ͔͙ͪ͗ͣ͊ EXEC ͨ ͔͍͔ͪ͒ͫͭ͊ͤͦ͡ ͍ ͙ͭ͊͋͡ͼ͔ 5.88. 

͙́͊͋͡ͼ͊ 5.88 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show spanning-tree bpdu 
[gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˽ͦ͊͘͟·͍͔͊ͭ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ .t5¦ ͤ͊ ͙͔ͤͭͪͺ͔͚π
ͫ͊ͻΦ 

5.16.5.2 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ MSTP 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ: 

console ( config )#  

͙́͊͋͡ͼ͊ 5.89 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

spanning-tree 
τ 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ  

no spanning-tree ˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ ͨͪͦͭͦͦ͊͟͡ {¢tΦ 

spanning-tree mode {stp | 
rstp | mstp} -/RSTP 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡ {¢tΦ  

no spanning-tree mode ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree pathcost 
method {long | short} 

-/long 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔ͣͭͦ͒ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭΦ 
- long τ ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦнлллллллл; 
- short τ ͘ ͤ͊;͔͙͔ͤ ͼ͔͙ͤͤͦͫͭ ͍ ͙͔͒͊ͨ͊ͦͤ͘ мΦΦсррор. 

no spanning-tree pathcost 
method  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance_id priority priority 

instance_id: (1..4094); 
priority: (0..61440)/32768 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͙͔ͨͪͦͪͭͭ ͒͡Ύ ͎͒͊ͤͤͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͔ͨͪ͒ 
ͦͫͭ͊͡Έͤ·͙ͣΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙͙ͣ ͦ͋΅͙͚ Ή͔ͣͨ͘͟͡Ύͪ a{¢tΦ  

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ плфсΦ 

no spanning-tree mst in-
stance_id priority  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst max-
hops hop_count 

hop_count: (1..40)/20 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͭͪ͊ͤͭͤ͘·ͻ 
ͯ;͍͊ͫͭͦ͟ ͒͡Ύ ͔ͨ͊ͭ͊͟ .t5¦Σ ͔ͤͦ͋ͻ͙ͦ͒ͣ·ͻ ͒͡Ύ ͺ͙͍ͦͪͣͪͦ͊π
͙ͤΎ ͔͔͍͒ͪ͊ ͙ ͔͙ͯ͒ͪ͗͊ͤΎ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔͎ͦ ͔͙͙ͫͭͪͦͤΦ ˩͙ͫ͡ 
͔ͨ͊ͭ͟ ͔ͯ͗ ͨͪͦ΄͔͡ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͙ͭͪ͊ͤͭͤ͘·ͻ 
ͯ;͍͊ͫͭͦ͟Σ ͭͦ ͤ͊ ͔ͫ͒ͯ͡Ό΅͔ͣ ͯ;͔͊ͫͭ͟ ͦͤ ͦͭ͋ͪ͊ͫ·͍͔͊ͭͫΎΦ 

no spanning-tree mst max-
hops 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst 
configuration 

τ 
ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͪͦͭͦͦ͊͟͡ a{¢tΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨ ͪͦͭͦͦ͊͟͡ MSTP 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͪͦͭͦͦ͊͟͡ MSTP: 

console# configure  

console(config)#spanning - tree mst configuration  

console ( config - mst )#  

͙́͊͋͡ͼ͊ 5.90 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͪͦͭͦͦ͊͟͡ a{¢t 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

instance instance_id  
 vlan vlan_range   

instance_id: (1..4094); 
vlan_range: (1..4094) 

˿͔ͦ͒͊ͭ͘ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͣ ͔͗͒ͯ Ή͔ͣͨ͘͟͡Ύͪͦͣ ͨ ͪͦͭͦͦ͊͟͡ MSTP 
 ͙͎ ͙ͪͯͨͨ͊ͣ VLAN. 

- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ 
MSTP; 
- vlan-range τ ͤ ͔ͦͣͪ ͎ͪͯͨͨ· ±[!bΦ 

no instance instance_id  
 vlan vlan_range   

̂͒͊͡Ύ͔ͭ ͫ ͍͔͍͙͔ͦͦͭͭͫͭ ͔ͣ͗͒ͯ Ή͔ͣͨ͘͟͡Ύͪͦͣ ͨͪͦͭͦͦ͊͟͡ a{¢t 
͙ ͎͙ͪͯͨͨ͊ͣ ±[!bΦ 

name string 
string: (1..32) ͫ ͙͍ͣͦ͊͡ 

˭͔͊͒͊ͭ ͙ͣΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ MST. 

no name ̂͒͊͡Ύ͔ͭ ͙ͣΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 

revision value 
value: (0..65535)/0 

˭͔͊͒͊ͭ ͔ͤͦͣͪ ͔͍͙͙͙ͪ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a{¢Φ 

no revision ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

show {current | pending} τ 
˽ͦ͊͘͟·͍͔͊ͭ ͔ͭͯ͟΅ͯΌ όŎǳǊǊŜƴǘύ, ͙͋ͦ͡ ͙ͦ͗͒͊Ό΅ͯΌ όǇŜƴŘƛƴƎύ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό a{¢Φ 

exit τ 
ˤ·ͻͦ͒ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡ a{¢t ͫ ͫͦͻͪ͊π
͔͙͔ͤͤͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

abort τ 
ˤ·ͻͦ͒ ͙͘ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡ a{¢t ͔͋͘ ͫͦπ
ͻ͔͙ͪ͊ͤͤΎ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.91 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

spanning-tree guard root 

-/͊͘΅͙ͭ͊ ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͊͘΅͙ͭͯ ζͦͪͤ͟Ύη ͒͡Ύ ͍͔ͫͻ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ 
{¢t ͍·͎͋ͪ͊ͤͤͦͦ ͨͦͪͭ͊Φ ˨͊ͤͤ͊Ύ ͊͘΅͙ͭ͊ ͔͊ͨͪ͘΅͔͊ͭ ͙͔ͤͭͪπ
ͺ͔͚ͫͯ ͋·ͭΈ ͔͍ͦͪͤ͟·ͣ ͨͦͪͭͦͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no spanning-tree guard 
root 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance-id 
 port-priority priority 

instance: (1..4094); 
 

priority: (0..240)/128 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͨ ͙͙͔ͪͦͪͭͭ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ͍  Ή͔ͣͨ͘͟͡Ύ͔ͪ MSTP.  

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ мсΦ 

no spanning-tree mst in-
stance-id port-priority  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

spanning-tree mst in-
stance-id  
cost cost 

instance: (1..4094); 
 

cost: (1..200000000) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͼ͔ͤͤͦͫͭΈ ͙ͨͯͭ ;͔͔ͪ͘ ͍·͋ͪ͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫΣ 
͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ a{¢tΦ 

no spanning-tree mst in-
stance-id cost 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤΣ ͔͔ͦͨͪ͒͡Ύ͔͔ͣͦ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͫͦ͟π
͙ͪͦͫͭ ͨͦͪͭ͊ ͙ ͔ͣͭͦ͒͊ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͼ͔͙ͤͤͦͫͭ ͙ͨͯͭ, ͭ ͙͊͋͡ͼ͊ 
5.85. 

spanning-tree  port-priori-
typriority 

priority: (0..240)/128 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͍ͦͪͤͦͣ͟ ͍ͫΎͯ͘Όπ
΅͔ͣ ͔͔͍͔͒ͪ a{¢tΦ 

˭ͤ͊;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͪ͊ͭͤͦ͟ мсΦ 
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no spanning-tree port-pri-
ority 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.92 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show spanning-tree  
[gigabitethernet gi_port | 
fastethernet fa_port | 
port-channel group] [in-
stance instance-id] [process 
process_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
instance: (1..4094); 

process_id: (1..31)/0 

˽ͦ͊͘͟·͍͔͊ͭ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͨ ͪͦͭͦͦ͊͟͡ STP. 
- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨ ͪͦͭͦͦ͊͟͡ 
MSTP; 
- process_id τ ͤ ͔ͦͣͪ ͨͪͦͼ͔ͫͫ͊Φ 

show spanning-tree [de-
tail] [active | blockedports]  
[instance instance-id] [pro-
cess process_id] 

instance: (1..4094); 
process_id: (1..31)/0. 

˽ͦ͊͘͟·͍͔͊ͭ ͨͦ͒ͪͦ͋ͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͚͔ͤ͊ͫͭͪͦ͟ ͨͪͦͭͦπ
ͦ͊͟͡ {¢tΣ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͍͊ͭͤ͟·ͻ ͙͙͡ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ 
ͨͦͪͭ͊ͻΦ 
- instance-id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ Ή͔ͣͨ͘͟͡Ύͪ͊ ͨͪͦͭͦͦ͊͟͡ 
MSTP; 
- detail τ ͨ ͪͦͫͣͦͭͪ ͚ͨͦ͒ͪͦ͋ͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Φ 

show spanning-tree mst-
configuration 

τ 
˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ Ή͔ͣ͘͟π
ͨ͡Ύͪ͊ͻ a{¢t 

clear spanning-tree de-
tected-protocols [giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˽͔͔͔ͪ͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͙͎ͣͪ͊ͼ͙͙ ͨͪͦͭͦͦ͊͟͡Φ ˭͍͊ͤͦͦ ͨͪͦπ
͙ͫͻ͙ͦ͒ͭ ͨͪͦͫ;͖ͭ ͔͔͍͒ͪ͊ {¢tΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͔ͨͦ͒͒ͪ͗ͯ͟ ͨͪͦͭͦͦ͊͟͡ STPΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͒π
͔͍ͪ͊ RSTP τ 12288Σ ͙͔͍ͤͭͪ͊͡ forward-time τ нл ͔ͫͯͤ͒͟Σ ͙͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͔ͨπ
͔ͪ͒͊;͙͊ͣ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ζIŜƭƭƻη τ р ͔ͫͯͤ͒͟Σ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͍ͫΎͯ͘Όπ
΅͔͎ͦ ͔͔͍͒ͪ͊ τ оу ͔ͫͯͤ͒͟Φ  

console(config)# spanning - tree   

console(config)# spanning - tree mode rstp  

console(config)# spanning - tree priority  12288   

console(config)# spanning - tree forward - time  20  

console(config)# spanning - tree hello - time  5  

console(config)# spanning - tree max - age  38  

console ( config )# exit   

Á ˽ͦ͊͊ͭ͘͟Έ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͨ ͪͦͭͦͦ͊͟͡ STP: 

console #show spanning - tree  

Spanning tree enabled mode RSTP  

Default port cost method:  long  

Loopback guard:   Disabled  

 

 

 

  Root ID    Priority    12288  

             Address     a8:f9:4b:f1:1d:00  

             This switch is the root  

             Hello Time  5 sec  Max Age 38 sec  For ward Delay 20 sec  
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  Number of topology changes 3 last change occurred 00:00:10 ago  

      from gi1/0/11  

  Times:  hold 1, topology change 58, notification 5  

          hello 5, max age 38, forward delay 20  

 

Interfaces  

  Name     State   Prio.Nbr   Cost    Sts   Role PortFast       Type         

---------  --------  --------  --------  ------  ----  --------  -----------------   

 gi1/0/1  enabled   128.49  2000000   Dsbl  Dsbl    No            -           

 gi1/0/2  enabled   128.5 0  2000000   Frw   Desg    No       P2P (RSTP )       

 gi1/0/3  enabled   128.51  2000000   Dsbl  Dsbl    No            -           

 gi1/0/4  enabled   128.52  2000000   Dsbl  Dsbl    No            -           

 gi1/0/5  enabled   128.53  2000000   Dsbl  Dsbl    No            -           

 gi1/0/6  enabled   128.54  2000000   Dsbl  Dsbl    No            -           

 gi1/0/7  enabled   128.55  2000000   Dsbl  Dsbl    No            -           

 gi1/0/8  enabled   128.56  2000000   Dsbl  Dsbl    No            -           

 gi1/0/9  enabled   128.57  2000000   Dsbl  Dsbl    No            -           

ˤ a{¢t ͙ͤͺͦͪͣ͊ͼ͙Ύ ͦ ͔͔͚ͨͦͫ͒ͤ͡ ͔͔ͫͣͤ ͎͙͙ͭͦͨͦͦ͡ ͍·͍͙ͦ͒ͭͫΎ ͭͦ͡Έͦ͟ ͫ ͨͦͣͦ΅ΈΌ show 
spanning-tree detail 

5.16.6 ˹͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͙ ŦƭŜȄ-link 

Flex-link τ ͺͯͤ͟ͼ͙Ύ ͔͔͍͙͍͙ͪͪͪͦ͊ͤ͘Ύ, ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͒͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙ͤ͊͒͗ͤͦͫͭ ͊ͤ͊͊͟͡ 
͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ ˤ ͍ͫΎ͔͘͟ ŦƭŜȄ-ƭƛƴƪ ͎ͣͦͯͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ŜǘƘŜǊƴŜǘ- ͙ ǇƻǊǘ-channel-͙͔ͤͭͪͺ͔͚ͫ·. ˻͙͒ͤ ͙͘ 
Ή͙ͭͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͙͍͊͋ͦͪͦ͊ͤͤͦͣ͘͟͡ ͫͦͫͭͦΎ͙͙ͤ ͙ ͤ͊;͙͔ͤ͊ͭ ͨͪͦͨͯͫ͊ͭ͟Έ ͭͪ͊ͺ͙͟ ͭͦ͡Έͦ͟ ͍ 
ͫͯ͡;͔͊ ͍͙͙͊͊ͪ ͤ͊ ͍ͭͦͪͦͣ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͨͦͪπ
ͭͦ ͍

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.93 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒ ͊
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

flex-link backup { 
gigabitethernet gi_port | 
fastethernet fa_port | port-
channel port-channel} 

gi_port: (1..3/0/1..28)/ -; 
fa_port: (1..3/0/1..24)/ -; 

port_ hͫannel: (1..8)/ - 

ˤ͟͡Ό;͔͊ͭ flex-link ͤ  ͙͊ ͔ͤͭͪͺ͔͚͔ͫ ͙  ͤ ͊ͤ͊͘;͔͊ͭ ͍ ·͋ͪ͊ͤͤͦͣͯ 
͙͔ͤͭͪͺ͔͚ͫͯ ͪͦ͡Έ backup-͙͔ͤͭͪͺ͔͚ͫ͊ ͍  flex-link ͨ ͔͊ͪ. 

no flex-link backup { 
gigabitethernet gi_port | 
fastethernet fa_port | port-
channel port-channel} 

ˤ·͟͡Ό;͔͊ͭ flex-link ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ ͯ͒͊͡Ύ͔ͭ ͦͤ͟ͺ͙͎͙ͯͪͪͯπ
͔ͣ·͚ ͙ ͔ͤͭͪͺ͔͚ͫ ͙͘ flex-link ͨ ͊ͪ·. 

flex-link preemption mode 
[forced | bandwidth| off]  

-/off  

˭͔͊͒͊ͭ ͔͚͍͙͔͒ͫͭ ͙ͨͪ ͨͦ͒ͤΎ͙͙ͭ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͯ;͍͊ͫͭͯΌ΅͔͎ͦ 
͍ͦ ŦƭŜȄ-link:  
- forced τ ͔ ͙ͫ͡ ͨͦ͒ͤΎ͍΄͙͚ͫΎ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ͊ͫͭͪͦͤ ͊͟͟ 
ƳŀǎǘŜǊΣ ͭͦ ͦͤ ͔ͫͭ͊ͤͭ ͙͍͊ͭͤ͟·ͣ ͙͔ͤͭͪͺ͔͚ͫͦͣ; 
- bandwidth τ ͨ ͙ͪ ͨͦ͒ͤΎ͙͙ͭ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͍͊ͭͤ͟·ͣ ͔ͫͭ͊ͤͭ 
͙͔ͤͭͪͺ͔͚ͫ ͫ ͋ͦ͡Έ΄͔͚ ͚ͨͪͦͨͯͫͤͦ͟ ͫͨͦͫͦ͋ͤͦͫͭΈΌΤ 
- off τ ͨ ͦ͒ͤΎ͍΄͙͚ͫΎ ͙͔ͤͭͪͺ͔͚ͫ ͔ͦͫͭ͊ͤͭͫΎ ͍ ͙͍͊͋ͦͪͦ͊ͤ͘͟͡π
ͤͦͣ ͫͦͫͭͦΎ͙͙ͤΦ 

no flex-link preemption 
mode 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

flex-link preemption delay 
delay 

delay: (1..300)/35 

˭͔͊͒͊ͭ ͍͔ͪͣΎ ͦͭ ͔͔ͨͪͻͦ͒ ͊ͦ ͭ͟͡Ό;͔͎ͤͤͦͦ ͨͦͪͭ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ 
ζǳǇηΣ ͨͦ ͨͪͦ΄͔͍͙ͫͭ ͙͟ ͎ͦͭͦͪͦͦ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔͚͍͙͔͒ͫͭΣ ͯͫͭ͊π
͍͔͔ͤͦͤͤͦ͡ ͚ͦͣ͊ͤ͒ͦ͟ flex-link preemption mode. 

no flex-link preemption de-
lay 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.94 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show interfaces flex-link 
[detailed] { gigabitethernet 
gi_port |  fastethernet 
fa_port | port-channel 
port-channel} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

port_ hͫannel: (1..8) 
 

˽ͦ͊͘͟·͍͔͊ͭ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙Ό ͅ ͯͤ͟ͼ͙͙ flex-link. 

5.16.7 ˽ ͪͦͭͦͦ͟͡ EAPS 

˽ͪͦͭͦͦ͟͡ 9!t{ ό9ǘƘŜǊƴŜǘ !ǳǘƻƳŀǘƛŎ tǊƻǘŜŎǘƛƻƴ Switching) ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͍ͨͦ·΄͔͙ͤΎ 
͚ͯͫͭͦ;͙͍͙ͦͫͭ ͙ ͔͙ͤ͊͒͗ͤͦͫͭ ͔͙ͫͭ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ, ͙ ͔ͣΌ΅͔͚ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΣ ͊͘ ͫ;͔ͭ ͙͔͙ͫͤ͗ͤΎ 
͍͔͔͙ͪͣͤ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔͙ͫͭ ͍ ͫͯ͡;͔͊ ͍͙͙͊͊ͪΦ ˤ͔ͪͣΎ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔ͤ ͔͍ͨͪ·΄͔͊ͭ м ͔ͫͯͤ͒͟·Σ ;ͭͦ 
ͫͯ΅͔͍͔ͫͭͤͤͦ ͔ͣͤΈ΄͔ ͍͔͔͙ͪͣͤ ͔͔͚͙ͨͪͫͭͪͦ͟ ͔͙ͫͭ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍ͨͪͦͭͦͦͦ͟͡ ͔͔͚͍ͫͣͫͭ͊ spanning 
tree.  

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.95 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

eaps 
τ 

˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ 9!t{Φ 

no eaps ˭͔͊ͨͪ΅͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ 9!t{Φ 

eaps fail-timer seconds 
seconds: (1..10)/3 ͫ ͔͟ 

˭͔͊͒͊ͭ ͍͔ͪͣΎ ͍͙ͦͭͫͯͭͫͭΎ ͔͍ͭͫͭͦ·ͻ ͔͍ͨ͊ͭͦ͟Σ ͨͦ ͙͔ͫͭ;͔͙͙ͤ 
͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͊͘ͺ͙͙͍ͫͪͦ͊ͤ͊͟ ͍͙͊͊ͪΎ ͦ͟͡Έͼ͊Φ 

no eaps fail-timer ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͚͔ͭ͊ͣͪ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

eaps hello-timer seconds 
seconds: (1..10)/1 ͫ ͔͟ 

͚͔́͊ͣͪ ͔͙͙ͨͪͦ͒;͙ͤͦͫͭ ͍͙ͦͭͨͪ͊͟ ƘŜƭƭƻ-͔͍ͨ͊ͭͦ͟Φ 

no eaps hello-timer ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͚͔ͭ͊ͣͪ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

eaps domain domain_id 

domain_id: (0..63) 

˿͙͔ͦ͒͊ͤ͘ 9!t{-͔͎͙ͪͦͤ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ domain_id ͙  
͔͔ͨͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͎͙ͪͦͤ͊Φ 

no eaps domain domain_id ͔͙͔̂͒͊ͤ͡ 9!t{-͔͎͙ͪͦͤ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ domain_id. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͒ ͔ͦͣͤ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console (config - eaps - domain)#  

͙́͊͋͡ͼ͊ 5.96 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 9!t{ ͔͒ͦͣͤ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

control-vlan vlan_id 

vlan_id: (1..4093) 

ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!bΣ ͙ͫͨͦ͡Έ͔͚ͯͣͦ͘ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 9!t{Φ 
˴͔ͪͦͣ ͎ͭͦͦΣ ͔ͫ͒ͯ͡Ό΅͙͚ ͨͦ ͨͦͪΎ͒ͯ͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b 
͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͍͙ͭͦͪ;ͤ·͙ͣ ͦ͟͡Έͼ͙͊ͣΦ 
͍̂ͨͪ͊͡ΎΌ΅͊Ύ ±[!b 9!t{ ͔ͤ ͒ͦ͗ͤ͊͡ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͒͡Ύ 
͔͔ͨͪ͒͊;͙ ͡Ό͎͋ͦͦ ͙͎ͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

no control-vlan ˻͔ͭͣͤ͊ ͤ͊ͤ͊͘;͔͙ͤΎ ±[!b 
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ring ring_id 

ring_id: (0..15) 

˿͙͔ͦ͒͊ͤ͘ ͦ͟͡Έͼ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ ring_id ͙  ͔͔ͨͪͻͦ͒ ͍ 
͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ͟͡Έͼ͊Φ 

no ring ring_id ͔͙͔̂͒͊ͤ͡ ͦ͟͡Έͼ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ ring_id. 

set ring ring_id  
{enable | disable} 

ring_id: (0..15) 
˾͔͊ͪ͘΄͔͙͔ͤ ͙͙͡ ͔͊ͨͪͭ͘ ͪ͊͋ͦͭ· ͦ͟͡Έͼ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ 
ring_id. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͟ ͦ͡Έͼ͊  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console (config - eaps - domain - ring )#  

͙́͊͋͡ͼ͊ 5.97 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 9!t{ ͦ͟͡Έͼ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

primary-port  
{gigabitethernet gi_port |  
fastethernet fa_port | port-
channel group } 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

ˤ·͋ͦͪ ͨ ͔͍͙ͪ;͎ͤͦͦ ͨ ͦͪͭ͊ ͟ ͦͣͣͯͭ͊ͭͦͪ͊, ͍ ͟͡Ό;͔͎ͤͤͦͦ ͍  
ͦ͟͡Έͼͦ. 

secondary-port {giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group } 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

ˤ·͋ͦͪ ͍͙ͭͦͪ;͎ͤͦͦ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͍͟͡Ό;͔͎ͤͤͦͦ ͍ 
ͦ͟͡ΈͼͦΦ 

role {master | transit}  
level level-id 

level-id: (0..1) 
ˤ·͋ͦͪ ͪ ͙ͦ͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ ͔͔͒ͦͣͤ ͙ 
ͦ͟͡Έͼ͔Φ  
ˤͦͣͦ͗ͤ͘·͔ ͙ͪͦ͡Υ 
- master τ ͯ ͚͍ͫͭͪͦͫͭͦ Ύ͍͡Ύ͔ͭͫΎ ͍͔͒ͯ΅͙ͣ ͯͦͣ͘͡Τ 
- transit τ ͯ ͚͍ͫͭͪͦͫͭͦ Ύ͍͡Ύ͔ͭͫΎ ͙ͭͪ͊ͤͭͤ͘·ͣ ͯͦͣ͘͡Τ 
- edge τ ͫ ͔ͣ͗ͤ·͚ ͔ͯ͘͡Σ ͙͔ͨͪͤ͊͒͗͊͡΅͙͚ ͍ͦͫͤͦͤͦͣͯ ͙ ͍ͭͦπ
͙ͪ;ͤͦͣͯ ͦ͟͡Έͼ͊ͣΤ 
- sub-edge τ ͍ ͎͔ͫͨͦͣͦ͊ͭ͡Έͤ·͚ ͔ͫͣ͗ͤ·͚ ͔ͯ͘͡Σ ͙͔ͨͪͤ͊͒͡π
͗͊΅͙͚ ͍ͦͫͤͦͤͦͣͯ ͙ ͍͙ͭͦͪ;ͤͦͣͯ ͦ͟͡Έͼ͊ͣΦ 

role {edge | sub-edge} 

τ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.98 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show eaps [domain do-
main-id  [ring ring-id ] ] 

domain-id: (0..63); 
ring-id: (0..15) 

˭͊ͨͪͦͫ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͫͦͫͭͦΎ͙͙ͤ ͔͍͒ͦͣͤͦ ͙ ͔ͦ͟͡ͼ 9!t{. 

5.16.8 ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ G.8032v2 (ERPS) 

˽ͪͦͭͦͦ͟͡ ERPS ( Ethernet Ring Protection Switching) ͨ ͔ͪ͒ͤ͊ͤ͊͘;͔ͤ ͒ ͡Ύ ͨ ͍ͦ·΄͔͙ͤΎ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͙ 
͔͙ͤ͊͒͗ͤͦͫͭ ͔͙ͫͭ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΣ ͙͔ͣΌ΅͔͚ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΣ ͊͘ ͫ;͔ͭ ͙͔͙ͫͤ͗ͤΎ ͍͔͔͙ͪͣͤ 
͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔͙ͫͭ ͍ ͫͯ͡;͔͊ ͍͙͙͊͊ͪΦ ˤ͔ͪͣΎ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͔ͤ ͔͍ͨͪ·΄͔͊ͭ м ͔ͫͯͤ͒͟·Σ ;ͭͦ 
ͫͯ΅͔͍͔ͫͭͤͤͦ ͔ͣͤΈ΄͔ ͍͔͔͙ͪͣͤ ͔͔͚͙ͨͪͫͭͪͦ͟ ͔͙ͫͭ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͍ͨͪͦͭͦͦͦ͟͡ ͔͔͚͍ͫͣͫͭ͊ ǎǇŀƴƴƛƴƎ 
tree.  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ: 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.99 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

erps 
τ 

˾͔͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ 9wt{Φ 

no erps ˭͔͊ͨͪ΅͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ ERPS. 

erps vlan vlan_id 

vlan_id: (1..4094) 

˿͙͔ͦ͒͊ͤ͘ 9wt{-ͦ͟͡Έͼ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ w-APS VLANΣ ͨͦ 
͚ͦͭͦͪͦ͟ ͔͋ͯ͒ͭ ͔͔͍ͨͪ͒͊͊ͭΈͫΎ ͔ͫͯ͗͋ͤ͊͡Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ ͙ ͔ͨπ
͔ͪͻͦ͒ ͍  ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ͟͡Έͼ͊Φ 

no erps vlan vlan_id ͔͙͔̂͒͊ͤ͡ 9wt{-ͦ͟͡Έͼ͊ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ vlan_id. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ͟͡Έͼ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ͟͡Έͼ͊: 

console ( config - erps )#  

͙́͊͋͡ͼ͊ 5.100 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ERPS ͟ ͦ͡Έͼ͊ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

protected vlan add 
vlan_range 

vlan_range: (2..4094, all) 
˨͍ͦ͋͊͡Ύ͔ͭ ͙͒͊ͨ͊ͦͤ͘ VLAN ͍  ͙ͫͨͫͦ͟ ͊͘΅͙΅͔ͤͤ·ͻ VLAN. 

protected vlan remove 
vlan_range 

vlan_range: (2..4094, all) 
̂͒͊͡Ύ͔ͭ ͙͒͊ͨ͊ͦͤ͘ ±[!b ͙͘ ͙ͫͨͫ͊͟ ͊͘΅͙΅͔ͤͤ·ͻ ±[!b. 

port {west |  east} {giga-
bitethernet gi_port | 
fastethernet fa_port | 
port-channel group } 

fa_port: (1..3/0/1..24); 
gi_port: (1..3/0/1..28); 

group: (1..16). 

ˤ·͋ͦͪ ǿŜǎǘόŜŀǎǘύ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͍͟͡Ό;͔͎ͤͤͦͦ ͍ 
ͦ͟͡Έͼͦ. 

no port {west |  east} 
τ 

͔͙͔̂͒͊ͤ͡ ǿŜǎǘόŜŀǎǘύ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͍͟͡Ό;͔͎ͤͤͦͦ ͍ 
ͦ͟͡ΈͼͦΦ 

rpl {west | east} {owner | 
neighbor} 

-/no rpl 

ˤ·͋ͦͪ wt[ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͔͎ͦ ͙ͪͦ͡: 
- west τ RPL-ͨͦͪͭͦͣ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤ ǿŜǎǘ ͨͦͪͭΤ 
- east τ RPL-ͨͦͪͭͦͣ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤ eaǎǘ ͨͦͪͭΤ 
- owner τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͔͋ͯ͒ͭ Ύ͍͡ΎͭΈͫΎ ͍͔͊͒͡͡Έͼ͔ͣ wt[-
ͨͦͪͭ͊Τ 
- neighbor τ ͟ ͦͣͣͯͭ͊ͭͦͪ ͔͋ͯ͒ͭ Ύ͍͡ΎͭΈͫΎ ͔ͫͦͫ͒ͦͣ ͍͊͡π
͔͒͡Έͼ͊ wt[-ͨͦͪͭ͊Φ 

no rpl ͔͙͔̂͒͊ͤ͡ wt[ ͨͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

level level 
level: (0..7)/1 

˹͚͊ͫͭͪͦ͊͟ ͍ͯͪͦͤΎ w-!t{ ͫͦͦ͋΅͔͙͚ͤΦ ˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͒͡Ύ ͨͪͦπ
ͻ͔͙ͦ͗͒ͤΎ ͫͦͦ͋΅͔͙͚ͤ ;͔͔ͪ͘ /Ca a9tΦ 

no level ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ring enable 
τ 

ˤ͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͙͍͙ͦͤͪͦ͊ͤΎ ͦ͟͡Έͼ͊Φ 

no ring enable ˤ·͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͙͍͙ͦͤͪͦ͊ͤΎ ͦ͟͡Έͼ͊Φ 

version version 

version: (1..2)/2 

ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͍͔͙͙ͫͦͣͫͭͣͦͫͭ ͫ ͎͙͙͒ͪͯͣ ͍͔͙ͪͫΎ͙ͣ ͨͪͦͭͦπ
ͦ͊͟͡ DΦулонΦ 

no version ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

revertive 
-/revertive 

ˤ·͋ͦͪ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͦ͟͡Έͼ͊Φ 

no revertive ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

sub-ring vlan vlan_id 
ώǘŎπǇǊƻǇƻƎŀǘƛƻƴϐ 

vlan_id: (1..4094) 

͙͔̂͊͊ͤ͘͟ ͨͦ͒ͦ͟͡Έͼ͊ ͒͡Ύ ͎͒͊ͤͤͦͦ ͦ͟͡Έͼ͊Φ 
- tc-propogation τ ͍ ͟͡Ό;͔͊ͭ ͔͙͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤ ¢/ ͍ ͨͦ͒π
ͦ͟͡Έͼ͔Φ 

no sub-ring vlan ͔͙͔̂͒͊ͤ͡ ͨͦ͒ͦ͟͡Έͼ͊Φ 

timer guard value 
value: (10..2000) ͣ Σͫ ͪ͊ͭ͟π

͔ͤͦ млκрлл ͣͫ 

͍̂ͫͭ͊ͤͦ͊͟ ͚͔ͭ͊ͣͪ͊ ͙͋ͦͪͯ͟͡Ό΅͔͎ͦ ͔͍ͯͫͭ͊ͪ΄͙͔ w-!t{ ͫͦͦ͋π
΅͔͙ͤΎΦ 

no timer guard  ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

timer holdoff value 

ǾŀƭǳŜΥ όлΦΦмллллύ ͣͫΣ ͪ͊ͭ͟π
͔ͤͦ млл ͫ ͭͦ;ͤͦͫͭΈΌ р 

ͣͫκл ͣͫ 

͍̂ͫͭ͊ͤͦ͊͟ ͚͔ͭ͊ͣͪ͊ ͔͙͊͒ͪ͗͘͟ ͔ͪ͊͟ͼ͙͙ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ ͙͘π
͔͙͍ͣͤ΄͔͔ͫΎ ͫͦͫͭͦΎ͙͔ͤΦ ˤ͔ͣͫͭͦ ͔ͪ͊͟ͼ͙͙ ͤ͊ ͫͦ͋·͙͔ͭ ͍͟͡Όπ
;͔͊ͭͫΎ ͚͔ͭ͊ͣͪΣ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͪ͊ͨͦͪπ
͔ͭͯͭ ͦ ͍͔ͫͦͣ ͫͦͫͭͦΎ͙͙ͤΦ ˽͔ͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͔ͯͣͤΈ΄͔͙ͤΎ 
ͺͯ͒͊͡ ͔͍ͨ͊ͭͦ͟ ͙ͨͪ ͺ͙͎͔͊ͨͤ͡ ͍ͨͦͪͭͦΦ 

no timer holdoff ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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timer wtr value 

ǾŀƭǳŜΥ όмΦΦмнύ ͙ͣͤκр ͙ͣͤ 

͍̂ͫͭ͊ͤͦ͊͟ ͚͔ͭ͊ͣͪ͊Σ ͦͭͦͪ͟·͚ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͤ͊ wt[ hǿƴŜǊ 
͔ͦͣͣͯͭ͊ͭͦͪ͟ ͍ ǊŜǾŜǊǘƛǾŜ ͔͙͔ͪ͗ͣΦ ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔ͨͪ͒ͦͭπ
͍ͪ͊΅͔͙ͤΎ ;͊ͫͭ·ͻ ͊͘΅͙ͭͤ·ͻ ͔͔ͨͪ͟͡Ό;͔͙͚ͤ ͙͘-͊͘ ͙͎͍ͫͤ͊ͦ͡ ͦ 
͔͙͍ͤͫͨͪ͊ͤͦͫͭΎͻΦ 

no timer wtr  ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

switch forced {west | east} 

-/no 

͙͔̅ͦͪͫͪͯͭ ͊ͨͯͫ͘͟ ͊͘΅͙͎ͭͤͦͦ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͦ͟͡Έͼ͊Σ ͙ͨͪ 
Ήͭͦͣ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͯ͊͊ͤͤ͘͟·͚ ͨͦͪͭΦ 

no switch forced ˻͔ͭͣͤ͊ ͺ͙͍͙ͦͪͫͪͦ͊ͤΎ ͔͔ͨͪ͟͡Ό;͔͙ͤΎ ͦ͟͡Έͼ͊Φ 

switch manual {west | east} 

-/no 

˾ͯ;͔ͤͦ ͙͍͙͔͋ͦͪͦ͊ͤ͟͡ ͎ͯ͊͊ͤͤͦͦ͘͟ ǿŜǎǘόŜŀǎǘύ ͨͦͪͭ͊ ͙ ͪ͊͘π
͙͍͙͔͋ͦͪͦ͊ͤ͟͡ ŜŀǎǘόǿŜǎǘύΦ 

no switch manual ˻͔ͭͣͤ͊ ͪͯ;͚ͤͦ ͙͍͙͋ͦͪͦ͟͟͡Φ 

abort 
τ 

˻͙ͭ͊ͭͭ͟Έ ͙͔͔͙ͣͤͤ͘ΎΣ ͍͔͔ͤͫͤͤ·͔ ͫ ͔ͣͦͣͤͭ͊ ͍ͻͦ͒͊ ͍ ͔͙ͪ͗ͣ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͦ͟͡Έͼ͊ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.101 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show erps [vlan vlan_id]   
vlan_id: (1..4094) 

˭͊ͨͪͦͫ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ͋ ͦ͋΅͔ͣ ͫͦͫͭͦΎ͙͙ͤ ŜǊǇǎ ͙ ͙͡ ͫͦͫͭͦΎπ
͙͙ͤ ͎ͯ͊͊ͤͤͦͦ͘͟ ͦ͟͡Έͼ͊. 

5.16.9  ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ [[5t  

˻͍͚ͫͤͦͤͦ ͺͯͤ͟ͼ͙͔͚ ͨͪͦͭͦͦ͊͟͡ Link Layer Discovery Protocol (LLDPύ Ύ͍͡Ύ͔ͭͫΎ ͔ͦ͋ͣͤ ͔ͣ͗͒ͯ 
͔͔͍ͫͭ·͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͦ ͍͔ͫͦͣ ͫͦͫͭͦΎ͙͙ͤ ͙ ͻ͔͙͙͊ͪ͊ͭͪͫͭ͊͟͟ͻΦ ˮͤͺͦͪͣ͊ͼ͙ΎΣ ͫͦ͋ͪ͊ͤͤ͊Ύ ͔͍ͨͦͫͪ͒ͫͭͦͣ 
ͨͪͦͭͦͦ͊͟͡ [[5tΣ ͙͍͔ͤ͊͊ͨ͊ͭͫ͟͡Ύ ͍ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͙  ͔ͣͦ͗ͭ ͋·ͭΈ ͊ͨͪͦ͘΄͔ͤ͊ ͍ͯͨͪ͊͡ΎΌ΅͙ͣ ͦͣͨ͟ΈΌ͔ͭͪͦͣ ͨͦ 
ͨͪͦͭͦͦͯ͟͡ {batΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͚ͫͦ͋ͪ͊ͤͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙Σ ͤ͊ ͍ͯͨͪ͊͡ΎΌ΅͔ͣ 
ͦͣͨ͟ΈΌ͔͔ͭͪ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͙͍ͫͣͦ͒ͪͦ͊ͤ͊͡ ͎͙ͭͦͨͦͦ͡Ύ ͔͙ͫͭΦ 

˴ͦͣͣͯͭ͊ͭͦͪ· ͒ͦͫͭͯͨ͊ ͔͙͙ͫͪ MES ͔͙͍ͨͦ͒͒ͪ͗͊Ό ͔͔ͭͨͪ͒͊;ͯ ͊͟͟ ͫͭ͊ͤ͒͊ͪͭͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͭ͊͟ ͙ 
ͦͨͼ͙ͦͤ͊͡Έͤ·ͻΣ ͙ͭ͊͟ͻ ͊͟͟Υ 

ï ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊ ͙  ͔͎ͦ ͙͙͔ͦͨͫ͊ͤ;  
ï ͙ͣΎ ͨͦͪͭ͊ ͙  ͔͎ͦ ͙͙͔ͦͨͫ͊ͤ;   
ï ͙ͤͺͦͪͣ͊ͼ͙Ύ ͦ ˸ˢ˿κPHY; 
ï ͙ ͭΦ͒Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.102 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

lldp run 
-/͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ [[5tΦ 

no lldp run ˭͔͊ͨͪ΅͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ [[5tΦ 

lldp timer seconds 

seconds: (5..32768)κол ͔ͫ͟ 

˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͊͟͟ ;͊ͫͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͍ͦͭͨͪ͊͡ΎͭΈ ͍ͦ͋ͤͦπ
͔͙͔ͤ͡ ͙ͤͺͦͪͣ͊ͼ͙͙ [[5tΦ 

no lldp timer ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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lldp hold-multiplier 
number 

number: (2..10)/4 

˭͔͊͒͊ͭ ͍͔͙͡;͙ͤͯ ͍͔͔͙ͪͣͤ ͒͡Ύ ͙͙ͨͪͤͣ͊Ό΅͔͎ͦ ͚͍ͯͫͭͪͦͫͭ͊Σ ͍ 
͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͤͯ͗ͤͦ ͔͙͍ͯ͒ͪ͗͊ͭΈ ͙͙͔ͨͪͤͣ͊ͣ·͔ ͨ ͔͊ͭ͟· 
[[5t ͔͔ͨͪ͒ ͙ͻ ͫ͋ͪͦͫͦͣΦ 
˨͊ͤͤ͊Ύ ͍͔͙͡;͙ͤ͊ ͔͔͔ͨͪ͒͊ͭͫΎ ͤ͊ ͙͙͔ͨͪͤͣ͊ͣͯΌ ͫͭͦͪͦͤͯ ͍ 
[[5t ǳǇŘŀǘŜ ͔ͨ͊ͭ͊͟ͻ ό͔ͨ͊ͭ͊͟ͻ ͍͔͙ͦ͋ͤͦͤ͡ΎύΣ Ύ͍͡Ύ͔ͭͫΎ ͪ͊ͭ͟π
ͤͦͫͭΈΌ ͒͡Ύ ͚͔ͭ͊ͣͪ͊ [[5t όƭƭŘǇ ǘƛƳŜǊύΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ 
͍͔ͪͣΎ ͙͙͗ͤ͘ [[5t ͔͍ͨ͊ͭͦ͟ ͪ͊ͫͫ;͙ͭ·͍͔͊ͭͫΎ ͨͦ ͺ͔ͦͪͣͯ͡ ¢¢[ 
= min(65535, LLDP-Timer * LLDP-HoldMultiplier) 

no lldp hold-multiplier  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp reinit seconds 

seconds: (1..10)κн ͔ͫ͟ 

˸͙͙ͤͣ͊͡Έ͔ͤͦ ͍͔ͪͣΎΣ ͔ͦͭͦͪͦ͟ [[5t-ͨͦͪͭ ͔͋ͯ͒ͭ ͙ͦ͗͒͊ͭΈ ͔ͨπ
͔ͪ͒ ͍͚ͨͦͭͦͪͤͦ ͙͙ͤͼ͙͙͊͊͘͡ͼ͙͔͚ [[5tΦ   

no lldp reinit ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp tx-delay seconds 

seconds: (1..8192)κн ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͊͒ͪ͗ͯ͘͟ ͔ͣ͗͒ͯ ͔ͨͦͫ͒ͯ͡Ό΅͙͙ͣ ͔͔ͨͪ͒͊π
;͙͊ͣ ͔͍ͨ͊ͭͦ͟ [[5t, ͙ ͙ͤͼ͙͙͍ͪͦ͊ͤͤ·͙ͣ ͙͔͔͙ͣͤͤ͘Ύ͙ͣ ͤ͊͘π
;͔͙͚ͤ ͙͙͡ ͫͭ͊ͭͯͫ͊ ͍ ͦ͊͟͡͡Έͤ·ͻ ͋͊͊͘ͻ ͒͊ͤͤ·ͻ aL. [[5tΦ 

˾͔͔͔ͦͣͤ͒ͯͭͫ͟ΎΣ ;ͭͦ͋· ͒͊ͤͤ͊Ύ ͔͊͒ͪ͗͊͘͟ ͋·͊͡ 
͔ͣͤΈ΄͔, ;͔ͣ ͤ͊͘;͔͙͔ͤ лΦнрϝ [[5t-Timer. 

no lldp tx-delay ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp lldpdu {filtering | 
flooding} 

-/ filtering 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ ͔͍ͨ͊ͭͦ͟ [[5t, ͟ ͎ͦ͒͊ ͨ ͪͦͭͦπ
ͦ͟͡ LLDP ͍ ·͟͡Ό;͔ͤ ͤ ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Υ 
- filtering τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ LLDP-͔ͨ͊ͭ͟· ͺ͙͡ΈͭͪͯΌͭͫΎΣ ͔͙ͫ͡ 
ͨͪͦͭͦͦ͟͡ [[5t ͍·͟͡Ό;͔ͤ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟; 
- flooding τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ [[5t-͔ͨ͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎΣ ͔͙ͫ͡ 
ͨͪͦͭͦͦ͟͡ [[5t ͍·͟͡Ό;͔ͤ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

no lldp lldpdu ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med fast-start repeat-
count number 

number: (1..10)/3 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ;͙ͫͦ͡ ͍͔͙͚ͨͦͭͦͪͤ t5¦ [[5t ͒͡Ύ ͋·͎ͫͭͪͦͦ 
͊ͨͯͫ͊͘͟Σ ͔͔ͦͨͪ͒͡Ύ͔͎ͣͦͦ ͔͍ͨͦͫͪ͒ͫͭͦͣ [[5t-MED. 

no lldp med fast-start re-
peat-count 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med network-policy  
number application  
[vlan vlan_id]  
[vlan-type {tagged | un-
tagged}] [up priority]  
[dscp dscp_value] 

number: (1..32); 
application: (voice, 

voice-signaling, 
guest-voice, 

guest-voice-signaling, 
softphone-voice, 

video-conferencing, 
streaming-video, 
video-signaling); 

vlan_id:  (0..4094); 
priority: (0..7); 

dscp_value: (0..63) 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͔ͨ͊ͪ͊ͣͭͪ͊ ƴŜǘǿƻǊƪ-ǇƻƭƛŎȅ ό͔͔ͫͭπ
͍͊Ύ ͙͙ͨͦͭ͊͟͡ ͚͍ͯͫͭͪͦͫͭ͊ύΦ ˨͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ Ύ͍͡Ύ͔ͭͫΎ ͦͨπ
ͼ͙ͦͤ͊͡Έͤ·ͣ ͒͡Ύ ͪ͊ͫ΄͙͔͙ͪͤΎ ͨͪͦͭͦͦ͊͟͡ [[5t a95Φ 
- number τ ͨ ͦͪΎ͍͒ͦ͟·͚ ͔ͤͦͣͪ ͨ ͍͙ͪ͊͊͡ ƴŜǘǿƻǊƪ ǇƻƭƛŎȅ; 
- application τ ͎ ͍͊ͤ͊͡Ύ ͺͯͤ͟ͼ͙ΎΣ ͔͔͔ͦͨͪ͒ͤͤ͊͡Ύ ͒͡Ύ ͒͊ͤπ
͎ͤͦͦ ͍͙ͨͪ͊͊͡ ƴŜǘǿƻǊƪ ǇƻƭƛŎȅΦ ˮͫͨͦ͡Έ͔ͯͣ͘·͔ ͙ ͔ͣͤ͊: voice, 
voice-signaling, guest-voice, guest-voice-signaling, softphone-
voice, video-conferencing, streaming-video, video-signaling. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b ͒͡Ύ ͎͒͊ͤͤͦͦ ͍͙ͨͪ͊͊͡Τ 
- tagged/untagged τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͔͎͙͍͚ͭͪͦ͊ͤͤͦ ͙͙͡ ͔͔͎͙ͤͭπ
͍͚ͪͦ͊ͤͤͦ ͔͋ͯ͒ͭ ±[!bΣ ͙ͫͨͦ͡Έ͔ͯͣ͊͘Ύ ͒͊ͤͤ·ͣ ͍͙ͨͪ͊ͦͣ͡Φ  
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͎͒͊ͤͤͦͦ ͍͙ͨͪ͊͊͡ ό͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͤ͊ 
͍ͭͦͪͦͣ ͍͔ͯͪͦͤ ͔͙ͣͦ͒͡ h{Lύ; 
- dscp_value τ ͘ ͤ͊;͔͙͔ͤ 5{/tΣ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͒͊ͤͤ·ͣ ͨͪ͊π
͍͙ͦͣ͡. 

no lldp med network-pol-
icy number 

̂͒͊͡Ύ͔ͭ ͔ͫͦ͒͊ͤͤͦ͘ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͔ͨ͊ͪ͊ͣͭͪ͊ ƴŜǘǿƻǊƪ-policy. 

lldp notifications interval 
seconds 

seconds: (5..3600)/5 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͯ ͍͔͒ͦͣπ
͔͙͚ͤ͡ [[5tΦ 
- seconds τ ͨ ͔͙ͪͦ͒ ͍͔͔͙ͪͣͤΣ ͍ ͔ͭ;͔͙ͤ ͔͟ ͎ͦͭͦͪͦͦ ͚ͯͫͭͪͦπ
͍ͫͭͦ ͔ͣͦ͗ͭ ͍͙ͦͭͨͪ͊ͭΈ ͔ͤ ͔͔͋ͦ͡ ͎ͦ͒ͤͦͦ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΦ 

no lldp notifications inter-
val 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫͦ ͍Ethernet: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.103 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ ͊Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

lldp transmit 

-/͔ͪ͊ͪ͘΄͔ͤͦ ͙ͫͨͦ͡Έπ
͍͙͔ͦ͊ͤ͘ ͍ ͙ͦ͋ͦͻ 
͍͔͙ͤ͊ͨͪ͊ͤ͡ΎͻΦ 

˾͔͊ͪ͘΄͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ ͙͔ͤͭͪπ
ͺ͔͚͔ͫΦ 

no lldp transmit ˭͔͊ͨͪ΅͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ ͙͔ͤͭͪπ
ͺ͔͚͔ͫΦ 

lldp receive ˾͔͊ͪ͘΄͔͊ͭ ͙͔ͨͪͣ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no lldp receive ˭͔͊ͨͪ΅͔͊ͭ ͙͔ͨͪͣ ͔͍ͨ͊ͭͦ͟ ͨͦ ͨͪͦͭͦͦͯ͟͡ [[5t ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

lldp optional-tlvtlv_list tlv_list: (port-desc, sys-
name, sys-desc, sys-
cap, 802.3-mac-phy, 

802.3-lag, 802.3-max-
frame-size)/ ͦͨͼ͙ͦπ
ͤ͊͡Έͤ·͔ TLV ͤ  ͔͍ ͟͡Όπ
;͔ͤ· ͍  ͨ ͔͊ͭ͟ 

˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͙͔͊͟͟ ͦͨͼ͙ͦͤ͊͡Έͤ·͔ ¢[±-ͨͦ͡Ύ ό¢ȅǇŜΣ [ŜƴƎǘƘΣ 
±ŀƭǳŜύ ͋ͯ͒ͯͭ ͍͟͡Ό;͔ͤ· ͚͍ͯͫͭͪͦͫͭͦͣ ͍ ͔͔͍͔ͨͪ͒͊͊ͣ·͚ [[5t-
͔ͨ͊ͭ͟Φ 
ˤ ͦͣ͊ͤ͒ͯ͟ ͣͦ͗ͤͦ ͍͟͡Ό;͙ͭΈ ͦͭ ͎ͦ͒ͤͦͦ ͒ͦ ͨΎ͙ͭ ͦͨͼ͙ͦͤ͊͡Έπ
ͤ·ͻ ¢[±Υ ǇƻǊǘ-desc, sys-name, sys-desc, sys-cap, 802.3-mac-phy, 
802.3-lag, 802.3-max-frame-size. 

no lldp optional-tlv ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp optional-tlv 802.1 {pvid 
[enable| disable] |  
ppvid {add| remove} ppvid | 
vlan-name {add| remove} 
vlan_id} 

ppvid: (0-4094); 
vlan_id: (1-4094)/  ͦ ͨπ
ͼ͙ͦͤ͊͡Έͤ·͔ TLV ͤ ͔ 
͍͟͡Ό;͔ͤ· 

˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͙͔͊͟͟ ͦͨͼ͙ͦͤ͊͡Έͤ·͔ ¢[±-ͨͦ͡Ύ ͋ͯ͒ͯͭ ͍͟͡Ό;͔ͤ· 
͚͍ͯͫͭͪͦͫͭͦͣ ͍ ͔͔͍͔ͨͪ͒͊͊ͣ·͚ [[5t-͔ͨ͊ͭ͟Υ 
- pvid τ t±L5 ͙͔ͤͭͪͺ͔͚ͫ͊Τ 
- ppvid τ ͒ ͍͙ͦ͋͊ͭΈκ͙ͯ͒͊ͭ͡Έ tt±L5Τ 
- vlan-name τ ͒ ͍͙ͦ͋͊ͭΈκ͙ͯ͒͊ͭ͡Έ ͔ͤͦͣͪ ±[!bΤ 
- protocol τ ͒ ͍͙ͦ͋͊ͭΈκ͙ͯ͒͊ͭ͡Έ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͨͪͦͭͦͦ͟͡Φ lldp optional-tlv 802.1 protocol 

{add| remove} {stp | rstp | 
mstp | pause | 802.1x | lacp | 
gvrp} 

no lldp optional-tlv 802.1 pvid ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp management-address 
{ip_address  | none | auto-
matic  
[gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group|  
vlan vlan_id] } ip_address: (A.B.C.D); 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1 .. 4094)/  
͍ͯͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫ 
͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͍͊ͭͦͣ͊π

͙ͭ;͔͙ͫ͟ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͍ͯͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫΣ ͦ͋ΆΎ͍͔ͤͤ͡·͚ ͤ͊ ͙͔ͤͭͪπ
ͺ͔͚͔ͫΦ 
- ip_address τ ͘ ͔͊͒͊ͭͫΎ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ Lt-͔͊͒ͪͫΤ 
- none τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ ͔͊͒ͪͫ ͔ͤ ͦ͋ΆΎ͍͔ͤ͡Τ 
- automatic τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ ͙͔ͫͫͭͣ͊ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͍·͙͋π
͔ͪ͊ͭ ͍ͯͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫ ͙͘ ͍͔ͫͻ Lt-͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Τ 
- automatic {gigabitethernet|fastethernet|port -channel|vlan} 
τ ͯ ͊͘͟·͍͔͊ͭΣ ;ͭͦ ͙͔ͫͫͭͣ͊ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͍·͙͔͋ͪ͊ͭ ͍ͯͨͪ͊͡Ύπ
Ό΅͙͚ ͔͊͒ͪͫΣ ͙͘ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ͔͍͊͒ͪͫͦ ͎͊͒͊ͤͤͦͦ͘ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊Φ  
˩͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ŜǘƘŜǊƴŜǘ ͙͙͡ ͙͔ͤͭͪͺ͔͚ͫ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ ͙ͨͪπ
͔ͤ͊͒͗͊ͭ͡ ±[!bΣ ͭͦ ͒͊ͤͤ·͚ ͔͊͒ͪͫ ±[!b ͔ͤ ͔͋ͯ͒ͭ ͍͟͡Ό;͔ͤ ͍ 
͙ͫͨͫͦ͟ ͍ͦͣͦ͗ͤ͘·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ ͔͍͊͒ͪͫͦΦ 

ˤ ͫͯ͡;͔͊ ͙ͤ͊͡;͙Ύ ͤ ͔ͫͦ͟͡Έ͙͟ͻ IP-͔͍͊͒ͪͫͦ, ͫ ͙͔ͫͭͣ͊ 
͍·͙͔͋ͪ͊ͭ ͤ͊;͊͡Έͤ·͚ Lt-͔͊͒ͪͫ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ ͙͒ͤ͊π
͙ͣ;͔͙ͫ͟ͻ Lt-͔͍͊͒ͪͫͦΦ ˩͙ͫ͡ ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͔͊͒ͪͫ͊ 
͍ͦͭͫͯͭͫͭͯΌͭΣ ͭͦ ͙͔ͫͫͭͣ͊ ͍·͙͔͋ͪ͊ͭ ͤ͊;͊͡Έͤ·͚ Lt-͊͒π
͔ͪͫ ͙͘ ͙͒͊ͨ͊ͦͤ͊͘ ͍ͦͣͦ͗ͤ͘·ͻ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ Lt-͔͊͒ͪπ
͍ͫͦΦ 

no lldp management-address ̂͒͊͡Ύ͔ͭ ͍ͯͨͪ͊͡ΎΌ΅͙͚ IP-͔͊͒ͪͫΦ 

lldp notification {enable | disa-
ble} 

-/͍ͦͭͨͪ͊͊͟ ͍͔͔ͯ͒ͦͣ͡π
͙͚ͤ LLDP ͘ ͔͊ͨͪ΅͔ͤ͊Φ 

˾͔͊ͪ͘΄͔͊ͭκ͔͊ͨͪ͘΅͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ [[5t ͤ͊ ͙͔ͤͭͪπ
ͺ͔͚͔ͫΦ 
- enable τ ͪ ͔͊ͪ͘΄͔͊ͭΤ 
- disable τ ͘ ͔͊ͨͪ΅͔͊ͭΦ 

no lldp notifications ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med enable[tlv_list] tlv_list: (network-pol-
icy, location, poe-pse, 

inventory)/  
͔͊ͨͪ͘΅͔ͤͦ ͙ͫͨͦ͡Έͦ͘π
͍͙͔͊ͤ ͪ͊ͫ΄͙͔͙ͪͤΎ 
ͨͪͦͭͦͦ͊͟͡ LLDP MED. 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͪ͊ͫ΄͙͔͙ͪͤΎ ͨͪͦͭͦͦ͊͟͡ [[5t a95Φ 
ˤ ͦͣ͊ͤ͒ͯ͟ ͣͦ͗ͤͦ ͍͟͡Ό;͙ͭΈ ͔ͫͨͼ͙͊͡Έͤ·͔ TLV: network-
policy, location, poe-pse, inventory. 

no lldp med enable ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

lldp med network-policy 
{add|remove} number  

number: (1..32) 

˹͊ͤ͊͘;͔͊ͭ ͍͙ͨͪ͊ͦ͡ ƴŜǘǿƻǊƪ-ǇƻƭƛŎȅ ͒͊ͤͤͦͣͯ ͙͔ͤͭͪͺ͔͚ͫͯΦ 
- add τ ͤ ͊ͤ͊͘;͔͊ͭ ͍͙ͨͪ͊ͦ͡; 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡; 
- number τ ͤ ͔ͦͣͪ ͍͙ͨͪ͊͊͡Φ 

no lldp med network-policy 
number 

̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ƴŜǘǿƻǊƪ-ǇƻƭƛŎȅ ͫ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

lldp med network-policy voice 
auto 

-/͍͟͡Ό;͔ͤͦ 
ˤ͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊; ͍ͯ  ͫͦͦ͋΅͔͙ͤΎͻ [[5t-a95 ͔ͨ͊ͪ͊ͣͭͪͦ ͍
voice-vlan  
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no lldp med network-policy 
voice auto 

˭͔͊ͨͪ΅͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͔͍ͨ͊ͪ͊ͣͭͪͦ ǾƻƛŎŜ-Ǿƭŀƴ ͍ LLDP-MED  

lldp med location  
{coordinate coordinate|  
civic-address civic-address-data 
| ecs-elin ecs-elin-data} 

coordinate: 16 ͋ ͚͊ͭ; 
 

civic address: (6..160) 
͚͋͊ͭ; 

 
ecs-elin: (10..25) ͋ ͚͊ͭΦ 

˭͔͊͒͊ͭ ͔͔͙͔ͣͫͭͦͨͦͦ͗ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ [[5t 
όͤ͊͘;͔͙͔ͤ ͔ͨ͊ͪ͊ͣͭͪ͊ ƭƻŎŀǘƛƻƴ ͨͪͦͭͦͦ͊͟͡ [[5t a95ύΦ 
- coordinate τ ͊ ͔͒ͪͫ ͍ ͙͔͔ͫͫͭͣ ͙ͦͦͪ͒ͤ͊ͭ͟Τ 
- civic-address τ ͊ ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤ·͚ ͔͊͒ͪͫ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- ecs-elin τ ͊ ͔͒ͪͫ ͍ ͺ͔ͦͪͣ͊ͭΣ ͔͔͔ͦͨͪ͒ͤͤͦͣ͡ !b{Lκ¢L! млртΦ 

no lldp med location ̂͒͊͡Ύ͔ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͔ͨ͊ͪ͊ͣͭͪ͊ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ ƭƻŎŀǘƛƻƴΦ 

lldp med notification topology-
change {enable | disable} 

τ 

˾͔͊ͪ͘΄͔͊ͭκ͔͊ͨͪ͘΅͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ [[5t a95 ͦ͋ 
͙͔͔͙͙ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡Φ 
- enable τ ͪ ͔͊ͪ͘΄͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡Τ 
- disable τ ͘ ͔͊ͨͪ΅͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡Φ 

no lldp med notifications to-
pology-change 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

 

LLDP-͔ͨ͊ͭ͟·Σ ͙ͨͪͤΎͭ·͔ ;͔͔ͪ͘ ͎ͪͯͨͨͯ ͎͔͎͊ͪ͊ͼ͙͙ ͍͊ͤ͊ͦ͟͡Σ ͙͊ͨͦͣͤ͊͘ΌͭͫΎ ͙͙͍͙ͤ͒͒ͯ͊͡Έͤͦ 
͙ͨͦͪͭ͊ͣ ͎ͪͯͨͨ·Σ ͙ͨͪͤΎ͍΄͙͙ͣ ͫͦͦ͋΅͔͙ͤΎΦ [[5t ͍ͦͭͨͪ͊͡Ύ͔ͭ ͙ͪ͊͘͡;ͤ·͔ ͫͦͦ͋΅͔͙ͤΎ ͤ͊ 
͊͗͒͟·͚ ͨͦͪͭ ͎ͪͯͨͨ·Φ 

 

˾͊͋ͦͭ͊ ͨͪͦͭͦͦ͊͟͡ [[5t ͔ͤ ͍͙͙͊ͫͭ͘ ͦͭ ͫͦͫͭͦΎ͙ͤΎ ͨͪͦͭͦͦ͊͟͡ {¢t ͤ͊ ͨͦͪͭͯΣ ͔ͨ͊ͭ͟· [[5t 
͍ͦͭͨͪ͊͡ΎΌͭͫΎ ͙ ͙͙ͨͪͤͣ͊ΌͭͫΎ ͤ͊ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·ͻ ͨͪͦͭͦͦͦͣ͟͡ {¢t ͨͦͪͭ͊ͻΦ 

˩͙ͫ͡ ͨͦͪͭ ͙͔ͦͤͭͪͦͪͯͭͫ͟͡Ύ ͨͦ улнΦм·Σ ͭͦ [[5t ͔ͪ͊͋ͦͭ͊ͭ ͫ ͨͦͪͭͦͣ ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊Σ ͔͙ͫ͡ 
ͦͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ 
͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.104 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear lldp table 
τ 

˻;͙΅͔͊ͭ ͙ͭ͊͋͡ͼͯ ͔͍͊͒ͪͫͦ ͔ͦ͋ͤ͊ͪͯ͗ͤͤ·ͻ ͔͙ͫͦͫ͒ͤͻ 
͚͍ͯͫͭͪͦͫͭ ͙ ͤ͊;͙͔ͤ͊ͭ ͍ͤͦ·͚ ͼ͙͟͡ ͔ͦ͋ͣͤ͊ ͔͙ͨ͊ͭ͊ͣ͟ ͨͦ ͨͪͦπ
ͭͦͦͯ͟͡ [[5t a95Φ 

show lldp configuration [gi-
gabitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˽ͦ͊͘͟·͍͔͊ͭ [[5t ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍͔ͫͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚π
͍ͫͦ ͯ ͚͍ͫͭͪͦͫͭ͊Σ ͙͋ͦ͡ ͊͒͊ͤͤ͘·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ. 

show lldp med configuration 
[gigabitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͪ͊ͫ΄͙͔͙ͪͤΎ ͨͪͦͭͦͦ͊͟͡ [[5t - 
a95 ͒͡Ύ ͍͔ͫͻ ͺ͙͙͘;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͙͋ͦ͡ ͊͒͊ͤͤ͘·ͻ ͙ͤπ
͔ͭͪͺ͔͚͍ͫͦΦ 

show lldp local  {giga-
bitethernet gi_port |  
fastethernet fa_port} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˽ͦ͊͘͟·͍͔͊ͭ [[5t-͙ͤͺͦͪͣ͊ͼ͙ΌΣ ͦͭͦͪͯ͟Ό ͙͔͊ͤͦͤͫͪͯͭ ͒͊ͤπ
ͤ·͚ ͨͦͪͭΦ 

show lldp local tlvs-overload-
ing 
 [gigabitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˽ͦ͊͘͟·͍͔͊ͭ ͫͭ͊ͭͯͫ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ¢[±ǎ [[5tΦ 

show lldp neighbors  [giga-
bitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͙ͫͦͫ͒ͤͻ ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͤ͊ ͦͭͦ͟π
ͪ·ͻ ͔ͪ͊͋ͦͭ͊ͭ ͨͪͦͭͦͦ͟͡ [[5tΦ 

show lldp statistics [giga-
bitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ [[5tΦ 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͒ ͡Ύ ͨ ͦͪͭ͊ gi 1/0/1 ͫ ͔͒ͯ͡Ό΅͙͔ tlv-ͨͦ͡Ύ: port-description, sytem-name, system-
description. ˨ ͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍͙͒ͦ͋͊ͭΈ ͍ͯͨͪ͊͡ΎΌ΅͙͚ ͔͊͒ͪͫ мфнΦмсуΦмтΦрр 

console# configure  

console(config)#  interface gigabitethernet 1/0/1  

console(config - if)# lldp optional - tlv  port - desc sys - name sys - desc  

console(config - if)# lldp management - address  192.168.17.55  

Á ˽͔ͦͫͣͦͭͪͭΈ ͟ ͦͤͺ͙͎ͯ ͪ͊ͼ͙Ό lldp: 

console #show lldp configuration  

LLDP state: Enabled  

Timer: 30 Seconds  

Hold multiplier: 4  

Reinit delay: 2 Seconds  

Tx delay: 2 Seconds  

Notifications Interval: 5 Seconds  

LLDP packets handling: Filtering  

  Port       State       Optional TLVs          Address       Notifications   

---------  -----------  --------------------  ----- ------------  ---------------   

gi1/0/1    Rx and Tx       PD, SN, SD        192.168.1 7. 55       Disabled     

gi1/0/2    Rx and Tx           SC                None            Disabled     

gi1/0/3    Rx and Tx           SC                None            Disab led     

gi1/0/4    Rx and Tx           SC                None            Disabled     

gi1/0/5    Rx and Tx           SC                None            Disabled     

gi1/0/6    Rx and Tx           SC                None            Disabled     

gi1/0/7    Rx and Tx           SC                None            Disabled     

gi1/0/8    Rx and Tx           SC                None            Disabled     

gi1/0/9    Rx and Tx           SC                None            Disabled     

gi1/0/10   Rx and Tx           SC                None            Disabled     

gi1/0/11   Rx and Tx           SC                None            Disabled     

gi1/0/12   Rx and Tx           SC                None            Disabled     

More: <space>,  Quit: q or CTRL+Z, One line: <return>  

͙́͊͋͡ͼ͊ 5.105 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

Timer ˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͊͟͟ ;͊ͫͭͦ ͚͍ͯͫͭͪͦͫͭͦ ΄͔ͭ͡ [[5t-͍͔͙ͦ͋ͤͦͤ͡Ύ. 

Hold multiplier 
˻͔͔ͨͪ͒͡Ύ͔ͭ ͍͔͙͡;͙ͤͯ ͍͔͔͙ͪͣͤ (TTL, Time-To-Live) ͒ ͡Ύ ͙͙ͨͪͤͣ͊Ό΅͔͎ͦ ͚ͯͫͭͪͦπ
͍ͫͭ͊Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͤͯ͗ͤͦ ͔͙͍ͯ͒ͪ͗͊ͭΈ ͙͙͔ͨͪͤͣ͊ͣ·͔ ͔ͨ͊ͭ͟· [[5t ͔͔ͨͪ͒ 
͙ͻ ͫ͋ͪͦͫͦͣ: TTL = Timer * Hold multiplier. 

Reinit delay 
˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͙ͣͤͣ͊͡Έ͔ͤͦ ͍͔ͪͣΎΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͨͦͪͭ ͔͋ͯ͒ͭ ͙ͦ͗͒͊ͭΈ ͔ͨπ
͔ͪ͒ ͨͦͫ·͚ͦ͟͡ ͔ͫ͒ͯ͡Ό΅͔͎ͦ [[5t-ͫͦͦ͋΅͔͙ͤΎ. 

Tx delay 
˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͊͒ͪ͗ͯ͘͟ ͔ͣ͗͒ͯ ͔ͨͦͫ͒ͯ͡Ό΅͙͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ [[5t-ͺ͔͚͍ͪͣͦΣ ͙͙ͤπ
ͼ͙͙͍ͪͦ͊ͤͤ·ͻ ͙͔͔͙ͣͤͤ͘Ύ͙ͣ ͤ͊͘;͔͙͚ͤ ͙͋ͦ͡ ͫͭ͊ͭͯͫ͊Φ 

Port ˹͔ͦͣͪ ͨͦͪͭ͊. 

State ˾͔͙͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ [[5t. 

Optional TLVs 

TLV-ͦͨͼ͙͙Σ ͦͭͦͪ͟·͔ ͔͔ͨͪ͒͊ΌͭͫΎ 
ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ 
PD τ ˻ ͙͙͔ͨͫ͊ͤ ͨͦͪͭ͊; 
SN τ ˿ ͙͔͔ͫͭͣͤͦ ͙ͣΎ; 
SD τ ˻ ͙͙͔ͨͫ͊ͤ ͙͔ͫͫͭͣ·; 
SC τ ʕ ͙ͦͣͦ͗ͤͦͫͭ͘ ͙͔ͫͫͭͣ·. 

Address ˢ͔͒ͪͫ ͚͍ͯͫͭͪͦͫͭ͊Σ ͦͭͦͪ͟·͚ ͔͔͔ͨͪ͒͊ͭͫΎ ͍ [[5t-ͫͦͦ͋΅͔͙ͤΎͻ. 

Notifications ̂͊͘͟·͍͔͊ͭΣ ͪ ͔͊ͪ͘΄͔ͤ· ͙ ͙͡ ͔͊ͨͪ͘΅͔ͤ· ͍͔͔͙ͯ͒ͦͣͤ͡Ύ LLDP. 



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                125 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ  ͔͙ͫͦͫ͒ͤͻ ͚͍ͯͫͭͪͦͫͭ͊ͻ 

console #show lldp  neighbors  

System capability legend:  

B -  Bridge; R -  Router; W -  Wlan Access Point; T -  telephone;  

D -  DOCSIS Cable Device; H -  Host; r -  Repeater;  

TP -  Two Ports MAC Relay; S -  S- VLAN; C -  C- VLAN; O -  Other  

 

  Port        Device ID          Port ID         System Name    Capabilities  TTL   

---------  -----------------  -----------------  -----------------  ------------  -----   

gi1/0/1   a8:f9:4b:84:02:c0      gi1/0/9          ts - 7800 - 2          O        117   

gi1/0/2   a8:f9:4b:81:61:40     gi1/0/14          ts - 7800 - 1          B        94    

gi1/0/3   a8:f9:4b: 91:6 6: 66     gi1/0/15          ts - 7900- 2          B        113   

gi1/0/4   a8:f9:4b:81: 71:4 8     gi1/0/16          ts - 7900- 1          B        94    

 

console# show lldp neighbors gigabite thernet 1/0/1  

 

Device ID: a8:f9:4b:84:02:c0  

Port ID: gi1/0/9  

Capabilities: Other  

System Name: ts - 7800 - 2 

System description: MES - 3124 28 - port 1G/10G Stackable Managed Switch  

Port description: gigabitethernet1/0/9  

Time To Live: 92  

 

802.1 PVID: None  

802.1 PPVID:  

802.1 VLAN:  

802.1 Protocol:  

͙́͊͋͡ͼ͊ 5.106 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

Port ˹͔ͦͣͪ ͨͦͪͭ͊. 

Device ID ˮͣΎ ͙͙͡ a!/-͔͊͒ͪͫ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

Port ID ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͨͦͪͭ͊ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

System name ˿͙͔͔ͫͭͣͤͦ ͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊. 

Capabilities ˨͔͊ͤͤͦ ͔ͨͦ͡ ͙ͦͨͫ·͍͔͊ͭ ͙ͭͨ ͚͍ͯͫͭͪͦͫͭ͊Υ 
B ς ˸ ͦͫͭ ό.ǊƛŘƎŜύ; 
R ς ˸ ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ όwƻǳǘŜǊύ; 
W ς ́ ͦ;͊͟ ͒ͦͫͭͯͨ͊ ²L-FI (WLAN Access Point); 
T ς ́ ͔͔͡ͺͦͤ ό¢ŜƭŜǇƘƻƴŜύ; 
D ς DOCSIS-͚͍ͯͫͭͪͦͫͭͦ ό5h/{L{ ŎŀōƭŜ ŘŜǾƛŎŜύ; 
H ς ˿ ͔͔͍͔ͭͦ ͚͍ͯͫͭͪͦͫͭͦ όIƻǎǘύ; 
r ς ˽ ͍͙͔ͦͭͦͪͭ͡Έ όwŜǇŜŀǘŜǊύ; 
O ς ́ ͙ͨ ͔͙͍͔͔ͤͫͭͤ͘ όhǘƘŜǊύ. 

System description ˻͙͙͔ͨͫ͊ͤ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

Port description ˻͙͙͔ͨͫ͊ͤ ͨͦͪͭ͊ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊. 

Management address ˢ͔͒ͪͫ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ. 

Auto-negotiation 
support 

˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͙͡ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͔͙ͪ͗ͣ͊ ͨͦͪͭ͊. 

Auto-negotiation status ˻͔͔ͨͪ͒͡Ύ͔ͭΣ ͍͟͡Ό;͔ͤ͊ ͙͡ ͔ͨͦ͒͒ͪ͗͊͟ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͔͙ͪ͗ͣ͊ 
ͨͦͪͭ͊. 

Auto-negotiation 
Advertised Capabilities 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ·Σ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͣ·͔ ͅ ͯͤ͟ͼ͙͔͚ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͔͔͔ͦͨͪ͒͡π
͙ͤΎ ͨͦͪͭ͊. 

Operational MAU type ˾͊͋ͦ;͙͚ a!¦-͙ͭͨ ͚͍ͯͫͭͪͦͫͭ͊. 
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5.16.10 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ h!a 

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah ς ͅ ͯͤ͟ͼ͙͙ ͯ ͍ͪͦͤΎ ͊ͤ͊͊͟͡ 
͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͔͍ͨͪ͒ͫͭ͊͡ΎΌͭ ͚ͫͦ͋ͦ ͨͪͦͭͦͦ͟͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͫͦͫͭͦΎ͙ͤΎ ͊ͤ͊͊͟͡Φ ˤ Ήͭͦͣ ͔ͨͪͦͭͦͦ͟͡ ͒͡Ύ 
͔͔ͨͪ͒͊;͙ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͫͦͫͭͦΎ͙͙ͤ ͊ͤ͊͊͟͡ ͔ͣ͗͒ͯ ͔͔͍͔ͤͨͦͫͪ͒ͫͭͤͤͦ ͨͦ͒͟͡Ό;͔ͤͤ·͙ͣ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ 
9ǘƘŜǊƴŜǘ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͙͋ͦ͟͡ ͒͊ͤͤ·ͻ ͨͪͦͭͦͦ͊͟͡ h!a όh!at5¦ύΦ ˻͋͊ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦ͗ͤ͡· 
͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ ͫͭ͊ͤ͒͊ͪͭ L999 улнΦоah. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚͍ͫͦ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.107 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ethernet oam 
-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͔ͨͦ͒͒ͪ͗ͯ͟ 9ǘƘŜǊƴŜǘ OAM ͤ ͊ ͨͦͪͭͯΦ 

no ethernet oam ˻ͭ͟͡Ό;͙ͭΈ 9ǘƘŜǊƴŜǘ OAM ͤ͊ ͦͤ͟ͺ͙͎͙͔ͯͪͪͯͣͦͣ ͨͦͪͭͯΦ 

ethernet oam link-monitor 
frame threshold count 

count: (1..65535)/1 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎ͨͦͪͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͦ΄͙͋ͦ͟ ͘ ͊ ͯ͊͊ͤͤ͘͟·͚ ͔ͨπ
͙ͪͦ͒ ό͔͙ͨͪͦ͒ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͚ͦͣ͊ͤ͒ͦ͟ ethernet oam 
link-monitor frame window). 

no ethernet oam link-moni-
tor frame threshold  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame window window window: (10..600)/100 

ͣ ͫ

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ ͨͦ͒ͫ;͔ͭ͊ ͙ͦ͟͡π
;͔͍ͫͭ͊ ͦ΄͙͋ͦ͟Φ 

no ethernet oam link-moni-
tor frame window 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-period threshold 
count count: (1..65535)/1 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͨ ͎ͦͪͦ ͒ ͡Ύ ͫ ͦ͋·͙ͭΎ ζŦǊŀƳŜ-ǇŜǊƛƻŘη ό͔͙ͨͪͦ͒ 
͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͟ ͚ͦͣ͊ͤ͒ͦ ethernet oam link-monitor 
frame-period window). 

no ethernet oam link-moni-
tor frame-period threshold  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-period window win-
dow 

window: 
(1..65535)/10000 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ ͫͦ͋·͙ͭΎ 
ζŦǊŀƳŜ-ǇŜǊƛƻŘη ό͍ ͺ͔͚ͪͣ͊ͻύΦ 

no ethernet oam link-moni-
tor frame-period window 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-seconds threshold 
count count: (1..900)/1 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͨ ͎ͦͪͦ ͒ ͡Ύ ͫ ͦ͋·͙ͭΎ ζŦǊŀƳŜ-ǇŜǊƛƻŘη ό͔͙ͨͪͦ͒ 
͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͟ ͚ͦͣ͊ͤ͒ͦ ethernet oam link-monitor 
frame-seconds window), ͍  ͫ ͔ͯͤ͒͊͟ͻ. 

no ethernet oam link-moni-
tor frame-seconds threshold  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam link-monitor 
frame-seconds window win-
dow 

window: (100..9000)/100 
ͣ ͫ

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ ͫͦ͋·͙ͭΎ 
ζŦǊŀƳŜ-ǇŜǊƛƻŘηΦ 

no ethernet oam link-moni-
tor frame-seconds window 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam mode [ac-
tive|passive] 

-/active 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͪͦͭͦͦ͊͟͡ h!aΥ 
- active ς ͟ ͦͣͣͯͭ͊ͭͦͪ ͨͦͫͭͦΎͤͤͦ ͍ͦͭͨͪ͊͡Ύ͔ͭ h!at5¦Τ 
- passive ς ͟ ͦͣͣͯͭ͊ͭͦͪ ͤ͊;͙͔ͤ͊ͭ ͍ͦͭͨͪ͊͡ΎͭΈ h!at5¦ 
ͭͦ͡Έͦ͟ ͙ͨͪ ͙ͤ͊͡;͙͙ h!at5¦ ͫ ͦ ͍͔ͫͭͪ;͚ͤͦ ͫͭͦͪͦͤ·Φ 

no ethernet oam mode ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet-oam remote-failure 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͙ ͦ͋ͪ͊͋ͦͭͯ͟ ͫͦ͋·͙͚ͭ ζǊŜƳƻǘŜ-
ŦŀƛƭǳǊŜηΦ 

no ethernet oam remote-
failure 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam remote-loop-
back supported 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͺͯͤ͟ͼ͙͙ ͍͊ͦͪͦͭ͊͘ ͭͪ͊ͺ͙͊͟Φ 

no ethernet oam remote-
loopback supported 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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ethernet oam uni-directional 
detection  

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͍͔ͦ͒ͤͦͤ͊ͨͪ͊ͤͤ͡·ͻ ͍ͫΎπ
͔͚͘ ͤ͊ ͔͋͊͘ ͨͪͦͭͦͦ͊͟͡ 9ǘƘŜǊƴŜǘ OAM. 

no ethernet oam uni-direc-
tional detection 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-directional 
detection action <log|error-
disable> 

-/log 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔ͪ͊͟ͼ͙Ό ͦͣͣͯͭ͊ͭͦͪ͊͟ ͤ͊ ͍͔ͦ͒ͤͦͤ͊ͨͪ͊ͤͤͯ͡Ό 
͍ͫΎ͘ΈΥ 
- log τ ͦ ͍ͭͨͪ͊͊͟ {bat ǘǊŀǇ ͙ ͙͊ͨͫ͘Έ ͍ ͗ͯͪͤ͊͡Τ 
- error-disable τ ͨ ͔͔͍ͪͦ͒ ͨͦͪͭ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ ζŜǊǊƻǊ-ŘƛǎŀōƭŜηΣ 
͙͊ͨͫ͘Έ ͍ ͗ͯͪͤ͊͡ ͙ ͍ͦͭͨͪ͊͊͟ SNMP trap. 

no ethernet oam uni-direc-
tional detection action 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-directional 
detection  agressive 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͊ ͎͔͙͍ͪͫͫͤ·͚ ͪ ͔͙͗ͣ ͦ ͔͔͔͙ͨͪ͒ͤ͡Ύ ͦ ͍͒ͤͦͤ͊ͨͪ͊π
͔͚ͤͤͦ͡ ͫ ͍Ύ͙͘. ˩ ͙ͫ͡ ͦͭ ͔͔͎ͫͦͫ͒ͤͦ ͚͍ͯͫͭͪͦͫͭ͊ ͔͔ͨͪͫͭ͊Όͭ ͙ͨͪπ
ͻ͙ͦ͒ͭΈ 9ǘƘŜǊƴŜǘ OAM-ͫͦͦ͋΅͔͙ͤΎ ς ͡ ͙ͤ͟ ͔ͨͦͣ;͔͊ͭͫΎ ͊͟͟ ͦ͒π
͍͔ͤͦͤ͊ͨͪ͊ͤͤ͡·͚Φ 

no ethernet oam uni-direc-
tional detection agressive 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ethernet oam uni-directional 
detection discovery time 
time 

time: (5..300)κр ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͔͚ͪͣͤͤͦ ͙͔͍ͤͭͪ͊͡ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͙ͭͨ͊ 
͍ͫΎ͙͘ ͤ͊ ͨͦͪͭͯΦ 

no ethernet oam uni-direc-
tional detection discovery-
time 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ǇǊƛǾƛƭŜƎŜŘ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.108 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

clear ethernet oam statistics 
[interface  
{  gigabitethernet gi_port | 

fastethernet fa_port} ] 

gi_port: (1..3/0/1..24);  
fa_port: (1..3/0/1..24). 

˻;͙΅͔͊ͭ ͫ ͙͙ͭ͊ͭͫͭͯ͟ Ethernet OAM ͒ ͡Ύ ͯ ͎͊͊ͤͤͦͦ͘͟ ͙ ͔ͤͭͪπ
ͺ͔͚ͫ͊. 

show ethernet oam discov-
ery [interface {  gigabitether-

net gi_port | fastethernet 
fa_port}] 

gi_port: (1..3/0/1..24);  
fa_port: (1..3/0/1..24). 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͨͪͦͭͦͦ͊͟͡ 9ǘƘŜǊƴŜǘ h!a ͒͡Ύ ͯ͊͟π
͎͊ͤͤͦͦ͘ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show ethernet oam statistics 
[interface gigabitethernet 
gi_port | fastethernet 
fa_port}] 

gi_port: (1..3/0/1..24);  
fa_port: (1..3/0/1..24). 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͔ͦ͋ͣͤ͊ ͨͪͦͭͦͦ͟͡Έͤ·͙ͣ ͫͦͦ͋΅͔͙ͤπ
Ύ͙ͣ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show ethernet oam status 
[interface 
 gigabitethernet gi_port | 
fastethernet fa_port}] 

gi_port: (1..3/0/1..24);  
fa_port: (1..3/0/1..24). 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͚͙ͤ͊ͫͭͪͦ͟ 9ǘƘŜǊƴŜǘ h!a ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊Φ 

show ethernet oam uni-di-
rectional detection [interface  
gigabitethernet gi_port | 
fastethernet fa_port} 

gi_port: (1..3/0/1..24);  
fa_port: (1..3/0/1..24). 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͔ͣͻ͙͊ͤͣ͊͘ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͦ͒ͤͦͤ͊π
͍͔ͨͪ͊ͤͤ͡·ͻ ͍ͫΎ͔͚͘ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫͦͫͭͦΎ͙͔ͤ ͨͪͦͭͦͦ͊͟͡ ͒͡Ύ ͨͦͪͭ͊ gigabitethernet 1/0/3: 

console# show ethernet oam discovery interface GigabitEthernet  0/3  
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gigabitethernet 1/0/3  

Local client  

------------  

 Administrative configurations:  

  Mode:              active  

  Unidirection:      not supported  

  Link monitor:      supported  

  Remote loopback:   supported  

  MIB retrieval:     not supported  

  Mtu size:          1500  

 Opera tional status:  

  Port status:       operational  

  Loopback status:   no loopback  

  PDU revision:      3  

Remote client  

-------------  

  MAC address: a8:f9:4b:0c:00:03  

  Vendor(oui): a8 f9 4b  

 Administrative configurations:  

  PDU revision:      3  

  Mode:              active  

  Unidirection:      not supported  

  Link monitor:      supported  

  Remote loopback:   supported  

  MIB retrieval:     not supported  

  Mtu size:          1500  

console#  

5.16.11 ˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ CFM 

Ethernet CFM (Connectivity Fault Management), IEEE 802.1 ag τ ͨͪ ͔͍͒ͦͫͭ͊͡Ύ͔ͭ ͺͯͤ͟ͼ͙͙ 
ͤ͊͋͡Ό͔͙͒ͤΎΣ ͙ͨͦͫ͊͟ ͙ ͔͙ͯͫͭͪ͊ͤͤΎ ͔͙͍͔͚ͤͫͨͪ͊ͤͦͫͭ ͍ ͔ͫͭΎͻ 9ǘƘŜǊƴŜǘΣ ͍ͨͦͦ͘͡ΎΎ ͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ 
͔͙͔͙͔ͫͦ͒ͤͤΣ ͙͙͍ͦͪͦ͊ͭ͘͡Έ ͔ͨͪͦ͋ͣͤ͡·͔ ͯ;͙͊ͫͭ͟ ͔͙ͫͭ ͙ ͙͔͙͒ͤͭͺ͙ͼ͙͍ͪͦ͊ͭΈ ͙͔͍ͤͭͦ͟͡Σ ͟ ͦͭͦͪ͟·ͣ 
͙͔ͨͪͣͤΎ͙ͫ͡Έ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͍ ͔͙ͫͭΦ  

˽ͪͦͭͦͦ͟͡ ͔͙͔ͦͨͪͪͯͭ ͔ͫ͒ͯ͡Ό΅͙͙ͣ ͨ ͦͤΎ͙ͭΎͣ :͙ 
ï Maintenance Domain (MD) τ ͯ;͊ͫͭͦ͟ ͔͙ͫͭΣ ͙͔ͨͪͤ͊͒͗͊͡΅͙͚ ͙ ͍ͯͨͪ͊͡Ύ͔ͣ·͚ ͙ͦ͒ͤͣ 
͔ͦͨͪ͊ͭͦͪͦͣ; 

ï Maintenance Association (MA) τ ͍ͫͦͦͯͨͤͦͫͭ͟Έ ͔ͦͤ͟;ͤ·ͻ ͭͦ;͔͟ όMEPύΣ ͊͗͒͊͟Ύ ͙͘ ͦͭͦͪ͟·ͻ 
͙͔͔ͣͭ ͙͍ͦ͒ͤ͊ͦ͟·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ MAID (Maintenance Association Identifier), 
͔͔ͦͨͪ͒͡ΎΌ΅͙͚ ͭ ͙ͨ ͔͍͙ͫͪͫ͊; 

ï Maintenance association End Point (MEP) τ ͟ ͔ͦͤ;ͤ͊Ύ ͭ ͦ;͊͟ ͫ ͔͍͙ͪͫ͊Σ ͔ͪ͊ͫͨͦͦ͗ͤͤ͊͡Ύ ͤ͊ ͔͎ͦ 
͎͙ͪ͊ͤͼ͔; 

ï Maintenance domain Intermediate Point (MIP) τ ͨ ͔ͪͦͣ͗ͯͭͦ;ͤ͊Ύ ͭ ͦ;͊͟ ͒ ͔ͦͣͤ͊. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.109 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ethernet cfm domain name 
[level level] 

name: (1..32) ͫ ͙͍͍ͣͦͦ͡ 
level: (0..7)/0 

˿͙͔ͦ͒͊ͤ͘ ό͙͙͡ ͔ͫͣͤ͊ ͍ͯͪͦͤΎύ /Ca ͔͒ͦͣͤ͊ όa5ύ ͫ ͙͔͔ͣͤͣ 
ζƴŀƳŜη ͙ ͔͔ͨͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊Φ 
- level τ ͯ ͍͔ͪͦͤΈ /Ca ͔͒ͦͣͤ͊Φ 

no ethernet cfm domain 
name 

͔͙͔̂͒͊ͤ͡ /Ca ͔͒ͦͣͤ͊ όa5ύ c ͙ ͔͔ͣͤͣ ζnameηΦ 



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                129 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console (config - cfm - md)#  

͙́͊͋͡ͼ͊ 5.110 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ CFM ͒ ͔ͦͣͤ͊ (MD) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

id { dns dns | name name | 
id mac mac_address num-
ber | id null } 

name: (1..43) ͫ ͙͍͍ͣͦͦ͡;  
dns: (1..43) ͫ ͙͍͍ͣͦͦ͡; 

mac_address: (H.H.H ͙ ͙͡ 
H:H:H:H:H:H ͙ ͙͡ H-H-H-H-

H-H); 
number: (0-65535)/  

id name ͫ ͍͔͍͔ͦͦͭͭͫͭͯͭ 
͙͔͙ͣͤ ͔͒ͦͣͤ͊ 

͙͔̂͊͊ͤ͘͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ /Ca ͔͒ͦͣͤ͊ όa5ύΦ ˮ͔͔ͣͤͣ ͒ͦπ
͔ͣͤ͊ ͔ͣͦ͗ͭ ͋·ͭΈΥ 
- dns τ dns-͙ͣΎΤ 
- name τ ͭ ͔͍ͫͭͦ͊͟Ύ ͫͭͪͦ͊͟Τ 
- mac_address number τ MAC-͔͊͒ͪͫ ͙ ;͙͍͚ͫͦͦ͡ ͙͔͙͒ͤͭͺ͙π
͊ͭͦͪ͟ ͔͒ͦͣͤ͊Τ 
- null τ b¦[[ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Φ 

no id ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

service port  
{ vlan-id vlan_id |  
name name |  
number number } 

vlan_id: (1..4094); 
name: (1..45) ͫ ͙͍͍ͣͦͦ͡; 

number: (0..65535) 

˿͙͔ͦ͒͊ͤ͘ /Ca-͔͍͙ͫͪͫ͊ όa!ύ ͔͋͘ ͙͍ͨͪΎ͙͘͟ ͟ ±[!b ͙ ͔͔ͨͪπ
ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͍͙ͫͪͫ͊Φ 

no service port ͔͙͔̂͒͊ͤ͡ /Ca-͔͍͙ͫͪͫ͊ όa!ύΦ 

service vlan vlan  
{ vlan-id vlan_id |  
 name name |  
 number number 

˿͙͔ͦ͒͊ͤ͘ /Ca-͔͍͙ͫͪͫ͊ όa!ύ ͙͍ͨͪΎ͎͊ͤͤͦͦ͘ ͟ ±[!b ͫ ͔ͤͦͣπ
ͪͦͣ ζǾƭŀƴη ͙  ͔͔ͨͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͍͙ͫͪͫ͊Φ 
ˮ͔͔ͣͤͣ ͔͍͙ͫͪͫ͊ ͔ͣͦ͗ͭ ͋·ͭΈΥ 
- vlan_id τ ͤ ͔ͦͣͪ ±[!bΤ 
- name τ ͭ ͔͍ͫͭͦ͊͟Ύ ͫͭͪͦ͊͟Τ 
- number τ ;͙͍͚ͫͦͦ͡ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Φ  

no service vlan vlan_id ͔͙͔̂͒͊ͤ͡ /Ca-͔͍͙ͫͪͫ͊ όa!ύ ͙͍ͨͪΎ͎͊ͤͤͦͦ͘ ͟ ±[!b ͫ ͔ͤͦͣπ
ͪͦͣ ζvlan_idηΦ 

mip auto-create [lower-
mep-only] 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͙ͫͦ͒͊ͤ͘Ύ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·ͻ ͭͦπ
;͔͟ ͔͍͙ͫͪͫ͊ όaLtύΦ ˽͔ͪͦͣ͗ͯͭͦ;ͤ·͔ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όaLtύ ͫͦπ
͒͊͘ΌͭͫΎ ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻΣ ͤ͊ ͦͭͦͪ͟·ͻ ͙ͨͪͦͨͫ͊ͤ ±[!b ͔ͫͪπ
͍͙ͫ͊Φ 
˹͔ͦ͋Ύ͔͊ͭ͘͡Έͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ ζƭƻǿŜǊ-mep-ƻƴƭȅη ͙ͫ͟͡Ό;͔͊ͭ ͙͘ 
͙ͫͨͫ͊͟ ͨͦͪͭ·Σ ͤ͊ ͦͭͦͪ͟·ͻ ͔ͯ͗ ͫͦ͒͊ͤ͊͘ ͔ͦͤ͟;ͤ͊Ύ ͭͦ;͊͟ ͔ͫͪπ
͍͙ͫ͊Φ 

no mip auto-create ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͍͙ͫͪͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console (config - cfm - ma)#  

͙́͊͋͡ͼ͊ 5.111 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ CFM ͫ ͔͍͙ͪͫ ͊(MA) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

continuty-check interval 
interval 

interval: (1, 10, 100, 600) 
͔ͫͯͤ͒͟/1 ͔ͫͯͤ͒͊͟ 

͍̂ͫͭ͊ͤͦ͊͟ ͙͔͍ͤͭͪ͊͊͡ ͍͙ͦͭͨͪ͊͟ /ontinuty Check ͫ ͦͦ͋΅͔͙͚ͤ. 

no continuty-check interval ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

direction down 

τ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͙͔ͤ͊ͨͪ͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύ 
͍ ͙ͤͫͻͦ͒Ύ΅͔͔Φ 

no direction down ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͙͔ͤ͊ͨͪ͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύ 
͍ ͍ͦͫͻͦ͒Ύ΅͔͔Φ 

mep id 

id: (1..8191) 

˨͍͔͙͔ͦ͋͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύ ͫ ͙͔͙͒ͤͭͺ͙͊͟π
ͭͦͪͦͣ ζƛŘη ͟ ͒͊ͤͤͦͣͯ ͔͍͙ͫͪͫͯΦ 
˨͚͊ͤͤͦ ͚ͦͣ͊ͤ͒ͦ͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͭͦ͡Έͦ͟ ͙ͨͪπ
͍Ύ͊͘͟ a9t ͟ ͔͍͙ͫͪͫͯΦ a9t ͔ͫͦ͒͊ͭͫ͘Ύ ͍ ͔͙͔ͪ͗ͣ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no mep id ͔͙͔̂͒͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύΦ 
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mip auto-create  
[ { lower-mep-only | none } ] 

-/͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔͙ͪ͗ͣΣ 
ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·͚ 
͒͡Ύ ͔͒ͦͣͤ͊Σ ͍ ͦͭͦͪͦͣ͟ 
ͤ͊ͻ͙ͦ͒ͭͫΎ ͔͍͙ͫͪͫ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͣ͊ͭ;͔͎ͫͦͦ͟ ͙ͫͦ͒͊ͤ͘Ύ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·ͻ ͭ ͦπ
;͔͟ ͔͍͙ͫͪͫ͊ όaLtύΦ ˽ ͔ͪͦͣ͗ͯͭͦ;ͤ·͔ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όaLtύ ͫͦπ
͒͊͘ΌͭͫΎ ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻΣ ͤ͊ ͦͭͦͪ͟·ͻ ͙ͨͪͦͨͫ͊ͤ ±[!b ͔ͫͪπ
͍͙ͫ͊Φ ˹͔ͦ͋Ύ͔͊ͭ͘͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Υ 
- lower-mep-only τ ͙ ͫ͟͡Ό;͔͊ͭ ͙͘ ͙ͫͨͫ͊͟ ͨͦͪͭ·Σ ͤ͊ ͦͭͦͪ͟·ͻ 
͔ͯ͗ ͫͦ͒͊ͤ͊͘ ͔ͦͤ͟;ͤ͊Ύ ͭͦ;͊͟ ͔͍͙ͫͪͫ͊ όa9tύΤ 
- none τ ͤ ͔ ͍ͫͦ͒͊͊ͭ͘Έ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·͔ 
ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όaLtύ. 

no mip auto-create ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͨ ͍ͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.112 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ethernet cfm mep mep_id 
domain domain_name ser-
vice {vlan-id vlan_id | 
name name | number 
number} 

mep_id: (1..8191); 
domain-name: (0..32) 

͙͍͍ͫͣͦͦ͡; 
vlan_id: (1..4094); 

name: (0..45) ͫ ͙͍͍ͣͦͦ͡; 
number: (0..65535) 

˿͙͔ͦ͒͊ͤ͘ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύ ͫ 
͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ mep_id ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔͍͙ͫͪͫ͊ ͍ ͯ͊͊ͤ͘͟π
ͤͦͣ ͔͔͒ͦͣͤ ͙ ͔͔ͨͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ a9tΦ 

no ethernet cfm mep 
mep_id domain do-
main_name service {vlan-id 
vlan_id | name name | 
number number } 

͔͙͔̂͒͊ͤ͡ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ ͫ  ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͤ͟;͚ͤͦ ͭ ͦ;͙͟ ͔͍͙ͫͪͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͒ͦͣͤ͊: 

console (config - if - cfm - mep)# 

͙́͊͋͡ͼ͊ 5.113 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ CFM ͟ ͔ͦͤ;͚ͤͦ ͭ ͦ;͙͟ (MEP) 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

active 
-/ ·͍͟͡Ό;͔ͤ ͊

ˤ͟͡Ό;͔͙͔ͤ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ ͔͍͙ͫͪͫ͊ όa9tύΦ 

no active ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

continuty-check enable 
-κ·͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͙͔ͤ ͍͙ͦͭͨͪ͊͟ /ƻƴǘƛƴǳǘȅ /ƘŜŎƪ ͫͦͦ͋΅͔͙͚ͤΦ 

no continuty-check enable ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

cos cos 

cos: (0..7)/7 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͙͙͔ͨͪͦͪͭͭ͊ /ƻ{Σ ͫ ͦͭͦͪ͟·ͣ ͋ͯ͒ͯͭ ͦͭπ
͍ͨͪ͊͡ΎͭΈͫΎ /ƻƴǘƛƴǳǘȅ /ƘŜŎƪ ͫͦͦ͋΅͔͙ͤΎΦ 

no cos ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

alarm delay delay 
delay: (2500..10000) 
ͣκͫнрлл ͣͫ 

͙͔̂͊͊ͤ͘͟ ͙͔͍ͤͭͪ͊͊͡ ͔͙͊͒ͪ͗͘͟Σ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͋ͯπ
͔͒ͭ ͎͔͔͙͍ͤͪͪͦ͊ͭΈͫΎ ͍͙͊͊ͪΎΦ 

no alarm delay ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

alarm reset interval 
interval: (2500..10000) 
ͣκͫмлллл ͣͫ 

͙͔̂͊͊ͤ͘͟ ͔ͨͪͦͣ͗ͯͭ͊͟ ͍͔͔͙ͪͣͤΣ ͨͦ ͙͔ͫͭ;͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ 
͙͚͔ͨͪͦͦ͒ͭ͘ ͫ͋ͪͦͫ ͍͙͙͊͊ͪΦ 

no alarm reset ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

alarm notification { all | er-
ror-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none } 

-/mac-remote-error-xcon 

ˤ͟͡Ό;͔͙͔ͤ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͒͡Ύ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͙͍ͭͨͦ ͫͦ͋·π
͙͚ͭΦ  
͙́ͨ· ͫ ͦ͋·͙͚ͭ: 
- all τ ͍ ͔ͫ ͫ ͦ͋·͙ͭΎ DefRDI, DefMACStatus, DefRemote, De-
fError, DefXcon; 
- error-xcon τ ͭ ͦ͡Έͦ͟ ͫ ͦ͋·͙ͭΎ DefError ͙  DefXcon; 
- remote-error-xcon τ ͭ ͦ͡Έͦ͟ ͫ ͦ͋·͙ͭΎ DefRemote, DefError 
 ͙DefXcon; 
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- mac-remote-error-xcon τ ͭ ͦ͡Έͦ͟ ͫ ͦ͋·͙ͭΎ DefMACStatus, 
DefRemote, DefError ͙ DefXcon; 
- xcon τ ͭ ͦ͡Έͦ͟ ͫͦ͋·͙͔ͭ 5ŜŦ·ŎƻƴΤ 
- none τ ͯ ͍͔͔͙͒ͦͣͤ͡Ύ ͦͭ͟͡Ό;͔ͤ·Φ 

no alarm notification ͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.114 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

show ethernet cfm domain 
[name] 

ƴŀƳŜΥ όмΦΦонύ ͙͍͍ͫͣͦͦ͡ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͯ͊͊ͤͤͦͣ͘͟ ͔͔͒ͦͣͤ ͙͙͡ ͦ͋ͦ 
͍͔ͫͻΦ 

show ethernet cfm errors τ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͦ΄͙͋͊͟ͻ /ƻƴǘƛƴǳƛǘȅ /ƘŜŎƪ ͨͪͦπ
ͭͦͦ͊͟͡Φ 

show ethernet cfm mainte-
nance-points { local | re-
mote } 

τ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͦ͊͟͡͡Έͤ·ͻ ͙͙͡ ͔ͯ͒͊ͤͤ͡·ͻ ͦ͟π
͔ͤ;ͤ·ͻ ͭͦ;͊͟ͻ ͔͍͙ͫͪͫ͊ όa9tύΦ 

show ethernet cfm mpdb 
[domain-id { dns name | 
name | name name| mac 
mac-address number | 
null}] 

ƴŀƳŜΥ όмΦΦпоύ ͙͍͍ͫͣͦͦ͡; 
mac-address: (H.H.H ͙ ͙͡ 

H:H:H:H:H:H ͙ ͙͡  
H-H-H-H-H-H); 

number: (0..65535) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͨͪͦͣ͗ͯͭͦ;ͤ·ͻ ͭͦ;͊͟ͻ ͔͍͙ͫͪͫ͊ 
(MIP) ͒ ͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔͒ͦͣͤ͊ ͙͙͡ ͒͡Ύ ͍͔ͫͻΦ 

show ethernet cfm statis-
tics 

τ ˻͔ͭͦ͋ͪ͊͗͊ͭ /Ca-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͍͔ͫͻ ͔͍͒ͦͣͤͦΦ 

show ethernet cfm statis-
tics domain domain-name 
service { vlan-id vlan_id |  
name name | number 
number } 

domain-name: (0..32) 
͙͍͍ͫͣͦͦ͡; 

vlan_id: (1..4094); 
name: (0..45) ͫ ͙͍͍ͣͦͦ͡; 

number: (0..65535) 

˻͔ͭͦ͋ͪ͊͗͊ͭ /Ca-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔͒ͦͣͤ͊Φ 

show ethernet cfm statis-
tics mpid id 

id: (1..8191) 
˻͔ͭͦ͋ͪ͊͗͊ͭ /Ca-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ ͔ͦͤ͟;͚ͤͦ ͭͦ;͙͟ 
͔͍͙ͫͪͫ͊ όa9tύΦ 

5.16.12 ˹͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ Layer 2 Protocol Tunneling (L2PT) 

̅ͯͤ͟ͼ͙Ύ Layer 2 Protocol Tunneling (L2PT) ͨ ͍ͦͦ͘͡Ύ͔ͭ ͨͪͦͨͯͫ͊ͭ͟Έ ͔ͫͯ͗͋ͤ͡·͔ ͔ͨ͊ͭ͟· ͪ ͙͊͘͡;ͤ·ͻ L2-
͍ͨͪͦͭͦͦͦ͟͡ όPDU) ;͔͔ͪ͘ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Σ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ζͨͪͦͪ͊͘;ͤͦη ͍ͫΎ͊ͭ͘Έ ͙͔͙͔ͤͭͫ͟͟͡ ͔͎͔ͫͣͤͭ· 
͔͙ͫͭ. 

[нt¢ ͙͙͔ͤ͊ͨͫͯͪͯͭ͟͡ t5¦ ͤ͊ ͎͙ͪ͊ͤ;ͤͦͣ ͔ͦͣͣͯͭ͊ͭͦͪ͟Σ ͔͔͔ͨͪ͒͊ͭ ͙ͻ ͤ͊ ͎͚͒ͪͯͦ ͎͙ͪ͊ͤ;ͤ·͚ 
ͦͣͣͯͭ͊ͭͦͪ͟Σ ͦͭͦͪ͟·͚ ͙͔ͦ͗͒͊ͭ ͔ͫͨͼ͙͊͡Έͤ·͔ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͔ ͊͒ͪ͟·Σ ͊ ͔͊ͭͣ͘ ͔͙͔͒͊ͨͫͯͪͯͭ͟͡ ͙ͻΣ ;ͭͦ 
͍ͨͦͦ͘͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͔͔͍ͨͪ͒͊͊ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό н-͎ͦ ͍ͯͪͦͤΎ ;͔͔ͪ͘ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Φ 

˴ͦͣͣͯͭ͊ͭͦͪ· MES1000, MES2000 ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͭ͟͡Έ ͔ͫͯ͗͋ͤ͡·͔ 
͔ͨ͊ͭ͟· ͍ͨͪͦͭͦͦͦ͟͡ {¢tΣ LACP, LLDP, IS-IS, PVST.  

˽ͪ ͙͔ͣͪ  

˩͙ͫ͡ ͍͟͡Ό;͙ͭΈ [нt¢ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ {¢tΣ ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟· !Σ .Σ / ͙ 5 ͋ͯ͒ͯͭ ͦ͋Ά͔͙͔͒ͤͤ· ͍ ͦ͒ͤͦ 
͍ͫΎͯ͘Ό΅͔͔ ͔͔͍͒ͪͦΣ ͔ͤͫͣͦͭͪΎ ͤ͊ ͭͦ, ;ͭͦ ͦͣͣͯͭ͊ͭͦͪ͟ ! ͔ͤ ͔͙͔ͫͦ͒ͤͤ ͤ͊ͨͪΎͣͯΌ ͫ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ .Σ / ͙ 
5Φ ˮͤͺͦͪͣ͊ͼ͙Ύ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͔ͨͪ͒͊ͤ͊ ͍ͫͦ͘͟Έ ͔ͫͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊Φ 
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˾͙ͫͯͤͦ͟ 30 τ ˽ ͙͔ͪͣͪ 

 

ˢ͎͙ͦͪͭͣ͡ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙ͦͤ͊͊͡: 
 
ˮͤ͊ͨͫͯ͟͡Ύͼ͙Ύ 

1. ˤ͔ͫ [н t5¦ ͔͔ͨͪͻ͍͊ͭ·͍͊ΌͭͫΎ ͤ͊ /t¦;  
2. ˽͙͔ͦ͒ͫͫͭͣ͊ L2PT ͔͔ͦͨͪ͒͡Ύ͔ͭ [н ͨͪͦͭͦͦ͟͡Σ ͦͭͦͪͦͣͯ͟ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙ͨͪͤΎͭ·͚ PDU, ͙ ͍͔ͨͪͦπ
ͪΎ͔ͭΣ ͍͟͡Ό;͔ͤ͊ ͙͡ ͤ͊ ͨͦͪͭͯΣ ͫ ͎ͦͭͦͪͦͦ͟ ͙ͨͪͤΎͭ Ήͭͦͭ PDU, ͤ ͚͊ͫͭͪͦ͊͟ ƭнǇǊƻǘƻŎƻƭ-ǘǳƴƴŜƭ ͒͡Ύ ͒͊ͤπ
͎ͤͦͦ [н ͨͪͦͭͦͦ͊͟͡. 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ͍͟͡Ό;͔ͤ͊Σ ͭͦ:  

Á ͍ ͍ͦ ͔ͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ t5¦-ͺ͔͚ͪͣΤ 

Á ͍ ͍͔ͦͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍·͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ ͙͙ͤ͊ͨͫͯ͟͡π
͍ͪͦ͊ͤͤ·͚ t5¦-ͺ͔͚ͪͣ ό͙ͫͻͦ͒ͤ·͚ ͺ͔͚ͪͣ ͫ Destination MAC-͔͊͒ͪͫͦͣΣ ͙͔͔ͣͤͤͤ͘·ͣ ͤ͊ 
͔ͭͯͤͤ͡Έͤ·͚ύ; 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ·͍͟ ͡Ό;͔ͤ͊Σ ͭͦ: 

Á PDU-ͺ͔͚ͪͣ ͔͔͔ͨͪ͒͊ͭͫΎ ͍  ͦ͋ ͪ͊͋ͦͭ;͙͟ ͫ ͍͔͍ͦͦͭͭͫͭͯΌ΅͔͎ͦ ͨͪͦͭͦͦ͊͟͡Φ 

˨͔͊ͨͫͯ͟͡Ύͼ͙Ύ 

1. ˾͔͙͍͊ͦ͊ͤ͘͡ ͔͔ͨͪͻ͍͊ͭ ͤ͊ CPU Ethernet-ͺ͔͚͍ͪͣͦ ͫ Destination MAC-͔͊͒ͪͫͦͣΣ ͊͒͊ͤͤ͘· ͙ͣͨͪ 
ͨͦͣͦ΅͙ ͦͣ͊ͤ͒͟· l2protocol-ǘǳƴƴŜƭ ŀŘŘǊŜǎǎ ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻΦ ˽͔͔ͪͻ͍͊ͭ ͍ ͟Ό͡;͔͊ͭͫΎ ͭͦ͡Έͦ͟ ͭͦπ
͎͒͊Σ ͎ͦ͒͊͟ ͻͦͭΎ ͋· ͤ͊ ͦ͒ͤͦͣ ͨͦͪͭͯ ͍͟͡Ό;͔ͤ͊ ͚ͤ͊ͫͭͪͦ͊͟ ƭнǇǊƻǘƻŎƻƭ-ǘǳƴƴŜƭ ό͔͍͙͙ͤ͊ͫͣͦ͘ ͦͭ ͨͪͦπ
ͭͦͦ͊͟͡ύΦ 
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2. ˽͙ͪ ͔͔ͨͪͻ͍͔͊ͭ ͔ͨ͊ͭ͊͟ ͫ 5Ŝǎǘƛƴŀǘƛƻƴ a!/ ͔͊͒ͪͫͦͣ ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻ-ͻͻ ͦͤ ͫͤ͊;͊͊͡ ͔ͨͦͨ͊͒͊ͭ ͍ ͨͦ͒π
͙͔ͫͫͭͣͯ L2PTΣ ͦͭͦͪ͊͟Ύ ͦͨ ͔͔ͪ͒͡Ύ͔ͭ [н ͨͪͦͭͦͦ͟͡ ͒͡Ύ ͎͒͊ͤͤͦͦ t5¦ ͨ ͔͎ͦͦ ͎͍͊ͦͦͯ͘͟͡ ͙ ͍͔ͨͪͦπ
ͪΎ͔ͭΣ ͍͟͡Ό;͔ͤ͊ ͙͡ ͤ͊ ͨͦͪͭͯΣ ͫ ͎ͦͭͦͪͦͦ͟ ͙ͨͪͤΎͭ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦Σ ͚ͤ͊ͫͭͪͦ͊͟ 
l2protocol-ǘǳƴƴŜƭ ͒͡Ύ ͎͒͊ͤͤͦͦ [н-ͨͪͦͭͦͦ͊͟͡. 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ͍͟͡Ό;͔ͤ͊Σ ͭͦΥ 

Á ͨͦͪͭΣ ͫ ͎ͦͭͦͪͦͦ͟ ͋·͡ ͨͦͯ͡;͔ͤ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤͤ͟͡·͚ t5¦-ͺ͔͚ͪͣΣ ͙͔͋ͦͪͯͭͫ͟͡Ύ ͫ ͙ͨͪ;͙͚ͤͦ ƭнǇǘ-
guard. 

˩͙ͫ͡ ͚ͤ͊ͫͭͪͦ͊͟ ·͍͟ ͡Ό;͔ͤ͊Σ ͭͦΥ 

Á ͍ͦ  ͍͔ͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ ͔͙͍͒͊ͨͫͯͪͦ͊ͤ͟͡π
ͤ·͚ PDU-ͺ͔͚ͪͣΤ 

Á ͍ ͍͔ͦͫ ͨͦͪͭ· ±[!bΣ ͤ͊ ͦͭͦͪ͟·ͻ ͍·͟͡Ό;͔ͤͦ ͔͙͍͙͔ͭͯͤͤͪͦ͊ͤ͡Σ ͍ͦͭͨͪ͊͡Ύ͔ͭͫΎ ͙͙͍ͤ͊ͨͫͯͪͦ͊ͤ͟͡π
ͤ·͚ t5¦-ͺ͔͚ͪͣ Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.115 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

l2protocol-tunnel address 
[mac_address] 

mac_address: 
(01:00:ee:ee:00:00, 
01:00:0c:cd:cd:d0, 
01:00:0c:cd:cd:d1, 
01:00:0c:cd:cd:d2, 
01:0f:e2:00:00:03)/  
01:00:ee:ee:00:00 

˭͊͒͊ͭΈ a!/-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͔͙͔ͭͯͤͤͪͯͣ͡·ͻ ͺ͔͚ͪπ
͍ͣͦΦ 

no l2protocol-tunnel ad-
dress 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

 

˹͊  ͎͙ͪ͊ͤ;ͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ ͨͪͦͭͦͦ͟͡ {¢t όǎǇŀƴƴƛƴƎπǘǊŜŜ ŘƛǎŀōƭŜύ 
˥ͪ ͙͊ͤ;ͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ ͍ ͔͙͔ͪ͗ͣ ŀŎŎŜǎǎ ͙͙͡ ŎǳǎǘƻƳŜǊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.116 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇ μ ƛǎƛǎπƭм μ 
ƛǎƛǎπƭн μ ŜǘƘπŦŎ μ ǇǾǎǘϒ 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͙͔ͤ ͔͙ͪ͗ͣ͊ ͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͍ͨͪͦͭͦͦͦ͟͡ 
STP, LACP, LLDP, IS-IS, PVST. 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇμ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ 
ŜǘƘπŦŎ μ ǇǾǎǘϒ 

ˤ·͟͡Ό;͔͙͔ͤ ͔͙ͪ͗ͣ͊ ͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙ ͔͍ͨ͊ͭͦ͟ ͒͡Ύ ͨͪͦͭͦͦ͟π
͍ͦ͡ STP, LACP, LLDP, IS-IS, PVST. 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ Ŏƻǎ Ŏƻǎ 

cos: (0..7)/5 

˭͊͒͊ͭΈ ͤ͊͘;͔͙͔ͤ /ƻ{ ͒͡Ύ ͍͊ͨ͊ͦ͊ͤͤ͘͟·ͻ PDU-ͺ͔͚͍ͪͣͦΦ 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ Ŏƻǎ  ͍̂ͫͭ͊ͤͦ͊͟ /oS ͍  ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ 
ŘǊƻǇπǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇ μ ƛǎƛǎπƭм μ 
ƛǎƛǎπƭн μ ŜǘƘπŦŎ μ ǇǾǎǘϒ 
ǘƘǊŜǎƘƻƭŘ 

treshold: 
(1..4096)/ ·͍͟͡Ό;͔ͤͦ 

˹͚͊ͫͭͪͦ͊͟ ͎͍͎ͨͦͪͦͦͦͦ ͤ͊͘;͔͙ͤΎ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ t5¦-
ͺ͔͚͍ͪͣͦ ό͍ ͔ͨ͊ͭ͊͟ͻ ͍ ͔ͫͯͤ͒ͯ͟ύΣ ͨͦͯ͡;͔ͤͤ·ͻ ͙ ͔ͨͦ͒͗͊͡΅͙ͻ 
͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙Φ ˽͙ͪ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊ PDU ͦͭ͋ͪ͊ͫ·͍͊π
ΌͭͫΎΦ 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ 
ŘǊƻǇπǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ 
ƭŀŎǇ μ ƭƭŘǇ μ ƛǎƛǎπƭм μ 
ƛǎƛǎπƭн μ ŜǘƘπŦŎ μ ǇǾǎǘϒ 

˻ͭ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͦͤͭͪͦ͟͡Ύ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ PDU-
ͺ͔͚͍ͪͣͦΦ 

ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ǎƘǳǘπ
ŘƻǿƴπǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ ƭŀŎǇ 
μ ƭƭŘǇ μ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ 
ŜǘƘπŦŎ μ ǇǾǎǘϒ ǘƘǊŜǎƘƻƭŘ 

treshold: 
(1..4096)/͍ ·͟͡Ό;͔ͤͦ 

˹͚͊ͫͭͪͦ͊͟ ͎͍͎ͨͦͪͦͦͦͦ ͤ͊͘;͔͙ͤΎ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ t5¦-
ͺ͔͚͍ͪͣͦ ό͍ ͔ͨ͊ͭ͊͟ͻ ͍ ͔ͫͯͤ͒ͯ͟ύΣ ͨͦͯ͡;͔ͤͤ·ͻ ͙ ͔ͨͦ͒͗͊͡΅͙ͻ 
͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙Φ ˽͙ͪ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊ ͨͦͪͭ ͔͋ͯ͒ͭ ͔͔͍͔ͨͪπ
͔͒ͤ ͍ ͫͦͫͭͦΎ͙͔ͤ 9ǊǊŘƛǎŀōƭŜ όͦͭ͟͡Ό;͔ͤύΦ 

ƴƻ ƭнǇǊƻǘƻŎƻƭπǘǳƴƴŜƭ ǎƘǳǘπ
ŘƻǿƴπǘƘǊŜǎƘƻƭŘ ϑǎǘǇ μ ƭŀŎǇ 
μ ƭƭŘǇ μ ƛǎƛǎπƭм μ ƛǎƛǎπƭн μ 
ŜǘƘπŦŎ μ ǇǾǎǘϒ 

˻ͭ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͦͤͭͪͦ͟͡Ύ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ PDU-
ͺ͔͚͍ͪͣͦΦ 

 ˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.117 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

show l2protocol-tunnel [gi-
gabitethernet gi_port | 
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό L2PT ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͙͙͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫͦ,͍ ͤ ͊ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤ L2PTΣ ͔͙ͫ͡ 
͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟.  

clear l2protocol-tunnel sta-
tistics [gigabitethernet 
gi_port | fastethernet 
fa_port | port -channel 
group] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˻;͙ͫͭ͊͟ ͙͙͙ͫͭ͊ͭͫͭ͟ L2PT ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͙͙͡ 
͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ, ͤ ͊ͦͭͦͪ͟·ͻ ͍͟͡Ό;͔ͤ L2PTΣ ͔͙ͫ͡ ͙ͤπ
͔ͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͔ͭͯͤͤ͡Έͤ·͚ a!/-͔͊͒ͪͫ ͍ ͤ͊͘;͔͙͔ͤ лмΥллΥлŎΥŎŘΥŎŘΥŘлΣ ͍͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ 
{bat ǘǊŀǇǎ ͦͭ ͙͎͎͔ͭͪͪ͊ ƭнǇǊƻǘƻŎƻƭ-ǘǳƴƴŜƭ ό͙͎͎͔ͭͪͪ͊ ͤ͊ ͫͪ͊͋͊ͭ·͍͙͔͊ͤ ŘǊƻǇ-ǘǊŜǎƘƻƭŘ ͙ 
shutdown-treshold).  

console(config)# l2protocol - tunnel address  01:00:0c:cd:cd:d0  

console(config)# snmp- server enable traps l2protocol - tunnel  
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Á ˤ͟͡Ό;͙ͭΈ ͪ ͔͙͗ͣ ͔͙͍͙ͭͯͤͤͪͦ͊ͤ͡Ύ STP ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫΣ ͍͙ͯͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ CoS ͨ ͔͍͊ͭͦ͟ 
.t5¦ ͍ͪ͊ͤ·ͣ пΣ ͍͟͡Ό;͙ͭΈ ͦͤͭͪͦ͟͡Έ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ .t5¦Φ  

console( config )#  interface FastEthernet 1/0/1  

console( config - if )#  spanning - tree disable  

console( config - if )#  switchport mode customer  

console( config - if )#  switchport customer  vlan 100 
console( config - if )#  l2protocol - tunnel stp  

console( config - if )#  l2protocol - tunnel cos 4 

console( config - if )#  l2protocol - tunnel drop - threshold stp 40  
console( config - if )#  l2protocol - tunnel shutdown - threshold stp 100  

 
console# show l2protocol - tunnel   

MAC address for tunneled frames: 01:00:0c:cd:cd:d0  

 

Port     CoS Protocol Shutdown  Drop      Encaps    Decaps    Drop  

                     Threshold Threshold Counter   Counter   Counter  

--------  ---  --------  ---------  ---------  ---------  ---------  -------  

fa 1/0/1   4      stp        100        40        65 0         0       450  

˽͙͔ͪͣͪ· ͫͦͦ͋΅͔͙͚ͤ ͦ ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͙͎͎͔ͭͪͪ͊: 

12- Nov- 2015 14:32:35 % - I - DROP: Tunnel drop threshold 40 exceeded for interface 

fa1/0/1  

12- Nov- 2015 14:32:35 % - I - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for in-

terface fa1/0/1  

5.17 Voice VLAN 

Voice VLAN ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍·͔͔͙͒ͤ͡Ύ ±ƻLt-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͍ ͔ͦͭ͒͡ΈͤͯΌ ±[!bΦ ˨͡Ύ ±ƻLt-
ͺ͔͚͍ͪͣͦ ͎ͣͦͯͭ ͋·ͭΈ ͤ͊ͤ͊͘;͔ͤ· vƻ{-͙͊ͭͪ͋ͯͭ· ͒͡Ύ ͙͙͙ͨͪͦͪͭ͊͘ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ ˴͙͊ͫͫ͡ͺ͙͊͟ͼ͙Ύ ͺ͔͚͍ͪͣͦΣ 
ͦͭͤͦͫΎ΅͙ͻͫΎ ͟ ͺ͔͚ͪͣ͊ͣ ±ƻLt-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ, ͙͔͋͊ͪͯͭͫ͘Ύ ͤ͊ h¦L (Organizationally Unique Identifier τ 
͔͍ͨͪ·͔ нп ͙͋ͭ͊ a!/-͔͊͒ͪͫ͊ύ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΦ ˹͊ͤ͊͘;͔͙͔ͤ ±ƻƛŎŜ ±[!b ͒͡Ύ ͨͦͪͭ͊ ͙ͨͪͦͫͻ͙ͦ͒ͭ 
͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ τ ͎ͦ͒͊͟ ͤ͊ ͨͦͪͭ ͔ͨͦͫͭͯͨ͊ͭ ͺ͔͚ͪͣ ͫ h¦L ͙͘ ͙ͭ͊͋͡ͼ· ±ƻƛŎŜ ±[!b. ˴͎ͦ͒͊ ͨͦͪͭ 
͔͔ͦͨͪ͒͡Ύ͔ͭͫΎΣ ͊͟͟ ͙͔ͨͪͤ͊͒͗͊͡΅͙͚ ͟ Voice VLAN τ ͒ ͊ͤͤ·͚ ͨͦͪͭ ͍͒ͦ͋͊͡Ύ͔ͭͫΎ ͍ͦ ±[!b ͊͟͟ ǘŀƎƎŜŘΦ ±oice 
VLAN ͨ ͙͔͙ͪͣͤͣ ͒͡Ύ ͔ͫ͒ͯ͡Ό΅͙ͻ ͫͻ͔ͣΥ 

ï VoIP-͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎΣ ;ͭͦ͋· ͪ͊ͫͫ·͊ͭ͡Έ ͔͎͙͍ͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟· ͫ ±ƻƛŎŜ ±[!N 
IDΣ ͔ͤ͊ͫͭͪͦͤͤ·ͣ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟; 

ï VoIP-͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͪ͊ͫͫ·͔͊ͭ͡ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·͔ DHCP-͊ͨͪͦͫ͘·Φ ˤ ͍͔͔ͦͭͭ ͦͭ DHCP-͔͍͔ͫͪͪ͊ 
͙͍͔ͨͪͫͯͭͫͭͯͭ ͦͨͼ͙Ύ монΣ ͔ͫͦ͒ͪ͗͊΅͊Ύ VLAN IDΣ ͦͭͦͪ͟·͚ VoIP-͚͍ͯͫͭͪͦͫͭͦ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ 
ͤ͊ͤ͊͘;͔͊ͭ ͔͔ͫ͋ ͍ ͊͟;͔͍͔ͫͭ ±[!b ͒͡Ύ ͙͍͙ͣ͊ͪͪͦ͟͟ VoIP-ͭͪ͊ͺ͙͊͟ (Voice VLAN ID); 

ï VoIP-͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ ͨͦͯ͡;͔͊ͭ ±ƻƛŎŜ ±[!b L5 ͍ ƭƭŘǇ-ƳŜŘ ͫͦͦ͋΅͔͙ͤΎͻΦ 

˿͙ͨͫͦ͟ OUI ͨ ͙͍͙͔͔͚ͪͦͦ͒ͭ͘͡ VoIP-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ ͒ ͙͙ͦͣͤͪͯΌ΅͙ͻ ͤ͊ ͪ·͔ͤ͟Φ 

OUI ͙̅ͪͣ͊-͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ 

00:E0:BB 3COM 

00:03:6B Cisco 

00:E0:75 Veritel 

00:D0:1E Pingtel 

00:01:E3 Siemens 
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00:60:B9 NEC/ Philips 

00:0F:E2 Huawei-3COM 

00:09:6E Avaya 

 
Voice VLAN ͣ ͔ͦ͗ͭ ͋·ͭΈ ͙͍͙͍͊ͭͪͦ͊ͤ͟ ͤ͊ ͨͦͪͭ͊ͻΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͍ ͔͙͔ͪ͗ͣ trunk ͙  general. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.118 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

voice vlan aging-timeout 
timeout 

timeout: (1..43200)/1440 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͚ͭ͊ͣ͊ͯͭ ͒͡Ύ ͨͦͪͭ͊Σ ͙͔ͨͪͤ͊͒͗͊͡΅͔͎ͦ ͟ 
Voice VLANΦ ˩͙ͫ͡ ͫ ͨͦͪͭ͊ ͍ ͔ͭ;͔͙͔ͤ ͎͊͒͊ͤͤͦͦ͘ ͍͔͔͙ͪͣͤ ͔ͤ 
͋·ͦ͡ ͺ͔͚͍ͪͣͦ ͫ h¦L VoIP-͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ ͭͦ ±ƻƛŎŜ ±[!b 
ͯ͒͊͡Ύ͔ͭͫΎ ͫ ͎͒͊ͤͤͦͦ ͨͦͪͭ͊. 

no voice vlan aging-
timeout  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

voice vlan cos cos [remark] 

cos: (0..7)/6 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍·ͻͦ͒ͤͯΌ ͦ;͔͔ͪ͒Έ ͒͡Ύ ͭͪ͊ͺ͙͊͟ ͍ ±ƻƛŎŜ 
±[!b ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔ͤ͊ͫͭͪͦͤͤ·ͣ ͒͡Ύ ±ƻƛŎŜ ±[!b /ƻ{ 
͔͋͘ ͔ͫͣͤ· /ƻ{Φ 
- remark τ ͍ ͟͡Ό;͔͊ͭ ͔͔ͨͪͤ͊ͤ͊͘;͔͙͔ͤ /ƻ{ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ 
͒͡Ύ ͭͪ͊ͺ͙͊͟ ͍ ±ƻƛŎŜ ±[!bΦ 

no voice vlan cos  ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

voice vlan id vlan_id 

vlan_Id: (2..4094) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ vlan_id ͒ ͡Ύ Voice VLAN 

no voice vlan id   ̂͒͊͡Ύ͔ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ vlan_id ͒ ͡Ύ Voice VLAN 
˨͡Ύ ͔͙ͯ͒͊ͤ͡Ύ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ vlan_id ͭ ͔͔ͪ͋ͯͭͫΎ 
͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͦͭ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ǾƻƛŎŜ Ǿƭŀƴ 
ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻ. 

voice vlan oui-table  
{add oui|remove oui} [de-
script] 

descript: (1..32) ͫ ͙͍͍ͣͦͦ͡  

˽͍ͦͦ͘͡Ύ͔ͭ ͔͙͍ͪ͒͊ͭͪͦ͊ͭ͟Έ ͭ ͙͊͋͡ͼͯ h¦L. 
- descript τ ͦ ͙͙͔ͨͫ͊ͤ ƻǳƛ; 
- oui τ ͨ ͔͍ͪ·͔ о ͚͋͊ͭ͊ a!/-͔͊͒ͪͫ͊Φ 

no voice vlan oui-table ̂͒͊͡Ύ͔ͭ ͍͔ͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙͔ͫ͟ ͙͔͔͙ͣͤͤ͘Ύ OUI-͙ͭ͊͋͡ͼ·. 

voice vlan state ϑƻǳƛπŜƴŀπ
bled | disabled} -/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈκͦͭ͟͡Ό;͙ͭΈ ǾƻƛŎŜ VLAN  

no voice vlan state ˤ͔ͪͤͯͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.119 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

voice vlan enable 
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ±ƻƛŎŜ ±[!b ͒͡Ύ ͨͦͪͭ͊. 

no voice vlan enable ˻ͭ͟͡Ό;͔͊ͭ Voice ±[!b ͒͡Ύ ͨͦͪͭ͊. 

voice vlan cos mode 
{src|all} τ 

ˤ͟͡Ό;͔͊ͭ ͙͍ͣ͊ͪͪͦͯ͟͟ ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͍͔ͫͻ ͺ͔͚͍ͪͣͦΣ ͙͋ͦ͡ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͙ͫͭͦ;͙ͤ͊͟Φ 

no voice vlan cos mode ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͘ ͤ͊;͔͙͔ͤ ͨ  ͦͯ ͣͦ͡;͙͊ͤΌ. 
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voice vlan secure 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔͋ͦͨ͊ͫͤ͘·͚ ͔͙ͪ͗ͣ ͒͡Ύ ±[!bΦ ˴ͦͣ͊ͤ͒͊ ͙͔ͨͪͣͤΎπ
͔ͭͫΎ ͭͦ͡Έͦ͟ ͟ ͨͦͪͭ͊ͣΣ ͦͭͦͪ͟·͔ ͋·͙͡ ͍͔͒ͦ͋͊ͤ͡· ͟ ±ƻƛŎŜ 
±[!b ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟Φ 

no voice vlan secure ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.120 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

show voice vlan type oui 
[gigabitethernet gi_port |  
fastethernet fa_port ] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ ±ƻƛŎŜ ±[!bΦ 

5.18 ˥͍ͪͯͨͨͦ͊Ύ ͔͊͒ͪͫ͊ͼ͙Ύ 

5.18.1 ˽ ͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ όƳǳƭǘƛŎŀǎǘ addressing) 

˨͊ͤͤ·͚ ͊ͫͫ͟͡ ͦͣ͊ͤ͒͟ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ ͒͡Ύ ͙͊͒͊ͤ͘Ύ ͍͙ͨͪ͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͍ ͔͙ͫͭ ͤ͊ 
͊ͤ͊͟͡Έͤͦͣ ͙ ͔͔͍ͫͭͦͣ ͍ͯͪͦͤΎͻ ͔͙ͣͦ͒͡ h{LΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

ˤ͙͒ ͘ ͊ͨͪͦͫ͊ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.121 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˻͙͙͔ͨͫ͊ͤ 

bridge multicast mode  
{mac-group | ipv4-group | 
ipv4-src-group} 

-/mac-group 

˭͔͊͒͊ͭ ͔͙ͪ͗ͣ ͎͍͚ͪͯͨͨͦͦ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ 
 
- mac-group τ ͎͔ͣͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊Σ ͍ͦͫͤͦ͊ͤͤ͊Ύ ͤ͊ 
±[!b ͙ a!/-͔͊͒ͪͫ͊ͻ; 
- ipv4-group τ ͎͔ͣͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊π
ͼ͙͙Σ ͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͙͔͙ͨͪͣͤ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ 
IPv4; 
- ip-src-group τ ͎͔ͣͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊π
ͼ͙͙Σ ͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͍ ͺ͔ͦͪͣ͊ͭ 
IPv4. 

no bridge multicast mode ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

bridge multicast address 
{mac_muliticast_address |  
ip_muliticast_address} 
[[add | remove]  
{ gigabitethernet gi_port |  
fastethernet fa_port 
| port-channel group}] 

 gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˨͍ͦ͋͊͡Ύ͔ͭ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼͯ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ 
͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭ ͙͙͡ ͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- mac_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ip_muliticast_address τ IP-͔͊͒ͪͫ ͣ ͎͔͚ͤͦͦ͊͒ͪͫͤͦ ͪ ͊ͫͫ·͙͟͡; 
- add τ ͍͒ͦ͋͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙ͨͦ͒ͨͫͯ͟ ͟ ͎͍ͪͯͨͨͦͦͣͯ 
MAC-͔͊͒ͪͫͯ ͙͒͊ͨ͊ͦͤ͘ 9ǘƘŜǊƴŜǘ-͍ͨͦͪͭͦ ͙͙͡ ͎ͪͯͨͨ ͍ͨͦͪͭͦΦ 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͙ͨͦ͒ͨͫͯ͟Φ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 
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no bridge multicast ad-
dress 
{mac_muliticast_address|  
ip_muliticast_address} 

̂͒͊͡Ύ͔ͭ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

bridge multicast forbidden 
address 
{mac_muliticast_address | 
ip_muliticast_address} 
{add | remove} { giga-
bitethernet gi_port |  
fastethernet fa_port 
|port -channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˭͔͊ͨͪ΅͔͊ͭ ͨͦ͒͟͡Ό;͔͙͔ͤ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͟ 
͎͔ͪͯͨͨΣ ͚͊͒͊ͤͤͦ͘ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦ .ͣ 
- mac_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ip_muliticast_address τ  IP-͔͊͒ͪͫ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫπ
ͫ·͙͟͡; 
- add τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͍ ͙ͫͨͫͦ͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻΤ 
- remove τ ͯ ͔͙͔͒͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͙͘ ͙ͫͨͫ͊͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻΦ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη. 

no bridge multicast forbid-
den address 
{mac_muliticast_address |  
ip_muliticast_address} 

̂͒͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͎͍͎ͪͯͨͨͦͦͦ ͔͊͒ͪͫ͊. 

bridge multicast for-
ward-all  
{add |  remove} {giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16)/  
͔͔ͨͪ͒͊;͊ ͍͔ͫͻ ͎ͣͤͦͦ͊͒π
͔ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ ͔͊ͨͪ͘π

΅͔ͤ͊ 

˾͔͊ͪ͘΄͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͔ͫͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͨͦͪͭͯΦ 
- add τ ͍͒ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ·κͦ͋Ά͔͙͖͒ͤͤͤ·͔ ͨͦͪͭ· ͍ ͙ͫͨͫͦ͟ 
͍ͨͦͪͭͦΣ ͒͡Ύ ͦͭͦͪ͟·ͻ ͔ͪ͊ͪ͘΄͔ͤ͊ ͔͔ͨͪ͒͊; ͍͔͊ͫͻ ͎͍ͪͯͨͨͦ·ͻ 
͔͍ͨ͊ͭͦ͟; 
- remove τ ͯ ͙͔͋ͪ͊ͭ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦκͦ͋Ά͔͙͔͒ͤͤͤ·ͻ ͍ͨͦͪͭͦ ͙͘ 
͔ͪ͊ͪ͘΄͊Ό΅͔͎ͦ ͍͙ͨͪ͊͊͡Φ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

no bridge multicast for-
ward-all 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast forbidden 
forward-all  
{add | remove}  {giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16)/  
ͨͦͪͭ͊ͣ ͔ͤ ͔͊ͨͪ͘΅͔ͤͦ ͙͒π
͙ͤ͊ͣ;͔͙ͫ͟ ͙͔͙ͨͪͫͦ͒π
ͤΎͭΈͫΎ ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 

͎͔ͪͯͨͨ 

˭͔͊ͨͪ΅͔͊ͭ ͨͦͪͭͯ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͟ ͎͔ͣͤͦͦ͊͒ͪͫπ
͚ͤͦ ͎͔ͪͯͨͨΦ 
- add τ ͍͒ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ·κͦ͋Ά͔͙͔͒ͤͤͤ·ͻ ͨͦͪͭ· ͍ ͙ͫͨͫͦ͟ 
͍ͨͦͪͭͦΣ ͒͡Ύ ͦͭͦͪ͟·ͻ ͔͊ͨͪ͘΅͔ͤ͊ ͔͔ͨͪ͒͊; ͍͔͊ͫͻ ͎͍ͪͯͨͨͦ·ͻ 
͔͍ͨ͊ͭͦ͟; 
- remove τ ͯ ͙͔͋ͪ͊ͭ ͎ͪͯͨͨͯ ͍ͨͦͪͭͦκͦ͋Ά͔͙͔͒ͤͤͤ·ͻ ͍ͨͦͪͭͦ ͙͘ 
͔͊ͨͪ͘΅͊Ό΅͔͎ͦ ͍͙ͨͪ͊͊͡Φ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

no bridge multicast forbid-
den forward-all 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ip-address 
ip_muliticast_address  
[[add | remove] 
{gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 
 

˾͔͎͙͙͔ͫͭͪͪͯͭ Lt-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙, ͙ 
͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ· ͟ ͎͔ͪͯͨͨΤ 
- remove τ ͯ ͒͊͡Ύ͔ͭ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ·Τ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

no bridge multicast ip-ad-
dress ip_muliticast_address 

̂͒͊͡Ύ͔ͭ ͎͍͚ͪͯͨͨͦͦ Lt-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

bridge multicast forbidden 
ip-address ip_mulit-
icast_address {add | re-
move}  {gigabitethernet 
gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˭͔͊ͨͪ΅͔͊ͭ ͨͦͪͭͯ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͍͒ͦ͋͊͡ΎͭΈͫΎ ͟ ͎͔ͣͤͦͦ͊͒ͪͫπ
͚ͤͦ ͎͔ͪͯͨͨΦ 
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͟ ͙ͫͨͫͯ͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ; 
- remove τ ͯ ͔͙͔͒͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͙͘ ͙ͫͨͫ͊͟ ͘ ͔͊ͨͪ΅͔ͤͤ·ͻ. 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

˽͔͔ͪ͗͒ ;͔ͣ ͔͔͙ͦͨͪ͒ͭ͡Έ ͔͊ͨͪ͘΅͔ͤͤ·͔ ͨͦͪͭ·Σ 
͎ͪͯͨͨ· ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͒ͦ͗ͤ͡· ͋·ͭΈ ͊͘π
͔͎͙͙͍ͪͫͭͪͪͦ͊ͤ·Φ 

no bridge multicast forbid-
den ip-address ip_mulit-
icast_address 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast source 
ip_address  group ip_mulit-
icast_address  
[[add | remove] {giga-
bitethernet gi_port |  

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ Lt-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ ͙ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦͣ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ 
͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- ip_address τ ͙ ͫͻͦ͒ͤ·͚ Lt-͔͊͒ͪͫΤ 
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ· ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ Lt-͔͊͒ͪͫ͊Τ 
- remove τ ͯ ͙͒͊ͭ͡Έ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ Lt-͔͊͒ͪͫ͊Φ 
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fastethernet fa_port |  
port-channel group}] 

no bridge multicast source 
ip_address  group ip_mulit-
icast_address 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast forbidden 
source ip_address  group 
ip_muliticast_address  
{add | remove}  

{gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͊ͨͪͭ͘ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡κ͔͙͔ͯ͒͊ͤ͡ ͍͔ͫͦͦͭͭπ
͍͙ͫͭΎ ͔ͣ͗͒ͯ Lt-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪπ
ͫͦͣ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ 
ͨͦͪͭ͊Φ 
- ip_address τ ͙ ͫͻͦ͒ͤ·͚ Lt-͔͊͒ͪͫΤ 
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͔͊ͨͪͭ͘ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡ ͨͦͪͭ͊ ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ Lt-
͔͊͒ͪͫ͊Τ 
- remove τ ͔͊ͨͪͭ͘ ͤ͊ ͔͙͔ͯ͒͊ͤ͡ ͨͦͪͭ͊ ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ 
IP-͔͊͒ͪͫ͊Φ 

no bridge multicast forbid-
den source ip_address  
group ip_muliticast_ad-
dress 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 mode 
{mac-group | ip-group | 
ip-src-group} 

 

-/mac-group 

˭͔͊͒͊ͭ ͔͙ͪ͗ͣ ͎͍͚ͪͯͨͨͦͦ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͒͡Ύ LtǾс-͔͍ͨ͊ͭͦ͟ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 
 - mac-group ς ͎͔ͣͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊Σ ͍ͦͫͤͦ͊ͤͤ͊Ύ ͤ͊ 
±[!b ͙ a!/-͔͊͒ͪͫ͊ͻΤ 
- ip-group τ ͎͔ͣͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊ͼ͙͙Σ 
͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͙͔͙ͨͪͣͤ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ IPv6; 
- ip-src-group τ ͎͔ͣͤͦͦ͊͒ͪͫͤ͊Ύ ͔͔ͨͪ͒͊;͊ ͫ ͙ͭͨͦͣ ͺ͙͡Έͭͪ͊π
ͼ͙͙Σ ͍ͦͫͤͦ͊ͤͤ·ͣ ͤ͊ ±[!b ͙ ͔͔͊͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͍ ͺ͔ͦͪͣ͊ͭ 
IPv6. 

no bridge multicast ipv6 
mode 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 ip-ad-
dress ipv6_muliticast_ad-
dress  
[[add | remove] {giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group}] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˾͔͎͙͙͔ͫͭͪͪͯͭ ͎͍͚ͪͯͨͨͦͦ LtǾс-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͊͒π
͔ͪͫ͊ͼ͙͙ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ 
͎ͪͯͨͨ·Φ 
- ip_muliticast_address ς ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add ς ͒ ͍ͦ͋͊͡Ύ͔ͭ ͨͦͪͭ· ͟ ͎͔ͪͯͨͨΤ 
- remove ς ͯ ͒͊͡Ύ͔ͭ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ·Τ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

no bridge multicast ipv6 ip-
address 
 ip_muliticast_address 

̂͒͊͡Ύ͔ͭ ͎͍͚ͪͯͨͨͦͦ Lt-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

bridge multicast ipv6 for-
bidden ip-address  
ipv6_muliticast_address  
{add | remove}  
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˭͔͊ͨͪ΅͔͊ͭ ͨͦ͒͟͡Ό;͔͙͔ͤ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͟ 
͎͍ͪͯͨͨͦͦͣ ͯIPv6-͔͊͒ͪͫͯΦ  
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͍ ͙ͫͨͫͦ͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ; 
- remove τ ͯ ͔͙͔͒͊ͤ͡ ͨͦͪͭ͊κ͍ͨͦͪͭͦ ͙͘ ͙ͫͨͫ͊͟ ͔͊ͨͪ͘΅͔ͤͤ·ͻ. 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

no bridge multicast ipv6 
forbidden ip-address 
 ipv6_muliticast_address 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 
source ipv6_address  group 
ipv6_muliticast_address 
[[add | remove]  
{gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group}] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ LtǾс-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡Ύ ͙ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪͫͦͣ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ 
͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ·Φ 
- ipv6_address τ ͙ ͫͻͦ͒ͤ·͚ Lt-͔͊͒ͪͫΤ 
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IP-͔͊͒ͪͫ; 
- add τ ͒ ͍͙ͦ͋͊ͭΈ ͨͦͪͭ· ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ Lt-͔͊͒ͪͫ͊Τ 
- remove τ ͯ ͙͒͊ͭ͡Έ ͨͦͪͭ· ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ Lt-͔͊͒ͪͫ͊Φ 
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no bridge multicast ipv6 
source ipv6_address  group 
ipv6_muliticast_address 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast ipv6 for-
bidden source ipv6_ad-
dress  group ipv6_mulit-
icast_address  
{add | remove}  
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͊ͨͪͭ͘ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡κ͔͙͔ͯ͒͊ͤ͡ ͍͔ͫͦͦͭͭπ
͍͙ͫͭΎ ͔ͣ͗͒ͯ LtǾс-͔͊͒ͪͫͦͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͎͍ͪͯͨͨͦ·ͣ ͔͊͒ͪπ
ͫͦͣ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ 
ͨͦͪͭ͊Φ 
- ip_address τ ͙ ͫͻͦ͒ͤ·͚ LtǾс-͔͊͒ͪͫΤ 
- ip_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
- add τ ͔͊ͨͪͭ͘ ͤ͊ ͍͔͙͔͒ͦ͋͊ͤ͡ ͨͦͪͭ͊ ͍ ͎ͪͯͨͨͯ ͙ͫͻ͎ͦ͒ͤͦͦ 
IPv6-͔͊͒ͪͫ͊Τ 
- remove τ ͔͊ͨͪͭ͘ ͤ͊ ͔͙͔ͯ͒͊ͤ͡ ͨͦͪͭ͊ ͙͘ ͎ͪͯͨͨ· ͙ͫͻ͎ͦ͒ͤͦͦ 
IPv6-͔͊͒ͪͫ͊Φ 

no bridge multicast ipv6 
forbidden source ipv6_ad-
dress  group ipv6_mulit-
icast_address 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

bridge multicast unregis-
tered {forwarding | filter-
ing} 

-/forwarding 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͙ͨͪ͊ͦ͡ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟ ͫ ͔͔͎͙͙ͤ͊ͪͫͭͪͪͦ͘π
͍͊ͤͤ·ͻ ͎ ͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦΦ 
- forwarding τ ͨ ͔͔͍ͪ͒͊͊ͭΈ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ ͎ͣͤͦͦ͊͒π
͔ͪͫͤ·͔ ͔ͨ͊ͭ͟·Τ 
- filtering τ ͺ͙͡Έ͍ͭͪͦ͊ͭΈ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ ͎ͣͤͦͦ͊͒π
͔ͪͫͤ·͔ ͔ͨ͊ͭ͟·Φ 

no bridge multicast unreg-
istered 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console #configure   

console(config)# interface  {gigabitethernet gi_port | fastethernet fa_port  | 

port - channel group }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.122 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˻͙͙͔ͨͫ͊ͤ 

bridge multicast unregis-
tered {forwarding | filter-
ing} 

-/forwarding 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͙ͨͪ͊ͦ͡ ͔͔ͨͪ͒͊;͙ ͔͍ͨ͊ͭͦ͟ ͫ ͔͔͎͙͙ͤ͊ͪͫͭͪͪͦ͘π
͍͊ͤͤ·ͻ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ. 
- forwarding τ ͨ ͔͔͍ͪ͒͊͊ͭΈ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ ͎ͣͤͦͦ͊͒π
͔ͪͫͤ·͔ ͔ͨ͊ͭ͟·; 
- filter ing τ ͺ͙͡Έ͍ͭͪͦ͊ͭΈ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ ͎ͣͤͦͦ͊͒π
͔ͪͫͤ·͔ ͔ͨ͊ͭ͟·. 

no bridge multicast unreg-
istered 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.123 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˻͙͙͔ͨͫ͊ͤ 

bridge multicast filtering 
-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͺ͙͡Έͭͪ͊ͼ͙Ό ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦΦ 

no bridge multicast filter-
ing 

˻ͭ͟͡Ό;͔͊ͭ ͺ͙͡Έͭͪ͊ͼ͙Ό ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦΦ 

mac address-table ag-
ing-time seconds 

seconds: (10..86400)/300 
͔ͫͯͤ͒͟ 

˭͔͊͒͊ͭ ͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ a!/-͔͊͒ͪͫ͊ ͍ ͙ͭ͊͋͡ͼ͔ ͎ͦ͋͊͡͡ΈͤͦΦ 
ˤ͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ ˸ˢ˿-͔͊͒ͪͫ͊Σ ͤ͊;͙ͤ͊Ύ ͫ слл ͔ͫͯͤ͒͟Σ ͔ͣͦ͗ͭ 
͋·ͭΈ ͊͒͊ͤͦ͘ ͭͦ͡Έͦ͟ ͫ ͙͔͍ͤͭͪ͊ͦͣ͡ ͍ олл ͔ͫͯͤ͒͟Φ όфллΣ мнллΣ 
мрлл ͙ ͭΦ͒ύΦ  
˽͙ͪ ͣ͊͡·ͻ ͤ͊͘;͔͙ͤΎͻ ŀƎƛƴƎ-ǘƛƳŜ ό͒ͦ слл ͔ͫͯͤ͒͟ύ ͙͒ͦͨͯͫͭͣ͊ 
͎͔ͨͦͪ΄ͤͦͫͭΈΣ ͙͔͙ͫͦͣͪͣ͊͘Ύ ͫ ͔͎ͦ ͤ͊͘;͔͙͔ͤͣΦ ˿ ͍͔͙ͯ͡;͔͙͔ͤͣ 
ͤ͊͘;͔͙ͤΎ ŀƎƛƴƎ-tƛƳŜ ͎͔ͨͦͪ΄ͤͦͫͭΈ ͙͍͔͙͔ͤͪͯͭͫ͡Ύ. 

no mac address-table ag-
ing-time 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

mac address-table aging-
time seconds vlan vlan_id 

seconds: (10..86400)/300 
͔ͫͯͤ͒͟Τ 

vlan_id: (1..4094) 

˭͔͊͒͊ͭ ͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ a!/-͔͊͒ͪͫ͊ ͍ ͙ͭ͊͋͡ͼ͔ ͒͡Ύ ±[!bΦ 
 

no mac address-table ag-
ing-time seconds vlan 
vlan_id 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

mac address-table learning 
vlan vlan_id vlan_id: (мΦΦплфпύκ ͍͟͡Όπ

;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͙ͯ͘;͔͙͔ͤ MAC-͔͍͊͒ͪͫͦ ͍ ͒͊ͤͤͦͣ ±[!b 

no mac address-table 
learning vlan vlan_id 

˻ͭ͟͡Ό;͙ͭΈ ͙ͯ͘;͔͙͔ͤ MAC-͔͍͊͒ͪͫͦ ͍ ͒͊ͤͤͦͣ ±[!b 

mac address-table static 
mac_address  vlan vlan_id 
interface  
{gigabitethernet gi_port |  
fastethernet fa_port | 
port-channel group} [per-
manent | delete-on-reset | 
delete-on-timeout | se-
cure] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˨͍ͦ͋͊͡Ύ͔ͭ ͙ͫͻͦ͒ͤ·͚ a!/-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼͯ ͎͍͚ͪͯͨͨͦͦ ͊͒π
͔ͪͫ͊ͼ͙͙Φ 
- mac_address τ ˸ ˢ-˿͔͊͒ͪͫ; 
- vlan_id τ ͤ ͔ͦͣͪ VLAN; 
- permanent τ ͒ ͊ͤͤ·͚ a!/-͔͊͒ͪͫ ͣͦ͗ͤͦ ͙ͯ͒͊ͭ͡Έ ͭͦ͡Έͦ͟ ͫ 
ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· no mac address; 
- delete-on-reset τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͔ͨͦͫ͡ ͔͔ͨͪ͊͘π
͎͙ͪͯ͘͟ ͚͍ͯͫͭͪͦͫͭ͊Τ 
- delete-on-timeout τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͨͦ ͚ͭ͊ͣ-͊ͯͭͯΤ 
- secure τ ͒ ͊ͤͤ·͚ ͔͊͒ͪͫ ͙ͯ͒͊ͭͫ͡Ύ ͭͦ͡Έͦ͟ ͫ ͨͦͣͦ΅ΈΌ ͦ͟π
ͣ͊ͤ͒· no mac address ͙ ͙͡ ͔ͨͦͫ͡ ͍͍ͦͪ͊͘΅͔͙ͤΎ ͨͦͪͭ͊ ͍ ͔ͪπ
͙͗ͣ ͦ͋ͯ;͔͙ͤΎ όno port security). 

no mac address-table static 
[mac_address ] vlan vlan_id 

̂͒͊͡Ύ͔ͭ a!/-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ· ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙Φ 

bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2 
ethtype |  
llc sap | llc -snap pid ] {dis-
card | bridge} ethtype: (0x0600 - 0xFFFF); 

sap: (0 - 0xFFFF); 
pid: (0 - 0xFFFFFFFFFF) 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͚͍͙͔͒ͫͭ ͒͡Ύ ͔͍ͨ͊ͭͦ͟ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫπ
ͫ·͙͟͡ ͫ ͔͔͍͙͍͎͊ͪͪͪͦ͊ͤͤͦͦ͘͘ ͔͊͒ͪͫ͊Φ 
- mac_muliticast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ethtype τ ͭ ͙ͨ ͨ ͔͊ͭ͊͟ Ethernet v2; 
- sap τ ͭ ͙ͨ ͨ ͔͊ͭ͊͟ LLC; 
- pid τ ͭ ͙ͨ ͨ ͔͊ͭ͊͟ LLC-Snap; 
- discard τ ͫ ͋ͪͦͫ ͔͍ͨ͊ͭͦ͟Τ 
- bridge τ ͨ ͔͊ͭ͟· ͔͔ͨͪ͒͊ΌͭͫΎ ͍ ͔͙͔ͪ͗ͣ ōǊƛŘƎŜΦ 

no bridge multicast re-
served-address mac_mulit-
icast_address [ethernet-v2 
ethtype |  
llc sap | llc -snap pid ] 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

mac address-table 
lookup-length length 

length: (1..8)/3 
˭͙͔͊͒͊ͤ ͙͒ͤ͡· ͻ͔΄͊ ͍ ͙ͭ͊͋͡ͼ͔ a!/-͔͍͊͒ͪͫͦΦ 

mac address-table notifica-
tion flapping  

-κ͍͟͡Ό;͔ͤͦ 
 

ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͺ͙͎͊ͨͨͤ͊͡ a!/-͔͍͊͒ͪͫͦΦ 
͙͎̅͊ͨͨͤ͡ ͙͍͔ͦ͋ͤ͊ͪͯ͗͊ͭͫΎΣ ͔͙ͫ͡ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔ͫ͒ͯ͡Ό΅͔͔ 
͍͙͔ͯͫͦ͡Υ ͙͙͒ͤ͊ͣ;͔ͫ͊͟Ύ ͙͊ͨͫ͘Έ ͍ a!/-͙ͭ͊͋͡ͼ͔ ͔ͣͤΎ͔ͭ ͨͦͪͭ 
;͔ͭ·͔ͪ ͪ͊͊͘Σ ͙ͨͪ Ήͭͦͣ ͔ͣ͗͒ͯ ͚͊͗͒ͦ͟ ͔͚ͫͣͤͦ ͨͪͦͻ͙ͦ͒ͭ ͔ͤ 
͔͔͋ͦ͡ н ͔ͫͯͤ͒͟ όͭͦ;ͤͦͫͭΈ ͙͔͔͙ͣͪͤ͘Ύ - ͦ ͒ͤ͊ ͔ͫͯͤ͒͊͟ύ. 

no mac address-table noti-
fication flapping 

ˤ·͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͺ͙͎͊ͨͨͤ͊͡ a!/-͔͊͒ͪπ
͍ͫͦΦ  
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mac address-table learning 
relearn-cached 

-/͍·͟͡Ό;͔ͤͦ 
 

˽͍ͦͦ͘͡Ύ͔ͭ ͙ͯͫͭͪ͊ͤͭΈ ͔͍͙ͨͦͫ͒ͫͭ͡Ύ ͙ͪ͊ͫͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͊ͨͨ͊π
͚ͪ͊ͭͤͦ ͙ ͎͚ͨͪͦͪ͊ͣͣͤͦ MAC-͙ͭ͊͋͡ͼ ͔ͨͯͭͣ ͔ͪ͊ͪ͘΄͔͙ͤΎ ͔ͨπ
͔ͪͦ͋ͯ;͊ͭΈ MAC-͔͊͒ͪͫ͊ ͍ ͚͊ͨͨ͊ͪ͊ͭͤͦ ͙ͭ͊͋͡ͼ͔ ͙ͨͪ ͙ͤ͊͡;͙͙ 
͔͊͒ͪͫ͊ ͍ ͎͚ͨͪͦͪ͊ͣͣͤͦ ͙ͭ͊͋͡ͼ͔Φ ˸͔ͦ͗ͭ ͙͍͙ͨͪͦ͒ͭΈ ͟ ͍ͨͦ·π
΄͔͙ͤΌ ͎͙ͤ͊ͪͯ͘͟ ͤ͊ CPU. 

no mac address-table 
learning relearn-cached 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.124 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˻͙͙͔ͨͫ͊ͤ 

clear mac address-table 
{dynamic| secure} [inter-
face {gigabitethernet 
gi_port |  
fastethernet fa_port |  
port-channel group} ] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͙͔ͫ͟κ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͙͙͊ͨͫ͘ ͙͘ ͙ͭ͊͋͡ͼ· 
͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙. 
- dynamic τ ͯ ͔͙͔͒͊ͤ͡ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Τ 
- secure τ ͯ ͔͙͔͒͊ͤ͡ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Φ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 5.125 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˻͙͙͔ͨͫ͊ͤ 

show mac address-table 
[dynamic | static| secure] 
[vlan vlan_id] 
[interface  
{gigabitethernet gi_port |   
fastethernet fa_port |  
port-channel group] [ad-
dress mac_address ] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ a!/-͔͍͊͒ͪͫͦ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 
- dynamic τ ͨ ͪͦͫͣͦͭͪ ͭͦ͡Έͦ͟ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Τ 
- static τ ͨ ͪͦͫͣͦͭͪ ͭͦ͡Έͦ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͔͚͊ͨͫ͘Τ 
- secure τ ͨ ͪͦͫͣ ͦͭͪ ͭͦ͡Έͦ͟ ͔͋ͦͨ͊ͫͤ͘·ͻ ͙͔͚͊ͨͫ͘Τ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- mac-address ς MAC-͔͊͒ͪͫΦ 

show mac address-table 
count  
[vlan vlan_id |   
interface  
{gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} ]] 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͙͔͚͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼ͔ a!/-͔͍͊͒ͪͫͦ 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

show bridge multicast ad-
dress-table  
[vlan vlan_id]  
[address { 
mac_muliticast_address |   
ipv4_muliticast_address |  
ipv6_muliticast_address}]  
[format {ip |  mac}] [source 
{ipv4_address | ipv6_mulit-
icast_address}] 

vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ±[!b όͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 
 
- ip τ ͨ ͦ͊͘͟·͍͊ͭΈ ͨͦ Lt-͔͊͒ͪͫ͊ͣΤ 
- mac τ ͨ ͦ͊͘͟·͍͊ͭΈ ͨͦ ˸ˢ˿-͔͊͒ͪͫ͊ͣΤ 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ VLAN. 
 

show bridge multicast ad-
dress-table static  

vlan_id: (1..4094) 
˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ ͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ±[!b. 
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[vlan vlan_id]  
[address  
mac_muliticast_address |  
ipv4_muliticast_address |  
ipv6_muliticast_address]  
[source ipv4_address |  
ipv6_muliticast_address] 
[all | mac | ip] 

- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ipv4_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv4-͔͊͒ͪͫ; 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
- ip τ ͨ ͪͦͫͣͦͭͪ ͨͦ Lt-͔͊͒ͪͫ͊ͣΤ 
- mac τ ͨ ͪͦͫͣͦͭͪ ͨͦ ˸ˢ˿-͔͊͒ͪͫ͊ͣΤ 
- ipv4_source_address τ IPv4-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟; 
- ipv6_source_address τ IPv6-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟. 

show bridge multicast fil-
tering vlan_id 

vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺ͙͡Έͭͪ͊ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ±[!b. 
- vlan_id τ ͙ ͔͙͒ͤͭͺ͙͊͟ͼ͙ͦͤͤ·͚ ͔ͤͦͣͪ ±[!bΤ 
- mac_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ MAC-͔͊͒ͪͫ; 
- ipv4_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv4-͔͊͒ͪͫ; 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ IPv6-͔͊͒ͪͫ; 
- ip τ ͨ ͪͦͫͣͦͭͪ ͨͦ Lt-͔͊͒ͪͫ͊ͣΤ 
- mac τ ͨ ͪͦͫͣͦͭͪ ͨͦ ˸ˢ˿-͔͊͒ͪͫ͊ͣΤ 
- all τ ͨ ͪͦͫͣͦͭͪ ͚ͨͦͤͦ͡ ͙ͭ͊͋͡ͼ·Τ 
- ipv4_source_address τ IPv4-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟; 
- ipv6_source_address τ IPv6-͔͊͒ͪͫ ͙ ͫͭͦ;͙ͤ͊͟. 

show bridge multicast un-
registered [gigabitethernet 
gi_port |  
fastethernet fa_port |port -
channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺ͙͡Έͭͪ͊ ͒͡Ύ ͔͔͎͙͙ͤ͊ͪͫͭͪͪͦ͘π
͍͊ͤͤ·ͻ ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦΦ 

show bridge multicast 
mode [vlan vlan_id] 

vlan_id: (1..4094) 
˽ͦ͊͘͟·͍͔͊ͭ ͔͙ͪ͗ͣ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙͋ͦ͡ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ±[!bΦ 

show bridge multicast re-
served-addresses 

τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͍͙ͨͪ͊͊͡Σ ͍͔ͯͫͭ͊ͤͦͤͤ͡·͔ ͒͡Ύ ͎͍ͪͯͨͨͦ·ͻ 
͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·ͻ ͔͍͊͒ͪͫͦΦ 

show mac address-table 
mode 

τ ˽ͪͦͫͣͦͭͪ ͔ͭͯ͟΅͔͚ ͙͒ͤ͡· ͻ͔΄͊ ͍ ͙ͭ͊͋͡ͼ͔ MAC-͔͍͊͒ͪͫͦΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙Ό ͎͍ͪͯͨͨͦ·ͻ ͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˭͊͒͊ͭΈ ͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ a!/-
͔͊͒ͪͫ͊ прл ͔ͫͯͤ͒͟Σ ͔ͪ͊ͪ͘΄͙ͭΈ ͔͔ͨͪ͒͊;ͯ ͔͔͎͙͙͍ͤ͊ͪͫͭͪͪͦ͊ͤͤ͘·͔ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔ͨ͊͟π
͍ͭͦ ͤ͊ мм ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

console# configure  

console(config)# bridge aging - time  450  

console(config)# bridge multicast filtering  

console(config)# interface gigabit ethernet 1/ 0/ 11  

console(config - if)# bridge multicast unregistered forwarding  

console#show bridge multicast address - table format ip  

Vlan IP/MAC Address               type          Ports  

----  -----------------------       -----        -------------------  

1    224 - 239.130|2.2.3             dynamic      1/1, 2/2  

19   224 - 239.130|2.2.8             static      1/1 - 8 

19   224 - 239.130|2.2.8             dynamic      1/9 - 11 

 

Forbidden ports for multicast addresses:  

 

Vlan IP/MAC Address         Ports  

----  -------------------    -------------------  

1    224 - 239.130|2.2.3           2/8  

19   224 - 239.130|2.2.8           2/8  
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5.18.2 ̅ ͯͤ͟ͼ͙Ύ ͔͙ͨͦͫͪ͒ͤ͊͟ ͨͪͦͭͦͦ͊͟͡ LDat όIGMP Snooping) 

̅ͯͤ͟ͼ͙Ύ LDat {ƴƻƻǇƛƴƎ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͔ͫͭΎͻ ͎͍͚ͪͯͨͨͦͦ ͪ͊ͫͫ·͙͟͡Φ ˻͍͚ͫͤͦͤͦ ͊͒͊͘;͔͚ LDat 
{ƴƻƻǇƛƴƎ Ύ͍͡Ύ͔ͭͫΎ ͔͍͔͙͔ͨͪ͒ͦͫͭ͊ͤ͡ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͭͦ͡Έͦ͟ ͒͡Ύ ͔ͭͻ ͍ͨͦͪͭͦΣ ͦͭͦͪ͟·͔ ͙͙͊ͨͪͦͫ͘͡ 
͔͎ͦΦ  

 

LDat {ƴƻƻǇƛƴƎ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͭͦ͡Έͦ͟ ͍ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͎͔ͪͯͨͨ ±[!bΦ ˽͔͙͍ͦ͒͒ͪ͗͊π
ΌͭͫΎ ͍͔͙͙ͪͫ ͨͪͦͭͦͦ͊͟͡ LDat τ IGMPv1, IGMPv2, IGMPv3. 

 

̉ͭͦ͋· LDat {ƴƻƻǇƛƴƎ ͋·͡ ͙͍͊ͭͤ͟·ͣΣ ͺͯͤ͟ͼ͙Ύ ͎͍͚ͪͯͨͨͦͦ ͺ͙͡Έͭͪ͊ͼ͙͙ άōǊƛŘƎŜ ƳǳƭǘƛŎŀǎǘ 
fil tŜǊƛƴƎέ ͒ ͦ͗ͤ͊͡ ͋·ͭΈ ͍͟͡Ό;͔ͤ͊ όͫͣΦ ͔ͪ͊͒͘͡ ζ˽͍͙ͪ͊͊͡ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ͊ͼ͙͙ηύ. 

˾͍͙͔͊ͫͨͦͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·, ͍ͦͫͤͦ͊ͤͦ ͤ͊ 
͔ͫ͒ͯ͡Ό΅͙ͻ ͫͦ͋·͙ͭΎͻΥ 

ï IGMP-͊ͨͪͦͫ͘· ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯ; 
ï ͔ͨ͊ͭ͟· ͨͪͦͭͦͦ͊͟͡ Protocol Independent Multicast (PIM/PIMvнύ ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯ; 
ï ͨ͊ ͔ͭ͟· ͨͪͦͭͦͦ͊͟͡ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ Distance Vector Multicast Routing Protocol 
ό5±awtύ ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯ; 

ï ͔ͨ͊ͭ͟· ͨͪͦͭͦͦ͊͟͡ aw5L{/ ͙ͨͪͤΎͭ· ͤ͊ ͨͦͪͭͯ; 
ï ͔ͨ͊ͭ͟· ͨ ͪͦͭͦͦ͊͟͡ Multicast Open Shortest Path First (MOSPF) ͨ ͙ͪͤΎͭ· ͤ  ͊ͨ ͦͪͭͯ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.126 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip igmp snooping  

-κ͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ 

no ip igmp snooping  ˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ 

ip igmp snooping  vlan 
vlan_id vlan_id: (1..4094)/  

͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bΦ 

no ip igmp snooping vlan 
vlan_id 

˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͺͯͤ͟ͼ͙͙ LDat {ƴƻƻǇƛƴƎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bΦ 

ip igmp snooping vlan 
vlan_id static ip_address  
[interface  
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group}] 

vlan_id: (1..4094); 
gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16). 

˾͔͎͙͙͔ͫͭͪͪͯͭ ͎͍͚ͪͯͨͨͦͦ Lt-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ ͔͊͒ͪπ
ͫ͊ͼ͙͙Σ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ ͎ͪͯͨͨ· ͒͡Ύ 
͔ͭͯ͟΅͔͚ ±[!bΦ 
- ip_address τ ͎ ͍͚ͪͯͨͨͦͦ Lt-͔͊͒ͪͫΤ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ ζΣη 

no ip igmp snooping  
vlan vlan_id  
static ip_address  [interface 
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group}] 

̂͒͊͡Ύ͔ͭ ͎͍͚ͪͯͨͨͦͦ Lt-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

ip igmp snooping  
vlan  vlan_id  
mrouter learn pim-dvmrp vlan_id: (1..4094)/  

͔ͪ͊ͪ͘΄͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͒͡Ύ ͚͒͊ͤͤͦ ͎ͪͯͨͨ· ±[!b ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͪ͊ͫͨͦπ
͍͙͔ͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Φ 

no ip igmp snooping  
vlan  vlan_id  
mrouter learn pim-dvmrp 

˭͔͊ͨͪ΅͔͊ͭ ͒͡Ύ ͚͒͊ͤͤͦ ͎ͪͯͨͨ· ±[!b ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͪ͊ͫͨͦπ
͍͙͔ͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Φ 

ip igmp snooping  
vlan vlan_id  

vlan_id: (1..4094); 
gi_port: (1..3/0/1..28); 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͨͦͪͭ,  ͦͭͦͪͦͣͯ͟͟ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ 
͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ ͊ͫͫ·͙͟͡ ͒ ͡Ύ ͘ ͚͊͒͊ͤͤͦ VLAN. 
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mrouter interface { giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

fa_port: (1..3/0/1..24); 
group: (1..16) 

no ip igmp snooping vlan 
vlan_id mrouter interface { 
gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

̂͊͘͟·͍͔͊ͭΣ ;ͭͦ ͟ ͨͦͪͭͯ ͔ͤ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ ͣͤͦπ
͎͔͚ͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 

ip igmp snooping vlan  
vlan_id forbidden mrouter 
interface { gigabitethernet 
gi_port |  
fastethernet fa_port |  
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͊ͨͪͭ͘ ͤ͊ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͨͦͪͭ͊ ό͙ͫͭ͊ͭ;͔͙ͫ͟Σ 
͙͙͒ͤ͊ͣ;͔͙ͫ͟ύ ͊͟͟ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭπ
͊ͭͦͪ͘ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 

no ip igmp snooping vlan  
vlan_id forbidden mrouter 
interface  
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

˿͙͔ͤͣ͊ͭ ͔͊ͨͪͭ͘ ͤ͊ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͨͦͪͭ͊ ͊͟͟ ͨͦͪͭ͊Σ ͟ ͦͭͦ͟π
ͪͦͣͯ ͨͦ͒͟͡Ό;͔ͤ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ 

ip igmp snooping vlan 
vlan_id replace source-ip 
ip_address vlan_id: (1..4094) 

ˤ͟͡Ό;͔͊ͭ ͔͊ͣͤͯ͘ IP-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͤ͊ ͯ͊͊ͤͤ͘͟·͚ IP-
͔͊͒ͪͫ ͍ ͦ ͍͔ͫͻ ͨ ͔͊ͭ͊͟ͻ IGMP report ͍  ͚͊͒͊ͤͤͦ͘ VLAN. 

no ip igmp snooping vlan 
vlan_id replace source-ip  

˻ͭ͟͡Ό;͔͊ͭ ͔͊ͣͤͯ͘ IP-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͍ ͔ͨ͊ͭ͊͟ͻ IGMP re-
port ͍  ͊͘ ͚͒͊ͤͤͦ VLAN. 

ip igmp snooping map cpe 
vlan cpe_vlan_id  mul-
ticast-tv vlan mc_vlan_id cpe_vlan_id: (1..4094); 

mc_vlan_id: (1..4094) 
 

˨͍ͦ͋͊͡Ύ͔ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ VLAN ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ 
cpe_vlan_id ͙  VLAN multicast-͍͔΅͙͊ͤΎ mc_vlan_id. 
˩͙ͫ͡ IGMP ͫ ͦͦ͋΅͔͙͔ͤ ͨ ͙ͪͻ͙ͦ͒ͭ ͤ͊ ͨͦͪͭ ͫ ͔͎ͭͦͣ cpe_vlan_id 
͙ ͫͯ΅͔͍͔ͫͭͯͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ cpe_vlan_id /  mc_vlan_idΣ ͭͦ LDat 
ͫͦͦ͋΅͔͙͔ͤ ͔͋ͯ͒ͭ ͪ ͔͙͍ͭͪ͊ͤͫͪͦ͊ͤͦ͡ ͍ mc_vlan_id. 

no ip igmp snooping map 
cpe vlan cpe_vlan_id 

˻͔ͭͣͤΎ͔ͭ ͪ ͔͙͗ͣ Multicast-TV VLAN ͒ ͡Ύ ͯ ͎͊͊ͤͤͦͦ͘͟ VLAN. 

ip igmp snooping 
vlan vlan_id  querier  

vlan_id: (1..4094) 

ˤ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͍·͒͊;͙ ͍͊ͨͪͦͫͦ͘ ƛƎƳǇ-ǉǳŜǊȅ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣ ͍ ͚͒͊ͤͤͦ ±[!bΦ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔͔ͨͪ͒͊;͊ ͍͊ͨͪͦͫͦ͘ ͦͭ͟͡Ό;͔ͤ͊Φ 

no ip igmp snooping 
vlan vlan_id querier  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp snooping 
vlan vlan_id querier ver-
sion {2 | 3} vlan_id: (1..4094) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͙ͪͫΌ LDat-ͨͪͦͭͦͦ͊͟͡Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͦͭͦ͟π
͚ͪͦ ͋ͯ͒ͯͭ ͺ͙͍ͦͪͣͪͦ͊ͭΈͫΎ IGMP-ǉǳŜǊȅ ͊ͨͪͦͫ͘·Φ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨͪͦͭͦͦ͟͡ IGMPv3. 

no ip igmp snooping vlan 
vlan_id querier version 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip igmp snooping vlan  
vlan_id querier address 
ip_address 

vlan_id: (1..4094) 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͫͻͦ͒ͤ·͚ Lt-͔͊͒ͪͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έͦ͘π
͍͊ͭΈͫΎ LDat ǉǳŜǊƛŜǊ-ͦͣΦ vǳŜǊƛŜǊ τ ͚͍ͯͫͭͪͦͫͭͦΣ ͔ͦͭͦͪͦ͟ ͦͭπ
͍ͨͪ͊͡Ύ͔ͭ LDat-͊ͨͪͦͫ͘·Φ 

no ip igmp snooping vlan 
vlan_id querier address 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ ˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔͙ͫ͡ 
IP-͔͊͒ͪͫ ͔ͤ͊ͫͭͪͦͤ ͒͡Ύ ±[!bΣ ͦͤ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͊͟;͔͍͔ͫͭ ͊͒π
͔ͪͫ͊ ͙ ͫͭͦ;͙ͤ͊͟ LDat {ƴƻƻǇƛƴƎ vǳŜǊƛŜǊΦ 

ip igmp snooping vlan 
vlan_id immediate-leave 

vlan_id: 
(1..4094)/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨͪͦͼ͔ͫͫ IGMP Snooping Immediate-Leave ͤ ͔͊ͭͯ͟π
΅͔ ͚ VLAN. ˻ͤ͊͘;͔͊ͭΣ ;ͭͦ ͨͦͪͭ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔͔͔ͤͣ͒ͤͤͦ͡ 
͔ͯ͒͊ͤ͡ ͙͘ ͎ͪͯͨͨ· LDat ͔ͨͦͫ͡ ͨͦͯ͡;͔͙ͤΎ ͫͦͦ͋΅͔͙ͤΎ LDat 
leave. 
˽͙ͪ ͍͔͙͙͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ host-based τ ͔ͣͻ͙͊ͤͣ͘ fast-leave 
ͫͪ͊͋͊ͭ·͍͔͊ͭ ͭͦ͡Έͦ͟ ͍ ͭͦͣ ͫͯ͡;͔͊Σ ͎ͦ͒͊͟ ͍͔ͫ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡Σ 
ͨͦ͒͟͡Ό;͔ͤͤ·͔ ͟ ͒͊ͤͤͦͣͯ ͨͦͪͭͯ ͙͙ͦͭͨͫ͊ͫ͡Έ ͦͭ ͎ͪͯͨͨ· όͫ;͔ͭπ
;͙͟ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍͔͔͒ͭͫΎ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ src-MAC-͔͍͊͒ͪͫͦ ͍ 
͎͍͊ͦͦ͊͘͟͡ͻ IGMP-reportΩ͍ͦύΦ 

no ip igmp snooping vlan 
vlan_id immediate-leave 
[host-based] 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ IGMP Snooping Immediate-Leave ͤ  ͊ͭ ͔ͯ͟π
΅͔ ͚VLAN. 
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ip igmp snooping vlan 
vlan_id immediate-leave 
host-based 

vlan_id: 
(1..4094)/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨͪͦͼ͔ͫͫ IGMP Snooping Immediate-Leave ͤ ͔͊ͭͯ͟π
΅͔ ͚ VLAN. ˻ͤ͊͘;͔͊ͭΣ ;ͭͦ ͨͦͪͭ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔͔͔ͤͣ͒ͤͤͦ͡ 
͔ͯ͒͊ͤ͡ ͙͘ ͎ͪͯͨͨ· LDat ͔ͨͦͫ͡ ͨͦͯ͡;͔͙ͤΎ ͫͦͦ͋΅͔͙ͤΎ LDat 
leaveΣ ͔͙ͫ͡ ͋ͦ͡Έ΄͔ ͔ͤͭ ͙͔͍ͤͭͦ͟͡, ͟ ͦͭͦͪ·ͣ ͔ͤͦ͋ͻ͙ͦ͒ͣ͊ ͒͊ͤπ
ͤ͊Ύ ͎ͪͯͨͨ͊Φ 

no ip igmp snooping vlan 
vlan_id immediate-leave  

˻ͭ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ IGMP Snooping Immediate-Leave ͤ  ͊ͭ ͔ͯ͟π
΅͔ ͚VLAN. 

ip igmp snooping vlan 
vlan_id proxy-report [ver-
sion version] 

vlan_id: (1..4094); 
version : (1..3) 

B͟ ͡Ό;͔͊ͭ ͔͙ͪ͗ͣΣ ͙ͨͪ ͦͭͦͪͦͣ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͍ͦͭͨͪ͊͡Ύ͔ͭ 
ǊŜǇƻǊǘ ͤ͊ ǉǳŜǊȅ ͊ͨͪͦͫ͘· ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͎ͪͯͨͨΣ ͔ͤ͊ͫͭͪͦͤͤ·ͻ ͤ͊ 
͔ͤͣΦ ˽͙ͪ Ήͭͦͣͯ ͫͦͦ͋΅͔͙ͤΎ IGMP-ǊŜǇƻǊǘκƭŜŀǾŜ ͤ͊ Ή͙ͭ ͎ͪͯͨͨ· 
͙͎͙ͤͦͪͪͯΌͭͫΎΦ 
- version τ ͺ͙͙͔ͫͪͯ͟ ͍͔͙ͭͪͫΌ ǊŜǇƻǊǘκƭŜŀǾŜ ͫͦͦ͋΅͔͙͚ͤΣ ͦͭπ
͍ͨͪ͊͡Ύ͔ͣ·ͻ ǇǊƻȄȅ-ǊŜǇƻǊǘϥ͔ͪͦͣΦ 
 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͍͔ͫ IGMP-ͫͦͦ͋΅͔͙ͤΎ, ͫͦ͒͊ͤͤ͘·͔ ǇǊƻȄȅ-
ǊŜǇƻǊǘϥ͔ͪͦͣ τ LDatǾоΣ ͊ ͍͔ͦͭͭ· ͤ͊ ǉǳŜǊȅ ͫͦͦ͋΅͔͙ͤΎ ͋ͯ͒ͯͭ 
͍ ͚ͭͦ ͍͔͙͙ͪͫΣ ͍ ͚ͦͭͦͪͦ͟ ͋·͡ ͙ͨͪͫ͊ͤ͡ LDat-query. 

no ip igmp snooping vlan 
vlan_id proxy-report 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp snooping vlan 
vlan_id cos cos 

cos: (0-7) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͔ͨ͊ͪ͊ͣͭͪ͊ ͨͦ͡Ύ ͙͙͔ͨͪͦͪͭͭ͊ 
802.1p. 

no ip igmp snooping vlan 
vlan_id cos 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ±[!bΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.127 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip igmp robustness count 
count: (1..7)/2 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͙ͪͦ͋͊ͫͭͤͦͫͭ ͒͡Ύ LDatΦ 
˩͙ͫ͡ ͤ͊ ͔͊ͤ͊͟͡ ͤ͊͋͡Ό͔͒͊ͭͫΎ ͔ͨͦͭͪΎ ͒͊ͤͤ·ͻΣ ͤ͊͘;͔͙͔ͤ ͪͦπ
͙͋͊ͫͭͤͦͫͭ ͒ͦ͗ͤ͡ ͦ͋ ·ͭΈ ͍͔͙ͯ͡;͔ͤ.ͦ 

no ip igmp robustness ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp query-interval sec-
onds seconds: (30..18000)/125 ͫ  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͚ͭ͊ͣ͊ͯͭΣ ͨͦ ͦͭͦͪͦͣͯ͟ ͙͔ͫͫͭͣ͊ ͍ͦͭͨͪ͊͡Ύ͔ͭ 
͍ͦͫͤͦͤ·͔ ͊ͨͪͦͫ͘· ͍͔ͫͣ ͯ;͙͊ͫͭͤ͊ͣ͟ ͎ͪͯͨͨ· ͎͔ͣͤͦͦ͊͒ͪͫπ
͚ͤͦ ͔͔ͨͪ͒͊;͙ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͙ͻ ͙͍͙͊ͭͤͦͫͭ͟Φ 

no ip igmp query-interval ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯ ͣͦ͡;͙͊ͤΌΦ 

ip igmp query-max-re-
sponse-time  seconds 

seconds: (5..20)/10 ͫ  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͍͔ͪͣΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘Φ  

no ip igmp query-max-re-
sponse-time 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip igmp last-member-
query-count count count: (1..7)/ͤ͊͘;͔͙͔ͤ ͔ͨπ

͔͔͚ͪͣͤͤͦ robustness 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͦ͟͡;͔͍ͫͭͦ ͍͊ͨͪͦͫͦ͘Σ ͔ͨͦͫ͡ ͪ͊ͫͫ·͙͟͡ ͦͭͦ͟π
ͪ·ͻ, ͟ ͦͣͣͯͭ͊ͭͦͪ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ;ͭͦ ͤ͊ ͒͊ͤͤͦͣ ͨͦͪͭͯ ͔ͤͭ ͔͗π
͊͡Ό΅͙ͻ ͯ;͍͍͊ͫͭͦ͊ͭΈ ͍ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͔͟͡Φ 

no ip igmp last-member-
query-count 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip igmp last-member-
query-interval milliseconds milliseconds: 

(100..25500)/1000 ͣ  ͫ

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͊ͨͪͦͫ͊͘ ͒͡Ύ ͔͔͎ͨͦͫ͒ͤͦ͡ ͯ;͊ͫͭπ
͙ͤ͊͟Φ  

no ip igmp last-member-
query-interval 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙ ͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.128 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

switchport access mul-
ticast-tv vlan vlan_id 

vlan_id: (1..4094) 

ˤ͟͡Ό;͔͊ͭ ͔͔͍͔͙͔ͨͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ ͙ ͘͟ ͙͔͚ͤͭͫͦ͟͡ 
VLAN ͍  aǳƭǘƛŎŀǎǘ VLAN ͙  ͣͯ͡Έ͙͍͎ͭ͊ͫͭͦͦͦ͟ ͭͪ͊ͺ͙͊͟ ͍ ͙͔ͤͭ͟͡π
ͫͯ͟Ό VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͙͔ͪ͗ͣ ζŀŎŎŜǎǎη. 

no switchport access mul-
ticast-tv vlan 

ˤ·͟͡Ό;͔͊ͭ ͔͔͍͔͙͔ͨͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ ͙ ͘͟ ͙͔ͤͭ͡π
ͫͦ͟ ͚VLAN ͍  aǳƭǘƛŎŀǎǘ VLAN ͙  ͣͯ͡Έ͙͍͎ͭ͊ͫͭͦͦͦ͟ ͭͪ͊ͺ͙͊͟ ͍ 
͙͔ͤͭͫͯ͟͟͡Ό VLAN ͒ ͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ ͔͙͔ͪ͗ͣ ζaccessη. 

switchport trunk mul-
ticast-tv vlan vlan_id 
[tagged ] vlan_id: (1..4094) 

ˤ͟͡Ό;͔͊ͭ ͔͔͍͔͙͔ͨͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ ͙ ͘VLANΣ ͯ;͊ͫͭπ
͙ͤͦͣ͟ ͦͭͦͪ͟·ͻ Ύ͍͡Ύ͔ͭͫΎ ͨͦͪͭΣ ͍  aǳƭǘƛŎŀǎǘ VLAN ͒ ͡Ύ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͍ ͔͙͔ͪ͗ͣ ζtrunkη.  
˸ͯ͡Έ͙͍ͭ͊ͫͭͦ͟·  ͚ͭ ͪ͊ͺ͙͟ ͔͔͔ͨͪ͒͊ͭͫΎ ͤ͊ ͨͦͪͭ ͔͔͎͙͍ͤͭͪͦ͊ͤπ
ͤ·ͣ ͙͙͡ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͨ͊ͪ͊ͣͭͪ͊ 
ζtaggedη. 
˽͔͊ͪ͊ͣͭͪ ζtaggedη ͯ ͊͘͟·͍͔͊ͭ ͤ ͊ ͭͦΣ ;ͭͦ ͣͯ͡Έ͙͍ͭ͊ͫͭͦ͟·  ͚
ͭͪ͊ͺ͙͟ ͒ ͔ͦ͗ͤ͡ ͍ͦͭͨͪ͊͡ΎͭΈͫΎ ͍ ͨͦͪͭ ͭ ͔͎͙͍ͪͦ͊ͤͤ·ͣ. 

no switchport trunk mul-
ticast-tv vlan  

ˤ·͟͡Ό;͔͊ͭ ͔͔͍͔͙͔ͨͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ aǳƭǘƛŎŀǎǘ ±ƭŀƴ 
͙ ͣͯ͡Έ͙͍͎ͭ͊ͫͭͦͦͦ͟ ͭͪ͊ͺ͙͊͟ ͍ ͨ ͦͪͭ. 

switchport general mul-
ticast-tv vlan vlan_id 
[tagged]  vlan_id: (1..4094) 

ˤ͟͡Ό;͔͊ͭ ͔͔͍͔͙͔ͨͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ ͙ ͘VLANΣ ͯ;͊ͫͭπ
͙ͤͦͣ͟ ͦͭͦͪ͟·ͻ Ύ͍͡Ύ͔ͭͫΎ ͨͦͪͭΣ ͍  aǳƭǘƛŎŀǎǘ ±[!b ͒ ͡Ύ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͍ ͔͙͔ͪ͗ͣ ζƎŜƴŜǊŀƭηΦ ˸ͯ͡Έ͙͍ͭ͊ͫͭͦ͟·  ͚ͭ ͪ͊ͺ͙͟ ͔͔ͨͪπ
͔͒͊ͭͫΎ ͤ͊ ͨͦͪͭ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·ͣ ͙͙͡ ͔͎͙͍ͭͪͦ͊ͤͤ·ͣ ͍ ͍͙͊͘π
͙͙ͫͣͦͫͭ ͦͭ ͔ͨ͊ͪ͊ͣͭͪ͊ ζtaggedη. 
˽͔͊ͪ͊ͣͭͪ ζtaggedη ͯ ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ ͣͯ͡Έ͙͍ͭ͊ͫͭͦ͟·  ͚
ͭͪ͊ͺ͙͟ ͒ ͔ͦ͗ͤ͡ ͍ͦͭͨͪ͊͡ΎͭΈͫΎ ͍ ͨͦͪͭ ͭ ͔͎͙͍ͪͦ͊ͤͤ·ͣ. 

no switchport general mul-
ticast-tv vlan 

ˤ·͟͡Ό;͔͊ͭ ͔͔͍͔͙͔ͨͪͤ͊ͨͪ͊ͤ͡ LDat-͍͊ͨͪͦͫͦ͘ aǳƭǘƛŎŀǎǘ ±ƭŀƴ 
͙ ͣͯ͡Έ͙͍͎ͭ͊ͫͭͦͦͦ͟ ͭͪ͊ͺ͙͊͟ ͍ ͨ ͦͪͭ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.129 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show ip igmp snooping 
mrouter [interface vlan_id] 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙ͯ͘;͔ͤͤ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ͻ ͍ ͚ͯ͊͊ͤͤͦ͘͟ 
͎͔ͪͯͨͨ ±[!bΦ 

show ip igmp snooping in-
terface vlan_id 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό LDat-ǎƴƻƻǇƛƴƎ ͒͡Ύ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊. 

show ip igmp snooping 
groups [vlan vlan_id]  
[ip-multicast-address  
ip_muliticast_address]  
[ip-address ip_address ] 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙ͯ͘;͔ͤͤ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͎ͪͯͨͨ͊ͻΣ ͯ;͍͊ͫͭͯΌ΅͙ͻ ͍ ͎ͪͯͨͨͦπ
͍͚ͦ ͪ͊ͫͫ·͔͟͡. 

show ip igmp snooping 
multicast-tv [vlan vlan_id] 

˽ͦ͊͘͟·͍͔͊ͭ Lt-͔͊͒ͪͫ͊Σ ͊ͫͫͦͼ͙͙͍ͪͦ͊ͤͤ·͔ ͫ ±[!b ͒͡Ύ ͔͔͍͔ͭ͡΅͙͊ͤΎ. 

show ip igmp snooping cpe 
vlans [vlan vlan_id] 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͍͔͍͙͚ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ ±[!b ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎΣ ͍͔͎ͯͫͭ͊ͤͦͤͤͦͦ͡ ͯ ͨͦ͡Έͦ͘π
͍͔͊ͭ͡Ύ, ͙  ±[!b ͒͡Ύ ͔͔͍͔ͭ͡΅͙͊ͤΎ.  
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό IGMP snooping ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˨͡Ύ VLAN с ͔ͪ͊ͪ͘΄͙ͭΈ ͍͙͊ͭͦͣ͊ͭ;͔π
͔ͫͦ͟ ͍͙͔ͪ͊ͫͨͦͤ͊͊ͤ͘ ͍ͨͦͪͭͦΣ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Φ 
͍͙̂ͫͭ͊ͤͦͭΈ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ IGMP-͙͊ͨͪͦͫ͊ͣ͘ τ млл ͔ͫ͟Φ ͍͔͙̂͡;͙ͭΈ ͤ͊͘;͔͙͔ͤ ͪͦ͋͊ͫͭͤͦπ
͙ͫͭ ͒ͦ пΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͍͔ͪͣΎ ͍͔ͦͭͭ͊ ͤ͊ ͊ͨͪͦͫ͘ τ мр ͔ͫ͟Φ 

console #configure   

console ( config )# ip  igmp  snooping   

console(config - if)# ip igmp snooping vlan 6 mrouter learn pim - dvmrp  

console(config)# interface vlan  6  

console(config - if)# ip igmp snooping query - interval  100   

console(config - if)# ip igmp robustness 4  

console(config - if)# ip igmp query - max- response - time   15 

5.18.3 MLD snooping τ ͨ ͪͦͭͦͦ͟͡ ͦͤͭͪͦ͟͡Ύ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟ ͍ LtǾс 

MLD snooping τ ͔ͣͻ͙͊ͤͣ͘ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡ ͫͦͦ͋΅͔͙͚ͤΣ ͍ͨͦͦ͘͡ΎΌ΅͙͚ 
͙͙͙͙͍ͣͤͣͪͦ͊ͭ͘Έ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͍ LtǾс-͔ͫͭΎͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.130 τ ˴ ͦͣ͊ͤ͒· ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ipv6 mld snooping  
[vlan vlan_id] vlan_id: 

(1..4094)/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ a[5 ǎƴƻƻƛǇƴƎ. 

no ipv6 mld snooping  
[vlan vlan_id] 

˻ͭ͟͡Ό;͔͊ͭ MLD snooping. 

ipv6 mld snooping vlan 
vlan_id static ipv6_address  
[interface { gigabitethernet 
gi_port |  
fastethernet fa_port |  
port-channel group}] 

vlan_id: (1..4094); 
gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˾͔͎͙͙͔ͫͭͪͪͯͭ ͎͍͚ͪͯͨͨͦͦ LtǾс-͔͊͒ͪͫ ͍ ͙ͭ͊͋͡ͼ͔ ͎͍͚ͪͯͨͨͦͦ 
͔͊͒ͪͫ͊ͼ͙͙ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ ͍͒ͦ͋͊͡Ύ͔ͭκͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ· ͙͘ 
͎ͪͯͨͨ· ͒͡Ύ ͔ͭͯ͟΅͔͚ ±[!bΦ 
- ipv6_address τ ͎ ͍͚ͪͯͨͨͦͦ LtǾс-͔͊͒ͪͫΤ 
˽͔͔ͪ;͙͔͙͔ͫͤ͡ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ;͔͔ͪ͘ ζςη ͙ 
ζΣη. 

no ipv6 mld snooping vlan 
vlan_id static ipv6_address  
[interface  
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group}] 

̂͒͊͡Ύ͔ͭ ͎͍͚ͪͯͨͨͦͦ Lt-͔͊͒ͪͫ ͙͘ ͙ͭ͊͋͡ͼ·Φ 

ipv6 mld snooping vlan 
vlan_id forbidden mrouter 
interface  
{gigabitethernet gi_port| 
fastethernet fa_port |  
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˨͍ͦ͋͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡Σ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͔͎͙͙͍ͪͫͭͪͪͦ͊ͭΈ MLD-
mrouter ͨ ͦͪͭ· ͙͘ ͙ͫͨͫ͊͟Φ 

no ipv6 mld snooping vlan 
vlan_id forbidden mrouter 
interface  
{gigabitethernet gi_port| 
fastethernet fa_port |  
port-channel group} 

̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡Σ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͔͎͙͙͍ͪͫͭͪͪͦ͊ͭΈ MLD-
mrouter ͨ ͦͪͭ· ͙͘ ͙ͫͨͫ͊͟Φ 
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ipv6 mld snooping vlan 
vlan_id mrouter learn 
pim-dvmrp 

-/͍͟͡Ό;͔ͤͦ 

ˮͯ͘;͊ͭΈ ͨͦͪͭ·Σ ͨͦ͒͟͡Ό;͔ͤͤ·͔ ͟ ƳǊƻǳǘŜǊϥͯ ͨͦ a[5-query-
͔ͨ͊ͭ͊ͣ͟. 

no ipv6 mld snooping vlan 
vlan_id mrouter learn 
pim-dvmrp 

˹͔ ͙ͯ͘;͊ͭΈ ͨͦͪͭ·Σ ͨͦ͒͟͡Ό;͔ͤͤ·͔ ͟ ƳǊƻǳǘŜǊϥͯ ͨͦ a[5-
query-͔ͨ͊ͭ͊ͣ͟. 

ipv6 mld snooping vlan 
vlan_id mrouter interface { 
gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

vlan_id: (1..4094); 
gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 

˨͍ͦ͋͊͡Ύ͔ͭ ͙ͫͨͫͦ͟ ƳǊƻǳǘŜǊ-͍ͨͦͪͭͦΦ 

no ipv6 mld snooping vlan 
vlan_id mrouter interface { 
gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

̂͒͊͡Ύ͔ͭ mrouter-ͨͦͪͭ·Φ 

Ipv6 mld snooping vlan 
vlan_id immediate-leave vlan_id: 

(1..4094)/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ MLD Snooping Immediate-Leave ͤ  ͊ͭ ͔ͯ͟π
΅͔ ͚VLAN.  

no ipv6 mld snooping vlan 
vlan_id immediate-leave 

˻ͭ͟͡Ό;͙ͭΈ ͨ ͪͦͼ͔ͫͫ MLD Snooping Immediate-Leave ͤ  ͊ͭ ͔ͯ͟π
΅͔ ͚VLAN. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.131 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ipv6 mld join-group 
ipv6_multicast_address 

τ 

˿͔ͦ͒͊ͭ͘ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͎ͪͯͨͨͯ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ IPv6-ͪ͊ͫͫ·͙͟͡. 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ ͊ ͔͒ͪͫ IPv6. 

no ipv6 mld join-group 
ipv6_multicast_address 

̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔ͫͯ͟Ό ͎ͪͯͨͨͯ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ LtǾс-ͪ͊ͫπ
ͫ·͙͟͡. 

ipv6 mld last-member-
query-count count 

count: (1..7) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͦ͟͡;͔͍ͫͭͦ MLD-͍͊ͨͪͦͫͦ͘Σ ͔ͨͦͫ͡ ͪ͊ͫͫ·͙͟͡ 
ͦͭͦͪ͟·ͻ MES1024/MES1124/MES2124 ͦ ͔͔ͨͪ͒͡Ύ͔ͭΣ ;ͭͦ ͤ͊ 
͒͊ͤͤͦͣ ͨͦͪͭͯ ͔ͤͭ ͔͗͊͡Ό΅͙ͻ ͯ;͍͍͊ͫͭͦ͊ ͭΈ ͍ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ 
IPv6-ͪ͊ͫͫ·͔͟͡. 

no  pv6 mld last-member-
query-count  

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld last-member-
query-interval interval 

interval: (100..25500)/1000 
͙͙͔ͣͫͯͤ͒͟͡͡ 

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͔͊͒ͪ͗ͯ͘͟ ͍͔ͦͭͭ͊ ͨ ͔͔͎ͦͫ͒ͤͦ͡ ;͔ͤ͊͡ 
͎ͪͯͨͨ·Σ ͦͭͦͪ͊͟Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍·;͙͔͙ͫͤ͡Ύ ͦ͒͊͟ ͙ͣ͊ͫ͟π
ͣ͊͡Έ͚ͤͦ ͔͙͊͒ͪ͗͘͟ ͍͔ͦͭͭ͊ όMax Response Code). 

no ipv6 mld last-member-
query-interval 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld query-interval 
value 

value: (30..18000)κмнр ͔ͫπ
ͯͤ͒͟ 

˭͔͊͒͊ͭ ͙͔͍ͤͭͪ͊͡ ͪ͊ͫͫ·͙͟͡ ͍ͦͫͤͦͤ·ͻ MLD-͍͊ͨͪͦͫͦ͘Φ  

no ipv6 mld query-interval ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld query-max-re-
sponse-time value 

value: (5..20)/10 ͫ ͔ͯͤ͒͟ ˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡ΈͤͯΌ ͔͊͒ͪ͗ͯ͘͟ ͍͔ͦͭͭ͊Σ ͦͭͦͪ͊͟Ύ ͙ͫͨͦ͡Έͯ͘π
͔ͭͫΎ ͒͡Ύ ͍·;͙͔͙͚ͫͤ͡ ͦ͒͊͟ ͙ͣ͊ͫͣ͊͟͡Έ͚ͤͦ ͔͙͊͒ͪ͗͘͟ ͍͔ͦͭͭ͊. 

no ipv6 mld query-max-re-
sponse-time 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ipv6 mld robustness value value: (1..7) ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͦ͟Ήͺͺ͙ͼ͙͔ͤͭ͊ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍ͦπ
͙ͫͭΦ ˩͙ͫ͡ ͤ͊ ͔͊ͤ͊͟͡ ͤ͊͋͡Ό͔͒͊ͭͫΎ ͔ͨͦͭͪΎ ͒͊ͤͤ·ͻΣ ͦ͟Ήͺͺ͙π
ͼ͙͔ͤͭ ͚ͦͭ͊ͦͯͫͭͦ͘͟;͙͍͙ͦͫͭ ͒ ͔ͦ͗ͤ͡ ͋·ͭΈ ͍͔͙ͯ͡;͔ͤ. 

no ipv6 mld robustness ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘhernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΣ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦ ͙ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.132 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˻͙͙͔ͨͫ͊ͤ 

ipv6 mld join-group 
ipv6_address 

τ 

˨͔͊ͭ ͙͔ͯ͊͊ͤ͘͟ ͪ͊ͫͫ·͊ͭ͡Έ a[5-ǊŜǇƻǊǘ ͫͦͦ͋΅͔͙ͤΎ ͤ͊ ͙ͨͪͫͦπ
͔͙͔͙͔͒ͤͤ ͟ ipv6_address ͎ ͪͯͨͨ· ͫ ͎͒͊ͤͤͦͦ ͨͦͪͭ͊. 
- ipv6_address τ ͎ ͍͚ͪͯͨͨͦͦ ͔͊͒ͪͫ LtǾс. 

no ipv6 mld join-group 
ipv6_address 

̂͒͊͡Ύ͔ͭ ͙͔ͯ͊͊ͤ͘͟ ͪ͊ͫͫ·͊ͭ͡Έ a[5-ǊŜǇƻǊǘ ͫͦͦ͋΅͔͙ͤΎ ͤ͊ ͙ͨͪπ
͔͙͔͙͔ͫͦ͒ͤͤ ͟ ipv6_address ͎ ͪͯͨͨ· ͫ ͎͒͊ͤͤͦͦ ͨͦͪͭ͊. 

ipv6 mld version version 
version: (1..2)/2 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͙ͪͫΌ ͨͪͦͭͦͦ͊͟͡Σ ͔͚͍͒ͫͭͯΌ΅ͯΌ ͤ͊ ͒͊ͤͤͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ipv6 mld version ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

͙́͊͋͡ͼ͊ 5.133 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ipv6 mld snooping 
groups [vlan vlan_id] [ad-
dress ipv6_multicast_ad-
dress] [source ipv6_ ad-
dress] 

vlan_id: (1..4094) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͎ͪͯͨͨ͊ͻ ͍  
͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͊͒͊ͤͤ͘·͙ͣ ͍ ͔ͦͣ͊ͤ͒͟ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ ͺ͙͡Έπ
ͭͪ͊ͼ͙͙. 
- ipv6_multicast_address τ ͎ ͍͚ͪͯͨͨͦͦ ͊ ͔͒ͪͫ IPv6; 
- ipv6_source_address τ IPv6-͔͊͒ͪͫ. 

show ipv6 mld snooping in-
terface vlan_id 

vlan_id: (1..4094) 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ a[5-snooping 
͒͡Ύ ͚͒͊ͤͤͦ ±[!b. 

show ipv6 mld snooping 
mrouter [interface vlan_id] 

vlan_id: (1..4094) 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ mrouter-ͨͦͪͭ͊ͻ. 

5.18.4 ̅ ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ multicast-ͭͪ͊ͺ͙͊͟ 

̅ͯͤ͟ͼ͙͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ multicast-ͭͪ͊ͺ͙͊͟ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͚ͯ͒ͦ͋ͤͦ ͚͙ͤ͊ͫͭͪͦ͟ ͎͙ͦͪ͊ͤ;͔͙ͤΎ 
ͨͪͦͫͣͦͭͪ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͎ͪͯͨͨ ͎͔͚ͣͤͦͦ͊͒ͪͫͤͦ ͪ͊ͫͫ·͙͟͡Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.134 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

multicast snooping profile 
name 

name: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

˽͔͔ͪͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Ύ. 

no multicast snooping pro-
file name 

͙̂͒͊ͭ͡Έ ͯ͊͊ͤͤ͘͟·͚ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Έ. 
Multicast-ͨͪͦͺ͙͡Έ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͯ͒͊ͤ͡ ͭͦ͡Έͦ͟ ͨͦπ
͔ͫ͡ ͎ͭͦͦΣ ͊͟͟ ͔͋ͯ͒ͭ ͍ͦͭΎ͊ͤ͘ ͦͭ ͍͔ͫͻ ͍ͨͦͪͭͦ ͦͣͣͯ͟π
ͭ͊ͭͦͪ͊. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ multicast-ͨͪͦͺ͙͡Ύ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ multicast-ͨͪͦͺ͙͡Ύ: 

console(config - mc- profile )#  

͙́͊͋͡ͼ͊ 5.135 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ multicast-ͨͪͦͺ͙͡Ύ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

match ip low_ip [high_ip] 

τ 

˭͔͊͒͊ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͒ ͙͊ͨ͊ͦͤͯ͘ IPv4 
multicast-͔͍͊͒ͪͫͦ. 
- low_ip τ ͍ ͙͊͒ͤ͡·͚ multicast-͔͊͒ͪͫ; 
- high_ip τ ͍ ͙͊͒ͤ͡·͚ multicast-͔͊͒ͪͫ. 

no match ip low_ip [high_ip] ̂͒͊͡Ύ͔ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv4 
multicast-͔͍͊͒ͪͫͦ. 

match ipv6 
 low_ipv6 [high_ipv6] 

τ 

˭͔͊͒͊ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv6 
multicast-͔͍͊͒ͪͫͦΦ 
- low_ipv6 τ ͍ ͙͊͒ͤ͡·͚ IPv6 multicast-͔͊͒ͪͫ; 
- high_ipv6 τ ͍ ͙͊͒ͤ͡·͚ IPv6 multicast-͔͊͒ͪͫ. 

no match ipv6  
low_ipv6 [high_ipv6] 

̂͒͊͡Ύ͔ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͨͪͦͺ͙͡Ύ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͒͊ͨ͊ͦͤͯ͘ IPv6 
multicast-͔͍͊͒ͪͫͦΦ 

permit 

-/͍·͟͡Ό;͔ͤͦ 

ˤ ͫͯ͡;͔͊ ͔͍͔͍͙ͤͫͦͦͭͭͫͭΎ ͦ ͒ͤͦͣͯ ͙͘ ͊͒͊ͤͤ͘·ͻ ͙͍͒͊ͨ͊ͦͤͦ͘Σ 
IGMP-report ͋ ͯ͒ͯͭ ͨͪͦͨͯͫ͊ͭ͟ΈͫΎ. 

no permit ˤ ͫͯ͡;͔͊ ͔͍͔͍͙ͤͫͦͦͭͭͫͭΎ ͦ͒ͤͦͣͯ ͙͘ ͊͒͊ͤͤ͘·ͻ ͙͍͒͊ͨ͊ͦͤͦ͘Σ 
IGMP-report ͋ ͯ͒ͯͭ ͦͭ͋ͪ͊ͫ·͍͊ͭΈͫΎ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#   

͙́͊͋͡ͼ͊ 5.136 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

multicast snooping max-
groups number 

number: (1..1000)/ - 

˻͎͙ͪ͊ͤ;͙͍͔͊ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ ͙͍͔ͨͪͦͫͣ͊ͭͪ͊π
ͣ·ͻ ƳǳƭǘƛŎŀǎǘ-͎ͪͯͨͨ ͒͡Ύ ͨͦͪͭ͊. 

no multicast snooping 
max-groups 

˿͙͔ͤͣ͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔͔ͦ͒ͤͦͪͣͤͤͦ ͨͪͦπ
͙͍͔ͫͣ͊ͭͪ͊ͣ·ͻ ͎ͪͯͨͨ ͒͡Ύ ͨͦͪͭ͊. 
 

multicast snooping add 
name 

name: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

˽͙͍ͪΎ͘·͍͔͊ͭ ͯ͊͊ͤͤ͘͟·͚ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Έ ͟ ͨͦͪͭͯ. 

multicast snooping remove 
{ name |  all } 

̂͒͊͡Ύ͔ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Ύ ͫ ͨͦͪͭͦͣ. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ 9·9/ 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ EXEC: 

console #  
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͙́͊͋͡ͼ͊ 5.137 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show multicast snooping 
groups count 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͒͡Ύ ͍͔ͫͻ ͍ͨͦͪͭͦ ͦ ͔ͭͯ͟΅͔ͣ ͙ͦ͟͡;͔͍͔ͫͭ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ 
͎ͪͯͨͨΣ ͊ ͔ͭ͊͗͟ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͍͔ͦͣͦ͗ͤͦ͘ ͙ͦ͟͡;͔͍ͫͭͦ. 

show multicast snooping 
profile [name] 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·ͻ ƳǳƭǘƛŎŀǎǘ-ͨͪͦͺ͙͡Ύͻ. 

5.18.5 RADIUS ͊ ͍͙ͭͦͪ͊͘ͼ͙Ύ ͍͊ͨͪͦͫͦ͘ IGMP 

˨͊ͤͤ· ͚͔ͣͻ͙͊ͤͣ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͙ͨͪͦͦ͒ͭ͘Έ ͍͙͊ͭͦͪ͊͘ͼ͙Ό ͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ IGMP ͫ ͨͦͣͦ΅ΈΌ 
RADIUS-͔͍͔ͫͪͪ͊Φ ˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙ͤ͊͒͗ͤͦͫͭ ͙ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͎͙ͤ͊ͪͯ͘͟ ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ 
͔ͤͫͦ͟͡Έͦ͟ RADIUS-͔͍͔͍ͫͪͪͦΦ ˤ·͋ͦͪ ͔͍͔ͫͪͪ͊ ͒͡Ύ ͍͙ͦͭͨͪ͊͟ ͦ;͔͔͎ͪ͒ͤͦͦ ͊ͨͪͦͫ͊͘ ͍͙͊ͭͦͪ͊͘ͼ͙͙ 
͙ͨͪͦͫͻ͙ͦ͒ͭ ͫͯ͡;͚͊ͤ·ͣ ͦ͋ͪ͊ͦͣ͘Φ ˩͙ͫ͡ ͔͍͔ͫͪͪ ͔ͤ ͍͔͙ͦͭͭ͡Σ ͦͤ ͔ͨͦͣ;͔͊ͭͫΎ ͊͟͟ ͍͔͔ͪͣͤͤͦ ͔ͤͪ͊͋ͦ;͙͚Σ ͙ 
͔͔͔ͨͪͫͭ͊ͭ ͯ;͍͍͊ͫͭͦ͊ͭΈ ͍ ͔ͣͻ͙͔͊ͤͣ͘ ͦͨͪͦͫ͊ ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ ͔͙ͨͪͦ͒Σ ͊ ͊ͨͪͦͫ͘ ͦͭͫ·͔͊ͭͫ͡Ύ ͤ͊ 
͔ͫ͒ͯ͡Ό΅͙͚ ͔͍͔ͫͪͪΦ  

˽ͦͯ͡;͔ͤͤ·͔ ͍͙͊ͭͦͪ͊͘ͼ͙ͦͤͤ·͔ ͒͊ͤͤ·͔ ͻͪ͊ͤΎͭͫΎ ͍ ͟Ή΄-ͨ͊ͣΎ͙ͭ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͔ͭ;͔͙͔ͤ ͎͊͒͊ͤͤͦͦ͘ 
͔͙ͨͪͦ͒͊ ͍͔͔͙ͪͣͤΦ ̏ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͯͫͦͪͭ͟Έ ͍ͨͦͭͦͪͤͯΌ ͦ͋ͪ͊͋ͦͭͯ͟ IGMP-͍͊ͨͪͦͫͦ͘Φ ˽͔͊ͪ͊ͣͭͪ· 
͍͙͊ͭͦͪ͊͘ͼ͙͙ ͍͟͡Ό;͊Όͭ ͍ ͔ͫ͋Ύ: 

Á MAC-͔͊͒ͪͫ ͙͔͎ͤͭͫͦͦ͟͟͡ ͚͍ͯͫͭͪͦͫͭ͊; 
Á ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͨ ͦͪͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟; 
Á IP-͔͊͒ͪͫ ͎ͪͯͨͨ·; 
Á ˾͔΄͔͙͔ͤ ͦ ͔͒ͦͫͭͯͨ τ deny/permit. 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ RADIUS-͔͍͔ͫͪͪ͊ ͙͍͔͔ͨͪ͒ͤ ͍ ͔͔ͪ͊͒͘͡ ζ˹͚͙͊ͫͭͪͦ͟ ͍͙͊ͭͦͪ͊͘ͼ͙͙ IGMP-͍͊ͨͪͦͫͦ͘ 
;͔͔ͪ͘ Radiusη ͍ ͙͔͙͙ͨͪͦ͗ͤ͡ ˢΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.138 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 

ͨͦ ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip igmp snooping authorization 
cache-timeout timeout 

timeout: (0..10000) ͣ ͙ͤκ0 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͍ ͟Ή΄͔Φ ˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͍ͪ͊ͤͦ 
ͤͯ͡Ό τ ͦ ͭͫ;͖ͭ ͍͔͔͙ͪͣͤ ͗ ͙͙ͤ͘ ͦͭ͟͡Ό;͔ͤ ό͙͊ͨͫ͘Έ ͔ͤ ͯ͒͊͡Ύπ
͔ͭͫΎ ͫͦ ͍͔͔͔ͪͣͤͣύΦ 

no ip igmp snooping authoriza-
tion cache-timeout 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊Υ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.139 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ƳǳƭǘƛŎŀǎǘ ǎƴƻƻǇƛƴƎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ 
ǊŀŘƛǳǎ ώǊŜǉǳƛǊŜŘϐ  

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍͙͊ͭͦͪ͊͘ͼ͙Ό ;͔͔ͪ͘ w!5L¦{πͫ ͔͍͔ͪͪΦ ˩͙ͫ͡ ͯ͊͊ͤ͘͟ 
͔ͨ͊ͪ͊ͣͭͪ ǊŜǉǳƛǊŜŘΣ ͭͦ ͍ ͫͯ͡;͔͊ ͔͙ͤ͒ͦͫͭͯͨͤͦͫͭ ͍͔ͫͻ w!5L¦{π
͔͍͔͍ͫͪͪͦ LDatπ͘ ͊ͨͪͦͫ· ͙͎͙ͤͦͪͪͯΌͭͫΎΦ  
ˤ ͙͍ͨͪͦͭͤͦͣ ͫͯ͡;͔͊ LDatπ͘ ͊ͨͪͦͫ ͔͋ͯ͒ͭ ͦ͋ͪ͊͋ͦͭ͊ͤ ͔͒͊͗ 
͙ͨͪ ͍͙͙ͦͭͫͯͭͫͭ ͍͔ͦͭͭ͊ ͔͍͔ͫͪͪ͊Φ  

ƴƻ ƳǳƭǘƛŎŀǎǘ ǎƴƻƻǇƛƴƎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ  ˻ͭ͟͡Ό;͔͙͔ͤ ͍͙͊ͭͦͪ͊͘ͼ͙͙.  

multicast snooping authorization 
forwarding-first 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔͍͙͔ͨͪ͒͊ͪͭ͡ΈͤͯΌ ͦ͋ͪ͊͋ͦͭͯ͟ IGMP-͍͊ͨͪͦͫͦ͘ ͤ ͊ 
ͨͦͪͭͯ ͒ͦ ͍͔ͦͭͭ͊ RADIUS-͔͍͔ͫͪͪ͊Φ ˽ͦ ͨͦͯ͡;͔͙͙ͤ ͍͔ͦͭͭ͊ ͦͭ 
͔͍͔ͫͪͪ͊ ͍ ͫ͡ ͯ;͔͊ ͙͔ͨͦͦ͗ͭ͡͡Έ͎ͤͦͦ ͍͔ͦͭͭ͊ ͙ͨͦ͒ͨͫ͊͟ ͦͫͭ͊π
͔ͭͫΎΣ ͍ ͫͯ͡;͔͊ ͙ͦͭͪͼ͔͊ͭ͡Έ͎ͤͦͦ τ ͯ ͒͊͡Ύ͔ͭͫΎ. 

no multicast snooping authorization 
forwarding-first 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ 9·9/Υ 

console #  

͙́͊͋͡ͼ͊ 5.140 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip igmp snooping authoriza-
tion-cache  
[gigabitethernet gi_port |  
fastethernet fa_port ] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24). 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͟Ή΄͊ ͊ ͍͙ͭͦͪ͊͘ͼ͙͙ LDat.  
˩͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͊ͤ͘͟ ͙͔ͤͭͪͺ͔͚ͫ τ ͭ ͦ ͦͭͦ͋ͪ͊͗͊ΌͭͫΎ 
ͭͦ͡Έͦ͟ ͔ͭ ͎ͪͯͨͨ·Σ ͦͭͦͪ͟·͔ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤ͘· ͤ͊ ͯ͊͊ͤ͘͟π
ͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ. 

clear  ip igmp snooping authoriza-
tion-cache  
[gigabitethernet gi_port |  
fastethernet fa_port ] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24). 

˻;͙΅͔͊ͭ ͟Ή΄ ͍͙͊ͭͦͪ͊͘ͼ͙͙Φ  
˩͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͯ͊͊ͤ͘͟ ͙͔ͤͭͪͺ͔͚ͫ τ ͦ ;͙΅͊ΌͭͫΎ ͙͙͊ͨͫ͘ 
͔͟΄ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊. 
˩͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟ ς ͟ Ή́ ͦ;͙΅͔͊ͭͫΎ ͨͦͤͦͫͭ͡ΈΌΦ 

5.19 ̅ͯͤ͟ͼ͙͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

5.19.1 ˸ ͔ͻ͙͊ͤͣ͘ ˢˢˢ 

˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͔ͫͫͭͣ· ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ ˢˢˢ ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΎΣ 
͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͯ;͔ͭύΦ  

ð Authentication ό͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύύ τ ͍͔͙͔ͫͦͨͦͫͭ͊ͤ͡ ͊ͨͪͦͫ͊͘ ͫͯ΅͔͍ͫͭͯΌ΅͔͚ ͯ;͖͚ͭͤͦ ͊͘π
͙͙ͨͫ ͍ ͙͔͔ͫͫͭͣ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ  

ð Authorization ό͍͙͊ͭͦͪ͊͘ͼ͙ΎΣ ͍͔ͨͪͦͪ͊͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ύ τ ͫ ͍͔͙͔ͦͨͦͫͭ͊ͤ͡ ͯ;͖͚ͭͤͦ ͙͙͊ͨͫ͘ 
͍ ͙͔͔ͫͫͭͣ όͨͪͦ΄͔͒΄͔͚ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙ ͔͔͖ͦͨͪ͒ͤͤ͡·ͻ ͨͦͤͦͣͦ͡;͙͚Φ  

ð Accounting (ͯ;͖ͭύ τ ͫ ͔͔͙͔͗ͤ͡ ͊͘ ͔͔͙͔ͨͦͭͪ͋ͤͣ͡ ͔͍ͪͫͯͪͫͦ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ 

˨͡Ύ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͒͊ͤͤ·ͻ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͻ͙͊ͤͣ͘ SSH. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.141 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

aaa authentication login  
{default |  list-name}  
method1 [method2...] 

-/ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͪͦπ
͍͔ͪ͊͟ ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͔͋͊͘ 

͒͊ͤͤ·ͻ 
(aaa authentication login 

default local) 
 

list-name: (1..12) ͫ ͙͍ͣͦπ
͍ͦ͡ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͫͨͦͫͦ͋ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͒͡Ύ ͍ͻͦ͒͊ ͍ ͙ͫπ
͔ͫͭͣͯΦ 
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͦͨͫ͊ͤͤ·͔ 
͙͔ͤ͗ ͔ͣͭͦ͒·; 
- list-name τ ͙ ͣΎ ͙ͫͨͫ͊͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͔͍ͣͭͦ͒ͦ, ͊ ͟π
͙͍͙͙ͭͪͯ͘Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͍ ͙͔ͫͫͭͣͯ. 
˻͙͙͔ͨͫ͊ͤ ͔͍ͣͭͦ͒ͦ όmethod1 [method2...]): 
- enable τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙; 
- line τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͔͙ͭͪͣͤ͊͊͡ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟π
ͼ͙͙; 
- local τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͙͔ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘π
͔͚͡ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙; 
- none τ ͤ ͔ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό; 
- radius τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ w!5L¦{ ͔͍͔͍ͫͪͪͦ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙͙; 
- tacacs τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ¢!/!/{ ͔͍͔͍ͫͪͪͦ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙͙Φ 

 

˩͙ͫ͡ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͔ͤ ͔͔͔ͦͨͪ͒ͤ͡Σ ͭͦ 
͒ͦͫͭͯͨ ͟ ͙ͦͤͫͦ͟͡ ͍͔͎ͫ͒͊ ͔ͯͫͨ΄ͤ·͚ ͔͋͘ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͍͔ͨͪͦͪͦ͟Φ 

 

˿͙͔ͦ͒͊ͤ͘ ͙ͫͨͫ͊͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͚ͦͣ͊ͤ͒ͦ͟Υ  
aaa authentication login list-name method1 
[method2...].  
ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟Υ 
aaa authentication login list-name   

 

no aaa authentication login  
{default |  list-name} 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

aaa authentication mode 
{chain | break} 

-/chain 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͙͊ͦͪͭͣ͡ ͦͨͪͦͫ͊ ͔͍ͣͭͦ͒ͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 
- ͫ Ƙŀƛƴ τ ͨ ͔ͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ ͨͦͨ·͙ͭ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ 
͔͍ͨͪͦͣͯ ͔ͣͭͦ͒ͯ ͍ ͙͔ͫͨͫ͟ ͔͔ͫ͒ͯͭ͡ ͨͦͨ·ͭ͊͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ 
ͨͦ ͔ͫ͒ͯ͡Ό΅͔ͣͯ ͔ͣͭͦ͒ͯ ͍ ͼ͔ͨͦ;͔͟; 
- break τ ͨ ͔ͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͔͍ͨͪͦͣͯ 
͔ͣͭͦ͒ͯ ͨͪͦͼ͔ͫͫ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͙͍͔ͦͫͭ͊ͤ͊͊ͭͫ͡ΎΦ 

aaa authentication enable  
{default |  list-name}  
method1 [method2...] 

-/ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨ ͪͦπ
͍͔ͪ͊͟ ͨ ͊ͪͦ͡Ύ (aaa authen-
tication enable default en-

able) 
 

list-name: (1..12) ͫ ͙͍ͣͦπ
͍ͦ͡ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͫͨͦͫͦ͋ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͍ͨͦ·΄͔͙͙ͤ 
͍ͯͪͦͤΎ ͨ ͙͍͙͔͎͙͚ͪ͡ ͒͡Ύ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯΦ 
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͦͨͫ͊ͤͤ·͔ 
͙͔ͤ͗ ͔ͣͭͦ͒·; 
- list-name τ ͙ ͣΎ ͙ͫͨͫ͊͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͔͍ͣͭͦ͒ͦ ͊͟π
͙͍͙͙ͭͪͯ͘Ό΅͙͚ͫΎΣ ͎ͦ͒͊͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͍ ͙͔ͫͫͭͣͯ. 
˻͙͙͔ͨͫ͊ͤ ͔͍ͣͭͦ͒ͦ όmethod1 [method2...]): 
- enable ς ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙; 
- line τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͨ͊ͪͦ͡Έ ͔͙ͭͪͣͤ͊͊͡ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟π
ͼ͙͙; 
- none τ ͤ ͔ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό; 
- radius τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ w!5L¦{ ͔͍͔͍ͫͪͪͦ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙͙; 
- tacacs τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ¢!/!/{ ͔͍͔͍ͫͪͪͦ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙͙Φ 

˩͙ͫ͡ ͒͡Ύ ͙ͦͤͫͦ͟͡ ͨ͊ͪͦ͡Έ ͔ͤ ͔͔͔ͦͨͪ͒ͤ͡Σ ͭͦ ͒ͦͫͭͯͨ 
͟ ͙ͦͤͫͦ͟͡ ͍͔͎ͫ͒͊ ͔ͯͫͨ΄ͤ·͚ (aaa authentication 
enable default enable none). 
˿͙͔ͦ͒͊ͤ͘ ͫ ͙ͨͫ͊͟ ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͟ ͚ͦͣ͊ͤ͒ͦ  
aaa authentication enable list-name method1 
[method2...]. ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟: aaa authenti-
cation enable list-name  
ˤ͔ͫ ͊ͨͪͦͫ͘·, ͨ ͔͔͍͔ͪ͒͊͊ͣ·͔ ͟ Radius ͙  TACACS ͫ ͔ͪπ
͍͔ͪ͊ͣ, ͍͟͡Ό;͊Όͭ ͙ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ϦϷŜƴŀōȄϷΦϦΣ 
͎͔͒ ͻ τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡Φ  

no aaa authentication ena-
ble {default |  list-name} 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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enable password [level 
level] password [encrypted] 

level: (1..15); 
password: (1..159) ͫ ͙͍ͣͦπ

͍ͦ͡ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͨ͊ͪͦ͡Έ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͙͔͔͙ͣͤͤ͘Ύ ͙͍͙͔ͨͪ͡π
͎͙͚ ͒ͦͫͭͯͨ͊ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 
- level τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡; 
- password τ ͨ ͊ͪͦ͡Έ; 
- encrypted τ ͘ ͊͒͊ͭΈ ͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͨ͊ͪͦ͡Έ ό͙͔ͤ͊ͨͪͣͪΣ 
ͨ͊ͪͦ͡Έ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Σ ͙͍ͫͦͨͪͦ͊ͤͤ͟·͚ ͫ ͎͎͒ͪͯͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ύ. 

no enable password  
[level level]   

̂͒͊͡Ύ͔ͭ ͨ͊ͪͦ͡Έ ͒͡Ύ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡Φ 

username name  { nopass-
word |  
password password  | 
password encrypted en-
crypted_password }  
[priveliged level] 

level: (1..15); 
password: (1..159) ͫ ͙͍ͣͦπ

͍ͦ͡; 
name: (1..20) ͫ ͙͍͍ͣͦͦ͡ 

˨͍ͦ͋͊͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͍ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͒͊ͤͤ·ͻΦ 
- level τ ͯ ͍͔ͪͦͤΈ ͙͍͙͔͎͙͚ͨͪ͡; 
- password τ ͨ ͊ͪͦ͡Έ; 
- name τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ; 
- encrypted τ ͘ ͊͒͊ͭΈ ͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͨ͊ͪͦ͡Έ ό͙͔ͤ͊ͨͪͣͪ, 
ͨ͊ͪͦ͡Έ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Σ ͙͍ͫͦͨͪͦ͊ͤͤ͟·͚ ͫ ͎͎͒ͪͯͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ύ. 

no username name ̂͒͊͡Ύ͔ͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙͘ ͦ͊͟͡͡Έ͚ͤͦ ͋͊͘· ͒͊ͤͤ·ͻ 

aaa accounting login 
start-stop group radius 

-/͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘π
΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͔͙͚ͫͫͫ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 
ˤ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔ͪ͊ͪ͘΄͔ͤͦ ͭͦ͡Έͦ͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘π
͔͚͡Σ ͍ ͦ΄͔͒΄͙ͻ ͍ ͙͔ͫͫͭͣͯ ͨͦ ͙͔͙ͣͤ ͙ ͨ͊ͪͦ͡ΌΣ ͒͡Ύ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͍ͦ΄͔͒΄͙ͻ ͨͦ ͨ͊ͪͦ͡Ό ͔͙ͭͪͣͤ͊͊͡, 
͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘΅͔ͤͦΦ 
ˤ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͙͍͙͔͊ͭͪͯͭͫ͟Ύ ͙ ͔ͨͪͪ͊͟΅͔͊ͭͫΎ, ͦ͟ π
͎͒͊ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͙ ͦͭ͟͡Ό;͔͊ͭͫΎ ͦͭ ͙ͫπ
͔ͫͭͣ·Σ ;ͭͦ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͤ͊͘;͔͙ͤΎͣ start ͙ stop ͍ 
ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS ό͔ͨ͊ͪ͊ͣͭͪ·Σ ͫͦπ
͔͒ͪ͗͊΅͙͔ͫΎ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS, 
͙͍͔͔ͨͪ͒ͤ· ͍ ͙ͭ͊͋͡ͼ͔ 5.142). 

no aaa accounting login 
start-stop group radius 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

aaa accounting dot1x 
 start-stop group radius 

-κ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘π
΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͔͙͚ͫͫͫ улнΦмȄΦ 
ˤ͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͙͍͙͔͊ͭͪͯͭͫ͟Ύ ͙ ͔ͨͪͪ͊͟΅͔͊ͭͫΎ, ͦ͟π
͎͒͊ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͍ͻ͙ͦ͒ͭ ͙ ͦͭ͟͡Ό;͔͊ͭͫΎ ͦͭ ͙ͫπ
͔ͫͭͣ·Σ ;ͭͦ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͤ͊͘;͔͙ͤΎͣ start ͙ stop ͍ 
ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS ό͔ͨ͊ͪ͊ͣͭͪ·Σ ͫͦπ
͔͒ͪ͗͊΅͙͔ͫΎ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ RADIUS 
͙͍͔͔ͨͪ͒ͤ· ͍ ͙ͭ͊͋͡ͼ͔ 5.143). 
ˤ ͔͙͔ͪ͗ͣ multiple sessions ͫͦͦ͋΅͔͙ͤΎ stat/ stop 
ͨͦͫ·͊͡ΌͭͫΎ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͍ ͔͙͔ͪ͗ͣ 
multiple hosts τ ͭͦ͡Έͦ͟ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ, ͨͪͦπ
΄͔͒΄͔͎ͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό όͫͣΦ ͔ͪ͊͒͘͡ ͨͦ улнΦмͻύΦ 

no aaa accounting dot1x 
start-stop group radius 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
 

ip http authentication aaa 
login-authentication  
method_list 

method_list:  
(local, none, tacacs, ra-

dius)/local 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͔͒ͦͫͭͯͨ ͟ HTTP-
͔͍͔ͫͪͪͯ. ˽ ͙ͪ ͍͔ͯͫͭ͊ͤͦ͟ ͙ͫͨͫ͊͟ ͔͍ͣͭͦ͒ͦΣ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͚ 
͔ͣͭͦ͒ ͔͋ͯ͒ͭ ͙͔ͨͪͣͤΎͭΈͫΎΣ ͭͦ͡Έͦ͟ ͎ͦ͒͊͟ ͨͦ ͍ͦͫͤͦͤͦͣͯ ͔ͣπ
ͭͦ͒ͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͍ͦͪ͊͘΅͔ͤ͊ ͦ΄͙͋͊͟Φ 
- local τ ͨ ͦ ͙͔͙ͣͤ ͙͘ ͦ͊͟͡͡Έ͚ͤͦ ͋͊͘· ͒͊ͤͤ·ͻΤ 
- none τ ͤ ͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘ΎΤ 
- tacacs τ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͍ͫͨͫͦ͟ ͍͔ͫͻ ͔͍͔͍ͫͪͪͦ TACACS+; 
- radius τ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͍ͫͨͫͦ͟ ͍͔ͫͻ RADIUS-͔͍͔͍ͫͪͪͦΦ 

no ip http authentication 
aaa login-authentication 

τ 
͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip ftp authentication aaa 
login-authentication 
method1_list 

method1_list:  
(local, none, tacacs, ra-

dius)/local 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͔͒ͦͫͭͯͨ ͟ FTP-
͔͍͔ͫͪͪͯΦ ˽͙ͪ ͍͔ͯͫͭ͊ͤͦ͟ ͙ͫͨͫ͊͟ ͔͍ͣͭͦ͒ͦΣ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͚ 
͔ͣͭͦ͒ ͔͋ͯ͒ͭ ͙͔ͨͪͣͤΎͭΈͫΎΣ ͭͦ͡Έͦ͟ ͎ͦ͒͊͟ ͨͦ ͍ͦͫͤͦͤͦͣͯ ͔ͣπ
ͭͦ͒ͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͍ͦͪ͊͘΅͔ͤ͊ ͦ΄͙͋͊͟Φ 
- local τ ͨ ͦ ͙͔͙ͣͤ ͙͘ ͦ͊͟͡͡Έ͚ͤͦ ͋͊͘· ͒͊ͤͤ·ͻΤ 
- none τ ͤ ͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘ΎΤ 
- tacacs τ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͍ͫͨͫͦ͟ ͍͔ͫͻ ͔͍͔͍ͫͪͪͦ TACACS+; 
- radius τ ͙ ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙͍ͫͨͫͦ͟ ͍͔ͫͻ RADIUS-͔͍͔͍ͫͪͪͦΦ 

no ip ftp  authentication 
aaa login-authentication 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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aaa accounting commands 
stop-only default tacacs 

-κ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ͔͊ͨͪ͘π
΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͍͍͔͔͒ͤͤ·ͻ ͍ /[L 
ͦͣ͊ͤ͒͟. 

no aaa accounting com-
mands stop-only default 
tacacs 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙͔ͤͭ͟͡ ͨͦͯ͡;͙͡ ͒ͦͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͔͒͊͗ ͔͙ͫ͡ ͍͔ͫ ͔ͣͭͦ͒· ͔͙͊ͯͭͤͭͺ͙π
͊͟ͼ͙͙ ͍͔͙ͪͤͯ͡ ͦ΄͙͋ͯ͟Σ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͤ͊͘;͔͙͔ͤ ͔͔͎ͨͦͫ͒ͤͦ͡ ͔ͣͭͦ͒͊ ͍ ͔ͦͣ͊ͤ͒͟ ς none. 

͙́͊͋͡ͼ͊ 5.142 τ s ͙ͭͪ͋ͯͭ· ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙͒ͤΎ ͯ;͔ͭ͊ ͨͪͦͭͦͦ͊͟͡ w!5L¦{ ͒͡Ύ ͔͙͚ͫͫͫ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

ˢ͙ͭͪ͋ͯͭ 

˹͙͊͡;͙͔ ͊ͭπ
͙ͪ͋ͯͭ͊ ͍ ͫͦπ
ͦ͋΅͔͙͙ͤ 

Start 

˹͙͊͡;͙͔ ͊ͭπ
͙ͪ͋ͯͭ͊ ͍ ͫͦπ
ͦ͋΅͔͙͙ͤ 

Stop 

˻͙͙͔ͨͫ͊ͤ 

User-Name (1) ˩ͫͭΈ ˩ͫͭΈ ˮ͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

NAS-IP-Address (4) ˩ͫͭΈ ˩ͫͭΈ 
IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͟ ͦͭͦͪ·͚ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
͒͡Ύ ͔͙͚ͫͫͫ ͫ wŀŘƛǳǎ-͔͍͔ͫͪͪͦͣΦ 

Class (25) ˩ͫͭΈ ˩ͫͭΈ 
˽͙͍ͪͦͦ͘͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤΣ ͍͟͡Ό;͔͔ͤͤͦ ͍ͦ ͍͔ͫ 
ͫͦͦ͋΅͔͙ͤΎ ͯ;͔ͭ͊ ͔͙͚ͫͫͫΦ 

Called-Station-ID (30) ˩ͫͭΈ ˩ͫͭΈ 
IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ 
͔͙͚ͫͫͫ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

Calling-Station-ID (31) ˩ͫͭΈ ˩ͫͭΈ IP-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Acct-Session-ID (44) ˩ͫͭΈ ˩ͫͭΈ ͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͯ;͔ͭ͊Φ 

Acct-Authentic (45) ˩ͫͭΈ ˩ͫͭΈ 
̂͊͘͟·͍͔͊ͭ ͔ͣͭͦ͒Σ ͨͦ ͦͭͦͪͦͣͯ͟ ͙͔ͤͭ͟͡ ͒ͦ͡π
͔͗ͤ ͋·ͭΈ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤΦ 

Acct-Session-Time (46) ˹͔ͭ ˩ͫͭΈ 
˽ͦ͊͘͟·͍͔͊ͭΣ ͊͟͟ ͎͒ͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͋·͡ 
ͨͦ͒͟͡Ό;͔ͤ ͟ ͙͔͔ͫͫͭͣΦ 

Acct-Terminate-Cause (49) ˹͔ͭ ˩ͫͭΈ ˽͙ͪ;͙ͤ͊ ͊ͪ͘͟·͙ͭΎ ͔͙͙ͫͫͫΦ 

͙́͊͋͡ͼ͊ 5.143 τ s ͙ͭͪ͋ͯͭ· ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙͒ͤΎ ͯ;͔ͭ͊ ͨͪͦͭͦͦ͊͟͡ w!5L¦{ ͒͡Ύ ͔͙͚ͫͫͫ улнΦмͻ 

ˢ͙ͭͪ͋ͯͭ ˹͙͊͡;͙͔ ͊ͭπ
͙ͪ͋ͯͭ͊ ͍ ͫͦπ
ͦ͋΅͔͙͙ͤ 

Start 

˹͙͊͡;͙͔ ͊ͭπ
͙ͪ͋ͯͭ͊ ͍ ͫͦπ
ͦ͋΅͔͙͙ͤ 

Stop 

˻͙͙͔ͨͫ͊ͤ 

User-Name (1) ˩ͫͭΈ ˩ͫͭΈ ˮ͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

NAS-IP-Address (4) ˩ͫͭΈ ˩ͫͭΈ 
IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟, ͟ ͦͭͦͪ·͚ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
͒͡Ύ ͔͙͚ͫͫͫ ͫ wŀŘƛǳǎ-͔͍͔ͫͪͪͦͣΦ 

NAS-Port (5) ˩ͫͭΈ ˩ͫͭΈ 
˽ͦͪͭ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͤ͊ ͦͭͦͪͦͣ͟ ͨͦ͒͟͡Ό;͙ͫ͡Ύ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ. 

Class (25) ˩ͫͭΈ ˩ͫͭΈ 
˽͙͍ͪͦͦ͘͡Έ͔ͤͦ ͤ͊͘;͔͙͔ͤΣ ͍͟͡Ό;͔͔ͤͤͦ ͍ͦ ͍͔ͫ 
ͫͦͦ͋΅͔͙ͤΎ ͯ;͔ͭ͊ ͔͙͚ͫͫͫΦ 

Called-Station-ID (30) ˩ͫͭΈ ˩ͫͭΈ IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

Calling-Station-ID (31) ˩ͫͭΈ ˩ͫͭΈ IP-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Acct-Session-ID (44) ˩ͫͭΈ ˩ͫͭΈ ͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͯ;͔ͭ͊Φ 

Acct-Authentic (45) ˩ͫͭΈ ˩ͫͭΈ 
̂͊͘͟·͍͔͊ͭ ͔ͣͭͦ͒Σ ͨͦ ͦͭͦͪͦͣͯ͟ ͙͔ͤͭ͟͡ ͒ͦ͡π
͔͗ͤ ͋·ͭΈ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤΦ 

Acct-Session-Time (46) ˹͔ͭ ˩ͫͭΈ 
˽ͦ͊͘͟·͍͔͊ͭΣ ͊͟͟ ͎͒ͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͋·͡ 
ͨͦ͒͟͡Ό;͔ͤ ͟ ͙͔͔ͫͫͭͣΦ 

Acct-Terminate-Cause (49) ˹͔ͭ ˩ͫͭΈ ˽͙ͪ;͙ͤ͊ ͊ͪ͘͟·͙ͭΎ ͔͙͙ͫͫͫΦ 

Nas-Port-Type (61) ˩ͫͭΈ ˩ͫͭΈ ˽ͦ͊͘͟·͍͔͊ͭ ͙ͭͨ ͨͦͪͭ͊ ͙͔ͤͭ͊͟͡Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͭ ͔͙ͪͣͤ͊͊͡ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡Υ 

console ( config - line )#  

͙́͊͋͡ͼ͊ 5.144 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

login authentication {de-
fault | list-name} 

list-name: (1..12) ͫ ͙͍ͣͦπ
͍ͦ͡ 

˭͔͊͒͊ͭ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͨͪ ͍ͻ͔ͦ͒ ͒͡Ύ ͙ͦͤͫͦ͟͡Σ 
telnet, ssh.  
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ζͨͦ ͯͣͦ͡;͙͊ͤΌηΣ ͫͦ͒͊ͤ͘π
ͤ·͚ ͚ͦͣ͊ͤ͒ͦ͟ aaa authentication login default 
- list-name τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͚ͦͣ͊ͤ͒ͦ͟ 
aaa authentication login list-name. 

no login authentication ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

enable authentication {de-
fault | list-name} 

list-name: (1..12) ͫ ͙͍ͣͦπ
͍ͦ͡ 

˭͔͊͒͊ͭ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ͨͪ ͍ͨͦ·΄͔π
͙͙ͤ ͍ͯͪͦͤΎ ͙͍͙͔͎͙͚ͨͪ͡ ͒͡Ύ ͙ͦͤͫͦ͟͡Σ telnet, ssh.  
- default τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ ζͨͦ ͯͣͦ͡;͙͊ͤΌηΣ ͫͦ͒͊ͤ͘π
ͤ·͚ ͚ͦͣ͊ͤ͒ͦ͟ aaa authentication login default 
- list-name τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟Σ ͫͦ͒͊ͤͤ͘·͚ ͚ͦͣ͊ͤ͒ͦ͟ 
aaa authentication login list-name. 

no enable authentication ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

password password [en-
crypted] password: (1..159) ͫ ͙͍ͣͦπ

͍ͦ͡ 

˭͔͊͒͊ͭ ͨ͊ͪͦ͡Έ ͒͡Ύ ͔͙ͭͪͣͤ͊͊͡. 
- encrypted τ ͘ ͊͒͊ͭΈ ͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͚ ͨ͊ͪͦ͡Έ ό͙͔ͤ͊ͨͪͣͪΣ 
ͨ͊ͪͦ͡Έ ͍ ͊͘΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒Σ ͙͍ͫͦͨͪͦ͊ͤͤ͟·͚ ͫ ͎͎͒ͪͯͦͦ 
͚͍ͯͫͭͪͦͫͭ͊ύ. 

no password τ ̂͒͊͡Ύ͔ͭ ͨ͊ͪͦ͡Έ ͒͡Ύ ͔͙ͭͪͣͤ͊͊͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.145 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show authentication meth-
ods 

τ 
˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͔ͣͭͦ͒͊ͻ 
ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

show users accounts 
τ 

˽ͦ͊͘͟·͍͔͊ͭ ͦ͊͟͡͡ΈͤͯΌ ͋͊ͯ͘ ͒͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͙ͻ ͙ͨͪπ
͍͙͔͎͙͚͡Φ  

clear line line 
line: (0..8) 

˭͊ͪ͟·͍͔͊ͭ ͔͙ͫͫͫΌ ͔͎ͯ͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ  
- line τ ͤ ͔ͦͣͪ ͔͙͙ͫͫͫ ͯ ͔͎͒͊ͤͤͦͦ͡ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

ˤ͔ͫ ͦͣ͊ͤ͒͟· ͎͒͊ͤͤͦͦ ͔ͪ͊͒͊͘͡ ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒ ͡Ύ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

͙́͊͋͡ͼ͊ 5.146 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show accounting ˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔ͤ͊ͫͭͪͦͤͤ·ͻ ͔ͣͭͦ͒͊ͻ ͍͔͔͙͒ͤΎ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύΦ 
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5.19.2 ˽ ͪͦͭͦͦ͟͡ w!5L¦{  

˽ͪͦͭͦͦ͟͡ w!5L¦{ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊Φ ˿͔͍͔ͪͪ w!5L¦{ 
͙ͫͨͦ͡Έ͔ͯͭ͘ ͋͊ͯ͘ ͒͊ͤͤ·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͦͭͦͪ͊͟Ύ ͔͙ͫͦ͒ͪ͗ͭ ͒͊ͤͤ·͔ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͎͊͗͒ͦͦ͟ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨͪͦͭͦͦ͊͟͡ RADIUS ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͙͔͒ͦͨͦͤͭ͡͡ΈͤͯΌ 
͊͘΅͙ͭͯ ͙ͨͪ ͔͒ͦͫͭͯͨ ͟ ͔ͪͫͯͪͫ͊ͣ ͔͙ͫͭΣ ͊ ͔ͭ͊͗͟ ͙ͨͪ ͔͒ͦͫͭͯͨ ͟ ͫ͊ͣͦͣͯ ͦͣͣͯͭ͊ͭͦͪͯ͟Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

cons ole ( config )#  

͙́͊͋͡ͼ͊ 5.147 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

radius-server host  
{ip_address|  
hostname}  
[auth-port auth_port]  
[acct-port acct-port]    
[timeout timeout] [retrans-
mit retries] [deadtime 
time]  
[key secret_key]  
[encrypted key en-
crypted_key]  
[source source_ip_address]  
[priority priority]  
[usage type] 

hostname:  
(1..158) ͫ ͙͍͍ͣͦͦ͡; 

auth_port: 
(0..65535)/1812;  

acct_port: 
(0..65535)/1813; 

timeout: (1..30) ͫ ͔͟; 
retries: (1..10); 

time (0..2000) ͣ ͙ͤ; 
secret_key:  

(0..128) ͫ ͙͍͍ͣͦͦ͡; 
encrypted key: 

(0..128) ͫ ͙͍͍ͣͦͦ͡; 
priority: (0..65535)/0; 

type: (login, 802.1x, all)/ all 
 

˨͍ͦ͋͊͡Ύ͔ͭ ͯ ͊͊ͤͤ͘͟·͚ ͫ ͔͍͔ͪͪ ͍  ͫ ͙ͨͫͦ͟ ͙ ͫͨͦ͡Έ͔ͯͣ͘·ͻ RA-
DIUS ͫ ͔͍͔͍ͪͪͦ. 
- ip_address τ IPv4- ͙ ͙͡ IPv6-͔͊͒ͪͫ RADIUS-͔͍͔ͫͪͪ͊; 
- hostname τ ͫ ͔͔͍͔ͭͦ ͙ͣΎ w!5L¦{-͔͍͔ͫͪͪ͊; 
- auth_port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤπ
ͤ·ͻ ͒͊ͤͤ·ͻ; 
- acct_port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͯ;͔ͭ͊; 
- timeout τ ͙ ͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊; 
- retries τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͙ͨͦͫ͊͟ RADIUS-͔͍͔ͫͪͪ͊; 
- time τ ͍ ͔ͪͣΎ ͍ ͙ͣͤͯͭ͊ͻ, ͍  ͔ͭ ;͔͙͔ͤ ͟ ͎ͦͭͦͪͦͦ ͔ͤ͒ͦͫͭͯͨͤ·͔ 
͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ w!5L¦{-͙͔ͤͭͦͣ͟͡ ͦͣͣͯͭ͊͟π
ͭͦͪ͊; 
- secret_key τ ͟ ͡Ό; ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ 
͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ w!5L¦{; 
- encrypted key τ ͟ ͡Ό; ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ 
͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ w!5L¦{Τ 
- source_ip_address τ IPv4- ͙ ͙͡ IPv6-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͍ 
͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟Σ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋΅͔͙ͤΎͻ 
ͨͪͦͭͦͦ͊͟͡ w!5L¦{; 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ w!5L¦{-͔͍͔ͫͪͪ͊ ό;͔ͣ 
͙͔ͤ͗ ͤ͊͘;͔͙͔ͤΣ ͔ͭͣ ͙͙͔͔͔ͨͪͦͪͭͭͤ ͔͍͔ͫͪͪύ; 
- type τ ͭ ͙ͨ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ RADIUS-͔͍͔ͫͪͪ͊ (login, dot1.x, 
igmp-auth, all). 
ˤ ͫͯ͡;͔͊ ͍͙ͦͭͫͯͭͫͭΎ ͍ ͔ͦͣ͊ͤ͒͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ǘƛƳŜƻǳǘΣ ǊŜǘǊƛŜǎΣ 
time, secret_key, source_ip_address ͒ ͡Ύ ͎͒͊ͤͤͦͦ w!5L¦{-
͔͍͔ͫͪͪ͊ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͤ͊͘;͔͙ͤΎΣ ͔ͤ͊ͫͭͪͦͤͤ·͔ ͫ ͨͦͣͦ΅ΈΌ 
͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͎ͦ͋͊͡͡Έͤ·ͻ ͦͣ͊ͤ͒͟ 

no radius-server host  
{ip_address| hostname} 

̂͒͊͡Ύ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͔͍͔ͫͪͪ ͙͘ ͙ͫͨͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ 
RADIUS-͔͍͔͍ͫͪͪͦΦ 

radius-server key [key] key: (0..128) ͫ ͙͍͍ͣͦͦ͡κ  
͟͡Ό; ͔ͤ ͊͒͊ͤ͘ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͟͡Ό;Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͒ ͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍ ͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ 
w!5L¦{ ͔ͣ͗͒ͯ ͚͍ͯͫͭͪͦͫͭͦͣ ͙ ͔͙͔ͦͪͯ͗ͤͣ͟ w!5L¦{Φ 

no radius-server key  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

radius-server timeout 
timeout timeout: (1..30)/3 ͫ ͔͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͦ ͍͔ͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Σ ͙ͫπ
ͨͦ͡Έ͔ͯͣ͘·͚ ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

no radius-server timeout ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

radius-server retransmit 
retries retries: (1..10)/3 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟Σ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͨͦ ͯͣͦ͡;͊π
͙ͤΌΣ ͨ ͙ͦͫ͊͟ w!5L¦{-͔͍͔ͫͪͪ͊ ͙͘ ͙ͫͨͫ͊͟ ͫ ͔͍͔͍ͪͪͦΦ ˽͙ͪ ͦͭπ
͔͊͘͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙ͨͦͫ͟ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͨͦ ͙͙͔ͨͪͦͪͭͭͯ ͔ͫͪπ
͍͔ͪ͊ ͙͘ ͙ͫͨͫ͊͟Φ 

no radius-server retransmit ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 
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radius-server deadtime 
deadtime 

deadtime: (0..2000)/0 ͣ ͙ͤ. 

˽͍ͦͦ͘͡Ύ͔ͭ ͙͙͙͍ͦͨͭͣͪͦ͊ͭ͘Έ ͍͔ͪͣΎ ͦͨͪͦͫ͊ w!5L¦{-͔͍͔ͫͪπ
͍ͪͦΣ ͎ͦ͒͊͟ ͔ͤͦͭͦͪ͟·͔ ͔͍͔ͫͪͪ͊ ͔ͤ͒ͦͫͭͯͨͤ·Φ ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ 
͍͔ͪͣΎ ͍ ͙ͣͤͯͭ͊ͻΣ ͙ ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͍  ͔ͭ;͔͙͔ͤ 
͎ͦͭͦͪͦͦ͟ ͔ͤ͒ͦͫͭͯͨͤ·͔ ͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ 
RADIUS-͙͔ͤͭͦͣ͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟. 

no radius-server deadtime 
deadtime 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

radius-server source-ip 
ip_address  

τ 

˭͔͊͒͊ͭ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ LtǾп-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡π
;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋π
΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ 

no radius-server source-ip 
[ip_address ] 

̂͒͊͡Ύ͔ͭ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ LtǾп-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡π
;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋π
΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ LtǾп-͔͊͒ͪͫ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͙ͫπ
ͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ 

radius-server source-ipv6 
ip_address  

τ 

˭͔͊͒͊ͭ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ LtǾс-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡π
;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋π
΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{. 

no radius-server source-
ipv6 [ip_address ] 

̂͒͊͡Ύ͔ͭ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ LtǾс-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡π
;͙͊ͤΌ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋π
΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ LtǾс-͔͊͒ͪͫ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͊͟;͔͍͔ͫͭ ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͒͡Ύ ͙ͫπ
ͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦͦ͊͟͡ w!5L¦{Φ 

radius-server attributes 
nas-id include-in-access-
req format nas-id nas-id (1..32)/͙͊ͭͪ͋ͯͭ он 

͍͔ͦͭͫͯͭͫͭͯͭ ͍ ͊ͨͪͦͫ͊͘ͻ 

˨͍͔͙͔ͦ͋͊ͤ͡ ͙͊ͭͪ͋ͯͭ͊ он όb!{-L5ύ ͍ ͔ͨ͊ͭ͟· wŀŘƛǳǎ-request.  
- nas-id ς ͅ ͦͪͣ͊ͭ ͦͨͼ͙͙;  
- ͣ ͊ͪͦͫ͟ %h ͨ ͍ͦ͒ͫͭ͊͡Ύ͔ͭ hostname-ͦͣͣͯͭ͊ͭͦͪ͊͟.  

no radius-server attributes 
nas-id include-in-access-
req format 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ Privileged EXEC: 

co nsole#  

͙́͊͋͡ͼ͊ 5.148 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show radius-servers 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ RADIUS ͫ ͔͍͔͍ͪͪͦ ό˴ͦͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙ͨͪπ
͍͙͔͎͙͍ͪͦ͊ͤͤ͡·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ύ. 

show radius statistics ˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨ ͪͦͭͦͦ͊͟͡ wŀŘƛǳǎΦ 

˽͙͔ͪͣͪ· ͙ ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͟ ͦͣ͊ͤ͒ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͎ͦ͋͊͡͡Έͤ·͔ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ ͙͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔ͫͪπ
͍͔ͪ͊ τ р ͔ͫͯͤ͒͟Σ ͙ͦ͟͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͙ͨͦͫ͊͟ RADIUS ͔͍͔ͫͪͪ͊ τ 5, ͍͔ͪͣΎΣ ͍ ͔ͭ;͔͙͔ͤ 
͎ͦͭͦͪͦͦ͟ ͔ͤ͒ͦͫͭͯͨͤ·͔ ͔͍͔ͫͪͪ͊ ͔ͤ ͋ͯ͒ͯͭ ͦͨͪ͊΄͙͍͊ͭΈͫΎ RADIUS ͙͔ͤͭͦͣ͟͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
τ мл ͙ͣͤͯͭΣ ͔͔ͫͪͭͤ͟·͚ ͟͡Ό; τ secret. ˨͍͙ͦ͋͊ͭΈ ͍ ͙ͫͨͫͦ͟ RADIUS ͔͍͔ͫͪͪΣ ͔ͪ͊ͫͨͦͦ͗ͤ͡π
ͤ·͚ ͤ͊ ͔ͯ͘͡ ͔͙ͫͭ ͫ IP ͔͊͒ͪͫͦͣ мфнΦмсуΦмсΦоΣ ͨͦͪͭ ͔͍͔ͫͪͪ͊ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ τ 1645, 
͙ͦ͟͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͒ͦͫͭͯͨ͊ ͟ ͔͍͔ͫͪͪͯ τ 2. 

console# configure  

console (config)# radius - server timeout  5  

console (config)# radius - server retransmit  5  

console (config)# radius - server deadtime  10   

console (config)# radius - server key  secret   

console (config)# radius - server host  196.168.16.3  auth - port  1645  retransmit  

2 
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Á ˽ͦ͊͊ͭ͘͟Έ ͔ͨ͊ͪ͊ͣͭͪ· ͚͙ͤ͊ͫͭͪͦ͟ w!5L¦{ ͔͍͔͍ͫͪͪͦ 

console# show radius - servers  

start  

 

  IP address   Port  port   Tim    Ret -   Dead-    source IP  Prio.  Usage  

               Auth  Acct   Out    rans  Time                                

-------------  -----  -----   ------  -----  ------    ----------  -----   ----  

 192.168.16.3  1645  1813  Global   2    Global    Global     0     all   

 196.168.16.3  1645  1813  Global   2    Global    Global     0     all   

 

Global values  

--------------  

TimeOut : 5  

Retransmit : 5  

Deadtime : 10  

Source IP : 0.0.0.0  

Source IPv6 : ::  

5.19.3 ˽ ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ 

˽ͪͦͭͦͦ͟͡ ¢!/!/{Ҍ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͼ͔͙͍ͤͭͪ͊ͦ͊ͤͤͯ͘͡Ό ͙͔ͫͫͭͣͯ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͒͡Ύ ͍͔͙ͨͪͦͪ͟ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Σ ͨͦͯ͡;͊Ό΅͙ͻ ͒ͦͫͭͯͨ ͟ ͚͍ͯͫͭͪͦͫͭͯΣ ͙ͨͪ Ήͭͦͣ ͔͙͍ͨͦ͒͒ͪ͗͊Ύ ͍͔͙ͫͦͣͫͭͣͦͫͭΈ ͫ w!5L¦{ ͙ 
͎͙͙͒ͪͯͣ ͨͪͦͼ͔͙ͫͫ͊ͣ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ ¢!/!/{Ҍ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔ͫ͒ͯ͡Ό΅͙͔ ͫͯ͗͋͡·Υ 

ï AuthŜƴǘƛŎŀǘƛƻƴ ό͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ύΦ ˻͔͔͋ͫͨ;͙͍͔͊ͭͫΎ ͍ͦ ͍͔ͪͣΎ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯ ͨͦ ͙͔ͣͤ͊ͣ 
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ͙ͣ ͨ͊ͪͦ͡ΎͣΦ  

ï !ǳǘƘƻǊƛȊŀǘƛƻƴ ό͍͙͊ͭͦͪ͊͘ͼ͙Ύύ. ˻͔͔͋ͫͨ;͙͍͔͊ͭͫΎ ͍ͦ ͍͔ͪͣΎ ͍ͻͦ͒͊ ͍ ͙͔ͫͫͭͣͯΦ ˽͔ͦͫ͡ ͍͔͊ͪ͘΄͔͙ͤΎ ͔ͫπ
͊ͤͫ͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͔ͫ͊ͤͫ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͍͔͔͎ͨͪͦͪͤͤͦͦ 
͙͔͙ͣͤ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΣ ͔ͭ͊͗͟ ͔͍͔ͫͪͪͦͣ ͍͔ͨͪͦͪΎΌͭͫ Ύ ͨ ͙͍͙͔͎͙͙ͪ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.149 τ ˴ ͦͣ͊ͤ͒· ͔ͪ ͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

tacacs-server host  
{ip_address| hostname}  
[single-connection]  
[port port]  
[timeout timeout]  
[key secret_key]  
[encrypted key encrypted_key]  
[source source_ip_address]  
[priority  priority] 

hostname: (1..158) 
͙͍͍ͫͣͦͦ͡Τ 

port: (0..65535)/49; 
timeout: (1..30) ͫ ͔͟Τ 

retries: (1..10); 
time: (0..2000) ͣ ͙ͤ; 

key: (0..128) ͫ ͙͍͍ͣͦͦ͡; 
encrypted_key: (0..128) 

͙͍͍ͫͣͦͦ͡; 
priority: (0..65535)/0 

˨͍ͦ͋͊͡Ύ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͔͍͔ͫͪͪ ͍ ͙ͫͨͫͦ͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ 
¢!/!/{ ͔͍͔͍ͫͪͪͦΦ 
- ip_address τ IP ͊ ͔͒ͪͫ TACACS-͔͍͔ͫͪͪ͊; 
- hostname τ ͫ ͔͔͍͔ͭͦ ͙ ͣΎ TACACS-͔͍͔ͫͪͪ͊; 
- single connection τ ͍  ͊͗͒͟·͚ ͔ͣͦͣͤͭ ͍͔͔͙ͪͣͤ ͙͔ͣͭΈ 
͔ͤ ͋ͦ͡Έ΄͔ ͎ͦ͒ͤͦͦ ͔͙͔͙ͫͦ͒ͤͤΎ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ ͫ 
TACACS-͔͍͔ͫͪͪͦͣ; 
- port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ ͫ ¢!/!/{-͔ͫͪπ
͍͔ͪͦͣ; 
- timeout τ ͙ ͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊; 
- secret_key τ ͟ ͡Ό; ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ 
͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ TACACS; 
- encrypted_key τ ͟ ͡Ό; ͍ ΄͙ͺ͍ͪͦ͊ͤͤͦͣ ͍͙͔͒ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ 
TACACS; 
- source_ip_address τ IP-͔͊͒ͪͫΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͍ ͊͟;͔͍͔ͫͭ 
͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟Σ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͍ ͫͦͦ͋΅͔͙ͤΎͻ ͨͪͦͭͦπ
ͦ͊͟͡ TACACS; 
- priority τ ͨ ͙͙͔ͪͦͪͭͭ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ TACACS-͔͍͔ͫͪͪ͊ 
ό;͔ͣ ͙͔ͤ͗ ͤ͊͘;͔͙͔ͤΣ ͔ͭͣ ͙͙͔͔͔ͨͪͦͪͭͭͤ ͔͍͔ͫͪͪύ. 
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ˤ ͫͯ͡;͔͊ ͍͙ͦͭͫͯͭͫͭΎ ͍ ͔ͦͣ͊ͤ͒͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ζtimeoutη, 
ζretriesη, ζtimeη, ζsecret_keyη, ζsource_ip-addrη ͒ ͡Ύ ͒͊ͤπ
͎ͤͦͦ w!5L¦{-͔͍͔ͫͪͪ͊ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͤ͊͘;͔͙ͤΎΣ ͔ͤ͊ͫͭͪͦͤπ
ͤ·͔ ͫ ͨͦͣͦ΅ΈΌ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͎ͦ͋͊͡͡Έͤ·ͻ ͦͣ͊ͤ͒͟. 

no tacacs-server host  
{ip_address |  hostname} 

̂͒͊͡Ύ͔ͭ ͯ͊͊ͤͤ͘͟·͚ ͔͍͔ͫͪͪ ͙͘ ͙ͫͨͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ 
TACACS-͔͍͔͍ͫͪͪͦΦ 

tacacs-server key [key] 

key: (0..128) ͫ ͙͍͍ͣͦͦ͡κ  
ͨͯͫͭ͊Ύ ͫͭͪͦ͊͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͟͡Ό;Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͒͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍ ͔͎ͫͦ ͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ 
¢!/!/{ ͔ͣ͗͒ͯ ͚͍ͯͫͭͪͦͫͭͦͣ ͙ ͔͙͔ͦͪͯ͗ͤͣ͟ ¢!/!/{Φ 

no tacacs-server key ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

tacacs-server timeout timeout 

timeout: (1..30)κр ͔ͫ͟. 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙͔͍ͤͭͪ͊͡ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊Σ ͙ͫπ
ͨͦ͡Έ͔ͯͣ͘·͚ ͨ ͦ ͯͣͦ͡;͙͊ͤΌΦ 

no tacacs-server timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

tacacs-server source-ip 
source_ip_address 

τ 

˭͔͊͒͊ͭ Lt-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͨͦ ͯͣͦ͡;͊π
͙ͤΌ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͫ ¢!/!/{-͔͍͔ͫͪͪͦͣ 

no tacacs-server source-ip 
source_ip_address 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ Lt-͔͊͒ͪͫ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣ͟π
ͣͯͭ͊ͭͦͪ͊ ͒͡Ύ ͔ͦ͋ͣͤ͊ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͫ ¢!/!/{-͔͍͔ͫͪͪͦͣΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.150 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show tacacs  
[ip_address] τ 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͚ͤ͊ͫͭͪͦͯ͟ ͙ ͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͔͍͔ͫͪͪ͊ ¢!/!/{ҌΦ 
- ip-address τ IP-͔͊͒ͪͫ TACACSҌ ͔͍͔ͫͪͪ͊Σ ͙͋ͦ͡ ͙ͣΎ ͔ͫͪπ
͍͔ͪ͊Φ 

show tacacs statistics τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͨͪͦͭͦͦ͊͟͡ ¢!/!/{ҌΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˨͍͙ͦ͋͊ͭΈ ͍ ͙ͫͨͫͦ͟ ͔͍͔͍ͫͪͪͦ TACACS-͔͍͔ͫͪͪΣ ͔ͪ͊ͫͨͦͦ͗ͤͤ͡·͚ ͤ͊ ͔ͯ͘͡ ͔͙ͫͭ ͫ IP-͔͊͒ͪͫͦͣ 
мфнΦмсуΦмсΦопΣ ͚ͭ͊ͣ͊ͯͭ ͙͙ͦ͗͒͊ͤΎ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊ τ п ͔ͫͯͤ͒͟·Σ ͔͔ͫͪͭͤ͟·͚ ͟͡Ό; ͒͡Ύ 
͔ͦ͋ͣͤ͊ ͒͊ͤͤ·͙ͣ ͫ ͔͍͔ͫͪͪͦͣ τ secret, IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͦ͋π
͔ͣͤ͊ ͫ Ή͙ͭͣ ͔͍͔ͫͪͪͦͣ τ мфнΦмсуΦмсΦоуΣ ͙͙͔ͨͪͦͪͭͭ ͔͍͔ͫͪͪ͊ τ 8. 

console# configure  

cons ole(config)# taca cs- server host  192.168.16.34  timeout  4 key  secret  

source  192.168.16.38  priority  8 

5.19.4 ˽ ͪͦͭͦͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌ ό{batύ 

SNMP τ ͔ͭͻ͎͙ͤͦͦ͡ΎΣ ͙͍ͨͪ͊ͤͤ͊͘Ύ ͔͔ͦ͋ͫͨ;͙ͭΈ ͍͔͙͔ͯͨͪ͊ͤ͡ ͙ ͦͤͭͪͦ͟͡Έ ͤ͊͒ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͙ 
͙͔͙ͨͪͦ͗ͤ͡Ύ͙ͣ ͍ ͔͙ͫͭ ͍ͫΎ͙͘ ͖ͨͯͭͣ ͔ͦ͋ͣͤ͊ ͍ͯͨͪ͊͡ΎΌ΅͔͚ ͙ͤͺͦͪͣ͊ͼ͙͔͚ ͔ͣ͗͒ͯ ͎͔͙͊ͤͭ͊ͣΣ 
͔ͪ͊ͫͨͦͦ͗ͤͤ͡·͙ͣ ͤ͊ ͔͔͍ͫͭ·ͻ ͚͍ͯͫͭͪͦͫͭ͊ͻΣ ͙ ͔͔͔͙ͣͤ͒͗ͪ͊ͣΣ ͤ͊ͻͦ͒Ύ΅͙͙ͣͫΎ ͤ͊ ͫͭ͊ͤͼ͙Ύͻ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 
{bat ͔͔ͦͨͪ͒͡Ύ͔ͭ ͔ͫͭΈ ͊͟͟ ͍ͫͦͦͯͨͤͦͫͭ͟Έ ͔͔͍ͫͭ·ͻ ͍ͯͨͪ͊͡ΎΌ΅͙ͻ ͫͭ͊ͤͼ͙͚ ͙ Ή͔͔͍ͣͤͭͦ͡ ͔͙ͫͭ ό͎͍͊ͤ͡·͔ 
ͣ͊΄͙ͤ·Σ ΄͡Ό͘· ͙ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͘·Σ ͔͙ͭͪͣͤ͊͡Έͤ·͔ ͔͍͔ͫͪͪ·ύΣ ͦͭͦͪ͟·͔ ͍͔ͫͦͣͫͭͤͦ ͔͔ͦ͋ͫͨ;͙͍͊Όͭ 
͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤ·͔ ͍ͫΎ͙͘ ͔ͣ͗͒ͯ ͔͔͍ͫͭ·͙ͣ ͍ͯͨͪ͊͡ΎΌ΅͙͙ͣ ͫͭ͊ͤͼ͙Ύ͙ͣ ͙ ͔͔͍ͫͭ·͙ͣ ͎͔͙͊ͤͭ͊ͣΦ 

˴ͦͣͣͯͭ͊ͭͦͪ MES1024/MES1124/MES2124 ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͤ͊ͫͭͪͦͭΈ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ {bat ͒͡Ύ 
͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣΦ ͚͍̂ͫͭͪͦͫͭͦ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭ ͨͪͦͭͦͦ͟͡· ͍͔͙͚ͪͫ 
SNMPv1, SNMPv2, SNMPv3. 
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˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.151 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

system iftypes {default | 

iana-new} 

-/default 

ˮ͔ͣͤ͘Ύ͔ͭ ͔͙͔ͦͭͦ͋ͪ͊͗ͤ ͙͍ͭͨͦ ͙͔ͤͭͪͺ͔͚͍ͫͦ [!D ͙ ǾƭŀƴΣ ͻͪ͊π
ͤΎ΅͙ͻͫΎ ͍ ͔ͨͦ͡ ƛŦ¢ȅǇŜ ͙ͭ͊͋͡ͼ· ƛŦ¢ŀōƭŜΦ 
˽͙ͪ ͍ ͍͔ͦ͒ "system iftypes iana-new": 
ð ͤ͊͘;͔͙͔ͤ ͨ ͦ͡Ύ ifType ͒ ͡Ύ Port-Channel'ͦ  ͍͍  ͭ ͊͋π
͙͡ͼ͔ ifTable ͦ ͔ͭͦ͋ͪ͊͗͊ͭͫΎ ͟ ͊͟ ieee8023adLag; 

ð ͤ͘ ͊;͔͙ͤ ͔ͨ ͦ͡Ύ ƛŦ¢ȅǇŜ ͒͡Ύ ±ƭŀƴϥ͍ͦ ͍ ͙ͭ͊͋͡ͼ͔ ƛŦ¢ŀōƭŜ 
͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͊͟͟ l2vlan. 

˽͙ͪ ͍ ͍͔ͦ͒ "system iftypes default": 
ð ͤ͘ ͊;͔͙ͤ ͔ͨ ͦ͡Ύ ifType ͒ ͡Ύ Port-Channel'ͦ  ͍͍  ͭ ͊͋π
͙͡ͼ͔ ifTable ͦ ͔ͭͦ͋ͪ͊͗͊ͭͫΎ ͟ ͊͟ ethernetCsmacd; 

ð ͤ͊͘;͔͙͔ͤ ͨ ͦ͡Ύ ƛŦ¢ȅǇŜ ͒͡Ύ ±ƭŀƴϥ͍ͦ ͍ ͙ͭ͊͋͡ͼ͔ ƛŦ¢ŀōƭŜ 
͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͊͟͟ propVirtual. 

˨͡Ύ ͍͔͙ͫͭͯͨͤ͡Ύ ͍ ͙ͫͯ͡ ͙͔͔͙͚ͣͤͤ͘ ͔ͨͦͫ͡ ͍͍ͦ͒͊ ͦͣ͊ͤ͒͟· 
͔͔ͭͪ͋ͯͭͫΎ ͫͦͻ͔͙͔ͪ͊ͤͤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ ͔͔͎ͨͪ͊ͪͯ͊͘͘͟Φ 

snmp-server server 
-/͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͔ͨͦ͒͒ͪ͗ͯ͟ ͨͪͦͭͦͦ͊͟͡ {batΦ  

no snmp-server server ˻ͭ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ ͨͪͦͭͦͦ͊͟͡ SNMP. 

snmp-server community 
community [view 
viewname] [ro|rw|su]   
[ipv4_address|  
ipv6_address|  ipv6z_ad-
dress] 
  [mask | prefix_length] 
[use-acl ip-acl-name] 
snmp-server community-
group community group-
name [ipv4_address|  
ipv6_address| ipv6z_ad-
dress] [mask |  
prefix_length] 

community: 
(1..20) ͫ ͙͍͍ͣͦͦ͡; 

 
viewname:  

(1..30) ͫ ͙͍͍ͣͦͦ͡; 
 

groupname:  
(1..30) ͫ ͙͍͍ͣͦͦ͡; 

 
mask ͨ ͦ ͯͣͦ͡;͙͊ͤΌ: 

255.255.255.255; 
 

prefix_length  
ͨͦ ͯͣͦ͡;͙͊ͤΌ: 

32; 
ip-acl-name:  

(1..32) ͫ ͙͍͍ͣͦͦ͡ 
ͺͦͪͣ͊ͭ: 

IPv4: A.B.C.D 
IPv6: X:X:X:X::X 

IPv6z: X:X:X:X::X%<ID> 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͙ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ ͒͡Ύ ͔ͦ͋ͣͤ͊ 
͒͊ͤͤ·͙ͣ ͨͦ ͨͪͦͭͦͦͯ͟͡ {batΦ 
- community τ ͫ ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ όͨ͊ͪͦ͡Έύ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͨͦ 
ͨͪͦͭͦͦͯ͟͡ {batΤ 
- ro τ ͒ ͦͫͭͯͨ ͭͦ͡Έͦ͟ ͒͡Ύ ;͔͙ͭͤΎΤ 
- rw τ ͒ ͦͫͭͯͨ ͒͡Ύ ;͔͙ͭͤΎ ͙ ͙͙͊ͨͫ͘Τ 
- su τ ͒ ͦͫͭͯͨ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊Τ 
- viewname τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ ͒͡Ύ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘Ύ 
{batΣ ͔ͦͭͦͪͦ͟ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͔͔͔ͦͨͪ͒ͤͦ͡ 
ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· snmp-server viewΦ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͦ͋Άπ
͔ͭ͟·Σ ͒ͦͫͭͯͨͤ·͔ ͫͦͦ͋΅͔͍ͫͭͯΤ 
- ipv4_address, ipv6_address,  ipv6z_address τ IP-͔͊͒ͪͫ 
͚͍ͯͫͭͪͦͫͭ͊;  
- mask τ ͣ ͊ͫ͊͟ ͔͊͒ͪͫ͊ LtǾпΣ ͦͭͦͪ͊͟Ύ ͔͔ͦͨͪ͒͡Ύ͔ͭΣ ͙͔͊͟͟ 
͙͋ͭ· ͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟ ͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͊͒͊ͤͤ͘·ͣ 
IP-͔͊͒ͪͫͦͣΤ 
- prefix_length τ ;͙ͫͦ͡ ͙͋ͭΣ ͦͭͦͪ͟·͔ ͍ͫͦͫͭ͊͡ΎΌͭ ͔ͨͪͺ͙ͫ͟ 
IPv4-͔͊͒ͪͫ͊Τ 
- ip-acl-name τ ͙ ͣΎ ͫͯ΅͔͍ͫͭͯΌ΅͔͎ͦ !/[-͙ͫͨͫ͊͟Τ 
- groupname τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ ͎ͪͯͨͨ·Σ ͔ͦͭͦͪͦ͟ ͒ͦ͗ͤͦ͡ 
͋·ͭΈ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͔͔͔ͦͨͪ͒ͤͦ͡ ͫ ͨͦͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· 
snmp-server groupΦ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͦ͋Ά͔ͭ͟·Σ ͒ͦͫͭͯͨͤ·͔ ͫͦͦ͋π
΅͔͍ͫͭͯΦ 

no snmp-server commu-
nity community [ipv4_ad-
dress|  
ipv6_address|  ipv6z_ad-
dress] 

̂͒͊͡Ύ͔ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͒͡Ύ ͙ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊Φ 

snmp-server view view-
name OID  {included|ex-
cluded} 

view-name:  
(1..30) ͫ ͙͍͍ͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͙͙͡ ͔͙͔ͪ͒͊ͭͪͯͭ͟ ͍͙ͨͪ͊ͦ͡ ͔͙ͦ͋ͦͪͤ͘Ύ ͒͡Ύ {bat τ 
͔ͪ͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡Σ ͙͋ͦ͡ ͎͙ͦͪ͊ͤ;͙͍͊Ό΅͔͔ ͔͍͔ͫͪͪͯ-
͔͍͔ͦ͋ͦͪ͊ͭ͘͡Ό ͒ͦͫͭͯͨ ͟ hL5Φ 
OID-͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͋Ά͔ͭ͊͟ aL.Σ ͔͍͔ͨͪ͒ͫͭ͊ͤͤ͡·͚ ͍ ͍͙͔͒ 
͔͔͍͒ͪ͊ !{bΦм όͫͭͪͦ͊͟ ͍͙͒͊ мΦоΦсΦнΦпΣ ͔ͣͦ͗ͭ ͍͟͡Ό;͊ͭΈ ͍ ͔ͫ͋Ύ 
͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·͔ ͍ͫͦ͊͡Σ ͙͔ͤ͊ͨͪͣͪΥ ǎȅǎǘŜƳΣ ŘƻŘύΦ ˿ ͨͦͣͦπ
΅ΈΌ ͙͍ͫͣͦ͊͡ ϝ ͣͦ͗ͤͦ ͦ͋ͦͤ͊͘;͙ͭΈ ͔͔͚͍ͫͣͫͭͦ ͔͔ͨͦ͒͒ͪπ
͍Έ͔͍Υ мΦоΦϝΦнύΤ 
- include τ hL5 ͍͟͡Ό;͔ͤ͊ ͍ ͍͙ͨͪ͊ͦ͡ ͒͡Ύ ͔͍͙ͦ͋ͦͪ͊ͤ͘ΎΤ 
- exclude τ hL5 ͙ͫ͟͡Ό;͔ͤ͊ ͙͘ ͍͙ͨͪ͊͊͡ ͒͡Ύ ͔͍͙ͦ͋ͦͪ͊ͤ͘ΎΦ 
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no snmp-server view 
viewname [OID]   

̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ͔͙ͦ͋ͦͪͤ͘Ύ ͒͡Ύ {batΦ 

snmp-server group group-
name {v1|v2|v3 {no-
auth|auth|priv} [notify  
notifyview]}  
[read readview] [write 
writeview] 

groupname:  
(1..30) ͫ ͙͍͍ͣͦͦ͡; 

 
notifyview:  

(1..30) ͫ ͙͍͍ͣͦͦ͡; 
 

readview:  
(1..30) ͫ ͙͍͍ͣͦͦ͡; 

 
writeview:  

(1..30) ͫ ͙͍͍ͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ {bat-͎ͪͯͨͨͯ ͙͙͡ ͙ͭ͊͋͡ͼͯ ͍͔͍͙͚ͫͦͦͭͭͫͭ {bat-
ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ ͍͙ͨͪ͊͡ ͔͙͚ͦ͋ͦͪͤ͘ {batΦ 
- v1,v2,v3 τ {bat ǾмΣ ǾнΣ Ǿо ͔ͣͦ͒͡Έ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Τ 
- noauth,auth,priv τ ͭ ͙ͨ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ 
ͨͪͦͭͦͦͦͣ͟͡ {bat Ǿо όƴƻŀǳǘƘ τ ͋ ͔͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ŀǳǘƘ 
τ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͔͋͘ ΄͙ͺ͍͙ͪͦ͊ͤΎΣ ǇǊƛǾ τ ͊ ͔͙ͯͭͤͭͺ͙͊͟π
ͼ͙Ύ ͫ ΄͙ͺ͍͙͔ͪͦ͊ͤͣύΤ 
- notifyview τ ͙ ͣΎ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘ΎΣ ͦͭͦͪͦͣͯ͟ ͔ͪ͊ͪ͘π
΄͔ͤͦ ͔͔ͦͨͪ͒͡ΎͭΈ ͫͦͦ͋΅͔͙ͤΎ {NMP-͎͔͊ͤͭ͊ τ ƛƴŦƻǊƳ ͙ ǘǊŀǇΤ 
- readview τ ͙ ͣΎ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘ΎΣ ͦͭͦͪͦͣͯ͟ ͔ͪ͊ͪ͘΄͔ͤͦ 
ͭͦ͡Έͦ͟ ;͔͙͔ͭͤ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ {bat-͎͔͊ͤͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Τ 
- writeview τ ͙ ͣΎ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘ΎΣ ͦͭͦͪͦͣͯ͟ ͔ͪ͊ͪ͘π
΄͔ͤͦ ͍͍͙ͦ͒ͭΈ ͒͊ͤͤ·͔ ͙ ͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͔͙͔ͫͦ͒ͪ͗ͣͦ 
SNMP-͎͔͊ͤͭ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no snmp-server group 
groupname  
{v1 | v2 | v3 [noauth | 
auth | priv]}  

̂͒͊͡Ύ͔ͭ {bat-͎ͪͯͨͨͯ. 

snmp-server user 
username groupname  
{v1 | v2c | remote host 
v3 |  v3  
[encrypted] 
 [auth {md5 | sha}  
auth-password]} 

username:  
(1..20) ͫ ͙͍͍ͣͦͦ͡; 

groupname:  
(1..30) ͫ ͙͍͍ͣͦͦ͡; 

engineid-string:  
(5..32) ͫ ͙͍͍ͣͦͦ͡; 

password:  
(1..32) ͫ ͙͍ͣͦ͊͡; 

md5:  
16 ͙ ͙͡ 32 ͋ ͚͊ͭ; 

sha:   
20 ͙ ͙͡ 36 ͋ ͚͊ͭ; 
ͺͦͪͣ͊ͭ 

IPv4: A.B.C.D 
IPv6: X:X:X:X::X 

IPv6z: X:X:X:X::X%<ID> 

˿͔ͦ͒͊ͭ͘ {batǾо-ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 
- username τ ͙ ͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 
- groupname τ ͙ ͣΎ ͎ͪͯͨͨ·Τ 
- engineid-string τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͎ͯ͒͊ͤͤͦͦ͡ {bat-
͚͍ͯͫͭͪͦͫͭ͊Σ ͦͭͦͪͦͣͯ͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͙͔͙ͨͪͤ͊͒͗ͭ͡Τ 
- auth-password τ ͨ ͊ͪͦ͡Έ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ ͎͔͔ͤͪ͊ͼ͙͙ 
͟͡Ό;͊Τ 
- md5 τ ͟ ͡Ό; md5; 
- sha τ ͟ ͡Ό; sha; 
- host τ IP-͔͊͒ͪͫκ ͙ͣΎ ͻͦͫͭ͊Φ 

no snmp-server user 
username  
[remote engineid-string] 

̂͒͊͡Ύ͔ͭ {batǾо-ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

snmp-server filter filter-
name oid {included | ex-
cluded}  

filter-name:  
(1..30) ͫ ͙͍͍ͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͙͙͡ ͔͙͔ͪ͒͊ͭͪͯͭ͟ ͍͙ͨͪ͊ͦ͡ {bat-ͺ͙͡Έͭͪ͊Σ ͔ͦͭͦͪͦ͟ 
͍ͨͦͦ͘͡Ύ͔ͭ ͺ͙͡Έ͍ͭͪͦ͊ͭΈ ƛƴŦƻǊƳ ͙ ǘǊŀǇ-ͫͦͦ͋΅͔͙ͤΎΣ ͔͔͍ͨͪ͒͊͊π
͔ͣ·͔ {bat-͔͍͔ͫͪͪͯΦ 
- oid τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͋Ά͔ͭ͊͟ aL.Σ ͔͍͔ͨͪ͒ͫͭ͊ͤͤ͡·͚ ͍ 
͍͙͔͒ ͔͔͍͒ͪ͊ !{bΦм όͫͭͪͦ͊͟ ͍͙͒͊ мΦоΦсΦнΦпΣ ͔ͣͦ͗ͭ ͍͟͡Ό;͊ͭΈ ͍ 
͔ͫ͋Ύ ͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·͔ ͍ͫͦ͊͡Σ ͙͔ͤ͊ͨͪͣͪΥ ǎȅǎǘŜƳΣ ŘƻŘΦ ˿ 
ͨͦͣͦ΅ΈΌ ͙͍ͫͣͦ͊͡ ϝ ͣͦ͗ͤͦ ͦ͋ͦͤ͊͘;͙ͭΈ ͔͔͚͍ͫͣͫͭͦ ͔ͨͦ͒͒π
͔͍ͪΈ͔͍Υ мΦоΦϝΦнύΤ 
- include τ hL5 ͍͟͡Ό;͔ͤ͊ ͍ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙Τ 
- exclude τ hL5 ͙ͫ͟͡Ό;͔ͤ͊ ͙͘ ͍͙ͨͪ͊͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙Φ 

snmp-server filter filter-
name [oid] 

̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ {bat-ͺ͙͡Έͭͪ͊Φ 

snmp-server host 
{ipv4_address  |  ipv6_ad-
dress | hostname} 
[traps| informs] [version 
{1  | 2c | 3 [auth | noauth 
| priv]}] community [udp-
port port] [filter  filter-
name] [timeout seconds] 
[retries retries] 

hostname:  
(1..158) ͫ ͙͍͍ͣͦͦ͡; 

 
community:  

(1..20) ͫ ͙͍͍ͣͦͦ͡; 
 

udp-port: (1..65535)/162; 
 

filtername:  
(1..30) ͫ ͙͍͍ͣͦͦ͡; 

 
seconds: (1..300)/15; 

retries: (0..255)/3 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͍͔ͯ͒ͦͣπ
͔͙ͤ͡Ύ ƛƴŦƻǊƳ ͙ ǘǊŀǇ {batǾмκǾн-͔͍͔ͫͪͪͯΦ 
- community τ ͫ ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔π
͙͚ͤ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΤ 
- version τ ͦ ͔͔ͨͪ͒͡Ύͭ ͙ͭͨ ͫͦͦ͋΅͔͙͚ͤ ǘǊŀǇ τ trap SNMPv1, 
trap SNMPv2, trap SNMPv3; 
- auto ς ͯ ͊͘͟·͍͔͊ͭ ͙ͨͦ͒ͤͤͦͫͭ͡Έ ͔ͨ͊ͭ͊͟ ͔͋͘ ΄͙ͺ͍͙ͪͦ͊ͤΎΤ 
- noauto τ ͤ ͔ ͯ͊͘͟·͍͔͊ͭ ͙ͨͦ͒ͤͤͦͫͭ͡Έ ͔ͨ͊ͭ͊͟Τ 
- priv ς ͯ ͊͘͟·͍͔͊ͭ ͙ͨͦ͒ͤͤͦͫͭ͡Έ ͔ͨ͊ͭ͊͟ Ŏ ΄͙ͺ͍͙͔ͪͦ͊ͤͣΤ 
- port τ UDP-ͨͦͪͭ {bat-͔͍͔ͫͪͪ͊Τ 
- seconds τ ͨ ͔͙ͪͦ͒ ͙͙ͦ͗͒͊ͤΎ ͍͔͔͙͚ͨͦ͒ͭͪ͗͒ͤ ͔͔ͨͪ͒ ͨͦπ
͍͚ͭͦͪͤͦ ͔͔ͨͪ͒͊;͔͚ ͫͦͦ͋΅͔͙͚ͤ ƛƴŦƻǊƳΤ 
- retries τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ 
ƛƴŦƻǊƳΣ ͙ͨͪ ͍͙͙ͦͭͫͯͭͫͭ ͙ͻ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎΦ 
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no snmp-server host 
{ipv4_address | ipv6_ad-
dress | hostname} 
[traps| informs] 

̂͒͊͡Ύ͔ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙ͯ͒ͦͣͤ͡Ύ 
ƛƴŦƻǊƳ ͙ ǘǊŀǇ {batǾмκǾнκv3-͔͍͔ͫͪͪͯΦ 

snmp-server v3-host  
{ipv4_address | ipv6_ad-
dress | hostname} 
username  
[traps | informs]  {no-
auth| auth| priv} [udp-
port port] [filter  filter-
name] [timeout seconds]  
[retries retries] 

hostname:  
(1..158) ͫ ͙͍͍ͣͦͦ͡; 

username:  
(1..24) ͫ ͙͍͍ͣͦͦ͡; 

udp-port: (1..65535)/162; 

filtername:  
(1..30) ͫ ͙͍͍ͣͦͦ͡; 

seconds: (1..300)/15; 

retries: (0..255)/3 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͍͔ͯ͒ͦͣπ
͔͙ͤ͡Ύ inform ͙  trap SNMPv3-͔͍͔ͫͪͪͯΦ 
- noauth, auth, priv ς ͭ ͙ͨ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ 
ͨͪͦͭͦͦͦͣ͟͡ {batǾо όƴƻŀǳǘƘ τ ͋ ͔͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ŀǳǘƘ 
τ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͔͋͘ ΄͙ͺ͍͙ͪͦ͊ͤΎΣ ǇǊƛǾ τ ͊ ͔͙ͯͭͤͭͺ͙͊͟π
ͼ͙Ύ ͫ ΄͙ͺ͍͙͔ͪͦ͊ͤͣύΤ 
- port τ UDP-ͨͦͪͭ {bat-͔͍͔ͫͪͪ͊Τ 
- seconds τ ͨ ͔͙ͪͦ͒ ͙͙ͦ͗͒͊ͤΎ ͍͔͔͙͚ͨͦ͒ͭͪ͗͒ͤ ͔͔ͨͪ͒ ͨͦπ
͍͚ͭͦͪͤͦ ͔͔ͨͪ͒͊;͔͚ ͫͦͦ͋΅͔͙͚ͤ ƛƴŦƻǊƳΤ 
- retries τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ 
ƛƴŦƻǊƳΣ ͙ͨͪ ͍͙͙ͦͭͫͯͭͫͭ ͙ͻ ͍͔͔͙ͨͦ͒ͭͪ͗͒ͤΎΦ 

no snmp-server v3-host  
{ipv4_address | ipv6_ad-
dress | hostname} 
username [traps| informs]   

̂͒͊͡Ύ͔ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͍͔͔͙ͯ͒ͦͣͤ͡Ύ 
ƛƴŦƻǊƳ ͙ ǘǊŀǇ {batǾо-͔͍͔ͫͪͪͯΦ 

snmp-server engineID lo-
cal {engineid-string | de-
fault} 

engineid_string: (5..32) 
͙͍͍ͫͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͊͟͡͡Έ͎ͤͦͦ {bat ͚͍ͯͫͭͪͦͫͭ͊ τ 
engineID. 
- default τ ͨ ͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͚͒͊ͤͤͦ ͚͙ͤ͊ͫͭͪͦ͟ ŜƴƎƛƴŜL5 
͔͋ͯ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͫͦ͒͊ͤ͘Σ ͤ͊ ͍͔ͦͫͤͦ ˸ˢ˿-͔͊͒ͪͫ͊ 
͚͍ͯͫͭͪͦͫͭ͊Φ 

no snmp-server engineID 
local 

̂͒͊͡Ύ͔ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͊͟͡͡Έ͎ͤͦͦ {bat ͚͍ͯͫͭͪͦͫͭ͊ τ 
engineID 

snmp-server engineID re-
mote  
{ipv4_address  |  
ipv6_address}  
engineid-string 

engineid_string: (5..32) 
͙͍͍ͫͣͦͦ͡ 

˿͔ͦ͒͊ͭ͘ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͎ͯ͒͊ͤͤͦͦ͡ {bat ͚͍ͯͫͭͪͦͫͭ͊ τ 
engineID. 

no snmp-server engineID 
remote 
 {ipv4_address  |  
 ipv6_address} 

̂͒͊͡Ύ͔ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͎ͯ͒͊ͤͤͦͦ͡ {bat ͚͍ͯͫͭͪͦͫͭ͊ τ 
engineID. 

snmp-server enable traps 

-/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤΦ 

no snmp-server enable 
traps 

˻ͭ͟͡Ό;͔͊ͭ ͔ͨͦ͒͒ͪ͗ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤΦ 

snmp-server enable traps 
errdisable 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͔͔͍͔ͨͪͦ͒ 
ͨͦͪͭ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ 9ǊǊŘƛǎŀōƭŜ. 

no snmp-server enable 
traps errdisable 

·ʕ͟ ͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͔͔͍͔ͨͪͦ͒ 
ͨͦͪͭ͊ ͍ ͫͦͫͭͦΎ͙͔ͤ Errdisable. 

snmp-server enable traps 
erps 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ERPS-ͦ͟͡Έͼ͊Φ 

no snmp-server enable 
traps erps 

˻ͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ERPS-ͦ͟͡Έͼ͊Φ 

snmp-server enable traps 
flex-link 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙ ͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͨ͊ͪ· flex-link ͙ ͔ͤͭͪͺ͔͚͍ͫͦΦ 

no snmp-server enable 
traps flex-link 

˻ͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙ ͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͨ͊ͪ· flex-link ͙ ͔ͤͭͪͺ͔͚͍ͫͦΦ 

snmp-server enable traps 
link-status 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͨͦͪͭ͊Φ 

no snmp-server enable 
traps link-status 

˻ͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͔͙͙ͣͤͤ͘ 
ͫͦͫͭͦΎ͙ͤΎ ͨͦͪͭ͊Φ 

snmp-server enable traps 
mac-notification change 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙ ͔͔͙͙ͣͤͤ͘ ͍ 
͙ͭ͊͋͡ͼ͔ ͙ͯ͘;͔ͤͤ·ͻ MAC-͔͍͊͒ͪͫͦΦ 

no snmp-server enable 
traps mac-notification 
change 

˻ͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙ ͔͔͙͙ͣͤͤ͘ 
͍ ͙ͭ͊͋͡ͼ͔ ͙ͯ͘;͔ͤͤ·ͻ MAC-͔͍͊͒ͪͫͦΦ 
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snmp-server enable traps 
mac-notification flapping 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͦ ͔͋ͤ͊ͪͯ͗π
͙͙ͤ ͺ͙͎͊ͨͨͤ͊͡ MAC-͔͍͊͒ͪͫͦΦ 

no snmp-server enable 
traps mac-notification 
flapping 

˻ͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͦ ͔͋ͤ͊ͪͯ͗π
͙͙ͤ ͺ͙͎͊ͨͨͤ͊͡ MAC-͔͍͊͒ͪͫͦΦ 

snmp-server enable traps 
l2protocol-tunnel 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͦ ͍ͭͨͪ͊ͯ͟ SNMP trap ͫ ͦͦ͋΅͔͙͚ͤ ͙ͨͪ ͫ ͪ͊͋͊ͭ·͍͊π
͙͙ͤ drop-treshold ͙  shutdown-treshold ͍  L2PT. 

no snmp-server enable 
traps l2protocol-tunnel 

˻ͭ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͍ L2PT. 

snmp-server enable traps 
storm-control 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͔ͦ͋ͤ͊ͪͯ͗π
͙͙ͤ ζ́ ͭͦͪͣ͊η. 

no snmp-server enable 
traps storm-control 

ˤ·͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ {bat ǘǊŀǇ ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͔ͦ͋ͤ͊ͪͯ͗π
͙͙ͤ ζ́ ͭͦͪͣ͊η. 

snmp-server trap authen-
tication 

τ 

˾͔͊ͪ͘΄͔͊ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͫͦͦ͋΅͔͙ͤΎ ǘǊŀǇ ͔͍͔ͫͪͪͯ ͔ͤ ͨͪͦ΄͔͒π
΄͔ͣͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΦ 

no snmp-server trap au-
thentication 

˭͔͊ͨͪ΅͔͊ͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͫͦͦ͋΅͔͙ͤΎ ǘǊŀǇ ͔͍͔ͫͪͪͯ ͔ͤ ͨͪͦ΄͔͒π
΄͔ͣͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΦ 

snmp-server contact text 
text: (1..160) ͫ ͙͍͍ͣͦͦ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͦͤͭ͊ͭͤͯ͟͟Ό ͙ͤͺͦͪͣ͊ͼ͙Ό ͚͍ͯͫͭͪͦͫͭ͊Φ 

no snmp-server contact ̂͒͊͡Ύ͔ͭ ͦͤͭ͊ͭͤͯ͟͟Ό ͙ͤͺͦͪͣ͊ͼ͙Ό ͚͍ͯͫͭͪͦͫͭ͊Φ 

snmp-server location text 
text: (1..160) ͫ ͙͍͍ͣͦͦ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͔͙͙ͣͫͭͦͨͦͦ͗ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no snmp-server location  ̂͒͊͡Ύ͔ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͔͙͙ͣͫͭͦͨͦͦ͗ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊Φ 

snmp-server set variable-
name name1 value1 
[ƴŀƳŜн ǾŀƭǳŜн Χ ] 

variable-name, name, 
ǾŀƭǳŜ ͒ͦ͗ͤ͡· ͍͊͒͊͊ͭ͘ΈͫΎ 
͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫͦ ͔ͫͨͼ͙π

ͺ͙͊͟ͼ͙͔͚ 

˽͍ͦͦ͘͡Ύ͔ͭ ͍͙ͯͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙ͤΎ ͔͔͔ͨͪͣͤͤ·ͻ ͍ ͔͋͊͘ ͒͊ͤͤ·ͻ 
MIB ͟ ͦͣͣͯͭ͊ͭͦͪ͊Φ 
- variable-name τ ͙ ͣΎ ͔͔͔͚ͨͪͣͤͤͦΤ 
- name, value τ ͨ ͊ͪ· ͍͔͍͙͚ͫͦͦͭͭͫͭ ͙ͣΎ τ ͘ ͤ͊;͔͙͔ͤΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.152 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

snmp trap link-status 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ SNMP trap-ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͔͙͙ͣͤͤ͘ ͫͦπ
ͫͭͦΎ͙ͤΎ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊Φ 

no snmp trap link-status ˤ·͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ SNMP trap-ͫͦͦ͋΅͔͙͚ͤ ͨ ͙ͪ ͙͔͔͙͙ͣͤͤ͘ ͫͦπ
ͫͭͦΎ͙ͤΎ ͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͨͦͪͭ͊Φ 

bandwidth rate 
 

rate:  
(1 ς 4294967295)/͍ ·͟͡Ό;͔ͤͦ 

ˮ͔ͣͤ͘Ύ͔ͭ ͤ͊͘;͔͙͔ͤ ͔͚ͨͦ͡ ƛŦ{ǇŜŜŘ ͙ ƛŦIƛƎƘ{ǇŜŜŘ ͒͡Ύ ͔ͦͭͦ͋ͪ͊͗π
͙ͤΎ ͔ͪ͊͡Έ͚ͤͦ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͊ͤ͊͊͟͡ ͍ ͙͔͔ͫͫͭͣ ͣͦπ
͙͙͎ͤͭͦͪͤ͊Φ ˹͔ ͍͙͡Ύ͔ͭ ͤ͊ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˮͫπ
ͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͫͯ͡;͔͊Σ ͎ͦ͒͊͟ ͔ͪ͊͡Έͤ͊Ύ ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤπ
ͤ·ͻ ͍ ͔͊ͤ͊͟͡ ͎͙ͦͪ͊ͤ;͙͍͔͊ͭͫΎ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͣ ͍ͦ͋ͦͪͯ͒ͦ͊π
͙͔ͤͣΦ  

no bandwidth  ˻ͭ͟͡Ό;͔͊ͭ ͙͔͔͙͔ͣͤͤ͘ ͔͚ͨͦ͡ ƛŦ{ǇŜŜŘ ͙ ƛŦIƛƎƘ{ǇŜŜŘΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͪ ͔͙͗ͣ͊ Privileged EXEC: 

console #  
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͙́͊͋͡ͼ͊ 5.153 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show snmp ˽ͦ͊͘͟·͍͔͊ͭ ͫͭ͊ͭͯͫ {bat-͔͙͔͙͚ͫͦ͒ͤͤ. 

show snmp engineID ˽ͦ͊͘͟·͍͔͊ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͦ͊͟͡͡Έ͎ͤͦͦ {bat-͚͍ͯͫͭͪͦͫͭ͊ τ engineID. 

show snmp views 
[viewname] 

˽ͦ͊͘͟·͍͔͊ͭ ͍͙ͨͪ͊͊͡ ͔͙ͦ͋ͦͪͤ͘Ύ SNMP. 

show snmp groups 
[groupname] 

˽ͦ͊͘͟·͍͔͊ͭ {bat-͎ͪͯͨͨ·. 

show snmp filters [filter-
name] 

˽ͦ͊͘͟·͍͔͊ͭ {bat-ͺ͙͡Έͭͪ·. 

show snmp users 
[username] 

˽ͦ͊͘͟·͍͔͊ͭ {bat-ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙ͤΎ ͒ ͡Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ contact, locationΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͒ͦͫͭͯͨ ͤ͊ ;͔͙͔ͭͤ ͒͡Ύ 
͙ͫͭͪͦ͟ ͫͦͦ͋΅͔͍ͫͭ͊ ǇǳōƭƛŎΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͒ͦͫͭͯͨ ͤ͊ ;͔͙͔ͭͤ ͙ ͙͊ͨͫ͘Έ {bat-͔͍͔ͫͪͪͯ ͫ ͔͊͒ͪπ
ͫͦͣ мфнΦмсуΦмсΦо ͍ ͫͦͦ͋΅͔͍͔ͫͭ private. 

console# configure  

console(config)# snmp- server enable  

console(config)# snmp- server contact support@elte x.nsk.ru  

console(config)# snmp- server location  Objedineniya - street, 9  

console(config)# snmp- server community public  ro  

console(config)# snmp-server ʩommunity private rw 192.168.16.3  

5.19.5 ˽ ͪͦͭͦͦ͟͡ ͔ͯ͒͊ͤ͡ ͎ͤͦͦ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔͙ͫͭ όwahbύ 

˽ͪͦͭͦͦ͟͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔͙ͫͭ όwahbύ Ύ͍͡Ύ͔ͭͫΎ ͪ͊ͫ΄͙͔͙͔ͪͤͣ ͨͪͦͭͦͦ͊͟͡ {batΣ ͍ͨͦͦ͘͡ΎΎ 
͔͍͙ͨͪ͒ͦͫͭ͊ͭΈ ͔͔͋ͦ͡ ΄͙͙͔ͪͦ͟ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͦͤͭͪͦ͟͡Ύ ͔͔͍͎ͫͭͦͦ ͭͪ͊ͺ͙͊͟Φ ˻͙ͭ͡;͙͔ wahb ͦͭ {bat 
͙ͫͦͫͭͦͭ ͍ ͻ͔͔͊ͪ͊ͭͪ͟ ͙͔͚ͫͦ͋ͪ͊ͣͦ ͙ͤͺͦͪͣ͊ͼ͙͙ τ ͒͊ͤͤ·͔ ͙͔ͫͦ͋ͪ͊ͣ·͔ RMON ͍ ͔͍ͨͪͯΌ ͦ;͔͔ͪ͒Έ 
ͻ͔͙͊ͪ͊ͭͪͯ͘͟Όͭ ͭͪ͊ͺ͙͟ ͔ͣ͗͒ͯ ͙ͯ͊ͣ͘͡ ͔͙ͫͭΦ ˮͤͺͦͪͣ͊ͼ͙ΎΣ ͫͦ͋ͪ͊ͤͤ͊Ύ ͎͔͊ͤͭͦͣΣ ͔͔͔ͨͪ͒͊ͭͫΎ ͍ 
͙͔͙͔ͨͪͦ͗ͤ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔ͫͭΈΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.154 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

rmon event index type  
[community text] [descrip-
tion text]  
[owner name] 

index: (1..65535); 

community text:  
(0..127) ͫ ͙͍͍ͣͦͦ͡; 

description text:  
(0..127) ͫ ͙͍͍ͣͦͦ͡; 

owner nameΥ ͫͭͪͦ͊͟ 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͫͦ͋·͙ͭΎΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͍ ͙͔͔ͫͫͭͣ ͔͎ͯ͒͊ͤͤͦͦ͡ 
͙͙͎ͣͦͤͭͦͪͤ͊Φ 
 - index τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ; 
- type τ ͭ ͙ͨ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ ͎͔͔͙͔͎ͤͪͪͯͣͦͦ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ 
Ήͭͦͣͯ ͫͦ͋·͙ͭΌ: 
none τ ͤ ͔ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ 
log τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔Σ 
trap τ ͦ ͭͫ·͊ͭ͡Έ {bat ǘǊŀǇΣ 
log-trap τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͙ ͦͭͫ·͊ͭ͡Έ {bat 
trap; 
- community τ ͫ ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ {bat ͒͡Ύ ͔͔ͨͪͫ·͙͟͡ 
trap; 
- description τ ͦ ͙͙͔ͨͫ͊ͤ ͫͦ͋·͙ͭΎ; 
- name τ ͙ ͣΎ ͔ͫͦ͒͊ͭ͘͡Ύ ͫͦ͋·͙ͭΎ. 

no rmon event index ̂͒͊͡Ύ͔ͭ ͫͦ͋·͙͔ͭΣ ͙ͫͨͦ͡Έ͔͔ͯͣͦ͘ ͍ ͙͔͔ͫͫͭͣ ͔͎ͯ͒͊ͤͤͦͦ͡ ͣͦπ
͙͙͎ͤͭͦͪͤ͊Φ 
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rmon alarm index mib_ob-
ject_id interval rthreshold 
fthreshold revent fevent  
[type type] [startup direction]  
[owner name] 

index: (1..65535); 
 

mib_object_id: ͟ ͔ͦͪͪͭ͟π
ͤ·͚ OID; 

 
interval: 

(1..4294967295) ͫ ͔͟; 
 

rthreshold: 
(0..4294967295); 

 
fthreshold: 

(0..4294967295); 
 

revent: (0..65535); 
 

fevent: (0..65535); 
owner name: ͫ ͭͪͦ͊͟; 

 
type: (absolute, delta)/ab-

solute; 
 

startup: (rising, falling, ris-
ing-falling)/rising-falling 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͍͙ͯͫͦ͡Ύ ͍·͒͊;͙ ͍͙͚͊͊ͪͤ·ͻ ͙͎͍ͫͤ͊ͦ͡Φ 
- index τ ͙ ͔ͤ͒ͫ͟ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎ; 
- mib_object_id τ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͔͔͚ͨͪͣͤͤͦ ;͙͊ͫͭ ͦ͋Άπ
͔ͭ͊͟ hL5; 
- interval τ ͙ ͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͒͊ͤͤ·͔ ͙ͦͭ͋ͪ͊π
ΌͭͫΎ ͙ ͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͍ͦͫͻͦ͒Ύ΅͔͚ ͙ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤπ
ͼ͙͊ͣ; 
- rthreshold τ ͍ ͦͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊; 
- fthreshold τ ͤ ͙ͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊; 
- revent τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎΣ ͔ͦͭͦͪͦ͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͨͪ ͔͔ͨͪπ
͔ͫ;͔͙͙ͤ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·; 
- fevent τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎΣ ͔ͦͭͦͪͦ͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͨͪ ͔͔ͨͪπ
͔ͫ;͔͙͙ͤ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·; 
- type τ ͣ ͔ͭͦ͒ ͦͭ͋ͦͪ͊ ͯ͊͊ͤͤ͘͟·ͻ ͔͔͔ͨͪͣͤͤ·ͻ ͙ ͨͦ͒ͫ;͔ͭ͊ 
ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͍͔͙ͫͪ͊ͤͤΎ ͫ ͎͙ͪ͊ͤͼ͙͊ͣ: 
˸͔ͭͦ͒ absolute τ ͊ ͋ͫͦ͡Ό͔ͭͤͦ ͤ͊͘;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ ͔͔ͨͪπ
͔͚ͣͤͤͦ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤͦ ͫ ͎͙ͪ͊ͤͼ͔͚ ͤ͊ ͦͤ͟ͼ͔ ͙ ͔͔͎ͫͫ͒ͯͣͦͦ͡ 
͙͔͍ͤͭͪ͊͊͡; 
˸͔ͭͦ͒ delta τ ͘ ͤ͊;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͙ͨͪ ͨͦπ
͔͔ͫ͒ͤͣ͡ ͔ͦͭ͋ͦͪ ͔͋ͯ͒ͭ ͍·;͔ͭͤͦ ͙͘ ͔ͭͯ͟΅͔͎ͦ ͤ͊͘;͔͙ͤΎ ͙ 
͙ͪ͊ͤ͘ͼ͊ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤ ͊ ͫ ͎͙ͪ͊ͤͼ͙͊ͣ ό͙ͪ͊ͤ͘ͼ͊ ͔ͣ͗͒ͯ ͤ͊͘π
;͔͙ͤΎ͙ͣ ͔͔͔͚ͨͪͣͤͤͦ ͍ ͦͤ͟ͼ͔ ͙ ͍ ͤ͊;͔͊͡ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙ͤπ
͔͍ͭͪ͊͊͡ύ; 
- startup τ ͙ ͤͫͭͪͯ͟ͼ͙Ύ ͒͡Ύ ͎͔͔ͤͪ͊ͼ͙͙ ͫͦ͋·͙͚ͭ ͤ͊ ͔͍ͨͪͦͣ 
ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡Φ ˻͔͔ͨͪ͒͡Ύ͔ͭ ͍͙ͨͪ͊͊͡ ͎͔͔ͤͪ͊ͼ͙͙ 
͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭ ͒͡Ύ ͔͍͎ͨͪͦͦ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡ 
͔ͨͯͭͣ ͍͔͙ͫͪ͊ͤͤΎ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͫ ͚ͦ͒ͤͦΣ ͙͋ͦ͡ 
͔͙͙ͦ͋ͣ ͎͙ͪ͊ͤͼ͙͊ͣ: 
- rising τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ 
͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔ͨͪͣͤπ
͚ͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ 
Ή͚ͭͦ ͎͙ͪ͊ͤͼ͔; 
- falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ 
͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔ͨͪͣͤπ
͚ͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ 
͍ͪ͊ͤͦ Ή͚ͭͦ ͎͙ͪ͊ͤͼ͔; 
- rising-falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·π
͙͔ͭ ͨͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͙κ͙͙͡ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔π
͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙ͤπ
͔͍͔ͭͪ͊͡ ͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͙κ͙͙͡ 
͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔; 
- owner τ ͙ ͣΎ ͔ͫͦ͒͊ͭ͘͡Ύ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎ. 

no rmon alarm index ̂͒͊͡Ύ͔ͭ ͍͙͔ͯͫͦ͡ ͍·͒͊;͙ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭΦ 

rmon table-size {history en-
tries | log entries} 

history: (20..32767)/270 
log: (20..32767)/100 

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͔ͪ͊ͣͪ͘ wahb-͙ͭ͊͋͡ͼΦ 
- history τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͫͭͪͦ͟ ͍ ͙ͭ͊͋͡ͼ͔ ͙ͫͭͦπ
͙͙ͪ; 
- log τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͫͭͪͦ͟ ͍ ͙ͭ͊͋͡ͼ͔ ͙͔͚͊ͨͫ͘. 

˭ͤ͊;͔͙͔ͤ ͍͙ͫͭͯͨͭ ͍ ͙ͫͯ͡ ͭͦ͡Έͦ͟ ͔ͨͦͫ͡ ͔͔ͨͪ͊͘π
͎͙ͪͯ͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no rmon table-size  
{history | log} 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦ: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.155 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

rmon collection stats index 
[owner name | buckets 
bucket_num]  
[interval interval] 

index: (1..65535); 
name:  

͔ͦͪͪͭͤ͊͟͟Ύ ͫ ͭͪͦ͊͟; 
bucket_num: (1..50)/50; 

interval:  
(1..3600)/1800 ͫ ͔͟ 

ˤ͟͡Ό;͔͊ͭ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙͙͙ͫͭͦͪ ͨͦ ͎ͪͯͨͨ͊ͣ ͙͙͙ͫͭ͊ͭͫͭ͟ 
͒͡Ύ ͋͊͘· ͒͊ͤͤ·ͻ όaL.ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 
- index τ ͙ ͔ͤ͒ͫ͟ ͔͔͚ͭͪ͋ͯͣͦ ͎ͪͯͨͨ· ͙͙͙ͫͭ͊ͭͫͭ͟; 
- name τ ͍ ͔͔͊͒͡͡ͼ ͎ͪͯͨͨ· ͙͙͙ͫͭ͊ͭͫͭ͟; 
- bucket_num τ ͘ ͤ͊;͔͙͔ͤΣ ͊ ͫͫͦͼ͙͙͔͔ͪͯͣͦ ͫ ͙ͦ͟͡;͔͍ͫͭͦͣ 
Ύ;͔͔͟ ͒͡Ύ ͫ͋ͦͪ͊ ͙͙͙ͫͭͦͪ ͨͦ ͎͔ͪͯͨͨ ͙͙͙ͫͭ͊ͭͫͭ͟; 
- interval τ ͨ ͔͙ͪͦ͒ ͦͨͪͦͫ͊ ͒͡Ύ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͙ͫͭͦͪ. 

no rmon collection stats in-
dex 

ˤ·͟͡Ό;͔͊ͭ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙͙͙ͫͭͦͪ ͨͦ ͎ͪ ͯͨͨ͊ͣ ͙͙͙ͫͭ͊ͭͫͭ͟ 
͒͡Ύ ͋͊͘· ͒͊ͤͤ·ͻ όaL.ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 5.156 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show rmon statistics  
{ gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group } gi_port: (1..3/0/1..28);  

fa_port: (1..3/0/1..24); 
group: (1..16) 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͋ͦ͡ ͎ͪͯͨͨ· 
͍ͨͦͪͭͦΣ ͙ͫͨͦ͡Έ͔ͯͣͯ͘Ό ͒͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

show rmon collection stats 
[  gigabitethernet gi_port |  

fastethernet fa_port |  
port-channel group ] 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͊ͨͪ͊͘΄͙͍͔͊ͣ·ͣ ͎ͪͯͨͨ͊ͣ ͫͭ͊π
͙͙͙ͭͫͭ͟Φ 

show rmon history index  
{throughput | errors | other} 
[period period] index: (1..65535); 

 
period:  

(1..2147483647) ͫ ͔͟ 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭͦͪΌ 9ǘƘŜǊƴŜǘ ͙͙͙ͫͭ͊ͭͫͭ͟ wahbΦ 
- index τ ͘ ͊ͨͪͦ΄͔ͤͤ͊Ύ ͎ͪͯͨͨ͊ ͙͙͙ͫͭ͊ͭͫͭ͟; 
- throughput τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͙͍͙͔ͨͪͦͦ͒ͭ͘͡Έ͙ͤͦͫͭ 
ό͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭύ; 
- errors τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͦ΄͙͋ͦ͟; 
- other τ ͨ ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͦ͋ͪ·͍͍ͦ ͙ ͙͙͚ͦ͘͟͡͡; 
- period τ ͨ ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭͦͪΌ ͊͘ ͊ͨͪͦ͘΄͔ͤͤ·͚ ͔͙ͨͪͦ͒ 
͍͔͔͙ͪͣͤΦ 

show rmon alarm-table τ ˽ͦ͊͘͟·͍͔͊ͭ ͍ͫͦ͒ͤͯΌ ͙ͭ͊͋͡ͼͯ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭΦ 

show rmon alarm number 
number: (1..65535) 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͚͙ͤ͊ͫͭͪͦ͟ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭΦ 
- number τ ͙ ͔ͤ͒ͫ͟ ͍͙͚͎͊͊ͪͤͦͦ ͫͦ͋·͙ͭΎΦ 

show rmon events 
τ 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͫͦ͋·͙͚ͭ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ 
RMON. 

show rmon log [event] 
number: (0..65535) 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͙͔͚͊ͨͫ͘ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ 
RMON. 
- event τ ͙ ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ мл ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ ͔͍͎ͨͪͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Υ 

ʩonsole#show rmon statistics gigabitethernet  1/0/10  

Port gi1/0/10  

 

Dropped: 0          

Octets: 3876                     Packets: 57         

Broadcast: 0                     Multicast: 57         

CRC Align Errors: 0              Collisions: 0          

Undersize Pkts: 0                Oversize Pkts: 0          
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Fragments: 0                     Jabbers: 0          

64 Octets: 0                     65 to 127 Octets: 57         

128 to 255 Octets: 0             256 to 511 Octets: 0          

512 to 1023 Octets:  0            1024 to max Octets: 0  

͙́͊͋͡ͼ͊ 5.157 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Dropped ˴͙ͦ͡;͔͍ͫͭͦ ͔͔͙͍͊͒ͭͭͪͦ͊ͤͤ͘͟·ͻ ͫͦ͋·͙͚ͭΣ ͟ ͎ͦ͒͊ ͔ͨ͊ͭ͟· ͋·͙͡ ͦͭ͋ͪͦ΄͔ͤ·Φ 

Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭ ͒͊ͤͤ·ͻ ό͍͟͡Ό;͊Ύ ͚͋͊ͭ· ͨͦ͡ͻ͙ͻ ͔͍ͨ͊ͭͦ͟ύ, ͨ ͙ͪͤΎͭ·ͻ ͙͘ ͔͙ͫͭ ό͙ͫπ
͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

Packets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔Σ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͔ ͙ ͎ͣͤͦͦπ
͔͊͒ͪͫͤ·͔ ͔ͨ͊ͭ͟·ύΦ 

Broadcast 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·ͻ ͔͍ͨ͊ͭͦ͟ όͭͦ͡Έͦ͟ ͔ͦͪͪͭͤ͟͟·͔ ͨ͊π
͔ͭ͟·ύΦ 

Multicast ˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͔͍ͨ͊ͭͦ͟ όͭͦ͡Έͦ͟ ͔ͦͪͪͭͤ͟͟·͔ ͔ͨ͊ͭ͟·ύΦ 

CRC Align Errors 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͦͭ сп ͒ͦ мрму ͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡ΈͤͦΣ ͙͔ͣΌπ
΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͨͪͦπ
͍͔͙ͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·π
͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Collisions ˻ͼ͔ͤ͊͟ ͙ͦ͟͡;͔͍ͫͭ͊ ͙͙͚ͦ͘͟͡͡ ͤ͊ ͒͊ͤͤͦͣ 9ǘƘŜǊƴŜǘ-͔͎͔͔ͫͣͤͭΦ 

Undersize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͔ͣͤΈ΄͔ сп ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ 
͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺͦͪπ
͙͍ͣͪͦ͊ͤͤ·ͻΦ 

Oversize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͋ͦ͡Έ΄͔ мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ 
͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺͦͪπ
͙͍ͣͪͦ͊ͤͤ·ͻΦ 

Fragments 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͔ͣͤΈ΄͔ сп ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ 
͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ 
ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ 
C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Jabbers 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͋ͦ͡Έ΄͔ мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ 
͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ 
ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ 
C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

64 Octet 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ сп ͚͋͊ͭ͊ ό͙ͫπ
͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

65 to 127 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ ср ͒ͦ мнт 
͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΦ 

128 to 255 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ мну ͒ͦ нрр 
͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΦ 

256 to 511 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ нрс ͒ͦ рмм 
͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΦ 

512 to 1023 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ рмн ͒ͦ мл23 
͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΦ 
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1024 to 1518 Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͙͚͒ͤͦ͡ ͦͭ млнп ͒ͦ мрму 
͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡Έͤͦ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΦ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͎ͪͯͨͨ͊ͣ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͨͦͪͭ͊ уΥ 

ʩonsole#show rmon collection stats gigabitethernet  1/0/8  

 

Index Interface Interval Requested Samples Granted Samples        Owner         

-----  ---------  --------  -----------------  ----------- ----  -------------------  

  1      1/ 0/ 8     300           50               50                Eltex  

͙́͊͋͡ͼ͊ 5.158 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟, ͯ ͙ͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͙͊ͨͫ͘ΈΦ 

Interface Ethernet-͙͔ͤͭͪͺ͔͚ͫΣ ͤ͊ ͦͭͦͪͦͣ͟ ͊ͨͯ͘΅͔ͤ ͦͨͪͦͫΦ 

Interval ˮ͔͍ͤͭͪ͊͡ ͍ ͔ͫͯͤ͒͊͟ͻ ͔ͣ͗͒ͯ ͙ͦͨͪͦͫ͊ͣΦ 

Requested Samples ˭͊ͨͪͦ΄͔͔ͤͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͦͭͫ;͔͍ͭͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͻ͔ͪ͊ͤͤͦΦ 

Granted Samples 
˾͔͊ͪ͘΄͔͔ͤͤͦ ό͍ͦͫͭ͊΄͔͔ͫΎύ ͙ͦ͟͡;͔͍ͫͭͦ ͦͭͫ;͔͍ͭͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͻͪ͊π
͔ͤͤͦΦ 

Owner ˤ͔͔͊͒͡͡ͼ ͚͒͊ͤͤͦ ͙͙͊ͨͫ͘Φ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫ;͔ͭ;͙͙͟ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͒ ͡Ύ ͎ͪͯͨͨ· ͙͙͙ͫͭ͊ͭͫͭ͟ мΥ 

console# show rmon history 1 throughput  

 

Sample set: 1   Owner: MES  

Interface: gi 1/ 0/ 1     Interval: 1800  

Requested samples: 50  Granted samples: 50  

 

Maximum table size: 100  

Time     Octets  Packets  Broadcast  Multicast  % 

Nov 10 2009 18:38:00  204595549  278562  2893   6752 18.67%  

͙́͊͋͡ͼ͊ 5.159 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Time ˨͊ͭ͊ ͙ ͍͔ͪͣΎ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͊ͨͫ͘Φ 

Octets 
˴͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭ ͒͊ͤͤ·ͻ ό͍͟͡Ό;͊Ύ ͚͋͊ͭ· ͨͦ͡ͻ͙ͻ ͔͍ͨ͊ͭͦ͟ύ ͙ͨͪͤΎͭ·ͻ ͙͘ ͔͙ͫͭ ό͙ͫ͟͡Ό;͊Ύ 
ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΦ 

Packets 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͔͍ͨ͊ͭͦ͟ ό͍͟͡Ό;͊Ύ ͨͦ͡ͻ͙͔ ͔ͨ͊ͭ͟·ύ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙ͦͪͣͪͦπ
͍͙͊ͤΎ ͙͙͊ͨͫ͘Φ 

Broadcast 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͻͦͪͦ΄͙ͻ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ 
͍͔ͤ͊ͨͪ͊ͤͤ͡·ͻ ͤ͊ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͔ ͔͊͒ͪͫ͊Φ 

Multicast 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͻͦͪͦ΄͙ͻ ͔͍ͨ͊ͭͦ͟ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ 
͍͔ͤ͊ͨͪ͊ͤͤ͡·ͻ ͤ͊ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͔ ͔͊͒ͪͫ͊Φ 

Utilization 
˻ͼ͔ͤ͊͟ ͔͔͚ͫͪ͒ͤ ͚ͨͪͦͨͯͫͤͦ͟ ͙ͫͨͦͫͦ͋ͤͦͫͭ ͺ͙͙͘;͔͎ͫͦͦ͟ ͍ͯͪͦͤΎ ͤ͊ ͒͊ͤͤͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ 
͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘Φ ˽ͪͦͨͯͫͤ͊͟Ύ ͫͨͦͫͦ͋ͤͦͫͭΈ ͦͼ͔͙͍͔ͤ͊ͭͫΎ ͍͔͙͡π
;͙͚ͤͦ ͒ͦ ͭ·ͫΎ;͚ͤͦ ͨͪͦͼ͔ͤͭ͊Φ 
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CRC Align 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͨ ͔͙ͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ ͦͭ сп 
͒ͦ мрму ͚͋͊ͭ ͍͟͡Ό;͙͔ͭ͡ΈͤͦΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͦͤͭͪͦ͟͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ 
;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ 
͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍͙ͪ͊ͤ͊ͤΎ τ Alignment). 

Collisions 
˻ͼ͔ͤ͊͟ ͙ͦ͟͡;͔͍ͫͭ͊ ͙͙͚ͦ͘͟͡͡ ͤ͊ ͒͊ͤͤͦͣ 9thernet-͔͎͔͔ͫͣͤͭ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙ͦͪͣπ
͍͙ͪͦ͊ͤΎ ͙͙͊ͨͫ͘Φ 

Undersize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ 
͔ͣͤΈ΄͔ сп ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫ ͯͣͣ·ύΣ 
ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺ͙͍ͦͪͣͪͦ͊ͤͤ·ͻΦ 

Oversize Pkts 
˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ 
͋ͦ͡Έ΄͔ мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΣ ͤͦ ͍ ͦͫͭ͊͡Έͤͦͣ ͍͙ͨͪ͊͡Έͤͦ ͫͺ͙͍ͦͪͣͪͦ͊ͤͤ·ͻ. 

Fragments 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ 
͔ͣͤΈ΄͔ сп ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ·ύΣ 
͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͨͪͦπ
͍͔͙ͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍͙͍ͪ͊ͤ͊π
͙ͤΎ τ Alignment). 

Jabbers 

˴͙ͦ͡;͔͍ͫͭͦ ͙ͨͪͤΎͭ·ͻ ͍ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘ ͔͍ͨ͊ͭͦ͟ ͙͚͒ͤͦ͡ 
͋ͦ͡Έ΄͔ мрму ͚͋͊ͭ ό͙ͫ͟͡Ό;͊Ύ ͺ͔͚͍ͪͣͦ·͔ ͙͋ͭ·Σ ͤͦ ͍͟͡Ό;͊Ύ ͙͋ͭ· ͦͤͭͪͦ͟͡Έ͚ͤͦ 
ͫͯͣͣ·ύΣ ͙͔ͣΌ΅͙ͻ ͔͍͔ͤͪͤͯΌ ͟ ͦͤͭͪͦ͡ΈͤͯΌ ͫͯͣͣͯ ͙͋ͦ͡ ͫ ͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ 
͍͔͙ͨͪͦͪ͟ ͦͤͭͪͦ͟͡Έ͚ͤͦ ͫͯͣͣ· τ C/{ύΣ ͙͋ͦ͡ ͫ ͔ͤͼ͔͡·ͣ ;͙ͫͦͣ͡ ͚͋͊ͭ όͦ΄͙͙͋͟ ͍·͍ͪ͊π
͙͍͙ͤ͊ͤΎ τ Alignment). 

Dropped 
˴͙ͦ͡;͔͍ͫͭͦ ͔͔͙͍͊͒ͭͭͪͦ͊ͤͤ͘͟·ͻ ͫͦ͋·͙͚ͭΣ ͟ ͎ͦ͒͊ ͔ͨ͊ͭ͟· ͋·͙͡ ͦͭ͋ͪͦ΄͔ͤ· ͍ ͔ͭ;͔͙͔ͤ ͔ͨπ
͙ͪͦ͒͊ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͙͙͊ͨͫ͘Φ 

Á ˽ͦ͊͊ͭ͘͟Έ ͍ͫͦ͒ͤͯΌ ͙ͭ͊͋͡ͼͯ ͙͎͍ͫͤ͊ͦ͡ ͔͍͎͙ͭͪͦΥ 

console #show rmon alarm - table  

Index  OID           Owner 

-----  --------------------------         -------  

1     1.3.6.1.2.1.2.2.1.10.1        CLI  

2      1.3.6.1.2.1.2.2.1.10.1        Manager  

͙́͊͋͡ͼ͊ 5.160 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟Σ ͙ͯͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͙͊ͨͫ͘Έ. 

OID OID ͟ ͙͔͚ͦͤͭͪͦͪͯͣͦ͡ ͔͔͔͚ͨͪͣͤͤͦ. 

Owner ˽ͦ͡Έ͍͔ͦ͊ͭ͘͡ΈΣ ͍ͫͦ͒͊͘΄͙͚ ͙͊ͨͫ͘Έ. 

console# show rmon alarm  1 

Alarm 1  

-------  

OID: 1.3.6.1.2.1.2.2.1.10.1  

Last sample Value: 878128  

Interval: 30  

Sample Type: delta  

Startup Alarm: rising  

Rising Threshold: 8700000  

Falling Threshold: 78  

Rising Event: 1  

Falling  Event : 1  

Owner: CLI  
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͙́͊͋͡ͼ͊ 5.161 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

OID OID ͟ ͙͔͚ͦͤͭͪͦͪͯͣͦ͡ ͔͔͔͚ͨͪͣͤͤͦ. 

Last Sample Value 
˭ͤ͊;͔͙͔ͤ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͔ͨͦͫ͒ͤͣ͡ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡Φ ˩͙ͫ͡ ͔ͣͭͦ͒ ͦͭ͋ͦͪ͊ ͔ͨπ
͔͔ͪͣͤͤ·ͻ absolute τ ͭ ͦ Ήͭͦ ͊͋ͫͦ͡Ό͔ͭͤͦ ͤ͊͘;͔͙͔ͤ ͔͔͔͚ͨͪͣͤͤͦΣ ͔͙ͫ͡ delta τ ͭ ͦ ͪ͊͘π
͙ͤͼ͊ ͔ͣ͗͒ͯ ͤ͊͘;͔͙ͤΎ͙ͣ ͔͔͔͚ͨͪͣͤͤͦ ͍ ͦͤ͟ͼ͔ ͙ ͍ ͤ͊;͔͊͡ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡Φ 

Interval 
ˮ͔͍ͤͭͪ͊͡ ͍ ͔ͫͯͤ͒͊͟ͻΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͒͊ͤͤ·͔ ͙ͦͭ͋ͪ͊ΌͭͫΎ ͙ ͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͍͔ͪͻπ
͔͚ͤ ͙ ͙͔͚ͤ͗ͤ ͎͙ͪ͊ͤͼ͙͊ͣ.  

Sample Type 

˸͔ͭͦ͒ ͦͭ͋ͦͪ͊ ͯ͊͊ͤͤ͘͟·ͻ ͔͔͔ͨͪͣͤͤ·ͻ ͙ ͨͦ͒ͫ;͔ͭ͊ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͍͔͙ͫͪ͊ͤͤΎ ͫ ͎͙ͪ͊ͤπ
ͼ͙͊ͣΦ ˸ ͔ͭͦ͒ absolute τ ͊ ͋ͫͦ͡Ό͔ͭͤͦ ͤ͊͘;͔͙͔ͤ ͍·͚͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͔͋ͯ͒ͭ ͍ͫͪ͊π
͔ͤͤͦ ͫ ͎͙ͪ͊ͤͼ͔͚ ͤ͊ ͦͤ͟ͼ͔ ͙͔͔͎ͫͫ͒ͯͣͦͦ͡ ͙͔͍ͤͭͪ͊͊͡Φ ˸͔ͭͦ͒ delta τ ͘ ͤ͊;͔͙͔ͤ ͍·͋ͪ͊ͤπ
͚ͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͙ͨͪ ͔͔ͨͦͫ͒ͤͣ͡ ͔ͦͭ͋ͦͪ ͔͋ͯ͒ͭ ͍·;͔ͭͤͦ ͙͘ ͔ͭͯ͟΅͔͎ͦ ͤ͊͘;͔͙ͤΎ, ͙  ͪ͊͘π
͙ͤͼ͊ ͔͋ͯ͒ͭ ͍͔ͫͪ͊ͤͤ͊ ͫ ͎͙ͪ͊ͤͼ͙͊ͣ ό͙ͪ͊ͤ͘ͼ͊ ͔ͣ͗͒ͯ ͤ͊͘;͔͙ͤΎ͙ͣ ͔͔͔͚ͨͪͣͤͤͦ ͍ ͦͤ͟ͼ͔ ͙ 
͍ ͤ͊;͔͊͡ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡ύΦ 

Startup Alarm 

ˮͤͫͭͪͯ͟ͼ͙Ύ ͒͡Ύ ͎͔͔ͤͪ͊ͼ͙͙ ͫͦ͋·͙͚ͭ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡Φ ˻͔͔ͨͪ͒͡Ύ͔ͭ 
͍͙ͨͪ͊͊͡ ͎͔͔ͤͪ͊ͼ͙͙ ͍͙͚͊͊ͪͤ·ͻ ͫͦ͋·͙͚ͭ ͒͡Ύ ͔͍͎ͨͪͦͦ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙͔͍ͤͭͪ͊͊͡ ͔ͨͯͭͣ 
͍͔͙ͫͪ͊ͤͤΎ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͫ ͚ͦ͒ͤͦΣ ͙͋ͦ͡ ͔͙͙ͦ͋ͣ ͎͙ͪ͊ͤͼ͙͊ͣΦ 
rising τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ 
ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ͦ͡Έ΄͔ͣ ͙͋ͦ͡ 
͍ͪ͊ͤͦͣ Ή͚ͭͦ ͎͙ͪ͊ͤͼ͔Φ 
falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ 
ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ 
͍ͪ͊ͤͦ Ή͚ͭͦ ͎͙ͪ͊ͤͼ͔Φ 
rising-falling τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͔͙͙͒ͤ;͔ͤͦ ͍͙͚͔͊͊ͪͤͦ ͫͦ͋·͙͔ͭ ͨͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͙κ͙͙͡ 
͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͔͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔͍ͨͪͦͣ ͦͤͭͪͦ͟͡Έπ
ͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ͦ͡Έ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Σ ͙κ͙͙͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ 
͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ͔Φ 

Rising Threshold 

˭ͤ͊;͔͙͔ͤ ͍ͦͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·Φ ˴͎ͦ͒͊ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔ͨͪ͒·͒ͯπ
΅͔ͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ ·ͦ͡ ͔ͣͤΈ΄͔ ͚͒͊ͤͤͦ ͎͙ͪ͊ͤͼ·Σ ͊ ͤ͊ ͔ͭͯ͟΅͔ͣ ͦͤͭͪͦ͟͡Έπ
ͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ͦ͡Έ΄͔ ͣ͡ ͙͋ͦ ͍ͪ͊ͤͦ ͣ͘ ͤ͊;͔͙ͤΌ ͎͙ͪ͊ͤͼ·Σ ͎ͭͦ͒͊ ͔͙͙͒ͤ;͔ͤͦ ͫͦ͋·͙͔ͭ 
͎͔͔͙͔ͤͪͪͯͭͫΎΦ 

Falling Threshold 

˭ͤ͊;͔͙͔ͤ ͙ͤͫͻͦ͒Ύ΅͔͚ ͎͙ͪ͊ͤͼ·Φ ˴͎ͦ͒͊ ͤ͊͘;͔͙͔ͤ ͚ͦͭͦ͋ͪ͊ͤͤͦ ͔͔͔͚ͨͪͣͤͤͦ ͤ͊ ͔ͨͪ͒·͒ͯπ
΅͔ͣ ͦͤͭͪͦ͟͡Έͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͋ ·ͦ͡ ͋ͦ͡Έ΄͔ ͚͒͊ͤͤͦ ͎͙ͪ͊ͤͼ·Σ ͊ ͤ͊ ͔ͭͯ͟΅͔ͣ ͦͤͭͪͦ͟͡Έπ
ͤͦͣ ͙͔͍͔ͤͭͪ͊͡ ͔ͣͤΈ΄͔ ͙͋ͦ͡ ͍ͪ͊ͤͦ ͤ͊͘;͔͙ͤΌ ͎͙ͪ͊ͤͼ·Σ ͎ͭͦ͒͊ ͔͙͙͒ͤ;͔ͤͦ ͫͦ͋·͙͔ͭ ͎͔π
͔͙ͤͪͪ ͔ͯͭͫΎΦ 

Rising Event ˮ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ ͙ͫͨͦ͡Έͯ͘Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͍ͦͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊ ͔͔͔ͨͪͫ;͔ͤ͊Φ 

Falling Event ˮ͔ͤ͒ͫ͟ ͫͦ͋·͙ͭΎ ͙ͫͨͦ͡Έͯ͘Ό΅͔͎ͦͫΎΣ ͎ͦ͒͊͟ ͙ͤͫͻͦ͒Ύ΅͊Ύ ͎͙ͪ͊ͤͼ͊ ͔͔͔ͨͪͫ;͔ͤ͊Φ 

Owner ˽ͦ͡Έ͍͔ͦ͊ͭ͘͡ΈΣ ͍ͫͦ͒͊͘΄͙͚ ͙͊ͨͫ͘ΈΦ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͫͦ͋·͙͚ͭ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ RMON: 

ʩonsole#show rmon events  

Index   Description     Type        Community     Owner      Last time sent  

-----    -----------     ----------  ----------   --------    -------------------  

1       Errors         Log                     CLI          Nov 10 2009 18:47:17  

2       High Broadcast Log - Trap    router       Manager     Nov 10 2009 18:48:48  
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͙́͊͋͡ͼ͊ 5.162 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟Σ ͙ͯͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͫͦ͋·͙͔ͭΦ 

Description ˴͔͙͚ͦͣͣͤͭ͊ͪΣ ͙ͦͨͫ·͍͊Ό΅͙͚ ͫͦ͋·͙͔ͭΦ 

Type 

͙́ͨ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ ͎͔͔͙͔͎ͤͪͪͯͣͦͦ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ Ήͭͦͣͯ ͫͦ͋·͙ͭΌ: 
none τ ͤ ͔ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ 
- log τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔Σ 
- trap τ ͦ ͭͫ·͊ͭ͡Έ {bat ǘǊŀǇΣ 
- log-trap τ ͎ ͔͔͙͍ͤͪͪͦ͊ͭΈ ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͙ ͦͭͫ·͊ͭ͡Έ {bat ǘǊŀǇΦ 

Community ˿ͭͪͦ͊͟ ͫͦͦ͋΅͔͍ͫͭ͊ {bat ͒͡Ύ ͔͔ͨͪͫ·͙͟͡ ǘǊŀǇΦ 

Owner ˽ͦ͡Έ͍͔ͦ͊ͭ͘͡ΈΣ ͍ͫͦ͒͊͘΄͙͚ ͫͦ͋·͙͔ͭΦ 

Last time sent 
ˤ͔ͪͣΎ ͙ ͒͊ͭ͊ ͎͔͔͙͍͙ͤͪͪͦ͊ͤΎ ͔͔͎ͨͦͫ͒ͤͦ͡ ͫͦ͋·͙ͭΎΦ ˩͙ͫ͡ ͔ͤ ͋·ͦ͡ ͎͔͔͙͍ͫͤͪͪͦ͊ͤͦ ͫͦ͋·π
͙͚ͭΣ ͭͦ Ήͭͦ ͤ͊͘;͔͙͔ͤ ͔͋ͯ͒ͭ ͍ͪ͊ͤͦ ͤͯ͡ΌΦ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͙͔͚͊ͨͫ͘ ͔͎ͯ͒͊ͤͤͦͦ͡ ͣ ͙͙͎ͦͤͭͦͪͤ͊ RMON 

console# show rmon log  

Maximum table size: 100  

 

Event   Description                       Time  

-----    -----------                       --------------------  

1       Errors                            Nov 10 2009 18:48:33  

͙́͊͋͡ͼ͊ 5.163 ς ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Index ˮ͔ͤ͒ͫ͟Σ ͙ͯͤ͊͟͡Έͤͦ ͙͔͙͒ͤͭͺ͙ͼ͙ͪͯΌ΅͙͚ ͙͊ͨͫ͘Έ. 

Description ˴͔͙͚ͦͣͣͤͭ͊ͪΣ ͙ͦͨͫ·͍͊Ό΅͙͚ ͫͦ͋·͙͔ͭΦ 

Time ˤ͔ͪͣΎ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͊ͨͫ͘Φ 

5.19.6 ˿ ͙͙ͨͫ͟ ͒ͦͫͭͯͨ͊ !/[ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͚͍ͯͫͭͪͦͫͭͦͣ 

˽͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͙ͭΈ ͙͋ͦ͡ ͎͙ͦͪ͊ͤ;͙ͭΈ ͒ͦͫͭͯͨ ͟ 
͍͔͙ͯͨͪ͊ͤ͡Ό ͚͍ͯͫͭͪͦͫͭͦͣ ;͔͔ͪ͘ ͔͔͔ͦͨͪ͒ͤͤ͡·͔ ͙͔ͤͭͪͺ͔͚ͫ·Φ ˨͡Ύ Ή͚ͭͦ ͼ͔͙͡ ͫͦ͒͊͘ΌͭͫΎ ͙͙ͫͨͫ͟ ͒ͦͫͭͯͨ͊ 
(Access Control List, !/[ύ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.164 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

management access-list 
name 

name: (1..32) ͫ ͙͍ͣͦ͊͡ 
˿͔ͦ͒͊ͭ͘ ͙ͫͨͫͦ͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟π
ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 
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no management access-list 
name 

̂͒͊͡Ύ͔ͭ ͙ͫͨͫͦ͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ 

management access-class 
{console-only | name} 

name: (1..32) ͫ ͙͍ͣͦ͊͡ 

˻͎͙ͪ͊ͤ;͙͍͔͊ͭ ͍͔͙͔ͯͨͪ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ ͔͔͔ͦͨͪ͒ͤͤͦͣͯ͡ 
͙ͫͨͫͯ͟ ͒ͦͫͭͯͨ͊ όaccess listύΦ ˢ͙͍͙͔ͭͪͯͭ͟ ͯ͊͊ͤͤ͘͟·͚ ͙ͫͨͫͦ͟ 
͒ͦͫͭͯͨ͊Φ 
- console-only τ ͯ ͍͔͙͔ͨͪ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭͦͣ ͒ͦͫͭͯͨͤͦ ͭͦ͡Έͦ͟ 
ͫ ͙ͦͤͫͦ͟͡Φ 

no management access-
class 

˻͔ͭͣͤΎ͔ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͍͔͙͔ͯͨͪ͊ͤ͡ ͚͍ͯͫͭͪͦͫͭͦͣ ͨͦ 
͔͔͔ͦͨͪ͒ͤͤͦͣͯ͡ ͙ͫͨͫͯ͟ ͒ͦͫͭͯͨ͊ όaccess list). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡ΎΥ 

console(config)# management access - list  eltex_manag  

console ( config - macl )#  

͙́͊͋͡ͼ͊ 5.165 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

permit  
[gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group |  
vlan vlan_id] [service service] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094); 

service: (telnet, ssh, snmp, 
http, https) 

 

˭͔͊͒͊ͭ ͔ͪ͊ͪ͘΄͊Ό΅͔͔ ͍͙͔ͯͫͦ͡ ͒͡Ύ ͍ͯͨͪ͊π
͡ΎΌ΅͔͎ͦ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊. 
ˤ ͔ͨ͊ͪ͊ͣͭͪ͊ͻ ͍͙ͯͫͦ͡Ύ ͣ ͔ͦ͗ͭ ͋·ͭΈ ͯ͊͊ͤ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ ͙  ͨͪͦͭͦͦ͟͡ ͒ͦͫͭͯͨ͊ ͟ ͚ͯͫͭͪͦπ
͍ͫͭͯΦ  

permit ip-source {ipv4_address  | ipv6_address  
| prefix_length}  
[mask {mask |  prefix_length}] [gigabitethernet 
gi_port |  
fastethernet fa_port |  
port-channel group |  
vlan vlan_id] [service service] 

deny  
[gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group|  
vlan vlan_id] [service service] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094); 

service: (telnet, ssh, snmp, 
http, https) 

˭͔͊͒͊ͭ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͍͙͔ͯͫͦ͡ ͒͡Ύ ͍ͯͨͪ͊π
͡ΎΌ΅͔͎ͦ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊. 
 

deny ip-source {ipv4_address  | ipv6_address /  
prefix_length}  
[mask {mask |  prefix_length}]  
[gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group |  
vlan vlan_id] [service service] 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.166 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show management access-list [name] ˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͨͫ͟ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

show management access-class ˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙͍͊ͭͤ͟·ͻ ͙ͫͨͫ͊͟ͻ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 
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5.19.7 ˹ ͚͊ͫͭͪͦ͊͟ ͒ ͦͫͭͯͨ͊ 

5.19.7.1 Telnet, SSH, HTTP ͙ FTP 

˨͊ͤͤ·͔ ͦͣ͊ͤ͒͟· ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍͔͍ͫͪͪͦ ͒ͦͫͭͯͨ͊ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ 
ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˽ ͔ͦ͒͒ͪ͗͊͟ ͔͍͔͍ͫͪͪͦ TELNET ͙  SSH ͟ ͦͣͣͯͭ͊ͭͦͪͦͣ ͍ͨͦͦ͘͡Ύ͔ͭ ͔ͯ͒͊ͤͤͦ͡ ͨͦ͒͟͡Ό;͊ͭΈͫΎ ͟ 
͔ͤͣͯ ͒͡Ύ ͙͙͎ͣͦͤͭͦͪͤ͊ ͙ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.167 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip telnet server 

-/͍͟͡Ό;͔ͤ ͦ

˾͔͊ͪ͘΄͔͊ͭ ͔͔ͯ͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
Telnet. 

no ip telnet server ˭͔͊ͨͪ΅͔͊ͭ ͔͔ͯ͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
Telnet. 

ip ssh server 

-κ͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͔͔ͯ͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
SSH. 

˨ͦ ͔ͭͻ ͨͦͪΣ ͨͦ͊͟ ͟͡Ό; ͒͡Ύ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͔ͤ ͎͔͔ͫͤπ
͙͍ͪͪͦ͊ͤΣ {{I-͔͍͔ͫͪͪ ͔͋ͯ͒ͭ ͤ͊ͻ͙ͦ͒ͭΈͫΎ ͍ ͔͔͍͔ͪͪ͘Φ 
˽͔ͦͫ͡ ͎͔͔ͤͪ͊ͼ͙͙ ͟͡Ό;͊ ό͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͦͣ͊ͤ͒͟· 
ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ Ǌǎŀ ͙ ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ Řǎŀύ 
͔͍͔ͫͪͪ ͔͔͚͔ͨͪ͒ͭ ͍ ͪ͊͋ͦ;͔͔ ͫͦͫͭͦΎ͙͔ͤΦ 

no ip ssh server ˭͔͊ͨͪ΅͔͊ͭ ͔͔ͯ͒͊ͤͤͦ͡ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊ ;͔͔ͪ͘ 
SSH. 

ip ssh port  
port-number 

port-number: 
(1..65535)/22 

́˿˾-ͨͦͪͭΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ {{I-͔͍͔ͫͪͪͦͣΦ 

no ip ssh port ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip ssh pubkey-auth 

-/͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͨ ͙ͯ͋͡;π
͎ͤͦͦ ͟͡Ό;͊ ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ ͒͡Ύ ͍ͻͦ͒Ύ΅͙ͻ 
SSH-͔͙͚ͫͫͫΦ 

no ip ssh pubkey-auth ˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ ͒͡Ύ ͍ͻͦ͒Ύ΅͙ͻ 
SSH-͔͙͚ͫͫͫΦ 

ip ssh password-auth 
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟Ό͡;͔͙͔ͤ ͔͙ͪ͗ͣ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͨ͊ͪͦ͡Ό. 

no ip ssh password-auth ˻ͭ͟͡Ό;͔͙͔ͤ ͔͙ͪ͗ͣ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ ͨ͊ͪͦ͡Ό. 

ip ssh cipher algorithms algorithms: (3des, aes128, 
aes192, aes256, arcfour, 
noneύκ͔ͪ͊ͪ͘΄͔ͤ· ͍͔ͫ 
͎͙͊ͦͪͭͣ͡·Σ ͔ͪͦͣ͟ ƴƻƴŜ 

˭͔͊͒͊ͭ ͙ͫͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͒͡Ύ 
͔͍͔ͫͪͪ͊. 

no ip ssh cipher ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͙ͫͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ΄͙ͺͪͦπ
͍͙͊ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip ssh kex methods methods: (dhπgroupπex-
change-sha1, 

dhπgroup1πsha1)/  
͔ͪ͊ͪ͘΄͔ͤ· ͍͔ͫ ͔ͣͭͦ͒· 

˭͔͊͒͊ͭ ͙ͫͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͔͍ͣͭͦ͒ͦ ͔ͦ͋ͣͤ͊ ͟͡Ό;͙͊ͣ ͒͡Ύ 
͔͍͔ͫͪͪ͊. 

no ip ssh kex ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͙ͫͨͫͦ͟ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ ͎͙͍͊ͦͪͭͣͦ͡ ͔ͦ͋ͣͤ͊ 
͟͡Ό;͙͊ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

crypto key pubkey-chain 
ssh 

-/͟͡Ό; ͔ͤ ͫͦ͒͊ͤ͘ 
ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊Φ 

crypto key generate dsa 

τ 

˥͔͔͙͔ͤͪͪͯͭ ͨ͊ͪͯ ͟͡Ό;͔͚ 5{! τ ;͊ͫͭͤ·͚ ͙ ͙ͨͯ͋͡;ͤ·͚ ͒͡Ύ 
SSH-͔͍͙ͫͪͫ͊Φ 

˩͙ͫ͡ ͻͦͭΎ ͋· ͙ͦ͒ͤ ͙͘ ͨ͊ͪ· ͟͡Ό;͔͚ ͔ͯ͗ ͫͦ͒͊ͤ͘Σ ͭͦ 
͙͔ͫͫͭͣ͊ ͔͙ͨͪ͒ͦ͗ͭ͡ ͔͔͙ͨͪ͊ͨͫ͊ͭ͘Έ ͟͡Ό;Φ 

crypto key generate rsa  ˥͔͔͙͔ͤͪͪͯͭ ͨ͊ͪͯ ͟͡Ό;͔͚ w{! τ ;͊ͫͭͤ·͚ ͙ ͙ͨͯ͋͡;ͤ·͚ ͒͡Ύ 
SSH-͔͍͙ͫͪͫ͊Φ 

˩͙ͫ͡ ͻͦͭΎ ͋· ͙ͦ͒ͤ ͙͘ ͨ͊ͪ· ͟͡Ό;͔͚ ͔ͯ͗ ͫͦ͒͊ͤ͘Σ ͭͦ 
͙͔ͫͫͭͣ͊ ͔͙ͨͪ͒ͦ͗ͭ͡ ͔͔͙ͨͪ͊ͨͫ͊ͭ͘Έ ͟͡Ό;Φ 

ip ftp server 
-/FTP-͔͍͔ͫͪͪ ͍͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ C¢t-͔͍͔ͫͪͪ. 

no ip ftp server ˻ͭ͟͡Ό;͔͊ͭ C¢t-͔͍͔ͫͪͪ. 
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ip http port port 
port: (1..65535)/80 

˭͔͊͒͊ͭ ͨͦͪͭ I¢¢t-͔͍͔ͫͪͪ͊. 

no ip http port  ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip http secure-port port 
port: (1..65535)/443 

˭͔͊͒͊ͭ ͨͦͪͭ I¢¢t{-͔͍͔ͫͪͪ͊. 

no ip http secure-port ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip http secure-server 
-/HTTPS-͔͍͔ͫͪͪ ͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ I¢¢t{-͔͍͔ͫͪͪ. 

no ip http secure-server ˤ·͟͡Ό;͔͊ͭ I¢¢t{-͔͍͔ͫͪͪ. 

ip http server 

-/HTTP-͔͍͔ͫͪͪ ͍͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ I¢¢t-͔͍͔ͫͪͪ. 

˻ͭ͟͡Ό;͔ͤ ͍ ͔͙͔ͪ͗ͣ ͔ͫͭ͊͟Φ 

no ip http server ˤ·͟͡Ό;͔͊ͭ I¢¢t-͔͍͔ͫͪͪ. 

ip http timeout-policy sec-
onds seconds: (0..86400)/600 

˭͔͊͒͊ͭ ͚ͭ͊ͣ͊ͯͭ HTTP-͔͙͙ͫͫͫ. 

no ip http timeout-policy ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

Ip https certificate  
number: (1, 2)/1 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͍͊ͭͤ͟·͚ I¢¢t{-͔͙ͫͪͭͺ͙͊ͭ͟. 
- number τ ͤ ͔ͦͣͪ I¢¢t{-͔͙ͫͪͭͺ͙͊ͭ͊͟. 

crypto certificate number  
generate 

number: (1, 2) 
˥͔͔͙͔ͤͪͪͯͭ SSL-͔͙ͫͪͭͺ͙͊ͭ͟. 
- number τ ͤ ͔ͦͣͪ I¢¢t{-͔͙ͫͪͭͺ͙͊ͭ͊͟. 

crypto certificate number 
import number: (1, 2) 

ˮ͙͔ͣͨͦͪͭͪͯͭ {{[-͔͙ͫͪͭͺ͙͊ͭ͟Σ ͤ͊ͤ͊͘;͔ͤͤ·͚ ͼ͔ͤͭͪͦͣ ͔͙ͫͪͭπ
ͺ͙͊͟ͼ͙͙. 
- number τ ͤ ͔ͦͣͪ I¢¢t{-͔͙ͫͪͭͺ͙͊ͭ͊͟. 

 

˴͡Ό;͙Σ ͎͔͔͙͍ͫͤͪͪͦ͊ͤͤ·͔ ͙ͦͣ͊ͤ͒͊ͣ͟ ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ Ǌǎŀ ͙ ŎǊȅǇǘƻ ƪŜȅ ƎŜƴŜǊŀǘŜ ŘǎŀΣ 
ͫͦͻͪ͊ͤΎΌͭͫΎ ͍ ͊ͪ͘͟·ͭͦͣ ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͺ͚͔͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨ ͙ͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊Υ 

console# configure  

console(config)# crypto key pubkey - chain ssh  

console(config - pubkey - chain)#  

͙́͊͋͡ͼ͊ 5.168 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

user-key username {rsa| dsa} 

username: (1..48) 
͙͍͍ͫͣͦͦ͡ 

ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͍͙ͤ͒͒ͯ͊͡Έ͎ͤͦͦ ͙ͨͯ͋͡;͎ͤͦͦ 
͟͡Ό;͊Φ 
- rsa τ ͫ ͦ͒͊ͭ͘Έ w{!-͟͡Ό;; 
- dsa τ ͫ ͦ͒͊ͭ͘Έ 5{!-͟͡Ό;. 

no user-key username ̂͒͊͡Ύ͔ͭ ͙ͨͯ͋͡;ͤ·͚ ͟͡Ό; ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡ΎΦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͍͙ͤ͒͒ͯ͊͡Έ͎ͤͦͦ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊Υ 

console# configure  

console(config)# crypto key pubkey - chain ssh  

console(config - pubkey - chain)# user - key eltex rsa  

console ( config - pubkey - key )#  

͙́͊͋͡ͼ͊ 5.169 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͍͙ͤ͒͒ͯ͊͡Έ͎ͤͦͦ ͙ͨͯ͋͡;͎ͤͦͦ ͟͡Ό;͊ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

key-string ˿͔ͦ͒͊ͭ͘ ͙ͨͯ͋͡;ͤ·͚ ͟͡Ό; ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

key-string row key-string ˿͔ͦ͒͊ͭ͘ ͙ͨͯ͋͡;ͤ·͚ ͟͡Ό; ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˤ͍ͦ͒ ͟͡Ό;͊ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ 
ͨͦͫͭͪͦ;ͤͦΦ 
- key-string τ ;͊ͫͭΈ ͟͡Ό;͊Φ 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙͔ͫͫͭͣ͊ ͨͦͤΎ͊͡Σ ;ͭͦ ͟͡Ό; ͍͍͔͔͒ͤ ͨͦͤͦͫͭ͡ΈΌΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍͍͔π
͙ͫͭ ͦͣ͊ͤ͒ͯ͟ key-string row ͋ ͔͘ ͙͍͍ͫͣͦͦ͡. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒· ͎͒͊ͤͤͦͦ ͔ͪ͊͒͊͘͡ ͒ͦͫͭͯͨͤ· ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍ͨͪͪͦ͊ͤͤ͡·ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ 9·9/Υ 

console #  

͙́͊͋͡ͼ͊ 5.170 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip ssh 
τ 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό {{I-͔͍͔ͫͪͪ͊Σ ͊ ͔ͭ͊͗͟ ͙͍͊ͭͤ͟·͔ 
͍ͻͦ͒Ύ΅͙͔ {{I-͔͙͙ͫͫͫΦ 

show crypto key pubkey-
chain ssh [username 
username] [fingerprint {bub-
ble-babble | hex}] 

username: (1..48) ͫ ͙͍ͣͦπ
͍ͦ͡. 

 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔ͦͭͨ;͊ͭͦ͟ 
͟͡Ό;͊ ͍ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;π

ͤͦͣ ͺ͔ͦͪͣ͊ͭΦ 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͨͯ͋͡;ͤ·͔ SSH-͟͡Ό;͙Σ ͫͦͻ͔ͪ͊ͤͤͤ·͔ ͤ͊ ͦͣͣͯ͟π
͔ͭ͊ͭͦͪΦ 
 
- username ς ͙ ͣΎ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͔ͤͭ͊͟͡; 
- bubble-babble ς ͦ ͔ͭͨ;͊ͭͦ͟ ͟͡Ό;͊ ͍ ͔ͦ͒͟ .ǳōōƭŜ .ŀōōƭŜ; 
- hex ς ͦ ͔ͭͨ;͊ͭͦ͟ ͟͡Ό;͊ ͍ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;ͤͦͣ ͔ͦ͒͟Φ  

show crypto key mypubkey  
[rsa | dsa] 

τ 
˽ͦ͊͘͟·͍͔͊ͭ ͙ͨͯ͋͡;ͤ·͔ ͟͡Ό;͙ {{I-ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

show crypto certificate my-
certificate [1|2] 

τ 
˻͔ͭͦ͋ͪ͊͗͊ͭ {{[-͔͙ͫͪͭͺ͙͊ͭ͟· ͒͡Ύ I¢¢t{-͔͍͔ͫͪ͊. 

show ip http τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ I¢¢t-͔͍͔ͫͪͪ͊. 

show ip https  τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ I¢¢t{-͔͍͔ͫͪͪ͊. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͔͍͔ͫͪͪ SSH ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͨͯ͋͡;ͤ·ͻ ͟͡Ό;͔͚Φ 
˿ͦ͒͊ͭ͘Έ RSA-͟͡Ό; ͒͡Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ eltex: 

console# configure  

console(config)# ip ssh server  

console(config)# ip ssh pubkey - auth  

console(config)# crypto key pubkey - chain ssh  

console(config - pubkey - chain)# user - key eltex rsa  

console(config -pubkey -key)# key-string  AAAAB3NzaC1yc2EAAAADAQABAAA-

BAQCvTnRwPWlAl4kpqIw9GBRonZQZxjHKcqKL6rMlQ+ZNXfZS-

kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRf-

pSwoQUvV35LqJJk67IOU/zfwOl1gkTwml75QR9gHujS6KwGN2QWXgh3ub8gDjTSqmuSn/Wd05iD

X2IEx-

QWu08li cglk02LYciz+Z4TrEU/9FJxwPiVQOjc+KBXuR0juNg5nFYsY0ZCk0N/W9a/tnkm1shRE

7Di71+w3fNiOA6w9o44t6+AINEICBCCA4YcF6zMzaT1wef-

WwX6f+Rmt5nhhqdAtN/4oJfce166DqVX1gWmNzNR4DYDvSzg0lDnwCAC8Qh 

 

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:b9:33:e9  

5.19.7.2 ˴ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ 

˴ͦͣ͊ͤ͒· ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ ͫͯ͗͊ͭ͡ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ 
͔͚ͯ͒͊ͤͤͦ͡ ͙ͦͤͫͦ͟͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͘ ͊ͨͪͦͫ͊ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.171 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

line {console|telnet|ssh} ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͔͙ͭͪͣͤ͊͊͡ όͦ͊͟͡͡Έͤ͊Ύ ͦͤͫͦ͟͡ΈΣ ͔ͯ͒͊ͤͤ͊͡Ύ ͦͤͫͦ͟͡Έ τ 
Telnet ͙ ͙͡ ͔ͯ͒͊ͤͤ͊͡Ύ ͊͘΅͙΅͔ͤͤ͊Ύ ͦͤͫͦ͟͡Έ τ SSH). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͭ ͔͙ͪͣͤ͊͊͡ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ 

console# configure   

console(config)# line  { console|telnet|ssh }  

console ( config - line )#  

͙́͊͋͡ͼ͊ 5.172 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͙ͭͪͣͤ͊͊͡ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

speed bps 
bps: (2400, 9600, 19200, 

38400, 57600, 
115200)/115200 ͋ ͦ͒ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͫͦͪͦͫͭ͟Έ ͒ͦͫͭͯͨ͊ ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ όͦ͟ π
ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ͡π
͊͟͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ύ. 

no speed ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

autobaud 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͙ͫͦͪͦͫͭ͟ ͒ͦͫͭͯͨ͊ 
ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ όͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡ύΦ 

no autobaud ˤ·͟͡Ό;͔͊ͭ ͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͔͔͔͙͔ͦͨͪ͒ͤ͡ ͙ͫͦͪͦͫͭ͟ ͒ͦͫͭͯͨ͊ 
ͨͦ ͦ͊͟͡͡Έ͚ͤͦ ͙ͦͤͫͦ͟͡Φ 

exec-timeout minutes [sec-
onds] minutes: (0..65535) ͣ ͙ͤ; 

seconds: (0..59) ͫ ͔͟/ 
10 ͣ ͙ͤͯͭ 

˭͔͊͒͊ͭ ͙͔͍ͤͭͪ͊͡Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͙͔ͫͫͭͣ͊ ͙͔ͦ͗͒͊ͭ 
͍͍ͦ͒͊ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˩͙ͫ͡ ͍ ͔ͭ;͔͙͔ͤ ͎͒͊ͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͙ͤ;͔͎ͦ ͔ͤ ͍͍͙ͦ͒ͭΣ ͭͦ ͦͤͫͦ͟͡Έ ͦͭ͟͡Ό;͔͊ͭͫΎΦ  

no exec-timeout ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.173 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show line [con-
sole| telnet| ssh] 

˽ͦ͊͘͟·͍͔͊ͭ ͔ͨ͊ͪ͊ͣͭͪ· ͔͙ͭͪͣͤ͊͊͡Φ 

 

5.20 ˬͯͪͤ͊͡ ͍͙͚͊͊ͪΣ ͨͪͦͭͦͦ͟͡ {¸{[hD 

˿͙͔ͫͭͣͤ·͔ ͗ͯͪͤ͊͡· ͍ͨͦͦ͘͡ΎΌͭ ͍͔͙ͫͭ ͙͙ͫͭͦͪΌ ͫͦ͋·͙͚ͭΣ ͙ͨͪͦͦ͘΄͔͒΄͙ͻ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭΣ ͊ ͔ͭ͊͗͟ 
͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ ͙ͨͪͦͦ͘΄͔͒΄͙͔ ͫͦ͋·͙ͭΎ ͍ ͔ͪ͊͡Έͤͦͣ ͍͔͔͙ͪͣͤΦ ˤ ͗ͯͪͤ͊͡ ͊ͤͦͫ͘ΎͭͫΎ ͫͦ͋·͙ͭΎ ͔͙ͫͣ 
͙͍ͭͨͦΥ ;͔͍ͪ͘·;͚͊ͤ·͔Σ ͙͎ͫͤ͊͡· ͔͍͎͙ͭͪͦΣ ͙͙ͪͭ͟;͔͙͔ͫ͟ ͙ ͔ͤ ͙͙ͪͭ͟;͔͙͔ͫ͟ ͦ΄͙͙͋͟Σ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎΣ 
͍͔͔͙ͯ͒ͦͣͤ͡ΎΣ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·͔ ͙ ͦͭ͊͒ͦ͡;ͤ·͔Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.174 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

logging on 

- /͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͙ ͫͦͦ͋΅͔π
͙͚ͤ ͦ͋ ͦ΄͙͋͊͟ͻΦ 

no logging on 

ˤ·͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͙ ͫͦͦ͋΅͔π
͙͚ͤ ͦ͋ ͦ΄͙͋͊͟ͻΦ 

˽͙ͪ ͍·͟͡Ό;͔͚ͤͤͦ ͔͎͙ͪͫͭͪ͊ͼ͙͙ ͦͭ͊͒ͦ͡;ͤ·͔ ͫͦͦ͋π
΅͔͙ͤΎ ͙ ͫͦͦ͋΅͔͙ͤΎ ͦ͋ ͦ΄͙͋͊͟ͻ ͋ͯ͒ͯͭ ͔͔ͨͪ͒͊π
͍͊ͭΈͫΎ ͤ͊ ͦͤͫͦ͟͡Έ. 

logging  host {ip_ad-
dress|host}  

[port port] [severity level] 
[facility facility] [descrip-
tion text] 

host (1..158) ͫ ͙͍͍ͣͦͦ͡; 
 

port: (1..65535)/514; 
 

level: (ͫ.ͣ ͭ ͊͋͡. 6.101); 
 

facility: (local0..local7)/ lo-
cal7; 

 
text: (1..64) ͫ ͙͍ͣͦ͊͡ 

ˤ͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͤ͊ 
͔ͯ͒͊ͤͤ͡·͚ {¸{[hD-͔͍͔ͫͪͪ. 
- ip_address τ IPv4- ͙ ͙͡ LtǾс-͔͊͒ͪͫ {¸{[hD-͔͍͔ͫͪͪ͊; 
- host τ ͫ ͔͔͍͔ͭͦ ͙ͣΎ {¸{[hD-͔͍͔ͫͪͪ͊; 
- port τ ͔ͤͦͣͪ ͨͦͪͭ͊ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͫͦͦ͋΅͔͙͚ͤ ͨͦ ͨͪͦͭͦπ
ͦͯ͟͡ {¸{[hD; 
- level τ ͍͔ͯͪͦͤΈ ͍͙͊͗ͤͦͫͭ ͫͦͦ͋΅͔͙͚ͤΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͤ͊ 
SYSLOG-͔͍͔ͫͪͪ; 
- facility τ ͯ ͎ͫͯ͊͡, ͨ ͔͔͍͔ͪ͒͊͊ͣ͊Ύ ͍ ͫͦͦ͋΅͔͙ͤΎͻ; 
- text τ ͦ ͙͙͔ͨͫ͊ͤ {¸{[hD-͔͍͔ͫͪͪ͊. 

no logging host {ip_ad-
dress|host} 

̂͒͊͡Ύ͔ͭ ͍·͋ͪ͊ͤͤ·͚ ͔͍͔ͫͪͪ ͙͘ ͙ͫͨͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ 
SYSLOG-͔͍͔͍ͫͪͪͦΦ 

logging console level 
level (ͫͣΦ ͭ͊͋͡Φ 5.175)/ in-

formational 

ˤ͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ 
͍·͎͋ͪ͊ͤͤͦͦ ͍ͯͪͦͤΎ ͍͙͊͗ͤͦͫͭ ͤ͊ ͦͤͫͦ͟͡ΈΦ 

no logging console 
ˤ·͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔π
͙͚ͤ ͤ͊ ͦͤͫͦ͟͡ΈΦ 

logging buffered [sever-
ity-level] level (ͫͣΦ ͭ͊͋͡Φ 5.175)/ in-

formational 

ˤ͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ 
͍·͎͋ͪ͊ͤͤͦͦ ͍ͯͪͦͤΎ ͍͙͊͗ͤͦͫͭ ͍ͦ ͍͔͙͚ͤͯͭͪͤͤ ͋ͯͺ͔ͪΦ 

no logging buffered 
ˤ·͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔π
͙͚ͤ ͍ͦ ͍͔͙͚ͤͯͭͪͤͤ ͋ͯͺ͔ͪΦ 

logging buffered size size  
size: (20..400)/200 

ˮ͔ͣͤ͘Ύ͔ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦͦ͋΅͔͙͚ͤΣ ͙͔͊ͨͦͣͤ͊ͣ͘·ͻ ͍ͦ ͍ͤͯͭπ
͔͔ͪͤͤͣ ͋ͯͺ͔͔ͪΦ ˹͍͔ͦͦ ͤ͊͘;͔͙͔ͤ ͔ͪ͊ͣͪ͊͘ ͋ͯͺ͔ͪ͊ ͙͔ͨͪͣπ
͙ͤͭͫΎ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no logging buffered size ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

logging file level 
level (ͫͣΦ ͭ͊͋͡Φ 
5.175)/errors 

ˤ͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ 
͍·͎͋ͪ͊ͤͤͦͦ ͍ͯͪͦͤΎ ͍͙͊͗ͤͦͫͭ ͍ ͺ͚͊͡ ͗ͯͪͤ͊͊͡Φ 

no logging file 
ˤ·͟͡Ό;͔͊ͭ ͔͔ͨͪ͒͊;ͯ ͍͙͚͊͊ͪͤ·ͻ ͙͙͡ ͦͭ͊͒ͦ͡;ͤ·ͻ ͫͦͦ͋΅͔π
͙͚ͤ ͍ ͺ͚͊͡ ͗ͯͪͤ͊͊͡Φ 

aaa logging login 

-κ͍͟͡Ό;͔ͤͦ 

˭͙͊ͤͦͫͭΈ ͍ ͗ͯͪͤ͊͡· ͫͦ͋·͙ͭΎ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘ͼ͙͙ 
͙ ͯ;͔ͭ͊ όˢˢˢύΦ 

no aaa logging login 
˹͔ ͙͊ͤͦͫͭ͘Έ ͍ ͗ͯͪͤ͊͡· ͫͦ͋·͙ͭΎ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Σ ͍͙͊ͭͦͪ͊͘π
ͼ͙͙ ͙ ͯ;͔ͭ͊ όˢˢˢύΦ 

logging events span-
ningπtree 
portπstateπchange 

-/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͙͔͔͙ͣͤͤ͘Ύ ͫͭ͊ͭͯͫ͊ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍ 
STP. 

no logging events span-
ning-tree 
portπstateπchange 

˻ͭ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͙͔͔͙ͣͤͤ͘Ύ ͫͭ͊ͭͯͫ͊ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͍ 
STP. 

logging events span-
ningπtree topol-
ogyπchange 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͙͔͔͙͚ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡ ͍ {¢tΦ 

logging events span-
ningπtree topol-
ogyπchange 

˻ͭ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͙͔͔͙͚ͣͤͤ͘ ͎͙͙ͭͦͨͦͦ͡ ͍ {¢tΦ 
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file-system logging {copy 
| delete-rename} 

-/͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ ͊

ˤ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭͣ·. 
- copy τ ͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤΣ ͍ͫΎ͊ͤͤ͘·ͻ ͫ ͔ͦͨͪ͊ͼ͙Ύ͙ͣ 
͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͺ͚͍͊ͦ͡Τ 
- delete-rename τ ͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͫͦͦ͋΅͔͙͚ͤΣ ͍ͫΎ͊ͤͤ͘·ͻ ͫ 
͔͙͔ͯ͒͊ͤͣ͡ ͺ͚͍͊ͦ͡ ͙ ͔͔͙͔͍͙͔ͨͪͣͤͦ͊ͤͣ ͔ͦͨͪ͊ͼ͙͚Φ 

no file-system logging  
{copy | delete-rename} 

ˤ·͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭͣ·. 

management logging 
deny 

-κ͔͎͙ͪͫͭͪ͊ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͒ͦͫͭͯͨ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

no management logging 
deny 

ˤ·͟͡Ό;͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͒ͦͫͭͯͨ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

logging aggregation on 
τ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͎͔͎͊ͪ͊ͼ͙͙ ǎȅǎƭƻƎ-ͫͦͦ͋΅͔͙͚ͤΦ 

no logging aggregation on ˻ͭ͟͡Ό;͔͊ͭ ͎͔͎͊ͪ͊ͼ͙Ό ǎȅǎƭƻƎ-ͫͦͦ͋΅͔͙͚ͤΦ 

logging aggregation ag-
ing-time sec 

sec: (15..3600) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͻ͔͙ͪ͊ͤͤΎ ͎͙͍ͫͪͯͨͨͪͦ͊ͤͤ·ͻ ǎȅǎƭƻƎ-ͫͦπ
ͦ͋΅͔͙͚ͤΦ 

no logging aggregation 
aging-time 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

logging cli-commands ˽ͦ ͯͣͦ͡;͙͊ͤΌ ͍͔͔͙͔͒ͤ 
ͯ;͔ͭ͊ ͔͊ͨͪ͘΅͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍͔͔͙͔͒ͤ ͯ;͔ͭ͊ ό͊͊ͯͤͭ͊͟͟ύ ͒͡Ύ ͍͍͔͔͒ͤͤ·ͻ ͍ /[L ͟ ͦπ
ͣ͊ͤ͒. 

no logging cli-commands ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

logging service cpu-rate-
limits traffic 

traffic: (http, telnet, ssh, 
snmp, ip, link-local, 

arpπswitch-mode, arpπin-
spection, stp-bpdu, other-

bpdu, dhcp-snooping, 
dhcpv6-snooping, 

igmpπsnooping, mldπsnoop-
ing, sflow, logπdeny-aces, 

vrrp)/ - 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͙ͻ ͺ͔͚ͪπ
͍ͣͦ ͒͡Ύ ͔͔͔͎ͦͨͪ͒ͤͤͦͦ͡ ͙ͭͨ͊ ͭͪ͊ͺ͙͊͟Φ 

no logging service cpu-
rate-limits traffic 

˻ͭ͟͡Ό;͔͊ͭ ͎͙͍͙͔ͦͪͦ͊ͤ͡.  

logging service watchdog 

-/͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͎͙͍͙͔ͦͪͦ͊ͤ͡ ͫͦ͋·͙͚ͭ ͦͭ watchdog. 

no logging service 
watchdog 

˻ͭ͟͡Ό;͔͊ͭ ͎͙͍͙͔ͦͪͦ͊ͤ͡ ͫͦ͋·͙͚ͭ ͦͭ watchdog. 

˴͔͊͗͒ͦ ͫͦͦ͋΅͔͙͔ͤ ͙͔͔ͣͭ ͍͚ͫͦ ͍͔ͯͪͦͤΈ ͍͙͊͗ͤͦͫͭΣ ͍ ͙ͭ͊͋͡ͼ͔ 5.171 ͙͍͔͔ͨͪ͒ͤ· ͙ͭͨ· ͫͦͦ͋΅͔͙͚ͤ 
͍ ͨͦͪΎ͔͒͟ ͯ͋·͍͙͊ͤΎ ͙ͻ ͍͙͊͗ͤͦͫͭΦ 

͙́͊͋͡ͼ͊ 5.175 τ ́ ͙ͨ· ͍͙͊͗ͤͦͫͭ ͫͦͦ͋΅͔͙͚ͤ  

͙́ͨ ͍͙͊͗ͤͦͫͭ ͫͦͦ͋π
΅͔͙͚ͤ 

˻͙͙͔ͨͫ͊ͤ 

͔͍̉ͪ͘·;͚͊ͤ·͔ 
(emergencies) 

ˤ ͙͔͔ͫͫͭͣ ͙ͨͪͦͦ͘΄͊͡ ͙͙ͪͭ͟;͔ͫ͊͟Ύ ͦ΄͙͋͊͟Σ ͙͔ͫͫͭͣ͊ ͔ͣͦ͗ͭ ͪ͊͋ͦͭ͊ͭΈ ͔ͤͨͪ͊π
͍͙͡ΈͤͦΦ 

˿͙͎ͤ͊͡· ͔͍͎͙ͭͪͦ 
(alerts) 

˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͔͔͔͔ͤͣ͒ͤͤͦ͡ ͍͔ͣ΄͔͊ͭ͡Έ͍ͫͭͦ ͍ ͙͔ͫͫͭͣͯ. 

˴͙͙ͪͭ;͔͙͔ͫ͟ όcritical) ˤ ͙͔͔ͫͫͭͣ ͙ͨͪͦͦ͘΄͊͡ ͙͙ͪͭ͟;͔ͫ͊͟Ύ ͦ΄͙͋͊͟. 

˻΄͙͋ͦ;ͤ·͔ όerrors) ˤ ͙͔͔ͫͫͭͣ ͙ͨͪͦͦ͘΄͊͡ ͦ΄͙͋͊͟Φ 

˽͔ͪ͒ͯ ͔͔͙ͨͪ͗͒ͤΎ 
(warnings) 

˽͔͔͔͙͔ͪ͒ͯͨͪ͗͒ͤΣ ͔͍͙͚͔ͤ͊͊ͪͤͦ ͫͦͦ͋΅͔͙͔ͤ. 

͍͔͔͙̂͒ͦͣͤ͡Ύ 
(notifications) 

͍̂ ͔͔͙͔͒ͦͣͤ͡ ͙͔ͫͫͭͣ·Σ ͔͍͙͚͔ͤ͊͊ͪͤͦ ͫͦͦ͋΅͔͙͔ͤ. 

ˮͤͺͦͪͣ͊ͼ͙ͦͤͤ·͔ 
(informational) 

ˮͤͺͦͪͣ͊ͼ͙ͦͤͤ·͔ ͫͦͦ͋΅͔͙ͤΎ ͙͔ͫͫͭͣ·.  

˻ͭ͊͒ͦ͡;ͤ·͔ 
(debugging) 

˻ͭ͊͒ͦ͡;ͤ·͔ ͫͦͦ͋΅͔͙ͤΎΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͙ͤͺͦͪͣ͊ͼ͙Ό ͒͡Ύ ͟ ͦͪπ
͔͚ͪͭͤͦ͟ ͚͙ͤ͊ͫͭͪͦ͟ ͫ ͙͔ͫͭͣ·Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ Privileged EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.176 τ ˴ ͦͣ͊ͤ͒͊ ͔͙ͪ͗ͣ͊ Privileged EXEC ͒ ͡Ύ ͨͪͦͫͣͦͭͪ͊ ͺ͚͊͊͡ ͗ͯͪͤ͊͊͡ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

clear logging ̂͒͊͡Ύ͔ ͍ͭ ͔ͫ ͫͦͦ͋΅͔͙ͤΎ ͙ ͘ ͍͔͔͎ͤͯͭͪͤͤͦ ͋ͯͺ͔ͪ͊. 

clear logging file ̂͒͊͡Ύ͔ͭ ͍͔ͫ ͫͦͦ͋΅͔͙ͤΎ ͙͘ ͺ͚͊͊͡ ͗ͯͪͤ͊͊͡Φ 

show logging file ˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͗ͯͪͤ͊͊͡Σ ͍͙͚͊͊ͪͤ·͔ ͙ ͦͭ͊͒ͦ͡;ͤ·͔ ͫͦͦ͋΅͔͙ͤΎΣ ͙͊ͨͫ͊ͤͤ͘·͔ ͍ 
ͺ͚͔͊͡ ͗ͯͪͤ͊͊͡Φ 

show logging  ˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͗ͯ ͪͤ͊͊͡Σ ͍͙͚͊͊ͪͤ·͔ ͙ ͦͭ͊͒ͦ͡;ͤ·͔ ͫͦͦ͋΅͔͙ͤΎ, ͘ ͙͊ͨͫ͊ͤͤ·͔ ͍ͦ 
͍͔͔ͤͯͭͪͤͤͣ ͋ͯͺ͔͔ͪ. 

show syslog-servers ˻͔ͭͦ͋ͪ͊͗͊ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͖ͯ͒͊ͤͤ͡·ͻ ǎȅǎƭƻƎ-͔͍͔͍ͫͪͪͦΦ  

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͟ ͦͣ͊ͤ͒ 

Á ˤ͟͡Ό;͙ͭΈ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͦ΄͙͋ͦ;ͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͤ͊ ͙ͦͤͫͦ͟͡Υ 

console# configure  

console(config)# logging on   

console(config)# logging console  errors   

Á ˻;͙͙ͫͭͭΈ ͅ ͚͊͡ ͗ ͯͪͤ͊͊͡: 

console# clear logging  file  

Clear Logging File [y/n] y 

5.21 ˿͔͍͙ͪͫ ǿŀǘŎƘŘƻƎ 

 ˨͊ͤͤ·͚ ͔͍͙ͫͪͫ ͍ͨͦͦ͘͡Ύ͔ͭ ͨͦͯ͡;͊ͭΈ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͍͙͙͙͊ͫ͊ͤ͘ ͙͔ͫͫͭͣͤ·ͻ ͨͪͦͼ͔͍ͫͫͦ ͦͣͣͯ͟π
ͭ͊ͭͦͪ͊ ͙κ͙͙͡ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͔͔͎ͨͪ͊ͪͯ͗͊ͭ͘Έ ͚͍ͯͫͭͪͦͫͭͦ ͍ ͙ͭ͊͟ͻ ͙ͫͭͯ͊ͼ͙ΎͻΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.177 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

service watchdog 
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͔͍͙ͫͪͫ ǿŀǘŎƘŘƻƎΦ 

no service watchdog ˤ·͟͡Ό;͔͊ͭ ͔͍͙ͫͪͫ ǿŀǘŎƘŘƻƎΦ 

service watchdog hw-timer 

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͊ͨͨ͊ͪ͊ͭͤ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͔͍͙ͫͪͫ͊Φ ˤ ͒͊ͤͤͦͣ 
͔͙͔ͪ͗ͣ ͔͍͙ͫͪͫ watchdog ͪ ͔͎͙͔͊ͪͯͭ ͭͦ͡Έͦ͟ ͤ͊ ͔ͨͦͤͦ͡ ͍͙͊͘π
͙͔ͫ͊ͤ Ύ͒ͪ͊ ˻˿ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭ͘ ͚͍ͯͫͭͪͦͫͭͦΦ 

ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͎͒͊ͤͤͦͦ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͔ͤ ͔ͪͦ͟π
͔͔ͣͤ͒ͯͭͫΎ ͔͋͘ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έ͚ͤͦ ͦͤͫͯ͟͡Έͭ͊ͼ͙͙ ͫ 
͔ͭͻ͙ͤ;͔͚ͫͦ͟ ͔͚ͨͦ͒͒ͪ͗ͦ͟Φ 

no service watchdog hw-
timer 

ˤ·͟͡Ό;͔͊ͭ ͊ͨͨ͊ͪ͊ͭͤ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͔͍͙ͫͪͫ͊Φ 
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service watchdog sw-timer 
{reload | logging-only } 

-/reload 

ˤ͟͡Ό;͔͊ͭ ͎ͨͪͦͪ͊ͣͣͤ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͔͍͙ͫͪͫ͊Φ  
- reload τ ͍  ͫͯ͡;͔͊ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͍͙͙͊ͫ͊ͤ͘Ύ ͎͊ͦͦ͟͟-͙͋ͦ͡ 
͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭ͘ ͚ͯͫͭͪͦπ
͍ͫͭͦ ͫ ͙ͪ͊ͭͣ͟͟ ͍·͍ͦ͒ͦͣ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͍͙͊ͫ͘΄͔ͣ ͨͪͦπ
ͼ͔͔ͫͫΦ 

ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔ͨ͊ͪ͊ͣͭͪ͊ reload ͤ ͔ ͔͔ͪͦͣͤ͒ͯ͟π
͔ͭͫΎ ͔͋͘ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έ͚ͤͦ ͦͤͫͯ͟͡Έͭ͊ͼ͙͙ ͫ ͔ͭͻ͙ͤπ
;͔͚ͫͦ͟ ͔͚ͨͦ͒͒ͪ͗ͦ͟Φ 

- logging-only ς ͍  ͫͯ͡;͔͊ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͍͙͙͊ͫ͊ͤ͘Ύ ͎͊ͦͦ͟͟-
͙͋ͦ͡ ͙͔͎ͫͫͭͣͤͦͦ ͨͪͦͼ͔ͫͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͫͦͻͪ͊ͤΎ͔ͭ ͍ Ή͔ͤͪπ
͎͔͍͙͙ͦͤ͊ͫͣͯ͘Ό ͨ͊ͣΎͭΈ ͍͔͔͙ͫ͒ͤΎ ͦ ͍͙͊ͫ͘΄͔ͣ ͨͪͦͼ͔͔ͫͫΦ 
˴ͦͣͣͯͭ͊ͭͦͪ ͔ͤ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭͫ͘ΎΦ 

no service watchdog sw-
timer {reload | logging-
only} 

˻ͭ͟͡Ό;͔͊ͭ ͎ͨͪͦͪ͊ͣͣͤ·͚ ͔͙ͪ͗ͣ ͔͍͙ͫͪͫ͊ watchdog. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͙͔͔ͣͭ ͍͙͒Υ 

console#  

́͊ ͙͋͡ͼ͊ 5.178 ς ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show watchdog  τ ˻͔ͭͦ͋ͪ͊͗͊ͭ ͫͦͫͭͦΎ͙͔ͤ ͔͍͙ͫͪͫ͊ ǿŀǘŎƘŘƻƎΦ 

 

5.22 ˭͔͙͍͙͔ͪ͊ͪͦ͊ͤ͟͡ ό͙͙͎ͣͦͤͭͦͪͤύ ͍ͨͦͪͭͦ  

̅ͯͤ͟ͼ͙Ύ ͔͙͍͙ͪ͊ͪͦ͊ͤ͘͟͡Ύ ͍ͨͦͪͭͦ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͔͔͍͎ͫͭͦͦ ͭͪ͊ͺ͙͊͟ ͔ͨͯͭͣ 
͔͔ͨͪͫ·͙͟͡ ͙͚ͦͨ͟ ͍ͻͦ͒Ύ΅͙ͻ ͙κ͙͙͡ ͙ͫͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ ͫ ͎ͦ͒ͤͦͦ ͙͙͡ ͔ͤͫͦ͟͡Έ͙͟ͻ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͻ 
͍ͨͦͪͭͦ ͤ͊ ͙ͦ͒ͤ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭΦ 

˽͙ͪ ͔͙͍͙͙ͪ͊ͪͦ͊ͤ͘͟͡ ͔͔͋ͦ͡ ͎ͦ͒ͤͦͦ ͺ͙͙͘;͔͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͍ͦͣͦ͗ͤ͘· ͔͙ͨͦͭͪ ͭͪ͊ͺ͙͊͟Φ 
˻͍͙͔ͭͫͯͭͫͭ ͔ͨͦͭͪΈ ͎͙͔͊ͪ͊ͤͭͪͯͭͫΎ ͭͦ͡Έͦ͟ ͙ͨͪ ͔͙͍͙͙ͪ͊ͪͦ͊ͤ͘͟͡ ͎ͦ͒ͤͦͦ ͺ͙͙͘;͔͎ͫͦͦ͟ 
͙͔ͤͭͪͺ͔͚ͫ͊. 

˴ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͔ͣͯ ͨͦͪͭͯ ͙͔ͨͪͣͤΎΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͎͙ͦͪ͊ͤ;͔͙ͤΎΥ 

ï ˽ͦͪͭ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭͦͣ ͍͔͔ͦ͒ͤͦͪͣͤͤͦΤ 
ï ˽ͦͪͭ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ;͔ͤͦͣ͡ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΤ 
ï IP-͙͔ͤͭͪͺ͔͚ͫ ͔͒ͦ͗ͤ͡ ͍͍ͦͭͫͯͭͫͭͦ͊ͭΈ ͒ ͡Ύ Ή͎ͭͦͦ ͨͦͪͭ͊Τ 
ï ˽ͪͦͭͦͦ͟͡ D±wt ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍·͟͡Ό;͔ͤ ͤ͊ Ήͭͦͣ ͨͦͪͭͯΦ 

˴ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭ͊ͣ ͙͔ͨͪͣͤΎΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͎͙ͦͪ͊ͤ;͔͙ͤΎΥ 

ï ˽ͦͪͭ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭͦͣ ͍͔͔ͦ͒ͤͦͪͣͤͤͦΤ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.179 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

port monitor mode {moni-
tor-only|network} 

-/monitor-only 

˭͔͊͒͊ͭ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͨͦͪͭ͊ 

- monitor-only τ ͅ ͔͚ͪͣ·Σ ͨͦͫͭͯͨ͊Ό΅͙͔ ͤ͊ ͨͦͪͭΣ ͦͭ͋ͪ͊ͫ·π
͍͊ΌͭͫΎΤ 

- network τ ͨ ͍ͦͦ͘͡Ύ͔ͭ ͍͔͙ͫͭ ͔ͦ͋ͣͤ ͒͊ͤͤ·͙ͣ. 

port monitor remote vlan 
vlan_id  [tx|rx]  vlan_id: (1..4094) 

 

˻͔͔͔͙͔ͨͪ͒ͤ͡ VLAN ͒ ͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊.  

no port monitor remote 
vlan  [tx|rx]  

͔͙͔̂͒͊ͤ͡ VLAN ͒ ͡Ύ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΥ 

console ( config - if )#  

 

˨͊ͤͤ·͔ ͦͣ͊ͤ͒͟· ͔ͤ͡Έ͘Ύ ͍·ͨͦͤ͡ΎͭΈ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪπ
ͺ͔͚͍ͫͦ 9ǘƘŜǊƴŜǘΦ 

͙́͊͋͡ͼ͊ 5.180 τ ˴ ͦͣ͊ͤ͒·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

port monitor {gigabitether-
net gi_port |  
fastethernet fa_port} 
[rx|tx]  

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙͔ͤͭͪπ
ͺ͔͚͔ͫΦ ˨͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͨͦͪͭͦͣ 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔͎ͦͤͭͪͦͪͯͣͦͦ͟͡ ͨͦͪͭ͊Φ 
- gi_port/fa_port τ ͟ ͙͔ͦͤͭͪͦͪͯͣ͡·͚ ͨͦͪͭ; 
- rx τ ͟ ͙͍ͦͨͪͦ͊ͭΈ ͔ͨ͊ͭ͟·, ͨ ͙ͪͤΎͭ·͔ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪπ
ͭͦͣ; 
- tx τ ͟ ͙͍ͦͨͪͦ͊ͭΈ ͔ͨ͊ͭ͟·Σ ͨ ͔͔ͪ͒͊ͤͤ·͔ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ 
ͨͦͪͭͦͣ; 
˽ͪ ͙ ͍͙͙ͦͭͫͯͭͫͭ ͔ͨ͊ͪ͊ͣͭͪ͊ ǊȄκǘȄ ͫ ͙͔͎ͦͤͭͪͦͪͯͣͦͦ͟͡ ͨͦͪͭ͊ 
͙ͦͨͪͯ͟ΌͭͫΎ ͍͔ͫ ͔ͨ͊ͭ͟·. 

no port monitor {giga-
bitethernet gi_port |  
fastethernet fa_port} 

ˤ·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ ͙ͤπ
͔ͭͪͺ͔͚͔ͫΦ ˨͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͋ͦ͡Έ΄͔ ͔ͤ ͔͋ͯ͒ͭ ͙ͦͤͭͪͦ͟͡π
ͪͯΌ΅͙ͣ ͨͦͪͭͦͣ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔ͦͤͭͪͦͪͯ͟͡π
͎ͣͦͦ ͨͦͪͭ͊Φ 

port monitor vlan vlan_id 

vlan_id: (1..4094) 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦ  ͙ͣ ͔ͤͭͪπ
ͺ͔͚͔ͫΦ ˨͊ͤͤ·͚ ͙͔ͤͭͪͺ͔͚ͫ ͔͋ͯ͒ͭ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͨͦͪͭͦͣ 
͒͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ ±[!bΦ 

˽ͦͪͭ ͙͙͎ͣͦͤͭͦͪͤ͊ ͔ͤ ͔͒ͦ͗ͤ͡ ͙͔ͨͪͤ͊͒͗͊ͭ͡Έ ͟ 
͙͍͔͚ͤ͊ͫͭͪ͊͊ͣͦ ±[!b.  

˸͙͙͎ͦͤͭͦͪͤ ±[!b ͔ͣͦ͗ͭ ͋·ͭΈ ͍͟͡Ό;͔ͤ ͡ ͙΄Έ ͍ 
ͭͦͣ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͍ ͙͔͔ͫͫͭͣ ͔ͤ͊ͫͭͪͦͤͦ ͔ͤ ͔͔͋ͦ͡ 
͎ͦ͒ͤͦͦ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͔͎ͦ ͨͦͪͭ͊Φ  

˩͙ͫ͡ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙͚ ͨͦͪͭ ͔ͤ͊ͫͭͪͦͤ ͪ ͔͔͊ͤΣ ͭͦ 
ͭͦ͡Έͦ͟ Ήͭͦͭ ͨͦͪͭ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͘ ͒͡Ύ ͣͦπ
͙͙͎ͤͭͦͪͤ ͊VLAN. 

no port monitor vlan 
vlan_id 

̂͒͊͡Ύ͔ͭ ͯ͊͊ͤͤͯ͘͟Ό ±[!b ͙͘ ͙͙͎ͣͦͤͭͦͪͤ͊Φ 

port monitor remote 

τ 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙͍ͤ͊ͫͭͪ͊͊π
͔ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ. 

no port monitor remote ˤ·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͙͎ͣͦͤͭͦͪͤ͊ ͤ͊ ͙ͤ͊ͫͭͪ͊π
͍͔͊ͣͦͣ ͙͔ͤͭͪͺ͔͚͔ͫ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 5.181 τ ˴ ͦͣ͊ͤ͒·, ͒ ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show ports monitor ˤ·͍͙ͦ͒ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭ͊ͣ. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ 13 Ethernet-͙͔ͤͭͪͺ͔͚ͫ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͒͡Ύ му ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ ˤ͔ͫΈ 
ͭͪ͊ͺ͙͟ ͫ му ͙͔ͤͭͪͺ͔͚ͫ͊ ͔͔͍ͨͪ͒͊͊ͭΈ ͤ͊ моΦ 

console# configure  

console(config)# interface gigabit ethernet  1/0/ 13 

console(config - if)# port monitor  gigabitethernet  1/0/1 8 

Á ˤ·͍͔͙ͫͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͦ ͙ͦͤͭͪͦͪͯ͟͡Ό΅͙ͣ ͙ ͙͔ͦͤͭͪͦͪͯͣ͟͡·ͣ ͨͦͪͭ͊ͣ. 

console# show ports monitor  

Source Port Destination Port  Type     Status    

-----------  ----------------  -------  ----------   

  gi1/0/ 18     gi1/0/ 13       RX,TX   notReady   

5.23 ̅ͯͤ͟ͼ͙Ύ sFlow 

sFlow τ ͭ ͔ͻ͎͙ͤͦͦ͡ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͔͙ͫ͒ͭ͡Έ ͊͘ ͭͪ͊ͺ͙ͦͣ͟ ͍ ͔ͨ͊ͭͤ͟·ͻ ͔ͫͭΎͻ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͔ͨͯͭͣ 
;͙͊ͫͭ;͚ͤͦ ͍·͙͋ͦͪ͟ ͭͪ͊ͺ͙͊͟ ͒͡Ύ ͔ͨͦͫ͒ͯ͡Ό΅͔͚ ͙ͤ͊ͨͫͯ͟͡Ύͼ͙͙ ͍ ͔ͫͨͼ͙͊͡Έͤ·͔ ͫͦͦ͋΅͔͙ͤΎΣ ͔͔͍͔ͨͪ͒͊͊π
ͣ·͔ ͤ͊ ͔͍͔ͫͪͪ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.182 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ;͙͊ͤ͡Ό 
˨͔͚͍͙͔ͫͭ 

sflow receiver id {IPv4|  
IPv6| IPv6z| url} [port port] 
[max-datagram-size byte] 

id: (1 .. 8); 
port: (1 .. 65535)/ 6343; 

byte: ͨ ͙͔ͦͦ͗ͭ͡͡Έ͔ͤͦ ͼ͔π
͔ͦ͡ ;͙ͫͦ͡ /1400; 
ͺͦͪͣ͊ͭ 

IPv4: A.B.C.D 
IPv6: X:X:X:X::X 

IPv6z: X:X:X:X::X%<ID> 

˭͔͊͒͊ͭ ͔͊͒ͪͫ ͔͍͔ͫͪͪ͊ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ sflow. 

- id τ ͤ ͔ͦͣͪ ǎŦƭƻǿ-͔͍͔ͫͪͪ͊; 

- IPv4, IPv6, IPv6z τ IP-͔͊͒ͪͫΤ 
- url τ ͒ ͔͔ͦͣͤͤͦ ͙ͣΎ ͻͦͫͭ͊Τ 
- port τ ͤ ͔ͦͣͪ ͨͦͪͭ͊Τ 
- byte τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͔ͦͭͦͪͦ͟  ͔ͣͦ͗ͭ 
͋·ͭΈ ͍͔ͦͭͨͪ͊ͤͦ͡ ͍ ͙ͦ͒ͤ ͔ͨ͊ͭ͟ ͒͊ͤͤ·ͻΦ 

no sflow receiver id ̂͒͊͡Ύ͔ͭ ͔͊͒ͪͫ ͔͍͔ͫͪͪ͊ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ sflow 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console# configure   

console(config)# interface  { gigabitethernet  gi_port |  fastethernet  fa_port }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.183 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

sflow flow-sampling[max-
header-size bytes]rate id 

bytes:(20..256)/128; 
rate: (0, 1024..107374823) 

id: (0..8) 

˭͔͊͒͊ͭ ͔ͫͪ͒ͤΌΌ ͫͦͪͦͫͭ͟Έ ͍ ·͙͋ͦͪ͟ ͔͍ͨ͊ͭͦ͟Φ ˮ͎͍ͭͦͦ͊Ύ ͫͦ͟π
ͪͦͫͭΈ ͍·͙͋ͦͪ͟ ͫ;͙͔ͭ͊ͭͫΎ ͊͟͟ мκǊŀǘŜϝŎǳǊǊŜƴǘψǎǇǇŜŘ 
(current_speed τ ͭ ͔ͯ͟΅͊Ύ ͔ͫͪ͒ͤΎΎ ͫͦͪͦͫͭ͟ΈύΦ 
- rate τ ͫ ͔ͪ͒ͤΎΎ ͫͦͪͦͫͭ͟Έ ͍·͙͋ͦͪ͟ ͔͍ͨ͊ͭͦ͟Τ 
- id τ ͤ ͔ͦͣͪ ǎŦƭƻǿ-͔͍͔ͫͪͪ͊Τ 
- bytes τ ͣ ͙͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͟ ͔ͦͭͦͪͦ ͔͋ͯ͒ͭ 
͙͍ͫͦͨͪͦ͊ͤͦ͟ ͙͘ ͦ͋ͪ͊͘ͼ͊ ͔ͨ͊ͭ͊͟Φ 

no sflow flow-sampling ˻ͭ͟͡Ό;͔͊ͭ ͫ;͔ͭ;͙͙͟ ͍·͙͋ͦͪ͟ ͤ͊ ͨͦͪͭͯΦ 

sflow counters-sampling  
sec id 

sec: (0, 15 .. 86400); 
id: (0..8) 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͔ͯͫͨ΄ͤ·͙ͣ 
͍·͙͋ͦͪ͊ͣ͟ ͔͍ͨ͊ͭͦ͟. 
- sec τ ͣ ͙͊ͫͣ͊͟͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͍·͙͋ͦͪ͊ͣ͟Σ ͔ͫπ
ͯͤ͒͟·. ˭ ͤ͊;͔͙͔ͤ ζлη ͦͭ͟͡Ό;͔͊ͭ ͍·͋ͦͪͯ͟Τ 
- id τ ͤ ͔ͦͣͪ ǎŦƭƻǿ-͔͍͔ͫͪͪ͊ ό͔͊͒͊ͭͫ͘Ύ ͚ͦͣ͊ͤ͒ͦ͟ ǎŦƭƻǿ 
ǊŜŎŜƛǾŜǊ ͍ ͎ͦ͋͊͡͡Έͤͦͣ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ύΦ 

no sflow counters-sam-
pling 

˻ͭ͟͡Ό;͔͊ͭ ͫ;͔ͭ;͙͙͟ ͍·͙͋ͦͪ͟ ͤ͊ ͨͦͪͭͯΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ 9·9/ 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ EXEC ͙ ͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 5.184 τ ˴ ͦͣ͊ͤ͒·Σ ͒ͦͫͭͯͨͤ·͔ ͍ ͔͙͔ͪ͗ͣ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

show sflow configuration 
[gigabitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

ˤ·͍͙ͦ͒ͭ ͚͙ͤ͊ͫͭͪͦ͟ ǎŦƭƻǿΦ 

clear sflow statistics [giga-
bitethernet gi_port |  
fastethernet fa_port] 

˻;͙΅͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ǎCƭƻǿΦ ˩͙ͫ͡ ͙͔ͤͭͪͺ͔͚ͫ ͔ͤ ͯ͊͊ͤ͘͟Σ ͦ͟π
ͣ͊ͤ͒͊ ͦ;͙΅͔͊ͭ ͍͔ͫ ͫ;͔ͭ;͙͙͟ ͙͙͙ͫͭ͊ͭͫͭ͟ ǎCƭƻǿΦ 

show sflow statistics [giga-
bitethernet gi_port |  
fastethernet fa_port] 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ sFlow. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ͍͙̂ͫͭ͊ͤͦͭΈ IP-͔͊͒ͪͫ млΦлΦулΦм ͔͍͔ͫͪͪ͊ м ͒͡Ύ ͫ͋ͦͪ͊ ͙͙͙ͫͭ͊ͭͫͭ͟ sflowΦ ˨͡Ύ ethernet-
͙͔ͤͭͪͺ͔͚͍ͫͦ gi1/0/1 ς gi1/0/24 ͯ ͍͙ͫͭ͊ͤͦͭΈ ͔ͫͪ͒ͤΌΌ ͫͦͪͦͫͭ͟Έ ͍·͙͋ͦͪ͟ ͔͍ͨ͊ͭͦ͟ τ 10240 
͙͋ͭ͟κͫ ͙  ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͔ͯͫͨ΄ͤ·͙ͣ ͍·͙͋ͦͪ͊ͣ͟ ͔͍ͨ͊ͭͦ͟ τ 240 c. 

console# configure  

console(config)# sflow receiver 1 10.0.80.1  

console(config)# interface range gigabitethernet  1/0/1 - 24 

console(config - if - range)# sflow flow - sampl ing  10240  1 

console(config - if)# sflow counters - sampling 240 1  
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5.24 ̅ͯͤ͟ͼ͙͙ ͙͎͙͙͒͊ͤͦͫͭ͟ ͺ͙͙͘;͔͎ͫͦͦ͟ ͍ͯͪͦͤΎ 

˿͔͔͍ͭ· ͔ͦͣͣͯͭ͊ͭͦͪ͟· ͒ͦͫͭͯͨ͊ ͔ͫͦ͒ͪ͗͊ͭ  ͊ͨͨ͊ͪ͊ͭͤ·͔ ͙ ͎ͨͪͦͪ͊ͣͣͤ·͔ ͔͍ͫͪ͒ͫͭ͊ ͒͡Ύ ͙͎͙͙͒͊ͤͦͫͭ͟ 
͙ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͺ͙͙͘;͔͙ͫͣ͟  ͙͙͔ͤͭͪͺ͔͚͙ͫ͊ͣ ͙ ͙͙ͤ͡Ύ͙ͣ ͍ͫΎ͙͘Φ ˤ ͔͔ͨͪ;͔ͤΈ ͔͙͔ͭͫͭͪͯͣ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
͍ͻͦ͒Ύͭ ͔ͫ͒ͯ͡Ό΅͙͔Υ 

˨͡Ύ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΥ 

- ͒͡ ͙ͤ͊ ͔͊͋͟͡Ύ; 

- ͪ͊ͫͫͭͦΎ͙͔ͤ ͒ͦ ͔ͣͫͭ͊ ͔͙͍͙ͤͫͨͪ͊ͤͦͫͭ τ ͦ ͋ͪ·͍͊ ͙͙͡ ͊ͣ͘·͙͊ͤ͟ΎΦ 

˨͡Ύ ͙ͦͨͭ;͔͙ͫ͟ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ: 

- ͔ͨ͊ͪ͊ͣͭͪ· ͙͙ͨͭ͊ͤΎ τ ͤ ͊ͨͪΎ͔͙͔͗ͤ ͙ ͭͦ͟Τ 

- ͍·ͻͦ͒ͤ͊Ύ ͙ͦͨͭ;͔ͫ͊͟Ύ ͣͦ΅ͤͦͫͭΈ; 

- ͙ͦͨͭ;͔ͫ͊͟Ύ ͣͦ΅ͤͦͫͭΈ ͤ͊ ͙͔͔ͨͪͣ. 

5.24.1 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ  

 

˻ͼ͔ͤ͊͟ ͙͒ͤ͡· ͔͊͋͟͡Ύ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͦͣ͊ͤ͒͟· 'show cable - diagnostics 

cable - length ϥ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͨͦ ͍͔͙͡;͙͔ͤ ͊ͭͯ͘ͻ͙͊ͤΎ ͙͎ͫͤ͊͊͡Φ ̅ͯͤ͟ͼ͙Ύ ƎǊŜŜƴ-ethernet, 
͔͙͍͔ͨͦ͒͒ͪ͗͊ͣ͊Ύ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Σ ͔ͯͣͤΈ΄͔͊ͭ ͍͔ͯͪͦͤΈ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ ͙͎ͫͤ͊͊͡ ͙ͨͪ 
͍͙͙ͦͭͫͯͭͫͭ ͙͍͙͊ͭͤͦͫͭ͟ ͤ͊ ͙͙͙ͤ͡ ͙ ͨͦΉͭͦͣͯ ͔͔ͦͪͪͭͤͦ͟͟ ͙͔͔͙͔ͣͪͤ͘ ͙͒ͤ͡· ͔͊͋͟͡Ύ 
͍͙ͫͭ͊ͤͦͭͫΎ ͔͍ͤͦͣͦ͗ͤ͘·ͣ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭΣ ͙͙ͨͪͤͣ͊Ό΅͔ͣ ͔ͦͫ͊͋ͤͤ͡͡·͚ ͙͎ͫͤ͊͡Φ ˤ ͍ͫΎ͙͘ ͫ 
Ή͙ͭͣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͤ͊ ͍͔ͪͣΎ ͙͔͔͙͚ͣͪͤ͘ ͙͒ͤ͡· ͔͊͋͟͡Ύ ͦͭ͟͡Ό;͊ͭΈ ͔͙ͪ͗ͣ ƎǊŜŜƴ-ethernet 
ͤ͊ ͔ͯ͒͊ͤͤͦͣ͡ ͚͍͔ͯͫͭͪͦͫͭΦ  

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͔͙ͪ͗ͣ ƎǊŜŜn-ŜǘƘŜǊƴŜǘ ͍͟͡Ό;͔ͤΦ ˨͙ͦͨͯͫͭͣ͊Ύ ͎͔ͨͦͪ΄ͤͦͫͭΈ ͙͔͔͙ͣͪͤ͘Ύ 
͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͪ͊͋ͪͦͫͦͣ͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙͙͙ͤ͡ ͙ ͍ͫͦͫͭ͊͡Ύ͔ͭ сͣ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.185 τ ˴ ͦͣ͊ͤ͒· ͙͎͙͙͒͊ͤͦͫͭ͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

test cable-diagnostics tdr 
{all |  interface {giga-
bitethernet gi_port |  
fastethernet fa_port}} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

ˤ·ͨͦͤ͡Ύ͔ͭ ͍͙ͪͭͯ͊͡Έ͔ͤͦ ͔͙͍͙͔ͭͫͭͪͦ͊ͤ ͔͊͋͟͡Ύ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ 
͙͔ͤͭͪͺ͔͚ͫ͊; 
- all τ ͒ ͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

test cable-diagnostics 
tdrπfast {all |interface {gi-
gabitethernet gi_port |  
fastethernet fa_port}} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

ˤ·ͨͦͤ͡Ύ͔ͭ ͔͔ͯͫͦͪͤͤͦ͟ ͍͙ͪͭͯ͊͡Έ͔ͤͦ ͔͙͍͙͔ͭͫͭͪͦ͊ͤ ͔͊͋͟͡Ύ ͫ 
͙͚ͤͦ͘͟ ͭͦ;ͤͦͫͭΈΌ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊; 
- all τ ͒ ͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 
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͙́͊͋͡ͼ͊ 5.186 τ ˴ ͦͣ͊ͤ͒· ͙͎͙͙͒͊ͤͦͫͭ͟ ͔͎ͣ͒ͤͦͦ ͔͊͋͟͡Ύ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show cable-diagnostics 
tdr [interface  
gigabitethernet gi_port |  
interface  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24). 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔ͪͯ͘͡Έͭ͊ͭ· ͔͔͎ͨͦͫ͒ͤͦ͡ ͍͙ͪͭͯ͊͡Έ͎ͤͦͦ ͔͙ͭͫͭͪͦπ
͍͙͊ͤΎ ͔͊͋͟͡Ύ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͔ͫ ͙͡ ͔ͤͦͣͪ 
ͨͦͪͭ͊ ͔ͤ ͊͒͊ͤ͘Σ ͭͦ ͦͣ͊ͤ͒͊͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͒͡Ύ ͍͔ͫͻ ͍ͨͦͪͭͦύΦ  

show cable-diagnostics 
cable-length  
[interface  
gigabitethernet gi_port ] 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͙͔ͨͪ͒ͨͦͦ͗ͭ͡͡ΈͤͯΌ ͙͒ͤͯ͡ ͔͊͋͟͡ΎΣ ͨͦ͒͟͡Όπ
;͔͎ͤͤͦͦ ͟ ͯ͊͊ͤͤͦͣͯ͘͟ ͙͔ͤͭͪͺ͔͚ͫͯ ό͔ͫ ͙͡ ͔ͤͦͣͪ ͨͦͪͭ͊ ͔ͤ ͊͘π
͒͊ͤΣ ͭͦ ͦͣ͊ͤ͒͊͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͒͡Ύ ͍͔ͫͻ ͍ͨͦͪͭͦύΦ 

ˮ͔ͤͭͪͺ͔͚ͫ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͙͍͊ͭͤ͟·ͣ ͙ ͪ͊͋ͦͭ͊ͭΈ ͍ 
͔͙͔ͪ͗ͣ млл˸͙͋ͭκͫ ͙͙͡ мллл˸͙͋ͭκͫ.  ˨ ͙͎͊ͤͦπ
͙ͫͭ͊͟ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͭͦ͡Έͦ͟ ͤ͊ ͙͔ͤͭͪͺ͔ͪͫ͊ͻ 
GigabitEthernet. 

 

˸͙͊ͫͣ͊͟͡Έͤ͊Ύ ͙͒ͤ͊͡ ͔͊͋͟͡Ύ ͙ͨͪ ͔͙͍͙͙ͭͫͭͪͦ͊ͤ ͔ͤ ͒ͦ͗ͤ͊͡ ͍ͫͦͫͭ͊͡ΎͭΈ ͔͔͋ͦ͡ мнл ͔ͣͭπ
͍ͪͦΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

Á ˽͔͙͍ͪͦͭͫͭͪͦ͊ͭΈ ͨͦͪͭ 24 ͨ ͔͍͎ͪͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͍  ͔͔ͫͭ͟Υ 

console# test cable - diagnostics tdr interface gigabitethernet  1/0/24  

Port     Pair Result              Length [m] Date  

---------  ----  -------------------  ----------  --------------------------  

gi1/0/24  1 - 2          OK              --      24- Mar- 2014 11:52:31  

          3- 6          OK              --       

          4- 5          OK              --       

          7- 8          OK              --       

˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ· ͍ͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͔ͭͫͭ͊ ͨͦ ͨ͊ͪ͊ͣ: 

- Test failed τ ͅ ͙͙͘;͔ͫ͊͟Ύ ͔͙͍ͤͫͨͪ͊ͤͦͫͭΈΤ 

- OK τ ͨ ͊ͪ͊ ͍ ͨͦͪΎ͔͒͟Τ 

- Open τ ͪ ͊ͪ͘·͍Τ 

- Short τ ͟ ͦͤͭ͊ͭ͟· ͨ͊ͪ· ͊ͣͤͯͭ͘͟·Τ 

- Impedance-mismatch τ ͪ ͙͊ͤ͘ͼ͊ ͍ ͙͍͔͙͙ͫͦͨͪͦͭͤ͡ ό͙ͫ͡΄ͦͣ͟ ͋ͦ͡Έ΄͔ͦ ͊ͭͯ͘ͻ͙͔͊ͤ ͍ ͙͙͙ͤ͡ύ; 

- Short-with-pair τ ͘ ͊ͣ·͙͔͊ͤ͟ ͔ͣ͗͒ͯ ͙ͨ͊ͪ͊ͣΤ 

- Not tested τ ͭ ͔͙͍͙͔ͫͭͪͦ͊ͤ ͔ͤ ͍͙ͨͪͦͦ͒ͦͫ͡ΈΦ 

Á ˽ͦ͊͊ͭ͘͟Έ ͔ͪͯ͘͡Έͭ͊ͭ· ͔͔͎ͨͦͫ͒ͤͦ͡ ͔͙͍͙ͭͫͭͪͦ͊ͤΎΥ 

console# show cable - diagnostics tdr   

   Port         Result      Length [meters]             Date             

-----------  ---------------  ----------------  --------------------------   

  gi1/0/1     Not tested                                                 

  gi1/0/2     Not tested                                                 

  gi1/0/3     Not tested                                                 

  gi1/0/4     Not tested                                                 

  gi1/0/5     Not tested                                                 

  gi1/0/6     Not tested                                                 

é                                                 

 gi1/0/18     Not tested                                                 

 gi1/0/19     Not tested                                                  

 gi1/0/20     Not tested                                                 

 gi1/0/21     Not tested                                                 

 gi1/0/22     Not tested                                                 

 gi1/0/23     Not tested                                                 

 gi1/0/24         OK               --           24- Mar- 2014 11:52:31      

 te1/0/1        Fiber                                                   

 te1/0/2        Fiber                                                   

 te1/0/3        Fiber                                                   

 te1/0/4        Fiber                                               
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5.24.2 ˨ ͙͎͙͊ͤͦͫͭ͊͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ: 

console ( config )#  

͙́͊͋͡ͼ͊ 5.187 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

optical-transceiver 
threshold notify-interval 
  interval 

interval:  
(30..3600)κслл ͔ͫ͟ 

͍̂ͫͭ͊ͤͦ͊͟ ͔ͨͪͦͣ͗ͯͭ͊͟ ͍͔͔͙ͪͣͤ ͒ͦ ͍͚ͨͦͭͦͪͤͦ ͎͔͔ͤͪ͊ͼ͙͙ 
͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎκ͍͙͙͊͊ͪ ͨͦ ͨͪͦͭͦͦͯ͟͡ syslog/snmp. 

no optical-transceiver 
threshold notify-interval 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console# configure   

console(config)# interface  { faste thernet  fa _port | gigabitethernet  gi _port }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.188 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

optical-transceiver thresh-
old  action { parameter | all 
} { none | syslog | snmp-
trap } 

parameter: (current, input-
power, output-power, tem-

perature, voltage) 

˹͊ͤ͊͘;͔͔͊ͣͦ ͔͚͍͙͔͒ͫͭ ό͔ͤ ͍·ͨͦͤ͡ΎͭΈ ͔͚͍͙͚͒ͫͭΣ ͎͔͔ͤͪ͊ͼ͙Ύ 
syslog-ͫͦͦ͋΅͔͙ͤΎΣ ͎͔͔ͤͪ͊ͼ͙Ύ ǎƴƳǇ-ͭͪ͊ͨ͊ύΣ ͔ͦͭͦͪͦ͟ ͒ͦ͗ͤͦ͡ 
͋·ͭΈ ͍·͔ͨͦͤͤͦ͡ ͙ͨͪ ͔͍ͨͪ·΄͔͙͙ͤ ͯ͊͊ͤͤ͘͟·ͻ ͎͍ͨͦͪͦͦ ͒͡Ύ 
͎͊͒͊ͤͤͦͦ͘ ͔ͨ͊ͪ͊ͣͭͪ͊Υ 

- ͫ ǳǊǊŜƴǘ τ ͫ ͙͊͡ ͭͦ͊͟Τ 

- input-power τ ͣ ͦ΅ͤͦͫͭΈ ͍ͻͦ͒Ύ΅͔͎ͦ ͙͎ͫͤ͊͊͡Τ 

- output-power τ ͣ ͦ΅ͤͦͫͭΈ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͙͎ͫͤ͊͊͡Τ 

- temperature τ ͭ ͔͔ͣͨͪ͊ͭͯͪ͊Τ 

- voltage τ ͤ ͊ͨͪΎ͔͙͔͗ͤΦ 

optical-transceiver thresh-
old values parameter high-
alarm high-warning low-
warning low-alarm 

parameter: (current, input-
power, output-power, tem-

perature, voltage) 
 

͙͔̂͊͊ͤ͘͟ ͤ͊͘;͔͙͚ͤ ͎͍ͨͦͪͦͦΣ ͙ͨͪ ͔͍ͨͪ·΄͔͙͙ͤ ͦͭͦͪ͟·ͻ ͋ͯπ
͔͒ͭ ͙ͨͪͦͫͻ͙ͦ͒ͭΈ ͎͔͔ͤͪ͊ͼ͙Ύ ǎȅǎƭƻƎκǎƴƳǇ-ǘǊŀǇ ͫͦͦ͋΅͔͙ͤΎ 
͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔ͨ͊ͪ͊ͣͭͪ͊Υ 

- ͫ ǳǊǊŜƴǘ τ ͫ ͙͊͡ ͭͦ͊͟Τ 

- input-power τ ͣ ͦ΅ͤͦͫͭΈ ͍ͻͦ͒Ύ΅͔͎ͦ ͙͎ͫͤ͊͊͡Τ 

- output-power τ ͣ ͦ΅ͤͦͫͭΈ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͙͎ͫͤ͊͊͡Τ 

- temperature τ ͭ ͔͔ͣͨͪ͊ͭͯͪ͊Τ 

- voltage τ ͤ ͊ͨͪΎ͔͙͔͗ͤ; 

- high-warning, low-warning τ ͍ ͔ͪͻ͙͚ͤ ͙ ͙͙͚ͤ͗ͤ ͔͔ͨͪ͒͡· 
͒͡Ύ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͔͔ͨͪ͒ͯͨͪ͗͒͊Ό΅͙ͻ ͫͦͦ͋΅͔͙͚ͤΤ  

- high-alarm, low-alarm τ ͍ ͔ͪͻ͙͚ͤ ͙ ͙͙͚ͤ͗ͤ ͔͔ͨͪ͒͡· ͒͡Ύ 
ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͍͙͚͊͊ͪͤ·ͻ ͫͦͦ͋΅͔͙͚ͤΦ 

˨͙ͦͨͯͫͭͣ·͚ ͙͒͊ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ ͒͡Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ 

- ŎǳǊǊŜƴǘΥ лΧмомлллͣ͟ˢ 
- input-power: -пллллΧунлл ƳŘ.Ƴ 

- output-power: -40000Χ8200 mdBm 

- temperature: -мнтΧмнт ϲC 

- voltage: лΧсррл ллл ͣ͟ˤ 

˽͎͍ͦͪͦͦ·͔ ͤ͊͘;͔͙ͤΎ ͊͒͊͘ΌͭͫΎ ͍ ͯ͊͊ͤͤ͘͟·ͻ ͔͙͙͒ͤͼ͊ͻΦ 

optical-transceiver thresh-
old values parameter  

͔͙͔̂͒͊ͤ͡ ͊͒͊ͤͤ͘·ͻ ͎͍ͨͦͪͦͦ ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͔ͨ͊ͪ͊ͣͭͪ͊Φ 
˭ͤ͊;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤ͡·Φ 
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˭͊ͨͪͦͫ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ 9·9/ ͙͔͔ͣͭ ͔ͫ͒ͯ͡Ό΅͙͚ ͍͙͒Υ 

console > 

͙́͊͋͡ͼ͊ 5.189 τ ˴ ͦͣ͊ͤ͒͊ ͙͎͙͙͒͊ͤͦͫͭ͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show fiber-ports optical-
transceiver [interface {gi-
gabitethernet gi_port |  
fastethernet fa_port}] 
[detailed] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͔ͪͯ͘͡Έͭ͊ͭ· ͙͎͙͙͒͊ͤͦͫͭ͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙ͭͪ͊ͤͫπ
͍͔ͪ͊Φ 
- detailed τ ͨ ͦ͒ͪͦ͋ͤ͊Ύ ͙͎͙͒͊ͤͦͫͭ͊͟, eeprom-͔ͨ͊ͪ͊ͣͭͪ· 
͙͍͔ͭͪ͊ͤͫͪ͊Φ 

˽͙͔ͪͣͪ ͍ ·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒· 

console# show fiber - ports optical - transceiver interface  gi1/0/24 detailed  

   Port      Temp  Voltage Current  Output        Input        LOS  Transceiver   

             [C]   [V]     [mA]     Power         Power             Type          

                                    [mW / dBm]    [mW / dBm]                      

- ----------  ------  -------  -------  -------------  -------------  ---  -------------   

  gi1/0/24     58    3.25    20.09  0.58 / - 2.30  0.00 / - 40.00 Yes     Fiber      

 

 Temp         -  Internally measured transceiver temperature  

 Voltage      -  Internally meas ured supply voltage  

 Current      -  Measured TX bias current  

 Output Power -  Measured TX output power in milliWatts  

 Input Power  -  Measured RX received power in milliWatts  

 LOS          -  Loss of signal  

 N/A -  Not Available, N/S -  Not Supported, W -  Warni ng, E -  Error  

 

        Transceiver information:  

Vendor name: OEM              

Serial number: SX31221300026    

Connector type: LC  

Type: SFP/SFP+  

Compliance code: 10GBASE - LR 

Laser wavelength: 1310 nm  

Transfer distance: 10000 m  

Diagnostic: supported  

͙́͊͋͡ͼ͊ 5.190 τ ˽ ͔͊ͪ͊ͣͭͪ· ͙͎͙͙͒͊ͤͦͫͭ͟ ͙ͦͨͭ;͔͎ͫͦͦ͟ ͙͍͔ͭͪ͊ͤͫͪ͊ 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ 

Temp ͔͔́ͣͨͪ͊ͭͯͪ͊ ͙͍͔ͭͪ͊ͤͫͪ͊Φ 

Voltage ˹͊ͨͪΎ͔͙͔͗ͤ ͙͙ͨͭ͊ͤΎ ͙͍͔ͭͪ͊ͤͫͪ͊Φ 

Current ˻͔͙͔ͭͦͤͤ͟͡ ͭͦ͊͟ ͤ͊ ͔͔ͨͪ͒͊;͔Φ 

Output Power ˤ·ͻͦ͒ͤ͊Ύ ͣͦ΅ͤͦͫͭΈ ͤ͊ ͔͔ͨͪ͒͊;͔ όͣˤͭύΦ  

Input Power ˤͻͦ͒ͤ͊Ύ ͣͦ΅ͤͦͫͭΈ ͤ͊ ͙͔͔ͨͪͣ όͣˤͭύΦ 

LOS ˽͔ͦͭͪΎ ͙͎ͫͤ͊͊͡Φ 

˽͙ͪ ͚ͨͦ͒ͪͦ͋ͤͦ ͙͎͙͔͒͊ͤͦͫͭ͟ ͒͡Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ Temp, Voltage, Current, Power ͙͔͔ͣͪͤͤ͘·͔ 
ͤ͊͘;͔͙ͤΎ ͍·͍ͦ͒ΎͭͫΎ ͤ͊ ͙͔͚͒ͫͨ͡Φ ˽͙ͪ ͦ͋·;͚ͤͦ ͙͎͙͔͒͊ͤͦͫͭ͟ ͙͔͔ͣͪͤͤ͘·͔ ͤ͊͘;͔͙ͤΎ ͒͡Ύ Ή͙ͭͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
͍͙͍ͫͪ͊ͤ͊ΌͭͫΎ ͫ ͙͒ͦͨͯͫͭͣ·͙ͣ, ͙  ͤ͊ ͙͔͚͒ͫͨ͡ ͍·͍͙ͦ͒ͭͫΎ ͔ͪͯ͘͡Έͭ͊ͭ ͍͔͙ͫͪ͊ͤͤΎ όW, E, OK). 

˭ͤ͊;͔͙ͤΎ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͎͙͙͒͊ͤͦͫͭ͟ ͙ ͍͔͙ͫͪ͊ͤͤΎ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ 

N/A τ ͤ ͔͒ͦͫͭͯͨͤͦΣ 
N/S τ ͤ ͔ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎΣ 
W τ ͨ ͔͔͔͙͔ͪ͒ͯͨͪ͗͒ͤΣ 
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E τ ͦ ΄͙͋͊͟Σ 
˻  ˴τ ͘ ͤ͊;͔͙͔ͤ ͍ ͨͦͪΎ͔͒͟Φ 

5.25 IP Service Level Agreements (IP SLA) 

IP SLA (͎ͫͦ͊͡΄͔͙ͤΎ ͦ͋ ͍͔ͯͪͦͤ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ͍ Lt-͔ͫͭΎͻύ τ ͔ͭͻ͎͙ͤͦͦ͡Ύ ͙͍͎͊ͭͤͦͦ͟ ͙͙͎ͣͦͤͭͦͪͤ͊Σ 
͙ͫͨͦ͡Έͯ͘Ό΅͊ΎͫΎ ͒͡Ύ ͙͔͔͙ͣͪͤ͘Ύ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͋·͔͚͍͙ͫͭͪͦ͒ͫͭΎ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͔͔͚ͫͭ ͙ ͊͟;͔͍ͫͭ͊ 
͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ ˢ͙͍ͭͤ͟·͚ ͙͙͎ͣͦͤͭͦͪͤ ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͙͔ͨͪͦ͒ͦ͗ͭ͡͡ΈͤͯΌ ͼ͙͙͟͡;͔ͫͯ͟Ό 
͎͔͔ͤͪ͊ͼ͙Ό ͭͪ͊ͺ͙͊͟Σ ͫ͋ͦͪ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͔͎ͦ ͨͪͦͻ͔͙͙ͦ͗͒ͤ ͨͦ ͔͙ͫͭ ͙ ͍͔͔͙͔͒ͤ ͙͙͙ͫͭ͊ͭͫͭ͟Φ 

ˮ͔͔͙͔ͣͪͤ͘ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͔͙ͫͭ ͔ͣͦ͗ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͙ͨͪ ͨͦͣͦ΅͙ ͙ͪ͊͘͡;ͤ·ͻ ͙͍ͭͨͦ ͔ͦͨͪ͊ͼ͙͚ Lt 
SLAΦ ͙́ͨ· ͔ͦͨͪ͊ͼ͙͚ ͙ͪ͊͘͡;͊ΌͭͫΎ ͙ͨͪͦͭͦͦ͊ͣ͟͡ ͎͔͔͙͔͎ͤͪͪͯͣͦͦ ͭͪ͊ͺ͙͊͟Σ ͊ ͔ͭ͊͗͟ ͔͙ͣͭͦ͒͊ͣ ͍͔͔͙ͨͪͦ͒ͤΎ 
͙͔͔͙͚ͣͪͤ͘ ͙ ͙͔ͣͪ͘Ύ͔ͣ·͙ͣ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣΦ ͙́ͨ· ͔͙͍͔ͨͦ͒͒ͪ͗͊ͣ·ͻ ͤ͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͔ͦͨͪ͊ͼ͙͚ Lt {[!Υ  

- ICMP Echo;  

- UDP Jitter.  

˨͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͔ͦͨͪ͊ͼ͙͚ Lt {[! ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͔͚͍͙͒ͫͭΎΥ  

- ˿ͦ͒͊ͭ͘Έ ͔ͦͨͪ͊ͼ͙Ό ͎ͤͯ͗ͤͦͦ ͙ͭͨ͊ ͙ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͭΈ ͔͖Φ  

- ˭͙͊ͨͯͫͭͭΈ ͼ͙͙͟͡;͔͔ͫͦ͟ ͍·͔͙͔ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙ ͙ ͍͙ͨͦͦͭ͘͡Έ ͔͚ ͍·ͨͦͤ͡ΎͭΈͫΎ ͍ ͔ͭ;͔͙͔ͤ 
͔͎ͤͦͭͦͪͦͦ͟ ͍ ͔͔͙ͪͣͤΦ  

- ˽͔ͪͦͫͣͦͭͪͭΈ ͙͙ͫͭ͊ͭͫͭͯ͟Σ ͫͦ͋ͪ͊ͤͤͯΌ ͊͘ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͔ͦͨͪ͊ͼ͙͙Φ  

- ˽͙ͪ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭ ͨ ͔͙ͪͪ͊ͭͭ͟Έ ͼ͙͙͟͡;͔͔ͫͦ͟ ͍·͔͙͔ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔ͪ ͙͗ͣ ͔͎ ͦ͋͊͡͡Έͤͦ ͚͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 5.191 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip sla operation index 
index: (1..20) 

˽͔͔͚͙ͪͭ ͍  ͔ͦͤͭͫͭ͟͟ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͨͪ͊ͼ͙͙. 

no ip sla operation index ͙̂͒͊ͭ͡Έ ͫ ͯ΅͔͍ͫͭͯΌ΅ͯΌ ͦ ͔ͨͪ͊ͼ͙Ό IP SLA. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ privileged EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.192 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

set ip sla start index 
index: (1..20) 

˭͙͊ͨͯͫͭͭΈ ͼ͙͙͟͡;͔ͫͦ͟ ͔͍ ·͔͙ͨͦͤͤ͡ ͔ͦ ͔ͨͪ͊ͼ͙͙Φ  

set ip sla stop index ˻͍͙ͫͭ͊ͤͦͭΈ ͼ͙͙͟͡;͔ͫͦ͟ ͔͍ ·͔͙ͨͦͤͤ͡ ͔ͦ ͔ͨͪ͊ͼ͙͙Φ  

show ip sla statistics index  index: (1..20) ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͫ ͙͙ͭ͊ͭͫͭ͟ ͯ͒ ͡Ύ ͔ͦͨͪ͊ͼ͙͙ IP SLA. 
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˿͙͙ͭ͊ͭͫͭ͊͟ ͔ͦͨͪ͊ͼ͙͚ IP SLA ͙ ͔͔ͣͭ ͦ͋΅͙͚ ͒͡Ύ ͍͔ͫͻ ͙͍ͭͨͦ ͔ͦͨͪ͊ͼ͙͚ ͎͍͊ͦͦͦ͘͟͡: 

IP SLA Statistics for Index 8 

Operational state of entry: Active 

Type of operation: udp-jitter 

͎͔͒ 

- IP SLA Statistics for Index ς ͤ ͔ͦͣͪ ͔ͦͨͪ͊ͼ͙͙Σ ͒͡Ύ ͚ͦͭͦͪͦ͟ ͔ͦͭͦ͋ͪ͊͗͊ͭͫΎ ͙͙ͫͭ͊ͭͫͭ͊͟;  

- Operational state of entry ς ͫ ͭ͊ͭͯͫ ͍ ·͔͙ͨͦͤͤ͡Ύ ͦ ͔ͨͪ͊ͼ͙͙: 

Á Active ς ͔ͦͨͪ͊ͼ͙Ύ ͙͍͊ͭͤ͊͟ ͙ ͍ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͨͪͦͼ͔͔ͫͫ ͼ͙͙͟͡;͔͎ͫͦͦ͟ ͍·π
͔͙ͨͦͤͤ͡Ύ; 

Á Inactive ς ͦ ͔ͨͪ͊ͼ͙Ύ ͔ͤ ͙͍͊ͭͤ͊͟Σ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͔͙͔ͪ͗ͣ ͙͙ͦ͗͒͊ͤΎ ͙ ͒ͦͫͭͯͨͤ͊ ͒͡Ύ ͦͤ͟ͺ͙͎ͯπ
͙͍͙ͪͪͦ͊ͤΎΦ  

- Type of operation ς ͙ͭͨ ͔ͦͨͪ͊ͼ͙͙ IP SLA. ˽ ͙͙͔ͪͤͣ͊ͭ ͦ͒ͤͦ ͤ͊͘;͔͙͔ͤ ͙͘ ͙ͫͨͫ͊͟ 
͔͙͍͔ͨͦ͒͒ͪ͗͊ͣ·ͻ ͦ ͔ͨͪ͊ͼ͙͚Φ  

˽͙ͪ ͔͔͍͔ͨͪͦ͒ ͔ͦͨͪ͊ͼ͙͙ ͍ ͫͦͫͭͦΎ͙͔ͤ ζActiveη ͙͙ͫͭ͊ͭͫͭ͊͟ ͔ͦͨͪ͊ͼ͙͙ ͦ;͙΅͔͊ͭͫΎΦ ˿͙͙ͭ͊ͭͫͭ͊͟ 
͙͍͔ͤ͊͊ͨ͊ͭͫ͟͡Ύ ͊͘ ͭͦ ͍͔ͪͣΎΣ ͨͦ͊͟ ͔ͦͨͪ͊ͼ͙Ύ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ Ήͭͦͣ ͫͦͫͭͦΎ͙͙ͤΦ ˿͙͙ͭ͊ͭͫͭ͊͟ ͫͦͻͪ͊ͤΎ͔ͭͫΎ ͔ͨͦͫ͡ 
͔ͨͪͪ͊͟΅͔͙ͤΎ ͼ͙͙͟͡;͔͎ͫͦͦ͟ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ ͙ ͔͔ͨͪͻͦ͒͊ ͍ ͫͦͫͭͦΎ͙͔ͤ ζInactiveη ͒ͦ ͔ͭͻ ͨͦͪΣ ͨͦ͊͟ 
͔ͦͨͪ͊ͼ͙Ύ ͍ͫͤͦ͊ ͔ͤ ͔͋ͯ͒ͭ ͔͔͍͔͔ͨͪ͒ͤ͊ ͍ ͙͍͔͊ͭͤͦ͟ ͫͦͫͭͦΎ͙͔ͤΦ 

ˣ͔͔ͦ͡ ͨͦ͒ͪͦ͋ͤ͊Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ ͦ ͔͙͙ͫͦ͒ͪ͗͊ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͔͍͔ͨͪ͒ͫͭ͊ͤ͊͡ ͍ ͔ͪ͊͒͊͘͡ͻΣ 
͙ͦͨͫ·͍͊Ό΅͙ͻ ͙ͭͨ· ͔ͦͨͪ͊ͼ͙͚ IP SLA. 

5.25.1 ˻ ͔ͨͪ͊ͼ͙Ύ L/at 9ŎƘƻ 

˽͙ͪ ͊͗͒ͦͣ͟ ͍·͔͙͙ͨͦͤͤ͡ ͔ͦͨͪ͊ͼ͙͙ L/at 9ŎƘƻ ͚͍ͯͫͭͪͦͫͭͦ ͍ͦͭͨͪ͊͡Ύ͔ͭ ICMP Echo request-ͫͦͦ͋΅͔π
͙͔ͤ ͤ͊ ͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͙͔ͦ͗͒͊ͭ ͨͦͯ͡;͔͙ͤΎ ͫͦͦ͋΅͔͙ͤΎ ICMP Echo reply ͙  ͙͔ͣͪ͘Ύ͔ͭ ͍͔ͪͣΎ ͒ ͍ͯͫͭͦͪͦͤπ
͔͎ͤͦ ͨͪͦͻ͔͙ͦ͗͒ͤΎ L/at-͔ͨ͊ͭ͊͟Φ ˻͔ͨͪ͊ͼ͙Ύ L/at 9ŎƘƻ ͔ͭ͊͗͟ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͙͙ͣͤͣ͊͡Έπ
ͤͦͣΣ ͔͔ͫͪ͒ͤͣ ͙ ͙ͣ͊ͫͣ͊͟͡Έͤͦͣ ͍͔͔ͪͣͤͤ·ͻ ͤ͊͘;͔͙ͤΎͻ ͙ ͙ͦ͟͡;͔͍͔ͫͭ ͙͔͔͙͚ͣͪͤ͘Σ ͍͔͊ͪ͘΄͙͍΄͙ͻͫΎ ͔ͤπ
ͯ͒͊;ͤͦ ͨͦ ͚ͭͦ ͙͙͡ ͙͚ͤͦ ͙ͨͪ;͙͔ͤΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͫ ͙ͦ͒͊ͤ͘Ύ ͔ͦͨͪ͊ͼ͙͚ IP SLA 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͙ͫͦ͒͊ͤ͘Ύ ͦ ͔ͨͪ͊ͼ͙͚ IP SLA: 

console ( config - ip - sla )#  

͙́͊͋͡ͼ͊ 5.193 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͙ͫͦ͒͊ͤ͘Ύ ͔ͦͨͪ͊ͼ͙͚ IP SLA 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

icmp-echo target-address 
[source-address source-
address] [source-interface 
source-interface]  

source-interface:  
gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

 

˿ͦ͒͊ͭ͘Έ ͔ͦͨͪ͊ͼ͙Ό ICMP Echo. 
- target-address τ IPv4-͔͊͒ͪͫΣ ͤ͊ ͦͭͦͪ͟·͚ ͋ͯ͒ͯͭ ͍ͦͭͨͪ͊π
͡ΎͭΈͫΎ ICMP Echo request ͫ ͦͦ͋΅͔͙ͤΎ; 
- source-address τ IPv4-͔͊͒ͪͫ, ͨ ͍ͦ͒ͫͭ͊͡ΎΌ΅͙͚ͫΎ ͍  ͘ ͎͊ͦπ
͍ͦͦ͟͡ ICMP-͔ͨ͊ͭ͊͟Σ ͦͨͼ͙ͦͤ͊͡Έͤ·͚ ͔ͨ͊ͪ͊ͣͭͪΤ  
- source-interface τ ͨ ͦͪͭΣ ͫ ͎ͦͭͦͪͦͦ͟ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͦͭπ
͍ͨͪ͊͊͟ ͔͍ͨ͊ͭͦ͟Σ ͦͨͼ͙ͦͤ͊͡Έͤ·͚ ͔ͨ͊ͪ͊ͣͭͪΦ  

 

˽͔͊ͪ͊ͣͭͪ· target-address, source-address ͙  source-interface ͣ ͎ͦͯͭ ͋·ͭΈ ͔͔͔ͦͨͪ͒ͤ͡· 
ͭͦ͡Έͦ͟ ͙ͨͪ ͙͙ͫͦ͒͊ͤ͘ ͔ͦͨͪ͊ͼ͙͙ ͙ ͔ͤ͒ͦͫͭͯͨͤ· ͒͡Ύ ͒͊͡Έ͔͚ͤ΄͔͎ͦ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟ΎΦ 
˨͡Ύ ͙͊͒͊ͤ͘Ύ ͎͙͒ͪͯͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙ͯ͒͊ͭ͡Έ ͫͯ΅͔͍ͫͭͯΌ΅ͯΌ ͔ͦͨͪ͊ͼ͙Ό ͙ 
ͫͦ͒͊ͭ͘Έ ͍ͤͦͯΌΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ ͔ͨͪ͊ͼ͙͙ L/at Echo 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ ͔ͨͪ͊ͼ͙͙ ICMP Echo: 

console(config - ip - sla - icmp - echo)#  

͙́͊͋͡ͼ͊ 5.194 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͨͪ͊ͼ͙͙ ICMP Echo 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

frequency sec  
secΥ όмΦΦмнуύκсл ͔ͫ ͟

͍͙̂ͫͭ͊ͤͦͭΈ ;͊ͫͭͦͭͯ ͍·͔͙ͨͦͤͤ͡Ύ L/at 9ŎƘƻ-͔ͦͨͪ͊ͼ͙͚ ͍  ͔ͫͯͤ͒͊͟ͻΦ 
- sec τ ;͊ͫͭͦͭ ͍͊ ·͔͙ͨͦͤͤ͡Ύ L/at 9ŎƘƻ-͔ͦͨͪ͊ͼ͙ ͚͍  ͔ͫͯͤ͒͊͟ͻ. 

no frequency ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ;͊ͫͭͦͭ· ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

timeout msec  msec: (1..3600000)/1000 
ͣ  ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͚ͭ͊ͣ͊ͯͭ ͔ͦͨͪ͊ͼ͙͙ L/at 9ŎƘƻ ͍ ͙͙͔ͣͫͯͤ͒͊͟͡͡ͻΦ 
- msec τ ;͊ͫͭͦͭ ͊ ͍·͔͙ͨͦͤͤ͡Ύ L/at 9ŎƘƻ-͔ͦͨͪ͊ͼ͙ ͚ ͍ 
͙͙͔ͣͫͯͤ͒͊͟͡͡ͻ. 

no timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚ͭ͊ͣ͊ͯͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

request-data-size bytes  
bytesΥ όмΦΦмпонύκрс ͚͋͊ͭ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͍ L/at-͔͔ͨ͊ͭ͟ ͍ 
͊͟;͔͍͔ͫͭ ͒͊ͤͤ·ͻ όpayload).  
- bytes ς ͟ ͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭΦ 

no request-data-size ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙ͦ͟͡;͔͍ͫͭ͊ ͚͋͊ͭ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

tos byte  
byte: (1..255)/0 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚͋͊ͭ͊ Type of Service, ͔͔ͨͪ͒͊Ό΅͔͎ͦͫΎ ͍ 
͎͍͔͊ͦͦ͘͟͡ Lt-͔ͨ͊ͭ͊͟ ͍ ͔ͨͦ͡ Differentiated Services Field. 
- byte τ ͤ͊͘;͔͙͔ͤ ͚͋͊ͭ͊ Type of Service ͍ ͔ͨͦ͡ Differentiated 
Services Field. 

no tos ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚͋͊ͭ͊ Type of Service ͨ ͦ ͯͣͦ͡;͙͊ͤΌ. 

tag string 
stringΥ όмΦΦсоύ ͙͍͍ͫͣͦͦ͡ 

˭͊͒͊ͭΈ ͔͍ͭͫͭͦ͟·͚ ͔͎ͭ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͙Φ 

no tag ̂͋ͪ͊ͭΈ ͔͍ͭͫͭͦ͟·͚ ͔͎ͭΦ 

 

˨͡Ύ ͤͦͪͣ͊͡Έ͎ͤͦͦ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ ICMP Echo ͪ ͔͔͔ͦͣͤ͒ͯͭͫ͟Ύ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡Έ ͤ͊͘π
;͔͙͔ͤ ;͊ͫͭͦͭ· ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ ͋ͦ͡Έ΄͙ͣΣ ;͔ͣ ͤ͊͘;͔͙͔ͤ ͚ͭ͊ͣ͊ͯͭ͊ ͔ͦͨͪ͊ͼ͙͙Φ 

˽͙͔ͪͣͪ ͍·͍ͦ͒͊ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͙ ICMP Echo: 

IP SLA Statistics for Index 12  

Operational state of entry: Active  

Type of operation: icmp - echo  

      Latest operation return code: OK  

      Latest latency value: 7 ms  

Latency values:  

      Number of operations: 2182  

      Latency Min/Avg/Max: 1/6/18 ms  

Number of successes: 2178  

Number of failures: 4  

Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0  

Failed operations due to Unreachable Net/Host/Protocol: 0/0/0  

Failed operati ons due to Exceeded TTL/Time of reassembly: 0/0  

͎͒ :͔ 

- Latest operation return code τ ͟ ͦ͒ ͍͔͊ͪ͘΄͔͙ͤΎ ͔͔͚ͨͦͫ͒ͤ͡ ͍·͔͚ͨͦͤͤͤͦ͡ ͔ͦͨͪ͊ͼ͙͙: 

Á OK τ ͯ ͔ͫͨ΄͔ͤͦ ͍͔͊ͪ͘΄͔͙͔ͤ ͔ͨͪ͒·͒ͯ΅͔͚ ͦ ͔ͨͪ͊ͼ͙͙; 

Á Failed τ ͤ ͔ͯ͒͊;͔ͤͦ ͍͔͊ͪ͘΄͔͙͔ͤ ͔͔͚ͨͦͫ͒ͤ͡ ͨͦͨ·͙ͭ͟ ͙͔͔͙ͣͪͤ͘ΎΦ  

- Latest latency value τ ͤ͊͘;͔͙͔ͤ ͔͔͎ͨͦͫ͒ͤͦ͡ ͔ͯͫͨ΄ͤͦ ͙͔͔͎ͣͪͤͤͦͦ͘ ͔͙ͨͪͦ͒͊ ͍͔͔͙ͪͣͤ 
ͨͪͦͻ͔͙ͦ͗͒ͤΎ L/at-͔ͨ͊ͭ͊͟. 

- Number of operations τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͍͔͖ͨͪͦ͒ͤͤ·ͻ ͍͊ͨͯͫͦ͘͟ ͔ͦͨͪ͊ͼ͙͙Φ  
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- Latency Min/Avg/Max τ ͙͙ͣͤͣ͊͡Έ͔ͤͦΣ ͔͔͔ͫͪ͒ͤ ͙ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͤ͊͘;͔͙ͤΎ ͍͔͔͙ͪͣͤ 
ͨͪͦͻ͔͙ͦ͗͒ͤΎ ͔ͨ͊ͭ͊͟Σ ͨͦ͒ͫ;͙ͭ͊ͤͤ·͔ ͊͘ ͍͔ͪͣΎ ͙͙͗ͤ͘ ͔ͦͨͪ͊ͼ͙͙Φ  

- Number of successes τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔ͯͫͨ΄ͤͦ ͊ͦͤ͘͟;͔ͤͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Φ  

- Number of failures τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔ͤͯ͒͊;ͤͦ ͊ͦͤ͘͟;͔ͤͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Φ  

- Failed operations τ ͫ;͖ͭ;͙͙͟Σ ͦͭͦ͋ͪ͊͗͊Ό΅͙͔ ͙ͦ͟͡;͔͍ͫͭͦ ͙͔͙͔ͣͪͭ͘͡Έͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Σ 
͊ͦͤ͘͟;͙͍΄͙ͻͫΎ ͫ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͦ͒ͦͣ͟ ͦ΄͙͙͋͟. 

5.25.2  ˻͔ͨͪ͊ͼ͙Ύ ¦5t WƛǘǘŜǊ 

˴͊͗͒͊Ύ ͔ͦͨͪ͊ͼ͙Ύ ¦5t WƛǘǘŜǊ ͙͙ͤͼ͙͙͔ͪͯͭ ͍ͦͭͨͪ͊ͯ͟ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͙ͤͦͫͭ ͙͘ ͔ͤͫͦ͟͡Έ͙͟ͻ ¦5t-
͔͍ͨ͊ͭͦ͟Φ ˽͔͍͔ͦͫ͒ͦ͊ͭ͡͡ΈͤͦͫͭΈ ͻ͔͙͔͊ͪ͊ͭͪͯͭͫ͘͟Ύ ͙͙ͭ͊ͣ͟ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ, ͊͟͟ ͙ͦ͟͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍ 
͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͙ͤͦͫͭ ͙ ͍͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͔ͣ͗͒ͯ ͍͔͙ͦͭͨͪ͊ͤ͡Ύ͙ͣΦ ˻͍͚ͫͤͦͤͦ ͙͔ͣͪ͘Ύ͔͚ͣͦ 
ͻ͔͙͙͚͊ͪ͊ͭͪͫͭͦ͟͟ Ύ͍͡Ύ͔ͭͫΎ ͙͔͒͗ͭͭͪ τ ͙ ͔͔͙͔ͣͤͤ͘ ͔͔͎ͣ͗ͨ͊ͭͤͦͦ͟ ͍͔͔͎ͪͣͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡Φ ˻͔ͨͪ͊ͼ͙Ύ ¦5t 
WƛǘǘŜǊ ͔ͭ͊͗͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͔ͣͪ͘ΎͭΈ ͍͔͔͒ͯͫͭͦͪͦͤͤ ͙ ͔͔ͦ͒ͤͦͫͭͦͪͦͤͤ ͍͔ͪͣΎ ͨͪͦͻ͔͙ͦ͗͒ͤΎ ͔͍ͨ͊ͭͦ͟ ͦͭ 
͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͟ ͨͦͯ͡;͔͊ͭ͡Ό ͙ ͦ͋ͪ͊ͭͤͦΦ  

 

˻͔ͨͪ͊ͼ͙Ύ UDP Jitter ͭ ͔͔ͪ͋ͯͭ ͔͙ͨͦ͒͒ͪ͗͟ ͤ͊ ͖ͯ͒͊ͤͤͦͣ͡ ͚͍͔ͯͫͭͪͦͫͭ ͺͯͤ͟ͼ͙ͦͤ͊͊͡ IP SLA 
͙ ͔ͤ ͍͔͙ͫͦͣͫͭͣ͊ ͫ ͚͍͙ͯͫͭͪͦͫͭ͊ͣ ͎͙͒ͪͯͻ ͙͍͙͔͔͚ͨͪͦͦ͒ͭ͘͡Φ 

 

˨͡Ύ ͙͔͔͙ͣͪͤ͘Ύ ͍͔͔͙ͪͣͤ ͨͪͦͻ͔͙ͦ͗͒ͤΎ ¦5t-͔͍ͨ͊ͭͦ͟ ͍ ͦ͒ͤͯ ͫͭͦͪͦͤͯ ͔ͤͦ͋ͻ͙ͦ͒ͣ͊ ͭͦ;π
ͤ͊Ύ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ;͍͊ͫͦ ͤ͊ ͍ͦͭͨͪ͊͡ΎΌ΅͔ͣ ͙ ͙͙ͨͪͤͣ͊Ό΅͔ͣ ͚͍ͯͫͭͪͦͫͭ͊ͻΦ 

˽͔͔ͪ͒ ͙͔ͫͦ͒͊ͤͣ͘ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͚ͤ͊ͫͭͪͦͯ͟ UDP-͍ͨͦͪͭͦ  ͒͡Ύ IP SLA 
Responder ͤ͊ ͖ͯ͒͊ͤͤͦͣ͡ ͚͍͔ͯͫͭͪͦͫͭΣ ͫ ͦͭͦͪ͟·ͣ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔ͦ͋ͣͤ ͔͙ͨ͊ͭ͊ͣ͟Φ ̏ͭͦͭ UDP-ͨͦͪͭ ͔͔ͫ͒ͯͭ͡ 
ͯ͊͊ͭ͘͟Έ ͙ͨͪ ͙͙ͫͦ͒͊ͤ͘ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͍  ͊͟;͔͍͔ͫͭ ͨͦͪͭ͊ ͤ͊ͤ͊͘;͔͙ͤΎΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έͤͦ ͚͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙: 

console ( config )#  

͙́͊͋͡ͼ͊ 5.195 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͚ͤͦ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip sla responder udp_jitter 
port  

port: (1..65535) 

ˤ͟͡Ό;͙ͭΈ Lt {[! wŜǎƻƴŘŜǊ ͙ ͍͙ͯͫͭ͊ͤͦͭΈ ͨͪͦͫͯ͡΄͙͍͔͊ͣ·͚ 
ͨͦͪͭ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter.  
- port ς ͤ ͔ͦͣͪ ͨͦͪͭ͊Φ 

no ip sla responder 
udp_jitter  

˻ͭ͟͡Ό;͙ͭΈ IP SLA Responder.  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͙ͫͦ͒͊ͤ͘Ύ ͔ͦͨͪ͊ͼ͙͚ IP SLA 

ˤ͙͒ ͘ ͊ͨͪͦͫ ͊͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͙ͫͦ͒͊ͤ͘Ύ ͦ ͔ͨͪ͊ͼ͙͚ IP SLA: 

console ( config - ip - sla )#  
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͙́͊͋͡ͼ͊ 5.196 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͙ͫͦ͒͊ͤ͘Ύ ͔ͦͨͪ͊ͼ͙͚ IP SLA 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

udp-jitter  target-address 
target-port [source-address 
source-address] [source-
port source-port] [num-
packets num-packets] 
[interval interval] 

target-port: (1..65535);  
source-port: 

(1..65535)/61040; 
num-packets: (1-1000)/10 

͔͍ͨ͊ͭͦ͟; 
interval: (1-60000)/20 ͣ  ͫ

˿ͦ͒͊ͭ͘Έ ͔ͦͨͪ͊ͼ͙Ό UDP Jitter. 
- target-address τ IPv4-͔͊͒ͪͫΣ ͤ͊ ͟ ͦͭͦͪ·͚ ͋ͯ͒ͯͭ 
͍ͦͭͨͪ͊͡ΎͭΈͫΎ ¦5t-͔ͨ͊ͭ͟·;  
- target-port τ UDP-ͨͦͪͭ ͤ͊ͤ͊͘;͔͙ͤΎΣ ͔͒ͦ͗ͤ͡ ͍ͫͦͨ͊͒͊ͭΈ ͫ 
UDP-ͨͦͪͭͦͣΣ ͔ͤ͊ͫͭͪͦͤͤ·ͣ  ͤ͊ ͔͔͔ͪͫͨͦͤ͒ͪ; 
- source-address τ IPv4-͔͊͒ͪͫΣ ͍ͨͦ͒ͫͭ͊͡ΎΌ΅͙͚ͫΎ ͍ 
͎͍͊ͦͦͦ͘͟͡ ¦5t-͔ͨ͊ͭ͊͟Τ  
- num-packets τ ͟ ͙ͦ͡;͔͍ͫͭͦ ¦5t-͔͍ͨ͊ͭͦ͟ ͍ ͚͊͗͒ͦ͟ 
͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͙ͤͦͫͭ;  
- interval τ ͍͔͔͚ͪͣͤͤͦ ͔ͨͪͦͣ͗ͯͭͦ͟ ͔ͣ͗͒ͯ ͔͙ͨ͊ͭ͊ͣ͟ ͍ 
͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έ͙ͤͦͫͭΦ  

 

˽͔͊ͪ͊ͣͭͪ· ͦͣ͊ͤ͒͟· ζudp-ƧƛǘǘŜǊη ͣ ͎ͦͯͭ ͋·ͭΈ ͔͔͔ͦͨͪ͒ͤ͡· ͭͦ͡Έͦ͟ ͙ͨͪ ͙͙ͫͦ͒͊ͤ͘ ͔ͦͨͪ͊π
ͼ͙͙ ͙ ͔ͤ͒ͦͫͭͯͨͤ· ͒͡Ύ ͒͊͡Έ͔͚ͤ΄͔͎ͦ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟ΎΦ ˨͡Ύ ͙͊͒͊ͤ͘Ύ ͎͙͒ͪͯͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙ͯ͒͊ͭ͡Έ ͫͯ΅͔͍ͫͭͯΌ΅ͯΌ ͔ͦͨͪ͊ͼ͙Ό ͙ ͫͦ͒͊ͭ͘Έ ͍ͤͦͯΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter 

ˤ͙͒ ͘ ͊ͨͪͦͫ͊ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͦ ͔ͨͪ͊ͼ͙͙ UDP Jitter: 

console(config - ip - sla - udp - jitter)#  

͙́͊͋͡ͼ͊ 5.197 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

frequency sec  
secΥ όмΦΦмнуύκсл ͔ͫ͟ 

͍͙̂ͫͭ͊ͤͦͭΈ ;͊ͫͭͦͭͯ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͍ 
͔ͫͯͤ͒͊͟ͻΦ 
- sec τ ;͊ͫͭͦͭ͊ ͍ ·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͍  ͔ͫͯͤ͒͊͟ͻ. 

no frequency ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ;͊ͫͭͦͭ· ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

timeout msec  msec: (1..3600000)/1000 
ͣ  ͫ

͍͙̂ͫͭ͊ͤͦͭΈ ͚ͭ͊ͣ͊ͯͭ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͍  ͙͙͔ͣͫͯͤ͒͊͟͡͡ͻΦ 
- msecs τ ;͊ͫͭͦͭ͊ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͍ 
͙͙͔ͣͫͯͤ͒͊͟͡͡ͻ. 

no timeout  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚ͭ͊ͣ͊ͯͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

request-data-size bytes  
bytes: όнлΦΦмпонύκол ͚͋͊ͭ 

͍͙̂ͫͭ͊ͤͦͭΈ ͙ͦ͟͡;͔͍ͫͭͦ ͚͋͊ͭΣ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͍ ¦5t-͔͔ͨ͊ͭ͟ ͍ 
͊͟;͔͍͔ͫͭ ͒͊ͤͤ·ͻ όpayload). 
- bytes τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͚͋͊ͭΦ 

no request-data-size  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͙ͦ͟͡;͔͍ͫͭ͊ ͚͋͊ͭ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

tos byte  
byte: (1..255)/0 

͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚͋͊ͭ͊ Type of ServiceΣ ͔͔ͨͪ͒͊Ό΅͔͎ͦͫΎ 
͍ ͎͍͔͊ͦͦ͘͟͡ Lt-͔ͨ͊ͭ͊͟ ͍ ͔ͨͦ͡ Differentiated Services Field. 
- byte τ ͘ ͤ͊;͔͙͔ͤ ͋ ͚͔͊ͭ Type of Service ͍  ͨ ͔ͦ͡ Differentiated 
Services Field. 

no tos  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͚͋͊ͭ͊ Type of Service ͨ ͦ ͯͣ ͦ͡;͙͊ͤΌΦ 

tag string 
stringΥ όмΦΦсоύ ͙͍͍ͫͣͦͦ͡  

˭͊͒͊ͭΈ ͔͍ͭͫͭͦ͟·͚ ͔͎ͭ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͙Φ 
- string τ ͭ ͔͍ͫͭͦ͟·͚ ͔͎ͭΦ 

no tag  ̂͋ͪ͊ͭΈ ͔͍ͭͫͭͦ͟·͚ ͔͎ͭΦ 

 

˨͡Ύ ͤͦͪͣ͊͡Έ͎ͤͦͦ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter ͔͔͔ͪͦͣͤ͒ͯͭͫ͟Ύ ͍͙͍ͯͫͭ͊ͤ͊͊ͭ͡Έ 
͍͔͔ͪͣͤͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ· ͔ͦͨͪ͊ͼ͙͙Σ ͙ͫͻͦ͒Ύ ͙͘ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͫͦͦͭͤͦ΄͔͙ͤΎΥ 
frequency > (interval * (num-packets ς 1)) + timeout 

˽͙͔ͪͣͪ ͍ ·͍ͦ͒͊ ͙͙͙ͫͭ͊ͭͫͭ͟ ͒͡Ύ ͔ͦͨͪ͊ͼ͙͙ UDP Jitter: 

IP SLA Statistics for Index 2  

Operational state of entry: Active  

Type of operation: udp - jitter  

      Latest operation return code: OK  

      Latest latency value: 7 ms  

      Latest lost packets count: 0  
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Latency two - way values:  

      Number of Latency two - way samples: 455  

      Latency Min/Avg/Max: 5/7/24 ms  

Latenc y one - way values:  

      Number of SD Latency samples: 0  

      Number of DS Latency samples: 0  

      Source to Destination Latency one way Min/Avg/Max: 0/0/0 ms  

      Source to Destination Latency one way Sum: 0 ms  

      Destination to Source Latency one wa y Min/Avg/Max: 0/0/0 ms  

      Destination to Source Latency one way Sum: 0 ms  

Jitter values:  

      Source to Destination positive jitter Min/Avg/Max: 1/2/20 ms  

      Source to Destination positive jitter Num/Sum: 272/706 ms  

      Source to Destination negative jitter Min/Avg/Max: 2/3/6 ms  

      Source to Destination negative jitter Num/Sum: 91/311 ms  

      Destination to Source positive jitter Min/Avg/Max: 1/2/17 ms  

      Destination to Source positive jitter Num/Sum: 96/241 ms 

      Destination to Source negative jitter Min/Avg/Max: 1/1/6 ms  

      Destination to Source negative jitter Num/Sum: 29/46 ms  

Packet Loss values:  

      Out Of Sequence: 0  

Number of successes: 91  

Number of failures: 0  

Operations failed due to TimeOut/U nable Send/Bad Reply: 0/0/0  

Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0  

Operations failed due to Exceeded TTL/Time of reassembly: 0/0  

 

˿͙͙ͭ͊ͭͫͭ͊͟ ͔͎ͦ͒ͤͦͫͭͦͪͦͤͤͦ ͨͪͦͻ͔͙ͦ͗͒ͤΎ ͔͍ͨ͊ͭͦ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͨͯͫͭ͊ ͙͘-͊͘ ͍͙ͦͭͫͯͭͫͭΎ 
͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͍͔͔͙ͪͣͤ ͤ͊ ͚͍ͯͫͭͪͦͫͭ͊ͻ ͙ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͔͔ͤͦͪͪͭͤ͟͟·ͻ ͤ͊͘;͔͙͚ͤΦ 

͎͒ :͔ 

- Latest operation return code τ ͟ ͦ͒ ͍͔͊ͪ͘΄͔͙ͤΎ ͔͔͚ͨͦͫ͒ͤ͡ ͍·͔͚ͨͦͤͤͤͦ͡ ͔ͦͨͪ͊ͼ͙͙: 

Á OK τ ͯ ͔ͫͨ΄͔͔ͤ ͘ ͍͔͊ͪ΄͔͙͔ͤ ͔ͨͪ͒·͒ͯ΅͔͚ ͔ͦͨͪ͊ͼ͙͙; 

Á Failed τ ͤ ͔ͯ͒͊;͔ͤͦ ͍͔͊ͪ͘΄͔͙͔ͤ ͔͔͚ͨͦͫ͒ͤ͡ ͨͦͨ·͙ͭ͟ ͙͔͔͙ͣͪͤ͘ΎΦ  

- Latest latency value τ ͤ͊͘;͔͙͔ͤ ͔͔͚ͨͦͫ͒ͤ͡ ͔ͯͫͨ΄ͤͦ ͙͔͔͚ͣͪͤͤͦ͘ ͍͔͚͒ͯͫͭͦͪͦͤͤ 
͔͙͊͒ͪ͗͘͟Φ  

- Latest lost packets count τ ͘ ͤ͊;͔͙͔ͤ ͫ;͔ͭ;͙͊͟ ͔ͨͦͭͪΈ ͍ ͔͔ͨͪ͒͊͡ͻ ͚ͦ͒ͤͦ ͨͪͦ͋·Φ 

- Latency two-way values τ ͙͙ͫͭ͊ͭͫͭ͊͟ ͙͔͔͙ͣͪͤ͘Ύ ͍͔͎͒ͯͫͭͦͪͦͤͤͦ ͍͔͔͙ͪͣͤ ͨͪͦͻ͔͙ͦ͗͒ͤΎ 
͔͍ͨ͊ͭͦ͟Φ  

- Latency one-way values τ ͙͙ͫͭ͊ͭͫͭ͊͟ ͙͔͔͙ͣͪͤ͘Ύ ͔͎ͦ͒ͤͦͫͭͦͪͦͤͤͦ ͍͔͔͙ͪͣͤ ͨͪͦͻ͔͙ͦ͗͒ͤΎ 
͔͍ͨ͊ͭͦ͟: 

Á SD τ ͦ ͭ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͟ ͨͦͯ͡;͔͊ͭ͡Ό (source-to-destination); 

Á DS τ ͦ ͭ ͨͦͯ͡;͔͊ͭ͡Ύ ͟ ͍͙͔ͦͭͨͪ͊ͭ͡Ό (destination-to-source).  

- Jitter values τ ͙͙ͫͭ͊ͭͫͭ͊͟ ͙͔͔͙ͣͪͤ͘Ύ ͔͎ͦ͒ͤͦͫͭͦͪͦͤͤͦ ͙͔͒͗ͭͭͪ͊Φ ˻͔ͭ͒͡Έͤͦ ͯ;͙ͭ·͍͊ΌͭͫΎ 
͙͔ͨͦͦ͗ͭ͡͡Έͤ·͔ ͙ ͙ͦͭͪͼ͔͊ͭ͡Έͤ·͔ ͤ͊͘;͔͙ͤΎ ͙͔͒͗ͭͭͪ͊ ͍ ͊͗͒ͦͣ͟ ͙͘ ͍͔͙͚ͤ͊ͨͪ͊ͤ͡Φ  

- Out Of Sequence τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟Σ ͍͔͍ͪͤͯ΄͙ͻͫΎ ͍͔ͤ ͦ;͔͔͙ͪ͒Φ  

- Number of successes τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔ͯͫͨ΄ͤͦ ͊ͦͤ͘͟;͔ͤͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Φ  

- Number of failures τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔ͤͯ͒͊;ͤͦ ͊ͦͤ͘͟;͔ͤͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Φ  

- Failed operations τ ͫ;͖ͭ;͙͙͟Σ ͦͭͦ͋ͪ͊͗͊Ό΅͙͔ ͙ͦ͟͡;͔͍ͫͭͦ ͙͔͙͔ͣͪͭ͘͡Έͤ·ͻ ͔ͦͨͪ͊ͼ͙͚Σ 
͊ͦͤ͘͟;͙͍΄͙ͻͫΎ ͔ͤͯ͒͊;ͤͦ ͫ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͦ͒ͦͣ͟ ͦ΄͙͙͋͟. 
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5.26 ˹͚͊ͫͭͪͦ͊͟ Green Ethernet 

Green Ethernet τ ͔ͭͻ͎͙ͤͦͦ͡ΎΣ ͍ͨͦͦ͘͡ΎΌ΅͊Ύ ͙͙ͫͤͭ͘Έ Ή͔͎͔͔͙͔ͤͪͦͨͦͭͪ͋ͤ͡ ͚͍ͯͫͭͪͦͫͭ͊ ͊͘ ͫ;͔ͭ 
ͦͭ͟͡Ό;͔͙ͤΎ ͙͙ͨͭ͊ͤΎ ͒͡Ύ ͔͙͍ͤ͊ͭͤ͟·ͻ Ή͔͙ͭͪ͟͡;͔͙ͫ͟ͻ ͍ͨͦͪͭͦ ͙ ͙͔͔͙ͣͤͤ͘Ύ ͍ͯͪͦͤΎ ͔͔͍͔͎ͨͪ͒͊͊ͣͦͦ 
͙͎ͫͤ͊͊͡ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͙͒ͤ͡· ͔͊͋͟͡ΎΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.198 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

green-ethernet energy-detect 

-κ͍͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͔͙͍ͤ͊ͭͤ͟·ͻ ͨͦͪπ
͍ͭͦ 

no  green-ethernet  
energy-detect 

˻ͭ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͔͙͍ͤ͊ͭͤ͟·ͻ 
͍ͨͦͪͭͦ 

green-ethernet short-reach 

-/͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͍ͨͦͪͭͦΣ ͟ ͦͭͦ͟π
ͪ·ͣ ͨͦ͒͟͡Ό;͊ΌͭͫΎ ͚͍ͯͫͭͪͦͫͭ͊ ͫ ͙͚͒ͤͦ͡ ͔͊͋͟͡Ύ ͨͦ͒͟͡Ό;͔π
͙ͤΎ ͔ͣͤΈ΄͔ ͎͍͎ͨͦͪͦͦͦͦ ͤ͊͘;͔͙ͤΎΣ ͍͙͍͔͎ͯͫͭ͊ͤ͊͊ͣͦͦ͡ ͫ ͨͦπ
ͣͦ΅ΈΌ ͦͣ͊ͤ͒͟· green-ethernet short-reach threshold 

no green-ethernet short-reach  ˻ͭ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ 
͙͒ͤ͡· ͔͊͋͟͡Ύ 

green-ethernet short-reach 
threshold value 

value: (0..70 ͣ ͔ͭπ
͍ͪͦ)/40 

 
 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͍͔ͨͦͪͦͦͦ ͤ͊͘;͔͙͔ͤ ͒͡Ύ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Όπ
΅͔͎ͦ ͔͙ͪ͗ͣ͊ ǎƘƻǊǘ-reach.  

no green-ethernet short-reach 
threshold 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.199 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

green-ethernet energy-detect 

-/͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no  green-ethernet energy-de-
tect 

˻ͭ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

green-ethernet short-reach 

-/͍͟ ͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙͒ͤ͡· 
͔͊͋͟͡ΎΦ 

no green-ethernet short-reach  ˻ͭ͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ 
͙͒ͤ͡· ͔͊͋͟͡ΎΦ 

green-ethernet short-reach force 

-/͍·͟͡Ό;͔ͤ 

˽͔͔ͪͣ͊ͤͤͭͤͦ ͍͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ 
ͨͦͪͭ͊Φ 

no green-ethernet short-reach 
force  

˽͔͔ͪͣ͊ͤͤͭͤͦ ͍͟͡Ό;͔͊ͭ Ή͔͎͔͔͎ͤͪͦͫ͋ͪ͊Ό΅͙͚ ͔͙ͪ͗ͣ ͒͡Ύ 
ͨͦͪͭ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ tǊƛǾƛƭŜƎŜŘ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ tǊƛǾƛƭŜƎŜŘ EXEC: 

console # 
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͙́͊͋͡ͼ͊ 5.200 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show green-ethernet [giga-
bitethernet gi_port | 
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ƎǊŜŜƴ-ethernet. 

green-ethernet power-me-
ter reset 

τ 
˿͋ͪ͊ͫ·͍͔͊ͭ ͫ;͔ͭ;͙͟ ͙͔͙͔ͣͪͭ͘͡Ύ ͣͦ΅͙ͤͦͫͭΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˻͙ͭͦ͋ͪ͊ͭ͘Έ ͙͙ͫͭ͊ͭͫͭͯ͟ green-ethernet: 

console# show green - ethernet   

Energy - Detect mode: Enabled  

Short - Reach mode: Enabled  

Power Consumption: 91% (12.14W out of maximum 13.33W)  

Cumulative Energy Saved: 1 [Watt*Hour]  

Short - Reach cable length threshold: 10m  

 

Port        Energy - Detect           Short - Reach           VCT Cable  

          Admin Oper Reason    Admin Force Oper Reason    Length(m)  

--------   -----  ----  -------    -----  -----  ----  -------    ----------  

gi1/0/1     on   off    LU      on    off   on                 10  

gi1/0/2     on   off    LU      on    off   on                  4  

gi1/0/3     on   off    LU      on    off   on                  4  

gi1/0 /4     on   off    LU      on    off   on                  4  

gi1/0/5     on   off    LU      on    off   on                  4  

gi1/0/6     on   off    LU      on    off   on                  4  

gi1/0/7     on   off    LU      on    off   on                  4 

gi1/0/8     on   off    LU      on    off   on                  4  

gi1/0/9     on   off    LU      on    off   on                  5  

gi1/0/10    on   off    LU      on    off   on                  4  

gi1/0/11    on   off    LU      on    off   on                  4 

gi1/0/12    on   off    LU      on    off   on                  4  

gi1/0/13    on    on            on    off  off   LD    

gi1/0/14    on   off    LU      on    off  off   LL            60  

gi1/0/15    on   off    LU      on    off  off   LL            60 

gi1/0/16    on   off    LU      on    off  off   LL            60  

gi1/0/17    on   off    LU      on    off  off   LL            59  

gi1/0/18    on   off    LU      on    off  off   LL            60  

gi1/0/19    on   off    LU      on    off  off   L L            59  

gi1/0/20    on   off    LU      on    off  off   LL            59  

gi1/0/21    on   off    LU      on    off  off   LL            61  

gi1/0/22    on   off    LU      on    off  off   LL            60  

gi1/0/23    on   off    LU      on    off  off   LL            59  

gi1/0/24    on   off    LU      on    off  off   LL            60  

gi1/0/25    on   off    LT      on    off  off   LT            11  

gi1/0/26    on   off    LT      on    off  off   LT            12  

gi1/0/27    on   off    LT      on     off  off   LT            11  

gi1/0/28    on   off    LT      on    off  off   LT            11  

 

LU τ ͙ ͔ͤͭͪͺ͔͚ͫ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ ¦tΦ 
LD τ ͙ ͔ͤͭͪͺ͔͚ͫ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ 5h²bΦ 
LL τ ͒ ͙ͤ͊͡ ͔͊͋͟͡ΎΣ ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͟ ͙͔ͤͭͪͺ͔͚ͫͯ ͔͍ͨͪ·΄͔͊ͭ ͎͍͔ͨͦͪͦͦͦ ͤ͊͘;͔͙͔ͤΦ 
LT τ ͙ ͔ͤͭͪͺ͔͚ͫ Ύ͍͡Ύ͔ͭͫΎ ͙ͦͨͭ;͔͙ͫͣ͟Φ 
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5.27 ͔͙͙͔̏ͭͪͦͨͭ͊ͤ͟͡ ͨ ͦ ͙͙ͤ͡Ύͣ Ethernet (PoE) 

˸͔͙ͦ͒͡ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͫ ͫͯͺͺ͙ͫͦͣ͟ ΨPΩ ͍ ͦ͋ͦͤ͊͘;͔͙͙ͤ ͔͙͍ͨͦ͒͒ͪ͗͊Όͭ Ή͔͙͙͔ͭͪͦͨͭ͊ͤ͟͡ ͚͍ͯͫͭͪͦͫͭ 
ͨͦ ͙͙͙ͤ͡ Ethernet ͍  ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύ͙ͣ IEEE 802.3af (PoEύ ͙ IEEE 802.3at (PoE+). ˴ ͙ͦ͡;͔͍ͫͭͦ 
͍ͨͦͪͭͦΣ ͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͻ PoE ͙  ͙ͣ͊ͫͣ͊͟͡Έͤ͊Ύ ͫͯͣͣ͊ͪͤ͊Ύ ͣͦ΅ͤͦͫͭΈ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͍͊ͪΈ͙ͪͯΌͭͫΎ ͒͡Ύ 
ͪ͊ͤ͘·ͻ ͔͔͚ͣͦ͒͡Φ ˽ͦ͒ͪͦ͋ͤ·͔ ͍͔͔͙ͫ͒ͤΎ ͨͦ ͚͊͗͒ͦ͟ ͔͙ͣͦ͒͡ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͣͦ͗ͤͦ ͚͙ͤ͊ͭ ͍ ͔ͨͦ͒ͪ͊͒͘͡ ͔

2.3. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.201 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤ/  ˭ ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

power inline limit -mode 
{port | class} 

-/class 

ˤ·͋ͦͪ ͪ ͔͙͗ͣ͊ ͦ ͎͙ͪ͊ͤ;͔͙ͤΎ ͣ ͦ΅͙ͤͦͫͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ.  
- port τ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙͊͒ͣπ
͙͙͍ͤͫͭͪ͊ͭͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͨͦͪͭ͊; 
- class τ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭͫ͡Ύ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͊ͫͫ͊͟͡ 
ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊. 

power inline us-
age-threshold percent 

percent: (1..99)/95 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͨ ͎ͦͪͦ ͨ ͔ͦͭͪ͋͡Ύ͔͚ͣͦ ͣ ͦ΅͙ͤͦͫͭΣ ͙ͨͪ ͦͭͦͪͦͣ͟ 
ͺ͙͔ͦͪͣͪͯͭͫΎ ͙ͤͺͦͪͣ͊ͼ͙͔ͦͤͤͦ ͫͦͦ͋΅͔͙͔ͤ (snmp trap) ͦ  
͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊. 

no power inline us-
age-threshold 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͎ͨͦͪͦ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

power inline traps enable 

τ 

˾͔͊ͪ͘΄͔͙͔ͤ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ 
͒͡Ύ ͙͔ͨͦ͒ͫͫͭͣ· PoE. 

no power inline traps ena-
ble 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͟ ͔ͨ͊ͪ͊ͣͭͪ͊ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ 
˽  ͦͯ ͣͦ͡;͙͊ͤΌ ͦ ͍ͭͨͪ͊͊͟ ͙ ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͘ ͊π
͔ͨͪ΅͔ͤ͊. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ ͊

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console #configure   

console(config)# interface  { faste thernet  fa _port | gigabitethernet  gi _port }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.202 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ ͊Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

power inline {auto | never} -/auto 

˴ͦͣ͊ͤ͒͊ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͙͔ͫͫͭͣ· Ή͔͙ͭͪͦͨ͟͡π
͙ͭ͊ͤΎ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
- auto τ ͔ͪ͊ͪ͘΄͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ 
PoE-͚͍ͯͫͭͪͦͫͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ ͍͟͡Ό;͔͊ͭ ͨͦ͒͊;ͯ Ή͔͙ͭͪͦͨ͟͡π
͙ͭ͊ͤΎ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ; 
- never τ ͔͊ͨͪ͘΅͔͊ͭ ͪ͊͋ͦͭͯ ͨͪͦͭͦͦ͊͟͡ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ 
PoE-͚͍ͯͫͭͪͦͫͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ͙ ͦͭ͟͡Ό;͔͊ͭ ͨͦ͒͊;ͯ Ή͔ͭͪͦ͟͡π
͙͙ͨͭ͊ͤΎ. 

power inline powered-de-
vice pd_type pd_type:(1..24 ͫ ͙͍ͣͦπ

͍ͦ͡)/͔ͤ ͊͒͊ͤͦ͘ 

˨͍ͦ͋͊͡Ύ͔ͭ ͙͍ͨͪͦͦ͘͡Έ͔ͤͦ ͙͙͔ͦͨͫ͊ͤ PoE-͚͍ͯͫͭͪͦͫͭ͊ ͒͡Ύ ͨͦπ
ͣͦ΅͙ ͍ ͙͙͙͍͙͙͊͒ͣͤͫͭͪͪͦ͊ͤ ͚͍ͯͫͭͪͦͫͭ͊Φ 

no power inline pow-
ered-device 

̂͒͊͡Ύ͔ͭ ͔͔ͪ͊ͤ ͔͊͒͊ͤͤͦ͘ ͙͙͔ͦͨͫ͊ͤ PoE -͚͍ͯͫͭͪͦͫͭ͊ . 
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power inline priority {criti-
cal | high | low}  -/low 

˭͖͊͒͊ͭ ͙͙͔ͨͪͦͪͭͭ ͙͔ͤͭͪͺ͔͚ͫ͊ PoE ͨ ͙ͪ ͍͔͙͙ͯͨͪ͊ͤ͡ Ή͔ͭͪͦ͟͡π
͙͙͔ͨͭ͊ͤͣΦ 
- critical ς ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͙͍ͤ͊·ͫ΄͙͚ ͙͙͔ͨͪͦͪͭͭ Ή͔͙ͭͪͦͨ͟͡π
͙ͭ͊ͤΎΦ ͔͙͙͔̏ͭͪͦͨͭ͊ͤ͟͡ ͍ͨͦͪͭͦ ͫ ͙ͭ͊ͣ͟ ͙͙͔ͨͪͦͪͭͭͦͣ ͔͋ͯ͒ͭ 
͔ͨͪͪ͊͟΅͊ͭΈͫΎ ͍ ͔ͨͦͫ͒ͤ͡ΌΌ ͦ;͔͔ͪ͒Έ ͨ ͙ͪ ͔͔͎͔ͨͪͪͯ͘͟ ͙ͫπ
͔ͫͭͣ· PoE; 
- high ς ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͍·͙͚ͫͦ͟ ͙͙͔ͨͪͦͪͭͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡ΎΤ 
- low ς ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͙͙͚ͤ͘͟ ͙͙͔ͨͪͦͪͭͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ. 

no power inline priority ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͨ ͙͙͔ͪͦͪͭͭ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

power inline limit power 

power: (0..30000)/30000 
ͣˤͭ 

˹͊ͤ͊͘;͔͊ͭ ͔͔ͨͪ͒͡ ͣͦ΅͙ͤͦͫͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͒͡Ύ ͍·͋ͪ͊ͤπ
͎ͤͦͦ ͨͦͪͭ͊. 

no power inline limit  
ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͔͔ͨͪ͒͡ ͣͦ΅͙ͤͦͫͭ ͨͦ ͯͣͦ͡;͙͊ͤΌ ό ͨͦ 
ͯͣͦ͡;͙͊ͤΌ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭͫ͡Ύ ͙ͣ͊ͫͣ͊͟͡Έͤ·͚ ͔͔ͨͪ͒͡ ͣͦ΅ͤͦπ
͙ͫͭ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ). 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ tǊƛǾƛƭŜƎŜŘ EXEC: 

console # 

͙́͊͋͡ͼ͊ 5.203 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show power inline [giga-
bitethernet gi_port | 
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͫ ͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ 
͔͙͍ͨͦ͒͒ͪ͗͊Ό΅͙ͻ ͙͙͔ͨͭ͊ͤ ͨͦ ͙͙͙ͤ͡ tƻ9Σ ͙͙͡ ͭͦ͡Έͦ͟ ͍·π
͎͋ͪ͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊. 

show power inline con-
sumption [gigabitethernet 
gi_port | fastethernet 
fa_port] 

τ 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͻ͔͙͙͙͊ͪ͊ͭͪͫͭ͟͟ ͔͔͙ͨͦͭͪ͋ͤ͡Ύ ͣͦ΅͙ͤͦͫͭ ͍͔ͫͻ 
PoE-͙͔ͤͭͪͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙͙͡ ͭͦ͡Έͦ͟ ͍·͎͋ͪ͊ͤͤͦͦ ͙ͤπ
͔ͭͪͺ͔͚ͫ͊Φ 

show power inline version 
τ 

˻͔ͭͦ͋ͪ͊͗͊ͭ ͍͔͙ͪͫΌ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͦͤͭͪͦ͟͡π
͔ͪ͊͡ ͙͔ͨͦ͒ͫͫͭͣ· tƻ9Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͍͔ͫͻ ͙͔ͤͭͪ ͺ͔͚͍ͫͦ ͚͍ͯͫͭͪͦͫͭ͊ 

console# show power inline  

 

Port based power - limit mode  

 

Unit  Power    Nominal   Consumed       Usage      Traps      Temp (C)  

               Power     Power          Threshold  

----   -------   -------    -------          ------     --------   --------  

 1     On    300 Watts  50 Watts (17 %)   95        Disable   0  

 2     Off     1 Watts   0 Watts (0%)    95        Disable   0 

 3     Off     1 Watts   0 Watts (0%)    95        Disable   0 

 4     Off     1 Watts   0 Watts (0%)    95        Disable   0 

  

Port    Powered Device       State       Status   Priority Class  

-----    --------------        -----------  --------  --------  -------  

gi1/0/1 IP Phone Model A     Auto        On       High     Class0  

gi1/0/2 Wireless AP Model A  Auto        On       Low      Class1  

gi1/0/3                      Auto        Off      Low      N/A  

...  



 

200         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊ 

console# show power inline  gi1/ 0/1  

Port    Powered Device    State   Status Priority  Class  

-----    --------------     -------  ------  --------   -------  

gi1/ 0/1 IP Phone Model A  Auto     On     High     Class0  

 

Time range:  

Power limit (for port power - limit mode): 30W 

Port Status:               Port is on -  valid capacitor/resistor detected  

Overload Counter:          0 

Short Counter:              0 

Denied Counter:            0 

Absent Counter:           0 

Invalid Signature Counter: 0  

˻͙͙͔ͨͫ͊ͤ ͔ͦͭͦ͋ͪ͊͗͊ͣ·ͻ ͨ ͔͍͊ͪ͊ͣͭͪͦ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨ ͙͍͔͔ͪ͒ͤͦ ͍ ͙ͭ͊͋͡ͼ͔Φ 

͙́͊͋͡ͼ͊ 5.204 τ ˽ ͔͊ͪ͊ͣͭͪ· ͫͭ͊ͭͯͫ͊ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ 
Power ˿ͭ͊ͭͯͫ ͙͔ͨͦ͒ͫͫͭͣ· Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ tƻ9. 

Nominal Power ˹͙ͦͣͤ͊͡Έͤ͊Ύ ͣͦ΅ͤͦͫͭΈ ͙ͫͭͦ;͙ͤ͊͟ ͙͙ͨͭ͊ͤΎ ͙͔ͨͦ͒ͫͫͭͣ· tƻ9.  

Consumed Power ˮ͔͔͔ͣͪͤͤͦ͘ ͘ ͤ͊;͔͙͔ͤ ͔ͨͦͭͪ͋͡Ύ͔͚ͣͦ ͣͦ΅͙ͤͦͫͭΦ 

Usage Threshold ˽͎͍͔ͦͪͦͦͦ ͤ͊͘;͔͙͔ͤ ͔ͨͦͭͪ͋͡Ύ͔͚ͣͦ ͣͦ΅͙ͤͦͫͭΣ ͙ͨͪ ͦͭͦͪͦͣ͟ ͺ͙͔ͦͪͣͪͯͭͫΎ ͙ͤͺͦͪͣ͊ͼ͙π
͔ͦͤͤͦ ͫͦͦ͋΅͔͙͔ͤ όǎƴƳǇ ǘǊŀǇύ ͦ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͨͦͪͦ͊. 

Traps ˻͔ͭͦ͋ͪ͊͗͊ͭ ͔ͪ͊ͪ͘΄͔͙͔ͤ ͺ͙͍͙͔ͦͪͣͪͦ͊ͤ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ. 

Port ˻͋ͦͤ͊͘;͔͙͔ͤ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟. 

Powered device ˻͙͙͔ͨͫ͊ͤ tƻ9-͚͍ͯͫͭͪͦͫͭ͊. 

State ˢ͙͙͙͍͔͒ͣͤͫͭͪ͊ͭͤͦ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͪͭ͊Φ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ τ ŀǳǘƻ ͙ 
never. 

Priority ˽͙͙͔ͪͦͪͭͭ ͍͔͙ͯͨͪ͊ͤ͡Ύ Ή͔͙͙͔ͭͪͦͨͭ͊ͤͣ͟͡ ͨͦͪͭ͊Φ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ τ critical, high, 
low. 

Status ˻͔͙͍͔ͨͪ͊ͭͤͦ ͫͦͫͭͦΎ͙͔ͤ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͨͦͪͭ͊Φ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ 
Off τ ͙͙͔ͨͭ͊ͤ ͨͦͪͭ͊ ͍·͟͡Ό;͔ͤͦ ͙͙͙͍͊͒ͣͤͫͭͪ͊ͭͤͦ; 
Searching τ ͨ ͙͙͔ͭ͊ͤ ͨͦͪͭ͊ ͍͟͡Ό;͔ͤͦΣ ͙͙͔ͦ͗͒͊ͤ ͨͦ͒͟͡Ό;͔͙ͤΎ PoE-͚͍ͯͫͭͪͦͫͭ͊;  
On τ ͨ ͙͙͔ͭ͊ͤ ͨͦͪͭ͊ ͍͟͡Ό;͔ͤͦ ͙ ͔ͫͭΈ ͙͔͙͔͔ͨͪͫͦ͒ͤͤͤͤͦ PoE-͚͍ͯͫͭͪͦͫͭͦ; 
Fault τ ͍͙͊͊ͪΎ ͙͙ͨͭ͊ͤΎ ͨͦͪͭ͊. PoE-͚͍ͯͫͭͪͦͫͭͦ ͙͊ͨͪͦͫͦ͘͡ ͣͦ΅ͤͦͫͭΈ ͋ͦ͡Έ΄ͯΌΣ ;͔ͣ ͒ͦπ
ͫͭͯͨͤͦ ͙͙͡ ͔ͨͦͭͪ͋͡Ύ͔ͣ͊Ύ PoE-͚͍ͯͫͭͪͦͫͭͦͣ ͣͦ΅ͤͦͫͭΈ ͔͍ͨͪ·͙ͫ͊͡ ͊͒͊ͤͤ͘·͚ ͔͔ͨͪ͒͡Φ 

Classification ˴͙͊ͫͫ͡ͺ͙͊͟ͼ͙Ύ ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ L999 802.3af, IEEE 802.3at. 

Overload Counter ˿;͔ͭ;͙͟ ͙ͦ͟͡;͔͍ͫͭ͊ ͫͯ͡;͔͍͊ ͔͔͎͙ͨͪͪͯ͘͟ ͨͦ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ό. 

Short Counter ˿;͔ͭ;͙͟ ͫͯ͡;͔͍͊ ͎ͦͪͦͭͦͦ͟͟ ͊ͣ͘·͙͊ͤ͟ΎΦ 

Denied Counter ˿;͔ͭ;͙͟ ͫͯ͡;͔͍͊ ͦͭ͊͊͘͟ ͍ ͨͦ͒͊;͔ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ. 

Absent Counter ˿;͔ͭ;͙͟ ͫͯ͡;͔͍͊ ͔ͨͪͪ͊͟΅͔͙ͤΎ Ή͔͙͙ͭͪͦͨͭ͊ͤ͟͡Ύ ͙͘-͊͘ ͦͭ͟͡Ό;͔͙ͤΎ ͙͔͎ͨͭ͊ͣͦͦ ͚͍ͯͫͭͪͦͫͭ͊. 

Invalid Signature 
Counter 

˿;͔ͭ;͙͟ ͦ΄͙͋ͦ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ tƻ9-͚͍ͯͫͭͪͦͫͭ. 

5.28 ̅ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

5.28.1 ̅ ͯͤ͟ͼ͙͙ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ 

˿ ͼ͔͡ΈΌ ͍ͨͦ·΄͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͫͯ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙ͤ͊ͫͭͪͦͭΈ ͚͊ͦ͟͟-
͙͋ͦ͡ ͨͦͪͭ ͭ͊͟Σ ;ͭͦ͋· ͒ͦͫͭͯͨ ͟ ͦͣͣͯͭ͊ͭͦͪͯ͟ ;͔͔ͪ͘ Ήͭͦͭ ͨͦͪͭ ͔͍ͨͪ͒ͦͫͭ͊͡Ύͫ͡Ύ ͭͦ͡Έͦ͟ ͊͒͊ͤͤ͘·ͣ 
͚͍ͯͫͭͪͦͫͭ͊ͣΦ ̅ͯͤ͟ͼ͙Ύ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ ͍ͦͫͤͦ͊ͤ͊ ͤ͊ ͔͔͔͙͙ͦͨͪ͒ͤ͡ ˸ˢ˿-͔͍͊͒ͪͫͦΣ ͦͭͦͪ͟·ͣ ͔ͪ͊ͪ͘΄͔͊ͭͫΎ 
͒ͦͫͭͯͨΦ a!/-͔͊͒ͪͫ͊ ͎ͣͦͯͭ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ· ͍ͪͯ;ͤͯΌ ͙͙͡ ͙ͯ͘;͔ͤ· ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˽͔ͦͫ͡ ͙ͯ͘;͔͙ͤΎ 
͔ͤͦ͋ͻ͙ͦ͒ͣ·ͻ ͔͍͊͒ͪͫͦ ͨͦͪͭ ͔͔ͫ͒ͯͭ͡ ͙͍͊͋ͦͪͦ͊ͭ͘͟͡ΈΣ ͊͘΅͙͙͍ͭ ͔͎ͦ ͦͭ ͔͙ͨͦͫͭͯͨͤ͡Ύ ͔͍ͨ͊ͭͦ͟ ͫ 
͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ ͎ͦ͒͊͟ ͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·͚ ͨͦͪͭ ͨͦͯ͡;͔͊ͭ ͔ͨ͊ͭ͟Σ ͙ a!/-
͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟ ͔ͤ ͍ͫΎ͊ͤ͘ ͫ Ή͙ͭͣ ͨͦͪͭͦͣΣ ͙͍͙͙͔͊ͭͪͯͭͫ͘͟Ύ ͔ͣͻ͙͊ͤͣ͘ ͊͘΅͙ͭ·Σ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ 
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͎ͦͭͦͪͦͦ͟ ͎ͣͦͯͭ ͋·ͭΈ ͙ͨͪͤΎͭ· ͔ͫ͒ͯ͡Ό΅͙͔ ͔ͣͪ·Υ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟·Σ ͨͦͫͭͯͨ͊Ό΅͙͔ ͤ͊ 
͙͍͊͋ͦͪͦ͊ͤͤ͘͟͡·͚ ͨͦͪͭ, ͨ ͔͔ͪͫ·͊͡ΌͭͫΎΣ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΣ ͙͋ͦ͡ ͔͗ ͨͦͪͭΣ ͙ͨͪͤΎ͍΄͙͚ ͔ͨ͊ͭ͟, ͦ ͭ͟͡Ό;͔͊ͭͫΎΦ 
̅ͯͤ͟ͼ͙Ύ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ Locked tƻǊǘ ͍ͨͦͦ͘͡Ύ͔ͭ ͫͦͻ͙ͪ͊ͤͭΈ ͙ͫͨͫͦ͟ ͙ͯ͘;͔ͤͤ·ͻ a!/-͔͍͊͒ͪͫͦ ͍ ͺ͚͔͊͡ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Φ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ Ήͭͦͭ ͙ͫͨͫͦ͟ ͣͦ͗ͤͦ ͍͍͙ͦͫͫͭ͊ͤͦͭΈ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

 

˿ͯ΅͔͍͔ͫͭͯͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͦ͟͡;͔͍ͫͭͦ ˸ˢ˿-͔͍͊͒ͪͫͦΣ ͔ͦͭͦͪͦ͟ ͔ͣͦ͗ͭ ͙ͯ͘;͙ͭΈ ͨͦͪͭ, ͙ͫπ
ͨͦ͡Έͯ͘Ό΅͙͚ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ·Φ ˨͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ MES1024/MES1124/MES2124 Ήͭͦ ͎ͦͪ͊π
͙ͤ;͔͙͔ͤ ͍ͪ͊ͤͦ мну ͔͊͒ͪͫ͊ͣ ͤ͊ ͨͦͪͭΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.205 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet, ͎ ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

port security max num 

num: (0Χ1024)/1 

˭͔͊͒͊ͭ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ MAC-͔͍͊͒ͪͫͦΣ ͔ͦͭͦͪͦ͟ 
͔ͣͦ͗ͭ ͙ͯ͘;͙ͭΈ ͨͦͪͭ. 

no port security max ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

port security routed se-
cure-address ˸ ˢ ˿

̅ͦͪͣ͊ͭ ˸ˢ˿ ͔͊͒ͪͫ͊Υ 
H.H.H, H:H:H:H:H:H, 

HπHπHπH-H-H 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͊͘΅͙΅͔ͤͤ·͚ ˸ˢ˿-͔͊͒ͪͫΦ 

no port security routed se-
cure-address 

̂͒͊͡Ύ͔ͭ ͊͘΅͙΅͔ͤͤ·͚ ˸ˢ˿-͔͊͒ͪͫΦ 

port security 

trap: όмΦΦмллллллύ ͔ͫ͟ 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˣ͙͔ͦͪͯͭ͟͡ ͺͯͤ͟π
ͼ͙Ό ͙ͯ͘;͔͙ͤΎ ͍ͤͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˽͔͊ͭ͟· ͫ ͔ͤπ
͙ͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ ˴ͦπ
ͣ͊ͤ͒͊ ͎͙͊ͤ͊ͦ͡;ͤ͊ ͔ͦͣ͊ͤ͒͟ port security discard. 

port security forward 
[trap trap] 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˣ͙͔ͦͪͯͭ͟͡ ͺͯͤ͟π
ͼ͙Ό ͙ͯ͘;͔͙ͤΎ ͍ͤͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˽͔͊ͭ͟· ͫ ͔ͤπ
͙ͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ ͔͔ͨͪͫ·͊͡ΌͭͫΎΦ 

port security discard 
[trap trap] 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˣ͙͔ͦͪͯͭ͟͡ ͺͯͤ͟π
ͼ͙Ό ͙ͯ͘;͔͙ͤΎ ͍ͤͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ ˽͔͊ͭ͟· ͫ ͔ͤπ
͙ͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ 

port security discardπshut-
down [trap trap] 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˤ·͟͡Ό;͔͊ͭ ͨͦͪͭ 
͙ͨͪ ͔͙͙ͨͦͫͭͯͨͤ͡ ͔͍ͨ͊ͭͦ͟ ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣΦ 
˽͔͊ͭ͟· ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ 
ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎΦ 

port security trap trap ˭͔͊͒͊ͭ ;͊ͫͭͦͭͯ ͎͔͔͙͔ͤͪͪͯͣ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ {bat 
͙ͨͪ ͔͙͙ͨͦͫͭͯͨͤ͡ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

no port security ˤ·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

port security mode 
[maxπaddresses |  lock |  se-
cure] 

-/ lock 

˭͔͊͒͊ͭ ͔͙ͪ͗ͣ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͯ͘;͔͙ͤΎ ˸ˢ˿-͔͍͊͒ͪͫͦ ͒͡Ύ 
͙͍͔͎ͤ͊ͫͭͪ͊͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- max-addresses τ ͯ͒͊͡Ύ͔ͭ ͔ͭͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͙ͯ͘;͔ͤπ
ͤ·͔ ͔͊͒ͪͫ͊Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ ˾͔͊ͪ͘΄͔ͤͦ ͙ͯ͘;͔͙͔ͤ 
͙ͣ͊ͫͣ͊͟͡Έ͎ͤͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͔͍͊͒ͪͫͦ ͤ͊ ͨͦͪͭͯΦ ˽͍͔ͦͭͦͪͤͦ 
͙ͯ͘;͔͙͔ͤ ͙ ͔͙͔ͫͭ͊ͪͤ ͔ͪ͊ͪ͘΄͔ͤ·Φ 
- lock τ ͫͦͻͪ͊ͤΎ͔ͭ ͍ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͔ͭͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ 
͙ͯ͘;͔ͤͤ·͔ ͔͊͒ͪͫ͊Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͙͔ͤͭͪͺ͔͚ͫͦͣ ͙ ͔͊ͨͪ͘΅͔͊ͭ 
ͦ͋ͯ;͔͙͔ͤ ͍ͤͦ·ͣ ͔͊͒ͪͫ͊ͣ ͙ ͔͙͔ͫͭ͊ͪͤ ͔ͯ͗ ͙ͯ͘;͔ͤͤ·ͻ ͔͊͒ͪπ
͍ͫͦΦ 
- secure τ ͙͍͔ͤ͊ͫͭͪ͊͊ͭ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͯ͘;͔͙ͤΎ 
MAC-͔͍͊͒ͪͫͦ ͤ͊ ͨͦͪͭͯΦ 

no port security mode ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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port security mode secure 
{permanent |  deleteπonπre-
set} 

-/lock 

- permanent τ ͯ͒͊͡Ύ͔ͭ ͔ͭͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͙ͯ͘;͔ͤͤ·͔ 
͔͊͒ͪͫ͊Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ ˾͔͊ͪ͘΄͔ͤͦ ͙ͯ͘;͔͙͔ͤ 
͙ͣ͊ͫͣ͊͟͡Έ͎ͤͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͔͍͊͒ͪͫͦ ͤ͊ ͨͦͪͭͯΦ ˽͍͔ͦͭͦͪͤͦ 
͙ͯ͘;͔͙͔ͤ ͙ ͔͙͔ͫͭ͊ͪͤ ͔͊ͨͪ͘΅͔ͤ·Φ MAC-͔͊͒ͪͫ͊ ͔ͤ ͯ͒͊͡ΎΌͭͫΎ 
͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟Φ 
- delete-on-reset τ ͯ͒͊͡Ύ͔ͭ ͔ͭͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙ͫ͟ ͙ͯ͘;͔ͤπ
ͤ·͔ ͔͊͒ͪͫ͊Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ ˾͔͊ͪ͘΄͔ͤͦ ͙ͯ͘;͔͙͔ͤ 
͙ͣ͊ͫͣ͊͟͡Έ͎ͤͦͦ ͙ͦ͟͡;͔͍ͫͭ͊ ͔͍͊͒ͪͫͦ ͤ͊ ͨͦͪͭͯΦ ˽͍͔ͦͭͦͪͤͦ 
͙͘;͔͙͔ͯͤ ͙ ͔͙͔ͫͭ͊ͪͤ ͔͊ͨͪ͘΅͔ͤ·Φ a!/-͔͊͒ͪͫ͊ ͯ͒͊͡ΎΌͭͫΎ 
͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟Φ 

no port security mode se-
cure 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console >  

͙́͊͋͡ͼ͊ 5.206 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ports security {giga-
bitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͘͟·͍͔͊ͭ ͤ ͚͙͊ͫͭͪͦ͟ ͅ ͯͤ͟ͼ͙͙ ͋ ͔͙ͦͨ͊ͫͤͦͫͭ͘ ͤ  ͍͊ ·͋ͪ͊ͤπ
ͤͦͣ ͙ ͔ͤͭͪͺ͔͚͔ͫ. 

show ports security addresses 
 {gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͘͟·͍͔͊ͭ ͔ͭͯ͟΅͙͔ ͙͙͒ͤ͊ͣ;͔͙͔ͫ͟ ͔͊͒ͪͫ͊ ͒͡Ύ ͙͊͋ͦͪͦ͘͟͡π
͍͊ͤͤ·ͻ ͍ͨͦͪͭͦΦ 

set interface active  
{gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

ˢ͙͍͙͙͔ͭͪͯͭ͘͟ ͙͔ͤͭͪͺ͔͚ͫΣ ͦͭ͟͡Ό;͔ͤͤ·͚ ͺͯͤ͟ͼ͙͔͚ ͊͘΅͙ͭ· 
ͨͦͪͭ͊ όͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ  

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

Á ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· ͤ͊ мр ͙͔ͤͭͪͺ͔͚͔ͫ EthernetΦ ͍͙̂ͫͭ͊ͤͦͭΈ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙ͯ͘π
;͔͙͔ͤ ͍ͨͦͪͭͦ τ м ͨͦͪͭΦ ˽͔ͦͫ͡ ͙ͯ͘;͔͙ͤΎ ˸ˢ˿-͔͊͒ͪͫ͊ ͙͍͊͋ͦͪͦ͊ͭ͘͟͡Έ ͺͯͤ͟ͼ͙Ό ͙ͯ͘;͔͙ͤΎ 
͍ͤͦ·ͻ ͔͍͊͒ͪͫͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ ͫ ͼ͔͡ΈΌ ͙ͦͭ͋ͪͦͫͭΈ ͔ͨ͊ͭ͟· ͫ ͔͙ͤͯ͘;͔ͤͤ·͙ͣ ˸ˢ˿-͔͊͒ͪπ
͙ͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟Φ ˿ͦͻ͙ͪ͊ͤͭΈ ͍  ͅ ͚͊͡ ͙ ͯ͘;͔ͤͤ·͚ ͊ ͔͒ͪͫ.  

console# configure  

console(config)# interface gigabit ethernet  1/ 0/ 15  

console(config - if)# port security mode secure permanent  

console(config - if)# port security max 1  

console(config - if)# port security  

Á ˽ͦ͒͟͡Ό;͙ͭΈ ͙͔ͤͭ͊͟͡ ͟ ͨͦͪͭͯ ͙ ͙ͯ͘;͙ͭΈ ˸ˢ˿-͔͊͒ͪͫΦ 

console(config - if)# port security  discard  

console(config - if)# port security mode lock  
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5.28.2 ˽ ͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔ͤͭ͊͟͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ όͫͭ͊ͤ͒͊ͪͭ улнΦмȄύ 

5.28.2.1 ˣ͍͊ͦ͊͘Ύ ͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 

ˢ͔͙ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͤ͊ ͍͔ͦͫͤͦ ͫͭ͊ͤ͒͊ͪͭ͊ улнΦмͻ ͔͔ͦ͋ͫͨ;͙͍͔͊ͭ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ;͔͔ͪ͘ ͍͔ͤ΄͙͚ͤ ͔͍͔ͫͪͪ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤ ͙͔ͤͭ͟͡Φ ́ͦ͡Έͦ͟ 
͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·͔ ͙ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·͔ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͎ͫͣͦͯͭ ͔͔͍ͨͪ͒͊͊ͭΈ ͙ ͙͙ͨͪͤͣ͊ͭΈ ͒͊ͤͤ·͔Φ 
˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍ͨͦͪͭͦ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔͍͔ͫͪͪͦͣ w!5L¦{ ͔͍ͨͦͫͪ͒ͫͭͦͣ ͨͪͦͭͦͦ͊͟͡ 
EAP (Extensible Authentication Protocol).  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.207 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ 

˭ͤ͊;͔͙͔ͤ ͨͦ ͯ ͣͦ͡;͊π
͙ͤΌ 

˨͔͚͍͙͔ͫͭ 

dot1x system-auth-control 

-/force-authorized 

ˤ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦм· ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟. 

no dot1x  
system-auth-control 

ˤ·͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦм· ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟. 

aaa authentication dot1x de-
fault {none | radius} [none | 
radius] 

-/radius 

˭͔͊͒͊ͭ ͙ͦ͒ͤ ͙͙͡ ͍͒͊ ͔ͣͭͦ͒͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ τ ͊ ͍π
͙ͭͦͪ͊͘ͼ͙͙ ͙ ͯ;͔ͭ͊ ό!!!ύΣ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͤ͊ ͙͔ͤͭͪͺ͔͚π
ͫ͊ͻ L999 улнΦм·Φ 
- none τ ͤ ͔ ͍·ͨͦͤ͡ΎͭΈ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό; 
- radius τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͫͨͫͦ͟ w!5L¦{-͔͍͔͍ͫͪͪͦ ͒͡Ύ ͔͊ͯͭͤπ
͙ͭͺ͙͟ ͊ͼ͙͙ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

ˤ͚ͭͦͪͦ ͔ͣͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
ͭͦ͡Έͦ͟ ͍ ͫͯ͡;͔͊, ͔ ͙ͫ͡ ͨͦ ͔͍ͨͪͦͣͯ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ 
͋·͊͡ ͔͔ͤͯͫͨ΄͚ͤͦΦ 

no aaa authentication dot1x 
default  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  

 

˽ͪͦͭͦͦ͟͡ 9!t ό9ȄǘŜƴǎƛōƭŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǊƻǘƻŎƻƭύ ͍·ͨͦͤ͡Ύ͔ͭ ͊͒͊͘;͙ ͒͡Ύ ͔͙͊ͯͭͤͭͺ͙͊͟π
ͼ͙͙ ͔͎ͯ͒͊ͤͤͦͦ͡ ͙͔ͤͭ͊͟͡Σ ͙ͨͪ Ήͭͦͣ ͔͔ͦͨͪ͒͡ΎΎ ͔ͣͻ͙͊ͤͣ͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ  

͙́͊͋͡ͼ͊ 5.208 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

dot1x port-control  
{auto | force-authorized | 
force-unauthorized} 
[time-range time] -/force-authorized 

range_name: (1..32) ͫ ͙ͣπ
͍ͦ͊͡ 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό улнΦм· ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˾͔͊ͪ͘π
΄͔͊ͭ ͪͯ;͚ͤͦ ͦͤͭͪͦ͟͡Έ ͊͘ ͫͦͫͭͦΎ͙͔ͤͣ ͍͙͊ͭͦͪ͊͘ͼ͙͙ ͨͦͪͭ͊Φ 
- auto τ ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ улнΦм· ͒͡Ύ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ 
͙͔ͤͭ͊͟͡ ͔ͣ͗͒ͯ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·ͣ ͙ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ; 
- force-authorized τ ͍ ·͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό улнΦм· ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ ˽ͦͪͭ ͔͔ͨͪͻ͙ͦ͒ͭ ͍ ͍͙͍͔͊ͭͦͪͦ͊ͤͤͦ͘ ͫͦͫͭͦΎ͙͔ͤ 
͔͋͘ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙; 
- force-unauthorized τ ͨ ͔͔͍͙ͪͦ͒ͭ ͨͦͪͭ ͍ ͔͍͙͍͔ͤ͊ͭͦͪͦ͊ͤͤͦ͘ 
ͫͦͫͭͦΎ͙͔ͤΦ ˮ͎͙ͤͦͪͪͯΌͭͫΎ ͍͔ͫ ͨͦͨ·͙ͭ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ 
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͙͔ͤͭ͊͟͡Σ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͤ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔͍͙ͫͪͫ ͔͙͊ͯͭͤͭͺ͙π
͊͟ͼ͙͙ ͒͡Ύ Ή͎ͭͦͦ ͨͦͪͭ͊; 
- time τ ͙ ͔͍ͤͭͪ͊͡ ͍͔͔͙ͪͣͤΦ ˩͙ͫ͡ ͒͊ͤͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ ͔ͤ 
͔͔͔ͦͨͪ͒ͤ͡Σ ͭͦ ͨͦͪͭ ͔ͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Φ 

no dot1x port-control  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x reauthentication 
-/͔͙͙ͨͪͦ͒;͔͙͔ͫ͟ ͍ͨͦͭͦͪπ
ͤ·͔ ͍͔͙ͨͪͦͪ͟ ͙ͨͦ͒ͤͤͦ͡π

͙ͫͭ ͍·͟͡Ό;͔ͤ· 

ˤ͟͡Ό;͔͊ͭ ͔͙͙ͨͪͦ͒;͔͙͔ͫ͟ ͍ͨͦͭͦͪͤ·͔ ͍͔͙ͨͪͦͪ͟ ͙ͨͦ͒ͤͤͦ͡π
͙ͫͭ ό͔͔͔͙ͨͪ͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙͔ͤͭ͊͟͡Φ 

no dot1x reauthentication ˤ·͟͡Ό;͔͊ͭ ͔͙͙ͨͪͦ͒;͔͙͔ͫ͟ ͍ͨͦͭͦͪͤ·͔ ͍͔͙ͨͪͦͪ͟ ͙ͨͦ͒ͤͤͦ͡π
͙ͫͭ ό͔͔͔͙ͨͪ͊ͯͭͤͭͺ͙͊͟ͼ͙Όύ ͙͔ͤͭ͊͟͡Φ 

dot1x timeout reauth-period 
period 

period: 
(300..4294967295)/  

ослл ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͍͔͙ͨͪͦͪ͊ͣ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

no dot1x timeout reauth-pe-
riod  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x timeout quiet-period 
period 

period: (0..65535)κсл ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͔ͦͫͭ͊ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ ͣͦ͡;͙͊ͤΎ ͔ͨͦͫ͡ ͔ͤͯ͒͊;͚ͤͦ ͍͔͙ͨͪͦͪ͟ 
͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 
ˤ ͔ͭ;͔͙͔ͤ ͔͙ͨͪͦ͒͊ ͣͦ͡;͙͊ͤΎ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͤ ͙͙͔ͨͪͤͣ͊ͭ ͙ 
͔ͤ ͙͙ͤͼ͙͙͔ͪͯͭ ͙͙ͤ͊͟͟ͻ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤΦ 

no dot1x timeout quiet-pe-
riod  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x timeout tx-period pe-
riod 

period: (30..65535)κол ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ ͤ͊ ͊ͨͪͦͫ͘ ͙͋ͦ͡ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙Ό ͨͦ ͨͪͦͭͦπ
ͦͯ͟͡ 9!t ͦͭ ͙͔ͤͭ͊͟͡ ͨ ͔͔ͪ͒ ͍͚ͨͦͭͦͪͤͦ ͍͚ͦͭͨͪ͊ͦ͟ ͊ͨͪͦͫ͊͘Φ 

no dot1x timeout tx-period  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x max-req count 

period: (1..10)/2 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ;͙ͫͦ͡ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͊͘π
͍ͨͪͦͫͦ ͨͪͦͭͦͦ͊͟͡ 9!t-͙͔ͤͭͯ͟͡ ͔͔ͨͪ͒ ͍ͤͦ·ͣ ͊ͨͯͫͦͣ͘͟ ͨͪͦπ
ͼ͔ͫͫ͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

no dot1x max-req ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x timeout supp-timeout 
period 

period: (1..65535)/30 ͫ ͔͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ ͊͘π
͍ͨͪͦͫͦ ͨͪͦͭͦͦ͊͟͡ 9!t-͙͔ͤͭͯ͟͡Φ 

no dot1x timeout supp-
timeout 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x timeout 
 server-timeout period 

period: (1..65535)κол ͔ͫ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͨͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ 
͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

no dot1x timeout 
server-timeout  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.209 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

dot1x re-authenticate [giga-
bitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

ˤͪͯ;ͤͯΌ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͍ͨͦͭͦͪͤͯΌ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͨ ͦͪͭ͊ ͍  ͔ͦͣ͊ͤ͒͟Σ ͙͋ͦ͡ ͍͔ͫͻ ͍ͨͦͪͭͦΣ ͔͙ͨͦ͒͒ͪ͗π
͍͊Ό΅͙ͻ улнΦм·Φ 

show dot1x interface {giga-
bitethernet gi_port |  
fastethernet fa_port} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

˽ͦ͊͘͟·͍͔͊ͭ ͫͦͫͭͦΎ͙͔ͤ улнΦм· ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙͋ͦ͡ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show dot1x users [username 
username] 

(1..160) ͫ ͙͍͍ͣͦͦ͡ 
˽ͦ͊͘͟·͍͔͊ͭ ͙͍͊ͭͤ͟·ͻ ͔͙͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͨͦ͡Έ͍͔ͦ͊ͭ͘π
͔͚͡ улнΦм· ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

show dot1x statistics inter-
face  
{gigabitethernet gi_port |  
fastethernet fa_port} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ улнΦм· ͒͡Ύ ͍·͎͋ͪ͊ͤͤͦͦ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Φ 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͟ ͦͣ͊ͤ͒ 

Á ˤ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦм· ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ RADIUS-͔͍͔ͫͪͪ 
͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙͔͍ͤͭͦ͟͡ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ L999 улнΦм·Φ ˨͡Ύ му ͙͔ͤͭͪͺ͔͚ͫ͊ 
Ethernet ͙ ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦмͻΦ 

console# configure  

console(config)# dot1x system - auth - control   

console(config)# aaa authentication dot1x default radius  

console(config)# interface  gigabit ethernet  1/ 0/ 18 

console(config - if)# dot1x port - control  auto   

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ улнΦм· ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟. 

console# show dot1x  

802.1x is disabled  

         Admin              Oper          Reauth   Reauth     Username  

Port     Mode               Mode          Control  Period  

--------  ------------------  -------------  --------  ----------  -----------------  

gi0/1    Force Authorized   Au thorized*   Disabled 3600       n/a               

gi0/2    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/3    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/4    Force Authorized   Authorized*   Enab led  3600       n/a               

gi0/5    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/6    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/7    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/8    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/9    Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/10   Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/11   Force Authorized   Authorized    Disabled 3600       n/a               

gi0/12   Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/13   Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/14   Force  Authorized   Authorized*   Disabled 3600       n/a               

gi0/15   Force Authorized   Authorized*   Disabled 3600       n/a               

gi0/16   Force Authorized   Authorized*   Disabled 3600       n/a               

More: <space>,  Quit: q, One line: <return>  

 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ улнΦм· ͒͡Ύ мн ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet. 

console# show dot1x interface gigabitethernet  1/0/12  

802.1x is disabled  

 

         Admin              Oper          Reauth   Reauth     Username  

Port     Mode               Mode          Control  Period  

--------  ------------------  -------------  --------  ----------  -----------------  

gi0/12   Force Authorized   Authorized*   Disabled 3600       n/a               

 

* Port is down or not present  

 

Quiet period:            60 Seconds  

Tx period:               30 Seconds  

Max req:                 2  

Supplicant timeout:      30 Seconds  

Server timeout:          30 Seconds  

Session Time (HH:MM:SS): 00:00:00  

MAC Address:              

Authentication Method:   Remote  

Termination Cause:       Port re - initiali ze  

 

Authenticator State Machine  

State:                   INITIALIZE  

 

Backend State Machine  
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State:                   INITIALIZE  

Authentication success:  0  

Authentication fails:    0  

͙́͊͋͡ͼ͊ 5.210 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

Port ˹͔ͦͣͪ ͨͦͪͭ͊Φ 

Admin mode ˾͔͙͗ͣ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙͙ 802.1X: Force-auth, Force-unauth, Auto. 

Oper mode 
˻͔ͨͪ͊ͼ͙ͦͤͤ·͚ ͔͙ͪ͗ͣ ͨͦͪͭ͊Υ ͍͙͍͊ͭͦͪͦ͊ͤͤ͘·͚Σ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·͚Σ ͙͋ͦ͡ ͍·π
͟͡Ό;͔ͤͤ·͚ ό!ǳǘƘƻǊƛȊŜŘΣ Unauthorized, Down). 

Reauth Control ˴ͦͤͭͪͦ͡Έ ͔͔͔͙ͨͪ͊ͯͭͤͭͺ͙͊͟ͼ͙͙Φ 

Reauth Period ˽͔͙ͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͍͔͙ͨͪͦͪ͊ͣ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

Username 
ˮͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ улнΦм·Φ ˩͙ͫ͡ ͨͦͪͭ ͍͙͍͊ͭͦͪͦ͊ͤ͘Σ ͭͦ ͦͭͦ͋π
͔ͪ͊͗͊ͭͫΎ ͙ͣΎ ͔ͭͯ͟΅͔͎ͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ˩͙ͫ͡ ͨͦͪͭ ͔ͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘Σ ͭͦ ͦͭͦ͋ͪ͊͗͊π
͔ͭͫΎ ͙ͣΎ ͔͔͎ͨͦͫ͒ͤͦ͡ ͔ͯͫͨ΄ͤͦ ͍͙͍͎͊ͭͦͪͦ͊ͤͤͦͦ͘ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͤ͊ ͨͦͪͭͯΦ 

Quiet period 
˽͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͦͫͭ͊ͭͫΎ ͍ ͫͦͫͭͦΎ͙͙ͤ ͣͦ͡;͙͊ͤΎ ͔ͨͦͫ͡ 
͔ͤͯ͒͊;͚ͤͦ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡. 

Tx period 
˽͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ ͤ͊ ͊ͨͪͦͫ͘ ͙͋ͦ͡ ͙͔͙͒ͤͭπ
ͺ͙͊͟ͼ͙Ό ͨͦ ͨͪͦͭͦͦͯ͟͡ 9!t ͦͭ ͙͔ͤͭ͊͟͡Σ ͔͔ͨͪ͒ ͍͚ͨͦͭͦͪͤͦ ͍͚ͦͭͨͪ͊ͦ͟ ͊ͨͪͦͫ͊͘Φ 

Max req 
˸͙͊ͫͣ͊͟͡Έ͔ͤͦ ;͙ͫͦ͡ ͨͦͨ·ͭͦ͟ ͔͔ͨͪ͒͊;͙ ͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ 9!t ͙͔ͤͭͯ͟͡ ͔ͨπ
͔ͪ͒ ͍ͤͦ·ͣ ͊ͨͯͫͦͣ͘͟ ͨͪͦͼ͔ͫͫ͊ ͍͔͙ͨͪͦͪ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

Supplicant timeout ˽͔͙ͪͦ͒ ͔ͣ͗͒ͯ ͍ͨͦͭͦͪͤ·͙ͣ ͔͔ͨͪ͒͊;͙͊ͣ ͍͊ͨͪͦͫͦ͘ ͨͪͦͭͦͦ͊͟͡ 9!t ͙͔ͤͭͯ͟͡Φ 

Server timeout 
˽͔͙ͪͦ͒Σ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͙͔ͦ͗͒͊ͭ ͍͔ͦͭͭ͊ ͦͭ ͔͍͔ͫͪͪ͊ ͔͙͊ͯͭͤͭͺ͙π
͊͟ͼ͙͙Φ 

Session Time ˤ͔ͪͣΎ ͨͦ͒͟͡Ό;͔͙ͤΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͟ ͚͍ͯͫͭͪͦͫͭͯΦ 

Mac address MAC-͔͊͒ͪͫ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

Authentication Method ˸͔ͭͦ͒ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͔͚ͯͫͭ͊ͤͦͤͤͦ͡ ͔͙͙ͫͫͫΦ 

Termination Cause ˽͙ͪ;͙ͤ͊ ͊ͪ͘͟·͙ͭΎ ͔͙͙ͫͫͫΦ 

 State 
͔́ͯ͟΅͔͔ ͤ͊͘;͔͙͔ͤ ͍͊ͭͦͣ͊ͭ͊ ͫͦͫͭͦΎ͙͚ͤ ͔͔͙͔ͦͨͪ͒ͭ͡͡Ύ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͙ ͍·ͻ͎ͦ͒ͤͦͦ 
͍͊ͭͦͣ͊ͭ͊ ͫͦͫͭͦΎ͙͚ͤΦ 

Authentication success ˴͙ͦ͡;͔͍ͫͭͦ ͨͦͯ͡;͔ͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͦ͋ ͔ͯͫͨ΄͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͦͭ ͔͍͔ͫͪͪ͊Φ 

Authentication fails ˴͙ͦ͡;͔͍ͫͭͦ ͨͦͯ͡;͔ͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͦ ͤ ͔͔ͯͫͨ΄͚ͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͦͭ ͔͍͔ͫͪͪ͊Φ 

VLAN ˥ͪͯͨͨ ͊±[!b ͤ͊ͤ͊͘;͔ͤͤ͊Ύ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΌΦ 

Filter ID ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͎ͪͯͨͨ· ͺ͙͡Έͭͪ͊ͼ͙͙Φ 

Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ улнΦм· ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 13. 

console #show dot1x statistics interface gigabitethernet  1/0/13  

EapolFramesRx: 12   

EapolFramesTx: 8   

EapolStartFramesRx: 1   

EapolLogoffFramesRx: 1   

EapolRespIdFramesRx: 4   

EapolRespFramesRx: 6   

EapolReqIdFramesTx: 3   

EapolReqFramesTx: 5   

InvalidEapolFramesRx: 0   

EapLengthErrorFramesRx: 0   

LastEapolFrameVersion : 1  

LastEapolFrameSource : 00:00:02:56:54:38  
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͙́͊͋͡ͼ͊ 5.211 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

˽͔͊ͪ͊ͣͭͪ ˻͙͙͔ͨͫ͊ͤ 

EapolFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔ͦͪͪͭͤ͟͟·ͻ ͔͍ͨ͊ͭͦ͟ ͡Ό͎͋ͦͦ ͙ͭͨ͊ ͨͪͦͭͦͦ͊͟͡ 9!th[ ό9ȄǘŜƴǎƛōƭŜ 
!ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǊƻǘƻŎƻƭ ƻǾŜǊ [!bύΣ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙ͨͦ͒ͤ͡π
͙ͤͦͫͭΦ 

EapolFramesTx 
˴͙ͦ͡;͔͍ͫͭͦ ͔ͦͪͪͭͤ͟͟·ͻ ͔͍ͨ͊ͭͦ͟ ͡Ό͎͋ͦͦ ͙ͭͨ͊ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͔͔ͨͪ͒͊ͤͤ·ͻ 
͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolStartFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ {ǘŀǊǘ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ 
͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolLogoffFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ [ƻƎƻŦŦ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔ͦͨͪ͒ͭ͡π
͔ͣ͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolRespIdFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ wŜǎǇκLŘ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤͤ·ͣ ͔͔͙͔ͦͨͪ͒ͭ͡π
͔ͣ͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolRespFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍͔͍ͦͭͭͦ ό͔ͪͦͣ͟ wŜǎǇκLŘύ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤπ
ͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolReqIdFramesTx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ wŜǎǇκLŘ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͔͔ͨͪ͒͊ͤͤ·ͻ ͒͊ͤͤ·ͣ ͔͔͙ͦͨͪ͒͡π
͔͔ͭͣ͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapolReqFramesTx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍͊ͨͪͦͫͦ͘ ό͔ͪͦͣ͟ wŜǎǇκLŘύ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͔͔ͨͪ͒͊ͤͤ·ͻ 
͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

InvalidEapolFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͨͪͦͭͦͦ͊͟͡ 9!th[ ͫ ͔ͤͪ͊ͫͨͦͤ͊ͤͤ͘·ͣ ͙ͭͨͦͣΣ ͙ͨͪͤΎͭ·ͻ 
͒͊ͤͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

EapLengthErrorFramesRx 
˴͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͨͪͦͭͦͦ͊͟͡ 9!th[ ͫ ͔͔͚ͤͦͪͪͭͤͦ͟͟ ͙͚͒ͤͦ͡Σ ͙ͨͪͤΎͭ·ͻ ͒͊ͤπ
ͤ·ͣ ͔͔͙͔͔ͦͨͪ͒ͭͣ͡͡ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ 

LastEapolFrameVersion 
ˤ͔͙ͪͫΎ ͨͪͦͭͦͦ͊͟͡ 9!th[Σ ͙ͨͪͤΎͭ͊Ύ ͍ ͫ͊ͣͦͣ ͔͔ͨͦͫ͒ͤͣ͡ ͤ͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͨ͊π
͔͔ͭ͟Φ 

LastEapolFrameSource 
MAC-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟Σ ͙ͨͪͤΎͭ·͚ ͍ ͫ͊ͣͦͣ ͔͔ͨͦͫ͒ͤͣ͡ ͤ͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ͨ͊π
͔͔ͭ͟Φ 

5.28.2.2 ˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Φ  

˾͊ͫ΄͙͔ͪͤͤ·͔ ͚͙ͤ͊ͫͭͪͦ͟ dot1x ͍ͨͦͦ͘͡ΎΌͭ ͍͙ͨͪͦͦ͒ͭΈ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͒͡Ύ ͔ͤͫͦ͟͡Έ͙͟ͻ 
͙͔͍ͤͭͦ͟͡Σ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ ͟ ͨͦͪͭͯΦ ˿ͯ΅͔͍͔ͫͭͯͭ ͍͒͊ ͍͙͊ͪ͊ͤͭ͊ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙Υ  

1. ˽ͪ ͍͔ͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͤ͊ ͍͔ͦͫͤͦ ͨͦͪͭ͊ ͔͔ͭͪ͋ͯͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͭͦ͡Έͦ͟ ͎ͦ͒ͤͦͦ ͙͔ͤͭ͊͟͡Σ 
;ͭͦ͋· ͒ͦͫͭͯͨ ͟ ͙͔͔ͫͫͭͣ ͙͔͙ͣ͡ ͍͔ͫ ͙͔ͤͭ͟͡· ό͔͙ͪ͗ͣ multiple hosts). 

2. ˽ͪ ͍͔ͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͔͔ͭͪ͋ͯͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͍͔ͫͻ ͨͦ͒͟͡Ό;͔ͤͤ·ͻ ͟ ͨͦͪͭͯ ͙͔͍ͤͭͦ͟͡ 
ό͔͙ͪ͗ͣ multiple sessions).  

˩͙ͫ͡ ͨͦͪͭ ͍ ͔͙͔ͪ͗ͣ multiple hosts ͤ ͔ ͨͪͦͻ͙ͦ͒ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΣ ͭͦ ͍͔ͫͣ ͨͦ͒͟͡Ό;͔ͤͤ·ͣ ͻͦͫͭ͊ͣ 
͔͋ͯ͒ͭ ͦͭ͊͊ͤͦ͘͟ ͍ ͔͒ͦͫͭͯͨ ͟ ͔ͪͫͯͪͫ͊ͣ ͔͙ͫͭΦ ͔́͊͗͟ ͟ ͪ͊ͫ΄͙͔ͪͤͤ·ͣ ͚ͤ͊ͫͭͪͦ͊ͣ͟ ͙ͦͭͤͦͫͭͫΎ 
͙͙͙͍͙͔͊͒ͣͤͫͭͪͪͦ͊ͤ ͎͔͍ͦͫͭ·ͻ VLANΣ ͟ ͦͭͦͪ͟·ͣ ͙͔ͣΌͭ ͒ͦͫͭͯͨ ͔ͤ ͨͪͦ΄͔͒΄͙͔ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό 
ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡Φ 

 

˽ͦͪͭ ͒ͦͫͭͯͨ͊ ό!ŎŎŜǎǎύ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ;͔ͤͦͣ͡ ͔͔͙ͤ͊ͯͭͤͭͺ͙ͼ͙͍͚ͪͦ͊ͤͤͦ ±[!bΦ Native 
±[!b ͍͎ͭͪ͊ͤͦͦͦ͟ ͨͦͪͭ͊ ό¢Ǌǳƴƪύ ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͔͔͙ͤ͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͣ ±[!bΦ ˹ͦ ͒͡Ύ 
ͨͦͪͭ͊ ͍ ͔͙͔ͪ͗ͣ General t±L5 ͔ͣͦ͗ͭ ͋·ͭΈ ͔͔͙ͤ͊ͯͭͤͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͣ ±[!b ό͍ Ήͭͦͣ ͫͯ͡;͔͊ 
ͭͦ͡Έͦ͟ ͔͎͙͍ͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟· ͎ͣͦͯͭ ͋·ͭΈ ͙ͨͪͤΎͭ· ͍ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤͦͣ͘ ͫͦͫͭͦΎ͙͙ͤύΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍  ͔͙͔ͪ͗ͣ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.212 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

dot1x bpdu {filtering | 
bridging} 

-/filtering 

˭͔͊͒͊ͭ ͦ͋ͪ͊͋ͦͭͯ͟ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ улнΦмȄ .t5¦, ͟ ͎ͦ͒͊ улнΦмȄ ͎ͦ͡π
͋͊͡Έͤͦ ͍·͟͡Ό;͔ͤ. 
- filtering τ ͅ ͙͡Έ͍ͭͪͦ͊ͭΈ ͔ͨ͊ͭ͟· улнΦмȄ .t5¦; 
- bridging τ ͨ ͔͔͍ͪ͒͊͊ͭΈ ͔ͨ͊ͭ͟· улнΦмȄ .t5¦ ͊͟͟ ͦ͋·;ͤ·͔ ͨ͊π
͔ͭ͟· ͒͊ͤͤ·ͻΦ 

̅ͯͤ͟ͼ͙Ύ ͔ͪ͊͋ͦͭ͊ͭ ͭͦ͡Έͦ͟ ͎ͦ͒͊͟ ͔͙ͪ͗ͣ ͔͙͊ͯͭͤͭͺ͙͊͟π
ͼ͙͙ улнΦмȄ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͍·͟͡Ό;͔ͤΦ ˨͡Ύ ͍·͟͡Ό;͔π
͙ͤΎ ͊ ͔͙ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦмȄ ͙ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟Υ ƴƻ 
dot1x system-auth-control. 

no dot1x bpdu ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x guest-vlan timeout 
timeout 

timeout: (30 .. 180) /  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͔͙͊͒ͪ͗͘͟ ͔ͣ͗͒ͯ ͍͟͡Ό;͔͙͔ͤͣ ͔͙ͪ͗ͣ͊ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ улнΦмͻ ό͙͙͡ ͍͟͡Ό;͔͙͔ͤͣ ͨͦͪͭ͊ύ ͙  ͍͔͙͔͒ͦ͋͊ͤͣ͡ 
ͨͦͪͭ͊ ͍ guest VLAN. 

no dot1x guest-vlan 
timeout 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x traps mac-authen-
tication success 

-/͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΣ ͎ͦ͒͊͟ ͙͔ͤͭ͟͡ ͔ͯͫͨ΄ͤͦ ͨͪͦπ
ͻ͙ͦ͒ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό ͨͦ ˸ˢ˿-͔͊͒ͪͫͯΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ͫͭ͊ͤπ
͔͒͊ͪͭ 802.1x. 

no dot1x traps mac-au-
thentication success 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x traps mac-authen-
tication failure 

-κ͍͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ǘǊŀǇ-ͫͦͦ͋΅͔͙͚ͤΣ ͎ͦ͒͊͟ ͙͔ͤͭ͟͡ ͔ͤ ͨͪͦ΄͔͡ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό ͨͦ ˸ˢ˿-͔͊͒ͪͫͯΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ͔ͫͭ͊ͤ͒͊ͪͭ 
802.1x. 

no dot1x traps mac-au-
thentication failure 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x radius-attributes 
errors filter-id resource 
{accept | reject} 

-/ reject 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͦ͋ͪ͊͋ͦͭͯ͟ ͦ΄͙͋ͦ͟ ͒͡Ύ ͙͍͊ͭͪ͋ͯͭͦ w!5L¦{Υ 
- accept τ ͨ ͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͙ͨͪͤΎͭΣ ͔͙ͫ͡ ͺ͙͡Έͭͪ͊ͼ͙Ύ ͨͦ L5 ͔ͤ ͣͦπ
͔͗ͭ ͋·ͭΈ ͙͍͔͔ͨͪͦ͒ͤ͊͘ ͨͦ ͙ͨͪ;͙ͤ͊ͣ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͔͍ͪͫͯͪͫͦΦ 
˩͙ͫ͡ ͺ͙͡Έͭͪ͊ͼ͙Ύ ͨͦ L5 ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͍͔͔ͨͪͦ͒ͤ͊͘ ͨͦ ͎͙͒ͪͯͣ 
͙ͨͪ;͙ͤ͊ͣΣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ ͔͋ͯ͒ͭ ͔ͦͭͦͤͤ͟͡Τ 
- reject τ ˩ ͙ͫ͡ ͺ͙͡Έͭͪ͊ͼ͙Ύ ͨͦ L5 ͔ͤ ͔ͣͦ͗ͭ ͋·ͭΈ ͊͒͊ͤ͊͘Σ ͭͦ ͨͦ͡Έπ
͍͔ͦ͊ͭ͘͡Έ ͔͋ͯ͒ͭ ͔ͦͭͦͤͤ͟͡Φ 

no dot1x radius-attrib-
utes errors filter-id re-
sources 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x radius-attributes 
nas-port format-type {de-
fault | human} 

-/default 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͔ͤͯͣͪ͊ͼ͙͙ ͍ͨͦͪͭͦ ͍ ͙͔͊ͭͪ͋ͯͭ b!{-Port 
͙ͨͪ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͨͦ улнΦмȄ: 
- deafult τ ͘ ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΣ ͔ͤͯͣͪ͊ͼ͙Ύ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ 
͍͔͙ͤͯͭͪͤͤͣ ifIndexϥ͊ͣ; 
- human τ ͤ ͔ͯͣͪ͊ͼ͙Ύ ͍ͨͦͪͭͦ ͤ͊;͙͔ͤ͊ͭͫΎ ͫ м ό͊͟͟ ͤ͊ ͔͔͔͚ͨͪ͒ͤ 
͔͙ͨ͊ͤ͡ύ. 

no dot1x radius-attrib-
utes nas-port format-type 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.213 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

dot1x host-mode  
{multi-host | single-host 
| multi -sessions} -/multi-host 

˾͔͊ͪ͘΄͔͊ͭ ͙ͤ͊͡;͙͔ ͎ͦ͒ͤͦͦκ͔ͤͫͦ͟͡Έ͙͟ͻ ͙͔͍ͤͭͦ͟͡ ͤ͊ ͍͙͊ͭͦͪͦ͘π
͍͊ͤͤͦͣ ͨͦͪͭͯ улнΦм̆Φ 
- multi-host τ ͤ ͔ͫͦ͟͡Έͦ͟ ͙͔͍ͤͭͦ͟͡Τ 
- single-host τ ͦ ͙͒ͤ ͙͔ͤͭ͟͡Τ 
- multi-sessions τ ͤ ͔ͫͦ͟͡Έͦ͟ ͔͙͚ͫͫͫ. 

dot1x violation-mode 
 {restrict | protect | shut-
down } 

-/protect 

˭͔͊͒͊ͭ ͔͚͍͙͔͒ͫͭΣ ͔ͦͭͦͪͦ͟ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡ΈΣ ͎ͦ͒͊͟ ͚ͯͫͭͪͦπ
͍ͫͭͦ, ˸ AC-͔͊͒ͪͫ ͎ͦͭͦͪͦͦ͟ ͙ͦͭ͡;͔͊ͭͫΎ ͦͭ a!/-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡Σ 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͨͦͨ·ͭͯ͟ ͒ͦͫͭͯͨ͊ ͟ ͙͔ͤͭͪͺ͔͚ͫͯΦ 
- restrict τ ͨ ͔͊ͭ͟· ͫ MAC-͔͊͒ͪͫͦͣ, ͦ ͙ͭ͡;ͤ·ͣ ͦͭ a!/-͔͊͒ͪͫ͊ 
͙͔ͤͭ͊͟͡, ͨ ͔͔ͪͫ·͊͡ΌͭͫΎΣ ͙ͨͪ Ήͭͦͣ ͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͤ ͙ͯ͘;͔͊ͭͫΎΤ 
- protect τ ͨ ͔͊ͭ͟· ͫ a!/-͔͊͒ͪͫͦͣ, ͦ ͙ͭ͡;ͤ·ͣ ͦͭ a!/-͔͊͒ͪͫ͊ 
͙͔ͤͭ͊͟͡, ͦ ͭ͋ͪ͊ͫ·͍͊ΌͭͫΎ; 
- shutdown τ ͨ ͦͪͭ ͍·͟͡Ό;͔͊ͭͫΎΣ ͔ͨ͊ͭ͟· ͫ a!/-͔͊͒ͪͫͦͣ, ͦ ͙ͭ͡;π
ͤ·ͣ ͦͭ a!/-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡, ͦ ͭ͋ͪ͊ͫ·͍͊ΌͭͫΎ; 
̉͊ͫͭͦͭ͊ ͎ ͔͔͙͔ͤͪͪͯͣ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ {bat ǘǊŀǇ ͙ͨͪ ͨͦπ
͔͙͙ͫͭͯͨͤ͡ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟ ͫ ͍ͦͫͭ͊͡Ύ͔ͭ м ͔ͫͯͤ͒ͯ͟Φ 

˴ͦͣ͊ͤ͒͊ ͙͎͙͔ͤͦͪͪͯͭͫΎ ͍ ͪ ͔͙͔͗ͣ multiple hosts.  

no dot1x  
single-host-violation 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x guest-vlan enable 

-/͒ͦͫͭͯͨ ͔͊ͨͪ͘΅͔ͤ  

˾͔͊ͪ͘΄͔͊ͭ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͒ͦͫͭͯͨ ͟ ͎͔͍͚ͦͫͭͦ ±[!bΦ 

˹͊ ͚͍͔ͯͫͭͪͦͫͭ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ ͻͦ ͭΎ ͋· ͙ͦ͒ͤ 
͎͔͍͚ͦͫͭͦ ±[!b όͦͣ͊ͤ͒͊͟ ŘƻǘмȄ ƎǳŜǎǘ-Ǿƭŀƴ ͍ ͚ͤ͊ͫͭͪͦ͊͟ͻ 
͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bύΦ 

no dot1x guest-vlan ena-
ble 

˭͔͊ͨͪ΅͔͊ͭ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͎͒͊ͤͤͦͦ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊ ͒ͦͫͭͯͨ ͟ ͎͔͍͚ͦͫͭͦ ±[!bΦ 

dot1x mac-authentica-
tion {mac-only | mac-
and-802.1x} 

-/͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͻ ͨͦ͡Έͦ͘π
͍͔͔͚͊ͭ͡Φ 
- mac-only τ ͍ ͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό, ͦ ͍ͫͤͦ͊ͤͤͯΌ ͭͦ͡Έͦ͟ ͤ͊ 
˸ˢ-˿͔͊͒ͪͫ͊ͻΣ ͔ͨ͊ͭ͟· улнΦмͻ ͙͎͙ͤͦͪͪͯΌͭͫΎ; 
- mac-and-802.1x τ ͍ ͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ό, ͦ ͍ͫͤͦ͊ͤͤͯΌ ͤ͊ 
улнΦмͻ ͙ ˸ˢ˿-͔͊͒ͪͫ͊ͻΦ 

- ˥ ͔͍ͦͫͭ͊Ύ ±[!b ͒ͦ͗ͤ͊͡ ͋·ͭΈ ͍͟͡Ό;͔ͤ͊Σ ͎ͦ͒͊͟ ͙ͫͨͦ͡Έπ
͔ͯͭͫ͘ Ύ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ ͨͦ ˸ˢ˿-͔͊͒ͪͫͯΦ 
- ˹ ͔ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͙͍ͨͪΎͦ͘͟ ˸ˢ-˿͔͊͒ͪͫ͊Φ 
- ̅ ͯͤ͟ͼ͙Ύ ͍͚ͨͦͭͦͪͤͦ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ ͒ͦ͗ͤ͊͡ ͋·ͭΈ 
͍͟͡Ό;͔ͤ͊Φ 

no dot1x mac-
authentication  

ˤ·͟͡Ό;͔͊ͭ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ΌΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͻ ͨͦ͡Έπ
͍͔͔͚ͦ͊ͭ͘͡Φ 

dot1x mac-authentica-
tion format username { 
lowercase | uppercase } [ 
separator { - | : | . } ] [ 
groupsize { 1 | 2 | 4 } ] 

-/ lowercase ͋ ͔͘ ͔͙ͪ͊͒͘͡π
͔͔͚ͭ͡ ͙ ͔͔͙͒ͤ͡Ύ ͤ͊ 
͎ͪͯͨͨ· όa1b2c3d4e5e6) 

˴ͦͣ͊ͤ͒͊ ͖͊͒͊ͭ͘ ͺͦͪͣ͊ͭ ͙ͫͭͪͦ͟ ͫ a!/ ͔͊͒ͪͫͦͣ ͙͔ͤͭ͊͟͡Σ ͔͔ͨͪ͒͊π
͍͔͚͊ͣͦ ͍ ͙͔͊ͭͪ͋ͯͭ ¦ǎŜǊ-Name.  
-lowercase, uppercase - ͦ ͔͔ͨͪ͒͡ΎΌͭ ͔͎͙ͪͫͭͪ ͍͔͋ͯͤͤ͟·ͻ ͙͍ͫͣͦπ
͍ͦ͡Τ  
- separator - ͘ ͖͊͒͊ͭ ͔͙͔ͪ͊͒ͭ͘͡͡Έ ͔ͣ͗͒ͯ ͎͙ͪͯͨͨ͊ͣ ͙͍͍ͫͣͦͦ͡Τ 
- groupsize - ͟ ͙ͦ͡;͔͍ͫͭͦ ͙͍͍ͫͣͦͦ͡ ͍ ͚͊͗͒ͦ͟ ͎͔ͪͯͨͨΦ ˭͙͔͊͒͊ͤ ͨ͊π
͔͍ͪ͊ͣͭͪͦ ǎŜǇŀǊŀǘƻǊ ͙ ƎǊƻǳǇǎƛȊŜ ͔ͤ ͦ͋Ύ͔͊ͭ͘͡Έͤͦ όͭΦ͔ΦΣ ͔͙ͫ͡ ͔ͭͪ͋ͯπ
͔ͭͫΎΣ ͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͭͦ͡Έͦ͟ ͔͎͙ͪͫͭͪύΣ ͤͦ ͒͡Ύ ͎ͭͦͦΣ ;ͭͦ͋· a!/-͊͒π
͔ͪͫ ͦͭͦ͋ͪ͊͗͊ͫ͡Ύ ͔͖ͪ͊͒ͤͤ͘͡·ͣ ͤ͊ ͎ͪͯͨͨ·Σ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͊͒͊ͭ͘Έ 
ͦ͋͊ Ή͙ͭͻ ͔ͨ͊ͪ͊ͣͭͪ͊Φ 
 
˽͙͔ͪͣͪ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙:͙ 
dot1x mac-authentication format username uppercase separator : 
groupsize 4 
 
̅ͦͪͣ͊ͭ ͙ͫͭͪͦ͟ ͍ ͙͔͊ͭͪ͋ͯͭΥ 
A1B2:C3D4:E5F6 

no dot1x mac-authenti-
cation format username 

 
͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 
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 dot1x mac-authentica-
tion format password 

{password_string} 
-/User-Name 

˿ͭͪͦ͊͟ password_string ͨ ͔͔͖ͪ͒͊ͭͫΎ ͍  RADIUS ͊ ͙͔ͭͪ͋ͯͭ User-Pass-
word. ˽ ͦ ͯͣͦ͡;͙͊ͤΌ ͍ ͙͔͊ͭͪ͋ͯͭ ͔͔͖ͨͪ͒͊ͭͫΎ a!/-͔͊͒ͪͫ ͙͔ͤͭ͊͟͡ 
͍ ͺ͔ͦͪͣ͊ͭΣ ͊͒͊ͤͤͦͣ͘ ͚ͦͣ͊ͤ͒ͦ͟ ŘƻǘмȄ ƳŀŎ-authentication format 
ǳǎŜǊƴŀƳŜΦ ˸͙͊ͫͣ͊͟͡Έͤ͊Ύ ͙͒ͤ͊͡ ͔͔͍͔͚ͨͪ͒͊͊ͣͦ ͙ͫͭͪͦ͟ τ 128 
͙͍͍ͫͣͦͦ͡Φ 

no  dot1x mac-authenti-
cation format password  

 
͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

dot1x radius-attributes 
filter -id 

-κ͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͙ͭΈ ͍͔ͨͪͦͪͯ͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡Σ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ !/[κ ͤ͊ͤ͊͘;͙ͭΈ 
QOS-Policy. 

no dot1x radius-attrib-
utes filter-id 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dot1x radius-attributes 
vlan 

-κ͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͊ͭ ͦ͋ͪ͊͋ͦͭͯ͟ ͦͨͼ͙͙ Tunnel-Private-Group-ID (81) ͍  ͫͦͦ͋π
΅͔͙ͤΎͻ RADIUS-͔͍͔ͫͪͪ͊Φ 

no dot1x radius-attrib-
utes vlan 

ˤ·͟͡Ό;͔͊ͭ ͦ ͋ͪ͊͋ͦͭͯ͟ ͦ ͨͼ͙͙ Tunnel-Private-Group-ID (81) ͍  ͫ ͦͦ͋π
΅͔͙ͤΎͻ RADIUS-͔͍͔ͫͪͪ͊. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ VLAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.214 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

dot1x auth-not-req 
-/͒ͦͫͭͯͨ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤ͘π
ͤ·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͊͘π

͔ͨͪ΅͔ͤ 

˾͔͊ͪ͘΄͔͊ͭ ͒ͦͫͭͯͨ ͟ ͚͒͊ͤͤͦ ±[!b ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έπ
͍͔ͦ͊ͭ͘͡ΎͣΦ 

no dot1x auth-not-req ˭͔͊ͨͪ΅͔͊ͭ ͒ͦͫͭͯͨ ͟ ͚͒͊ͤͤͦ ±[!b ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έπ
͍͔ͦ͊ͭ͘͡ΎͣΦ 

dot1x guest-vlan 

-/VLAN ͤ ͔ ͔͔͔ͦͨͪ͒ͤ͊͡ ͊͟͟ 
͎͔͍ͦͫͭ͊Ύ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͎͔͍ͦͫͭͯΌ VLAN. 
˻ͭͪ͟·͍͔͊ͭ ͤ ͔͍͙͍͊ͭͦͪͦ͊ͤͤ͘·ͣ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͒ͦͫͭͯͨ ͟ ͎͔͍͚ͦͫͭͦ ±[!bΦ ˩͙ͫ͡ ͎͔͍ͦͫͭ͊Ύ ±[!b ͔͔͔ͦͨͪ͒ͤ͡ ͙͊  
͔ͪ͊ͪ͘΄͔ͤΣ͊ ͨͦͪͭ ͔͋ͯ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͙͔͙ͨͪͫͦ͒ͤΎͭΈͫΎ ͟ 
͔͚ͤΣ ͟ ͎ͦ͒͊ ͔ͤ ͍͙͍͊ͭͦͪͦ͊ͤ͘, ͙  ͙ͨͦ͒͊ͭ͟Έ, ͟ ͎ͦ͒͊ ͚͔ͨͪͦ͒ͭ ͍͊ͭͦπ
͙ͪ͊͘ͼ͙ΌΦ ̉ͭͦ͋· ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͊ͤͤ·͚ ͺͯͤ͟ͼ͙ͦͤ͊͡Σ ͨͦͪͭ ͔ͤ 
͔͒ͦ͗ͤ͡ ͋·ͭΈ ͙ͫͭ͊ͭ;͔͙ͫͣ͟ ;͔ͤͦͣ͡ ͎͔͍͚ͦͫͭͦ ±[!bΦ 

no dot1x guest-vlan ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.215 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show dot1x advanced [gi-
gabitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

˽ͦ͊͘͟·͍͔͊ͭ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͍͔͔͙ͫ͒ͤΎ ͦ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͨͪͦͭͦπ
ͦ͊͟͡ улнΦмȄ όͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙ͨͪͪͦ͡π
͍͎͊ͤͤͦͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύύ. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console#  



 

                                   Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000                                                211 

͙́͊͋͡ͼ͊ 5.216 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show dot1x bpdu 
τ 

˽ͦ͊͘͟·͍͔͊ͭ ͦ͋ͪ͊͋ͦͭͯ͟ ͊͘΅͙ͭ· ͍ͨͦͪͭͦ улнΦмȄ .t5¦ ͎ͦ͒͊͟ 
улнΦмȄ ͎ͦ͋͊͡͡Έͤͦ ͍·͟͡Ό;͔ͤΦ 

5.28.3 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t  ͙ͦ ͨͼ͙͙ 82 

DHCP (Dynamic Host Configuration Protocol) τ ͔͔͍͚ͫͭͦ ͨͪͦͭͦͦ͟͡Σ ͍ͨͦͦ͘͡ΎΌ΅͙͚ ͙͔ͤͭͯ͟͡ ͨͦ 
͊ͨͪͦͫͯ͘ ͨͦͯ͡;͊ͭΈ Lt-͔͊͒ͪͫ ͙ ͎͙͔͒ͪͯ ͔͔ͭͪ͋ͯͣ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͒͡Ύ ͪ͊͋ͦͭ· ͍ ͔͙ͫͭ ¢/tκLtΦ  

˽ͪͦͭͦͦ͟͡ 5I/t ͔ͣͦ͗ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͦͯͣ͘͡·΄͔͙͙ͤͤ͊ͣ͟͡ ͒͡Ύ ͍͔ͫͦͪ΄͔͙ͤΎ ͊ͭ͊͟ ͤ͊ ͚͍ͯͫͭͪͦͫͭͦ 
͊͟͟ ͫͦ ͫͭͦͪͦͤ· ͙͔ͤͭ͊͟͡Σ ͍͊ͫͭ͊͘͡ΎΎ 5I/t-͔͍͔ͫͪͪ ͍·͒͊ͭΈ ͍͔ͫ ͒ͦͫͭͯͨͤ·͔ ͔͊͒ͪͫ͊Σ ͭ͊͟ ͙ ͫͦ ͫͭͦͪͦͤ· ͔͍͔ͫͪͪ͊ 
͔ͨͯͭͣ ͔͎ͦ ͔ͨͦ͒ͣͤ·Φ ˽͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔ͦ͋ͫͨ;͙ͭΈ ͊͘΅͙ͭͯ ͚͍ͯͫͭͪͦͫͭ͊ 
ͦͭ ͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͨͪͦͭͦͦ͊͟͡ 5I/tΣ ͒͡Ύ ;͔͎ͦ ͙͔ͨͪͣͤΎ͔ͭͫΎ ͺͯͤ͟ͼ͙Ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/t 
τ DHCP snooping. 

͚͍̂ͫͭͪͦͫͭ ͦ ͫͨͦͫͦ͋ͤͦ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͨͦΎ͍͔͙͔ͤ͡ 5I/t-͔͍͔͍ͫͪͪͦ ͍ ͔͙ͫͭΣ ͔ͪ͊ͪ͘΄͊Ύ ͙ͻ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ 
ͭͦ͡Έͦ͟ ͤ͊ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙͔ͤͭͪͺ͔͚ͫ͊ͻΣ ͊ ͔ͭ͊͗͟ ͙͍ͦͤͭͪͦͪͦ͊ͭ͟͡Έ ͒ͦͫͭͯͨ ͙͔͍ͤͭͦ͟͡ ͟ 5I/t-͔͍͔ͫͪͪ͊ͣ ͨͦ 
͙ͭ͊͋͡ͼ͔ ͍͔͍͙͚ͫͦͦͭͭͫͭΦ 

˻ͨͼ͙Ύ ун ͨͪͦͭͦͦ͊͟͡ 5I/t όoption унύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͎ͭͦͦΣ ;ͭͦ͋· ͙ͨͪͦͤͺ͙͍ͦͪͣͪͦ͊ͭΈ 5I/t-
͔͍͔ͫͪͪ ͦ ͭͦͣΣ ͦͭ ͎͊ͦͦ͟͟ 5I/t-͔ͪͭͪ͊ͤͫ͡Ύͭͦͪ͊ όRelay Agentύ ͙ ;͔͔ͪ͘ ͚͊ͦ͟͟ ͔͎ͦ ͨͦͪͭ ͋·͡ ͨͦͯ͡;͔ͤ ͊ͨͪͦͫ͘Φ 
˽͙͔ͪͣͤΎ͔ͭͫΎ ͒͡Ύ ͍͔͙ͯͫͭ͊ͤͦͤ͡Ύ ͍͔͍͙͚ͫͦͦͭͭͫͭ Lt-͔͍͊͒ͪͫͦ ͙ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͊ ͔ͭ͊͗͟ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ 
͊ͭ͊͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ ˻ͨͼ͙Ύ ун ͔͍ͨͪ͒ͫͭ͊͡Ύ͔ͭ ͚ͫͦ͋ͦ ͙͔͒ͦͨͦͤͭ͡͡ΈͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό 
ό͙ͣΎ ͚͍ͯͫͭͪͦͫͭ͊Σ ͔ͤͦͣͪ ͨͦͪͭ͊ύΣ ͍͒ͦ͋͊͡Ύ͔ͣͯΌ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Σ ͦͭͦͪ͟·͚ ͔ͪ͊͋ͦͭ͊ͭ ͍ ͔͙͔ͪ͗ͣ 5I/t Relay 
͎͔͊ͤͭ͊,  ͍ ͍͙͔͒ DHCP-͊ͨͪͦͫ͊͘Σ ͙ͨͪͤΎ͎ͭͦͦ ͦͭ ͙͔ͤͭ͊͟͡Φ ˹͊ ͍͙͙ͦͫͤͦ͊ͤ ͚͒͊ͤͤͦ ͦͨͼ͙͙Σ 5I/t-͔͍͔ͫͪͪ 
͍·͔͒͡Ύ͔ͭ Lt-͔͊͒ͪͫ ό͙͒͊ͨ͊ͦͤ͘ Lt-͔͍͊͒ͪͫͦύ ͙ ͎͙͔͒ͪͯ ͔ͨ͊ͪ͊ͣͭͪ· ͨͦͪͭͯ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˽ͦͯ͡;͙͍ 
͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͒͊ͤͤ·͔ ͦͭ ͔͍͔ͫͪͪ͊Σ 5I/t Relay ͎͔͊ͤͭ ͍·͔͒͡Ύ͔ͭ Lt-͔͊͒ͪͫ ͙͔ͤͭͯ͟͡Σ ͊ ͔ͭ͊͗͟ ͔͔͔ͨͪ͒͊ͭ ͔ͣͯ 
͎͙͔͒ͪͯ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Φ 

˻ͨͼ͙Ύ ͺ͙͔ͦͪͣͪͯͭͫΎ ͫ ͯ;͔ͭͦͣ ͙͙͔ͨͪͦͪͭͭ͊ ό͍ ͨͦͪΎ͔͒͟ ͔ͯͣͤΈ΄͔͙ͤΎύ: ͚͙ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ ͊
Ethernet -> ͤ ͚͙͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚ͫ ͊VLAN -> ͤ ͚͙͊ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ. 

͙́͊͋͡ͼ͊ 5.217 τ ̅ ͦͪͣ͊ͭ ͔͚ͨͦ͡ ͦͨͼ͙͙ ун 

˽͔ͦ͡ ˽͔͔͍͔ͪ͒͊͊ͣ͊Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ 

Circuit ID 

ˮͣΎ ͻͦͫͭ͊ ͚͍ͯͫͭͪͦͫͭ͊Φ 
Cͭ ͪͦ͊͟ ͍ ͙͒͊ eth <stacked/slotid/ interfaceid>:<vlan> 

˽͔͙͚ͦͫ͒ͤ͡ ͚͋͊ͭ τ ͔ͤͦͣͪ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤͦ ͚͍ͯͫͭͪͦͫͭͦΣ ͍ͦͭͨͪ͊͡ΎΌ΅͔͔ 
dhcp-͊ͨͪͦͫ͘Φ  

Remote agent ID 
Enterprise number ð  0089c1 

MAC-͔͊͒ͪͫ ͯ ͚͍ͫͭͪͦͫͭ͊. 

  

˨͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͨͼ͙͙ ун ͤ͊ ͚͍͔ͯͫͭͪͦͫͭ ͒ͦ͗ͤ͊͡ ͋·ͭΈ ͍͟͡Ό;͔ͤ͊ ͺͯͤ͟ͼ͙Ύ 5I/t ǊŜƭŀȅ 
͎͊ ͔ͤͭ͊Φ ˨͡Ύ ͍͟͡Ό;͔͙ͤΎ 5I/t ǊŜƭŀȅ-͎͔͊ͤͭ͊ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟ ƛǇ ŘƘŎǇ ǊŜƭŀȅ ŜƴŀōƭŜ ͍ 
͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ όͫͣΦ ͔ͪ͊͒͘͡ 5.29 ̅ ͯͤ͟ͼ͙͙ DHCP Relay-͔ͨͦͫͪ͒π
͙ͤ͊͟). 

 

˨͡Ύ ͔͚ͦͪͪͭͤͦ͟͟ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙͙ 5I/t {ƴƻƻǇƛƴƎ ͍͔ͫ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ 5I/t-͔͍͔ͫͪͪ· 
͒ͦ͗ͤ͡· ͋·ͭΈ ͨͦ͒͟͡Ό;͔ͤ· ͟ ζ͍͔͔͒ͦͪͤͤ·ͣη ͨͦͪͭ͊ͣ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ ˨͡Ύ ͍͔͙͒ͦ͋͊ͤ͡Ύ 
ͨͦͪͭ͊ ͍ ͙ͫͨͫͦ͟ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͦͣ͊ͤ͒͊͟ ƛǇ ŘƘŎǇ ǎƴƻƻǇƛƴƎ ǘǊǳǎǘ ͍ ͔͙͔ͪ͗ͣ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊Φ ˨͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͍͔ͫ ͦͫͭ͊͡Έͤ·͔ ͨͦͪͭ· 
ͦͣͣͯͭ͊ͭͦͪ͊͟ ͒ͦ͗ͤ͡· ͋·ͭΈ ζ͔͍͔͔ͤ͒ͦͪͤͤ·͙ͣηΦ 
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˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.218 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip dhcp snooping 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͨ ͔ͯͭͣ ͍͔͔͙͒ͤΎ ͭ͊͋π
͙͡ͼ· 5I/t snooping ͙  ͍͙ͦͭͨͪ͊͟ ͙͔͙ͤͭͫ͟͟͡ͻ ΄͙͍͔ͪͦͦ͟΅͊π
͔ͭ͡Έͤ·ͻ 5I/t-͍͊ͨͪͦͫͦ͘ ͤ͊ ζ͍͔͔͒ͦͪͤͤ·͔η ͨͦͪͭ·. 

no ip dhcp snooping ˤ·͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t. 

ip dhcp snooping vlan 
vlan_id  vlan_id: (1..4094)κ͍·͟͡Όπ

;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͍  ͔͔ͨͪ͒͊͡ͻ ͯ͊͊ͤͤͦ͘͟ ͚
VLAN. 

no ip dhcp snooping vlan 
vlan_id  

ˤ·͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ DHCP ͍  ͔͔ͨͪ͒͊͡ͻ ͯ͊͊ͤ͘͟π
͚ͤͦ VLAN. 

ip dhcp snooping infor-
mation option allowed-
untrusted 

-/͙͔ͨͪͣ DHCP-͔͍ͨ͊ͭͦ͟ ͫ 
ͦͨͼ͙͔͚ ун ͦͭ ζ͔͔ͤͤ͊͒͗π
ͤ·ͻη ͍ͨͦͪͭͦ ͔͊ͨͪ͘΅͔ͤ 

˾͔͊ͪ͘΄͔͊ͭ ͙͙ͨͪͤͣ͊ͭΈ 5I/t-͔ͨ͊ͭ͟· ͫ ͦͨͼ͙͔͚ ун ͦͭ ζ͔ͤͤ͊π
͔͒͗ͤ·ͻη ͍ͨͦͪͭͦΦ  

no ip dhcp snooping in-
formation option al-
lowed-untrusted 

˭͔͊ͨͪ΅͔͊ͭ ͙͙ͨͪͤͣ͊ͭΈ 5I/t-͔ͨ͊ͭ͟· ͫ ͦͨͼ͙͔͚ ун ͦͭ ζ͔ͤͤ͊π
͔͒͗ͤ·ͻη ͍ͨͦͪͭͦΦ  

ip dhcp snooping verify 

-/͍͔͙ͪͺ͙͊͟ͼ͙Ύ ͍͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͍͔͙ͪͺ͙͊͟ͼ͙Ό ˸ˢ˿-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͙ ˸ˢ˿-͊͒π
͔ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟, ͨ ͙ͪͤΎ͎ͭͦͦ ͍ 5I/t-͔͔ͨ͊ͭ͟ ͤ͊ ζ͔͍͔͔ͤ͒ͦͪͤπ
ͤ·ͻη ͨͦͪͭ͊ͻΦ  

no ip dhcp snooping ver-
ify 

ˤ·͟͡Ό;͔͊ͭ ͍͔͙ͪͺ͙͊͟ͼ͙Ό ˸ˢ˿-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͙ ˸ˢ˿-͊͒π
͔ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟, ͨ ͙ͪͤΎ͎ͭͦͦ ͍ 5I/t-͔͔ͨ͊ͭ͟ ͤ͊ ζ͔͍͔͔ͤ͒ͦͪͤπ
ͤ·ͻη ͨͦͪͭ͊ͻΦ 

ip dhcp snooping data-
base -κ͔͔͍ͪͪͤ͘·͚ ͺ͚͊͡ ͔ͤ ͙ͫπ

ͨͦ͡Έ͔ͯͭͫ͘Ύ 

˾͔͊ͪ͘΄͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔͔͍͎ͪͪͤͦͦ͘ ͺ͚͊͊͡ ό͋͊͘·ύ ͦͤ͟π
ͭͪͦ͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 

no ip dhcp snooping data-
base 

˭͔͊ͨͪ΅͔͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔͔͍͎ͪͪͤͦͦ͘ ͺ͚͊͊͡ ό͋͊͘·ύ ͦͤ͟π
ͭͪͦ͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 

ip dhcp snooping data-
base update-freq seconds seconds: 

(600..86400)/1200 

˭͔͊͒͊ͭ ;͊ͫͭͦͭͯ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͺ͚͊͊͡ ό͋͊͘·ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦπ
ͦ͊͟͡ 5I/tΦ 

no ip dhcp snooping data-
base update-freq seconds 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip dhcp snooping port-
down action clear 

-κ͍·͟͡Ό;͔ͤͦ 

ȵɔɍɈɔɑɥɋɘ ɔɝɎɗɘɎɘɢ ɘɆɇɑɎɜə DCHP snooping  ɕɖɎ ɕɆɊɋ-
ɓɎɎ ɎɓɘɋɖɚɋɏɗɆ 

no ip dhcp snooping port-
down action  

ȭɆɕɖɋɟɆɋɘ ɔɝɎɗɘɐə ɘɆɇɑɎɜɡ DCHP snooping  ɕɖɎ ɕɆɊɋ-
ɓɎɎ ɎɓɘɋɖɚɋɏɗɆ 

ip dhcp information op-
tion 

-κ͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͚͍ͯͫͭͪͦͫͭͯ ͍͔͙͔͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͙ͨͪ ͔ͪ͊͋ͦͭ 
ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 

no ip dhcp information 
option 

˭͔͊ͨͪ΅͔͊ͭ ͚͍ͯͫͭͪͦͫͭͯ ͍͔͙͔͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͙ͨͪ ͔ͪ͊͋ͦͭ 
ͨͪͦͭͦͦ͊͟͡ 5I/t. 

ip dhcp information op-
tion format-type access-
node-id node_id node_id: (1..32) ͫ ͙͍ͣͦπ

͍ͦ͡/- 

͍̂ͫͭ͊ͤͦ͊͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ŀŎŎŜǎǎ-ƴƻŘŜψƛŘ ͦͨͼ͙͙ унΦ 

no ip dhcp information 
option format-type ac-
cess-node-id 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type remote-
id remote_id: (1..32) ͫ ͙͍ͣͦπ

͍ͦ͡/- 

͍̂ͫͭ͊ͤͦ͊͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ǊŜƳƻǘŜψƛŘ ͦͨͼ͙͙ унΦ  

no ip dhcp information 
option format-type re-
mote-id 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type option 

format: (sp, sv, pv, spv, bin, 
user-defined); 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ 5I/t ͦͨͼ͙͙ унΦ 
̅ͦͪͣ͊ͭΥ  
- sp τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ͨͦͪͭ͊Τ 
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format [delimiter delim-
iter] 

delimiter: (.,;#)/ͨ ͔ͪͦ͋͡ - sv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ±[!bΤ 
- pv τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͙ ±[!bΤ 
- spv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡Σ ͨͦͪͭ͊ ͙ ±[!bΤ 
- bin τ ͋ ͙ͤ͊ͪͤ·͚ ͺͦͪͣ͊ͭΥ ±[!bΣ ͫͦͭ͡Σ ͨͦͪͭ; 
- user-defined τ ͺͦͪͣ͊ͭ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˽͙ͪ 
͔͔͔͙͙ͦͨͪ͒ͤ͡ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ΄͊͋ͦͤ͡·Υ 

%h: hostname; 
҈ǇΥ ͔ͦͪͦͭͦ͟͟ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪ Ǝƛмκлκм; 
҈tΥ ͙͔͒ͤͤͦ͡ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪΣ ƎƛƎŀōƛǘŜǘƘŜǊƴŜǘ мκлκм; 
҈ǘΥ ͙ͭͨ ͨͦͪͭ͊ όͤ͊͘;͔͙͔ͤ ͨͦ͡Ύ ƛŦ¢ŀōƭŜΥΥƛŦ¢ȅǇŜ ͍ ΄͔ͫͭͤ͊͒ͼ͊π
͔͙ͭͪ;ͤͦͣ ͍͙͔͒ύΤ 
%m: mac-͔͊͒ͪͫ ͨͦͪͭ͊ ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
%M: mac-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
҈ǳΥ ͔ͤͦͣͪ Ό͙ͤͭ͊; 
҈ǎΥ ͔ͤͦͣͪ ͫͦͭ͊͡; 
҈ƴΥ ͔ͤͦͣͪ ͨͦͪͭ͊ ό͊͟͟ ͤ͊ ͙͡ͼ͔͍͚ͦ ͔͙ͨ͊ͤ͡ύ; 
%i: ifIndex ͨ ͦͪͭ͊; 
%v: ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!bΤ 
%c: mac-͔͊͒ͪͫ ͙͔ͤͭ͊͟͡ ͍ ͺ͔ͦͪͣ͊ͭ H-H-H-H-H-H; 
%a: IP-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ !Φ.Φ/Φ5Φ 

no ip dhcp information 
option format-type op-
tion 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip dhcp information op-
tion suboption-type 
{tr101 |  custom} 

-/tr101 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ ͦͨͼ͙͙ 82. 
- tr101 τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͎ͫͦ͊ͫͤͦ͡ ͙ͫͤͭ͊͟π
͙ͫͫͯΣ ͙ͨͪͤΎͭͦͣͯ ͍ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύͻ ¢w-101 ͍  ͫ ͍͔͍͙͙ͦͦͭͭͫͭ ͫ 
ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.219; 
- custom τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ 
ͫ ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.220. 

no ip dhcp information 
option suboption-type 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

͙́͊͋͡ͼ͊ 5.219 τ ̅ ͦͪͣ͊ͭ ͔͚ͨͦ͡ ͦͨͼ͙͙ ун ͎ͫͦ͊ͫͤͦ͡ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύͣ TR-101 

˽͔ͦ͡ ˽͔͔͍͔ͪ͒͊͊ͣ͊Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ 

Circuit ID 

hostname ͯ ͚͍ͫͭͪͦͫͭ͊ 

ͫͭͪͦ͊͟ ͍ ͙͒͊ eth <stacked/slotid/interfaceid>:<vlan> 

˽͔͙͚ͦͫ͒ͤ͡ ͚͋͊ͭ ð ͤ ͔ͦͣͪ ͨͦͪͭ͊Σ ͟ ͦͭͦͪͦͣͯ͟ ͨͦ͒͟͡Ό;͔ͤͦ ͚͍ͯͫͭͪͦͫͭͦΣ ͍ͦͭͨͪ͊͡ΎΌ΅͔͔ 

dhcp-͊ͨͪͦͫ͘Φ  

Remote agent ID 
Enterprise number ð 0089c1 

MAC-͔͊͒ͪͫ ͯ ͚͍ͫͭͪͦͫͭ͊ 

͙́͊͋͡ͼ͊ 5.220 τ ̅ ͦͪͣ͊ͭ ͔͚ͨͦ͡ ͦͨͼ͙͙ ун ͔͙ͪ͗ͣ͊ custom 

˽͔ͦ͡ ˽͔͔͍͔ͪ͒͊͊ͣ͊Ύ ͙ͤͺͦͪͣ͊ͼ͙Ύ 

Circuit ID 

˨͙ͤ͊͡ ό1 ͋ ͚͊ͭύ 

͙́ͨ /ƛǊŎǳƛǘ ID 

˨͙ͤ͊͡ όм ͚͋͊ͭύ 

VLAN (н ͚͋͊ͭ͊ύ 

˹͔ͦͣͪ ͣͦ͒ͯ͡Ύ (1 ͋ ͚͊ͭύ 

˹͔ͦͣͪ ͨͦͪͭ͊ (1 ͋ ͚͊ͭύ 

Remote agent ID 

˨͙ͤ͊͡ όм ͚͋͊ͭύ 

͙́ͨ Remote ID (м ͚͋͊ͭύ 

˨͙ͤ͊͡ όм ͚͋͊ͭύ 

MAC-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ (͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦ) Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.221 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

 ip dhcp snooping 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͍ ͔͔ͨͪ͒͊͡ͻ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Φ 

no ip dhcp snooping ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ 5I/t ͍ ͔͔ͨͪ͒͊͡ͻ ͙͔ͤͭͪπ
ͺ͔͚ͫ͊Φ 

ip dhcp snooping trust 

-/͙͔ͤͭͪͺ͔͚ͫ ͔ͤ Ύ͍͡Ύ͔ͭͫΎ 
͍͔͔͒ͦͪͤͤ·ͣ 

˨͍ͦ͋͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ ͍ ͙ͫͨͫͦ͟ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙ͨͪ ͙ͫͨͦ͡Έπ
͍͙͙ͦ͊ͤ͘ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 5I/t-ͭͪ͊ͺ͙͟ ζ͍͔͒ͦπ
͔͎ͪͤͤͦͦη ͙͔ͤͭͪͺ͔͚ͫ͊ ͫ;͙͔ͭ͊ͭͫΎ ͔͋ͦͨ͊ͫͤ͘·ͣ ͙ ͔ͤ ͦͤͭͪͦ͟π
͙͔ͪͯͭͫ͡ΎΦ 

no ip dhcp snooping trust ̂͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ ͙͘ ͙ͫͨͫ͊͟ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙ͨͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 

ip dhcp snooping limit 
rate rate rate:  

(1..2048) pps/͍ ·͟͡Ό;͔ͤͦ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͒͡Ύ ͎͒͊ͤͤͦͦ ͨͦͪͭ͊ ͤ͊ ͙ͦ͟͡;͔π
͍ͫͭͦ ͙͙͔ͨͪͤͣ͊ͣ·ͻ 5I/t-͔ͨ͊ͭ͟ ͍ͦ ͍ ͔ͫͯͤ͒ͯ͟Φ 

no ip dhcp snooping limit 
rate 

˿͙͔ͤͣ͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͤ͊ ͙͖ͨͪͣ DHCP-͔͍ͨ͊ͭͦ͟ ͫ  ͎͒͊ͤͤͦͦ 
ͨͦͪͭ͊. 

ip dhcp information op-
tion [global] 

-/global 

˾͔͊ͪ͘΄͔͊ͭ ͚͍ͯͫͭͪͦͫͭͯ ͍͔͙͔͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ 
͙ͨͪ ͔ͪ͊͋ͦͭ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ  
- global τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͚͙ͤ͊ͫͭͪͦ͊ͣ͟ 
ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ ±[!bΦ 

no ip dhcp information 
option 

˭͔͊ͨͪ΅͔͊ͭ ͚͍ͯͫͭͪͦͫͭͯ ͍͔͙͔͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͒͡Ύ ͎͒͊ͤͤͦͦ 
͙͔ͤͭͪͺ͔͚ͫ͊ ͙ͨͪ ͔ͪ͊͋ͦͭ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 

ip dhcp information op-
tion format-type access-
node-id node_id ƴƻŘŜψƛŘΥ όмΦΦонύ ͙͍ͫͣͦπ

͍ͦ͡κ- 

͍̂ͫͭ͊ͤͦ͊͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ŀŎŎŜǎǎ-ƴƻŘŜψƛŘ ͦͨͼ͙͙ ун ͤ͊ ͙ͤπ
͔ͭͪͺ͔͚͔ͫΦ 

no ip dhcp information 
option format-type ac-
cess-node-id 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type circuit-
id circuit_id 

circuit_id:  
(1..63) ͫ ͙͍͍ͣͦͦ͡/- 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔ͫͨͼ͙ͺ͙;ͤ·͚ i˿rcuit-id ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ip dhcp information 
option format-type cir-
cuit-id 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type remote-
id remote_id remote_id:  

(1..63) ͫ ͙͍͍ͣͦͦ͡/- 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔ͫͨͼ͙ͺ͙;ͤ·͚ Remote-id ͤ ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no ip dhcp information 
option format-type re-
mote-id 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type option 
format [delimiter delim-
iter] 

format: (sp, sv, pv, spv, bin, 
user-defined); 

delimiter: (.,;#)/ͨ ͔ͪͦ͋͡ 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ DHCP ͦ ͨͼ͙͙ ун ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
̅ͦͪͣ͊ͭΥ  
- sp τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ͨͦͪͭ͊Τ 
- sv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ VLAN; 
- pv τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͙ VLAN; 
- spv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡Σ ͨͦͪͭ͊ ͙ VLAN; 
- bin τ ͋ ͙ͤ͊ͪͤ·͚ ͺͦͪͣ͊ͭΥ VLANΣ ͫͦͭ͡Σ ͨͦͪͭΤ 
- user-defined τ ͅ ͦͪͣ͊ͭ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˽͙ͪ 
͔͔͔͙͙ͦͨͪ͒ͤ͡ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ΄͊͋ͦͤ͡·Υ 
%h: hostname; 
%pΥ ͔ͦͪͦͭͦ͟͟ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪ gi1/0/1; 
%PΥ ͙͔͒ͤͤͦ͡ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪΣ gigabitethernet 1/0/1; 
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%tΥ ͙ͭͨ ͨͦͪͭ͊ όͤ͊͘;͔͙͔ͤ ͨͦ͡Ύ ifTable::ifType ͍  ΄͔ͫͭͤ͊͒ͼ͔͊ͭπ
͙ͪ;ͤͦͣ ͍͙͔͒ύΤ 
%m: mac-͔͊͒ͪͫ ͨͦͪͭ͊ ͍ ͺ͔ͦͪͣ͊ͭ H-H-H-H-H-H-H; 
%M: mac-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ H-H-H-H-H-H-H; 
%uΥ ͔ͤͦͣͪ Ό͙ͤͭ͊Τ 
%sΥ ͔ͤͦͣͪ ͫͦͭ͊͡Τ 
%nΥ ͔ͤͦͣͪ ͨͦͪͭ͊ ό͊͟͟ ͤ͊ ͙͡ͼ͔͍͚ͦ ͔͙ͨ͊ͤ͡ύΤ 
%i: ifIndex ͨ ͦͪͭ͊Τ 
%vΥ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ VLAN; 
%c: mac-͔͊͒ͪͫ ͙͔ͤͭ͊͟͡ ͍ ͺ͔ͦͪͣ͊ͭ H-H-H-H-H-H; 
%a: IP-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ !Φ.Φ/Φ5Φ 

no ip dhcp information 
option format-type op-
tion 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip dhcp information op-
tion suboption-type 
{global | tr101 | custom} 

-/global 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ ͦͨͼ͙͙ ун ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 
- global τ ͅ ͦͪͣ͊ͭ ͦͨͼ͙͙ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͚͙ͤ͊ͫͭͪͦ͊ͣ͟ ͦͨͼ͙͙ 
ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ VLAN; 
- tr101 τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͎ͫͦ͊ͫͤͦ͡ ͙ͫͤͭ͊͟π
͙ͫͫͯΣ ͙ͨͪͤΎͭͦͣͯ ͍ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύͻ TR-101 ͍  ͫͦ ͍͔͍͙͙ͦͭͭͫͭ ͫ 
ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.219; 
- custom τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ 
ͫ ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.220. 

no ip dhcp information 
option suboption-type 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔ͪ͗ ͙͔ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!bΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.222 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip dhcp information op-
tion [global] 

-/global 

˾͔͊ͪ͘΄͔͊ͭ ͚͍ͯͫͭͪͦͫͭͯ ͍͔͙͔͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͒͡Ύ ͎͒͊ͤͤͦͦ 
±[!b ͙ͨͪ ͔ͪ͊͋ͦͭ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ  
- global τ ͒ ͍͔͙͔ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͎ͦ͋͊͡͡Έπ
ͤ·͙ͣ ͚͙ͤ͊ͫͭͪͦ͊ͣ͟Φ 

no ip dhcp information 
option 

˭͔͊ͨͪ΅͔͊ͭ ͚͍ͯͫͭͪͦͫͭͯ ͍͔͙͔͒ͦ͋͊ͤ͡ ͦͨͼ͙͙ ун ͒͡Ύ ͎͒͊ͤͤͦͦ 
V[!b ͙ͨͪ ͔ͪ͊͋ͦͭ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ  

ip dhcp information op-
tion format-type access-
node-id node_id ƴƻŘŜψƛŘΥ όмΦΦонύ ͙͍ͫͣͦπ

͍ͦ͡κ- 

͍̂ͫͭ͊ͤͦ͊͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ŀŎŎŜǎǎ-ƴƻŘŜψƛŘ ͦͨͼ͙͙ ун ͒͡Ύ 
͎͒͊ͤͤͦͦ ±[!bΦ 

no ip dhcp information 
option format-type ac-
cess-node-id 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type remote-
id ǊŜƳƻǘŜψƛŘΥ όмΦΦонύ ͙͍ͫͣͦπ

͍ͦ͡κ- 

͍̂ͫͭ͊ͤͦ͊͟ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ǊŜƳƻǘŜψƛŘ ͦͨͼ͙͙ ун ͒͡Ύ ͒͊ͤπ
͎ͤͦͦ ±[!bΦ  

no ip dhcp information 
option format-type re-
mote-id 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp information op-
tion format-type option 
format [delimiter delim-
iter] 

format: (sp, sv, pv, spv, bin, 
user-defined); 

delimiter: (.,;#)/ͨ ͔ͪͦ͋͡ 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ 5I/t ͦͨͼ͙͙ ун ͒͡Ύ ͎͒͊ͤͤͦͦ ±[!bΦ 
̅ͦͪͣ͊ͭΥ  
- sp τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ͨͦͪͭ͊Τ 
- sv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ±[!bΤ 
- pv τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͙ ±[!bΤ 
- spv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡Σ ͨͦͪͭ͊ ͙ ±[!bΤ 
- bin τ ͋ ͙ͤ͊ͪͤ·͚ ͺͦͪͣ͊ͭΥ ±[!bΣ ͫͦͭ͡Σ ͨͦͪͭΤ 
- user-defined τ ͺͦͪͣ͊ͭ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˽͙ͪ 
͔͔͔͙͙ͦͨͪ͒ͤ͡ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ΄͊͋ͦͤ͡·Υ 

%h: hostname; 
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҈ǇΥ ͔ͦͪͦͭͦ͟͟ ͙ͣΎ ͨ ͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪ ƎƛмκлκмΤ 
҈tΥ ͙͔͒ͤͤͦ͡ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪΣ ƎƛƎŀōƛǘŜǘƘŜǊƴŜǘ мκлκмΤ 
҈ǘΥ ͙ͭͨ ͨͦͪͭ͊ όͤ͊͘;͔͙͔ͤ ͨͦ͡Ύ ƛŦ¢ŀōƭŜΥΥƛŦ¢ȅǇŜ ͍ ΄͔ͫͭͤ͊͒ͼ͊π
͔͙ͭͪ;ͤͦͣ ͍͙͔͒ύΤ 
%m: mac-͔͊͒ͪͫ ͨͦͪͭ͊ ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
%M: mac-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
҈ǳΥ ͔ͤͦͣͪ Ό͙ͤͭ͊Τ 
҈ǎΥ ͔ͤͦͣͪ ͫͦͭ͊͡Τ 
҈ƴΥ ͔ͤͦͣͪ ͨͦͪͭ͊ ό͊͟͟ ͤ͊ ͙͡ͼ͔͍͚ͦ ͔͙ͨ͊ͤ͡ύΤ 
%i: ifIndex ͨ ͦͪͭ͊Τ 
%vΥ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!bΤ 
%c: mac-͔͊͒ͪͫ ͙͔ͤͭ͊͟͡ ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H; 
%a: IP-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ !Φ.Φ/Φ5Φ 

no ip dhcp information 
option format-type op-
tion 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

ip dhcp information op-
tion suboption-type 
{global | tr101 | custom} 

-/global 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ ͦͨͼ͙͙ ун ͒͡Ύ ͎͒͊ͤͤͦͦ ±[!bΦ 
- global τ ͅ ͦͪͣ͊ͭ ͦͨͼ͙͙ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͎ͦ͋͊͡͡Έͤ·͙ͣ 
͚͙ͤ͊ͫͭͪͦ͊ͣ͟Τ 
- tr101 τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͎ͫͦ͊ͫͤͦ͡ ͙ͫͤͭ͊͟π
͙ͫͫͯΣ ͙ͨͪͤΎͭͦͣͯ ͍ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύͻ ¢w-101 ͍  ͫͦ ͍͔͍͙͙ͦͭͭͫͭ ͫ 
ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.219; 
- custom τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ 
ͫ ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.220. 

no ip dhcp information 
option suboption-type 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.223 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip dhcp snooping binding  
mac_address  
vlan_id  ip_address {giga-
bitethernet gi_port |  
fastethernet fa_port | 
port-channel group}  
expiry {seconds|infinity}  

  

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

vlan_id: (1..4094); 
group: (1..16);  

seconds: (10..4294967295) 

˨͍ͦ͋͊͡Ύ͔ͭ ͍ ͺ͚͊͡ ό͋͊ͯ͘ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/t ͍͔ͫͦͦͭͭπ
͍͙͔ͫͭ ˸ˢ˿-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡Σ ͎͔ͪͯͨͨ ±[!b ͙ Lt-͔͊͒ͪͫͯ ͒͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ  
˨͊ͤͤ͊Ύ ͙͊ͨͫ͘Έ ͔͋ͯ͒ͭ ͔͚͍͙͔͒ͫͭͭ͡Έͤ͊ ͍ ͔ͭ;͔͙͔ͤ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ 
͔ͦͣ͊ͤ͒͟ ͍͔͔͙ͪͣͤ ͙͙͗ͤ͘ ͙͙͊ͨͫ͘Σ ͔͙ͫ͡ ͙͔ͤͭ͟͡ ͔ͤ ͍͙ͦͭͨͪ͊ͭ 
͊ͨͪͦͫ͘ ͤ͊ 5I/t-͔͍͔ͫͪͪ ͤ͊ ͍͔͙͔ͦ͋ͤͦͤ͡Φ ͚͔́͊ͣͪ ͦ͋ͤͯ͡Ύ͔ͭͫΎ 
͍ ͫͯ͡;͔͊ ͨͦͯ͡;͔͙ͤΎ ͦͭ ͙͔ͤͭ͊͟͡ ͊ͨͪͦͫ͊͘ ͤ͊ ͍͔͙͔ͦ͋ͤͦͤ͡ όͦ͟ π
ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍ͦ͊͘π
͔ͭ͡ΎύΦ 
- seconds τ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͊ͨͫ͘; 
- infinity  τ ͍ ͔ͪͣΎ ͙͙͗ͤ͘ ͙͙͊ͨͫ͘ ͔ͤ ͎͙ͦͪ͊ͤ;͔ͤͦ. 

no ip dhcp snooping bind-
ing mac_address  
vlan_id 

̂͒͊͡Ύ͔ͭ ͙͘ ͺ͚͊͊͡ ό͋͊͘·ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/t ͍͔ͫͦͦͭͭπ
͍͙͔ͫͭ ˸ˢ˿-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͙ ͎ͪͯͨͨ· ±[!b. 

clear ip dhcp snooping 
database [mac-address 
mac_address ]  
[vlan vlan_id] [giga-
bitethernet gi_port |  
fastethernet fa_port | 
port-channel group] 

ͺͦͪͣ͊ͭ mac_address : 
H.H.H 

H:H:H:H:H:H 
 H-H-H-H-H-H; 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id (1..4094) 

˻;͙΅͔͊ͭ ͙͙͊ͨͫ͘ ͍ ͺ͚͔͊͡ ό͋͊͘ύ͔ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 5I/tΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.224 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip dhcp information 
option 

τ 
˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͦͨͼ͙͙ ун ͨͪͦπ
ͭͦͦ͊͟͡ 5I/tΦ  

show ip dhcp snooping 
[gigabitethernet gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 
DHCP. 

show ip dhcp snooping 
binding  
[mac-address mac_ad-
dress ]  
[ip-address ip_address ]  
[vlan vlan_id] [giga-
bitethernet gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16); 
vlan_id: (1..4094). 

˽ͦ͊͘͟·͍͔͊ͭ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͘ ͺ͚͊͊͡ ό͋͊͘·ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦπ
ͦ͊͟͡ 5I/tΦ  

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˾͔͊ͪ͘΄͙ͭΈ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ DHCP ͦ ͨͼ͙͙ ун ͍  мл VLAN: 

console# configure   

console(config)# ip dhcp snooping  

console(config)# ip dhcp snooping vlan 10  

console(config)# ip dhcp information option  

console(config)# interface gigabitethernet 1/0/24  

console(config)# ip dhcp snooping trust  

Á ˽ͦ͊͊ͭ͘͟Έ ͍͔ͫ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͙͘ ͙ͭ͊͋͡ͼ· ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ DHCP:  

console# show ip dhcp snooping  binding  

5.28.4 ˭ ͊΅͙ͭ͊ Lt-͔͊͒ͪͫ͊ ͟ ͙͔ͤͭ͊͡ όIP Source Guard)  

̅ͯͤ͟ͼ͙Ύ ͊͘΅͙ͭ· IP-͔͊͒ͪͫ͊ όLt Source DǳŀǊŘύ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟Σ ͙ͨͪͤΎ͎ͭͦͦ 
ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙ͭ͊͋͡ͼ· ͍͔͍͙͚ͫͦͦͭͭͫͭ 5I/t ǎƴƻƻǇƛƴƎ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ Lt {ƻǳǊŎŜ 
DǳŀǊŘΦ ͙́͊ͣ͟ ͦ͋ͪ͊ͦͣ͘Σ IP Source Guard ͍ͨͦͦ͘͡Ύ͔ͭ ͋ͦͪͦͭΈͫΎ ͫ ͔͚ͨͦ͒ͣͤͦ IP-͔͍͊͒ͪͫͦ ͍ ͔ͨ͊ͭ͊͟ͻΦ  

 

˽ͦͫͦ͟͡Έͯ͟ ͺͯͤ͟ͼ͙Ύ ͦͤͭͪͦ͟͡Ύ ͊͘΅͙ͭ· IP-͔͊͒ͪͫ͊ ͙ͫͨͦ͡Έ͔ͯͭ͘ ͙ͭ͊͋͡ͼ ͍͔͍͙͚ͯͫͦͦͭͭͫͭ DHCP 
snoopingΣ ͙͔͔ͣͭ ͫͣ·ͫ͡ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͊ͤͤͯΌ ͺͯͤ͟ͼ͙ΌΣ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤͦ ͙͍ͤ͊ͫͭͪͦ ͙ 
͍͟͡Ό;͙͍ DHCP snooping. 

 

̅ͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· IP-͔͊͒ͪͫ͊ όLt {ƻǳǊŎŜ DǳŀǊŘύ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍͟͡Ό;͙ͭΈ ͎ͦ͋͊͡͡Έͤͦ ͙ ͒͡Ύ 
͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.225 ς ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip source-guard 

-/͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͒͡Ύ ͍͔͎ͫͦ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no ip source-guard ˤ·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͒͡Ύ ͍͔͎ͫͦ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

ip source-guard binding  
mac_address  vlan_id 
ip_address  
{gigabitethernet gi_port |  
fastethernet fa_port | 
port-channel group} 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

vlan_id: (1..4094); 
group: (1..16) 

˿͙͔ͦ͒͊ͤ͘ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͙͙͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼ͔ ͍͔͍͙ͫͦͦͭͭͫͭΎ 
͔ͣ͗͒ͯ Lt-͔͊͒ͪͫͦͣ ͙͔ͤͭ͊͟͡Σ ͔͎ͦ a!/-͔͊͒ͪͫͦͣ ͙ ͎͚ͪͯͨͨͦ 
±[!b ͒͡Ύ ͎ͯ͊͊ͤͤͦͦ͘͟ ͍ ͔ͦͣ͊ͤ͒͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ip source-guard bind-
ing mac_address vlan_id  

͔͙͔̂͒͊ͤ͡ ͙ͫͭ͊ͭ;͔͚ͫͦ͟ ͙͙͊ͨͫ͘ ͍ ͙ͭ͊͋͡ͼ͔ ͍͔͍͙ͫͦͦͭͭͫͭΎΦ 

ip source-guard tcam re-
tries-freq {seconds | 
never} 

seconds: (10..600, 
never)κсл ͔ͫ ͟

˭͔͊͒͊ͭ ;͊ͫͭͦͭͯ ͦ͋ͪ͊΅͔͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ ͟ ͍͔͙ͤͯͭͪͤͤͣ ͔ͪͫͯͪπ
ͫ͊ͣ ͫ ͼ͔͡ΈΌ ͙͙͊ͨͫ͘ ͍ ͨ͊ͣΎͭΈ ͔͙͍ͤ͊ͭͤ͟·ͻ ͊͘΅͙΅͔ͤͤ·ͻ Lt-
͔͍͊͒ͪͫͦΦ 
 - never τ ͘ ͔͊ͨͪ΅͔͊ͭ ͙͊ͨͫ͘Έ ͍ ͨ͊ͣΎͭΈ ͔͙͍ͤ͊ͭͤ͟·ͻ ͊͘΅͙π
΅͔ͤͤ·ͻ Lt-͔͍͊͒ͪͫͦΦ 

no ip source-guard tcam 
retries-freq 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.226 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip source-guard 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͒͡Ύ ͙ͤ͊ͫͭͪ͊π
͍͔͎͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

no ip source-guard ˤ·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ ͙͔ͤͭ͊͟͡ ͒͡Ύ ͤ͊ͫͭͪ͊π
͙͍͔͎͊ͣͦͦ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ Privileged EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.227 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip source-guard tcam lo-
cate 

τ 

ˤͪͯ;ͤͯΌ ͔͊ͨͯͫ͊ͭ͘͟ ͨͪͦͼ͔ͫͫ ͦ͋ͪ͊΅͔͙ͤΎ ͚͍ͯͫͭͪͦͫͭ͊ ͟ ͍ͤͯͭπ
͔͙ͪͤͤͣ ͔ͪͫͯͪͫ͊ͣ ͫ ͼ͔͡ΈΌ ͙͙͊ͨͫ͘ ͍ ͨ͊ͣΎͭΈ ͔͙͍ͤ͊ͭͤ͟·ͻ ͊͘π
΅͙΅͔ͤͤ·ͻ Lt-͔͍͊͒ͪͫͦΦ ˴ͦͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒ ͡Ύ ͙ͨͪπ
͍͙͔͎͙͍͎ͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

˴ͦͣ͊ͤ͒· ͔ͪ͗ ͙ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫ ͙ͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  
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͙́͊͋͡ͼ͊ 5.228 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip source-guard con-
figuration [gigabitethernet 
gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16). 

˴ͦͣ͊ͤ͒͊ ͔ͦͭͦ͋ͪ͊͗͊ͭ ͚ͤ͊ͫͭͪͦͯ͟ ͺͯͤ͟ͼ͙͙ ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ 
ͤ͊ ͊͒͊ͤͤͦͣ͘Σ ͙͋ͦ͡ ͤ͊ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͚͍ͯͫͭͪͦͫͭ͊Φ 

show ip source-guard sta-
tus  
[mac-address mac_address]  
[ip-address ip_address]   
[vlan vlan_id] [gigabitether-
net gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

vlan_id: (1..4094); 
group: (1..16) 

˴ͦͣ͊ͤ͒͊ ͦ ͔ͭͦ͋ͪ͊͗͊ͭ ͫ ͭ͊ͭͯͫ ͅ ͯͤ͟ͼ͙͙ ͘ ͊΅͙ͭ· IP-͔͊͒ͪͫ͊ ͒ ͡Ύ 
͎ͯ͊͊ͤͤͦͦ͘͟ ͙ ͔ͤͭͪͺ͔͚ͫ͊, IP-͔͊͒ͪͫ͊, ˸ ˢ-˿͔͊͒ͪͫ͊ ͙ ͙͡ ͎ ͪͯͨͨ· 
VLAN.  

show ip source-guard inac-
tive 

τ 
˴ͦͣ͊ͤ͒͊ ͔ͦͭͦ͋ͪ͊͗͊ͭ ͔ͤ ͙͍͊ͭͤ͟·͔ Lt-͔͊͒ͪͫ͊ ͍͙͔ͦͭͨͪ͊ͭ͡ΎΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͚ͤ͊ͫͭͪͦͯ͟ ͺͯͤ͟ͼ͙͙ ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΥ 

console# show ip source - guard configuration  

IP Source Guard is Enabled  

 

 Interface    State     

-----------  ----------   

 gi1/0/1     Enabled    

 gi1/0/22    Enabled    

 gi1/0/23    Enabled   

Á ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό ͊͘΅͙ͭ· Lt-͔͊͒ͪͫ͊ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͙ͭ͊͋͡ͼ· 
͍͔͍͙͚ͫͦͦͭͭͫͭ 5I/t ǎƴƻƻǇƛƴƎ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ Lt {ƻǳǊŎŜ DǳŀǊŘΦ ˿ͦ͒͊ͭ͘Έ ͙ͫͭ͊ͭπ
;͔ͫͯ͟Ό ͙͊ͨͫ͘Έ ͍ ͙ͭ͊͋͡ͼ͔ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘ мн ͔͍͎ͨͪͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ͍ 
͔͔ͫͭ͟Υ Lt-͔͊͒ͪͫ ͙͔ͤͭ͊͟͡ τ мфнΦмсуΦмсΦмпΣ ͔͎ͦ a!/-͔͊͒ͪͫ τ ллΥслΥтлΥп!Υ!.Υ!CΦ ˮ͔ͤͭͪπ
ͺ͔͚ͫ ͍ о-͚ ͎͔ͪͯͨͨ ±[!bΥ 

console# configure   

console(config)# ip dhcp snooping  

console(config)# ip source - guard  

console(config)# ip source - guard binding 0060.704A.ABAF 3 192.168.16.14  gi-

gabit ethe rne t 1/ 0/ 12  

5.28.5 ˴ ͦͤͭͪͦ͡Έ ͨͪͦͭͦͦ͊͟͡ !wt ό!wt Inspection)  

̅ͯͤ͟ͼ͙Ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ ARP (ARP Inspection) ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͊͘΅͙ͭ· ͦͭ ͊ͭ͊͟ ͫ 
͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͨͪͦͭͦͦ͊͟͡ !wt ό͙͔ͤ͊ͨͪͣͪΣ ARP-spoofing τ ͔͔ͨͪͻ͍͊ͭ ARP-ͭͪ͊ͺ͙͊͟ύΦ ˴ͦͤͭͪͦ͡Έ 
ͨͪͦͭͦͦ͊͟͡ !wt ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͤ͊ ͍͔ͦͫͤͦ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ IP- ͙ MAC-͔͍͊͒ͪͫͦΣ ͊͒͊ͤͤ͘·ͻ ͒͡Ύ 
͎ͪͯͨͨ· VLAN.   

 

˽ͦͪͭ, ͫ ͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·͚ ζ͔͍͔͔ͤ͒ͦͪͤͤ·ͣη ͒͡Ύ ͺͯͤ͟ͼ͙͙ !wt Inspection, ͒ ͔ͦ͗ͤ͡ 
͔ͭ͊͗͟ ͋·ͭΈ ζ͔͍͔͔ͤ͒ͦͪͤͤ·ͣη ͒͡Ύ ͺͯͤ͟ͼ͙͙ 5I/t ǎƴƻƻǇƛƴƎ ͙͙͡ ͍͔͍͙͔ͫͦͦͭͭͫͭ ˸ˢ˿-͊͒π
͔ͪͫ͊ ͙ Lt-͔͊͒ͪͫ͊ ͒͡Ύ Ή͎ͭͦͦ ͨͦͪͭ͊ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͦ ͙ͫͭ͊ͭ;͔͙ͫ͟Φ ˮͤ͊;͔ 
͒͊ͤͤ·͚ ͨͦͪͭ ͔ͤ ͔͋ͯ͒ͭ ͍͔ͦͭ;͊ͭΈ ͤ͊ ͊ͨͪͦͫ͘· !wt. 

 
˨͡Ύ ͔͖ͤͤ͊͒͗ͤ·ͻ ͍ͨͦͪͭͦ ͍·ͨͦͤ͡ΎΌͭͫΎ ͍͔͙ͨͪͦͪ͟ ͍͔͍͙͚ͫͦͦͭͭͫͭ Lt- ͙  ˸ˢ˿-͔͍͊͒ͪͫͦΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.229 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip arp inspection 

-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ !wt όͺͯͤ͟ͼ͙Ό !wt Inspec-
tion). 

no ip arp inspection ˤ·͟͡Ό;͔͊ͭ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ !wt όͺͯͤ͟ͼ͙Ό !wt Inspec-
tion). 

ip arp inspection vlan 
vlan_id vlan_id: (1..4094)/  

͍·͟͡Ό;͔ͤͦ 

˾͔͊ͪ͘΄͔͊ͭ ͍͔ͨͪͦͪͯ͟ ͨͪͦͭͦͦ͊͟͡ !wtΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ͔͋͊͘ 
͍͔͍͙͚ͫͦͦͭͭͫͭ 5I/t ǎƴƻƻǇƛƴƎΣ ͍ ͍·͚͋ͪ͊ͤͤͦ ͎͔ͪͯͨͨ ±[!bΦ  

no ip arp inspection vlan 
vlan_id 

˭͔͊ͨͪ΅͔͊ͭ ͍͔ͨͪͦͪͯ͟ ͨͪͦͭͦͦ͊͟͡ !wtΣ ͍ͦͫͤͦ͊ͤͤͯΌ ͤ͊ ͔͋͊͘ 
͍͔͍͙͚ͫͦͦͭͭͫͭ 5I/t ǎƴƻƻǇƛƴƎΣ ͍ ͍·͚͋ͪ͊ͤͤͦ ͎͔ͪͯͨͨ ±[!bΦ  

ip arp inspection validate 

τ 

˽͔͍ͪ͒ͦͫͭ͊͡Ύ͔ͭ ͔ͫͨͼ͙ͺ͙;ͤ·͔ ͍͔͙ͨͪͦͪ͟ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦπ
ͭͦͦ͊͟͡ !wtΦ 
˸ˢ-˿͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟Υ ˨͡Ύ !wt-͍͊ͨͪͦͫͦ͘ ͙ ͍͔͍ͦͭͭͦ ͍͔ͨͪͦπ
ͪΎ͔ͭͫΎ ͍͔͍͙͔ͫͦͦͭͭͫͭ ˸ˢ˿-͔͊͒ͪͫ͊ ͍ ͎͍͔͊ͦͦ͘͟͡ 9ǘƘŜǊƴŜǘ ˸ˢ˿-
͔͊͒ͪͫͯ ͙ͫͭͦ;͙ͤ͊͟ ͍ ͔͙ͫͦ͒ͪ͗ͣͦͣ ͨͪͦͭͦͦ͊͟͡ !wtΦ 
˸ˢ-˿͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎΥ ˨͡Ύ !wt-͍͔͍ͦͭͭͦ ͍͔ͨͪͦͪΎ͔ͭͫΎ ͫͦͦͭπ
͍͔͍͙͔ͭͫͭ ˸ˢ˿-͔͊͒ͪͫ͊ ͍  ͎͍͔͊ͦͦ͘͟͡ 9ǘƘŜǊƴŜǘ ˸ˢ˿-͔͊͒ͪͫͯ 
ͤ͊ͤ͊͘;͔͙ͤΎ ͍ ͔͙ͫͦ͒ͪ͗ͣͦͣ ͨͪͦͭͦͦ͊͟͡ !wtΦ 
IP-͔͊͒ͪͫΥ ˽͍͔ͪͦͪΎ͔ͭͫΎ ͔͙͔ͫͦ͒ͪ͗ͣͦ !wt-͔ͨ͊ͭ͊͟ ͤ͊ ͙ͤ͊͡;͙͔ 
͔͔ͤͦͪͪͭͤ͟͟·ͻ Lt-͔͍͊͒ͪͫͦΦ 

no ip arp inspection vali-
date 

˭͔͊ͨͪ΅͔͊ͭ ͔ͫͨͼ͙ͺ͙;ͤ·͔ ͍͔͙ͨͪͦͪ͟ ͒͡Ύ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦπ
ͦ͊͟͡ !wtΦ 

ip arp inspection list cre-
ate name 

name: (1..32) ͫ ͙͍ͣͦ͊͡ 

мΦ ˿͙͔ͦ͒͊ͤ͘ ͙ͫͨͫ͊͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ !wt ͫ ͍͔͍͙͚ͦͦͭͭͫͭΦ  
нΦ ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ !wt-͙͍ͫͨͫͦ͟Φ  

no ip arp inspection list 
create name 

͔͙͔̂͒͊ͤ͡ ͙ͫͨͫ͊͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ !wt ͍͔͍͙͚ͫͦͦͭͭͫͭΦ  

ip arp inspection list as-
sign  
vlan_id name 

name: (1..32) ͫ ͙͍ͣͦ͊͡ 
vlan_id: (1..4094) 

˹͊ͤ͊͘;͔͊ͭ ͙ͫͨͫͦ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ !wt ͍͔͍͙͚ͫͦͦͭͭͫͭ ͒͡Ύ ͯ͊͟π
͚͊ͤͤͦ͘ ±[!bΦ 

no ip arp inspection list 
assign vlan_id  

˻͔ͭͣͤΎ͔ͭ ͤ͊ͤ͊͘;͔͙͔ͤ ͙ͫͨͫ͊͟ ͫ ͙ͭ͊ͭ;͔͙ͫ͟ͻ !wt ͍͔͍͙͚ͫͦͦͭͭͫͭ 
͒͡Ύ ͚ͯ͊͊ͤͤͦ͘͟ ±[!bΦ 

ip arp inspection logging 
interval {seconds | infi-
nite} 

seconds: (0..86400, infi-
nite)κр ͔ͫ͟ 

˭͔͊͒͊ͭ ͙͙ͣͤͣ͊͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͔ͣ͗͒ͯ ͫͦͦ͋΅͔͙ͤΎ͙ͣΣ ͫͦπ
͔͒ͪ͗͊΅͙͙ͣ ͙ͤͺͦͪͣ͊ͼ͙Ό ͨͪͦͭͦͦ͊͟͡ !wtΣ ͔͔͍͔ͨͪ͒͊͊ͣ·͙ͣ 
͍ ͗ͯͪͤ͊͡Φ 
- ͘ ͤ͊;͔͙͔ͤ л ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ ͫͦͦ͋΅͔͙ͤΎ ͋ͯ͒ͯͭ ͎͔͔͙ͤͪπ
͍ͪͦ͊ͭΈͫΎ ͔͔͙͔ͤ͊ͣ͒ͭ͘͡͡Έͤͦ; 
infinite ς ͤ ͔ ͎͔͔͙͍ͤͪͪͦ͊ͭΈ ͫͦͦ͋΅͔͙͚ͤ ͍ ͗ͯͪͤ͊͡Φ 

no ip arp inspection log-
ging interval  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ό͙͒͊ͨ͊ͦͤ͊͘ ͙͔ͤͭͪͺ͔͚͍ͫͦύ Ethernet, 
͙͔ͤͭͪͺ͔͚ͫ͊ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͙͔ͤͭͪͺ͔͚ͫ͊ 
͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.230 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͙͔ͤͭͪͺ͔͚͍ͫͦ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͊π

͙ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip arp inspection trust 

-/͙͔ͤͭͪͺ͔͚ͫ ͔ͤ Ύ͍͡Ύ͔ͭͫΎ 
͍͔͔͒ͦͪͤͤ·ͣ 

˨͍ͦ͋͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ ͍ ͙ͫͨͫͦ͟ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙ͨͪ ͙ͫͨͦ͡Έπ
͍͙͙ͦ͊ͤ͘ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ !wtΦ !wt-ͭͪ͊ͺ͙͟ ζ͍͔͔͒ͦͪͤπ
͎ͤͦͦη ͙͔ͤͭͪͺ͔͚ͫ͊ ͫ;͙͔ͭ͊ͭͫΎ ͔͋ͦͨ͊ͫͤ͘·ͣ ͙ ͔ͤ ͙ͦͤͭͪͦͪͯ͟͡π
͔ͭͫΎΦ 

no ip arp inspection trust ̂͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ ͙͘ ͙ͫͨͫ͊͟ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙ͨͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ !wtΦ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ARP-͙͍ͫͨͫͦ͟ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ARP-͙͍ͫͨͫͦ͟Υ 

console# configure   

console(config)# ip arp inspection list  create  spisok  

console(config - arp - list)#  

͙́͊͋͡ͼ͊ 5.231 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ARP-͙͍ͫͨͫͦ͟ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

ip ip_address   
mac mac_address  

˨͍ͦ͋͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭ IP- ͙  ˸ˢ˿-͔͍͊͒ͪͫͦ. 

no ip ip_address  mac 
mac_address  

̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭ IP- ͙  ˸ˢ˿-͔͍͊͒ͪͫͦ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.232 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show ip arp inspection 
[gigabitethernet gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͺͯͤ͟ͼ͙͙ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ 
!wt LƴǎǇŜŎǘƛƻƴ ͤ͊ ͍·͋ͪ͊ͤͤͦͣ ͙ ͔ͤͭͪͺ͔͚͔ͫ/͍͔ͫͻ ͙͔ͤͭͪͺ͔͚π
ͫ͊ͻΦ 

show ip arp inspection 
list τ 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͨͫ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ Lt- ͙  ˸ˢ˿-͊͒π
͔͍ͪͫͦ όͦ͟ ͣ͊ͤ͒͊ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͒͡Ύ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎύΦ 

show ip arp inspection 
statistics      [gigabitether-
net gi_port |  
fastethernet fa_port | 
port-channel group |     
vlan vlan_id] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

group: (1..16) 
vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ ͫ ͙͙ͭ͊ͭͫͭͯ͟ ͒͡Ύ ͔ͫ͒ͯ͡Ό΅͙ͻ ͙͍ͭͨͦ ͔͍ͨ͊ͭͦ͟Σ ͦͭͦ͟π
ͪ·͔ ͋·͙͡ ͦ͋ͪ͊͋ͦͭ͊ͤ· ͙ͨͪ ͨͦͣͦ΅͙ ͺͯͤ͟ͼ͙͙ !wtΥ 
- ͨ ͔͔ͪ͒͊ͤͤ·͔ ͔ͨ͊ͭ͟· όŦƻǊǿŀǊŘŜŘύ; 
- ͨ ͔ͦͭͪΎͤͤ·͔ ͨ ͔͊ͭ͟· ό5ǊƻǇǇŜŘύ; 
- ͦ ΄͙͙͋͟ ͍  IP/MAC (IP/MAC Failures). 

clear ip arp inspection 
statistics     [gigabitether-
net gi_port |  
fastethernet fa_port | 
port-channel group |     
vlan vlan_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group: (1..16) 
vlan_id: (1..4094) 

˻;͙΅͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ ͦͤͭͪͦ͟͡Ύ ͨͪͦͭͦͦ͊͟͡ !wt Inspection. 
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˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˤ͟͡Ό;͙ͭΈ ͦͤͭͪͦ͟͡Έ ͨͪͦͭͦͦ͊͟͡ ARP ͙  ͍͙͒ͦ͋͊ͭΈ ͍ ͙ͫͨͫͦ͟ spisok ͫ ͙ͭ͊ͭ;͔͔ͫͦ͟ ͍͔͍͙͔ͫͦͦͭͭͫͭΥ 
˸ˢ-˿͔͊͒ͪͫΥ ллΥслΥтлΥAB:CC:CD, IP-͔͊͒ͪͫΥ мфнΦмсуΦмсΦфуΦ ˹͊ͤ͊͘;͙ͭΈ ͙ͫͨͫͦ͟ spisok ͫ ͙ͭ͊ͭπ
;͔͙ͫ͟ͻ ARP-͍͔͍͙͚ͫͦͦͭͭͫͭ ͒ ͡Ύ VLAN 11: 

console# con figure   

console(config)# ip arp inspection list  create  spisok  

console(config - ARP- list)# ip  192.168.16.98  mac 0060.70AB.CCCD  

console(config - ARP- list)# exit  

console(config)# ip arp inspection list assign  11 spisok  

Á ˽ͦ͊͊ͭ͘͟Έ ͙͙ͫͨͫ͟ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͍͔͍͙͚ͫͦͦͭͭͫͭ Lt- ͙  ˸ˢ˿-͔͍͊͒ͪͫͦΥ 

console# show ip arp inspection list  

List name: servers  

Assigned to VLANs: 11  

IP                ARP 

-----------       --------------------------  

192.168.16.98    0060.70AB.CCCD  

5.28.6 ˹ ͚͊ͫͭͪͦ͊͟ ͅ ͯͤ͟ͼ͙͙ MAC Address Notification 

̅ͯͤ͟ͼ͙Ύ MAC Address Notification ͍ͨͦͦ͘͡Ύ͔ͭ ͔͙͍ͦͭͫ͗͊ͭ͡Έ ͨͦΎ͍͔͙͔ͤ͡ ͙ ͙ͫ;͔͍͔͙͔ͤͦͤ͘ ͙͍͎͊ͭͤͦͦ͟ 
͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͤ͊ ͔͙ͫͭΣ ͔ͨͯͭͣ ͫͦͻ͔͙ͪ͊ͤͤΎ ͙͙͙ͫͭͦͪ ͙ͯ͘;͔͙ͤΎ MAC-͔͍͊͒ͪͫͦΦ ˽͙ͪ ͔͙͙ͦ͋ͤ͊ͪͯ͗ͤ 
͙͔͔͙͚ͣͤͤ͘ ͍ ͍͔ͫͦͫͭ͊ ͙ͯ͘;͔ͤͤ·ͻ MAC-͔͍͊͒ͪͫͦ ͦͣͣͯͭ͊ͭͦͪ͟ ͫͦͻͪ͊ͤΎ͔ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͍ ͙ͭ͊͋͡ͼ͔ ͙ 
͙͍͔͘΅͔͊ͭ ͦ͋ Ήͭͦͣ ͫ ͨͦͣͦ΅ΈΌ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ SNMP. ̅ ͯͤ͟ͼ͙Ύ ͙ ͔͔ͣͭ ͙͍͔ͤ͊ͫͭͪ͊͊ͣ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Υ 
͎͙ͯ͋ͤ͊͡ ͙͙͙ͫͭͦͪ ͦ ͫͦ͋·͙ͭΎͻ ͙ ͙͙ͣͤͣ͊͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤΦ ˿͔͍͙ͪͫ MAC Address 
Notification ͨͦ ͯͣͦ͡;͙͊ͤΌ ͦͭ͟͡Ό;͔ͤ ͙ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ ͍·͋ͦͪͦ;ͤͦ ͒͡Ύ ͔ͦͭ͒͡Έͤ·ͻ ͍ͨͦͪͭͦ 
ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.233 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒ ͊ ˭ͤ͊;͔͙͔ͤκ ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

[no] mac address-table 
notification change 

-/͍·͟͡Ό;͔ͤ ͦ

˴ͦͣ͊ͤ͒͊ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͺͯͤ͟ͼ͙͔͚ a!/ 
ƴƻǘƛŦƛŎŀǘƛƻƴΦ ˴ͦͣ͊ͤ͒͊ ͪ ͔͊ͪ͘΄͔͊ͭ ͔͎͙ͪͫͭͪ͊ͼ͙Ό ͫͦ͋·͙͚ͭ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͙ 
͔͙ͯ͒͊ͤ͡Ύ a!/-͔͍͊͒ͪͫͦ ͍κ͙͘ ͙ͭ͊͋͡ͼ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ ͍ͦͭͨͪ͊ͯ͟ ͍͔͔ͯ͒ͦͣ͡π
͙ͤΎ ͦ ͫͦ͋·͙ͭΎͻΦ 
˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· όͫ ͔ͨͪͺ͙ͫͦͣ͟ ƴƻύ ͍·͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό 
͎ͦ͋͊͡͡Έͤͦ ͙ ͔ͦͭͣͤΎ͔ͭ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙͔ ͚͙ͤ͊ͫͭͪͦ͟ ͤ͊ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻΦ  
˨͡Ύ ͪ͊͋ͦͭ· ͺͯͤ͟ͼ͙͙ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͔͒ͦͨͦͤͭ͡͡Έͤͦ ͔ͪ͊ͪ͘΄͊ͭΈ ͎͔͔ͤͪ͊ͼ͙Ό 
͍͔͔͙͚ͯ͒ͦͣͤ͡ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ όͫͣΦ ͙͔ͤ͗ύΦ  

mac address-table noti-
fication change interval 
value 

value: 
(0..4294967295)/1 

˸͙͊ͫͣ͊͟͡Έͤ·͚ ͔ͨͪͦͣ͗ͯͭͦ͟ ͍͔͔͙ͪͣͤ ͔ͣ͗͒ͯ ͍͙ͦͭͨͪ͊͊ͣ͟ {bat-͍͔ͯ͒ͦͣπ
͔͙͚ͤ͡Φ ˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͙͔͍ͤͭͪ͊͊͡ ͍͔͔͙ͪͣͤ ͍ͪ͊ͤͦ лΣ ͭͦ ͎͔͔ͤͪ͊ͼ͙Ύ ͍͔ͯπ
͔͙͚͒ͦͣͤ͡ ͙ ͫͦͻ͔͙͔ͪ͊ͤͤ ͫͦ͋·͙͚ͭ ͍ ͙͙ͫͭͦͪΌ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͔ͤπ
͔͔ͣ͒ͤͤͦ͡ ͨͦ ͔͔ͣͪ ͍͙͍͔͙ͦͤͤͦͤ͘͟Ύ ͫͦ͋·͙͚ͭ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ 
͙ͭ͊͋͡ͼ· a!/-͔͍͊͒ͪͫͦΦ ˩͙ͫ͡ ͤ͊͘;͔͙͔ͤ ͙͔͍ͤͭͪ͊͊͡ ͍͔͔͙ͪͣͤ ͋ͦ͡Έ΄͔ лΣ ͭͦ 
͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͙͍ͤ͊͊ͨ͊ͭ͟͡Έ ͫͦ͋·͙ͭΎ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͭ͊͋π
͙͡ͼ· a!/-͔͍͊͒ͪͫͦ ͍ ͔ͭ;͔͙͔ͤ Ή͎ͭͦͦ ͍͔͔͙ͪͣͤΣ ͊ ͔͊ͭͣ͘ ͍ͦͭͨͪ͊͡ΎͭΈ ͍͔ͯπ
͔͙͒ͦͣͤ͡Ύ ͨͪͦͭͦͦ͊͟͡ {bat ͙ ͫͦͻͪ͊ͤΎͭΈ ͫͦ͋·͙ͭΎ ͍ ͙͙͙ͫͭͦͪΦ  
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mac address-table noti-
fication change history 
value 

value: (0..500)/1 

˴ͦͣ͊ͤ͒͊ ͔͊͒͊ͭ͘ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦ͋·͙͚ͭ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦπ
ͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· MAC-͔͍͊͒ͪͫͦΣ ͔ͦͭͦͪͦ͟ ͫͦͻͪ͊ͤΎ͔ͭͫΎ ͍ ͙͙͙ͫͭͦͪΦ ˩͙ͫ͡ 
͍͔ͯͫͭ͊ͤͦͤ͡ ͔ͪ͊ͣͪ͘ ͙͙͙ͫͭͦͪ ͍ͪ͊ͤ·͚ лΣ ͭͦ ͫͦ͋·͙ͭΎ ͔ͤ ͫͦͻͪ͊ͤΎΌͭͫΎΦ ˽͙ͪ 
͔͔͔͙͙ͨͪͨͦͤͤ͡ ͋ͯͺ͔ͪ͊ ͙͙͙ͫͭͦͪ ͍͔ͤͦͦ ͫͦ͋·͙͔ͭ ͔ͨͦͣ΅͔͊ͭͫΎ ͤ͊ ͔ͣͫͭͦ ͫ͊π
͎ͣͦͦ ͎ͫͭ͊ͪͦͦΦ  

[no] snmp-server ena-
ble traps mac-notifica-
tion change 

-κ͍·͟͡Ό;͔ͤͦ 

˴ͦͣ͊ͤ͒͊ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͍͟͡Ό;͔͙ͤΎ ͙͙͡ ͦͭ͟͡Ό;͔͙ͤΎ ͍͙ͦͭͨͪ͊͟ 
SNMP-͍͔͔͙͚ͯ͒ͦͣͤ͡ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͙ͭ͊͋͡ͼ· a!/-͔͍͊͒ͪͫͦΦ 
˨͡Ύ ͦͭ͟͡Ό;͔͙ͤΎ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙ͦͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟·Φ 
˩͙ͫ͡ ͍ͦͭͨͪ͊͊͟ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͍͟͡Ό;͔ͤ͊Σ ͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͙ͤͺ͙ͦͪͣͪͦπ
͍͊ͭΈ ͦ ͫͦ͋·͙ͭΎͻ ͫͦͦ͋΅͔͙ͤΎ͙ͣ ͨͪͦͭͦͦ͊͟͡ {bat ͙ ͫͦͻͪ͊ͤΎͭΈ ͍͔ͫͦͦͭͭπ
͍ͫͭͯΌ΅͙͔ ͫͦ͋·͙ͭΎ ͍ ͙͙͙ͫͭͦͪΦ ˩͙ͫ͡ ͍ͦͭͨͪ͊͊͟ {bat-͍͔͔͙͚ͯ͒ͦͣͤ͡ ͍·π
͟͡Ό;͔ͤ͊Σ ͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͔͋ͯ͒ͭ ͭͦ͡Έͦ͟ ͫͦͻͪ͊ͤΎͭΈ ͫͦ͋·͙ͭΎ ͍ ͙͙͙ͫͭͦͪΦ  

[no] snmp-server ena-
ble traps mac-notifica-
tion flapping 

-κ͍͟͡Ό;͔ͤ ͦ
ˤ͟ ͡Ό;͙ͭΈκ͍·͟͡Ό;͙ͭΈ ͍ͦͭͨͪ͊ͯ͟ ͍ͭͪ͊ͨͦ ͦ ͺ͙͎͔͊ͨͨͤ͡ a!/-͔͍͊͒ͪͫͦ 
(eltMnFlappingNotification). 
 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.234 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

snmp trap mac-notification 
change [added | removed] 

-/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͔͙͔ͤ ͎͔͔ͤͪ͊ͼ͙͙ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͤ͊ ͊͗͒ͦͣ͟ ͙͔ͤͭͪπ
ͺ͔͚͔ͫ ͦ ͫͦ͋·͙ͭΎͻ ͙͔͔͙ͣͤͤ͘Ύ ͫͦͫͭͦΎ͙ͤΎ a!/-͔͍͊͒ͪͫͦΦ ˻ͭπ
͔͒͡Έͤͦ ͣͦ͗ͤͦ ͔ͪ͊ͪ͘΄͙ͭΈ ͎͔͔ͤͪ͊ͼ͙Ό ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͭͦ͡Έͦ͟ 
ͦ͋ ͙ͯ͘;͔͙͙ͤ a!/-͔͍͊͒ͪͫͦ ͙͋ͦ͡ ͭͦ͡Έͦ͟ ͦ͋ ͙ͻ ͔͙͙ͯ͒͊ͤ͡Φ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ privileged EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.235 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ privileged EXEC 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show mac address-table 
notification change history 
[interfaces] 

τ 
˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͍͔ͫͻ ͍͔͔͙͚ͯ͒ͦͣͤ͡ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ 
MAC-͔͍͊͒ͪͫͦΣ ͫͦͻ͔ͪ͊ͤͤͤ·ͻ ͍ ͙͙͙ͫͭͦͪΦ ˤͦͣͦ͗ͤ͊͘ ͺ͙͡Έͭͪ͊π
ͼ͙Ύ ͫͦ͋·͙͚ͭ ͨͦ ͨͦͪͭ͊ͣΣ ͎ͪͯͨͨ͊ͣ ͍ͨͦͪͭͦ ό[!Dύ ͙ ±[!bΦ 

show mac address-table 
notification change statis-
tics 

τ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͔͍͙ͫͪͫ͊Υ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦ͋·π
͙͚ͭ ͦ͋ ͙ͯ͘;͔͙͙ͤ a!/-͔͍͊͒ͪͫͦΣ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͫͦ͋·͙͚ͭ 
ͦ͋ ͔͙͙ͯ͒͊ͤ͡ a!/-͔͍͊͒ͪͫͦΣ ͦ͋΅͔͔ ͙ͦ͟͡;͔͍ͫͭͦ ͍͔ͦͭͨͪ͊ͤ͡π
ͤ·ͻ {bat-ͫͦͦ͋΅͔͙͚ͤΦ 

˽͙͔ͪͣͪ· ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͦͣ͊ͤ͒͟ 

Á ˽͙͔ͪͣͪ ͨͦ͊͘͟·͍͔͊ͭ. ͟ ͊͟ ͙ͤ͊ͫͭͪͦͭΈ ͔͔ͨͪ͒͊;ͯ ͫͦͦ͋΅͔͙͚ͤ SNMP MAC Notification ͤ ͊ ͔ͫͪπ
͍͔ͪ ͫ ͔͊͒ͪͫͦͣ 172.16.1.5 Φ ˽͙ͪ ͚͔ͤ͊ͫͭͪͦ͟ ͔͊͒͊ͭͫ͘Ύ ͦ͋΅͔͔ ͔ͪ͊ͪ͘΄͔͙͔ͤ ͪ͊͋ͦͭ· ͔ͫͪπ
͍͙ͫ͊Σ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͙͙ͣͤͣ͊͡Έͤ·͚ ͙͔͍ͤͭͪ͊͡ ͍͙ͦͭͨͪ͊͟ ͫͦͦ͋΅͔͙͚ͤΣ ͔͊͒͊ͭͫ͘Ύ ͔ͪ͊ͣͪ͘ ͙ͫπ
͙͙ͭͦͪ ͫͦ͋·͙͚ͭ ͙ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͔͍͙ͫͪͫ ͤ͊ ͊͒͊ͤͤͦͣ͘ ͨ ͦͪͭͯΦ 

 

Console  (config)# snmp- server host 172.16.1.5  traps private  

console(config)# snmp- server enable traps mac - notification change  

console(config)# mac address - table notification change  
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console(config)# mac address - table notification change interval 60  

console(config)# mac address - table notification change history 100  

console(config)# interface gigabitethernet 0/7  

console(config - if)# snmp trap mac - notification change  

console(config - if)# exit  

console(config)#  

5.29 ̅ͯͤ͟ͼ͙͙ DHCP Relay-͔͙ͨͦͫͪ͒ͤ͊͟ 

˭͊͒͊;͔͚ 5I/t wŜƭŀȅ-͎͔͊ͤͭ͊ Ύ͍͡Ύ͔ͭͫΎ ͔͔ͨͪ͒͊;͊ 5I/t-͔͍ͨ͊ͭͦ͟ ͦͭ ͙͔ͤͭ͊͟͡ ͟ ͔͍͔ͫͪͪͯ ͙ ͦ͋ͪ͊ͭͤͦΣ ͍ 
ͫͯ͡;͔͊ ͔͙ͫ͡ 5I/t-͔͍͔ͫͪͪ ͤ͊ͻ͙ͦ͒ͭͫΎ ͍ ͚ͦ͒ͤͦ ͔͙ͫͭΣ ͊ ͙͔ͤͭ͟͡ ͍ ͎͚͒ͪͯͦΦ ˨͎͚ͪͯͦ ͺͯͤ͟ͼ͙͔͚ Ύ͍͡Ύ͔ͭͫΎ 
͍͔͙͔͒ͦ͋͊ͤ͡ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͻ ͦͨͼ͙͚ ͍ DHCP-͊ͨͪͦͫ͘· ͙͔ͤͭ͊͟͡ ό͙͔ͤ͊ͨͪͣͪΣ ͦͨͼ͙͙ 82). 

˽͙ͪͤͼ͙ͨ ͪ͊͋ͦͭ· 5I/t wŜƭŀȅ-͎͔͊ͤͭ͊ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Υ  
˴ͦ ͣͣͯͭ͊ͭͦͪ ͙͙͔ͨͪͤͣ͊ͭ ͦͭ ͙͔ͤͭ͊͟͡ 5I/t-͊ͨͪͦͫ͘·Σ ͔͔͔ͨͪ͒͊ͭ Ή͙ͭ ͊ͨͪͦͫ͘· ͔͍͔ͫͪͪͯ ͦͭ ͙͔͙ͣͤ 

͙͔ͤͭ͊͟͡ ό͍ͦͫͭ͊͡ΎΎ ͍ ͔͊ͨͪͦͫ͘ ͦͨͼ͙͙ ͫ ͔͔ͭͪ͋ͯͣ·͙ͣ ͙͔ͤͭͦͣ͟͡ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ ͙Σ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙Σ ͍͒ͦ͋͊͡ΎΎ ͍͙ͫͦ ͦͨͼ͙͙ύΦ ˽ͦͯ͡;͙͍ ͍͔ͦͭͭ ͦͭ ͔͍͔ͫͪͪ͊Σ ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔͔ͨͪ͒͊ͭ ͔͎ͦ ͙͔ͤͭͯ͟͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.236 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒ ͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip dhcp relay enable  
-/͍·͟͡Ό;͔ͤ 

ˤ͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͚ 5I/t wŜƭŀȅ-͎͔͊ͤͭ͊ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ  

no ip dhcp relay enable  ˤ·͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͚ 5I/t wŜƭay-͎͔͊ͤͭ͊ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

ip dhcp relay address 
ip_addr ˸͔ͦ͗ͭ ͋·ͭΈ ͊͒͊ͤͦ͘ ͒ͦ у-

͙ͣ ͔͍͔͍ͫͪͪͦ 

˭͖͊͒͊ͭ Lt-͔͊͒ͪͫ ͎͒ͦͫͭͯͨͤͦͦ 5I/t-͔͍͔ͫͪͪ͊ ͒͡Ύ 5I/t wŜƭŀȅ-
͎͔͊ͤͭ͊Φ  

no ip dhcp relay address 
[ip_addr] 

̂͒͊͡Ύ͔ͭ Lt-͔͊͒ͪͫ ͙͘ ͙ͫͨͫ͊͟ 5I/t-͔͍͔͍ͫͪͪͦ ͒͡Ύ 5I/t wŜƭŀȅ-
͎͔͊ͤͭ͊Φ 

ip dhcp relay broadcast en-
able 

-/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ΄͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έ͚ͤͦ ͪ͊ͫͫ·͙͟͡ ͍͔͍ͦͭͭͦ 
DHCP-͔͍͔ͫͪͪ͊Φ 

no ip dhcp relay broadcast 
enable 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

ip dhcp relay information 
policy {keep | replace | 
drop}  

-/keep 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ DHCP-͔ͨ͊ͭͦ͟ ͍ͫ  ͦͨͼ͙͔͚ ун: 
- keep ς ͨ ͔ͪͦͨͯͫ͊ͭ͟ ͨ ͔͊ͭ͟· ͔͋͘ ͙͔͔͙͚ͣͤͤ͘; 
- replace ς ͘ ͔͊ͣ΅͔͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͦͨͼ͙͙ ун; 
- drop ς ͦ ͭ͋ͪ͊ͫ·͍͔͊ͭ ͔ͨ͊ͭ͟· ͫ ͦͨͼ͙͔͚ ун. 

no ip dhcp relay infor-
mation policy 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip dhcp relay information 
option format-type option 
format [delimiter delimiter] 

format: (sp, sv, pv, spv, bin, 
user-defined); 

delimiter: (.,;#)/͔ͨͪͦ͋͡  

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ 5I/t ͦͨͼ͙͙ унΥ 
- sp τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ͨͦͪͭ͊Τ 
- sv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡ ͙ ±[!bΤ 
- pv τ ͤ ͔ͦͣͪ ͨͦͪͭ͊ ͙ ±[!bΤ 
- spv τ ͤ ͔ͦͣͪ ͫͦͭ͊͡Σ ͨͦͪͭ͊ ͙ ±[!bΤ 
- bin τ ͋ ͙ͤ͊ͪͤ·͚ ͺͦͪͣ͊ͭΥ ±[!bΣ ͫͦͭ͡Σ ͨͦͪͭΤ 
- user-defined τ ͺͦͪͣ͊ͭ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˽͙ͪ 
͔͔͔͙͙ͦͨͪ͒ͤ͡ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ΄͊͋ͦͤ͡·Υ 

%h: hostname; 
҈ǇΥ ͔ͦͪͦͭͦ͟͟ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪ Ǝƛмκлκм; 
҈tΥ ͙͔͒ͤͤͦ͡ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪΣ ƎƛƎŀōƛǘŜǘƘŜǊƴŜǘ мκлκм; 
҈ǘΥ ͙ͭͨ ͨͦͪͭ͊ όͤ͊͘;͔͙͔ͤ ͨͦ͡Ύ ƛŦ¢ŀōƭŜΥΥƛŦ¢ȅǇŜ ͍ ΄͔ͫͭͤ͊͒ͼ͊π
͔͙ͭͪ;ͤͦͣ ͍͙͔͒ύΤ 
҈ƳΥ ͣ͊͟-͔͊͒ͪͫ ͨͦͪͭ͊ ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
҈aΥ ͣ͊͟-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
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҈ǳΥ ͔ͤͦͣͪ Ό͙ͤͭ͊; 
҈ǎΥ ͔ͤͦͣͪ ͫͦͭ͊͡; 
҈ƴΥ ͔ͤͦͣͪ ͨͦͪͭ͊ ό͊͟͟ ͤ͊ ͙͡ͼ͔͍͚ͦ ͔͙ͨ͊ͤ͡ύ; 
%i: ifIndex ͨ ͦͪͭ͊; 
%v: ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!bΦ 

no ip dhcp relay infor-
mation option formatπtype 
option 

͍̂ͫͭ͊ͤͦ͊͟ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

ip dhcp relay information 
option suboption-type 
{tr101 |  custom} 

-/tr101 

˹͚͊ͫͭͪͦ͊͟ ͺͦͪͣ͊ͭ͊ ͦͨͼ͙͙ унΥ 
- tr101 τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͎ͫͦ͊ͫͤͦ͡ ͙ͫͤͭ͊͟π
͙ͫͫͯΣ ͙ͨͪͤΎͭͦͣͯ ͍ ͔͔ͪͦͣͤ͒͊͟ͼ͙Ύͻ ¢R-101 ͍  ͫͦ ͍͔͍͙͙ͦͭͭͫͭ ͫ 
ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.219; 
- custom τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͺͦͪͣ͊ͭ ͦͨͼ͙͙ ун ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ 
ͫ ͺͦͪͣ͊ͭͦͣΣ ͙͍͔͔ͨͪ͒ͤͤ·ͣ  ͍ ͙ͭ͊͋͡ͼ͔ 5.220. 

no ip dhcp relay infor-
mation option suboption-
type 

ˤ͍ͦͪ͊͘΅͔͊ͭ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ VLAN: 

console# configure   

console(config)# interface  vlan  { vlan _id }  

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.237 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±[!b 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip dhcp relay enable  

-/͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͚ 5I/t wŜƭŀȅ ͎͔͊ͤͭ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ  

no ip dhcp relay enable  ˤ·͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͚ 5I/t wŜƭŀȅ ͎͔͊ͤͭ͊ ͤ͊ ͙͍͔ͤ͊ͫͭͪ͊͊ͣͦͣ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.238 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

ip dhcp relay information 
policy {keep | replace | 
drop | global} 

-/global 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͙ͦ͋ͪ͊͋ͦͭ͟ DHCP-͔͍ͨ͊ͭͦ͟ ͫ ͦͨͼ͙͔͚ ун. 
- keep τ ͨ ͔ͪͦͨͯͫ͊ͭ͟ ͔ͨ͊ͭ͟· ͔͋͘ ͙͔͔͙͚ͣͤͤ͘; 
- replace τ ͘ ͔͊ͣ΅͔͊ͭ ͔͙͔ͫͦ͒ͪ͗ͣͦ ͦͨͼ͙͙ ун; 
- drop τ ͦ ͭ͋ͪ͊ͫ·͍͔͊ͭ ͔ͨ͊ͭ͟· ͫ ͦͨͼ͙͔͚ ун. 
˭ͤ͊;͔͙͔ͤ ͤ͊ ͨͦͪͭ͊ͻ ͙͔͔ͣͭ ͔͔͋ͦ͡ ͍·͙͚ͫͦ͟ ͙͙͔ͨͪͦͪͭͭΣ ;͔ͣ 
͎ͦ͋͊͡͡Έͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  
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͙́͊͋͡ͼ͊ 5.239 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show ip dhcp relay ˻͔ͭͦ͋ͪ͊͗͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͔͚ͤ͊ͫͭͪͦͤͤͦ ͺͯͤ͟ͼ͙͙ 5I/t wŜƭŀȅ ͎͔͊ͤͭ͊ ͒͡Ύ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ 
͔ͦͭ͒͡Έͤͦ ͒͡Ύ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͊ ͔ͭ͊͗͟ ͙ͫͨͫͦ͟ ͒ͦͫͭͯͨͤ·ͻ ͔͍͔͍ͫͪͪͦΦ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˽ͦ͊͊ͭ͘͟Έ ͫͦͫͭͦΎ͙͔ͤ ͺͯͤ͟ͼ͙͙ DHCP Relay ͊ ͎͔ͤͭ͊Υ 

console# show ip dhcp relay   

DHCP relay is Enabled  

DHCP relay is not configured on any vlan.  

Servers: 192.168.16.38  

Relay agent Information option is Enabled  

5.30 ̅ͯͤ͟ͼ͙͙ Lightweight DHCPv6 Relay Agent (LDRA) 

˹͍͔͊ͪ͊ͤ ͫ 5I/t ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ LtǾп ͦͣͣͯͭ͊ͭͦͪ͟ ͔ͣͦ͗ͭ ͍·ͨͦͤ͡ΎͭΈ ͺͯͤ͟ͼ͙͙ ͔͙ͨͦͫͪ͒ͤ͊͟ όǊŜƭŀȅ 
ŀƎŜƴǘύ ͒͡Ύ 5I/tǾсΦ ˨͊ͤͤ·͚ ͺͯͤ͟ͼ͙ͦͤ͊͡ ͔͙͍ͪ͊ͦ͊ͤ͘͡ ͍ ͍͙͔͒ [ƛƎƘǘǿŜƛƎƘǘ 5I/tǾс wŜƭŀȅ !ƎŜƴǘ ͎ͫͦ͊ͫͤͦ͡ 
RFC6221. 

ˤ ͪ͊ͣ͊͟ͻ ͍·͔͙ͨͦͤͤ͡Ύ ͺͯͤ͟ͼ͙͙ ͔͙ͨͦͫͪ͒ͤ͊͟ ͦͣͣͯͭ͊ͭͦͪ͟ ͍͍ͫͭ͊͡Ύ͔ͭ ͍ ͙͔͙͔ͤͭͫ͟͟͡ 5I/tǾс-͔ͨ͊ͭ͟· 
ͦͨͼ͙͙ му ͙ отΦ ˨͡Ύ ͍͟͡Ό;͔͙ͤΎ ͺͯͤ͟ͼ͙͙ ͔͔ͭͪ͋ͯͭͫΎ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͔͍͙͔ͨͪ͒͊ͪͭ͡Έͤ·͔ ΄͎͙͊ ͨͦ 
͚͔ͤ͊ͫͭͪͦ͟Υ 

¶ ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙ͦͤ͊͡ 5I/t ǎƴƻƻǇƛƴƎ ό͒͡Ύ LtǾпύ τ ͎ ͦ͋͊͡͡Έͤͦ ͙ ͤ͊ ͼ͔͔͍ͦͣ͡ ±[!bΤ 

¶ ˤ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙ͦͤ͊͡ 5I/tǾс ƎǳŀǊŘ τ ͎ ͦ͋͊͡͡Έͤͦ ͙ ͤ͊ ͼ͔͔͍ͦͣ͡ ±[!bΤ 

¶ ˹͊ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ όζǘǊǳǎǘŜŘη ͨͦ ͔͙͎͙͙ͭͪͣͤͦͦ͡ wC/олпсύ ͍·͙ͨͦͤͭ͡Έ 
DHCPv4-͚ͤ͊ͫͭͪͦͯ͟ ζip dhcp snoo ping trust ηΤ 

¶ ˹͊ ζ͍͔͔͒ͦͪͤͤ·ͻη ͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍·͙ͨͦͤͭ͡Έ ͚ͤ͊ͫͭͪͦͯ͟ ζipv6 dhcp guard 

trusted - port η 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.240 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 dhcp-ldra enable  
-κ͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͅ ͯͤ͟ͼ͙Ό Lightweight DHCPv6 Relay Agent (LDRA). 

no ipv6 dhcp-ldra enable ˻ͭ͟͡Ό;͔͊ͭ ͺͯͤ͟ͼ͙Ό [5w!Φ 

ipv6 dhcp-ldra information op-
tion format-type remote-id 
word word: όмΦΦсоύ ͙͍͍ͫͣͦͦ͡ 

˭͔͊͒͊ͭ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ǊŜƳƻǘŜ-id όͦͨͼ͙Ύ отύ. 

no ipv6 dhcp-ldra information 
option format-type remote-id 

̂͒͊͡Ύ͔ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ remote-id. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.241 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ipv6 dhcp-ldra infor-
mation option format-
type interface-id word 

ǿƻǊŘΥ όмΦΦсоύ ͙͍͍ͫͣͦͦ͡ 

˭͔͊͒͊ͭ ͙ ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͨͦͪͭ͊ όͦͨͼ͙Ύ муύ. 

no ipv6 dhcp-ldra infor-
mation option format-
type interface-id   

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ipv6 dhcp-ldra infor-
mation option format-
type remote-id word 

ǿƻǊŘΥ όмΦΦсоύ ͙͍͍ͫͣͦͦ͡ 

˭͔͊͒͊ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ǊŜƳƻǘŜ-id όͦͨͼ͙Ύ отύ. 

no ipv6 dhcp-ldra infor-
mation option format-
type remote-id 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

5.31 ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ PPPoE Intermediate Agent 

̅ͯͤ͟ͼ͙Ύ PPPoE IA ͔͙͍ͪ͊ͦ͊ͤ͊͘͡ ͍ ͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔͍͙ͭͪ͋ͦ͊ͤΎ͙ͣ ͔͒ͦͯͣͤͭ͊͟ DSL Forum TR-млм ͙ 
͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͤ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻΣ ͪ͊͋ͦͭ͊Ό΅͙ͻ ͤ͊ ͍͔ͯͪͦͤ ͒ͦͫͭͯͨ͊Φ 

̅ͯͤ͟ͼ͙Ύ ͍ͨͦͦ͘͡Ύ͔ͭ ͒ͦͨͦͤ͡ΎͭΈ ͔ͨ͊ͭ͟· PPPoE Discovery ͙ͤͺͦͪͣ͊ͼ͙͔͚Σ ͻ͔͙͊ͪ͊ͭͪͯ͘͟Ό΅͔͚ ͙͔ͤͭͪπ
ͺ͔͚ͫ ͒ͦͫͭͯͨ͊Φ ̏ͭͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͒͡Ύ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͤ͊ ͔͍͔͔ͫͪͪ ͒ͦͫͭͯͨ͊ 
(BRAS, Broadband Remote Access Server). ͍͔͙͔̂ͨͪ͊ͤ͡ ͔͔ͨͪͻ͍͊ͭͦͣ ͙ ͚ͦ͋ͪ͊͋ͦͭͦ͟ ͔͍ͨ͊ͭͦ͟ PPPoE Active 
Discovery ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͎ͦ͋͊͡͡Έͤͦ ͒͡Ύ ͍͔͎ͫͦ ͚͍ͯͫͭͪͦͫͭ͊ ͙ ͍·͋ͦͪͦ;ͤͦ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˾͔͙͊͊͘͡ͼ͙Ύ ͺͯͤ͟ͼ͙͙ PPPoE IA ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͍͙ͦͣͦ͗ͤͦͫͭ͘ ͦͤͭͪͦ͟͡Ύ ͫͦͦ͋΅͔π
͙͚ͤ ͨͪͦͭͦͦ͊͟͡ ͔ͨͯͭͣ ͤ͊ͤ͊͘;͔͙ͤΎ ͍͔͔͒ͦͪͤͤ·ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͫͭͪͦ͟ ͙ͪ ͔͙͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.242 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

[no] pppoe intermediate-
agent 

-/͍·͟͡Ό;͔ͤͦ ˾͔͊ͪ͘΄͔͙͔ͤκ͔͊ͨͪͭ͘ ͪ͊͋ͦͭ· tttƻ9 Intermediate Agent.  

[no] pppoe intermediate-
agent format-type access-
node-id word 

word: (1..32) ͫ ͙͍ͣͦπ
͍ͦ͡/͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ 
͚͍ͯͫͭͪͦͫͭ͊ ͔ͤ ͤ͊ͤ͊͘;͔ͤ 

͍̂ͫͭ͊ͤͦ͊͟ ͙ͫͭͪͦ͟ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊ ͒ͦͫͭͯͨ͊Φ  
˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· όƴƻύ ͍͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ 
͚͙ͤ͊ͫͭͪͦ͟ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ  

[no] pppoe intermediate-
agent format-type generic-
error-message word 

word: (1..128) ͫ ͙͍ͣͦπ
͍ͦ͡/ͤ͊ͤ͊͘;͔ͤͦ ͫ ͦͦ͋΅͔π
͙͔ͤ  ζtttƻ9 5ƛǎŎƻǾŜǊ 

packet is too large to pro-
ŎŜǎǎΦη 

͍̂ͫͭ͊ͤͦ͊͟ ͔ͭͫͭ͊͟ ͫͦͦ͋΅͔͙ͤΎ ͦ͋ ͦ΄͙͔͋͟ ͔͍ͨͪ·΄͔͙ͤΎ ͔ͪ͊ͣͪ͊͘ 
͔ͨ͊ͭ͊͟ όa¢¦ύΣ ͍ͦͭͨͪ͊͡Ύ͔͎ͣͦͦ tttƻ9 L! ͍ t!5h ͙͙͡ t!5{ ͔ͨ͊͟π
ͭ͊ͻΦ ˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· ͍͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ 
͔ͨ͊ͪ͊ͣͭͪ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
˽͙͔ͪͣ;͙͔͊ͤΥ ͔ ͙ͫ͡ ͫͦͦ͋΅͔͙͔ͤ ͔͙ͫͦ͒ͪ͗ͭ ͙͍ͫͣͦ͡· ͔ͨͪͦ͋͊͡Σ ͔͎ͦ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͊͘͟͡Ό;͙ͭΈ ͍ ͟ ͍͊·;͙͟Φ 
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[no] pppoe intermediate-
agent format-type option 
{sp |  sv |  pv |  spv |  
userπdefined} delimeter 
[.,:#/ ]  

-/͍͔ͯͫͭ͊ͤͦͤ͡ ͺͦͪͣ͊ͭ ͍ ͫͦπ
͍͔͍͙͙ͦͭͭͫͭ ͫ ¢w-101: 

slot /  port : vlan; 

˹͚͊ͫͭͪͦ͊͟ ͤ͊͋ͦͪ͊ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͙ ͔͙͔ͪ͊͒ͭ͘͡͡Ύ ͔ͣ͗͒ͯ ͙͙ͤͣΣ ͦ͟π
ͭͦͪ·͔ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͺ͙͍͙ͦͪͣͪͦ͊ͤΎ ͨͦ͒ͦͨͼ͙͙ circuit -id.  
ˤ ͔ͦͣ͊ͤ͒͟ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ͍ͯͫͦͤ͡·͔ ͦ͋ͦͤ͊͘;͔͙ͤΎΥ 
- sp τ slot + port 
- sv τ slot + vlan 
- pv τ port + vlan 
- spv τ slot + port + vlan 
- user-defined τ ͺͦͪͣ͊ͭ ͔͔ͦͨͪ͒͡Ύ͔ͭͫΎ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ ˽͙ͪ 
͔͔͔͙͙ͦͨͪ͒ͤ͡ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͔ͫ͒ͯ͡Ό΅͙͔ ΄͊͋ͦͤ͡·Υ 

%h: hostname; 
҈ǇΥ ͔ͦͪͦͭͦ͟͟ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪ Ǝƛмκлκм; 
҈tΥ ͙͔͒ͤͤͦ͡ ͙ͣΎ ͨͦͪͭ͊Σ ͙͔ͤ͊ͨͪͣͪΣ ƎƛƎŀōƛǘŜǘƘŜǊƴŜǘ мκлκм; 
҈ǘΥ ͙ͭͨ ͨͦͪͭ͊ όͤ͊͘;͔͙͔ͤ ͨ ͦ͡Ύ ƛŦ¢ŀōƭŜΥΥƛŦ¢ȅǇŜ ͍  ΄͔ͫͭͤ͊͒ͼ͔͊ͭπ
ͪ;͙ͤͦͣ ͍͙͔͒ύΤ 
%m: MAC-͔͊͒ͪͫ ͨͦͪͭ͊ ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
%M: MAC-͔͊͒ͪͫ ͙͔ͫͫͭͣ· ͍ ͺ͔ͦͪͣ͊ͭ I-H-H-H-H-H-H; 
҈ǳΥ ͔ͤͦͣͪ Ό͙ͤͭ͊; 
҈ǎΥ ͔ͤͦͣͪ ͫͦͭ͊͡; 
҈ƴΥ ͔ͤͦͣͪ ͨͦͪͭ͊ ό͊͟͟ ͤ͊ ͙͡ͼ͔͍͚ͦ ͔͙ͨ͊ͤ͡ύ; 
%i: ifIndex ͨ ͦͪͭ͊; 
%vΥ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±[!b; 
%c: ˸ ˢ-˿͔͊͒ͪͫ ͔͎͊͋ͦͤͤͭͫͦͦ͟ ͚͍ͯͫͭͪͦͫͭ͊; 
%a[vlan_id]: IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊ VLANΦ ˩͙ͫ͡ vlan_id ͤ ͔ ͯ͊͟π
͊ͤ͘, ͭ ͦ ͍ͨͦ͒ͫͭ͊͡Ύ͔ͭͫΎ IP-͔͊͒ͪͫ ͙͔ͤͭͪͺ͔͚ͫ͊ ŘŜŦŀǳƭǘ ǾƭŀƴΦ ˩͙ͫ͡ 
IP-͔͊͒ͪͫ ͔ͤ ͚͔ͤ͊͒ͤΣ ͍ͨͦ͒ͫͭ͊͡Ύ͔ͭͫΎ ͔͊͒ͪͫ лΦлΦлΦл. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.243 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

[no] pppoe intermediate-
agent  

τ 
˾͔͊ͪ͘΄͔͙͔ͤκ͔͊ͨͪͭ͘ ͪ͊͋ͦͭ· PPPoE LƴǘŜǊƳŜŘƛŀǘŜ !ƎŜƴǘ ͤ͊ 
͙͔ͤͭͪͺ͔͚͔ͫΦ 

[no] pppoe intermediate-
agent format-type circuit-
id [word] 
 

word: (1..63) ͫ ͙͍͍ͣͦͦ͡ 
 

˹͊ͤ͊͘;͔͙͔ͤ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ŎƛǊŎǳƛǘ-ƛŘΣ ͍͒ͦ͋͊͡Ύ͔͎ͣͦͦ ͦͣ͟π
ͣͯͭ͊ͭͦͪͦͣΦ ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟Σ ͊͒͊ͤͤ͘·͚ ͍ ͔ͦͣ͊ͤ͒͟Σ ͨͦͤͦ͡π
ͫͭΈΌ ͔͔͔͔ͨͪͦͨͪ͒͡Ύ͔ͭ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟Σ ͍·;͙ͫ͡Ύ͔ͣ·͚ ͤ͊ ͦͫπ
͍͔ͤͦ ͎ͦ͋͊͡͡Έͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ ŀŎŎŜǎǎ-node-ƛŘ ͙ 
ƻǇǘƛƻƴκŘŜƭƛƳŜǘŜǊΦ ˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· ͍ͦͫͫͭ͊π
͍͙͍͔ͤ͊͊ͭ͡ ͚ͤ͊ͫͭͪͦͯ͟ ͤ͊ ͍͔ͦͫͤͦ ͎ͦ͋͊͡͡Έͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
access-node-ƛŘ ͙ ƻǇǘƛƻƴκŘŜƭƛƳŜǘŜǊΦ 

[no] pppoe intermediate-
agent format-type remote-
id [word] 

word: (1..63) ͫ ͙͍͍ͣͦͦ͡/  
͍ ͊͟ ;͔͍͔ͫͭ ǊŜƳƻǘŜ-ƛŘ ͙ͫπ
ͨͦ͡Έ͔ͯͭͫ͘Ύ a!/-͔͊͒ͪͫ 

ͦͣͣͯͭ͊ͭͦͪ͊͟ 

˹͊ͤ͊͘;͔͙͔ͤ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ǊŜƳƻǘŜ-ƛŘΣ ͍͒ͦ͋͊͡Ύ͔͎ͣͦͦ ͦͣ͟π
ͣͯͭ͊ͭͦͪͦͣΦ ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤ 
ͤ͊ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͎͔͒ ͔ͪ͊͋ͦͭ͊ͭ tttƻ9 L!Φ 
˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· ͍͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͚ͤ͊ͫͭͪͦͯ͟ 
ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

[no] pppoe intermediate-
agent timeout [timeout] 

timeout : (0..600)κслл ͔ͫ͟ 

˭͙͔͊͒͊ͤ ͍͔͔͙ͪͣͤ ͙͙͗ͤ͘ ͙͔͚ͤͭͫͦ͟͟͡ ͔͙͙ͫͫͫΦ ˽͙ͪ ͍͍͔ͦ͒ ͨ͊π
͔ͪ͊ͣͭͪ͊ timeout ͪ ͍͊ͤ·ͣ ͤͯ͡ΌΣ ͭ ͚͊ͣ͊ͯͭ ͍ͤͦ·ͻ ͔͙͚ͫͫͫ ͔͋ͯ͒ͭ 
͍͔ͪ͊ͤ ͔͔͋ͫͦͤ͟;͙ͤͦͫͭΦ 
˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· ͍͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͚ͤ͊ͫͭͪͦͯ͟ 
ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

[no] pppoe intermediate-
agent trust  

-/͙͔ͤͭͪͺ͔͚ͫ ͤ  ͔Ύ͍͡Ύ͔ͭͫΎ 
͍͔͔͒ͦͪͤͤ·ͣ. 

͍͔͙͔̂ͨͪ͊ͤ͡ ͔͙ͪ͗ͣͦͣ ͍͔͙͒ͦͪΎ ͟ ͙͔ͤͭͪͺ͔͚ͫͯΦ ˴ͦͣ͊ͤ͒͊  
͍͒ͦ͋͊͡Ύ͔ͭ ͙͙͡ ͯ͒͊͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫ ͙͘ ͙ͫͨͫ͊͟ ͍͔͔͒ͦͪͤͤ·ͻΦ  
ˮ͔ͤͭͪͺ͔͚ͫ·Σ ͟ ͦͭͦͪ͟·ͣ ͨͦ͒͟͡Ό;͔ͤ· tttƻ9-͔͍͔ͫͪͪ·Σ 
͙͍ͤ͊ͫͭͪ͊͊ΌͭͫΎ ͊͟͟ ͍͔͔͒ͦͪͤͤ·͔Φ ˮ͔ͤͭͪͺ͔͚ͫ·Σ ͟ ͦͭͦͪ͟·ͣ 
ͨͦ͒͟͡Ό;͔ͤ· ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡Σ ͙͍ͤ͊ͫͭͪ͊͊ΌͭͫΎ ͊͟͟ ͔͍͔͔ͤ͒ͦͪͤπ
ͤ·͔Φ ˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· ͍͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘π
;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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[no] pppoe intermediate-
agent vendor-tag strip  

-/͔͙ͪ͗ͣ ͔͙ͯ͒͊ͤ͡Ύ ͍·π
͟͡Ό;͔ͤΦ 

˾͔͊ͪ͘΄͔͙͔ͤ ͙͙͡ ͔͊ͨͪͭ͘ ͔͙ͯ͒͊ͤ͡Ύ ǾŜƴŘƻǊ-ǎǇŜŎƛƛŦŎ ͦͨͼ͙͙ ͙͘ 
͔͍ͨ͊ͭͦ͟ t!5hΣ t!5{Σ t!5¢ ͔͔ͨͪ͒ ͍͚ͦͭͨͪ͊ͦ͟ ͙ͻ ͍ ͫͭͦͪͦͤͯ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ ̅ͯͤ͟ͼ͙Ύ ͔͙ͯ͒͊ͤ͡Ύ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έͦ͘π
͍͊ͤ͊ ͭͦ͡Έͦ͟ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΣ ͤ͊ ͦͭͦͪͦͣ͟ ͔ͪ͊ͪ͘΄͔ͤ͊ ͪ͊͋ͦͭ͊ 
tttƻ9 L! ͙ ͦͭͦͪ͟·͚ Ύ͍͡Ύ͔ͭͫΎ ͍͔͔͒ͦͪͤͤ·ͣ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ 
˻͋·;ͤͦ ͺͯͤ͟ͼ͙Ύ ͔͙ͯ͒͊ͤ͡Ύ ͙͍͔ͤ͊ͫͭͪ͊͊ͭͫΎ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΣ 
ͦ͋ͪ͊΅͔ͤͤͦͣ ͍ ͫͭͦͪͦͤͯ tttƻ9 ͔͍͔ͫͪͪ͊Φ 
˻͙ͭͪͼ͔͊ͭ͡Έͤ͊Ύ ͺͦͪͣ͊ ͦͣ͊ͤ͒͟· ͍·͟͡Ό;͔͊ͭ ͔͙ͪ͗ͣ ͔ͯ͒͊͡π
͙ͤΎΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.244 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨ ͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

show pppoe intermedi-
ateπagent info [interface 
{gigabitethernet gi_port |  
fastethernet fa_port |  
port-channel po}] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

ǇƻΥ όмΧуύ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͤ ͔͊ͫͭͪͦ͟ PPPoE Intermediate Agent. ˩ ͙ͫ͡ ͍ ͦ͟π
͔ͣ͊ͤ͒ Ύ͍ͤͦ ͔ͤ ͊͒͊ͤ͘ ͙͔ͤͭͪͺ͔͚ͫΣ ͭͦ ͦͣ͊ͤ͒͊͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ 
͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΣ ͎͔͒ ͔ͪ͊ͪ͘΄͔ͤ͊ ͪ͊͋ͦͭ͊ tttƻ9 L! ͙ ͍͔ͫͻ 
͍͔͔͒ͦͪͤͤ·ͻ ͍ͨͦͪͭͦΦ 

show pppoe intermedi-
ateπagent statistics [inter-
face {gigabitethernet 
gi_port |  fastethernet 
fa_port |  port-channel po}] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

ǇƻΥ όмΧуύ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͪ͊͋ͦͭ· tttƻ9 Intermediate Agent. 
˩͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͔ͤ ͊͒͊ͤ͘ Ύ͍ͤͦ ͙͔ͤͭͪͺ͔͚ͫΣ ͭͦ ͦͣ͊ͤ͒͊͟ ͍·π
ͨͦͤ͡Ύ͔ͭͫΎ ͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͫ ͔ͪ͊ͪ͘΄͔ͤͤ·ͣ tttƻ9 L! ͙ 
͍͔ͫͻ ͍͔͔͒ͦͪͤͤ·ͻ ͍ͨͦͪͭͦΦ 

clear pppoe intermedi-
ateπagent statistics [inter-
face {gigabitethernet 
gi_port |  fastethernet 
fa_port |  port-channel po}] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

poΥ όмΧуύ 

˻;͙ͫͭ͊͟ ͙͙͙ͫͭ͊ͭͫͭ͟ ͪ͊͋ͦͭ· tttƻ9 LƴǘŜǊƳŜŘƛŀǘŜ !ƎŜƴǘΦ ˩͙ͫ͡ ͍ 
͔ͦͣ͊ͤ͒͟ ͔ͤ ͊͒͊ͤ͘ Ύ͍ͤͦ ͙͔ͤͭͪͺ͔͚ͫΣ ͭͦ ͦͣ͊ͤ͒͊͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ 
͒͡Ύ ͍͔ͫͻ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͫ ͔ͪ͊ͪ͘΄͔ͤͤ·ͣ tttƻ9 L! ͙ ͍͔ͫͻ ͍͔͒ͦπ
͔ͪͤͤ·ͻ ͍ͨͦͪͭͦύΦ 

show pppoe intermedi-
ateπagent sessions [inter-
face {gigabitethernet 
gi_port |  fastethernet 
fa_port |  port-channel po}] 

gi_port: (1..3/0/1..28); 
fa_port: (1..3/0/1..24); 

poΥ όмΧуύ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͍͔ͫͻ ͔͎͙͙͍͊ͪͫͭͪͪͦ͊ͤͤ͘·ͻ ͙͔͙ͤͭͫ͟͟͡ͻ ͔͙͚ͫͫͫΦ 
˩͙ͫ͡ ͍ ͔ͦͣ͊ͤ͒͟ ͔ͤ ͊͒͊ͤ͘ Ύ͍ͤͦ ͙͔ͤͭͪͺ͔͚ͫΣ ͭͦ ͦͭͦ͋ͪ͊͗͊ΌͭͫΎ 
͍͔ͫ ͔͙͙ͫͫͫ ͫ ͙͍͚ͫͦͪͭͪͦͦ͟ ͨͦ ͙͔ͤͭͪͺ͔͚ͫ͊ͣΦ 

clear pppoe intermedi-
ateπagent sessions 
[mac_address] 

mac_address:(H.H.H ͙ ͙͡ 
H:H:H:H:H:H ͙ ͙͡ H-H-H-H-

H-H) 

͔͙͔̂͒͊ͤ͡ ͙͔͚ͤͭͫͦ͟͟͡ ͔͙͙ͫͫͫΦ ˩͙ͫ͡ mac_address ͔ͤ ͊͒͊ͤ͘Σ 
ͯ͒͊͡ΎΌͭͫΎ ͍͔ͫ ͔͙͙ͫͫͫΦ 

5.32 ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ 5I/t-͔͍͔ͫͪͪ͊ 

DHCP-͔͍͔ͫͪͪ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭ ͼ͔͙͍͔ͤͭͪ͊ͦ͊ͤͤͦ͘͡ ͍͔͙͔ͯͨͪ͊ͤ͡ ͔͔͍ͫͭ·͙ͣ ͔͙͊͒ͪͫ͊ͣ ͙ ͍͔͍ͫͦͦͭͭͫͭͯΌπ
΅͙͙ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·͙ͣ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣΣ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΎ ͙ͻ ͙͔ͤͭ͊ͣ͟͡Φ ̏ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͘π
͔͋͗͊ͭΈ ͪͯ;͚ͤͦ ͚͙ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ ͔͙ͫͭ ͙ ͔ͯͣͤΈ΄͔͊ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͦ΄͙͋ͦ͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  
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͙́͊͋͡ͼ͊ 5.245 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκͤ͊͘;͔͙͔ͤ ͨͦ 
ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

ip dhcp server 

-κ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͙ 5I/t-͔͍͔ͫͪͪ͊ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 
˽͔͔ͪ͒ ͍͟͡Ό;͔͙͔ͤͣ 5I/t-͔͍͔ͫͪͪ͊ ͔͍͙ͨͪ͒͊ͪ-
͔ͭ͡Έͤͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͦͭ͟͡Ό;͔ͤ· 5I/t-͙͔ͤͭ͟͡· 

͍ͦ ͍͔ͫͻ ±[!bΦ ˤ ͭͦͣ ;͙͔ͫ͡ ͍͟͡Ό;͔ͤͤ·͚ ͨͦ ͯͣͦ͡;͙͊ͤΌ 
DHCP-͙͔ͤͭ͟͡ ͍ ±[!b м. 

no ip dhcp server ˤ·͟͡Ό;͔͙͔ͤ ͺͯͤ͟ͼ͙͙ DHCP-͔͍͔ͫͪͪ͊ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 

ip dhcp pool host name 

name: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͍͊͒ͪͫͦ 
DHCP-͔͍͔ͫͪͪ͊Φ 

no ip dhcp pool host name ̂͒͊͡Ύ͔ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό DHCP-͙͔ͤͭ͊͟͡ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔͔ͣͤͣΦ 

ip dhcp pool network name 

name: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ DHCP-ͨͯ͊͡ ͔͍͊͒ͪͫͦ 
DHCP-͔͍͔ͫͪͪ͊Φ 
- name τ ͙ ͣΎ DHCP-ͨͯ͊͡ ͔͍͊͒ͪͫͦΦ 

no ip dhcp pool network 
name 

̂͒͊͡Ύ͔ͭ DHCP-ͨͯ͡ ͫ ͊͒͊ͤͤ͘·ͣ ͙͔͔ͣͤͣΦ 

ip dhcp excluded-address 
low_address [high_address] 

τ 

̂͊͘͟·͍͔͊ͭ IP-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͔ DHCP-͔͍͔ͫͪͪ ͔ͤ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘π
;͊ͭΈ ͒͡Ύ DHCP-͙͔͍ͤͭͦ͟͡Φ 
- low_address τ ͤ ͊;͊͡Έͤ·͚ IP-͔͊͒ͪͫ ͙͒͊ͨ͊ͦͤ͊͘Τ 
- high_address τ ͟ ͔ͦͤ;ͤ·͚ Lt-͔͊͒ͪͫ ͙͒͊ͨ͊ͦͤ͊͘Φ 

no ip dhcp excluded-ad-
dress low_address 
 [high_address] 

͔͙͔̂͒͊ͤ͡ IP-͔͊͒ͪͫ͊ ͙͘ ͙ͫͨͫ͊͟ ͙ͫ͟͡Ό;͔͙͚ͤ ͒͡Ύ ͤ͊ͤ͊͘;͔͙ͤΎ 
͔͎ͦ DHCP-͙͔ͤͭ͊ͣ͟͡Φ 

ip dhcp ping enable 

-κ͍·͟͡Ό;͔ͤ͊ 

ˤ͟͡Ό;͙ͭΈ ͔͔ͨͪ͒͊;ͯ ICMP-͍͊ͨͪͦͫͦ͘ ͤ͊ ͤ͊ͤ͊͘;͔͊ͣ·͚ ͔͊͒ͪͫ 
͒͡Ύ ͍͔͙ͨͪͦͪ͟Σ ;ͭͦ IP-͔͊͒ͪͫ Ύ͍͡Ύ͔ͭͫΎ ͍ͫͦ͋ͦ͒ͤ·ͣΣ ͔͔ͨͪ͗͒ 
;͔ͣ ͦͤ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤ DHCP-͙͔ͤͭͯ͟͡Φ 

no ip dhcp ping enable ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp ping count number 
number: (1..10)/2 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͍ͦͭͨͪ͊͡Ύ͔ͣ·ͻ ICMP-͍͊ͨͪͦͫͦ͘Φ 

no ip dhcp ping count ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ip dhcp ping timeout time 

time: (300 .. 1000)/500 ͣ  ͫ

˻͔͔ͨͪ͒͡Ύ͔ͭ ͚ͭ͊ͣ͊ͯͭΣ ͍ ͔ͭ;͔͙͔ͤ ͎ͦͭͦͪͦͦ͟ DHCP-͔͍͔ͫͪͪ ͙ͦ͗π
͔͒͊ͭ ͍͔ͦͭͭ ͫ ͔͊͒ͪͫ͊Σ ͤ͊ ͦͭͦͪ͟·͚ ͍͔ͦͭͨͪ͊ͤ͡ ICMP-͊ͨͪͦͫ͘Φ 

no ip dhcp ping timeout ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͫ ͙ͭ͊ͭ;͔͙ͫ͟ͻ ͔͍͊͒ͪͫͦ DHCP-͔͍͔ͫͪͪ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͍͊͒ͪͫͦ DHCP-͔͍͔ͫͪͪ͊Υ 

console# configure   

console(config)# ip dhcp pool host  name 

console ( config - dhcp )#  

͙́͊͋͡ͼ͊ 5.246 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

address ip_address   
{mask | prefix_length} {cli-
ent-identifier id| hard-
ware-address  
mac_address} 

τ 

˾ͯ;͔ͤͦ ͔͔͍͙͍͙͔ͪͪͪͦ͊ͤ͘ Lt-͔͍͊͒ͪͫͦ ͒͡Ύ 5I/t-͙͔ͤͭ͊͟͡Φ 
- ip_address τ IP-͔͊͒ͪͫΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͍͔ͫͦͨͦͫͭ͊ͤ͡ ͫ ͺ͙͙͘π
;͔͙ͫͣ͟ ͔͊͒ͪͫͦͣ ͙͔ͤͭ͊͟͡Τ 
- mask/ prefix_length τ ͣ ͊ͫ͊͟ ͔͙ͨͦ͒ͫͭκ ͙͒ͤ͊͡ ͔ͨͪͺ͙ͫ͊͟Τ 
- id τ ͅ ͙͙͘;͔͙͚ͫ͟ ͔͊͒ͪͫ ό͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ύ ͔͔͍͚ͫͭͦ ͊ͪͭ͟·Τ 
- mac_address τ ˸ ˢ-˿͔͊͒ͪͫΦ 

no address ̂͒͊͡Ύ͔ͭ ͔͔͍͙͍͊ͪͪͪͦ͊ͤͤ͘͘·͔ IP-͔͊͒ͪͫ͊Φ 

client-name name 
name: (1..32) ͫ ͙͍͍ͣͦͦ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͣΎ DHCP-͙͔ͤͭ͊͟͡Φ 

no client-name ̂͒͊͡Ύ͔ͭ ͙ͣΎ DHCP-͙͔ͤͭ͊͟͡Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͯ͊͡ DHCP-͔͍͔ͫͪͪ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͯ͊͡ DHCP-͔͍͔ͫͪͪ͊Υ 

console# configure   

console(config)# ip dhcp pool network  name 

console ( config - dhcp )#  

͙́͊͋͡ͼ͊ 5.247 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

address {network_number 
| low low_address 
high high_address}  
{mask | prefix_length} τ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔ͤͦͣͪ ͔͙ͨͦ͒ͫͭ ͙ ͣ͊ͫͯ͟ ͔͙ͨͦ͒ͫͭ ͒͡Ύ ͨͯ͊͡ ͊͒π
͔͍ͪͫͦ 5I/t-͔͍͔ͫͪͪ͊Φ  
- network_number τ IP-͔͊͒ͪͫ ͔ͤͦͣͪ͊ ͔͙ͨͦ͒ͫͭΤ 
- low_address τ ͤ ͊;͊͡Έͤ·͚ Lt-͔͊͒ͪͫ ͙͒͊ͨ͊ͦͤ͊͘ ͔͍͊͒ͪͫͦΤ 
- high_address τ ͟ ͔ͦͤ;ͤ·͚ Lt-͔͊͒ͪͫ ͙͒͊ͨ͊ͦͤ͊͘ ͔͍͊͒ͪͫͦΦ 
- mask/ prefix_length τ ͣ ͊ͫ͊͟ ͔͙ͨͦ͒ͫͭκ ͙͒ͤ͊͡ ͔ͨͪͺ͙ͫ͊͟Φ 

no address ̂͒͊͡Ύ͔ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό DHCP-ͨͯ͊͡ ͔͍͊͒ͪͫͦ. 

lease {days [{hours} 
[minutes]] | infinite}  

-/1 ͔͒ͤΈ 

ˤ͔ͪͣΎ ͔͊ͪͤ͒· IP-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͚ ͤ͊ͤ͊͘;͔ͤ ͦͭ DHCP. 
- infinite τ ͍ ͔ͪͣΎ ͔͊ͪͤ͒· ͔ͤ ͎͙ͦͪ͊ͤ;͔ͤͦΤ 
- days τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͚͒ͤΤ 
- hours τ ͟ ͙ͦ͡;͔͍ͫͭͦ ;͍͊ͫͦΤ 
- minutes τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͙ͣͤͯͭΦ 

no lease ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

ping enable 

-κ͍·͟͡Ό;͔ͤ ͦ

ˤ͟͡Ό;͙ͭΈ ͔͔ͨͪ͒͊;ͯ ICMP-͍͊ͨͪͦͫͦ͘ ͒͡Ύ ͍͔͙ͨͪͦͪ͟Σ ;ͭͦ IP-͊͒π
͔ͪͫ Ύ͍͡Ύ͔ͭͫΎ ͍ͫͦ͋ͦ͒ͤ·ͣΣ ͔͔ͨͪ͗͒ ;͔ͣ ͦͤ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘;͔ͤ 
DHCP-͙͔ͤͭͯ͟͡Φ 

no ping enable ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͯ͊͡ DHCP-͔͍͔ͫͪͪ͊ ͙ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͍͊͒ͪͫͦ DHCP-
͔͍͔ͫͪͪ͊ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟Υ 

console ( config - dhcp )#  

͙́͊͋͡ͼ͊ 5.248 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ  

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

default-router ip_address_list 

-/͙ͫͨͫͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦ͘π
͍ͪͦ ͔ͤ ͔͔͔ͦͨͪ͒ͤ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͫͨͫͦ͟ ͣ͊ͪ΄͙͍ͪͯͭ͊ͭͦͪͦ͘ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͒͡Ύ 
DHCP-͙͔ͤͭ͊͟͡Υ 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͊͒ͪͫͦ ͍ͣ ͊ͪ΄͙ͪͯͭ͊ͭͦͪͦ͘,͍ 
͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͒ͦ у ͙͔͚͊ͨͫ͘Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͔ͨͪͦ͋ͦͣ͡Φ 

IP-͔͊͒ͪͫ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍ ͚ͭͦ ͔͗ 
͔͙ͨͦ͒ͫͭΣ ;ͭͦ ͙ ͙͔ͤͭ͟͡Φ 

no default-router ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

dns-server ip_address_list 

-/͙ͫͨͫͦ͟ DNS-͔͍͔͍ͫͪͪͦ 
͔ͤ ͔͔͔ͦͨͪ͒ͤ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͫͨͫͦ͟ DNS-͔͍͔͍ͫͪͪͦΣ ͒ͦͫͭͯͨͤ·ͻ ͒͡Ύ ͙͔͍ͤͭͦ͟͡ 
DHCP: 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͊͒ͪͫͦ ͍DNS-͔͍͔͍ͫͪͪͦΣ ͔ͣͦ͗ͭ 
͔ͫͦ͒ͪ͗͊ͭΈ ͒ͦ у ͙͔͚͊ͨͫ͘Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͔ͨͪͦ͋ͦͣ͡Φ 

no dns-server ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

domain-name domain domain: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͔͒ͦͣͤͤͦ ͙ͣΎ ͒͡Ύ DHCP-͙͔͍ͤͭͦ͟͡Φ 

no domain-name ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

netbios-name-server  
ip_address_list 

-/͙ͫͨͫͦ͟ WINS-
͔͍͔͍ͫͪͪͦ ͤ  ͔ͦ ͔͔͔ͨͪ͒ͤ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͫ ͙ͨͫͦ͟ WINS-͔͍͔͍ͫͪͪͦ, ͒ ͦͫͭͯͨͤ·ͻ ͒ ͡Ύ ͟ ͙͔ͤ͡π
͍ͭͦ DHCP: 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͊͒ͪͫͦ ͍WINS-͔͍͔͍ͫͪͪͦΣ ͣͦπ
͔͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͒ͦ у ͙͔͚͊ͨͫ͘Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͔ͨͪͦ͋ͦͣ͡Φ 

no netbios-name-server ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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netbios-node-type  
{b-node | p-node | m-node | 
h-node} -/͙ͭͨ ͯ͊͘͡ NetBIOS ͤ ͔ 

͔͔͔ͦͨͪ͒ͤ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͭͨ ͯ͊͘͡ NetBIOS Microsoft ͒ ͡Ύ ͙͔͍ͤͭͦ͟͡ DHCP: 
- b-node τ ́ ͙͍͔ͪͦͦ͟΅͔͊ͭ͡Έͤ·͚Τ 
- p-node τ ͭ ͦ;͊͟-ͭͦ;͊͟Τ 
- m-node τ ͟ ͙͙͍ͦͣ͋ͤͪͦ͊ͤͤ·͚Τ 
- h-node τ ͎ ͙͙͋ͪ͒ͤ·͚Φ 

no netbios-node-type ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

next-server ip_address  

τ 

ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͙ͯ͊͊ͤ͘͟Ύ DHCP-͙͔ͤͭͯ͟͡ ͔͊͒ͪͫ͊ ͔͍͔ͫͪͪ͊ 
ό͊͟͟ ͍͙ͨͪ͊ͦ͡Σ TFTP-͔͍͔ͫͪͪ͊ύΣ ͫ ͎ͦͭͦͪͦͦ͟ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͨͦͯ͡π
;͔ͤ ͎͊ͪͯͦ͘͘;ͤ·͚ ͺ͚͊͡Φ 

no next-server ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

next-server-name name 

name: (1..64) ͫ ͙͍͍ͣͦͦ͡ 

ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͙ͯ͊͊ͤ͘͟Ύ DHCP-͙͔ͤͭͯ͟͡ ͙ͣΎ ͔͍͔ͫͪͪ͊Σ ͫ 
͎ͦͭͦͪͦͦ͟ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͨͦͯ͡;͔ͤ ͎͊ͪͯͦ͘͘;ͤ·͚ ͺ͚͊͡Φ 

no next-server-name ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

bootfile filename 
filename: (мΦΦмнуύ ͙ͫͣπ

͍͍ͦͦ͡ 

̂͊͘͟·͍͔͊ͭ ͙ͣΎ ͺ͚͊͊͡Σ ͙ͫͨͦ͡Έ͔͎ͯͣͦͦ͘ ͒͡Ύ ͤ͊;͊͡Έ͚ͤͦ ͊͘π
͎͙ͪͯ͘͟ DHCP-͙͔ͤͭ͊͟͡Φ 

no bootfile ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

time-server ip_address_list 

-/͙ͫͨͫͦ͟ ͔͍͔͍ͫͪͪͦ ͔ͤ 
͔͔͔ͦͨͪ͒ͤ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͙ͫͨͫͦ͟ ͔͍͔͍ͫͪͪͦ ͍͔͔͙ͪͣͤΣ ͒ͦͫͭͯͨͤ·ͻ ͒͡Ύ ͙͟͡π
͔͍ͤͭͦ DHCP: 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͊͒ͪͫͦ ͍ͫ ͔͍͔͍ͪͪͦ ͍ ͔͔͙ͪͣͤΣ 
͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈ ͒ͦ у ͙͔͚͊ͨͫ͘Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͔ͨͪͦ͋ͦͣ͡Φ 

no time-server ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

option code {boolean 
bool_val | integer int_val | 
ascii ascii_string | ip[ -list] 
ip_address_list | hex 
{hex_string | none}} [descrip-
tion desc] 

code: (0..255); 
bool_val: (true, false); 

int_val: (0..4294967295); 
ascii_string: (1..160) 

c͙͍͍ͣͦͦ͡;  
ŘŜǎͫΥ όмΦΦмсл) 
͙͍͍ͫͣͦͦ͡Τ 

˹͙͍͔͊ͫͭͪ͊͊ͭ ͦͨͼ͙͙ DHCP-͔͍͔ͫͪͪ͊Φ 
- code τ ͟ ͦ͒ ͦͨͼ͙͙ DHCP-͔͍͔ͫͪͪ͊Τ 
- bool_val τ ͡ ͎͙ͦ;͔͔ͫͦ͟ ͤ͊͘;͔͙͔ͤΤ 
- integer τ ͼ͔͔ͦ͡ ͙͔ͨͦͦ͗ͭ͡͡Έ͔ͤͦ ;͙ͫͦ͡Τ 
- ascii_string τ ͫ ͭͪͦ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ ASCII;  
- hex_string τ ͫ ͭͪͦ͊͟ ͍ ΄͔ͫͭͤ͊͒ͼ͙͙͊ͭͪ;ͤͦͣ ͅ ͔ͦͪͣ͊ͭΤ 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͍͊͒ͪͫͦ; 

no option code ̂͒͊͡Ύ͔ͭ ͦͨͼ͙͙ ͒͡Ύ DHCP-͔͍͔ͫͪͪ͊Φ 

tftp -server ip_address_list 

-/͙ͫͨͫͦ͟ ͔͍͔͍ͫͪͪͦ ͔ͤ 
͔͔͔ͦͨͪ͒ͤ͡ 

˹͚͊ͫͭͪͦ͊͟ ͦͨͼ͙͙ мрл τ ͊ ͔͒ͪͫ͊ TFTP-͔͍͔ͫͪͪ͊: 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͊͒ͪͫͦ ͍TFTP-͔͍͔͍ͫͪͪͦΣ ͔ͣͦ͗ͭ 
͔ͫͦ͒ͪ͗͊ͭΈ ͒ͦ у ͙͔͚͊ͨͫ͘Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͔ͨͪͦ͋ͦͣ͡Φ 

no tftp -server ip_address_list ̂͒͊͡Ύ͔ͭ ͚ͤ͊ͫͭͪͦͯ͟ ͦͨͼ͙͙ мрл: 
- ip_address_list τ ͫ ͙ͨͫͦ͟ IP-͔͊͒ͪͫͦ ͍TFTP-͔͍͔͍ͫͪͪͦΣ ͔ͣͦ͗ͭ 
͔ͫͦ͒ͪ͗͊ͭΈ ͒ͦ у ͙͔͚͊ͨͫ͘Σ ͔͔ͪ͊͒ͤͤ͘͡·ͻ ͔ͨͪͦ͋ͦͣ͡Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ tǊƛǾƛƭŜƎŜŘ EXEC: 

console#  

͙́͊͋͡ͼ͊ 5.249 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

clear ip dhcp binding 
 { ip_address | *}  

τ 

͔͙͔̂͒͊ͤ͡ ͙͔͚͊ͨͫ͘ ͙͘ ͙ͭ͊͋͡ͼ· ͍͔͍͙ͫͦͦͭͭͫͭΎ ͺ͙͙͘;͔͙ͫ͟ͻ ͊͒π
͔͍ͪͫͦ ͙ ͔͍͊͒ͪͫͦΣ ͍·͒͊ͤͤ·ͻ ͫ ͨͯ͊͡ 5I/t-͔͍͔ͫͪͪͦͣΥ 
- ip_address τ IP-͔͊͒ͪͫΣ ͤ͊ͤ͊͘;͔ͤͤ·͚ DHCP-͔͍͔ͫͪͪͦͣΤ 
* - ͯ ͙͒͊ͭ͡Έ ͍͔ͫ ͙͙͊ͨͫ͘Φ 

show ip dhcp τ ˽ͪͦͫͣͦͭͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ DHCP-͔͍͔ͫͪͪ͊Φ 

show ip dhcp  
excluded-addresses 

τ 
˽ͪͦͫͣͦͭͪ IP-͔͍͊͒ͪͫͦΣ ͦͭͦͪ͟·͔ DHCP-͔͍͔ͫͪͪ ͔ͤ ͔͋ͯ͒ͭ ͤ͊ͤ͊͘π
;͊ͭΈ ͒͡Ύ DHCP-͙͔͍ͤͭͦ͟͡Φ 

show ip dhcp pool host 
[ip_address | name] 

name: (1..онύ ͙͍͍ͫͣͦͦ͡ 

˽ͪͦͫͣͦͭͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͒͡Ύ ͙ͫͭ͊ͭ;͔͙ͫ͟ͻ ͔͍͊͒ͪͫͦ DHCP-͔ͫͪπ
͍͔ͪ͊Υ 
- ip_address τ IP-͔͊͒ͪͫ ͙͔ͤͭ͊͟͡Τ 
- name τ ͙ ͣΎ DHCP-ͨͯ͊͡ ͔͍͊͒ͪͫͦΦ 

show ip dhcp pool network 
[name] 

name: (1..онύ ͙͍͍ͫͣͦͦ͡ 
˽ͪͦͫͣͦͭͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ DHCP-ͨͯ͊͡ ͔͍͊͒ͪͫͦ DHCP-͔͍͔ͫͪͪ͊Υ  
- name τ ͙ ͣΎ DHCP-ͨͯ͊͡ ͔͍͊͒ͪͫͦΦ 
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show ip dhcp binding  
[ip_address ] τ 

˽ͪͦͫͣͦͭͪ IP-͔͍͊͒ͪͫͦΣ ͦͭͦͪ͟·͔ ͍͔ͫͦͨͦͫͭ͊ͤ͡· ͫ ͺ͙͙͘;͔͙͙ͫͣ͟ 
͔͙͊͒ͪͫ͊ͣ ͙͔͍ͤͭͦ͟͡Σ ͊ ͔ͭ͊͗͟ ͍͔ͪͣΎ ͔͊ͪͤ͒·Σ ͫͨͦͫͦ͋ ͤ͊ͤ͊͘;͔π
͙ͤΎ ͙ ͫͦͫͭͦΎ͙͔ͤ IP-͔͍͊͒ͪͫͦΦ 

show ip dhcp server statis-
tics 

τ 
˽ͪͦͫͣͦͭͪ ͙͙͙ͫͭ͊ͭͫͭ͟ DHCP-͔͍͔ͫͪͪ͊Φ 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟ 

Á ˹͙͊ͫͭͪͦͭΈ 5I/t-ͨͯ͡ ͫ ͙͔͔ͣͤͣ test ͙  ͯ͊͊ͭ͘͟Έ ͒͡Ύ 5I/t-͙͔͍ͤͭͦ͟͡Υ ͙ͣΎ ͔͒ͦͣͤ͊ - test.ruΣ ΄͡Ό͘ 
ͨͦ ͯͣͦ͡;͙͊ͤΌ - 192.168.45.1 ͙  5b{-͔͍͔ͫͪͪ - 192.168.45.112. 

console#  

console#configure  

console(config )# ip dhcp pool network  test  

console(config - dhcp)# address  192.168.45.0 255.255.255.0  

console(config - dhcp )#domain - name test.ru   

console(config - dhcp)# dns - server  192.168.45.112  

console(config - dhcp)# default - router  192.168.45.1   

5.33 ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ACL ό͙͙ͫͨͫ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ 

ACL (Access Control List τ ͙ͫͨͫͦ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ύ τ ͙ͭ͊͋͡ͼ͊Σ ͦͭͦͪ͊͟Ύ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͍͙ͨͪ͊͊͡ 
ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ͤ͊ ͍͙͙ͦͫͤͦ͊ͤ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ ͍ ͔ͨ͊ͭ͊͟ͻ ͍ͨͪͦͭͦͦͦ͟͡Σ TCP/UDP-͍ͨͦͪͭͦΣ 
IP-͔͍͊͒ͪͫͦ ͙͙͡ ˸ˢ˿-͔͍͊͒ͪͫͦΦ  

˨͡Ύ ͔͙ͪ͊͊͘͡ͼ͙͙ ͺͯͤ͟ͼ͙͙ ACL ͟ ͦͣͣͯͭ͊ͭͦͪ ͙ͫͨͦ͡Έ͔ͯͭ͘ ͙͔ͫͫͭͣͤ·͔ ͔ͪͫͯͪͫ· TCAM (Ternary Content 
Addressable MemoryύΦ ̏ͭͦͭ ͔ͪͫͯͪͫ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔͙ͪ͊͊͘͡ͼ͙͙ ͙ ͎͙͒ͪͯͻ ͺͯͤ͟ͼ͙͚ ͚͍ͯͫͭͪͦͫͭ͊Σ 
͙͔ͤ͊ͨͪͣͪΣ ͺͯͤ͟ͼ͙ ͙ Selective Q-in-QΦ ˽ͦͫͦ͟͡Έͯ͟ ͔ͪͫͯͪͫ TCAM Ύ͍͡Ύ͔ͭͫΎ ͎͙ͦͪ͊ͤ;͔ͤͤ·ͣΣ ͒͡Ύ 
͙͙ͦͨͭͣ͊͘ͼ͙͙ ͔͎ͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍ ͙ͪ͊͘͡;ͤ·ͻ ͍͙ͯͫͦ͡Ύͻ ͔͔ͨͪ͒ͯͫͣͦͭͪͤͦ ͍͒͊ ͔͙ͪ͗ͣ͊Φ ͙̏ͭ ͔͙ͪ͗ͣ· 
͍ͤ͊͊ͤ͘· ACL-only ͙  ACL & SQinQ. 

ˤ ͔͙͔ͪ͗ͣ ACL-only ͍͔ͫΈ ͔ͪͫͯͪͫ TCAM ͔ͦͭ͒͊ͭͫΎ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͔͍͙ͫͪͫͦͣ ACL. ̏ ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ 
ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ό ͚͍ͯͫͭͪͦͫͭ͊ ͫͦ͒͊ͭ͘Έ ͙ͣ͊ͫͣ͊͟͡Έ͔ͤͦ ͙ͦ͟͡;͔͍ͫͭͦ ͍͙ͨͪ͊͡ ͒͡Ύ ͙͍ͫͨͫͦ͟ ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊Φ 
˴͔ͪͦͣ ͎ͭͦͦΣ ͍ Ήͭͦͣ ͔͙͔ͪ͗ͣ ͍ͦͣͦ͗ͤ͘ ͎͙͍͊ͪͯͨͨͪͦ͟ ͙͔͙͊͒ͤͭ;ͤ·ͻ ͍͙ͨͪ͊͡Σ ͔͙ͫ͡ ͙ͦͤ ͙͔ͨͪͣͤΎΌͭ ͫΎ ͒͡Ύ 
͍͔ͫͻ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ τ Ήͭͦ ͔͒͊ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͫͯ΅͔͍͔ͫͭͤͤͦ ͫΉ͙ͦͤͦͣͭ͟Έ ͔ͪͫͯͪͫ· TCAM.  

˨͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͍͙͙ͨͪ͊͊ͣ͡ ACL ͍ ͔͙͔ͪ͗ͣ ACL-only ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ 
ͨͪͦͺ͙͡Έ όprofile). ˨͡Ύ ͎͊͗͒ͦͦ͟ ͨͦͪͭ͊ ͒ͦͫͭͯͨͤͦ о ͨͪͦͺ͙͡Ύ τ лΣ м ͙ нΣ ͟ ͦͭͦͪ͟·ͣ ͣͦ͗ͤͦ ͙͍ͨͪΎ͘·͍͊ͭΈ 
͙͙ͫͨͫ͟ ͒ͦͫͭͯͨ͊Φ ˽͙ͪ ͙͔͊ͤ͊͘͡ ͭͪ͊ͺ͙͟ ͔͍͔ͨͦͫ͒ͦ͊ͭ͡͡Έͤͦ ͍͔ͨͪͦͪΎ͔ͭͫΎ ͤ͊ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͨ ͍͙ͪ͊͊ͣ͡ ͙͍ͫͨͫͦ͟ 
ͦͤͭͪͦ͟͡Ύ ͒ͦͫͭͯͨ͊ ͍ ͨͦͪΎ͔͒͟Σ ͔͔ͦͨͪ͒͡Ύ͔ͣ·ͣ ͔ͤͦͣͪͦͣ ͨͪͦͺ͙͡Ύ. ˿ͤ ͊;͊͊͡ ͍͔ͨͪͦͪΎΌͭͫΎ ͍͙ͨͪ͊͊͡ 
ͨͪͦͺ͙͡Ύ лΣ ͔͊ͭͣ͘ ͨͪͦͺ͙͡Ύ м ͙ ͍ ͔ͨͦͫ͒ͤ͡ΌΌ ͦ;͔͔ͪ͒Έ τ ͨ ͪͦͺ͙͡Ύ 2.  

˨͡Ύ ͭͦ ͎ͦΣ ;ͭͦ͋· ͫΉ͙ͦͤͦͣͭ͟Έ ͔ͪͫͯͪͫ· TCAM ͦ͋΅͙͔ ͒͡Ύ ͍͔ͫͻ ͍ͨͦͪͭͦ ͍͙ͨͪ͊͊͡ ͔͔ͭͪ͋ͯͭͫΎ 
͎͙͍ͪͯͨͨͪͦ͊ͭΈ ͍  ͦ͒ ͤͦͣ ͙͘ ͨͪͦͺ͙͔͚͡. 

˻͎͙ͪ͊ͤ;͔͙͔ͤ ͔͙ͪ͗ͣ͊ ACL-only ͙ͫͦͫͭͦͭ ͍ ͔͍͙ͤͦͣͦ͗ͤͦͫͭ͘ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͺͯͤ͟ͼ͙ ͙Selctive Q-in-Q ͙  
MAC-based VLAN. 

˾͔͙͗ͣ ACL & SQinQ ͔͙͍͔ͨͪ͒ͯͫͣ͊ͭͪ͊ͭ ͍͔͔͔ͦ͒ͤͦͪͣͤͤͦ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͔ͪͫͯͪͫ͊ TCAM 
͔ͤͫͦ͟͡Έ͙͙ͣ͟ ͔͍͙͙ͫͪͫ͊ͣΦ ˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ TCAM ͣ ͔͗͒ͯ ͔͍͙͙ͫͪͫ͊ͣ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟Φ 

˻ͼ͔͙ͤͭΈ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘ ͔TCAM ͣ ͦ͗ͤͦ ͫ ͨͦͣͦ΅ΈΌ ͟ ͦͣ͊ͤ͒· ζshow system resources tcamη. 

 

ACL-͙͙ͫͨͫ͟ ͤ͊ ͔͋͊͘ LtǾс-, IPv4- ͙  a!/-͔͍͊͒ͪͫͦ ͔ͤ ͒ͦ͗ͤ͡· ͙͔ͣͭΈ ͙͍ͦ͒ͤ͊ͦ͟·͔ ͍ͤ͊͊͘π
͙ͤΎΦ 

 

IPv6- ͙  IPv4-͙͙ͫͨͫ͟ ͎ͣͦͯͭ ͪ͊͋ͦͭ͊ͭΈ ͍͔͔ͣͫͭ ͤ͊ ͦ͒ͤͦͣ ͺ͙͙͘;͔ͫͦͣ͟ ͙͔ͤͭͪͺ͔͚͔ͫΦ ˿͙ͨͫͦ͟ 
!/[ ͤ͊ ͔͋͊͘ a!/-͔͊͒ͪͫ͊ͼ͙͙ ͔ͤ ͔ͣͦ͗ͭ ͍͔ͫͦͣ΅͊ͭΈͫΎ ͫͦ ͙͙ͫͨͫ͊ͣ͟ ͒͡Ύ LtǾсΦ ˨͍͊ ͙ͫͨͫ͊͟ 
͙͍͎ͦ͒ͤ͊ͦͦͦ͟ ͙ͭͨ͊ ͔ͤ ͎ͣͦͯͭ ͪ͊͋ͦͭ͊ͭΈ ͍͔͔ͣͫͭ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

˴ͦͣ͊ͤ͒· ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͙ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙͍ͫͨͫͦ͟ ACL ͒ͦͫͭͯͨͤ· ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ 
ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΦ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒ͤ͊Ύ ͫͭͪͦ͊͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔͔ͣͭ ͍͙͒Υ 

cons ole ( config )#  

͙́͊͋͡ͼ͊ 5.250 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͙ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͍ͫͨͫͦ͟ ACL 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip access-list extended ac-
cess_list 

access_list: (1..32) ͫ ͙ͣπ
͍ͦ͊͡ 

˿͙͔ͦ͒͊ͤ͘ ͍͎ͤͦͦͦ ͪ ͊ͫ΄͙͔͎ͪͤͤͦͦ ͫ ͙ͨͫ͊͟ ACL ͒ ͡Ύ ͔͊͒ͪͫ͊ͼ͙͙ 
IPv4 ͙  ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͎ͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ό͔͙ͫ͡ ͙ͫͨͫͦ͟ ͫ 
͒͊ͤͤ·ͣ ͙͔͔ͣͤͣ ͔΅͔ ͔ͤ ͫͦ͒͊ͤ͘ύ ͙͋ͦ͡ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙π
͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͔ͪ͊ͤ ͎ͫͦ͒͊ͤͤͦͦ͘ ͙ͫͨͫ͊͟Φ  

no ip access-list extended 
access_list 

͔͙͔̂͒͊ͤ͡ ͙ͫͨͫ͊͟ ACL ͒ ͡Ύ ͔͊͒ͪͫ͊ͼ͙͙ IPv4. 

ipv6 access-list  ac-
cess_list 

˿͙͔ͦ͒͊ͤ͘ ͍͎ͤͦͦͦ ͪ ͊ͫ΄͙͔͎ͪͤͤͦͦ ͫ ͙ͨͫ͊͟ ACL ͒ ͡Ύ ͔͊͒ͪͫ͊ͼ͙͙ 
LtǾс ͙ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͎ͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ό͔͙ͫ͡ ͙ͫͨͫͦ͟ ͫ 
͒͊ͤͤ·ͣ ͙͔͔ͣͤͣ ͔΅͔ ͔ͤ ͫͦ͒͊ͤ͘ύ ͙͋ͦ͡ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙π
͎͙͍͙ͯͪͪͦ͊ͤΎ ͔͔ͪ͊ͤ ͎ͫͦ͒͊ͤͤͦͦ͘ ͙ͫͨͫ͊͟Φ 

no ipv6 access-list ac-
cess_list 

͔͙͔̂͒͊ͤ͡ ͙ͫͨͫ͊͟ ACL ͒ ͡Ύ ͔͊͒ͪͫ͊ͼ͙͙ LtǾс. 

mac access-list extended 
access_list  

˿͙͔ͦ͒͊ͤ͘ ͍͎ͤͦͦͦ ͙ͫͨͫ͊͟ ACL ͤ ͊ ͔͋͊͘ ˸ˢ˿-͔͊͒ͪͫ͊ͼ͙͙ ͙ ͍ͻͦ͒ 
͍ ͔͙ͪ͗ͣ ͔͎ͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ό͔͙ͫ͡ ͙ͫͨͫͦ͟ ͫ ͒͊ͤͤ·ͣ 
͙͔͔ͣͤͣ ͔΅͔ ͔ͤ ͫͦ͒͊ͤ͘ύ ͙͋ͦ͡ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙ͯͪͪͦπ
͍͙͊ͤΎ ͔͔ͪ͊ͤ ͎ͫͦ͒͊ͤͤͦͦ͘ ͙ͫͨͫ͊͟Φ 

no mac access-list ex-
tended access_list  

͔͙͔̂͒͊ͤ͡ ͙ͫͨͫ͊͟ ACL ͤ ͊ ͔͋͊͘ ˸ˢ˿-͔͊͒ͪͫ͊ͼ͙͙. 

time-range range_name 

range_name: (1..32) ͫ ͙ͣπ
͍ͦ͊͡ 

ˤͻͦ͒ ͍ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ǘƛƳŜ-ǊŀƴƎŜ ͙ ͔͔͔ͦͨͪ͒͡π
͙͔ͤ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ ͒͡Ύ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊Φ 
- range_name τ ͙ ͣΎ ͨͪͦͺ͙͡Ύ ͔ͤ͊ͫͭͪͦ͟ ǘƛƳŜ-range. 

no time-range 
range_name 

͔͙͔̂͒͊ͤ͡ ͚͊͒͊ͤͤͦ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ǘƛƳŜ-range. 

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙͍͙͙͍͊ͭͪͦ͊ͭ͘͟Έ ͙ͫͨͫͦ͟ ACLΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍ͫΎ͊ͭ͘Έ ͔͎ͦ ͫ ͙͔ͤͭͪͺ͔͚ͫͦͣΦ 
ˮ͔ͤͭͪ ͺ͔͚ͫͦͣΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙ͣ ͙ͫͨͫͦ͟Σ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͋ͦ͡ ͙͔ͤͭͪͺ͔͚ͫ EthernetΣ ͙͋ͦ͡ ͎ͪͯͨͨ͊ ͍ͨͦͪͭͦΦ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ ͊͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ Vlan , ͎ ͪͯͨͨ· ͍ͨͦͪͭͦ. 

˴ͦͣ͊ͤ͒ͤ͊Ύ ͫͭͪͦ͊͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ ͙͔͔ͣͭ ͍͙͒Υ 

cons ole  ( config - if )#  

͙́͊͋͡ͼ͊ 5.251 τ ˴ ͦͣ͊ͤ͒͊ ͤ͊ͤ͊͘;͔͙ͤΎ ͙ͫͨͫ͊͟ ACL ͙ ͔ͤͭͪͺ͔͚ͫͯΦ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

service-acl input ac-
cess_list [profile pro-
file_id] 

access_list: (1..32) ͫ ͙ͣπ
͍ͦ͊͡; 

profile_id: (0..2) 

ˤ ͚ͤ͊ͫͭͪͦ͊͟ͻ ͔͔͖͎ͦͨͪ͒ͤͤͦͦ͡ ͺ͙͙͘;͔͎ͫͦͦ͟ ͙͔ͤͭͪͺ͔͚ͫ͊ ͦ͟π
ͣ͊ͤ͒͊ ͙͍ͨͪΎ͘·͍͔͊ͭ ͯ͊͊ͤͤ͘͟·͚ ͙ͫͨͫͦ͟ ͟ ͒͊ͤͤͦͣͯ ͙͔ͤͭͪπ
ͺ͔͚ͫͯΦ 

˽͔͊ͪ͊ͣͭͪ profile ͔͒ͦͫͭͯͨͤ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ 
aclπonly. 
ˤ ͔͙͔ͪ͗ͣ acl-ƻƴƭȅ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ 
±[!b ͔ͤ͒ͦͫͭͯͨͤͦΦ 
˽͙ͪ ͍͔͔͚ͦ͒ͤͦͪͣͤͦ ͙͍ͨͪΎ͔͘͟ ACL ͟  ͺ͙͙͘;͔ͫͦͣͯ͟ 
͙͔ͤͭͪͺ͔͚ͫͯ ͙ interface vlan ͨ ͙͙͔ͪͦͪͭͭ ͖ͦͭ͒͊ͭͫΎ 
͚͔ͤ͊ͫͭͪͦ͟ ͤ͊ ͅ ͙͙͘;͔ͫͦͣ͟ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no service-acl input  
[profile profile_id] 

͔͙͔̂͒͊ͤ͡ ͙ͫͨͫ͊͟ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ Privileged EXEC 

˴ͦͣ͊ͤ͒ͤ͊Ύ ͫͭͪͦ͊͟ ͍ ͔͙͔ͪ͗ͣ Privileged EXEC ͙ ͔͔ͣͭ ͍͙͒Υ 

console # 

͙́͊͋͡ͼ͊ 5.252 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͨͪͦͫͣͦͭͪ͊ ͙͍ͫͨͫͦ͟ ACL 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show access-lists [ac-
cess_list] access_list: (1..32) ͫ ͙ͣπ

͍ͦ͊͡ 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͨͫ͟ !/[Σ ͫͦ͒͊ͤͤ͘·͔ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Φ 
 

show access-lists time-
range-active [access_list] 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͨͫ͟ !/[Σ ͫͦ͒͊ͤͤ͘·͔ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟Σ ͦͭͦͪ͟·͔ ͍ 
ͤ͊ͫͭͦΎ΅͔͔ ͍͔ͪͣΎ Ύ͍͡ΎΌͭͫΎ ͙͍͊ͭͤ͟·͙ͣΦ 

show interfaces access-
lists  [gigabitethernet 
gi_port |  
fastethernet fa_port | 
port-channel group|  
vlan vlan_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

vlan_id: (1..4094); 
group (1..8) 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͨͫ͟ !/[ ͤ͊ͤ͊͘;͔ͤͤ·͔ ͙͔ͤͭͪͺ͔͚ͫ͊ͣΦ 

clear access-lists counters 
[gigabitethernet gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group (1..8) 

˻͙͋ͤͯͭ͡Έ ͍͔ͫ ͫ;͔ͭ;͙͙͟ ͙͍ͫͨͫͦ͟ !/[Σ ͙͋ͦ͡ ͫ;͔ͭ;͙͙͟ ͒͡Ύ ͙͍ͫͨͫͦ͟ 
!/[ ͎͊͒͊ͤͤͦͦ͘ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

show interfaces access-
lists counters  
[gigabitethernet gi_port |  
fastethernet fa_port | 
port-channel group] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group (1..8) 

˽ͦ͊͘͟·͍͔͊ͭ ͫ;͔ͭ;͙͙͟ ͙͍ͫͨͫͦ͟ ͒ͦͫͭͯͨ͊Φ 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒ͤ͊Ύ ͫͭͪͦ͊͟ ͍ ͔͙͔ͪ͗ͣ EXEC ͙ ͔͔ͣͭ ͍͙͒Υ 

cons ole # 

͙́͊͋͡ͼ͊ 5.253 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͨͪͦͫͣͦͭͪ͊ ͙͍ͫͨͫͦ͟ ACL 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

show time-range 
range_name 

range_name: (1..32) 
͙͍ͫͣͦ͊͡ 

˽ͦ͊͘͟·͍͔͊ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍͔͔͎ͪͣͤͤͦͦ ͙͔͍ͤͭͪ͊͊͡. 

5.33.1 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ACL ͤ ͊ ͔͋͊͘ LtǾп 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙͍͔͔ͨͪ͒ͤ· ͤ͊͘;͔͙ͤΎ ͙ ͙͙ͦͨͫ͊ͤΎ ͍ͦͫͤͦͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͍ 
͍͔ͫͦͫͭ͊ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ ͙͍ͫͨͫͦ͟ ACLΣ ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ͔͊͒ͪͫ͊ͼ͙͙ IPv4. 

˿͙͔ͦ͒͊ͤ͘ ͙ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙͍ͫͨͫͦ͟ ACL, ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ͔͊͒ͪͫ͊ͼ͙͙ IPv4, 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔ͦͣ͊ͤ͒͟: ip  access - list  extended  access - list . ˹͙͔͊ͨͪͣͪΣ ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ 
͙ͫͨͫ͊͟ ACL ͨ ͦ͒ ͍͙͔ͤ͊͊ͤͣ͘ EltexAL ͤ ͔ͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͦͣ͊ͤ͒͟·Υ 

console#  

console# configure  

console(config)# ip access - list extended  EltexAL  

console(config - ip - al)#  

͙́͊͋͡ͼ͊ 5.254 τ ˻ ͍ͫͤͦͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͍ ͦͣ͊ͤ͒͊͟ͻ 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

permit  ˨͔͚͍͙͔ͫͭ Ψͪ ͔͊ͪ͘΄͙ͭΈΩ ˿ͦ ͔͒͊ͭ͘ ͔ͪ͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ ͙͔ͫͨͫ͟ !/[Φ  

deny  ˨͔͚͍͙͔ͫͭ Ψ͔͙͊ͨͪͭͭ͘ΈΩ ˿ͦ ͔͒͊ͭ͘ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͨ ͍͙ͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ ͙͔ͫͨͫ͟ !/[Φ 
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protocol  

˽ͪͦͭͦͦ͟͡ 

˽ͦ ͔͡ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͦ ͒͡Ύ ͙ͯ͊͊ͤ͘͟Ύ ͨͪͦͭͦͦ͊͟͡ ό͙͙͡ ͍͔ͫͻ ͨͪͦͭͦͦ͟π
͍ͦ͡ύΣ ͤ͊ ͍͔ͦͫͤͦ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͦ ͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͺ͙͡Έͭͪ͊ͼ͙ΎΦ ˽͙ͪ 
͍·͔͋ͦͪ ͨͪͦͭͦͦ͊͟͡ ͍ͦͣͦ͗ͤ͘· ͔ͫ͒ͯ͡Ό΅͙͔ ͍͙͊ͪ͊ͤͭ·Υ arp, icmp, 
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, 
idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, l2tp, isis, 
ipipΣ ͙͋ͦ͡ ;͙͍͔ͫͦͦ͡ ͤ͊͘;͔͙͔ͤ ͨͪͦͭͦͦ͊͟͡Σ ͍ ͙͔͒͊ͨ͊ͦͤ͘ (0ς255). 
˨͡Ύ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͡Ό͋ͦͣͯ ͨͪͦͭͦͦͯ͟͡ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͤ͊͘;͔͙͔ͤ ip. 

source_mac MAC-͊͒ ͔ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ˻͔͔ͨͪ͒͡Ύ͔ͭ MAC-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟Φ 

source_mac_wildcard 

˸͊ͫ͊͟ MAC-͔͊͒ͪͫ͊ 
͙ͫͭͦ;͙ͤ͊͟ 

˸͊ͫ͊͟ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· ˸ˢ˿-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟Σ ͦͭͦͪ͟·͔ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎͙͍ͤͦͪͪͦ͊ͭΈΦ ˤ ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ 
͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· ͔͙͙͒ͤͼ·Φ ˹͙͔͊ͨͪͣͪΣ ͙ͫͨͦ͡Έͯ͘Ύ ͣ͊ͫͯ͟Σ 
ͣͦ͗ͤͦ ͔͔͙ͦͨͪ͒ͭ͡Έ ͒͡Ύ ͍͙ͨͪ͊͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͙͒͊ͨ͊ͦͤ͊͘ ˸ˢ˿-͊͒π
͔͍ͪͫͦΦ ̉ͭͦ͋· ͍͙͒ͦ͋͊ͭΈ ͍ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍͔ͫ ˸ˢ˿-͔͊͒ͪͫ 
ͤ͊;͙ͤ͊Ό΅͙͔ͫΎ ͤ͊ ллΥллΥлнΥ!!ΦͻͻΦͻͻΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͊͒͊ͭ͘Έ ͤ͊͘;͔͙͔ͤ 
͙ͣ͊ͫ͟ лΦлΦлΦлΦCCΦCCΣ ͭͦ ͔ͫͭΈΣ ͎ͫͦ͊ͫͤͦ͡ ͚͒͊ͤͤͦ ͔ͣ͊ͫ͟Σ ͔͙͔ͨͦͫ͒ͤ͡ мс 
͙͋ͭ ˸ˢ˿-͔͊͒ͪͫ͊ ͋ͯ͒ͯͭ ͔ͤ ͍͊͗ͤ· ͒͡Ύ ͙͊ͤ͊͊͘͡Φ 

destination_mac MAC-͊͒ ͔ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ˻͔͔ͨͪ͒͡Ύ͔ͭ MAC-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ͔ͨ͊ͭ͊͟Φ 

destination_mac_wildcard 

˸͊ͫ͊͟ MAC-͔͊͒ͪͫ͊ 
ͤ͊ͤ͊͘;͔͙ͤΎ 

ˣ͙͍ͭͦ͊Ύ ͣ͊ͫ͊͟Σ ͙͔ͨͪͣͤΎ͔ͣ͊Ύ ͟ a!/-͔͊͒ͪͫͯ ͤ͊ͤ͊͘;͔͙ͤΎ ͔ͨ͊ͭ͊͟Φ 
˸͊ͫ͊͟ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· a!/-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎ͤͦπ
͙͍ͪͪͦ͊ͭΈΦ ˤ ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· 
͔͙͙͒ͤͼ·Φ ˸͊ͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙͊ͤ͊ͦ͡;ͤͦ ͔ͣ͊ͫ͟ source_mac-
wildcard. 

source_ip IP-͊͒ ͔ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ˻͔͔ͨͪ͒͡Ύ͔ͭ IP-͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟Φ 

source_ip_wildcard 

˸͊ͫ͊͟ IP-͔͊͒ͪͫ͊ 
͙ͫͭͦ;͙ͤ͊͟ 

ˣ͙͍ͭͦ͊Ύ ͣ͊ͫ͊͟Σ ͙͔ͨͪͣͤΎ͔ͣ͊Ύ ͟ Lt-͔͊͒ͪͫͯ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟Φ ˸͊ͫ͊͟ 
͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· Lt-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎͙͍ͤͦͪͪͦ͊ͭΈΦ ˤ 
ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· ͔͙͙͒ͤͼ·Φ 
˹͙͔͊ͨͪͣͪΣ ͙ͫͨͦ͡Έͯ͘Ύ ͣ͊ͫͯ͟Σ ͣͦ͗ͤͦ ͔͔͙ͦͨͪ͒ͭ͡Έ ͒͡Ύ ͍͙ͨͪ͊͊͡ 
ͺ͙͡Έͭͪ͊ͼ͙͙ Lt-͔ͫͭΈΦ ̉ͭͦ͋· ͍͙͒ͦ͋͊ͭΈ ͍ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ Lt-͔ͫͭΈ 
мфрΦмсрΦлΦлΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͊͒͊ͭ͘Έ ͤ͊͘;͔͙͔ͤ ͙ͣ͊ͫ͟ лΦлΦнррΦнррΣ ͭͦ 
͔ͫͭΈ ͎ͫͦ͊ͫͤͦ͡ ͚͒͊ͤͤͦ ͔ͣ͊ͫ͟ ͔͙͔ͨͦͫ͒ͤ͡ мс ͙͋ͭ Lt-͔͊͒ͪͫ͊ ͋ͯ͒ͯͭ ͙͎π
͙͍ͤͦͪͪͦ͊ͭΈͫΎΦ 

destination_ip IP-͊͒ ͔ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ˻͔͔ͨͪ͒͡Ύ͔ͭ IP-͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ͔ͨ͊ͭ͊͟Φ 

destination_ip_wildcard 

˸͊ͫ͊͟ IP-͔͊͒ͪͫ͊ ͤ ͊ͤ͊͘π
;͔͙ͤΎ 

ˣ͙͍ͭͦ͊Ύ ͣ͊ͫ͊͟Σ ͙͔ͨͪͣͤΎ͔ͣ͊Ύ ͟ Lt-͔͊͒ͪͫͯ ͤ͊ͤ͊͘;͔͙ͤΎ ͔ͨ͊ͭ͊͟Φ 
˸͊ͫ͊͟ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· Lt-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎͙ͤͦͪπ
͍ͪͦ͊ͭΈΦ ˤ ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· 
͔͙͙͒ͤͼ·Φ ˸͊ͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙͊ͤ͊ͦ͡;ͤͦ ͔ͣ͊ͫ͟ 
source_ip_wildcard. 

vlan ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ±ƭŀƴ ˻͔͔ͨͪ͒͡Ύ͔ͭ ±ƭŀƴΣ ͒͡Ύ ͎ͦͭͦͪͦͦ͟ ͋ ͔ͯ͒ͭ ͙͔ͨͪͣͤΎͭΈͫΎ ͍͙ͨͪ͊ͦ͡. 

dscp ˽͔ͦ͡ DSCP ͍  ͎͍͔͊ͦͦ͘͟͡ 
L3 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͤ͊͘;͔͙͔ͤ DSCP-ͨͦ͡Ύ ŘƛŦŦǎŜǊǾΦ ˤͦͣͦ͗ͤ͘·͔ ͦ͒͟· ͫͦͦ͋π
΅͔͙͚ͤ ͨͦ͡Ύ dscp: (0 ς 63). 

precedence ˽͙͙͔ͪͦͪͭͭ IP ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͙͔ͨͪͦͪͭͭ Lt-ͭͪ͊ͺ͙͊͟Υ όл-7). 

range_name ˮͣΎ ͨͪͦͺ͙͡Ύ ͦͤ͟ͺ͙͎ͯπ
ͪ͊ͼ͙͙ time-range 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡Φ 

icmp_type 

τ 

͙́ͨ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ L/atΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 
ICMP-͔͍ͨ͊ͭͦ͟Φ ˤͦͣͦ͗ͤ͘·͔ ͭ ͙ͨ· ͫ ͦͦ͋΅͔͙͚ͤ ͨ ͦ͡Ύ icmp_type: echo-
reply, destination-unreachable, source-quench, redirect, alternate-
host-address, echo-request, router-advertisement, router-solicitation, 
time-exceeded, parameter-problem, timestamp, timestamp-reply, in-
formation-request, information-reply, address-mask-request, address-
mask-reply, traceroute, datagram-conversion-error, mobile-host-redi-
rect, mobile-registration-request, mobile-registration-reply, domain-
name-request, domain-name-reply, skip, photuris, ͡ ͙͋ͦ ;͙͍͔ͫͦͦ͡ 
ͤ͊͘;͔͙͔ͤ ͭ ͙ͨ͊ ͫ ͦͦ͋΅͔͙ͤΎ, ͍  ͒ ͙͔͊ͨ͊ͦͤ͘ (0ς255). 

icmp_code 
˴ͦ͒ ͫ ͦͦ͋΅͔͙ͤΎ ͨ ͪͦͭͦπ

ͦ͊͟͡ ICMP 

˴ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ L/atΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 
ICMP-͔͍ͨ͊ͭͦ͟Φ ʕ ͦͣͦ͗ͤ͘·͔ ͦ͒͟· ͫͦͦ͋΅͔͙͚ͤ ͨͦ͡Ύ icmp_code: (0 ς 
255). 

igmp_type 
͙́ͨ ͫ ͦͦ͋΅͔͙ͤΎ ͨ ͪͦͭͦπ

ͦ͊͟͡ IGMP 

͙́ͨ ͫͦͦ͋΅͔͙͚ͤ ͨͪͦͭͦͦ͊͟͡ LDatΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ 
͔͍ͨ͊ͭͦ͟ LDatΦ ˤͦͣͦ͗ͤ͘·͔ ͙ͭͨ· ͫͦͦ͋΅͔͙͚ͤ ͨͦ͡Ύ igmp-type: host-
query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-
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v2, host-report-v3Σ ͙͋ͦ͡ ;͙͍͔ͫͦͦ͡ ͤ͊͘;͔͙͔ͤ ͙ͭͨ͊ ͫͦͦ͋΅͔͙ͤΎΣ ͍ ͙͒͊π
͔ͨ͊ͦͤ͘ ό0ς255). 

destination_port 

UDP/TCP-ͨͦͪͭ ͤ͊ͤ͊͘;͔π
͙ͤΎ 

ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ ͨͦ͡Ύ ¢/t-ͨͦͪͭ͊Υ ōƎǇ όмтфύΣ  
chargen (19), daytime (13), discard (9),  domain (53), drip (3949), echo 
(7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc 
(194), klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), 
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk 
(517), telnet (23), time (37),  uucp (117), whois (43), www (80);  
͒͡Ύ ¦5t-ͨͦͪͭ͊ ōƛŦŦ όрмнύΣ ōƻƻǘǇŎ όсуύΣ ōƻƻǘǇǎ όстύΣ ŘƛǎŎŀǊŘ όфύΣ ŘƴǎƛȄ 
(90), domain (53), echo (7 ), mobile-ip (434), nameserver (42), netbios-
dgm (138), netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520), 
snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs-ds (49), 
talk (517), tftp (69), time (37), who (513), xdmcp (177).  
˶͙͋ͦ ;͙͍͔ͫͦͦ͡ ͤ͊͘;͔͙͔ͤ όлς65535). 

source_port 

UDP/TCP-ͨͦͪͭ ͙ͫͭͦ;π
͙ͤ͊͟ 

list_of_flags 

͎͙̅͊͡ ͨͪͦͭͦͦ͊͟͡ TCP 

˩͙ͫ͡ ͒͡Ύ ͍͙ͯͫͦ͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ ͅ ͎͊͡ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍͔ͯͫͭ͊ͤͦͤ͡Σ ͭͦ 
͔͔ͨͪ͒ ͙ͤͣ ͍͙ͫͭ͊ͭͫΎ ͤ͊͘͟ ζҌηΣ ͔͙ͫ͡ ͔ͤ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍͔ͯͫͭ͊ͤͦͤ͡Σ ͭͦ 
ζ-ηΦ ˤͦͣͦ͗ͤ͘·͔ ͍͙͊ͪ͊ͤͭ· ͺ͎͍͊ͦ͡Υ +urg, +ack, +psh, +rst, +syn, +fin, 
-urg, -ack, -psh, -rst, -syn ͙  -finΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͔ͤͫͦ͟͡Έ͙͟ͻ ͺ͊͡π
͎͍ͦ ͍ ͍͙͙ͯͫͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙Σ ͺ͎͙͊͡ ͦ͋Ά͔͙͒ͤΎΌͭͫΎ ͍ ͦ͒ͤͯ ͫͭͪͦͯ͟ ͔͋͘ 
͔͍ͨͪͦ͋ͦ͡Σ ͙͔ͤ͊ͨͪͣͪΥ  +fin-ack. 

disable-port 
˻ͭ͟͡Ό;͔͙͔ͤ ͨ ͦͪͭ͊ 

ˤ·͟͡Ό;͔͊ͭ ͨͦͪͭΣ ͫ ͎ͦͭͦͪͦͦ͟ ͋·͡ ͙ͨͪͤΎͭ ͔ͨ͊ͭ͟Σ ͍͔͍ͯ͒ͦͭͦͪ͡ΎΌ΅͙͚ 
͍͙ͯͫͦ͡Ύͣ ͡Ό͚͋ͦ ͙͘ ͦͣ͊ͤ͒͟ ͔͊ͨͪͭ͊͘ deny, ͍  ͍͔ͫͦͫͭ͊ ͚ͦͭͦͪͦ͟Σ ͋·ͦ͡ 
͙ͦͨͫ͊ͤͦ ͔ͨͦ͡. 

log-input 
˻͍ͭͨͪ͊͊͟ ͫͦͦ͋΅͔͙͚ͤ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͍ ͙͔ͫͫͭͣͤ·͚ ͗ͯͪπ
ͤ͊͡ ͙ͨͪ ͨͦͯ͡;͔͙͙ͤ ͔ͨ͊ͭ͊͟Σ ͦͭͦͪ͟·͚ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙͙͊ͨͫ͘Φ 

offset_list_name 
˹͙͔͍͙͔͊ͣͤͦ͊ͤ ͙ͫͨͫ͊͟ 
΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ 

 ˭ ͔͊͒͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟ ΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͒͡Ύ ͪ͊ͫͨͦπ
͍͙ͤ͊͊ͤ͘Ύ ͔͍ͨ͊ͭͦ͟Φ ˨͡Ύ ͎͊͗͒ͦͦ͟ ͙ͫͨͫ͊͟ ACL ͔ͣͦ͗ͭ ͋·ͭΈ ͔͔͔ͦͨͪ͒ͤ͡ 
͍͚ͫͦ ͙ͫͨͫͦ͟ ΄͍͊͋ͦͤͦ͡Φ 

index 
ˮ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡ 

ˮ͔ͤ͒ͫ͟ ͔͊͒͊ͭ͘ ͔͙͔ͨͦͦ͗ͤ͡ ͍͙ͨͪ͊͊͡ ͍ ͙͔ͫͨͫ͟ ͙ ͔͎ͦ ͙͙͔ͨͪͦͪͭͭΦ ͔̉ͣ 
͔ͣͤΈ΄͔ ͙͔ͤ͒ͫ͟Σ ͔ͭͣ ͙͙͔͔͔ͨͪͦͪͭͭͤ ͍͙ͨͪ͊ͦ͡Φ ˨͙͊ͨ͊ͦͤ͘ ͙͒ͦͨͯͫͭͣ·ͻ 
ͤ͊͘;͔͙͚ͤ 1ς2147483647. 

 

˨͡Ύ ͍·͋ͦͪ͊ ͍͔͎ͫͦ ͙͒͊ͨ͊ͦͤ͊͘ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͔ͪͦͣ͟ ŘǎŎǇ ͙ ip-precedence ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨ͊π
͔ͪ͊ͣͭͪ ζŀƴȅηΦ 

 

 

 

 

˩͙ͫ͡ ͔ͨ͊ͭ͟ ͔ͨͦͨ͊͒͊ͭ ͨͦ͒ ͙͔͙͚ͪͭͪ͟ ͍͙ͨͪ͊͊͡ ͍ ACL, ͭͦ ͤ͊͒ ͙ͤͣ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔͚͍͙͔͒ͫͭ 
Ή͎ͭͦͦ ͍͙ͨͪ͊͊͡ όpermit/ deny). ˨ ͊͡Έ͔͚ͤ΄͊Ύ ͍͔ͨͪͦͪ͊͟ ͔ͤ ͙͍͙ͨͪͦͦ͒ͭͫ͘ΎΦ 

˩͙ͫ͡ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ ͤ͊ͤ͊͘;͔ͤ· IP ͙  MAC ACLΣ ͭͦ ͔͍ͨͪͦͤ͊;͊͡Έͤͦ ͔ͨ͊ͭ͟ ͔͋ͯ͒ͭ ͍͔͔ͨͪͦͪͤ ͤ͊ 
͍͔͍͙͔ͫͦͦͭͭͫͭ ͍͙ͨͪ͊͊ͣ͡ ACL, ͨ ͦͭͦͣ MAC ACL ό͍ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͔ͤ ͔ͨͦͨ͊͒ͭ ͨͦ͒ ͔͚͍͙͔͒ͫͭ ͙ͤ 
͎ͦ͒ͤͦͦ ͙͘ ͍͙ͨͪ͊͡ IP ACL). 

˩͙ͫ͡ ͔ͨͦͫ͡ ͍͔͙ͨͪͦͪ͟ ͤ͊ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͍͙ͨͪ͊͊ͣ͡ IP ͙͙͡ MAC ACL (͎ͦ͒͊͟ м ACL ͤ͊ͤ͊͘;͔ͤ 
ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ) ͙͙͡ IP ͙ MAC ACL (͎ͦ͒͊͟ н ACL ͤ͊ͤ͊͘;͔ͤ· ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ) ͔ͨ͊ͭ͟ ͔ͤ ͨͦͨ͊͡ 
ͨͦ͒ ͔͚͍͙͔͒ͫͭ ͙ͤ ͎ͦ͒ͤͦͦ ͙͘ ͍͙ͨͪ͊͡Σ ͭͦ ͤ͊͒ ͒͊ͤͤ·ͣ ͔ͨ͊ͭͦͣ͟ ͔͋ͯ͒ͭ ͙͔͔ͨͪͣͤͤͦ ͔͚͍͙͔͒ͫͭ 
ζdeny any anyη. 

͙́͊͋͡ͼ͊ 5.255 τ ˴ ͦͣ͊ͤ͒·Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ACL ͫ ͙͍ͨͫͦ͟ ͤ͊ ͍͔ͦͫͤͦ IP-͔͊͒ͪͫ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

permit protocol  
{any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard} 
[dscp dscp | precedence precedence]  
[time-range range_name] [index index]  
[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡Φ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ 
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permit arp 
{any/source-mac source-mac-wildcard } 
{any/ destination mac destination mac wild-
card} 
{any/sender-ip sender-ip-wildcard } 
{any/target-ip target-ip-wildcard} 
[vlan vlan_id] [index index] 

˨͍ͦ͋͊͡Ύ͔ͭ ͪ ͔͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ !wtΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣ 

permit ip  
{any|source_mac source-mac-wildcard}  
{any|destination_mac destination_mac_wild-
card} 
{any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard} 
[dscp dscp | precedence precedence]  
[time-range range_name] [index index]  
[offset-list offset_list_name] 
[vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ LtΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ 

permit icmp  
{any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard}  
{any| icmp_type} 
{any| icmp_code}  
[dscp dscp | ip -precedence precedence]  
[time-range range_name] [index index]  
[offset-list offset_list_name] 
[vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ L/atΦ 
˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ  

permit igmp  
{any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard}  
[igmp-type]   

[dscp dscp | precedence precedence]  
[time-range range_name] [index index]  
[offset-list offset_list_name] 
[vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ LDatΦ 
˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ  

permit tcp  
{any|source_ip source_ip_wildcard}  
{any| source_port}  
{any|destination_ip destination_ip_wildcard} 
{any| destination_port}  
[dscp dscp | precedence precedence]  
[match-all list_of_flags]  
[time-range range_name] [index index] 
[offset-list offset_list_name] 

[vlan vlan_id] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¢/tΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ 

permit udp  
{any|  source_ip source_ip_wildcard}  
{any| source_port}  
{any|destination_ip destination_ip_wildcard} 
{any| destination_port}  
[dscp dscp | precedence precedence]  
[time-range range_name] [index index] 
[offset-list offset_list_name] 
[vlan vlan_id] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¦5tΦ 
˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ  

deny protocol  
{any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard}  
[dscp dscp | precedence precedence] 
[time-range range_name] 
[disable-port|log -input]  [index index]  
[offset-list offset_list_name] [vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡Φ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ 
͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙ͫπ
͔ͫͭͣͤ·͚ ͗ͯͪͤ͊͡Φ 
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deny arp {any/source-mac source-mac-wild-
card } 
{any/ destination mac destination mac wild-
card } 
{any/sender-ip sender-ip-wildcard } 
{any/target-ip target-ip-wildcard } 
[{log-input} {disable-port}]  
[vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ !wtΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ 
͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙ͫπ
͔ͫͭͣͤ·͚ ͗ͯͪͤ͊͡ 

deny ip  
{any|source_mac source-mac-wildcard}  
{any|destination_mac destination_mac_wild-
card} 
{any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard}  
[dscp dscp | precedence precedence] 
[time-range range_name] [disable-port|log -in-
put]  [index index] [offset-list offset_list_name] 
[vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ LtΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ 
͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙ͫπ
͔ͫͭͣͤ·͚ ͗ͯͪͤ͊͡Φ 

deny icmp {any|source_ip source_ip_wildcard}  
{any|destination_ip destination_ip_wildcard} 
{any| icmp_type} {any| icmp_code}  
[dscp dscp | precedence precedence]  
[time-range range_name]  
[disable-port|log -input]  [index index] 
[offset-list offset_list_name] [vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ L/atΦ 
˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔π
͙͚ͫ͟ ͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ  
˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦπ
ͦ͋΅͔͙͔ͤ ͍ ͙͔ͫͫͭͣͤ·͚ ͗ͯͪͤ͊͡Φ 

deny igmp  {any|source_ip source_ip_wild-
card}  
{any|destination_ip destination_ip_wildcard}  
[igmp_type] 
[dscp dscp | precedence precedence]  
[time-range range_name]  
[disable-port|log -input] [index index]  
[offset-list offset_list_name] [vlan vlan_id]  

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ LDatΦ 
˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔π
͙͚ͫ͟ ͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫπ
ͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔π
͙͔ͤ ͍ ͙͔ͫͫͭͣͤ·͚ ͗ͯͪͤ͊͡Φ 

deny tcp {any|  source_ip source_ip_wildcard}  
{any| source_port}  
{any|destination_ip destination_ip_wildcard} 
{any| destination_port}  
[dscp dscp | precedence precedence]  
[match-all list_of_flags]  
[time-range range_name] 
[disable-port|log -input] [index index]  
[offset-list offset_list_name] 
[vlan vlan_id] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¢/tΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ 
͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έͦ͘π
͍͙͙͊ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙ͫπ
͔ͫͭͣͤ·͚ ͗ͯͪͤ͊͡Φ 

deny udp {any|  source_ip source_ip_wildcard}  
{any| source_port}  
{any|destination_ip destination_ip_wildcard} 
{any| destination_port}  
[dscp dscp | precedence precedence] 
[time-range range_name] 
[disable-port|log -input] [index index]  
[offset-list offset_list_name] 

[vlan vlan_id] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͘ ͙͊ͨͫΈ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¦5tΦ 
˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯ͟π
ͭ͊ͭͦͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔π
͙͚ͫ͟ ͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ       

offset-list name { offset_base offset mask value}  ˿͖ͦ͒͊ͭ͘ ͙ͫͨͫͦ͟ ΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͫ ͙͔͔ͣͤͣ nameΦ ˮͣΎ ͔ͣͦ͗ͭ 
͍͟͡Ό;͊ͭΈ ͦͭ м ͒ͦ он ͙͍͍ͫͣͦͦ͡Φ 
ˤ ͚ͦ͒ͤͦ ͔ͦͣ͊ͤ͒͟ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈͫΎ ͒ͦ ͨΎ͙ͭ ΄͍͊͋ͦͤͦ͡Σ ͫͦͫͭͦΎ΅͙ͻ 
͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ 
offset_base τ ͋ ͍͔͊ͦͦ͘ ͔ͫͣ΅͔͙͔ͤΦ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ  

L3 τ ͤ ͊;͊ͦ͡ ͎͍͊ͦͦ͊͘͟͡ IPv4; 
L4 τ ͟ ͔ͦͤͼ ͎͍͊ͦͦ͊͘͟͡ IPv4; 

offset τ ͫ ͔ͣ΅͔͙͔ͤ ͚͋͊ͭ͊ ͒͊ͤͤ·ͻ ͍ ͔͔ͨͪ͒͊͡ͻ ͔ͨ͊ͭ͊͟Φ ˣ͍͔͊ͦͦ͘ ͔ͫͣ΅͔π
͙͔ͤ ͙͙͔ͨͪͤͣ͊ͭͫΎ ͊͘ ͤ͊;͊ͦ͡ ͦͭͫ;͔ͭ͊Τ 
mask τ ͣ ͊ͫ͊͟Φ ˤ ͙͔͊ͤ͊͘͡ ͔ͨ͊ͭ͊͟ ͙͙ͨͪͤͣ͊Όͭ ͯ;͙͔͊ͫͭ ͭͦ͡Έͦ͟ ͔ͭ ͪ͊͘π
ͪΎ͒· ͚͋͊ͭ͊Σ ͒͡Ύ ͦͭͦͪ͟·ͻ ͍ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͪ ͊ͪ͘Ύ͒͊ͻ ͙ͣ͊ͫ͟ ͊͒͊ͤ͊͘ 
ΨмΩΤ 
value τ ͙ ͔ͫͦͣͦ͟ ͤ͊͘;͔͙͔ͤΦ 
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no offset-list name ̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤ͘·͚ ͔͔ͪ͊ͤ ͙ͫͨͫͦ͟Φ 

remove index index ̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤͯ͘Ό ͔͔ͪ͊ͤ ͙͊ͨͫ͘ΈΦ 
- index τ ͙ ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡. 

5.33.2 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ LtǾс 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙͍͔͔ͨͪ͒ͤ· ͤ͊͘;͔͙ͤΎ ͙ ͙͙ͦͨͫ͊ͤΎ ͍ͦͫͤͦͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͍ 
͍͔ͫͦͫͭ͊ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ ͙͍ͫͨͫͦ͟ ACLΣ ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ͔͊͒ͪͫ͊ͼ͙͙ IPv6. 

˿͙͔ͦ͒͊ͤ͘ ͙ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙͍ͫͨͫͦ͟ ACL, ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ͔͊͒ͪͫ͊ͼ͙͙ IPv6, 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔ͦͣ͊ͤ͒͟Υ ipv 6 access - list  access - list . ˹ ͙͔͊ͨͪͣͪΣ ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͙ͫͨͫ͊͟ ACL 
ͨͦ͒ ͍͙͔ͤ͊͊ͤͣ͘ MESipvс ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͦͣ͊ͤ͒͟·Υ 

console#  

console# configure  

console(config)# ipv6 access - list MESipv6  

console(config - ipv6 - al)#  

͙́͊͋͡ͼ͊ 5.256 τ ˻ ͍ͫͤͦͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͍ ͦͣ͊ͤ͒͊͟ͻ 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

permit  ˨͔͚͍͙͔ͫͭ ͪ ͔͊ͪ͘΄͙ͭΈ ˿ͦ ͔͒͊ͭ͘ ͔ͪ͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ ͙͔ͫͨͫ͟ !/[Φ  

deny  ˨͔͚͍͙͔ͫͭ ͘ ͔͙͊ͨͪͭͭΈ ˿ͦ ͔͒͊ͭ͘ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͨ ͍͙ͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ ͙͔ͫͨͫ͟ !/[Φ 

protocol  

˽ͪͦͭͦͦ͟͡ 

˽͔ͦ͡ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͦ ͒͡Ύ ͙ͯ͊͊ͤ͘͟Ύ ͨͪͦͭͦͦ͊͟͡ ό͙͙͡ ͍͔ͫͻ ͨͪͦπ
͍ͭͦͦͦ͟͡ύΣ ͤ͊ ͍͔ͦͫͤͦ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͺ͙͡Έͭͪ͊π
ͼ͙ΎΦ ˽͙ͪ ͍·͔͋ͦͪ ͨͪͦͭͦͦ͊͟͡ ͍ͦͣͦ͗ͤ͘· ͔ͫ͒ͯ͡Ό΅͙͔ ͍͙͊ͪ͊ͤͭ·Υ 
icmp, tcp, udpΣ ͙͋ͦ͡ ;͙͍͔ͫͦͦ͡ ͤ͊͘;͔͙͔ͤ ͨͪͦͭͦͦ͊͟͡ τ icmp 
(58), tcp (6), udp (17). 
˨͡Ύ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͡Ό͋ͦͣͯ ͨͪͦͭͦͦͯ͟͡ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͤ͊͘;͔͙͔ͤ 
ipv6. 

source_prefix/  
length 

ˢ͔͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ͙ ͔͎ͦ 
͙͒ͤ͊͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ LtǾс-͔͊͒ͪͫ ͙ ͙͒ͤͯ͡ ͔ͨͪͺ͙ͫ͊͟ ͔͙ͫͭ όлςмнуύ ό͙ͦ͟͡π
;͔͍ͫͭͦ ͫͭ͊ͪ΄͙ͻ ͙͋ͭ ͔͊͒ͪͫ͊ύ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟Φ 

destination_prefix/  
length 

ˢ͔͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ͙ ͔͎ͦ 
͙͒ͤ͊͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ LtǾс-͔͊͒ͪͫ ͙ ͙͒ͤͯ͡ ͔ͨͪͺ͙ͫ͊͟ ͔͙ͫͭ όлςмнуύ ό͙ͦ͟͡π
;͔͍ͫͭͦ ͫͭ͊ͪ΄͙ͻ ͙͋ͭ ͔͊͒ͪͫ͊ύ ͤ͊ͤ͊͘;͔͙ͤΎ ͔ͨ͊ͭ͊͟Φ 

dscp 
˽͔ͦ͡ DSCP ͍  ͎͍͔͊ͦͦ͘͟͡ L3 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͤ͊͘;͔͙͔ͤ DSCP-ͨͦ͡Ύ ŘƛŦŦǎŜǊǾΦ ˤͦͣͦ͗ͤ͘·͔ ͦ͒͟· 
ͫͦͦ͋΅͔͙͚ͤ ͨͦ͡Ύ dscp: (0ς63). 

precedence ˽͙͙͔ͪͦͪͭͭ IP ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͙͔ͨͪͦͪͭͭ Lt-ͭͪ͊ͺ͙͊͟Υ (0ς7). 

range_name ˮͣΎ ͨͪͦͺ͙͡Ύ ͦͤ͟ͺ͙͎ͯͪ͊π
ͼ͙͙ time-range 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡Φ 

icmp_type 

͙́ͨ ͫ ͦͦ͋΅͔͙ͤΎ ͨ ͪͦͭͦπ
ͦ͊͟͡ ICMP 

ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ L/at-͔͍ͨ͊ͭͦ͟Φ ˤͦͣͦ͗ͤ͘·͔ 
͙ͭͨ· ͙  ;͙͍ͫͦ͡·͔ ͘ ͤ͊;͔͙ͤΎ ͫ ͦͦ͋΅͔͙͚ͤ ͨ ͦ͡Ύ icmp-type: desti-
nation-unreachable (1), packet-too-big (2), time-exceeded (3), 
parameter-problem (4), echo-request (128), echo-reply (129), 
mld-query (130), mld-report (131), mldv2-report (143), mld-done 
(132), router-solicitation (133), router-advertisement (134), nd-
ns (135), nd-na (136). 

icmp_code ˴ͦ͒ ͫ ͦͦ͋΅͔͙͚ͤ ͨ ͪͦͭͦπ
ͦ͊͟͡ ICMP 

ˮͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ L/at-͔͍ͨ͊ͭͦ͟Φ ʕ ͦͣͦ͗ͤ͘·͔ ͤ͊͘π
;͔͙ͤΎ ͨͦ͡Ύ 0ς255. 

destination_port 

UDP/TCP-ͨͦͪͭ ͤ ͊ͤ͊͘;͔͙ͤΎ 

ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎ ͨͦ͡Ύ ¢/t-ͨͦͪͭ͊Υ ōƎǇ όмтфύΣ  
chargen (19), daytime (13), discard (9),  domain (53), drip (3949), 
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), 
hostname (42), irc (194), klogin (543), kshell (544), lpd (515), 
nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, 
syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37),  
uucp (117), whois (43), www (80);  
͒͡Ύ ¦5t-ͨͦͪͭ͊ ōƛŦŦ όрмнύΣ ōƻƻǘǇŎ όсуύΣ ōƻƻǘǇǎ όстύΣ ŘƛǎŎŀǊŘ όфύΣ 
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver 
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), 
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111), 
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who 

source_port 

UDP/TCP-ͨͦͪͭ ͙ͫͭͦ;͙ͤ͊͟ 
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(513), xdmcp (177).  
˶͙͋ͦ ;͙͍͔ͫͦͦ͡ ͤ͊͘;͔͙͔ͤ όлς65535). 

list_of_flags 

͎͙̅͊͡ ͨ ͪͦͭͦͦ͊͟͡ TCP 

˩͙ͫ͡ ͒͡Ύ ͍͙ͯͫͦ͡Ύ ͺ͙͡Έͭͪ͊ͼ͙͙ ͅ ͎͊͡ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͍͔ͯͫͭ͊ͤͦͤ͡Σ 
ͭͦ ͔͔ͨͪ͒ ͙ͤͣ ͍͙ͫͭ͊ͭͫΎ ͤ͊͘͟ ζҌηΣ ͔͙ͫ͡ ͔ͤ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͯͫͭ͊π
͍͔ͤͦͤ͡Σ ͭͦ ζ-ηΦ ˤͦͣͦ͗ͤ͘·͔ ͍͙͊ͪ͊ͤͭ· ͺ͎͍͊ͦ͡Υ +urg, +ack, +psh, 
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn ͙  -fin. 

disable-port 
˻ͭ͟͡Ό;͔͙͔ͤ ͨ ͦͪͭ͊ 

ˤ·͟͡Ό;͔͊ͭ ͨͦͪͭΣ ͫ ͎ͦͭͦͪͦͦ͟ ͋·͡ ͙ͨͪͤΎͭ ͔ͨ͊ͭ͟Σ ͍͔͍ͯ͒ͦͭͦͪ͡ΎΌπ
΅͙͚ ͍͙ͯͫͦ͡Ύͣ ͡Ό͚͋ͦ ͙͘ ͦͣ͊ͤ͒͟ ͔͊ͨͪͭ͊͘ deny, ͍  ͍͔ͫͦͫͭ͊ ͦͭͦ͟π
͚ͪͦΣ ͋·ͦ͡ ͙ͦͨͫ͊ͤͦ ͔ͨͦ͡. 

log-input 
˻͍ͭͨͪ͊͊͟ ͫͦͦ͋΅͔͙͚ͤ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͍ ͙͔ͫͫͭͣͤ·͚ 
͗ͯͪͤ͊͡ ͙ͨͪ ͨͦͯ͡;͔͙͙ͤ ͔ͨ͊ͭ͊͟Σ ͦͭͦͪ͟·͚ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙͙͊ͨͫ͘Φ 

offset_list_name 
ˮͣΎ ͙ͫͨͫ͊͟ ͙͍͋ͭͦ·ͻ ͨͦπ

͔͚͡ 

 ˭ ͔͊͒͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟ ΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͒͡Ύ 
͍͙ͪ͊ͫͨͦͤ͊͊ͤ͘Ύ ͔͍ͨ͊ͭͦ͟Φ ˨͡Ύ ͎͊͗͒ͦͦ͟ ͙ͫͨͫ͊͟ ACL ͔ͣͦ͗ͭ ͋·ͭΈ 
͔͔͔ͦͨͪ͒ͤ͡ ͍͚ͫͦ ͙ͫͨͫͦ͟ ΄͍͊͋ͦͤͦ͡Φ 

index 
ˮ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡ 

ˮ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡ ͍ ͙ͭ͊͋͡ͼ͔Σ ;͔ͣ ͔ͣͤΈ΄͔ ͙͔ͤ͒ͫ͟Σ ͔ͭͣ ͙͙ͨͪͦͪπ
͔͔͔ͭͭͤ ͍͙ͨͪ͊ͦ͡ 1ς2147483647 

 

˨͡Ύ ͍·͋ͦͪ͊ ͍͔͎ͫͦ ͙͒͊ͨ͊ͦͤ͊͘ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͔ͪͦͣ͟ ŘǎŎǇ ͙ ƛǇ-ǇǊŜŎŜŘŜƴŎŜ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨ͊π
͔ͪ͊ͣͭͪ ζŀƴȅηΦ 

 

˽͔ͦͫ͡ ͎ͭͦͦΣ ͊͟͟ ͻͦͭΎ ͋· ͦ͒ͤ͊ ͙͊ͨͫ͘Έ ͍͔͒ͦ͋͊ͤ͊͡ ͍ ͙ͫͨͫͦ͟ !/[Σ ͍ ͙ͫͨͫͦ͟ ͍͒ͦ͋͊͡ΎΌͭͫΎ ͊͘π
͙͙ͨͫ:  

permit-icmp any any nd-ns any 
permit-icmp any any nd-na any  
deny ipv6 any any 

˨͍͔ ͔͍ͨͪ·͔ ͙͘ ͙ͤͻ ͔ͪ͊ͪ͘΄͊Όͭ ͙ͨͦͫ͟ ͔͙ͫͦͫ͒ͤͻ IPvс ͚͍ͯͫͭͪͦͫͭ ͫ ͨͦͣͦ΅ΈΌ ͨͪͦͭͦͦ͊͟͡  

ICMPvсΣ ͊ ͔ͨͦͫ͒ͤ͡ΎΎ ͦͤ͊͘;͔͊ͭ ͙͎͙͍͙͔ͤͦͪͪͦ͊ͤ ͍͔ͫͻ ͔͍ͨ͊ͭͦ͟Σ ͔ͤ ͍͔͍ͯ͒ͦͭͦͪ͡ΎΌ΅͙ͻ ͯͫͦ͡π
͍͙Ύͣ ACL. 

͙́͊͋͡ͼ͊ 5.257 τ ˴ ͦͣ͊ͤ͒·Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ACL-͙͍ͫͨͫͦ͟ ͤ͊ ͍͔ͦͫͤͦ IPv6-͔͊͒ͪͫ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

permit protocol  
{any|source_prefix/length}  
{ any|destination_prefix/length}  
[dscp dscp | precedence precedence] 
[time-range range_name] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡Φ ˽͔͊ͭ͟·Σ 
͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ  

permit icmp  
{any|source_prefix/length}  
{ any|destination_prefix/length} 
{any| icmp_type}  
{any| icmp_code}  
[dscp dscp | precedence precedence] 

[time-range range_name] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ L˿atΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ  

permit tcp  
{any|source_prefix/length}  
{any | source_port}   
{ any|destination_prefix/length} 
{any|  destination_port}  
[dscp dscp | precedence precedence] 

[time-range range_name]  
[match-all list_of_flags] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¢/tΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ  

permit udp  
{any|source_prefix/length}  
{any | source_port}   

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¦5tΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊͟π
ͭͦͪͦͣΦ  
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{ any|destination_prefix/length} 
{any|  destination_port}  
[dscp dscp | precedence precedence] 

[time-range range_name] 

[offset-list offset_list_name] 

deny protocol  
{any|source_prefix/length}  
{ any|destination_prefix/length}  
[dscp dscp | precedence precedence] 
[time-range range_name] 
[disable-port|log -input] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊ Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡Φ ˽͔͊ͭ͟·Σ 
͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 
˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ ͙͔ͤͭͪπ
ͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ 
͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙͔ͫͫͭͣͤ·͚ 
͗ͯͪͤ͊͡Φ 

deny icmp  
{any|source_prefix/length}  
{ any|destination_prefix/length} 
{any| icmp_type}  
{any| icmp_code}  
[dscp dscp | precedence precedence] 
[time-range range_name] 
[disable-port|log -input] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊ Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ L/atΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊ͭͦ͟π
ͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ ͙ͤπ
͔ͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍ͦ͊͘π
͙͙ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙͔ͫͫͭͣπ
ͤ·͚ ͗ͯͪͤ͊͡Φ 

deny tcp 
{any|source_prefix/length}  
{any | source_port}   
{ any|destination_prefix/length} 
{any|  destination_port}  
[dscp dscp | precedence precedence] 
[match-all list_of_flags]  
[time-range range_name]  
[disable-port|log -input] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊ Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¢/tΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊ͭͦ͟π
ͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ ͙ͤπ
͔ͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍ͦ͊͘π
͙͙ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙͔ͫͫͭͣπ
ͤ·͚ ͗ͯͪͤ͊͡Φ 

deny udp  
{any|source_prefix/length}  
{any | source_port}   
{ any|destination_prefix/length} 
{any|  destination_port}  
[dscp dscp | precedence precedence] 
[match-all list_of_flags]  
[time-range range_name]  
[disable-port|log -input] 

[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊ Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙ ͒͡Ύ ͨͪͦͭͦͦ͊͟͡ ¦5tΦ ˽͊π
͔ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͍͙ͯͫͦ͡Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊ͭͦ͟π
ͪͦͣΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ disable-port ͅ ͙͙͘;͔͙͚ͫ͟ ͙ͤπ
͔ͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ ͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍·͟͡Ό;͔ͤΦ ˽͙ͪ ͙ͫͨͦ͡Έ͍ͦ͊͘π
͙͙ͤ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔͙͔ͤ ͍ ͙͔ͫͫͭͣπ
ͤ·͚ ͗ͯͪͤ͊͡Φ 

offset-list name { offset_base offset mask 
ǾŀƭǳŜϒ Χ 

˿͖ͦ͒͊ͭ͘ ͙ͫͨͫͦ͟ ΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͫ ͙͔͔ͣͤͣ nameΦ ˮͣΎ ͔ͣͦ͗ͭ 
͍͟͡Ό;͊ͭΈ ͦͭ м ͒ͦ он ͙͍͍ͫͣͦͦ͡Φ 
ˤ ͚ͦ͒ͤͦ ͔ͦͣ͊ͤ͒͟ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈͫΎ ͒ͦ ͙ͭͪͤ͊͒ͼ͙͊ͭ ́ ͍͊͋ͦͤͦ͡Σ ͫͦͫͭͦπ
Ύ΅͙ͻ ͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ 
offset_base τ ͋ ͍͔͊ͦͦ͘ ͔ͫͣ΅͔͙͔ͤΦ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ  

L3 τ ͤ ͊;͊ͦ͡ ͎͍͊ͦͦ͊͘͟͡ IPv4; 
L4 τ ͟ ͔ͦͤͼ ͎͍͊ͦͦ͊͘͟͡ IPv4; 

offset τ ͔ͫͣ΅͔͙͔ͤ ͚͋͊ͭ͊ ͒͊ͤͤ·ͻ ͍ ͔͔ͨͪ͒͊͡ͻ ͔ͨ͊ͭ͊͟Φ ˣ͍͔͊ͦͦ͘ ͔ͫͣ΅͔π
͙͔ͤ ͙͙͔ͨͪͤͣ͊ͭͫΎ ͊͘ ͤ͊;͊ͦ͡ ͦͭͫ;͔ͭ͊; 
mask τ ͣ ͊ͫ͊͟Φ ˤ ͙͔͊ͤ͊͘͡ ͔ͨ͊ͭ͊͟ ͙͙ͨͪͤͣ͊Όͭ ͯ;͙͔͊ͫͭ ͭͦ͡Έͦ͟ ͔ͭ ͪ͊ͪ͘Ύ͒· 
͚͋͊ͭ͊Σ ͒͡Ύ ͦͭͦͪ͟·ͻ ͍ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͪ ͊ͪ͘Ύ͒͊ͻ ͙ͣ͊ͫ͟ ͊͒͊ͤ͊͘ ΨмΩ; 
value τ ͙ ͔ͫͦͣͦ͟ ͤ͊͘;͔͙͔ͤΦ 

no offset-list name ̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤ͘·͚ ͔͔ͪ͊ͤ ͙ͫͨͫͦ͟Φ 

remove index index ̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤͯ͘Ό ͪ ͔͔͊ͤ ͙͊ͨͫ͘ΈΦ 
- index τ ͙ ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡. 
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5.33.3 ˴ ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ !/[ ͤ͊ ͔͋͊͘ a!/ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙͍͔͔ͨͪ͒ͤ· ͤ͊͘;͔͙ͤΎ ͙ ͙͙ͦͨͫ͊ͤΎ ͍ͦͫͤͦͤ·ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ ͍ 
͍͔ͫͦͫͭ͊ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ ͙͍ͫͨͫͦ͟ ACLΣ ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͼ͙͙Φ 

˿͙͔ͦ͒͊ͤ͘ ͙ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙͍ͫͨͫͦ͟ ACL, ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ ˸ˢ˿-͔͊͒ͪͫ͊ͼ͙͙, 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ ͔ͦͣ͊ͤ͒͟Υ mac access - list  extended  access - list Φ ˹͙͔͊ͨͪͣͪΣ ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͙ͫͨͫ͊͟ 
ACL ͨ ͦ͒ ͍͙͔ͤ͊͊ͤͣ͘ MESƳŀŎ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͦͣ͊ͤ͒͟·Υ 

console#  

console# configure  

console(config)# mac access - list  extended  MESmac 

console(config - mac- al)#  

͙́͊͋͡ͼ͊ 5.258 τ ˻ ͍ͫͤͦͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͍ ͦͣ͊ͤ͒͊͟ͻ. 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

permit  ˨͔͚͍͙͔ͫͭ ͪ ͔͊ͪ͘΄͙ͭΈ ˿͔ͦ͒͊ͭ͘ ͔ͪ͊ͪ͘΄͊Ό΅͔͔ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ ͙͔ͫͨͫ͟ !/[Φ  

deny  ˨͔͚͍͙͔ͫͭ ͘ ͔͙͊ͨͪͭͭΈ ˿͔ͦ͒͊ͭ͘ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͨ ͍͙ͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍ ͙͔ͫͨͫ͟ !/[Φ 

source ˢ͔͒ͪͫ ͍͙͔ͦͭͨͪ͊ͭ͡Ύ ˻͔͔ͨͪ͒͡Ύ͔ͭ ˸ˢ-˿͔͊͒ͪͫ ͙ͫͭͦ;͙ͤ͊͟ ͔ͨ͊ͭ͊͟Φ 

source_wildcard 

ˣ͙͍ͭͦ͊Ύ ͣ͊ͫ͊͟Σ ͙͔ͨͪͣͤΎπ
͔ͣ͊Ύ ͟ ˸ˢ˿-͔͊͒ͪͫͯ ͙ͫͭͦ;π

͙ͤ͊͟ ͔ͨ͊ͭ͊͟ 

˸͊ͫ͊͟ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· ˸ˢ˿-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎π
͙͍ͤͦͪͪͦ͊ͭΈΦ ˤ ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͊͘π
͙ͨͫ͊ͤ· ͔͙͙͒ͤͼ·Φ ˹͙͔͊ͨͪͣͪΣ ͙ͫͨͦ͡Έͯ͘Ύ ͣ͊ͫͯ͟Σ ͣͦ͗ͤͦ ͔͔ͦͨͪ͒π
͙ͭ͡Έ ͒͡Ύ ͍͙ͨͪ͊͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͙͒͊ͨ͊ͦͤ͊͘ ˸ˢ˿-͔͍͊͒ͪͫͦΦ ̉ͭͦ͋· 
͍͙͒ͦ͋͊ͭΈ ͍ ͍͙ͨͪ͊ͦ͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͍͔ͫ ˸ˢ˿-͔͊͒ͪͫ͊Σ ͤ ͊;͙ͤ͊Ό΅͙π
͔ͫΎ ͤ͊ ллΥллΥлнΥ!!ΦͻͻΦͻͻΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͊͒͊ͭ͘Έ ͤ͊͘;͔͙͔ͤ ͙ͣ͊ͫ͟ 
лΦлΦлΦлΦCCΦCCΣ ͭͦ ͔ͫͭΈΣ ͎ͫͦ͊ͫͤͦ͡ ͚͒͊ͤͤͦ ͔ͣ͊ͫ͟Σ ͔͙͔ͨͦͫ͒ͤ͡ 16 ͋ ͙ͭ 
˸ˢ-˿͔͊͒ͪͫ͊ ͋ͯ͒ͯͭ ͔ͤ ͍͊͗ͤ· ͒͡Ύ ͙͊ͤ͊͊͘͡Φ 

destination ˢ͔͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ  ˻͔͔ͨͪ͒͡Ύ͔ͭ ˸ ˢ-˿͔͊͒ͪͫ ͤ͊ͤ͊͘;͔͙ͤΎ ͔ͨ͊ͭ͊͟Φ 

destination_wildcard 
ˣ͙͍ͭͦ͊Ύ ͣ͊ͫ͊͟Σ ͙͔ͨͪͣͤΎπ
͔ͣ͊Ύ ͟ ˸ˢ˿-͔͊͒ͪͫͯ ͤ͊ͤ͊͘π

;͔͙ͤΎ ͔ͨ͊ͭ͊͟ 

˸͊ͫ͊͟ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· ˸ˢ˿-͔͊͒ͪͫ͊Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎π
͙͍ͤͦͪͪͦ͊ͭΈΦ ˤ ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͊͘π
͙ͨͫ͊ͤ· ͔͙͙͒ͤͼ·Φ ˸͊ͫ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙͊ͤ͊ͦ͡;ͤͦ ͔ͣ͊ͫ͟ 
source_wildcard. 

vlan_id ˨͙͊ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ  
(0..4095) 

˽͔ͦ͒ͫͭΈ ±[!b ͺ͙͡Έ͔ͭͪͯͣ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

cos ˨͙͊ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ  
(0..7) 

˴͊ͫͫ͡ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ό/ƻ{ύ ͺ͙͡Έ͔ͭͪͯͣ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

cos_wildcard 

ˣ͙͍ͭͦ͊Ύ ͣ͊ͫ͊͟Σ ͙͔ͨͪͣͤΎπ
͔ͣ͊Ύ ͟ ͊ͫͫͯ͟͡ ͙͍ͦ͋ͫͯ͗͊͡π
͙ͤΎ όCoSύ ͺ͙͡Έ͔ͭͪͯͣ·ͻ 

͔͍ͨ͊ͭͦ͟ 

˸͊ͫ͊͟ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͙͋ͭ· /ƻ{Σ ͦͭͦͪ͟·͔ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͎͙ͤͦͪͪͦπ
͍͊ͭΈΦ ˤ ͤ͊͘;͔͙ͤΎ ͙͎͙͔ͤͦͪͪͯͣ·ͻ ͙͍͋ͭͦ ͒ͦ͗ͤ͡· ͋·ͭΈ ͙͊ͨͫ͊ͤ͘· 
͔͙͙͒ͤͼ·Φ ˹͙͔͊ͨͪͣͪΣ ;ͭͦ͋· ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͍͙͔ͨͪ͊͡ ͺ͙͡Έͭͪ͊π
ͼ͙͙ /ƻ{ с ͙ тΣ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͍ ͔ͨͦ͡ /ƻ{ ͯ͊͊ͭ͘͟Έ ͤ͊͘;͔͙͔ͤ сΣ ͙͋ͦ͡ 
тΣ ͊ ͍ ͔ͨͦ͡ ͙ͣ͊ͫ͟ ͤ͊͘;͔͙͔ͤ м όт ͍ ͍͙͒ͦ;ͤͦͣ ͔͍͔͙͙ͨͪ͒ͫͭ͊ͤ͡ τ 
111, 1ςллмΣ ͨͦͯ͡;͔͊ͭͫΎΣ ;ͭͦ ͔͙͚ͨͦͫ͒ͤ͡ ͙͋ͭΣ ͔͋ͯ͒ͭ ͙͎͙ͤͦͪͪͦπ
͍͊ͭΈͫΎΣ ͭͦ ͔ͫͭΈ /ƻ{ ͔ͣͦ͗ͭ ͋·ͭΈ ͙͋ͦ͡ ммл όсύΣ ͙͋ͦ͡ ммм όтύύΦ 

eth_type ˨͙͊ͨ͊ͦͤ͘ ͤ͊͘;͔͙͚ͤ  
(0.. 0xFFFF) 

Ethernet-͙ͭͨ ͺ͙͡Έ͔ͭͪͯͣ·ͻ ͔͍ͨ͊ͭͦ͟ ͍ ΄͔ͫͭͤ͊͒ͼ͔͙͊ͭͪ;͚ͤͦ ͊͘π
͙͙ͨͫΦ 

disable-port 
τ 

ˤ·͟͡Ό;͔͊ͭ ͨͦͪͭΣ ͫ ͎ͦͭͦͪͦͦ͟ ͋·͡ ͙ͨͪͤΎͭ ͔ͨ͊ͭ͟Σ ͍͔͍ͯ͒ͦͭͦͪ͡ΎΌπ
΅͙͚ ͍͙ͯͫͦ͡Ύͣ ͦͣ͊ͤ͒͟· ͔͊ͨͪͭ͊͘ deny. 

log-input 
˻͍ͭͨͪ͊͊͟ ͫͦͦ͋΅͔͙͚ͤ 

ˤ͟͡Ό;͔͊ͭ ͍ͦͭͨͪ͊ͯ͟ ͙ͤͺͦͪͣ͊ͼ͙ͦͤͤ·ͻ ͫͦͦ͋΅͔͙͚ͤ ͍ ͙͔ͫͫͭͣͤ·͚ 
͗ͯͪͤ͊͡ ͙ͨͪ ͨͦͯ͡;͔͙͙ͤ ͔ͨ͊ͭ͊͟Σ ͦͭͦͪ͟·͚ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͙͙͊ͨͫ͘Φ 

range_name ˮͣΎ ͨͪͦͺ͙͡Ύ ͦͤ͟ͺ͙͎ͯͪ͊π
ͼ͙͙ time-range 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡Φ 

offset_list_name 
˽͚͍͔ͦ͋͊ͭͦͦ ͔ͫͣ΅͔͙͔ͤ ͦͭ 

͟͡Ό;͔͍͚ͦ ͭͦ;͙͟ 

 ˭ ͔͊͒͊ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͫͨͫ͊͟ ΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͒͡Ύ ͪ͊ͫπ
͍͙ͨͦͤ͊͊ͤ͘Ύ ͔͍ͨ͊ͭͦ͟Φ ˨͡Ύ ͎͊͗͒ͦͦ͟ ͙ͫͨͫ͊͟ !/[ ͔ͣͦ͗ͭ ͋·ͭΈ ͔ͦͨͪπ
͔͔͒ͤ͡ ͍͚ͫͦ ͙ͫͨͫͦ͟ ΄͍͊͋ͦͤͦ͡Φ 

index 
ˮ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡ 

ˮ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡ ͍ ͙ͭ͊͋͡ͼ͔Σ ;͔ͣ ͔ͣͤΈ΄͔ ͙͔ͤ͒ͫ͟ τ ͭ ͔ͣ ͙͙ͨͪͦͪπ
͔͔͔ͭͭͤ ͍͙ͨͪ͊ͦ͡ мς2147483647. 

 

˨͡Ύ ͍·͋ͦͪ͊ ͍͔͎ͫͦ ͙͒͊ͨ͊ͦͤ͊͘ ͔͍ͨ͊ͪ͊ͣͭͪͦΣ ͔ͪͦͣ͟ ŘǎŎǇ ͙ ƛǇ-ǇǊŜŎŜŘŜƴŎŜ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨ͊ͪ͊π
͔ͣͭͪ ζŀƴȅηΦ 
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˩͙ͫ͡ ͔ͨ͊ͭ͟ ͔ͨͦͨ͊͒͊ͭ ͨͦ͒ ͙͔͙͚ͪͭͪ͟ ͍͙ͨͪ͊͊͡ ͍ ACLΣ ͭͦ ͤ͊͒ ͙ͤͣ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͔͚͍͙͔͒ͫͭ Ή͎ͭͦͦ 
͍͙ͨͪ͊͊͡ όpermit/ deny)Φ ˨͊͡Έ͔͚ͤ΄͊Ύ ͍͔ͨͪͦͪ͊͟ ͔ͤ ͙͍͙ͨͪͦͦ͒ͭͫ͘ΎΦ 

˩͙ͫ͡ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ ͤ͊ͤ͊͘;͔ͤ· IP ͙ MAC ACLΣ ͭͦ ͔͍ͨͪͦͤ͊;͊͡Έͤͦ ͔ͨ͊ͭ͟ ͔͋ͯ͒ͭ ͍͔͔ͨͪͦͪͤ ͤ͊ 
͍͔͍͙͔ͫͦͦͭͭͫͭ ͍͙ͨͪ͊͊ͣ͡ IP ACL, ͨ ͦͭͦͣ MAC ACL ό͍ ͫͯ͡;͔͊Σ ͔͙ͫ͡ ͔ͤ ͔ͨͦͨ͊͒ͭ ͨͦ͒ ͔͚͍͙͔͒ͫͭ ͙ͤ 
͎ͦ͒ͤͦͦ ͙͘ ͍͙ͨͪ͊͡ IP ACL). 

˩͙ͫ͡ ͔ͨͦͫ͡ ͍͔͙ͨͪͦͪ͟ ͤ͊ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͍͙ͨͪ͊͊ͣ͡ IP ͙͙͡ MAC ACL ό͎ͦ͒͊͟ м ACL ͤ͊ͤ͊͘;͔ͤ ͤ͊ 
͙͔ͤͭͪͺ͔͚ͫύ ͙͙͡ IP ͙ MAC ACL (͎ͦ͒͊͟ н ACL ͤ͊ͤ͊͘;͔ͤ· ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ) ͔ͨ͊ͭ͟ ͔ͤ ͨͦͨ͊͡ ͨͦ͒ 
͔͚͍͙͔͒ͫͭ ͙ͤ ͎ͦ͒ͤͦͦ ͙͘ ͍͙ͨͪ͊͡Σ ͭͦ ͤ͊͒ ͒͊ͤͤ·ͣ ͔ͨ͊ͭͦͣ͟ ͔͋ͯ͒ͭ ͙͔͔ͨͪͣͤͤͦ ͔͚͍͙͔͒ͫͭ ζdeny 
any anyηΦ 

͙́͊͋͡ͼ͊ 5.259 τ ˴ ͦͣ͊ͤ͒·Σ ͙ͫͨͦ͡Έ͔ͯͣ͘·͔ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ACL-͙͍ͫͨͫͦ͟ ͤ͊ ͍͔ͦͫͤͦ ˸ˢ˿-͔͊͒ͪͫ͊ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

permit  
{any|{source source_wildcard } 
 {any|destination destination_wildcard}  
[vlan vlan_id]  
[cos cos cos_wildcard] [eth_type]  
[time-range range_name] [index index] 
[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔ͪ͊ͪ͘΄͊Ό΅ͯΌ ͙͊ͨͫ͘Έ ͺ͙͡Έͭͪ͊ͼ͙͙Φ ˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͯͫͦ͡π
͍͙Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͦ͋ͪ͊͋͊ͭ·͍͊ͭΈͫΎ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ 

deny 
{any|{source source_wildcard }  
{any|{  destination destination_wildcard}} 
[vlan vlan_id]  
[cos cos cos_wildcard] [eth_type]  
[time-range range_name]  
[disable-port|log -input] [index index] 
[offset-list offset_list_name] 

˨͍ͦ͋͊͡Ύ͔ͭ ͔͊ͨͪ͘΅͊Ό΅ͯΌ ͘ ͙͊ͨͫΈ ͺ͙͡Έͭͪ͊ͼ͙͙Φ ˽͔͊ͭ͟·Σ ͍͔ͦͭ;͊Ό΅͙͔ ͯͫͦ͡π
͍͙Ύͣ ͙͙͊ͨͫ͘Σ ͋ͯ͒ͯͭ ͙͍͋ͦͪͦ͊ͭ͟͡ΈͫΎ ͦͣͣͯͭ͊ͭͦͪͦͣ͟Φ ˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ 
͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ ŘƛǎŀōƭŜ-port, ͅ ͙͙͘;͔͙͚ͫ͟ ͙͔ͤͭͪͺ͔͚ͫΣ ͙ͨͪͤΎ͍΄͙͚ ͚ͭ͊ͦ͟ 
͔ͨ͊ͭ͟Σ ͔͋ͯ͒ͭ ͍ ·͟͡Ό;͔ͤΦ 
˽͙ͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͟͡Ό;͔͍͎ͦͦ ͍ͫͦ͊͡ log-input ͋ ͔ͯ͒ͭ ͍͔ͦͭͨͪ͊ͤͦ͡ ͫͦͦ͋΅͔π
͙͔ͤ ͍ ͙͔ͫͫͭͣͤ·͚ ͗ͯͪͤ͊͡Φ 

offset-list name {offset_base offset mask 
value} Χ 

˿͖ͦ͒͊ͭ͘ ͙ͫͨͫͦ͟ ΄͍͊͋ͦͤͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͫ ͙͔͔ͣͤͣ nameΦ ˮͣΎ ͔ͣͦ͗ͭ 
͍͟͡Ό;͊ͭΈ ͦͭ м ͒ͦ он ͙͍͍ͫͣͦͦ͡Φ 
ˤ ͚ͦ͒ͤͦ ͔ͦͣ͊ͤ͒͟ ͔ͣͦ͗ͭ ͔ͫͦ͒ͪ͗͊ͭΈͫΎ ͒ͦ ͙ͭͪͤ͊͒ͼ͙͊ͭ ́ ͍͊͋ͦͤͦ͡Σ ͫͦͫͭͦΎπ
΅͙ͻ ͙͘ ͔ͫ͒ͯ͡Ό΅͙ͻ ͔͍ͨ͊ͪ͊ͣͭͪͦΥ 
offset_base ς ͋ ͍͔͊ͦͦ͘ ͔ͫͣ΅͔͙͔ͤΦ ˤͦͣͦ͗ͤ͘·͔ ͤ͊͘;͔͙ͤΎΥ  
L2 τ ͤ ͊;͊ͦ͡ ͔ͫͣ΅͔͙ͤΎ ͦͭ Ethertype; 
outer-tag τ ͤ ͊;͊ͦ͡ ͔ͫͣ΅͔͙ͤΎ ͦͭ STAG; 
inner-tag τ ͤ ͊;͊ͦ͡ ͔ͫͣ΅͔͙ͤΎ ͦͭ CTAG; 
src-mac τ ͤ ͊;͊ͦ͡ ͔ͫͣ΅͔͙ͤΎ ͫ MAC-͔͊͒ͪͫ͊ ͙ͫͭͦ;͙ͤ͊͟; 
dst-mac τ ͤ ͊;͊ͦ͡ ͔ͫͣ΅͔͙ͤΎ ͫ MAC-͔͊͒ͪͫ͊ ͤ͊ͤ͊͘;͔͙ͤΎ; 
offset.offset τ ͫ ͔ͣ΅͔͙͔ͤ ͋ ͚͊ͭ͊ ͒ ͊ͤͤ·ͻ ͍  ͨ ͔͔ͪ͒͊͡ͻ ͨ ͔͊ͭ͊͟. x ͍͔͊ͦͦ͘ ͔ͫͣπ
΅͔͙͔ͤ ͙͙͔ͨͪͤͣ͊ͭͫΎ ͊͘ ͤ͊;͊ͦ͡ ͦͭͫ;͔ͭ͊; 
mask τ ͣ ͊ͫ͊͟Φ ˤ ͙͔͊ͤ͊͘͡ ͔ͨ͊ͭ͊͟ ͙͙ͨͪͤͣ͊Όͭ ͯ;͙͔͊ͫͭ ͭͦ͡Έͦ͟ ͔ͭ ͪ͊ͪ͘Ύ͒· 
͚͋͊ͭ͊Σ ͒͡Ύ ͦͭͦͪ͟·ͻ ͍ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͻ ͪ ͊ͪ͘Ύ͒͊ͻ ͙ͣ͊ͫ͟ ͊͒͊ͤ͊͘ ΨмΩΤ 

value τ ͙ ͔ͫͦͣͦ͟ ͤ͊͘;͔͙͔ͤ.  

no offset-list name ̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤ͘·͚ ͔͔ͪ͊ͤ ͙ͫͨͫͦ͟Φ 

remove index index ̂͒͊͡Ύ͔ͭ ͫͦ͒͊ͤͤͯ͘Ό ͔͔ͪ͊ͤ ͙͊ͨͫ͘ΈΦ 
- index τ ͙ ͔ͤ͒ͫ͟ ͍͙ͨͪ͊͊͡. 

5.33.4 ˹ ͚͊ͫͭͪͦ͊͟ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ ζtime-rangeη ͒ ͡Ύ ͙͍ͫͨͫͦ͟ ͒ͦͫͭͯͨ͊ 

ˤ ͒͊ͤͤͦͣ ͔͔ͪ͊͒͘͡ ͙͍ͨͪͦ͒ΎͭͫΎ ͦͣ͊ͤ͒͟· ͚͙ͤ͊ͫͭͪͦ͟ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ ͒͡Ύ ͙͍ͫͨͫͦ͟ ACL. 
˿͙͔ͦ͒͊ͤ͘ ͙ ͍ͻͦ͒ ͍ ͔͙ͪ͗ͣ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͨͪͦͺ͙͡Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ζtime-rangeηΣ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͦ 
͔ͦͣ͊ͤ͒͟Υ time - range  range_name.  ˹͊ ͙͔ͨͪͣͪΣ ͒͡Ύ ͙ͫͦ͒͊ͤ͘Ύ ͨͪͦͺ͙͡Ύ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ ͨͦ͒ 
͍͙͔ͤ͊͊ͤͣ͘ http-allowed ͤ ͔ͦ͋ͻ͙ͦ͒ͣͦ ͍·͙ͨͦͤͭ͡Έ ͔ͫ͒ͯ͡Ό΅͙͔ ͦͣ͊ͤ͒͟·Υ 

console#  

console# configure  

console(config)# time - range http - allowed  

console(config - time - range)#  
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͙́͊͋͡ͼ͊ 5.260 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͔͔ͪͣͤͤ·ͻ ͙͔͍͍ͤͭͪ͊ͦ͡ 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

absolute start hh:mm day month year 

hh:mm: (0..23):(0..5); 
day: (1..31); 

month: (Jan .. Dec); 
year: (2000..2097) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͊͋ͫͦ͡Όͭͤ·͔  ͍͔ͪͣΎ ͙ ͒͊ͭͯΣ ͎ͦ͒͊͟ ͙ͫͨͫͦ͟ 
͒ͦͫͭͯͨ͊ ͍͔ͫͭͯͨ͊ͭ ͍ ͙ͫͯ͡Φ 

no absolute start ̂͒͊͡Ύ͔ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͨͦ ͍͔͔͙ͪͣͤ 

absolute end hh:mm day month year ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͊͋ͫͦ͡Όͭͤ·͔ ͍͔ͪͣΎ ͙ ͒͊ͭͯ ͘ ͍͔͊ͪ΄͔͙ͤΎ 
͔͚͍͙͒ͫͭΎ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊. 

no absolute end ̂͒͊͡Ύ͔ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͨͦ ͍͔͔͙ͪͣͤΦ ˩͙ͫ͡ ͍͔ͪͣΎ ͙ ͒͊ͭ͊ 
͍͔͊ͪ͘΄͔͙ͤΎ ͔͚͍͙͒ͫͭΎ ͙ͫͨͫ͊͟ ͒ͦͫͭͯͨ͊ ͔ͤ ͍͔ͯͫͭ͊ͤͦͤ͡·Σ 
ͭͦ ͙ͫͨͫͦ͟ ͒ͦͫͭͯͨ͊ ͔͋ͯ͒ͭ ͔͚͍͍͒ͫͭͦ͊ͭΈ ͔͔͔͔ͤͦͨͪ͒ͤͤ͡·͚ 
ͫͪͦ͟Φ 

periodic day_of_the_week hh:mm to 
day_of_the_week hh:mm 

day_of_the_week: 
(Monday,  

Tuesday, Wednesday, 
Thursday, Friday, Satur-

day, Sunday); 
hh:mm: (0..23):(0..5) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔ͪͣΎ ͙ ͔͒ͤΈ ͔͔͙ͤ͒͡Σ ͎ͦ͒͊͟ ͙ͫͨͫͦ͟ ͒ͦπ
ͫͭͯͨ͊ ͔͋ͯ͒ͭ ͙͍͔͊ͭͤ͟Φ 

periodic list hh:mm to hh:mm  
day_of_the_week1  
[day_of_the_ǿŜŜƪнΧŘŀȅ_of_the_week7] 

periodic list hh:mm to hh:mm all 

no periodic day_of_the_week hh:mm to 
day_of_the_week hh:mm 

̂͒͊͡Ύ͔ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͨͦ ͍͔͔͙ͪͣͤΦ 

no periodic list hh:mm to hh:mm  
day_of_the_week1 
 
[day_of_the_ǿŜŜƪнΧŘŀȅ_of_the_week7] 

no periodic list all hh:mm to hh:mm all 

5.34 ˴ͦͤͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͊͘΅͙ͭ· ͦͭ DoS-͊ͭ͊͟ 

˨͊ͤͤ·͚ ͊ͫͫ͟͡ ͦͣ͊ͤ͒͟ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͋ͦͪͦ͊ͭ͟͡Έ ͔ͤͦͭͦͪ͟·͔ ͔ͪ͊ͫͨͪͦͫͭͪ͊ͤͤͤ·͔ ͊ͫͫ͟͡· DoS-͊ͭ͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒ͤ͊Ύ ͫͭͪͦ͊͟ ͍ ͔͙͔ͪ͗ͣ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ ͙ͤΎ ͙͔͔ͣͭ ͍͙͒Υ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.261 τ ˴ ͦͣ͊ͤ͒· ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͊͘΅͙ͭ· ͦͭ DoS-͊ͭ͊͟ 

˽͔͊ͪ͊ͣͭͪ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

security-suite deny mar-
tian-addresses {reserved |  
add ip_address |  remove 
ip_address} 

τ 

˭͔͊ͨͪ΅͔͊ͭ ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͺ͔͚͍ͪͣͦ ͫ ͔͙ͤ͒ͦͨͯͫͭͣ·͙ͣ 
όζ͙͙͙ͣ͊ͪͫ͊ͤͫͣ͟ηύ IP-͔͙͊͒ͪͫ͊ͣ ͙ͫͭͦ;͙ͤ͊͟ όƭƻƻǇōŀŎƪΣ 
broadcast, multicast).  
- ip_address τ ͍ ͙͊͒ͤ͡·͚ Lt-͔͊͒ͪͫ. 

security-suite dos protect 
{add |  remove} {stachel-
draht |  invasorπtrojan |  
backπorifice-trojan} 

τ 

˭͔͊ͨͪ΅͔͊ͭκ͔ͪ͊ͪ͘΄͔͊ͭ ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͙͍ͭͨͦ 
ͭͪ͊ͺ͙͊͟Σ ͻ͔͊ͪ͊ͭͪͤ͟·ͻ ͒͡Ύ ͍͔ͪ͒ͦͤͦͫͤ·ͻ ͎ͨͪͦͪ͊ͣͣΥ 
- stacheldraht τ ͦ ͭ͋ͪ͊ͫ·͍͔͊ͭ ¢/t-͔ͨ͊ͭ͟· ͫ ͨͦͪͭͦͣ ͙ͫͭͦ;π
͙ͤ͊͟ мссслΤ 
- invasor-trojan τ ͦ ͭ͋ͪ͊ͫ·͍͔͊ͭ ¢/t-͔ͨ͊ͭ͟· ͫ ͨͦͪͭͦͣ ͤ͊ͤ͊͘π
;͔͙ͤΎ нмпл ͙ ͨͦͪͭͦͣ ͙ͫͭͦ;͙ͤ͊͟ 1024; 
- back-orifice-trojan τ ͦ ͭ͋ͪ͊ͫ·͍͔͊ͭ ¦5t-͔ͨ͊ͭ͟· ͫ ͨͦͪͭͦͣ 
ͤ͊ͤ͊͘;͔͙ͤΎ омоот ͙ ͨͦͪͭͦͣ ͙ͫͭͦ;͙ͤ͊͟ млнпΦ 

security-suite enable 
[global-rules-only] -κˤ·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͊ͫͫ͟͡ ͦͣ͊ͤ͒͟ ǎŜŎǳǊƛǘȅ-suite. 
- global-rules-only τ ͦ ͭ͟͡Ό;͔͊ͭ ͊ͫͫ͟͡ ͦͣ͊ͤ͒͟ ǎŜŎǳǊƛǘȅ-suite 
ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 



 

246         Ethernet-ͦͣͣͯͭ͊ͭͦͪ͟· MES1000, MES2000 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 

˴ͦͣ͊ͤ͒ͤ͊Ύ ͫͭͪͦ͊͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ ͙͔͔ͣͭ ͍͙͒Υ 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.262 τ ˴ ͦͣ͊ͤ͒͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͊͘΅͙ͭ· ͦͭ DoS-͊ͭ͊͟ ͒͡Ύ ͙ ͔ͤͭͪͺ͔͚ͫͦ ͍

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

security-suite deny {frag-
mented | icmp | syn} {add 
| remove} {any |  ip_ad-
dress} [mask]} 

τ 

˿͔ͦ͒͊ͭ͘κͯ͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡Σ ͔͊ͨͪ͘΅͊Ό΅͔͔ ͨͪͦͻ͔͙͔ͦ͗͒ͤ ͭͪ͊π
ͺ͙͊͟Σ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͔͎ͦ ͙͔͙ͪͭͪ͟ΎͣΥ 
- fragmented τ ͅ ͎͔͙͍ͪ͊ͣͤͭͪͦ͊ͤͤ·͔ ͔ͨ͊ͭ͟·Τ 
- icmp τ ICMP-ͭͪ͊ͺ͙͟Τ 
- syn τ syn-͔ͨ͊ͭ͟·Τ 
- ip_address τ ͍ ͙͊͒ͤ͡·͚ Lt-͔͊͒ͪͫΤ 
- mask τ ͣ ͊ͫ͊͟ ͍ ͺ͔ͦͪͣ͊ͭ Lt-͔͊͒ͪͫ͊ ͙͙͡ ͔ͨͪͺ͙ͫ͊͟. 

no security-suite deny 
{fragmented |  icmp |  syn 
{add |  remove} {any|  
ip_address} [mask] 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

security-suite dos synπat-
tack rate {any |  ip_address} 
[mask] 

rate: (5..1000) ͨ ͔͍͊ͭͦ͟ ͍ 
͔ͫͯͤ͒ͯ͟ 

˭͔͊͒͊ͭ ͎ͨͦͪͦ ǎȅƴ-͍͊ͨͪͦͫͦ͘ ͤ͊ ͔͔͔ͦͨͪ͒ͤͤ͡·͚ Lt-͔͊͒ͪͫκ͔ͫͭΈΣ 
͙ͨͪ ͔͍ͨͪ·΄͔͙͙ͤ ͎ͦͭͦͪͦͦ͟ ͙͡΄͙͔ͤ ͺ͔͚ͪͣ· ͋ͯ͒ͯͭ ͦͭ͋ͪ͊ͫ·π
͍͊ͭΈͫΎΦ 
- rate τ ͫ ͦͪͦͫͭ͟ΈΤ 
- ip_address τ ͍ ͙͊͒ͤ͡·͚ IP-͔͊͒ͪͫΤ 
- mask τ ͣ ͊ͫ͊͟ ͍  ͅ ͔ͦͪͣ͊ͭ IP-͔͊͒ͪͫ͊ ͙ ͙͡ ͨ ͔ͪͺ͙ͫ͊͟. 

no security-suite dos 
synπattack {any |  ip_ad-

dress} [mask] 

ˤ͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

5.35 ˴͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ς QoS 

˽ͦ ͯͣͦ͡;͙͊ͤΌ ͤ͊ ͍͔ͫͻ ͨͦͪͭ͊ͻ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙ͦͪ͊ͤ͊͘ͼ͙Ύ ͦ;͔͔͙ͪ͒ ͔͍ͨ͊ͭͦ͟ ͨͦ 
͔ͣͭͦ͒ͯ CLChΥ ͔͍ͨͪ·͚ ͙ͨͪ΄͔͡ τ ͔͍ͨͪ·͚ ͯ΄͖͡ όFirst In τ First OutύΦ ˤͦ ͍͔ͪͣΎ ͙͔͙͍͚ͤͭͤͫͤͦ ͔͔ͨͪ͒͊;͙ 
ͭͪ͊ͺ͙͊͟ ͙ͨͪ ͙ͫͨͦ͡Έ͍͙͙ͦ͊ͤ͘ ͎͒͊ͤͤͦͦ ͔ͣͭͦ͒͊ ͎ͣͦͯͭ ͍͙ͦͤͤͯͭ͘͟Έ ͔ͨͪͦ͋ͣ͡·Σ ͨͦͫͦ͟͡Έͯ͟ ͚͍ͯͫͭͪͦͫͭͦͣ 
͙͎͙ͤͦͪͪͯΌͭͫΎ ͍͔ͫ ͔ͨ͊ͭ͟·Σ ͔ͤ ͍ͦ΄͔͒΄͙͔ ͍ ͋ͯͺ͔ͪ ͦ;͔͔͙ͪ͒ CLChΣ ͙Σ ͍͔͍͔ͫͦͦͭͭͫͭͤͤ,ͦ ͔ͭͪΎΌͭͫΎ 
͔͍͍͋ͦͪ͊ͭͤͦ͘͘Φ ˾͔΄͔͊ͭ ͒͊ͤͤͯΌ ͔ͨͪͦ͋ͣͯ͡ ͔ͣͭͦ͒Σ ͎͙ͦͪ͊ͤͯ͘Ό΅͙͚ ͦ;͔͔͙ͪ͒ ͨͦ ͙͙͔ͨͪͦͪͭͭͯ ͭͪ͊ͺ͙͊͟Φ 
˸͔ͻ͙͊ͤͣ͘ vh{ όvǳŀƭƛǘȅ of service τ ͟ ͊;͔͍ͫͭͦ ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύύ, ͪ ͔͙͍͊ͦ͊ͤͤ͘͡·͚ ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟ MES2124, 
͍ͨͦͦ͘͡Ύ͔ͭ ͎͙͍ͦͪ͊ͤͦ͊ͭ͘Έ ;͔ͭ·͔ͪ ͦ;͔͔͙ͪ͒ ͙͙͔ͨͪͦͪͭͭ͊ ͔͍ͨ͊ͭͦ͟ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͙ͭͨ͊ ͔͔͍͔ͨͪ͒͊͊ͣ·ͻ 
͒͊ͤͤ·ͻΦ 

˻͙͍͙͔͋ͫͯ͗͊ͤ͡ ͦ;͔͔͔͚ͪ͒ 

ˢ͎͙ͦͪͭͣ͡· ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ͦ;͔͔͔͚ͪ͒ ͍ͨͦͦ͘͡ΎΌͭ ͔͍ͨͪ͒ͦͫͭ͊͡ΎͭΈ ͪ͊ͤ͘·͚ ͍͔ͯͪͦͤΈ QoS-ͭͪ͊ͺ͙ͯ͟ 
ͪ͊ͤ͘·ͻ ͍͊ͫͫͦ͟͡Φ ˴͊͗͒͊Ύ ͦ;͔͔ͪ͒Έ ͙͔͊ͤͣ͊ͭͫ͘Ύ ͔͙ͨ͊ͭ͊ͣ͟ ͫ ͔͔͔ͦͨͪ͒ͤͤ͡·ͣ ͙͙͔ͨͪͦͪͭͭͦͣΦ ͔͔́ͪ͋ͯͭͫΎΣ 
;ͭͦ͋· ͍·͙͙͔ͫͦͦͨͪͦͪͭͭͤ͟·͚ ͭͪ͊ͺ͙͟ ͦ͋ͪ͊͋͊ͭ·͍͊ͫ͡Ύ ͫ ͙͙ͣͤͣ͊͡Έ͚ͤͦ ͔͚͊͒ͪ͗ͦ͘͟Σ ͤͦ ͙ͨͪ Ήͭͦͣ ͔ͤ 
͙͊ͤͣ͊͘͡ ͍ͫΌ ͨͦͦͫͯ͡ ͙ͨͪͦͨͯͫ͊ͤ͟ΎΣ ͙ ;ͭͦ͋· ͭͪ͊ͺ͙͟ ͎͊͗͒ͦͦ͟ ͙͘ ͦͫͭ͊͡Έͤ·ͻ ͙͍ͭͨͦ ͦ͋ͪ͊͋͊ͭ·͍͊ͫ͡Ύ ͍ 
͍͔͍͙͙ͫͦͦͭͭͫͭ ͫ ͔͎ͦ ͙͙͔ͨͪͦͪͭͭͦͣΦ ̏ͭͦ ͔͙͔ͪ͊ͯͭͫ͘͡Ύ ͙ͨͪ ͨͦͣͦ΅͙ ͔ͣͻ͙͊ͤͣ͊͘ ζ͔ͦͭͫ;͔͙ͤΎ ͻ͍ͦͫͭ͊η όǘŀƛƭ-
ŘǊƻǇύΣ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͍ ͙ͪͭͯ͊͡Έͤ·ͻ ͔ͨ͊ͭͤ͟·ͻ ͋ͯͺ͔͍ͪͦ ͙ ͚͙ͤ͊ͫͭͪͦ͟ ͔͍ͪ͊ͣͪͦ͘ ͦ;͔͔͔͚ͪ͒Φ 

ˤ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͙͔͔ͣͭͫΎ ͚ͤ͊ͫͭͪͦ͊͟ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͒͡Ύ ͔͍ͪ͊ͣͪͦ͘ ͦ;͔͔͔͚ͪ͒ ͙ ͔͍ͨ͊ͪ͊ͣͭͪͦ 
͍͙ͪͭͯ͊͡Έͤ·ͻ ͔ͨ͊ͭͤ͟·ͻ ͋ͯͺ͔͍ͪͦΦ ˽͙ͪ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭ ͒͊ͤͤͯΌ ͚ͤ͊ͫͭͪͦͯ͟ ͣͦ͗ͤͦ ͙͔͙ͣͤͭ͘Έ ͙ͨͪ ͨͦͣͦ΅͙ 
͔ͣͻ͙͊ͤͣ͊͘ ζǉƻǎ ǘŀƛƭ-ŘǊƻǇ ǇǊƻŦƛƭŜηΦ 
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5.35.1 ˹ ͚͊ͫͭͪͦ͊͟ vƻ{ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͟ ͚ͦͣ͊ͤ͒ͤͦ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

́͊ ͙͋͡ͼ͊ 5.263 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

qos [basic |  advanced 
[portsπtrusted | 
portsπnotπtrusted]] 

-/basic 

˾͔͊ͪ͘΄͔͊ͭ ͦͣͣͯͭ͊ͭͦͪͯ͟ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ vƻ{Φ 
- basic τ ͋ ͍͊ͦ͘·͚ ͔͙ͪ͗ͣ vƻ{Τ  
- advanced τ ͪ͊ͫ΄͙͔ͪͤͤ·͚ ͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ vƻ{Σ 
͍͟͡Ό;͊Ό΅͙͚ ͨͦͤ͡·͚ ͔͔ͨͪ;͔ͤΈ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ vƻ{Τ 
- ports-trusted τ ͍  ͒͊ͤͤͦͣ ͔͙͔ͨͦ͒ͪ͗ͣ ͔ͨ͊ͭ͟· ͍ͤ͊ͨͪ͊͡Ύπ
ΌͭͫΎ ͍ ͍·ͻͦ͒ͤͯΌ ͦ;͔͔ͪ͒Έ ͤ͊ ͦ ͍͙͙ͫͤͦ͊ͤ ͔͚ͨͦ͡ ͍ Ή͙ͭͻ ͔ͨ͊͟π
ͭ͊ͻΤ 
- ports-not-trusted τ ͍  ͒͊ͤͤͦͣ ͔͙͔ͨͦ͒ͪ͗ͣ ͍͔ͫ ͔ͨ͊ͭ͟· 
͍ͤ͊ͨͪ͊͡ΎΌͭͫΎ ͍ ͔͍ͤͯͯ͡Ό ͍·ͻͦ͒ͤͯΌ ͦ;͔͔ͪ͒Έ ͨͦ ͯͣͦ͡;͊π
͙ͤΌΣ ͒͡Ύ ͍͙ͦͭͨͪ͊͟ ͍ ͎͙͔͒ͪͯ ͦ;͔͔͙ͪ͒ ͔͔ͭͪ͋ͯͭͫΎ ͤ͊ͤ͊͘;͊ͭΈ 
ͤ͊ ͍ͻ͚ͦ͒ͤͦ ͙͔ͤͭͪͺ͔͚ͫ ͔͎͙ͫͭͪ͊ͭΌ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ 
(policy-map). 

no qos  ͍͙̂ͫͭ͊ͤͦͭΈ ͔ͣͻ͙͊ͤͣ͘ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ CLCh. 

˹͊ ͚͙ͫͭͪͦ͟ vh{ ͙ͨͪ Ήͭͦͣ ͋ͯ͒ͯͭ ͔ͯ͒͊ͤ͡·Φ 

qos advanced-mode trust 
{cos |  dscp |  cos-dscp} 

-/͍·͟͡Ό;͔ͤͦ 

͍͙̂ͫͭ͊ͤͦͭΈ ͔ͣͭͦ͒ ͍͔͙͒ͦͪΎ ͤ͊ ͨͦͪͭ͊ͻ ͙ͨͪ ͔ͪ͊͋ͦͭ ͍ ͔͙͔ͪ͗ͣ 
ͪ͊ͫ΄͙͔͎ͪͤͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ QoS ͙  ͔͙͔ͨͦ͒ͪ͗ͣ ǇƻǊǘǎ-
trusted.  
- cos τ ͨ ͦͪͭ ͍͔͒ͦͪΎ͔ͭ ͤ͊͘;͔͙ͤΌ улнΦмǇ ¦ǎŜǊ ǇǊƛƻǊƛǘȅΤ 
- dscp τ ͨ ͦͪͭ ͍͔͒ͦͪΎ͔ͭ ͤ͊͘;͔͙ͤΌ 5{/t ͍ LtǾп/IPv6-͔ͨ͊ͭ͊͟ͻΤ 
- cos-dscp τ ͨ ͦͪͭ ͍͔͒ͦͪΎ͔ͭ ͙ͦ͋ͦͣ ͍ͯͪͦͤΎͣΣ ͦ͒ͤ͊ͦ͟ 5{/t 
͙͔͔ͣͭ ͙͙͔ͨͪͦͪͭͭ ͤ͊͒ улнΦмǇΦ 

no qos advanced-mode 
trust 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔ͣͭͦ͒ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

class-map class_map_name 
[match-all |  match-any] 

class_map_name: (1..32) 
͙͍͍ͫͣͦͦ͡/ 
match-all 

1. ˿ ͔ͦ͒͊ͭ͘ ͫ ͙ͨͫͦ͟ ͙͔͙͔͍ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
нΦ ˤͻ͙ͦ͒ͭ ͍ ͔͙ͪ͗ͣ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙ͫͨͫ͊͟ ͙͔͙͔͍ͪͭͪ͟ ͊ͫ͟͡π
͙ͫͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
- match-all τ ͍ ͔ͫ ͙͔͙͙ͪͭͪ͟ ͎͒͊ͤͤͦͦ ͙ͫͨͫ͊͟ ͒ͦ͗ͤ͡· ͋·ͭΈ 
͍·͔ͨͦͤͤ͡·Τ 
- match-any τ ͦ ͙͒ͤΣ ͡Ό͚͋ͦ ͙͔͙͚ͪͭͪ͟ ͎͒͊ͤͤͦͦ ͙ͫͨͫ͊͟ ͒ͦ͡π
͔͗ͤ ͋·ͭΈ ͍·͔ͨͦͤͤ͡Φ 

ˤ ͙͔ͫͨͫ͟ ͙͔͙͔͍ͪͭͪ͟ ͔ͣͦ͗ͭ ͋·ͭΈ ͦ͒ͤͦ ͙͙͡ ͍͒͊ 
͍͙ͨͪ͊͊͡Φ ˩͙ͫ͡ ͍͙ͨͪ͊͊͡ ͍͒͊Σ ͙ ͦ͋͊ ͙ͦͤ ͯ͊͘͟·͍͊Όͭ 
ͤ͊ ͪ͊ͤ͘·͔ ͙ͭͨ· !/[ όLtΣ a!/ύΣ ͭͦ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙Ύ 
͔͋ͯ͒ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͨͦ ͔͍ͨͪͦͣͯ ͍ ͙͔ͫͨͫ͟ ͍͔ͪπ
ͤͦͣͯ ͍͙ͨͪ͊ͯ͡Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no class-map 
class_map_name 

̂͒͊͡Ύ͔ͭ ͙ͫͨͫͦ͟ ͙͔͙͔͍ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

qos tail-drop profile pro-
file_id 

profile_id: (1..4)/- 

˿ͦ͒͊ͭ͘Έ ͨͪͦͺ͙͡Έ qos tail-drop. 

no qos tail-drop profile 
profile_id 

͙̂͒͊ͭ͡Έ ͨͪͦͺ͙͡Έ qos tail-drop. 
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policy-map pol-
icy_map_name  

policy_map_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

1. ˿ ͔ͦ͒͊ͭ͘ ͫ ͔͎͙ͭͪ͊ͭΌ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
нΦ ˤͻ͙ͦ͒ͭ ͍ ͔͙ͪ͗ͣ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͔͎͙͙ͫͭͪ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟π
ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

ˤ ͦ͒ͤͦͣ ͍͔͙͙ͤ͊ͨͪ͊ͤ͡ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭͫΎ ͭͦ͡Έͦ͟ 
ͦ͒ͤ͊ ͔͎͙ͫͭͪ͊ͭΎ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
˽ͦ ͯͣͦ͡;͙͊ͤΌ ǇƻƭƛŎȅ-map ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ DSCP=0 
͒͡Ύ Lt-͔͍ͨ͊ͭͦ͟ ͙ /ƻ{=0 ͒ ͡Ύ ͔͎͙͍ͭͪͦ͊ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘΦ 

no policy-map pol-
icy_map_name 

̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

qos aggregate-policer ag-
gregate_policer_name 
committed_rate_kbps ex-
cess-burst-byte [exceedπac-
tion {drop | policed-dscp-
transmit}] 

aggregate_policer_name:  
(1..32) ͫ ͙͍ͣͦ͊͡; 

 
committed_rate_kbps: 

(3..57982058); 
 

committed_burst-byte: 
(3000..19173960) 

˻͔͔ͨͪ͒͡Ύ͔ͭ ΄͊͋ͦͤ͡ ͔ͤ͊ͫͭͪͦ͟Σ ͦͭͦͪ͟·͚ ͍ͨͦͦ͘͡Ύ͔ͭ ͎͙ͦͪ͊ͤπ
;͙ͭΈ ͨͦͦͫͯ͡ ͙ͨͪͦͨͯͫ͊ͤ͟Ύ ͊ͤ͊͊͟͡ ͙ ͍ ͭͦ ͔͗ ͍͔ͪͣΎ ͎͙͊ͪ͊ͤͭπ
͍ͪͦ͊ͭΈ ͔͔͔ͦͨͪ͒ͤͤͯ͡Ό ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ 
˽͙ͪ ͔ͪ͊͋ͦͭ ͫ ͚ͨͦͦͫͦ͡ ͙ͨͪͦͨͯͫ͊ͤ͟Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙͊ͦͪͭͣ͡ 
͙͍͚ͣ͊ͪͪͦ͊ͤͤͦ͟ ζ͙ͦͪͤ͘͟·ηΦ ˭͊͒͊;͔͚ ͎͙͊ͦͪͭͣ͊͡ Ύ͍͡Ύ͔ͭͫΎ 
͙ͨͪͤΎ͙͔ͭ ͔ͪ΄͔͙ͤΎΥ ͔͔ͨͪ͒͊ͭΈ ͔ͨ͊ͭ͟ ͙͙͡ ͙ͦͭ͋ͪͦͫͭΈΦ ˽͊ͪ͊π
͔͙ͣͭͪ͊ͣ ͎͙͊ͦͪͭͣ͊͡ Ύ͍͡ΎΌͭͫΎ τ ͫ ͦͪͦͫͭ͟Έ ͔͙ͨͦͫͭͯͨͤ͡Ύ ό/Lwύ 
͔͍ͣ͊ͪͪͦ͟ ͍ ζ͙ͦͪͤͯ͘͟η ͙ ͦ͋Ά͖ͣ ό/.{ύ ζ͙ͦͪͤ͘͟·ηΦ  
- committed_rate_kbps τ ͫ ͔͔͔ͪ͒ͤ ͤ͊͘;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͭͪ͊π
ͺ͙͊͟Σ ͙͋ͭ͟κͫΦ ˨͊ͤͤ͊Ύ ͫͦͪͦͫͭ͟Έ ͎͙͔͊ͪ͊ͤͭͪͯͭͫΎ ͙ͨͪ ͔͔ͨͪ͒͊;͔ 
͙ͤͺͦͪͣ͊ͼ͙͙; 
- excess-burst-byte τ ͪ ͔͊ͣͪ͘ ͔͙͍ͫ͒ͪ͗͊Ό΅͔͎ͦ ͎ͨͦͪͦ͊ ͍ ͚͋͊π
ͭ͊ͻ; 
- drop τ ͨ ͔͊ͭ͟ ͔͋ͯ͒ͭ ͦͭ͋ͪͦ΄͔ͤΣ ͎ͦ͒͊͟ ζ͙ͦͪͤ͊͘͟η ͔͔ͨͪͨͦ͡π
͙ͤͭͫΎ; 
- policed-dscp-transmit  τ ͨ ͙ͪ ͔͔͔͙͙ͨͪͨͦͤͤ͡ ζ͙ͦͪͤ͘͟·η 
ͤ͊͘;͔͙͔ͤ 5{/t ͔͋ͯ͒ͭ ͔͔͔͔͔ͨͪͦͨͪ͒ͤͦ͡Φ 

˹͔͡Έ͘Ύ ͙ͯ͒͊ͭ͡Έ ΄͊͋ͦͤ͡ ͔ͤ͊ͫͭͪͦ͟Σ ͔͙ͫ͡ ͦͤ ͙ͫͨͦ͡Έπ
͔ͯͭͫ͘Ύ ͍ ͔͎͙͙ͫͭͪ͊ͭ ǇƻƭƛŎȅ ƳŀǇΣ ͔͔ͨͪ͒ ͔͙͔ͯ͒͊ͤͣ͡ 
͔͔ͫ͒ͯͭ͡ ͙ͯ͒͊ͭ͡Έ ͤ͊ͤ͊͘;͔͙͔ͤ ΄͊͋ͦͤ͊͡ ͔͎͙͙ͫͭͪ͊ͭΥ 
no police aggregate aggregate_policer_name 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ advanced. 

no qos aggregate-policer 
aggregate_policer_name 

̂͒͊͡Ύ͔ͭ ΄͊͋ͦͤ͡ ͔ͤ͊ͫͭͪͦ͟ ͔͎͙͍͙ͪͯͪͦ͊ͤ͡Ύ ͙ͫͦͪͦͫͭ͟ ͊ͤ͊͊͟͡Φ 

wrr-queue cos-map 
queue_ƛŘ ŎƻǎмΧŎƻǎу 

queue_id: (1..4); 
cosмΧcos8: (0..7); 

˭ͤ͊;͔͙ͤΎ  CoS ͨ ͦ ͯͣͦ͡;͊π
͙ͤΌ ͒͡Ύ ͦ;͔͔͔͚ͪ͒Υ 
CoS = 1 ς ͦ ;͔͔ͪ͒Έ м 
CoS = 2 ς ͦ ;͔͔ͪ͒Έ м 
CoS = 0 ς ͦ ;͔͔ͪ͒Έ н 
CoS = 3 ς ͦ ;͔͔ͪ͒Έ н 
CoS = 4 ς ͦ ;͔͔ͪ͒Έ о 
CoS = 5 ς ͦ ;͔͔ͪ͒Έ о 
CoS = 6 ς ͦ ;͔͔ͪ͒Έ п 
CoS = 7 ς ͦ ;͔͔ͪ͒Έ п 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͤ͊͘;͔͙ͤΎ /ƻ{ ͒͡Ύ ͦ;͔͔͔͚ͪ͒ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͭͪ͊π
ͺ͙͊͟Φ  

no wrr-queue cos-map 
[queue_id]  

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

wrr-queue bandwidth 
weight1 weight2 weight3 
weight4 

weight1, weight2, weight3, 
weight4: (0..255)/1 

˽͙͍͙͍͔ͪͫ͊͊ͭ ͍͔ͫ ͙ͫͻͦ͒Ύ΅͙ͣ ͦ;͔͔ͪ͒ΎͣΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·͚ ͔ͣπ
ͻ͙͊ͤͣͦͣ͘ ²ww ό²ŜƛƎƘǘŜŘ wƻǳƴŘ wƻōƛƴ τ ͍ ͔͍͚ͫͦͦ ͔ͣͻ͊π
͙ͤͣ͘ ͔͔͔͙ͪ͊ͫͨͪ͒ͤ͡Ύ ͎͙ͤ͊ͪͯ͘͟ύΦ 

no wrr-queue bandwidth ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

priority-queue out 
numπofπqueues num-
ber_of_queues 

number_of_queues: (0..4) 
 

˽ͦ ͯͣͦ͡;͙͊ͤΌΣ ͍͔ͫ ͦ;͔π
͔͙ͪ͒ ͦ͋ͪ͊͋͊ͭ·͍͊ΌͭͫΎ ͨͦ 
͎͙͊ͦͪͭͣͯ͡ ζstrict priorityη. 

˭͔͊͒͊ͭ ͙ͦ͟͡;͔͍ͫͭͦ ͙͙͔ͨͪͦͪͭͭͤ·ͻ ͦ;͔͔͔͚ͪ͒. 
˨͡Ύ ͙͙͔͚ͨͪͦͪͭͭͤͦ ͦ;͔͔͙ͪ͒ ͍͔ͫ ²ww ͔͋ͯ͒ͭ ͙͎͙ͤͦͪπ
͍ͪͦ͊ͭΈͫΎ. ˩ ͙ͫ͡ ͔͊͒͊ͭͫ͘Ύ ͙ͦͭ͡;͔ͤͦ ͦͭ ζлη ͘ ͤ͊;͔͙͔ͤ 
NΣ ͭͦ ͫ ͭ͊ͪ΄͙͔ b ͦ;͔͔͔͚ͪ͒ ͋ͯ͒ͯͭ ͙͙͔ͨͪͦͪͭͭͤ·͙ͣ 

(ͤ ͔͋ ͯ͒ͯͭ ͯ;͍͍͊ͫͭͦ͊ͭΈ ͍ ²ww). 
˽͙͔ͪͣͪΥ 
0: ͍ ͔ͫ ͦ;͔͔͙ͪ͒ ͍͍ͪ͊ͤͦͨͪ͊ͤ·Τ 
1: ͭ ͙ͪ ͣ͊͒͡΄͙ͻ ͦ;͔͔ͪ͒ ͙ͯ ;͍͊ͫͭͯΌͭ  ͍ ²wwΣ 4-Ύ ͔ͤ ͯ;͊ͫͭπ
͍͔ͯͭΤ 
2: ͒ ͍͔ ͣ ͊͒͡΄͙ͻ ͦ;͔͔ͪ͒ ͙ͯ ;͍͊ͫͭͯΌͭ ͍ ²wwΣ 3-4 ͤ ͔ ͯ;͊ͫͭπ
͍ͯΌͭΦ 

no priority-queue out 
numπof-queues 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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qos wrr-queue threshold 
gigabitethernet queue_id 
threshold-percentage 

queue_id:  (1..4); 
threshold-percentage: 

(0..100)/ͤ͊͘;͔͙͔ͤ ͎ͨͦͪͦͦπ
͍·ͻ ͔ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͦͭ͋ͪ͊π
ͫ·͍͙͊ͤΎ ͙͋͘·ͭͦ;͎ͤͦͦ ͭͪ͊π

ͺ͙͊͟ ͍ͪ͊ͤͦ ул҈ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͍ͨͦͪͦͦ·͔ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͦͭ͋ͪ͊ͫ·͍͙͊ͤΎ ͙͘π
͋·ͭͦ;͎ͤͦͦ ͭͪ͊ͺ͙͊͟ ͦ;͔͔͙ͪ͒Φ 

˻͋Ά͔ͣ ͭͪ͊ͺ͙͊͟ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔͎ͦ ͙͙͔ͨͪͦͪͭͭ͊ 
͍͙͍͔ͫͪ͊ͤ͊ͭͫΎ ͫ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͎ͨͦͪͦͦͣΦ ˩͙ͫ͡ 
͎ͨͦͪͦ ͔͍ͨͪ·΄͔ͤΣ ͔ͨ͊ͭ͟· ͫ ͍͔͍ͫͦͦͭͭͫͭͯΌ΅͙ͣ ͙ͨͪπ
͙͔ͦͪͭͭͦͣ ͫ͋ͪͦͫ͊ ͋ͯ͒ͯͭ ͦͭ͋ͪ͊ͫ·͍͊ͭΈͫΎ ͍ ͔ͭ;͔͙͔ͤ 
͍͔͎ͫͦ ͍͔͔͙ͪͣͤΣ ͨͦ͊͟ ͎ͨͦͪͦ ͔͍ͨͪ·΄͔ͤΦ 
˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘΦ 

no qos wrr-queue thresh-
old gigabitethernet 
queue_id 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͎͍ͨͦͪͦͦ ͨͦ ͯͣͦ͡;͙͊ͤΌ  

qos wrr-queue wrtd 

-/͍·͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ WRTD (Weighted Random Tail Drop τ ͍͔͍͚ͫͦͦ ͔ͣπ
ͻ͙͊ͤͣ͘ ͯ ͔͙͒͊ͤ͡Ύ ͔͍ͨ͊ͭͦ͟ ͙͘ ͦ;͔͔͔͚ͪ͒).  
ˮ͔͔͙ͣͤͤ͘Ύ ͍ͫͭͯͨΎͭ ͍ ͙ͫͯ͡ ͔ͨͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ 

͚͍ͯͫͭͪͦͫͭ͊Φ  
˽͔ͦͫ͡ ͔͔͎͙ͨͪ͊ͪͯ͘͘͟ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͯ ͒͊͡ΎΌͭͫΎ 
͚͙ͤ͊ͫͭͪͦ͟ ͦ;͔͔͔͚ͪ͒Σ ͍ ͦͭͦͪ͟·ͻ ͋·͙͡ ͚͙ͤ͊ͫͭͪͦ͟ 
Y-ǎƘŀǊƛƴƎΣ ͊ ͔ͭ͊͗͟ ͍͔ͫ ͚͙ͤ͊ͫͭͪͦ͟ ǇƻǊǘ-ƭƛƳƛǘΦ ́͊͟ ͔͗ 
͔͊ͨͪ͘΅͊ΌͭͫΎ ͚͙ͤ͊ͫͭͪͦ͟ ¸-ǎƘŀǊƛƴƎ ͙ ͚͙ͤ͊ͫͭͪͦ͟ 
port-limit.  

no qos wrr-queue wrtd ˤ·͟͡Ό;͔͊ͭ WRTD. 

qos map enable 
{cosπdscp |  dscp-cos} 

τ 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͘ ͊͒͊ͤͤͯΌ ͙ͭ͊͋͡ͼͯ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟ ͒͡Ύ ͍͔͒ͦπ
͔ͪͤͤ ·ͻ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

no qos map enable 
{cosπdscp |  dscp-cos} 

˹͔ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͙ͭ͊͋͡ͼͯ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟Φ 

qos map policed-dscp 
dscp_list to 
dscp_mark_down dscp_list: (0..63); 

dscp-mark-down: (0..63)/  
͙ͭ͊͋͡ͼ͊ ͍͚ͨͦͭͦͪͤͦ ͣ͊ͪπ
͙͍͙ͪͦ͟͟ Ύ͍͡Ύ͔ͭͫΎ ͚ͨͯͫͭͦΣ 
ͭͦ ͔ͫͭΈ ͤ͊͘;͔͙ͤΎ DSCP ͒ ͡Ύ 
͍͔ͫͻ ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ 
ͦͫͭ͊ΌͭͫΎ ͔͙͔ͤͣͤͤ͘·͙ͣ 

˭͊ͨͦͤ͡Ύ͔ͭ ͙ͭ͊͋͡ͼͯ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟ 5{/tΦ ˨͡Ύ ͍ͻͦ͒Ύ΅͙ͻ 
͔͍ͨ͊ͭͦ͟ ͫ ͯ͊͊ͤͤ͘͟·͙ͣ ͤ͊͘;͔͙ͤΎ͙ͣ 5{/t ͔͊͒͊ͭ͘ ͍͔ͤͦͦ ͤ͊͘π
;͔͙͔ͤ 5{/tΦ   
- dscp_list τ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͒ͦ у ͤ͊͘;͔͙͚ͤ 5{/tΣ ͤ͊͘;͔͙ͤΎ ͪ͊͘π
͔͒͡ΎΌͭͫΎ ͤ͊ͦͣ͘͟ ͔ͨͪͦ͋͊͡Φ  
- dscp-mark-down τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͍͔ͤͦͦ ͤ͊͘;͔͙͔ͤ ŘǎŎǇΦ 

 
˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ qos advanced. 

no qos map policed-dscp 
[dscp_list] 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

qos map dscp-queue 
dscp_list to queue_id 

dscp_list: (0..63); 
queue_id: (1..4); 

˭ͤ͊;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌΥ 
DSCP: 0-15Σ ͦ;͔͔ͪ͒Έ м 
DSCP: 16-23Σ ͦ;͔͔ͪ͒Έ н 
DSCP: 24-39Σ ͦ;͔͔ͪ͒Έ о 
DSCP: 40-47Σ ͦ;͔͔ͪ͒Έ п 

DSCP: 48-63,  
ͦ;͔͔ͪ͒Έ о 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔ͣ͗͒ͯ ͤ͊͘;͔͙ͤΎ͙ͣ 5{/t ͍ͻͦ͒Ύπ
΅͙ͻ ͔͍ͨ͊ͭͦ͟ ͙ ͦ;͔͔ͪ͒Ύ͙ͣΦ 
- dscp_list τ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͒ͦ у ͤ͊͘;͔͙͚ͤ 5{/tΣ ͤ͊͘;͔͙ͤΎ 
͔ͪ͊͒͘ ͡ΎΌͭͫΎ ͤ͊ͦͣ͘͟ ͔ͨͪͦ͋͊͡Φ  

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ qos advanced. 

no qos map dscp-queue 
[dscp_list] 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ 

qos map dscp-dp dscp_list 
to dp 

dscp_list: (0..63); 
dp: (0..2)/͍͔ͫ ͔ͨ͊ͭ͟· 
͙͔ͣΌͭ ͙͙͔ͨͪͦͪͭͭ ͫ͋ͪͦͫ͊  

dp=0 

˿͍͙ͭ͊ͭ ͍ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͤ͊͘;͔͙ͤΌ 5{/t ͙͙͔ͨͪͦͪͭͭ ͦͭ͋ͪͦͫ͊ 
ό;͔ͣ ͍·΄͔ ;͙͍͔ͫͦͦ͡ ͤ͊͘;͔͙͔ͤ ͙͙͔ͨͪͦͪͭͭ͊Σ ͔ͭͣ ͙͔ͤ͗ ͍͔ͪͦπ
ΎͭͤͦͫͭΈ ͎ͭͦͦΣ ;ͭͦ ͔ͨ͊ͭ͟ ͔͋ͯ͒ͭ ͦͭ͋ͪͦ΄͔ͤΤ ͍ ͔͍ͨͪͯΌ ͦ;͔͔ͪ͒Έ 
ͦͭ͋ͪ͊ͫ·͍͊ΌͭͫΎ ͔ͨ͊ͭ͟· ͫ ͙ͨͪͦͪ ͙͔ͭͭͦͣ ͫ͋ͪͦͫ͊ лΣ ͔͊ͭͣ͘ мΣ ͊͘π
͔ͭͣ нύ 
- dscp_list τ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͒ͦ у ͤ͊͘;͔͙͚ͤ 5{/tΣ ͤ͊͘;͔͙ͤΎ ͪ͊͘π

͔͒͡ΎΌͭͫΎ ͤ͊ͦͣ͘͟ ͔ͨͪͦ͋͊͡Φ  

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ qos advanced. 

no qos map dscp-dp 
[dscp_list] 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

qos map dscp-cos dscp_list 
to cos dscp_list: (0..63); 

cos: (0..7) 

˭͊ͨͦͤ͡Ύ͔ͭ ͙ͭ͊͋͡ͼͯ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟ /ƻ{ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ 
ͤ͊͘;͔͙ͤΎ 5I/t ͔ͨ͊ͭ͊͟Φ 

no qos map dscp-cos 
[dscp_list] 

ˤ͔ͪͤͯͭΈͫΎ ͟ ͤ͊͘;͔͙ͤΎͣ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

qos map cos-dscp cos to 
dscp_list 

dscp_list: (0..63); 
cos: (0..7) 

˭͊ͨͦͤ͡Ύ͔ͭ ͙ͭ͊͋͡ͼͯ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟ CoS. ˭ ͔͊ͣͤΎ͔ͭ ͤ͊͘;͔π
͙͔ͤ /ƻ{ ͤ͊ 5{/t. 

no qos map cos-dscp [cos] ˤ͔ͪͤͯͭΈͫΎ ͟ ͤ͊͘;͔͙ͤΎͣ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 
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qos trust {cos |  dscp} 

-/cos 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͔͙ͪ͗ͣ ͍͔͙͒ͦͪΎ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ ͍͋͊ͦͦͣ͘ ͔ͪπ
͙͔͗ͣ vƻ{ ό/ƻ{ ͙͙͡ 5{/tύΦ 
 - cos τ ͯ ͍͙͍͔ͫͭ͊ͤ͊͊ͭ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙Ό ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ ͨͦ 
ͤ͊͘;͔͙ͤΎͣ /ƻ{Φ ˨͡Ύ ͔͔͎͙͍ͤͭͪͦ͊ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
ͤ͊͘;͔͙͔ͤ /ƻ{ ͨͦ ͯͣͦ͡;͙͊ͤΌ;  
- dscp τ ͍͙͍͔ͯͫͭ͊ͤ͊͊ͭ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙Ό ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ 
ͨͦ ͤ͊͘;͔͙ͤΎͣ 5{/tΦ  

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ qos basic. 

no qos trust  ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

qos dscp-mutation 

τ 

˽͍ͦͦ͘͡Ύ͔ͭ ͙͔͙ͨͪͣͤͭΈ ͙ͭ͊͋͡ͼͯ ͙͔͔͙͚ͣͤͤ͘ ŘǎŎǇ ͟ ͍ͫͦͦͯͨ͟π
͙ͤͦͫͭ ŘǎŎǇ-͍͔͔͒ͦͪͤͤ·ͻ ͍ͨͦͪͭͦΦ ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͙ͭ͊͋͡ͼ· 
͙͔͔͙͚ͣͤͤ͘ ͍ͨͦͦ͘͡Ύ͔ͭ ͔͔͙ͨͪ͊ͨͫ͊ͭ͘Έ ͤ͊͘;͔͙ͤΎ ŘǎŎǇ ͍ Lt-ͨ͊π
͔ͭ͊͟ͻ ͤ͊ ͍ͤͦ·͔ ͤ͊͘;͔͙ͤΎΦ 

˽͙͔͙ͪͣͤͭΈ ͙ͭ͊͋͡ͼͯ ͙͔͔͙͚ͣͤͤ͘ 5{/t ͍ͦͣͦ͗ͤͦ͘ 
ͭͦ͡Έͦ͟ ͒͡Ύ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ͍͔͔͒ͦͪͤͤ·ͻ ͨͦͪπ

͍ͭͦΦ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ōŀǎƛŎΦ 

no qos dscp-mutation ˻͔ͭͣͤΎ͔ͭ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͊ͪͭ͟· ͙͔͔͙͚ͣͤͤ͘ ŘǎŎǇΦ 

qos map dscp-mutation 
in_dscp to out_dscp 

in-dscp: (0..63); 
out-dscp: (0..63)/͊ͪͭ͊͟ ͙͘π
͔͔͙͚ͣͤͤ Ύ͍͡Ύ͔ͭͫΎ ͚ͨͯͫͭͦΣ 
ͭͦ ͔ͫͭΈ ͤ͊͘;͔͙ͤΎ 5{/t ͒͡Ύ 
͍͔ͫͻ ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ 
ͦͫͭ͊ΌͭͫΎ ͔͙͔ͤͣͤͤ͘·͙ͣ 

˭͊ͨͦͤ͡Ύ͔ͭ ͙ͭ͊͋͡ͼͯ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟ 5{/tΦ ˨͡Ύ ͍ͻͦ͒Ύ΅͙ͻ 
͔͍ͨ͊ͭͦ͟ ͫ ͯ͊͊ͤͤ͘͟·͙ͣ ͤ͊͘;͔͙ͤΎ͙ͣ 5{/t ͔͊͒͊ͭ͘ ͍ͤͦ·͔ ͤ͊͘π
;͔͙ͤΎ 5{/tΦ  
- in_dscp τ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͒ͦ у ͤ͊͘;͔͙͚ͤ 5{/tΣ ͤ͊͘;͔͙ͤΎ ͪ͊͘π
͔͒͡ΎΌͭͫΎ ͤ͊ͦͣ͘͟ ͔ͨͪͦ͋͊͡Φ  
- out_dscp τ ͔͔ͦͨͪ͒͡Ύ͔ͭ ͒ͦ у ͍ͤͦ·ͻ ͤ͊͘;͔͙͚ͤ 5{/tΣ ͤ͊͘;͔π
͙ͤΎ ͔ͪ͊͒͘͡ΎΌͭͫΎ ͤ͊ͦͣ͘͟ ͔ͨͪͦ͋͊͡Φ  

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ qos basic. 

no qos map dscp-mutation 
[in_dscp] 

τ 
͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙ͤΎ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

rate-limit   vlan_id rate 
burst 

vlan_id: (1..4094); 

rate: (3..57982058) ͟ ͙͋ͭ/  ͫ

burst: (3000..19173960) 
͚͋͊ͭ /128͚͋͊ͭ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊π
ͺ͙͊͟ ͒͡Ύ ͚͊͒͊ͤͤͦ͘ ±[!bΦ 
- vlan_id τ ͤ ͔ͦͣͪ ±[!bΤ 
- rate τ ͫ ͔ͪ͒ͤΎΎ ͫͦͪͦͫͭ͟Έ ͭͪ͊ͺ͙͊͟ ό/LwύΣ ͙͋ͭ͟κͫΤ 
- burst τ ͪ ͔͊ͣͪ͘ ͔͙͍ͫ͒ͪ͗͊Ό΅͔͎ͦ ͎ͨͦͪͦ͊ ό͎͙ͦͪ͊ͤ;͔͙͔ͤ ͫͦ͟π
͙ͪͦͫͭύ ͍ ͚͋͊ͭ͊ͻΦ 

no rate-limit  ˿͙͔ͤͣ͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͫ ͙ͨͫ͊͟ ͙͔͙͔͍ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙ͫͨͫ͊͟ ͙͔͙͔͍ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ 
ͭͪ͊ͺ͙͊͟Υ 

console# configure  

console(config)# class - map class_map_name [ match - all | match - any ]  

console ( config - cmap)#  

͙́͊͋͡ͼ͊ 5.264 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͙ͫͨͫ͊͟ ͙͔͙͔͍ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

match  access-group 
acl_name 

acl_name: (1..32) ͫ ͙͍ͣͦπ
͍ͦ͡ 

˨͍ͦ͋͊͡Ύ͔ͭ ͙͔͙͚ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ ˻͔͔ͨͪ͒͡Ύ͔ͭ 
͍͙ͨͪ͊͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟ ͨͦ ͙ͫͨͫͯ͟ !/[ ͒͡Ύ ͙͊ͫͫ͟͡ͺ͙π
͊͟ͼ͙͙Φ 

 
˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no match access-group 
acl_name 

̂͒͊͡Ύ͔ͭ ͙͔͙͚ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͫ ͔͎͙͙ͭͪ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͔͎͙͙ͫͭͪ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Υ 

console# configure  

console(config)# policy - map policy_map_name  

console ( config - pmap)#  

͙́͊͋͡ͼ͊ 5.265 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͔͙͍͙ͪ͒͊ͭͪͦ͊ͤ͟Ύ ͔͎͙͙ͫͭͪ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

class class_map_name  
[access-group acl_name] 

class_map_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ ͙ ͍ͻ͙ͦ͒ͭ ͍ 
͔͙ͪ͗ͣ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͙ͨͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ τ 
policy-map class. 
- access-group τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͍͙ͨͪ͊͊͡ ͺ͙͡Έͭͪ͊ͼ͙͙ ͭͪ͊ͺ͙͊͟ 
ͨͦ ͙ͫͨͫͯ͟ !/[ ͒͡Ύ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙Φ ˽͙ͪ ͙͙ͫͦ͒͊ͤ͘ ͍͎ͤͦͦͦ 
͍͙ͨͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͦ ͨͼ͙ͦͤ͊͡Έͤ·͚ ͔ͨ͊ͪ͊ͣͭͪ ŀŎŎŜǎǎ-
ƎǊƻǳǇ ͦ͋Ύ͔͔͊ͭͤ͘͡Φ  

˨͡Ύ ͎ͭͦͦ ;ͭͦ͋· ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͚͙ͤ͊ͫͭͪͦ͟ ͔͎͙͙ͫͭͪ͊ͭ 
policy-ƳŀǇ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Σ ͙ͫͨͦ͡Έ͚͔ͯͭ͘ ͦͣ͊ͤ͒ͯ͟ 
service-ǇƻƭƛŎȅ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no class class_map_name  ̂͒͊͡Ύ͔ͭ ͍͙ͨͪ͊ͦ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ Ŏƭŀǎǎ-ƳŀǇ ͙͘ ͫͭͪ͊π
͔͎͙͙ͭ policy-map. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͙ͨͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͙ͨͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙: 

console# configure  

console(config)# policy - map policy_map_name  

console( config - pmap)# class class_map_name [ access - group acl -  name]  

console ( config - pmap- c)#  

͙́͊͋͡ͼ͊ 5.266 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͍͙ͨͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

trust  
[cos |  dscp |  cos-dscp] 

-/͔͙ͪ͗ͣ ͍͔͙͒ͦͪΎ ͔ͤ ͯͫͭ͊π
͍͔ͤͦͤ͡ 

˻͔͔ͨͪ͒͡Ύ͔ͭ ͔͙ͪ͗ͣ ͍͔͙͒ͦͪΎ ͟ ͔͔͔ͦͨͪ͒ͤͤͦͣͯ͡ ͙ͭͨͯ ͭͪ͊π
ͺ͙͊͟Φ ˨͚͊ͤͤͦ ͚ͦͣ͊ͤ͒ͦ͟ ͍·͙͔͋ͪ͊ͭͫΎ ͤ͊͘;͔͙͔ͤΣ ͔ͦͭͦͪͦ͟ 
vƻ{ ͔͋ͯ͒ͭ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͍ ͊͟;͔͍͔ͫͭ ͍͔͔͎ͤͯͭͪͤͤͦ 5{/tΦ 
- cos τ ͍  ͊͟;͔͍͔ͫͭ ͍͔͔͎ͤͯͭͪͤͤͦ 5{/t ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ /ƻ{; 
- dscp τ ͍  ͊͟;͔͍͔ͫͭ ͍͔͔͎ͤͯͭͪͤͤͦ 5{/t ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 5{/t 
͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟ όͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌύ; 
- cos-dscp τ ͍  ͊͟;͔͍͔ͫͭ ͍͔͔͎ͤͯͭͪͤͤͦ 5{/t ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ 
5{/t ͍ͻͦ͒Ύ΅͙ͻ ͔͍ͨ͊ͭͦ͟Σ ͔͙ͫ͡ Ήͭͦ Lt-͔ͨ͊ͭ͟·Σ ͙ͤ͊;͔ /ƻ{. 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no trust ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

set {dscp new_dscp |  
queue queue_id | cos 
new_cos | vlan vlan_id} 

new_dscp: (0..63); 
queue_id: (1..8); 
new_cos: (0..7); 

vlan_id: (1..4094) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͍ͤͦ·͔ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͔ͨ͊ͭ͊͟Φ 
˴ͦͣ͊ͤ͒͊ ǎŜǘ Ύ͍͡Ύ͔ͭͫΎ ͍͙͙͊ͣͦͫ͘͟͡Ό;͊Ό΅͔͚ ͫ ͦ͟π
͚ͣ͊ͤ͒ͦ ǘǊǳǎǘ ͒͡Ύ ͚ͦ͒ͤͦ ͙ ͚ͭͦ ͔͗ ͔͎͙͙ͫͭͪ͊ͭ ǇƻƭƛŎȅ-
map. 
˿͔͎͙͙ͭͪ͊ͭ ǇƻƭƛŎȅ-ƳŀǇΣ ͙ͫͨͦ͡Έͯ͘Ό΅͙͔ ͦͣ͊ͤ͒͟· ǎŜǘΣ 
ǘǊǳǎǘ ͙͙͡ ͙͔ͣΌ΅͙͚ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙Ό !/[Σ ͤ͊ͤ͊͘;͊π
ΌͭͫΎ ͭͦ͡Έͦ͟ ͒͡Ύ ͙ͫͻͦ͒Ύ΅͙ͻ ͙͔ͤͭͪͺ͔͚͍ͫͦΦ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘΦ 

no set {dscp | cos | vlan} ̂͒͊͡Ύ͔ͭ ͍ͤͦ·͔ ͤ͊͘;͔͙ͤΎ ͒͡Ύ ͔ͨ͊ͭ͊͟. 
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police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-
action  {drop | policed-
dscp-transmit }] 

committed_rate: 
(3..12582912) ͟ ͙͋ͭ/  ͫ

 
committed_burst: 

(3000..19173960) ͋ ͚͊ͭ 

˽͍ͦͦ͘͡Ύ͔ͭ ͎͙ͦͪ͊ͤ;͙ͭΈ ͨͦͦͫͯ͡ ͙ͨͪͦͨͯͫ͊ͤ͟Ύ ͊ͤ͊͊͟͡ ͙ ͍ ͭͦ ͔͗ 
͍͔ͪͣΎ ͎͙͍͊ͪ͊ͤͭͪͦ͊ͭΈ ͔͔͔ͦͨͪ͒ͤͤͯ͡Ό ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ 
͒͊ͤͤ·ͻΦ 
˽͙ͪ ͔ͪ͊͋ͦͭ ͫ ͚ͨͦͦͫͦ͡ ͙ͨͪͦͨͯͫ͊ͤ͟Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͎͙͊ͦͪͭͣ͡ 
͙͍͚ͣ͊ͪͪͦ͊ͤͤͦ͟ ζ͙ͦͪͤ͘͟·ηΦ ˭͊͒͊;͔͚ ͎͙͊ͦͪͭͣ͊͡ Ύ͍͡Ύ͔ͭͫΎ 
͙ͨͪͤΎ͙͔ͭ ͔ͪ΄͔͙ͤΎΥ ͔͔ͨͪ͒͊ͭΈ ͔ͨ͊ͭ͟ ͙͙͡ ͙ͦͭ͋ͪͦͫͭΈΦ ˽͊ͪ͊π
͔͙ͣͭͪ͊ͣ ͎͙͊ͦͪͭͣ͊͡ Ύ͍͡ΎΌͭͫΎ τ ͫ ͦͪͦͫͭ͟Έ ͔͙ͨͦͫͭͯͨͤ͡Ύ ό/Lwύ 
͔͍ͣ͊ͪͪͦ͟ ͍ ζ͙ͦͪͤͯ͘͟η ͙ ͦ͋Ά͖ͣ ό/.{ύ ζ͙ͦͪͤ͘͟·ηΦ  
- committed_rate_kbps τ ͫ ͔͔͔ͪ͒ͤ ͤ͊͘;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͭͪ͊π
ͺ͙͊͟Σ ͙͋ͭ͟κͫΦ ˨͊ͤͤ͊Ύ ͫͦͪͦͫͭ͟Έ ͎͙͔͊ͪ͊ͤͭͪͯͭͫΎ ͙ͨͪ ͔͔ͨͪ͒͊;͔ 
͙ͤͺͦͪͣ͊ͼ͙͙; 
- committed_burst_byte τ ͪ ͔͊ͣͪ͘ ͔͙͍ͫ͒ͪ͗͊Ό΅͔͎ͦ ͎ͨͦͪͦ͊ ͍ 
͚͋͊ͭ͊ͻ; 
- drop τ ͨ ͔͊ͭ͟ ͔͋ͯ͒ͭ ͦͭ͋ͪͦ΄͔ͤΣ ͎ͦ͒͊͟ ζ͙ͦͪͤ͊͘͟η ͔͔ͨͪͨͦ͡π
͙ͤͭͫΎ; 
- policed-dscp-transmit τ ͨ ͙ͪ ͔͔͔͙͙ͨͪͨͦͤͤ͡ ζ͙ͦͪͤ͘͟·ηΣ 
ͤ͊͘;͔͙͔ͤ 5{/t ͔͋ͯ͒ͭ ͔͔͔͔͔ͨͪͦͨͪ͒ͤͦ͡Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no police ˻ͭ͟͡Ό;͔͊ͭ ͔͎͙͍͙͔ͪͯͪͦ͊ͤ͡ ͙ͫͦͪͦͫͭ͟ ͊ͤ͊͊͟͡Φ 

police agregate aggre-
gate_policer_name 

aggregate_policer_name: 
(1..32) ͫ ͙͍͍ͣͦͦ͡ 

˹͊ͤ͊͘;͔͊ͭ ͍͙ͨͪ͊ͯ͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ ΄͊͋ͦͤ͡ 
͔ͤ͊ͫͭͪͦ͟Σ ͦͭͦͪ͟·͚ ͍ͨͦͦ͘͡Ύ͔ͭ ͎͙ͦͪ͊ͤ;͙ͭΈ ͨͦͦͫͯ͡ ͨͪͦͨͯͫ͊͟π
͙ͤΎ ͊ͤ͊͊͟͡ ͙ ͍ ͭͦ ͔͗ ͍͔ͪͣΎ ͎͙͍͊ͪ͊ͤͭͪͦ͊ͭΈ ͔͔͔ͦͨͪ͒ͤͤͯ͡Ό 
ͫͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΦ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no police agregate aggre-
gate_policer_name 

̂͒͊͡Ύ͔ͭ ΄͊͋ͦͤ͡ ͔ͤ͊ͫͭͪͦ͟ ͔͎͙͍͙ͪͯͪͦ͊ͤ͡Ύ ͙ͫͦͪͦͫͭ͟ ͊ͤ͊͊͟͡ 
͙ ͨ͘ ͍͙ͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͪͦͺ͙͡Ύ ǉƻǎ ǘŀƛƭ-drop 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨͪͦͺ͙͡Ύ qos tail-drop: 

console# configure  

console(config)# qos tail - drop profile profile_id  

console( config - tdprofile )#  

͙́͊͋͡ͼ͊ 5.267 τ ˴ ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͨ ͪͦͺ͙͡Ύ qos tail-drop 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

port-limit  limit 
limit: (0..3854)/64 

˭͊͒͊ͭΈ ͔ͪ͊ͣͪ͘ ͔͎ͨ͊ͭͤͦͦ͟ ͔ͪ͊͒͘͡Ύ͔͎ͣͦͦ ͨͯ͊͡ ͒͡Ύ ͨͦͪͭ͊. 
no port-limit  ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
queue queue_id [limit  limit] 
[without -sharing |  
withπsharing] queue_id: (1..8); 

limit: (0..3854)/64 

ˮ͔͙ͣͤͭ͘Έ ͔ͨ͊ͪ͊ͣͪ· ͦ;͔͔͙ͪ͒. 
- queue_id τ ͤ ͔ͦͣͪ ͦ;͔͔͙ͪ͒Τ 
- limit τ ͟ ͙ͦ͡;͔͍ͫͭͦ ͔͍ͨ͊ͭͦ͟ ͍ ͦ;͔͔͙ͪ͒Τ 
- without -sharing τ ͘ ͔͙͊ͨͪͭͭΈ ͒ͦͫͭͯͨ ͟ ͦ͋΅͔ͣͯ ͨͯͯ͡Τ 
- with-sharing τ ͪ ͔͊ͪ͘΄͙ͭΈ ͒ͦͫͭͯͨ ͟ ͦ͋΅͔ͣͯ ͨͯͯ͡. 

no queue queue_id ͍͙̂ͫͭ͊ͤͦͭΈ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͪ ͔͙͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΥ 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.268 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

service-policy input pol-
icy_map_name 

policy_map_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˹͊ͤ͊͘;͔͊ͭ ͙͔ͤͭͪͺ͔͚ͫͯ ͔͎͙ͫͭͪ͊ͭΌ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 
ˤ ͦ͒ͤͦͣ ͍͔͙͙ͤ͊ͨͪ͊ͤ͡ ͙͔ͤͭͪͺ͔͚ͫͦͣ ͔͙͍ͨͦ͒͒ͪ͗͊π
͔ͭͫΎ ͭͦ͡Έͦ͟ ͦ͒ͤ͊ ͔͎͙ͫͭͪ͊ͭΎ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊π
ͺ͙͊͟Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

no service-policy input ̂͒͊͡Ύ͔ͭ ͔͎͙ͫͭͪ͊ͭΌ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ ͫ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 

traffic-shape commit-
ted_rate [commit-
ted_burst] 

committed_rate: 
(36..1000000) ͟ ͙͋ͭκͫ 

 
committed_burst: 

(4096..16769020) ͋ ͚͊ͭ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͭͪ͊π
ͺ͙͊͟ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫΦ 
- committed_rate τ ͫ ͔ͪ͒ͤΎΎ ͫͦͪͦͫͭ͟Έ ͭͪ͊ͺ͙͊͟Σ ͙͋ͭ͟κͫ; 
- committed_burst τ ͪ ͔͊ͣͪ͘ ͔͙͍ͫ͒ͪ͗͊Ό΅͔͎ͦ ͎ͨͦͪͦ͊ ό͎ͦͪ͊π
͙ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ύ ͍ ͚͋͊ͭ͊ͻ. 

no traffic-shape ˿͙͔ͤͣ͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟ ;͔͔ͪ͘ 
͙͔ͤͭͪͺ͔͚ͫΦ 

traffic-shape queue 
queue_id committed_rate 
[committed_burst] 

committed_rate: 
(36..1000000) ͟ ͙͋ͭκͫ; 

 
committed_burst: 

(4096..16769020) ͋ ͚͊ͭ;  
 

queue_id: (0..8) 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͭͪ͊ͺ͙͊͟ ;͔͔ͪ͘ ͙͔ͤͭͪπ
ͺ͔͚ͫ ͒͡Ύ ͙ͫͻͦ͒Ύ΅͔͚ ͦ;͔͔͙ͪ͒Φ 
- committed_rate τ ͫ ͔ͪ͒ͤΎΎ ͫͦͪͦͫͭ͟Έ ͭͪ͊ͺ͙͊͟Σ ͙͋ͭ͟κͫ; 
- committed_burst τ ͪ ͔͊ͣͪ͘ ͔͙͍ͫ͒ͪ͗͊Ό΅͔͎ͦ ͎ͨͦͪͦ͊ ό͎ͦͪ͊π
͙ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ύ ͍ ͚͋͊ͭ͊ͻ. 

no traffic-shape queue  
queue_id 

˿͙͔ͤͣ͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͫ ͙ͦͪͦͫͭ͟ ͭͪ͊ͺ͙͊͟ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫ 
͒͡Ύ ͙ͫͻͦ͒Ύ΅͔͚ ͦ;͔͔͙ͪ͒Φ 

qos trust   

-κ͍͟͡Ό;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͍͋͊ͦ͘·͚ ͔ͣͻ͙͊ͤͣ͘ ǉƻǎ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ōŀǎƛŎ. 

no qos trust ˤ·͟͡Ό;͔͊ͭ ͍͋͊ͦ͘·͚ ͔ͣͻ͙͊ͤͣ͘ ǉƻǎ ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊. 

rate-limit  rate [burst] 

rate: (3..1000000) ͟ ͙͋ͭ/  ͫ
burst: (3000..19173960) 
͚͋͊ͭ /128͚͋͊ͭ͟ 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊π
ͺ͙͊͟Φ 
- rate τ ͫ ͦͪͦͫͭ͟Έ ͭͪ͊ͺ͙͊͟Σ ͙͋ͭ͟κͫΤ 
- burst τ ͪ ͔͊ͣͪ͘ ͔͙͍ͫ͒ͪ͗͊Ό΅͔͎ͦ ͎ͨͦͪͦ͊ ό͎͙ͦͪ͊ͤ;͔͙͔ͤ ͫͦ͟π
͙ͪͦͫͭύ ͍ ͚͋͊ͭ͊ͻΦ 

˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟π
ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet. 

no rate-limit  ˿͙͔ͤͣ͊ͭ ͎͙ͦͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟Φ 

qos tail-drop profile pro-
file_id profile_id: (1..4) 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͊͒͊ͤͤ͘·͚ ͨͪͦͺ͙͡Έ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫΦ 

no qos tail-drop profile ˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΦ 

qos cos  
default-cos  

default-cos: (0..7)/0 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ /ƻ{ ͨͦ ͯͣͦ͡;͙͊ͤΌ ͒͡Ύ ͨͦͪͭ͊ ό/ƻ{Σ 
͙͔ͨͪͣͤΎ͔ͣ·͚ ͒͡Ύ ͍͔͎ͫͦ ͔͔͎͙͍͎ͤͭͪͦ͊ͤͤͦͦ ͭͪ͊ͺ͙͊͟, ͨ ͪͦͻͦπ
͒Ύ΅͔͎ͦ ;͔͔ͪ͘ ͙͔ͤͭͪͺ͔͚ͫύ 

˨͊ͤͤ͊Ύ ͦͣ͊ͤ͒͊͟ ͒ͦͫͭͯͨͤ͊ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͦͤ͟π
ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΦ 

no qos cos ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ ±LAN 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Vlan: 

console ( config - if )#  

͙́͊͋͡ͼ͊ 5.269 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ ±ƭŀƴ  

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

qos cos egress cos 

cos: (0..7)/0 

͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͔ͨ͊ͪ͊ͣͭͪ͊ ͨͦ͡Ύ ͙͙͔ͨͪͦͪͭͭ͊ улнΦмǇ 
͒͡Ύ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͔͎͙͍͎ͭͪͦ͊ͤͤͦͦ ͭͪ͊ͺ͙͊͟Φ 

no qos cos egress ͍͙͍͔̂ͫͭ͊ͤ͊͊ͭ͡ ͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌ. 
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˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.270 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ 
˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ 
ͨͦ ͯͣ ͦ͡;͙͊ͤΌ 

˨͔͚͍͙͔ͫͭ 

show qos 
τ 

˽ͦ͊͘͟·͍͔͊ͭ ͔͙ͪ͗ͣ vh{ ͔ͤ͊ͫͭͪͦͤͤ·͚ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭΦ ˤ ͍͋͊ͦͦͣ͘ ͔ͪπ
͙͔͗ͣ ͨͦ͊͘͟·͍͔͊ͭ ζ͍͔͔͒ͦͪͤͤ·͚η ͔͙ͪ͗ͣ όǘǊǳǎǘ ƳƻŘŜύΦ 

show class-map 
[class_map_name] 

class_map_name: 
(1..32) ͫ ͙͍͍ͣͦͦ͡ 

˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͨͫ͟ ͙͔͙͔͍ͪͭͪ͟ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘΦ 

show policy-map [pol-
icy_map_name] 

policy_map_name: 
(1..32) ͫ ͙͍͍ͣͦͦ͡ 

˽ͦ͊͘͟·͍͔͊ͭ ͍͙ͨͪ͊͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ  

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘΦ  

show qos aggregate-
policer 
[aggregate_policer_name] 

aggregate_po-
licer_name: (1..32) 
͙͍͍ͫͣͦͦ͡ 

˽ͦ͊͘͟·͍͔͊ͭ ͚͙ͤ͊ͫͭͪͦ͟ ͔͔͚ͫͪ͒ͤ ͙ͫͦͪͦͫͭ͟Σ ͙ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͨͦͦͫ͡· ͨͪͦπ
͙ͨͯͫ͊ͤ͟Ύ ͒͡Ύ ͍͙ͨͪ͊͡ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟Φ 

˨͔͚͍͔ͫͭͯͭ ͭͦ͡Έͦ͟ ͒͡Ύ ͔͙ͪ͗ͣ͊ ǉƻǎ ŀŘǾŀƴŎŜŘ. 

show qos interface [buff-
ers | queueing | policers 
| shapers | rateπlimit ] [gi-
gabitethernet gi_port |  
fastethernet fa_port |  
port-channel group | 
vlan vlan_id] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24); 

group (1..8); 
vlan_id: (1..4094) 

˽ͦ͊͘͟·͍͔͊ͭ vƻ{-͔ͨ͊ͪ͊ͣͭͪ· ͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Φ 
- vlan_id τ ͤ ͔ͦͣͪ ±[!bΤ 
- gi_port τ ͤ ͔ͦͣͪ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Gigabit Ethernet;  
- fa_port τ ͤ ͔ͦͣͪ ͙ ͔ͤͭͪͺ͔͚͍ͫͦ Fast Ethernet; 
- group τ ͤ ͔ͦͣͪ ͎ͪͯͨͨ· ͍ͨͦͪͭͦΤ 
- buffers τ ͤ ͚͙͊ͫͭͪͦ͟ ͋ͯͺ͔ͪ͊ ͒͡Ύ ͦ;͔͔͔͚ͪ͒ ͙͔ͤͭͪͺ͔͚ͫ͊Τ  
- queueing τ ͊ ͎͙ͦͪͭͣ͡ ͙ͦ͋ͪ͊͋ͦͭ͟ ͦ;͔͔͔͚ͪ͒ ό²ww ͙͙͡ 9CύΣ ͍͔ͫ ͒͡Ύ ²ww 
ͦ;͔͔͔͚ͪ͒Σ ͊ͫͫ͟͡· ͙͍͙ͦ͋ͫͯ͗͊ͤ͡Ύ ͒͡Ύ ͦ;͔͔͔͚ͪ͒ ͙ ͙͙͔ͨͪͦͪͭͭ ͒͡Ύ 9CΤ 
- policers τ ͫͦͤ͟ͺ͙͎͙͍ͯͪͪͦ͊ͤͤ·͔ ͔͎͙͙ͫͭͪ͊ͭ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ 
͒͡Ύ ͙͔ͤͭͪͺ͔͚ͫ͊Τ  
- shapers τ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ ͙ͫͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟Τ 
- rate-limit  τ ͦ ͎͙ͪ͊ͤ;͔͙͔ͤ ͙ͫͦͪͦͫͭ͟ ͒͡Ύ ͍ͻͦ͒Ύ΅͔͎ͦ ͭͪ͊ͺ͙͊͟Φ 

show qos map 
[dscpπqueue |  dscp-dp |  
policedπdscp | dscpπmu-
tation |  dscpπcos] 

τ 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͔͔͊ͣͤ͘ ͔͚ͨͦ͡ ͍ ͔ͨ͊ͭ͊͟ͻΣ ͙ͫͨͦ͡Έ͔ͯͣ͘·ͻ 
QOS. 
- dscp-queue τ ͭ ͙͊͋͡ͼ͊ ͍͔͍͙ͫͦͦͭͭͫͭΎ 5{/t ͙ ͦ;͔͔͔͚ͪ͒Τ 
- dscp-dp τ ͙ͭ͊͋͡ͼ͊ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͔ͣͭͦ͟ 5{/t ͙ ͙͙͔ͨͪͦͪͭͭ͊ ͫ͋ͪͦͫ͊ 
(DP); 
- policed-dscp τ ͭ ͙͊͋͡ͼ͊ ͔͔͙͍͙ͨͪͣ͊ͪͪͦ͟͟ 5{/tΤ 
- dscp-mutation τ ͭ ͙͊͋͡ͼ͊ ͙͔͔͙ͣͤͤ͘Ύ 5{/t-to-DSCP; 
- dscp-cos τ ͭ ͙͊͋͡ͼ͊ ͍͔͍͙ͫͦͦͭͭͫͭΎ ͔ͣͭͦ͟ DSCP ͙  ͤ͊͘;͔͙ͤΎ CoS. 

show qos tail-drop τ ˽ͪͦͫͣͦͭͪ ͔͍ͨ͊ͪ͊ͣͭͪͦ tail-drop. 

show qos tail-drop [giga-
bitethernet gi_port |  
fastethernet fa_port] 

gi_port: (1..3/0/1..28);  
fa_port: (1..3/0/1..24) 

˽ͪͦͫͣͦͭͪ ǘŀƛƭ-ŘǊƻǇ ͙ͤͺͦͪͣ͊ͼ͙͙ ͨ ͦ ͔ͦͤͪͭͤͦͣͯ͟͟ ͨͦͪͭͯ ό͍͔ͫͣ ͨͦͪͭ͊ͣύ 

show qos tail-drop unit 
unit_id 

unit_id: (1..8) 
˽ͪͦͫͣͦͭͪ ǘŀƛƭ-ŘǊƻǇ ͙ͤͺͦͪͣ͊ͼ͙͙ ͨͦ ͔ͦͤͪͭͤͦͣͯ͟͟ ͚͍ͯͫͭͪͦͫͭͯ ͍ ͔͔ͫͭ͟ 
ό˨ͦͫͭͯͨͤͦ ͭͦ͡Έͦ͟ ͍ ͔͙͔ͪ͗ͣ ͔ͫͭ͊͟ύ. 

˽͙͔ͪͣͪ· ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟Φ 

Á ˤ͟͡Ό;͙ͭΈ ͔͙ͪ͗ͣ QoS advancedΦ ˾͔͔͙͊ͫͨͪ͒ͭ͡Έ ͭͪ͊ͺ͙͟ ͨͦ ͦ;͔͔ͪ͒ΎͣΣ ͔ͨ͊ͭ͟· ͫ DSCP мн ͍ 
͔͍ͨͪͯΌ ͦ;͔͔ͪ͒ΈΣ ͔ͨ͊ͭ͟· ͫ DSCP мс ͍ͦ ͍ͭͦͪͯΌΦ ˤͦͫΈͣ͊Ύ ͦ;͔͔ͪ͒Έ τ ͙͙͔ͨͪͦͪͭͭͤ͊ΎΦ ˿ͦπ
͒͊ͭ͘Έ ͔͎͙ͫͭͪ͊ͭΌ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊ͺ͙͊͟ ͨͦ ͙ͫͨͫͯ͟ ACLΣ ͔ͪ͊ͪ͘΄͊Ό΅͔ͣͯ ͔͔ͨͪ͒͊;ͯ TCP-
͔͍ͨ͊ͭͦ͟ ͫ DSCP мн ͙ мс ͙ ͎͙ͦͪ͊ͤ;͙͍͊Ό΅ͯΌ ͫͦͪͦͫͭ͟Έ τ ͔ͫͪ͒ͤΎΎ ͫͦͪͦͫͭ͟Έ мллл ˴͙͋ͭκͫΣ 
͎ͨͦͪͦ ͎͙ͦͪ͊ͤ;͔͙ͤΎ нллллл ͚͋͊ͭΦ ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͊ͤͤͯΌ ͔͎͙ͫͭͪ͊ͭΌ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ Ether-
net мп ͙ мсΦ 

console#  

console# configure  

console(config)# ip access - list extended tcp_ena  

console(config - ip - al)# permit tcp any any dscp 12  
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console(config - ip - al)# permit tcp any any dscp 16  

console(config - ip - al)# exit  

console(config)# qos advanced  

console(config)# qos map dscp - queue  12   to  1 

console(config)# qos map dscp - queue  16   to  2 

console(config)# priority - queue out num - of - queues 1 

console(config)# policy - map traffic  

console(config - pmap)# class class1 access - group tcp_ena  

console(config - pmap- c)# police  1000 200000 exceed - action  drop  

console(config - pmap- c)# exit  

console(config - pmap)# exit  

console(config)# interface gigabit ethernet  1/0/ 14 

console(config - if)# service - policy input  traffic  
console(config - if)# exit  

console(config)# interface gigabit ethernet  1/ 0/ 16 

console(config - if)# service - policy input  traffic  
console(config - if)# exit  

console(config)#  

5.35.2 ˿ ͙͙ͭ͊ͭͫͭ͊͟ vƻ{ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.271 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤκ˭ͤ͊;͔͙͔ͤ ͨͦ 

ͯͣͦ͡;͙͊ͤΌ 
˨͔͚͍͙͔ͫͭ 

qos statistics aggregateπpo-
licer aggregate_po-
licer_name  

aggregate_policer_name: 
(1..32) ͫ ͙͍͍ͣͦͦ͡/͍·͟͡Όπ

;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ vƻ{-ͫͭ͊ͭ ͙͙ͫͭͯ͟ ͨͦ ͎͙ͦͪ͊ͤ;͔͙ͤΌ ͨͦͦͫ͡ ͨͪͦͨͯͫ͊͟π
͙ͤΎ. 

no qos statistics aggre-
gateπpolicer aggregate_po-
licer_name 

˻ͭ͟͡Ό;͔͊ͭ vƻ{-͙͙ͫͭ͊ͭͫͭͯ͟ ͨͦ ͎͙ͦͪ͊ͤ;͔͙ͤΌ ͨͦͦͫ͡ ͨͪͦͨͯͫπ
͙͊ͤ͟Ύ. 

qos statistics queues set 
{queue |  all}{dp |  all} {giga-
bitethernet gi_port |  
fastethernet fa_port |  all}  

set: (1..2); 
queue: (1..4); 

dp: (high, low); 
gi_port: (1..3/0/1..24); 
fa_port: (1..3/0/1..24) 
˭ͤ͊;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌΥ 
Set мΥ ͍͔ͫ ͙͙͔ͨͪͦͪͭͭ·Σ ͍͔ͫ 
ͦ;͔͔͙ͪ͒Σ ͍·͙͚ͫͦ͟ ͙ͨͪͦπ

͙͔ͪͭͭ ͫ͋ͪͦͫ͊Φ 
Set нΥ ͍͔ͫ ͙͙͔ͨͪͦͪͭͭ·Σ ͍͔ͫ 
ͦ;͔͔͙ͪ͒Σ ͙͙͚ͤ͘͟ ͙͙ͨͪͦͪπ

͔ͭͭ ͫ ͋ͪͦͫ͊Φ 

ˤ͟͡Ό;͔͊ͭ vƻ{ -͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͍·ͻͦ͒ͤ·ͻ ͦ;͔͔͔͚ͪ͒. 
- set τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͤ͊͋ͦͪ ͫ;͔ͭ;͙͍ͦ͟; 
- dp τ ͦ ͔͔ͨͪ͒͡Ύ͔ͭ ͙͙͔ͨͪͦͪͭͭ ͫ͋ͪͦͫ͊. 

no qos statistics queues set ˻ͭ͟͡Ό;͔͊ͭ vƻ{-͙͙ͫͭ͊ͭͫͭͯ͟ ͒͡Ύ ͍·ͻͦ͒ͤ·ͻ ͦ;͔͔͔͚ͪ͒. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙ ͔ͤͭͪͺ͔͚ͫ͊ EthernetΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ  

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ 9ǘƘŜǊƴŜǘΣ ͎ͪͯͨͨ· ͍ͨͦͪͭͦ: 

console ( config - if )#  
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͙́͊͋͡ͼ͊ 5.272 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ ͙͔ͤͭͪͺ͔͚ͫ͊ Ethernet 
˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

qos statistics policer  
policy_map_name  
class_map_name 

policy_map_name:  
(1..32) ͫ ͙͍͍ͣͦͦ͡; 
class_map_name:  

(1..32) ͫ ͙͍͍ͣͦͦ͡/͍·͟͡Όπ
;͔ͤͦ 

ˤ͟͡Ό;͔͊ͭ ͫ ͋ͦͪ QoS-͙͙͙ͫͭ͊ͭͫͭ͟ ͤ  ͙͊ ͔ͤͭͪͺ͔͚͔ͫ. 
- policy_map_name τ ͫ ͔͎͙ͭͪ͊ͭΎ ͟ ͙͊ͫͫ͡ͺ͙͊͟ͼ͙͙ ͭ ͪ͊ͺ͙͊͟; 
- class_map_name τ ͫ ͙ͨͫͦ͟ ͟ ͙͔͙͔͍ͪͭͪ ͙͊ͫͫ͟͡ͺ͙͊͟ͼ͙͙ ͭͪ͊π
ͺ͙͊͟Φ 

no qos statistics policer  
policy_map_name 
 class_map_name 

˻ͭ͟͡Ό;͔͊ͭ ͫ͋ͦͪ vƻ{-͙͙͙ͫͭ͊ͭͫͭ͟ ͤ͊ ͙͔ͤͭͪͺ͔͚͔ͫ. 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/   

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.273 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

clear qos statistics ˻;͙΅͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ QoS. 

show qos statistics ˽ͦ͊͘͟·͍͔͊ͭ ͙͙ͫͭ͊ͭͫͭͯ͟ vƻ{Φ 

5.36 ˿͙ͭ͊ͭ;͔ͫ͊͟Ύ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ 

˿͙ͭ͊ͭ;͔ͫ͊͟Ύ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ τ ͍͙͒ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͙ͨͪ ͦͭͦͪͦͣ͟ ͣ͊ͪ΄ͪͯͭ· ͯ͊͘͟·͍͊ΌͭͫΎ ͍ 
Ύ͍ͤͦͣ ͍͙͔͒ ͙ͨͪ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘Φ ˤͫΎ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͙ͨͪ Ήͭͦͣ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͔͋͘ ͯ;͙͊ͫͭΎ 
͙͊͟͟ͻ-͙͋ͦ͡ ͍ͨͪͦͭͦͦͦ͟͡ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

˻͍͙͔͋ͦͪͯ͒ͦ͊ͤ ͔͙͍͔ͨͦ͒͒ͪ͗͊ͭΥ 

- 128 IPv4 static routes; 

- 10 IPv6 static routes. 

˽͔͙͍͔ͦ͒͒ͪ͗͊ͭͫΎ ͭͦ͡Έͦ͟ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͔͍ͨ͊ͭͦ͟Σ ͺ͙͔ͦͪͣͪͯͣ·ͻ ͙ͫ͊ͣͣ ͦͣͣͯͭ͊ͭͦͪͦͣ͟ όͭͪ͊ͺ͙͊͟ 
ͫ /t¦ύΦ 

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͟ ͦͤͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎΥ 

console ( config )#  

͙́͊͋͡ͼ͊ 5.274 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ ͎ͦ͋͊͡͡Έ͎ͤͦͦ ͦͤ͟ͺ͙͎͙͍͙ͯͪͪͦ͊ͤΎ 

˴ͦͣ͊ͤ͒͊ ˭ͤ͊;͔͙͔ͤ ˨͔͚͍͙͔ͫͭ 

ip route prefix {mask |  
prefix_length} gateway 
[metric distance] [reject] 

distance: (1..255)/1 

˿͔ͦ͒͊ͭ͘ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ ͣ͊ͪ΄ͪͯͭ. 
- prefix τ ͫ ͔ͭΈ ͤ͊ͤ͊͘;͔͙ͤΎ ό͙͔ͤ͊ͨͪͣͪ мтнΦ16.0.0); 
- mask τ ͣ ͊ͫ͊͟ ͔͙ͫͭ ό͍ ͺ͔ͦͪͣ͊ͭ ͔͒ͫΎ͙ͭ;͚ͤͦ ͙͔ͫͫͭͣ· ͙ͫ;͙͔͙ͫͤ͡ΎύΤ 
- prefix_length τ ͨ ͔ͪͺ͙ͫ͟ ͙ͣ͊ͫ͟ ͔͙ͫͭ ό͙ͦ͟͡;͔͍ͫͭͦ ͔͙͙͒ͤͼ ͍ ͔ͣ͊ͫ͟ 
ς 0..32); 
- gateway τ ́ ͡Ό͘ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͔͙ͫͭ ͤ͊ͤ͊͘;͔͙ͤΎΤ 
- distance τ ͍ ͔ͫ ͣ͊ͪ΄ͪͯͭ͊; 
- reject τ ͘ ͔͊ͨͪ΅͔͊ͭ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ό ͟ ͔͙ͫͭ ͤ͊ͤ͊͘;͔͙ͤΎ ;͔͔ͪ͘ ͍͔ͫ 
΄͡Ό͘·Φ 

no ip route prefix {mask |  
prefix_length} [gateway] 

̂͒͊͡Ύ͔ͭ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ ͣ͊ͪ΄ͪͯͭ. 
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ipv6 route ipv6_prefix/len 
gateway [metric dis-
tance] distance: (1..65535)/1 

˿͔ͦ͒͊ͭ͘ ͙ͫͭ͊ͭ;͔͙͚ͫ͟ LtǾсͣ͊ͪ΄ͪͯͭ. 
- ipv6_prefix/len τ ͨ ͔ͪͺ͙ͫ͟ ͔͙ͫͭ ͤ ͊ͤ͊͘;͔͙ͤΎ; 
- gateway τ ́ ͡Ό͘ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͔͙ͫͭ ͤ͊ͤ͊͘;͔͙ͤΎΤ 
- distance τ ͍ ͔ͫ ͣ͊ͪ΄ͪͯͭ͊. 

no ipv6 route ipv6_pre-
fix/len [gateway] 

̂͒͊͡Ύ͔ͭ ͫ ͙ͭ͊ͭ;͔͙͚ͫ͟ LtǾс-ͣ͊ͪ΄ͪͯͭ  

˴ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ EXEC 

ˤ͙͒ ͊ͨͪͦͫ͊͘ ͚ͦͣ͊ͤ͒ͤͦ͟ ͙ͫͭͪͦ͟ ͔͙ͪ͗ͣ͊ EXEC: 

console #  

͙́͊͋͡ͼ͊ 5.275 τ ˴ ͦͣ͊ͤ͒· ͔͙ͪ͗ͣ͊ 9·9/ 

˴ͦͣ͊ͤ͒͊ ˨͔͚͍͙͔ͫͭ 

show ip route [con-
nected | static | address 
ip_address [mask | pre-
fix_length] 

˽ͦ͊͘͟·͍͔͊ͭ ͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͍͔͍ͯ͒ͦͭͦͪ͡ΎΌ΅ͯΌ ͊͒͊ͤͤ͘·ͣ ͙͔͙ͪͭͪ͟ΎͣΦ 
ς connected τ ͨ ͦ͒͟͡Ό;͔ͤͤ·͚ ͣ͊ͪ΄ͪͯͭΣ ͭͦ ͔ͫͭΈ ͣ͊ͪ΄ͪͯͭΣ ͍ ͘Ύͭ·͚ ͫ ͔͔͍͔ͤͨͦͫͪ͒ͫͭͤͤͦ 
ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͙ ͺͯͤ͟ͼ͙͙ͦͤͪͯΌ΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊Τ 
ς static τ ͫ ͙ͭ͊ͭ;͔͙͚ͫ͟ ͣ͊ͪ΄ͪͯͭΣ ͙ͨͪͦͨͫ͊ͤͤ·͚ ͍ ͙ͭ͊͋͡ͼ͔ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Φ 

show ipv6 route ˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ LtǾс. 

˽͙͔ͪͣͪ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊͟ ͤ͒· 

Á ˽ͦ͊͊ͭ͘͟Έ ͙ͭ͊͋͡ͼͯ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Υ 

console# show ip route   

Maximum Parallel Paths: 2 (4 after reset)  

Codes: C -  connected, S -  static  

C 10.0.1.0/24 is directly connected, Vlan  1  

S  10.9.1.0/24 [5/2]     via 10.0.1.2, 17:19:18, Vlan 12  

S  10.9.1.0/24 [5/ 3]     via 10.0.2.2, Backup Not Active  

S 172.1.1.1/32 [5/3]    via  10.0.3.1, 19:51:18, Vlan  12  

 
͙́͊͋͡ͼ͊ 5.276 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͪͯ͘͡Έͭ͊ͭ͊ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟· 

˽͔ͦ͡ ˻͙͙͔ͨͫ͊ͤ 

 ˿

˽ͦ͊͘͟·͍͔͊ͭ ͙ͨͪͦͫͻ͔͙͔ͦ͗͒ͤ ͣ͊ͪ΄ͪͯͭ͊Υ 
C ς ˿ ƻƴƴŜŎǘŜŘ όͣ͊ͪ΄ͪͯͭ ͍͘Ύͭ ͙͘ ͔͔͍͔ͤͨͦͫͪ͒ͫͭͤͤͦ ͨͦ͒͟͡Ό;͔͎ͤͤͦͦ ͙ ͺͯͤ͟ͼ͙͙ͦͤπ
ͪͯΌ΅͔͎ͦ ͙͔ͤͭͪͺ͔͚ͫ͊ύΣ  
S ς {ǘŀǘƛŎ ό͙ͫͭ͊ͭ;͔͙͚ͫ͟ ͣ͊ͪ΄ͪͯͭΣ ͙ͨͪͦͨͫ͊ͤͤ·͚ ͍ ͙ͭ͊͋͡ͼ͔ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ύΦ 

10.9.1.0/24 ˢ͔͒ͪͫ ͔͙ͫͭ 

[5/2] 
˽͔͍͔ͪͦ ͤ͊͘;͔͙͔ͤ ͍ ͫͦ͋͊͟͟ͻ τ ͊ ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤ͊Ύ ͙͒ͫͭ͊ͤͼ͙Ύ ό͔͔ͫͭͨͤΈ ͍͔͙͒ͦͪΎ 
ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪͯ͘Σ ;͔ͣ ;͙ͫͦ͡ ͍·΄͔Σ ͔ͭͣ ͔ͣͤΈ΄͔ ͍͔͙͔͒ͦͪ ͟ ͙ͫͭͦ;͙ͤͯ͟ύΣ ͍͔ͭͦͪͦ 
ͤ͊͘;͔͙͔ͤ τ ͣ ͔͙ͭͪ͊͟ ͣ͊ͪ΄ͪͯͭ͊Φ 

via 10.0.1.2 
˻͔͔ͨͪ͒͡Ύ͔ͭ Lt-͔͊͒ͪͫ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͣ͊ͪ΄͙ͪͯͭ͊ͭͦͪ͊͘Σ ;͔͔ͪ͘ ͦͭͦͪ͟·͚ ͨͪͦͻ͙ͦ͒ͭ 
ͣ͊ͪ΄ͪͯͭ ͒ͦ ͔͙ͫͭΦ 

00:39:08 ˻͔͔ͨͪ͒͡Ύ͔ͭ ͍͔ͪͣΎ ͔͔͎ͨͦͫ͒ͤͦ͡ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͣ͊ͪ΄ͪͯͭ͊ ό;͊ͫ·Σ ͙ͣͤͯͭ·Σ ͔ͫͯͤ͒͟·ύ. 

Vlan 1 ˻͔͔ͨͪ͒͡Ύ͔ͭ ͙͔ͤͭͪͺ͔͚ͫΣ ;͔͔ͪ͘ ͦͭͦͪ͟·͚ ͨͪͦͻ͙ͦ͒ͭ ͣ͊ͪ΄ͪͯͭ ͒ͦ ͔͙ͫͭΦ 
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6 ˿˩ ˾ˤˮ˿˹˻ ˩˸ ˩˹Σ̑ ˿˸˩˹ˢ ˽˾˻˥˾ˢ˸˸˹˻˥˻ ˻ ˣ˩˿˽˩̉˩˹ˮ̒ 

6.1 ˸͔ͤΌ Startup  

˸͔ͤΌ Startup ͙ ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍·͔͙ͨͦͤͤ͡Ύ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͨͪͦͼ͔͒ͯͪΥ ͍͔͙͔ͦ͋ͤͦͤ͡ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ 
͔͔ͦ͋ͫͨ;͔͙ͤΎΣ ͔͙͔ͯ͒͊ͤ͡ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ ͺ͡Ή΄-ͨ͊ͣΎ͙ͭΣ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ ͨ͊ͪͦ͡ΎΣ ͙͎͙͒͊ͤͦͫͭ͊͟Σ ͙͔͊͒͊ͤ͘ 
͙ͫͦͪͦͫͭ͟ ͪ͊͋ͦͭ· ͔͙ͭͪͣͤ͊͊͡Σ ͪ͊͋ͦͭ͊ ͫ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ ͔ͫͭ͊͟ ͚͍ͯͫͭͪͦͫͭ͊Φ 

˨͡Ύ ͍ͻͦ͒͊ ͍ ͔ͣͤΌ Startup ͤ ͔ͦ͋ͻ͙ͦ͒ͣͦ ͔͍ͨͪͪ͊ͭΈ ͎͊ͪͯͯ͘͘͟ ͤ ͙͔͊͗͊ͭͣ ͍͙͊͟͡΄͙ <Esc> ͙ ͙͡ <Enter> ͍  
͔ͭ;͔͙͔ͤ ͔͍ͨͪ·ͻ ͍͒ͯͻ ͔ͫͯͤ͒͟ ͔ͨͦͫ͡ ͨͦΎ͍͔͙ͤ͡Ύ ͫͦͦ͋΅͔͙ͤΎ ͍͎͙͊ͭͦ͊ͪͯ͘͘͟ όͨͦ ͦͦͤ͟;͙͙͊ͤ ͍·͔͙ͨͦͤͤ͡Ύ 
ͨͪͦͼ͔͒ͯͪ· POST). 

Startup Menu  

 

[1]  Download Software  

[2]  Erase Flash File  

[3]  Password Recovery  Procedure  

[4]  Set Terminal Baud - Rate  

[ 5]  Stack menu  

[ 6]  Back  

 

Enter your choice or press 'ESC' to exit:  

˨͡Ύ ͍·ͻͦ͒͊ ͙͘ ͔ͣͤΌ ͙ ͎͙͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <6>Σ ͙͋ͦ͡ <esc>. 

 

˩͙ͫ͡ ͍ ͔ͭ;͔͙͔ͤ мр ͔ͫͯͤ͒͟ όͤ͊͘;͔͙͔ͤ ͨͦ ͯͣͦ͡;͙͊ͤΌύ ͔ͤ ͍·͋ͪ͊ͤ ͙ͤ ͙ͦ͒ͤ ͙͘ ͍ͨͯͤͭͦ͟ 
͔ͣͤΌΣ ͭͦ ͎͊ͪͯ͊͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙ͨͪͦ͒ͦ͗ͭͫ͡ΎΦ ˤ͔ͪͣΎ ͙͙ͦ͗͒͊ͤΎ ͣͦ͗ͤͦ ͍͔͙ͯ͡;͙ͭΈ ͫ ͨͦπ
ͣͦ΅ΈΌ ͦͣ͊ͤ͒͟ ͙ͦͤͫͦ͟͡. 

͙́͊͋͡ͼ͊ 6.1 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͣͤΌ Startup 

Ѕ ˹͍͙͔͊͊ͤ͘ ˻͙͙͔ͨͫ͊ͤ 

<1> 

Download Software 
˻͍͔͙͔͋ͤͦͤ͡ ͨͪͦπ
͎͎ͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔π
͙ͤΎ 

˨͡Ύ ͎͙͊ͪͯ͘͘͟ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͨͪͦͭͦͦ͟͡ ·-aƻŘŜƳΦ ˽͙ͪ ͤ͊͗͊π
͙͙ͭ ͍͙͊͟͡΄͙ <1> ͤ ͊ ͦͤͫͦ͟͡Έ ͔͋ͯ͒ͭ ͍·͍͔͔͒ͤͦ ͔ͫ͒ͯ͡Ό΅͔͔ ͫͦͦ͋΅͔͙͔ͤΥ 

 
Downloading code using XMODEM. 

 
͔͔́ͨͪΈΣ ͎ͦ͒͊͟ ͚͍ͯͫͭͪͦͫͭͦ ͎͍ͦͭͦͦ ͟ ͙͔ͨͪͣͯ ͺ͚͊͊͡Σ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͔ͨͪ͒͊ͭΈ ͔͎ͦ ͙ͨͪ ͨͦπ
ͣͦ΅͙ ͨͪͦͭͦͦ͊͟͡ ·-aƻŘŜƳΦ ˽͔ͦͫ͡ ͙͔ͨͪͣ͊ ͺ͚͊͊͡ ͚͍ͯͫͭͪͦͫͭͦ ͔͔͎͙ͨͪ͊ͪͯͭͫ͘͘Ύ ͍͙͊ͭͦͣ͊ͭπ
;͔͙ͫ͟Φ 

<2> 
Erase Flash File 

͔͙͔̂͒͊ͤ͡ ͔͙ͫͦ͒ͪ͗π
͎ͣͦͦ ͺ͡Ή΄-ͨ͊ͣΎ͙ͭ 

˨͊ͤͤ͊Ύ ͨͪͦͼ͔͒ͯͪ͊ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͔͙ͯ͒͊ͤ͡Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͚͍ͯͫͭͪͦͫͭ͊Φ ˨͡Ύ ͔ͯ͒͊͡π
͙ͤΎ ͺ͚͊͊͡ ͤ͊͗͊ͭΈ ͍͙͊͟͡΄ͯ <2>Σ ͨͦΎ͍͙ͭͫΎ ͔͔͔͙͔ͨͪ͒ͯͨͪ͗͒ͤ ό͍͔͙͔ͨͦ͒ͭͪ͒ͭ ͙͔ͤ͊͗͊ͭͣ 
͍͙͊͟͡΄͙ <y>): 

Warning! About to erase a Flash file. 
Are you sure (Y/N) ? y 

ˤ͍͔͙ͫͭ ͙ ͣΎ ͅ ͚͊͊͡ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͙: 

Write Flash file name (Up to 8 characters, Enter for none.): CDB 
Write Flash file name (Up to 8 characters, Enter for none.): CDB 
File CDB (if present) will be erased after system initialization. 
 

==== Press Enter To Continue ====˨͡Ύ ͍͍ͦͪ͊ͭ͊͘  ͍͔ͣͤΌ Startup ͤ͊͗͊ͭΈ ͊͟͡π

͍͙΄ͯ <enter>. 
==== Press Enter To Continue ==== 

˨͡Ύ ͍͎ͤͦͦͦ ͺ͚͊͊͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͙ͣΎ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͙ͦͭ͡;ͤͦ ͦͭ ͙͔͙ͣͤ ͦͤ͟ͺ͙π
͎ͯͪ͊ͼ͙͙ ͙͚͊ͨͫ͊ͤͤͦ͘ ͤ͊ ͒͊ͤͤ·͚ ͔ͣͦͣͤͭΦ 
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<3> 
Password Recovery 
Procedure ʕ ͍ͦͫͫͭ͊ͤͦπ
͔͙͔ͤ͡ ͨ ͊ͪͦ͡Ύ 

˨͊ͤͤ͊Ύ ͨͪͦͼ͔͒ͯͪ͊ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͯͭͪ͊;͔͎ͤͤͦͦ ͨ͊ͪͦ͡ΎΣ ͦͤ͊ ͍ͨͦͦ͘π
͡Ύ͔ͭ ͨͦ͒͟͡Ό;͙ͭΈͫΎ ͟ ͚͍ͯͫͭͪͦͫͭͯ ͔͋͘ ͨ͊ͪͦ͡ΎΦ 

˨͡Ύ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͨ͊ͪͦ͡Ύ ͤ͊͗͊ͭΈ ͍͙͊͟͡΄ͯ <3>Σ ͙ͨͪ ͔ͨͦͫ͒ͯ͡Ό΅͔ͣ ͨͦ͒͟͡Ό;͔͙͙ͤ ͟ 
͚͍ͯͫͭͪͦͫͭͯ ͨ͊ͪͦ͡Έ ͔͋ͯ͒ͭ ͙͎͙͍ͨͪͦͤͦͪͪͦ͊ͤΦ 

Current password will be ignored! 
˨͡Ύ ͍͍ͦͪ͊ͭ͊͘ ͍ ͔ͣͤΌ {ǘŀǊǘǳǇ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ [enter]. 

==== Press Enter To Continue ==== 

<4> 

Set Terminal Baud-
Rate 
˭͙͔͊͒͊ͤ ͙ͫͦͪͦͫͭ͟ ͪ͊π
͋ͦͭ· ͔͙ͭͪͣͤ͊͊͡ 

˽ͪͦͼ͔͒ͯͪ͊ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͙ͫͦͪͦͫͭ͟ ͪ͊͋ͦͭ· ͔͙ͭͪͣͤ͊͊͡ όͨͦ ͯͣͦ͡;͙͊ͤΌ 
ммрнлл ˣͦ͒ύΦ  
˨͡Ύ ͙͊͒͊ͤ͘Ύ ͍͚ͤͦͦ ͙ͫͦͪͦͫͭ͟ ͪ͊͋ͦͭ· ͔͙ͭͪͣͤ͊͊͡ ͤ͊͗͊ͭΈ ͍͙͊͟͡΄ͯ <5> ͙ ͍͍͔͙͔͒ͭ ͤ͊͘;͔π
͙͔ͤΥ 

Set new device Baud rate: 115200 
˨͡Ύ ͍͍ͦͪ͊ͭ͊͘ ͍ ͔ͣͤΌ {ǘŀǊǘǳǇ ͤ͊͗͊ͭΈ ͍͙͊͟͡΄ͯ <enter>. 

==== Press Enter To Continue ==== 

<5> 

Stack menu  
˾͊͋ͦͭ͊ ͫ ͔ͨ͊ͪ͊ͣͭπ
͙ͪ͊ͣ ͔ͫͭ͊͟ ͚ͯͫͭͪͦπ
͍ͫͭ͊ 

˨͡Ύ ͍͔͙ͯ͡;͔͙ͤΎ ͙ͦ͟͡;͔͍ͫͭ͊ ͍ͨͦͪͭͦ ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͫͯ΅͔͍͔ͫͭͯͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͦ͋Ά͔͙͔͒ͤπ
͙ͤΎ ͚͍ͯͫͭͪͦͫͭ ͍ ͔ͫͭ͟Φ ̂ͫ ͚͍ͭͪͦͫͭͦ ͫ ͙͔͙͒ͤͭͺ͙͊ͭͦͪͦͣ͟ м ͔͋ͯ͒ͭ ͍͔͒ͯ΅͙ͣΣ ͦͫͭ͊͡Έͤ·͔ τ 
͍͔͒ͦͣ·͙ͣΦ ˴ͦͣͣͯͭ͊ͭͦͪ· MES1024/MES1124/MES2124 ͎ͣͦͯͭ ͪ͊͋ͦͭ͊ͭΈ ͊͟͟ ͍͊ͭͦͤͦͣͤͦΣ 
ͭ͊͟ ͙ ͍ ͍͔ͫͦͫͭ͊ ͔ͫͭ͊͟Φ 
 
˨͡Ύ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙͙ ͙ ͍͙ͯͫͭ͊ͤͦ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͔ͣͤΌ 
͔ͫͭ͊͟ (Stack menu). 
 
˨͡Ύ ͍ͻͦ͒͊ ͍ ͔ͣͤΌ ͔ͫͭ͊͟ ͤ͊͗͊ͭΈ ͍͙͊͟͡΄ͯ <5>: 

     Stack menu 
[1]  Show unit stack id 
[2]  Set unit stack id 
[3]  Set unit working mode 
[4]  Back 
 Enter your choice or press 'ESC' to exit: 

˻͙͙͔ͨͫ͊ͤ Stack menu ͯ ͊͊ͤͦ͘͟ ͍ ͙ͭ͊͋͡ͼ͔ пΦо 

<6> 
Back 

ˤ·ͻͦ͒ ͙͘ ͔ͣͤΌ 
˨͡Ύ ͍·ͻͦ͒͊ ͙͘ ͔ͣͤΌ ͙ ͎͙͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <6>Σ ͙͋ͦ͡ <esc>. 

͙́͊͋͡ͼ͊ 6.2 τ ˻ ͙͙͔ͨͫ͊ͤ ͔ͣͤΌ Stack menu, ͪ ͊͋ͦͭ͊ ͫ ͔͙ͨ͊ͪ͊ͣͭͪ͊ͣ ͔ͫͭ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ 

Ѕ ˹͍͙͔͊͊ͤ͘ ͔ͣͤΌ ˻͙͙͔ͨͫ͊ͤ  

<1> 

Show unit stack id 

˽ͪͦͫͣͦͭͪ ͙͔͙͒ͤͭͺ͙π
͊ͭͦͪ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ 
͔͔ͫͭ͟ 

˨͡Ύ ͨͪͦͫͣͦͭͪ͊ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <1>: 
Current working mode is stacking. 
Unit stack id set to 1. 

<2> 

Set unit stack id 

˹͊ͤ͊͘;͔͙͔ͤ ͙͔͙͒ͤͭπ
ͺ͙͊ͭͦͪ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ 
͍ ͔͔ͫͭ͟ 

˨͡Ύ ͤ͊ͤ͊͘;͔͙ͤΎ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͊͟ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <2>: 
Enter unit stack id [0-8]: 1 
Unit stack id updated to 1. 

͎͔͒ 
ͤ͊͘;͔͙͔ͤ ͦͭ ζмη ͒ͦ ζуη τ ͤ ͔ͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟Σ 
ͤ͊͘;͔͙͔ͤ ζлη τ ͊ ͍ͭͦͤͦͣͤ·͚ ͔͙ͪ͗ͣ ͪ͊͋ͦͭ· ͦͣͣͯͭ͊ͭͦͪ͊͟Φ 

˨͡Ύ ͍͍ͦͪ͊ͭ͊͘ ͍ ͔ͣͤΌ ͔ͫͭ͊͟ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <enter>. 
==== Press Enter To Continue ==== 

<3> 
Set unit working mode 

͍̂ͫͭ͊ͤͦ͊͟ ͔͙ͪ͗ͣ͊ ͪ͊π
͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ 

˨͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͔͙ͪ͗ͣ͊ ͪ͊͋ͦͭ· ͚͍ͯͫͭͪͦͫͭ͊ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <3>: 
Enter unit working mode [1- standalone, 2- stacking]:1 
Unit working mode changed to standalone. 

͎͔͒ 
ͤ͊͘;͔͙͔ͤ м τ ͊ ͍ͭͦͤͦͣͤ·͚ ͔͙ͪ͗ͣΣ 
ͤ͊͘;͔͙͔ͤ н τ ͪ ͔͙͗ͣ ͔͙͍͙ͫͭͪͦ͊ͤ͟ΎΦ 

˨͡Ύ ͍͍ͦͪ͊ͭ͊͘ ͍ ͔ͣͤΌ ͔ͫͭ͊͟ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <enter>. 
==== Press Enter To Continue ==== 

<4> 
Back 

ˤ·ͻͦ͒ ͙͘ ͔ͣͤΌ  

˨͡Ύ ͍·ͻͦ͒͊ ͙͘ ͔ͣͤΌ ͙͔ͤ͊͗ͣͭ ͍͙͊͟͡΄ͯ <4> 
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6.2 ˻͍͔͙͔͋ͤͦͤ͡ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͫ ͔͍͔ͫͪͪ͊ ¢C¢t  

 

˿͔͍͔ͪͪ ¢C¢t ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͊ͨͯ͘΅͔ͤ ͙ ͔ͤ͊ͫͭͪͦͤ ͤ͊ ͦͣͨ͟ΈΌ͔͔ͭͪΣ ͫ ͎ͦͭͦͪͦͦ͟ ͔͋ͯ͒ͭ ͎͊ͪͯ͘π
͗͊ͭΈͫΎ ͎͔ͨͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤΦ ˿ ͔͍͔ͪͪ ͔͒ͦ͗ͤ͡ ͙͔ͣͭΈ ͔ͪ͊ͪ͘΄͔͙͔ͤ ͤ͊ ;͔͙͔ͭͤ ͺ͚͊π
͍ͦ͡ ͤ͊;͊͡Έ͎ͤͦͦ ͎͊ͪͯ͘͘;͙͊͟ ͙κ͙͙͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Φ ˴ͦͣͨΈΌ͔ͭͪ ͫ ͊ͨͯ͘΅͔ͤͤ·ͣ ¢C¢t-͔ͫͪπ
͍͔ͪͦͣ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔͒ͦͫͭͯͨͤ ͒ ͡Ύ ͟ ͦͣͣͯͭ͊ͭͦͪ͊ όͣͦ͗ͤͦ ͙͍ͨͪͦͦͤͭͪͦͪͦ͊ͭ͟͡ΈΣ ͍·ͨͦ͡π
͙͍ͤ ͤ͊ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͦͣ͊ͤ͒ͯ͟ ǇƛƴƎ ϑ!Φ.Φ/Φ5ϒΣ ͎͔͒ !Φ.Φ/Φ5 τ IP-͔͊͒ͪͫ ͦͣͨ͟ΈΌ͔ͭͪ͊ύΦ 

 

˻͍͔͙͔͋ͤͦͤ͡ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͔ͣͦ͗ͭ ͦͫͯ΅͔͍ͫͭ͡ΎͭΈͫΎ ͭͦ͡Έͦ͟ ͙͍͙͔͎͙ͨͪͪͦ͡π
͍͊ͤͤ·ͣ ͨͦ͡Έ͍͔͔ͦ͊ͭͣ͘͡Φ 

6.2.1 ˻͍͔͙͔͋ͤͦͤ͡ ͙͔͎ͫͫͭͣͤͦͦ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ 

˭͎͊ͪͯ͊͘͟ ͚͍ͯͫͭͪͦͫͭ͊ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͙͘ ͺ͚͊͊͡ ͙͔͎ͫͫͭͣͤͦͦ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ό˽˻ύΣ 
ͦͭͦͪ͟·͚ ͻ͙ͪ͊ͤͭͫΎ ͍ͦ ͺ͡Ή΄-ͨ͊ͣΎ͙ͭΦ ˽͙ͪ ͍͔͙͙ͦ͋ͤͦͤ͡Σ ͍ͤͦ·͚ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ ͫͦͻͪ͊ͤΎ͔ͭͫΎ ͍ 
͔ͫͨͼ͙͊͡Έͤͦ ͍·͔͔͚͒ͤͤͦ͡ ͙ͦ͋͊ͫͭ͡ ͨ͊ͣΎ͙ͭΦ ˽͙ͪ ͎͔͊ͪͯ͘͘͟ ͚͍ͯͫͭͪͦͫͭͦ ͔͊ͨͯͫ͊ͭ͘͟ ͙͍͊ͭͤ͟·͚ ͺ͚͊͡ 
͙͔͎ͫͫͭͣͤͦͦ ˽˻Φ ˤ·͋ͦͪ ͙͍͎͊ͭͤͦͦ͟ ͺ͚͊͊͡ ͔͊͒͊ͭͫ͘Ύ ͚ͦͣ͊ͤ͒ͦ͟Υ 

boot system  { image-1 | image-2 } [unit unit_id] 

͎͔͒ unit_id τ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͍ ͔͔ͫͭ͟ ό͒͡Ύ ͚͍ͯͫͭͪͦͫͭ͊Σ ͪ͊͋ͦͭ͊Ό΅͔͎ͦ ͍ ͍͊ͭͦͤͦͣͤͦͣ ͔͙͔ͪ͗ͣ, 
͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͤ ͔͊͒͊ͭͫ͘ΎύΣ image-1, image-2 τ ͅ ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Φ 

 

˽͙ͪ ͔ͪ͊͋ͦͭ ͍ ͔͔ͫͭ͟Σ ͔͙ͫ͡ ͔ͤͦͣͪ ͚͍ͯͫͭͪͦͫͭ͊ ͔ͤ ͊͒͊ͤ͘Σ ͒͊ͤͤ͊Ύ ͟ ͦͣ͊ͤ͒͊ ͙͔ͨͪͣͤΎ͔ͭͫΎ ͟ 
͍͔͒ͯ΅͔ͣͯ ͚͍ͯͫͭͪͦͫͭͯΦ 

˨͡Ύ ͨͪͦͫͣͦͭͪ͊ ͔ͭͯ͟΅͔͚ ͍͔͙͙ͪͫ ͙͔͎ͫͫͭͣͤͦͦ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΣ ͪ͊͋ͦͭ͊Ό΅͔͎ͦ ͤ͊ 
͚͍͔ͯͫͭͪͦͫͭΣ ͍͍͔͙͔͒ͭ ͦͣ͊ͤ͒ͯ͟ show version:  

console#show  version  

SW version    1.1.44[e9e72ef0] ( date  16 - Nov- 2015 time  18:20:13 )  

Boot version  0.0.0.3 ( date  23 - Feb- 2011 time  17:40:14 )  

HW version     01.03  

˽ͪͦͼ͔͒ͯͪ͊ ͦ ͍͔͙͋ͤͦͤ͡Ύ ˽ :˻ 

˴͚ͦͣ͊ͤ͒ͦ copy ͫ͟ ͙͍ͦͨͪͦ͊ͭΈ ͍ͤͦ·͚ ͺ͚͊͡ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͤ͊ ͚͍ͯͫͭͪͦͫͭͦ  ͍
͍·͔͔͒ͤͤͯ͡Ό ͦ ͋͊ͫͭ͡Έ ͨ͊ͣΎ͙ͭ όƛƳŀƎŜнύΦ ̅ͦͪͣ͊ͭ ͦͣ͊ͤ͒͟·:  

 copy tftp :// tftp_ip_address/ [directory/] filename image 

˽͙͔ͪͣͪ ͍·͔͙ͨͦͤͤ͡Ύ ͦͣ͊ͤ͒͟·Υ 

console #copy  tftp ://192.168.16.34/ file 1 image  

Accessing file `file1ô on 192.168.16.34 

Loading file1 from 192.168.16.34:  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!  

Copy took 00:01:11 [hh:mm:ss]  
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˭ͤ͊͟ ͍͙ͦͫ͟͡ͼ͙͊ͤΎ ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ ͙͔͒ͭ ͨͪͦͼ͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟ΎΦ ˴͊͗͒·͚ ͍͙ͦͫ͟͡ͼ͊π
͔ͭ͡Έͤ·͚ ͤ͊͘͟ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͔ͯͫͨ΄͚ͤͦ ͔͔ͨͪ͒͊;͔ мл ͔͍ͨ͊ͭͦ͟ ͨͦ рмн ͚͋͊ͭ ͙ͤͺͦͪͣ͊ͼ͙͙ 
͊͗͒͟·͚Φ ́ͦ;͊͟ ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ ͍ ͨͪͦͼ͔͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͙ͨͪͦͦ͘΄͔͡ ͚ͭ͊ͣ͊ͯͭ ͙ͦ͗π
͙͒͊ͤΎ ͔͍ͨ͊ͭͦ͟ ͦͭ TFTP-͔͍͔ͫͪͪ͊Φ ˹͔ͫͦ͟͡Έͦ͟ ͭͦ;͔͟ ͍ ͔ͫͭͪͦ͟ ͔ͣͦ͗ͭ ͦͤ͊͘;͊ͭΈΣ ;ͭͦ ͍ͦ͘π
͙ͤ͊͟͡ ͦ΄͙͋͊͟ ͍ ͨͪͦͼ͔͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟ΎΦ 

˴͚ͦͣ͊ͤ͒ͦ boot ͍ ·͔͙͔͋ͪͭ ͙͍͊ͭͤ͟·͚ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ ͒͡Ύ ͔ͨͦͫ͒ͯ͡Ό΅͔͚ ͎͙͊ͪͯ͘͘͟Υ 

console# boot system image - 2 

 

˩͙ͫ͡ ͔ͤ ͍·͋ͪ͊ ͤͤ ͍ͦ·͚ ͎͔͊ͪͯ͗ͤͤ͘·͚ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻ ͊ ͙͍ͭͤ͟·ͣΣ ͭͦ ͚͍ͯͫͭͪͦͫͭͦ ͍·π
͙ͨͦͤͭ͡ ͎͊ͪͯͯ͘͘͟ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͔ͭͯ͟΅͔͎ͦ ͙͍͎͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘Φ 

͔͙͔̂͋͒ͭͫΈΣ ;ͭͦ ͍͙ͨͪ͊͡Έͤͦ ͍·͋ͪ͊ͤ ͙͍͊ͭͤ͟·͚ ͺ͚͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Φ ˨͡Ύ ͨͪͦͫͣͦͭͪ͊ ͒͊ͤͤ·ͻ ͦ 
͍͔͙ͪͫΎͻ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͙ ͙ͻ ͙͍͙͊ͭͤͦͫͭ͟ ͍͍͔͙͔͒ͭ ͦͣ͊ͤ͒ͯ͟ show bootvar: 

console# show bootvar  

Unit  Image  Filename   Version          Date                    Status  

----   -----   ---------   --------- -------  ---------------------    -----------  

1     1      image - 1    1.1.44[0b70e656] 24 - Nov- 2015  17:28:25    Active   

1     2      image - 2    1.1.44[1537c93f] 12 - Nov- 2015  15:45:10    Not active*  

 

˿͙͍ͣͦͦͣ͡ ζϝη ͔ͦͭͣ;͔͊ͭͫΎ ͺ͚͊͡ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎΣ ͦͭͦͪ͟·͚ ͔͋ͯ͒ͭ ͙ͫͨͦ͡π
ͤΎͭΈͫΎ ͨ ͙ͪ ͔ͨͦͫ͒ͯ͡Ό΅͔͚ ͎͔͊ͪͯ͘͘͟Φ 

˽͔͔͎͙͔ͪ͊ͪͯͭ͘͘ ͦͣͣͯͭ͊ͭͦͪ͟ ͚ͦͣ͊ͤ͒ͦ͟ reload. 

console #reload  

This command  will reset the whole system and disconnect your current  

session. Do you want to continue (y/n) [n]?  

˽͍͔͙͔ͦ͒ͭͪ͒ͭ ͔͔͎ͨͪ͊ͪͯͯ͘͘͟ ͍͍ͦ͒ͦͣ ΨyΩ. 

6.2.2 ˻͍͔͙͔͋ͤͦͤ͡ ͎͊ͪͯͦ͘͘;͎ͤͦͦ ͺ͚͊͊͡ ͚͍ͯͫͭͪͦͫͭ͊ όͤ͊;͊͡Έ͎ͤͦͦ ͎͊ͪͯ͘͘;͙͊͟ύ 

˹͊;͊͡Έͤ·͚ ͎͊ͪͯ͘͘;͙͟ ͔͊ͨͯͫ͊ͭͫ͘͟Ύ ͫͪ͊ͯ͘ ͔ͨͦͫ͡ ͍͟͡Ό;͔͙ͤΎ ͙͙ͨͭ͊ͤΎ ͚͍ͯͫͭͪͦͫͭ͊Φ ˽͔͍ͦͫͪ͒ͫͭͦͣ 
͎͊ͪͯͦ͘͘;͎ͤͦͦ ͺ͚͊͊͡ ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͨͪͦͼ͔͒ͯͪ͊ ζ͔͙͍͙ͭͫͭͪͦ͊ͤΎ ͙͔ͫͫͭͣ· ͙ͨͪ ͍͟͡Ό;͔͙͙ͤη όth{¢ύΣ 
͍ͪ͊ͫͨ͊ͦ͊͟͟ ͙ ͊ͨͯͫ͘͟ ͺ͚͊͊͡ ͙͔͎ͫͫͭͣͤͦͦ ˽˻Φ ˽͙ͪ ͍͔͙͙ͦ͋ͤͦͤ͡ ͍ͤͦ·͚ ͺ͚͊͡ ͤ͊;͊͡Έ͎ͤͦͦ ͎͊ͪͯ͘͘;͙͊͟ 
ͫͦͻͪ͊ͤΎ͔ͭͫΎ ͤ͊ flash ͤ ͊ ͔͔ͣͫͭ ͎ͫͭ͊ͪͦͦΦ 

˨͡Ύ ͨͪͦͫͣͦͭͪ͊ ͔ͭͯ͟΅͔͚ ͍͔͙͙ͪͫ ͎͊ͪͯͦ͘͘;͎ͤͦͦ ͺ͚͊͊͡Σ ͪ͊͋ͦͭ͊Ό΅͔͎ͦ ͤ͊ ͚͍͔ͯͫͭͪͦͫͭΣ ͍͍͔͙͔͒ͭ 
ͦͣ͊ͤ͒ͯ͟ show version:  

console#show version  

SW version    1.1.44[e9e72ef0] ( date  16 - Nov- 2015 time  18:20:13 )  

Boot version    0.0.0.3 ( date  23 - Feb- 2011 time  17:40:14 )  

HW version     01.03  
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˽ͪͦͼ͔͒ͯͪ͊ ͍͔͙ͦ͋ͤͦͤ͡Ύ ˽˻Υ 

1. ˴͚ͦͣ͊ͤ͒ͦ copy ͫ ͙͍ͦͨͪͦ͊ͭ͟Έ ͍ͤͦ·͚ ͎͊ͪͯͦ͘͘;ͤ·͚ ͺ͚͊͡ ͤ͊ ͚͍ͯͫͭͪͦͫͭͦΦ ̅ͦͪͣ͊ͭ ͟ ͦͣ͊ͤ͒·:       copy 
tftp :// tftp_ip_address/ [directory/]filename boot. 

console# copy tftp://192.168.16.34/332448 - 10018.rfb boot  

Erasing file..done.  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!  

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]  

 

˭ͤ͊͟ ͍͙ͦͫ͟͡ͼ͙͊ͤΎ ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ ͙͔͒ͭ ͨͪͦͼ͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟ΎΦ ˴͊͗͒·͚ ͍͙ͦͫ͟͡ͼ͊π
͔ͭ͡Έͤ·͚ ͤ͊͘͟ ͍͔͍͔ͫͦͦͭͭͫͭͯͭ ͔ͯͫͨ΄͚ͤͦ ͔͔ͨͪ͒͊;͔ мл ͔͍ͨ͊ͭͦ͟ ͨͦ рмн ͚͋͊ͭ ͙ͤͺͦͪͣ͊ͼ͙͙ 
͊͗͒͟·͚Φ ́ͦ;͊͟ ͯ͊͘͟·͍͔͊ͭ ͤ͊ ͭͦΣ ;ͭͦ ͍ ͨͪͦͼ͔͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟Ύ ͙ͨͪͦͦ͘΄͔͡ ͚ͭ͊ͣ͊ͯͭ ͙ͦ͗π
͙͒͊ͤΎ ͔͍ͨ͊ͭͦ͟ ͦͭ TFTP-͔͍͔ͫͪͪ͊Φ ˹͔ͫͦ͟͡Έͦ͟ ͭͦ;͔͟ ͍ ͔ͫͭͪͦ͟ ͔ͣͦ͗ͭ ͦͤ͊͘;͊ͭΈΣ ;ͭͦ ͍ͦ͘π
͙ͤ͊͟͡ ͦ΄͙͋͊͟ ͍ ͨͪͦͼ͔͔ͫͫ ͙͍͙ͦͨͪͦ͊ͤ͟ΎΦ 

2. ˽͔͔͎͙͔ͪ͊ͪͯͭ͘͘ ͦͣͣͯͭ͊ͭͦͪ͟ ͚ͦͣ͊ͤ͒ͦ͟ reload. 

console# reload  

This command will reset the whole system and disconnect your current  

session. Do you want to continue (y/n) [n]?  

˽͍͔͙͔ͦ͒ͭͪ͒ͭ ͔͔͎ͨͪ͊ͪͯͯ͘͘͟ ͍͍ͦ͒ͦͣ ΨȅΩ. 
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˽˾ˮ˶˻ˬ˩˹ˮ˩ ˢ. ˽ ˾ˮ˸˩˾̍ ˽ ˾ˮ˸˩˹˩˹ˮ̒ ˮ ˴˻˹̅ˮ˥̂˾ˮ˾˻ˤˢ˹ˮ̒ ̂ ˿́˾˻˯π
˿́ˤˢ 

˹͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ ͔͍ͣͤͦ͗ͫͭ͊ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ όa{¢tύ 

˽ͪͦͭͦͦ͟͡ a{¢t ͍ͨͦͦ͘͡Ύ͔ͭ ͙ͫͭͪͦͭΈ ͔͍ͣͤͦ͗ͫͭͦ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ ͒͡Ύ ͔ͦͭ͒͡Έͤ·ͻ ͎ͪͯͨͨ ±[!b 
ͤ͊ ͦͣͣͯͭ͊ͭͦͪ͊͟ͻ ͦ͊͟͡͡Έ͚ͤͦ ͔͙ͫͭΣ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͍͋͊͊ͤͫͪͦ͊ͭ͡Έ ͎ͤ͊ͪͯͯ͘͟Φ ˨͡Ύ ͨͪͦͫͭͦͭ· ͙ͪ͊ͫͫͣͦͭͪͣ 
ͫͯ͡;͚͊ ͫ ͔ͭͪͣΎ ͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟Σ ͦ͋Ά͔͙͔͒ͤͤͤ·͙ͣ ͍ ͦ͟͡Έͼ͔͍ͯΌ ͎͙ͭͦͨͦͦ͡ΌΦ  

˽ͯͫͭΈ vlan млΣ нлΣ ол ͦ͋Ά͔͙͒ͤΎΌͭͫΎ ͍ ͔͍ͨͪͦͣ Ή͔ͣͨ͘͟͡Ύ͔ͪ a{¢tΣ Ǿƭŀƴ плΣ рлΣ сл ͦ͋Ά͔͙͒ͤΎΌͭͫΎ ͍ͦ 
͍ͭͦͪͦͣ Ή͔ͣͨ͘͟͡Ύ͔ͪΦ ˹͔ͦ͋ͻ͙ͦ͒ͣͦΣ ;ͭͦ͋· ͭͪ͊ͺ͙͟ ±[!b-͍ͦ млΣ нлΣ ол ͔ͣ͗͒ͯ ͔͍ͨͪ·ͣ ͙ ͍ͭͦͪ·ͣ 
͙ͦͣͣͯͭ͊ͭͦͪ͊ͣ͟ ͔͔͍ͨͪ͒͊͊ͫ͡Ύ ͤ͊ͨͪΎͣͯΌΣ ͊ ͭͪ͊ͺ͙͟ ±[!b-͍ͦ плΣ рлΣ сл ͔͔͍ͨͪ͒͊͊ͫ͡Ύ ͙ͭͪ͊ͤͭͦͣ͘ ;͔͔ͪ͘ 
ͦͣͣͯͭ͊ͭͦͪ͟ 3Φ ˴ͦͣͣͯͭ͊ͭͦͪ н ͤ͊ͤ͊͘;͙ͣ ͔͍ͦͪͤ͟·ͣ ͒͡Ύ ͍͔͔͎ͤͯͭͪͤͤͦ ͍ͫΎͯ͘Ό΅͔͎ͦ ͔͔͍͒ͪ͊ όL{¢ τ Internal 
Spanning Treeύ ͍ ͦͭͦͪͦͣ͟ ͔͔͔ͨͪ͒͊ͭͫΎ ͔ͫͯ͗͋ͤ͊͡Ύ ͙ͤͺͦͪͣ͊ͼ͙ΎΦ ˴ͦͣͣͯͭ͊ͭͦͪ· ͦ͋Ά͔͙͒ͤΎΌͭͫΎ ͍ ͦ͟͡ΈͼͦΣ 
͙ͫͨͦ͡Έͯ͘Ύ ͨͦͪͭ· Ǝм ͙ ƎнΦ ˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ͊ ͫͻ͔ͣ͊Σ ͙ͦ͋ͪ͊͗͊͘Ό΅͊Ύ ͎͙ͦ͡;͔ͫͯ͟Ό ͎͙ͭͦͨͦͦ͡Ό ͔͙ͫͭΦ 

 

˾͙ͫͯͤͦ͟ 31τ ˹ ͚͊ͫͭͪͦ͊͟ ͨͪͦͭͦͦ͊͟͡ ͔͍ͣͤͦ͗ͫͭ͊ ͍ͫΎͯ͘Ό΅͙ͻ ͔͔͍͒ͪΈ͔͍ 

˴͎ͦ͒͊ ͙ͦ͒ͤ ͙͘ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍·ͻ͙ͦ͒ͭ ͙͘ ͫͭͪͦΎΣ ͙͋ͦ͡ ͦ͋ͪ·͍͔͊ͭͫΎ ͊ͤ͊͟͡Σ ͔͍ͣͤͦ͗ͫͭͦ ͔͔͍͒ͪΈ͔͍ 
a{¢t ͔͔͙͍͔ͨͪͫͭͪ͊͊ͭͫΎΣ ;ͭͦ ͍ͨͦͦ͘͡Ύ͔ͭ ͙͙͙͙͍ͣͤͣͪͦ͊ͭ͘Έ ͔͍͙ͨͦͫ͒ͫͭ͡Ύ ͍͙͙͊͊ͪΦ ˹͙͔͗ ͙͍͔͔ͨͪ͒ͤ ͨͪͦͼ͔ͫͫ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟Φ ˨͡Ύ ͔͔͋ͦ͡ ͋·͚ͫͭͪͦ ͚͙ͤ͊ͫͭͪͦ͟ ͔ͫͦ͒͊ͭͫ͘Ύ ͦ͋΅͙͚ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·͚ ΄͊͋π
ͦͤ͡Σ ͦͭͦͪ͟·͚ ͎͔͊ͪͯ͗͊ͭͫ͘Ύ ͤ͊ ¢C¢t-͔͍͔ͫͪͪ ͙ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍͔͍͙͙ͨͦͫ͒ͫͭ͡ ͒͡Ύ ͚͙ͤ͊ͫͭͪͦ͟ ͍͔ͫͻ ͦͣͣͯͭ͊ͭͦ͟π
͍ͪͦΦ  

1. ˿͙͔ͦ͒͊ͤ͘ ΄͊͋ͦͤ͊͡ ͙ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ύ ͔͍͎ͨͪͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

console# configure   

console(config)# vlan database   

console(config - vlan)# vlan  10,20,30,40,50,60  

console(config - vlan)# exit  

console(config)# interface vlan  1 

console(config - if)# ip address  192.168.16.1 /24  

console(config - if)# exit  

console(config)# spanning - tree mode mstp  

console(config)# interface range gigabit et hernet  1/0/ 1- 2 
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console(config - if)# switchport mode trunk   

console(config - if)# switchport trunk allowed vlan add 10,20,30,40,50,60  

console(config - if)# exit  

console(config)# spannin g- tree mst configuration  

console(config - mst)# name sandbox  

console(config - mst)# instance  1 add vlan  10,20,30  

console(config - mst)# instance  2 add vlan  40,50,60  

console(config - mst)# exit  

console(config)# do copy running - config startup - config   

01- Oct - 2006 01:09:34  %COPY- I - FILECPY: Files Copy -  source URL running -

config destination URL flash://startup - config  

01- Oct - 2006 01:09:44 %COPY - N- TRAP: The copy operation was completed 

successfully  

Copy succeeded  

console(config)# do copy startup - config tftp://192.168.16.2/mstp. conf  

01- Oct - 2006 01:10:44 %COPY - I - FILECPY: Files Copy -  source URL 

flash://startup - config destination URL tftp://192.168.16.2/mstp.conf  

01- Oct - 2006 01:10:44 %COPY - N- TRAP: The copy operation was completed 

successfully  

!  

Copy: 726 bytes copied in 00:00:01 [h h:mm:ss]  

console(config)# spanning - tree mst  1 priority 0 

console(config)# end  

2. ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͍͎ͭͦͪͦͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

console# configure  

console(config)# interface vlan  1 

console(config - if)# ip address  192.168.16.1 /24  

console(config - if)# do copy tftp:// 192.168.16.2 /mstp.conf startup - config   

01- Oct - 2006 02:17:14 %COPY - I - FILECPY: Files Copy -  source URL 

tftp://192.168.16.2/mstp.conf destination URL flash://startup - config  

............01 - Oct - 2006 02:17:27 %COPY - N- TRAP: The copy operation was 

completed successfully  

!  

726  bytes copied in 00:00:13 [hh:mm:ss]  

console(config - if)# do reload   

You haven't saved your changes. Are you sure you want to continue ? 

(Y/N)[N] Y  

This command will reset the whole system and disconnect your current 

session. Do you want to continue ? (Y/N)[ N] Y  

Shutting down ...  

console# configure     

console(config)# interface vlan  1 

console(config - if)# no ip address   

console(config - if)# ip address  192.168.16.100 /24  

console(config - if)# exit  

console(config)# spanning - tree priority  0 

console(config)# end  
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3. ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͔ͭͪͭΈ͔͎ͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

console# configure  

console(config)# interface vlan  1 

console(config - if)# ip address  192.168.16.1 /24  

console(config - if)# do copy tftp:// 192.168.16.2 /mstp.conf startup - config   

01- Oct - 2006 02:17:14 %COPY - I - FILECPY: Files Copy -  source URL 

tftp://192.168.16.2/mstp.conf destination URL flash://startup - config  

............01 - Oct - 2006 02:17:27 %COPY - N- TRAP: The copy operation was 

completed successfully  

!  

726 bytes copied in 00:00:13 [hh:mm:ss]  

 

console(config - if)# do reload  

You haven't saved your changes. Are you sure you want to continue ? 

(Y/N)[N] Y  

This command will reset the whole system and disconnect your current 

session. Do you want to continue ? (Y/N)[N] Y  

Shutting down ...  

console# configure   

console(config)# interface vl an  1 

console(config - if)# no ip address   

console(config - if)# ip address  192.168.16.101 /24  

console(config - if)# exit  

console(config)# spanning - tree mst  2 priority  0 

console(config)# end  

˹͚͊ͫͭͪͦ͊͟ selective-qinq 

˨͍͔͙͔ͦ͋͊ͤ͡ SVLAN 

˨͊ͤͤ·͚ ͙͔ͨͪͣͪ ͙ͦͨͫ·͍͔͊ͭΣ ͊͟͟ ͍͒ͦ͋͊͡ΎͭΈ ͔ͣͭͯ͟ SVLAN нл ͦ͟ ͍͔ͫͣ VLAN ͊͘ ͙ͫ͟͡Ό;͔͙͔ͤͣ 
VLAN 27. 

console# configure  

console(config)# vlan database  

console(config - vlan)# vlan 20,27  

console(config - vlan)# ex it  

console(config)# int erface  GigabitEthernet  1/0/24  

console( config - if)# switchport mode trunk   

console(config - if)# switchport trunk allowed vlan add  20,27  

console(config - if)# selective - qinq list ingress add_vlan  27  

console(config - if)# selective - qinq list ingress permit  ingress_vlan 20  

˽͔ͦ͒ͣͤ͊ CVLAN 

ˤ ͔ͫͭΎͻ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻ ͍͒ͦͦ͡Έͤͦ ;͊ͫͭͦ ͍͙ͦͤ͊͘͟Όͭ ͊͒͊͘;͙Σ ͍ͫΎ͊ͤͤ͘·͔ ͫ ͔͚ͨͦ͒ͣͤͦ VLAN ό͙ͤ͊ͨͪπ
͔ͣͪΣ ͒͡Ύ ͍ͦͣͣͯͭ͊ͭͦͪͦ͟ ͍ͯͪͦͤΎ ͒ͦͫͭͯͨ͊ ͫͯ΅͔͍͔ͫͭͯͭ ͙͍ͭͨͦ͊Ύ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ΎΣ ͤͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙͚ͫ͟ ͭͪ͊π
ͺ͙͟Σ Vͦ IP ͙  ͭͪ͊ͺ͙͟ ͒͡Ύ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͔͔ͭͪ͋ͯͭͫΎ ͔͔͍ͨͪ͒͊͊ͭΈ ͍ ͪ͊ͤ͘·ͻ VLAN ͤ ͊ ͙ͪ͊͘͡;ͤ·ͻ ͍͔͙ͤ͊ͨͪ͊ͤ͡ΎͻύΦ 
ˤ Ήͭͦͣ ͫͯ͡;͔͊ ͋·ͦ͡ ͋· ͯ͒ͦ͋ͤͦ ͍ͦͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͫΎ ͺͯͤ͟ͼ͙͔͚ ͔ͨͦ͒ͣͤ· CVLAN ͒͡Ύ ͔͊ͣͤ͘· ͙͙͙͍ͭͨͪͦ͊ͤ͘π
ͤ·ͻ VLAN ͤ͊ VLAN ͒͡Ύ ͔͔͎ͭͪ͋ͯͣͦͦ ͍͔͙ͤ͊ͨͪ͊ͤ͡ΎΦ ˾͙͊ͫͫͣͦͭͪͣ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͦͣͣͯͭ͊ͭͦͪ͊͟Σ ͍ ͦͭͦͪͦͣ͟ 
ͦͫͯ΅͔͍ͫͭ͡Ύ͔ͭͫΎ ͔ͨͦ͒ͣͤ͊ VLAN мллΣ млм ͙ млн ͤ͊ 200, нлм ͙ нлнΥ 

console# configure   

console(config)# vlan database   

console(config - vlan)# vlan  200 - 202  
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console(config - vlan)# exit  

console(config)# interface GigabitEthernet  1/0/24  

console(config - if)# switchport mode trunk   

console(config - if)# switchport trunk al lowed vlan add  200 - 202  

console(config - if)# selective - qinq list ingress override_vlan  200 in-

gress_vlan 100  

console(config - if)# selective - qinq list ingress override_vlan  201 in-

gress_vlan 10 1 

console(config - if)# selective - qinq list ingress override_vlan  202 in-

gr ess_vlan 10 2 

˹͚͊ͫͭͪͦ͊͟ Multicast-TV VLAN. 

̅ͯͤ͟ͼ͙Ύ ζMulticast-TV VLANη ͔͒͊ͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͒͡Ύ ͔͔ͨͪ͒͊;͙ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ 
ͭͪ͊ͺ͙͊͟ ͦ͒ͤͯ VLAN ͍  ͔͙ͫͭ ͔ͦͨͪ͊ͭͦͪ͊ ͙ ͍͒ͦͫͭ͊͡ΎͭΈ Ήͭͦͭ ͭͪ͊ͺ͙͟ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύͣ ͔͒͊͗ ͍ ͭͦͣ ͫͯ͡;͔͊Σ ͔͙ͫ͡ 
͙ͦͤ ͔ͤ Ύ͍͡ΎΌͭͫΎ ;͔͙ͤ͊ͣ͡ Ή͚ͭͦ VLANΦ ˭͊ ͫ;͔ͭ ͺͯͤ͟ͼ͙͙ ζMulticast-TV VLANη ͔ͣͦ͗ͭ ͋·ͭΈ ͫͦͪ͊͟΅͔ͤ͊ 
͎ͤ͊ͪͯ͊͘͟ ͤ͊ ͔ͫͭΈ ͔ͦͨͪ͊ͭͦͪ͊ ͊͘ ͫ;͔ͭ ͍͙ͦͭͫͯͭͫͭΎ ͙͍͙͒ͯ͋ͪͦ͊ͤ͡Ύ ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻΣ ͤ͊ͨ ͙͔ͪͣͪΣ ͙ͨͪ 
͔͍͔͙͙ͨͪ͒ͦͫͭ͊ͤ͡ ͎͙ͯͫͯ͡ IPTV. 

˿ͻ͔ͣ͊ ͙͔͔͙ͨͪͣͤͤΎ ͺͯͤ͟ͼ͙͙ ͔͎͔ͨͪ͒ͨͦ͊͊ͭ͡Σ ;ͭͦ ͨͦͪͭ· ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͪ͊͋ͦͭ͊Όͭ ͍ ͔͙͔ͪ͗ͣ 
ζaccessη ͙͙͡ ζcustomerη ͙ ͙͔ͨͪͤ͊͒͗͊ͭ͡ ͟ ͡Ό͚͋ͦ VLAN ͊͘ ͙ͫ͟͡Ό;͔͙͔ͤͣ multicast-tv VLAN. ˽ͦ͡Έ͍ͦ͊͘π
͔͙ͭ͡ ͙͔ͣΌͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͭͦ͡Έͦ͟ ͨͦͯ͡;͊ͭΈ ͎͔ͣͤͦͦ͊͒ͪͫͤ·͚ ͭͪ͊ͺ͙͟ ͙͘ multicast-tv VLAN ͙ ͔ͤ ͎ͣͦͯͭ ͔ͨπ
͔͍ͪ͒͊͊ͭΈ ͒͊ͤͤ·͔ ͍ Ή͚ͭͦ VLANΦ ˴͔ͪͦͣ ͎ͭͦͦΣ ͍ ͔ͦͣͣͯͭ͊ͭͦͪ͟ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͔ͤ͊ͫͭͪͦͤ ͨͦͪͭ-͙ͫͭͦ;͙ͤ͟ mul-
ticast-ͭͪ͊ͺ͙͊͟Σ ͦͭͦͪ͟·͚ ͒ ͔ͦ͗ͤ͡ ͋·ͭΈ ͯ;͙͊ͫͭͤͦͣ͟ multicast-tv VLAN. 

 
̅ͯ ͤ͟ͼ͙Ύ ζMulticast-ǘǾ ±[!bη ͔ͪ͊͋ͦͭ͊ͭ ͭͦ͡Έͦ͟ ͍͔ͫͦͣͫͭͤͦ ͫ LDat ͍͔͙͚ͪͫ м ͙ нΦ 

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͨͦͪͭ͊ ͍ ͔͙͔ͪ͗ͣ ͪ͊͋ͦͭ· access 

1. ˤ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙Ό ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻ. 

console(config)# bridge multicast filtering  

2. ˹͙͊ͫͭͪͦͭΈ VLAN ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ όVID 100-124), multicast-tv VLAN (VID 1000), VLAN ͍͔͙ͯͨͪ͊ͤ͡Ύ 
(VID 1200). 

console(config)# vlan database  

console(config - vlan)# vlan  100 - 124,1000,1200  

console(config - vlan)# exit  

3. ˹͙͊ͫͭͪͦͭΈ ͨͦͪͭ· ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡Φ 

console(config)# interface ran ge  fa1/0/1 - 24 

console(config - if)# switchport mode access  

console(config - if)# switchport access vlan  100  

console(config - if)# switchport access multicast - tv vlan  1000  

console(config - if)# bridge multicast unregistered filtering  

console(config - if)# exit  

4. ˹͙͊ͫͭͪͦͭΈ uplink-ͨͦͪͭΣ ͔ͪ͊ͪ͘΄͙͍ ͔͔ͨͪ͒͊;ͯ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Σ ͭͪ͊ͺ͙͊͟ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ 
͍͔͙͔ͯͨͪ͊ͤ͡Φ 

console(config )# interface  gi1/0/1  

console(config - if)# switchport mode trunk  

console(config - if)# switchport trunk allowed vlan add  100 - 124, 1000,1200  

console(config - if)# exit  
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5. ˹͙͊ͫͭͪͦͭΈ igmp snooping ͎ ͦ͋͊͡͡Έͤͦ ͙ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ. 

console(config )# ip igmp snooping  

console(config )# ip igmp snooping vlan  1000  

console(config )# ip igmp sno oping vlan  1000 querier  

console(config )# ip igmp snooping vlan  100  

console(config )# ip igmp snooping vlan  101 

console(config )# ip igmp snooping vlan  102 

console(config )# ip igmp snooping vlan  103 

é 

console(config )# ip igmp snooping vlan  124 

6. ˹͙͊ͫͭͪͦͭΈ ͙͔ͤͭͪͺ͔͚ͫ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

console(config )# interface vlan  1200  

console(config - if)# ip address  192.168.33.100 255.255.255.0  

console ( config - if )# exit  

˽͙͔ͪͣͪ ͚͙ͤ͊ͫͭͪͦ͟ ͒͡Ύ ͨͦͪͭ͊ ͍ ͔͙͔ͪ͗ͣ ζcustomerη 

˨͊ͤͤ·͚ ͙ͭͨ ͨͦ͒͟͡Ό;͔͙ͤΎ ͔ͣͦ͗ͭ ͋·ͭΈ ͙ͫͨͦ͡Έ͍ͦ͊ͤ͘ ͒͡Ύ ͎ͭͦͦΣ ;ͭͦ͋· ͔ͨͦͣ;͊ͭΈ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ͙͔ͫ͟ 
IGMP-reportΩ· ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ VLAN (CVLAN) ͦ ͔ͭ͒͡Έͤ·͙ͣ ͍͔ͤ΄͙͙ͤͣ ͔͙ͣͭ͊ͣ͟ όSVLAN).  

1. ˤ͟͡Ό;͙ͭΈ ͺ͙͡Έͭͪ͊ͼ͙Ό ͎͔ͣͤͦͦ͊͒ͪͫͤ·ͻ ͒͊ͤͤ·ͻ. 

console(config)# bridge multicast filtering  

2. ˹͙͊ͫͭͪͦͭΈ VLAN ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ͍͔͙ͯͨͪ͊ͤ͡Ύ 
(VID 1200). 

console(config)# vlan database  

console(config - vlan)# vlan  100 ,1000 - 1001 ,1200  

console(config - vlan)# exit  

3. ˹͙͊ͫͭͪͦͭΈ ͨͦͪͭ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ. 

console(config)# interface   fa1/0/ 1 

console(config - if )# switchport mode customer  

console(config - if )# switchport customer vlan  100  

console(config - if )# switchport customer  multicast - tv vlan add  1000,1001  

console(config - if )# exit  

4. ˹͙͊ͫͭͪͦͭΈ uplink-ͨͦͪͭΣ ͔ͪ͊ͪ͘΄͙͍ ͔͔ͨͪ͒͊;ͯ ͎͔͎ͣͤͦͦ͊͒ͪͫͤͦͦ ͭͪ͊ͺ͙͊͟Σ ͭͪ͊ͺ͙͊͟ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͙ 
͍͔͙͔ͯͨͪ͊ͤ͡. 

console(config)#interface gi1/0/1  

console(config - if)#switchport mode trunk  

console(config - if)#sw itchport trunk allowed vlan  add  100 , 1000 - 1001,1200  

console(config - if)# exit  

5. ˹͙͊ͫͭͪͦͭΈ igmp snooping ͎ͦ͋͊͡͡Έͤͦ ͙ ͤ͊ ͙͔ͤͭͪͺ͔͚ͫ͊ͻ, ͍͙͒ͦ͋͊ͭΈ ͍͙ͨͪ͊͊͡ ͙͍͙ͣ͊ͪͪͦ͟͟ ͨͦ͡Έͦ͘π
͍͔͊ͭ͡Έ͙ͫ͟ͻ IGMP-reportΩͦ .͍ 

console(config )# ip igmp snooping  

console(config )# ip igmp snooping vlan  100  

console(config )# ip igmp snooping map cpe  vlan  5 multicast - tv vlan 1000  

console(config )# ip igmp snooping map cpe  vlan  6 multicast - tv vlan  1001  
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6. ˹͙͊ͫͭͪͦͭΈ ͙͔ͤͭͪͺ͔͚ͫ ͍͔͙ͯͨͪ͊ͤ͡Ύ. 

console(config)# interface vla n 1200  

console(config - if)# ip address  192.168.33.100 255.255.255.0  

console ( config - if )# exit  

˹͚͊ͫͭͪͦ͊͟ ͊ ͍͙ͭͦͪ͊͘ͼ͙͙ IGMP-͍͊ͨͪͦͫͦ͘ ;͔͔ͪ͘ RADIUS 

ˤ ͒͊ͤͤͦͣ ͙͔͔ͨͪͣͪ ͙ͦͨͫ·͍͔͊ͭͫΎ ͨͪͦͼ͔ͫͫ ͚͙ͤ͊ͫͭͪͦ͟ ͍͙͊ͭͦͪ͊͘ͼ͙͙ IGMP-͍͊ͨͪͦͫͦ͘ ;͔͔ͪ͘ Radius-
͔͍͔ͫͪͪΦ IP-͔͊͒ͪͫ ͦͣͣͯͭ͊ͭͦͪ͊͟ τ 10.113.113.2, IP-͔͊͒ͪͫ Radius-͔͍͔ͫͪͪ͊ τ 10.113.113.1, MAC-͔͊͒ͪͫ ͙͟͡π
͔ͤͭ͊ τ 00:1B:21:4F:F8:1FΣ ͙͒͊ͨ͊ͦͤ͘ ͔ͪ͊ͪ͘΄͔ͤͤ·ͻ Multicast-͎ͪͯͨͨ: 233.7.0.0/16Σ ͨͦͪͭ ͙͔ͤͭ͊͟͡ τ 
FastEthernet 1/0/1 

˹͚͙͊ͫͭͪͦ͟ Radius-͔͍͔ͫͪͪ͊ (freeRadius) 

1. ˿͔͙͔ͦ͒ͪ͗ͣͦ ͅ ͚͊͊͡ έ/etc/ freeradius/ŎƭƛŜƴǘǎΦŎƻƴŦέ 

client  10.113.113.0/24 {  

secret = mestest  

nastype = cisco  

shortname = private  

}  

2. ˿͔͙͔ͦ͒ͪ͗ͣͦ ͅ ͚͊͊͡ άκŜǘŎκŦǊŜŜǊŀŘƛǳǎκǳǎŜǊǎέ 

001B214FF81F Cleartext - Password := "001B214FF81F", NAS - PORT == 1, Framed -

IP - Address =~ "233.7.*.*", NAS - IP - Address == "10.113.113. 2"  

˹͚͙͊ͫͭͪͦ͟ ͟ ͦͣͣͯͭ͊ͭͦͪ͊ 

console(config)# bridge multicast filtering  

console(config)# vlan database  

console(config)# vlan  30 

cons ole(config)# exit  

console(config)# ip igmp snooping  

console(config)# ip igmp snooping vlan  30 

console(config)# radius - server host  10.113.113.1 usage igmp - auth key  mestest  

console(config)# interface range fastethernet  1/0/1 - 10 

console(config)# switchport access vlan  30 

console(config)# bridge multicast unregistered filtering  

console(config)# multicast snooping authorization radius  

console(config)# exit  

console(config)# interface gigabitethernet  1/0/4  

console(config)# switchport mode trunk  

console(config)# switchport trunk allowed vlan add  30 

console(config)# exit  

console(config)# interface vlan  1 

console(config)# ip address  10.113.113.2 255.255.255.0  

console(config)# no ip address dhcp  

console ( config )# exit  
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˽˾ˮ˶˻ˬ˩˹ˮ˩ ˣ. ́ˮ˽˻ˤ̍˩ ˿̆˩˸̍ ˽˻˿́˾˻˩˹ˮ̒ ˿˩́˩˯ ˹ˢ ˣˢ˭˩ ˽˾˻́˻π
˴˻˶ˢ EAPS 

1. ͎͙́ͦͨͦͦ͡Ύ ͔ͨͪͦͫͭͦ ζͦ͟͡Έͼͦη  

 

ˤ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭ ͭͦ͡Έͦ͟ ͦ͒ͤͦ ͦ͟͡ΈͼͦΦ ˤ Ήͭͦͣ ͫͯ͡;͔͊ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͔͙ͦͨͪ͒ͭ͡Έ ͒͡Ύ ͔͎ͤͦ ͭͦ͡Έͦ͟ 
EAPS domain. 

2. ͎͙́ͦͨͦͦ͡Ύ ͙ͦ͒ͤ ͔͒ͦͣͤ ͫ ͔ͤͫͦ͟͡Έ͙͙ͣ͟ ζͦ͟͡Έͼ͙͊ͣη  

 

ˤ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭ о ͦ͟͡Έͼ͊ ό͔ͣͦ͗ͭ ͋·ͭΈ н ͙ ͔͔͋ͦ͡ύ ͙ н ͦ͋΅͙ͻ ͯ͊͘͡ ͔ͣ͗͒ͯ ͙͙ͤͣΦ ˤ Ήͭͦͣ ͫͯ͡;͔͊ 
͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͔͙ͦͨͪ͒ͭ͡Έ EAPS-domain ͙ ͍͙ͯͫͭ͊ͤͦͭΈ ͦ͒ͤͦ ͦ͟͡Έͼͦ ͍ ͊͟;͔͍͔ͫͭ ͍͎ͦͫͤͦͤͦͦΣ ͊ ͎͙͔͒ͪͯ ͊͟͟ 
͍͙ͭͦͪ;ͤ·͔Φ  
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3. ͎͙́ͦͨͦͦ͡Ύ ͔ͤͫͦ͟͡Έͦ͟ ͔͍͒ͦͣͤͦ ͫͦ ͔ͫͣ͗ͤ·͙ͣ ζͦ͟͡Έͼ͙͊ͣη 

 
ˤ ͎͙͙ͭͦͨͦͦ͡ ͔͙ͫͭ н ͦ͟͡Έͼ͊ ό͔ͣͦ͗ͭ ͋·ͭΈ ͔͔͋ͦ͡ ͍͒ͯͻύ ͫ ͙ͦ͒ͤͣ ͦ͋΅͙ͣ ͯͦͣ͘͡Φ ˤ Ήͭͦͣ ͫͯ͡;͔͊ 

͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͔͔͙ͦͨͪ͒ͭ͡Έ 9!t{-ŘƻƳŀƛƴ ͒͡Ύ ͎͊͗͒ͦͦ͟ ͦ͟͡Έͼ͊Φ 
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˽˾ˮ˶˻ˬ˩˹ˮ˩ ˤ. ˻ ˽ˮ˿ˢ˹ˮ˩ ˽˾˻̇˩˿˿˻ˤ ˴˻˸˸̂́ˢ́˻˾ˢ 

͙́͊͋͡ͼ͊ τ ˻ ͙͙͔ͨͫ͊ͤ ͨͪͦͼ͔͍ͫͫͦ ͦͣͣͯͭ͊ͭͦͪ͊͟ 

ˮͣΎ 
ͨͪͦπ
ͼ͔ͫͫ͊ 

˻͙͙͔ͨͫ͊ͤ ͨͪͦͼ͔ͫͫ͊ 

3SWF                                        ˽͔͔ͪ͒͊;͊ ͔͍ͨ͊ͭͦ͟ ͔ͣ͗͒ͯ ͍͔ͯͪͦͤͣ н ͙ ͔͔͍ͫͭ·ͣ ͍͔ͯͪͦͤͣ 
3SWQ                                        ˽͎ͪͦͪ͊ͣͣͤ͊Ύ ͦ͋ͪ͊͋ͦͭ͊͟ !/[ ͔͔ͨͪͻ͍͊;͔ͤͤ·ͻ ͔͍ͨ͊ͭͦ͟ 
AAAT                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͙ ͦ͋ͪ͊͋ͦͭ͊͟ ͔͍ͣͭͦ͒ͦ !!! 
AATT                                        ˿͙ͣͯ͡Ύͭͦͪ !!! ͒͡Ύ ͍͔͙ͨͪͦͪ͟ ͔͍ͣͭͦ͒ͦ !!! 
ARPG                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ !wt 
B_RS                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͔͔͎͚ͨͪ͊ͪͯͦ͘͘͟ ͚͍ͯͫͭͪͦͫͭ ͍ ͔͔ͫͭ͟ 
BOXM                                        ˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͔͚͍͙͒ͫͭΎ ͍ ͔͔ͫͭ͟ όͨͦͯ͡;͔͙͔ͤ ͍͔͔͙͚ͫ͒ͤ ͦ ͔͔ͫͭ͟Σ ͙͙ͤ͒͊͟ͼ͙ΎΣ ͔ͦ͋ͣͤ ͫͦͦ͋π

΅͔͙ͤΎ͙ͣΣ ͔ͫͣͤ͊ ǳƴƛǘ ƛŘύ 
BOXS                                        ˻͋ͪ͊͋ͦͭ͊͟ ͦͣ͊ͤ͒͟ ͫͦͫͭͦΎ͙ͤΎ ͔ͫͭ͊͟Υ ͍͔͙͔͒ͦ͋͊ͤ͡ ͔ͣ͊ͫͭͪ͊κ͔͚͍ͫ͊͡Σ ͙ͯ͘;͔͙͔ͤ ͎͙͙ͭͦͨͦͦ͡Σ 

͍͔͙͔ͦ͋ͤͦͤ͡ ͍͔͙͙ͪͫ ˽˻ ͔͚͍ͫ͊͡ 
BRGS                                        Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe inter-

mediate agent 
BRMN                                        .ǊƛŘƎŜ aŀƴŀƎŜƳŜƴǘΥ 9!t{Σ {¢tΣ ͔ͦͨͪ͊ͼ͙͙ ͫ C5. ό͍͔͙͔͒ͦ͋͊ͤ͡Σ ͔͙͔ͯ͒͊ͤ͡ ͙͔͚͊ͨͫ͘ύΣ ͔͙ͪ͊͘͟͡π

͍͙͔ͪͦ͊ͤΣ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ ͍ͨͦͪͭͦκ±[!bΣ D±wtΣ D!wtΣ [[5tΣ LDat ǎƴƻƻǇƛƴƎΣ Lt ƳǳƭǘƛŎŀǎǘΣ 
OAM 

BSNC                                        ˢ͍ͭͦͣ͊ͭ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ ͔ͣ͊ͫͭͪ͊ ͙ ͔͚͍ͫ͊͡ ͍ ͔͔ͫͭ͟ 
BTPC                                        ˴͙͔ͤͭ͡ .hh¢t 
CDB                                         ˴͙͍͙͔ͦͨͪͦ͊ͤ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·ͻ ͺ͚͍͊ͦ͡ 
CFM                                         ˾͔͙͊͊͘͡ͼ͙Ύ 9ǘƘŜǊƴŜǘ /Ca 
CNLD                                        ˭͎͊ͪͯ͊͘͟κ͍·͎ͪͯ͊͘͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 
COPY                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͙͍͙͔ͦͨͪͦ͊ͤͣ͟ ͺ͚͍͊ͦ͡ 
D_LM Link Manager τ ͨ ͦͭͦ͟Σ ͦͭͦͪ͟·͚ ͔͙ͫ͒ͭ͡ ͊͘ ͫͦͫͭͦΎ͙͔ͤ ͔ͫͭ͟-͙͍ͤͦ͟͡ 

D-SP Stacking Protocol 

DACT                                                     5ƛŀŎƴƻǎǘƛŎ !/¢ƛǾŜ ǘŜǎǘǎΦ ˽ͦͭͦ͟Σ ͍  ͦͭͦͪͦͣ͟ ͍·ͨͦͤ͡ΎΌͭͫΎ ±/¢-͔ͭͫͭ·Φ 
DDFG                                        ˾͊͋ͦͭ͊ ͫ ͺ͚͍͚͊ͦͦ͡ ͙͔͚ͫͫͭͣͦ 
DHCP                                        ˿͔͍͔ͪͪ ͙  Relay Agent DHCP 
DMNG Dinstant Manager τ ͨ ͦͯ͡;͔͙͔ͤ ͙ͤͺͦͪͣ͊ͼ͙͙ ͫ ͔ͯ͒͊ͤͤ͡·ͻ Ό͙͍ͤͭͦ ό͍͔͙ͪͫΎ ˽˻Σ ǳǇǘƛƳŜΣ 

͍ͯͫͭ͊ͤͦ͊͟ ͙͍͎͊ͭͤͦͦ͟ ͦ͋ͪ͊͊͘ ˽˻ύ 

DNSC                                        ˴͙͔ͤͭ͡ 5b{ 
DSND                                        Data Set Delays Report 
DSPT Dispatcher τ ͦ ͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͦͭ ͔ͯ͒͊ͤͤ͡·ͻ Ό͙͍ͤͭͦ ͦ͋ ͙͔͔͙͙ͣͤͤ͘ ͫͦͫͭͦΎ͙ͤΎ ͍͔͙ͤͭπ

͡Ύ͍ͭͦͪͦΣ ͙ͫͭͦ;͙͍ͤͦ͟ ͙͙ͨͭ͊ͤΎΣ ͔ͭͪͣͦ͒͊ͭ;͙͍ͦ͟Σ {Ct-͙͍͔͍ͭͪ͊ͤͫͪͦΦ ˽ͦͯ͡;͔͙͔ͤ ͫͦͦ͋΅͔͙͚ͤ 
ͦͭ ͔ͯ͒͊ͤͤ͡·ͻ Ό͙͍ͤͭͦ ͦ͋ ͙ͻ ͍͔͙͙ͪͫ ˽˻Σ ͔͙͚ͫͪͤͦͣ ͔͔ͤͦͣͪΣ a5р ͔ͫͯͣͣ ˽˻Φ 

DSYN Stack application 

DTSA Stack application 

ESTC                                        ˶͎͙͍͙͔ͦͪͦ͊ͤ ͫͦ͋·͙͚ͭ ͦ ͔͍ͨͪ·΄͔͙͙ͤ ͎͍ͨͦͪͦͦ ͭͪ͊ͺ͙͊͟ ͤ͊ /t¦ όŎǇǳ ƛƴǇǳǘ-rate detailed) 

EVAU                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ !ŘŘǊŜǎǎ ¦ǇŘŀǘŜΣ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈΣ ͔͔ͨͪ͒͊;͊ ͍·΄͔ 
EVLC                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͦ ͔͔ͫͣͤ ͫͦͫͭͦΎ͙ͤΎ ͨͦͪͭ͊Σ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈΣ ͔͔ͨͪ͒͊;͊ ͍·΄͔ 
EVRX                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͙͖ͨͪͣ͊ ͔ͨ͊ͭ͊͟ ͙͘ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ /t¦Σ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈΣ ͔͔ͨͪ͒͊;͊ ͨ͊π

͔ͭ͊͟ ͤ͊ ͍͔ͯͪͦͤΈ н 
EVTX                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͦͦͤ͟;͙͊ͤΎ ͍͙ͦͭͨͪ͊͟ ͔ͨ͊ͭ͊͟ ͙͘ /t¦ ͍ ͦͣͣͯͭ͊ͭͦͪ͟Σ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈ 
exRX                                        ˻͋ͪ͊͋ͦͭ͊͟ ͍·ͻͦ͒͊ ͔͍ͨ͊ͭͦ͟ ͫ ͙͔͎ͤ͗ͤͦ ͍ͯͪͦͤΎ н 
FFTT                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͙ͭ͊͋͡ͼ͔͚ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙ ͙ ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ͔͍ͨ͊ͭͦ͟ 
FLNK                                        ̅ͯͤ͟ͼ͙Ύ CƭŜȄ[ƛƴƪ 
FTPD                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ C¢t 
FTPM                                        ͍͔͙͔̂ͨͪ͊ͤ͡ C¢t-͔͍͔ͫͪͪͦͣ όͦ͋ͪ͊͋ͦͭ͊͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙ͦͤͤ·ͻ ͍͊ͨͪͦͫͦ͘ ͙͘ /[Lκ{batύ 
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GOAH                                        ˾͔͙͊͊͘͡ͼ͙Ύ ǿŜō-͔͍͔ͫͪͪ͊ Dƻ!ƘŜŀŘ 
GRN_                                        ˾͔͙͊͊͘͡ͼ͙Ύ DǊŜŜƴ 9ǘƘŜǊƴŜǘ 
HCLT                                        ˽ͦͯ͡;͔͙͔ͤ ͙ ͦ͋ͪ͊͋ͦͭ͊͟ ͦͣ͊ͤ͒͟ ͚͙ͤ͊ͫͭͪͦ͟ ͚͍ͯͫͭͪͦͫͭ͊ ͙͔͎ͤ͗ͤͦ ͍ͯͪͦͤΎ 
HDEB                                        ˿͋ͦͪ ͙͙͙ͫͭ͊ͭͫͭ͟ ͪ͊͋ͦͭ· ͊͒͊͘; ͙͔ͫͫͭͣ· 
HLTX                                        ˻͍ͭͨͪ͊͊͟ ͔͍ͨ͊ͭͦ͟ ͙͘ /t¦ ͍ ͦͣͣͯͭ͊ͭͦͪ͟ 
HOST                                        ˻͍͚ͫͤͦͤͦ Ƙƻǎǘ-ͨͦͭͦ͟Σ ͻ͚ͦͦͫͭͦ͡ ͻͦ͒ 
HSCS Stack Config τ ͤ ͚͊ͫͭͪͦ͊͟ ͺͯͤ͟ͼ͙͚ ͍͙ͫ;͊ ͤ͊ ͔ͯ͒͊ͤͤͦͣ͡ Ό͙͔ͤͭ 

HSES   Stack Events ς ͦ ͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ƭƛƴƪ ŎƘŀƴƎŜŘΣ ŀŘŘǊŜǎǎ ǳǇŘŀǘŜ ͫ ͔ͯ͒͊ͤͤ͡·ͻ Ό͙͍ͤͭͦ ͤ͊ 
͔͔ͣ͊ͫͭͪ 

ICMP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ L/at 
IDLE     ˣ͔͔͚͍͙͔͒ͫͭ͘ ͙͔ͫͫͭͣ· 
IGMP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ LDat όͻ͍͚ͦͫͭͦͦ ;͙͊ͫͭύ 
IOD                                         IO Debug task  
IOTG                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͔͙͙ͭͪͣͤ͊͊ͣ͡ ͍͍ͦ͒͊-͍·͍ͦ͒͊ 
IOTM                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͔͙͙ͭͪͣͤ͊͊ͣ͡ ͍͍ͦ͒͊-͍·͍ͦ͒͊ 
IOUR                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͔͙͙ͭͪͣͤ͊͊ͣ͡ ͍͍ͦ͒͊-͍·͍ͦ͒͊ 
IP6C                                                     ˿;͖ͭ;͙͙͟ ƛǇǾп ͙ ƛǇǾс 
IP6M                                        ˸͊ͪ΄͙ͪͯͭ͊͘ͼ͙Ύ ƛǇǾп ͙ ƛǇǾс 
IPAT                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͚͋͊ͦ͘ ͒͊ͤͤ·ͻ ƛǇ-͔͍͊͒ͪͫͦ 
IPG                                         ˻͋ͪ͊͋ͦͭ͊͟ ͔͔ͨͪͻ͍͊;͔ͤͤ·ͻ ͺ͎͔͙͍ͪ͊ͣͤͭͪͦ͊ͤͤ·ͻ Lt-͔͍ͨ͊ͭͦ͟ 
IPRD                                        ˤ͎͔ͫͨͦͣͦ͊ͭ͡Έͤ͊Ύ ͊͒͊͘;͊ ͒͡Ύ !wtΣ wLtΣ h{tC 
IPSL                                        ˾͔͙͊͊͘͡ͼ͙Ύ Lt {[! 

KEYM                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͟͡Ό;͙͊ͣ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͙ 
L2HU                                        ˽͔͔ͪ͒͊;͊ ͔͍ͨ͊ͭͦ͟ ͤ͊ ͍͔ͯͪͦͤΈ о 
L2PS                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͔ͫͣͤ· ͫͦͫͭͦΎ͙ͤΎκ͔ͤ͊ͫͭͪͦ͟ ͙͔ͤͭͪͺ͔͚͍ͫͦ ͙ ͔͔ͨͪ͒͊;͊ ͫͦͦ͋΅͔͙͚ͤ ͊͘π

͔͎͙͙͍ͪͫͭͪͪͦ͊ͤͤ·ͣ ͫͯ͗͋͊ͣ͡ 
L2SC                                        ˶͎͙͍͙͔ͦͪͦ͊ͤ ǎǘƻǊƳ-control 

L2UT                                        ͙͙̂ͭ͊͘͡ͼ͙Ύ ͨ ͍ͦͪͭͦ (show interfaces utilization) 

LACP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ [!/t όL999 улнΦм!·ύ 
LBDR                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͺͯͤ͟ͼ͙͙ [ƻƻǇōŀŎƪ 5ŜǘŜŎǘƛƻƴ 
MACT                                                     ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙ͭΎ ͦ͋ ͦͦͤ͟;͙͙͊ͤ ͔͚͍͙͒ͫͭΎ ͍ C5. όŀƎŜƛƴƎ a!/-͔͍͊͒ͪͫͦύ 
MLDP Link Layer Reliable Datagram Protocol, stack transport 

MRDP Reliable Datagram Protocol, stack transport 

MROR                                        ˾͔͔͍͙͍͙͔ͪͪͦ͊ͤ͘ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͎ͦͤͤͦͦ ͺ͚͊͊͡ ͍ Ή͔͎͔͍͙͙͚ͤͪͦͤ͊ͫͣͦ͘ ͨ͊ͣΎ͙ͭ 
MSCm                                        ˸͔͔͔ͤ͒͗ͪ ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͔͙ͭͪͣͤ͊͡Έͤ·͙ͣ ͔͙ͫͫͫΎ͙ͣ 
NSCT                                        ˹͚͊ͫͭͪͦ͊͟ ͎͙ͦͪ͊ͤ;͔͙ͤΎ ͙ͫͦͪͦͫͭ͟ ͔͔ͨͪͻ͍͊ͭ͊ ͔͍ͨ͊ͭͦ͟ ͤ͊ /t¦Σ ͍͔͔͙͔͒ͤ ͙͙͙ͫͭ͊ͭͫͭ͟ ͨͦ ͔͔ͨͪπ

ͻ͍͊;͔ͤͤ·ͣ ͔ͨ͊ͭ͊ͣ͟ 
NTPL                                        ˽͔͙͙ͪͦ͒;͔ͫ͊͟Ύ ͎͔͔ͤͪ͊ͼ͙Ύ ͙͎ͫͤ͊͊͡ ͒͡Ύ ͦͨͪͦͫ͊ ͙ͭ͊͋͡ͼ a!/Σ ±[!bΣ ͍ͨͦͪͭͦΣ ͣͯ͡Έ͙ͭ͊ͫͭ͊͟Σ 

ͣ͊ͪ΄͙ͪͯͭ͊͘ͼ͙͙Σ ͙͙͙ͨͪͦͪͭ͊͘ͼ͙͙ 
NTST                                        ˨͍͔͙͔ͦ͋͊ͤ͡ ͙ ͔͙͔ͯ͒͊ͤ͡ Ό͙͍ͤͭͦ ͍ ͔͔ͫͭ͟Σ ͫ͋ͪͦͫ ͤ͊ ͔͒ͺͦͭ͡ ͫͦͫͭͦΎ͙ͤΎ Ό͙ͤͭ͊Σ ͤ͊ ͔͔͍ͫͭͦͣ 

͍͔ͯͪͦͤ 
OAM                                         ˾͔͙͊͊͘͡ͼ͙Ύ 9ǘƘŜǊƴŜǘ h!a 
OUIs                                        ˻͋ͪ͊͋ͦͭ͊͟ ͦͣ͊ͤ͒͟· ͤ͊ ͍͍͔͙͔ͦͫͫͭ͊ͤͦͤ͡ h¦L ͒͡Ύ ±ƻƛŎŜ ±[!b 
PLCR                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͔ͫͣͤ· ͫͦͫͭͦΎ͙ͤΎ ͍ͨͦͪͭͦ ͚͍ͯͫͭͪͦͫͭ ͔ͫͭ͊͟ 
PLCT                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͔ͫͣͤ· ͫͦͫͭͦΎ͙ͤΎ ͍ͨͦͪͭͦ 
PNGA                                        ˾͔͙͊͊͘͡ͼ͙Ύ ǇƛƴƎ 
POLI                                        Policy Management 
PTPT                                        Precise Time Protocol 
ROOT                                        ˾͙͔ͦ͒ͭ͡Έ͙͚ͫ͟ ͭ͊ͫ͟ ͒͡Ύ ͍͔ͫͻ ͊͒͊͘; 
RPTS                                        Routing protocol 
SCPT                                        ˢ͍͍͔͙͔ͭͦͦ͋ͤͦͤ͡ ͙ ͍͊ͭͦͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤ 
SEAU                                        ˽ͦͯ͡;͔͙͔ͤ ͫͦ͋·͙͚ͭ !ŘŘǊŜǎǎ ¦ǇŘŀǘŜΣ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈ 
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SELC                                        ˽ͦͯ͡;͔͙͔ͤ ͫͦ͋·͙͚ͭ ͦ ͔͔ͫͣͤ ͫͦͫͭͦΎ͙ͤΎ ͨͦͪͭ͊Σ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈ 
SERX                                        ˽ͦͯ͡;͔͙͔ͤ ͫͦ͋·͙͚ͭ ͙͖ͨͪͣ͊ ͔ͨ͊ͭ͊͟ ͙͘ ͦͣͣͯͭ͊ͭͦͪ͊͟ ͍ /t¦Σ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈ 
SETX                                        ˽ͦͯ͡;͔͙͔ͤ ͫͦ͋·͙͚ͭ ͦͦͤ͟;͙͊ͤΎ ͍͙ͦͭͨͪ͊͟ ͔ͨ͊ͭ͊͟ ͙͘ /t¦ ͍ ͦͣͣͯͭ͊ͭͦͪ͟Σ ͙͙͚ͤ͗ͤ ͍͔ͯͪͦͤΈ 
SFMG                                        sFlow Manager τ ͦ ͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ ͙͔͔͙ͣͤͤ͘Ύ Lt ͔͊͒ͪͫ͊Σ /[Lκ{bat ͍͊ͨͪͦͫͦ͘Σ ͚͔͍ͭ͊ͣͪͦ 
SFSM                                        sFlow Sampler 
SFTR                                        ˽ͪͦͭͦͦ͟͡ {Ŧƭƻǿ 
SNMP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ {bat 
SNPR                                        ˭͊͒͊;͊Σ ͦͭͦͪ͊͟Ύ ͙͍͔ͪ͊͋͊ͭ͘ ͋ͦ͡Έ΄͙͔ {bat ͊ͨͪͦͫ͘· ͤ͊ ͔͔͋ͦ͡ ͔͙͔ͣ͟͡ ό͙͔ͨͪͦͫͪͯͭ͟ύ 
SNTP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ {b¢t 
SOCK                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͚ͪ͊͋ͦͭͦ ͔͍ͫͦͭͦ͟ 
SQIN                                        ˹͚͊ͫͭͪͦ͊͟ ǎŜƭŜŎǘƛǾŜ ǉƛƴǉ 
SS2M    Slave To Master τ ͨ ͔͔ͪ͒͊;͊ ͫͦͦ͋΅͔͙͚ͤ ͫͦ ͔͚͍ͫ͊͡ ͤ͊ ͔ͣ͊ͫͭͪ 

SSHP                                        ˿͔͍͔ͪͪ ǎǎƘ - ͤ ͚͊ͫͭͪͦ͊͟Σ ͦ͋ͪ͊͋ͦͭ͊͟ ͦͣ͊ͤ͒͟Σ ͚͔ͭ͊ͣͪ 
SSHU                                        ˿͔͍͔ͪͪ ǎǎƘ - ͨ ͪͦͭͦͦ͟͡ 
SSLP                                        ˾͔͙͊͊͘͡ͼ͙Ύ {{[ 
SSTC                                        ˶͎͙͍͙͔ͦͪͦ͊ͤ ͫͦ͋·͙͚ͭ ͦ ͔͍ͨͪ·΄͔͙͙ͤ ͎͍ͨͦͪͦͦ ͭͪ͊ͺ͙͊͟ ͤ͊ /t¦ όŎǇǳ ƛƴǇǳǘ-rate detailed) 
STSA                            CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ /ha-ͨͦͪͭ 
STSB                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
STSC                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
STSD                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[AN 
STSE                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
STSF                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
STSG                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
STSH                                        CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
STSI                                CLI-͔͙ͫͫͫΎ ;͔͔ͪ͘ ±[!b 
SW2M                                        ˻͋ͪ͊͋ͦͭ͊͟ ͫͦ͋·͙͚ͭ !ŘǊŜǎǎ ǳǇŘŀǘŜ ͦͭ C5.Σ ͙͍͋ͦͪͦ͊͟͟͡ ͨͦͪͭ͊ ͙ͨͪ ͍͙͍͔͙͙ͦͤͤͦͤ͘͟ ͦ΄͙͋ͦ͟ 

ͤ͊ ͨͦͪͭͯ 
SWTR                                        ˾͔͊ͪ͘΄͔͙͔ͤ ͨͪͦͻ͔͙ͦ͗͒ͤΎ ͭͪ͊ͺͺ͙͊͟ ;͔͔ͪ͘ ͊ͫ͊͒ͤ͟͟·͔ ͙͔ͤͭͪͺ͔͚ͫ· 
SYLG                                        ˤ·͍ͦ͒ ͫͦͦ͋΅͔͙͚ͤ ͍ ǎȅǎƭƻƎ 
TBI_                                        ͙́͊͋͡ͼ͊ ͍͔͔ͪͣͤͤ·ͻ ͔͍ͨͪͦͣ͗ͯͭͦ͟ ͒͡Ύ !/[ 
TCPP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ ¢/t 
TFTP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ ¢C¢t 
TMNG                                                     ͍͔͙͔̂ͨͪ͊ͤ͡ ͙͙͔͙ͨͪͦͪͭͭ͊ͣ ͊͒͊͘; 
TMON Monitor Task τ ͦ ͔͙͍͔ͭͫ͗͊ͭ͡ ͫͦͫͭͦΎ͙͔ͤ ͊ͦ͘͟͡Έͼ͍͙ͦ͟ ͋ͯͺ͔͍ͪͦ ͙Σ ͍ ͫͯ͡;͔͊ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎΣ 

͔͔͎͔ͨͪ͊ͪͯ͗͊ͭ͘ Ό͙ͤͭ ό͎͎͒ͪͯͦͦ ͫͨͦͫͦ͋͊ ͔ͪ΄͔͙ͤΎ ͔ͨͪͦ͋ͣ͡· ͚͔ͤ͊͒ͤͦ ͔ͤ ͋·ͦ͡ύ 

TNSL                                        ˴͙͔ͤͭ͡ ǘŜƭƴŜǘ 
TNSR                                        ˿͔͍͔ͪͪ ǘŜƭƴŜǘ 
TRCE                                        ˾͔͙͊͊͘͡ͼ͙Ύ ǘǊŀŎŜ ǊƻǳǘŜ 
TRIG                                        ˭͊ͨͯͫ͟ ͔͚͍͙͒ͫͭΎ ͍ C5. όŀƎŜƛƴƎ a!/-͔͍͊͒ͪͫͦύ 
TRMT                                        ͍͔͙͔̂ͨͪ͊ͤ͡ Ό͙͙ͤͭ͊ͣ ͍ ͔͔ͫͭ͟ ͫ ͔͚ͨͦ͒͒ͪ͗ͦ͟ ͭͪ͊ͤ͊͘͟ͼ͙͚ 
TRNS File Transfer τ ͟ ͙͍͙͔ͦͨͪͦ͊ͤ ͺ͚͍͊ͦ͡ ͔ͣ͗͒ͯ Ό͙͙ͤͭ͊ͣ ͔ͫͭ͊͟ ό˽˻ύ 

TUNT                                                     ˾͔͙͊͊͘͡ͼ͙Ύ ͔͔͚ͭͯͤͤ͡Υ ͦͤ͟ͺ͙͎͙͍͙͔ͯͪͪͦ͊ͤΣ ͦ͋ͪ͊͋ͦͭ͊͟ ͔͍ͨ͊ͭͦ͟ 
UDPR                                        UDP relay 
VRRP                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ ±wwt 

WBSR                                        ͍͔͙͔̂ͨͪ͊ͤ͡ ͙ ͚͔ͭ͊ͣͪ· ǿŜō-͔͍͔ͫͪͪ͊ 
WDHI                                        ˹͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ όͪ͊ͤΈ΄͔ ͋·͊͡ ͍ͫΎ͊ͤ͊͘ ͫ ǿŀǘŎƘŘƻƎ ͚͔ͭ͊ͣͪͦͣύΦ 
WDLO                                        ˿͋ͪͦͫ ǿŀǘŎƘŘƻƎ ͚͔ͭ͊ͣͪ͊Φ ˽͙ͪ ͫͪ͊͋͊ͭ·͍͙͙͊ͤ ͚͔ͭ͊ͣͪ͊ όΉͭͦ ͙ͨͪͦͫͻ͙ͦ͒ͭ ͙ͨͪ ͍͙͙͙͊ͫ͊ͤ͘ύ 

ͦͣͣͯͭ͊ͭͦͪ͟ ͔͔͎͔ͨͪ͊ͪͯ͗͊ͭͫ͘ΎΦ 
XMOD                                        ˾͔͙͊͊͘͡ͼ͙Ύ ͨͪͦͭͦͦ͊͟͡ ·-modem 
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́˩̆˹ˮ̉˩˿˴ˢ̒ ˽˻˨˨˩˾ˬ˴ˢ 
 

˨͡Ύ ͨͦ ͯ͡;͔͙ͤΎ ͔ͭͻ͙ͤ;͔͚ͫͦ͟ ͦͤͫͯ͟͡Έͭ͊ͼ͙͙ ͨͦ ͍ͦͨͪͦͫ͊ͣ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ 
˻˻ ˻ζ˽͔͙ͪ͒ͨͪΎ͙͔ͭ ζ̏˶́˩˴˿η ˤ· ͔͔ͣͦ͗ͭ ͙ͦ͋ͪ͊ͭͭΈͫΎ ͍ ˿͔͍͙ͪͫͤ·͚ ͼ͔ͤͭͪ ͙͙ͦͣͨ͊ͤ͟Υ 

̅ͦͪͣ͊ ͚ͦ͋ͪ͊ͭͤͦ ͍ͫΎ͙͘ ͤ͊ ͚͔ͫ͊ͭ: https://eltex -co.ru/support/  
Servicedesk: https://servicedesk.eltex-co.ru 

˹͊ ͦͺ͙ͼ͙͊͡Έͤͦͣ ͚͔ͫ͊ͭ ͙͙ͦͣͨ͊ͤ͟ ˤ· ͔͔ͣͦ͗ͭ ͚͙ͤ͊ͭ ͔ͭͻ͙ͤ;͔ͫͯ͟Ό ͔͒ͦͯͣͤͭ͊͟ͼ͙Ό ͙ ͎͔ͨͪͦͪ͊ͣͣͤͦ 
͔͔ͦ͋ͫͨ;͔͙͔ͤ ͒͡Ύ ͨͪͦ͒ͯ͟ͼ͙͙ ˻˻˻ ζ˽͔͙ͪ͒ͨͪΎ͙͔ͭ ζ̏˶́˩˴˿ηΣ ͙ͦ͋ͪ͊ͭͭΈͫΎ ͟ ͔͋͊͘ ͙͚ͤ͊ͤ͘Σ ͍͙ͦͫͭ͊ͭΈ 
͙͔͙͍ͤͭͪ͊ͭͤͯ͟Ό ͊͘Ύ͍ͯ͟ ͙͙͡ ͨͪͦͦͤͫͯ͟͡Έ͙͍ͭͪͦ͊ͭΈͫΎ ͯ ͙͔͔͍ͤ͗ͤͪͦ ˿͔͍͙͎ͪͫͤͦͦ ͼ͔ͤͭͪ͊ ͤ͊ ͔ͭͻ͙ͤ;͔ͫͦͣ͟ 
ͺ͔ͦͪͯͣΦ 

˻ͺ͙ͼ͙͊͡Έͤ·͚ ͚ͫ͊ͭ ͙͙ͦͣͨ͊ͤ͟Υ https://eltex -co.ru/ 
͔́ͻ͙ͤ;͔͙͚ͫ͟ ͺͦͪͯͣΥ https://eltex -co.ru/forum  
ˣ͊͊͘ ͙͚ͤ͊ͤ͘Υ https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base 
͔̇ͤͭͪ ͎͊ͪͯͦ͘͘͟: https://eltex -co.ru/support/downloads 
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