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Bepcua 1.40.4

* MOHUTOPVIHT 1 ynpaB/eHME:
+ CLI
+ [JopaboTkn 1 yny4leHus:

+ PeanunsoBaHa BO3MOXHOCTb thunsTpauum koHdurypauum IPsec npy BbIBOAE KOMaHS
"show running-config" n "show candidate-config"

+ PeanunsoBaHa BO3MOXHOCTb thunstpauum koHdurypauum IPS npu BeiBoge
komaHz "show running-config" 1 "show candidate-config"

+ PeannsoBaHa BO3MOXHOCTb chunsTpaummn koHdurypauum licence npy BbIBOAE KOMaHS
"show running-config" n "show candidate-config"

+ PeannsoBaHa BO3MOXHOCTb OTAE/bHOrO0 NPOCMOTPA BXOAALLET0 N UCXOASALLEr0
Tpaduka komaHzon "monitor”

+ PeanusoaHa komaHga "show system power-supply” ans npocmoTtpa nogpo6Hoi
NHpopMaLmm o 6/10Kkax NUTaHns

+ CKOppeKTUpoBaHbl COOOLLIEHNS MO/Ib30BaTEs0 NPU OLWKOKe KONMPOBaHWS

+ CKOppeKTUpoBaHbl NoAckasku Ans komaHgpl "unmount storage-devices”

+ CKOppeKTUpoBaHbl NoAckasku Ans komaHp, "clear storage-devices”

+ CKOppeKTMpOBaHbl NoAckaskn ans komaHpg, "verify storage-devices"

* YnydweHa untaemocTb noros npouecca "if-mgr-ng"

* PelueHne akcnyatauroHHbIX Npo6aem:

* PelwweHa npobnema HEKOPPEKTHOIO OTOOpaxeHns koHdurypaumm pasgena PBX.
Mocne yganeHns ogHoro ruleset nepectaBasin 0To6paxarbcs Npasuia
cywectytoulero ruleset.

* PelueHa npo6riema HEKOPPEKTHOrO 0TOGPaXEHMS NPaBWJ/T NMPU BbIBOAE KOMaHAbI
"show ip route-map"

* He oTtobpaxanuncb kntoun ge/le/eq, ecnu nx ykasatb Ans "match ip address
object-group <OBJECT-GROUP-NAME>"

+ MapameTpbl Knaccudunkaumm, 3agaHHble kak "match ip address <PREFIX>",
oTobpaxanuch B pasgene "Actions:" Bmecto "Match pattern:”

* Mpwu HacTpolike knaccudunkaumm "match ip address 0.0.0.0/0" oHa He
oTobpaxasnachb Hu B "Match pattern:”, Hu B "Actions:"

+ PeweHa npo6nema KoHthurypaymmn nepecekarowmxca noptos B "object-group
service". He nponcxoanno npMMeHeHne n3MeHeHnin KoHdurypaumm, ecnv B "object-
group service" 6b111 NponncaHbl OTAeNbHbIE "port-range”, cogepXxalume ognH 1 ToT
Xe HoMep noprta

+ PeweHa npo6nema nepeceyenus IP-agpeca c npedmkcom B "object-group network".
He npovcxoanno npMMeHeHne naMeHeHunin KoHgurypaumm, ecnm B "object-group
network" 66111 nponncaHbl otaensHole "ip address-range”" n/unu "ip prefix",
copepxatine ogmH n 1ot xe IP-agpec

+ SSH:
* PelueHne akcnyatauoHHbIX Npo6aem:

* PelwweHa npobnema HEBO3MOXHOCTY nogkntodeHnsa no SSH n3 CLI ESR 6e3 ykazaHus
"source-address"

* TFTP:
+ [opaboTkn 1 yny4leHus:

+ PeaniM3oBaHa BO3MOXHOCTb KOH(DUIyprpoBaHus "source-ip" 4715 KONMPOBaHUA No
TFTP

+ SNMP:
+ [opaboTkn 1 yny4leHus:

+ PeanusoBaHa nogaepxka OID "ELTEX-GENERIC-
MIB::eltexNATSessionTotalCounter", no3sonstoiiero orcnexmsarb konimyectso NAT-
ceccuii ¢ ucnonb3oBaHnem npotokosia SNMP
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+ PeanusoBaHa nogaepxka OID "ELTEX-GENERIC-MIB::eltexEnvMemoryAvailable",
NO3BO/AOLLEr0 OTC/IEXMBATL AOCTYMHYH NaMATb C UCNO/Ib30BaHNEM NPOTOKONa
SNMP

+ PeanusoBaHa nogaepxka OID "ELTEX-GENERIC-
MIB::eltexSystemLastReloadReason", 103B0/1A10LLEr0 NOMYYNTb NPUYMHY NOCEAHEN
nepesarpysku ycTpoincraa

+ PeanusoBaHa nogaepxka "ELTEX-ESR-DHCP-MIB.mib", no3BonstoLiero otcnexmsarb
cyeTunkm DHCP Relay ¢ ncnons3osaHvvem npotokona SNMP

+ PeanunsoBaHa nogaepxka SNMP-Tabnuy, ¢ nidpopmauueli o knactepe Ha ESR B MIB
"ELTEX-ESR-CLUSTER-MIB.mib". Peanv3oBaHHble Tabnuubl:

+ "show cluster status”

+ "show cluster sync status”

+ "show cluster sync configuration"
+ "show cluster-unit-licence"

+ PeanmsoBaHa wmdgposaHme SNMP-community npu BbiBoge komaHz "show running-
config" n "show candidate-config"

+ PeanM3oBaHO coxpaHeHune cueTyrka "snmpEngineBoots" npu nepesarpyske
ycTpoiicTsa. Nocne o6HoBNEHMSA € 6on1ee paHHUX Bepcuii fo Bepcun 1.40 n 6onee
No34HWX, BO3HVKHET nepepbiB onpocos no SNMPv3. [1n11 BocCTaHOB/EHNSA
HeobxoammMo nepesanyctntb SNMP cepBuC Ha ycTpoiicTee

+ PelueHune akcnayataumoHHbIX Npobnem:

+ PelweHa npobnema otcytcTBust 3HadeHuin OID "IF-MIB::ifType" ans sub-uHtepdeiicos
npu Hasmunm PPPoE-TyHHens. MNMocne koHduryprposaHua n aktmeauum PPPoOE-
TYHHens, nepectaBasiv otaasatscs 3HadeHns OID "IF-MIB::ifType" gns
CKOHOUTYpMpoBaHHbIX sub-nHTepdeiicos

+ PeweHa npobriema HEKOPPEKTHOro onpoca Tabnul, CHeTYMKOB MHTepdeincos n nx IP-
agpecos (“iplfStatsTable", "ipAddressPrefixTable") B cnyuasx, korga Ha
onpaluvMBaeMoM YCTPOICTBe HacTpoeH PPP-cepBep € akTUBHbLIMW K/TMEHTCKUMU
ceccuamm

+ PeweHa npo6nema otcytcteuss SNMP-Trap npu ykasaHum loopback-uHtepdoeiica B
kayecTBe source-address 19 snmp-server host

+ PelweHa npobnema ¢ HekoppeKTHbIM 3HaYeHnem OID cTtaTyca eanHCTKeHHoro Bl
(.1.3.6.1.4.1.89.53.15.1.2.0) Ha ESR-30. OTgaBasnock 3HayeHue "5 — Not Present”

+ Syslog:
+ [opaboTkn 1 yny4leHus:

+ PeanunsoBaHa BO3MOXHOCTL Bbl6opa Tuna 3HadeHnsa B none HOSTNAME B norax
Syslog, oTnpaBnsembix Ha yaa/leHHbIn XOCT

+ PeasiM3oBaHa BO3MOXHOCTb OTK/Ito4eHus otnpasku nons "STRUCTURED-DATA"

+ Peanu3soBaH BbIBOg IP-agpeca B norax npu nogkaoyeHnn nonb3osatens no telnet
nnn SSH

+ PelueHune akcnayataumoHHbIX Npobnem:

+ PewweHa npobnema oTo6paXeHns 10roB Npu KOHPUIyprMpoBaHUM CTPOKOBbIX
napameTpoB Npuv BK/IOYEHHOI onumn "syslog cli-commands”. Mpu akTuBMpoBaHHO
HacTpoiike "syslog cli-commands", npn BBOAE KOMaHAbI, COAePXaLLeil CTPOKOBbIV
aprymeHT, B syslog-coo6LeHnn CTPOKOBLIM apryMeHT 3aMeHsinica 10-puydHbIM
3HaYeHVeMm

+ PeweHa npo6niema yTeukn namsitv npyv Haamumm ckoHgourypmposaHHoro "syslog host"

+ PelweHa npo6nema ¢ NnpocmMoTpom for-haiina, 3annMcaHHoro Ha CbeMHOM HocuTene
(USB/MMC)

< ZTP
+ [opaboTkn 1 yny4leHus:

+ Peasi3oBaHa BO3MOXHOCTb 6€3yC/I0BHOM0 NpUMEHEHUs KOHUIypaLMmn C BHELLHErO

HOCUTEeNs Npu 3anycke ycTpoincTea
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+ JopaboTkn 1 yny4leHus:

+ MapuwpyTuzaums:

+ Static

PeanmsoBaHa BO3MOXHOCTb KOH(purypmpoaHus "ntp source address” n "ntp ipvé
source address” 015 VRF

+ [opaboTkn 1 yny4leHus:

* Multiwan:

Peanim3oBaHa BO3MOXHOCTb KOH(pMIyprMpoBaHMs CTaTUYECKMX MapLLpyTOB Yepe3
WireGuard-TyHHernb

* PelleHne aKcn/yaTauoHHbIX NPo6eM:

+ BGP:

PeweHa npo6nema gonycTtMMmocTy MPUMEHEHNST HEKOPPEKTHbLIX KOHAMUrypauuii
Muliwan

+ [opaboTkn 1 yny4leHus:

Peann3oBaHa reHepauust atpubyta atomic-aggregate npu aHOHCMPOBaHWUK
arperMpoBaHHOIo MapLupyTa

* PelueHue aKkcnyaTaumoHHbIX Npo6nem:

+ OSPF:

PeweHa npo6nema cbpoca Taiimepa Uptime gna BGP-ceccuid, Haxogawmxcs
AnvtenbHoe Bpems B coctosiHum Established

+ [opaboTkn 1 yny4leHus:

+ MPLS:

KomaHga "network" nepeHeceHa 13 pexumbl KOH(UIypupoBaHus "area" B
rnobanbHblii pexmm KoHdurypmupoaHus npouecca OSPF

+ [opaboTkn 1 yny4leHus:

* Peanun3oBaHa BO3MOXHOCTb MCNOb30BaHMA pyHkumoHana BFD ans LDP
* PelleHune akcniyataumoHHbIX Npobriem:

* PeweHa npo6nema koHurypaumm L2VPN B VRF

+ Security:

* NHbpacTpyKTypa OTKPbITbIX K/toYel
+ [opaboTkn 1 yny4leHus:

MepepaboTtaHa koHdurypauus PKI-cepsepa n PKI-kniveHTa

PeannsoBaH MexaHu3M TeHeBoOW 3ameHbl cepTudmkaros PKI-cepsepa B ponu
YO,0CTOBEPSIOLLIEro LieHTpa

Peann3oBaHa nogaepxxka paboTbl CO CMUCKOM OTO3BaHHbIX CEPTUNKATOB Ha
ctopoHe PKI-cepeepa n PKl-knneHTa

Peann3oBaHa komaHAa 0T3biBa cepTudnkara Ha ctopoHe PKI-cepsepa

PeannsoBaHa KoMaHAa py4HOro nepesbinycka ceptudukara Ha ctopoHe PKI-knneHTa

* PelueHue aKkcnyaTaumoHHbIX Npo6em:

» Firewall:

PelleHa npo6nemMa BbiBoga cepTudmkarta npy 3anpoce komaHabl "show crypto
certificates cert"

+ [opaboTkn 1 yny4leHus:

Peanim3oBaHa BO3MOXHOCTb NprMeHeHns nonutuk firewall no pacnucaxuto
[JobasneHa BO3MOXHOCTb 6110KMpOBKM Tpadvka ¢ HynesbiM TCP/UDP-noptom
NCTOYHMKA U Ha3Ha4YeHus

* PelueHue aKkcnyaTaumoHHbIX Npo6nem:

+ DPI:

PelleHa npo6nema NpMMEHEHNUS NPaBW/, COAEPXKaLLMX (UILTPALMIO NO AOMEHHOMY
VMEHM

+ [opaboTkn 1 yny4leHus:

PacLuMpeH cnncok NoaaepXMBaeMbIxX NPUIOXEHNI

* PelleHue aKkcnyaTaumoHHbIX Npo6iem:
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+ PewweHbl npo6nemsbl B pabote Application Firewall, B peakux cnyyasx npysogmsLumne K

Aerpagalmun v NoHON 6/10KMPOBKe TPaH3UTHOIo Tpadmka
* IPsec:
+ JopaboTkn 1 yny4leHus:

+ PeanusoBaHa BO3MOXHOCTb KOHburypupoBaHus "email address" B kauectse IKE
identity

+ OnTummnsMpoBaHa paboTa IPsec npu 06paboTke Nonb30BaTe/IbCKOro Tpaguka

+ PaclmpeHbl NoNs B BbIBOAE KOMaHA;

+ "show security ike proposal"

+ "show security ike policy”

* "show security ike gateway"

+ "show security ipsec proposal”
+ "show security ipsec policy"

+ Peasin3oBaHa BO3MOXHOCTb O4YMUCTKM BCex TekyLlimx VPN-coeguHeHniA npy NomMoLLm
komaHgabl "clear security ipsec vpn"

+ PelueHune akcnayataumoHHbIX Npobnem:

+ PeweHa npo6nema otcytcteus VRRP IP B nogckaskax k komaHze "local address" B
pexume KoHurypuposaHus "ike gateway”

* WcnpaBneH popmart BbiBoga kKoMmaHAbl "show security ike policy”

+ 3awuTa oT aTak:
+ [opaboTkn 1 yny4leHus:

+ Peasim3oBaHa BO3MOXHOCTb 06HY/NIEHMA CHETUMKOB cpabaTtbiBaHus 3awuTbl oT DDOS-
atak npu nomotum komaHp, "clear ip firewall screens counters” 11 "clear ipv6 firewall
screens counters”

+ Peasim3oBaHa BO3MOXHOCTb NPOCMOpPTA CHETUMKOB OTOPOLLEHHBIX NaKeToB A1
MexaHu3ma arp inspection npu nomowm komaHab! "show ip firewall arp-inspection
counters"

+ Peasim3oBaHa BO3MOXHOCTb OGHY/IEHWSA CHETUMKOB OTOPOLLEHHBLIX NAKETOB AN
MexaHu3ma arp inspection npu nomouy komaHabl "clear ip firewall arp-inspection
counters"

* IDS/IPS:
+ PelueHune akcnayaraumoHHbIX Npobnem:

+ PewweHa npobnema 3axsata Tpaduka cpegcrtesamu IPS npyn Hanuumm VRRP. aHHasA
npo6nema npmeoAmnia K Tomy, 4To Tpaduk, npoxoasawmii yepes VRRP-nHtepdeiic, He
3axBaTbiBasics IPS, n3-3a uero npoucxogmuna owmMbovHas 6/10KMPOBKa NakeToB

+ ACL:
+ [opaboTkn 1 yny4leHus:

+ PeanmsoaH HoBbI TN ACL — "mac access-list", koTopblii no3sonset
KOHoUrypupoBartb npasuna gunstpauuun gnia L2-tpadvka

+ PesepBupoBaHue:
* Cluster:
+ [opaboTkn 1 yny4leHus:
+ PeasiM3oBaHa CMHXpOHM3aUWa KOHUrypauuii npy NOAKIHYEHNUN IOHUTA B Knactep
+ SLA:
+ [opaboTkn 1 yny4leHus:
+ OnTMMK3MpoBaH MexaHu3m onpoca Taénuy, IP-SLA no npotokosy SNMP
* VRRP:
+ [opaboTkn 1 yny4leHus:

+ PeanunszoaHo otobpaxeHne VRRP-IP B BbiBoge komaHAbl "show ip interfaces”

+ PeanunsoaHo oto6paxeHne VRRP-IP B BbiBOge komaHAbI"'show arp”

+ Peasim3oBaHa BO3MOXHOCTb KOH(hUryprpoaHus nons "description” gnia pexuma
KoHourypuposaHus VRRP

* PeasinzoBaHa BO3MOXHOCTb npocmoTpa coctosAHnsA Bcex VRRP Bo Bcex VRF npu
nomMoLuy komaHabl "show vrrp all”
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* YpaneH doyHkumoHan "track-ip" B koHdurypauum VRRP
+ PelueHune akcnayataumoHHbIX Npobnem:
* PelwweHa npobnema HEKOPPEKTHOTO N3MeHeHNA cocTossHUA VRRP npu BbINosTHEHWM
komaHgpl "clear vrrp-state"” Ha ycTpoiicTBax ¢ 0AMHaKOBLIM NPUOPUTETOM
+ PeweHa npo6nema HekoppekTHol paboTsl IPv4 VRRP 1 IPvé VRRP Ha ogHOM
nHTepdeiice
+ PelweHa npobnema HeEKOPPEKTHOro 0TobpakeHns BbiBoAa koMmaHabl "show run
interface"
* Remote-access:
+ OpenVPN
+ PelueHune akcnayaraumoHHbIX Npobnem:
+ PewweHa npobnema oTo6paXeHns COCTOAHUSA CEeTEBbIX NHTEPKENCOB NpY aKTUBHOM
OpenVPN-cepBepe Ha ycTpolicTee
+ PelweHa npobnema HeBepHOro oTobpaxeHus nHhopMaLun B BbIBOAE KOMaHAb! "show
crypto certificates public-key"
+ WireGuard:
+ [opaboTkn 1 yny4leHus:
+ PeaniM3oBaHa npoBepka ycTaHaB/IMBaeMbIX Ktoven kak ans Remote-access
Wireguard, Tak n gna Tunnel Wireguard
+ PeaniM3oBaH BbIBOJ NOACKa3KM CO CNMCKOM AOCTYNHbIX KtoYel npu
KOHurypuposaHun komaHg, "private-key" n "public-key"
* M3meHeH npuHumn paboTbl HacTpoiiku "access-addresses” ans WireGuard-knneHTa
(tunnel wireguard)
+ PaHee gaHHasA HacTpolika BNnsaa u Ha uasTpaumio Tpadguka, oTnpasisemMoro
B TYHHE/Ib, U HA MHCTa/IIALMIO MapLLpYyTOB
+ Tenepb AaHHas HacTpoika B/IMSET TOMbKO Ha UILTPaLMIO Tpaduka,
OTNPaBAAEMOr0 B TYHHEsb (AN18 MHCTaNIAUMN MapLIpyTOB HE06X0AUMO
0TAENbHO KOHIMIYpUpOoBaThb CTaTMYeCKME MapLLPYThbI)
* NHTepcpeiico:
+ ®usmyeckue:
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npobriema HeBO3MOXHOCTU HACTpolikn sub-nHTepdelicos OOB-nHTepdelica
+ PeweHa npobnema go6asnexus "Ethernet trailer" k ethernet-kagpam Ha ESR-1200,
ESR-1500, ESR-1511
+ PelwweHa npobnema yBenmyeHnsa pasmepa ARP-coO06LLEHMA NPU NPOXOXAEHMN Yepes
ycTpoiictBa ESR-3100, ESR-3200, ESR-3300
* TyHHenupoBaHue:
* GRE:
+ [opaboTkn 1 yny4leHus:
+ PeannsoBaHa BO3MOXHOCTb yKa3biBaTb loopback B kauecTBe "local interface”
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npobriema HEKOPPEKTHOroO noAacyeta KOHTPOsIbHOW cymMmbl An1s ICMP-nakeToB
keepalive
+ PelweHa npobnema otobpaxeHus IP-agpecos, HazHauyeHHbIX Ha GRE-TyHHensx B
BbIBoZe komaHzb! "show ip interfaces”

* VTI:
* PelweHune akcnayaTaunoHHbIX Npobiem:
+ PeweHa npo6nema otcytcteus VRRP-IP B nogckaskax k komaHge "local address”
+ PeweHa npobnema otobpaxeHus IP-agpecos, HasHauyeHHbIX Ha VTI-TyHHensAx B
BbiBoZEe komaHzb! "show ip interfaces”
+ DMVPN:

+ [opaboTkn 1 yny4leHus:
+ [lo6asneHa otnago4vHas nHpopmaums DMVPN npu Bbirpy3ke faHHbIX KOMaHAo0M
"show tech-support”
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+ PelueHune akcnayataumoHHbIX Npobnem:
+ PelwweHa npobnema HekoppekTHOro Init-coctoaHnsa BFD-coceacTsa npu BbIKKOUYEHUN/
BK/I0YeHM MGRE-TyHHenA
+ CeTeBble cepBuChI
* DNS:
+ [opaboTkn 1 yny4leHus:
+ PeanusoBaHa BO3MOXHOCTb KOH(hurypmpoBaHus "source-address" ansi o6palleHms K
DNS-cepBepy
+ NAT:
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeleHa npobnema ¢ HepaboTocnoco6HOCTbI0 koMaHab! "check output-interface”
+ DHCP:
+ [opaboTkn 1 yny4leHus:
+ PeanusoBaHa komMmaHasi Ans BbiBoga cyetumkoB pabotbl DHCP-Relay — "show ip dhep
relay”
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npo6nema c BbIBOAOM OLLM6GKM "internal error” Nnpu BbINO/IHEHWUN KOMaHAbI
"show ip dhcp binding"
+ PelwueHa npobnema HEKOPPEKTHOrO OTKPbITUSt nopTa OMAPI (TCP-7911)
+ PeweHa npobnema ¢ HepaboTocnocobHocTbio dhep-cepepa Ha VRRP-nHTepdelice
nocne CMeHbl ponu
* QoS:
+ [opaboTkn 1 yny4leHus:
+ PeasiM3oBaH yyeTa CnyXebHbIX 3arof0oBKOB Npu OrpaHNYeHn CKOPOCTU C MOMOLLLBHO
dyHkuymnoHana "shape”
+ PelueHune akcnnyataumoHHbIX Npobnem:
* PelueHa npo6nema Bbicokoi yTusnauumnm CPU npu BeinonHeHun komaHasl "show qos
policy statistics”
+ VESR:
+ [opaboTkn 1 yny4leHus:
* M3meHeH BbIGop npegnoutuTensHoro clocksource (tsc/refined-jiffies/jiffies/hpet)
* YpaneHa KkomaHga KOHUrypmpoBaHusi MLEeH3noHHoro katoda "licence-key" 13 pexvma
KOHdpurypupoaHus "licence-manager”
+ PeanusoBaHa koMaHAa KOHhMrypmpoBaHus NnLEH3MOHHOIO KNtoya "set system licence-
key" B pexxume rnob6anbHOM KOHUrypaumm
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npo6nema bootloop VESR Ha Hyper-V
+ AnnapartHoe obecneyeHune
+ [opaboTkn 1 yny4leHus:
+ PeanunsoBaHa nogaepxka mapwpyTtunsaropos ESR-3150
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npobnema cnoHTaHHo nepe3arpy3kn ESR-15/15R/15VF
+ PewweHa npobnema BO3MOXHOM NoTepu KOHUrypauum nocne OTKIYEHUN NMTaHns
ESR-15/15R/15VF
+ PeweHa npo6nema cnoHTaHHol nepe3arpy3km ESR-1500
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Bepcua 1.37.4

* MOHUTOPVIHT 1 ynpaB/eHME:
+ CLI:
+ [JopaboTkn 1 yny4leHus:
+ Peasi3oBaHa BO3MOXHOCTb 3a4aHns NnapameTpoB A/19 KOMaH/, KONMpOBaHNS:
+ "ip sftp client source-ip"
+ "ip scp client source-ip"
+ "ip scp client username”
+ "ip scp client password"
* "ip scp source-vrf"
+ [lo6aBneHa nHpopmauums o none "description” B BbiBog komaHab! "show ip interfaces”
* M3meHeHbl Ha3BaHUA Tabnuu, B BbiIBoge komaHabl "show object-group network
<OBJECT-GROUP-NAME>"
+ [lob6aBneHa nHgopmaums o uneHax multilink B BbiBog komaHgp! "show interface
status e1"
+ [lob6aBneHa nHgopmauumsa o BkaoyYeHun ornpoarHms ARP-Spoofing B BbiBoge
komaHzb! "show syslog configuration”
+ Peanm3oBaHa fONO/HUTENbHAA NPOBEPKa NyTei HasHaYeHUs NPy BbINOTHEHUN
kKomaHg "copy" n "delete”
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PewweHa npobnema HekoppekTHOro chopmmnpoBaHus goarina tech-support
+ SSH:
+ PelueHune akcnnyataumoHHbIX Npobnem:
+ PeweHa npobniema KoHhmrypmpoBaHusa ny6/iM4HOro Knova ¢ MMeHeM oainna 6onee
16 cumBoNoOB
+ SNMP:
+ [opaboTkn 1 yny4leHus:
+ [o6asneH OID ".1.3.6.1.4.1.35265.1.147.2.4.1.3.1.19" B MIB "ELTEX-ESR-BGP4V2-
MIB.mib" g9 moHMTOpUWHra KonmyecTsa IP-npednkcos, aHoHcHpyeMbix o BGP
+ PeanmsoBaHa nogaepxka SNMP-Tabnuubl ¢ uHcopmaumen o nuueHsunax Ha ESR B
MIB "ELTEX-ELM-LIC-MIB.txt"
+ PeanunsoBaHa nogaepxka anroputma wndppoaHusa aes256 ana SNMPv3
* YckopeHa pabota cepuca SNMP npu npegoctaBneHnmn 60/blLMX 06bEMOB AaHHbIX
+ PelueHune akcnayaraumoHHbIX Npobnem:
+ PeweHa npobnema nepesanycka cepsnca SNMP
+ Syslog:
+ [opaboTkn 1 yny4leHus:
+ PeanmsoBaHa reHepaums syslog-coobuieHnii s cobbiTuii License-manager
+ Zabbix:
+ [opaboTkn 1 yny4leHus:
+ O6HoB/eHbl fo Bepcun 6.0.33 LTS zabbix-agent n zabbix-proxy
+ BBefeHbl AOMOMHUTENbHbIE OFPAHNYEHUST HA BbIMOIHEHNS KOMaHA, CpeAcTBaMu
zabbix-agent
* NetFlow:
+ [opaboTkn 1 yny4leHus:
+ [o6aBneHa BO3MOXHOCTb akcropTta nonsa "TTL" ans NetFlow
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+ MapuwpyTtusaums:
+ Multiwan
* PelleHune akcnyataumoHHbIX Npobrem:

+ PeweHa npobnema paboTtbl hyHKUMOHanNa stickiness Ha uHTepgoeicax c

HaCTpOeHHbIM npoTokosniom VRRP
+ BGP:
+ [opaboTkn 1 yny4leHus:

+ Peasi3oBaHa BO3MOXHOCTb K/1accudmkauum MapLupyTHOM MHhopmaumm no
uncnosbiM atpnbyTam BGP (local-preference, weight, metric) ¢ ncnonssosatmem
regex

+ Peanu3oBaHa BO3MOXHOCTb HacsiegosaHusa napameTtpa BGP MED B napametp OSPF
cost npu nomowuy komaHabl “inherit-metric bgp”

+ PeanuzoBaHa nogaepxka goyHkumoHana BGP Confederation

* PelleHune akcnyataumoHHbIX Npobriem:

+ PeweHa npobsiema nepesanycka npowecca mapLupytusauum npu sanpoce SNMP-
Tabnuubl ".1.3.6.1.2.1.4.24.7"

+ PelueHa npo6nema nepesanycka npowecca mapLupyTusaumm npu pabote Graceful
Restart

+ PelweHa npobnema LmKIn4ecKol oTnpaBky arpermpoBaHHOro MapLupyTa

+ PelweHa npobnema HekOppekTHOI NpoBepku next-hop, npuBogsLeli K NOBTOPHOMY
aHOHCMPOBaHMIO MapLLPYTHON MHAOpMaLun

+ OSPF:
+ [opaboTkn 1 yny4leHus:

+ PeanunsoBaHa nogaepxka nsmeHeHunsa cost mapwpyrtos OSPF B 3aBUCMMOCTU OT
cocTosiHuA track

+ Security:
+ Firewall:
+ [opaboTkn 1 yny4leHus:
* YnydweHa ctabunsHocTb pabotsl Firewall npu paéote ¢ npasunamu
* NIHbpacTpyKTypa OTKPbITbIX K/THOYeil:
+ [opaboTkn 1 yny4leHus:

+ PeanusoBaHa noggepxka MHPPacTpyKTypbl OTKPbITbIX Ktoueli (PKI) B pexvmve

cepBepa 1 KnneHTa
* IPsec:
+ [opaboTkn 1 yny4leHus:

+ PeanM3oBaHa BO3MOXHOCTb OTK/Ito4eHns "authentication algorithm” B "ipsec
proposal’

+ [No6asneH BbiBOA MHpopMaumm o SPI gouepHux SA B BbIBoAe kOMaHAbl "show
security ipsec vpn status”

+ Peanun3oBaHa BO3MOXHOCTb MCNoOMb30oBaHuA ceptudmkaros PKI-kiveHTa B kayecTtse
hakTopa ayTeHTUdmKaLmm

* M3meHeHo ynpasneHve TaliMaytamu oTrnpaskun DPD-coo6uweHnii npotokona IKEv2 B
COOTBETCTBUY C npasunamm ans npotokona IKEv1

* PelleHune akcniyataumoHHbIX Npobriem:

+ CKOppeKTUpoBaH BbIBOA, UH(hopmaLmmn gns komaHabl "show security ipsec vpn
authentication”

* PelweHbl npobnemsl nsmeHeHnsa KoHgurypaumy IPsec npy 60nbLLOM KonnyecTse
yCTaHOB/EHHbIX IPsec-TyHHenel

+ AAA:
* PelleHune akcniyataumoHHbIX Npobriem:

+ PelueHa npobnema UrHopmpoBaHusa HacTpoiiku "source-interface" npu pa6orte ¢
RADIUS-cepsepom
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* JlnyeHsnpoBaHue:
+ JopaboTkn 1 yny4leHus:
+ [lo6aBrieH BbIBOA MH(popMaLuy 0 fate/BpeMeHn Havyana 1 OKOHYaHUs AencTBus
NueHs3nmn B BbIBOg KomaHAb! "show licence’
+ 3awuTa oT aTtak:
+ PelueHune akcnayaraumoHHbIX Npobnem:
+ PeweHa npo6niema notepun KoHdurypauum npu KoHdurypauum VTI-TyHHens v
"logging firewall screen spy-blocking"
* NHTepcpeiico:
+ dusnveckue:
+ [opaboTkn 1 yny4leHus:
+ PeanunsoBaHa nogaepxka auto-negotiation B pexxume 1000BASE-X Ha ESR-3200
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PelwweHa npobnema knaccudgukaumm kagpos npotokona ESMC
+ PeweHa npobnema o6paboTkun Ethernet-kagpos c ethertype 0x9200
* BupTyasibHble:
+ [opaboTkn 1 yny4leHus:
+ PeanM3oBaHbl [OMNONHUTENbHbIE MPOBEPKM NpUY yaaneHum bridge
+ ArpervpoBaHHble:
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PelweHa npobnema reHepauum siora olwmM6K/ nepexose MHTepdeincoBs, BKIOYEHHbIX B
port-channel B coctosiHne Down
+ MNogkntoyaemble:
+ [opaboTkn 1 yny4leHus:
+ PeanunsoBaHa Banugauns AOCTYNHbIX apryMeHToB komaHApl "device" B "config-
cellular-modem”
* Remote-access:
+ WireGuard:
+ [opaboTkn 1 yny4leHus:
+ [lo6aBrieHa BO3MOXHOCTb KOH(buryprposaHus pre-shared-key ana ogHopaHrosbix
wireguard-TyHHenel
+ PelueHune akcnayaraumoHHbIX Npobnem:
+ PelweHa npobnema oCTaHOBKM Npouecca MapLipyTmu3aumm npyu HacTpoinke
paspeLleHHbIX noaceTten wireguard-cocega
+ PeweHa npo6nema npu BbiBoge komaHz "show remote-access status” n "show
remote-access counters” npy HasMuMn 60/ILLLOTO KOSIMYECTBA cocefeit
+ PesepBupoBaHue:
* Cluster:
+ [opaboTkn 1 yny4leHus:
+ Peasim3oBaHa nogaepxka Hymepaumm arpermnpoBaHHbIX MHTepgelicoB B hopmarte
unit/number
* YBe/IM4eHO MakCMMaslbHOEe KOMIMYECTBO IOHUTOB B KnacTtepe A0 YeTbipex
+ Peanu3oBaHO paspelueHune no ymonyaHuo pabotsl npotokona VRRP Ha cluster-nuHke
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PelweHa npobnema HeBO3MOXHOCTI KOHDUIyprpoBaHus Kntoya “unit” npu HacTpolike
port-channel
+ SLA:
+ PelueHune akcnayataumoHHbIX Npobnem:
*+ PelweHa npobnema HeKOPPEKTHOM OCTAHOBKWN OTC/MIeXnBaHuA paboTtbl SLA-test
cpeacTBamu track nocne nameHeHns KoHgurypauum SLA
* VRRP:
+ [opaboTkn 1 yny4leHus:
+ Peasi3oBaHa BO3MOXHOCTb NpocmoTpa cocTosHnsa VRRP-uHTepdelicos B GRT 1 Bcex
VRF npu nomowwy komaHzb! "show vrrp"
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+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npo6nema pa6otbl VRRP-Master npu ncnonb3osaxum "priority track”
+ CeTeBble CepBUCHI:
« NTP
+ [opaboTkn 1 yny4leHus:
+ Peanu3oBaHa BO3MOXHOCTb ucnosnb3oBaHnsa ESR B kavyectBe NTP-cepBepa 6e3
BHELLHEW CUHXPOHM3auun
+ NAT:
+ PelueHune akcnayataumoHHbIX Npobnem:
*+ PewweHa npobnema KoHUrypmpoBaHus yHKUmMoHana otcnexnsandmsa SIP-ceccuii ans
Avana3oHa/cnvcka nopTos
+ DHCP:
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PeweHa npo6nema pa6otbl cepsuca "ip dhcp-server failover' B VRF
+ YcTpaHeHa yTeuka namatu cepsuca DHCP-cepeep
* QoS:
+ [opaboTkn 1 yny4leHus:
+ PeanuzoBaHa pa6oTa Application QoS B stateful-pexume
+ Peanu3oBaHo HacnegosaHus nona TOS opurmHanbHoro IP-naketa npy nHKancyauun
B GRE
+ PeanusoBaHo HacneposaHus nonsa EXP npyu cmeHe meTkn B npouecce MPLS-
KOMMyTaLmm
+ AnnapartHoe obecneyeHune
+ PelueHune akcnayataumoHHbIX Npobnem:
+ PelweHa npobnema camonpon3BoIbHOTO U3MEHEHWS cTaTtyca Mogynein nuTaHus
+ PeweHa npo6niema nepesarpyskv MmapwpyTunsatopo mogenein ESR-3100/3200/3250/3350
NPX MHOTOKPaTHOM MOAKMHOHYEHWN/OTK/TIOUYEHNM KOHCO/TbHOIO MHTepdelica
+ PeweHa npo6nema ncnonb3osaHms QSFP+ mogenu "FH-QSFP4TCDMO1 40G SR4"
+ PelweHa npobnema HeKOpPEKTHON 6anaHcMpoBky Tpaduka mexay sgpavu CPU,
npuBogusLueli K syslog-coobuieHnam suga "misdirected packet”
+ PeweHa npo6riema octaHOBKW 3arpy3kn ESR-15 npn og4HOCTOPOHHEM NOAK/IHOYEHUM
KOHCONbHOTO Kabens
+ OnTMMM3MpOBaH npouecc onpoca ctaryca SFP-moaynein ana ESR-1700
+ CkoppekTupoBaHa pabota ¢ SFP-moaynsmmn B combo-nHtepdpelicax Ha ESR-20/100/200 B
npovecce 3arpysku
+ PelweHa npo6nema HeKOPPEKTHOIO BbIYUCNIEHUSA OJINHBI MPUHATLIX MNONE3HbIX AaHHbIX B IP-
nakete ansa ESR-1200/1500/1511/1700
* PeweHa npobnema cnoHTaHHoro 3asncaHua ESR-3300
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Bepcua 1.34.6

+ Security:
+ AAA:
* M3ameHeHa cuctema KOHhUrypnpoBaHusi IokasibHbIX Nosib3oBaTeneli
* YpaneHbl Nob30BaTesnin, co3aaHHble No ymonyaxuio, “techsupport” n "remote”
+ PeanusoBaHa BO3MOXHOCTb OTK/OYEHMS Nosb3oBaTens "admin”
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Bepcua 1.34.4

* QoS:
+ Peasim3oBaHa BO3MOXHOCTb K/laccudmkaumy nakeTos no npoTokosny nhrp
* MOHWUTOPWVHT 1 yrpaB/ieHue:
+ SNMP:
+ PeanusoBaHa nogaepxka SNMP-0ID IP-FORWARD-MIB: inetCidrRouteTable
(.1.3.6.1.2.1.4.24.7) ana nonyyeHust MHchopmaumm o Tekyuweii FIB-tabnuue
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Bepcua 1.34.3

+ PeanunsoBaHa nogaepxka maplipyTtnsaropos ESR-3250/3350
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Bepcua 1.34.2

+ OnTMMM3MpoBaHa paboTta c onepatuBHOM NamATblo Ans mogenein ESR-30/31/3100
* MOHUTOPWHT 1 ynpaB/ieHue:
+ Uboot:
+ PeanusoBaH c6poc gaTbl U BPEMEHW NPU AOITOBPEMEHHOM HaXXaTun YHKLNOHAIbHOW
KHOMKM
+ PeanusoBaHa BO3MOXHOCTb KOH(pMrypmpoBaHus aatbl n BpemeHun B CLI BTopuyHoro
3arpysunka (Uboot)

SSH:
* VI3meHeHo 3HayeHue no ymonyaHuto nona DSCP otnpaBnsembix SSH-naketoB Ha 48
+ Telnet:
* M3meHeHo 3HayeHne no ymonyaHuto nons DSCP otnpasnsembix Telnet-naketos Ha 48
SNMP:
* YpasieHa koMaHga, no3ponstoLwas nepesarpy3mtb ESR, ncnonesys npotokon SNMP, —
"snmp-server system-shutdown"
+ PeanusoBaH ELTEX-ESR-TRACK-MIB.mib, no3sonstowuii otcnexmsars pesynsrarbl padoThbl
track-o6bekTOB € Mcnonb3oBaHneM npotokona SNMP
+ Syslog:
+ B syslog-coobuieHunsa nobasneHa nHhopmaums o NnponssoguTesne n Mmogenu o6opyaoBaHus
* i3ameHeHa HacTpoiika OTC/exXnBaHns aBapuii: KomaHga "snmp-server enable traps” Tenepb
He aKTUBUPYET XypHaIMpoBaHue aBapui
+ PeanMsoBaHa KkomaHza "alarm enable journal’ gna akTvBauum XxypHanvpoBaHus aBapuii
+ MapuwpyTtusaums:
+ [No6asneHa nHgpopmauus o npotokone NHRP B BbiBog komaHab! "show ip protocols”
+ Static:
+ Peasim3oBaHa BO3MOXHOCTb MCNO/b30BaHuA track-06beKkToB Ans oTAeNbHbIX gateway B
Multipath
+ BGP:
+ Peanu3oBaHa BO3MOXHOCTb OoTk/MoYeHnss GRE-TyHHensa 6e3 oTknodyeHna BGP-coceacTtsa,
ncnonb3ytowero oTkavaemsli GRE-TyHHenb Kak update-source
+ PeaniM3oBaHa BO3MOXHOCTb YCTaHOBKM NacCUMBHOTO pexnmMa paboTtel BGP-neighbor npu
nomMoLLy kKomaHabl "connection-mode passive"
+ BFD:
+ Peanu3oBaHa BO3MOXHOCTb UCNOIb30BaHMA npoTokosia BFD coBmecTHO € npoTokosniom ISIS
+ Peanun3oBaHa BO3MOXHOCTb MCNOMb30BaHMA npoTtokosia BFD coBmecTHO ¢ npoTtokoniom BGP,
paboTarLlmm Yepes nHTepeiic ¢ gnHammnyeckum IP-agpecom

+ MPLS:
+ [lo6aBneH BbIBOA nons "description” ans komaHap! “show mpls Idp neighbor”
+ ONTMMU3MpOBaHa NPOM3BOAMTENBHOCTL KOMMyTauum MPLS-Tpadvka ans mogenei
ESR-3100/3200/3300
+ Security:
+ Firewall:
+ PeanunsoBaHa komaHzga "ip firewall disable" B pexume rnobansHoit koHdUrypaumm ans
oTkNoueHns paboTol firewall Ha Bcex IP-nHTepdeiicax
+ PeaniM3oBaHa BO3MOXHOCTb MCNO/b30BaHuA B kKayecTBe source/destination-address
CMMCKOB AOMEHHBIX NUMEH
* IPsec:
+ PeanusoBaHa nogaepxka rekeying ans IKE SA gnsa npotokone IKEv2
+ AAA;
+ PeannsoBaHa BO3MOXHOCTb KOH(hUrypupoBaHus AAA o151 NOAKIYEHWI KOHCOTBHOTO
cepsepa (Tonbko ana ESR-21/31)
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* JlnueHsnpoBaHue:

+ Peanu3oBaHa BO3MOXHOCTb KOH(PUIYPUPOBaHUA NNLLEH3NPYEMOTO (DYHKUMOHaIa A0
nosiBNeHnsa nuueHsnm Ha ESR

* PesepBuipoBaHue:

PacwupeHa nogaepxka DHCP-failover B pexume Active/Standby go 4 ycTpolicts
PaclumpeHa nogaepxka crypto-sync o 4 ycTpoincTs
PeannsoBaHa BO3MOXHOCTb HadHauYeHus Ha oauH IP-nHTepdoelic fo 255 VRRP-npoueccoB
PeanunsoBaHa nogaepxka gyHkumoHana Dual Homing gna mogeneii ESR-1200/1500/1511/1511
rev.B/1700
Cluster:
+ PeanMsoBaH BbIBOZ MH(popmaumm o ytunusaunm agep CPU 060ux IOHUTOB A/19 KOMaHAb!
"show cpu utilization"
+ Peanun3oBaHa BO3MOXHOCTb KOH(purypuposaHusa VRRP priority 4na pasHbix unit
SLA:
* YpaneHa nogaepxka IP SLA pexvmos “wisla-local”  "wisla-remote”
STP:
+ PeanusoaH thyHkymoHan BPDU Guard gna mogeneii ESR-10/12V/12VFE/
15/20/21/30/31/3100/3200/3200L/3250/3300/3350 n VESR

* TyHHenupoBaHue:

DMVPN:
* YBeNM4yeHo MakcuMasibHOE KONNM4YecTBO cTatmyeckmx 3anucei gnsa NHRP go:
+ ESR-10/12V/12VF/15/15VF/15R/20/21/100/200/1000/1200 — 32
+ ESR-30/31/1500/1511/1511 rev.B/3100/3200/3200L/3300 — 512
+ ESR-1700 — 2000
+ VESR — 512
DMVPN:
* YBeNn4yeH MMHUMasIbHbI TaimayT NOBTOPHOW OTNpaBkn coobuieHnii npotokona NHRP ¢ 2
[0 8 cekyHp,

* WireGuard:

* DNS:

* YpaneHa BO3MOXHOCTb KoHGourypupoBaHusi DNS-cepeepa ans WireGuard-cepsepa

* YBe/IM4eHO MakcMMasibHoe KonnyecTBo ctatudecknx DNS-3anuceii B koHdurypauum ¢ 32 go 512
* DHCP:

* YBenuyeHo makcumasibHoe konn4yectso "ip helper-address" Ha GRE-TyHHensix ¢ 4 go 6

* YBe/IM4yeHo MakcumMasibHoe konnyecTso "pool-addresses” 1o 1024 ans

* VESR:

ESR-20/21/30/31/100/200/1000/1200/1500/1511/1511 rev.B/1700/3100/3200/3300

* YBeNM4eHo BpeMs akTUBHOCTU NNLEH3UM Npy HepgocTynHocTn ELM-cepeepa o 168 vacos
+ PeanusosaHa nogjepxka ceTeBblX afanTepoB CneayoLwmx mogenei:

+ RTL8111/8168/8411 PCI Express Gigabit Ethernet Controller
+ RTL8169 PCI Gigabit Ethernet Controller
+ RTL-8100/8101L/8139 PCI Fast Ethernet Adapter

* VolIP (Tonbko gnst ESR-12V/12VF/15VF):
* PeannsoBaHa BO3MOXHOCTb Bbl6opa (HasHauYeHNs) agpeca UCTOYHMKA /151 MAaKETOB, NCXOASALLYMX C

PBX-cepsepa
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Bepcua 1.28.1

* MOHWTOPWVHT 1 ynpaBs/ieHue:
+ CLI:

+ PeannsoBaHa BO3MOXHOCTb konupoBaHus ¢ hdd no npotokonam ftp/scp/sftp/tftp (Tonbko
ans ESR-1700)

+ PeanunsoBaHo oTob6paxeHne aaHHbix 0 CSR B BbiBoge komaHApl "show crypto certificates”

+ Peani3oBaHa BO3MOXHOCTb Npu nepesarpy3ke ykasarb MMs hainna-koHurypaumm, ¢
KOTOPOI1 3arpy3uTcsa MapLipyTu3arop

+ Peanu3oBaHa BO3MOXHOCTb KOHpurypuposaHusa DSCP-nakeTos, otnpasnsemblx Ha ELM-
cepsep 1 Ha EDM-cepBep

+ PeanunsoBaHa BO3MOXHOCTb NpocMoTpa cogepxumoro DNS-kalwa ¢ noMoLbio KoMaHAb!
"show dns records"

+ Peanim3oBaHa BO3MOXHOCTb ouncTki DNS-kawwa npu nomowm komaHas! “clear dns records”

+ Peanu3oBaHO 0TO6paXkeHne akTyanbHoM ckopocTun multilink-nHTepdeiicos B 3aBUCUMOCTH
oT cocTosiHMA E1-nHTepdpeicos, BkIoUeHHbIX B multilink

+ PeasiM3oBaHa BO3MOXHOCTb M3MEHEeHUS CTPOKM npurnawexus B CLI ycTpoicTea npu
nomoLLM KomaHgp! "system prompt"

+ Peasim3oBaHa BO3MOXHOCTb NpocmoTpa cocTtosiHus HDD npu nomowm komaHab! "show
smart" (Tonbko gnst ESR-1700)

+ SSH:
+ PeannsoBaHa BO3MOXHOCTb yAa/IEHMS COXPaHEHHbIX Ha MapLupyTu3aTope SSH-fingerprint
no OMEHHOMY VMEHW WK € Ucnosib3oBaHnem onuum “all”
+ Syslog:
+ PeanuzoBaHa nogaepxka syslog facility
+ PeannsoBaHa BO3MOXHOCTb 3anuncu /10roB Ha BHewHue Hocutenm (MMC, USB, HDD)
+ SNMP:

+ PeanmsoBaHa KkomaHza "show snmp oids" an1s BbiBOAA MHOPMaUUn O aKTUBHbIX B JaHHbIN
MomeHT SNMP OID

+ B "ELTEX-GENERIC-MIB" peanusosaHa OID "eltexCpuProcessesStatTable" gn1a nonyyeHus
NHpopmMaLmm 06 NCNosb30BaHUN passiMyHbIMK npoueccamu pecypcos CPU n RAM
MapLupyTm3aropa

+ PeanusoBaH HoBbIn MIB "ELTEX-ESR-FIREWALL-MIB" c OID
"eltEsrFwConnectionStatTable" ons nonyyeHusa nHcopmaLmmn o TeKyLem KonnyecTse
firewall-ceccuin no npotokonam

+ MapuwpyTusauus:
+ Static:
+ PeasiM3oBaHa BO3MOXHOCTb KOH(DUIyprpoBaHns ctatmyeckux multipath-mapLupyTos
+ BGP:

+ PeannsoBaHa BO3MOXHOCTb M3MeHeHus (set, remove, add) aTpubytoB BGP-mapLupyToB
(community, extcommunity, local-preference, origin, preference, tag, weight) Ha ocHoBaHuU®
cTatyca track

+ PeanusoBaH BbIBOf MHhopMaLwmy o cornacoBaHHbIx address-family gns BGP-neighbor

+ PeannsoBaHa BO3MOXHOCTb 1CM0O/b30BaHusA knaccudmkaumm no "local-preference” B
"route-map"

+ Peanun3oBaHa BO3MOXHOCTb BkoYeHus HacnegosaHmua OSPF COST B BGP MED nipu
peancTpnbyummn c noMoLlbo koMaHapl “inherit-cost ospf"

+ OSPF:

+ Peasim3oBaHa BO3MOXHOCTb OTK/IHOYEHUSI aHOHCMpoBaHue secondary-agpecos ¢ OSPF-
nHTepdeincos

+ OTk/todeHa nogaepxka no ymonyaHuio RFC5838 ans OSPFv3

« BFD:
« Ansa show- n clear-komaHg go6asneHsb! knoun "vrf' n "neighbor”
+ PeanusoBaHa BO3MOXHOCTb KOHhurypunpoBaHus npotokona BFD gns RIP(ng)

17



ESR-Series. Release notes. Bepcus 1.40

+ Security:
+ Firewall:
+ PeannsoBaHa BO3MOXHOCTb paboThl Application Firewall B pexume statefull
+ PeaniM3oBaHa BO3MOXHOCTb KOH(bUrypupoBaHus rate-limit 4nsa Ha6opos npasun
MEX30HOBOI0 B3aMMOAENCTBUS U3 NOMb30BaTE/bCKOW 30HbI B 30HY self
* IPsec:
+ PeanM3oBaHa BO3MOXHOCTb Nnpu koHpuryprposaHum IKE-Getway B kavecTse “local
interface" ykasbiBaTb PPPOE-TyHE b
+ PeanM3oBaHa BO3MOXHOCTb Nnpu koHpurypuposaHum IKE-Getway B kavecTse “local
interface" ykasbiBaTth cellular-mogem
+ Peanim3oBaHa BO3MOXHOCTb KOH(DUIYpMpOBaHWs akTmeauun IPsec vpn B 3aBUCUMOCTY OT
cTatyca track
+ 3awuTa oT aTak:
+ PeannsoBaHa BO3MOXHOCTb yka3aHus "white list" IP-agpecos gna komaHgpl "ip firewall
screen spy-blocking spoofing"’, ans koTopbix He GyAeT cpabaTbiBaTb AaHHasA 3awmTa

. IDS/JP;émmsoBaHa BO3MOXHOCTb yaasnieHmsa HacTpoek IPS npu nomolym KomaHApb! “no security
. IFI>)esan|/|30|3aHa AeTanusaums BbiBoga koMaHAbl "show security ips counters”
. ACL; PeannsoBaHa BO3MOXHOCTb Ha3HauyeHuss ACL Ha dpmanyecknx nitepdericax Ha output
. AAA-. PeannsoBaHa BO3MOXHOCTb yka3aHus "description” npu koHdurypmposaHum RADIUS/
TACACS/LDAP-cepBepoB

* DHCP:
+ PeaniM3oBaHa BO3MOXHOCTb paboTbl Heckonbkux DHCP-nynos Ha ogHom IP-uHTepdelice
« NAT:
* YBenmueHo konnyecTso pool ruleset u rule gna NAT ans pasnnmuHbix mogenen
* QoS:
+ Peanun3oBaHa BO3MOXHOCTb Knaccudpmkaumm naketos no nono MPLS exp
+ PesepBupoBaHue:
+ PeanuzoBaHa nogaepxka dhcp-failover B VRF B pexunme active-standby
+ PeanuzoBaHa nogaepxka firewall-failover B VRF
* VRRP:

+ Peanu3oBaHa BO3MOXHOCTb cbpoca cocTosHua otgensHoro VRRP-ID n VRRP-GROUP

+ PeaniM3oBaHa BO3MOXHOCTb KOH(hUryprpoBaHus HacnegosaHus VRRP-cTaTyca gpyroro
VRRP-npouecca

* SLA-TecT:

+ PeanusoBaHa nogaepxka IPv6 ans IP SLA Eltex

+ PeannsoBaH HOBbIN TuN SLA-TecTa "tep-connect”, N03BoNs0WMI NPOBEPATb AOCTYMHOCTb
TCP-nopta

+ Peasim3oBaHa BO3MOXHOCTb F'MOGKOro KOH(MrypnpoBaHus ycnoBus Ans cCMeHbl ctatyca SLA-
TecTa

+ Tracking:
+ Peasim3oBaHa BO3MOXHOCTb OTC/IEXMBAHUSA COCTOAHUSA NHTEPKENCOB N TyHHENelh
* Cluster:

+ PeaniM3oBaH psaf kKOMaHz, BbIBOAALLMX MHhOPMALMIO NO oHUTaM knactepa: "show
interfaces", "show [ipv6] vrrp", "show vrrp inherit’, "show lldp neighbors", "show lidp
statistics"

+ PeasiM3oBaHa BO3MOXHOCTb MPOCMOTPA COCTOAHWUA CUHXPOHM3AaLMM KOHUrypaumm Ha
toHUTax npu nomowm komaHgbl "show cluster sync configuration®

+ Peasim3oBaHa BO3MOXHOCTb KOH(UryprpoBaHus BGP-cocefcTB Ans pasHbIX unit
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* TyHHenupoBaHue:

* VESR:

GRE:
+ Peasi3oBaHa BO3MOXHOCTb MCMO/Ib30BaHWA B KAY4eCTBe /I0KaslbHOTO LWto3a GRE-TyHHenel
VRRP-agpec
DMVPN:
+ PeanM3oBaHa BO3MOXHOCTb nNpu koHdurypruposaHnu DMVPN-SPOKE B kayecTtse "local
interface" ykasbiBaTb PPPOE-TyHE b
WireGuard:
+ PeannsoBaHa BO3MOXHOCTb Yka3aHus address-range/prefix gns komaHabl "access-
addresses"
* YBe/IM4eHO MakCcMMasibHOe KONIMYeCTBO peer Ans Kaxaoro RA-cepsepa B 3aBUCUMOCTM OT
MoZenun mapLipyTtmsaropa
* VI3MeHeHo Ha3BaHus pexuma koHduryprposaHus "(config-wireguard-tunnel-peer)#" Ha
"(config-wireguard-peer)"

PeannsoBaHa BO3MOXHOCTb yKa3aHUs CEpUIHOTO HOMepa B NpoLecce yCTaHOBKM U3 0bpasa
PeasnimzoBaHa BO3MOXHOCTb KOPPEKTHOrO OTK/Ito4eHust VESR npu nomowym komaHab! "power-off" B
CLl

PeasimzoBaHa BO3MOXHOCTb KOPPEKTHOrO OTK/Ito4eHust VESR npu nomolm komaHab! "power-off" B
runepsusope

PeanmszoBaHa BO3MOXHOCTb paboTsbl ¢ ELM-offline (Tonbko ansa vESR)

Peasnin3oBaH aBTOMaTUYECKWIA BUHAMHT MHTEpdelicoB
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Bepcua 1.24.6
+ Mopgaepxka mapwpytmsatopoB ESR-1511 rev.B
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Bepcua 1.24.5

+ PeanusoBaHa nogaepxka mogynein TopGateWAN-E1 Ha ESR-31 gna XG-uHtepgoeicos
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Bepcua 1.24.1

+ MapuwpyTusauus:
* RIP:
+ PeanmsoBaHo ynpasnexue onuueii split-horizon with poison-revers
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Bepcua 1.24.0

ESR-Series. Release notes. Bepcus 1.40

Peanun3oBaH (hyHKLMOHaN kKnactepmsauun B pexume Active-Standby
PeanunsoBaH doyHKunoHan BupTtyaninsaumm ESR B Buge obpasa VESR
Peanun3oBaHa nogaepxka atpmbyta primary/secondary gns IPv4-agpecos
PeanunsoBaHa nogaepxka mogynein TopGateWAN-E1 Ha ESR-3300
MOHUTOPWHT 1 ynpasfeHune:

+ CLI:

Peasim3oBaHa BO3MOXHOCTb MCMO/b30BaHUS JIOTMYECKOro oneparopa "namn" B wabsioHe
noucka npu ounsTpauun BoiBoAA
PeannsoBaHa komaHAa A/19 BbIBOAA NPUUYUHBI NOc/eaHel nepesarpyskm "show system
reload"
PeanunsoBaHa komaHga "unmount storage-device" ana koppekTHoro nssnevyeHns USB-/
MMC-Hakonuteneii
Peann3oBaHa komaHAa "show interfaces switch-port vlans" gns oto6paxeHus VLAN,
CKOHpMIyprpOoBaHHbIX Ha NHTepdencax
[o6asneHa nHgopmauusa o ounsTpaLmm NpoLeccos B BbiBoA koMaHAabl "show syslog
configuration”
[Jo6asneHbl Kntoun komaHabl "show version" an1a BbiBOAA MHpOpMaLum 0 BEPCUAX TOMbKO
OTAE/bHbIX KOMMOHEHTOB
[o6asneH kntou "inactive" gns komaHgp! "boot system”
3meHeH BbIBOA OLLIMGOK NPV NPUMEHEHNM KOHdUrypaumm n3 cgaina
MNpviBeaeHbI K egMHOMY hopMmaTy BbIBOZA AaTbl, BpEMEHM 1 uptime Bo Bcex show-koMmaHaax
N3meHeH chopmaT BbIBOAA Tab/IMYHOIO NpeAcTaB/IeHNsS KOMaHA,;

* show bootvar

+ show interfaces counters

 show interfaces status

+ show interfaces description
YMmeHbLleHa A0 110 cMMBOMOB LUMPWHA TabnwL, BbIBOAUMbIX MO CrIeAyLLMM KOMaH4aM:

+ show interfaces bridge switch-communities summary

+ show interfaces status voice-port

+ show content-filter

+ show pbx peers

» show wilc clients

+ show wic ap interfaces

+ show wlc service-activator aps

* show wlc airtune rrm optimization report

+ show aaa radius-servers

Syslog:
+ PeanusoBaHa reHepauus syslog-coobuieHnii 06 N3MeHEeHNN akTyasibHO CKOPOCTU

arpervpoBaHHoro nHTepdeiica

SNMP:
+ PeanunsosaHa nogaepxka SNMP OID sysServices

+ PeanM3oBaHa BO3MOXHOCTb yka3aHus IP-agpeca n3 VRF B kavecTse "lldp management-

address”

Zabbix:
+ O6HoBneHa Bepcus iperf2 ¢ 2.0.13 Ha 2.2.0

+ MapuwpyTtusaums:
* Peanun3oBaHa BO3MOXHOCTb peanuctpuodyuun mapipytos 13 RIPng B ISIS

+ BGP:
+ PeannsoBaHa BO3MOXHOCTb yka3aHus kitoua "all' pns komanabl "next-hop-self' s

3aMeHbl nex-hop Bo BCex aHOHCHpyeMbIX MapLupyTax. be3 gaHHoro kntoya 3ameHa next-hop
MPOMCXOAUT TOMBLKO ANS MapLIPyTOB, MOSTyYeHHbIX No eBGP
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+ OSPF:

+ Security:
+ PeanusoBaHa koMaHAa Ans BbiBoAa NOAPO6GHON MHGopmauun 0 koHTeliHepax PKCS#12 — "show

crypto certificates pfx"

PeannsoBaHa komaHAa Ansa BbiBoga noapo6Hoii nHpopmaumm o CRL - "show crypto certificates

crl’

ESR-Series. Release notes. Bepcus 1.40

Peann3oBaHa BO3MOXHOCTb Ha3HauYeHWs route-map Ha aHoHcupyeMyto nogaceTb (network)
[ANS U3MEHeHWs/yCTaHOBKN aTpnbyToB

PeanunsoBaH tyHkumMoHan BGP AS-list

Peann3oBaH (pyHKLMOHaN yBennyeHns/ymeHblleHna BGP-mMeTpriku Ha onpegeneHHoe
3HayeHune no track

PeanunsoBaHa nogaepxka mexaHusma replace-as B atpmbyte BGP AS-Path

PeanunsoBaH cpyHkumoHan BGP Conditional Advertisement

PeanunzosaH SNMP OID eltEsrBgp4V2PeerLastEstablChange, otgatowmini Bpems B cekyHaax
¢ MomeHTa nepexoga BGP-neighbor B cocTosiHme Established nnn Down

PeanunszoBaH SNMP OID eltEsrBgp4V2PeerimpRouteCount, oTgatowmii KoNnM4ecTso
MapLUpyTOB, NPUHATLIX 0T BGP-neighbor

Peanmn3oBaHo otobpaxeHne OSPF LSDB B paclumpeHHoM Buae

PeanunsoaHa pabota ECMP gna mapwpytos OSPF External-2
PeanunsoBaH cyHkymoHan OSPF ttl security

[o6asneHbl kntoun "valid-after” n "invalid-after" gna komaHpg "update crypto default ca’, "'update
crypto default cert' n "crypto generate cert’

YBenuueHo MakcumasibHoe KonmyecTBo 3anuceli B "object-group url' ¢ 32 o 128

Firewall:

PeannsoBaHa BO3MOXHOCTb 1CMOMb30BaHNs object-group mac B npasunax Firewall
PeanunsoBaHa pa6ota Application Firewall gns IPvé

3ameHeHa komaHaa "ip firewall sessions allow-unknown" Ha "ip firewall sessions unknown
permit | deny | reject’ c BO3MOXHOCTbIO BblIGOpa AEACTBUSA NPY NOCTYN/IEHUN MNaKeToB
HenoATBEPXAEHHO tcp-ceccun

[o6asneH BbiBOA, MHpopMaumm o "Description” B komaHge "show security zone-pair"

IPsec:

Peanun3oBaH pexum make_before_break gns rekeying B IKEv2, perynvmpyemblii KOMaHAOM
"security ike session reauthentication”

3awuTa oT aTak:

PeannsoBaHa 3alUuTa OT aTaku Tuna arp-spoofing ans otaenbHbiX MHTEpdeiicos
PeannsoBaHo 1ormpoBaHue atak Tuna arp-spoofing
PeannsoBaHa 3awuTa ot DoS-/DDoS-atak gns IPvé

JNnueHsvpoBaHme:

Peanun3oBaHa paboTta meHemxepa nmueHsnii B VRF

Peanim3oBaHa BO3MOXHOCTb 3arycka 3anpoca simueH3nm Ha ELM-ceBep 6e3 oxugaHns
ncTevyeHns Tarimepos nNpu nomowm komaHael "update licence-manager licence”

N3meHeH BbiBOA, kOMaHAbl "show licence” ¢ yuETOM BO3MOXHOCTM NOJSTyYEHUS NNLEH3UI OT
ELM-cepBepa

IDS/IPS:

PeannsoBaHo normposaHne noTepu CBA3N C USer-server curHatyp
Mi3meHeHa nocregoBate/isHOCTb 06paboTKN BXoadaLero Tpaduka. Ha 06paboTky Tpadimnk
IDS/IPS noctynaet nocne pab6otbl Firewall

Web filtering:

PeanunsoBaHa noaaepxka web filtering ans npotokona https

PeannsoBaHa noaaepxka BpeMeHHbIX nuueH3unin web filtering

Peanim3oBaHa BO3MOXHOCTb MCMOMb30BaHUsi master-category npv KOHhUrypmpoBaHum
dhyHkumoHana web filtering

AKTyann3mpoBaH CMMCOK KaTeropuin npu KoHpurypuposaHum doyHkumoHana web filtering
ACL
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* YBenunueHo makcumasibHoe konnyectso npasun B ACL ¢ 255 go 400 ans ESR-15/15R/
15VF
+ PesepBupoBaHue:
* VRRP:
+ [lo6asneH ctonbel, "Group" B BbIBOA KOMaHabl "show vrrp"
* SLA-TecT:
+ PeanM3oBaH HOBbIN TUN SLA-TecToB — icmp-jitter
+ PeaniM3oBaHa BO3MOXHOCTb YCTAHOBK/ NOPOrOBbIX 3HAYEHW KaK yC/1I0BME YCNELLIHOCTY
SLA-TecTa
+ PeaniM3oBaHa BO3MOXHOCTb 3agaHus "description” gnisa IP SLA TecToB
+ PeannsoBaHo xpaHeHue nctopumn pesynsratos padbotel SLA-TeCcToB
+ PeanunsoBaHo npepgocTtaBneHne Uctopum pesysnsratoB padoTbl SLA-TecToB no SNMP
* M3meHeH BbiBOA koMaHabl "show ip sla test statistics <NUM>" nns icmp-echo-tectos. [ns
Hen3mepsieMbIX NapamMeTpoB Hy/1EBbIe 3HAYEHWNS 3aMEHEHbI Ha NPOYepPKN
+ Track:
+ No6asneHo none "description” B BbiBOA koMaHAp! "show tracks”
* TyHHenupoBaHue:
« VT
+ PeannsoBaHa BO3MOXHOCTb yka3biBaTb "local interface" Bmecto "local address” VTI-
TYHHeNs
+ DMVPN:
+ PeanunsoBaHa Bo3MOXHOCTb pa6oTbl DMVPN-HUB 3a STATIC NAT
« [Nob6aBneHo otobpaxeHue dnara "P — protected” gnsa NHRP-peers, ans kotopbix
ycTaHoBneHa IPsec-ceccusi B BbiBoge koMaHAbl "show ip nhrp peers”
+ [lo6asneH ktoy "group name <GROUP-NAME>" ansa cpunbrpauun BoiBoga KomaHb! "show
ip nhrp peers"
* YpaneHa HeobxoAMMOCTb yKasaHus Macku nofceTy B BbiBoge komaHabl "ip nhrp nhs”
+ VESR:
+ PeanunsoBaHa nogaepxka xectknx anckos tuna SCSI LSILogic B uHcTannaunax veSR
+ [lo6aBneHa nogaepxka runeperu3opos:
+ Xen B pexume HVM
+ QEMU
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Bepcua 1.23.6

* MOHUTOPWHT 1 ynpasBieHue:
+ SLA:
+ PeanunsoBaHa BO3MOXHOCTL yripaBneHus DF-6utom gns SLA-TectoB
* MapuwpyTusayus:
+ PacwwmpeHo konnyecTtBo route-map g1 ESR-15
+ BGP:
+ PeanunsoBaH dyHkumoHan BGP fall-over
+ HacTpoiikn npoTokona BFD nepeHeceHbl B pasaen BGP fall-over
+ Peasim3oBaHa BO3MOXHOCTb NPMBA3KK route-map K aHoHcupyemoii no BGP noaceTtn
+ Peanu3oBaHa BO3MOXHOCTb YBe/IMYeHne/yMeHbLUEeHNS METPUKM Ha onpefeneHHoe
3HayeHue
+ Security:
+ Firewall:
+ BbINONHEHa KOPPEKTUPOBKA IMMUTOB Ha konnyecTso firewall-ceccuii
* TyHHenupoBaHue:
* DMVPN:
+ PeanunsoBaHa nogaepxka HazHaueHus gnHamudeckoro IP-agpeca Ha DMVPN SPOKE
+ DHCP:
* YBenuuyeHo konmyecTBo ip helper-address Ha nHtepdeliice o 6
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Bepcua 1.23.3

* Mopgaepxka mappyTtmsatopoB ESR-15R/15VF/31/3200L/3300
* MOHWUTOPWVHT 1 yrpaBs/ieHve:
+ CLI:
+ Peasim3oBaHO NOBTOPHOE OTOGpakeHne 6aHHepa, BbIBOAMMOIO A0 ayTeHTUdnKaLmm
nosb3oBaTens Ha MapLupyTM3aTope Npu Haxatunm KoMouHaummn knasuw “ctrl"+"c”
+ PeanvsoBaHa nposepka IP-agpecos, ykasblBaeMbIx B kayecTBe remote-address B syslog
host Ha npucyTcTBME HA camOM MapLIpyTu3aTope
* YBenu4yeHo konmyecTso loopback-nHrtepdeiicos o 32
+ PeanusoBaHa BO3MOXHOCTb 3anuncu gamna tTpaduka B dpaiin
+ PeannsoBaHa BO3MOXHOCTb (hunbTpauum BeiBoga komaHz "show running-config" n "show
candidate-config" no kntouy "syslog"
+ PeaniM3oBaHoO pasgeneHune mexay Bcemu 6r1okamv KoHdourypawui
+ PeannsoBaHo oTo6paxkeHune nHgopmauum o QSFP28 B BbiBoge komaHabl "show interfaces
sfp"
+ sFlow:
+ PeanM3oBaHa BO3MOXHOCTb oTnpasku sFlow-ctatnctukm B VRF
+ Zabbix:
+ PeannsoBaHa BO3MOXHOCTb 3anycka iperf3 cpeacteamu Zabbix-agent
SNMP:
+ PeanunsosaHa otnpaska SNMPv3-trap
+ SLA:
+ PeanusoBaHo cpabatbiBaHue track npn HeygadyHoMm npoxoxaeHun SLA-Tecta
+ PaclumpeH BbIBOZ, onepatmMBHON nHgopmaLmmn o pabote SLA-TecToB
+ Peanun3oBaH mexaHn3M n3MeHeHus KoHdurypaumm SLA 6e3 nepesanycka Bcex TeCTOB
+ PeanvsoBaHa npvBsiska BbINonHeHUss SLA-TecTa K COCTOSHUIO UHTepdheica
+ MapuwpyTusauus:
+ [lo6asneH HoBbIN TMN mapwpytoB NHRP Shortcut
+ PeanM3oBaHa BO3MOXHOCTb (oUbTpaLmy MapLUpyTOB C MOMOLLBIO PErynspHbIX BblpaXKeHW
+ BGP:
+ PeanusoBaH hyHkumoHan local-as ¢ nogonuusmn no-prepend u replace-as
+ Peasim3oBaHa BO3MOXHOCTb arpermpoBaHvs MapLUpyTHON nHdopMauum npu
aHoHcuposaHuy no BGP
+ Peanun3oBaHa BO3MOXHOCTb (ounsTpaLma mapLipytos rno atpubyty BGP Next-Hop
+ OSPF:
+ Peanm3oBaHa BO3MOXHOCTb NepeBoja UHTepeiica B pexum passive ansa npotokona OSPF
+ PeannsoBaHa BO3MOXHOCTb KOH(DUIYpUpOBaHnsa Ha nHTepdeiice napameTpa "reference-
bandwidth"
+ PeaniM3oBaHa BO3MOXHOCTb BK/tOUEHUSA aBToMaTnyeckoro pacyéta OSPF-cost gns
nHTepdeincos
+ PeanusoBaHa nogaepxka pexuma point-to-multipoint broadcast
+ PeanusoBaHa nogaepxka gyHkumoHana ECMP gnst OSPF External mapwpytos (E1 1 E2)
+ Multiwan:
+ MNepepaboTaH MexaHU3M NPOBEPKM NapamMeTpoB multiwan Ha aTane HacCTPONKM

+ MPLS:
+ PeannsoBaHa BO3MOXHOCTb B kOMaHze "advertise-labels" koHdmryprpoBarts "prefix" ¢ kntouamm
"eq", "ge" nnn "le"
*+ PaclumpeH BbiBOA, UHGhopmaLmmn npu nogpobHomM npocmoTpe 3anuceit VPNv4 n VPLS
+ Security:
* IPsec:
+ PeannsoBaHa BO3MOXHOCTb 1cnosib3oBaHus "local interface” npu HacTpolike "security ike
gateway" ans noctpoeHus IPsec oT nHTepgencos ¢ guHamn4yeckumn agpecamm
+ PeanusoBaHa komaHga "clear security ipsec vpn <VPN-NAME>" o515 c6poca ogHoro u3s
Tekywmx VPN-coeanHeHui
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+ PeanmsoBaHa BO3MOXHOCTb 3afaHusi pa3nnmuHbix PSK ans pasHbix remote-address (ike
keyring)
+ PeanuszoBaHa nogaepxka rpynn Diffie-Hellman go 31
+ IPS
+ PacwupeH BbiBog KOMaHabl "show security ips counters”
+ Firewall
+ Peasi3oBaHa BO3MOXHOCTb B NpaBu/iax ykasblBaTb XOCT/NOACETb 6e3
ncnonb3oBaHus object-group network
+ Peasi3oBaHa BO3MOXHOCTb (oubTpaLmm LUMPOKOBeLLaTebHbIX NakeToB Ans "security
zone-pair any self"
+ ACL:
* Peanun3oBaHa BO3MOXHOCTb MCnosib3oBaHmsa auanasoHa TCP-/UDP-nopTos B npasunax ACL
« AAA:
+ Peasim3oBaHa BO3MOXHOCTb aBTOpM3aLuy BbINOHAEMbIX KOmaHz npy nomowm TACACS-
cepsepa
* QoS:
« PeanunsoaH dhyHkumoHan traffic policing
+ PeanusoBaHa BO3MOXHOCTb nepemapkmpoBku noneii COS n DSCP Ha BbIxogHOM MHTepdelica
+ PeanusoBaHa nogaepxka peer-tunnel-QoS nonntuk gns DMVPN Spoke-to-Spoke TyHHenei
* TyHHenupoBaHue:
+ PeasiM3oBaHa nogaepxka npotokona TyHHenuposaHus WireGuard
+ DMVPN
* Yny4uleHa CKOpoCTb U CTabubHOCTb padoThl
+ [opa6otaH BbIBOA KOMaHAbl "show ip nhrp"
+ Ona ESR-1700 yBenunueH numut GRE-TyHHenelt go 3200
« [Ona ESR-1700 ysennueH numut nogkitodaembix mMGRE SPOKE o 2000 Ha kaxablii MGRE
HUB
* DHCP:
+ Peasim3oBaHa BO3MOXHOCTb KOH(hUryprpoBaHus napametpa next-server gnsa DHCP-server pool
* NTP:
+ Peanim3oBaHa BO3MOXHOCTb KOHhuryprpoBaHus NTP-server ¢ ykasaHue He Tonbko IP-agpeca, Ho
1N LOMEHHOIO NMEHM
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Bepcua 1.20.4

* MOHUTOPVIHT 1 ynpaB/eHME:
+ CLI:
+ PeannsoBaHa BO3MOXHOCTb OrpaHuyeHust 4ocTyna K ssh-cepeepy mapLupyTm3aTopa npu
nomoLuy komaHabl "ip ssh access-addresses”
+ PeannsoBaHa BO3MOXHOCTb OrpaHuyeHust 4ocTyna K telnet-cepsepy mapLupyTusaropa npu
nomoLuy komaHabl "ip telnet access-addresses”
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Bepcua 1.20.3

* MapuwpyTtmsaums:
+ BGP:
+ PeanusoBaH gyHkumoHan Dynamic Neighbors
+ PeaniM3oBaHbl MEXaHU3MbI yaaneHus community 1 extcommunity B aHoHcax
+ PeasiM3oBaHbl MeEXaHU3Mbl 3amMeHbl community 1 extcommunity B aHOHcax
+ PeannsoBaHa BO3MOXHOCTb kOH(hurypuposaHus address-family B peer-group
* B BbiBOAE KOMaHAbl show bgp /15 KOHKPEeTHOro MapLupyTa oTo6paxeHne napameTpoB:
Next Hop, Local Preference, MED, Community, EXT Community
+ OSPF:
+ Peasim3oBaHa BO3MOXHOCTb peanucTpubyuumn mapLupyTtoB c External Type-1
+ Peanun3oBaHa BO3MOXHOCTb 3a[aHNsA METPUKM MapLupyTa npu peaucTpmoyumm
+ MultiWan:
+ Peasi3oBaHa BO3MOXHOCTb MapknpoBku ceccuin ans MultiwAN, gns oTnpaBku OTBETHbIX
NakeToB Ceccumn Yyepes TOT Xe MHTepdielic, Yepes KOTOPbIN NOCTYNatoT NakeTbl AaHHOM
ceccuun

+ MPLS:
+ PeanunsoBaH qoyHkumoHan Inter-AS Option C
+ PeanMsoBaHa nogaepxka HacTpolikv route-target both ons VPLS
+ PeanunsosaHa pa6ota MPLS over DMVPN
+ Peanu3oBaHa BO3MOXHOCTb Nnepegayn kagpos L2-npoTokosios yepe3 PW npu nomoLuu
komaHzb! 12protocol forward B 12vpn-eompls-view
* MOHWTOPWVHT 1 ynpaBs/ieHue:
+ CLI:
+ Peanim3oBaHa BO3MOXHOCTb BbIYUCIEHNSA KOHTPO/IbHbIX CYMM O/19 CEPTUCINKATOB U
NNLEH3WIA
+ PeaniM3oBaHO 0TO6paxkeHne aeTasibHOM nHopmaummn no crarycy pabéotsl multilink
+ PeanmsoBaHa komaHza show tech-support 015 hopmrpoBaHns apxvBa AUarHOCTUYECKON
NHpopmaLmm
* YpaneHa BO3MOXHOCTb 3anyckaTb KomaHay monitor an1sa loopback-uHtepdelicos
+ Peasim3oBaHa BO3MOXHOCTb MCMNO/1Ib30BaHWUSA CMMBOJ/IOB BEPXHETO perncTpa B MMeHu
nonb3osarens B ssh/ftp/ssh/sftp-knnerntax ESR
* M3meHeH BbIBOJ OLUMOKM NOAKIYEHNs No ssh B XocTe npu HecoBnazeHun ssh-knoya B
COOTBETCTBMM C BO3MOXHOCTAMU ESR
* I3MeHeHbl NpoBepKM COBMECTUMOCTY A1 KoMaH/, B pa3gene ARCHIVE
* YHudpmumpoBaHbl NOACKA3KN A1 KOMaH KOHdurypmpoBaHus mail server
+ OTK/NIOYEH 3aMyCK pe3epBHOro KONMpPOBaHUA TeKyLLEeiln KOHpurypaumm npu ctapte
yCcTpoicTBa
+ Syslog:
+ PeannsoBaHo 3anonHeHune noneii hosthame B syslog-naketax
* N3meHeH thopmaTa coobuieHmnii logging service start-stop
* N3meHeHo 3anonHeHne nons APP-NAME B syslog-coo6ueHnsx
* VI3mMeHeH cpopmar n1oros, kotopble hopmupytoTcst Ha VolP-umne (Tonbko ans ESR-12V/12VF)
+ SNMP:
+ B ELTEX-GENERIC-MIB co3gaHa Tabnuua eltexUtilizationlfTable, cogepxaiyas cuetumkm
yTuam3aumm nHtepcpeicos
+ PeanusoBaHa nogaepxka OID cntpPeersVarTable (OID 1.3.6.1.4.1.9.9.168.1.2.1) -
nocnegoBatenibHoCTb cntpPeersVarEntry co Bcemu BrioxeHHbIMK atpubytammn ns CISCO-
NTP-MIB
+ PeanusoBaHa nogaepxka OID hrSystemDate (OID 1.3.6.1.2.1.25.1.2) n3 HOST-RESOURCES-
MIB
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+ B ELTEX-ESR-BGP4V2-MIB po6asneHa nogaepxka OID:
eltEsrBgp4V2PeerAdminStatus ,eltEsrBgp4V2PeerRemoteAddrStr, eltEsrBgp4V2PeerRemot
eaddrStr

+ B ELTEX-GENERIC-MIB pgo6asneHa nogaepxka OID ons MOHUTOPUHIa JIMMUTOB U
ytunusauum FIB/RIB ans ipv4/ipv6: eltexRoutingFIBLimit, eltexRoutingFIBUsage,
eltexRoutingFIB6Limit, eltexRoutingFIB6Usage, eltexRoutingRIBUsageBGP,
eltexRoutingRIBUsageOSPF, eltexRoutingRIBUsageRIP, eltexRoutingRIBUsagelSIS,
eltexRoutingRIB6LimitsBGP, eltexRoutingRIB6LimitsOSPF, eltexRoutingRIB6LimitsRIP,
eltexRoutingRIB6LimitsISIS, eltexRoutingRIB6UsageBGP, eltexRoutingRIB6UsageOSPF,
eltexRoutingRIB6UsageRIP, eltexRoutingRIB6UsagelSIS

* NetFlow:
+ PeanusoBaHa otnpaBka netflow yuepes OOB-nHTepgeiic

+ Security:

+ Firewall:
+ PeannsoBaHa BO3MOXHOCTb OrpaHuyeHust konmyectsa firewall-ceccuii gnst otaenbHbIX
npasun Npy NnoMoLm KomaHabl action session-limit
+ IDS/IPS:
+ PeannsoBaHa 04MCTKa CUETUMKOB NMpU Nepesarpyske u no komaHze clear security ips
counters
+ Peasi3oBaHO OTK/IIOYEHME UHTephencoB ¢ BKIOYEHHbIM dhyHKumoHasiom IDS/IPS nocne
nepesarpysku 4o ckauymBaHua 1 npuMmeHeHus curHatyp IDS/IPS
+ PeannsoBaHa BO3MOXHOCTb yKa3aHUsl KOSIMYeCTBa NpaBusl 4151 KaTEropumn B MpoLeHTax
(rules percent), Bce (rules all) n pekomeHgoBaHHble (rules recommended)
+ PeanmsoBaHa BO3MOXHOCTb XpaHEHUSI CKayaHHbIX CUTHATYp Ha BHeLHeM HocuTene (SD/

USB)
+ Peasin3oBaHa BO3MOXHOCTb NPOCMOTpa cTaTycoB oTBeToB 0T EDM-cepBepa B debug-
pexume
* IPsec:
+ PeanusoBaHo otobpaxeHne PFS dh-group B BbiBOge kKomaHabl show security ipsec
proposal
+ PeanunsoBaHa pa6ota dpyHkumnoHana DPD gnsa IKEv2
TyHHenpoBaHue:
+ PeannsoBaHa BO3MOXHOCTb paboThl gre-keepalive npu nocTpoeHun TyHHens ot IP-agpeca B
apyrom VRF
+ PeannsoBaHo npeaynpexaeHne npu BbiNnosHeHU komaHabl no ip nhrp ipsec B HacTpolikax GRE-
TYHHENS
+ OpenVPN-cepBep, KNMeHT 06HOBNEH A0 Bepcumn 2.5.3

QoS:
+ PeanunsoBaH oyHkumoHasn Per-Tunnel QOS Ha ocHoBe rpynnoBbIxX atpnbyTtos 45159 DMVPN
MexaHn3M OTCNexXnBaHns cobblTuli (track):
+ MNepepaboTaH mexaHn3Mm n3meHeHus napametpa BGP AS-path prepend B 3aBucumocTu ot
cocTosiHusA track
+ PeaniM3oBaH MexaHn3M n3meHeHuss napametpa BGP metric B 3aBMCMMOCTM OT cocTosiHuSA track
VolIP (Tonbko gns ESR-12V/12VF):
* YBenuyeHa makcumasibHasi AsivHa napameTpa komaHabl sip-domain address ¢ 31 go 235
cuMMBO/IOB B sip-profile
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Bepcus 1.19.2

* TyHHenupoBaHue:
+ [lo6aBneHa BO3MOXHOCTb HacTpolikn MTU ans SoftGRE-TyHHene
+ [lobaBneHa nogaepxka softgre-controller Ha ESR-15/30/3200
* MOHWTOPWHT 1 yrpaBs/ieHue:
+ CLI
+ [lo6asneHa komaHga commit check 19 npoBepkn KoHUrypauum 6e3 npyuMeHeHus
+ [lobaBneHa komaHaa crypto generate pfx ana reHepayun pkcs12 KoHTeHepa
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Bepcua 1.19.1

* MoppaepxxaHo HoBoe ycTporictBo WLC-15
* MOHWUTOPWVHT 1 yrpaBs/ieHve:
+ PeanunsoBaH cepBuC Crypto-sync A/1si CUHXPOHMU3aLUK CEPTUCPMKATOB (MPU HASTMYUM NINLEH3NM
WLC)
+ CLI:
+ PeannsoBaHa BO3MOXHOCTb reHepaumn cepTntmKaToB 1 3aKpbITOro Ktoya (Mpy Haimumnm
nmueHsun WLC)
+ PeanusoBaHbl KomaHAb! ip http server 1 ip https server ans skntoueHus web-cepeepa (npu
Hanmummn nuueHsum WLC)
+ PeanusoBaHa komaHga sync crypto force Ansa pyyHoli cHXpoHM3auum ceptudpukatos (Npu
Hanummn nuueHsum WLC)

« WEB:
*+ PeannsoBaH MOHUTOPUHT Todek goctyna (npu Hanmuum nuueHsum WLC)
* TyHHenunposaHwue:
+ PeannsoBaHa BO3MOXHOCTb pacnpefeneHust TyHHenel ynpasneHus softgre-controller no source-
agpecam/cetam (Npu Hanmuum nuueHsnm WLC)
+ PeannsoBaHa BO3MOXHOCTb BbIGOPOYHOTO BK/OUEHMsA vlan B softgre-controller gnis pexxvma
WLC (npu Hannumm nuuensmmn WLC)
+ WLC (npu Hanmuum nuueHsunm WLC):
+ MopaepxaHa paboTa ¢ Toukoi goctyna WOP-30L
+ PeanunsoBaHo pesepsuposaHue WLC no VRRP
+ Peanu3oBaHbl pexumbl 6e3onacHocT WPA2/WPA3, WPA3 Enterprise
* MopgpepxaHa pa6oTta EAP-TLS Ha nokanibHoM RADIUS-cepsepe
+ PeanusoBaHa komaHaa show wic clients gna npocmotpa cnucka noaktyeHHbIX KnneHtos Wi-Fi
+ Peanim3oBaHa BO3MOXHOCTb HacTpoliku PMKSA caching
+ Peanm3oBaHa BO3MOXHOCTb HacTpoliku NAS IP B RADIUS-cepBepe npu NpokcrpoBaHuu
+ PeasiM3oBaH BbIBOZ, 06LLEr0 KONMYECTBa K/IMEHTOB Ha paavonHTepdeince Toukn goctyna
+ PeaniM3oBaHbl UMSi N0/1b30BATENSA, UMS NTOKALMK, CTaTyC NOAK/OYEHUS B XXYPHaUT KNIMEHTOB
+ PeanM3oBaHa BO3MOXHOCTb HAcCTpPOliku cepBrcoB ssh/telnet/web/snmp Ha Touke goctyna
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Bepcua 1.19.0

+ MNopaepxaHa pabota WLC Ha ESR-15, hyHKUMOHaN akTUBMPYETCA NULEH3nein
* MOHWUTOPWVHT 1 yrpaBs/ieHve:
+ CLI:
+ Wireless-controller nepenmeHoBaH B softgre-controller
* YnpouweH Beog MAC-agpeca B object-group mac — Tenepb He Hy)XXHO 3aZaBaTb
CTaHAapTHYK Macky BPYYHYO, N0 YMON4YaHuio aBTomatuyeckn 3anucoisaertcs "ff:ff.ff.ff.ff:ff"
+ Peanun3oBaHa BO3MOXHOCTb 601ee yao6Horo npocmotpa koHdpurypaumm DHCP/DHCPv6 no
KaTeropvsm
* TyHHenunposaHwue:
* VI3ameHeHa norvka pabotel SoftGRE-TyHHene B pexume wlc, noaaepxaHo ncnosib3oBaHme c-vlan
B CXeMe C TYHHeNMpoBaHNEM K/TIMEHTCKOTO Tpadmka. B HOBOW peannsauun vlan, ykazaHHbliA B
HacTpolikax SSID, nonagaet B WLC 6e3 TepmuHaumu sub-TyHHens B Bridge (npu Hannuum
nmueHsumn WLC)
+ [ins KoppeKkTHOW paboTbl vian gomkeH 6biTb co3gaH B HacTpoikax WLC 1 fo/mKeH 6bITb YeHOM
Bridge nnu nHtepdeiica (npu Hannunm nuuensmmn WLC)
+ WLC (npu Hanmuum nuueHsnm WLC):
* MopaepxaHa paboTa ¢ Toukoii goctyna WEP-30L
+ Peasim3oBaHa BO3MOXHOCTb NpocmoTpa koHurypaumm WLC no pasgenam
+ PeanM3oBaHa BO3MOXHOCTb NPOCMOTpa KoHurypaumm radius-server no pasgenam
* MNepepaboTaHbl KOMaHAbI MOHUTOPUHIA
* B paclumpeHHOM BbIBOAE MHpOpMaLuuy No Touke foctyna gobasneHo nms ap-location
+ B ctatuctuke poymuHra Airtune go6asnieHo pasgeneHve no iokaumam
+ PeanmsoBaHa KkomaHza reload wlc ap <mac> g/19 nepesarpy3ku ToO4ku gocTtyna
+ Service-activator — PeasinzoBaH (DyHKLMOHaUT perncTpaumm To4ek AoCTyna no ceptudurkaram:
+ PeansoBaHa KomaHza join wic ap <mac_ap> 415 aBTopr3aumny BCeX HeaBTOPM30BaHHbIX
TOYEK NPU pexrmMe pyvyHO aBTopmnsaLun
+ PeanmsoBaHa komaHza show wlc service-activator aps 019 npocmoTpa HeaBTOPU30BaHHbIX
TOYeK
+ PeanusoBaHa komaHza clear wic ap joined <mac_ap> 15 0T3bIBa CepTUdrKaTOB y TOUEK
foctyna
+ PeanusoBaHa koMaHAa aps join auto 4N HACTPOIKM aBTOMATMYECKOro pexnma
aBTopu3auum Todek goctyna
+ Ap-location:
+ PeannsoBaHa KkomaHza mode tunnel gns BkItOUeHNA TYHHENNMPOBaHUA B floKaLn
+ Radius-server local:
+ Peasim3oBaHa BO3MOXHOCTb HACTPOViKM vlan ans nonb3oBatens
* JlorupoBaHue:
+ Peasin3oBaHa BbIrpy3ka XypHasia KNIMeHTOB 1 ToYekK JOCTyna Ha BHeLHWii syslog-cepeep
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Bepcua 1.18.1

Mogaepxxka mapwpyTtmsaTopos ESR-15/30/3200
PeannsoBaH doyHKunoHan TFTP-cepBepa
IPsec:
+ PeanusoBaHa BO3MOXHOCTb KOHdhurypupoBaHus route-based IPsec (VTI-TyHHenb) B VRF
* VicnpaBneHa pabota mexaHusma DPD gns IKEv2
IDS/IPS:
+ PeannsoBaHa BO3MOXHOCTb KOH(DUTYpUpOBaHnsa odyepesei naketoB gns IPS
MOHUTOPUHT N yNpaBneHUE:
+ CLI
+ PeannsoBaHa BO3MOXHOCTb 3a4,aBaTb KOJIMYECTBO CTPOK M CTO/IOL0B TepMrHasia KOMaHAoM
terminal resize
+ PeanusoBaHa komaHga ans nepedopmaruposaHms pasgenos flash:syslog, flash:data un
flash:backup B cooTtBeTcTBUM C Bepcusamu MO 1.13.0 n 6onee nosgHumn format mtd-
partition data (gn1s mapwpyTtnsatopos ESR-10/12V/12VF/100/200/1000/1200/1500/1511)
+ PeanusoBaHa komaHga ans yaanenus dpaiinos n3 pasgenos flash:syslog, flash:data
flash:backup clear mtd-partition data (g1s mapwpyTtusatopos ESR-10/12V/12VF/
100/200/1000/1200/1500/1511)
+ PeannsoBaHa BO3MOXHOCTb yAasieHUS KOHUIypaLmumn onsnyeckoro uHtepderica npu
nomoLn komaHApl no interface
+ PeannsoBaHbl NPOBEPKM MPU BbINO/THEHUM KOMaHAb! COpY, HE NMO3BOMAIOLME 3a4aBaTb
HEKOPPEKTHbIE KOMBMHALMM UCTOYHMKA U HA3HAYEHWUST KONMPOBaHMWS
+ PeanunsoBaHa kOMaHza ynpaB/iieHusi 6aiaHCUpOBKOl ceccuii mexay sapamu CPU system
cpu load-balance overload-threshold
+ PeanunsoBaHbl kKOMaHAbl g5 oTobpaxeHus kawa firewall-failover show ip firewall session
failover 1 show ip nat translations failover
+ SNMP:
+ PeannsoBaHa BO3MOXHOCTb NoslyyeHnsa nHpopmauyum o SFP-TpaHcueepax no SNMP
+ SYSLOG:
+ PeannsoBaHa BO3MOXHOCTb thunstpauum syslog-coobLieHnPeann3oi oTaenbHbIX MPoLeccoB npu
BbiBOAE B snmp/telnet/ssh n koHCoNbHbIE Cceccun
B 3aBoAcKyto KoHGmrypaumo gobasneHa Hactpoiika "domain lookup”
Peanim3oBaHo f06aB/1eHVE MEHW NO/b30BaTe/IsA, U3MEHMBLLETO KOH(UIypaLmio, Npy aBTOMAaTUYeCKOM
apxvMBUPOBaHMKN KOHpMrypaumm no commit
Peanim3oBaHa BO3MOXHOCTb Ha3HauYeHus ctatmnyeckoro IP-agpeca Ha nHTepcpeiic coToBoro Mogema
Peann3oBaHa nogaepxka YeTblpéx pexumos path-mtu-discovery:
+ disable
+ default
+ icmp-discard
* secure
Peanim3oBaHa BO3MOXHOCTb ynpaeneHus doparmeHTaumein GRE-naketoB npu nomowy komaHg, ip dont-
fragment-bit ignore v ip path-mtu-discovery discovery disable

MPLS:
+ Peanu3soBaH tpyHkumoHan MPLS over GRE
+ PeanunsoBaH goyHKumoHas BGP Inter-AS Option B
+ PeanM3oBaHa BO3MOXHOCTb Bblbopa bridge B KoHurypauum LDP
MapLupyTunsaums:
+ PeanusoBaHa BO3MOXHOCTb Yka3zaHusi MHTepdoeica B kauectBe router-id ansa RIP, OSPF, ISIS, BGP,
LDP
+ PeanusoBaHa BO3MOXHOCTb YKa3aHusi HTepdeinca B kauectBe update-source ans RIP, OSPF,
ISIS, BGP, LDP
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+ BGP:
* 3meHeH anropuTm Bblibopa router-id Ha cneayoLLyto ouepeaHOCTb:
1. ncnonb3oBaTb cTaTnyeckuii router-id
2. ucnonb3oBaTb HanmeHbLINIA IP-agpec loopback-nHtepdeiica
3. ucnonb3oBaTtb HammeHbLKA IP-agpec donsnyeckoro nHTepderica
* Peanun3oBaHa BO3MOXHOCTb PEKYPCUBHOTO rnoucka no BGP-mapLupytam
+ OSPF:
+ PeannsoBaHa BO3MOXHOCTb YCTaHOBKM cost 1 metric type ans aHoHcupyembix default-
MapLUpyTOB
+ Peanu3oBaHa BO3MOXHOCTb nUcnosib3osaHnsa npotokosia OSPF Ha VTI-TyHHenax
NTP:
* M3meHeHbl gnanasoHsbl Ans napametpos minpoll: 1-6 n maxpoll: 4-17
MexaHn3M OTCNexXmnBaHns cobbltuli (track):
+ PeanusoBaHbl kKOMaHAbl 0TO6pakeHus ctatyca track: show tracks 1 show track
AAA:
* VisameHeHa MMHMManbHas anuHa kntova gna TACACS-cepeepa o 1
DHCP:
+ PeanuzoBaH pexum pabotbl DHCP-failover - Active/Standby
+ PeanusoBaHa komaHga Ans ykasanus nons nons giaddr 8 DHCP-naketax ip helper-address
gateway-ip
Remote-access:
+ Peasi3oBaHa BO3MOXHOCTb Nepefayn mapLipyTHoi nigopmauum no DHCP ana PPTP-/L2TP-
K/IMEHTOB
CKOppeKTUpPOBaHbl OrpaHNYEHNs HA MaKCMMaslbHOE YNC/I0 akTMBHbIX MappyToB (FIB):
+ ESR-1700 — 3000000
« ESR-1000/1200/1500/1511/3100/3200 — 1700000
+ ESR-100/200/20/21/30, WLC-30 — 1400000
« ESR10/12V/12VF/15 — 1000000
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Bepcua 1.17.3

* MOHUTOPVHT 1 ynpasJ/ieHune:
* SNMP:
+ PeanunsoBaHa BO3MOXHOCTb MOHUTOpUHra coctosiHuss OSPF/BGP no SNMP
* FTP-knueHT:
+ PeannsoBaHa BO3MOXHOCTb KOHhurypuposaHus IP-agpeca ftp-knuenta (ip ftp source-
address)
* TyHHenupoBaHue:
+ Peanu3oBaHa BO3MOXHOCTb aHOHCMpOBaHWs rpynnosbix arpnbytos ¢ DMVPN-SPOKE
* IPsec:
+ Metog ayTteHTudmkauun rsa-public-key nepemmeHoBaH B public-key
+ PeanunsosaHa nogaepxka coopmaros PKCST n PKCS12
+ PeanusoBaHa nogaepxka tvna knwoven ECDSA
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* MOHWUTOPWHT 1 yNpaB/eHue:

+ CLI:
+ Peasim3oBaHa BO3MOXHOCTb 3a/jaH/si KOMMeHTapus Npu BBOAE KOMaH4bl commit
+ Peasim3oBaHa BO3MOXHOCTb 3a4aHnsa TaiiMmayTa NoATBEPXAEeHNUS KOHurypauum npy BBoge
KOMaHAbl commit
+ Peasi3oBaHa nogaepxka yHKLMN OTNI0KEHHON Nepesarpysku
* YBesiM4yeHo uncno npedmkcos 1 guanasoHoB IP-agpecos B object-group network go 1024
+ Peanim3oBaHa BO3MOXHOCTb KOH(DUIYPUPOBaHWS rpynnbl TYHHeen
+ Peasim3oBaHa BO3MOXHOCTb BbIYNC/IEHNSA KOHTPO/IbHOW CyMMbI 4118 (haiinos B
pasgene flash:backup/
+ PeanunsoBaH cton6el, "Date of last modification" B BbiBoge komaHapi dir
+ SSH:
+ Peanun3oBaHa BO3MOXHOCTb OTK/IOYEHUS nogaepxunsaembix HOST-anroputmos B SSH-
cepsepe
* Netflow:
+ PeanunsoBaHa BO3MOXHOCTb HacTpoiiku 3HaveHus ifindex ans self\dropped-tpacuka
+ Security:
* IDS/IPS:
+ MNopaepxka paboTbl C 3epKa/IMPOBaHHbLIM Tpadkom
+ BRAS:
+ Peasim3oBaHa BO3MOXHOCTb 3a4aHunsa napons nosb3oBatesniein npn astopmusauun no IP 1 MAC
* DHCP:
* Server:

PeasimzoBaHa BO3MOXHOCTb yKasaHus description B komaHze address

« MapLpyTusaums:
+ PeanunsoBaHa BO3MOXHOCTb AByHanpaB/IeHHOW nepegaun maplupyTtos mexay VRF ¢ nomoLbo
KomaHgpl route-target both

+ OSPF:

+ BFD:

PeanusosaHa onuuoHansbHasa nogaepxka Opaque LSA
PeannsoBaHa BO3MOXHOCTb 3aZlaHnst MakcumasibHoro konuyectsa Nexthop gna ECMP-
MapLUpyTOB

Peanm3oBaH BbiBOZA MHpopmauun o BFD-coceacTtse
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Bepcua 1.15.3

+ WLC (npv Hannumm nuuensmmn WLC):

MopaepxaHa paboTa ¢ Toukoi goctyna WEP-200L
Board-profile:

+ HacTtpoiikn pagnonHTepdelicoB nepeHeceHbl B npodunnb board-profile

+ Peasim3oBaHa BO3MOXHOCTb HACTPOIKMN TONIbKO O4HOI0 pajanonHtepdeinca
SSID:

+ PeaniM3oBaHbl HACTPOKN NapameTpoB a8 poyMuHra 802.11r/kv
Airtune:

+ Peasi3oBaHbl MOHUTOPWHT 1 yripasneHue cepsucom Airtune
YBenuueH pasmep XxypHasna cobbITuii KIMEHTOB 1 TOYEK JocTyna
B paclumpeHHyo nHhopmaumio no Touke focTtyna Ao6as/eHbl: CEpUiiHbIA HoMep, BEpcus naatbl 1
BpeMs paboThl
B BbiBOg, cocTosHust WLC (show wic) no6asneHa nHopmauusi o NogkIYEHHbIM KNMeHTam
MopaepxaH SNMP-moHuTOopuHr WLC
CKpbITbl NApO/IN B TPACCUPOBKAXx
Log-filter:

+ PeanusoBaH qoyHkumoHan comnstpaymm noros no MAC-agpecam Tovek gocryna
Ap-profile:

+ PeanM3oBaHa BO3MOXHOCTb HACTPOIKMN 10rMpoBaHns /1 BCEX CEPBUCOB TOUKM AOCTYNa
AP:

+ PeanmsoBaH napameTtp ap-model ans onpegeneHus Tuna TO4kM focTyna
Service-activator:

+ ONTUMMU3MPOBaH asiropuTM 06HOBeHUs MO Touvek goctyna
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Bepcua 1.14.5

* QoS:
+ Peanun3oBaHa BO3MOXHOCTb YKa3blBaTb OrpaHUyeHuns nosiockl NPonyckaHus B NpoLeHTax ans
complex-qos
+ MapuwpyTtusaums:
+ PeanM3oBaHa BO3MOXHOCTb 3agaHus Policy-Based Routing ans nokanbHoro tTpadumka
MapLupyTumsaropa
* MOHUTOPVIHT 1 ynpas/ieHune:
+ PeaniM3oBaHa BO3MOXHOCTb aBTOMaTM4eckoro o6HoeneHus Mo c ncnons3osaHnem DHCP-onuwii
+ SYSLOG:
+ Peasim3oBaHa BO3MOXHOCTb (oubTpaLmm syslog-coo6LLeHnin OTAeNbHbIX MPOLLECCOB Npu
3an1cu B NIoKasbHbIV syslog-thainn nnu yganeHHblii syslog-cepeep
+ Peanun3oBaHa BO3MOXHOCTb JIOTMPOBaHUA MOTOKOB Tpadinka, obpabartsiBaembix IPS/IDS, Ha
yAaneHHbln syslog-cepsep
* Pe3epBupoBaHue:
+ PeanusoBaHa nogaepxka npotokosioB STP/RSTP B bridge ana Bcex mogeneii
+ PeanusoBaHa nogaepxka npotokosioB STP/RSTP ansa dmsnyecknx MHTepdeincos B pexume
switchport ans ESR-1x/2x
* Remote-access:
+ Peanu3oBaHa BO3MOXHOCTb OrpaHvyeHnss METOA0B ayTeHTU(INKALMW 1 LUINCDPOBaHMSA NMPOTOKO/I0B
IKE 1 IPsec gna L2TP-cepeepa 1 L2TP-knueHTa
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Bepcua 1.14.0

AAA:
+ Peanun3oBaHa BO3MOXHOCTb MCMNOMb30BaTh 3almiieHHoe coeanHerve TLS/SSL ans LDAP
DPI:
+ PeaniM3oBaHo onpegeneHune cneayowmx npunoxeHuii: bittorrent-networking, ms-netlogon, ms-
rpc, ms-sms, rtp audio, secure-http, secure-smtp, vmware-vsphere
IDS/IPS:
+ MogpepxaHa unsTpaumsa otaenbHbiX komaHg gns HTTP n FTP
IPsec:
+ PeanmsoBaHa nogaepxka mode transport

QoS:
+ PeanusosaHa knaccudukaumsa no URL
+ PeanusoBaHa knaccugukaLlmsa no npuioxKeHnsam
Track
+ Peanun3oBaHa BO3MOXHOCTb oTCcnexunsaHnsa coctosHmsa VRRP nam SLA Ttecta
+ PeannsoBaHa BO3MOXHOCTb yrpaBneHusa napamerpamu VRRP, PBR, agMuHucTpatusHoro craryca
nHTepdeiica, cTaTmyeckoro MapLupyTa, atpubyta AS-PATH n preference B route-map
MOHUTOPWHT 1 ynpas/ieHune:
+ CLI
+ Peanim3oBaHa BO3MOXHOCTb OTOGpaXeHMs KOHhUrypawmm ycTpoiicTea ¢ napamerpamu,
NMELLMN 3HAYEHME MO YMOTHaHMIo
+ PeanusoBaHa BO3MOXHOCTb B KOMaHze ping ykasbiBatb IPv4/IPv6/DNS xocT 6e3
npedomkcos ip/ipvé
+ PeanM3oBaHa BO3MOXHOCTb 3a4aHus naposneil meHee 8 CMMBO/OB
+ PeannsoBaHa BO3MOXHOCTb MPOBEPKN BHELLHNX HAKONUTENel ¢ NOMOLLbI0 KOMaHab! verify
storage-device
+ Peasi3oBaHa BO3MOXHOCTb (DOPMAaTUPOBAHUSA BHELUHMX HaKonuTenel ¢ NoOMOoLLb0
KomaHgpl clear storage-device
+ SSH:
+ Ha ctapTe ycTpolicTBa NpOMCXO4UT nNpoBepka Hanmumns host-knodeli n npu nx oTCyTCTBUK
NPOUCXOANT reHepaums. Kaxaoe ycTpoincTBo MMeeT yHuKaslbHble ssh host-kioum
* Y6paH 13 obpalleHnsa ycTapeBLINiA TUN KNtoyei rsal
* YnaneHa komaHga crypto key generate u3 pexuma koHduryprpoBaHusi configure, BMecTto
Hee peanmioBaHa update ssh-host-key B pexum koHurypmposaHms root
+ C6op CTaTUCTUKN:
* MopcueT Tpadhmka no HanpaeneHuto Ingress n Egress gns Netflow
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Bepcua 1.13.0

+ Mopgaepxka mappytmusatopos ESR-1511 n ESR-3100
+ PeanusoBaHa nogaepxka pyHkymoHana Content-Filter ans HTTP-Tpaduka
+ PeanunsoBaHa nogaepxka tyHkumoHana Anti-Spam gnsa HTTP-Tpadimka
+ MapuwpyTusauus:
+ BGP:
* YBenuyenune BGP RIB ESR-10/12V/12VF go 1M mapLupyTos
* YBenuyenune BGP RIB ESR-20/21/100/200 go 2,5M mapLupyTtoB
+ YBenuyenue BGP RIB ESR-1000/1200/1500/1510 go 5M mapLupyToB
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Bepcua 1.12.0

* IDS/IPS:
+ MNopaepxaHo B3aumogelicteue ¢ Eltex Distribution Manager gns nonyyeHuns nuueH3npyemoro
KOHTeHTa — Habop npaBw/, NnpegocTaBnsieMblx Kaspersky SafeStream |l
* IPsec:
+ PeanM3oBaHa BO3MOXHOCTb npocmoTpa debug nHdopmauun ans IPsec
+ MPLS:
+ PeanusoBaHa nogaepxka VPLS Kompella Mode
+ PeaniM3oBaHbl KOMaHApbl BbIBOAA onepaTtuBHON nHdopmauun ans L2VPN
+ USB-Modem:
* Mopaepxka moaemoB ¢ npoLumekoi HILINK
* MapupyTtusauymsa
+ IS-IS:
+ PeanusoBaHa BO3MOXHOCTb 3-way handshake yctaHoBneHuss coceacrtea
* MOHUTOPVHT 1 ynpas/ieHune:
+ CLI
* Y6paHa BO3MOXHOCTb ayTeHTUIMKaLMW Moz, nosib3oBaresieM root
* TyHHenupoBaHue:
+ PeannsoBaHa BO3MOXHOCTb 3aaHua AAA cnuckos ayTeHTudukauumn ana OpenVPN-knneHTos
* dunbTpauma:
* HTTP proxy
* Peasim3oBaHa BO3MOXHOCTb JIOTMPOBaHWA COObITUIA (onNbTpaLmm
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Bepcusa 1.11.10

* MOHWUTOPWHT 1 ynpaB/ieHne:
+ CLI
+ PeannsoBaHa BO3MOXHOCTb NPOCMOTpPa NPUYMHbLI Nepesarpy3ku ¢ NoMoLLblo KoMaHabl show
system reload
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Bepcna 1.11.6

* MOHUTOPWHT 1 ynpaB/ieHue:
+ CLI

+ PeannsoBaHa BO3MOXHOCTb MPOCMOTPA KO/IMYeCTBa TyHHesnel softgre ¢ nomoLLbio
komaHgbl show tunnels count softgre (npv Hannumm nuueHsmmn WLC)

+ PeanusoBaHa BO3MOXHOCTb NPOCMOTPa CymmupytoLein nidpopmaunum o wireless-controller ¢
nomolubto komaHabl show wireless-controller access-points (npu Hannunm nuueHsnmn WLC)

+ Peasi3oBaHa BO3MOXHOCTb 3ajaHNs1 HECKO/IbKUX KpUTEepmnes thuabtpauun B pipe

+ PeasiM3oBaHa BO3MOXHOCTb 3anucu BoiBoga CLI B chaiin

+ PeanusoBaHbl MogudukaTopsbl BbiBoga until n counter
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Bepcua 1.11.4

* MOHUTOPWHT 1 ynpasneHmne:
+ CLI
+ PeanusoBaHa komaHza clear vrrp-state gnsa nepeknioyeHnsa mactepctea mexay VRRP
MASTER n BACKUP
* QoS:
+ ONTUMK3MpPOBaH NpPoLEeCC NMPUMEHEHNA AnHamMmyeckoro QoS
+ PeanunsoBaHa npuoputusauymnsa Tpaduka gnia guHammyeckoro QoS
* MopaepxaH mexaHnam SFQ ans nporpaMmHol peanmsaunm QoS
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ESR-Series. Release notes. Bepcus 1.40

Mopaepxka mapupyTtmsatopos ESR-3100

BRAS:

+ MopgaepxaHa pab6oTta BRAS B VRF ansa cxembl BK/ItoueHUs L3
+ MopgaepxaHo gobasneHue Option 82 n3 DHCP nakeToB KMEHTOB B akKayHTUHT
+ MopaepxaHo nonyyeHne yncnia cepsncos u ceccuin BRAS uepes SNMP

SNMP:

+ MNopaepxaHo paspylueHve TyHHeneil softgre
MOHWUTOPVHT 1 yNpaBeHue:

+ CLI

+ SLA:

PeannsoBaHa komaH4a merge, KOTopas 00beAUHAET 3arpyXXeHHY KOHUrypaLuio ¢
candidate-config

PeannsoBaHa BO3MOXHOCTb MPOCMOTPa UHGOpMaLMM 0 KOHUrypawmm onpeseneHHoro
Bridge

PeannsoBaHa BO3MOXHOCTb MPOCMOTpPa KOHMrypauum onpegeneHHol object-groups ¢
yKasaHvem Tuna

PeannsoBaHa BO3MOXHOCTb MPOCMOTPa KOHUrypauuy onpegeneHHoro TyHHens
PeannsoBaHa BO3MOXHOCTb MPOCMOTPA KOHurypauum onpegeneHHoro route-maps
Peann3oBaHO coxpaHeHue NorMHa nonb3oBartens B UMs KOHGUrypauum npu
pe3epBUPOBaHUN KOHPUIypaLmmn NOKasIbHO

PeanimzoBaHa BO3MOXHOCTb NPOCMOTPA PasHuLbl MEXAY apXMBHbIMN KOHIUTYpaunsiMm
PeanunsoBaHa komaHaa clear vrrp-state, koTopas octaHaBNMBaeT BbINO/IHEHME NPOTOKOA
VRRP Ha Bpems 3* Advertisement_Interval+1. 3T0 gaeT BO3MOXHOCTb MapLupyTusaTopy,
HaxopgsLemMycs B COCTOSAHMM backup, BbINONHWUTL NepexsBar MacTepcTea

MopaepxaH IP SLA B pexxume ICMP-ECHO

* TyHHenupoBaHue:
+ MNopaepxaHa CMHXpoHM3aumsa TyHHenel wireless-controller mexay mMapLupyTusaTopamu ¢ pasHoli
Bepcueli MO
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Bepcua 1.11.1

* IPsec:
+ PeanmsoBaHa BO3MOXHOCTb oTk/toueHust Mobility and Multihoming Protocol (MOBIKE) ans IKEv2
+ Mopaepxka IPsec ayteHTUdMKauumn no ceptudpnkaram
* Mopaepxka CRL n homnsTpayun no nonto arpubyTa Subject-name
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Bepcua 1.11.0

+ CLI
+ Peanu3oBaHa BO3MOXHOCTb dounetpaumm no TCP/UDP-noptam npy 0TO6paxXeHnmn 1 04NCTKe
firewall/NAT-ceccuii
+ Peanun3oBaHa BO3MOXHOCTb NPOCMOTPa KoHurypaumm mDNS
* IPsec:
+ PeanunsoBaHbl pexxumbl nepe-nogkntoveHns knveHtos XAUTH ¢ ogHum nioruHom/naponem
+ Peasim3oBaHa BO3MOXHOCTb OTK/IHOUEHUS NPOBEPKN Nons aTpmbyTa Subject nokasnbHOro n
ypaneHHoro ceptudnkara XAUTH
+ MapuwpyTtusaums:
+ PeasiM3oBaHa BO3MOXHOCTb MCnosb3oBaHusa Multiwan Ha pppoe, 12tp, openvpn, pptp u vii-
TYHHene
* TyHHenupoBaHue
+ GRE
+ Peasi3oBaHa BO3MOXHOCTb MCNosb3oBaHusa ans GRE-TyHHene B kauecTBe /I0Ka/IbHOro
nHtepdpenca: USB-modem, pptp, 12tp, pppoe-TyHHeneit n e1, multilink-nHtepdeiicos
+ Peasi3oBaHa BO3MOXHOCTb nocTpoeHunss GRE-TyHHenel ot IP-uHTepdelicoB otanyHoro VRF
+ Peanun3oBaHa BO3MOXHOCTb 06ecneyeHns L2 cBA3HOCTM MeXay KIMeHTamun 13 pasHbix
TYHHe e B pamkax 0O4HoOl siokaumm B cxeme ¢ wireless-controller
* PPPoE
+ Peann3oBaHa BO3MOXHOCTb UCMO/b30BaHMa cumeosnos )", "/" n "\" B UMeHn nonb3oBarens
+ OrpaHunyeHa noggepxka gainnosbix cuctem gns USB-Hakonuteneli 1 SD/MMC kapT. MNMogaepxmBaeTcs
TOoNbKO FAT
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Bepcua 1.10.0

+ MapuwpyTtusaums:
+ Peanu3oBaHa noggepxka npoTokosia Mappytmsaumm IS-IS
+ Peanu3oBaHa nogaepxka npoTtokosia mapipytmsauum RIP NG
* lMepepabotaHo KoHUrypuposaHue BGP
+ BGP:
+ PeanunsoBaHa nogaepxka BGP Graceful restart
+ PeanusoBaHa nogaepxka atpmbyta BGP Weight
+ OSPF:
+ PeanuzoBaHa nogaepxka OSPF Graceful restart
* MOHUTOPVIHT 1 ynpasJ/ieHune:
+ Peanu3oBaHa BO3MOXHOCTb BK/THOYEHWS MOHOMO/IbHOTO AOCTYNa K KOH(uUrypauum
+ PeanmsoBaHa BO3MOXHOCTb cbpoca CLI-ceccuii
+ Peasim3oBaHa BO3MOXHOCTb OYMCTKM CrKUCKa aBapui
* TyHHenupoBaHue:
+ Peasim3oBaHa BO3MOXHOCTb Bblbopa MeTofa ayTeHTudukalmmn nons3osareneii gnsa L2TP n PPTP-
cepsepos
* Peanun3oBaHa BO3MOXHOCTb MCMOIb30BaHMA NMPUBATHOIO Kova 1 ceptudpmkata OpenVPN-
KnneHTa
+ MPLS:
* PeaninsoBaHa nogaepxka nportokona LDP
+ PeanunsosaHa nogaepxka L2VPN VPWS
+ PeanusoBaHa nogaepxka L2VPN VPLS Martini mode
+ PeanunsosaHa noggepxka L3VPN MP-BGP
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Bepcusa 1.8.7

+ USB-Modem:
+ PeanusoBaHa koMaHga "no compression” 4s1a 3anpera Ucnonb30oBaHus MeToga cxxatus
3aronoskoB TCP/IP BaH HAko6coHa
* MOHWUTOPWHT 1 ynpaB/ieHne:
+ PeannsoBaHa BO3MOXHOCTb BbINO/HATL KOMaHAbl N0 SSH B HEMHTEPAKTMBHbIX CECCUAX
komaHaHoi cTpoku (CLI)
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Bepcua 1.8.5

+ Security:
+ PeaniM3oBaHa BO3MOXHOCTb MCMO/b30BaHua demo-nuuenHsuii gns IDS/IPS
+ SLA:
+ O6HoBneH areHT Wellink SLA Ha ycTpolictBax ESR-10/12V/12VF
+ USB-Modem:
+ PeasiM3oBaHa BO3MOXHOCTb MCNO/b30BaHMA cumBoioB ', '@’ ., - As1a nons user B pexvme
koHcurypuposaHus cellular profile
* MOHUTOPWHT:
+ PeannsoBaH oyHKLMOHan Zabbix-proxy
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Bepcua 1.8.3

* IPsec:

+ PeweHa npobnema HecTabunbHO paboTbl IPsec ¢ DMVPN n L2TPv3
+ Multilink:

+ PewweHa npobnema mapLupyTtusauumn tpadgumk n3 multilink

+ PewweHa npobnema c gobasneHvem BTOPOro v nocneayowmnx nHrepgeiicos B multilink
+ OSPF:

*+ PewweHa npo6nema ¢ 06HOBNEHEM MaPLUPYTHON nHopMaLm
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Bepcusa 1.8.2

* Mopaepxka mapipytusaropos ESR-20/21/1500/1510
* OpenVPN cepsep:

* YBe/IM4eHo KONM4ecTBO nonb3oBartenei fo 64
+ ACL:

+ ESR-1X: yBenuueHo konmyecTso npasun go 255
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Bepcua 1.8.1

* OpenVPN cepsep:
+ Bo3MOXHOCTb HasHaveHus ctatudeckoro IP-agpeca ana OpenVPN-nonb3oeatens
* Bo3MOXHOCTb aBTOpM3auun Heckonbknx OpenVPN-nonb3oBartenein ¢ ogHUM cepTUdINKaToOM
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Bepcua 1.8.0

* TyHHenupoBaHue:

* MNopaepxaH DMVPN
+ BGP:

* YBenunyeHue BGP RIB ESR-20/21/100/200 go 2M mapLupytos

* YBenuueHue BGP RIB ESR-1000/1200/1500/1510 go 3M mapLipyToB
+ SNMP:

* MNopaepxka LLDP-MIB
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Bepcua 1.7.0

* dunbTpauma:
* MopgpepxaH IDS/IPS
« HTTP proxy: PeannsoBaHo KoHurypupoBaHue redirect noptos
+ CLI
+ ESR-1700: ¥YBennueHo makcumanbHoe KonmyecTBo object-group network go 1024
+ PeanunsoBaHa Bo3MOXHOCTb B Prefix List, route-map ykasbiBatb npedomkc 0.0.0.0/0
+ Peasim3oBaHa BO3MOXHOCTb B object-group url yka3biBaTb CCbI/IK/ B BUAE PETYNAPHbIX BblpaXXeHW
+ Peasim3oBaHa BO3MOXHOCTb M3MeHATb MAC-agpec (hr3nyeckmx n arpernpoBaHHbIX MHTepdelicos
* MepeHoc komaHg ip http proxy redirect-port, ip http proxy redirect-port noptos ns BRAS B
HTTP(S) Proxy

+ ESR-1700: ¥YBennueHo makcumanbHoe konnyectso NAT pool go 1024
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Bepcua 1.6.6

* TyHHenupoBaHue:
+ MopaepxaH HoBbIN MexaHn3Mm keepalive gns softgre TyHHeneit. MpoBepka TyHHenelk
BbINOIHAETCSA NO ping-probe oT KNMEHTCKMX YCTPONCTB. HOBbLIV pexvmM paboTbl BKIoHaeTcs
komaHgoli keepalive mode reactive B koHdpurypaumm wireless-controller
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Bepcua 1.6.5

+ CLI:
+ Peann3soBaHa BO3MOXHOCTb BK/IKOYEHWSA OA4HOMNONL30BATE/IbCKOrO pexmma
KOHOUTypnpoBaHns
+ PeanusoBaHa koMaHAa Ans 3asepieHnsi ceccuia CLI
* Peann3oBaHO OMoBeLLEeHNE O HENMPEMEHHBIX U3MEHEHUNSX B KOHUrypauumn npu
BXOZe/BbIXxoae B/13 pexuma KoHurypuposaHus v CLI
* TyHHenupoBaHue:
+ PeannsoBaHa BO3MOXHOCTb BK/IlOUEHUS sub-TyHHens softgre B Bridge, koTopblii HaxoguTcs
B VRF
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Bepcua 1.6.4

* BRAS:
+ PeanusoBaHa komaHaa show subscriber-control sessions count gns nogcueta uicna ceccuii
BRAS
+ PeannsoBaHa KkomaHza show subscriber-control services count ans nogcuera uncna cepsncos
BRAS
+ mDNS
+ PeanunsoBaH dhyHkumoHan mDNS-reflector
+ Peanu3oBaH (pyHKLMOHaN punsTpauun cepsmucoB mDNS
+ PeanunsoBaHa komaHza show ip mdns-reflector g5 npocmoTtpa HaiaeHHbIx ceparcoB MDNS
+ PeanunsoBaHa komaHza clear ip mdns-reflector nn1s o6HoBNEHUSs cncka cepBrcoB
* MOHUTOPVIHT 1 ynpaB/eHMeE:
« CLI
+ PeanuzoBaHbl punbTpbl dynamic/static u tunnel softgre ana komang show/clear mac
address-table
* TyHHenupoBaHue:
+ PeanusoBaHa komaHga clear tunnels softgre remote-address <ip> gns yananenus softgre
TYHHENs 411 KOHKPETHOM TOUKM
« PeanunsoBaHa komaHzga clear tunnels softgre nns yaaneHus Bcex softgre TyHHenei
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Bepcusa 1.6.2

BRAS:
* MopgaepxaH Ha ESR-1X/2X
+ Peasi3oBaHa BO3MOXHOCTb 3a4aHns nHTepdeica ¢ guHamuyeckumm IP agpecammn B kayecTse
nas-ip
DHCP:
+ PeanMsoBaHa BO3MOXHOCTb O4MCTKM 3anuceli apeHg DHCP cepsepa
* YBenmyeHo uucno cratndecknx DHCP 3anuceit B nyne go 128
QoS:
+ PeanM3oBaHa Knaccudmkauma Ha ncxogawem nHtepdoerice, 4to NoO3BOSET HE NCMOMNb30BaThb
ingress NO/IMTUKM
+ PeannsoBaHa BO3MOXHOCTb 3aaH1A B Knacce Heckonbkux ACL
+ PeannsoBaHa BO3MOXHOCTb 3aaH1s B knacce knaccudumkaumm no DSCP
VolP:
+ Peanun3oBaHa BO3MOXHOCTb KOH(purypmposaHusa PBX
NHTepdelicsbl:
* MopaepxaH pexum paboTbl MHTepdeiica routerport/switchport/hybrid
* MoppepxaH E1 HDLC
* MopgnepxaH Serial (RS-232):
+ OpraHu3aums NoAKI0YEHNS C MOMOLLbI0 aHa10roBbiX MogemoB B pexume Dial up, leased line
* YnpaBneHve coceHMM YCTPOKCTBaMU NO KOHCOU
MapLupyTnsaums
+ BGP:
+ MNoppepxaH Flow Specification Rules
+ MNopaepxaH atpmbyT weight
+ PeannsoBaHa BO3MOXHOCTb 3agaHus route-map default route, le/ge/eq
« [nsa onymm remove-private-as go6asnexbl onuuu all, nearest, replace

* MopaepxaH IP Unnumbered
+ Peanun3oBaHa BO3MOXHOCTb OTK/O4eHMst oTrpaBku otBeToB ICMP unreachable/redirect
* MoppaepxaH IPv6 Router Advertisement
* MultiWAN:
+ MNopaepxaH mexaHn3m ouncTtkm NAT ceccuii nocne o6HapyXeHUs HeJOCTYMHON Lenn
MOHUTOPUHT 1 yNpaBieHue:
« AAA:
+ Peanu3oBaHa BO3MOXHOCTb 3agaHus IP agpeca uctouHuka gnsa TACACS/LDAP cepsepoB
+ Peasim3oBaHa BO3MOXHOCTb 3a4aHusa nHTepdieiica B kauectse UcTouHrKa ans RADIUS
cepsepa
+ Pasmep kntoua TACACS cepsepa pacwmpeH go 60 cumeonos
+ Peasin3oBaHa BO3MOXHOCTb OTK/IIOUYEHUS ayTEHTUMKaLMM Yepe3 KOHCO/TbHbIA NopT
+ CLI
+ PeaniM3oBaHa BO3MOXHOCTb 3a4aHuns NCeBAOHMMOB KOMaH/,
+ PeaniM3oBaHa BO3MOXHOCTb NPOCMOTpPa CTaTUCTUKN UCMOSb30BaHWsA nHTepdelica
+ PeanunsoBaHa BO3MOXHOCTb NMPOCMOTPA CTaTUCTUKK UCNosb3oBaHna CPU
+ Peasim3oBaHa BO3MOXHOCTb 3ajaHns UMEHMN A/19 CTaTUYeCKoro MapLupyTa
+ Peanim3oBaHa BO3MOXHOCTb BbIYMC/IEHMSA XeLW CyMM ¢halisios
+ Peasim3oBaHa BO3MOXHOCTb MPOCMOTpPA CMMCKa TEKYLLMX aBapuil
+ Peasim3oBaHa BO3MOXHOCTb BbIK/1lO4EHUSA gebara ogHOM KOMaHA o
+ PeasiM3oBaHa BO3MOXHOCTb BbIBOZa COO6LLEHWIA Npy NPOCMOTPE J1I0roB 3a OnpeesieHHbIl
NPOMEXYTOK BpeMeH!
+ Peasim3oBaHa BO3MOXHOCTb BbIrpy3KuM 3arpy34nkoB
+ PeanM3oBaHa BO3MOXHOCTb NPOCMOTpPa OnucaHus npaswia B BbiBoge kKoMaHabl show ip
firewall counters
* Peann3oBaHa BO3MOXHOCTb KonnpoBaHusi chaiinos no npotokony HTTP (S)
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Peann3oBaHa BO3MOXXHOCTb MPOCMOTPA Pa3HuMLibl Mexay KoHdurypaumusamum (running,
candidate, factory)

PeannsoBaHa BO3MOXHOCTb MPOCMOTPA KOHurypauum ¢ MetagaHHbIMN

Y6paHa komaHga commit update

SNMP:

SSH:

Peann3oBaHa BO3MOXHOCTb 3afaHnsa community 1s trap coobLieHnii
Peann3oBaHa BO3MOXHOCTb 3afaHus IP agpeca NCTouHmka s trap coobLLeHwni
PeannsoBaHa BO3MOXHOCTb Bblibopa cogepxummoro Tpanos linkDown/linkUp mexay
cTaHAapTHbIM u cisco-like

PeannsoBaHa BO3MOXHOCTbL 3agaHus IP agpeca nctouHuka gnsa SSH knveHTa

MoppaepxaH Cisco SLA responder
MopaepxaH Eltex SLA

* MopaepxaH SFTP cepeep
« dunbTpayusa n TpaHcaauma

+ Firewall:

PeannsoBaHa BO3MOXHOCTb dounbTpauumn no uMmeHn tuna ICMP coobLeHuns

« HTTP (S) Proxy:

NAT:

PeanmsoBaHa BO3MOXHOCTb ounbTpaumm no tuny koHTeHTa: ActiveX, JS, Cookies
PeannsoBaHa BO3MOXHOCTb (huibTpauun/pegmpexTa no NokasibHbIM/yaaneHHbIM Crvckam
PeannsoBaHa BO3MOXHOCTb 06HOBNEHNA yaaneHHbIX cnuckoB URL yepes RADIUS CoA

Peanim3oBaHa BO3MOXXHOCTb OCYLLECTB/IATbL TPAHCIAUNIO aapecoB ¢ TyHHena PPTP/PPPoE

* TyHHenupoBaHue:

+ |Psec:

PeannsoBaHa BO3MOXHOCTbL Ucnosib3zoBaHus IP agpeca, nonyvyeHHoro no DHCP, B kauecTBe
NOKasIbHOTO LL/TH03a

PeannsoBaHa BO3MOXHOCTb MPOCMOTPAa pPaclUMPEHHO MHhopMaLumy 06 ayTeHTUdINKaLn
TYHHene

MopaepxaH XAuth knneHT

Moppepxka PFS (perfect forward secrecy) ¢ ncnonb3oBaHvem rpynnsl DH
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Bepcua 1.4.4

* PPPOE Kk/ineHT:
+ PeanusoBaHbl MeTogpbl ayTeHTUbmkaumm PAP, MS-CHAP, MS-CHAPv2, EAP
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Bepcua 1.4.2

3awuTa oT aTak:
+ PeanunszoBaHa komaHza show ip firewall screens counters, no3BosisitoLas npocmaTpmeaThb
CTaTUCTUKY MO 3adIMKCMPOBAHHbLIM CETEBbLIM aTtakam
+ PeanuzoBaHa 3awmTa ot XMAS u TCP all flags
SNMP:
+ Peasim3oBaHa BO3MOXHOCTb yCTaHaBMBaTb NapameTpbl shnmp-server contact 1 snmp-server
location. lo6asneHbl OID gna 3TUX napameTpoB
+ Peanu3osaH SNMP View: npegocTtasnieHve unu 3anpet gocrtyna ansa community n user no OID
NTP:
+ PacwwupeH BbiBog, show ntp peers: 06aB/1eHbl CTPaTYM M CTATYC CUHXPOHU3aLNN
Firewall:
+ PeanuzoBaHa komaHga ip firewall sessions tracking sip port, no3sonsiouias Boioupats TCP/UDP
nopt ana SIP session tracking
Firewall:
+ PeanuzoBaHa komaHga ip firewall sessions tracking sip port, nossonsiouias seioupats TCP/UDP
nopt ana SIP session tracking
TyHHenpoBaHue:
+ PeanusoBaH L2TP knneHT ¢ noaaepxkoii IPSec
IP SLA areHt (Wellink):
+ Peasi3oBaHa BO3MOXHOCTb yrpaB/ieHUs Tectamu 6e3 yyactus noptana
+ MNepepaboTaHbl KOMaHAbl yNpaBneHs 1 MOHUTOPUHTa
+ Peasi3oBaHbl KOMaHAbl yrpasfeHns noporamu: ycTaHOBKa NoporoB MpeBbILLEeHNS 1
HOpManM3aumm 3Ha4YeHnin napameTpoB TecTa, onoselleHne B CLI, SYSLOG n SNMP o
nepeceyeHnn NoOporos
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Bepcua 1.4.1

* TyHHenupoBaHue:

+ Passutue GRE:

+ PeanusoBaH mexaHun3m keepalive gnis Ethernet over GRE TyHHenelk

* YBE/IMYEHO MakcuMasibHoe konmuecTBo SoftGRE TyHHenel ao 8K (ESR-1200/ESR-1700)

+ Peanm3oBaHa BO3MOXHOCTb HacTpoliku MTU Ha SUB-GRE TyHHensix

+ Passutue IPsec:

+ PeanunsoBaHa komaHza encryption algorithm null B pexxme koHcurypuposaHus config-
ipsec-proposal, oTkntovarowas wndposaHme ESP-Tpadinka

+ Mopaepxka paboTol policy-based IPsec B VRF

+ BRAS:

+ MNopaepxka orpaHM4yeHne CKOpoCcTM Ha abOHEHTCKYHO CECCUIO

+ PeanunsoBaHa komaHza session ip-authentication B pexxvme koHdurypupoaHus config-
subscriber-control. Mpun Bk/lOYUEHHOR ONUUKN ayTeHTUMKaUNUS Nosb3oBaTesnien npoxoauT no IP-
afgpecy

+ PeanunsoBaHa komaHza show subscriber-control radius-servers 519 npocmoTtpa nHgopmarmm 06
ncnosnb3zyemblx RADIUS-cepBepax

+ SNMP:

* BO3MOXHOCTb NPMMEHUTb KOHUIypaumio n nepesarpy3vTb YCTPOWCTBO C MOMOLLbIO
commitConfirmAndReload SetRequest

+ Mopgaepxka areHTa RMON, no3Bonstowero coémuparb CTaTUCTUKY O XapakTepe Tpadiuka Ha
ceTeBbIX MHTepheincax

+ PeanusosaHo ynpasneHue VolP-cepsucamu no npotokosy SNMP

+ MNopaepxka oTnpaBkun yBeAoMIEHN Npu 06HapyxeHun DoS-atak

+ PeanmsoBaHa otnpaska SNMP traps npv 4OCTUXEHUN NMOPOroBbIX 3HAYEHUIA:

+ 3arpysku ceTeBbIX MHTepeiicos

+ GRE/SUB-GRE TyHHenen

+ KonnuecTtBa TyHHenei BKIOYEHHbIX B bridge-group

+ BRAS-ceccwui

« AAA:

+ BO3MOXHOCTb YKa3aTb source-address /15 3anpocoB K cepBepy aBTopu3aunm 1 ayTeHTugmnkawmm

B pexumax koHdurypupoBaHus config-tacacs-server n config-ldap-server
* MultiWAN:

+ PeanunsoBaHbl komaHabl wan load-balance B pexume koHdmryprposaHusi config-cellular-modem,

no3BonstLwme HactpomTb Multiwan ¢ ncnonb3osaHmem USB-mogema
*+ L3-mapuwpyTtusaums:

+ MNopaepxka TexHonornv BFD ans ctatmyeckoi MapLupyTtusanmm

+ Passutue BGP:

+ PeanunsoaHbl komaHgbl default-information originate B pexume koHduryprpoBaHms
config-bgp-af, default-originate B pexxvme koHdurypnpoaHus config-bgp-neighbor,
NO3BONAOLME aHOHCMPOBATbL MapLUPYT N0 YMO/TYaHWUIO

+ CLLI:

+ PeanmsoBaHa nogaepxka ropsaumx knasuw Ctrl-P n Ctrl-N gna npocmoTtpa uctopumn BBefeHHbIX
KOMaHp,

+ PeasiM3oBaHa BO3MOXHOCTb NPOCMOTPA TEKYLLLero COCTOAHUSA 0O6BbEKTOB TPEKMHIa C NOMOLLbIO
komaHabl show tracking objects

« LLDP:

+ PeanmsoBaHa nogaepxka pacwvpernus MED c nogaepxkoi aHoHcupoBaHus napameTtpos DSCP,
VLAN, PRIORITY g2 pa3nnyHbIX TMNOB YCTPOWCTB. MNocpeacTBOM AAHHOIO pacluMpeHns
peanusyetcsa nepepgadva Voice VLAN

+ Firewall:

+ PeasiM3oBaHa TeXHONOMMA Knaccudukaumm Tpadurka npuioxeHuin

+ PeanunszoBaHa komaHza ip firewall logging screen B pexume koHduryprpoBaHus config,
no3BosisoLme siormposatb 06HapyXeHHble DoS-ataku
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QoS:
+ PeanusoBaH mexaHusm GRED (Generic RED) gnsi ynpaBneHus nepenosiHeHneM ovepeaeit Ha
ocHoBaHuu I[P DSCP nnu IP Precedence
VRRP:
* MoppepxaHa pa6ota B VRF
+ PeanmsoBaH VRRP track-ip
Zabbix:
+ BHeapeH Zabbix-areHT
KoHdpurypuposaHue:
+ Peasin3oBaHO aBTOMAaTU4eCKOE YTeHNe KOH(IUrypauumn ¢ NepeHoCHbIX HOCUTeNen Npu 3arpyske
ycTpoicTBa 6e3 KoHdurypaumm
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Bepcua 1.4.0

* TyHHenupoBaHue:

+ PeanunsoBaH PPTP-knneHT

+ PeanunsosaH PPPoE-knneHT

+ Moppaepxka TyHHens Ethernet over GRE

+ Mopaepxka co3gaHmsa cabuHTepgeicos ans Ethernet over GRE TyHHenein

+ Bo3moxHocTb yBenumuenma MTU ansa TyHHenen go 10000

+ Passutue IPsec:

+ Nopaepxka XAuth gnsa amHammnyeckmx IPsec-TyHHenel
+ Passutme OpenVPN
+ PacwmpeHve cnucka anroputMOoB LWMAIPOBaHNA 1 ayTeHTUdMKaunm
* BRAS:

+ Bo3moxHoCTb TpaHcasauum tabnvuysl USER IP - PROXY IP no npotokony NetFlow ans

NPOKCUPYEMbIX COEAVHEHWI
+ L2 kommyTaums:
+ PeanunsoBaHa komaHza force-up B pexxvm koHcurypuposaHus config-vlan. B gaHHoM pexuvme
VLAN Bcerga HaxoauTtcs B coCTOAHUN «Up»
*+ L3 mapwpyTtusaums:
+ BO3MOXHOCTb ONUMOHA/IbHOIO BKNtOYeHMs IPv6 cTeka Ha nHTepdelicax
+ Passutue BGP:
* YBENMYEH ananasoH 3HavyeHuii Ana napametpa local preference
+ PacwwupeH BbiBog, KomaHbl show ip bgp neighbors
+ PeanmsoBaH VRRP tracking: nsmexnenve MED n AS-path aTpn6yTOB Ha OCHOBE COCTOSHUSA
VRRP
+ CLI:

* Bo3MOXHOCTbL MacwtabmpoBaHusa pasMepa TepMrHasia nog pasmep okHa Ha MK npu
NCNOMb30BaHNM KOHCO/ILHOIO NoAktoveHns. KomaHga terminal resize

+ PacwupeH Habop gonyctumbix cumBosioB B APN B pexxme koHgurypupoBaHus config-cellular-
profile. lo6aBneHbl cumsonsl "@", ".", "-"

* MOHUTOPWHT:

* Bo3moxHocTb chunstpaumn Tpadmka no MAC-agpecy NCTOUYHMKE/HasHavYeHNs
* Bo3moxHOCTb npocmoTpa expect-ceccuii Firewall
* BbIBOA, MHhOpMaLmMK 0 cTaTyce nHTepdelica npu Bbi3oBe show ip interfaces

* DHCP:

+ PeanunsoBaHa BO3MOXHOCTb UCKIoYeHUs IP-agpeca u3 nyna agpecos DHCP-cepeepa

+ PeasiM3oBaHa BO3MOXHOCTb 3a4aHuns Npon3Bo/ibHONM onummn B popmate IP-agpeca, ctpoku, HEX-
CTPOKM

* NAT:
+ Moppepxka Static NAT
* NTP:

+ KomaHpa ntp enable vrf <NAME> ycTapena. CHXpoHu3aLusi BpEMEHU MO NPOTOKO/TY BK/IHOYAETCA
KoMaHgoi ntp enable 1 6yaeT paspelueHa 419 Bcex cepBepoB 1 NMPOB B KOHUrypauum

+ PeanusoBaHa komaHga ntp logging, nossonstowasn nornposats NTP-cobbITus

+ PeanmsoBaHa KomaHza ntp source address <IP>, no3sonstowian yctaHoBUTb IP-agpec ans scex
NTP peers

* SNMP:

+ KomaHga snmp-server vif <NAME> ycTapena. JocTyn no npoToKo/y BK/lOYAETCsi KOMaHAoM
snmp-server 1 6ygeT paspeLleH a8 Bcex coobuects 1 SNMPv3 nonb3oBaTenei B
KOHoUrypaumm

* YnpaB/eHue:

+ MNopaepxka onepauuini KONMPOBaHUS NPOLUMBOK, KOH(PUrypaumm, cepTnmkaTon

+ Moanepxka onepauyuii ¢ KoHgUrypauwmeii (commit, confirm, restore, rollback n 1.4.)
+ BO3MOXHOCTb CO34aH1sA MHTepdelicos

* BO3MOXHOCTb CMeHbl 06pa3a aktusHoro MO
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+ BO3MOXHOCTb Nepe3arpy3ku ycTpoiicTea (TONbKO Npy BKIKOYEHHOM Ha esr snmp-server
system-shutdown)
+ BO3MOXHOCTb HacTpoiikm npotokona VRRP
* MOHUTOPWHT:
+ BO3MOXHOCTb NPOCMOTPA uYncna CyLecTBYOLNX NHTEPdIENCOB U TyHHeel BCex TUMNoB
+ Bo3moxHOCTb NnpocmoTpa pasmepa ARP-Tabnmubl
+ SYSLOG:
+ PeanusoBaHo nornposaHne 0CTaHOBOK/3amnyckoB CUCTEMHbIX NPOLLECCOB
* VRRP:
+ PeanunsoBaHa komaHzga vrrp force-up. B gaHHom pexvime VRRP IP-uHTepdoelic Bcerga HaxoauTcs
B COCTOSAHMU «Up»
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Bepcua 1.3.0

+ 3awuTa oT aTak:
+ 3awwmTta ot DoS arak:

+ ICMP flood

+ Land

+ Limit-session-destination

+ Limit-session-source

+ Syn flood

+ UDP flood

« Winnuke
BnokunpoBKa LLUNNOHCKON aKTUBHOCTMU:

+ Fin-no-ack

+ ICMP type

+ IP sweep

* Port scan

+ Spoofing

+ Syn-fin

+ TCP-no-flag
BnoknpoBka HecTaHAAPTHbLIX NAKETOB

+ ICMP fragment

« IP fragment

+ Large ICMP

+ Syn fragment

« UDP fragment

+ Unknown protocols

+ Nopaepxka paspeleHns DNS-umeH. Kewnpytowmii DNS-cepsep
* MNopaepxka npotokona LLDP

* Noppepxka 3G/4G USB-mogemos

+ AAA:

+ BGP:

* BRAS:

+ CLI:

BO3MOXHOCTb peryiMpoBK/ KONM4YecTBa HeygauHbIX NOMbITOK ayTEHTUGIMKaLMN
BO3MOXXHOCTb HACTPOIiKN BPEMEHW XU3HW Naposs

B0O3MOXXHOCTb HAaCTPOIiK1N MakCUMaibHOro KOsiMYecTBa naposieit, XpaHMbIX B UCTOPUN ANs
Ka)X[0ro 10KafibHOro Nnosib3oBaTesis

®YHKUMS HANOMUHAHMA 06 N3MEHEHMN NEPBOHAYaIbHOIO Naposns

B0O3MOXHOCTb HACTpPOViKv TailmayTa OJ/19 ceaHca BXoga

PeanunsoBaHa HacTpolika, paspeluaroLas/3anpeLlarLlas asTopu3oBaTbCs 0T UMEHU
nosib3oBartesnsi root Npu nogxitoyeHnn yepes RS-232 (console)

TpeboBaHMe CMeHbI Mapos NOC/e NCTEYEHUS Ero Cpoka AENCTBUS

BO3MOXHOCTb KOHTPOSA C/IOXKHOCTY Naposis

O6beavHeHne NMPoB B rPynnbl ¢ HA60pPOM aTpubyToB

PeanunsoBaH atpnbyT Framed-IP-Address, cogepxawymii IP-agpec aboHeHTa B Access-Request
naketbl npotokona RADIUS
OnTummnzaumsa NporsBoanTeNLHOCTM Proxy cepeepa

Mopaepxka npotokona SFTP ans 3arpy3ku/BbIrpy3kv daiiioB NPoLLNBKK, KOHGIUTYpaLUia 1
cepTudpmkaToB

MNopaepxka USB-Hakonutenei, SD/MMC kapT B onepaumax KonmposaHus ¢haiioB NPOLLMBKMY,
KOHpurypauwmii n ceptudpmkaros

BO3MOXHOCTbL MpoCMOTpa pasmepos Tabnnu, 1 NPUOPUTETOB MPOTOKOI0B MapLUpyTU3aLmum
BO3MOXHOCTb MPOCMOTpa BCEX MapLLPYTOB, BXOAALLMX B YKa3aHHYI0 NOACETb

+ DHCP:
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* DHCP client. PyuHoii nepesanpoc IP-agpeca
* Moppepxka DHCP-cepeepa B VRF
* Moanepxka onuwii 150 (tftp-server ip) n 61 (client-identifier HH:<MAC>) ansi DHCP- cepBepa
Firewall:
* Bo3moxHocTb ynpasneHus ALG-mogynsamm
+ BO3MOXHOCTb OTK/IHO4EHWSA Apora NakeToB, OTHOCALLMXCA K CECCUN C HEKOPPEKTHBIM CTaTyCcoM
(Hanpumep, NpK aCUMMETPUYHO MapLLpYyTU3aLmMK)
IPSEC:
+ BO3MOXHOCTb YCTaHOBKM 3HaueHus any ans local address npu HacTpoiike IKE gateway
+ MNopaepxka cepTugonkaTos
L2 koMmmyTaums:
+ BosmoxHocTb npoxoxaeHnss BPDU yepes mocTt Ha ESR-100/200
* BO3MOXHOCTb BK/IHO4YEHUA (hr3myeckoro nopta B MocT Ha ESR-100/200
MultiWAN:
+ PeasiM3oBaHO aBTOMaTU4eCKoe NepekioyeHne Ha pe3epBHbIli KaHaul Npu yXyALeHun
xapaktepuctuk (LOSS, jitter, RTT) TekyLiero kaHana
+ Mopgaepxka pa6oTbl B VRF
* Mopaepxka LT-TyHHenewn
NTP:
+ MNopaepxka ayTeHTUmKaumm
+ MNopaepxka onnsTpaumm no Tunam coobLLeHni
SNMP:
+ Bo3moxHoCTb oTKNtoueHnss SNMPv1
+ Peasi3oBaHbl CNCKN KOHTPO/IA A0CTyna
+ BO3MOXHOCTb KOHTPO/IS C/TOXHOCTM Napons A4/ shmp-server community

* BO3MOXHOCTb HACTPOINKM MakCUMasibHOro YMc/ia NOMNbITOK ayTeHTUUKALMN 418 NOAKIYEHNUS NO
SSH
+ BO3MOXHOCTb HACTPOIKM MHTEPBasIa OXMAAHUA NPOBEPKM NOAIMHHOCTM NOAKN0YEHMA no SSH
* BO3MOXHOCTb HacTpOIikn nHTepBasia 06HOBIEHUA Nap Knwoyen gna SSH
+ Bo3moxHoCTb Bblbopa Bepcun SSH
+ PeasiM3oBaHa HacTpoiika a/iropuTMOB ayTeHTUmrkaumm, LinppoBaHns, obMeHa Kirovamm
+ BO3MOXHOCTb reHepaumm RSA-k1oua nepemMeHHOon AnHbI
VLAN
* YnpaeneHue onepatusHbiM cocTosiHneM VLAN (ESR-1000/ESR-1200)
* Mopaepxka MAC based VLAN
+ Bo3moxHOCTb aBTOMaTM4eckoro Peanm3osaHns nopTtos B cywecTteytowme VLAN
VRRP
+ Bo3moxHocTb ncnosnb3oBaHusa VRRP IP B kauectse IP-agpeca uctouHunka ansa GRE, IP41P4, L2TPv3
TyHHenen n RADIUS-knveHTa
* Mpocnywwusaxve VRRP IP-cepsepamu L2TP/PPTP
* Noppepxka VRRPv3
* McnpaBneH HEKOPPEKTHbLIN NOPSA0K BUPTYaNibHbIX IP-aapecoB B nakeTe
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Bepcua 1.2.1

* TyHHenupoBaHue:
* Moppaepxka GRE Keepalive
+ L3 mapLpyTtunsauus:
+ BGP:
+ [lo6aBneHve onucaHus cocegen
*+ BkntoyeHne/BbIKNOYEHME coceael
* YBenuyeHo cymmapHoe yncno BGP nvpos o 1000
+ [pocmoTp cymmMapHOi nHgpopmaLmmn no nupam
+ Multiwan:
+ [pocmoTp onepaTnBHOW MHpopMaLmn
* VRRP:
+ 3agaHve macku nogcetn ansa VRRP IP
* YnpaBneHvem onepatmBHbIM cocTosiHueM Port-Channel (ESR-100/200)
* IPsec:
+ Mopaepxka pexmma Policy-based IPsec
+ TmbKas HacTpolika nepecornacoBaHus Kndeli TyHHenen(margin seconds/packets/bytes,
randomization)
+ 3akpbITue IPsec TyHHens nocne nepegayv 3aaHHoro yYncra naketos/6ant
+ 3ajaHne BPEMEHHOIo NHTepBasa, No UCTEYEHMIO KOTOPOrO CoeAMHEHNE 3aKpbIBAETCS, C/IN He
6b1/10 NPUHATO NN NepefaHo HX OAHOTO naketa yepes SA
+ SNMP:
+ OTobGpaxeHue TeKyLLe CKopocTn MHTepdheiicoB B napameTpe ifSpeed B IF-MIB
+ SNMP Trap:
+ Trap o NpeBbILLEHNM NOPOroBbIX 3HAYEHWN 3arpy3kun 1 Temnepartypbl CPU, ckopocTtu
BEHTUNATOpPA, cBOOGOAHOro npoctpaHcTea RAM n FLASH
+ CLI:
+ dunbTpauus MapLUpyTHOM HopMaL M1 No NPOTokoNam
+ dunbTpauus no nHTepdelicy, IP-agpecy n MAC-agpecy B komaHgax ounctkn ARP/ND Tabnu
+ XpaHeHue log ¢haiifioB B 3HeproHe3aBUCUMON NamsATH yCTPOICTBa
*+ Bbirpyska log ¢paiinioB ¢ ycTpoincTBa C NOMOLLbIO KOMaHbl COpY
+ MpocmoTp cogepxunmoro critlog komaHgoin show syslog
+ MpocmoTp coaepxumoro log daiinos ¢ koHua. JJobasneHa komaHaa show syslog from-end
+ HacTtpolika Talimepa noaTBepXxaeHust KoHdpurypauun. lo6asneHa komaHaa system config-
confirm timeout
* MI3meHeHne B KOMaHAHOM MHTepdelice:
+ Cisco-like nytn gns gaiinos:
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Bepcua 1.2.0:

+ AAA:
+ Peanun3oBaH pexum, B KOTOPOM Mpu ayTeHTUdmKauumn 6yayT NCnob30BaTbCa creaytoLwme no
nopaaKy MeToAbl B Ciiyyae Hef,oCTYMHOCTN NPUOPUTETHOIO
* NTP:
* MNopaepxka ayTeHTUrkalmmn
+ Firewall:
* YBenun4yeHo ymcno nap 3oH 6esonacHoctu Ao 512
+ Peanun3oBaHa BO3MOXHOCTb NMPOXOXAEHWA MAKETOB, /19 KOTOPbIX HE YA4an0oCh OnpeaennTb
NMPUHAL/IEXHOCTb K KAKOMY-/IM60 N3BECTHOMY COEAVHEHUIO N KOTOPbIE HEe SABNAIOTCA Ha4a/loM
HOBOro coefnHeHusi. PeannsoBaHa komaHga ip firewall sessions allow-unknown
* QoS:
+ KoHdhurypupoBaHue anviHbl KpaeBbix ovepeseli B Basic QoS
* BRAS:
+ WeiinuHr no SSID n odoucam
+ AyTteHTudmkauma aboHeHtos no MAC-agpecy
* HacTpoiika pe3epB1MpoBaHNs aKTUBHbI/pe3epBHbIi Ha 0cHoBe cocTosAHUSA VRRP
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Bepcua 1.1.0

* BRAS:
+ TepMuyHaumsa nonb3oBaTenei
+ ObpaboTtka RADIUS CoA, B3aumopgeictene ¢c AAA
* besnbie/dyepHble cnvckn URL
+ KBoTupoBaHue no 06bemy Tpaduka 1 BpEMEHW CECCUU, UM KBOTMPOBaHWE N0 0601M
napameTtpam
* HTTP Proxy
* HTTP Redirect
+ HTTPS Proxy
+ HTTPS Redirect
* MonyuyeHwne cnuckos URL ot PCRF
+ AKKayHTUHr ceccuii no npotokony Netflow
+ OnuuoHasibHasa AonosiHMTeNbHasA NpoBepKa aBTOpM30BaHHbIX Nonb3osarteneli no MAC-agpecy
* Netflow:
+ Netflow v10. 2kcnopt ctatucTukm no URL
* MNopaepxka VRF
+ Moppaepxxka Domain Observation ID
* NHdopmauns o NAT-ceccusix
+ 2kcnopt HTTPS Host
+ 3kcnopT nHopmaumm o L2/L3 location
+ HacTtpoiika active-timeout
+ 3apaHue IP-agpeca ncToyHMKa s nakeToB oTnpasnsemMbix Ha Netflow-konnektop
+ HacTtpoiika akcnopTa Ha nHtepdelrice npu BktoyeHHoM Firewall
* VRRP:
+ TpeknHr mapLupyToB Ha ocHoBe cocTossHnsa VRRP-npouecca
+ CLI
+ ABTOZOMOJIHEHNE 1 OTOOPaXKEHUE B NOACKA3KaX UMEH CO34aHHbIX 0OBbEKTOB
+ OTo6paxeHne cymmapHoi nHpopmauum no ceccusim Firewall n NAT
+ [pocmoTp onepaTuBHOW MHpopMaLmy No paboTaloLmm cepBmcam/npoLeccam
* NHchopmaTtuBHasa nofckaska B criydae HEKOPPEKTHOrO BBOAA NapaMeTpoB
+ SYSLOG:
+ Bo3moxHoCTb 3agaHus IP-agpeca nctouHnka ans ssammogeiicteus ¢ SYSLOG cepsepamu
+ L2 kommyTaums:
* Q-in-Q cabuHTepdeicsl

+ L3 mapLpyTtunsauus:
+ Passutue VRF:
+ Virtual Ethernet Tunnel (TyHHenb cBs3biBatowmii VRF)
+ Passutue BGP:
+ Hacrtpolika IP-agpeca UcTouHmka asisi obmeHa MapLupyTHoli nHdhopmaumeli (update-source)
* MNopaepxka BFD
+ DHCP Relay:
+ Mopaepxka Option 82
* MNopaepxka VRF
+ Moanepxka point-to-point nHtepdeiicos (GRE, IP-IP n 1.4.)
* NHTepcpeiicbl ynpaBneHus:
+ SNMP:
+ MNopaepxka MAU-MIB
* QoS:
+ YBenuuyenue umcna QoS policy-map go 1024 n class-map go 1024
+ Wi-Fi Controller:
+ TMonyyeHne HacTpoek (06cnyxmnBaembix TyHHenem SSID n napameTpsbl weiinuHra) DATA-TyHHenei
¢ RADIUS-cepBepa

73



ESR-Series. Release notes. Bepcus 1.40

Bepcua 1.0.8

YnyulleH KOHTPO/1b paboToCNOCOBHOCTHN CETEBbLIX CEPBUCOB

AAA:
+ 3apaHwue source IP gna B3anmopeictens ¢ RADIUS-cepepamun
* YpaneHuve knwo4ein SSH-xocToB

+ Mopaepxka ycTapeBLUMX NPOTOKO/IOB NGPOBaHNS A5t noakatoueHus no SSH ¢ ycTpoiicTs

Apyrux npoussogutenei
L3 mappyTtusaums:
+ MultiWAN: per-flow mapLupyTnsauus
+ PekypcuBHasa ctatnyeckas mapLupytmsauns
+ BGP nogpnepxka yctaHoBku blackhole/unreachable/prohibit B kauectse Nexthop
+ Passutme VRF-lite:
+ MNopaepxka NTP
* Moppaepxka GRE-TyHHenel
Passutume CLI:
+ MNopaepka KOPPEKTHOro AOMNO/THEHMSA YaCTUYHO BBEAEHHbIX NapamMeTpoB
+ OTob6paxeHue anTaiima CeTeBbIX MHTepdielicoB B komaHae show interfaces status
+ 3ameHa NpuBaTHbIX AAHHbIX MPU NIOTMPOBaHNM BBEAEHHbLIX KOMaH[, Ha ***
+ PeanunsoBaHbl komaHAbl no nat { source | destination } gn19 6bicTporo yganeHus Bcei
KoHdourypaumm NAT
VRRP:
* Mopaepxka Bepcun 3
* Mopaepxka koHdurypmnposaHus GARP Master napameTpos
+ OpgHoBpemeHHOoe KoHhurypuposaHus o 8 Virtual IP Ha npouecc
PesepBupoBaHue ceccuii Firewall Tenepb HacTpanBaetcs He3aBucumo oT Wi-Fi Controller'a
Multiwan:
* BbiBOA cO06LEHMIT 06 M3MEHEHUN COCTOSHWI MapLLPYTOB
ESR-100/ESR-200:
+ Mopaepxka TpaHcmeepoB 100BASE-X Ha KomG0o-nopTax
ESR-1000:
+ bpugx: 3anpet kommyTaumm unknown-unicast Tpadvka
NHTepdelicbl ynpaBneHus:
+ SNMP:
+ SNMP Trap:
+ Trap o0 BbiCOKOW Harpy3ke Ha CPU
+ SNMP MIB:
« IP-MIB
+ TUNNEL-MIB
« ELTEX-TUNNEL-MIB
* RL-PHYS-DESCRIPTION-MIB
+ CISCO-MEMORY-POOL-MIB
+ CISCO-PROCESS-MIB
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Bepcusa 1.0.7

* YnpasneHue yCTPOCTBOM: KOH(PbUryprpoBaHue pexvimMa paboTbl BEHTUNATOPOB
* L3 mapwpyTtunsaums:
+ ABTOoMmaTtuyeckm BblaeneHHble VLAN (Internal Usage VLAN) He MeEHSIHOTCS NpU NPUMEHEHUN
KOHoUrypaumm
+ MultiWAN: 6e3ycnioBHasi npoBepka Lesnm
* Y6paHa npoBepka B3amMHoro nepeceyeHuns DirectConnect-ceTeii n ctatMyecknx mapLupyToB
* N3meHeHne TCP MSS
* VI3MeHeHue orpaHnYeHmnin Ha MakCUMasibHOE YNCI0 akTUBHbIX MappyToB (FIB)
+ OrpaHuyeHne MakCMMasibHOIO Yrcia MapLUpyToB AJ/19 KaXXA0ro NpoToKoa AMHaMUYECKOM
mapLupyTtusauymm (RIB)
+ BO3MOXHOCTb (hunsTpauuyn MapLipyTta no ymonyaxuto B Prefix List
* Mopgaepxka BGP
+ BGP ECMP
+ ABTOKasIbkynsumsa Tainmepa keepalive
+ Moapnepxka Policy-based routing (IPv4 only)
+ JlormpoBaHue U3MEHEHUN COCTOAHNA coenHeHul ¢ nupamu B npotokonax OSPF n BGP
* Bo3moxHOCTb npumMeHeHus route-map gsia OSPF, RIP
+ Passutue VRF-lite:
* Mopgaepxka BGP
* Mopgpepxka OSPF
* Mopgaepxka QoS
* Ynpaenenue Mapupytuszatopom (AAA, Telnet, SSH, SNMP, Syslog, komaHza copy)
+ Passutue IPv6:
* Mopgaepxka BGP
* Mopaepxka yctaHoBkM Nexthop B route-map
* NMoppepxka RADIUS/TACACS/LDAP
* Mopaepxka MultiwAN
* TyHHenupoBaHue:
+ AyteHTudmkaumsa yepes RADIUS cepsep ana PPTP/L2TP cepsepos
* OpenVPN
* YcTapeBaHuWe aBToMaTnyeckn nogHsaTbix Ethernet-over-GRE TyHHenel (Wi-Fi koHTponnep)
+ Passutue IPsec:
* Mopgpepxka npotokona DES
+ MNonyyeHve onepatMBHON MHGOPMaLK

+ ARP/ND:
+ KoHhurypupoBaHue BpeMeHM XN3HU 3anncei
* DHCP Server:
+ KoHdhurypupoBaHue onumm netbios-name-server B nyne agpecos DHCP
+ Passutme CLI:
+ [pocMOTp Harpysku Ha ceTeBbIX MHTepdeiicax
+ PacwumpeH cnvcok npotokosos B ACL
+ MapameTp untagged/tagged caenaH Heob6sA3aTenbHbIM Npu yaanedun VLAN komaHgoi switchport
general allowed vlan remove
+ [pocmoTp Tpadhmka Ha ceTeBbIX UHTephencax
* VRRP:
+ KoHdpurypuposaHue preempt delay
+ OfHOBpeMeHHOe KOHburyprpoBaHune Heckosnbkux Virtual IP
+ Multiwan:
+ MNposepka Bcex uenei us target list
+ ESR-100/ESR-200:
+ -based QoS
+ ACL
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ESR-1000:
+ ABTOMarumyeckoe onpegeneHue SFP-TpaHcusepa an1a 10G noptos
+ bpupx: sonauusa TyHHenen nnu cab-uHtepdeincos B 6puapxe
NHTerpaumsa copta CTOPOHHUX pa3paboTUMKOB:
* IP SLA areHt (Wellink)
SYSLOG: Peann3oBaHa yctaHOBKa timezone nepeg, BbIBO4OM COOOLLEHWI
NHTepdelicbl ynpasneHus:
+ SNMP:
* SNMP Trap
+ SNMP MIB:
+ ENTITY-MIB
+ IANA-ENTITY-MIB
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* YnpaBneHne u MOHUTOPVHT:
+ ABTOMAaTMYECKOE pe3epBUpoBaHne KoHUrypaumm
+ C6op CTaTUCTUKN:

Netflow v5/v9/v10(IPFIX)
sFlow

+ Tabnuua MAC-agpecos:
+ BO3MOXHOCTb OorpaHuyeHus nsyyvaembix MAC-agpecoB
+ BO3MOXHOCTb perynmpoBaHuns BpeMeHn xpaHenus MAC-agpecos
* YnydweHwue nornposaHus B Syslog:
+ JlormpoBaHue KpUTUYHbIX KOMaH[,
+ JlornpoBaHue paboTbl NPOTOKOM0B MapLLpyTU3aLmum
+ Passutme CLI:
+ dunbTpauuns TpaccnupoBok koMaHg no | include/exclude/begin/count
+ [lopaboTka pexunma nocTpaHNYHOro NPOCMOTPa KOMaH/,
* MepeBog npocmoTpa goainnos syslog Ha NOCTPaHNYHbBIN PEXUM
+ Mopgaepxka BBOAA NopTa, Ha koTopoM paboTaet cepsuc TFTP/SSH/FTP Ha yganeHHoM cepBepe B
KOMaHze copy

+ PeanunsoBaHo oTtobpaxeHne Bo3pacta ARP/IPv6 3anuceii n Self-3anvcein B komaHgax show arp 1 show

ipv6 neighbors
* VI3MeHeHns B KOMaHAHOM MHTepdeiice:

PeanunsoBaHa komaHga ip path-mtu-discovery
DHCP: KomaHga ip address dhcp enable nsvexnexa Ha ip address dhcp

DHCP: KomaHpaa ip address dhcp server <IP> nameHeHa Ha ip dhcp server address <IP>

DHCP: KomaHpaa ip address dhcp {<Ignore, lease-time, reboot, set reboot time, retry,
select-timeout, timeout, vendor-class-id>} namexeHna Ha ip dhcp client {<Ignore, lease-
time, reboot, set reboot time, retry, select-timeout, timeout, vendor-class-id>

Firewall: KomaHga show security zone-pair counters n3meHeHa Ha show ip firewall
counters

Firewall: KomaHga clear security zone-pair nameHeHa Ha clear ip firewall counters
sNAT: KomaHza service nat source n3vmeHeHa Ha nat source
dNAT: KomaHga service nat destination nsmeHeHa Ha nat destination

NTP: KomaHga service ntp {< broadcast-client, dscp, enable, peer, server>} nsmeHeHa Ha
ntp {< broadcast-client, dscp, enable, peer, server>}

MULTIWAN: KomaHpga target <IP> nsmeHeHa Ha ip address <IP>

IPsec: KomaHga ipsec authentication method psk nsveHeHa Ha ipsec authentication
method pre-shared-key

+ Passutme QoS:

* Mproputesaums ynpasnsawoLero Tpaduka

« PasButune Firewall:

* YnpaBneHve Taimepamun 1 KOsIMYeCTBOM CECCUIA

+ PasButune SSH:

+ leHepauus knodeli RSA, DSA, ECDSA, Ed25519

+ Pasutue NAT:

+ Bo3moxHocTb pa6oTbl NAT npu BbiktoueHHoM Firewall
* Wcnonb3oBaHue bridge B koMaHAe orpaHnyeHnsi 06nacTn NpUMEHEHUS rpynnbl NpaBu
+ PasButne MultiwAN:

* YkasaHue SUB-uHTepdieiicoB B Ka4ecTBe L3a

+ PasButne SNMP:

« Noppepxka ifXTable
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SNMP IPv6
BktoueHne/oTkNoYeHne nNonb3oBartens 418 HA3KOypPOBHEBOIO AOCTYNa TEXHUYECKOW NoAAEPXKKM
HacTpoiikn npounssonbHoro MAC-agpeca Ha ceTeBoM MOCTY
L3 mappyTmsayms:
PaszsuTtue BGP:

+ ExtCommunity

+ Pexum yganeHus npuBaTtHbIxX AS

+ Pexum aHoHcupoBaHus default-maplipyTta Hapsay ¢ gpyrviMm mapLupyTamm
duneTpayma n HazHavyeHne napaMeTpoB Ha MapLUPYTbl NPU peancTprubbroumnn
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+ Passutue CLI:

* YpaneHve oA4HOTUMNHbIX CYLLHOCTEN 04HON koMaHaol Yepes onuuto ‘all’
* NHTepcpeiico:

* Moanepxka Jumbo Frame (MTU go 10000 6aiiT)

+ HasHaueHue npedmkcos /32 Ha Loopback-uHtepdeiicol

» Firewall:

* BO3MOXHOCTb NpepbIBaHWA/0UNCTKN YCTAHOBIEHHbLIX CECCUl
+ OTKNtoYeHue yHkumm Firewall

* QoS:

+ MapkupoBaHune/nepemapknpoBaHne Tpadmka

* Mytauusa kogos DSCP

* Wepapxunueckuii QoS (HQoS)

* YnpaBeneHue nonocoii nponyckanusi (shaping), war 1k6ut/c

+ PesepBurpoBaHne nonockl No knaccam Tpaguka (shaping per queue)
* YnpasneHuve neperpyskoii oyepegeit RED, GRED

* YnpasneHve oyepegamu SFQ

+ -based QoS

+ CeTeBble cepBuChI:

+ Cnucku koHTpons goctyna (ACL)

+ Mopaepxka sblgaum IP-agpecos DHCP-cepeepom no MAC-agpecy knneHTta
* Mopaepxka chunstpaunmn no MAC-agpecam B Firewall

* Mopaepxka ogHoBpemeHHoI paboTbl DHCP-cepBepa n Relay-areHTa

* Telnet, SSH-kNMeHTbI

* Mopaepxka nHtepdericos E1:

- CHAP
- PPP

- MLPPP (Multilink PPP)

+ AAA:

+ AyTeHTudmKaums n aBTopusaLms rno /oKasibHON 6a3e nonb3osareneli, no npotokonam RADIUS,
TACACS+, LDAP

* AKKayHTWHT KoMaHz, no npotokony TACACS+

+ AkkayHTUHr ceccuin: SYSLOG, RADIUS, TACACS+

* YnpaBsneHve ypoBHAMY NPUBUNETNIA KOMaHL,

+ L3 mapLpyTtunsauus:

+ Passutue BGP:

dunbTpauma no atpubytam n moagudmkaumus atpmoyTtos (local preference, AS-path,
community, nexthop, origin, metric, subnet)

Moaaepxka dyHkumm Route-Reflector

HacTpolika napameTpoB ayTeHTUdMnKaLumn 4ns onpegeieHHoro cocega

Mopaepxka 32-pa3psfHbIX HOMEPOB aBTOHOMHbIX CUCTEM

BO3MOXHOCTb MpOCMOTpa MOJTyYEHHbIX OT COCefa U aHOHCUPYEMbIX coceay npedkcoB
BO3MOXHOCTb NpocMoTpa UHhopmMaLmm no onpenenieHHoMy npedmnkey

+ Pas3Butme RIP:

CyMMMpOBaHNE aHOHCUPYEMbIX noaceTel
CraTunyeckoe cocefcTBo

* PasButue OSPF:

CyMMuMpoBaHMe aHOHCUPYEMbIX NoaceTel
Mopaepxka napametpa eligible gns NBMA-uHtepdeiicos

* YnpaBneHue pacnpocTpaHeHneM MapLUpyToB (MPedrKC-IMCTbI C BOSMOXXHOCTLIO 3aaHust
A0MyCTUMbIX NPEIMKCOB C UCNO/Ib30BaHNEM NnpaBws eq, le, ge)
+ Cratnyeckne mapwpyTbl ¢ HazHaveHnem blackhole/prohibit/unreachable

* VRF Lite:

+ Pa6oTta ceTeBbIX (OyHKUMI1 B KOHTekcTe VRF:
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*+ IPv4/IPv6-agpecauus

+ Cratmyeckas mapwpyTtnsaums
* NAT

+ Firewall

MOHUTOPUHI CUCTEMHBIX PECYPCOB:
* MoOHUTOpPUHT coeauHeHuii/noTokoB (flow)
* MOHWTOPWHT TabnuL, MapLupyTnsanmm
YnyuweHus B pabote Syslog
Pe3epBrpoBaH/ie MapLUpyTU3aTOPOB:
+ PesepBupoBaHue ceccuii Firewall
+ Pe3epsupoBaHune apeHg DHCP-cepsepa
+ PesepBupoBaHune SoftGRE TyHHenen ansa Touek goctyna Wi-Fi
Mopaepxka agpecauunn IPv6 B cnefyowmnx ceTeBbIX cepBucax:

Appecauus

CraTnyeckan mapLpyTmaums
Firewall

OSPFv3

Prefix-List

NTP

Syslog

YTunutel ping, traceroute
Telnet client/server

SSH client/server

DHCP Server/Relay/Client

+ SNMP:

+ PeanunsosaHa noggepxka npotokona SNMP v3
+ PeanusoBaH SNMP MIB (MoHWTOpWHT) anst QoS

ESR-Series. Release notes. Bepcus 1.40
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Bepcua 1.0.4

+ CLLI:
+ BO3MOXHOCTb MMnopTa 1 aKkcnopTa haiisioB ¢ nomoLLbo npoTtokosos FTP, SCP
+ [pocmoTp KOHhurypaumii no pasgenam
+ BO3MOXHOCTb 06HOBNEHUSA U-boot M3 KOMaHAHOro NHTepgielica CUCTeMbI
* MI3meHeHne B KOMaHAHOM MHTepdelice:
+ NAT: KomaHpa proxy-arp interface n3meHeHa Ha ip nat proxy-arp

+ IKE: KomaHpa policy nsmeHexa Ha ike-policy

+ IPSec: KomaHga vpn-enable n3meHeHa Ha enable

+ VTI: KomaHga interface vti nsmeHeHna Ha tunnel vti

+ DHCP: KomaHpga service dhcp-server nsmeHeHa Ha ip dhcp-server

* SNMP:
+ PeanunsosaHa nogaepxka npotokona SNMP ona MoOHUTOpUHra
* MoanepxaHbl cTaHaapTHble SNMP MIB (MOHUTOPUHT)
* OYHKUMM MapLUpyTU3aLNN:
+ Authentication key-chain
+ OSPF:
+ NSSA
+ Stub Area
+ MD5 AyteHTudpmkaymsa
* Pexum MTU Ignore
* RIP:
+ MD5 AyteHTudpmkaymsa
+ BGP:
+ MNopaepxka EBGP Multihop
+ MNoppepxka aTpubyTa next-hop-self
+ Cratmnyeckas mapLipyTtnsaums:
* MNopaepxka KOHPUTYPUPOBaHMA HECKOSTIBKMX MapLLPYTOB MO YMO/TYaHUI0
+ KoHdomrypupyemsiii preference ais npoToko/10B MapLUpyTM3auum
* OYHKUMM pe3epBUpPOBaHUS:
+ MNopaepxka VRRP
+ Mopaepxka pesepsupoBaHmsa DualHoming
* KoHTponb u pesepsupoBaHne WAN (Wide Area Network) coeimHeHwit
+ BanaHcupoBska Harpy3ku Ha WAN-uHTepdeiicsl
* Mpotokon DHCP:
* Moppaepxka DHCP relay
+ QOS:
* Mpuoputesauns Tpaduka
+ O6paboTka L3-nproputetos (DSCP)
+ MNopaepxka 8-mu NPUOPUTETHBLIX oYepeseit
« AnropuTmbl 06paboTkm odepegein SP, WRR
*+ YcTaHOBKa OrpaHu4eHunst NponyckHon cnocobHOCTU MHTEPIECOB 419 BXOAALLETNO Y UCXOAALLETO
Tpadmka
* NHTepcpeiico:
* NMopaepxka loopback-nHtepdeiicos
NAT/Firewall:
* MNopaepxka N3MEHEHNA Hymepauun npasun
* [pocMoTp nHhopMaLmmn 06 yCTaHOB/IEHHbIX CECCUAX
+ JlopaboTaH MOHUTOPUHT ceccuii ans psiga npotokonos (H.323, GRE, FTP, SIP, SNMP)
+ AKTVBaUVWA 1 feakTBaumsa CHETUMKOB Tpaduka ceccuii
* MI3meHeHve B KOMaHAHOM MHTepdeiice: ynydlleHo aBToA0NO/THEHNE KOMaH/,
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+ 3epkasimpoBaHue:
+ Moanepxka pyHKLMN 3epKasIMpoBaHus Tpagmka
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Bepcua 1.0.3

* KommyTauums:
*+ KoHdhurypuposaHune VLAN
* LAG (static u LACP)
+ STP/RSTP/MSTP
* V3onAuma noptos
+ Bridge-rpynnbi
+ MapuwpyTtusaums:
+ OSFP
* BGP
* RIP
* NAT:
* Proxy ARP ans Source NAT
* YpaneHHbli JocTyn:
+ L2TPv3
* IPv4-over-IPv4
* GRE
+ Syslog:
+ BO3MOXHOCTb HACTPOIKM NOrMPOBaHKA B yaaneHHbix ceccusix (SSH n Telnet)
+ dopmar coobuieHnii npueeaeH k RFC5424
* JXypHasimpoBaHue BBOAMMbIX KOMaH[
+ CLI:
* BO3MOXHOCTb 0GHOBNEHUA NporpammMHoro obecrneveHns yepes CLI
+ BO3MOXHOCTb NPOCMOTPa ONepaTuBHOIO COCTOSAHUA UHTepdencoB
* MNopaepxka yTunnsaumy nopTos
+ Mopgaepxka npocmoTtpa ARP-Tabnuubl
+ KomaHga npocmoTpa cepuiiHoro Homepa
+ KomaHpga npocmotpa Bepcumn hardware
* Mopgaepxka ouncTkn ARP-Tabnmubl
+ CuCTeMHble MpaBku:
+ MNopaepxka NMUEH3MPOBaHNA
+ MNopaepxka kHonku "Flash”
+ Peanu3oBaHa aBTOMartnyeckas 6anaHCMpoBKa Harpys3ku Mexay sapaMv MapLipytusatopa
+ besonacHocCThb:
+ Mopgaepxka rpynnel metogoB ayteHTudmkaumm SHA-2 B IKE IPsec
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Bepcusa 1.0.2

* KoHdhurypupoBsaHue:

B03MOXHOCTb KonmpoBaHust KoHdurypauum Ha (c) TFTP-cepeep(a)

Hostname

CuctemHoe Bpems (BpYyUHYHO)

OnwncaHne nHTepdeicos

Bo3MOXHOCTb chuibTpaummn haipsosiom Tpadmka TPaHC/IMPOBaHHOTO IM60 HETPAHC/IMPOBAHHOTO
cepsucom DNAT

BO3MOXHOCTb UTHOPUpPOBaTL onpeaeneHHble onuun B DHCP-knneHTe

N3meHeHust B KoMaHgax IPSec, cBA3aHHbIX C ayTeHTUdMKaumeli n umdpoBaHnem
MpoBepka Ha Ayb6nuposaHne nHgopmauun B object-group service/network
Bo3mMoXHOCTbL cHpoca K 3aBOACKOV KOHGUrypauum

BO3MOXHOCTb HAaCTPOWiKM YacoBbIX NOSICOB

OnepaTtmBHasn NHOpMaLUs:

I'Iapalvleprl OKPYXXEeHUA CUCTEMDI

+ AKTUBHbIE CECCUM MOSb30BaTENEN

Harpyska Ha dm3unyecknx nHtepgericax
CocTosiHMe normyeckux nHTepdencos
CueTurKn normyecknx nHTepdencos

YnaneHHblli gocTyn:

NTP:

PPTP
L2TP/IPSec

PexumMbl cepBepa, nupa, KNveHTa

Wuamkaumsa 10G nopTtoB
YTUnuTbl:

Ping
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Bepcua 1.0.1

* TpaHcnauna agpecos:
+ Source NAT
+ Destination NAT
+ Static NAT
* Buptyanusauus, VPN:
« IKE
+ TyHHenupoBaHue (IPsec)
* LWncbposaHune coeaunHermii (3DES, AES)
+ AyTeHTudmkaumsa coobuieHnii no anroputmam MD5, SHA1, SHA256, SHA384, SHA512
+ CeTeBble CepBUCHI:
+ DHCP Server
+ DHCP Client
* DNS
* L3 mapwpyTtusaums:
+ Cratnuyeckne mapLupyTbl
+ PyHKUMM CETEeBOM 3alunThl:
+ Firewall
* YnpaB/eHue:
* NHTepcpeiickl ynpaBneHus:
+ CLI
* Telnet, SSH
* YnpaBneHue JocTynom (fokasibHast 6a3a nosib3oBateneii)
* YnpaBneHve KoHdurypaumeri
+ ABTOMAaTMYeCcKoe BOCCTaHOB/IEHNE KOHMUrypaumm
+ O6HOB/EHVE NporpamMmmMHoro obecneyeHus (u-boot)
* MOHUTOPWHT:

+ Syslog

Mpon3BognTENbHOCTS:
lpoussodumesibHocms Firewall (6os1bwue nakemsi) 5,9 reum/c
[poussodumensHocmb NAT (6o/bliue nakemai) 5,9 ‘bum/c
lpoussodumesibHocms IPsec VPN (6onbwue nakemst) 3,7 réum/c (AES128bit / SHA1)
Konuyecmso VPN-myHHesnel 100
Konudecmso cmamuyeckux Mapuwpymos 100
Konuyecmso KoHKYpeHmMHbIX cecculi 512 000

OrpaHquva Bepcuu:

+ lMponyckHasa cnoco6HoCTb orpaHuyeHa (500M6uT/c Ha IPsec TyHHENb)
+ BanaHcuposka Harpy3ku CPU nogaepxaHa ¢ orpaHn4eHmamMm

* He nogaepxmBaetcs policy-based VPN

+ O6HoBneHne MO Tonbko cpegcTeamm u-boot

+ CraTtunyeckoe ynpasneHue switch

+ Het annaparHoro yckopeHus bridging

* HeT koHpurypuposarusi VLAN (bridging)

+ Het nogaepxkn SNMP, Webs

* Hert koHuryprposaHusa timezone
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+ OtcytctByeT NTP
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