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1T AHHOTaumA

B HacTosLee BpeMsl OCYyLLECTBAAIOTCA MacLUTabHble NPOEKTbI N0 NOCTPOEHUIO ceTeli cBA3n. OHol 13
OCHOBHbIX 3a/1a4 Npyu peanunsaunn KpymnHbiX MybTUCEPBUCHBIX CETEl SIBNIAETCS CO34aHNe HaAEXHbIX U
BbICOKOMPOW3BOANTE bHBLIX TPAHCMOPTHBIX CETEN, KOTopble ABNSKOTCA ONOPHBLIMU B MHOFOC/I0MHO
apXUTEKTYpPE CEeTel CneaytoLLero NoKoeHN s,

CepBucHble MmapLupyTu3aTopbl cepun ESR MoryT ncnonb3oBaTtbCs Ha CETSX KPYNHbIX NpeanpusaTuii n
npeanpusTUaX Manoro u cpeaHero 6usHeca (SMB), B onepaTopckux CeTsAX. YCTpolicTBa o6ecneumsatoT
BbICOKYIO NPON3BOANTENBHOCTbL, BLICOKYHO NMPONYCKHYIO CNOCOBHOCTL U NOALEPXMBAIOT OYHKUUN 3aLUUTbI
nepefasaemMbix gaHHbIX.

B gaHHOM pyKOBOACTBE MO 3KCnyataumm n3noXxeHbl Ha3HavYeHne, TeEXHUYECKne XapakTepucTuku,
KOHCTPYKTUBHOE NUCNOIHEHME, NOPSIA0K YCTAHOBKM, PEKOMEHAALMN MO HaYaslbHOWN HacTpolike 1 0B6HOBNEHNMIO
nporpamMmmHOro obecnevyeHnss cepBUCHOro MapLupytusaTtopa cepun ESR (ganee mapLupytmsatop nim
yCTPOIACTBO).
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2 LleneBas ayautopus

[aHHoe pyKoBOZCTBO MNosib30oBartesia npefHasHavyeHo A/19 TEXHNYECKOro nepcoHasa, BbINosIHALEro
yCTaHOBKY, HACTPOIiKYy U MOHUTOPUHT YCTPOICTB NOCPELACTBOM MHTEPeiica komaHaHow cTpoku (CLI), a Takke
npoueaypbl No 06CyXMBaHUIO cUCTEMbI U 06HOBNEHMIO [10. KBauimdmnkaLma TEXHNYECKOro nepcoHana
npegnonaraet 3HaHWe OCHOB paboTbl CTEKOB NPoToKos10B TCP/IP, npuHumnoB noctpoeHus Ethernet-cetein.
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3 YcnoBHble 0003HaYeHns

O6Go3HaueHne OnucaHue

[] B kBagpaTHbIX CKoBKax B KOMaHAHOI CTPOKE yKa3blBaloTCs Heo6si3aTe bHbIe
napameTpsbl, HO MX BBOZ NPeAOCTaB/seT onpeaesieHHble AON0HUTE NbHbIE OMNLMUN.

{} B courypHbIx ckoGkax B KOMaHAHOW CTPOKE YKa3blBAOTCH BO3MOXHbIE 065i3aTe NbHbIE
napameTpbl. Heo6x0AMMO BbIGPaTh OAUH 13 NapameTpoB.

«» [laHHble 3HaKM B ONMCaHUM KOMaH/bl MCMO/b3YOTCS A5 YKa3aHWs AMana3oHoB.

«=»

«|» [aHHbI 3HaK B onMcaHuM KOMaHAbl 0603Ha4YaeT «Un».

<lMonyxupHbIli Kypcus> Mony>XMpHbLIM KYPCUBOM B YT/10BbIX CKOOKax yka3bIiBalOTCA Ha3BaHMS KaBull Ha
Knaeuarype.

B pamMkax c TEKCTOM yKa3aHbl NPMMepbl U pe3y/ibTaTbl BbINMO/THEHNUSI KOMaHA,
TekcT B pawmke
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4 an/IMel—IaHI/IFI n npeaynpexgeHnd

MpumevaHna cogepxaT BakHYH MHpOpMaLo, COBETbI U/IM PEKOMEHAALMN MO UCMO/Ib30BAHUIO U
HacTpolike yCcTpoicTea.

@ nMpepynpexaeHnst MHOPMUPYIOT NOL30BATENSA O CUTYaLMAX, KOTOPbIE MOTYT HAHECTU Bpes,
YCTPOWCTBY UMM YENOBEKY, MPUBECTU K HEKOPPEKTHON paboTe yCTpoiicTBa NAn NOTEpe AaHHbIX.

© VHdopmauwma cogepxuT cnpaBoyHble AaHHble 06 1CMO/b30BaHWM YCTPOCTBA.
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5 3aBojckas KoHdourypaumsa mapupyrtmsartopa ESR

Mpw OTrpy3ke yCTPOICTBA NOTPEOUTESTIO HA MapLLpYyTU3aTop 3arpyXeHa 3aBofckas KoHhurypaums, kotopas
BK/IIOYAET MUHUMa/IbHO HeobXxoAMMble 6a30Bble HACTPOVKN. 3aBOACKasA KOH(UrypaLmsa no3sonseT
MCNO/b30BaTb MapLUPyTM3aTop B KayecTse Ww/ito3a ¢ oyHkumein SNAT 6e3 Heob6XxoanuMOCTU NPUMEHATb
[0NOHUTE NbHbIE HACTPONKK. Kpome Toro, 3aBoAckast KOH(Urypauusi COAepXnT HaCTPOKK, NO3BOIAIOLLME
NoOJsTly4nTb CETEBOW AOCTYN K YCTPOWCTBY A/19 BbINO/IHEHUS PaCLUMPEHHOIO KOHUTYPUPOBaHUS.

5.1 OnucaHue 3aBOACKOM KOHhurypauyum

[na nogxoueHns K ceTaM B KOHGIMrypawmm onncaHbl 2 30Hbl 6€30MacHOCTU ¢ HavMeHoBaHusiMm «Trusted»
ANs nokanbHol cetn n «Untrusted» gna ny6amyHol cetn. Bce nHtepdelicel pasgeneHbl Mexay ABYX 30H
6e30nacHoCTU:

1. 3oHa «Untrusted» npegHa3HaueHa ana noaknoyeHus kK ny6nunyHoii cetn (WAN). B 3TolA 30HE OTKPbITbI
noptbl DHCP-npoTokona gn1a nonyvyeHnsa guHamudeckoro IP-agpeca ot nposaiigepa. Bce Bxogsuime
COeVMHEHUSI U3 faHHOW 30Hbl HA MapLUPYTM3aTop 3anpeLleHsbl.

B AaHHy0 30HY 6e30NMacHOCTU BXOAAT UHTEPJIENCI:
e ansa ESR-10/12V: GigabitEthernet 1/0/1,
e nnsa ESR-12VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
e nna ESR-15(R): GigabitEthernet1/0/1; GigabitEthernet1/0/6;
e nnsa ESR-15VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/10;
e ana ESR-20: GigabitEthernet 1/0/1;
e ana ESR-21: GigabitEthernet 1/0/1;
e nnsa ESR-30/31: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2;
e nns ESR-100/200: GigabitEthernet 1/0/1;
e ana ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
e nna ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
e nnsa ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;
e nnsa ESR-3150: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
e ana ESR-3200: Twentyfivegigabitethernet 1/0/1-2;
e ana ESR-3200L: TengigabitEthernet 1/0/1-2, TwentyfivegigabitEthernet 1/0/1-2;
e ana ESR-3250/3350: GigabitEthernet 1/0/1, TwentyfivegigabitEthernet 1/0/1-2;
e nns ESR-3300: TwentyfivegigabitEthernet 1/0/1-2, HundredgigabitEthernet 1/0/1-2.

WHTepdpelicbl 30HbI 06beAnHEHbI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHaveHa 4718 NOAKIYEHUS K nokasibHol ceTu (LAN). B 3Toli 30He OTKpPbIThI
nopTbl NpoTOoKo0B SSH an1a yaaneHHoro goctyna, ICMP-npoTokosia Ana npoBepku A40CTYNHOCTY
MapLupyTtusatopa, DHCP-npoTokona ana nonyyeHnsa knneHtamu |IP-agpecos oT MmapLupyTusaropa.
Ncxopsawme coenHeHNs U3 AaHHOM 30HbI B 30HY «Untrusted» paspeLueHsl.

B AaHHy0 30HY 6€30NacHOCTU BXOAAT UHTEPJIENCI:
e ana ESR-10: GigabitEthernet 1/0/2-6;
e ans ESR-12V(F): GigabitEthernet 1/0/2-8;
e ans ESR-15(R): GigabitEthernet 1/0/2-5;
e ana ESR-15VF: GigabitEthernet 1/0/2-9;
e ana ESR-20: GigabitEthernet 1/0/2-4;
e ana ESR-21: GigabitEthernet 1/0/2-12;
e ana ESR-30: GigabitEthernet 1/0/2-4;
e ana ESR-31: GigabitEthernet 1/0/2-14;
e ana ESR-100: GigabitEthernet 1/0/2-4;
e ana ESR-200: GigabitEthernet 1/0/2-8;
e nn1a ESR-1000: GigabitEthernet 1/0/2-24,
e nnsa ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
e nnsa ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
e nnsa ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
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e nna ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;

e nna ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;

e nna ESR-3150: GigabitEthernet 1/0/2-8, Tenegigabitethernet 1/0/3-4;

e ana ESR-3200: Twentyfivegigabitethernet 1/0/3-12;

e nns ESR-3200L: TengigabitEthernet 1/0/3-8, TwentyfivegigabitEthernet 1/0/3-4;

e nna ESR-3250/3350: GigabitEthernet 1/0/2-8, Twentyfivegigabitethernet 1/0/3-4;

e nns ESR-3300: TwentyfivegigabitEthernet 1/0/3-4, HundredgigabitEthernet 1/0/3-4.

NHTepdelicbl 30HbI 06beAMHEHbI B 0AUH L2-cermeHT Yepes ceTeBoli MocT Bridge 1.

Ha nHTepdeiice Bridge 2 BkntovueH DHCP-knmeHT ansa nonyyeHuns anHammyeckoro IP-agpeca ot nposaigepa.
Ha nHTepdeiice Bridge 1 ckoHurypmpoBaH ctatudeckuii IP-agpec 192.168.1.1/24. Co3gaHHbIin IP-uHTepdeiic
BbICTYyMNaeT B KayecTBe LUK03a /19 KIMEHTOB JIOKa/IbHOW ceTW. /19 KIMEHTOB /10KasIbHOM CeTU HaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. 1N noy4eHNs KmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTM3aTope BKtoveH cepsuc Source NAT.

MoNNTUKN 30H 6e30MaCHOCTY HACTPOEHbI CeAyHLLIMM 06pa3oM:

Ta6nuuya 1 — OnncaHue NosMTUK 30H 6e30MacHOCTH

30Ha, u3 KoTopoii nget Tpachmk  30Ha, B KOTOpylo uget Tpachuk  Tun Tpadmka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspeLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspelleH

@ [na obecneyenns BO3MOXHOCTN KOHCDUTYPUPOBAHIWS YCTPOICTBA NPU NEPBOM BK/IIOYEHUM B
KOHhurypaumm MapLupyTnsaTopa cosgaHa y4yétHas 3anucb agMmmHucTpartopa "admin’ ¢ naponem

"password".
Monb3oBaTento 6yaeT NpeasIoKEHO U3MEHNTL NAPOb aAMUHUCTPATOPA NPY HAYa/IbHOM

KOHCOMIypupoBaHM MapLupyT13aTopa.

€@ [ns ceTesoro focTyna K ynpas/eH o MapLLpyTU3aTOPOM MpY NEPBOM BKIOUEHUN B KOH(UTYpaLImm
3a/aH ctaTnyeckuin IP-agpec Ha nHTepdelice Bridge 1 — 192.168.1.1/24.
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6 oaknuyeHre 1 KOHPUrypupoBaHme MapLupyTusaTopa

MapLupyTusaTopbl cepumn ESR npegHasHaueHb! /151 BbINOSIHEHWS (OYHKLMIA NOTPaHUYHOTO LLU/H03a 1
o6ecneyeHnsi 6e30NacHOCTN CeTW NoJb30BaTeNst NPU NOAK/IYEHUN €€ K NYB/IMYHBIM CETAM Nepeaun
[aHHbIX.

BasoBasi HacTpoiika MapLUpyT13aTopa A0/HKHA BK/IKOYAT:

 HasHaueHue IP-aapecoB (CTaTUYECKUX UM AMHAMUYECKUX) MHTEpPeicam, y4acTBY WM B
MapLUpyTU3aLMN JaHHbIX;

* co3flaHue 30H 6e30MacHOCTV U pacnpefeneHne nHTepgeiicoB No 3oHam;

e CcO3/aHune NoNTUK, PETYNNPYIOLLMX MPOXOXAEHNE AaHHbIX MEXAY 30HaMU;

e HacTpoiika CEpBMCOB, COMYTCTBYOLMX MappyTusaummn gaHHbix (NAT, Firewall n npoune).

PaCLIJI/IpeHHbIe HaCTpOﬁKM 3aBUCAT OT Tp66OBaHI/II7I KOHerTHOI7I CXEMbI MPpMMEHEHNA yCTpOVICTBa n nNerko
MOoryT ObITb lEl|06aB}'IeHI3I nan nameHeHbl C NOMOLLbI0 MMERLLNXCA MHTepCbeVICOB ynpas/ieHUA.

6.1 MopgknroueHne K mapLupytTusaTopy

MpenycMoTpeHbI crieaytolme cnocobbl NOAKYEHUS K YCTPOKCTBY:

6.1.1 MopgkntoueHue no nokanbHoii cetn Ethernet

Mpn NepBoHaYas/IbHOM CTapTe MapLIpyTU3aTop 3arpyxaeTcs ¢ 3aBOACKOWN KOHurypaumeit. OnvcaHve
3aBO/ICKOI KOHGUrypaumm npmeefieHo B pasgene 3aBockas KoHgurypaums maplupyTtnsartopa ESR
[JAaHHOro pykoBoAcCTBa.

MoakniounTe ceTeBoii kabenb Nepeaayn gaHHbIX (NaTu-Kopa) K No6oMy NopTy, BXOASLLEMY B 30HY «Trusted»,
1 K KOMMNbIOTEPY, NPeaHa3HauYeHHOMY /151 yPaBeHNS.

B 3aBofcKoi KoHhurypauumn mapuipytmusatopa aktusnposaH DHCP-cepsep ¢ nynom IP-agpecos B noacetn
192.168.1.0/24.

Mpu NoaKNoUYeHNN CETEBOTO MHTEPelica ynpaB/soLLEro KOMMbIOTEPA OH [0/HKEH MOYYnTb CETEBOI aapec
OT cepBepa.

Ecnn IP-agpec He nosy4yeH No Kakor-mbo NpuynHe, To credyeT Ha3HaunTb agpec nHTepgielica BpyUHyHo,
ncnonb3ys nwboin agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

6.1.2 MopkntoueHue Yepes KOHCO/bHbIV NOPT RS-232

Mpu nomoLm kabensa RJ-45/DBF9, koTopbli BXOAUT B KOMMNJIEKT MNOCTaBKM YCTPONCTBA, COeAMHNTE NOpT
«Console» mapLupyTunsaTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHasIbHYO Nporpammy (Hanpumep, HyperTerminal nnm Minicom) u cosgaiite HoBoe
nogkntodeHune. [lo/mkeH 6bITb UCNONBb30BaH pexum amynsaumm tepmmuHana VT100.

BbinonHuTe cneayowme HacTpolikn nHTepderica RS-232:

CKopoCTb: 115200 6UT/C
BuTbl AaHHbIX: 8 6UT
YeTHOCTb: HET

CtonoBsble 6uThbI: 1
YnpasneHue noTokoM: HeT
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6.2 MNMpumeHeHUe U3MeHeHus KOHurypauyum

Nobble N3MEHEHUS, BHECEHHbIE B KOHCDUTYpaLuio, BCTYNAT B AeACTBUE TOMIbKO NOC/1e NPUMEHEHNSA KOMaHAbI:

esr# commit
Configuration has been successfully committed

Mocne NpMMEHEHNs AaHHO KOMaHabl 3anyckaeTcsi Talimep «oTkaTa» KoHdurypauun. [11s ocTaHOBKM Taiimepa
N MexaHn3ma «oTKaTa» UCMosib3yeTcs KoMaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Talimepa «oTkaTa» Mo ymonyanuio — 600 cekyHa,. [Ana M3MeHeHNs JaHHOTo Talimepa 1Cnosb3yeTcst
KoMaHAaa:

esr(config)# system config-confirm timeout <TIME>

e <TIME> — vHTEpBa/ BPEMEHW OXNAAHUA NOATBEPXKAEHUS KOHDUTYpaLMK, MPUHUMAET 3HAYEHNE B
cekyHgax [120..86400].

6.3 BasoBasi HacTpoiika MmapLipyTusaTopa
Mpoueaypa HaCTPOWKM MapLupyTu3aTopa npy NeEPBOM BK/IHOYEHUN COCTOUT U3 CEAYHOLWMX 3TanoB.:

* I3MeHeHVe napons nonb3oBaTens «admin» Npu NepBoii aBTopMU3aLUN.

e Co3aHne HOBbIX MOJIb30BaTeNei.

¢ HasHaueHve nmeHun yctpolictea (Hostname).

e YCTaHOBKa NapameTpoB NOAK/IHYEHNS K Ny6/IMYHON ceT B COOTBETCTBUU C TPeO6OBaHUSAMM
nposaingepa.

e HacTpoiika yganeHHoro goctyna k MapLupyTunsaTopy.

e [pyMmeHeHVe 6a30BbIX HACTPOEK.

6.3.1 MN3meHeHue napons nosib3oBarens «admin» npu nepBoii aBTOpU3aLUn

Mpw nepBoM BXofe B CUCTEMY HEOBXOAUMO CMEHWUTL NapPOosib MO YMOMYAHUIO NPUBUIETMPOBAHHOIO
nonb3oBatens «admin». 1o CMeHbI NapOs NoMb30BaTe IbCkasi HACTPOIKa YCTPOICTBA HeAOCTYMNHA.

Mocne ykasaHus HOBOro Naposist He06XoAMMO NPUMEHUTL U3MEHEHNS B KOH(PUTYpaL MK KoMaHAol commit v
noaTBepaAnTb M3MEeHeHNs1 KomaHaon confirm:

esr (change-expired-password)# password <new password>

esr (change-expired-password)# commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

esr (change-expired-password)# confirm

Configuration has been confirmed. Commit timer canceled.

esr#
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6.3.2 Co3pgaHue HOBbIX NOJ/ib30oBaTenei

[nsA ynpaBneHust yCTpoiicTBOM Ha CEPBUCHbIX MapLupyTusaTopax ESR cyliecTByeT BO3MOXHOCTb CO3aBaTb
Nnosib30BaTe IbCKME YUYETHbIE 3aMucH, y KOTOPbIX aAMUHUCTPATOP MOXET MHAMBUAYa/IbHO 3a4aTh:

e Maposb,
* YPOBEHb NPUBUIETNIA;
* pexuMm paboTbl y4ETHOW 3anucu.

[nsA co3gaHns HOBOrO NO/b30BaTes1 CUCTEMbI UIM HACTPOIKM 1I060r0 M3 NapaMeTpoB: MMEHU NOJIb30BaTENS,
napossi, ypoBHS NMPUBUEMNIA U peXMMa paboTbl — UCNOMb3YTCS KOMaHAbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# mode <mode>
esr(config-user)# exit

YpoBHUM npuBunernin 1-9 paspeLlaroT AOCTYMN K YCTPONCTBY Y NPOCMOTP €ro onepaTuBHOIO COCTOSHNS,
HO 3anpeLLarT HacTpoViky. YpoBHY npusuneruii 10-14 paspelualoT kak JOCTYnN, Tak U HACTPOKY
60/bLUei YacTn yHKUMIA yCTPOCcTBa. YPOBEHb NpuBUAEriii 15 paspeLuaeT Kak AOCTyn, Tak 1
HacCTpOiiKy Bcex (PyHKUWIA YCTPOCTBA.

Y YyUYeTHbIX 3anuceli eCTb HECKO/IbKO PEXMMOB paboThbl:

e cli — pexum paboTbl N0 yMO4YaHMIO, NOSIb30BaTENb NOAyYaeT AOCTYN K MHTEpdhelicy KOMaH4HOW
CTPOKW, NpegHasHa4yeHHOMY A1 ynpaB/ieHUs, N(POCMOTPa COCTOSAHUA N MOHUTOPUHIa
YCTPOICTBA;

¢ techsupport — nonb3oBaTenb NonyyaeT A0CTYN K KOMaHAHOM 060/104Ke, B KOTOPO
BbINOJIHAETCS Npoueypa oT1afKkM YCTPOMCTBa COBMECTHO C Cnieuuaiuctamm TeXHUYEeCKon
NoAAEPXKKY;

¢ sftp — nonb3oBarTenb UCNONb3YyeTCs ANs opraHn3aumm 4ocTyna Kk BcTpoeHHomy SFTP-cepsepy,
BO3MOXHOCTb pab0Tbl B Kakoi-mmb0 kKOMaHA0n 060/104Ke NPy 3TOM Y NOMb30BaTe A
OTCYTCTBYET.

@ nonb3osatens «<admin» SBNAETCSH €AUHCTBEHHBIM NPefyCTaHOBNEHHbIM NOb30BaTENEM B
KOHUrypaumm ycTpoincTaa. 3T0 NpMBOAUT K ONpefeneHHbIM 0CO6EHHOCTAM paboThl C HAM:
1) NpuMeHeHne komaHabl no username admin He yaansieT nonb3oBaTens «admin» U3 KOHdUrypaumm,
a NpMBOAWT €ro K HaCTpoMkam no yMO/4aHuio — naposto «password» 1 15 ypoBHIO NpuBUAeruii.
2) OTKIHUNTL BO3MOXHOCTb aBTopM3aLuy nonb3oBatesis «admin» MOXHO koMaHgo no admin login
enable.
3) Monb3oBatenb «adminx» ¢ HACTPOkamy No ymonyaHuto (Naposib «password», ypoBeHb NPUBUETNA
15) He oTo6paxaeTcs B BbiIBogax koMmaHg show running-config n show candidate-config 6e3
moamndpmkaTopa «full».
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MpuMep KOMaHA A5 CO34aHUsi HECKOMBbKMX YYETHBIX 3anunceit — nosib3oBatens «<netmaster» ¢ ypoBHEM
npusunernii 15 gns ynpaeneHusi o6opyaoBaHneM, nonb3oBatens «watcher» ¢ yposHem npvsuneruii 1 ans
OrpaHMyYeHHOro NPOCMOoTpa onepaTMBHOl MHhopMaLmMK, a Takke nosb3oBartens «techsup» ans otnagku
YCTPOIiCTBA COBMECTHO C COTPYAHMKAMUN TEXHUYECKOI NOALEPKKM:

esr# configure

esr(config)# username netmaster
esr(config-user)# password P@ssWord
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username watcher
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

esr(config)# username techsup
esr(config-user)# password PsWdTs
esr(config-user)# mode techsupport
esr(config-user)# exit

esr(config)#

6.3.3 HasHaueHue MMeHU ycTpoiicTBa

[na Ha3HayeHVa MeHW YCTPOICTBA UCNO/b3YTCA Crieayrome KOMaHabl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHGMIypaLumn NpurnalleHne KOMaHaHO CTPOKU M3MEHWUTCS HA 3HAYEHE, 3ajaHHoe
napamMeTpoM <new-name>.

6.3.4 HacTtpoiika napameTpoB Ny6G/INYHON ceTn

[N HacTpoiikn ceTeBOro MHTepdelica MapLipyTusaTopa B Ny6/IMYHOl CETU HEOOXOAUMO Ha3HAUYNTb
YCTPOICTBY NapameTpbl, onpeaenéxHHble Npoealigepom cetn — IP-agpec, Macka NogceTi 1 aapec LW3a no
YyMOYaHUto.

Mpumep KomaHa HacTpoiikn ctaTnyeckoro IP-agpeca ans cab-nHtepdpeiica Gigabit Ethernet 1/0/2.150 ans
AocTyna K Mmapwpytusatopy vyepes VLAN 150.

MapameTpbl MHTepdelica:

e |P-agpec — 192.168.16.144;
e Macka nogacetn — 255.255.255.0;
e |P-agpec wo3a no ymonyaxduio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-if-sub)# ip address 192.168.16.144/24
esr(config-if-sub)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1
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[lna TOro YTo6bI y6eaAnTbCs, YTo afpec 6bi1 Ha3HAYeH UHTEPAIElicy, NOcNe NPUMEHEHNUs KOHAUTypaLmm

BBEAMTE C/IefyloLLyo KOMaHAy:

esr# show ip interfaces
IP address
Type Precedence

192.168.16.144/24
static primary

Interface Admin Link

gil/0/2.150 Up Up

MpoBaigep MOXeT UCNob30BaTb AUHAMUYECKN HAa3HavYaeMble aapeca B cBoel cetu. nsa nonyyenus IP-
azpeca MOXeT ucnonb3osarbcsa npotokon DHCP, ecnu B cetn npucytcTteyeT cepsep DHCP.

Mpumep HaCTPOKK, NpegHa3HaYeHHOM AN nonyyeHus amHammyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepgeice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# 1ip address dhcp

esr(config-if)# exit

[na Toro 4to6bl y6eanTbes, UTO agpec Obi1 Ha3HayYeH HTepelicy, BBeanTe cneayoLLyo KomaHay nocne

NPYMEHEHNS KOH(UTYpaLmm:

esr# show ip interfaces
IP address
Type Precedence

192.168.11.5/25
DHCP -

Interface Admin Link

gil/0/10 Up Up
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6.3.5 Hacrtpoiika yganeHHOro gocryna K mappytusaropy

B 3aBOACKOI KOHpUIypaummn paspeLleH yaaneHHbl 4OCTyn K MapLipyTM3aTopy no npotokosy SSH 3
30HbI «trusted». [1151 TOro YTo6bI paspeLunTb YAa/IeHHbIN AOCTYMN K MapLIpyTM3aTopy U3 Apyrux 30H, Hanpuvep,
13 Ny6G/IMYHOI ceTn, He06XoAMMO co3aaTh COOTBETCTBYHOLLME Npasuia B firewall.

Mpwn KOHMrypupoBaHUM A0CTyNa K MapLUpyTM3aTopy Npasuia co34atTcs /15 napbl 30H:

e source-zone — 30Ha, U3 KOTOPO OyAeT OCYyLeCTBNATLCA YAa/IeHHbIA AOCTY,
« self — 30Ha, B KOTOPOI HaxoAUTCA MHTEpPAIEIC YyNpaBIeHNsi MapLLPyTU3aTOPOM.

[na co3gaHusa paspeluaroLLero npaeuia UCNosb3yoTcs creayrolme KOMaHabl:

esr# configure

esr(config)# security zone-pair <source-zone> self

esr(config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address object-group network <network object-group>
esr(config-zone-rule)# match destination-address object-group network <network object-group>
esr(config-zone-rule)# match destination-port object-group <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit

MpumMep KomaHa AN paspeLleHns nonb3oBaTtesniamM 13 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogkntoyaTbcs K mapwpyTtmnsatopy ¢ IP-agpecom 40.13.1.22 no npoTtokosy SSH:

esr# configure

esr(config)# object-group network clients

esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway

esr(config-addr-set)# ip address-range 40.13.1.22

esr(config-addr-set)# exit

esr(config)# object-group service ssh

esr(config-port-set)# port-range 22

esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self

esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address object-group network clients
esr(config-zone-rule)# match destination-address object-group network gateway
esr(config-zone-rule)# match destination-port object-group ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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7 PexkomeHaaummn no 6e30nacHoi HacTpoiike

PekomeHAaumm no 6e30nacHoi HaCTPOike HOCAT 06LLMI XapakTep U NOAXOAST 418 60/bLUMHCTBA
MHCTaNNsuuiA. Hactosiwye pekoMmeHaaummn B 3HaUMTe IbHOl CTeneHn NoBbIWatoT 6e30MacHOCTL 3KCnayaTauum
YCTPOICTBA, HO HE ABMSOTCA MCYEPNbIBAIOLLMMU. B 3aBUCMMOCTI OT CXEMbI MPUMEHEHUS yCTPOCTBA
HeobXxoAMMO HacTpamBaTb 1 Apyrve napameTpbl 6e30MacHOCTU. B HEKOTOPbIX CNeUMUYECKUX CrTyYasix
BbINOJIHEHME AaHHbIX PEKOMEHAALMNIA MOXET NPUBECTU K HEPABOTOCNOCO6HOCTU ceTu. Mpu HaCTpoiike
yCTPOIiCTBa CTOUT B NEPBYI0 OYepPEeb C/lefoBaTh TEXHUYECKUM TPEOOBaHNAM U pernameHTam ceTeld, B
KOTOPbIX BYAET 3KCN/yaTpoBaThCs AaHHOE YCTPOICTBO.

7.1 OOwume pekoMmeHpaLUn

e PekoMeHAyeTcs Bcerga oTk/Io4aTb Hencnosib3yemMble onsnyeckme nHTepdiencol ¢ NOMOLLLI KOMaHab!
shutdown. KomaHza nogpo6HO onucaHa B pasgene KoHgurypupoBaHme 1 MOHUTOPUHT MHTepdelicoB
crnpasoyHuka komaHg CLI.

e PekoMeHAyeTCs Bcerfa HactpamBaTb CUHXPOHU3ALMI0 CUCTEMHBIX YaCOB C AOBEPEHHbIMU UCTOYHKAMMN
ceteBoro BpemeHu (NTP). AnropuTm HacTpoiiku NTP npuBeaéH B pasgesne Hactpoiika
NTP pykoBogcTBa no akcnayataumu. NogpobHas nHdopmaums o KomaHgax a1s HacTporviku NTP
npuBefeHa B pasgesie Ynpas/ieHne CUCTEMHbIMU Yacamy cnpaBoYyHuka komaHz, CLI.

e PekomeHpyeTcs oTkatodate NTP broadcast client, BK1HOYEHHBIN N0 yMON4YaHWIO B 3aBOACKOWA
KOHcpurypauuu.

* He pekomeHayeTcs ucnosb3oBatb kKoMaHay ip firewall disable, oTkntouatowlyto mexceTteBoe
aKkpaHupoBaHue. CriegyeT Bcerga HasHavyatb MHTepdelicaM COOTBETCTBYHOLLME 30HbI 6€30MacHOCTU U
HacTpanBaTb KOPPEKTHbIE MpaBu/ia MeXceTeBoro aKpaHa. AIroOpuTM HaCTPONKN MEXCETEBOro aKpaHa
npuBeéH B pasgerne KoHdurypuposaruve Firewall pykoBogcTsa no akcnnyarauuu. MogpobHas
nHdopMaLma 0 KoMaHaax A/ HaCTPOVKN MeXCeTeBOro akpaHa npvsefeHa B pasgene YnpassieHve
Firewall cnpaBoyHuka komaHg CLI.

7.2 HacTpolika cucTembl JIOTMPOBaHUA COGbITUIA

ANropUTMbI HACTPOIiKM CUCTEMbI TOTMPOBaHS COBbLITUIN NpUBEAEHbI B Noapasaene «HacTpoiika Syslog»
pasaena MoHUTOPUHT PYKOBOACTBA MO 3KCM/lyaTalum.

MoapobHasa nHopmaumus 0 KomaHgax A/ HACTPOWKN CUCTEMbI JTOTMPOBaHNA CObbITUI NpuBeLeHa B
pasgene
YnpasneHne SYSLOG cnpaBo4yHuka komaHg CLI.

7.2.1 PekomeHpauuun

e PekoMeHAyeTCsl HAaCTPOUTb XpaHEHUE COOBLLIEHMI O COOLITMAX B haiin syslog Ha ycTpolicTee 1
nepegavy aTux cobbITU Ha BHELLHWIA syslog-cepBep.

e PekomeHayeTcsa orpaHmumBaTh pa3mep syslog-tpaiina Ha ycTpoiicTBe.

e PekomeHAayeTcsa HacTpavBaTb poTaumto syslog-thainnos Ha yCTpOICTBE.

e PekomeHAyeTcs BKIYaTh HyMepauuio coobleHunii syslog.

e PekomeHayeTcs BkIUaTh Aob6aB/ieHe MeTok timestamp msec k syslog-coobLyeHnsM Ha yCTpoicTBax
ESR-1500 n ESR-1511.

7.2.2 TMpepynpexneHus

e laHHble, XpaHsLmecs B dhailnioBoii cucteme tmpsys:syslog, He coxpaHaoTcs Npy nepesarpyske
ycTpoicTea. STOT TUN haiisioBoOl CUCTEMbI PEKOMEHAYETCS UCMNO/b30BaTh A/11 XpaHEHUS OnepaTuUBHbIX
J10r0B.

e He pekomeHayeTcs ucnosb3oBath haiinosyto cuctemy flash:syslog nns xpaHeHus noros, Tak Kak 310
MOXET NPUBECTU K NPeXAeBpeMeHHOMY BbIXo4y M3 CTpos ycTpoiicTea ESR.
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7.2.3 Mpumep HacCTpPOWKN

3agava:

HacTpouTb XpaHeHne coobLLeHnn 0 cobbITMAX YPOBHS info 1 Bbilwe B thaiin syslog Ha ycTpoicTee 1
HaCTpouTb Nepegady 3TUX COObITUIA Ha BHELLHWIA syslog-cepBep. OrpaHnunTb haiin paamepom 512 KéaiiT.
Bkntountb potaumto 3 chaiinos. BkniounTb Hymepaumio coobLleHunin syslog.

PeweHue:

HacTpauBaem xpaHeHue syslog-coobuueHwii B thaiine:

esr(config)# syslog file tmpsys:syslog/default
esr((config-syslog-file)# severity info
esr((config-syslog-file)# exit

HacTpavBaem orpaHuyeHve pasvepa u potauuo ainnios:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpanBaem nepegadvy coo6LLEHMI HA BHELLHWI cepBep:

esr(config)# syslog host mylog
esr(config-syslog-host)# remote-address 92.168.1.2
esr(config-syslog-host)# transport udp
esr(config-syslog-host)# port 514
esr(config-syslog-host)# severity info
esr(config-syslog-host)# exit

Bkntouaem Hymepauuio coobueHnin syslog:

esr(config)# syslog sequence-numbers

7.3 HacTpoiika NONUTUKN UCNOIb30BaHUA Nnaposiei

ANropuTMbl HACTPOIKM NOANTMKM UCNO/Ib30BaHUSA Naposieit NpuBeAeHsb! B pasaene Hactpoiika AAA
PYKOBOACTBA N0 3KCnayaTauuu.

Moapo6Hasa nHghopmauusa 0 KomaHgax As1s1 HaCTPOWKK NOANTUKN UCNONb30BaHWA Naponel npuseeHa B
pasgene Hactporika AAA cnpaBoyHmka komaHz CLI.

7.3.1 PekomeHpgauum

PekomeHayeTcsi Bcerfa BkIoUYaTh TpeboBaHMsl Ha CMEHY Naposisi Mo yMOYaHUo nosb3osatens admin.
PekomeHAyeTCsi orpaHnuMBaTh BPeMSsI XM3HW Naposieil 1 3anpeLyats NOBTOPHO 1CNO/Ib30BaTh, Kak
MUHUMYM, NPeAbIAYLLMIA Naposb.

PekomeHAyeTCsi BbICTaBNSATb TPEGOBAHUSI MUHUMAIBHOW A/IMHBI Naponst 60/1bLie 8 CMMBOJIOB.
PekomeHAyeTcsi BbICTaB/SATb TPEGOBAHUSA HA UCMO/b30BaHNE CTPOUHbLIX U NPOMUCHBIX BYKB, Ludp U
CNeLCcrMBOSIOB.
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7.3.2 Mpumep HaCTPOWKN

3agava:

e HacTponTb NaposibHy NONNUTHKY C 0653aTe NbHbIM TPEGOBAHMEM CMEHbI NapOossi MO YMO/TYaHUIO,
BpPeMeHeM [elicTBISA naponsi 1 MecsiL, 1 3anpeToM Ha UCnosib3oBaHue 12 nocneaHux naponei.

e 3aAaTb MUHUMA/bHYIO AIMHY Napons 16 CUMBO/IOB, MaKCMaslbHY0 — 64 cUMBONA.

e [Maponb [0MKEH coaepxaTb He MeHee 3 NPOMUCHbLIX BYKB, HE MeHee 5 CTPOUHbIX GYKB, He MeHee 4 Lundp
1 He MeHee 2 cneucrMBO/IOB. Maposnb B 06s13aTe/lbHOM NOPSIAKE [O/HKEH COAEpPXaThb BCe 4 Tuna
CUMBO/IOB.

PeweHue:

Bkoyaem 3anpoc Ha CMeHy naposs No yMoA4YaHuio 418 nonb3oBatesia admin:
esr(config)# security passwords default-expired
YcTaHaBvBaem BpeMsi Xxun3Hn naposis 30 gHei n 3anpeT Ha MCnosib3oBaHune npeablaywmnx 12 naponei:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaBN“BaeM OrpaHUYeHUst Ha A/IMHY Naposs:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 24

YcTaHaBiMBaemM orpaHnyeHnsa no MMHMMasibHOMY KOSIMYeCTBY CMMBOJ1I0B COOTBETCTBYHOLMNX TUMOB:

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

7.4 Hacrtpoiika nonutukn AAA

ANITOpUTMbI HACTPOVikn nonuTukn AAA npreeaeHbl B pasgene Hactpoiika AAA pykoBoacTBa no
aKcnayaTalmu.

MogpobHasa nHhopMauns o KoMaHgax 4N HacTpoikvu nonutukn AAA npusefeHa B pasgene Hactpoiika
AAA cnpaBoyHuka KomaHg CLI.

7.4.1 PekomeHpgauumu

» PekomeHAayeTCsl UCMO/1b30BaTb POJIEBYH MOAE/b AOCTYNa Ha YCTPOCTBO.
» PekomeHAayeTCst UICMO0/b30BaTb NEPCOHA/IbHLIE YYETHbIE 3anucK A1 ayTEHTUMKALUM Ha YCTPOACTBE.
» PekomeHayeTcsi BK/OUATb JIOTMPOBaHME BBOAMMbIX MOJIb30BaTENIEM KOMAHL,

18


https://docs.eltex-co.ru/pages/viewpage.action?pageId=662246092#id-%D0%A3%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C%D1%8E-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%D0%90%D0%90%D0%90
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662246225

743

CepBUCHbIe MapLLpyTU3aTopbl cepumn ESR. PyKOBOACTBO MO yCTaHOBKE U GbICTPOMY 3amycky

PekomeHayeTcsi MCnosib3oBaTh HECKO/IbKO METOA0B ayTeHTUhmkauumn ans BXxoaa Ha ycTpoiicTBa vepes
KOHCO/1b, yAa/IEHHOrO BX0O4a Ha YyCTPOMCTBA M NOBbILLEHMA NpUBUAErNiA. ONTUMaNIbHOM cUnTaeTcs
KOMOMHaUmMa n3 ayteHTMdmnkaumm no ogHomy n3 npotokosioB RADIUS/TACACS/LDAP 1 nokanbHoli
ayTeHTudmKaumn.

PekoMeHayeTCcst OTKN0YMTb BCTPOEHHYO YYETHYHO 3annchb admin.

PekoMeHayeTCcst HACTPOUTL SIOTMPOBAHNE N3MEHEHWI NOKa/TbHbIX YYETHbIX 3anucen.

PekomeHayeTcst HAaCTPOUTL JIOTMPOBAHNE M3MEHEHWI NOANTUKN AAA.

MpepynpexaeHus

BcTpoeHHyto y4éTHy10 3anuck admin yaanuTb Henb3s, TONbKO OTKIYNUTL aBTOpU3aLmio 415 Heé
komaHgol no admin login enable.

KomaHga no username admin He yganseT nosb3oaTens admin, copacbiBaeT ero KoHurypauuio B
3Ha4YeHUs No ymonyaHuto. Nocne NnpMMeHeHnsa aToil KoMaHAbl Nosb3oBatesib admin He 6ygeT
oTObGpaxarbCsA B KOHhurypauum.

KomaHga no password a15 nosb3oatens admin Takke He yaansaeT naposb nonb3osarens admin, a
cbpacblBaeT ero B 3Ha4YeHune no ymonyaHuio. focne npumMeHeHns 3Toil KoMaHbl Naposb Nosib3oBaTens
admin nepecTaéT oTo6paxaTbCsi B KOHUTypaLmm n ctaHoButcs ‘password'.

Mepepg OTKAOYEHNEM aBTOpMU3aumMu Ans nonb3osarens admin B KOHUrypaumio ycTporicTea
HeobXxo4UMOo HaCTPOUTbL NO/SIb30BaTeNA C YpoBHEM npusunernii 15 nnm 3agate ENABLE-naponb ans
YPOBHSA npuBuneruii 15.

Mpumep HacTpoiiku

3apauva:

HacTtpontb nonntuky AAA:

[na ynanéHHoro Bxoga no npoTtokony SSH ucnons3osartb ayteHTUdmnkaumm yepes RADIUS.

[na Bxofa yepes fIoKkasibHY0 KOHCO/1b UCMOb30BaTb ayTeHTUdukaumm yepes RADIUS, B cnyvae
oTcyTcTBUA cBa3n ¢ RADIUS-cepBepamMu UCMo/1b30BaTh JIOKa/IbHYKO ayTEHTUUKALMIO.
Wcnonb3osate ENABLE-naponb, 3agaHHbIi yepes RADIUS, B ciiyyae oTcyTcTBMA €BA3W ¢ RADIUS-
cepBepamu NCcnosb30BaThb fokasbHbli ENABLE-naponsb.

YcTaHoBWTb Nosib3oBaTesito admin NOHMKEHHbIV YPOBEHb NPUBUETMIA.

HacTpouTb lorMpoBaHne N3MeHeHMUN NoKabHbIX YH4ETHBIX 3anuceil.

HacTpouTb normpoBaHme nameHeHuii NoNnTuk AAA.

HacTpouTb nornposaHne BBOAUMbIX KOMaHS,

PelwueHue:

Cosgaem nokasbHoro nonb3osartens local-operator ¢ yposHem npusuneruii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$$wOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokasbHbiii ENABLE-naposb:

esr(config)# enable password $6e5c4r3e2t!
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[anee He06X04MMO OTK/IIOUNTL aBTOpU3aUMIo y nosb3osartesisa admin:
esr(config)# no admin login enable
HacTtpaunsaem cBs3b ¢ gBymsa RADIUS-cepsepamm, OCHOBHbIM 192.168.1.11 n pe3epsBHbiM 192.168.2.12:

esr(config)# radius-server host 192.168.1.11
esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esr(config-radius-server)# priority 100

esr(config-radius-server)# exit

esr(config)# radius-server host 192.168.2.12
esr(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esr(config-radius-server)# priority 150

esr(config-radius-server)# exit

HacTtpavBaem nonntuky AAA:

esr(config)# aaa authentication login CONSOLE radius local
esr(config)# aaa authentication login SSH radius
esr(config)# aaa authentication enable default radius enable
esr(config)# aaa authentication mode break

esr(config)# line console

esr(config-line-console)# login authentication CONSOLE
esr(config-line-console)# exit

esr(config)# line ssh

esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTtpavBaem normposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa
esr(config)# syslog cli-commands

7.5 HacTtpoliika yaanéHHoro ynpasneHus

MogpobHasa HhopMaums o KoMaH4ax HacTPOViKK yaaEéHHOro AocTyna npueegeHa B pasgene Hacrtpolika
poctyna SSH, Telnet cnpaBoyHuka komaHg CLI.

7.5.1 PekomeHpgauumu

e He pekomMeHAyeTCs BK/IOYaTb yAasIEHHOE ynpas/ieHve no npoTtokony Telnet.

e PekomeHayeTcs UCNob30BaTh KPUNTOCTONKME anroputMbl ayTeHTudpmkauumn sha2-512 n otknio4mTb BCe
OoCTaJlbHble.

e PekomeHayeTcs UCNob30BaTh KPUNTOCTONKME aniropuTMbl LUIMGPpOBaHns aes256c¢tr n OTKNI0UNTL BCe
OoCTaJlbHble.

e PekomeHayeTcs UCNoNb30BaTh KPUNTOCTOMKMI aniroputm obmeHa kitodamm wndposaHusa dh-group-
exchange-sha256 n oTk1l0UNTL BCE OCTa/IbHbIE.

e PekomeHayeTcs UCNob30BaTb KPUNTOCTOWMKMIA anroputm Bepudrkauun Host-Key ansa SSH rsa un
OTK/TOYUTb BCE OCTa/IbHbIE.
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e PekoMeHAyeTCsa paspeLunTb A0CTYN K yAANEHHOMY ynpaB/ieHUI0 YCTPONCTBOM TO/IbKO C OnpeaeEHHbIX

IP-agpecos.

e [Nepep HaYa/IOM 3KCNyaTaLUuy PEKOMEHAYETCS NepereHeprMpoBaTh Koun LMgPOBaHMS.

7.5.2 Mpumep HaCTpPOWKN

3agava:

CreHepupoBaTb HOBblE K/1HOUK UJVI(prBaHVIFI. Vicnonb3oBartb KpVII'ITOCTOVIKVIQ aJITOPUTMBbI.

PeweHue:

OTknovaem yCTapesLwimne n He KpVII'ITOCTOI7IKI/I6 aJITOPUTMbI:

esr(config)# ip ssh server

esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#

ip
ip
ip
ip
ip
ip

ssh
ssh
ssh
ssh
ssh
ssh

authentication
authentication
authentication
authentication
authentication
authentication

algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

md5 disable
md5-96 disable
ripemdl160 disable
shal disable
shal-96 disable
sha2-256 disable

esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption
esr(config)# ip ssh encryption

algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

3des disable
aesl28 disable
aesl28ctr disable
aesl92 disable
aesl92ctr disable
aes256 disable
arcfour disable
arcfourl28 disable
arcfour256 disable
blowfish disable
castl28 disable

esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#
esr(config)#

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh
ssh

key-exchange
key-exchange
key-exchange
key-exchange
key-exchange
key-exchange

algorithm
algorithm
algorithm
algorithm
algorithm
algorithm

dh-group-exchange-shal disable
dh-groupl-shal disable
dh-groupl4-shal disable
ecdh-sha2-nistp256 disable
ecdh-sha2-nistp384 disable
ecdh-sha2-nistp521 disable

host-key algorithm
host-key algorithm
host-key algorithm
host-key algorithm
host-key algorithm

dsa disable

ecdsa256 disable
ecdsa384 disable
ecdsa521 disable
ed25519 disable

FeHepupyem HOBbIE KoUK LNPOBAHUS:

esr# update ssh-host-key rsa 2048
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7.6 HaCTpOVIKa MeXaHN3MOB 3alluUTbl OT CeTeBbIX aTak

ANTOpUTMbI HACTPOIKM MEXaHWU3MOB 3alLUMTbl OT CETEBbIX aTak NpUBEAEHbI B pasgene HacTtpoiika
/IOrMPOBAaHNS 1 3aLMThl OT CETEBbLIX aTak PyKOBOACTBA MO 3KCM/yaTauum.

Moapo6Has MHopMaLns 0 KOMaHAAaX A/1s HACTPOWKM NOIMTUKN UCNOJIb30BaHNS Naposiei npueeaeHa B
pasgene Ynpas/eHve NormpoBaHem 1 3alMToin OT CETEBbIX aTak cnpaBoYHuka komaHg CLI.

7.6.1 PekomeHpgauum

PekomeHayeTcsa Bcerga Bkaovartb 3almTy oT ip spoofing.

PekomeHayeTcs Bcerga Bktoyatb 3awmty oT TCP-nakeToB ¢ HenpaBW/bHO BbICTaBEHHbIMU dhiaramu.
PekomeHayeTcsa Bcerga BkoyaTb 3amTy OT hparmeHTMpoBaHHbIX TCP-NakeToB € BbICTAB/EHHbIM
donarom SYN.

PekomeHayeTcs Bcerga BkaoyaTb 3aWmty oT pparmeHTMpoBaHHbIX ICMP-nakeToB.

PekomeHayeTcs Bcerga Bkatoyartb 3awmty ICMP-nakeToB 60/1bLLOI0 pasmepa.

PekomeHayeTcsa Bcerga BkoYaTb 3almuTy OT He3aperncTprpoBaHHbIX IP-npoToKo10B.

PekomeHayeTcs BKIOYaTb /IOTMPOBaHNE MexaHn3Ma 3alnTbl OT CETEBbIX aTak.

7.6.2 lMpumep HACTPOWKMN

3apauva:

HaCTpOVITb MEXaHN3M 3allinTbl OT CETEBbLIX aTak B COOTBETCTBUN C pEKOMEHAALMAMMN.

PeweHue:

Bkntouaem 3auuTy oT ip spoofing 1 normpoeaHvie MexaHu3Ma 3almThbl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bknwoyaem 3alnTy ot TCP-nakeToB C HenpaBW/ibHO BbICTaB/IEHHLIMW Cbﬂal'aMVl n normposaHne MexaHn3ma
3alnTbl:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntouaem 3almTy oT pparmMeHTMpoBaHHbIX ICMP-nakeToB 1 nornpoBaHne MexaHusmMa 3aLmTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment
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Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLIOr0 pasmepa 1 /iorMpoBaHne MexaHmsma 3aluTbl:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious—-packets large-icmp

Bk/iioyaem 3aumTty OT He3aperncTpmpoBaHHbIX IP-NpOTOKOM0B U /IOTMPOBaHVE MeXaHn3Ma 3alunTbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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