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PykoBoacTso no akcnayatauum WEP-50L

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoEe npegHasHavyeHne WEP-50L — ycTaHOBKa BHYTpU 34aHWi B Ka4eCcTBe TOYEK A0CTyna K pas/inyHbIM
pecypcam ¢ co3gaHmemM 6ecLloBHO 6eCcnpoBOAHON CETU U3 HECKO/TbKMX MAEHTUYHBIX TOYEK AocTyna
(«PoyMUHT»), ecnv TeppUTOPUSt MOKPbITUSI JOCTATOYHO BEVKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECT Bpej
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.




PykoBoacTso no akcnayatauum WEP-50L

2 OnucaHue n3nenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspa6oTaHa 6ecnpoBogHasi Touka goctyna WEP-50L (ganee — ycTpoiicTBo, Touka goctyna unv T/).
OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTblke ¢ NpoBogHoi ceTbto. WEP-50L noakntovaeTcs K npoBoaHoi cetn yepes 10/100/1000/2500M
Ethernet-untepdeiic n ¢ nomowybio pagnonHTeppelicos co3gaet 6ecnpPoBOAHON BbICOKOCKOPOCTHOM AOCTYN
ANS YCTPOWCTB, nogaepxmatowmx texHonoruo Wi-Fi B ananasone 2.4 n 51T,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WEP-50L nognepxvnBaeT coBpeMeHHble TpeboBaHNA K Ka4eCcTBY CEPBMCOB U NO3BO/ISET NepefasaTb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). Moaaepxka yHKLUMOHaANA wWelinuHra Tpadgmka Ha kaxkaom VAP nossonsiet B
MOSIHOW Mepe ynpas/iAaTb AOCTYMNOM, KA4eCTBOM CEPBUCOB U OrpaHNYeHNAMN Kak /151 BCeX aBOHEHTOB, Tak 1
[N15 K&XA0ro B YaCTHOCTM.

YCTPOWCTBO OPUEHTUPOBAHO Ha YCTAHOBKY B OPUCHI, rOCyYpexaeHuns, roCTUHULLbI, NeperoBOpHbIe KOMHaTbI U
Apyrne 06bekTbl. BO3MOXHOCTb CO34aHUs BUPTYyasibHbIX TOYEK AOCTyna ¢ pa3iMyHbIMU TUnamu WngpoBaHns
no3eosiseT yctaHaenusatb WEP-50L B opraHusauusx, rae TpebyeTtca pasrpaHudeHne npas AocTyna Mexay
06bIYHBIMU MONBb30BATENSAMU U BbIAE/IEHHBIMUY TPynnaMu nosib3oBaresein.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;
+ 1 nopt 10/100/1000BASE-T (RJ-45);

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax/be;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax/be.

PyHKYyuUu:
BosmoxHocmu WLAN:

* noaaepxka ctaHgapTtoB IEEE 802.11a/b/g/n/ac/ax/be;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHbIx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHUPOBaHME NakeToB Ha ocHose WMM,;
* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* noggepxka ckpoitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMNeKTpoaHamM3arop;

* aBTOBbIOOP KaHana;

* nogaepxka APSD.
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Cemesble (hyHKyuU:

aBTOMaTUyecKoe corsiacoBaHne CKoOpoCTH, AYN/IEKCHOTO PexumMa v NepeksIioyeHns Mexay pexmMmamm
MDI n MDI-X;

nogaepxka VLAN;

nogaepxka C-VLAN;

nogaepxxka Management VLAN;

DHCP-knueHT;

nogaepxka GRE;

nepegava aboOHEHTCKOro Tpadouka BHe TyHHenNel;
nognepxka ACL,;

nogaepxka NTP;

nogaepxka Syslog;

nogaepxka LLDP.

®dyHkyuu QoS:

orpaHuyeHne NPoMycKHON CroCcoGHOCTMY;
n3meHeHne napametpos WMM (EDCA) ans pagnonHTepgeiicos.

be3onacHocmb:

LleHTpasim3oBaHHas aBTopusaums yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
wndpposaHne WPA/WPA2/WPA3/0WE;

noaAepXka BHELLHEro noprasia asTopusauuy;

aBTopusaums yepes RADIUS-cepBep npu Bxoge Ha yCTPOUCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHuns obopygosaHna WEP-50L.

=

KoHTponnep
WLC/vWLC

Cepeep
DHCP, RADIUS

WEP-50L

PucyHok 1 — ®yHKUMOHabLHaa cxema vcnosib3osaHus WEP-50L



2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl uHTEepdelica Ethernet
KonuuecTso nopTos
DnekTpryecknii pasbem

CkopocTb nepegayn

Mopaepxka cTaHfapToB

MapameTpbl 6ecnpoBOgHOrO NHTEepdeiica
CraHpgapThl

UYacTOTHbI frnana3oH

Moaynauus

Paboune kaHasbl

CkopocTb Nepefayn AaHHbIX

MakcruMasibHOe KOMIMYecTBO OAHOBPEMEHHbIX
NnoAKoUeHNIA

MakcrMasnibHast MOLHOCTb Nepejatynka
KoadhdhnUMeHT yCuneHnsa BCTPOEHHbIX aHTEHH

UyBCTBUTE/IbHOCTb NPUEMHUKA

Be3onacHocTb

PykoBoacTso no akcnayatauum WEP-50L

2
RJ-45

10/100/1000/2500 M6uT/c, aBTOONpPEaENeHne
10/100/1000 M6uT/c, aBTOONpPEAENEHNE

BASE-T

802.11a/b/g/n/ac/ax/be
2400-2483.5 MI'L; 5150-5350 MrL, 5470-5850 Mr
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM, 4096QAM

802.11b/g/n/ax/be: 1-13 (2401-2483 ML)
802.11a/n/ac/ax/be:

+ 36-64 (5170-5330 MI'y)
+ 100-144 (5490-5730 MI'yy
+ 149-165 (5735-5835 MI'yy

2.4 1Ty, 802.11be: 688 Mo6uTt/c
51Tu, 802.11be: 2882 M6uTt/c

119

2.
5
2.
5
2.4T1Tu: go-94 pbm

51Tuy: no-95 abm

LeHTpannsoBaHHas asTopusaunsa yepes RADIUS-cepsep
(802.1X WPA/WPA2/WPA3 Enterprise)

wndpposaHue gaHHbix WPA/WPA2/WPA3/0OWE
nogaepxka Captive Portal

PapnounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2
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YnpaBneHue
YpganeHHoe ynpasneHne web-nHtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHnyeHue gocrtyna no naponto, ayteHTudukaums yepes RADIUS-cepeep

O6wue napameTpbl

Flash-namsaTtb 128 MB SPI-NAND Flash

RAM 512 Mb DDR3 RAM

MuTtaHne PoE+ 48 B/56 B (IEEE 802.3at-2009)
MoTpebnsiemas MOLWHOCTb He 6onee 17 BT

Pa6ounin AgnanasoH TemnepaTyp oT+5 0 +40 °C

OTHOCUTEeNbHAA BIAXHOCTb Npy Temneparype 25 °C 0o 80 %

a6apuTbl (auameTp x BbicOTa) 238 x 56,5 MM

Macca 0,6 kr

CpoK cnyx6bl He MmeHee 15 net
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2.4 [OuarpamMmbl HanpasneHHOCTU
Ha pricyHkax HvXe npeacTas/ieHbl guarpammbl HanpaBieHHOCTU YCTPOCTBa.
MonoxeHue Npu nsmepeHun

AZIMUTH (X2) ELEVATION (YZ)

AnanasoH 2.4 'Ty,

AnanasoH 5Ty

210

240 300

10
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporicteo WEP-50L BbINO/IHEHO B M/1aCTUKOBOM KOpriyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA B OCHOBHOI NaHENN yCTPOCTBA NPUBEAEH HA PUCYHKE 2.

2.5GE (PoE)

PucyHok 2 — BHewHwuiA Bug, ocHoBHo naHesin WEP-50L

Ha ocHosHol naHesnn yctpoiictea WEP-50L pacnonoxeHb! cnegytolme CBETOBbIE UHANKATOPLI, pa3beMbl U
opraHbl ynpasneHus (Tabnuua 2).

Tabnuua 2 — OnncaHue UHAUKATOPOB, MOPTOB 1 OPraHOB YNpaB/EHUS

AnemeHT naHenu OnucaHue

1 LAN_1 CeToBas nHamkaumsi coctosiHus nopta GE

2 LAN_2 CseToBas MHAvKauus coctosHms nopra 2.5GE (PoE)

3 F KHonka cbpoca K 3aBOACKUM HacTpoikam

4 GE Mopt GE gns nogkntovenns Ethernet-kabens

5  2.5GE (PoE) Mopt 2.5GE gns nogxnoueHus Ethernet-kabens n nogaun nutaHua PoE

11
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2.5.2 BepxHsasa naHenb yCTpoicTBa

BHelwHWin BUA, BepxHeli naHeny ycTponcTea npuBeseH Ha pucyHke 3.

1

PucyHok 3 — BHewHWiA Bug, sepxHei naHenn WEP-50L

Ta6nuua 3 — OnucaHve HAVKATOPOB BEPXHEW naHenn
AnemeHT naHenu OnucaHue

1  Power MHAavkaTop cTatyca paboThl ycTpoiicTBa

12



2.6 CpetoBas nHgukauus

PykoBoacTso no akcnayatauum WEP-50L

TekyLlee CoCTosiHMe yCcTpoicTBa oTobpaxaetcs npu nomowm niamkatopos LAN, Power. [NepeyeHb COCTOAHUI
NHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

NHpukaTop

LAN_T

LAN_2

Power

CocTosiHue uHauKaropa

FopuT 3eneHblin ceeToamos (100 M6uT/c);

FopuT 3e/eHbIN 1 opaHxeBblli ceeToguog (1000 M6ut/

c)

3eneHblil, Muraet

FopuT 3eneHbiin ceeToamog, (100 M6uT/c);

FopwuT 3eneHblil 1 opaHxesblii cBeToamog, (1000, 2500

MouT/c)

3eneHblil, Muraet

3eneHblif, FopuT NOCTOSIHHO

OpaHXeBblii, FOPUT NOCTOSHHO

KpacHbliA, ropuT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHue ycTpoiicTBa

YCTaHOB/1IEHO COefiNHEHME C
NOAKNIOYEHHBLIM CETEBLIM YCTPOWCTBOM

Mpovecc nakeTHOW nepefayn AaHHbIX MO
LAN-nHTepdeiicy

YCTaHOB/1IEHO CcOefinHEHKE C
NOAKNHYEHHbLIM CETEBLIM YCTPOWCTBOM

Mpovuecc nakeTHOW nepefayn AaHHbIX N0
LAN-nHTepdelicy

Bk/itoueHo nuTaHne yCTpoiicTea,
HopMasibHast pa6ota

YCTPOICTBO 3arpy>eHo, HO He nony4eH IP-
aapec no DHCP

3arpyska ycTpolicTea

[na copoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUK YCTPOMCTBA HaKaTb U
yaepxmBatb KHOMKY «F» B TedyeHne 10—15 cekyHp, noka nHamkatop «Power» He Ha4HeT muratb. Npousongert
aBToMaTnyeckasn nepesarpyska yctpoicTtsa. lNMpu 3aBOACKMX ycTaHOoBKax byaeT 3anyweH DHCP-kiveHT. B
cnydae, ecniv agpec He 6yget nonydeH no DHCP, To y ycTpoiicTtBa 6yaet 3aBogckoli IP-agpec — 192.168.1.10,
macka nogcetv — 255.255.255.0, ums nons3osarens/napons AN fgocryna vyepes web-uHtepdpeiic: admin/
password.

2.8 KomnnekT nocrtaBku

B KOoMNNeKkT nocTtaBkn BXOAAT:

obopyaoBaHune paanogoctyna WEP-50L;
KOMMJIEKT Kpenexa;

PYKOBO/CTBO Mo 3Kcnnyatauuy Ha CD-ancke (onuuoHasibHo);

CepTVI(*)VIKaT COOTBETCTBUA,
namMdaTka O AOKYMeHTauuw,

nacnoprT.

13
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3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

He ycTtaHaB/vBaiiTe yCTPOIACTBO PSAOM C UCTOYHMKaMM Tenaa v B NOMELLEHUSAX C TeMNepaTypoin Hxe
5 °C wnn Bbiwe 40 °C.

He ncnonb3ayliTe yCTPONCTBO B NOMELLEHUSAX C BbICOKOI BNaXHOCTbIO. He nogsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbiBaliTe Kopnyc ycTporicTBa. BHYTpuM yCTPONCTBA HET 3N1€MEHTOB, NpefHa3HauYeHHbIX A/15
06CNyXNBaHUA NONb30BaTENEM.

Bo n36exaHve neperpesa KOMMNOHEHTOB YCTPONCTBA M HapyLLUEeHUs ero paboTbl 3anpeLiaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1.

PeKOMeH,CI,yeMOG yCTaHaBnMBaeMoe MnoJsioXKeHne: ropu3oHTas1IbHOE, Ha MOTOJIKE.

2. lMepepn yCTaHOBKOW U BK/IKOUYEHMEM YCTPOCTBA HEOGXOAMMO NPOBEPUTL €70 HA Ha/IMUME BUAUMbIX

MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

Ecnu ycTpoincTBO ANnTenibHOE BPEMS HaxX0A4uN0Ch NPY HU3KOIM TeMnepaTtype, nepes Had4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
Takke neperopoakun n3 6pyca 60sbLIOr0 AnameTpa, EMKOCTU C BOAOW 1 3epkasia MoryT
3HaYMTEeNbHO yMeHbWNTb paguyc gerictensa Wi-Fi cetn. He pekomeHayeTcs pasmelleHme co
BHYTPEHHEWN CTOPOHbI (DasbLUMNOTO/Ka, TaK Kak MeTa/l/IMYeCcKuii Kapkac Bbi3bIBAET MHOIO/Ty4eBoe
pacrnpocTpaHeHve curHasa n ero 3atyxaHve npu npoxoxaeHun yepes peLleTky kapkaca
dhanbLunoTosika. o 3Toi Xe NnpuynHe He pekoMeHAYeTCs YCTaHOBKa 3a AepeBAHHbIM MOTO/IKOM
n B yrnyoneHusax.

Mpy pasmeLLeHNI HECKOMBKIX TOUEK PaaMyc COTbl JO/MKEH NepecekaTbCs C COCeHel CoToii Ha ypoBHE

0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ncnosib3osaHve VolP, N0TOKOBOro BUAeOBeLLaHNsS U APYroro YyBCTBUTETbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.

14
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MprubnuantenbHbIA paguyc oxeata yBepeHHoro npuema Todek goctyna WEP-50L npyu moHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

MaTtepuan N3meHeHMe YPOBHSA curHana, ab
24T1Ty, 5My,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11
MeTannuueckas pelueTka (sueiika 13x6 mMm, -21 -13

MeTasns 2 MMm)

3.4 BblGOp KaHaOB COCEACTBYHLLMX TOUEK

Bo n36exaHne MexkaHaslbHOW MHTephepeHLUn Mexay COCeACTBYHOLLMMM TOUKaMy AOCTyNa peKoMeHayeTcs
YCTaHOBWTb HEMEepPEKPbIBAOLLMECS KaHa/b.

KaHansi

2.402 Iy |<7 22 Mly, 4% 2.483 Ty,

PucyHok 4 — O6wan gvarpaMma NepekpbITUSi YacTOTHbIX kKaHaoB B 2.4 Ty,

15
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Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBefeH Ha pucyHke 5.

PucyHok 5 — Cxema pacrnpefesnieHus KaHasioB MeXxay cocefHMMM ToukamMu AoCTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHaJI0TMYHO PEKOMEHYEeTCS COXPaHSATh AaHHbIVi MexaHW3M pacnpeaesieHnsi KaHasioB Npy PacrosiIoKeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 6).

1 e A
+ ‘-r
<&
PucyHok 6 — Cxema pacnpefeneHms KaHasoB Mexay CoceqHNUMMN TOYKaMm A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyyasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
EEEChamel# (SSSSNsSy SIBNSRIBNBII 2BGES
] I I

|
|

20 MHz |

aviz [\ \
80 MHz |/ \/ \/ \

160 MHz | ) n
Examples of /I [
non-contiguous
iserea e R [

setup
R T

PucyHok 7 — KaHauibl, ucnonb3yemble B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,

V
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— =

V"V
i ' | |
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4 YcTaHOBKa ycTpolicTBa

YCTPOIACTBO MOXET 6bITb YCTAHOB/IEHO HA NOTOMOYHbI NPOUIIb, LLINWU/BLKY, NOCKYH NOBEPXHOCTb, KPOHLUTENH
VESA100 npu co6/t04eHNN NHCTPYKLMIA N0 TeEXHMKe 6e30MacHOCTN 1 peKOMeHAAL NI, MTPUBEAEHHbIX BbILUE.

B KOMMNNIEKT NocTaBKM BXOAUT KPENEX AJ151 YCTAHOBKM YCTPOCTBA HA NOTO/IOYHBIV NPOgU/Ib, LWUMUILKY,
M0CKY0 NMOBEPXHOCTb.

4.1 YcTaHOBKa YCTPOICTBA Ha N0CKYH NOBEPXHOCTb

OTBepCTUS A5t KPENNIEHNS MOHTA)XKHOM NIACTUHbBI K NI0CKO NOBEPXHOCTW OTMEYEHbI HA PUCYHKE 8.

o 38@0@

38@
15@ 24 @ 24
o O
o o
o © ©o o
@ @24

PucyHok 8 — OTBepcTUs A5t KPEN/IEHUSI MOHTaXHO NNACTUHbI K CTEHe/NOTONKY

1. 3aKpenuTe MOHTaXKHYIO NIACTVHY Ha NOBEPXHOCTY, UCMO/b3Ys KPENEX 13 KOMMN/IEKTa NOCTaBKW. Bbinyk/ble
Kpasi Ha 0TBEPCTUAX [AO/MKHbI BbITh HAaNpPaB/eHbl B CTOPOHY YCTAHOBOUYHOW NOBEPXHOCTU (PUCYHOK 9).

=
>

PUCYyHOK 9 — KpenneHne MOHTaXHOI NAacTHbI Ha MOBEPXHOCTb
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2. MopgxntounTe kabenu K COOTBETCTBYIOLLMM pasbemMam yCTpoiicTea. OnvcaHve pasbeMoB NPYBEAEHO B
pasgene KOHCTPYKTUBHOE UCMOJIHEHVE. YCTAHOBUTE YCTPOCTBO HA MOHTaXKHYHO N1acTVHY, COBMECTUB
PE3MHOBbIE HOXKW C OTBEPCTUAMYM Ha niacTuHe, pucyHkn 10 (a) n 10 (6).

9\/ (@)

PucyHok 10 (a) PucyHok 10 (6)

3. 3admKeupyiite yCTPOCTBO HA MOHTaXKHOI NacTvHe, CABMHYB €10 U3 NOSIOXEHWs1 1 B NOSIOXEHME 2
(pucyHok 10(6)).

4.2 YcTaHOBKa yCTpOMCTBa Ha APMCTPOHT

1. Ana yCTaHOBKM YCTPONCTBA Ha NOTOI04HbIV NPOUIb NCNONb3YITE NOTOMOUHbIV 3aKUM, N300PaKEHHbIN Ha
pucyHke 11.

PrcyHoK 11— MOTONOYHBbIN 3aKUM

18
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2. Pa3gBuHLTE 3aKMM B KpaiiHEE NOSIOXEHME 1 3aLLENKHUTE HA Npodusie NoTonka (PUCyHoK 12).
Mpeanaraemblii BapuaHT Kpenexa npegHasHauyeH anst Tpéx Tunos npocomneli ¢ wupuHoli 15, 24 n 38 MM (cm.
PUCYHOK 8).

PucyHok 12— KpenneHue 3axumMa Ha NoTo/1I04HOM npodune

3. 3akpenute MOHTaXHYIO M/IACTUHY Ha NOTO/IOYHOM 3aXMMeE, UCMOMNb3YS BUHTbI M3x5 13 KOMMNIeKTa NoCTaBKy,
puUcyHok 13.

PucyHok 13 — KpenneHne MOHTaXHO NIaCTUHbI K 3a0KUMY
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PykoBO/ACTBO No akcnyatauum WEP-50L

4. Mopknioumnte Kabenv K COOTBETCTBYIOLLMM pasbemaM ycTpoiicTBa. OnucaHve pasbemMoB NprBeaeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB
PE3UHOBbIE HOXKM C OTBEPCTUSIMU Ha N1ACTUHE, PUCYHOK 14.

PucyHok 14 — YcTaHOBKa YCTPOWCTBA HA MOHTaXHYIO N/IaCTUHY

5. 3adhmkcumpyiiTe YCTPOIACTBO HA MOHTaXHOI NAacTMHe, CABUHYB €10 B CTOPOHY MO HanpaBfieHuo CTpenku 1,
pucyHok 15 (a). O6patute BHUMaHNE Ha NOSIOXEHVE MHAMKaLMM (HanpaBieHne CTPEKU 2) 1 pa3bEMOB, OHM
[LO/MKHbI ObITb PACMO/IOXKEHbI BAO/b HANpaBieHust Npodussi, pucyHok 15 (6).

PucyHok 15 (6) — PacnonoxeHve pasbémMoB

PucyHok 15 (a) — ®dukcaums ycTpoiicTea Ha
MOHTaXHOV niacTnHe
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PykoBO/ACTBO No akcnyatauum WEP-50L

4.3 YcTaHOBKa YCTPOICTBA Ha LUMU/IbKY

1. YcTaHoBUTE CKOBY 13 KOMM/IEKTA NOCTABKN HA MOHT&XHYH0 N1aCTUHY C MOMOLLbIO BUHTOB M3x5, prcyHOK 16.

PUcyHOK 16 — YCTaHOBKa CKO6bl Ha MOHTaXHYO N/IaCTUHY

2. HakpyTnTte MOHTaXHY0 NnacTuHy Ha wnunsky M10 o ynopa, pucyHok 17.

PucyHok 17 — YCTaHOBKa MOHTAXHOW M1ACTUHbI HA LLMUIIbKY
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PykoBO/ACTBO No akcnyatauum WEP-50L

3. MopkntounTte Kabesnm K COOTBETCTBYIOLLMM pasbemaM ycTpoiicTBa. OnucaHne pasbemMoB NprBeAeHo B
pasgene KOHCTPYKTVBHOE UCMO/IHEHME. YCTaHOBWTE YCTPOCTBO Ha MOHTaXHYHO NIacTUHY, COBMECTUB
PE3MHOBbIE HOXKM C OTBEPCTUSIMU Ha N1aCTUHE, pPUCYHOK 18.

PucyHok 18 — YcTaHOBKa YCTPONCTBA HA MOHTaXHYHO M/1aCTUHY

4. 3adhmKcnpyliTe yCTPOMCTBO Ha NNacTUHE, CABVMHYB €ro B CTOPOHY, PUCYHOK 19.

PucyHok 19 — dukcaymsa ycTpoinctea Ha MOHTaXKHOM NnacTUHe
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PykoBoacTso no akcnayatauum WEP-50L

4.4 YcTaHOBKa yCTpoilcTBa Ha KpoHwTeinH VESA100

KOHCTpyKLMA faHHOro yCTPOCTBa NpegycMmarpusaeT KpenseHne ¢ ncnosb3oBaHnem KpoHwTtenHos VESAT0O.

1. BbIKpyTTE PE3UHOBbIE HOXKM, PACrosioKeHHble Ha 3a/Helt naHenn yctpoiictea (pyucyHok 10 (a)).
2. MNpuvKpenuTe KpeneHne K yCTPOACTBY.
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PykoBoacTso no akcnayatauum WEP-50L

5 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

5.1 Hauano pa6otsbl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTt: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WEP-50L

3. Beegnte ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3aBopackue ycTaHOBKY: 0TMH — admin, naposb — password.

4. HaxmuTe KHOMKY «BoliTu». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPVHIA COCTOSIHUSA YCTPOICTBA.

"ELTEX  WEP-50L

MoHMTOPWHr ~ Radic VAP CeTesble HAcTpoitu BHElLHME cepeucel  CHCTeMa - (Buixod)

Wi-Fi KNHEHTEI Wzgenue WEP-50L
ANnaparHas Bepcus 290
CTaTUCTHKa No TpaduKy
3asofckoi MAC-agpec 0C:EE:20:26:61:E0
CraHvposaHHe 3hupa
CepHitHbIiA Homep WP62000048

>KypHan cofbiTui Bepcua Mo

CeTeBan HHoOpMaLMA PesepaHan sepcua N0
Wrdhopuaups o Bepcua sarpysdmka
panmonHTepdericax CHcTemHoe BpeMa  09.06.2026 10:04:33
MHopmauma ob ycTpoicTee » Bpemsa paloTsl 0 aH, 00:18:34
3arpyaka LMY 23;?'
Mcnonb3yemas namaTs 35% 168 MGaidT / 460 MGaiT

= OGHOBHMTH
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PykoBoacTso no akcnayatauum WEP-50L

5. Mpn HEOBXOAMMOCTU MOXHO NEPEKTIUUTL A3bIK 0TOBpaXKeHua nHdopMauun. nsa ycTpoinctea
WEP-50L focTynHbl pycckas U aHriminckas Bepcun web-nHtepdeiica.

ELTEX  WEP-50L

MOHUTOPHHT Radio VAP  CeTesble HACTPOWKM BHelLHHe CepBUCHl Cucrema - (BbIXOM)

Wi-Fi knueHTs! Wagenue WEP-50L
ANNapaTHan Bepcua 2v0
CTaTHCTHKA NO TpadMKy
3asoackei MAC-anpec 0C:EE:20:26:61:E0

CrxaHuposaHue 3(upa
CepyiHBIA HoMEp WP62000048

KypHan coObiTui Bepcia MO
CeTtesan MHpopMaLUmra Peseparan sepcna MO
WHoopMaLua o Bepcus 3arpy3quka
papnoMHTEPDENHCaX CucTemHos speMa 09 06 2026 10°04:33

WHopmauua ob yCTpOICTEE > Bpema padoThl 0 AH, 00:18:34

3arpyska LMY ggn}

Mcnons3syeman namaTs 36% ) 168 MGanT / 460 MoanaT

= OGHOBUTE

5.2 TpumeHeHue KoHdurypaumm n oTMeHa M3MeHEHW

1. MNpumeHeHre KoHurypawumm

Mpn HaXXaTMUK KHOMKN 3anyckKaeTcsi NPoLecc coxpaHeHns koHdurypaumm Bo flash-
NamMsaTb YCTPOCTBA M NPUMEHEHME HOBbIX HACTPOeK. Bce HacTpoliku BCTynatoT B culy 6e3
nepesarpysku ycTpoicTBa.

B web-untepdpeiice WEP-50L peann3oBaHa BU3yasibHas UHAMKALMS TEKYLLLETO COCTOSIHUS npoLecca
nprMeHeHnst HacTpoek (Tabnuua 6).

Ta6nuua 6 — BusyanbHas VHAMKALMS TEKYLLLETO COCTOSIHUSA NpoLiecca NPYMEHEHMSI HacTPoeK

BHewHwuii B, OnucaHue COCTOAHUA

Mocne HaxkaTusa Ha KHOMKY «an/IMeHI/ITb» nponcxognT npouecc npuMeHeHna n

3anncu HacTpPoeK B NamsTb ycTpoictea. O6 3TOM MHGOPMMPYET 3HAUOK il B
Ha3BaHWMN BKMAAKM N Ha KHOMKe «MpYMEHNUTb».

OG6 ycneLwHoOM COXpaHeHUN N NPUMEHEHUW HACTPOEK MHPOPMUPYET 3HAYOK

B Ha3BaHMN BKNagkKu.

2. OTMeHa U3MeHeHuM

© OTmeHa n3sMeHeHui NPOM3BOANTCS TOMBKO 40 HAXATUA Ha KHOMKY «MpUMeHUTBL». MpU HaXKaTUK Ha
KHOMKY «[pUMEHUTb» N3MEHEHHbIE Ha CTpaHuLe napamMeTpbl 6yayT 06HOB/EHbI HA TEKYLLME 3HAYEHUS,
3anvcaHHble B NaMsATU yCTpoicTea. locne Haxatusa Ha KHOMKY «[puMeHUTb» BO3BPAT K NpeablayLuum
HacTpoikam 6yaeT HEBO3MOXEH.

. . X OTmeHa
KHoMKa OTMeHbI U3MEeHeHWIA UMeeT crieaytoLnii BUa;
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PykoBoacTso no akcnayatauum WEP-50L

5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

g
c WEP-50L
MOHHTOPHHI Radio VAP CeTeBble HACTPONKH BHeLIHME cepBHChl CucTema - (BbIX0A)
Wi-Fi KnMeHTE!l W3penue WEP-50L
AnnapaTtHas Bepcua 2v0
CTaTMCTUKA NO TPAHEKY
3asoackod MAC-anpec 0C:EE:20:26:61:E0
CkaHupoBaHue 3dupa
CepuiiHbIi HoMep WP62000048
JKypHan cobITHi Bepcua M0
CeTegan MHpopmaLua PesepsHran sepcua MO
WHGOpMALMS 0 Bepcua sarpysduka
panuonHTepdeicax CMCTeMHoe BpeMA 09 06 2026 10:04:33
WHdopmauma ob ycTpoicTee » Bpema padoTsl 0 an, 00:18:34
3arpyska LMY 23:.(\
Wcnons3ayeman namaTs 35% 168 MBanT / 460 MoanT
© 000 "flpednpusmue "3nmexc’, 2026 Bepcur [10: (Bepcus WEB.

OKHO No/b30BaTeNIbCKOTO HTepdielica pasfaesieHo Ha NsATb 061acTeld:

1. Bknagku MeHIo — Ans rpynnupoBKM NogMeH0 no kateropusm: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoiiku, BHewHue cepBuchbl, Cucrema.

2. Bbl6op A3blka UHTEPEiica 1 KHomka «(BbIXxo)», NpeAHa3HaveHHas A5l 3aBepLUeHns ceaHca paboTbl B
web-nHTepdelice nog gaHHbIM NoNb3oBaTENEM.

Bknagkv nogMeHIo — 418 ynpasieHUst NoieM HacTpoex.

Mone HacTpoek ycTpoincTBa — A/ NPOCMOTPa AaHHbIX 1 KOHUrypawmu.

NHpopmaumoHHoe none, otobpaxatolee sepcuto MO, ycTaHOBNEHHYIO Ha YCTPONCTBE.

arw
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PykoBoacTso no akcnayatauum WEP-50L

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

=L TEX  WEP-50L

MoHUTOpHHT Radio VAP CeTeBle HACTpOMKKN BHelHMe cepeuckl Cuctema TS (EbIXOT)

Wi-Fi knneHTe! > ¥ OGHOBHTL.

CramicTika no Tpadmky - ™
Cranvpoaatme schupa Wmn Link Link Link Quality RSSI,  SNR, BW, BW, Bpems
- o Ne xocta IP-agpec MAC-apgpec Mutepdeiic  Capacity  Quality Common nbm nb TxRate RxRate My My paborsl

ypran cobemi v 1 ' wlanival 0 100 (ot 98 37 31 HENSS2 HENSS2 20 20 004524
changed) MCS11 MCS11
Cetesan nHopMaLma 286.8 286.8
MHDOG\'AHL\”F o NepeaaHo  npuHATO BCero, GanT 650 750 / 506 256 MNepenaHo ¢ owwmbramu, nakeTos 4
paavouHTepdelicax
Mepenaxo / NPUHATO BCETo, NAKETOR 257212319 MoBTopEl Nepagaym za NocnegHWi nepuoa, 0
Wribopuauma of yeTpoiicTee nakeTos
lMNepenaHo / NpUHATE AaHHLIX, baiT 648 351/ 505 689 _
Obujee yMCO NOBTOPOE Nepegayqi, NakeTos 17
NepeaaHo / NPUHATO AaHHLIX, NAKETOB 253172303
CropocTe nepegaum / npnema, Kontic 0o
Moaynsaums Mepenano nakeToB MpuusTo nakeToB
OFDM6 0 0% 108 5%
HE-NSS2-MCS6 0 0% 81 4%
HE-NSS2-MCS7 0 0% 37 2%
HE-NSS2-MCS8 35 1% 35 2%
HE-NSS2-MCS9 60 2% 44 2%
HE-NS§52-MCS10 32 1% 3 1%
HE-NSS2-MCS11 2404 95% 1967 85%

* Ne — HOMep NOAK/TIFYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa,;

+ IP-adpec — IP-agpec nogKNtYEHHOro YCTPONCTBA;

* MAC-adpec — MAC-agpec NoaK/It04YEHHOro YCTPOICTBA,;

* ViIHmepdpelic — nutepdhelic B3ammoaenctensa WEP-50L ¢ nogknto4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOpPbIli 0TObpaxaeT 3PeKTUBHOCTb NCMONb30BaHMSA TOUKON AoCTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTca UCXOAA N3 KONMYECTBa NakeToB, NepefaHHbIX Ha Kaokaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmeHToB. MakcumaribHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro TvMna nss,
noaepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepegatorcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHue 10 cekyHg,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBO NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLIHOo oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOpbI/i 0TO6PaXKaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KINEHTY. MakcumanbHoe 3HaYeHue
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOIA NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN yCneLHo oTnpaB/ieH). 3HaueHe napaMeTpa paccumTbiBaeTcsl 3a Bce
BPEMS NOAK/TOHYEHUS KNTNEHTE,;

* RSSI — ypoBeHb NpUHMMaeMOoro curHana, gbm;
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SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanbHasa CKOpPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npueme, MI'u,

Bpems pabomsl — Bpemsa coegnHenuns ¢ Wi-Fi kineHTom.

[lnsa BbiBOga 60nee pa3BepHyTol MHopMaLIMK MO ONpeaesieHHOMY K/TMEHTY BblibepuTe ero B
cnucke. Moapo6Hoe onuncaHne BKIOYAET B Ce6s cieaytoLive napameTpsbi:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepeaaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKMOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKI0YEHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢
MOMEHTA BK/IIOUEHMSI TOUKM AOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

=L TEX  WEP-50L

Mepazzko -

Mpusro ~
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

PykoBoacTso no akcnayatauum WEP-50L

MepenaHo v
WnTepdeiic Bcero naketos Bcero 6aiiT OTBPOLIEHO NAKETOB Owuskn
LAN 4822 5618468 0 0
WLANOQ 0 0 0 0
WLAN1 0 0 0 o
eth0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wilanQ-va2 0 0 0 0
wilanQ-va3 0 0 0 0
wilanQ-vad 0 0 0 0
wlan0-va5 0 0 0 o]
wlan0-vaé 0 0 0 o]
wlan1-va0 0 0 0 o]
wlan1-val 0 0 0 0
wilan1-va2 0 0 0 0
wilan1-va3 0 0 0 0
wlani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-vaé 0 0 0 o]
OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca;

* Bceao nakemos — KOJIMYEeCTBO YCMeLHO NPUHATLIX NakeTos;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT;

* OmO6pOoWeEHO rnakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX MPY NOyYEeHUY;

* OwWubKuU — KO/IMYECTBO OLLMOOK.

[ Mpuhato v
WnTepdeiic Bcero nakeTos Beero BaiiT OTEpOLWEHD NakeToR Qwnsku
LAN 33547 3650608 0 0
WLANO o] 1] 0 0
WLAN1 o ] o 0
€th0.200 13243 1337547 o 0
wian0-va0 0 0 0 0
wian0-vail 0 0 0 0
wilan0-vaz 0 0 0 0
wilan0-va3 o] 1] 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 o 0
wian1-va0 0 0 0 0
wiani-vail 0 0 0 0
wilani-va2 o] 1] 0 0
wilani-va3 o] 1] 0 0
wian1-va4 0 0 o 0
wilan1-vas 0 0 o 0
\_wiani-vab 0 0 0 0
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5.4.3 TMoameHo «CkaHMpoBaHue adompar

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v
o6HapyXeHne coceiHUX ToUek AocTyna.

MOHWTOPKHHT Radio VAP CeTeBble HaCTPONEM BHeLUHWE CepBMChI Cuctema - (BIX0M)

ELTEX  WEP-50L

Wi-Fil KHeHTE! MocnenHee ckaHUposaHue Gbino 09.06.2026 10:39:45

CTaTMCTHKA No .‘paq?w:'_w
24y 50y

CKaHMpOBaHHE 3bupa »

OuanasoH SSID Pexum GesonacHocTh  MAC-agpec Kavan / lupuHa  RSSI, AgEM
ypHan coGbITuiA 241y WPA2 6/20 Y
CeTesan MHpOpMaLMs 2.41Ty Open 11/20 -38
MHOpMALMA O 24TTY WPAZIWPA3 5120 -38
paguonHTephelicax 24Ty open B -0
Whdopualus ob ycTpoiicTee 2.4TTy WRAZ_1X 6120 _40
241y Open 6120 -40
24T1Ty WPA2/WPAZ 1/20 -41

[lna 3anycka npouecca cKkaH1poBaHus adonpa HaxXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npouecca Ha CTpaHuLe NOSIBUTCS CNIMCOK 0GHAPYXXEHHbIX B paanoadmpe ToUuek A0CTyna U MHpopMaLusi 0 HUX:

lMocnedHee ckaHUpoBaHue bbi/10... — Aata 1 Bpems NocnefHero CKaHMpoBaHus;

Juana3oH — yka3blBaeTcst ananasoH 2.4 'y wam 5 U, B KOTOPOM 6bl1a 06Hapy)XeHa Touka A0CTyna;
SSID — SSID o6Hapy»XeHHOIn TOYKM A0CTYNa;

Pexum 6e3ornacHocmu — pexum 6e30nacHOCT 06HAPYXEHHOR TOUKK A0CTYNa;

MAC-adpec — MAC-aapec 06HapyXeHHOW TOYKM A0CTYNa;

KaHas/lLlupuHa — pagnokKaHal, Ha KOTOpoM paboTaeT 0bHapyXXeHHasa Touka AOCTyna,;

RSS! — ypoBEeHb, C KOTOPbIM YCTPOMCTBO NPUHMMAET CUTHA OGHaPYXEHHOW TOUYKM A0CTyna, AbMm.

Bo Bpems ocyLlecTB/IeHnsA ckaHpoBaHus adompa pagnonHTepdelic ycTporcTea 6yaeT OTK/IOUEH, YTO
npueeneT K HEBO3MOXHOCTM nepefadn gaHHblx Ao Wi-Fi KnneHToB BO BpeMsi CKAHMPOBaHWS.
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5.4.4 TMoameHto «KypHasn cobbITU»

B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

CITEX — WEP-50L

MoHHTOPHHT Radio VAP CeTeBble HACTPORKKH BHelwH®e cepsuchl Cuctema -~ (BbIXOA)

Wi-Fi knueHTbl = OGHOBHTB & O4MCTUTL

CTaTHCTHEA No TpaduKy

Oata v epemsa Tun Mpouecc Coobwenne
CKaHWPOBAaHHE 3(DMpa
P P Jun 9 10:39:45 daemon.info scanwlan[6569] scan on interface ‘wian1' finished
¥KypHan coObITHi > Jun 9 10:39:45 daemon.info scanwlan[6569] scan on interface 'wian(' finished
CeTesan uHpopmayma Jun 8 10:39:20 daemon.info scanwlan[6569] start scan on interface 'wilant’
i a Jun 9 10:39:20 daemon.info scanwlan[6569 start scan on interface ‘wian0'
WHopMaLMa 0
pagMouHTEpMeiicax 7 7
Jun 9 10:04:18 authpriv.info weblogin[3871] pam_unix(weblogin:session): session opened for user admin
Wrpopuawyys 00 yCTpoAcTBe Jun 9 10:04:05 auth.wam weblogin[3853] pam_authenticate call failed: Authentication failure (7)
Jun 9 10:04:03 authpriv.notice weblogin[3853] pam_unix(weblogin:auth). authentication failure for user admin

+ [lama u spemsi — fata n Bpems, Korga cobbiTve 6bis10 CreHeppoBaHo;
+ Tun — Kateropus n ypoBeHb BaXKHOCTU COObLITUS;

* [poyecc — nms npouecca, CreHeprpoBaBLIEro CO06LLEHNE;

+ CoobujeHue — onucaHne cobbITus.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb Tun BaXHOCTU OnucaHue
CoOGLEeHNIA
0 Upe3sBblyaiiHble B cucteme npousownia Kputnyeckasi olmnbka, cuctemMa MoXeT paboTaTb
(emergency) HenpaBW/IbHO
1 CurHans! TpeBoru (alert) Heo6xoavmo HemeasleHHOE BMELLIATENLCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npouv3zoluna Kputmueckas owméka
3 Own6ouHble (error) B cucteme npousolLia owmbka
4 MpeaynpexaeHns MpeaynpexaeHne, HeaBapuinHoe coobLLeHne
(warning)
5 YBepomneHus (notice) YBefoMeHNe cUCTEMbI, HeaBapuiiHoe coobLieHne
6 NHdopMaLyoHHble NHdopMaLMOHHbIE COOBLLEHUSI CUCTEMBI
(informational)
7 OtnagouHble (debug) OTnagouHble coobLLeHMs NpefoCTaBsAT N0Ib30BaTeNto MHOPMaLMo 415

KOPPEKTHOW HaCTPOIK/ CUCTEMbI
L5 nonyyeHnst HOBbIX COOOLLEHUIA B XXypHasie COObITUI HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpy HEOGXOANMOCTI BCE CTapble COOBLLEHUS U3 XXYPHaIa MOXHO YAaInUTb, HaXKaB Ha KHOMKY «OUMCTUTb».
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5.4.5 lMogmeHto «CeTeBas MHGopMaLns»

PykoBoacTso no akcnayatauum WEP-50L

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/IAETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

“LTEX  WEP-50L

MoOHHTOPUHT Radio VAP CeTesbie HaCTPOMHKK BHeWHWE CepBMChH CucTema

Wi-Fi knmenT CTaTyc WAN
CTaTneTuka no Tpadmky WnTepdeic brl
Cranuposanwe 3thupa Mpotoson DHCP

IP-agpec
HypHan coSumwi

Ethernet
CeTesan WHdopMaUmMa >

ETH1
Hrdopmayma o CocToAHne nopTa Up
pagnoMHTEpDeRcax
CropocTb 1000
Wrbopmauun of ycTpoicTee Qynnexe Full
MpuHATO 4.2 MSaiiir (4 445 084 BaT)
Mepefano 505 5 KBaiT (517 642 Gair)
ARP ~

Na IP-appec MAC-appec

IMapwpyTel v
Nz WHTepdeic HasHayeHue LWinio3
0 brl 0.0.0.0

1 brd 0.0.0.0

CocToAHKue nopTa Down

ETH2

Macka ®narn

0.0.0.0 ue

Cratyc WAN:

* MIhmepgbelic — nms bridge-nHtepdeliica;

+ [pomokos1 — NPOTOKO/, MCNoMb3yeMblli ansa agoctyna k cetn WAN;

+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLHEN CETY;
+ lNpuHssMo — Konn4ecTBo NpuHATLIX HA WAN 6aiT;
+ lNepedaHo — KoNMYecTBO NepeaaHHbIx ¢ WAN 6alirt.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCmb — CKOPOCTb MOAK/I4eHMS No nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:

* Full — nonHbIi aynnekc;

+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxntcsa nipopmanms o cootrsetctamm IP- 1 MAC-agpecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoicTBa;
+ MAC-adpec — MAC-aapec ycTpoiicTBa.

MapLupyTbl:
* MIhmepgpbelic — nms bridge-nHtepdeiica;

* HasHayeHue — IP-agpec xocTa Unv NofCceTn Ha3HaueHus), 10 KOTOPbIX YCTAHOB/IEH MapLLPYT;
* Wmo3 — IP-agpec Wwto3a, Yepes KOTOPbIii OCYLLIECTBAAETCS BbIXO/ Ha afpecara;

* Macka — macka nogcetu;
+ Qnazu — onpegeneHHble XxapakTepUCTUKN aHHOro MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.6 TMoameHto «MHGopmauusa o pagmonHTepgencax»

PykoBoacTso no akcnayatauum WEP-50L

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB

clTEX  WEP-50L
MOHHTOPUHT Radio VAP CeTeBble HACTPOHKKN BHELIHKWE CEpPBUCH Cuctema - (BBIXOM)
Wi-Fi KMEHTbI Radio 2.4 Ty
CTaTUCTHEa NO Tpaduky Cratyc BbIKNHOYEHO
CKaHupoBaHue aupa MAC-anpec
Pexum IEEE 802.11b/g/n/ax/be
KypHan coObITHit
Radio 5 'y,

CeTeBal MHDOpMaUmna

MHpopMaLma o
pafMouHTEpMEcax >

Muhopmayus of ycTpoicTee

Craryc
MAC-agpec
Penum
Kanan

LUnpKHa kaHana, My

BiIn4eHo

|EEE 802. 11a/n/ac/axbe
44 (5220 Mr)

20

PagnovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BKIOYEHO» N «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 pagmovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTtpe «CTaryc».
Crartyc Radio 3aBMCUT OT TOr0, €CTb /M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM

poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio 6yaet

HaxoaunTbCA B CTaTyce «BKntoyeHo», nHavye — «BbIK/1HOUEHOY.

B 3aBucMmocTu o1 ctaryca Radio A1 MOHUTOPUHIa AOCTynNHa crieayruias Manopmame:

«BbIKNHOYEHOY:

+ Cmamyc — cOCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexum — pexum paboTbl paguovHTepderica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — cOCTOsiHUe paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — HoMep 6ecrnpoBOAHOrO KaHasa, Ha KOTOpOM paboTaeT paavonuHTepdeic;

* LlupuHa KkaHa/1a — WMpUHa No0Ckl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavouHTepdeiic.
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5.4.7 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «<MIHpopmauusa 06 ycTpoicTBe» 0TOOpaxxeHbl OCHOBHbIe xapakTepuctukn WEP-50L.

ELTEX  WEP-50L

MoHuTOpUHr  Radio VAP CeTeBbie HaCTPOku BHELIHUE CEPBUCI Cuctema TR (BbIXOA)

Wi-Fi KnueHThI Wanenue WEP-50L
AnnapaTHas Bepcua 2v0
CTaTMCTHKA NO TPAUKY
3asonckoi MAC-anpec 0C:EE:20:26:61:E0

CKkaHupoBaHWe adupa
CepuiHbIi HoMep WP52000048

HypHan cofbimuit Bepcua MO
Ceresan UHpopmaLma PesepBHan gepcuA Mo

Bepcus sarpy3qnka

WHbopMaLwa o
pannonHTepdeticax CHMCTEMHOE Bpema  09.06.2026 10:04:33
MHbopmauua of yCTpolcTee > Bpewma pabotel 0 AW, 00:18:34
3arpysxa LMY 23;;\
Mcnons3syeman namaTe 35% 168 MOaT / 460 MoainT

= OGHOBHTL

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBa;

+ AnnapammHdasi Bepcusi — Bepcus annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTeNnem;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbiayLuias yctaHoBsieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe speMs — TekyllMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska Li[1Y — cpefgHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHuve 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOCTBA.
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5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

“ILTEX  WEP-50L

MonuTOopMHr  Radio VAP CeTeBble HACTPOIKK BHELUHWE CEPBHCh CucTema U~ (Beixod)

Radio 2.4 Ty > Obuwue
Radio 51Ty Peskinm IEEE 802.11b/g/in/ax/be v
[IONONHKTENEHO ABTOMATUYECKHIA BLIGOP KaHana

OI'F]EIHI'I"MTh CNWCOK KaHanos

LnpuHa kaHana, My, 40 v
OCHOBHOW KaHan Lower v
MouwHocTs curHana, gbm 16 v

KaHanbHas CKopoCTe Nepenasin Auto v

LononHnTensHoO v

m * Omena

* Pexum — pexuM paboTbl MHTepderica CornacHo criefyrowmmM cTaHaapTam:
+ |EEE 802.11b/g/n;
+ |IEEE 802.11b/g/n/ax;
+ |EEE 802.11b/g/n/ax/be;
+ |EEE 802.11be.

+ ABmomamu4eckul B8bI60P KaHasa — Npu yCTaHOBNEHHOM chiiare Touka 6yaeT aBToMaTuyeckm
BblGMpaTh HaVMeHee 3arpy>KeHHblin pagnokaHan ans paéotbl Wi-Fi-uHtepdpeiica. MNpu cHAToM donare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana;

* KaHas — BbIOOp KaHana nepefayun gaHHbIX;

+ OepaHuyums CrnucoK KaHasa08 — Npu yCTaHOB/IEHHOM chnare Toyka focTyna 6yaeTt Ucnosb3oBaTb
OrpaHnYeHHbI Nosib3oBaresieM CNUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnu cpnar HanpoTye «OrpaHNynNTb CMUCOK KaHa/10B» HEe YCTAHOB/IEH U/ B CMIUCKE OTCYTCTBYHOT
KaHasibl, TO ToYKa focTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCcex AOCTYMHbIX KAHa/10B faHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 I'uy; 1-13;

* llupuHa kaHasna, My — WwnpunHa nNonocbl HacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0oCTyna,
npuHumaeT 3HaveHus 20 n 40 My,

* OCHOBHOU KaHa/1 — napamMeTp MOXET 6bITb U3MEHEH TO/IbKO NPY NPOMYCKHOM CMNOCOBHOCTM CTaTUYeCKN
3aZlaHHOro KaHana, pasHoi 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MI L, KOTopble rpaHnyaT B 4acTOTHOW o6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbIA KaHasl MCNO/b3YeTCs KNMeHTamu, KOTopble NoAAEPXMBAKOT TObKO
nonocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuiA kaHan 20 My, B nonoce 40 MIy;
* Lower — nepBUYHbIM KaHa/10M 6yaeT HWKHWUIA kaHan 20 MIy, B nonoce 40 MIu.
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HayeHune ot 0 go 16 abwm;

* KaHasibHasi ckopocmb nepedaqu — OUKCpPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgapTos IEEE 802.11.

© B cnyuae, ecnun B cncke «OrpaHNuMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHau, TO
OH ByeT OTMeYeH cepbiM LBETOM. [111A TOro 4TOObI HOBas KOHUrypauus 6bisia NpUMeHeHa Ha ToUke
JocTyna, B cnucke «OrpaHnynTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHasTbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKasaHbl
KaHasbl: 1,6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3meHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« ONS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne no

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHble AaHHble cogepxar
OLWNGKMN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNMCOK KaHasI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.
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B pasgene «[,oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanonHTepdeiica
yCTpOWCTBA.

[ONOMHUTENBHO ~

OBSS Coexistence
KOpOTEWA S3LYMTHEIH MHTEPEAN
STEC
MNepKon oTNPaaKkK CRyReGHBIX CoODIIEHWA, MC 100
Mopor deparmenHTagmm 2346
Mopor RTS 2347
Arperaums
KopoTkas npeamSyna
Weinep Broadcast/Multicast, nak/c

Legacy Rate Seis Rate (Mbps) 54 48 36 24 18 12 11 9 6 55 2 1

Supported

Basic
Wi-Fi Multimedia (VWMM)
Pennukauma ARP
Pesmm pabotel DHCP Snooping replace v
Onuus 82 dopmar CID APMAC-S5ID v
Onuyus 52 dopmar RID ClientMAC hd
Copmar MAC-agpeca AMBB.CC.DD:EEFF hd

Brnouuts CoS

" [pUMEHHTE X OTmeHa

+ OBSS Coexistence — pexvuM aBTOMAaTMYyeCcKoro yMeHbLUEHUS LWPWHBI KaHasia Npw 3arpyXXeHHoMm
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexxnm BK/THOYEH;

* Kopomkul 3awjumHbil uHmMepsasa — Nogaepka yKOpoYeHHOro 3almuTHOro nHtepsasia. Touka goctyna
nepeAaeT AaHHble, UCNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTamu, KOTopble Takke NoaaepXX1BatT KOPOTKMIA 3alUMTHbIA NHTEpPBaUT,

+ STBC — meTOo4 NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOTO KOAMPOBaHUS, HanpaB/eHHbIV Ha MNOBbILLIEHNE
HaZeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhiiare yCTPOMNCTBO nepefaeT O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/y)ebHbix coobuwjeHuli — nepnoa nocbisikn Beacon-thpeiimos. ®peimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B achupe. MNapameTp npuHnumaet 3HaveHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;

* lopoz chpazmeHmayuu — nopor hparmeHTaumm gopeiima B 6aintax. MNprHMmaeT 3HaueHmsa 256—2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4nC/I0 GaiiT, Yepes KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET YYULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NpuHnmaeT 3HaveHns 0-2347, no ymonyaHuo — 2347;

+ Agpezayusi — BknroveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosb30BaHNe KOPOTKOM npeamby bl NakeTa;
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Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpOoKoBELaTe/IbHOro/MynbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3m koHBepTupoBaHus ARP-3anpocoB 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukmu o6pa6otkm DHCP onuun 82. loCTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuuun 82 oTK/I0YeHa. 3HaYeHWe Mo YMO/TYaHWIO;
* remove — To4YKa A0CTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUs:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napamerpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID nRID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymMmosiyaHuio;

* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyveHnst kKayectTsa
o6cnyxuBaHua (Quality of Service). JaHHbI dhyHKLMOHaN NO3BO/SIET NepeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IOYEH.
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0
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Station EDCA Parameters
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« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 48 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHas o4epe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZepxka. B faHHyt0 ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKN. B faHHO
oyepeam aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpema oxugaHusi Kaapos (dpeliMoB)
OaHHbIX, U3MepAEeTCcs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cWMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXunaaHus nepes NoBTOPHOW OTNpaBKoW Kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHue BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mMKHO 6bITb 60/1bLIE 3HaYeHUss cwMin;

* TXOP Limit — napameTp Ucnosb3yeTcsa TONbLKO A1 AaHHbIX, NepefaBaeMblX OT KAMeHTa 40 TOUKU
foctyna. Bo3aMoXHOCTb nepefayv — MHTepBasl BpeMeHU, B MWIJIMCEKYHAAX, KOrAa KMeHTcKas
WME-cTaHuMa nmeeT npasa MHUUMMPOBATL Nepefadvy AaHHbIX N0 6eCnpoBOAHON Cpeje K Touke
[0CTyna, MakCcMmasibHoe 3HadyeHne 65535 MUnMcekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB knveHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUKM AocTyna). OnucaHve nosneii TabnunLbl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.5.2 MoameHto «Radio 5 My

PykoBoacTso no akcnayatauum WEP-50L

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

LTEX  WEP-50L

MounTopuHr Radio VAP CEeTeBbiE HACTPOMEKK BHewHne cepsuch GCuecrema - BBIXOA)

Radio 2.4 MMy, OBLme
Radio 5 My » Pexum IEEE 802.11a/n/ac/ax/be hd
HAononsutensHo ABTOMATHYECKHH ERGOp KaHaNa

OrpaHuHMTL CIIMCOK KaHanos

u 36 (5170 — 5210 MI) X
44 (5210 — 5250 Mrw) %

LkpwHa kasana, My 40 b
DCHOBHOH KaHan Upper w
MowHoCTs curHana, g6m 17 v

KaHaneHan ckopocTh nepejayn Auto ~

JNONoAHKTENBHO ¥

m * Omazra

Pexxum — pexum paboTbl MHTepdelica coracHo cTaHgapTam:

+ |IEEE 802.11a/n/ac;

« |[EEE 802.11a/n/ac/ax;

« |EEE 802.11a/n/ac/ax/be;

+ |EEE 802.11be.
Asmomamuyeckuli 8bI160p KaHa/1a — NpPU YCTaHOB/IEHHOM dp/iare Touka GyeT aBTomMmaTuyecku
BblGMpaTb HaMMeHee 3arpyXXeHHbli pagnokaHan ans pabotbl Wi-Fi nntepdpelica. Mpu cHsatom conare
OTKpbIBaAETCA A0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuyums CrucoK KaHas108 — Mpu yCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHWyeHHbI Nosib3oBaTenieM CrMCcoK KaHas10B /15 paboTbl B aBTOMarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/10B» HE YCTaHOB/EH UM B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYKa gocTyna 6yaet BblbpaTb paboumnii KaHan 13 Bcex AOCTYMHbIX KAHa/10B JaHHOTo
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165;
WupuHa kaHana, My — WwnprHa Nosiockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Tovka 40CTyna,
npuHumaet 3HadeHuns 20, 40, 80 1 160 My,
OCHOBHOU KaHa/1 — NapaMeTp MOXET ObITb M3MEHEH TOJIbKO NPW MPONYCKHOW CNOCOGHOCTU CTaTUYeCcKN
3a/laHHOro KaHana, paBHoi 40 MI'y. KaHan 40 MI'L, MOXHO cunTaTb COCTOSALLMM U3 ABYX KaHanoB no 20
MI L, KOTOpble rpaHnyaT B YacTOTHOW obnacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBalOT NEPBUYHBIM U
BTOPWUYHbIM KaHas1iaMu. MepBUYHbIA KaHa! UCNOJb3YETCs K/IMeHTaMu, KOTOpble MOAAEPXMBAOT TO/TbKO
nosiocy nponyckaHuna kaHana 20 MIru;

+ Upper — nepBu4YHbIM KaHas1oM OyaeT BepxHuin kaHan 20 My B nonoce 40 MIuy;

+ Lower — nepBNYHbIM KaHa/10M ByAeT HMKHWUIA KaHan 20 MMy B nonoce 40 M,
MowHocmb cueHasia, 0bm — perynnposka MoLHOCTU curHana nepegatymka Wi-Fi B gbm. MpuHnumaet
3HayeHve ot 0 4o 17 abwm;
KaHasibHasi ckopocmb nepedadu — (PUKCUPOBaHHas CKOPOCTb 6eCrnpoBOAHON Nepefayn faHHbIX,
onpegensiemas crneundukaumsammn ctaHgaptos IEEE 802.11.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4yaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.
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B pasgene «[,oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanonHTepdeiica
yCTpOWCTBA.

JononHUTENLHO ~

0BS5S Coexistence

Mogaepxka DFS BrnrH4EHO o

KOpOTEMA 33LUMTHEIA WHTEpEAN

STEBC [l
MNepuon oTnpaskk cnyxebtby cooSWEHMA, MC 100
Mopor fparmMeHTaumnH 2346
Mopor RTS 2347

Arperauna
Kopotkas npeamSyna

Wennep Broadcast/Multicast, nakfc .

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
Basic oo 0O C C

Wi-Fi Multimedia (WMM)

Pennukaywa ARP (N

Pestm pabotel DHCP Snooping replace ~
Onuus 82 dropmar CID APMAC-35ID b

Onuus &2 dropmar RID ClientMAC hd

Qopmat MAC-agpeca AMEB:CC.DD.EEFF '

Exnrounts oS C

" [pMMEHHTL ®X OTmeHa

* OBSS Coexistence — pexum aBTOMaTtn4yeCcKoro yMeHbLUIEeHUS WNPUHbI KaHana Npu 3arpyXXeHHOM
paanoadupe. MNMpu ycTaHOB/IEHHOM dh1are pexxnm BK/IOYEH;

+ Noddepxxka DFS — mexaHn3m AMHaMN4eCcKoro Bbibopa 4acToTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNSA KaHa10B, COBNaatoLmx ¢ KaHasiaMu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MexaHn3M Bblk/itodeH. DFS-kaHasibl He JOCTYNHbI 415 BbIO6Opa;
* BK/1l0O4EHO — MeXaHU3M BK/IHOYEH;
* [MpuHyoume/ibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI 419 BblGopa.

* Kopomkul 3awjumHbil uHmepsasa — nogaepka yKopoyeHHOoro 3almnTHoro nHtepsasia. Touka goctyna
nepeaaeT AaHHble, UCNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takxe NoaaepX1BatT KOPOTKMIA 3allMTHBIA NHTepBaUT;

+ STBC — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IEHHbIN Ha NOBbILEHNE
HaAEeXHOCTU nepesayun aaHHbIX. Mpu ycTaHOB/IEHHOM (h/iare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
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yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NMMAUT
ANS LUMPOKOBELLATENBHOIO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocoBs 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTukm o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEeHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOMHaHNIO;
* remove — To4YKa A0CTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
* custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxumio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

+ APMAC — n3meHsatb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHsTb RID Ha 3Ha4yeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;

* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHua (Quality of Service). JaHHbI hyHKLMOHaN NO3BO/ISIET NepeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 - .

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters

Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 v o

Data 1 (Buaeo) 2 7 .

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas o4epe/b, CPeaHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasniseTcs 60/bWMHCTBO TPaAMLMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS ouepefb, MUHMMasIbHbIE 3a4epPXKn. B AaHHO
ouepean aBTomaTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetsbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpemsa oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepseTcs B cnotax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/lbHOE 3HaYeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaercsa B MWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHU OXngaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afjaercsa B MUWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HavyeHne cwMax fo/mKHO 6bITb 60/bLIe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp Ucnosb3yeTcsa TONbLKO AN AaHHbIX, NepefaBaeMblX OT KAMeHTa 40 TOUKK
foctyna. Bo3aMoXHOCTb nepefayv — UHTepBasl BpeMeHU, B MWIJIMCEKYHAAX, KOrAa KiMeHTcKas
WME-cTaHuMa umeeT npasa MHUUMMPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON Cpeje K Touke
[0CTyna, MakCcMmasibHoe 3HadyeHne 65535 MUnIncekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB KnvneHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUKM AocTyna). OnucaHve noseii Tabnunibl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTso no akcnayatauum WEP-50L

B nogMeH0 «[LonoMHUTENbHO» OCYLLECTB/SETCA HACTPOKa AONOMHUTE/bHbIX NapamMeTpoB
pagnovHTepelicoB ycTpoincTBea.

=LTEX

MoHUTOPUHT Radio VAP

Radio 2.4 [Ty
Radio 5 My

[ononHWTENBHD »

WEP-50L

CeTegble HacTpoiiku BHeluHMe cepeice! Cucrema

[ONOMHNUTENEHO
Ctpana Poccun

noBankHanR M3oNALMA [

v

) Pasbnoruposate

(Ebxog)

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOIi paboTaeT Touka goctyna. [1si Bbibopa CTpaHbl HYy>HO

BbICTaBUTL hnar «Pa36bnokmpoBaTtb». B 3aBMCMOCTM OT YKa3aHHOTO 3Ha4YeHns 6yayT NpYMEHEHbI

OrpaHMyeHnst K MOSI0CE YacTOT U MOLLHOCTY Nepeaatynka, Kotopble AeACTBYHOT B JaHHOW cTpaHe. OT
YCTaHOBNEHHON CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha

aBTOMaTU4YeCKuin BbIGop KaHaa B pexnme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue
NNLEH3MPOBAHO AJ19 UCNO/b30BaHUA B APYroM pPernoHe, BO3MOXHO, YCTaHOBUTL CBSI3b C TOUKON AOCTyna

B TAKOM C/yy

ae He ygacTc4.

€@ Hactpoiika nokanbHbIx (PErMOHaNbHBIX) OrpaHUYeHNii, BKltouas paboTy Ha paspeLLeHHbIX
YaCTOTHbIX KaHanax v BbIXOAHOM MOLLHOCTU, IBNSIETCA OTBETCTBEHHOCTbIO MHCTaISITOPOB.

© BuLIGop HeNpaBUILHOMO PETMOHA MOXET NPUBECTU K MPO6G/1eMaM COBMECTUMOCTM C PasHbIMYA

K/TMEHTCKMMU YCTPOACTBaMM.

« [106as1bHasi u3o/1siyusi — NPV YCTAHOB/IEHHOM do/iare BK/IOUYAETCA M30M1ALUMS Tpadmka Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHTepdeiicos.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh

HaXXMUTe KHOMKY «[MpUMeHUTb». [1N19 OTMEHbI N3MEHEHWI HaXXMUTE KHOMKY «OTMeHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha pagnonHTepdeiicax Radio 2.4 'y, 1 Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

“ILTEX  WEP-50L

MoHUTOpKHT Radio VAP CeTeBle HacTpoOFEM BrellH1e cepence! Cuctema - (eexon)

CymmapHo » 24Ty 5y

24Ty VAP Brnwueno Pexum bezonacHoctw VLANID SSID Tpancnupoeats SSID  Pexum Band Steer  MzonAuwa abonentos

5Ty VAPO BriknioueHo m] O O
VAPT O BriknioueHo
VAPZ 0O Buiniouero

VAP O BuiknioueHo

Mokasath Boe

+ VAPO-VAP6 — NopsiiIKOBbI HOMEP BUPTYasIbHON TOUYKN AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTyaUibHas Touka JOCTyna BK/IOYEHa, MHaye — BbIK/THYEHE;

* Pexxum 6e3ornacHocmu — TUN LWNPPOBaHNSA AaHHbIX, UCMO/Mb3YeMblii Ha BUPTYaslbHOM TOUYKe A0CTYNa;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumaTbca MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHOI 6eCNPOBOAHON CETY;

+ TpaHcnuposams SSID — npu ycTaHOBMEHHOM chriare BKAKOYEHO BellaHune B admp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npn ycTaHOBNEHHOM ¢hiare akTMBHO MPUOPUTETHOE NOAK/MIOYEHME KNneHTa K 5 Ty,
ceTun. nsa paboTbl PyHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom paguovHTepdeice n
aKTMBMpOBaTb Ha HUX NnapameTp «Pexum Band Steer»;

* M3on154yus abOHEHMOB — NP YCTaHOB/IEHHOM (pr1are BK/IO4YeHa M30M15uuMa Tpadmka Mexany KnmeHTamu
B npeaenax ogHoi VAP.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.6.2 lMoameHto «VAP»

PykoBoacTso no akcnayatauum WEP-50L

LTEX

WEP-50L

CeTeenie HACTPORKE BrewH1e cepEnchl Cucre

VAPD | VAP1 VAP2  VAP3
OGLUHe HACTPOM KK
BrnioseHo

VLAN ID

SSID

Tpancnupoeats SSID

Pexum Band Steer

Wsonsuus aboHeHToB

Nognepxxa 502.11kiv

Pennukaums Multicast

MpuopwTeT

Pexnm Minimal Signal

MuHMManNEHEI ypoBeHs curkana, 26w
Mopor ypoBHA CUIHANa NPy poyMWHTE, AEM
Wurepean Minimal Signal, ¢
MaKCHMansHoE KONMHYECTED KNUEHTOE
Pexum DesonacHocTH

Moagepxka 802.11r

Peskum OVWE Transition

Ma

VAP4  VAPS VAP

WEP-50L_2.4GHz

DSGP

-100

-100

10

0

BbikniqeH

nong

O6ume HaCTPOIKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTYyaUibHas TouKa JOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbes MeTka npu nepegadve tpaduka Wi-Fi knventam,
NOAKNOYEHHBIM K faHHoin VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTy;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chiare BKHOYEHO BelaHune B adomp SSID, nHave —
BbIK/IHOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTMBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagvonHTepderice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

* U3on1syus aboOHEHMOB — NPW YCTaHOBNEHHOM ch/iare BK/IIOYEHA N30/1AumMa Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* lMoodepxka 802.11k/v — BKNOUNTb Noadepxky ctaHgapToB 802.11k/v Ha BUpTyasibHOW TOUKe AOCTYNa,;

* Pennukayusi Multicast — npu yctaHoBneHHoMm chnare Multicast-Tpacomk B CTOPOHY K/IMeHTOB ByaeT
npeo6pasoBbiBaTbCA B Unicast 40 KaX4oro kKveHTa, Npu OTK/IIOYEHHOM — NMPOXOAUTL 6e3
MoandnKaLmnii;

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepegarowmiica B pagunonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanuauposatbcs npuoputeT 13 nosns DSCP 3aronoeka IP-naketa;
+ 802.1p — 6yaeTt aHanu3npoBatbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hriare dyHKUUSA OTKIo4eHns knneHnTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaa
Heob6X04MMO HaCTPOUTL CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUSA OT BUPTYasIbHON CeTu;
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* [lopoe yposHs cueHasia rnpu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp AO/MKEH 6bITb Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa». ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cucHasa npu poymMuHae» OOMKEH ObiTb
paBeH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHu, No NCTEYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOYEHUMN KNIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MakKCUMa/lbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BUPTYaU1bHOW CETU K/IMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNOMb30BaTh WNpoBaHve 414 nepefadn AaHHbIxX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

« OWE (Opportunistic Wireless Encryption) — meTop, LUMPPOBaHKs, 06ecnedrBatoLLmMii 6e30nNacHOCTb
[aHHbIX, NepefaBaeMblX N0 He3alMLEHHON ceTy;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindppoBaHus, Npun Bbl6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:

* Koy WPA — knto4/naposib, Heo6xoanmblii AN18 NOAKIYEHNS K BUPTYaUlbHON TOUKe
poctyna. [yivHa kntoya coctasnser oT 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kaHaa 6eCcnpoBOAHON CBSA3U, MPU KOTOPOM K/TUEHT
aBTOPU3yeTCs Ha LeHTpannsoBaHHoM RADIUS-cepsepe. [1/19 HACTPOKN fAaHHOIo pexmnma
6e3onacHoCcTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs ykasaTb K/iou
ona RADIUS-cepiepa. Mpu BeiGope onpegeneHHoro pexunma 6esonacHoctTv 6yayT AOCTYMHbI
cnepyloLme HacTPOonKu:

Pexum GesonacrocTd | WPA2/WPA-Enterprise v e
MFP | OnuwonansHo
PMKSA Kaluposarite
Mopnepxa 802,111
Bpyuyio
FT-overDS
Kniow moBunstoro aoctyna Ro root
Kniou Mobuntsoro Aoctyna R1
UnerTnaHkatop MobunbHoro Aomera | 0
Berpeunsiii MAG-anpec

N MAC-agpec YnaneHHbIR KNiod MO6UNBHOro AocTyna RO YnaneHHBIA KMoy MOGHNLHOTO KocTyna R1 RRB knioy RO RRB knioy R1

« MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexvmos
6e3onacHocTn MFP nepeBoautca B coctosiHue OmkJ/1o4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOYEHO):

* Omk/o4eHo — 3aWmTa management-kaZpoB OTK/IIOYEHS,

+ OnyuoHasibHO — 3awmnTa paboTaeT, ecnu KNNMeHT nogaepxunsaet MFP. KnveHTbl 6e3 noaaepxku
MFP moryT noaknountbes K aaHHoin VAP;

* Br/oyeHO — 3almTa BKIKYEHa, KNIMEeHTbI, He nogaepxvsatowme MFP, nogknountbca He MoryT.

© B crangapre IEEE 802.11be (Wi-Fi 7) pekomeHayeTcs Ncnob3oBaTh pexnmMbl 6esonacHocTt WPA2/
WPA3, WPA3 nnn OWE.

* PMKSA kawuposaHue — pnar ynpasnsaeT BK/HOYEHNEM KILUMPOBaHMSA MHhopMaunmn o NoAKIHYEHNN
Enterprise-knueHTa. Mpun BKAOYEHUM AaHHOWN (DYHKUMKN TOYKa AOCTyNna 3anoMUHAET KIIMEHTCKoe
YCTPOWCTBO Noc/e aBTopusauumn Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudmkaummn Ha RADIUS-
cepBepe Npu NOAK/IIYEHUN B TEYEHNE 3TOr0 BpeMeHu. BkrioueHre faHHOW (OyHKUUN CoKpallaeT Bpems
poyMuMHra Npu BO3BpaLLEHNN KNMEHTa Ha Touky B pexume WPA Enterprise. HacTpoiika gocTynHa ToNbKO
npu pexunmax 6esonacHocTu Enterprise;
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+ 802.17r — chyHKUMOHAN BbLICTPOro POyMUHra, paboTaeT TOIbKO C KIIMEeHTaMK, KOTOpbIe NoAAepKUBaOT
ctaHpapt IEEE 802.11r. PoymuHr 802.11r Bo3mMOXeH Tonbko Mexay VAP ¢ pexumamu 6e3onacHocTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

lModdepxka 802.11r — BKNOUNTL NoaaepxKy ctaHgapta 802.11r Ha BUPTYasibHON TOUKe JOCTYNa;
BpyyHyto — npu yCcTaHOB/IEHHOM ¢oiare nosiBMSAETCA BO3MOXHOCTb PYUYHO HACTPOMNKM
napameTpoB POYMUHTa;

FT-over-DS — BknioyeHue pexuma «Over the DS»;

Knrod mobusibHo20 docmyna RO — yHUKasbHbINA KoY An1a AadHol VAP, Hanpumep, CEpUinHbIii
Homep;

Kntoy mobusibHoeo docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);

MoeHmugbukamop MobusibHoO20 dOMEHa — HOMEP FPYMnbl, B paMKax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;

BcmpeyHbili MAC-adpec:

+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHO ToUkK gocTyna. MakcMmMmasibHoe
KonnyectBo — 256;

* YOasieHHbIU K104 Mo6U/IbHO20 docmyrna RO — yHUKasbHbIN KoY, O/HKEH coBnagath €
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHol Touke [ocTyna;

*+ YoaneHHbIl ko4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeYHoin Touke
[ocTyna;

* RRB ko4 RO — cnyyaliHblli kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aT€/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BCTpeyHol Toukn goctyna. AnvHa knova — 16
CMMBO/I0B;

* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH coenagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
AomkeH conagatb ¢ «RRB kntou RO» BCTpeyHon Toukn gocTtyna. AnunHa kaoda — 16
CMMBOJI0B.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

®

Mapons RADIUS cepeepa onA akkayHTUHra
MNepuogmyeckan oTNpaeka akkayHTUHE

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCS ANA ayTeEHTU(UKaLNN 1
asTopusauuu;
* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT NCMoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEePUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «/HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MopTanstHas aBTopHU3aLNA

BrnuMTE

HaszeaHWwe BWPTYaneHOro nopTana default

Adpec gnA NepeHanpasneHHa http:#192.168.0.1:83050/etex_portal/

* Bk/1to4umb — Npu ycTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBarteniein B CeTn 6yaeT NporM3BoanTbCA
nocpeacTBOM BUPTYasIbHOrO nopTana;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIO NopTasa, Ha KoTopbIi 6yAeT nepeHanpaseH
nosb3oBaTeslb Npu NOAKAYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — agpec BHELLHErO BUPTYasIbHOrO nopTasia, Ha KoTopblil 6yaeT
nepeHanpas/eH Nosib3oBaTe/lb NPU NOAK/IYEHNN K CETK.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CROPOCTH

BrrcunTe

VAP Limit Down 0 KDWTIC
WAP Limit Up 0 KDOWTIC
STA Limit Down 0 KDWTIC
STA Limit Up 0 KDOWTIC

* Bk/1lo4uUmMb — aKTMBUPOBATL NOJIe HACTPOEK,;

« VAP Limit Down — orpaHu4eHne NponycKHOM CNOCOOHOCTM B HanpaB/eHUN OT TOUKM AOCTyna Ao
KTMEHTOB (B CyMME), NOAK/THOUEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHnyeHne NponyckHoli CNoCOGHOCTY B HanpaB/fieHUN OT KNIMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, oo Toukn goctyna, Kout/c;

« STA Limit Down — orpaHMyeHne NponyckHOM CNOCOBGHOCTX B HaMNpaB/ieHMX OT TOYKU AOCTyna A0
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHon VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHne nponyckHOi CnocoGHOCTM B HanpaB/ieHUn OT KIMEHTOB (Kaxaoro B
OTAENbHOCTY), NOAKMOUEHHbIX K AaHHO VAP, 10 Toukn gocTyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk goctyna no MAC

BHINHYEHD

MonuTika 3anpeTuTb b

Cnucok MAC-agpecoe

1 AABB.CC.DDEEFF - x

2 AABB.CC.DD:EEEE - x

* Bk/1t04eHO — Npun yCTaHOBNEHHOM (hriare 6yaeT pabotarb BblopaHHasA NoNnTKa A0CTyna,;
* lMosnumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHns:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLieHo nogkntovarbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
ajipeca KOTOpbIX CoAepXarcs B Cnucke. BceM octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH A4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+
[na Toro 4To6bl 106aBUTL aAPEC B CMINCOK, HAXKMUTE KHOMKY . 1 B nosiBMBLUEMCS Nnone Beeaute MAC-

afpec. Utobbl yaanuTb afipec n3 Cmncka, HAXMUTE KHOMKY E] B COOTBETCTBYIOLLIEV CTPOKE.

Ecnun Bo3HUKNA HEOBXOAMMOCTb 106aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbI MOMEHT

MOAK/HOUEH K TOUKE [I0CTYNa, HAXXMUTE B KOHLIE CTPOKMN KHOMKY [:] 1 BbIGEPUTE HYXHbIi aApec U3 Cn1cka, OH
aBTOMAaTMYeCcKn 106aBUTCA B MOSe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [/19 TOro 4tobbl yBUAETb NOJHbIV CIMCOK B Cy4vae,
ecnu oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 AABB.CC:DD:EE:AA - x

MoxkasaTb BCE

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

L TEX  WEP-50L

MowwToparr  Radio VAP CeTeBbie HacTpoike  BHewrne cepevcsl  CucTema o~ (ebixog)

CHCTEMHAA KOHDHIYpaLma > Hma xocTa WEP-50L
Hocryn Teorpadmueckui JomeH root
VLAN ynpasnerna Terminating v
VLAN ID
Mpotokon Stalic v
CraThueckui IP 192.162.1.10
CeTesas Macka 255.255.255.0
LWnka
Mepsuunbil DNS

Bropuusiil DNS

* VIMs1 xocma — ceTeBOe 1MS YCTPOWCTBa, 3agaeTcs cTpoka 1-63 CMMBONOB: TaTUHCKUE 3ar/1aBHble U
CTPOYHble BYKBbI, LMPbI, 3HAK Aedurc «-» (aednc He MoXeT ObiTb NOC/IEAHUM CUMBOJIOM B UMEHN);

+ [eocpachuyeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cuctemsl ynpasneHms EMS, B koTopom
pacnonaraeTcs Toyka JOCTyna;

* VLAN ynpasneHus:

* Bbik/mtoueHo — VLAN ynpasneHunss He Ucnosb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHns TepMUHUPYETCS Ha Touke AocTyna (B 3ToM
c/y4yae y K/IMeHTOB, MOAK/THUYEHHbIX Yepes3 paanonHTepdeinc, HeT goctyna Ao gaHHoro VLAN.

* Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takxe B pagnonHTepdeinc
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — npeHtudmkatop VLAN, ncnonb3yemsblin o8 AOCTyna K yCTPOWCTBY, NPUHUMAET 3HaYeHUs
1-4094,

* [Mpomokos1 — BbIGOP NPOTOKOA, N0 KOTOPOMY ByAeT OCyLLecTBIATLCA nogkoyeHune no Ethernet-
NHTepdpeicy yCTPOICTBA K CETU NpefocTaB/IeHNs ycayr nposarijepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 apyrve napamMmeTpbl, Heobxoanmble a5 padoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

+ Static — pexxum paboTbl, npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
nHTepdeic HazHavarTcs ctatuyecku. Mpu Belbope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CiefytoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTu npoBaiigepa;
+ Cemesasi Macka — MackKa BHeLLHel NoaceTy;
* Lmo3 — afpec, Ha KOTOPbI OTNPaB/sAeTCA NakeT, ec/v /19 HEro He HalileH MapLupyT B
Tabnvue mappyTusaumm.
* lMepsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepepoB. Ecnv agpeca DNS-cepBepoB He
HasHavalTcsa aBTomartmyecky no npotokony DHCP, 3apaiite nx Bpy4Hyto.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMeEHUTb». NS OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.7.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

L TEX  WEP-50L

MOHWTOPHHT Radio VAP CeTeEkie HACTPOHKM EHElHNE CepENCHI Cucrema n - {EblXOA)

CHCTEMHER KOHMIYPALMR WEB
Ooctyn > HTTP-nopt a0
WEB-HTTPS
HTTPS-nopT 443
Telnet
S5H
METCONF
SHMP
Mapons Ha yTeHne public
Mapons Ha 3anKce private
Afpec ans npuéma Tpanos vi
AJpec Ans npréma Tpanoe v2
Agpec ana npréma coobwernit Inform
CHUCTEMHOE MMA YCTPOWRCTEE WEP-50L
KoHTakTHaa WHDOpPMaLUWA Npon3BEsgMTENS Contact
MecTononoxeHue yeTpoicTea Russia

Mapone B Tpanax trap

+ MpUMEHHTL *x OTMEHE
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MporpammHoe obecneveHne WEP-50L no3BonsieT M3MeHATb KOHGUrypauuio yCTPONCTBa, NPOBOANTb
MOHUTOPUHI COCTOSIHWSI TOYKM AOCTyna 1 eé AaTyMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCNO/b3YS MPOTOKON
SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT [JOCTYMHbI cnegytowme napametpbl SNMP-areHTa:

+ [Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparios v1 — IP-agpec nnn goMeHHoe nMs NpuemMHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLms 0 MeCTOMNOIOXEHNN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYyNa MU NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHune OID WEP-50L goctynHo no cneaytouleii ceoinke: OnncaHne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MNMoameHto «[MopTasibHas aBTopmsauuns»

MoameHto «MopTanbHas aBTopusayus» NpeaHasHaueHo A/1s BKIOUEHUS U HACTPOiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

LTEX  WEP-50L

Morwtopusr  Radio VAP CeTeBbie HacTpOWkM  BHEWHME CepeMchl  CwcTema

Mopranskan aETopusaLya > BrnioHmTs

Aapec cepenca APE ws:(/192.163.1.1:8090/apb/broadcast

AirTune

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHns nopTasibHOro pOyMyHra K/IMeHTOB;

+ Adpec cepsuca APB — agpec cepsuca APB ons nogaepXkun poymuHra B pexmme noptasibHou
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IEHUSI B CU/y HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».

5.8.2 TMoameHto «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo AN BKIKYEHNSA U HACTPOKM cepauca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcsa 48 onTuMmsaumm pagmopecypcos (Radio Resource Management) u
aBTOMAaTUYECKOIN HACTPOIikn 6ecluoBHOro poymmHra 802.11 k/r.

"LTEX  WEP-50L

MoHHTOpPHHI Radio VAP CeTestie HaCTPOHKK BHewHne cepenchl Cucrema

MopTansHas asToOPHSALMA BrntouuTe

Aapec cepeica AirTune we://192.168.1.1:3099/apbirm

AirTune »

* Brsmo4umb — Npu yCcTaHOBNEHHOM hriare Touka dyaet nogknouarbes K cepsucy AirTune, agpec
KOTOPOro ykasaH B nosne «Agpec cepsuca AirTune», ans obecneyeHms pyHkumii Radio Resource
Management n/wnmn poymudra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp».

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.9 MeHto «Cucremar

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.9.1 MoameHto «O6HOBNEHNE MO ycTponcTBa»

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

ELTEX  WEP-50L

MonuTopuHr Radio VAP CeTeBrle HACTPOMKM BHeluHKe cepeuckl Cuctema - (Bbixog)

OBHoenenme MO yeTpoiictea > ArTEHaA Bepeua M0

. Pescpaan eposn 10
KoHgrypauus
Axmyansnan eepcun [10 doemynHa no adpecy: hitp:felfex-co ru/supportidownloads/
Mepesarpyaka
Paiin obHosnenma MO Beibepure dhaitn | daiin e esibpan
AyTeHTHdWMKaLWA
WypHan

[arta u BpemA

QOtnagoqxan nHbopMauma

« AkmusHas sepcusi 10 — Bepcusi NpOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTatoLias B aHHbI MOMEHT;
* PesepsHasi sepcusi [10 — Bepcysi NPOrpaMMHOro obecneyeHms, yCTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI MOXHO MepeknounTbesa 6e3 3arpysku gaiina no.
+ Cdennamb akmusHOU — KHOMKa, M03BO/ISALLLANA cAenaTb pe3epBHyto Bepcuio MO akTUBHOWN, Ans
3TOro NnoTpebyeTcs nepe3arpyska ycTpoiicTea. AKTMBHast Bepcus MO B 3TOM c/lyyae CTaHeT
pe3epBHOIA.

O6HoBNEeHKE nporpaMmmHoro obecneyeHus

3arpysuTte chaiin MO c calita http.://eltex-co.ru/support/downloads/, Bbiopas WEP-50L B crnncke yCTpONCTB u
COXpaHuUTe ero Ha komnbloTepe. MNoce 3Toro HaXXMUTE KHOMKY «BbibepuTe dhaiin» B none dadlsn 06HoBAEHUS
0 n ykaxunTe nyTb K chaiiny MO B hopmare .tar.gz.

[lnsa 3anycka npouecca 06HOBEHNST HEO6XOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHuLIe), NOC/e Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

@ He otknouaiite NUTaHNe yCTPOICTBA U He BbINOMHANTE ero nepesarpy3ky B NpoLecce 06HOBAEHUS
Mno.
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5.9.2 MoameHto «KoHurypaums»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

“ILTEX  WEP-50L

MoruTOpUHI Radio VAP CeTesble HacTpoRkn BrewmHue cepeucs Cucrema - (ebix0g)

Obuosnenve MO ycrpoiictea Mony4uTe apxMB KoHgMrypaumi ¢ * Cravars
ycTpoiicTea

Kondmrypaumn »
3arpysuTh apXME KOHGHTYPaLKK Ha Daiin He BBpax

Mepesarpyaka yCTpoiicTED

AyTeHTudwiauma

Copoc Ha 38B0ACKME HACTPOIEM CoxpaHuTb napameTpsl AocTyna

HypHan
[ara 1 epena

OTnagodHan u HPOpMauua

[MNonyyeHne koHdUrypaumm

UT06bl COXPaHUTb TEKYLLYYHO KOHGIUIYpaLMo YCTPOACTBA Ha /IOKa/IbHbIA KOMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTtb».

O6HoBAEHME KOHJIMIYpaLmn

[ns 3arpy3ky COXpaHEHHOro Ha JI0Kas/IbHOM KOMMbloTepe dhaina KoHUrypauum Ncnonb3yeTcs MyHKT
«3azpy3umsb apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHUS KOH(IUIYpauumn yCTPOMNCTBA HXKMUTE
KHOMKY «BblGepuTe thaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(Urypaumsa npUMeHSeTCA aBToMaTMyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc yCTpoiicTBa Ha 3aBOACKME HACTPOIKN

UT06bI cienaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTnempoBaH donar «CoxpaHuTb NapameTpbl A0CTyNay, T 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHDUrypaLmm, KoTopble OTBEYAKT 3a A0CTYN K ycTpoiicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/NETCONF/Web).

5.9.3 lMoameHto «Mepesarpyska»

[nsi nepesarpy3ku yCcTpoiicTBa HaXMKTe Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

= TEX WEP-50L

MoHuTopuHr Radio VAP CeTeBkle HAaCTpOEM BHellHKe cepENCE Cucrema -~ (esxog)

OBHoeneHue MO ycTpoiicTea Mepezarpyaxa ycTpoitcTea £ MNepeaarpyaka
Kondmrypauua
Mepezarpyaka >
AyTeHTUMEALMA
HypHan
[ara 1 epena

OtnagodHas u Hpopmay1a

oL
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5.9.4 TMoameHo «AyTeHTUUKaLnA»

Mpun BXoge yepes web-nHTepgeinc agMmMHMCTpaTop UMeeT MOJHbIVA A0CTYN K YCTPOMCTBY: YTEHNE U 3annchb
NOObLIX HACTPOEK, NOSHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

© 3asoackas yueTHas 3anuch AN 40OCTyNa K YCTPOIACTBY: noriH: admin, naponk: password.

“ILTEX  WEP-50L

MoHuTopUHr Radio VAP CeTegle HacTpoiku1 BHelHue cepaucs! Cucrema TR (Bbixon)

OBrosnenue MNQ ycTpoiicTea NoKansHeli napons
Kondburypauma MNapone @
Mepesarpyaka TNoaTeep#aeHne napona @

AyTeHmudwmEauma » .
v e Hactpoiku ceccun

Hypran Taiim-ayT GeagelicTans, MuH. 15

[ata u epems

 [pumMeHnTs. ® OTmeHa
OTnagouHan uhbopMauma

Pasaen «/1oKanbHbI Naposib» NpeAHasHauYeH An1s CMeHbl 3aBOACKOro naposis Ans yyetHoli 3anucy admin.

« [Maposib — BBOA, HOBOTO Napons;
+ [ModmeepxdeHue naposisi — NOATBEPXAEHNE HOBOIO Naporsis.

Pasgen «HacTpoiiku ceccumn» npefHasHayeH A1 aBTOMaTMYeckoro Bbixofa nosib3osarens u3 web-
nHTepdeica no Tanm-ayTy.

* TaUM—aym 6e3delicmsusi — BpemM4A 663,U,el7ICTBI/IFI nosib3oBaTtesid B MUHYTax, Nocsjie KOToporo ceccus
aBToOMaTn4yeCkn 3aBepLuaeTCA.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9.5 TMoameHto «KypHaui»

MogMeHo «KypHan» npegHasHayeHo 415 HACTPONKM BbiBOAA PasHOro poga OT/1af0uHbIX CO0OLEeHMI
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

L TEX  WEP-50L

MoHuTOpHHT Radio VAP CeTeBkle HACTROMKA BHelHWe cepence! Cucrema - (Beixon)

Obroenenue MO yctpoiicTea Pestm Cepeep 1 thain v
Kordmrypauns Agpec Syslog-cepeepa syslog server
Mepezarpyaka Moprt Syslog-cepsepa 514
AyTeHTudmKaLMA Paamep daiina, kb 1000
HypHan »
+ lMpumennTs *® OTtmeHa

[Narta v epemA

OtnapgouHan wHcpopmaLma

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIU ¢halin — HpopMaLUs XypHasia COXpaHSeTCsl B IOKa/IbHOM doaiinie n AoCcTynHa B
web-nHTepdelice ycTpoiictea Ha Bknagke «MoHUTOpuHI/XKypHast coBbITUin,
« Cepsep u ¢halin — nHgopmauus XypHasa oTnpaBnsieTca Ha yaasieHHblin Syslog-cepeep u
COXpaHsieTcs B JIOKaIbHOM haiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT ANnsi BXoaawmx coobueHmnii Syslog-cepeepa (no ymonyanuo — 514,
[loNyCTUMble 3HaYeHusi 1-65535);
+ Pasmep ¢palina, Kb — MakcuManbHbIi pasmep haiina xypHana (gonyctMble 3HaueHmst 1-20000 kB).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNYy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9.6 MoameHto «[lata 1 Bpems»

B nogMeHto «ata u Bpems» MOXHO HAaCTPOUTb BPEMSI BPYUHYIO U/IN C MOMOLLbH NPOTOKO/1A CUHXPOHM3ALMM
BpemeHn (NTP).

5.9.6.1 BpyuHyro
“ILTEX  WEP-50L

MoHuTopuHr Radio VAP CeTeBsle HacTpoliky BHellHMe cepanckl Cucrema - (Bbxon)

O6Hoenenve MO ycTpoiicTea Pewim @ Bpyunylo ) NTP cepeep
KosdmrypaLpn [Dara v epemaA ycTpoicTea 09.06.2026 11:29:24  # Penarwposars

Yacogoit noAc Mockea, PoccuR ~

Mepesarpyska

Jp———— BiniounTe Nepexoq Ha NeTHee BpeMA

Hypran Mepexon Ha NeTHee BpemA (He exibpano) {He enibparo) (he enibpano) B -

’ ) ol p
[lata n epems > lNepexoq Ha sMMHEs BpeMA (He esibpano) (He exibpao) (ne exibparo) B —

OTnagouHan uHcbopMaupa Casur epemeni (MuH.) 60

+ [MpuMesuTs X Otmena

+ [ama u spemsi ycmpolicmsa — Aarta v BpeMs Ha YCTPOCTBE B faHHbI MOMeHT. Ecnn TpebyeTca
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby.
+ [ama, spems — 3afiainTe TEKYLLYI0 AaTy Y BPEMSA WU HAXXMUTE KHOMKY «TekyLlas gara u Bpems»
ANS yCTaHOBKM BpemeHu MK Ha yCTpPOoCTBO.
* Yacosol rnosic — no3BoseT yCTaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vXaiLLumMmM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka,
* Bksiro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop Ha fieTHee/3rMHee
Bpems OyaeT BbINO/THATLCA aBTOMATUYECKU B 3aaHHbI Nepuos BpEMEHMU:
* [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yeT BbINOHATLCA NEePexos, Ha fleTHee
Bpems;
* [Nepexod Ha 3uMHee BpeMsi — [ileHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue spemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, HA KOTOPbIN BbINOHAETCSA CABUT BPEMEHW.
MoxeT npuHumarb 3HavyeHue ot 0 go 720 MuH.

[ns BCTyNneHns B culy HOBOW KOHAMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCcMyo namMsaTb
HaXKMUTE KHOMKY «MpUMEHUTb». [/19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHay.
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5.9.6.2 NTP-cepsep
=L TEX WEP-50L

MoHuTOpUHI Radio VAP CeTeBble HacTpOHKM BHewwHne cepeuckl Cucrema - (ebixog)

Ofwosnerme 0 yeTpoiicTea Pewia O Bpyunyio @ NTP cepaep
Kowdpurypavys [ata u spema ycTpoiicTea 09.06.2026 11:30:57

Yacosoii noac Mockea, Poccua v
Mepezarpyzka
P——— NTP cepeep pool.ntp.org
AyTeHTUdMK
HypHan BiniounTe nepexoq Ha NeTHee BpemA
JKypHa
[lata u speua > Mepexon Ha NETHeE BpeMA (He enibpaHo) (He asibpara) (e exibpaHo)l B -

OTnagouHan uHbopMaLya Mepexoa Ha auMHee BpeMA (He exibpano) (He sxibpars) (ne exibparol B -
Cpeur Bpemenu {MuH.) 60
Apnpeca nononHuTensHeix NTP-cepeepoB
1 time.google.com x

2 time cloudflare.com x

" [pUMEHUTE. x OTmenxa

+ [ama u spemsi ycmpolicmsa — fata v BpeMsi Ha YCTPONCTBE B faHHbIA MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMA cepBepa CUHXPOHU3aLUn BpeMeHU. Bo3aMoxHO 3aaatb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaiLLIMM ropoaomM B
BalleM pervoHe u3 3aaHHoro Crucka,;
* Br/1o4umb rnepexod Ha /iemdee speMsi — Mpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCSA aBTOMAaTUYeCKN B 3ajaHHbI NepuoL BpeEMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpemS;
* [Mepexod Ha 3uMHee BpeMsi — [eHb U BPeMs, Korga 6yaeT BbINOSHATLCA Nepexos Ha 3uMHee
BpemS;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeEHN B MUHYTAX, HA KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHne oT 0 o 720 MUH.
+ Adpeca donosiHumersibHbix NTP-cepsepos — B Criydae Korga OCHOBHOI CepBEpP CUHXPOHU3ALMN BPEMEHM
HeOCTYyneH, yCTPONCTBO ByaeT obpawarbCs K AOMOSTHUTE/bHBIM CepBepam CUHXPOHU3aLmMmn
BpemeHu. [1na Toro 4To6bl ,06aBUTL apec B CMUCOK, HAXKMUTE KHOMKY «[J06aBUTb» U B NOSABMBLLEMCS
none seeguTe IP-agpec nnn gomeHHoe nmsa cepsepa. Ytobbl yganute agpec 13 cnucka, B

COOTBeTCTByPOU.l,eVI CTPOKE HAOXXMUTE KHOMKY .

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHUS HACTPOEK B AHEProHEe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpMeHnTb». N5 OTMEHbI MU3MEHEHWI HAXXMUTE KHOMKY «OTMeHay.
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5.9.7 MoameHto «OTNagouHas nHopmaumns»

ELTEX  WEP-50L

MoHuTopuHr Radio VAP CeTeBkle HACTPOMKIA BHelwmue cepeice! Cuctema - (esxxon)

OBroenenue MO ycTpoiicTea Daiin oTnapouHo MHopMaLk * Cravats
Koudurypauus
MNepezarpyaka
AyTeHTrdmkauma
HypHan
[ara v BpemA

Otnagounan wHchopMaLpA »

dainn 0TnagovHoN nHhopmMaumm

UTo6bl NoNy4nTb apxms troubleshooting.tar.gz ¢ ycTpoiicTBa Ha /IoKa/lbHbI KOMMNbIOTEP, HAKMUTE KHOMKY
«CKavarb».
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6 Ynpas/fieHne yCTPoiCTBOM C NMOMOLLbH KOMaH/AHOW CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiictBo WEP-50L HacTpoeHo Ha nony4veHune agpeca no DHCP. Ecnn 3Toro He npon3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WEP-50L: 192.168.1.10, macka noacett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aipec ycTpoiicTea>, Aanee BBECTV Naposib

telnet <IP-agpec ycTpoiicTBa>, BBECTM /IOTVH 1 Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L (config):/interface# br0

WEP-50L(config):/interface/br0# common

WEP-50L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WEP-50L)
WEP-50L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WEP-50L(config):/interface/br0/common# dns-server-1 X.X.X.X (rze X.X.X.X — IP-agpec dns-cepsepa Neol)
WEP-50L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-50L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvima paboTsl ¢ DHCP Ha Static-
IP)

WEP-50L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L(config):/route# add default (rae default — HasBaHne mapLupyTa)

WEP-50L (config):/route# default

WEP-50L(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-agpec cetn unn ysna HazHavyeHus, 15
aedhontHoro mapupyta — 0.0.0.0)

WEP-50L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHuns, 415 4eDoNTHOro
mMapLpyTta — 0.0.0.0)

WEP-50L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — I[P-agpec w3a)
WEP-50L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~

© Ectb Bo3mMoXHOCTL 33aaBaTh MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# bro

WEP-50L(config):/interface/br0# common

WEP-50L(config):/interface/br0/common# mtu X (rge X — pasmvep MTU B 6aiiTax. Bo3MOxHbIe 3Ha4yeHns: 1-
1500. Mo ymon4yaHuto: 1500)

WEP-50L(config):/interface/br0/commoni# save (coxpaHeHve HacTpoek)

6.2.1 HacTpoiika ceTeBbIX NapamMeTpoB C MOMOLLbIO YTUNTLI Set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WEP-50L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WEP-50L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — L/103)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WEP-50L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WEP-50L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuit IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — L/3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-50L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rqe X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-50L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)

3aBeplUeHMe U COXPaHEHME HaCTPoeK

WEP-50L(root):/# save (COxpaHeH/e HacTPOoeK)
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6.2.2 HacTpolika yaasEéHHoro yrnpas/eHus

HacTtpoiika SSH

WEP-50L(root):/# configure

WEP-50L(config):/# ssh

WEP-50L(config):/ssh# enable true (ynpasneHue yganéHHbiM JOCTYNom no SSH. 1N OTKNI0YeHUs BBeAUTe
false. 1o ymon4yaHuto: true)

WEP-50L(config):/ssh# port X (rae X — nopt SSH-cepsepa. o ymonyaHuio: 22)

WEP-50L (config):/ssh# session-limit X (rge X — makcumanbHoe Konmyectso SSH-ceccuid. o ymonyaHuto: 5)
WEP-50L(config):/ssh# save (coxpaHeHve HacTpoek)

HacTtpoiika Telnet

WEP-50L(root):/# configure

WEP-50L(config):/# telnet

WEP-50L (config):/telnet# enable true (ynpasneHune yganéHHbiM OCTYnoM no Telnet. A5 OTK/OUYEHNS
BeeauTe false. 1o ymonyaHuto: false)

WEP-50L(config):/telnet# port X (rae X — nopt. Mo ymonvaHmio: 23)

WEP-50L (config):/telnet# session-limit X (r1e X — makcumvansHoe konmyecTso Telnet-ceccuid. 1o
YMOJ/14aHUI0: 5)

WEP-50L(config):/telnet# save (coxpaHeHne HacTpoek)

HacTtpoiika SNMPv2

WEP-50L(root):/# configure

WEP-50L(config):/# snmp

WEP-50L(config):/snmp# enable true (ynpasneHve SNMP. 1ns oTknoyeHns seeauTe false. o ymonyaHuio:
true)

WEP-50L(config):/snmp# rocommunity public (rge public — naposb Ha yTeHve napameTpos)
WEP-50L(config):/snmp# rwcommunity private (rze private — naposib Ha 3anuck napamMeTpos)
WEP-50L(config):/snmp# trapsink X.X.X.X (rae X X.X.X — IP-agpec niv JOMeHHOe 1M NpueMHuKa
coobuweHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WEP-50L(config):/snmp# trap2sink X.X.X.X (rge X.X.X.X — IP-agpec nnn JoOMeHHOe VMs NPpUeMHMKa
coobueHnii SNMPv2-trap B oopmate HOST [COMMUNITY [PORT]])

WEP-50L(config):/snmp# informsink X.X.X.X (rge X X.X.X — IP-agpec nnn goMeHHoe MMs NpuemMHmKa
coobuweHuii Inform B dpopmare HOST [COMMUNITY [PORT]])

WEP-50L(config):/snmp# sysname WEP-50L (rze WEP-50L — cuctemHoe 1ms ycTporicTea. [1o ymonyanuio:
WEP-50L)

WEP-50L(config):/snmp# syscontact Contact (rae Contact — KOHTaKTHass HpopmaLms NpPon3BoANTeNA
ycTpoiicTBa. Mo ymonyaHuto: Contact)

WEP-50L(config):/snmp# syslocation Russia (rge Russia — nHhopmaLysi 0 MecTonosioxeHum yctporictea. o
yMoO/14aHuio: Russia)

WEP-50L(config):/snmp# trapcommunity trap (rze trap — naposb, cogepxatiumincsa B Tpanax. o
YMOJTHaHWIO: trap)

WEP-50L(config):/snmp# save (COxpaHeHne HacTpoek)
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HacTtpovika SNMPv3

WEP-50L(root):/# configure

WEP-50L(config):/# snmp

WEP-50L(config):/snmp# enable true (ynpasneHne SNMP. [1na otkioveHns eeeaute false. [10 ymonyaHmio:
true)

WEP-50L(config):/snmp# view (onpegenseT gruanasoH OID'0B, [OCTYMNHbIX AJ15 KOHKPETHbIX TPy
nosib30oBaTesnen)

WEP-50L(config):/snmp/view# add inc-all

WEP-50L(config):/snmp/view# inc-all

WEP-50L(config):/snmp/view/inc-all# rule (onpeaensietr npasa goctyna Ans pasHbiX rpynn nosb3oBatene K
onpeneneHHbIM Yyactam MIB)

WEP-50L(config):/snmp/view/inc-all/rule# add 1

WEP-50L(config):/snmp/view/inc-all/rule# 1

WEP-50L(config):/snmp/view/inc-all/rule/1# type included (rae included — Tun geincters. BosamoxHble
3Ha4veHus: included — nob6asneHve 3agaHHoro OID, excluded — vckoueHve 3agaHHoro OID)
WEP-50L(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3agaHHbIN OID. ECcniv B rpynne B kavyecTse
read-view ncnosib3yetcs view c type = included n OID .1, TO Ha YTeHue ByaeT gocTtyneH OID .1 n Bce ero
poyepHue. Ecnn type = excluded, To 6yayT focTynHbl Bce OID'bl KpOME .1 1 ero fOYEePHUX)
WEP-50L(config):/snmp/view/inc-all/rule/1# exit

WEP-50L(config):/snmp/view/inc-all/rule# exit

WEP-50L (config):/snmp/view/inc-all# exit

WEP-50L(config):/snmp/viewt# exit

WEP-50L(config):/snmp# group (3agaeT gnanasoHbl OID'0B 471 YTEHUA 1 3anucK, onpeaenseT YypoBeHb
6e3onacHocTN)

WEP-50L(config):/snmp/group# add rw (rze rw — HazBaHue rpynrbl. icnons3yercs ansd npusBaskm
nonb3oBaTtesien K rpynne)

WEP-50L(config):/snmp/group# rw

WEP-50L(config):/snmp/group/rw# read-view inc-all (rae inc-all — view o1 uteHma napamMmeTpos.
Onpegenset guana3oH OID'0B [OCTYMNHbIX A/ YTEHNS)

WEP-50L(config):/snmp/group/rw# write-view inc-all (rge inc-all — view 515 3anucy napameTpos.
Onpegenset gruana3oH OID'0B [OCTYMNHbIX A/15 3aNUCK)

WEP-50L(config):/snmp/group/rw# security-level priv (rae priv — pexum 6e3onacHocTv. Bo3aMoxHbIe
3HauyeHus: noauth — HMKakol 6e3onacHocTK, auth — ncnonb3yercsa aBTopusauuns 3anpocoB Mo UMEHN
nonb30Bartesis U Naposto, priv — UCMOJb3yeTCca aBTopu3almsa 3anpocos No MMeHW Nosib3oBaTens u
naposto, a Takxe LnMdpoBaHue 3anpoca 1 oTeeTa)

WEP-50L(config):/snmp/group/rw# auth-type MD5 (rae MD5 — MeTo/, asTopusan . BoaMoxHble 3HauYeHus:
MD5, SHA. icnonb3yeTtcs, ecnu security-level = auth unu priv. Ecnv He 3agaH, To ucnosb3yerca MD5)
WEP-50L(config):/snmp/group/rw# priv-type DES (rne DES — meTop, LunppoBaHms. Bo3aMoxHbIe 3Ha4YeHUs:
DES, AES. /icnonb3ayeTtcs, ecniv security-level = priv. Ecnv He 3agaH, To ucnonb3yercs DES)
WEP-50L(config):/snmp/group/rw# exit

WEP-50L(config):/snmp/group# exit

WEP-50L(config):/snmp# user (yyeTHasa 3anncb nosb3oBartesns. NpuBs3bIBAeTCS K onpegeneHHon rpynne un
COAEPXUT B cebe nMsa 1 naponun Aasa asTopmsauumn n WnposaHus)

WEP-50L(config):/snmp/user# add admin (rae admin — nmsa nons3osaresis. VIcnonb3yercd npy asTopusaumm
3anpocoB, a Takke MOXEeT HazHayaTbca AN target)

WEP-50L(config):/snmp/user# admin

WEP-50L(config):/snmp/user/admin# group rw (rge rw — rpynna, B KOTOPY 406aBNAETCA MoJib30BaTe b)
WEP-50L(config):/snmp/user/admin# auth-password password (rge password — naposb 419 agTopu3saLmm.
Ecnu y rpynnel security-level = auth unu priv, a auth-password He 3agaH, TO No/b30BaTeNlb He OyaeT
[OCTYMNEH)

WEP-50L(config):/snmp/user/admin# priv-password password (rge password — naposib 15 WuhpoBaHus.
Ecnn y rpynnel security-level = priv, a priv-password He 3aaH, TO M0/1b30BaTe/lb He OyAeT AOCTYMEH)
WEP-50L(config):/snmp/user/admin# exit
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WEP-50L(config):/snmp/user# exit

WEP-50L(config):/snmp# target (BbI4aET Tpanbl Ha 3afaHHble XOCTbl. Jo6aBnsaeTcs onumoHasibHO. AHas1or
trapsink n trap2sink gs1is1 SNMPv3)

WEP-50L(config):/snmp/target# add targetl

WEP-50L(config):/snmp/targeti# targetl

WEP-50L(config):/snmp/target/target1l# host X.X.X.X (rge X.X.X. X — IP-agpec xocTa Ha KOTOpbIA ByayT
OTNPaBNATLCA Tparnbl)

WEP-50L(config):/snmp/target/targetl# port X (rge X — HOMep nopTa Ha KOTOPLIA ByAyT OTrNpaBAsaTLCS
Tpanbl)

WEP-50L(config):/snmp/target/targetl# user admin (rge admin — vvs nonb3oBaTesns, KOTOPoe UCMNO/bL3YEeTCH
AN BblAaun Tpanos. Ha BCTpeYHOoM CTOpoHe Nosb3oBaTesib JO/MKEH ObiTb HACTPOEH aHasl0rMyHo. Ecnin
3a4aH HeakTUBHbI NOMb30BaTe b (Y HEro He 3afaH OA4UH N3 He0OX0AMMbIX Naponei), To target Takxke
OyaeT HEAKTUBHbIM)

WEP-50L(config):/snmp/target/targetl# exit

WEP-50L(config):/snmp/target# exit

WEP-50L(config):/snmp# snmpv3-only true (Bk/iloueHne 3anperta goctyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seegute false. o ymonyaHutio: false)

WEP-50L(config):/snmp# save (CoxpaHeHne HacTpoek)

6.3 HacTpoiika BUpTyasibHbIX Touek goctyna Wi-Fi (VAP)

Mpwu HacTpolike VAP cnefyet NOMHUTL, YTO Ha3BaHWe UHTepPdeiicoB B gnanasoHe 2.4 [Ty, HaumHaeTcs ¢
wlan0, B gnanasoHe 5 'y, — wlant.

Ta6nuua 8 — KomaHAp! A1 HACTPOIKKM pexrma 6e3onacHocTy Ha VAP

Pexxum 6e3onacHoCTU KomaHga ansa HacTpoiku peXxnmMma 6e30nacHOCTU
Bes napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA?2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoiikn VAP ¢ pasnnyHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-50L(root):/# configure

WEP-50L (config):/# interface

WEP-50L(config):/interface# wlan1-va0

WEP-50L (config):/interface/wlan1-va0# vap

WEP-50L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_open' (13vieHeHve nveHn SSID)
WEP-50L(config):/interface/wlanl-va0/vap# ap-security
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum LwndposaHmns off — 6e3 naposs)
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposb 715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKY
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L (config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-50L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-50L (config):/interface/wlan1-va0# vap

WEP-50L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_owe' (13veHeHne nmenn SSID)
)
)

—_ e~ e~~~

WEP-50L(config):/interface/wlanl-va0/vap# ap-security
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexviv wvdposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-50L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.3 HacTtpoiika VAP ¢ pexrnmom 6e3onacHoctn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan1-va0

WEP-50L(config):/interface/wlan1-va0# vap

WEP-50L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_Wpa2' (n3meHeHve nveHn SSID)
WEP-50L(config):/interface/wlanl-va0/vap# ap-security
WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LwngpposaHmns — WPA/
WPA2)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/n1aposib, He0OXoANMbIN
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposb 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKY
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-50L (config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.4 HacTtpoliika VAP c Enterprise-aBTopu3auuei

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-50L(config):/interface/wlan1-va0# vap

WEP-50L (config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-50L_enterprise' (n3veHeHve nveHn SSID)
)
)

—_ e~ e~~~

WEP-50L(config):/interface/wlanl-va0/vap# ap-security
WEP-50L(config):/interface/wlanl-va0/vap/ap-security # mode WPA_WPA2_1X (pexwvm wudposaHns — WPA/
WPA2-Enterprise)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — f0MeH rnosib3oBaresns)
WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepsepa, KOTopbIii
MCNONb3yeTcsa ANA ayTeEHTMdINKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns A715 RADIUS-
cepBepa, UCrnosb3yemMoro 4/ ayTeHTudomkaunm 1 astopmsaunn)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-50L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===

o Mpun ncnonb3oBaHun Enterprise-aBTopmsanmm HasHadyeHHbIn Ha RADIUS-cepsepe C-VLAN cTtaHoBUTCA
NPUOPUTETHLIM AN1A 06CNyxmBaHus knueHta. 3HaveHne VLAN nepepgaetca B RADIUS-aTpunbyTte Tunnel-
Private-Group-Id.
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6.3.5 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-50L' (n3meHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (sx/1t04nTE MAC-aBTOPU3ALINIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — fg0MeH rnosb3oBaresns)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHE OTNPaBKN COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L (config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# exit

WEP-50L(config):/interface/wlanl-va0# common

WEP-50L(config):/interface/wlanl-va0/common# enabled true (Bk/1l04eHne BUPTYa/IbLHOM TOYKM [0OCTYNa)
WEP-50L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

~ N~ N~~~ o~~~ —
—_— -

—_ e~~~

—_ ===
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6.3.6 HacTtpoiika VAP c BHelUHeli nopTasibHOM aBTopu3auneni

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-50L(config):/interface/wlanl-va0/vapt# ssid 'Portal_WEP-50L' (13veHeHne nveHn SSID)
WEP-50L(config):/interface/wlanl-va0/vap# captive-portal
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (si/1t0ueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOrO
nopTasia B COOTBETCTBMM C Tabnmuen 9)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bk/1t04eH e dhyHKLUMOHaa captive-
portal)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-50L(config):/interface/wlan1-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposs a715 RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WEP-50L(config):/interface/wlanl-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

~ N~~~ e~~~ o~ —
—_— =
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JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napamvetp,
onpeaensLmii Ha OCHOBaHUN Yero byaeT hunbTpoBaTbCA Tpaduk HeaBTOPN30BAHHbIX KNTMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [1o ymonyaHuto: white-list)
WEP-50L(config):/interface/wlan1-va0/vap/captive-portal# http-auth false (oTkt0UeHMEe aBTOpPU3aALLUN MO
http. Mo ymonyaHuio: true)

WEP-50L(config):/interface/wlan1-va0/vap/captive-portal# ipv4-acl ipv4_list (roe ipv4_list — nma cnucka
npasu ipv4-acl)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (roe url_list — umsa cnvcka npasun
url-acl)

WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1t0ueHne hunsTpaumn
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonuaHuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-XX-
XX-XX-XX-XX — dpopmat MAC-agpeca KiimeHTa, KoTopblii 6yaeT noacTtaBnsaTbCa BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WEP-50L(config):/interface/wlanl-va0O/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-
XX-XX-XX — cpopmat MAC-agpeca TOUKM A0CTyna, KOTOpbIin 6yAeT NnoacTaBnATbCs BMecTo <NAS_ID> B
3anpocax Ha BHeLHnA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXEXXXX, XXXXXXXXXXXX. [10 YMOTHAHMHD: XXXXXXXXXXXX)
WEP-50L(config):/interface/wlan1-va0/vap/captive-portal# disconnect-on-reject true (napametp,
OTBEevaloLLMii 3a OTK/IOYEHME KNIMEHTa nocsie nosny4veHuns Access-Reject. 11 oTkitoueHms seeaute false)
WEP-50L(config):/interface/wlanl-va0O/vap/captive-portal# exit

WEP-50L(config):/interface/wlanl-va0O/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasarts MAC-azpec
KnneHTa B kayecTBe naponsa B RADIUS 3anpocax. Mo ymonyanuio: false)
WEP-50L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — cpopmar MAC-agpeca KNneHTa, KoTopblii 6yaet courypuposatb B RADIUS 3anpocax. ®yHKUMoHasn
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3MOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHO: XXXXXXXXXXXX)

WEP-50L(config):/interface/wlan1-va0/vap/radius# exit

WEP-50L(config):/interface/wlan1-va0/vap# save (COxpaHeHve HacTpoek)

© /15 nonyyenns nHdopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 9 — HacTtpoliika URL wa6noHa an1a BHELWHel NopTasibHOM aBTopu3auum

MapameTp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH HY oanH
13 3TUX NapameTpoB, To B kavecTBe NAS ID B RADIUS- n HTTP(S)-
nakeTtax 6ynet ncnosnb3zoBarbcsd MAC-agpec Touku focTyna B
thopmare "nas-id-format”

JomeHHOoe nMs, KOTopoe NMoKasbIBaAETCA K/TINEHTY Npu
nepeHanpasneHun

MAC-agpec Touku goctyna

MAC-agpec knueHTta

SSID

URL, KOTOpbI n3Ha4yas1bHO 3anpalunBas KIMeHT
IP-agpec Toukn goctyna

AP-location Toukn goctyna

79



PykoBoacTBo no akcnayatauum WEP-50L

6.3.7 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WEP-50L(config):/interface/wlanl-va0/vap# radius (HacTpolika ocHoBHOro RADIUS-cepBepa)
WEP-50L(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gononHutensHoro RADIUS-cepsepa)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gonosHutenoHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-50L (config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec fON0O/IHUTENIbHOTO
RADIUS-cepBepa B KOHurypauuu)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — IP-
agpec RADIUS-cepBepa)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (1/e secret — naposb
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rae X.X.X.X — IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (ra1e X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (1€ secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — nprvoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—_ e~~~ —~

6.3.8 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

HasHauyeHue VLAN-Group Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rae X,Y-Z — Homepa VLAN-ID, KOTopble MOXHO
HasHaunTb Ha VAP. Bo3MOXHble 3HaYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, To 6yaet
nUrHopmposaTbcs napametp vlan-id)
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BknioueHue pexxuma Band Steer

WEP-50L(config):/interface/wlanl-va0/vap# band-steer-mode true (BK/it0ueHve pexnma Band Steer. [1/15
oTKNtoveHns seegute false)

BknroueHue VLAN trunk Ha VAP

WEP-50L(config):/interface/wlan1-va0/vap# vlan-trunk true (BxitoueHvie VLAN Trunk Ha VAP. [1ns
oTkNtoueHust BeeaunTe false)

BknroueHune General VLAN Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/1toueHne General VLAN Ha SSID. [1ns
oTK/Io4YeHns BeeauTe false)
WEP-50L(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnocoGa npuopuTusaum

WEP-50L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan13 nprnoputera 13 nons CoS (Class of
Service) TErMPOBaHHbIX NAKETOB. 3HAYEHMEe NO YMO4aHuto: true. B aToM criyyae aHanmaunpyeTcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-50L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1104/TL 3@l MTY management-
Kaapos (opelimoB). required — TpebyeTcs noagaepxka MFP OT KNueHTa, KNneHTbl 6e3 MFP He cMoryT
noakounThCA. capable — coBmecTMMO ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounTbes. Ans
oTK/o4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WEP-50L(config):/interface/wlanl-va0/vap/radiusi# tls-enable true (ncnonb3osars TLS npu aBTopusaumn. s
oTKNtoveHns seegute false)

Bk/itoueHne cKpbIToro SSID

WEP-50L(config):/interface/wlan1-va0/vap# hidden true (Bx/itoueHne ckpbiToro SSID. 15 OTK/IYeHnA
BBeauTe false)

BknroyeHue nsonaumm KnmeHTos Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1t0ueHVie n3onaumy Tpadurka mMexay
KNueHTamu B npegenax ogHoi VAP. s oTkntoveHust seeaute false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WEP-50L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumanbHO [0nyCcTUMOe YMC0
NOAKNOYAEMbBIX K BUPTYa/IbHOW CETU K/TMEHTOB)

BknroueHue 3awuthbl oT ARP Spoofing

WEP-50L(config):/interface/wlanl-va0/vap# arp-inspection true (Bk/iloueHne nposepkn Tpaurka Ha
noameHy IP-agpeca ncToyHunka B ARP-nakeTax. Ansa otknioveHus seeaute false. o ymonuyaHuto: false)

Ha3HaueHue ACL Ha VAP

WEP-50L (config):/interface/wlanl-va0/vap# uplink-ipv4-acl X (rae X — nmsa ACL-niicTa, KoTopbl Byaert
npuMeHeH Ha VAP)

Bk/loueHue penivkauum MyibTUKacToBoro Tpadgumka Ha VAP

WEP-50L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t04eH e pennnkaLm
MYNbLTUKACTOBOro Tpadouka Ha VAP. s oTktoueHmns BeeanTe false)

BkntoueHue Minimal Signal u Roaming Signal

WEP-50L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bx/10ueHVIe NCNONBE30BaHMA
doyHkumoHana Minimal Signal. 19 oTkoueHnsa Beegute false)
WEP-50L(config):/interface/wlanl-va0/vap# min-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTUXKEHMN KOTOPOTO ToYKa ByAeT OTKoUaThb KnneHTa ot VAP. MNapaMeTp MOXET NPUHUMATb 3HaYeHUs
0T-100 80 -1)

WEP-50L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepvop BpemeHu B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHre 06 OTK/II0YEHUN KSTMEHTCKOro 060pyaoBaHnsA OT
BMPTYaJsIbHOM CeTu)

WEP-50L(config):/interface/wlanl-va0/vap# roaming-signal X (rie X — noporosoe 3HaueHue RSSI, npn
[OCTUXKEHMN KOTOPOTrO NPOUCXOAMUT NEepPEKIYEHMEe KIIMEHTCKOTO 060pyA0BaHUSA Ha APYryt TOUKY
foctyna. MNapameTp MOXET NPUHUMATb 3HaYeHus oT -100 A0 -1. NMapameTp roaming-signal O/MKEH 6bITb
BblLLE, YeM min-signal: ecny min-signal =-75 gbm, TO roaming-signal JO/MXeH 6bITb paBeH, Hanpumep, -70
ABw)

WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

BkntoueHne nepegauym aboHeHCKOro Tpad)uka BHe GRE-TyHHens

WEP-50L(config):/interface/wlan1-va0/vap# local-switching true (Bx/it0ueHne nepegaym aboHEHTCKOrO
Tpadomka BHe GRE-TyHHens. [ins oTkntoueHns seeguTe false. [0 yMOI4aHMIO BbIK/THOYEHO)
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YnpaBneHue BewwaHuem VAP nNpu nponagaHnun CBA3U C KOHTPOJI/IePOM

WEP-50L(config):/interface/wlan1-va0/vap# override-service-hold global (yrpasneHve BellaHnem gaHHOro
VAP B achmpe npv nponagaHvm cBA3u C KOHTPoAAepoM. MoxeT npuHumartb 3HadeHus: global — ans
AaHHoro VAP npyMeHsieTcs 3HavyeHne 13 rnobanbHOro napamerpa service-hold npy nponagaHum cesAsu ¢
KoHTponnepowm; false — 19 gaHHoro VAP BelaHme 6yaeT nprocTaHoOBEHO NpU NponagaHnn CBA3N C
KOHTpONEePOM; true — AN AaHHOro VAP BellaHve 6yaet npon3BoauTbCs BHE 3aBUCUMOCTM OT
COeMHEHNS C KOHTPOs11epoM. o ymonyaHuio: global)

© napametp override-service-hold nepeonpegensieT rno6anbHbIii napameTp service-hold ans
KoHkpeTHoro VAP. B Tabnuue 10 onvcaHo B3aMMOAeNCTBUE 3TUX NapaMeTpoB NOC/ie HACTPOKN Npu
nponagaHun CBsA3n C KOHTPOJ/I/IEPOM.

Ta6bnuua 10 — B3anmogelictBue napameTpoB override-service-hold u service-hold

override-service-hold = override-service-hold = false override-service-hold = true
global

service-hold = true HacTtpanBaemas VAP BewaeTr HacTtpavBaemasa VAP He HacTtpanBaemas VAP Beljaet
B achup BelaeT B achup B achup

service-hold = false HacTtpavnBaemasi VAP He HacTtpavnBaemasi VAP He HacTtpavnBaemas VAP BellaeT
BeLaeT B adhup BeLaeT B adup B achup

HacTtpoiika orpaHMYeHUsi CKOPpOCTU

HaCTQOﬁKa mel‘/’lnepa B HarnpaB/1€HUU OT KJINEHTOB !KMAOFO B OTAeI'IbHOCTI/IL NOAKNHOYEHHbIX K
AaHHOﬁ VAP, 00 TOYKU gocTyna:

WEP-50L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — mMakcumasibHas CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itoueHve wennepa.
Bo3MoxHble 3HaueHus:: kbps — KOUT/cC, pps — NakeTbl/C, off — BbIK/THOUYEHO)
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HaCTQOﬁKa mel‘/’lnepa B HanpaB/1€HUU OT TOYKUN AO0CTYMNa A0 K/JINEHTOB ‘Ka)_KAOTO B OTAe.ﬂbHOCTML
NOoAKNHOYEHHbIX K AaHHOﬁ VAP:

WEP-50L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — makcumasibHasi CKOPoCTh B
KOUT/C NN NakeTbl/c)

WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHmne wennepa.
Bo3MoxHble 3HaueHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WEP-50L(config):/interface/wlanl-va0/vap# shaper-unknown-ucast-rx

WEP-50L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rge X — makcvmasibHas CKOpoCTb B
KOUT/C N nakeThbl/c)

WEP-50L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/iloueHmne weinepa. BoamoxHble
3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WEP-50L(config):/interface/wlanl-va0O/vap/shaper-mcast-rx# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika KOHTpons gocTyna no MAC

WEP-50L(config):/interface/wlan1-va0/vap# acl

WEP-50L(config):/interface/wlanl-va0/vap/acl# mode local (Bbi60p pexnmva local — nposepka MAC agpecos
Mo CMMCKY Ha YCTPOICTBE)

WEP-50L(config):/interface/wlan1-va0/vap/acl# mac

WEP-50L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX XX — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb AOCTYN. AN yaaneHus agpeca us
cnucka ncnosnb3yiite komaHay del)

WEP-50L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-50L(config):/interface/wlanl-va0/vap/acl# policy allow (Bci60p nonutvkn. BosmMoxHbIe 3HAYEHNSA:
allow — paspeluaTb NOAKIOYEHME TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX COAepXaTcs B CMMCKE;
deny — 3anpeuiatb NogkoueHme knneHtTam, MAC-agpeca KOTOpbIX COAepXarcs B CnMcke. 3HavyeHune no
ymorsiyaHuio: deny)

WEP-50L(config):/interface/wlanl-va0/vap/acl# enable true (BxtoueHne kKoHTpons goctyna rno MAC. [ns
oTkNtoueHust Beeaunte false)

WEP-50L(config):/interface/wlanl-va0/vap/acl# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpOek)
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HacTpolika KOHTponsa goctyna no MAC yepe3 RADIUS-cepBep

WEP-50L(config):/interface/wlanl-va0/vap# acl

WEP-50L(config):/interface/wlan1-va0/vap/acl# mode radius (Bb160p pexxuma radius — nposepka MAC
azpecoB vepe3 RADIUS-cepBep)

WEP-50L(config):/interface/wlan1-va0/vap/acl# policy allow (BLI60p nonnTukmn. Bo3amoXKHble 3HaYeHns:
allow — paspellarb NOAKHYEHNE TO/ILKO TEM K/IMEHTaM, KOTOPbIX 0406pu/1 RADIUS-cepBep; deny —
3anpellarb NOAKMHUYEHNE KIMEHTAM, KOTOPbIX 0406pna RADIUS-cepBep. 3HAYEHME N0 yMOI4YaHuio: deny)
WEP-50L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/toueHVe KOHTPONA focTyna no MAC yepes
RADIUS-cepBep. Ana oTktoyeHnsa seeguTe false)

WEP-50L(config):/interface/wlan1-va0/vap/acl# exit

WEP-50L(config):/interface/wlanl-va0/vap# radius

WEP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — fO0MeH nosb30BaTesis)
WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-50L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOpbIii
NCMOsb3yeTcs A/ ayTeHTMdmKaLmm 1 aBtopmsaumn. Mo ymonyaHmio: 1812)
WEP-50L(config):/interface/wlanl-va0O/vap/radius# auth-password secret (e secret — naposib /159 RADIUS-
cepBepa, UCMosib3yeMOro A1 ayTeHTUMKaLMU 1 aBToOpU3aLmn)
WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04EHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMOo/Ib3yeMOr0 /19 aKKayHTUHra)

WEP-50L(config):/interface/wlan1-va0/vap/radius# acct-password secret (rze secret — naposb a9 RADIUS-
cepBepa, UCMo/Ib3yeMOro /19 aKKayHTUHra)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1104uEHVE NEPUOANHECKON OTNPAaBKY
coob6ueHui «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)

WEP-50L (config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpPBasT OTNIPABKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-50L(config):/interface/wlan1-va0/vap/radius# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTpoiika 6NOKMpoOBKU NOAK/IIOHEHUSA NOMb30oBaTesnieil, nogmMmeHaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOHEHNIA

nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO

Bocnonb3oBatbcsa HacTpolikoin fdb-filtering, koTopas nmeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 610KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe nsyyeH Ha Ethernet-nopTty To4kun [OCTYNa;

by-eth-event — pexum oTk/Il04aeT NoakIH4YeHHOro knueHTa no Wi-Fi, B criydae ecnu ero MAC-agpec crta
n3yyeH Ha Ethernet-nopTy TOUkM AOCTyna (peXxmnm NnoMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Nnpu
pOymMUHre);

full — pexxum coBmelLaeT B cebe Bce npeplayLine, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nosnb3oBaresns no Wi-Fi, a Takke OTK/Ii0HaEeT paHee NoAKH0YEeHHOro B ciyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

o Mpw BbicTaBneHun pexnmos full v on-connect poyMuHTr Wi-Fi KTMEHTOB MOXET YXYALINUTLCA. Tak B
xofie paboTbl BCe broadcast-nakeTbl OT KIMEHTa NONaJaloT Ha OCTa/lbHble TOYKM AOCTYyna CeTu,
ero MAC nsyyaetcsa Ha BCexX Toukax [oCTyna CeTu, No3aToMy Npu POYMUHIE KIMEHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTca B crimcke Ha Ethernet-nopty, nepenok/ioyeHe MOXeT NMPONCXOAUTL
AnnTesibHoe Bpems.

WEP-50L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-50L(config):/interface/wlanl-va0/vap/fdb-filtering# enabled true (sk/1t0ueHne dyHkUnoHana. 115
oTkNtoveHus seeauTe false. 3HayeHne no ymonyaHuto: false)
WEP-50L(config):/interface/wlanl-va0/vap/fdb-filtering# mode full (8ci60p pexvima paboTkl. 3HayeHre no
ymosyaHuio: by-eth-event)

WEP-50L(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WEP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvimom 6e3zonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-50L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-anpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHyiKka/ibHbLINA KNHOY 4715 LAHHON
VAP)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBnagarb Ha
BCTpeYHbIX VAP)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-apec VAP
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH/Ka/IbHbINA
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled true (BktoueHve paboThbl TOUKM fOCTYNa Mo
NPOTOKO/Yy 802.11r)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpolika 802.11r Ha T2

WEP-50L(config):/interface/wlanl-va0O/vap/ft-config# enabled false
WEP-50L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-anpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHviKa/IbHBLINA KHOY A/15
AaHHoro VAP)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBnagarb Ha
BCTPEYHbIX VAP)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-anpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka /bHbLIN
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[1)

WEP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WEP-50L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-50L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled true (BktoueHve paboThbl TOUKM fOCTYNa Mo
npoTokosny 802.11r)

WEP-50L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (rze
E8:28:C1:FC:D6:90 — MAC-aApec «apYy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rze
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)

WEP-50L (config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (BktoueHve paboThbl TOUKN
[0CTyna no NnpoTokosy 802.11Kk)

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHue HacTpoek)

89



PykoBoacTso no akcnayatauum WEP-50L

HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-50L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/toueHve paboThbl TOUKN
[ocTyna no npotokosy 802.11k/v)

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHue HacTpoek)
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6.4 HacTtpoiika MLO

© MLO-rpynna 3ageiicteyeT VAP no 04HOMY 13 Kax/4oro avanasoHa (2.4 u 5 L), npy aToM HoMep
3agerictBoBaHHoro VAP paBeH HoMepy rpynnbl. Hanpumep MLO-rpynna 4 ucnosnb3yet cnegytoLine
VAP: wlan0-vap4, wlan1-vap4.
Mpw BkNOYeHUN MLO-Tpynnbl HACTPOMKM cooTBeTCTBYOLWNX VAP 6yayT UTHOPUPOBATLCS.
[ns pa6otel MLO TpebyeTtcs ucnonb3oBaTb 04MH U3 TUNOB WwudposaHusa: OWE, WPA3, WPA3-
Enterprise.

6.4.1 HacTtpoiika MLO-rpynnbl ¢ pexumom wndposaHns OWE

CospgaHue MLO-rpynnbl ¢ peXxvumom wudcgposaHmusa OWE

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# mlo

config):/mlo# mlo-group

config):/mlo/mlo-group# 1

config):/mlo/mlo-group/1# ssid 'SSID_WEP-50L_MLO_owe' (13veHeHve nmeHn SSID)
config):/mlo/mlo-group/1# ap-security

config):/mlo/mlo-group/1/ap-security# mode OWE (pexuvmv wndposanns OWE)
config):/mlo/mlo-group/1/ap-security# exit

config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHe MLO-rpynnbl)
config):/mlo/mlo-group/1# save (coxpaHeHvie HacTpoek)

—~ e~ e~~~ e~~~ o~ —
— =

6.4.2 HacTtpoiika MLO-rpynnbl ¢ pexvumom 6e3onacHocTn WPA-Personal

CospgaHue MLO-rpynnbl ¢ peXxumomM 6e3onacHocTu WPA3-Personal

WEP-50L(root):/# configure

WEP-50L(config):/# mlo

WEP-50L(config):/mlo# mlo-group

WEP-50L(config):/mlo/mlo-group# 1

WEP-50L(config):/mlo/mlo-group/1# ssid 'SSID_WEP-50L_MLO_Wpa3' (n3vieHeHne nmenn SSID)
WEP-50L(config):/mlo/mlo-group/1# ap-security

WEP-50L(config):/mlo/mlo-group/1/ap-security# mode WPA3 (pexxum wndposaHuns WPA3)
WEP-50L(config):/mlo/mlo-group/1/ap-security# key-wpa password123 (k/1104/naposib, HeoOXoANMbIA A5
MOAKMHOYEHUS K BUPTYaslbHOW TOUKe A0CTyna. [/IMHa Kntoya Ao/HKHA COCTaB/ATb OT 8 /10 63 CMMBOJI0B)
WEP-50L(config):/mlo/mlo-group/1/ap-security# exit

WEP-50L(config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHe MLO-rpynrnbl)
WEP-50L(config):/mlo/mlo-group/1# save (CoxpaHeHve HacTpoek)
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6.4.3 HacTtpoiika MLO-rpynnbl ¢ Enterprise-aBTopusauueri

Co3spgaHune MLO-rpynnbl ¢ pexxumom 6e3onacHocT WPA3-Enterprise

WEP-50L(root):/# configure

WEP-50L(config):/# mlo

WEP-50L(config):/mlo# mlo-group

WEP-50L(config):/mlo/mlo-group# 1

WEP-50L(config):/mlo/mlo-group/1# ssid 'SSID_WEP-50L_MLO_Wpa3E' (n3veHeHve nveHn SSID)
WEP-50L(config):/mlo/mlo-group/1# ap-security

WEP-50L(config):/mlo/mlo-group/1/ap-security# mode WPA3_1X (pexvimv wncpposanns WPA3-Enterprise)
WEP-50L(config):/mlo/mlo-group/1/ap-security# exit

WEP-50L(config):/mlo/mlo-group/1# radius

WEP-50L(config):/mlo/mlo-group/1/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-cepsepa)
WEP-50L(config):/mlo/mlo-group/1/radius# auth-port X (rae X — nopt RADIUS-cepsepa,

KOTOPbIA MCMNOMb3yeTcs A5 ayTeHTMdmKaumMm 1 astopmsaunn. Mo ymonyaHuio: 1812)
WEP-50L(config):/mlo/mlo-group/1/radius# auth-password secret (rge secret — naposis 15 RADIUScepsepa,
NCMosib3yeMoro Ans ayteHTudmkaumm n asTopmsaLnm)

WEP-50L(config):/mlo/mlo-group/1/radius# exit

WEP-50L(config):/mlo/mlo-group/1# enabled true (Bk/1t0ueHe MLO-rpynrnb)

WEP-50L (config):/mlo/mlo-group/1# save (coxpaHeHve HacTpoek)

—_— =

6.5 Hactpolika AirTune

HacTtpoiika AirTune

WEP-50L(config):/# airtune

WEP-50L (config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WEP-50L(config):/airtune# dca true (BKNOUEeHNE (PyHKLMOHANA ANHAMUYECKOTO pacnpeiesieHnsa KaHasoB.
[na otknoueHus seeaute false)

WEP-50L (config):/airtune# tpc true (Bk/1t0o4eHNE (DYHKLMOHAIAa aBTOMATUYECKOro ynpaBieHnsi MOLHOCTbIO.
[na otknoueHus seeaute false)

WEP-50L(config):/airtune# load-balance-80211v true (Br/itoueHne PyHKLMOHaNA BanaHCcpoBKY KITMEHTOB.
[na otknoueHus seeaute false)

WEP-50L(config):/airtune# enabled true (BkNto4eHNe B3anmogencTemsa ¢ cepsmncom AirTune. Ans
oTKNtoveHus seeaute false)

WEP-50L (config):/airtune# save (coxpaHeHne HacTpoek)

[na asTomatmnyeckoii HacTpoiku 802.11r uepes cepsuc AirTune Ha ToUke AOCTyna HEO6XOANMO BKNHOUNUTb
doyHKumoHan 802.11r, AN 3TOro BbINOMHUTE CeayrLmne HacTPOKK:

HacTpolika 802.11r uepes AirTune

WEP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10ueHVe pabOTLI TOUKM AOCTYNa Mo
npoTtokosy 802.11r)
WEP-50L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVIE NOALEPKKY
npoTokona 802.11k/v Ha BUPTyasibHOM TOUYKe A0CTyna)
WEP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTaumn koHTponnepa SoftWwLC.

6.6 Hactpoliku Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan0

WEP-50L(config):/interface/wlan0# wlan

WEP-50L(config):/interface/wlan0/wlan# radio

WEP-50L(config):/interface/wlan0/wlan/radio# channel X (rae X — Homep cTaTnyeckoro kaHasna, Ha KOTOPOM
OyaeT paboTarb TOUKa)

WEP-50L(config):/interface/wlan0/wlan/radio# auto-channel false (oTkt0ueHne asToBLIOOPa KaHana. [ns
BK/IIOUEHUS BBEAUTE true)

WEP-50L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/10ueHVIE MCNONB30BAHMA
OrpaHNYeHHOro cnmcka KaHanoB. [19 BKNHOYeHWs1 BBEAUTE true)

WEP-50L (config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wupuHa kaHana. MNapameTp MoxeT
npuHUMaTh 3HauveHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80, 160)
WEP-50L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MOLLHOCTY B ABM. [apameTp
MOXET NPUHUMaTh 3HadyeHue: ans Radio 1: 0-16 aAbm; ans Radio 2: 0-17 abm)
WEP-50L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku fOCTYNHBIX KaHAI0B

Ana Radio 2.4 Ty ansa BbIGOpA AOCTYMHbI CAeAYIOUNE KaHAJbI:
* npu WwupuHe kaHana 20 Mru;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu WwupuHe kaHaia 40 Mlu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnun «control-sideband» = upper: 5, 6,7, 8,9, 10,11, 12, 13.

Ana Radio 5 'y anA BbIGOpa AOCTYNHbI CAeAyOWNe KaHalbl:
* npu wupuHe kadana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Mpu WwupuHe kaHania 40 Mlu;
+ ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144,149, 153,157, 161.
* npu wupuHe kaHana 160 MI'y; 36, 40, 44, 48, 52, 56, 60, 64.
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6.6.1 [JononHutesnbHble HacTpoiikn Radio

Bbi6Op cTpaHbl/pernoHa

WEP-50L(config):/interface/wlan0/wlan/radio# country X (rge X — BbIOOp CTpaHbl/pernoHa, B KOTOpou
HaxoAMTCs YCTPONCTBO. MOXET NprMHMMaTh 3HavyeHus: RU — Poccus (Russia), ALL — 6e3 orpaHuyeHmii. Mo
yMo/14aHuio: RU)

€ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaH1YeHNii, BKltouas paboTy Ha paspeLLeHHbIX YaCTOTHbIX
KaHaniax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH) MHCTa/NISITOPOB.

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/ioB

WEP-50L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1l04eHNE NCNOL30BaHNSA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOPa KaHas10B. Ans oTkoueHnsa seeauTe false. o
YMO/14aHuIo: true)

WEP-50L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (r1e 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpamBaeMblil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WEP-50L(config):/interface/wlan0/wlan/radio# control-sideband lower (napavietp MOXeT NpUHYMaTL
3HauyeHue: lower, upper. 10 ymonyaHuto: onsa Radio 1: lower; o/18 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBania

WEP-50L(config):/interface/wlan0/wlan/radio# sgi true (Bk/10ueHVe NCNONL30BaHNSA YKOPOUYEHHOIO
3alUUTHOrO MHTEpBasIa ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [ins oTkntoueHus BeeauTe false)

BkntoueHune STBC

WEP-50L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t04eHVe MeToAa NPOCTPAHCTBEHHO-BPEMEHHOTO
6104HOro0 KoaMpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHME HAAEXHOCTY Nepeaayn gaHHbIX. 4s
OTK/Io4YeHus BBeauTe false)

BkntoueHue arperayum

WEP-50L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/1touerHne arperauym Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkaoyeHnsa seeguTe false)

BkntoueHue Mcnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-50L (config):/interface/wlan0/wlan/radio# short-preamble true (Bk/110ueHVEe NCNONB30BAHNSA KOPOTKOM
npeamoysbl naketa. [Ansa otkaoyeHnsa seeuTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WEP-50L(config):/interface/wlan0/wlan/radio# wmm true (BktoueHvie nogaepxkky WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTCca To/bKO Ha Radio 5 Ty (wlanl)

WEP-50L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum pabotsl mexaHusma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHanbl AOCTYMNHbI AN BbIGopa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BblkNtoYeH, DFS-KaHasbl He4OCTYMHbI A1 BbiGopa)

BknroueHue pexnva aBTOMATUUYECKOIA CMEHbI LMPUHBbI KaHa1a

WEP-50L (config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0uEHVIE pEXMMA aBTOMATUYECKON CMEHbI
LWMPUHBI KaHana ¢ 40 My, Ha 20 MIMy, npu 3arpy>keHHoM pagnoadupe. s oTknoveHns seegute false)

BKkntoueHue QoS 1 U3MeHeHne napaMmeTpoB

WEP-50L (config):/interface/wlan0/wlan/radio# qos

WEP-50L (config):/interface/wlan0/wlan/radio/qos# enable true (Bk/10HeHVIE NCMONB30BAHUA PYHKLMIN,
obecneunBaroLLMX kKa4yecTBo 06cnyxmBaHuA (Quality of Service). Ans oTkntoyeHns seeauTe false)

WEP-50L (config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpoB QoS TO4kM AOCTYNa,
Tpadmk nepegaeTca OT TOUKM AO0CTyNa K KNIMEHTY)

WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napameTpos QoS A/
HU3KOMPUOPUTETHON ouepeamn ¢ BbICOKOW MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢csl, ¢s2)
WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxuaaHns kagpos
(dbpeitmoB) AaHHbIX, U3MepsiemMoe B crioTax. [IpuHMMaeT 3HavyeHms 1-255)
WEP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/iIbHOe 3Ha4YeHne BpemMeHn
OXMaaHus nepea NOBTOPHON OTNPaBKOW Kaapa, 3a4aeTcsl B MuanucekyHaax. MpuHnMaeT 3HaveHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLIAaTb 3Ha4YeHne cwMax)

WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasibHoe 3HavyeHne
BPEMEHU OXMAaHWs nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuannucekyHaax. NpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63,127, 255,511, 1023. 3Ha4yeHMe cwMax A0/HKHO ObITb 60/1bLUE 3HAYEHUS cwMin)
WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasn BpeMeHn B
MUANNCeKyHAaxX, Koraa KnneHtckas WME-CTaHUMS UMEET npaBa UHULMMPOBATh nepedadvy AaHHbIX MO
6ecrnpoBOAHO cpeae K Touke goctyna. MakcumanibHOe 3HadeHue 65535 MUAINCeKyH)

WEP-50L (config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-50L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS kMeHTa: Tpadmk
nepegaeTca OT K/IMeHTa [0 TOYKM A0CTyna)

WEP-50L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHVie HacTpoek)

MeTogauka HacTpoliku edca-sta aHanornuyHa MeToamke HacTpoiiki edca-ap.
HacTpoiika napameTpoB ansi ouepegeii be, vi, vo aHanornyHa HacTpoiike napameTpoB ansi ouepeau bk.
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6.7 Hactporika DHCP onuwun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L (config):/interface# wlan0 (HacTpolika 6yaeTt nponssoanTbecs A5 Radio 2.4 I'Tu. Ecnn Heobxoanmo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-50L(config):/interface/wlan0# common

WEP-50L(config):/interface/wlan0/common# dhcp-snooping
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboThI
DHCP snooping B peXume 3ameHbl Ui NoAcTaBneHns onuun 82)

WEP-50L (config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1€ custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<numsa SSID>. SSID — 3ameHa cogepxxunmoro CID Ha nmsa SSID, K KOTOpoMY NOAK/THOYEH
KNueHT. Mo ymonyaHuno: APMAC-SSID)

WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepkumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEeHTCKOoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r21e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepegasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymonyaHuo: MAC-agpec KTIMEHTCKOro YCTPONCTBA)
WEP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-160p
pasgenntensi oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenntenst BbICTynaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WEP-50L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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6.8 HacTtpolika pennukaumum DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHaN Npeo6pasosaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/AET NOBbICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoOM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlanl

WEP-50L(config):/interface/wlan1# common

WEP-50L(config):/interface/wlanl/common# dhcp-snooping
WEP-50L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/t0ueHVEe
pennukaumm DHCP. o yMO/4aHUIO BbIK/IOYEHO: false)
WEP-50L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHre HacTpoek)

6.9 Hactpolika pennukayun ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO AN KaX/A0ro paguonHTepdelica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WEP-50L(root):/# configure

WEP-50L(config):/# interface

WEP-50L(config):/interface# wlan0

WEP-50L(config):/interface/wlan0# common

WEP-50L (config):/interface/wlan0/common# arp-suppression
WEP-50L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0o4eHne arp-suppression. o
yMO4aHuo BbIK/THOYeHO: false)

WEP-50L (config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yripassieHue
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpacbkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, To nakeTbl 6yayT nepegaBartbCs
LUMpoKoBeLLarenbHo. Mo ymonyaHuio BKIOYEHO: true. PaboTaeT TONbKO C BKIIOYEHHbIM arp-suppression)
WEP-50L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpoek)
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6.10 CuctemHble HaCTPOWKM

6.10.1 O6HoBneHue MO ycTpoincTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-50L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue cpaitna MO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-50L-3.1.1_build_X.tar.gz)
WEP-50L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-50L(root):/# firmware upload http <URL agnsa ckaumBaHus cpanna NO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-50L-3.1.1_build_X.tar.gz)
WEP-50L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-50L(root):/# firmware switch

6.10.2 YnpaBneHue KoHGUrypaumei ycTpoicTaa

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-50L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-50L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-50L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas koMmaHAa BbinonHaeTcAa Ha cepsepe/TK)

98



PykoBoacTso no akcnayatauum WEP-50L

3arpy3suTtb KOH(pUrypaumoHHsblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WEP-50L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-50L(root):/# manage-config apply (nprveHeHve KoH(UrypaLumy Ha TOUKy 40CTyna)

6.10.3 [lepe3arpy3ka ycTpoiicTBa

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-50L(root):/# reboot

KomaHga Ans oT/I0KEeHHOi nepe3arpysku ycTpoiictea

WEP-50L(root):/# reboot delay X (rae X — Bpemsi B cekyHAax, Yepe3 KOTOpoe NPOon30NAET OT/IOXKEHHAs
nepesarpyska ycTpoincrtaa. BoamoxHble 3Ha4eHus: 0-86400)

KomaHaa ans 3ansiaHMpoBaHHOI Nepe3arpys3ku ycTpoiicTBa B Ha3HauUeHHOe BpeMsi

WEP-50L(root):/# reboot at hh:mm:ss (rge hh:mm:ss — Bpems, B KOTOpoe NPon3onaeT 3anaHnpoBaHHas
nepesarpyska ycTpoincrtea. BoamoxHble 3Ha4eHus: hh:mm, hh:mm:ss)

KomaHpa Ansa oTMeHbl OT/I0XKEHHOW nepesarpysku ycTpoiicTeBa

WEP-50L(root):/# reboot cancel

6.10.4 HacTpoiika pexuma ayTeHTugmkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHYH YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

N3meHeHMe napons AN yyeTHOW 3anucu admin

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# admin-password <HoBbIii naponb ANA yyeTHoW 3anmucu admin> (07 1
[0 64 CUMBOJI0B, BK/1HO4AsA NTaTUHCKME BYKBbI U LNPbI)

WEP-50L(config):/authentication# save (coxpaHeHne HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 418 NOKaIbHOM ayTEHTUdIMKALMNY, a Takke
ayTeHTudmkaumn yepes RADIUS.

© HosbIM nonb3oBaTeENsM AOMKHA BbITb HA3HAYEHA OfHA U3 ABYX poneii:
admin — nonb3oBaTe/b C Takol Ponbto ByaeT MMETb MOJHbIA AOCTYN K KOHUIypMpoBaHUIO 1
MOHUTOPVIHIY TOYKN AOCTYNa;
viewer — nosb30BaTe/b C TakoW Posibo ByaeT MMeTb AOCTYN TOIbKO K MOHUTOPUWHIY TOYKM AOCTyna.
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Jo6aBneHne HOBbIX MOJI b3oBartesnei

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# user

WEP-50L(config):/authentication/user# add userX (rge userX — 1Msi HOBOI YYETHOW 3anucu. s yaaneHns
ncnonb3ynte komaHay del)

WEP-50L(config):/authentication/user# userX

WEP-50L(config):/authentication/user/userX# login userX (rge userX — VMsi HOBOW YHYETHOI 3anmcu)
WEP-50L (config):/authentication/user/userX# password <Maponb ANA y4yeTHOW 3anucu userX> (01 1 10 64
CUMBOJ/IOB, BK/IHOYast NaTUHCKME BYKBbl 1 LMUdpbI)

WEP-50L(config):/authentication/user/userX# role admin (nosib30BaTesito BLILAKTCA Npasa Ha
KOHpurypupoBaHue. Bo3aMOXXHOe 3HaUYeHNE viewer — yUETHO 3anncuy OyaeT A0CTYNEH TObKO
MOHUTOPWHT)

WEP-50L(config):/authentication/user/userX# save (CoxpaHeHne HaCTPOeEK)

[nsa ayteHTudonkaumm yepes RADIUS-cepep HEO6X0AMMO HACTPOUTL NapaMeTpbl 4OCTyNa K HeEMy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-50L
WEP-50L

root):/# configure

config):/# authentication

WEP-50L(config):/authentication# radius

WEP-50L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-cepeepa)
WEP-50L(config):/authentication/radius# auth-port X (rae X — nopt RADIUS-cepsepa, KOTOPbLIA NCMNO/b3YEeTCA
ANs ayTeHTudmkauumn n astopuauun. Mo ymonyanuio: 1812)

WEP-50L(config):/authentication/radius# auth-password secret (/e secret — ko4 ans RADIUS-cepsepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WEP-50L(config):/authentication/radius# exit

WEP-50L(config):/authentication# radius-auth true (Bx/1t0ueHVe pexxnma ayTeHTudnkaumm yepes RADIUS-
cepsep. Ana oTknodeHns seeauTte false)

WEP-50L(config):/authentication# save (coxpaHeHve HacTpoek)

—_ e~~~

© 1pu ayTeHTUdMKaumm yepes RADIUS-cepeep HEOGXOAMMO 06S3aTeNbHO CO3AAaThb TOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi OyaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06s13aTenbHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae ecnm RADIUS-cepBep oKaXKeTcs HeAOCTYMNEH, ayTEHTMdIMKALMA NPORAET N0 NOKaIbHOW
YUETHOI 3anuncu.

HacTtpoiika nepnoga 6e3geincTeus

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L(config):/authentication# session-idle-timeout X (r21e X — Bpewms 6e3eicTBus nonb3osaresns B web-
nHTepdelice B MMHyTax, NOC/Ne KOTOPOro ceccnsi aBToMaTnuyeckn 3aBepluaeTcsl. BoaMoXHble 3HavyeHust: 0-
10080. Ans oTkNoYeHUs yHKLUMOHaNa ycTaHoBUTE 3HaveHune 0. Mo ymonyaHumio: 15)
WEP-50L(config):/authentication# save (coxpaHeHve HacTpoek)
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6.10.5 HacTtpolika gatbl 1 BpeMeHU

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHVe pexxuma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-50L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoska NTP-cepsepa)
WEP-50L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0MNO/HUTENBHBIX NTP-cepBepoB)

WEP-50L (config):/date-time/ntp/alt-servers# add <JlomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosgaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WEP-50L(config):/date-time/ntp/alt-servers# exit

WEP-50L (config):/date-time/ntp#exit

WEP-50L(config):/date-time# common

WEP-50L(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemMeHHO
30HbI)

WEP-50L(config):/date-time/common# save (coxpaHeHne HacTpoek)

—_ e~ e~~~

6.10.6 [ononHuTesibHble HACTPOWKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WEP-50L(root):/# configure

WEP-50L (config):/# system

WEP-50L(config):/system# global-station-isolation true (Bx/1toueHve r106a1LHOI n30naLMN Tpadrka
MeXAy KnveHTamu pasHbix VAP 1 pasHbix pagmovHTepdeiicos. Ansa oTknoueHus seeaute false)
WEP-50Lconfig):/system# save (coxpaHeHne HacTpoek)

M3aMeHeHue UMeHU ycTpoiicTBa

WEP-50L(root):/# configure

WEP-50L(config):/# system

WEP-50L (config):/system# hostname WEP-50L_room2 (re WEP-50L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK geduc «-» (aemnc He MOXET ObITb NOCMEAHNM CUMBO/IOM B UMeHM). Mo ymonyaHunto: WEP-50L)
WEP-50L(config):/system# save (coxpaHeHVe HacTPOeK)

N3meHeHue reorpacmuueckoro gomeHa

WEP-50L(root):/# configure

WEP-50L(config):/# system

WEP-50L(config):/system# ap-location ap.test.root (i ap.test.root — gomMeH y3na gepesa yCTPONCTB
cucTeMbl ynpasneHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WEP-50L(config):/system# save (CoxpaHeHVe HacTpoek)
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N3meHeHune Radius NAS-ID

WEP-50L(root):/# configure

WEP-50L(config):/# system

WEP-50L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
NAEHTUJIMKATOP AAaHHOW TOUKM gocTyna. MapaMeTp npegHa3HavyeH ansg naeHTugunkauumn ycTpoicTea Ha
RADIUS-cepBepe, B c/iyuae ecnv RADIUS okngaeTt 3HaueHune, oT/imdHoe ot MAC-aagpeca. o ymonyaHuio:
MAC-agpec TOYKM AOCTyna)

WEP-50L(config):/system# save (coxpaHeHVe HaCcTPOeK)

HacTpoliika LLDP

WEP-50L(root):/# configure

WEP-50L(config):/# Wldp

WEP-50L(config):/lldp# enabled true (Bk/toueHve pyHkumoHana LLDP. nsa oTknoveHns seeguTe false. o
YMOJIHaHuIo: true)

WEP-50L (config):/lldp# tx-interval X (rae X — nameHeHune nepvoga otnpasku LLDP-co06LLeHNA. BO3MOXHbIe
3Ha4veHus: 1-86400. o ymonyaHuio: 30)

WEP-50L(config):/lldp# system-name WEP-50L_reserv (r1e WEP-50L_reserv — HOBOe nMs ycTpoicTea. o
ymosnyaHuo: WEP-50L)

WEP-50L(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHue napona

WEP-50L(root):/# configure

WEP-50L(config):/# authentication

WEP-50L (config):/authentication# admin-password newpassword (e newpassword — HOBLI Naposib A5
BXOa B CUCTeMY TOYKM AocTtyna. o ymosiyaHuio: password)

WEP-50L(config):/authentication# save (coxpaHeHve HacTpoek)

6.11 HacTpolika napameTpoB NopTasibHOWN aBTOpM3aLnn

HacTtpoiika napameTpoB NopTasibHOW aBTOpU3aLNmn

WEP-50L(root):/# configure

WEP-50L(config):/# captive-portal

WEP-50L(config):/captive-portal# ap-ip-alias <[lomeHHOe UMSA> ([0MEHHOE UM, Ha KOTOpoe ByaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMeHTOB. Mo ymonyaHuto: redirect.loc)
WEP-50L(config):/captive-portal# tinyproxy-https true (sx/t0ueHne nepeHanpasneHns KINEHTOB Mo
npotokony HTTPS. nsa nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WEP-50L(config):/captive-portal# save (coxpaHeHve HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHOro B ap-ip-alias, Gy4eT nepexsayeH TO4Kol A0CTyna. Ha atoT
3anpoc 6yaeT oTrnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukm goctyna.
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HacTpoiika uMeH napaMeTpoB, NepeaaBaeMblX BE6-CepBepoOM aBTopu3saLmmn

WEP-50L
WEP-50L

root):/# configure

config):/# captive-portal

WEP-50L (config):/captive-portal# web-redirector

WEP-50L(config):/captive-portal/web-redirector# param-names

WEP-50L (config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvenu
napameTpa, CoAepPXKaLLero NCXoaHbli URL, 3anNpoLUEHHbI KNMEHTOM. KNMeHT ByAeT nepeaapecoBaH Ha
[laHHbIN URL B C/lyyae ycneLuHoi aBTopu3annm)
WEP-50L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHu
napameTpa, cogepxallero URL, kyaa 6yaeT nepeagpecoBaH KNMEHT B C/lyvae OLIMOKN aBToOpuU3aLun)
WEP-50L (config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napameTpa, CoAePXKaLLEro NI0rvH 15 K/IMEHTA)

WEP-50L (config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoAepXaLlero naposb ANs KNnNeHTa)

WEP-50L (config):/captive-portal/web-redirector/param-names# save (CoxpaHeHVe HacTPOeKk)

e = = =

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpoB B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCSA TOYKOIN gocTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password MOXHO 1UCNO/1b30BaThb TO/IbKO
natuHuLy Mo6oro perncTpa, a Takke cumsosbl S\-_.1*'() anuHoii ot 0 4o 255 cMMBO/IOB.

HacTtpoiika apanTUBHOIo pexumMa paéoThbl NOPTasiIbHOW aBTOpPU3aLMN

WEP-50L(root):/# configure

WEP-50L(config):/# captive-portal

WEP-50L(config):/captive-portal# web-redirector

WEP-50L (config):/captive-portal/web-redirector# captive-adaptive true (Bk/il0ueHne afanTvBHOIO pexnma
paboTbl MOPTa/IbHOWM aBTOpM3aLmMn Ansa ycTpoicTB i0S. Ans oTkitodeHns seeauTe false. Mo ymonuaxuio:
false)

WEP-50L(config):/captive-portal/web-redirector# save (coxpaHeHne HacTpoek)

© npu BKIKOUEHHOM aAaNTUBHOM peXVMe PaGoThl NPV CBOPAUYMBAHNN OKHA aBTOPU3aLMU Ha
ycTpoicTBax iOS paspbiBa COeMHEHNS NPOUCXOANTL He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L
WEP-50L

root):/# configure

config):/# acl

config):/acl# ipva

config):/acl/ipv4# add ipv4_list (co3naHue crivcka ACL npasun)

config):/acl/ipv4# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-50L(config):/acl/ipv4/ipv4_list/entry# add 0 (co3paHve ACL npasuna)
WEP-50L(config):/acl/ipv4/ipv4_list/entry# 0

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykazaHune geiicteus /s npasuna. BoamoxHbie
BapvaHThbl: permit — paspelnTb, deny — 3anpeTuTb)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexxuma padboTsl NPOTOKo/a, Mo
KOoTopomy OyaeT oTpabartbiBaTh NPaBu/i0. BO3aMOXHbIE 3HAYEHWS: any — 11060 NpoTokon, value —
KOHKPETHbI NPOTOKON)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BLIGOP NpoTOKO/1a. BO3MOXHbIE 3HAYEHNS: gre,
icmp, igmp, tcp, udp)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (r1e X — Haya/lbHbIA NOPT UCTOYHMKA)
WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (r4e X — KOHEYHbIA MOPT NCTOYHYKA.
Vicnonb3yeTcsa ToNbKO ANA src-port-mode range)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexnmva uisTpauum NCTOUHMKA.
Bo3MOXHble BapuaHTbl: any — 110601 CTOYHMK, host — dounbTpauusa no agpecy xocta, network —
domneTpaums rno agpecy cetn)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rge X.X.X.X — IP-agpec xocTa UCTo4HuKa)
WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rae X.X.X.X — macka nocetu xocTta
WNCTOYHMKA)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTporika pexuma paboTsl nopra
NCTOYHMKA. BO3MOXHbIE 3HAYEHNS: any — /10601 pexrm, eq — paBHo, gt — 6onbLue, lt — MeHbLUe, neq — He
paBHO, range — Aana3oH NopToB)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpolika pexvmva huistpaumy HasHauveHus. B
03MOXHbI€ BapuaHTbl: any — /I0601 NCTOYHWMK, host — dounibTpaums no agpecy xocta, network —
domneTpaums no agpecy cetn)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rge X X.X.X — IP-agpec xocTa HazHaueHus)
WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rze X.X.X.X — macka nogcetu xocra
Ha3Ha4YeHus)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpolika pexvva paboTsl nopra
HasHavyeHus. Bo3MOXHble 3Ha4YeHUs: any — /100601 pexnm, eq — paBHo, gt — 6onbLue, it — MeHbLUe, neq —
He paBHO, range — AMana3oH NopToB)

WEP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (r1e X — Haua/ibHbIA NOPT HasHa4YeHns)
WEP-50L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rie X — KOHEUHLIV NOPT HA3HAYEHNS.
Vicnonb3yetcsa Tonbko ansa dst-port-mode range)

WEP-50L(config):/acl/ipv4/ipv4-acl/ipv4_Llist/entry/0# save (coxpaHeHVe HaCTPOEK)

~ o~~~ o~ o~ —~ —
—_— N o O
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HacTtpoiika npasun url-acl

WEP-50L(root):/# configure

WEP-50L(config):/# acl

WEP-50L(config):/acl# url

WEP-50L(config):/acl/url# add url_list (co3paHve cnncka ACL npasu)

WEP-50L(config):/acl/url# url_list

WEP-50L(config):/acl/url/url_list# action permit (ykazaHne aelictBua 18 cnucka. Bo3aMoxHbIe BapuaHThbl:
permit — paspelunTs, deny — 3anpetunTsb)

WEP-50L(config):/acl/url/url_list# entry

WEP-50L(config):/acl/url/url_list/entry# add 0 (co3naHue ACL npasuia)
WEP-50L(config):/acl/url/url_list/entry# 0

WEP-50L(config):/acl/url/url_list/entry/0# domain <[JoMeHHOe NMA> (ykazaHve JoMeHa Uu PerynsapHoro
BbIpaXKeHMWsI)

WEP-50L(config):/acl/url/url_list/entry/0# save (coxpaHeHVe HacTpPOeK)

6.11.1 ¥YnpaBneHue noptasibHbIM cepTUGIMKATOM

3arpyska ceptudpmkarta ans pegupekta no HTTPS no tftp

WEP-50L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue daiina>

(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkara ans pegupekta no HTTPS no http

WEP-50L(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHusa caiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WEP-50L(root):/# manage-certificates portal erase

6.12 Hactpoiika cepsuca APB

Cepsuc APB ucnonbsyetca an1a obecrneyeHns nopTasibHOr0 POYMUHIa KJIMEHTOB MeXAy ToUKamun 4OCTyna,
NOAKNHOYEHHBLIMU K CEPBUCY.

KomaHabl Ans HacTpoiiku cepBuca APB

WEP-50L
WEP-50L

root):/# configure

config):/# captive-portal

WEP-50L(config):/captive-portal# apbd

WEP-50L (config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-50L(config):/captive-portal/apbd# enabled true (BxitoueHne cepsrca APB. [1n5 OTKIOYEeHNs BBeAUTE
false)

WEP-50L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)

—_ e~~~
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6.13 HacTtpolika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamum
jocTtyna.

KomaHabl ans HacTpoiiku DAS-cepBepa

WEP-50L(root):/# configure

WEP-50L(config):/# das-server

WEP-50L(config):/das-server# enabled true (Bk/ioueHne DAS-cepsepa. [1ns oTknoyeHns seegmnTe false)
WEP-50L (config):/das-serveri# port X (rge X — nopt DAS-cepsepa. Mo ymonyaHuio: 3799)
WEP-50L(config):/das-server# auth-password secret (r7e secret — naposis 19 DAS-cepBepa, UCnosb3yercs
npwv wudoposaHmnn RADIUS-3anpocos)

WEP-50L(config):/das-serveri# save (CoxpaHeHne HacTpoek)

6.14 YnpasneHuve BewaHvem T npu nponagaHun CBA3WN C KOHTPO/IIEPOM

KomaHAabl ynpasneHusa BewaHuem T4 npyu nponagaHUu CBA3U C KOHTPOJ1IJIEPpOM

WEP-50L(root):/# configure

WEP-50L(config):/# service-activator

WEP-50L (config):/service-activator# wlc

WEP-50L (config):/service-activator/wlc# service-hold true (yripasneHve selwjannem VAPOB B achmpe npu
nponagaHnn cBs3n ¢ KOHTPoiepoM. MoXeT npuHMMaTh 3HavyeHus: false — BelllaHne VAPOB 6yaeT
NPMOCTAHOB/MEHO NPY NponagaHnn CBA3N C KOHTPOePoM; true — BellaHne VAPOB GyeT Npon3BOANTLCA
BHE 3aBMCUMOCTU OT COeAIMHEHNSI C KOHTponnepoMm. Ans oTknoueHnss BeauTe false. o ymonuaHuio: true)
WEP-50L (config):/service-activator/wlc# save (CoxpaHeHve HacTpoek)
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6.15 MOHUTOPUHT

6.15.1 Wi-Fi knneHTsbl

WEP-50L(root):/# monitoring associated-clients

index (0]

hw-addr 5€:1C:99: XX XX XX
interface wlanmlo-val
rfid 1

wid (0]

band 5

state ASSOC SLEEP AUTH_SUCCESS
ssid WEP-50L_5GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 5200

channel 40

hostname client
username TIOXXXXXXXXX
domain root
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
dhcp-request-status obtained
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

portal-auth-time 00:03:57
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:04:27
rx-retry-count 227
tx-fails 0
tx-period-retry 71
tx-retry-count 1801
rssi-1 -35

rssi-2 -42

rssi -42
max-rssi-1 -31
max-rssi-2 -40
max-rss-i -31

snr-1 38

snr-2 38

snr 38

noise-1 -73
noise-2 -80

noise -73
tx-rate EHT NSS2 MCS12 SGI 2594.1
rx-rate EHT NSS2 MCS13 SGI 2882.4
rx—bw 160M
rx-bw-all 160M

tx-bw 160M

not-required
authorized
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uptime | 00:04:27

mfp | false

wireless-mode | be

perftest-capable | false

link-quality | 95

link-quality-common | 95

tx-retry-ratio | 14

actual-tx-rate | 745

actual-rx-rate | 112

shaped-rx-rate | 111

actual-tx-pps | 33

actual-rx-pps | 45

shaped-rx-pps | 60

link-capacity | 78

multicast-groups-count | 1

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

mld-mac | 5e:1c:99:54:9a:f6
mlo-link-1-band | 5

mlo-link-1-mac | 1a:25:85:17:68:€0
mlo-1link-2-band | 2

mlo-link-2-mac | ce:9f:e9:19:60:c3

name | ©

name | ©
Counter Transmitted Received
Total Packets: 1997 964
TX success: 100
Total Bytes: 2071963 367428
Data Packets: 1989 957
Data Bytes: 2071530 367197
Mgmt Packets: 8 7
Mgmt Bytes: 433 231
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received
he-nss2-mcs4 0 | 0% 2
he-nss2-mcs6 0 | 0% 116
he-nss2-mcs7 46 | 2% 73
he-nss2-mcs8 224 | 119% 242
he-nss2-mcs9 455 | 22% 432
he-nss2-mcs10 458 | 23% 77
he-nss2-mcsll 806 | 40% 15
Multicast groups:

MAC IP

01:00:5E:00:00:FB

XXX.0.0.251
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6.15.2 NHopmaumsa o6 ycTpoincTee

WEP-50L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WEP-50L

3.1.1 build X
3.1.1 build X
3.1.1 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WEP-50L

WEP-50L
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

2v0

false

false

firmware update
false
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6.15.3 VIHbopmaLmsa o cepTudankarax

WEP-50L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTso no akcnayatauum WEP-50L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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6.15.4 CeteBas nHpopmaums

WEP-50L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses |
dns-servers |

WEP-50L(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 81921
rx-packets: 1077
tx-bytes: 30714
tx-packets: 112

ETH2:
name: ETH2
link: up

speed: 1000

duplex: enabled
media-type: copper
rx-bytes: 376715473
rx-packets: 303933
tx-bytes: 10438030
tx-packets: 54861

111



WEP-50L(root):/# monitoring arp

02:00:48 XX XX XX

0 192.168.1.1

1 192.168.1.151 2c:fd:ralixx:xx:xx

WEP-50L(root):/# monitoring route

PykoBoacTso no akcnayatauum WEP-50L

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WEP-50L(root):/# monitoring lldp

0.0.0.0
255.255.255.0

gi 0/16

Flags Interface
UG bro
u bro

System Name

Capabilities

TTL
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6.15.5 becnpoBoaHble MHTEpPEChI

WEP-50L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power

antenna-gain

eirp
connection-status
operation-mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power

antenna-gain

eirp
connection-status
operation-mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

wlano

(0]

on

2.4 GHz
68:13:E2:xX XX XX
16 dBm
4 dBi
20 dBm
AP mode
vap

-70 dBm
-70 dBm
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-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1

(0] 7 8 5
56%
7%
0%
49%
79%
34%
6%
11
2462 MHz
40 MHz
b/g/n/ax/be
35

wlanl

1

on

5 GHz
68:13:E2: XX XX XX
19 dBm
6 dBi
25 dBm
AP mode
vap

-76 dBm
-76 dBm

10 9 12 23 8 6

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1

(0] (0]
16%
7%
0%
9%
52%
22%
6%
44
5220 MHz
160 MHz
a/n/ac/ax/be

4 36

7 6 5 6 2 5
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thermal

6.15.6 VAP

WEP-50L(root):/# monitoring vap

Interface Status

wlanmlo-
wlanmlo-
wlanmlo-
wlanmlo-
wlanmlo-
wlanmlo-va5
wlanmlo-vab
wlan@-va@

wlan@-val

wlan@-
wlan@-
wlan@-
wlan@-
wlan@-
wlanl-
wlanl-
wlanl-
wlanl-
wlanl-
wlanl-va5

wlanl- mlo

BSSID

6.15.7 >XXypHan cobbITuii

WEP-50L(root):/# monitoring events

Jan
Jan

Jan
Jan

successfully

Oct 29 05:28:

successfully

Oct 29 05:30:

1 03:00:
1 03:00:
successfully.
1 03:00:
1 03:01:
lease on 192.
Oct 29 05:28:

10 WEP-50L
12 WEP-50L

14 WEP-50L
17 WEP-50L
168.1.15.
57 WEP-50L
by admin
59 WEP-50L
by admin
25 WEP-50L

GE:BB:0OA:xX:xX:XxX ssid:

-62 location:
Oct 29 05:30:25 WEP-50L daemon.info monitord[1190]: event:
packet' ip: 192.168.1.20 mac: 6E:BB:0A:xx:xx:xx ssid:
channel: 48 rssi-1:

'root'

daemon
daemon

daemon
daemon

daemon

daemon

daemon

'"WEP-50L_5GHz'
auth-method:

-63 rssi-2:

.info
.info

.info
.info

.info

.info

.info

-65

location:

'root'
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Auth type Portal Clients Retry Rate

was don 1 T

OWE down a8 5]

WPA3 Enterprise down a 5]

WPA3 down 2] 2]

épen up a é

OWE down 1 24

WPA3 down a ]

épen up e é

WPA2 down 1 10

WPA2 Enterprise down a 5]
syslogd[1018]: started: BusyBox v1.21.1
configd[1031]: The AP startup configuration was loaded
networkd[1061]: Networkd started
networkd[1061]: DHCP-client: Interface br0® obtained
configd[1031]: The AP running configuration was updated
configd[1031]: The AP startup configuration was updated
monitord[1190]: event: 'authenticated' mac:

interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
'Open' captive-portal: 'disabled'
'"IP address was updated by DHCP
'"WEP-50L_5GHz' dinterface: wlanl-va0

reason: 0

114



6.15.8 CkaHunpoBaHue achupa

PykoBoacTBo no akcnayatauum WEP-50L

€ Bo Bpems ocyLLeCcTBNEHUSA aKTUBHOTO CKaHUPOBaHNA achnpa pagvuonHTepdeiic ycTpoiicTea 6yget
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems

CKaHMpOBaHWs1.

WEP-50L(root);/# monitoring scan-wifi

Mode

AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP
AP

Security
wpa/wpa2-1x
wpa2-1x
wpa2

wpaz
wpa2/wpa3-ix
off

off

off

wpa2-1x
wpa2/wpa3-1x
off

wpal
wpa/upa2
off

wpa2-1x
wpa/wpa2-1x
wpa2

off

wpa2

off

Channel

RSST, dBm

Bandwidth, MHz
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6.15.9 CnekTtpoaHanusaTop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

€ Bo Bpems paboThbl CNekTpoaHaIM3aTopa NPOUCXOANT OTK/IIOUYEHNE BCEX KIMEHTOB OT TOUKM JOCTYNa.
KnueHTbl Nogkaoyarcs cHoBa TOMbKO TOrAa, Koraa cnekTpoaHaim3aTop 3aKOHYMT CBOK paboTy.
Bpemsa aHasiM3a Bcex pajnokaHanoB ABYX AMana3oHOB COCTaB/AET MPUMEPHO 1.5 MUHYTHI.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 60nee noapo6HOIi MHGhOpMaLMEn 0 HACTPOiike paanonHTepdeica Yepes CLI MoXHO
03HaKOMUTbCA B pasgene «HacTtpoikn Radio».

WEP-50L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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6.16 lMonyyeHne oTNnago4HoM nHhopmaumm

@ [anHas koMaHaa HeOCTYMNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WEP-50L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii 0T1aouHbIe AaHHbIe

n cBeaeHnAa 0 COCToAHNN yCTpOVICTBa.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

€@ [aHHbIil npoToKON HEAOCTYNEH AN CO3AaHHbIX NOoMb30oBaTeNel, 40CTyneH Tonbko Ans admin.

WEP-50L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxue troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MNK MoXxHO no npoTokosy SCP:

€@ [aHHbIit npoToKON HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTeNei, 4oCTyneH Tonbko Ans admin.

scp <lMonb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz

troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.

[aHHas komaHAa BbInosHAeTcA Ha cepBepe/TK)
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7/ BcnomoratesibHble YTUNNTDI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT

06paboTka nakeTa Ha KaaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WEP-50L(root):/# traceroute <tecTUpyemblii XOCT>

7.2 Ytunutatcpdump
Ytnnuta tcpdump no3BoNsieT 3axBarbiBaTb NakeTbl HA yKa3aHHOM MHTepdeiice.

MonyunTb Nogckasky no paéoTe ¢ yTUAUTOM MOXHO KOMaHAOM:

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb3oBaTenelt, 4ocTynHa Tonbko Ans admin.

WEP-50L(config):/# tcpdump --help

7.2.1 3axsart Tpadimka ¢ aKkTMBHOro nHTepdelica

3axsat naketoB Ethernet-nHtepdeiica.
WEP-50L(root):/# tcpdump -i ethO
3axsat naketoB Ethernet-nHtepdelica ¢ coxpaHeHnem B chaiin.

WEP-50L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

7.2.2 Bbirpy3ska thaiina gamna Tpadgmka ¢ TO4KM 4OCTyna Ha cepBep

[laHHas kKomaHAa BbinonHseTcs Ha cepepe/TK.

@ [anHas koMaHAa HeAOCTYMNHA A5 CO3AaHHbIX NoMb30BaTeNel, A0CTynHa Tonbko Ans admin.

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:tcpdump.pcap tcpdump.pcap (npumvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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7.3 Ytunuta iperf

[JaHHas yTunmTa ucnosb3yetcs Ans 3anycka noTtoka Tpadmka c OAHOro YCTPOCTBA Ha ApYyroe.
OTnpasnsoLas CTOpoHa Ha3bIBaeTCs KIMEHTOM, NPUHMMAtOLLLAS — CEPBEPOM.

@ [anHas yTunuTa HegoCTYNHA ANA CO3AAaHHbIX NOb30BaTenelt, 4ocTynHa Tonbko Ans admin.

MonyunTb NOACKa3Ky No paboTe C YTUINTON MOXHO KOMaHAOM:
WEP-50L(root):/# iperf --help

MprMep 3anycka NoToka Tpadhmka ¢ TOUKM JOCTyna Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOpOHY cepBepa

WEP-50L(root):/# iperf -¢ X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)
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8 Cnncok n3meHeHui

Bepcusa gokymeHTa Jdata
BbiMycKa
Bepcus 1.0 06.2026

Bepcusa nporpammHoro obecneyeHns 3.1.1

CopgepxaHne nsmeHeHui

Mepsas ny6nukauys
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/download


https://eltex.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex.ru/download
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