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1 BBepgeHune

e AHHOTauus

e lleneBada aygutopus

¢ YC/10BHble 0603HAYeHUS

e [MpumMeYyaHna n npeaynpexaeHus

1.1 AHHOTauus

Mpon3BOANTENBHOCTb, HAAEXHOCTb 1 6830MacHOCTb — K/IH0UYEBbIE NPUOPUTETLI NPY opraHu3aumm VolP-
TenedoHMM B KopnopaTuBHOW ceTn. Heobxoanmo obecneyunTb He TO/IbKO COBMECTUMOCTbL 060pyA0BaHNsA Ha
BCEX YPOBHAX U €ro OT/IaXXEHHY paboTy, HO 1 3aluTy OT pas/InyHbIX atak. MirHopupoBaHue nocnegHero
npuBoanT K B3s1oMy VoIP-ceTn 3n10yMblILLIIEHHUKAMU.

MorpaHnyHbIit KOHTponnep ceccuii (ESBC) nomoxeT nsbexartb aTux npo6aem. OH Uchosb3yeTcs Ans
COKpbITUA TOononorumn VolP-ceTn, 3awwmTbl OT HECAHKLMOHMPOBAHHOIO 4OCTYNa, a Takxe ynpasneHus
TpadomKom.

B fnaHHOM pyKOBOACTBE MO 3KCM/lyaTalmmn N3N0XeHbl Ha3HauYeHMe, TEXHUYECKME XapaKTepPUCTKN,
KOHCTPYKTMBHOE UCMOJIHEHNE, MOPSA0K YCTAHOBKM, PEKOMEeHAaLMUN N0 HaYas/IbHON HACTPOKe 1 0GHOB/IEHMIO
nporpamMmmHOro obecnevyeHnss NorpaHNYHOro KoHTposiepa ceccuii ESBC (manee ESBC nnm yctpolicTso).

1.2 UeneBas aygutopus

[aHHoe pyKoBOACTBO NO/b30BaTe/1A NpeHa3HAuYeHO0 A4/ TEXHUYECKOr0 NepcoHana, BbINOHAOLWENO
YCTaHOBKY, HACTPOIiKY U MOHWUTOPWHT YCTPOICTB NocpeacTBOM UHTepdpelica komaHaHoli ctpoku (CLI), a Takke
npoueaypbl N0 06CYXMBAHUIO CUCTEMBI 1 06HOBIEHMIO [0, KBanimdmkaums TEXHUYECKOro nepcoHana
npegnonaraeTt 3HaHMe OCHOB paboTbl CTEKOB NPOTOK0/10B TCP/IP, npuHumnoB noctpoeHus Ethernet-cetein.

1.3 YcnoBHble 0003HaUYeHUus

O6o03HaueHun OnucaHune

e

[1 B kBaapaTHbIX CKOBKax B KOMaHAHO CTPOKE yKa3blBalOTCs Heobs3aTe lbHble MapaMeTpbl, HO X BBO/,
npefocTasnsieT onpesesieHHble A0MNONHUTE bHbIE ONLUK.

{} B churypHbIx ckoGKax B KOMaHHOWM CTPOKe yKa3biBAOTCA BO3MOXHbIE 0653aTe/lbHbIe MapaMeTpbl.
Heo6xoAnMo BbIGpaTh OAUH 13 NapamMeTpoB.

«» JaHHble 3HaKM B ONMUCaHUM KOMaHZb! UCTIOMNb3YHTCS A1 yKa3aHUsi AMana3oHoB.

«=»

«|» JaHHblli 3HaK B onucaHuM KoOMaHAbl 0603HAUYAET «Un».

<lMonyxupHbl MONYXUPHLIM KYPCUBOM B YI/10BbIX CKOOKAX yKa3bIBatOTCS HA3BaHWSA KaBuLL Ha knaBuaTtype.
U kypcus>
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O6o03HaueHun OnucaHune
e

B pamMkax ¢ TeKCTOM yKa3aHbl MpUMepbl N pe3ynbTaTtbl BbINOSIHEHNA KOMaH/A,.
TekcT B

pamke
B npumepax MoryT BCTpeyaTbCsl HasBaHus vesbce, esbce, esr. KomaHgbl, nprBeAeHHbIE B TaKmX

npumepax, npumeHumsl gna ESBC-3200 n vESBC.

1.4 MpumeyaHua v npeaynpexaeHus

MpumevaHna coaepxaT BakHY MHpOpMaLo, COBETbI UIM PEKOMEHAALMN MO NUCMO/Ib30BAHUIO U
HacTpolike yCcTpoicTBa.

@ nMpepynpexaeHnst MHOPMUPYIOT NOL30BATENSA O CUTYaLMAX, KOTOPbIE MOTYT HAaHECTU Bpes,
YCTPOICTBY UMM YENOBEKY, MPUBECTU K HEKOPPEKTHON paboTe yCTpoiicTBa NAN NOTEPE AaHHbIX.

© VHdopmauma cogepxuT cnpaBoyHble AaHHble 06 1CMO/b30BAHWM YCTPOCTBA.
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2 OnwucaHve nsgenni

e HasHaueHve
e QOYHKUNK
e PyHKUMM UHTeppeiicoB
e PyHKUMKM Npy paboTe ¢ MAC-agpecamu
e DYHKUMM BTOPOro ypoBHSA ceTeBoit mogenu OSI
e PyHKUMM TPEeTbEro ypoBHs ceTeBoit mogesnin OSI
e DYHKUMM TYHHENMPOBaHWA Tpadmka
e DYHKUMM ynpaBneHusa 1 KOHPUIyprUpoBaHNS
e PYHKUMM CETEBOW 3aLLmnTbI
e OCHOBHble TEXHUYECKME XapaKTepPUCTUKN
KOHCTPYKTMBHOE NCMNOJTHEHME
o KOHCTpyKTMBHOE ucnosiHeHve ESBC-3200
e CBeTOBas MHAVKaLNSA
KomnnekT noctaBku
Myckosble Tokn ESBC-3200

2.1 Ha3HaueHue

MorpaHnYHbI KOHTposep ceccuin ESBC npefHasHavyeH oS pelleHns 3a4ay ConpsXXeHus pasHopoaHbIX
VolP-ceTeli, obecneumBas COBMECTHYHO paboTy TEPMUHASIOB C Pa3/IMYHbIMW NPOTOKO/1IaMU CUTHaUTU3aLmUmn 1
Habopamu ncnonb3yembix kogekos. Kpome Toro, 3a cuet doyHkumoHasibHocTu Firewall, NAT 1 npokcmpoBaHus
CUTHa/IbHOTo 1 MeauaTpadvka OH 3aluiiaeT KOpropaTuBHYI CETb OT arak U CKpblBaeT ee BHYTPEHHIOH
cTpykTypy. ESBC Bcerga ycraHaB/ivBaeTcs Ha rpaHuLe KoprnopaTtmsHON nnv onepatopckoi VolP-cetu n
BbINO/IHSAET Te (DYHKLUM, KOTOpble HeleniecoobpasHo Bo3naratb Ha yCTpoicTBa onepartopa (Hanpumep, rmekuii
kommMyTaTop Softswitch).

YctpoiictBa cepumn ESBC ABASOTCA BbICOKONPOW3BOANTEIbHBIMW MHOTMOLE/1IEBLIMIN CETEBbLIMU YCTPOMNCTBAMN,
KOTOpble 06beUHSIOT B cebe TpaanLUMOHHbIE ceTeBble (DYHKLMM 1 KOMMNIEKCHbI MHOTOYPOBHEBLI NOAXOA, K
6e30MacHOCTM MapLupyTmu3aLmm, 4To NO3BONSET 06ecneyunTb HaAEeXHY0 3alWunTy 415 KOprnopaTuBHON cpeapl.

YcTpoiictea nogaepxusBaroT YHKLMM MEXCEeTEBOro aKpaHa A1 3alimTbl CETU OpraHM3auny 1 CBOein ceTeBoi
NHPACTPYKTYPbI, & Takke coveTatoT B cebe HoBelne cpeacTea obecneyeHnss 6e30nacHOCTU AaHHbIX,
LWMpoBaHUS, ayTEHTUPMKALMN 1 3aLLUUTBI OT BTOPXEHWIA.

YcTpoiicTBa cofepxar B cebe cpefcTsa A1 NporpaMmMHOi 1 annapaTHo 06paboTkm AaHHbIX. 3a cyeT
ONTUMaIbHOTO pacnpefesnieHns PyHKuniA 06paboTkM AaHHbIX MeXAy YacTAMK YCTPoMCcTBa AoCTUraeTcs
MakCMMasibHas NPou3BOAUTENbHOCTb.
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2.2 ®PYHKUUU

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

2.2.1 ®dyHKUuM nHutepdeiicos

B Tabnumue 1 npuBeaeH cnncok dyHKUMin MHTepdencoB ycTponcTaa.

Tabnmua 1 — ®yHKUMM MHTEpPIENcoB YCTPONCcTBa

OnpepgeneHue
NONAPHOCTHU
noAaKoYeHus
Kabens

(Auto MDI/MDIX)

Moppepxka
oGpartHoro
[aBneHnA
(Back pressure)

ArpernposaHue
KaHanos

(LAG, Link
aggregation)

ABTOMaTM4YecKoe onpegenieHne Tuna kabens — NepekpecTHblii kabesb Unn kabenb NPSIMOro
NOAK/THOYUEHNS.

¢ MDI (Medium Dependent Interface — npsimoi1) — ctaHgapT ka6eneit Ans NoAKIYEHUSs
OKOHEYHbIX YCTPOWCTB;

¢ MDIX (Medium Dependent Interface with Crossover — nepekpecTHbIi1) — cTaHAapT kabenei
N5 NOAK/TIOYEHUS KOHLEHTPATOPOB U KOMMYTATOPOB.

MeTog 06paTHOro AaB/EHNS UCMO/b3YETCA HA NOYAYN/IEKCHBIX COEAMHEHUAX A5
perynmpoBaHunisi NoToKa AaHHbIX OT BCTPEYHOr0 YCTPOWCTBA NMyTEM CO3[aHus Konu3nii. MeTtog,
no3Bo/IAET n3Gexatb nepenonHeHus 6ydepHoii NamsTh yCTPOCTBA U NOTEpPU JaHHbIX.

ArperupoBaHve (06beAVHEHNE) KaHAIOB MO3BOJIAET YBE/IMUUTL MPOMYCKHYIO CMOCOGHOCTL
KaHasia CBSI3V 1 MOBbLICUTb €50 HaleXXHOCTb.

MorpaHnyHbI KOHTPOIEP Ceccuii NOAAEPXKMBAET CTaTUYECKOe U AUHaMUYecKoe arpernposaHve
KaHas10B.

Mpu guHaMMYeckom arpermpoBaHm UCnosb3yeTcs NpoTokos LACP gns ynpaBneHus rpynnoi
KaHas0B.

2.2.2 PyHKuum npu padote ¢ MAC-agpecamu

B Tabnvue 2 npmBeaeHbl yHKUMK YCTpoKicTBa npu paboTte ¢ MAC-agpecamu.

Tabnuua 2 — ®yHkymm padotbl ¢ MAC-agpecamu

Ta6nuya MAC-
agpecoB

Pexxum oGyueHuns

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTcTBrE Mexay MAC-agpecamn n nHtepdeiicamu
YCTPOICTBA W UCMNOSb3yeTCH AN MapLUpyTU3aLmn NakeToB AaHHbIX. MorpaHnyHble KOHTPOoIepsI
ceccuii MerT Tabnuiy emkocTbio 10 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHsblie MAC-
agpeca A1s Mcnosib30BaHUs CUCTEMOIA.

MAC-Tabnuua MOXeT cogepxaTb MO0 cTaTnyeckne agpeca, MMbo agpeca, N3yvyeHHble npu
MPOXOXAEHNMN NAaKeTOB AaHHbIX Yepe3 YCTPOCTBO.

M3yyeHme npoucxogut 3a cyeT peructpaunm MAC-agpecoB oTnpaBuTesien NakeToB C NPUBA3KOIA
nx Kk noptam n VLAN. Bnocneacrsumn 3T AaHHble UCMNO/b3YIOTCA 4718 MapLupyTusauum
BCTPEUHbIX NakeToB. Bpemsa xpaHeHus 3apernctpuposaHHbix MAC-afpecoB orpaHnyeHo, ero
NPOAO/MKUTESNTBHOCTb MOXET HacTpanBaTbCs agMUHUCTPATOPOM.

Ecnn MAC-agpec nony4yatesnisi, ykazaHHblii B NPUHSATOM YCTPOCTBOM NakeTe, OTCYTCTBYET B
Tabnuue, To Takol NnakeT OTNPaB/sIETCs Aaslee Kak LUMPOKOBeLLLaTe bHbIV B Nnpegenax L2-
CcermeHTa CeTw.
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2.2.3 ®PyHKUUM BTOPOro ypoBHSA ceTteBoii mogenu OSI

B Tabnuue 3 npueaeHbl PYHKLMN N1 0CO6EHHOCTN BTOPOTro YPOBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnncaHve yHKLKMiA BTOporo ypoBHs (ypoBeHb 2 OSI)

Noapepxka VLAN

MpoTtokon
CBAI3YIOLLErO
AepeBa
(Spanning Tree
Protocol)

VLAN (Virtual Local Area Network) — 370 cpeAcTBO pa3fenieHnsi CET Ha U30/IMPOBaHHbIE
cermeHTbl Ha ypoBHe L2. Vicnonb3oBaHue VLAN no3BonsieT noBbICUTb YCTONYMBOCTbL PaboThl
KPYNHbIX CeTell 3a cHeT AeneHns ux Ha 6os1ee Menkme cetu, M30/IMpPoBaTh Pa3HOPOAHbLIA Tpadmk
JaHHbIX MexXay co60oli 1 pelwmnTb MHOTUe Apyrue 3agadn.

MorpaHuYHbIE KOHTPOJIIEPbI CECCUIA NOAAEPXMBAIOT pas/inyHble cnocobbl opraHnsaumm VLAN:

¢ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTcTBMM € IEEE 802.1Q;
¢ VLAN Ha 6a3e noptoB ycTpolicTea (port-based);
¢ VLAN Ha 6a3e 1cnosib3oBaHusi npaBu/ Knaccudomkaumm aaHHbix (policy-based).

3apgauveii npoTtokona Spanning Tree siBNSIeTCA NCKHOYEHNE N3ObITOUYHBIX CETEBbIX COEAVHEHWIA 1
npuBeAeHNE TOMOOTUN CETU K ApeBOBUAHON. OCHOBHbIE NPYMEHEHUSI NPOTOKO/1Aa CBA3aHbI C
npeaoTBpaLLeHNEM 3aUUK/IMBaHWSA CETEBONO Tpadiuka 1 ¢ opraHn3auueil pe3epBHbIX KaHa/I0B
CBSA3N.

2.2.4 ®DyHKUMU TPeTbero ypoBHs ceTeBoii mogenu OSI

B Tabnuue 4 npueeaeHbl PYHKLUMN TpeTbero ypoBHs (ypoBeHb 3 OSI).

Ta6nmua 4 — OnucaHve dyHKUMi TpeTbero ypoBHs (Layer 3)

Cratnueckue IP-
MapLupyTbl

AuHamunyeckas
MapupyTusaumsa

Ta6nuuya ARP

Knnent DHCP

AAMUHUCTPATOP MOrPaHNYHOrO KOHTPOJ/IepPa CECCUIA MMEET BO3MOXHOCTb [106aBNATb U yAaNsiTh
cTatuyeckue 3anucy B Tabnuly MapLupyTr3aLmm.

MpPOTOKONbI AUHAMUYECKON MapLUpPyTMU3aLMN NO3BOAIOT YCTPOCTBY 06MEHUBATLCS
MapLLPYTHOI MHd)opMaLMen C coCeaHUMN NOrPaHNYHbIMU KOHTPOI/1IEpaMn CECCUiA U
aBTOMAaTUYECKM COCTaBNATL TabNULYy MapLUPYTOB.

MorpaHnyHbI KOHTPOIIEP CECCUIA NOAAEPXKMBAET criegytowme npoTtokosbl: RIPv2, RIPng,
OSPFv2, OSPFv3, IS-IS, BGP.

ARP (Address Resolution Protocol) — npoTokon Ans BbiSCHEHUSI COOTBETCTBUSA aApecoB CETEBOIO
N KaHas/IbHOro ypoBHe. Tabnuua ARP cogepxuT nidopmanmio 06 n3y4eHHOM COOTBETCTBUN.

CooTBeTCTBUE YCTaHaBNIMBAETCA HA OCHOBE aHa/IM3a OTBETOB OT CETEBbIX YCTpOVICTB, aipeca
yCTpOI\/JICTB 3anpawmearoTcAa C NOMOLLLIO LLMPOKOoBELWaTETbHbLIX NaKeTOoB.

MpoTokon DHCP (Dynamic Host Configuration Protocol) gaéT BO3MOXHOCTb aBTOMaTWU3NPOBaTh
ynpaBsfieHne ceTeBbIMW YCTPONCTBaAMU.

KnueHnt DHCP no3BossieT norpaHu4yHoOMy KOHTPOJI/Iepy Ceccuii noslydyaTb CETEBOI aapec
[onNoNHUTE bHbIE NapameTpbl OT BHelHero DHCP-cepeepa. Kak npaBuio, aToT cnocob
1cnonb3yeTcs A8 NOMyYeHrs CETEBbLIX HACTPOeK onepaTtopa ny6an4Holi cet (WAN).

12



Cepsep DHCP

DHCP Relay

TpaHcnauus
ceTeBbIX afipecoB
(NAT, Network
Address
Translation)

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Cepsep DHCP npepHa3HayeH a1a asTomMmatmsauum n LeHTpanmnsauum KoHhurypuposaHms
ceTeBbIX YCTPOWCTB.

PasmeleHne DHCP-cepBepa Ha norpaHM4HOM KOHTPO/I/IEPE CECCUIT NO3BOMSET NOYYNUTb
3aKOHYEHHOE peLleHre 418 NOALEPXKKN JTOKasTbHON CeTu.

DHCP-cepBep, BXoZsLwWuMIA B COCTaB MOrPaHMYHOIO KOHTPO/IIepa CECCUIA, MO3BO/ISIET Ha3HavaTb
IP-agpeca ceTeBbIM YCTPOIiCTBaM 1 NepeAaBatb AOMNONHUTESbHbIE CETEBbIE NapamMeTpbl —
ajipeca cepBepos, afpeca L30B8 CETU U Apyrie HeobxoanMble napaMeTpbl.

®yHkuma DHCP Relay npegHa3sHaueHa g/1a nepeHanpasnieHns wmpokosewaresibHbix DHCP
Discover-nakeToB M3 OHOrO LUMPOKOBELLIATEIbHOTO AOMeHa B ofiHoaapecHble (unicast) DHCP
Discover-nakeTbl B 4pyrom LLUMPOKOBELLATE/TbBHOM JOMEHE.

TpaHcnsAuus ceTeBbIX aApPecoB — 3TO MEXaHU3M, KOTOPbI N03Bo/ISeT Npeobpa3oBbiBaTh IP-
ajpeca 1 HoMepa NopToB TPAH3UTHBLIX NAKETOB.

®yHkuna NAT nossonisieT UCnonb3oBaTh MeHbLLEee KonnyecTso |IP-agpecos, TpaHcavpys
HecKosbKo IP-agpecoB BHYTpPEHHEl ceTu B 0AMH BHELUHWA Ny6nyHbIi IP-agpec. icnonb3oBaHne
NAT no3BosnsieT yBe/IMunTb 3aLMLLEHHOCTb NTOKASIbHOM CETU 38 CUET CKPbITUA €€ BHYTPEHHEN

CTPYKTYPbI.
MorpaHnyHble KOHTPOIEPBI CECCUIT MOAAEPXNBAIOT cneaytowme BapnaHTol NAT:

o Source NAT (SNAT) — BbINo/nHAETCSA 3aMeHa afpeca, a Takke HoMepa NopTa UCTOUYHMKA Npu
NPOX0XAEeHNM NakeTa B OHY CTOPOHY 1 06paTHOl 3aMeHe agpeca HasHauyeHnsi B OTBETHOM
nakeTe;

« Destination NAT (DNAT) - korga o6pallleH1st U3BHEe TPaHCNPYIOTCSA NOrpaHUYHbIM
KOHTPO/1/1IEPOM CECCUIA Ha KOMMbIOTEP NOJIb30BATE/S B NTOKASIbHON CETU, UMEIOLLNIA
BHYTPEHHWIA agpec 1 NoToMYy HeAOCTYMHbIN N3BHE CeTu HernocpeacTBeHHO (6e3 NAT).

2.2.5 ®PyHKUUM TYHHENUpPOBaHUA Tpaduka

Tabnmua 5 — OyHKUMM TyHHeIMpoBaHust Tpadmka

MpoTtokonbl TYHHe TyHHeNMpoBaHue — 3To cnocob npeo6pa3OBava NakeToB AaHHbIX NPpuU nepeanaye nx no ceTu,

nupoBsaHus

npy KOTOPOM NPOMCXOAMT 3aMeHa, MoaudmKaLums nnmn gobasneHne HOBOrO CETEBOIO 3arosoBka
nakeTta. Takoli cnoco6 MOXET 6bITb UCMOMb30BaH AJ151 COr/lacoBaHMsl TPAHCMNOPTHbIX NPOTOKO/10B
MNPV NMPOXOXAEHNN AaHHbIX Yepe3 TPAH3UTHYIO CeTb, AJ151 CO3A4aHNA 3alUMLLEHHbIX COEANHEHWN,
MNPV KOTOPbIX TYHHENMPOBaHHbIE AaHHbIe NOABEPralTCs WMPOBaHNIO.

MorpaHnyHbIe KOHTPOIepPbl CeCCUii NoAAEPXKMBAIOT C/ieaytoLine BUbl TyHHenei:

¢ GRE - uHkancynsaums IP-naketa/Ethernet-kagpa B gpyroii IP-naket ¢ go6asneHnem GRE
(General Routing Encapsulation)-3arosioBka;

IPv4-IPv4 — TyHHE b, NCNOb3YOLWMIA MHKaNCyNnsAaumo ncxogHbix IP-naketos B IP-nakeTbl €
ApyrMMmuy ceTeBbiMU NapameTpamy;

L2TPv3 - TyHHenb anda nepefaun L2-Tpadmka ¢ nomoulbto IP-nakeTos;

IPsec — TyHHenb ¢ WudpoBaHueM nepefaBaeMbIiX AaHHbIX;

L2TP, PPTP, PPPoE, OpenVPN, WireGuard — TyHHEN®, UCNonb3yoLwuecs A5 opraHmsanmm
y[a/IeHHOro foCTyna KneHT-cepsep.
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2.2.6 PyHKUMU ynpaBreHns N KoHUurypmposaHus

Tabnvua 6 — OCHOBHble (PYHKUUKN yNpaBieHUA U KOHpUrypuposaHus

3arpyska u
BbIrpy3ka cpaiina
HaCTPOWKN

NHtepdeiic
KOMaHAHOM
ctpoku (CLI)

Syslog

CeteBble
YTUNUTBI
ping, traceroute

YnpaBneHue
KOHTPOINPYEMbIM
[ocTynom -
YPOBHU
npuBuiernii

AyTteHTuUdukayma

CepBep SSH/
cepsep Telnet

ABTOMaTU4yeckoe
BOCCTaHOB/IEHNEe
KOHdurypaymum

MapameTpbl yCTPOICTBA COXPaHATCA B ddaii/ie HaCTPOIiKN, KOTOPbIV COAEPXKUT AaHHbIE
KOHthurypaumm Kkak Bceii cMCcTeMbl B LiesIOM, Tak U onpeAenieHHoro nopra ycrpoictea. [Ans
nepegaun haiinoB MOryT ncnosib3oBartbcs NpoTokonbl TFTP, FTP, SCP.

YnpasneHue nocpenctsom CLI ocylecTBnseTcs NoKasibHO Yepes noc/iefoBaTe bHbliA NopT
RS-232 nn6o ypaneHHo yepes Telnet, SSH. UHTepdeiic komaHaHoI cTpoku koHconm (CLI)
ABNAETCA NPOMbILNIEHHbIM cTaHgapToM. iHTepnpeTtaTtop CLI npegocTasniseT cnmcok kKomaHz u
K/IOYEBbLIX CMOB /15 NOMOLLM MONb30BaTENIO Y COKPALLEHNI0 06beMa BBOANMbIX AaHHbIX.

MpoTtokon Syslog o6ecneunBaeT nepegavy MHHOPMALMOHHBIX COOGLLEHNI O MPOUCXOAALLMX B
cucTemMe CobbITUAX U BEAEHME XypHaIa COGbITUA.

YTunutel ping v traceroute — npegHasHaveHb! 4718 NPOBEPKU AOCTYNHOCTY CETEBbIX YCTPOUCTB U
LNs1 onpefenenust MapLIpyToB nepejayun AaHHbIX B IP-ceTax.

MorpaHnyHble KOHTPONEPbI CECCUIT NOAAEPXKUBAIOT YpaB/ieHne ypoBHEM JOCTyna
Nosib30BaTesien K cucTeme. YpOBHM AOCTyna No3BO/IAKT YNpaBasaTe 30HaMW OTBETCTBEHHOCTM
a4MVHUCTPATOPOB YCTPOICTB. YPOBHM AOCTyna HymepytoTcs oT 1 o 15, ypoBeHb 15
COOTBETCTBYET NOJIHOMY AOCTYMNY K yNpaB/IEHNI0 YCTPOACTBOM.

AyTeHTUMKaLuuUs — 3TO NpoLeaypa NPoBepPKY NOA/IMHHOCTM No/b3oBaTens. MNorpaHnyHble
KOHTPO/I/IEPBI CECCUIT NOAAEPKUBAIOT CliedytoWwne MeTobl ayTEHTUDMKALWK:

* JlIOKa/bHas — oNs ayTeHTudmKaLmMm NCcnonb3yeTcs sIokanibHas 6a3a AaHHbIX NoNb3oBaTenel,
XpaHsaLLaacsa Ha caMoM YCTPOWCTBE;

e rpynnosas — 6a3a AaHHbIX Nob30BaTeNell XpaHUTCs Ha cepeepe ayTeHTudukauun. ans
B3aMMOAENCTBUSA C CEPBEPOM Mcnosb3yroTcsa npoTtokossl RADIUS n TACACS.

®yHKUMM cepBepa SSH 1 Telnet No3BONSIOT YCTAHOBUTL COEAUHEHME C YCTPOWCTBOM ANs
yNpasneHnsi UM,

YCTpOICTBO NoaAepXUBaeT aBTOMATUUYECKYIO CUCTEMY BOCCTaHOB/IEHMS KOHAUTYypaLum, KoTopas
npeaoTBpaLlaeT CUTyaLumn noTepy yaasieHHoro AocTyna K yCTPOCTBY NOC/e CMEHbI
KoHdpurypaumu. Ecnv B TeYeHre 3ajaHHOro BPEMEHU Noc/e N3MeHeHUst KOHUrypaumy He 6bIno
BBE/IEHO NOATBEPXAEHVE — MPOU30IAET aBTOMATUYECKNIA OTKAT KOHMrypauum 1o
npeablAyLLero UCnosib30BaBLIEroCcs COCTOSHUS.
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2.2.7 ®PyHKUUM ceTeBOI 3alUTbI

B Tabnvue 7 npuBeaeHbl PYHKLUMM CETEBOW 3aLUMThI, BbINOSIHAEMbIE YCTPONCTBOM.

Tabnuua 7 — OYHKLMM CETEeBOW 3aLnThbl
30HBbI Bce nHTepdeicbl NOrpaHNYHOro KOHTPOJ/1/Iepa CECCUIl pacnpenensoTcs o 30Ham
6e3onacHocTu 6e3onacHocTu.

N5 Kaxxaoi napbl 30H HACTpavBaloTCA Npaswa, onpeaensaioLle BO3MOXHOCTb UK
HEBO3MOXHOCTb NMPOXOX/AEHNSA AAHHLIX MEX/Y 30Hamu, Npasuia punbTpaLMmn Tpaduka AaHHbIX.

dunbTpayus [Jnsi Kakaoi napbl 30H 6e30MaCHOCTW COCTaBASIETCS HABOP NPaBUS1, KOTOPLIE NO3BOJISHOT
OaHHbIX ynpaenaTb puibTpaumeit JaHHbIX, TPOXOASALIMX Yepes NorpaHnyHble KOHTPO/IIEPbLI CECCUIA.

KomaHaHbIi MHTepdieiic ycTpoiicTBa NPeaoCcTaBNsAeT cpeAcTBa A/ AeTa/lbHO HAaCTPOMNKM
npaswa Knaccugukaumm Tpaduka n ons HasHadyeHns pesysibTUPYIOLWEro peLleHns 0 NPonycke
Tpaduka.
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2.3 OCHOBHble TeXHN4YeckKue XapakKTepucTukum

OCHOBHbIe TEXHUYECKME NapaMeTpbl NorpaHNYHoro KoHTponnepa ceccuin ESBC-3200 npuseaeHsl B Tabnvue

8.

Tabnvua 8 — OCHOBHble TexXHUYecKne xapakrepuctmkun ESBC-3200

O6wue napaveTpbl

WHTepdpeiichl

Tunbl ONTUYECKUX TPaHCUBEPOB

[JynnekcHblii 1 NoNyAyneKCHbIi
pPeXnmMbl MHTEPGIENCOB

CKopoCTb Nepegayn gaHHbIX
KonunuectBo VPN-TyHHenemn

KoNnyecTBo cTaTUyeckux
MapLLpyTOB

MakcumasibHOe KOMYecTBo
KOHKYPEHTHbIX Ceccuii

Ta6nunua VLAN

KonunuecTtBo mapwpyTtos BGPv4/
BGPv6

KonunuecTso MaplLpyToB
OSPFv2/0SPFv3/IS-IS

KonunuecTtso mapLupyTos RIP/
RIPng

Pa3mep 6a3bl FIB
VRF

Konunuectso L3-uHtepdelicos

12 x T000BASE-X/10GBASE-R/25GBASE-R
1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x MopTt O0OB

1xUSB2.0

1 x Cnot gna microSD-kapThbl

T1000BASE-X SFP
TOGBASE-R SFP+
25GBASE-R SFP28

o [YNSIEKCHbIM 1 NOAYAYNNEKCHbIA PEXMUMBI 4151 3NEKTPUUHECKUX NOPTOB
e [IyNNEKCHbIA PeXnM AN ONTUYECKKX NOPTOB

e onTuyeckme nHtepdpeiicol 1/10/25 rémt/c
500

11k

8,5M

4094

5M

500k

10k

1,7M
32

4000
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CooTBeTCTBME CTaHgapTam

YnpaBneHue

JlokanbHoe ynpasieHue

YpaneHHoe ynpasneHue

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u TO0BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3cc 25GBASE-LR Ethernet

IEEE 802.3by 25GBASE-SR Ethernet

ANSI/IEEE 802.3 aBTOONpeaeneHne CKopocTu
IEEE 802.3x KOHTPO/1b MOTOKOB Aa@HHbIX

IEEE 802.3ad 06beanHeHne kaHanos LACP

IEEE 802.1Q BupTyasnbHble nokanbHble cetnn VLAN
IEEE 802.1v, IEEE 802.3ac, IEEE 802.3ae, IEEE 802.1D, IEEE 802.1w, IEEE 802.1s

CLI

Telnet, SSH

DdUsnUecKne XapakTepPUCTUKN 1 YC/IOBUA OKpYXXatoLeil cpeabl

MakcumanbHasa noTpebnsiemas
MOLLIHOCTb

Macca

Fa6apuTHbIE pasmepsl
(WxBxT)

ViHTepBan paboumx TemnepaTyp

WHTepBan TemnepaTypsbi
XpaHeHus

OTHOCUTE/IbHASA B/IAXXHOCTb NP
akcnnyaTaumm (6e3
06pas3oBaHuNsa KoHAEHcaTa)

CeTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
CeTb NOCTOSIHHOTO TOKa: 36—72 B
BapuaHTbl NUTaHNS:

e OJMH UCTOYHVK NUTAHUS MOCTOSHHOTO UM MEPEMEHHOTO TOKa;
e [1Ba MCTOYHMKA NUTAHNA NOCTOSIHHOTO WX NEPEMEHHOIO TOKa C BO3MOXHOCTbIO
ropsivyei 3aMeHsl.

118 BT

53 Kr

430 x 44 x 330 Mm

oT-10 go +45 °C

oT-40 go +70 °C

He 6oniee 80 %
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ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OTHOcuTebHasA BNaxHocTb Npu o1 10 4o 95 %
XpaHeHun (6e3 o6pa3oBaHus
KOHAEeHcaTa)

CpokK cnyxo6bl He meHee 15 neT

2.4 KOHCTPYKTMBHOE UCMNOJ/IHEHUE

B AaHHOM pasfesnie onuMcaHo KOHCTPYKTMBHOE UCMO/IHEHME yCcTpoiicTBa. MNpeacTaBieHbl N306paKeHus
nepefHei, 3aaHeli 1 60KOBbIX NaHesneli ycTpoiicTBa. OnMcaHbl pasbeMbl, CBETOANOAHbIE MHANKATOPbI 1
opraHbl ynpasnieHusl.

2.4.1 KoHcTpyKTUBHOE ncnosiHeHme ESBC-3200

YCTPOWCTBO BbINO/IHEHO B METa/I/IMYECKOM KOPMNyCe C BO3MOXHOCTbIO YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTa
Kopnyca 1U.

MepepHAa naHenb yctponcTea ESBC-3200
BHewHwuin Bug, nepegHeli naHenn ESBC-3200 nokasaH Ha pucyHke 1.

— T = ———

O S AetTex ssacano § S S S S S S BB O
e
7| ©
()

O _ S e

PucyHok 1 — MNMepepaHss naHens ESBC-3200

Ta6nuua 9 — OnucaHve pasbLEMOB, UHAMKATOPOB 1 OpraHoB yrpaB/ieHns nepeaHeit naHenn ESBC-3200

Ne 3nemeHT nepegHein OnucaHue

naHenu
1 Status ViHamKaTop TeKyLero COCTOSHNS YCTPOACTBA.
Alarm NHAavkaTop Hamumsa 1 ypoBHSi aBapuu yCTPONCTBA.
User NHavkaTop, ucnonb3yowmiics oas nosib3oBaTes/IbCkUX CLeHapueB, KOTOPbIe MOXHO
HasHauuTb B peXxrMe KOH(UIypupoBaHns yCTponcTBa.
Flash VHgukaTop akTMBHOCTM 0BMEHa ¢ HakonuTesieM gaHHbix — microSD-kaptoi nnmn USB
Flash.
Power NHavkaTop nutaHusa ycTpoiicTea.
Master NHaykaTop pa6oTbl ycTpolicTBa B failover-pexumMax (He ncnonb3yeTtcs B TEKyLLEl
BEPCUN).
Fan NHavkaTop aBapuv BEHTUNATOPOB.
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Ne

3nemeHT nepepHeii
naHenu

RPS

00B

Console
microSD
USB1

[1..12]

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OnucaHue

MHauKaTop pe3epBHOro NCTOYHMKA 3NEKTPONUTaHuS.

dYHKLMOHa/IbHAsA KHOMKa A151 Nepe3arpy3ku ycTpoiicTea 1 cbpoca k 3aBOACKUM
HacTpolikam:

o NpU yaepXaHUn KHonkn MeHee 10 cekyHA, NPOMCXOAMT nepesarpy3ka yCTponcTBa;
e NpuV yaepxaHun kHonkn 6onee 10 cekyHA NpoucxoamT nepesarpyska yCTpoicTea 1
cbpocC K 3aBOACKNM HACTPOWKaM.
Ethernet-nopT ncnonb3yeTcs TONbKO AN 0GHOB/IEHNSI NPOrPamMMHOro obecneyeHus

yepes3 BTOPUUHBIIi 3arpy3umk U-Boot. JaHHbIi NOpPT He UCNofb3yeTcs ANs yAaneHHoro
[0CTYyNa 1 ynpasfeHuns.

[JaHHbIN MHTepdieiic He MOXET y4acTBOBaTb B MapLUpyTU3aLMU TPaH3UTHOTO Tpadhnka.
KoHCo/bHbI nopT RS-232 (RJ-45) Ana NokasbHOro ynpasieHusl yCTPOCTBOM.

Pasbem Ans ycraHoBku microSD-kapT namaTtu.

MopT USB 2.0 ansa noakntoueHnss USB-ycTpoiicTs.

Cnotbl gnsA ycraHoBku TpaHcusepoB 25G SFP28/10G SFP+/1G SFP.
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3agHAA naHenb ycTpoiictBa ESBC-3200
BHewHwuiA Bug, 3agHein naHenn ESBC-3200 npuBeeH Ha pUcyHke 2.

O e

100-240V~ [
50-60 Hz

1 4
PucyHok 2 — 3agHaa naHens ESBC-3200
Ta6nuua 10 — OnucaHme pa3beMoB 3aaHel naHenn ESBC-3200
Ne OnucaHue
1 OCHOBHOI1 UICTOYHWK NUTaHNS.
2 Knemma gnsi 3a3emseHunst ycTpoicTea.
3 CbeMHbIe BEHTUSILMOHHbIE MOAY/IM C BO3MOXHOCTbIO rOpsiYeil 3aMeHbI.
4 MecTto 014 YCTaHOBKU PE3EPBHOIN0 MCTOYHKMKA NUTaHUA.
BokoBble naHenu yctpoiictea ESBC-3200
BHeLwHWiA B, 60KOBbIX NaHesiell NpuBeLeH Ha PUCYHKax HUXe.
| ® © ® ®
[ ] ( J gogogogogogogogogmgomg@gogogogogogogo
000PHPOOOOV00
| ® © ® ® ®
PucyHok 3 — MNpaBas 6okoBasi naHesib ESBC-3200
® [ © @ |
jseen ( )
99O000000SSHS
® ® (O] © ® |

PucyHok 4 — JleBast 6okoBas naHesib ESBC-3200

Ha 60KOoBbIX NaHeNsX yCTPOCTBA PACNO/IOXKEHbI BEHTUISILMOHHbIE PELLETKM, KOTOPbIE CAYyXaT AN1s 0TBoAa
Tenna. He 3akpbiBaiiTe BEHTUNSLMOHHbIE OTBEPCTUS MOCTOPOHHUMM NpeaMeTamu. OTO MOXET NPUBECTM K
neperpeBy KOMMOHEHTOB YCTPOICTBA U Bbl3BaTb HapYLLEHWS B €70 paboTe. PekoMeHAaumm no ycTaHOBKe
YCTPOICTBa PacrnosioxXeHbl B pa3gesnie YCcTaHoBKa Vi NOAKTHYEHNE.
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2.4.2 CeetoBasi nHguKauusa

CeeToBas nHgukauua ESBC-3200

ESBC-3200, vESBC. PykoBoACTBO M0 3KcnyaTaumum

CocTtosiHme uHtepdeicos Ethernet oTob6paxaeTcst AByMsi cBeToANOAHbIMU HAMKaTopamu — LINK/ACT
3esieHoro useta n SPEED aHTapHoro useta. PacnosioxeHne cBeTOAMOAHbIX UHONKATOPOB MHTepdelicoB
NnoKasaHO HMXe Ha puUCyHKax 5 1 6. 3HaueHns CBeTOBOW MHAMKaLUMN onncaHbl B Tabnnuax 11 mn 12

COOTBETCTBEHHO.

LINK/ACT SPEED

W —

(LU

PucyHok 5 — PacnonoxeHne nHankatopos pasbema RJ-45

]

LINK/ACT SPEED

PucyHok 6 — PacnonoxeHne nHamkatopoB coctosiHns SFP/SFP+/SFP28-nHtepdelicoB

Ta6nuua 11 — CeeToBas nHAMKaunsa coctosiHmsa RJ-45 nHtepdeicos

CBeueHue nHgukaropa
SPEED
BbikntoueH

BbikntoueH

rOpI/IT NOCTOAHHO AHTAPHbLIM

CseueHune nHgukatopa LINK/

ACT

BbikntoveH

"OpUT NOCTOAHHO 3€/1EHbLIM

FoOpuT NOCTOAHHO 3€/1EHbIM

Muraet

CocTtosiHue nHtepdeiica Ethernet
MopT BBIK/IIOYEH MW COeAMHEHNE He
YCTaHOB/EHO.

YcTaHOBMEHO coeanHeHne Ha ckopocTn 10 nam
100 MéwurT/c.

YCTaHOBMEHO COEAUHEHME Ha CKOPOCTM
1000 MoéwuTt/c.

VpoeT nepegava AaHHbIX.
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Tabnuua 12 — CeeToBas nHAMKauns coctosiHusa coctossHma SFP/SFP+/SFP28-nHtepdelicos

CBeueHue nHgukaropa CBeueHue nHaukaropa LINK/
SPEED ACT

BbikntoueH BbikntoueH

BbikntoueH fOpUT NOCTOSAHHO 3€/1EHbIM

[[OpUT NOCTOAHHO AHTAPHbLIM  [OPUT NOCTOAHHO 3€NEHbLIM

X Mwuraet

CocTtosiHue uHtepdeiica Ethernet

MopT BbIK/HOYEH NN COEAMNHEHNE HE YCTAHOB/IEHO.
YcTaHoBNEHO coeguHeHne Ha ckopocTu 1 Feut/c.
YcTaHOBNEHO coeAnHeHne Ha ckopocTun 10 Feut/c.

NaoeT nepefava gaHHbIX.

B cnepgyowein Tabnvue npuBeaeHo onncaHme COCTOSAHUI CUCTEMHbIX UHANKATOPOB YCTPOMCTBA U NX

3HAYEHUIA.

Tabnunua 13 — COCTOAHMA CUCTEMHbIX MHANKATOPOB

HasBaHue DYHKUUSA nHOMKaTopa

uHAuKaTop

a

Status MHaukaTop TekyLero CocToAHUA
yCTpolicTBa.

Alarm NHAavkaTop Hamums 1 ypoBHS
aBapun yCTponcTBa.

User MHaukaTop nonb3oBaTeNbCKUX
cLeHapues.

Flash WHpukaTop akTMBHOCTM 06MeHa
C HakonuTesieM gaHHbIX: SD-
kapToi unm USB Flash.

Power WHpukaTop nutaHms
yCTpolicTBa.

Master ViHankaTop paboTbl yCTpoiicTBa
B failover-pexxumax.

Fan CocTosiHne BeHTUNATOPA

oXnaxaeHus.

CocTtosiHue
MHOUKaTopa

3eneHbli

Muraet
3e/1eHbIM

3eneHbli

3eneHbli

KpacHbiii

BbiktoveH

Bbiknto4veH

CocTosiHue ycTpoiicTBa

YCTpoiicTBO pa6oTaeT HOpMaslbHO.

YCTPONCTBO HAaxXoAUTCS B COCTOSIHMM 3arpy3ku M0O.

BbIinosHEHWE onepaumii YTeHWs/3anmcy no KoMaHae
«COpy»,

MuTaHne ycTpolicTBa B Hopme. OCHOBHOW UCTOYHVK
MUTaHWUs, EC/IM OH YCTaHOB/IEH, paboTaeT
HOpMaJsIbHO.

HepaboTocnoco6HOCTL OCHOBHOIO UCTOYHMKA
NUTaHWs, aBapust UIN OTCYTCTBUE NEPBUYHO CETU.

OTKa3 BHYTPEHHUX UCTOYHUKOB MUTaHMUS
yCTpolicTBa.

Bce BEHTMNATOPLI UCNpaBHbI.
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HasBaHue DYHKUUSA nHOMKaTopa CocTtosiHue CocTosiHue ycTpoiicTBa
nHAuKaTop MHAMKaTopa
a
KpacHbiii OTka3 ogHoro unun 6onee BEHTUASATOPOB. MNpUUYNHOIA

BO3HWKHOBEHWS aBapun MOXeT 6bITb
HepaboTOCNOCOOHOCTb XOTS Gbl OAHOIO M3
BEHTW/IAATOPOB — OCTAHOBKA WM NOHWXKEHHAs
yacToTa 060pOTOB.

RPS Pexunm paboTbl pe3epBHOro 3eneHbii Pe3epBHbIii NICTOYHUK YCTAHOB/IEH M UCMPABEH.
NCTOYHUKA MUTaHUS.
BbikntoyeH Pe3epBHblii ICTOYHUK HE YCTAHOB/EH.
KpacHbiii OTcyTCTBME NEPBUYHOIO NMTAHUSI PE3EPBHOTO

MCTOYHMKa 1in ero HemcnpaBHOCTb.

2.5 KomnnekT noctaBKu
B 6a308BblIli komnnekT noctaskm ESBC-3200 BxoasT:

e norpaHnyHbIi KOHTponnep ceccuin ESBC-3200;

® KOHCO/IbHbI Kabenb;

e KOMMNEKT AN51 KpeNnsieHns yCcTpoicTea B CToiiky 19
e cepTudUnKaT COOTBETCTBUS;

e Nacnopr,

e [lOKyMeHTaums (onuMoHanbHo);

e NamsTKa 0 JOKYMeHTauum.

Mo 3akasy nokynatens ana ESBC-3200 B KOMN/IEKT NOCTABKM MOXET ObITb BK/IHOYEH MOAY/1b NMUTAHNSA
(PM160-220/12 nnn PM160-48/12).

Mo 3aka3y nokynaresis B KOMIMJIEKT MOCTaBKM MOryT ObITb Bk/I0YeHbl SFP/SFP+-TpaHcrBepsl.

2.6 NyckoBble Tokn ESBC-3200

HaumeHoBaHue B XapakTepucTuka nyCKOBOro Toka B paMkax j1a6. TeCToB
NMukoBoe 3HauveHue, A ANuTenbHOCTb, MC

PM160-220/12 40 4

PM160-220/12 rev.B 50 8

PM160-220/12 rev.C 50 8

PM160-220/12 rev.D (onbiTHas) 27 5

PM160-48/12 DC 250 npu Vin =72 B, 0.2 npu Vin =72 B,
180 npu Vin =48 B 0.22 npnVin=48B
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3 YcTaHoBKa 1 nogkitoyeHmne

e YCTaHOBKa yCTpOICTBA B CTOMKY
YcTtaHoBka Mmogynei nuTaHns
MopxnoyeHne nuTatoLei cetu
e YcTaHoBKa 1 yganeHue SFP-TpaHcnBepos
e YCTaHOBKa TpaHcuBepa
e YjasieHne TpaHcuBepa
e MoaknoyveHne K VESBC

B gaHHOM pasgersie onuncaHbl NpoLeaypbl YCTAHOBKM NOrPaHUYHOrO KOHTPO/I/1epa ceccuii B CTOWKY U
NOAK/OYEHNA K NUTAlOLLIEI CeTn.

3.1 YcTtaHOBKa yCTPOMUCTBA B CTOWKY
[ns ycTaHOBKM YCTPONCTBA B CTOMKY:

1. BblibepuTe HE06X0AMMOE NOJOXEHNE KPOHLUTelHa (pUcyHOK 7). COBMECTUTE YeTbipe OTBEPCTUS
KPOHLUTEHA C YeTblpbMs OTBEPCTUAMU Ha 6OKOBOM NaHenn yctpoictea. C NOMOLLbI0 OTBEPTKU
NPUKPennTe KPOHLUTEH BUHTaMM K KOpMycCy.

2. MosTopuTe war 1 4na gpyroi 60KOBOM NaHenn ycTpoincTaa.

3. CoBmecCTUTE OTBEPCTUA KPOHLUTEHOB C OTBEPCTUSAMM Ha NepeHUX BePTUKa/IbHbIX HanpaBAsoLLmX
CTOMKW. Vicnonb3yiiTe 0TBEPCTUSA B HANpaB/iAoLWmMX Ha O4HOM YPOBHE C 06enX CTOPOH CTOMKK, ANS TOro
4TOOGbI YCTPONCTBO pacnosiarasiocb ropu3oHTasIbHO.

4. C NOMOLLbIO OTBEPTKM NPUKPENUTE YCTPONCTBO K CTONKE BUHTaAMW.

PucyHok 7 — KpenneHune kpoHLwTeinHoB K ESBC-3200
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PucyHok 8 — YctanoBka ESBC-3200 B cToliky

@ BeuTunAuMs ycTpoiicTa opraHnsosaHa no cxeme poHT-ThIN. Ha nepeaHeli u 60KoBbIX NaHensx
YCTpOICTBa PacnosioXeHbl BEHTUIALNOHHbIE OTBEPCTUS, C 3a/lHEW CTOPOHbI YCTPOICTBA
pacnonoXeHbl BEHTU/IALNOHHbIE MOAYNN. He 3akpbiBaiiTe BXOAHbIE U BbIXOAHbIE BEHTU/IALNOHHbIE
OTBEpPCTUA NOCTOPOHHUMW NpeamMeTaMu BO n3bexaHne neperpesa KOMNOHEHTOB YCTPOWCTBA U
HapyLleHus ero paboTbl.

3.2 YctaHOBKa mopynei nuTaHusA

MorpaHnyHble KOHTponnepbl ceccuin ESBC-3200 moryT paboTtaTb C OAHMM UKW ABYMS MOAYNSAMMW NUTaHUS.
YcTaHOBKa BTOPOro MoAy/isi nUTaHusa Heobxoayma B c/lyvyae Ucnosib3oBaHns YCTPOKCTBa B YC/TOBUSIX,
TPeObYyLMX NOBbILLEHHOW HaAEXHOCTW.

MecTa ans yCTaHOBKM MOAY/1ein NUTaHNA C 3/IEKTPUYECKO TOUKM 3pEeHNS paBHOLLEHHbI. C TOUKM 3peHns
NCNOJIb30BaHWA YCTPOINCTBA, MOAY/1b MUTAHNSA MOXET HaX0A4MUTbCA B OCHOBHOM 1 pe3epBHOM pa3beMe,
MH)opMaLmMsi 0 NPUOPUTETHOCTM HaxoauTca B Tabnuue OnvcaHve pasbeMoB 3aaHel naHenn ESBC-3200.
MoZynu nuTaHusa MOryT yCcTaHaB/IMBaTbCA U U3BJ1eKaTbCA 6e3 BbIKIYEeHUA yCTpoincTea. MNMpu ycTtaHoBKe Un
N3B/1IeYEHNN LONONTHUTENBHOIO MOAY/A NUTAHUA NOrPaHNYHbIA KOHTPOJ11IEP CECCUIM NpoAos/hKaeT paboTy 6e3
nepesanycka.
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PucyHok 10 — YcTaHoBKa 3arnyLuKku

@ VHavKaumsa aBapun MOAYNA NUTAHWS MOXET GbITh BbI3BaHA HE TONILKO OTKA30M MOZY/ISI, HO U1
OTCYTCTBMEM NEPBUYHOIO NUTAHMS.

CocTosiHMe Moaynei NMTaHns MoXeT BbITb NPOBEPEHO MO MHAMKALMM Ha NepeaHei naHenu yctpoiicTea (cm.
pasgen CeBeToBas MHAVKALMS) WX NO ANArHOCTMKE, IOCTYMNHOW Yepes MHTepdeichbl ynpasieHus.

3.3 MopgknioueHne nuTaroLwein cetm

1. Mpex/e Yem K ycTpoiicTBy 6yaeT NoAx/IoUYeHa NuTaoLwas ceTb, HE06X0AVMMO 3a3eM/IUTb KOpMyc
yCTpoOIicTBa uepes 3a3eMsAoLWuii BUHT M4. 3azemneHne Heo6X0ANMO BbINOJHATL M30/IMPOBAHHbIM
MHOTOXW/TbHbIM NPOBOAOM. YCTPOCTBO 3a3eM/IEHUS 11 CEUYEHME 3a3eM/IAIOLLLENO NPOBOAA AO/MKHbI
COOTBETCTBOBATHL TPeGoBaHMsIMI MpaBu yCTPoiCTBa 3/1eKTpoycTaHoBoK (MY ).

2. Ecnv npeanonaraeTcsi NOAK/UYEHVE KOMMbIOTEPA UM MHOTO 060PYA0BAHUS K KOHCOMIbHOMY MOPTY
MOrpaHNyYyHOro KOHTPOJINIEPa CECCUIA, 3TO 060pYA0BaHME TaKKe A0/MKHO ObiTh HAAEXHO 3a3EMJIEHO.

3. MopakntoumnTe K yCTPOIACTBY Kabesb MMTaHUs. B 3aBMCUMOCTY OT KOMM/IEKTALMK YCTPOIACTBA, NUTaHne
MOXET OCYLLECTBNATLCA OT CETU NEepeMeHHOro Toka IM60 OT CeTU NOCTOSHHOTO Toka. Mpw
MOAK/IOUYEHNM CETU NEPEMEHHOIO TOKA CieAyeT UCMO0/b30BaTb Kabe b, BXOAALLMI B KOMMN/IEKT

yCTpOf/'ICTBa. 1A noAkNoYeHnsa K ceT NoCTOAHHOIO ToKa VICI'IOIIbSyVITe NPOBOA CeYeHNEM He MeHee 1

MM2.

4. BkounTe nuTaHue ycTpoicTBa U y6eamTech B OTCYTCTBUM aBapuii Mo COCTOSIHWIO MHAMKATOPOB Ha
nepeaHei naHenw.
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3.4 YcrtaHoBKa u yganeHue SFP-TpaHcusepoB

YcTaHoBKa ONTUYECKUX MOAY el MOXET NPOU3BOANTLCA Kak MpU BbIK/TIOYEHHOM, TakK 1 npu
BK/TIOYEHHOM YCTPOWCTBE.

3.4.1 YctaHOBKa TpaHcuBepa

1. BcTaBbTe BepXHUiIA SFP-MOAy/b B C/I0T OTKPLITOM YacTbio padbemMa BHU3, a HWXHUIn SFP-moaynb —
OTKPbITOW YaCTblO pa3bema BBEpPX.

«

B < N

< >
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PucyHok 11 — YcTtaHoBka SFP-TpaHcuBepoB

2. HapgaBuTe Ha moAy/b NO HanpaB/IEHMIO BHYTPb KOpnyca yCTPOMUCTBA 40 NOSIB/IEHNSA XapakKTEePHOro LWenyka
doukcaumm mogyns.

/)

o v p
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PucyHok 12 — YctaHoBneHHble SFP-TpaHcuBepbl

3.4.2 YpaneHue TpaHcuBepa

1. OTKMHbTE PYKOATKY MOZYNS, 3TO NPUBEAET K Pa36/10KMPOBaHMIO yAEPXUBAIOLLLEN 3aLLesKu.

PucyHok 13 — OTkpbITHe 3aLesnkn SFP-TpaHcnBepoB

2. 3BneknTe moAayb 13 cnota.

PucyHok 14 — V3BneyeHne SFP-TpaHcnBepos

3.5 MoaknioueHue K VESBC

[ns nonyyeHns nHdopmaumm o6 yctaHoBke 1 nogkntoveHnn K VESBC nepeingute B pasgen AoKyMeHTaumum
VESBC. PykoBOACTBO N0 yCTaHOBKE 1 HacTpoiike. Bepcua 1.8.0.
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4 WHTepdpeiickl ynpaBneHus

» VHTepdeiic komaHgHoi ctpoku (CLI)

e Web-nHtepdgeiic

e TuNbl 1 NOPSIAOK MMEHOBAHUSI CETEBbLIX MHTEPDECOB NOrpaHNYHOrO KOHTPOIIEpPA CECCUA
e TunNbl 1 NOPSIAOK MMEHOBAHUSI TYHHE e NOrPaHNYHOTO KOHTPO/IIEpa ceccui

HaCTpOVIKa N MOHUTOPWHI yCTpOVICTBa MOTYT OCYLLECTBJIATLCA Yepes3 pa3/inyHble MHTep@elﬁCbl yrnpaB/ieHUA.

[N poctyna K yCTpoiicTBY MOXET UCMO/Ib30BaTbCA CETEBOE NOAK/UEHME No npoTokonam Telnet n SSH nnu
NPsSIMOE NOAK/HOYEHNE YEPE3 KOHCO/bHBIV NOPT, COOTBETCTBYHOLWMIA cneumndmkauum RS-232. Mpu goctyne no
npoTtokonam Telnet, SSH v npu nogknYeHN Yepes KOHCO/bHbI NOPT A4/18 YNpaBeHUst yCTPOCTBOM
MCNosb3yeTcsa MHTEPAHEC KOMaHAHOR CTPOKN.

Tonbko ana ESBC-3200:

3aBopckas KOHhMrypaums cogepXxuT onvcaHme oBepPEeHHO 30HbI trusted n IP-agpec ans goctyna K
ynpaBneHnto yctponctBoMm — 192.168.1.1/24. B 4OBEPEHHYIO 30HY BXOAAT MHTepdelichi:
Twentyfivegigabitethernet 1/0/3-12.

Ansa ESBC-3200 u vESBC:

B 3aBoACKOW KOHGpMIypaumm No yMoI4aHuio co3gaH nonb3oBartesb «<admin» ¢ naposiem «password».
MpoTokonbl cemeiictea STP (STP, RSTP, VSTP) oTk/t04€eHbI.

3aBO/ICKY0 KOHGhMrypaLmio MOXHO COpOoCUTb KOMaHao copy system:default-config system:candidate-
config. Mocne copoca Heob6xoanmMo HacTpouTb ESBC ¢ nomoLLbio KOHCO/IBHOTO nopTa.

Mpu MCMo/Ib30BaHWK N0GOT0 U3 NEPEUNCIEHHbIX MHTEPXECOB yNpaBieHust AeiCTBYIOT eAyHble NPUHLMMbI
paboTbl C KOHpUrypaumeii. JomkHa cobnogatbcsi onpegesieHHas, onucaHHas 34ech, Noc/niefoBaTe/IbHOCTb
N3MEHEHUs1 1 MPUMEHEHNS KOHJUIypaLuK, NO3BO/IAOWAN 3aLUMTUTb YCTPONCTBO OT HEKOPPEKTHOTO
KOHpUryprpoBaHus.

4.1 Wutepdpeiic komaHaHow cTpoku (CLI)

NHTepdeiic komaHaHoi ctpokn (Command Line Interface, CLI) — uHTepdeiic, npeHasHaueHHbIN a5
ynpas/ieHns,, N(POCMOTPa COCTOSAHMUSA U MOHUTOPUHIa ycTpoincTea. Ana paboTbl noTpebyeTcs ntobas
ycTaHoB/ieHHas Ha MK nporpamma, nogaepxmsatowias paéoTy no npotokonam Telnet, SSH nnun npsamoe
noAKoUYEeHNe Yepes3 KOHCObHbIV nopT (Hanpumep, HyperTerminal).

WHTepdpelic komaHOHOW CTPOKM 06ecneymBaeT aBTopM3auunio Nosib3oBaTesnien n orpaHuymMBaeT Ux AOCTyN K
KOMaHZam Ha OCHOBaHWM YPOBHSA AOCTYNa, 3a4aHHOr0 aAMMHICTPATOPOM.

B cucteme MoxeT 6bITb CO34aHO HEOBX0AMMOE KONMMYECTBO NO/b30BaTe e, NpaBa A0CcTyna 3a4arTcs
NHANBMAYA/IbHO ANS1 KAXKA0T0 U3 HUX.

[lna obecneyeHns 6e30nacHOCT KOMaHAHOrO MHTepdielica Bce kKOMaHAbl pa3feneHbl Ha ABe KaTeropmum —
NPUBUNIErMPOBaHHbIE N HEMPUBUIErMPOBaHHbIe. K NpyBUAEernpoBaHHbIM B OCHOBHOM OTHOCSITCS KOMaHAp!
KOHOUrypupoBaHus. K HenpuBmIerMpoBaHHbIM — KOMaHAbl MOHUTOPUHrA.

CuncTema no3BonseT HECKOJIbKMM NOJb30BaTe 1AM OAHOBPEMEHHO NnoAgKknyaTbCA K yCTpOVICTBy.

4.2 Web-nntepdeiic

Web-uHTepgeic nmeeT orpaHuMYeHHbIi HAbop NapaMeTPOB KOHPUIYPUPOBaHWS YCTPOICTBA a Takke
COAEPXKNUT UHCTPYMEHTbI MOHUTOPUHTA.

OnucaHne web-nHTepdheiica npuBeaeHo B pasgene YnpasnieHue yepes web-nHrepdeiic.
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4.3 Tvnbl N NOPAAOK MMEHOBaHUS CeTeBbIX MHTePdIeicOB NOrpaHNUYHOrO KOHTpOoJIiepa
ceccum

MNpy paboTe NOrpaHNYHOro KOHTPOJI/IEPa CECCUIA UCTIONb3YIOTCA CETEBbIE UHTEPAIENCHI Pa3/IMYHOro TMNna u
Ha3HaueHus. CucTeMa MMeHOBaHMs NO3BO/ISET OAHO3HAYHO aApecoBaTb HTepdenchbl No nx
(hyHKLMOHa/IbHOMY HAa3HAaYEHWIO Y MECTOMNOJIOXEHUIO B cucTeme. [lanee B Tabnvue npvBeseH nepeyeHb
TUNOB MHTEpPENcoB.
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Tabnuua 14 — Tunbl U NOPSIA0K UMEHOBAHMS MHTEPECOB NOrpaHNYHOrO KOHTPO/I/Iepa ceccuii

Tun nHtepdcpeiica

dusmnyeckme nHTepdeiicsl

MopTbl 1 FéuTt/c

MopTbl 10 FouTt/C

MopTbl 25 Fonut/c

MopTbl 40 F'6uTt/C

O6Go3HaueHue

0O603Ha4eHne hr3nyeckoro MHTepdelica BKkIOYaeT B cebs ero Tun
n ngeHTndmkaTop.

VaeHTndukatop dmsnyeckux nHtepdpericos nmeet sug <UNIT>/
<SLOT>/<PORT>, rage:

» <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoicTs [1..4],

e <SLOT> — Homep MoAayns B cocTase ycTporictsa unv 0 npu
OTCYTCTBUM AE/IEHNS YCTPONCTBA Ha MOAY /N,

¢ <PORT> — nopsaKoBbIii HOMEpP nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep 0603HayeHus: gigabitethernet 1/0/12

JlonyckaeTcs ncnosib3oBaTh COKpalleHHOe HaMMeHOBaHWe,
Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep 0603HayeHus: tengigabitethernet 1/0/2

[JonyckaeTcsa Mcnonb3oBaTb COKpaLleHHOe HaMMeHOBaHue,
Hanpumep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaveHus: twentyfivegigabitethernet 1/0/2

[JonyckaeTcs MCnosb30BaTh COKpalleHHOe HaMMeHoBaHue,
Hanpumep twe1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep obo3HaveHus: fortygigabitethernet 1/0/2

[onyckaeTcsi UCNo/b30BaTh COKpaLeHHOe HaMMeHOBaHMe,
Hanpumep fo1/0/2.
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Tun nHtepdcpeiica

pynnbl arperaummn KaHasoB

Cab-nHtepdelichl

Q-in-Q nHTepdeiichl

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OGo3HaueHue

O603HaueHne rpynnbl arperayun kaHa0B BKOYAET B ce6S ero Tmn
n ngeHTndmkaTop.

WpaeHTndmkaTop port-channel-uHtepdeiicoB MoxeT UMeTb BUA,
{ <CHANNEL_ID> | <UNIT>/<CHANNEL_ID> }, roe

» <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoiicTs [1..4],
¢ <CHANNEL_ID> — nopsifiKoBbIii HOMep rpynnbI arperayum
kaHanos [1..12]

MprMepbl 0603HAYEHWNIA:
port-channel 6

port-channel 1/6

JlonyckaeTcs KCnosib30BaTh COKpalleHHoe HauMeHoBaHue,
Hanpumep, pol.

O603HaueHne cab-nHTepeiica obpasyeTca 13 0603HaYEHNS
6a3oBoro nHTepdeiica n naeHtudukaropa (VLAN) ca6-
NHTepdelica, pa3geneHHbIX TOUKOIA.

Mpumepbl 0603HAYEHNIA:

¢ gigabitethernet 1/0/12.100

« tengigabitethernet 1/0/2.123

« twentyfivegigabitethernet 1/0/2.200
« fortygigabitethernet 1/0/2.1024

¢ port-channel 1.6

¢ port-channel 1/6.6

VaeHTudmkatop cab-mHtepgelica MoXeT NPUHMMATb
3HaveHus [2..4094].

0O603HaueHne Q-in-Q nHTepdeiica o6pasyeTcsi U3 0603HaYEHMS
6a30B0ro nHTepdeliica, naeHTudgrkaTopa cepsmcHoro VLAN un
naeHTudrkaTopa nonb3osatesibekoro VLAN, pa3geneHHbIX TOUKOM.

Mpumepbl 0603HAYEHNIA:

e gigabitethernet 1/0/12.100.10
 tengigabitethernet 1/0/2.45.12
 twentyfivegigabitethernet 1/0/2.100.200
« fortygigabitethernet 1/0/2.408.507

¢ port-channel 1.6.34

¢ port-channel 1/6.6.34

VpoeHTudmkatop cepBUCHoOro v nosib3osatesisckoro VLAN
MOXeT NPUHUMAaTL 3HaueHus [1..4094].
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ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OGo3HaueHue

Nornyeckne nHTepelicsI O603Ha4eHne NorMueckoro uHTepdoeiica SBAseTcs NOPsAKOBLIM

HOMepoM MHTepdeiica:
MprMepbl 0603HAYEHWNIA;

¢ loopback 4
* bridge 60
* service-port 1

1. KonnyecTBo nHTepdencoB Kaxa0ro Tuna 3aBucuT OT MOAENM NOrPaHNYHOro KOHTposIiepa.

2. Tekywasn sepcus MO nogaepxmeaeT knactepusaunto yCTPoOnCcTB eaAnHon mogenu. Homep unit B
rpynne yCTporCTB MOXET NPpMHMMAaTb 3HadyeHue B AnanasoHe ot 1 go 4. B Tekyuwieli Bepcun MO
noAfiepXxunBaeTcs Knactepusaumnsa AByX YCTPOUCTB, MO3TOMY C/ieflyeT UCMnosib30BaTb HoMepa unit 1 1 2.
3. HekoTopble KOMaHAbl NOAAEPXKMBAKOT OAHOBPEMEHHY paboTy € rpynnoi nHrepdeicos. Ans
yKasaHus rpynnbl MHTepencoB MOXeT ObITb UCMO/Ib30BAHO NepeYncsieHne Yepes 3ansaTyro nnm
yKasaHue gmuanasoHa naeHTMdunkaTopos yepes edinc «-».

Mpumepsbl ykasaHusa rpynn nHTepgeiicos:

interface
interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
twentyfivegigabitethernet 1/0/3-4
fortygigabitethernet 1/0/1-2
gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1

4.4 Twvnbl U NOPAAOK UMEHOBAHUA TYHHeNel NorpaHUYHOro KOHTPOJI/Iepa Ceccuii

Mpu paboTe NorpaHNYHOro KOHTPO//IEpa CECCUIA UCNOMb3YOTCS CETEBbLIE TYHHENM Pa3/INYHOIo Tvna u
HasHaueHus.. CucteMa MMeHOBaHWs NO3BOJISIET OHO3HAYHO aAPECOBAThL TYHHE/N MO UX PYHKLMOHAIbHOMY
HasHaueHuo. [lanee B TabNVLE NPVBEAEH NepeyeHb TUMOB TyHHENEIA.

Ta6nuvua 15 — Tunbl 1 NOPAAOK UMEHOBAaHWS TYHHE el NorpaHnYHOro KOHTPO/1/iepa Ceccuii

Tun TyHHenA

L2TP-TyHHENDb

L2TPv3-TyHHENb

GRE-TyHHe b

OGo3HaueHue

O603HaveHne L2TP-TyHHeNs CoCToUT 13 0603HaYEeHMs TUMNa 1 NOPSAKOBOro HoMepa TYHHens:
12tp <L2TP_ID>
Mpumep 0603HayeHus: 12tp 1

O603HaveHne L2TPv3-TyHHEeNs COCTOUT 13 0603HaYEHMs TUMa 1 NOpPsiAKOBOro HoMepa
TYHHenNs:

12tpv3 <L2TPV3_ID>

Mprvmvep o603HaveHus: [2tpv3 1

0O603HaveHne GRE-TyHHeNsa coctont n3 0603Ha4YeHMs TMNa 1 NOPsiAKOBOro HOMepa TYHHens:
gre <GRE_ID>

Mpumep o0603HauveHus: gre 1
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Tun TyHHens

SoftGRE-TyHHe b

IPv4-over-1Pv4-
TYHHE b

IPsec-TyHHe b

JNlornuecknin TyHHeNb
(TyHHENb MeXay
VRF)

PPPoE-TyHHENb

OpenVPN-TyHHeNb

PPTP-TyHHENb

Wireguard-TyHHesnb

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OGo3HaueHue

0O603HauveHne SoftGRE-TyHHens cocTonT u3 0603HaYeHUst TMna, NopPsAKOBOro HoMepa TyHHe S
n, onumoHasnbHo, VLAN ID BupTyansHoro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603Ha4veHune IPv4-over-IPv4-TyHHeNst COCTOUT U3 0603HAYEHUA TuMNa 1 NOpPsiAKOBOro HoMepa
TYHHenNs:

ip4ip4 <IPIP_ID>

Mpumep 0603HayeHus: ip4ip4 1

O603HauveHne BMpTyasibHOro IPsec-TyHHeNsi CocToNT 13 0603HaYeHMs Tna 1 NopsiAKoBOro
HoMepa TyHHess:;

vti <VTI_ID>

Mprvmep o603HaueHus: vii 1

O603HaYeHne NTOrMYecKoro TyHHe s COCTOMT U3 0603HAYEHNSA TUMa 1 NOPSAKOBOro Homepa
TYHHENS:

It <LT_ID>

Mpymep 0603HaveHus: It 1

0O603Ha4yeHne PPPOE-TyHHES cOCTONT U3 0603HA4YeHMs TMna 1 NOpsiAKOBOr0 HOMepPa TYHHENS:
pppoe <PPPOE_ID>

Mpumep 0603HaYeHus: pppoe 1

0O603HauyeHne OpenVPN-TyHHeNst cocTout 13 0603HaYeHNs TUna 1 NOPSAKOBOro HoMepa
TYHHEeNs:

openvpn <OPENVPN_ID>

Mpumep 0603HayYeHnsA: openvpn 1

O603HauveHne PPTP-TyHHens cocTouT 13 0603HaYeHns Tuna nu nopsakoBoro Homepa TyHHeNs:
pptp <PPTP_ID>

Mpumep o0603HaveHus: pptp 1

O603HaueHue Wireguard-TyHHENS COCTOMT U3 0GO3HAYEHMS TVMNA 1 MOPSAKOBOTO HOMepa
TYHHENs:

wireguard <WG_ID>

Mpumep 0603HayYeHns: wireguard 1

KonnyecTBo TyHHENEN Kaxaoro Tmna 3aBucuT oT Mogenu 1 MO norpaHMYHOro KOHTPos/iepa CECCUiA.
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5 HauyanbHasa HacTpoika ycTpoincTea

e 3aBo/ckast KoHurypauus yctpoiictsa (Tonbko ans ESBC-3200)
 OnvcaHue 3aBOACKOI KOHhUrypaumm
e [oaxntoueHne 1 KOHUIyprpoBaHMe ycTpoicTea
e [NoAakntoueHne K ycTpoincTay
e MoakntoueHne no siokasibHoi cetu Ethernet
e [oaknoYeHne Yyepes KOHCO/bHbIN NopT RS-232
e [puMeHeHne n3MeHeHust KOHUrypaumm
 GasoBasi HacTpoiika ycTpolicTBa
e I3MeHeHVe naposs nosb3osaresns «adminx» Npu Nepsoit asTopusaLmm
 Co3faHne HOBbIX Mo/ib30BaTeNei
HasHauyeHvie MMeHun yCTpoiicTBa
HacTpoiika napameTpoB ny6/IM4HOI CETH
 HacTpoliika yganeHHoro AocTyna K ycTpoincTay

5.1 3aBopckasi KOHhurypauus yctpoiictBa (Tonbko anst ESBC-3200)

Mpw OTrpy3ke yCTPOMCTBA KNIMEHTY HA NOrpaHNYHOM KOHTPOJIIepe ceccuil byaeT 3arpyxeHa 3aBojckas
KOHpurypaums, kotopas Bk/lo4aeT MUHUMasIbHO HeobxoaMMble 6a30Bble HACTPONKW. 3aBojcKas
KOHpurypaums no3sossieT UCnosib30BaTb NOrpaHUyHbIN KOHTPOJIIEP CEeCCUii B Ka4ecTBe LU/3a C PyHKUMel
SNAT 6e3 Heo6Xx0ANMOCTN NPUMEHSTb [OMNOSHUTEIbHbIE HACTPONKM. Kpome Toro, 3aBojckast KoHurypauus
COLEPXUT HACTPOIKM, MO3BOIAIOLLME MONYUYUTb CETEBOIN [OCTYN K YCTPOWUCTBY A1 BbINO/IHEHUS
pacLUMPEeHHOro KOHPUIyprupoBaHUA.

3aBoACKy0 KOHhUrypauumo MoXHO cbpocutb KOMaHAaol copy system:default-config system:candidate-config.
Mocne copoca Heobxoanmo HacTpouTb ESBC-3200 ¢ NOMOLLbHO KOHCO/IbHOTO nopTa.

MpoLecc ycTaHOBKU 1 NepBoHavasibHOM HacTpoikm VESBC onuncaH B pa3gene VESBC. PykoBo/CTBO Mo
yCTaHOBKe 1 HACTPOIKe.

5.1.1 OnucaHue 3aBOACKOW KOHhuUrypauum

[N noaknyeHns K ceTsiM B KOHQIUrypaumm onucaHbl 2 30Hbl 6€30MacHOCTM C HaumMmeHoBaHUsAMK «Trusted»
ANs nokanbHol ceTn n «Untrusted» ana ny6nmuHoli cetn. Bce nHTepdelicbl pasgeneHbl Mexay ABYX 30H
©e30nacHOCTH:

1. 3oHa «Untrusted» npegHasHauyeHa anst noaknodeHns K ny6nuyHoii cetn (WAN). B 3T0i1 30HE OTKPbITbI
noptbl DHCP-npoTokona ansa nonyyeHnsa aguHamuyeckoro IP-agpeca oT npoaigepa. Bce Bxogsuimne
coefIMHeHNs U3 faHHOW 30Hbl Ha NOrPaHNYHbIN KOHTPOJIIEP CECCUI 3anpeLLeHbl.

B naHHy0 30HY 6€30nNacHOCTY BXOAAT MHTepdhelichl:
e nns ESBC-3200: Twentyfivegigabitethernet 1/0/1-2.

WHTepdpelicbl 30HbI 06BbeANHEHBI B 0AMH L2-cermeHT yepes ceTeBoit MOCT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa 418 NOAKIYEHUS K nokasibHol ceTu (LAN). B 3Toli 30He OTKPbIThI
nopTbl NnpoTokonoB Telnet n SSH gna yaaneHHoro aoctyna, ICMP-npoTokona ans npoBepku
[OCTYMHOCTM NOrpaHMYHoOro KoHTponnepa ceccuit, DHCP-npoTokona Ans nonyyeHuns knmeHtamm |P-
afpecoB OT YCTpoNcTBa. Vicxogsawme coegmHeHns 3 4aHHON 30HbI B 30HY «Untrusted» paspeLueHsi.
B naHHy0 30HY 6€30nacHOCTU BXOAAT MHTepdhelichl:

e nnsa ESBC-3200: Twentyfivegigabitethernet 1/0/3-12.

NHTepdhelicbl 30HbI 06beANHEHbI B 0AMH L2-cermeHT yepes ceTeBoit MocT Bridge 1.
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Ha nHTepdeiice Bridge 2 BkntoueH DHCP-knmeHT ansa nonyyeHuns anHammyeckoro IP-agpeca ot nposaigepa.
Ha nHTepdeiice Bridge 1 ckoHurypupoBaH ctatudeckuii IP-agpec 192.168.1.1/24. Co3gaHHbIin IP-uHTepdeiic
BbICTyNaeT B KaYeCTBe LUK03a [4/19 KIMEeHTOB JIOKa/IbHOW ceTW. /19 KIMEHTOB /10KasIbHOM CeTU HACTPOEH
DHCP-nyn agpecos 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. 118 nonyyeHus kmeHTamm
NoKanibHOW ceTu gocTtyna K Internet Ha norpaHNYHOM KOHTPOJIIEPe ceccuii BKNOYeH cepBuc Source NAT.

MonnTKKM 30H 6E30MacHOCTN HAaCTPOEeHbI cneaytoLmm o6pasom (cM. Tabnuuy 16).

Tabnvua 16 — OnucaHve nNoANTUK 30H 6e30nacHoOCTH

30Ha, u3 KkoTopoii nget Tpachmk  30Ha, B KOTOpylo uget Tpachuk  Tun Tpadmka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspeLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspelleH

@ [na o6ecneyenns BOIMOXHOCTN KOHCDUTYPUPOBAHWS YCTPOICTBA NPU NEPBOM BK/THOYEHUM B
KOHpurypaumm ycTpoiicTBa co3faHa y4éTHasa 3anncb agmuHmucTparopa "admin” ¢ naponem
"password".

Monb3oBaTento 6yaeT Npea/IoKEHO N3MEHWUTL Napo/ib aAMUHMUCTPaTOpa NP HaYasIbHOM
KOH(OUIypupoBaHn1 yCTpOCTBa.

€@ [ns ceTesoro focTyna K ynpas/eH o NorpaHnyHbIM KOHTPOJIIEPOM CEeCCuii NPV NePBOM BK/IIOYEHUM B
KoHourypauum 3afiaH ctatudeckuin IP-agpec Ha nHtepdelice Bridge 1 — 192.168.1.1/24.

5.2 MNopkntoueHne u KOH(pUrypuposaHue ycTpomncrTea

MorpaHnyHble KoHTpoepbl ceccuii ESBC-3200 npegHasHayeHbl 415 BbINOSIHEHUSA (DYHKLMIA MOrPaHNYHOro
Lu/Tt03a M obecneyeHnss 6e30MacHOCTV CETU MosIb30BaTeNA NPY NOAKIIOHYEHUN €€ K NYB/IMYHBIM CEeTAM
nepefayn gaHHbIX.

BasoBasi HacTpolika yCTpoicTBa A0/MKHA BK/IHOUATb:

 HasHaueHwue IP-aapecoB (CTaTUYECKUX MW AMHAMUYECKUX) MHTEpPeicam, y4acTBY WM B
MapLUpyTU3aLMN JaHHbIX;

* co3flaHue 30H 6e30MacHOCTV U pacnpefeneHne nHTepgeiicoB No 3oHawm;

e co3aHue NonNTUK, PETYNNPYIOLLMX NPOXOXAEHNE AaHHbIX MEXAY 30HaMU;

e HacTpoiika CepBMCOB, COMYTCTBYOLMX MappyTusaumn gaHHbix (NAT, Firewall v npoune).

PaCLIJI/IpeHHbIe HaCTpOﬁKM 3aBUCAT OT TpeﬁoBaHI/IIz KOHKpGTHOI7I CXEMbI MPUMEHEHNA yCTpOﬁCTBa N nNerko
MoryT ObITb lEl|06¢':1B!'IeHI:;I nan N3MmeHeHbl C NOMOLLbI0 MERLLNXCA MHTepdDeVICOB ynpas/ieHUA.
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5.2.1 MopkntouyeHue K yCTPOICTBY

Huxe onucaHbl NpefyCMOTPEHHbIE CNOCO6bI NOAK/THYEHUS K YCTPOUCTBY.

MNopgknoueHue nNo nokanbHoii ceTu Ethernet

Mpu NnepBoHayasibLHOM CTapTe YCTPOIMCTBO 3arpyxaeTcs C 3aBO/ICKOI KoHmrypauueit. OnucaHve
3aBO/ICKOIN KOHUIypaL v NprBeAeHo B pasaene 3aBo/ckast KoHgurypaLus ycTpolicTea AaHHOro
PYKOBO/ICTBA.

MoakniounTe ceTeBoii kabenb Nepeaayn gaHHbIX (NaTu-Kopa) K No6oMy NopTy, BXOASLLEMY B 30HY «Trusted»,
1 K KOMMNbIOTEPY, NPeaHa3HAYeHHOMY /151 YPaBEHNS.

B 3aB0OACKOI KOHhMrypauum norpaHnNYHOro KOHTposiiepa ceccuin aktuemposaH DHCP-cepeep ¢ nynom IP-
azpecos B noacetn 192.168.1.0/24.

Mpu NoaKNoUYeHNN CETEBOTO MHTEPelica ynpaB/sioLLEro KOMMbIOTEPA OH [0/HKEH MOYYnTb CETEBOI aapec
OT cepBepa.

Ecnn IP-agpec He nosy4YeH No Kakor-mbo NpuynHe, TO credyeT Ha3HaunTb agpec nHTepgielica BpyUHyHo,
ncnonb3ys oo agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopgknioueHne yepes KOHCO/bHbI NopT RS-232

Mpu nomoLm kabensa RJ-45/DBF9, koTopbli BXOAUT B KOMMNJIEKT NOCTaBKM YCTPONCTBA, COeAMHUTE NOpT
«Console» norpaHnyHOro KOHTpoNepa ceccuii ¢ noptTom RS-232 komnbloTepa.

3anycTuTe TepMUHasIbHYO Nporpammy (Hanpumep, HyperTerminal nnm Minicom) u cosgaiite HoBoe
nogxntodeHune. [lo/mkeH 6bITb UCNONBb30BaH pexum amynsaumm tepmuHana VT100.

BbinonHuTe cneayowme HacTpolikn nHTepderica RS-232:

CKopoCTb: 115200 6UT/C
BuTbl AaHHbIX: 8 6UT
YeTHOCTb: HET

CtonoBble 6UTbI: 1
YnpaBneHne noTokoMm: HeT

5.2.2 MpumeHeHUe nsameHeHUs1 KOHUrypayum

Jto6ble 3MEHEHMS, BHECEHHbIE B KOH(UIYypaLMto, BCTYNST B IeCTBIE TO/IbKO Noc/ie NPMMEHEHNs KOMaHAbl:

esbc# commit
Configuration has been successfully committed

Mocne npuMeHeHNst JaHHO KOMaHAbl 3anyckaeTcsa Tamep "oTkata" koHurypaumm. Ana octaHOBKM Taimepa
N MexaHu3ma "oTkaTa" ucnosb3yeTcs KomaHaa:

esbc# confirm
Configuration has been successfully confirmed
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3HayeHuve Tailmepa "oTkaTa" no ymonyaHuio — 600 cekyHA. 19 U3MEHEHMA AaHHOro Tailmepa ncnosb3yeTcs
KOMaHza:

esbc(config)# system config-confirm timeout <TIME>

e <TIME> — nHTEepBa BPEMEHUN OXNAAHNA NOATBEPXKAEHNA KOHUTYpaLW, NPUHMMAET 3HAYeHNe B
cekyHaax [120..86400].

5.2.3 Ba3soBasi HacTpoliKa ycTpoiicTBa
Mpoueaypa HaCTPOIKM YCTPOMCTB NPU NEPBOM BK/THOUEHUN COCTOMT U3 CEAYHOLIMNX 3TanoBs:

* I3meHeHne napons nonb3osatens «<adminy.

Co3pgaHve HOBbIX MoNb3oBaTeNeN.

HasHaueHne umeHn yctpoiictea (Hostname).

YcTaHoBKa napameTpoB NOAKIHYEHNS K Ny6/IMYHON CETU B COOTBETCTBMM C TPEOOBaHUSIMM
nposaligepa.

HacTpolika yaaneHHoro goctyna K norpaHn4yHOMY KOHTPOJI/IEPY CECCUIA.

MprMeHeHne 6a30BbIX HACTPOEK.

N3meHeHMne napons nosnb3osarens «admin» npu nepsBoii aBTopusalmm

Mpu nepBoM BXo/e B CUCTEMY HEOGXOANMO CMEHWUTL NAPO/ib MO YMOTYaHUIO NMPVBUIETVPOBAHHOTO
nonb3oBaTens «<admin». 1o cMeHbl Naposs Nosb3oBaTesbckasi HacTpolika YCTPOoiCcTBa HeAoCTymNHa.

Mocne ykaszaHUsi HOBOTO Naposis HE06X0AMMO MPUMEHWUTL 3MEHEHUS B KOHAMUTypaLMy KOMaHoli commit 1
noATBEPANTL N3MEHeHUst kKoMaHAaoi confirm:

esbc(change-expired-password)# password <new password>

esbc(change-expired-password)# commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

esbc(change-expired-password)# confirm

Configuration has been confirmed. Commit timer canceled.

esbc#

Co3paHue HOBbIX NoJib3oBaTe el

[na ynpasnenuns yctporicteoM Ha ESBC cylecTByeT BO3MOXHOCTb CO34aBaTb M0/1b30BaTe/IbCKME YUYETHbIE
3an1cu, y KOTopbIX agMUHUCTPATOP MOXET MHAMBUAYA/IbHO 3a4aTb:

e Maposb,
* YpOBEHb NPUBUIETNIA;
* peXUM paboTbl y4EeTHOI 3anncu.

[nsA co3gaHns HOBOrO Nosb30BaTes1 CUCTEMbI UIM HACTPOIKM 1060r0 M3 NapaMeTpoB: MMEHU NOJIb30BaTENS,
napossi, ypoBHS NPUBUEMNIA U peXMMa paboTbl — UCNOMb3YTCS KOMaHAbI:

esbc(config)# username <name>
esbc(config-user)# password <password>
esbc(config-user)# privilege <privilege>
esbc(config-user)# mode <mode>
esbc(config-user)# exit
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YpoBHM npuBunernii 1-9 paspelarT OCTyn K yCTPOWCTBY M NPOCMOTP €ro onepaTnBHOrO COCTOSIHUS,
HO 3anpeLlaT HacTPOKy. YpoBHU npusmunernin 10—14 paspellatoT Kak AOCTY, Tak 1 HaCTPOKy
60/1bLUEN YacTW (PYHKLNIA yCTPOICTBA. YPOBEHb NPUBMUAErNiA 15 paspeluaeT Kak A0oCTyn, Tak 1
HaCTPOIiKy BCeX (PYyHKLWIA yCTpoMCTBA.

Y yuyeTHbIX 3annceil ecTb HECKO/IbKO PEXMMOB PaboThl:

e cli — pexum paboTbl N0 yMON4YaHMIo, NOMIb30BaTENb NOyYaeT A0CTYN K MHTepdhelicy KOMaHaHOW
CTPOKW, NpeAHa3HAaYeHHOMY A1 YyNpaB/EHUS], NPOCMOTPA COCTOSAHMSA 1 MOHUTOPUHIa
YCTPOWCTBA;

¢ techsupport — nonb3oBaTenb NoayYyaeT JOCTYN K KOMaHAHOW 060/104Ke, B KOTOPOIA
BbINOJIHAETCA NpoLeaypa 0TNnaakM yCTPoiicTBa COBMECTHO C CneumuanmcTaMm TEXHUYECKO
NoAAEPXKM;

« sftp — nonb3oBaTens NCNoNb3yeTcsa A4S opraHM3auum 4ocTyna K BcTpoeHHoMmy SFTP-cepsepy,
BO3MOXHOCTb paboTbl B Kakoi-nnbo komaHAoi 060/104Ke Npy 3TOM Y NoJIb30BaTess
OTCYTCTBYET.
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@ nonb3osatens «<admin» SBNAETCSH €AUHCTBEHHBIM NPefyCTaHOBNEHHbIM NOb30BaTENEM B
KOHUrypaumm ycTpoincTaa. 310 NpMBOAUT K ONpefeneHHbIM 0CO6EHHOCTAM paboThl C HAM:
1) NpuMeHeHWe komaHabl no username admin He yaansieT nonb3oBaTens «admin» U3 KOHdUrypaumm,
a NpMBOAWT €ro K HaCTpoMkam no yMo/I4aHuio — naposto «password» 1 15 ypoBHIO NpuBuIeruii.
2) OTKIHUNTL BO3MOXHOCTb aBTOpM3aLum nonb3oBaTesis «admin» MOXHO koMaHgoi no admin login
enable.
3) Monb3oBatenb «adminx» ¢ HACTPOkamu No ymonyaHuto (Naposib «password», ypoBeHb NPUBUETA
15) He oTo6paxaeTcs B BbiIBogax koMmaHg show running-config n show candidate-config 6e3
moamndpmkaTopa «full».

MpuMep KOMaHA ANs CO34aHUsi HECKOMBbKMX YYETHBIX 3anunceit — nosib3oBatens «<netmaster» ¢ ypoBHeEM
npusunernii 15 ans ynpaeneHust o6opyaoBaHneM, nonb3oBatens «watcher» ¢ yposHem npvsuneruii 1 ans
OrpaHM4YeHHOro NPOCMOoTpa onepaTMBHOl MHhopMaLmMK, a Takke nosib3oBatens «techsup» gns otnagku
YCTPOICTBA COBMECTHO C COTPYAHMKAMUN TEXHUYECKOI NOALEPKKM:

esbc# configure

esbc(config)# username netmaster
esbc(config-user)# password P@ssWord
esbc(config-user)# privilege 15
esbc(config-user)# exit
esbc(config)# username watcher
esbc(config-user)# password password
esbc(config-user)# privilege 1
esbc(config-user)# exit
esbc(config)# username techsup
esbc(config-user)# password PsWdTs
esbc(config-user)# mode techsupport
esbc(config-user)# exit
esbc(config)#

Ha3sHaueHune nMeHn ycTpoiicTBa

[na Ha3HayeHVsa MeHW YCTPOICTBA UCNO/b3YTCA Crieayolme KOMaHabl:

esbc# configure
esbc(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHGMIypaLun NpurnaleHne KOMaHHO CTPOKU M3MEHWUTCS HA 3HAYEHNE, 3ajaHHoe
napamMeTpoM <new-name>.
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HacTpoiika napameTpoB Ny6/IN4HON ceTu

[nsa HacTpoiikn ceTeBoro nHTepgerica NnorpaHNYHOro KOHTposI1Iepa ceccuin B Ny6/IMYHON ceTu Heob6Xo4MMO
Ha3HauMTb YCTPOICTBY NapamMeTpbl, onpeenéHHble npoBaiigepom ceTu — IP-agpec, macka nogceTv n agpec
LUNK03a MO YMOTHAHUIO.

Mpumep KomaHa HacTpoiikn ctatuyeckoro IP-agpeca ans cab-nHtepdpeiica Gigabit Ethernet 1/0/2.150 ans
foctyna K yctpoictsy yepe3 VLAN 150.

MapameTpbl MHTepelica:

e |P-agpec — 192.168.16.144;
e Macka nogcetn — 255.255.255.0;
e |[P-agpec wnt3a no ymonyaxHuio — 192.168.16.1.

esbc# configure

esbc(config)# interface gigabitethernet 1/0/2.150
esbc(config-if-sub)# ip address 192.168.16.144/24
esbc(config-if-sub)# exit

esbc(config)# ip route 0.0.0.0/0 192.168.16.1

[nsa Toro 4tobbl yoeanTbes, YTO afpec 6bia1 Ha3HauYeH nHTepdelicy, Noce NPMMEHeHNsT KOHdUrypaumm
BBEAWTE CrieAyHoLLYy0 KOMaHay:

esbc# show ip interfaces
IP address Interface Admin Link Type Precedence

192.168.16.144/24 gil/0/2.150 Up Up static primary

Mposarigep MOXeT UCNob30BaTh AMHAMUYECKM Ha3HaYaeMble agpeca B CBoel ceTu. Ansa nonyyeHus IP-
ajpeca MOXeT ucnonb3oBatbcs npotokon DHCP, ecnn B cetu npucytcteyeT cepsep DHCP.

Mprmep HaCcTPOiiKK, NpeaHa3Ha4YeHHoM ANnsa noaydeHns anHamudeckoro IP-agpeca ot DHCP-cepBepa Ha
nHtepgeiice Gigabit Ethernet 1/0/10:

esbc# configure

esbc(config)# interface gigabitethernet 1/0/10
esbc(config-if)# ip address dhcp
esbc(config-if)# exit

[nsi Toro uTo6bl Y6eanTLCS, UTO aApec Obl1 Ha3HAUYeH UHTepdieiicy, BBEAUTE CNeayioLLyto KoMaHay nocne
MPYMEHEHNS KOHAIMTYpaLK:

esbc# show ip interfaces
IP address Interface Admin Link Type Precedence

192.168.11.5/25 gil/0/10 Up Up DHCP --
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HacTpolika yaaneHHOro gocrtyna K ycTpoucTBy

B 3aBOACKOIN KOHDMUIypaumn paspeLleH yaasieHHbli A4oCTyn K YCTPOCTBY No nNpoTokony SSH u3
30HbI «trusted». 118 Toro 4ToObLI pa3peLLnTb yaasieHHbIM AOCTYN K YCTPONCTBY U3 APYTMX 30H, HANpuvep, 13
ny6nYHOl ceTn, He06X0AMMO CO34aTb COOTBETCTBYOLWME npasuna B firewall.

Mpun KOHMIypupoBaHUM AOCTYNA K YCTPOWCTBY NpaBu/ia CO34arTCs 415 Napbl 30H:

e source-zone — 30Ha, U3 KOTOPO OyAeT OCYyLeCTBNATLCA YAa/IeHHbIA AOCTY,
« self — 30Ha, B KOTOpOI HaxoaMTCA MHTEPAIENC YNpaB/IeHNs1 YCTPONCTBOM.

[na co3gaHusa paspeluaroLLero npaeuia UCNosb3yoTcs creayrolme KOMaHabl:

esbc# configure

esbc(config)# security zone-pair <source-zone> self

esbc(config-zone-pair)# rule <number>

esbc(config-zone-rule)# action permit

esbc(config-zone-rule)# match protocol tcp

esbc(config-zone-rule)# match source-address object-group network <network object-group>
esbc(config-zone-rule)# match destination-address object-group network <network object-group>
esbc(config-zone-rule)# match destination-port object-group <service object-group>
esbc(config-zone-rule)# enable

esbc(config-zone-rule)# exit

esbc(config-zone-pair)# exit

MpumMep KomaHa AN paspeLleHns nonb3oBaTtesniamM 13 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 noakntouaTbca K ycTpoiicTay ¢ IP-agpecom 40.13.1.22 no npoTokony SSH:

esbc# configure

esbc(config)# object-group network clients

esbc(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esbc(config-addr-set)# exit

esbc(config)# object-group network gateway

esbc(config-addr-set)# ip address-range 40.13.1.22

esbc(config-addr-set)# exit

esbc(config)# object-group service ssh

esbc(config-port-set)# port-range 22

esbc(config-port-set)# exit

esbc(config)# security zone-pair untrusted self

esbc(config-zone-pair)# rule 10

esbc(config-zone-rule)# action permit

esbc(config-zone-rule)# match protocol tcp

esbc(config-zone-rule)# match source-address object-group network clients
esbc(config-zone-rule)# match destination-address object-group network gateway
esbc(config-zone-rule)# match destination-port object-group ssh
esbc(config-zone-rule)# enable

esbc(config-zone-rule)# exit

esbc(config-zone-pair)# exit
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6 OG6HOBNEHMe nNporpamMmmHOro obecneyeHus

e Co3faHve pe3epBHOI KONuK TekyLel KoHdurypawmm
e [ToaroTtoBka
e KonvpoBaHue haiina pe3epBHOI KoNuu KOHurypaumum
e C ncnonb3oBaHMeM NPOTOKO/IOB YAa/IEHHOrO KONMpoBaHus daiisioB
¢ Ha nokasibHO nogkstoueHHbIn USB/MMC-HocuTe b
e BoccTaHOoBeHME KOHbUrypaumm n3 pesepBHoin Konum
e [ToaroToBka
e KonvpoBaHue haiina c pe3epBHOI konuel KoHurypauum
e C ncnonb3oBaHMeM NPOTOKO/IOB YAa/IEHHOrO KONMpoBaHus daiisioB
¢ C nokanbHO nogkntoveHHoro USB/MMC-Hocutens
e [lpMMeHeHne 1 NoATBEPXAEHME 3arpy>XEHHON KOHGUrypaLmm
e O6HOB/IEHME NPOrpamMmmHOro obecnevyeHns cpeacTBaMm CUCTEMBI
o OGHOBMEHME NporpaMmmMHoOro obecneveHns go sepcun 1.8.0 npu nocnegosaTtesisHOM 0GHOB/IEHUN
C NpeablayLmx Bepcuii (Tonbko anst VESBC)
e O6HOB/IEHME NporpammHoro obecrneyveHns Yepes CLI
e [MogrotoBka Kk 3arpy3ske NO
3arpyska Mo
Bbi6op o6pasa MO 06HOBIEHHOI Bepcun ANs criefytoLel 3arpysku
o [lepesarpyska ESBC
OG6HoOB/IEHME NporpamMmmHoro obecneveHns yepes web-uHtepdeic
OG6HOBNEHNE NPOrPaMMHOro 06ecneyYeHuns ¢ Ucnosnb3oBaHrem obpasa Mo .iso (Tonbko ans VESBC)
OGHOB/IEHME NPOrpamMmMHOro obecneyvyeHns U3 Ha4aslbHOro 3arpy3ynka
OGHoBNeHNe BTopMYyHoro 3arpy3suvka (U-Boot)

6.1 Cos3paHune pe3epBHOI KONUKU TeKyLle KOHcUurypayum

Mepep HavyasioM paboT No 06HOBNEHMIO 1O Ha norpaHNYHOM KOHTposiiepe ceccunini ESBC Heobxoammo
cAenaTb Pe3epBHYH KONMKO TEKYLLER KOHGUTypaLmn.

KonvposaHue Tekyuiel KoHdurypauumn ¢ ESBC ocywiectensercs:

1. HA yaaneHHblil cepBep, C MCNO/Ib30BaHMEM NPOTOKO/IOB YAafieHHOro KonupoBaHus dhaiinos (scp, tftp,
ftp, sftp);

2. Ha USB/MMC-HocuTenn, nogkIto4YeHHbIE NTIOKasIbHO;,

3. ¢ ucnonb3oBaHvem web-uHtepdueiica (cm. pasgen MeHio «PaboTa ¢ chaiinamm KoHUrypawmn»
cnpaBo4YHuka ESBC-Series. YnpaBneHue yepe3 web-uHtepgelic)

Hwxe npeacTasneHo onvcaHue npolecca co3faHna pe3epBHOM Konuu TekyLen KoHdurypauum cnoco6amu 1
n2.

6.1.1 MopgroTtoBka

[ns co3pgaHnsa pesepBHON Konun Tekyulein koHdurypauum ESBC ¢ ncnonb3osBaHnem cepBepoB yAasIeHHOro
KonMpoBaHus dainsioB He06X0ANMO:

1. 3anyctuTb cooTBeTCTBYOLWMI cepBep Ha MK/cepBepe B ceTu.

2. ObecneunTb BO3MOXHOCTb COXpaHeHus (hainnos B pabouem pasgene cepsepa.

3. O6ecneunTb IP-cBA3HOCTbL Mexay 06HoBMsieMbiM ESBC 1 cepBepoM yaasnieHHOro konmposaHus ainos
(MapLpyTrsauus).

4. O6ecneunTb paboTy NPOTOKONA YAa/IEHHOTO KonnposaHus Mmexay ESBC n cepsepom yaaneHHoro
konupoBaHus paiinos (NnpomexyTouHble firewall).

5. Mpu Heo6xoammocTu (ans npoTtokonos ftp, sftp, scp) y3HaTb UMA Nonb3oBaTens v Naposib Ass 3anmcu
Heobxoanmoro dhaina.
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[nsa co3gaHns pe3epBHO konum TekyLen koHdmrypaumm ESBC Ha nokasnibHO nogkatoyeHHbIn USB/MMC-
HOCUTENIb HEOO6XOAMMO BbINOSIHUTL C/EeAYoLMe YCNOBUS:

1. Pazgen USB/MMC-HocuTens fosmkeH 6biTb oTchopmatnpoBaH B chopmate FAT32.
2. Nogxntountb USB/MMC-HOCKTENb B COOTBETCTBYOWMIA crioT ESBC.

6.1.2 KonupoBaHue chaiina pesepBHOI Konuu KoHcurypayum

C ucnonb3oBaHNEM NMPOTOKO/IOB YAa/IEeHHOTO KonMpoBaHus daiinos

B 3aBMCUMMOCTM OT NPOTOKOA yaaseHHoro konnposaHus doaiinos B CLI ESBC He06x0AMMO BbINOAHUTL OAHY
N3 cnepyowmnx KomaHza;

Pe3epBHOe KonupoBaHue KOH(Urypayum no npotokony tftp

esbc# copy system:running-config tftp://<tftp-server-ip>:/<config-file-name>

Pe3epBHOE KONMpPOBaHWe KOH(Urypauum no NpoTokony ftp

esbc# copy system:running-config ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-
ip>:/<config-file-name>

Pe3epBHOe KONMpoBaHMe KOH(Urypauum no npoTokosny sftp

esbc# copy system:running-config sftp://<sftp-username>:<sftp-userpassword>@<sftp-
server-ip>:/<config-file-name>

Pe3epBHOE KONMMpPOBaHWE KOH(IUrypaLum no npoToKosly scp

esbc# copy system:running-config scp://<scp-username>:<scp-userpassword>@<scp-server-
ip>:/<config-file-name>

 <config-file-name> — nms paiina, c KOTopbIM ByAET COXpaHeHa TekyLas KOHUrypauusi CEpBUCHOIO
MapLupyTu3artopa,;

o <tftp-server-ip> — IP-agpec ncnons3yemoro TFTP-cepBepa;

« <ftp-username> — nwms nonb3oBarensa Ha FTP-cepBepe;

e <ftp-userpassword> — naposb nonb3oBaTtens Ha FTP-cepsepe;

o <ftp-server-ip> — IP-agpec ucnonb3yemoro FTP-cepBepa;

e <sftp-username> — ums nonb3oBaTtens Ha SFTP-cepBepe;

» <sftp-userpassword> — naponb nons3osarens Ha SFTP-cepsepe;

o <sftp-server-ip> — IP-agpec ncnonslyemoro SFTP-cepsepa;

e <scp-username> — M4 nonb3osarens Ha SCP-cepsepe;

e <ftp-userpassword> — naposb nonb3oBaTtens Ha FTP-cepsepe;

e <scp-server-ip> — IP-agpec ucnonbsyemoro SCP-cepsepa.
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Ha nokanbHoO nogkntouveHHblit USB/MMC-HocuTtenb

1. Onpegenntb MeTKy Toma nogkstodeHHoro USB/MMC-Hakonutens:

Onpep,eneHme MMEHU MeTKU TomMma Ha USB-HakonuTtene

esbc# show storage-devices usb

Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepeneHve UMeHU MeTKU Toma Ha MMC-HakonuTene

esbc# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonvpoBaTb haiin Ha ncnonb3yemblii USB/MMC-Hakonutesb:

Mpw BbINONIHEHUN KOMaHZ konvpoBaHus Ha USB/MMC-Hocutesim Heo6xo4MMo BMeCTO nosiei
<USB_DISK> nnin <MMC_DISK> ncnonb3oBartb HacTosiLne METKM TOMa, onpegesieHHbIe npu
BbINOJ/IHEHWM NyHKTa 1.

Pe3epBHOe KonupoBaHue KoHurypauum Ha USB-HOcUTE b

esbc# copy system:running-config usb://<USB_DISK>:/<config-file-name>

| KRk k kR kKRR KKK KKK KKK KKK KKK KKk kkkkkkkkkkx | 100% (576B) Success!

Pe3epBHOe KOnupoBaHue KOHdurypauymm Ha MMC-HocuTenb

esbc# copy system:running-config mmc://<MMC_DISK>:/<config-file-name>

| KXk kKKK KKKKKKKKKKKKKKKK KKK KKK KKK KKKk Kk k kx| 100% (576B) Success!

e <config-file-name> — nmsa haiina, c kKOTOpbIM ByAET COXpaHeHa TekyLaa KOHUrypawms CepBUCHOIO
MapLLpyTM3aTopa;

e <USB_DISK> — nms pasgena Ha USB-HocuTerse;

e <MMC_DISK> — nwms pa3gena Ha MMC-HocuTese.
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6.2 BoccTaHOB/IeHUE KOH(Mrypauum us pesepBHoii Konum

B cnyuae notepu koHdurypaumm Ha ESBC B npouecce akcnnyataumm, 06HOBAeHUA nnn "otkata" Ha 6onee

ctapyto Bepcuto MO, kKoHurypaumo ESBC MOXXHO BOCCTAHOBUTB, UCNOJIb3YA CO34AHHYI0 paHee pe3epBHYH
KOnuio.

KonvpoBaHue pe3epBHO konumn koHurypaumm Ha ESBC BO3MOXHO Kak € MCMO/Ib30BaHNEM NPOTOKO/10B
yOaNIeHHOr0 KonMpoBaHus oaiifioB, Tak U ¢ NOMOLLBIO JIOKa/IbHO NoAkAYeHHbIX USB/MMC-HocuTenei.

€@ npu nepexope c 6onee Hosoii Bepcum MO Ha Gonee cTapyto (downgrade) BeposTHa cuUTyaLms, Korga
6onee ctapas Bepcus MO He CMOXET NPUMEHUTb KOH(pUrypaLmio, COXpaHeHHY B 60/1ee HOBOIA
Bepcuun. B pesynbTaTe koHurypaums 6yaet ytepsHa n ESBC 3arpy3ntca ¢ nycToi KoHpurypaumeii.
Mpwn nycToi koHdurypaumm K ESBC MOXHO NOAKIOUNTBLCA TONIBKO UCMOJb3Ys KOHCOSIbHOE
NOAK/MOUEHVE M NOTUH/Naposib No ymonyaxuio (admin/password).

6.2.1 MopgroTtoBka

[ns BocctaHoBneHnst KoHdurypauum ESBC 13 pe3epBHOI KONuu ¢ MCNOJIb30BaHNEM CEPBEPOB YAa/IEHHOIO
KonMpoBaHus dainsioB He06Xo0ANMO:

1. 3anyctuTb cooTBeTCTBYOLWMI cepBep Ha MK/cepBepe B ceTu.

2. Pasmectntb B paboyem pasaene cepsepa hanin ¢ cosgaHHon paHee pesepBHoi konuein ESBC.

3. HacTtpoutb ESBC ans nosiBneHus IP-cBA3HOCTM C cepBepPOM yAasieHHOro KonnpoBaHust goaiinos.

4. O6ecneuntb IP-cBsA3HOCTL Mexay 06HoBsieMbIM ESBC 1 cepBepoM yaasieHHOro konmpoBaHus ainos
(MapLpyTursauus).

5. O6ecneunTb paboTy NPOTOKO/IA YAaIEHHOro konuposaHusa mexay ESBC n cepsepom yganeHHoro
konupoBaHus paiinos (NpomexyTouHble firewall).

6. Mpun Heo6xoammocTu (ans npoTtokonos ftp, sftp, scp) y3HaTb UMA Nonb3oBaTens 1 Naposib Ans
CckaumBaHusi Heobxoammoro caiina.

[ns BoccTaHoBneHUst KOHurypaumm ESBC 13 pesepBHOI KONuKU ¢ 10KasibHO nogkitoueHHoro USB/MMC-
HocuTeNs Heo6xoaAnMO:

1. Pasgen USB/MMC-Hocutens gosmkeH 6biTb oTpopmatmpoBaH B popmarte FAT32.
2. Ha USB/MMC-Hocutene gosmkeH 6biTb NOMeLLeH dain ¢ paHee CO34aHHON pe3epBHOW Konuen
KoHcpurypauumn ESBC.

3. Nogxntountb USB/MMC-HOCKTESb B cOOTBETCTBYOWMIA crioT ESBC.
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6.2.2 KonupoBaHue chaiina c pe3epBHON Konuen KOHUrypauum

C ucnonb3oBaHNEM NMPOTOKO/IOB YAa/IEHHOTO KonMpoBaHus daiinos

B 3aBMcCUMMOCTM OT NPOTOKOA yaasieHHoro konnposaHus daiinos B CLI ESBC Heo6x0AMMO BbINOAHUTL OAHY
N3 cnepyowmnx KomaHza;

Pe3epBHOe KonupoBaHue KOH(Urypayum no npotokony tftp

esbc# copy tftp://<tftp-server-ip>:/<config-file-name> system:candidate-config

Pe3epBHOE KONMpPOBaHWe KOH(Urypauum no NpoTokony ftp

esbc# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMpoBaHMe KOH(Urypauum no npoTokosny sftp

esbc# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<config-file-
name> system:candidate-config

Pe3epBHOE KONMMpPOBaHWE KOH(IUrypaLuu no npoToKoJl1y scp

esbc# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<config-file-name>
system:candidate-config

Pe3epBHOE KONMpPOBaHWe KOHUrypauum no npoTokony http

esbc# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<config-file-
name> system:candidate-config

e <config-file-name> — nms paiina pe3epBHO kONMK KOHUIypauum CEPBUCHOIO MapLupyTu3arTopa.
o <tftp-server-ip> — IP-agpec ncnonsdyemoro TFTP-cepsepa.

o <ftp-username> — nwms nonb3oBartens Ha FTP-cepsepe.

o <ftp-userpassword> — naponb nonb3osartens Ha FTP-cepsepe.

« <ftp-server-ip> — IP-agpec ucnonb3syemoro FTP-cepsepa.

e <sftp-username> — ums nonb3oBaTtens Ha SFTP-cepsepe.

e <sftp-userpassword> — naposnb nonb3osatens Ha SFTP-cepsepe.
» <sftp-server-ip> — IP-agpec ncnonsdyemoro SFTP-cepsepa.

e <scp-username> — UM nosb3osaTesia Ha SCP-cepsepe.
 <ftp-userpassword> — naponb nonb3osartens Ha FTP-cepsepe.

e <scp-server-ip> — IP-agpec ucnonesyemoro SCP-cepsepa.

e <http-username> — umsa nonb3osaresia Ha HTTP-cepsepe.

e <http-userpassword> — naposib nonb3oBatensa Ha HTTP-cepsepe.
e <http-server-ip> — IP-agpec ucnono3yemoro HTTP-cepBsepa.
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C nokanbHo nogknoueHHoro USB/MMC-HocuTtens

1. Onpegenntb MeTKy Toma nogkstodeHHoro USB/MMC-Hakonutens:

Onpep,enel-me MMEeHU MeTKU ToMa Ha USB-HakonuTtersne

esbc# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32

OnpepeneHve UMeHU MeTKU Toma Ha MMC-HakonuTene

esbc# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. CkonupoBaTb haiin Ha ncnonb3yemblii USB/MMC-Hakonutesb:

Mpw BbINONIHEHUN KOMaHZ konvpoBaHus Ha USB/MMC-Hocutesim Heo6xo4MMo BMeCTO nosiei
<USB_DISK> nnin <MMC_DISK> ncnonb3oBartb HacTosiLne METKM TOMa, onpegesieHHbIe npu
BbINOJ/IHEHWM NyHKTa 1.

Pe3epBHOe KonupoBaHue KoHurypauum Ha USB-HOcUTE b

esbc# copy usb://<USB_DISK>:/<config-file-name> system:candidate-config

| KRk k kR kKRR KKK KKK KKK KKK KKK KKk kkkkkkkkkkx | 100% (576B) Success!

Pe3epBHOe KOnupoBaHue KOHdurypauymm Ha MMC-HocuTenb

esbc# copy mmc://<MMC_DISK>:/<config-file-name> system:candidate-config

| KXk kKKK KKKKKKKKKKKKKKKKKK KKK KKK KKK KKKk kxkxx | 100% (576B) Success!

e <config-file-name> — nmsa chaiina pesepsHoit konun KoHdpurypauun ESBC;
e <USB_DISK> — nms pasgena Ha USB-HocuTese;
e <MMC_DISK> — nwvs pa3gena Ha MMC-HocuTese.

6.2.3 lMpumeHeHne 1 NoATBEPXAEHUE 3arPYXEHHOI KOHcUrypaumm

[Na npuMeHeHUs1 1 NoATBEPXAEHUS Pab0Tbl KOHGIUIYpaLMK, 3arpy>XeHHol paHee B pasgen
"system:candidate-config", Heo6x04MMO BbINONHUTL KOMaHAbI:
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Pe3epBHOe KonupoBaHue KoHurypauum Ha MMC-HocuTe b

esbc# commit
Configuration has been successfully applied and saved to flash. Commit timer started,
changes will be.

esbc# confirm
Configuration has been confirmed. Commit timer canceled.

6.3 OGHOB/IEHUE NPOorpaMMHOro o6ecrneueHns cpeacTBaMu CUCTEMbI

MO TekyLeli Bepcum ABNSIETCA KyMYNSTUBHBIM (COAEPXUT 0OHOB/IEHHbIE BEPCUM NEPBUYHOTO Y1 BTOPUYHOTO
3arpy3ymKoB), NO3TOMy 6yAeT fLOCTaTOuYHO:

e 3arpys3utb MO (firmware-cpaiin) Ha ESBC.
e BbibpaTb 06pa3 MO 06HOBNEHHON BEpCUM AN CNeayoLeit 3arpysku.

@ OTKoyenre NUTaHMS 0 OKOHYAHUS BbINOIHEHUS KOMaHAb! boot system {image-1/image-2}
MOXeT NnpuBecTu K HeucnpasHocTu ESBC.

e [Mepe3arpy3ntb ESBC.

© B pamkax kyMynAaTUBHOro 0GHOBNEHMSA 3arpy3UnKN MOTYT He OGHOBATLCS, €CIN MEXAY
YCTaHOB/IEHHbIM W1 YyCTaHaB/IMBAEMbIMI 3arpy3yunkaMu HeT pasinyuunin. B atom cnyyae 6yaeTt nosyvyeHo
cnepyiwollee coobueHue:
Boot image set successfully.
Skip due to same versions: xload, uboot

CpaBHeHue BbinosiHaeTca ESBC camocToATeIbHO NPy BbINOSTHEHUW KYMYNATUBHOTO OOHOBEHNS.

€@ Mpu 06HOBNEHNN NPOrPaMMHOTO 06ecneyeHst KOHUrypaLys NOrPAHNYHOTO KOHTPOJIIepa Ceccuii
KOHBEPTMPYETCS B COOTBETCTBUW C HOBOI Bepcueii. Mpw 3arpy3ke NorpaHMYHOroO KOHTPOs11Iepa Ceccuit
c 60/1ee CTapoii Bepcueit NporpaMmMHOro o6ecrneyeHms], Yem 3arpyxeHHasi paHee, KOHUrypaumsi He
KOHBEPTMpPYeTCs 1 Broc/eAcTBuM yaansetcs. MNepen o6HoBneHrem MO HeobxoaMMo caenatb
pe3epBHYI0 KON TEKYLLLEN KOHGMrypauum.

6.3.1 OGHOBnNeHue nporpaMmMHOro oéecneuveHus Ao sepcun 1.8.0 npu nocnegoBaresILHOM
O0GHOB/IEHUU C NpeabIAyLWnX Bepcuii (Tonbko ansa vESBC)

MepeuncneHHble HXe cnocobbl 06HOBeHUA MO VESBC npuMeHMMBbI TO/TLKO Npu OGHOBNEHUMN C BEPCUN
1.6.0 n 6onee no3gHuX, Npu ycnosum uto Bepcus 1.6.0 6b1na ycTaHOB/E€Ha U3HAYANbHO.

Ecnn nsHavasibHO 6bln1a ycTaHOBEHa 60/iee paHHASA Bepcus, To o6HoeneHne fo sepcun 1.8.0 cnepyet
npov3BOANTL NyTEM NOJIHONM nepeycTaHoBku MO, onncaHHbIM B pasgene lNpouecc yctaHoskn VESBC.

@ npu nepeycraHoske MO Bce NoMb30BaTENbCKME AaHHbIE, BKIOUYAA KOHUIypaLuio 6yayT noTepsiHbi.
HeobxoamMmo caenatb pe3epBHYH KOMUIO TeKyLLel KOHdurypauumn.

Mocne yctaHoBku MO 1.8.0 cnegyeT BbINOHUTL MUHUMa/IbHbIE HACTPOWVKN CeTU A/1A 3arpy3ku hainna
pe3epBHoOW konun Ha VESBC.

Mpouecchl Co3AaHNs pe3epBHON KOoNum KOHUrypauum n ee BOCCTAHOB/IEHMS! OMNMCaHbI BbILLE.
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6.3.2 OGHOBNeHWe NnporpaMMHOro oéecneueHus yepes CLI

MoarotoBKa K 3arpy3ke MO

Mpwu 3arpy3ke MO ¢ MCNo/ib30BaHMEM CEPBEPOB YAA/IEHHOTO KOMMPOBaHUSA (DaiiioB HE06X0AMMO:

1. 3anycTuTb cooTBETCTBYHOLWWMI cepBep B ceTu (tftp/ftp/sftp/http/https/scp).

2. CkonupoBatb paiin MO (<firmware-file>) B pa6ounii pasaen cepeepa yaaneHHo 3arpy3ku gainnos.

3. O6ecneunTb IP-cBA3HOCTL Mexay 06HoBMsieMbiM ESBC 1 cepBepoM yaanieHHOro konmposaHus ainos
(MapLpyTursauus).

4. ObecneunTb paboTy NPOTOKO/IA yAaNIEHHOTO KonmpoBaHua mexay ESBC n cepsepom yaaneHHoro
konupoBaHusi chaiinos (NpomexyTouHble firewall).

5. Mpu HeoGxoaumocTn (ans npoTokonos ftp, sftp, scp, http, https) y3HaTb uMa nonb3oBaTens n naposb
ONA ckaymMBaHMsa Heobxoanumoro daina.

Mpwu 3arpy3ke MO c ucnons3osavnem USB/MMC-HocuTeNI HEO6XOANMO:

1. Pazgen USB/MMC-Hocutens gosmkeH 6biTb oThopmatmposaH B popmarte FAT32 nnm exFAT.
2. CkonupoBatb paiin MO (<firmware-file>) B kopHeBoii pasgen USB/MMC-Hocutens.

3. Nogxntountb USB/MMC-HoCcKTES b B cOOTBETCTBYIOWMIA crioT ESBC.

4. Onpegenntb MeTKy Toma nogkntoyeHHoro USB/MMC-HakonuTens.

3arpyska NoO

C 1cnonib30BaHWEM OAHOTO U3 NPOTOKOJIOB YAA/IEHHOI 3arpy3ku haiisios

3arpyska N0 no npoTtokony tftp

esbc# copy tftp://<tftp-server-ip>:/<firmware-file> system:firmware

| oK Kk ok Kk ok Xk kX kKKK KKK KKK KKK KKK KX KR X Kk xkkx kx| 100% (OB) Firmware updated successfully.
3arpyska MO no npotokony ftp

esbc# copy ftp://<ftp-username>:<ftp-userpassword>@<ftp-server-ip>:/<firmware-file>
system: firmware

| KKK KKK KKK KRR KKK KKK KRR KRRk Rk kkkkkkkkx | 100% (O0B) Firmware updated successfully.

3arpyska N0 no npoTtokony sftp

esbc# copy sftp://<sftp-username>:<sftp-userpassword>@<sftp-server-ip>:/<firmware-
file> system:firmware

| KXk kKRR KKKKKKKKKKKKKKKKK KKK KKK KKK KKKk k kx| 100% (O0B) Firmware updated successfully.
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3arpyska NO no npoToKoJy scp

esbc# copy scp://<scp-username>:<scp-userpassword>@<scp-server-ip>:/<firmware-file>
system: firmware

| KXk kKKK KKKKKKKKKKKKKKKKKK KKK KKK KKK KKKk kx| 100% (O0B) Firmware updated successfully.

3arpyska NO no npoTtokosny http

esbc# copy http://<http-username>:<http-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| oKk Kk ok Kk ok Xk kX kKKK KKK KKK KKK KKK KX KR XKkxkkxkxx | 100% (OB) Firmware updated successfully.

3arpy3ka NO no npoTtokony https

esbc# copy https://<https-username>:<https-userpassword>@<http-server-ip>:/<firmware-
file> system:firmware

| KA KKK KK KKK KKK KKK KKK KRR KRRk kkkkkkkkkkx | 100% (OB) Firmware updated successfully.

o <tftp-server-ip> — IP-agpec ucnono3yemoro TFTP-cepBepa;

o <ftp-username> — nvsa nonb3oBatens Ha FTP-cepsepe;

e <ftp-userpassword> — naponb nons3oBatens Ha FTP-cepsepe;

o <ftp-server-ip> — IP-agpec ncnonb3ayemoro FTP-cepBepa;

¢ <sftp-username> — umsa nonb3oarensa Ha SFTP-cepsepe;

e <sftp-userpassword> — naponb nonb3oBaTtenst Ha SFTP-cepsepe;
 <sftp-server-ip> — IP-agpec ucnonb3yemoro SFTP-cepBepa;

e <scp-username> — 1Ms nonb3osartens Ha SCP-cepsepe;

e <ftp-userpassword> — naponb nonb3oBatens Ha FTP-cepsepe;

e <scp-server-ip> — IP-agpec ncnonbzyemoro SCP-cepsepa;

e <http-username> — umsa nonb3osarens Ha HTTP-cepsepe;

e <http-userpassword> — naponb nonb3oBarens Ha HTTP-cepsepe;
e <http-server-ip> — IP-agpec ucnonb3yemoro HTTP-cepBepa.

C ucnonb3oBaHmnem USB/MMC-Hakonutens

1. OnpegeneHne nMeHn MeTku Toma nogkntoveHHoro USB/MMC-Hakonutens:

OnpepeneHne MMeHU MeTKM Toma Ha USB-HakonuTtese

esbc# show storage-devices usb
Name Filesystem Total, MB Used, MB Free, MB

<USB_DISK> vfat 7664.01 6391.69 1272.32
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OnpepeneHne UMeHU MeTKU Toma Ha MMC-HakonuTene

esbc# show storage-devices mmc
Name Filesystem Total, MB Used, MB Free, MB

<MMC_DISK> vfat 7664.01 6391.69 1272.32

2. KonnposaHue thaiina ¢ ncnonssyemoro USB/MMC-Hakonutens:

Mpw BbINONIHEHUN KOMaHS konvpoBaHus ¢ USB/MMC-HocuTenein Heo6xoanmo BMeCTO nonen
<USB_DISK> nnn <MMC_DISK> ncnonb3oBaTtb HacToALME METKU TOMA, ONpeae/eHHble BbiLle.

3arpy3ka NO c USB-HocuTtens

esbc# copy usb://<USB_DISK>:/<firmware-file> system:firmware

| KA KKK KKKKKKKKKKKKKKKKKKKKKKKKKKKK KKKk kkkk% | 100% (73786kB) Firmware updated
successfully

3arpyska N0 ¢ MMC-HocuTens

esbc# copy mmc://<MMC_DISK>:/<firmware-file> system:firmware

| KA KKK KKK KKKKKKKKKKKKKKKKKKKKKK KKK KKKk kkxx%x | 100% (73786kB) Firmware updated
successfully.

e <USB_DISK> — umsa pasgena Ha USB-HocuTerne;
e <MMC_DISK> - nmsa pasgena Ha MMC-HocuTene.

Bbi6op o6pasa MO 06GHOB/EHHOW BepCcUM O crneayrowein 3arpysku
Ha ESBC ogHoBpeMeHHO xpaHsiTcs ABa o6pasa MO (image-1 n image-2).

1. NpoBepuTb cogepxmmoe o6pasoB MO, 3arpyxeHHbIx Ha ESBC:

esbc# show bootvar

Image Version Date Status After reboot
1 1.41.0 build 2026-03-18 18:01:09 Not Active
13[a035a3ada5]
2 1.38.1 build 2026-01-27 10:46:08 Active *
2[e229e4b49a]

51



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Mpw 3arpy3ke gaiina NO B pasgen system:firmware 3arpy3ka ocyLecTBAsieTcs BCeraa B HeakTuBHbIN ( Not
Active ) B A@HHbI/i MOMEHT pasgen.

2. BbiGpaTh pasfen, cogepxatluii MO 06HOBNEHHOI BEPCUM, B KAYECTBE 3arpy304HOro:

Bbi6op pa3gena MO gnsa 3arpysku

esbc# boot system image-1

This command cannot be interrupted, do not turn off device during process.

Continue? (y/N): vy

2000-01-07T18:51:19+00:00 %FILE_MGR-I-INFO: operation started: 'boot system image-1'
(index: 4, origin: CLI)

2000-01-07T18:51:22+00:00 %FIRMWARE-I-INFO: Writing data...
2000-01-07T18:51:31+00:00 %FIRMWARE-I-INFO: Writing data...
2000-01-07T18:51:37+00:00 %FILE_MGR-I-INFO: operation is finished: 'boot system
image-1' (index: 4, origin: CLI)

Boot image set successfully.

nnn

BbI6op HeakTUBHOrO MO gns 3arpysku

esbc# boot system inactive

This command cannot be interrupted, do not turn off device during process.
Continue? (y/N): vy

1970-02-04T20:52:43+00:00 %FILE_MGR-I-INFO: operation started: 'boot system image-1'
(index: 3, origi)

1970-02-04T20:52:45+00:00 %FIRMWARE-I-INFO: Writing data...
1970-02-04T20:52:55+00:00 %FIRMWARE-I-INFO: Writing data...
1970-02-04T20:53:09+00:00 %FILE_MGR-I-INFO: operation is finished: 'boot system
image-1' (index: 3, o)

Boot image set successfully.

Successfully updated (bootloader's directory is dirty): bll, uboot

€@ 3anpeujaetcs oTkntoueHne nuTaHns ESBC B MOMEHT BbIMOHEHNs koMaHng, boot system {image-1|
image-2} nnn boot system inactive.
OTKNHOYEHME NUTaHKA [0 OKOHYAHUS BbIMOMHEHNS komaHg, boot system {image-1[image-2} vnn boot
system inactive MmoxeT npuBecTn Kk HeucnpasHocTy ESBC.
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3. MNpoBepuTb, UTO 06pa3, cogepxawymii MO 06HOBMEHHOW BEPCUK, BbIOPaH ANS 3arpy3Ku:

esbc# show bootvar

Image Version Date Status After reboot
1 1.41.0 build 2026-03-18 18:01:09 Not Active *
13[abG35a3ada5]
2 1.38.1 build 2026-01-27 10:46:08 Active
2[e229e4b49a]
Mepesarpyska ESBC

Mepesarpy3ntb ESBC npu nomoLLm KoMmaHgb!:

Mepesarpyska MmapwpyTusaTopa B CLI ocHoBHoro MO

esbc# reload system

Do you really want to reload system ? (y/N): vy

6.4 OGHOBNeHMe NporpammHOro oéecrneuveHus yepes web-nHtepdcpeiic

OnucaHve npotecca 06HOBNEHUS NPOrPaMMHOro obecneyeHns NpUBEAEHO B pasaesie Yrpas/eHne yepes
web-uHTepdeiic. MeHto «IMO ycTpoincTear.

6.5 OGHOB/IEHME NPOrpaMMHOro o6ecneyeHusi ¢ ucnosib3oBaHnem obpasa MO .iso (TonbKo
Ans vESBC)

Mpouecc 06HOBAEHMS NPOrPaMMHOro obecneveHns ¢ nomoLlso obpasa MO .iso BbINOMHAETCA aHaI0MMYHO
nepBoHavasibHOl nHcTansauumn VESBC, onncaHHoi B pasgene lMpouecc yctaHoBku VESBC, 3a nCKIoYeHnem
LWara 4.

Ha paHHOM wware Heo6xo4uMOo BblGpaTh:

e nnu NyHKT "Mode 1" ans 06HOBNEHMSA NPOrPaMMHOr0 06ecneyYeHnss 1 coXpaHeHus KoHurypauum un
Nnosib30BaTesIbCKMX oalisos.

e 1w NyHKT "Mode 2" nnsi 06HOBNEHMA NPOrPaMMHOI0 o6ecneyeHns 1 yaaneHus KoHurypaumm n
Nno/sib30BaTesIbCKMX oalisos.

Takke cnegyeT nponycTuThb Wwarun ¢ 6 no 8 (Ha ware 6 crnenyet BbibpaTb NyHKT "No"), ecnv npy 06HOBEHWN
He TpebyeTca N3MeHATb cepuiiHblii Homep VESBC.

Mopsaaok oGHOBNEHUs:

1. CmoHTMpoBaTh (haiin .iso B CD-npuBog runepsr3opa 1 yCTaHOBUTL 3arpy3ky ¢ obpasa.
2. Nepesarpy3nTb BUPTYyasbHy mawimHy ESBC.

3. BbINONHUTL O6HOB/IEHNE B COOTBETCTBUM C ONUCAHUEM BbILLE.

4. Mocne ycTaHoBKM y6paTb 06pa3s n3 CD-npmeoga runepsusopa.
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5. MNepe3sarpy3nTb BUpTYyasibHy0 MalumHy ESBC.

6.6 OGHOB/IEHUE NPOrpaMMHOro o6ecrneyeHns U3 Ha4Ya/IbHOTO 3arpy3umnka

MNporpaMmMHoe o6ecneyeHne NOrpaHNYHOro KOHTPOsI/Iepa Ceccuii MOXHO OGHOBUTbL U3 HaYasIbHOrO 3arpy3ymnka
cnegyowmm obpasom:

1. OcTaHoBMWTE 3arpy3Ky Nocne OKOHYaHUsA MHULMaIM3aumm NorpaHnyHoOro KOHTposiepa ceccui
3arpy3umkom U-Boot, HaxxaB knaBuLly <Esc>.

Configuring PoE...
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepsepa:

BRCM.XLP316L1ite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTe IP-agpec norpaHNyYHOro KOHTpos/iepa Ceccuii:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

4. Ykaxute nvs gpainna nporpammHoro obecneueHunsi Ha TFTP-cepepe:

BRCM.XLP316L1ite Rev BO.u-boot# firmware_file firmware

5. MOXHO COXpaHUTb OKpY>XeHne KoMaHZol saveenv ans 6yayuimx 06HOBNEHWIA.
6. 3anyctute npouenypy 06HOBNEHNA MPOrpaMMHOro obecrneyeHus:
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BRCM.XLP316L1ite Rev BO.u-boot# run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address is 10.100.100.2
Filename 'esbc3200/firmware’.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAHAHAHHAHAHSHHARAHH AR SRS HA RS HH AR A RSB AR AR H AR AR H AR SR H AR AR HHHH
HAHAHAHHAHAHSHHARAHH AR SRS HA RS HH AR A RSB AR AR H AR AR H AR SR H AR AR HHHH
HAHAHAHHAHAHSHHARAHH AR SRS HA RS HH AR A RSB AR AR H AR AR H AR SR H AR AR HHHH
HAHAHAHHAHAHSHBARAH AR HAHS

HAHAHFHHAHAHFABA RSB AR AR BB R AR HAHAH

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size 0x6400000
104857600 bytes written: OK

7. YcTaHoBUWTE 3arpyeHHoe nporpaMMHoe obecrneyeHve B KayecTse obpasa A5 3anycka CUCTeMbl 1
nepesarpy3ute ESBC:

BRCM.XLP316L1ite Rev BO.u-boot# boot_system imagel
BRCM.XLP316L1ite Rev BO.u-boot# reset

6.7 OGHOBEHMe BTOPUUYHOro 3arpy3umka (U-Boot)

BTopuruHbIii 3arpy3umnk 3aHuMaeTcst uHnypanmsauveii NAND v norpaHMyHoro KoHTposinepa ceccuid. Mpw
06HOB/EHNM HOBBIV thalin BTOPUUHOIO 3arpy3drka coxpaHsieTcsa Ha flash Ha mecTe cTaporo.

[nsi npocmoTpa Tekyllein Bepcun 3arpy3odHoro daiina, paboTatoLlero Ha ycTpoiicTBe, BBeANTE
koMaHgay version B CLI U-Boot, Takke Bepcua oTobpaxaeTcsl B NpoLecce 3arpy3ku norpaHnyHoro KOHTponiepa
ceccuit:

BRCM.XLP316L1ite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)
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Mpouenypa o6HoBNeHUA MO:

1. OcTaHoBUWTE 3arpy3Ky yCTPOCTBA NOC/1€ OKOHYaHWsi MHULMann3aumm norpaHnyHoro KOHTposiiepa
ceccuin 3arpysdnkom U-Boot, HaxxaB knaBuly <Esc>.

Configuring PoE...
distribution 1 dest_threshold 0xa drop_timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Sk1ip: Load SYS UCORE for old 8xxB1l/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316L1ite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxkunTe IP-agpec norpaHnyHOro KOHTPOsI/iepa CeCcCuii:

BRCM.XLP316L1ite Rev BO.u-boot# ipaddr 10.100.100.2

4. Ykaxnte nms dpanna sarpysunka Ha TFTP-cepsepe:

BRCM.XLP316Lite Rev BO.u-boot# uboot_file u-boot.bin

5. MOXHO COXpaHWUTb OKPY)XEHNe KOMaHAOo saveenv Ans 6yayLnMX 06HOBIEHWIA.
6. 3anycTuTe npoLeaypy 06HOBMEHUSI TPOrPAMMHOI0 06GecneyYeHns:

BRCM.XLP316L1iteRevBO.u-boot# run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esbc3200/u-boot.bin'.

Load address: 0xa800000078020000

Loading: ########H##HHHAHHHAHHHHHHHAHAHHHAHHHAHHHHHHHHHEHHHAHHHAHHEHH
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device

7. Mepe3arpy3nTe NorpaHnYHbI KOHTPOEP CECCUiA:

BRCM.XLP316L1ite Rev BO.u-boot# reset

56



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

7 PekomeHpauuy no 6e3onacHoli HacTpoiike

o O6WMe pekomeHaaLnm
HacTpolika cuctemMbl 1ormpoBaHus cobbITui
e PekomeHgauun
e [MpepynpexaeHuns
e [1pumep HacTpOliKn
HacTpolika nonnTuky ncnonb3oBaHns naponei
e PekomeHpauun
e [1pumep HacTpOliKn
HacTpoiika nonntukm AAA
e PekomeHgauun
e [MpepynpexaeHuns
e [1pumep HacTpOIiKn
e HacTtpoiika yganéHHOoro ynpas/ieHns
e PekomeHgauun
e [1pumep HacTpOliKn
e HacTpoiika MexaHV3MOB 3aLLMTbl OT CETEBbIX aTak
e PekomeHgauun
e [1pumep HacTpOliKn

PekomeHAaumm no 6e30nacHoi HaCTPOiike HOCAT 06LLMIA XapakTep U NOAXOAST 418 60/bLUMHCTBA
MHCTaNNsuuiA. Hactosiwpye pekoMmeHaaumm B 3HaUMTe IbHOl CTeneHn NoBbIWatoT 6e30MacHOCTL 3KCnayaTauum
YCTPOICTBA, HO HE ABMSOTCA MCYEPNbIBAIOLLMMU. B 3aBUCMMOCTI OT CXEMbI MPUMEHEHUS yCTPOCTBA
HeobXxoAMMO HacTpamBaTb 1 Apyrve napameTpbl 6e30MacHOCTU. B HEKOTOPbIX CNeUMgUUYECKUX CriyYasix
BbINOJIHEHME AaHHbIX PEKOMEHAALMNIA MOXET NPUBECTU K HEPABOTOCNOCO6HOCTU ceTu. Mpu HaCTpoiike
yCTPOIiCTBa CTOUT B NEPBYI0 OYEpPEb ClefoBaTh TEXHUYECKUM TPEOOBaHNAM U pernameHTam ceTeld, B
KOTOPbIX BYAET 3KCN/yaTpoBaThCs AaHHOE YCTPOICTBO.

7.1 OOwume pekoMmeHpaLUn

e PekoMeHAyeTCs Bcerga oTk/Io4aTb Hencnosib3yemMble onsnyeckme nHTepdiencobl ¢ NOMOLLLI KOMaHab!
shutdown. KomaHga nogpo6Ho onucaHa B pasgene KoHgurypupoBaHue 1 MOHUTOPUHT MHTepdeicoB
cnpaBoyHuKa kKomaHg CLI.

e PekoMeHAyeTCs BCcerfa HactpamBaTb CUHXPOHM3ALMI0 CUCTEMHBIX YaCOB C AOBEPEHHbIMU UCTOYHKAMM
ceteBoro BpemeHu (NTP). Anroputm HacTpoiikn NTP npvBeféH B pasgene Hactpoiika
NTP pykosoacTsa. NoapobHas nHpopmauma o komaHgax ans Hactpoilku NTP npusefeHa B pasgene
YnpasneHue CUCTEMHbIMU Yacamy crnpaBoyHuka komaHz CLI.

* PekomeHgyeTcs oTkodatb NTP broadcast client, Bk1lOUEHHBIV NO yMO4YaHuIo B 3aBOA,CKOM
KOHcpurypauuu.

» He pekomeHayeTcs ucnonbL30BaTb komaHay ip firewall disable, oTkiouatoLLyo MexceTeBoe
3KkpaHupoBaHue. CriegyeT Bcerga HasHadyatb MHTepdelicaM COOTBETCTBYHOLLME 30HbI 6€30MacHOCTU U
HacTpanBaTb KOPPEKTHbIE MpaBu/ia MeXceTeBoro aKpaHa. AIroOpuTM HaCTPONKN MeXCEeTEBOro aKkpaHa
npuBeféH B pasaerne KoHdurypuposaruve Firewall HacToswero pykosoacTsa. MNoapobHas nHpopmaums
0 KOMaHAax 4151 HaCTPOIKM MeXCeTeBOro skpaHa npvBeeHa B pasaersie YnpaseHve
Firewall cnpaBoyHvka komaHz CLI.

Ons nepegaun curHanbHoro (SIP), megna (RTP) Tpadinka, a Takke 06pa6oTkm coobuyeHunii STUN npu
ncnosb3oBaHun nokanbHoro STUN-cepBepa, He TpebyeTcss KOHPUTypupoBaHue L0MNOTHUTE bHbIX
npasw 1 30H Firewall. Mpasuna 6yayT co3gaHbl aBTOMaTUYECKM NPY KOHGUTYpUpOBaHUm
cooTBeTCTBYlOLWMX SIP-TpaHcrnopToB., SIP-TpaHKoB, aBOHEHTCKMX MHTEPdECcoB 1 /TIoKasibHbIX STUN-
cepBepoB. Nogpo6Has MHhopmaLlma 0 HAaCTPOKKe HaxoauTcs B pasgene YnpasreHne ESBC.
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7.2 HacTtpoiika cucTeMbl JIOTMPOBaHUA COOLITUI

ANrOpUTMbI HACTPOWKN CUCTEMbI JTOFTMPOBaHUSA COOLITUI NprBeAeHbl B nogpa3saene «Hactpolika Syslog»
pasgena MoHUTOPUHT HACTOSLLEr0 PyKOBOACTBA.

Moapo6Hasa nHdopmauusa 0 KomaHgax A/ HACTPOWKN CMCTEMbI JTOTMPOBaHNSA COObITUI NprBeaeHa B
pasgene YnpasneHne SYSLOG cnpasoyHuka komaHz CLI.

7.2.1 PekomMmeHpgauum

e PekomeHAyeTcs HaCTPOUTb XpaHeHMe Co0BLLEHNIA 0 COBbITUSAX B doaitn syslog Ha yCcTpolicTBe n
nepeaady aTux cobbITUIN Ha BHELLHWUIA syslog-cepaep.

e PekoMeHAayeTcs orpaHnumBath pasmep syslog-thainna Ha ycTpoiicTBe.

e PekoMeHAyeTcs HacTpamBaTb poTaumio syslog-haiinios Ha yCTpOIiCTBeE.

e PekoMeHAayeTCs BKIKYaTb HyMepauuio coobLyeHnii syslog.

7.2.2 MpepynpexaeHns

e [laHHble, XpaHsLmecs B dpainnioBoii cucteme tmpsys:syslog, He coxpaHaTCcs Npy nepesarpyske
YyCTpOWCTBa. ATOT TN (DainIoBOI CUCTEMbI PEKOMEHAYETCA MCMNO/b30BaTb A1 XPaHEHUS OnepaTUBHbIX
N10roB.

e He pekomeHayeTcs ucnosb3oBath haiinosyto cuctemy flash:syslog ans xpaHeHus noros, Tak kak 310
MOXET NPMBECTU K NPEXAEeBPEMEHHOMY BbIX0A4y M3 CTpos ycTpoiicTBa ESBC.

7.2.3 Mpumep HaCTPOWKN

3agava:

HacTpouTb XpaHeHne coobLLeHnin 0 cobbITMAX YPOBHS info 1 Bbilwe B thaiin syslog Ha ycTpoicTee 1
HaCTpouTb Nepegadvy 3TUX COObITUIA Ha BHELLHWIA syslog-cepBep. OrpaHnunTb haiin paamepom 512 KéaiiT.
Bkntountb potaumto 3 thaiinos. BkniounTb Hymepaumo coobuieHunin syslog.

PeweHue:

HacTpanBaem xpaHeHue syslog-coobuieHwii B thaiine:

esbc(config)# syslog file tmpsys:syslog/default
esbc((config-syslog-file)# severity info
esbc((config-syslog-file)# exit

HacTpavBaem orpaHuyeHve pasvepa u potauuo oainios:

esbc(config)# syslog max—files 3
esbc(config)# syslog file-size 512
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HacTpanBaem nepegadvy COO6LLEHWIT HA BHELLHWIT cepBep:

esbc(config)# syslog host mylog
esbc(config-syslog-host)# remote-address 92.168.1.2
esbc(config-syslog-host)# transport udp
esbc(config-syslog-host)# port 514
esbc(config-syslog-host)# severity info
esbc(config-syslog-host)# exit

Bknoyaem Hymepauuio coobuieHunii syslog:

esbc(config)# syslog sequence-numbers

7.3 HacTtpoiika noNMTUKN NCNOJIb30BaHUA naponei
ANropuTMbl HACTPOIiKK NonuTUk AAA npueeaeHsbl B pasgene Hactpoiika AAA HACTOSILLLErO pyKOBOACTBA.

MoapobHasa nHopmaumusa 0 KomaHgax A/ HACTPOWKN NOSIMTUKN UCNOb30BaHWA Naposiel npuseseHa B
pasgene Hactpolika AAA cnpaBoyHuka komaHg, CLI.

7.3.1 PekomeHpauuun

PekomeHAyeTcsi Bcerga BktoyaTh TpeboBaHMsi Ha CMeHY Naposis Mo yMon4aHuto nosb3osarens admin.
PekomMeHAyeTCsi orpaHnuMBaTh BPEMSs XM3HW Naposieil 1 3anpewatb NOBTOPHO 1CMNO/Ib30BaTh, Kak
MUHUMYM, NPeAbIAYLLMIA Naposib.

PekomeHAyeTCsi BbICTaBNSATb TPE6GOBAHUSI MUHUMaJIbHOW A/IMHBI Napost 60/1blie 8 CUMBOJIOB.
PekomMeHAyeTCsi BbICTaB/SITb TPEGOBAHNS HA UCMO/Mb30BaHNE CTPOYHbIX U MPOMUCHBIX GYKB, Ldp U
CneLCcMBOSIOB.

7.3.2 Mpumep HaCTPOWKN

3agava:

e HacTpouTb NaposibHy NONUTHKY C 0653aTe/NbHbIM TPEGOBAHMEM CMEHBI NapOosIsi MO YMO/TYaHUIO,
BpPeMeHeM [elicTBIsA naponsi 1 MecsiL, 1 3anpeToM Ha UCnosib3oBaHve 12 nocneaHux naponei.

e 3aAaTb MUHUMA/bHYIO AIMHY Napons 16 CUMBO/IOB, MaKCMasTbHY0 — 24 CUMBO/A.

e MMaponb [0MKEH coaepxXaTb He MeHee 3 NPOMUCHbIX BYKB, HE MeHee 5 CTPOUHbIX GYKB, He MeHee 4 Lundp
1 He MeHee 2 cneucrMBO/IOB. Maponb B 06s13aTe/lbHOM NOPSIAKE [O/KEH COAEPXaThb BCe 4 Tuna
CUMBO/IOB.

PeweHue:

Bkioyaem 3anpoc Ha CMeHy naposs o YMOoA4YaHuio 418 nonb3oBatesia admin:
esbc(config)# security passwords default-expired
YcTtaHaBvBaem BpeMsi Xun3Hn naposis 30 gHei n 3anpeT Ha MCnosib3oBaHune npeablaywmnx 12 naponei:

esbc(config)# security passwords lifetime 30
esbc(config)# security passwords history 12
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YcTaHaB/iMBaem orpaHnyeHuns Ha aanHy naposia:

esbc(config)# security passwords min-length 16
esbc(config)# security passwords max-length 24

YcTaHaB/iMBaeM orpaHnyeHnsa no MMHUMaslbHOMY KOJIMYeCTBY CMMBOJ/1I0B COOTBETCTBYHOLLUX TUMNOB:

esbc(config)# security passwords upper-case 3
esbc(config)# security passwords lower-case 5
esbc(config)# security passwords special-case 2
esbc(config)# security passwords numeric-count 4
esbc(config)# security passwords symbol-types 4

7.4 Hacrtpoiika nonutukn AAA

ANropuTMbl HACTPOIiKK NonuTUk AAA npueeaeHsbl B pasgene Hactpoiika AAA HACTOSILLLErO pyKOBOACTBA.

MoapobHasa nHopmaumusa 0 KomaHgax 419 HacTporikn nonutukn AAA npueeeHa B pasfene HacTtpoiika
AAA cnpaBo4yHuka komaHg CLI.

7.4.1

PekomMmeHpauuu

PekomeHayeTcsa NCnosb30BaTb PONEBY MOAEb AOCTYNa Ha YCTPOMCTBO.

PekomeHayeTcsa NCNo/b30BaTb NEPCOHaIbHbIE YYETHbIE 3anucuy 419 ayTeHTU(UKauum Ha yCTpoKCTBe.
PekomeHayeTcsa BKOYaTh /10rMpoBaHne BBOAUMbIX NOIb30BaTeNIEM KOMaHA.

PekomeHayeTcsa NCMNosib30BaTb HECKO/IbKO METOAOB ayTeHTUdMKauumn 15 BXo4a Ha yCTpolicTBa Yepes
KOHCO/b, YAaNEHHOIO BXO4a Ha YCTPOWCTBA M NOBbIWEHWA NpuBuiernii. OnTuMasibHOW cuntaeTcs
KOMOUMHaUMA 13 ayTeHTumkaumm no ogHomy 13 npotokosioB RADIUS/TACACS/LDAP v nokanbHO
ayTeHTupmkaumn.

PekomeHayeTcsA NOHU3UTbL YPOBEHb NPUBUETNIA BCTPOEHHOW YY4ETHOIM 3annucu admin.

PekomeHAyeTCca HacTPOUTb I0rMPOBaHe N3MEHEHUI JTOKasTbHbIX YYETHbIX 3anuceil.

PekomeHayeTcst HAaCTPOUTL JIOTMPOBAHNE M3MEHEHWI NOANTUKN AAA.

MpepynpexaeHus

BcTpoeHHyto y4éTHy10 3anuck admin yaanuTb Henb3s, TONbKO OTKIYNUTL aBTOpU3aLmio a1 Heé
komaHgol no admin login enable.

KomaHga no username admin He yganseT nosb3oBaTens admin, copacbiBaeT ero KoHurypauuio B
3Ha4YeHUs No ymonyaHuto. Nocne NnpMMeHeHnsa aToil KoMaHAbl Nosb3oBatesib admin He 6ygeT
oTOb6paxartbCs B KOHhurypaumm.

KomaHga no password a15 nosb3oatens admin Takke He yaansaeT naposb nonb3osarens admin, a
cbpacblBaeT ero B 3Ha4eHune no ymonyaHuio. Nfocne npumMeHeHns 3Toi KoMaHbl Naposib Nosib3oBaTens
admin nepecTaéT oTo6paxaTbCsi B KOHUrypaLmmn n ctaHoButcs ‘password'.

Mepepg OTKAOYEHNEM aBTOpMU3aumMn Ans nonb3osatens admin B KOHUrypaumio ycTporicTea
HeobXxo4NMO HaCTPOUTbL NO/Ib30BaTeNA C ypoBHEM npusunernii 15 nnm 3agate ENABLE-naponb ans
YPOBHSA npuBunernii 15.
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7.4.3 Mpumep HacCTpPOWKN

3agava:
HacTtpoutb nonutuky AAA:

e [1na yaanéHHoro Bxoga no npoTtokony SSH ncnons3osatb ayTeHTUdmkaumm yepes RADIUS.

o [1n19 BXOAa Yepes NoKasibHYK KOHCO/1b MUCMNOMb30BaTb ayTeHTUdukaumm yeped RADIUS, B cnyvae
oTcyTcTBUA cBA3M ¢ RADIUS-cepBepamm MCMNO/b30BaTb NIOKa/IbHYI0 ayTeHTUdNKaLNIO.

¢ icnonb3osaTb ENABLE-naponb, 3agaHHbIi yepe3 RADIUS, B cniyuae otcyTtcTBus cBA3n ¢ RADIUS-
cepBepamMn Ucnosib3oBaTth fIokasbHbI ENABLE-napons.

e YCTaHOBWTb Nosb3oBaTe o admin NOHWXEHHbI YPOBEHb NPUBUETUIA.

e HacTpouTb NOrMpoBaHne N3MeHEeHWNN NTOKasTbHbIX YYETHbIX 3anuncei.

e HacTtpouTb normpoBaHme n3MeHeHuii nonntnk AAA.

e HacTtpouTb /iormpoBaHne BBOAUMbIX KOMaHS,

PeweHue:

Co3pgaem nokanbHoro nosb3oBatens local-operator ¢ ypoBHem npuBunernii 8:

esbc(config)# username local-operator
esbc(config-user)# password Pa$swOrdl
esbc(config-user)# privilege 8
esbc(config-user)# exit

3agaém nokanbHbii ENABLE-naponsb:
esbc(config)# enable password $6e5c4r3e2t!
[anee Heo6x0AMMO OTKNHOUUTL aBTopm3aLmio y nonb3osatens admin:
esbc(config)# no admin login enable
HacTtpanBaem cBA3b ¢ ABymst RADIUS-cepBepamu, OCHOBHbIM 192.168.1.11 1 pe3epBHbIM 192.168.2.12:

esbc(config)# radius-server host 192.168.1.11
esbc(config-radius-server)# key ascii-text encrypted 8CB5107EA7QO5AFF
esbc(config-radius-server)# priority 100

esbc(config-radius-server)# exit

esbc(config)# radius-server host 192.168.2.12
esbc(config-radius-server)# key ascii-text encrypted 8CB5107EA7OO5AFF
esbc(config-radius-server)# priority 150

esbc(config-radius-server)# exit
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HacTtpavBaem nonntuky AAA:

esbc(config)# aaa authentication login CONSOLE radius local
esbc(config)# aaa authentication login SSH radius
esbc(config)# aaa authentication enable default radius enable
esbc(config)# aaa authentication mode break

esbc(config)# line console

esbc(config-line-console)# login authentication CONSOLE
esbc(config-line-console)# exit

esbc(config)# line ssh

esbc(config-line-ssh)# login authentication SSH
esbc(config-line-ssh)# exit

HacTtpavnBaem normposaHue:

esbc(config)# logging userinfo
esbc(config)# logging aaa
esbc(config)# syslog cli-commands

7.5 Hacrtpoiika yaanéHHOro ynpasieHus

MoapobHasa nHpopmaumusa 0 KomaHgax HaCTPOWKK yaanéHHOro AocTyna npueeieHa B pasgene Hactporika
poctyna SSH, Telnet cnpaBouHuka komaHg CLI.

7.5.1 PekomeHgauuun

e He pekomMeHayeTcs BKIHOUaTh yAa/IEHHOE ynpaBieHne no npotokosy Telnet.

e PekomeHAayeTcs NCNosib30BaTh KPUMTOCTOMKME anroputMbl ayTeHTUdMKaumm sha2-512 n oTk1iounTb BCe
OCTa/IbHbIE.

e PekomeHAayeTcs NCNosb30BaTh KPUNTOCTOMKME a/irOpUTMbI LUINGIPOBaHNS aes256¢tr u OTK/II0UNTL BCE
OCTaJIbHbIE.

e PekomeHAayeTcs NCNosib30BaTh KPUMTOCTOMKMIA anroputM obmeHa kntoyamm wndposaxus dh-group-
exchange-sha256 n oTk10UNTb BCE OCTa/IbHbIE.

e PekomeHAayeTcs NCNosb30BaTh KPUMTOCTOMKMIA anroputm Bepudmkaumm Host-Key gnst SSH rsa
OTK/IIOUYNTb BCE OCTaJ/TbHbIE.

e PekomeHayeTcs pa3pelumnTb AOCTYN K yAATIEHHOMY YNpaB/IEHWI0 YCTPOWCTBOM TOJIbKO C ONpeAenEHHbIX
IP-agpecos.

e [Nepep HaYasIOM 3KCNyaTauuy pEKOMeHAYeTCA NepereHepmMpoBaTh KUy LUMGPOBaHMS.

7.5.2 Mpumep HaCTpPOWKN

3agava:

CreHepupoBaTb HOBblE K/1H0UK UJVI(prBaHI/IFI. Vcnonb3oBartb KpVII'ITOCTOVIKVIQ aJITOPUTMBbI.
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PelwueHue:

OTK/0YaeM ycTapeBLUMe 1 He KPUNTOCTOMKNE airopUTMbl:

esbc(config)# ip ssh server

esbc(config)# ip ssh authentication algorithm md5 disable
esbc(config)# ip ssh authentication algorithm md5-96 disable
esbc(config)# ip ssh authentication algorithm ripemd160 disable
esbc(config)# ip ssh authentication algorithm shal disable
esbc(config)# ip ssh authentication algorithm shal-96 disable
esbc(config)# ip ssh authentication algorithm sha2-256 disable
esbc(config)# ip ssh encryption algorithm 3des disable

esbc(config)# ip ssh encryption algorithm aesl128 disable

esbc(config)# ip ssh encryption algorithm aesl28ctr disable
esbc(config)# ip ssh encryption algorithm aesl192 disable

esbc(config)# ip ssh encryption algorithm aesl92ctr disable
esbc(config)# ip ssh encryption algorithm aes256 disable

esbc(config)# ip ssh encryption algorithm arcfour disable
esbc(config)# ip ssh encryption algorithm arcfourl28 disable
esbc(config)# ip ssh encryption algorithm arcfour256 disable
esbc(config)# ip ssh encryption algorithm blowfish disable
esbc(config)# ip ssh encryption algorithm castl128 disable
esbc(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
esbc(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
esbc(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
esbc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
esbc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
esbc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
esbc(config)# ip ssh host-key algorithm dsa disable

esbc(config)# ip ssh host-key algorithm ecdsa256 disable

esbc(config)# ip ssh host-key algorithm ecdsa384 disable

esbc(config)# ip ssh host-key algorithm ecdsa521 disable

esbc(config)# ip ssh host-key algorithm ed25519 disable

CeHepupyem HOBble KoUK LWNPOBaHUS:

esbc# update ssh-host-key rsa 2048

7.6 HacTtpoiika MexaHU3MOB 3aluTbl OT CETEBbIX aTak

ANTOPUTMbI HACTPOIKM MEXaHW3MOB 3alLLMTbl OT CETEBbIX aTak NpUBEAEHbI B pasgesne HacTtpoiika
/IOrMPOBaHUS 1 3alMTbl OT CETEBbIX aTak.

Moapo6Hasa nHgopmaumusa 0 KomaHgax As1s1 HaCTPOWKK NOANTUKN UCNONb30BaHWA Naponel npuseeHa B
pasgene Ynpas/ieHne norMpoBaHnemM 1 3aliUTor OT CeTEBbIX aTak cnpaBoyHMKa komaHg CLI.

7.6.1 PekomeHpgauumu

e PekoMeHAayeTcs Bcerga BkIuvaTh 3awmTy oT ip spoofing.

PekomeHayeTca Bcerga BkIOUaTh 3awnTy oT oparMeHTMpoBaHHbIX TCP-NakeToB C BbICTAB/IEHHbIM
onarom SYN.

PekomeHayeTca Bcerga BkoUaTh 3auTy OT oparMeHTUpoBaHHbIX ICMP-nakeTos.
PekomeHpayeTcs Bcerga Bkatodarth 3awmty ICMP-nakeToB 601bLU0r0 pasmepa.

PekomeHayeTcs BCcerga BKoYaTb 3almuTy OT He3aperncTpupoBaHHbIX IP-npoTokosos.

PekomeHayeTca Bcerga Bknovath 3awnty ot TCP-nakeToB ¢ HenpaBu/ibHO BbICTaB/1IEHHbIMW (hnaramu.
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b PeKOMeH,El'yeTCFI BK/1KOYaTb SiorMpoBaHne MexaHn3mMa 3alliTbl OT CETEBbLIX aTak.

7.6.2 Mpumep HaACTPOWKN

3agava:

HacTpouTb MexaHn3m 3aLlnTbl OT CeTEBbIX aTak B COOTBETCTBUN C peKoMeHaaunamu.

PeweHue:

Bkntouaem 3awmty oT ip spoofing 1 nornpoBaHme MexaHvuama 3almThbi:

esbc(config)# ip firewall screen spy-blocking spoofing
esbc(config)# logging firewall screen spy-blocking spoofing

Bkntouaem 3awmty ot TCP-nakeToB ¢ HENPaBWU/IbHO BbICTAB/IEHHbIMY h/laraMmu U 10TMpoBaHe MexaHumMa
3aLLUNTBI:

esbc(config)# ip firewall screen spy-blocking syn-fin
esbc(config)# logging firewall screen spy-blocking syn-fin
esbc(config)# ip firewall screen spy-blocking fin-no-ack
esbc(config)# logging firewall screen spy-blocking fin-no-ack
esbc(config)# ip firewall screen spy-blocking tcp-no-flag
esbc(config)# logging firewall screen spy-blocking tcp-no-flag
esbc(config)# ip firewall screen spy-blocking tcp-all-flags
esbc(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntouaem 3awmty ot dpparmeHTUpoBaHHbIX ICMP-nakeToB 1 normposaHne mexaHusma 3alinThbl:

esbc(config)# ip firewall screen suspicious-packets icmp-fragment
esbc(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLUOr0 pasmepa 1 /I0rMpoBaHne MexaHnsma 3alluTbl:

esbc(config)# ip firewall screen suspicious-packets large-icmp
esbc(config)# logging firewall screen suspicious-packets large-icmp

Bkntoyaem 3awmTty oT He3aperncTpmpoBaHHbIX IP-NpOTOKOMNOB U /IOrMpoBaHne MexaHn3mMa 3alnTbl:

esbc(config)# ip firewall screen suspicious-packets unknown-protocols
esbc(config)# logging firewall screen suspicious-packets unknown-protocols
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8 Mpumepsbl noakntoyeHns ESBC k ceTn nepeaayn AaHHbIX

B gaHHOM pasgesie npuBefeHbl npuMepsbl husnyeckoro nogkioyeHns ESBC k ceTv nepefaun AaHHbIX. B
npumepax ykasaH ESBC-3200, Ho cxembl npuMeHumsbl 1 K VESBC.

Mocne NoAKYEHMSI U HACTPOIKN CeTEBbIX MHTEpPMeicoB (TepMmuHalmm IP-aapecoB), MOXHO 1CNO/Ib30BaTb
3Tn UHTepdeiicbl ans opraHnsauun SIP-trunk/User-interface mexay cetamu NET 1 n NET 2, B kauecTBe
KOTOpbIX, HANpMMep, MOTyT BbICTynaTb Ny6/iM4Has ceTb Internet n nokasibHasa ceTb NpeanpusaTus.

KomaHgp! v npumepbl HacTpolikn nHTepgpeiicos ESBC npuBegeHbl B pasgenax YnpasnieHue nHtepdeicamm
1 YnpasneHne pyHkuyamy BToporo yposHs (L2) PykoBoacTBa no akcnyatauuu, a Takke B pasgenax
YnpasneHune L2-goyHKUMsSMU N KOHUIyprupoBaHue 1 MOHUTOPUHT HTepPdelicoB CnpaBoyHuka komaHg, CLI.

MoaxnyeHne K pasHbIM CETAM C UCMOJIb30BaHMEM [BYX CETEBbIX MHTEpdeiicoB
e [MoaKIo4eHre K CeTu C UCNOJIb30BaHNEM OHOIO CETEBOro MHTepheiica
MopxntoueHne K CETH C UCNOJIb30BaHNEM HECKOSIbKMX CETEBbIX MHTEPecoB (pe3epBMpoBaHme
JINHKOB)
* licnonb3oBaHune npotokona LACP gnsa arpernpoBaHus ceTeBbIX MHTEPGENCOB B OAUH I0rMYecKunii
KaHau
* icnonb3oBaHne mMocTa (Bridge) ans TepmmrHauum Ha ypoBHe L3
e [oAKNHOYEHME K HECKOIbKMM KOMMYyTaTopam C 1CMosib30BaHNEM HECKOJIbKUX CeTeBbIX MHTepdeiicos
(pe3epBripoBaHmMe NIMHKOB 1 Y3/10B CETH)
e licnonb3oBaHune npotokona LACP gnsa arpernpoBaHus ceTeBbIX MHTEPGENCOB B OANH NI0rMYeckunii
KaHau
* icnonb3oBaHne MocTa (Bridge) ans TepmmrHauum Ha ypoBHe L3
cnonb3oBaHne Knactepa

8.1 NMopgknoueHue K pa3HbIM CETAM C UCMO/Ib30BaHUEM ABYX CeTeBbIX UHTepdieiicoB

Switch 1 ESBC-3200 Switch 2

Mpn NOAKAYEHNN K CETU C UCNONb30BaHNEM ABYX CETEBbIX MHTEPKPENCOB B pa3HbIX CETSX, cneayeT
nepeBecTn pexum paboTbl nHTepdelicos twe1/0/1 n twe1/0/2 B L3 (mode routerport) n HazHaunTb Ha HUX
cooTteeTcTBYOWMe IP-agpeca. MNpu ncnonszosaHnn VLAN TpebyeTca ckoHUrypmpoBaTb COOTBETCTBYIOLLMNE
cab-nHtepdpeiicol, Hanpumep twe1/0/1.10 n twe1/0/1.20 n Ha3Ha4YMTb Ha HUX COOTBETCTBYLOLWME IP-aapeca.
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8.2 MopKnoueHue K ceTu ¢ UCnosib30BaHNeM O4HOIo CeTeBOro UHTepdeiica

ESBC-3200

Vlan 10, 20

Mpn NOAKIOYEHNN K CETU C UCNONb30BaHNEM OAHOro ceteBoro nHTepdeiica ESBC-3200, cnepyet nepesectu
pexum paboTbl MHTepdelica twe1/0/1 B L3 (mode routerport). Ans Tepmuiaumn VLAN 10 n VLAN 20
TpebyeTcsa ckoHdurypuposathb aga cab-uHtepdpeica twe1/0/1.10 n twe1/0/1.20 n Ha3HauYUTb Ha HUX
cooTBeTcTBYOLWMe IP-agpeca.

Ha nopTty kommyTtatopa (Switch) VLAN 10 1 VLAN 20 Heo6xoauMo nepeaasatb ¢ Teramu (mode trunk).

8.3 MopKnyeHue K CeTu ¢ MCNOoJIb30BaHNEM HECKO/IbKUX CEeTEBbIX UHTepdpelicoB
(pesepBUpoOBaHMe JIMHKOB)

LACP channel-group 1

Vian 10

ESBC-3200

Vlan 10, 20 :

Switch

twe1/0/2

Vlan 20

8.3.1 Ucnonb3oBaHue npotokona LACP gna arpernpoBaHus ceTeBbiX MHTepdieiicoB B OAUH
NOrNYecKuin KaHan

[Ans arperaummn nHtepdeiicos twe1/0/1 n twe1/0/2 Heo6xoaMMO BKIKUUTL UX B 0AHY rpynny (channel-group
1). Ans TepMuHauum Ha ypoBHe L3 cneayeT ncnonb3osaTs interface port-channel 1.

TepmuHauma VLAN 10 n VLAN 20 ocyLiectBnsieTcs nyteM KoHurypauum aAByx cab-uHteppeincos: port-
channel 1.10 v port-channel 1.20.

Ha kommyTaTope Takke Heo6X0AMMO HAacTPoUTb nNpoTokos LACP.
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8.3.2 Ucnonb3oBaHue mocTa (Bridge) aons TepmuHauum Ha ypoBHe L3

[na TepmuHaumy Ha L3 ncnonb3yetcs uHtepdeiic bridge. Mpumep HacTpoiiku:

esbc# configure

esbc(config)# bridge 10

esbc(config-bridge)# vlan 10
esbc(config-bridge)# ip address 192.168.1.1/24
esbc(config-bridge)# exit

esbc(config)# bridge 20

esbc(config-bridge)# vlan 20
esbc(config-bridge)# ip address 192.168.2.1/24
esbc(config-bridge)# exit

Ha nHtepdheitcax twe1/0/1 n twe1/0/2 cnegyet ncnonb3oBatb pexum switchport n po6asnts VLAN 10 1 20:

esbc# configure

esbc(config)# interface twentyfivegigabitethernet 1/0/1-2
esbc(config-if-twe)# mode switchport

esbc(config-if-twe)# switchport mode trunk
esbc(config-if-twe)# switchport trunk allowed vlan add 10,20
esbc(config-if-twe)# exit

Mpu Mcnonb3oBaHUK NHTepdeiicoB B pexumve switchport He06x0AMMO AONONHUTENTLHO HACTPOUTL
npoTokon cemeiictea STP ana npefoTepalleHnst 06pa3oBaHus NeTesb.

@ Haunbonee npegnoUTUTENLHBIM ABNAETCA NOAKNIOYEHME, ONUCAHHOE B NpUMeEpe Vcnonb3osaHme
npotokona LACP gnia arpervposaHusa ceTeBblX MHTEPKENCOoB B OAMH JIOTMYECKNIA KaHau, T. K.
ncnonb3oBaHne mMocta (Bridge) MOXeT yBeIMUMTb Harpy3ky Ha YCTPOCTBO 1 NPUBOAUTL K
06pa3oBaHNIo NeTesib KOMMYyTaLNN.
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8.4 MNMopgKnueHue K HECKO/IbKUM KOMMYTaTopaMm C MCMNOJ/Ib30BaHMEM HECKO/IbKUX CEeTEBbIX
UHTepdpeiicoB (pe3epBMpOBaHME JIMHKOB 1 Y3/10B CETH)

( stack )

Switch 1
(MES2308) LACP channel-group 1

Vlan 10 o~

twe1/0/1

ESBC-3200
Vlan 10, 20

twe1/0/2

Vian 20 K

Switch 2
(MES2308)

N\ J

8.4.1 WUcnonb3oBaHue npotokona LACP gnsa arpernpoBaHus ceTeBbiX MHTepdieiicoB B OAUH
NOTUYECKUiA KaHan

MoAaknYeHme N HacTpolika OCYLLECTBASETCS aHaI0TMYHO NpuMepy Vicnons3oBaHue npotokona LACP ans
arpervpoBaHusi CETeBbIX MHTePEiCOB B OAMH TOTMYECKNI KaHas.

O6na3artenbHbIM TpeboBaHNEM 1A peasin3aLmmn JaHHOro NOAKII0YEHUSA ABNAETCA NOAAEPXKKA
kommyTaTopamu (Switch 1 n Switch 2) doyHkumm cteknposanust n/vnm VPC.

8.4.2 WUcnonb3oBaHue mocTa (Bridge) ans TepmuHauum Ha ypoBHe L3

B cnyyae ecnn kommyTaTopbl He NoAdepXxvuBatoT PyHKUUN cTekmpoBaHma n VPC, To gonyckaetcs
noAK/toUeHVe, ONMCaHHOE B Npumepe Vicnonb3oBaHve mocTa (Bridge) ana tepmuHaummn Ha ypoeHe L3, Ho
TpebyeTcsa AONONHUTEIbHAA HAcTpoika npoTokosia STP Takum o6pasom, 4Tobbl B Tonosiorun STP 6bin
3a6/10KMpoBaH oanH 13 MHTepgeincoB ESBC ¢ Lenbto NCKIYEHNS NPOXOXAEHNS TpaH3UTHOro broadcast-
Tpadmka.

B gaHHOM npumepe npu 06pbiBe niHKa mexay Switch 1 n Switch 2, TpaH3uTHbIN Tpaduk B 1l060M cnyyae
6yaet npoxoautb Yepes ESBC, UTo MOXeT NoB/MATL HA NPOM3BOAUTENIBHOCTD.

€ HaubGonee npeanouTUTENLHBIM SBASETCA NMOAKIIOUEHIE, ONUCAHHOE B NpUMepe VIcrnosb30BaHme
npoTtokona LACP ans arpernpoBaHusi CETEBbIX UHTEP(ENCOB B OAMH NOTMYECKNIA KaHan, T. K.
ncrnonb3oBaHne MocTa (Bridge) MOXeT yBe/IMUMTb Harpy3ky Ha yCTPOCTBO U NPUBOANTL K
06pa3oBaHUIo NeTelb KOMMYyTaLnN.

8.5 Ncnonb3oBaHue KnacTtepa

MpumMep KOHUIypaLym KnacTepa NpuBeeH B pasaesne YnpaseHue knacteprsalyieli JaHHOro pyKoBoICTBa
Mo aKcnayaTaLmun.
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9 YnpasneHune ESBC

e O6LWme cBeneHns
e HacTtpoiika aboHEeHTCKUX NHTepeincos
e JlokanibHaa obpaboTka permcrpauun
e Hactpoiika SIP-TpaHKOB
e [INHAMMNYECKMNIN peXnM TpaHka
e DNS
e RADIUS
e HacTpoiika TpaHKOBbIX rpynmn
e Jlorvka paboTbl TPaHKOBOW rpynnbl AN15 pacnpegeneHns BbI30BOB Ha TPaHKW, BXOASLINE B ee
cocTaB
e HacTtpoiika SIP-TpaHcnopToB
e HacTtpoiika megnapecypcos
e HacTpoiika Tabnvy, mapLupyTusauum
e CmeHa Tabnvy, MapLupyTnsaumum
e HacTtpoiika mogucunkaTopos
e O6Lme MoandmnKaTopbl
e MopgudpmkaTtopsl SIP
* Moaundmkatop gobasneHus 3aronoska (add)
» MoaundmkaTop nepegayn 3aronoska (transit)
e MoaudukaTop yaaneHus 3arosioka (no-transit)
* MopaundmkaTop TpaH3uTa 1 3aMeHbl 3arosioBka (replace)
* MoaundmkaTop KonvpoBaHus (copy)
* /IcNo/Ib30BaHNe CUCTEMHbIX NMepeMeEHHbIX
e licnonb30oBaHne ycrioBuii B MogudmkaTopax
e HacTtpoiika SIP-npocmneii
e KOHTPO/Ib AOCTYNHOCTW Hanpas/ieHNs
Cnmcok npuynH 0T605 A/19 Nepexoda Ha cneaytllee HanpasieHme
e [loBeeHMe Npu nepeHanpasneHnm
WrHopuposaHne OPTIONS
Taiimepbl SIP-ceccuii (RFC 4028)
e TpaH3uT coobueHnii ISUP ans pa6oTsl B pexume SIP-T/SIP-|
e HacTpoiika megnanpoduneri
e YnpaB/ieHue TUNoM MeavagaHHbIX 1 Kogekamu
e [MpMepbl UCNO/b30BaHNA Meananpounsa Ans ynpasneHusa kogekamm n tunamu
MeAMnafaHHbIX B pexume npoKCUpoBaHUs
TpaHckoampoBaHve
e [pMepbl UCNOb30BaHWA Meananpoduneli 4na ynpasneHus Kogekamu B pexvve
TpaHCcKoAMpPOBaHUSA
TalimayT oxngaHus RTP-naketos
e TaiimayT oxumgaHust RTP-naketoB nocne nony4veHns Comfort Noise
e TalimayT oxumgaHus RTCP-nakeToB
JlokanbHasa obpaboTka RTCP
SRTP
KoHTponb ncroyHunka RTP
* Moanepxka RFC5168 (PFU)
e YnpaBneHne 6e30MacHOCTbI CUCTEMBI
e HacTpoiika npochunneii 6e3onacHoOCTH
O6Lwmii npuHUMN paboTbl Mogyns fail2ban
o dunbTpauua SIP-conyaa
o GunbTpPaUMA KIMEHTCKUX NPUIOXKEHWT
Bnokuposka no AOR/User-Agent
O6beanHeHne owmnbok no IP-agpecy
3awwTa ot SIP-spoofing aTak
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e HacTpoiika BpeMeHHbIX Nepuoaos
HacTpolika kpuntonpoduniei
HacTtpoiika AAA

e HacTpoiika ayTeHTucmkaumm aboHeHToB Yepe3 RADIUS

e HacTpoiika NokasibHON ayTeHTUdUKauum 3anpocos

e HacTpoiika KIMeHTCKOIN perncTpaummn TpaHka
HacTporika NAT

e Hactpoiika NAT comedia-mode

e HacTtpoiika Public IP

e Hactpoiika STUN

e Hactpoiika BHelwHero STUN-cepepa
e Hactpoiika nokasibHoro STUN-cepsepa

HacTpoiika QoS
KoHTposib Tpaduka

e KOHTpPO/b BXOAALLEro Tpadumka

e KOHTPO/b UCXoALLEero Tpaduka
MOHUTOPUHT
Aapuu

e OTnpaBka aBapuiiHbix SNMP-Tpanos
HacTpoiika CDR
Pabota c noramu
N3meHeHne konnyecTsa mogyen
HacTpoiika VPN (PPTP u L2TP over IPSec)

ESBC-3200, vESBC. PykoBoACTBO M0 3KcnyaTawum

e [pumep HacTpolikn PPTP-cepepa ans nogknioveHuns SIP-TpaHkoB
e [pumep HacTpoiikn PPTP-knneHTa ana nogknioveHns SIP-TpaHKoB

Mpumepbl HacTpolikn ESBC
e HacTtpoiika gns SIP-a6oHeHTOB
e Hactpoiika gnsa SIP-TpaHkoB
e HacTtpoiika gns SIP-a6oHeHTOB, nucnonb3yowmx WebRTC

9.1 OO6wue cBeaeHUs

B faHHOM pasfene cofepXuTcs onvcaHne qoyHKLMIM NorpaHnYyHoro KoHTposnnepa ceccuin ESBC n npumepsbl nx
HacTpolikn gnia obecneveHns nepegayum SIP-curHanmsauun n megnanotokos RTP mexay pasHbiMu
HanpaseHNAMU.

Mepexopn B pexum KoHgUrypruposaHusa dyHkunoHana ESBC ocylwectsnsaetca cnegyowmmy komaHgamu CLI:

vesbc# configure
vesbc(config)# esbc
vesbc(config-esbc) #

MakcmMasibHOe KOSIM4ecTBO 06bEeKTOB KoHburypaumm ESBC kaxgoro tuna:

OGbEKT KonuuectBo
sip transport 500
trunk 500

user-interface 500
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OOBbeKT
trunk-group

sip profile

route table

rule
condition(route-table)
media profile
media resource
mod-table

mod
condition(mod-table)
cause-list

crypto profile

flood filter
security-profile

aaa profile

radius profile
radius server
credential profile
number

stun server external

stun server local

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

KonuyectBo

250

500

500

128 Ha Tabnuuy route table
8 Ha npaswno rule

1000

1000

500

64 Ha Tabnmuy mod-table
8 Ha moguchukaTop mod
64

64

250

500

64

64

8 Ha radius profile

64

24 Ha credential profile
64

64

€ He pekomengyeTcs MCNOMb30BATb MaKCHMasILHOE KONMMYECTBO 06EKTOB KOHAMIypaLy
0[IHOBPEMEHHO, 3TO MOXET MOBMNATb Ha Pa60TOCNOCOGHOCTb CUCTEMBI.
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PacyeT makcMMasibHOro KoniM4yecTBa KOHTakToB 3aperncTpmpoBaHHbIX aboHEHTOB Aans VESBC:

O6Gbem onepaTuBHoii namATn (RAM) vVESBC, GB KonnuectBo KOHTaAKTOB
3 4500
>4 20000*(06bem RAM - 3)

© ESBC-3200 nogpaepxmsaet fo 420000 3aperucTpUpoBaHHbIX aG6OHEHTOB.

9.2 HacTtpoiika aGOHEHTCKUX nHTepdeinconB

ABOHEHTCKMIA MHTepdelic NpeacTaBnseT coboli HanpaseHne 48 Npuéma 1 MapLupyTusaummn 3anpocos SIP-
aboHeHTOoB. B KOHhurypauum He 3agaéTcs agpec 1 NopT YAaNIEHHON CTOPOHbI, 415 ayTeHTUMKaLMK
ncnonb3yetcsa MexaHusm SIP-peructpaumn. Pernctpauus Ha BbILLECTOSALLEM CepBepe OCYLLECTB/ISETCA Yepes
CBSi3aHHbI SIP-TpaHK.

[nsi co3faHnsi abOHEHTCKOTO MHTepdelica He06X0AMMO HACTPOUTL:

e SIP-TpaHcnopT;
e Mepgnapecypcel,
e Tabnuuy MapLupyTusaLnn.

3TN HACTPOWKKN ABNAOTCA 06a3aTesibHbIMU. OnrcaHne KOHOUIYpUpoBaHUS N 6a30BOI CXeMbl MPUMEHEHUS
npeacrtas/fieHo B pasgene MNpumeps! HacTpolriku ESBC.

MoMUMO 3TOro abOHEHTCKMIN MHTEPIEIC CoAePXUT HABop creaytoLUX HaCTPOEK:

e Tabnuua moaudpvkaunii (aNst BXOAALMX M UCXOASLLMX COOBLLEHWIA);

e SIP-npodchusib;

e Meguanpodusib;

¢ [Mpodonnb 6e3onacHOCTY;

e Pexxum paboTbl aboHeHTOB 3a NAT;

e Public IP;

* QoS;

o KOHTPO/b BXOAALLETO N UCXoASLLErO TpaduKa;

¢ JlokasibHas 06paboTka perncrpauuu;

e AAA npodouneb;

e STUN-cepsep;

e SIP-gomeH. Mpu HacTpolike gomeH 6yaeT ucnonb3oBartbes B host-part URI B 3aronoskax To n From ans
ncxoaaLwmMx coobLyeHnii. Bo BXoAsLWMX coobLeHmnax 6yaeT ocyLwecTBAATLCA NPpoOBEpKa 4OMEeHa B
3aronoske From;

e Onuusa "Pa3pewnTb BbI30BbI 6€3 perncrtpaummn’. Paspelwaet npuHnmath Bxogsime coobueHns INVITE
OT He3aperncTpnpoBaHHbIX aOOHEHTOB.

Mo ymon4aHuio BbI30Bbl C a6OHEHTCKOTO HTepdielica 6e3 npeaBapuTebHON perucTpauum
3anpeLleHbl.

C uenbto nosbiWeHnsA 6e3onacHocTy, Bxoaswme 3anpocbl OPTIONS, nocTtynatowime B abOHEHTCKNIA
nHTepdenc byayT nrHopmpoBatbecs. N5 USMEHEHNsI NOBEAEHMS CM. pasaen VirHoprposaHme
OPTIONS.
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Moapo6HOe onvcaHve NnapaMeTpoB BCEX HACTPOEK MOXHO HaWTW B pasgesie HacTpoliky aboHeHTCKOro
VHTepdelica cnpaBoYHnka komaHg, CLI.

9.2.1 JlokanbHasa 06paboTKa perucrpauum

icnonb3oBaHuWe /ToKasIbHOV 06paboTKy perncTpaLmm no3BossieT CHU3UTb Harpy3ky Ha CepBep perucrpauum 3a
CYET /TIOKa/IbHOro OTBETA HA NOBTOPHBLIN 3aNpoc perncTpauum.

© o ymonuanuio nokanbHas 06pa6oTka perucTpaLmmn Ha a6OHEHTCKOM NHTepdelice OTKMOUEHA.

KoHdmrypauusi MUHUMasIbHOro f0NYCTUMOro 3Ha4YeHNss BpDEMEHW perncrTpauun ans cepsepa perncrpauum
coctaBnsieT oT 30 go 65535 cekyHa, (N0 ymMonyaHuio 3HaueHne paBHO O 1 KOHTPO/Ib 38 MUHUMaIbHbIM
BPEMEHEM peErncTpayuy He BeaeTcs)

Moapo6Hoe onucaHne KOMaHa AN HACTPOMKM NoKasibHOM 06paboTkm pernctpaumii Ha ESBC npeacrasneHo B
HacTpolikax user-interface B CLI.

NokanbHas 06paboTKa NOBTOPHOIA perucTpauum paspeLueHa, ecnm co6noaatoTca Bce
HWXenepeuncrieHHble TpeGoBaHUA:

1. AGOHEHT Yy)XXe 3aperncTpupoBas;

2. KoHTakKTbl abOHEeHTa He U3MEHW/INC;

3. Agpec 1 nopT aboHeHTa He U3MEHW/INC;

4. AGOHEHT He perncTpupyeT HOBble KOHTaKTbl.
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Noruka pa6oTbl 06pPaGOTKN NEPBUYHOI perucTpayumn:
e Ecnu He 3a1aHO MVHUMaJIbHOE BPEMS perncTpaummn Ha cepeepe (aHaslorMyHo OTKIHOUYEHHOW NTOKasIbHO
pervucTpaumn):
a. B cTtopoHy cepBepa peructpaunn otnpasnsem REGISTER ¢ expires, npuwegwnm oT aboHEHTa;
b. B ctopoHy aboHeHTa oTtnpassisiem 200 OK ¢ expires n3 oTBeTa OT cepsepa perucrpauuii.

[ ABoxeHT ] [ ESBC ] [ Cepsep }
perucTpaumu

REGISTER

Expires 1 = AbonentReg

REGISTER

Expires 2 = Expires 1

200 OK

A

ServerReg = Expires 2

200 OK

A

Expires 3 = ServerReg

AbonentReg - expires, npuwegwni ot aboHeHTa
ServerReg - expires, npuwegwuit oT cepeepa
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e Ecnn 3aaH0 MYHUMaJ/IbHOE BpPeMS peructpalmmn Ha cepeepe:
a. B cTtopoHy cepBepa peructpaunn otnpasnsgem REGISTER ¢ HanbonbLwnm expires, npuwiegwnm ot
aboHeHTa, U MUHUMa/IbHLIM BPEMEHEM perucTpaLumn Ha cepBepe;

b. B ctopoHy aboHeHTa oTnpasnsem 200 OK ¢ MUHMMasIbHbIM expires 13 oTBeTa OT cepBepa
permcTpaumii n npuwiegwero ot aboHeHTa.

ADOHEHT ]

REGISTER

|

ESBC

| |

200 OK

Expires 1 = AbonentReg

Omnpagnsetcs HAMMEHbLUWIA expires

Cepeep
perucTpaumumn

|

Omnpasnsercs HAMBO/bLUWA expires
REGISTER

Expires 2 = Expires 1 WM EsbcReg

200 OK

A

AbonentReg - expires, npuwenwnii ot aboHeHTa

Expires 3 = ServerReg W/ Expires 1

ServerReq = Expires 2

EsbcReg - expires, HacTpoeHHbIH B NoKanbHou 06paboTke perucTpauuit Ha ESBC

ServerReg - expires, npuwepwWwui ot cepeepa
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Noruka pa6oTbl NOKa/IbHOV 06PaGOTKM NOBTOPHOW perucrpauumn aAna 3aperucTpupoBaHHOro
aboHeHTa:

1. Ecnu B REGISTER, nonyyeHHOM OT aboHeHTa, expires B none Contact + 34 cekyHabl (Timer B 1 Bpemsi
BHYTpeHHeit normkn ESBC) 6onbLue, yuem ocTaBlumiics Ha ESBC expires, To oTnpaensem REGISTER Ha cepBep
perucrpaumm co 3Ha4eHneM expires, OonnMcaHHbIM MyHKTOM BblILLE.

1.1 Ecnu He 3aaHO MUHUMAa/IbLHOE BPEMST PerncTpaLumn Ha cepBepe:

[ AbGoHeHT ] [ ESBC ] [ Cepsep J
perucTpaumuu

REGISTER

Expires 1 = AbonentReg

AbonentReg + 34 cekyHabl > "Registration expires in"

REGISTER

Expires 2 = Expires 1

200 OK

A

ServerReg = Expires 2

Otnpasnsetca HAMMEHbBLUWA expires
200 OK

A

Expires 3 = ServerReg WIW Expires 1

AbonentReg - expires, npuweawni ot aboHexTa
ServerReg - expires, npuwepLwuit ot cepeepa
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1.2 Ecnu 3a4aHo MYHMMa/IbHOE BPEMSI perncTpauumn Ha cepBepe:

[ AGOHEHT ] [ ESBC ] [ Cepsep ]
perncrpaumu

REGISTER

Expires 1 = AbonentReqg

AbonentReg + 34 cexyHabl > "Registration expires in"

REGISTER

Expires 2 = Expires 1 W1/ EsbcReg

200 OK

ServerReq = Expires 2

Omnpasnsetcs HAMMEHbLUWIA expires
200 OK

Expires 3 = ServerReg /1M Expires 1

AbonentReg - expires, npuweawmit ot aboHeHTa
EsbcReg - expires, HacTpoeHHbIH B NokanbHoW 06paboTke peructpauuit Ha ESBC
ServerReg - expires, NnpuweaWwni oT cepeepa perucTpaunmuu
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2. Ecnun B REGISTER, nonyyeHHOM OT aboHEHTa, expires B nosie Contact + 34 cekyHabl (Timer B 1 Bpems
BHyTpeHHel norvku ESBC) meHbLUe, uem ocTaBLlumniicst Ha ESBC expires, To peructpauusi 6yaet obpabotaHa
NokauibHO nyTem oTtnpaskn aboHeHTy 200 OK c expires, npuLleALM OT HEero Xe camoro.

[ ABoHeHT ] [ ESBC ] [ Cepsep ]
perucTpaumu

REGISTER

Expires 1 = AbonentReqg

AbonentReg + 34 cekyHAbl < "Registration expires in"

200 OK

A

Expires 2 = Expires 1

AbonentReg - expires, npuwegwmit ot aboHeHTa

© npu pasperucTpaumm a6oHeHTa Norvika NoKabHOM PErucTpaLmMmn He UCMOosb3yeTCs.

Mpumep HACTPOIKU NTOKaJSILHOW 06PaGOTKUN perncTpauunii B KOHpurypauum aGoHeHTCKOro uHtepdeiica:

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENT
vesbc(config-esbc-user-interface-sip)# sip transport ABONENT_TRANSPORT
vesbc(config-esbc-user-interface-sip)# media resource © ABONENT_MEDIA
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW
vesbc(config-esbc-user-interface-sip)# registration simulation enable 10800

#NpuMeHeHVe 1 NOATBEpPX4EeHNe W3MEHEeHWIA:

vesbc(config-esbc-user-interface-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-user-interface-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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Ha aboHeHTCckunii nHTepgeinc ESBC npuxoant 3anpoc REGISTER ot aboHeHTa 23001 ¢ expires 3600, koTopblii
nepecbisiaeTca Ha cepeep peructpaumm SSW co 3HaueHmem expires 10800. MNMocne nonyyeHns 200 OK ot
cepBepa permuctpaumm co 3HadeHnem expires 10800, ESBC otnpasnsaeTt 200 OK aboHeHTy ¢ expires 3600:

[ AGoHeHT (23001) ]

REGISTER

|

-] (=

Expires = 3600

200 OK

REGISTER

Expires = 10800

200 OK

A

Expires = 10800

Expires = 3600

Ha ESBC co3gaeTtcs 3anncb 3apernctpupoBaHHoro aboHeHta ¢ expires 10800:

vesbc#
User AOR: 23001@192.168.113.177
User type: SIP

Contact count: 1

IN User contact IP address of User

name

stransport=udp>

vesbc# show esbc users sip 23001@192.168.113.177 detailed

user interface

<5ip:23001@192.168.113.170:5098 192.168.113.170  ABONENT

Expires

Registration  Trunk name
expires in

IP address of
registrar

OUT Trunk contact

10768 TRUNK_SSW

192.168.113.172  <sip:23001@192.168.113.177:5071
;transport=udp;line=b6b8cde8c5
741ce4325f9f20fc822641>
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CnycTa Bpems npuxoaut 3anpoc REGISTER c expires 3600 ans nepepermctpaumm. Tak kak "Registration
expires in" 6onbLUe, YeM NpULLIEALUNIA expires, TO 3anpoc byaeT obpaboTaH flokanbHO ¢ oTnpaskoi 200 OK
aboHeHTYy ¢ expires 3600:

vesbc#

vesbc# show esbc users sip 23001@192.168.113.177 detailed
User AOR: 23001@192.168.113.177

User type: SIP

Contact count: 1

IN User contact IP address of User Expires Registration  Trunk name IP address of OUT Trunk contact
user interface expires in registrar
name
<sip:23001@192.168.113.170:5098 192.168.113.170  ABONENT 106800 8978 TRUNK_SSW 192.168.113.172  <sip:23001@192.168.113.177:5071
stransport=udp> stransport=udp;line=b6b8cde8c5

741ce4325f9f20fc822641>

[ ABoHeHT (23001) ] [ ESBC J [ SSwW ]

REGISTER

Expires = 3600

200 OK

Expires = 3600
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9.3 Hacrtpoliika SIP-TpaHkoB

SIP-TpaHk npeacTaBnsieT coboil MHTepdeiic ANs NoAKIIYEHNs K BbilwecTosiemy SIP-ycTtpoiictay (IP ATC/
SIP-proxy/YganenHbiii SSW 1 ap.) unv rpynne BbILUECTOSLLMX YCTPOWCTB NPW BKIIOYEHUN AVHAMUYECKOTO
pexvma paboTbl TpaHKa. Mpu BKIOYEHUN JUHAMUYECKOTO pexuma paboTbl B KOHUrypaumm Heobxoammo
3a4artb agpec 1 nopT yaanéHHOW CTOPOHbI UK Auana3oH afpecoB 1 MOPTOB. DTU NapameTpbl UCMOoMNb3YHTCA
ANA naeHTumkKaLmmn NCToYHMKa 3anpoca.

Ha TpaHke 3anpelyeHa o6paboTka Bxoaswmx 3anpocos REGISTER.

[na co3pgaHna SIP-TpaHka HE06X04MMO HACTPOUTb:

e Aflpec yaanéHHol CTOPOHbI (UM AMana3oH afipecoB Asi ANHAMUYECKOTO PEXMMA);
e MMopT yAaNEHHOW CTOPOHbI (U AManasoH aApPecoB A1 AUHAMUYECKOTO Pexnma);
e SIP-TpaHcnopT;

e Meguapecypcsl.

DTN HacCTpoWikn ABNATCA 06a3aTesibHbIMU. OnrucaHne KOHOUIypUpoBaHUS N 6a30BOI CXEMbI MPUMEHEHUS
npeactasfieHo B pasgesne Npumepsbl HacTpolikn ESBC.

Momumo atoro SIP-TpaHK coepXnt Habop criefyoLnx HacTPoeK:

e Tabnuua mapLipyTusauum;

e Tabnuua moandpukaunii (a8 BXOASLWMX U UCXOASALWMX COOBLLEHWI);

o SIP-npochnne;

e Meananpodusis;

e [Mpodonnb 6e30nacHoOCTY;

e Pexunm paboTbl 3a NAT,;

e PeXxuM NoKasibHONM ayTeHTUmkauumn 3anpocos;

* PeXuM K/IMEHTCKOW pernctpauumn TpaHka;

e Public IP;

e STUN-cepBep;

* QoS;

e KOHTPO/b BXOASALLENO U UCXOASALWEro Tpagiunka,;

e [INHaMUYECKMA pexyM. icnonb3yeTcs Ana NoAKIHUYeHust K rpynne BobiwecTosiwymx SIP-yctpoiicTs (IP
ATC/ SIP-proxy/YpaneHnHblii SSW v ap.);

e Onuus "[loBepeHHas ceTb" 415 nepeaapecaunii;

e AAA npodoune;

e SIP-gomeH. Mpu HacTpolike gomeH 6yaeT ncnonb3osartbes B host-part URI B 3aronoskax To n From ans
NCXOAALLMX cO06LLEeHMI. BO BXOAALMX COOBLLEHMAX OyAeT OCYLLEeCTBAATLCA NpoBepKa JOMEHa B
3arosioBske From.

Mogpo6Hoe onucaHve napameTpoB BCEX HACTPOEK MOXHO HaWTK B pasaene HacTtporiku SIP-TpaHka
cnpaBoyHuKa kKomaHg CLI.

CospgaHve TpaHKoB C oAgnHakoBbiM SIP-TpaHcrnopTom v IP:Port paspelleHo TONbLKO B Ciyyae, ecniv
oTninyaeTcsa SIP-gomeH.

C uenblo nosbIWeHnA 6e3onacHocTy, Bxoasawume 3anpockl OPTIONS, noctynatowme B TpaHk 6yayTt
UrHopupoBsartbcs. 719 usmeHeHNsa noBefeHus cMm. pasgen VirHopuposaHne OPTIONS.
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9.3.1 [AMHaMuuecKuii peXxmm TpaHka

Mpu MCMO/Ib30BaHUN AYHAMUYECKOTO pexunMa hakTUYecknii aapec HasHaueHnst He 3a1aéTcsi B KOHADUIypaumu,
a onpepensieTcst BHELWHMM CepBMCOM NPV NEPBOM 3anpoce, KOTOPbI JO/MKEH GbiTb CMApPLLPYTU3VPOBaH B
3TOT TPaHK.

B Tekywei Bepcun MO B KayecTBe BHeLLHero cepsuca moryT BbicTynate DNS 1 RADIUS.

Cxema npumMeHeHus:

192.168.16.65:5060

Softswitch

sswb5_1.domain
sswb5_2.domain
sswb5_3.domain

192.168.16.125:5060
192.168.16.113:5061 ( Softswitch

{ SIP-aboHeHTHl ]—)[ ESBC | »| sswi125_1.domain
J Lssm 25_2.domain

192.168.20.120:5060 ssw125_3.domain

192.168.16.245:5060

Softswitch

ssw245_1.domain
ssw245_2.domain
ssw245_3.domain

82



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OnucaHwve:

SIP-a6oHeHTbI (IP-TenedyoH/VolP-wnto3/MobunbHblii SIP-knMeHT 1 T. 4.) otnpasnstoT SIP-3anpock! Ha IP-
agpec 192.168.20.120 nopt 5060.

ESBC gomkeH cmapLipyT1sMpoBaTth 3anpoc B 3aBMCMMOCTM OT goMeHa B hostname yactu RURI, nonyyeHHoro
OT aboHeHTa. BbI30Bbl/perncTpauum MoryT 6biTb CMapLIPYTU3MPOBaHbl Ha oAnH U3 Tpéx Softswitch (IP ATC/
SIP-proxy 1 T. i), HA K&XA0M 13 HUX HACTPOEHO HECKO/bKO JOMEHOB.

[ns peanvsaunn faHHON cxeMbl 06LLMIA aNropuTM HACTPOWNKIN CrenyroLLmnii:

1. HactpouTts IP-agpec Ha nHtepdoeice B CTOpoHy SSW:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description "SSwW"
vesbc(config-if-gi)# ip address 192.168.16.113/24
vesbc(config-if-gi)# ip firewall disable

2. HacTtpouTb IP-agpec Ha BHellHeM uHTepdeiice B CTOPOHY aGOHEHTOB:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description "ABONENTS"
vesbc(config-if-gi)# ip address 192.168.20.120/24

3. Cozpgartb SIP-TpaHcnopT B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# port 5061

4. Co3paTb SIP-TpaHCnopT B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120

5. Co3paTb Megnapecypchl 4n1a cornacoBaHusa 1 nepegayn ronoca Ha nnede SSW - ESBC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#YKasaTb Auana3oH MNOPTOB, KOTOpbIA OyAeT BblAensaTbCcs Ha ESBC gnsa nepegadu rosoca. JaHHas KomaHza

HeobA3aTenbHass. Ecnm ee He ykKa3sbiBaTb, OyaeT MCNOMb30BaTbCA AMana3oH NopToB 8000-65535.
vesbc(config-esbc-media-resource)# port-range 1024-65535
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6. Co3gartb Meanapecypchl AN cornacoBaHus 1 nepegaym ronoca Ha nneye ESBC - AGOHeHTCKuiA wno3/SIP-

AOO0HEHTBI:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_ABONENTS
vesbc(config-esbc-media-resource)# ip address 192.168.20.120

7. Co3patb aboHEeHTCKNA nHTepdelic B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-trunk-sip)# media resource © MEDIA_ABONENTS

#Ecnn aboHeHTb HaxogsaTcsa 3a NAT, BbIMOMIHUTbL KOMaHAy:
vesbc(config-esbc-user-interface-sip)# nat comedia-mode on

8. HacTpouTb BHeLLHWI cepBuC, co3aatb SIP-TpaHK B AMHAMUYECKOM peXrMe U HaCTPoUTb MapLUpyTU3auuio.

DNS
1. HacTtpouTtb DNS:

vesbc(config)# domain lookup enable
vesbc(config)# domain nameserver 192.168.16.200
vesbc(config)#

OnucaHne Bcex A0CTYMHbIX HacTpoek DNS npmeeaeHo B pasgene Hactporika DNS CnpaBoyHuka komaHg, CLI.

2. Co3faTtb AyHamuyeckuii SIP-TpaHk, B kauecTBe agpeca ykasaTb NofCeTb, B KOTOPO HaxoasaTcs SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip SSW_DYNAMIC
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.0/24
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# dynamic-mode dns
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_SSW

3. Co3patb TabnmLy MapLipyTusaum n 4obaBuTb Tyaa npasunnia, No KOTOPbIM BbI30BbI, MPUXOASALLME C
aboHEeHTOB 6YAyT MapLpyT13npoBaTbcsa Ha SIP-TpaHK ¢ AMHAMUYECKUM PEXUMOM:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW

vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk SSW_DYNAMIC
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4. MpuBs3aTb cO3AaHHy0 TabMLy MapLIpyTM3aumum K aBOHEHTCKOMY MHTepeiicy:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW

5. MprMeHNTb KOHUrypaLuo 1 NoATBEPAUTb U3MEHEHMS:

vesbc# commit
vesbc# confirm

Mpumep:

SIP-aboHeHT oTnpaBnseTt coobuweHne REGISTER, B hostname RURI yka3biBaeT ssw125_2.domain. ESBC
otnpasnsieT 3anpoc Ha DNS-cepsep (192.168.16.200) aona onpefeneHns agpeca HazHaueHusl, BHELLHNI
cepBuc B 0TBET npucbinaeT agpec SIP-cepsepa (192.168.16.125), Ha KOTOpPbI HY)XHO OTNPaBUTb 3anpoc.
ESBC oTtnpaBnsieT perncrpaLmio Ha yKkasaHHblil agpec, NoACTaB/1saa B 3aronoskn To n From ssw125_2.domain,
nocneymoLme 3anpockl C 3T0ro aboHeHTa Npu yKasaHuy Toro xe AoMeHa 6yayT OTnpaBATbCA B TPaHK
192.168.16.125 6e3 npeasapuTesibHOro 0bpaLleHns K BHELLHEMY CepBUCy.

192.168.20.90 192.168.20.120 192.168.16.113 192.168.16.200 192.168.16.125

ABOHEHT ESBC l DNS-cepsep sswi125_2.domain

REGISTER 200@ssw125_2.domain
From: 200@192.168.20.120
To: 200@192.168.20.120

A4

DNS query
sswi125_2.domain

\4

DNS query response
192.168.16.125

A

REGISTER 200@192.168.16.125
From: 200@ssw125_2.domain
To: 200@ssw125_2.domain

200 OK (REGISTER)

200 OK (REGISTER)

INVITE 400@ssw125_2.domain
From: 200@192.168.20.120
To: 400@192.168.20.120

Y

INVITE 400@192.168.16.125
From: 200@ssw125_2.domain
To: 400@ssw125_2.domain

Ncxogsawmin 3anpoc Ha guHamMuyeckuii TpaHk 6yaeT OTnpas/ieH Ha TOT Xe NopT, 4To ykasaH B RURI
BXoZsLLero 3anpoca. Ecnm nopt ABHO He ykasaH, TO 3anpoc OTNpaBnTCs Ha cTaHgapTHbIA nopT 5060.

[ns onpegenexHnsa BXOAsALLEro 3anpoca 13 TpaHka ¢ AUHAMUYECKUM PEXMMOM UCMO/b3yeTCs agpec/macka
noacetv n3 remote address 1 nopt/anana3oH NOpToB 13 remote port.
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RADIUS
1. Hactpoutb RADIUS-cepsep.

Mpumep koHdurypauun freeradius:

daiin clients.conf:

client ESBC {

#Anpec unHTepdeinca ESBC, c KOTOporo 6yayT OTnpaBnsaTbCcsA 3anpockl Ha RADIUS-cepBep:
ipaddr = 192.168.16.113

#Kmou gna ayTeHTuUKauum KaMeHTa:
secret = password

dain users:

#0653aTeNbHbI Naposib Npu UCMONb30BaHUM AUHAMUYECKOIrO pexuma:

sswl25_2.domain Cleartext-Password := "domain_resolve"

#ALpec, KOTOpblAi cepBep OTNpPaBUT B OTBeTe Ha Access—Request c User-Name: sswl25_2.domain:
Framed-IP-Address = 192.168.16.125

2. 3apatb napameTpbl RADIUS-cepeepa Ha ESBC:

vesbc(config)# radius-server host 192.168.16.250

#MNaponb, KOTOPLIA AO/MKEH coBMagaTb C secret Ha cepBepe:
vesbc(config-radius-server)# key ascii-text password
vesbc(config-radius-server)# usage voip

#AOQpec WHTepdeiica, C KOTOporo 6yayT OTNpaBAssTbCA 3anpochl:
vesbc(config-radius-server)# source-address 192.168.16.113

OnucaHne Bcex A0CTYMHbIX HacTpoek RADIUS-cepeepa npuBeAeHo B pasaene Hactpoiika AAA CnpaBoyHMKa
komaHpg, CLI.

3. Cospatb RADIUS-npodunb, Ao6aBnTts B ero koHgmrypaumo RADIUS-cepsep:

vesbc(config)# esbc
vesbc(config-esbc)# radius profile RADIUS_PROFILE
vesbc(config-radius-profile)# radius-server host 192.168.16.250

OnucaHune Bcex A0CTYMNHbIX HacTpoek RADIUS-npocmna npueBeaeHo B pasgene Hactporika ESBC
CnpaBoyHuka komaHg, CLI.

4. Co3paTb AvHaMuyeckuii SIP-TpaHk, B Ka4ecTBe agpeca ykasaTb NoACETb, B KOTOPOW HaxoasaTcst SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip SSW_DYNAMIC
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.0/24
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# dynamic-mode radius RADIUS_PROFILE
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_SSW

5. Co3pgaTb TabnnLy MaplLupyT13aLym n 4o6aBnTb Tya NpaBuia, No KOTOPbIM BbI30BbI, NPUXoAsaLLmne C
aboHEeHTOB 6yAyT MapLpyT13npoBaTbcsa Ha SIP-TpaHK ¢ AMHAMUYECKUM PEXUMOM:
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vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW

vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk SSW_DYNAMIC

6. MpuBA3aTb CO3[aHHYI0 TabnuLy MapLipyTM3auumn K aboOHEHTCKOMY UHTepdIeiicy:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW

7. MpUMEHUTb KOHMIypaLmuio 1 NOATBEPANTL N3MEHEHNS:

vesbc# commit
vesbc# confirm

Mpumep:

SIP-aboHeHT oTnpaBnsieT coobuieHne REGISTER, B hostname RURI yka3biBaeT ssw125_2.domain. ESBC ans
onpeaeneHvs agpeca HasHaveHust otnpaensieT 3anpoc (Access-Request) Ha RADIUS-cepeep
(192.168.16.250) c aTpnbyToM User-Name, B KOTOPOM cofiepxutcs fgomeH ssw125_2.domain.

RADIUS-cepBep npucbinaet Access-Accept ¢c agpecom SIP-cepeepa (192.168.16.125) B atpubyTe Framed-IP-
Address.

ESBC oTnpaBnsieT peructpauuio Ha ykasaHHbIii agpec, noactasnss B 3aronoBku To n From ssw125_2.domain,
nocnepnyroLne 3anpockl C 3Toro aboHeHTa Npu ykasaHuv Toro e gomeHa 0yayT OTnpaBAATbCA B TPaHK
192.168.16.125 6e3 npeaBapnTe/IbHOro 06paLEHNs K BHELLHEMY CEPBUCY.
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192.168.20.90 192.168.20.120 192.168.16.113 192.168.16.250 192.168.16.125

ABGOHEHT ESBC l RADIUS cepsep sswi25_2.domain

REGISTER 200@ssw125_2.domain
From: 200@192.168.20.120
To: 200@192.168.20.120

A4

Access-Request
User-Name: ssw125_2.domain

\J

Access-Accept
Framed-IP-Address: 192.168.16.125

A

REGISTER 200@192.168.16.125
From: 200@ssw125_2.domain
To: 200@ssw125_2.domain

200 OK (REGISTER)

200 OK (REGISTER)

INVITE 400@ssw125_2.domain
From: 200@192.168.20.120
To: 400@192.168.20.120

\ 4

INVITE 400@192.168.16.125
From: 200@ssw125_2.domain
To: 400@ssw125_2.domain

A\ Vicxoasuwmii 3anpoc Ha AUHaMUYeckuii TpaHk 6yeT oTnpas/ieH Ha TOT e NoprT, uTo ykasaH B RURI
BXO/sILLEro 3anpoca. Ecniv nopT sIBHO He yKasaH, TO 3anpoc OTNPaBUTCSA Ha cTaHAapTHbIV nopT 5060.

[nsi onpefieneHnst BXOASLIEro 3anpoca 13 TpaHka ¢ AVHaMUYeCKUM PeXMMoM UCNosb3yeTcs agpec/macka
noaceTtun u3 remote address 1 nopT/AmanasoH NOpToB 13 remote port.
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9.4 HacTtpoiika TpaHKOBbIX rpynn

TpaHk-rpynna npeactasnsieT cob6oit Habop TpaHKOB pa3nnyHoro Tuna (B Tekyllein Bepcumn noaaepxmnsaeTcs
TONbKO SIP-TpaHK) 1 anropuTM 6anaHCMpPOBKM Harpy3ku Mexay HUMK. B Tekylueii Bepcun 6aniaHCMpoBKa
BbI30BOB OCYLLECTBNSAETCH asiroputmom round-robin.

MoMMMO 3TOro rpynna CoAePXUT Habop crieayoLmx HacTPOeK:

e Tabnuua mapLupyTumsaunm;

e Meananpodusis;

e Mepgunapecypchi;

o SIP-npochnne;

e [Mpodonnb 6e30nacHoOCTY;

e Tabnuua moandpukaunii (a8 BXOASLWMX U UCXOASALWMX COOBLLEHWI);
* QoS;

e Public IP;

e STUN-cepBep;

e KOHTPO/b BXOASALLENO M UCXOASALWEro Tpadiunka,;

e Onuus "[loBepeHHas ceTb" 419 nepeagpecauuii.

Noruvka pa6oTbl:

Bce nepeuncneHHble B NpeabiayLeM NyHKTe HaCTPOWKN ABSKOTCA 06LLMMU ANS BCEX TPAHKOB, BK/THOUYEHHbIX B
COCTaB TPaHKOBOM rPynMbl. 3TO 3HAYMT, YTO NMPU OTCYTCTBUM Y TPaHKa, BXOAALLErO B COCTaB TPaHKOBO
rpynmnbl, KAKOW-1M60 U3 NePEeUNCIEHHbIX HAaCTpoek, ByaeT NCN0/Ib30BaTbCA HACTPOKa U3 TPAHKOBOW rpynnbl.
Takoli noaxo4 No3BOASET cO34aBaTb MHOXECTBO TPAHKOB C MUHMMaJIbHbIM HA60POM HaCTPOEK, 1, 06beaNHSAA
NX B TPAHKOBYIO rpynny, NPOM3BOANTbL AOHACTPOIKY Yepes Hee. [Mpu He06X0AUMOCTU MOXHO U3MEHUTb Kakune-
160 napameTpbl OTAENbHO B3ATbIX TPAHKOB 13 FPYNMbl Yepe3 MHAMBUAYa IbHYI0 HACTPOKY TPaHKOB.

Mpumep pa6oTbl 06X HACTPOEK:

Cxema:

TRUNK_SSW1
(192.168.16.115:5060)

TRUNK_IN ESBC TG_SSW

TRUNK_SSW2
(192.168.16.116:5060)

Ha ESBC HacTpoeHa TpaHkoBas rpynna TG_SSW, B cocTaB koTopoii BxogaT 2 TpaHka TRUNK_SSW1 un
TRUNK_SSW?2, Takxe HacTpoeH ele oanH TpaHk TRUNKL_IN, KOTOpbIil He BXOAUT B COCTaB TPaHKOBOW rpynmbl.
TpebyeTcsa HaCTPOMTb CXeMy Taknm 06pasoM, YTOObI BbI30BbI, KOTOopble npuwwv ¢ TRUNKLIN,
MapLpyTmampoBasinck Ha TG_SSW, n Hao60poT, BbI30BbI, kKoTOpble Nnpuwwiv ¢ TRUNK_SSW1 n TRUNK_SSW2,
mMappyTuampoBannce Ha TRUNK_IN.

PeweHwe:
1. Co3gartb SIP-TpaHcnopT B cTopoHy TRUNK_SSW1 n TRUNK_SSW?2:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# port 5065
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2. Cospartb SIP-TpaHcnopT B ctopoHy TRUNK_IN:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_TRUNK_IN
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120
vesbc(config-esbc-sip-transport)# port 5067

3. Co3gatb Meguapecypchbl 415 cornacosaHus n nepegayn ronoca Ha nnede TRUNKL_IN — ESBC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_TRUNK_IN
vesbc(config-esbc-media-resource)# ip address 192.168.20.120

4. Co3paTb Megmapecypchl AN cornacoBaHma v nepegayn ronoca Ha niede ESBC - TG_SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_TG_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

5. Co3pgatb SIP-TpaHk B ctopoHy TRUNK_IN:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_TRUNK_IN
vesbc(config-esbc-trunk-sip)# remote address 192.168.20.99
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_TRUNK_IN

6. Co3pgatb SIP-TpaHk B ctopoHy TRUNK_SSW1 1 TRUNK_SSW2:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW1
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.115
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# trunk sip TRUNK_SSW2
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.116
vesbc(config-esbc-trunk-sip)# remote port 5060
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7. Co3pgartb TpaHkoByto rpynny TG_SSW n go6asuts Tyga TpaHkm TRUNK_SSW1 n TRUNK_SSW2:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3pgaHne M nepexof B HaCTPOWKWM TpPaHKOBOW rpynnbl TG_SSW:
vesbc(config-esbc)# trunk-group TG_SSW

#/lobaBneHne B cocTaB TpaHKOBOW rpynnsl TpaHKoB TRUNK_SSW1 u TRUNK_SSW2:
vesbc (config-esbc-trunk-group)# trunk © TRUNK_SSW1
vesbc(config-esbc-trunk-group)# trunk 1 TRUNK_SSW2

#/lobaBneHne megmapecypcos:
vesbc(config-esbc-trunk-group)# media resource © MEDIA_TG_SSW

8. Co3pgarb Tabnuuy MapLupytTmMsaumm n nobasuTb Tyaa npasuia, No KOTOPbIM BbI30BbI, MPUXOASALLNE C TPaHKa
TRUNKL_IN, 6yayT mapLupyTn3npoBaTbCs B TpaHKoBYO rpynny TG_SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_TG_SSW
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk-group TG_SSW

9. Co3gaTb Tabnvuy MapLipytusaumm n 4ob6asuTb Tyza npasuia, No KOTOPbIM BbI30BbIl, MPUXOASALLME C
TG_SSW, 6yayT mappyTtmampoBatbcs B TpaHk TRUNK_IN:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_TRUNK_IN
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_IN

10. NpuBA3aTb co3aaHHble Tabnuupl mappyTtudaumm K TpaHky TRUNK_IN 1 TpaHkoBoli rpynne TG_SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# route-table TO_TG_SSW
vesbc(config-esbc-trunk-sip)# exit
vesbc(config-esbc)# trunk-group TG_SSW
vesbc(config-esbc-trunk-sip)# route-table TO_TRUNK_IN

11. NpUMEHUTb KOHGMIypauuto 1 NoATBepPAUTb N3MEHEHUS:

vesbc# commit
vesbc# confirm
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Ha ware 6 npu co3gaHuy TPaHKOB, B KOHpMIypauuio TpaHKoB He 6biin Ao6aBeHbl Megmapecypcbl u Tabnmya
MapLupyTusaumi. Ho aTn HaCTpoVikn ecTb B TpaHKoBoW rpynne TG_SSW, kyza BkItoYeHbl 06a TpaHka. [Moatomy
NpW NOCTYN/IEHNM BbI30BOB C 3TUX TPAHKOB OHM BYAYyT MapLUpyTU3MPOBaTbLCA NO Tabnvue MapLupyTusauum,
KoTopas npusasaHa kK TG_SSW, meguapecypchbl 415 cornacoBaHus n nepegayun RTP Takke 6yayT 6paTbesa us
TpaHkoBoW rpynnbl TG_SSW.

B cnyuyae ecnm Heo6xoAMMO, YTOGbI OMH U3 TPAHKOB, BXOASLLMX B COCTaB TPAHKOBOW rpynmbl, Npw
MOCTYN/IEHNN HA HEFO BXOAALMX BbI30BOB MapLUPYTU3MPOBAJICS MO APYroi Tabmue mapLupytusaumm nnm
1CNosb30BasT APYrne Meamapecypchbl, Hy>XXHO A06aBUTb COOTBETCTBYHOLLME HACTPOIKM B AaHHbI TpaHK.
HacTpoiikn TpaHKOBOI rpynnbl NPV 3TOM HE MEHSIKOTCS, T. K. HACTPOIKN TpaHKa B NpuoputeTe.

9.4.1 Jloruka pa6oTbl TPAHKOBOW Fpynbl AJis1 pacnpegesieHUsA BbI3OBOB Ha TPaHKU, BXoAsLiue B ee
cocTaBs

1. PacnpeaeneHune BbI30BOB 6€3 MCMO/b30BaHNSA afiropuTmMa 6as1aHCUPOBKK:

Bce vcxopsiyme BbI30BbI, MapLUpYTU3UpYyEMble Yepe3 TPaHKOBYHO rpyny, UCNOMb3YT NEPBbI TpaHK B rpynne.
B cnyyae HegoCTYNMHOCTU TPaHKa UAv Npu COBNAZEHU OTBETA C MAcCKOi U3 Cnmncka NpUYnH 0T60S, BbI30B

OyZeT HanpaB/ieH Yepes cneayowmin TpaHk B rpynne.
4,[ TRUNK_1 }

[ ESBC ]—P[ TRUNK-GROUP } =[ TRUNK_2 }
‘b[ TRUNK_3 ]

Ha ESBC HacTpoeHa TpaHkoBas rpynna TRUNK_GROUP, B cocTtaB koTopoii BxoasT 3 TpaHka (TRUNK_T1,
TRUNK_2 1 TRUNK_3). MpnxoaunT BbI30B 1 N0 NpaBuiy MapLLpyTM3aLmm yXoauT Ha 3Ty TPaHKOBYO rpynmny. B
pesynbtate ESBC coBepluaeT nonbITKy BbI30Ba B NEPBbIii TPAHK B cocTaBe TpaHkoBoli rpynnbl (TRUNK_1),
€C/I1 TpaHK HeAoCTyMNeH, TO MPOMCXOANT NOMNbITKA NO3BOHMTL BO BTOpoii TpaHk (TRUNK_2). Ecnv nonbiTka
BbI30BA Takxke HeycrneLuHa, To 6yAeT NonbIiTka N03BOHWTL B nocneaHuin TpaHk (TRUNK_3). Ecnn nonbiTka
TaKke HeycneLlHa, TO BbI30B Ha NepBoOM Mnsiede oTomBaeTcs. EC/im Ha kakom-TO U3 TPaHKOB npuLlen oTeeT
2000K, TO BbI30B yCcTaHaBMBaETCA.

Mpumep:

Bce nocnepytouime BbI30BbI Takke 6yayT cHavana otnpasrnieHbl B TRUNK_T, 1 To/bKo B criyvae Heygaun
6yayT nonbITkM No3BOHUTL B TRUNK_2 n TRUNK_3.

2. PacnpepaeneHune BbI30BOB 6€3 1CMNO/Ib30BaHUSA a/lropuTMa 6asiaHCMPOBKK, HO C BKIHOYEHHOW onuueit pick-
once:

Bce ucxogsume BbI30BbI, MApLLPYTU3MPYEMbIE Yepe3 TPaHKOBYIO rpynny, MCNO/b3YT NepBbIii TpaHK B rpynmne.
B cnyyae HegoCTynHOCTM TpaHKa Uav Npv COBMNageHnn oTBeTa C Mackoii 13 cnmcka NnpuynH oT60s, BbizoB HE
6yAeT Hanpas/ieH Yepes crieayowuii TpaHk B rpynne, BbI30B HA NEPBOM Mn/ieye cpaly oTOMBaeETCS.

Onuuio pick-once MOXHO BK/1OUMTB B HACTPOIiKax TabnuLbl MapLipyTu3aumm npu Belbope aencteus direct-to-
trunk-group:
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vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_TG_SSW
vesbc(config-esbc-route-table)# rule 0

#Bkn4veHne onuumn pick-once nNpu co3aHUM MpaBuna MapwpyTu3auunm Ha TpaHKoBYyw rpynny TG_SSW:
vesbc(config-esbc-route-table-rule)# action direct-to-trunk-group TG_SSW pick-once

3. PacnpepgeneHune BbI30BOB C MCNO/Ib30BaHNEM asiroputma 6anaHcmpoBku round-robin (onums pick-once
BbIK/IOUEHA):

Kaxxaplii nocneayoLwmii ICXOASLWMNIA BbI30B, MapLUPYTU3MPYEMbIi Yepes TPaHKoBYHO rpynny, UCNob3yeT
crefyoLwmii TpaHK B rpynne He3aBMCUMO OT pesy/ibTaTa MapLupyTusauum npegbiayLlero Bbi3oBa B AaHHYH
TpaHKOBYHO rpynny. B cnyyae He0CTYMHOCTM TpaHKka Uan Npy coBnajeHnn oTBeTa C Mackoi 13 cnmcka
NPUYNH 0TOOS, BbIZOB BYAET Hanpas/ieH Yepes criefyowmnin TpaHk B rpynne.

4{ TRUNK_1 }
[ ESBC ]—P[ TRUNK-GROUP } :[ TRUNK_2 ]
‘b[ TRUNK_3 ]

Ha ESBC HacTpoeHa TpaHkoBas rpynna TRUNK_GROUP, B cocTtaB koTopoii BxoasT 3 TpaHka (TRUNK_T1,
TRUNK_2 1 TRUNK_3). Mp1xoamT BbI30B 1 N0 NpaBuiy MapLUpyTM3aLmMm yXoauT Ha 3Ty TPaHKOBYO rpynmny. B
pesynbtate ESBC coBepluaeT nonbITKy BbI30BA B NEPBbIii TPAHK B cocTaBe TpaHkoBoli rpynnbl (TRUNK_1),
€C/I1 BbI30B HeYyCneLHbI (TpaHK He4OCTyMNeH Uy OTBET COBNasT C MAcKoi U3 Cnmncka NnpuymnH oT60s1), To
MPOMCXOAMT NOMbITKA NO3BOHUTL BO BTopoli TpaHk (TRUNK_2). Eciv nonbITka BbI30Ba Takxe HeycnewiHa, To
6yfeT nonbiTka N03BOHMTbL B nocneaHuii TpaHk (TRUNK_3). Eciiv nonbiTka Takke HeycneLHa, To BbI30B Ha
nepeBom nneye otémsaeTcs. ECnm Ha kakom-To 13 TpaHkos npuwen oteeT 2000K, To BbI30OB yCTaHaB/IMBaETCS.

Mpumep:

BTopoi1 BbI30B, KOTOPbI CMapLLPYTU3NPOBASICA Ha AaHHY TPAHKOBYHO rpynny, cHavyana yiiaet Ha TRUNK_2.
Ecnn Bbi3oB HeycnelHbln, To ESBC coBepunt nonbiTky no3BoHUTb B TRUNK_3 1 notom B TRUNK_1. Ecnn
MOMbITKM HeYCreLUHbl, TO BbI30B Ha NepBOM Msieye oTémsaeTcs. 10 Takomy e NPUHLMNY TPEeTUiA BbI30B
cHavana pacnpegenutcs B TRUNK_3, uetBepTblin BbiI3oB — B TRUNK_1 1 1. A.

Onuusa 6anaHcnpoBky round-robin Bk1toyaeTcs B HACTPOVKaxX TPAHKOBOW rpynnbl:
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHne 1 nepexos B HACTPOWKWM TpaHkKoBOW rpynnsl TRUNK_GROUP:
vesbc(config-esbc)# trunk-group TRUNK_GROUP

#lo06aBneHne B cCOCTaB TPaHKOBOW rpynnbl TpaHKOB TRUNK_1, TRUNK_2 u TRUNK_3:
vesbc(config-esbc-trunk-group)# trunk © TRUNK_1
vesbc(config-esbc-trunk-group)# trunk 1 TRUNK_2
vesbc (config-esbc-trunk-group)# trunk 2 TRUNK_3

#AKTMBauMa pexuma 6anaHCUpPOBKM round-robin Ha TpakoBOW rpynne:
vesbc (config-esbc-trunk-group)# balancing round-robin

4. PacnpepeneHne BbI30BOB C UCMOMb30BaHMEM anroputMa 6anaHcpoBky round-robin (onuus pick-once
BK/IlOUEHA):

Kaxxaplii nocneayoLwmii ICXOASLWMNIA BbI30B, MapLUPYTU3MPYEMbIi Yepes TPaHKoBYHO rpynny, UCNob3yeT
cnepyowmii TpaHk B rpynne. B criyyae He[oCTyNnHOCTU TpaHKa Uiy npu coBnaZeHnun oTBeTa ¢ Mackoi 13
cnucka npuyvH 0T605 Bbi3oB HE ByaeT HanpaBneH yepes cneayownii TpaHk B rpynne, BbI30B Ha NepBOM
nneve cpasy otomaeTcs.

Mpumep:

B cxeme 13 n. 3 nepB.blil BbI30B pacnpegensetcsa B TRUNK_1, ecnv oH oT6uBaeTcs, TO nepBoe Mn/ie4vo Bbi30Ba
cpasy oTtbéusaeTcs, nonbITok No3BoHUTL B TRUNK_2, TRUNK_3 HeT. BTOpOI BbI30B pacnpenensiercsa B
TRUNK_2, Tpetuin — B TRUNK_3, uetBepTbii — B TRUNK_1 1 T. 4.

9.5 Hacrtpolika SIP-TpaHcnopToB

SIP-TpaHcnopT npeAcTaBnsAeT TOUKy BXoAa/Bbixofa curHannsaumm, 1. e. ato IP-agpec n nopr, ¢ kotoporo ESBC
OyZeT oTNpaBNATb U HA KOTOPbIA ByAeT NPUHUMATbL CUTHaUIbHbIE COOOLLEHUS.

© BosmoxHo ncnonb3osanve IP-agpeca, nonyyeHHoro no DHCP.

Mpumep:

TpebyeTcs, utobbl ESBC ans nepegayn/npuema CUrHasibHbIX COO6LLEHMIA HA BCTPEUYHYHO CTOPOHY
ncnonb3osas IP-agpec 192.168.16.113, nopt 5065.

PeweHue:

MepeliTn K HacTpolikaM MoayNnsa ynpasneHus koHdourypauuein ESBC:

vesbc#
vesbc# configure
vesbc(config)# esbc
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Co3paath 1 HACTPOUTL COOTBETCTBYIOLLMM 06pa3oM SIP-TpaHcnopT:

#Co3paHue /nepexos B HacTporiku SIP-TpaHcnopTta NEW_TRANSPORT:
vesbc(config-esbc)# sip transport NEW_TRANSPORT

#HasHaunTb IP-agpec 192.168.16.113 And ucnosib3oBaHUA SIP-TpaHCNOPTOM:
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113

#Ha3HauuTb nNopT 5065 Anda mcnonb3oBaHua SIP-TpaHCMOPTOM:
vesbc (config-esbc-sip-transport)# port 5065

#Bbl6paTb MPOTOKO/ TPaAHCNOPTHOINO YPOBHA, WCNOAb3YEMbIA ANS npuema/nepegadn coobueHuin SIP:
vesbc(config-esbc-sip-transport)# mode udp-prefer

Mocne npuBA3KkK co3gaHHoro SIP-TpaHcnopTa K KakoMy-n160 Hanpas/ieHMo (TPaHKy WA abOHEHTCKOMY
MHTepdelicy) oH ByaeT UCNoNb30BaTbCs AJ1s Nepenayn/nonyyeHunsi CUrHasibHbix SIP-coo6LLeHIA Ha
BblOpPaHHbIX HaNpas/IEHNAX.

MopaaepxaHo HECKOJIbKO PeXMMOB PaboTbl C MPOTOKOMIaMU TPAHCMOPTHOTO YPOBHS, KOH(UIypUpyeTcs
KOMaHAol mode 13 nNprvmepa Bbille. PEXUMbI paboTbl CrieaytoLime:

e tcp-only — ncnonb3oBaTb TosIbko TCP-npoToKO,

e tcp-prefer — npuem no UDP n TCP. OTtnpaska no TCP. B cnyyae ecnv He yaanocb yCTaHOBUTb
coeguHeHne no TCP, otnpaska npoussogutcs no UDP;

e tls —ucnonb3osarts tls;

e udp-only — ncnonb3oBaTtb ToNbko UDP-npoTokon;

e udp-prefer — npvem no UDP n TCP. Otnpaska nakeTtoB 6onee 1300 6aiiT no TCP, meHee 1300 6ait — no
UDP;

e ws — ucnonb3osatb WebSocket;

e wss — ucnosib3oBaTb WebSocket Secure.

Mpwn ncnonb3oBaHuM TMNa TpaHcnopTa tls M wss BO3MOXHO MCMO/Ib30BaHNE M0/1b30BaTENbCKUX
ceptudpmkaToB. lNMNogpobHee 0 NOMIb30BaTENLCKMX CepTUdIMKATaxX CM. B pasgesne HacTporika Kpuntonpoduiei.

© npumep HacTpoiiku SIP-a6oHeHTOB, ncnonb3ytowmx WebRTC ecTb B pasgene Mpumvepsl HacTpoiiku
ESBC.

9.6 HacTtpoiika meguapecypcosB

Mepguapecypchbl npeacTaBnstoT coboin amanasoHbl UDP-noptoB 1 IP-agpecos, ucnonbsyembix ESBC ans
nepepgayn/nosyvyeHms notokos RTP.

© BosmoxHO ncnonb3osanve IP-agpeca, nonyyeHHoro no DHCP.

Mpumep:

TpebyeTcs, uTo6bl ESBC ans nepegaun meamatpadmka ncnonb3zosan IP-agpec 192.168.16.113 1 nopTbl €
20000 po 30000.

PelweHue:

MepeliTn K HacTpolikaM Moaynsa ynpasneHus koHdurypauuein ESBC:

vesbc#
vesbc# configure
vesbc(config)# esbc
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Co3paath 1 HAaCTPOUTL COOTBETCTBYIOLLMM 06pa3oM Meavapecypc:

#Co3gaHne /nepexon B HAcTPOKM meamapecypca MEDIA_1:
vesbc(config-esbc)# media resource MEDIA_1

#HasHaunTb IP-agpec 192.168.16.113 ans MCNonb30BaHWs B Megunapecypcax:
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#HacTponTb Amana3oH UDP-MopToB C 20000 go 30000 Ans ncnonb30BaHWW B Megmapecypcax:
vesbc(config-esbc-media-resource)# port-range 20000-30000

Mocne NpMBA3KM CO34aHHONO Meamapecypca K Kakomy-nnbo Hanpas/sieHuto (TpaHKy, TPaHKOBOI rpynne nnm
aboHeHTCKOMY UHTepdeiicy), OH ByaeT UCNob30oBaTbCs A1 nepeaaqn/nonyyeHms notokos RTP Ha
BblGpaHHbIX HanpaB/IeHUAX.

@ nNpu vcnonb3oBaHuM ogMHakoBoro IP-agpeca 415 pasHbIX MeaNapecypcoB He onycKaeTcs
nepeceyeHre Amana3oHoB MOPTOB MeX/y 3TMMK pecypcamu.
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9.7 HacTtpoiika TaéauLy, MmapLupyTU3auum

Cxema ocylecTBneHns mapwpyTtunsaumm SIP-coobLieHmns:

CONDITION 1

CONDITION 2

ACTION }—b[ DEST ]—)[ TRUNK ]

CONDITION 3

TRUNK 1

TRUNK 2

SRC ROUTE_TABLE RULE 2 CONDITION 1 ACTION DEST ]—h[ TRUNK-GROUP ]—

TRUNK ...

CONDITION 1 ACTION }—b[ REJECT ] TRUNKN

0

Tabnuua mapLupyTmsauumn npeactaBnset cobor Habop NpaBun U AeNCcTBUiA, NO KOTOPbIM 06pabaTbiBaeTCs
BXOASALLMNIA BbI3OB 1 YKa3blBAETCS UCXOAALLMIA TPAHK (MW TpaHK-TpyNna) Uan Nepexoa Ha Apyryto Tabnmuy
MapLUpyTM3aumumn ass hopMMpoBaHnst MCXOASLLENO BbI30Ba.

Tabmupbl MapLIpyTU3aLUmMmn NPUMEHSIIOTCSA K BXOASALWMM BbI30BaM U MOTYT OblTb HACTPOEHbI A1 TPAHKOB,
TPaHK-rpynn 1 aboHEHTCKUX MHTEPCECOoB.

Ta6nmua coctont 13 npaeun (RULE), npaBuno ob6asatensHo AomkHo cogepxath geiicteue (ACTION), u,
onuuoHansHo, — ycnosust (CONDITION), koTopble A0/MKHbI GbITb COGNOAEHBI A5 BbINO/THEHNSA AAHHOIO
AencTBma mapwpyTusaumn. Ecnv ycnoBust OTCYTCTBYIOT, AECTBUS coBepLUatoTca 6e3yCc/I0BHO.

[JelicTBre — 3T0 onepauus, pe3y/ibTaToM KOTOPOi byaeT ABNATbCA KOHKPETHOe Hanpas/ieHne Unn nepexos
Ha Apyryto Tabnuuy MapLupytmusalmn.

B TekyLiei Bepcun B ka4ecTBe Hanpas/eHUA MOTYT BbICTYNAaT TPaHKM U TPaHK-Tpynnbl.

YcnoBus MapwipyTtusauuu:

e 6e3yCc/io0BHas MapLupyTusauma — mapLupyTtusaumsa scex SIP-coobLyeHmnin 6e3 aHasm3a cofepXxmnmoro,

e MapLpyTtusaumusa no CgPN, CdPN — aHanmaupytoTtcs user-part n3 3aronoskos From 1 To B coobLyeHmm
SIP;

e SIP-MESSAGE — mapwpyTumsaums no Hanmuuio nboro coBnageHns B noboi yactun SIP-coobLueHus.

MpaBuna MapLLpyT13aLmMmn BbIGMPAOTCA Mo NOPSAKY A0 TEX NOp, Noka BTOPOE M/ieyo He 6yAeT yCcnewHo
COrn1acoBaHo, Uu He ByaeT paccCMOTPEHO nocneaHee npaewio. Ecnm paccmartpmBath Ha NpUMepe BbI30Ba, TO
POYTUHI GYAET BbINOMHATLCSA A0 TEX NOpP, TOKA BTOPOE N/eYo He NPYMET BbI30B.

B cnyyae mapLupyTusaumm Ha TpaHK-rpynny AeicTByeT TOT Xe a/iroputM. T. . NPOXo4, OCYLLEeCTBASIETCSA NO
BCEM TpaHKaM Bbl6paHHOI rpynnbl No NOpsiAKy A0 TEX Mop, NoKa CECCUsi He cornacyeTcs, Unn He 6yaeT
BbIGpaH nocneAHuii TpaHk. ECn nocne npoxoxaeHns No BCeM TpaHkam BblGpaHHOl rpynnbl He yaanoch
corsiacoBaTb BTOPOE N/eyo, NPOA0/KaeTCsl BbIGOP OCTABLUMXCA NPaBWA U3 TabnLbl MapLIpyTU3aLum.

B o6Liem, 3TOT a/IropuTM MOXHO OnucaTh Tak: NPOXo4, No BCEM HanpaB/IeHUAM, BCeX NpaBun
MapLIpyTU3aLuu, Noka ceccusi He 6ygeT cornacoBaHa, Unm He 6yAeT pacCMOTPEHO nocriegHee
npaBuno.
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WcknioueHnem aBnsietcs npasnio Reject — 0160 BxogsLLen ceccun. To NpaBus/io 3aBepLuaeT Npoxo no
Tabnuue mMapLpyTtmsaumu.

BbIGOp criefytollero HanpasieHns 6yaeT NpoUCXOaUTh:

* NPV BHYTPEHHUX COOAX, 40 COrNacoBaHUs CECCUN;
* Npy 0T60E C BCTPEYHOW CTOPOHBLI, KpoMe 3xx kogos SIP.

Mpumep nepe6opa npaBun:

Y

Y

TRUNK_2

TRUNK_1
ROUTE_TABLE

RULE 2 > TRUNK_3

4)‘ RULE 1 » TRUNK-GROUP '7
—/
Y
L :

B Tabnmue maplupyTusauumn asa npasuna, nepsoe HanpasnseT Bbi3oB B TRUNK_GROUP, BTopoe HanpaBnseT
BbI30B B TRUNK_3, ycnoBus Hurae He HacTpoeHsbl. MpuxoauT BbI30OB M HAUMHAET MapLUPyTM3MPOBaTbLCA Mo
AaHHOM Tabnuue mapwpytmnsaunn. B pesynbtarte BbizoB yxoant Ha TRUNK_GROUP n ottyga B TRUNK_1, B
cnyuyae ecnv BbI3oB Yepe3 TRUNK_T He ycTaHoBuCS (Hanpumep, TpaHK HeAOCTYNEeH), TO MapLUpyTU3aums
NpoaosIXaeT BbINOMHATLCA, BbI30B oTrnpassiseTcd B TRUNK_2. Ecniv nonbiTka Bbizosa B TRUNK_2 Takxe
3aBeplumnacb Heyaa4Ho, ESBC nepexoant k RULE_2 n otnpasnsieT BbizoB B TRUNK_3. Ecnin 1 3aechb nonbiTka
YCTaHOBUTb BbI30B TaKXe OKasasiacb HeYCrneLIHO’, TO NepBoe njaevyo oTonBaeTcs, 1 BbI30B 3aBepLlaeTcs, T. K.
60nbLUe NpaBun B Tabsvue MapLipyTmnsaumm HeT. Ecav nonbiTka yCTaHOBUTL BbI30B YCEeLHa, TO BbI30B
ycTaHaB/MBaeTcs.

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table ROUTE_TABLE

#/lobaBneHne nNepeBoro npaswna c AeACTBUMEM OTNPaBUTb BbI30B B TpaHKoBYKW rpynny TRUNK_GROUP:
vesbc(config-esbc-route-table)# rule 0

vesbc(config-esbc-route-table-rule)# action direct-to-trunk-group TRUNK_GROUP
vesbc(config-esbc-route-table-rule)# exit

#/lobaBneHne BTOPOro rnpasuna c AeACTBMEM OTNPaBUTb BbI30B B TpaHK TRUNK_3:

vesbc(config-esbc-route-table)# rule 1
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_3
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Mpumep pa6oThbl yC0BWiA:

CONDITION_1
cgpn = 23000

Y

A
s 3\
CONDITION_2
~>‘ RULE_1 '7 — —)‘ TRUNK_1
- cdpn = 24000 ) - ]
(.

Y

CONDITION_3
sip-message="For trunk_1"

[ ROUTE_TABLE J—

« CONDITION_4
7 cgpn = 23000

4 y A 4 \
CONDITION_5

[ RULE_2 ]— cdpn = 24000 ) 4{ TRUNK_2 ]
A 4

<
CONDITION_6

sip-message="For trunk_2" )

B tabnvue mapwpyTtunsaumm asa npasuna, y oboux ects ycnosusa no CGPN, CDPN n SIP-MESSAGE.
Hanpumep, npuxoauT BbI30B, y koToporo Homep A=23000, Homep B=24000, n kaCcTOMHbIN 3aronoBok "Trunk:
For trunk_1". ESBC 3axoanTt B RULE_1 n aHann3supyet ycnosme CONDITION_1, ycnosne UCTUHHO, Aasnee
npovicxogunt aHaum3 ycnosusa n3 CONDITION_2, ycnoBue UCTUHHO, fasiee NpOUCXOoaUT aHau1u3 YCNoBUA U3
CONDITION_3, ycnosue Takke UCTUHHO. 3HaunT npasmio RULE_T nogxoguT Ansa maplipyTnsauum, 1 Bbi3oB
otnpasnsaetca B TRUNK_T.

PaccMOTpUM BbI30B C HOMepaMu, KOTopble NoaxoasnT nog yciosus u3 RULE_2.

MpuxoauT BbI30B, y kKoToporo Homep A=23000, Homep B=24000 1 kacToMHbIn 3aronosok "Trunk: For trunk_2".
ESBC 3axogut B RULE_1 v aHanu3npyet ycriosne CONDITION_1, ycnoBme UCTUHHO, fasiee NpouCcXoauT
aHanun3 ycnosus n3 CONDITION_2, ycrioBue UCTUHHO, aanee npouncxoaunt aHanus ycrnosusa n3 CONDITION_3,
YCNOBUE NOXHO. 3HAYUT NPaBWIO He NOAXOAMUT (NpaBUIo NOAXOAUT, TOSILKO €C/IN BCE YC/IOBUS BHYTPU
npaswia UCTUHHbI). fanee ESBC nepexogut k RULE_2, aHann3npyeT ycnosme CONDITION_4, ycnosue
WCTUHHO, ganee npovcxoant aHanns ycnosus n3 CONDITIONLS, ycnosue UCTUHHO, fasiee nNpoMcxoauT aHanms
ycnosus u3 CONDITION_6, ycnosue Takke UCTUHHO. 3Ha4nT npasusio RULE_2 nogxoauT s mapLupytmsaumn,
1 BbI30B oTnpassiseTca B TRUNK_2.

Ecnn npmnxoaunT BbI3OB, KOTOprVI He noaxoanuTt HX noj ogHo npasuio, To TaKoi BbI3OB OTOMBaeTCS.
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vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table ROUTE_TABLE

#/lo6baBneHne nepsBoro npasuna ¢ ycnosusmm CONDITION_1, CONDITION_2, CONDITION_3 u pgeinctBuem
0TNpaBUTb BbI30B B TRUNK_1:

vesbc(config-esbc-route-table)# rule 0

vesbc(config-esbc-route-table-rule)# condition 0@ cgpn 723000$%
vesbc(config-esbc-route-table-rule)# condition 1 cdpn 724000$%
vesbc(config-esbc-route-table-rule)# condition 2 sip-message '.xFor trunk_1.x'
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_1
vesbc(config-esbc-route-table-rule)# exit

#lobaBneHne BTOpOro npasuna c ycnoBusimm CONDITION_4, CONDITION_5, CONDITION_6 v pgeinctBuem
0TNpaBUTb BbI30B B TRUNK_2:

vesbc(config-esbc-route-table)# rule 1

vesbc(config-esbc-route-table-rule)# condition 0@ cgpn 723000$%
vesbc(config-esbc-route-table-rule)# condition 1 cdpn 724000$%
vesbc(config-esbc-route-table-rule)# condition 2 sip-message '.xFor trunk_2.x'
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_2

CYHTaKcUC ANS HanucaHus ycroBuii

[na HanucaHusA ycroBuiA NCNOb3YHTCA perynsipHble BblpaxeHnsa PCRE.
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9.7.1 CwmeHa Tabnuy, mapLipyTusaymum

B koHdurypaummn Tabnmupl MapLupyTusaLlmmn peannsosaHa komaHga switch-route-table <route-table-name> pns
npoAo/mKeHnA MmappyTudaunm SIP-3anpoca yepes apyryto Tabnvuy mapLupyTusauunm.

icnonb3oBaHWe KackagHoro NnpuHumna Tabnul, MapLupyTu3aLmMm no3BonsieT rmbko HacTpamsaTb

MapLUpyTU3aLMI0 MEXY HanpaBieHUsMU.

Mpumepbl UCNONbL30BaHUA KacKafHbIX Ta6/ML, MapLpyTusaymm

JlonyckaeTcs NCNoNb30BaTb KaCKaHbIN NEPEXOA, 13 HECKOIbKUX TabuL, MapLUpyTM3aLum, Hanpumep:

vesbc# configure
vesbc(config)# esbc

#Co3gaHne Tabnuubl MapwpyTmsaumm ROUTE_TABLE_1 wn pobasneHue npaBuia C AeliCTBMEM CMEHUTb Tabnuuy
MapuwpyTunsaunm Ha ROUTE_TABLE_2:

vesbc(config-esbc)# route-table ROUTE_TABLE_1

vesbc(config-esbc-route-table)# rule 5

vesbc(config-esbc-route-table-rule)# action switch-route-table ROUTE_TABLE_2
vesbc(config-esbc-route-table-rule)# exit

vesbc(config-esbc-route-table)# exit

#Co3gaHne Tabnuubl MapwpyTmsaumm ROUTE_TABLE_2 wn pobasneHue npaBuia C LelCTBMEM CMEHUTb Tabnuuy
MapuwpyTunsaunm Ha ROUTE_TABLE_3:

vesbc(config-esbc)# route-table ROUTE_TABLE_2

vesbc(config-esbc-route-table)# rule 5

vesbc(config-esbc-route-table-rule)# action switch-route-table ROUTE_TABLE_3
vesbc(config-esbc-route-table-rule)# exit

vesbc(config-esbc-route-table)# exit

#Co3gaHne Tabnuubl MapwpyTmsaumm ROUTE_TABLE_3 wn pobasneHue npaBuia C LeliCTBMEM CMEHUTb Tabnuuy
MapuwpyTusaunm Ha ROUTE_TABLE_4:

vesbc(config-esbc)# route-table ROUTE_TABLE_3

vesbc(config-esbc-route-table)# rule 5

vesbc(config-esbc-route-table-rule)# action switch-route-table ROUTE_TABLE_4
vesbc(config-esbc-route-table-rule)# exit

vesbc(config-esbc-route-table)# exit

#Co3gaHne Tabnuubl MapwpyTmsaumm ROUTE_TABLE_4 wn pobasneHue npaBuia C AelicTBMEM OTNpaBuUTb Bbi30B
B TpaHK TRUNK_1:

vesbc(config-esbc)# route-table ROUTE_TABLE_4

vesbc(config-esbc-route-table)# rule 5

vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_1

3anpelleHo ykasbiBaTb B npasBune action switch-route-table HasBaHue Toli TabnunLpl, B KOTOPOIA
yKasblBaeTCsA AaHHOEe NpaBusio.
Mpumep:

route-table MAIN
rule 5
action switch-route-table MAIN
exit
exit
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MaplpyTusauus Ha pasHble HanpaB/ieHUs Yepes 06LLYI0 TaGuLy MapLpyTusauum

[ns Bcex TpaHkoB (Hanpumep, TRUNK_1, TRUNK_2, TRUNK_3) ykazaTb ofHy Tab/umLy MapLipyTmM3aumum
(Hanpumep, MAIN). Bce npaBuia v ycnoBus 418 MapLUpyTU3aumm B KOHKPETHbIN TPaHK ykasaHbl B OTAE/bHOA
Tabnuue mMappyTusauum ans 3Toro TpaHka (Tabnuubl Maplpytusaumm RT_1, RT_2, RT_3). Mpwu go6aBneHunm
TPaHKOB B KOHpUrypawmm Heob6xoaumMo co3faTb COOTBETCTBYIOLLYIO Tab/mLy MapLlipytusaumm v 4o6aBntb
HoBoe npasusio B Tabnvuy MAIN.

- D

RT_1
condition cdpn 100

RT_ 2
condition cdpn 200 ]—’[ TRUNK_2 }

TRUNK_1 ]

MAIN_RT

RT_3
condition cdpn 300

TRUNK_3 ]

I
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Mpumep KoHMrypaumu:

route-table MAIN
rule 0
action switch-route-table RT_1
exit
rule 1
action switch-route-table RT_2
exit
rule 2
action switch-route-table RT_3
exit
exit
route-table RT_1
rule 0
action direct-to-trunk TRUNK_1
condition 0 cdpn '100'
exit
exit
route-table RT_2
rule 0
action direct-to-trunk TRUNK_2
condition 0 cdpn '200'
exit
exit
route-table RT_3
rule 0
action direct-to-trunk TRUNK_3
condition 0 cdpn '300'
exit
exit
trunk sip TRUNK_1
route-table MAIN

exit
trunk sip TRUNK_2
route-table MAIN

exit
trunk sip TRUNK_3
route-table MAIN

exit

B Takom cnyuyae mapLipytusaumsa nto6oro Bbizosa U3 N1060ro HanpasneHns 6yaeT oCyLecTBIATLCA N0 BCEM
npasunam Bcex Tabnuy, maplipytmsaumm go nepsoro cosnagenns CAPN. Ecnn coBnageHue He byaet
HanaeHo, To BbI30B 3aBepwmntca kogom SIP 404 "Not Found".

103



ESBC-3200, vESBC. PykoBoACTBO M0 3KcnyaTaumum

Mapmpymsau,mn Ha pa3Hble HanpaB/ieHusa yepes nOCﬂeAOBaTeﬂbelﬁ Kackag Ta6]'II/IU. MapuwpyTtmnsauynmn

MpaBuna gasi MapLupyTUsaummn 4o6asnsTcs B 04HY Tabavuy MapLipyTusauum, Npy AOCTUXEHNN

orpaHuuyeHns KonnyecTsa npasus (128) B kauecTBe NoC/eAHEro nNpaBuia A06aBseTcs nepexoq Ha
cneayoLLyto Tabnmuy MapLIpyTU3aLyu.

/ RT_1

rule 0 condition cdpn 100
rule 1 condition cdpn 200

rule 2 condition cdpn 300

Qle 127 switch-route-table R

e ™
\—V TRUNK_1

> TRUNK_2

(. J

g N
> TRUNK_3

\ J

4 RT_2 N\
> rule 0 condition cdpn 400

T 2

-/

TRUNK_4

rule 1 condition cdpn 500

TRUNK_5

Qule 127 switch-route-table RT_S/

Y

RT_3
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Mpumep KoHMrypaumu:

route-table RT_1
rule 0
action direct-to-trunk TRUNK_1
condition 0 cdpn '100'
exit
rule 1
action direct-to-trunk TRUNK_2
condition O cdpn '200'
exit
rule 2
action direct-to-trunk TRUNK_3
condition 0 cdpn '300'
exit
rule 127
action switch-route-table RT_2
exit
exit
route-table RT_2
rule 0
action direct-to-trunk TRUNK_4
condition O cdpn '400'
exit
rule 1
action direct-to-trunk TRUNK_5
condition 0 cdpn '500'
exit
rule 127
action switch-route-table RT_3
exit
exit
route-table RT_3

exit

trunk sip TRUNK_1
route-table RT_1

exit
trunk sip TRUNK_2
route-table RT_1

exit
trunk sip TRUNK_3
route-table RT_1

exit
trunk sip TRUNK_4
route-table RT_1
exit
trunk sip TRUNK_5
route-table RT_1

exit
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O6paboTka Bbi30Ba TaKXKe Kak 1 B NPeablAyLLeM NpUMepe 6yaeT OCyLLecTBNSATLCS NOC/1e0BaTe/IbHO N0 BCEM
npasuiamM Bcex Tabnmy, mapwpyTmusaunn. Ecnmn coBnageHne He 6yaeT HaAeHO, TO BbI30B 3aBEPLUNTCS KOAOM
SIP 404 "Not Found".

Noruvka o6pa6oTku SIP-3anpoca npu nCNosib30BaHUU Kackaga Taénuvy, mappytusauum

OcyLuecTBNAETCS NocnefoBaTe bHbI NPOX0A N0 BCEM HanpaB/ieHNAM, KaXA0ro npasuia Kaxaol Tabnmupl
MapLUpyTU3aummn fo Tex nop, noka ceccus He GyAeT cornacoBaHa, u He 6yAeT pacCMOTPEHO nocneaHee
NpaBW/Io B KAXA0M Tabnvue MapLLpyT3aLmm.

Mpw npoBepke npaeun ESBC coxpaHsieT nHgopmaLmio 0 BCexX NpoiaeHHbIX 06bekTax (TpaHKK, TPaHK-rpynnbl,
TabMUbI MapPLIPYTU3ALNA) C LESbio UCK/OUYEHNS NeTI MapLupyTU3aLum.

Ecnu ncnonb3yeTcs MapLupyTusaums Yyepes kacka Tabnuu, MapLupyTusaLmm, u HeT NoaxoAsLiero npasuna
anst nepegayn SIP-3anpoca Ha nnevo b, To ocyllecTBiseTcs Bo3BpaT Ha npeablayLiyto Tabnuuy
MapLUpPyTU3aLMK K criedytolemy npasuy.

Mpumep 1:

HacTpoeHa mapLipyTtusaums Yepes Tpy Tabnuubl. OcyliectenaeTcs Boi3os Ha Homep 200. Mpwu
OCYLLeCTBMIEHNN MapLUpyTU3aLuum, B COOTBETCTBUM ¢ npaBuiom rule 0 Tabamubl RT_1 nponcxoanT nepexog, K
Tabnuue RT_2. B Tabnnue RT_2 Takke nepsBbIM NpaBu/iIOM ykasaH nepexof Ha taénuuy RT_3. B Tabnuue RT_3
HeT NpaBu/ MapLLpyTM3aLum, NO3TOMY OCYLLECTBNSETCS Nepexos K npeapblayweii Tabnuue (RT_2) k
cnegyowemy no nopsgky npasuny (rule1). T. K. 3To NpaBWIO He NOAXOAUT 4151 HanpaB/IEHNA BbI30Ba B TpaHK
TRUNK (CdPN 200 !== CdPN 100), To ocywecTtsnsieTcsi nepexof k npeablayweli Tabnmue (RT_1) k
cnegytowemy no nopagky npaswny (rule1). NMocnegHee npaBuno B 3Toi Tabnuue — reject, BbI3oB byaeT
3aBepuieH kogom SIP 403 "Forbidden”.

N\ N\
RT_1 RT_2
rule 0 switch-route-table RT_2 rule 0 switch-route-table RT_3 RT_3
_ = no rules
rule 1 reject /‘ rule 1 condition 100 action direct-to-trunk TRUNK/‘

Mpumep 2:

CueHapwii aHanormuHbeli npumepy 1, 3a UCKNKYEHNEM TOro, YTO B Tabimue RT_3 HacTpoeHo npasuio
nepexoaa Kk Tabnvue RT_1. B gaHHOM criydae norvka 06paboTkm 3anpoca 6yaeT aHasiormyHa npumepy BblLle,
T. K. Ipy MapLupyTu3aumm RT_1 yxe 6blna npoinaeHa 1 NnoBTOPHbIA BO3BpaT K npasuny rule 0 aToli Tabnuupbl
npueen 6bl K 3aUMKINBAHNIO BbI30BA.

Y

RT_1 ) RT_2 )
RT_3
rule 0 switch-route-table RT_2 rule 0 switch-route-table RT_3
rule 0 switch-route-table RT_1
rule 1 reject /‘# rule 1 condition 100 action direct-to-trunk TRUNK/‘#
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9.8 Hacrtpoiika mogudmkaTtopoB
ESBC noggepxvBaeT gga Tvna mogugrkatopos — common 1 sip.

Mogaundmkatopbl common rno3sonsanT MognduuuposaTb CAPN n CgPN 6e3 npuBsA3Kn K NPOTOKOY
curHanusauun. B Tekywein sepcum MO nogaepxmnsaeTcs Tobko npoTokon SIP. YuntbiBas ato, npu
MCMNO/Ib30BaHMN MOANGINKATOPOB B TPaHKax 1 abOHEeHTCKUX UHTepheiicos, MogudrkaTopaMmm common MOXHO
n3meHaATb user part SIP URI 3aronoskoB To n From.

MogaundomkaTopb! sip N03BOIAKT MOAU(MLMPOBATL H06ble 3arosioBkM coobLeHui SIP.

Tabnmupbl MmoaudmKaLuii NPUMEHSIOTCS B TPaHKax, TPAHKOBbIX rpynnax n aboHEHTCKMX NHTepgieiicax. Nx
MOXHO MOAK/MOUNTb, Kak out — Torga npasuia 6yayT NPUMEHATLCA NPV OTNPaBKe COOBLLEHNS UK, U Kak in

— TOrga npasuia NPUMEHSTCS NPY NOMyYeHU coobLLeHus. Tabnmua Moandukaumii, ucnonb3yemas ois
TPaHKOBOM rpynnbl, 6yAET NCNO/Ib30BATLCSA TO/ILKO B TOM C/ly4vae, eC/I B TPAHKE, BXOASLLEM B 3Ty TPAHKOBYHO
rpynny, He HacTpoeHa cBos Tabsmua.

B Tabnmuax mogudmkaumm ansi otéopa 3HaueHwuii (header pattern, header value, response-pattern, value-
pattern, value, replacement n ap.) ucnonbaytoTtca perynspHbie BoipaxeHus PCRE.

@ nNepeg vcnonb3oBaHMeM MOANMKATOPOB PEKOMEH/YETCA 03HAKOMUTLCA C OMUCAHUEM CHUHTaKCKCa
perynspHbiX BblpaxxeHnin PCRE.

[JonyckaeTcs ucnonb3oBaHve cneayroLleil KOHCTPYKUUM NPU cCOCTaBNeHNN perynspHblx BolipakeHuii PCRE ans
MOMELLLEHMS 3HAYEHWIA B /TOKasIbHbIE NepemeHHble (0T 0 10 9) ¢ NOMOLLbIO LA, SKPaHMPOBaHHbIX 06paTHO
yeptoit ('\1-9'). \0' — Becb TekcT:

value-pattern '(some)-(value)'

#3HaueHnss some U value 3aHOCSTCS B JlOKa/lbHble MepemMeHHble pcre 1 M 2 COOTBETCTBEHHO
replacement '\2-\1'

#3HaueHNs NepeMeHHbIX MeHslTCs MecTamu

Pe3synbTaTt 3ameHbl: value-some

[laHHble NepeMeHHble UCMO/b3YHOTCS B paMKax 0fHol Moaudmkaumn. [ns Ucnonb3oBaHUsl NePeMEHHbIX B
pasHbIX MoAMMKaLUSIX 0AHON TabnuLbl MoandUKaLMii ncnosibayeTcs MoanudukaTop Tuna copy.

Mpu NPUMEHEHUN Ha TpaHKe/abOHEHTCKOM UHTepdieince MoAMINKATOPOB 060MX TUNOB
O[HOBPEMEHHO, NCMNOJb3yeTCA CriefyoLmii NOpsSAoK X 06paboTKM B 3aBUCUMOCTM OT Harnpas/ieHns
MoandomKaumm:

¢ IN — cHayana npumeHsieTcs moanukaTop sip, 3aTem — MogudmkaTop common;

¢ OUT — cHayana npumeHsieTca mogudmkaTtop common, 3atemMm — sip.
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9.8.1 O6wume mogucnkKaTopbl
Mpumep ncnonb3oBaHUs Moaudukatopa common.

Ha ESBC HacTpoeHa cnegytoLas KoHdurypaumsa:

route-table TO_UAS

rule 0
action direct-to-trunk UAS
exit
exit
mod-table common COMMON_MOD
mod 5 cgpn

value-pattern '2(.+)"'
#0cyuecTBnsieTCcsa BbIOOP HOMEPOB, HauMHawWMXCs € 2. OcTasbHas 4yacTb HOMepa coXxpaHseTcs B
NOKaNbHYyK MNepeMeHHyl 1
replacement '8\1'
#BbinoniHAeTCA 3amMeHa 2 Ha 8, M gobaBnseTcs 3HaA4YeHMe U3 MnepeMeHHol 1
exit
mod 10 cdpn
value-pattern '23002'
#0cyuecTBnsieTcsa BbIbOp HOMmMepa 23002
replacement '22222'
#BbinosiHAETCA 3amMeHa Homepa 23002 Ha 22222
exit
exit
trunk sip UAC
remote addr 192.168.80.26
remote port 5070
sip transport UAC
route-table TO_UAS
mod-table common in COMMON_MOD
media resource © MEDIA
exit
trunk sip UAS
remote addr 192.168.80.26
remote port 5080
sip transport UAS
media resource © MEDIA
exit
exit

Cxema Bbl30OBa:

B N e
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Ha tpaHk UAC npuxogut INVITE:

INVITE sip:24001@192.168.80.129:5080;11ne=76196f92c8f42f97c3b78125dd1b842¢c SIP/2.0
Via: SIP/2.0/UDP 192.168.80.26:5070;rport;branch=z9hG4bK-294378-1-1
From: <sip:24001@192.168.80.26:5070>;tag=1

To: <sip:23002@192.168.80.129:5070>

Call-ID: 1-294378@192.168.80.26

Cseq: 1 INVITE

Contact: <sip:24001@192.168.80.26:5070>

Max-Forwards: 70

Allow: INVITE, ACK, BYE, CANCEL, UPDATE, SUBSCRIBE

Content-Type: application/sdp

Content-Length: 174

[SDP]...

B pesynbTate npumeHeHns mogndpmkaropa COMMON_MOD B tpaHke UAC, 13 TpaHka UAS 6yaet otnpasnieH

INVITE:

INVITE sip:22222@192.168.80.26:5080 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.129:5080;rport;branch=z9hG4bKPjWDx0A5VQhCqmg7Sf-wS7Huya®@dESxrro
Max-Forwards: 70

From: <sip:84001@192.168.80.129>;tag=epoMSc5qF1l.Pfc5pcypn80ONBKHCa0-x
To: <sip:22222@192.168.80.26>

Contact: <sip:84001@192.168.80.129:5080>

Call-ID: 326c0035a257a9f76185383b49df705f

CSeq: 9446 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE
Supported: 100rel, replaces

Content-Type: application/sdp

Content-Length: 177

[SDP]...

B pesynbTtate mogudumkauumn mod 5 cgpn BbinonHeHa mogmdnkaums CgPN 24001 Ha 84001, B pesynbTaTe
mod 10 cdpn — mogundpmnkauma CAPN 23002 Ha 22222.

Mpu ncnonb3osaHum mogudpmnkaropa CgPN, nommnmo 3aronioBka From, nsmeHsietca user part SIP URI
3aronoska Contact. Mpu ncnonb3osaHnn mogncumkatopa CdPN, nommmo 3aronoska To, usmeHsieTcs
user part SIP B Request-URI.

MoandmkaTopbl COmmon, HACTPOEHHbIe B kavecTBe IN, MOryT BAnATb Ha pe3ynbTaT MapLipyTUusaumm
npu ucnosib3oBaHun B route-table ycnoswuii (condition), T. k. npaBuna route-table o6pa6aTbiBatoTCs
nocne npuMeHeHns moandvkaumn. MogndukaTopsl, HACTPOeHHbIe B kavyecTBe OUT, He BANAIOT Ha
pe3ynbTaT MapLpyTusauum.

@ [na coobuiennii REGISTER MoaunchmkaTopbl COMMON He NPUMEHSIIOTCS.

OnucaHue Bcex KOMaHz ANs HaCTPOMKM 06LWMX MOAMGIMKATOPOB NpUBEAEHO B pasaene HacTpolikn obLmx
MOANJIMKaTOPOB.
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9.8.2 Mopgudcukatopsl SIP

[aHHbIin TN MoandnKaumMm No3BoISieT N3MEHATL /10Oble 3aro10BKM coobLyeHunin SIP.

Mpouecc MmoanduKkaumy 3aro/IoBKOB OT/IMYAETCH B 3aBUCMMOCTU OT pexrmMa Ucnosib30BaHus
moandpmkatopa IN v OUT.

CyLLecTBYIOT OrpaH1YeHns Ha MoAMGINKaLIMI0 OCHOBHBIX 3aroflIoBKOB Sip, K KOTopbiM o0THocATcA: Call-ID, From,
To, Via, CSeq, Contact, Max-Forwards, Route, Record-Route, Content-Type, Content-Lenght, Require, Supported.

Mocne npumMmeHeHus K coobLeHnto mogmdmnkatopa IN 1 ncnosib3oBaHnsa MogndmKaunii OCHOBHbIX 3aro/I0BKOB,
AanbHeiwan obpaboTka ananora sip 6ygeT oCcyLWecTBNSATLCA B COOTBETCTBUMU C MOAUGIULMPOBAHHBIM
coobLLeHneM, T. K. B A4P0 CUCTEMbI NonajaeT MoAunLMpoBaHHOE coobLLeHne. B pe3ynbTaTte B OTBETHbIX
CO006LLEeHNsX ByyT NCNOJb30BaTbCA AaHHbIE, KOTOPbIE MOTYT OT/INYATLCA OT UCXOLHOIO COOBLLEHMS.
Mogaundmkaums IN Takke BNNSET Ha Ja/ibHENLY0 MapLUpyTM3auuio CoOObLLIEHMS.

MpuMeHeHwne K coobLeHnto mogudmkatopa OUT 1 ncnonb3oBaHUsa MoguKaumnin OCHOBHbIX 3ar0/10BKOB,
N3MeHSET TOJIbKO 3HAaYEHMS 3aro/I0OBKOB HENOCPEACTBEHHO Nepes OTNPaBKoKi, HO He BNNSET Ha nocneayowme

CO006LLEeHNs B Anasore, T. K. ICX04HOe coobLLeHe hopMupyeTcs A4POM CUCTEMbI A0 NPUMEHEHNSA
moandpmkatopos OUT.

€ MpumeHeHne MOANDNKATOPOB K OCHOBHBIM 3arosioBkamM SIP MOXET NPUBECTH K HAPYLLEHNIO
06paboTKM COOBLLEHNIA.
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Nornka o6pa6oTkn coo6eHna SIP npu ucnonbsosaHuu IN-mogudmkaumm:
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NMpumeHeHue exopawux SIP moaudcdukartopos (IN)

Bxoaswee HanpasneHne (UAC) l l Bxoaswme moancpukatops! (IN) l

[ ESBC UAS ] [ ESBC CORE

Bxopsuwee SIP-coobuienue B
VIA: <VIA IN 1>

VIA: <VIA IN 2>

From: <FROM_IN>

To: <TO_IN>

Route: <ROUTE IN>

CSeq: <CSEQ_IN>
Contact: <CONTACT>
Diversion: <DIVERSION_IN 1>
Diversion: <DIVERSION IN 2>
User-Agent: <USER _AGENT IN>

I

I

I

I

I

|

|

i
SIP-coobLueHve -
7
I

|

|

|

I

I

I

I

Bce 3aro10Bku 13 BXoaALwero coobweHuns
KOMUPYIOTCA B CMUCOK MoAMdUKaunumn

K cnucky moaudukaumm npuMeHanTcsa
IN moaudukaTopsl SIP. B cnvucke ocTaloTcs
TOJIbKO MOAN(PULMPOBAHHbIE 3aro/IoBKMU.

(* - 3aronosok 6b1N 3aTPOHYT MOAUGDUKATOPOM)

W3 Bxopsulero coobuweHns yaanawTcs

BCE 3aroJioBKu TexX TUMNoB, KOTOpble
0CTanuncChb B CNUCKe Moaucpukalmm

Bxopsauwee SIP-coobuieHune N

To: <T0_IN>
Route: <ROUTE_IN>
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Bo BxoasLee cooblieHne BCTaBNAIOTCS
3ari0BKM U3 cNucka moaudukaumm

n coobuieHne nepenaetcs B 06paboTky
norvkun ESBC UAS

Bxoasuwee SIP-coobuieHve
(MoancpuumnpoBaHHoe)

Ny
>

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

|

1

1

1

1

1

1

|

W3 cnucka Mmoaudukaunm yaansoTcs |
BCE 3arofIoBKM CneayrLmnx TUNos: |
Call-ID |
From |
To I
Via |
CSeq !
Content !
Max-Forwards !
Route |
Record-Route !
Content-Type |
Content-Length I
Require |
Supported !
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1
OcTanbHble 3aronoBku,
OCTaBLUMeCs B CNUCKe MoguduKauum,
6ynyT nepeaaHbl Ha UCXoAsALLEe NNeyo
]

-
>

|

|

|

| DdopmMupyeTcs BHyTpeHee coobLueHune

: ESBC ansa nepepayqn B sgpo (ESBC CORE),

I KOTOopoe B AanbHeiwem byaeT nepenaHo Ha
\ ncxoasiuee nievyo.

|

|

|

K 3TOMy COOBLLEHWI0 NPUKPEenIseTcs
CNUCOK MOAN(UKALNN

Cnucok mogucdukauun IN lﬁ :

Bxopsuee HanpasneHue (UAC) l l Bxopswme mogugukaTopsl (IN) ‘ l ESBC UAS ] l ESBC CORE
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Nornka o6pa6oTkn coo6weHuna SIP npu ucnonbsosaHnu OUT-mogudcukayun:

NMpuMmeHeHune ucxopawux SIP moaudcdukaropos (OUT)

ESBC-3200, VESBC. PykoBOACTBO MO 3KcnyaTaymm

l ESBC CORE ’ [ ESBC UAC ] ‘ Ucxopswme moancukaTopsl (OUT) l [ Ncxopswee HanpasneHne (UAS)

Cnucok moauduxkauui IN [ﬁi—*

BmecTe ¢ cooblieHveM sapa npuxoauT

KOTOPLIA ByAEeT NCNONb30BaH B NOrMKe
NCXOAAWMNX MOAUDUKATOPOB

I
I
|
|
I
|
I
CNUCOK MoAMbUKaLnm BXogaLwero naeya, :
I
|
I
I
|
I
|

Y

B UAC

Ha ocHoBe napamMeTpoB coobLLeHUs
NoNy4YeHHOro oT aapa hopMupyeTca
ncxoasuwee SIP-coobLieHne ans oTnpaBkun

VIA:

From:

To:

Route:
CSeq:
Contact:
User-Agent:

Ucxopsauwee SIP-coobuweHue

<VIA OUT>
<FROM_OUT>
<TO_0UT>
<ROUTE_0OUT>
<CSEQ_OUT>
<CONTACT>
<USER_AGENT_O0UT>

SIP-coobuieHmne

Y

K Hemy npumeHsaloTca OUT moandukaunn

HenocpeacTseHHO nepes oTnpaskon cooblieHns

BCe 3aroJIoBKn Tex TUMNoB, KOTOpbIe

nneya

W3 ncxopsuwero coobweHnsa yaanaoTca

eCTb B CMUCKEe MoAn(pUKaunm BXOAALEr0

Ucxopsawee SIP-coobuienne
VIA: <VIA OUT>

From: <FROM_OUT>

To: <TO _0OUT>

Route: <ROUTE_OUT>

CSeq: <CSEQ 0OUT>
Contact: <CONTACT>
Yser-Agent—<USER-AGENT—OUT>

AN

BXOASALLEro nneya
[}

Nanee B coobLieHne NOACTaBNAOTCA
3arosIoBKMN U3 CNucka moaudukauui

Ucxopnauwee SIP-coobwenune
VIA: <VIA OUT>

From: <FROM OUT>

To: <T0_OUT>

Route: <ROUTE_OUT>
CSeq: <CSEQ_OUT>

Contact: <CONTACT>
Diversion: *<DIVERSION IN 2>
User-Agent: *<USER AGENT IN>

AN

T
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Hanee K cOOBLIEHNIO NPUMEHRAIOTCA
ucxoasawme moaucpukatopsl OUT
(ecnu ncnonb3yTcs)

(* - 3aronoBoK 6biN 3aTPOHYT MOANGUKATOPOM)

Ucxopsauwee SIP-coobwenne
(MogudmumnposaHHoe)

VIA: <VIA OUT>

From: *<FROM_OUT>

To: *<TO_OUT>

Route: <ROUTE_OUT>

CSeq: <CSEQ OUT>
Contact: *<CONTACT>
Diversion: *<DIVERSION IN 2>
User-Agent: '*<USER AGENT IN>
New Header: ‘<HEADER VALUE>

T

Ucxopawee SIP-coobienune X
(MoauduuupoeaHHoe) |

VIA: <VIA OUT> !

From: “<FROM OUT> I

To: *<TO OUT> ! SIP-coobuieHve
Route: <ROUTE_OUT> i (MoanduuymrposaHHoe)
CSeq: <CSEQ_OUT> :

Contact: *<CONTACT> '

Diversion: *<DIVERSION IN 2> |,

User-Agent: "*<USER AGENT IN> |

New Header: '<HEADER VALUE> |

Y

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
1

[Essc CORE] [Essc UAC] [

Ncxopsawme mogudgukaTtops! (OUT) ] [Vlcxo,u,ﬂuJ,ee HanpasneHwne (UAS)

MoaudpvkaTopbl SIP No3BoNsoT rM6KO ocyLecTBNSTL BbiGop Tpebyemoro Metoga (Request) Uim oTBETHOrO
coobuieHnst (Response) No KOHKPETHOMY Kofy. [/151 3TOro MCMo/ib3yTCs KOMaHAbI:

e sip method pattern <PATTERN> — Heo6Xx0AMMblii METOA, NN HECKO/TbKO METO/10B 3a4aeTCs NpU NOMOLLM
perynapHoro BbipaxeHus PCRE.

e sip method type <TYPE> — HEO6X04MMbIi MeTOA, BbIOMpaeTCst U3 cnmcka wecty 6a30BbIX METOA0B
ctaHaapTa RFC3261 (REGISTER, INVITE, ACK, CANCEL, BYE 1 OPTIONS).
e sip response-pattern <PATTERN> — He06x0AMMbIli KOA OTBETHOIO CO0OLLEHMS 3aaeTcs NPy NOMOLLM

perynapHoro BbipaxeHus PCRE.

KomaHpga sip method type aHanornyHa komaHze sip method pattern n MOXeT 1CMONb30BaTLCA B Cyvae, Koraa

mMoAaudomKaL Mo TpebyeTcs OCyLLECTBSATbL TO/IbKO B OAHOM U3 LLECTY BbillieyKa3aHHbIX MeToA0B. Mpw
CNONb30BaHNM 3TOV KOMaHAb! HET HEOOGXOAMMOCTU UCMO/b30BaTh pattern AN HanMcaHws perynsipHoro

BbIPaXXeHWS, I0CTAaTO4YHO BblGpaTh MeTo 13 cnncka. KomaHapl sip method type u sip method pattern aensioTcs

B3anMounckoyarowmumn.

€@ Mpwu ncnonb3oBaHuUK pattern meliTe B BUAY, 4TO N0 yMONYaHuio cuHTakcuc PCRE siBnseTcs
perncrtpo3sasncumbiM. MNoaTomy, HanpumMmep, natTepH "sip method pattern INVITE" He akBuBaneHTeH
natTepHy "sip method pattern invite" n ot6op metoga INVITE He 6yaeT ocyLlecTBATLCS Npu

ncnonb3oBaHumM BbipaxxeHus "sip method pattern invite".
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Mpwu HacTpolike MoandmKaTopa o6s3aTesibHO criedyeT ykasbiBaTb KOMaHAaMM BbilLe, 418 KaKnuX

METOZO0B 1 KOOB OTBETA OH OyAeT NpMMEHSITLCS. NIHave moandmkauns He 6yaeT NPUMEHEHA HI K
OZIHOMY COOOGLLIEHNIO.

Mpumepbl oT60pa coodbuweHui SIP ana mogudukaumu:

TpebyeTcs NnpuMeHaTb MoandIMKaTop, KOTopbI A06aBNseT 3aronoBok Test_header co 3HaueHmeMm test_value
ToNbKo B coobuleHue INVITE:

mod-table sip SIP_MOD
mod 1 add
#T.K. no ycnoBuwo TpebyeTca [o06aBNATb 3aro/ioBOK TO/IbKO B coobweHus INVITE, MOXHO BOCMNO/Ib30BaTbCH
KoMaHAon sip method type':
sip method type Invite
header name Test_header
header value test_value
exit

TpebyeTcs NnpuMeHaTb MoandIMKaTop, KOTopbIi Ao6aBNseT 3aronoBok Test_header co 3HaueHmem test_value
ToNbko B coobueHus INVITE, BYE n B otBeThl 200 OK:

mod-table sip SIP_MOD
mod 1 add
#T.K. no ycnosuw TpebyeTcsa f06aBNATb 3arosioBok B INVITE u BYE, Hago BOCMO/b30BaTbCHA KOMaHAOM
"sip method pattern":
sip method pattern INVITE|BYE
#Qns pob6aBneHWs 3arosioBka B OTBeTH 200 OK cnepgyeT fob6aBuTb KoMaHAy '"sip response-pattern”
sip response-pattern 200
header name Test_header
header value test_value
exit

TpebyeTcs NPUMEHATbL MoAUGIMKATOP, KOTOPLIV A06GaBsieT 3aronoBok Test_header co 3HaueHneM test_value
BO BC€ 3anpochl 1 OTBETHI:

mod-table sip SIP_MOD
mod 1 add
#T.K. no ycnosuw TpebyeTcsA [06aBNATb 3aro/ioBOK BO BCE MeTOAbl, WUCMNO/b3yeTcs 0TOOop /10bbIX
3HaYeHn:
sip method pattern .+
#T.K. no ycnosuw TpebyeTcsA [06aBNATb 3aro/ioBOK BO BCE OTBETHl, WUCMNO/b3yeTcs 0TOOp /106bIX
3HaYeHn:
sip response-pattern .+
header name Test_header
header value test_value
exit
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TpebyeTcs NnpuMeHATb MoAMdIMKaTop, KOTOPbI Ao6aBNnseT 3aronoBok Test_header co 3HaueHmem test_value
TO/IbKO B NpeaBaputensHble otBeTbl 100—199:

mod-table sip SIP_MOD
mod 1 add
#T.K. no ycnoBuw TpebyeTcsa fob6aBnATb 3aro/0oBOK BO BCe OTBEThH OT 100 go 199, wucnonb3yeTcs,
Hanpuvep, peryndapHoe BblpaxeHue '1\d{2}'
sip response-pattern '1\d{2}'
header name Test_header
header value test_value
exit

MoapepxnBaembie MoaudKaLum
MoaaepxuBatoTcs criedytowme Tunbl MoandUKaL M

¢ add — no6aBneHNe 3aronoBKa.

e no-transit — yaaneHune 3aronoska. [lJaHHas moaudukaumsa npuMeHseTcs TOIbKO NPy UCNOJ1b30BaHU B
kayecTBe out (TabnMUbl in Bceraa yaansoT BCe 3arofioBKW, NOSTyYEHHbIE B COOBLLEHNN 13 CETH).

 replace — 3ameHa 3aronoBka.

e transit — nepepgayva 3aronoska. [laHHas moguumkaLmsa NpUMeHseTcs ToNbKO NPW UCMNONb30BaHUN B
kavecTBe in (Tabnumubl out Bcerga nepeaatoT BCe 3aro/iI0BKM, NOJSTyYEHHbIE C APYroro njeva).

e copy — MO3BOJIAET CKONUPOBAaTh 3HAYEHNEe NN YacTb 3HAaYEeHNA 3aroflIoBKa B NepeMeHHyo 41
NCNoNb30BaHMsA 3TOro 3HayeHnss B mogudpmkatopax add nnm transit B pamkax ogHon Tabamubl
Moandmkalmii (Ha 0gHOM nyieye BbI30Ba).

Mopsaok npumeHeHus moaudiMkauuii B Tabnuue

MoandguKaumm B paMkax ofHoi TabnuLbl NPYMEHSIITCA NocniefoBaTeslbHO KO BCEM 3aro/ioBKam B NOpsiake,
[106aBNEHHOM B KOHApurypauuu, T. e. nepeasi MoauduKaLms NpUMeHSIeTCs KO BCeM 3arosioBKkam, 3aTem BTopas
MoandmKaLms NPUMEHNTCS KO BCEM 3arofioBkam v T. 4.

B pe3synbTaTe ecnun kakoin-nnbo 3arosioBoK 6611 gobasneH mogundmkaumeli add, a 3aTtem 3TOT e 3arosioBOK
6b111 ykasaH B npasuse no-transit, To B UCXo4SLLEM COOOLLEHUN 3TOT 3aro/1I0BOK He ByAeT nepejaH.

Mpumep:

Tabnuua mogudomkaumm SIP_MOD ncnonb3yetcs B kavectse OUT:

mod-table sip SIP_MOD

mod 1 add
sip method pattern '.+'
sip response-pattern '.+'
header name Test_header
header value Test_value

exit

mod 2 no-transit
sip header-pattern 'Test_header'
sip method pattern '.+'
sip response-pattern '.+'
value-pattern 'Test_value'

exit

3aronoBok Test_header He 6yaeT nepeaaH.

OnucaHue BCcex KOMaHf, ANnsi HACTPONKM 06LLMX MOAMINKATOPOB NpuBeaeHo B pasgesne Hactpoiikm SIP-
MoandnKaTopos.
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ESBC-3200, vESBC. PykoBoACTBO M0 3KcnyaTaumum

MopudcmkaTop no6aBneHun 3aronoBka (add)

ﬁRUNKJN(MODTABLEJNJ————————’[ ESBC ]————————)[ TRUNK_OUT }

B koHdurypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusauus. Bbi3os, koTopbid npuxoanT n3 TRUNKCIN,
yxoant B TRUNK_OUT. TpebyeTtcs, uto6bl B 3anpoce INVITE, koTtopblii otnpasnsetcs B TRUNK_OUT, 6bin
[ob6asneH 3aronoBok Test_header co 3HaueHnem example string.

Cxema:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHne Tabnuusl mogndmkatopos MODTABLE_IN:
vesbc(config-esbc)# mod-table sip MODTABLE_IN
vesbc (esbc-mod-table)#

#06aBneHne B TabNMLy MoOAMGMKATOPOB npaBuia Ha gob6aBneHune 3arosioBKa:
vesbc (esbc-mod-table)# mod 0 add
vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOoTopom 6yaeT pgobasneH 3aronoBokK (B gaHHoOM criydae INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKazaTb Ha3BaHMe 3arosioBka, KOTOPbIH HeobXxoaumo BCTaBUTb (B AaHHOM cnydae Test_header):
vesbc (esbc-mod-table-modification)# header name Test_header

#YKasaTb COAEepXumoe 3arosioBka, KoTopoe HeobxoAuMO BCTaBUTb (B [aHHOM criydae example string):
vesbc (esbc-mod-table-modification)# header value "example string"

vesbc (esbc-mod-table-modification)# exit
vesbc(esbc-mod-table)# exit

#MpuBazatb Tabnuuy moandukaTopoB K BXxoasduwemy TpaHKy TRUNK_IN:
vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN

#NpUMEHNTb M MNOATBEPANTb WU3MEHEHUSA:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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Mocne BHeceHus naMmeHeHuin B KoHgurypauuio ¢ TRUNK_IN npuxogut cneaytowmia INVIITE:

INVITE sip:24000@192.168.114.130:5461 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.129:5461;branch=z9hG4bK-372660-1-5

From: "Simple UAC send bye" <sip:24001@192.168.114.130;cpc=priority>;tag=1372660
To: "24000" <sip:24000@192.168.114.130>

Call-ID: 1-372660@192.168.114.129

CSeq: 1 INVITE

Contact: <sip:24001@192.168.114.129:5461>

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 149

v=0

o=tester 123456 654321 IN IP4 192.168.114.129
s=A conversation

c=IN IP4 192.168.114.129

t=0 0

m=audio 8338 RTP/AVP 8

a=rtpmap:8 PCMA/8000

Ha TRUNK_OUT oTtnpasnseTcs yxxe mogmdunumpoBaHHbiii INVITE ¢ o6aBneHHbIM 3aro/10BKOM:

INVITE sip:24000@192.168.114.129:5460 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.130:5460;rport;branch=z9hG4bKPj-fvzSQlwN2zoMaGUR5JCLMkjmkBV3Vz1
Max-Forwards: 70

From: "Simple UAC send bye" <sip:24001@192.168.114.130>;tag=12jkRSMeumVO3IdhjPnt0t710XBKy-Ln
To: "24000" <sip:24000@192.168.114.129>

Contact: <sip:24001@192.168.114.130:5460;transport=udp>

Call-ID: P-W.2o0ee.2vJIw@JoaFbNkRDvnxY40FoP

CSeq: 30738 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE

Supported: timer, 100rel, replaces

Session-Expires: 1800

Min-SE: 90

#lob6aBneHHbli Yepe3 Tabnuuy mMoandMKaTOpOB 3arosi0BOK:
Test_header: example string

Content-Type: application/sdp

Content-Length: 157

v=0

o=tester 3927594021 3927594021 IN IP4 192.168.114.130
s=A conversation

c=IN IP4 192.168.114.130

t=0 0

m=audio 8062 RTP/AVP 8

a=rtpmap:8 PCMA/8000
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MopudmkaTop nepegauun 3aronoBka (transit)

ﬁRUNKJN(MODTABLEJNJ————————’[ ESBC ]————————)[ TRUNK_OUT }

Cxema:

B kOHurypaumm HacTpoeHo ABa TpaHka 1 HacTpoeHa MmapLupytmsauma n3 tpaHka TRUNK_IN B TRUNK_OUT.

TpebyeTtca nepepaTb 3aronosok "User-Agent” n3 sxogsuero INVITE, TONbKo ec/iv B HEM yKa3aHo 3HayeHne
"TestUA".

Mo ymon4aHuio Bce HeobsizaTesIbHble M NO/Ib30BaTE/IbCKME 3aro/I0BKU YAAISOTCS Ha BXOASLLEM
naeye 1 He NepeaarnTcs Ha Ncxogsiiiee naevo.

PeweHnune:

Co3pgaem Tabnuuy mogmdmkaumm MODTABLE_IN:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHne Tabnuusl mogndmkatopos MODTABLE_IN:
vesbc(config-esbc)# mod-table sip MODTABLE_IN
vesbc (esbc-mod-table)#

#06aBneHne B Tab6NMLY MOAMGMKATOPOB MpaBuia ANs TpaH3uMTa 3aro/loBKOB:
vesbc(esbc-mod-table)# mod 0 transit
vesbc (esbc-mod-table-modification)#

#BblbOp MeTOdAa, B KOTOPOM OyAeT OCYWecTBAATbLCA MOUCK 3arosioBka (rno ycnosumam 3agadm — INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKka3aTb naTTepH Ana Bblbopa Ha3BaHWS 3arosioBKa, KOTOpbIi Heobxogumo nepegaBaTb (MO YCNOBUAM
3ajayn — User-Agent):
vesbc (esbc-mod-table-modification)# sip header-pattern User-Agent

#YKasaTb COAEpXumoe 3arosioBka, Mpu COBMAageHUM C KOTOPbLIM 3arosioBOK OyaeT nepegaH (Mo ycnoBusiM
3apadun — TestUA):

vesbc (esbc-mod-table-modification)# value-pattern TestUA

vesbc (esbc-mod-table-modification)# exit

vesbc (esbc-mod-table)# exit

Ncnonb3yem cosgaHHyto Tabnuuy B kadectse IN gnsa tpaHka TRUNK_IN:

vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN
vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm
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B pesynbTate, korga B TpaHke TRUNK_IN 6yaet nonyuyeH INVITE, cogepxawnin 3aronosok "User-Agent” co
3HaveHunem "TestUA", B ucxogsawem INVITE Takke 6yaeT npucyTCcTBOBaTb 3TOT 3aro/iI0BOK:

#INVITE, nony4yeHHbln B TRUNK_IN:

INVITE sip:23002@192.168.23.199:5070 SIP/2.0

Via: SIP/2.0/UDP 192.168.23.200:5070;rport;branch=z9hG4bK-1763439-1-1
From: sipp <sip:24001@192.168.23.200:5070>;tag=1

To: sut <sip:23002@192.168.23.199:5070>

Call-ID: 1-1763439@192.168.23.200

Cseq: 1 INVITE

Contact: <sip:24001@192.168.23.200:5070>

Max-Forwards: 70

Subject: Performance Test

Allow: INVITE, ACK, BYE, CANCEL, PRACK, REGISTER, INFO, REFER, NOTIFY, OPTIONS, SUBSCRIBE,
MESSAGE, UPDATE, PUBLISH

Content-Type: application/sdp

User-Agent: TestUA

Content-Length: 240

[SDP]

#INVITE, oTnpasrieHHbn ¢ TRUNK_OUT:

INVITE sip:23002@192.168.80.26:5080 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.129:5080;rport;branch=z9hG4bKPj88572ec4-0af0-4323-abc6-feldbleabe37
Max-Forwards: 70

From: "sipp" <sip:24001@192.168.80.129>;tag=7da4c833-38da-4523-89d7-adc88b581397

To: "sut" <sip:23002@192.168.80.26>

Contact: <sip:24001@192.168.80.129:5080;transport=udp>

Call-ID: d21bdedb499dbfe992a939a27255c536

CSeq: 6199 INVITE

Allow: INVITE, ACK, BYE, CANCEL, PRACK, REGISTER, INFO, REFER, NOTIFY, OPTIONS, SUBSCRIBE,
MESSAGE, UPDATE

Supported: 100rel, replaces, ice

User—-Agent: TestUA

Content-Type: application/sdp

Content-Length: 241

[SDP]

[aHHbln mogudrkaTop cpaboTaeT TO/bKO B C/yvae, koraa 3HavyeHue 3arosioBka User-Agent 6yaet
"TestUA". Ecnu 3HaueHne oTinyaeTcs, To 3aronoBok User-Agent He 6yaeT nepefaBatbCs Ha BTOPOe
nneyo. [lns nepefaym 3arosioBka ¢ Nt06bIM 3HAYEHMEM HE cneayeT NCNosib30BaTb KOMaHay value-
pattern B moguchmkatope, TpebyeTcs ykasaTb B HEll BCe BO3MOXHbIE BapyaHThbl, Hanpumep, value-
pattern .*
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MopudcmkaTop yaaneHus 3arosioBka (no-transit)

[ TRUNK_IN ]————————*[ ESBC }————————*[TRUNK_OUT(MODTABLE_OUT)J

B koHdurypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusauus. Bbi3os, koTopbid npuxoaut n3 TRUNK_IN,
yxoant B TRUNK_OUT. B TRUNK_OUT otnpasnsaeTtcsa 3anpoc INVITE, B Tenie KOTOpOro ectb 3arosioBokK
Test_header. TpebyeTcs, 4To6bl B 3anpoce INVITE, kotopbli otnpasnseTca B TRUNK_OUT, Bbipe3asncs
3aronoBok Test_header, ecnu B ero cogepxmmom ecTb "example string”.

Cxema:

Mo ymonyaHuio BCce Heobsi3aTesIbHble 1 NOb30BaTe/IbCKME 3aro/I0BKU YAANSTCA HA BXOASALLEM
naeye n He nepefarTCcAa Ha Ucxogsuiee nnevo. B gaHHOM npumMepe AeMOHCTpUpyeTcs Moandnkaumns
ToNbKO ANnst ucxoasulero naeda (TRUNK_OUT), noatomy nogpasymeBaeTCsl UTO Ha BXOASLLEM Neve
(TRUNK_IN) HacTpoeH moamudukaTop transit ansa 3aronoska Test_header.

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHne Tabnuupl moandukaTopos MODTABLE_OUT:
vesbc(config-esbc)# mod-table sip MODTABLE_OUT
vesbc (esbc-mod-table)#

#lo6aBneHne B Tabnuuy MoaudMKaTOpPOB MpaBwuia Ha ygasneHne 3arosioBKa:
vesbc(esbc-mod-table)# mod © no-transit
vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOTOpoMm OyAeT yaasneH 3aronoBokK (B gaHHom cnydyae INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKazaTb Ha3BaHMe 3arosioBKa, KOTOPbIn Heobxogumo ypanuTb (B gaHHOM cnydae Test_header):
vesbc (esbc-mod-table-modification)# sip header-pattern Test_header

#YKa3zaTb COAepXuMoe 3aronioBka, Mnpu COBMNafeHWM C KOTOPLIM 3arofioBoK 6yaeT ypaneH (B AaHHOM cinydae
example string):
vesbc (esbc-mod-table-modification)# value-pattern "example string"

vesbc (esbc-mod-table-modification)# exit
vesbc(esbc-mod-table)# exit

#MpuBazatb Tabnuuy moaAndMKaToOpoB K uUcxogsAuwemy TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# mod-table sip out MODTABLE_OUT

#NpUMEHNTb W MNOATBEPANTb WU3MEHEHUSA:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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[lo BHeceHust nameHeHuii B koHpurypaumto 8 TRUNK_OUT oTtnpasnsncs cnegytowmii INVIITE:

INVITE sip:24000@192.168.114.129:5460 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.130:5460;rport;branch=z9hG4bKPjjju.7u4003Aty93vQqoQlhuigSIqGVIr
Max-Forwards: 70

From: "Simple UAC send bye" <sip:24001@192.168.114.130>;tag=CW.53L5FPJAUBsiRspMYqtjTtOTzZxHg
To: "24000" <sip:24000@192.168.114.129>

Contact: <sip:24001@192.168.114.130:5460;transport=udp>

Call-ID: V400ROjNahUbinXtA648s9eI2kjE5cCI

CSeq: 18905 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE

Supported: timer, 100rel, replaces

Session-Expires: 1800

Min-SE: 90

#3arosioBOK, KOTOpPbIA [O/KEeH ObliTb yAasneH:

Test_header: example string

Content-Type: application/sdp

Content-Length: 157

v=0

o=tester 3927595234 3927595234 IN IP4 192.168.114.130
s=A conversation

c=IN IP4 192.168.114.130

t=0 0

m=audio 8066 RTP/AVP 8

a=rtpmap:8 PCMA/8000

Mocne BHeceHUst M3MeHeHuit B koHgurypaumio B TRUNK_OUT oTtnpasnsietcs cneaytowmii INVITE (3aronoeok
Test_header oTcyTcTBYET):

INVITE sip:24000@192.168.114.129:5460 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.130:5460;rport;branch=z9hG4bKPjz8Y5BfoTrBQlgqecLCu34TIyYn-6rX5dH
Max-Forwards: 70

From: "Simple UAC send bye" <sip:24001@192.168.114.130>;tag=qTwcY3ZHvVA6SHvVURs0o07w40r9yXzjEEp
To: "24000" <sip:24000@192.168.114.129>

Contact: <sip:24001@192.168.114.130:5460;transport=udp>

Call-ID: yHVNLSIvpODQYSRFPRpfgVUVOUOUKEHT

CSeq: 10147 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE

Supported: timer, 100rel, replaces

Session-Expires: 1800

Min-SE: 90

Content-Type: application/sdp
Content-Length: 157

v=0

o=tester 3927597375 3927597375 IN IP4 192.168.114.130
s=A conversation

c=IN IP4 192.168.114.130

t=0 0

m=audio 8070 RTP/AVP 8

a=rtpmap:8 PCMA/8000
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B cnyuae ecnu B 3aronoBke Test_header 6yaet coaepxmmoe, oTanyHoe ot "example string”, 3aronosok 6yaet
otnpasneH B TRUNK_OUT:

INVITE sip:24000@192.168.114.129:5460 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.130:5460;rport;branch=z9hG4bKPj8elWEAVAY16Bk8Vrj-VZiFK-bNOjnjY9
Max-Forwards: 70

From: "Simple UAC send bye" <sip:24001@192.168.114.130>;tag=R83mrTm4KQsFL1Bk87hTOB8e182yCSJ.
To: "24000" <sip:24000@192.168.114.129>

Contact: <sip:24001@192.168.114.130:5460;transport=udp>

Call-ID: eQueXFpyDZESB.hXK.uCGn7XL7TBUdmQ

CSeq: 8831 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE

Supported: timer, 100rel, replaces

Session-Expires: 1800

Min-SE: 90

#3aronoBok Test_header c cogepxumbiM, OTAMYHBIM OT "example string", He ygpanseTtca:
Test_header: new string

Content-Type: application/sdp

Content-Length: 157

v=0

o=tester 3927597832 3927597832 IN IP4 192.168.114.130
s=A conversation

c=IN IP4 192.168.114.130

t=0 0

m=audio 8074 RTP/AVP 8

a=rtpmap:8 PCMA/8000
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MoaudmkaTop TpaH3uTa 1 3ameHbl 3arosioBka (replace)

ﬁRUNKJN(MODTABLEJNJ————————’[ ESBC ]————————*[ TRUNK_OUT }

B koHdurypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusauus. Bbi3os, koTopbid npuxoanT n3 TRUNKCIN,
yxoamT B TRUNK_OUT. N3 TRUNK_IN npuxoguT INVITE ¢ 3aronoskom Test_header: 123. TpebyeTcs, UToObI B
TRUNK_OUT otnpasuncs INVITE ¢ 3aronoskom Test_header: 123456.

Cxema:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHne Tabnuusl mogndmkatopos MODTABLE_IN:
vesbc(config-esbc)# mod-table sip MODTABLE_IN
vesbc (esbc-mod-table)#

#06aBneHne B TabnMUy MOAMGMKATOPOB MpaBu/ia Ha 3amMeHy 3arosioBKa:
vesbc (esbc-mod-table)# mod 1 replace

#BblbOp 3anpoca, B KOTOPOM OyAyT 3aMeHATbCS 3aro/l0BKW:
vesbc (esbc-mod-table-modification)# sip method-type Invite

#YKa3aTb Ha3BaHMe 3arosloBKa, COAEpPXMMOe KOTOPOro Heob6xXOoAuMMO 3aMeHUTb:
vesbc (esbc-mod-table-modification)# sip header-pattern Test_header

#YKazaTb MEcTO B COAEPXUMOM 3arosioBKa, KOTopoe Heo6XoAumo 3amMeHUTb (KOHEeL, CTPOKW UCXOAHOrOo
COAEPXUMOr0o 3arosioBKa) :
vesbc (esbc-mod-table-modification)# value-pattern $

#[106aBNTb NpaBWNO A5 NOAMEHbl COAEPXUMOro 3arosioBka (K KOHLY CTPOKM MCXOAHOrO COAEPXMMOI O
3aronoBka pgobasnsetca 456):
vesbc (esbc-mod-table-modification)# replacement 456

vesbc (esbc-mod-table-modification)# exit
vesbc(esbc-mod-table)# exit

#MpuBazatb Tabnuuy moandukaTopoB K BXxogsduwemy TpaHKy TRUNK_IN:
vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN

#NpUMEHNTb M MNOATBEPANTb WU3MEHEHUSA:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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Mocne BHeceHus naMmeHeHuin B KoHgurypauuio ¢ TRUNK_IN npuxogut cneaytowmia INVIITE:

INVITE sip:24000@192.168.114.130:5461 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.129:5461;branch=z9hG4bK-375510-1-5

From: "Simple UAC send bye" <sip:24001@192.168.114.130;cpc=priority>;tag=1375510
To: "24000" <sip:24000@192.168.114.130>

Call-ID: 1-375510@192.168.114.129

CSeq: 1 INVITE

Contact: <sip:24001@192.168.114.129:5461>

Max-Forwards: 70

#3aronoBoK, KOTOPbLIA HEOH6XOAMMO MPOTPAH3UTUTb U 3aMEHUTb:
Test_header: 123

Content-Type: application/sdp

Content-Length: 149

v=0

o=tester 123456 654321 IN IP4 192.168.114.129
s=A conversation

c=IN IP4 192.168.114.129

t=0 0

m=audio 7624 RTP/AVP 8

a=rtpmap:8 PCMA/8000

Ha TRUNK_OUT oTtnpasnseTcs yxxe mogmdunumpoBaHHbiii INVITE ¢ n3SMEHEHHbIM 3aro/10BKOM:

INVITE sip:24000@192.168.114.129:5460 SIP/2.0

Via: SIP/2.0/UDP 192.168.114.130:5460;rport;branch=z9hG4bKPjIbcILUaVBOcQTFaGLLb7ccpnbTQIRVV3
Max-Forwards: 70

From: "Simple UAC send bye" <sip:24001@192.168.114.130>;tag=toP8wIO079w047ChSYy69MFOyd4vhGRNF
To: "24000" <sip:24000@192.168.114.129>

Contact: <sip:24001@192.168.114.130:5460;transport=udp>

Call-ID: dLsiFI4-aD2faceSTLZu.-kuHfN.pJtG

CSeq: 22556 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE

Supported: timer, 100rel, replaces

Session-Expires: 1800

Min-SE: 90

#/3MEeHeHHbIi 3arosoBOK:
Test_header: 123456
Content-Type: application/sdp
Content-Length: 157

v=0

o=tester 3927607871 3927607871 IN IP4 192.168.114.130
s=A conversation

c=IN IP4 192.168.114.130

t=0 0

m=audio 8090 RTP/AVP 8

a=rtpmap:8 PCMA/8000
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MpumMep 1cnonb30BaHUS IOKaUTbHBIX NEPEMEHHbIX pcre B Moaudvkaumi replace (cxema Ta xe):

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3pgaHue Tabnuupl mMogmdukaTopoB MODTABLE_IN:
vesbc(config-esbc)# mod-table sip MODTABLE_IN
vesbc (esbc-mod-table)#

#06aBneHne B Tabnuuy MoAMGMKATOPOB MpaBuia Ha 3aMeHy 3arofioBKa:
vesbc (esbc-mod-table)# mod 1 replace

#BbIOOp 3anpoca, B KOTOpPOM OyAyT 3aMeHATbLCS 3ar0/I0BKWU:
vesbc(esbc-mod-table-modification)# sip method-type Invite

#YKasaTb HasBaHWe 3arofsioBKa, COAEPXUMOE KOTOPOro HEO6XOAUMO 3aMEHUTb:
vesbc (esbc-mod-table-modification)# sip header-pattern Date

#YKazaTb MECTO B COJEPXMMOM 3arosioBKa, KOTOpoe HeobxoauMmo 3amMeHWTb (wabnoH — gata B ¢opmaTte
"rog-mecsau-4ymncno"):
vesbc (esbc-mod-table-modification)# value-pattern "(\\d{4})-(\\d{2})-(\\d{2})"

#106aBUTb NpaBwio 419 MOAMEHb COAEPXUMOro 3arosioBka (MeHsdem dopmaT pgaTtbl Ha '"mecsau/ducno/rog"):
vesbc (esbc-mod-table-modification)# replacement "\\2/\\3/\\1"

vesbc (esbc-mod-table-modification)# exit
vesbc (esbc-mod-table)# exit

#MNpnBaA3aTb Tabnuuy moaudMKaTOpPOB K BxoAswemy TpaHky TRUNK_IN:
vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN

#NPUMEHUTL U NOATBEPAUTL U3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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Mocne BHeceHus naMmeHeHuin B KoHgurypauuio ¢ TRUNK_IN npuxogut cneaytowmia INVIITE:

INVITE sip:135@10.25.72.151:5060 SIP/2.0

Via: SIP/2.0/UDP 10.25.72.35:5063;rport;branch=z9hG4bK-1104631-1-0
From: <sip:134@10.25.72.151:5060;user=phone>;tag=1

To: <sip:135@10.25.72.151:5060;user=phone>

Call-ID: 1-1104631@10.25.72.35

CSeq: 1 INVITE

Max-Forwards: 70

Supported: replaces, timer

Contact: <sip:134@10.25.72.35:5063>

#3aronoBoK, KOTOPbLIA HEOH6XOAMMO MPOTPAH3UTUTb U U3MEHUTb:
Date: 2024-09-10

Content-Type: application/sdp

Content-Length: 153

Ha TRUNK_OUT oTtnpasnseTcs yxxe mogmdunumpoBaHHbiii INVITE ¢ n3MEHEHHbIM 3aro/10BKOM:

Via: SIP/2.0/UDP 10.25.72.151:5060;rport;branch=z9hG4bKPjc5kLf-ROrh5Stla2eTvpoVAXx0cOIr . kX
Max-Forwards: 70

From: <sip:134@10.25.72.151>;tag=1MWgbj2x66hzNDHhP8ef8tWvB2HT2DwH

To: <sip:135@192.168.23.140>

Contact: <sip:134@10.25.72.151:5060;transport=udp>

Call-ID: c09c3761560702267daaece76eb769a9c

CSeq: 5021 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE

Supported: 100rel, replaces

#/3MEeHeHHbIi 3arosoBOK:

Date: 09/10/2024
Content-Type: application/sdp
Content-Length: 163

Mpumep 2.

[ TRUNK_IN }————————)[ ESBC }————————*[TRUNK_OUT(MODTABLE_OUT]}

B koHdurypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusauus. Bbi3os, koTopbid npuxoanT n3 TRUNKCIN,
yxoaut B TRUNK_OUT. MNpu otnpaske coobueHuns INVITE, nonyyerHoro n3 TRUNK_IN B TRUNK_OUT, B host-
part 3aronoskoB To n From 6yayT ncnonb3oBatbcs IP-agpec, HacTpoeHHbI B kayecTBe remote address B
TpaHke TRUNK_OUT, u IP-agpec sip-TpaHcnopta ansa TRUNK_OUT cooTBeTCTBEHHO (Npw YC/I0BUK, YTO B
TpaHke TRUNK_OUT He HacTpoeH [IOMeH).

Cxema:

TpebyeTtca npu otnpasBke INVITE 3ameHsTb 3Tn agpeca Ha testdomain.loc.
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PeweHue:

KoHdpurypaumna ESBC o ncnonb3oBaHma MogugmkaTopos:

esbc

media resource MEDIA_IN
ip address 192.168.23.199

exit

media resource MEDIA_OUT
ip address 192.168.80.129

exit

sip transport IN
ip address 192.168.23.199
port 5070

exit

sip transport OUT
ip address 192.168.80.129
port 5080

exit

route-table TO_TRUNK_OUT
rule 0

action direct-to-trunk TRUNK_OUT

exit

exit

trunk sip TRUNK_IN
sip transport IN
route-table TO_TRUNK_OUT
media resource 0 MEDIA_IN
remote address 192.168.23.200
remote port 5070

exit

trunk sip TRUNK_OUT
sip transport OUT
media resource O MEDIA_OUT
remote address 192.168.80.26
remote port 5080

exit

exit

T. k. B TpaHke TRUNK_OUT He HacTpoeH gomeH, To B host-part 3aronoskos To 1 From coo6uieHns INVITE
6yayT ykasaHbl IP-agpeca B COOTBETCTBUN C KOHGIUTYypaLUei:

INVITE sip:23002@192.168.80.26:5080 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.129:5080;rport;branch=z9hG4bKPjlleb899a-alc3-4659-b78d-4bba6bdcl7ce
Max-Forwards: 70

From: "sipp" <sip:24001@192.168.80.129>;tag=c090d50d-4b15-4dbl1-94ac-3ea77fe3dd7d

To: "sut" <sip:23002@192.168.80.26>

Contact: <sip:24001@192.168.80.129:5080;transport=udp>

Call-ID: db38ba3ff093153f38b412372albed35

CSeq: 20022 INVITE

Allow: INVITE, ACK, BYE, CANCEL, PRACK, REGISTER, INFO, REFER, NOTIFY, OPTIONS, SUBSCRIBE,
MESSAGE, UPDATE

Supported: 100rel, replaces, ice

Content-Type: application/sdp

Content-Length: 241

[SDP]
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HacTtpaunsaem mogucpmkatop MOD_TABLE anis 3ameHbi IP-agpecos Ha testdomain.loc:

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# mod-table sip MOD_TABLE
#Co3faeM mMoanduKaTop 3ameHbl:

vesbc (esbc-mod-table)# mod 1 replace

#C nomowbi MaTTepHa BblbMpaeM 3aro/ioBKUM, B KOTOPbIX HEOOGXOAMMO BbLIMO/IHUTHL 3aMeHy:
vesbc(esbc-mod-table-modification)# sip header-pattern '(From|To)'

#YKa3biBaemM MeTO4, B KOTOPOM HEOO6XOAMMO BbINOMHUTb 3aMeHy:
vesbc (esbc-mod-table-modification)# sip method pattern 'INVITE'

#Bblbpaem 4YacTb 3arosloBKka, KoTopasi HaudMHaeTcs C CuUMBOMA @, COAEPXUT foboe KOMYECTBO JI0ObIX
CVMMBOJ/IOB 1 3aKaH4YMBaeTCs CUMBOJSIOM >. [lo4 3TO BhipaxeHuWe nonagaeT host-part 3aronoBKOB:
vesbc (esbc-mod-table-modification)# value-pattern '@.x*>'

#YKazbiBaem, 4TO TpebyeTcs 3aMeHWTb TO, 4YTO Mbl MOAYYUNM B MNpegpayweM npasune Ha
@testdomain.loc>:

vesbc (esbc-mod-table-modification)# replacement '@testdomain.loc>'

vesbc (esbc-mod-table-modification)# exit

vesbc (esbc-mod-table)# exit

vesbc(config-esbc)#

Mcnonb3yem ato npasmno B TRUNK_OUT B kauecTtee OUT:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# mod-table sip out MOD_TABLE
vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm

Tenepb B pe3ynbTtarte moandukaumm B host-part 3aronoskos To n From coo6ueHus INVITE 6ygeT ykasaH
nomeH testdomain.loc:

INVITE sip:23002@192.168.80.26:5080 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.129:5080;rport;branch=z9hG4bKPje431c80c-619a-43cc-a631-9ad3be4e6679
Max-Forwards: 70

From: "sipp" <sip:24001@testdomain.loc>;tag=0a5f2f31-e27e-4f7c-a3f8-70cald5a9f22

To: "sut" <sip:23002@testdomain.loc>

Contact: <sip:24001@192.168.80.129:5080;transport=udp>

Call-ID: 81a874656978d43e11d57e3662996fde

CSeq: 26399 INVITE

Allow: INVITE, ACK, BYE, CANCEL, PRACK, REGISTER, INFO, REFER, NOTIFY, OPTIONS, SUBSCRIBE,
MESSAGE, UPDATE

Supported: 100rel, replaces, qce

Content-Type: application/sdp

Content-Length: 241

[SDP]
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MopaudcmkaTop KonupoBaHus (copy)
Pa6oTta ¢ nepeMeHHbIMU MogudmKaTopa

3HayeHUs1 NnepeMeHHbIX, NOTlyYeHHbIX B MOANGINKATOPE COpPY, MOXHO MCMOb30BaTh B MoaudukaTopax
replace (none replacement) n add (none header value) B pamkax ogHoit SIP-ceccuu.

3HayYeHUs1 NepeMeHHbIX CUHXPOHM3MPYIOTCA MEXAY naevyamMu Bbi30Ba, HanprmMep, ecnmn nepemeHHas
ncnonb3yetcsa B MmoandmkaTopax copy 1 add (replace) Ha 060vx nneyax, To NpU N3MEHEHNN NepPeMEHHON Ha
OHOM M3 M/1eY, HOBOE 3HaYeHne NepemMeHHol byaeT nepefaHo Ha Apyroe nsevo.

MoacTpokn S{name_perem} 6yayT 3aMeHeHbI Ha 3HAYeHe COOTBETCTBYIOLLLEH NepemMeHHol. AnvHa
nepeMeHHoin — ao 128 cumsonoB..

Mpumep 1.

[ TRUNK_IN ]—P[ ESBC }—D[ TRUNK_OUT (MODTABLE_OUT)

B koHdurypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusauus. Bbi3os, koTopbid npuxoanT n3 TRUNKCIN,
yxoant B TRUNK_OUT. B TRUNK_OUT otnpasnsaeTtcsa 3anpoc INVITE, B Tenie KOTOpOro ectb 3arosioBokK
Diversion (npeaBapuTesnibHO cneayeT HacTpouTb Tabnuuy mogudmnkauymm Ha IN TpaHka TRUNK_IN gns
TpaH3uTa 3arosioBka Diversion Ha BTopoe nneyo). TpebyeTcs, 4To6bl B 3anpoce INVITE, koTopblii
otnpasnsaetca B TRUNK_OUT, Bbipe3asics 3aronosok Diversion, a ero 3HaueHune u3 user part 6110 o6asneHo
B display name 3aronoska From.

Cxema:
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3pgaHue Tabnuupl mogmudukaTopoB MODTABLE_OUT:
vesbc(config-esbc)# mod-table sip MODTABLE_OUT
vesbc (esbc-mod-table)#

#/lo6aBneHne B Tabnuuy MoAMOUKATOPOB MpaBuaa copy A/ KONUPOBaHWS 3HA4YeHUs user part B
NepemMeHHyl user_part:

vesbc (esbc-mod-table)# mod 0 copy

vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOTOpOM OyaeT mcnonb3oBaTbcs mogudukaTop copy (B AaHHOM criydae INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKasaTb Ha3BaHue 3aronoBka, M3 KOTOPOro HeO6XOAMMO KOMMPOBaTb 3HayeHue (B AaHHOM ciy4vae
Diversion):
vesbc (esbc-mod-table-modification)# sip header-pattern Diversion

#YKazaTb CO/[EPXMMOE 3arosioBKka, Mpy COBMafeHUun C KOTOpbM 6yAeT BbINMO/HEHO KOMuWpoBaHMe B
nepemMeHHyl. B nepemeHHyw 6yaeT CKonupoBaHa Ta 4yacTb oT6opa, KoTopas ykasaHa B CKOGKax:
vesbc (esbc-mod-table-modification)# value-pattern '<sip:(.+)@'

#YKa3zaTb MNepeMeHHyWw, B KOTOpyw OyaeT CKOMMPOBAHO 3Ha4deHuWe, yKalaHHOe B CKobKkax, B npumepe - (.
+):

vesbc (esbc-mod-table-modification)# variable-str 'user_part'

vesbc (esbc-mod-table-modification)# exit

#/lo6aBneHne B Tabnuuy MoAMduKaATOpPOB npaBuia replace Ans 3aMeHbl 3aronoBka From:
vesbc (esbc-mod-table)# mod 1 replace

#YKa3zaTb Ha3BaHWe 3arofioBKka, B KOTOpPOM OyeT OCYWeCTBAATHCA 3aMeHa:
vesbc (esbc-mod-table-modification)# sip header-pattern 'From'

#BblbOp 3anpoca, B KOTOpom OyaeT ucnonb3oBaTbcs mogudmkatop replace (B gaHHom cnydvae INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKa3zaTb 4acTb COAEPXMMOro 3arosioBKka, KOTOpyl HEeo6XOAMMO 3aMeHWUTh:
vesbc (esbc-mod-table-modification)# value-pattern '.+ <sip:'

#YKazaTb MEpPEMEHHY user_part, KoTopash COAEpPXMT 3HauyeHue, MNOSy4YeHHOe B MoauduKauum copy:
vesbc (esbc-mod-table-modification)# replacement '${user_part} <sip:$'
vesbc (esbc-mod-table-modification)# exit

#lobaBneHne B Tabauuy MoandukaTopoB npaBuna no-transit An9 yganeHus 3aronoBka Diversdion:
vesbc(esbc-mod-table)# mod 2 no-transit

vesbc (esbc-mod-table-modification)# sip header-pattern 'Diversion'

vesbc (esbc-mod-table-modification)# sip method type Invite

vesbc (esbc-mod-table-modification)# exit

vesbc(esbc-mod-table)# exit

#MNprBA3aTb Tabnuuy mMoauduKaToOpoB K Mcxoaswemy TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# mod-table sip out MODTABLE_OUT

#NpYMEHUTb M NOATBEPAUTb U3MEHEeHUS :
vesbc(config-esbc-trunk-sip)# do commit
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Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Mocne BHeceHns nameHeHnin B KoHdurypauuio ¢ TRUNK_IN npuxogut cnegytowmii INVIITE:

INVITE sip:24001@192.168.80.129:5080 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.26:5070;rport;branch=z9hG4bK-473191-1-1
From: test <sip:24001@192.168.80.26:5070>;tag=1
To: sut <sip:23002@192.168.80.129:5070>

Call-ID: 1-473191@192.168.80.26

Cseq: 1 INVITE

Contact: <sip:24001@192.168.80.26:5070>
Max-Forwards: 70

Diversion: <sip:111l1l1l@test.loc>;reason=time-of-day
Subject: Performance Test

Allow: INVITE, ACK, BYE, CANCEL, UPDATE, SUBSCRIBE
Content-Type: application/sdp

Content-Length: 118

[SDP]...

Ha TRUNK_OUT oTtnpasnseTcs yxxe moamduumnpoBaHHbiii INVITE ¢ nameHeHHbIM 3arosioBkom From n 6e3
3aronoska Diversion:

INVITE sip:23002@192.168.80.26:5080 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.129:5080;rport;branch=z9hG4bKPjbURYAQZxa2m1lzsT6x.s6RQ280NE4EifS
Max-Forwards: 70

From: "11111" <sip:24001@192.168.80.129>;tag=3f17n8XBMrh6vjCcB0360gz6QX4BTDCo
To: "sut" <sip:23002@192.168.80.26>

Contact: <sip:24001@192.168.80.129:5080>

Call-ID: bbf5db1c228015eecddfe@d7079ce876

CSeq: 8798 INVITE

Allow: PRACK, SUBSCRIBE, NOTIFY, REFER, INVITE, ACK, BYE, CANCEL, UPDATE
Supported: 100rel, replaces

Content-Type: application/sdp

Content-Length: 119

[SDP]...

Mpumep 2. XpaHeHUe NepeMeHHbIX B TeUEHMe ceccum

ﬁRUNKJN(MODTABLEJNJ————————*[ ESBC J————————*[ TRUNK_OUT ]

B kOHurypaumm ectb ABa TpaHka, HacTpoeHa MapLlpyTusaums. Boi3os, KoTopblid npuxoamT n3 TRUNKLIN,
yxoant B TRUNK_OUT. 3 TRUNK_IN npuxogut INVITE ¢ 3aronoskom Route. TpebyeTcs, 4ToObl 3HaYeHne
3aronoska Route 13 INVITE 6bi510 fo6aBneHo B 3aronosok INVITE_Route 3anpoca BYE.

Cxema:
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3pgaHue Tabnuupl mogmdukaTopo MODTABLE_IN:
vesbc(config-esbc)# mod-table sip MODTABLE_IN
vesbc (esbc-mod-table)#

#lo6aBneHne B Tab6nMLy MOAWGMKATOPOB MpaBwuia copy A5 KONMPOBAHWS 3HAueHWs 3arosioBka Route B

nepemMeHHyl route:
vesbc (esbc-mod-table)# mod 0 copy
vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOTOpOM OyaeT mcnonb3oBaTbcs mogudukaTop copy (B AaHHOM criydae INVITE):

vesbc (esbc-mod-table-modification)# sip method type Invite

#YKasaTb Ha3BaHWe 3arosioBKa, M3 KOTOPOro Heo6Xo4MmMO KonupoBaTb 3HaydeHue (B AaHHOM ciy4ae

Route):
vesbc (esbc-mod-table-modification)# sip header-pattern Route

#YKazaTb COJEepXuMOoe 3arofioBKa, MNpy COBMAafeHWM C KOTOpbiM GyAeT BhIMO/IHEHO KOMMpoBaHue B
nepemMeHHyw. B nepemeHHyw 6ygeT cKomvMpoBaHa Ta 4yacTb 0T60Opa, KoTopas ykKa3aHa B CKOGKax:

vesbc (esbc-mod-table-modification)# value-pattern '(.+)'

#YKazaTb MepeMeHHyl, B KOTOpyl O6yAeT CKOMWpPOBaHO 3HauyeHWe, yKasaHHoe B CKo6GKax, B npumepe - (.

+):
vesbc (esbc-mod-table-modification)# variable-str 'route'
vesbc (esbc-mod-table-modification)# exit

#lobaBneHne B Tabnuuy moaupukatopoB npasuna add ana gobasneHuss 3aronoBka INVITE_Route B BYE:

vesbc (esbc-mod-table)# mod 1 add

#BblbOp 3anpoca, B KOTOpom 6ygeT mcnonb3oBaTbcs mogudukaTtop add (B gaHHom cny4vae BYE):

vesbc (esbc-mod-table-modification)# sip header-pattern 'INVITE'

#Ha3BaHue gob6aBnseMoro 3arosioBka:
vesbc (esbc-mod-table-modification)# header name INVITE_Route

#YKazaTb 3HauyeHue 3aronoBka (nepemeHHas route):

vesbc (esbc-mod-table-modification)# header value '${route}’
vesbc (esbc-mod-table-modification)# exit
vesbc(esbc-mod-table)# exit

#MNpnBA3aTb Tabnuuy moandMKaToOpoB K BxoAswemy TpaHky TRUNK_IN:
vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN

#NPUMEHUTL U NOATBEPAUTL U3MEHEHUA:
vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash.
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Commit timer started, changes
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Mocne BHeceHus naMmeHeHuin B KoHgurypauuio ¢ TRUNK_IN npuxogut cneaytowmia INVIITE:

INVITE sip:23002@192.168.113.195:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.113.190:5061;rport;branch=z9hG4bK-1142789-1-1
From: "24001" <sip:24001@192.168.113.195>;tag=1
To: "23002" <sip:23002@192.168.113.195:5060>
Call-ID: 1-1142789@192.168.113.190

Cseq: 1 INVITE

Contact: <sip:24001@192.168.113.190:5061>
Max-Forwards: 70

Subject: Performance Test

Allow: INVITE, ACK, BYE, CANCEL

Content-Type: application/sdp

Test_header: string old_value

Test2_header: another string

Test2_header: t"et

Test2_header: t'et

Test2_header: 1234

Test3_header: temporary data

Route: <sip:192.168.113.195>

Supported: timer

Content-Length: 142

[SDP]...

MopudmumpoBaHHbiii 3anpoc BYE, otnpasnieHHblin ¢ TRUNK_IN Ha TRUNK_OUT, coaepXuT 3arosioBoK
INVITE_Route co 3HaueHuem 3aronoska Route n3 3anpoca INVITE:

BYE sip:23002@192.168.113.190:5063;transport=UDP SIP/2.0

Via: SIP/2.0/UDP 192.168.113.195:5060;rport;branch=z9hG4bKPja999d007-7d87-46f7-98ca-
dcc40ee3188e

Max-Forwards: 70

From: "24001" <sip:24001@192.168.113.195>;tag=a25bc557-78fd-4a9¢c-871d-87099fbfc9ce
To: "23002" <sip:23002@192.168.113.190>;tag=14

Call-ID: 38a3fddd817f6b738707b2lee5felc7d

CSeq: 10588 BYE

Allow: INVITE, ACK, BYE, CANCEL

INVITE_Route: <sip:192.168.113.195>

Content-Length: 0

[SDP]...

MNpumep 3. CUHXPOHM3ALMA NEPEMEHHbIX MeXAy nieyaMu Bbi3oBa

Cxema:

[TRUNK_IN (MODTABLE_IN_TRUNK_IN)]—P[ ESBC }—»[ TRUNK_OUT (MODTABLE_IN_TRUNK_OUT) J

B koHdurypaumm ectb ABa TpaHKa, HacTpoeHa MapLupyTusaums. Bbi3os, KoTopblil npuxoamT n3 TRUNKLIN,
yxoamT B TRUNK_OUT. N3 TRUNK_IN npuxoauT INVITE c 3aronoskom Test_header. TpebyeTcs, Mcnonb3ys
TO/IbKO NepeMeHHYto varl, ckonnpoBaTb 3HavyeHne 3arosioBka Test_header n3 INVITE Ha nepBom nneve,
BCTaBUTb ero B 3aronoBok Test_header_INVITE B otBeTe 180 Ha BTOpPOM nsieye, CKONMpoBaTb 3Ha4YeHne
3aronoska Test_header n3z orseta 200 Ha BTOpOM n/ieye 1 BCTaBUTb ero B 3aronioBok Test_header_200 B
3anpoc BYE Ha nepBom nneyve.
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHue Tabnuupl moaudmkaTopoB MODTABLE_IN_TRUNK_IN ans moauoukauuii Ha nepBom nnedve:
vesbc(config-esbc)# mod-table sip MODTABLE_IN_TRUNK_IN
vesbc (esbc-mod-table)#

#/lo6aBneHne B Tabnuuy MoAMOUKATOPOB MpaBuaa copy A/ KONMPOBaHWS 3HauyeHWs 3arosioBka Test_header
B MEepeMeHHyl varl:

vesbc (esbc-mod-table)# mod 0 copy

vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOTOpOM OyaeT mcnonb3oBaTbcs mogudukaTop copy (B AaHHOM criydae INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKasaTb Ha3BaHue 3aronoBka, M3 KOTOPOro HeO6XOAMMO KOMMPOBaTb 3HayeHue (B AaHHOM ciy4vae
Test_header):
vesbc (esbc-mod-table-modification)# sip header-pattern Test_header

#YKazaTb CO/[EPXMMOE 3arosioBKka, Mpy COBMafeHUun C KOTOpbM 6yAeT BbINMO/HEHO KOMuWpoBaHMe B
nepemMeHHyl. B nepemeHHyw 6yaeT CKonupoBaHa Ta 4yacTb oT6opa, KoTopas ykasaHa B CKOGKax:
vesbc (esbc-mod-table-modification)# value-pattern '(.+)'

#YKa3zaTb MNepeMeHHyWw, B KOTOpyw OyaeT CKOMMPOBAHO 3Ha4deHuWe, yKalaHHOe B CKobKkax, B npumepe - (.
+):

vesbc (esbc-mod-table-modification)# variable-str 'varl'

vesbc (esbc-mod-table-modification)# exit

#lobaBneHne B Tabnuuy moandukatopoB npaBuna add ansg gobasneHus 3aronoBka Test_header_180 B BYE:
vesbc (esbc-mod-table)# mod 1 add

#BblbOp 3anpoca, B KOTOpom 6ygeT mcnonb3oBaTbcs mogudukaTtop add (B gaHHom cny4vae BYE):
vesbc (esbc-mod-table-modification)# sip method type Bye

#Ha3BaHue gob6aBnseMoro 3arosioBka:
vesbc (esbc-mod-table-modification)# header name Test_header_200

#YKazaTb 3HauyeHue 3aronoBka (nepemeHHas varl):

vesbc (esbc-mod-table-modification)# header value '${varil}'
vesbc (esbc-mod-table-modification)# exit
vesbc(esbc-mod-table)# exit

#MNpnBA3aTb Tabnuuy moandMKaToOpoB K BxoAswemy TpaHky TRUNK_IN:
vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN_TRUNK_IN
vesbc(config-esbc-trunk-sip)# exit

#Co3gaHue Tabnuupl moaudmkaTopoB MODTABLE_IN_TRUNK_OUT ans moauéoukauuii Ha BTOPOM Mjiedve:
vesbc(config-esbc)# mod-table sip MODTABLE_IN_TRUNK_OUT
vesbc (esbc-mod-table)#

#/lo6aBneHne B Tabnuuy MoAMOUKATOPOB MpaBuaa copy A/ KONMPOBaHWS 3HauyeHWs 3arosioBka Test_header
B MEepeMeHHyl varl:

vesbc (esbc-mod-table)# mod 0 copy

vesbc (esbc-mod-table-modification)#

#BblbOp oTBETa, B KOTOpPOM OyAeT MCMonb3oBaTbCA MoaudukatTop copy (B AaHHOM cny4vae 200):
vesbc (esbc-mod-table-modification)# sip response-pattern 200
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#YKazaTb Ha3BaHMe 3arosioBKka, M3 KOTOPOro Heo6x0AMMO KOMWpoBaTb 3HayeHue (B AaHHOM cry4vae
Test_header):
vesbc (esbc-mod-table-modification)# sip header-pattern Test_header

#YKasaTb COAEpXUMoe 3arosioBka, MNMpu COBMafeHUM C KOTOPbIM GYAEeT BbLINOMHEHO KOMMpoBaHue B
nepeMeHHyw. B nepeMeHHyw 6yaeT CKomnmuMpoBaHa Ta 4YacTb 0T6Opa, KoTopas yKasaHa B CKOGKax:
vesbc (esbc-mod-table-modification)# value-pattern '(.+)'

#YKazaTb MEpeMeHHyl, B KOTOpyw OyAeT CKOMMPOBaHO 3HayeHuWe, yKalaHHoe B CKobOKax, B npumepe - (.
+):

vesbc (esbc-mod-table-modification)# variable-str 'varl'

vesbc (esbc-mod-table-modification)# exit

#JlobaBneHne B Tabnuuy moaudukaTopoB npasuna add gna go6aBneHua 3aronoBka Test_header_INVITE B
180:
vesbc (esbc-mod-table)# mod 1 add

#BblOOp oTBeTa, B KOTOpPOM 6yAeT ucrnonb3oBaTbcAa Moaudukatop add (B fgaHHOM ciydae 180):
vesbc (esbc-mod-table-modification)# sip response-pattern '180'

#Ha3BaHue gob6aBnseMoro 3arosioBka:
vesbc (esbc-mod-table-modification)# header name Test_header_INVITE

#YKasaTb 3HaueHue 3aronoBka (nepemMeHHas varl):

vesbc (esbc-mod-table-modification)# header value '${varl}'
vesbc (esbc-mod-table-modification)# exit

vesbc (esbc-mod-table)# exit

#MNpnBaA3aTb Tabnuuy moaudMKaTOpPOB K BxoAswemy TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# mod-table sip in MODTABLE_IN_TRUNK_OUT

#NPUMEHUTL U NOATBEPAUTL U3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Mocne BHeceHnst nameHeHnin B KoHgurypauuio ¢ TRUNK_IN npuxogut cnegytowmii INVIITE, 3HaueHne
3aronioBka Test_header konupyetcsa B nepeMeHHyto varl:

136



INVITE sip:23002@192.168.113.195:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.113.190:5061;rport;branch=z9hG4bK-1151121-1-1
From: "24001" <sip:24001@192.168.113.195>;tag=1

To:

"23002" <sip:23002@192.168.113.195:5060>

Call-ID: 1-1151121@192.168.113.190

Cseq: 1 INVITE

Contact: <sip:24001@192.168.113.190:5061>
Max-Forwards: 70

Subject: Performance Test

Allow: INVITE, ACK, BYE, CANCEL
Content-Type: application/sdp
Test_header: INVITE

Supported: timer

Content-Length: 142

[SDP]...

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

MogaundumumposaHHbli otBeT 180 Ringing, otnpasieHHbli ¢ TRUNK_OUT Ha TRUNKL_IN, cogepXuT 3arosioBoK

Test_header_INVITE co 3HayeHnem 13 nepemeHHol varl:

SIP/2.0 180 Ringing
Via: SIP/2.0/UDP
192.168.113.190:5061;rport=5061;received=192.168.113.190;branch=z9hG4bK-1152099-1-1
Call-ID: 1-1152099@192.168.113.190

From: "24001" <sip:24001@192.168.113.195>;tag=1
"23002" <sip:23002@192.168.113.195>;tag=e782be58-9527-409a-8c9f-de4f32d8fdb2
CSeq: 1 INVITE

To:

Contact:

Allow: INVITE, ACK, BYE, CANCEL, UPDATE
Warning: warning

Test_header_INVITE: INVITE
Content-Length: 0

[SDP]...

<sip:23002@192.168.113.195:5060; transport=udp>

Hanee ¢ TRUNK_OUT Ha TRUNK_IN npuxogut otBeT 200 OK, 3HaueHue 3aronoska Test_header konnpyetcs B
nepemeHHyto vart:

SIP/2.0 200 OK
Via: SIP/2.0/UDP 192.168.113.195:5060;rport;branch=z9hG4bKPjf8b5024e-425d-434c-83ea-
e315a365644a

From:
To:

"23002" <sip:23002@192.168.113.190>;tag=1

Call-ID: e5e140176f2119a643b0504e9afa69bb
CSeq: 1446 INVITE

Contact:

Allow: INVITE, ACK, BYE, CANCEL, UPDATE
Test_header: 200 OK

Warning: warning

Min-Expires: 300

Supported: 100rel, timer, replaces, qwe
Require: 100rel, answermode
Content-Type: application/sdp
Content-Length: 166

[SDP]...

<sip:23002@192.168.113.190:5063;transport=UDP>

"24001" <sip:24001@192.168.113.195>;tag=9ca5b465-69ee-4d19-8891-6d99cc8d7b2c
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MoandmumpoBaHHbIli 3anpoc, otnpasnieHHbii ¢ TRUNK_IN Ha TRUNK_OUT, cogepXuT 3aro/10BoK
Test_header_200 co 3HauyeHnem 13 nepeMeHHoi varl:

BYE sip:23002@192.168.113.190:5063;transport=UDP SIP/2.0

Via: SIP/2.0/UDP 192.168.113.195:5060;rport;branch=z9hG4bKPj091e9a98-54a1-4631-
a024-6fe968fabbas

Max-Forwards: 70

From: "24001" <sip:24001@192.168.113.195>;tag=9ca5b465-69ee-4d19-8891-6d99cc8d7b2c
To: "23002" <sip:23002@192.168.113.190>;tag=1

Call-ID: e5el140176f2119a643b0504e9afa69bb

CSeq: 1447 BYE

Allow: INVITE, ACK, BYE, CANCEL

Test_header_200: 200 OK

Content-Length: 0

[SDP]...

Ncnonb3oBaHne CUCTEMHbIX NepeMeHHbIX

B ESBC noaaepxaHo Mcnosb3oBaHne CUCTEMHBIX NEpeMeHHbIX B MoaudukaTopax replace (none
replacement) n add (none header value).

Cn1COK CUCTEMHBIX NepeMeHHbIX, KOTOpPble MOXHO MCNO/Ib30BaTb NPU MoauduKkauum:

e LOCAL_DOMAIN — nokasbHblin 4OMEH;

e L OCAL_ADDR — nokanbHbiii IP-agpec, celivac 1o xe camoe, uto LOCAL_HOST;
e L OCAL_HOST — nokanbHbIii gomeH unun IP-agpec;

e L OCAL_PORT — nokasibHblin NOPT;

e REMOTE_DOMAIN — nomeH yaanéHHO CTOPOHI;

e REMOTE_ADDR — IP-agpec yaanéHHOWN CTOPOHbI;

e REMOTE_HOST — gomeH nnun IP-agpec yaanéHHoM CTOPOHBI;
e REMOTE_PORT — nopT yaanéHHOWN CTOPOHbI;

e IFACE_TYPE — tun untepdcpeiica (TRUNK nnn USER);

e [FACE_ID — uncnoBoli naeHtudmkatop nHTepdeiica;

e IFACE_NAME — nms nHTepgoeiica;

e VERSION — Bepcus ESBC (x.y.z.patch);

o TIMESTAMP — Tekylliee Bpemsi B ceKyHaax (3anosiHseTcsl Ha MOMEHT NPUMEHEHUS MoaUdKaLMK).

CurHTaKcuc obpalleHns K CUCTEMHbIM NepeMeHHbIM:

${VAR_NAME}
Cxema:

[ TRUNK_IN ]—D[ ESBC ]—P[ TRUNK_OUT (MODTABLE_OUT)

B KoHchurypauumn ectb ABa TpaHKa, HacTpoeHa MapLupyTusauus. Bbi3os, KoTopblii npuxoant ns TRUNKL_IN,

yxoamnT B TRUNK_OUT. TpebyeTtcs, utobbl B 3anpoce INVITE, koTtopkiii oTnpasnsetca B8 TRUNK_OUT,

nob6aesnsncsa 3aronosok Call-Info ¢ nHpopmaumeli 06 MeHn TpaHka, Ha KOTOPbIA OTNPaBASIeTCsA 3anpoc, 1

Bepcueii ESBC.
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3pgaHue Tabnuupl mogmudukaTopoB MODTABLE_OUT:
vesbc(config-esbc)# mod-table sip MODTABLE_OUT
vesbc (esbc-mod-table)#

#Co3pgaHne mogudpmkatopa add gnsa pgobasneHms 3aronoska Call-Info:
vesbc (esbc-mod-table)# mod 0 add
vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOTOpom OygeT mucnonb3oBaTbcsa mogudmkatop add (B gaHHOM cnydae INVITE):
vesbc (esbc-mod-table-modification)# sip method type Invite

#YKazaTb Ha3BaHMe 3arofioBkKa, KOTOpPLIA 6yaeT n06GaB/eH:
vesbc (esbc-mod-table-modification)# header name 'Call-Info'

#YKazaTb CO/[EPXMMOE 3arosioBKa C WCMO/b30BAHUEM CUCTEMHbIX MEepPeMEHHbIX :

vesbc (esbc-mod-table-modification)# header value 'call to ${IFACE_NAME}; ESBC version: $
{VERSION}'

vesbc (esbc-mod-table-modification)# exit

#MNpnBaA3aTb Tabnuuy mMoauduKaToOpoB K Mcxoaswemy TpaHky TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# mod-table sip out MODTABLE_OUT

#NPUMEHUTL U NOATBEPAUTL U3MEHEHUA:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

139



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Mocne BHeceHus naMmeHeHuin B KoHgurypauuio ¢ TRUNK_IN npuxogut cneaytowmia INVIITE:

INVITE sip:23002@192.168.80.135:5060 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.27:5061;rport;branch=z9hG4bK-2122485-1-1
From: "24001" <sip:24001@192.168.80.27:5061>;tag=1
To: "23002" <sip:23002@192.168.80.135:5060>
Call-ID: 1-2122485@192.168.80.27

Cseq: 1 INVITE

Contact: <sip:24001@192.168.80.27:5061>
Max-Forwards: 70

Subject: Performance Test

Allow: INVITE, ACK, BYE, CANCEL

Content-Type: application/sdp

Content-Length: 138

[SDP]...

Ha TRUNK_OUT oTtnpaBnsietcs yxxe moanduumpoaHHsbiii INVITE ¢ 3aronoskom Call-Info, koTopsbiii cogepxut
NMS BbI3blBaEMOL CTOPOHbI 1 Bepcuio ESBC:

INVITE sip:23002@192.168.80.27:5063 SIP/2.0

Via: SIP/2.0/UDP 192.168.80.135:5060;rport;branch=z9hG4bKPj69d21930-f472-4e64-8555-6b68a532deae
Max-Forwards: 70

From: "24001" <sip:24001@192.168.80.135>;tag=f3db1lc01-0c06-45cf-8b4d-a233070ae693
To: "23002" <sip:23002@192.168.80.27>

Contact: <sip:24001@192.168.80.135:5060;transport=udp>

Call-ID: 977eea@9afecfc44932d4d9clb2eebl5

CSeq: 6757 INVITE

Allow: INVITE, ACK, BYE, CANCEL

Supported: 100rel, replaces, ice, timer

Call-Info: call to TRUNK_OUT; ESBC version: 1.6.0.0085

Content-Type: application/sdp

Content-Length: 141

[SDP]...
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Wcnonb3oBaHue ycnosuii B moaudukaropax
B ESBC nogaepxaHo ncnosib3oBaHue ycnosuii Bo Bcex Tunax SIP-moandmkatopos.

YCnoBuvsi MOXHO 3aJaTh B HACTPOIKax MoaucmkaTopa. Ycrosue onpegensieTcs AByMs napameTpamm —
3aro/iI0BKOM, COEPXXMMOe KOToporo 6yaeT npoBepsiTbes (sip header-pattern) 1 3HaueHmem 3aronoBka,
KOTOpOoe Heo6XoAMMO AJ1s BbINOSIHEHMS ycnoBust (value-pattern).

Ecnu B HacTpoiikax mogudmkaTopa 3afaHo ycrnoBue, To nepes npuMmeHeHnem mogudukaumm SIP-coobueHne
NpoBepsSeTCA Ha COOTBETCTBME YC/I0BUIO. EC/IM yCNOBUIA HECKO/TBKO, TO A/19 MPUMEHEHUS MOAMMKaLLAN
Heo6X04MMO BbIMOSIHEHME BCEX YC/IOBUIA.

[ TRUNK_IN ]—P[ ESBC }—D[ TRUNK_OUT (MODTABLE_OUT) J

B koHdurypaumm ectb 2 TpaHka. Bbi3os, noctynatowmii ¢ TRUNK_IN, mapwpyTtusnpyetca B TRUNK_OUT.
TpebyeTcsa ckonupoBaTb NOCAEAHIO LMdpy Homepa 13 From n BCcTaBuTb €€ B 3arosioBok X-Test-Header npu
yCNoBuK, 4TO 2-ad undpa B Homepe 13 To paBHa 8.

Cxema:
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3pgaHue Tabnuupl mogmudukaTopoB MODTABLE_OUT:
vesbc(config-esbc)# mod-table sip MODTABLE_OUT
vesbc (esbc-mod-table)#

#Co3gaHue moandmkaTopa copy [ANS KONUPOBaHWS MocreAHeid uuopbl M3 3aronoBka From B MepemMeHHyw:
vesbc (esbc-mod-table)# mod 0 copy
vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, rge 6ygeT NPoM3BOAUTLCS MOUCK 3arosioBKa W KonuMpoBaHWe 3HadeHua (wboi 3anpoc):
vesbc (esbc-mod-table-modification)# sip method pattern '.x'

#YKa3aTb 3arosoBOK, COAEPXMMOE KOTOpOoro 6yneT CKOMMPOBAHO:
vesbc (esbc-mod-table-modification)# sip header-pattern 'From'

#YKazaTb CO/[EPXMMOE 3arosioBKa, KOTOPOE HYXHO CKOMMpoBaTb B MEpPeMeHHyk (nocnegHss uuppa Homepa) :
vesbc (esbc-mod-table-modification)# value-pattern '(.)@'

#YKazaTb Ha3BaHWe MepPemMeHHOoi, B KOTOpPOili 6yAeT XpPaHUTbCS CKOMUPOBAHHOE 3HaudeHue:
vesbc(esbc-mod-table-modification)# variable-str 'var'
vesbc (esbc-mod-table-modification)# exit

#Co3pgaHne mogudpmkatopa add gng gobaBneHus 3aronoBka X-Test-Header:
vesbc (esbc-mod-table)# mod 1 add
vesbc (esbc-mod-table-modification)#

#BblbOp 3anpoca, B KOTOpom 6ygeT ucnonb3oBaTbcs mogudmkatop add (nwbol 3anpoc):
vesbc (esbc-mod-table-modification)# sip method pattern '.x'

#YKazaTb Ha3BaHMe 3aronioBkKa, KOTOpbIA 6yaeT noGaB/eH:
vesbc (esbc-mod-table-modification)# header name X-Test-Header

#YKazaTb CO/[EPXMMOE 3arosioBKa C WCMO/Ib30BAHUEM CUCTEMHbIX MEePEeMEHHbIX :
vesbc (esbc-mod-table-modification)# header value '${var}'

#Co3gaTb yc/ioBUe MoAUGUKALIAN :
vesbc (esbc-mod-table-modification)# condition 0

#YKa3aTb 3arosioBOK, COAEPXMMOE KOTOporo 6yneT MpoBepATbCS:
vesbc (esbc-mod-table-modification-condition)# sip header-pattern 'To'

#YKazaTb 3aro/loBOK, COAEpXuMoe KOToporo 6yaeT npoBepsaTbcs (BTopas uudpa B HOMeEpe A0/KHA ObiThb
paBHa 8):

vesbc (esbc-mod-table-modification-condition)# value-pattern '.xsip:.(8).x*'

vesbc (esbc-mod-table-modification-condition)# exit

#MNprBA3aTb Tabnuuy mMoauduKaToOpoB K Mcxoaswemy TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# mod-table sip out MODTABLE_OUT

#NPUMEHUTL U NOATBEPAUTL U3MEHEHUA:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

142



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Configuration has been confirmed. Commit timer canceled.
Mocne BHeceHus n3MmeHeHuin B KoHgmrypauuio ¢ TRUNK_IN npuxogut cneaytowmid INVIITE:

INVITE sip:18345@192.168.113.195 SIP/2.0

Via: SIP/2.0/UDP 192.168.113.190:5062;rport;branch=z9hG4bKxrnczyxm
Max-Forwards: 70

To: <sip:18345@192.168.113.195>

From: "23001" <sip:23001@192.168.113.195>;tag=bmxas

Call-ID: 977eea@9afecfc44932d4d9clb2eebl5s

CSeq: 161 INVITE

Contact: <sip:23001@192.168.113.190:5062;transport=udp>
Content-Type: application/sdp

Allow: INVITE,ACK,BYE,CANCEL,OPTIONS,REFER,NOTIFY,SUBSCRIBE,INFO,MESSAGE
Supported: replaces,norefersub

User-Agent: Twinkle/1.10.2

Content-Length: 179

[SDP]...

BTopas undpa B Homepe 13 3aronioska To pasHa 8, yc/ioBue BbINO/IHEHO, MOAUdINKaLMA BbiNoNHAeTCA. Ha
TRUNK_OUT otnpaBnsietcs yxe mogudumumposaHHbiin INVITE ¢ 3aronoskom X-Test-Header, koTopblii
COZIePXMT NnocneaHo undpy Homepa A (1):

INVITE sip:18345@192.168.113.190:5461 SIP/2.0

Via: SIP/2.0/UDP

192.168.113.195:5060; rport;branch=z9hG4bKPj5bfall162-6ccf-41lel-9aff-4d3cf8fe9511
Max-Forwards: 70

From: "23001" <sip:23001@192.168.113.195>;tag=9b1f5ca8-001a-4165-98ba-c7603d2bcOb2
To: <sip:18345@192.168.113.190>

Contact: <sip:23001@192.168.113.195:5060;transport=udp>

Call-ID: 771e99b84559038bd9a784c3a7360db3

CSeq: 1753 INVITE

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, REFER, NOTIFY, SUBSCRIBE, INFO, MESSAGE
Supported: 100rel, replaces, ice, norefersub

X-Test-Header: 1

Content-Type: application/sdp

Content-Length: 181

[SDP]...
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9.9 Hacrtpoiika SIP-npodunein

B SIP-npochune HacTpanBaeTcsa koHurypauusa obwmx napametpos SIP. MNpodunsib NCNosb3yeTcsa B TpaHKax,
TpaHK-rpynnax n aboHEeHTCKUX HTepdencax.
B Tekywein Bepcum MO nogaepxaHbl cnefyouime HacTPOMKM:

KOHTponb [OCTYNHOCTU HanpaBneHus;

Cnucok npnunH o160 AN Nnepexoja Ha criefytoLllee HanpaBneHne;
MNoBeaeHne Npu nepeHanpasieHny;

MrHopuposaHue OPTIONS;

Taiimepbl SIP-ceccuii (RFC 4028);

TpaH3uT coobLeHunii ISUP gns pa6otsl B pexume SIP-T/SIP-|

OnucaHue Bcex koMaHz Ans HacTpoiku SIP-npochuneli npuBegeHo B pasgene Hactpoiiku SIP-npodounns.

9.9.1 KOHTpO/b AOCTYNMHOCTU HanpaB/eHuA

Vcnonb3yeTcsa Ans nepuoamnyeckoii otnpasku keep-alive coo6LgHNii 518 KOHTPOS COCTOSIHWS BCTPEUHOI
CTOPOHbI.

B Tekywein Bepcum MO B kayecTBe keep-alive coobuieHuii ncnonb3yetcs meton OPTIONS.

Mo ymonyaHutio keep-alive He ncnonb3yetcs. [na BKIOYEHNS HE06X04MMO UCNoIb30BaTh kKoMaHAay keepalive
enable B SIP-npochmne.

KoHTponb ocyulecTBadeTcsa nytem otnpaBku coobuieHnin OPTIONS ¢ 3agaHHbIMU UHTEPBanamMmn SUCCESS-
interval (no ymonuanuio 60 cek.) u failed-interval (no ymonuaxuio 20 cek.).

OnucaHue BCex KOMaHz, A/151 HACTPONKM KOHTPOJIA AOCTYMHOCTU HanpasieHns NpuBeLeHo B pasaese
HacTtpoiikn SIP-npodunis CnpaBoyHunka komaHg CLI.

Anroputm pa6oThbl:

CoobueHne OPTIONS oTnpaBnsieTcs TOMbKO B C/lyyae, Koraa B TpaHke OTCYTCTBYET akTUBHOCTL SIP nocne
OKOH4YaHus nepuopga success-interval. T. e. B cnyyae ecnv yepes TpaHK NPOXOAAT BbI30Bbl C 60/bLUEN
4acTOTOM, YeM yKa3aHO B HACTpolike success-interval, To coo6ueHnss OPTIONS He 6yayT oTnpaBNATbCA HA
BCTPEYHYHO CTOPOHY, T. K. O4EBUAHO, YTO Hanpas/ieHne AOCTYyNHO. Ecav nocne nocniefHero oTnpasfieHHOro
nnn nony4veHHoro coobuleHuns SIP npolwien nepuog paBHbIii success-interval, To otnpaBnsietcs OPTIONS. MNpu
nosly4eHnn oTeeTa Ha Hero (C /16bIM CTaTyC-KOA0M) HarnpasneHne cumtTaeTcst 4OCTyMNHbIM. Coo6LLEeHMs
OPTIONS 6yayT oTnpaBnaTbCs C Nepnoaom success-interval 4o Toro MoMeHTa, noka Mbo He nosiBuTCsA
akTMBHOCTb SIP, 60 He 6yayT nosy4deHbl OTBETLI HA oTnpaBeHHble OPTIONS. Ecnun He 6yAeT OTBETOB Ha
OPTIONS, TpaHk cuntaeTcsa HeaoCTynHbIM, U coobLueHns OPTIONS 6yayT oTnpaBnaTbes ¢ MHTepBasioM failed-
interval 4o Tex nop, Noka TpaHK CHOBA He CTaHeT AOCTYMHbIM.
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Mpumep HACTPOIKK:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaTb SIP-npodunb NEW_SIP_PROFILE:
vesbc(config-esbc)# sip profile NEW_SIP_PROFILE
vesbc(config-esbc-sip-profile)#

#BKMOYNTb KOHTPOAb AOCTYMHOCTW:
vesbc(config-esbc-sip-profile)# keepalive enable
vesbc(config-esbc-sip-profile)#

#HacTponTb MHTEpBasbl KOHTPONSA:

vesbc(config-esbc-sip-profile)# keepalive success-interval 120
vesbc(config-esbc-sip-profile)# keepalive failed-interval 30
vesbc(config-esbc-sip-profile)#

vesbc(config-esbc-sip-profile)# exit
vesbc (config-esbc)#

#MNpuBsasaTb SIP-npodunb K TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)# sip profile NEW_SIP_PROFILE
vesbc (config-esbc-trunk-sip)#

#NpUMEHNTb M NOATBEPANTb W3MEHEHUS:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

@ nNpu vcnonb3osarun SIP-NPOUASA C BKIIOYEHHBIM KOHTPOIEM AOCTYMHOCTH, 411 aBOHEHTCKMX
nHtepcpeicos otnpaska OPTIONS ocyLiecTBnATbCA He 6yaeT. aHHas HacTpolika ucnosb3yeTcs
TOJILKO /151 KOHTPOJIA TPAHKOB.

9.9.2 Cnucok NpuUYMH O0TGOA AN Nepexoa Ha cnegylouee HarnpaB/ieHne

Cnuncok NpuunH oT60s 4NN yKasaHus ctaTyc-kogoB oTBeToB SIP, no koTopbiM 6yAEeT OCYLLEeCTBIATLCS
nepemapLLpyTU3aLms BbI30BOB U peructTpauuii Ha anbTepHaTBHOE HanpasneHune (cneayrownii TpaHk B
TPaHKOBOI rpynne/cneayollee npasuio B Tabnvue MapLipyTMsauum).

Mpn co3gaHmMm Mackm s Cnucka MoXXHO MCNOoJ1b30BaTth perynspHbie BbipaxeHns PCRE.

OnucaHue BCcex KOMaHz 47151 HACTPOMKM NPUYMH 0TO0S ANS Nepexofa Ha cnepylolee HanpaseHve
npuBeaeHo B pasaene Hactpoikn SIP-npodnnis CnpaBoyHnka komaHga CLI.
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Mpumep Mcnonb3oBaHuUs:

Y

TRUNK_1

RULE 1 TRUNK-GROUP

ROUTE_TABLE
A 4
RULE 2 TRUNK_3

B Tabnuue maplipyTusauumn aga npasuna, nepsoe — HanpasnaeT Bbi3oB B TRUNK_GROUP, sTopoe —
HanpasnseT Bbl30B B TRUNK_3.

TRUNK_2

Y

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaTb CMNUCOK OTBETOB:
vesbc(config-esbc)# cause-list sip LIST
vesbc(config-esbc-cause-list-sip)#

#Co3aaTb MackKy, Mo KOTopoi 6yayT oTéupaTbCs OTBETHl AAs MepemapupyTulauuu:
vesbc(config-esbc-cause-list-sip)# cause-mask 404
vesbc(config-esbc-cause-list-sip)# exit

#Co3pgaTb SIP-npodunb, npuBA3aTb CNUCOK K SIP-npodwunio:
vesbc(config-esbc)# sip profile SIP-PROFILE
vesbc(config-esbc-sip-profile)# cause-list LIST
vesbc(config-esbc-sip-profile)# exit

#NpuBa3aTb K TpaHKoBOW rpynne TRUNK-GROUP SIP-npo¢unb:
vesbc(config-esbc)# trunk-group TRUNK-GROUP
vesbc(config-esbc-trunk-group)# sip profile SIP-PROFILE
vesbc(config-esbc-trunk-group)#

#MpMMEeHUTb M NOATBEPANTb WU3MEHEeHUA:

vesbc(config-esbc-trunk-group)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-group)# do confirm

Configuration has been confirmed. Commit timer canceled.

BxoAsiLLmMiA BbI3OB HaUMHAET MapLUpPyTU3MpoBaTbcs no Tabnuue mapwpytusaummn (ROUTE_TABLE). B
pesynbTaTe BbI30B MapLupyTusmnpyetcsa no npasuny RULE_1T Ha TRUNK_GROUP n ottyga B TRUNK_1.
TRUNK_T HepocCTyneH, BbI30B 0TOMBaETCA No uctedeHnn Timer B, n npomcxoauT nepemMapLupytmsaums Ha
TRUNK_2 (cneaytoumnii TpaHk B TpaHkoBol rpynne). M3 TRUNK_2 npuxoaut oteeT 404 Not Found, u T. k. Koz
oTBETa coBNajaeT C Mackoli n3 cnucka, kotopblin ncnonblyetcss B TRUNK-GROUP, To nponcxoaut
MapLupyTU3aums Ha cnegytoulee HanpasneHme. Mockonbky B TPAHKOBOW rpynne 60/blie HET TPaHKOB,
MapLpyTtusaums nepexoant K RULE_2, n BbizoB mapLupyTusnpyetcs B TRUNK_3.

€@ bBes ucnonb3oBaHMa cnncka NPUUKH 0T60S, NepeMapLLPyTU3aLMs TPOUCXOANT TOMBKO MO
HEIOCTYMHOCTY TpaHKa.

@ [ns aboHeHTCKUX UHTEPelicoB, NCMONb30BaHME Cn1cka NPUYKMH 0T60A He BAMSET Ha
MapLupyTM3auuio. NepemapLupyTusauns oCyLecTBIATLCA He byaerT.
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MepemaplipyTusauns aboHeHTOB

BbI30B C 3aperncTtpMpoBaHHOro aboHeHTa 6yaeT Hanpas/ieH B TOT TpaHK, Yepes KOTOpbIi OCyLLecTBNSAIaCh
ero peructpauus. B cnyyae HeycneLwHOro Bbi3oBa nepemapLupytm3aums ocyLecTBNSATLCA He ByaeT.

Mpu BbI30BE C HE3aPErNCTPUPOBAHHOIO aboHEeHTa CHavyana MaET NPoBepKa, paspeLleHbl /M € 3TOro
aboHeHTCKOro nHTepdelica BbI3oBbl 6e3 pernctpauun (allow_unreg_call), ecnu npoBepka ycneluHa, To BbI30B
CMapLUpyTU3NPYyeTCA Mo NprBA3aHHON Tabnuue mapLupytTmsaunm 1 B criyvyae HefOCTYNMHOCTU TPaHKa/
coBnafeHNn oTBeTa C MacCKOW U3 cnucka nponsonaéT MapLupyTm3aums Ha crefytollee Hanpas/ieHue.

9.9.3 MoBeaeHue Npu nepeHanpasBneHUN

HacTpolika noBefeHns Npu nepeHanpasfieHn No3BoASET NCMNONb30BaTb pasHble PEXNMbI 06paboTKM
coobueHnin 3XX.

 forbidden — npu nonyyeHun 3xx oTBeTa BbI30OB 3aBEPLUAETCS;
e transit — 3xx nepefgaércsa Ha Apyroe naeyo 6e3 N3MEeHEeHNIn KOHTaKTa;
e process — /loKkasibHasi 06paboTka 3xx oTBeTa.

OnucaHue BCcex KOMaHz, A5l HAaCTPOWNKM NoBeAeHMA NPy NepeHanpasieHn NpuBeAeHo B pasgesnie Hactpoikm
SIP-npodpuna CnpaBoyHuka komaHz CLI.

Mpumep nokanbHOI 06paboTKM 3XX OTBETA
Cxema:

3 TpaHka UAC c IP_A, npuxoanTt nunyumnpyrowmii INVITE Ha ESBC ¢ Homepa number_a Ha Homep number_b.
371071 INVITE nepecbinaetcsa Ha cTopoHy UAS, KOTOpbI MOXET ObITb TPaHKOM NN aBOHEHTCKUM
nHTepgeincom, otkyaa npuxoamt 302 otBeT ¢ HomepoMm number_c n agpecom IP_C B 3aronioBke Contact.

IP_A IP_ESBC_1 IP_ESBC_2 IP_B

I R - N

INVITE number_b@IP_ESBC 1
From: number_a@IP_A
To:number_b@IP_ESBC_1

Y

INVITE number_b@IP_B
From: number_a@IP_ESBC_2
To:number_ b@IP_B

Y

302 Moved Temporarily
Contact: number_c@IP_C

A

1) IP_C cootBeTcTByeT IP_ESBC_2 1 Ha ESBC 3aperucTpupoBaH a6oHeHT ¢ HomepoM humber_c.

Ecnu IP-agpec n3 3aronoska Contact npuwepgero 302 oteeTta cooTBeTcTBYET IP-agpecy TpaHcnopta ESBC, ¢
KoToporo 6b1s1 oTNpassieH 3anpoc, n Ha ESBC cyliecTByeT 3aperncTpnpoBaHHblil aOOHEHT C HOMEPOM,

147


https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-sip_profile_settings

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

yKasaHHbIM B 3arosioBke Contact, To ESBC otnpasuT INVITE Ha TOT TpaHk, rae aToT aboHEHT 3apernctTpmpoBaH
1 181 B CTOPOHY MHUUMATOpPa BbI30BA.

Mprmep paboTbl:

1. Pernctpauus SIP-a6oHeHTa ¢ Homepom 300 Ha UAS C:

192.168.126.230  192.168.126.231

192.168.50.40 192.168.50.60

[ SIP-A6oHeHT ] [

ESBC

REGISTER 300@192.168.126.231
Contact: 300@192.168.126.230

Y

200 OK
Contact: 300@192.168.126.230

REGISTER 300@192.168.50.60
Contact: 300@192.168.50.40

Y

200 OK
Contact: 300@192.168.50.40

A

2. C UAC noctynaert BbI30B Ha UAS B, oH oTBevaeT 302, B Contact yka3sbiBaeT 300@192.168.50.50:

192.168.126.220 192.168.126.231

A

192.168.50.50 192.168.50.70

| =)

[

) (=]

=

INVITE 200@192.168.126.231
From:100@192.168.126.220
To:200@192.168.126.231

Y

INVITE 200@192.168.50.70
From:100@192.168.50.50
To:200@192.168.50.70

302 Moved Temporarily
Contact: 300@192.168.50.50

Y

A
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3. Tak Kak cywecTByeT 3aperncTpupoBaHHbli aboHeHT ¢ Homepom 300, To ESBC otnpasnsieT INVITE Ha

TOT TpaHK, rae aTOT abOHEHT 3aperncTpupoBaH, To ectb Ha UAS C, a Ha UAC otnpasnsieT 181 oTBeT:

192.168.126.220

|

UAC

192.168.126.231

192.168.50.40

| |

2) IP_C cootBeTtcTBYeT IP_ESBC_2 1 Ha ESBC He 3apeructpmpoBaH aboHeHT ¢ HomepoM number_c.

ESBC

192.168.50.60

181 Call is Being Forwarded

| =)

INVITE 300@192.168.50.60
From:100@192.168.50.40
To:200@192.168.50.70
Diversion: 200@192.168.50.40

N
>

Ecnn IP-agpec n3 3aronoska Contact npuwepgwero 302 otBeta cooTBeTcTBYET IP-agpecy TpaHcnopTta ESBC, ¢

KOTOpOro 6blN1 OTNpaB/ieH 3anpoc, Ho Ha ESBC He cyllecTByeT 3apermcTprpoBaHHOro aboHEHTa C HOMEPOM,
ykazaHHbIM B 3arosioBke Contact, To ESBC nepeLusiéT 0TBET Ha ApYroe Nn/ieyo 1 3aMeHnT afipec B 3aro/fioBke

Contact Ha IP-agpec UAC.

Mprmep paboTbl:

192.168.126.230

[

192.168.126.231

192.168.50.50

192.168.50.60

UAC J L ESBC J [ UAS

INVITE 200@192.168.126.231

From:100@192.168.126.230

To:200@192.168.126.231

> INVITE 200@192.168.50.60

From:100@192.168.50.50
To:200@192.168.50.60
302 Moved Temporarily
Contact: 300@192.168.50.50

302 Moved Temporarily

P Contact: 300@192.168.126.230

1

3) IP_C He cootBeTcTBYET IP_LESBC_2 11 UAS — OBEPEHHBII TPaHK.
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Ecnn IP-agpec 13 3aronoska Contact npuwepawero 302 oTBeTa He cOOTBETCTBYET IP-aapecy TpaHcnopTa
ESBC, ¢ koToporo 6b11 oTnpasneH 3anpoc, n TpaHk UAS — noBepeHHbIin TpaHk, To ESBC otnpasut INVITE Ha
yKasaHHbIli agpec 1 181 B ctopoHy UAC.

Mprmep paboTbl:

192.168.126.230  192.168.126.231 192.168.50.50 192.168.50.60

(=) [=1J (=] (==

INVITE 200@192.168.126.231
From:100@192.168.126.230

To:200@192.168.126.231
INVITE 200@192.168.50.60

From:100@192.168.50.50
To:200@192.168.50.60

Y

302 Moved Temporarily
Contact: 300@192.168.50.70

A

INVITE 300@192.168.50.70
From: 100@192.168.50.50
To: 200@192.168.50.60
Diversion: 200@192.168.50.50

»|
>

181 Call is Being Forwarded

A

© [1na Toro uTo6bI TPaHK cunTaNCA JOBEPEHHBIM, HE0GXOAMMO BKIIOUMTL onumio trusted-network B
KOHUrypaumm TpaHka.

B npounx cnyyasax — BbI30OB 3aBepLUaeTcs.

9.9.4 NrHopupoBaHue OPTIONS
[aHHbIn pexrm ncnonblyetcsa As1s o6padoTkm Bxogawmx coobieHnin OPTIONS.

e ignore options enable — urHopnposaHue 3anpocos OPTIONS. Ha Bxogswme 3anpocbl OPTIONS He

OyayT OTNPaBATLCA OTBETHI
* no ignore options enable — oTkntoueHne urHopmposaHusa 3anpocos OPTIONS. Ha Bxogswme 3anpocsl

OPTIONS 6yayT otnpasnatbes otBeTbl 200 OK.

OnucaHue Bcex KOMaHz Ans HacTpoiku urHopuposaHus OPTIONS npuBegeHo B pasgene Hactpoliku SIP-
npocpuna CnpasoyvHmka KomaHg, CLI.

@ WrHopupoBsanue BxogsLmx 3anpocos OPTIONS Mo yMon4aHuio BKAHOYEHO.

© Ecnv kuser-interface npuszaH sip profile ¢ BktoueHHbIM UrHopupoBaHuem OPTIONS, To npw
nonyyveHun OPTIONS oT 3apermctpypoBaHHbix aboHeHToB ESBC 6yaeT o6pabartbiBaTb 3TU 3anpochl U
otBeyatb 200 OK (Tonbko ecnu B 3anpoce ykasaH 3aronoBok Contact).
Mpouune Bxoasuwme 3anpocbl OPTIONS 6yayT urHopmpoBaTbCA.
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9.9.5 Talimepsbl SIP-ceccuii (RFC 4028)

Mcnonb3oBaHue Taiimepos SIP-ceccuii (RFC 4028) npeaHa3HayeHo A5t KOHTPOS COCTOSIHWS CEaHCOB CBSI3M U
npefoTBpaLLeHns 3aBucaHnsa pasroBOPHbIX CECCUN, B CllyYae BO3HUKHOBEHUSA Kaknx-nMbo npobnem, HanpumMep
C CeTblo.

O6HOoBNEHME ceccun nogaepxmeaeTca nytem nepegayn 3anpocos re-INVITE nnn UPDATE B TeueHune ceaHca
CBA3U.

3anpatuusaemsbili Nepuod KOHMPO/isi ceccuu (Session Expires) — 3T0 Nepuoj, BpEMEHW B CEKyH/aX, No
NCTeYeHMN KOTOPOro NPOU3oNAEeT NPUHYAUTENIbHOE 3aBepLUeHe Ceccumn B Crlyyae, ecrim ceccus He byaet
BoBpems obHoBeHa. MpuHumaeT 3HaveHns ot 90 go 64800 c, 3HaveHne no ymonyaHuo — 1800 c.

MuHumasbHbIl nepuod koHmposs ceccuu (Min SE) — 3T0 MUHMMasIbHBIA MHTEPBas1 NPOBEPKM
paboTtocnocobHOCTM coeamHeHns. MpuHumaeT 3HadveHns oT 90 go 32000 ¢, 3HauveHue no ymonyanuo — 90 c.
[laHHoe 3HauYeHve He JO/MHKHO NpeBbIWaTb TaiMayT NPUHYAUTETbHOIO 3aBepLLIEHUS Ceccum Sessions expires.

CmopoHa o6HosneHus ceccuu (Refresher) — onpeaensieT CTOPOHy, koTopas 6yaeT OCyLecTBATb
o6HoBNEHMe ceccun (uac — CTOpoHa kMeHTa (Bbi3biBaloLLas), uas — CTOpPoHa cepBepa (Bbi3biBaeMas)).
3HayeHue no ymonyaHuio — uac.

lMosedeHue o ymondaHuro — nogaepxka Tanmepos SIP-ceccuii oTkaoueHa. 19 BKIOUYEHNUS UCNONb3YyeTCs
KomaHpaa session timer enable.

OnucaHue Bcex KOMaHZ Ans HacTpoiku Taimepos SIP-ceccuii npuBeaeHo B pasgene Hactpolikn SIP-
npocphuna CnpasoyHmka komaHg, CLI.
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Mpumep HaACTPOIiKK

3apauva:

BkntounTb nogaepxky taiimepos SIP-ceccuin Ha TpaHke TRUNK_2 ¢ napameTpamu Session Expires — 120, Min

SE - 120, Refresher — UAS. Ha TpaHke TRUNK_1 TaliMepbl HE NCNOb3YHOTCS.
PelwweHne:

HacTtpouTb SIP-npodnnb v npusasartb ero kK TpaHky TRUNK_2:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaTb SIP-npodunb NEW_SIP_PROFILE:
vesbc(config-esbc)# sip profile NEW_SIP_PROFILE

#BKMOYNTb NoAAepXKy TarmepoB SIP-ceccuin (RFC4028):
vesbc(config-esbc-sip-profile)# session timer enable
vesbc(config-esbc-sip-profile)#

#HacTponTb MWHMManbHbLIA NEpuos KOHTPOAs ceccun 120 CeKyHA:
vesbc(config-esbc-sip-profile)# session timer min-se 120
vesbc(config-esbc-sip-profile)#

#HacTpouTb 3anpawvBaembli Mepuos KOHTPOAs ceccun 150 CeKyHA:
vesbc(config-esbc-sip-profile)# session timer session-expires 150
vesbc(config-esbc-sip-profile)#

#HacTponTb CTOpPOHY OGHOBNAEHWS Ceccuwu:
vesbc(config-esbc-sip-profile)# session timer refresher uas
vesbc(config-esbc-sip-profile)#

vesbc(config-esbc-sip-profile)# exit
vesbc(config-esbc)#

#MNpuBsasaTb SIP-npodunb K TpaHKy TRUNK_2:
vesbc(config-esbc)# trunk sip TRUNK_2
vesbc(config-esbc-trunk-sip)# sip profile NEW_SIP_PROFILE
vesbc (config-esbc-trunk-sip)#

#NpUMEHNTb N NOATBEPANTb W3MEHEHUS:
vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes

will be reverted in 600 seconds.
vesbc(config-esbc-trunk-sip)# do confirm
Configuration has been confirmed. Commit timer canceled.
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Mpun ncxogswem Bbizose B TpaHk TRUNK_2, B coobuyeHune INVITE 6yayT nobasneHbl 3arosioBkv B
COOTBETCTBUM C HACTPOVikoi. Ecnn ctopoHa b Takxke nogaepxveaeT RFC 4028, To 6yaeT BKIHOYEH KOHTPO/1b

ceccunu:
[ TRUNK_1 ] [ ESBC ] [ TRUNK_2 ]

INVITE

INVITE Supported: timer

Session-Expires: 150:refresher=uas
Min-SE: 120

\ 4

200 OK

Supported: timer

Session-Expires: 120;refresher=uas
Min-SE: 120

200 OK

UPDATE

Supported: timer
Session-Expires: 120
Min-SE: 120

UPDATE

200 OK

200 OK Supported: timer

Require: timer

Session-Expires: 120;refresher=uac

Y

Y

T. k. refresher=uas, To B flaHHOM npumMepe cTopoHa b 6yaeT otnpaensATb coobuieHmsa UPDATE kaxaple 60 cek.
Ecnun no ncreyveHnn 90 cek. oT cTOpoHbl b He 6yaeT nonyyeHo coobuweHne UPDATE, Bbi30B 6yaeT paspyLueH
(ESBC otnpaBut BYE B 06€ CTOPOHbI).

Mpun ncnonb3oBaHnn TainmepoB SIP-ceccuii Ha 04HOM M3 MJ1ed BbI30Ba, 3anpocsl re-INVITE nnn
UPDATE, nonyyeHHble OT yaa/leHHOM CTOPOHbI, B paMkax KOHTPO/Is ceccun byayT nepefaBaTbCa Ha
BTOPOE MN/1e40, HE3aBNCUMO OT HACTPOEK TaliMepoB Ha 3TOM Neuve.
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9.9.6 TpaH3uT cooGueHui ISUP ana pa6oTbl B pexxume SIP-T/SIP-I

SIP-1 n SIP-T — 310 ABa paclumpeHus npotokona SIP, KoTopble NO3BONAIOT NepeAasaTb COOOLEHNS
TenedoHHol curHanusaumm ISUP nosepx ceTel ¢ koMMmyTaumeli naketoB. OCHOBHasA (OYHKUNSA 3TUX
NPOTOKOJI0B — MHKAMNCYAALMA 1 TpaHcasuma coobleHunii ISUP, uto o6ecneyvBaeT B3anMogencTesme Mexay
cetamu SIP 1 TpaanUMOHHBIMU TeNedOHHbIMU CETAMMU.

Mo ymonuaHuio TpaH3ut SDP ¢ ISUP 3anpelyeH. 19 BKIIOYEHUS UCMOMb3YeTCA KoMaHaa:
isup transit

[ns TpaH3uTa SDP ¢ ISUP TpebyeTcsi BK/IOUEHME AaHHOI onuumn Ha 060uX (BXOASALLEM Y UCXOASILLLEM)
HanpaBneHusx (TpaHkax/nosib3oBaTenbCkMx NHTepgeiicax), Uepes KoTopble 6yaeT OCyLecTBIATLCA
MapLupyTm3aunsa curHanmsaunm SIP.

B cnyyae korga Ha KakoM-Tmb0 13 HanpaB/ieHUiA He BK/IKOYEHa NoaaepXKa TpaH3uTa, Ha coobLleHns SIP ¢
BNOXeHHbIM ISUP 6yaet otnpasneH oteeT 415 Unsupported Media Type.

ESBC He obpabatbiBaeT ISUP B SDP, a TO/IbKO OCyLLECTBASIET TPAH3UT AaHHOIO BMIOXEHMS.

OnucaHne Bcex KOMaHf A/1s1 HacTPOIiku TpaH3uTa coobuleHwnii ISUP npuBeaeHo B pasaene Hactpoiiku SIP-
npodousiss CnpaBoyHuka komaHg CLI.

9.10 HacTtpoiika meguanpocuneii

Vicnonb3oBaHne meguanpodunein Nno3BoaseT rMbKo ynpaBnATb TUMNOM MeanaaaHHbIX NyTem unbTpauun
mMeamacekunini B SDP, TpaHckoAMpoBaHneM ayamno 1 Buaeo, wnudpoBaHnem RTP-NoToka, KOHTPOIEM Ceccum no
Hasmumio RTP n RTCP-nakeTos.

Meauanpodouan NCnosb3yTcsl B aBOHEHTCKMX MHTEppelicax, TpaHkax v TpaHk-rpynnax. Meauanpodusib,
CMNonb3yemblii A58 TpaHKa, BXOAALLETO B TPAHK-rpynny, nepeonpeaensieT HacTPoiku Meananpodumns,
CNOMb3YeMOoro B TPaHK-rpynne.

9.10.1 YnpaBrsieHMe TUNOM MeguaAaHHbIX U KogeKaMmu
O6paboTka MemManoToOKOB OCYLLECTB/IAETCH B ABYX pexuMax: NPOKCMpPOoBaHNe 1 TpaHCKoAMpPOBaHMe.

Mo ymonuaHuio ESBC paboTaeT B pexunme npokcuposaHua meguatpadmka 6e3 ncnosib3oBaHns
TpaHckoAMpoBaHus. CnMcok NnaTTepHOB KOAEKOB, AOCTYMNHbIX AN1s1 NPOKcnpoBaHus Yepe3 ESBC, 3agaeTtcs
KOMaHaoM:

codec allow {all | <CODEC_PATTERN> [<PT>]}

<CODEC_PATTERN> — Ha3BaHMe Kofeka/4acTb Ha3BaHUA KOAEKa,;

<PT> — payload type (Heob6si3aTe bHbI NapameTp). Mpu ykazaHuy 6yaeT NPoOBOAUTLCS AOMOHUTETbHAsS
npoBepka natTepHa Ha NosIHOe CoBnajeHne Kogeka c ykasaHHbIM payload type.

OnucaHue Bcex KOMaHz NpuBeaeHo B pasgene Hactpolikun megnanpoduns cnpaBovyHuka komaHg CLI.
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Mpwn co3gaHnm meananponna CNMCcoK NaTTePHOB AN18 Hanbosee N3BECTHbIX KoAekoB IANA, AOCTYNHbIX 415
NPOKCUpPOBaHNA, f,06aBIAETCS aBTOMATUYECKM U BbIFIAANT Ceytolmm 06pa3om:

media profile MEDIA_PROFILE
codec allow AMR
codec allow CLEARMODE
codec allow CN
codec allow G72
codec allow G722/ 9
codec allow G723 4
codec allow G728 15
codec allow G729/ 18
codec allow GSM 3
codec allow H26
codec allow H261 31
codec allow H263 34
codec allow ILBC
codec allow L16/44100 11
codec allow L16/44100/2 10
codec allow OPUS
codec allow PCMA 8
codec allow PCMU 0
codec allow SPEEX
codec allow T38 t38
codec allow VP
codec allow telephone-event
exit

T. K. ICNO/Ib30BaHVe NATTEPHOB NO3BOSAET yKa3blBaTb HE MOSIHOE HAa3BaHWE KOAEKa, a ero 4acTb, TO 3amnncb
Buaa "codec allow G72" o3HauaeT, uto kogekn G726-16, G726-24, G726-32, G726-40 6yayT AOCTYNHbI A1
MPOKCMPOBAHUS.

€ [ns kopekos co cTaTuyeckum payload type pekomeHayeTcs ykasbiBaTb HOMep payload type, nHaue,
ecnu B SDP He 6yaeT ykazaH aTpuoyT rtpmap, Bbi3oB 6yaeT oTémeaTbCca Kogom 488.

[na aboHEeHTCKNX NHTEPAIENCOB, TPAHKOB M TPAHKOBbIX Py, K KOTOPbIM HE NpVBA3aH HXU OAUH
Meamanpogunsib, UCNOb3yeTca Mmeguanpogub N0 YMOIYaHNIO, KOTOPbIN HE 0TOGpaXKaeTCs B KOHGUIypauuun.
B naHHOM mMegmanpodiunie NPUMEHSIOTCA NaTTePHbl KOAEKOB, AOCTYMNHbIX A/ NPOKCMPOBaHUS, yKa3aHHble
BbiLLeE.

[nsa ouncTkm cnmcka ucnonb3yetcsa komaHga no codec allow all. Mpun ncnonb3oBaHMn faHHOW KOMaHAb! 6yayT
yAaneHbl naTTepHbl KOAEKOB, 06aBNEHHbIE aBTOMATUYECKM NPW CO34aHnn NPohrAs, n NnaTTepHbl KOAEKOB,
[06aBieHHbIe/3MEHEHHbIE NONb30BaTeIEM.

YnpaB/ieHne CnmckoM KoAeKoB 1 TUnoM MeavagaHHbix (audio, video, image) SDP ocywiecTBnseTcst nyTem
fobasnenuns/yganeHuns/nameHeHms nattrepHos codec allow. MakcumasibHOE KONMYeCcTBO NaTTePHOB B OAHOM
Megmanpoduie — 64.

[nsa ycnewHoro cornacoBaHns KOAEKOB B PEXMME NMPOKCMPOBaHUSA, HE06X0AMMO, UTOObI HA BXOASLLEM
N NCXOAALLEM HanpasieHun B meananpogunsax, NpMBA3aHHbIM K 3TUM Hanpas/ieHUAM, COAEPXaINCh
naTTepHbl, NO3BO/IAIOLLME NPONYCKaTb OAHN U Te Xe KoAekun. B cnyyae korga cornacosaHme
HeBO3MOXHO, Ha 3anpocs! INVITE ESBC 6yaeTt otBevaTb coobuieHnem 488.
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Mpumepbl UCNONb30BaHUA Meauanpoguna Ans ynpaBieHUsl KOAeKamMmu U Tunamu MmeavafaHHbIX B
pexume NpoKCMpoBaHUs

1. 3anpetntb Ucnosb3oBaHue Buaeo ang tpaHka TRUNK_2.

vesbc# configure

[

TRUNK_1

vesbc(config)# esbc

ESBC

#Co3gaTb meguanpodunb ans TpaHka TRUNK_2:
vesbc(config-esbc)# media profile FOR_TRUNK_2

#3anpeTuTb WCNONb30BaHWE BCEX BUAEOKOAEKOB:
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#

#MpuBsizaTb MeaManpoduib K TPaHKY:

no codec
no codec
no codec
no codec
exit

vesbc(config-esbc)# trunk sip TRUNK_2

vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_2

vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm

allow H26
allow H261
allow H263
allow VP

> TRUNK_2 J

B pe3ynbTaTe KoHhUrypaums meauanpoduns 6yaeT BuirsAeTh ceayowmm 06pas3om:

media profile

codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
exit

allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

FOR_TRUNK_2
AMR

CLEARMODE

CN

G72

G722/ 9

G728 15

G729/ 18

GSM 3

ILBC

L16/44100 11
L16/44100/2 10
OPUS

PCMA 8

PCMU ©

SPEEX

T38 t38
telephone-event

B gaHHom npumepe gnia TpaHka TRUNK_1 He TpebyeTcsa ncnonb3oBaHne oTAeNbHOro megmanpoduns, T. K.
npu Bbi3oBax, noctynawwmx B TRUNK_T1, n, mapwpytnsmpyembix B TRUNK_2, Bce Bugeokogekn us SDP 6yayT
yOaneHbl B COOTBETCTBUN C Megunanpoduiem, ucnonb3yembiMm ansa tpaHka TRUNK_2.
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( TRUNK_1)

media profile He ncnonb3yetcsa

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
S=-

t=00

c=IN IP4 192.168.23.200

m=audio 10000 RTP/AVP 8 0 102

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

m=video 10002 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

[na Bbi30BOB, nocTtynawowmux B TRUNK_2, Bce Buaeokogeku
HanpasfeHnsa MmapLupyTusagmu.

([ ESBC |}

{  ESBC }
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media profile FOR_TRUNK_2

{ TRUNK_2)

v=0

o=userl 3962919125 3962919125 IN IP4 192.168.23.199
S=-

c=IN IP4 192.168.23.199

t=00

m=audio 8060 RTP/AVP 8 0 102

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

13 SDP 6yayT yaaneHsl BHe 3aBUCUMOCTU OT

( TRUNK_1 )

media profile He ucnonb3yeTtcs

v=0

o=userl 3962919766 3962919766 IN IP4 192.168.23.199
S=-

c=IN IP4 192.168.23.199

t=00

m=audio 8066 RTP/AVP 8 0 102

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

media profile FOR_TRUNK_2

{ TRUNK_2)

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
S=-

t=00

c=IN IP4 192.168.23.200

m=audio 10000 RTP/AVP 8 0 102

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

m=video 10000 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

2. 3anpeTuTb Ucnonb3oBaHue kogekoB G729 n G726 ana tpaHka TRUNK_1.

vesbc# configure
vesbc(config)# esbc

#Co3gaTb meananpodunb Ans TpaHka TRUNK_1
vesbc(config-esbc)# media profile FOR_TR

#3anpeTuTb MCNONb30BaHMWe KOAEKOB G729 u

UNK_1

G726:

vesbc(config-esbc-media-profile)# no codec allow G729/

vesbc(config-esbc-media-profile)# no codec allow G72

vesbc(config-esbc-media-profile)# exit

#MNpuBs3aTb Meananpodunb K TpPaHKy:
vesbc(config-esbc)# trunk sip TRUNK_1

vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_1

vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm
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B pesynbTaTe KoHhurypauua megmnanpodunsa 6yaet BbirnageTsb criedyrowmm o6pasom:

media profile FOR_TRUNK_1
codec allow AMR
codec allow CLEARMODE
codec allow CN
codec allow G722/ 9
codec allow G728 15
codec allow GSM 3
codec allow H26
codec allow H261 31
codec allow H263 34
codec allow ILBC
codec allow L16/44100 11
codec allow L16/44100/2 10
codec allow OPUS
codec allow PCMA 8
codec allow PCMU 0
codec allow SPEEX
codec allow T38 t38
codec allow VP
codec allow telephone-event
exit

( TRUNK_1 ) ( )
& ( EsBC )} { TRUNK_2)

media profile FOR_TRUNK_1 media profile He ucnonb3yetcs

SDP Offerl SDP Offer2

v=0 v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200 o=userl 3962922755 3962922755 IN IP4 192.168.23.199
5=- 5=-

t=00 c=IN IP4 192.168.23.199

c=IN IP4 192.168.23.200 t=00

m=audio 10000 RTP/AVP 18 8 0 102

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

m=video 10002 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

m=audio 8096 RTP/AVP 8 0

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

m=video 8098 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

SDP Answerl SDP Answer2
v=0 v=0
o=userl 3962922755 3962922757 IN IP4 192.168.23.199 g;}‘serl 77755765 7773687637 IN 1P4 192.168.23.200
S=.
= t=00
f;c';Nom 19216523193 c=IN IP4 192.168.23.200

m=audio 8092 RTP/AVP 8
a=rtpmap:8 PCMA/8000
m=video 0 RTP/AVP 96

m=audio 10006 RTP/AVP 8 0
a=rtpmap:8 PCMA/8000
a=rtpmap:0 PCMU/8000

B gaHHom npumepe B TpaHk TRUNK_1 npuxoguT INVITE ¢ SDP Offer1, B koTopom Hanbosiee npuopuTeTHbIM
Kopekom siBnsietcs G729, a Takke ykasaH kogek G726, Ho T. K. HacTpoiikamu meananpodmnsg FOR_TRUNK_1
[JaHHble Kofekn 3anpeLleHbl, To B TpaHk TRUNK_2 6yaeT otnpasneH SDP Offer2 6e3 gaHHbIx kogekos. UA
TRUNK_2 BbIGUpaeT B kayectse npuoputeTHoro kogek PCMA (SDP Answer?2), n B pe3ynbTate ESBC
otnpasnsieT B SDP Answer1 Han6onee npuoputeTHblii kogek n3 SDP Offer1 (kpome G729) — PCMA.
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3. PaspewnTb ncnonb3oBaHune kogeka QCELP ans o6oux TpaHkoB (B fOMOIHEHME K NAaTTepHaM no
YMOYaHUI0).

vesbc# configure
vesbc(config)# esbc

#Co3gaTb mMeaguanpodunb A8 UCNONb30BaHMA B 060MX TpaHKax:
vesbc(config-esbc)# media profile FOR_TRUNKS

#l06aBUTb naTTepH Ana Kopeka QCELP:
vesbc(config-esbc-media-profile)#codec allow QCELP
vesbc(config-esbc-media-profile)# exit

#NpuBAsaTb Meananpoduab K 060MM TpaHKam:
vesbc(config-esbc)# trunk sip TRUNK_1
vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNKS
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# trunk sip TRUNK_2
vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNKS
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# do commit

vesbc(config-esbc)# do confirm

B pesynbTate kKoHurypaums meavanpodpuns 6yaeT BbIrIa4eTb cneayowmmM o6pa3om:

media profile FOR_TRUNKS
codec allow AMR

codec allow CLEARMODE
codec allow CN

codec allow G72

codec allow G722/ 9

codec allow G728 15

codec allow G729/ 18
codec allow GSM 3

codec allow H26

codec allow H261 31

codec allow H263 34

codec allow ILBC

codec allow L16/44100 11
codec allow L16/44100/2 10
codec allow OPUS

codec allow PCMA 8

codec allow PCMU 0

codec allow QCELP

codec allow SPEEX

codec allow T38 t38

codec allow VP

codec allow telephone-event
exit
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'TRUNK_I} { ESBC }

media profile FOR_TRUNKS

SDP Offerl

v=0

o=userl 77755765 7773687637 IN |IP4 192.168.23.200
S=-

t=00

c=IN IP4 192.168.23.200

m=audio 10000 RTP/AVP 18 8 0 102 98

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

a=rtpmap:98 QCELP/8000

a=fm(tip:98 bin-format=1;octet-align=1

m=video 10002 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

t=00
m=audio 8016 RTP/AVP 98
a=rtpmap:98 QCELP/8000
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{ TRUNK_2)

media profile FOR_TRUNKS

SDP Ofter2

v=0

o=userl 3962928999 3962928999 IN IP4 192.168.23.199
S=-

C=IN0IP4 192.168.23.199

m=audio 8020 RTP/AVP 18 8 0 102 98

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

a=rtpmap:98 QCELP/8000

a=fmtp:98 bin-format=1;octet-align=1

m=video 8022 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

SDP Answerl SDP Answer2

v=0 v=0

o=userl 3962929000 3962929002 IN IP4 192.168.23.199 o=userl 77755765 7773687637 IN IP4 192.168.23.200
5=- s=-

c=IN IP4 192.168.23.199 t=00

c=IN IP4 192.168.23.200
m=audio 10004 RTP/AVP 98

a=rtpmap:98 QCELP/8000 .
a=fmtp:98 bin-format=1;octet-align=1

a=fmtp:98 bin-format=1;octet-align=1
m=video 0 RTP/AVP 96

B naHHom npumepe B TpaHk TRUNK_T npuxoauT INVITE ¢ SDP Offer1, B koTopom cogepxutcsa kogek QCELP, n
T. K. HacTpolikamn meamanpodunns FOR_TRUNKS aToT koaek pa3pelueH, To oH 6yaeT nepegaBaTbcs SDP
Offer2, otnpaBnsemsiin B TpaHk TRUNK_2. UA TRUNK_2 Bbi6upaeT kogek QCELP, n B pe3synbtaTe oH byzeT
cornacosaH B SDP Answer1.

4. PaspelunTb UCNonb3oBaHue TonbKo kogeka PCMA ans TRUNK_1.

vesbc# configure
vesbc(config)# esbc

#Co3gaTb meananpodunb Ans TpaHka TRUNK_1:
vesbc(config-esbc)# media profile FOR_TRUNK_1

#Y[anuTb BCe NaTTepHbl:

vesbc(config-esbc-media-profile)# no codec allow all

#[06aBUTb MaTTepH TONbKO ANs Kogeka PCMA:

vesbc(config-esbc-media-profile)# codec allow PCMA 8

vesbc(config-esbc-media-profile)# exit

#MNpuBsA3aTb Meananpodunb K TpPaHKy:
vesbc(config-esbc)# trunk sip TRUNK_1

vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_1

vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm
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B pesynbTaTe KoHhurypauua megmnanpodunsa 6yaet BbirnageTsb criedyrowmm o6pasom:

media profile FOR_TRUNK_1
codec allow PCMA 8
exit

( TRUNK_1)

media profile FOR_TRUNK_1

SDP Offerl

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
S=-

=00

c=IN IP4 192.168.23.200

m=audio 10000 RTP/AVP 18 8 0 102 98

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

a=rtpmap:98 QCELP/8000

a=fmtp:98 bin-format=1;octet-align=1

m=video 10002 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

SDP Answerl

v=0

o=userl 3962931323 3962931325 IN IP4 192.168.23.199
S=.

c=IN IP4 192.168.23.199

t=00

m=audio 8024 RTP/AVP 8

a=rtpmap:8 PCMA/8000

m=video 0 RTP/AVP 96

'| ESBC ',

{ TRUNK_2)

media profile

HE UCNosib3yeTca

SDP Offer2

v=0

o=userl 3962931322 3962931322 IN IP4 192.168.23.199

C=IN IP4 192.

t=00

m=audio 8026 RTP/AVP 8
a=rtpmap:8 PCMA/8000

168.23.199

SDP Answer2

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200

5=-
t=00

c=IN IP4 192.
m=audio 10002 RTP/AVP 8 0 97
a=rtpmap:8 PCMA/8000
a=rtpmap:0 PCMU/8000
a=rtpmap:97 G726-32/8000

168.23.200

B paHHom npumepe B TpaHk TRUNK_1 npuxogut INVITE ¢ SDP Offer1 ¢ Ha6opom kogekoB. T. K. HacTpolikamu
megmanpoduia FOR_TRUNK_1 3anpeweHbl Bce kogekn kpome PCMA, 1o B TpaHk TRUNK_2 6ypet otnpasneH

SDP Offer2, cogepxawmii Tonbko kogek PCMA.

9.10.2 TpaHckogupoBaHue

TpaHckogmMpoBaHMe — 3TO peasn3auns I'Ip606pa3OBaHVIFI MeanarnoToKoB, OCHOBaHHbIX Ha pa3HbIX KOAEeKaxX.

OTa peasninsauuns no3sosndeT:

* TMBKO CNPaBNSTLCS CO C/IOKHbIMU CETEBLIMU COEAUHEHNUSMM U LUMPOKUM CNIEKTPOM MeNaKOAEKOB;
* ONTUMU3UPOBATHL JOCTYMHYIO MOI0CY NPOMYCKAHUS, NPUHYANTENILHO UCMO/b3Ys Pa3/NUHbIE KOAEKM

cxXartus,

e HOpMann3oBaTb TpaduK B CETU NPEANPUATUS, UCNOSb3YS OJNH KOJEK;
e 3aK/0YaTh COMNALLEHNs 0 B3aMMoAeicTBUmM Mexay ceTamm VolP ans ncnonb3oBaHUs 0406peHHbIX

KOAEKOB.

ESBC npegocTaBrisieT peasnm3almio TPaHCKOMPOBaHWS Ha rpaHunLe CeT BMECTO UCMO/b30BaHUS PECYPCOB

ceT NpeanpuaTUs Ans Tex xe yHKLUWIA.
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Cnincok KOAEKOB, NnogaepXnBaeMbiX B peXxmme TpaHCKOANPOBaHNA:

Aypunokogeku

AMR
AMR-WB
G722
G7221-24
G7221-32
G7221C-24
G7221C-32
G7221C-48
G726-16
G726-24
G726-32
G726-40
G729

GSM

ILBC
L16-MONO
OPUS
PCMA
PCMU
SPEEX-NB
SPEEX-UWB
SPEEX-WB

Moanepxka KOAEKOB A5t TPAHCKOAMPOBaHMS OCYLLIECTB/ISETCA KOMaHAaMU:

codec {audio | video | image} {all | <CODEC>}
no codec {audio | video | image} {all | <CODEC>}

<CODEC> — Ha3BaHue KoAeka. YKa3blBaeTcsl U3 Crincka noaaepXkaHHbIX A1 TPaHCKOAMPOBaHNS KOAEKOB.

all — BknouaeT TpaHCKOAMPOBaHNE BCEX AOCTYMHbIX KOAEKOB 3a[]aHHOro TUna MeanaaaHHbIX.

KomaHga codec image B Tekyluei Bepcum MO He nogaepXuBaeTcs, JaHHast KOMaH4a aHalormyHa
komaHgae codec allow T38 t38.

OnucaHne BCeX KOMaH/ npuBeAeHo B pasaene HacTpolikvu Meavanpodisis cnpaBoyYHuka komaHg, CLI.

Bupgeokoaeku

H263-1998
H264

VP8

VP9
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Mopsaaok o6pa6oTku SDP ansa BbiGopa pexxuma padoTbi:

1. Offer SDP chunbTpyeTcs cornacHo pa3peLléHHbIM Kogekam Ha nneve A.

2. Offer SDP dounbTpyeTcsa cornacHo paspeLuéHHbIM KogekaM Ha nieve B.

3. Ecnu B megnanpodmne Ha nneyve A BK/IHOYEH TPAHCKOAWHT, U BO BXoaswem SDP npucyTcTByOT KOAEKM
13 cnrcka paspeLleHHbix, To B koHel, Offer SDP gobasnstoTca HegocTalowme KogeKn, TPaHCKOANHT
KOTOopbIX BktoveH B media profile Ha nneue B.

4. Answer SDP chunbTpyeTcs corfiacHo paspeLléHHbIM Kofgekam Ha nieye B.

5. B koHeL, Answer SDP fo6aBiatoTcs HefocTalolme KOAeKW, TPaHCKOAMHT KOTOPbIX BKIoYeH B media
profile Ha nneue A.

6. MNepepn otnpaskoint Answer SDP B nsieyo A NnponsBoAMTCSA cornacoBaHne KOAEKOB.

B pe3ynbTate TpaHCcKoAMPOBaHME BK/OHAETCS, EC/IM caMble NpuopuTeTHble Kogekn 3 Offer u Answer SDP Ha
[BYX njieyax He coBnagatoT. B Takom cnyyae B Answer SDP 6yaeT Bbi6paH Hanbonee NpuopuTeTHbIR KOAEK,
KoTopbIli 6611 nony4veH B Offer SDP, 1 onst KOTOPOro BK/IOYEHA NOAAEPXKKA TPAHCKOAMPOBAHUS B
Megmanpodousie Ha nieye A.

MHaue npu coBnageHnn npmoputeTHobix kogekos B Offer SDP u Answer SDP, 6yAeT ncnonb3oBaTbCs
NPOKCUpOBaHNE MeanafaHHbIX.

C uenblo cHmKeHusa Harpysku Ha ESBC, TpaHckoapoBaHve BKIoYaeTCsa TOMbKO B C/ly4yae, korga
NCNonb30BaTh NMPOKCMpOBaHMe MeavaTpadurka HEBO3MOXHO.

[N BKIOYEHNA TpaHCKOAMPOBaHMSA HEOGX0AMMO UCMONb30BaTb MeANanpouIn C BK/IOUEHHbIM
TpaHckogumpoBaHueM (codec audio/video) Ha 060Mx HanpaB/IEHUSIX.

Ecnun Ha 04HOM 13 HanpaB/IeHMIA He UCMO/b3yeTCa Meauanpodub (T. €. UCNONb3yeTcss Meamanpogusib No
YMOYaHUIo), UK B NPOCYU/IE HE HACTPOEHO HK oAHO Npasuno codec audio/video, To TpaHCcKoAMpPOBaHWE
OCYLLEeCTB/IATLCA He byaerT.
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B TpaHke TRUNK_1 ncnonesyetcsa megmanpodumis FOR_TRUNK_1, B koTOpoM paspeLueHsbl kogekn PCMA v
PCMU gnsa npokcupoBaHus, U He ykasaHbl KOAeKW, paspeLleHHble A8 TPpaHCKo4MPOBaHUS.

B TpaHke TRUNK_2 ncnonbsyetca megmanpocmns FOR_TRUNK_2, B koTopom Takxe kogekn PCMA n PCMU
paspeLueHbl ANna NpokcupoBaHus, U kogek G729 paspelleH 4nas TpaHCKoANPOBaHMUS.

B SDP Offer1, nonyueHHom ¢ TpaHka TRUNK_T, yka3aHbl kogekun PCMA n PCMU, u T. K. B Meguanpodune
FOR_TRUNK_1 oTCyTCTBYIOT KOAEKM, pa3peLLeHHbIe A5 TpaHckoanpoBaHus, B SDP Offer2, kotopeiii 6yaeT
otnpasneH B TRUNK_2, kogek G729 He 6yaeT nobaeneH. CoOTBETCTBEHHO Npu Bbi3oBax U3 TRUNK_1 B
TRUNK_2 (1 B 06paTHOM Hanpas/ieHUI) BO3MOXHO TO/IbKO MPOKCMPOBaHME MeanafaHHbIX.

{ ESBC }

( TRUNK_1 )

media profile FOR_TRUNK_1

SDP Offerl

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
s=-

t=00

c=IN IP4 192.168.23.200

m=audio 10000 RTP/AVP 18 8 0 102 98

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:102 G726-32/8000

a=rtpmap:98 QCELP/8000

a=fmtp:98 bin-format=1;octet-align=1

m=video 10002 RTP/AVP 96

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=42e01f

SDP Answerl

v=0

o=userl 3962931323 3962931325 IN IP4 192.168.23.199
S=-

c=IN IP4 192.168.23.199

t=00

m=audio 8024 RTP/AVP 8

a=rtpmap:8 PCMA/8000

m=video 0 RTP/AVP 96

L )

{ TRUNK_2)

media profile He ncnonb3syetcsa

SDP Offer2

v=0
o=userl 3962931322 3962931322 IN IP4 192.168.23.199

5=-
c=IN IP4 192.168.23.199
=00

m=audio 8026 RTP/AVP 8
a=rtpmap:8 PCMA/8000

SDP Answer2

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
S=-

=00

c=IN IP4 192.168.23.200

m=audio 10002 RTP/AVP 8 0 97

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:97 G726-32/8000

Ecnn B Megnanpodmnie He CoAepXMTCS HU OQHOTO naTTepHa A/1s NPOKCUPOBaHMSA KOAEKOB, a yKa3aHbl TO/IbKO
KOAEKW, AOCTYMHbIE ANS TPAHCKOAMPOBaHMS, TO NPU HA/IMYUK OAMHAKOBbIX KOAEKOB B MeaManpodunsx,
MCMONb3yEMbIX Ha BXOASLLEM M UCXOAALLEM HanpaBfieHusix, MeanagaHHble 6yayT nepefaBaTbCa B pexumme

NPOKCMPOBAHUSI.

T. 0. BK/IHOUEHME NOAAEPXKM TPAHCKOANPOBaHMS Ans koaekoB komaHaamu codec {audio | video | image} {all |
<CODEC>} He o3HauaeT, uTo nepeaaBaemsblie yepe3 ESBC meanagaHHble Bceraa 6yayT TpaHCKOANPOBATLCS.
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( TRUNK_1 )}

[Npumep:

[na tpaHkoB TRUNK_1 n TRUNK_2 ncnonb3yetcsa ogunH u ToT e meguanpoduns FOR_TRUNKS, B koTopom
ykasaH TonbKo kogek PCMA, pa3peLueHHbIil 418 TpaHCKOAUMPOBaHWSA, U OTCYTCTBYIOT NaTTepHbl KOAEKOB A/15
NPOKCUPOBAaHUA.

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

B SDP Offer1, nonyueHHom ¢ TpaHka TRUNK_T, yka3aHbl koaekun PCMA n PCMU, u T. K. B Meguanpodune
FOR_TRUNKS He yka3aH kogek PCMU (Hu gnsi NpokcupoBaHusi, HU 411 TpaHckogmpoBaxust), To B SDP Offer2,
KoTopbIn 6yaeT otnpasneH B TRUNK_2, kogek PCMU He 6yaeT gob6asneH. Mpu nonyyeHun SDP Answer2
npouncxoaut cornacosaHne kogeka PCMA, n B TRUNK_T 6yget otnpasneH SDP Answer1 ¢ kogekom PCMA.
Mpun aToM MeanagaHHble 6yayT nepefaBaTbCA B PpeXxnme NpoKCMpoBaHus, T. K. Haubosiee NpuopuTeTHbIe
kopeku B SDP Offer n SDP Answer coBnagator.

 TIiia )

exit

media profile FOR_TRUNKS
codec audio PCMA

SDP Offerl

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
S=-

t=00

c=IN IP4 192.168.23.200

m=audio 10000 RTP/AVP 18 8 0

a=rtpmap:8 PCMA/8000

a=rtpmap:0 PCMU/8000

SDP Offer2

v=0

o=userl 3962931322 3962931322 IN IP4 192.168.23.199
S:.

c=IN IP4 192.168.23.199

=00

m=audio 8026 RTP/AVP 8

a=rtpmap:8 PCMA/8000

SDP Answerl

v=0

o=userl 3962931323 3962931325 IN IP4 192.168.23.199
S=-

c=IN IP4 192.168.23.199

t=00

m=audio 8024 RTP/AVP 8

a=rtpmap:8 PCMA/8000

SDP Answer2

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200
S=-

t=00

c=IN IP4 192.168.23.200

m=audio 10002 RTP/AVP 8
a=rtpmap:8 PCMA/8000

{ TRUNK_2)

165



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Mpumepbl UcNoNb30BaHUA Meguanpoduiein Ana ynpaB/ieHUsi KOAEKaMU B peXxume
TpaHCKoAUPOBaHUA

1. HacTpouTb TONLKO pexnm TpaHckoamposaHusa kogekos PCMA <--—-> PCMU mexay Hanpas/ieHUsMU.

vesbc# configure
vesbc(config)# esbc

#Co3gaTb meananpodunb Ans TpaHka TRUNK_1:
vesbc(config-esbc)# media profile FOR_TRUNK_1

#3anpeTUTb KCMNONb30BaHMe BCEX KOAEKOB B pexume MPOKCUpPOBAHUS :
vesbc(config-esbc-media-profile)# no codec allow all

#BKMOUYNTb MOAAEPXKY Kogeka PCMA B pexume TpPaHCKOAMPOBAHMUS :
vesbc(config-esbc-media-profile)# codec audio PCMA
vesbc(config-esbc-media-profile)# exit

#MpuBs3aTb Meananpodunb K TpaHKy TRUNK_1:
vesbc(config-esbc)# trunk sip TRUNK_1
vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_1
vesbc(config-esbc-trunk-sip)# exit

#Co3gaTb meananpodunb Ans TpaHka TRUNK_2:
vesbc(config-esbc)# media profile FOR_TRUNK_2

#3anpeTuUTb KUCMNONb30BaHME BCEX KOAEKOB B pexume MPOKCUpPOBAHUS :
vesbc(config-esbc-media-profile)# no codec allow all

#BKMOUYNTb MOAAEPXKY Kodeka PCMU B pexume TpPaHCKOAWPOBAHMUS :
vesbc(config-esbc-media-profile)# codec audio PCMU
vesbc(config-esbc-media-profile)# exit

#MpuBs3aTb Meagnanpodunb K TpaHKy TRUNK_2:
vesbc(config-esbc)# trunk sip TRUNK_2
vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_2
vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm

B pesynbTate KoHdurypauus meavanpoduneit 6yaeT BuirisaeTb crieayowyMm 06pa3om:

media profile FOR_TRUNK_1
codec audio PCMA

exit

media profile FOR_TRUNK_2
codec audio PCMU

exit
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B SDP Offer1, nonyueHHom ¢ TpaHka TRUNK_T, yka3aH kogek PCMA, u T. k. B megnanpodgune FOR_TRUNK_2
ykasaH Tonbko kogaek PCMU gnsa TpaHckoampoBaHus, B SDP Offer2, kotopelii 6yaeT otnpaeneH B TRUNK_2,
kogek PCMA 6yaeT 3ameHeH Ha PCMU. CooTtBeTcTBeHHO npu BbizoBax M3 TRUNK_1 B TRUNK_2 (1 B
o6paTHOM Hanpas/ieHVM) BO3MOXHO TO/IbKO TPaHCKOAUPOBaHUE MeanaaHHbIX.

' TRUNK_1 ! { } o ’
! { ESBC TRUNK_2

media profile FOR_TRUNK_1 media profile FOR_TRUNK_2
SDP Offer2
SDP Offerl
v=0 v=0
o=userl 77755765 7773687637 IN IP4 192.168.23.200 o=userl 3962931322 3962931322 IN IP4 192.168.23.199
S=- s=-
t=00 c=IN IP4 192.168.23.199
c=IN IP4 192.168.23.200 t=00
m=audio 10000 RTP/AVP 8 m=audio 8026 RTP/AVP 0
a=rtpmap:8 PCMA/8000 a=rtpmap:0 PCMU/8000
SDP Answer2
SDP Answerl v=0
v=0 o=userl 77755765 7773687637 IN IP4 192.168.23.200
o=userl 3962931323 3962931325 IN IP4 192.168.23.199 ts==(-) 0
- c=IN IP4 192.168.23.200
£l 1P4:192:164.23.199 m=audio 10002 RTP/AVP 0
m=audio 8024 RTP/AVP 8 a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000

Ecnn B SDP Offer1, nonyuyeHHom ¢ TpaHka TRUNK_1, 6yayT yka3aHbl ntobble kogekn kpome PCMA, To BbI30B
He 6yayT yctaHoBneH, ESBC otnpasut Ha INVITE oTBeT 488.
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2. icnonb3oBaHre Meauanpoduneld ons npokCUpPOBaHMsA U TPAHCKOAMPOBAHNA ayanoaaHHbIX.

[na tpaHkoB TRUNK_1 n TRUNK_2 ncnonb3yroTca meguanpodounsiu, no3sosoLme npoKcMpoBaTh BCE KOAEKN

1 TpaHckoguposaTb ayamno G722 <—-> G729 n GSM <> G729.

HacTpoiika megnanpoduneii:

vesbc# configure
vesbc(config)# esbc

#Co3gaTb megnanpodunb gnsa TpaHka TRUNK_1:
vesbc(config-esbc)# media profile FOR_TRUNK_1

#BKIOUNTbL MOALEPXKY KOAEKOB G722 M GSM B pexume TpPaHCKOAMPOBAHUS :

vesbc(config-esbc-media-profile)# codec audio G722
vesbc(config-esbc-media-profile)# codec audio GSM
vesbc(config-esbc-media-profile)# exit

#NpuBAsaTb Meananpodunb K TpaHKy TRUNK_1:
vesbc(config-esbc)# trunk sip TRUNK_1
vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_1
vesbc(config-esbc-trunk-sip)# exit

#Co3gaTb megnanpodunb gnsa TpaHka TRUNK_2:
vesbc(config-esbc)# media profile FOR_TRUNK_2

#BKNOUNTL NogaepxKy Kogeka G729 B pexume TpPaHCKOAMPOBAHMUA:

vesbc(config-esbc-media-profile)# codec audio G729
vesbc(config-esbc-media-profile)# exit

#NpuBAsaTb Meananpodunb K TpaHKy TRUNK_2:
vesbc(config-esbc)# trunk sip TRUNK_2
vesbc(config-esbc-trunk-sip)# media profile FOR_TRUNK_2
vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm
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B pe3ynbTate KoHUrypaums Meavanpodouneii 6yaeT BbirisaeTb cneaytoLmMm 06pa3om:

media profile FOR_TRUNK_1

codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
exit

audio
audio
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

media profile

codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
exit

audio
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

GSM

G722

AMR
CLEARMODE

CN

G72

G722/ 9

G728 15
G729/ 18

GSM 3

H26

H261 31

H263 34

ILBC
L16/44100 11
L16/44100/2 10
OPUS

PCMA 8

PCMU ©

SPEEX

T38 t38

VP
telephone-event

FOR_TRUNK_2
G729

AMR
CLEARMODE
CN

G72

G722/ 9
G728 15
G729/ 18
GSM 3

H26

H261 31
H263 34
ILBC

L16/44100 11
L16/44100/2 10
OPUS

PCMA 8

PCMU ©

SPEEX

T38 t38

VP
telephone-event
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2.1 B SDP Offer1, nonyuyeHHom ¢ TpaHka TRUNK_1, ykazaHbl kogekn PCMA, PCMU, G726 n G722. T. k. B
meamanpodune FOR_TRUNK_1 ecTb kogek G722, pa3peLleHHblil ANns TpaHckoaupoBaHus, To B SDP Offer2,
KoTopbli 6yaeTt otnpasneH B TRUNK_2, 6yaeT go6asneH kogek G729. OcTanbHble kogekn byayT
nepegasaTbcs n3 SDP Offer1 B SDP Offer2, T. k. Ha 060Mx MeananponAxX HACTPOEHbI NATTEPHDbI,
paspeLuatoLLme npokcmpoBaHme aTnx kogekos. B SDP Answer2, nonydeHHom n3 TRUNK_2, ykaszaH Kogek
PCMU. 2T1oT koaek 6yaeT cornacosaH ESBC B SDP Answer1. T. k. 3TOT Kogek 6bi21 B SDP Offer1, To 6yaet
BblGpaH pexumM NMpoKCUpoBaHUA MeanafaHHbIX.

( TRUNK_1) ( )
. ( EsBC )} { TRUNK_2)

media profile FOR_TRUNK_1 media profile FOR_TRUNK_2
SDP Offerl SDP Offer2
v=0
o=userl 77755765 7773687637 IN IP4 192.168.23.200 v=0
S5 3 o=userl 3963031942 3963031942 IN IP4 192.168.23.199
o S=-
c=IN IP4 192.168.23.200 c=IN IP4 192.168.23.199
m=audio 10000 RTP/AVP 8 0 97 9 t=00
a=rtpmap:8 PCMA/8000 m=audio 8122 RTP/AVP 8 0 97 9 18
a=rtpmap:0 PCMU/8000 a=rtpmap:8 PCMA/8000
a=rtpmap:97 G726-32/8000 a=rtpmap:0 PCMU/8000
a=rtpmap:9 G722/8000 a=rtpmap:97 G726-32/8000
a=rtpmap:9 G722/8000
a=rtpmap:18 G729/8000
SDP Answer2
SDP Answerl v=0
o=userl 77755765 7773687637 IN IP4 192.168.23.200
v=0 S=-
o=userl 3963031942 3963031944 IN IP4 192.168.23.199 t=00
5=- c=IN IP4 192.168.23.200
c=IN IP4 192.168.23.199 m=audio 10002 RTP/AVP 0
t=00 a=rtpmap:0 PCMU/8000
m=audio 8120 RTP/AVP 0O
a=rtpmap:0 PCMU/8000
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2.2 B SDP Offer1, nonyuyeHHom ¢ TpaHka TRUNK_1, ykasaHbl kogekn PCMA, PCMU, G726 n G722. T. k. B
meamanpodune FOR_TRUNK_1 ecTb kogek G722, pa3peLleHHblil ANns TpaHckoaupoBaHus, To B SDP Offer2,
KoTopbli 6yaeTt otnpasneH B TRUNK_2, 6yaeT go6asneH kogek G729. OcTanbHble kogekn byayT
nepegasaTbcs n3 SDP Offer1 B SDP Offer2, T. k. Ha 060Mx MeananponAxX HACTPOEHbI NATTEPHDbI,
paspeLuatoLme npokcmpoBaHme aTnx kogekos. B SDP Answer2, nonydyeHHom n3 TRUNK_2, ykasaH kogek G729.
T. K. aTOro Kogeka He 6b1110 B SDP Offer1, To 6yaeT cornacoBaH e AMHCTBEHHbI BO3MOXHbI KOAEK A5
TRUNK_T — G722. T. k. kogekn Ha nnedax TRUNK_T n TRUNK_2 oTnimuatoTcs, 6yaeT BKIOYEHO
TpaHcKoAMpoBaHne MmeamnagaHHbix G722 <—--> G729.

( TRUNK_1 ) ( )
% ( EsBC )} { TRUNK_2)

media profile FOR_TRUNK_1 media profile FOR_TRUNK_2
SDP Offerl SDP Offer2
v=0
o=userl 77755765 7773687637 IN IP4 192.168.23.200 v=0
5=- o=userl 3963034948 3963034948 IN IP4 192.168.23.199
t=00 s=2
c=IN IP4 192.168.23.200 c=IN IP4 192.168.23.199
m=audio 10000 RTP/AVP 8 0 97 9 t=0 %dio SR RPAVRRIGI0T O
a=rtpmap:8 PCMA/8000 =
e P00
a=rtpmap:97 G726-32/8000 = :
a=rtpmap:9 G722/8000 a=rtpmap:97 G726-32/8000

a=rtpmap:9 G722/8000
a=rtpmap:18 G729/8000

SDP Answer2
SDP Answerl —__
v=0 o=userl 77755765 7773687637 IN IP4 192.168.23.200
o=userl 3963034948 3963034950 IN IP4 192.168.23.199 tf(') o
S=- t
c=IN IP4 192.168.23.199 c=IN IP4 192.168.23.200
t=00 m=audio 10002 RTP/AVP 18
m=audio 8124 RTP/AVP 9 a=rtpmap:18 G729/8000

a=rtpmap:9 G722/8000
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2.3 B SDP Offer1, nonyuyeHHom ¢ TpaHka TRUNK_1, yka3zaHbl kogekn PCMA, PCMU, GSM, G726 n G722. T.k. B
megmanpodusie FOR_TRUNK_1 ecTtb kogekn G722 n GSM, paspeLueHHble oA TpaHckoamposaHus, To B SDP
Offer2, koTopblli 6yaeT otnpasneH B TRUNK_2, 6yaeT gobasneH kogek G729. OcTasibHble Kogeku 6yayT
nepegasaTbcs n3 SDP Offer1 B SDP Offer2, T. k. Ha 060Mx MeananponAxX HACTPOEHbI NATTEPHDbI,
paspeLuatoLme npokcmpoBaHme aTnx kogekos. B SDP Answer2, nonydyeHHom n3 TRUNK_2, ykasaH kogek G729.
T. K. aTOro Kogeka He 6b1110 B SDP Offer1, To 6yaeT cornacosaH Hanbonee npuopuTeTHbIN kogek aAnsa TRUNK_1
— GSM. T. k. kogekn Ha niiedax TRUNK_1 n TRUNK_2 oTnunyarotcs, 6y4eT BK/IHOYEHO TPAHCKOAMPOBaHe
MeamnagaHHbiXx GSM <> G729.

( TRUNK_1) ( )
5 ( EsBc ) (TRUNK_2)

media profile FOR_TRUNK_1 media profile FOR_TRUNK_2

SDP Offerl SDP Offer2

v=0

o=userl 77755765 7773687637 IN IP4 192.168.23.200 v=0

5=- o=userl 3963035354 3963035354 IN IP4 192.168.23.199

= 0 -

c=IN IP4 192.168.23.200 c=IN IP4 192.168.23.199

m=audio 10000 RTP/AVP 8 0 3 97 9 t=00

a=rtpmap:8 PCMA/8000 m=audio 8130 RTP/AVP 8 0 397 9 18

a=rtpmap:0 PCMU/8000 a=rtpmap:8 PCMA/8000

a=rtpmap:3 GSM/8000 a=rtpmap:0 PCMU/8000

a=rtpmap:97 G726-32/8000 a=rtpmap:3 GSM/8000

a=rtpmap:9 G722/8000 a=rtpmap:97 G726-32/8000
a=rtpmap:9 G722/8000
a=rtpmap:18 G729/8000
SDP Answer2

SDP Answerl 3

v=0 o=userl 77755765 7773687637 IN IP4 192.168.23.200

o=userl 3963035354 3963035356 IN IP4 192.168.23.199 ?fo 0

S=- —

c=IN IP4 192.168.23.199 c=INIP4 192.168.23.200

t=00 m=audio 10004 RTP/AVP 18

m=audio 8128 RTP/AVP 3 a=rtpmap:18 G729/8000

a=rtpmap:3 GSM/8000
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9.10.3 TaiimayT oxupaHua RTP-naketoB

®YHKUNS KOHTPO/ISI COCTOSAHNS Pa3roBOPHOroO TpakTa no Hannuumio RTP-Tpaduvka 0T BCTPEYHOro yCTponcTaa.
[aHHbIl MexaHn3M, a TakxKe OnvMcaHHble HKe MexaHU3Mbl MOTYT UCMNO/Ib30BaTLCA 4718 NpefoTBpaLLeHNs
3aB1CaHNS Pa3roBOPHbIX CECCUli B C/lydyae BO3HWKHOBEHUSA HEUCNPaBHOCTEN Ha ceTu nepefayn AaHHbIX. OHK
MOrYT UCMO/Ib30BaTLCS B AOMOJIHEHNE UK B KauecTBe asibTepHaTuBbl Taiivmepam SIP-ceccuii (RFC 4028).

KOHTpO/b OcyLLecTBNsAETCA cneayowmmMm 06pa3om: ecnin B TeYeHre 3a4aHHOro BpeMeHu OT BCTPEYHOro
YCTPOCTBa He nocTynaeT HU ogHoro RTP-nakeTa, TO BbI3OB 3aBepLUaeTcs.
Mo yMON4aHMO0 KOHTPO/1b BbIK/THOYEH.

Mpumep HacTpoiikn RTP-TalimayTa:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3paHne mepuanpoduna NEW_MEDIA_PROFILE:
vesbc(config-esbc)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

#BKNoyeHne Talimepa 1 MUH. B Meguanpoowune:
vesbc(config-esbc-media-profile)# rtp timeout 1
vesbc(config-esbc-media-profile)#

vesbc(config-esbc-media profile)# exit
vesbc(config-esbc)#

#Mpneazatb mMegmanpodunb K TpaHky NEW_TRUNK:
vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-trunk-sip)#

#MNpUMEHUTb U NOATBEPANTbL U3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Ecnn B BbI30BE, KOTOPLIN 6blN ycTaHoBAeH Yepe3 TpaHk NEW_TRUNK, B TeueHune 1 muHyTbl B ESBC He 6yayT
npuxoantb RTP-nakeTbl ¢ 10601 N3 CTOPOH, TO BbI30B OYAET NPUHYANTESNbHO 3aBEPLLUEH.

TaimayT oxugaHna RTP-naketoB nocne nonyvyeHmsa Comfort Noise

3Ta (hyHKUMA ABNSETCA [ONOSHEHMEM K (DYHKUMK "TaimayT oxugaHma RTP-nakeToB" ¢ y4eTOM KOHTPO/IA
COCTOSIHUA pa3roBopa no Hanmuno RTP-Tpadinka npu ncnonb3oBaHmmn naketoB Comfort Noise B RTP-noTtoke.

[aHHbIli TalimayT ABnseTcs MHOXUTeNnem ans rtp timeout. MHOXUTENb — 3TO KO3(MULMEHT, KOTOPbIN
onpegensieT, BO CKO/IbKO pa3 3HayeHne AaHHOro TarimayTa 60/blue, Yem TaliMayT oxugaHus RTP-nakeTos.
MprHMMaeT 3HavyeHnsa u3 gmanasoHa 2-30.

KOHTPO/b OCYLLECTBNSETCSA C/efyoWyiM 06pa3oM: eC/IM B TEUEHWE AAHHOTO BPEMEHU OT BCTPEYHOIO
YCTpOIiCTBa He NocTynaeT Hu ogHoro RTP-nakeTa n nocnegHwii naket 6611 naketom CN (Comfort Noise), To
BbI30B 3aBeplLUaeTcs.

Mo yMOSTYaHNIO MHOXWUTESIb HE YCTAHOBJIEH.
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CN-MHOXUTENb BYAET NCNOMb30BaTLCS, TO/IbKO €C/IM HACTPOEH TalimayT oxuaaHus RTP-nakeTos.

Mpumep HACTPOWKM MHOXUTENSA:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3paHne mepuanpoduns NEW_MEDIA_PROFILE:
vesbc(config-esbc)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

#BKMwYeHne TalimayTa oxugaHusa RTP-nakeToB B 1 MUHYTY:
vesbc(config-esbc-media-profile)# rtp timeout 1
vesbc(config-esbc-media-profile)#

#YCTaHOBUTb MHOXMUTENb TalkimayTa oxugaHusa RTP-nakeToB nocne nosnydeHua Comfort Noise:
vesbc(config-esbc-media-profile)# rtp timeout cn 5
vesbc(config-esbc-media-profile)#

vesbc(config-esbc-media profile)# exit
vesbc(config-esbc)#

#MpnBazatb mMegnanpodunb K TpaHky NEW_TRUNK:
vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-trunk-sip)#

#NPUMEHUTb W MNOATBEPAUTb WU3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Ecnn B BbI30BE, KOTOPLIN 6blN ycTaHoBAEH Yepe3 TpaHK NEW_TRUNK, B TeueHune 1 muHyTbl B ESBC He 6yayT
npuxoantb RTP-nakeTbl ¢ 10601 N3 CTOPOH, a nocneaHuii nakeT 6b1n naketom CN, To TainmayT oxungaHusa RTP-
nakeToB YBE/IMYNTCA B 5 pa3. Takum 06pa3om, ecin B TeyeHme 5 MUHYT ¢ MoMeHTa nonyyeHns CN-nakeTta He
noctynaet HU ogHoro RTP-nakeTa, TO BbI30B OyAeT NPUHYANTENIbHO 3aBEPLUEH.
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TaimayT oxugaHna RTCP-naketoB

®YHKUMS KOHTPO/ISE COCTOSAHUSA Pa3roBOPHOro TpakTa no Hannumio RTCP-Tpaduka OT BCTPEYHOro yCTPOMCTBa.
TaimayT npyHMMaeT 3HauyeHns 13 gnanasoHa 10—300 c. KOHTposib ocyLecTBASETCA cneayowmm obpasom:
€C/I1 B TeYeHue 3alaHHOro BpeMEeHN OT BCTPEYHOro yCTpoicTBa He nocTynaeTt HM ogHoro RTCP-nakeTa, TO
BbI30B 3aBepLuaeTcs.

Mo yMO/TYaHWI0 KOHTPO/1b BbIK/THOYEH.

Mpumep HacTpoiikn RTCP-TalimayTa:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3paHne mepuanpoduna NEW_MEDIA_PROFILE:
vesbc(config-esbc)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

#BKwyYeHne TalimayTa oxugaHus RTCP-nakeToB B 30 CeKYHA:
vesbc(config-esbc-media-profile)# rtcp timeout 30
vesbc(config-esbc-media-profile)#

vesbc(config-esbc-media profile)# exit
vesbc(config-esbc)#

#MpnBazatb mMegmanpodunb K TpaHky NEW_TRUNK:
vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-trunk-sip)#

#MNpUMEHNUTb U NOATBEPANTbL U3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Ecnn B BbI30BE, KOTOPLIN 6blN ycTaHoBAeH Yepe3 TpaHKk NEW_TRUNK, B TeueHune 30 cekyHa B ESBC He 6yayT
npuxoante RTCP-nakeTbl ¢ f110601i N3 CTOPOH, TO BbI30B OYAET NPUHYANTENIbHO 3aBEPLUEH.

PekomeHayeTca HacTpamBaTth TalimayTbl oxuagaHma RTP n RTCP-nakeToB COBMECTHO.

OtcyTtcTBme RTP-nakeToB He ABNSETCA ABHbIM NPU3HAKOM HEWUCMNPaBHOCTU Ha CeTU nepeayn gaHHbIX, T. K.
pa3roBOPHbI KaHasT MOXeT ObITb IeaKTMBMPOBAH BPEMEHHO KaKOR-iMb0o 13 CTOPOH, Hanpumep, Yepes
cornacosaHune SDP a=inactive. NMpn aTom nakeTbl RTCP 6yayT nepegaBartbCs CTOPOHAMM B 3TOM COCTOSIHUMN.

Mpwn ncnonb3oBaHmn Tonbko RTCP-TalimayTa, ESBC He aHanu3snpyet Hannune RTP-nakeTos, 1 B cnyyae, Koraa
CTOPOHbI He ncnonb3yT RTCP, ceccus 3aBeEPLLMTCS CNYCTs BPEMS, paBHOe TaimayTy oxunaaHms RTCP-
nakeTtoB. [103TOMy, €CNun 3apaHee HEU3BECTHO, MOAAEPXKMBAET N BCTpeyHasa ctopoHa RTCP, Heo6xoanumo
HaCTpOMTb He ToNbko RTCP, HO 1 RTP-TainmayT.
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Jloauka cosmecmHoli pa6ombl malivepos

Ecnn Bpems notepn RTP-nakeToB 60/bLue, Yem RTP-TaiimayT, To npoBepsieTca RTCP-TalimayT. Ecnv RTCP-
TailmayT He HacTpoeH unun Bpems oxugaHma RTCP-nakeToB NCTEK/O0, TO Ceccus 3aBepLuaeTcs, Havye ceccus
OoCTaHeTCs akTMBHOMW, Noka He nctedyét RTCP-tainmayT. Ecnu B aTo Bpems npuaét RTP-nakeT, To TarimayT
oxunganusa RTP nepesanyctutcs. Takum xe o6pa3om npoucxoaut nposepka RTP-TalimayTa, ecnv uctekaet
RTCP-tarimayT.

Mpumep coBmecTHOIT HacTpoiiku RTP n RTCP-TalimayTa:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaHne meguanpoouna NEW_MEDIA_PROFILE:
vesbc(config-esbc)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

#BKNw4yeHne TalhMmayTa oxmgaHusa RTP-nakeToB B 1 MUHYTY:
vesbc(config-esbc-media-profile)# rtp timeout 1
vesbc(config-esbc-media-profile)#

#BKnw4yeHne TalMmayTa oxmgaHua RTCP-nakeToB B 120 CeKyHpA:
vesbc(config-esbc-media-profile)# rtcp timeout 120
vesbc(config-esbc-media-profile)#

vesbc(config-esbc-media profile)# exit
vesbc(config-esbc)#

#MpuBazaTb meananpodunb K TpaHKy NEW_TRUNK:
vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)# media profile NEW_MEDIA_PROFILE
vesbc (config-esbc-trunk-sip)#

#IpUMEHNTL U MoATBEPAUTb U3MEHEeHUd:

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Ecnu B BbI30Be, KOTOPbIN ObI/1 ycTaHoB/eH Yepe3 TpaHk NEW_TRUNK, B TeueHne 1 MUHYTbI He 6yayT
npuxoantb RTP-nakeTbl, a TanmayT oxungaHus RTCP-nakeToB ewé He NCTEK, TO Ceccusl He 3aBepLunTCA. Takum
o6pa3om, coefnHeHne ByaeT noanepXmnBaTbCs, Noka BCTpeyHasa cTopoHa otnpasnset RTCP-naketsl. Ecnn 3a
370 Bpems npuaét RTP-nakeT, TalimayT oxmngaHma RTP-nakeToB nepesanyctutcs. MiHave, ecnv RTCP-nakeTbl
TaKke rnepecTtaHyT NpUXoAnTb, U HU OAMH RTP-nakeT Tak u He NOCTynuT, ceccusa 3asepunTtcs yepes 120
CeKyH[, ¢ MoMeHTa nocnegHero npuwedwero RTCP-nakeTa.
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9.10.4 /okanbHas o6pa6oTka RTCP

Onuua nokasbHoOW 06paboTkm no3sonseT ESBC camocToaTensHo reHepupoBatb RTCP-nakeTbl B ceccusx, rae
OZHO 13 n/iey He nogaepxunsaet RTCP.

Mo ymonuaHuio RTCP-nakeTbl He reHepupytoTcs, a RTCP-nakeTsl, nonyyeHHbIe Ha O4HOM U3 MN1ey BbI30Ba,
nepecbINIalTca Ha BTOPOE M/ievo. B pexunme nokasbHoin 06paboTtkn RTCP-nakeTbl reHepupyoTes 1
OTNpaBnATCA Ha 06a naeyva ceccun, a NoyyYeHHble NakeTbl 06padaTbiBatOTCA.

JNokanbHasn obpaboTka RTCP BkntovaeTcs, ecnm xoTa 6bl HA OAHOM Mieye NpuBsA3aH Meamanpodunsib C
BK/THOYEHHO onumel nokanbHOM 06paboTKK.

WuTepsan nocbinkn RTCP-nakeToB — 370 Nepuvoj BpeMeHU B CEKyHAaX, Yepes KOTOPbI yCTPONCTBO
oTnpaBnseT KOHTPO/IbHbIE NakeTbl N0 NpPoTokosy RTCP, npuHMMmaeT 3HaveHus B gnanasoHe 1-255 cekyHg. o
yMO4aHuo — 5 cek.

Mpumep HACTPOKMU NOKaNIbHOW 06pa6oTku RTCP:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3paHne mepuanpoduna NEW_MEDIA_PROFILE:
vesbc(config-esbc)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-media-profile)#

#BK/IlOYEHME ONUUM JIOKaNbHOW 06paboTKu RTCP:
vesbc(config-esbc-media-profile)# rtcp local enable
vesbc(config-esbc-media-profile)#

#HacTpoilka nHTepsana nocbiku RTCP-nakeToB B 10 CeKYHA:
vesbc(config-esbc-media-profile)# rtcp local interval 10
vesbc(config-esbc-media-profile)#

vesbc(config-esbc-media profile)# exit
vesbc(config-esbc)#

#MpnBazatb mMegmanpodunb K TpaHky NEW_TRUNK:
vesbc(config-esbc)# trunk sip NEW_TRUNK
vesbc(config-esbc-trunk-sip)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-trunk-sip)#

#MNpUMEHUTb U NOATBEPAUTbL U3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Bo Bpems BbI30Ba, KOTOPbI Obi/1 ycTaHoBNEH Yepe3 NEW_TRUNK, kaxapble 10 cekyHg RTCP-nakeTbl 6yayT
reHepmpoBaTtbCs K oTnpaBnATbLCA B CTOPOHY TpaHka NEW_TRUNK, nHtepsan otnpasku RTCP-nakeToB Ha
Apyroe nne4yo 6yaet 3aBUceTb OT HACTPOEK Meamnanpodusia y aTOro HarnpaseHns, ecnn megmanpounsib He
YyCTaHOBJIEH, TO BYAET UCMO/Ib30BaH UHTEPBaU1 N0 YMOIYAHUIO — 5 CEeKYHA,
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9.10.5 SRTP

SRTP (Secure Real-time Transport Protocol) — aTo pacwvpeHHas Bepcusi npotokona RTP ¢ Ha6opom
3alMTHBLIX MexaHn3moB. MpoTokon 6bin onybnvkosaH opraHusaumein IETF B ctaHgapte RFC 3711. SRTP
obecneumBaeT KOHPUAEHUNANBLHOCTL 3a cyeT WwudposaHna RTP-Harpysku. nsa wudpoBaHua Meamanortoka
SRTP ctaHgapTusnpyeT NCnosib30BaHne TOIbKO eANHCTBEHHOrO Wwindpa — AES, KOTOpbI MOXeT
NCMNOJIb30BATLCA B ABYX peXUmax:

e CerMmeHTUPOBaHHbIN LeNOYMUCNEHHbIN CYETUMK — TUMUYHBIA PEXNM, KOTOPbIM OCYLLEeCcTBNAEeT
NPOW3BO/IbHbIA AOCTYN K /II06bIM 6/10KaMm, YTO ABMSETCA CyLeCcTBEHHbIM A8 Tpaduka RTP,
nepegatoLerocs B Ny6/IMYHbIX CETAX C HENpeackasyemMbIM YPOBHEM HAAEXHOCTU 1 BO3MOXHOW noTepei
nakeToB. Ho cTaHAapT ansa wudpoaHnsa gaHHbiX RTP — To/1bKO 06blYHOE LeNovmcieHHoe 3HaYeHne
cuétumka. AES, paboTtaloLnii B 3TOM pexume, ABASETCA alfOPUTMOM LUMAIPOBAHUA MO YMOIYaHUIO, C
ANVHONM WnbpoBasibHOTO Koya B 128 6UT 1 K1K0HOM ceccun aIMHoM B 112 6uT.

e f8-pexum — BapuaHT pexrmMa cnocoba 06paTHol CBA3M, PaCLUMPEHHOT0, YTOObI 6bITb AOCTYMHbLIM C
N3MEHEHHON (hyHKUMEN nHuumanusaunmn. 3Ha4yeH1s no yMos14aHuio A1s LWmdpoBasibHOro Koya 1
KNroya ceccum — 10 Xe, 4To U B AES B pexnme, onncaHHOM BblLLe.

SRTP ncnonb3yeT (PyHKLMIO (hOpMUPOBaHNS K/TloUa AN CO34aHMA KoYein Ha OCHOBe MacTep-K/tya.
MpOTOKON yNpaBneHns KNvamy co34aeT BCe K/UM B CECCMM C NOMOLLbIO MacTep-ktoya. 3a cYeT Toro, YTo 'y
Ka)X[0l ceccumn CBOW YHUKasbHbIA KoY, BCe ceccum 3almieHsl. MoaTomy, ecnmn ogHa ceccus obina
CKOMMNPOMETUPOBaHa, TO OCTasIbHble MO-NPEXHEMY NOJ 3aLUTOMN.

B kOHurypaumm 4ocTynHbl 2 MeToga obMeHa Kitoyamu:

« DTLS-SRTP (RFC 5763)
« SDES (RFC 4568)

n 3 pexnma ucrnosb3osaHna SRTP:

e disable — SRTP 3anpeLyéH,;

e optional — SRTP He o6s13aTeneH, HO KUK 6yayT noactasneHsl B offer SDP BToporo nneva 6e3
n3MeHeHusa npodunnsa TpaHcnopTa B meauacekumn SDP;

e mandatory — SRTP o6s13aTeneH, npoduab TpaHcnopTta B megunacekumm SDP 6yaet n3sMeHEH Ha
CcoOoTBeTCTBYHOLWMIA Npodnnb SRTP.

Ecnu BbiGpaH pexvm mandatory 1 BkoveHbl 06a MeToa, To Ha BTOpOM nieye 6yaeT BolopaH DTLS-SRTP,
Kak 6051ee NpuopPUTETHBIA.

Mo ymonuaHuio nogaepxka SRTP BbikioveHa.

Mo ymonuaHuio npu ucnosb3osaHun DTLS-SRTP ucnone3yotca ceptudukarthbl, CreHepUpoOBaHHble
aBTomMaTuyecku. 111 NCnosib30BaHNA CepTUMKATOB, 3arpyXXeHHbIX Nosib3oBaresieM, He06Xo4nMO B
mMegmnanpodune ykasatb KpUNTonpoguib C HE06X0AUMbIMU cepTUdInKaTamMmmn KomaHaom crypto profile.
Moapo6Hoe onucaHne KpunTonpogunen NnpMBeaeHo B pasgene HacTtpoiika Kpuntonpoguie.

Mpumep ncnonb3zosaHust SRTP

[ TRUNK_IN ]—)[ ESBC ]—)[ TRUNK_OUT ]

B kOHurypaumm ectb ABa TpaHka, HacTpoeHa MapLlpyTusaums. Boi3os, KoTopblid npuxoamT n3 TRUNKLIN,
yxogut B TRUNK_OUT. Ha TRUNK_OUT Bkntouyaem obsa3atenibHoe ncnosns3osaHme SRTP ¢ meTogom o6meHa
kntoyamu — SDES.

Cxema:
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3paHne mepuanpoduna NEW_MEDIA_PROFILE:
vesbc(config-esbc)# media profile NEW_MEDIA_PROFILE
vesbc(config-esbc-media profile)#

#HacTpoika SRTP (BKM4YMAM 06A3aTeNbHLIA pPexum MCMnonb30BaHUs, MeToh obmeHa Kawdamm — SDES) :

vesbc(config-esbc-media-profile)# srtp keying
dtls-srtp Enable DTLS-SRTP keying method
sdes Enable SDES keying method

vesbc(config-esbc-media-profile)# srtp keying sdes
vesbc(config-esbc-media-profile)# srtp mode
disable SRTP 1is disabled
mandatory SRTP 1is mandatory
optional SRTP 1is optional

vesbc(config-esbc-media-profile)# srtp mode mandatory
vesbc(config-esbc-media-profile)#

vesbc(config-esbc-media-profile)# exit
vesbc (config-esbc) #

#NpuBa3aTb meananpodunb K TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# media profile NEW_MEDIA_PROFILE
vesbc (config-esbc-trunk-sip)#

#NpUMEHNTb M MNOATBEPANTb W3MEHEHUS :
vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash.

will be reverted in 600 seconds.
vesbc(config-esbc-trunk-sip)# do confirm
Configuration has been confirmed. Commit timer canceled.

Commit timer started, changes
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C TRUNK_IN npuxogut INVITE c SDP offer:

Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (o): 100 61 74 IN IP4 10.25.72.54
Session Name (s): Talk
Connection Information (c): IN IP4 10.25.72.54
Time Description, active time (t): 0 0
Session Attribute (a): rtcp-xr:rcvr-rtt=all:10000 stat-summary=loss,dup,jitt,TTL voip-

metrics

Session Attribute (a): record:off
Media Description, name and address (m): audio 7078 RTP/AVP 96 97 98 0 8 18 101 99 100

Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute

(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):

rtpmap:96 opus/48000/2

fmtp:96 useinbandfec=1
rtpmap:97 speex/16000

fmtp:97 vbr=on

rtpmap:98 speex/8000

fmtp:98 vbr=on

fmtp:18 annexb=yes

rtpmap:101 telephone-event/48000
rtpmap:99 telephone-event/16000
rtpmap:100 telephone-event/8000
rtcp-fb:x trr-int 5000
rtcp-fb:x ccm tmmbr

[Generated Call-ID: 10XaoKkgav]
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Ha BTopoe nneyo (TRUNK_OUT) nepecbinaem SDP offer ¢ kntouamu:

Session Description Protocol
Session Description Protocol Version (v): 0

Owner/Creator, Session Id (o): 100 3932018917 3932018917 IN IP4 192.168.23.199

Session Name (s): Talk
Connection Information (c): IN IP4 192.168.23.199
Time Description, active time (t): 0 0

Session Attribute (a):

metrics

Session Attribute (a): record:off

Media Description, name and address (m): audio 8064 RTP/SAVP 96 97 98 0 8 18 101 99 100
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):
(a):

Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute
Media Attribute

rtpmap:96 opus/48000/2

fmtp:96 useinbandfec=1

rtpmap:97 speex/16000

fmtp:97 vbr=on

rtpmap:98 speex/8000

fmtp:98 vbr=on

fmtp:18 annexb=yes

rtpmap:101 telephone-event/48000
rtpmap:99 telephone-event/16000
rtpmap:100 telephone-event/8000
rtcp-fb:x trr-int 5000

rtcp-fb:x ccm tmmbr

crypto:1 AES_256_CM_HMAC_SHA1_80

rtcp-xr:rcvr-rtt=all:10000 stat-summary=loss,dup,jitt,TTL voip-

inline:FGdOolKfB1lrQzUIedHcIqs9uauWEnUbgxXpop9PaIldPIHVNO/vdb7JJIHRLBLwW==

Media Attribute (a): crypto:2 AES_256_CM_HMAC_SHA1l_32

inline:Galc9UfOgBFNmr3ICc3Fiuc3HgEX1j+pldRw85LavzjWR1sGZUr1nsLQjfaTQA==
Media Attribute (a): crypto:3 AES_CM_128_HMAC_SHA1_80 inline:jEjWFKpqdfed94g/

ddSjj1i08dEWQALtTI75HX3

Media Attribute (a): crypto:4 AES_CM_128_HMAC_SHA1_32 dinline:uFYI2UDA/

+woJJIY4fWljfoxRROFfXNtEO81bBnHJ
[Generated Call-ID: 503d40e930910767a2dd95f88b483189]

9.10.6 KoHTponb uctouHuka RTP

KoHTponb nctoyHmka RTP no3sonseTt npuHumMmatb megnaTtpadmk Tonbko ¢ IP-agpeca v nopTa, ykaszaHHOro B
SDP BCTpeYHOI CTOPOHBI, MOBbILLIAs 6€30MacHOCTb B3auMOAENCTBUSA NpY NCNONb30BaHUM NYyBANUHON ceTu

nepefayvn AaHHbIX.

BkitoueHne/BbIKIHOYEHNE peXnMa OCyLLECTBASETCSA KOMaHgamu rtp source-verification v no rtp source-
verification cooTBeTCTBEHHO. MpKn OTKIOUYEHHON npoBepke IP-aapec n nopT nctouyHnka RTP He npoBepsieTcs.

Mo ymMonyaHuo onuus BKOUEHa.

Mpwn ncnonb3oBaHum onuun "KoHTposib CToYHUKA RTP" coBMeCTHO ¢ BK/OYEHHON onuueit "nat
comedia" B TpaHke UM aboHeHTCKOM MHTepdelice, RTP-Tpadmk 6yaeT nepeaaBaTbca Ha IP-agpec

MopT 13 BXOAALLEro noToka.
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9.10.7 Moppepxka RFC5168 (PFU)

Picture Fast Update (PFU) — 3To MexaH13m 6bICTPOro BOCCTAHOB/IEHUS! BUAEON306paKeHMs 3a cUeT
06HOB/IEHMSA NOBPEXAEHHbIX KaApOB, 06ecneumBas MMHMa/bHbIE 3a4ePXKM U CTabU/IbHOE Ka4ecTBO BUAEO
[laxe nNpu noTepe nakeTos.

Onuua paboTtaeT TO/IbKO A1 BbI30BOB C TPAHCKOAMPOBaHMEM BUAEO, NP MPOKCUPOBaHUN
nonyyeHHole coobweHus INFO nepeckiialotca Ha gpyroe nseyo.

BkntoueHne/BbIKOYEHNE peXMMa ocyLecTBAseTcs komaHgamu rfc5168 enable v no rfc5168 enable
COOTBETCTBEHHO.
Mo ymonyaHuto onums BbIK/HOYEHA.

Mpwu BbIKHOYEHHONM nogaepxke n nonyyveHumn INFO ¢ XML, B kotopom ecTb PFU, ESBC otnpasnsieT oteseT 200
OK 1 INFO c SDP, B koTopom cogepxutcs "Unsupported picture fast update”.

Mpumepsbl

1. Mpn npokcuposaHuu BUAEO N nosydyeHun coobueHums INFO ¢ XML, B kotopom ecTb PFU, ESBC
nepepaet coo6weHune INFO Ha BTOpoe nne4vo

[ TRUNK_IN ]—————————)[ ESBC ]—————————)[ TRUNK_OUT ]

B koHourypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusaumsa. Ha o6omx TpaHkax Ucnonb3yeTcs OA4uH
Buaeokoaek (Hanpumep, VP8). Bbi3oB, koTopblii npuxoaut n3 TRUNK_IN, MapLupyTuavpyeTcsi uepes
TRUNK_OUT.

C TRUNKL_IN npuxoant coobuieHmne INFO ¢ XML.:

Cxema:

eXtensible Markup Language
<?xml
version="1.0"
encoding="utf-8"
7>
<media_control>
<vc_primitive>
<to_encoder>
<picture_fast_update/>
</to_encoder>
</vc_primitive>
</media_control>
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T. K. ucnonb3yeTcs npokcmposBaHue Buaeo, ESBC npokuabiBaeT coobuieHne INFO Ha BTopoe nneyo (B
TRUNK_OUT):

eXtensible Markup Language
<?xml
version="1.0"
encoding="utf-8"
72>
<media_control>
<vc_primitive>
<to_encoder>
<picture_fast_update/>
</to_encoder>
</vc_primitive>
</media_control>

BctpeuHas ctopoHa (TRUNK_OUT) oTteeuvaet, noaaepxusaeT v oHa INFO ¢ XML PFU vnm Her.

2. Noppepxka RFC5168 oTkntoueHa. Mpu TpaHCcKoAUpPOBaHUN BUAEO N nonyyeHun coobuieHus INFO c
XML, B koTopom ectb PFU, ESBC otBeTuT 200 OK 1 otnpaBut INFO c "Unsupported picture fast update” B

XML
[ TRUNK_IN }————————)[ ESBC }————————)[ TRUNK_OUT ]

Cxema:

B KOHchurypauumn ectb fBa TpaHka, HacTpoeHa MapLipyTusauus. Ha TpaHkax UCnosb3yTcsa pasHble
Buaeokoeku, T. e. ESBC paboTaeT B pexume TpaHckoampoBaHusi Buaeo (B npumepe TRUNK_IN ncnonbsyet
VP8, a TRUNK_OUT H264). Bbi3oB, koTopblii npuxoaut 13 TRUNK_IN, mapupyTtusunpyetcst yepe3 TRUNK_OUT.
Ha o6oux TpaHkax B HacTpolikax Meamanpoduns nogaepxka ncnosb3osaHnsa RFC5168 oTktodeHa.
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3gaTtb Meguanpodunb MEDIA_PROFILE_TRUNK_IN (no ymon4daHuto noggepxka rfc5168 OTK/YeHa) :
vesbc(config-esbc)# media profile MEDIA_PROFILE_TRUNK_IN
vesbc(config-esbc-media-profile)# codec video VP8

vesbc(config-esbc-media-profile)# no codec allow H26

vesbc(config-esbc-media-profile)# no codec allow H261 31
vesbc(config-esbc-media-profile)# no codec allow H263 34
vesbc(config-esbc-media-profile)# exit

vesbc(config-esbc) #

#Co3gaTtb mMeguanpodunb MEDIA_PROFILE_TRUNK_OUT (no ymonyaHuw nogpepxka rfc5168 oTKw4eHa) :
vesbc(config-esbc)# media profile MEDIA_PROFILE_TRUNK_OUT
vesbc(config-esbc-media-profile)# codec video H264

vesbc(config-esbc-media-profile)# no codec allow VP

vesbc(config-esbc-media-profile)# exit

vesbc(config-esbc) #

#MNpusAsaTb mMeananpodunb MEDIA_PROFILE_TRUNK_IN K TpaHKy TRUNK_IN:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# media profile MEDIA_PROFILE_TRUNK_IN
vesbc(config-esbc-trunk-sip)#

#MNpuBazatb mMeananpodunb MEDIA_PROFILE_TRUNK_OUT kK TpaHKy TRUNK_OUT:
vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# media profile MEDIA_PROFILE_TRUNK_OUT
vesbc(config-esbc-trunk-sip)#

#NpUMEHNTb M MNOATBEPANTb W3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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B TRUNKL_IN npuxogut coobueHne INFO ¢ XML:

eXtensible Markup Language
<?xml
version="1.0"
encoding="utf-8"
72>
<media_control>
<vc_primitive>
<to_encoder>
<picture_fast_update/>
</to_encoder>
</vc_primitive>
</media_control>

T. k. nogaepxka RFC5168 oTtkntoueHa, ESBC oteeTuT 200 OK 1 otnpasut coobeHue INFO ¢ XML, B koTopom
copepxutca "Unsupported picture fast update”:

eXtensible Markup Language
<?xml
version="1.0"
encoding="utf-8"
7>
<media_control>
<general_error>
Unsupported picture fast update
</general_error>
</media_control>

3. Noppepxka RFC5168 BkntoueHa. Mpu TpaHCcKogupoBaHUM BUAEO U noslydyeHun cooobuieHns INFO c
XML, B kotopom ecTb PFU, ESBC camocTofiTeNnbHO o6pabaTtbiBaeT coooueHue INFO

[ TRUNK_IN ]—————————)[ ESBC ]—————————)[ TRUNK_OUT ]

B koHdurypaumm ectb ABa TpaHka, HacTpoeHa MapLupyTusaums. Ha TpaHkax Ucnosb3yrTcs pasHble
Buaeokoaeku, T. e. ESBC pa6oTaeT B pexumMe TpaHckoaupoBaHus Buaeo (B npumepe TRUNK_IN ncnonbayet
VP8, a TRUNK_OUT H264). Bbi30B, koTopblii npuxoauT 13 TRUNK_IN, mapipytusmpyetcs uepes TRUNK_OUT.
Ha o6oux TpaHkax B HacTpolikax Megmanpodunsis ykasbiBaem, YTo Noaaepxka ncnonb3osaHms RFC5168
BK/IHOYEHa.

Cxema:
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vesbc#
vesbc# configure
vesbc(config)# esbc

#Co3paHne mepuanpoduns MEDIA_PROFILE_TRUNK_IN c BKJ/IOYEHHOW noanepxkoin RFC5168:
vesbc(config-esbc)# media profile MEDIA_PROFILE_TRUNK_IN
vesbc(config-esbc-media-profile)# codec video VP8
vesbc(config-esbc-media-profile)# no codec allow H26
vesbc(config-esbc-media-profile)# no codec allow H261 31
vesbc(config-esbc-media-profile)# no codec allow H263 34
vesbc(config-esbc-media-profile)# rfc5168 enable
vesbc(config-esbc-media-profile)# exit

vesbc(config-esbc)#

#Co3paHne mepuanpodunsa MEDIA_PROFILE_TRUNK_OUT c BKWYEHHOW nopnepxkoin RFC5168:
vesbc(config-esbc)# media profile MEDIA_PROFILE_TRUNK_OUT
vesbc(config-esbc-media-profile)# codec video H264
vesbc(config-esbc-media-profile)# no codec allow VP
vesbc(config-esbc-media-profile)# rfc5168 enable
vesbc(config-esbc-media-profile)# exit

vesbc(config-esbc)#

#NpuBazaTb mMeananpodunb K TpaHKy TRUNK_IN:

vesbc(config-esbc)# trunk sip TRUNK_IN
vesbc(config-esbc-trunk-sip)# media profile MEDIA_PROFILE_TRUNK_IN
vesbc (config-esbc-trunk-sip)#

#NpuBa3aTb meananpodunb K TpaHKy TRUNK_OUT:

vesbc(config-esbc)# trunk sip TRUNK_OUT
vesbc(config-esbc-trunk-sip)# media profile MEDIA_PROFILE_TRUNK_OUT
vesbc (config-esbc-trunk-sip)#

#NpUMEHNTb M MNOATBEPANTb W3MEHEHUS :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled..

C TRUNKL_IN npuxoant coobuieHne INFO ¢ XML:

eXtensible Markup Language
<?xml
version="1.0"
encoding="utf-8"
7>
<media_control>
<vc_primitive>
<to_encoder>
<picture_fast_update/>
</to_encoder>
</vc_primitive>
</media_control>

T. K. uIcnonb3yeTcst TpaHckoanpoBaHue, To ESBC camocToATenbHo obpabartsisaeT INFO, otnpasnseT 200 OK.
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9.11 YnpaBrieHne 6e30nacHOCTbIO CUCTEMbI

B gaHHOM pasgenie onvcaHbl METOAbI 3alnTbl U NpUMepbl HacTpoikn ESBC ans 3awmTtbl OT pasimyHbix SIP-
aTak.

[na 60nee HaaeXHOo 3alMTbl PEKOMEeHAYeTCs UCNO/Ib30BaTh AOMNOIHUTE IbHbIE MEXAHU3MbI 3aLUTbl OT
NPoYmnX CETEBbLIX aTak, ONMCcaHHbIe B pasaene PekoveHaauuy no 6e3onacHoli HacTpolike.

9.11.1 Hacrtpoiika npodnneir 6e3onacHoCTn

Mpodomnn 6e30nacHOCTU UCMOMb3YITCA AN YNPaB/IEHNS MEXaHW3MOM 3allnTbl oT SIP-aTak. Micnonb3oBaHue
npodpuneii 6e30nNacHOCT NO3BOJISIET TMOKO YNPaB/ATh YPOBHAMM 3aLUMTbI /151 KXKAO0TO HanpasB/IeHNS.

Heo6xoAMMbIii ypOBEHb 3aLLMTbl 06eCneYnBaeTcs caeayoLuMm HacTpoikamy Npodouns:

GunbTpaumnsa SIP-hnyaa;
6noknposka no AOR/User-Agent;

e 06beAnHeHne owmnbok no IP-agpecy;
e 3awmTa ot SIP-spoofing atak.

Mpodomnb 6e30MacHOCTY MOXET UCMO/b30BaTbCSA B TPaHKaX, TPaHK-Tpynnax 1 aboHEHTCKMX HTepdelicax.

[ns obecneyeHns egMHOM NONUTUKM 6€30NaCHOCTM MOXET ObITb MCMO/Ib30BaH OA4MH NPOUL A/18 BCEX
TPaHKOB U OAMH NPOnIb A1 BCEX aOOHEHTCKUX NHTEePhencoB. ITO MOXET ObITb Kak OAMH U TOT Xe
npocunb 6e30MacHOCTK, Tak N pasHble. TU NPOdIUIN YKasbiBatTCA B 06LLUMX HacTpolikax ESBC.

© Echv pgna Tpanka n TpaHKoBOIE rpYNMbI, B KOTOPYIO BXOAUT 3TOT TPaHK, UCMO/b3YIOTCA pasHble
npocunn 6e3onacHoOCTH, TO ByAeT NPUMEHATLCA NPOMUIb, YKa3aHHbIn B HACTPOKax TpaHka. Ecnn
[Ns1 TpaHKa/aboHEHTCKOro MHTepdeiica 1 B 06X HACTPoKax (418 BCcex TpaHKOB/aBOHEHTCKMX
NHTepelicoB) NCNO/b3YOTCSA pasHble NPodnIn 6e30NacHOCTY, TO ByAeT NPUMEHATLCS NPOGUIIb,
yKa3saHHbI B HacTporikax TpaHka/aboHeHTCKOro uHtepdeica.

OnwncaHne BCcex KOMaHg, 419 HacTPoVikn npochunein 6ezonacHoOCT NpUBeAEHO B pasgene Hactpoliku
npochnnsa 6e3o0nacHoOCTL.

9.11.2 O6wwmii npuHuMn paéotbl moaynsa fail2ban

Mogy/nb 3aHMMaeTCs aHa/IM30M BO3HUKAOLLMX OLLUMGBOK ANt AasibHelLel 6/10KMPOBKA MCTOYHMKOB
"nopo3puTesnibHoro SIP-Tpadmka”. Mpu BO3HMKHOBEHUM OLUMGKM B MOAY/b OTNPABASETCA MH(OPMAaLUsA O Tune
OLWMGKM 1 06 UCTOYHMKE. MpK HAKONIEHNUN [OCTAaTOUYHOIO KOJIMYECTBA OLUMOOK MCTOYHUK B/IOKMpYETCS.

Buapbl owmnbok:

e owmnbka perncTpauuu;

e ownbKa BbI30B3,;

e owmbKa NoAMNMCKY;

e bnyg SIP-nakeToB;

* HEKOPpPEeKTHbIW SIP-nakerT;

e cpabaTtbiBaHue thnya-omnbTpa;

e M0/ly4yeHVe naketTa BHe TpaHka/aboHEHTCKOro nHtepdeiica.

InMnT KonmyecTBa OLLINOOK 3aBUCUT OT HECKO/IbKNX CbaKTOpOBZ

e BEC OLNOKY;

* MHTEPBaU/1 BPEMEHU MeXy oLnbkamu,

® KO/INYECTBO OLUMOOK OOHOM0 BUAA;

e konn4yecTBo AOR, KOTOpkIe Mcnosb3oBasiMch B SIP-coobleHuax ¢ ogHoro IP-agpeca;
e kon4yecTBO IP-agpecos, koTopble npuckiiann SIP-coobweHna ¢ ogHm AOR.
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Mpu fobaBneHnn agpeca B YEPHbIM CNNCOK yKasbiBaeTCs NpuynHa 6/10KMPOBKA. YEPHBbI CNMCOK MOXHO
npocmMoTpeTb B CLI kKomaHgoi show esbce black-list unn B WEB Ha cTpaHuLe MoHUTOpuHT — Cnncku goctyna
— YEpHbIli CN1COK.

MpUYnHBI 6NIOKMPOBKM:

e ACCOUNT HACKING — npeBbilWweH MMAT MO KOMYecTBY OWmn60K ¢ oguHakosbiM AOR/User-Agent;

e PACKET FLOODING — npeBblILIEH JIMMUT MO KOJIMYECTBY OLLMGOK € ogHoro IP-agpeca;

e BURST ERRORS — npeBbiLleH rnobasibHbIA IMMUT N0 KOIMYECTBY OLLUNMOOK B CEKYHAY;

e GLOBAL RPS LIMIT — npeBblwweH rnobasbHblii AMMAT MO KOIMYECTBY 3a6/10KMPOBaHHbIX 3aNpoCoB B
CeKyHAy,

e |P RPS LIMIT — npeBblIweH NMMIUT MO KONMYeCTBY 3a6/10KMPOBAaHHbIX 3anpoCcoB B CEKYHAY C 04HOrOo |P-
aapeca,

e MONITORED ADDRESSES LIMIT — npeBblIleH0 MakcumanibHoe KonnyecTso IP-aapecos ¢ owmnbkamy;

e DISTRIBUTED SPAM — npeBbliweHo MakcumaibHoe KonnyecTso IP-afpecoB ¢ 04MHAaKOBbIM
3a6noknpoBaHHbIM aTpubyTom (AOR, User-Agent);

e BLOCKED ATTRIBUTES LIMIT — npeBbIilleHO MakcMasibHOe KOIM4ecTBO 3a6/10KMPOBaHHbIX aTpruoyToB
(AOR, User-Agent);

e |P BLOCKED ATTRIBUTES LIMIT — npeBbIlLIeHO MakCUMasibHOe KOIMYECTBO 3a6/10KMPOBaHHbIX
atpunbyToB (AOR, User-Agent) ¢ ogHoro IP-agpeca.

9.11.3 PunbTpauyus SIP-chnyna

ESBC nogaepxmBaeT cozgaHne nya-uasTpoB AN MexaHnusma KoHgurypmpyemoi 3awmtel oT SIP-flood, a
Takke Ana QUIbLTPaLUN KITMEHTCKUX NPUNOXKEHUIA. DUNbTP NpUMeHsieTcsl Ko Bcemy SIP-coobLeHnto (Bkouas
Teno — SDP, XML u 7. a.).

B HacTpoiikax qomnbTpa MOXHO yka3aTb A0 64 Macok/naTTepHOB, N0 KOTOPbIM NPOUCXOANUT Nouck. B criyyae
HaXOXAEHUs1 COOOLLEHNE onpeaensieTcs kKak iy 1 oTépackiBaeTcs.

K npodounio 6e30nacHOCTM MOXHO NpuBA3aTh 40 8 dnya-ounibLTPOoB.

Mpn co3gaHumn naTTepHa MOXHO UCMNOb30BaTb perynsdpHble BbipaxkeHns PCRE.
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Mpumep HacTpoiikn nya-hunbTpoB

#Co3paHne abOHEHTCKUX WHTepdeicoB:
vesbc# configure

vesbc(config)# esbc
vesbc(config-esbc)# user-interface sip
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc)# user-interface sip
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc)# user-interface sip
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#
vesbc(config-esbc-user-interface-sip)#

#Co3gaHue onya-ounbTpa:
vesbc# configure
vesbc(config)# esbc
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UI_1

sip transport TRANSPORT_UI_1
media resource O MEDIA_UI_1

route-table TO_SSW

exit

UI_2

sip transport TRANSPORT_UI_2
media resource O MEDIA_UI_2

route-table TO_SSW

exit

UI_3

sip transport TRANSPORT_UI_3
media resource O MEDIA_UI_3

route-table TO_SSW

exit

vesbc(config-esbc)# flood filter FLOOD_FILTER
vesbc(config-esbc-flood-filter)# pattern 0 7543546
vesbc(config-esbc-flood-filter)# pattern 1 flood
vesbc(config-esbc-flood-filter)# exit

#MpuBaszka dnya-ounbTpa K npodunw 6e30nacHOCTU:
vesbc(config-esbc)# security profile SECURITY_PROFILE
vesbc(config-esbc-security-profile)# flood filter © FLOOD_FILTER
vesbc(config-esbc-security-profile)# exit

#MpuBaszka npoduna 6ezonacHocTu Cc GAyA-GUNbTPOM KO BCEM abOHEHTCKMM WHTepdencam:
vesbc(config-esbc)# general
vesbc(config-esbc-general)# security profile user-interface SECURITY_PROFILE

#MpymeHeHne W NoATBEPXAEHNE W3MEHEHWNA :

vesbc(config-esbc-general)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-general)# do confirm

Configuration has been confirmed. Commit timer canceled.

Mocne npUMeHeHNs1 N3AMEHEHWI BCe BXOAALLME MHULMNPYIOLLME 3anpocbkl ¢ aboHeHTCKNX nHtepdpeiicos UI_1,
Ul_2, UI_3 6yayT NnpoBepATbLCA Ha Hamune noacTpok "7543546" n "flood". Ecnm xoTs 6bl 0gHa NOACTPOKa
6yAeT HailgeHa B COO6LLIEHUN, TO OHO OTGpocUTcs, a B moayb fail2ban otnpasutcs ysegomnexme o
cpabartbiBaHuUn onya-punstpa. Npn HakonaeHnn OCTaTOYHOrO Ko/iMYecTBa OWNB0K UCTOUHNK 610KMpYyeTCS.

© /115 Toro uTo6bI UALTP NPUMEHSICS KO BCEM COOBLLEHUSIM, @ HE TONBKO K MHLMNPYIOLLAM
3anpocam, Heo6xoaMmMo BKIUNUTL onuuio apply-to-created.
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Mpwn nomoLum hnya-chnnbTPOB MOXHO peanim3oBaTb (UIbTPALMIO KITMEHTCKMX NMPUIOXKEHWI, peann3yeTcst 3To

[l06aBNeHneM naTTepHa criefyoLero Buaa:

User—-Agent:.*NoTeHUMaIbHO BPEeAOHOCHOE K/IMEHTCKOE MPUIOXEHME . %

B KoHdhurypauumn donya-punbtpa ecTb KOMaHaa, KoTopas aBToOMaTUYECKN A06aBMSET B KOHGMIypaLuio
unnbTpa 18 naTTepHOB € YaCcTO UCNOJIb3YEMbIMU BPELOHOCHLIMU KITMEHTCKAMMW MPUIOXKEHUAMMN.

CooTBeTcTBME 3anpeleHHbix User-Agent 1 cozgaBaembiM Aed)ONTHbIM NAaTTEePHOM NpeAcTaB/eHo B Tabnmue

HXe.

3anpelyeHHbIN User-Agent

scan
crack
flood
kill

sipcli

sipv

sipvicious
sipsak
sundayddr
iWar

SIVuS

Gulp

smap
friendly-request

VaxIPUserAgent
VaxSIPUserAgent

siparmyknife
Test Agent

SIPBomber

Co3paBaeMblii A4edPONTHbIA NaTTEPH
User-Agent:
User-Agent..
User-Agent..
User-Agent:.

User-Agent..

User-Agent..

User-Agent:.
User-Agent..
User-Agent..
User-Agent..
User-Agent..
User-Agent:.

User-Agent..

User-Agent:.

User-Agent..
User-Agent..

User-Agent..

Fscan.*

*crack.*
*flood.*
*kill.*

*sipcli.*

*sipv.*

*sipsak.*
*sundayaddr.*
*iWar.*
*SIVuS.*
*Gulp.*
*smap.*

*friendly-request.*

*VaxS{0,1}IPUserAgent.*

*siparmyknife.*
*Test Agent.*

*SIPBomber.*
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3anpeuieHHbIl User-Agent Co3paBaemblii AeONTHbI NaTTepH

Siprogue User-Agent..*Siprogue.*

@ Ecnv B HacTpoiikax (hunbTpa HeOCTATOUHO He3aNoMHEHHbIX NaTTEPHOB ANA co3aanus Beex default
patterns, To oHu He co3pagyTcs.

9.11.4 BnokupoBka no AOR/User-Agent

Mo ymonyaHuio nNpuv NPeBbILEHUN IMMUTa Mo owmnbkam 6/10kupyeTcs TObKO afpec NCTOYHUKA BPeLOHOCHOro
Tpadimka, B KOHGUrypaumm npodmns 6e30nacHOCTU MOXHO BK/IOUNTL 610knMpoBKy no AOR 13 3aronoska From
1 6/10KMPOBKY MO 3HA4YeHuMto 3aronoska User-Agent.

Mpw ncnonb3oBaHnM oHOro 1 Toro xe atpuoyTta (AOR, User-Agent, IP-aapec) NCTOYHUKOM BPEAOHOCHOTO
Tpadhmka paHbLUue Bcero cpabotaeTt 6noknposka no AOR, notom no IP-agpecy, notom no User-Agent. M3-3a
3TOro npwu owmbkax ¢ ogmHakoBbiM AOR 1 IP-agpecom moxeT oka3zaTtbcs 3a610KnMpoBaHHbIM Tosbko AOR, nnn
npu owwmbkax ¢ oamHakosbIM IP n User-Agent MoxeT okasaTbCsl 3a6/10KMPOBaHHbIM TO/bKO IP-agpec.

Mpumep BKAOUEeHNA Gn1oKupoBKK no AOR:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# security profile SECURITY_PROFILE

#C6op ownmbok Mo AOR:
vesbc(config-esbc-security-profile)# check aor
vesbc(config-esbc-security-profile)# exit

#MNpuBsizka npopuns 6e3onacHOCTU K aBOHEHTCKOMY WHTepdeiicy:
vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# security profile SECURITY_PROFILE

#NpuUMeHeHUe 1 NOATBEpPXAeHWe WU3MeHEeHWik:

vesbc(config-esbc-user-interface-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-user-interface-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

MNpumep 610KNPOBKU:

C aapeca 192.168.80.134 uepes3 aboHeEHTCKMIA nHTepdhelic npuxoasT coobuleHnst INVITE ¢ AOR
123@anonymous.invalid, BbI30Bbl 6€3 pernctpaumm Ha niTepdelice 3anpeLleHbl, 103TOMY 3TW 3anpochl
oTtbuatotca 403 Forbidden.

Ecnn B npodoune 6e30nacHOCTU, NPUBA3aHHOMY K abOHEHTCKOMY MHTepdielicy, oTKIoveHa 6/10KMpoBKa No
AOR, TO Yepe3 onpegeneHHoe KONNMYECTBO 3anpPoCcoB 3ab6/10KNpyeTCa TObKO IP-agpec, n 3anpockl C Hero
60/bLUIe 0bpabaTbiBaTbCA HE GYAYT.
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© 1P black-list:

IP address Ban reason AOR AOR Blocking Time of blocking
error timeout
count in minutes

192.168.80.134 PACKET FLOODING 0 1440 2025-07-30 11:38:44

Ecnn Kk aboHeHTCKOMY MHTEpdiency NpmBsidaH NPodnb 6€30NacHOCTM C BKIKOYEHHOM 6/10kMpoBKoi no AOR,
TO Yepes Kakoe-To BpeMs B YEpHbIi cnncok aobasutcsa AOR.
Bce 3anpochki ¢ N1060ro agpeca, B KOTOPOM 6yaeT 3a6/10kmpoBaHHbIi AOR Bo From, o6pabartbiBaTbCs He

OyayT.

© AOR black-list:

AOR Ban reason AOR Forgive Time of blocking
error time in
count minutes

123@anonymous.invalid ACCOUNT HACKING 81 60 2025-07-30 11:49:41

Bnoknposka no AOR cpabaTbiBaeT paHbLUe, YeM 6/10KMPOBKa MO agpecy, N03TOMy apec He ycneeT nonacTtb B
YepHbIA CANCOK.
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Mpumep BKNOUYeHUN 6n1okMpoBKu no User-Agent:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# security profile SECURITY_PROFILE

#C6op owmbok no User-Agent:
vesbc(config-esbc-security-profile)# check user-agent

vesbc(config-esbc-security-profile)# exit

#MpuBaska npoduna 6e3onacHoOCTM K abOHEHTCKOMY WHTepodelicy:
vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# security profile SECURITY_PROFILE

#MNpumeHeHne N NOATBEPXAEHNE U3MEHEHMWN :

vesbc(config-esbc-user-interface-sip)# do commit
Configuration has been successfully applied and saved to flash. Commit timer started, changes

will be reverted in 600 seconds.

vesbc(config-esbc-user-interface-sip)# do confirm
Configuration has been confirmed. Commit timer canceled.

Mpumep 6GNOKMPOBKU:
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C Heckonbknx agpecoB 192.168.80.13x yepe3 aboHeHTCKMIA MHTepdheinc npuxogat coobuieHuns INVITE ¢ User-
Agent: sipflood, BbI30BbI 6€3 pernctpauny Ha nHTepgieiice 3anpeLLeHbl, NMO3TOMY 3TK 3anpockbl OTOMBAKOTCS

403 Forbidden.

Ecnu B npodmnne 6e3onacHoOCTK, NPUBSA3aHHOMY K aBOHEHTCKOMY MHTepdency, OTKNoYeHa 6/10KMpoBKa no
User-Agent, To yepes onpeesieHHOe KO/IMYeCTBO 3anpocoB 3a6/10KMpYOTCA TOMbKO IP-aapeca, 1 3anpochl ¢
HUX 6onblle obpabaTtbiBaTLCA HE OyayT:

© 1P black-list:

IP address

192.

192.

192.
192.

192.

168.

168.

168.
168.

168.

80.

80.

80.
80.

80.

132

133

134
136

137

Ban reason

PACKET

PACKET

PACKET
PACKET

PACKET

FLOODING

FLOODING

FLOODING
FLOODING

FLOODING

Blocking
timeout

in minutes
1440

1440

1440
1440

1440

Time of blocking

2025-07-31

2025-07-31

2025-07-31
2025-07-31

2025-07-31

04:

04:

04:
04:

04:

51:

52:

52:
53:

54:

53

22

46
11

30

193



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Ecnn k aboHeHTCkOMY UHTepdheicy nprBsa3aH npoduib 6e30MacHOCTY € BK/IKOUYEHHOW 6/10KMpoBKoi no User-
Agent, TO Yepes Kakoe-To BpeMsi B YEPHbI cnmcok nommnmo IP-agpecoB gobasutcs ewé n User-Agent.
Bce 3anpocbl ¢ nob6oro agpeca, B KOTOpoM 6yaeT 3ab6/10knpoBaHHbIin User-Agent, o6pabaTbiBatbCs He OyayT:

© 1P black-list:

IP address

192.

192.

192.
192.

192.

168.

168.

168.
168.

168.

80.

80.

80.
80.

80.

User-agent

9.11.5 O6beguHeHue own6ok no IP-agpecy

Ban reason

132 PACKET
133 PACKET
134 PACKET
136 PACKET
137 PACKET
black-list:

FLOODING

FLOODING

FLOODING
FLOODING

FLOODING

Ban reason

ACCOUNT HACKING

UA error

count

138

[aHHasa onums no3sosiseT 06begnHATL oWwmnoKN no IP-agpecy.

Blocking
timeout

in minutes
1440

1440

1440
1440

1440

Forgive
time in
minutes

Time of blocking

2025-07-31

2025-07-31

2025-07-31
2025-07-31

2025-07-31

Time of blocking

04:

04:

04:
04:

04:

54:

54:

55:
55:

56:

23

52

16
41

00

2025-07-31 04:56:07

MoBeeHVe NO yMOTHaHMIO — OMNuMA BblK/OYEHa, owmnokm ans kakaoro AOR/User-Agent cuntaloTcs oTAeNbHO,
6.10KMPYOTCA NPU 60bLLOM KONMYecTBe ownbok ¢ otaensHoro AOR/User-Agent.

Mpw BKIKOYEHHOW onuun, ecnun owmnbkn nmetoT pasHolii AOR/User-Agent, HO oguHakoBbIi IP-agpec, To npu
6/10KMPOBKe azpeca 3a6s10knpytoTcs Bce cBazaHHble AOR/User-Agent.

© Hacrpoiika o6ecneunBaeT NyuLLyo 3aWMUTY OT pacnpeaenieHHbIX atak, HO eC/iv MHOro pasHbix AOR/UA

NCNONb3YKT OA4MHAKOBbIV IP-agpec, To MOryT 6bITb NTOXHbIE cpabaTbiBaHUS.

€ O6beanHeHve oWwNGOK paboTaeT, TONbKO eCM B Npodhuie 6e30MacHOCTM BK/IlOUeHa 610KMpoBKa No

AOR unun User-Agent.
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Mpumep BKNOUYEHU 06 beanHeHUs owno6ok no IP-agpecy:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# security profile SECURITY_PROFILE

#C6op owmbok no AOR:
vesbc(config-esbc-security-profile)# check user-agent

#06begnHeHne ownmboK no agpecy:
vesbc(config-esbc-security-profile)# errors aggregation
vesbc(config-esbc-security-profile)# exit

#MpuBaska npoduna 6e3onacHoOCTM K abOHEHTCKOMY WHTepodelicy:
vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# security profile SECURITY_PROFILE

#MNpumeHeHne N NOATBEPXAEHNE U3MEHEHMWN :

vesbc(config-esbc-user-interface-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-user-interface-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Mpumep 6GNOKMPOBKU:

C agpeca 192.168.80.133 uepe3 aboHeHTCkuIA nHTepdpelic npuxogaT coobuieHms INVITE ¢ pasHbimmn AOR,
BbI30Bbl 6€3 perncrpauun Ha nHTeppence 3anpeLleHsl, NO3TOMY 3TK 3anpockl otéusatoTca 403 Forbidden.

Ecnu B npodmne 6e3onacHoOCTU, NpUBSA3aHHOMY K aBOHEHTCKOMY MHTepdoency, OTKII0YEHO 06begnHEHNE
OLLUMBOK NO azpecy, TO Yepes onpeaesieHHoe KO/IMYeCcTBO 3anpocoB 3ab1okmpyeTcs ToNbko IP-agpec, u
3anpockl ¢ Hero 6onbLue obpabartbiBaTbCA He OYayT:

© 1P black-list:

IP address Ban reason AOR AOR Blocking Time of blocking
error timeout
count in minutes

192.168.80.133 PACKET FLOODING (0] 1440 2025-07-31 06:38:44

Ecnun Kk aboHeHTCKOMY MHTepdency npusssaH Nnpodounb 6e30nacHOCTH, B KOTOPOM BK/IKOYEHO 06benHEHNE
owmnbOoK No agpecy, To Yepes Kakoe-To BPeEMS B YEPHbIA CNMcok noMmmo IP-agpeca gob6aBATcs Bce CBA3aHHble
¢ aTum agpecom AOR.

Bce 3anpochkl ¢ n060ro agpeca, B KOTOpom OyayT 3abnoknposaHHblie AOR Bo From, obpabaTbiBaTbCA He
OyayT.
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® 1IP black-list:

AOR

IP address Ban reason

2025-07-31 ©07:11:32

192.168.80.133 IP BLOCKED
ATTRIBUTES

AOR black-list:

24018@anonymous.

LIMIT

error timeout

count in minutes

invalid 1

1439

Blocking Time of blocking

24001@anonymous.invalid
24002@anonymous . invalid
24003@anonymous.invalid
24004@anonymous . invalid
24005@anonymous . invalid
24006@anonymous . invalid
24007@anonymous.invalid
24008@anonymous.invalid
24009@anonymous . invalid
24010@anonymous . invalid
24011@anonymous.invalid
24012@anonymous.invalid
24013@anonymous.invalid
24014@anonymous.invalid
24015@anonymous.invalid
24016@anonymous.invalid
24017@anonymous.invalid
24018@anonymous.invalid

PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET
PACKET

9.11.6 3awwmTa oT SIP-spoofing atak

Onuwms npoBepkn IP-agpeca nctouHmka SIP-coobLeHnst no3sBonsieT 3awmtuTbes oT SIP-spoofing aTak.

FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING
FLOODING

L T S T S T e S S = T ™ Y = Ry Sy

Forgive
time in
minutes

2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31
2025-07-31

ESBC-3200, vESBC. PykoBoACTBO M0 3KcnyaTaumum

IP-agpec 1 nopt, ¢ KoToporo noctynaeT SIP-coobuieHne oT aboHeHTa, cpaBHMBaeTcs ¢ IP-agpecom 1 nopTom,

C KOTOPOro paHee PerucTpupoBasICs 3TOT aBOHEHT. ECnin aBOHEHT HEM3BECTEH WU 3anpocC NPULLEN C
HEen3BeCTHOro HanpaB/ieHuns], TO 3anpoc MrHopupyeTcs, a B moay b fail2ban otnpaensetcs onoselyeHue.

A\ Ecnu B HacTpolikax aBOHEHTCKOTO MHTepdieiica paspelleHbl Bbi30Bbl 6€3 perncTpaumi, To cosgaHne

Ceccum AJ1s1 HEM3BECTHOTO aGOHEHTa pas3peLLleHo. Ec/in abOHEHT 3aperncTpyupoBaH, T Npu Nosly4eHnn

SIP-coob6uweHns ¢ IP-agpeca unm nopTa, OT/IMYHOIO OT afpeca 1 nopTa npu perncrpayunmn, Takoe

coo6LleHne He ByaeT obpabaTbiBaTbCS.

MpoBepka paboTaeT Ha BCe 3anpocChl BHE CO34aHHbIX CECCUIA, eCM 3anpoc NPULLEN Ha abOHEeHTCKMIA

MHTepelic 1 ecnn 3anpoc He SIB/ISETCS 3anpocoM perncTpauum.

B pamkax co3faHHOI ceccumn afpec 1 nopT, C KOTOPOro NPULLEN 3anpoc/0TBET, CPABHMBAETCS C afpPECcoM 1
MOPTOM UCTOUYHMKA VHULIMKPYIOLLEro 3anpoca. Ecim oHu He coBMaaatoT, TO 3anpoc/0TBET UTHOPUPYETCS, a B

moaynb fail2ban otnpaBnsieTca onoselleHne. Ceccusi Npu 3TOM He 3aBepLUAeTCS.
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I‘Ipm HakornaeHnn AoCcTaTto4vyHOro Kosimyecrtea OLLIMBOK NCTOYHMK 6n0K|/|pyeTcs=|.
nOBe,quMe no ymMo4aHuto — onuusa BbIK/KOYEHA.

Mpumep BKAOUeHUs npoBepku IP-agpeca nctouHuka SIP-coo6ueHus:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# security profile SECURITY_PROFILE

#BK/IlOYEHME MPOBEPKU ajpeca UCTOYHUKa SIP-coobueHus:
vesbc (config-esbc-security-profile)# check src-address
vesbc(config-esbc-security-profile)# exit

#MpuBa3zka npoduna 6e3onacHoOCTM K abOHEHTCKOMY WHTepodelicy:
vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# security profile SECURITY_PROFILE

#MNpumeHeHne N NOATBEPXAEHNE W3MEHEHMWN :

vesbc(config-esbc-user-interface-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-user-interface-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

Mpumepbl 6NOKNPOBKU

1. C IP-agpeca 192.168.23.242 n nopta 5060 yepe3 aboHeHTCKuIA nHTepdpelic pernctpupyetcsa aboHeHT ¢ AOR
123@domain.local, BbI30BbI 6€3 pernctpauum Ha nHTepdierice 3anpeLleHsl. Ecnmn Ha aboHeHTCKUin nHTepdielic
npnaét coobuweHne INVITE c AOR 123@domain.local, Ho ¢ gpyroro agpeca wav nopTta, Hanpumep, ¢
192.168.23.242:5075, To AaHHbI 3anpoc 6yaeT UrHOprpoBaH, a B Moay/b fail2ban otnpaBuTcs onoseLleHue.

2. C IP-agpeca 192.168.23.242 n nopta 5060 yepe3 aboOHeHTCKUn nHTepdeiic npuxoant coobuwenne INVITE ¢
AOR 123@domain.local, BbI30B ycTaHaBnmBaeTcs. B npocunnie 6e3onacHOCTH, NpUBA3aHHOMY K aGOHEHTCKOMY
nHTepdpeicy, BKNOYeHa Nnposepka agpeca nctoyHmka SIP-coobleHuns. Ecnu B pamkax ceccum npuaEeTt 3anpoc
BYE c gpyroro agpeca unu nopta, Hanpumep, ¢ 192.168.80.35:5060, To gaHHbIV 3anpoc 6yaeT UrHopupoBaH,
ceccus He 3aBepLumnTcs, a IP-agpec 192.168.80.35 uepes onpefesnieHHOe KO/IMYeCcTBO 3anpocos byaeT
3a6/10KMPOBaH.

9.11.7 HacTpoiika BpeMeHHbIX NnepMoaoB

BpemeHHble neprnofpl UCNOMb3YHTCA B Clyyae 6/10KMPOBKM 0O BbEKTOB C Lie/1b0 TMOKOI HACTPONKK 3allUuTbl OT
SIP-atak. [1nsa 3T0Oro B 06LKUX HACTPOMKax peann3oBaHbl KOHUIypaLnu:

» BpeMeHM 6/10kMpoBkM (security block-timeout), koTopoe ncnonb3yetcs nNpu 6n1oknpoBke IP-aapeca;

e BpeMeHM npolleHus (security forgive-time), koTopoe ncnonbayetcsi npu 61oknposke aTpubyToB (AOR,
user-agent u sip-user);

e BpeMeHM XpaHeHusi owmn6oK (security errors-window) — Bpems, B TeUEHME KOTOPOro Hakan/MBatoTcs
OLUNGKN MO KaxXA0oMy 0O6beKTY 6/1I0KMPOBKM.

© 1o ymonuanuio Bpems 610kmpoBky coctasnsieT 1440 MUHYT, BpeMst NPOLLEHUs — 60 MUHYT, Bpemst
XpaHeHns owmnbok — 3600 cekyHA.

OnucaHne Bcex kKoMaHf, Bbille nNpuBeaeHo B pasaene O6Lne HacTpoiikn ESBC.
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Mpumep:

vesbc#
vesbc# configure
vesbc(config)# esbc

#Mepexon B obwme HaCTPOWKK:
vesbc(config-esbc)# general
vesbc(config-esbc-general) #

#3MeHeHne BpemMeHy 6OKUPOBKU afpecoB Ha 2880 MUHYT (2 AHA):
vesbc(config-esbc-general)# security block-timeout 2880

#/3MeHeHne BpemeHW O6/10KMPOBKM aTpubyToB Ha 600 MUHYT (10 4yacos):
vesbc(config-esbc-general)# security forgive-time 600

#3MeHeHNe BpeMeHW XpaHeHWs OoWMBOK Ha 7200 cekyHA (2 4vaca):
vesbc(config-esbc-general)# security errors-window 7200

#NpUMEeHEeHNe N NoATBEPXAEHNE W3MEHEHWA :

vesbc(config-esbc-general)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-general)# do confirm

Configuration has been confirmed. Commit timer canceled.
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Mpumep 6GNOKMPOBKU agpeca:

Mpu nonyyYeHnn HeBasIMAHbIX CO06LLEeHUI ¢ agpeca 192.168.80.26 3TK 3anpocbl OTOMBAIOTCA HA BTOPOM
nneye 403 Forbidden.

[Mpu JOCTUXEHUN ONpefeneHHoro KonnyecTsa HeyaauHbIX 3anpocoB 3TOT agpec ,D|O6aBVITCFI B l—IeprII\/'I CMNCOK
C BpeMeHeM 6ﬂ0KI/IpOBKI/I, KOTOpoe 6bI710 HaCTpPOEHO B 06LL|,|/IX HaCTDOVIKaX.

vesbc#
vesbc# configure
vesbc(config)# esbc

#MNepexos B obwwWe HacTPOWKNK:
vesbc(config-esbc)# general
vesbc(config-esbc-general)#

#13meHeHne BpemeHun ONOKMPOBKWM afpecoB Ha 2880 MUHYT (2 AHSA):
vesbc(config-esbc-general)# security block-timeout 2880

#MpymeHeHne W NoATBEPXAEHNE W3MEHEHWNA :

vesbc(config-esbc-general)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-general)# do confirm

Configuration has been confirmed. Commit timer canceled.

NMpoucxoauT 6Gr0KMpoBKa AOR 22222@192.168.80.26

vesbc# show esbc black-list 1ip

IP black-list:

IP address Ban reason AOR AOR Blocking Time of blocking
error timeout
count in minutes

192.168.80.26 IP RPS LIMIT 22222@192.168.80.26 40 2880 2025-08-05 13:04:19
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Mpumep 6/10KUPOBKM aTpudyTa:

Mpu nonyyeHun HeBasMAHbIX coobLeHnin c AOR 123@test.block aTn 3anpockl 0T6mBalTCA Ha BTOPOM Mjieve

403 Forbidden.

Ecnu B npuBsasaHHOM npodoune 6e30MnacHOCTY BK/IOYEH c6op owmnbok no AOR, To npu focTmxkeHUN
onpefeneHHoro KonnyecTsa HeyaadHbix 3anpocoB AOR 406aBUTCA B YEPHbI CNMCOK C BpeMEHEM
610KMPOBKY, KOTOPOE 6bISI0 HACTPOEHO B OOLLMX HACTPOMKAX.

vesbc#
vesbc# configure
vesbc(config)# esbc

#MNepexos B obwwWe HacTPOWKNK:
vesbc(config-esbc)# general
vesbc(config-esbc-general)#

#/I3MeHeHNe BpeMeHM O60KUPOBKU aTpubyToB Ha 600 MMHYT (10 4acoB):
vesbc(config-esbc-general)# security forgive-time 600

#MpymeHeHne W NoATBEPXAEHNE W3MEHEHWNA :

vesbc(config-esbc-general)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-general)# do confirm

Configuration has been confirmed. Commit timer canceled.

NMpoucxoauT 6Gr0KMpoBKa AOR 22222@192.168.80.26

vesbc# show esbc black-1list aor
AOR black-Tlist:

AOR Ban reason AOR Forgive Time of blocking
error time 1in
count minutes

22222@192.168.80.26 ACCOUNT HACKING 40 600 2025-08-05 13:03:19
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9.12 Hacrtpoiika kpuntonpodunen

Mpw ncnonb3oBaHum npoTokosioB TLS nnn WebSocket Secure (WSS) B kauectse SIP-TpaHcnopTa, a Takxe
npotokona DTLS-SRTP gna wudposaHnsa RTP-Tpadmka, BO3MOXHO UCNONb30BaHWe CEPTUINKATOB,
aBTOMaTMYeCK/ creHepupoBaHHbIX camum ESBC, creHepupoBaHHbIX Mo TpeboBaHuio nosb3oBatesia Ha ESBC
NN 3arpyXXeHHbIX nosib3oBatesnieM. Mo yMonyaHunio UCnosb3yrTcs cepTudmnkaTbl, aBTOMaTUYECKU
creHepupoBaHHble caMyuM ESBC, A0M0OMHMTENbHBLIX HACTPOEK A5 X UCMOJ/Ib30BaHNA He TpebyeTcs.

[na reHepaunn ceptudmkatos m kaoyein cpeagcteamun ESBC ncnonb3yeTca komaHga crypto generate.
Moapo6Hoe onucaHne KOMaHza ANs reHepauny ceptudankaTos v ktodeli Ha ESBC npreegeHo B
pasgene YnpasfeHue Kirodamu 1 ceptudpmkaramu.

[na 3arpy3kn cepTndnkKaToB U1 KYein Ha yCTpolicTBo Yepes CLI ncnonb3yetca komaHga copy, npumep:

vesbc# copy tftp://10.0.0.1:/ca.crt crypto:cert/ca.crt

MyTb oA coxpaHeHus cepTudmkaTos ca u cert — crypto:cert/
MyTb Ana coxpaHeHus private-key — crypto:private-key/

[N ynpaBneHusi nonib3oBaTenbCkumm ceptudankatamm n sepcmeii TLS ncnonssyetcs crypto profile.
OnucaHune Bcex KOMaHg, /151 HAaCTPOIiKM KpnTonpoduneli NpuBeeHo B pasgene HacTpoiiku kpuntonpoduns.

MpvMep HacTpoiiku crypto profile:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# crypto profile CRYPTO-PROFILE

#YcTaHoBKa cepTudukaTa ygoctoBepswwero ueHtpa (CA certificate):
vesbc(config-esbc-crypto-profile)# ca default_ca.pem

#YCcTaHOBKa KNMeHTCKoro ceptudmkaTta (X.509):
vesbc(config-esbc-crypto-profile)# cert default_cert.pem

#YcTaHoBKa private-key:
vesbc(config-esbc-crypto-profile)# private-key default_cert_key.pem

#YcTaHOBKa napona private-key (Heob6s3aTenbHO):
vesbc(config-esbc-crypto-profile)# password private-key PASSWORD

#YCTaHOBKAa MUHUMa/IbHOM M MaKcuManbHOl Bepcun TLS (HeobaA3aTesibHO) :
vesbc(config-esbc-crypto-profile)# tls min 1.1
vesbc(config-esbc-crypto-profile)# tls max 1.2
vesbc(config-esbc-crypto-profile)# exit

Ecnu He ycTaHaBvBaTtb 3Ha4eHns sBepcun TLC, To npu ycTaHOBNEHUM coeanHeHus byaeT
ncnonb3oBarbea nobas sepcusa 1.0-1.3.

HacTpoiikn tls min n tls max ncnonb3ytTcs ToNbKO Npy npumeHeHnn crypto profile ansa SIP-
TpaHcnopTa 1 He ncnosnb3ytTes Ansa wudgpoBaHma DTLS-SRTP npu npumeHeHnn crypto-profile B
Meananpodumne.
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[nsa Toro uto6bl Mcnonb3oBaTb crypto profile gns SIP-TpaHcnopTa, HE06X0AMMO €ro ykasaTb B HACTpolikax
HY)XHOTO TpaHcnopTa:

vesbc(config-esbc)# sip transport SIP-TRANSPORT
vesbc(config-esbc-sip-transport)# crypto profile CRYPTO-PROFILE
vesbc(config-esbc-sip-transport)# exit

HacTpoiiku crypto profile 6yayT ncnonb3oBarbcs, TONbKO ecnv BblbpaH pexum paboTsl SIP-TpaHcnopTa tls nim
WSS, /151 OCTa/1bHbIX PEXMMOB HACTPOWKN UTHOPUPYHOTCA.

[ns Toro 4to6bLI Mcnonb3oBaTh crypto profile gna wudposaHus DTLS-SRTP, Heo6xoaMMo ero ykasaTb B
HacTpoikax meaua npouns:

vesbc(config-esbc)# media profile MEDIA-PROFILE
vesbc(config-esbc-media-profile)# crypto profile CRYPTO-PROFILE
vesbc(config-esbc-media-profile)# exit

HacTtpoliku crypto profile 6yayT ncnonb3oBaTbCs, TO/ILKO €CNN BblGpaH pexum wudposaHus srtp keying dtls-
srtp, 4719 OCTasIbHbIX PEXUMOB HACTPOWKN UTHOPUPYHOTCS.
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Mpumep ucnonb3oBaHus crypto profile:
3apauva:

Wcnonb3oBaTb cepTudmkarT, 3arpyXXeHHblin nosib3osartenem Ha ESBC, ans aboHeHTCKkMX noaxatodeHunii no tls
Bepcuun 1.3 n wndpposaHma megma DTLS-SRTP.

W TLS/SRTP-DTLS ( ] UDP/RTP
USER ESBC

] >L ) J ECSS-10 ]

10.0.0.1:5061 20.0.0.1:5061 192.168.1.1:5070 192.168.1.2:5070

PeweHue:

1. BbinonHnTb 6a30BYyt0 HacTpoliky ESBC agnst o6ecneveHuns mapLupyTmsaunm aboHEeHTCKNX NOAKIYEHNI B
cTopoHy ECSS-10:

vesbc(config)# esbc

vesbc(config-esbc)# media resource USERS
vesbc(config-esbc-media-resource)# ip address 20.0.0.1
vesbc(config-esbc-media-resource)# exit
vesbc(config-esbc)# media resource ECSS
vesbc(config-esbc-media-resource)# ip address 192.168.1.1
vesbc(config-esbc-media-resource)# exit
vesbc(config-esbc)# sip transport USERS
vesbc(config-esbc-sip-transport)# ip address 20.0.0.1
vesbc(config-esbc-sip-transport)# port 5061
vesbc(config-esbc-sip-transport)# mode tls
vesbc(config-esbc-sip-transport)# exit

vesbc(config-esbc)# sip transport ECSS
vesbc(config-esbc-sip-transport)# ip address 192.168.1.1
vesbc(config-esbc-sip-transport)# port 5070
vesbc(config-esbc-sip-transport)# exit

vesbc(config-esbc)# route-table TO_ECSS
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk ECSS
vesbc(config-esbc-route-table-rule)# exit
vesbc(config-esbc-route-table)# exit

vesbc(config-esbc)# trunk sip ECSS
vesbc(config-esbc-trunk-sip)# sip transport ECSS
vesbc(config-esbc-trunk-sip)# media resource 0 ECSS
vesbc(config-esbc-trunk-sip)# remote address 192.168.1.2
vesbc(config-esbc-trunk-sip)# remote port 5070
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# user-interface sip USERS
vesbc(config-esbc-user-interface-sip)# sip transport USERS
vesbc(config-esbc-user-interface-sip)# route-table TO_ECSS
vesbc(config-esbc-user-interface-sip)# media resource 0 USERS
vesbc(config-esbc-user-interface-sip)# exit
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2. 3arpys3uTb thaiinbl ceptudnkata, CA un private-key Ha ESBC uepe3s CLI (B npumMepe ykasaH npoTtokon tftp):

#3arpy3ka CA cepTudukaTta:
vesbc# copy tftp://10.0.0.1:/ca.crt crypto:cert/ca.crt

#3arpy3ka KIMEHTCKOro cepTtudmkaTta:
vesbc# copy tftp://10.0.0.1:/cert.crt crypto:cert/cert.crt

#3arpyska private-key:
vesbc# copy tftp://10.0.0.1:/key.pem crypto:private-key/key.pem

3. Cospgatsb crypto profile, ykazaTb B HeM dpaiinibl cepTudpmkartos, private-key n sepcuto TLS:

vesbc(config-esbc)# crypto profile CRYPTO_PROFILE
vesbc(config-esbc-crypto-profile)# ca ca.crt
vesbc(config-esbc-crypto-profile)# cert cert.crt
vesbc(config-esbc-crypto-profile)# private-key key.pem
vesbc(config-esbc-crypto-profile)# tls min 1.3
vesbc(config-esbc-crypto-profile)# tls max 1.3
vesbc(config-esbc-crypto-profile)# exit

4. Co3gatb Megmnanpouib Ans ncnonb3osaHus DTLS-SRTP v npueasatk k Hemy crypto profile:

vesbc(config-esbc)# media profile MP_USERS
vesbc(config-esbc-media-profile)# srtp mode mandatory
vesbc(config-esbc-media-profile)# srtp keying dtls-srtp
vesbc(config-esbc-media-profile)# crypto profile CRYPTO_PROFILE
vesbc(config-esbc-media-profile)# exit

5. Mpuessatb media profile MP_USERS k user-interface sip USERS:

vesbc(config-esbc)# user-interface sip USERS
vesbc(config-esbc-user-interface-sip)# media profile MP_USERS
vesbc(config-esbc-user-interface-sip)# exit

6. Mpuea3satb crypto profile CRYPTO_PROFILE k sip transport USERS:

vesbc(config-esbc)# sip transport USERS
vesbc(config-esbc-sip-transport)# crypto profile CRYPTO_PROFILE
vesbc(config-esbc-sip-transport)# exit

7. MpUMEHUTb HACTPOIKU:

vesbc(config-esbc)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc)# do confirm

Configuration has been confirmed. Commit timer canceled.
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9.13 Hactpoiika AAA

AAA (Authentication, Authorization, Accounting) — 3To 6a3oBas apxuTekTypa ynpaB/ieH1si 4OCTYNOM,
MCMnosib3yemast B CETEBbIX YCTPOWCTBAX AN MAEHTU(IMKALMN K/TMEHTOB, ONpeAesieHns NX Npas 1 perncrpaumm
BbIMO/THSIEMbIX AEACTBWIA.

B koHTekcTe ESBC mexaHn3mMbl AAA NpUMEHSIOTCA AJ/19 KOHTPONSA A0CTyna K YCTPOMCTBY, ynpas/ieHus
ceccusiMn 1 B3anmMoLencTBms C BHELLHUMUM cepBepamMu ayTeHTudmkauun. Peanmsaumnsa AAA BkovaeT Tpu
K/TI0UYEBbIX KOMMOHEHTA:

 Authentication (ayTeHTudmkauusi) — npouecc NpoBepKkn NOASIMHHOCTU KNIMEHTA HAa OCHOBE
npefocTaB/IeHHbIX YYETHbIX JaHHbIX.

e Authorization (aBTopu3auus, npoBepka NoHOMOYNIA, NPOBEpPKa YPOBHSA A0CTyna) — onpeaesieHne
paspeLleHHbIX AeCTBUIA ANa npoLlue/Llero ayTeHTUUKaLmMIo KIMeHTa.

e Accounting (y4éT) — perucTpaumsi CobbITMIA O0CTYNa, UISMEHEHUIA 1 CECCUIA AN NOc/eaytoLLEero ayamTa
1 aHanmnsa.

B paHHOM pasgene npvBefeHbl napameTpbl HACTPOIKK, NPUMepPbl KOHUrypauum n pekomeHgawmm rno
NPUMEHEHUIO pas/inyHbIX MexaHn3mMoB AAA, ncnonbsyembix B ESBC.

9.13.1 Hacrtpoiika ayTeHTUhukaumm aoHeHToB Yepe3 RADIUS
ESBC nogaepxumBaeT ayTeHTUGMKALNIO PETMCTPUPYIOLLMXCS Yepe3 Hero aboHeHToB Ha RADIUS-cepsepe.
Pexunmbl paboTbl digest-ayTeHTndmnkauunu:

e Draft Sterman — B naHHOM pexnme ESBC camocTosATeNlbHO OTNpaBisieT aboHEHTY napameTpbl Ans
digest-ayTeHTudmkaumm, ganee atn napameTpbl 1 digest response, NoyYeHHbIR OT abOHEHTa, nepeaaeT
Ha RADIUS-cepsep a1 sBepudpukaumn. B cooblueHnsax Access-Request ncnonbsytotcs atpmobytbl 206,
207 B cooTBeTcTBUM C draft-sterman-aaa-sip-00.txt.

e RFC5090-no-challenge — B paHHoM pexnme ESBC camocTosTensHO oTnpaBnsieT aboHEHTY NapamMeTpbl
ans digest-ayteHTudmkaumn, ganee atn napameTpsl u digest response, NoNyyYeHHbI OT aGOHEHTA,
nepepgaeT Ha RADIUS-cepBep an1s Bepudukaumn. B cooblueHnsax Access-Request ncnonbsyrorces
atpuoyTtbl 103-122, B cootBeTcTBUMN ¢ RFC 5090.

e RFC5090 — B faHHOM pexume napameTpbl ans digest-ayteHTudmkaumm (B coobueHnn ACCESS-
CHALLENGE) ESBC nonyuaet ot RADIUS-cepBepa 1 nepecbinaeT nx aboHeHTY.

B TekyLien sepcun MO ayteHTMdukauusa yepes RADIUS-cepeep nogaepxmnBaeTca TOMbKO A1 MeTona
REGISTER.
Mopsiaok HacTpolikm ayTeHTudmkaumm yepes RADIUS-cepsep:

1. HactpouTtb RADIUS-cepaep(bl).

2. Hactpoutb radius profile.

3. HactpouTb aaa profile.

4. Vicnonb3oBaTb aaa profile B HacCTpolikax aBOHEHTCKOro NHTepdeica.

HacTpoiika RADIUS-cepBepa

B Tabnuue HWxXe npmeBeaeHbl MUHMa IbHbIE HE0OX0AMMbIe HacTpoikn RADIUS-cepeepa. OnuncaHme Bcex
OOCTYMHbIX HACTPOEK NpuBeAeHo B pasaene Hactpoiika AAA cnpaBoyHnka komaHp CLI.
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LWar

OonucaHue

Jo6asutb RADIUS-cepBep B cnucok
NCMoNb3yeMbIX CEPBEPOB U NEPENnTH B
PEeXUM ero KOHOUryprpoBaHusi.

3agaTb naposb AN ayreHTudukaumm
Ha yaaneHHom RADIUS-cepBepe.

3apatb IPv4/IPv6-agpec, KoTopbliii
6yLeT UCnonb30BaTbCA B KAYECTBE
IPv4/IPv6-agpeca NCTouHrKa B
oTnpasnsemMbix RADIUS-nakeTax
(MOXHO He ykasblBaTb Npwu yC/10BUK
HacTpoviku . 4).

3agatb MHTEpdEc uan TyHHes b
MapLupyTusatopa, IPv4/IPv6-agpec
KOTOPOro 6yaeT UCMnonb30BaThCs B
KavecTBe |IPv4/IPv6-agpeca NCTOYHMKA
B oTnpaBnsembix RADIUS-nakeTax.
(MOXHO He yka3blBaTb NpU YCNOBUA
HacTpoiiku . 3).
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KomaHpga

esbc(config)# radius-server host
{ <IP-ADDR> | <IPV6-ADDR> } [ vrf
<VRF>]

eshc(config-radius-server)# key
ascii-text

{ <TEXT> | encrypted
<ENCRYPTED-TEXT> }

esbc(config-radius-server)#

source-address { <ADDR> | object-

group

<NETWORK_OBJ_GROUP_NAME> }

esbc(config-radius-server)#
source-interface { <IF> | <TUN> }

Kntoun

<IP-ADDR> - IP-agpec RADIUS-
cepsepa, 3a4aéTcA B BUge
AAA.BBB.CCC.DDD, roe
Kaxgasi yacTb NpUHMMaeT
3HaveHus [0..255];

<IPV6-ADDR> - IPv6-agpec
RADIUS-cepBepa, 3apaétcs B
Bnge X:X:X:X::X, rge kaxgas
YyacTb NPUHNMAET 3HAYEHUS B
LWecTHaaLarepuyHom coopmare
[0..FFFF]

<VRF> - nmsa ak3emnnsapa VRF,
3agaeTcs cTpokoit Ao 31
cuMBO/a.

<TEXT> - cTpoka [8..16] ASCII-
CMMBOJI0B;

<ENCRYPTED-TEXT> —
3almncpoBaHHbIii Naposb,
pa3mMepom [8..16] 6aiir,
3a7aéTcA CTPOKOit [16..32]
CMMBOJIOB.

<ADDR> - IP-agpec ncro4yHuka,
3ajaeTcs B BUAE
AAA.BBB.CCC.DDD, rge
Kavkfas 4acTb NpuHUMaeT
3HaueHus [0..255];

<NETWORK_OBJ_GROUP_NAM
E> — cnncok agpecos, KoTopble
6yAayT UCnosb30BaThCS B
kauyecTBe source address.

<IF> — nms nHTepdeliica
YCTPOIACcTBa, 3a4a€TCs B BUAE,
onncaHHoOM B pasgene Tunbl 1
nopsiloK MMEHOBaHNSA
NHTEpgencos
MapLUpyT13aTopa;

<TUN> — um4a TyHHens
YCTPOIiCTBa, 3a4aETcs B BUAE,
onucaHHOM B pasgene Tunbl 1
nopsiAoK UMEHOBaHKSA
TYHHenel MmapLupyTtusaropa.
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War OnucaHune KomaHpga Knouun
5 YKazaTtb TUn coequHEHWNA, ANs esbc(config-radius-server)# usage
ayTeHTUMKaLWN KOTOPbIX ByAeT { all | aaa | auth | acct | pptp | 12tp | LR QI TN
ncnonb3oBatbcsi RADIUS-cepsep. voip } ettt al
aboHeHTOB ESBC
HeobxoaMMo

MCMNoNb30oBaTb TUN
coeflVHeHMs usage
voip.

Bo3moxHO HacTponTb Ao BocbMn RADIUS-cepBepos.
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B Tabnuue Hwxe npueBeneHbl MUHUMasIbHble HeobxoanMble HacTpolikn RADIUS-npocunsa. OnncaHne Bcex
AOCTYMHbIX HACTPOEK NpuBeaeHo B pasgene Hactpoiikn RADIUS-npodmnns cnpaBoyHmnka komang CLI.

LWar

OonucaHue

MepeiT B pazgen KoHQUryprpoBaHus
ESBC.

[o6asuTb B KOHurypaumo RADIUS-
npochuab 1 NEPEnTN B PEXUM ero
KOHPUrypmpoBaHus.

Bbi6pats RADIUS-cepsep,
HaCTPOEHHbI Ha NpeablayLlemM aTane
AN ayTeHTudukaumn.

JonyckaeTcsa ncnosib3oBaHune Ao
BocbMu RADIUS-cepBepoB B 04HOM
RADIUS-npocpune.

HacTtpoiika AAA-npocuns

LWar

OonucaHue

MepeiTn B pasaen KoHPUrypupoBaHus
ESBC.

Job6aBuTb B KOHhurypaumo AAA-
npohunb 1 NEPENTN B PEXUM ero
KOHOMrypmpoBaHus.

Bei6pats RADIUS-npodnne,
HaCTPOEeHHbI Ha NpeablayLlem aTane
AN ayTeHTUukaumm.

KomaHpga

esbc(config)# esbc

eshc(config-esbc)# radius profile
<NAME>

esbc(config-radius-profile)#
radius-server host { <IP-ADDR> |
<IPV6-ADDR> } [ vrf <VRF> ]

KomaHpa

esbc(config)# esbc

esbc(config-eshc)# aaa profile
<NAME>

esbhc(config-aaa-profile)# auth
radius profile <NAME>

Kntoun

<NAME> - Ha3BaHne RADIUS-
npodonns, cTpoka [1..64]
CUMBOJIOB.

<IP-ADDR> - IP-agpec RADIUS-
cepsepa, 3a4aéTce B BUge
AAA.BBB.CCC.DDD, rge
KaxXgas yacTb nNpuHMMaeT
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-anpec
RADIUS-cepBepa, 3afaéTtcsa B
Buge X:X:X:X::X, rge kaxgas
4yacTb NPUHMMAET 3HAYEHUS B
LuecTHaauaTepuyHom copmate
[0..FFFF]

<VRF> - nms akzemnnsapa VRF,
3agaeTcs cTpokoit Ao 31
cumBona.

Knioun

<NAME> - Ha3BaHue AAA-
npodpuns, ctpoka [1..64]
CMMBOJIOB.

<NAME> - Ha3BaHne RADIUS-
npodpuns, cTpoka [1..64]
CMMBOJIOB.

[na ncnonb3oBaHua ayteHTMdmkaLmm aboHeHToB yepe3 RADIUS-cepsep Heobxoanmo ykasatbs AAA-npodnnb
B KOHpurypauum aboHeHTckoro nHtepdoelica (user-Interface), cm. pazgen Hactpoiika aboHEHTCKMX
NHTepheiicos.
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Mpumep HacTpoiiku:
3apauva:

Mcnonb3oBatb RADIUS-cepBepbl 192.168.113.200 (ocHoBHOI) 1 192.168.113.201 (pe3epBHbIii) as
ayTeHTUdmKaumm pernctpaunin aboHeHToB, NocTynatLwmx Ha aboHeHTCkmin nHTepgeinc USERS_VIA_RADIUS B
pexume RFC5090-no-challenge.

PelwweHne:
1. HacTtpounTb ocHoBHo RADIUS-cepsep 192.168.113.200:

vesbc# configure

vesbc(config)# radius-server host 192.168.113.200
vesbc(config-radius-server)# key ascii-text password
vesbc(config-radius-server)# source-address 192.168.113.207
vesbc(config-radius-server)# usage voip
vesbc(config-radius-server)# exit

2. Hactpoutb pe3sepsHbiii RADIUS-cepep 192.168.113.201:

vesbc(config)# radius-server host 192.168.113.201

vesbc(config-radius-server)# key ascii-text password

vesbc(config-radius-server)# source-address 192.168.113.207

vesbc(config-radius-server)# usage voip

#YKa3piBaem 60nee HU3KUIA NpuopuTeT, YemM Yy OCHOBHOro cepsepa. Mo ymonyaHuwo npuoputeT 1. Yem
MeHblle 3HayeHue, Tem npuopuTeTHee cepsep.

vesbc(config-radius-server)# priority 100

vesbc(config-radius-server)# exit

3. Hactpoutb RADIUS-npodnns RP_USERS:

vesbc(config)# esbc

vesbc(config-esbc)# radius profile RP_USERS

#YKka3biBaem gBa RADIUS-cepBepa

vesbc(config-radius-profile)# radius-server host 192.168.113.200
vesbc(config-radius-profile)# radius-server host 192.168.113.201
#YKa3biBaeM pexum paboTbl digest-ayTeHTudmkauum
vesbc(config-radius-profile)# auth digest rfc5090_no_chlng
vesbc(config-radius-profile)# exit

4. Hactpoutb AAA-npocomnnb AAA_USERS:

vesbc(config-esbc)# aaa profile AAA_USERS

#YKa3biBaemM RADIUS-npodunb

vesbc(config-aaa-profile)# auth radius profile RP_USERS
vesbc(config-aaa-profile)# exit
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5. Ucnonb3osaTb AAA-npodonib AAA_USERS B HacTpolikax aboHeHTckoro uHtepdeiica USERS_VIA_RADIUS:

vesbc(config-esbc)# user-interface sip USERS_VIA_RADIUS
vesbc(config-esbc-user-interface-sip)# aaa profile AAA_USERS
vesbc(config-esbc-user-interface-sip)# exit
vesbc(config-esbc)# exit

vesbc(config)# exit

#pYMEHSAEM M COXpaHSieM BCE HaCTpPOWKMK

vesbc# commit

vesbc# confirm

Mpwn nonyyeHmmn coobuieHnii REGISTER Ha aboHeHTckuin nHtepdperic USERS_VIA_RADIUS, ESBC 6yaet
oTnpaBnATb aboHeHTy napameTpbl 415 digest-ayTeHTudomkauum B coobeHnm 401 Unauthorized, panee atu
napameTpbl 1 digest response, NoslyyeHHbI OT aboHeHTa, byaeT nepefasatbes Ha RADIUS-cepsep
192.168.113.200 B coobLieHnn Access-Request.

Mpwn nonyyeHumn ot cepBepa Access-Accept, coobuieHne REGISTER ot aboHeHTa 6yaeT HanpaB/iieHo Ha
BblLLecToALWuMI SIP-cepsep:

i RADIUS-cepsep : I
[ SIP-aboHeHT J [ ESBC J [ (192.168.113.200) J SIP-cepsep

REGISTER

401 Unauthorized

A

REGISTER with Authorization

Access-Request

Access-Accept

REGISTER with Authorization

Y

200 OK

200 OK

Mpu nonyyeHun Access-Reject, byaeT otnpasneHo coobuieHne 403 Forbidden:
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] RADIUS-cepBep
[ SIP-a6oHeHT ] [ ESBC J [ (192.168.113.200) ]

REGISTER

Y

401 Unauthorized

A

REGISTER with Authorization

Y

Access-Request

\ 4

Access-Reject

A

403 Forbiden

A

Mpwn HepocTynHocTn RADIUS-cepBepa 192.168.113.200, nocne TalimayTta 6ygeT oTnpaB/IeHO COO6LIEHNE
Access-Request Ha pe3sepBHbIi RADIUS-cepBep 192.168.113.201:

_ RADIUS-cepBep RADIUS-cepeep 1P-
SIP-aBoxen ESBC (192.168.113.200) (192.168.113.201) SiP-cepsep

REGISTER

401 Unauthorized

A

REGISTER with Authentication

Access-Request
>

(Yepes 3 cekyHab! )

Access-Request

Access-Accept

REGISTER with Authorization

Y

200 OK

A

200 OK

A
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9.13.2 HacrTtpoliika nokasbHOW ayTeHTUhukayum sanpocos

NokanbHasa ayteHTUdMKaums Ha ESBC ncnonb3syetcsa ania ayTeHTUrKaunm KIIMeHTOB, UCNOSb3YS YYETHbIE
[AaHHble, npuBa3aHHble K TpaHky ESBC.

ANropmnTM HaACTPOVKM TpaHka ANns paboTbl OYHKLMK:

1. No6aBnTb ayTeHTU(INKALNOHHbIE AaHHbIe B NPOU/Ib YHETHBIX AaHHbIX.

2. MpuBaAsaTb NPodon/b YHUETHLIX AaHHbIX K AAA-npoduio.

3. fo6asuTb nNpaswusio Belibopa SIP-meToa 3anpoca, Npy coBnageHnn ¢ KoTopbiM ByeT NCMosib30BaTbCs
nokanbHas ayteHtTudukaums. NMogaepxaHa obpaboTka 401 n 407 otBeToB Ha 3anpocsl : INVITE,
REGISTER, UPDATE, INFO, REFER. MNpwu co3gaHuv naTTepHa MOXHO UCNOMb30BaTh PerysisipHble
BblpaxxeHnst PCRE.

Mo ymon4yaHuio yctaHoB/1IeHO npasusio Bblibopa metoga REGISTER.

4. Mpueasatb AAA-Npodonsib K TPaHKY.

Ecnn Ha oTnpasneHHbI 3anpoc NpUAET OTBET ¢ TpeboBaHmem ayTeHTudukaumn, To ESBC o6paboTaet ero un
CaMOCTOSITE/IbHO NMepeoTnpaBnT N3HaYasIbHbIN 3anpoc Ha cepBep BMecTe C ayTeHTU(UKaLNOHHbIMU
LaHHbIMU.

Ecnu B npochune yu€THbIX AaHHbIX He ByaeT nogxoaswero Homepa, To ESBC nepewnét 401/407
OTBET Ha NepBoe Meyo.

Cxema paboTbl:

e | e [ ows

INVITE
INVITE
401/407 Auth requierd
ACK
INVITE with Authorization/Proxy-Authorization
200 OK
200 OK
ACK
ACK
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Mpumep HACTPOKM NOKANIbHOW ayTEHTUPMKaLUM aGOHeHTa:

3agava:

HacTponTb nokasibHyto ayTeHTUdnkaumio aboHeHTa ¢ Homepom 100, nornHom 100 n naponem PASSWORD.
MNpwn aTtom Softswitch 3anpawmBaeTt ayTeHTUdmKaymio Ha 3anpockl REGISTER un INVITE.

192.168.20.120:5062 192.168.16.113:5061

SIP-a6oHeHT (100) ] 7‘{ ESBC } >{ SSW

192.168.20.50:5060 192.168.16.65:5060

PeleHue:
Mopsapok koHcurypuposaHus ESBC:

1. HactpouTb IP-agpec Ha nHTepdelice B cTopoHy SSW:

vesbc#

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description "SSwW"
vesbc(config-if-gi)# ip address 192.168.16.113/24
vesbc(config-if-gi)# ip firewall disable

2. Hactpoutb IP-agpec Ha BHeLHeM nHTepdelice B CTOPOHY ab0HEHTOB:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description "ABONENTS"
vesbc(config-if-gi)# ip address 192.168.20.120/24

3. Cozpgartb SIP-TpaHCcnopT B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# port 5061

4. Co3paTb SIP-TpaHCnopT B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120
vesbc(config-esbc-sip-transport)# port 5062

5. Co3patb Meanapecypchl 418 corfiacoBaHusa v nepegayu ronoca Ha nnedve ESBC — SSW:
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vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#YKasaTb AuanasoH MopTOB, KOTOPHIA 6yAeT BbAenATbCA Ha ESBC AnA nepegayun rosnoca. [JaHHas KomaHAa
HeobA3aTenbHada. Ecnu ee He ykasbiBaTb, OyAeT MCNONb30BaTbCA AMana3oH NOPTOB 8000-65535.
vesbc(config-esbc-media-resource)# port-range 1024-65535

6. Co3gartb Meanapecypcbl AN cornacoBaHusa 1 nepegaym ronoca Ha niede ESBC — AGOHEHTCKUIA w3/
SIP-ab0oHEeHTbI:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_ABONENTS
vesbc(config-esbc-media-resource)# ip address 192.168.20.120

7. Co3paatb Npotnsib YYETHLIX JaHHbIX C ayTEeHTU(MKALNOHHBIMW JaHHbIMW K/TMEHTA:

vesbc#

vesbc# config

vesbc(config)# esbc

vesbc(config-esbc)# credential profile CREDENTIAL_PROFILE
vesbc(esbc-credential-profile)# number 100
vesbc(esbc-credential-profile-cred)# login 100
vesbc(esbc-credential-profile-cred)# password PASSWORD

8. Co3gatb AAA Npodun/ib C CO3aHHbIM NPOIMAEM YUETHbIX AaHHbIX 1 WAGIOHOM BbiGopa 06pabaTbiBaeMbIX
MeTo/0B:

vesbc#

vesbc# config

vesbc(config)# esbc

vesbc(config-esbc)# aaa profile AAA_PROFILE

vesbc(config-aaa-profile)# credential local profile CREDENTIAL_PROFILE
vesbc(config-aaa-profile)# credential method-pattern INVITE|REGISTER

9. Co3patb SIP-TpaHk B cTOpoHy SSW 1 106aBUTbL B HEr0 HACTPOEHHbIN AAA Npodnnb:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# aaa profile AAA_PROFILE
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.65
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_SSW

10. Cozpgatb Tabnuuy mMmapLipyTusauun n gobasnts Tyga npasuia, No KOTOPbIM BbI30BbI, NpUxoasLmue ¢
aboHeHTOoB, 6yayT MapLpyTm3mpoBaTbca Ha SSW.
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vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_SSW

11. Co3gatb ab0HEHTCKMI MHTepPeic B CTOPOHY aBOHEHTOB U NPUBA3aTb K HEMY CO34aHHY0 TabnunLy
MapLUpyTM3aumnn:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-user-interface-sip)# media resource © MEDIA_ABONENTS
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW

#ECnn aboHeHTbl HaxoasTca 3a NAT, BbINONHUTb KOMaHAY :
vesbc(config-esbc-user-interface-sip)# nat comedia-mode on

12. MpuMeHNTb KOHUrypauuio 1 noaTBepanTb N3MEHEHUS:

vesbc# commit
vesbc# confirm

Tenepb Npu perncrTpaumm aToro aboHeHTa, ecnu ¢ Softswitch npnaét 401 oTtBeT, T0 ESBC nokanbHO ero
o6paboTaeT 1 OTNPaBUT HOBbIV 3aNpoC perucTpaLmmn ¢ ayTeHTUOMKaUMOHHbIMU AaHHLIMU U3 NPOdOnIA
YUYETHbIX AaHHbIX. TO XXe camoe Npou30onaeT Npu BbI30BE.

Mpumep padoThl:

192.168.20.50:5060 192.168.20.120:5062 192.168.16.113:5061 192.168.16.65:5060

[ SIP-a6oHeHT(100) ] [ ESBC ] [ SSW ]

REGISTER 100@192.168.20.120
Contact: 100@192.168.20.50

Y

REGISTER 100@192.168.16.65
Contact: 100@192.168.16.113

Y

401 Unauthorized
WWW-Authenticate: nonce="b1cfbb0f55736f635c"
Contact: 100@192.168.16.113

REGISTER 100@192.168.16.65

Authorization: Digest username="100",
nonce="b1cfbb0f55736f635c",
response="fec6591c11t3b1fa7d8c6er79791cb0"
Contact: 100@192.168.16.113 >

200 OK

A
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200 OK

INVITE 200@192.168.20.120
From:100@192.168.20.50
To:200@192.168.20.120

200 OK

Y
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INVITE 200@192.168.16.65
From:100@192.168.16.113
To:200@192.168.16.65

Y

401 Unauthorized
WWW-Authenticate: nonce="jh32few495fds23gdc"

<

ACK

A 4

INVITE 200@192.168.16.65
From:100@192.168.16.113
To:200@192.168.16.65

Authorization: Digest username="100",
nonce="jh32few495fds23gdc",

response="dfih7te2bgfdsr1 7trvrikihbvxvtr6ewq9">

200 OK

A

A

ACK

\ 4

ACK

Y

9.13.3 HacTtpoiika K/IMeHTCKOI perucTpauumn TpaHka

[N NOBbILLEHNS 6€30NaCHOCTM NOAKTHUEHUS K BHELLHEel cpefe 1CNob3yeTcsl KMEeHTCKasi permctpauust
TpaHka ESBC Ha cepBepe peructpauuy npoBaiigepa. 15 3T0ro UCnosb3yTcst ayTEHTUGVKALIMOHHbIE

[aHHble, KOTopble BblAAET NpoBaiiaep.
Mpun 3TOM Yepes TpaHK paspeLlatoTcs:

1. Vicxoasilive BbI30Bbl C 3apPervcTpUpoBaHHbIX HOMEPOB Ha /o6ble.
2. Bxofsiuive BbI30BbI C NI06GbIX HOMEPOB HA 3apPerncTPUPOBaHHBbIE.

Mpu OTCYTCTBUM perucTpauuii HanpaeneHve 6yAeT CUMTaTbCsl HeAOCTYMHbIM.
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Cxema paboTbl:

[ esac ] [ A ]

REGISTER
>
401/407 Auth requierd
(
REGISTER with Authorization/Proxy-Authorization
>

200 OK

ANTOPUTM HACTPOIKM TpaHKa Ans pa6oTbl PYHKLMUN:

1. Jo6aBnTb ayTEHTU(UKALUNOHHbIE AaHHbIe B NPOn/b YUETHBIX AAaHHbIX.
2. MpuBAzaTb NPodn/b YYETHLIX AaHHbIX K AAA-Npouio.

3. MpuBaszaTb AAA-NpodInIb K TpaHKy.

4. BKIOUNTb K/IMEHTCKUIA peXnmM paboTbl peructpaummn TpaHka.

ESBC HauHET caMOoCTOATE/IbHO OTNPABATL 3aNpPOoChl PErMCTPALMM, UCMOMb3Ys AaHHbIe 13 NPUBS3aHOT0
NPouUNsa YYETHBIX JaHHbIX.

PekomeHayeTCA UCNO/b30BaTb PEXUM TOJIbKO A1 CXeMbl Nepegaydn TpaHK-TPaHK.

€ Ecnu HacTpoeH aBGoHEHTCKIA MHTepdelic ¢ MapLIpyTU3aLmell B TpaHK, Ha KOTOPOM BK/KOUEHa
K/IMEHTCKas perncTpauus, To Yepes Hero He GyayT NPOXOAMTb 3anpochkl perucTpaunm ot aboHEHTOB.

Mpumep HACTPOIKN KNMEHTCKOW perucrpaumm TpaHka:

3agava:

HacTtpouTb cBsi3b Mmexay Softswitch n IP-ATC npoBaiigepa yepe3 ESBC. MNpu aTom nposaligep Bbiaan
ayTeHTuhmkaumoHble gaHHble: Homep 100, nornH 100, naposib PASSWORD, fomeH DOMAIN.loc.

192.168.20.120:5062 192.168.16.113:5061

[ SSW } —)[ ESBC } }{ IP-ATC ]

192.168.20.50:5060 192.168.16.65:5060

[ns pewenns 3agaum Ha ESBC Hy)XHO HacTpouTb TpaHk ans Softswitch n TpaHk ¢ KNMEHTCKOW pernctpaumer
ans IP-ATC npoaigepa.
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PelleHue:
Mopsapok koHcurypuposaHus ESBC:

1. HactpouTb IP-agpec Ha BHellHeM UHTepgeiice B cTopoHy IP-ATC npoaigepa:

vesbc#

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description "IP"
vesbc(config-if-gi)# ip address 192.168.16.113/24

2. Hactpoutb IP-agpec Ha nHtepgoeiice B CTOpoHy SSW:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description "SSwW"
vesbc(config-if-gi)# ip address 192.168.20.120/24
vesbc(config-if-gi)# ip firewall disable

3. Co3gatb SIP-TpaHcnopT B CTOPOHY CepBepa perncrpawumn nposangepa:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_IP
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# port 5061

4. Co3zpgatb SIP-TpaHcrnopT B CTOpOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120
vesbc(config-esbc-sip-transport)# port 5062

5. Co3patb Meanapecypchl 4n1s corniacosaHus v nepegayn ronoca Ha nnede ESBC — IP-ATC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_IP
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#YKasaTb AuanasoH MopToB, KOTOPHLIA 6yaeT BbAenATbCcA Ha ESBC ansA nepegayun rosoca. JaHHas KoMaHAa
Heoba3aTenbHana. Ecnu ee He ykasbBaTb, 6yfgeT MCNOAb30BaTbCA Auana3oH NOPTOB 8000-65535.
vesbc(config-esbc-media-resource)# port-range 1024-65535

6. Co3gatb Meavapecypchl A0S cornacoBaHusa 1 nepegayn ronoca Ha nnede ESBC — SSW:
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vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.20.120

7. Co3paatb Npotnsib YYETHLIX JaHHbIX C ayTEeHTU(MKALNOHHBIMW JaHHbIMU TPaHKa:

vesbc#

vesbc# config

vesbc(config)# esbc

vesbc(config-esbc)# credential profile CREDENTIAL_PROFILE
vesbc(esbc-credential-profile)# number 100
vesbc(esbc-credential-profile-cred)# login 100
vesbc(esbc-credential-profile-cred)# password PASSWORD

Moapo6Hoe onncaHne KoOMaH HacTPonKM Npodinns YH4ETHbIX AaHHbIX HA ESBC npeactaBneHo B HacTpoiikax
npodonna yyeTHbIX AaHHbIX B CLI.

© B oauH npochunb MoxHO f06aBUTL [0 24 HOMEPOB.

8. Co3patb AAA npodoun/ib € Co34aHHbIM NPOUIem YY4ETHbIX AaHHbIX:

vesbc#

vesbc# config

vesbc(config)# esbc

vesbc(config-esbc)# aaa profile AAA_PROFILE

vesbc(config-aaa-profile)# credential local profile CREDENTIAL_PROFILE

9. Cospatb SIP-TpaHk B cTOpOHY IP-ATC 1 npuBssaTtb K HEMY HacTpoeHHbI AAA nNpoduib, a Takke BblAaHHbIN
npoBangepom SOMEH:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_IP
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_IP
vesbc(config-esbc-trunk-sip)# aaa profile AAA_PROFILE
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.65
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_IP
vesbc(config-esbc-trunk-sip)# domain DOMAIN.loc

10. Cospgatb SIP-TpaHk B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.20.50
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_SSW
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11. Co3gatb TabmLy MapLlpytusaum n 4obasuTb B Hee npaBusia, No KOTOPbIM BbI30BbI, puxoasime ¢ SSW,
O6yayT mappyTtusnposaTbcs Ha IP-ATC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_IP
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_IP

12. NpuBA3aTb CO34aHHy0 TabvLy MapLupyTU3aumm K TpaHky CMOTPSILLLEMY B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# route-table TO_IP

13. Co3gatb TabimLy mMaplpytusaumi n gobasuTb B Hee NpaBunsa, No KOTOPbIM BbI30BbI, Npuxoasiue c IP-
ATC, 6yayT mapLupyTtmaupoBaTtbcsa Ha SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_SSW

14. MpuneAsaTb Co34aHHY0 Tab1MLy MapLupyTU3auum K TpaHKy, CMOTpSLLEMY B CTOPOHY IP-ATC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_IP
vesbc(config-esbc-trunk-sip)# route-table TO_SSW

15. Ha TpaHke, cmoTpswem Ha IP-ATC, 3agatbe napameTpbl pernctpaunmn u BKIYUTb KITMEHTCKYIHO
perucrpaymio:

vesbc#

vesbc# configure

vesbc(config)# esbc
vesbc(config-esbc)# trunk sip TRUNK_IP

#BblbMpaemM BpemMs, Ha KOTopoe 6yAeT perucTpupoBaTbCsA TpaHK (N0 yMONYaHulw 3600 CeKyHA) :
vesbc(config-esbc-trunk-sip)# registration expires 900

#BbiGUpaem Bpemsi, yepe3 KOTOpPOe Ha4yHETCA MOBTOpHAs OTMpaBKa perucTpauuu nocse HeygaudHoli MonbiTKu
(No ymonuyaHuio 60 cCeKyHA) :

vesbc(config-esbc-trunk-sip)# registration retry-after 40

#BK/lOYAEM PEXUM KAMEHTCKON peructpauun Ha TpaHKe:
vesbc(config-esbc-trunk-sip)# registration mode client
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16. MPYMEHNTb KOHPUrYpaL Mo U NOATBEPAUTL N3MEHEHWS:

vesbc# commit
vesbc# confirm

17. NMocMOTPEeTb akTUBHbIE perncrTpauum TpaHka MOXHO KoMaHaol show esbc trunks:

vesbc# show esbc trunks sip TRUNK_IP registration

Registration type: Client

Total registrations: 1

Active registrations: 1

AOR Contact Status Expires Expires in

100@DOMAIN. loc Sip:100@192.168.16.113:5061 Registered 900 867

Mocne npUMeHeHUst KOHGUIpypaLun ¢ TpaHka oTnpaeuTcs 3anpoc permctpaumn (REGISTER) Ha IP-ATC
nposaiigepa. Ecnu npuagT oTeeT, Tpebytowwnii ayTeHTudpmkaumio (401,407), To ESBC ncnonb3yeT /loKasibHYyH
ayTeHTUhrKaLmo 3anpocoB U OTBETUT Ha HEro, UCNoJb3yA AaHHble U3 NPonNA YH4ETHbIX AaHHbIX. [Mocne
YCMELUHON perncTpawummn TpaHka, UCxosLime Bbi30Bbl C HEr0 BO3MOXHbI Ha /1toOble HoMepa TO/bKO

C 3aperucTpumpoBaHHOro Homepa. Bxogsiume BbI30Bbl 6yayT 06paboTaHbl C N60ro HoMepa TONbKO Ha
3aperMcTpMpoBaHHbI HOMep.
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Mpumep pa6oThbI:

192.168.20.50:5060

[

SSW

|

192.168.20.120:5062

INVITE 300@192.168.20.50
From:100@192.168.20.50
To:300@192.168.20.50
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192.168.16.113:5061

192.168.16.65:5060

[ ESBC

REGISTER 100@192.168.16.65
From:100@DOMAIN.loc
To:100@DOMAIN.loc

Contact: 100@192.168.16.113

401 Unauthorized

From:100@DOMAIN.loc

To:100@DOMAIN.loc

WWW-Authenticate:
nonce="c2dd4b850bbebb76f7700965bcf32ca2"

REGISTER 100@192.168.16.65
From:100@DOMAIN.loc

To:100@DOMAIN.loc

Authentication: username = 100,
response="64a422db2ed2281b4a10efd5e814def4"
nonce ="c2dd4b850bbebb76{7700965bcf32ca2"

Y

200 OK

A

Y

200 OK

INVITE 300@192.168.16.65
From:100@DOMAIN.loc
To:300@DOMAIN.loc

Y

200 OK

A

A

ACK

Y

ACK

Y

| (e
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9.14 Hactpowika NAT

NAT (Network Address Translation — «npeo6pa3oBaHie CETEBbIX afJpECOB») — 3TO TEXHOJOMS, KOTOpas
Nno3B0ONISET NPeobpasoBbIBaTh /I0Ka/IbHbIE IP-aapeca BHYTPEHHEN CeTU B OAUH NN HECKOJIbKO rNo6asibHbIX IP-
agpecos 1 o6paTHo. NAT obecneuvBaeT MexaHn3M NOAKIYEHNS 061acTei ¢ npuBaTHLIMK agpecamu K
BHELLUHUM 06/1acTAM, B KOTOPbIX UCMO/b3YIOTCA YHUKa/IbHbIE B r106a/1bHOM MacLuTabe 3aperMcTpupoBaHHble
appeca. Kpome Toro, NAT ocyuiectsnseT npeobpa3oBaHvie NopToB — TO €CTb MEHAET HOMepa NopToB B
naketax flaHHbIX, YTO NOMoOraeT OAHO3HaYHO COMOCTaB/ATb UCXOASALLME N BXOAALLME COeAMHEHMS.

B gaHHOM pasgene 6yayT onucaHbl pasinyHble yHKUMM ans paboTel ¢ NAT, a Takke HacTpolikun ESBC gna
ero 06xoa, TakMe Kak:

1. Hactporika NAT comedia-mode gna npoxoxaeHva megmatpacdmka yepes yctpoinctsa NAT,
2. Hactpoiika Public-IP;

3. Hactpoiika BHewHero STUN-cepBepa;

4. Hactpoiika nokanbHoro STUN-cepsepa.

9.14.1 Hacrtpoiika NAT comedia-mode

C uenbto npeoaonexHns coeamHeHnii yepes yctpoiictea NAT, B ESBC peannsoBaHa nogaepxka nat comedia-
mode ans TpaHKOB 1 aBOHEHTCKNX NHTEPAIENCOB.

MexaHuam NAT comedia-mode ncnonb3yeTcs B TOM C/lyyae, Korja BCTpPeuHoe YCTPOVCTBO HaxoauTcs 3a
NAT.

HacTpoiika u npuHuun pa6oTbl nat comedia-mode ansa TpaHkoB (trunk)

BktoueHne pexuma nat comedia-mode ocylLecTBNSIeTCA B HACTPOiKax TpaHKa:

vesbc# configure
vesbc(config)# esbc
vesbc(config-esbc)# trunk sip
vesbc(config-esbc-trunk-sip)# nat comedia-mode
Select NAT comedia mode for trunk:
off
on
flexible

vesbc(config-esbc-trunk-sip)# nat comedia-mode on

PeannsoBaHa pa6boTa B ABYX peXumax:

e flexible — npoBepsieT UCTOYHMK BO BXoAsLEM RTP-NoToke 1 TpaHc/MpyeT UCXOAALWMIA NOTOK Ha IP-
agpec n UDP-nopT, ¢ KOTOPOro npuHMmaeTcsa meamnanoTok. B cnyyae npepbiBaHnsa Bxogsuiero RTP-
noToka 6os1ee YeM Ha 1 CekyHAy, UCXOAALLMIA NOTOK NPOA0/HKAET TPaHC/IMPOoBaThCS;

e 0N — NpPOBepPSeT UCTOYHKK BO BXOAsLEM RTP-noToke 1 TpaHc/iMpyeT CXOAALWMIA NOTOK Ha IP-agpec u
UDP-nopT, ¢ KOTOpPOro NnpuHMMaeTca meamanoTok. B cnyyae npepbiBaHus Bxogsulero RTP-noTtoka 6onee
yeM Ha 1 cekyHAy, NCXoasaLMiAi NOTOK NepecTaeT TPaHC/IMPOBATbLCS.

MpuHUMN pa6oTbl

Mpwu BKNOYeHMN pexmma nat comedia-mode on/flexible oTnpaska 1 nonyyeHvne coobLeHuii curHanmsauum SIP
ocyLllecTBnseTcsa c/Ha IP-agpec n nNopT, ykazaHHble B HACTPOMKax TpaHka.

OnpaBka RTP 6yaeT ocylectBnsATbCA Ha IP-agpec 1 nopT, ¢ KOTOPOro 6bi1 NoslyyeH nepeblili RTP-nakeT ot
BCTPEYHOW CTOPOHbI. [Jo noslydeHnsa RTP oT BCTpeuHOo CTOPOHbI, Meanatpaduk He 6yaeT nepegasaTbcs OT
ESBC B 3Ty CTOPOHY.
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HacTpolika u npuHuun pa6oTbi nat comedia-mode gns a6oHeHTOB (user-interface)

BkntoueHve pexwvma nat comedia-mode ocyllecTBNsieTcs B HACTpolikax aboOHEeHTCKOro nHTepgeiica:

vesbc#
vesbc# configure
vesbc(config)# esbc
vesbc(config-esbc)# user-interface sip USERS
vesbc(config-esbc-user-interface-sip)# nat comedia-mode
Select NAT comedia mode for user-interface:
of f
on
flexible
vesbc(config-esbc-user-interface-sip)# nat comedia-mode on

PeannsosaHa paboTa B ABYX pexumax:

e flexible — npoBepsieT UCTOYHUK BO BXOAAWEM RTP-NOTOKe 1 TpaHC/IMpyeT NCXOAALLMIA NOTOK Ha IP-
agpec n UDP-nopT, ¢ KOTOpPOro npuHUMaeTca MeananoTok, B c/iydae npepbiBaHusa sxogawero RTP-
noToka 6osiee YeM Ha 1 cekyHAy, UCXOAALLMIA MOTOK NPOA0/HKAET TPaHC/IMPOoBaThCS;

* 0N — NpoBepsieT NCTOYHUK BO BXoasawemM RTP-noToke n TpaHcanpyeTt ncxogaiwmii noTok Ha IP-agpec n
UDP-nopT, ¢ KOTOpPOro NpuHMMaeTca MeAuanoTok, B cnyyae npepbiBaHmsa Bxogsuero RTP-notoka 6onee
yeM Ha 1 cekyHAy, NCXOAALMIA NOTOK NepecTaeT TPaHC/IMPOBATbLCA.

MpuHUMN paboThbl.

Mpwn BKNtOYEHUN pexxma nat comedia-mode on/flexible oTnpaBka coobuieHnii curHanusaumm SIP
ocyLecTBisieTcst cuMMeTpuyHo (Ha IP-agpec 1 nopT, ¢ KOTOPOro GbIN NPUHST 3aNpPOC) B ClyYae, eC/in KNNeHT
B VIHULMUPYIOLLLEM 3arpoce He ncnosb3osasl napameTp RPORT.

OTnpaBka coobuieHnin curHanunsaumm SIP Ha 3aperncTpmpoBaHHOro aboHeHTa 6yAeT ocywecTBNATbLCA Ha IP-
aZpec 1 nopr, ¢ KoToporo 61 NpuHAT 3anpoc REGISTER, a He Ha gaHHble abOHEHTa, yKa3aHHbIe B 3arosioBKe
Contact.

OnpaBska RTP 6ygeT ocywectBnsATbCA Ha IP-agpec 1 nopT, ¢ KOTOPOro 6b11 NosyyeH nepeblili RTP-nakeT ot
BCTPEYHOW CTOPOHbI. J0 nonyyeHms RTP OT BCTPEYHOI CTOPOHbI, MegnaTpadvk He 6yaeT nepeaaBaTbCA OT
ESBC B 3Ty CTOPOHY.

KomaHpa nat keep-alive-interval B HacTpoiikax abOHEHTCKOro nHTepderica Ucnosb3yeTcs AJ/19 HacTPOVKK
NHTepBana AN nogaepxkn coegmHeHmns 3a NAT. MNpu BKIOYEHUN ONumK, aBOHEHTY € 3a[jaHHbIM UHTEPBA/IOM
6yayT oTnpaBnsaTbLCA NakeTbl ¢ cogepxaHnem "0d0a" gnsa npegoTepaweHns paspyeHms ceccum Ha NAT-
MapLupyTusaTope.

NopmeHa atpuoyTos direction B SDP

Mpwu BKNOYEHMM onuuKn nat comedia-mode aTpnbyT direction sendonly B SDP npu otnpaBske offer/answer sdp
3amMeHsTCAa Ha sendrecy.

[JaHHbIi MexaHW3M UCNonb3yeTcs A/19 NpefoTBpaLleHns cutyaumm, B KoTopoi aboHeHT 3a NAT He HauHeT
nepsbim oTrpasky RTP-naketos B ctopoHy ESBC, n cootBeTcTBeHHO ESBC He HauHeT oTnpaBKy BCTPEYHOro
notoka RTP k aboHeHTy.
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Mpumepsbl:

1. 3ameHa aTpubyToB direction B offer sdp:

Trunk / User interface with
] Trunk ( ] NAT comedia-mode (
UAC

J \ ESBC J L UAS ]

INVITE
SDP: a=sendonly
INVITE
SDP: a=sendrecv
200 OK
SDP: a=sendrecv
200 OK
SDP: a=recvonly
INVITE
SDP: a=sendonly
INVITE
SDP: a=sendrecv
200 OK
SDP: a=recvonly
200 OK
SDP: a=recvonly
INVITE
SDP: a=recvonly
INVITE
SDP: a=recvonly
200 OK
P SDP: a=sendrecv
200 OK
SDP: a=sendonly
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Trunk / User interface with

[ UAC
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1 NAT comedia-mode (

] Trunk [

UAS ]

J L ESBC
INVITE
SDP: a=sendrecv
INVITE
SDP: a=sendrecv
200 OK
SDP: a=sendonly
200 OK
SDP: a=sendrecv
INVITE
SDP: a=sendrecv
INVITE
SDP: a=sendrecv
200 OK
SDP: a=recvonly
200 OK
SDP: a=recvonly
INVITE
SDP: a=sendrecv
INVITE
SDP: a=sendrecv
200 OK
SDP: a=sendrecv
200 OK
SDP: a=sendrecv
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9.14.2 Hacrtpoiika Public IP

Public IP (pyc. «<ny6nunuHbIii IP-aapec») — 3To BHeLLHWi1 IP-afipec, KOTOPbI UCMO/b3YeTCs Npu OTrNpaBke
3anpocoB Nosib30BaTe N0 UKW yaaneHHOMY afpecy U3 BHELLHEN ceTu.

HacTpoiika ncnonb3yeTtcs B cny4ae, korga ESBC He umeeTt ny6nunyHoro IP-agpeca v Bbixog, B Ny6INMYHYHO CETb
ocyuiectensetca yepe3 NAT. B Takom cnyyae B kavecTtBe Public IP ykasbiBaetcsa agpec WAN-uHTepgoeiica
NAT gn1a noacTaHOBKM B CUrHasIbHble coo6LLeHnsa npoTokona SIP.

Public IP MOXHO HacTpouTb 4151 aBOHEHTCKOro NHTepdieiica, TpaHka 1 TPaHKOBOW rpynnbl.

© Ecnu Public IP HacTpoeH B TpaHKe 1 B TPaHKOBOIA rpynne, B KOTOPYIO BXOAUT 3TOT TpaHK, To 6yaeT
ncnonb3osarbcs Public IP 3 HacTpoek TpaHka.

© B kauecTse ny6MYHOro agpeca MOXHO Ucnonb3oBaThb Kak IPv4, Tak u IPv6 (He noaaepxusaeTcs B
Tekyweli Bepcun MO) agpec.

Mpwn Hannumm Public IP, agpeca B SDP, 3aronoskax Via n Contact 6yayT 3ameHeHbl Ha 3HadeHue public-ip u3
KoHourypaumm obbekta. Media 6yaeTt paboTtaTh B pexnme NAT-comedia.

Ecnu Ha HanpaBneHun HacTpoeH Public IP n BHewHwnii STUN-cepBep, TO B KauecTse ny6anyHoro yaet
1cnosb30BaTbCcA agpec, nony4veHHslin ot STUN-cepBepa

€ [ns koppekTHOi paboTbl onumm Public IP Heo6xoa1Mo opraHn3oBaTh NPOGPOC NOPTOB A1
curHanusaumm SIP n megnanoptoB RTP Ha BbiwecToswem yctpoiictee NAT "oguH kK ogHoMy".
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Mpumep HacTpoliku Public IP gnsa TpaHka:

#HacTpoiika SIP-TpaHcrnopTa O4N1S TpaHka:

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRUNK_TRANSPORT
vesbc(config-esbc-sip-transport)# ip address 192.168.1.1
vesbc(config-esbc-sip-transport)# exit

#HacTpoiika mMeanapecypcoB ANs TpaHKa:

vesbc(config-esbc)# media resource TRUNK_MEDIA
vesbc(config-esbc-media-resource)# ip address 192.168.1.1
vesbc(config-esbc-media-resource)# exit

#HacTpoiika nmapameTpoB TpaHKa:

vesbc(config-esbc)# trunk sip TRUNK_PUBLIC_IP
vesbc(config-esbc-trunk-sip)# sip transport TRUNK_TRANSPORT
vesbc(config-esbc-trunk-sip)# media resource © TRUNK_MEDIA
vesbc(config-esbc-trunk-sip)# remote address 192.168.1.3
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# public-ip 10.25.0.1

#MpymeHeHne W NoATBEPXAEHNE W3MEHEHWNA :

vesbc(config-esbc-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.
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Mpumep ucnonb3osaHusa Public IP:

ESBC nonyyaet coobLieHne, KOTOpoe A0/MKHO ObITb cMapLupyTusnposaHo B TpaHk TRUNK_PUBLIC_IP:

INVITE sip:23002@192.168.1.1:5060 SIP/2.0

Via: SIP/2.0/UDP 192.168.1.4:5061;rport;branch=z9hG4bK-1914230-1-1
From: "24001" <sip:24001@192.168.1.4:5061>;tag=1
To: "23002" <sip:23002@192.168.1.1:5060>
Call-ID: 1-1914230@192.168.1.4

Cseq: 1 INVITE

Contact: <sip:24001@192.168.1.4:5061>
Max-Forwards: 70

Allow: INVITE, ACK, BYE, CANCEL

Content-Type: application/sdp

Content-Length: 138

Session Description Protocol Version (v): 0

Owner/Creator, Session Id (o): userl 77755765 7773687637 IN IP4 192.168.1.4
Session Name (s): -

Time Description, active time (t): 0 0

Connection Information (c): IN IP4 192.168.1.4

Media Description, name and address (m): audio 10000 RTP/AVP 8

Media Attribute (a): rtpmap:8 PCMA/8000

ESBC nepecbinaet INVITE uepes TpaHk TRUNK_PUBLIC_IP Ha BCTpe4yHOe yCTPOCTBO.
B SDP, Via 1 Contact BMecTo agpeca ucnosb3dyemoro SIP-TpaHcnopTa (192.168.1.1) yka3biBaeTcs agpec
Public IP Tpaxka (10.25.0.1):

INVITE sip:23002@192.168.1.3:5060 SIP/2.0

Via: SIP/2.0/UDP 10.25.0.1:5060;rport;branch=z9hG4bKPj6e357f04-el3e-4ead-8386-2246d12450b4
Max-Forwards: 70

From: "24001" <sip:24001@192.168.1.1>;tag=76776c9a-022b-4ccf-9458-e83e2701f6c8
To: "23002" <sip:23002@192.168.1.3>

Contact: <sip:24001@10.25.0.1:5060;transport=udp>

Call-ID: 5fc229f6657d7706f2b6c8lad4a5bloe

CSeq: 28491 INVITE

Allow: INVITE, ACK, BYE, CANCEL

Supported: 100rel, replaces, ice

Content-Type: application/sdp

Content-Length: 135

Session Description Protocol Version (v): 0

Owner/Creator, Session Id (o): userl 77755765 7773687637 IN IP4 10.25.0.1
Session Name (s): -

Time Description, active time (t): 0 O

Connection Information (c): IN IP4 10.25.0.1

Media Description, name and address (m): audio 10000 RTP/AVP 8

Media Attribute (a): rtpmap:8 PCMA/8000
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9.14.3 Hacrtpoiika STUN

STUN - ceTeBoOW NPOTOKO/I, NO3BOIAIOLLMI KNNEHTY, Haxoaswemycs 3a NAT, onpeaennts CBOW Ny6NYHbIN
(BHELWHWIA) IP-afpec 1 NopT Ana 06ecneyeHnst yCTaHOB/IEHNS M KOPPEKTHON nepegayun meguartpaduka yepes
NAT. MpumeHsieTcs B MexaHusmax oo6xoga NAT (Hanpumep, ICE) ans yctaHoBNEHNS NPsMbIX
MeamnacoeanHeHuIA.

ESBC nognepxvaeT STUN B ABYX pexmnmax padboThbi:

e B3anmopgeicTeme ¢ BHelwHUMn STUN-cepeepamu;
¢ (byHkumoHnpoBaHue B kadyecTBe STUN-cepsepa g/18 knmeHToB 3a NAT.

HacTpoliika BHewHero STUN-cepBepa

ESBC nogaepxuBaeT B3anmopeiicteme ¢ BHewHumMu STUN-cepBepamu ansi onpeaeneHns CO6CTBEHHOMo
ny6nunyHoro agpeca (Hanpumep, ecnn ESBC HaxoamTcs B yacTHoit ceTn 3a NAT-ycTpoiictBom). ESBC
otnpasnsieT STUN Binding Request Ha yka3aHHbI cepBep 1 MCNOMb3yeT Nosly4eHHbIn B oTBeTe IP-agpec n
NopT B KayecTBe Ny6/IMYHOro, NOACTAB/IAA €ro B CUTHaUIbHble coobLieHnsa npotokona SIP. Ans nonyyeHus
noptoB gns RTP/RTCP Takxe 6yayT otnpasnatbca STUN Binding Request B MOMEHT yCTaHOBNEHMS BbI30BA.

Mo ymonuaHuio ESBC B3anmopeiicteyeT ¢ BHelwHMMn STUN-cepsepamu B pexume cornacHo RFC 3489
(Simple Traversal of UDP through NATs nnu "classic STUN") — ucnonb3ayeT B kauecTBe Ny6/IMYHOro agpeca u
nopTa 3HauyeHus, nonyyeHHole B aTpnoyte MAPPED-ADDRESS B Binding Response ot STUN-cepBepa.
JocTtynHa noaaepxka RFC 5389 (Session Traversal Utilities for NAT) — B atom cnyuyae ESBC B Binding Request
Ha STUN-cepBep 6yaeTt otnpaBnstb Cookie, C NOMOLbI0 KOTOPOro cepeep 3almndpyeT agpec 1 nopT 1
nepeaact ux B Binding Response B atpnbyte XOR-MAPPED-ADDRESS, ESBC aelundpyeTt nonyyeHHble
[aHHble 1 UCnosib3yeT B KayecTse Ny6anyHOro agpeca v nopra.

[locTynHa HacTpoiika MHTepBana OTNpaBKK 3anpocoB Ha BHeluHuii STUN-cepBep.

BHewwHnin STUN-cepBep MOXHO MCMNOMb30BaTb B HACTPOMKax abOHEHTCKOIo NHTepeiica, TpaHka 1 TpaHKoBOW
rpynnbi.

© Echv STUN-cepsep HacTpoeH B TpaHKe 1 B TPAHKOBOIA pynne, B KOTOPYI BXOAUT 3TOT TpaHK, To 6ygeT
ncrnonb3loBaTbca STUN-cepBep 13 HACTpOeK TpaHka.

Ecnu Ha KakoM-TM60o HanpaBfeHU HaCTPOEHO NoslyyeHne Ny6/IMYHOro agpeca Yepes BHewHuii STUN-cepeep
1 3TOT cepBep HeAoCTyNeH, TO:

e Npu Hannuum HacTpoeHHoro Public IP B SIP-coo6ueHnsx 6yaeTt ncnonb3oBatbes agpec u3 Public-IP;
e ecnu Public IP He HacTpoeH, To SIP 3anpochkl Ha 3TO HanpaBfieHne 6yayT OTKIOHEHbI own6Koi 503.

Moapo6Hoe onncaHne KomaHa HacTpolikn BHewHNX STUN-cepsepoB Ha ESBC npeacTtaBneHo B
pasgene Hactpoiiku STUN CnpaBoyHuka komaHg, CLI.

Mpumep HacTpoiikn ESBC ansa B3aumogeiictBus co STUN-cepBepom:
Cxema:

ESBC HaxoauTcsl B yacTHOW ceTun 3a NAT ycTpoiicTBOM, HacTpoeHbl 2 TpaHka — TRUNK_A (B TOii Xe ceTu, uTo
1 ESBC) n TRUNK_B (B ny6nunyHoii ceTu), HacTpoeHa mapLupytusaums Mmexay Hiamu, agpec WAN-uHtepdeiica
NAT-ycTpoincTBa HemsBecTeH. B nybnuuHoii cetn Haxoantca STUN-cepsep. He06xoaumMo HacTponuTb
nonyyeHue nyénunyHoro agpeca yepes STUN-cepBep 4719 BbI30OBOB, HanpasieHHbIXx B TRUNK_B.
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LAN 5 5 WAN
10.0.1.20 10.0.1.10 E 5 198.51.100.10

203.0.113.10

[ TRUNK_A ]—)[ ESBC ]—)[ NAT ]—} TRUNK_B E
(. / :

E ‘ STUN-cepsep

#HacTpoika BHewHero STUN-cepBepa:

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# stun server external EXTERNAL_STUN
vesbc(config-esbc-stun-server-ext)# remote address 203.0.113.10

#/NHTepBan oTnpaBkn 3anpocoB Ha STUN-cepBep = 60 CeKyHpA:
vesbc(config-esbc-stun-server-ext)# keepalive 1interval 60
vesbc(config-esbc-stun-server-ext)# exit

#lo6aBneHne STUN-cepBepa B HaCTPOWKW TpaHKa:
vesbc(config-esbc)# trunk sip TRUNK_B
vesbc(config-esbc-trunk-sip)# stun server EXTERNAL_STUN

#NpuMeHeHVe 1 NOATBEpPX4EHNe W3MEHEeHWIA:

vesbc (config-esbc-stun-trunk-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-stun-trunk-sip)# do confirm

Configuration has been confirmed. Commit timer canceled

Mocne ycnewHoro npumMmeHeHns koHdpurypaumm ESBC HauHET kaxxable 60 cekyHg, oTnpaBnate Binding Request
Ha STUN-cepBep ¢ nopTa, KOTOpbI yka3aH B npusasaHHoM K TpaHky TRUNK_B SIP-TpaHcnopTe, nosnly4yeHHbll B
oTBETE agpec u NopT 6yaeT ucnosib3oaTbes B SIP-coobweHnsx Ha nneve ESBC-TRUNK_B.
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10.0.1.10 203.0.113.10

[ esac ] [ naT ] [STUN.cepBep]

STUN Binding Request
(src: 10.0.1.10:5060)

Y

STUN Binding Request

STUN Binding Response
MAPPED-ADDRESS

. 203.0.113.100:12000
STUN Binding Response P

MAPPED-ADDRESS
203.0.113.100:12000

(yepes 60 cekyHa)

STUN Binding Request
(src: 10.0.1.10:5060)

A 4

STUN Binding Request

Y

STUN Binding Response
MAPPED-ADDRESS

203.0.113.100:12000
STUN Binding Response P

MAPPED-ADDRESS
203.0.113.100:12000

Mpun ncxogswem sbizose B TpaHk TRUNK_B ESBC otnpasut 3anpocbkl Ha STUN-cepsep ¢ RTP n RTCP-nopTa
4Ns cornacoBaHuns obmeHa meguatpacgurkom.
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10.0.1.20 10.0.1.10 203.0.113.10 198.51.100.10
[ TRUNK_A ] [ ESBC } [ STUN-cepsep ] [ TRUNK_B
INVITE 200@10.0.1.10
Via: 10.0.1.20:5060
Contact: 100@10.0.1.20:5060
SDP: 10.0.1.20:8000
100 Trying
A STUN Binding Request
(src: 10.0.1.10:8000)
STUN Binding Response
MAPPED-ADDRESS
203.0.113.100:12010
STUN Binding Request
(src:10.0.1.10:8011)
STUN Binding Response
MAPPED-ADDRESS
203.0.113.100:12011
INVITE 200@198.51.100.0
Via: 203.0.113.100:12000
Contact: 100@203.0.113.100:12000
SDP: 203.0.113.100:12010
100 Trying
180 Ringing
180 Ringing
200 OK
SDP: 198.51.100.10:10000
200 OK
SDP:10.0.1.10:8012
1.20:8000 RTP 1.10:8012 203.0.113.100:12010 (10.0.1.10:8010) RTP 198.51.100.10:10000

Mpn Bxoaswem Bbizose 13 TpaHka TRUNK_B ESBC Takxke otnpasuT 3anpockl Ha STUN-cepsep ¢ RTP n RTCP-
nopTta As1s cornacoBaHusl obmeHa meagnaTpadukom nepeq otnpaskoii SDP-Answer nHuupnatopy.
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HacTpoiika nokanbHoro STUN-cepBepa

ESBC moxeT (pyHkumoHupoBaTb B kayectse STUN-cepsepa Ans aboHeHTOB, Haxoasawmxcs 3a NAT. nsa aToro
Ha ESBC HacTpauBatoTcs nokanbHble STUN-cepBepbl (10 64 wWiT.).

Mpun nonyvenmmn STUN Binding Request, ESBC chopmupyeT Binding Success Response, cogepxawmii IP-agpec
1 NOPT, C KOTOPOro AaHHbI 3anpoc Gbi1 Nony4YeH. TOT agpec HasbiBaeTcs Reflexive Address n moxeT
NCNONb30BaTLCA KMEHTOM AN151 KOPPEKTHOro oopmupoBaHus SIP-coobueHunii, SDP 1 o6ecneveHus
npoxoxaeHus megnatpaduka (RTP) uepes NAT.

MoanepxnBaeTcst pabota npotokona STUN B pexummax Classic STUN (RFC 3489) 1 coBpemeHHblii STUN (RFC
5380+).

Moapo6Hoe onucaHme KomaHa HacTpoiikmn nokasibHbix STUN-cepsepoB Ha ESBC npeactaBneHo B pasgene
Hactpoiikn STUN CnpaBoyHuka komaHpg, CLI.

Mpumep HacTpoiikn nokanbHoro STUN-cepBepa B KOHUrypayum:

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# stun server local LOCAL_STUN
vesbc(config-esbc-stun-server-loc)# ip address 30.30.30.1
vesbc(config-esbc-stun-server-loc)# port 13478
vesbc(config-esbc-stun-server-loc)#

#MNpyMeHeHNe 1 NOATBEPXAEHUE W3MEHEHWIA :

vesbc(config-esbc-stun-server-loc)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-stun-server-loc)# do confirm

Configuration has been confirmed. Commit timer canceled

Mocne onucaHHOM Bblle HacTponkn ESBC 6yaeT npuHnmaTth coobuieHnsa STUN Ha IP-agpec 30.30.30.1 n nopt
UDP 13478.

Mpwn ncnonb3oBaHmm B KoHdurypauumn ESBC nokanbHoro STUN-cepBepa He TpebyeTcs
[0nosHMTeNbHOI HacTpolikm firewall, Heo6xoanmbie npaBuna ans nponycka exoaawmx STUN-
3anpocoB 6yayT HACTPOEHbl aBTOMAaTUYECKMN.
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WAN ; : LAN ;

ESBC | [ 5 J S 5
STUN-server | : NAT AGOHEHT |
130.30.30.1 20.20.20.1 10.10.10.1 10.10.10.2 i

STUN Binding Request
(src: 10.10.10.2:5060)

A

STUN Binding Request
(src: 20.20.20.1:15060)

STUN Binding Response
MAPPED-ADDRESS
20.20.20.1:15060

STUN Binding Response
MAPPED-ADDRESS
20.20.20.1:15060

Korpa aboHeHT, Haxoaswmiica 3a NAT, otnpasut STUN-3anpoc, kotopblin 6yaeT nonyyeH ESBC ¢ agpeca
20.20.20.1:15060 Ha agpec ESBC v nopt nokanbHoro STUN-cepeepa (30.30.30.1:13478), B otBeTe ESBC
ykaxxeT 20.20.20.1:15060 B kauecTBe Reflexive Address.
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9.15 Hacrtpoiika QoS

QoS (Quality of Service, pyc. «kauecTBo 06C/yXNBAHWUSA») — TEXHONOTUS NPEAOCTAB/IEHUSI PA3/INYHBIM
Knaccam flaHHbIX pas/InyHbIX MPUOPUTETOB B 0OCTY)KUBAHUN.

MpuopuTteT onpeaensetcs 3HauyeHnem DSCP (0-63) B none IP-3aronoeka DS.
YcTaHOBUTbL HE06X0AMMOoe 3HavyeHne DS MOXHO oTAeNbHO AN1s:

* aynonakeTos;
* BUJEO0MNaKeTOB;
* MakeToB curHanusauun SIP.

MapameTpbl QOS HacTpavBaloTCsa B KOH(UIypaL M abOHEHTCKOT0O HTepdelica, TpaHka 1 TpaHKOBOI rpynnbl.

© Echv QoS HacTpoeH Ans TpaHka 1 A1 TPaHKOBOM rpynMbl, B KOTOPYO BXOAWT 3TOT TPaHK, To 6yAeT
cnonb3oBatbcs QOS M3 HACTPOEK TPaHKa.

Mpumep HacTpoiikn QoS ana aygunotpaduka B KOHUrypauum aboHeHTCKOro nHtepdpeiica:

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENT_QOS_50
vesbc(config-esbc-user-interface-sip)# sip transport ABONENT_TRANSPORT
vesbc(config-esbc-user-interface-sip)# media resource © ABONENT_MEDIA
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW
vesbc(config-esbc-user-interface-sip)# dscp audio 50

#NpUMEHeHNEe 1 NOATBEPXAEHNE WU3MEHEHWIA:

vesbc(config-esbc-user-interface-sip)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

vesbc(config-esbc-user-interface-sip)# do confirm

Configuration has been confirmed. Commit timer canceled.

B ncxopsuem aygnotpadmke aboHeHTaMm, 3aperncTpmpoBaHHbiM yepes nHTepdeiic ABONENT_QOS_50, none
DS B IP-nakeTe 6yaeT BbIrNAAeTb Crieayowmnm 06pasom:

Differentiated Services Field: Oxc8 (DSCP: Unknown, ECN: Not-ECT)
1100 10.. = Differentiated Services Codepoint: Unknown (50)
.00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
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9.16 KoHTponb Tpacduka

9.16.1 KoHTponb Bxogswero Tpacuka
Ha ESBC peanm3oBaH KOHTPO/Ib MIHTEHCUBHOCTM BXoAsLLEro Tpaduka ans:

e 0/lJHOBpPEMEHHbIX BbI30BOB (max in calls);

* BbI30BOB B cekyHAy (max in cps);

e pervcTpauuii B cekyHay (max in regps);

e 3anpocoB B cekyHay (max in rps);

e SIP-coo6leHuit B cekyHAy B pamkax ofHoii ceccun (max in session pps);

e oAnucok B cekyHay (max in subps);

e 06LLEro KoMMYecTBa akTUBHbIX NoAnucok (max in subscriptions);

e 3aMpocoB B MHTEPBA/T BPEMEHW C 3aperncTpMpoBaHHOro aboHeHTa (max in user rpp);
e KOHTAKTOB Ha 0fHOTro aboHeHTa (max in user contacts).

OnucaHne BCeX KOMaH[, A5 KOHTPO/Si BXOASILLEro Tpadouka NpuBeAeHo B pasaernax A/1si KXAoro o6bekTa B

CLI:

1. general;

2. trunk;

3. trunk-group;
4. user-interface.

Peanusauusa orpaHn4yeHunst BXoAsLLero Tpaduka noaaepXxmnBaeTcs ANs CnefyroLlix 06 bekToB:

max in ... Ansa Bcel cuctembl TpaHKoB TpaHK-rpynn AGOHEHTCKMX NHTepdeiicoB
(general) (trunk) (trunk-group) (user-interface)
calls (/] o o o
cps o o o (V]
regps o (] (x) o
rps o V] o (V]
session pps o o o (V]
subps o o o o
subscriptions @ o o (V]
user rpp o (] () (V]
user contacts © () (x) o
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anopMTeTMCHOﬂb3OBaHMH(WpaHMHEHMﬁI

1. OrpaHunyeHns ons Bcei cucteMbl. HacTpoiikn orpaHuyeHnin general nepeonpenensitoT HacTPOVKK
orpaHuyeHnii octasibHbIX 06BeKToB (trunk, trunk-group, user-interface) ESBC.

2. OrpaHnyeHus Ana TpaHk-rpynnbl. HacTpoiikn orpaHuyeHunin trunk-group nepeonpegensioT HacTPOKK
OrpaHuyYeHnii TPaHKOB, BXOAALLMX B AaHHYIO TpaHK-Tpynny, HO nepeonpeaensanTca HacTpokamm
general.

3. OrpaHnyeHus Ans TpaHKoB 1 aBOHEHTCKMX MHTepdelicoB. HacTpoiikn orpaHuyeHunin trunk
nepeonpeaensoTcs HacTPoikaMun OrpaHUYEHNIA TPAHK-TPYNMbl (ECNM TPaHK BXOAUT B COCTaB KakKoli-
MBO TpaHK-TPYNMbl) KN HacTpoiikamu general. HacTpoiiku orpaHuuyeHuii user-interface
nepeonpeaenstTca HacTpolikamu general.

MpropuTET MCNOMb30BaHNS OrPaHNYEHNIA pacnpoCTPaHAETCS TONbKO A/11 MaKCUMasTbHbIX 3HAYEHWA, T.
e. Hanpumep, Npu ncnosb3oBaHnKM max in cps 100 ans Bceit cuctemsl (general), u MCNoONbL30BaHMM MaXx
in cps 10 gn1s Kakoro-NnMbo TpaHka, orpaHmyeHne oobpaboTkn CPS ana atoro TpaHka 6yaet 10, a He
100.

Mpw o4HOBPEMEHHOM UCMNO/Ib30BaHMM Max in cps 1 max in rps B HaCTPOkax TpaHka, TPaHKOBOW rpynmbl Uu
abOHEHTCKOro nHTepgielica, MakCMasibHbIM NMOPOroOM 151 BCEX BXOAALLMX 3arnpocoB OyaeT SABNATbLCA
3HayeHue, HaCTPoeHHoe B max in rps. [Mpu aTom orpaHuyeHne ansa sxogawmx 3anpocos INVITE MoXHO
YMEHbLUNTb OTAE/IbHO HACTPOIKO max in cps.

Mpumep:

1. B KoHourypaumm HacTpoeHo max in cps 10 1 max in rps 5. B Takom c/iyyae makcumanibHoe
orpaHuyeHue Ha Bxogsawme BbI3oBbl (INVITE) 6yaeT 5.

2. B KoHpurypaumm HacTpoeHo max in cps 5 n max in rps 10. B Takom cnyyae MakcMmasibHoe
orpaHvyeHve Ha BxogsLuve Bbi30Bbl OyAeT 5, a Ha ocTasibHble 3anpockl — 10.

Mpumep pa6oTbl NpUoOpUTETA CUCTEMHbIX OFPaHUYEeHUli Haf, aGBOHEHTCKUM UHTepdelicom:

vesbc#
vesbc# config
vesbc(config)# esbc

#Mepexon B 0o6WWE HacTPOWNKW:
vesbc(config-esbc)# general
vesbc(config-esbc-general)#

#YCTaHOBKa OrpaHuM4yeHns BXO[AWEro makcumasibHOro konudectsBa CPS gnsa Bceli cuctembl — 5:
vesbc(config-esbc-general)# max in cps 5
vesbc(config-esbc-general)# exit

#YcTaHOBKa OrpaHMYeHnss MakCcuManbHOro BXogswero konuvectBa CPS ans oTAenbHOro aboHEeHTCKOro
nutepdenca (USER_IFACE) — 10:

vesbc(config-esbc)# user-interface sip USER_IFACE

vesbc(config-esbc-user-interface-sip)# max in cps 10

#MNpumeHeHne N NOATBEPXAEHNE WU3MEHEHMWN :

vesbc(config-esbc-user-interface-sip)# do commit
vesbc(config-esbc-user-interface-sip)# do confirm

B gaHHOM cny4vae He 6yaeT obpabaTtbiBaTbCs 601ee 5 BbI3OBOB B CEKYHAY, MPUXOAALLMNX HA aBOHEHTCKNIA
nutepcpeinc USER_IFACE, Tak kaK y 06L,eCUCTEMHbIX OrpaHUyYeHnin NPUoOpUTET BbiLLe.
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Mpumep pa6oTbl NpUopuTeTa orpaHNUYeHuii TPaHK-TPynibl HaZ OrpaHUYeHUSMU TPpaHKa, BXOASILLErO B
3Ty TpaHK-rpynny:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HACTPOWKW TpaHKa:
vesbc(config-esbc)# trunk sip TRUNK
vesbc (config-esbc-trunk-sip)#

#YcTaHOBKa OrpaHnYyeHnss BXOASWEro MakcumanbHOro konuvecTtBa CPS gns TpaHka — 50:
vesbc(config-esbc-trunk-sip)# max in cps 50
vesbc(config-esbc-trunk-sip)# exit

#MNepexol B HACTPOWKM TPaHK-rpynmnbl:
vesbc(config-esbc)# trunk-group TRUNKGROUP

# [ob6aBneHne TpaHka TRUNK B cocTaB TpaHK-rpymnmnbl:
vesbc (config-esbc-trunk-group)# trunk © TRUNK

#YcTaHOBKa OrpaHnYeHnss BXOASWEro MakKCuManbHOro kKonuvecTtBa CPS gns TpaHK-rpynnsl — 10:
vesbc (config-esbc-trunk-group)# max in cps 10

#MpymeHeHne W NoATBEPXAEHNE W3MEHEHWNA :
vesbc (config-esbc-trunk-group)# do commit
vesbc (config-esbc-trunk-group)# do confirm

T. k. TpaHk TRUNK BxoauT B cocTtas TpaHk-rpynnsl TRUNKGROUP, To 6yaeT obpabatbiBatbes He 60siee 10
BXOJSALLMX BbI30BOB B CEKYH/Y, NOCTYNAKLWMX B TPaHK, Tak Kak NPUOpUTET OrpaHNYeHns y TpaHK-rpynmbl
BblILLE.

Mpumep pa6oTbl OrpaHUYeHUs KOJIMYECTBA OHOBPEMEHHbIX BbI30BOB HAa aBOHEHTCKOM MHTepdeiice:

vesbc#
vesbc# config
vesbc(config)# esbc

#Mepexon B HaCTpPOiKM abOHEHTCKOro uHTepdelica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#YcTaHOBKa OrpaHU4YeHWss MakKCMMasbHOrO Ko/myecTBa OLHOBPEMEHHbIX BbI30BOB [/ abOHEHTCKOr0o-—
nHtepdeinca — 10:
vesbc(config-esbc-user-interface-sip)# max in calls 10

#MNpyvMeHeHNe 1 NOATBEPXAEHUE W3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocne npuMeHeHUs U3MEeHEHWU KONNYECTBO O4HOBPEMEHHbIX BbI30BOB, MPOXOAALLMX Yepe3 aboHEHTCKNIA
nutepcpeinc USER_IFACE, He moxeT 6bITb 60/1bLUe 10. Bece 3anpocsk! INVITE, noctynatowme nocne
NpeBbILLEeHNs IMMUTa, ByAYT NPOUTHOPUPOBAHbI.
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Mpumep pa6oTbl OrpaHUUYeHUsi KOJIMYECTBa BbI3OBOB B CEKYHAY Ha aBOHEHTCKOM UHTepdpeiice:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HacTpoiky aboHeHTCKOro umHTepdeiica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#YcTaHOBKa OrpaHu4yeHnss BXOASWEro MakcumanbHOro konuvecTtBa CPS ans aboHeHTCKOro-mHTepdeiica — 10:
vesbc(config-esbc-user-interface-sip)# max in cps 10

#MNpyMeHeHNe 1 NOATBEPXAEHNE WU3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocne NpUMeHeHUss U3MEHEHWNIA KONIMYECTBO BbIZ0OBOB, MPOXOAALLMNX Yepe3 abOHEHTCKMI nHTepdeinc
USER_IFACE B cekyHay, He moxeT 6bITb 60sbLue 10. Bce 3anpoco! INVITE, noctynatoLyme nocre npesbILeHns
nmmnTa, yayT NPOUrHOPYPOBaHbI.

Mpumep paGoTbl OrpaHUYeHUst KOJIMYECTBA perucTpayuii B CeKyHay Ha abBoOHEHTCKOM uHTepdeiice:

vesbc#
vesbc# config
vesbc(config)# esbc

#Mepexon B HaCTpPOiKM abOHEHTCKOro uHTepdelica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHu4yeHue MaKCUMa/IbHOrO KOAMYecTBa perucTpauuii B CEKYHAY:
vesbc(config-esbc-user-interface-sip)# max in regps 15

#MNpyMeHeHNe 1 NOATBEPXAEHUE WN3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocne NnpUMeHeHUs U3MEHEHWNIA KONIMYECTBO PerncTpaumini B CEKyHAY, NPOXOAALINX Yepe3 abOHEeHTCKUI
nutepcpeinic USER_IFACE, He moxeT 6bITb 60/bLUe 15. Bece 3anpockl REGISTER, noctynatowme nocne
NpPeBbILEeHNs IMMUTa, ByAYT NPOUTHOPUPOBAHbI.
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Mpumep pa6oTbl OrpaHUUYeHUsi KOJIMYECTBA 3aNpPoCcoOB B CEKYHAY HA aGOHEHTCKOM UHTepdeiice:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HacTpoiky aboHeHTCKOro umHTepdeiica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHnyeHne MaKCUManbHOro KOAM4YecTBa 3ampoCOB B CeEKYHAY:
vesbc(config-esbc-user-interface-sip)# max in rps 250

#MNpyMeHeHNe 1 NOATBEPXAEHNE WU3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocrne NnpuMeHeHUs U3MEHEHWNA KONMYECTBO 3anpoCcoB, MPOXoAALMNX Yepe3 abOHEHTCKUI nHTepdeinc
USER_IFACE, He moxeT 6bITb 60/1bie 250. Bee 3anpocsk! (INVITE, REGISTER 1 npoune), noctynatouime nocse
NpEeBbILLEHNS NMMUTA, ByAYyT NPOUTHOPUPOBAHbI.

Mpumep pa6oTbl orpaHnyeHus konuuectsa SIP-coo0LWEeHNII B CEKYHAY B paMKax OAHO ceccum Ha
aBGoHEeHTCKOM MHTepdeiice:

vesbc#
vesbc# config
vesbc(config)# esbc

#Mepexon B HaCTpOiKM abOHEHTCKOro uHTepdelica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHu4yeHue mMaKcuUMasibHOro KonmuyecTBa SIP-coobueHuii B CEKyHAY B pamMKax OfHON ceccum B CEKYHAY:
vesbc(config-esbc-user-interface-sip)# max in session pps 30

#MNpyvMeHeHe 1 NOATBEPXAEHNE W3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocne npuMeHeHnss n3MeHeHu konnmyecTBo SIP-coobLeHNniA, NPOXOAALLMX Yepe3 abOHEHTCKNIA nHTepdelic
USER_IFACE B cekyHAy, B pamkax 0fHOl ceccum, He MOXeT 6biTb 60/1bLue 30. MNpy JOCTUKEHUN NUMUTA
ceccus bynet 3aBeplueHa.
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Mpumep pa6oTbl OrpaHUYEeHUA KOIMYecTBa NOANUCOK B CEKyHAY Ha aBOHEHTCKOM UHTepdielice:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HacTpoiky aboHeHTCKOro umHTepdeiica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHnyeHne MaKCUManbHOro KOAM4ecTBa MOAMWCOK B CEKYHAY:
vesbc(config-esbc-user-interface-sip)# max in subps 50

#MNpyMeHeHNe 1 NOATBEPXAEHNE WU3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit it
vesbc(config-esbc-user-interface)# do confirm

Mocne npumMeHeHnst n3aMeHeHui konuyecTso 3anpocoB SUBSCRIBE, npoxoasawmx yepe3 aboHEHTCKMI
nutepcpeinic USER_IFACE, He moxeT 6bITb 60/1bLe 50. Bece 3anpockl SUBSCRIBE, nocTtynatouiue nocne
NPeBbILEeHNS IMMUTA, 6yAYyT NPOUTHOPUPOBAHbI.
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Mpumep pa6oTbl OrpaHNYEeHUsI KOJIMYECTBa OGLLEro KoJIMyecTBa akTUBHbIX NOANUCOK HA AaGOHEHTCKOM
uHTepdelice:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HacTpoiky aboHeHTCKOro umHTepodeiica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHnyeHne MaKCUMarbHOrO KOAMYECTBa aKTWUBHbLIX MOAMUCOK:
vesbc(config-esbc-user-interface-sip)# max in subscriptions 1000

#MNpyMeHeHNe 1 NOATBEPXAEHNE WN3MEHEHWIA:
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

rocne NPUMEHEHUSI UBMEHEHUIA KONMYECTBO aKTUBHBIX NOAMNMCOK (Y KOTOPbIX He UcTek Expires),
NOATBEPXAEHHbIX Yepe3 aboHeHTckuin nHteppeinic USER_IFACE, He moxeT npesbiwatb 1000. Bce 3anpochl
SUBSCRIBE, noctynatoLiue nocse npesbilleHns numuTa, 6yayT NPOUrHOpPUpOBaHbl, KDOME 3anpocos
0OHOB/IEHMA NOLNUCKM.

Mpumep pa6oTbl OrpaHNUYEeHUs KosimyecTBa 3arnpocoB B UHTEPBa/1 BpEMEHU C 3apermcTpMpoBaHHOro
ab6oHeHTa Ha aGOHEHTCKOM UHTepdeiice:

vesbc#
vesbc# config
vesbc(config)# esbc

#Mepexon B HaCTpPOiKM abOHEHTCKOro uHTepdelica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHvnyeHne mMakKcumaslbHOro Ko/nmMyecTBa 3arnpocoB 50:
vesbc(config-esbc-user-interface-sip)# max in user rpp 50

#B MHTepBan BpEMEHU 240 CEeKyHA:
vesbc(config-esbc-user-interface-sip)# max in user rpp 50 240

#C G/IOKMPOBKOW NpU AOCTUXEHUW IUMUTOB:
vesbc(config-esbc-user-interface-sip)# max in user rpp 50 240 block

#MNpyMeHeHe 1 NOATBEPXAEHUE WN3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocne npuMeHeHUss U3MEHEHWNIA KONIMYECTBO 3anpoCcoB C 3aperncTpMpoBaHHOro Nosb3oBaTens, NPOXoAALLMX
yepes aboHeHTckuin nHTepcpeinc USER_IFACE 3a 240 cekyHz, He MOXeT npeBbiwartb 50, B c/lyvae npeBblleHNs
nmMmnTa aboHeHT 6yaeT 3a6/10kMpoBaH. Mpu Nosly4eHUn HOBbIX 3aNpoCcoB [0 UCTEeYEeHUW BPEMEHW NPOLLEeHUS
("Forgive time in minutes") oHo GyAeT YCTaHOB/MEHO B MPeXHee 3HaueHue.
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MpocMoTp cnucka 3a6/10KMPOBaHHbIX aBOHEHTOB NMpPY NPEBbLILLEHNN IMMUTOB Max in user rpp:

vesbc# show esbc black-list sip-user

SIP user black-Tlist:

AOR Ban reason User Forgive Time of
error time in blocking
count minutes

1142@192.168.113.177 TOOMANY USER 139 60 2025-11-07

REQUESTS 04:38:05
vesbc#

Mpumep pa6oTbl OrpaHNYEHUA Ha AGOHEHTCKOM NHTepdhelice KOHTAKTOB HA OAHOM abOHEHTe:

vesbc#
vesbc# config
vesbc(config)# esbc

#Mepexon B HacCTpoOiiKM abOHEHTCKOro uHTepdelica:
vesbc(config-esbc)# user-interface sip USER_IFACE
vesbc(config-esbc-user-interface)#

#0rpaHn4yeHne MaKCUMa/IbHOrO KO/MMYecTBa KOHTaKTOB A/ ogHOro AOR:
vesbc(config-esbc-user-interface-sip)# max in user contacts 2

#MNpyMeHeHNe 1 NOATBEPXAEHUE W3MEHEHWIA :
vesbc(config-esbc-user-interface)# do commit
vesbc(config-esbc-user-interface)# do confirm

Mocne npuMeHeHUss U3MeHeHWn, aboHeHTaMm, perucTpupyemMbiM Yepes aboHeHTckuii uHtepdpeiic USER_IFACE,
OyaeT BO3MOXHO 3aperncTpupoBartb TO/IbKO ABa pasHbIx KOHTakTa. MNpu noctynneHun 3anpoca REGISTER,
cofepxallero AonosiHnTeNnbHbIn koHTakT, ESBC oTknoHuT 3anpoc kogom 403 Forbidden c "P-Eltex-Diagnostic:
Too many registered contacts”.

244



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

9.16.2 KoHTposb ucxogsiwiero tpacpuka
Ha ESBC peasin3oBaH KOHTPOJIb MIHTEHCUBHOCTY UCXOAsALLEro Tpaduvka ANns:

* BbI30OBOB B CekyH/y (max out cps);
* 3anpocoB B cekyHAay (max out rps).

OnuvcaHve Bcex KomaHg, A5 KOHTPOS UCXOASILLLEro Tpadgika NpMBeAeHO B pasaenax A1 Kaxaoro o6bekra B

CLI:

1. trunk;
2. trunk-group;
3. user-interface.

Peanusauus orpaHnMyYeHnst UICXoAsilLero Tpadvka nojaaepxaHa Ha cneayrowmx o6bekTax:

max out ... Ansa Bcen cuctembl TpaHKOB TpaHk-rpynn AGOHEHTCKNX UHTepeiicoB
(general) (trunk) (trunk-group) (user-interface)

cps () o V] (V]

rps () o V] (V]

Mpu 0AHOBPEMEHHOM UCMNO/b30BaHM max out cps 1 max out rps B HaCTpoOIiKax TpaHka, TPaHKOBO rpynmbl
NN aboHEHTCKOro nHTepdenca, MakcMmasibHbIM NOPOrom A1 BCEX MCXOAALMNX 3anpocoB byaeT ABNATLCS
3Ha4yeHue, HaCTPOeHHoe B max out rps. Npy aToM orpaHuyeHne ana ncexogasawmx sanpocos INVITE MOXHO
YMEHbLUNTb OTAE/IbHO HACTPOIKOI max out cps.

Mpumep:

1. B KOHourypauuy HacTpoeHo max out cps 10 1 max out rps 5. B Takom cilydae MakcuMasibHoe

orpaHuyeHue Ha Bbi3oBbl (INVITE) 6yaeT 5.
2. B koHhUrypaumm HacTpoeHo max out cps 5 1 max out rps 10. B Takom c/lyyae MakcumasibHoe

orpaHuuyeHne Ha Bbi30Bbl 6yAeT 5, a Ha ocTasibHble 3anpockl — 10.

Mpu NpUMEHEHUN orpaHUYEHNn NPUOPUTET ONpPeaensieTcs ypoBHEM: NPUOPUTET OrpaHNYeHuii TpaHk-
rpynn Bbille, YeM NPUOPUTET OrPaHNYEHNIT OTAEMbHbIX TPAHKOB, BXOASLIMX B 3Ty TPAHK-Tpynmny.

245


https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8_%D1%82%D1%80%D0%B0%D0%BD%D0%BA%D0%BE%D0%B2
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-trunk-group
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-user-interface

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Mpumep nprvopuTeTa orpaHUyeHnii TpaHK-rpynnbl Hag OrpaHUYEeHUAMM TPAHKOB, BXOAALMX B TPaHK-
rpynny:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HacTpoOWKkyM TpaHka TRUNK_1:
vesbc(config-esbc)# trunk sip TRUNK_1
vesbc (config-esbc-trunk-sip)#

#0rpaHnyeHne MakcumanbHbIX Mcxogsawmx CPS:
vesbc(config-esbc-trunk-sip)# max out cps 100
vesbc(config-esbc-trunk-sip)# exit

#MNepexos B HacTpPoOWKyM TpaHka TRUNK_2:
vesbc(config-esbc)# trunk sip TRUNK_2
vesbc (config-esbc-trunk-sip)#

#0rpaHnyeHne MakcumanbHbIX Mcxogswmx CPS:
vesbc(config-esbc-trunk-sip)# max out cps 100
vesbc(config-esbc-trunk-sip)# exit

#MNepexos B HACTPOWKM TPaHK-Trpynmnbl:
vesbc(config-esbc)# trunk-group TRUNKGROUP
vesbc(config-esbc-trunk-group)# trunk © TRUNK_1
vesbc (config-esbc-trunk-group)# trunk 1 TRUNK_2

#0rpaHnyeHne MakcumanbHbiX Mcxogswmx CPS:
vesbc (config-esbc-trunk-group)# max out cps 50

#MNpymeHeHne M NOATBEPXAEHNE W3MEHEHWNA:
vesbc (config-esbc-trunk-group)# do commit
vesbc (config-esbc-trunk-group)# do confirm

T. k. TpaHkm TRUNK_1 n TRUNK_2 BxogsaT B cocTtas TpaHk-rpynnsl TRUNKGROUP, To cymmapHoe KonmyecTtso
nexogawmx CPS ¢ /1060ro 13 aTnx TpaHKoOB He MOXET npesbiwaTh 50, Tak Kak NPYopPUTET OrpaHNYeHns y
TPaHK-TPYNMbI BbILLE.

246



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Flpvlmep OorpaHn4yeHus Ha TpaHKe ncxopgAawmnx BbisoBoB B CEKyHAY:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B HACTPOWKW TpaHKa:
vesbc(config-esbc)# trunk sip TRUNK
vesbc (config-esbc-trunk-sip)#

#0rpaHnyeHne MakcuManbHOro ncxogswero konuvecTtsa CPS:
vesbc (config-esbc-trunk-sip)# max out cps 10

#MpymeHeHne W NOATBEPXAEHNE W3MEHEHWNA :
vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm

Mocne npUMeHeHNst U3AMEHEHUIA KONMYECTBO UCXOASALLNX BbI30BOB B CekyHAY ¢ TpaHka TRUNK He moxeT
npesbiwaTb 10. Mpu goctmkennn nummta ESBC 6yaet otBevatb Kogom 480 Ha kaxablil HOBbIN INVITE,
KOTOpbI ByAeT MapLUpyTU3MPOBaH Ha AaHHbIA TpaHK.

Mpumep orpaHnyeHNs Ha TPaHKe UCXOAALLUX 3aNPOCOB B CEKYHAY:

vesbc#
vesbc# config
vesbc(config)# esbc

#Nepexof B HaCTPOWKM TpaHKa:
vesbc(config-esbc)# trunk sip TRUNK
vesbc (config-esbc-trunk-sip)#

#0rpaHnyeHne mMakKcumasbHOro mcxopgauero RPS:
vesbc(config-esbc-trunk-sip)# max out rps 250

#NpuMeHeHUe 1 NOATBEpPXAEHNe W3MEHEeHWIA:
vesbc(config-esbc-trunk-sip)# do commit
vesbc(config-esbc-trunk-sip)# do confirm

Mocne npUMeHeHUss U3MEHEHWNIA KONIMYECTBO NCXOAALLMX 3anpocoB B cekyHAy ¢ TpaHka TRUNK He moxeT
npesbiwatk 250. Ha Bce 3anpocs! (INVITE, REGISTER u gpyrve), noctynatoLive nocne npeBbIlEHNs TMMATA,
ESBC 6ynet otBevartb kogom 480.
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JInyeH3noHHOoe orpaHnyeHne o6padoTKN BbISOBOB

MakcMMasibHOE KOSIMYECTBO O4HOBPEMEHHbIX BbI30BOB 1 MakCMa/lbHOE KOIMYECTBO BbI30BOB B CEKYHAY
orpaHnumnsatotca nmueHsnamu ESBC-LIMIT-MAX-CALLS v ESBC-LIMIT-MAX-CPS cooTBeTCTBEHHO.

Mpn aTOM B KOHIUTypaumm MOXHO 3aZiaTb OrpaHnYeHne, KOTOPOe NPEBbLILWAET NIMLEH3NOHHOE 3HaYeHne, HO
ESBC He 6yneT obpabatbiBaTb 60/bLUe, YEM MO3BOAET JIMLEH3USA, NPUMeEp:

#MNPOCMOTP aKTUBHbLIX JINLEH3UI:
vesbc# show licence

Feature Source State Value Valid from Expiries
ESBC-LIMIT-MAX-CALLS ELM Active 5000 -- --
ESBC-LIMIT-MAX-CPS ELM Active 100 -- --
ESBC-VIRTUAL-LIMIT-DEFAULT ELM Active true -- --
ESBC-VIRTUAL-LIMIT-NET ELM Active 10000000000 -- --
vesbc#

vesbc# config
vesbc(config)# esbc

#Mepexon B 0o6WWE HacTPOWNKW:
vesbc(config-esbc)# general
vesbc(config-esbc-general)#

#0rpaHnyeHne mMakcumanbHoro CPS:
vesbc(config-esbc-general)# max cps
COUNT Possible max cps: 1-1000 #KOHOUTYypauMOHHOEe orpaHuveHune

vesbc(config-esbc-general)# max cps 1000
2025-04-22T09:10:17+00:00 %SYS-W-EVENT: WARNING!!! Configured max cps 1000 exceed licence limit
that is equal to 100 #npegynpexgeHne o TOM, 4YTO BBEAEHHOE 3HayeHue npesbilaeT AULEH3UOHHOE

#MNpumeHeHne N NoATBEPXAEHNE WU3MEHEHMWN :

vesbc(config-esbc-general)# do commit

2025-04-22T08:44:46+00:00 snmpd restarted

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

2025-04-22T08:44:46+00:00 %CLI-I-CRIT: user admin from console <nput: do commit
vesbc(config-esbc-general)# do confirm

Configuration has been confirmed. Commit timer canceled.

vesbc(config-esbc-general)#

Mocne npuMeHeHnst 3AMeHeHWI B KoOHGurypauum bygeT otobpaxaTtbcsd max cps 1000, Ho o6pabaTbiBaTbCS
oyaeT He 6onee 100 BLI3OBOB B CEKYHAY.
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MoHuUTOpUHr

B ESBC goctyneH MOHUTOPUHT Crie4yowmx napamMmeTpos:

aKTVBHblE BbI30Bbl;
PaCLUMPEHHbI MOHUTOPUHT BbI30BOB (call-flow);
YEPHbIA CNNCOK,;

Oenblii CNUCoK;

COCTOSIHNE TPaHKOB;

CMUCOK 3aperncTpupoBaHHbIX aboHEHTOB;
ctatuctuka SIP;

MOHUTOPUHTI NapameTpoB Tpadwmka (KPI).

AKTUBHbIE Bbl30Bbl

MopnepxaHa BO3MOXHOCTb aKTUBHbIX BbI30BOB KOMaHAo show esbc active calls B CLI.

B BbIBOZE MHGDOPMALIMKN 06 aKTUBHbIX CECCUSIX MPUCYTCTBYET:

Total call sessions — 06LLee KOIMYECTBO akTUBHbIX CECCUIA;

Session id — id akTuBHOI ceccui;

Duration (sec) — AnUTENbHOCTb aKTUBHOW CECCUMN B CEKYHAAX;

CGPN unmodified — Homep BbI3blBatOLLEN CTOPOHbI A0 MOANUKALNIA;

CDPN unmodified — Homep Bbi3blBa€MOI CTOPOHbI A0 MOAUdINKaLWIA;

Source — NCTOYHWUK BbI30Ba,

Destination — MecTo Ha3HayeHus BbI30Ba;

CGPN modified — Homep BbI3biBatoLLEli CTOPOHBI NOc/e Moaudvkauuii (ecnm mogudkaumii HeT nni
OHW HEe NPUMEHSI/IUCL, TO HOMEpP ocTaHeTcs 6e3 U3MeHeHWN);

CDPN modified — Homep BbI3bIBAEMOV CTOPOHbI NOc/ie Moandukaumii (ecnv moamdukaumii HeT unm
OHW HEe NPUMEHSI/IUCL, TO HOMEepP ocTaHeTcs 683 U3MEeHeHWi).

PeanunsoBaHo yaasneHne akTMBHbIX ceccuii komaHaom clear esbe active calls B CLI.

MoppepxmeaeTca BbiBo4 A0 S0000 aKTUBHbLIX 3BOHKOB.

PaclumMpeHHbli MOHUTOPUHT Bbi30BOB (call-flow)

Peanun3oBaH npocmoTp noapo6Holi nHdopmaumm sip call-flow ceccwii B CLI.

[nsa BkNoYeHnA gaHHOro yHKUMOHasa, Heo6xoAMMO 3anyCTUTb CO0P CTaTUCTUKM KOMaHAaowm esbce call-flow
sip start B CLI.

)

[Mpy NOBTOPHOM BK/IHOYEHUN BEAEHUA CTATUCTUKN yXKe C06paHHbIe AaHHble CTaTUCTUKN OYULLAOTCA.

Peanm3zoBaHa BO3MOXHOCTb MCNO/Ib30BaThb (huibTpaLmio Npu c6ope CTaTuCTmKK:

1.
2.

dunbTpaums ¢ cobnrogeHnem scex ycnosuii (esbe call-flow sip all);
dunbTpaums ¢ cobnrogeHem nboro ycnosus (esbe call-flow sip any).

JocTynHble ycnoust ounbTpauum (BO3MOXHO MCMO/Ib30BaHWe 6osiee 0AHOr0 YC/I0BUS):

1.
2.
3.
4.
S.
6.

address — dmnbTpayus no agpecy;

cdpn — hunbTpauns No HoMepy Bbi3bIBAEMOro abOHEHTa;
cgpn — hunbTpauns No HOMepPY Bbi3bIBAKOLLErO aO0HEHTA;
contact — dounibTpauusa no 3aronosky Contact;

transport — dounbTpayma no TpaHCcnopTy;

trunk — dmnbTpauusa no TpaHky;

249


https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-showesbcactivecalls
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-esbccall-flowsipstart
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-esbccall-flowsipall
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-esbccall-flowsipany
https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-clearesbcactivecalls

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

7. trunk-group — donnbTpauus No TPaHK-rpynne;
8. user-agent — donnbTpauma no 3aronosky User-Agent;
9. user-interface — pnbTpauuss N0 abOHEHTCKOMY MHTEPAIEICY.

Mpumep unbTpauum ¢ ycrIoBUSMM:

#CO60p CTATUCTUKM C BLHIMOIHEHWEM BCEX YC/AOBWWA ONS BbI3bIBAEMOrOo HoOMepa 114..., TpaHcrnopTa
TRANSPORT_ABONENTS n TpaHka TRUNK_SMG:

vesbc# esbc call-flow sip all cdpn 114.* transport TRANSPORT_ABONENTS trunk TRUNK_SMG
vesbc#

Ecnv He ucnonb3oBaTtb (IUALTPALMIO UIN YCNOBUSI B HEW, TO By AET NPOUCXOANTb CO0P CTATUCTUKM
Bcex sip call-flow ceccuia.

BbiBog, KpaTkoi nHdpopmauum no scem sip call-flow ceccusim Bo3amoxeH ¢ nomMoLLpbto komaHabl show esbce call-
flow sip list B CLI.

B BbIBOZE NPUCYTCTBYET:

. Obuwee konnuecTso call-flow ceccuig;

. Session id — ngeHTndmkaTop ceccuw;

. Start time — Bpemsa Havasia ycTaHOBNEHUS COeMHEHNS;

. CGPN unmodified — HemoanmumpoBaHHbIn HOMep BbI3blBalOLWErN0 abOHEHTA;
. CDPN unmodified — HemoandmnumpoBaHHbIi HOMEp BbI3bIBAEMOro aboOHEHTa;
. Source — UCTOYHUK (TpaHK U abOHEHTCKMIA MHTepdeiic);

. Destination — mecTo HazHaueHus (TPaHK UM aBOHEHTCKUIA NHTepdielic);

. CGPN modified — MoanduumpoBaHHbIi HOMEP Bbi3bIBAOLLETO aO0HEHTA;

. CDPN modified — moanduumpoBaHHbIii HOMEP Bbi3biIBAEMOro aboHeHTa.

WoOoONOCuhr~,WN =

MpumMep BbIBOAA CTATUCTUKU:

#lpocmoTp oTdunbTpoBaHHbIX call-flow ceccuin:
vesbc# show esbc call-flow sip list

Total call-flow sessions: 2

ESBC active sessions:

Session id Start time CGPN CDPN Source Destination CGPN CDPN
unmodified unmodified modified modified

50300000000000C 2025-10-08 09:50:25 1140 1142 ABONENTS (uiface) TRUNK_SMG (trunk) 1140 1142

50300000000000d 2025-10-08 09:50:26 1140 1142 TRUNK_SMG (trunk) ABONENTS (uiface) 1140 1142

vesbc#

Moapo6HY0 MHpoPMAaLIMI0 06 OT(IU/ILTPOBAHHO CECCUN MOXHO NMOCMOTPETL C MOMOLLIbIO KOMaHAbl show
esbc call-flow sip info <SESSION_ID> [detailed] B CLI.

Mpu BBOAEe show esbc call-flow sip info <SESSION_ID> 6yaeT gocTynHa gnarpaMmma oTAe/lbHOW Ceccum.

lMpumep BbIBOAA CTATUCTUKK, CM. HUXKE.
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#MpocmoTp guarpammsel oTounbTpoBaHHol call-flow ceccwuii:
vesbc# show esbc call-flow sip info 50300000000000c
ESBC call flow 50300000000000c

Time Leg A Direction Leg B
2025-10-08 (UDP SDP) INVITE -—=>
09:50:25.976 sip:1142@192.168.113.177:5090 SIP/2.0

(+00:00:00.000)

2025-10-08 (UDP) SIP/2.0 100 Trying <—m-
09:50:25.976
(+00:00:00.000)

2025-10-08 ——> (UDP SDP) INVITE
09:50:25.992

sip:1142@192.168.113.172:5070 SIP/2.0

(+00:00:00.016)

2025-10-08 <——= (UDP) SIP/2.0 100
Trying

09:50:26.003

(+00:00:00.027)

2025-10-08 P (UDP) SIP/2.0 180
Ringing

09:50:26.046

(+00:00:00.070)

2025-10-08 (UDP) SIP/2.0 180 Ringing <—m-
09:50:26.048
(+00:00:00.072)

2025-10-08 <——- (UDP SDP) SIP/2.0 200
oK

09:50:27.544

(+00:00:01.568)

2025-10-08 (UDP SDP) SIP/2.0 200 OK <——-
09:50:27.557
(+00:00:01.581)

2025-10-08 (UDP) ACK -—=>
09:50:27.600 sip:1142@192.168.113.177:5090;transport=
(+00:00:01.624) udp SIP/2.0

2025-10-08 ——> (UDP) ACK
sip:1142@192.168.113.172:5070
09:50:27.603 SIP/2.0

(+00:00:01.627)

2025-10-08 <--= (UDP) BYE
09:50:44.673
sip:1140@192.168.113.177:5071;transport=
(+00:00:18.697)
udp; 1ine=83b0f9ea4622375be3232f3c892b024
0 SIP/2.0

2025-10-08 (UDP) BYE <——-
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09:50:44.675 sip:1140@192.168.113.170;transport=udp
(+00:00:18.699) SIP/2.0

2025-10-08 (UDP) SIP/2.0 200 Ok ——>
09:50:44.700
(+00:00:18.724)

2025-10-08 -—> (UDP) SIP/2.0 200 OK
09:50:44.703

(+00:00:18.727)

vesbc#

Mpwu BBOAE show esbc call-flow sip info <SESSION_ID> detailed 6yaeT goctynHa 6onee nogpobHas
NHgopmMaLmsa No BbIGPaHHOW ceccuu.

B 3aBMCMMOCTU OT CL,eHapua BbI30Ba, B BbIBOAE CTATUCTUKN MOXET NMPUCYTCTBOBATh:

. Call state — ctartyc ceccup;

. Leg — nneyo ceccuy,

. Transport — ncnosb3yemsblii TPaHCNOPT;

. User interface — ncnonb3yemblii abOHEHTCKWIA MHTEpPEiC;

. Remote Contact — display name n URI B 3aronoske Contact;
. From — display name 1 URI B 3aronoeke From;

. To — display name un URI B 3aronoske To;

. Remote User-Agent — nonHoe cogepxumoe 3arosioBka User-Agent;
. Call id — yHvKanbHbIl ngeHTUmKaTop nieya;

. Local ip — nokanbHbIn agpec;

11. Remote ip — agpec yaaneHHON CTOPOHbI;

12. Start time — Bpemsa Havyana yctaHOB/IEHUS M/ieva ceccuu;
13. End time — BpemMs OKOH4YaHWsA naeya ceccun.

—_
owvwooNOCUhWN-=-
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Mpumep BbIBOAA CTATUCTUKMN:

#MpocmoTp nogpo6HON MHPopmMauunm oTdunbTpoBaHHOM call-flow ceccuii:
vesbc# show esbc call-flow sip info 50300000000000c detailed
ESBC call flow detailed 50300000000000c

Call state: Destroyed

Leg: A

Transport: TRANSPORT_ABONENTS

User +interface: ABONENTS

Remote Contact: "1140" <sip:1140@192.168.113.170;transport=udp>
From: "1140" <sip:1140@192.168.113.177>

To: <sip:1142@192.168.113.177>

Remote User-Agent: VP-17P/1.5.6-b46 sofia-sip/1.28

Call id: cb612700-9916-1200-4783-6813e209aef3

Local ip: 192.168.113.177:5090

Remote ip: 192.168.113.170:5060

Start time: 2025-10-08 09:50:25.976

End time: 2025-10-08 09:50:44.700

Leg: B

Transport: TRANSPORT_SMG

Trunk: TRUNK_SMG

Remote Contact: <sip:1142@192.168.113.172:5070>

From: "1140" <sip:1140@192.168.113.172>

To: <sip:1142@192.168.113.172>

Remote User-Agent: smg pa_sip 3.408.2.100

Call id: 5153401c612eebbald5691886dbcbb92

Local ip: 192.168.113.177:5071

Remote ip: 192.168.113.172:5070

Start time: 2025-10-08 09:50:25.992

End time: 2025-10-08 09:50:44.703

vesbc#

[nsa cépoca Tekywen ctaTMcTnkm ncnonb3yetcsa komaHga esbce call-flow sip clear B CLI.

[nsa oTknoueHma céopa cTaTtuCTUKM ncnonb3yetcs komanga esbce call-flow sip stop B CLI. Ctatuctuka ans
HOBbIX CeCCUin cobmpaTtbcs He ByAeT, HO A/19 aKTUBHbIX OyAeT akTyasim3npoBaTbCA A0 X 3aBEPLUEHUS.

C60p CTaTUCTVKM NpeKpaLLaeTcs, U yxe cobpaHHble AaHHble COPaChIBAKOTCS, EC/IM OCTA/IOCh MEHee
20% HauanbHOro o6bema onepatmeHoli namsT (RAM).

YepHbIii cNUCOK

Peanm3oBaH NPOCMOTpP YepPHOro cnucka komaHgoii show esbe black-list (IP-agpeca, AOR, User-Agent, SIP user)
B CLI 1 Ha cTpaHuue MoHuTopuHr — Cnucku gocTtyna — YépHslii cnucok (IP-agpeca) B WEB.

B BbIBOZle YEPHOrO CNMcKa MOXET NPUCYTCTBOBaTb A0 4 Tabnuu, (No 6/10KMpyeMbIM 06bEKTaM):

1. IP black-list:
e |P address — 3abnokmpoBaHHsblii IP-agpec;
Ban reason — npuunHa 610KMPOBKY;
AOR;
AOR error count — kosimyecTso owmnbok AOR;
Blocking timeout in minutes — ocTaBLueecs Bpems 6/I0KMPOBKU B MUHYTAX;
Time of blocking — Bpems 610k1poBKy.
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2. AOR:
e AOR;
e Ban reason — npuynHa 6710KMPOBKY;
AOR error count — konnyecTtBo own6okK AOR;
Forgive time in minutes — ocTaBLleecsa BpeMs 6/1I0KNPOBKM B MUHYTAX;
Time of blocking — Bpems 610k1poBKy.
3. SIP user
e AOR;
e Ban reason — npuynHa 6710KMPOBKY;
e UA error count — Konin4yecTBo ownook UA;
e Forgive time in minutes — ocTasLeecs Bpems 6/IOKMPOBKM B MUHYTAX;
e Time of blocking — Bpemsi 6/10KMPOBKMU.
4. User-agent black-list:
o UA,
e Ban reason — npuynHa 6710KMPOBKY;
UA error count — konnuyecTtBo own6ok UA;
Forgive time in minutes — ocTaBLeecsa BpeMs 6/1I0KMPOBKM B MUHYTAX;
Time of blocking — Bpems 610k1poBKM.

© nNpuunHbl 6n0KMPOBOK ONMCaHbI B pasgene O6LMii NpuHLMN pa6oTsl Moayns fail2ban.

© PeanmszosaHa ouncTka uepHOro cnvcka komMaHzoii clear esbe black-list B CLI nan KHOMKO «YaanuTb» B
WEB.

Benblii cnucok

MopnepxaHa BO3MOXHOCTb nNpocmaTpuBarth 6enbiii cnncok IP-agpecos, AOR n User-Agent komaHgon show
esbc white-list B CLI u, ana IP-agpecos, Ha cTpaHuue MoHUTOpMHI — Cinckmn goctyna — besibiii crnvcok B
WEB.

© PeanmszosaHo fo6aBNeHVE B 6eNblii CNIMCOK AMHAMUYECKUX afpecoB U AOMEHOB.

B 6en1oM cnvcke Takxe NpPUCYTCTBYHOT ABa napameTpa:

e Is dynamic — 06bEeKTbI, KOTOpbIE HE MPUCYTCTBYIOT B KOHGUrypauun ESBC, HO 6b11n NoaTBEPXAEHbI
MHbIM cnoco6om (Hanpumep, agpec aboHeHTa NpPU perucTpaLumy 3aHOCUMTCS B 6e/blil CNNCOK);
e |s configured — 06BbEKTbI, KOTOPbIE NPUCYTCTBYHOT B KOHuMrypaumm ESBC.

CocTosiHMe TpaHKOB

Peann3oBaH NpoCcMOTP COCTOSIHUA TPAHKOB KomMaHaol show esbce trunks B CLI nnun Ha cTpaHuue MOHUTOPUHT
- TenedoHnst - TpaHkn B WEB.

B Tabnuue BbiBOAUTCS:

e Trunk — nms TpaHka;

Trunk type — T1n TpaHka;

Status — cTartyc TpaHka (npuHumaeT 3HadeHus Uncontrolled, Available nnm Not available, B 3aBucumocTn
OT HacTpoiiku SIP npodnnsa 1 peasibHOr0 COCTOSHMS TPaHKa);

Last change time — Bpemsi 1aMeHeHusi cTatyca TpaHka.

Registration type — pexum peructpauuu TpaHka(npuHumaeT 3HauyeHust None unm Client)

Registration count (active/all) — kpaTkoe oTo6pakeHVe akTUBHbIX perucTpauuii (active) n Bcex Homepos
(all), koTOpbIe NPUCYTCTBYIOT B NPMBA3AHHOM K TPaHKy Npodusito YUETHBIX AaHHbIX. OTo6pakaeTcs
TOJIbKO NPW BKIKOYEHUWN KITVEHTCKOW perncrpauumn TpaHka.
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Cnucok 3aperncTpMpoBaHHbIX aGOHEHTOB

PeannsoBaH NPOCMOTP CMNycKa 3aperncTprpoBaHHbIX abOHEHTOB KoMaHoin show esbc users B CLI nnu Ha
cTpaHuue MoHuTopuHr — TenedoHns — AboHeHTbl B WEB.

BbiBogutcs obuee konnuectso AOR 1 Contact, a Takke 6a30Bblii BbIBOA, MHpOpMaLmMmM 0 aboHEHTaXx.

© Konunuectso AOR 1 Contact MOXeT He coBMafaTh, €C/N aGOHEHTbI MeIOT Heckosibko Contact.

Takxke peannsoBaH NPOCMOTP NOAPOGHOI NHGIOPMALMKN MO KOHKPETHOMY aBOHEHTY, UCMO/b3YS
[IONONHUTESbHBIN NapameTp Nocne 0CHOBHOI komaHApl (sip <AOR> detailed).

BbiBogutca nogpobHasa nHdopmauusa no onpegeneHHomy AOR:

e User AOR;

e User type — TN aboHEHTa;

¢ IN User contact — Bxogsiuin 3aronosok Contact;

e |P address of user — IP-agpec aboHeHTa;

 User interface name — user-interface, yepes KOTOpbI 3apeErMcCTPMPOBAsICA aOOHEHT;
e Expires — Bpems nepeperncrpauuu;

e Registration expires in — Bpems [0 nepeperucrpauuy;

e Trunk name — trunk, Ha KOTOpbIn OTNpaBneH 3anpoc Register oT aboOHEHTy;

« |IP address of registrar — IP-agpec cepBepa peructpayuu;

e OUT Trunk contact — ncxoaswuiin 3aronosok Contact.

© PeanvzoBaHo yaanenne akTUBHbIX perncTpaumii komaHaoii clear esbe registration B CLI.

Cratuctuka SIP

Peasim3oBaH NPOCMOTpP CTATUCTUKM A5 BCEl CUCTEMbI, BCEX TPAHKOB, BCEX aOOHEHTCKMX MHTepdIelicoB nnm
Mo KOHKPETHOMY 06BEKTY KOMaHaoi show esbc statistics (BbI3oBbl, pernctpauuu, nognucku, RPS) B CLI unm Ha
cTpaHuue MoHuTopuHr — TenedoHnsa — Cratuctvka B WEB.

€ BepeHve CTATUCTVKM NO YMONYAHUIO BKOYEHO.

Mpwn BbI30BE KOMaHAb! AN MPOCMOTPa CTAaTUCTUKM OTOBpaKatoTCs Tabmubl C METPUKaMK, ONcaHne Kakaom
METPUKM MOXHO HaWlTh B pasgene show esbc statistics cnpaBoyHmka komaHg CLI.

© BcCL OTOOpaxXarTCA CYHETUMKI 3a NocieHo cekyHay. B WEB peannsoBaH npocmoTp nctopum 3a
nocnenHo MUHYTY, Yyac, 3 OHS.

[Nsi OTKNIOYEHNsI BEIEHUS! CTATUCTUKN HEOBXOANMO B MeEHI0 general OTK/IoUNTbL ee KoMaHaow
statistics disable.

Mpumep:
13 TRUNK_IN B TRUNK_OUT yepe3 ESBC noctynaeTt 2 Bbi30Ba KaXAyt0 CEKYHAY O/IMTE/IbHOCTbIO 25 CEeKYHL,

[ TRUNK_IN ]—>[ ESBC ]——)[ TRUNK_OUT ]
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#MpocmoTp NMOSTHON CTATUCTUKN npn aKTUBHbIX Bbi3OBaXx:

vesbc# show esbc statistics all

ESBC global call counters:

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

CALLS PER SECOND
CALL LEGS

REQUESTS IN CALL
RESPONSES IN CALL
ANSWERED CALLS
CALLS TO WRONG NUMBER
BUSY CALLS

NO ANSWERED CALLS
FORBIDDEN CALLS
UNAUTHORIZED CALLS
3XX CODES

4XX CODES

5XX CODES

6XX CODES

O 0O 0O OO OO ONM

ESBC global register counters:

REGISTERS PER SECOND
REGISTER TRANSACTIONS
RESPONSES

SUCCESS REGISTERS
REQUEST TIMEOUT
FORBIDDEN REGISTERS
UNAUTHORIZED REGISTERS
INTERVAL TOO BRIEF
3XX CODES

4XX CODES

5XX CODES

6XX CODES

[cl ool ol oMol oloMoooMO]

ESBC global subscribe counters:

SUBSCRIBES PER SECOND
ACTIVE SUBSCRIBES
REQUESTS IN SUBSCRIBE
RESPONSES IN SUBSCRIBE
SUCCESS SUBSCRIBES
REQUEST TIMEOUT
FORBIDDEN SUBSCRIBES
UNAUTHORIZED SUBSCRIBES
INTERVAL TOO BRIEF

3XX CODES

4XX CODES

5XX CODES

6XX CODES

ESBC global rps counters:

Counter Name

Incoming

Outgoing
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REQUESTS PER SECOND
INVITE PER SECOND
ACK PER SECOND

BYE PER SECOND
CANCEL PER SECOND
REFER PER SECOND
PRACK PER SECOND
SUBSCRIBE PER SECOND
NOTIFY PER SECOND
UPDATE PER SECOND
OPTIONS PER SECOND
INFO PER SECOND
REGISTER PER SECOND
MESSAGE PER SECOND

O O 0O OO0 O OO OOONNNOO

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OO O OO O OO WNNOO

#MpocMOTP CTAaTUCTUKM BbLI3OBOB MOC/Ee 3aBeplieHUs Bbi30OBOB:
vesbc# show esbc statistics call

ESBC global call counters:

CALLS PER SECOND
CALL LEGS

REQUESTS IN CALL
RESPONSES IN CALL
ANSWERED CALLS
CALLS TO WRONG NUMBER
BUSY CALLS

NO ANSWERED CALLS
FORBIDDEN CALLS
UNAUTHORIZED CALLS
3XX CODES

4XX CODES

5XX CODES

6XX CODES

[cl ool ool oMol oMoMoloMoMolNo)

MoHuTOpUHT napameTpoB Tpacpuka (KPI)

[ocl ool ol ool oNoloMololoNolNo)

PeannsoBaH NpoOCMOTP UCTOPUN CTATUCTUKN NapaMeTpoB Tpadiuka Ansi BCei CMCTEMbI NN MO KOHKPETHOMY
06bekTy (TpaHCcnopTy/TpaHKy/aboHeHTCKOMY MHTepdelicy) komaHaoi show esbc history (akTMBHbIE BbI30BbI,

CpeaHss AnnTenbHOCTb Bbi3oBa (ACD), BxoasiLLmMe NONbITKA BbI30Ba, UCXOASLLME MOMbITKX BbI30BA,
3aperncTpupoBaHHble KOHTaKTbI, 3aperncTprpoBaHHble nonb3osatenu) B CLI unwm, ans akTMBHbLIX BbI30OBOB U
MOMbITOK BbI30Ba, Ha CTpaHuue MoHUTopuHr — TenedoHua — Crartnctuka— Bbizosbl B WEB. Onvcanve
KaXK,0 MeTpUKM MOXHO HaiTu B pasgene show esbc history cnpaBouHuka komaHg CLI.

Mpadmk oTo6paxaeT 3HavyeHusa meTprku oT 10 1 Bbiwe. BepTukasibHasA ocb rparika asToMaTU4ecKu

noAcTpaMBaeTcs Nnoj, AvanasoH 0TO6paKaeMbIX JaHHbIX.

[aHHble BbIBOOATCA B BUAe ructorpaMmmel. INpu BbI3oBe KOMaHAbl 0ToOGpaxaeTcs 3 rpachmka — 3a nocneHo
MUHYTY, Yac 1 3 gHA. Onuus interval no3sonseT oTo6pa3nTb rpadvik 418 KOHKPETHOTO MHTEPBas1a BPEMEHW.
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Mpumep 1.

Cxema:

I e N e

W3 tpaHka UAC B TpaHk UAS yepe3 ESBC noctynaeT 10 BbI30BOB KaXKAyl0 CEKYHAY O/IUTENIbHOCTBIO 25 CEKYHA.
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#MpoOCMOTP UCTOPUU MaKCUMasbHOW CTATUCTUKU aKTUBHbLIX BbiI3OBOB:
vesbc# show esbc history active-calls max

CALLS ACTIVE

Active calls, quantity

300 |
270 |
240 | ##HHHHHHHHHHHHHHHHHHHHHHHHH
210 | ##HHHHHH
180 |######thttttttfHHHHHH MR R Y
150 |####ututntnttttttttt 1Y
120 |#####tuttttt T
00 | ##H#HHHHHHHHHHHHHHHHHHHHHHHHHH
6O | #HH I
30 | #H T
(O I I I T T I I T I I e e
0] 5 10 15 20 25 30 35 40 45 50 55 60
Time, seconds

CALLS ACTIVE
Active calls, quantity

100 |
20 |
80 |
70 |
60 |
50 |
40 |
30 |
20 |
10 |
0 | B [ [ I [ [ I I [ [ [ |

0] 5 10 15 20 25 30 35 40 45 50 55 60
Time, minutes

CALLS ACTIVE
Active calls, quantity

100 |
20 |
80 |
70 |
60 |
50 |
40 |
30 |
20 |
10 |
0 | B [ I I I It I [ I I I [ I I

0] 5 10 15 20 25 30 35 40 45 50 55 60 65 70
Time, hours

#MpoCMOTP UCTOPUU MaKCUMasIbHOW CTaTUCTUKM BXOAAWMX MOMbITOK Bbi30Ba 3@ MOCAEAHIKW MWHYTY Ha TpaHKe
UAC:

vesbc# show esbc history call-attempts-incoming max interval seconds trunk sip

UAC

INCOMING CALL ATTEMPS

Call attemps, quantity
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100
90
80
70
60
50
40
30
20

10 |HEHHHHAHAHHAHAHHHHAHHHAHA RS H AR HAH AR H AR R A

5 10 15 20 25 30 35 40 45 50 55 60
Time, seconds

O — — ——

#MpoOCMOTP WCTOPUN MAKCHMaNbHOW CTATUCTUKM WCXOASAWMX MOMBITOK BbI30BA 3a MOC/AEAHION MUHYTY Ha
TpaHke UAS:

vesbc# show esbc history call-attempts-outgoing max interval seconds trunk sip

UAS

OUTGOING CALL ATTEMPS

Call attemps, quantity

100 |
20 |
80 |
70 |
60 |
50 |
40 |
30 |
20 |
10 |
0 |
0

HAHHHHHH AR AR AR IR R R R R R R
R I [ [ [ [ I I I [ [
5 10 15 20 25 30 35 40 45 50 55 60
Time, seconds

#MNpoCcMOTP MCTOPUW MaKCUManbHOW CTAaTUCTWKW cpefHeld AnuTenbHocTW BbidoBa (ACD) 3a mocnefHuii yac:
vesbc# show esbc history average-call-duration max interval minutes

AVERAGE CALLS AVERAGE DURATION

Avg duration, sec

100 |
90 |
80 |
70 |
60 |
50 |
40 |
30 |
20 | ##H#H#H#
10 | ##t####
O N I T T I I T I I e e
0 5 10 15 20 25 30 35 40 45 50 55 60
Time, minutes
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ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun
Mpumep 2.

Uepes aboHeHTCKMii nHTepdeinc USERS_1 kaxayto cekyHay pernctpupytotcs 10 aboHeHToB. Beero
3apeructpupoBasiocb 500 aboHEHTOB.
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#poCcMOTP UCTOPUU CTATUCTUKM 3aperucTpupoBaHHLIX KOHTAKTOB 3a MNOC/IeAHII MUHYTY Ha aboHEHTCKOM

NHTepodeiice:

vesbc# show esbc history contacts interval seconds user-interface sip USERS_1

REGISTERED CONTACTS
Contacts, quantity

OO | #H#

450 |#uutunnhnnntnt Y

400 |#uuuututntnhnttHHHH RS HY

350 | HHH

300 | HHH

250 | #H#HHHHH

200 | ##HHHHHH

150 |#####ttttttttttttt Y

100 |######ttttHHHH MRS

50 | ##H#H T
(O I I I T T I I T I I e e

0] 5 10 15 20 25 30 35 40 45 50 55 60
Time, seconds

#NpocMOTP UCTOPUU CTATUCTUKK 3apervucTPUpPOBaHHbLIX MOb30BaTenei:
vesbc# show esbc history registrations

REGISTERED USERS

Users, quantity

OO | #5555 S 8 S 8 S8 8 S8 8 S8 48 S S 8 S S 4 S S o S S 1 1 1 F E HSESESESESESESESEOEOE
450 |#uttutnnnnntHHHHHHHSH SRR
400 |#uuttutunnnntnnHHHHHSHSH SRR R SRR
350 | A A A A A A A A A A S A8 S A S S S S S S F F S S S S F 1 F S HSESESESESEESESE OO
3OO | HHH A A A A A A S A S A S S S S S S S S S S S F S S SE ESESESESESESESESE OO
250 | s
200 | ##HHHHHHH
150 |#####thtntnttttttt R
100 |#####tttnttttt
50 | ##H
(O I I I T T I I T I I e e

0] 5 10 15 20 25 30 35 40 45 50 55 60

Time, seconds

REGISTERED USERS
Users, quantity

SO0 | #H#
450 |#uuuuntnnnnnnnntsss
400 |#uuuuttnnntnnttntss
350 |
3OO | HHHH
250 | #H
200 | #HHHHHHHHHHHHHHHHHHH
150 |#####tuttttttttttttttns
100 |#####tutttttt ittt
50O | ##H
O T A T I T I T T I I e e
0] 5 10 15 20 25 30 35 40 45 50 55 60
Time, minutes

REGISTERED USERS
Users, quantity
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100
90
80
70
60
50
40
30
20
10

9.18
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5 10 15 20 25 30 35 40 45 50 55 60 65 70
Time, hours

O — — ——

ABapuu

BkntoueHme XypHaniMpoBaHus aBapuini NPOUCXOANT € MOMOLLIbI kKoMaHabl alarm enable journal B CLI.

[aHHasa komaHaa 6e3 ykasaHus napaMmeTpoB BK/HOYAET BECL HAGOP aBapWii:

cdr-send-error — ownm6kn otnpaBku CDR;

cdr-write-error — ownbkun 3anucu CDR;

general-max-calls-limit — npeBbilleHne 06LLEro NMMNTA BbI30B
general-max-cps-limit — npeBbilleHe 06LEero NAMMnTa cps;

general-max-rps-limit — npeBbllleHe 06LEro NMMnUTa rps;

media-resources — oTCyTCTBME CBO6OAHbIX MeanapecypcoB (noptoB ans RTP);
module-connection — nepesanyck mopyneii ESBC;

trunk-group-max-calls-limit — npeBbilleHe NMMUTa BbI3OBOB HA TPaHK-Tpymnne;
trunk-group-max-cps-limit — npeBbileHNe NMMMUTa CPS Ha TPaHK-TPYNne;
trunk-group-max-rps-limit — npeBbilweHne 06LEro NMMMUTA IPS HA TPaHK-TPYMnNe;
trunk-max-calls-limit — npeBblleHe NMMUTa BbI30OBOB HA TPaHKE;
trunk-max-cps-limit — npeBbllIeHe NMMUTa CPS Ha TPaHKE;

trunk-max-rps-limit — npeBbIlIeHMe 06LLEro MMUTA IPSs Ha TPaHKE;
trunk-unavailable — HegOCTYNHOCTb TpaHKa;

user-interface-max-calls-limit — npeBbilleHe nMMKTa BbI30OBOB Ha user-interface;
user-interface-max-cps-limit — npeBbilleHne numnTa cps Ha user-interface;
user-interface-max-rps-limit — npesbilleHre 06LLEro NMMnTa rps Ha user-interface.

VcTopusa aBapuitHbix cObbITUI BbIBOAUTCA KOMaHAon show alarms brief B CLI. JaHHas komaHAa BbIBOAUT
NCTOPUIO aBapwii, BKOUYAs Y)Xe HOPMasTM3npOBaHHbIE aBapun.

[nsa oToGpaxeHnss TONbKO aKTUBHbIX aBapuil ncnonblyeTtcs komaHaa show alarms brief active.
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ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Mpumep:

pocMOTp OpUM aBapWitHBIX COOBITHIA:
vesbc# show alarms brief

History Alarms

Set time Clear time Description

2026-03-20 09:55:32 2026-03-20 10:01:32
2026-03-20 15:51:17 -

Trunk(TRUNK_SSW_1) is unavailable
Trunk(TRUNK_SSW_2) is unavailable

#pOCMOTP aKTHUBHLIX aBapWitHbIX COOLITUA:

vesbc# show alarms brief active

History Alarms

Severity  Group

major esbc

Set time Clear time Description

2026-03-20 15:51:17 -

Trunk(TRUNK_SSW_2) is unavailable

ANsi yaaneHvs ucTopun aBapuiiHbIx CoBbITUI CNoNb3yeTcst komaHaa clear alarms B CLI.

ABapun COXpaHATCA /TI0KasIbHO. [1Ns OTNpaBkn yBefOMNEHW 06 aBapusax Ha YAa/IeHHbIN XOCT
HEeo6X0AMMO HACTPOUTL OTNPaBky aBapuinHbIXx SNMP-Tpanos.

TeKkcT aBapuii U NPUUYKHBI KX HOpMaU3aLUK NpeAcTaB/eHbl B TaG/NLE HUXE.

ABapus

cdr-send-error

cdr-write-error

general-max-
calls-limit

general-max-
cps-limit

general-max-
rps-limit

media-

resources

module-
connection

trunk-group-
max-calls-limit

trunk-group-
max-cps-limit

TeKcT aBapuun

CDR alarm: failed to send to <main | reserve>
ftp server

CDR alarm: failed to write

Host <host_name> max calls limit reached

Host <host_name> max cps limit reached

Host <host_name> max rps limit reached

Session<session_id>: <Trunk/User
interface><trunk_name/ui_name> media
resources out

Module <module_type> host <host_id> is down

Trunk-Group <trunk_group_name> max calls
limit reached

Trunk-Group <trunk_group_name> max cps
limit reached

MpUYNHBbI HopManusauum

ycnewHasn otnpaska CDR Ha FTP-cepsep

ycnewHas 3anuck CDR

yepes 10 cekyHp nocne nocnegHeii asapun NN
Nnpu CHWKeHumn cyeTymka Ha 80 % oT numunTa

yepes 10 cekyHg, nocne nocnegHel asapun

yepe3 10 cekyHA nocne nocnegHen aBapun

yepes 15 cekyHg nocne nocnegHeii asapun NN
npu ocBob6oxaeHnn nopTtoB anst RTP

npu ycnewHomM fobasneHnn Moayns B gucnetyep
ESBC

yepes 10 cekyHg nocne nocnegHeii asapun NN
Npu CHWKeHun cyeTymka Ha 80 % oT numunTa

yepes 10 cekyHg, nocne nocnegHel asapun
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ABapusa

trunk-group-
max-rps-limit

trunk-max-
calls-limit

trunk-max-cps-
limit

trunk-max-rps-
limit

trunk-
unavailable

user-interface-
max-calls-limit

user-interface-
max-cps-limit

user-interface-
max-rps-limit

TekcT aBapun

Trunk-Group <trunk_group_name> max rps
limit reached

Trunk <trunk_name> max calls limit reached

Trunk <trunk_name> max cps limit reached

Trunk <trunk_name> max rps limit reached

Trunk <trunk_name> is unavailable

User interface <ui_name> max calls limit
reached

User interface <ui_name> max rps limit
reached

User interface <ui_name> max cps limit
reached

9.18.1 OtnpaBka aBapuiiHbix SNMP-Tpanos

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

MpUYUHBbI HopManusauum

uepe3 10 cekyHp nocne nocnefHei asapum

yepes 10 cekyHg nocne nocnegHeii asapun NN

Npu CHWKeHun cyeTymka Ha 80 % oT numunTa

uepes 10 cekyH nocse nocneHen asapum

yepe3 10 cekyHA nocne nocnegHen aBapun

npv 06HOBMEHMM CTaTyca TpaHka Ha "Available”

uepe3 10 cekyHp, nocne nocneaHei asapuv NN

npu CHWXEHUN cyeTumka Ha 80 % oT niumunTa

yepe3 10 cekyHp, nocne nocneaHei aBapum

yepes 10 cekyHg, nocne nocnegHel asapun

OTnpaBka yBeloM/IeHNIi 06 aBapuiiHbIX COBLITUAX HA YAANEHHbIN XOCT ¢ noMoLbo SNMP-Tpanos
HacTpauBaeTCsl C MOMOLLbI0 KOMaHbl snmp-server enable traps esbc B CLI.

[JaHHas komaHaa 6e3 ykazaHusl napamMeTpoB BK/oYaeT Becb Ha6op SNMP-Tpanos:

e cdr-send-error — owwmn6kn otnpaskn CDR;
e cdr-write-error — owun6kKM 3anucu CDR;

e general-max-calls-limit — npeBblWeHne 06uero NMmMuTa BbI30BOB;

e general-max-cps-limit — npeBbIWeHVe 06Lero nMmnTa cps;

¢ general-max-rps-limit — npeBbIWeHVe 06LEero nMmuTa rps;

e media-resources — OTCyTCTBME CBOGOAHbLIX Meanapecypcos (nopTto anst RTP);
e module-connection — nepesanyck moaynei ESBC;
e trunk-group-max-calls-limit — npeBbIWeHe NMMUTA BbI3OBOB Ha TPaHK-Tpymnne;
e trunk-group-max-cps-limit — npeBbIEHVE IMMUTA CPS Ha TPaHK-Tpymnne;

e trunk-group-max-rps-limit — npeBbIWeHne 06LLEero NMMUTA rps Ha TPaHK-rpynne;
e trunk-max-calls-limit — npeBblleHne NMMUTa BbI3OBOB Ha TPaHKE;

e trunk-max-cps-limit — npeBbIlWeHne MMMUTa CPS Ha TPaHKe;

e trunk-max-rps-limit — npeBbileHne 06LLEero NMMNTA rps Ha TPaHKe;

e trunk-unavailable — HegOCTyNHOCTb TpPaHKa;
e user-interface-max-calls-limit — npeBbIWeHNe NMMNTa BbIZOBOB Ha user-interface;
e user-interface-max-cps-limit — npeBbieHne numuTa cps Ha user-interface;

e user-interface-max-rps-limit — npeBbiweHne obuwiero iMmuTa rps Ha user-interface;
e voip-block-aor — 6noknposkn no AOR,;

e voip-block-ip — 6nokupoBku no IP-agpecy;

e voip-block-user-agent — 6nokmpoBku no User-Agent;

e voip-block-sip-user — 6noknpoBku no SIP-User.
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Mpw BKAtoueHnn otnpaskn SNMP-TpanoB koMaHAon snmp-server enable traps esbce, Tpanbl 6yayT
OTNPaBNATLCA BHE 3aBUCMMOCTYM OT BK/THOUEHMUS XXYPHA/IMPOBaHNSA aBapuii T0KasbHO.

TekcT SNMP-TpanoB 1 NpMUnHbI X HOpMan3auumn NnpeacTaB/ieHbl B TAOMMLE HUXE.

SNMP-Tpan

cdr-send-error

cdr-write-error

general-max-
calls-limit

general-max-
cps-limit

general-max-
rps-limit

media-

resources

module-
connection

trunk-group-
max-calls-limit

trunk-group-
max-cps-limit

trunk-group-
max-rps-limit

trunk-max-
calls-limit

trunk-max-cps-
limit

trunk-max-rps-
limit

trunk-
unavailable

user-interface-
max-calls-limit

Tekct SNMP-Tpana

CDR alarm: failed to send to <main | reserve>
ftp server

CDR alarm: failed to write

Host <host_name> max calls limit reached

Host <host_name> max cps limit reached

Host <host_name> max rps limit reached

Session<session_id>: <Trunk/User
interface><trunk_name/ui_name> media
resources out

Module <module_type> host <host_id> is down

Trunk-Group <trunk_group_name> max calls
limit reached

Trunk-Group <trunk_group_name> max cps
limit reached

Trunk-Group <trunk_group_name> max rps limit

reached

Trunk <trunk_name> max calls limit reached

Trunk <trunk_name> max cps limit reached

Trunk <trunk_name> max rps limit reached

Trunk <trunk_name> is unavailable

User interface <ui_name> max calls limit
reached

Mpu4nHbI HOpManusauumn

ycnewHasn otnpaBka CDR Ha FTP-cepeep

ycnewHas 3anuce CDR

yepes 10 cekyHp, nocne nocnegHeli asapun NN
npu CHWXeHUM cueTumka Ha 80% OT numunTa

uepes 10 cekyHg, nocse nocneaHein aBapum

yepes 10 cekyHg nocne nocnegHei asapun

yepes 15 cekyHg nocne nocnegHein asapumn N
npw ocBOOOXAEHMM NopToB An1a RTP

npy ycnewHoM AoGaBneHn Moaynsi B gucnetyep

ESBC

yepes 10 cekyHp, nocne nocnegHeli asapun NN

Nnpwn CHUXeHUn cyeTumka Ha 80 % oT numunTa

uepes 10 cekyHp, nocne nocneaHein asapum

uepes 10 cekyHf nocse nocresfHein asapum

yepes 10 cekyHg, nocne nocnegHeri asapun NI

npy CHWXeHUU cueTurka Ha 80 % OT iumunTa

yepes 10 cekyHA nocne nocnegHen asapum

uepes 10 cekyHp, nocse nocneaHein asapum

npu 06HOBNEHUN CcTaTyca TpaHka Ha "Available"

yepes 10 cekyHg, nocne nocnegHeri asapun NN
Npu CHWXeHun cyeTumka Ha 80% oT numuTa
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SNMP-Tpan

user-interface-
max-cps-limit

user-interface-
max-rps-limit

voip-block-aor
voip-block-ip

voip-block-
user-agent

voip-block-sip-
user

Tekct SNMP-Tpana

User interface <ui_name> max rps limit reached

User interface <ui_name> max cps limit
reached

AOR <aor> has been banned
IP address <ip> has been banned

User-Agent <user-agent> has been banned

SIP user <aor> has been banned

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

MprUYMHbI HOpManu3auumn

uepes 10 cekyHp, nocse nocneaHein asapum

uepes 10 cekyHg, nocne nocneaHein asapum

HE HOPMa/IN3YHTCS
HE HOPMaIN3YHTCS

HE HopMan3ytoTCA

HEe HOPMaJ/TN3YyHTCA

B otnune ot aBapuii, SNMP-Tpansl nepegatoT yBeAOMNEHNS 0 3a6/10KMPOBaHHbIX 06 bEKTaX:
¢ voip-block-aor;
¢ voip-block-ip;
e voip-block-user-agent;
¢ voip-block-sip-user.

[na npocmoTpa 3ab6n10kMpoBaHHbIX 06beKTOB B CLI ncnonb3yetca komaHga show esbe black-list.

KoHchurypupoBaHue yganeHHoro xocta ansa ornpasku SNMP-yBeOMIEHUI BbINOSHAETCA C NOMOLLbHO
KomaHabl snmp-server host B CLI.
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9.19 Hacrtpoiika CDR

CDR (Call Detail Record, pyc. «3anucb cBefeHUiA 0 3BOHKaxX») — 3TO 3annchb, cogepxallas nogpo6Hyo
NHOPMALIMI0 O COBEPLUEHHBIX BbI30BaX.

B cpaiin CDR 3anucbiBatoTcs cnegytowme aaHHble:

 3arosoBoK ¢haitna (onumoHaneH) (<hostname> CDR. File started at 'YYYYMMDDhhmmss');

o OTINMUNUTENbHbI NPU3HaK (ONUMOHANEH);

e Bpems NoCTynneHns BbI30Ba,

e Bpemsa oTBeTa Ha BbI30B;

e BXoAswmini Homep Bbi3blBatoLLEro aboHEHTa;

* /Icxoaswmin Homep Bbi3blBatoLLEro aboHeHTa;

e BXoAsLmii Homep Bbi3bIBAEMOrO ab0OHEHTa;

* /Icxoaswmin HoOMep BbI3bIBAEMOIrO ab0OHEHTS,;

¢ /Mg trunk/user-interface Bbi3biBatoLLEro aboHEHTa;

¢ Vims trunk/user-interface Bbi3biBaeMOro aboHeHTa;

e 1NNTEeNbHOCTL BbI30BY,

e MpuumnHa pasbeauHeHus (cornacHo ITU-T Q.850);

 MHamkaTop ycnewHoro BbizoBa (1 — ycneluHblid, 0 — HeyCnelLlHbIR);

e CTOpOHa-uHuumaTop pasbeanHeHus (1 — Bbi3biBaroLLas CTOPOHA, 2 — Bbi3biBaemasi CTopoHa, 3 — ESBC);

¢ Call-ID Bxogsuiero BbI30B3;

¢ Call-ID ncxoasiuiero BbI30oBa;

e Homep BbI3biIBaeMOro aboHeHTa npu nepeagpecauny;

e |P-agpec wn3a Bbi3biBaKLErO ab0HEHT];

e |P-agpec wn3a Bbi3bIBAEMOro aboHeHTa;

e Cnucok IP-agpecos 13 3arosioBka Record-Route npu yctaHOB/€HUN cCOeAUHEHNS B HAanpaBieHun oT
BbI3bIBAOLLIETO AOOHEHTA;

e Cnincok IP-agpecos 13 3aronoska Via npu ycTaHOBNEHUN COeAMHEHWS B Hanpas/ieHNN OT Bbi3blBaOLLLEr0
A00HEeHTa;

e |P-agpec 13 3aronoska Contact BbI3biBaloLero aboHeHTa;

e |P-agpec 13 3aronoska Contact Bbi3abiBaeMOro aboHeHTa.

3HayeHus napameTpoB B painie CDR 3anuncbiBalOTCA B Yka3aHHOM BbllLe NOpsAKe U pasaenstoTcs CMMBOSIOM

nn
'

© 3anvck "Homep BbisbiBaeMOro aboHeHTa npy Nnepeagpecaummn’ co3aaeTcst TONbKO, NPU BKIOUYEHHOM
NokasibHoV 06paboTke 3xx 0TBETA B HACTpoiiKax sip profile.
XpaHeHwue 3anucei CDR ocyulecTsiseTcsa B 1okasibHOM xpaHunvwe ESBC nnun Ha BHewHem USB-HakonuTesne.

OTnpaska Ha BHeLLHWUI cepBep ocyliecTsnseTca no npotokony FTP, SFTP n SCP. MogaepxmBaeTcs oTnpaska
Ha pBa FTP-cepBepa, aosa SFTP-cepeepa n gsa SCP-cepeepa 04HOBPEMEHHO.

JononHutenbHO nogaepxmsaeTca coxpaHeHue u otnpaska CDR B SYSLOG. Ansa otnpaBkn B SYSLOG
TpebyeTca [oNoSIHUTE NbHAaA KOHUrypaums syslog.

OnucaHue Bcex koMmaHz ans HacTpoiku CDR npuBegeHo B pasgene Hactpoiiku CDR.

Mpumep HacTpoiikm 3anucy CDR ¢ onuMoHasibHbIMK NOMISIMU, NIOKaU1bHBIM XpaHeHEeM 1 OTNPaBKO Ha cepsep
FTP c pe3epBupoBaHmeM B Criyvae HeyaqyHOo OTnpaBky NPUBEAEH HUXKE.
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vesbc#

vesbc# configure
vesbc(config)# esbc
vesbc(config-esbc)# cdr
vesbc(config-esbc-cdr)# enable

#lobaBneHne 3arosioBka B CDR-3anuchb:
vesbc(config-esbc-cdr)# add-header

#3anncb Heypaa4HbIX BbI30BOB:
vesbc(config-esbc-cdr)# collect unsuccess

#3anucb nycTbiX CDR:
vesbc(config-esbc-cdr)# collect empty-files

#Pexym co3pgaHuna 3anuceli:

vesbc(config-esbc-cdr)# create-mode periodically
vesbc(config-esbc-cdr)# per days 1
vesbc(config-esbc-cdr)# period hours 12
vesbc(config-esbc-cdr)# per minutes 30

#BK/lOYEHUE OTNpaBKW /10r0B:
vesbc(config-esbc-cdr)# syslog enable

#lobaBneHne OTANYNTENbHOrO MpU3HaKa:
vesbc(config-esbc-cdr)# signature otlichitelnyi_priznak

#HacTpoiika /T0KanbHOr0 XpaHeHus:

vesbc(config-esbc-cdr)# local
vesbc(config-esbc-cdr-local)# create-directories by-date
vesbc(config-esbc-cdr-local)# keep days 30
vesbc(config-esbc-cdr-local)# keep hours 12
vesbc(config-esbc-cdr-local)# keep minutes 30
vesbc(config-esbc-cdr-local)# path flash:cdr/cdr_record
vesbc(config-esbc-cdr-local)# save
vesbc(config-esbc-cdr-local)# exit

#HacTpoika ocHoBHOro FTP-cepBepa:

vesbc(config-esbc-cdr)# ftp

vesbc(config-esbc-cdr-ftp)# login main_ftp_server
vesbc(config-esbc-cdr-ftp)# password password_m_ftp
vesbc(config-esbc-cdr-ftp)# path /main_ftp/cdr_record
vesbc(config-esbc-cdr-ftp)# remote address 192.168.23.100
vesbc(config-esbc-cdr-ftp)# save
vesbc(config-esbc-cdr-ftp)# exit

#HacTpoika pe3epBHOro FTP-cepBepa:

vesbc(config-esbc-cdr)# reserved-ftp
vesbc(config-esbc-cdr-res-ftp)# as-reserved
vesbc(config-esbc-cdr-res-ftp)# login reserve_ftp_server
vesbc(config-esbc-cdr-res-ftp)# password password_r_ftp
vesbc(config-esbc-cdr-res-ftp)# path /reserve_ftp/cdr_record
vesbc(config-esbc-cdr-res-ftp)# remote address 192.168.23.200
vesbc(config-esbc-cdr-res-ftp)# save

#NpuMeHeHUe 1 NOATBEpPXAEHNe W3MEHEHWIA:
vesbc(config-esbc-cdr-res-ftp)# do commit

Configuration has been successfully applied and saved to flash.

will be reverted 1in 600 seconds.

Commit timer started, changes
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vesbc(config-esbc-cdr-res-ftp)# do confirm
Configuration has been confirmed. Commit timer canceled.

Ecnu otnpaska 3anucu CDR Ha ocHoBHol FTP-cepBep (192.168.23.100) no kakoit-nm6o npuyvHe He
npou3oiieT, TO OHa nonbiTaeTcs OTNPaBUTLCS Ha pe3epBHbI FTP-cepep (192.168.23.200), B cnyyae
Hey[auu 1 Ha pe3epBHOM, 3amnncb COXPAHUTCS TOMbKO JIOKasIbHO.

Mpumep 3anucu cpaiina CDR

Ha ESBC HacTpoeHa cnepytowlas koHdurypaums CDR:

cdr
enable
add-header
signature test_signature
period minutes 1
local
save
path flash:cdr/
create-directories by-date
keep days 1
exit
exit

Mocne coBepLUeHns YCNeLHOro Bbi30Ba A/INTENbHOCTLIO S cekyHA, ¢ Homepa 241 Ha Homep 231 6yaeT
cchopmupoBaH cpaiin CDR (vepes 1 MuHyTY) BUAA:

vesbc CDR. File started at '20260320050817'

test_signature

2026-03-20 05:07:45;2026-03-20
05:07:533;241;2413;2313;231;UAC;UAS;000005;0163;1;1;974433e3-9ebd-123f-7ch4-
ecble®29e6ba;93a6ccOdadel18d8ad308b277e3434d53;;192.168.1.65192.168.1.2;;192.168.1.6;192.168.1.6
3192.168.12.2;

9.20 Pa6oTa c noramu

NornposaHne ESBC ocyuiecTBnisieTcs ¢ noMmoupblo syslog. Bonee nogpo6Ho HACTpoiiku syslog onvcaHbl B
pasgene YnpasneHne SYSLOG cnpaBoyHuka komaHg CLI.

Mo ymonuaHuio norupoBaHve Moayneit ESBC BbIktoueHo.

@ Bouenre norvposaHus BCex Mogyelt Npu 60MbLLOI BbI3LIBHON HArpy3ke MOXeT NOBUATL Ha
NpPOV3BOANTENILHOCTb CUCTEMBI. HanGosbLiee BAMSIHUE HA NPOU3BOAUTENBHOCTD OKa3blBAET BbIBOA,
NoroB B KOHcO/b (syslog console).

[nsi nonyyeHusi Hanbosee NoApPoGHON NHDOPMALIK, PV AVArHOCTUKN HEMCMPaBHOCTEl, peKOMeHAyeTcs
CMOMb30BaTh YPOBEHL NormpoBaHns debug.

270


https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265931

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

MpumMep HaACTPOWKK NTOTMPOBaHNA Ha BHELLHWIA syslog-cepeep ¢ ypoBHeM debug:

vesbc# configure
vesbc(config)# syslog host SYSLOG_SERVER
vesbc(config-syslog-host)# remote-address 192.168.1.1
vesbc(config-syslog-host)# severity debug
vesbc(config-syslog-host)# do commit

Configuration has been successfully applied and saved to flash.

Commit timer started, changes

will be reverted in 600 seconds.
vesbc(config-syslog-host)# do confirm
Configuration has been confirmed. Commit timer canceled.

Mopgynu, Bxogswme B coctaB ESBC

HasBaHue

esbc_core

esbc_sip_b
alancer

esbc_sip_
worker

esbc_medi
a_balancer

esbc_medi
a_worker

esbc_confi
g_manager

esbc_acce
ss_mediat
or

eshc_ipc

esbc_disp
atcher

esbc_sm

OnucaHue

MOAY/lb OCHOBHOW
NOTUKK

MoAy b ynpaB/ieHus
noacuctemoli SIP

MoAy/b
pacLumpeHmns
nogcuctemsl SIP

MoAy/b ynpaBfieHus
noacucrtemoit media

mMoAy/b
paclmpeHus
nofcuctemMbl media

apantep 6asbl
OaHHbIX
KOHurypauum

MOZY/1b BHELLHETO
jocTyna
6pokep coobLyeHwni

MOAY/1b KOHTPOSIS
COCTOSIHMS MoAaynen

MoAy/ b ynpaB/ieHus
aboHEeHTCKUMHN
3anMcsamu

HasHaueHue

06paboTKa BbI3OBOB, OTBEYAET 3a MapLLpYyTM3aL M0 BbI30OBOB, 06ecneynBaeT
B3auUMOAENCTBUE OCTasIbHbIX MOAY/EN

nosilyyeHme coobiueHuii SIP (Ha OTKPLITLI COKET) 1 Nepegaya ux B Moay b
esbc_sip_worker

apanTep npotokona SIP, o6pabaTtbiBaeT CO06LLEHNS U NepeaaeT AaHHble MoAy o
esbc_core

ynpaBfieHne pecypcamu B nogcucteme media, BbigenseT RTP-nopTel u nepegaet
nx B Moaynb eshc_media_worker

o6pab6oTka meguanotokos (RTP)

XpaHeHne KOH(UrypaLuum CUCTEMbI

06paboTKa BHELUHMX B3aMMOgencTBmii ¢ cuctemoii CLI

obecneyeHne CBA3N BCEX MOAY el B CUCTEME

KOHTPO/Ib MOAYNEN, MHAMKaLNSA 06 UBMEHEHUN COCTOSIHWUIA Moaynel
pob6asnieHve/yganeHue 3anuceii o peructpaumn aboHeHToB, fobasneHne/
yaaneHne/usmMmeHeHne KOHTaKToB perncTpaLmm, XxpaHeHne n BOCCTaHOB/IEHNE

3anuceii n3 6asbl, NpegocTaBieHne MHAOPMaLUN O 3aNUCAX U KOHTakTax
abOoHEHTOB APYrMM MOAY/SIM CUCTEMbI
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esbc_sysio

esbc_mon
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r

moaynb fail2ban

MoAy/b
B3auMMOAENCTBUSA C
ocC

Mozy/b
MOHUTOpPMHIa

MoA4y/b aaa

Moaynb stun-server

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

OTCNEXMBaeT MNOMbITKM 06paLLeHns K cepBucy TenegoHuu, npu obHapyXeHum
NMOCTOSAHHO MOBTOPAIOLLMXCA HEYAAUHbIX NOMbITOK 06paLleHns C O4HOIO U TOTO Xe
IP-agpeca nnm xocta, MmoAdy/b 610KMPYeT NONbITKK € 3TOro IP-agpeca/xocta

CNyXnT npocnolikoii mexay ESBC n OC, Ha KOTOpOi OH pa3BopadnBaeTcs,
npeaocTaBnseT efiMHbIli MHTEpMEliC B3aMMOAENCTBMSA C CUCTEMOI U peann3yeT
MOHUTOPWHTI Pa3/InyHbIX CUCTEMHbIX COObITUI

obecneuyeHne PyHKLUUM MOHUTOPUHTA U c60pa CTaTUCTUKM

ayTeHTMMKaLWS, XPaHEHNE NHCDOPMALIMK O BbI30BaX

o6paboTka 3anpocoB STUN B pexnme cepsepa
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BkntoueHve norupoBaHusi mogynei ESBC nponssoauTcs B pasgene debug:

vesbc#

#Mepexon B pasgen debug:
vesbc# debug

vesbc (debug) #

#BKl4eHWe norupoBaHua moaynsa esbc_dispatcher:
vesbc(debug)# debug esbc disp

#BKlYeHWe norupoBaHua moayns esbc_config_manager:
vesbc(debug)# debug esbc cfgmgr

#BK/lOYEeHWe norupoBaHna moaynsa esbc_access_mediator:
vesbc(debug)# debug esbc accmed

#BK/loueHNe slorupoBaHMa Moayns esbc_mon:
vesbc(debug)# debug esbc mon

#BKloUEeHNEe norupoBaHus Moayns esbc_aaa:
vesbc(debug)# debug esbc aaa

#BK/lOUEHME NnormpoBaHus mMoayns esbc_core:
vesbc(debug)# debug esbc core

#BK/lOUEeHWe norupoBaHna moaynsa esbc_sip_balancer:
vesbc(debug)# debug esbc sipbl

#BKlUeHWe norupoBaHua moaynsa esbc_sip_worker:
vesbc(debug)# debug esbc sipwrk

#BKlYeHWe norupoBaHua moayns esbc_media_balancer:
vesbc(debug)# debug esbc mediabl

#BK/loUeHWe noruposaHna moayna esbc_media_worker:
vesbc(debug)# debug esbc mediawrk

#BKlOUEHNE NorupoBaHus Moayns esbc_sysio:
vesbc(debug)# debug esbc sysio

#BK/lo4eHNe norupoBaHMa Moayns esbc_sm:
vesbc(debug)# debug esbc submngr

#BK/lOYEeHWe norupoBaHna moaynsa esbc_voip_guard:
vesbc(debug)# debug esbc voip-guard

#BKJ/lOYEHME JIOrMPOBaHMA MOAYNA stun_server:
vesbc(debug)# debug esbc stun-server

[nsa oTknoueHna nornposaHnsa moaynein ESBC ncnonbsyetcs komaHaa, aHasiornyHas BKNKYEHWIO, C
npucTaBKol no:

#BblKNlo4eHWe fiormpoBaHua Moayna esbc_voip_guard:
vesbc(debug)# no debug esbc voip-guard
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[nsa ycTaHOBKM NapaMeTpoB /I0rMpoBaHmMs No YMO4YaHMIo UCNonb3yeTcst kKomaHga no debug all. JaHHas
KOMaHZa OTK/IYaeT slorMpoBaHue Bcex moayneii ESBC.

C Uenbio UCKNIOYEHNSA NOBbILLEHHOM Harpy3kn Ha YCTPOCTBO, PEKOMEHYETCSA OTKNHYaTh
norvpoBaHve mogyneit ESBC (no debug all) cpa3y nocne nonyyeHusi N0ro., HEO6XOANMBIX [/151
aHanIn3a HeucrnpaBHOCTU.

9.21 WN3meHeHue Konunuectsa moaynen

Mpun o6paboTke curHanbHoro SIP-Tpaduka n megnanotokos RTP, pecypcbl CPU nCnonib3yoTca pasHbiMU
mogaynsamn ESBC. CooTBeTCTBEHHO AN onTuMu3aumm Harpyskm Ha CPU npegycMoTpeHa BO3MOXHOCTb
ynpaBnsaTb KOIMYECTBOM MOAYyNEN.

Mpu BbICOKOWN Harpyske curHasibHbIM SIP-Tpadhkom HanbonbLlyro Harpysky Ha agpo CPU nponssoguT Moay b
sip worker, a npy 60/1bLLIOM KO/IMYECTBE OHOBPEMEHHbIX BbI30BOB (OCOGEHHO B pPEXMME TPAHCKOAMPOBaHMS
meama) — media worker.

MoaTomy 418 yCTaHOB/IEHUs 6anaHca NPoM3BOAUTENBHOCTY, 419 MHOTOSIAEPHbIX CUCTEM criesyeT
NCMNO/Ib30BaTb ONTUMasIbHOE KOJIMYECTBO KaxkA0ro U3 MOAY/en, T. K. KakAbli AOMONHUTE bHbIA SK3eMMNIAP
Moayns 6yaeT Ucnosib3oBaTb pecypc fononHuTesbHoro agpa CPU cuctemsl.

Mo yMon4YaHuo B CUCTEME MCMOMb3YEeTCS N0 OAHOMY 3K3EMMNJIAPY KaXA0ro Moay s
Cnncok Moaynei, KOMYECTBO KOTOPbIX MOXHO U3MEHUTL:

e core

¢ sip worker

e sip balancer

e media worker

e media balancer
e stun server

MakcumasibHoe KoNmM4ecTBo Moayneli onpeaensieTcs AMHaAMUYeckn B 3aBUCUMOCTM OT KonmyecTBa sigep CPU.

€ Mocne nsmerenns konuuecTsa Moaynei 4na cTabunbHoOl paboTbl He06xoAUM nepesanyck MO ESBC.

3agaHHoe B KOH(MUrypauum KoNnyecTBo Moay/iein He U3MeHAETCS NPy YBENNYEHUN/YMEHbLIEHUN
kKonuuyectsa sgep CPU cuctemsl.

OnucaHne BCeX KOMaH[ A5 HaCTPOIikM KosIMYecTBa Moaynei npueseaeHo B pasgene O6Lime HacTPOKK
ESBC.

274


https://docs.eltex-co.ru/pages/viewpage.action?pageId=662265333#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0ESBC-%D0%9E%D0%B1%D1%89%D0%B8%D0%B5%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B8ESBC

ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

Mpumep:

vesbc#
vesbc# config
vesbc(config)# esbc

#MNepexos B obwwWe HacTPOWKNK:
vesbc(config-esbc)# general
vesbc(config-esbc-general)#

#YBenunyeHne KonuvecTBa Meana-BOPKEpPOB [0 2:
vesbc(config-esbc-general)# count media worker 2
vesbc(config-esbc-general)#

#MpymeHeHne W NOATBEPXAEHNE W3MEHEHWNA :

vesbc(config-esbc-general)# do commit

2024-09-09T05:26:55+00:00 %SYS-W-EVENT: WARNING!!! After changing ESBC modules count, the
system may work unstable. Please restart software.

2024-09-09T05:26:57+00:00 snmpd restarted

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 600 seconds.

2024-09-09T05:26:58+00:00 %CLI-I-CRIT: user admin from console <nput: do commit
vesbc(config-esbc-general)# do confirm

Configuration has been confirmed. Commit timer canceled.

2024-09-09T05:27:01+00:00 %CLI-I-CRIT: user admin from console 1nput: do confirm
vesbc(config-esbc-general)#

#Mepesanyck N0 ESBC ANs KOpPPEKTHOro nepepacnpegesneHns Mogynei:

vesbc(config-esbc-general)# do reload esbc force
Do you really want to reload esbc now? (y/N): y

[ns BbIBOAA NpeaynpexaeHns o Heo6XoANMOCTY Nepesarnycka HyXHo, UTo6bl YPOBEHb syslog severity
6bI/1 HEe HXe warning.
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9.22 HacTtpoiika VPN (PPTP u L2TP over IPSec)

[N opraHn3aLmm aboHEHTCKUX U TPAHKOBbLIX NMOAK/IHUYEHNI, C LeNto nepeaaumn curHansHoro (SIP) n megna
(RTP) Tpadhmka yepe3 VPN-coegnHeHve, ESBC nogaepxunsaeT paboTy B CeAyHOLMX pexmnumax:

e PPTP-cepBep
e PPTP-knueHT
o L2TP-cepsep
o L2TP-knneHT

Moapo6Hoe onmcaHme HaCTPOMKN KaxX40ro U3 pexxMmoB NpUBeAEHO B pasaene YrpaseHue yaaeHHbIM
[0CTyrnom gokymeHTaumm ESR.

OnucaHue Bcex KOMaHZ npuBeaeHo B pasgene YnpasneHve VPN. HacTpoiiku yaaneHHoro goctyna
crnpasoyHuka komaHg CLI.

O6wWwwuit nopaAoK HacTpoiikn VPN:

1. BasoBas HacTpoiika ceTu (koHdurypaums IP-agpecoB nHTepgEAcoB, HaCTPOIiKa MapLLPyTU3aLMN U T.
a.).

2. Hactpoiika TyHHenvpoBaHus (koHdurypaumst PPTP/L2TP-cepBepa, u/unu Hactpoiika PPTP/L2TP-
TYHHenem).

3. Hactpoiika firewall gnsi npoxoxaeHust NpOTOKON0B TyHHENMPoBaHus (paspelmntb TCP-nopT 1723,
npoTtokon GRE(47) gnsi PPTP n UDP-nopTskl 500, 1701, 4500 1 npotokonsl ESP (50) n GRE (47) ans
L2TP).

4. Hactpotiika TpaHKoB n/unmn aboHeHTCKnX nHTepdeiicos ESBC ana pabotel yepes VPN.

Hwxe npveegeHbl npumepsbl HacTpoiikn ESBC B kavectse PPTP-cepBepa 1 B kauectse PPTP-knueHTa.
HacTpoiikn ansa L2TP-cepepa n L2TP-kneHTa ocyLwecTBAAKTCSA aHa/l0MM4yHo.

9.22.1 Mpumep HacTpoiiku PPTP-cepBepa gns nogkntoueHns SIP-tpaHkoB

3apava

OpraHuszoBaTb nogkntoveHne apyx PPTP-knneHToB kK ESBC 1 ncnonb3oBatb 3TV NOAK/IOYEHUA B kayecTBe SIP-
TPaHKOB.

IP-agpec cepsepa PPTP — 20.20.20.1.
YueTHas 3anucb AN NoAKMYeHns knmeHTa 1 — norvH: pptp_user, naposb: simplepass, IP-agpec: 20.20.20.5

YyeTHas 3anucb AN NOAKMIYEHMA KAMeHTa 2 — NorvH: pptp_user2, naponb: simplepass2, IP-agpec:
20.20.20.6
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Cxema
INoKkanbHan ceTb My6nuuHan ceTb
PPTP-knueHT 1 ]
trunk sipTRUNK_1
{ IP ATC } ° — { ESBC
192.168.113.200 192.168.113.207
10.30.101.150

[ PPTP-knuenT 2 ]

PelwieHue

BbINOTHUTL HACTPOIKY CeTeBbIX NHTEepPhencos:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description LAN
vesbc(config-if-gi)# ip address 192.168.113.207/20
vesbc(config-if-gi)# exit

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description WAN
vesbc(config-if-gi)# ip address 10.30.101.150/24
vesbc(config-if-gi)# exit

BbinonHuTh HacTpoliky firewall ana paspewwenusa npoxoxaeHus npotokona PPTP Ha nHTepdpeiic
gigabitethernet 1/0/2:

vesbc(config)# security zone WAN
vesbc(config-security-zone)# exit

vesbc(config)# security zone-pair WAN self
vesbc(config-security-zone-pair)# rule 10
vesbc(config-security-zone-pair-rule)# action permit
vesbc(config-security-zone-pair-rule)# match protocol gre
vesbc(config-security-zone-pair-rule)# enable
vesbc(config-security-zone-pair-rule)# exit
vesbc(config-security-zone-pair)# rule 20
vesbc(config-security-zone-pair-rule)# action permit
vesbc(config-security-zone-pair-rule)# match protocol tcp
vesbc(config-security-zone-pair-rule)# match destination-port port-range 1723
vesbc(config-security-zone-pair-rule)# enable
vesbc(config-security-zone-pair-rule)# exit
vesbc(config-security-zone-pair)# exit

vesbc(config)#
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MomecTuTb NHTEpelic gigabitethernet 1/0/2 B 30Hy 6e3onacHocTn WAN:

vesbc(config)#

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# security-zone WAN
vesbc(config-if-gi)# exit

vesbc(config)#

Cospatb 30Hy 6€30nacHOCTU, K KOTOPOI 6yAyT OTHOCUTBLCA CECCUMM NOSIb30oBaTeNel:

vesbc(config)#

vesbc(config)# security zone VPN_USERS
vesbc(config-security-zone)# exit
vesbc(config)#

BbinonHuTh HacTpoitky PPTP-cepBepa:

vesbc(config)# remote-access pptp PPTP_SERVER
vesbc(config-pptp-server)# authentication mode local

#IP-apgpec PPTP-cepBepa:
vesbc(config-pptp-server)# local-address ip-address 20.20.20.1

#uana3oH IP-agpecoB, KOTOpble 6yAyT BblgaBaTbCA PPTP-kKaneHTam:
vesbc(config-pptp-server)# remote-address address-range 20.20.20.5-20.20.20.6

#IP-agpec ESBC gnda opraHusauum noakswyeHusa no nportokony PPTP:
vesbc(config-pptp-server)# outside-address ip-address 10.30.101.150
vesbc(config-pptp-server)# security-zone VPN_USERS

#Co3haHne 1 HacTpolka y4YeTHOW 3anucu KineHTa pptp_user:
vesbc(config-pptp-server)# username pptp_user
vesbc(config-ppp-user)# password ascii-text simplepass

#YKazaTb, Kakoil mmeHHO IP-agpec m3 pguanasoHa O6ypeT Bbl4aH KAMEHTY pptp_user:
vesbc(config-ppp-user)# remote address 20.20.20.5

vesbc(config-ppp-user)# enable

vesbc(config-ppp-user)# exit

#Co3haHne M HacTpolKka y4YeTHOW 3anucu KineHTa pptp_user2:
vesbc(config-pptp-server)# username pptp_user2
vesbc(config-ppp-user)# password ascii-text simplepass2

#YKazaTb, Kakoi MMeHHO IP-ajpec M3 guanasoHa 6yaeT Bbl4aH KAUMEHTY pptp_user2:
vesbc(config-ppp-user)# remote address 20.20.20.6

vesbc(config-ppp-user)# enable

vesbc(config-ppp-user)# exit

vesbc(config-pptp-server)# enable

vesbc(config-pptp-server)# exit

vesbc(config)#
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[na ncnonb3oBaHuA nogkntoyeHHbIX PPTP-kineHToB B kKayecTtse SIP-TpaHKoB cnefyeT ykasbiBath |P-
agpec, KoTopblii 6yaeT BblaaBatbCcsA cepeepoM PPTP kKaxaoMy KNnMeHTy B ABHOM BUAE

(komaHpa remote address B KOHpUrypauum ppp-user). MiHave IP-agpeca, BblgaBaemble PPTP-
KIMeHTaMm, 6yayT BblgaBaTbCsA B C/ly4alHOM Nopsgke U3 AvanasoHa, ykazaHHoro B HacTpoikax PPTP-
cepepa. B Takom c/iyyae HEBO3MOXHO OyaeT HacTpouTb SIP-TpaHK 40 KOHKPETHOrO KNIMEHTa, T. K. AN
paboTbl B pexume TpaHka TpebyeTcs yka3aHue agpeca BCTPEYHOW CTOPOHbI.

[na ncnonb3oBaHnA nogkntoveHHbIXx PPTP-knneHToB B kadecTBe SIP-aboHeHTOB, ykasbiBaTth IP-agpec
B IBHOM Bue He TpebyeTcs.

BblinonHMTL HacTpoiiky TpaHkoB ESBC ans pa6otbl ¢ kiveHTamu 1 u 2:

esbc(config)# esbc
vesbc(config-esbc)# media resource MEDIA_PPTP

#YKkasaTb IP-apgpec cepBepa PPTP:
vesbc(config-esbc-media-resource)# ip address 20.20.20.1
vesbc(config-esbc-media-resource)# exit
vesbc(config-esbc)# sip transport PPTP_1

#YKkasaTb IP-apgpec cepBepa PPTP:
vesbc(config-esbc-sip-transport)# ip address 20.20.20.1
vesbc (config-esbc-sip-transport)# port 5070
vesbc(config-esbc-sip-transport)# exit
vesbc(config-esbc)# sip transport PPTP_2

#YKkasaTtb IP-apgpec cepBepa PPTP:
vesbc(config-esbc-sip-transport)# ip address 20.20.20.1
vesbc(config-esbc-sip-transport)# port 5071
vesbc(config-esbc-sip-transport)# exit
vesbc(config-esbc)# trunk sip PPTP_USER
vesbc(config-esbc-trunk-sip)# sip transport PPTP_1
vesbc(config-esbc-trunk-sip)# media resource 1 MEDIA_PPTP

#YKasaTb IP-agpec PPTP-knueHTa pptp_user:
vesbc(config-esbc-trunk-sip)# remote address 20.20.20.5
vesbc(config-esbc-trunk-sip)# remote port 5080
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# trunk sip PPTP_USER2
vesbc(config-esbc-trunk-sip)# sip transport PPTP_2
vesbc(config-esbc-trunk-sip)# media resource 1 MEDIA_PPTP

#YKasaTb IP-agpec PPTP-knuneHTa pptp_user2:
vesbc(config-esbc-trunk-sip)# remote address 20.20.20.6
vesbc(config-esbc-trunk-sip)# remote port 5081
vesbc(config-esbc-trunk-sip)# exit
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BbinonHuTh HacTpoiiky ESBC gnsa TpaHka TRUNK_1:

vesbc(config-esbc)#

vesbc(config-esbc)# media resource MEDIA_TRUNK_1
vesbc(config-esbc-media-resource)# ip address 192.168.113.207
vesbc(config-esbc-media-resource)# exit

vesbc(config-esbc)# sip transport TRANSPORT_TRUNK_1
vesbc(config-esbc-sip-transport)# ip address 192.168.113.207
vesbc(config-esbc-sip-transport)# port 5090
vesbc(config-esbc-sip-transport)# exit

vesbc(config-esbc)# route-table TO_PPTP_USER
vesbc(config-esbc-route-table)# rule 1
vesbc(config-esbc-route-table-rule)# action direct-to-trunk PPTP_USER
vesbc(config-esbc-route-table-rule)# exit
vesbc(config-esbc-route-table)# exit

vesbc(config-esbc)# trunk sip TRUNK_1
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_TRUNK_1
vesbc(config-esbc-trunk-sip)# route-table TO_PPTP_USER
vesbc(config-esbc-trunk-sip)# media resource 1 MEDIA_TRUNK_1
vesbc(config-esbc-trunk-sip)# remote address 192.168.113.200
vesbc(config-esbc-trunk-sip)# remote port 5091
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# exit

vesbc(config)#

HacTtpoutb mapLupyTnsauunio Bbl3osoB 13 TpaHka PPTP_USER B TpaHk TRUNK_T:

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_TRUNK_1
vesbc(config-esbc-route-table)# rule 1
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_1
vesbc(config-esbc-route-table-rule)# exit
vesbc(config-esbc-route-table)# exit

vesbc(config-esbc)# trunk sip PPTP_USER
vesbc(config-esbc-trunk-sip)# route-table TO_TRUNK_1
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# exit

HacTpoiika mapwpyTtusaumm ans tpaHka PPTP_USER2 BbInosiHAETCA aHa/I0rM4yHo.
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9.22.2 Mpumep HacTpoiiku PPTP-knueHTa ansa nogkniovyeHus SIP-tpaHkoB

3apgaua

OpraHunsoBaTb nogkntoveHne B pexxume PPTP-kneHTa K BbILLECTOoALLEMY CepBepy U UCMO0J/1b30BaTb 3TO
noaknoyeHne B kadectse SIP-TpaHka.

IP-agpec cepsepa PPTP — 10.30.101.150

YyeTHas 3anvch A7 NOAKM0YEHUS KNeHTa — NTOMMH: pptp_user, naposb: simplepass.

Cxema
JNlokanbHaR ceTb Ny6nuuHan ceTb
] trunk sipTRUNK_1 ( trunk sip PPTP
IPATC ] | ESBC ) 20.20.20.5 tunel pptp 1 20.2020.7) PPTP-cepeep
192.168.113.200 192.168.113.208 10.50.101.
10.30.101.15 0.30.101.150
PelweHue

BbINO/THUTL HACTPOIiKY CETEBbIX MHTEPHECOB:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description LAN
vesbc(config-if-gi)# ip address 192.168.113.208/20
vesbc(config-if-gi)# exit

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description WAN
vesbc(config-if-gi)# ip address 10.30.101.151/24
vesbc(config-if-gi)# exit

vesbc(config)#

Co3pgatb 30Hy 6e3onacHocTu ana PPTP-TyHHens:

vesbc(config)# security zone PPTP_TENNEL
vesbc(config-security-zone)# exit
vesbc(config)#
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Cosgartb 1 HacTpouTb PPTP-TyHHEN:

vesbc(config)#
vesbc(config)# tunnel pptp 1
vesbc(config-pptp)# security-zone PPTP_TENNEL

#YKasaTb y4yeTHble JaHHble Monb30BaTens pptp_user:
vesbc(config-pptp)# username pptp_user password ascii-text simplepass

#YkazaTb IP-agpec PPTP-cepBepa:
vesbc(config-pptp)# remote address 10.30.101.150
vesbc(config-pptp)# ignore default-route
vesbc(config-pptp)# enable

vesbc(config-pptp)# exit

vesbc(config)#

BbinonHuTL HacTpoiiky TpaHka ESBC gna paboTtbl yepe3 PPTP-TyHHe Nb:

vesbc# configure
vesbc(config)# esbc
vesbc(config-esbc)# media resource MEDIA_PPTP

#YKa3aTb TYHHenb pptp 1:

vesbc(config-esbc-media-resource)# ip address 1interface pptp 1
vesbc(config-esbc-media-resource)# exit

vesbc(config-esbc)# sip transport PPTP

#YKa3aTb TYHHenb pptp 1:

vesbc(config-esbc-sip-transport)# ip address 1interface pptp 1
vesbc(config-esbc-sip-transport)# port 5080
vesbc(config-esbc-sip-transport)# exit

vesbc(config-esbc)# trunk sip PPTP
vesbc(config-esbc-trunk-sip)# sip transport PPTP
vesbc(config-esbc-trunk-sip)# media resource © MEDIA_PPTP

#YKka3aTb Remote IP PPTP-TyHHensa:
vesbc(config-esbc-trunk-sip)# remote address 20.20.20.1
vesbc(config-esbc-trunk-sip)# remote port 5070
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)#

IP-agpeca (Local u Remote) PPTP-TyHHensi MOXHO y3HaTb KoMaHaoli show tunnels status.

vesbc# show tunnels status

Tunnel Admin Link MTU Local IP Remote IP Last change
State State (d,h:m:s)
pptp 1 Up Up 1500 20.20.20.5 20.20.20.1 00,00:13:35
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BbinonHuTh HacTpoiiky ESBC gnsa TpaHka TRUNK_1:

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_TRUNK_1
vesbc(config-esbc-media-resource)# ip address 192.168.113.208
vesbc(config-esbc-media-resource)# exit

vesbc(config-esbc)# sip transport TRANSPORT_TRUNK_1
vesbc(config-esbc-sip-transport)# ip address 192.168.113.208
vesbc(config-esbc-sip-transport)# port 5091
vesbc(config-esbc-sip-transport)# exit

vesbc(config-esbc)# route-table TO_PPTP
vesbc(config-esbc-route-table)# rule 1
vesbc(config-esbc-route-table-rule)# action direct-to-trunk PPTP
vesbc(config-esbc-route-table-rule)# exit
vesbc(config-esbc-route-table)# exit

vesbc(config-esbc)# trunk sip TRUNK_1
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_TRUNK_1
vesbc(config-esbc-trunk-sip)# route-table TO_PPTP
vesbc(config-esbc-trunk-sip)# media resource 1 MEDIA_TRUNK_1
vesbc(config-esbc-trunk-sip)# remote address 192.168.113.200
vesbc(config-esbc-trunk-sip)# remote port 5092
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# exit

vesbc(config)#

HacTtponts mapLupytn3aumio Bbi30BOB 13 TpaHka PPTP B TpaHk TRUNK_1:

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_TRUNK_1
vesbc(config-esbc-route-table)# rule 1
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_1
vesbc(config-esbc-route-table-rule)# exit
vesbc(config-esbc-route-table)# exit

vesbc(config-esbc)# trunk sip PPTP

vesbc(config-esbc-trunk-sip)# route-table TO_TRUNK_1
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# exit
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9.23 Mpumepbl HacTpoliku ESBC

9.23.1 Hacrtpoiika gnsa SIP-a6oHeHTOB

Cxema npumeHeHus:

192.168.20.120:5062

.
Softswitch SN

192.168.16.65:5060 192.168.16.113:5061

OnucaHwve:

SIP-a6oHeHTbI (IP-TenedoH/VolP wnio3/MobunbHblii SIP-KNNEHT 1 T. A.) OTNPaBNSAOT coobleHne Ha IP-agpec
192.168.20.120 nopt 5062, ESBC nepecbinaeTt gaHHbln Tpaduk ¢ IP-agpeca 192.168.16.113 nopt 5061 Ha
apapec Softswitch (IP ATC/SIP-proxy u 1. ) 192.168.16.65 nopt 5060.

[na peanvsauun gaHHOM CXeMbl 00N aNTOPUTM HACTPONKM CneayoLLiA;

1. HactpouTb ceTeBble nHTepgelicol Ha ESBC B ctopoHy SSW 1 B cTopoHy SIP-a60HEHTOB.

2. Cozpartb SIP-TpaHcnopT B cTOpoHY SSW 1 SIP-a60HEHTOB.

3. Co3patb Meamapecypcbl Ans 060MX Hanpas/IeHUIA, HA3HAYMTb MM Ananas3oH NOPTOB AN1S nepeaayn
ronoca.

4. Co3patb aboOHeHTCKMI nHTeppeinc n SIP-TpaHk.

5. Co3pgatb npasua, No KOTopbIM ByAyT MapLUpyTU3NPOBATLCA BbI30Bbl OT abOHEHTOB A0 SSW.
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Mopsapok koHcurypuposaHus ESBC:

1. HactpouTb IP-agpec Ha nHTepdelice B cTopoHy SSW:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description "SSwW"
vesbc(config-if-gi)# ip address 192.168.16.113/24
vesbc(config-if-gi)# ip firewall disable

2. HacTpouTb IP-agpec Ha BHellHeM uHTepdeiice B CTOPOHY aGOHEHTOB:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description "ABONENTS"
vesbc(config-if-gi)# ip address 192.168.20.120/24

3. Cozpgartb SIP-TpaHcnopT B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# port 5061

4. Co3paTb SIP-TpaHcnopT B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120
vesbc(config-esbc-sip-transport)# port 5062

5. Co3patb Meanapecypchl 4n1a cornacoBaHus 1 nepegayn ronoca Ha nnede SSW - ESBC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#YKasaTb [uana3oH NOpPTOB, KOTOpbIi GyaeT BbAenaTbca Ha ESBC Ana nepegayun rofnoca. [laHHas KomaHga

Heoba3aTenbHana. Ecnu ee He ykasbBaTb, 6yfgeT MCNOAb30BaTbCA Auana3oH NOPTOB 8000-65535.
vesbc(config-esbc-media-resource)# port-range 1024-65535
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6. Co3gartb Meanapecypchl AN cornacoBaHusa 1 nepegaym ronoca Ha nneye ESBC -—- AGOHeHTCKuiA wno3/SIP-
abO0HEHTbI:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_ABONENTS
vesbc(config-esbc-media-resource)# ip address 192.168.20.120

7. Co3patb SIP-TpaHk B CTOpOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.65
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource © MEDIA_SSW

8. Co3partb aboHeHTCKuiA nHTepderic B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-user-interface-sip)# media resource © MEDIA_ABONENTS

#ECnn aboHeHTbl HaxoasaTcs 3a NAT BbINOMHUTb KOMaHAy :
vesbc(config-esbc-user-interface-sip)# nat comedia-mode on

9. Co3gaTb TabnmLy MapLupyTusaumum n 4ob6aBnTb B HEE NPaBna, MO KOTOPLIM BbI30BbI, NPUX0OAsLLNE C
abOoHEHTOB 6yAyT MapLLpyTU3NpPoBaTbCs Ha SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_SSW

10. MpuBsizaTb CO3[aHHY0 TabNMLYy MapLLPYTU3aALMM K aBOHEHTCKOMY UHTepdelicy:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW
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11. MPUMEHUTb KOHPUrypaLMio U NOATBEPAUTL N3MEHEHWS:

vesbc# commit
vesbc# confirm

B npuBea€HHON cxeme onncaHbl 6a30Bble HACTPOKN.

9.23.2 Hacrtpoiika gnsa SIP-TpaHKoB

Cxema NnPpUMeHeHuns:

192.168.20.120:5067

Softswitch TpaHKOBbIN WAKO3

192.168.16.65:5060 192.168.16.113:5065

OnucaHwve:

TpaHkoBblii wnto3 (IP ATC/ SIP-proxy/YaaneHHslit SSW 1 ap.) oTnpaBnseT cooblieHus ¢ IP-agpeca
192.168.20.99 nopta 5060 Ha IP-agpec 192.168.20.120 nopt 5067, ESBC nepecbinaeT aaHHbIl Tpadmk ¢ IP-
aapeca 192.168.16.113 nopta 5065 Ha agpec Softswitch 192.168.16.65 nopT 5060. /1 B 06paTHy0 CTOPOHY
SSW otnpasnsieT coobuleHus ¢ IP-agpeca 192.168.16.65 nopta 5060 Ha IP-aapec 192.168.16.113 nopT 5065,
ESBC nepecblnaeT gaHHbln Tpaduk ¢ IP-agpeca 192.168.20.120 nopta 5067 Ha agpec TpaHKOBOrO LU03a
192.168.20.99 nopt 5060.

[na peanvsaumm AaHHOM CXeMbl OBLLIMIA aNnropuTM HACTPOMKK cneayoLLniA;

1. HacTpouTb ceTeBble nHTepdelicbl Ha ESBC B cTopoHy SSW 1 B CTOPOHY TPaHKOBOTO LLIHO3A.

2. Cospgartb SIP-TpaHcnopTt B cTopoHy SSW 1 TpaHKOBOro LWo3a.

3. Co3patb Meavapecypchl Ansi 060MX Hanpas/ieHNn, Ha3HAYMTb MM Ananas3oH NopToB A5 Nepesayn
rosoca.

4. Co3zpgatb 2 SIP-TpaHka B cTOpoHY SSW 1 B CTOPOHY TpaHKOBOIO LL/1H03a.

5. Co3gartb npasBuia, No KOTOpbIM OyAyT MapLUpyTU3NPOBAaTbLCH BbI30Bbl OT TPAHKOBOrO LWto3a Ao SSW un
Hao6opoT oT SSW A0 TpaHKOBOrO LH03a.

Mopsaaok koHcurypuposaHus ESBC:

1. Hactpouts IP-agpec Ha uHTepdgeice B CTOpoHy SSW.:

vesbc# configure

vesbc(config)# interface gigabitethernet 1/0/1
vesbc(config-if-gi)# description "SSW"
vesbc(config-if-gi)# ip address 192.168.16.113/24
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2. HacTpouTb IP-agpec Ha nHTepdieiice B CTOPOHY TPAHKOBOTO LLI/03A:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description "TRUNK_GATEWAY"
vesbc(config-if-gi)# ip address 192.168.20.120/24

3. Co3partb SIP-TpaHcnopt B CTOpoHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# port 5065

4. Co3paTtb SIP-TpaHcnopT B CTOPOHY TPaHKOBOIO LL/IO3a:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_TRUNK_GATEWAY
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120
vesbc(config-esbc-sip-transport)# port 5067

5. Co3paTb Meanapecypchl 4nis cornacoBaHus 1 nepegayn rosnoca Ha nnede SSW --—- ESBC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#YKa3aTb guana3oH MOpPTOB, KOTOPHIA OyaeT BbigenATbCA Ha ESBC ansa nepegauynm ronoca. [flaHHas KomaHga
Heobsa3aTenbHasa. Ecnv ee He ykasbBaTb, 6ygeT MCNoOAb30BaTbCHA Auana3oH NOPTOB 8000-65535.
vesbc(config-esbc-media-resource)# port-range 1024-65535

6. Co3gath Meavapecypckl Ans cornacoBaHus v nepegaqn ronoca Ha nnede ESBC -~ TpaHKoBbIii LW/H03:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# mediaresource MEDIA_TRUNK_GATEWAY
vesbc(config-esbc-media-resource)# ip address 192.168.20.120
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7. Co3pgatb SIP-TpaHk B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.65
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource © MEDIA_SSW

8. Coszgartb SIP-TpaHk B CTOPOHY TPaHKOBOrO LU/03a:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_GATEWAY
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_TRUNK_GATEWAY
vesbc(config-esbc-trunk-sip)# remote address 192.168.20.99
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource © MEDIA_TRUNK_GATEWAY

9. Co3paTtb Tabnmuy MapLupyTusauum n 4obaBnTb B Hee NpaBna, Nno KOTOPbIM BbI30BbI, NPUXOASLLNE C
TPaHKOBOTO LW/03a, 6yayT MapLipyTnsmpoBatbes Ha SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_SSW

10. Co3zpatb TabnuLy mapLupyTusaumum n o6asnTb B HEE NpaBua, Mo KOTOPbIM BbI30BbI, Npuxoasiimne ¢ SSW,
6yayT MapLUpyTU3NPOBATLCS Ha TPAHKOBbINA LLKO3:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_TRUNK_GATEWAY
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_GATEWAY

11. MpuBsizaTb co3fjaHHble TabNULbI MAPLIPYTM3aLMI K TPaHKaM:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# route-table TO_TRUNK_GATEWAY
vesbc(config-esbc-trunk-sip)# exit

vesbc(config-esbc)# trunk sip TRUNK_GATEWAY
vesbc(config-esbc-trunk-sip)# route-table TO_SSW
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12. MPUMEHUTb KOHPUrypaLmnio U NOATBEPAUTL N3MEHEHWS:

vesbc# commit
vesbc# confirm

B npuBea€HHON cxeme onncaHbl 6a30Bble HACTPOKN.

9.23.3 Hacrtpoliika gnsa SIP-a6oHeHTOB, ucnonb3yowmx WebRTC

Cxema NnPpUMeHeHuns:

192.168.20.120:5062

Softswitch

WebRTC

—
192.168.16.65:5060 192.168.16.113:5061 Bpays3epHbIn

KITUEHT

OnucaHwve:

SIP-a6oHeHTbl (WEB, Desktop-knveHTbl) oTnpaBnstoT coobLeHuns Ha IP-aapec 192.168.20.120 nopt 5062 ¢
nomoubto WebSocket Secure, ESBC otnpasnsieT no TCP gaHHbIin Tpadmk ¢ IP-agpeca 192.168.16.113 nopt
5061 Ha agpec Softswitch (IP ATC/SIP-proxy n 1. o) 192.168.16.65 nopt 5060.

[nsa peanvsauun gaHHOM CXeMbl OOLMIA aNTOPUTM HACTPONKM CNeayoLLNiA;

1. HactpouTb ceTeBble nHTepdelicol Ha ESBC B ctopoHy SSW 1 B cTopoHy SIP-a60HEHTOB.

2. Cospatb SIP-TpaHcnopt B pexume TCP (only/prefer) B ctopoHy SSW u SIP-TpaHcnopT B pexume WSS
ans SIP-aboHeHTOB.

3. Co3pgatb Meamapecypchl Anst 060Mx Hanpas/I€HUIA, HA3HAYMTb MM Ananas3oH NOPTOB AN1S nepeaayn
rosoca.

4. Co3paTb meguanpodusib g5 SIP-ab0HEHTOB Y BK/IOUYNTL Ha HEM winposaHme DTLS-SRTP.

. Co3patb aboHeHTCKMin nHTepdeinc n SIP-TpaHk.

6. Co3gartb npasuna, No KOTopbIM ByAyT MapLIPYTU3NPOBATLCS BbI30BbI OT aO0OHEHTOB A0 SSW.

(&)
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Mopsapok koHcurypuposaHus ESBC:

1. HactpouTb IP-agpec Ha nHTepdelice B cTopoHy SSW:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/1
vesbc(config-if-gi)# description "SSwW"
vesbc(config-if-gi)# ip address 192.168.16.113/24
vesbc(config-if-gi)# ip firewall disable

2. HacTpouTb IP-agpec Ha BHellHeM uHTepdeiice B CTOPOHY aGOHEHTOB:

vesbc# configure

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# description "ABONENTS"
vesbc(config-if-gi)# ip address 192.168.20.120/24

3. Cozpgartb SIP-TpaHcnopT B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_SSW
vesbc(config-esbc-sip-transport)# ip address 192.168.16.113
vesbc(config-esbc-sip-transport)# mode tcp-prefer
vesbc(config-esbc-sip-transport)# port 5061

4. Co3paTb SIP-TpaHcnopT B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-sip-transport)# ip address 192.168.20.120
vesbc(config-esbc-sip-transport)# mode wss
vesbc(config-esbc-sip-transport)# port 5062

Ecnun aboHeHTbl ncnonbaytoT WebSocket, a He WebSocket Secure, To Heo6xoammo BbibpaTb mode ws
B HacTpoiikax SIP-TpaHcnopTa 4/191 abOHEHTOB.
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5. Co3patb Megmapecypchl 415 cornacoBaHusa 1 nepegayuv rosnoca Ha nnede SSW - ESBC:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_SSW
vesbc(config-esbc-media-resource)# ip address 192.168.16.113

#YKasaTb AuanasoH MopToOB, KOTOPHIA 6yaeT BbAenATbCA Ha ESBC anA nepegadun rosnoca. JaHHas KomaH4a
HeobA3aTenbHasa. Ecnu ee He ykasbBaTb, 6yAeT MCNONb30BaTbCA AMana3oH NOPTOB 8000-65535.
vesbc(config-esbc-media-resource)# port-range 1024-65535

6. Co3gartb Meanapecypchl AN cornacoBaHusa 1 nepegaym ronoca Ha nneye ESBC - AGOHeHTCKuii wno3/SIP-
abOHEHTHI:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media resource MEDIA_ABONENTS
vesbc(config-esbc-media-resource)# ip address 192.168.20.120

7. Co3patb Meguanpodub ¢ wndposaHnem DTLS-SRTP ans SIP-a6oHeHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# media profile MEDIA_PROFILE_ABONENTS
vesbc(config-esbc-media-profile)# srtp mode mandatory
vesbc(config-esbc-media-profile)# srtp keying dtls-srtp

8. Co3patb SIP-TpaHk B CTOPOHY SSW:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# trunk sip TRUNK_SSW
vesbc(config-esbc-trunk-sip)# sip transport TRANSPORT_SSW
vesbc(config-esbc-trunk-sip)# remote address 192.168.16.65
vesbc(config-esbc-trunk-sip)# remote port 5060
vesbc(config-esbc-trunk-sip)# media resource 0 MEDIA_SSW

9. Co3patb abOHEHTCKNI MHTepdieinc B CTOPOHY abOHEHTOB:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# sip transport TRANSPORT_ABONENTS
vesbc(config-esbc-user-interface-sip)# media resource O MEDIA_ABONENTS
vesbc(config-esbc-user-interface-sip)# media profile MEDIA_PROFILE_ABONENTS

#Ecnn aboHeHTH HaxogsaTca 3a NAT, BbIMOMHUTb KOMaHAY :
vesbc(config-esbc-user-interface-sip)# nat comedia-mode on
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10. Cozpgatb Tabnuuy mMapLupyTusauumn n o6asnTb B Hee nNpasunia, Mo KOTOPbIM BbI30BbI, NPUXoAsLme ¢
aboHeHTOoB, 6yayT MapLpyTmanpoBaTbca Ha SSW.

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# route-table TO_SSW
vesbc(config-esbc-route-table)# rule 0
vesbc(config-esbc-route-table-rule)# action direct-to-trunk TRUNK_SSW

11. MpuBA3aTb co3gaHHyo Tabavly MmapLupyTM3aunmn K abOHEHTCKOMY MHTEpAIeiiCy:

vesbc#

vesbc# configure

vesbc(config)# esbc

vesbc(config-esbc)# user-interface sip ABONENTS
vesbc(config-esbc-user-interface-sip)# route-table TO_SSW

12. MpUMeHNTL KOHpUrypaLmio n NoATBEPAUTL U3MEHEHNS:

vesbc# commit
vesbc# confirm

B npuBeféHHOl cxeMe onvcaHbl 6a30Bble HACTPOIKM.

10 YnpaBneHue uHtepeincamm
ANropuT™M 1 NpMMepbl HACTPONKM OYHKLMIA ynpaBneHns nitepdeiicamm cm. B JokyMmeHTauumm ESR.

3HauveHuns napameTpos ans ESBC-3200 naeHTn4yHbl 3HaveHnam ans ESR-3200.

11 YnpaBneHue TyHHe/MpoBaHNEM

ANrOpUTM 1 NPUMEPbI HACTPOVKM DYHKLMIA YyNPaBIEHNS TYHHENMPOBaHMEM CM. B [0KyMeHTaLmn ESR.

3HauveHuns napameTpos ana ESBC-3200 ngeHTnyHbl 3HaveHnam ans ESR-3200.

12 YnpaBneHue yHKUMAMNU BTOPOro ypoBHs (L2)

ANTOPUTM 1 NPUMEPbI HACTPOIKN ynpaBeHnst yHKUUAMI BTOporo ypoBHst (L2) cm. B gokymeHTauuy ESR.

3HauveHuns napameTpos ans ESBC-3200 naeHTn4yHbl 3HaveHnam ans ESR-3200.
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13 YnpasneHune QoS

HacTpoiika knaccudmkauymm DSCP (Layer 3) ansi curdanusaumm SIP, a Takke ans ayamo/sugeo tpacvka (RTP)
npuBefeHa B pasgesne YnpasneHvne ESBC. Hactpolika QoS.

HacTpoiika npounx napameTpoB QoS npvBegeHa B AokymeHTaLmn ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

14 YnpasneHvue mapLlpyTtusaumnen

ANTOPUTM 1 NPUMEPbI HACTPOIKN (RYHKLMIA yNpaBieHnst MapLupyTusaumeii cm. B gokymeHTtauum ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

15 YnpasneHue TexHonornein MPLS

YnpasneHue texHonormein MPLS onncaHo B gokymeHTaumm ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

16 YnpaBneHne 6e30MacHOCTbIO

ANTOPUTM 1 NPUMEPbLI HACTPOIKN (PYHKLMI ynpaBieHns 6e30nacHOCTbI0 CM. B AokymeHTauun ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

17 YnpaBneHue cepTugukaTamm 1 Knryamm

ANTOPUTM 1 NPUMEPbI HACTPOIKN MHADPACTPYKTYPbI OTKPbITLIX Ktoueit (Public Key Infrastructure, PKI) cm.
B fJOKymeHTaumu ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

18 YnpaBrieHve pe3epBUpoBaHEM

ANTOPVUTM HaCTPOIKN pe3epBUPOBaHNA CM. B JokyMeHTaLum ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.
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19 YnpaBrieHve knactepusaumeli

e HacTtpoiika knactepa Ha ESBC-3200
e [lepBMYHasn HacTpoiika knactepa
e HacTpoiika BHELHUX ceTeBbIX MHTepPelicoB
e HacTpoiika knacTepHoro nHTepgerica
e HacTpoiika knactepa
e HacTpoiika CUHXPOHU3aLMN CEPTUUKATOB U K/OYE
e HacTpoiika knactepa Ha VESBC
e [pumep HacTpolikn knactepa VESBC B runepsusope VirtualBox
Mpumep HacTpoiikn knactepa VESBC B runepsunsope QEMU/KVM
e [pumep HacTpoiikn knactepa VESBC B runepsusope XEN
Mpumep HacTpoiikn knactepa VESBC B runepsusope XCP-ng
OcobeHHOCTK HacTpolikn rmnepsusopa ESXi gna opraHmsaunm knactepa VESBC
e [pumep HacTpoliku knactepa VESBC B runepsusope zVirt
MoakntoveHre BTOpOro toHUTa B knactepe VESBC ¢ ucnonb3osaHnem ZTP

Knactep opraHusyeTcs 13 AByX O4MHaKOBbIX YCTPONCTB. PaboTaeT B pexume Active-Standby, T. e. Ha Active
3anyLeHbl Bce moaynv ESBC, 1 OH 3aHMMaeTcsi 06paboTKO CUrHa/IbHbIX cO06LLeHMI SIP 1 MeanagaHHbIX
(RTP-noTokoB). YcTpolicTBo Standby He o6pabaTbiBaeT curHasibHble coobeHnii SIP n notokn RTP.

PesepBupoBaHne coegnHeHnNs ocyLecTBageTcs npoTokosiom VRRP.

KoHdurypauus, daiinbl MO, 3aperncTpmpoBaHHble aGOHEHTbI CUHXPOHU3NPYOTCS MeXAy YCTPOoiCTBaMu B
peaslbHOM BpeMeHW. B clyyae o6pbiBa COEAMHEHMS UK OTKOYeHUST Active-ycTpolicTBa, BCe CYLLECTBYHOLLME
BbI30BbI OYyT paspyLLEHbI.

Bpems no Hayana 06pa6oTku BbI30BOB Npu failover 3aBMCUT OT BbI3bIBHON HArpy3ku Ha yCTPOIACTBO U
cocTaBnseT o1 2 40 12 CekyHA.

Bonee nogpobHoe onucaHne HaCTPONKKN KnacTtepa NpuBeAeHo B AokymMeHTauun ESR. Huxe npeacrasneH
npumep HacTpolikn ESBC-3200 15 06paboTkun BbI3OBOB.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

B Ttekywen Bepcum MO noaaepxmaetca HA Cluster 13 2 oHMTOB.
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19.1 HacTtpoiika knactepa Ha ESBC-3200

Cxema:

ESBC-1

Slgz.lss.a&so (twe1/°/7)

1192.18.1.10 (twel/0/3)

Switch

' VRRP 192.18.1.100 VRRP 192.168.83.82 S

ESBC-2 ;192.13.1.20 (twe2/0/3)

S 192.168.83.79 (MEZ/°/7)

19.1.1 MepBuuHas HacTpoiika Knacrtepa
[nsa Hayana paboTbl HEO6XOAMMO MOMIHOCTHI0 HACTPOUTL OAHO YCTPOICTBO M3 KlacTepa.

Mocne BKNOUYEHUS YCTPOACTBA NPUMEHNUTE KOHGIUIYpaLIMIO MO YMO/TYaHUIO Ha YCTPOIACTBAX,
npeAHasHaYeHHbIX 4718 06beauHeHNs B KnacTep:

ESBC-1

ESBC-3200# copy system:default-config system:candidate-config
Entire candidate configuration will be reset to default, all settings will be lost upon commit.

Do you really want to continue? (y/N): y
|******************************************| 100% (59B) Default Conf‘igurat‘ion loaded

successfully.

[nsa 6onee yao6HOro 1 sICHOr0 BOCNPUSATMA PEKOMEHAYETCS NEPENMEHOBaTL YCTPOICTBa. B knacTepHoii
BEPCUM NPOLLMBKM NpeayCcMOTpeHa BO3MOXHOCTb yKasaTb MMS YCTPOWCTBA C NPUBS3KON K KOHUTY. YCTPOMCTBO
6yaeT ncnonb3oBaTb TOLKO TOT hostname, OHUTOM KOTOPOrO OH SABNSIETCA:

ESBC-1

ESBC-3200# configure
ESBC-3200(config)# hostname ESBC-1 unit 1
ESBC-3200(config)# hostname ESBC-2 unit 2

B koHdurypaLmm moxeT o4HOBPEMEHHO HaxoanTbesa hostname c unit n hostname 6e3 unit.
Bonee npuoputeTHbiM siBNsieTca hosthame, ykazaHHbI ¢ NPpMBA3KOL K unit.
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qTO6bIMSMGHMTb}OHMTyCTpOﬁCTBa,BHHOHHMTECHEAyKﬂuMGKOMaHAbK

ESBC-1

ESBC-1# set unit id 1

Unit ID will be 1 after reboot

ESBC-1# reload system

Do you really want to reload system now? (y/N): vy

CMeHa loHMTa yCTpoiicTBa BCTyNaeT B CUJly Noc/ie nepesarpysku.

Mpu n3MeHeHnn HoMepa toHuTa ESBC He NponcxoanT aBTOMaTUYECKO KOHBEPTALIMI KOHAOMIypaLyn.
B cnyyae ecnm fo ESBC HAaCTpoeH yaaneHHblii OCTyN U Y HEro MeHSIETCS HOMEp HNTa, He06X0AMMO
[l0 Nepe3arpy3ku HaCTPOUTb ip-MHTePIENChbl 4151 HOBOTO HOHWUTA AHASIOTMYHO TEKYLLIMM.

B 3aBogckoi koHpurypaumm ESBC-3200 nprcyTCTBYIOT HACTPOIKN MHTEPMECOB TONbKO A/18 OHUTA
no ymonuaxuto (unit = 1).

Mpy KONMPOBaHUM N NPUMEHEHUN 3aBOACKON KOH(PUrypaLmm HacTpoilka HoMepa toH1Ta He
N3MEHSAETCA Ha 3HAaYeHMe N0 YMOJTHaHUIO.

YCTaHOBUTb HOMEP HOHWUTA MO YMOJTHaHWI0 BO3MOXHO C/ieAyoLWyMy cnocobamu:

1. NCNOMNb3ys KOHCO/IbHOE NOAK/THOYEHUE,;

2. 3akaB (PyHKUMOHaNbHYIO KHOMKY "F" Ha 15 cekyHA.

Y6eanTecb B TOM, UTO HACTPOVKM FOHUTOB NMPUMEHMUIUCH YCMNELLHO:

ESBC-1

ESBC-1# show unit -1id
Unit ID s 1
Unit ID will be 1 after reboot

O61beamHeHVe YCTPOICTB B K/1lacTep HEBO3MOXHO, €C/IN OHW OTHOCATCS K OLHOMY U TOMY X€ HOHUTY.
WckntoueHne — npouecc ZTP, Tak kak B npouecce ZTP HyXHbI unit y yCTpolicTBa BbICTABUTCA
aBTOMaTUYECKM.
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19.1.2 HacTpoiika BHelWHNX ceTeBbIX UHTepdeiicoB

Ha o6oux ycTpoiicTBax Heob6xoaumo HacTpouTb IP-agpec n VRRP Ha BHeLWHNX nHTepdieiicax. B TekyLuei
cxeme 3To nHTepdeiicel twel/0/7 n twe2/0/7.

ESBC-1

ESBC-1(config)# 1interface twentyfivegigabitethernet 1/0/7
ESBC-1(config-if-twe)# ip address 192.168.83.80/22
ESBC-1(config-if-twe)# vrrp 10

ESBC-1(config-vrrp)# ip address 192.168.83.82/22
ESBC-1(config-vrrp)# group 2

ESBC-1(config-vrrp)# enable

ESBC-1(config-vrrp)# exit

ESBC-1(config-if-twe)# exit

ESBC-1(config)# 1interface twentyfivegigabitethernet 2/0/7
ESBC-1(config-if-twe)# ip address 192.168.83.79/22
ESBC-1(config-if-twe)# vrrp 10

ESBC-1(config-vrrp)# ip address 192.168.83.82/22
ESBC-1(config-vrrp)# group 2

ESBC-1(config-vrrp)# enable

ESBC-1(config-vrrp)# exit

ESBC-1(config-if-twe)# exit

Takke Ha VRRP-nHTepgeiice MOXHO Ha3HauNTb pa3Hble NPUOPUTETLI AN PasHbIX OHNTOB.
ESR-1

ESBC-1(config-vrrp)# priority 254 unit 1
ESBC-1(config-vrrp)# priority 253 unit 2

[Jonyckaetcs ucnonb3oBaHue IP-agpeca VRRP 13 nogcetn, oTAnYHOM OT noaceTv onU3n4eckoro
nHTepdeiica.
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19.1.3 HacTpoiika KnacTtepHoOro nHTepdeiica

[nsa nonHoueHHoW paboTbl knactepa TpebyeTcsa CKOHIUTYpPUpoBaTh KnacTepHbIi MHTepdenc, KoTopbli byaeT
ncnonb3oBartbea ANs nepegaym control plane Tpadmka. B kauecTse kiactepHoro nHtepdeiica HasHaueH
bridge. B kauecTBe MexaHn3Ma, OTBEYatoLLEero 3a onpegeneHne poneii yCTponcTs, y4acTBYOLWMNX B
pe3epBupoBaHnn, HazHavyeH npotokon VRRP. HacTpoliku cluster-nHtepdpeiica AomkHbl 6bITb NOEHTUYHbI AN
BCEX Y4aCTHMKOB Knactepa.

Tak Kak KfiacTtep BbINOHAET CUHXPOHM3ALMI0 COCTOSIHUI MexXy YCTpoicTBaMm, HEO6X0AUMO CO3aTh 30HY
6e3onacHocTn SYNC (synchronization):

ESBC-1

ESBC-1(config)# security zone SYNC
ESBC-1(config-zone)# exit

ESBC-1(config)#

ESBC-1(config)# security zone-pair SYNC self
ESBC-1(config-zone-pair)# rule 1
ESBC-1(config-zone-pair-rule)# action permit
ESBC-1(config-zone-pair-rule)# match protocol vrrp
ESBC-1(config-zone-pair-rule)# enable
ESBC-1(config-zone-pair-rule)# exit
ESBC-1(config-zone-pair)# exit

[Janee nepelignTe K HacTpoiikam KacTepHOro HTepdgeiica:

ESBC-1

ESBC-1# configure

ESBC-1(config)# bridge 1

ESBC-1(config-bridge)# vlan 1

ESBC-1(config-bridge)# security-zone SYNC
ESBC-1(config-bridge)# ip address 192.18.1.10/24 unit 1
ESBC-1(config-bridge)# ip address 192.18.1.20/24 unit 2
ESBC-1(config-bridge)# vrrp 1

ESBC-1(config-vrrp)# group 2

ESBC-1(config-vrrp)# ip address 192.18.1.100/24
ESBC-1(config-vrrp)# enable

ESBC-1(config-vrrp)# exit

ESBC-1(config-bridge)# enable

B Tekywein Bepcum MO B kavecTBe cluster-nHteppelica nogaepxaH To/bKo bridge.

[ns paboTbl KNacTepHOro nHTepdelica nogaepxmnsaeTcs Tonbko IPv4-agpecayms.
Ha cluster-nHtepdelice Heobxoanma HacTpoiika aapecoB C NPUBSA3KON K unit.
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B Tekywieli cxeme cnyxebHas nHopmalms No ynpasieHuio knactTepoM 6yaeT nepefaBarbcs yepes
BblAEe/IEHHbIV JIMHK CUHXPOHM3aUmMn mexay nHtepceincamm twe1/0/3 n twe2/0/3.

ESBC-1

ESBC-1(config)# interface twentyfivegigabitethernet 1/0/3
ESBC-1(config-if-twe)# description "Network: SYNC"
ESBC-1(config-if-twe)# mode switchport
ESBC-1(config-if-twe)# exit

ESBC-1(config)# interface twentyfivegigabitethernet 2/0/3
ESBC-1(config-if-twe)# description "Network: SYNC"
ESBC-1(config-if-twe)# mode switchport
ESBC-1(config-if-twe)# exit

19.1.4 Hactpoliika KnacTtepa

[nsa 3anycka knactepa Hy>HO TOJIbKO YKka3aTb 3apaHee HaCTPOEHHbI KNacTepHbIi UHTEPAIENC U KOHUTI,
KoTopble 6yayT BbINONHATL ponn Active n Standby.

MepeiamTe B HACTPOIiKy KiacTepa:

ESBC-1

ESBC-1# configure

ESBC-1(config)# cluster

ESBC-1(config-cluster)# unit 1
ESBC-1(config-cluster-unit)# mac-address 68:13:e2:e1:28:90
ESBC-1(config-cluster-unit)# exit

ESBC-1(config-cluster)# unit 2
ESBC-1(config-cluster-unit)# mac-address 68:13:e2:e1:25:30
ESBC-1(config-cluster-unit)# exit

B kauecTtBe mac-address yka3biBaeTcs cucteMHblin MAC-agpec yCTpOCcTBa, Er0 MOXHO Y3HaTb C
nomoubto komaHgbl show system | include MAC.

Ykaxute KnactepHblii UHTepenc, cCo3faHHbIn paHee, n akTUBUPYRTE KnacTep:

ESBC-1

ESBC-1(config-cluster)# cluster-interface bridge 1
ESBC-1(config-cluster)# enable
ESBC-1(config-cluster)# do commit
ESBC-1(config-cluster)# do confirm

MepBoe yCTPOWCTBO NOIHOCTHLI0 HACTPOEHO M FOTOBO K paboTe.
AHasI0rMyHble HaCTPOIiKM HeO6XOAMMO NPOV3BECTY HA BTOPOM YCTPOICTBE, NpeiBapuTe/IbHO CMEHUB Y HETO
OHWUT Ha Tpe6yeMbIii.
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Takxe BO3MOXHa HacTpoiiKa BTOPOro ycTpolicTea cpeacteamu ZTP.

[nsa aktmBaumm npouecca ZTP Heo6xoaMMo Ha BTOpoM ycTpoiicTee 3anyctutb dhep-client Ha bridge-
nHTepdeiice, nornyecknii NN OU3nYecKnin nHTepenc KoToporo yaeT BKIOYEH B KNacTepHbIl
NHTEepdieiic NepBoro yCTponcTea.

B kauecTBe npumepa Takon koHdurypaummn nogonget factory-koHdpurypauus.

B npouecce ZTP ycTpoiicTBO aBTOMaTUYECKM BbICTABUT cebe:

1) KoHcpurypaumio;

2) KOHUT;

3) Bepcuto MO, Ha KoTopom paboTaeT Active ESBC;

4) NluueH3unto, ecnn oHa npegsapuTenbHO 3arpyxeHa Ha Active ESBC.

— N N N

[Mocne BbINO/IHEHUA 3TUX LLAroB KracTtep 6yp,eT ycneLlHo 3anyLleH. Tekyllee cOCToAHNE K/lacTepa MOXXHO
Y3HaTb, BbINO/ITHAB KOMaHAY:

ESBC-1

ESBC-1# show cluster status

Unit Hostname Role MAC address State IP address
1% ESBC-1 Active 68:13:€2:e1:28:90 Joined 192.18.1.10
2 ESBC-2 Standby 68:13:€2:e1:25:30 Joined 192.18.1.20

Mocne BKNOYEHMSA K1acTepa U yCTaHOB/IEHUSA IOHMTOB B cOCTosAHME Joined fanbHeiwee
KOHOUIypupoBaHmne yCTPOWCTB OCYLLLEeCTB/IAETCA HAaCcTPOiiKo Active-ycTpoiicTea.
CVHXPOHM3UPYIOTCSA KOMaHAbl KOHGMUIypaumm, a Takke kKoMmaHabl: commit, confirm, rollback, restore,
save, copy <source> system:candidate-config.

B cnyyae ecnun koHurypmpoBaHue ocyulectaisieTca Ha Standby, TO BHECEHHbIE N3MEHEHNS B
KOHpUrypaumio 3aCMHXPOHN3MPOBaHbl He ByayT. Bce BHECEHHbIE U3MEHEHUS B KOH(DUTYpaLMo
Standby 6yayT notepsiHbl Npu BbINONIHEHUN commit Ha Active-ycTpolicTBe.

EcTb BO3MOXHOCTb OTK/THOUEHWS CUHXPOHU3auuy KoMaHaon sync config disable.
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[na nposepku paboTtsl npotokona VRRP BbINosHUTE cnefytoLwyo KomaHay:

ESBC-1

ESBC-1# show vrrp

Virtual router Virtual IP Priority Preemption State Synchronization group ID
1 192.18.1.100/24 100 Enabled Master 2
10 192.168.83.82/22 100 Enabled Master 2

TakKke MOXHO NOCMOTPETb COCTOSIHE CUHXPOHM3ALMMN Pa3INYHbIX NOACUCTEM B K/lacTepe, BbINOHUB
KOMaHay:

ESBC-1

ESBC-1# show cluster sync status

System part Synced
candidate-config Yes
running-config Yes
SW version Yes
licence Yes
licence (After reboot) Yes
date Yes
E-SBC version Yes

Uepes MUHYTY NOC/ie BK/OYEHNS KacTepa CUMHXPOHM3MpyeTcsl BpeMsl, Ha Standby ycTaHoBUTCS
Bpemsi Active-toHuTa.

CUHXPOHM3aLIMSI BDEMEHV MPOBEPSIETCA pa3 B MUHYTY, B C/lyYae PacxoXAeHusi BpeMs
CUHXPOHU3NPYETCS.

Pa6oTa c MueH3nsiMK B KlacTepe onuncaHa B pasaesne JILeH3poBaHne B knactepe.

19.1.5 HacTpoWKka CUHXpPOHM3aLMN CepTUINKATOB U K/loUeil

Mpwn ncnonb3oBaHmm B KoHdurypauumn ESBC chalinos cepTnnkatoB 1 KNKYER, Hanpmumep, B
KoHdpurypauum kpuntonpodunein ESBC, 3arpyxaembix Ha yCTPOMCTBO MNosib3oBaTenemM, Heo6xoaMmo
Hanmune gaHHbIX doainioB Ha 060MX KHUTax B KacTepe.

3arpy3nTb haiifibl MOXHO OT/ZIe/IbHO Ha KaXKAbIi OHUT KNacTepa Wn UCNo/Mb30BaTb MEXaHU3M
CUHXPOHM3aLMK Crypto-sync.
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Mpumep HacTpoiiku crypto-sync
3agava:

Wcnonb3osaTk ceptudinkatbl CA.pem, CERT.pem n npuBaTHbIli kKntoy PRIVATE_KEY .key B koHdhurypaumm
kpunTonpodwuna ESBC.

PelweHnne:

1. Mocne onncaHHO BbllLE HACTPOIKKN KnacTepa, HacTpoiiTe ip failover:
e Cospaiite ase object-group, ykaxuTe B HUX IP-agpeca knacTtepHbIX MHTepdeincoB 060MX KOHUTOB:

ESBC-1#

ESBC-1# configure

ESBC-1(config)# object-group network SYNC_DST
ESBC-1(config-object-group-network)# ip address-range 192.18.1.20 unit 1
ESBC-1(config-object-group-network)# ip address-range 192.18.1.10 unit 2
ESBC-1(config-object-group-network)# exit

ESBC-1(config)# object-group network SYNC_SRC
ESBC-1(config-object-group-network)# ip address-range 192.18.1.10 unit 1
ESBC-1(config-object-group-network)# ip address-range 192.18.1.20 unit 2
ESBC-1(config-object-group-network)# exit

ESBC-1(config)#

e HacTtpoiite ip failover:

ESBC-1(config)# ip failover

ESBC-1(config-failover)# local-address object-group SYNC_SRC
ESBC-1(config-failover)# remote-address object-group SYNC_DST
ESBC-1(config-failover)# vrrp-group 2
ESBC-1(config-failover)# exit

ESBC-1(config)#

2. BK/ouMTe CUHXPOHM3aLMI0 (oaii/ioB crypto U NPpUMEHUTE HaCTPOIKM:

ESBC-1(config)# crypto-sync
ESBC-1(config-crypto-sync)# remote-delete
ESBC-1(config-crypto-sync)# enable
ESBC-1(config-crypto-sync)# exit
ESBC-1(config)# do commit

ESBC-1(config)# do confirm

3. 3arpysuTe cepTudmKaThbl U NPUBATHLIN K/KOY HA MacTep, UCNob3ys, Hanpumep, tftp:

ESBC-1#

ESBC-1# copy tftp://192.168.1.1:/CA.pem crypto:cert/CA.pem
|******************************************| 100% (1277B) Crypto file loaded successfully!
ESBC-1#

ESBC-1# copy tftp://192.168.1.1:/CERT.pem crypto:cert/CERT.pem
|******************************************| 100% (1155B) Crypto file loaded successfully!
ESBC-1#

ESBC-1# copy tftp://192.168.1.1:/PRIVATE_KEY.key crypto:private-key/PRIVATE_KEY.key
|******************************************| 100% (1675B) Crypto file loaded successfully!
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4. MpoBepbTe, YTO haiinbl cepTUDUKATOB 1 NPUBATHOTO K/1toYa BbININ CKOMMPOBaHbI HA BTOPOIA IOHUT:

#llpoBepKka COCTOSAHUA CUHXPOHU3AUUU Crypto Ha MacTep-lnHUTE:
ESBC-1# sh crypto-sync

Role: Master
State: Synchronized
Last synchronization: 2026-03-04 08:56:10

#NpoBepka Hanuuua ¢ainnoB Ha BTOPOM WHUTE:
ESBC-2# dir crypto:cert/

Name Type Size Last modified

cApem  File 115 KB Wed Mar 4 08:37:43 2026
default_ca.pem File 1.38 KB Wed Feb 25 11:06:17 2026
default_cert.pem File 1.22 KB Wed Feb 25 11:06:17 2026
CERT.pem File 1.25 KB  Wed Mar 4 08:37:25 2026

ESBC-2# dir crypto:private-key/

Name Type Size Last modified

default_cakey.pem  File 1.6 KB Wed Feb 25 11:06:17 2026
default_cert_key.pem File 1.66 KB Wed Feb 25 11:06:17 2026
PRIVATE_KEY.key File 1.64 KB Wed Mar 4 08:38:04 2026

5. HacTpolite kpuntonpodusib C 3arpy)XeHHbIMU cepTudmkaTammn 1 npuBaTHbIM KlOYEM Ha MacTep-
YCTPOWCTBE:

ESBC-1#

ESBC-1# configure

ESBC-1(config)# esbc

ESBC-1(config-esbc)# crypto profile TEST
ESBC-1(config-esbc-crypto-profile)# ca CA.pem
ESBC-1(config-esbc-crypto-profile)# cert CERT.pem
ESBC-1(config-esbc-crypto-profile)# private-key PRIVATE_KEY.key
ESBC-1(config-esbc-crypto-profile)# exit

ESBC-1(config-esbc)# exit

ESBC-1(config)# do commit

Configuration has been successfully applied and saved to flash. Commit timer started, changes
will be reverted in 120 seconds.

ESBC-1(config)# do confirm

Configuration has been confirmed. Commit timer canceled.
vesbcl(config)#
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19.2 HacTtpoiika knactepa Ha VESBC

19.2.1 Mpumep HacTpoiiku Knactepa VESBC B runepsusope VirtualBox

3apauva:

Pas3BepHyTb knactep n3 asyx VESBC B cpeae suptyanusaumm VirtualBox 7.1.0.

Cxema:

PelwueHue:

VirtualBox
vESBC-1 :
gi1/0/1

‘gi1fo/2

Switch

B

VESBC-2 igizpor2

€i2/0/1

1. Co3palite BUpTYasbHy0 MalumHy B VirtualBox, noapo6Ho onncaHo B pasaene CosaaHne BUPTYasbHbIX
mallvH PykoBoacTBa no yctaHoBke VESBC B cpeae Buptyanusaumm VirtualBox.
2. YctaHoBuTte VESBC, noapo6Ho onvcaHo B pasgene YctaHoBka VESBC B cucteme BupTyanmsaumm

VirtualBox.

3. HacTpoiite ceTteBble nHTepdelichl:
e HacTpoiika BHellHero nHtepdeiica(os):

Mepelignte B HACTPOWKM BMPTYasibHOM MallivHbI, HA KOTOPOI ycTaHoBneH VESBC.
OTkpoliTe MeHto "CeTb" 1 nepenanTe K HacTpoikam "Apantep 1".

Bkntounte ceTeBoi nHTepdelic.

Bbi6epuTe TN nogkntoveHns "CeTteBoii MOCT".

BbibepuTte, uepes Kakoi hm3nyeckuin MHTepdenc XocToBOM CUCTEMbI ByaeT NPOMCXOANTb
NOAKNHOYEHNE.

Bbi6epute Tvn agantepa "Intel PRO/1000MT Server (82545EM)".

Bbi6epuTe "Hepa3bopumBblii pexum: Pa3pelunTb BCE".

e HacTpoiika knacTepHoro nHrepdelica:

MepenauTe K HACTpoWkaM BTOporo nHTepdeiica "Agantep 2".
Bkntounte ceTeBoi nHTepdelic.
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BbibepuTe TMN nogkntoveHns "BHYTpeHHASA ceTb".
Ykaxute nms cetu (No ymonyaxuto intnet). Mpu HacTpolike BTOPOiIt BUPTYaslbHOM MalLUHbI.
BbibepuTte Tvn agantepa "MapaBuTyanbHas ceTb (virtio-net)".
BbibepuTe "Hepa3bopumBblii pexum: PaspelumnTs BCE".
e HaxmuTe kHonky "OK"
4. BbInosiHUTE NyHKTbI 1-3 419 BTOPOI BUPTyasibHOW MalumHbl VESBC.

Mocne ycnewHoro BbIMNO/IHEHUS ONMUCaHHbIX MYHKTOB MOXHO NPUCTyNaTh K HACTPOlike IOHUTOB Kactepa
VESBC, anropntm HacTpoOiikmn NOSTHOCTbIO aHasiornyeH HacTpoiike ESBC-3200 n onucaH B pasgene lNepsuyHas
HacTpolika KnacTepa, 3a UCKTHYEHNEM KOHpMrypaLumm BTOPOro ioHUTa ¢ nomoLubto ZTP.

[na o6beanHeHns B knactep VESBC npeaBapuTesisHO HE06X0AMMO cAenaTtb pasHble CUCTEMHbIE
MAC-agpeca Ha yCcTpolicTBax NyTeM CMeHbl CEpUIHHOTro HoMepa.
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19.2.2 Mpumep HacTpoiikn knactepa VESBC B runepsusope QEMU/KVM

3agava:
PasBepHyTb knactep 13 asyx VESBC B cpeae suptyanusaumm QEMU/KVM Ha 6a3e OC Ubuntu 20.04.6 TLS.

Cxema:
Host
QEMU/KVM
vESBC-1
gi1/0/1
igi1/o/2
Switch
VESBC-2 igizf0f2
gi2/o/1
PeweHue:

1. Cospgavite BupTyasibHyt0 mawnHy B QEMU/KVM u yctaHoBute VESBC yno6HbIM /18 Bac Cnoco6om.
Moapo6HOe onmcaHme co3faHnsa BUPTYyasibHOM MalumHbl U npouecc yctaHoBku VESBC nprBegeHsbl B
pasgene gokymeHTtauumu YctaHoska VESBC B cucteme BupTyanusaunn QEMU/KVM.

2. Hactpoiite ceTeBble MHTEpAENChHI:

e HacTpoiika BHelLHero nHTepdeiica(os):
e [MoaknounTe ceTeBoil NHTepenc K BUPTyaslbHON MallnHe B OLHOM 13 PEXMMOB,
ONMCaHHbIX B AOKYMEHTauNN.

He ucnonb3yiiTe pexunm nHtepdeiica macvtap npu opraHMsauny kanacrtepa
VESBC, 7. k. npu ncnone3osaHuu npotokona VRRP MAC-agpec vESBC 6yget
oTnnyatbca oT MAC-agpeca ceTeBoro nHtepdeiica, n Tpauk He byaeT
nepegasaTbCs B BUPTya/IbHYHO MaLLUHY 13-3a 0COGEHHOCTEN peannsauum
ApaiiBepa macvtap.

e HacTpoiika knacTepHoro nHtepgeica:
e [oakNYeHre KNnacTepHoro nHTepdenca ocyLecTBNsSeTCa aHa/I0rMYyHO NOAK/HOYEHUIO
BHELUHero nHtepdeica. [ns opraHnsaumm KnactepHoro coegmHenns asyx VESBC MoxHo
1CNo/b30BaTh U30/IMPOBaHHbIN 6puax xocTta (6e3 NpUBSA3KM (3NYECKOTO MHTEPEiica).
3. BbInonHuTte nyHKTbl 1-2 AN BTOPOI BUPTYasibHOM MaLwwmnHbl VESBC.
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Mocne ycnewHoro BbINO/IHEHNA ONUCAaHHbLIX MYHKTOB MOXHO NPUCTYNaThb K HaCTpoVIKe IOHUTOB KnacTtepa

VESBC, anropntm HacTpoOiikmn NOSTHOCTbIO aHasiornyeH HacTpoiike ESBC-3200 n onucaH B pasgene lNepsuyHas
HacTpolika knacTepa, 3a UCK/IIYEeHNEM KOHMIypaumm BTOPOro HUTa ¢ nomoubio ZTP.

[na o6beanHeHns B knacTep VESBC npeaapuTesisHO HE06X0ANMMO cAenaTtb pasHble CUCTEMHbIE
MAC-agpeca Ha ycTpoiicTBax NyTeM CMeHbl CEpUItHOTro HoMepa.
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19.2.3 Mpumep HacTpoiikn knactepa VESBC B runepsusope XEN

3agava:
PasBepHyTb knacTtep 13 asyx VESBC B cpeae suptyanusaumm XEN Ha 6a3e OC Ubuntu 22.04.5 TLS.

Cxema:
Host
XEN
vESBC-1
gi1/0/1
igi1/o/2
Switch
VESBC-2 igizf0f2
gi2/o/1
PeweHue:

1. Cospavite BupTyasibHyto mawmnHy B XEN 1 yctaHoBuTe VESBC ya06HbIM 415 Bac cnocobom. MogpobHoe
onvcaHue co3faHns BUPTyasibHOW MalluvHbl U npoLecc yctaHoBku VESBC npuBesieHbl B pa3gene
JokymeHTauum YctaHoska VESBC B cucteme BupTyanmsauum Xen.

2. HacTpoiiTe ceTeBble MHTEpPECHI:

e HacTpoiika BHelLHero nHTepdeiica(os):
e [MoaknounTe ceTeBoil NHTepenc K BUPTyaslbHON MallnHe B OLHOM 13 PEXMMOB,
OMUCaHHbIX B AOKYMEHTaLMN.

He ucnonb3yiiTe pexunm nHtepdeiica macvtap npu opraHMsauny kanacrtepa
VESBC, 7. k. npu ncnone3osaHuu npotokona VRRP MAC-agpec vESBC 6yget
oTnnyatbca oT MAC-agpeca ceTeBoro nHtepdeiica, n Tpauk He byaeT
nepegasaTbCs B BUPTya/IbHYHO MaLLUHY 13-3a 0COGEHHOCTEN peannsauum
ApaiiBepa macvtap.

e HacTpoiika knacTepHoro nHtepgeica:
e [oakNYeHre KNnacTepHoro nHTepdenca ocyLecTBNsSeTCa aHa/I0rMYyHO NOAK/HOYEHUIO
BHELUHero nHtepdeica. [ns opraHnsaumm KnactepHoro coegmHenns asyx VESBC MoxHo
1CNo/b30BaTh U30/IMPOBaHHbIN 6puax xocTta (6e3 NpUBSA3KM (3NYECKOTO MHTEPEiica).
3. BbInonHuTte nyHKTbl 1-2 AN BTOPOI BUPTYasibHOM MaLwwmnHbl VESBC.
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ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun
Mocne ycnewHoro BbINO/IHEHNA ONUCAaHHbLIX MYHKTOB MOXHO NPUCTYNaThb K HaCTpoVIKe IOHUTOB KnacTtepa

VESBC, anropntm HacTpoOiikmn NOSTHOCTbIO aHasiornyeH HacTpoiike ESBC-3200 n onucaH B pasgene lNepsuyHas
HacTpolika knacTepa, 3a UCK/IIYEeHNEM KOHMIypaumm BTOPOro HUTa ¢ nomoubio ZTP.

[na o6beanHeHns B knacTep VESBC npeaapuTesisHO HE06X0ANMMO cAenaTtb pasHble CUCTEMHbIE
MAC-agpeca Ha ycTpoiicTBax NyTeM CMeHbl CEpUItHOTro HoMepa.
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19.2.4 Mpumep HacTpoiikn knactepa VESBC B runepsusope XCP-ng

3agava:
PasBepHyTb knactep 13 asyx VESBC B cpeae suptyanusaumm XCP-ng 8.3 LTS + XEN Orchestra.

Cxema:
Host
XCP-ng
vESBC-1
gi1/0/1
‘gi1fo/2
Switch
VESBC-2 igizf0f2
gi2/0/1
PeweHnune:

1. Co3zgalite BUpTYyasibHyO MawnHy B XCP-ng, nogpo6HO onucaHo B pa3gesne YcrtaHoska VESBC B cucteme
BupTyasimsaumm XCP-ng.
2. Hactpoiite ceTeBble MHTEpAENChHI:
e HacTpoiika BHelLHero nHTepdeiica(os):
e [oaknounTe ceTeBoil NHTepenc K BUPTyaslbHON MallnHe B OLHOM 13 PEXMMOB,
OMUCaHHbIX B AOKYMEHTaLMN.
e HacTpoiika knacTepHoro nHtepgeica:
e [oakNoYeHre KnacTepHoro nHTepdenca ocyLecTBNsSeTCa aHa/I0rMYHO NOAKOYEHUIO
BHELUHero nHtepdeica. [Ans opraHnsaumm KnactepHoro coegmHenns apyx VESBC MoxHo
1CNo/b30BaTh U30/IMPOBaHHbIV 6puax xocTta (6e3 NpUBSA3KM 3NYECKOTO MHTEPEiica).
Mpumep co3paHnsa 6puaxa yepes XEN Orchestra:

e C nomouybto 6paysepa nogknoumTtech k Beb-nHtepdericy XEN ORCHESTRA ans
ynpasneHuns runepsmsopom XCP-ng. BBeanTe nornH 1 naposnb 1 HaxmuTe "Sign in
with password"

e Mepengnte B pasgen "+New" - "Network" B 1eBOM MeHI0

¢ B Bbinagatowiem cnucke "Create a new network on" Bbi6bepute Baw runepsusop

e YkaxuTte Ha3BaHuve ceTu B nosie "Name", onicaHue B nosne "Description”
(onumoHanbHo), BbibepnTe "NBD" — No NBD Connection 1 HaxkmuTe KHOrKy "Create
network"
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</> REST API doc
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3. BbinonHuTe NyHKTbI 1-2 A4Ns BTOPOI BUPTYasibHON MalumHbl VESBC.
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Create a new network on

o Type

A Info

& xcp-ng-oatpsywv

@ Bonded network

@ Private network

© Please see the requirements

Interface

Name

CLUSTER_SYNC_NET

Description

For cluster vESBC

MTU

VLAN

NBD

No NBD Connection

P Create network O Reset

Moce ycnewHoro BbINO/IHEHUSA ONMUCAHHBIX MYHKTOB MOXHO NPUCTYNaTb K HACTPOMKE IOHUTOB KnacTtepa
VESBC, anropyt™ HacTpOiKn NOSIHOCTbIO aHasiornyeH HacTporike ESBC-3200 n onucaH B pasgesne NepsuyHas

HacTpolika knacTepa, 3a UCK/IIYeHNEM KOHMrypaumm BTOPOro HUTa ¢ nomoubio ZTP.

[na o6begnHeHns B knactep VESBC npegsapuTesibHO HE06X04MMO caenatb pasHble CUCTEMHbIE
MAC-agpeca Ha ycTpoicTBax nyTemM CMeHbl CEPUAHOro Homepa.

19.2.5 Oco6GeHHOCTU HaACTpoOiiku runepsusopa ESXi gna opraHusauyum knactepa vESBC

1. Co3paliitTe BUpTyasibHy0 MallnHy B ESXi, nogpo6HO onucaHo B pa3aene YcrtaHoBka VESBC B cucteme
Buptyanmsaumm VMware ESXi.

2. Ins koppeKkTHo paboTbl npoTokona VRRP TpebytoTcsa BkitounTh "Promiscuous mode" n "Forged
transmits" B pasgene Security runepsusopa;

3. Ans npegoTBpalleHnst Ayb6nnpoBaHns nakeTos 13-3a paboTbl "Promiscuous mode" Ha noptax ¢ VRRP,
Heobxoaumo HacTpavsaTb Ha VRRP-uHTepdieiice noaceTb, OT/INYHYIO OT NOACETU Ha PU3NYECKOM
nopty (He oTHocuTcs K cluster nHTepdeiicy).

Mpumep KoHUrypaumm:

interface gigabitethernet 1/0/1

security-zone WAN
ip address 1.0.0.1/24

vrrp 35

ip address 192.168.34.144/20

group 1
enable

exit

exit

// IP-agpec ¢uanyeckoro uHTepdelica

// IP-agpec VRRP u3 gpyroi nogcetwu
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19.2.6 Mpumep HacTpoiikn knactepa VESBC B runepsusope zVirt

3agava:

PasBepHyTb knactep ns asyx VESBC B cpege Buptyanusauyum zVirt 5.0

Cxema:
Host
2Virt
VESBC-1 :
gi1/0/1 |
§zi1/0/2
Switch
VESBC-2 gz
gi2/0/1
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PelwueHue:

1. Co3gavite BUpTYyasibHYt0 MawmnHy B zVirt, nogpo6Ho onucaHo B pasgene YcraHoska VESBC B cucteme
BupTyanusauuu zVirt.
2. Hactpoiite ceTeBble MHTEpdENChI:

 HacTtpolika BHeLWHero nHtepdeiica(o.):
e MopgxntounTe ceTeBoii MHTEpPMelic K BUPTYaslbHOl MallHe B O4HOM U3 PEXMMOB, ONMUCAHHbIX B
AOKYMEeHTauum.

[ns koppekTHO paboTbl npoTtokona VRRP Heo6xoarMMo B HACTporiKax npoduia Ballen cetu
(CtpaHuua CeTb - Mpocpunu vNIC — <HasBaHue npocpuns>) oTKIHOUNTL BCE CeTeBble (PUMbTPbI
(BbIGpaTh "HeT ceTeBOro ounbTpa" B HacTpoiikax "CereBoi punbTp”).

Mpojunb nHTepPeiica .
LeHTp AaHH TEST HOCST
oTh
WMz [ ovirtmgm{ ]
OonucaHue [ ]
QoS [ [HeorpaHnueHHo] v ]
CeteBoi GUNLTP [ HeT ceteBoro puneTpa v ]
| 1
Mb
n Wb OTKa30yCTONYNBOCTY
PKan 3aHWe NopT
Monb3oBaTenLCkue CBONCTBa
Brifepute knwou... v + | -
- ey
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 HacTpolika knacTepHoro uHtepdeiica:

MoakNtoYeHne KNacTepHOro nHTepdenca ocyLecTBNAETCA aHa/I0rMMYHO NOAK/YEHNIO BHELLHETO
nHTepdeica. 4na opraHM3aumm KnactepHoro coeguHeHns asyx VESBC MOXHO ncnonb3oBaTb
130/IMPOBaHHY0 slornyeckyto cetb SDN (6e3 NpuBs3kM n3nMUYecKoro MHTepdeiica).

MNopsaaok co3gaHmsa nornyeckoin cetm SDN:

e C nomoublo 6paysepa nogxknoumTechb K Beb-nHtepdelicy zVirt.
e [epeiignte B pasgen "Cemb" - "Ynpasnsiembie cemu” B IeBOM MEHIO.
e OTKpoiTe BKIagky "Cemu” n HaxxmuTe KHomnky "+Co30amb cemb”.

®» = 2* 0. a

2U1RT n

Naw6ops Cetn > Ynpasnsembie ceTu

@& Moptbi :‘E:, Cetn & IPAM ({, MapuwpyTusaTopb! @ BesonacHocte {7 WHCTpyMeHTbI

Pecypcs! G- —

o Cems ) Q Mouck no ceTam ® - Q 1-2u32cTpoK 1 w1

Xparunuie wna 1 LiewTp ganmsix wTU MlonaepxKa rpynn GesonacHocT

CobbiTua

MoHUTOPUHF

Kongeprauyis

e B oTKpbIBLIEMCS OKHe “"Co30aHue cemu" yKaxute Ha3BaHue CeTH, Bbibepute Baww LIeHTp gaHHbIX,
ykaxnte MTU — 1500 n Haxxmnte kHomnky "CoxpaHums”.

Co3paHune cetn x
Uma * CLUSTER_LINK

LleHTphl AaHHbIX TEST_HOST-Local X X
MTU * ® 1500

Mopaepikka rpynn
6esonacxoctu @

CoxpaHuTb OTmeHa

* MopgkntounTe ceTeBoii MHTepdelic K BUpTyasibHoli MawurHe VESBC (cm. pasgen "MoakntoueHne
ceTeBbIX NHTepdeiicoB" YcTaHoBka VESBC B cucteme Buptyanmsauum zVirt).

e CHoBa nepeigute B pasgen "Cemb" — "Ynpasssiemblie cemu” B NEBOM MEHIO.

e OTKpoiTe BKIaaKy "Mopmbl”, HaBeanTe Kypcop Ha NopT BUPTyasibHON MawnHbl VESBC u HaxxmuTe
KHOMKY "Pedakmuposams”, KoTopas nosBMTCA crpasa.
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naw6ops

XpaHunmLLe
Ynpasnetie

CobbiTna

MOHWUTOPUHF

pTauya

PennukaLws 1 DR

Cetn > Ynpasnsemble ceTh
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Moptel & Cemn & IPAM (% MapwpyTusatopsi @ BesonacHocTe E# MHCTPyMeHTbI
¥} Q TMouck no nopram * - Q
BupTyanbhas Maumka 1 Mopr Cetb Tun agpecaumn MAC-appec 1P-agpec
“cousT .
@ ESBC_Clusterl = nic3 CLUSTER_LINK [Duammieckas 56:6f:1€:52:00:0¢ A ceTn "CLUSTER_LINK

He HACTPOeHa NoficeTb

1-5u35cTpok ¥

MapuwpyT no ymonuasuio

RS = a*e

DNS-cepsep

e Bk/itounTte nepekntoyarens "Moddepixka nosb3osamesibCKol adpecayuu” i HOKMUTE KHOMKY

n n
CoxpaHums".
PepakTupoBaHue nopta: & ESBC_Clusterl @ nic3 x
Appecauus Mpynnbl 6e3onacHoCcTH BesonacHocTb nopTa 3epkanupoBaxue
Umsa nic3
1P-anpec Ans cetn "CLUSTER_LINK" He HacTpoeHa nopceTb
Mopnepxka o
MoNb30BaTeNbCKOM
appecauumn
Cnucok FIP
© Oobasutb

>

N\

[lns co3pgaHns TpaHCIALMIA NOPT AOMKEH HAXOAUTCS B OfHOM NOACETH C

CoxpaHuTb OTMeHa

3. BbinonHuTe NyHKTbl 1-2 ANns BTOPOI BUPTYasibHOWN MallmnHbl VESBC.

Mocnie ycnewHoro BbINO/IHEHWSA ONUCAHHbIX MYHKTOB MOXHO NPUCTYNaTh K HACTPOIKE IOHUTOB KnacTtepa
VESBC, anropntm HacTpoOiiKkmn NO/THOCTLIO aHanornyeH HacTpoiike ESBC-3200 n onucaH B pa3sgene lNMepsuyHas
HacTpoiika k1acTepa, 3a UCKNKYEeHNEM KOH(IUIypaLumn BTOPOro loH1Ta ¢ NomoLbio ZTP.

Ans 06beamHeHuns B knactep VESBC npeapaputesibHoO HEOGXOANMO CAE/MAaTh PasHble CUCTEMHbIE
MAC-agpeca Ha yCTpoiiCcTBax nyTem CMeHbl CEPUIMHOro HoMepa.

316



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

19.2.7 MNopaxntoueHne BTOpoOro oHUTa B knactepe VESBC ¢ ucnonbsosaHmem ZTP

[na aktmBaumm npouecca ZTP Heo6xoamMmo Ha BTopoM ycTpoiictee VESBC 3anyctutb dhep-client Ha
bridge-nHTepdpelice, nornyeckunin nnun prusmyecknii MHTepenc KoToporo 6yaeT BK/IOYEH B
KnacTepHbIil MHTepdelic NepBoro ycTporcTea.

B npouecce ZTP ycTpoiicTBO aBTOMaTUYECKN BbICTABUT Ccebe:

1) KoHdpurypaumio;

2) FOHuT;

3) Bepcwuio MO, Ha koTopom pa6oTaeT Active ESBC;

4) JMLEeH3NIo, EC/IM OHA NpeABapuTENbHO 3arpyxeHa Ha Active ESBC.

Anroputm nogknoveHna VESBC ¢ ncnonb3osaHuem ZTP:

1. O6ecneunTb CETEBYIO CBA3HOCTD (L2) 06erx BUPTyasibHbIX MaLUVH Mexy co60ii No Bcem
NHTEpgencam.

2. HacTpouTb NepBbIil OHUT MO anropuTmy NeperyHas HacTpoiika knacrepa.

3. Ha BTOpOM OHUTE YCTaHOBUTbL KOH(pUrypaLumo no ymosiyaHuo n yéeantbes, 4To toHUT umeeT ID 1:

vesbc# copy system:default-config system:candidate-config

| %% kokokok ko kkokokokkkkkkkkkkkxkkkkkkxxkkkkkxxxx| 100% (52B) Configuration loaded successfully.
vesbc# show unit id

Unit ID is 1

Unit ID will be 1 after reboot

vesbc# commit

vesbc# confirm

4. MNepeBecTn B pexunm switchport nHTepdeiic, BKNHOYEHHbI B KNacTepHbIn MHTepdieiic NepBoro H1Ta:

vesbc(config)# dinterface gigabitethernet 1/0/2
vesbc(config-if-gi)# mode switchport
vesbc(config-if-gi)# exit

5. B HacTpolikax bridge Bkntounts DHCP-KkneHT:

vesbc(config)# bridge 1
vesbc(config-bridge)# vlan 1
vesbc(config-bridge)# ip address dhcp
vesbc(config-bridge)# enable
vesbc(config-bridge)# do commit
vesbc(config-bridge)# do confirm
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Uepe3 HECKO/IbKO CEKYH/, NOC/Ee NPUMEHEHNA U3MEHEHWI HAYHETCS NpoLeaypa CUHXPOHU3aLMMN:

2026-03-30T05:40:12+00:00 %CLUSTER-I-ZTP_INFO: cluster detected by DHCP client
2026-03-30T05:40:12+00:00 %CLUSTER-I-SYNC_SYSTEM_INFO: start system synchronization with Acti
unit

2026-03-30T05:40:13+00:00 %FILE_MGR-I-INFO: operation started: 'copy tftp://192.168.16.100:/
ESR-running-config system:candidate-config' (index: 2, origin: Cfgsync-mgr)
2026-03-30T05:40:13+00:00 %FILE_MGR-I-INFO: operation is finished: 'copy tftp://
192.168.16.100: /ESR-running-config system:candidate-config' (index: 2, origin: Cfgsync-mgr)
2026-03-30T05:40:13+00:00 %FILE_MGR-I-INFO: operation started: 'copy tftp://192.168.16.100:/
VESBC-active-firmware system:firmware' (index: 3, origin: Cfgsync-mgr)
2026-03-30T05:40:44+00:00 %FIRMWARE-I-INFO: Verify firmware...

2026-03-30T05:40:45+00:00 %FIRMWARE-I-INFO: Extracting firmware...

2026-03-30T05:40:46+00:00 %FIRMWARE-I-INFO: Remove old 1image2...

2026-03-30T05:40:49+00:00 %FIRMWARE-I-INFO: Copy kernel to image2

2026-03-30T05:40:49+00:00 %FIRMWARE-I-INFO: Copy rootfs to image2

2026-03-30T05:40:49+00:00 %FIRMWARE-I-INFO: Copy version to image2

2026-03-30T05:40:51+00:00 %FILE_MGR-I-INFO: operation is finished: 'copy tftp://
192.168.16.100: /vESBC-active-firmware system:firmware' (index: 3, origin: Cfgsync-mgr)

2026-03-30T05:40:51+00:00 %FILE_MGR-I-INFO: operation started: 'boot system image-2' (index:

origin: Cfgsync-mgr)

2026-03-30T05:40:51+00:00 %FILE_MGR-I-INFO: operation is finished: 'boot system image-2'
(index: 4, origin: Cfgsync-mgr)

2026-03-30T05:40:53+00:00 %CLUSTER-I-SYNC_SYSTEM_INFO: system will be rebooted to apply all

changes

[NMocne nepesarpyskn BTOPOro lHUTa NpoBepbTe CTaTyc Knacrepa:

vesbc-slave# show cluster status

Unit Hostname Role MAC address State IP address

1 vesbc-master Active 22:00:00:03:90:00 Joined 192.168.16.10

2% vesbc-slave Standby 22:00:00:04:10:00 Joined 192.168.16.20

vesbc-slave# show cluster sync status

System part Synced
candidate-config Yes
running-config Yes
SW version Yes
licence Yes
licence (After reboot) Yes
date Yes
E-SBC version Yes

ve

4,

€ Tonbko ans VESBC. Mpu noAkntoyeHnn BTOporo oHuTa VESBC ¢ ucnonb3oBannem ZTP,
CMHXPOHM3aLMsa NPOrpaMMHOro obecneyeHns 1 KoHgurypauumn 3aHnvaeT go 30 MUHYT, T. K. 6e3
nuueHsnm VESBC nmeeT orpaHmyeHne ckopocTy Nosaockl nponyckaHus B 1 MéuT/c.
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20 YnpasrieHue yaasnieHHbIM OOCTYMNoMm

ANTOPUTM 1 NPUMEPBI HACTPOIKN (RYHKLMIA yNpaBIeHUs yAaIEHHbIM LOCTYNOM CM. B AokyMeHTaumn ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

21 YnpaBneHve cepBucamu

ANTOPUTM 1 NPUMEPbI HACTPOIKN (PYHKLMIA yNpaBIeHUs cepBucaMmn CM. B okymeHTaLmm ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuyHbl 3HaveHnsam ansa ESR-3200.

22 MOHUTOPUHT

[JaHHbI pa3gen cMm. B AokymeHTaummn ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.

23 YnpaeneHue BRAS (Broadband Remote Access Server)

[JaHHbI pa3gen cMm. B AokymeHTaummn ESR.

3HayeHua napameTtpos ana ESBC-3200 naeHTuuHbl 3HaveHnsam ansa ESR-3200.
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24 YnpaBneHve NULEeH3MPOBaHNEM

e Buabl nuueHsnii ESBC
e VESBC
e ESBC-3200
Cnoco6bl NonyyeHns NueH3nm
CraTyCbl NIMLEH3UIA
ELM
e AnropuTMm paboTsl ¢ cepsepom ELM
e [MonyyeHne nuueHsun gnsa vESBC uepes ELM
e [MonyyeHne nuueHsun gnsa ESBC-3200 yepes ELM
3arpyska 1 aktmaums ainnosoin NuLeH3um
JlnueH3snpoBaHue B Knactepe
e C/HXpOHM3auns daiisioBbIX JIMLEH3NI
e YcTaHoBKa (hainnoBbIX NULEH3I

Vicnonb3oBaHue JIMUEH3NPOoBaHNA NO3BONAET r’MoKo ynpaeJ/iATb NPoOn3BOANTENIbHOCTbLHO ESBC.

Bes ncnonb3oBaHusa nuueHsnii ESBC 6yget paboTatb B feMo-pexume. B gaHHOM pexvme
YCTaHOB/IEHO OrpaHuyeHne rno KosiM4yecTBy OAHOBPEMEHHO YCTAHOB/IEHHbIX CECCUIA U KOIMYECTBY
BbI30BOB B cekyHay (CPS).

24.1 Bupgbl nuueHs3nii ESBC

24.1.1 VvESBC

HasBaHue nuueH3un quHKU.I/IOHaﬂ Orpaqueva B AeMO-pexxume

ESBC-LIMIT-MAX-CALLS OrpaHniyeHne 0gHOBPEMEHHO YCTAHOB/IEHHbIX CECCUIA 6
Ha ESBC.

ESBC-LIMIT-MAX-CPS OrpaHuyeHmne KonnyecTea BbI30BOB B cekyHay Ha ESBC. 1

ESBC-VIRTUAL-LIMIT- OrpaHnyeHne CKopoCTY NOIOCHI NPONYCKaHWA 1 Méut/c
NET BMpTyasnbHoro ESBC.
ESBC-VIRTUAL-LIMIT- HeunsmeHsiemblii napameTp, NpeaocTaBNAeTcs npu NumnTel RIB gns:
DEFAULT Bblgaye nobon nuuensnn vESBC. « BGP 10 1024
YBenuuvsaeT niumuTol RIB ana: ¢ OSPF go 1000
« BGP 110 65000 :;SI;S o 2)880
« OSPF 10 500000 Ao
¢ IS-IS go 500000 YueTHas 3anuck techsupport He
e RIP go 10000 aKTUBHa

AKTUBMPYET y4eTHyto 3anuck techsupport gnsa goctyna B
pexum shell.
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24.1.2 ESBC-3200

HasBaHue nuueH3un DYHKUMOHA OrpaHnyeHus B femo-
pexume
ESBC TpebyeTca ona aktusauun pyHkumoHana ESBC, -
nocTaBnseTca BMecTe C yCTPOCTBOM B 3aBOACKOIA
KoMneKkTauuu.
ESBC-LIMIT-MAX-CALLS OrpaHnyeHne 0gHOBPEMEHHO YCTaHOBJ/IEHHbIX ceccuii 6
Ha ESBC.
ESBC-LIMIT-MAX-CPS OrpaHuyeHne KonnyecTsa BbI30BOB B cekyHAy Ha ESBC. 1

24.2 Cnoco6bl NoNnyyYeHust INLEH3UN

Online ELM Offline ELM File
vESBC o o (x)
ESBC-3200 o (<) o
24.3 Crartycbl NUUeH3nii
Active JNnueHsmna akTuBHa.

Candidate NueHsust 6yaeT NpMMeHeHa noce nepesarpysku.

Unsupported JlnueH3uns He nogaepxxmBaeTcs B paMkax TekyLiein Bepcum MO nnv BoobLue He noaaepxmBaeTcs
YCTPOICTBOM.

244 ELM

Cepsep numueH3suii Eltex License Manager (aanee — ELM), ocylecTBASIIOWETO (PYHKLMIO MLEH3NPOBAHNSA
nporpamMmMHbIX 1 annapaTHbIX NPOAYKTOB KoMMaHuu «2nTekc». ELM ncnonbsyeTcs B npouecce aktmaumm
NNUEH3MN 1 NOCNeayoLWen akcnayaTaunm ansa noATBEPXKAEHNS TETMTUMHOCT NPUOBPETEHHOTO
nporpammMHoro oéecneveHus 1 npegocTas/eHNs NnpaB Ha ero UCNosib3oBaHue.

CyuwiecTtByeT 2 BapmnaHTta pabotbl ¢ ELM:

e Online ELM — cepBep /IMUEH3MUI pacnosioXXeH B KOMMaHUW «3N1TEKC». YCTaHOBKa A0N0/IHUTeIbHOro MO
He TpebyeTcs. LleHTpanbHbIin cepBep NMUeH3nii AocTyneH no agpecy https://elm.eltex-co.ru:8099, k
KOTOpPOMY He06X0AMMO 0becneynTb JOCTYN.

e Offline ELM — cepBep NuLEeH3niA yCTaHaBIMBAETCS Ha CTOPOHEe 3aka3umka. MogxoauTt ans
aKcnyaTauun B 3aKpbITOM KOHTYpe. MNoapobHasa nHdgopmaumsa o6 Offline ELM goctynHa B
othmumansHOM AOKyMeHTauun.
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24.4.1 Anroputm pa6oTtbl ¢ cepsepom ELM

e [pu wTaTHol pab6oTe ESBC obpawaetcs k cepepy ELM ogunH pas B yac 4N noaTBepXaeHns ctaTyca
NALEH3UN.

e Ecniv npu o6palleHnmn K cepBepy BO3HUKHET OLLIMOKa, U OTBET He ByAeT NoslyyeH, TO IMLEH3UA Ha
cucteme ByaeT akTMBHA B TeveHue 4 4yacos, NP1 3TOM YacToTa obpalleHnii K cepBepy yBe/IMuuTca A0
OofHOro pasa B 15 MUHYT.

e Ecnn no ucteueHmmn 4 yacos ESBC Tak 1 He NOAyunT NOATBEPXAEHUA NULEH3UK, TO CYLLLEeCTBYHOL AN
nuueH3na byaet copolueHa.

e Ecnn ESBC nonyumn nuueH3noHHble napameTpbl OT cepBepa ELM, To npu nocnefyrowmx nepesarpyskax
OH ByJeT cTapToBaTh YXe C NPUMEHEHHbIMW NapaMmeTpamm, HO AO/IKEH NOATBEPAUTL JINLLEH3NIO B
TeyeHue 15 muHyT. ObpatleHune kK cepepy ELM 6yaeT cpasy nocne 3arpy3ku cuctembl. ECiv B TeueHne
15 MUHYT OTBET OT cepBepa He OyAeT NosyyveH, NMUEH3na byaeT copolueHa.

24.4.2 NMony4deHue nuuyeHsun gna vESBC uepes ELM

& npw otcyTcTBMM Noaktouernst VESBC k ELM, VESBC 6yaeT pa6oTaTh B eMO-pexmnme.

[nsi nonyyeHusi nuueH3um ¢ cepeepa ELM Heo6xoanMmo HacTpouTs serial-number v ykasats licence-key.

serial-number u licence-key npegoctaBnsitotcst npu 3akase VESBC.

Lar 1. 3againte cepuitHblin Homep:
vesbc# set serial-number ESBCXXXXXXX

LWar 2. MNepe3arpy3unte yCTPOMCTBO:

€ CepuiiHblii HOMep N3MEHUTCS TONBKO Noc/e nepesarpysku. He BbINOMHAITE AasbHelilne warn 4o
3afaHnsa cepuiiHoro Homepa. MNocne 10 NonbITOK NOAKMIOUYEHUSI K CEPBEPY JIMLIEH3VPOBAHUS C
HEKOPPEKTHbIMI YYETHLIMM JaHHbIMM Ball IP-agpec 6yaeT aBToMaTUyYeckn 3a6/10KMpoBaH CUCTEMOIA
3allMThbl cepBepa ILEH3NPOBAHNS.

LLar 3. HacTpoiiTe nogx/toUeHne K cepBepy NMLEH3UPOBaHNS:

vesbc# configure

vesbc(config)# licence-manager
vesbc(config-licence-manager)# host address elm.eltex-co.ru
vesbc(config-licence-manager)# licence-key ELM-LICENCEKEY
vesbc(config-licence-manager)# enable
vesbc(config-licence-manager)# end

€ BwmecTo ELM-LICENCEKEY Heo6x0/M0 BBECTM K04, NOyYeHHbI npu 3akase VESBC.

LWar 4. MNMpumeHnTe KoOHUrypauutio.

Mocne NpMMeHeHns KoHgUrypaummn n obMeHa faHHbIMY C CEPBEPOM /IMLEH3UPOBAHNA CTaHEeT A0CTyNHa
NIMLEH3US, KOTOPas PacLUMpPUT BO3MOXHOCTU Ballero ycTpoiicTea.

322



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

© .15 npuHyauTensHoro 3anpoca k cepsepy MULEH3MPOBAHUSA MOXHO UCMO/b30BaTh KOMaHay update

licence-manager licence.

LWar 5. Vicnonb3ysi komaHay show licence-manager status, npoBepbTe cTaTyc noakntoyeHms kK ELM-cepsepy:

vesbc# show licence-manager status

ELM server type:

Last request status:

Last request to licence server:
Next request to licence server:

LLar 6. icnonb3ys komaHay show licence, npoBepbTe HANNUME NNLEH3NI

vesbc# show licence
Feature

ESBC-LIMIT-MAX-CALLS
ESBC-LIMIT-MAX-CPS
ESBC-VIRTUAL-LIMIT-DEFAULT
ESBC-VIRTUAL-LIMIT-NET

root

success

2025-04-17 10:24:22
2025-04-17 10:24:43

Source State
ELM Active
ELM Active
ELM Active
ELM Active

Ha yCTPOWCTBE:

Valid from

Expiries

true - -
10000000000 -= -=
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24.4.3 TMony4yeHue nuueH3um ansa ESBC-3200 yepes ELM

@ npu otcyTcTBUM NnLEeH3un, ESBC-3200 6yaeT paboTaTh B 4eMO-pPEXMME.

[na Toro 4to6bl NOAY4YMTbL NNLLEH3MIO C Nomolbio Eltex Licence Manager, He06X04MMO BbINOSTHUTL
cnegywouwme waru:

LWar 1. HacTpolite nogknto4eHne K cepepy NNMLEH3NPOBaHNS:

ESBC-3200# configure

ESBC-3200(config)# licence-manager
ESBC-3200(config-licence-manager)# host address elm.eltex-co.ru
ESBC-3200(config-licence-manager)# enable
ESBC-3200(config-licence-manager)# end

LWar 2. MpumeHnTe KoOHJUrypauutio.

Mocne NpMMeHeHns KoHgUrypaummn n obMeHa faHHbIMK C CEPBEPOM /IMLEH3NPOBAHNA CTaHeT A0CTyNHa
NIMLEH3US, KOTOPas pacLLUMpPUT BO3MOXHOCTU Ballero yCTpoiicTea.

© .15 npuHyauTensHoro 3anpoca k cepsepy MMLEH3MPOBAHUSA MOXHO UCMO/b30BaTh KOMaHay update
licence-manager licence.

LWar 3. Vicnonb3ysi komaHay show licence-manager status, npoBepbTe cTaTyc noakntoyeHms kK ELM-cepsepy:

ESBC-3200# show licence-manager status

ELM server type: root

Last request status: success

Last request to licence server: 2025-04-17 10:24:22
Next request to licence server: 2025-04-17 10:24:43

LLar 4. Vicnonb3ys koMaHay show licence, npoBepbTe HaNMUME NULEH3MIA HA YCTPOIACTBE:

ESBC-3200# show licence

Feature Source State Value Valid from Expiries
ESBC Boot Active true - -
ESBC Boot Candidate true - -
ESBC-LIMIT-MAX-CALLS ELM Active 8500 -- --
ESBC-LIMIT-MAX-CPS ELM Active 400 -- --
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24.5 3arpyska un aktuBauua pavnoBoi NULEH3NN

3arpyska palinioBoi nnueH3nmn Yepes web-nHtepgeinc onncaHa B pasgene YnpassieHne yepes web-
NHTepdeiic.

[ns 3arpy3ku nuueHsumn yepes CLI BBeanTe 0fHY U3 HMXEONUCaHHbIX KOMaH,. B kauecTse

napameTpa <server> fO/HKeH ObITb yKa3aH IP-agpec ncnonb3yemoro cepsepa. 15 06HoBneHus ¢ FTP- uiu
SCP-cepBepa noTpebyeTcsi BBECTU MMsi MoSIb3oBaTesNs (MapaMeTp <user>) u naposb (napameTp <password>).
B kauecTBe napameTpa <file_name> ykaxute nms dpaiina nmueH3nm, NOMELLEHHOTO Ha cepeep (npu
ncnonb3oBaHuM SCP HyXHO ykasaTb NOJHbINA NyTb — napameTp <folder>). Mocne BBOAA KOMaH/bl YCTPOWCTBO
ckonupyeT a1 BO BHYTPEHHIOK NaMsiTb, NPOBEPUT LLE/IOCTHOCTb AAHHbIX Y COXPaHUT ero.

TFTP:
ESBC-3200# copy tftp://<server>:/<file_name> system:licence
FTP:
ESBC-3200# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:licence
SCP:
ESBC-3200# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name> system:licence
SFTP:
ESBC-3200# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:licence
Mpumep 3arpy3kn mueH3nn yepes SCP:

ESBC-3200# copy scp://adm:passwordl123@192.168.16.168://home/tftp/licence system:licence
| R Kk kk ko kk kK k KRRk Rk KRRk Rk Kk kkkkkkkkkkkkk%x | 100% (670B) Licence loaded successfully. Please
reboot system to apply changes.

Ansa aktBauum nuueH3nmn oopmarta "File (v1)" Heob6xoaumo nepesarpy3nTb YCTPOACTBO:
ESBC-3200# reload system
Mocne nepesarpysku NpoBepbTe, YTO JINLEH3UA aKTUBMPOBaHa:

ESBC-3200# show licence

Feature Source State Value Valid from Expiries
ESBC Boot Active true -- -=
ESBC Boot Candidate true -- -=
ESBC-LIMIT-MAX-CALLS File (vl1l) Active 8500 -- -=
ESBC-LIMIT-MAX-CALLS File (vl) Candidate 8500 -- -=
ESBC-LIMIT-MAX-CPS File (vl1l) Active 400 -- -=
ESBC-LIMIT-MAX-CPS File (vl) Candidate 400 -- -=
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®daiinosble NuueH3nmn popmarta "File (v2)" NpuMeHsIHOTCA Npu KONMPOBAHUM Ha YCTPOACTBO aBTOMAaTWYECKH,
noatomy nepesarpyska ESBC He TpebyeTcs.

24.6 JlnueH3snpoBaHue B Knacrtepe

24.6.1 CuHxpoHusauyusa dpaitoBbIX NULEH3NI

[ANsi cUHXpoHU3aLun haiifoB NULEH3UIA B KnacTepe Heo6GX0AMMO 3arpy3nTb UX Ha Active-ycTpoiicTBo
KOMaHzol copy B anpekToputo system:cluster-unit-licences.

Bce 3arpyXeHHble IMLEH3NUN B AaHHOI AVPEKTOPUM NepeaatoTcsl OCTaslbHbIM YYacTHMKaM Knactepa.
Npumep

ESBC-1# copy tftp://<IP_address>:/licence system:cluster-unit-licences
| ¥k Kk kK kkkkkkkkkkkkkkxx%x | 100% (680B) Licence loaded successfully.

Ha kaxapiii ESBC HyxHa oTaenbHas nuueHus. s aktuBauum doyHKUUIA KnacTepa He HyXHa
oTAeNbHasA NMULEH3MS.

24.6.2 YctaHoBKa haii/IoBbIX TNLEH3UIA
YCTaHOBUTb JIMLEH3MIO B KNacTepe MOXHO ABYMS crocob6amu:

1. 3arpy3unTb MHAMBUAYAIbHO JIMLEH3NIO HA KaXKA0e YCTPOMCTBO, Kak B criydae ¢ 06bl4HbIM ESBC BHe
knacrtepa.

2. 3arpy3utb niuueHsuno ans Active-toHnTta B system:licence (faHHas NMUEH3MSA Takke aBTOMATUYECKM
3arpy3utcs 1 B system:cluster-unit-licences), aktuBupoBaTh €€ nepesarpy3koii, nmueHsnn ans Standby
3arpy3uTtb B system:cluster-unit-licences Ha Active-toHnTe, nocne yero NM60 BbINOHUTL KOMaHAY sync cluster
system force, nn6o nogknounTb Standby no ZTP.

Mpumep

ESBC-1# copy tftp://<IP_address>:/licence system:cluster-unit-licences
| xxkkkkkkxxkkkkkkkxkkkkxxx| 100% (680B) Licence loaded successfully.

ESCB-1#

ESBC-1#

ESBC-1#

ESBC-1# show cluster-unit-licences

Serial number Features

VIBEOOOOG5 ESBC,ESBC-LIMIT-MAX-CPS,ESBC-LIMIT-MAX-CALLS
VIBEGOOO33 ESBC,ESBC-LIMIT-MAX-CPS,ESBC-LIMIT-MAX-CALLS

ESR-1# sync cluster system force
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25 YacTo 3aaBaeMble BOMpPOChl

He yaanocb nonyuutb mapuwpytbl no BGP n/unu OSPF, ckoHdurypmupoBaHHbix B VRF. CoceactBo
yCreLwHo ycTaHaB/IMBaeTCs, HO B 3anncu mapuwpyTtos B RIB oTkaszaHo
%ROUTING-W-KERNEL: Can not install route. Reached the maximum number of BGP routes in the RIB

Heobxogumo Bblgenntb pecypc RIB ana VRF, no ymonyaHuio oH paBeH Hysto. [leniaem 310 B pexume
KoHurypuposaHus VRF:

esbc(config)# ip vrf <NAME>

esbc(config-vrf)# ip protocols ospf max-routes 12000
esbc(config-vrf)# ip protocols bgp max-routes 1200000
esbc(config-vrf)# end

3akpbiBatoTca ceccum SSH/Telnet, npoxogawme uepes norpaHUYHbIN KOHTpoiep ceccuii ESBC

[ns nogaepxaHns ceccum akTMBHOM HEOBX0AMMO HacTpouTb nepegadvy keepalive-naketoB. Onumsa OTNPaBKM
keepalive HacTpamBaeTcs B kveHTe SSH, Hanpumep, ans knueHta PUTTY pasgen “CoegnHeHune”.

B cBOtO ouepesb, Ha NOrpaHNYHOM KOHTPOJI/IEPE CECCUII MOXHO BbICTaBUTb BPEMSI OXMAAHNS [0 3aKPbITUS
HeakTMBHbIX ceccuii TCP (B npumepe BbicTaBseH 1 yac):

esbc(config)# ip firewall sessions tcp-estabilished-timeout 3600

Ha uHTepdeiice 6bin oTkntoueH firewall (ip firewall disable). Mocne BHeceHus 3Toro nHTepdceiica B
security zone, yganeHus us Koncurypauyum ip firewall disable u npumeHeHus nsmeHeHwnii — goctyn gna
AKTUBHbIX Ceccuii ¢ AaHHOro NopTa He 3aKPbI/ICA COrslacHO npasusiam security zone-pair

N3meHeHns B KoHGurypaumm Firewall 6yayT aeiictBoBaTh TONbKO A1 HOBbIX CECCUiA, COpoca akTUBHbIX
ceccwuii B Firewall He nponcxoanT. OTUNCTUTL akTMBHBIE ceccun B firewall MOXXHO kKoMaHAoM:

esbc# clear 1ip firewall session

Kak nonHOCTbIO ouncTuUTb KOHurypauuto ESBC n kak copocutb Ha 3aBOACKYI0 KOHhurypaumio?

OuncTka KoHcurypaumm npomcxoguT NyTem KONMpoBaHUs nycToii koHdurypaumm B candidate-config n
npuMeHeHus ero B running-config.

esbc# copy system:default-config system:candidate-config
Mpouecc copoca Ha 3aBO/ICKYH0 KOHCpUIypaLUio aHasIorMyYeH.
esbc# copy system:factory-config system:candidate-config

B cnyyae HEBO3MOXHOCTM ayTeHTUdMKaL MM Ha NOTPaHUYHOM KOHTPO/I/IEpEe CECCUii (HeU3BECTEH TOTUH/
naposib) KOHGMIypaLuo MOXHO COPOCUTbL K 3aBOACKOI CrieflytoLiyM 06pa3om:

1. BOXAATbCSl NOMHO 3arpy3Kkn ycTpolicTBa

2. 3axaTb OyHKLMOHaNbHYH KHOMNKy "F" Ha 15 cekyHp

3. 0TNYyCTUTb DYHKUMOHAsIbHYHO KHOMKY "F"

4. poxaaTbCcsa NOJIHON 3arpy3kn YyCTPOCTBA C 3aBOACKOW KOHGhUrypaumeri
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Kak npuBssatb subinterface k cozgaHHbim VLAN?

Mpu co3gaHnm cab-uHTepdgoeiica VLAN cozgaeTcs v nprBa3bIBaeTCS aBToMaTnyeckn (MpsiMasi 3aBMCMOCTb
nHaekc sub - VID).

esbc(config)# interface gigabitethernet 1/0/1.100
Mocne npuMeHeHMs MOXHO Habn4aTb UHOPMAaLMOHHbIE COOOLLEHMS:
2016-07-14T012:46:24+00:00 %VLAN: creating VLAN 100

EcTb N1 (pyHKUMOHaN B norpaHUYHOM KoHTponnepe cepuu ESBC ansa aHanusa Tpacuka?

B norpaHunyHbIX KOHTpONepax ceccuii cepum ESBC peannsoBaHa BO3MOXHOCTb aHa/IM3MpoBaTb Tpadnk Ha
nHTepgeicax n3 CLI. CHudpgep 3anyckaeTcsa KomaHgom monitor.

esbc# monitor gigabitethernet 1/0/1

Kak HacTpouTb ip prefix-list 0.0.0.0/0?

Hwxke npuBegeH npumep KoHdUrypaumm npedmnkc-ncTa, paspeLuatoLlero npruemM MmapLipyTta no yMosyaHuto.

esbc(config)# ip prefix-list eltex
esbc(config-plL)# permit 0.0.0.0/0

MNpo6nema NPOX0XAEHUA aCUHXPOHHOTO Tpadhmka

B cnyyae opraHusaumm cetn ¢ aCMHXpPOHHON MaplipyTuaumeld, Firewall 6yaeTt 3anpeluatb "HenpaBuabHbIi
(owmGouUHBIA)" BXOASALWMIA TpahrK (HE OTKPbIBAIOLLMIA HOBOE COEIMHEHME W He NpUHAaANexaluii HUKaKkomy
YCTAaHOB/IEHHOMY COE/IMHEHWI0) N3 COOBPaKEeHM 6E30MaCHOCTM.

Paspeluatolee npaeuso B Firewall He pelunMT nocTaBneHHy0 3aaa4y Ans NoA06HbLIX CXEM.

PelwnTb 3aga4y MOXHO, oTK/oumnB Firewall Ha BxogHOM nHTepdeiice:
esbc(config-if-gi)# ip firewall disable

Kak MOXHO COXpaHUTb JIOKa/IbHYH0 KOMUIO KOH(hUIypauum NorpaHUYHOro KOHTpoJsIsiepa Ceccuin?

Ecnn Heob6xoAMMo ckonMpoBaTh TeKyLLyto running unm candidate — koHdMrypawumio Ha caMoM MOrpaHNYHOM
KOHTPOJ1/1epe CeCCUin — MOXHO BOCMO/1b30BaTbCSA KOMaHAOM COpY C yKa3aHNeM B Ka4ecTBe UCTOYHUKA
KonupoBaHus "system:running-config" nnm "system:candidate-config’, a B kauecTBe HazHauyeHus — cpaiin B
pasgene "flash:data/".

esbc# copy system:candidate-config flash:data/temp.txt

Takxe CyLLeCcTBYET BO3MOXHOCTb KONMPOBaHUS paHee CoOXpaHeHHbIX KOHQMUIYpPaLMOHHbIX daiifioB
(aBTOoMaTunuecku n3 pasgena flash:backup/ nnv spyunyto 3 pasgena flash:data/) B candidate-koHdpurypaumio:

esbc# copy flash:data/temp.txt system:candidate-config
esbc# copy flash:backup/config_20190918_164455 system:candidate-config
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26 TMpunoxeHue A. Packet Flow

e [lopsfoK 06paboTKM BXOAALLEro/ucxoadLero tpadmka ceTeBbiMm Criyx6amm norpaHnyHoro
KoHTponsnepa ceccuii ESBC

e [opagok 06paboTkM TPaH3UTHOrO Tpadnka ceTeBbIMU CYX6aMu NOrpaHNYHOro KOHTPOsIIepa cecculi
ESBC

26.1 Mopspok o6paboTKM BXoAALero/ucxoaawero Tpadmka ceteBbIMU cnyxoamm
norpaHM4YHOro KoHTponnepa ceccumi ESBC

ﬁ R — N\ Ca )
ngress o
Ingre v ® Egress
—" —
Input Traffic Output Traffic

Tabnuua 1 — MNMopsagok 06paboTkM BXoasLero Tpaguka

Lar OnucaHwue

1 BbinonHeHne doyHKumii ACL Ha Bxogsiem Tpadmke

2 BbinonHexue doyHkumii QoS (orpaHuyeHne nosiockl NPonyckaHusl, Knaccugukaums u T. 4.)

3 BbinonHeHne yHkumii DOS defense’. Ha aaHHOM aTane BbINOMHATCS (hyHKLMM 3aluTbl oT DDOS u3

pasgenos firewall screen dos-defense, firewall screen spy-blocking, firewall screen suspicious-packets

4 VHcnekTupoBaHue naketa cepaucom IDS/IPS B pexume service-ips monitor’

5 OTtkntoueHne dyHkuuii Firewall komaHpolii ip firewall disable. PaspelueHne Tpadmka ncknovaeT NPoBepKM Ha
aTtanax 6,13, 15

6 BbinonHeHve npasunn mexay 3oHamu any/self

7 BbInosiHeHWe gechparMeHTauuy naketa

8 BbINOMHEHME HauaNbHbIX (YHKUMIA BRAS (MHMLManu3aums coeamHenuii, ceccuin)’

9 BuinonHexne HTTP/HTTPs npokcy'

10 ®yHkuum Destination NAT!

11 Routing Decision (FIB)

12 BbinonHeHwe cyHkumii DOS defense’. Ha atane gaHHOM aTane BbINOMHATCSA cneumduyHble dyHKLUN

3awmTtbl oT DDOS 13 pasaenos firewall screen dos-defense, firewall screen spy-blocking, firewall screen
suspicious-packets:

ip firewall screen suspicious-packets large-icmp
ip firewall screen dos-defense winnuke

ip firewall screen spy-blocking port-scan

13 BbinonHeHWe npaBmn Mexay nonb3oBaTenbCkummn 3oHamm / self
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PaspelueHnune cryxe6Horo Tpaduka knacrepa’
Mepepayua naketa B DPI'
Mepepava naketa B Netflow/sFlow (Ingress)’

IPsec (decode). Mocne BbINO/IHEHMS 3TOrO LWara NPOMCXOANT Nepexo K n.1

Tabnuua 2 — MNMopsgok 06paboTkm ncxogsaLero Tpaguka

LWar

10

OnucaHue

Local Policy Based Routing’

Route Decision

Mepepaya naketa B DPI!

tep adjust-mss’

Netflow/sFlow (Egress)’

BRAS (ans ncxogawmx naketos)’
BbinosHeHne cyHkumii Source NAT!

IPsec (encode)’

BbinosnHeHue (bpaFMEHTaLI.I/II/I NnakeToB

BbinosiHeHune doyHKUmii QoS (orpaHuyeHne nosiockl NPonyckaHus, Knaccudukaumst u T. 4.)

1,ﬂ.aHHaFI q:)yHKLI,VIFI BbIMO/THAETCA TOJ1bKO MPU Ha/TM4nn HeO6XO,£l,I/IMbIX HaCTpPOEK.

330



ESBC-3200, vVESBC. PykoBoACTBO Mo 3KcnyaTauun

26.2 Mopspok 06paboTKU TPAH3UTHOIO Tpadhuka ceTeBbIMU CYX6amMu NOrpaHUYHOro
KOHTponnepa ceccuii ESBC

Ingress

Forward Traffic

Tabnuua 3 — MNMopsagok 06paboTkM TpaH3UTHOIO Tpadguka

LWar OnucaHue

1 BbinonHeHune dyHkumii ACL Ha BXoasiem Tpadovke

2 BbinonHeHune doyHKUMiA QoS (orpaHunyeHve nosiockl NPOnyckaHus, Knaccudukaums u T. 4.)
3 BeinonHeHne doyHkunii DOS defense’.

Ha gaHHOM aTane BbINOMHALTCA OyHKUMM 3awmTbl oT DDOS us pasgena firewall screen dos-defense,
firewall screen spy-blocking, firewall screen suspicious-packets

4 OTtkntoueHne dyHkumin Firewall komaHaoii ip firewall disable. PaspelueHne Tpadmka ncknioyaet NpoBepKm
Ha atanax 5,15, 16

5 BbINosiHeHWe NpaBus MeXy Nob30BaTe/IbCKUMM 30HaMK / any

6 BbinonHeHne AediparMeHTaLmm naketa

7 BbINOMIHEHNe HayasbHbIX yHKUMI BRAS (MHULManu3aums coeauHenuii, ceccuin)’

8 PaspeLueHre Tpadgmka, MICXOAsALLMIA MOPT KOTOPOro voice-port. PaspelleHre Tpaduka BKIUYAETCA TOMbKO B

Cc/lyyae Ha/IMumst HaCTPOEHHOTO Voice-port.

9 Buinonuexne HTTP/HTTPS npokeu’
10 ®yHKumm Destination NAT

11 Policy Based Routing

12 Routing Decision (FIB)

Ecnu nakeT nepeg nepegaveii HE06xX04MMO 06paboTaTb MPOTOKO/IOM 60/1€€ BbICOKOTO YPOBHS, BbINOHAKTCA
cnegywowme geicTeuns:

121 BbinonHeHne dyHkumii DOS defense!.

Ha gaHHOM aTane BbINOSHATCA cneumdmnyHble dyHKUMKM 3awwmTbl oT DDOS 13 pasgenos firewall screen
dos-defense, firewall screen spy-blocking, firewall screen suspicious-packets:

ip firewall screen suspicious-packets large-icmp
ip firewall screen dos-defense winnuke

ip firewall screen spy-blocking port-scan
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OonucaHue

Mepepava naketa B DPI!
Mepepaua naketa B Netflow/sFlow (Ingress)’

IPsec (decode)’.

Mocne BbINOMHEHWS TOTO LLara NPOUCXOAUT nepexos, K .1
tep adjust-mss’

BeinonHeHne dpyHkunii DOS defense’.

Ha paHHOM 3Tane BbINONHSOTCA cneunduyHble dyHKumn 3awmTbl oT DDOS u3 pa3aenos firewall screen
dos-defense, firewall screen spy-blocking, firewall screen suspicious-packets:

ip firewall screen suspicious-packets large-icmp
ip firewall screen dos-defense winnuke

ip firewall screen spy-blocking port-scan
BbINonHeHWe npaswi Mexay cneumasibHbIMU 30HaMK, any/any

Mepepaya naketa B DPI!

PaspelleHne Tpadvka, UCXOAsALLMIA MOPT KOTOPOro voice-port. PaspelleHne Tpaduka BKIOUYAETCS TOMbLKO B
C/lyyae Ha/Imumna HacTPOEHHOro voice-port.

Netflow/sFlow (Egress)’

MHcnekTupoBaHue naketa cepeucom IPS/IDS B pexume service-ips inline’
BRAS (ans nucxogawmx naKeTOB)1

BeinonHexne dpyHkunii Source NAT!

IPsec (encode)’

Ecnu Heobxo4MMo LIMdpoBaHue, TO Nocsie 3TOro NPOLECCa, BbINOMHAKTCS CleaytoLme onepaumu:

22.1

22.2

22.3

224

22.5

23

Mepepaya naketa B DPI!

tcp adjust-mss’

Netflow/sFflow (Egress)’

BRAS (o511 ucxoasiLyx nakeToBs)

BuinonHeHne doyHkumii Source NAT!

BbinonHeHne qaparmeHTauvwl NnakeToB
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LWar OonucaHue

24 BbinonHeHne oyHkumii QoS (orpaHnueHne Nosockl NponyckaHus, knaccudmkaums u 1. a.)

T NlaHHast PYHKLMS BbIMOHSIETCS TOMBKO MPU HAIMUMM HEOBXOAUMbIX HACTPOEK.
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