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Bepcua gokymeHTa [ata Bbinycka CoaepiaHne usmeHeHuin

Bepcua 7.5 06.2024 CuHxpoHM3aumsa c sepcueli M0 10.3.6
[ob6asneHa nHdopmauma 06 yctponcteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4 03.2024 CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.5

MN3meHeHus B pasgenax:

- 1.2.4 ®yHKLMYM TpeTbero ypoBHs ceTeBoit mogenm OS|

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM

- 2.3 YcTaHoBKa ycTpovicts MES3710P, MES3708P Ha DIN-peitky

[ob6aBneHbl pasgensl:
-4.14.3.3 HacTtpoWka npotokona Rapid-PVST+

Bepcua 7.3 11.2023 CuHXxpoHM3aumsa ¢ sepcueii MO 10.3.4
[ob6asneHa nHdopmauma ob yctporictee MES2420-48P

N3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMONHEHWE

- 4.25 KoHowurypauma ACL (cnmMcku KoHTpoAs goctyna)

Bepcna 7.2 06.2023 CuHXpoHM3auma c Bepcueit MO 10.3.3.1
[ob6asneHa nHpopmauma 06 yctponcteax MES3400-24, MES3400-24F,
MES3400-48.

M3meHeHUsA B pa3genax:
- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN
- 1.4 KOHCTPYKTMBHOE NUCMONHEHWE

Bepcua 7.1 06.2023 CuHxpoHM3aumsa ¢ sepcueit MO 10.3.3
[ob6asneHa nHdopmauma o6 yctporicteax MES2424FB, MES3710P.

MN3meHeHuA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[obaBneHbl pasaensbl:

- 4.28.3 Hactpolika npotokona OSPFv2
- 4.28.4 Hactpolika npotokona OSPFv3
- 4.28.5 Hactpolika npoTokona RIP

Bepcua 7.0 12.2022 CuHxpoHu3aums ¢ sepcueli MO 10.3.1

M3meHeHusA B pasgenax:
- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTesoi mogenu OS|
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

[ob6aBneHbl passensl:
- 4.28 KoHduWrypaLma NpoTOKONI0B MapLIpyTU3aLLmm

Bepcua 6.5 11.2022 CuHxpoHM3aumsa ¢ sepcueit MO 10.2.10
[ob6asneHa nHpopmauma o6 yctpoinctee MES2448P

M3meHeHusA B pasgenax:

- 1.2.6 ®yHKLMM 0becneyveHnn 6e3onacHoOCTH
- 1.3 OCHOBHbI€ TEXHUYECKNE XapPaKTEPUCTUKM
- 4.22 dyHKumn DHCP Relay nocpegHuka

[ob6asneHbl pasgensi:
- 4.23 KoHowurypauns DHCP-cepBepa

Bepcusa 6.4 10.2022 CuHxpoHM3auma c sepcueit M0 10.2.9.4

Bepcusa 6.3 08.2022 CuHxpoHM3auma ¢ sepcumeit MO 10.2.9

MN3meHeHus B pasgenax:

- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM

- 4.14.6 HacTpolika npotokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH
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-4.21.3 DSLAM Controller Solution (DCS)

Bepcus 6.2

06.2022

CuHXpoHM3auma c sepcueti MO 10.2.8.2
Job6asneHa nHpopmauma 06 yctponctee MES2424P.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN

-4.17.1 MexaHusm AAA

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

[obaneHbl pasaensbl:
- 4.14.6 HacTpolika npotokona G.8032v2 (ERPS)
-4.16.5 KoHdurypauma IGMP proxy

Bepcusa 6.1

11.2021

CuHXpoHM3auma c sepcueli MO 10.2.7.2

MN3meHeHuA B pa3genax:

- 4.13 HactpoWika IPv6-agpecaumm

- 4.18 KypHan aBapuii, npotokon SYSLOG

- 4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[ob6asneHa nHpopmauma 06 yctponictee MES2411X

Bepcua 5.9

10.2021

CuHxpoHM3aumsa ¢ sepcumeit MO 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpoOKOMaHz,

- 4.4 KomaHabl ynpasaeHna cuctemon

- 4.16.1PyHKUMA nocpeaHnKa npoTokona IGMP (IGMP Snooping)
-4.21.3 DSLAM Controller Solution (DCS)

- 4.26 KoHourypauma 3awmTbl ot DOS-aTtak

- 4.30 Pexxnm oTnagku

[ob6asneHbl pasgensi:
-4.21.7 NpoBepKa NOAAMHHOCTU KNWMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcuma 5.8

07.2021

CuHXpoHM3auma c sepcueli MO 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHM3aumsa ¢ sepcumeit MO 10.2.6

MN3meHeHuA B pasgenax:

- 4.11 Mpynnbl arperauun kaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm

-4.21.8 HacTtpolika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnucku pgoctyna ACL gna ynpaBnaeHus yCTpoOMCTBOM
-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

- 4.14.2 MexaHu3m obHapyxeHus netenb (loopback-detection)

- 4.25 KoHourypauma ACL (cnnckun KoHTponsa goctyna)

-4.27.1 Hactpolika QoS

[obaBneHbl pasgensl:
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcusa 5.6

03.2021

CuHxpoHM3auma ¢ sepcuelt MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHu3auma ¢ sepcueit MO 10.2.5
[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHayeHue

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKM

- 1.4.1 BHeWHW BUA M ONMcaHne nepeaHel NnaHenm ycTpoicTs

- 1.4.2 3aaHAA 1 BEPXHAA NaHENU YCTPOMNCTB

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapl ynpaBieHUs cuctemom

- 4.8.1 Napametpsbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uHrep-
deiicos

- 4.8.2 HacTpotika VLAN 1 pexxnmoB KommMmyTaummn nHTepoeincos
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- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

- 4.15 Hactpovika npotokona OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)
-4.21.5 KoHTponb npoTokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

- MpwunoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHMYECKME XapPaKTEPUCTUKHM

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 peXXxmmoB KOMMYyTaumMn nHTeppencos

- 4.11 l'pynnbl arperaumnn kaHanos — Link Aggregation Group (LAG)
- 4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.14.3.1 Hactpowka npoTtokona STP, RSTP

- 4.15 Hactpovika npotokona OAM

-4.16.1 ®yHKUMA nocpegHMKa npoTtokona IGMP (IGMP Snooping)
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 Hactpolika ¢yHkummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcna 5.3

08.2020

[o6asneHa nHdopmauma o6 yctporictee MES3708P.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 3.5.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa gocTyna K ycTpoicTey
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMMyTaLmMu MHTepdelicos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokosia DHCP v onuua 82

-4.21.4 3awmTa IP-agpeca KamnenTa (IP Source Guard)

[o6asneHbl pasgensi:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcua 5.2

07.2020

M3meHeHusA B pasgenax:

- 3.5.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NoACeTM U Wo3a No yMo-
YaHuio

- 3.5.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoincray
-4.6.2 KomaHabl ans pabotbl ¢ painamu

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMmyTaLmu nHTepdelicos

- 4.21.8 HacTtpolika ¢oyHKumm IPv6 RA Guard

- 4.15 Hactpoiika npotokosa OAM

-4.16.1 ®yHKuMA NnocpeaHMKa npoTtokona IGMP (IGMP Snooping)

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

- 4.20.2 dneKkTponuTaHue no AMHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca kanenTa (IP Source Guard)

-4.21.5 KoHTponb npoTtokona ARP (ARP Inspection)

-4.27.1 Hactpoiika QoS

[ob6asneHbl pasgensi:
- MpwnoxeHwue . PaclwmdpoBKa CnmcKa NpoL,eccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 1.4.1 BHEWHW BUA 1 ONMcaHne nepeaHel NnaHenm ycTpoicTs
- 4.6.3 KomaHapl Ans pesepBMpoBaHuns KoHdUrypaumum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

-3.5.2.1 3apaHue napons gns nonb3osatena «admin» U co3gaHue HOBbIX NOJb-
3oBaTenen
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- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa gocryna K ycTpoicTBy
- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaummn nHTepodencos

-4.17.1 MexaHusm AAA

- 4.30.4 XypHannpoBaHue OTNa404YHbIX COOBLLEHNI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwnoxeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcusa 4.5 12.2019 M3meHeHUsA B pasgenax:

- 3.5.2 ba3oBas HacTpoika KommyTaTopa

- 4.8.2 HacTpolika VLAN 1 pexxnmoB KoMmMyTaumn nHTepodencos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npoTtokosna DHCP v onuua 82

Bepcus 4.4 11.2019 M3meHeHusA B pasgenax:
-4.17.5.2 Hactpowika napameTpoB npoTtokona SNMP gna pnoctyna K ycTponcTsy
-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

Bepcua 4.3 10.2019 M3meHeHunA B pasaenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 4.4 KomaHabl ynpasaeHnsa cuctemon

- 4.20.2 dnekTponuTaHue no mHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaensi:

- 4.2 dunbTpauma coobLEeHNN KOMAHAHON CTPOKM

- 4.5 KomaHZabl Ana HAacTPOMKM NapameTpoB A/1A 3a4aHuA naponen
- 4.6.3 KomaHabl A4NnA pe3epBMpoBaHUA KOHOMUIypaumm

- 4.30 Pexxum oTnagKkun

Bepcus 4.2 08.2019 M3meHeHusA B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocrtyna K ycTpoicTey
- 4.8.2 Hactpoiika VLAN 1 pexMmoB KOMMyTaLMu MHTepdelicos

-4.16.1 dyHKLMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokosna DHCP v onuma 82

[obaBneHbl pasaensbl:
- 4.26 KoHourypauma sawmTbl ot DOS-aTak

Bepcusa 4.1 06.2019 M3meHeHusA B pasaenax:
— Storm Control gna pasanyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcua 4.0 06.2019 M3meHeHUsA B pasgenax:

— HayvanbHan HacTpoiKka KommyTaTopa
— HacTpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoucTBy
— dneKkTponutaHue no anHuam Ethernet (PoE)

Bepcua 3.0 03.2019 [ob6asneHa nHdopmauma 06 yctponcteax cepmum MES2408x n MES2428P

[ob6asneHbl pasgensi:

— ABTOMaTMYeCKas HacTpoliKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)

— Selective Q-in-Q

— Hactpolika IPv6-agpecauun

— HacTpoiika npotokona OAM

—MpoTtokon TACACS+

— DieKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD

— 3awwmTa IP-agpeca knuneHTa (IP Source Guard)

Bepcusa 2.0 01.2019 BTopas nybavkauus.

Bepcua 1.0 12.2018 MNepBas nybankaums.

Bepcua nporpammHoro obecneyenus 10.3.6
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D ELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaapaTHbIX CKOBKax B KOMaHAHOWN CTPOKe yKa3blBaloTCA Heoba3aTe bHble
nmapameTpbl, HO MX BBOJ, NpeAoCTaBaAeT onpeaeneHHble A0MNOHUTENbHbIE
onumu.

B purypHbix ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOKHble 0653a-

{ TeNlbHble napameTpbl. Heobxoanmo BbIbpaTb 0ANH U3 NapaMeTPoB.

«,» [aHHble 3HAaKM B ONUCAHUM KOMaHAbl UCMOb3YIOTCA A/1A YKa3aHWA auanaso-
«-» HOB.

«|» [aHHbI 3HAK B ONUCAHUM KOMaHAbI 0603HAYAET KUANY.

«/» [aHHbI 3HAK B ONMCaHMe KOMaHAbl YKa3blBaeT Ha 3HaYEHME MO YMOYAHUIO.
kypcue Calibri Kypcusom Calibri ykasbiBatoTca nepemeHHble UM napameTpbl, KOTopble HEO6-

XO04ANMMO 3aMEeHUTb COOTBETCTBYHOLWMM CIOBOM UNIN CTpOKOVI.

Mony»XupHbI Kypcus

MonyXunpHbIM WPUDTOM BblgeNeHbI MPUMEYAHUA U NPeayNpeKaeHNs.

<lMonyxcupHoiii
Kypcue>

MoNyXMPHbIM KYPCUBOM B YI/I0BbIX CKOBKaX yKa3blBalOTCA Ha3BaHUA KAaBuLL
Ha KnaBuarype.

Courier New

MonyxupHbim Wpndtom Courier New 3anuncaHbl Npumepbl BBOAA KOMaHA,

Courier New|

Wpuoptom Courier New B pamKe C TEHbHO yKasaHbl pe3y/ibTaTbl BbIMOJAHEHUA
KOMaHz,

NMPUMEYAHUA U NPEOYNPEXRAEHUA

" [pumeyaHusa cogeprKaT BaXKHYI0 MHGOpMaL U0, COBETbI /I PEKOMEeHAaLMu No UCNOJIb-
30BaHMIO U HACTPOiiKe YCTPOMUCTBA.

1 MpepynpexaeHna nHGOPMUPYIOT NOb30BATENA O CUTYALUAX, KOTOPble MOTYT HaHeCTU
’ Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue rogbl HabnogaeTca TeHAEHUMA K OCYLLECTB/IEHUIO MacCLUTabHbIX MPOEKTOB Mo
NOCTPOEHMIO ceTei CBA3M B COOTBETCTBUK ¢ KoHuenumeir NGN. OaHOoM U3 OCHOBHbIX 3a4a4 NpU peannsauuu
KPYNHbIX MY/NIbTUCEPBUCHBIX CETEeN ABNAETCA CO34aHMEe HaAeXHbIX U BbICOKOMPOU3BOAUTENbHbIX
TPAHCNOPTHbIX CeTel, KOTopble ABAAIOTCA ONOPHLIMU B MHOTFOC/IOMHOW apXUTEKType ceTeit cieaylowero
MOKONEHMA.

ONna [OCTUKEHMA BbICOKMX CKOPOCTEN LIMPOKO NMPUMEHSOTCA TEXHO0MMK nepegayun nHdopmaumm
Gigabit Ethernet (GE). MNepegaya uHPoOpPMaUMKM Ha BbICOKMX CKOPOCTAX, OCOOBEHHO B CETAX KPYMHOro
macwTaba, nogpasymesBaeT BbIOOP TaKOW TOMONOIMMU CETU, KOTOpas MO3BOJIAET TMOKO OCyLWecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopb! cepuin MES14xx, MES24xx, MES34xx n MES3708P moryT ncnonb3oBaTbCA Ha CeTAX
KPYMHbIX NPeAnpUATUI U NPeanpUATUIA Manoro u cpegHero 6usHeca (SMB), B onepaTopckux cetax. OHK
obecneymBaloT BbICOKYHO MNPOU3BOAUTENBHOCTb, MMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE KayecTBo
obcnykmnaHua (QoS).

MpombiwneHHble KommyTaTopbl MESS34001-24, MES3708P, MES3710P npegHasHavyeHbl A
OpPraH13aLLMKn 3aLLM-LLLEHHbBIX OTKA30yCTOMUYMBBIX CETElM Nnepesaym AaHHbIX HA 0ObeKTax, rae HeobxoamMmo
BblINONHEHWEe Tpebo-BaHMI MO obecneyeHUO YCTOMYMBOCTM K BO3AENCTBMAM pPas/IMYHONO BUAa:
TeMNepaTypHbIM, MEXaHU-YECKUM U APYIUM.

B HacToAWweM pyKOBOACTBE M3/0XKEHbI HAa3HAYEHNE, TEXHUYECKNE XapPaKTePUCTUKN, peKOMeH4auMUn
No HayanbHOW HACTPOMKE, CUHTAKCUC KOMaHA AN KOHOUrypauuw, MOHUTOPUHra M 06HOBAEHUSA
nporpammHoro obecrneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3JENUA

1.1 HasHaueHue

YcTtpoiictBa cepuit MES14xx n MES24xx ABNAIOTCA ynpaBAAeMbiIMM KOMMYTaTOpPamu, BbINOAHAO-
LLMMM CBOM KOMMYTALMOHHbIE GYHKLUUM HA KaHa/IbHOM M ceTeBOM YPOBHAX mozenu OSI.

CeteBble kKommyTaTopbl MES1428 nmetoT B cBOEM cocTase 24 aneKkTpuyeckmx nopta Fast Ethernet u
4 ontnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcuBepos (Combo-nopThbl).

CeteBble KOMmMyTaTopbl MES2408x MMetoT B CBOEM COCTaBe 8 aneKTpmnyecknx noptos Gigabit Ethernet
n 2 ontuyeckmx nopta Gigabit Ethernet gns yctaHoBKK SFP-TpaHcuBepOB.

CeteBble KOomMmyTaTOpbl MES2411X mMmeloT B CBOEM COCTaBe 8 3neKkTpuyeckux noptos Gigabit
Ethernet 1 11 onTnyeckunx noptos TenGigabit Ethernet gns yctaHoBKU SFP+-TpaHCcMBEPOB.

CeteBble KOMmMyTaTOpbl MES2428% nMmetoT B cBOEM cocTaBe 24 afieKTpuyecknx nopta Gigabit Ethernet
1 4 onTnyeckux nopta Gigabit Ethernet ana yctaHoBku SFP-TpaHcueepos (Combo-nopTsi).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES3400I-24 wmetoT B CBOEM cocTaBe 24
aNlekTpuYecknx noprta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana yctaHoBKku SFP+-
TpPaHCUBEPOB.

CeteBble KommyTaTtopbl MES2410-08DU, MES2410-08DP nmetoT B cBOEM COCTaBe 8 INEKTPUYECKMX
noptos. 2,5 Gigabit Ethernet n 2 ontnyeckmx nopta TenGigabit Ethernet gns yctaHoBku SFP+-TpaHcmBepos.

CeteBble kKommyTaTopbl MES2424FB umetoT B cBOEm cocTaBe 24 onTuyeckmx nopta Gigabit Ethernet
Ans yctaHoBku SFP-TpaHcuBepoB M 4 onTuyeckmux nopta TenGigabit Ethernet gna yctaHoBku SFP+-
TpaHCMBEpOB.

CeTeBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM COCTaBe
48 anekTpuyeckux nopTos Gigabit Ethernet n 4 ontuueckmx nopta TenGigabit Ethernet ans yctaHoBku SFP+-
TPaHCMBEPOB.

CeTteBble KOMmMyTaTOpbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckunx nopta Gigabit Ethernet
Ans yctaHoBku SFP-TpaHcuBepoB M 4 onTuyeckux nopTta TenGigabit Ethernet gna yctaHoBku SFP+-
TpPaHCUBEPOB.

CeTeBble KommyTaTopbl MES3400-48 nmetoT B CBOEM cocTaBe 48 aneKTpuyeckux noptos Gigabit
Ethernet un 4 ontuyeckmx nopta TenGigabit Ethernet ana yctaHoBKM SFP+-TpaHcnBepoB.

CeteBble KommyTaTopbl MES3708P umeloT B CBOEM cOCTaBe 8 3neKTpuuyeckux noptos Gigabit
Ethernet 1 2 onTnyecknx nopta Gigabit Ethernet gnsa yctaHoBku SFP-TpaHcuBepos.

CeteBble KommyTaTopbl MES3710P mMmeloT B CBOEM COCTaBe 8 3neKTpuyeckux noptoB Gigabit
Ethernet 1 4 onTnyecknx nopta Gigabit Ethernet gnsa yctaHoBkM SFP-TpaHcuBepos.
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1.2 ®yHKUMM KOMMmyTaTOpa

1.2.1 ba3oesie pyHKYuu

B Tabanue 1 npuseseH cnncok 6a3oBbix GyHKUWUIA YCTPOMUCTB, OCTYMNHbIX ANA aAMUHUCTPUPOBAHUA.

Tabnunua 1 — basosble GyHKUUM yCTPOMCTBA

3awyuma om
6710KUposKuU oyepedu
(HOL)

B/OKMPOBKa BO3HMKAET B C/ly4anx Neperpyskn BbIXOAHbIX MOPTOB yCTPOMNCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. 9TO NPMBOAMT K 334€P*KKaM nepesaym AaHHbIX
W NoTepe NakeToB.

Mooddeprcka
ce8epx0aAUHHbIX Kadpoe
(Jumbo frames)

CnocobHOoCTb NoAAEPKMBaATL Nepesady CBEPXAAMHHBIX Kagpos, YTo No3BoAAET ne-
penaBaTh AaHHblE MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06BEM CNYKeBHOMN UH-
dopmauun, Bpema 06paboTKM 1 NepepbIBbI.

ynpaeneHue MOMOKOM
(IEEE 802.3X)

YnpasneHne NoTOKOM MO3BONAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. s NpeaoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMUpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHX0AMMOCTU cAenaTb Nay3y npu nepegave na-
KeToB.

1.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabnmue 2 npuseaeHbl GyHKLUMM yCTpOKMCTB Npu paboTte ¢ MAC-aapecamu.

Tabnumua 2 — PyHKunm paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B NamaTi Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
ctBue mexay MAC-agpecamu 1 y3namum NopToB KOMMYTaTopa.

Pexcum obyveHus

B otcyTtcTBMe 06y4eHUsA, AaHHbIe, MOCTyMNalWwmne Ha Kakon-1mbo nopTt, nepeaatoTcs
Ha BCe OCTa/ibHble NOPTbl KOMMYyTaTOPa. B pexxnme obydeHMss KOMMYTaToOp aHaAN3K-
pyeT Kaapbl 1, onpegenns MAC-agpec oTnpasuTeNs, 3aHOCUT ero B Tabimuy mapliu-
pytv3sauuun. Bnocneacteum kaap Ethernet, npeaHasHaueHHbI ans xocta, MAC-aapec
KOTOPOTO yXe ecTb B Tab/mLe, NepefaeTca TO/bKO Yepes yKasaHHbI 8 Tabauue nopr.

lMooddepxcka nepedayu
Ha Heckosbko MAC-
adpecos (MAC

[aHHasa ¢yHKUMA NO3BONAET YCTaHaBAMBaTb COEAMHEHUA «OAMH KO MHOTMM» U
«MHOrMe KO MHOrMm». Takum o06pasom, Kaap, afpecoBaHHbIi MHOroaapecHow
rpynne, nepeaaeTca Ha KaXKablil NOpT, BXOAALLMI B rpynny.

Multicast Support)
Asmomamuyeckoe
epemsa xpaHeHusa MAC- | Ecav ot ycTpoiictea c onpeseneHHbiM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYNalT NakeTbl, TO 3anNucb A4 AaHHOro agpeca ycTapesaeT U yganaeTtca.
(Automatic Aging for 3TO NO3BOAIAET NOAAEPKMBATL TAbANLY KOMMYTaLMM B aKTYa/IbHOM COCTOAHUM.
MAC Addresses)
CmamuyecKue 3anucu .
MAC CeTeBOoW KOMMYTATOp MO3BOJAET MO/b30BaTENO OMNpeaennTb CTaTUYecKkue 3anucu
. 3 cooTtBeTcTBMIA MAC-apecoB, KOTopble COXpaHATCA B Tabavue mapLupyTmaLmm.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemesoli modenu OSI

B Tabnnue 3 npuseaeHbl PyHKUMN M 0cOBEHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKLUNIM BTOPOro ypoBHSA (yposeHb 2 OSI)

Peanuszauusa npotokona IGMP nossonsetr Ha ocHoBe WMHbOpPMaLMK, NOJYYEHHON
npv aHanuse cogepxumoro IGMP-nakeToB, onpeaennTb, Kakue yCTPOMCTBA B CETU

®yHkyua IGMP Snooping .

Y4acTBYIOT B Fpynnax MHOroaApecHoOm paccbl/ikM, U agpecoBaTb TpadumK Ha cooTeeT-

CTBYylOLLME NOPTHI.

. Peanusauus npoTtokona MLD no3BosseT ycTpoicTBY MUHUMU3NPOBATbL MHOMoa-

@®yHkyusa MLD Snooping al P yere y P A

pecHblli IPv6-Tpadumk.

dyHKUMA, No3BONAIOLLAA MepeHanpaBaaTb MHOFOagpecHbl TpaduK M3 OA4HOro
®yHKyusa MVR VLAN B pgpyryto Ha ocHoBaHuW IGMP-coobueHunit, 4To MO3BOJIAET YMEHbLNTb

Harpysky Ha uplink-nopTty. MpumeHsaeTca B peweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 3TO pasamHoKeHune broadcast-, multicast-, unknown unicast-naketos B
KaXXZOM y3/1e, KOTOpOe NPUBOAUT K TaBUHOOBPA3HOMY POCTY MX YMCIa U Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
pocCTb Nepegaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, NPUHATbIX U ne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NOPTOB NO3BOAAET Ayb6AnpPoBaTh TPaduK HaboAaeMbIX NOPTOB,
nepecbiias BXogalwme n/Mam ucxodawme nakeTbl Ha KOHTPOAMPYIOWMIA nopT. Y
no/sib30BaTeNA KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLNIA U KOH-
TpOAMpyemble MopPTbl M BbIbpaTh TMM TpaduKa (BXOAAWMI N/UAN NCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

Uzonayusa nopmos
(Protected ports)

[aHHaa yHKUMA NO3BONSET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopbiit 6es-
YCN0BHO ByZeT nepeHanpasasaTbCa BeCb TPAadUK, obecneunsas TeM CambiM U305~
LMIO C APYrMMM nopTamu (B npedenax o4HOro KOMMyTaTopa), HaXxoAALWMNXCA B 3TOM
e WwupokoselyatenbHom gomeHe (VLAN) B npegenax og4HOro KOMMyTaTopa.

Moddepxka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoli NPOTOKOA, OCHOBHOW 3a4auyeit KOTOPOro ABASA-
eTca npuseaeHune cetn Ethernet ¢ M3BbITOUHLIMU COEANHEHUAMMN K APEBOBUAHOM
TOMOJIOrMK, UCKKOYatoLWEel netin. KommytaTopbl 06MeHMBaOTCA KOHOUTYPaLMOH-
HbIMW COOBLLEHNAMM, UCMOb3YA Kaapbl creumansHoro ¢opmarta, M BbIGOPOUYHO
BKJ/IIOYAIOT M OTK/IKOYAIOT Nepeaady Ha nopTbl.

Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABAAeTCA ycoBepLUEHCTBOBaHMEM NpoTokona STP, xa-
paKTepU3yeTca MeHbLUMM BPEMEHEM NMPUBEAEHMA CETU K APEBOBUAHOM TONOAOTUM
1 nmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Moddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKON NpefHa3HayYeH A/19 NOBbILWEHUA YCTOMYMBOCTM U HALEKHOCTU CEeTU Ne-
pefayv AaHHbIX, UMELOLLEN KOJbLEBYIO TOMOONMIO, 32 CYET CHUMKEHUS BpeMeHU

BOCCTaHOBJ/IEHWA CETU B C/lydae aBapuu. Bpema BoccTaHOBAEHUA He npesblwaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MeHbLUe BPeMeHM NepecTPoitKM ceT Npu NCNoab3o-

BaHMM NPOTOKO/IOB CeMeifcTBa spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
obnacTtb (aomeH). KommyTaTop noaaepmnBaeT pasindHble cpeacTsa Kaaccuduka-
LMK NAKEeTOB ANA onpeAeneHna ux NPMHAANEXKHOCTU K onpegeneHHoro VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢pyHK-
LMW YPOBHA KaHafa nepefayn AaHHbIX, NpeacTasaatowme coboit NPoToKoA MOHU-
TOPWHra COCTOAHMA KaHana. B aTom npoTokone ans nepeaayn uHGopmaLmm o co-
CTOSIHUM KaHana MexXay HenocpencTBEHHO NOAKAIOYEHHBIMKU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoli-
CTBa A0/IKHbI Nogaep*mnsaTb cTaHaapT IEEE 802.3ah.

Moddepxka VLAN Ha
6asze nopmos
(Port-Based VLAN)

Pacnpepenenne no rpynnam VLAN BbinoaHAeTcA no BxogAawmm noptam. [JaHHoe
peleHre No3BOAAET UCNOAb30BATb Ha KaXXA0M MOpPTYy TONbKO oaHy rpynny VLAN.
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IModdepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIV CTaHAAPT, KOTOPbIV ONMUCbIBAET NpoLeaypy TerMpoBaHus
Tpaduka ana nepefayn nHbopmauumn o npuHagaexHoctn Kk VLAN. Mo3ssonseT umc-
Nonb30BaTb HeckobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHuUe KaHas08 €
ucnone3zoeaHuem LACP

MpoToKkon LACP obecneynBaeTt aBTomaTuyeckoe ob6beANHEHNE OTAE/bHbIX CBA3EN
MEXAY ABYMA YCTPOMCTBAMK (KOMMYTAaTOp—KOMMYTAToOp WM KOMMyTaTop—cep-
BEp) B eAnHbIN KaHa nepeaayu AaHHbIX.

B npoToKo/sie NOCTOSIHHO OnpeAenseTcs BOSMOXKHOCTb 06beANHEHUA KaHA/OB, U B
CNy4Yae OTKasa CoegMHEHUA, BXOAALLEro B 06begMHEHHbI KaHan, ero Tpaduk aBTo-
MaTUYECKU NepepacnpesenseTcs No He OTKA3aBLWMM KOMMNOHEeHTaM obbeanHEH-
HOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpoicTBax noaaep:kmsaetca GyHKLMA CO3[aHMA rPYNn KaHanoBs. Arperaums Ka-
Hanos (Link aggregation, trunking) nnam IEEE 802.3ad — TexHoNOrNA 06bEAUHEHMUSA
HECKOJIbKMX GU3NYECKMX KaHANO0B B OANH NOTMYECKUIA. ITO CNocobCTBYET HE TO/IbKO
YBE/IMYEHUIO MPOMYCKHON CMOCOBHOCTM MarucTpasibHbIX KaHa/loB KOMMyTaTOp—
KOMMYTaToOp MW KOMMyTaTOp—cCepBep, HO MU NOBbILWEHUID UX HAAEXKHOCTU. Bo3-
MOKHbI TpM TUMa 6anaHCMPOBKM — Ha ocHoBaHMM MAC-aapecoB, Ha OcCHOBaHuM |P-
apecoB 1 Ha 0OCHOBaHWM nopTa (socket) HazHayeHus.

Mpynna LAG cocTouT U3 NOpPTOB C OAMHAKOBOW CKOPOCTbIO, paboTatowmx B AynaeKc-
HOM perKnme.

Selective Q-in-Q

Mo3BonseT Ha3Ha4aTb BHewHMn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHOUIYPUPOBAHHbBIX Npasun GuUAbTPaALMM NO HomMepam BHyTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonser pasobpaTb Tpaduk
aboHeHTa Ha Heckonbko VLAN, nsameHuts meTky SPVLAN y naketa B oT4e/bHOM
y4yacTke ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoii modenu OSI/

B Tabanue 4 npmseaeHbl GyHKUUN TPETbEro YPoBHSA (ypoBeHb 3 OSI).

Tabnvua 4 — OnucaHve GyHKUMI TpeTbero yposHs (Layer 3)

CmamuyecKue IP-

AQMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMKHOCTb A06aBAATb U yAaNATb CTaTUye-
CKMe 3anucy B TabanLy MapLIpyTU3aLnu.

(Address Resolution
Protocol)

mapuwpymbsi
Kaueumei BootP u v . 6 P
. CTpOMCTBA CMNOCOOHbI  AaBTOMATUYECKW MOJyYaTb -afipec no MpOTOKON
DHCP (Dynamic Host P 4 AP P y
. . BootP/DHCP.
Configuration Protocol)
lTpomokon ARP ARP — npoToKkon conoctasneHua IP-agpeca u dusmnyeckoro agpeca ycrpoicrea. Coot-

BeTCTBMUE YCTaHaB/IMBAETCA Ha OCHOBE aHa/In3a OTBETA OT y3/1a CETU, aApPeC y31a 3a-
npalwnBaeTCA B LULMPOKOBELLATE/IbHOM NaKeTe.

®yHkyusa IGMP proxy

IGMP Proxy — ¢yHKUMA YNpOLWEHHOW MaplpyTU3aumm MHOroaapecHbIX AaHHbIX
mexay cetamu. Jna ynpaBaeHus mapLlupytusaumnen ncnonb3yetcsa npotokon IGMP.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH Ana pes3epBnpoBaHMA MapLLpyTU3aTOPOB, BbINOAHA-
IOLLMX POAb LWO3A NO YMOIYaHMI0. ITO AOCTUraeTcA NyTém obbeamHeHus IP-uHtep-
¢delicoB rpynmnbl MapLpyTU3aTOPOB B OA4MH BUPTYa/ibHbIN, KOTOPbLIN ByAeT MCnob30-
BaTbCA KaK LUK03 MO YMONHYaHMIO A/19 KOMMbIOTEPOB B CETH.

lpomokon OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMUYECKOM MapLIPYTM3aLLMKN, OCHO-
BaHHbIA Ha TEXHONOTUU OTCAEXMUBAHUA COCTOAHUA KaHana (link-state technology) u
NCMONb3YIOWMIACA ANA HAXOXKAEHWA KpaTyalLwero Nyt anroputm enkcTpbl. NpoTo-
kon OSPF npeactasnsetr coboit NpoTOKoN BHyTpeHHero wato3a (IGP). MpoTtokon
OSPFv2 pacnpocTpaHsieT MHGOopMaLmio 0 AOCTYNHbIX IPv4-MmaplupyTax mexay mapLu-
pyTM3aToOpamun 0LHON aBTOHOMHOW CUCTEMBI.

Mpomokon OSPFv3

MpoToKon gMHaMmuyecKkon mappytmsaumm OSPFv3 pacnpocTpaHsaeT MHpopmauuto o
[OCTYNHbIX IPV6-MaplupyTax Mexay MaplipyTusaTopamu OLHON aBTOHOMHOM cwu-
cTembl.
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lpomokon RIP

RIP (Routing Information Protocol) — npoTokon mapuwpyTHO UHbOPMaLMK, OTHOCA-
WMIACA K BHYTPEHHMM MNPOTOKOMAM MapLpyTM3aLMnM AUCTAHUMOHHO-BEKTOPHOTO
™na.

1.2.5 ®yHKkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KayecTBa 06CyKUBAHMUSA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOWCTBO NoAAepNBaEeT NpruopmTesaLmio ncxoaawero TpadurKka no ovyepessam Ha
Kaxaom nopTty. PacnpegeneHune nakeToB No o4epesam MOXKET NPON3BOAUTLCA B pe-
3y/bTaTe KnaccudurKaLmMm NakeToB Mo PasMYHbLIM NOMAM B 3aro/I0BKax NakeToB.

ModdepxkKa knacca
obcnyrcueaHus 802.1p

CraHgapT 802.1p cneunduumpyeT meToq yKasaHUsa NpMopuTeTa Kaapa M anroputm
MCMNO/Ib30BaHMA NpUOpUTETa B LeIAX CBOEBPEMEHHOW AO0CTaBKU YyBCTBUTENBHOTO K
BPEMEHHbIM 3agaep*KKam Tpaduka. CtaHgapT 802.1p onpeaensetr BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOryT MCNONb30BaTb 3HAYeHUe npuoputeta 802.1p gnA
pacnpeaenieHna KagpoBs No NPUOPUTETHLIM ovepeaam.

1.2.6 ®PyHKYyuu obecneyeHus 6ezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6e3onacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeLHa3Ha4YeHHan 4J1A 3alunTbl OT aTak C UCMO/Ib30BAHNEM
npotokona DHCP. Ob6ecneumsaet ¢punbrpaunto DHCP-coobuieHMiA, NnocTynuBLINX C
HeHaAeXHblX NOPTOB MyTEM MOCTPOEHUA U NOALEPNKAHWUA Hasbl JAHHbBIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT AencTeua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep 0 TOm, C KaKoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi nopT npuLien 3anpoc.

Mo ymonyaHuio KOMMYTATOp, UCNonb3yowmii dyHKLMo DHCP snooping, 06HapyKu-
BaeT u otbpacbiBaeT Ntob6oin DHCP-3anpoc coaepskalinin onuuio 82, KOTOPbIN OH MNo-
Ny4ynn yepes HeHagEéxHbIM (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

dyHKUMA KOMMYTaTOpa, NpeAHasHavYeHHasa 419 3almMTbl OT aTak C UCMo/1b30BaHNEM
npoTtokona ARP. CoobLieHre, KOTOpOe NOCTYMNaeT C HeHaAeKHOro NopTa, Noasepra-
eTcsA NpoBepKe — cooTBeTcTBYeT v IP-agpec B Tene npuHaToro ARP-nakeTa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnNagaloT, TO KOMMYTaTOP OTOPACbIBAET NakKerT.

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHpOpMaLMK, coaepsKaLleica B 3arosioBKkax ypoBHen 2, 3 u 4, y aAMUHU-
CTpaTopa ecTb BO3MOMKHOCTb HacTpouTb 40 100 npasu, COrnacHo KOTOPbIM NakeT by-
net obpaboTtaH, NMbo oTbpoLleH.

IP Source address
Guard

®yHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpaduk, PuabTpya ero Ha ocHoBa-
HUK TabMLbl cCOOTBETCTBUI 6a3bl aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTu-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl ¢ noa-
meHoit IP-agpecos.

1.2.7 ®yHKyuu ynpaeseHUs KOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM YNPaBAEHNA KOMMYTaTOPamMM

3azpy3ka u ebi2py3Ka
¢aiina Hacmpoliiku

MapameTpbl YCTPONCTB cOoXpaHAtoTCA B daiiie HaCTPOIMKKN, KOTOPbINA COAEPKUT AaH-
Hble KOHPUrypaLmMm KaKk BCEN CUCTEMbI B LLE/IOM, TaK U ONpeaesieHHOro nopTa ycTpomn-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca a4na onepauuii 3anmcu u yteHma dainos. NpoTokon oc-
HOBaH Ha TpaHcNopTHOM npoTokone UDP.

YcTpoicTBa noanepKMBatoT 3arpysky 1 nepegadyy no AaHHOMy NpoToKoay ¢annos
HACTPOMKK U 06pa30B NpPorpaMmHoOro obecneyeHus.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 15




HELTEX

MpoTtokon SNMP ucnonbsyeTca ANA MOHUTOPUHIA M YNPaB/JEHUSA CETEBbIM YCTPOW-
lpomokon SNMP cTBOM. [1nA ynpaBaeHMa AOCTYNOM K CUCTEME OnpeaenaeTca CrUCOK 3anmcen coob-
LLLeCTBa, KarkAan U3 KOTOPbIX COAEPKUT NPUBUAETUM AOCTyNA.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectBnaeTca NOKanbHO Yepes no-
Uumepdpeiic cnenoBatesibHbIA NopT RS-232, inbo yganeHHo yepes Telnet. MHTepdeinc KomaHa-
KOMAHOHOU cmpoKu HOW CTPOKK KoHconu (CLI) sBafeTca NpomMbllWaAEHHbIM CTaHAapToM. MHTepnpeTaTop
(CLI) CLI npenocTaBnsieT CMMCOK KOMAHA U KAKOYEBbIX C/10B A1 MOMOLLM NO/Ib30BATENIO U
COKpaLLeHNto 06 bema BBOAMMbIX LaHHbIX.
syslog Syslog — npoToKon, obecneunBaowWwmii nepesady coobLLEeHNIn O NPOUCXOAALLNX B CU-
cTeme cobbITUAX, a TaKXKe yBefOMNEHUI 06 OlWIMBKax yaaNeHHbIM cepBepam.
SNTP Mpotokon SNTP — NPOTOKON CUHXPOHM3ALMN BPEMEHMN CETWU, FapaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMKN BpEMEHWN CETEBOrO YCTPOMCTBA C CEPBEPOM A0 MUTUCEKYHAbI.
Protocol)
Traceroute — cny»ebHan GyHKLMA, NpegHa3HauYeHHan 41A onpeseeHns MapLlpyTos
Traceroute nepeaayun AaHHbIx B IP-ceTax.
YnpaeneHue
AZMUHUCTPATOP MOXKET onpesennTb YPoBHU NPUBUAETUIA AOCTyNa ANA NONb30BaTe-
KOHMponupyemosim . . .
el yCTPOMCTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YPOBHA NpUBUAETrNI (TONbKO Ann
docmynom — ypoeHu o
. yTeHuA — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaBAMBaTb 3amnpeT AOCTyna K KakAomy uHTepdelicy
Brokupoexa ynpasnenus (SNMP, CLI). 3anpeT Mo¥eT 6bITb YCTAaHOB/MEH OTAENbHO A/A KaXKA0ro
- TMNa gocTyna:
unmepdpeiica e Telnet (CLI over Telnet Session);
ynpasneHus o SNMP;
e SSH.
JlokanbHas [ns nokanbHOM ayTeHTUOMKaALMKN NOALEPKUBAETCA XpaHeHUe naposei B 6ase gaH-
aymeHmuguKayus HbIX KOMMYTaTOpa.
bunempayus IP- Joctyn no SNMP paspelwaeTca ana onpegeneHHbix IP-agpecos, ABnAKOLWMXCA Yne-
adpecos 314 SNMP Hamn SNMP-coobuiecTsa.
DHCP-cepBep ocyLecTBAAET LLEeHTPAaAN30BaHHOE yrpaB/ieHNe CeTeBbIMU afpecamu
M COOTBETCTBYHOLWMMMN KOHOUTYPALMOHHBIMM NapaMeTpammn, aBTOMaTUYECKUN Npeso-
CTaBAAA UX KNNEHTaM.
®yHkyuu DHCP-
cepsepa ’ |  PyHKUMA NnoapeprKuBaeTca ToNbKo Ha moaenax MES2424, MES2424B,
. MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2448,
MES2448B, MES2448P, MES2420-48P, MES2411X, MES3400-24,
MES3400-24F, MES3400-48, MES3710P.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdUKaUmm, aBTopusaumnm u yyerta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NOAb30BaTeNEN, KOTOPaA COAEPKUT AaHHble
Knuenm RADIUS NpPOBEPKM NOAJIMHHOCTM ANA KAaXA0ro nonb3oBaTena. KommyTtatopbl cogepat Kaum-
E€HTCKYo YacTb npoTokona RADIUS.
TACACS+ YCTpOMNCTBO NpesocTaBAAeT NOAAEPKKY NPOBEPKM MOAJMHHOCTU KNMEHTOB Nocpes-
(Terminal Access ctBom npotokona TACACS+. MpoTtokon TACACS+ o6ecnejMBaeT LLeHTPaNMN30BaHHYIO
Controller Access CVICTEI\:Iy 6e30nacHOCTU A8 NPOBEPKM NONb30BaTesIel, NOAyYaloWMx AO0CTyn K
YCTPOMCTBY, @ TaK)Ke LEHTPA/NIM30BaHHYO CUCTEMY ynpaB/ieHUA npu cobaoaeHum
Control System) cosmectumocTtu ¢ RADIUS n gpyrumun npoueccamm nposepKu NOAJANHHOCTU.
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1.2.8 [onoaHumenvHbie hyHKYuUU

B Tabmue 8 npuBeaeHbl 4ONONHUTENbHbIE QYHKLMU YCTPOMCTBA.

Tabnunua 8 — [lononHuTeNbHbIE GYHKUUKM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbl UMEIOT B CBOEM COCTaBe NPOrpaMMHble M annapaTHble cpea-
mecmupoeaHue Kabens | cTBa, NO3BOAAIOLME BbINONHATL GYHKLMM BUPTYyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep No3BOJIAET ONpeae/InTb COCTOHNUE MEAHOTO Kabens cBA3M.
JAuazHocmuka YCTPOMCTBO NO3BOIAET TECTUPOBATb ONTUYECKUIA TPaHcuBep. Mpu TeCTUPOBaHUM OT-
onmuyYyecKoz20 CNEXUBAIOTCA TAKMe MapamMeTpbl, KaK TOK M HanpsaXeHue nuTaHuA, TemnepaTypa
mpaHcusepa TpaHcuBepa. [na peanmsaumnn TpebyeTtcs nogaepikka sTux GyHKUUI B TpaHCcMBeEpE.
UDLD (Unidirectional MpPOTOKO/1 BTOPOro YPOBHSA, CO34aHHbIN 415 aBTOMaTUYECKOro 06HapYKeHMA NoTepu
Link Detection) [OBYXCTOPOHHEN KOMMYHUKALMM Ha ONTUYECKUX JIMHUAX CBA3W.
KommyTaTop 06/1343aeT BCeMU HEOOXOAMMbIMU XapaKTEPUCTUKAMU A5 paboTbl ¢
npotokonamu MMS, GOOSE, SV:
Coomeemcmeue e  Manas BennumHa 3agep*Kkn GOOSE-coobuieHua npu nepeaade;
e  YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHus;
cmaHdapmy M3K P yp 9 . ’
61850 e  YmeHue paboTaTb C TErOM BUPTYasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobuieHus;
e [lopaep:kka nepeaaym multicast-coobuieHunii U BO3MOMXKHOCTb paboThbl €
onpeaeneHHbIM cTaHaapTom M3K 61850 grMana3oHoM rpynn BeLaHuA.

1.3 OcHOBHbIe TEXHUYECKMNE XapaKTepPUCTUKHU

OCHOBHble TEXHUYECKME NapamMeTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabaumue 9.

Tabnunua 9 — OCHOBHblE TEXHUYECKUE XapPaKTEPUCTUKMU

0O6wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

8 x 10/100/1000BASE-T (RJ-45)

NHTepdelichl

MEE;XSZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)
MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2428T 1 x KoHconbHbI nopt RS-232 (RJ-45)

4 napbl BXOAHbIX CyXMX KOHTaKTOB

24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES2424 24 x 10/100/1000BASE-T (RJ-45)
MES24248 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

48 x 10/100/1000BASE-T (RJ-45)

mgz;zz:;c 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES2448P 48 x 10/100/1000BASE-T (PoE/PoE+)

MES2420-48P

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MponyckHasa cnocob-
HOCTb

MES1428

12,8 reut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c
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MES3710P

24 Téut/c

MES2428

MES2428P
MES2428B
MES2428T

56 réut/c

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES3400-24
MES3400I-24
MES3400-24F

128 rewt/c

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48

176 reut/c

MES2411X

236 I6uTt/c

Mpownssogutens-
HOCTb Ha MaKeTax
ONMHoM 64 6aiital

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P

17,8 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2424
MES24248B
MES2424FB
MES2424p
MES2410-08DP
MES2410-08DU
MES3400-24
MES3400I-24
MES3400-24F

95,2 MPPS

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48

130,95 MPPS

MES2411X

175,5 MPPS

1 3HaueHna yKasaHbl A8 0AHOCTOPOHHEN nepeaaymn
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Ob6bem bydepHoi
namaTum

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 K6awit

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 M6air

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48

2 M6aut

O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mbawt

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 M6ant
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MES2420-48P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaut

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

64 Mb6ait

Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

8192

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384
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MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3710P

32768

Konnyectso ARP-3anucei 1000

Noaanepxka VLAN cornacHo 802.1Q po 4094 aktusHbix VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 509
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konuyectso rpynn MES2424

L2 Multicast MES2424B
(IGMP snooping) MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

4094

MES2424

Konunuyectso rpynn MES2424B
L3 Multicast MES2424P 512
(IGMP proxy) MES2410-08DP
MES2410-08DU
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MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

2048

Konnyectso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha ntoboe KonnyecTso MHTepdhencos

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1024*

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

2048!

! lobaBneHne npaBuaa Ha Kax bl MOPT pacxoayeT annapaTHble pecypcbl obLero nyna.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 100"
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

Konnyectso npasun
Protocol-based VLAN

8 Ha ntoboe KonnyecTso MHTepdencos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P 128 (ingress)/256 (egress)
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Konnuectso npasun
SQinQ

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1024 (ingress?)/512 (egress)

! Mac-based vlan 1 SQinQ ncnonb3sytoT obLwme annapaTHble Pecypcbl.
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MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

2048 (ingress')/1024 (egress)

Konnyectso npasun
ACL

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MAC - 381
IPv4/IPv6 — 219/128

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

MAC — 509
IPv4/IPv6 — 384/192

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

MAC - 766
IPv4/IPv6 — 640/320

Konunyectso npasmn ACL B ogHom ACL

Konnyectso mapuu-
pytos L3 IPv4
Unicast

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496
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MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3710P

2048

Konunuectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

512

Konnyectso VRRP-
MapLLpPYTU3aTOPOB

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3710P

32
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KonunyectBo L3-uH-
Tepdelicos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

20 vlan, go 5 IPv4-agpecos B Kaxgom vian, ao 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, go 5 IPv4-agpecos B Kaxxgom vilan, oo 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

20 vlan, go 5 IPv4-agpecoB B Kaxaom vlan, o 512 IPv6 GUA cym-
MapHo ana Bcex vlan

Konunyectso BMpTyanbHbIX Loopback-mH-

Tepdelicos

10

Arperau,Mﬂ KaHa/1oB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES2428T
MES3708P

8 rpynn, o 8 noptos B ogHOM LAG
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3710P

24 rpynnbl, 40 8 nopTos B ogHOM LAG

Konnyectso aksemnasapos MSTP

64

Konunuectso sksemnnapos RPVST+!

64

Konunyectso DHCP pool?

5

Konnyectso aapecos, BblgaBaemMbIxX

DHCP-cepsepom?

4096

Konnyectso cratnueckmx 3anmncet DHCP-

cepsepa?

512, BK/tOYAA BCe CTaTUYECKMe 3annucu aaa ogHoro
naeHTudMKaTopa

KauectBo ob6cnyxuBaHma QoS

npuoputTnsaums TpaduKa, 8 yposHemn
8 BbIXOZHbIX o4yepenen C pasHbIMU NPUOPUTETAMMU O/1A KarKAOro
nopTta

CBepxa/IHHbIe

Kagpbl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

MaKCUMManbHbI pasmep naketos 10000 6ait

! dyHKUMA noagepkuBaeTca TONbKO Ha modenax MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-

48, MES3710P.

2 dyHKUMA NOAAEPIKMBAETCA TONLKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-

48, MES3710P.
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MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3710P

MaKCMMasbHbl pasmep naketos 12288 6aunt

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonibko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2448P,
MES3708P, MES3710P)

CooTBeTcTBME CTAHOAPTAM

M3K 61850
YnpasneHue
JlokanbHoe ynpasneHue Console
YpaneHHoe ynpaBieHue SNMP, Telnet, SSH, Web
dusnyeckme xapakKTepUCTUKU U YCI0BUA OKpYrKaloLeil cpeabl
MES2408C
MES2408CP CeTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL
MES2411X
MES2410-08DP CeTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3708P
MES2410-08DU CeTb nepemeHHoro Toka: 200-240 B, 50-60 Iy,
MCTOUYHMKHM
MTaHNA MES1428
MES2408 CeTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2428 CeTb NOCTOAHHOrO TOKa: 18-72 B
MES2428T
MES2424 CeTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
CeTb NOCTOAHHOrO TOKa: 18-72 B
m:;ﬁ?;gm CeTb NOCTOAHHOrO TOKa: 36—72 B
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MES2424pP

CeTb NnepemMeHHOro Toka: 176—264 B, 50-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,

CeTb NOCTOAHHOrO TOKa: 36-72 B

BapMaHTbl NUTAHUA:

- OAMH NUCTOYHMK MUTAHMA NOCTOAHHOIO UM NEPEMEHHOIO TOKa;

- ABA UCTOYHMKA NUTAHWMA MOCTOAHHOIO WM MEPEMEHHOrO TOKA C
BO3MOXHOCTbIO ropaYyeit 3aMmeHbl

CeTb NepemMeHHOro Toka: 176—264 B, 50-60 I'y,
BapMaHTbl NUTAHUA:

MES2448P - OANH UCTOYHUK MUTAHUA NOCTOAHHOIO UM NEPEMEHHOrO TOKQ;
- ABa UCTOYHMKA MUTAHWUA NOCTOAHHOIO UM NEPEeMEHHOro ToKa C
BO3MOXHOCTbIO FropAYeit 3aMeHbl
MES2408P ceTb nepemeHHoro Toka: 176-250 B, 50-60 Iy,
CeTb NOCTOAHHOrO TOKa: 36—72 B
MES2428P ceTb NnepeMeHHOoro Toka: 176-264 B, 50-60 Iy,
CeTb MNOCTOAHHOrO TOKa: 36—72 B
MES3400-24
MES34001-24 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3400-24F CeTb NOCTOAHHOrO TOKa: 36—72 B
MES3400-48
CeTb NOCTOAHHOIO TOKa:
MES3710P C BKtoYeHHOoM ¢dyHKuuel PoE: 48-57 B
C BbIKAtOYeHHOW dyHKLUMel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
aKKymynaTopHasa 6atapen: 12 B DC
XapaKTepUCTUKM 3apsagHOro YyCTPOMCTBa:
- TOK 3apAaga:
1,6£0.1 A — MES2408B, MES2424B, MES2428B;
MES2408B 1+0.1 A — MES2424FB, MES2448B;
MES24248B - HanpsKeHue cpabaTbiBaHUA pacLenuTensa Harpyskm —
MES2424FB 10-10,5 B;
MES2428B - NOPOroBOe HanpAXKeHne MHAMKALUM HU3KOoro 3apAaga — 11 B
MES2448B V‘ CeueHue nposopa ana noakntoueHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
eMKoCTblo He meHee 12 Ah, ana MES2424FB,
MES2448B pekomeHayetca ucnonb3osatb AKb
€MKOCTblo He meHee 9 Ah.
MES1428 AC
MES2408C 10 Br
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MakcimaneHas | MES2408B 33 Br
notpebnaemasn MES3708P 150 BT (c y4eTom Harpysku PoE)
MOLLHOCTb MES2408CP 150 BT (c yueTom Harpy3sku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
mgz;gggg AC 275 BT (c yyeTom Harpysku PoE)
MES2408P DC 280 BT (c yyeTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
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MES2428

MES2428T 18 Br

MES2428B 45 Bt

MES2428P AC 420 BT (c yueTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt

MES2424 DC 26 BT

MES2424B 49 Bt

MES2424FB 75 Bt

MES2424P 420 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt

MES2448B 66 BT

MES2448P 820 BT (c yueTom Harpysku PoE)

MES2410-08DP

275 BT (c yueTom Harpysku PoE)

MES2410-08DU

810 BT (c yueTom Harpysku PoE)

MES2411X 35 BT
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 BT
MES3400-48 52 Bt
MakcmmanbHas
noTtpebasemas
MoLlHOCTb 6e3 MES3710P 20 Bt
y4yeTa Harpysku
PoE
MES2408B 7 Bt
MES2424B 25 Bt
MakcmmanbHas
notpebsiAeman |\ \ecs 1oarp 47 Br
MoLLHOCTb 6e3
yaera sapana AKS MES2428B 20 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br
MES2408PL 65 BT
Bioaxet PoE MES2424p 70 e
MES2428P
MES2420-48P 1450 Bt
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
MES1428 AC 10 Bt
MES1428 DC 11 Bt
Tennosblae- MES2408 AC 7 Bt
neHune MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
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MES2408CP 30 Bt
MES2408IP DC1 15 Bt
MES2408P AC 35 Bt
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35 Bt
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
MES2424FB 62 Bt
MES2424P 50 BT
MES2428 18 Bt
MES2428B 23 Bt
MES2428P AC 50 BT
MES2428P DC 80 BT
MES2428T 18 Bt
MES2420-48P 160 Bt
MES2448 DC 48 Bt
MES2448B 53 Bt
MES2448P 100 Bt
MES2410-08DP 35BT
MES2410-08DU 90 Bt
MES3708P 30 BT
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
MES1428 AC
MES2408C
MES2408CP

AnnapaTtHas MES2428 AC

noaneprKka MES2428T AC ecTb

Dying Gasp MES2428P AC
MES2424
MES2424pP
MES2448B
MES2410-08DP
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MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428T DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES2410-08DU

HET

MHTepBan
paboumnx
Temnepartyp

MES2420-48P
MES2448P

ot -10 go +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP
MES2428
MES2428B
MES2428P
MES2428T
MES2448 DC
MES2448B
MES2411X

oT1-20 po +50 °C

MES2424 AC
MES24248B
MES2424FB

oT1-20 po +50 °C
Mpwu aKkcnayaTauum ycTpoicTB NpU TemnepaTtype Bbille
45 °C Heo6x0AMMO UCNO/b30BaTb UHAYCTPUANbHble SFP+
TPaHCUBeEPbI.

MES2408CP
MES2408P DC

ot -20 go +50 °C
Mpwu akcnayaTauum ycTpoicTB NpU TemnepaTtype Bbille
45 °C Heo6Xx0A4MMO UCNOb30BaTb UHAYCTPUANbHbIe SFP
TPaHCUBeEPbI.

MES2408 AC o1 -20 go +60 °C
MES2408IP DC1

MES3400I-24 oT -40 po +60 °C
MES3708P
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MES3400-24
MES3400-24F ot -10 po +45 °C
MES3400-48
MES3710P ot -40 po +70 °C

MES2410-08DP
MES2410-08DU

oT-15 go +50 °C

WHTepBan TemnepaTypbl XpaHeHUS

oT-40 po +70°C
(ot -50 po +85 °C — ansa MES3708P, MES3710P)

OTHOCUTENIbHAA BNAXKHOCTb Npw
aKcnayaTaumm (6e3 obpasoBaHuA

KOHAeHcaTa)

He bonee 80 %
(He 6onee 90 % — ana MES3708P, ana MES3710P)

OTHOCUTEIbHAA BNAXKHOCTb Npw
XpaHeHuu (6e3 obpasoBaHuA

o110 % 8o 95 %
(o015 % no 95 % — ans MES3710P)

KOHAeHcaTa)
MES1428
MES2408IP DC1
MES2408P
MES2428 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
MES2424

FabapuTHble MES2424B 430 x 44 x 203 mm

pasmepbl MES2411X

(lWxBxT) MES2424FB 430 x 44 x 243 mm
MES2424pP 430 x 44 x 225 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
MES2448P 440 x 44 x 447 mm
MES2410-08DP
MES2410-08DU 430 x 44 x 243 mm
MES3400-24
MES3400-24F 430 x 44 x 275 mm
MES3400I-24 430 x 44 x 278 Mmm
MES3400-48 440 x 44 x 330 mm
MES1428 2,26 Kkr
MES2424 AC 2,44 xr
MES2424 DC 2,42 kr

Macca MES2424B 2,54 kr
MES2424FB 2,69 Kkr
MES2424pP 3,36 Kkr
MES2408 1,72 kr
MES2408B 1,78 kr
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MES2408C
MES3710P 177 wr
MES2408CP 2,16 Kkr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 ke
MES2428T 2,37 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 kr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kr
MES2410-08DP 3,48 Kr
MES2410-08DU 3,74 kr
MES2411X 2,57 Kr
MES3400-24 4,63 Kkr
MES34001-24 5,2 Kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
CpoK cnyxb6bl He meHee 15 net
« Tun nuTaHua YCTPOﬁCTBa onpeaenaeTca npu 3aKase.

1.4 KOHCTPYKTUBHOE UCNOJIHEHUEe

B faHHOM pasgaesie ONUCaHO KOHCTPYKTMBHOE UCMOIHEHWE YCTPOICTB. MpeacTaBieHbl U306parkeHUs
nepeaHemn, 3agHel n 6BOKOBbIX NAHeiel YyCTPOMCTBA, ONMCaHbl Pa3beMbl, CBETOANOLHbIE MHANKATOPbI U Op-
raHbl ynpaB/ieHus.

Ethernet-kommyTaTopbl cepuint MES14xx, MES24xx, MES34xx BbINONHEHbI B METAN/IMYECKOM KOP-
nyce ¢ BO3MOXKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbIn Ethernet-kommytatop MES3708P BbiNOAIHEH B METAN/IMYECKOM KOpMyce C BO3-
MOKHOCTbO NOABELUMBAHMA HA WTAHIY TONWMWHOMN He 6osiee 8 Mm. CTeneHb 3aWwmTbl Kopnyca IP55.

Ethernet-kommyTtaTop MES3710P BbiNo/IHEH B METAN/IMYECKOM KOpnyce gas KpenaeHus Ha DIN-
pemnky.
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1.4.1 BHewHuii sud u onucaHue nepedHeli naHeau ycmpoliicme

BHewHM BuA nepeaHen naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 1A - 2 27 AELTEX MEs1a28

1 3 5 7 9 1 13 15 17 19 21 2
O L0 O L0 Ol 10 O L0 | [ G550 O 10 O Lo ol Lo Ol o o L0 Ol L0 O Lo | [O 0 10 ,;,,,W,w,mm,,
or 100BASE FX/LIOIBASE &

Console

0 o

T =S @| e b A Lo Lo B CEICEA B CRA BRI AL ) [
[ N NN NI
I I |
1 2 3 4 5 6 7

PucyHok 1 —lNMepeaHaa naHeno MES1428

B Tabnumue 10 npuBeaeH nepeyeHb pa3bemMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaBJ/ieHuUs,
PacnonoXKeHHbIX Ha NepegHel NnaHeAn KOMMyTaTopa.

Tabnunuya 10 — OnMcaHue pa3bemMoB, MHAMKATOPOB U OpraHOB yNpaB/eHuA nepegHer naHenn MES1428

dnemeHT nepeaHeit
naHenu

Ne OnucaHue

~110-250VAC, 60/50Hz max | Pasbem Ansa MOAKAOYEHUA K UCTOUYHUKY SMEKTPOMUTAHUA NepemMeHHOro
1A TOKa.

Power NHAMKaTOp NUTaHMA YCTPOMCTBA.

Alarm UHpuKaTop neperpesa.

KoHCObHbIM NOPT ANA IOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:

1 He ucnonbsyetca

2 He ucnonb3yeTca

3 RX

4 GND
3 Console 5 GND

6 TX

7 He ucnonblyetca

8 He ucnonbsyetca

9 He ucnonb3syetca
Pacnalika KoHcoNbHOro Kabensa npueeneHa B MpunoxkeHme A. KOHCObHbIN
Kabensb.

dyHKLMOHaNbHAA KHOMKA AN Nepes3arpysku yCcTpoincTea U cbpoca K 3aBoa-
CKMM HaCTpoOMnKam:

- NPW HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCcTpoICTBa;

- NPW HaXaTUW Ha KHOMKY AauTenbHocTblo 6osnee 10 ¢ nponcxoaunt cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.

5 | [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: CAOTbl AN YCTAaHOBKM TpaHcmeeposB 1000BASE-X Combo.

7 25, 26, 27, 28 o
rem LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.
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BHewHW BuA nepegHen naHenn ycTponcts cepnm MES2408 nokasaH Ha pucyHKax 2—10.

‘ 110250 VAC 60/50Hz max 0.5 A uioec 1 3 s T AELTeX MEs2408
@) o | Conn] Cimn] Cimn] L]
F
oty o = EEEE
1 2 3 4 5 6 7

PucyHok 2 — MNepeaHaa naHeno MES2408 AC

AELTEX MES2408

o = = R
o B = EES05

9 10
i e
L ]

1 2.1 3 4 5 6 7
PucyHok 3 —NepeaHAasa naHenb MES2408 DC

110-250 VAC 60/50Hz max 1A A WS $.e LTEX MES24088

1 3 5 7
18-
- 120 man 2 S0 OO O RO Ofh0] g0 1008ase-fx/20008ase.x
- power O consale
W Marm O .
ol iyl
L]
T () - oo o -]
L 2

4 & 8 1 -- — - — ]

2 23 3 4 5 6 7

o ®

PucyHok 4 — NepeaHas naHeno MES2408B

110-250 VAC 60/50Hz max 0.5 AN 3 SELTEX MES2408C
18-

1 3 5 7
oo oo ol Lo oo 9,10 - 10/100/1000BASE-T
@ 0 - o TO0OASE P A00OBASE X
] il . 9 10
e e
@ Alarm O foml s ey s e e ) (o] W for
2 4 6

— 8 g1 g I
2 3 4 5 6 6.1 71

PucyHok 5 — MNepeaHas naHenb MES2408C

110-250 VAC 60/50Hz max 2A by 9 &GLTGX MES2408CP

1 3 5 7
Tim] G o] o] [ -
‘or 100BASE-FX// X
) 0] 1357 = - ) 10
= SRR T s
LAemO | ??cs)o o O 0 O 0 O O (oLl |oseo
2 4 (3 8 IL |

=
g
g
8

®
@

1 2 3 31 45 6 6.4 7.1

PucyHok 6 — lNepeaHaa naHenb MES2408CP

A widiie AELTEX MES24081P
wsmrets

1 3 s 7
36-72VDC max 10A = =] I
(o 9,10 1000ASE-FX/J000BASE-X
PoE Console
1 9

[:38
[:83

il =5 §os) [ (SR
|
5

2.2 1|’> 31 4

PucyHok 7 — lNMepeaHas naHenb MES2408IP DC1
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176-250 VAC 60/50Hz max 24 s, N 3 R , JELTEX MES2408P
[P R
n PoE Consale
[ 2% . w
= =il
&rnﬁl ???? "_IQL_H_‘qr_”_‘sr_”_‘nl_ll OS"DI
o | |

SVELTEX MES2408P
ets

il

a3 1
st pEwce 1 3 5 7
36-72 VDC max 104 [=" [ (=] (- (=] -
o
-+
% Pol Consale E;]l_lllﬁI E;H_J]I;] [I‘I:I;Jll‘l] [:Iﬂ_‘lﬂlﬂ

PucyHok 9 — MepeaHas naHenb MES2408P DC

110-250 VAC 60/50Hz max 1A s AELTEX MES2408PL

@ v o |Cn] G o G|
o = & EDE05  Errs

Alarm O
— ] L 1

[:35:
|

O 0w

=200~

o
@

1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHasa naHenb MES2408PL

B Tabanue 11 npueeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepeaHen naHean KommyTtatopos cepun MES2408.

Tabanuya 11 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB yNpaB/ieHUA nepeaHei naHean KoOMmyTaTo-
pos cepun MES2408

Ne | dnemeHT nepegHeit naHenu OnucaHue

—re o
1 Knemma 3asemneHua = Knemma gna 3asemneHuna ycTpomcTea.

~110-250VAC, 60/50Hz max | Pa3bem AnA MNOAKAIOYEHUA K UCTOYHWKY 3/1EKTPOMUTaHUA NepemMeHHoro
1A TOKa.

Pasbem anA nogkato4eHMA K WMCTOYHWUKY SNEKTPONUTaHWMA MNOCTOAHHOMO
TOKa.

2.1 | 18-72 VDC max 10A

P
2.2 36-72 VDC max 1A/10A asdbemM AnAa NoAKNKYeHUA K MUCTOYHUKY 3SN1EeKTPONUTaHUA MNOCTOAHHOro

TOKa.
2.3 | 12VDC max 2A Pasbem gnsa NogKAtouYeHMa K akKyMyIATOpPHOM 6aTapen.
Power NHAWKaTOp NUTaHWUA YCTPOMCTBA.
3 Alarm MHauKaTop neperpesa.
Battery (ans MES2408B) NHankaTop paboTbl akKYMyNATOpHOM HaTapen.
3.1 | PoE1-8 MHanKaTopbl coctoAHMA POE-nopToB..
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KoHCONbHbIN NOPT ANA NOKaNbHOTO YNpaBieHNUA YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ucnonbsyeTca

He ucnonbsyeTca

RX

GND

GND

TX

He nucnonbsyeTca

He ucnonbsyeTca

Pacnaiika KoHconbHoOro kabena npueeaeHa B MNpunoxerHme A. KOHCO/bHbIN
Kabenb.

4 Console

oONOUL D WN PR

dYHKULMOHaNbHAA KHOMKa ANA nepes3arpysku ycTpoicTea U cbpoca K 3aBoa-
CKMM HaCTpoOWKam:
- NPV Ha)KaTWUM Ha KHOMKY A/MTeNbHOCTbI0O MeHee 10 ¢ npomcxoauT nepesa-

5 F N
rpy3sKa ycTponcTBa;
- NMPU HAXKaTMM HA KHOMKY AauntenbHocTbio 6osiee 10 ¢ npoucxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypaumum.

6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45).

6.1 | 9,10 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45).

CnoTbl AN YCTAHOBKM ONTMYecKMx TpaHcueepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.

Combo-nopTbl: cNOTbI ANA yCTaHOBKM TpaHcueepoB 1000BASE-X Combo.

7.1 10, LNK/SPD .
9,10, & LNK/SPD — cBeToBasA MHAMKALMA COCTOAHUA ONTUYECKUX MHTEPdECoB.

BHeLwWwHW BuA, nepeaHeit naHenn ycTpoicTs cepmm MES2428 nokasaH Ha pucyHkax 11-16.
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PucyHok 11 — MNepeaHAasa naHenb MES2428 AC
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PucyHok 12 — MNepeaHAasa naHenb MES2428 DC
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PucyHok 13 — lNepeaHAasa naHenb MES2428B
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170-264 WAC 60/50Hz max 34
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PucyHok 16 — NepeaHAasa naHenb MES2428T

B Tabanue 12 npmBeaeH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB M OPraHoOB ynpaBiaeHus,
pacnosoXeHHbIX Ha nepeaHel NnaHeAn KOMMYTaTopoB cepun MES2428.

Tabnvua 12 — OnucaHune pasbemoB, MHAMKATOPOB U OPraHoB yNpaBaeHUA NepeaHein NnaHe M KoMMyTaTo-
pos cepun MES2428

~110-250VAC, 60/50Hz max
1A Pasbem AnAa NOAKMOYEHMA K WCTOYHWUKY 3NEKTPOMUTaHUA MNepemMeHHOoro

1
(170-264 VAC 60/50 Hz max | ToKa.
3A ans MES2428P)
1.1 | 12vDC max 2A Pazbem Ana NOAKAYEHNSA K aKKYMYIATOPHOM HaTapeu.

18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ana Pasbem ana noaKNto4eHNA K UCTOYHUKY 31eKTPONUTAHMA NOCTOAHHOIO TOKaA.
MES2428P DC)

Power MNHAWKaTOp NUTaHWA YCTPOICTBA.
Alarm MHanKaTop neperpesa.
2 PoE NHankaTtop pabotbl PoE.
Battery (ana MES2428B) NHAnKaTOp paboTbl aKKYMyNATOPHOM HaTapew.
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KOHCONbHbIV NOPT AN5 NOKANbHOO YNPaB/eHUs YCTPOUCTBOM.
PacnvHoBKa pa3bema ciegytoLian:
1 Hewucnonb3yeTtca
2 He ucnonb3lyetca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ucnonbsyetca
8  He ucnonb3syetca
Pacnalika KoHcoNbHOro Kabena npuseneHa B MpunoxkeHne A. KOHCONbHbLIN

Kabenb.

dyHKUMOHaNbHAA KHOMKa 414 Nepe3arpysKku ycTpoicTea n cbpoca K 3aBoa-
CKMM HacTpoMKam:
- NPY HaKaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-

4 F
rpy3Ka yCTpOWMCTBa;
- MPM Ha)KaTUM Ha KHOMKY AautesnbHocTbio 6osiee 10 ¢ npouncxoant copoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

Combo-nopTbl: cnoTbl AAs ycTaHOBKM TpaHcueepos 1000BASE-X Combo.

7| 25,2627, 28, LNK, SPD LNK/SPD — cBeToBas MHAMKALMA COCTOAHMA ONTUYECKUX UHTEPENCOoB.

8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHWMn BuA nepegHen naHenun yctpoicts MES2424, MES2424B, MES2424P, MES2420-48P,
MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48 nokasaH Ha
pucyHkax 17-27.

110-250 VAC 60/50Hz max 1A 1.24-10/100/10008ASE T
N MG1YG4- J00ORASEX/AGGIASER (it |
e
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'
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Aam QOO
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PucyHok 19 — MNepeaHaa naHeno MES2424P
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PucyHok 20 — MNepeaHaa naHenb MES2448 DC
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PucyHok 21 — NepeaHaa naHenb MES2448B
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PucyHok 22 — MNepeaHaa naHenb MES2448P
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PucyHok 25 — lNepeaHas naHenb MES3400-24
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PucyHok 26 — lNepeaHaa naHenb MES34001-24
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PucyHok 27 — NepeaHas naHenb MES3400-48

B Tabnvue 13 npuseaeH nepeyeHb Pa3beMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB ynpas/ieHus,
pacrnonoXeHHbIX Ha nepeaHer naHenn kommyTtatopos MES2424, MES2424B, MES2424P, MES2420-48P,
MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48.

Tabanua 13 — OnncaHMe pPasbeMOB, MHAMKATOPOB M OPraHoOB YNpPaB/ieHNa nepeaHel NaHean KOMMYTaTo-
pos MES2424, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-48

dnemeHT ne 7
Ne PeAHen OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNIOYEHUA K MUCTOYHMKY 3/EKTPONUTaHUA NepemMeHHOro
1A TOKa.
1.1 | 12VvDC max 2A Pasbem gns nogKntoyeHUa akkyMynaTopHoi 6aTapen.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
PS1 (ana MES2448P) MHAMKaTOp cOCTOAHUA NepBoro 610Ka NUTaHuA.
PS2 (ana MES2448P) MHAMKATOP COCTOAHWUA BTOPOro 610Ka NMTaHuA.
Status (ans MES2420-48P) MHAWKaTop cTaTyca ycTpolcTaa.
2 Alarm MHavkaTop neperpesa.
Master MHAaMKaTop pexxrnma paboTbl ycTpoiicTea (BeayLimii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTpONUTaHuA.
Battery (ana MES2424B, NHAanKaTop paboTbl akKyMynsTopHoM b6aTapeun
MES2448B) AvkaTop p ymynarop pen.
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KoHCONbHbIV NOPT AN5 NIOKANbHOIO YNPaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 Hewucnonb3yeTca
2 He ncnonbsyetcA
3 RX
4 GND
4 Console
5 GND
6 TX
7  He ucnonb3yetca
8 Hewucnonbsyetca
Pacnaiika KoHconbHOro Kabena npueeaeHa B MNpunoxkeHne A. KOHCONbHbIN
Kabeno.
®YHKUMOHaIbHasA KHOMNKA ANA nepesarpysKku ycTpoincTea u cbpoca K 3aBoa-
CKMM HacTpoMnKam:
5 E - MPU HaXKaTUKN Ha KHONKY AAUTeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCcTpoMiCTBa;
- MPM Ha)KaTuM Ha KHOMKY AnuntenbHocTbio 6onee 10 ¢ npoucxoant cbpoc
HACTpOeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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6 | [1-8], [1-24], [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

7 [XG1 - XG4], [XG1 — XG11] CnoTbl 4na ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

8 USB USB-nopr.

BHewHW BUA nepegHen naHenum yctpoiicte MES2424FB, MES3400-24F noKasaH Ha pUCyHKax 28-

AELTEX
MES2400-24F

PucyHok 29 — MepeaHasa naHenb MES3400-24F

Tabnnua 14 — OnucaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB yNpas/ieHUs nepeaHen NnaHe M KoOMMyTaTo-
pos MES2424FB, MES3400-24F

dnemeHT nepegHen
naHenu

Ne OnucaHue

1 ~110-250V AC, 50-60 Hz Paszbem AnAa NoAKAKYEHUNA K UCTOYHUKY 3NEKTPONMUTAHUA NepemeHHOro

TOKa.
2 12v DC Pazbem ons NoAKAOUYEHMUA aKKYMyAATOpHOM 6aTapen 12V.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm NHAanKaTop aBapuu.
Master WMHpunkaTop pexunma paboTbl ycTpolicTsa (BeayLmii/Besomblii).
3 Battery (ons MES2424FB) NHanKkaTop paboTbl akkymynsaTopHon batapeu.
Fan MHanKkaTop paboTbl BEHTUNATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMUA.
4 UnitID NHAnKaTop HOMepa YCTPOMCTBA B CTEKE.

KOHCONbHbIM NOPT AR NOKaNbHOTO YNpaB/ieHNUsa YCTPOMUCTBOM.
PacnuHoBKa pasbema cneaytoLlas:

He ucnonbsyetca
He ucnonbsyeTca

PacnaiKka KoHconbHoOro kabensa npueegeHa B MpunoxkeHne A. KOHCONbHbIN
Kabeno.

1 Hewucnonb3yetca
2 He ucnonbayetcA
3 RX
4 GND
5 Console 5 GND
6 TX
7
8
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PyHKLMOHaNbHAA KHONKA A1A nepe3arpysku ycTpoicTea 1 cbpoca K 3aBo-
ACKMM HacTpoMKam:

- MPU HaXKaTUKM Ha KHOMKY ANTEeNbHOCTbIO MeHee 10 ¢ npoucxoauTt nepe-
3arpysKa ycTpoicTBa;

- MPY Ha)XaTUM Ha KHONKY AnuTenbHocTblo 6onee 10 ¢ npoucxoamut cobpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.

CnoTbl ANA YCTAaHOBKM ONTUYECKMX TpaHcusepoB 100BASE-FX/1000BASE-X

7| 124 (SFP).

8 [XG1-XG4] Cnotbl gna yctaHoBKM TpaHcueepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BMA nepegHux naHenen ycrponcts MES2410-08DP, MES2410-08DU noKasaH Ha pUCYHKax
30-31.

 ERREEEL S000000¢ S0 e e S P N S S N N e N e S N S

& cust
74 tasevaace

Consale

1 2 34 5 6 7

YT (Ar A fararara)
AELTEX MES2410-08DU

1 2 3 4 5 6 7
PucyHok 31 — MNepeaHaa naHens MES2410-08DU

Tabanuya 15 — OnucaHne pasbemMoB, MHAWMKATOPOB M OPraHOB YNpaB/ieHMA nepegHein naHean KOMMyTaTo-
pos MES2410-08DP n MES2410-08DU

No dnemeHT nepeaHen Onncanme
naHenm
100-240 V AC, 50-60 Hz
1 (mna MES2410-08DP) Pasbem ana nogKknwyeHMAa K UCTOUYHMKY 3N1EKTPOMUTAaHWA NepemMeHHOro
200-240 V AC, 50-60 Hz TOKa
(ans MES2410-08DU)
2 UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE
Power NHAMKaTOp NUTaHMA yCTpOMCTBa
Alarm MHauKaTop aBapum
3
Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLwmii/seaomblii)
PoE MHankaTop paboTbl PoE.
DyHKUMOHANbHAA KHOMKa A1A nepesarpysku ycTpoiicTea u cbpoca K 3aBo-
OCKUM HacTpoMnKam:
4 P - MPM HAXKaTMUM HA KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ nponcxoauT nepe-
3arpysKa ycTpoucTBa;
- MPW Ha¥KaTMM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOW KOHOUrypauuu.
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KOHCONbHbIN NOPT A/1A SIOKAbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

9 He ucnosb3syetca

10 He ucnonb3yetca

11 RX

12 GND

13 GND

14 TX

15 He ucnonb3yetca

16 He ucnonbsyertca

17 He ucnonb3yetca

Pacnalika KoHco/bHOTrO Kabena npuseaeHa B NPUAOKEHUM A.

5 Console

6 [1-8] MopTbl 10/100/1000/2500BASE-T (RJ-45).

7 [XG1, XG2] Cnotbl gna yctaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+)

BHewHMI BUA nepeaHen naHenn yctponcrea cepmm MES3710P nokasaH Ha pucyHKe 32.

==
JueLTEX
—] MES3710P
0] 0
R
(] 0
0 0
BIER
1 (] 0
0] 0
IR
] 0 (1002 ]
0 0 |s00: 2
BERESe) | [
| | ] 0 |700s | |
] O pwr1 B
QO pwr2 4
O Alarm
Q Temp ||
: S
(e,
Console
Nk Q) 6
12 |7
|| sPD Q)
1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 32 — lNepeaHAasa naHenb MES3710P

Tabnnya 16 — OnucaHue pasbeMoB, MHANMKATOPOB M OPraHoOB ynpasaeHus nepeaHen naHenn MES3710P

Ne AnemeHT nepeaHen Onncanme
naHenm
1 [1-8] MopTbl 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBasa MHAMKaumA PoE.
CnoTbl ANA YCTAHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPdENCOB.
PWR1, PWR2 NHAMKaTOpbl NUTAHUA YCTPOICTBA.
4
Alarm NHanKaTop aBapuu.
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Temp MHanKaTop Temnepatypsl.

DyHKUMOHANbHAA KHOMKa A/1A nepesarpysku ycTpoiicTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:

- NPU HaXXaTUKN Ha KHONKY A/INTE/IbHOCTbIO MeHee 10 c. nponcxogunt ne-
pesarpyska ycTpoicTBa;

- NPU Ha¥XaTMM Ha KHOMNKY AAuTenbHOCTblo 6onee 10 c. npoucxoauT
cbpOC HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUTypauuu.

KOHCO/IbHbIV NOPT AN1A NOKAbHOMO YNPABAEHUA YCTPONCTBOM.
PacnuHoBKa paszbema crneayoLwan:

He ncnonb3yeTca

He ncnosb3yeTca

RX

GND

GND

X

He ucnosb3yeTca

He ucnosb3yeTca

Pacnalika KOHCO/IbHOTO Kabena npueeaeHa B MpunoxeHune A. KoHconb-
Hbll1 Kabenb.

6 Console

O NOOUhA, WN P

1.4.2 3a0HAA u 8epxHAA NaHenu ycmpoliicme

BHewWwHWn BMUA 3agHei naHenn kommyTtatopoB MES14xx, MES24x, MES34xx (BepxHei gna 3710P)
NpUBEAEH Ha PUCYHKAX HUKE.

PucyHok 33 —3agHaa naHenb MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1, MES2408P,
MES2424 n MES2424B

PucyHok 35 — 3aaHaa naHenb MES2424P, MES2428P
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PucyHok 36 — 3aaHAs naHenb MES2448 DC
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PucyHok 41 — 3aagHAaa naHenb MES2424FB
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PucyHok 44 — 3apgHaa naHenb MES2410-08DP, MES2410-08DU

B Tabnuuax 17 u 18 npuBeaeH nepeyeHb pasbeMOoB, PACMONOKEHHbIX Ha 3agHElN NaHeAn Kommy-
TaToOPOB.

Tabnmua 17 — OnucaHWe pasbemoB 3afHel naHenn kommyTtatopos MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHel naHenn OnucaHue

e <
1 Knemma 3aszemneHuna = Knemma gna 3asemneHuna ycTpomcTea.

Tabnnua 18 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48

Ne dnemeHT 3agHen naHenun OnucaHue

1 BeHTMNATOPbI ANA OXNaKAEeHUA YCTPOMCTBA.
—_—— -

2 Knemma 3azemneHna = Knemma pgna 3asemneHunsa yCTpomucTea.

Pa3zbem NA NOAKNKYEHNA K UCTOYHUKY SNEKTPONUTaHMA MNOCTOAHHOTIO
3 |36-72VDC A A y P

TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MEepPemMeHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem gns NnogKAtoueHns akkyMynaTopHol baTtapee.
5 CNOTbI ANA YCTaHOBKM 6710- CnotT ans ycTaHOBKM pe3epBHOro 61oKa nutaHma AC nnmn DC.
6 KOB NnTaHnA CnoT AnA yCTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.
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BHewHMI BUA BepxHel naHenn kommyTtatopa MES3710P npuBeaeH Ha pucyHKe 45.
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PucyHok 45 — BepxHaa naHenb MES3710P

B Tabnunue 19 npusBeaeH nepeyeHb pasbeMoB, PaACMoOIOKEHHbIX Ha BePXHEW NaHenn KommyTatopa
MES3710P.

Tabnunuya 19 — OnucaHne pasbeMoB BEpPXHEN NaHenn Kommytatopa MES3710P

Ne dnemeHT 3agHel naHenu OnucaHue
[ — )
1 Knemma 3asemnenHuns = Knemma pns 3a3emneHuns ycTponcTea.
PaszbeMbl gn1a NOAKNOYEHUA K UCTOYHUKAM 3/1EKTPONUTAHMUA NOCTO-
2 48 (45~ 57) VDC A NoA P
AHHOTO TOKa.
3 12VDC max 5A PeneiHbiN BbIxO4 aBapuiiHOM curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokosevie naHenu ycmpolicmea
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PucyHok 46 — NpaBas 60KoBan naHenb Ethernet-kommyTtaTtopos
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PucyHok 47 — leBaa 6okoBan naHenb Ethernet-kommyTtatopos

Ha 60KOBbIX MaHeNAX YCTPOWCTBA PACMO/NOMKEHbl BEHTUAALMOHHbIE PELLeTKU, KoTopble CyKaT s
oTBoAa Tenna. He 3akpbiBaiiTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHMMW MpeameTamu. ITO MOXKeT
NPUBECTMU K NeperpeBy KOMMOHEHTOB YCTPOICTBA M Bbi3BaTb HapylleHuA B ero paboTe. PekomeHaaumu no
YCTaHOBKE YCTPOMICTBA Pacno/IoxKeHbl B pasaene «YCTaHOBKA U MOAKNIOYEHUEN.
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1.4.4 KoHcmpykmueHoe ucrosHeHue kommymamopa MES3708P

B gaHHOM pasgenie onnMcaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommytatopa MES3708P.

YCTpOIACTBO COCTOUT M3 OCHOBHOM NAaTbl, NAaTbl 610Ka NUTaHWA U Moaynen 3awmTbl nopTos Ethernet
10/100/1000BASE-T oT nepeHanpsxeHuiA. MnaTbl pacnonoKeHbl B MeTaNINYECKOM Kopryce.

[na KpenneHua YyCTPOMCTBA HA Kopnyce nNpeayCMOTPEH MEeTANIMYEeCcKUin KploK. KpenneHuwe
noABecHOe, Ha LWTAHIy TOAWMHON He 6onee 8 mm. lMoaKAtoYeHME NUTaHMA U ceTeBbIX MHTepdelicos
Npoun3BOAMUTCA K pa3bemam, PACcMOIOKEHHbIM BHYTPU KOpnyca. BbiBOA NpoBOAOB HapyXKy BbINOAHAETCA
Yyepes npesHasHavyeHHble 41 STOro OTBEPCTMA B KOPMyCe.

Ha pucyHKe 48 noKasaHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.

9 i

PucyHoK 48 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 20 npuBeaeHO onnucaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 51
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Tabanuya 20 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pasbemoB MES3708P

OnucaHue

Pasbembl AN yCTaHOBKM ONTUYeCKUX TpaHcueepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A niaTa yCTPoMncTBa.

Mnata 610Ka NUTaHKUA.

Pasbem gna noaKnoveHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl Ana noaxaodeHna moaynein 3awmtbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpasKeHui.

Mogynu 3awmTbl nopTtos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Knemma gna 3asemneHus yCTpOﬁCTBa.

Pasbembl AnA NOAKAOYEHMA YCTPOMCTB IOKaNbHOM ceTn Ethernet.

O |0 | I N[O |~ W IN|F

FepmoBBo4 Ans Kabena 3/1eKTPONUTaHMA.

-
o

lFepmoBBOZ, 415 MeLHbIX U ONTUYECKUX Kabenel nokanbHoM ceTn Ethernet.

Iy
[N

Pasbem gna nogxntoueHMA K KOHCOM YCTPOICTBA Yepes HTepdelic RS-232.

1.4.5 Ceemoeas uHOuKkayusa

CocrosaHue nHTepdeincos Ethernet nuHanumpyetca asyma ceetoanMoaHbIMU MHANKaTopamu, LINK/ACT

3eneHoro useta u SPEED aHTapHoro useTa. Pacnono)eHue ceetoamoaos NoKasaHo Ha pucyHKax 51, 49, 50.

() LNK
ey | () sPD

PucyHoOK 51 — BHelwHKWI BUA oagMHapHoro pasbema SFP/SFP+

LINK/ACT  SPEED

PucyHOK 52 — BHewHWI B1A, cABOeHHOro pasbema SFP/SFP+

LINK/ACT SPEED

]

PucyHok 53 — BHewHMiM BMA pasbema RJ-45

52
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Tabnuua 21 — CsetoBas nHAnKauma coctoaHuna Ethernet-noptos 10/100/1000BASE-T

CBeyeHMe MHAMKaTOpaA

CBeyeHMe MHAMKaTOpaA

CoctosiHne nHtepdeica Ethernet

100 M6wuT/c.

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHoBeHO coeanHeHMe Ha ckopocti 10 M6uT/c uam
BbikntoyeH lopuT nocToAHHO

fopuT NOCTOAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coenHeHue Ha ckopocTm 1000 M6uT/c.

X

MwuraHune

MpoeT nepepaya gaHHbIX.

_|

abnnua 22 — CeeTtoBas MH

AnKauma coctoaHna XG-nopTos

CBeyeHMe MHAMKaTopa

CBeyeHMe MHAMKaTOpA

CocrosaHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoyeH BbikntoueH MopT BbIKNOYEH NN COEAUHEHNE HE YCTaHOB/EHO.
BbikntoueH FopuT nocToAHHO YcTaHoOB/IeHO coeAnHeHne Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

FopnT nocToAHHO

YcTaHoBeHO coeanHeHne Ha ckopocTu 10 Méut/c.

X

Mwuranue

NaeT nepenaya AaHHbIX.

CuctemHble MHauKaTopbl (Power, Alarm) cnyxaT pasa onpeaeneHua coctoaHusa paboTbl y3noB
KommyTaTtopos cepun MES14xx, MES24xx, MES34xx.

Tabnuua 23 — CeeToBaa UHAMKALMA CUCTEMHbIX MHAMKATOPOB

Ha3saHue DyHKUMA -
CocTosiHMe MHaMKaTopa CocTosiHue ycTpoicTBa
MHAUKaTopa UHAWKaTopa
BbikntoyeH MMUTaHMe BbIK/IOYEHO.
. MNuTaHWe BKAOYEHO, HOPMabHanA
3eneHbln, rOpUT NOCTOAHHO .
paboTa ycTpoicTea.
. CamoTecTnpoBaHMe yCTPOMCTBA NpU
CocrosHue 3eneHblit, mepuaeT
Power ctapte (POST).
WUCTOYHMKOB NUTAHUA
OTcyTCTBME NEPBUYHOIO NUTAHUA
o OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
KpacHbIn, roput NOCTOAHHO .
YCTPOWCTBA OT pe3epBHOI0 MCTOYHMKA)
MU aBapuA BTOPUYHOTO MCTOYHMKA.
Al CocTosiHMe BbikntoyeH HopmanbHasa paboTa ycTpoicTea.
arm . ”
yCTpOMCTBA KpacHbin, roput noctoaHHo | lMeperpes nan aBapma BEHTUNATOPOB.
. MoakntoyeH notpebutens PoE (roput
NHankaTop 3eneHbln, ropuUT NOCTOAHHO N
WMHOMKATOP, COOTBETCTBYIOLWMI NOPTY).
PoE coctoaHua PoE- >
ROpTOB KpacHbI, roput noctoaHHo | Owwnbka PoE Ha nopTy.
BbikntoveH MoTpebutensb POE He noaKAtOYEH.
Mpu3HakK BeayLLero
Master yCTpOICTBa Npu BbikntoyeH PeXXnm cTeKMpoBaHUA He NoadepKaH.
paboTe B cTeke
WHAMKaTOP 3eneHslit, roput noctoaHHo! | AKB noaknoyeHa.
Battery COCTOAHUA KpacHbli1, ropuT noctosiHHO | HU3KMit ypoBeHb 3apasa AKB.
AKKYMYNATOPHOM
6aTtapeu BblkntoueH?! AKB oTKnto4eHa.
o Pe3epBHbIi ICTOYHUK NOAKAIOYEH U
3eneHbli, FOPUT NOCTOAHHO
Pexxunm paboTol paboTaeT HopmanbHoO.
RPS pe3epBHOro mnc- OTcyTCTBME NEPBMUYHOIO NUTAHMA
TOYHMKA NUTaHMA KpacHbIi, ropuT NOCTOAHHO | pe3epBHOro UCTOUYHWMKA UK ero
HEeNCnpaBHOCTb.

! Mpu nogknoueHnn AKB BO3MOXHA 3a4epKa CMeHbl MHAMKaLUUN A0 5 MUHYT

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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BbikntoueH Pe3epBHbIl7I MUCTOYHUK HE NOAKNIOYEH.

FAN

NeHbIN, T UT NOCTOAHH BeHTunAT bl T TH Ma/1IbHO.
WHauKaTop paBoTb 3es1eHbli, FOPUT NOCTOAHHO e opbl paboTatoT HOp o)

BEHTUNIATOPOB o
KpacHbIN, ropuT NOCTOAHHO HeuncnpaBHOCTb BEHTUAATOpPA.

v/

Ecamn niaukatop Alarm u uHaukatop PoE 0g4HOBpeMEHHO ropAT KPacHbIM LLBETOM, — 3TO
CUrHaNU3MpyeT 0 KpUTUUECcKoi owmnbke PoE.

1.5 KomnnekTt noctaBKu

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

Ethernet-kommyTaTop;

KomnnekT Kpenerka B cTonKy (Kpome MES3708P, MES3710P);

WHyp nutaHma EBpoBunka-C13, 1.8m (Tonbko ansa MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES1428 AC, MES2408 AC, MES2428 AC, MES2428T AC, MES2408P AC,
MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LWHyp nuTaHua NBC 2x1.5, 2m (Tonbko ana mogeneit MES2408IP DC1, MES1428 DC, MES2408
DC, MES2428 DC, MES2428T DC, MES2408P DC, MES2428P DC, MES2424 DC, MES2448 DC,
MES3710P);

CbeMHbIN KnemMmHble Konoaku (1 Pos. — 1 wr., 2 Pos. — 2 wr.) (Tonbko ana MES3710P)
MamATKa 0 AOKYMEHTaLMK;

CepTuduKat/aeKknapauma cooTBETCTBUS;

Macnoprt.

Mo 3aKa3y NoKkynatena B KOMNNAEKT MNOCTaBKN ONUMOHA/IbHO MOTYT ObITb BKAIOYEHDI:

PykoBoactso no akcnayataumm Ha CD-gucke;

Moaynb nutaHua PM160-220/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-
48) unm PM380-220/56 (ans MES2448P);

LWHyp nutaHua Esposuika-Cl3, 1.8m (B cayyae KOmNaeKkTauum moaysnem nutaHua PM160-
220/12 nan PM380-220/56);

Moaynb nutaHma PM100-48/12 (ans MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48);
LWHyp nutaHma MBC 2x1.5, 2m (B cnydae KomnaekTaumMm moaynem nutaHua PM100-48/12);
KoHconbHbIN Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT MOCTAaBKM YCTPOMCTBA BXOAAT KPOHLITEMHbI 418 YCTAHOBKMU B CTOMKY M BUHTbI A1A Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHok 54 — KpenneHune KpoHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TAaKMMM XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HaNpaBAAIOWMX CTOMKK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
yTO6bl YCTPONCTBO PACcMoNaranocb ropusoHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHoK 55 — YcTaHOBKa yCTPOIACTBA B CTOMKY

Ha pucyHke 56 npuseaeH npumep pasmelieHna kommytatopos MES14xx, MES24xx n MES34xx B
CTOlKe.

o MES14xx/MES24xx N1 (o]
o KabenbHbIn opraHansep o
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o]  MES14xMES24xx N3 |0
o KabenbHbIi opraHansep o
o _ MES14xx/MES24xx N4 (o]
o KabenbHelin opraHainaep (o}
o|  MES14xdMES24xx N5 o
o KabenbHblin opraHainaep (]

PucyHok 56 — PasameLieHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe
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.‘

.‘

.‘

.‘

He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaKKe BEeHTUNATOPbI, PACNO/IONKEHHbIE HA
3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.3 YcrtaHoBKa ycTtpoiicte MES3710P, MES3708P Ha DIN-peuky

KommyTatop MES3710P, MES3708P ycTaHaB/MBaeTcA BepTUKa/IbHO, TaK Kak 60KoBble na-
Henu obecneunBaloT TENN00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaK/IOHWUTb YCTPOWMCTBO BEPXHEM 4aCTbi0 KOMMYyTaTopa Has3azd W NonoxuTb nosepx DIN-
penkun. MpoBONOYHAA NPYKUHA KPENIeHUa AOMKHa 3alTH 3a BepxHHIoto KpomKy DIN-peliku.

2. HapasuTb Ha KOpNyc KOMMyTaTOpa CBEPXY.

3. He cHMMman gaBneHuUs, NpPUKaATb HUXKHIOK YacTb Kopnyca K DIN-pelike fo 3awenkmBaHums.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaswuTb Ha KOPNYyC KOMMYTaTOpa CBEPXY.
2. He cHMMasa AaBneHus, NOTAHYTb HUXKHIOK YacTb KOMMYyTaTopa Bnepea.
3. [MpunoagHAas Kopnyc, CHATb KommyTaTop ¢ DIN-peliku.

2.4 NopaKknioueHUe NUTAIOLWEN CETU

1. TMpexae, 4yeM K ycTpoincTey OyaeT noAk/aoveHa nNuTatowas ceTb, HEOBXOAMMO 3a3eMANUTD
KOPMyC YCTPOMCTBa. 3a3emneHne HeOBXOAMMO BbIMONHATb M30/IMPOBAHHBIM MHOTOXWUb-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHME 3a3eM/IAIOLLErO NPOBOAA AO/IKHbI CO-
OTBeTCTBOBaTb TpeboBaHuamm MY3.

MoaknoueHne J0NKHO OCYLLECTBAATLCA KBaNIMOULMPOBAHHBIM CNELMANIUCTOM.

2. Ecam npepnonaraetcs NOAKNHOYEHME KOMMbOTepa UAM MHOro 060pyAoBaHMA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060pPYA0BaHNE TaKKe AOKHO 6bIThb HaAEKHO 3a3eMNeHO.

3. ToaxntounTe K ycTpoicTey Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTALMM YCTPOUCTBA,
NMUTaHME MOMKET OCYLLECTBAATLCA OT CETU NepemeHHOro ToKa, AMbo OT CeTU MOCTOAHHOMO
TOKa. [1py NoAKNOYEHNM CETU NEPEMEHHOTO TOKA C1Ie4yeT UCNOAb30BaTb Kabenb, BXOAALLMIA
B KOMMIEKT YCTPOMICTBA. 1A NOAKNIOYEHNA K CETU NMOCTOAHHOMO TOKa MCMOb3yihTe NPOBOA,
ceyeHMem He MeHee 1 Mm?,

Bo u36erKaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMbIKaHMA MNpPU MOAKAIOYEHUM K CeTU
NOCTOAHHOIO TOKa PEKOMEHAYETCA NPOU3BECTU 3aUUCTKY NPOBOAA HA AJIMHY 9 MM.

Llenb nUTaHUA NOCTOAHHbLIM TOKOM A0J/1KHA COAEPKaTb YCTPOACTBO OTKAIOUEHMA NUTAHKUA C
dusmnyeckum pasbeguHeHnem coeguHeHUs (BbiKalOYaTe b, pa3bemM, KOHTAaKTOp, aBTOMATU-
YecKuii BbiKAoYaTenb U T.N0.).
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4. BKAOYMTE NUTaHMeE YCTPOMCTBA M ybeanTecb B OTCYTCTBUM aBapuid MO COCTOSIHUIO MHAMKATO-
pOB Ha NepeaHei naHenw.

/' (] DOna noaknoueHna K MES3708P nuTatoweit ceT Heo6Xo0AMMO CHATb KPbILIKY YCTPOICTBA,
v OTKPYTUB OTBEPTKOI 18 BUHTOB, PacNONOXEHHbIX NO KpaAM.

2.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/"_,-;‘ YcTaHOBKa ONTUYECKMX MoAyieii MoXeT NPou3BOAUTLCA KaK NPU BbIKJIOYUEHHOM, TaK U Npu
v BKNIOYEHHOM YCTPOMCTBE.

PekomeHpayeTca paspenbHoe noakaodeHue SFP-TpaHcuBepa M onTUYECKOro naty-KopAaa B
cnor.

1. BcTaBbTe BepXxHMt SFP-MoAynb B CNOT OTKPLITOM YaCTbo pasbema BHU3, @ HUXHM SFP-mo-
OYyNb OTKPbLITON YacTblo pa3bema BBepX.

PucyHok 57 — YcraHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT HAa MeCTOo, Bbl YC/ibIlWNTE xapaKTeprlﬁ LLeNYOoK.

PucyHok 58 —YctaHoBneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 59 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 60 — N3BneveHune SFP-TpaHcmBepos

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 33JaTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrve TepmMuHafibHble MNPOrpPamMmbl
NCMOb3YIOT AAaHHbIN PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEKMMA NO YMOJIYAHUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeica KoMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NporpaMmHoe obecneyeHne smyaauumn TepmM1Hana.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhrhkkhkkhhkhkhhkkhkhkhrhhkkhhkhkrhkkhhkhrhkhkkhkkhhrhkkhhhxhxkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnnua 24 — dyHKUMK MHTepdelica 3arpy304HOro MEHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWE yTpayeHHoOro napons. Mpu cnepytouen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIVM 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOAHUT 3arpy3Ky C MCNO/b30BaHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNlbHOro MHTepdeica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAUH U3 NMYHKTOB MEHI0, 3arpy3Ka yCcTpoiicTBa npo-

vadRCl)

BONXKUTCA.
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3.5 HacTtpoika pyHKUMIA KOMMyTaTOpa

®YHKUMM NO HAYaNIbHOMY KOHGUIYPMPOBAHMIO YCTPOMCTBA MOKHO Pa3genunTb Ha ABa TUna:

— ba3oBas HacTpoiiKka — BK/toYaeT B ceba onpegenerHne 6a30BbIx GyHKUUI KOHOUIYpaLmm U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30NacHOCTM — BK/AOYAET YMpaB/ieHUEe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHuM3ma AAA (Authentication, Authorization, Accounting).

/’ ] Mpu nepesarpysKe yCTPOICTBA BCe HECOXPaHEHHble AaHHble b6yayT yTepaHbl. Ans coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHWUIA B HAaCTPOIMKY KOMMYTaToOpa UCNONb3yeTca C/ieayioLas

KOMaHAa:

console# write startup-config

3.5.1 Asmomamuyeckasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B LenAx aBTOMAaTM3aLMM YNpaBAeHUA KOMMYTaTOPOM Ha YCTpoMcTBe noaaepykaHa ¢yHKumsa ZTP

(Zero Touch Provisioning). [lJaHHaa ¢yHKLUMA NO3BONAET NOMAYYUTb HACTPOMKY HEKOTOPbLIX onuuii ot DHCP-
cepBepa Ha 3Tane NoAKAYeHna ycTpoicTea. Mo ymonyaHuto ZTP BKAOYEH aBTOMATUYECKM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bua 3anpoca KoMaHZAHOW CTPOKM pexknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 25 — KomaHabl perknma rnobanbHo KoHGUrypaumm

3HavyeHue/3Ha4yeHue no "

KomaHoa / Aelicmeue

YMOMYAHUIO

ztp enable BKAtounTb paboTty dyHKumm ZTP.

V Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
uui1 43, 66, 67. Nogonuuun ana 43 onuuu:

-/BKAOYEHO, 3anycKaeTca -1-image
BHayane ctapTa NPOLWMBKU - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.5.2 basoeas Hacmpolika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKAOUUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTeibHbI NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYAALMM TEPMUHANG COTNACHO MYHKTY
3.2 «HacTtpoika TepMmuHana».

Bo Bpema HayaNbHOM HACTPOWMKM MOXKHO ONpeaennTb MHTepdeiic, KoTopblii ByaeT MCNoNb30BaTbCA
AN1A NOAKNIOYEHUSA K YCTPOWUCTBY YAa/IeHHO.

basoBas HaCTPOﬁKa BK/IIOYHaET cneayouee:

1. 3apgaHue naponsa ana nosbsosartena «admin» (c ypoBHem npusunernin — 15).
2. Co3spgaHue HOBbIX NOJib30BaTENEN.

3. Hactpoika ctatuyeckoro IP-aapeca, Mackv NoACETU M LWIKO3a MO YMOYAHUIO.
4. HacTtpolika napameTpoB npoTtokoaa SNMP.
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3.5.2.1 3adaHue naponsa 0aa nonvzoeamena «admin» u co30aHue HoBbIX Nosb3oeameseli

Ona obecneyeHunA 3aWMLLEHHOrO BXOAa B CUCTEMY He06X0AMMO HA3HAUMTb NAPO/b NPUBU-
e NlerpoBaHHOMY noJsb3oBaTento «adminy».

MmAa nonb3oBatena WM naponb BBOAUTCA MNpPU  BXOoZe B CUCTEMYy BO BpPema CeaHCoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHnA HOBOro Nosib30BaTeNA CUCTEMbI UK HaCTpOl\/‘IKM noboro
M3 NapameTpoB — UMEHU NOS1Ib30BaTeENA, MAaPO0/1Ad, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V YposeHb npusuaerunii ¢ 1 no 14 paspeluaer 4octyn K yCTPOMUCTBY, HO 3anpeLl,aeT HaCTPoiiKy.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOWKY YCTPOICTBa.

Mpumep KoMaHa, 4N 3a4aHua nosb3osaTento «admin» napons «Eltex_1» 1 cosgaHua nonb3osaTens
«operator» c naposiem «Pass_2» 1 ypoBHem npusuaernii 1.

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/’ MHdopmaumna 0 NOKanbHbIX YYETHbIX 3aNUCAX XPaHUTCA B IHEProHe3aBUCUMOK NamaTu u
MoOXeT 6bITb oumLLeHa KomaHaoi 'delete startup-config'.
’ ‘ Heobxoanmo 6paTb B KaBbIYKM MMEHA YUYETHbIX 3anuceii U Napoam, coaepiKallue cneLcum-
- BOJIbl.

3.5.2.2 Hacmpolika cmamu4ecKkozo IP-adpeca, macku nodcemu U wisato3d o yMmoa4YaHuio

[na BO3MOXHOCTU yrnpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
agpec, MacKy NoACeTU U, B C/llyvyae ynpasiaeHUs M3 APYroi cetu, W3 No ymondaHuto. IP-agpec MoXKHO
Ha3HaunTb nHTepdeiicy VLAN (no ymonyaHuio Ha uHTepoeice VLAN 1 HasHaveH IP-agpec 192.168.1.239,
Macka 255.255.255.0). IP-agpec wto3a o/KEH NpUHaAaexaTb K TOW Ke MOACeTH, YTO U oguH u3 IP-
MHTepdelncoB yCTPoOKCTBa.

V’ IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom uHTepdeice cTaTUuecku
unm no DHCP He co3gaH gpyroii IP-agpec. Mpu aTom Ha interface vian 1 gonKeH 6bITb BK/IO-
yeH dhcp-knmeHr.

V Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTenaTbca no IP-

appecy 192.168.1.239/24. Npu 3tom Ha interface vlan 1 gonxeH 6biTb BKAoueH dhcp-knu-
€HT.

[Mpumep KomaHO HacmpolKu IP-adpeca 018 uHmepgelica VLAN 1

MapameTpbl MHTepdeica:

IP-adpec, Ha3Ha4yaemblli 0nsa uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no-ymonyarHuro —192.168.1.1

console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.16.144 255.255.255.0
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console (config-if)# exit
console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[na Toro ytobbl yoeauTbea, 4to agpec bbia HazHavyeH MHTepdeiicy, BBeAMTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpolika napamempos npomokosaa SNMP 0aa docmyna K ycmpoiicmeay

KommyTaTopbl N03BOAAKT HAcTpouTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIA U
ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKMBaeT NpoToKobl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[Na BO3MOMKHOCTM agAMUHUCTPUPOBAHMA YCTPOMCTBA NOCpeAcTBOM npoTokona SNMP, Heobxoanmo
€o34aTb XOTs 6bl OAHY CTPOKY coobLlecTBa.

B KauectBe npumepa byaem mcnonb3osBatb Bepcuto snmpv2c. Co3paaum nosb3oBaTensa USER,
npuHagnexauwero rpynne GROUP. [aHHbIli Nosb3oBaTeNb AOMKEH MMETb BO3MOMXKHOCTb MCNONb30BaTb
community NETMAN, kotopon npucsoum wuHaekc 1. Fpynne GROUP 6yper paspeweH AocTtyn Ha
yteHue/3anncb/noaydeHme snmp-trap no o6bekTam, NpMHaaNrexaWwmm viewiso. O6beKTbl, 414 KOTOPbIX
paspelleHa oTnpaBKa TPANoB, AO/KHbI NPUHAAIEeKaTb Ter-nucty TAG, oTNpaBAATbLCA HA Fpynny agpecos
ADDR, B koTopyto BxoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3sbiBatoTcA B targetparam TRAPS,
onpeaensemom gna noab3osatena USER.

#snmp user USER

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model v2c

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso I included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZ2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

console
console
console
console

config
config
config
config

~ o~ o~~~ —~
—_— — — — — —

3.5.3 Hacmpoiika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTMOUKauMS,
aBTopu3aums, ydet). Ana wndpoBaHMUA AaHHbIX UCNOb3YeTCa MexaHu3m SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBjeHMe 3anpoca CyLEeCTBYIOWEN YUYETHOM
3anucu B cucteme 6e30nacHoCTU.

— Authorization (aBTop13aLms, NPOBEPKa YPOBHA A0OCTyMNa) — CONOCTaBAeHMNEe YYETHOM 3anncu
B cMcTeme (npoweawei ayTeHTUOMKALMIO) U onpeaenEHHbIX MOJTHOMOUYNNA.

— Accounting (y4éT) — cnexeHue 3a noTpebneHMem pecypcoB No/b30BaTeNeM.

HpM VICIIOJIBE3OBAHUM HACTPOEK yCTpOIZCTBa 10 YMOJIUaHMIO MMA II0JIB30BaATEJIA — admin,
napojyir — admin.
/ Monb3osaTtenb no ymonuaHuio (admin/admin) cywecteyeT A0 Tex nop, NOKa He CO34aH /io-
60i ppyroii nonb3oBaTenb C ypoBHEeM Npusuneruin 15.
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V Bcerpa A0MKeH cylecTBOBaTb N0Nb30BaTe b C yPOBHEM npusunernii 15.

3.5.3.1 Hacmpoliika docmyna Ao cepeepos RADIUS u TACACS+

Ons ncnonbsosanus Radius u TACACS+ cepBepoB HEOH6XOAMMO BbINOJIHUTL CieaytoLLyne HacTpomn-
KM Ha KOMMyTaTope:

— Hactpourtb IP-agpec cepsepa;

— HacTpouTb KAtoY A0CTyNna, 3a4aHHblil ANSA HacTpaeBaeMoro cepsepa (npu Haanuum).

[pumep KomaHO 0s1a Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config)# radius-server host 192.168.16.3 key KEY
console (config)# tacacs-server host 192.168.16.3 key KEY

3.5.3.2 Hacmpoiika AAA 011 pa3HbiX NPOMOKO0s08 ynpaeneHus
HacTtpouTtb cnucok AAA no ymonyanuio. Cnucok AAA No YyMOYaHUIO MPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecnu ana ykasaHHOW IMHUM He YKa3aHO MHOTO. B npuBeAeHHOM Npumepe aaa AMHUK
console goctyn 6yAeT ocyLLecTBAATLCA TONIbKO Yepes JIOKaAbHYI 6a3y AaHHbIX.

[Mpumep KoMaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config) # aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTopa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaom pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLMX PEKMMOB M KOMaHZ, BXOAa B PEXUM:

KomaHOdHbiii pexcum (EXEC), naHHbI peXXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3kmM KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexnma KoHpUrypaumun. Bxoa B pexknmm ocyllecTBaseTca KomaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHana (line configuration), naHHbIN pexnm npegHasHavyeH A1A KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 26 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKyLLEN CECCUM U CMEHa NOob30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUAa,:

console#

Tabnunua 27 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMANbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabanua 28 — ba3oBble KOMaHAbI, A4OCTYMHbIE BO BCEX peXMMax KOHUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®unbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpaXKaeMbIX AaHHbIX B OTBET Ha 3aMpOChI
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOJI « |» M UCMONIb30BaTb OA4HY U3 ONUMIA GUNbTPALUN, NEPEYUCIEHHDBIX B
Tabanue 26. PuabTpauua paboTaeT ToNbKO A1a show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 29 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — NpeaplAyLmMii cumBon cooTseTcTyeT O Mnu Bonee pas;

A — cooTBeTCBYET Npobeny B Hauane CTPOKM;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBagpaTHbIX CKOBOK;

\ — WrHOPWTYET CMMBOJ, CNelyIOWMIA 33 pPeryaapHbIM Bbipaxe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM peXxnma rinobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnunuya 30 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHo, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnvua 31 — KomaHab! pexknma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #

68 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabnnua 32 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHOM, HanNMCcaHHbIX CIMTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HaNpUMep
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gi0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolefmacro apply 1234 %1 6 %2 10 %3 "giO0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabanuya 33 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

3Ha4yeHue/3Ha4veHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
count count] [timeout noctynatowumx oteetos (ICMP Echo-Reply).
[. I host: (1..158) cumBoNOB; Y W ( pIY)
timeout] . N - A.B.C.D — IPv4-apgpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; host — poMeHHOe UMA y31a ceTu;
timeout: (1..100) ) A y ’ .
- size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO HalT B NakeTe;
- count — KONIMYECTBO NaKeToB ANA Nepesayu;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpepeneHve maplupyTa TpaduKa A0 y31a Ha3HAYeHMS.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-aapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBoNOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - Size — pa3mep nNakeTa ANA OTNPABKM, KONMYECTBO 6alT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpYyTe;
count: (1..10)/3; - count — KOAMYECTBO MOMbITOK Nepegadyn MakeTa Ha Kaxgom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc;
OnucaHue oWU60K NPU BbINOIHEHUW KOMAHA U pe3yb-
V TaToOB NpMBeAeHo B Tabnuue 35.
show users OT06pasnTb MHPOPMALMIO O NOAb30BATENAX, UCNONL3YIOWNX pe-
CypCbl YCTPOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show nvram OT106pasnTb MHPOopMaLMio 06 yCTPOICTBE B SHEProHe3aBUCMMOIA
namaTu.
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show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
NepeyYnCcaeHHbIX HUXKE KOMaHA:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPoKK B pexxkmnme Privileged EXEC umeeT cneaytowmin Bua;

console#

Tabnvua 34 — KomaHabl ynpasneHusa cuctemoli B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHga cayxuT 4ns nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BpeMeHMU, yepes KoTopoe NPon3onaeT nepesarpyska
yCTpOWMCTBa.

reload cancel

OTMeHa OT/I0KEHHOI Nepesarpysku.

show reload - MpocMOTp BpeMeHU, Ha KOTOpOoe HasHaYeHa nepesa-rpyska.
show env {CPU} - MOHUTOPUHT yTUAK3aLmm CPU.

show env {tasks} - MoHuTOopUHr yTnansaumm CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAM3aLmn RAM.

show env {temperature}

MOHUTOPUHT TePMOATYMKA.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MoHUTOpUHr NuTaHnAa n AKb.

show env {all}

MOHUWTOPMHT BCEX NAPAMETPOB OKPYKEHUA.
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show env {dry-contacts} -

MOHMTOpMHF TeKyulero CoOCToAHNA CyXnUX KOHTAKTOB.

show env {fan} R

MOHUTOPUHT COCTOAHWS BEHTUAATOPOB.

show env {fan thresholds}

0OT06pasunTb TabanLy ¢ AONYCTUMbIMKU CKOPOCTAMM BpaLLeHUA
BEHTUIATOPOB.

telnet {A.B.C.D | host |
AAAA::BBBB |

AAAA::BBBB%interface} [-| name] host: (1..63) cumsonos

OTkpbiTve TELNET-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface - nHTepdelic;

- name — UMA NoNb30BaTeNA.

show telnet-client -

OTo6pasunTb cTaTyc KAneHTa Telnet 1 K0IMYECTBO aKTUBHbIX cec-
CUNA.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-aapec y3na cetn

- interface — nHTepdeic;

- name — UMA NONb30BaTENA;

- 1 —wucnonb3osaTb ToNbKO SSH Bepcuu 1;

- 2 —1cnonb3oBaTb ToNbKO SSH Bepcuu 2;

- C—3anpocuTb CKaTue AaHHbIX;

-V —nogpobHo oTobpakaTb NPOLECC NOAKIOYEHMS;

- command — KomaHZa, BbinosiHAemas Ha SSH-cepsepe.

show ssh-client -

OT06pa3unTb cTaTyC KAneHTa SSH 1 Ko/IMYecTBO aKTUBHbIX Cec-
cun.

create ssl crypto key rsa [1024 |

CreHepupoBaTb NPMBATHbIV KoY ana SSL-cepBepa Ha KOmMMy-

2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3anpoc Ha cepTUdMKaT OT KOMMyTaTopa.

create ssl server-cert -

BkAtounTb perkmm BBoAa cepTudmKaTa.

Mpw BbINOAHEHUN KOMAHAbI traceroute MOTYT NPOU30MTH OINMGKM, onucaHme olWnboK NpMBeaeHO

B Tabanue 35.

Tabanua 35 — OWwmMBKKM NpU BbINOAHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NonbITKe Nepesayun nakera.
? HewnsBecTHbIV TUM NaKeTa.
A AZMUHUCTPATUBHO HegocTyneH. O6bIYHO NpoucxoanT nNpu 6J10KMPOBAHUN UCXOLALLENO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6utos DF.
H Y3en cetn HeJgoOCTyneH.
N CeTb HegOCTYNHa.
P MpoTOKON HeaoCTyneH.
Q NCTOYHMK NnoaaBneH.
R NcTekno Bpema nosBTopHoM cbopku pparmeHTa.
S OwnbKa ncxoaalero mapLupyTa.
U MopT HepoCTyneH.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkmnme rnobanbHoi KOHOUTypaumm MMeeT cieayowmnii Bua;

console (config) #

Tabnunua 36 — KomaHAabl ynpaBieHUa CUCTEMOW B pexxume rnobanbHol KoHpUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

hostname name

KomaHaa cny»KuT o1 3aaHuA CeTeBoro MMeHM yCTpoicTea.
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no hostname name: (1..128) .
BepHyTb ceTeBOe MMA YCTPOCTBA B 3HAYEHME MO YMONYAHMIO.
CMMBONOB/-
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONOIOKEHUMN YCTPOMUCTBA.
CMMBOIOB
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBONOB
system description name name:(1..255) N
3agaTtb onMcaHue ycTpomcTea
CMMBO/10B
cpu rate limit queue queue YCTaHOBWUTb OrPaHNYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- ppS — NAKeToB B CEKYHAY.
V Peanusyet ¢pyHKuuio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue gueue
maxrate 128

-pps: 1..2000/128

V PacnpegeneHue ouepegeii Ana npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B MpunoxkeHue B. Ouepeau ana npu-
HMUMmaemoro Ha CPU tpaduka.

BOCCTaHOBUTL 3Ha4YeHWe pps MO YMOIYAHUIO /1A ONpesesieHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — Npu HaxKaTum KHoNKK F anntenbHocTbio meHee 10 ce-
KYHA, NPOUCXOAMT nepesarpy3Ka yCTPOMCTBA; NPY HaXaTumn Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpolicTBa A0 3a-

-/enable .
BOZCKOM KOHOUrypaumm;
- disable — kHonKa F oTKAlOYEHA (He pearMpyert Ha Ha)KaTue);
- reset-only — TONbKO Nepesarpyska.
set telnet-client enable BkntounTb paboty TELNET-knneHTa.
- - -/BKNtOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa.
set ip http enable .
Bkntountb HTTP-cepBep Ha ycTpoMCTBE.
-/BKAKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopt, npocnywmsaembli HTTP-cepBepom.
ip http port port 80 , |  Tpebyetca nepe3anyck HTTP-cepBepa gna npumeHeHUs
we  Hacrpoiiku.
set ssh-client enable BkatounTb paboTy SSH-kAMeHTa.
-/BKAKOYEHO

set ssh-client disable

Bbikntountb paboty SSH-knuneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IIOYEHO

BKAtouMTb OTNPaBKy cooblueHuii dying gasp.
V‘ TonbKo gna ycrpoiictea MES2448B.

V Mpwu BKAOYEHUUN OTNPaBKKU cooblieHuit dying-gasp BbiK-
noyvaetca moHutopuHr AKB.

BbIKNOUNTb OTNPaBKy coobuweHuii dying gasp.

env battery monitor enable

env battery monitor disable

-/BKNIOYEHO

BkntounTb MOHUTOPUHT AKB.
V Tonbko ana yctpoiictea MES2448B.

Mpwu BkAoueHUn moHutopuHra AKB BbikatouyaeTtca otn-
V paBKa coobuieHuit dying-gasp.

Bbikntountb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HacTpouTb normposaHue o NpesbllleHNnn 3a4aHHOTO B NPOLEeHTax

percentage nopora ytuamsaumm CPU.

env maximum RAM threshold HacTpouTb florMpoBaHue o NpeBbIlEHUN 3a4aHHOTO B MPOLEHTax
percentage:1-100/100 P P P A oL

percentage nopora ytunmsaunun RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTb siorMpoBaHne O NPEeBbILEHNN 334aHHOMO B NPOLEHTax
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIKOYEHO

HacTpouTb npuBeTcTBME AN HEaBTOPM30BaHHbLIX NOJib30BaTENEN
Npv NOAKAOYEHUN K KOMMYTaTOPY.

string — TEKCT NPUBETCTBUA OJIMHON A0 256 CMMBO/IOB.

Mpu BBOAE KOMaHAbl 6e3 mapameTpa string NpuBeTCTBUE MOXKET
umeTb aavHy o 1023 cumBonoB. BBog npuBeTCTBUA NpepbiBaeTca
C NOMOLLbIO cMmBona "@".

Yaanutb npuseTcTBMeE 414 HEaBTOPU3O0BaAHHbIX nosb3osaTesnei.
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banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTb npuBeTCcTBME A4 NOAb30BATENEN NOC/E aBTOPU3AL MM,

string — TEKCT NPUBETCTBUSA ANHOM A0 256 cumBO/IOB.

Mpv BBOA4E KOMaHAbl 6e3 nmapameTpa string NpuBeTCTBUE MOXKET
mmeTtb annHy ao 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C NomolLbio cumeona "@".

Ypanutb npuBeTcTBME AN1A aBTOPU3OBAHHbIX nonb3osaTesniei.

logging events reload

no logging events reload

-/BKAOYEHO

BKAtounTL OTNPaBKy snmp Tpanos 1 syslog coobuieHnit npu nepe-
3arpysKe ycTpoicTea no KomaHge «reload» nnm yepes SNMP.

BbIKNHOUYMTL OTNPABKY SNMp TpanoB U syslog coobLueHnii npu nepe-
3arpysKe ycTponctea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

Bkntounts HTTPS-cepBep Ha ycTpoicTBe.

OTkntounTb HTTPS-cepBep Ha ycTpoiicTBe.

Tabnnua 37 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuro

Aelicmeue

clear cpu rate limit counters

OumnCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKos rate limit Ha CPU.

set cli pagination on

BK/IIOUMTb NOCTPAHUYHDIN BbIBOA KOHOUTYpaLmu.

set cli prompt off

— -/on ,
set cli pagination off OTKNOUYNUTL NOCTPAHUYHBIN BbIBOA, KOHbUTYpauuu.
. BKAOUMTL NoATBEepPXKAEHWE nepes BbINOJHEHUEM HEKOTOPbIX KO-
set cli prompt on ATBEPHA PeA P
MaHa,.
-/on

OTKNOUYNUTL NOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX KO-
MaHz.

4.5 KomaHabl ANA HAaCTPOMKKU NapameTpoB ANA 3a4aHUA naponei

[aHHbIN pasgen npegHasHayeH ANs HAacTPOMKM 3a4aHNA Napoel AN nosib3osaTenei.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexume rnobasbHON KOHOUTypaLMmM MMEET CieayoWmin BUA,:

console (config) #

Tabnuua 38 — KomaHAbl ynpaBieHUsA CUCTEMO B pexxnme rnobanbHol KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IOYEHO

BKNIIOYUTL MeXaHW3M NPOBEPKM Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAePKaTb XOTA 6bl 0aHY LUdpY;

- symbols — naponb AOMKEH COXKEPHKATb XOTA Obl OAUH CUMBO;

- Uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKNOYUTE MEXaHU3M NPOBEPKM Naponei.

password validate length
length

no password validate

length: (0..20)/0

3apaTb MWHUMANbHYIO AIMHY NAapOoaA.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

3anpoc KomaHgHoM cTpoKu B pexkume Privileged EXEC nmeeT cneayowmin sua;

console#

Tabnnua 39 — KomaHabl ans paboTbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

show password validate rules

MpocmoTp TeKylLLelt HaCTPOIMKM MexaHM3Ma NPOBEPKM Naponen.
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4.6 Pa6orta c pannamu

4.6.1 OnucaHue ap2ymeHmMoO8 KOMAaHO

Mpun ocyuwecTBaeHnn onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH/, BbICTYNatoT ajapeca

URL -

onpegenntenn MeCTtoHaxoXXaeHuAa pecypca.

OnuncaHne KAwuYeBbIX CNOB,

onepauusx, npuseaeHo B Tabauue 37.

Tabnnua 40 — CnnCcoK KNtoUYeBbiX CNOB U UX ONUCaHKUE

MCNoJib3yemMblX B

Knroyesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec UM agpec Mecta HasHayeHUsa ANA SHepProHe3aBMCMMON NamaTU. JHepProHesasu-
CMMasn NamATb UCMO/Ib3YeTCA Mo ymonuyaHuto, ecam agpec URL onpegeneH 6e3 npedukca (npeduk-

camu ssnstoTcs: flash:, tftp:, scp:...).

running-config

daiin TekyLLet KoHoUrypaumm.

startup-config

®aitn nepBoHavanbHON KOHbUTypauum.

active-image

daiin c akTMBHbIM 06pasom.

inactive-image

®aiin c HeakTMBHbIM 06pasom.

tftp://

UcxogHbI agpec nnv agpec mecta HasHadyeHua ana TFTP-cepsepa.

CuHtakcuc: tftp://host/[directory]/ filename.
- host — IPv4-appec unu ceteBoe Mmsa yCTpPOMCTBA;
- directory — kaTanor;
- filename — ums daiina.

usb://

NcxogHbI agpec nnv agpec mecta HasHadeHua ana USB-Hakonutens.
CuHTakcmc: usb://[directory]/ filename.

- directory — kartanor;

- filename — ums daiina.

logging

daiin c uctopmen Komana,

4.6.2 KomaHObI 0018 pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneayowmin Bua:

console#

Tabnunua 41 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBOJI0B

KonuposaHue daiina U3 MecTononoXKeHnsa UCTOYHUKa B MecTono-
NOMKEHUE HasHauYeHus.

- source_url — mecTononoxkeHue Konvpyemoro ¢aiina;

- destination_url — appec mecTa HasHayeHus, Kyaa ¢ain byaeT cko-
NUpoOBaH.

CoxpaHeHve NepBoHa4YaNbHOM KOHGUIypaLmmM Ha cepBepe.

KOI'IMpOBaHMe ¢a17ma Ha4a/IbHOrO 3arpysvymKa n3 mectonosioxKeHua
WUCTOYHUKa B CUCTEMY.

dir [flash:path | dir_name]

OT06pasunTb CNMCOK GpaiinoB B yKasaHHOM KaTasore.

more [flash:path | file_name]

OTob6pasunTb coaepknumoe damna.

pwd

OT06pasunTb NyTb A0 TeKyLLel AMPEKTOPUMN.

cd [flash:path | dir_name]

MN3MeHNTb AMPEKTOPUIO Ha YKa3aHHY!Ho.

mkdir [flash:path | dir_name]

Co34aTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

Ypanutb AUNPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase [flash_url]

Ypanutb dann

erase startup-config

Yaanutb dann nepsoHavanbHON KOHOUTypaumu.

erase nvram:

CHbpocuTb 8o AedONTHOW SHEProHe3aBUCUMYIO NaMATb.

erase flash:/LogDir/filename

Yaanutb dalin 3anncm aBapuiiHbIX U OTAAL04HbIX COOBLEHWNA.

boot system inactive

3arpysuTbea ¢ HeakTMBHOro 06pasa MOo.
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boot system active - 3arpy3unTbca ¢ akTMBHOro obpasa MNO.
delete startup-config Ypanutb dpalin nepBoHavabHON KOHOUIypaLMKM BMECTE C OYMCTKOM
) rnobanbHbIX HACTPOEK NVram M yaaneHnem nosb3oBaTesnei.
show running-config OT06pasnTb cogepknumoe dana Tekyweh KoHduMrypauum
[interface {fastethernet fa_port: (0/1..24); (running-config).
fa_port | gigabitethernet gi_port: (0/1..48); - interface — KoHUrypauusa nHTepdeiicos KommyTaTopa - pusmnye-
gi_port |tengigabitethernet te_port: (0/1..11); CKUX nHTepodelicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
te_port | port-channel group group: (1..24); Tepdelicos, MHTepdelica 3amblkaHUA Ha cebs;
| vlan vian_id][module] vlan: (2..4094); - igs — IGMP snooping;
module: (igs, la, stp..) - la —link-aggregation;
- stp — spanning-tree.
show startup-config OT06pa3nTb coaep:knmoe ¢aina nepBoHaYasbHOW KOHUrypa-
) Luu.
show bootvar MoKas3aTb aKTMBHbIN ¢ain cuctemHoro MO, KOTopbIA YCTPONCTBO
i 3arpy»KaeT npu 3anycke.
write {startup-config | url} CoxpaHWUTb TEKYLLYI KOHOUTypauuio B Gaiin nepBoHayaibHOMN KOH-
) durypauuu.
replace running-config 3ameHuTb running-config KoHourypaumei us dpanna.
[flash:path] i
clear running-config - OunCTUTL TeKyLLyto KoHOUrypaumto (running-config).
diff [flash:path] [flash:path] - CpaBHUTb ABe KoHbUIypauuu.

Cepsep TFTP He moKeT 6bITb agpecom UCTOYHUKOM U A Pecom HasHa4YeHUAa aNA OAHOM
Y KOMaHAbl KONUPOBaHUA.

MpocMOTp aKTUBHOIO M HEAKTUBHOIO obpasa gocyTneH us u-boot. 119 3TOro B KOMaHAHOW CTPOKE U-
boot Heobxoammo BBecCTH:
MES2428# bootimg print
KomaHga ans cmeHbl akTMBHOro obpasa 13 u-boot:

MES24284# bootimg inactive

KomaHga «bootimg inactive» npumeHsaeTtca 6e3 oXKupaHua NoATBEpXKAeHUA.

LN

Mpu 3arpyske ¢aiina KoHpUrypauum c yaaneHHoro cepsepa B «startup-config» B Hauane
daitna Heobxognmo [06aBUTL CTPOKY C CUMBOIOM «!I»,
®aiin KoHpUrypaumm fonKeH umeTtb paclumpeHue «.conf».

LN

4.6.3 KomaHObI 0ns pe3epsupoeaHuUsa KOHgu2ypayuu

B AaHHOM pasgene onucaHbl KOMaHAbl, NO3BO/IAOLIME PE3ePBMPOBATb KOHOUIYPaLMIO Ha cepBep.
[na pesepBupoBaHMA KOHPUrypaLMM HEOBX0AMMO YKas3aTb aApec cepsepa.

KomaHObI pexcuma 2a06asab6Hol KoOHu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnnuya 42 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
N0 yMOAYAHUIO
backup server dest_url YKasaTb agpec cepBepa, Ha KOTopbI ByaeT Npon3BOANTLCA pe-
3epBUpoBaHMe KoHOUrypaunuu. CTpoKka B popmate
- «tftp://XXX XXX XXX XXX ».
no backup server Ypanute agpec cepeepa.
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backup path path

YKasaTtb NyTb pacnonoxeHua daina Ha cepsepe c npePpuKrcom
mmeHu daiina. NMpu coxpaHeHUU K npedukcy byaet nobasneHa Te-
Kyllaa faTta v Bpems B dopmate rrrrmmaaq4Mmmcc.

no backup path

Yaanutb NyTb ANS pe3epBuUpoBaHmS.

backup auto

BK/II0UMTL aBTOMATMYECKOe pe3epBupoBaHme KoHGUrypauum.

no backup auto

BbIK/NOYMTL aBTOMATUUYECKOE pe3epBrpoBaHne KOHUTypaLmu.

backup history enable

BK/OUUTbL COXpaHEeHWe NCTOPUM Pe3epPBHbIX KOMWN.

no backup history enable

BbIK/IIOYNTL COXPAaHEHWE UCTOPUN PE3EPBHbBIX KOMWUIA.

backup time-period timer )
timer:

(1..35791394)/720 mn-

YKaszaTb NPOMENKYTOK BPEMEHU, No UCTeYeHUn KoToporo byaert
OCYLLLECTBAATLCA aBTOMATUYECKOe pe3epBMpoBaHuMe KOHdUrypa-
Umn.

HYT
no backup time-period

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

backup write-memory
-/BbIKNIOYEHO

BK/iloYEHME pe3epBMPOBaHMA KOHOUIypaumMuM Mpu COXpaHeHUu
nosnb3oBaTenem KoHourypaumm Ha flash-Hakonutens.

no backup write-memory

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoOM cTpoKKM B pexxkume Privileged EXEC nmeeT cnegyowmin sua;

console#

Tabnunuya 43 — KomaHabl perkmma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

backup running-config -

Co3paaTtb pe3epBHYH0 KON KOHGUIypaLmio Ha cepsepe.

4.7 HacTpoiiKa CUCTEeMHOro BpemMeHu

/ Mo ymonuyaHuio aBTOMATUYECKUiA Nepexop, Ha fieTHee Bpems OCYLLEeCTBAAeTCA B COOTBeT-
CcTBUM co cTaHAapTamu CLUA n Esponbl. B KOHpuUrypauum moryT 6biTb 3agaHbl N0bble aaTta
M Bpems ANa nepexoaa Ha fieTHee BpemsaA u obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPOoKK B pexxmnme Privileged EXEC umeet cnegyowmin sua;:

console#

Tabnnuya 44 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexknume Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKa CMCTEMHOrO BpeMeHM (KomaHAaa [AOCTynHa
year mm: (0..59); TONbKO A8 NPUBUAETMPOBAHHOTO NOb30BaTeNsA).
ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsaw,; year — rog.
month: (Jan..Dec);
year: (2000..2037)

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM cTPOoKK B pexkmume EXEC nmeet cneayrowmin BuA;

console#
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Tabnunua 45 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show clock

Moka3aTb cMCTEMHOe Bpems 1 AaTy.

show clock properties

OTob6pa3unTb CBOWMCTBA.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeayioWnin BUA,

console (confiqg) #

Tabanua 46 — CNMCOK KOMaHA A5 HACTPOMKM CUCTEMHOIO BPEMEHM B peXxnme rnobanbHom KoHburypa-
uum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock time source ntp

no clock time source

YCTaHOBUTb SNtp-cepBep WCTOYHMKOM CUHXPOHM3ALUWU BPEMEHMU
ON1A yCTPOWCTBa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBUTb YacoBOE CMeLLLeHME OTHOCUTENIbHO HY1eBOrO Mepuam-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypayuu SNTP

[na nepexona B pexum KoHourypaumm SNTP Heob6X0AMMO MCMONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B peXmMme KOHOUrypauum nHtepdeica UMeeT caeayowmin Bua;:

console (config-sntp) #

Tabnunua 47 — CNMCOK KOMaHA A5 HAaCTPOMKM CUCTEMHOIO BPEMEHU B PeXkMMe KoHpUrypaumm sntp

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKtOUNTL aBTOMATMYECKMI NOUCK Shtp-cepBepa B pexnume
unicast.

BbIKNHOUMTb aBTOMATUYECKMIA NOUCK Sntp-cepBepa B pexkume
unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MosKeT 6bITb 3a4,aHO A0
4 cepsepos
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasaTb ip-agpec SNTP-cepBepa.

Ypanutb ip-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BkntoumTb paboty SNTP-KnuneHTa.

BbIkntounTb paboTy SNTP-KkAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHOBUTb KAty ayTeHTUdMKaumm ana SNTP-knneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL Ppopmat yacos ansa SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHoBuTb udp-nopT Ans sntp-KAneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a,ﬂ,aTb 3HayYeHue 4acoBoro noAca.

set sntp client version version

version: (v1,,v4)

3afaTb BepCUto MPOTOKONA A paboTbl sntp-KaneHTa.
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Tabnunua 48 — KomaHabl perkmuma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show sntp statistics -

lMokasaTb CTaTUCTMKY NpoTokona SNTP.

show sntp status -

Mokasatb ctatyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-knueHma 0118 cepsepa 192.168.1.1:

console
console
console
console
console
console

config) # sntp

config-sntp) # exit
config) #clock time source ntp

~ o~ o~~~ —~

config-sntp) # set sntp client enabled
config-sntp) # set sntp client addressing-mode unicast
config-sntp) # set sntp unicast-server ipv4 192.168.1.1

4.8 KoHdurypauusa nitepdeiicos u VLAN

4.8.1 Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (duanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port |tengigabitethernet te port | port-channel group | range {..} |

loopback Ioopback id }
console (config-if) #

[aHHbIN peXxnm A0CTyNeH U3 pexkMma KoHOUIypauum U npeaHasHayeH Ans 3a4aHua NapameTpos
KOHUrypaumm uHTepdeiica (nopTa KomMmyTatopa WAM [pynnbl NOpPTOB, paboTalowux B pekMme
pasaeneHus Harpysku) inbo guanasoHa MHTepdeincos.

Bbibop MHTepdeiica ocyLecTBASETCA NPU NOMOLLM KOMaHA, NpUBEeAEHHbIX B Tabauue 49:

Tabnnua 49 — KomaHabl Bbibopa nHTepdeiica ana MES14xx, MES24xx, MES37xx

KomaHda

HasHayeHue

interface fastethernet fa_port

[na HacTpoiikn nHTepoericos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTponkun 1G-uHTepdencos.

Interface tengigabitethernet te_port

[Ons HacTpolikn 10G-uHTepdeicos

interface port-channel group

[N HacTPOWKM rpynn KaHanoB.

interface loopback /oopback_id

[ns HaCTPOIKM BUPTYaNbHbIX MHTEPhENCOB.

roe:

— fa_port — nopagxosbiii Homep 100MB-uHTepdeiica, 3agaetca B suae: 0/1;

— gi_port —nopaakosbiii Homep 1G-uHTepdeiica, 3aaaetca 8 suge: 0/1;

— te_port — nopaaxosbiit Homep 10G-nHTepdeiica, 3agaetca s suae 0/1;

— group — nopAAKoBbIA HOMEP rpynmnbl, obLiee KOMYECTBO COMNAcHO Tabaumue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopsakoBbIi HOMep BUPTYyabHOIo MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (ctpoka «Konnuyectso BupTyanbHbix Loopback-uHtepdeiicos»).
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KomaHabl, BBeAeHHble B peMme KOoHdUrypauuum wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 50 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

shutdown

no shutdown

-/BKAOYEHO

BbIKNtOUNTL
channel).

KoHOUrypupyembiii  uHTepdeiic (Ethernet, port-

BKNOUUTL KOHOUTYPUPYEMbBIA HTEpDEIC.

description description

description: (1..128)

[o6asunTb onucaHme nHtepdeica (Ethernet, port-channel).

— cMMBONOB/HET
no description onucaHmsa YaanuTb onucaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.
duplex mode 3afaTb pexum aynnekca uHTepoelica (NosHoAynneKcHoe coeu-
mode: (full, half)/full HeHue, nonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

>/

BK/toYaeT aBTOCOrNacoBaHMe AN CKOPOCTM M Aynaekca Ha HacT-
panBaemom nHTepdeice. MoOXHO yKasaTb onpeaeneHHble CoBMe-
CTMMOCTM MapameTpa aBTocornacoBaHua. Ecam napameTpbl He 3a-
AaHbl, TO NOAAEPNKMBAKOTCA BCE COBMECTUMOCTY.
ABTOCOrnacoBaHue HacTpanMBaeTcA TONIbKO Ha MHTepdeii-
cax Ethernet.

BbIK/NlOYAET aBTOCOI/aCcoOBaHWE AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

flowcontrol on

flowcontrol off

mode: (on, off)/off

3apaTb pexuMm ynpasseHua notokom flowcontrol (BkaounThb, OT-
KNOUYUTb MM aBTOCOrNacoBaHue). AsTocornacosaHue flowcontrol
paboTaeT TONbKO B C/Ay4yae, eCM PEeXMM aBTOCOrNACOBaHUA
negotiation BK/OYeH Ha HacTpavBaemom UHTepoeiice (Ethernet,
port-channel).

OTKAIOYUTDL PEXUM YNpaBaeHUA MOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6op TMMa KOMb6O-NopTa B Ka4ecTBe OCHOBHOIO HOCUTENA.

- force-fiber — paspelweHa aKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-cooper — paspelueHa aKTUBHOCTb TONbKO MeAHOW 4acTu
KOMb0-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUYECKOTO IMHKA.

mtu size

no mtu

size: (128..12288)/
12288 6aiit

YcTaHOBUTbL 3HaYeHne maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema (Kosnuyecmeso b6aiim 8 nakeme)

’ KomaHaa goctynHa TonbKo gna ycrpoiicts MES2424,

. MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3710P.

Ecnun Ethernet-untepdeiic Bxoaut B coctas Port-Channel,
TO HA HEM HeNb3A U3MEHATb 3HayeHne MTU.

L

’ DedonTtHoe 3HaueHne MTU pns Ethernet n Port-Channel
. uHTepdeilicoB paBHO 3HAYEHUIO 33AAHHOMY KOMAH-
Aoii system mtu B pexxume rnob6anbHoi KoHpUrypauum.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

hardware serdes rx leq value

no hardware serdes rx leq

value: 0-31/8

MapameTp HaCTPOMKM ANA NAPaMETPOB X-4acTu ONTUYECKUX UH-
Tepdelicos.

! KomaHaa pgoctynHa TonbKo gas ycrpoiicte MES2424.

BepHyTb HAaCTPOIMKM MO YMONYAHUIO NAapPamMeTPOB rx-4acTu onTuye-
CKUX UHTepdelicoB.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (config) #

Tabaunya 51 — KomaHzabl perknma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOM WHTepBan A8 aBTOMaTUYeCKoro
NOBTOPHOrO BK/OYEHUA UHTepdelica. MNpu cmeHe UHTep-
Bafa Talimep obHoBAAeTCcA ANA BCeX 3ab/0KMPOBAHHbIX
NopTOB, Ha KOTOPbIX BKNHOYEHO aBTOCOr/1IaCOBaHMe.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

errdisable recovery cause
{storm-control | loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld

| port-security}

-/3anpeuyeHo

BK/OUYMTL aBTOMATUYECKYIO aKTUMBALMIO UHTEpdelica nocne
ero OTKNK4YeHUA B Cnedyroumx cnyvyanax:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmTol UDLD;

- storm-control — WKpPOKOBELATENbHbIN LUTOPM;

- port-security — HapylweHue 6e3onacHocTu gaa port
security.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aiit

size: (128..12288)/12288 6aiit
(Tonbko ansa MES2424,
MES2424B, MES2424FB,

YCTaHOBUTb 3HaYeHMe CUCTEMHOro maximum transmission
unit (MTU)
- Size — pa3amep nakeTa (KonmyecTso 6aliT B makeTe).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2411X, MES3400-24,
MES3400-24F, MES3400-48,
MES3710P)

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | tengi-
gabitethernet te port |
port-channel group | vlan
vlan_id | loopback /oop-
back_id }

Cbpoc HacTpoek UHTepdelica uam rpynnbl MHTepdencos Ha

Biport (/1.8 | eninonHenwn komaas: wHTepdeiic -

te_port: (0/1..11); ] or :TKIHO'-IEH A P ¥
group: (1..24); - A ’

vlan_id: (1..4094);
loopback_id: (1..10)

fa_port: (0/1..24);

KomaHOwb! pexxcuma EXEC

Buz 3anpoca KomaHAHOW CTPOKM B pexxknme EXEC:

console#

Tabnunua 52 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

clear counters - C6poc CTaTUCTUKM AnsA BCeX MHTepdeincos.

clear counters { fastethernet fa_port: (0/1..24);
fa_port | gigabitethernet gi_port: (0/1..48);
gi_port | tengigabitethernet te_port: (0/1..11);
te_port | port-channel group } group: (1..24)

Cbpoc cTaTucTnKKM ansa nHtepdeliica.
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show interfaces { fastethernet

fa_port | gigabitethernet
gi_port | tengigabitethernet

te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MoKa3aTb CBOAHYIO MHPOPMALLMIO O COCTOAHUM, HACTPOMKE U CTaTU-
CTUKe nopTa.

show interfaces status

MoKa3aTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces description

MokasaTb onncaHus Bcex UHTepdeiicos.

show interfaces counters

MoKasaTb CTaTUCTUKY AN BCeX UHTepdeCcoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);
vlan: (1..4094)

MokasaTtb cTaTUCTUKY Ana nHTepdelica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb NPUYMHY OTK/IOYEHUA NOPTA, FPYNMbl NOPTOB, 3abN0KK-
pOBaHHbIE NOPTHI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

AKTUBUMpPOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
{interval interval}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- Interval — uHTepBan B cekyHaax.

4.8.2 Hacmpoiika VLAN u pexcumos Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2a0b6aab6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypauuu:

console (config) #

Tabnuua 53 — KomaHab! pexkuma rnobanbHON KoHGUrypaumm

3HaveHue/3Ha4eHue ”
KomaHda / Aelicmeue
no ymon4yaHuro
vlan vian_id vlan_id: (2..4094) MepeinTn B peXKMM KOHOUIYpMpoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynmny npoTOKon0B, MO KoTopbim OyaeT npousso-
ANTbCA KnaccuduKauma Kaapos. B oaHy rpynny moxHo obbeam-
HUTb HECKOJ/IbKO MPOTOKO/OB, YKa3blBana A/1A HUX OAMH U TOT e
Group ID. Homep npoToKona MoXKHO BbIGpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHMI UM 33[aTb BPYYHYIO Yepes napamerp
other B popmate XX:XX. PacnosokeHne nons c HOMePoOM npoTo-
KO/1a 3aBUCUT OT TMNa L2-3aronoBKa 1 MHKancyaauuu:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTtokon onpepens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaercs
camblit nocneaHuii EtherType, c Hanbonblwmm opdceTom.

- licOther — kaap ¢dopmata RFC1042 (IEEE 802). Byx6aiTHbINA HO-
mep npoTokona cooTsetcTByeT nonsam DSAP:SSAP B LLC-3aro-
NIOBKe.

- snap — Kagp ¢ LLC/SNAP-uHkancynsumein. Homep npotokona co-
oTBeTcTBYeT nosto Protocol ID 8 SNAP-3aronoeke.

Ypanset protocol-group ¢ KommyTaTtopa.
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HactpowuTb granasoH MAC-agpecos, No KOTopbiMm byaeT nponsso-
anTbea Knaccudukauma. Ona pasHbix MAC-aapecoB MOXKHO Bbl-
6paTtb O4HY U Ty XKe rpynny.

map mac {host | mac-address

mask} macs-group group-id group-id:

(1..2147483647)/-

no map mac {host | mac-ad- Ypanutb ykasaHHbIn MAC-agpec U3 macs-group.
dress}
shutdown garp OTKNtOUNTb paboTy moaynsa GARP Ha ycTpoiicTse.
[AaHHaa KomaHpa oTkaouaeT paboty moayna GARP c
. 6e3B03BpaTHbIM yAaneHuem BCeX HacTpoeK 6n0ka
-/BbIKAOYEHO GARP.
no shutdown garp Bkntountb mogynb npotokona GARP.
Ona pabotbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTUBHOI NAMATH.
gvrp enable BKatounTb npotokon GVRP rnobansHo.
- -/BbIKNOYEHO
gvrp disable BbikntounTb NpoTtokon GVRP rnobanbHo.

YcTaHoBUTb ngeHtuoukatop VLAN gns Voice VLAN
Yaanutb naeHtuduratop VLAN ana Voice VLAN
voice vlan oui-table {add PaspewunTb pegaktnposate Tabamuy OUL.
. . word:(1..32) . o
oui | remove oui} - oui — neps.ble 3 6aitTa MAC-agpeca;
- CMMBO/IOB )
[descriprion word] - word — onuncaHue oui.

voice vlan id vian_id
no voice vlan id

vlan_id:(1..4094)

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunua 54 — KomaHabl pexkmma KoHourypaumm VLAN

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
vlan active - AkTMBMpPOBaThL vlan nau rpynny vian’os.
set unicast-mac learning BKOUNTB/BbIKNOYMTL 3ydeHne MAC-agpecos a5 VLAN.
{enable | disable}
set unicast-mac learning - YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHoburypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOpPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | tengigabitethernet te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm A0CTYyNeH U3 pexMma KoHOUIypauumn 1 npeaHasHayeH Ans 3a4aHua NapameTpos
KoHuUrypaummn nutepodeiica.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — UHTepdelic AocTyna — HETErMPOBaAHHbIM MHTepdeiic ana ogHoro VLAN;

— trunk — nHTepdeic, NpMHUMaIOLWNIA TONIbKO TErMPOBaHHbIN TpaduUK, 38 UCKAOYEHNEM O4-
Horo VLAN, KOoTopbIli MOXKET bbITb 406aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHTepdeiic c nonHom nogaepkkon 802.1q, NPUHMMAET KaK TEFMPOBAHHBIN, TaK U
HeTermpoBaHHbIN Tpaduk;
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Tabnuua 55 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nntepdeiica goctyna.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport dotlq tunnel

MNepeBecTy NopT pexknm paboTbl c BHewHUM VLAN-Terom. KomaHga
ncnonb3yeTca ANA HacTPorkm dyHKuumn Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[o6asutb Homep VLAN B KayecTse Default VLAN ans gaHHOro mH-
Tepdelica. Becb HeTermpoBaHHbIl TpaduK, NOCTyNaoWMIA Ha AaH-
HbIV NOPT, onpegenseTca B AaHHbIN VLAN.

- vlan_id — vaeHTMPMKaumoHHbIn Homep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnucok VLAN gns nntepdelica.

- vlan_list — cnucok VLAN ID. Auana3oH VLAN moxHo 3aaaTb nepe-
YMCNEHUEM Yepes 3aMATY0 WKW yKasaTb Haya/bHOE U KOHEeYHoe
3Ha4YeHuMA AnanasoHa Yepes geduc "-".

Yaanutb cnucok VLAN gns nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno YMONYAHUIO

LNo6asutb ngeHtuomkatop VLAN nopta (PVID) gns 0CHOBHOrO UH-
Tepdelica.
- vlan_id — vapeHTMdMKaumoHHbIn Homep VLAN nopra.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport ingress-filter

Bk/tounTb GUABTPaALMIO BXOAALLMX NAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecnn dunbTpauma BkAOYEHA, U NakeT

-/dunbTpauma He BxoguT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HayeHnem VLAN
BK/IlOYEHa ID, To naKkeTt oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTb GUNBTPALMIO BXOAALLMX NMAKETOB HA OCHOBE MPUCBOEH-
HOro um 3HavyeHua VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy paspelaeTca npvem
type {tagged | all Jall TO/IbKO HETermpoBaHHbIX Kaapos (frame);

|untaggedAndPrioritytagged}

- tagged — TO/NIbKO TErMPOBaAHHbLIX;
- all — nobbIx Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpeTtutb gobasneHue ykazaHHomy VLAN-nopTy.

- vlan_list — cnncok VLAN ID. Anana3oH VLAN MOXKHO 3a4aTb nepe-
yncneHMem yepes 3anATY0 WKW yKasaTb Haya/NbHOE U KOHe4YHoe
3Ha4YeHuA AnanasoHa Yepes geduc "-".

PaspewunTtb aobasneHne ykazaHHomy VLAN-nopTy.

switchport forbidden default-
vilan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNIEHCTBO B AedONTHOM
VLAN paspelueHo

3anpeTtutb gobasneHve gedontHomy VLAN-nopry.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport protected

no switchport protected

MepeBecTy NopT B PeKUM U30NALMKU BHYTPU FPYNMbl NOPTOB.

BoccTtaHOBUTL 3Ha4YeHWe no YMON4YaHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group }

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

Co3aaTb UM NepesanncaTh CyLWLECTBYOLWMIA CMIMCOK NOPTOB Ha YKa-
3aHHbI HOBbIW.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

[06aBUTb yKasaHHble MOPTbI K y¥Ke CYLLeCTBYHOLWEMY CMUCKY UK
YA3NUTb CMIUCOK.

switchport default-vlan tagged

no switchport default-vlan
tagged

YcTaHOBUTb NOPT Kak Ternpytowmnii 8 aepontHomy VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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switchport map protocols-
group group-id vlan vian-id

no switchport map protocols-
group group-id

group_id:
(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BKJ/IIOYEH Ha BCeX
noprax

HasHauntb VLAN ID naketam, nonagatowmm B yKasaHHyto Group ID
Ha 3TOM NopTy. PasHble NOPTbl O4HOM M TOM e rpynnbl MOTFYT COOT-
BETCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopty.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuwiecTBUTbHa3HaYyeHue vlan-id gna macs-group.

OTMeHUTb Ha3HaveHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.

BbIkMtounTb NpoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKOUNTL 3anpeT Ha u3yyeHue vlan-aTpubyToB, MOSyYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

BbIKNIOUNTL 3anpeT Ha usydeHue vlan-aTpmbyTOB, NMOAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HaYyeHus Taimepos GVRP Ha nHtepdelice.

switchport unicast-mac
learning enable

BKkntounTb n3yyeHne MAC-agpecoB Ha UHTepdeiice.

- - -/BKAtOYEHO
switchport unicast-mac .
. . BbIkounTb M3yyeHne MAC-agpecoB Ha nHTepdelice.

learning disable

switchport egress-filter BkAoyaeT ¢unbTpaumio mcxogawmx kagpos (frame) Ha ocHoBe
npuceoeHHoro nm sHadeHua VLAN ID. Ecam dunbTpauma BKAOYEH],
M NaKeT He BXO4MT B rpynny paspeLLeHHbIX Ha uHTepdelice VLAN ID,

-/BK/IIOYEHO TO NaKeT oTbpacbiBaeTcs.

no switchport egress-filter

BbIKNOUNTL GUAbTPaLMIO Mcxoaawmx Kaapos (frame) Ha ocHose
npUcBOeHHOro um 3HayeHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3apatb TPID ana ncxopAawmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkntoumtb Voice VLAN agna nopta.
- vlan_id — yctaHoBuTb naeHtTndmkatop VLAN ana nopra.

OTtkntounTtb Voice VLAN ana nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/IIOYEHO

PaspewunTb Tpaduky Voice VLAN urHopmpoBatb ayTeHTUUKALMIO
802.1x.

3anpetutb Tpaduky Voice VLAN UrHopupoBaTb ayTeHTUOUKALMIO
802.1x.

’ ' Mpu coBmecTHOM paboTe port-isolation u port-protected aonxHo cobaoaarbca npasuno:

ANA 3aWMWEHHOrO iNgress NopTa, B CNUCKe paspeLlléHHbIX, KOMaHabl port-—

isolation, He MoXeT 6bITb 4PYroro 3awWMLEHHOro NopTa. 3To NogpasymeBaeT
BO3MOXXHOCTb Ae/1aTb 3aLUMNLLEHHBIMM egress NOpPTbl B U30AALUUN UAMN iNgress NOpT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpoiikmn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

console#configure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access
console (config-if)# switchport access vlan 99
console (config-if) # switchport dotlqg tunnel
console (config) # interface gi 0/2

console (config-if)# switchport mode trunk
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’ KnueHTcKuii nopt gna pabotbl Q-in-Q o6a3aTenibHO A0MKeH 6biTb B peXxXume access.
L J

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexXume rnobanbHo KoHUrypaumm:

console (confiqg) #

Tabanuya 56 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Oo6asutb ncxogHbii MAC-agpec B Tabauuy.

- Permanent — gaHHbIi MAC-agpec octaetcs B Tabavue agpeca-
LMK NnocJie NepekItoYeHuns cTaTyca uHTepdelica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocse nepesarpysku
YCTPOKCTBA;

- Deleteontimeout — aaHHbIV agpec yaanmTca no Takm-ayTy.

Ypanute MAC-agpec 13 Tabauupi.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 57 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MpocmoTp Bcent Tabanuybl MAC-agpecos.

show mac-address-table count

MokasaTb Ko/iMyecTBo 3anucet B Tabanue MAC-agpecos.

show mac-address-table count
summary

MokasaTb CymMapHyto CTaTUCTMKY no Tabamue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MNokasaTtb Tabanuy ¢ aguHamuyeckumm MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Y8anuTb AMHamuyeckue 3anucu 13 Tabamubl MAC-aapecos.

show mac-address-table
secure

MokasaTb Tabanuy c 3awmuieHHbimM MAC-agpecamu.

show mac-address-table
secure recovery-file

MoKasaTb Tabamuy ¢ 3awmieHHbiIMM MAC-agpecamm, KoTopble co-
XpaHATCA Npu nepesarpyske.
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show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MokasaTb Tabnuuy c 3awmeHHbiMM MAC-agpecammn Ana yKasaH-
Horo uHtepdelica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port}]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11

Mokasatb Tabamuy MAC-agpecoB 414 ykasaHHOro nHtepdeliica.

clear mac-address-table secure

[interface

{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port} ]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Yaanuts 3awmueHHble MAC-agpeca us Tabaunupl Ha nHTepdeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Mokasatb Tabsmuy co ctatnyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Mokasatb Tabanuy MAC-agpecos ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)
group: (1..24)

OTob6pa3nTb 3HaueHuA TaimepoB GVRP Ha nHTepdelicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

OT06pasunTb CTAaTUCTMKY NpoTokona GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group}]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11)
group: (1..24)

O4nCTUTb CTAaTUCTUKY NpoToKona GARP.

show vlan

MokasaTtb uHPopmauuto o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Mokaszatb nHPopMauutio No KoHKpeTHoMy VLAN.

show vlan protocols-group

Moka3aTb MHPOPMALMIO O HACTPOEHHBIX FPYNNAax U NPOTOKONAX.

show protocol-vlan

MokaszaTtb nHpopmaumio o VLAN, cOOTBETCTBYIOLMX Ipynmnam npo-
TOKO/I0B Ha pa3HbIX MOpTax.

KomaHOwbl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnnuya 58 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue

no ymosi4yaHurw

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
tengigabitethernet te_port }

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKasaTb KOHOUIypauuto NopTa, rpynnbl NOPTOB.
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4.9 Selective Q-in-Q

[JaHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBua GUAbTPALUM NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN.

[nAa ycTponcTBa co34aeTca CNUCOK NpaBu/l, Ha OCHOBaHMM KOTOpbIX byaeT o6pabaTtbiBaTbcA TpadUK.

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelica KoHdurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # -

Tabnnua 59 — KomaHabl pexkuma KoHpurypauum nHtepdelica (amanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id:

Co3aaTb NpaBuiIO, Ha OCHOBAHWM KOTOPOFO BHELLHASA METKa
ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHaTbea Ha vlan_id.

no selective-qinq list ingress (1..4094) YpanuTb yKkasaHHoe npasuao selective ging ana exogawmx nake-
[ingress-vlan vian_id] TOB.

selective-ginq list egress Co3aaTb NpaBuIO, Ha OCHOBAHWUM KOTOPOFO BHELLHASR METKa
override-vlan vian_id ingress- vlan_id(1..4094); ingress_vlan_id ncxopgauwero naketa 6yaet 3ameHATbCA Ha vlan_id.
vlan ingress_vilan_id ingress_vlan_id:

no selective-qinq list egress (1..4094) YoanuTb cnncok npasun selective qing ans NcxogaLLmMx NakeTos.

[ingress-vlan vian_id]

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3aaTtb NpaBWIo, Ha OCHOBAHWU KOTOPOro ANA TpaduKa C BHeLL-
Hel meTKkoW ingress_vlan_id 6ypeT nobasnaTbca meTka ¢ vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana Bxogalmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co34aTtb NpaBu/Io, Ha OCHOBAHMM KOTOPOTO TPAadUK C BHELUHEN MET-
KoM ingress_vlan_id nponyckaetcs 6e3 usmeHeHU uan otbpachbl-
Baetca. Ecam ingress_vlan_id He yKka3aH, ToO NponycKaTbCa Uau OT-
bpacbiBaTbcs byaeT Becb TpaduK.

- deny — 3anpelLLaeT NPoxoxKaeHNe NaKeToB C YKa3aHOM BHeLLHEeN
METKOM;

- permit — paspeLuaeT NPOXOXKAEHNE NAKETOB C YKa3aHHON BHeL-
Hel MeTKOW.

YaanuTb yKkasaHHoe npasuno selective ging gna Bxoaawmx nake-
TOB.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 60 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

show selective-ging
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

OTob6pa3unTb cnucok npasun selective sqing.
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4.10 Storm Control ana pasnunuHoro Tpaduka (broadcast, multicast, unknown

unicast)

«LL'TOpM» BO3HWKaeT BCneacrtsne 4YpeamepHoro Koan4yectsa broadcast-, muIticast-, unknown
unicast—coo6u.|,eHm71, OA4HOBpPEMEHHO NepegaBaembiX NO CETU Hepe3 OAUNH NOPT, YTO NPUBOAUT K NEPErPY3Ke
pecypcoB CeETU N NOABNEHUIO 3a4EPHKEK. «LL'TOpM» MOXET BO3HUKHYTb NPU HATMYUN «3aKOJZIbLLOBAHHbIX»

cermeHToB B cetu Ethernet.

KommyTatop wu3mepAeT CKOPOCTb MNPUHMMAEMOrO LWWMPOKOBELLATE/IbHOr0, MHOroagpecHoro u
HensBeCTHOro oaHoagpecHoro Tpadwu(a AnAa NopToB C BK/IKOYEHHbIM KOHTPOJZIEM LWLNPOKOBELLATE/IbHOIO
«wTopma» m OT6paCbIBaeT NaKeTbl, €eC21I CKOPOCTb NpesbillaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHUe.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXume rnobanbHON KoHOUrypaumm:

console (config) #

Tabnunuya 61 — KomaHabl perknma rnobanbHo KoHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

storm-control mode {kbps |
pps}

-/pps

YcTaHOBUTb rN06aNbHO Kakne eamHULLbI U3MepeHnsa HeobxoaMmMo
MCNONb30BaTb.

- pps — 06bem TpaduKa NaKETOB B CEKYHAY;

- kbps — 06bem TpaduKka KOUT B CEKYHAY.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaetica Ethernet

Buga 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 62 — KomaHgpl pexnma KoHdurypaumm nHtepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuio

Aeiicmeue

storm-control multicast level
{pps | kbps}

no storm-control multicast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IIOYMTb KOHTPOIb MHOTOAAPECHOro TpaduKa:
- pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — o6bem TpaduKka KOUT B cekyHAy.

BbIK/NOUMTL KOHTPOb MHOTOAAPECHOro TpaduKa.

storm-control dif level {pps |
kbps}

no storm-control dif level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOYMTb KOHTPOb HEM3BECTHOTO OAHOAAPECHOro TpaduKa.
- pps — 06bem TpaduKa NaKeToB B CEKYHAY;
- kbps — o6bem TpaduKka KOUT B cekyHAy.

BbIK/MOYNTL KOHTPOIb OAHOAAPECHOTO TPadumKa.

storm-control broadcast level
{pps | kbps}

no storm-control broadcast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOYMTb KOHTPO/b LUMPOKOBELLATENbHOTO TpaduKa.
- pps — 06bem TpaduKa NaKeToB B CEKYHAY;
- kbps — o6bem TpaduKka KOUT B cekyHAy.

BbIKNOUMTb KOHTPOIb LWMPOKOBELLATE/IbBHOTO TpachKa.

storm-control {multicast | dif |
broadcast} action {shutdown |
trap | trap-and-shutdown}

HasHauuTb aeiicTBMe, BbINONHAEMOE NPW NPeBbleHUN 334aHHOIo
NMMKTa 06bema MHOToapPecHOro, HEM3BECTHOTO OAHOAAPECHOTO
WU LIMPOKOBeLLaTeIbHoro TpaduKa. NMpu o6HapyKeHUU NpeBsbille-
HWA 3a4aHHOTO IMMUTA UHTEPdEC MOKET BbiTb OTK/IIOYEH
(shutdown), otnpasned SNMP-trap (trap) uam moryT 6biTb BbINOA-
HeHbl 0ba geicteua (trap-and-shutdown).
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no storm-control {multicast | OTMEHUTb AeiCTBME NPU 0BHAPYKEHMU MHOTOaAPECHOr0, Heuns-
dif | broadcast} action BECTHOI0 04HOAZAPECHOTO UK LMPOKOBELLATENbHOIO TpaduKa.

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 63 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue

KomaHoa Aelicmeue
110 yMOYAHUIO

show interface [fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]
storm-control

MoKaszaTb KOHOUIYpaLunio GYHKLMM KOHTPOAA LMPOKOBELLATE b-

fa_port: (0/1..24);
HOTO «LITOPMa» ANA yKazaHHOro nopta, M60 BCex NOpToB.

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

show storm-control - OTobparkaeT TEKYLLYIO HACTPOWKY eANHUL, U3MEPEHUA.

4.11 Tpynnbi arperauyumu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecneymBaloT NOAAERNKKY rpynn arperaumm KaHanos LAG B KOAMYecTBE COMNacHo
Tabnumue 9 (cTpoka «Arperauma kaHanos (LAG)»). Kaxkgana rpynna nopTos A0NKHA COCTOATb U3 MHTepdelicoB
Ethernet c oanHakoBoOW CKOPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
YyBENNUYMBAET MNPOMYCKHYI0 CMNOCOBHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM W
NOBbILLAET OTKA30YCTOMYMBOCTb. [pynna NopTOB ABAAETCA A1 KOMMYTAaTOpPa OAHUM IOTMYECKMM NOPTOM.

YCTpoWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYeCKaa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTa no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHbUrypaumu.

/ Ecan ana nnrepdeiica npousseaeHbl HAaCTPOIiKK, TO AnA Aob6aBaeHUA ero B rpynny cieayet
BEPHYTb HACTPOMKU NO YMONHAHMUIO.

[JobasneHne nHTepdeicos B rpynny arperalmm KaHanoB AOCTYMHO TO/IbKO B peXUMe KOHPUrypaumum
uHTepdelica Ethernet.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnunua 64 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuo

channel-group group mode {on [ob6asutb Ethernet-nHtepdeliic B rpynny nopTtos.
| active | passive} - On — n06aBuTb MHTePdeiiC B CTaTUHECKYIO rPYNNy NOpPTOB;
- Active — f06aBuTb MHTepdeiic B rpynny NopTos, paboTaroLmx
no npotokonay LACP, npu atom otnpaska PDU ocywiectenaerca
BCeraa;

group: (1..24); - Passive — n06aBuTb nHTEpdENiC B rpynny nopTos, paboTaoLmx
mode: (on, active, no npotokony LACP, npu sTom otnpaska PDU ocyuiectsisetca

passive) TONIbKO B TOM CNy4ae, ecin ycTpoiicTeo nonyyaet PDU ot cocea-

Hero ycTpowcTBa.

' Ecnu 3HaueHne MTU gnsa Ethernet n Port-Channel nn-

H TepdeiicoB oTanualoTca, To 406aBUTb AaHHbIN
Ethernet-untepdeiic B rpynny nopToB Henb3A.

no channel-group Yaanutb Ethernet-uHtepdeiic U3 rpynnbl nopTos.
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KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (confiqg) #

Tabaunuya 65 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

shutdown port-channel o
OTKAtouNTL paboTy moayns port-channel Ha ycTpolicTse.

I [aHHaa KomaHAa oTKAtouaeT paboty moayns port-

/BKnioUeHO - channel c 6e3B03BpaTHbIM yAaneHUem BCex HaCTPOeK
6n0Ka LAG.

no shutdown port-channel BkatoumTb paboTy moayna port-channel Ha ycTpoiicTse.
port-channel load-balance 3apaTb MmexaHn3m 6anaHCcMpPoBKKU Harpysku ans ctpaternm ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNNbl arpernpoBaHHbIX NOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece n IP-agpece NCTOYHWKA M NoyYaTensa;
dest-mac | dest-ip | src-mac | - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOYHMKA M Nony4vaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUKA M NosyyaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKM OCHOBbIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece UCTOYHMKA M nonyvaTens, a
Takke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaH13m H6anaHCMpPOBKM OCHOBbLIBaeTcs Ha MAC-
agpece nony4yatens;

- dest-ip — mexaHW3m 6anaHCMpPOBKKM OCHOBbIBaeTcA Ha IP-ag-
pece nony4yartens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- Src-ip — mexaHu3m 6anaHCcMpPOBKM OCHOBbIBaeTCA Ha IP-agpece

NCTOYHUKaA.
set port-channel enable BkntoumTb paboTty LAG rnobanbHO Ha KOMMyTaTope.
set port-channel disable BbIkntounTb paboTy LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKAOUNTL aBTOHOMHbIN pexmMm paboTbl LAG.
mode enable
set port-channel independent- BbIK/IIOUNTb aBTOHOMHbIN pexkum paboTbl LAG.

mode disable

Ha yctpoitctBax MES2424 u MES2448 Bbl6paHHbIA anroputm 6anaHcMpPoBKU
6yaet paboTtatb TONbKO Ana TpaduKa ¢ 06yyeHHbIM agpecom B MAC-Tabauue.
Ecan MAC-agpec HasHavyeHuA TpaduKa OTCyTCTBYeT B Tabauue, 6anaHcnpoBka
6yaer NnponsBoAUTLCA NO METOAAM:

— L2-Tpaduk - src-dest-mac;

— L3-tpaduk(IPv4/IPv6) — src-dest-ip.

.-

4.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan0e

CDywu,meﬁ CTaThdecKkux rpynn LAG asnaetca OGBEAMHEHME HECKOJIbKUX d)VI3VI‘-IECKVIX KaHa/10B B O4UH,
YTO NO3BOJIAET YBE/NNYNTb NPONYCKHYIO CrnocobHOCTb KaHasa M NOBbICUTb €ro OTKa3OyCTOl71‘-IMBOCTb. Ana
CTaTUYECKUX rpynn npnopmTeT UCNoJ1Ib30BaHNA KaHa/10B B O6'bep,VlHeHHOM ny4ykKke He 3a4aeTCA.

DOna BknoueHna paboTbl MHTepdeiica B cOCTaBe CTaTUHECKOM rpynnbl UCNO/Ib3yiATe KOMaHAY
channel-group {group} mode on B pexxume KoHdUrypauum cooTseTcTByloLlero nHTepdeiica.
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4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKUuen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNEe HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/fo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETaAMMU.

Dna BKAoueHUa paboTbi

uHTepdenca no nportokony LACP wucnonb3ynte KomaHay

channel-group {group} mode active/passive B pexxnme KOHPUrypaumm coOTBETCTBYIOLLErO

uMHTepdeinca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnunua 66 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumnm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMDbI.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuUTb id yyacTHMKa lacp.

Yaanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 67 — KomaHabl pexxmma KoHourypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWTb afiMUHUCTPATUBHbIN TalimayT npoTokona LACP:
- long — pnuTtenbHoe Bpema TalimayTa;
- short — manoe Bpems TalimayTa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBWTb npuopuTeT uHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 68 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokaszaTtb uHopmauuio o npotokone LACP.

show etherchannel summary

MpocmoTp Hpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nudopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.
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show etherchannel protocol

MpocmoTp npoTtokona LAG.

show etherchannel port

MpocmoTp MHOpMaummn o nopTtax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.

MNpumep HacTPOMKMU:

console (config)# set port-channel enable
console (config) # interface port-channel I
console (config-if)# no shutdown

console (config) # interface range gi 0/1-2
console (config-if-range)# no shutdown

(
(
(
console (config-if) # exit
(
(
(

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-apgpecauymm

B gaHHOM pasgene OnucaHbl KOMaHAbl A8 HAaCTPOMKM CTaTUYecKux napametpos |P-agpecauum,
TaKuX Kak IP-agpec, Macka NoAceTH, W3 No YMOAYAHMIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 69 — KomaHabl perknuma KoHburypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

ip address ip_address
{ip_mask

|prefix_length} [secondary
{ip_address {in_mask

| prefix_length} }]

no ip address [ip_address]

HasHaueHue 3agaHHOMy UHTepdelicy IP-agpeca M Mackv noaceTu.
- secondary — no3Bo/IAET HAaCTPOWUTb AOMNONHUTENbHbIE |PV4-
aapeca Ha Tekywmit interface vlan. ns HacTpoliku TpebyeTca
Ha/mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

Yaanenue IP-agpeca nHtepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BktoyeHne obpaboTkm QinQ-TpadurKa ynpasneHus Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewHW Ter 802.1Q.

l Dna KoppeKTHo paboTbl GyHKLUM Heo6XoAMMO Hanu-

- yue aKTuBHoOro vlan_id Ha KommyTaTope. Mpu 3aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpaunBaeTca
YyHKUMUA, AONKHO 6bITb Up.

’ JlaHHble HACTPOWKKU BbIMOJIHAIOTCA HAa UHTepdeice C-

. VLAN.

BblkntoveHne o6paboTkmn QinQ-Tpadmka ynpasneHmsa Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port

vlan vian_id}] [hostname
name]

| tengigabitethernet te_port |

no ip address dhcp

vlan_id: (1-4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
name: (1..32) cumBona

MonyyeHwne IP-agpeca ot DHCP-cepBepa. YcTaHOBKa onumii 12 un
61.

3anpeT ncnonb3oBaHMA NpoTtokona DHCP gna nonyyeHus IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string:(1..256)/mogaenb
KoMmyTaTopa

YcTaHOBUTL 3HaYeHue onumn 60.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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No-ymonuaHuio, uHtepgeiicol Vlan Haxogatca B coctoaHnm Admin down. Mpueectu B co-
ctrosiHue Admin Up nx moxkHo komaHaoi no shutdown.

Mpumep HacTpolikn 06paboTku Tpaduka ¢ S-vlan 10, C-vlan 20 Ha CPU:

console#

console (config) # interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 70 — KomaHgbl pexkmma privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

renew dhcp vlan vlan_id

vian_id: (1..4094) OTtnpasuTb 3anpoc K DHCP-cepBepy Ha o6HoBNEeHMe IP-aapeca.

show ip interface vlan vian_id

MoKasaTb KoHduUrypaumio IP-agpecauun 418 yKasaHHOTo UHTep-

vlan_id: (1..4094) devica

4.13 HacTtpoiiKa IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noageprkMBatoT paboTy no npoToKkony IPv6, UTo ABAsSETCA 60NbLLIMM NPENMYLLECTBOM,
T.K. NpoToKo IPv6 paspaboTaH ans Toro, YTobbl B 6yAyLLeM NOJHOCTbIO 3aMEHUTb agpecaLmio NPoToKoa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOe agpecHoe npocTpaHcTBo — 128 6uT Bmecto
32. Agpec IPv6 npegcTtasnneT coboit 8 6/10K0B, pasaenieHHbIX 4BOETOYMEM, B KarKaom 6n1oKke 16 6ur,
3aNNCaHHbIX B BUAE YeTblpex WeCTHaguaTepuyHbiX ymncen.

Momumo yBennyeHMA aapecHOro MNPOCTPaHCTBA NPOTOKOA IPv6 mmeeT unepapxmyeckyto cxemy
afpecaunn, obecneymBaeT arperauyio MapLUpyToOB, YNpowaeT Tabauuy MapwpyTusaumu, npyv 3TOM
3 PeKTMBHOCTb PabOTbl MapLLPYTM3aTOPA NOBLILLAETCA 33 CHET MEXaHM3Ma OOHapyKeHMA COCeAHUX Y310B.

Y

v

Ecnu 3HayeHue rpynnbl MM HECKONbKUX rpynn NoApAaa, B agpece npotokona IPvé pasHo Hynto
— 0000, TO pMaHHble Trpynnbl MoryT ObiTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb cCOKpaleH ao FE40::AD21:FE43. Co-
KpalueHUto He MoryT 6bITb NoABeprHyTbl 2 paspeneHHble HyaeBble rpynnbl U3-3a BOSHUKHO-
BeHMUA HeoAHO3HAYHOCTU. CoKpalaeTca caman 60nbluas HyneBaA rpynna.

EUI-64 — at0 npeHtudukarop, cosgaHHblii Ha 6ase MAC-appeca uHtepdeiica, ABnatoWMUincA
64 mnapgwummn 6utamm IPvb-agpeca. MAC-agpec pa3buBaerca Ha ABe 4actTm no 24 6ura,
MmeXpay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomoKona IPvé

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnunua 71 — KomaHabl perknma rnobanbHol KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLIpYTU3aLMI0 MEXAY ipv6-npedukcamm.

OTKNOUUTD MapLLPYTU3ALMIO MEXAY ipVE-npedurkcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXX XX XX XX/ -

Co3paTb cTaTUYecKyto 3anuck ipvb neighbor.

Y4anuTb CTaTMYecKyto 3anuch ipvé neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX:: XXXX:
administrative_distance:

(1-255)

HacTpouTb CTaTMUYECKUIA MapLIPYT A0 YKa3aHHOro ipve-npedukca.

Y[anuTb CTaTUYECKUI MapLipyT A0 YKa3aHHOro npedukca.

KomaHObI pexcuma KoHgu2ypauuu uHmepgetica VLAN

Buz 3anpoca KOMaHAHOM CTPOKM B pexnme KoHUrypaumm nutepoeica VLAN:

console (config-if) #

Tabnvua 72 — KomaHabl pexknuma KoHburypaumm nHtepoeiica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkatounTb paboTy npoTtokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha gaHHOM nHTepdelice.

OTKNtoUNTL paboTy NpoToKona IPv6 Ha nHTepdeiice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-loca

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YctaHoBuUTb ipv6 link-local agpec Ha aaHHOM nHTepdeiice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ana reHepaumm agpeca.

YaanuTb yKasaHHbIi agpec ¢ uHtepderica.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 73 — KomaHapl pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOA4YaHUIo

Aelicmeue

show ipv6 interface [vlan
vian]

OT06pPa3nTb COCTOAHME U HAaCTPOMKU IPV6-nHTepdelicos.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pasnTb Tabanuy maplupyTusaunv ans IPve.
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show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OT06pasnTb CTAaTUCTUKY MO MPUHATLIM U OTMNPABAEHHbIM
IPv6-nakeTtam.

4.14 HacTpoiiKa NpOTOKON0B

4.14.1 Hacmpolika npomoKonaa ARP

ARP (Address Resolution Protocol — npoTokon paspelweHuns aapecoB) — NPOTOKON KaHa/bHOro
YPOBHS, BbINONHAWMIA yHKUMIO onpegeneHna MAC-agpeca Ha OCHOBaHMM COAeprKaLLlerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1o6asibHON KoHdUrypaumm:

console (config) #

Tabnunua 74 — KomaHgpl pexxunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aeiicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBnTb cTaTUUYecKyto 3anncb cootsetcTeus IP- u MAC-agpecos
B Tabanuy ARP ana ykasaHHon VLAN.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanutb cTaTMYecKyto 3anucb cootseTcTauaA IP- n MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHoro B KomaHgae IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBWTbL MHTEPBAN MEXKAY OTNPaBKo gratuitous arp cooblue-
HUN.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems }KU3HW SUHaMUYECKUX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeinca VLAN:

console (config-if) #

Tabnnua 75 — KomaHabl pexkuma KoHourypauum uHtepdelica

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKNIOYEHO

BKOUMTB OTNPABKY gratuitous arp-coobLueHuii.

BbIKNOUMTL OTNPABKY gratuitous arp-coobLeHui.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 76 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTEpdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKONA arp.

clearip arp

YaanuTb Bce AMHamu4yeckmne sanucu 3 ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHW3m N03BOAET YCTOMCTBY OTC/IEKMBATb 3aKO/1bLLOBaHHbIE NOPTbI. [eTaa Ha nopTy 06-
HapYyXMBaeTcA MNyTeM OTCbIJIKM KOMMyTaTopom Kaapa (frame) ¢ MAC-agpecom nopta KOMMyTaTopa B nose
Source MAC v wunpoKoBeLaTenbHbIM (N0 yMon4aHuio) agpecom B nose Destination MAC.

KomaHObI pexcuma 2n06as1bHoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 77 — KomaHabl perkuma rnobanbHOM KoHPUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKAKOYEHO

OTkNtounTb paboTy moayns loopback-detection Ha ycTpolicTse.

’ DaHHas KomaHga oTKA4aeT paboty mogynsa loopback-

L detection ¢ 6e3803BpaTHbIM yAaNeHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUMTL MeXaHU3M 06Hapy)KeHMﬂ neTenb ANA KOMMYTATOpPa.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

mac_address

CEeKYH
no loopback-detection interval YHA BocCCTaHOBUTbL 3HaYeHWe No YMONYaHUIO.
loopback-detection Onpegenntb MAC-agpec HazHauyeHus, ykasaHHbIn B LDB-Kkagpe.
destination-address - [ffff A fFFf:ff Mo ymonuyaHuio MAC-agpec HasHaYeHUA WMPOKOBELLA-

Y

TeNbHbIN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepagelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nnrtepdeitca

rpynnbl NOPTOB:

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet

gi port |

console (config-if) #

tengigabitethernet te port | port-channel group}

Tabnnua 78 — KomaHapl pexxmuma KoHourypaumnm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HavyeHue
no ymoan4yaHuro

Aelicmeue

loopback-detection enable

loopback-detection disable

-/BbIKNOYEHO

BKIOUMTb MeXaHU3M 06Hapy)KeHMﬂ neTesib Ha NopTy.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 79 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

show loopback-detection OT06pasmnTb cocTosiHWe mexaHuama loopback-detection.
[fastethernet fa_port |
gigabitethernet gi_port |

tengigabitethernet te_port |

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

statistics]
debug loopback-detection [all BKAoUMTbL OTNpaBKy coobuieHmit no cobbitnam loopback-detec-
| buffer-alloc | control | -/OoTKAOYEHO tion.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoOW 3agaveit npotokona STP (Spanning Tree Protocol) Aasnsetca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMUN CBA3AMU K p,peBOBMLI,HOVI TONOJZI0TUMN, MCKﬂIOHaIOU.LeVI LUWK/bl NaKeToB. KOMMYTaTOpr
06MeHMBalOTCA KOHMUrYPaUMOHHbIMM COOBLIEHMAMM, UCMONb3YA Kadpbl cneumanbHoro dopmara, U
BbIBOPOYHO BK/IHOYAIOT M OTKAKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepLIEHCTBOBAaHMEM MPOTOKoNa STP, xapakTepusyetcs
MEHbWNM BpeMeHeM MpuUBEAEHNA CETU K LPEBOBMAHOM TOMOMAOMMM U UMeeT 6osnee BbICOKYHO
YCTOMYMNBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetcs Hambosiee coBpemeHHoOM peanusauuein STP,
nogfeprkmeatollelr ucnonbzosaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT umcna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaepKaTb HecKonbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP aBnsieTcA TO, YTO Ha BCEX KOMMYyTaTopax, B3anmogencreytowmx no MSTP, 4onXKHbl 6bITb 0AMHAKOBO
CKOHUrypupoBsaHbl rpynnbl VLAN.

V MaKkcMmanbHO aonycTtumoe Koam4vecTso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.
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Tabnnua 80 — KomaHAabl perknma rnobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

shutdown spanning-tree

OTKAoYNUTL paboTy moayna STP Ha ycTpoiicTae.
[aHHas KomaHga oTKA4YaeT paboty mogynsa STP ¢ 6es-

. BO3BPaTHbIM yAaneHueMm Bcex HacTpoek 6noka STP.
-/BKntosieno l Mogaynb STP BKAlOYaeTcA KOMaHAo spanning-tree.

.
spanning-tree /BKMioUeHO Pa3spewntb NCNosb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
no spanning-tree 3anpeTnTb MCNOab30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode { rst | YCTaHOBUTb peXxMm paboTbl NpoTokoia STP:
mst | rapid-pvst} - rst — |IEEE 802.1W Rapid Spanning Tree Protocol;

-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBAN BPEMEHM, 3aTPAYMBAEMbI Ha NPOCAYLUMBA-
HWEe M U3yyeHWe COCTOAHWIA Nepes NepekNtoYeHUemM B COCTOSHWE
nepegayu.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWTb MHTEPBA/ BPEMEHM MEXAY Nepefadyamu LMPOKOoBeLLa-
TeNbHbIX coobuieHmni «Hello» K B3aMmogencTBYOWMM KOMMYTaTO-
pam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeEMA XKU3HK cBA3ytowero gepesa STP.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpolicTea B cBssytolem aepese STP.
3HayeHune npuopuTeTa AONKHO 6bITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIK/IIOYEHO

BKAtOUNTL AMHAMMYecKoe onpeseneHme LeHHOCTU NyTy.
- lag-speed — onpeaeneHne LEeHHOCTM NyTM ByAeT BbIYMCAATHCA
npu nameHeHmm ckopoctu LAG.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.

spanning-tree pathcost
method {long|short}

YcTaHOBUTbL METOZ onpeaeneHua LLeHHOCTU NyTH.
- long — 3HavyeHMe ueHHOCTU B granasoHe 1..200000000;

-/long - short — 3HayeHue LeHHOCTU B AMana3oHe 1..65535.
no spanning-tree pathcost YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
method
spanning-tree compatibility Bepcua coemectumoctun STP.
mst | rst | st
{ | | stp} -/BKAOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHMe MO YMONHYAHWUIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MNoporosoe kKoanyectso TCN BPDU, npu KoTopom 3anyckaeTcs Tai-
Mep, KOTopbIl paBeH 3HaveHuto flush-interval.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTbL 3HayeHWe MHTepBana, Nocje KOTOPOro npov3onaéTr
ounctka MAC-Tabnumubl nocge nonyyverna TCN BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHWUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

370 3HaYeHMe YKa3biBaeT MaKCMMa/IbHOE KO/IMYECTBO MaKeToB, Ko-
Topble MOryT 6biTb OTNpPaB/ieHbl B 33a4aHHbIN MHTEPBAN BPEMEHM
hello-time.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbiNo/NHEHUE
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdgelica 2pynmnsl Nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumm mHtepdeinca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 81 — KomaHabl pexmma KoHourypauum uitepoelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree disable

3anpetutb paboTy NpoTokona STP Ha KOHGUrypupyemMom UHTep-
deiice.

-/paspeLweHo
no spanning-tree disable /pasp Pa3spewntb paboTy npotokona STP Ha KOHUIypUpyeMom UHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIV MHTepdeic.
: (1..200000000)/cm, | —COSt = UeHHOCTb NyTH.
no spanning-tree cost YCTaHOBWUTb 3HayeHWe, OMNpeaesiemoe Ha OCHOBAHWW CKOPOCTU
Tabnanuy 78

nopTta M MeToAa onpeaeneHna LeHHOCTU NyTH, cM.Tabauuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTbL NpUopuUTET MHTEpPdeica B cBasytlollem aepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HaYe€HMe N0 YMOIYAHWIO.

spanning-tree portfast

no spanning-tree portfast

BK/OUNTL PEXKMM, B KOTOPOM NOPT NPY NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCA B COCTOAHMUE Mepeaayu, He AOXMUIAAACh UcTeye-
HUA Talimepa.

BbIKNOUNTL peXMM MOMEHTA/IbHOIO nepexoAa B COCTOAHME nepe-
341 N0 NOAHATUIO KIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

Pa3pelwnTb Ha MHTepdelice AONONHUTENbHYIO 3aLWUTY OT NeTenb. B
cnyyae, ecnn uHTepdeinc HaxoaUTCa B COCTOSAAHUM, OTJIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kupyertcs.

3anpeTuTb AONONHUTENbHYIO 3alWLMNTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHune
rnobanbHoOM HaCcTPOIKK

BKNOUMTDL 3aWUTY KKOPHA» ANA BCEX CBA3YIOLWMX AepeBbeB STP Bbli-
6paHHOro nopra.

- root — 3anpeLaet uHTepdelicy bbiTb KOPHEBLIM NOPTOM KOMMY-
TaTopa;

- loop — BK/tOYaET Ha UHTepdence AONONHUTENbHYIO 3aLUUTY OT
netenb. B cnyyae, ecnu nHtepdeinc HaxoanTCs B COCTOAHUMU, OTINY-
Hom ot Designated n npu aTom nepectaer nosay4yato BPDU, uHTep-
devic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBath r106a/bHY0 HAaCTPOWMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3aLWmMTy, BbIKAIOYAOLWYHO MHTEpdEC Npu Nnpuéme nake-
TO08 BPDU.

3anpeTuTtb 3aWUTY, BbIKAHOYAOLWYO MHTEpdENC Npy Nnpuéme nake-
TO08 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnexkcHoro
nopTa «TOYKa-TOYKa,
AN NONYAYNNEKCHOro

— «Pa3BEeTB/IEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepatolee coctoaHue un onpeae-
NTb TUN CBA3W AN BbIGPAHHOrO nopra:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWTb 3HaYEHMEe N0 YMOYAHWIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewnts npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewmnTb Npuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.

no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHME MO YMOHAHUIO.

spanning-tree auto-edge BK/1lOYMTb aBTOMATMYECKOE onpefeneHne KNMEHTCKUX NOPTOB.
no spanning-tree auto-edge /Brni04EHO BbIK/IOYMTL aBTOMATMYECKOE onpeaeneHne KAMeHTCKUX NoPTOB.
spanning-tree {bpdu-receive | /BKAtoMEHO BK/IIOUNTL pexunm npréma m/mnm nepesaum Ha uHtepdeiice.

bpdu-transmit} enable
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spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKOUMTL pexkUM Npuéma u/unm nepesfaum Ha uHTepodeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTpouTb npuoputeT ana pseudoRoot Ha MHTepdeiice.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAOUMTb Ha MHTepdelice GYHKLUMIO 3aWmTbl OT aTak.

OTKNOYNTb Ha UHTepdelice GYHKLUMIO 3aLMTbI OT aTak.

Tabnnua 82 — CToMMOCTb NYyTK, YCTaHOBNEHHAA MO YMOYaHUIO (spanning-tree cost)

Unmepdeiic Melrzsz onpedeneHus yeHHocmu S:;’y::tu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 999900 56

LAG 100M 99900 12

LAG 1G 9900 3

LAG 10G 900 2

/' CTOMMOCTb NYTU ANA rPynnbl KaHaN0B No meToAy long no ymonuaHutio onpegensercs
AeneHnem CToMMocTn uHtepdeiica Ha KoaMYecTBO IMHKOB B rpynne -100. 3HaueHue
cost ana LAG npuBeAeHO C Y4ETOM UNeHCTBA B HEM 2 Ppu3nueckux nHrepdencos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 83 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port/
port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

MoKasaTbcocToAHMe NpoTokona STP Ha uHTepodelice.

show spanning-tree detail

MoKasaTb Noapo6HY MHOOPMALMIO O HACTPOMKaX NPOTOKOAA
STP.

show spanning-tree active
[detail]

MoKasaTb MHPOPMALMIO O COCTOAHMM O HAcTpolKax STP Ha aKTuB-
HbIX MOpPTax.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTo6pasunTb HacTpoku STP Ha bridge.
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show spanning-tree pathcost
method

OT06pasunTb MHPOPMaLLMIO O MeTOAE onpeaeneHUs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OT06pasunTb MHPopMauumio o root B Tononormm STP.

show spanning-tree summary

OTO06pasunTb COCTOAHME NPOTOKONA STP OTHOCUTENIbHO UHTEPdEN-
CcoB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 84 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBUTbL NPUOPUTET AS1A AAHHOTO KOMMYTaTopa nepeg, ocTaib-
HbIMM, UCMONb3YIOLWMMM 06LWMIA 3K3emnaap MSTP.

- instance_id — ak3emnnap MST;

- priority — npunopuTeT KOMMyTaTopa.

V 3HaueHuMe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
npv KOTOPOM 3anycKaeTcs Takimep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMaIbHOE KOIMYECTBO TPAH3UTHbIX Y4aCcTKOB AN
naketa BPDU, Heobxoanmbix aaa GopMmMpoBaHMA AepeBa U yaep-
YKaHMA MHOPMALMM O ero CTPOeHUU. ECv NaKeT yxKe npoLuen mak-
CMMa/IbHOE KOIMYECTBO TPAH3UTHbIX YYACTKOB, TO Ha caeaylowem
y4yacTke OH oTbpacbiBaeTca.

- hop_count — maKcMManbHOE KONIMYECTBO TPAH3UTHbIX Y4acTKOB
Ana naketa BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree mst
configuration

Bxof, B pexum KoHoUrypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHuUrypaummn npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnunua 85 — KomaHabl pexkmma KoHourypauumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTb COOTBETCTBME MEXAY 3K3eMNAApom npoTtokona MSTP u
rpynnamu VLAN.

- instance-id — npeHTUdUKaTOp aK3emnaApa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanutb COOTBETCTBME MEXAY 3K3eMNAApom npotokona MSTP un
rpynnamu VLAN.

name string

string: (1..32) cumBona

3apatb UMa KoHurypauum MST.
- string — vma KoHpurypaumm MST.
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no name Yaanutb uma koHourypaumm MST.

3afaTb HoMep peBu3nm KoHbuUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

revision value
value: (0..65535)/0

no revision YCTaHOBWTb 3HaUYeHWe No ymondaHuio (value).

exit BbixoZ M3 peruma KoHodurypaumm npotokona MSTP c coxpaHe-
HUeM KoHbUrypauuu.

KomaHObI pexcuma KoHpu2ypayuu uHmepgetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 86 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3au.|,v1Ta BbIK/1lO4YEHa

BKAIOYMTDb 3aLUUTY KKOPHA» A/1A BCEX CBA3YIOLWMX AepeBbeB STP BblI-
6paHHOro nopra. [aHHaa 3awmMTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpA.

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCcTaHOBWUTb NpUopuUTET NHTEpdelica B ak3emnaape MSTP.
- instance-id — vaeHTUduKaTop sK3emnaspa npotokona MSTP;
- priority — npuopuTeT MHTepdeiica.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepe3 BblOpaHHbIM WHTepdeinc ana
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — vaeHTUduKaTop s3K3emnaspa npotokona MSTP.

- COSt — UEeHHOCTb NyTw.

YCTaHOBUTb 3HayeHue, onpesensieMoe Ha OCHOBAHUM CKOPOCTU
nopTa ¥ MeToZa onpeaeneHnsa LeHHOCTU NyTH, CM. Tabaunuy 82.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBUTbL NPUOPUTET UHTEpPdENCa B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HaueHuMe npuopuTeTa A0/KHO 6bITb KpaTHO 16.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

YCTaHOBUTbL 3HaYeHue no YMOANYaHULO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKOUUTBL UM OTKNKOUUTL spanning-tree Root Guard B yKazaHHOM
ak3emnaApe MST.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnuua 87 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HavyeHue/3Ha4yeHue no Aelicmeue

YMOMYAHUO

show spanning-tree

interface {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

Mokas3aTb KoHbMUrypaumto npoTokona STP.

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

show spanning-tree mst
instance_id [detail]

MNokaszaTb NogpPobHY0 MHPOPMALMIO O

inst id: (1..63
instance_id: ( ) HacTpolike npoTokona STP.

show spanning-tree mst
configuration

MNokaszaTb MHPOpMaLMIO O CKOHOUTYPUPOBAHHbIX
ak3emnnapax MSTP.

clear spanning-tree mst
instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port| port-
channel group}}

Instance_id: (1..63); OuncTKa cueTumkos STP.

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

4.14.3.3 Hacmpolika npomokona Rapid-PVST+ !

Bcero nogpep:KaHo 64 RPVST-uHctaHca. NMpu aTom HyneBon Ucnonb3yeTca ANA Bcex
VLAN, B KoTOpbIX OTKAOYeH RPVST. Kaxkaomy VLAN ¢ BKAtoueHHbim RPVST
coorBetcTeyeT oaguH RPVST-MUHCTaAHC.

KomaHObI pexcuma 2a0b6anab6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnua 88 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

spanning-tree vlan vian

no spanning-tree vlan vian i

Bkntountb STP B BbIGpaHHOM vian.

vlan: (1..4094) - vlan — Homep VLAN.

BbIKntounTb STP B BbIGpaHHOM Vvian.

KomaHObl pexcuma KoHguaypayuu VLAN (duanasoH VLAN’ 08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnnua 89 — KomaHabl pexkmma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

spanning-tree forward-time
seconds

no spanning-tree forward-time

YCTaHOBUTb NHTEPBAN BPEMEHM, SanaqMBaeMblﬁ Ha npocaywunea-
HUe U n3syvyeHue COCTOAAHUM nepeg nepexkntoyeHnem B COCToAHUE

seconds: (4..30)/15 cek
nepegaqu.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

1 ®dyHKUMA noagepxuBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-

24F, MES3400-48, MES3710P.
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spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBWUTb MHTEPBaN BPEMEHU MEXAY Nepeaadyamu LMpPoKoBe-
WwaTenbHbIX coobuieHunii «Hello» K B3aumoaencTByoWMM KOMMY-
TaToOpam.

YCTaHOBWUTb 3HaYEeHME N0 YMOIYAHWUIO.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTL BpemaA XU3HU cBA3ytolero aepesa STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree priority prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT yCTpoiicTBa B cBA3ytoLeM aepese STP.
3HayeHue NpuopuTeTa A0KHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

spanning-tree hold-count
count

no spanning-tree hold-count

count: (1..10)/6

ITOo 3HaYeHMe YKa3bIBaeT MaKCMMabHOE KOJIMYECTBO NAKETOB, KO-
TOpble MOryT 6bITb OTNPaBAEHbI B 334aHHbIN MHTEPBAN BPeMeHU
hello-time.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

! Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoanmo BbiNnoNAHeHUe
o ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NopmMos

Buga 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdeiica Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 90 — KomaHgpbl pexnuma KoHpurypaumm nHtepderica Ethernet, rpynnel noptos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

spanning-tree vlan vlian cost YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN MHTepdeiic.

cost cost: - cost — LeHHOCTb NyTw;
(1..200000000)/cm.
-vlan — Homep VLAN.
Tabauuy 82;

no spanning-tree vlan vian cost YCTaHOBUTb 3HaueHue, onpenesniemoe Ha OCHOBaHUW CKOPOCTU

vlan: (1..4094)
nopTa u MeToZia onpeaeneHns LEHHOCTU NyTH, CM.Tabanuy 82.

spanning-tree vlan v/an port-
priority priority

YcTaHOBUTbL NpUopuUTET MHTEpPdelica B cBasytolem aepese STP.

priority: (0..240)/128; | - /a7 —Homep VLAN.

vlan: (1..4094) V 3HaueHue NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

no spanning-tree vlan vian
port--priority

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#

Tabnunua 91 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue no ymonya- Aelicmeue
HUK
show spanning-tree vlan vian MokaszaTtb KoHOUrypaumo npotokona RPVST B
[{active|blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTobpaxKeHne aKTUBHbIE UHTEP-
vlan: (1..4094) demcbl;

- blockedports — oTtobparkeHue 3ab10KnpoBa-
Hble nHTepdeicol;
- detail — nogpo6bHas nHpopmaums.
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nel group}

show spanning-tree inter-

face {fastethernet fa_port | giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-chan-

[{active | blockedports}] [detail]

vlan: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

KOHKPETHOM B/laHe Ha UHTepodeiice.
- vlan — Homep VLAN;

deiicbl;

MNMokasaTb KoHodUrypauuto npoTtokona RPVST B

- active — oTob6pakeHne akTUBHbIe UHTep-

- blockedports — oTob6paxkeHne 3abnoKMpoBa-

root

Topa.

group: (1..24) Hble MHTepdeichl;
- detail — nogpobHas nHbopmaums.
h ing-t lan vl
:)att)l‘l:’s)::;::o;ee vianvian vlan: (1..4094) MokasaTb KoHoUrypaumto pathcost.
shf)w spanning-tree vlan vian vian: (1..4094) MoKasaTb KOHPUIYPaLMIO TEKYLLETO KOMMYTa-
bridge Topa.
show spanning-tree vlan vian vian: (1..4094) MoKas3aTb KOHGUIYpaLMIO KOPHEBOFO KOMMYTa-

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTtb CAy»KebHble NaKeTbl PasMYHbIX
L2-npoTokosos (PDU) yepes ceTb NpoBaitgepa, YTo NO3BOAAET «MPO3PaYHO» CBA3ATb KIMEHTCKME CerMeHTbI

cetn.

L2PT uHkancynupyet PDU Ha rpaHMYHOM KOMMYyTaTope, MepefaeT MX Ha APYror rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIMA OXKWAAEeT cneunanbHble MHKAMNCY/IMPOBAHHbIE Kagpbl, @ 3aTEM AEKancyUpyeT uXx,
YTO NO3BOAAET NONb30BATENAM NepenaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 92 — KomaHab! pexxkmma rnobanbHoN KoHGuUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBWTb aApeC HasHAYeHWs AS UHKANCYMPOBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

KazpoB

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWTb afpec HasHauYeHWUsa A9 UHKaNCyIMPOBaHHbIX
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

KazpoB

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBUTb agpec HasHauYeHUsa A9 UHKaMCyIMpoBaHHbIX
(frame) cooTBeTcTBYIOLLIErO NPOTOKONA.

Kagpos

isis-l11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBUTb agpec HasHauYeHUsa A9 UHKaMnCyIMpoBaHHbIX
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

Kagpos

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWTb afpec HasHayYeHWUsa A9 UHKaNCyIMPOBaHHbIX
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

Kaapos

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWTb afpec HasHayYeHWUsa A9 UHKaNCyMPOBaHHbIX
(frame) cooTBeTcTBYIOLLIErO NPOTOKONA.

Kaapos

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBUTb agpec HasHauYeHUsa A8 UHKaMCyIMpPoBaHHbIX
(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

Kagpos

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb agpec HasHauYeHUsa 419 UHKaMnCyIMpPoBaHHbIX
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

Kagpos

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBWTb afpec HasHayYeHWUsa A9 UHKaNCyIMPOBaHHbIX
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

Kaapos

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb agpec HasHauyeHUs 419 UHKanCyMpPoBaHHbIX
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

Kagpos

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBUTb agpec HasHauyeHUs 419 UHKanCyIMpPoBaHHbIX
(frame) cooTBeTCTBYIOWErO NPOTOKONA.

Kagpos
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

Tabnunuya 93 — KomaHabl perknuma KoHourypaumm nHtepdericos Ethernet

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIKIOYEHO

BKAOUUTL pexxnum nHkancynaumm PDU.

BbIkntounTb pexkmm nHkancynauum PDU.

Mpwu BKAOYEeHUU NHKacnynauum ana VTP nHKancyamMpoBaTtbca 6yaeT BCA rpynna NnpoToKo-
. nos ¢ MAC-agpecamu HazHauyeHua 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 94 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094);
group: (1..24)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-
Tepdelicam.

show I2protocol tunnel-mac-
address

OT06pasnTb agpeca HazHaueHWA AN UHKANCYIMPOBaHHbIX KaapoB
(frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CeTeBbIMM YCTPOMCTBAMMN O CBOEM COCTOSIHUM M XapaKTepucTnkax. MHbopmaums, cobpaHHan nocpeacTsom
npoTokona LLDP, HakanaMBaeTca B yCTPOMCTBAX M MOKET BbITb 3aNpoLleHa ynpasaaoLMmM KOMMIbIOTEPOM
no npotokony SNMP. Takum o6pa3som, Ha OCHOBaHUM cobpaHHOW MHOOPMAUMK, Ha YNpPaBAAIOLLEM
KOMMbIOTEPE MOXKET 6bITb CMOAENNPOBAHA TOMOAOTUA CETH.

KommyTaTopbl noAfepXuMBatoT nepegayvy Kak CTaHAAPTHbIX NapameTpoB, TaK M OMUMOHA/bHbIX,

TaKUX KaK:

—  WMSA YCTPOWCTBA M €ro onuncaHue;
—  WM#A MOpTa U ero onucaHue;
—  uHpopmauma o MAC/PHY;

- UT. A
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUIypaumm:
console (config) #

Tabnnuya 95 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymosn4aHurw
shutdown lldp OTKNtOUNTb paboTy moayns LLDP Ha ycTpoiicTse.
JaHHasA KomaHAa oTKAtoYaeT paborty moayna LLDP ¢
-/BKAOYEHO . 6e3B03BpaTHbIM yAaNeHneM BCceX HacTpoeK 610ka
LLDP.
no shutdown lidp BksitounTtb paboTty moayns LLDP Ha ycTpoiicTse.
set lidp enable /BbIKMIOYEHO PaspewnTb KOMMyTaTOPY MCMNOb30BaHMe NpoToKoa LLDP.
set lidp disable 3anpeTnTb KOMMYTATOPY MCNOb30BaHMe NpoToKoa LLDP.
set lldp-med enable BKkntounTb oTnpasky LLDP-MED.
. -/BbIK/IIOYEHO
set lldp-med disable OTKAtoYnTbL oTnpaBky LLDP-MED.
set lldp version {v1 | v2} /vl 3agaTb Bepcuio npotokona LLDP.
lldp mac_address Ykaszatb MAC-agpec, Ha KoTopbiit byayT oTcbinatbes lldp-Kagpsbi.
- lldp-Kkagpbl Tak ke 6yayT oyb6aMpoBaTbca Ha cTaHAAPTHBIM MAC-aa-
pec.
lidp lidpdu flooding filtering YcTaHOBUTL pexum ¢unbTpaumm naketos LLDP BPDU.
lidp lidpdu filtering YCTaHOBWTb 3HaYEHME N0 YMOHYAHUIO.
lidp chassis-id-subtype 3apatb chassis-id-subtype ans lldp-kagpa.
.{cha55|s-comp str/r.7g | if-alias | string: (1..255)
if-name | local string | nw-
. CUMBO/IOB;
addr | port-comp string} !
— -/mac-address
lldp chassis-id-subtype mac- BepHyTb K 3HAaUYEHMIO MO YMONYAHUIO.
addr
lldp reinitialization-delay YCTaHOBUTb 3a4epiKKy MOBTOPHOM MHMLMANU3aumu (Bpems 3a-
delay LepXKKH, BbinonHAaemoe LLDP ona noBTOPHOMN MHWLMANAM3aLuM Ha
delay: (1..10)/2 nobom nHTepdeiice).
V Y106bI OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb
3HAYeHUEe NOo YMONYAHUIO.
lldp transmit-interval interval YcTaHoBUTb MHTepBan nepeaayn lldp-kagpos.
interval: (5-32768)/30 V Y106bI OTMEHUTb HACTPOMKY HEo6XoAMMO BbICTaBUTb
3Ha4YeHne No YMONYaHMIO.
lldp notification-interval YCTaHOBUTb MaKCMMaNbHYH CKOPOCTb Nepeaaun lldp-kaapos.
seconds Seconds — nepuog, BpeMeHn B TeYEHUWU KOTOPOro YCTPOMCTBO MO-
seconds: (5-3600)/5 JKET OTNpaBuTb He bosiee oaHoro Kagpa (frame).
V Y1o6bl OTMEHUTb HACTPONKY HeobxoauMOo BbICTaBUTb
3HAYeHUe NOo YMONYAHUIO.
lidp tx-delay value YCTaHOBUTb MUHUMANIbHYIO OAUTENBHOCTb 3a4EPMKKU, Mexay no-
cnepoBatesibHbIMK Kagpamu LLDP.
value: (8192)/2 YTo6bl OTMEHUTb HACTPOIKY HeobXxoAMMO BbICTaBUTb
V 3HaYeHUe No YMOHaHMUIO.
lidp txCreditMax value YcTaHoBUTb 3HayeHue Credit Max (MakcMmanbHOE KONMYeCTBO No-
value: (1..10) cneposatenbHbix LLDPDU, KoTopble MoryT 6biTb NepesaHbl B to-
60e Bpems).
lldp txFastlnit value value: (1..8) YCTaHOBWTb YMCNIO MaKeToB, KOTopoe ByayT OTNpaBAsTbCA B ne-
T puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexkume KoHPurypaumum uHtepdericos Ethernet:

console (config-if)#
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Tabnunua 96 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lldp dest-mac mac_address

no lldp dest-mac
mac_address

-/BbIK/IIOYEHO

3apaTtb MAC-agpec, Ha KoTopbiit byayT oTcbinatbes lldp-Kagpbl.

Yaanutb MAC-agpec, Ha KoTopbln 6yayT oTcbinatees lldp-kaapbl.

lldp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKAOYEHO

PaspewaeT nepegayvy naketos no npoTtokony LLDP Ha uHTep-
deiice.

3anpeTnTb nNepegady MakeToB No npoTtokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lldp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauutb npasuno network-policy faHHOMY MHTepdeicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/OYEHO

3afaTb MecTOMNONOXKEHNE YCTPOICTBA ANA NpoToKoNa LLDP (3Ha-
yeHue napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KOOpAMHaT;

- civic_address_data — agMMUHWUCTPaTMBHbIN aApec YyCTPOWUCTBA;

- elin_data — agpec 8 popmate, onpegeneHHom ANSI/TIA 1057.

YOanutb mectononoxeHue.

lldp med-tiv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lildp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/OYEHO

CkoHourypuposaTb TLV LLDP-MED Ha gaHHOM nHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lldp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BKkAtounTb OTNpaBKy Tpanos no cobbiTvam LLDP.

OTKNOYUTL OTNPaBKY TPanos no cobbitusam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apatb ID Port Subtype gns kagpa LLDP.

no lldp receive [mac-address
mac_addr]

local string} -/ if-name
no lidp port-id-subtype YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.
lidp receive [mac-address PaspewnTb nHTEPdEICY NPUHMMATL Kaapbl LLDP.
mac_addr]
-/BKNIOYEHO

3anpeTutb HTepdericy NpUHMMaTb Kagpbl LLDP.

lldp tlv-select basic-tlv t/v_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpepennTb Kakue 6asosble onuuoHanbHble TLV-nons 6yayt
BKNOYEHbI YCTPOMCTBOM B Nepesasaemblii LLDP-naker.

YCTaHOBWTb 3HaYeHue no YMOI4aHUIO.

lidp tiv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tiv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpeaenvTb Kakne cneumnanbHble onunoHanbHble TLV-nons by-
OYT BKJIIOYEHbI YCTPOMCTBOM B Nepegasaembiit LLDP-naker.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.

Y

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepe3 rpynny nNopros, 3anOMWHAIOTCA UHAUBUAYANIBHO MOPTaMMU
rpynnbl, NPUHABLWIMMUK cooblieHus. LLDP otnpaBasAeT pas/iMuHblie cOObLWEeHNA HA KaXKAabli
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/ PaboTta npotoKona LLDP He 3aBUCUT OT COCTOAHMUA NpoToKona STP Ha nopTy, nakeTbl LLDP oT-
NpaBAATCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKO/IOM STP-nopTax.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:
console#

Tabnunua 97 — KomaHab! pexkmma Privileged EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aeticmsue
no ymoa4aHuro
show lldp local MNokasaTtb LLDP-nHpopmaumio, KOTOPYH aHOHCUMPYIOT MNOPTbI.
[gigabitethernet gi_port | i
tengigabitethernet te_port]
[mgmt-addr]
show lidp neighbors [detail] ) MNokasaTb MHPOPMALMIO O COCEAHMUX YCTPOMUCTBAX, HA KOTOPbIX pa-
60TaeT npoTokoa LLDP.
show lldp statistics - MokasaTtb cTaTUcTuKy LLDP.
Tabnvua 98 — OnuncaHue pesynbTaTos
Mone OnucaHue
Timer OnpegenseT, Kak YacTo ycTpolicteo weT LLDP-o6HoBAEHMA.

Onpeaenset BeanunHy Bpemenu (TTL, Time-To-Live) ans npuHMMatoLero ycTpomcTea,
Hold Multiplier B TEYEHME KOTOPOTO HY}KHO YAEpPXKMBATb NpMHMMaeMble nakeTbl LLDP nepepg, nx cbpo-
com: TTL = Timer * Hold Multiplier.

Onpepenset MMHUMa/IbHOE BpeMsA, B Te4eHUe KOTOPOoro nopt 6y,u.eT OXnaOaTb nepenq

Reinit delay nocbinkol cneaytowero LLDP-coobuieHus.

Tx delay OnpepenseT 3a4epKKy Mexay nocunep,yrou.l,mmw nepepavyamu LLDP-kanpos, MHULMK-
POBaHHbIX U3MEHEHUAMM 3HaYeHuM Mbo cTaTyca.

Port Homep nopta.

State Pexxnum paboTbl nopTa gnsa npoTtokoa LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3mMoOXKHble 3HaYeHuA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHne cnctemsl;

SC — BO3MOMKHOCTM CUCTEMDI.

Optional TLVs

Address Appec ycTpoliictBa, KoTopblt nepegaetca B LLDP-coobueHumnx.

Notifications YKasblBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHusa LLDP.
Tabnnua 99 — OnucaHue pesynbTaTos

Mone OnucaHue

Port Homep noprTa.

Device ID Nmsa nan MAC-agpec cocegHero ycTpomncrsa.

Port ID NaeHTudUKaTop NopTa coceHero ycTpoicTaa.

System name CrcTeMHOE MMA YCTPOMCTBA.
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Capabilities [aHHoe nosne onucbiBaeT TUN YCTPOMCTBA:

B — Mocr (Bridge);

R — MapuwpyTtunsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTtporictso (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecrteH (Other).

System description OnwncaHue coceaHero ycTponcTaa.

Port description OnncaHWe nopTa cocegHero ycTpomncraa

Management address Aapec ynpaBaeHus yCcTpoMCTBOM.

Auto-negotiation support OnpeanenseTt, NoaaepKMBAETCA M aBTOMaTUYECKOe onpeaesieHne pexuma nopra.

Auto-negotiation status OnpegenseTt, BKAOYEHA AV MOAAEPIKKA aBTOMATUYECKOTO OMNpeseneHns pexmma

nopra.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexumsl, nogaepxnaemble GyHKLMEN aBTOMATUYECKOrO onpeaeneHus
nopTa.

Operational MAU type Pabouunit MAU-TUN ycTpoWncTBa.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 0/1

console (config-if

)# 1lldp

tlv-select

basic-tlv

port-descr

(

(

(
console (config-if)# 1lldp tlv-select basic-tlv sys-name
console (config-if)# 1lldp tlv-select basic-tlv sys-descr
console (config-if)# 1lldp tlv-select basic-tlv sys-capab
console (config-if) # 1ldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if)# 11ldp tlv-select dotltlv port-vlan-id
console (config-if)# 1lldp tlv-select dotltlv protocol-vlan-id all
console (config-if) # 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
console (config-if)# 1l1ldp tlv-select dot3tlv max-framesize

4.14.6 Hacmpolika npomokKona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npegHasHauyeH gna NoBbIWEHMUA YCTONYMBOCTH

W HaZeXHOCTU CeTV nepefayun AaHHbIX, UMEOLLE KOMbLEBYO TOMOIOMMIO, 32 CYET CHUXKEHUA BPEMEHMU

BOCCTAaHOB/IEHMA CETM B C/ydyae aBapuu. Bpemsa BOCCTaHOB/eHMA He npeBbiwaeT 1 CeKyHAabl, YTO Cylue-

CTBEHHO MEHbLUE BPEMEHMW NePECTPOMNKM CETU NPU MCMOIb30BAHNN NPOTOKO/IOB CEMENCTBA spanning tree.

| ERPS noapep)aH TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB, MES2424P,

V MES2448, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P,
MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3710P.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

110 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabnmua 100 — KomaHAapl pexmma

rnobanbHoOn KOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

shutdown aps ring

no shutdown aps ring

-/BbIKNOYEHO

OTKntountb paboty moaynsa ERPS Ha ycTpoii-
cTBE.
[aHHaA KomaHAa oTKAloYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
NeHuem Bcex HacTpoek 6noka ERPS.

Paspewuntb paboty moayna ERPS Ha ycTpoit-
cTse.

aps ring enable

no aps ring enable

-/BbIKNOYEHO

Pa3pewwnTb paboTy npotokona ERPS.

3anpetutb paboTy npoTokona ERPS.

aps ring vlan-group-manager {erps |
mstp}

-/mstp

Bblbop MeHeaKepa rpynnuMpoBKu vian.

aps ring group ring_id

no aps ring group ring_id

ring_id: (1..4294967295)

Cospatb ERPS-KkonbLO.

Ypanutb ERPS-konbLO.

aps group name name ring group
ring_id

name: (1..35) cumBonos
ring_id: (1..4294967295)

3a4aTb UMA KOJbLy.

aps ring notification enable

no aps ring notification enable

-/BKNOYEHO

BKAtounTb cobbiTnA paboTbl Konbua ERPS.

OTKNtOUUTL CObbITMA paboTbl KonbLa ERPS.

aps ring map vlan-group vian-group-id
{add | remove} vian_list

no aps ring vlan-group vian-group-id

vlan-group-id: (0..64)
vlan_list: (1..4094)

Co3pgatb vlan-rpynny ¢ nobasneHune unv ygane-
Huem vlan.

Ypanutb vian-rpynny.

aps ring proprietaryClearFS {enable |
disable}

-/BKNOYEHO

N3MEeHUTb peXxmnm BOCCTaHOBAEHUA KO/bLLa NpU
ounctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokonaa ERPS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KOHPUrypaumm konoua ERPS:

console# configure terminal

console
console

(config) # aps ring group 1
(config-ring) #

Tabnnua 101 — KomaHabl pexuma KoHpurypaumm konoua ERPS:

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOYAHUIO
aps clear Yaanutb HacTpoikn force/manual switch.
! Tonbko gns sepcum v2.
aps compatible version {v1 | v2} A2 BbibOp peskMma COBMECTUMOCTM C  ApYyrvmu

BepcMAMKM nNpoTokoaa G.8032.

aps force {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
-/BblK/IOYEH

Bkntountb pexkum force switch ¢ 6n0kmposKoit
YKa3aHHOro nopra.

OTKAtounTb pexkum force switch.

! Tonbko ana sepcum v1.

aps manual {gigabitethernet gi_port |
tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/BbIKNIOYEH

BKatounTb perkum manual switch ¢ 610kMpoBKoW
yKasaHHoro nopra.

BbIKntounTb pexkum manual switch ¢ 6nokupos-
KOW YKa3aHHOro nopra.

! Tonbko ana sepcum v1.

aps main ring id ring-id

ring-id: (1..4294967295)

YKasaTb OCHOBHOE KOJ/IbLO A4/ AaHHOro noa-
Ko/bLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBasaTtb vlan-rpynny K KonbLy.
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l Tonbko ansa pexxuma service-based.
o

aps neighbor {gigabitethernet gi_port

| tengigabitethernet te_port | port-
channel po}

no aps neighbor

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOUYEHO

Hactpouts ponb coceaa ana rpl-nopra.

CbpocuTtb ponsb rpl-nopra.

aps owner {gigabitethernet gi_port |

tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
/OTKAOYEHO

HacTpouTb ponb Bnagensua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BkaounMTb OTNpaBKy curHana oumctkm MAC-
TabMLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

OTKNIOYUTL OTNPaBKY curHana oumctkm MAC-
Tab/MLpbl B OCHOBHOE KOJIbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3mMeHWTb TMN 3aWnTbl KoAbLA

- port-based — PaboTaeT ToNbKO C HyneBoM
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamm.

aps revert Bbi6op pexvma paboTbl KosbLa.
-/BKAOYEHO
no aps revert
aps subring-without-virtualchannel . OtkntounTh virtualchannel B paboTe ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTMBaLMA KOAbLA.
no aps group active -/OTKNOYEHO OTKAtOYEHME KoMbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /500 mc

YcTaHOBKa Taimepa 610KnpytoLLero yctapeswime
R-APS coobuieHusn.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHg, /0 mc

YcTaHOBKa TalilMepa 3afeprKKM peakuyn Kom-
MYTaTopa Ha U3MeHeHWe B COCTOSHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHa /5000 mc

YcTaHoOBKa MHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa /5500 mc

YcTaHOBKa Talimepa 33a4epiKKM Moc/ie OYUCTKU
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

Value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cexkyHz /300 ¢

YcTaHOBKa Talimepa, KOTOPbI 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetca AnAa nNpefoTBPALLLEHMA  YACTbIX
3aLUMTHBIX NEPEK/IIOYEHUIN U3-33 CUFHANOB O
HenCcnpaBHOCTAX.

aps working level /eve/

no aps working level

level: (0..7)/0

HacTtpoiika ypoBHs Maintenance domain (MD).

Yaanutb gomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | tengigabitethernet te_port |
port-channel po} east {gigabitethernet
gi_port | tengigabitethernet te_port |

port-channel po} vlan vian-id

gi_port: (0/1..48);
te_port: (0/1..11);
po: (1..24);
vlan-id: (1..4094)

HacTpoiika west, east nopToB c yKasaHuem
cnykebHoro vlan (R-APS VLAN). B nepsyto
oyepefb 3a4aeTcA west-nopT, 3aTem east-nopr.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnuua 102 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

show aps ring

BbiBog, MHOpMaLmm 06 obuem coctosHun ERPS
M COCTOAAHUM BCEX HAaCTPOEHHbIX KoeL,

show aps ring configuration

BbiBOoA MHOOPMaUUMKM O KOHOUIPyaLIMK KOoAbLa.

show aps ring global info

BbiBOA MHOOPMaUuK o cocTosiHMM moaynsa ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA, MHOOPMALIMM O COCTOAHWUM KOHKPETHOTO
Ko/bLa.

show aps ring statistics

BbIBOA CTAaTUCTMKM A1 BCEX KOMIbLEBbLIX MOPTOB.

show aps ring timers

BbiBoa HOOpMauum o Bcex Taimepax ERPS.

id}

show aps ring vlan-group {vian-group-

vlan-group-id: (0..64)

BbiBoa MHGOpMauuum o vlan B vlan-rpynne.

[Mpumep Hacmpoliku ERPS

HacTtpounTb KonbLo ¢ naeHTMdumkatopom 1. 114 npoxoxaeHns cny>kebHoro erps-TpapuKa B KO/bLE UCMOJIb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) gobasneHsi 8 1 vlan-rpynny. MNoptte0/1
AaBnserca west-noptom, east-nopt te0/2, rpl-owner te0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring

console (config) #aps ring group 1

(
(
(
(
console (config) #aps ring enable
(
(
(
(

console (config-ring) #aps
console (config-ring) #aps

tengigabitethernet 0/2 vlan 1000
console (config-ring) #aps owner tengigabitethernet 0/1
console (config-ring) #aps protection-type service-based

(
console (config-ring
(

#aps map vlan-group 1

console (config-ring) #aps group active

4.15 Hacrtpoiika npotokona OAM

working level 1
working west tengigabitethernet 0/1 east

vlan-group-manager erps
map vlan-group 1 add 1-1000

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMN YpPOBHSA
KaHana nepefayy OaHHbIX NPeAcTaBAAloT cobOoi MPOTOKO/ MOHMTOPWMHrA COCTOSIHMA KaHana. B atom
NPOTOKO/e ANA nepesayvm MHPopMaLMM O COCTOAHMUM KaHana MeXay HEMOCPeACTBEHHO NOAKAOYEHHBIMM
ycTpoiicteBamu Ethernet mcnonb3syiotca 610KM aaHHbIX npotokona OAM (OAMPDU). O6a ycTpolicTBa
OOMKHbI NoaaepKmeBaTtb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeincos Ethernet:

console (config-if) #

V HacTtpoika Ethernet OAM TpebyeTca ana oTnpaBku snmp-trap no co6biTuio Dying Gasp.
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Tabnnuya 103 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown ethernet-oam

OTkntountb paboty moayna Ethernet OAM Ha ycTpoWcTBe.
[laHHaA KomaHAaa oTKAtoyaeT paboty moayna Ethernet

-/BKAKOYEHO OAM c 6e3B03BpaTHbIM yZAa/NeHMEM BCEX HACTPOEK
6noka OAM.
no shutdown ethernet-oam Bratountb paboty moayns Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAtounTL paboTy moayns Fault-management Ha ycTpolicTse.
[laHHaA KomaHAa oTKAlovaeT pabory mopynsa Fault-
' management ¢ 6e3B03BpaTHbIM yAaNeHUEM BCEX Hac-
-/BKAKOYEHO ®

no shutdown fault-
management

Tpoek 6n10kKa Fault-management.

BkatounTb paboTy moayna Fault-management Ha ycTpoicTee.

ethernet-oam enable

ethernet-oam disable

-/BbIKNOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KOMYECTBA OWMOOK 3a YKa3aHHbIN nepuop,
(nepnog, ycTaHaBanBaeTca KomaHgoi ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NPOMENKYTOK A/1A NnogcyeTa KoandyecTea
owmnboK.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHOBUTL nopor ana cobbitua «frame-period» (nepuog, ycra-
HaBAuMBaeTcA KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTL Nopor Ans cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBUTb BPEMEHHOM NMPOMEXKYTOK Ans cobbiTna «frame-sec-
summary».

no ethernet-oam link-monitor me BOCCTaHOBMTb 3HaYEHME MO YMOYAHMIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTL pexkum paboTbl npoTokona OAM:
{active|passive} Jactive - active — KomMyTaTOp NOCTOAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasaaTe OAM PDU TonbKO
npv Hannumum OAM PDU co BCTPeYHOM CTOPOHDI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/NOYEHO

KomaHga ansa ynpaeneHus noafaepikkon dyHKLMM 3aBopoTa Tpa-
duka.

- deny — urHopupyet KomaHgbl loopback;

- disable — 6nokupyet loopback;

- enable — BkatoyaeT KOHTpoNb ana loopback;

- permit — Bk/touaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IOYEHO

BKAOUNTL GYHKLMIO OBHapYKeHWs OLHOHANpPaB/ieHHbIX CBA3el
Ha 6ase npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHMIO.
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ethernet-oam uni-directional
detection action
{log|errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpepennTb peakuuilo KOMMYyTaTopa Ha OZHOHanpas/eHHYHo
cBA3b:

- log — 3anucb B XKypHan;

- errdisable — nepesog nopta B coctosiHue «error-disable», 3a-
NUCb B }KypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BK/OYNTb arpeccuBHbI pexnm onpepeneHna ogHOHanpaBaeH-
HoM cBA3K. Ecnv oT coceHero ycTpoicTBa nepecTtatoT NpuxoamnTb
Ethernet OAM-co06LEeHNsA — IMHK NOMEeYaeTCcs Kak 04HOHANpaB-
NIEHHbIN.

BoccTaHOBMTb 3HaYeHMe no YMONYaHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOW UHTEPBa ANA onpeaesieHna TUNa ceA3n
Ha nopry.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnvua 104 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

set ethernet-oam

{enable|disable} -/disable

BkatounTb/BbIKAOUMTL OAM B cucTeMme.

set ethernet-oam oui oui oui: (aa:aa:aa)

3apgatb OUI gna OAM.

KomaHOwb1 pexcuma Privileged EXEC

Bce KOMaHAb! AOCTYNHbI 419 NPUBUAETMPOBAHHOIO Noab3oBaTend. Bua 3anpoca KOMaHAHOM CTPOKM

perkunma Privileged EXEC:

console#

Tabnunua 105 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show port ethernet-oam -

OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUU 0am.

show port ethernet-
oam{fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port}

fa_port: (0/1..
gi_port: (0/1..
te_port: (0/1..

24);
48);
11).

OT06pasnTb MHOOPMALMIO O TEeKyLLEeM COCTOSHUM 0am ANA KOH-
KpeTHOro uHTepodeiica.

show port ethernet-
oamlfastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
neighbor

fa_port: (0/1..
gi_port: (0/1..
te_port: (0/1..

24);
48);
11).

OT06pasnTb COCTOAHME COCEACTBYIOLLEN KOHPUTYpaLMK.

show port ethernet-
oam|fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port]
statistics

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OT06pasuTb cTatUcTUKy OAM ana nHTepdelicoB/KOHKPETHOTO UH-
Tepdelica.
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show port ethernet-oam{
fastethernet fa_port |
gigabitethernet gi_port

| tengigabitethernet te_port }
event-notifications

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11).

OT106pasntb OAM HacTpoiiKK nopTa.

show ethernet-oam global
information

OT06pasunTb rnobanbHbie HaCTPOWKKN 610Kka OAM.

Mpumep HacTpolikun Ethernet OAM:

console (config)# set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 Npynnosasa agpecauua

4.16.1 ®dyHKyusa nocpedHuKka npomokona IGMP (IGMP Snooping)

®OyHKunAa IGMP Snooping ncnonb3yeTtca B CeTAX rpynnoBoM paccbiikm. OcHOBHOM 3agadven IGMP
Snooping ABnAeTCcA NpefocTaBleHMe MHOroagpecHoro TpaduKa TONbKO A1A Tex MNopToB, KOTOpble

3anpocunnu ero.

v/

Cadl

Moppepkusarotca sepcmumn nportokona IGMP - IGMPv1, IGMPv2, IGMPv3.

l ®dyHKuua rpynnosoii punbtpaumm «bridge multicast filtering» BkntouyeHa no ymonuaHuio.

Pacrno3sHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOQApPEeCHbIe MapLLpPyTM3aTOpPbl, OCHOBAHO Ha

cneayoumnx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoToKkona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKO/1A MHOroaapecHoi mapwpyTtusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npuHATLI Ha NopTY;

— naketbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHAaTbl Ha nopTy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxxnma riobanbHoM KoOHbUrypauum:

console (config) #

Tabnnua 106 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

shutdown snooping

no shutdown snooping

-/BKNIOYEHO

OTRMouNTb paboTy moaynsa IGMP/MLD Snooping Ha ycTpolicTse.

l [aHHaa KomaHpa oTkalovaeT pabory  moaynAa

b IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHuMem
Bcex HacTpoeK 6;10ka IGMP/MLD Snooping.

Brtountb paboTy moayns IGMP/MLD Snooping Ha ycTpoicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/IOYEHO

PaspewunTtb ucnonbsosaHme dyHkuun IGMP Snooping kKommyTa-
TOpOM.

3anpetuTb ucnosib3oBaHue ¢yHKUMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

vlan_id: (1..4094)/8bI-
K/IHO4EHO

PaspewunTtb ucnonbszoBaHme ¢pyHKuun IGMP Snooping KommyTa-
TOpPOM ANA AaHHoro uHtepderica VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no ip igmp snooping vlan
vlan_id

3anpeTtntb ncnonb3osaHue ¢yHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepdeiica VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntounTb aBTopusaumto IGMP join rnobanbHo.

BbikntounTb aBTopm3aumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HactpouTb TalimayT ans cache-tabanubl IGMP-aBTopusaumu.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24);

Onpenenntb NOPT, K KOTOPOMY MOAK/AOYEH MapLlupyTusaTop
MHOroaZpecHom paccblikm ans 3agaHHoro VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKIOYEH MApLIPYTU3aTOp MHOroas-
PECHOW pPaccbIIKK.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkntounTs npouecc IGMP Snooping Immediate-Leave Ha Tekywen
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeAIEHHO YAa/eH U3
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

OTkAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha TeKky-
wein VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/sbI-

BKtOUNTL NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a4aH-
Hbll IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbli byaeT Ncnob30BaTbCA ANA NOA-
MeEHbI.

NoameHa Ha 3apaHHbIA agpec ANA TPAaH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAKOYEHHOM ip igmp snooping.

KNIOHEHO MoameHa Ha 3apaHHbIM agpec ans TpadpuKa, ucxoan-
wero ¢ CPU KommyTaTopa, — Npu BKJAOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNOUMTb NOAMEHY KOMMYTaTOPOM aApeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-aapec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTbL MHTEpBan BPEeMEHU B CEKyHAaX, Nocne KoToporo
interval value YCTPOWMCTBO OTNpPaBAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro mrouter yganaetca, ecam He noay4vaet IGMP reports.

OTKNHOYUTD HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BK/IOUMTL OTNPABKY query BO BCe NOPTbI.

BKAtOUMTL OTNPaBKy query B non-router-noptbl.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb UHTEpBan (B cekyHAaax), ana kotoporo IGMPv2 report gnn
OZLHOM M TOM e rpynnbl He byayT NnepeHanpaBaeHbl.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcumanbHoe KONMYecTBO query, OTHOCALUMXCA K rpynne, oT-
npaB/ieHHbIX Ha mrouter.

OTKNOUUTB HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pewwunTtb Nepesayy query-nakeTos Ha YCTPOMCTBE.

3anpeTnTb Nepeaayy query-nakeTos Ha yCTPoOICTBe.

ip igmp snooping source-only
learning age-timer interval

interval: (130..1225)

YCTaHOBWTb MHTEPBAn (B CEKYHAAX), MOC/E KOTOPOro NOpT yAans-
etca, ecnn IGMP reports He nosy4yeHbl.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

117




HELTEX

no ip igmp snooping source-
only learning age-timer

OTKNOUUTD Talimep.

ip igmp snooping filter

no ip igmp snooping filter

PaspewunTb ucnonb3oBaHue ¢yHKUMin dunbTpaumm IGMP Ha UH-
Tepdelicax.

-/BbIKNOYEHO

3anpetuTb ncnonb3oBaHue GyHKUMn dunbTpauun IGMP Ha mH-
Tepdelicax.

ing

ip igmp snooping proxy-report-

porting

no ip igmp snooping proxy-re-

BkatounTb NnpokcnposaHue knneHTcknx IGMP-3anpocos, a Takxe
camocToATeNbHoe GOPMMUPOBaHME 3aNpPOCOB B C/ly4ae HaCTPOMKK
cTatnyeckux IGMP-rpynn.

-/BbIKOYEHO

OTKNIOUYNTb NPOKCUPOBaHME KaneHTckux IGMP-3anpocos, a Tak-
e camocTonaTenbHoe GopmMMpoBaHMe 3anpocoB B CAyyYae HacT-
poiikM cTatnuyeckux IGMP-rpynn.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnunua 107 — KomaHabl pexkmma KoHourypaumm VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKkAOUMTL NOAMEHY KOMMYTAaTOPOM ajpeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-agpec, KOoTopblit byaeT MCcnonb3oBaTbCcA ANA NOA-
MeHbl
NoameHa Ha 3a4aHHbIA agpec ANA TPAH3UTHOrO Tpa-
! duka npoucxoauT nNpu  BKAIOYEHHOM ip igmp
snooping. MogmeHa Ha 3afaHHbIA agpec Ana Tpa-
¢uKa, ucxogawero c CPU kommyTtatopa, — npu BKAIO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUNTE NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHoBUTb 3HaYeHWe 802.1p ans IGMP-nakeTos, KoTopble by-
AYT UCNO/Ib30BATLCA KOMMYTATOPOM Ha uHTepdeiice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HayeHne metkn 802.1p ana IGMP-nakeToB Ha UHTep-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuto npoTtokona IGMP 8 VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntoyaeT ¢pyHKumto fast-leave ans VLAN.

BbikntovaeT pyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTb MaKCMMaibHOE BPEMA OTBETA Ha 3anpoc, 3a4atolue-
eca B Kode, rae o4Ha eAvHMLA KoAa paBHA OAHOW AecATon ce-
KyHZAbl.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
time: (60..600)

CTaTMYeCKM HAaCTPOUTb NOPTbl MapLupyTulatopa ana VLAN.
- time-out — HTepBan OXKMAAHMA 40 OYUCTKU MOPTa MapLIPYTU-
3aTopa gna uHTepdeica VLAN.

YAanutb yKasaHHble nopTbl MapwpyTtnsatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
version {v1 | v2 | v3}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapuwpytunsaTtopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.
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no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}
version

YCTaHOBUTb BEPCUIO MO YMOYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueAasatb multicast-npoduab c 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npmsAsKky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKNOYEHO

BkAounTb NoAaep KKy BblAaum 3anpocoB igmp-query KOMMmyTa-
TOopom BO VLAN.

BbIKNOUMTb NOAAEPKKY BblAA4M 3aMPOCOB igmp-query KoMmyTa-
TOopom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIkNtO4EHO

YCTaHOBWTb TalimayT, N0 KOTOPOMY CUCTEMA OTNPaBAAET OCHOB-
Hble 3anpPOoCbl BCEM YY4aCTHMKAM rpynnbl MHOrOa4pecHom nepe-
[auun AnA NPOBEPKM UX aKTUBHOCTM.

YCTaHOBWTb 3HAY€HMe N0 YMOYAHMIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKkAtounTb pexmm GunbTpaumMm HesaperncTpupoBaHHOIO Tpa-
¢duka B VLAN.

OTKAOYNUTL pexnum GUAbTpaLmMM He3aperncTpMpPoBaHHOMO Tpa-
¢uKka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3paTb cTaTUYeCKyHo 3anunch B TabauvLe rpynnoBoi agpecaumm.

YAanuTb CTaTUUYecKyto 3anucb M3 Tabaumupl rpynnoBsoit agpeca-
umu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
port-channel group}

fa_port: (0/1..24);

gi_port: (0/1..48);

te_port: (0/1..11);
group: (1..24)

BkntounTtb oTbpacbiBaHne Query Ha nHTepdeiice.

BbIKNtoUMTL OTOpacbiBaHMe Query Ha nHTepdeiice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console (config-if)#

Tabnnua 108 — KomaHabl pexkuma KoHurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkatountb nepeHanpasneHne IGMP-3anpocoB M3 KAWEHTCKUX
Vlan B Multicast Vlan n mynbTuKkactoBoro Tpaduka B KAMEHTCKNe
Vlan B HeTermpoBaHHOM BuAe.

- tagged — BkntounTb nepeHanpasneHme IGMP-3anpocoB 13 Kau-
eHTckux Vlan B Multicast Vlan u mynbTuKacToBoro TpadmKa B Kau-
eHTckue Vlan gna uHtepdeiica B TerMpoBaHHOM BUeE.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan n mynbTMKactoBoro Tpaduka B KIMEHTCKMUe
Vlan gna nHtepdeiica B pexmme «access».

ip igmp snooping limit groups
limit

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBWTb OrpaHMYeHne No KOIMYECTBY TPpynn Ha uHTepdelice.
DOna pabotbl Tpebyerca KomaHaa ip igmp snooping
e filter.

CHATb OorpaHun4yeHune Ha Konmn4ecTso rpynnm.
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normalleave}

ip igmp snooping filter- BkntoumTb PpunbTpaumto no filter-id Ha nHtepdeliice.
profileld filter-id

— . -/BbIKNOYEHO — -
no ip igmp snooping filter- OTKAOUNTL dunbTpauuto no filter-id Ha nHTepdelice.
profileld
ip igmp snooping leavemode YcTaHOBUTL pexkum leave Ha nHTepdeiice.
{exp-hosttrack | fastleave | - exp-hosttrack — c oTcnexxunBaeHue xocToB;

- fastleave — yganeHue cpasy nocne nosyyeHue leave;

- normalleave — pexxvm no ymonyaHuio.

[ns paboTbl TpebyeTca KOmaHAa snooping leave-process config-
level port.

-/normalleave

ip igmp snooping trusted Bkntountb pexkum gosepua IGMP Snooping Ha nHTepdelice.

Ha poBepeHHbI MHTepdENC He pacnpoCTPaHAETCA AeNCTBUE KO-
-/BbIKAOYEHO MaHZ ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

exception mcast profile

no ip igmp snooping trusted BbIKntoUNTb pexmm fosepua Ha uHTepdelice.
ip igmp snooping authentica- BkntoumTb IGMP-aBTOpM3aumio Ha MHTepdeiice.
tion radius [required] - required — 3anpetnTb 06paboTky IGMP join npu HeaoCTynHO-
-/BbIKIOYEHO ctn RADIUS-cepBepa.
no ip igmp snooping BepHyTb 3HaYeHWe No YMONYaHUIO.
authentication
ip igmp snooping Bkntoumtb onuuto forward-first, npu kotopoit IGMP join 6yayT 06-
authentication forward-first pabaTtbiBaTbCA Nepea UX aBTopU3aLMelt Ha cepsepe.
— - -/BbIKOYEHO
no ip igmp snooping BepHyTb 3HaYeHWe NO YMONYaHUIO.
authentication forward-first
ip igmp sn authentication Mpueasatb multicast-npoduns gns IGMP-aBTOpM3aUUN Ha UH-
exception mcast profile profile Tepdeiic.
no ip igmp sn authentication i BepHyTb 3Ha4YeHWe N0 YMOAYAHMUIO.

lpumep Hacmpoliku MOONUCKU Ha crmamuy4ecKue 2pynnbi

console# configure terminal

console (config)# vlan 10

console (config-vlan)# wvlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1
console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

pumep Hacmpoliku MVR

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KaneHTcknin nopT

console (config)# vlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit

console (config)# ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile) # profile active

console (config-profile) # exit

console (config)# snooping multicast-forwarding-mode ip
console (config)# ip igmp snooping

console (config) # ip igmp snooping vlan 100

console (config)# ip igmp snooping multicast-vlan enable
console (config) # wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile I
console (config) # interface gigabitethernet 0/1

console (config-if)# switchport mode trunk

console (config-if)# exit

console (config) # interface fastethernet 0/1

console (config-if) # switchport mode access

console (config-if) # switchport access vlan 10

console (config-if)# switchport multicast-tv vlan 100
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console (config-if) # exit

KomaHOwbl pexcuma EXEC

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

Buna 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 109 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4yaHuro

show ip igmp snooping mrouter

Moka3aTb MHPOPMaLMIo 06 U3yYeH-
- HbIX MHOroaZpecHbIX MapLIpyTU3a-
Topax B yKasaHHow rpynne VLAN.

show ip igmp snooping groups

MokaszaTtb MHPopmaLmio 06 U3yyeH-

HbIX ~ MHOrOagpecHbIX  rpynnax,
yyacTByIOWMX B Fpynnosoi pac-
CcblIKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctutb Tabauuy rpynn nojHo-

vlan_id: (1..4094) CTbtO MU B yKa3aHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi port |
tengigabitethernet te_port | port-channel group}]

fa_port: (0/1..24); IGMP-
gi_port: (0/1..48);
te_port: (0/1..11);

group: (1..24)

MpocmoTp cache-Tabnauvubl
aBTOpU3aLMMK.

4.16.2 MNpaesuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHg npegHasHayeH Ana 3af4aHvsa Npasua rpynnoBol agpecaumu B CETU Ha
KaHaNbHOM U CeTEeBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 110 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNIOYEHO

BKAOUMTb PYHKLUMIO rpynnoBon GuUabTpaumm.

BbIKNOUMTb GYHKLMIO TPynnoBoi GpuabTpaLmm.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexkum 06paboTkm multicast-tpadumka no IP-agpecy.
B AaHHOM pexxume YyacTb multicast-tpaduka nepexsarbl-

-/mac H BaeTcA ycTpoicTBom Ha CPU.
snooping multicast- HacTtpaunBaeT pexum obpaboTtkm multicast-tpapmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpeaenseT ypoBeHb KOHPUIypaLMM MexaHM3moB 06paboTKku oT-
level port nycka (KoHourypauum Ha ocHose VLAN nau Ha ocHoBe nopTa).
snooping leave-process config- -Vian YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
level vlan

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKa3blBaeT Ha Kakux noptax obpabatbiBatoTca nosyyeHHble IGMP
report oT xocTa. IGMP report moryT obpabaTbiBaTbCA Ha BCEX MNOP-
Tax AW Ha NopTax, KOTopble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHO20a0pecHo20 mpaguka e IPvé

MLD snooping — MeXaHW3M MHOroaApecHOl PacCbIKM COOBLLEHUI, MO3BOAAIOWMNA MUHUMU-

v/

3MpOoBaTb MHOTOaApecHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

B TeKyuieii Bepcum MO He nogaeprkusaerca Ha moaenax MES2448B, MES2411X, MES3710P.

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnunua 111 — KomaHabl rnobanbHOro pexknma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

BkatoumTtb MLD snooping.

OTkntountb MLD snooping.

ipvé6 mld snooping group-
query-interval interval

no ipv6 mld snooping group-
query-interval

interval: (2..5)/2

YcTaHOBUTbL TalimayT, N0 KOTOPOMY CUCTEMa OTMPaBAAeT OCHOBHbIE
query-3anpocsl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping mrouter-
time-out time

no ipv6 mld snooping mrouter-
time-out

time: (60..600)

YCTaHOBUTb BPeMA OXWAAHWA OYMCTKM MOpTa OTCAEXKMBalOLWEro
mapuwpyTtusaTtopa MLD, nocne KOTOporo nopT yaanaerca, ecin He
nonyveHsbl controlpackets mapwpyTtmusatopom MLD.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping port-purge-
interval interval

no ipvé mld snooping port-
purge-interval

interval:
(130..1225)/260

3a4aTb MHTEPBAN BPEMEHU OYUCTKM NOpPTa oTcexmBaHna MLD, no-
cne KoToporo nopt yganaetca, ecanm MLD-reports He nonyyeHsbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKOUMTbL GYHKLMIO proxy-report Ha ycTpoicTse.

BbIKOUMTbL GYHKLMIO proxy-report Ha ycTpoicTse.

ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wau
TOJ/IbKO Ha MOPTbI poyTepa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ipvé6 mld snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTbL BpeMeHHOW MHTepBas 3anpeTa nepegayn MLDvSnoop-
ing-reports, B TeueHne KoToporo coobueHma otyetos MLDv1 He 6y-
OyT NepeHanpaBnATbCA Ha MOPTbl MapLpyTM3aTopa ANA TOW ke
rpynnol.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ipvé6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMManbHOE KOIMYECTBO rpynnoBbIX 3aNpocos, OT-
npasasembiX Ha NOPT NPU Noay4eHmmn coobuweHma MLDv1.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.

ipvé mld snooping send-query
enable

ipvé mid snooping send-query
disable

-/disable

BkntounTb PyHKLMIO Nnepeaayun 3anpocos MLD npu MsmeHeHUu To-
nonoruu.

BbIkntounTb PyHKLMIO Nepepaym 3anpocos MLD npu nameHeHum
TOMONOTUW.
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KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanuya 112 — KomaHabl pexkmma KoHpurypauum VLAN

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymon4aHuro
ipvé mld snooping mrouter { MpunBA3aTb NOPT OTCAEKMBatOLWero mapwpytmsatopa MLD K VLAN.
fastethernet fa_port |
gigabitethernet gi_port | fa_port: (0/1..24);
tengigabitethernet te_port } gi_port: (0/1..48);
No ipv6 mld snooping mrouter te_port: (0/1..11) YaanuTtb NOpT oTCAeXKMBatoWEero mapwpyTmsatopa MLD 13 VLAN.
{ fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port }
. . . Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
ipvé mld snooping version {v1 . .
[ v2} 2 -vl— MLD snoop!ng Vers!on 1;

-v2 — MLD snooping Version 2.

ipvé mld snooping version YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 113 — Komanapl pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show ipv6 mid snooping global - OT106pasunTb rnobanbHblie HacTpoku MLD.
show ipv6 mid snooping vlan i OT106pasnTb MHPOpMauUmio 0 KoHourypaunm MSD-snooping gna
vlan_id AaHHoW VLAN.

4.16.4 ®yHkyuu oepaHuveHusa multicast-mpacpuka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotTca gna yaobHOM HACTPOMKM OrpaHuMuYeHus
NPOCMOTPA ONpeAeNeHHbIX FPyNn MHOr0aApeCcHOM PacCbIKK.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUIypaumm:

console (config) #

Tabnnua 114 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

Komanoa 3Ha4yeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
ip mcast profile index index: (1..4294967295); Co3patb multicast-npoduab n NepenTn B pexkMm ero KoHoU-
[description] description: (1..128) rypupoBaHus.
no ip mcast profile index cMmeonos Ypanutb multicast-npodunb.
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KomaHObI pexcuma KoHgpu2ypayuu multicast-npoguna

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumm multicast-npoduns:

console (config-profile) #

Tabaunuya 115 — KomaHabl pexkmma KoHpurypaumm multicast-npoduna

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

OnucaHue

range first_group_ip
last_group_ip

no range first_group_ip
last_group_ip

3afaTb AManasoH afpecoB-UCTOYHUKOB multicast-Tpaduka.
Ecnun 3a4aTb TONbKO OAMH aapec, OH CTaHeT eAMHCTBEHHbIM MUC-
TOYHMKOM My/IbTUKACTa.

YAanuTb AManasoH aApecoB-UCTOYHUKOB multicast-Tpaduka.

permit

deny

-/deny

B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX [Mana3oHoB,
IGMP-report 6yayT nponyckaTbca.

B cnyyae HecooTBETCTBUA OAHOMY M3 3afaHHbIX AMANa3oHOB,
IGMP-report 6yayT otbpacbiBaTbCA.

profile active

no profile active

AkTMBMpPOBaTL paboTy npoduns.

[Jeaktnsuposatb paboTy npodpuns.

KomaHObI pexcuma KoHpuzypayuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnuua 116 — KomaHapl pexkuma KoHpurypaumm VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

OnucaHue

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295)

MpuBA3aTb yKazaHHbIN npodunb K VLAN.

4.16.5 KoHngpucypayus IGMP proxy

®PyHKUMA MHOroagpecHon mapwpytmsaunn IGMP Proxy npepHasHauyeHa ana peanunsaumm
YNPOLLEHHOMW MapLIpyTU3aLMM MHOTOALPECHbIX AAHHbIX MeXAy CETAMM, yNpaBasemMon Ha OCHOBaHMMU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoicTea, He HaxoaalwMeca B O4HOM CETU C CepBepom
MHOToaApecHOM pacchl/IK1, UMEHT BO3MOXKHOCTb MOAKAOYATbCA K MHOTOQAPECHbIM Fpynnam.

MapLlupyTM3aLma OCYLWEeCTBAAETCA MeXay WHTepdeiicom BbllecToAWen cetn

(uplink) w

uHTepdelricamm Huxkectoawmx cetei (downlink). Mpu atom Ha uplink-MHTEepdeice KommyTaTop BedeT
cebn Kak 0bbl4HbIN NoyYaTenb MHOroagapecHoro Tpadumka (multicast client) n dopmumpyet cobcTBeHHbIE
coobueHuns npoTokona IGMP. Ha nHtepdeiicax downlink KommyTaTop BbICTyNaeT B KayecTBe cepBepa
MHOTr0agpecHOM paccblikn n 0bpabaTbiBaeT coobweHna NpoTokona IGMP oT ycTpoicTB, NOAK/IOYEHHbIX

K 3TUM uHTepdelicam.

l DYHKUMA noafepXKUBAETCA TONbKO Ha moaenax MES2424, MES2424B, MES2424FB,
N MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3710P.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexkmnma rnobanbHoM KoOHPUrypaumu:

console (config) #
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Tabnunua 117 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkatountb mogynb IGMP rnobanbHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikAtounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service Bktountb dyHKUMIO IGMP proxy rnobanbHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbikNtounTb dyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 118 — KomaHab! pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

-/BbIKNIOYEHO

BKkatountb moaynb IGMP Ha uHTepdelice. UHTepdeic
nonyvaet posb Downstream ana epyHkumm IGMP proxy.

BbIkAtounTb Mogynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

no ip igmp-proxy mrouter

-/BbIKNIOYEHO

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb ponb Upstream c nHtepdeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcraHoBuTb Bepcuto IGMP Ha Upstream-untepdetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCTaHOBWTb Taiimep mrouter purge, Nocie UCTEYEHUs
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHQUIypUpOBaHHYO KOMaHAOW ip igmp-
proxy mrouter-version. Tailmep nepesanycKaeTca Kax-
Abli pa3 nocne nonaydeHua Query Ha Upstream-
nHTepoeic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIKNIOYEHO

Bkntountb ¢yHKumto IGMP fast-leave Ha Downstream-
nHTepbelice.

Bbikntountb dyHKuMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIKNIOYEHO

BKNOUUTL PYHKLMIO OTCAEXKMBAHUA KAWEHTOB AA
6bICTPOro yaaneHusa NoAnucKU npu nonayveHunun IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUMTE PYHKLUMIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yaaneHusa NoAnuckM npu nonayveHun IGMP
leave Ha Downstream-uHTepdelice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTbL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepdeiice.

BepHyTb MHTepBan oTnpaBku IGMP General Query Ha
Downstream-uHtepderice No ymonyaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYeHue B mc last-member-query-interval
B coobuweHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonyaHuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWTb 3Ha4YeHWe max-response-time B coob0Le-
Huax IGMP general query.

BepHyTb 3HayeHMe max-response-time B coobLyeHMAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTa ycroiumsoctn IGMP.

BepHyTb 3HaueHwme yctonumeoctn IGMP no ymonuanuto.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 119 — KomaHgb! pexunma Privileged EXEC

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

show ip igmp-proxy mrouter [vlan MpocmoTp nHpopmauum o6 Uplink-uHtepdericax.

vlan-id: (1..4094)/-

vlan-id ]
show ip igmp-proxy forwarding- vlan-id: (1..4094) MpocmoTp MHPOpMaUMM O MNOJyY4aemMbiX rpynnax u
database [vlanvi/an-id | group group-ip: multicast ip- HaNNMYUM NOAMUCOK ONA HUX.
group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHopMaLmm o rnobanbHOM COCTOAHUN MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha
i rpynneoi.
§how ip igmp interface [vlan vian- vian-id: (1..4094)/- HDOCMOT? MHbopMauum o coctosHUM moayns IGMP Ha
id] nHTepdelicax.
7:]ow ip igmp statistics [vlan vian- vian-id: (1..4094)/- MpocmoTp ctatncTukm moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUsa

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUOUKauMS,
aBTOpM3auMA, ydeT).

— Authentication (ayTeHTUdMKaLMA) — conocTaBseHMe 3anpoca CyLeCcTBYHOLLEN YY4ETHON 3a-
nucu B cucteme 6e30nacHoCTy.

— Authorization (aBTopu3aums, NPOBEPKa YPOBHA A0CTyNa) — COMOCTaB/eHMEe YYETHOM 3anmncu
B cucTeme (NpolueaLluei ayTeHTUdMKaLMIO) U onpeseiEHHbIX NOJTHOMOYMIA.

— Accounting (y4ét) — cnexeHue 3a notpebieHMem pecypcoB No/b30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOb3YeTcs MexaHuU3m SSH.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHGUrypaumu:

console (config) #

Tabnnua 120 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

3Ha4yeHue/3HayeHue no ”
KomaHda / Aeilicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTb Napoib AR KOHTPOAA U3MEHEHUA NPUBUAErUIA A0-
level] password CTyna nonb3oBaTtenei.
- level — ypoBeHb npusuaernii;
level: (1..15)/1; ’
- password — naponb.
password: (5..20) .
Bkntouatowmii B cebs cneucumsonbl naponb Tpebyetca
CUMBOJI0B
e yKasbiBaTb B KaBbl4Kax.
no enable [level /evel] YAanuTb Naposib gNa COOTBETCTBYIOWErO YPOBHA NPUBUNETUIA.
password
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username name password
password [privilege level]

no username name

name: (1..20) cumB010B;
password: (5..20)
CUMBOJI0B;
level: (1..15)

[06aB1Tb N0/Ib30BaTENA B IOKA/IbHYIO 6a3y AaHHbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
Bkatouatowmii B ceba cneucMmBonbl napoab Tpebyertca
e YKa3biBaTb B KaBbl4KaXx.
- name — MMA NoAb30BaTeNS.

YaanuTb N0N1b30BaTeNA U3 IOKANbHOW 6a3bl AaHHbIX.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/Bbiknto4eHO

Pa3pelwnTb aBTOPU3aLMIO KOMAHA NONb30BaTeNEN.
- level — ypoBeHb npuBuMnernin nonb3osaTteneu.

/ B Tekywieii Bepcum MO npu noKanbHOM aBTOPU3aLUK
paspeLueHbl Bce KOMaHAbl.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBWTb aIfOPUTM ONPOCa METOL0B ayTeHTUDUKALMM.

- chain — nocne HeyaauHOM NONbITKM ayTeHTUMKaLMM No
nepBoMy METOZAY B CMIMCKe C/IeflyeT NONbITKA ayTeEHTUPUKA-

LK N0 CAeaytolemy MeToay B LLeMNOoYKe;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOAY Npouecc ayTeHTUdMKaL MM ocTaHaBAnBAeTCA. AyTeHTUDU-
KaLuua no cnefyowemy meToay AoNycTMMa TO/IbKO B C/ly4ae He-
BO3MOXHOCTU ayTEHTUOMKALLMMU NO NpeablayLiemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTpouTb uenesble cepsepbl AAA o5 CNMCKa ayTeHTUdUKaummn
No YMOIYQHMUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumBonos/-

HacTpounTb NoNb30BaTeNIbCKUIA CMUCOK CEPBEPOB ANA ayTEHTU-
duKaumm.

Y[anuTb NoNb30BaTENbCKUIN CMIUCOK CEepPBEPOB A/1A ayTeHTUDU-
Kauuu. Cnuncok Henb3A YAaNnTb, eC/In OH NPUBA3aH K TepMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3a4aTb CNUCOK C MEeTOAAMM ayTEHTUPUKALLMM NpPU BXOAE Yepes
web.

YCTaHOBUTb 3HAYEeHME N0 YMOUYAHMUIO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHoBUTb 6a3y AaHHbIX, K KOTOPOI HYXHO 0bpaLaTbes nNpu
ayTeHTMdMKaLmMm KnneHTa dotlx.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

Tabnunua 121 — AtpubyTbl coobLeHunit BeaeHMA yyeta npotokona RADIUS ana ceccuit ynpasaeHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA MCMONb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y. P P y
ana ceccunin ¢ Radius-cepsepom.
Mpoun3BoAbHOE 3HaYeHWNe, BK/IIOYEHHOE BO BCe CO-
Class (25) Ectb Ectb P .
obLLeHnn yyeTa ceccui.
. IP-agpec KOMMyTaTOpa, UCNO/b3yeMblil ANA cec-
Called-Station-ID (30) EcTb EcTb v,qp Y P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
YKa3blBaeT MeTog, N0 KOTOPOMY KAMEHT A0J/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
ObITb ayTEHTUDULMPOBAH.
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MoKa3sblBaeT, KaK 4OAro Nno/sib3oBaTeNb bbin noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.
Tabnnua 122 — AtpubyTbl coobLeHN BeaeHMA yyeta npoTokona RADIUS gns ceccmin 802.1x
Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3yeTcs
NAS-IP-Address (4) EcTb Ectb Ap . y. P P ¥
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNOUMACA
NAS-Port (5) Ectb Ectb P y P P A
nonb3oBaTeb.
Mpoun3BobHOE 3HaYeHWe, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTos, No KOTOPOMY KAMEHT LO/IKEH
Acct-Authentic (45) EcTb EcTb A PoMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKasbiBaeT, Kak [0Aro nosb3oBaTesb 6bin noa-
Acct-Session-Time (46) Het EcTb A A
K/JIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMoka3sbiBaeT TMN NopTa KAMEeHTa.

Tabnnua 123 — ATpubyTbl coobuieHunit Radius-cepsepa ana ceccuit dotlx

Ampubym OnucaHue

ATpubYT ycTaHaBNMBAET 3HaYeHMe Talmepa ANA peayTeHTUdMKaLMKM, ecam
Ha MHTepdelice NpPUCYTCTBYET HacTpolka dotlx reauthentication.
MpuHUmatoTca 3HaveHuna ot 1 go 65535:

Session-Timeout - Npu nonyyeHun aTpubyTa session-timeout, pasHoe 0, AelcTBYOWME 3HA-
YyeHus Talimepa He U3MEeHATCSA, aTpMbyT ByaeT NPOUrHOPMPOBaAH;

- NPW NoNly4eHMM 3Ha4YeHmMA bonble 65535, Taimep peayTeHTUdMKaLmm By-
OeT N3MmeHéH ao 65535.

OnpepaenseT AelCTBME, BbINOJHAEMOE KOMMYTaTOPOM NPU UCTEYEHUMU
Session-Timeout:

- Npu noayyYeHun atpmbyTta Termination-Action paBHoe 0, akTMBHble dotlx
ceccun ByayT OTKAOYEHDI;

- NpW Nony4YeHumn aTpmbyTa co 3HauyeHnem 1, byaeT 3anpolleHa NoBTOPHas
aBTopuM3auma nocpeactesom radius-request.

Termination-Action

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdUrypaLmm TepMmmHana:

console# configure terminal
console (config)# line {console | telnet | ssh}
console (config-line) #
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Tabnuua 124 — KomaHabl pexrma KoHpurypaumm tTepmumHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsonos/default

3apaTb CNUCOK C MeTodamu ayTeHTUdMKauMM Npu BXoae ANnA
KoHconu, Telnet, SSH.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsonos/default

3a4aTb CNUCOK C MeTOAAMMU ayTEHTUPUKALLMM NPU NOBbILLIEHUN
YPOBHSA NpuBMAernin ana koHconu, Telnet, SSH.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIK/IIOYEHO

PaspelwunTb aBTOpPU3aLMIO KOMaHA, ana KoHconu, Telnet, SSH.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

4.17.2 lpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ans ayteHTuduKaumm, astopmsaumm m ydyeta. Cepsep RADIUS
ncnonbayetr 6asy AaHHbIX NONb30BaTeNEN, KOTOpasA COAEPKWUT AaHHble NPOBEPKU MNOANMHHOCTU ANA

KaX4oro no/sab3oBaTtenA.

Takum o0b6pasom,

ncnosab3osaHme

npotokona RADIUS ob6ecneunBaet

[JOMOJIHATENbHYIO 3aLLUUTY MPU AOCTYNE K PECYPCam CETH, a TaKXKe Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 125 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
typel

no radius-server host
{ipv4-address | ipv6-address |
hostname}

hostname: (1..158)
CUMBO/IOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)
CUMBO/IOB;
type: (dotlx, enable,
igmp, login)

[06aBUTb yKasaHHbIN cepBep B CNUCOK UcCNosb3yembix RADIUS-
cepsepoB.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — cetesoe nma RADIUS-cepsepa;

- timeout — nHTEepBan oMAaHMA OTBETA OT CepBepa;

- retries — KoanyecTBo NonbITOK Nnomcka RADIUS-cepBepa;

- secret_key — kntod ans ayteHTMOMKaLMM U WwindpoBaHuUs BCero
obmeHa aaHHbimM RADIUS;

- primary — onpegenset gaHHbIi RADIUS-cepBep Kak Hanbonee
NPUOPUTETHBIN;

- usage — T1n ucnonb3osaHma RADIUS-cepsepa.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout u retries gna
paHHoro RADIUS-cepBepa MCNONb3YKOTCA 3HAYEHMA MO YMOJYa-
HUIO.

YpanuTe yKasaHHbIN cepBep U3 CNUcKa ucnosiblyembix RADIUS-
cepBepoB.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#
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Tabnnua 126 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

show radius server

OTob6pa3nTb NapameTpbl HacTpolikn RADIUS-cepBepoB (KomaHza
AOCTYMHA TONbKO 1A NPUBUIETMPOBAHHbBIX NONb30BaTeNeNn).

show radius statistics

OT06pasmnTb CTaTUCTUKY NpoToKona Radius, nHdopmaumio o nNonb-
30BaTensx, KoHourypaunio RADIUS-cepBepa.

4.17.3 lpomokon TACACS+

MpoTokon TACACS+ obecneunBaeT LEHTPAAM30BaHHYD cucTeMy 6e30MacHOCTM AN MPOBEPKU

Nno/ib30BaTeNeN, NONYYAOLWMX AOCTYN K YCTPOMCTBY,

npu 3TOM noaaepxmeaa coemectmumocTtb ¢ RADIUS m

APYrMMM NpoLLeccamm NPoBepKu noannmHHocTu. TACACS+ npeaocTaBaseT ciegytowme cnyosi:

MMeHaM Nno/b3oBaTesiein n onpeaeneH

3aBepuweHna ceaHCa MNpoBEpPKU

Authentication (nposepka nodauHHocmu). ObecneunBaeTcs BO BpeMs BXoZa B CUCTEMY MO

HbIM NMON1b30BaTENAMU NAPONIAM.

Authorization (aemopu3ayus). ObecneumBaetcs BO Bpema Bxoda B cuctemy. [locne
NoA/IMHHOCTHU

3aNyCKkaeTcAa CeaHC aBTopu3auunm C

MCNOJZIb30OBaHMEM MPOBEPEHHOINO MMEHU NO/Ib30BATENA, TaAKXXe CepBEPOM MNPOBEPAIOTCA

npusunernn nonb3osarena.

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnnua 127 — KomaHabl pexuma rnobanbHom KoHdurypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key

secret_ke
_key] hostname: (1..63)

CUMBOJIOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBOJI0B

[J06aBUTb yKasaHHbIA cepBep B CMMUCOK ucnosab3dyemblix TACACS
cepBsepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepsepa;

- single-connection — B KaXAbli MOMEHT BpPEMEHW WMETb He
6onblue ogHOro coeanHeHnsa ans obmeHa gaHHbimu ¢ TACACS-cep-
BEpOM;

- port — Homep nopTa Ana obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout — NHTepBa OXXUAAHWA OTBETA OT CEPBEPa;

- secret_key — Kntod gns ayTeHTMdUKaLMm U WndpoBaHma Bcero ob-
meHa gaHHbimn TACACS;

Mpu HacTpolike cepsepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAtOYaeTcsa accounting.

no tacacs-server host
{ip_address| hostname}

YAanuTb yKasaHHbIA cepBep M3 chnucka ucnonbdyembix TACACS-
cepBepos.

tacacs-server retransmit

number number: (1..5)/2

YKaszaTb KoanyecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
AeT nooyepeAHO MOAKNIOUMTLCA KAMEHT, B C/ydyae HeyAauyHoWM
ayTeHTUdMKaLMK.

no tacacs-server retransmit

YanuTb HaCTPOWKY.

tacacs use-server address
{ip_address | hostname}

BbibpaTb cepBep M3 TabauLbl cepsepoB A1 Tacacs-KAMeHTa.

no tacacs use-server

OTMEHWTb NCMNOJIb30BaHMe 3a4aHHOro cepsepa.

tacacs authentication type

{ascii | pap } +/pap

OnpegennTb MeTo4 ayTeHTUGMKALLMM C MOMOLLLbIO tacacs.

tacacs attributes port {console
| ssh | telnet} identifer identifer (1..255)
c1MmB0O10B/WabNoHBI

%n %%

YcTaHOBUTL aTpubyTa port B popmate cBO6OAHOM CTPOKM onpeae-
JIEHHOM nosb3oBaTenem. BO3MOXKHO Mcnosb3oBaHMe WabioHOB.
- %N — HOMep /IMHMW, COOTBETCTBYHOLLMI BbIBOAY KOMaHAbI show
users;

-%% — cumeon %.
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no tacacs attributes port YCTaHOBUTb 3HAYEHWA MO YMONYAHUIO.
{console | ssh | telnet}

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 128 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
110 yMOon4aHuio

show tacacs OT106pasnTb napameTpbl HacTpoiku TACACS-cepBepoB, MeTOf
- ayTeHTUdMKaALMM M CTaTUCTUKY NPOTOKONA (KOmaHaa AoCTynHa
TONBKO AN1A NPUBUIETMPOBaAHHbIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom
B ISS nogaep:kusaetca punbTpauma ynpasnsatoLwero TpadmKka ¢ MOMOLLbIO CIUCKA aBTOPM30BaHHbIX
IP-meHegkepos (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb agpec UAM NOoACETb UCTOYHUKA,

VLAN, nHtepdeic n cnyKby, c KoTopbix 6yAeT paspelleHo ynpaBaeHne YyCTPOMCTBOM.

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnavua 129 — KomaHapbl pexkmma rnobanbHon KoHdurypaumum

3HaveHue/3Ha4eHue "
KomaHoa / Aelicmeue
no ymon4aHuro

authorized-manager ip- OrpaHuuMTb ynpasneHWe ycTpoMUCTBOM MO 3aAaHHOMY dub-
source {ipv4_addr [mask | / TPy AocTyna.
ipv4_prefix] | ipvé_addr
ipv6_prefix]} [interface
!p P .]}[ . ipv4_prefix: (0..32);
interface_list] [vlan vian_list] . .

. ipv6_prefix: (1..128)
[ service snmp | telnet | http lan id: (1..4094
| https | ssh] vlan_id: (1.. )
no authorized-manager ip- OTMEeHUTb OrpaHuUyYeHune Ha ynpasieHue yCTpoMNCTBOM.
source {ipv4_addr [mask]| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

Ha ycTpoiicTBe MOXXHO CKOHUrypupoBaTtb He 6osblue 100 npasua. Mo ymonuaHuio, ecnum
He 3a4,aHO HWU O4HO NPaBMUNO, yNPaBAEHUE YCTPOMUCTBOM AOCTYMNHO C N1060ro UCTOYHUKA.

' | Mocne ykasaHua xota 6bl ogHOro npasmnaa authorized-manager gnsa Bcex ycTpoiicrs,
L KOTopble UCK/OUYeHbl npaBuaom, byaert aeiictBoBaTtb npasuno deny any any.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 131



HELTEX

Tabanua 130 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

show authorized-managers [ip-
source ip_addr]

MoKasaTb CNUCKM fOCTyNa ANA YNpaBAeHUs.

4.17.5 Hacmpolika npomoKos08 ynpaeneHus

4.17.5.1 Telnet, SSH

JaHHble KOMaHAbl npeaHa3HayeHbl A8 HACTPOMKM CepBepoB AOCTyna [AAAa  ynpasBaeHUs
KommyTaTtopom. Moagaeprxka cepsepos TELNET n SSH kommyTtaTopom no3sonsaeTt yaaneHHO NOAKAI0YaATbCA
K HEMY A1 MOHUTOpPUHIa n KoHpurypaummn. KoHdurypmposaHue yctpoiictea Yepes Telnet Ha ycTpoicTee

pa3peweHo No yMmon4aHuto.

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma rinobanbHOM KoOHbUrypauum:

console (config) #

Tabnnua 131 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuio

ssh enable PaspewnTtb yaaneHHoe KOHPUrypupoBaHMe yCTPOMCTBa Yepes

SSH.
- -/BK/IIOYEHO —

ssh disable 3anpetTuTb yganeHHoe KOHQUIrypupoBaHWe ycTpoicTBa yepes
SSH.

ssh server-address ip_addr port port: (1..65535) 3apatb IP-agpec SSH-cepsepa n TCP-nopT, Mcnonbayemblin SSH-

port cepBepom.

ip ssh mac [hmac-md5 | hmac- _/hmac-shal BblbpaTb TMN ayTeHTMOUKALMM NO NPOTOKOAY SSH.

shai]

ip ssh cipher [3des-cbc | aes128- BbibpaThb WwWudp ayTeHTUdUKaLMM NO NpoToKoy SSH.

cbc | aes128-ctr | aes192-chc

aes:l|92-ctr | ae52|56-cbc | ! +/3des-cbe

aes256-ctr | des-chc | all]

ip ssh kex [all | dh-group- BblbpaTb anroputm o6MeHa Kntovamm no npoTokony SSH.

exchange-shal | dh-group-

exchange-sha256 | dh-groupl- /all

shal | dh-group14-shal]

crypto key generate rsa CreHepupoBaTh Napy Kntoven RSA —YacTHbIN U Ny6ANYHBIN ans

i SSH-cepsuca.

feature telnet PaspewunTb KOHOUTYpUpoBaHUe ycTpoiicTea Yepes Telnet.

no feature telnet /Braioverio 3anpeTuTb KoHUTypMpoBaHMe ycTpolicTea Yepes Telnet.

ip ssh authorized-key 3apaTh KNtoY ssh-aBTopm3aumm, Npu NOMOLLM KOTOPOTO MOXKHO
YCTaHOBUTb 3aLLMLLEHHOE CoeAMHEHMe.

no ip ssh authorized-key i YpanuTe Ktod ssh-asTopusauum.

ip ssh auth-type {password | 3afjaTb nocnefoBaTeIbHOCTb METOAO0B ayTEHTUPUMKAUMKU MO

publickey} - /password ssh.

no ip ssh auth-type YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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KomaHObl pexcuma EXEC

KomaHgbl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A/1A NPUBUAETMPOBAHHbLIX MONb30BaTENEN.
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 132 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
. MokasaTb KoHbUrypaumio SSH-cepsepa, a TakKe akTUBHble BXO-
show ip ssh - urypau pBepa,
aawme SSH-ceccum.
show telnet server - OTo6pa3unTb cTaTyc cepsepa Telnet.
sh ip ssh authorized-keys - OT06pa3nTb CKOHOUTYPUPOBAHHbBIE KTHOUMN.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP dna docmyna K ycmpoiicmey

SNMP — TexHonorusa, npusBaHHasa obecneuntb ynpaBaeHWE W KOHTPOJIb Hag, YCTPoWcTBaMu U
NPUNONKEHUAMM B CETU CBA3M NyTEéM obmeHa ynpasasalowel MHPopMaumein Mexay areHTamm,
PacnoNOMKEHHbIMU Ha CEeTEBbIX YCTPOMCTBAX, M MeHeAKepamM, HaXOAAWMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOWMNX CTAHUMI U 31E€MEHTOB
CeTu (rnaBHble MaLMHbI, W/03bl U MapLPYTU3aTOPbI, TEPMUHA/bHbIE CEPBEPDI), KOTOPbIE COBMECTHO
obecneymBaloT aAMUHUCTPATMBHbIE CBA3M MENKAY CETEBbIMM YNPABAAOWMMM CTAHLUUAMMU U CETEBLIMMU
areHTamu.

KommyTaTopbl NO3BONAIOT HAaCTPOUTL pPaboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOIMCTBOM. YCTPOIMCTBO NoaaepKMBaeT npoTokonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

[na BO3MOXHOCTU agMUHUCTPUPOBAHMNA YCTPOICTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
€034aTb X0TA 6bl 04HY CTPOKY coobLiecTBa.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnnua 133 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
snmp notify notify_name tag notify_name: (1..32) AKTUBMPOBATb OTNPaBKY Tpanos no cobbituio login/logout.
tag_name type {trap | CMMBONa;
inform} tag_name: (1..32) cumsona
no snmp notify notify_name -/BbIKNIOYEHO OTKAOUYUTL OTNPABKY Tpanos no cobbituio login/logout.
snmp-server enable traps AKTMBMPOBATb OTNPaBKY TPANOB MO COBbLITUIO 3aMblKaHWs/ pas-

dry-contacts MbIKaHNA CYXUX KOHTAKTOB.

-/BbIK/IOYEHO

no snmp-server enable traps OTK/IHOUYUTL OTNPABKY TPAMNOB Mo COBbITMIO 3aMblKaHuA/
dry-contacts pa3MbIKaHWUA CYXMX KOHTAKTOB.
snmp enable traps coldstart AKTMBMPOBATb OTNPABKY TPANOB MO CObbITUIO “*KecTKol' nepe-
3arpysku.
-/BKAIOYEHO - =
no snmp enable traps OTKAOUUTL OTMPABKY TPanoe Nno cobbITHIO PKeCTKoW' nepesa-
coldstart TPY3KM.
snmp enable traps warmstart AKTUBMPOBATb OTMPaBKY TPANoB No cobbITUIO Nepesarpysku
no KomaHge ‘reload’.
-/BKAtOYEHO
no snmp enable traps OTKNHOYUTB OTNPABKY TPANoOB Mo CO6bLITUIO NepesarpysKku no
warmstart KomaHge ‘reload’.
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snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJI0B

Co3patb SNMP-nonb3oBartens.

- auth — HacTpolika anropuTma ayTeHTUdUKaumu;

- priv — HacTpoVika WndpoBaHus;

- EnginelD — ngeHtnoukatop SNMP-ycTpoiicTBa
’ Bkatouatowee B cebs cneucMmBobl User_name
H TpebyeTca yKasbiBaTb B KaBblYKax.

Ypannte SNMP-nonb3osaTens.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBon0B;
user_name: (1..32) cumso-
Nos.;
TransportTagldentifier:
(1..255) cumBonos
ip_address A.B.C.D

MpuBsA3aTb COO6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
3[,aHHOMY NO/Ib30BaTENIO.
YT06bl paspewmnTb MCNoNb30BaHWe N6HOro cneumanbHoro
CMMBO/Ia B Ha3BaHUM M MHAEKCE COOBLLEeCTBa, YKaKuMTe ero B8
[ABOMHbIX KaBblukax. Ecn Ha3BaHMe 1M nHAaeKc coobuiecTsa co-
[AeprKaT ToNbKO BYyKBbI U LMOPbI, TOrAa ABONHbIE KaBbIYKK He
HYKHbI.

BKatoualouiee B ceba cneucMmeosibl community Tpe-

H 6yeTca yKa3biBaTb B KaBblUKax.

Ypanute SNMP-coobuecTBO ¢ yKa3aHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBOJIOB;
group_name: (1..32)
CMMBOJI0B

Co3sgatb SNMP-rpynny nau tabanuy cootsetctauii SNMP-
nosb3osatesnei n npasua ob6o3peHnin SNMP.

Ypanute SNMP-rpynny.

snmp access group_name {vl
| v2c |v3}{auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumBonos;
context: (1..32) cumBonoB

Paspewunts SNMP-rpynne goctyn Ha YTeHue, 3anNucb U OT-
NpaBKy SNMpP-TPanoB No 06bekTam, NPUHaZIEeKaLLUM
read/write/notify-view.

3anpetnutb SNMP-rpynne AocTyn Ha YTeHue, 3anucb 1 oT-
NpaBKy SNMpP-TPanoB No 06bekTam, NpUHaSAeKaLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask O/DMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3aaTb MW pefaKkTMpoBaTb Npasuao obospenHna ana SNMP-
paspeLuatoLLee NpaBunao NM60O orpaHNYMBatoOLLEE cepBepy-
obo3spesatento gocrtyn K OID.

- OID — vpeHTnduratopa obekta MIB, NpenCcTBNEHHbIV B BUAE
nepesa ASN.1

- included — OID BKntoyeHa B NpaBuao Ans 0603peBaHus;

- excluded — OID uckntoyeHa B npasuio aaa ob6o3peBaHus.

Yaanutb npasuno o6o3peHmnsa gna SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
Nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonoB;
tag_ldentifier: (1..255)
CMMBO/I0B

Co3zaTb rpynny agpecos, Ha KoTopble 6yAyT OTNPaBAATLCA
Tpanbl COrNAacHO NapameTpam Ter-aucTa.

YaanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATLCA
Tparbl COrIaCHO NapameTpam Ter-aucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

user_name: (1..32)
CMMBOJI0B;
target_param: (1..32)
CMMBOJIOB;
profile_name: (1..32)

YKa3aTb napameTpbl OTNPaBKM TPanos, onpesensembie nob-
30Baenem.
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no snmp targetparams
target_param

Yaanutb napameTpbl OTNPaBKM TPAnos, onpeaesisemble nosib-
30Baenem.

4.17.5.3 KomaHObI KOHhu2ypayuu mepmuHana

KomaHZbl KOHOUrypaumMm TepMUHaNa CAYKaT AN HAaCTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnvua 134 — KomaHabl pexkmma rnobanbHom KoHpurypaumm
3HayeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4aHuro
line console - Bxopg, B peXXnm COOTBETCTBYHOLLEINO TEPMUHANA.
line telnet - BX0Z4, B peKMM COOTBETCTBYHOLLEIO TEPMUHANA.

line ssh - BxoA, B pexMm COOTBETCTBYIOLWEro TepMUHaNA.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bua 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaunm TepMmunHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet | ssh}

Tabnunua 135 — KomaHapl pexkuma KoHoUrypaLmm tTepmmHana

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

exec-timeout seconds 3agatb MHTepBana, B Te4eHMe KOTOPOoro CMCTemMa OXXmnaaet sBoaa

no exec-timeout

seconds:
(1..18000)/1800 cek

OT nonb3osaTena. Ecnv B TeyeHne AaHHOro MHTEepBaaa nosb3o-
BaTe/lb HUYero He BBOAUT, TO KOHCOJ/1b OTKNHOYaeTCA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6ut/c

YCTaHOBWUTb CKOPOCTb Mepesayv A/s NocNefoBaTe/IbHOro UH-
Tepdelica.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 136 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show line exec-timeout

loKa3aTb 3HaYeHWA napameTpa exec-timeout ana scex TepMHU-
HanoB..

show line exec-timeout
current

loKa3aTb 3HaYeHuA napameTpa exec-timeout anna TeKyIJ.I‘Eﬁ cec-
cun.

4.18 XypHan aBapwmii, npotokon SYSLOG

CnctemHsble KYpPHa/ibl NO3BOIAOT BECTU UCTOPUIO CO6bITMl\/‘1, npounsouweauwunx Ha YCTDOﬁCTBe, a TaKXe
KOHTPO/MPOBATb npounsoweauimne cobbiTHA B PEeaNbHOM BpeEMEHMN. B KYPHan 3aHOCATCA cobbITMA BOCbMMU
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TUNOB: ‘-Ipe3BbI‘-IaﬁHble, CUrHanbl TpeBOrn, KpUTUYECKNE N He KpuUtnyeckme OLLIVI6KVI, npegynpexageHua,
yBegomMNneHunA, MH(I)OpMaLI,VIOHHbIe M OTNago4HblE.

KomaHObI pexcuma 2a06ana6HoU KOHu2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobanbHoN KoHOUrypaumm:

console (config) #

Tabnunuya 137 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOYAHUIO

Aeiicmeue

logging on

no logging on

-/perncTpaums BraOYEHA

BKOUNTL perncTpaLmio oTAaA0uHbIX coobLeHnin 1 cooblie-
HUI 06 owmnbKax.

BbIKNOUNTb PErMCTPALMIO OTNIAA0YHbIX COODOLLEHWNI M coobLLe-
HUI 06 owmnbKax.
Mpu BbIKNOUYEHHOMW PerucTpauum oTnagouHble coo6-
V weHua u coobueHna o6 owmnbkax 6yayTt nepeaa-
BaTbCA HA KOHCOb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}
ip_address

no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

host: (1..63) cumBonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX XeXeX/-

BKkAtounTb Nepesavy aBapuiHbIX U OTNAA0YHbIX COODLEHUN
Ha yaaneHHbln SYSLOG-cepsep.
- ip_address — IPv4- unn IPv6-agpec SYSLOG-cepBepa;
Ecam KomaHpa BeeaeHa 6e3 yKasaHua facility, To
V 6yAeT MCNONb30BaH TEKYLLUI HAaCTPOEHHbIN
facility.
Ecnn KomaHga BBegeHa 6e3 ykasaHua severity, To
6yAyT yKasaHbl Bce severity, kpome debugging.

Y8anuTb BbIGpaHHbIN cepBep U3 CIMCKA MCNOb3yeMblX
SYSLOG-cepsepos.
Ecnn KomaHpa BBegeHa 6e3 yKasaHua facility, To
6ypet ykasaH Tekywuii facility.
Ecnn KomaHpa BBegeHa 6e3 ykasaHusA severity, TO
6yAyT Mcnonb3oBaHbl Bce severity, BKAo4as
debugging.

logging console

no logging console

-/BKAKOYEHO

BK/IlOUMTL Nepeaady aBapuitHbIX UAM OTAALOUHbIX COOBLLEHNI
Ha KOHCO/b.

BbIK/OYMTL Nepegaydy aBapuiiHbIX UM OTNAZ0UHbIX Co0bLe-
HUWIA Ha KOHCO/Ib.

logging buffered size

no logging buffered

size: (1..200)50

M3MEeHUTb KOIMYECTBO COOBLLEHWIA, 3aNOMWHAEMbIX BO BHYT-
peHHem 6ydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HWTCA Nocae nepesarpyskun ycTpoicTea.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb ¢aiin 3anncy aBapuiiHbIX M OTNAL0YHbIX COOBLEHUN.

no logging-file [facility]
[severity] file {1 | 2 | 3}

logging-file [facility] [severity]
file{1]2] 3}

facility:(localO...local7),
severity:(0...7)

BbIKNIOUMTL Nepesavy aBapuiiHbIX UM OTN3J0UYHbIX coOobLue-
HWI B daiin }KypHana.
Ecnn KomaHpa BBeaeHa 6e3 ykasanusa facility, To 6y-
V AeT yKasaH Tekywmi facility.
Ecnn komaHpa BBegeHa 6e3 ykasaHusa severity, TO
6yayT Ucnonb3oBaHbI Bce severity, BKatovasa debugging.

BK/ItOUMTL Nepesady aBapuiiHbIX UM OTAALOUHBIX COOBLLEHUI
BbIOPaHHOIO YPOBHS Ba*KHOCTM B YKa3aHHbIM palin KypHana.
Ecnn KomaHaa BBepeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywwmii facility.
Ecnv KomaHAa BBeaeHa 6e3 yKasaHua severity, To
6yayT ucnonb3oBaHbl Bce severity, Kpome debugging.

logging severity severity

no logging severity

severity:(0...7)/6

3afaTb YPOBEHb IOTMPOBaHMA.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

logging facility facility

no logging facility

facility:(local0...local7)/local0

3afaTb KaTeroputo IOTMpPoBaHuA.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

syslog localstorage

-/BKAIOYEHO

AKTUBMPOBATb OTNPABKY aBapUIAHbIX MU COOBLLLEHMI Ha CKOH-
durypmpoBaHHble dalinbl 3anucu.
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no SySIOg Iocalstorage YCTaHOBUTb 3HaYEeHME N0 YMOHYAHMUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

3apaTtb NapameTp, KOTopbI ByAEeT UCMONBb30BATLCA B KaYecTse
string: (1..128) naeHtudurratopa xocra B SYSLOG-coobLLEHUSAX.
-/Het

no IOggmg hostname-format Mcnonb3oBaTtb 3HaYeHME MO YMONYAHUIO.

Kaxaoe cooblieHne nmeeTt CBOM ypPOBEHb Ba*KHOCTU. B Tabaunue 129 npmuseaeHbl TUMNbl COOOLLEHWNM
B nopAaake y6bIBaHVIFI NX BaXXHOCTWU.

Tabnmua 138 — Tunbl BaXKHOCTU COOOLLEHWUI

BaxcHocmo Tun eaxHocmu OnucaHue
coobweHuli coobweHuli

0 YpesBblyaiiHble B cucteme npowusoluna Kputuyeckan ownbka, cuctema MoxeT paboTaTtb He-
(emergencies) npaBuabHO.
CurHanbl Tpesoru

1 (alerts) Heobxoanmo HemeaNeHHOE BMELLATEIbCTBO B CUCTEMY.
Kputnyeckme

2 - B cucteme npousowna Kputuyeckas owmbKa.
(critical)

3 OwwunbouHble (errors) B cucteme npousowna owmnbkKa.
Mpeaynpexaenna

4 . MNpeaynpexaeHne, HeaBapuinHoe coobeHMe.
(warnings) peaynpexaeHve, p wy
YBegomneHus .

5 e .. YBeAoOMIEHNE CUCTEMDI, HEaBapUHOEe coobLeHme.
(notifications)
NHPopmaLMOHHbIe

6 . dop .u, NHpopmaLmoHHble cOOBLEHMA CUCTEMDI.
(informational)

7 OTnagoyHble OTnagoyHble coobLeHMA, NpeaoCTaBAAoT NoAb30BaTeNto MHGOPMaLMIO aNA
(debugging) KOPPEKTHOM HACTPOMKKN CUCTEMBI.

Mpumep HacTpoiiku logging-file:

Co3magum nokanbHbli daiin ¢ umeHem sl1, kyaa 6yayT 3anucbiBaTbCA COBLITUA C BaXKHOCTbIO OT
Yype3BblYalHbIX 40 MHOOPMALMOHHDbIX.

console (config) # syslog file 1 sli
console (config) # logging-file file s1I

Mpumep HacTpoliku logging-server:

YKaxkem agpec syslog-cepBepa, Kyga byayT oTnpaBaATbCa COO6LEHNA O COBbITUAX C BaXKHOCTbIO OT
ype3sBblYaHbIX 40 MHOPMALMOHHBIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnunua 139 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue
o ymMoa4YaHuto
clear logs - YpanuTe Bce coobLieHua U3 BHyTpeHHero bydepa.
show logging-file - OT06pPa3nTb HACTPOMKM NOTMPOBAHMUSA B IOKAbHbIE dalinbl.

show logging file file_name OT06pa3nTb COCTOAHME }KYPHaANa, aBapuiiHble U 0TNaA04Hble CO06-

file_name: (1..3) .
LEeHMA, 3anmcaHHble B daiine

show logging-servers - OT06pa3nTb HAaCTPOMKKM oNs yaanéHHbix logging-cepBepos.
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4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

dYHKUMA 3epKaNMpPOBaHMA MOPTOB MpeAHasHayYeHa ANA KOHTPOAs ceTeBoro TpaduKa nytem
NepecbIIKU KOMUIA BXOAAWMX U/UNN UCXOOALMX MAKETOB C O4HOTO M/IM HECKOJIbKMX KOHTPO/MPYEMbIX
NOPTOB HA OAMH KOHTPOJIMPYIOLWMIA NOPT.

BO3MOXKHO 3epKanupoBaHue J060ro KoauuyectBa UHTepdeiicoB. OTCyTCTBUE MNOTEpPb
’ rapaHTUpyeTCcs, ec/IM NPONYCKHaA CNoco6HOCTb MHTepdeiica HasHaYeHUA He npeBbileHa. Mpu
MCNosb30BaHUM PU3NUYECKUX NeTe/Ib HA KOMMYTaTope 3epKaNMpoBaTbcA 6yaeT ToNbKO O4HA
Konua Kagpa (frame), ecnan 3amkHyTble MHTepdeiicbl npuHaanexar ogHomy VLAN.

K KOHTpo/MpyloLwemy NOPTy MPUMEHSIOTCA CAeayloLmMe orpaHuYeHuns:

—  TMopT He MOKET 6bITb KOHTPOIMPYIOWMM N KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL 4/1A 3TOTO NOpTa;

K KOHTpo/IMpyemMbIM NOPTaM NPUMEHAIOTCA CAeayoWwme orpaHuyeHns:

—  TMopT He MOKeT 6bITb KOHTPONUPYIOWUM U KOHTPOIMPYEMbIM NOPTOM OZAHOBPEMEHHO.

KomaHObI pexcuma 2106a1bHOU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume rnobanbHoN KoHOUrypaumm:
console (config) #

Tabnnua 140 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymon4aHuio
monitor session session_id YKa3aTb 3epKanvpyoLmii nopT Ana BbIBpaHHOM ceccum MOHUTO-
destination interface puHra.

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

®DYHKLMA MOHUTOPUHIa MOXKET 6bITb HACTPOEHA Ha YeTbl-
V PEX NopTax 0AHOBPEMEHHO.

session_id: (1..4)

no monitor session session_id BbIkNtOUNTb PYHKUMIO MOHUTOPWMHIA Ha HACTPaMBAEMOM WHTep-
destination deiice.

monitor session session_id YKazaTtb cnykebHbit vlan gna 3epkannposaHua TpaduKa € 3aaaH-
destination remote vlan Horo pednekTop-nopTa ANA BbI6paHHOW ceccuu.

vlan_id vlan_id: (1..4094); - remote vlan — cny:kebHbii vlan ana 3epkannpoBaHua Tpaduka

no monitor session session_id session_id: (1..4) BbIKNOUNTb GYHKUMIO MOHMUTOPMHIA HA HAacCTpPanBaemMoM UHTep-
destination remote vian deiice.

vlan_id

monitor session session_id [,06aBUTb YKa3aHHbIM 3epKannupyemblii NopT ANs BblIOpaHHOM ceccum
source interface [fastethernet MOHUTOpPMHra.
fa_port | gigabitethernet - X — KOMMPOBaTb NaKeTbl MPUHATbIE KOHTPOMPYEMbIM MOPTOM;
gi_port | tengigabitethernet fa_port: (0/1..24); - tX — KOMMPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM MOPTOM;
te_port] [rx | tx | both] gi_port: (0/1..48); - both — KonupoBaTb Bce NakeTbl C KOHTPOAMPYEMOTO NopTa.

no monitor session session_id te_port: (0/1..11); BbIK/MOYNTb QYHKLUMIO MOHUTOPMHIA Ha HAacTPanBaeMoM UHTep-
source interface [fastethernet session_id: (1..4) delice.

fa_port | gigabitethernet
gi_port | tengigabitethernet

te_port]
monitor session session_id YKasaTb vlan, ¢ KoToporo 6yaeT 3epKkannpoBaTbcsa TpaduK € 3a4aH-
source remote vlan vian_id . Horo pednekTop-nopTa Aaa BbibpaHHOM ceccuu. Mpu aTom cam vian
vlan_id: (1..4094);
- ; byaeT cHAT.

- - — session_id: (1..4)
no monitor session session_id BbIKNOUUTL QYHKLMIO MOHUTOPUHIA Ha HAaCTpanBaeMoM UHTep-
source remote vlan vian_id deiice.
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KomaHObl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 141 — KomaHabl, AocTynHble B pexume EXEC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMoA4YaHuio
show monitor session . . BbiBECTM MHPOPMALMIO NO CKOHOUTYPUPOBAHHON CECCUM MOHUTO-
. session_id: (1..4) bopmay burypup
session_id puHra.

[pumepbl 8b1M0AHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet
0/1

BbiBeCTM MHOOPMALMIO NO KOHTPOMPYIOLLMM U KOHTPOIMPYEMbIM MOPTAM.

console# show monitor session 2

Mirroring is globally Enabled.
Session H

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.20 PYHKLMUU ANATHOCTUKU PU3NYECKOrO YPOBHA

CeTeBble KOMMYTaTOpbl COAEp’KaT annapaTHble U NporpaMmHble CPeacTBa A1A AMArHOCTUKM
dU3NYECKMX MHTepdENCoB U IMHUI CBA3U. B NepeyeHb TECTUPYEMBIX NAaPaMeTPOB BXOAAT CAeaytoume:

OnAa anekTpuyecknx nHtepdencos:
— A/vHa Kabens;
—  paccTofiHMe [0 MecTa HEMCNPABHOCTM — 06PbIBa MM 3aMbIKaHWA.

[ns onTnyecknx nHtepdeicos 1G:
—  napameTpbl NUTAHWA — HAaNPAKEHNE U TOK;
—  BbIXOAHasA ONTMYECKas MOLLHOCTb;
—  ONTMYecKan MOLLHOCTb Ha Npueme.

4.20.1 QuazHocmuka medHo20 Kabens

KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console#
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Tabnnua 142 — KomaHabl ANArHOCTUKM MeZIHOTo Kabens

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

test cable-diagnostics
fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

BbINOAHWTL BUPTYanbHOE TECTUPOBaHWE Kabena ANA YKa3saHHOTO MH-
Tepdelica.

Y

YAANEeHHOoM CTOpoHe.

Mpu nonyuyeHun coobweHuna 'Fail to get cable test result for port Gi0/X. Status: 3'
peKkomeHayetca nposBepuTb media-type wuHTepdeitica u coctoAHue uHTepdeiica Ha

4.20.2 3nekmponumaHue no nuHuam Ethernet (PoE)

Mogenn kommyTtatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES3708P, MES3710P nogaepmBatoT 3/1€KTPO-
nuTaHue yctponcts no anHum Ethernet B cooTseTctBMM ¢ pekomeHpaumamn IEEE 802.3af (PoE) u IEEE
802.3at (PoE+). Tun pacnmMHoBKM A.

KommyTtaTtopbl MES2408PL xapakTtepusytoTca MeHbLlMM B104KEeTOM MOLLHOCTU, OTHOCUTENbHO ApY-

rnx.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme rnobasibHol KoHbUrypaumm:

console (config) #

Tabnnua 143 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymoa4yaHuro

Aelicmeue

set poe enable

set poe disable

Bkaountb 3NEeKTpoNnnUTaHne No NMHNAM Ethernet.

BbIKNtOUNTb aneKkTponuTaHme no AanHuam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnnua 144 —KomaHabl perkmuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

power inline auto

PaspewunTtb paboTy npotokona PoE-ycTpolicTB Ha MHTepdeiice n
BK/IOYAET NoAauy 3/1eKTPONUTAHUA Ha UHTepdelic.

power inline never auto 3anpeTuTb paboTy NpoToKona obHapykeHUa POE-ycTpoWcTB Ha
nHTepdeiice N OTKAOYAET NOAAYY SNEKTPONUTAHUA.
power inline priority {critical | 3apatb npuoputeT nHTEpdelica PoE npu ynpasneHum anekTponu-
high | low} TaHVem.
- critical — ycTaHaB/aMBaeT HaMBbICLWIMIA NPUOPUTET SNEKTPONUTa-
Jlow HWA. NeKTponNuTaHWe NOPTOB C TaKMM NpuoputeTom byaeT npe-

KpalaTbCa B MOCNAELHION o4yepedb MpU Neperpyske cUCTeMbl
PoE;

- high — ycTaHaBnMBaeT BbICOKMIA MPUOPUTET 3N1EKTPONUTAHUS;

- low — ycTaHaB/MBaET HU3KUIA NPUOPUTET SNEKTPONMUTAHMS.
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| user-defined wattage}

power inline limit-mode {class

no power inline limit-mode

wattage: (200..31200)
munnmsartt/ class

BbI6paTb peXxnm orpaHMYeHna MOLLHOCTM.

- class — IMMUT MmaKkcmanbHoW NoTpebaemoit MOLWHOCTH onpe-
AenaeTca KAaccom NoaK/I4aeMoro yCTponcTsa;

- user-defined — AMMUT MaKcMManbHOWM NOTPEBNAEMOW MOLLHO-
CTW BbICTABAAETCA BPYYHYIO, € warom 200 mBT.

BbIB6paTh peKMM Mo YMONYaHMIO.

KomaHOowbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cneagytowmii Bua;

console#

Tabnuua 145 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pPa3nTb COCTOSIHME 3NEKTPONUTaHUA UHTEPPENCOB, NOAAEPKU-
BaOLWMX NUTaHME No AnHum PoE.

show power detail

OT06pasnTb 06wy MHPOPMaLMIO NO COCTOAHMIO POE M cocToAHMIO
MCTOYHMKA.

show power inline
consumption

OT06pasnTb XapaKTEPUCTUKM NOTPebAeHUA MOLLHOCTM, TOKa M
HanpsaXXeHusa.

4.20.3 lMpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN ANA aBTOMaTUYe-
CKOro 06HapyXeHUs NoTepu ABYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX IMHUAX CBA3MN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHburypaumm nHtepdeica:

console (config-if) #

Tabnunua 146 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IOYEHO

BKAOUUTbL AMArHOCTUKY COCTOAHMUA ONTUYECKUI IUHUIA.

BbikntounTb ANArHOCTUKY COCTOAHUA ONTUYECKUIA IUHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IOYEHO

BKNIOUUTL arpeccuBHbIN pexmnm, npu kKotopom TLV oTnpasnseTca
B NtobOM cnyyae, faxKe eciv OHa He bblna NosyyeHa oT yaaneH-
HOrO YCTPOMICTBA.

BbIKNOUUTb arpeccuBHbIN pexkum, npu Kotopom TLV otnpasns-
eTca B 1t06OM cnyyae, faxke ecnun oHa He Bblia NoayeHa oT yaa-
NeHHOTO YCTPOWCTBa.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBMTL Talimep, No KoTopomy ByaeT nponcxoauTs onpeaene-
HME TeKyLLLero COCTOSHUA IMHKA.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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ethernet-oam uni-directional BbibpaTb pexknm paboTbl npoTtokona UDLD.
detection action {errdisable | - errdisable — nepesgava Tpadurka 610KMpyeTCA NPU OTCYTCTBUM
log} npvema BOAHOM U3 HanpaB/IeHUI B KaHane;
-/log - log — coobueHre 0 610KMPOBKE NOABNAETCA B KypHane.
no ethernet-oam uni- YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
directional detection action

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnegyowmii Bua;

console>

Tabnunua 147 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymon4aHuio

show port ethernet-oam uni- OT06pa3smnTb COCTOAHME ONTUYECKOTO /IMHKA.
directional detection

4.20.4 fluaezHocmMuKa onmu4YyecKo20 mpaHcuesepa

®PyHKUMA [AMarHOCTUKM MO3BONAET OLEHUTb TEKyllee COCTOAHWE OMTUYECKOro TpaHCMBepa W
ONTUYECKOM IUHUN CBA3MW.

Bo3morKeH aBTOMATUYECKUIM KOHTPOJIb COCTOAHMA JIMHUKA CBA3W. [lNa 3TOro KommyTaTop
nepuoamnyeckm onpawnBaeT MapameTpbl ONTUYECKMX WMHTEPdENCOB M CpPaBHMBAET MX C MNOPOrOBbIMM
3HaYEeHWUAMM, 334aHHBIMM NPOU3BOAMTENAMM TpaHCMBEPOB. Npu BbIXOAE NapamMeTpoB 3a AOMYCTUMble
npegenbl KOMMyTaTop GopMUpPYET NpeaynpexaatoLme U aBapuiiHble CoobLLLeHMS.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeeT cnegytowmin BuA:

console#

Tabnvua 148 — KomaHAapl AMarHOCTUKM ONTUYECKOro TpaHCUBepa

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo ymon4aHuio

show fiber-ports 0OT06pa3sunTb pesybTaTbl AMArHOCTUKM ONTUYECKOTO TpaHcHBepa.
optical-transceiver [ {
fastethernet fa_port | -
gigabitethernet gi_port |

tengigabitethernet te_port}]

Tabnunuya 149 — MapameTpbl AMArHOCTUKM ONTUYECKOTo TpaHCMBepa

Mapamemp 3HavyeHue
Temp Temnepatypa TpaHcmsepa.
Voltage Hanpsa)keHne nutaHua TpaHcueepa.
Current OTKNOHEeHne TOKa Ha nepegave.
Output Power BbIxoZHasA MOLLHOCTb Ha nepegade (mBT).
Input Power BxogHan moLLHOCTb Ha Nnpueme (MBT).
LOS MNoTepsa curHana.

3HayeHuA pe3ynbtaTtoB ANArHOCTUKU:

— N/A-HepocTynHo,
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— N/S—He noagepunsaetca.
4.21 ®yHKummn obecneveHns 6esonacHoOCTU

4.21.1 ®yHKyuu obecneyeHun 3auumsi NOpPMos

C uenbto noBblweHMA 6e30MacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KAKOW-
nMbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOPT MPefocTaBAAnCA TO/IbKO 33a4aHHbIM
ycTponcTBam. PyHKLMA 3aLUMUTbI NOPTOB OCHOBAHa Ha onpegeneHnn MAC-agpecoB, KOTOPbIM paspeLuaeTcs
poctyn. MAC-agpeca mMoryT 6biTb HAacTPOEHbI BPYYHYHO MAW U3yYeHbl KOMMyTaTopom. lNocne msyyeHus
Heobxo4MMbIX aapecoB NOPT cnedyeT 3abNOKMPOBATb, 3alUMTUB €ro OT MOCTYN/JeHUA MaKeTOB C
HeunsydyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT Nonyyaet naket, u MAC-
aApec UCTOYHWKA NaKeTa He CBA3aH C STUM NOPTOM, aKTUBU3UPYETCA MEXaHU3M 3aLUUTbI, B 3aBUCMMOCTHM OT
KOTOPOro MOryT 6biTb MPUHATbI Cleaylolme Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
326/10KMPOBAHHbIV MOPT, MEPECbINAOTCA, 0TOPAChIBAIOTCA, MO0 XKe NOPT, MPUHABLLWI MaKeT, OTK/KYaeTcs.
dyHKUMA 6e3onacHoctn Locked Port no3BonsieT COXpaHUTb CNUCOK M3y4deHHbIXx MAC-agpecoB B daine
KOHUrypaummn, Takmm o6pasom, 3STOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/Ie Nepe3arpyskuM yCTponcTaa.

/ CyuwiecTByeT orpaHuyeHue Ha Koauvecrso MAC-agpecoB, KOTOpoe MOXKeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLUMIO 3aLLMUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
gelica 2pynnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 150 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
1o yMOAMYAHUIO
switchport port-security ena- BkntounTb GyHKLMIO 3aWnTbl Ha MHTepdeiice. BaokmpyeT GyHK-
ble LMIO M3yYeHUs HOBbIX aApecoB s nHtepdelica. MNakeTbl ¢ He-
-/BbIKNOYEHO n3yyeHHbIMM MAC-agpecamm UCTOYHMKa OTOpacbIBatoTCA.
no switchport port-security en- OTKNOUNTL GYHKLMIO 3aWMTbI Ha MHTepdeiice.
able
switchport port-security mac- 3a4aTb MaKCMMaNbHOE KOJIMYECTBO aflpPecoB, KOTOPOE MOXKET
limit o M3Y4UTb NOPT.
- - limit: (0..8192)/1
no switchport port-security YCTaHOBUTb 3HAYEeHUE NO YMOJTHAHUIO.
mac-limit
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switchport port-security mode 3afaTb peXnm orpaHnyeHna nsydeHna MAC-agpecos 41a HacTpa-
{max-addresses | lock | se- nBaemoro nHtepdeiica.

cure-delete-on-reset | secure- - max-addresses — yganser Tekylue AUHAMUYECKU U3yYeHHble
permanent} afpeca, cBA3aHHble C MHTepdencomM. PaspelleHo U3yyeHne mak-

CUMasIbHOTO KO/IMYEeCTBa aApecos Ha nopTy. [loBTopHOe nsydeHune
W CTapeHue paspeLleHbl.

- lock — coxpaHseT B dpaiin TeKkywme ANHAMNYECKN U3YYEHHbIE aj-
peca, cBA3aHHble C MHTepdencom 1 3anpeLtaet obyyeHne HOBbIM
afipecam v CTapeHme y>Ke U3yYeHHbIX agpecos.

- secure-delete-on-reset — yaanaeT Tekylwme AMHAMUYECKN U3y-
-/lock YyeHHble agpeca, CBA3aHHble C MHTepdeicom. PaspelueHo M3yye-
HMEe MaKCMMaNbHOTO KOAMYecTBa aApecos Ha nopTy. MoBTopHoe
M3yyeHume 1 CTapeHue 3anpeLeHbl. Agpeca CoOXpaHATCA 40 nepe-
3arpysKu.

- secure-permanent — yganaeT TeKylimMe AMHAMUYECKM WU3y4yeH-
Hble agpeca, CBA3aHHble C MHTepdelicom. PaspelueHo n3ydeHne
MaKCMMabHOTO KOAMYecTBa agpecoB Ha nopTy. MosTopHoe m3y-
YeHue U CTapeHue 3anpelleHbl. AApeca COXPaHAITCA Npu nepe-

3arpyske.
no switchport port-security YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
mode
switchport port-security viola- 3a4aTb PeXUM pearmpoBaHua Npu HapyLweHnn 6e3onacHocTU.
tion [restrict | protect | dis- - restrict — B JaHHOM peXkMMe Npu HapyweHun 6e3onacHoCcTM oT-
card-shutdown] npasnaetca SYSLOG-coobuweHune Ha SYSLOG-cepsep.
- protect — B J@HHOM peXKMMe OMOBELLEHUA O HapyleHun bes-
-/protect onacHoCcTM HeT. Bknwovaetr nepexsaT MAC-agpecoB, KOTopble

OOMKHbI 6bITb 0T6pOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MEeYatoTCcA Kak 3absoKMpoBaHHble U OTOPACbIBAOTCA B TeYeHUU
aging-time;

- discard-shutdown — B faHHOM peXxrme Kagpbl C HEU3yYeHHbI-
mn MAC-afpecammn UCTOYHMKA OTOPACLIBAOTCA, MOPT OTKAOYA-
eTca.

4.21.2 Kormpons npomokosaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NpOTOKO/, NO3BONAOLWMNIA KANEHTY MO
3anpocy noayyaTb IP-agpec n apyrue Tpebyembie napameTpbl, Heobxoanmble ans pabotbl 8 cett TCP/IP.

Mpotokon DHCP mokeT ncnonb3oBaThbCA 310yMbILLAEHHUKAMW A1 COBEPLUEHNA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KAneHTa, 3acTaBnaa DHCP-cepBep BblgaTb BCE AOCTYMHble afapeca, Tak U CO CTOPOHbI
cepsepa, nyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06ECNeYnTb 3aLWmUTY
YCTPOICTBA OT aTak C UCMosb3oBaHMeM npoToKosa DHCP, anAa yero npumeHsaeTcA QyHKUMA KOHTPOAA
npotokoaa DHCP — DHCP snooping.

YcTpoicTBO CNOCOBHO oTcnexuBatb noseaeHne DHCP-cepBepoB B ceTW, paspelsas ux
MCNONb30BaHME TO/IbKO HA «A0BEPEHHbIX» UHTepdelicax, a TaKkKe KOHTPOAMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnuue CoOoTBETCTBUIA.

Onuusa 82 npotoKkosa DHCP (option 82) ncnonbsyetca ana Toro, 4Tobbl NponHbopmuposaTs DHCP-
cepBsep 0 ToM, oT Kakoro DHCP-peTpaHcnsaTopa (Relay Agent) 1 yepes Kakoi ero nopT 6611 NOAy4YeH 3anpoc.
MpumeHseTca ANA yCTaHOBNEHWUA COOTBETCTBUN IP-aapecoB M NOPTOB KOMMYTATOPa, a TaKKe A1 3alunTbl
OT aTak C ucnonb3oBaHMem npotokona DHCP. Onuums 82 npeacrtaBnsetr cobol OOMNOAHUTENbHYHO
UHbOPMaumio (MMs yCTpoicTBa, HOMep nopTa), AobaBnsemyo KOMMYTaTOPOM, KOTOpbii paboTaeT B
pexxknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NpMHATOro oT KAnMeHTa. Ha OCHOBaHUM JaHHOM onuuuy,
DHCP-cepBep Bblgensier IP-agpec (amnanasoH IP-agpecoB) u gpyrve napameTpbl MopTy KOMMyTaTopa.
Monyume Heobxogumble gaHHble oT cepsepa, DHCP Relay areHT BbiaensieT IP-agpec KAMEHTY, a TaKxke
nepegaer emy gpyrue Heobxoanmble NapameTpsbl.
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Tabnuua 151 — ®opmat none onummn 82

lone

lMepedasaemas uHgpopmayus

Circuit ID

Mms xocTa ycTpoiicTsa.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocnepHuin 6aiT — HoMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOMUCTBO, OTNpaBAastoLLEE

dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTsa.

A

DOna KoppeKTHoii pabotbl ¢pyHKuum DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl
BONXKHbI ObiTb MOAK/IOUYEHbl K «40BepeHHbIM» MopTam KommyTtatopa. [Ona po6asneHus

nopTa B CMUCOK «A0BEepPEeHHbIX» UCNONb3YIOTCA KOMaAHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauumn uHtepdeiica. Ana obecneyeHna 6e3onacHOCTU Bce
OCTa/ibHble NOPTbl KOMMYTaTOpPa AO0/NXKHbI 6bITb «HeA0BEPEHHbIMMUY.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHOM KOHGUIypauum:

console (config)

#

Tabanuya 152 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

Pa3spelwmnTb KOMMyTaTOPYy KOHTPOAMpPOBaHWe npoToKkosia DHCP.

3anpeTnTb KOMMYTaATOPY KOHTPOIMPOBaHUe npoTokoaa DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

vlan_id:

no ip {dhcp| dhcpv6}
snooping vlan vian_id

(1..4094)/BbIKNtO4EHO

Pa3spewunTb KOHTpOAMpOBaHWe npoTtokoaa DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTPOAMpPOBaHWe npoTokona DHCP B npepenax yKa-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

BkntoumTb Bepuoukaumnto MAC-agpeca knmeHta 1 MAC-agpeca uc-
TOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» MopTax.

no ip dhcp snooping verify -/BKAIOUEHO Bbikntountb BepudmKkaumio MAC-agpeca kameHTa 1 MAC-agpeca

mac-address MUCTOYHWKA, NnpuHATOoro B DHCP-nakeTe Ha «Hea0BepeHHbIX» Nop-
Tax.

ip binding port-down action OnpeaennTb peakumio KOMMYTaTopa Ha NageHune uHTepoelica:

{clear|retain} Jretain - retain — coxpaHsieT 3anu1cu B TabanLe Npu NageHun.

- clear — ypanseT Bce AMHAMUYECKME 3aMucK, CO3aHHble AN
ynaswero uHTepoeiica.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Tabnnuya 153 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTob6pasnTb cooTBeTcTBUA U3 daiina (6asbl) KOHTPOA NPOTOKONA
DHCP.

show ip dhcp snooping global

OTo6pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MokasaTb Bce cooTBeTCTBUA U3 dalina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

OuncTUTb cooTBeTcTBUA U3 daina (6as3bl) KOHTPOASA NPOTOKONA
DHCP.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepagetlicos) Ethernet, uHmep-
¢elica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 154 — KomaHabl pexkmma KoHourypauum uHtepdeiica Ethernet, rpynnel uHtepdericos

3HavyeHue/3HayeHue ”
KomaHoa / Aelicmesue
no ymoa4aHuro
ip binding limit /imit BkntounTb orpaHnyeHne konnvectsa DHCP-knmMeHTOB Ha nopry.
no ip binding limit limit (0..1024) BbIKNHOUNTL OrpaHMyeHne Koandectsa DHCP-kaneHToB Ha
nopry.

YcTaHoBNAeHHOe orpaHuyeHuMe no Konuuvectsy DHCP-knueHTOB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PekomeHayeTcs nepes HACTPOMKOW OrpaHUYEHUA OUYUCTUTD
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwpto AaHHOM (YHKUMM HACTPaMBaloTCA 3HAYeHUA UAEHTUPUMKATOpPOB UHTepdenca u
peTpaHcaaTopa npu KoHourypuposaHmm DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTMdMKaTop MHTepdeiica, C KOTOPOro npulien 3anpoc, remote-id — naeHTUPUKaTop
peTpaHCcaATOpa, C KOTOPOro npuLwen 3anpoc.

Mpw BrAtoYeHUN GYHKLMM HA UHTepdelice circuit-id n remote-id 6yayT BcTaBnatbea Bo Bcex VLAN, Ha
KoTopbix BKAtoueH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoveHum B VLAN circuit-id u remote-
id 6yayT BcTaBNATbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdeiicax.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 155 — KomaHabl pexkmma rnobanbHol KoHUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

dcs information option [dhcp | BkatounTb obasneHue circuit-id + remote-id ans scex onuwmit (T.e.
dhcpvé | pppoe-ia | dhcp- dhcp | dhcpv6 | pppoe-ia | dhcp-relay) nmbo 3aaaTb KOHKPETHbIN
relay] enable -/BbIKNOYEHO NpPOTOKOAN ANA BCTaBKM remote-id u circuit-id.
dcs information option [dhcp | BbikntounTb fobasneHune remote-id u circuit-id.
dhcpvé | pppoe-ia] disable
dcs agent-circuit-id user- YcTaHoBUTb circuit-id B dopmaTe cBOBOAHOW CTPOKM, onpesenex-
defined {dhcp | dhcpvé | HOM nosib3oBaTesieM. BO3MOXKHO Mcnoib30BaHKe WaboHOB.
pppoe-ia | dhcp-relay} identifier (1..63)
identifier cMmBonos/wabnoH
no dcs agent-circuit-id user- %h%i%v YCTaHOBWTb 3HaYEHUE MO YMOHYAHUIO.
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}
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dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)

HacTpowuTb circuit-id cornacHo pekomeHgauus TR-101.
NaoeHTndumKaTop:

- identifier — nponsBonbHan cTpoKa 6e3 wabaoHOoB.
dopmar:

- pv —Homep nopta u VLAN;

- Sp — HOMep CN10Ta M NopTa;

- sV —Homep cnota u VLAN;

- Spv — Homep cnoTa, nopta u VLAN.

Paspgenutenu:
cumBosios/dopmar spv, “n
-comma-—“";
pasgenutens std, -dot—“""
identifier NULL - hash — “#”;
- semi-colon — “;”;
- slash—“/”;
-space—"“";
- std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBWTb dopmar circuit-id.
type {dhcpva | dhcpvé | dopmatbl:
pppoe-ia | dhcpd-relay} {tr- - tr-101 — nobasneHue circuit-id B popmate cornacHo pekomeHaa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — nobasneHue circuit-id B dopmate csobogHoOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNoOHOB.
JlononHuTebHble NapameTpbl:
- binary — gaHHbI NapameTp yKasbiBaeT, YTO YNCIOBbIE LWABIOHDI
tr-101 6yayT npeobpasosaHbl B popmat HEX.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

- add-subtypes — faHHbI/ NapameTp yKasblBaeT, YTO B MAEHTUU-
KaTop byaeTt fobaBneH JONONHUTENbHBIA NoaTMN (2X-6aliTOBbIN
ana DHCPv4 n PPPoE w 4x-6aiToBbii ana DHCPv6), B KoTopom
onpegenserca ¢opmat ctpoku (ASCII-0x01, HEX-0x00) u anuHa
naeHTuduKatopa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
cumBooB/WwabnoH %m

YcTaHOBUTL remote-id B popmaTe cBOOOAHOM CTPOKM, onpesenéx-
HOW nonb3oBaTenem. Bo3amoXKHO Mcnonb3oBaHNUe WabaoHoB.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTaHoBUTL popmat remote-id

dopmarTbl:

- user-defined — go6asneHune remote-id B popmate cBoboaHOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNOHOB.
[JononHuTtenbHble NapameTpsbl:

- binary — gaHHbI napameTp yKasbiBaeT, 4TO YNCNOBbIE LWABNOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — gaHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUDU-
Katop byaeTt gobaBneH AONONHUTENbHbIA NoaTMN (2X-6alTOBbIN
ona DHCPv4 n PPPoE u 4x-6aiTtoBbii ana DHCPv6), B KOTopom
onpegensaerca dopmat ctpoku (ASCII-0x01, HEX-0x00) u gauHa
naeHTMdMKaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.
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Tabnunuya 156 — LLla610oHbI, OCTYMNHbIE AN HAcTpolKu user-defined naeHTndukatopos

LWa6aoH OnucaHue

%a IP-agpec. [laHHbI WabnoH moxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOmep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mmsa ycTpoicTea.

%p KopoTkoe nma noprta, Hanpumep, gil/0/1.

%P [OnvHHOoe umsa nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%m MAC-agpec nopta B dopmate H-H-H-H-H-H-H. [JaHHbIi wabnoH moxKeT 6b1Tb NpeobpasosaH B dopmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. OaHHbIl wabnoH moxHo npeobpasosatb B popmat HEX.

%u Homep toHuTa. JaHHbIM WwWabnoH MmoxKeT 6biTb NpeobpasosaH B dopmaT HEX.

%s Homep cnota. [laHHbIl WwabnoH moxeT 6biTb NpeobpasosaH B popmaT HEX.

%i ifindex nopTa. laHHbIN WabaoH MOXKeT 6bITb NpeobpasosaH B popmaT HEX.

%c MAC-agpec aboHeHTcKoro yctpovictea B popmate H-H-H-H-H-H-H. [laHHbil WwabnoH moxKeT 6biTb Npeocbpa-
30BaH B popmat HEX.

%V NpeHntndukatop VLAN. JaHHbIN WwabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaummn nutepoeiica Ethernet:
console (config-if) #

Tabnvua 157 — KomaHapl pexkmma KoHourypaumm untepderica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMon4aHuro
dcs agent-circuit-identifer YcTaHoBUTb circuit-id B popmaTte cBoboaHOM CTPOKM, onpese-
circuit_id circuit_id: (1..63) NéHHOM nonb3oBaTenem. BoamoxHo ncnonb3oBaHue WabnoHOB.
CMMBONOB/WwaboH [aHHas HacTpoliKa MMeeT NPUOPUTET Nepes aHaNoTMYHOM rno-
%h%i%V 6anbHOM HacTpoMKow popmarTa circuit-id.
no dcs agent-circuit-identifer YCTaHOBUTb 3HaYEHMA NO YMONYAHUIO.
dcs remote-agent-identifier YcTtaHoBuTb remote-id 8 dopmate cBob6oAHOM CTPOKM, onpese-
remote_id . NéHHOM nonb3oBaTenem. BoamoxkHo ncnonb3oBaHue WabnoHOB.
remote_id: (1..63) [aHHas HacTpoliKa MMeeT NPUOPUTET Nepes aHaNOTMYHOM 10~
cumBono/iabnok %m 6anbHOM HacTponKon popmaTa remote-id.
no dcs remote-agent-identifier YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
dcs information option {dhcp | BKkntounTb gobasneHue circuit-id + remote-id g8 KOHKpPETHOro
dhcpvé | pppoe-ia | dhcp- npoTokona.
relay} enable i
-/BbIKNOYEHO V BcraBKa circuit-id/remote-id aonykHa 6bITb OTKAIOUEHA
rnobanbHo.
dcs information option {dhcp | BbIkntounTb fobaBneHne remote-id v circuit-id 4nA KOHKpeTHOro
dhcpv6 | pppoe-ia} disable npoToKona.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica L2Vian

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #
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Tabnuua 158 — KomaHabl pexmma KoHpurypaummn nHtepodeiica L2Vian

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

-/BbIK/IIOYEHO

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

BkntounTb fobasneHue circuit-id + remote-id gna KoHKpeT-

HOro NpPoToKo/a.

V BcraBKa circuit-id/remote-id gonkHa 6bITb OT-
KAloueHa rnobanbHo.

Bbikntountb gobasneHne remote-id u circuit-id gns KoH-
KpeTHoro NpoToKona.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabanuya 159 — KomaHgbl

perknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 YMOAYAHUIO

Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port]
[vlan vian_id]

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
vlan_id: (1..4094)

OTO6pPa3nTb TEKYLLYHO KOHOUIYpaunio naeHTMdUKaTopoB remote-
id u circuit-id gna natepdeiicos.

show dcs-global-config

id.

0OT06pa3nTb robanbHyo KOHPUTypauuio naeHTudmKaTopa circuit-

Mpumep Hactpoikn DHCP Snooping Bo VLAN10 ¢ Hactpoikoit DCS-onumin Ha wuHTepdelice

Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10

console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #
console (config) # ip
console (config) # vla

set port-role uplink
switchport mode trunk
exit

dhcp snooping

n 10

# ip dhcp snooping

port-security-state trusted

console (config) # interface gigabitethernet 0/13

switchport general allowed vlan add 10 untagged
switchport general pvid 10

dcs remote-agent-identifier enable

console (config-if) #
console (config-if) #
console (config-if
console (config-if

(

(

(

(

(

(

(

console (config-vlan)
(

(

(

(

(

console (config-if

)
) #
) #
) #

dcs agent-circuit-identifier "Sv
dcs remote-agent-identifier

Sp Sh"

monsn
0.

Mpumep HacTpolikm DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii ana scex HTepdencos B

dopmarte HEX.

console (config)# !

console (config) # interface gigabitethernet 0/10

(
(
console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #
console (config) # ip
console (config)# decs
( dcs
( dcs
(
(

dcs
!

)
console (config)
console (confiqg)
console (confiqg)
console (config)

#
#
#
#

set port-role uplink
switchport mode trunk
exit

dhcp snooping

port-security-state trusted

remote-agent-id suboption-type dhcpv4 user-defined binary
agent-circuit-id suboption-type dhcpv4 user-defined binary
agent-circuit-id user-defined "3%isv"

remote-agent-id user-defined "S%M"
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console (config)# vlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan) # !

console (config) # interface gigabitethernet 0/13

console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca knueuma (IP Source Guard)

dyHKumMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHaveHa ana dunbTpaumm TpaduKa, NPUHATOro
C nHTepdeinca, Ha ocHoBaHMKU Tabamubl cooTBeTcTBUIM DHCP snooping u cTaTM4yeckux cootBeTcTBui IP
Source Guard. Takum obpasom, IP Source Guard no3BosseT 60poTbca ¢ nogmeHou IP-agpecoB B nakeTax.

V' MocKonbKy PpyHKLMA KOHTPOAA 3awmThbl IP-agpeca ucnonbayer Tabanubl COOTBETCTBUMA
DHCP snooping, umeeT cMbIC/1 UCMOJIb30BaTb AAHHYIO GYHKLMUIO, NpeaBapuUTe/ibHO
HacTpous 1 BKAouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 160 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue o »
KomaHoa Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bkntountb  yHKUMIO 3awwmTbl  IP-uHTepdeica ans
security nopTa. Mocne BKAOYEHMA Ha UHTepdelice Bce 3anucu
B Tabnuue IP Binding yctaHasausatotca 8 TCAM B Ka-
-/BbIKNIOYEHO
YyecTBe pa3peLuatoLLero npasuna.
no {ip | ipv6} verify source KomaHga yganaet 3anncu ns TCAM n oTKAtovaeT oT-
port-security 6pacbiBaHue IP-nakeToB Ha nopTy.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica L2Vian

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 161 — KomaHabl pexkmma KoHpurypauum nHtepdeliica L2Vian

3HayeHue/3Ha4yeHue no o
KomaHda / Aeiicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bkaountb  GyHKUMIO 3awwmTbl  IP/IPv6-uHTEpdeitca ans
security VLAN. Mocne BKAOYEHUA Ha MHTepdelice Bce 3anuncu B Tab-
nuue IP Binding yctaHasausatotca 8 TCAM B KayecTse pas-
-/BbIKNIOYEHO
peluatoLlero npasuna.
no {ip | ipv6} verify source KomaHga yaansaet 3anucu n3 TCAM 1 oTK/Ito4aeT otopachl-
port-security BaHue IP/IPv6-naketos 8o VLAN.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnuua 162 — KomaHabl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show {ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.

show running-config ip-source-
guard

0OT06pa3nTb KoOHPUrypaumo moaynsa IP source Guard.

4.21.5 Konmponao npomokona ARP (ARP Inspection)

®dyHKUMA KoHTpona npoTokona ARP (ARP Inspection) npegHasHayeHa Ans 3alimMTbl OT aTaKk C
ncnosb3oBaHMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTponb
npoToKosia ARP ocyuiecTBaseTca Ha OCHOBE CTaTUYecKux cooTsetcTauit IP- u MAC-agpecoB, 3aaHHbIX Ans

rpynnbl VLAN.

’ ‘ MNopT, ckKoHPUrypMupoBaHHbIN «HepzoBepeHHbIM» ana pyHKuMn ARP Inspection, gonkeH
e TaK}Xe 6bITb «Hea0BepeHHbIM» AnA ¢yHKunmM DHCP snooping nam coorsetrctene MAC-agpeca
u IP-agpeca gnA 3Toro nopTa J0MKHO 6bITb CKOHOUIYPUPOBAHO CTaTUUECKU. UHaue JaHHbINA
nopt He 6yaeT oTBeuaTb Ha 3anpocbl ARP.

[Ona HeHageXXHbIX NOPTOB BbINOJ/HAKOTCA NpoBepKu coorsetcTeui IP- u MAC-agpecos.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnuua 163 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BK/1t0UMTL KOHTpOAb NpoTokona ARP (dyHKumto ARP Inspection).

BbIKNOUMTL KOHTPOAL NpoToKkona ARP (dpyHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

Pa3spewntb nposepky npoTokona ARP, ocHOBaHHylO Ha H6ase cooT-
BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpeTuTb NpoBepKy NpoTokona ARP, ocHoBaHHyto Ha 6a3e cooTBeT-
cteuit DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaButb cneunduyHblie NPOBEPKU AN KOHTPONA NPOTOKONA
ARP.

- srcmac: 1na ARP-3anpocoB 1 0TBETOB NPOBEPAETCA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-azpecy MCTOYHMKA B CO-
aepxnmom npotokona ARP.

- dstmac: Ona ARP-oTBeTOB npoBepseTca cooTseTcTBne MAC-ag-
peca B 3aronoske Ethernet MAC-agpecy HasHauYeHUs B COAEPHKM-
mom npoTokona ARP.

- ipaddr: MNposepsetca copepkumoe ARP-nakeTa Ha Hanauuuve He-
KOppeKTHbIX IP-agpecos.

3anpetutb cneunduryHbie NPOBEPKU A8 KOHTPOASA NpoToKona ARP.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 164 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp inspection globals

OT06pasnTb cuCTEMHYIO KOHOUrypaumio GpyHKLUMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan
[vlan_id]

vlan_id: (1..4094)

OTobpasunTb cnmucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| tengigabitethernet} interface
| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTUKY ANA CNeAyloWwmX TMMOB MNaKeToB, KOTopble
66111 06paboTaHbl NPy NomoLm GyHKuUm ARP:

- nepefaHHble naketsbl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmn6ku B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OunCTUTD CTAaTUCTUKY KOHTPOAA NpoTokoaa ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

dyHkuma MAC Address Notification no3sonseT oTcnexkmMBaTb NOABAEHME N UCYE3HOBEHWNE aKTUBHOTO
obopynoBaHWs Ha CeTU MyTeM CcOXpaHeHua uctopum wmsydyeHmsa MAC-agpecos. [pu obHapyKeHUn
M3MeHeHWN B cocTaBe M3y4vyeHHbIx MAC-agpecoB KOMMYTAaTOp COXpaHAaeT MHpopmauuio B Tabnuvue u
m3selaer o6 sTom c nomoubio coobueHun npotokona SNMP. ®PyHKUMA MMeEeT HacTpauBaemble
napameTpbl — FAybMHa UCTOPUK O COBBLITUAX U MUHUMABbHBIN MHTEPBAN OTNPABKM coobuieHnin. Cepeuc
MAC Address Notification oTK/t04EH NO YMO/THAHWNIO U MOKET ObITb HAaCTPOEH BbIBOPOYHO AN OTAE/bHbIX

nMopToB KOMMyTaTOpa.

KomaHObI pexcuma 2a106anabHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobasbHon KoHbuUrypaumm:

console (confiqg) #

Tabnvua 165 — KomaHabl pexkmma rnobanbHom KoHdUrypaumum

KomaHda

3HayeHue/ 3HayeHue
no ymon4aHuwo

Aelicmeue

mac-address-table notification
change

-/BbIKNIOYEHO

no mac-address-table
notification change

KomaHgza npegHasHayeHa a4na rnobanbHoOro ynpasneHua GpyHK-
umeit MAC notification. KomaHga paspeluaeT perucrpaumio co-
6bITUI fob6aBneHns n yaaneHna MAC-aapecoB 13 Tabanu, Kom-
MyTaTopa 1 OTNPABKY YBEAOMNEHMUA O COOLITUSAX.

Ona pabotbl GyHKUMM HEOOBXOAMMO [OMONHUTENBHO paspe-
WaTb reHepaLuio yBeLOMNEHUI Ha UHTepdeiicax (cM. HUxKe).
Bbikntountb pyHKumo MAC notification rno6anbHo M oTMeHUTb
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdencax.

mac-address-table notification
change interval value

value: (0..604800)/1

no mac-address-table
notification change interval

MaKCManbHbI NPOMENKYTOK BPEMEHU MeXAy OTnpaBKamu
SNMP-yBegomneHnn. Ecnv 3HayeHue WHTepBasna BPEMEHM
paBHo 0, TO reHepaLma yBefOMIEHUI U coxpaHeHne cobbiTui
B MCTOPUIO ByAeT OCyLWecTBAATLCA HEMeA/IEHHO NO Mepe BO3-
HUKHOBEHMA COBbLITMI 06 WM3MEHEHMM COCTOAHUA Tabauubl
MAC-agpecos. Ecnu 3HaueHne nHTepsana spemeHn 6onblue 0,
TO YCTPOMCTBO ByAeT HakanAnBaTb cObbITUA 06 3MEHEeHUN co-
cToAHMA Tabanupl MAC-agpecoB B TedyeHWe 3TOro BpeMeHM, a
3aTeM OTNpaBAATb yBegomaeHua npoTtokona SNMP u coxpa-
HATb COBbITUA B UCTOPUM.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.
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mac-address-table notification KomaHga 3agaeT makcMmanbHoe KOan4ectso cobbiTuii 06 ns-
change history value MeHeHUM cocTosHuA Tabanubl MAC-aapecoB, KOTOpPOe coxpa-
HAETCA B UCTOPUW. EC/IM yCTaHOB/EH pasmep UCTOPUU PaBHbIi
0, To cobbITnA He coxpaHatoTca. Mpu nepenonHeHun bydepa
value: (0..500)/1 MCTOPUM HOBOE COBbITE MOMELLAETC Ha MEeCTO Camoro cTa-
poro.
no mac-address-table BoccTaHOBWTL 3HaYeHWE MO YMOHAHMIO.
notification change history
logging events mac-address- BK/I1OUMTb OTNPABKY TPaNoB B Syslog 0 coBbITUAX M3ydeHUa Uau
table change yaaneHna MAC-aapecos.
- -/BbIK/IIOYEHO
no logging events mac-address- BbIKNOUMTL OTNPABKY TPanoB B syslog o cobbiTuAx M3yyeHus
table change nnun yaanenna MAC-agpecos.
mac-address-table notification BkatounTb oTcnexunsaHme MAC Flapping.
flapping
-/BKAOYEHO -
no mac-address-table Bobikntountb otcnexkmeanne MAC Flapping.
notification flapping
logging events mac-address- BkntounTb nornposaHme MAC Flapping.
table flapping
- -/BKNIOYEHO -
no logging events mac-address- BbikntounTb nornposarHne MAC Flapping.
table flapping
snmp-server enable traps BK/IIOUMTL reHepaumio yBeAOMAEHUIH Npu 610KMpPOBKe nmopTta
errdisable {storm- no cobbITnAM:
control | loopback-detection| - loopback-detection — o6HapykeHue neTenb;
udid} - udld — aktTnBaumsa 3awmTbl UDLD;
-/BKNIOYEHO - storm-control — WwunpokoBeLLaTeNbHbIN LTOPM.
no snmp-server enable traps OTKNOYUTL reHepaL Mo yBeAOM/IEHUI HA HTepdelice.
errdisable { storm-
control | loopback-
detection | udld}

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if)#

Tabnnua 166 — KomaHgb! pexxuma KoHdpurypaumm nntepoeliica Ethernet

3HayeHue/3HayeHue no »
KomaHoa Aelicmeue
YMOMYAHUIO
snmp trap mac-address-table BKNOUMTDL reHepauuio yBEAOMIEHUN HA KaXKAOM MHTep-
change [learnt | removed] device o cobbITUAX N3MeHeHUs cocToaHnA MAC-agpecos.
- learnt — yBegomnexus 06 nsyyenmn MAC-agpecos;
-/BbIK/IOYEHO
- removed — yBegomnerua o6 yaaneHun MAC-agpecos.
no snmp trap mac-address-table OTKNIOYUTL reHepaLmio yBeAoMIeHUI Ha nHTepdelice.
change [learnt | removed]

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKK B pexxkume Privileged EXEC:
console#

Tabnunua 167 — KomaHabl pexkumma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOAYAHUIO
show mac-address-table OTobparkeHune Bcex yBeaomneHuii 06 usmeHeHMmn cocTon-
notification change history i HUA MAC-agpecoB, COXpPaHEHHbIX B UCTOPUN.
show snmp-server traps - MpocMoTp cobbITUIA, MPU KOTOPbIX FeHEePUPYIOTCA TPanbl.
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4.21.7 lMpoeepKa NodAUHHOCMU KaAueHma Ha ocHosee nopma (cmaHdapm 802.1x)

AyTeHTMdMKaumMa Ha ocHoBe crTaHgapta 802.1x obecneuyvMBaeT npPOBEPKY MNOAJNMHHOCTU
nosb3oBaTeniell KOMMYTATOPa Yepe3 BHELHMWI cepBep HAa OCHOBE NOPTA, K KOTOPOMY MOAK/OYEH KAUEHT.
Tonbko ayTeHTUPUMUMPOBAHHbIE M aBTOPM3OBaHHbIE MOJ/b30BATE/IM CMOTYT NepefaBaTb M MPUHUMATb
OaHHble. MpoBepKa NOAJIMHHOCTM NONb30BaTeeN NOPTOB BbiNoNHAETcA cepsepom RADIUS nocpeactesom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Buz 3anpoca KOoMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypauuu:
console (confiqg) #

Tabanua 168 — KomaHab! perknuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
no ymon4aHuro
shutdown dotlx Bbikntountb moaynb dotlx.
-/BKAtOYEHO
no shutdown dotl1x BkntounTte moaynb dotlx.
dotlx system-auth-control BkntounTb pexkum ayteHTudunKaumm 802.1x Ha KommyTaTope.
no dotlx system-auth- -/BbIKIOYEHO BbIkntounTb pexxmm ayteHTMdMKaumm 802.1x Ha KOMMyTaTope.
control

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B peskume KoHdurypaumumn nHtepdeiica Ethernet:
console (config-if) #

Tabanua 169 — KomaHapl perkmma KoHourypaumm nHtepdeiica Ethernet

3Ha4yeHue/3HayeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
dotlx host-mode {multi-host PaspewnTb HannMumMe HECKONbKUX KIMEHTOB Ha aBTOPU3UPOBAH-
multi-session . Hom nopTy dotlx:
I } -/multi-host X Ty
- multi-host — HeCKObKO KNMeHTOB;
- multi-session — HeckobKO ceccuit.
dotlx max-req number YCTaHOBUTb MaKCMMaNbHOE YMCIO0 NOMbITOK Nepeaaym 3anpo-

COB NPOTOKONa EAP-knuneHTy nepeg HoBbIM 3anyCKOM npouecca

number: (1..10)/2
NPOBEPKM MOAJIMHHOCTH.

no dotlx max-req YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

dotlx port-control {auto | HacTpoutb ayTeHTUdMKaumio 802.1X Ha MHTepdeiice.
force-authorized | force- Pa3spewnTb py4yHOI KOHTPO/Ib 32 COCTOAHWEM aBTOPU3ALLUK
unauthorized} nopra.

- auto — ucnonb3zosatb 802.1X gnA N3MEHEHNA COCTOAHMA K-
€HTa Mey aBTOPM30BaHHbIM U HEABTOPM30BAHHbLIM;

- force-authorized — BbiktouaTb ayTeHTUOUKaumio 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE COCToAHME be3
ayTeHTUOMKaumm;

- force-unauthorized — nepesog, nopTa B HeaBTOpM30BaHHOE
cocTosiHne. IrHopMpytoTca BCE NOMbITKM ayTEHTUOUKALNMN KNU-
€HTa, KOMMYTATOp He NPeAOCTaB/AET CePBUC ayTeHTUDUKaL MM
ANnA 3TOro nopra.

-/force-authorized

no dotlx port-control YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

dotlx reauth-max number 3a4aTb MaKCMManbHOE KOIMYECTBO NOMbITOK aBTOpM3aLmm Ana
number: (1..10)/2 KAveHTa.

no dotlx reauth-max YCTaHOBUTb 3HAYE€HME MO YMOAYAHUIO.

dotlx reauthentication BKAOUMTb Nepnoanyeckme NoBTOPHbIE NPOBEPKHU

-/BbIK/IIOYEHO

NoA/MHHOCTM (NepeayTeHTUdMKALMIO) KANEHTa.
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no dotlx reauthentication

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBUTL NEPUOL, B TEYEHME KOTOPOro KOMMYTATOP OCTaeTcs
B COCTOSIHUM MOJ/IYaHWA NOC/Ie HeyAauyHON NPOBEPKU NOA/IMNH-
HOCTM.

B TeueHue nepuoga Moa4YaHUA KOMMYTATOP He MPUHUMAET U
He UHULMMPYET HUKAKUX ayTEHTUGUKALMOHHBIX COOBLLEHWA.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKasaTb NPOMEKYTOK BPEMEHMU, MO UCTEYEHUU KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUPULIMPOBATL KAMEHTA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBWUTb NEpUOoA, B TEUEHME KOTOPOr0 KOMMYTATOP OXKMU-
[aeT 0TBeTa OT cepBepa ayTEHTUOUKALMM.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCcTaHOBUTbL Nepuos Mexay NoBTOPHbIMUM Nepegadyamu 3anpo-
COB NpoTokona EAP-kaneHTy.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEKYTOK BPEMEHM, B TEYEHME KOTOPOro KOMMYyTa-
TOp OXwuaaet oTBeTa Ha EAP-3anpoc/Kaap naeHTMduKaumm ot
KANeHTa.

YCTaHOBWUTb 3HaYeHue no YMONYaHULO.

dotlx guest-vlan vian_id

no dotlx guest-vian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpeaenutb roctesyto VLAN.
OTKpbIBAaeT HeaBTOPM30BaHHbIM NOb30BaTENAM UHTEpdelica
poctyn K roctesolt VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

dotlx unauthenticated-vian
vlan

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/OYEHO

Onpepenntb HesaperncTpuposaHHyto VLAN.
OTKpblBaeT nosb3oBaTensam nHtepdeinca goctyn Kk VLAN, ecm
cepBep ayTeHTUOUKALMM HeJOCTYMEH.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

dotlx radius-attributes vlan
[optional]

no dotlx radius-attributes
vian

-/BbIK/IIOYEHO

BKkntounTb 06paboTky onumm Tunnel-Private-Group-ID (81) B co-
obweHnax RADIUS-cepBepa.

- optional — pa3peLwunTb ayTeHTUPUKALMIO KIMEHTA, €CAKN B CO0D-
weHumax RADIUS-cepsepa oTsyctByeT onuua Tunnel-Private-
Group-ID (81).

BbIKkntounTb 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobueHmnsax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CUMBO/IOB;
password: (1..20)
CUMBO/IOB;
auth-timeout: (1-7200)

[006aBuUTb B N0KaNbHYO 6a3y AaHHbIX MHGOPMaALLMIO O
nonb3osaTene.

Yaanutb VIHd)OpMaLI,MPO 0 No/Ab30BaTeNe U3 SIOKaNbHOM 6a3bl
AaHHDbIX.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 155




HELTEX

Tabnnuya 170 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

OcCyLWecTBUTb BPYYHYIO NOBTOPHYO NPOBEPKY NOAIMHHOCTU YKa-
3aHHOrO NopTa B KOMaHAe.

show dotlx

MokaszaTtb KoHUrypaumto dotlx.

show dot1x all

MokasaTtb KoHUrypaumto dotlx ansa Bcex MHTepdencos.

show dotlx interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

Moka3aTb HacTpolikm npoTtokona 802.1x Ha uHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb napameTpbl ceccumn dotlx no Bcem mac-agpecam uau
Mo KOHKPETHOMY mac-aapecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NapameTpbl ceccun dotlx No NopTam MAKM NO KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11)

MoKas3aTb cTaTUCTUKY 06MeHa nakeTamu dotlx Ha uHTepdelice.

[Mpumep 8KAOYEHUA pexrcuma aymeHmugukauuu 802.1x Ha KomMmymamope

Ucnonb3zoBaTb RADIUS-cepsep 41a NpoBepKM NOAJANHHOCTM KAMEHTOB Ha MHTepdencax |IEEE 802.1X. [na 8
uHTepdelica Ethernet ucnonbzosatb pexum aytreHTUbMKaumMm 802.1x.

console# configure terminal
console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 0/8

console (config-if) # dotlx port-control auto

4.21.8 Hacmpolika ¢pyHkyuu IPv6 RA Guard

dyHKumAa IPv6 RA Guard npefocTaBaseT 3alMTy OT aTaK, OCHOBAaHHbIX Ha paccbliike Noaae/ibHbIX na-
KeToB Router Advertisement, paspeluan OTCbIIKY COOBLLEHUI TONBKO C A40BEPEHHbIX MOPTOB.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pekMma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 171 — KomaHabl pexkmma rnobasbHOro KoHGUrypmpoBaHus

3HayeHue/3Ha4yeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
yMon4YaHuio
shutdown ipv6 snooping OTkAtounTb paboty mopyna IPv6é RA Guard Ha ycTpoiicTae.
' JlaHHaa KOmaHAa OTKAOYaeT paboty mogyns IPve
H RA Guard c 6e3B03BpaTHbIM yaaneHuem Bcex
-/BKNOYEHO

HacTpoek 610Ka IPv6 RA Guard.

BkntoumTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.
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ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIKIOYEHO

Paspelntb KOMMYTaTopy KOHTPO/IMPOBAaHWE MOCPEeACTBOM
dyHKumm IPv6 RA Guard.

BbikntoueHne pyHkumm IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3patb U ckoHduUrypmposaTs policy IPv6 RA Guard.

YaanuTtb policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipvé6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3paTb 3anucb B cnucke goctyna RA Guard Ha ocHose IPv6-
npedukca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

no ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YpaanuTb 3anucb B cnmucke goctyna RA Guard.

KomaHObI pexcuma 2a06a16H020 KoHgu2ypuposaHus policy IPv6 RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKK pexunma KoHdurypmuposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnnua 172 — KomaHgbl pexkuma KoHdurypuposaHuma policy IPv6 RA Guard

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bbibop pexnma paboTbl nopra.
_/host - host — 610knpoBKa Bcex Bxoaawmx RA-coobuieHnit;

- router — ¢punbTpaums RA-coobuieHnin B COOTBETCTBUM C

HaCTPOEHHbIMU NPaBUNAMMU.
other-config flag {on | off | Ynpaensatb O-6uTom B RA-CO0BLLEHMSAX.
none} -/none
managed-config flag{on | off Ynpasnatb M-6utom B RA-cO0bLLEHUAX.
| none} -/none
router-preference {low | me- _/none YnpasnaTb nonem router-preference 8 RA-coobuieHumsx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwectBuTb NpuBA3Ky acl K policy IPv6 RA Guard.

Yaanutb npusasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcyuwectBuTb PpuabTpaumto coobueHnin IPv6 RA Guard no-
npeduKcy.

Yaanutb dpunbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipvé6-list
ipv6_prefix_id

no match rag-src-ipv6-list

ipve_prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuweHnin IPv6 RA Guard no
IPv6-npedukKcy.

Yoanutb ¢ounbtpaunto coobuweHmnii IPvé RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU pPeXMMa KOHOUIYpPUpPOBaHUA UHTepdeinca:

console (config-if)#
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Tabnnua 173 — KomaHgbl pexkmma KoHpurypmposaHua nHtepdeiica Ethernet

3HayeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
ipv6 nd ra-guard Paspewntb KoMMyTaTopy KOHTpoAupoBaHue GpyHKUumM IPv6 RA
-/BbIKNIOYEHO Guard Ha uHTepodeiice.
no ipv6 nd ra-guard Bbikntountb PpyHKumio IPv6 RA Guard Ha nHtepdeiice.
ipv6 nd ra-guard trust- [06aBWTb NOPT B CMUCOK [OBEPEHHBIX.
state trusted Mo ymonyaHuio Bce NopTbl
ipv6 nd ra-guard trust- ABNAKOTCA untrusted Yaanutb nopt 13 trusted-list.
state untrusted
ipv6 nd ra-guard attach- MpwuBasaTb ckoHbUrypmuposaHHbIv policy IPv6 RA Guard K uH-
policy policy_id vlan {add | policy_id: (1..65535); Tepdelicy.
remove | none} vian_list] vlan_list: (1..4094)
no ipv6 nd ra-guard attach- Ypanutb policy IPv6 RA Guard Ha nHTepdelice.
policy policy_id
KomaHObe! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOW cTPOKM B pexxkume Privileged EXEC:
console#
Tabnunua 174 — KomaHgb! pexuma Privileged EXEC
3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
o ymMoa4YaHuto
show ipv6 nd ra-guard MokasaTtb HacTpoliku IPv6 RA Guard Ha uHTpedelicax.

[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group]

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535) MokasaTb HAacTpoliKkM noanTuK IPv6 RA Guard.

show ipv6 nd ra-guard global - MokasaTb rnobanbHble HacTpolku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPvé ND Inspection
®OyHKumA IPv6 ND Inspection npeaocTaBAAeT 3aLlMTy OT aTaK, OCHOBAHHbIX Ha Paccbl/iKe NOAAENbHbIX
Neighbor Advertisement, paspeLlsas oTCbINKY COOBLLEHNI TONBKO C A0BEPEHHbIX MOPTOB UM MPU COOTBET-

CTBUU NaAKETa HaCTPOEHHOVI NONNTUKE.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHoro KoHGUrypupoBaHus:

console (config) #

Tabnunua 175 — KomaHabl pexkmma rnobasbHOro KoHGUrypuposaHus

3HayeHue/3HayeHue no ”
KomaHda / Aelicmeue
yMoAn4YaHuio
shutdown ipv6 snooping OTkNtounTL paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
[aHHas KomaHAa oTK/oYaeT pabory moaynsa IPve
-/BKAOYEHO ’ RA Guard m IPv6 ND Inspection ¢ 6e3Bo3BpaTHbIM
o yAaneHuem Bcex HacTpoek 6n0ka IPv6 RA Guard u
IPv6 ND Inspection.
no shutdown ipv6 snooping BkntoumTb paboty moayna IPv6 ND Guard Ha ycTpoicTse.
ipv6 nd inspection Bkntountb PpyHKuUUto IPv6 ND Inspection.
X - - -/BbIKAOYEHO -
no ipv6 nd inspection BbikntoueHue ¢yHkuuto IPv6 ND Inspection.
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ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3aaTb U ckoHdUrypuposaTb policy IPv6 ND Inspection.

Yaanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipve-prefix B 3aronoske IPv6.

Ypanutb 3anucek B cnucke goctyna ND Inspection Ha ocHOBa-
Huu src ipve-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHOBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipvé6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target mac-addr B 3aronoske ICMPv6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPV6.

KomaHObI pexcuma KoHguaypuposaHus policy IPv6 ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypupoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnnua 176 — KomaHabl pexkuma KoHdurypuposaHua policy IPv6 ND Inspection

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO
override-flag {on | off | OnpeaennTb 3HayeHne dnara override B NA-coobLLeHUSAX.
none} -/none
router-flag {on | off | none} -/none Onpeaenntb 3HaueHue dnara router B NA-coobLieHUnAXx.
solicited-flag {on | off | _/none OnpeaennTb 3HayeHue dnara solicited B NA-coobuieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuwecteuTb npmesasKy src-addr-acl k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb Npueasky tgt-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npuesasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

no match tgt-mac-acl tgt-
mac-list_num

tgt-mac-acl_num:
(1..65535)

OcyuwectBuTb NpuBA3Ky tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.

Yaanutb npusasky tgt-mac-acl K policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU pPeXKMMa KOHOUTYPUPOBaHUA MHTepdeinca:

console

(config-if) #
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Tabnnua 177 — KomaHgbl pexkmuma KoHpurypmposaHua nHtepdeiica Ethernet

3HayeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO
ipv6 nd inspection BKkatounTb PpyHKUMIO IPv6 ND Inspection Ha nHTepdelice.
-/BbIKNOYEHO
no ipv6 nd inspection Bbikntountb yHKUMio IPv6 ND Inspection Ha nHTepdeiice.
ipv6 nd inspection trust- [06aBUTb NOPT B CNMCOK JOBEPEHHbIX.
state trusted Mo ymonyaHuio Bce NopTbl
ipv6 nd inspection trust- ABNAKOTCA untrusted YAanuTb NOPT U3 CNUCKa JOBEPEHHbIX.
state untrusted
ipv6 nd inspection attach- MpwnBasaTb ckoHPUrypuposaHHbIi policy IPv6 ND Inspection k
policy policy_id UHTepodency.
policy_id: (1..65535) l Monntuka He moxkeT 6bITb NpMBA3aHa K MHTEpPdeNcy,
. HaxoAALeMycA B CUCKe A0BEPEHHbIX NOPTOB.
no ipvé6 nd inspection at- Yaanutb policy IPv6 ND Inspection ¢ nHtepdelica.
tach-policy policy_id
KomaHOosl pexcuma Privileged EXEC
Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:
console#
Tabaunua 178 — KomaHgb! pexkmma Privileged EXEC
3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no yMOAYAHUIO
show ipv6 nd inspection Moka3aTb HacTpoliku IPv6 ND Inspection Ha uHTpedelicax.

[interface fastethernet
fa_port | gigabitethernet -
gi_port | tengigabitethernet

te_port | port-channel group ]

show ipv6 nd inspection policy MokasaTb HacTpolKM NnoanTuk IPv6 ND Inspection.

policy_id: (1..65535)

[policy_id]

show ipv6 nd inspection src- src-addr-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection src-addr-acl.
addr-acl [src-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: Moka3saTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - MokasaTb rnobanbHble HacTpoliku IPv6 ND Inspection.

4.22 ®yHKuum DHCP Relay nocpegHuka

KommyTtatopbl nogaeprkmeatot ¢yHKumMmM DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnsetcs
nepeaaya DHCP-nakeToB OT KAMEHTa K cepBepy 1 0bpaTHO B cay4vae, ecnn DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAneHT B apyron. Opyroi ¢dyHKuMel ansetrca gobasneHne AONOJAHUTENbHbIX onuuii B DHCP-
3anpocbl KAMeHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMmMyTaTope: KOMMyTaToOp NPUHMMAET oT KaneHta DHCP-
3anpocbl, NnepeaaeT 3TU 3aNpOoChl CeEpPBEPY OT UMEHM K/IMEHTa (0CTaBaAs B 3anpoce onuuu ¢ Tpebyembimu
KNMEHTOM MapameTpamMu U, B 3aBUCUMOCTM OT KOHOUrypaumm, gobasnaa csoun onuuu). Monyyms oTBeT OT
cepBepa, KOMMyTaTop NepesaeT ero KANEHTY.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnnua 179 — KomaHab! pexuma rnobanbHomn KoHduUrypaumm

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
ip dhcp relay BKkntountb PpyHKUM0 DHCP Relay areHTa Ha KommyTaTope.
Ecnu DHCP Relay BkntoueH rno6anbHO, HO He BKAKOYEH Ha
-/BbIK/IIOYEHO V otaenbHbix VLAN, To Relay 6yaeTt paboTtaTtb Ha BCceX aKTUB-
Hbix VLAN.
no ip dhcp relay Bbikntountb pyHKuMo DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apatb IP-agpec aoctynHoro DHCP-cepsepa ana DHCP Relay
[source-port src_port] src_port: (1..65535); areHTa.
[destination-port dst_port] dst_port: (1..65535);
- - MoseT 6bITb 3a4aHO 40
no ip dhcp relay server ip_add NATH CepBepoB Yaanutb IP-agpec us cnucka DHCP-cepsepos ans DHCP Relay
areHTa.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 180 — KomaHabl pexkmuma KoHpurypauum VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuio
ip dhcp relay Bkntountb PyHKumto DHCP Relay areHTa ana KoHburypupyemoro
VLAN.
-/BbIKNOYEHO
no ip dhcp relay Bbikntountb ¢yHKumio DHCP Relay areHta gna KoHburypupyemoro
VLAN.
KomaHOb! pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#
Tabnnuya 181 — KomaHgb! pexkuma EXEC
3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
Mo ymon4aHuio
show ip dhcp relay information fa_port: (0/1..24); OT06pasnTb KoHOUrypaumio HacTpoeHHon ¢yHKumMm DHCP Relay
{fastethernet fa_port | giga- gi_port: (0/1..28); areHTa g8 KOMMYTaTopa M OTAE/IbHO A5 MHTepdhencos, a TakKe
bitethernet gi_port | tengiga- te_port: (0/1..6); CMUCOK AO0CTYMHbIX CEPBEPOB.
bitethernet te_port | vlan vian} vlan: (1..4094)
show dhcp server - OTO6pPa3nTb CMMCOK AOCTYMHbIX CEPBEPOB.

4.23 KoHdurypaumua DHCP-cepBepa

dyHKUMA noppeplKMBaeTca TONMbKO Ha mogenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MIES2448P, MES2420-
48P, MES2411X, MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48, MES3710P.

®
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DHCP-cepBep OCYLLECTBASET LeHTPaM30BaHHOE YNpaB/ieHNe CeTeBbIMM afpecamn U COOTBET-
CTBYIOLMMMN KOHPUIYPaLMOHHBIMKM NapameTpamu, aBTOMATMYECKU MPeaoCcTaBadas UX KaveHTam. ITo
no3BonneT n3bexkarb Py4HOWM HACTPOWMKM YCTPOMCTB CETU U YMEHbLUIAET KOJIMYECTBO OLIMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-kaneHT (nonyyeHne cobecreeHHoro IP-aapeca ot
cepsepa DHCP), Tak n kak DHCP-cepsep. B cnyyae ecnm DHCP-cepBep OTK/OYEH, TO KOMMYTAaTOP MOKET
paboTtatb c DHCP Relay.

KoHdurypmnposaHue onumnit DHCP-cepBepa BO3MOMXKHO KaK U3 pexxuma rnobanbHoi KoHdpurypaumu,
TaK M 13 perknma KoHourypuposaHma DHCP-nyna agpecos. B pexunme KoHPUrypuposaHua DHCP-nyna ag-
pecoB eCcTb BO3MOXHOCTb HAaCTPamMBaTb CTAaTUYECKUE 3aMUCH.

V Mpu ogHOBpemeHHO HacTpoiike 3HaueHui onuuit DHCP-cepBepa B pexkume rnobanbHom
KoHdurypauum, pexkume KoHourypuposaHmua DHCP-nyna agpecos u HacTpoitke host-
3anuceit Bblaaya onuuii 6yaeT ocyLLecTBAATLCA B COOTBETCTBUU CO C/IeAYIOWMUM Npuopute-

TOM:

1. Hactpoiika cTratuyecKoii sanucm.
2. Hactpoiika gnsa pool.
3. Fnob6anbHaA HacTpoiika.

KomaHObI pexcuma 2a0b6anabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnvua 182 — KomaHapbl pexkmma rnobanbHomn KoHdUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKNIOYEHO

BkntoyeHne dpyHKunmn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHune ¢yHKUMn DHCP-cepBepa Ha KomMyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

Bontn B pexum koHoburypauumn DHCP-nyna agpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name — vnma DHCP-nyna agpecos.

, MakcumanbHo gonyctumoe Konmdectso DHCP pool
- YyKasaHo B Tabnuue 9.

Ypannte DHCP-nyn ¢ 3afaHHbIM UMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHayaTb
ona DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbIN |IP-agpec gManasoHa.

Yaanuts IP-agpec U3 cnucka UCKAOYeHW AN1A Ha3HAYeHus ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CMMBO/I0B

YKaszaTtb ums $aitna, ncnoib3yemoro 1A HauyaibHOM 3arpysku
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server default-router
ip_address_list

Mo ymon4yaHuio cnncok
MapLUpPYTU3aTOPOB He
onpeaeneH

OnpepennTtb CNUCOK MapLUPyTU3aTOPOB MO YMOMYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLwpyT13aTopos, Mo-
JKET cogepKaTb A0 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec maplupyTUusaTopa A0/NXKEH ObiTb B TOM e
e NoACeTH, YTO U KINEHT.
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no ip dhcp server default-
router

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH

Onpegenutb cnncok DNS-cepBepoB, 4OCTYNHbIX AN1A KIMEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBOJI0B

Onpegenutb gomeHHoe uma ana DHCP-knneHToB.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo ymonyaHuio cnncok
WINS-cepBepoB He
onpeaeneH

Onpegenutb cnncok WINS-cepBepoB, [OCTYNHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos, moxeT
cogepKaTtb 40 8 3anucei, pasgeneHHbix npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node | h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuio TMN y3na
NetBIOS He onpeneneH

Onpegenntb TMN y3na NetBIOS Microsoft ana knnentos DHCP:
- b-node — WpoKoBeLWwaTeNbHbI;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHbIn.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3osaTb ana ykasaHma DHCP-KnneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0/XKEH BbITb NONY-
YeH 3arpy3oyHbli dan.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymonyaHumio cnucok
cepBepoB He onpegeneH

OnpenenuTb CNUCOK CEePBEPOB BPEMEHM, LOCTYMHbIX AN KAW-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHu, Mo-
YKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo ymon4aHumio cnmucok
SIP-cepBepos He
onpegeneH

Onpenenutb cnncok SIP-cepeepoB, AOCTYMHbIX ANA KANEHTOB
DHCP.

- domain_name_list — cnncoK fOMeHHbIX meH SIP-cepBepos,
MOXET COAEep!KaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcmanbHaa AanHa CTpoku — 125 cumBonos.
-ip_address_list —cnucok IP-agpecos SIP-cepBepoB, MOXeT co-
Aep)KaTb Ao 8 3anuceit, pasgeneHHoix npobenom.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBO/IOB

OnpeaennTb COOTBETCTBME MeXAY OnpeasieHHbIMU ONUUAMMK
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

Hactpoutb onummn DHCP-cepsepa.

- code — kog, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX CAyyasx
MOXKET coeprKaTb A0 8 3anuceit);

- hex_string — cTpoka B 16-om dopmare.

Ypanutb onuuun ana DHCP-cepsepa.

ip dhcp server offer-reuse
time

no ip dhcp server offer-reuse

time: (1..120) cekyHz,

3apatb Bpema, B TedyeHne kotoporo DHCP-cepsep oxuaaet
DHCP REQUEST oT KnaneHTa, npexae 4em NnoBTOPHO OTNPaBUTbL
OFFER.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

ip dhcp server ping-packets

no ip dhcp server ping-packets

-/BbIK/IIOYEHO

Bkntoumtb nepepady ICMP-3anpocoB Ha HasHavyaemblit |P-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6yaet HazHayeH DHCP-knueHTy.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.
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KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHourypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnuya 183 — KomaHabl pexkmma KoHpUurypaumm

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

network low_address {ip_mask
| prefix_length} high_address |
network_number

no network

3a4aTb AMana3oH BblgaBaeMbIX aPECcoB 4/1A YKa3aHHOIo
DHCP-nyna.

- network_number — IP-agpec Homepa noaceTyu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aapecos;
- high_address — koHeuHbIW |IP-agpec gManasoHa agpecos;
- mask — macKa nogcetu.

Ypanutb gnanasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpemsa apeHgbl IP-agpeca, KoTopoe HasHavyeHo oT DHCP.
- infinite — Bpems apeHgbl He OorpaHNYEHo;

- days — Konn4yecTso gHew;

- hours — KOINYECTBO YacoB;

- minutes — KONYECTBO MUHYT.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

Yka3atb |IP-agpeca, kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — koHeuHbIV IP-agpec AnanasoHa.

Ypanute IP-agpeca u3 cnucka MUCKAIOYEHUN ANA Ha3sHAYeHuA
ero DHCP-knueHTam.

bootfile fil
ootfile filename filename: (1..64)

CMMBOJ1I0B

no bootfile

YKa3zaTb uma ¢aitna, Ucnonbyemoro gaa HavaabHOW 3arpysKu
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

default-router ip_address_list

Mo ymonyaHuio cnmucok
MapLpyTU3aTopoB He
onpeaeneH

no default-router

OnpenenvTs CNMCOK MapLIPyTM3aTOPOB MO YMONYAHWUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecos mapLpyT13aTopos,
MOeT cofep:KaTb A0 8 3anucel, pasfeneHHbix Npobesom.
IP-agpec mapLpyTusaTopa Ao/XKeH 6bITb B TOM e
e NOACEeTH, YTO U K/INEHT.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
o ymonyaHuio cnncok
DNS-cepsepos He
onpegeneH

no dns-server

Onpepenntb cnnucok DNS-cepBepoB, AOCTYMHbIX ANA KAWEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
cofepaTb A0 8 3anucen, pasgeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpepenutb IPv4/IPv6-aapeca ana poctynHbix DNS-cepse-
posB.

Ypanutb IP-agpec DNS-cepBepa 13 cnncka AOCTYMHbIX.

domain-name domain domain: (1..128)

CMMBOJ1I0B

no domain-name

Onpegenutb gomeHHoe uma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHME NO YMOIHAHMUIO.

netbios-name-server
ip_address_list Mo yMON4YaHUIo CNNCOK
WINS-cepBepoB He

onpegeneH

no netbios-name-server

Onpegenutb cnucok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anuceld, pasaeneHHblx Npobesom.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

netbios-node-type {b-node | p-

d -node | h-nod
node | m-node | h-node} Mo ymonyaHuto Tmn y3na

NetBIOS He onpegeneH

Onpeaenutb TMN y3na NetBIOS Microsoft ana knnentos DHCP:
- b-node — lWMpPOKOBELLATENbHBI;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbIN.
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no netbios-node-type

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTtb Ana ykasaHua DHCP-knueHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOTro AO/IKEH BbITb NONY-
YeH 3arpy3ouHbli dpann.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ntp-server ip_address_list
Mo ymonuyaHuio cnmucok
cepBepoB He onpeseseH

no ntp-server

OnpepennTb CNUCOK CEPBEPOB BPEMEHMN, AOCTYMHbIX ANA KNK-
eHtos DHCP.

- ip_address_list —cnucok IP-appecos cepBepoB BpeMeHU, MO-
JKET cogepaTb A0 8 3anuceit, pasgeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

sip-server {domain
domain_name_list | ip

ip_address_list
P- st} Mo YMONYaHWUIO CMNCOK

SIP-cepBepoB He
onpeaeneH

no sip-server

Onpegenntb cnucos SIP-cepBepoB, AOCTYMHbIX 417 KAMEHTOB
DHCP.

-domain_name_list — cn1coK AoMeHHbIX UMeH SIP-cepBe-posB,
MOMKET COZepKaTb 40 2 3anucei, pasaeneHHbix npobenom.
MaKcumanbHasa ganHa cTpoku — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, moKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

vendor-specific ascii_string
ascii_string: (1..128)
CMMBOJI0B

vendor-specific

Onpepenntb COOTBETCTBUE MENKAY onpeaeneHHbIMU Onuum-
AMU DHCP ¢ KOHKpPETHbIM BEHAOPOM.
- ascii_string — ctpoka B ¢opmate ASCII.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

option code {boolean

bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

no option code

HacTtpoutb onunn DHCP-cepsepa.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX C/yYanx
MOMKET COAEPMKaTb A0 8 3anucen);

- hex_string — cTpoka B 16-om popmare.

Ypanutb onunun gna DHCP-cepsepa.

utilization threshold
percentage percentage: (0..100);

-/75 npoueHToB

no utilization threshold

3afaTb 3HaYeHWe B NpoLeHTax, Npu KoTopom ByaeT creHepu-
poBaHO COOBLLEHME O 3aMO/IHEHWUM NyAa 4O YKa3aHHbIX rpa-
HULL.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

[pumepbl UCI016308AHUA KOMAHO

Hactpontb DHCP-nyn ¢ nmeHem test u ykasatb gna DHCP-KaneHToB: nma gomeHa — test.ru, wnto3s
no ymon4yaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure terminal
console (config)# interface vlan !

console (config-if) # ip address 192.168.45.1 255.255.255.0

console (config-if)# exit
console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

)
console (dhcp-confiqg) #
console (dhcp-confiqg) #
console (dhcp-config) #
console (dhcp-config) #
192.168.45.250

console (dhcp-confiqg) #
192.168.45.254

console (dhcp-config) #
192.168.45.113

(
(
(
(
console (dhcp-confiqg) #
(
(
(
(

network 192.168.45.0 255.255.255.0
domain-name test.ru

dns-server 192.168.45.112

default-router 192.168.45.1

host hardware-address aa:bb:cc:dd:ee:ff ip

host hardware-address aa:bb:cc:dd:ee:ff ntp-server

host hardware-address aa:bb:cc:dd:ee:ff dns-server

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

165



HELTEX

[Mpumepsbl HacmpolKu onyul

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knmneHTOB cnegytowme onumn: option 3 -

192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config)# interface vlan I

console (config-if) # ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config) # ip dhcp server
console (config) # ip dhcp pool I test

)
console (dhcp-configqg)
console (dhcp-configqg)
console (dhcp-confiqg)

)

(

(

(

(

console (dhcp-config) #
(

(

(

console (dhcp-config

#
#
#
#

network 192.168.45.0 255.255.255.0
option 3 ip 192.168.45.1

option 12 hex 686f73746e616d655f74657374
option 15 ascii test.ru

option 19 boolean

V B npumepe 3HaueHue onuuu 12 nepesegeHo u3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anuceti DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKM B pexkume KoHduUrypaumm nyna DHCP-cepsepa:
console# configure
console (config) # ip dhcp pool 1 test
console (config-dhcp) #

Tabnunua 184 — KomaHabl pexmma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
o yMOMYaHUIo

Aelicmeue

host client-identifier hex
hex_string ip ip_address

no host client-identifier hex
hex_string ip

hex_string: (1..156)
CYMBO/10B

3afathb ip-agpec ANA yCTPOMCTBA € YKasaHHbIM UAEHTUPUKA-
TOPOM.

- hex_string —naeHTUUKATOP KNNEHTA, NPeaACTaBAAOLWMIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, HasHa4yaembl KnneHTy DHCP-cepse-
pa.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBO/IOB;
filename: (1..64)

Co3aaTb CTATMYECKYHO 3amuCb ANA KAMEHTa C YKasaHHbIM
naeHTUPMKATOPOM.

- hex_string — vaeHTUdUKATOP KAMEHTA, NPeACTaBAAOLLMIA
coboli hex-cTpoky;

- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUUYECKYH 3amnucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CMMBOJIOB

OnpeaenvTb CIMCOK MApLUIPYTM3aTOPOB NO YMOYAHUIO ANs

yKasaHHoro kaneHta DHCP-cepsepa:

- hex_string — naeHTUOUKATOP KNNEHTa, NPeaCcTaBAAOWMI

coboit hex-cTpoKy;

- ip_address_list — cnnucok IP-agpecoB mapLupyTU3aTopos, Mo-

JKET cogepiKaTtb 40 8 3anuceit, pasgeneHHoix npobenom.
IP-apgpec mapLipyTM3aTopa A0JIKEH 6bITb B TOM XKe

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH 3aMUCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAeHTUbUKaTOpOM.
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host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CMMBOJI0B

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3aMm1CcK C YKa3aHHbIM UAEeHTUUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeaCcTaBAAIOLMNI
coboii hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopos, Mo-
KeT cogepraTb Ao 8 3anuceit, pasgeneHHbix npobenom.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/NEHTY C
YKa3aHHbIM MAEHTUDUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CMMBO/IOB;
domain: (1..128) cumso-
nos

OnpepennTb JOMEHHOE UMA A8 CTaTUYECKOM 3aMNCucK C yKa-
3aHHbIM UAEHTUOUKATOPOM.

- hex_string — naeHTMdUKaTOP KANEHTA, NPEACTABAAOLLNIA
cobolt hex-cTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpegenntb cnucok WINS-cepBepoB, gns CTaTUYECKOW 3a-
MUCK C YKA3aHHbIM UAEHTUPUKATOPOM.

- hex_string — naeHTMOUKATOP KNNEHTA, NPeACTaBAAIOLWMI
cobolii hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

Y4anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft gns TaTuyeckoit 3a-
NUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — lWMpOKoBeELATENbHbIN;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rMbpuaHbIiA.

- hex_string — naeHTMOUKATOP K/AMEHTa,
cobow hex-cTpoky.

npeacTaBAoWMiA

Ypanutb CTAaTUYECKYH0 3aNnCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBOJ/I0B

OnpepenuTb A1A CTaTUHECKOM 3anNnCK € YKa3aHHbIM MAEHTU-
durKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH ObITb MOAYYEH 3arpy304HbIi daiin.

- hex_string — naeHTMOUKATOP KNNEHTA, NPeACTaBAAIOLWM I
cobow hex-cTpoky.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CMMBOJ/IOB

Onpegenser CNUCOK CEPBEPOB BPeMeHM, ANA CTaTUYeCKon
3anucK € yKasaHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpEMEHMU,
MOJKET cofeprKaTb 40 8 3anuceit, pasaeneHHblix npobesom;
- hex_string — naeHTMdUKaTOP KAMEHTa, NpeacTaBAAoWMIA
coboit hex-cTpoky.

YAanuTb CTaTUYECKYHO 3aMnuCb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAeHTUbUKaTOpOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CMMBOJIOB

Onpepenutb cnucos SIP-cepsepoBs, AOCTYMHbIX ANA CTaTU4e-
CKOW 3aMM1CcK € yKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NpeacTaBAAOWMUI
coboit hex-cTpoky;

- domain_name_list — cnUCOK AOMEHHBIX MMeH SIP-cepBepos,
MOeT cofep:KaTb A0 2 3anuceld, pasfeneHHbIX Npo6om.
MaKcnmanbHasa AanHa CTPoku 125 cumBonoB.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofepxKaTb A0 8 3anucen, pasgeneHHbix npobenom.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM naeHTUdUKaTopom.
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host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
option_hex_string:
(1..128) cumBonos;
hex_string: (1..156)
CMMBO/I0B

OnpenennTb YKasaHHble ONuMu 418 CTaTUYECKOM 3anucu ¢
3aZ@aHHbIM NAEHTUDUKATOPOM.

- hex_string — vaeHTUdUKATOP KANEHTA, NPEACTABAAOLLNINA
coboit hex-cTpoKy;

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
MOKET cogeprKaTtb 0 8 3anucen);

- option_hex_string — cTpoKa B 16-om ¢popmarTe.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KMEHTY C
YKa3aHHbIM UaeHTUPUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
C“MBO/I0B

YAanuTb BCe ONUMM Ha3HaYeHHble 1A CTaTUYECKOM 3anmcK ¢
YKa3aHHbIM UAEHTUUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
C“MBO/IOB

Co3AaTb CTaTUYECKYIO 3aNnCb A1 KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
cobolt ascii-cTpoky;

- ip_address — IP-agpec, HazHayaembli KnneHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAMEHTY C
YKa3aHHbIM UAEeHTUUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CUMBO/I0B;
filename: (1..64)

Co3paTb CTaTUYECKYHD 3aMuCb 418 KAMEHTA C YKasaHHbIM
NAEeHTUGMKATOPOM.

- ascii_string — naeHTMOUKaTOP KAMEHTa, NPeaCcTaBAAOWMI
coboli ascii-cTpoky;

- filename — HanmeHoBaHwWe 3arpy3oyHoro danna.

YAanuTb CTaTUYECKYI0 3anNuCb, COOTBETCTBYHIOLLYIO KMEHTY C
YKa3aHHbIM naeHTUdMKaTOpoM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
C“MBO/IOB

OnpeaenvTb CNINCOK MApLUPYTU3ATOPOB A/1A CTAaTUYECKOW 3a-
MUCK C YKa3aHHbIM yAeHTUPUKATOPOM.
- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoky;
- ip_address_list — cnucok IP-agpecos mapLupyT13aTopos, A0-
CTYNHbIX KAneHTy DHCP-cepBepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-agpec mapLlupyTM3aTopa A0/KeH 6biTb B TOM Ke

e NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYHO KJAMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBOJIOB

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anucK € yKasaHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cogepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- ascii_string — nAeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoKy.

YAanuTb CTaTUUYECKYH0 3anucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CYMBOJIOB;
domain: (1..128)
CYMBO/I0B

OnpenenvTb JOMEHHOE UMA AJIA CTaTUYECKOM 3ancucy C yKa-
3aHHbIM MAEHTUUKATOPOM.

- ascii_string — naeHTMOUKATOP KNNEHTa, NPeACTaBAAIOWMA
coboli ascii-cTpoKy.

YAanuTb CTaTUUYECKYHO 3amnucb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOpOM.

host client-identifier ascii
ascii_string netbios-name-
server ip_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpepenntb cnnucok WINS-cepsepos, ANns cTaTU4ECKOM 3a-

MUCKU C yKa3aHHbIM MAEHTUGUKATOPOM.

- ascii_string — naeHTUGUKATOP KANEHTA, NPeACTaBAAOWM I
coboit ascii-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, mo-
JKET coaepiKaTtb A0 8 3anucei, pasaeneHHbix npobesom.

YAanuTb CTaTUYECKYHo 3anucb, COOTBETCTBYHIOLLYIO KAMEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.
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host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBOJI0B

Onpeaenntb TMN y31a NetBIOS Microsoft ana Tatuueckoi 3a-
NMUCYK C YKA3aHHbIM AEHTUPUKATOPOM:

- b-node — lWMpOKoBeLWATENbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

- ascii_string — naeHTMPUKATOP KNMEHTA, NPeaCcTaBNAOLWMI
coboli ascii-cTpoKy.

YLanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBOJI0B

OnpeaennTb 414 CTaTUYCKOM 3aMUCK C YKa3aHHbIM UAEHTU-
duKaTOoOpM agpeca cepeepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOro A0/KEH ObITb MONYYEH 3arpy304HbIi daiin.

- ascii_string — naeHTUdUKaTOP KANEHTA, NPEeACTaBAAOLLNIA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYH 3anuncb, COOTBETCTBYIOLLYIO KNUEHTY C
YyKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBO/10B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, AR CTAaTUUECKOM
3aMNUCH C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpEMEHMU,
MOXKET COAeprKaTb A0 8 3anucem, pasgeneHHblx npobenom;
- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCTaBNAIOLWLMI
cobolt ascii-CTpokKy.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX 418 cTaTuye-
CKOW 3anm1cK € yKasaHHbIM AeHTUdUKaTopom.

- asccii_string — naeHTMUKATOP KAMEHTa, NpeacTaBAAoWMN
coboli ascii-CcTpoky;

- domain_name_list — cnucoK someHHbIX UmeH SIP-cepsepos,
MOXKET COAEPKaTb A0 2 3anucen, pasgeneHHblx npobenom.
MaKcmanbHaa AanHa CTpoku — 125 cumBonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

Ypoanutb CTaTUYeCKYH 3aMnCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CUMBOJIOB;
hex_string: (1..128)
CMMBONOB;
ascii_string: (1..128)
CMMBO/IOB

OnpefennTb yKasaHHbIe ONLUUN 418 CTAaTUYECKON 3anmcu
3aZlaHHbIM UAEHTUOUKATOPOM.

- ascii_string — naeHTMPUKATOP KNNEHTA, NPeaCcTaBNAOLWMI
cobolt ascii-CTpoky;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHwue;

- option_ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX CAyYasnx
MOXET cofepKaTb A0 8 3anucei);

- hex_string — cTpoKa B 16-om ¢popmare.

Y[anuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KAWUEHTY C
YKa3aHHbIM MaeHTUbUKaTopom.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBO/IOB

YaanuTb BCce onuum, HasHaveHHble A8 CTaTUYecKol 3anucu ¢
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co3/,aTb CTaTMYECKYHO 3aNUCb AR KNIMEHTA C YKa3aHHbIM
NMAEHTUGUMKATOPOM.

- mac_address — ngeHTMMKaATOP KAMEHTa, NPeACcTaBAAOLLMNA
coboit MAC-agpec ycTpoicTBa;

- ip_address — IP-agpec, HazHaYaemblit KnneHTy DHCP-cep-
Bepa.

Y4anuTb CTaTUYECKYIO 3aMmucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host hardware-address
mac_address bootfile file-
name

filename: (1..64)

Co34aTb CTaTUYECKYIO 3aNUCb ANA KNUMEHTA C YKa3aHHbIM
naeHTndukaTopom.

- mac_address — naeHTUOUKATOP KMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec yCTpOMncTBa;

- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢aiina.
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no host hardware-address
mac_address bootfile

YpanuTb CTaTUYECKYIO 3anucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpefenvTb CNUCOK MapLIpyTU3aTOPOB AN CTAaTUYECKON 3a-
MUCKU C yKa3aHHbIM yaeHTUdMKaTopom.
- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMI
coboit MAC-agpec ycTpoicTBa;
- ip_address_list — cnucok IP-aapecoB mapwpyTM3aTopos., 40-
CTynHbIX KaneHTy DHCP-cepBepa. MoxeT coaepaTtb 0 8 3a-
nucen.

IP-agpec maplupyTM3aTopa A0NKeH 6bITb B TOM Ke

e NOACEeTH, YTO U K/INEHT.

YAanuTb CTaTUYECKYH0 3anucb, COOTBETCTBYHIOLLYIO KNEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX ANA cTaTU4e-
CKOM 3anuncK ¢ yKa3aHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT
copepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAALWMIA
coboit MAC-aapec ycTpoincTaa.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
C“MBO/I0B

Onpepenntb JOMEHHOE UMA AJ1A CTAaTUYECKOWN 3anncK C yKa-
3aHHbIM MAEHTUPUMKATOPOM.

- mac_address — ngeHTUOMKaTOP KAUEHTa, NPeaCcTaBAALWMIA
coboit MAC-aapec ycTpoincTsa.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address netbios-name-
server ip_address_list

no host hardware-address
mac_address netbios-name-
server

Onpepenntb cnncok WINS-cepsepos, A/1s cTaTUYECKOM 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOWNIA
coboit MAC-agpec ycTpouncTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MoOXKeT
coAeprKaTb 0 8 3anucen, pasgeneHHbIx npobenom.

YanuTb CTaTUYECKYH0 3anNUCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM NAEHTUUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatuueckol
3aMnmncKy C YKasaHHbIM MAEHTUPUKATOPOM:

- b-node — WMpOKoBELWATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCTaBAAOLWNIA
coboit MAC-agpec ycTpoicTaa.

YpanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpeaennTb ANA CTaTUMECKOM 3aNnUCK € YKa3aHHbIM UAEHTU-
¢duKaTtopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/KEH BbITb NOYYeH 3arpy304HbIi daitn.

- mac_address — naeHTUUKATOP KAUEHTA, NpeacTaBAAOWUIA
coboit MAC-aapec ycTpoincTaa.

Y4anuTb CTaTUYECKYHO 3anncb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaenvTb CNUCOK CEepPBEPOB BPEMEHW ANs CTaTUYECKOoM 3a-
MNCHU C yKa3aHHbIM MAeHTUGUKATOPOM.

- ip_address_list — cnucok IP-afpecos cepBepoB BpeMEHH,
MOMKET COAEPMKATb A0 8 3anuncei, pasaeneHHbix npobenom;

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpoicTaa.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KAMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpegenutb cnncok SIP-cepBepoB, AOCTYNHbIX ANA cTaTUYe-
CKOW 3aMM1CcK C YKa3aHHbIM MAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- domain_name_list — cnucok AomeHHbIX MMmeH SIP-cepsepos,
MOXKET cogeprKaTb A0 2 3anucei, pasgesneHHblx npobenom.
MaKcmanbHaa AanHa CTPoKM — 125 cumBo10B;

- ip_address_list — cnucok IP-agpecos SIP-cepsepos, moxeT
cofepKaTb A0 8 3anuceld, pasfaeneHHbix Npobesom.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);

bool_val: (true, false);
ascii_string: (1..160)

CMMBOJIOB;
hex_string: (1..128)
CMMBOJI0B

OnpeaennTb yKasaHHble ONLMK ANA CTAaTUYECKOW 3anncu ¢
3a/laHHbIM UAEHTUDUKATOPOM.

- mac_address — nagHTUOUKATOP KMEHTa, NpeACcTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — cTpoka B popmate ASCI|;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX CayYasnx
MOMKET coaepKaTb A0 8 3anucei);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
YyKa3aHHbIM MAEeHTUGUKATOPOM.

no host hardware-address
mac_address

YAanuTtb Bce ONUUM, Ha3HAYeHHbIe ANA CTaTUYECKOW 3anucK ¢
yKa3aHHbIM MAeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
ip ip_address

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} ip

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

Co34aTb CTaTMYECKYIO 3aNUCb 41 KAMEHTA C YKa3aHHbIM
NUOEHTUOUMKATOPOM.

- ip_address — IP-agpec, HazHa4Yaemblit KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KTMEHTY €
yKa3aHHbIM UAEeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} bootfile filename

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} bootfile

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)
filename: (1..64)
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Co3/aTb CTAaTUYECKYHO 3aMUCh ANA KIMEHTA C YKasaHHbIM
naeHTUOMKaTOpOM.
- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢arina.

Ypanutb CTAaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
default-router ip_address_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} default-router

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

OnpeaennTb CNNCOK MapLLIPYTM3aTOPOB ANA CTaTUYECKOM 3a-
NUCK C YKa3aHHbIM yaeHTUdUKaTopom.
- ip_address_list — cnucok IP-agpecoB mapLlpyTM3aTopos, 40-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cozep»Katb A0 8 3a-
nucem.
IP-agpec mapLupyTU3aTopa AOMKEH BbITb B TOW XKe
e NOACETH, YTO U KANEHT.

Y[anuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KIMUEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
dns-server ip_address_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} dns-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpegenutb cnncok DNS-cepBepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3aMM1CcK € yKa3aHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anuncen, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KNMEHTa, NpeACcTaBAAOLWMI
coboit MAC-agpec ycTpoiicTsa.

Y[anuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

171



HELTEX

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
domain-name domain

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} domain-name

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
domain: (1..128)
CMMBO/I0B

OnpeaenvTb AOMEHHOE UMSA A CTaTUYECKOW 3anncK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM NAeHTUUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server ip_ad-
dress_list

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} netbios-name-
server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpepenntb cnncok WINS-cepsepos, a1a cTaTU4eCcKoM 3a-
MUCKU C YKa3aHHbIM MAeHTUGMKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, Mmo-
JKET cogepiKaTtb 40 8 3anuncei, pasaeneHHbix npobesom.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type {b-node |
p-node | m-node | h-node}

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} netbios-node-
type

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24)

Onpepenntb TMN y3na NetBIOS Microsoft gns ctatnueckom
3aNMUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WMpOKoOBELWATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUMHUPOBaHHbIN;

- h-node — rMbpuaHbIN.

YAanuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} next-server ip_address

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-
channel group} next-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address:
A.B.C.D

OnpefenuTb AN CTaTUYECKOM 3aMUCK € YKa3aHHbIM MAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeEH BbITb MOMYYEH 3arpy304HbIi daiin.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYHO KNEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} ntp-server ip_ad-
dress_list

no interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
ntp-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaennTb CNUCOK CepBEPOB BPEMEHM AN CTaTUYECKOM 3a-
MUCK C YKa3aHHbIM MAEeHTUPUKATOPOM.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMEHH,
MOKET coaeprKaTb A0 8 3anucel, pasaesieHHbix npobesom.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYHO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel

group} sip-server {domain do-
main_name_list | ip ip_ad-
dress_list}

no interface {gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel
group} sip-server

gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
p_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpenenntb cnucok SIP-cepeepoB, AOCTYMNHbIX ANA CTaTU4e-
CKOW 3anNu1CK € YKa3aHHbIM MAEHTUOUKATOPOM.

- domain_name_list — cnucok AomeHHbIX UMeH SIP-cepsepos,
MOXKeT cofepKaTb A0 2 3anucel, pasfeseHHbix npobesom.
MaKcumanbHasa aanHa CTpoku — 125 cumeonos;

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXKeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIx Npobenom.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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OnpegennTb yKasaHHble ONLMK 4NA CTaTUYECKOW 3anuncK ¢

host interface {gigabitethernet
3a4,aHHbIM UAEHTUDUKATOPOM.

i_port | tengigabitethernet i_port: (0/1..48);
gLp I BIE P (o/ ) - code — kog, onunn DHCP-cepBepa;
te_port | port-channel te_port: (0/1..11);
X - bool_val — nornyeckoe 3Ha4yeHue;
group} option code {boolean group: (1..24); L
. " . . - ascii_string — ctpoka B ¢opmate ASCII;

bool_val | ascii ascii_string | ip code: (0..255); . .
. . - ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX CAyYasnx
ip_address_list | hex bool_val: (true, false); "~

. = MOMKET coaepKaTb A0 8 3anucen);
hex_string | none} ascii_string: (1..160) ) .

- option_hex_string — cTpoka B 16-om ¢popmare.

- - CMMBO0B;
no host |nterf.ace {giga hex_string: (1..128)
bitethernet gi_port | tengiga- CUMBONIOB YAanuTb CTaTUYECKYHO 3aNUCb, COOTBETCTBYIOLLYIO KJIMEHTY C
bitethernet te_port | port- YKa3aHHbIM UAEHTUPUKATOPOM.

channel group} option code

no host interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | port-

gi_port: (0/1..48);

YanuTb BCce onumMn, HasHaYeHHble ANA CTaTUYECKOoW 3anmcu
te_port: (0/1..11); A Ln, A

C YKa3aHHbIM MAEHTUOUKATOPOM.

channel group} group: (1..24)
’ ‘ Mpu 3agaHuu Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢
il Hardware Type B nepBom 6aiite, COOTBETCTBYIOLWMIA 3a8aHHOMY PopmarTy.

[pumep Hacmpoliku cmamu4vecKol 3anucu

HasHauuTb ycTpoiictey ¢ MAC-aapecom aa:bb:cc:dd:ee:ff ip-appec — 192.168.45.250, cepBep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config)# interface vlan !

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if)# exit

console (config) # ip dhcp server

console (config) # ip dhcp pool 1 test

console (dhcp-config) # network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHOwbI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnunua 185 — KomaHabl pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
clear ip dhcp server binding Yaanutb 3anucuy 13 Tabamubl cooTBeTcTBMA GU3MYECKMX adpe-
[ip_address] - COB M aApecos, BblgaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, Ha3HauyeHHbIn DHCP-cepsepom.
clear ip dhcp server statistics - YaanuTb CTaTUCTUCTUKM paboTbl DHCP-cepBepa.
show ip dhcp server binding MpocmoTpeTb IP-agpeca, KoTopblie COMOCTaB/eHbl ¢ dpusmye-
- CKMMW afpecammn KAWEHTOB, a TaKXKe Bpemsa apeHapl, cnocob
HasHayeHMA u coctoaHue IP-agpecos.
show ip dhcp server MNpocmoTpeTb MHGOpMaLmio o KoHPurypaumm DHCP-cepsepa.
information i
show ip dhcp server pools MpocmoTpeTb nHPopmaumio o rnobanbHbix HacTpolika DHCP-
- cepBepa, a TaK¥Ke 0 CO3AaHHbIX Nyiax U cylecTsyowmx host-
3anumcax.
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| show ip dhcp server statistics |

| MpocmoTpeTb cTatuctnuky DHCP-cepsepa.

KomaHObI pexcuma 2n106as1bHOU KOHpuU2ypayuu

4.24 KoHdurypauusa PPPOE Intermediate Agent

®yHKumMA PPPOE |IA peanvsoBaHa B COOTBETCTBUU C TpeboBaHMAMM AoKkymeHTa DSL Forum TR-101 u
npegHasHavyeHa 4/1a UCNO0/b30BaHMA Ha KOMMYyTaTopax, paboTatowmx Ha YPOBHe A0CTyna.

dyHKUMA NO3BONAET AONONHATL NakeTbl PPPOE Discovery nHpopmaumel, xapakTepumsytoweit nHTep-
deic goctyna. 3T0 HeOHXOAMMO ANA UAEHTUPMKALMM NONL30BATENIbCKOrO MHTEpdEca Ha cepBepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom n obpaboTkoit naketos PPPoE
Active Discovery ocyuiectsnnetca rnobanbHO A5 BCEro YCTPOWCTBA U BbIDOPOYHO AN1A KaXKAOro UHTEp-
delica.

Peanusauma dyHKkumnmn PPPOE IA npegocTaBnseT 40N0ONHUTENbHbIE BO3MOXHOCTM KOHTPOAA coobLie-
HWI1 NPOTOKO/a NyTEeM Ha3HaYeHUA AOBEPEHHbIX MHTepdencos.

Bupa 3anpoca KOMaHAHOM CTPOKM PeXkMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabanua 186 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKNIOYEHO

OTKNtoUNTL paboTy moayns pppoe intermediate-agent Ha
ycTpoiicTse.
[aHHaa KomaHAa oTKAO4aeT paboTy moayns pppoe
.’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yAaneHnem Bcex
HacTpoek 6a0ka PPPoE IA.

BkAtounTtb paboTy moayns pppoe intermediate-agent Ha
yCTpoWMcTBE.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/IIOYEHO

Ino6anbHO BKNHOUMTL KOHTPOAb GyHKLMK PPPOE IA.

BbIkNt0UNTL KOHTPOAb GyHKLMK PPPOE IA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apatb TaMmayT gna paboTbl GyHKUMKM PPPOE IA.

OTKNOYNUTb TaMMaYT s paboTbl GyHKLMK PPPOE IA.

pppoe pass-through

no pppoe pass-through

-/BbIK/IOYEHO

BkntoueHne KomaHAbl 3actasnsaeT PPPoOE-nakeTbl NpoxoAnTb Yepes
KOMMYTATOp KaK Heu3BecTHbI L2-Tpaduk, 1 genaet ux "Hesnau-
mbimun" ana IP ACL.

BKAIOUMTbL NAPCUMHT MHKANCYyAnMpoBaHHbIX B PPPoE-nakeTax L3-3aro-
N0BKOB, Npasuna IP ACL HaunHatoT paboTaTb 418 MHKANCyAMPOBaH-
HbIX NMaKeToB.

LL N

DOna KoppeKkTHoi paboTtbl pyHKUMM PPPOE Intermediate Agent Bce ucnonbayemoie PPPoE-cep-
Bepa AO0/MKHbI 6bITb NOAK/IOUYEHDbI K «A0BEPEHHbIM» MOPTamM KOMMyTaTopa. [ina aobasneHus

nopTa B CMUCOK «A0BEPEHHDbIX» UCMOJIb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepdeiica. Ana obecneuyeHna 6e3onacHOCTH Bce
oCTaNbHble MOPTbl KOMMYTaTOPa A,0/MKHbI BbITb «HEAOBEPEHHBIMUY.

KomaHabl pexknuma kKoHourypaumm VLAN (amnanasoH VLAN’oB)

console# configure terminal
console (config)# vlan
console (config-vlan) #
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Tabnnua 187 — KomaHapl pexkmma KoHourypaumnm nHtepdeiica L2Vian

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro

pppoe-ia snooping BkntounTb KOHTpOAb PpyHKLMM PPPOE |A B npeaenax ykazaHHoOro

VLAN.
- - -/BbIKOYEHO

no pppoe-ia snooping BbIKNOUNTb KOHTPOJIb GYHKUMKM PPPOE IA B Nnpeaenax ykasaH-

Horo VLAN.

Mpumep HacTpoikun PPPoE IA B VLAN10 ¢ HacTpoiikoit DCS-onumii Ha nHtepdetice
Gigabitethernet0/13.

console (config) #pppoe-ia snooping

console (config) #pppoe passthrough

console (config) #dcs information option enable

console (config) #vlan 10

console (config-vlan) #pppoe-ia snooping

console (config-vlan) #exit

console (config) #interface gigabitethernet 0/13

console

console (config-if) #switchport general pvid 10

console (config-if) #dcs agent-circuit-identifier "$v $%p 8%h"
console (config-if) #dcs remote-agent-identifier "3M"

console
console
console
console
console
console

config-if) #exit

config) #interface gigabitethernet 0/24

config-if) #switchport general allowed vlan add 10
config-if) #port-security-state trusted

config-if) #set port-role uplink

config-if) #fexit

o~ e~

4.25 KoHdurypauma ACL (cnucku KoHTpona goctyna)

config-if) #switchport general allowed vlan add 10 untagged

ACL (Access Control List — cnucok KoHTpona goctyna) — Tabaunua, KoTopas onpeaenseT nNpasuaa
dUNbTPaLMM BXOAALLErO M McXxoaawero Tpaduka Ha OCHOBAaHMM NepesaBaembiX B MaKeTax MpPOTOKOJOB,

TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

Ha gaHHbIN momeHT peanunsauma ACL TakoBa: Kaxabli ACL cogepuT Tonbko 1 npaBuao. Heckonbko
ACL MO*KHO npuBsA3aTb K ogHOMY MHTepdeicy. Mopaaok oTpaboTKM NpaBma onpeaensaeTcs No NPUopUTeTy

npasuna, ykazaHHomy B ACL, npu paseHcTBe npnopmutetos — no Homepy ACL.

ACL aBTOMATUYECKN CHUMAETCA C MHTepdelica Npu N3IMEHEHMUM B HEM NpaBua.

KomaHgbl Ans co3fdaHus M pegaktupoBaHua cnmckoB ACL gocTynHbl B pexkume rnobanbHoi

KoHuUrypaumm.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

KomaHaHan CTpoka B perkume rnobanbHo KOHGUrypauum nmeet sua;

console (config)#

Tabnnua 188 — KomaHabl Ana co3aaHmna n KoHourypaumm cnuckos ACL

KomaHoa 3Ha4yeHue/3Ha4yeHue Aelicmeue
no YyMOAYAHUIO
ip access-list standart . Co3paTtb cTaHAapTHbIN cnncok ACL.
. i access_list_num:
access_list_num [description — =
= (1..1000);
description) o
- - description: (1..128) —
no ip access-list standart Ypanutb cTaHAApPTHbIN cnncok ACL.
CMMBOJIOB

access_list_num
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ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CUMBO/I0B

Co3zaTtb HOBbIV pacwmpeHHbIn cnncok ACL ansa agpecauyu IPv4 u
BOWTU B PEXUM €ro KoOHdurypaumm (ecim cnucok ¢ AaHHbIM nme-
HEeM eLle He co3aaH), b0 BONTM B peXMM KOHPUrypaumm paHee
CO34aHHOrO CMNMCKa.

YpanuTb pacwmpeHHbin cnucok ACL ana agpecaunu IPv4.

Co3gaTtb HOBbIW pacwmpeHHbIn cnncok ACL ana agpecaumm IPv6 u
BOWTU B PEXUM €ro KoHdurypaumm (ecim cnnucoKk ¢ AaHHbIM Ume-
HeM eLle He co3aaH), 1Mbo BONTM B peXMm KOHPUrypaumm paHee
CO34aHHOrO CMNMCKa.

YpanuTb pacwmpeHHbin cnucok ACL ana agpecaunm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOOB

Co3gaTb HoBbIM cnncoK ACL Ha 6ase MAC-agpecaunn 1 BOMTHU B pe-
UM ero KoHdUrypauum (ecam cnucok ¢ 4aHHbIM UMEHeM elle He
€034aH), MMBO BOMTU B PEKUM KOHPUrypaLMm paHee cO34aHHOMo
cnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaumu.

user-defined offset offset _id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeweHne B 6aitTax OTHOCMTENbHO Bbl6paHHOW CTapTo-
BOM NO3MLMK. 3HaYEHME 1 MacKa, UCnosiblyemble Ana GunbTpaumu,
3agatotca Yyepes napametpbl ACL-npasun.

- 12 — Hauano naketa (Destination MAC address);

- ethtype — Ethertype (cambiit BHyTpeHHUI, Npy Hanuumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.

YpanuTb cmelleHne OTHOCUTENbHO BbiBpaHHOW CTapTOBOW MO3w-
uuu.

Ona Toro 4yrtobbl aKTMBM3MpOBaTb chnncok ACL, Heobxoaumo cBf3aTb €ro C MHTeppencom.
NHTepdelicom, NCNONb3yOLWMM CIIMCOK, MOXKET b6biTb 1nbo nHTepdelic Ethernet, anbo rpynna noptos. Ha
[JaHHbI MOMEHT NoAAePKMBAETCS TO/IbKO BXOAALLEE HanpaBieHWe Ha MHTepdelicax (in).

KomaHObI pexcuma KoHguaypauuu uHmepdagelica Ethernet, VLAN

KomaHaHasA cTpoka B pexkume KoHourypaumm nHtepoeitca Ethernet umeet sua;

console (config-if) #

KomaHgHasA cTpoKa B pexxmme KoHoburypaumm uHtepoeica VLAN numeet sua;:

console (config-vlan) #

Tabnnuya 189 — KomaHga HasHayeHus cnncka ACL-uHTepdeincy

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpesenéHHoro ousmnyeckoro nHtepdeiica KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMUCOK K AaHHOMY UHTepdeNicy.

Y[anuTb CNUcok ¢ uHtepdeiica.

mac access-group
access_list_num in

Nno mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpenenéHHoro ¢p1M3nMyeckoro nHTepdenca KomaHaa
NPUWBA3bIBAET YKa3aHHbIA Mac-CMMCOK K gaHHOMY nHTepdeiicy.

YpanuTe CNUCcoK ¢ MHTepdeiica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoikax onpenenéHHoro ¢pm3nmyeckoro nHTepoenca KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMIUCOK K JaHHOMY MHTepdeiicy.

YnanuTb CNUCoK ¢ MHTepodeiica.
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KomaHOwbl pexcuma Privileged EXEC

KomaHgHan cTpokKa B pexume Privileged EXEC nmeert Bua;

console#

Tabnnuya 190 — KomaHab! pexkuma EXEC ansa cnuckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckn ACL, co3gaHHble Ha KommyTaTope.

show running-config acl

Moka3saTb 610K KomaHg, ACL B KOHOUTYpauum ycTpoicTBa.

show access-group [interface
{ fastethernet | gigabitether-
net | tengigabitethernet} inter-

face | vlan [vlan-id]]

MokasaTtb cnnckn ACL, npuBsA3aHHbIe K UHTepdeNcy.

clear {ip | mac} access-list {ac-
cess_list_num} packet-count

COpOoCKUTb CTAaTUCTMKY NAKETOB Nonaswux nog npasuao ACL

4.25.1 KoHepuzypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX MAPAMETPOB, MCMOb3yEMbIX B
COoCTaBe KOMaHA HacTpoMKkM cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1M BXO4, B pPeUm
peaaKktTupoBaHua cnnckos ACL, ocHoBaHHbIX Ha agpecaunu IPv4, ocyliecTBaseTca no KoMaHAae:

ip access-list {extended |

standart} access-list num.

Tabnnua 191 — KomaHabl, ucnonb3yemble ana Hactpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHda

3HavyeHue

Aelicmeue

[priority]

permit protocol {any | source host}
{any | destination} [parametr]

priority: (1-255)/1

[06aBuTb paspelwatollyto 3anuce Gpuab-
Tpauuu AN npoTokona. MaKkeTsbl, oTBEYA-
owme ycnosmam sanucu, byayt obpaba-
TbIBaTbCA KOMMYTAaTOPOM.

[priority]

deny protocol {any | source host}
{any | destination} [parametr]

priority: (1-255)/1

[o6aBuTb 3anpelsatoLLyto 3anuco Gub-
Tpauuu ANA nNpoTokona. MaKkeTbl, oTBeYa-
toLme ycnoBmam 3anucu, byayt 610Kkupo-
BaTbCS KOMMYTaTOPOM.

Tabanua 192 — OcHOBHblE NapamMeTpbl, UCNOJb3yemble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Oelicteue ‘paspewnts’ Co3patb paspeluatolee npasuao ¢punbTpaumum B cnmcke ACL.
deny [Oelicteue ‘3anpetuts’ Co3pgatb 3anpewatouiee npasuno ¢puabTpaumm B cnmcke ACL.
protocol Mone npegHasHa4YeHo ANA YKa3zaHUA NPOTOKoAa (MM Bcex NpoTo-
KOJI0B), Ha OCHOBe KOTOpOro byaeT ocyliecTenaeTca GpuabTpaLms.
NooToKon Mpu BbIBOpe NPOTOKO1a BO3MOMKHBI C/iefytoLLme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim,nMbo yncnosoe 3HaueHue
npoToKona, B granasoHe (0 — 255).
[ns cooTBeTCTBUA NIO6OMY NPOTOKONY UCMOb3yeTCA 3Ha4YeHue IP.
source AApec UCTOYHMKA Onpepenset IP-agpec UCTOYHMKA NakeTa.

source_mask

Macka aapeca UCTOYHUKa

Macka, npumeHaemasa K IP-agpecy uctouyHuKka naketa. Macka
onpegenset 6utbl IP-agpeca, KoTopble HEO6XO0AMMO UTHOPUPO-
BaTb. B 3HaueHMA UrHopmpyembix GUTOB JOMKHBI ObITb 3aMMCcaHbI
eanHULbI. Hanpumep, ncnosib3ya Macky, MOXKHO onpeaenuTb gna
npasuna ¢unbTpaymm IP-cetb. YT06bI 406aBUTL B NPaBUIO GpUb-
Tpaumm IP-cetb 195.165.0.0, HeoH6X0AMMO 334aTb 3HAYEHME MACKM
255.255.0.0, TO ecTb, COrnacHo AaHHOW macke, nepsble 16 6uT IP-
appeca byayT MTHopupoBaTbCA.
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destination

A,u,pec Ha3Ha4YeHunA

Onpegensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka ajpeca Ha3Ha4vyeHuA

BuToBan macka, NpumeHseman K IP-agpecy HaszHayeHUs MakeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble He06X04MMO UTHO-
pvpoBaTb. B 3HaUYeHUsA UTHOPUPYEMbIX BUTOB AOKHBI 6bITb 3aNK-
caHbl efAuHWUpl. Macka MCMonb3yeTcs aHasorfMYyHO Macke
source_mask.

vlan NpeHTndumkatop VLAN OnpeaenseT VLAN, ana KoToporo 6yaeT npMMeHATbCA NpaBuio.

dscp None DSCP & 3aronoBKe L3 Onpe,a,e}lﬂeT 3HauyeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHuit nonsa dscp: (0 —63).

priority Mpuoputer IP OnpeaenseT npuoputeT IP-TpaduKa: (0-7).

message_type

Tun coobuweHunn
npoTtokonsa ICMP

Tun coobuweHuii npotokona ICMP, ncnonb3yembiii gns uabTpa-
umm ICMP-naKkeToB. Yicnosoe 3HauyeHue TMna cooblueHus, B Ana-
nasoHe (0 — 255).

message_code

Koz cooblueHnsa npoTokona
ICMP

Kopg, coobueHunii npotokona ICMP, ncnonssyemblii gns puabtpa-
umn  ICMP-naketoB. Bo3MOKHble Kogbl COOOWEHUIA nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HauyeHusA

source_port

UDP/TCP-nopT MCTOYHUKA

Bo3moxKHble 3Ha4YeHua nons TCP/UDP-noprTa: eq, gt, host, It,range.

priority

MpuopuTeT 3anmcu

MHAEeKC 3a4aeT NOAOXKEHNE NPaBKUaa B CIUCKE U ero MPUOPUTET.
Yem meHblue MHAEKC — TeM NpuopuTeTHee Npasuao. [uanasoH
O0NYCTUMBbIX 3HaYeHui (1..255).

optional parametr

OnuMoHanNbHbIN NapameTp

OnuMOHaNbHblE NapameTpbl NPU KOHOUIYPUPOBAHMM CNINCKA A0-
cTyna:

- tos — ¢unbTpayma no banty ToS;

- traffic-class — dunbTpauma no 3HayeHuto Traffic Class;

- user-defined — ¢unbTpaumsa no User-defined bytes;

- sub-action — gononHUTeNbHOE AelcTBUE HAA TPAadUKOM;

- packet-count — BK/lOYEHME CETYMKA A/1A NAKETOB, MONAAAOLLMNX
nog, npasuao puabTpaumm B cnncke ACL.

[ocTynHble gononHutenbHble genctena — modify-vlan (u3meHe-
Hue VLAN) u nested-vlan (no6aBneHune AononHUTenbHoro Tera
VLAN).

V B cTaHgapTHbIX ip ACL BO3MOKHa PpuUAbTpaLmA TONbKO No npepuKcam, B paclumpeHHbix ACL
— M0 AONO/MIHUTENbHbIM NapameTpam.

. Mocne Toro, Kak nto6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro nHTepdeiica npume-
V HuTcA npasuno implicit deny any any.

4.25.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
coCTaBe KoMaHZ HacTpolku cnmckos ACL, ocHOBaHHbIX Ha agpecauunn IPv6.

CosgaHue n BXOo4 B pexum pefaktnpoBaHma cnmuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTB/IAETCA NO KOMaHAe:

ipvé access-list extended apvé6 access-list.

Tabnunua 193 — KomaHabl, Ucnosblyemble ana HacTpolikn ACL-cnnckos Ha ocHoBe IP-agpecaunn
KomaHoa Aelicmeue

permit protocol {any|source host} [o6aBuTb paspeluatoyto 3anmcs ouab-

{any| destination} [parametr] Tpauuun ans npoTokona. MakeTbl, 0TBEYA-

[priority] olLMe ycnoBmaM 3anucu, byayTt obpaba-

TbIBaTbCs KOMMYTaTOPOM.

3HauyeHue

priority: (1-255)/1
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deny protocol {any|source host}
{any|destination} [parametr]
[priority]

priority: (1-255)/1

[o6asuTb 3anpeLaoLlyto 3anmcb ¢Gub-
Tpauuu ANA NpoToKona. MaKkeTsl, oTBeYa-
toLme ycnoBumam 3anucu, byayt 610KmMpo-
BaTbCA KOMMYTaTOPOM.

Tabnmua 194 — OcHOBHble NapamMeTpbl, UCNO/Ib3yeMble B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue

permit [Oeiicteue ‘paspewnTs’ Co3patb paspelatoliee npaBuao ¢punbTpauum B cnmcke ACL.

deny [ewncTteue ‘3anpetuTs’ Co3patb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.

protocol Mone npegHasHayeHo ANa yKasaHuA NPOTOKOAA (MK Bcex NpoTo-
NooTOKON KOJ/I0B), Ha OCHOBE KOTOpOro ByaeT ocyliectsaseTca dpuabTpauma.

P Mpw BbIGOpE NPOTOKO/1IAa BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AZpec UCTOYHMKA Onpepenntb IP-agpec NCTOYHMKA NakeTa.
destination Appec HasHavyeHus Onpegenntb IP-agpec Ha3HayeHUA nakeTa.

dscp Mone DSCP B 3aronoske L3

Onpeaenntb 3HayeHne DSCP-nons diffserv. BoamoskHble Koabl co-
06uweHunit nona dscp: (0 —63).

message_type
ge_typ Tun coobueHna NpoToKona

ICMP

Tun coobuweHnin npotokona ICMP, ncnonbsyemolt gns puabTpa-
umm ICMP-nakeTtoB. YncnoBoe 3HaYeHUe TMNa cooblueHns, B Ana-
nasoHe (0 — 255).

message_code
Kog coobuieHna npoTokona

Kog coobueHuii npotokona ICMP, ncnonosyembln ana punbtpa-
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COObOLWEHUI nonA

ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHua | Bo3moskHble 3HaueHus nonsa TCP/UDP-noprTa: eq, gt, host, It,range.
source_port UDP/TCP-nopT UCTOYHMKa
priority MHAeKe 3a4aeT NOI0XKEeHNe NpaBuia B CIUCKE U ero NnpuopuTerT.
MpuopuTteT 3anucun Yem meHblue MHAEKC — TeM NpuopuTeTHee npasuno. [AnanasoH
A0NYCTUMbIX 3HadyeHu (1..255).
optional parametr OnuMoHanbHble MAaPaMeTPbl NPU KOHPUTYPUPOBAHUM CNUCKA [0-
cTyna:
OnuunoHanbHbIN NapameTp | - traffic-class — ¢uabTpauma no 3Havenuto Traffic Class;
- packet-count — BK/tOYEHWE CETYMKA O/1A NAKETOB, NONAAAOLLNX
nog npasuno dpuabTpaumm B cnncke ACL.
/ MNocne Toro, Kak nto6oii ACL 6yaeT npuBaAsaH K uHTepdeiicy, ana storo uHtepdeiica npume-
HUTcA npasuno implicit deny any any.

4.25.3 KoHngpucypayusa ACL Ha 6a3ze MAC

B maHHOM pa3gene npuBeaeHbl 3HAYEHMA M OMNUCAHMA OCHOBHbIX MAapamMeTpPoB, UCMOb3yEMbIX B
cocTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B peXum pepaktmpoBaHma cnnckos ACL, ocHoBaHHbIx Ha MAC-agpecaumm,
OCYLLEeCTB/IAETCA NO KOMaHAe: mac access-list extended access-list num.

Tabnnuya 195 — KomaHgpbl, ucnonb3yemble gns Hactpoiikn ACL-cnmckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb paspeluatoLyto 3anucsk GpuabTpaumu. MNakeTsl, oTBe-
yatowme ycnosuam 3anucu, byayt obpabaTbiBaTbca KOMMYTa-
TOpOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6asuTb 3anpeLatolyto 3anuck GpuabTpaumu. MNakeTsl, oTee-
yatowme ycnosuam 3anucu, byayt 610KMpoBaTbCA KOMMYTATO-
pom.
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Tabnnuya 196 — OcHoBHbIE NapameTpbl, UCMO/Ib3YEMbIE B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit [JelicTBme paspelunTsb Co3pgaTb pa3spelatouiee npasuio ¢punbtpaumm B cnucke ACL.
deny [JelictBme 3anpeTuTb Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
source Appec oTnpasutensa Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

buTtoBasa macka,
npumeHaemasn K MAC-
afpecy UCTOYHMKaA NakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobX04MMO Ur-
HOPMPOBaTb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB A0/MKHbI BbITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCnonb3ya MacKy, MOXHO onpege-
NUTb gns npasuaa GunbTpaymm guanasoHa MAC-agpecos. YTobbl
n06asuTb B Npasuao ¢punbTpaummn sce MAC-agpeca, HauMHaOLWK-
eca Ha 00:00:02:AA.xx.xx, Heobxo4AMMO 3a4aTb 3HaYEeHWE MacKu
FF:FF:FF:FF:00:00, TO ecTb, cornacHo AaHHOW Macke, nepsble 16
61T MAC-agpeca byayT He BaXKHbl A1A aHaNU3a.

destination

Aapec HaszHaveHuA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask

buTtoBasa macka,
npumeHaemasn kK MAC-
agpecy HazHavyeHuA NakeTa

Macka onpeaenset 6utbl MAC-agpeca, KoTopble He0bX0ANMO Ur-
HOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb 3a-
nucaHbl eauHuubl. Macka MCNosib3yeTcA aHalorM4yHO Macke
source_ mask.

vlan

vlan_id: (0..4095)

Moacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc ob6cnyskmBaHna GUAbBTPYEMbIX MAKETOB.

encaptype

value: (1..65535)

Tun encaptype ana ¢punbTpyembix NakeToB.

priority

MHpeKc npasuaa

NHAaeKc npaBuna B Tabaunue, Yem meHbLIe MHAEKC — TeM Npuopu-
TeTHee npasuao 1-255.

optional parameter

OnuMoHaNbHbIN NapameTp

OnuuoHanbHble NapameTpbl NP KOHGUIYPUPOBAHUM CMIUCKA A0-
cTyna:

- user-defined — ¢unbTpayusa no User-defined bytes;

- sub-action — gononHuTenbHoe AelcTBMe Hag TpaduKom;

- redirect — nepeHanpasasATb NaKeT, NONABLUMI NoA, NPaBUIO;

- packet-count — BKAOUYUTbL CHETYMK AR NAKETOB, MONAAAOLLUX
noa npasuno ¢punbTpauum B cnmcke ACL.

[LocTynHble gononHutensHble genctena — modify-vlan (u3smeHe-
Hue VLAN), nested-vlan (mobasneHve 40ONONHMTENbHOTO Teram
VLAN) n modify-cvlan (go6aBneHune BHyTpeHHero Tera VLAN).

V‘ Mocne Toro, Kak nto6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHTepdeiica npume-

HuTcA npasuno implicit deny any any.

Mpumep HacTpoiku dpunbTpaunm padi/pado yepes User-defined offset:

console
console

(
(

config)# user-defined offset 1 ethtype 0
config)# mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£ff:££:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group I in

[nAa NpoxoxKAeHWUA OCTaNnbHbIX NaKeTOB Ha WHTepdeiice Tpebyetca aobasutb BTOpoi ACL,
paspeLualoLmit NPOXoXKAeHME NaKeToB, He NoNagatowWwmx nog npasuao duastpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config) # interface gigabitethernet 0/1

(
(
console (config-ext-macl) # ex
(
(

console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0
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console (config)# ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (confiqg)# interface gigabitethernet 0/1

console (config-if) # ip access-group 1010 in

Ona npoxoxaeHWs ocTajibHbIX MNakeToB Ha WHTepdelice Tpebyetca pobasutb BTOpOoM ACL,
paspellaloLLmii NPOXoXKAeHMe NakeTos, He nonajatolmx nog npasuno ¢bunsTpauum padi/pado:
console (config) # mac access-list extended 2

console (config-ext-macl) # permit any any

console (config-ext-macl) # ex
(
(

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group 2 in

4.26 KoHdwurypaumsa sawmtbl ot DOS-atak

[aHHbI 610K KOMaHA No3BoAAET 6/I0KMPOBaATb HEKOTOPbIE PAacNpPOCTPaHeHHbIe Knaccbl DoS-aTak.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKMK pexxunma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnnua 197 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuo

MNepeiTn B pexxum KOHOUIYpUPOBaHUA MOAYNA, OTBEYAIOLLErO 33

firewall -/BKOYEHO
dyHKLMOHaN 3awmuTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnua 198 — KomaHgbl pexxuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
no ymoa4YaHuro

enable BkAtounTb Nopaep»KKy 3awmtbl ot DOS-aTak.

- -/BKNIOYEHO
disable BbIKNOUNTb NOALEPKKY 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BKkntounTb 06HapykeHue syn-fin-naketos.
enable -/BKAOYEHO
no ip tcp inspection syn-fin BbIKNtoUnTb 06HapyKeHue syn-fin-naketos.

ip tcp inspection YcTaHoBWTb Talimep 610KMPOBKM syn-fin-nakeTos.

) sec: (1..65535)/1
timeout <sec>

ip tcp limit syn-flag enable BKNtOUMTL OrpaHmnyeHme ckopoctn ans exogsauwero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKNIOYEHO

ip tcp limit syn-flag disable BbIKNHOUMTL OrpaHUYeHre CKopocTu ana Bxoasawero TCP-Tpaduka
¢ ¢narom SYN.

notification interval <sec> YCTaHOBUTb BPEMEHHOM NHTepBan mexay SYSLOG-coobleHnsmm
0 npesbllWeHnn orpaHmnyeHunsa sxogdawero TCP-Tpaduka ¢ bnarom

sec: (1..3600)/1 P P ARl pad ¢

SYN.

no notification interval YCTaHOBWTb 3HAYEHME MO YMOJIYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu UHmepagelica

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumnm nHtepoeliica:

console (config-if) #

Tabanuya 199 — KomaHabl pexkmma KoHpurypauum nHtepderica

3HaueHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

ip tcp limit syn-flag <value> YCTaHOBUTb 3HaYeHWe cKopocTu ana Bxoasuiero TCP-TpaduKa ¢

¢dnarom SYN Ha uHTepdeiice.
value: (1-262143) pps/

100

no ip tcp limit syn-flag BbIKNOUMTb OrpaHuyeHne ckopoctu gna sxogswero TCP-Tpa-
¢duKa c pnarom SYN Ha nHTepdeiice.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 200 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue o
KomaHda Aeiicmeue
no ymoa4YaHuro
Show running-config firewall - OT106pa3unTb HacTporky moayna firewall.
show firewall stats OTO6pPa3nTb CTAaTUCTUKY NO NaKeTam, 06paboTaHHbIMU MoayNeEM
firewall.
show firewall tcp-syn-limit OT06pasnTb TeKylme HACTPOMKWU OrPaHWYEHUs CKOPOCTU Ans

Bxoaswero TCP-Tpaduka c pnarom SYN.

4.27 KauectBo ob6cnykusaHua — QoS

Mo ymon4YaHWIO Ha BCex MOpPTax KOMMyTaTopa MCMNOAb3yeTCA OpraHM3auuA oyepean naketos No
meToay FIFO: nepsbivi npuwen — neps.biit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpadMKa Npu MCNONb30BAHUWM AAHHOFO METOAA MOFYT BO3HMKHYTb NPOOGEMbI, MOCKOAbKY YCTPOMCTBOM
WUrHOPUPYIOTCA BCE MaKeTbl, He Boweawmne B bydpep ovepegn FIFO, M COOTBETCTBEHHO TepsAOTCA
6e3B0o3BpaTHO. PellaeT AaHHy0 npobiemy meTo, OpraHM3ylOLWMn ovepeam Mo NpuoputeTy Tpaduka.
MexaHnuam QoS (Quality of service — KayecTBo 06CNYKMBaHUSA), pPeann3oBaHHbI B KOMMYyTaTopax,
Nno3Bo/IAeT OPraHN30BaTb BOCEMb OYepenent NpuopuTeTa NAaKeToB B 3aBUCMMOCTM OT TMNa NepesaBaemMbix
[OAHHbIX.

4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnunua 201 — KomaHabl pexmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymoa4aHuro

class-map class_map_num 1. Co3aathb CNUCOK Kputepmes kKnaccudukaumm tpaduka.
2. BOWiTW B peXknm peakTUPOBaHUA CNNCKa KpUTepUeB Knaccuou-

Kauuu TpaduKa.

class_map_num:
(1..65535)
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no class-map class_map_num

YAanuTb CMcok Kputepues Knaccuduraumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTernto knaccudukaumm Tpaduka.
2. BoTK B pexMm peaakTMpoBaHWA CTpaTerMm Knaccuduraumm
TpaduKa.

Yaanutb npasuao Knaccudukaumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
sched-algo {strict-priority |
wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
sched_num: (1..65535)

OnpeaennTb anropuTm paboTbl NIaHMPOBLLMKA Ha UHTepdelice.

- strict-priority — cTporas ouyepesb, MMeeT HauBbICLWINIA NPUOPUTET;
- strict-wrr — ouepeab N0 MeXaHU3My WrT, UMEIOLLLAA NPUOPUTET
BbilLe o4yepeam wWrr;

- wWrr —oyepeap, 06pabaTbiBatOLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port — ucxopawmii nHtepdeic.

Y4anuTb HaCTPOMKM NNAHUPOBLLMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);
group: (1..24);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3afaTb HOMEP M BEC ouepean 418 Ucxoaallero nHtepoerica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenntb Tpaduk c meTkoit CoS/DSCP B ouepeap.

OTMeHUTb onpeaeneHune Tpaduka B ovepesp.

qos interface {fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..48);
te_port: (0/1..11);

Priority: (0..7)/0

YKaszaTb ouepesb ona uHTepoelica, Npu ycaoBum OTCYTCTBUA METOK
CoS/DSCP y BXoAALWMX NaKeToB..

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKNOUMTbL OTNPABKY TPANoB O NPEBbILEHUN Nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIKNIOYEHO

BKNIOUUTL reHepaLmio yBeAOMAEHUIA NPU NPEBbILLEHUU 3HaYeHUn
cpu-rate-limit.

OTK/OUYUTL reHepaumio yBe4OMAEHNUA Ha YCTPOMCTBE.

KomaHObI pexcuma KoHgpuaypayuu VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexknume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnuya 202 — KomaHgb! pexkuma KoHdurypaumm VLAN

KomaHda

no ymon4aHuro

3HayeHue/3HayeHue

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

Nno qos cos egress

YcTaHaBoBUTb 3Ha4YeHWe CoS ans nopta (CoS, npumeHaemblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepes WUHTep-
deiic).

YCTaHOBUTb 3HaYEeHME N0 YMOYAHWIO.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 203 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIKOYEHO

YCTaHOBUTb pPeXnM J0BepuA KoMMyTaTopa B 6asoBom pe-
*ume QoS (CoS mnnm DSCP).

- COS — YCTaHaB/MBAET KNaccMbUKaLMIO BXOAALLMX NAaKETOB
no 3HavyeHmnam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3HayeHne CoS no ymonyaHuio.

- dscp — ycTaHaBAMBaeT KnaccudUKaLMIO BXOAALLMX MaKe-
TOB No 3HavyeHuam DSCP.

- cos-dscp — ycTaHaBAMBaeT KaccubUKaLMIo BXOAALLMX Na-
KeToB no 3Ha4YeHuAm DSCP gna IP-nakeToB 1 No 3Ha4YeHUAM
CoS ana He IP-nakeTos.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNOYEHO

- VlanPri — pa3spewwuTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
delice 3HayeHne CoS B NaKeTax COrMACHO HACTPOEHHOMY
BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspewunTs U3mepuTento NepemapKMpoBbIBaTb
TpaduK COrnacHo HaCTPOEHHOMY a/IrOPUTMY.

OTMEHUTb HAaCTPOMKM NepeMapKUPOBKU TpaduKa Ha 1CXo-
aawem nHtepdeiice.

gos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBMBaeT UCTOYHMK svlan-priority npu ncnonb3osa-
HuM DotlQ tunnel gna sxogawero Tpapuka Ha WHTep-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HayeHwue svlan-priority 6epetca n3 qos inter-
face {fastethernet/gigabitethenet/tengigabitether-
net/port-channel port} def-user-priority priority;

- none — 3HayeHue No ymon4yanHuio, svlan-priority = 0.

Bo3BpalaeTtca 3HayeHue no YMONYaHUIO.

KomaHObI pexcuma pedaKkmupo8aHusl CUCKA Kpumepues KAaccudukayuu mpaguxa

Bug, 3anpoca KOMaHAHOM CTPOKM pexmma peaKTMPOBaHMA CMMCKA KpUTEpUEB Kaaccupukaumm

TpaduKa:

console# configure terminal
console (config) # class-map class-map-name
console (config-cls-map) #

Tabanua 204 — KomaHAbl perrMma pegakTMpoBaHUA CUCKA KpuTepumes Knaccudukaumm Tpaduka

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[06aBuTb Kputepuii Knaccuoukaumnm tpaduka. Onpeaenser npa-
Buia dunbTpaumm Tpaduka no cnncky ACL ans knaccudurkaumu.

set class class_num

no set class class_num

AKTMBMPOBATb Knacc.

class_num: (1..65535)

OTKAoUUTL PaboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHWI NPUOPUTET A1 YKa3aHHOIOo Kiacca.

184 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu KaaccuguKkayuu mpaguka

BumA 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHmA cTpaTernmn knaccudumkaumm tpadmka:

console# configure terminal
console (confiqg)# policy-map policy-map-name
console (config-ply-map) #

Tabanuya 205 — KomaHabl pexkuma pesakTMpoBaHUA CTpaTerMm Knaccudurkaumm tpaduka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAaYEHUE METKMN ANA NakeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMYeHne A1 CKOPOCTM NOTOKA COrIaCHO HACTPO-
eHHOMY anropuTMmy.

YAanutb orpaHnYeHne Ana CKOPOCTU MOTOKa COracHO HaCTPOeH-
HOMY anIropuUTMy.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnnua 206 — KomaHabl pexkuma rnobanbHomn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3gaTb M3MepuTeNb OrpaHMYeHuUa CKOPOCTUM ANA MCXOAALLEro
TpaduKa.

YOanuTte M3mepuTesb OrpaHUYEHMs CKOPOCTU AN UCXOLALLEro
TpaduKa.

KomaHObI pexcuma KoHguaypauuu usmepumens 02paHU4eHUs CKopocmu 0718 8x00auie20 mpa-

uKa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHduUrypauuu:

console (config-meter) #

Tabnunua 207 — KomaHAabl pexruma KoHGUrypaumm

nameputena orpaHnN4YeHmMA CKOpoCTn

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHnyeHne CKOPOCTU A1 UCXoAALLero TpaduKa co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrPaHUYEHNE CKOPOCTU A/1A UCXOAALLEro TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/to4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.
NMopaepunsaetca Tonbko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2411X, MES3400-24, MES34001-24, MES3400-24F,
MES3400-48, MES3710P.
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meter-type trTCM cir YCTaHOBUTb OFpaHUYEHNE CKOPOCTU ANA Ucxoasallero Tpadumka co-
{cir_value} cbs {cbs_value} eir rnacHo anroputmy two rate — Three Color Marker (rfc2698).
{eir_value} ebs {ebs_value} Color-aware — Bk/to4yaeT aHanm3 DSCP npu aHanuse obbema Tpa-
mode {bytes | packets} [color- duKa.
aware] - Nopaepxxusaerca Tonbko Ha MIES2424, MES24248B,
V MES2424FB, MES2424P, MIES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2411X, MES3400-24, MES34001-24, MES3400-24F,
MES3400-48, MES3710P.

DOnAa KoppeKTHoii paboTbl usmeputensa ¢ anropurmamm sr-TCM u tr-TCM TpebyeTca ycraHo-
BUTb Ha UcxoaALllem uHTepdeiice KOMmaHAy os map regen-priority ipDscp enable.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabaunuya 208 — KomaHabl pexkmma EXEC

[fastethernet fa_port |
gigabitethernet gi_port | -
tengigabitethernet te_port
| port-channel group]

3HaveHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
show qos global info - OT106pa3unTb rnobanbHble HACTPOMKK gOS.
show qos def-user-priority MoKas3aTb B KaKyto oyepenb onpeaeneHbl MHTephenco.

show queue-map[fastethernet OT106pasnTb mannuHr CoS n DSCP no ymonyaHuto.
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel group]

show qos trust - MpoCcMOTp TEKYLMX HACTPOEK AOBEPUA METKaM cos 1 dscp.
show qos queue-stats OTo6pa3unTb CTaTUCTMKY QOS.

[interface gigabitethernet gi_port: (0/1..48); Noapepxusaetca TonbKo Ha MES2424, MES2424B,
gi_port | tengigabitethernet te_port: (0/1..11) V MES2424FB, MES2424P, MES2410-08DP, MES2410-

te_port] 08DU, MES2448B.

Mpvmep NpUMEHEHUA CEPBUCHOM NOIUTUKM

Ons Tpaduka, umetowtero DSCP 8, meHseTtcsa VLAN Ha 100, p-bit meHsieTcs Ha 7, dscp meHsieTcA Ha 63,

CKOPOCTb NOTOKa orpaHuMumnBaeTcs go 512 kbps.

console (config)# ip access-list extended 1008

console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-
ify-vlan 100

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/6

console (config-if)# qos trust cos

console (config-if)# switchport mode trunk

console (config-if) # ip access-group 1008 in

console (config-if)# !

console (config) # interface gigabitethernet 0/7

console (config-if) # switchport mode trunk

console (config-if) # gqos map regen-priority-type vlanPri enable

console (config-if)# !

console (config)# class-map 1008

console (config-cls-map)# match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map)# !
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console (config) # meter 10

console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter)# !

console (config) # policy-map 1008

console (config-ply-map)# set policy class 1008 default-priority-type ipDscp
63

KomaHObI pexcuma KoHguypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica 2pynnbl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnvua 209 — KomaHabl pexkuma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl nHtepdeiicos

3Ha4yeHue/3HayeHue
Mo ymon4yaHuio

KomaHoa Aelicmeue

rate-limit input rate rate: (16..4194288) YCTaHOBUTb OrpaHMYeHUEe CKOPOCTU A/1a BXxogALero Tpaduka.

kbps

no rate-limit input YCTaHOBUTb 3HAYEeHME N0 YMOAYAHMUIO.

rate-limit output rate YCTaHOBUTb OrpaHUYEHUE CKOPOCTU A8 UCXOAALLEro TpaduKa.

rate: (16..4194288)

V 3HaueHue rate 40MKHO 6bITb KpaTHO 16.
kbps

no rate-limit output YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

Mprmep HacTPOIMKM orpaHMYeHnn CKopocTu nopTtaGigabitEthernet 0/4:

console# configure terminal

console (config) # vlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if)# rate-limit input 512
console (config-if) # rate-limit output 512
Mpumep HacTpoitkm QOS:

HacTpouTb NNaHMPOBLLMK MO aNroOpUTMY WIT 411 ncxogailero nHtepdeitca fad/1. Pacnpeaennts Tpa-
¢uK cornacHo nosnto CoS B ouepegyn 1-4. HasHaunTb BEC WIT ANsi ovepeseli COracHO HOMepPY oyYepeau.
Ouepenpb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config) # queue 1 interface fastethernet 0/1 scheduler 10 weight I
console (config) # queue 2 interface fastethernet 0/1 scheduler 10 weight 2
console (config) # queue 3 interface fastethernet 0/1 scheduler 10 weight 3
console (config) # queue 4 interface fastethernet 0/1 scheduler 10 weight 4
console (config) # queue 5 interface fastethernet 0/1 scheduler 10

console (config)# queue-map regn-priority vlanPri 1 queue-id 1

console (config)# queue-map regn-priority vlanPri 2 queue-id 2

console (config)# queue-map regn-priority vlanPri 3 queue-id 3

console (config) # queue-map regn-priority vlanPri 4 queue-id 4

console (config) # queue-map regn-priority vlanPri 5 queue-id 5
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4.28 KoHdurypauma NnpoToKON0B MapLUpyTU3aLumn

' ' AnnapaTtHaA mapLlupyTU3aLmMAa NOAAEPXKUBAETCA TONbKO Ha moaenax MIES2424, MES2424B,
e MES2424FB, MES2424P, MES2410-08DP, MIES2410-08DU, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2411X, MES3400-24, MES3400-24F, MES3400-48, MES3710P.

4.28.1 KoHdpucypayus cmamuyeckoli mapwpymu3sayuu
CtaTnyeckan maplpyTmM3aums — BUA, MapLUpyTM3aLmnK, Npu KOTOPON MapLLIpyTbl YKasblBatoTcA B AB-
HOM BMAe Npu KOHPUrypaumm maplpytmsatopa. Bca mapwpyTtmsauma npu aTom npomcxoamt 6e3 yyactusa

KaKMX-TMHO NPOTOKO/I0B MapLUpyTU3aLLUN.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:
console (config) #

Tabnnua 210 — KomaHabl pexkuma KoHpurypauum untepdeiica Ethernet, rpynnsl uHTepdelicos

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmesue
o ymon4aHuio
ip route prefix {ip_mask Co34aTb CTaTUYECKOE NPABM/IO MApLIPYTU3aL UK.
| prefix_length} {gateway - prefix — ceTb Ha3HayeHuA (Hanpumep, 172.7.0.0);
- mask — macka cetu (B GopmaTe 4eCATUYHOMN CUCTEMBI CYMCe-
HUA);
- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHUs;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaértca B TOM Cnyyae, ecav CeTb HasHauyeHMA Hanps-
vlan_id: (1..4094) myto (directly) noakntoueHa K MHTepdeiicy, COOTBETCTBYHOLLEMY
vlan_id.
no ip route [all | prefix YAanuTb NpaBuao 13 Tabaunubl CTaTUYECKO MapLIpyTU3aLUK.
{io_mask |prefix_length} [gate- - all — ypanuTtb BCe Npasuaa U3 TabanLbl CTaTUYECKON MapLLpPYTU-
way]] 3aumu.
KomaHOosi pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#
Tabnunuya 211 — KomaHabl pexxkmma EXEC
3HayeHue/3HavyeHue .
KomaHda / Aeilicmeue
Mo ymoa4aHuro
show ip route [prefix [mask]| MokaszaTtb Tabanuy MapLipyTU3aumm, ya0BAETBOPAIOLWYHO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3HaYeHus;
- mask — macKa cetu (B popmaTe fECATUYHOMN CUCTEMbI cumcae-

HUA);

- connected — NOAKOYEHHbI MapLLPYT, TO €CTb MapLUPYT,B3A-

- TbllA C HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHMPYIOLLEro
MHTepodeiica;

- details — neTannsmnposaHHan nHpopmaums;

- failed — mapwpyTbl, ycTaHOBAEHHbIE C OWKBKamu;

- static — cTaTMyecKMit MapLUpyT, NPONUCaHHBbIN B Tabauue mapLu-
pyTv3auuu;

- summary — obLiee KOAMYECTBO MapLLIPYTOB.
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4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

DyHKUMA nopaep:KUBaeTca TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
’ 48P, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3710P.

MpoTtokon VRRP npepHasHauyeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
LU/1t03a MO YMOSIYAHUIO. ITO AocTUraeTca nyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTopoB
B OZMH BMPTYasibHblIA, KOTOPbIN ByAeT NCNONb30BATLCA KaK L3 MO YMOYAHWUIO AN KOMNbIOTEPOB B CETU.
Ha KaHa/nibHOM ypoBHe pe3epBupyemble MHTepdelicbl umetoT MAC-aapec 00:00:5E:00:01:XX, rae XX — Ho-
mep rpynnbl VRRP (VRID).

TONbKO OAMH M3 GU3MYECKMX MAPLUPYTU3ATOPOB MOXKET BbIMNOJHATL MApLUPYTM3aLMIo TpadmrKa Ha BUPTY-
anbHoM IP-uHTepdeice (VRRP master), ocTanbHble MapLLpyTM3aTOPbI B Fpynne npeaHa3HavyeHbl AN8 pesep-
BupoBaHus (VRRP backup). Beibop VRRP master nponcxoguT B cootBetctBumM ¢ RFC 5798. Ecnn Tekywmin
master cTaHOBUTCA HEAOCTYNHbIM — BblI6OP Master'a nosTopsaeTca. HansbiCWM NPUOPUTET UMEET MapLL-
pyTM3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnajatoLmMm ¢ BUPTYaabHbIM. B cnyyae AoCTynHOCTM OH Bcerga
ctaHosuTcA VRRP master. MakcumanoHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2a0b6ana6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 212 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa Aeiicmeue
no ymoa4YaHuro
vrrp enable Bkntountb VRRP rnobanbHo.
-/BbIKNOYEHO Dns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,
HY»XHO BKAountb VRRP rno6anbHo.
no vrrp enable YaanuTtb NpaBuo 13 Tabaunubl CTaTUYECKOM MapLUpyTU3aLNN.
vrrp version {v2 | v3} -/v2 3apatb Bepcuio VRRP.

KomaHObI pexcuma KoHguypayuu uHmepagelicos VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaummn nHtepoencos VLAN:

console (config-if) #

Tabnunua 213 — KomaHabl pexkuma KoHpurypauum nntepdelic VLAN

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
no ymMoa4YaHuro
vrrp vrid ipv4 ip_address OnpegenuTts IPv4-agpec VRRP-mapwpyTtnsaTtopa.
no vrrp vrid ipv4 [ip_address] vrid: (1..255)/- YpanuTe BUPTYasbHbIA MapLupyTM3aTop vrid Ha AaHHOM YCTPOW-
cTBe.
vrrp vrid accept-mode {enable enable — BK/lOUMTb pexkum, B KoTopom VR-agpec byaert otTeeyatb
| disable} vrid: (1..255)/ Ha ICMP-3anpocbl U NPUHUMAaTL 3anpocbl Ha MOAKAOYEHME Mo
BbIK/IIOYEHO Telnet u SSH;
disable — BbIKNOYNTL AAHHBIN PEXKUM.
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vrrp vrid preempt

BKAtOUNTL pexknm, npu KoTopom backup-mappyTtnsatop c bonee
BbICOKMM NpuoputeTom ByAeT MbiTaTbCA NepexsBaTWTb Ha cebs
po/ib master y TEKyLero master-maplupyTusaTtopa c 6onee Hus-
KMM NPUOPUTETOM.

no vrrp vrid priority

priority: (1..254)/
255 ana snagenoua IP-
aapeca, 100 gna

vrid: (1..255)/ MapuwpyTtusaTtop, Kotopblit aBnsetca Bnagenbuem IP-
BRITIO4EHO V appeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ce6a ponb master He3aBMCUMO OT HAaCTPOEK AaHHOM KO-
MaHAbI.
no vrrp vrid preempt BbIKNOUNTL peXKMM NpeemCcTBEHHOCTU.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mapwpyTusaTtopa.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

OCTa/IbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpefenvTb UHTEPBAN MEXAY aHOHCamMM master-maplupytusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
1 cek

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 214 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo AW AeTasbHylo MHGOPMaLMIO AnA BCex
VN OAHOTO HAaCTPOEHHOTO BMPTYyabHOro mappyTtusatopa VRRP.
- detail — npocmoTp aetanbHo MHbOPMaLMK;

- statistics — npocmoTp obLueit cTaTUCTUKM.

4.28.3 Hacmpoliika npomokosaa OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMYeCKO MapLIpyTU3aLMM, OCHOBAHHbIA Ha
TEXHO/IOTUUN OTC/IEXKMBAHUA COCTOAHUA KaHana (link-state technology) n ncnonb3aylowmiica oaa Haxox-
AeHWA KpaTyaiwero nyt aaroputm Leinkctpol. NMpoTtokon OSPF npeacTtasaseT coboi NPOTOKON BHYT-
peHHero wto3a (IGP). MpoTtokon OSPF pacnpocTpaHaeT MHGOPMaLMIo O AOCTYMHbIX MapLIPyTax Mexay
MapLLpyTU3aTOpPamMun OAHOM aBTOHOMHOW CUCTEMDbI.

KomaHObI pexcuma 2n06aabHoli KoHguaypayuu 019 OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnunua 215 — KomaHabl pexkmuma rnobanbHol KoHdurypaumm OSPFv2

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymoa4aHuro
router ospf -/- 3aliTn B permMm KoHdurypaumm npouecca OSPFv2.

KomaHObi pexcuma npouyecca OSPFv2

Buza 3anpoca KoMaHAHOW CTPOKM B pexnme KoHdurypaumm npouecca OSPFv2:

console (config-router) #
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Tabnuua 216 — KomaHabl pexkmma KoHpurypaumm npouecca OSPFv2

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

shutdown

no shutdown

-/BblKNOYEH

Bbikntounte OSPF-npouecc.

V Mo ymonuaHuto OSPF-npouecc BbIK/AOYEH.

Bkatountb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb aA4MUHUCTPATUBHYIO AncTaHumio ana OSPF.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

Bkatountb dHOHCMpPOBaHMe WIK3a N0 YMONY4aHUIO, BHe
3aBUCUMOCTU OT TOro 3a[aH /I OH CTaTUYECKUM MapLlpy-
TOM WU He 3aaH.

YCTaHOBWUTb 3HAYEHME NO YMOTYAHMIO.
B cnyyae ykasaHusa napameTpa BEpPHYTb ero 3HauyeHue no
YMOIYaHMUIO.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IIOYEHO

BKAOYNTL MAKN BBIKAOYMTb TPAHCAALMIO MaplipyTa no
yMon4yaHuto (yctaHoBUTbL P-6uT) B NSSA Ha ASBR, KoTO-
pbiii He ABnseTcs ABR.
[onHo 6biTb BK/AOYEHO aHOHCUPOBaHMWeE
V mapupyTa no ymonvaHuio (default-information
originate always).

redistribute connected
[metric metric] [metric-
type {1 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

PaspelwnTtb aHOHCMpPOBaHMe connected-mapLpyTos:

- metric-type 1 —ycTaHOBMTb TUM UMNOPTUPYEMbIX MApLU-
pyToB Kak external-1;

- metric-type 2 —ycTaHOBWUTbL TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3HayeHWe METPUKU ANA MMNOPTUPYEMbIX
MapLIpPyTOB.

3anpetTuTb aHOHCMpoBaHWe connected-mapwpyToB. B
C/lyyae yKasaHus napameTtpa BepHYTb ero 3HayeHue no
YMONYAHUIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

PaspelwmnTb aHOHCMPOBaHWE CTaTUHECKUX MapLLPYTOB:

- metric-type 1 —ycTaHOBWUTbL TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — ycTaHOBWUTbL TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3HaYeHe METPUKMN A1 UMMNOPTUPYEMBIX
MapLLPYTOB.

3anpeTuTb aHOHCUPOBaHWE CTAaTMYECKMX MaplupyTos. B
C/lyyae yKasaHMA mapameTpa BepHyTb ero 3HayeHue no
YMONYAHMIO.

redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

PaspelwmnTb aHOHCMPOBaHKE MapLLPYTOB, NOJYYEHHbIX NO
npotokony RIP:

- metric-type 1 —ycTaHOBUTbL TUN MMNOPTUPYEMbIX MapLU-
pyToB Kak external-1;

- metric-type 2 — ycTaHOBUTbL TMM MMNOPTUPYEMbIX MapLU-
pyToB Kak external-2;

- metric — 3HaYeHMe METPUKM AN UMMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTuTb aHOHCUMPOBAHME MapLLPYTOB, NMOAYYEHHbIX NO
npotokony RIP. B cnyyae yKasaHuA napameTpa BepHyTb
€ro 3HayeHue No YMOYaHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

metric: (1..16777214)/20

PaspewunTb aHOHCMPOBaHME MapLLIPYTOB, MOJYYEHHbIX NO
npoTtokony BGP:

- metric-type 1 —ycTaHOBUTbL TN UMNOPTUPYEMbIX MaPLL-
pyToB Kak external-1;

- metric-type 2 — ycTaHOBWUTbL TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-2;

- metric — 3HaYeHe MEeTPUKKN AR UMMNOPTUPYEMBIX
MapLIPYyTOB.
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no redistribute bgp
[metric]

3anpeTnTb aHOHCMPOBAHWE MAPLLPYTOB, NOJYYEHHbIX NO
npoTokony BGP. B cnyyae ykasaHuA napameTpa BepHYTb
€ro 3HayeHune No YMONYaHMIO.

redistribute all
[metric metric] [metric-
type {1 ] 2}]

no redistribute all [metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMPOBaHME MapPLIPYTOB, NOJYYEHHbIX NO
BCEM nogAepXMBaembiM NPOTOKO/IAM MapLLPYTU3aLUK:
- metric-type 1 —ycTaHOBUTL TN UMNOPTUPYEMbIX MapLL-
pyTOB Kak external-1;

- metric-type 2 — yCTaHOBUTb TUN MMMOPTUPYEMBbIX
MapLUpyTOB Kak external-2;

- metric — 3HaYeHne MeTPUKM ANA UMNOPTUPYEMBbIX
MapLUPYTOB.

3anpeTuTb aHOHCUPOBAHWE MAPLIPYTOB, MOJYYEHHbIX MO
BCEM MOAAEPHKMBAEMbIM NMPOTOKONAM MapLLIPYTU3aLMMU.
B cniyuae yKasaHuA NapameTpa BepHYTb ero 3HayeHue no
YMONHaHMIO.

compatible rfc1583

no compatible rfc1583

-/BKNIOYEHO

BkntounTtb coBmectumocTb ¢ RFC 1583.

BbIkntounTb coBmecTumocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: naeHtndukatop
MapLupyT1saTopa B pop-
mare IPv4-agpeca

YcTaHOBUTbL NAEHTUDMKATOP MapLIPYTU3aTOPa, KOTOPbIN
YHUKaNbHO MAEHTUGUUMPYET MapLIpyTM3aTop B npeae-
Nlax 04HOW aBTOHOMHOM CUCTEMBbI.

YCTaHOBUTb 3HAYEHUeE Mo YMO/T4aHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtnduratop
30HbI B popmarTe IPv4-ag-
peca

Bkntounte OSPF Ha IP-uHTepdeiice.

Ypanutb IP-agpec uHTepodeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtnduratop
30HbI B popmarTe IPv4-ag-
peca

YCTaHOBWTb ANA YKa3aHHOM 30HbI TMN stub. 30Ha — coBo-
KYMHOCTb CETEM Y MapLLPyTU3aTOPOB, MMEILLMX OANH U
TOT e naeHTudukaTop.

- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMMU-
POBaHHbIX BHELUHUX MApPLLPYTaXx.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: npeHtudmkatop
30HbI B popmarTe IPv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBUTb A/15 YKa3aHHOM 30HbI TUN NSSA.

- no-summary — He oTNPasAATb MHGOPMALMIO O CYMMMU-
POBaHHbIX BHEWHUX MapLupyTax BHYTPb NSSA-30HbI;

- default-information-originate — Bk1t04MTb aHOHCKpO-
BaHMe LWK03a N0 YMONYAHUIO, BHE 3aBUCMMOCTU OT TOFO
3aZlaH /11 OH CTAaTUYECKMM MApPLUPYTOM WU He 3aJaH;

- metric-type 1 — ycTaHOBWTb TUN MapLUpyTa NO yMoONYa-
HUIO KaK external-1;

- metric-type 2 — yCTaHOBUTb TUM MapLIpyTa MO yMmo/4a-
HUIO Kak external-2;

- metric — 3Ha4YeHWe MeTPUKM ANA AHOHCUPYEMOTO
MapLipyTa.

YCTaHOBUTbL 3HaYeHMe Mo YMOYaHMI0. B cnyyae ykasaHua
napameTpa BEPHYTb ero 3Ha4yeHne No yMmon4aHuio.

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: ngeHtnduratop
30HbI B popmarte IPv4-ag-
peca;
metric: (1..16777215)/20

YCTaHOBUTb METPUKY A41A Wt03a N0 YMOAYAHMUIO B aHOH-
cax Ana 30H stub n NSSA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: npeHtnduratop
30HbI B popmarte IPv4-ag-
peca;

BbINONHWUTL CYMMMPOBAHME MapLIPYTOB, NONAAAOLLMX
nog, yKasaHHbIM AManasoH.

- summary — 414 MeX30HaNbHbIX MapwpyTos (LSA Tun-
3);

- Type7 — ona BHewHUX mapwpyTtos u3 NSSA B maru-
CTPanbHYIO 30HY;

- advertise — 06bABWTb YKa3aHHbI MapLIPYT;

- not-advertise — He 06bABNATb YKa3aHHbIN MapLIPYT.

YaanuTb cyMmuMpoBaHUE MapLipyToB ans aaHHol OSPF-
30HbI.

area A.B.C.D translation-
role {always | candidate}

YcTaHOBUTb ponb TpaHcnaTopa B NSSA-30He.
- always — TpaHcampoBaTh Bcerga LSA Tmn-7 B LSA TMn-5;
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no area A.B.C.D transla-
tion-role

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ap-
peca

- candidate — yyacTBoBaTb B npoLecce Bbibopa TpaHCNsA-
Topa.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KyHA,

Mepuog ctabunusaumm B cekyHaax, ANs TPAHCAATOPaA B
NSSA.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHTndukatop
30HbI B popmarte IPv4-ap-
peca;

E.F.G.H: ugeHtnoumkatop
MapLUpyTU3aTOpa HasHave-
HUA B popmare IPv4-aa-
peca;
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHz,
ret: (1..3600)/5 cekyHA,

Co3zaTb BMPTya/nbHOE COeAMHEHME MEXAY MarucTpab-
HOM M HEMarncTpaabHOM 30HAMU, MeXAY KOTOPbIMU NpK-
CyTCTBYET ApYyraa HeMarmcTpanbHaa 30Ha.

- dead-interval — yka3satb dead-uHTepBan;

- hello-interval — ykasaTb hello-nHTepsan;

- retransmit-interval — ykasatb uHTEepBan meay nosTop-
HbIMM NepeavYamm.

Y4anuTb BUPTyasbHOE COeaUHEHME.

passive-interface {default |
loopback loopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpetutb |IP-uHTEepdeiicy obmeHMBATLCA MPOTOKO/Ib-
HbIMW COOBLLLEHNAMM C cOCeAAMM Yepes YKasaHHble UH-
Tepdelicol.

- default — 3anpeTnTb AnA Bcex MHTepdencos.

PaspewunTtb IP-uHTEpdeiicy obmeHMBaTbCA MPOTOKOJIb-
HbIMM COOBLEHNAMM C COCEAAMM Yepes YKasaHHble UH-
Tepdelicol.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3apaTb Bpy4Hyto OSPF-coceaa.

Ypanute OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTL NapamMeTpbl peaucTpubyuum ana BHEWHUX
MapLIpyTOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka cetu;

- metric-type asExttypel — ycTaHOBWTb TUN MapLIPyTa ex-
ternal-1;

- metric-type asExttype2 — ycTaHOBMTb TN MapLUpyTa ex-
ternal-2;

- metric-value — yCTaHOBWTb 3HAaYEHUE METPUKMU.

YpanuTb yCTaHOB/EHHble MNapameTpbl peaucTpubyumm
[NA 334@aHHOTO MapLupyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

no summary-external
ip_addr prefix_length

-/OTKNIOYEHO

BbINONHUTL CYMMMPOBaHWE BHELLIHUX MapLUPYTOB.

- ip_addr — 1P-appec ceTy;

- prefix_length — IP-macka cetu;

- advertise — cymmMunpoBaHHbIM MapLLpyT obbABAAeTCA B
LSA tmn-5; ecnn TmMn 30Hbl NSSA, TO MapwpyT He 06bAB-
naetcs;

- allowAll — cymmunpoBaHHbIi mapwpyT obbasaserca B
LSA T1n-5; ecam tin 30Hbl NSSA, TO MapwpyT 06bsaBas-
etca B LSA tun-7;

- denyAll — cymMMpOBaHHbIN MapLIPyT He 0bbABAsETCS;
- not-advertise — cymMMpoOBaHHbIM MapLpyT He 06bABAA-
etca B LSA TMn-5; ecnn Tun 30Hbl NSSA, TO MapwpyT 06b-
asnsetca B LSA tun-7;

- translation disabled — He ycTaHaBAuBaTb P-6UT B reHe-
pupyembix LSA Tmn-7;

- translation enabled — yctaHoBUTL P-6UT B reHepupye-
Mbix LSA Tmn-7.

BbIK/IIOYMTL CYMMUPOBAHME BHELLHWX MapLLPYTOB.

capability opaque

no capability opaque

-/OTKAOYEHO

BkAounTb noaaeprkky opaque LSA.

BbikntounTb nogaeprKKy opaque LSA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

193



HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN 0aa OSPFv2

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 217 — KomaHabl pexkmma KoHpurypauum nntepoerica VLAN ana OSPFv2

no ip ospf network

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMon4aHuro
ip ospf network BbibpaTtb TMN ceTun:
{broadcast | non- - broadcast — wupoKoBeLwaTenbHasa ceTb C MHOXECTBEH-
broadcast | point-to- HbIM LOCTYMOM;
multipoint | point-to- - non-broadcast — HeluMpoKoBeLLaTeNbHan ceTb, B AaH-
point} -/broadcast HOM C/ly4Yae agpeca CoCeaHMNX MapLLIPyTU3aToOpPoB

HacTpauBatoTCA BPYYHYHO;
- point-to-multipoint — mHoroToueuHas ceTb;
- point-to-point — ceTb «TOUYKa-TOYKa».

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOAHWA KaHana, KoTopas ABAA-
eTCcA YC/I0BHbIM NOKa3aTtenem "cToMMocTn" nepecbinku
[OAHHbIX NO KaHany.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHz,

YCTaHOBUTb MHTEPBan BPeMEeHW B CEKYHAAX, MO ucteye-
HUK KOTOporo cocen, OyAeT cUMTaTbCA HEAKTUBHbIM. ITOT
MHTEpPBaN [O0/KeH 6biTb KpaTHbIM 3HadeHuwo hello-
interval. Kak npasuno, dead-interval paseH 4 uHTepBa-
nam otnpasku hello-nakeTtos.

YCTaHOBWTb 3HAYeHME N0 YMOAYAHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHa,

YCTaHOBWTb MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTeYe-
HWMM KOTOPOTO MapLUPYTM3aTOp OTNPaBAAET CNeayoLmii
hello-naket c nHTepdelica.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIK/IIOYEHO

OTKAtouMTL NpoBepky MTU npu ycTaHOBAEHUM cocen-
CTBa.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBUTb NPUOPUTET MapPLLPYTM3aTOpPa, KOTOPLIN UC-
nonb3yetcsa gna sblbopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHZA,

YcTaHOBUTb Nepuog, mexay nocbiikoi hello-naketos
ONA HEeAaKTMBHOro non-broadcast cocepa.

YCTaHOBWTb 3Ha4YeHMEe N0 YMOYAHMIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHA,

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTeve-
HUW KOTOPOTrO MApPLLPYTM3aTOP NOBTOPHO OTNPABUT Na-
KET, Ha KOTOPbI He NONYYUA NOATBEPKAEHUA O Nosyye-
Huu (Hanpumep, DatabaseDescription- unu
LinkStateRequest-nakeTbl).

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cerkyHa,

YcTaHOBUTb npumepHoe Bpema B CeKyHAAX, H906X0,CI,M-
Moe gna nepenadun naketa CoOCToAHMA KaHana.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIKNIOYEHO

BkntounTb nopasneHue otnpasku hello-coobwennit (gna
nHTepdericos TMNa point-to-point u point-to-multipoint
N Nepuoamyeckux obHosaeHuni LSA).

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

-/BbIKNIOYEHO

BKkntounTtb OSPF-ayTeHTUPUKAUMIO M 3a4aTb €€ TUn.

- message-digest — ncnonbsosatb WupposaHne MDS5;
- null — He ncnoNb30BaTb ayTEHTUDMKALMIO;

- sha-1 - ncnonb3osatb WnppoBaHue SHA-1;

- sha-224 — ucnonb3oBaTb wWndpposaHme SHA-1;
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no ip ospf
authentication

- sha-256 — ucnosb3oBaTb WKdppoBaHme SHA-256;

- sha-384 — ucnosb3oBaTb wWndpposaHme SHA-384;

- sha-512 — ncnonb3osatb wnpposaHme SHA-512;

- simple — He ucnosnb30BaTh WKbpPoBaHUE (Naposb nepe-
[aeTcs B OTKPLITOM BUAeE).

BbikntounTb OSPF-ayTeHTUOMKauuio.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBUTb Mapo/ib, KOTOPbIN NpeaHasHayYeH 4aa npo-
CTOro TMna ayTeHTUdMKauun (nepegada napons B oT-
KpbITOM BUAE).

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

- " BOJIOB
no ip ospf authentica- Yaanutb naponb.
tion-key
ip ospf message-di- [06aBunTb KNtoY ayTEHTUDMKALMM.
gest-key key_id {md5 | - key_id — npeHTMdukaTop KNtOYa;
sha-1 | sha-224 | sha- - md>5 — wudpoBaTb KAy anroputmom MD5;
256 | sha-384 | sha- - sha-1 — wndposatb KN4 anroputmom SHA-1;
512} string . - sha-224 — wudposatb Kntoy anroputmom SHA-224;
key_id (0..255) .
string (1..64) - sha-256 — wuposaTtb Koy anroputmom SHA-256;
- sha-384 — wudposaTthb Kntoy anroputmom SHA-384;
- sha-512 — wudposaTtb Kntoy anroputmom SHA-512;
- string — naponb.
no ip ospf message-di- YaanuTb Koy ayTeHTUOMKauuK.
gest-key key _id
ip ospf key YCTaHOBWTbL NapamMeTpbl A/1a KAtoYa ayTeHTUPUKALUH.
key_id {start-accept | - start-accept — 3a4aTb Bpems, Ha4uMHas C KOTOPOro Aen-
start-generate | stop- CTBYET K/ItOY Ha NPUEM;
accept | stop-gener- - start-generate — 3agaTb Bpems, HayMHaA C KOTOPOro
ate} dd-mon- key_id (0..255); OENCTBYET KNtoY Ha nepegady;
year,hh:mm dd (01..31); - stop-accept — 3a4aTb Bpems, [0 KOTOPOro AencrayeT

K04 Ha NPUEM;
- stop-generate — 3a4aTb Bpems, 0 KOTOPOro AencTeyeT
K04 Ha nepegauyy.

CbpocuTb NapameTpbl 4N KAtoYa ayTeHTUdUKaLMK.

KomaHOwb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 218 — KomaHgb! pexkuma privileged EXEC ana OSPFv2

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip ospf

OTo6pa3sunTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OT106pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ip ospf route

OT06pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoOHPUrypaumto OSPF-uHTepdericos.
- vlan — ans KoHKpeTHoro uHTepderica VLAN.

show ip ospf virtual-links

OT06pa3unTb NapaMeTpbl U TeKyLLLEe COCTOSHUE BUPTY-
ANbHbIX IMHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3mnTb cocTosiHMe 6a3bl faHHbIX NpoToKosa OSPF.
- adv-router — 419 KOHKPETHOTO MapLIPYTM3aTOPa;
- self-originate — ans nokanbHOro MapLpyTM3aTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |

A.B.C.D: IP-agpec

OT06pasmnTb cocTosiHMe H6asbl AaHHbIX NpoTokona OSPF,
TO/IbKO, ANA onpefenéHHbix Tunos LSA:

- asbr-summary — gna LSA tTun-4;

- external — gns LSA tun-5 n tun-7;

- network — gna LSA tun-2;
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router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

- nssa-external — ans LSA tun-7;
- summary — gna LSA tun-3;

- opaque-area — gna LSA tmn-10;
- opaque-as — gna LSA tun-11;

- opaque-link — gns LSA Tun-9;

- router — ana LSA tun-1.

show ip ospf database
database-summary

OT06pasmnTb 06LLYI0 CTAaTUCTUKY 1A 6a3bl AaHHbIX
OSPF.

show ip ospf area_id data- area_id: naeHTndukatop

OT06pa3mnTb cocTossHMe 6a3bl gaHHbIX NpoToKosia OSPF

base 30Hbl AN onpefenéHHOMN 30HbI.
show ip ospf border-rout- OTO6pPasnTb CNNCOK NOrPaHUYHbIX MapLLPYTU3aTOPOB.
ers

show ip ospf {summary-ad-
dress | area-range} -

OT106pasnTb CyMMUPOBAHHbIE MapLIPYTbI:
- summary-address — gns LSA Tun-5 n Tun-7;
- area-range — gna LSA tun-3.

4.28.4 Hacmpoiika npomokosaa OSPFv3

KomaHObI pexcuma 2a0b6aabHol KoHu2ypayuu 018 OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 219 — KomaHabl pexkmma rnobanbHol KoHdurypaumm OSPFv3

3HayeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymona4yaHuro
ipv6 router ospf -/- 3aitTn B pexxum KoHdurypaummn npouecca OSPFv3.

KomaHObI pexcuma ripoyecca OSPFv3

Buz 3anpoca KOMaHAHOW CTPOKM B peXxmnme KoHdUrypaumm npouecca OSPFv3:

console (config-router) #

Tabnvua 220 — KomaHapl pexkmma KoHourypaumm npouecca OSPFv3

no shutdown

KomaHoa 3HauyeHue/3HaveHue no Aelicmeue
YMOAYAHUIO
shutdown Bbikntountb OSPF-npouecc.
-/BbiKNIOYeH V Mo ymonyaHuto OSPF-npouecc BbIK/AOYEH.

BknatounTtb OSPF-npouecc.

nssa asbr default-route-
translator
-/BbIK/IIOYEHO

no nssa asbr default-route-
translator

BK/IIOUMTL TPAHCAALMIO MapLUpyTa MO YMONYaHUIO (ycTa-
HoBUTb P-6uT) B NSSA Ha ASBR, KOTOpbI He saBnseTca
ABR.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

redistribute connected
no redistribute connected

-/BbIKAOYEHO

Pa3pelunTb aHOHCMpOBaHME connected-mapLipyTos.

3anpeTuTb aHOHCMpPOBaHMe connected-MapLIPyTOB.

redistribute static
no redistribute static

-/BbIK/IIOYEHO

Pa3pelwnTb aHOHCMPOBAHNE CTaTUYECKMX MApPLUPYTOB.

3aI'IpeTMTb dHOHCUpPOBaHME CTaTUYECKNUX MaPLLPYTOB.

redistribute bgp

-/BbIKNOYEHO
no redistribute bgp /

PaspelwwnTb aHOHCMpPOBaHWE MApPLLPYTOB, MOAYYEHHbIX
no npotokoay BGP.

3anpeTnTb aHOHCMPOBAHWE MAPLLPYTOB, MOYYEHHbIX NO
npoTokony BGP.

router-id {A.B.C.D | auto} A.B.C.D: MaeHTUdMKaTOp

MapLipyTusaTopa B pop-
mare IPv4-agpeca/auto

YCTaHOBUTb MAEHTUDUKATOP MapLIpyTU3aTOpa, KOTOPbIN
YHWUKANbHO MAEHTUOULMPYET MapLUpyTU3aTop B npese-
Nlax 04HOM aBTOHOMHOM CUCTEMBbI:

- A.B.C.D —3apaTb MaeHTUPUKATOP BPYYHYIO;
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- auto — B KayecTBe router-id 6yayT CNONb30BaHbI MO-
cneaHue yetbipe 6aiiTa 6asosoro MAC-agpeca KommyTa-
Topa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb A1 YKa3aHHOM 30HbI TUN stub. 3o0Ha — coBo-
KYMHOCTb CeTeil U MapLIPyTU3aTOPOB, UMEIOLLMX OMH U
TOT e naeHTUduKaTop.

- no-summary — He oTNPaBAATb UHPOPMALUIO O CYMMMU-
POBaHHbIX BHELLIHUX MapLUpyTax.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb 15 YKa3aHHOW 30HbI TUM NSSA.
- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMMU-
POBAHHbIX BHELIHUX MapLIpyTax.

YCTaHOBUTb 3Ha4YeHMe NO YyMONYaHMIO. B cnyyae ykasaHua
napameTpa BEpPHYTb €ro 3Ha4eHune N0 YMOIYAHUIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: naeHtndukatop
30HbI B popmare |Pv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LEHY A4/ W33 MO YMOIYAHWUIO B aHOHCaX
onsa 30H stub 1 NSSA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: uaeHtndukatop
30HbI B popmarte |Pv4-ag-
peca

YCTaHOBUTb TN AN1A MaplipyTa no ymonyaHuio B NSSA:
- type 1 —T1un external-1;
- type 2 — Tun external-2.

YCTaHOBUTL TUN AN MaplpyTa Mo YMOAYaHUIO Kak
external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ap-

BbINONHUTE CyMMMPOBaAHME MapPLLPYTOB, NONAAAMOLLNX
noJ, yKa3aHHbIM AManasoH.

- summary — g8 MeX30HabHbIX MapwpyTos (LSA Tmn-
3);

- Type7 — ana sBHewHUX mapupyTos 13 NSSA B maru-
CTPasibHYIO 30HY;

peca - advertise — 06ABUTb YKa3aHHbIN MapLLPYT;

- not-advertise — He 06BABNATL YKa3aHHbIN MapLIpyT.
no area A.B.C.D range YAanuTb CyMMUPOBaHWE MapLUpyToB A8 faHHON OSPF-
ip_addr prefix_length {sum- 30Hbl.
mary | Type7}
area A.B.C.D summary-pre- BbINONIHUTL CYMMMPOBaHWE BHELLUHUX MapLUPYTOB.
fix ip_addr pre- - ip_addr — 1P-appec ceTy;
fix_length [advertise | al- - prefix_length — IP-macka cetu;
lowAll | denyAll | not-ad- - advertise — cymMmnpoBaHHbIN MapwpyT 06bABAseTCS B
vertise] LSA tun-7 gns NSSA; He 06bABNSAETCA eCNM TPAHCAALMA
[translation {disabled | NPOUCXOANT U3 MArncTPanbHoOM 30HbI B NSSA;
enabled}] - allowAll — npaBMa0 NpMMmeHseTcs, TONbKO, CO CTOPOHbI

MarvMcTpasbHOM 30Hbl; CYMMMUPOBAHHbLIM MapLUpyT 06b-

Asnaetca B LSA Tun-7, ecam TpaHcnAaumMa npoucxoamT us

MaruMcTpasbHoM 30Hbl B NSSA;

- denyAll — npaBMa0O NPUMEHAETCA TONbKO CO CTOPOHbI

-/OTKNOYEHO

no area A.B.C.D summary-
prefix ip_addr prefix_length

MarmcTpasbHOM 30HbI; CYMMUPOBAHHbIN MapLIpyT He
obbaBnseTca;

- not-advertise — cyMmMNpPOBaHHbIA MapLIPYT He 06bsAB-
naetca B NSSA; obbasnaetca B LSA TMn-7 ecnv TpaHcna-
LA NPOMCXOAMT U3 MarncTpanbHom 30HbI B NSSA;

- translation disabled — He ycTaHaBivBaTb P-6UT B reHe-
pupyembix LSA Tnn-7;

- translation enabled — ycTaHoBUTb P-6UT B reHepupye-
MbIX LSA Tun-7.

BbikntounTb CYMMUMNpOBaHNE BHELWWHNUX MapLLYyTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-aa-
pec

YcTaHOBUTbL poJib TpaHcnATopa B NSSA 30He.

- always — TpaHcimMpoBaTb Bcerga LSA tun-7 B LSA Tmn-5;
- candidate — y4acTBOBaTL B Npouecce Bbibopa TpaHcA-
Topa.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

area A.B.C.D stability-inter-
val sec

sec: (1..65535)/40 cekyHAa,

Mepuog, cTabunmsaumm B CeKyHAAX, ANA TPaHCAATOpa B
NSSA.
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no area A.B.C.D stability-in-
terval

YCTaHOBUTb 3HAYeHUe no YMO4aHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHtndukatop
30HbI B popmarTe IPv4-ag-
peca;

E.F.G.H: nugeHtudumkatop
MapLUpyTU3aTopa Ha3Have-
HuA B popmare IPv4-ag-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHa,
ret: (1..1800)/5 cekyHa;
delay: (1..1800)/1 cekyHaa

Co3paTb BUPTYyaNbHOE COeANHEHNE MeXAY MarucTpab-
HOM 1 HeMarncTpaabHOM 30HAMM, MeXK Y KOTOPbIMM
NPUCYTCTBYET ApYyrasd HEMarucTpasabHas 30Ha.

- index — yKa3aTb MHAEKC, KOTOPbIM ByaeT naeHTUdULM-
poBaTb AAHHbIM BUPTYasibHbIV KaHan;

- dead-interval — ykasaTtb dead-uHTepBan;

- hello-interval — ykasatb hello-uHTepsan;

- retransmit-interval — ykasaTtb nHTEpBan mexay no-
BTOPHbIMW Nepegayamu;

- transmit-delay — ykasaTb npumepHoe Bpema nepegaun
nakeTa B CeTu.

Y[anuTb BUPTyasibHOE CoeguHeHune.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpeTtutb gns Bcex IP-uHTepdencos, co3gaHHbIX nocie
BBOAA AAHHOW KOMaHAbl, 06MeHMBaTbCA MPOTOKO/Ib-
HbIMM COOBLLEHUAMM C COCEAAMM.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTbL NapamMeTpbl PeamucTpnbyummn o BHEWHNX
MapLUpPYyTOB.

- ip_addr — IP-agpec ceTn Ha3HayeHus;

- prefix_length — IP-macka ceTy;

- metric-value — ycTaHOBWUTb 3HAYEHNE METPUKMU;

- metric-type asExttypel — ycTaHOBWTbL TN MapLupyTa
external-1;

- metric-type asExttype2 — ycTaHOBWTb TN MapLUpyTa
external-2.

Y0anuTb yCTaHOBNEHHblE MapameTpbl peaucTpubyunm
AN 334aHHOTO MapLupyTa.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN 0aa OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 221 — KomaHabl pexkmma KoHpurypauum nHtepdeiica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no

YyMOMYaHUO

Aeiicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: uaeHTUPUKATOpP 30HbI B

¢dopmarte IPv4-agpeca

Bkntountb OSPFv3 Ha nHTepdeiice.

Bbikntountb OSPFV3 Ha nHTepdeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

Bbi6path TMN ceTu:

- broadcast — WwWrpoKoBeLaTeIbHan CeTb C MHOXECTBEH-
HbIM AOCTYNOM;

- non-broadcast — HelwpoKoBeLlaTenbHan ceTb, B AaH-

no ipv6 ospf neighbor
link_local_addr

point} -/broadcast HOM C/lyyae agpeca CoCegHNX MapLLIPyTU3aTOPOB HacTpa-
MBAIOTCA BPYYHYHO;
- point-to-multipoint — MHorotoyeyHas cetb;
- point-to-point — ceTb «TOYKa-TOYKa».

no ipv6 ospf network YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.

ipv6 ospf neighbor [o6aBunTb cTaTUYeCKoro cocesa:

link_local_addr Jne 3apan - link_local_addr — yka3atb IPv6 link-local agpec cocega.

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOAHMA KaHania, KoTopas ABAA-
eTCA YC/I0BHbIM NOKasaTtenem "cToMMocTn'" nepecbinku
[aHHbIX N0 KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYAHUIO.

ipv6 ospf dead-interval
sec

sec: (1..65535)/40 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KoToporo cocef, byaeT cUMTaTbCA HEAKTUBHbIM. ITOT WH-
TepBan A0/KeH bbiTb KpaTHbIM 3HavyeHuto hello-interval.
Kak npasuno, dead-interval paBeH 4 uHTepBanam oOT-
npasku hello-nakeTos.
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no ipv6 ospf dead-in-

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

sec: (1..65535)/10 cekyHa,

no ipvé6 ospf hello-in-
terval

terval
ipv6 ospf hello-interval YCTaHOBUTb NHTEPBAN BPEMEHW B CEKYHAAX, MO UCTeYe-
sec HWW KOTOPOro MapLUPYTU3aTOP OTMPaBAAET CeAytoLLmiA

hello-naket c nHTepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ipv6 ospf mtu-ignore
no ipv6 ospf mtu-ig-

-/BbIK/IIOYEHO

OTKAtouMTL NpoBepky MTU npu ycTaHOBAEHUM cOceacTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

-/BbIK/IIOYEHO

no ipv6 ospf passive-
interface

nore
ipv6 ospf passive- 3anpeTtutb IP-uHTEpPdEicy 0bMeHMBaATLCA NPOTOKO/b-
interface HbIMU COOBLLEHUAMM C COCEAAMM Yepes AaHHbIN UHTep-

deiic.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

ipv6 ospf priority prior
prior: (1..255)/1

no ipvé6 ospf priority

YCTaHOBWTb NPUOPUTET MApPLLPYTM3aTOpPa, KOTOPLIN UC-
nonb3yetca Ana sbibopa DR 1 BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHMIO.

ipv6 ospf poll-interval

YcTaHOBUTL Nepuog mexay nocblikon hello-naketos gns

sec: (1..1800)/5 cekyHa,

no ipv6 ospf retrans-

sec' : sec: (1..65535)/120 cexyHa HeaKTMBHOro non-broadcast coceaa.

no ipv6 ospf poll-inter- YCTaHOBUTb 3HAYE€HME MO YMONYAHWIO.

val

ipv6 ospf retransmit- YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTeve-
interval sec HUWM KOTOPOTrO MApPLLPYTM3aTOP NOBTOPHO OTNPABUT NAKET,

Ha KOTOpr[/'I He NoNy4Ynn noaTeepxaAeHnAa o NoNy4YeHUu.

YCTaHOBUTb 3HAYEHUe Mo YMOI4aHUIO.

-/BbIK/IIOYEHO

no ipv6 ospf demand-
circuit

mit-interval

ipv6 ospf transmit-de- YCTaHOBUTb NPUMEPHOE BPEMA B CEKYHAAX, Heobxognumoe
Iay'sec : sec: (1..1800)/1 cekyHa ANA nepefayn naketa COCTOAHUA KaHana.

no ipv6 ospf transmit- YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

delay

ipv6 ospf demand- BkAtounTb nogasneHue otnpasku hello-coobuwenuit (gna
circuit nHTepdericos TMNa point-to-point 1 point-to-multipoint) n

nepuoamnyeckmx obHosneHui LSA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexxume privileged EXEC:

console#
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Tabnunua 222 — KomaHabl pexumma privileged EXEC gnst OSPFv3

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ipv6 ospf

OT06pasunTb KoHdUrypauuio OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ag-
peca

OT06pa3unTb cocTossHMe 6a3bl aHHbIX KOHKPETHOM
30HbI.

show ipv6 ospf border-
routers

OTO6pPa3nTb CNNCOK NOrPaHUYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OTob6pa3unTb cocTosiHMe 6a3bl gaHHbIX NpoToKoia OSPF:
- as-external — gns LSA tMn-5 u Tun-7;

- inter-prefix — gna LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tun-9;

- link — gna LSA tTmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — ana LSA tun-1;

- HEX — oTo6pa3utb nHdopmaumio B 16-om BuaE;

- detail — oTo6pasunTb getanbHyo MHGOPMaLMO 06
LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OTo6pa3unTb KoHdUrypauuto OSPF-uHtepdelicos.
- vlan — ana KoHkpeTHoro nHtepdeiica VLAN.

show ipv6 ospf neighbor

OT06pa3unTb nHPopmaumio 06 OSPF-cocegsax.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OT06pa3MTb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pa3nTb KOHUrypauuto peamcTpmbyumnn.

show ipv6 ospf route

OTo6pa3unTb Tabanuy mapwpyTtusaumm OSPF.

show ipv6 ospf virtual-links

OTO6pa3snTb NapaMeTpbl U TEKYLLLEe COCTOAHUE BUPTY-
aNbHbIX IMHKOB.

4.28.5 Hacmpolika npomokKona RIP

RIP — (Routing Information Protocol) npoTtokon mappyTHol MHPOPMaLMK, OTHOCALLMIACA K BHYT-

PEHHUM NPOTOKOJ1IaM MapLWpPyTU3aLnn AUMCTaHULMOHHO-BEKTOPHOIO Thna.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoHPUrypaumu:

console (confiqg) #

Tabnnua 223 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymoa4aHuro
router rip -/- 3aiiTv B pexxum KoHburypaumm npouiecca RIP.

KomaHOsl pexcuma npouecca RIP

Buza 3anpoca KoMaHAHOW CTPOKM B pexnme KoHdUrypaumm npouecca RIP:

console (config-router) #

Tabnnua 224 — KomaHabl pexXmma KoHourypauum npouecca RIP

KomaHda

YMOAYaHUO

3HayeHue/3HayeHue no

Aelicmeue

auto-summary {disable | enable}

-/BbIKNOYEHO

YCTaHOBWUTb aBTOMaTUYECKOE CYMMMUPOBAHME Mo
Knaccy cetu:
- enable — BKAOUUTD;
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- disable — BbIKAOYNTL.

default-metric
metric: (1..16)/3

no default-metric

YCTaHOBWUTb 3HAYEHWE METPUKM MO YMOHAHUIO ANA
MapLLPYTOB, MO/lYYEHHbIX U3 APYr1UX NPOTOKO/OB.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

distance distance
distance: (1..255)/121

YCTaHOBUTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

ip_addr:A.B.C.D
vlan_id: (1..4094)

no network ip_addr [unnum vilan
vlan_id]

no distance YCTaHOBWUTL 3HAYEHME MO YMOYAHMIO.
network ip_addr [unnum vilan Bkntoumtb RIP Ha IP-uHTepdelice.
vlan_id] - unnum — RIP 6yzeT BKAlOUYEH Ha MHTepdeiice, Ha Ko-

Topom He 3agaH IP-agpec, u RIP-coobuieHuna byayT oT-
NpaBAATbCA OT agpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.

output-delay

-/BbIK/IOYEHO
no output-delay

BKOUYNTL 3aZePKKY Mexay nakeTamu RIP-coobuye-
HUIA.

BbIKNOUNTb 3aePKKY Mmexay naketamu RIP-coobuye-
HUIA.

passive-interface {Gigabitether-
net gi_port | Tengigabitethernet

te_port | vlan vian_id} gi_port: (0/1..48);

no passive-interface {Giga- te_port: (0/1..11);
bitethernet gi_port | Tengiga- vlan_id: (1..4094)/disabled
bitethernet te_port | vlan

vlan_id}

3anpetutb IP-nuHTEpdeiicy nocblnate U NpuHMMmaThb RIP-
coobuieHus.

PaspewunTb IP-nHTepdeiicy nocbinaTte U NPUHUMATL
RIP-coobuieHus.

redistribute connected
-/BbIK/IIOYEHO

no redistribute connected

PaspelumnTb aHOHCMpPOBaHWe connected-mapLIpyTos.

3anpeTnTb aHOHCMPOBaHMe connected-mapLUpyTOB.

redistribute static
no redistribute static

-/BbIKNOYEHO

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKUX MapLLPYTOB.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMUX MApPLUPYTOB.

redistribute ospf

— -/BbIKNOYEHO
no redistribute ospf /

PaspewnTb aHOHCMPOBaHNE MAPLLPYTOB, NONYYEHHbIX
no npotokoay OSPF.

3anpeTnTb aHOHCMPOBAHUE MAPLLPYTOB, NOJTYYEHHbIX
no npotokony OSPF.

redistribute bgp

-/BbIKNIOYEHO
no redistribute bgp /

PaspewnTb aHOHCMPOBaHNE MapPLLPYTOB, NOJYYEHHbIX
no npotokoay BGP.

3anpeTuTb aHOHCUPOBaHWE MApPLLPYTOB, MONYYEHHbIX
no npotokony BGP.

redistribute all

— -/BbIKOYEHO
no redistribute all

PaspelunTb aHOHCMPOBaHME MapLUPYTOB U3 BCEX MOA-
[EP¥KMBAEMbIX NPOTOKO/IOB.

3aﬂpeTMTb AHOHCMpPOBaHME MapLlpyToB U3 BCEX NOA4-
AepHKNBAEMbIX MPOTOKO/0B.

security {maximum | minimum}

-/maximum

no security

YcTaHOBWTb YpoBeHb 6e3omnacHoCTy:

- maximum — RIPv1-nakeTbl 6yayT UrHopmpoBaTbcs,
KOrga BK/OYEHa ayTeHTUPMKaLMA;

- minimum — RIPv1-nakeTbl 6yayT NpuHUMATLCA,
Aaxe ecnv ayTeHTUGMKaLmMa BKaoYeHa.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

version {1[2] | 2 [1] | none}

-/NO YMONYaHUIO YCTAHOB-
neHbl n 1 1 2 Bepcun

no version

YctaHoBuTb Bepcuto RIP:

-1 —RIPv1;

-2 —RIPv2;

- none — He nocbinatb RIP-coobuieHus.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 225 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica VLAN

KomaHoa 3HayeHue/3HayeHue no ymonya-
Hu

Aelicmeue

ip rip default route in-

-/BbIK/IIOYEHO
stall

YCTaHOBWTH LUJIO3 MO YMONYAHUIO B TabanLy mapLu-
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no ip rip default route
install

pyTu3auum, ecam oH npucytcTeyet B RIP-coobuue-
HUAX.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BK/t0UNTL 06BABAEHME W03 MO YMONYAHUIO:
- metric — MeTpUKa AN MapLUpyTa N0 YMOYAHUIO.

BbIKNOUMTb 06bABAEHME W/O3a NO YMONYaHUIO.

ip rip receive version
{11211 2[1] | none}

no ip rip receive ver-
sion

-/No YyMONYaHMIO yCTaHOBEHbI 1 1 1 2
BEepcum

YctaHosuTb Bepcuio RIP gna npuHnmaembix nake-
TOB:

-1 —RIPvl;

-2 — RIPv2;

- none — He nocbinatb RIP-coobLueHus.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip rip send version {1
[2] | 2[1] | none}

YctaHoBuTb Bepcuto RIP ana otnpasnsembix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/N0 YMONYaHMIO yCTaHOB/eHbI 1 1 1 2 -1 —RIPv];
Bepcum -2 — RIPv2;
- none — He nocbinatb RIP-coobuieHus.
no ip rip send version YCTaHOBWTb 3HaYEHWE MO YMOAYAHUIO.
ip rip split-horizon BkntounTb pacwenneHne ropusoHTa.
[poisson] /BKIOUEHO - poisson — peBepPCUBHO 06BABAATL CETU, NPUHATbLIE
Ha TEKyLLeM UHTepdelice Kak HeLOCTUKMMbIE.
no ip rip split-horizon BbIKNOUMTL pacLienieHe ropusoHTa.
ip rip summary-ad- BbINONHUTBL CyMMMPOBAHME MapLIPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn Ha3HayeHus;
fix_length / - prefix_length — IP-macka cetu.

BbIK/NOYUTL CYMMUPOBaHME MapLIPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHg;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 cekyHa,

YCTaHOBUTb 3HaYEHMA TaNMepPOB.

- update — MHTepBan MexAay oTnpasieHnem 06HoB-
NeHni;

- invalid — vHTepBan, Nnocie KOTOPOro MapLLpPYThI
6yAyT NOMEeYEHbI KaK HEAOCTUNKUMbIE, EC/IN OHU He
06HOBNANUCD;

- garbage — WHTEpBan, NOC/Ne KOTOPOro MapLLpPYTbI
6yAayT YAaNneHbl, eCiM OHU He 0BHOBAAUCD.

YCTaHOBWTb 3HaYeHUA No YMO4aHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIKAOYEHO

BkntounTb RIP-ayTeHTUMKALMIO U 334aTb €€ Tun.
- md5 — ucnonb3osaTtb WndposaHue MD5;

- sha-1 — ncnonb3oBaTb WndpposaHme SHA-1;

- sha-256 — ucnonb3oBatb WndposaHme SHA-256;
- sha-384 — ucnonb3osatb wWndpposaHme SHA-384;
- sha-512 — ncnonb3oBatb wWupposaHue SHA-512;
- text key — He ucnonb3oBath WndposaHue (na-
ponb nepenaérca B OTKPLITOM BUAE);

- string — naponb.

Bbikntountb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonos

[06aBUTb KNtoY ayTEHTUDUKALUN.
- key_id — naeHTUdMKaTOp KNtoYa;
- string — naponb.

Ypanutb Kntou.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCcTaHOBWTb NapameTpbl AN Katoya ayTeHTUdUKa-
7178

- start-accept — 33aTb Bpema, HaunMHaA c KOTOPOro
OeNCTBYET KoY Ha NPUEMm;

- start-generate — 3aaaTb Bpems, Ha4yMHaA C KOTO-
pOro AeNCTBYET KAtOY Ha nepeaavy;

- stop-accept — 3aaaTb Bpems, 40 KOTOPOro Aei-
CTBYET KJItOY Ha NPUEM;
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- stop-generate — 334aTb Bpems, 4,0 KOTOPOro AeM-
CTBYET K/tOY Ha nepejavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3Ha4eHune
no ymon4aHuio ans start-accept u start-generate:
2000-01-01,00:00:00.

KomaHOwbl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 226 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

show ip rip authentication

OT06pasnTb MHPOPMALMIO O ayTEHTUPUKALUM.

show ip rip database
[ip_addr prefix_length]

OT06pa3nTb 6a3y AaHHbIX.
- ip_addr — IP-agpec cetu;
- prefix_length — IP-macKa ceTu.

show ip rip peerinfo

0OT06pa3nTb MHPOPMaLMIO O coceasX.

show ip rip statistics

OT106pasnTb 06LLYH CTaTUCTUKY U CTAaTUCTUKY NO UHTEpP-
deticam.

4.29 O6HoBNEHME NporpaMmMmHOro obecneveHus c cepsepa TFTP

.‘

Cepsep TFTP aosxKeH 6biTb 3anyLeH M HAaCTPOEH Ha KoMNbloTepe, ¢ KOToporo byaer 3arpy-
»KaTbcA nporpammHoe obecneueHune. Cepeep AO0MKEH MMETb paspeLleHue Ha uTeHue daii-

0B HauyaNbHOro 3arpysumka u/mnm cuctemuoro MNO. Komnoblotep ¢ 3anyweHHbIMm TFTP-cep-
BEpPOM A0/KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/IHUB
Ha KoMmmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

4.29.1 Ob6HoBMEHUEe cucmeMHOo20 Npo2pamMmMHo20 obecneyeHus

O6HoBneHue nporpammHoro obecneyeHua moxer OCyLiecCTBNATbLCA TOJ/IbKO npusuiaernpo-
BaHHbIM NOJib30BaTeNeM.

O6HoBNeHMe nporpamHoro obecneueHna ¢ USB-HakonuTenss BO3MOXKHO TOJIbKO ANA YCT-
poicTs ¢ Haanunem USB-nopra.

3arpysKa ycTpoWcTBa ocywecTBaseTcs u3 ¢alina cUCTeMHOTo nporpammHoro obecnevenus (M0),
KOTOPbIA XpaHuTcA BO Gnsw-namaAtu. MNpu obHoBNEeHUM HOBbIM ¢dann cuctemHoro MO coxpaHseTca B
CNeumnanbHO BblgeneHHoW obnact namaTtu. lNpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin

cuctemHoro MO.

Mpoueaypa obHoBAeHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHoOro obecneyeHmns Ha YCTPOMCTBO B BblaeieHHY0 061acTb na-

MATN. CDOpMaT KOMaHAbl:

console# copy tftp://tftp ip address/[directory]/filename image
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Nnu KomaHgon:
console# firmware upgrade tftp://tftp_ip_address/[directory]/filename
Mpumep KomaHabl ana 3arpyskum MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

Mpumep KomaHAabl gna 3arpysku MNO ¢ USB-HakonuTens:

console# copy usb://[directory]/filename image

Hosas BepcuAa NnporpammHoOro obecneyeHns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommytartopa.

[na npocMoTpa AlaHHbIX O BEPCUAX NPOrpPamMMHOro obecneyeHmsa U UX akTMBHOCTU BBeAMTE KOMaHay
show bootvar:

console# show bootvar

4.30 Pexkum otnapku

PeXum OTNaZKu MO3BONSAET CHMMaTb AOMOJHUTENIbHYIO AMArHOCTUYECKYD WHGOPMaUuio ¢
YCTPOWMCTBa.

KomaHObI pexcuma 2a0b6aabHol KOHuU2ypayuu

Bua 3anpoca KOoMaHAHOW CTPOKM peXknma rnobanbHo KoOHPUrypauuu:
console (confiqg) #

Tabnunua 227 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
debug iss enable { init-shut | BKAOUMTb reHepaLmio OTAa40UYHbIX COOBLLEHNI AN KOHKPETHOro
management-trc | data-path- 6710Ka CUCTEMHOTO MOAYNA iSS.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} /disable
debug iss disable { init-shut | BbIKNOYNTL FreHepaunto OTNAA0UHbIX COOBLWEHUI ANA KOHKpeT-
management-trc | data-path- Horo 6710Ka CUCTEMHOTO MOAYAA iss.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}
KomaHOb! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:
console#
Tabnunuya 228 — KomaHabl pexkmma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
no debug all - OTKNOYNTL BbIBOA, BCEX OTNIAA0UHbIX COOBLEHMN.
dump sockets - MPOCMOTpP BCEX COKETOB B CUCTEME.
dump mem Jocation [len byte] location: (1..0xffffffff); OTO6pasnTb COAEPKMMOro NamaTM M3 3agaHHOM obnact na-
byte: (1..256) MATK.
dump {task | sem | que} name MoKasaTb Aetanu 3agauu, odepeam uam cemadopa npu npuceoe-
[name] - HUM UMEHU TacKa.
- name — Ha3BaHMWe Tacka.
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debug test mem alloc bytes

Bblaenuntb 610Ka NamaATU € 334aHHbIM B HaiiTax pasmepom.

debug test mem free

bytes: (1..4294967295)

OcB060AMTb BblAENEHHbI 60K NamATH.

debug show sensor
temprerature index

index: (0..3)

OT06pasnTb 3HaUEHMA AaT4MKa TemnepaTypbl.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 229 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
0 yMon4YaHuo

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKAOUMTD reHepaumio OT/1af04HbIX coobuenunin gna NPAPI ans
YKa3aHHOro moayns.

BbIK/HOUNTb reHepaLmio 0T1ag04HbIX coobueHnin ana NPAPI ans
YKa3aHHOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group]

fa_port: (0/1..24);

gi_port:(0/1..48);

te_port: (0/1..11);
group: (1..24)

OT06pa3nTb KoHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OTobpasuTb aepeso nHtepdericos ARP 8 NPAPI.

4.30.1 KomaHObl omnaadKu 0ns8 uHmepgpelicoe

[aHHbIA peMM OTNaAKM yCTaHaBAMBAET TPACCUMPOBKM A8 UHTEPdENCcoB A1A YKa3aHHOro yYpPOoBHSA

severity.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 230 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o0 yMmon4YaHuro

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/OYUTB reHepaumio 0TAaf04HbIX COOBLLEHUIA AN BCEX BUAOB
TPacCMpPOBOK.

BbIK/IHOUYNTL reHepaLLmio 0T1a404HbIX COOBLLEHNIM AN MHTepdein-
CoB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BkAouMTb TpaccnMpoBKM gamna naketos ARP.

BbIKNHOUNTL TPAacCMpPOBKKM gamna naketos ARP.

debug interface buffer severity

severity: (0..7)/-

BK/IOUNTb FreHepaLuio OTNag0uHbIX COOBLLEeHUI ANA NakeTHOro
bydepa.
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no debug interface buffer

BbIKNIOYUTL reHepaLuio 0Taf04HbIX COOBLLEHMI A7 NAaKETHOro
bydepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

BK/IlOUMTL TpaccMpoBKM Aamna naketos Ethernet.

BbIKNtOUMTb TPAcCMpPOBKKU Aamna nakeTos Ethernet.

debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHWUM BCEX BUA0B CO0EB, BK/IOYAA BaMAALMIO NAKETOB.

BbIK/IIOYMTb reHepaLmio 0TAaL0UHbIX COOBLLEHWIA NPY BO3SHUKHO-
BeHuu cboes.

debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKAOYMTbL TPACCMPOBKM gamna nakeTtos IP.

BbIKNHOUYMTbL TPACCUPOBKK gamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

[eHepupoBaTb 0T34 04Hble co0bLeHUs gns pecypcos OC.

BbIKNOUNTb reHepaLLMio OTa404YHbIX COODLLEHWNI ANa pecypcos
oC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTaf04UHbIX COOBLLEHNI CNEKEHUA UH-
Tepdelica.

BbIK/MOYUTL FreHepaLMio OTAaA0YHbIX COOBLLEHWNI CNEXKEHNA UH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OT/1af04HbIX COOBLLEHNI OLWMBOK NHTEp-
deiicos.

BbIKNOUNTb reHepaLMio 0TNaL04YHbIX COOOLLEHNI OWNOOK UH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 231 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IlOYUMTL reHepaumio BCeX OT/NaA04YHbIX COOBLWEHUn moayns
VLAN.

BbIKNIOUMTL reHepaLMio Bcex OTAaf0uHbIX COOBLEeHU Moayna
VLAN.

debug vlan all-module

no debug vlan all-module

BKAIOUUTL reHepaLumio OTNAA0YHbIX COOBLLEHUN, Kacatomxcs
npuopuTeTa, n3bbITOMHOCTH, Nepesayn Tpaduka.

BbIKNHOUYMTb FreHepaumio OTAaA0UHbIX COOBLLEHMI, Kacatowmxea
npuopuTeTa, N36bITOUHOCTU, Nepesdaun TpaduKa.

debug vilan buffer

no debug vlan buffer

BKNIOUMTL reHepaumio oTnafouHbIX coobuweHuin bydepos vian.

BbIKNHOUYMTL reHepaL Mo OT1aA04HbIX coobLeHni bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKAOUNTL reHepauuio OTNaZ04YHbIX COOBLLEHUI ynpasieHun
vlan.

BbIK/MOYUTL reHepaumio OTNaZ0UHbIX COOBLEHWNI yrnpaBaeHus
vlan.

debug vlan data

no debug vlan data

BK/IIOUMTL reHepaumio OTNaZouHbIX COoobLWeHNt obmeHa AaH-
HbimM vlan.

BbIKNHOUYMTb reHepaumio O0TN1aAo0uHbIX coobLeHnin obmeHa aaH-
HbIMM vlan.

debug vlan dump

BK/IIOUYMTb reHepaumio 0TNaf04HbIX COObLLEHMI 3aXBaTa NakeTos
vlan.
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no debug vlan dump

BbIK/IIOYMTb FeHepaumio 0Taag0uHbIX COOBLLEHNIA 3axBaTa naKe-
ToB vlan.

debug vlan failall

no debug vlan failall

BKAOYNTL TEHepauuio OTNaf0uYHbIX coobuieHMit 06 olwmnbKax
vlan.

BbIKNOUYNTL reHepaLmio OTAaf04HbIX coobweHnit 06 owmnbKax
vlan.

debug vlan fwd

no debug vlan fwd

BK/IOUNTb reHepaLmio OTNaZ0UHbIX COObLeHMI nepegayun Tpa-
duka vlan.

BbIK/IIOYMTL reHepaLmio OTNIa404HbIX COObLLEeHMI Nepesaum Tpa-
duka vlan.

debug vlan global

no debug vlan global

BK/IIOYNTb reHepaumio OT/1aA04YHbIX CO0BLWEeHN rnobanbHO Mno
moaynto vian

BbIK/IIOUNTD TEHEPALMIO OTNIAA0MHbIX CO0BLEeHUIA r106anbHO No
moaynto vlan

debug vlan initshut

no debug vlan initshut

BKOUNTD reHepaumio OTNaf04HbIX COOBLLEHMI USMEHEHUA CO-
cToAHMA moayna vian.

BbIK/IHOUNTL reHepaLLmio OTIaL04HbIX COOBLLEHMIT U3MEHEHUA Co-
cToAHMA moayns vlan.

debug vlan mgmt

no debug vlan mgmt

BK/OYNTb reHepauuio OTNafOo4YHbIX COOBLIEHW ynpasaeHuA
vlan.

BbIKNOYNTL FreHepaumio OTNaZ04HbIX COOBLLEeHNIA ynpaBieHus
vlan.

debug vlan os

no debug vlan os

BKAOUMTDL reHepaLmio OT1af0uHbIX COOBLEHMI ANA pecypcos
moayna vlan, kpome bydepos.

BbIKNOUNTL reHepaL Mo OTNIaA04HbIX COOBLEHMI ANns pecypcos
moayna vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKNHOUMTL TeHepauuio OTAaf0uHbIX COOBWEHUA NPUOPUTETOB
vlan.

BbIKMOYMTL FeHepaLmio OTNaL04HbIX COOBLEeHNI NpUopUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKAOUMTbL reHepaumio OTAaL0UHbIX COOBLLEHMI M36bITOYHOCTH
vlan.

BbIK/NOYNTL reHepaLmio OTAaL04HbIX COOOLLEHMI M3OBbITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/OYEHO

BkatounTb 0TnagKy npotokona GARP.

BbikntounTb oTnaaKy npotokona GARP.

4.30.3 Omnadka Ethernet-oam

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 232 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4arHuro

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

Bkatountb reHepauyuto BCcex 0Tnago4HbIX COO6LLI,eHVIl71 eoam.

BbikntounTb reHepauuto Bcex 0Tnag0o4HbIX COO6LLI,eHl417I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtOUMTL reHepaumio coobuieHunin bydepos eoam.

BbIK/OUNTBL reHepaLmio cooblieHnit bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BK/OUMTL reHepaLmio coobLLeHUit KoHUrypauum eoam.

BbIKOUMTL reHepaLuio coobLieHnit KoHduUrypaumm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKIOUNTL reHepauuto coobLLeHuit ynpasneHms eoam.

BbIKNOUMTL reHepaLuio CoobLLEeHWIA yNpaBaeHUs eoam.
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debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAtounTb reHepauuio coobuieHuii npouecca obHapyKeHus co-
cepei eoam.

BbIK/OUMTL reHepaumto coobLueHmnit npouecca 06Hapy»KeHus co-
cepnei eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAOUNTL reHepaumio coobLeHmnin olwmnbok eoam.

BbIKNOUNTb reHepaunio coobLieHunii ownmbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BK/IIOUMTL reHepaLmio coobLieHnii BXoaa B GyHKLMKM eoam.

BbIK/MOYNTb reHepaLmio coobLLeHni BXo4a B GYHKLMKM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKtOUYNTL reHepaumio coobueHmnit Boixoaa u3 GyHKLMI eoam.

BbIKNOUMTb reHepaumio coobLLeHUI BbIXoAa U3 GYHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUNTL reHepaumio coobLEeHNA M3MEHEHNA COCTOAHUA MO-
ayna eoam.

BbIKNtOUNTb reHepaL Mo COOBLWEHNN UBMEHEHUS COCTOAHUA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHnit link-monitor eoam.

BbIKNOUMTb reHepaumio coobuieHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKkntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUUTb reHepaumio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKNOUUTL reHepauuto coobLLeHMIA COCTOAHMI MUX-parser eoam.

BbIKNOUMTb TEHepaLuto COODOLEHNN COCTOAHUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKNtouMTL reHepaumto coobeHnn AnA nakeTa eoam.

BbIK/OYUTbL reHepaLmio CoobLLeHNit 4NA NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKNOUUTL reHepaumto coobLeHnin M36bITOYHOCTM eoam.

BbIKNOUNTb reHepaunio coobLLeHni 3bbITOYHOCTU eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNOUMTL reHepaumto coobLLeHMI ANA PecypcoB eoam, Kpome
bydepos.

BbIKNOUNTb reHepaLmio CoobLLEHMI Ans pecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BK/IlOUMTL reHepaunio coobLueHUIt yaaneHHOro obHapysKeHus
aBapuit eoam.

BbIKNIOUUTL reHepaLmio coobLLeHNI yaaneHHoro obHapyKeHus
aBapuit eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BKAOUNTL reHepauuio coobuieHnid ana 3HaYeHUn 3anpocoB-0T-
BETOB eoam.

BbIKNtOUNTb reHepauuto COOﬁUJ,eHMVI AnAa 3HaYeHuw 3anpocoB-0T-
BETOB €0am.

4.30.4 MypHanuposaHue omaaodo4YHbix coobweHuli

C nomowpo JaHHOro 6210Ka KOMaH4, HaCTpPanBalTCA MapaMeTpbl BeAeHUA XYpHa/sa OT/NaAKU B
cncreme.

HasBaHue ypHana coaepKuT B cebe aaty ero cosgaHus Ha flash.

KomaHOb! pexcuma 2nobanbHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM pexkMma rnobanbHon KoHPUrypaumu:

console (config) #
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Tabanua 233 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

debug-logging { console | file
| buffered-file}

MepeHanpaBuTb BbIBOA, OT/NIa0YHbIX COOBLEHNI B KOHKPETHOe
pacnonoxeHue.

console — B TepMWHan KoHcoNU;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIN 6ydep, npu uciepnaHum pecypca by-
depa — B dpaitn Ha flash.

no debug-logging YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.

YCTaHOBUWTb pacnosioxkeHue ¢aiina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHus.
YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

debug-logging log-path
{flash_url}
no debug-logging log-path

flash:/LogDir/Debug/

’ ‘ UHPopmaumna o debug-logging log-path xpaHutca B ¢paine nvram. [insa Bo3BpaTta AUPEKTO-
e puu no ymonyaHuio Tpebyetca ucnonb3osatb KomaHay no debug-logging log-path nan
delete startup.

’ ‘ Mpu ucnonb3zoBaHum KomaHgbl clear logs debug file ctupaeTtca Bce cogepkumoe gupeKkTo-

H puun, B KOTOpOI HaxoaAaTca ¢aitnbl }KypHaNoB. PeKomeHAyeTca UCNONb30BaTb OTAE/NbHYIO
OVUPEKTOPUIO UIN AUPEKTOPUIO MO YMONUAHUIO A1 XPaHEHUA }KYPHANoB Bo usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢paiinos.

’ ‘ Bo3mo)XHa coBmecTHaa pabota KomaHpg debug-logging console n debug-logging {file |
. buffered-file}

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnvua 234 — Komanapl pexkuma EXEC
3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

clear logs debug file OuncTUTb cogepnmoe gupektopun ¢ debug-dannamu.

4.30.5 KomaHObI 018 omaadku (pyHKYuli ynpasneHus

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnuya 235 — KomaHgb! pexkuma EXEC

3HayeHue/3HavyeHue
10 yMOoA4YaHuo

KomaHoa Aeilicmeue

BKOUUTb reHepaumio 0TNag04HbIX coOobLLeHMIn Ana NPoToKoAa
RADIUS.

debug radius {all | errors |
events | packets | responses |

timers} -/BbIKAIOYEHO

BbIK/IIOUYNTb reHepaLLmio 0T1a40uHbIX COOBLLEHMI 418 NPOTOKONA
RADIUS.

no debug radius
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debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTIaZl04YHbIX COOBLLEeHWI AN NpoToKoAa
TACACS.

BbIK/MOUUTb reHepaLmio 0TAaA04HbIX COOBLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKOUYNTL reHepaumio 0TNaL0uHbIX coobuieHuni ana SSH.

BbIKNHOUYNTL reHepaLmio OT1af04HbIX coobLeHni ana SSH.

debug terminal take

no debug terminal take

-/BbIKOYEHO

BKtOUYNTL BbIBOZ, OTN1IaA404HbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

BbIKNIOUMTb BbIBOZ, OT/1aA04UHbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

4.30.6 KomaHObI 0n5 omnadKku npomokona DHCP

KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/exunsaHme moaynsa DHCP.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 236 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNIOYEHO

BKAOUUTL reHepaumio coobuieHnin otnagkm oyHKkumm DHCP
Snooping.

BbIKNOUYUTb reHepaumio cooblieHunii othagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNIOYEHO

BKAtOUNTL reHepaumio Bcex coobLeHnit othagkm dyHkumm DHCP
client.

BbIKNOUMTb FeHepauuto BCEX COOOLLEHWI OTNaaKku ¢yHKUMM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNIOYEHO

BKNOUUTL reHepauuio BbI6OPOUYHbIX COOBLEHNIN OTNaaKM PYHK-
umm DHCP client.

BbIK/MOUMTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAaAKM
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNIOYEHO

BKNtoUNTL reHepaumio cooblieHnii otnagkm ¢yHkuum DHCP re-
lay:

- all — Bce oTnagoyHble coobuleHUs;

- errors — 0TN1afl04Hble coobLeHUn nNpu owmnbKax.

BbIKNHOUNTb reHepaLmio coobleHuii otnagku dyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIKNIOYEHO

BKNtOUNTL reHepaunto BbIBOPOYHbIX COOBLLEHUI OTNAAKN PYHK-
unm DHCP server.

BbIK/MOUUTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAafAKM
¢dyHKummn DHCP server.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaumio GYHKUUN KOHTPOAA npoTokona DHCP.
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4.30.7 Omaadka ¢pyHkyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 237 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OYMTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAHOUMTL reHepaL Mo OTIaA04HbIX COObLEHNI 0 BXoae B QYHK-
unm PPPOE-IA.

BbIK/NOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAOUNTbL FeHepauutio OTNaZ0YHbIX COOBLEHUI O Bbixoge U3
dyHKumMin PPPOE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
PPPoOE-IA.

BbIK/OUNTb reHepaLmio BCeX OT/1af04HbIX co0bLeHnit PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafO04HbIX COObBLWEeHWM O nakeTtax
PPPoOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

4.30.8 Omnadka pyHKyuu DCS

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 238 — KomaHgb! pexkuma EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymMmoa4YaHuro
debug dcs all BKOYNTL reHepaumio Bcex 0T1aA04HbIX coobLeHnit dcs.
no debug dcs i BbIKNHOUYNTL reHepaLmio BCex 0TAaf04HbIX cO0bLweHM dcs.
debug dcs entry BKOUMTb reHepaumio OTIaA04HbIX COObLEeHNI 0 BXoae B QyHK-
- umm dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX CO0bLweHuM dcs.
debug dcs exit BKNIOUMTbL reHepauuto OTNaZouYHbIX COObLLEHMI O Bbixoge M3
- dyHKLMIA dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHM dcs.
debug dcs fail BKNHOUMTb reHepaLmio 0T1a404HbIX coobueHnin 06 owmnbKkax dcs.
no debug dcs i BbIKNOUYNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHmM dcs.
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4.30.9 Omnadka pyHkyulii QoS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 239 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Lleiicmaue
no ymon4aHuro

debug qos buffer BKNOUUTL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.

no debug qos buffer i BbIKNOUMTb reHepauuio OTNaA04HbIX cooblieHunit ana bydepos
QosS.

debug qos ctrl BKNOUMTL reHepauuio 0T1a04HbIX COOBLEHUI ANA ynpaBieHus
QosS.

no debug gos ctrl i BbIKNOUYUTb reHepaunio OTAaf04uHbIX COObLEHUI Ans ynpase-
HuAa QoS.

debug qos dump BKNOYMTL reHepaLmio oTNaa0uHbIX coobLieHuMi no naketam QoS.

no debug qos dump - BbIKNOUMTb FeHepauuio OTNaA0UYHbIX COOBLLIEHMIA NO NakeTam
QosS.

debug qos failall BKAOUMUTL reHepauuio OTNaf04YHbIX COOBLLIEHMI MO owKnbKam
QosS.

no debug qos failall i BbIKNtOUMTb reHepaLmio OTNAA04HbIX COOOLEHMI NO OWnbKam
QosS.

debug qos init-shut BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocToaHma moaynsa QoS.

no debug qos init-shut i BbIKNHOUMTb reHepaLuio 0TAaA04HbIX COOBLEHMI NO U3MEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt BKNtOUNTL reHepaLLmio OTNaA04HbIX COOBLLEHUIA ANA ynpaBieHnn
QosS.

no debug gos mgmt i BbIKNHOUMTL reHepaL Mo OT1aA04HbIX COOBLLEHUI ansa ynpasne-
Hua QoS.

debug gos os BKNOUNTL reHepaLumio OTAaf0uHbIX COObLEeHUI ana pecypcos
QoS, kpome bydepos.

no debug qos os i BbIKNOUNTb reHepaLmio OTIaA04HbIX COODOLWEHUN ANA pecypcos
QoS, kpome bydepos.

debug show gqos meters OT06pa3nTb MHGOPMALMIO O KOJIMYECTBE BblAEIEHHbIX U CBOOOA-

i Hbix QoS Meters.

4.30.10 KomaHOblI 018 omaadku npomokoaa SNTP

KomaHapbl AaHHOro 6/10Ka NO3BONAOT CHUMATb A0MNOIHUTENbHYIO AMAarHOCTMYECKY MHdOopMaLUUoana npo-
ToKkona SNTP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnuua 240 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/IIOYEHO

BK/OYUTL reHepaumio oTNagouHbIX coobuieHmsa 610ka SNTP.

BbIKNHOUYNTL reHepaLmio OT1a404HbIX coobLleHna 6aoka SNTP.

4.30.11 KomaHObI 019 omaadku npomokona STP

KomaHabl gaHHoro 6/10Ka NO3BONSAOT CHUMaATb AONO/THUTENIbHYIO ANArHOCTUYECKYHO VIHd)OpMaLI,VII-O Aana

npotokona STP.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 241 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BK/IOYUTB reHepaumio 0TAaAa0uHbIX COOBLEHNI ANA NPOTOKOAa
STP rnobasnbHo.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IIOYEHO

BKNOUMTL reHepaL Mo BCex OT1af04uHbIX COODbLLEeHMI a5 NpoTo-
Kona STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTD reHepauuio coobLLeHnit oT1agKM ana npotokona STP
O1A ANarHOCTUKM OLLIMBOK.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BK/IIOUNTD reHepaLmMio CooBbLLEHNIA OTNaAKN A1 NpoToKona STP
Ans init u shutdown. 3ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOW MM yCMELWHOW UHMLMANM3ALUM AN 3aKPbITUM moayna STP.

YCTaHOBUTb 3HaYeHue no YMOYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/OYEHO

BKNOUNTL reHepaumio COObLLeHWUI OTNafKu Npu ynpasieHuu
npoTokonom STP. OTNaZlouHble COOBLLEHUA TeHePUPYIOTCA KarK-
[bli pas, Koraa Bbl HacTpamBaeTe Kakue-an6o ¢yHKummn STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IIOYEHO

Bkatountb reHepauunto OoTnpaBkM OTNAL0YHbIX COO6LLI,eHl/Il;'1 npu
HEeyAa4YHOM M yCcnewHOM BblAENEHUN NAaMATU ANA STP—npou,ecca.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnagKkm aAna npotokona STP
npv Heyaa4YHoOM M yCrnewHom npuveme, nepegave n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IIOYEHO

BKOUMTL reHepaLmio coobLweHuin oTaagKm ans cobbITUiA KOHPU-
rypaumm npotokona STP. CoobuieHuAa reHepupyloTca npu
HacTpoWike ¢yHKumiA STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BKNOUYNUTL reHepauumio coobLleHWiA OTAagKM MPU HeyaauHOM,
ycnewHoM 3anycKe, Npy OCTaHOBKE MW Nepesanycke TaliMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine |
pseudolnfo-state-machine}

-/BbIKNOYEHO

BK/tOUNTL reHepaumio coobLieHnii 0TAaaKM Ana NopToB, 3agel-
CTBOBaHHbIX B NOCTpoeHun aepesa STP.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKIOYEHO

BK/IIOUMTb reHepaumio coobLieHnl OTNaKU B Pe3epBHOM y3ne
STP npu BbINONHEHUM pPe3epPBHOIO0 KONMPOBaHUA MHPOPMALMK O
KOHbUIypaLuum oT akTUBHOTO y3/a.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIKNOYEHO

BKNOUUTL reHepauuio cooblueHuii oTaagku gas npoTtokona STP
npyv HeyAa4yHOM M YCMELHOM CO34aHUN U yaaneHue cemadopa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHMIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port | tengigabitethernet
te_port}

OTo6pasnTb STP-cOCTOSIHMA NOPTA BO BCEX CYLLECTBYHOLIMX UH-
CTaHCcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pasnTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/NbHbIM NapameTp instance, To BbIBOAUTCA ManNMnWHF TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOUMTL OT/Iafl04YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIKNIOYEHO

BKAoUMTb OTNaf0uHbIe COO6LLI,eHMﬂ ANA MmexaHusma 06Hapy>Ke-
HWA U3MEHEHWUI1 TOMONOTUMN.

4.30.12 KomaHObl 015 omaadku npomokona LLDP

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

4nA npoTtokona LLDP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 242 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BKNIOUMTL reHepaL Mo BCex OT1ag04uHbIX COObLLEHMI Ans NPOTO-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMOI4HaHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IOYEHO

BK/IOUMTL reHepauuio coobLeHni oTAaaKkm ans npotokona LLDP
ONA ONArHOCTUKM OLWKBOK.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BK/NOYNUTbL TeHepaumio BbIGOPOUYHbIX OTNALOYHbIX COOBLLEHWUIA
npotokona LLDP.

- buf — oThagouHble coobleHUs, cBsA3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu U3MEHEHUU UK
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobuieHuns, Kacatolwmecs nyT1 nepe-
[3a4n Uav nosyyeHus 3anucen LLDP;

- init-shut — oThago4Hble coobLeHMA NpY HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouHble cooblieHna npu cboe B KoHOUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump — oTraf0uHbIE COOBLLEHNA AA TPACCUPOBKM AAaMMOB
NaKeTos.;

- resource — OT/1aZl04Hble cO0bLWEeHNs, CBA3AHHbIE C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LWEHN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe no YMO4YaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COODLLEHUA ANA BbIBOPOYHBIX PYHK-
umi TLV-onuui.

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOAHUTENbHYIO AMArHOCTUYECKYH0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 243 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWeHNI Ana GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTL reHepaLmio 0T1a404HbIX COOBLWEHNI B Cnyyae nepec-
CblIKK 6a3bl gaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1aA04HbIX COOBLLEHMIA, B Cyyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocutca B dai.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALO0YHbIX COODLLEHWI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKOYEHO

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWINBKM Npu Nnepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB NpW OTNPaABKE UAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNOYEHO

BKAtOUNTL reHepaLMio NaKeToB B Tex Cyvanx, Koraa 3afencrso-
BaHbl Tamepbl.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMUTL reHepaumio OTNAAO0YHbIX COODOLWEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpOoTOKo/IOM IGMP.

- all — BKAOUNTL reHepaLMio BCeX OT/Ia404HbIX COOBLLEHNI;

- RX — BK/IOUYUTb reHepaLmio OT1Ia404HbIX COOBLWEHNIN AN Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BK/IOUYUTL FreHepaLmio OT1aA04HbIX COObLLEeHUIA ana Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BK/1lOYNTL reHepaumio OTNaA0UHbIX COOBLLEHWI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHGopmaumm;

- data-path — BKNOUUTL reHepaLMio OTNaZL0YHbIX COODLLEHNN
NPy NPOXOXKAEHUN MYNbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 244 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobueHninsa ansa LACP.

debug lacp buffer

no debug lacp buffer

BK/OUUTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIOYNTL TeHepaumio OT/Naf0YHbIX coobuweHnn no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTB reHepaLmio 0T1aA04HbIX CO0bLLEHMIT 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL FeHepaunto OTNAaA0YHbIX COObWeEeHUI obmeHa AaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OTNaf404YHbIX COOBLEHMI Mo CcOoBbITUAM
LACP.

BbIK/IOYNTL FeHEepaLuMio OTNaA04YHbIX COOBLLEHNA no cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUNTL reHepaLmio 0T1aA04HbIX CO0bLeHn No owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo4YHbIX COOBWEHUI MO oWKnbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUMTb reHepaumio OTNaZ04uYHbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio 0TN1a404HbIX COOBLEHWNIA NO YNPaBAAIOLWMM
coobueHuam LACP.

BbIK/IOUMTL FeHepaumio OTNaA0uHbIX COObLLIeHMI MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan bydepbl.

BbIK/NIOUMTL TeHepauuio OTNafL04YHbIX COOBLEHMIt Mo pecypcam
LACP, nckntouas byoepbl.

debug lacp packet

no debug lacp packet

BKNOUMTL reHepaL Mo oTNaA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 245 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUMTL reHepaL Mo Bcex OTNaA04HbIX coobuwennin ana LAG.

BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHnI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IOUMTL reHepaumio NoapobHbIX OTAAL0UHbIX COOBLEHNI ann
LAG.

BbIK/OYMTL reHepaLmio NoAPOBHbIX OTNAL0UHbIX COOBLLEHNI 4NA
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUUTL reHepaumto oTAaf0uHbIX coobLeHMii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX COObLeHU 06 owunbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKtOUNTL reHepaLmio OTNaL04HbIX CO0bLWeHN no cobbiTuam LAG.

BbIKNOUNTb reHepaLmio OTNALOYHbIX COODOLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio 0TNaf04HbIX COOBLLEHMI NO AecKpunTopam
nHTepodeiicos LAG.

BbIK/MOUMTL reHepaumio OTIaf0uHbIX COOBLEHNI NO AEeCKPUNTO-
pam nHTepoeiicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 246 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKNOUMTL reHepaumio Bcex OTN1aA0uHbIX coobueHnin LBD.

BbIKNHOUYNTL reHepaL Mo BCex 0TNaf04HbIX coobuwieHmin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMUTL reHepauuio OTAafouHbIX coobluieHuli ana bydepos
LBD.

BbIKNOYMTb reHepauuio OTNaA0uHbIX cooblueHuli ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBaeHus
LBD.

BbIK/NOUNTL FEHEpaLMIO OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0T1af04HbIX COObLLEHMI 3axBaTa NakeToB
LBD.

BbIKNOUYUTb reHepaLmio OTNaA04HbIX COOBLLIEHMIA 3axBaTa NakKe-
ToB LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BK/IIOUMTL FeHepaumilo OTNAZ0YHbLIX COOBLLEHWUI MOTOKOB Tpa-
¢uka LBD.

BbIKNtOUMTb reHepauMio 0T1af0uHbIX COObLLEHMI NOTOKOB Tpa-
¢uka LBD.

4.30.16 Omnadka 0aa npomokona SNMP

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 247 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug snmp

no debug snmp

BKNOUUTL reHepaLmio Bcex 0T1aa0uHbIX coobuieHnin ana SNMP.

BbIKNIOUMTL reHepaumio BCeX OT/IAf0YHbIX COOBLWEeHU ans
SNMP.

4.30.17 KomaHOvblI daa duazHocmuKu napamempos TCAM

KomaHgbl gaHHOro 6210Ka NO3BONAOT CHMUMATb AONO/THUTENIbHYIO ONArHOCTUYECKYHO Mchopmau,mo

ana TCAM.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnnua 248 — KomaHapl pexkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debug show tcam

OT106pasunTb MHPopmaumio o TCAM.

debug show tcam domains

OT06pa3sunTb nHPopmaLmio o gomeHax TCAM.
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debug show tcam block
block_index [all]

OTo6pasnTb nHdpopmaumio o 61oke TCAM 1 gonycTmble 3anmcu.
- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);
- all — neyaTb BCex 3anuceit, BKAOYAA HeZONYCTUMBIE.

debug show tcam entry
entry_index

OTo6pasnTb MHPopmaumio o 3anucn TCAM u ee nonen.
- entry_index — nHaekc 3anucn TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OTo6pasnTb MHGOPMALMIO O 3ape3epBMPOBaAHHbLIX U MCMNOb30-
BaHHbIX 3anucax TCAM n o nx BnagenbLax.

debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3zaTb T1n nona TCAM.

CrepeTb AaHHble NOAA yKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKkntoumTb paboTy 3anucu TCAM c 3agaHHbIM entry_id.

BbIkMouNTb paboTy 3anmcn TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYo.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTL geicteme drop 418 NakeTos, KOTOPbIE HE NOMaan HU
nog, ogHo Npasuno.

OTKAOUUTL AeNCTBUE YAANEHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpasuTb NakeTbl, NONajatolime NoA NpPasuaO C yKasaH-
HbIMm entry_id B 3agaHHbI NOpPT UM Ha LINY.

OTKNIOUNTD nepeHanpas/ieHne NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHW TET K NakeTam, nonagatowmm nog TCAM-
3anu1chb € YKasaHHbIM enter_id.

YAanuTb BHYTPEHHWW Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCTaHOBUTL AeWCcTBUE BHYTPEHHero Tera popmatmpoBaHua gas
3anucu TCAM.

- none — He BbINOMHATb HUKaKoe AelCTBUE;

- untag — y4anuTb BHYTPEHHWUI Ter;

- tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogeprkumoe Tera.

Yoanute feicreme Tera.

debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[o06aBnTb BHELWHWIA Ter K NakeTam, nonagatowmm nog TCAM-3a-
NUCb C YKasaHHbIM enter_id.

YAanuTb BHELWHMI Ter ¢ NakeTos C 3a4aHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTL AeicTBME BHELWHero Tera ¢opmaTupoBaHua gns 3a-
nucu TCAM.

- none — He BbINOJIHATb HUKaKoe AeNCTBUE;

- untag — y4annTb BHELHWUI Ter;

- tag — BCTaBWTb BHELIHWI TeT;

- keep — coxpaHuTb cogepkmmoe Tera.

Ypanute feicTeue Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHMI UK BHewWwHMI TPID K yKasaHHOM 3anucu
TCAM.
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debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

YaanuTb BHYTPEHHUIA UM BHewWHUIA TPID K yKa3aHHOM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpos QoS A9 yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELWHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Huit Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHuTb NPUOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1Tb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucatb npuoputeT 802.1p BO BHELWIHEM
Tere VLAN.

Ypanutb nepesanucb napameTpos QoS AnA yKa3aHHOW 3anucu
TCAM.

debug show tcam applications

OT06pa3unTb 06wyto nHPopmaumo o TCAM.

debug show tcam range

0OT06pasunTb TabAULy CPaBHEHUA AMana3oHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa nonei (cmeweHuns UDB).
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DHELTEX

NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846

222 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouepedu

DHCP relay, Firewall (yBegomneHue o Hayane ataku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbIEHNUN OTPAHUYEHWNSA), HE3APErUCTPUPOBAHHbIN 2
mynbTuKacTt(pexkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPoE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU,LBD, Slow Protocol(LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2411X,

MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane ataku) 2
HesapernuctpuposaHHbIi MynbTuKacT (8 pexxume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA kommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HasBaHue OnwucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM CTeKa (ceityac He Ucnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHaa 06paboTKa NaKeToB, MOHUTOPUHT COCTOAHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW notok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUit B annapaTHOM OKPYKeHUMU
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHol noTok moayns VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHo MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NUTAHUA U Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHdUrypaLmm
RT6 MapuwpyTtunsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP O6paboTka UDP-nakeToB
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
TCP ObpaboTka TCP-nakeToB
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
CTS Cepep TELNET
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SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0TAaA04HbIX COOBLLEHMIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsauumm nopTos

MSR Ynpasnexune patnamm KoHUrypaumm, 3arpysKka/ebirpyska ¢painnos, o6HoBeHME NPOLIMBKU
C[200-999] BpemeHHbIi NoToK A4 06paboTKu oTaebHOro noaxaodeHus no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TEXHWYECKOW KOHCYNbTaLuMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAaHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALUMIO M MPOorpamMmmHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTnTbca K 6ase 3HAHUN MAN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi cant KomnaHun: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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