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1 BeegeHwue

* AHHOTauusA

* LeneBas aygntopus

» [puMeyaHus n npegynpexaeHns
* lcnonb3yeMble cokpalleHus

AHHOTaUuA

B HacToslLLeM pykoBOACTBe npuBefeHo onucaHne komaHg CLI gnsa agmMuHucTpaTopa cepBUCHOIo
mapLupyTtunsatopa ESR-15 n koHTponnepa 6ecnposogHoro goctyna WLC (B AanbHelileM MMeHyemMoro
MapLLpyT13aTOPOM/KOHTPONIEPOM W/ YCTPOCTBOM).

NHTepdpeiic komaHaHoi ctpokm (Command Line Interface, CLI) — uHTepdpeiic, npegHasHaueHHbIl ans
ynpasneHnsi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ansa paboTbl noTpebyetca nobas
ycTaHoB/neHHas Ha MK nporpamma, nogaepxusaroLian paboty no npotokonam Telnet, SSH nnv npsamoe
NOAK/OYEHNE Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg CLI npegHasHaveH ANnsi TEXHUYECKOro NepcoHana, BbINO/THALWEro HaCTPOVKY 1
MOHUTOPUWHI MapLupyTmlaTopa cepum ESR nnu koHTponnepa 6ecnposogHoro goctyna WLC nocpeactsom
nHTepdoelica komaHaHoi ctpoku (CLI). KBanudomkauma TeXHMYECKOro nepcoHasna npeanonaraeT 3HaHe 0CHOB
paboTbl cTeka npoTtokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteli.

MpumeyaHus 1 npegynpexaeHus

& TpumeyaHns cogepxar BaxHy MHOPMaLMto, COBETbI U PEKOMEHAALMMN MO UCNO/Ib30BaHMIO U
HacTpolike yCTpoicTBa.

© TMpepynpexaeHys MHPOPMUPYIOT MO/b30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
nporpammHo-annapaTHoOMy KOMMEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WU NoTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

+ BGP - Border Gateway Protocol

* BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

+ FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS - HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol

* IKE - Internet Key Exchange
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IDS - Intrusion Detection System

IP - Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN —-Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI = Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication



2 VcTtopusi ameHeHwi

Bepcus oKyMeHTa

Bepcusa 1.30

Bepcusa 1.29

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBoyHuK komaHz CLI. Bepcus 1.19.2

Jarta
Bbinycka

09.02.2024

09.10.2023

CopepXXaHue N3MeHeHui

Job6asneHbl pasgens:
HacTtpolika aBTopu3auun nosb3oBartesniei yepes LDAP

Pab6ota c cepTudmnkatamu

N3meHeHus B pasgenax:

CTpyKTypa CUCTEMbI KOMaHZ,

YnpasneHue nporpamMmmHbIM obecrnevyeHnemM u KoHdurypauuei
HacTtporika WLC

HacTtpolika RADIUS-cepBepa

Ynpasnexuve npodunsmu ap-models

HacTtpolika AAA

HacTtpoiika SoftGRE KoHTponnepa TyHHenel

[Job6aBneHbl pasgens:
HacTpoiika Crypto-Sync

HacTtpoiika WEB-cepBepa

VismeHeHunA B pa3genax:

HacTtpoiika WLC

HacTtpoiika AAA

YnpasneHne L2-goyHKUMsMN

HacTpoiika pe3epsupoBaHus Firewall/NAT
HacTtpoliika goctyna SSH, Telnet, Web

HacTpoiika SoftGRE koHTponnepa TyHHenel
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Bepcusa gokymeHTa

Bepcusa 1.28
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Jarta
BbIMyCKa

31.03.2023

CopepXaHue U3MeHeHwui

Jo6aBneHbl pasgensi:
HacTtpoiika Tracking

YnpaeneHve Dual-Homing

N3meHeHus B pasgenax:

KomaHAbl No/1b30BaTeNbCKOro MHTEpgerica
HacTtpolika TFTP-cepsepa

HacTpoiika o6LLecMcTeMHbIX NapaMeTpoB
YnpassieHne CUCTEMHbIMY YacamMu
HacTtpolika AAA

KoHdhurypripoBaHue 1 MOHUTOPUHT TYHHe e
HacTpoiika VRF

HacTpolika IP-agpecaunn

YnpasrieHve npounnsmu

YnpasneHne NAT

HacTtpolikun IPsec VPN

O6LLMe HaCTpOoIK1 MapLUpyTU3aLmm
O6LMe KoMaHabl aHOHCVMPOBaHKS 1 NprYemMa MapLUpyTOB
MapLupyTr3auust Ha ocHoBe nonmTuk (PBR)
HacTtpolika npotokona BFD

HacTtpolika npotokonos OSPF n OSPFv3
HacTpoiikn MPLS

YnpasneHune VRRP

HacTtpolika pesepsupoBaHus DHCP
HacTpoiika pe3epsupoBaHus Firewall/NAT
Ynpasnerue Firewall

YnpasneHve QoS

YnpasneHune SYSLOG

HacTtpolika DHCP
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Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BbIMyCKa
Bepcua 1.27 12.09.2022 Mi3meHeHus B pasgenax:

- KoHthurypmpoBaHue 1 MOHUTOPUHT TYHHenNel

- MOHWUTOpPWHT 1 ynpaBreHue -> HacTpoiika gocTyna SSH, Telnet

Bepcusa 1.26 07.06.2022 VI3meHeHus B pa3genax:
- KomaHap! nonb3oBaTenscKkoro nHtepdeiica
- YnpaBnieHue nporpaMMHbIM 06ecnevyeHneM 1 KoHdurypaumei
- HacTpoiika DNS
- Ynpasnexue VPN. HacTpoiikn yaaneHHoro gocrtyna
- MapupyTumsaums -> MapLupyTr3auus Ha ocHoe nonuTuk (PBR)
- MapuwpyTtnsauus -> Hactpolika npotokona BFD
- MapuwpyTtusaums -> Hactpolika npotokonoB OSPF n OSPFv3
- HacTpoiikn MPLS

- Be3onacHOCTb -> YnpaB/ieHre CUCTeMOi NpefoTBpaLLeHNs!
BTOpXXeHuii (IPS/IDS)

- MoHUTOPWHT 1 ynpasneHue -> YnpaeneHue Netflow

- MoOHUTOpPWHT 1 ynpaBneHue -> HacTpolika goctyna SSH, Telnet
- HacTpolika koHTponsi a6oHeHToB (BRAS)

[Job6aBneHbl pasgens:

- Hactpoiika TFTP-cepBepa
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Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.25 03.02.2022 Mi3meHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpasneHue nporpaMmHbIiM obecrnevyeHnemM n KoHdurypaumei
- HacTtpoiika o6LiecMcTeMHbIX NapaMeTpoB

- KoHhurypupoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHve L2-pyHKunsamm

- Ynpasnexue VPN. HacTpoiikn yaaneHHoro gocrtyna

- YnpasneHune QoS

- MapupyTusaums -> MapLupyTr3auys Ha ocHoBe nonmTuk (PBR)

- MoHUTOPWHT 1 ynpasneHue -> YnpasneHne SYSLOG
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Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BbIMyCKa
Bepcusa 1.24 15.10.2021 Mi3meHeHus B pasgenax:

- MNpaBnna nonb3oBaHWsi KOMaHA4HON CTPOKOW

- CTpyKTypa CUCTEMbI KOMaHA,

- KomaHabl NoNb30BaTebCKoro nHtepgienca

- YnpaBsneHue nporpaMmHbIM obecrneveHnemM n KoHdurypaumei
- HacTtpoiika o6LLiecMcTeMHbIX NapaMeTpoB

- Hactpoiika AAA

- KoHthuryprpoBaHue 1 MOHUTOPUHT HTEPdEicoB

- KoHthurypmpoBaHue 1 MOHUTOPUHT TYHHeNel

- HacTpoiikn IPsec VPN

- HacTpoiika npotokona BGP

- HacTpoiika npotokonos OSPF n OSPFv3

- Hactpoitkn MPLS

- YnpasneHune VRRP

- HacTpoiika 06bEKTOB OTCNEXMBAHUSA COObITUN

- YnpaBneHue crucTemoii npeoTepalleHns BTopxeHnii (IPS/IDS)
- YnpasneHue QoS

- Ynpaenexue Netflow

- HacTtpoiika goctyna SSH, Telnet, Web

- HacTpoiika SoftGRE KoHTponnepa TyHHenel



Bepcusa gokymeHTa

Bepcusa 1.23
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Jarta
BbIMyCKa

29.06.2021

CopepXaHue U3MeHeHwui

N3MeHeHus B pazaenax:
- CTpyKTypa CUCTEMbI KOMaH[,

- KomaHabl NoNb30BaTebCKoro nHtepgienca

- YnpaBsneHue nporpaMmHbIM obecrneveHnemM n KoHdurypaumei

- HacTtpoiika o6LLiecMcTeMHbIX NapaMeTpoB

- KoHthuryprpoBaHue 1 MOHUTOPUHT HTEPdEicoB

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- YnpasneHve npoduasmm

- HacTpoiikn IPsec VPN

- MapwpyTtumsauns -> O6LLme HaCTPONKM MapLUpyTU3aLum
- MapuwpyTtnsaums -> Hactpolika npotokona BFD

- BesonacHocTb -> YnpasneHue Firewall

- besonacHOCTb -> YnpaB/ieHne NorMpoBaHNEM U 3aLLMTON OT
CeTeBbIX aTak

- BeszonacHOCTb -> HacTpoiika cuctembl NpefoTBpaLLeHns
BTOpXeEHWiA (IPS/IDS)

- YnpasneHue QoS

- MoHUTOPWHT 1 ynpasneHue -> YnpasneHne SYSLOG

- MOHUTOPWHT 1 ynpaBneHue -> HacTpolika 3epKaimpoBaHus
- HacTpoliika koHTponsi aboHeHToB (BRAS)

- HacTtpoiika SoftGRE koHTponnepa TyHHenel

Job6asneHbl pasgens:

- BesonacHocTb -> HacTpolika cuctembl "AHTrcnam”

10
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Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BbIMyCKa
Bepcusa 1.22 29.10.2020 Mi3meHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpasneHue nporpaMmHbIiM obecrnevyeHnemM n KoHdurypaumei
- HacTpoiika obuiecmcTeMHbIX napameTpoB

- YnpaB/seHne cucTeMHbIMU Yacamu

- Hactpoiika AAA

- KoHhurypupoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- Ynpasnexve unistpamei

- YnpasneHve NorupoBaHNeM 1 3aLiMTOi OT CETEBLIX arak
- HacTpoiikn IPsec VPN

- Ynpasnexue VPN. HacTpoiiku yaaneHHoro goctyna
- MapwpyTtusauuns -> HacTtpolika npotokona BGP

- MapwpyTtusauuns -> HacTtporika npotokona IS-IS

- Hactpoitkn MPLS

- PesepBunpoBaHue

- YnpasneHune QoS

- MOHWUTOPWHT ¥ yrpas/iieHne

- Hactpoiika DHCP

- HacTpoiika SLA

- HacTpolika koHTponsi aboHeHToB (BRAS)

- YnpaBneHue crucTemoii npeoTepalleHns BTopxennii (IPS/IDS)

11
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Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BblMycKa
Bepcus 1.21 05.06.2020 Mi3meHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpasneHue nporpaMmHbIiM obecrnevyeHnemM n KoHdurypaumei
- KoHhurypupoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHve L2-pyHKunsamm

- YnpaeneHue Firewall

- YnpasneHve NorupoBaHNeM 1 3aLiMTO OT CETEBLIX arak
- Ynpasnexve NAT

- HacTpoiikn IPsec VPN

- MapLpyTnsaums

- Hactpoiikn MPLS

- PesepBunpoBaHue

- YnpasneHue QoS

- MOHWUTOPWHT ¥ yrpas/ieHne

- HacTtpoiika SoftGRE koHTponnepa TyHHenei

- TexHn4yeckasa nogaepxka
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBoyHuk komaHz CLI. Bepcus 1.19.2

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.20 03.02.2020 Mi3meHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- YnpaBneHue nporpaMMHbIM obecneyeHnem n KoHurypauumeni
- KoHdhurypripoBaHne 1 MOHUTOPUHT TYHHesen

- YnpaBneHue L2 doyHKLmMAMN

- YnpaeneHue Firewall

- YnpaBneHue NorvpoBaHneM 1 3allMToli OT CEeTEBbIX aTak
- Ynpasnexve NAT

- Hactpoliku IPsec VPN

- Hactpolika npotokona BFD

- Hactporiku MPLS

- Pe3epBuposaHue

- YnpasneHne QoS

- MOHUTOPUHT 1 ynpasneHue

- Hactporika Wi-Fi KoHTponnepa TyHHenemn
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Bepcus foKyMeHTa

Bepcusa 1.19

Bepcusa 1.18

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBoyHuK komaHz CLI. Bepcus 1.19.2

Jarta
Bbinycka

04.02.2020

08.11.2019

CopepXXaHue N3MeHeHui

Job6asneHbl pasgens:

- Hactpoiika mDNS-reflector

- Hactpoiikn MPLS

M3mMeHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHL,

- KomaHabl NoNb30BaTebCKoro nHTepgienca

- Hactpoiika AAA

- KoHhurypupoBaHne 1 MOHUTOPUHT NHTEPAIENCOoB
- KoHthurypmpoBaHue 1 MOHUTOPUHT TYHHeNel

- YnpasneHve L2-pyHKunsamm

- HacTpoiika VRF

- YnpasneHve npoduasmm

- YnpaeneHue Firewall

- HacTpoiikn IPsec VPN

- Ynpasnexue VPN. HacTpoiikn yaaneHHoro goctyna
- MapLpyTtnsaums

- YnpasneHue QoS

- Ynpaenexue sFlow

- MOHUTOPWHT 1 ynpasnexHne

- HacTpoiika koHTponsi aboHeHToB (BRAS)

- Hactpoiika VolP

CuHxpoHusauus c sepcuweid MO 1.8.2
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.17 02.09.2019 [ob6aBneHbl pasgensl:

- 36 HacTpoliika cucTembl NpeoTepalleHns BTopxeHnii (IPS/IDS)
N3meHeHus B pasgenax:

- 1.4 Vicnonb3yemble CoKpalleHns

- 3.2 KoHGurypupoBaHue mapLupytmsaTopa

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHneM 1 KoHdurypaumeli
- 9 Hactpoiika AAA

- 10 KoHhurypmnpoBaHue 1 MOHUTOPUHT MHTEpdEelicoB

- 11 KoHchuryprpoBaHue 1 MOHWUTOPUHT TyHHesel

- 12 Ynpasnenue L2 chyHKumaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTpoiika VRF

- 17 YnpasneHue npounnsamm

- 19 YnpaeneHwue firewall

- 24 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna

- 20 YnpaBneHue cunbsTpaumei

- 25 MapuwpyTtusaums

- 27 YnpasneHune QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 35 Hactpoiika VOIP
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.16 15.08.2019 Mi3meHeHus B pasgenax:

- 1.4 Vicnonb3yemble CoKpalleHns

- 3.2 KoHGurypupoBaHue mapLupytmsaTopa

- 4 KomaHAbl Nonb30BaTeIbCckoro nHTepdelica

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHneM 1 KoHdurypaumeli
- 9 Hactpoiika AAA

- 10 KoHhurypmpoBaHue 1 MOHUTOPUHT MHTEpdelicoB

- 11 KoHthuryprpoBaHue 1 MOHWUTOPUHT TyHHesel

- 23 Hactpoiikn IPsec VPN

- 24 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusaums

- 27 YnpasneHnune QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 32 HacTtpoiika SLA

- 33 HacTpoiika koHTponsi a6oHeHToB (BRAS)

- 34 HacTpoiika Wi-Fi koHTponnepa TyHHenei
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.15 05.08.2019 Job6asneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500, ESR-1510

Jo6aBneHbl pasgensi:

- 10.5 MocnepoBaTtenbHble MHTEpPAENACHI

- 20 YnpaBnexue cunsTpaumei

- 32 HacTtpoiika SLA

M3meHeHus B pasgenax:

- 3 CTpyKTypa CMCTEMbI KOMaH[,

- 4 KomaHAbl Nonb30BaTeIbCckoro nHTepdelica

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHneM 1 KoHdurypaumetli
- 7 HacTpoiika 06LiecncTeMHbIX NapaMeTpoB

- 8 YnpaBneHne cMCTEMHbIMU Yacamm

- 9 Hactpoiika AAA

- 10 KoHhurypmpoBaHue 1 MOHUTOPUHT MHTEpdelicoB

- 11 KoHthuryprpoBaHue 1 MOHWUTOPUHT TyHHesel

- 12 YnpasneHue L2 chyHKuMaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTpoiika VRF

- 15 HacTpoiika IP-agpecaumm

- 16 HacTpoiika IPV6 agpecaunn

- 17 YnpasneHuns npounsamm

- 18 YnpaBneHve cnuckamu KoHTpons goctyna (ACL)

- 19 YnpaeneHue Firewall

- 21 YnpaBneHne NorMpoBaHMeM 1 3alyTOi OT CeTEBbIX aTak
- 22 YnpasneHune NAT

- 23 Hactpoiikn IPsec VPN

- 24 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusaums

- 26 Pe3epBurpoBaHue

- 27 YnpasneHnune QOS
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Bepcus JOKyMeHTa

Bepcua 1.14

Bepcua 1.12

Bepcua 1.11

Bepcna 1.10

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Aata
BbiMycKa

31.01.2019

11.11.2018

03.05.2018

03.05.2017

CopepXXaHue N3MeHeHui

- 28 YnpaeneHue Netflow
- 29 YnpasneHvne SFLOW
- 30 MOHUTOPWHT 1 ynpasBieHune

- 31 Hactpoiika DHCP

M3meHeHusa B pasgenax:

- 11 KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHesel

CuHxpoHuzauus ¢ MO 1.4.1

CuHxpoHusauusa ¢ MO 1.4.0

VI3ameHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmusaTopa

- 4 KomaHpbl N0Nb30BaTeNIbCKOro HTepgeica
- 6 HacTpoiika 06LecncTEMHbIX NapaMeTpPoB
- 7 YnpaBneHue cUCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 YnpaBneHwue nHTepdeiicamu

- 11 ¥YnpasneHue TyHHeNnsAmm

- 13 YnpaBneHue agpecHbIMy Tabnuuamm

- 19 YnpaeneHue Firewall

- 21 Ynpasnenue VPN. HacTtpolika IPsec

- 23.8 HacTtpoiika npoTtokona BGP

- 24.5 HacTtpolika MultiwAN

- 25 YnpasneHue QoS

- 31 HacTpoiika KOHTposisi aboHeHTOB (BRAS)
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.9 16.12.2016 [ob6aBneHbl pasgensl:

- 23.5 HacTpoiika 06beKTOB OTC/EXMBAHUS COObITUI
- 23.6 HacTtpoiika npotokona BFD

- 23.8 HacTtpoiika npotokona BGP

- 31 HacTpoiika koHTponsi a6oHeHToB (BRAS)
M3meHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmMsaTopa

- 3.3 Tvnbl 1 NOPAA0K MMEHOBaHWA UHTepdheiicoB
MapLipyTu3aropa

- 3.4 Tunbl 1 NOPSAOK UMEHOBAHWSA TYHHeNe MapLipyTusaropa
- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9 HacTpoiika 1 MOHUTOPUWHT MHTepdIelicoB

- 11 YnpasneHue TyHHeNnsaAmm

- 26 YnpaeneHue Netflow

- 32 HacTpoiika Wi-Fi koHTponnepa TyHHenei

Bepcusa 1.8 22.07.2016 M3meHeHus B pasgenax:
- 7 YnpaBneHue CUCTEMHbIMU Yacamm
- 8 Hactpoiika AAA
- 9.1 Ethernet-nHTepdelichl
- 11 YnpaBneHue TyHHeNnaMu
- 24 YnpasneHue VRRP
- 20 YnpaBneHue NAT
- 14 Hactpoiika VRF
- 12.1 YnpaBneHue L2 mapLipytusaumei

- 24.3.2 HacTtpoiika pesepsupoBaHus Firewall
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcusa 1.7 28.01.2015 [ob6aBneHbl pasgensl:
-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctemMa MOHUTOPMHIA KayecTBa ycsyr)
M3meHeHus B pasgenax:

- 5.8 ¥npaBneHue nporpaMMHbIM 06ecneyeHmem

- 5.14 YnpaBneHve nporpamMHbIM 0b6ecneyeHnem

- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 11.13 YnpaBneHue TyHHeNAMM

- 18.12 YnpaBneHue cnuckamu KOHTPOss AOCTyn
-22.1 L2TP/PPTP

- 22.3 O6LMe KoMaHAbl HACTPOIKKN yaAaneHHoro AocTyna
- 23.7 HacTtpoiika npotokona BGP

- 20.8 YnpasneHue NAT

- 24.1 Ynpasnexue VRRP

- 11 YnpasneHue TyHHeNnsaAmm

- 14.4 Hactpoiika VRF

- 20.24 YnpasneHue NAT

- 24.4 MultiwAN

- 26 YnpasneHune QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LMe HaCTPOIKM MapLUpyTU3aUun

- 23.5 HacTtpolika ctatuyeckux mapwpytos IPv4/IPv6
- 23.8 HacTtpoiika npoTtokona OSPF

- 23.9 HacTtpoiika npotokona OSPFv3

- 31 HacTpoiika Wi-Fi koHTponnepa TyHHenei

- 25 Ynpasnenune QOS
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcus 1.6 17.08.2015 [ob6aBneHbl pasgensl:

- 26 YnpaeneHue Netflow

- 27 YnpaeneHue Sflow

M3meHeHus B pasgenax:

- 2 MpaBunna nosb30BaHUA KOMaHAHOV CTPOKOA

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 5 YnpaBneHue nporpaMmHbIM 06ecneyeHnem

- 7 YnpaBneHue CMCTEMHbIMU Yacamm

- 8 Hactpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 12.1 YnpaBneHue L2 mapLupyTtusaumei

- 12.3 HacTtpoiika 1 moHuTopuHr VLAN

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 19 YnpaeneHue Firewall

- 20 YnpaBneHune NAT

- 21.2 YnpaeneHnue VPN. HacTtpoiika IPsec

- 22 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
- 23. 1 O6uwpme HaCTPOIiKN MapLIpyTM3aLmm

- 23.2 O6LWme KoMaHAbl aHOHCUPOBaHWUS U NpUemMa MapLUpyTOB
- 23.3 MapLupyTr3alyst Ha ocHoBe nonmTuk (PBR)
- 23.7 HacTtpoiika npotokona BGP

- 23.8 HacTtpoiika npotokona RIP

- 23.9 HacTtpoiika npoTtokona OSPF

- 28.1 Hactpoiika SNMP

- 28.3 HacTtpoiika goctyna SSH, Telnet

- 29 Hactpoiika DHCP
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcus 1.5 22.06.2015 [ob6aBneHbl pasgensl:

- 9 Hactpoiika AAA

- 11 ¥YnpasneHwue IPv6 DHCP-knneHTOM

- 13 YnpaeneHue IPv6 DHCP-relay

- 15 ¥YnpasneHue IPv6 DHCP-cepsepom

-16.2 TDM(E1)

-17.2 MLPPP

- 21 HacTpoiika VRF

- 23 HacTpoiika IPv6 agpecaumu

- 25 YnpaBneHue cnuckamu goctyna (ACL)

- 35 MapLupyTu3auust Ha ocHoBe nonnTuk (PBR)
- 38 HacTpoiika ctatnyeckmx IPvé maplipyTos

- 42 HacTpoiika npotokona OSPFv3

- 44 HacTpoiika pe3epB1MpoBaHus

N3meHeHus B pasgenax:

- 4 KomaHAbl Nonb30BaTeIbekoro nHTepdelica
- 5 ¥npaBneHue nporpaMmHbIM 06ecneyeHnem
- 14 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 16.1 Ethernet uHtepdeiicsl

- 20 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 24 YnpasneHue npodunamm IP-agpecoB 1 noptos
- 26 YnpaeneHue Firewall

- 34 O6LLMe KOMaHAbl aHOHCMPOBaHWS U NpuemMa MapLLpyToB
- 37 HacTpolika cTaTn4yecknx mapLupyToB

- 39 HacTpoiika npotokona BGP

- 40 HacTpoiika npoTtokona RIP

- 41 HacTpoiika npotokona OSPF

- 47 HacTpoiika QoS

- 50 HacTtpoiika SNMP
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Bepcus JOKyMeHTa

Bepcua 1.4

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Aata
BbiMycKa

11.03.2015

CopepXXaHue N3MeHeHui

Jo6aBneHbl pasgensi:

- 11 ¥Ynpasnenue DHCP areHTOM

- 27 O6LMEe HACTPOIKM MapLUpyTU3aLmm
- 29 HacTpoiika CBSI30K K/itoueit

- 34 YnpaeneHve VRRP

- 35 Ynpaenexue DualHoming

- 36 HacTtpoiika MultiwAN

- 37 YnpaeneHnue QOS

- 38 HacTpoiika 3epkanmpoBaHus

- 39 HacTpoiika Wi-Fi koHTponnepa

- 40 HacTtpoiika SNMP

M3meHeHus B pasgenax:

- 1.4 Vicnonb3yemble CoKpalleHns

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 3.3 Tvnbl 1 NOPAA0K MMEHOBaHWA UHTepdheiicoB
MapLipyTu3aropa

- 3.4 Tunbl 1 NOPAAOK MMEHOBaHUA TYHHENE MapLupyTu3aTopa

- 5 Ynpae/neHve NporpaMmmMHbIM 06eCreyeHneM 1 KoHgUrypatmei

- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB
- 7 HacTpoiika goctyna
- 12 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 13 HacTpoiika 1 MOHUTOPUHT HTEPdelicoB

- 14 YnpaBneHue pynnamu arperayumn kaHanos — Link

Agregation Group (LAG)

- 20 YnpaeneHue Firewall

- 21 YnpasneHune NAT

- 22 Ynpaenexue VPN. HacTpolikn IKE

- 23 Ynpaenexue VPN. HacTpoiikn IPsec
- 25 YnpaBneHue TyHHeNnsIMu

- 26 YnpaBneHue Spanning Tree
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus JOKyMeHTa barta CopepXaHue n3MeHeHui
BbiNycKa

- 30 HacTpoiika cTatnyecknx MapLupyToB
- 31 HacTpoiika npotokona BGP

- 32 HacTpoiika npotokona RIP

- 33 HacTpoiika npotokona OSPF

- 41 YnpaBneHue Syslog

24



Bepcus JOKyMeHTa

Bepcusa 1.3

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Aata
BbiMycKa

25.11.2014

CopepXXaHue N3MeHeHui

[o6aBneHbl pasaensi:

- 7 HacTpoiika goctyna

- 13 YnpaBneHue pynnoit arperauun kaHanoB — Link Agregation

Group (LAG)

- 14 HacTtpoiika n moHuTopuHr VLAN

- 15 YnpaeneHue bridge

- 16 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 24 YnpaBneHue TyHHensIMun

- 25 Ynpasnenwue STP, RSTP, MSTP

- 26.2 O6LWme KoMaHAbl aHOHCMPOBaHNS MapLIpPyTOB
- 26.3 HacTtpoiika npotokona BGP

- 26.4 HacTtpoiika npotokona RIP

- 26.5 HacTtpoiika npotokona OSPF

- 27 YnpasneHune SYSLOG

N3meHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 3.3 Tvnbl 1 NOPAA0K MMEHOBaHWA UHTepdheiicoB
MapLipyTu3aropa

- 4 KomaHApl No/b30BaTe/NbCKOro NHTepgelica

- 5 Ynpae/neHve NporpaMmmMHbIM 06eCreyeHneM 1 KoHgUrypatmei

- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 12 HacTpoliika 1 MOHUTOPUHT MHTepdeiicoB

- 18 ¥Ynpasnenue npodunamm IP-agpecoB 1 noptos
- 19 YnpaeneHue Firewall

- 20 YnpaBneHune NAT

- 22 Ynpaenexue VPN. HacTpoiikn IPsec

- 23 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Bepcus gokymeHTa Aata CopepXXaHue N3MeHeHui
BblMycKa
Bepcus 1.2 26.06.2014 CuHxpoHusauus ¢ Bepcueli MO 1.0.2.

Job6asneHbl pasgens:

- 5 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 9 YnpaBsneHue cMcTeMHbIMU Yacamm

- 18 ¥Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
M3mMeHeHus B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmMsaTopa

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHgurypaumei
- 7 HacTpoiika cTaTnyeckux MapLupyToB

- 10 Ynpasnenune DHCP-knneHTOM

- 12 HacTpoiika 1 MOHUTOPUHT UHTEpdeiicoB

- 14 YnpaeneHue Firewall

- 16 ¥Ynpasnexue VPN. HacTpolika IKE

- 17 ¥Ynpaenexue VPN. HacTpolika IPsec

Bepcusa 1.1 29.04.2014 CwuHxpoHusauus ¢ sepcueli MO 1.0.1.
Pazpnen «OTnagka paboTbl ycTpolicTBa» NepeHeceH B OTAe bHbIi
[LOKYMEHT.

Bepcua 1.0 20.03.2014 Mepsas nybnmkaums

Bepcusa nporpaMMHOro 1.19.2

obGecneyeHus
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WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2
3 lMpaBuna nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[nsa ynpoweHnst ncnonb30BaHUsi KOMaHAHOW CTPOKN MHTepdeiic NoaaepXMBaET (YHKLMUIO aBTOMATUYECKOro
[IONOMHEHNA KOMaHA,. dTa (PYHKUUSI akTUBUPYETCS NPV HEMNOJTHO HabpaHHOW KOMaHAe 1 BBOAE CMMBOA
Tabynsauum <Tab>.

[Apyras oyHKUMSI, MoMoratoLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi noAckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/TyYMTb MOACKA3KY O C/efyoLyX 3fieMeHTax KoMaHibl nyTeM BBOAA
BOMPOCWTE/ILHOTO 3HaKa <?>.

[Ns yNpoLLEHNA KOMaH/, BCeii cucTeMe KoMaHz npugaHa nepapxudeckas CTpyktypa. [1s nepexofa Mexay
YPOBHSIMU Mepapxuu npegHasHaueHbl cnelyasibHble KoMaHabl nepexoa. AT0 NO3BO/SET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha K&XA0M 13 YPOBHE. [ 0603HAYEHS1 TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAWTCs NoMb30BaTe/lb, AMHAMUYECKM U3MEHSIETCS CTPOKA NPUMNALLEHNS CUCTEMbI.

Mpumep:

esr> enable BknwyeHue 15 ypOBHA NpusBuierui

esr# configure Nepexoh B pexuMm KOHOUrypupoBaHMA yCcTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YpOBEHbL Bbille
esr#

[nsa ypob6cTBa MCcnosib30BaHUS KOMaHAHOM CTPOKM peanin3oBaHa NogaepXKa ropsavmx KaBuLl,
nepeyncnieHHbIx B Tabnumue 1.

Tabnuua 1 — OnucaHne ropsunx Knaesuw KoMaHgHom ctpokum CLI

CoueTaHue K1aBULLN OonucaHuve

Ctrl+D B0 B/IOXEHHOM KOMaHAHOM PeXnme — BbIX0/ B NpeAblAyLni KoMaHHbIi
pexum (komaHaa exit), B KOpHEBOM KOMaHAHOM pexumMe — Bbixog, 13 CLI
(xomaHga logout)

Ctrl+z BbIXoA, B KOPHEBOI KOMaH/HbIN pexum (komaHaa top)
Ctrl+A Mepexop B HaYa0 CTPOKM

Ctrl+E Mepexopn B KOHeL, CTPOKM

Ctrl+U YnaneHve cUMBO/IOB C/1eBa OT Kypcopa

Ctrl+K YpaneHue cMMBO/IOB cripaBa OT Kypcopa

Ctrl+C OuncTka CTPOKK, a Takke 06pbIB BbINOSTHEHUS KOMAHAbI
Ctrl+W YpaneHuve crioBa cfnesa oT Kypcopa
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CoueTaHue KnaBuLn OnucaHue

Ctrl+B Mepexopa Kypcopa Ha OfHY No3vuuio Ha3as
Ctrl+F Mepexop Kypcopa Ha oAHYy NOo3uLMIo BNepes
Ctrl+L OuucTka akpaHa

[ns yno6cTBa YTeHus fobasneH NoCTpaHNYHbIv BbIBOA, 60/1bLLOIN N0 06beMy MHOpMaLUN.

Hanpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr 1info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[na OTKNYeHMs NOCTPaHMYHOIO BbIBOAA B TEKYLLEl ceccu He06X0AMMO BBECTN KOMaHAY:

esr# terminal datadump

NHTepdeiic KoMaHHOI CTPOKKN o6ecneynBaeT aBTOpM3aLIMio No/b30BaTeNei 1 orpaHnyMBaeT AoCTyn K
KOMaHaM Ha OCHOBAHWMN YPOBHS NPUBWETiA, 33jaHHOTO aIMUHCTPATOPOM.

B crcTemMe MOXET 6bITb CO3/1aH0 HEOBXOAMMOE KO/IMYECTBO Nosb3oBaTteneil. Heo6xoauMblii ypoBeHb
npVBUNErvii 3aaaéTcs MHANBMAYANbHO A5 KaXKA0ro U3 HUX.

© B 3aBo/CKO KOHGMIypaLmMy B CUCTEME CO3/jaH OMH Nosb3oBaresb ¢ MMeHeM admin 1 naponem
password.

[nsi o6ecneyeHnst 6e30MacHOCT KOMaHHOro HTepdelica KomaH bl pacnpegeneHsl Mexay 1,10 n 15
YPOBHEM NpUBUNIETWiA:

* 1 ypoBeHb — AOCTYNEH TONbKO MOHUTOPUHT YCTPOIACTBA;
+ 10 ypoBeHb — [JOCTYMHO KOH(PUIyprpoBaHue YCTPOICTBa, KPOMEe CO3/jaHNsA Nofb3oBaTenei,
nepesarpysku ycTpoiicTBa, 3arpysku MNo;
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15 ypoBEHb — HET OrpaHNYEHNIA.

MonyyeHne 15 ypoBHSA NpUBUAETAIA:

(esr)> enable
(esr)#

BosBpalleHne Ha nepBoHaYasibHbI YPOBEHb NPUBUIETWIA:

(esr)# disable
(esr)>

CuctemMa no3BosisieT HECKOJIbKM M0/1b30BaTeNsIM OHOBPEMEHHO MOAK/IHUATLCS K YCTPOACTBY.

[na ymeHblleHna o6bemMa oTobpakaeMblX faHHbIX B OTBET Ha 3arpochl Nonb30BaTesNs U 06/1eryeHns novcka
Heo6XxoAMMOI NHGIOPMAaLLMN MOXHO BOCMNO/1b30BaTbCA pubTpaLmeid. Ansa donnstpaumum nHopmaumm
TpebyeTcs f06aBUTb B KOHEL, KOMaHAHOW CTPOKX CUMBOS «|» U MCNOMb30BaTh OAHY M3 ONUUiA ounsTpauum:

begin — BbIBOAWTbL BCe NOC/e CTPOKK, CoAepXaLleit 3aiaHHblli LaboH;

count — BbIBOAWTL TO/IbKO KOJIMYECTBO CTPOK, OTOGPaxXaeMbix B BbIBOAE KOMaHAb! (6e3 BbiBOAA
NHhopMaLmMK, 0TOGpaxKaeMoil caMoii KoMmaHAao);

counter — f06aBNSAET K BbIBOAUMOW MH(pOpMaLy HoMepa CTPOK;

include — BbIBOAMTbL BCE CTPOKM, COAEpXaLune 3aaHHbli LWaboH,;

exclude — BbIBOAUTL BCE CTPOKM, HE coepXalyme 3afaHHbIi WabnoH;

until — BbIBOAUTL BCE A0 CTPOKK, coaepxallei 3afgaHHbIin WwabnoH.

LLlabnoH noncka MOXET ObITb 3a4aH PEry/sipHbIM BbIPaXXEHNEM U COAEPXaTb:

- MepeyeHb CMMBOMOB. MOXHO ONpeaeninTb NepedeHb, 3ak/THUMB CYMBOJIbI B KBaApaTHbIE CKOOKM «[]».
CooTBeTcTBME OyAET NPOBEPSITLCS MO CUMBOIAM, MEPEUNC/IEHHBIM B NepeyHe. Ecnn nepBbIiii CMBO/ NEPEYHS
«*», TO COOTBETCTBUE BYAET NPOBEPATLCSA MO /IVO60MY CUMBOJTY, HE BXOASALEMY B NepeyeHb. Mpumepsi:

[[az] -'a','z'n ",
[a-z] - Bce natuHckme 6ykBbI OT 'a' 10 'Z'.

— CneunasbHble CUMBObI:

A — Hayano CTpoKu;

$ — KOHeL, CTPOKY;

. — N06OI CUMBON B CTPOKE;
* — HOMb UK 6onee pas.

BbiBog KOMaHAapl «show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default -info

BbiBog, KOMaHAap! «show running-config syslog» ¢ napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info
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BbiBog komaHAabl «<show running-config syslog» ¢ napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBog, KOMaHApl «show running-config syslog» ¢ napameTpom «exclude:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

MpuMepbl NCMNOMbL30BaHNSA PETYNSIPHBIX BbIPaKEHWIA:

esr# show interfaces status | include ""te.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include ""gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:do
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[AtgIl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0

[na BbiBOgA MHhopMaLmm, 3anpoLLeHHon kKomaHaol show, B dpainn Tpebyetca A06aBUThL B KOHEL, KOMaHAHOM
CTPOKMN COOTBETCTBYHLLMIA CUMBON, NYTb U UMSA ANS1 CO34aHUSA WX OOMOIHEHUS TEKCTOBOrO oaiina.

CumBO/IbI 415 BbIBOAA MHpopMaumu B thaiin:

+ > — 3anucaTtb BbIBOA, KOMaH/bl B dhaiin;
+ >>— fonucaTtb BbIBOA, KOMaH/bl B KOHel, chaiina;

BO3MOXHble NyTW AN151 COXPaHEHNS TEKCTOBbIX (DaifIOB BbIBOAA KOMAHA!

+ flash:data/<FILE> — dpaiin 6yaet co3gaH unv AONOSHEH B 3HEProHe3aBNCMON NamsaTu
MapLupyTmsartopa B pasgerne flash:data;

+ usb://<USB-NAME>:/<FILE> — chaiin 6ynet co3gaH unu gononHeH Ha USB-Hocutene ¢ nmeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> — dpaiin 6ygeT co3gaH nnv gononHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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4 CTpyKTypa CUCTEMbI KOMaHA,

No6anbHbIA Pexmm

KoHdhurypupoBaHve mapLupytmsaropa

Tunbl 1 NOPSAOK MMEHOBaHMA NHTePENCOB MapLLpyTh3aTopa
Tunbl 1 NOPSALOK MMEHOBaHWSA TYHHENEe MapLupyTusaropa

CucteMa KomaHf uHTepgpeiica KoMaHAHO CTPOKM MaplLupyTusaTopa cepum ESR pasgeneHa Ha
nepapxuyeckme ypoBHm (pasaenbl).

FnoGanbHbI peXum

BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeaeH B Tabnuue 2.

Ta6nuua 2 — Viepapxusi KOMaHAHbIX PEXNMOB (BEpPXHWiIA yPOBEHb)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHtpurypuposanua  configure esr(config)#
(CONFIG)
Pexum oTnagkm paboTsl debug esr(debug)#
ycTpoiictea (DEBUG)
" exit
esr-10008 end
configure

asr-1000 (config) #

debug pexunm DEBUG
esr=-1000 (debug) #

PucyHok 1 — BepxHuii ypoBeHb Mepapxun pexxnMoB KOMaH[

B kopHeBoM koMaHaHOM pexume (ROOT) ocyliecTBAsieTCs:

— paborTa ¢ haitniamm KoHurypaymm:

NPUMEHEHUE;
NnoATBEPXAEHNE;

cbpoc;

COXpaHeHue;

OTMEHa HeNnPUMEHEHHbIX U3MEHEHWIA;
BO3BpaT K NOATBEPXKAEHHON KOHGIUTypaLuw.

— nepes3arpyska Mmapwpytmnsaropa,;

— MOHUTOPWHT PaboTbl U NPOCMOTP TeKYLLE KoHurypauum ycTpoiicTaa.
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n3 KOPHEBOIo pexnma (ROOT) OCYyLLECTBNAETCA nepexoa K cnegyrowmm pasgenam:

— pexum KoHdpurypuposanus yctpoiictea (CONFIG);

— pexum oTnaaku pabotsl ycTpolictea (DEBUG).

KoHdmrypupoBaHue maplupytusatopa

KoHdhurypupoBaHue mapLupyTtusatopa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum gocTyneH
13 kopHeBoro pexumMa (ROOT). Mepexon B peXXmm KOHMIypupoBaHUs OCYLLLECTBSETCS TOMbKO B
NMPVBUNETMPOBAHHOM PEXMME.

[na nepexoga 13 kopHesoro pexuma (ROOT) Heo6x0AMMO BbINOSTHUTL Ceaytome KOMaHabl:

esr> enable
esr# configure
esr(config)#

B pexxume koHQUrypmpoBaHusa mapLipyTtusaropa cepun ESR BbinosnHsaeTcs:

— ynpas/ieHne CUCTEMHbIMY Yacamu;

— ynpasfieHne CUCTEMHbIM XYPHa/I0M;

— ynpasneHue yaasieHHbIM LOCTYNoMm,;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTpoika VLAN;

— HaCTpoWKa cTaTuyeckux MapLUpyTOB;

— HaCTpoiKa NPMOPUTETHOCTI MPOTOKO/I0B MapLUpyTu3aLmuy;

— Nnepexos K pexumam KOHUrypnupoBaHusa (oyHKL M, onncaHne pexumoB npreeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHAHble pexuMbl 4151 yNpaB/ieHns MapLIpyTU3aTopoM

YpoBeHb KomaHpa Bxopa ! Bupg cTpokun Mpeabiaywuii
NOACKa3Kn YpPOBEHb

HacTpoiika rnobasibHbIX NapamMeTpoB configure esr(config)# ROOT

(CONFIG)

Hactpoiika WLC wlc wlc-30(config-wilc)#  CONFIG

(CONFIG-WLC)

HacTpoiika cepsuca Airtune airtune wlc-30(config- CONFIG-WLC
airtune)#
(CONFIG-AIRTUNE)

HacTtpoiika npochuns Airtune airtune-profile <NAME> wlc-30(config- CONFIG-
airtune-profile)# AIRTUNE
(CONFIG-AIRTUNE-PROFILE)

32



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

YpoBeHb

HacTpoiika npodnns onpeaeneHHoi Toukm
focTyna

(CONFIG-WLC-AP)

HacTpoiika nokaumm

(CONFIG-WLC-AP-LOCATION)

HacTpoiika npodunst o6LLMX HACTPOEK
ToYek goctyna

(CONFIG-WLC-AP-PROFILE)

HacTpoiika TpaccnpoBKu

(CONFIG-WLC-AP-PROFILE-TRACE)

HacTpoiika npoduns paguonapameTpoB B
AnanasoHe 2.4 Ty,

(RADIO-2G-PROFILE)

HacTpoiika npodunns paguonapameTpos B
AunanasoHe 5Ty

(RADIO-5G-PROFILE)

HacTpoiika gnanasoHa aipecos

(CONFIG-WLC-IP-POOL)

HacTpolika npocmns noptana

(CONFIG-WLC-PORTAL-PROFILE)

HacTpoiika npodnns RADIUS gns
aBTopu3auun nonb3osarenei

(CONFIG-WLC-RADIUS-PROFILE)

HacTpoiika cepBuc-akTmBaTopa

(CONFIG-WLC-SERVICE-ACTIVATOR)

HacTpoiika SSID

(CONFIG-WLC-SSID-PROFILE)

KomaHpa Bxoga

ap <MAC_AP>

ap-location <NAME>

ap-profile <NAME>

trace

ragio-2g-profile <NAME>

radio-5g-profile <NAME>

ip-pool <NAME>

portal-profile <NAME>

radius-profile <NAME>

service-activator

ssid-profile <NAME>

Bup cTpoku
MoACKa3Ku

wlc-30(config-wlc-

ap)#

wlc-30(config-wlc-
ap)#

wlc-30(config-wlc-
ap-profile)#

wlc-30(config-wlc-
ap-profile-trace)#

wlc-30(radio-2g-
profile)#

wlc-30(radio-5g-
profile)#

wlc-30(config-wlc-ip-

pool)#

wlc-30(config-wlc-
portal-profile)#

wlc-30(config-wlc-
radius-profile)#

wlc-30(config-wlc-
service-activator)#

wlc-30(config-wlc-
ssid-profile)#

Mpeabiaywmii
ypoBeHb

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC-
AP-PROFILE

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC
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YpoBeHb

HacTpoiika pacnmcaHus o6HoBnexHus MO
[Ns TOYeK AocTyna

(CONFIG-WLC-UPDATE-MANAGER)

HacTpoiika nokasnsHoro RADIUS-cepsepa

(CONFIG-RADIUS)

HacTpoiika NAS

(CONFIG-RADIUS-NAS)

HacTpoiika BupTyansHoro RADIUS-cepBepa

(CONFIG-RADIUS-VSERVER)

HacTpoiika BupTyansHoro RADIUS-cepBepa
Kak 1cnosib3yemoro cepsepa

(CONFIG-RADIUS-SERVER)

HacTtpoliika npocnns AAA

(CONFIG-AAA-RADIUS-PROFILE)

HacTtpoiika GigabitEthernet nHtepdpeiicos

(CONFIG-GI)

HacTpoiika TengigabitEthernet
nHTepgencos

(CONFIG-TE)

HacTpoiika FoutygigabitEthernet
nHTepdeicos

(CONFIG-FO)

HacTtpolika O0OB nHtepdeiica

(CONFIG-00B)

KomaHpa Bxoga

update-manager

radius-server local

config-radius-nas

config-radius-vserver

config-radius-server

config-aaa-radius-profile

interface gigabitethernet
<PORT>

interface tengigabitethernet
<PORT>

interface
fourtygigabitethernet <PORT>

interface oob <PORT>

Bup cTpoku
MoACKa3Ku

wlc-30(config-wlc-
update-manager)#

wlc-30(config-
radius)#

wlc-30(config-radius-
nas)#

wlc-30(config-radius-
vserver)#

wlc-30(config-radius-

server)#

wlc-30(config-aaa-

radius-profile)#

esr(config-if-gi)#

esr(config-if-te)#

esr(config-if-fo)#

esr(config-if-oob)#

Mpeabiaywmii
ypoBeHb

CONFIG-WLC

CONFIG

CONFIG-RADIUS

CONFIG-RADIUS

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika cabuHTepdeiicos

(CONFIG-SUBIF)

HacTpoiika cabuHTepdeiicos

(CONFIG-QINQ-IF)

HacTpoiika nocnefoBare/bHbIX
UHTEpdelicos 2

(CONFIG-SERIAL)

HacTtpolika BUpTyanbHbIX MHTEpPdeiicoB

(CONFIG-LOOPBACK)

HacTtpoiika E1-uHtepdeiicos

(CONFIG-E1)

HacTpolika rpynnbl arperaumm E1-kaHanoB
(CONFIG-MULTILINK)

HacTtpoiika FXO-nopTos

(CONFIG-VOICE-PORT-FXO0)

HacTtpolika FXS-nopTtoB

(CONFIG-VOICE-PORT-FXS)

HacTpoiika BupTYyanbHbIX TYHHE/bHbIX
nHTepdeiicos VTI

(CONFIG-VTI)

Komanpa Bxoga ' Bup cTpoku
nopckasKku

interface gigabitethernet esr(config-subif)#

<PORT>.<VLAN> unu

interface tengigabitethernet

<PORT>.<VLAN> unu

interface port-channel

<CH>.<VLAN>

interface gigabitethernet esr(config-qing-if)#

<PORT>.<VLAN>.<VLAN> unun

interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> nnu

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT> esr(config-serial)#

interface loopback <PORT> esr(config-

loopback)#
interface e1 <PORT> esr(config-e1)#
interface multilink <PORT> esr(config-

multilink)#

interface voice-port <NUM> esr(config-voice-
port-fxo)#

interface voice-port <NUM> esr(config-voice-
port-fxs)#

tunnel vti <VTI> esr(config-vti)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nocnegosaTenbHOro
nHTepdeiica 2

(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel

(CONFIG-L2TPV3)

HacTtpoiika GRE-TyHHenel

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)

HacTpoiika normyecknx TyHHenel

(CONFIG-LT)

HacTtpolika cabuHTepdelica Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

HacTpoiika IPv4-over-IPv4 TyHHeneli

(CONFIG-IP4IP4)

HaCTpOﬁKa ceTeBblX MOCTOB

(CONFIG-BRIDGE)

HacTpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBoli NOAUTUKM ANS
onpepenexns VLAN no LLDPDU-
COOOBLLEHUAM K/TMeHTa

(CONFIG-NET-POLICY)

HacTpoiika nyna agpecos DHCP-cepsepa

(CONFIG-DHCP-SERVER)

KomaHpa Bxoga

line aux <NUM>

tunnel 12tpv3 <L2TPV3>

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-line-aux)#

esr(config-12tpv3)#

esr(config-gre)#

esr(config-softgre)#

esr(config-It)#

esr(config-

subtunnel)#

esr(config-ip4ip4)#

esr(config-bridge)#

esr(config-vlan)#

esr(config-net-policy)

esr(config-dhcp-
server)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika DHCP onuuun 60

(CONFIG-DHCP-VENDOR-ID)

HacTpoiika nyna agpecos DHCP-cepBsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpoiika DHCP onuumn 60

(CONFIG-IPV6-DHCP-VENDOR-ID)

HacTpoiika pesepsuposaHus DHCP-cepsepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTpoiika npodunns NpuaoxXeHui

(CONFIG-OBJECT-GROUP-APPLICATION)

HacTtpoliika npocmns IP-agpecos

(CONFIG-OBJECT-GROUP-NETWORK)

HacTpoiika npodnisi CBSA30K
IP-agpecos n TCP/UDP-nopToB
(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTtpolika npocmnsa TCP/UDP-nopToB

(CONFIG-OBJECT-GROUP-SERVICE)

HacTpoiika npodmns URL

(CONFIG-OBJECT-GROUP-URL)

HacTpolika nocTaBLMKa KaTeropui
KOHTEHTHOW domnbTpaumnm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

HacTpoiika npodnist KaTeropuin KOHTEHTHOA
dmnsTpaumm ot BeHgopa Kaspersky
Laboratory

(CONFIG-OBJECT-GROUP-CF-KASPERSKY)

KomaHpa Bxoga

ip dhcp-server vendor-class-
id <NAME>

ipvé dhcp-server pool
<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

ip dhcp-server failover [ vrf
<VRF> ]

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

vendor <VENDOR>

Bup cTpoku
MoACKa3Ku

esr(config-dhcp-
vendor-id)#

esr(config-ipv6-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

esr(config-dhcp-
server-failover)#

esr(config-object-
group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-
port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-
filter)#

esr(config-object-
group-cf-
kaspersky)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER
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YpoBeHb

HacTpoiika npognas No4YTOBbIX JOMEHOB U
a/IpecoB MoYTOBbIX SALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTpoiika npodmns XAUTH

(CONFIG-ACCESS-PROFILE)

HacTtpoiika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE

(CONFIG-IKE-GATEWAY)

HacTtpoiika nonutukm npotokona IKE

(CONFIG-IKE-POLICY)

HacTtpoliika npocmns npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpoiika nonnTukm Habopa NpoTOKO/10B
IPsec

(CONFIG-IPSEC-POLICY)

HacTtpolika npotnnst Habopa NPOTOKO/10B
IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe Habopa
npoTokosos IPsec

(CONFIG-IPSEC-VPN)

HacTpoiika cnvcka KoHTpons focTyna

(CONFIG-ACL)

HacTpoiika npaBunia sl cnucka KOHTposs
Joctyna

(CONFIG-ACL-RULE)

KomaHpa Bxoga

object-group email <NAME>

access profile <NAME>

address-assignment pool

<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

ip access-list extended
<NAME>

rule <ORDER>

Bup cTpoku
MoACKa3Ku

esr(config-object-
group-email)#

esr(config-access-
profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-
policy)#

esr(config-ike-
proposal)#

esr(config-ipsec-

policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-
vpn)#

esr(config-acl)#

esr(config-acl-rule)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-ACL
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YpoBeHb

HacTpoiika 30Hbl 6e30MnacHOCTY

(CONFIG-ZONE)

HacTpoiika rpynnbl npaBun s nap 30H
6e3onacHocTu

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ansi napbl 30H
6e3onacHoCcTn

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca TpaHCsLMM aapecos
nonyuarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ana DNAT

(CONFIG-DNAT-POOL)

HacTtpolika rpynnbl npasun ans DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npasuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCASLMM afpecos
oTnpasuTens

(CONFIG-SNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ansa SNAT

(CONFIG-SNAT-POOL)

HacTtpolika rpynnbl npasun ans SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npaBuna ans SNAT

(CONFIG-SNAT-RULE)

KomaHpa Bxoga

security zone <NAME>

security zone-pair <FROM>

<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ruleset <NAME>

rule <ORDER>

Bup cTpoku
MoACKa3Ku

esr(config-zone)#

esr(config-zone-
pair)#

esr(config-zone-
rule)#

esr(config-dnat)#

esr(config-dnat-
pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-
rule)#

esr(config-snat)#

esr(config-snat-
pool)#

esr(config-snat-
ruleset)#

esr(config-snat-
rule)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG-ZONE-
PAIR

CONFIG

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-
RULESET
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YpoBeHb

HaCTpOﬁKa nosb3oBaTesnein cucTemsl

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpoiika yaaneHHon KoHcoNm

(CONFIG-LINE-TELNET)

HacTpoiika 3alMLeHHON yaaneHHO
KOHCO/N

(CONFIG-LINE-SSH)

HacTpoiika TACACS-cepBepa

(CONFIG-TACACS-SERVER)

HacTtpoliika RADIUS-cepsepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npoguns RADIUS-cepsepos

(CONFIG-RADIUS-SERVER-PROFILE)

HacTtpolika DAS-cepsepa

(CONFIG-DAS-SERVER)

HacTpoiika npogouns DAS-cepBepoB

(CONFIG-DAS-SERVER-PROFILE)

HacTtpolika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

HacTpoiika cepBepa Ansa yaaneHHoro
JocTtyna no npotokosny PPTP

(CONFIG-PPTP-SERVER)
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KomaHpa Bxoga

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-user)#

esr(config-line-
console)#

esr(config-line-
telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-
radius-profile)#

esr(config-das-
server)#

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

esr(config-pptp-
server)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

40



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

YpoBeHb

HacTpoiika nonb3oBateneii gns yaaneHHoro
poctyna no npotokony PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepsepa Ansa yaaneHHoro
JocTyna no npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTpoiika nonb3oBatenei 4ns yaaneHHoro
[ocTyna no npotokony L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepsepa ansa yaaneHHoro
poctyna no npotokosny OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTpoiika nonb3oBateneii 4ns yaaneHHoro
JocTyna no npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika knneHTa yaasieHHOro gocryna
no npotokony PPTP

(CONFIG-PPTP)

HacTpoiika knvMeHTa yaaneHHoro goctyna
no npotokosny PPPOE

(CONFIG-PPPOE)

HacTpolika knmeHTa yaasieHHoro
nogkntoyeHnsa no nporokony L2TP

(CONFIG-L2TP)

HacTpoiika knneHTa yaa/ieHHOro
noAkAyeHns no npotokony OpenVPN

(CONFIG-OPENVPN)

HacTtpolika SNMP-nonb3oBaresns

(CONFIG-SNMP-USER)

KomaHpa Bxoga

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-

ID>

snmp-server <NAME>

Bup cTpoku
MoACKa3Ku

esr(config-pptp-
user)#

esr(config-12tp-
server)#

esr(config-12tp-
user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
user)#

esr(config-pptp)#

esr(config-pppoe)#

esr(config-12tp)#

esr(config-

openvpn)#

esr(config-snmp-
user)#

Mpeabiaywmii
ypoBeHb

CONFIG-PPTP

CONFIG

CONFIG-L2TP-

SERVER

CONFIG

CONFIG-
OPENVPN-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika NTP-cepBepa nnu nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTtpoiika BGP-npouecca B vrf

(CONFIG-BGP-VRF)

HacTtpoiika IPv4/IPv6 agpecaunn BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6 agpecaunmn BGP-
npouecca B vrf

(CONFIG-BGP-VRF-FAMILY)

HacTpolika rpynnupoBannsa BGP-cocepeii

(CONFIG-BGP-GROUP)

HacTpoiika rpynnupoBaHusa BGP-cocegneii B

vrf

(CONFIG-BGP-VRF-GROUP)

HacTtpolika cocega BGP-npouecca

(CONFIG-BGP-NEIGHBOR)

HacTpoiika coceia BGP-npouecca B vrf

(CONFIG-BGP-VRF-NEIGHBOR)

HacTtpoiika IPv4/IPv6 agpecaummn BGP-
cocefa
(CONFIG-BGP-NEIGHBOR-FAMILY)
HacTtpoiika IPv4/IPv6 agpecaunmn BGP-

cocepa B vrf

(CONFIG-BGP-NEIGHBOR-FAMILY)

KomaHpa Bxoga

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

peer-group <NAME>

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR> }

neighbor { <ADDR> | <IPV6-
ADDR>}

address-family { ipv4 | ipv6 |
vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

Bup cTpoku
MoACKa3Ku

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-
af)#

esr(config-bgp-
group)#

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-
neighbor-af)#

esr(config-bgp-
neighbor-af-vrf)#

Mpeabiaywmii

YypOBeHb

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-
VRF

CONFIG-BGP

CONFIG-BGP-

VRF

CONFIG-BGP-

NEIGHBOR

CONFIG-BGP-

VRF-NEIGHBOR
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YpoBeHb

HacTpoiika cnucka noacetei

(CONFIG-PL)

HacTpoiika cnucka nogcetei

(CONFIG-IPV6-PL)

HacTpoiika MapLUpyTHO KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npaBunna MapLupyTHOW KapTbl

(CONFIG-ROUTE-MAP-RULE)

HacTpoiika RIP-npoTokona

(CONFIG-RIP)

HacTtpolika RIPNG-npoTokona

(CONFIG-RIPNG)

HacTtpoiika IS-IS-npouecca

(CONFIG-ISIS)

HacTtpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTpoiika OSPF-06nactu

(CONFIG-OSPF-AREA)

HacTpolika BUpTya/lbHOIO CoeAnHEHNS

OSPF

(CONFIG-OSPF-VLINK)

HacTpoiika OSPFv3-npouecca

(CONFIG-OSPFV3)

HacTtpolika OSPFv3-o6nacTtu

(CONFIG-OSPFV3- AREA)
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KomaHpa Bxoga

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

Bup cTpoku
MoACKa3Ku

esr(config-pl)#

esr(config-ipv6-pl)#

esr(config-route-
map)#

esr(config-route-
map-rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-

area)#

esr(config-ospf-

vlink)#

esr(config-ipv6-
ospf)#

esr(config-ipvé-ospf-

area)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-

MAP

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-OSPF

CONFIG-OSPF-
AREA

CONFIG

CONFIG-
OSPFV3
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YpoBeHb

HacTpoiika BUpTyaslbHOTro COeAMHEHNS]

OSPFv3

(CONFIG-OSPFV3-VLINK)

HacTpoiika ISIS-npouecca

(CONFIG-ISIS)

HacTpoiika cnucka kodei

(CONFIG-KEYCHAIN)

HacTpoiika kntoua

(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP

(CONFIG-MST)

HacTtpoiika npasun WAN

(CONFIG-WAN-RULE)

HacTpoiika npasun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTpolika target-nuctos

(CONFIG-TARGET-LIST)

HacTpolika target-nucToB (IPv6)

(CONFIG-IPV6-TARGET-LIST)

HacTpolika target

(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTpolika 06bEKTOB OTCEXMBaHUS

CcoObITUI

(CONFIG-TRACK)

KomaHpa Bxoga

virtual-link <ID>

router isis <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst
configuration

wan load-balance rule <ID>

Ipv6 wan load-balance rule
<ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-

list <NAME>

target <ID>

target <ID>

track <ID>

Bup cTpoku
MoACKa3Ku

esr(config-ipvé-ospf-
vlink)#

esr(config-isis)#

esr(config-
keychain)#

esr(config-keychain-
key)#

esr(config-mst)#

esr(config-wan-
rule)#

esr(config-ipv6-wan-
rule)#

esr(config-target-
list)#

esr(config-ipvé-
target-list)#

esr(config-wan-
target)#

esr(config-ipv6-wan-
target)#

esr(config-track)#

Mpeabiaywmii
ypoBeHb

CONFIG-
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CONFIG-
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CONFIG-

TARGET-LIST
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YpoBeHb

HacTpoiika kKoHTponnepa softgre-TyHHenel

(CONFIG-SOFTGRE-CONTROLLER)

HacTpoiika VRF

(CONFIG-VRF)

HacTpoiika nonmTunkn QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpu nonntukm QoS

(CONFIG-POLICY-MAP-CLASS)

HacTtpoliika PPP-nonb3oBatens ans
ayTeHTUMKaLMN YaanieHHO CTOPOHbI

(CONFIG-PPP-USER)

HacTpoiika napameTpoB pe3epBMpoBaHus
KOHGomrypauum

(CONFIG-ARCHIVE)

HacTpoiika cepBepa cbopa CTaTucTukm
Netflow

(CONFIG-NETFLOW-HOST)

KomaHpa Bxoga

softgre-controller

ip vrif <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ppp chap username <NAME>

ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector <ADDR>

Bup cTpoku
MoACKa3Ku

esr(config-softgre-
controller)#

esr(config-vrf)#

esr(config-policy-
map)#

esr(config-class-
map)#

esr(config-class-
policy-map)#

esr(config-ppp-
usen)#

esr(config-archive)#

esr(config-netflow-
host)#

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-E1

CONFIG-
MULTILINK

CONFIG-
CELLULAR-
PROFILE

CONFIG-
ACCESS-
PROFILE

CONFIG-L2TP-
SERVER

CONFIG-PPTP-
SERVER

CONFIG

CONFIG
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YpoBeHb KomaHpa Bxoga ! Bup cTpoku Mpeabiaywmii
NOACKa3Kun YpPOBeHb

HacTpoiika cepBepa cb6opa CTaTUCTUKK sflow collector <ADDR> esr(config-sflow- CONFIG

sFlow host)#

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa nonyvyeHusi snmp-server host <ADDR> esr(config-snmp- CONFIG

yBegomneHunii SNMP host)#

(CONFIG-SNMP-HOST)
M3meHeHWe Naposisi Noc/e NCTeYeHUs cpoka - esr(change-expired- -

felctaus password)#

(CHANGE-EXPIRED-PASSWORD)

HacTpolika npoguns domnstpaumm http- ip http profile <NAME> esr(config-profile) CONFIG

3anpocos

(CONFIG-PROFILE)

HacTpoiika o6umx napametpos MPLS mpls esr(config-mpls)# CONFIG

(CONFIG-MPLS)

HacTpoiika o6ux napameTpos LDP Idp esr(config-ldp)# CONFIG

(CONFIG-LDP)

HacTpoiika IPv4 agpecauun npotokona LDP  address-family ipv4 esr(config-ldp-af- CONFIG-LDP
ipva)#

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-coceactsa neighbor <ADDR> esr(config-ldp-neig)# CONFIG-LDP

(CONFIG-LDP-NEIGH)

HacTpolika IPv4 agpecauun npotokona LDP  interface <IF> esr(config-ldp-af- CONFIG-LDP-AF-
[ONS OTAENbLHOro ip-uHTepdeiica ipva-if)# IPV4

(CONFIG-LDP-AF-IPV4-IF)

Co3paHune L2-MPLS-TyHHenei 12vpn esr(config-12vpn)# CONFIG-MPLS

(CONFIG-L2VPN)
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YpoBeHb

HacTpoiika L2-MPLS-TyHHens

(CONFIG-L2VPN-EOMPLS)

HacTpoliika PW-class (wia6noHa pseudo-
wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTtpoB pseudo-wire L2-
MPLS-TyHHens

(CONFIG-L2VPN-PW)

HacTpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukm IPS/IDS

(CONFIG-IPS-POLICY)

HacTtpolika nocTtaBumka npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpoiika kateropuii npasun IPS/IDS

(CONFIG-IPS-VENDOR-CATEGORY)

Hactpolika cepsuca IPS/IDS

(CONFIG-IPS)

HaCTDOﬁKa WUCTOYHNKA OBGHOBNEHUSA npasun

IPS/IDS pacnpocTpaHseMblx No
KOMMEPYECKOW NNLEH3NM

(CONFIG-CONTENT-PROVIDER)

HacTtpolika aBTo06HOBNEHMA nNpaBun IPS/
IDS 13 BHELUHUX NCTOYHUKOB

(CONFIG-IPS-AUTO-UPGRADE)

KomaHpa Bxoga

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

auto-upgrade

Bup cTpoku
MoACKa3Ku

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-
pw)#

esr(config-bgp)#

esr(config-ips-
policy)#

esr(config-ips-
vendor)#

esr(config-ips-
vendor-category)#

esr(config-ips)#

esr(config-content-
provider)#

esr(config-ips-auto-
upgrade)#

Mpeabiaywmii
ypoBeHb

CONFIG-L2VPN

CONFIG-L2VPN
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YpoBeHb

HacTpolika nosb3oBaTenbCKoro cepeepa
06HoBNeHW npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-SERVER)

HacTpoiika kaTeropuii Nofb30BaTeIbCKUX
npasun IPS/IDS

(CONFIG-IPS-CATEGORY)

HacTpoiika nonb3oBatenbckux npasun IPS/
IDS

(CONFIG-IPS-CATEGORY-RULE)

HacTpoiika pacLumpeHHbIX
nosnb3oBaTesibckmx npasun IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB paboTbl zabbix-
agent

(CONFIG-ZABBIX-AGENT)

HacTpoiika napameTpoB pa6oTbl zabbix-
proxy

(CONFIG-ZABBIX-PROXY)

HacTtpoiika npocuns cepuca «AHTUCIAM»

CONFIG-ANTISPAM-PROFILE

HacTtpolika npaBuna ansa npoduns
cepsuca «AHTUCnam»

CONFIG-ANTISPAM-PROFILE-RULE

HacTpoiika no4ToBOro AoMeHa

CONFIG-MAILSERVER-DOMAIN

HacTpoiika noyToBOro cepsepa

CONFIG-MAILSERVER

KomaHpa Bxoga

user-server <WORD>

security ips-category user-

defined <CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

security antispam profile
<NAME>

rule <ORDER>

mailserver domain <NAME>

mailserver

Bup cTpoku
MoACKa3Ku

esr(config-ips-
upgrade-user-
server)#

esr(config-ips-
category)#

esr(config-ips-
category-rule)#

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-

agent)#

esr(config-zabbix-

proxy)#

esr(config-antispam-

profile)#

esr(config-antispam-

profile-rule)#

esr(config-

mailserver-domain)#

esr(config-
mailserver)#

Mpeabiaywmii
ypoBeHb

CONFIG-IPS-

AUTO-UPGRADE

CONFIG

CONFIG-IPS-

CATEGORY

CONFIG-IPS-

CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nokasnbHoro syslog-gpaiina

CONFIG-SYSLOG-FILE

HacTpoiika yganeHHoro syslog-cepeepa

CONFIG-SYSLOG-HOST

HacTpoiika tftp-cepeepa

CONFIG-TFTP-SERVER

KomaHpa Bxoga

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

& 1 Mopgpo6Hoe onucaHe KOMaHA NPUBEAEHO HIKE.

2 Tonbko ana ESR-21.

Bup cTpoku
MoACKa3Ku

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

Tunbl N NOPAJOK UMEeHOBaHUs MHTepelicoB MapLupyTU3aTopa

Mpeabiaywmii
ypoBeHb

CONFIG

CONFIG

CONFIG

Mpu paboTe MapLIpyTU3aTopa 1CMosb3yTCs CeTEBbIE MHTEPMDENCH! Pa3IMYHOTO TUMA U HA3HAYEHUSI.
CucteMa MMeHOBaHWS NO3BO/SIET OIHO3HAYHO aflPecoBaTb MHTEPENChI No X PyHKLMOHANIBHOMY
Ha3HaYeHN0 N MECTOMNOIOXEHNIO B cucTeMe. [lanee B TabnuUe npvBefeH nepeyeHb TUNOB NHTepdelicoB.

Ta6nuua 4 — Tunbl U NOPAA0K UMEHOBaHVS UHTEPCIeiCoB MapLLpyTUu3aTopa

Tun nHtepdeiica OGo3HaueHue
dusnyeckme O603HaveHve mn3nyeckoro nHTepdelica BKIIOYaET B ce65 ero Tvn 1 ngeHtTndmkaTop.
nHTepdeiics!

VaeHTndmkaTop donsnyeckmx nHtepdeiicoB nveet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne yCTPOWCTB,

+ <SLOT> — Homep Moayns B cocTase ycTpoiicTea unv 0 npu oTCyTCTBUM AeNeHns
yCTpoOWicTBa Ha MoAy/n,

+ <PORT> — nopsiakoBbIii HOMep nopTa.

MopTbl 1 F6ut/C gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep 0603HaveHus: gigabitethernet 1/0/12

& [onyckaeTcs UICNonb3oBaTh COKpalleHHoe HammeHoBaHue, Hanpumep gi1/0/12.

MopTbl 10 F6uT/C tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaveHus: tengigabitethernet 1/0/2

& [onyckaetcs cnosb3oBaTh COKpalleHHoe HaumeHoBaHue, Hanpumep te1/0/2.
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Tun nHTepdeiica

MopTbl 40 IF6uT/C

MopTt OOB

(out-of-band)

pynnbl arperaymm
KaHas10B

CabuHTepdelichl

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

O6o3HaueHne

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHust: fortygigabitethernet 1/0/2

& [onyckaercs ncnosib3oBaTh COKpallleHHoe HavMeHoBaHue, Hanpumep fo1/0/2.

oob <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaueHus: oob 1/0/1

O603Ha4eHre rpynnbl arperaumy kKaHasoB BK/OYAET B Ce65 ero T 1 NopsAKOBbIA HOMepP
nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o0603HaveHus: port-channel 6
A [onyckaeTcsa Mcnonb3oBaTb COKpalLeHHOe HauMeHoBaHVe, HanpumMep, pot.

O6o3Ha4veHne cabuHTepdelica obpasyeTcs U3 0603Ha4YeHNss 6a30BOro MHTepdelica un
naeHtudukatopa (VLAN) cabuHTepdeiica, pasaeneHHbIX TOUKOIA.

Mpumepbl 0603HaYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

& VipenTndmukaTtop cabuHTepdeiica MoOXeT NpUHNMaTh 3HadeHus [1..4094].

© B Tekyuleli Bepcun MO He foCTyNHa pa6oTa cabuHTePdEicoB s arpernpoBaHHbIX
uHtepdeiicos Ha mogensx ESR-1000/1200/1500/1511/1700.
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Tun nHTepdeiica

Q-in-Q uHTepdeiichbl

ET1-uHTepdelichl

pynnbl arperaymmn
E1-kaHanoB

Nornyeckune
nHTEepecs!

lNocneposaresbHble
NHTEpdecol

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2
O6o03HauyeHue
O6o3HauyeHne Q-in-Q nHTepdpeiica obpasyeTcs N3 0603Ha4eHNs 6a3oBOro MHTepdeliica,
naeHtTncmkatopa cepsucHoro VLAN n ngeHtndmkaropa nosnb3osarenbckoro VLAN,
pasfaeneHHbIX TOUKOWA.
MpyMepbl 0603HAYEHWIA:
gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& VaeHTudukaTop cepBMCHOTO 1 Nonb3oBaTte/ibekoro VLAN MoXeT NpMHMMaTh 3HauYeHust
[1..4094].

© B Tekyuleli Bepcun MO He goCcTynHa pa6oTa cabuHTEPdEcoB s arperupoBaHHbIX
nHTepdeiicoB Ha mogensx ESR-1000/1200/1500/1511/1700.

O6o3Ha4veHune E1-nHTepdheiica BkoHaeT B ce651 ero Tun u ngeHTudmkarop.
WaenTtndukartop E1-nHtepdeiicos umeet Bug < UNIT>/< SLOT>/< STREAM>, rae
+ <UNIT> - Homep ycTpoiicTBa B rpynne yctpoiicTs [1..1],
+ <SLOT> - Homep E1-momyns B cocTase ycTpoiictsa [0..12],

+ <STREAM> - nopsiakoBbIii Homep E1-notoka [1..1].
Mpumep o6o3HayeHus: e1 1/0/1

O603HayeHve rpynnbl arperaummn E1-kaHanoB Bk/oYaeT B cebs ero TMn 1 NopsiaKoBbIi HOMepP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep 0603HayveHns: multilink 3

O603Ha4YeHne 10rM4eckoro uHTepdeiica ABnAeTca NOpsLAKOBbLIM HOMEPOM NHTepdeiica:
Mpumepbl 0603HaYEHNIA:

loopback 4

bridge 60

service-port 1

O603HayeHune nocnefoBarte/ibHOro UHTepeca BKIKOYAET B Ce6A ero TMn 1 nageHTuguKkaTop.
MaeHTndmkartop E1-nHtepdeiicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoiicTs [1..1],
+ <SLOT> - Homep mMogynsa B cocTase ycTpolicTBa uav 0 npy oTCyTCTBUN AeNeHuns
yCTpoWicTBa Ha MoAy/u,
+ <PORT> — nopsaakoBbIii HOMep nopTa.
Mpumep o6o3HayeHus: serial 1/0/1
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Tun nHTepdeiica

USB-mogembl

FXS/FXO-noptbl

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

O6o3HaueHne

O603HaveHne USB-mMmoaema BK/HOUAET B ce6si ero TvM 1 NopsifikoBblli HOMep:
modem <MODEM-NUM>

Mpumep o603HaueHNs: modem 1

O603HaveHne FXS/FXO-nopToB BKtOYaET B cebs ero Tun 1 nopsiaKoBblil HOMep:
interface voice-port <NUM>

Mpumep 0603Ha4eHus: voice-port 1

a 1. KonmuecTBo MHTEpPEeicoB KaXA0ro Tuna 3aBUCUT OT MOAENV MapLIpyTU3aTopa.
2. Tekyuiasn sepcusi MO He NoAaepXMBAET CTEKMPOBaHME YCTPOICTB. Homep ycTpoiicTBa B rpynmne
YCTPOIACTB Unit MOXET NPUHUMATL TOMIbKO 3HaueHue 1.
3. HekoTopble KOMaHAbl NOAAEPXNBAIOT OIHOBPEMEHHYIO paboTy C rpynnoi nHTepdeicos. Ans
yKaszaHusi rpynnbl MHTEPENCOB MOXET GbITb UCMOMb30BAHO NEPEUNCTIEHNE Yepes 3ansTyo Unn

yKasaHne ananasoHa M,[l,eHTVI(pVIKaTOpOB yepes ,qecpmc «»,

MpumMepbl yKazaHus rpynn nHTepdeiicos:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gil/0/7,tel/0/1,fol/0/1
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Tunbl 1 NOPAAOK MMEHOBaHUA TYHHeNel MapLpyTusaTtopa

Mpu paboTe MapLupyTMU3aTOpa UCNO/b3YIOTCA CETEBbIE TYHHEW Pa3/IMYHOIO TUMNa 1 Ha3HavyeHus. Cuctema
MMEeHOBaHWUS NO3BOJIAIET OAHO3HAYHO apecoBaTb TYHHENN Mo UX (PYHKUMOHaIbHOMY Ha3HayeHuo. [anee B
Tabnmue npuseieH nepeyveHb TUMNOB TYHHeNEe.

Tabnuua 5 — Tunbl ¥ NOPAA0K MMEHOBAHWA TYHHENE MapLupyTu3aTopa

Tun TyHHensA

L2TP-TyHHesb

L2TPv3-TyHHenNb

GRE-TyHHenb

GRE-cabTyHHenNb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHenb

O603HauYeHne

O603Ha4veHune L2TP-TyHHensa coctomT n3 0603HavyeHns Trna u NopsiAKoBoro Homepa
TYHHeNs:

12tp <L2TP_ID>

Mprmep 0603HaveHus: 12tp 1

0O603Ha4veHune L2TPv3-TyHHENs cocToMT U3 0603Ha4YeHMs Trna 1 NopsiAkoBOro Homepa
TYHHENs:

I2tpv3 <L2TPV3_ID>

Mpumep o0603HauveHus:: 12tpv3 1

O603Ha4veHne GRE-TyHHena cocTomT u3 0603HavYeHms Trna 1 NopsiAkoBoro Homepa
TYHHENs:

gre <GRE_ID>

Mpumep o0603HauYeHus: gre 1

O603Ha4yeHne GRE-cabTyHHens coctont n3 obo3HayeHns Tuna, NopsaKoBoro HoMepa
TYHHens un ngeHtndmkatopa VLAN ans cabTyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep 0603HayveHus: gre 1.200

0O603HaveHne SoftGRE-TyHHeNst cocTomT 13 0603Ha4YeHUs T1Na, NOPsAKOBOro Homepa
TyHHens u, onuyuoHasnbHo, VLAN ID BupTyanbHOro nHtepceiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603Ha4veHune IPv4-over-IPv4-TyHHeNs cocTouT 13 0603HavYeHns Tmna 1 nopsiAkoBoro
HOMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep 0603HaYeHus: ip4ip4 1
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Tvn TyHHenA

IPsec-TyHHenNb

Nornyeckuii TyHHENb (TYHHENb

mexay VRF)

PPPoE-TyHHenNb

PPTP-TyHHeNb

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

OGo3HauYeHne

O603HaueHre BUPTYasibHOrO IPsec-TyHHENs1 COCTOUT 13 0603HAYEHNS TMNA U
MOpAAKOBOro HOMepa TyHHess:

vti <VTI_ID>

Mpumep 0603HaYeHns: vti 1

O603HaYEHME /TIOTMYECKOTO TYHHESSI COCTOUT 13 0603HAYEHNS THNA U NOPSAKOBOTO
HoMepa TYHHenNs:

It <LT_ID>

Mpumep o603Ha4veHns: It 1

O603HaveHne PPPOE-TyHHeNns cocTonT U3 0603HaYeHNs Tuna 1 nopsgKkoBoro Homepa
TYHHENs:

pppoe <PPPoE_ID>

Mpumep 0603HaYeHus: pppoe 1

0O603Ha4eHne PPPTP-TyHHENst cocToUT M3 0603Ha4YeHMs TMna 1 NopsiAKoBOro Homepa
TYHHenNs:

pptp <PPTP_ID>

Mpumep 0603HaveHus: pptp 1

& KonmuyecTBo TyHHeneli Kaxaoro Tuna 3aBucuT oT Mogenu u MO mapLipyTusartopa.
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5 KomaHzbl Nosib3oBaTes1bCKoro nHTepgenca

« alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

« do

+ end

+ exit

* help

* history size

* logout

* monitor

+ ping

+ reload cancel

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
*+ ssh

+ telnet

+ terminal datadump
+ terminal resize

+ traceroute

+ uptime

+ verify

+ verify filesystem

« verify storage-device

alarm

[JaHHol KoMaHZ 0 ycTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AaTYnKoB). MpPUHMMAET creayroLwme 3HaueHus:

+ fan-speed high — nopor ckopocTu BpaleHnsi BEHTUIATOPA, BblpaXXeHHbI B MPOLEHTax oT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHUI K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHWe 3TOro nopora A0/HKHO
6bITb 6osbLUe, YeM alarm facility fan-speed low (gns ESR-100/200/1000/1200/1500/1700/3100/3200);

+ fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPKEHHbIN B NPOLEHTax 0T MakCUMasibHOW
ckopocTy BpauweHus (0..100), npu nepexoae yepes KOTopblii OT 60/bLIMX 3HAYEHWI K MEHBLLM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauust aBapum). 3HaueHve 3Toro nopora
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[0/IXHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ana
ESR-100/200/1000/1200/1500/1511/1700/3100/3200);

+ temperature cpu critical high — nopor TemnepaTypbl NpoLeccopa, BbipaXKeHHbIV B rpagycax no Likasne
Uenbcus (0..255), npy nepexoge Yepes KOTOPbIA OT MEHbLLMX 3HAYEHWIA K 60/1bLUMM, TeHepUpyeTCs
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nopora A0/HKHO GbITb CaMbIM 6OMbLLUM 13
BCEX 3Ha4YEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NpoLEeccopa, BbIpaXXEHHbI B rpagycax no wkane
Uenbcus (0..255), npy nepexoae Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWIA K MEHBLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro nopora Ao/MKHO BbITb
MeHbLue, yem alarm facility temperature cpu critical high, Ho 6onbLue, yuem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BblpaXKeHHbIM B rpagycax no
wkane Llenbcusa (0..255), npu nepexope yepes KOTopblii OT MEeHbLUNX 3HAYEHUI K 6ONbLLNM,
reHepupyetcss SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora Ao/HKHO ObITb
MeHbLue, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BbIpaXXEHHbIV B rpagycax no wkanie
Uenbcus (0..255), npy nepexoge Yepes KOTopbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLUMM, TEHEpPUPYeETCS
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3HaueHWe 3TOro Nopora A0/MKHO GbITh
MeHbLue, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOpa, BbIPAXEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoT1BOMNONOXEHHOE 3HAUYEHNE KOTOPOTO OT MEHbLUMX
3HaueHwui K 6onbLunm, reHepupyetcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanusauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ansi 3aaHns oTpuLaTesibHbIX TeMnepaTtyp, U ero 3HadeHmne A0MKHO
6bITb MeHbLUe, Yem alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIPaXKEHHbIN B rpagycax no
wkane Llenbcusa (0..255), npu nepexoae yepes NpoTUBOMNONOXEHHOE 3HAUYEHME KOTOPOTro OT 60/1bLUNX
3HaYeHUIi K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapus). 9ToT nopor
npegHasHayeH 411 3afaHns oTpulaTtesbHbIX TemMneparyp, ¥ ero 3HadyeHne A0/HKHO ObiTb 60/bLUE, YEeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NPUHMMAaThL CriedyoLme 3Ha4YeHUs 415 KaKao Mogeny MapLupyTtusaropa:
+ ESR-10: cpu;
« ESR-12V: cpu, switch;
« ESR-12VF/14VF/15: cpu, switch, sfp;
+ ESR-20/21/30: cpu;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
+ ESR-3100/3200: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporu aBapwii, cBsi3aHHbIX C cBO60AHbIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
crnefywoume 3HaYeHus:

« free low-watermark flash high — nopor konnuectsa cso6ogHoi flash-namaTn, BbipaxeHHO B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yyepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 60NbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB Kosmyectsa ceobogHol flash-namarty;

+ free low-watermark flash low — nopor konuuectBa cBo6oaHoii flash-namsitu, BbipakeHHOI B NpougHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopblli OT 60/1bLIKX 3HAYEHWI K MEHBLLUM
reHepupyetcss SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLle, yem alarm memory free low-watermark flash high;

+ free low-watermark ram high — nopor konuuectBa cBo60ogHon RAM-namsiTh, BbipaXXeHHOM B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yyepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60MbLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namaTy;

+ free low-watermark ram low — nopor konmyecTtsa cBo604HO RAM-namMaTi, BbIpaXXEHHON B NPOLEHTaX
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLUMX 3HAYEHWIT KONTMYecTBa K
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MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3HaueHWe 3Toro nopora Ao/HKHO
6bITb MEHbLUE, Yem alarm memory free low-watermark ram high;

reserve critical flash high — nopor konuuectsa cBo6ogHoii flash-namsiTi, BbipaXXeHHO B NpoueHTax ot
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO 6bITb MeHbLLe, YeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

reserve critical flash low — nopor konnuectBa cBo6oaHol flash-namsaTy, BbipakeHHOW B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHve 3Toro nopora Ao/KHO 6bITb
MeHbLue, Yem alarm memory reserve critical flash high;

reserve critical ram high — nopor konuyectsa ceo6ogHoli RAM-namaTy, BbIpaXKEHHON B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii OT MEHbLUNX 3HAYEHWUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO 6biTb MeHbLUE, YyeM alarm memory free low-watermark ram low, Ho 60nbLue, yem alarm
memory reserve critical ram low;

reserve critical ram low — nopor konnyecTBa cB0604HON RAM-NnamsiT, BbIpaXXeHHON B NPOLEHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHve 3Toro nopora Ao/MKHO 6bITb
MeHbLue, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBI3aHHbIX C 3arpy3koii npoueccopa. NMprvHumMaet cnegyowime
3HaYeHUs:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT makcumMasbHoii (0..100),

npu nepexoe Yepes KOTopbIii OT 60/bLUMX 3HAYEHWI K MeHbLIM reHepupyeTcst SNMP trap
eltexEnvCpulLoadHighOk (Hopmanmsauua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO GbITb MEHbLLE, YEM
alarm process cpu threshold rising;

cpu threshold rising — nopor ytunuzauuy CPU, BblpaXKeHHO B NpoLeHTax oT makcumasbHoii (0..100),
npu nepexoe Yepes KOTopbIii OT MEHbLUMX 3Ha4YeHul K 601bwnM reHepmpyetcst SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.

Heob6xoauMbIii ypoBeHb NpuBUIerui

10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOI KOMaHA0M OCYLLEeCTB/IAETCS O4MCTKa 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }
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MapameTpbl
inactive — ygansTca 3anmcuy TONbKO O apXMBHbIX aBapusx;

all - YOanAanTca 3anncn 0 apXmUBHbIX N aKTUBHBLIX aBapusx.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[JlaHHOI KOMaH/10¥i OCylLIEeCTBNSIETCA CHPOC coXpaHeHHoro SSH-kua yaaneHHoro xocTa.

CuHTakcuc

clear ssh host { <ADDR> | <IPV6-ADDR> }

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétca B Buge X:X:X:X::X, rae kaxgasa yactb NpUHUMAaET 3Ha4YeHUs B
LecTHaauartepmyHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

clear storage-device

[aHHO KOMaH10Vi 3anycKaeTcs (DOPMaTUPOBaHNE MOAK/UYEHHOMO HOCUTENS.

CuHTakcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>
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MapameTpbl
<ID> — Homep nogkntoveHHoro USB-HocuTens no nopsaky;

<USB-NAME> - nms nogkntoueHHoro USB-HocuTens. iMsa MOXHO y3HaTb B BbIBOAE kOMaHAbl show storage-
devices.

mmc — K104 As14 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENSA,;

<NAME> - HOBOe nMSA paszfena, KoTopoe byaeT HazHaueHo rnocne hopmMaTupoBaHuS.

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZHbIi pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): y

Device clear success.

configure

[aHHasi KomaHa No3BoNSET NEPeTN B PEXNM 11106abHOM0 KOHGUIYpUpPOBaHMSI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# configure
esr(config)#
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do

KomaHaa do no3BosisieT BbINOHATL KOMaH bl kopHeBoro pexuiva (ROOT) 13 no6oro Apyroro pexmma
KOMaHAHOro nHtepdeiica.

CuHTakcuc

do <command>

MapameTpbl

<command> - KOMaHga KOpPHEBOIo peXxunma.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum

Bce pexumebl, Kpome KOPHeBOro.

Mpumep:

esr(config)# do show version
Boot version:
1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:
1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

end

KomaHaa cnyxuT Ans Bo3Bparta B KOPHEBOI KoMaHAHbI pexum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum

Bce pexuMmbl, KpOMe KOPHEBOTO.
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exit
,ﬂ,aHHaﬂ KOMaHga C]'Iy)KI/IT and BO3BpaTa Ha ypOBEHb BbllLLE B MepapxmquKoﬁ cncteme KoMmaHAHbIX pe)KI/IMOB.

Mpw BbINOMHEHMM AAaHHOW KOMaHAbl B pexxume ROOT, 3aBepLuaeTcsi ceaHc paboThbl Nob3oBaTens ¢
nHTepdeincom koMaHaHol cTpoku CLI mapLupyTusatopa.

CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum

Bce pexumsl.

help

[aHHoin KomaHAoW Ha Agncnneli BbIBOAUTCS MHpopMaumsi 0 paboTe ¢ KOMaHAHOW CTPOKOIA.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum

Bce pexumsl.

history size

[aHHOI KOMaHOl MOXHO M3MEHUTb MaKCUMasTbHOE UMC/0 NOCNEAHUX BBEAEHHbIX KOMaHA, Nob3oBatess,
KOTOPbIE COXPAHATCS B UCTOPUM KOMaHA, TekyLLeli ceccui. Micnonb3oBaHne oTpuuaTenbHOl hopMbl KOMaHb!
(no) yctaHaBnMBaeT 3HAYEHNE MO YMOTYAHWIO.

CuHTaKkcuc

history size <SIZE>
no history size
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MapameTpbl

<SIZE> - uncno nocnegHnx BBEAEHHbIX KOMaH, NpUHUMaeT 3HadeHus [10..1000].

3HayeHue No ymosiMaHuio
50

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# history size 20

logout

[JaHHo KoMaH0ii 3aBepLUaeTcsi ceaHc paboTbl No/b30BaTENs C MHTepd)eiicom koMaHaHo cTpokm CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He coaepXuT napameTpoB

Heo6xoauMbIii ypoBeHb NpuBUIeruin
1

KomMaHAHbIV peXxum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout

monitor

[aHHOoI KOMaHAoM BKNHOYAETCA MOHUTOPUHE Tpadhrka Ha CEeTEeBOM NHTepdielice B peXnme peasibHoro
BPEMEHM NOMakeTHO.
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PeannsoBaHa 3anvcb gamna Tpadumka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneayoluein BO3MOXHOCTbHO
konupoBaHusa Ha usb/mms/flash:data/tftp-server. 3anncaHHbliii B thainn gamn Tpadmka B pasgen tainnosoi
cuctemsl flash:data/ numutuposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHtepdeiic nnu rpynna nHtepdelicos, 3agaétcs B Buae, ONUcaHHOM B pasaesne Tunbl 1 Nopsaok
NMEHOBaHNSA NHTEPdIEiCoB MapLLPYTU3aTopa;

<TUN> — umsa TyHHens, 3a0aéTtcs B BUAe, ONMCaHHOM B pasfaene Turbl 1 NopsaoK MMeHOBaHUs TYHHENEeN
MapLIpyTU3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétcs B suge AAA.BBB.CCC.DDD, rge kaxxaast 4acTb NpuHUMaeT
3HayeHus [0..255];

<DST-ADDR> - IP-agpec nony4yarens, 3agaétca B Buge AAA.BBB.CCC.DDD, rge kaxxgas 4acTb NpuHMMaeT
3HayeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpasutens, 3agaérca B Buge X:X:X:X::X, rae kaxgasa 4yacTtb npuHumaet
3Ha4eHuns B WecTHagLuatepuyHom dopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonyuyarens, 3agaertca B suge X:X:X:X::X, rae kaxaas 4actb npuHumMaet
3HaueHus B WecTHagLuatepuyHom dopmare [0..FFFF];

<ADDR> — IP-agpec otnpasutensa wan nonyyarens, 3agaétca B suge AAA.BBB.CCC.DDD, rge kaxgas 4actb
npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec otnpaBuTens unu nonayyarens, 3agaétca B suge X:X:X:X:: X, rae kaxgasa 4actb
NPUHUMAET 3HaUeHus B LecTHaguarepuyHom dpopmare [0..FFFF];

<SRC-MAC> - mac-agpec otnpaButens ethernet-kagpa, sagaetcs B suge HH:HH:HH:HH:HH:HH, roe kaxnas
HH-4acTb NpUHUMaET 3HaueHus B LecTHaguarepuyHom dpopmare [0..FF];

<DST-MAC> - mac-agpec nonyuyatens ethernet-kagpa, 3agaetcsa B suae HH:HH:HH:HH:HH:HH, roe kaxnas
HH-4acTb NpUHUMaET 3HaueHus B LecTHaguarepuyHom dpopmare [0..FF];

<SRC-MAC> — mac-agpec oTnpaButens unu nonyvarens ethernet-kagpa, 3agaetcs B Buae
HH:HH:HH:HH:HH:HH, roe kaxaaa HH-uacTb npuHMMAaeT 3HadeHns B WecTHaauaTepuuHom cpopmare [0..FF];

<TYPE> - TMn npoToKona, NpuHMMaeT 3HaveHust: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpasuTens, NpMHMMaeT 3HadeHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nonyyarens, npuHUMaeT 3HadyeHus [1..65535];
<PORT> — Homep TCP/UDP-nopTa oTnpasuTenst Uam nonydarens, npuHMmaeT 3HadeHuns [1..65535];

<VALUE> — KOIM4ecTBO NakeToB, MOCNEe NOYYEHUS KOTOPbIX aHa/n3 6yAeT OCTAHOB/IEH, YKa3blBAETCS B
ananasoHe [1..4294967295];

detailed — nHcopmaums BblgaeTcs B AeTaNIM3MPOBaHHOM chopmare.

<FILE> - 3anuck gamna Tpaduka B doaiin ¢ NtobbiM pacluMpeHmem — .pcap, .pcapng, .txt n gp.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping

[JaHHasi KoMaHga UCMo/b3yeTcs A5 NPOBEPKU AOCTYMHOCTM YKa3aHHOMO CETEBOrO YCTPOICTBA.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } 1 [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxgasa yacTb NPUHUMaET
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoincTBa, 3afaétca B Buae X X:X:X::1X, rae kaxaas 4yactb NpUHUMAaET 3HaueHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTBa, 3a4a€Tcsa CTPOKON A0 255 CMMBONOB;

* ip — NpoBepATb [OCTYNHOCTb NPU NOMOLLM ipv4-NnakeTos;
* ipv6 — NpoBepATb AOCTYMHOCTbL NPU NOMOLLN ipv6-NakeToB.

<TTL> — Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHue [1..255], no ymonuanuio 64;
<COUNT> - Ko/IMuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1UMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
COOTBETCTBYET 64 6alitam nocne aobasneHns 3aronoska ICMP 1 84 6alitam nocne go6aBneHus ip-3arofioBka;

<TIMEOUT> - BpeMsi oxXngaHusa oTBeTa, B cekyHaax. Onuusa BAUSET Ha TalMayT, eC/In OTCYTCTBYHOT Kakue-
MBO OTBETHI, B MPOTUBHOM C/lyyae yTuauta XaeT asa RTTs. MpuHuMaeT 3HaveHue [1..60], no ymonuaHuio 1
CekyH/a;

<INTERVAL> — nHtepsas Mmexay oTnpaskamy icmp-nakeToB B MUAUCEKYHAAX, NPUHAMAET 3HaYeHne
[200..60000], no ymonuaHuto 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOIo apeca MOXET UCMOo/b3oBaTbCs nobon IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHUMaeT 3HadeHus [0..255];
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<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepgeiica MapLLpyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUSE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3ATOPa;

<TUN> - ymsi TyHHEns1 MapLupyTM3aTopa, Yepes KoTopblii BydyT OTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pasgene Turbl 1 NopsioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<HEX> — wa6bnoH AaHHbIX, KOTOPbIM GYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHaALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykazaHuy AaHHOI KOMaHABI NaKeTbl ByAyT OTNPABASTLCS C MAKCYMasIbHON CKOPOCTbIO, OTBETHI OT
YCTPOIACTBA He 0TOBPaXKAKTCS 10 OKOHUYAHMS BbINOTHEHWS KOMaHbI;

broadcast — npu ykaszaHuu gaHHoli koMaHAapl 6yeT paspeLleHo OTNPaBsaTb NaKeTbl HA LUIMPOKOBELLATE bHbI
afipec;

detailed — npu ykaszaHuy gaHHoro knoua 6yaeT BbIBOAUTLCS NOSIHAas MHhopmauys o icmp-oTBeTax 1 oblias
cTaTucTUKa paboTbl KOMaHbl. Be3 ykazaHusi — TONbKO CTaTUCTMKA.

<STRATEGY> — cTparterus chparmeHTaumy nakeTos, NPUHUMAET OAHO U3 CEeAYOWMX 3HAYEHNIA:

+ allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeaTtb coniar DF (don't fragment);

« discovery-pmtu — BbINoNHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/M pa3mep
nakeTta CMLWKOM 60NbLUOM;

+ disallow-fragmentation — 3anpeTutb dpparmeHTauuio, B TOM YMC/e NOKasIbHYHO.

<INFO> - Tonbko ansa IPv6. Otnpaeka ICMPv6 Node Information Queries (RFC4620), BmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHoLWmMX 3HAYEHWIA:

* name — 3anpoc DNS nmeH(n) y3na;

* ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbix IPv6-agpecos y3na;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecosB y3na;

* ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

* ipv4-all - 3anpoc IP-agpecoB cO BCex CeTEBbIX MHTEPIENCOB y3na.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT
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Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms
--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

[aHHOI KOMaH/10¥i OCyLLIECTBNSIETCS OTMEHA paHee 3an/laHMPOBaHHO Nepesarpy3ku yCTpoicTea.

CuHTakcuc

reload cancel

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# reload cancel

reload system

[JlaHHOI KOMaH/10Vi OCyLLIECTBSIETCS Nepe3arpy3ka ycTpoicTaa.

CuHTakcuc
reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }
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MapameTpbl
<HOUR> — konn4ecTBO YacoB [0 nepesarpysku,
<MINUTES> - konn4yecTBo MUHYT [0 Mnepes3arpysku,
<TIME> - TouHOe Bpems nepesarpysku B popmare HH:MM:SS:
HH — vacbl B gnanasone [0..23],
MM — MuHyTbI B AnanasoHe [0..59],
SS - cekyHabl B avanasoHe [0..59].
<DATE> - pata nepesarpy3ku B dpopmare DAY MONTH YEAR:
DAY - feHb nepesarpysku, NprHUMaeT 3HaueHne B gmanasoHe [1..31],
MONTH - mecsu, nepe3arpy3ku, NpUHUMaeT O4HO U3 3HAYEHWUI:

* january

« february
* march

+ april

* may

*+ june

* july

+ august

+ september
+ october

* november
+ december

YEAR - rog nepesarpysku, NpuHUMaeT 3HaueHue B gvanasoHe [2001..2037].

HeobOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# reload system

show alarms brief

[aHHO KOMaH/10¥i BLIBOAMTCS! KpaTKasi ICTOPUSI aBapuii Ha MapLupyTu3aTope (akTUBHbIX U 3aBEPLLEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description

major environment 03/31/00 17:27:38 03/31/00 17:31:53 Reserve Power Supply Fault

show alarms brief active

[laHHOli KOMaHAOo BbIBOANTCA KpaTkasi MHhopMaums 0 TeKyLLMX (aKTUBHbIX) aBapusix Ha MapLupyTM3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 03/31/00 16:47:05 - Reserve Power Supply
removed

show alarm settings

[aHHoi KomaHaol BbIBOAUTCA MHOPMALMS O HACTPOiKax NOpPOros cpabaTbiBaHMS aBapuii.
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CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwii:

« facility — noporv aBapwuii, cBsizaHHbIX C OKpyxeHneM (ckopocTb FAN, TemnepaTtypa npoteccopa v
[laTYNKOB);

* memory — Nopory asapuii, CBA3aHHbIX ¢ cBo60AHLIM NpocTpaHcTBoM NAND 1 RAM,;

* process — noporu aBapuiii, CBA3aHHbIX C 3arpy3Koi npoLeccopa;

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show alarm facility

fan-speed:
high: 80
low: 75
temperature CPU:
critical high: 95
critical low: 92
overheat high: 80
overheat low: 78
supercooling high: -12
supercooling low: -15
temperature sensorl:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor2:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
temperature sensor3:
overheat high: 60
overheat low: 57
supercooling high: -12
supercooling low: -15
show history

,ﬂ,aHHOI7I KOMaH,CI,OI7I Ha ,U,I/ICI'IJ'IGM BbIBOAUTCA I/IHdJOpMaLI,VIFI O KOMaHAaxX, KOTopble ncnosib3oBas/inCb B TeKyu_|,e|7|
ceccunn, Win o KonnydecTee coxpaHAaAeMbIX KOMaHA.
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CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

size — MakCMMaslbHOEe YMCNO NOCeAHNX BBEAEHHbIX KOMaHA, N0ONb30BaTe s, KOTOpblE COXPaHATCA B MCTOPUM
KOMaH/[ TeKyLleli CeCCUN.

<NUM> - KonunuyecTBo nocnegHnx BBeAEHHbIX KOMaH/, No/ib30BaTe s, KOTopble HE06X0AUMO 0TO6Pa3UTb
[0..100]

3HauyeHue No yMmo4aHuio

0. CoOTBETCTBYET BbIBO/Y BCEIT NCTOPUN BBEAEHHbIX KOMaHA,

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ wWwN R

show system reload

[aHHOoI KomaHAoW Ha Avcnel BbIBOAUTCA MHApOpMaLMS O KOMaH4ax, Aarte U BpeMeHu 3aniaHMpoBaHHOM
nepesarpysku.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show system reload
System reload is scheduled for 13:02:02 10 August 2022

ssh

[JaHHasi KomaHga UCrosb3yeTcs AN18 NOAKMOUYEHNS K YAAIEHHOMY Y371y MO NpoTokony SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;
<USERNAME> — nms nonb3oBatens, 3a4aétcs CTPokKoi Ao 31 cumMBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa yacTb NPUHUMaET
3HaueHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoincTBa, 3afaétca B Buae X X:X:X::X, rae kaxaasa 4yactb NpUHUMAaET 3HaueHus
B LWecTHaguatepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTBa, 3a4a€Tcsa CTPOKON A0 253 CMMBO/OB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepsepom, NpuHMmaeT 3HadyeHus [1..65535]. Mo
YMOJ/14aHUI0 YCTaHOB/IEHO 22;

<VERSION> - Bepcus SSH-NpoTokosa, NpuHMMaeT 3HadeHus [1..2]. Mo ymonuaHuio ucnonb3yeTtcs Bepcus 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOIo agpeca MOXET UCMOo/b3oBaTbcs Mobon IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B Ka4ecTBe AaHHOro ajgpeca MOXeT UCNoNb30BaTbCA 0601
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgas yacTb NPUHUMAET 3HAYEHUs B
LecTHaguaTepuyHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npuHnuMaeT 3HauveHme [0..63], 3HaueHune no
ymosndaHmio 0.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the 1list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JaHHasi KomaHa UCnonb3yeTcs A1 NOAKMYEHNS K YAANEHHOMY Y371y o npoTokony Telnet.

CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - ums aksemnnspa VRF, 3agaétcs ctpokoit o 31 cumsona;

<ADDR> - |IP-agpec ycTpoiicTsa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxgasn 4yacTb NnpuHUMaeT
3HayeHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPUHUMAET 3HaYeHns
B LWecTHaguarepmyHom coopmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTBa, 3a4aETCs CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepBepom, NpuHMMaeT 3HadeHus [1..65535], no
yMO/T4aHuio 23;

<SRC-ADDR> - IP-agpec oTnpasuTens, B kayecTBe AaHHOro agpeca MOXeT ucnosnb3oBaTtbes nboi IP-agpec
mMapLupyTusartopa, 3agaétcs B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpMHUMAaET 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe faHHOro agpeca MOXET MCMob30BaTbCcs 1060
IPv6-agpec mapLupytmnsartopa, 3agaétcsa B suge X X:X:X::X, rge kaxaas yactb NpUHAUMaET 3HaYeHns B
LwecTHaauaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cootTBeTcTBUM C RFC 2474, npyHnumaeT 3HaueHme [0..63], 3HaueHmne no
ymosnyaHuto 0.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw3l-1l.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KomaHga ucnosnb3yeTcsi A1 BbIK/OUYEHNS NOCTPAHUUYHOTO PeXnma BbiBOJA TPACCUPOBOK A5 TEeKyLLel
ceccun.

Vicnonb3oBaHue OTpVILl,&TGﬂbHOVI KOMaHAbl BK/1lOHaeT I'IOCTpaHW-IHbII\/’I peXnm BbiBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump

MapameTpbl

KomaHaa He coaepXuT napameTpoB

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# terminal datadump

terminal resize

KomaHga ucnonb3yeTcsi 4718 MacluTabypoBaHus pasmepa TepMiuHana nof pasMep okHa Npyu MCMosb30BaHNm
KOHCO/TbHOTO MOAK/TIOYEHUS.

CuHTakcuc

terminal resize

MapameTpbl

KomaHga He coaepXuT napameTpoB
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# terminal resize

traceroute

[JaHHas komMmaHza 1cnonb3yercs /18 TPacCUPOBKM MapLupyTa A0 YKasaHHOro CETeBOro yCTpoicTBa.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipve } 1 }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> } ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;

<ADDR> - IP-agpec ycTpoiicTsa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HauveHus [0..255];

<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3aaéTcs B Biae XX:X:X::X, e Kaxaas 4acTb NPUHAMAET 3HaUeHNs
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-nums yCcTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NPOBOAMUTL TPACCUPOBKY MPY MNOMOLLY ipv4-NakeTos;

* ipv6 — NpoBOANTL TPACCUPOBKY NPW MOMOLLN ipv6-NakeToB.
<FIRST-TTL> — Bpems Xu3Hu IP-nakeTa, 3Ha4YeHMe ¢ KOTOPOro Ha4YMHaEeTCA TpaccMpoBKa MapLUpyTa,
NPUHUMAET 3HaueHme [1..255], no ymonuaxuio 1;

<MAX-TTL> — Bpems Xn3Hu |IP-nakeTa, 3Ha4eHne Ha KOTOPOM 3aKaH4MBaEeTCH TPacCMpOBKa MapLupyTa,
NpUHUMaET 3HaueHme [1..255], no ymonuanuio 30;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAnSET Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTUBHOM C/lyyae yTunuTa xaeT asa RTTs. MpuHumaeT 3HadeHue [1..60], no ymonuaxuio 5
CeKyHp,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboli IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTepdpeiica MapLIpyTU3aTOPa, Yepes KOTopbI ByayT OTNpaB/eHbl NakeTbl, 334aéTca B BUAE,
onMcaHHOM B pasaesne Turbl 1 Nopsaok MMEeHOBaHNA MHTepheincoB MmapLupyTi3aTopa;
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<TUN> - ymsi TyHHENs MapLUpyTM3aTopa, Yepes KoTopblii ByayT OTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgene Turbl 1 NopsioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnMaeT 3HauveHue [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> — Homep TCP/UDP-nopTa, NpuHMMaeT 3HadyeHue [1..65535], 3HaueHne no ymonyanuto 53 ans UDP 1 80
oana TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxgas 4acTb NpUHUMAET 3Ha4YEeHMUs
[0..255]. Mpwu ykaszaHuM AaHHOTO NapaMeTpa B ucxoasimii nakeT go6aensetcs IP source routing onuus,
KOTopas coobLiaeT MapLipyTM3aTopy, Yepes Kakoi L/I03 AO/MHKEH MapLUpyTM3NpoBaTbCa NakeT B ceTu. Ha
60/1bLLUMHCTBO MapLUPYTM3aTOPOB OTK/Il0YEHA MapLUpyTM3auns No 4aHHO! ONuMn N3 coobpaxeHnii
©e30MacHoOCTW;

<GWIPV6-ADDR> — IPv6-agpec Wwno3a, 3agaétca B Buge X:X:X:X::X, rae kaxgasa 4actb NPUHUMAET 3HAYEHUA B
wecTHaguaTepuuHom gopmare [0..FFFF]. Mpu ykasaHuy gaHHOTo napamMeTpa B UCXOASLLMIA NakeT
fob6asnsetcs IP source routing onums, KoTopas coobLLaeT MapLUPYTU3aTOPY, Yepes Kakow L3 AO/HKEH
MapLLPYyTM3MPOBaTbLCA NakeT B CETU. Ha 60/1bLUMHCTBO MapLLpPYTM3aTOPOB OTK/II0YEHa MapLUpyTM3aumns rno
[aHHOI onummn 13 coobpaxeHnin 6e30nacHOCTU.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime
[aHHOI KOMaHA0M OCYLEeCTBAETCS NPOCMOTP NPOAO/HKUTENBHOCTM BPEMEHN paboThbl YCTPOKCTBA.

CuHTakcuc

uptime

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# uptime
System uptime: 26 minutes and 35 seconds

verify

[ aHHO KOMaH/10Vi BbINOHAETCS pacyeT Xell-CyMMbl 711 OTAe/IbHOro dhaiinia ¢ MCnosib30BaHNEM YKa3aHHOTo

asirfopnTMa xXewmnpoBaHuA.

CuHTakcuc
verify <ALGORITHM> <FILE>

MapameTpbl
<ALGORITHM> — anroputm xeLuMpoBaHus, NpuH1MaeT 3HadeHust [md>5, sha2-256, sha2-512].
<FILE> - nyTb 1 nms chaiina gns npoBepku, MOXET NPUHUMATL Criegytowmne 3HaueHus:

* usb://usb_name:/PATH
+ mmc://mmc_name:/PATH (kpome esr-10)
+ system:candidate-config
+ system:running-config

+ system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

+ flash:critlog/FILE

+ flash:syslog/FILE

« flash:backup/FILE

+ flash:data/FILE

+ tmpsys:syslog/FILE

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4
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verify filesystem

[laHHOIi KOMaH/o1 3anycKaeTcsl MPOLECC pacyeTa Xell-CyMM /1 BCeX CUCTEMHbIX (DaiifioB MaplupyTm3aTopa
I CPABHEHMS C 3TASIOHHLIMU 3HAUYEeHMsIMU. B pe3ynbrarte BbIBOAMTCA MHAOPMALMSi O COOTBETCTBUM
PaCCUMTaHHBIX XELL-CYyMM 3Ta/IOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEUAOWMIA 3a NOAPOGHLIV BbIBOA MHGOPMaLMKN O MPOBEPKE KaxKAoro duainna.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[aHHOoI KomaHAoM 3anyckaeTcs NPoLEecc NPOBEPKM BHELLHErO HOCUTENS Ha Ha/lnyme OLNOOK.

CuHTakcuc
verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> — Homep nogkntoveHHoro USB-HocuTens no nopsaky;

<USB-NAME> - nms nogkntoueHHoro USB-HocuTens. Mims MOXHO y3HaTb B BbIBOAE kOMaHAbl show storage-
devices.

mmc — KAKY 414 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENA.

Heo6xoaumblii ypoBeHb NpuBUiernii
15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): y
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.
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6 YnpasneHue nporpamMmMHbIM 0b6ecrneyeHnemM 1 KoHurypaumei

+ archive

*+ auto

+ banner exec

* banner login

+ boot host auto-config
+ boot host auto-update
+ boot system

+ by-commit

* commit

« commit check

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

* path

* restore

* rollback

+ save

+ show bootvar

+ show boot-licence

+ show candidate-config

+ show configuration changes
+ show crypto certificates

+ show licence

+ show running-config
+ show storage-devices
+ show usb

+ show version

+ time-period

* type

archive

[JaHHO KOMaH/0Vi OCYLLECTB/SIETCS NEPEXOA, B PEXNM HACTPOKM NapamMeTpoB pe3epBUpPOBaHIs

KOHdUrypaumm.

icnonb3oBaHue oTpuuaTesibHoi (hOpMbl KOMaH/bl (N0) ycTaHAB/IMBAET 3HAUYEHME MO YMOYAHUIO A/1S
napamMeTpoB pe3epBMPOBaHNS KOHAUTypaLmn.

CuHTakcuc

[no] archive

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUierui

15
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

[aHHOoI KOMaHAoM BKNHOYAETCS pPeXUM co3faHns goainna pesepBHO KoOHurypauum Ha yaasieHHOM cepBepe
N/VNn NoKasbHO Yepes yKasaHHbI NPOMEXYTOK BpeMeHu (pasaen time-period).

Vicnonb3oBaHue OTpI/ILI,&TG}'IbHOVI (*JOprI KOMaHAbl (no) BbIK/TOHAET PEXMM OTNPaBKN Hepes yKa3aHHbII7I

MPOMEXYTOK BPEMEHW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[laHHOli KOMaHAoI 3a4aéTCs TEKCTOBOE COO6LLEHMNE, BbIBOAVMOE NOC/E YCMNELIHON ayTeHTUduKaLmm

no/sib30BaTesst Ha MapLUpyTH3aTope.

Vicnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHbl (N0) yaasnsieT TeKCTOBOE CO0O6LLEeHWE, BbIBOAUMOE Moc/ie
yCreLHo ayTeHTU(MKaLMK NoJIb30BaTe s Ha MapLLpyTU3aTope.

CuHTakcuc

banner exec <BANNER>
no banner exec
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MapameTpbl
<BANNER> — TekcTOBOE CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW Ao 2047 cMmBO/IOB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum

CONFIG

Mpumep:
esr(config)# banner exec "  ————= Hello! This is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.
_____ n

banner login

[aHHOi KoMaH 10V 3a4aéTcs TEKCTOBOE COO06LLEHME, BLIBOAVMOE /10 ayTeHTUMUKALMM NO/b30BaTeNs Ha
MapLpyT13aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcTOBO€E CO06LLEHME, 3a4aETCS B KaBblukax CTPOKOW f0 2047 cMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum

CONFIG

Mpumep:
esr(config)# banner login ™  ————= Hello! This 1is an Eltex router.-----
\n----- Unauthorized connection 1is prosecuted by the law of the Russian Federation. —----- "

boot host auto-config

[JaHHasi KomaHa BK/YaeT 3arpy3ky KoHgMrypauum MaplupyTisaTopa npv noMoly npotokosia DHCP Option
54 (IP-appec TFTP-cepBepa) 1 67 (ums chaiina koHdurypauum).

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/OYAET 3arpy3ky KoHdpurypauuy mapLupytusaropa
npu nomotuy npotokona DHCP Option 66 1 67.
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CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

[JlaHHan komaHa Bk/o4aeT 3arpy3ky MO mapLupyTtusatopa npu nomolim npotokona DHCP Option 54 (IP-

anpec TFTP-cepsepa) n nms caiina MO B none FILE B8 DHCP OFFER. Mpwn ncnonb3oBaHnyM COBMECTHO ¢ boot

host auto-config, o6HoBNeHue MO nmeeT 60/1ee BbICOKUIA NPUOPUTET.

Mcnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaH bl (N0) OTKYaeT 3arpy3ky MO mapLupyTusaTopa npw
nomoLy npotokosia DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIV pexum
CONFIG
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Mpumep:

esr(config)# boot host auto-update

boot system

[aHHas KomaHga CnyxuT a5 Bbibopa akTMBHOro obpasa NporpammMHoro obecneyeHus, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTakcuc

boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaH1e o6pa3a NnporpaMMHOro obecneyeHus, KOTopbIin ByAeT 3arpyKaTbCs Ha YCTPOMCTBO:

+ image-1 — cnegytowas 3arpyska ycTpoucTea 6y4eT BbINoNHeEHa U3 nepBoro obpasa Mo;
+ image-2 — cnegyowas 3arpyska ycTpoincTea 6y4eT BbiNnosIHEHa U3 BTOPOro obpasa Mo.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[aHHOV KOMaH/10Vi BK/TOYAETCA PEXUM OTNPaBKM (oaiiia KoHUrypauum Ha cepBep pe3epBMpOoBaHis nocne
yOA4YHOro NPUMeHeHUst KOHdUrypaumu.

icnonb3oBaHue oTpuUaTesibHoi DOPMbl KOMaH bl (N0) BbIK/IOYAET PEXIUM OTMNPAaBKM NOC/E YAa4HOro
MPYMEHEHMS KOHMrypaLum.

CuHTakcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KomaHaHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[JlaHHan komMmaHza No3BOJISIET NPUMEHUTL (CAenaTb AelicTBYOLWMMN) n3MeHeHust koHdourypauum. RUNNING-
KoHGourypaums 3ameltaetcs koHdurypaumnein CANDIDATE. [1n1s TOro 4to6bl MPUMEHEHHbIE U3MEHEHUS CTa/u
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio HeobxoAMMO NOATBEPAUTL KOMaHAOoM confirm B TeUeHne BpeMeHH,
He NpPeBbILIALLErND BpeEMS AeNCcTBUA Talimepa noaTeepxaeHus (no ymonyaHuto 600 cekyHz, U3MEHSIETCS Npu
nomoLy komaHapl system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> — KOMMeHTapuii K JaHHOMY U3MEHEHNIO0 paboyeii KoHdurypaumn. 3agaéTca TEKCTOBOM CTPOKOIA
0o 31 cumBona;

<TIMEOUT> — nHTepBas1 BpemMeHu B CeKyHAax nocse BBoga KomaHgbl commit 4o BOCCTaHOB/IEHUA
npeplayLein Bepcum KoHdmrypauum npy oTCyTCTBUM KOMaHAbl confirm, NpMHUMAaeT 3HaveHne B CeKyHaax
[120..86400].

3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTolj;

<TIMEOUT> — HacnepgyeTcs 3Ha4yeHune, ycTaHOBIEHHOe KoMaHaoi system config-confirm timeout.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

N3MeHeHns1 KoHUrypauum nprMeHeHb!.
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commit check

[JaHHaa komaHza no3sonset nposanmamposats KoHurypaumio CANDIDATE, noka nsmeHeHms He NpuMeHeHbI.

CuHTakcuc

commit check

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# commit check

3MeHeHns1 KoHUrypaLuum nprMeHeHb!.

confirm

KomaHga npegHasHaveHa 4715 NOATBEPXAEHNS NPUMEHeHUs KoHdurypauun. Ecnv B TeyeHne 3aaHHoro
BpeMeHm (no ymonyaHmio 600 cekyHA, M3MeHsIeTCA Npy NOMOLLM KomaHAbl system config-confirm timeout)
nocne nNpMMeHeHus KoHUrypaumm KomaHgon commit He 6b1/10 BBEAEHO NOATBEPXAEHME, NPOU30oNaeT
aBTOMaTUYeCKNin OTKaT Ha [AelCTBYIOLLYI0 paHee KOHurypauuio. ABToMarnyeckas cmcteMa oTkaToB
npegoTBpallaeT cuTyalmm NoTepu CBsA3n ¢ YCTPONCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
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CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# confirm

MoaTBEpPXAEHNE U3MEHEHWI B KOHCOMIypaLmu.

copy
[aHHasi KomaHa CNyXXuT A5t KONMPOBaHUS haiifoB MeXay Pa3/IMUYHbIMU UCTOUHVKAMI U NoydaTesnsiMu.

CuHTakcuc
copy <SOURCE> <DESTINATION>

MapameTpbl
<SOURCE> — ncto4uHuk, 3a0aétcs B BUae:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KkoTopbIin cnywaet TFTP-cepBep, otgensetca ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb Kk painny Ha TFTP-cepBepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha TFTP-cepBepe, rge:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
+ <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosniom '# nnm ' (B
AaHHoM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);
+ <path> - nyTb Kk painny Ha TFTP-cepBepe.
. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — uMs nonb3osaresns (HaCTPOUTb UMS MO/Ib30BATESS MO YMOTYAHMIO MOXHO KOMaH/O ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHNI MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopTt, koTopbIin cnywaet TFTP-cepBep, otgensetca ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]./<path>
+ <ipv6> — IPv6-agpec FTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — uMs nonb3osarens (HaCTPOUTb UMS NO/Ib30BATESS MO YMOTYAHMI0 MOXHO KOMaHZO ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosniom '# nnm ' (B
AaHHoM cnydae IPv6-agpec Ao/mkeH 6biTb 3aK/oUeH B KBapaTHble CKOBKM «[]»);
+ <path> - nyTb K cpaiiny Ha FTP-cepBepe.
. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — uMs nonb3osarens (HaCTPOUTb UMS MO/Ib30BATESS MO YMOTYAHWI0 MOXHO KOMaH/O ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposib MO YMOYAHMI0 MOXHO KOMaHoi ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopTt, koTopbIin cnywaet TFTP-cepBep, otgensetca ot IP-agpeca CMMBONOM «#» UNN «:»;
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<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBaresnsi (HaCTPOUTb UMA NO/SIb30BATEss MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb N0 YMOIYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA MOSIb30BaTEes1s MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoii B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsAwmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMO/Ib30BATEss MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb K dpariny Ha cepsepe.

« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;
<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepsep, otaendetca ot IP-agpeca CMMBOMIOM «#» UN
«»,

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnn
"' (B maHHom cniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCcTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pasjene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> — nms dhaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopTt, Ha koTopom 3anyuweH HTTPS-cepBep, otaensetcs oT IP-agpeca cMMBOMIOM «#» UK
«»,

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec daiina Ha HTTPS-cepBepe, rae:

<CA-FILE> - nms dpaiina cepTudmkata yaoCTOBEPSIOLLET0 CepBepa B COOTBETCTBYIOLLEM pa3aene
namMaTi MapLUpyTU3aTopa;
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+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gesne naMaTu
MapLLpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
* <interface> — ncxogsawwii cetesoli nHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> - nyTb K dpaitny Ha TFTP-cepBepe.
usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MOXHO NocMOTpeTb KoMaHAol show storage-
devices;
+ <path> - nyTb K haiiny Ha USB-HocuTene.
mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — UM HazHadyeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETb KOMaHAomn show
storage-devices;
+ <path> - nyTb K dpaintny Ha MMC-HocuTene.
system:factory-config — 3aBogckas KoHurypauus;
system:default-config — kKoHdMrypaumsa no ymonuaxuto (nycras);
system:running-config — Tekywiaa KoHguUrypaums;
system:candidate-config — koHburypaums, kotopas 6yaeT NnpUMeHeHa nocse BbINO/IHEHWUA KOMaHAbI
«commity;
system:firmware — nporpammHoe o6ecnevyeHve ycTpoiicTea. KonvpoBaHvue Nnpon3BoanTcs C
HeakTMBHOro o6pasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,
system:boot-1 — nepBuyHbIi 3arpy3umk yctpoiicta (SBI, bl1, x-loader).
system:boot-2 — BTopuyHbIii 3arpysumnk yctpolicTea (u-boot, boot).
flash:critlog/FILE — nanka ans coxpaHeHnsi COo6LeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTBa;
flash:syslog/FILE — nanka g9 coxpaHeHus NoroB TeKyLLen ceccun, CoXpaHseTcs nocne nepesarpysku;
tmpsys:syslog/FILE — nanka ans coxpaHeHusi /I0roB TeKyLLeli ceccum, He CoXpaHseTcsa nocne
nepesarpysku;
flash:backup/FILE — nanka gnsa coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHUrypauuii
MapLLpyTM3aTopa;
flash:data/FILE — nanka gns ckaumBaHus haiinioB ¢ mapLupyTm3aropa.

<DESTINATION> — HasHaueHue, 3a4aéTcA B BUAE:

tftp://<ip>[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K paitny Ha TFTP-cepBepe.
tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec aiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsoniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOUEH B KBAAPaTHbIE CKOOKM «[]»);
+ <path> - nyTb K paitny Ha TFTP-cepBepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYAHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);

+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);

+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepsep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;

+ <path> - nyTb K chaiiny Ha FTP-cepBepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

+ <ipv6> — IPv6-agpec FTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
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* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> - nyTb K haiiny Ha cepsepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# wnn "' (B
AaHHOM cnyyae IPv6-afipec AomKkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
« <path> - nyTb K haiiny Ha cepsepe.
+ usb://usb_name:/PATH
+ usb_name — nms, HazHauyeHHoe USB-HocuTento. Bo3amMoxHO NocMoTpeTb komaHAaol show storage-
devices;
+ <path> - nyTb K haiiny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — nms, HazHayeHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KOMaHAou show
storage-devices;
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.
+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Nocsie BbINO/IHEHWUA KOMaHAbI
«commit»;
+ system:licence — NUUEH3NS YCTPOWCTBa,;
+ system:boot-licence — nuueH3ns ycTpoicTBa, NPUMEHSAIOLWASACA NPUW 3anycke BTOPUYHOTO 3arpy34mnka;
+ system:firmware — nporpammMHoe o6ecneyeHne ycTpoincTea. KonvpoBaHune Bcerga nponcxoanT B
HeakTVBHbIN 06pa3 nporpaMmMHOro obecneyeHns yCTponcTea;
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+ system:boot2 — BTOpMYHbIN 3arpy3umnk yctpoiictsa (u-boot, x-loader);

+ certificate/ca/ — nanka gns xpaHeHus cepTudmkara ya0CTOBEPSIOLLErO LEeHTPa;

+ certificate/dh/ — nanka gnsa xpaHeHus knoda Audcoun-Xennmana,

+ certificate/server_key/ — nanka ans xpaHeHusi npusartHoro kitoda OPENVPN-cepsepa;

+ certificate/server_crt/ — nanka gnsa xpaHeHus npusatHoro knova OPENVPN-cepsepa;

+ certificate:client-key/FILE — nanka ans xpaHeHus npusatHoro kntoda OPENVPN-knuneHTa;
+ certificate:client-crt/FILE — nanka gnsa xpaHeHus ceptudpmkata OPENVPN-knveHTa;

+ certificate/ta/ — nanka gns xpaHenma HMAC-knoua;

+ certificate/crl/ — nanka gna xpaHeHns cnucka 0To3BaHHbIX CePTUMKATOB;

+ flash:data/FILE — nanka gns ckaumBaHus oaiifioB ¢ MmapLupyTm3aropa.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem system:certificate/crl/crl.pem

count-backup

[laHHOI KOMaHAol yCTaHaBNMBAETCS MaKCUMasIbHOE KOIMYECTBO IOKa/IbHO COXPaHSieMbIX PE3EPBHbIX KOMWUIA
KOHoUrypaumia.

Mpu Mcnonb3oBaHUM OTpULATENIbHOV (DOPMbI KOMaHAbl (NO) yCTaHAB/IMBAETCS 3HAYEHUE MO YMOTYaHWIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — mMakcumasibHOe KO/IMYECTBO /I0Ka/IbHO COXPaHSEMbIX Pe3epBHbIX KOMUiA KoHdurypauuii. MpuHnmaet
3HauyeHus B avanasoHe [1..100].

3HauyeHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUierui
15
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KomaHaHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20

delete

[laHHas KomaHAa CNyXuT ANa yaaneHusl NMUEH3NI, CePTUMKATOB, KNOUeA.

CuHTakcuc
delete <FILE>

MapameTpbl

<FILE> - Tun chaiina, MOXeT NPMHUMATb Creaytolve 3HaueHns (MpY yaaneHun n3 nanku Heo6xo4MMOo yKasaTb
HasBaHue halina):

+ flash:backup/FILE — nanka gsis coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUrypaLuii
MapLupyTm3aTopa;
+ flash:critlog/FILE — nanka ans coxpaHeHnsi COO6LLEeHNA aapa 3a Bce BpeMsi paboTbl YCTPOICTB;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aTopa;
+ flash:syslog/FILE — nanka gns coxpaHeHust NoroB TeKyLL e ceccun, COXpaHseTcs nocne nepesarpysku;
+ tmpsys:syslog/FILE — nanka gns coxpaHeHusi N0roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;
+ certificate/ca/FILE — nanka gns xpaHeHus cepTudmkara yaoCTOBEPSIOLLErO LEeHTPa;
+ certificate/dh/FILE — nanka gnsa xpaHeHus knoya Audcun-Xennmana;
« certificate/server_key/FILE — nanka ans xpaHeHusi npusartHoro knto4a IPsec/OpenVPN-cepsepa;
« certificate/server_crt/FILE — nanka gnsa xpaHeHus ny6nmuHoro ceptudmkata IPsec/OpenVPN-cepsepa;
« certificate:client-key/FILE — nanka ans xpaHeHusi npusartHoro kitova OpenVPN-kNneHTa;
« certificate:client-crt/FILE — nanka gnsa xpaHeHus ceptudmkara OpenVPN-KNneHTa;
+ certificate/ta/FILE — nanka gns xpaHeHnss HMAC-knto4a;
« certificate/crl/FILE — nanka gna xpaHeHusi Cnncka 0To03BaHHbIX CePTUMKATOB;
+ system:licence — nuueH3ns Ana akTuBaumy PyHKLMOHaNa, TpebYLWEro NNLEH3NIO;
+ system:boot- licence — nMUeH3MA YyCTPOINCTBA, MPUMEHSIOLLAACS NPK 3anycke BTOPUYHOIO 3arpy3udrka;
+ usb://usb_name:/FILE
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MOXHO NoCcMOTpeTb KoMaHAol show storage-
devices;
+ <FILE> — nyTb K chaiiny n ero umsa Ha USB-HocuTene.
+ mmc://mmc_name:/<FILE> (kpome ESR-10/12V/12VF/14VF)
* mmc_name — ums, HazHadyeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETbL KOMaHaom show
storage-devices;
+ <FILE> — nyTb K thaiiny n ero umsi Ha MMC-HocuTene.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# delete system:certificate/dh/dh.key

dir
JlaHHan komMaHa No3BOJISIET 0TO6PA3NTb COAEPKMMOE BHELLIHUX HocuTenein nHgopmauum (USB/MMC kapT
namsiT) N NOKaslbHbIX pa3fenoB MapLupyTusartopa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

MapameTpbl
<PATH> — nmsa nokasbHOro pasgena nnm nyTb A0 Nanky Ha BHeLWHeM HocuTene. NpuHMMaeT 3HavyeHus:

+ flash:critlog/ — nanka ana coxpaHeHus coobLLeHnin aapa 3a Bce Bpemsl paboTbl yCTPONCTBa;
+ flash:syslog/ — nanka gns coxpaHeHus 10roB TeKyLLel ceccum, COXpaHaeTcs Nocne nepesarpyskuy;
+ flash:backup/ — nanka gns coxpaHeHusi pe3epBHbIX KOMUIA TEKYLLMX KOHOMIypaLuii MapLupyTu3aTopa;
+ flash:data/ — nanka gns ckaunBaHus hainnos ¢ MapLupyTM3aTopa;
+ tmpsys:syslog/ — nanka gns coxpaHeHusl I0r0B TEKYLLE CeCCUM, HE COXPaHSETCA Noc/e nepesarpyskuy;
+ certificate/ca/ — nanka ans xpaHeHusi ceptTudnkara ya0CTOBEPSIOLLETO LEHTPa;
« certificate/dh/ — nanka gns xpaHeHus knoya Audhdu-Xennmaxa;
« certificate/ta/ — nanka gns xpaHexHma HMAC-knoug;
+ certificate/crl/ — nanka gns xpaHeHWs cnucka 0TO3BaHHbIX CEPTUCIMKATOB;
« certificate/server_key/ — nanka gns xpaHeHusi npueartHoro kntoua IPsec/OpenVPN-cepsepa;
« certificate/server_crt/ — nanka gna xpaHeHus nyéamuHoro ceptudnkata IPsec/OpenVPN-cepsepa;
« certificate:client-key/ — nanka ans xpaHeHusi npmeaTHoro kitova OpenVPN-kineHTa;
« certificate:client-crt/ — nanka ansa xpaHeHus ceptudonkara OpenVPN-kMeHTa;
+ usb://usb_name:/PATH
+ usb_name - nms, HazHavyeHHoe USB-HocuTento. Bo3MOXHO NOCMOTPETb KoMaHgon show storage-
devices;
+ <PATH> — nyTb K (haiiny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/14VF)
* mmc_name — ums HazHa4yeHHoe MMC-HocuTento. BO3MOXHO NOCMOTPETbL KOMaHAoM show
storage-devices;
+ <PATH> - nyTb K cpariny Ha MMC-HocuTene.

<USB-device-name> — Ha3HauyeHHOe cuctemol nms USB-HocuTens. OTobpaxaeTcs B BbiBoAe KoMaHAbl show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — Ha3HauyeHHOoe cuctemon nma MMC-HocuTensa. OTobpaxkaeTcs B BbIBOAE KOMaHAbI
show storage-devices mmc, pasgen show storage-devices.

+ flash:backup/FILE — chaiin gns coxpaHeHns pe3epBHbIX KOMW TEKYLLMX KOHGIUrypaLmia
MapLUpyTU3aTopa;
+ flash:data/FILE — nanka ans ckaumBaHusa aii/ioB ¢ MapLIpyTU3aTopa;

<PATH> - nyTb go Heobxogmmoii nankn Ha USB/MMC-HocuTene.
flash:backup/FILE — chaiin ana coxpaHeHus pe3epBHbIX KONWi TeKYLLMX KOHGUIypaumin MapLupyTmM3aTopa;

flash:data/FILE — nanka gns ckauvmsaHus haiiioB ¢ MapLupyTusaTopa.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# dir mmc://EF28-D0O74

Name Type Size

esrl000-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

[JlaHHas komMaHza CNyXuT AN 06befMHEHNS TOKASIbHOTO UK 3arpyaemoro daiina kKoHdurypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl
<SOURCE> — UCTOYHUK, 3a4aéTcH B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec daitna Ha TFTP-cepsepe, rae:
+ <ip> — IP-apgpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaeT TFTP-cepsep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb Kk (paiiny Ha TFTP-cepBepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec haiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;
« <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBoniom '# nnm ' (B
AaHHOM cnydae IPv6-apec AomkeH 6biTh 3aK/MOUeH B KBaApaTHbIE CKOOKM «[]»);
+ <path> - nyTb Kk paintny Ha TFTP-cepBepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-apgpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/SIb30BATE/S MO YMOTYAHMI MOXHO KOMaHZAoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOIYAHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> - nyTb K chaiiny Ha FTP-cepBepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NOSIb30BATE/S MO YMOTYAHMK MOXHO KOMaHZAoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZol ip ftp client password,
onucaHHoi B ip ftp client username);
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<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
<path> — nyTb Kk cpaiiny Ha FTP-cepBepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOUYAHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYAHMIO MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk cpaiiny Ha FTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — nyTb Kk cpaiiny Ha FTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopbli cnywaeT TFTP-cepsep, otaensietcs oT IP-agpeca cMMBOIOM «#» NN «:»,
<path> — nyTb K dpariny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/SIb30BATEss MO YMOYAHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM crnydae IPv6-aipec AonKeH 6biTh 3aK/MOYEH B KBAPaTHbIE CKOOKM «[]»);

<path> — nyTb K dpaiiny Ha cepsepe.

- http://<ip>[<port>]:/<path> - agpec gaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;
<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepBep, otaendetca ot IP-agpeca CMMBOMIOM «#» Un
«»,

<path> — nyTb Kk dpariny Ha HTTP-cepsepe.

* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogsAwmii ceteBoin nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHom cniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — nyTb K pariny Ha TFTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCcTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pasjene
namaT MapLupyTusaTopa;

<SC-FILE> - nms dhaitna ny6nmnyHoro ceptudprkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namaT MapLupyTusaTopa;
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+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gesne namaTu
MapLLpyTM3aTopa;

+ <ip> — IP-agpec HTTP-cepBepa;

+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepep, otaensietcs ot IP-agpeca CUMBOMIOM «#» 1nu
«»,;

+ <path> - nyTb K dhaintny Ha HTTP-cepBepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec ainna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> - nms chaitna ceptucmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namsaTy MapLipyTmM3aTopa;

+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namsaTy MapLipyTmM3aTopa;

+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLLpyTn3aropa;

+ <ipv6> — IPv6-agpec HTTPS-cepBepa;

+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;

+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

+ <path> - nyTb K paitny Ha TFTP-cepBepe.

+ flash:data/FILE — nanka gns ckaumBaHus oaiifioB ¢ MapLupyTm3aropa.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[laHHOI KomMaHAol onpefenstoTca NPOTOKO/, aipec CepBepa, a TakkKe pacrnosiokeHne u npedukc MMeHun
dhalina Ha cepsepe. Mpun BbINONHEHNN pe3epBUPOBaHUSA K Npedrkcy umeHn dalina obaenseTcs Tekyllee
Bpems n gara B popmare Nnrrmman_d44MmcCc.

Micnonb3oBaHue oTpuuaTesisHoi hopMbl KOMaHbl (NO) yAaNseT yCTaHOB/IEHHOE 3HAYEHME.

CuHTakcuc
path <PATH>
no path

MapameTpbl

<PATH> - chopmat nyTu A0 Nanku Ha yaaneHHoM cepeepe no npotokonam tftp/ftp/sftp/scp B ogHom 13
cnepyoLmnx opmMaToB:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> - IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetcs ot IP-agpeca CMMBOMOM «#» NN «»;
+ <path> - nyTb K dpaitny Ha TFTP-cepBepe.

- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
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<ipv6> — IPv6-agpec TFTP-cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk pariny Ha TFTP-cepsepe.

- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>

<ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb Kk dpaiiny Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoW ip ftp client password,
onucaHHol B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NMOSIb30BATEss MO YMOTYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» UK «:»,
<path> — nyTb Kk dpaiiny Ha FTP-cepBepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsAwmii ceteBoin nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb N0 YMOYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);

<path> — nyTb Kk dpaiiny Ha FTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — nyTb K dpaiiny Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);
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* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
« <path> - nyTb K haiiny Ha cepsepe.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[JaHHasa komaHAa No3BONSET OTMEHUTHL MPUMEHEHHYIO, HO HEMOATBEPXKAEHHYH KOH(UIYpaLuio 1 BEPHYTbCS K
nocnegHern noaTeepXxaeHHoN. KomaHga NnpyMeHSeTCs KO BCel KoHpurypaumm yctpoinctea. OTMeHa
N3MEHEHNII MOXET ObITb BbINOIHEHA TONbKO A0 BBOAA KOMaHAbl confirm. Mpu BbINONHEHNM KOMaHAbI restore
NPOVCXOANT NOTEPst HENOATBEPXKAEHHON KOH(UTrypaLmun.

CuHTakcuc

restore

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT

Mpumep:
esr# restore

OcyulecTBneH Bo3BpaT K nocnefHen NoaATBepXAeHHOM KOHMrypauumn.

rollback
[aHHan KomaHaa no3BonsieT M3MeHnTb cogepxxmmoe candidate-config.

KomaHga npuMeHSsIETCS KO BCel KOHUrypawmm ycTponcTsa.
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CuHTakcuc
rollback [to-backup <FILENAME>]

MapameTpbl

<FILENAME> - nms dpaiina paHee coxpaHeHHol koHdurypauun ns pasgena flash:backup/ mapwpytmsatopa.

3HauyeHue No yMmo4aHuio

Be3 ucnonb3oBaHus knoya "to-backup” B candidate-config konmpyetcs Tekywas "running-config”.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep:
esr# rollback

I'IpomsseAeHa OTMeHa BCeX HEMPUMEHEHHbIX N3MEHEHWI1 B KOHd)I/IrypaLIIVII/I.

save

KomaHga cnyxumt ans coxpaHeHus CANDIDATE-koHurypayumm B NOCTOSAHHYIO NaMsiTb YCTPOMUCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# save

CoxpaHeHue TekyLlei koHurypauum Ha Flash-namaTe ycTpoiicTea.
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show bootvar

JaHHaa komaHga cnyxumTt ansa npocMoTpa nHgopmMaumm 06 obpasax nporpaMMHOro oéecneyeHums,
3arpy>eHHbIX Ha YCTPOMCTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 119[5cd22b8] date 22/12/2015 time Not Active
18:00:47
2 1.0.7 build 119[5cd22b8] date 22/12/2015 time Active *
18:00:47

show boot-licence

[aHHaa komaHga CnyxuT 4715 npocMoTpa MHdopmaumm 06 akTMBHON NULEH3MM YCTPOCTBA, NPUMEHSAEMON Ha
aTane 3arpy3ku BTOPUYHOIO 3arpys3ymka.

CuHTakcuc

show boot-Tlicence

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show boot-licence
Licence 1information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NP01000530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOV KOMaH/10¥i OCYLLIECTBNSIETCS NPOCMOTP KOHAUIypaLum yCTPOCTBa, KoTopast GyaeT ycTaHOB/eHa
rnocsie NpUMeHeHust HacTpoek (koMaHaa «commit»).

CuHTakcuc
show candidate-config [ full ] [ <SECTION> ]

MapameTpbl
full — kntou gna oTobpaxeHns B KOHUIYpaLUN 3HAYEHWI BCEX NApaMEeTPOB, B TOM YMC/IE€ N HEHACTPOEHHbIX.
<SECTION> — pasgen koHgurypaLmu:

* aaa — HacTpoiika napaMeTpoB ayTeHTMMKaLMW, aBTOPU3aLMmn N yYeTa;
+ access-list — KOHUrypauus cnMckoB [ocTyna;
+ bridges — kKoHUrypaums ceTeBbIX MOCTOB;
+ [ <NUM>] - Homep ceTeBoro mocTa.
+ channel-group — KoHUrypaums rpynnsl arperalmm KaHasos;
+ clock — kKOoHGUrypaumsi CUCTEMHbIX YacoB MapLupyTusaropa n NTP-npoTtokona;
+ dhcp — koHurypauns DHCP-cepBepa, knneHTa n Relay-areHTa;
+ domain - koHburypauusa domain lookup;
+ content-provider — KOHUrypaunsi ICTOYHMKA OOHOBNEHWI NpaBWa pacnpocTpaHAeMbIX Mo
KOMMePYEeCKOn NNLEH3NK;
+ dual-homing — koHdurypauus cepsuca Dual Homing';
+ extended — paclumpeHHblii BbIBOA, KOHGUrypauuu,
+ hostname — ceTeBoe MM MapLLpyTU3aTOPS;
« interfaces [<IF>] — KoHUrypauus nHTepdeincos:
+ <IF> - HaumeHoOBaHne nHTepgelica, 3agaéTca B BUAE, ONUCAHHOM B pasgene Tursl 1 nopsgok
MMEHOBaHWs UHTephencoB MapLupyT13aTopa.
* ip-address — koHGwmrypaums IP-nHTepdeiicos;
* ipv6 [<SUBSECTION>] — koHdpurypauus IPv6:
+ address — koHurypaums IPv6-uHTepdencos;
+ dhcp [<SUBSECTION>] — koHourypaums IPvé DHCP-cepBrcoB:
+ client — koHpurypauyms IPvé DHCP-cepBepa;
* relay — koHpurypauyus IPvé DHCP Relay-areHTa;
+ server — KoHthurypaums IPvé DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypaums IPv6-mapLupyTusaLmm:
+ bfd - koHpurypauymsa npotokona IPvé BFD;
* bgp — koHdurypaums npotokona IPvé BGP;
+ ospf — koHGmurypaums npotokona OSPFv3;
« prefix-lists — koHdurypaums IPvé npedmkc-nncTos;
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* rip — koHhurypaums npotokona RIP;
+ static — KOHUrypaums ctaTmyeckmx MapLupyToB.
* vrrp — KoHdpurypaumsa IPvé VRRP-npoTtokona.
« dialplan — koHdUrypaums nnaHa Hymepauumu;
* lldp — koHdurypaums npotokona LLDP;
+ mac-address-table — koHUrypaums Tabnuus MAC-agpecos’;
* mailservers — KOH(pUrypaums no4ToBbIX CEPBEPOB U JOMEHOB;
* mdns — doyHKLMoHasia mMDNS;
* mirroring — KOHUrypaLus 3epKasmposaHmns';
« mpls — KoHGUrypauusa npoTokonos TexHonornn MPLS;
« mdns — KoHpurypaumsa dyHkumoHana mDNS;
+ multiwan — koHhurypaumsa cepsuca pesepsupoBaHns n 6anaHcuposkm WAN-nHTepdeincos;
* nat [<SUBSECTION>] — koHburypauus cepsuca NAT:
+ source — KoHpurypauus cepsuca Source NAT,;
+ destination — koHhurypaums cepuca Destination NAT;
+ alg — koHdurypauusa anroputma NAT.
+ netflow — koHGurypauums Netflow-npoTtokona;
- object-groups [ <TYPE> [ <NAME> ] | — koHdhurypauus npocuneis;
+ <TYPE> — T1n npotunns, NpuHUMaeT 3HaYEHNS:
- content-filter;
« email;
* network;
+ address-port;
+ application;
* mac;
+ service;
« url.
+ <NAME> - nms npocmna 3agaHHoro tmna.
« port-security — koHdpurypauus Port Security’;
* qos — KoHpurypaums QosS;
+ remote-access [<SUBSECTION>] — koHdurypauus npocounein L2TP over IPsec- u PPTP-cepBepos;
* 12tp — kKoHpurypaums npodpunein L2TP over IPsec-cepBepos;
* pptp — KoHurypauus npocuneii PPTP-cepsepos;
+ openvpn — KoHurypauus npoduneit OpenVPN-cepBepoB;
+ remote-client — kKoHdurypaumsa yganeHHoro goctyna (SSH, Telnet, etc.);
* rmon — KoHpurypauma RMON;
+ routing [<SUBSECTION>] — KoHtpurypauus MapLupyTu3aLmm:
+ bfd — koHpurypaumsa npotokona BFD;
*+ bgp — koHpurypauumsa npotokona BGP;
* isis — koHGurypaums npotokona IS-IS;
+ key-chains — koHdurypaums kn4en ayteHTMdnKaumm;
+ ospf — koHdpurypauus npotokona OSPF;
« prefix-list — koHGUrypaumsa npedmKc-NncToB;
* rip — KoHurypauus nportokona RIP;
* route-maps — KOHUrypauuss MapLUpyTHbIX KapT
* [<RM-NAME> ] — umsa mMapLupyTHOIA KapTbl.
+ static — KOHMrypaums ctatmyecknx mapLipyToB.
. securlty [<SUBSECTION>] — koHdpurypaumsi cepsucos IPsec VPN u Firewall;
+ antispam — koHurypaumsa npocunein cepeuca «AHTUCNAMY,
+ ike — koHpurypaums IKE;
* ipsec — KoHchurypaums IPsec;
*+ zone — KOHurypaums 30H Firewall;
*+ Zone-pair — KoHurypaums nepexofos Mmexay 3oHamu Firewall;
* sip — KoHQMrypauus npotokona SIP;
« profile — koHdurypaums SIP-npochunei;
+ service — KoHurypauus SIP-npodunets;
« sflow — koHmrypaums sFlow-npotokona;
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snmp — koHdurypaums SNMP-cepsepa;
spanning-tree — KOHpUrypaums NpOTOKO/I0B ceMelicTBa Spanning Tree;
sla — koHdurypauus cepsuca IP SLA;
system — KOHpMrypaumsa o6LecncTeMHbIX NnapamMeTpos;
syslog — koHdurypauums cepsuca Syslog;
tracks — koHGurypauus Tracking-o6beKTOB.
tunnels [<TYPE> [<NUM> ] ] — koHcburypauus TyHHeneii:
* <TYPE> — Tvin TyHHens, NpyHNMaeT 3Ha4YeHns:
+ gre — KoHgwurypaunst GRE-TyHHeneis;
* ip4ip4 — koHdurypaums IPv4 over IPv4-TyHHenei;
* |12tp — koHurypaums L2TP-TyHHene;
* 12tpv3 — koHurypaums L2TPv3-TyHHenei;
* It — KOHoUrypauusa nornyecknx TyHHenerw;
- softgre — koHurypaums SoftGRE-TyHHenel';
+ vti — KoHurypauus VTI-TyHHenel;
* pptp — KoHpurypauusa PPTP-kMeHTOB;
* pppoe — KoHurypauma PPPOE-k1neHTOB;
* 12tp — KoHurypauns L2TP-k1neHTos;
+ openvpn — KoHurypauusa OPENVPN-k/MeHTOoB;
* <NUM> - HOMep TyHHens AaHHOro Tuna B KOHUrypauumn mapLupytumsaropa.
vlans — koHpurypaumsa VLAN,;
voice — KOHuUrypaums rosliocoBbIX CEPBUCOB;
vrf — koHcburypauwms VRF,;
vrrp — KoHdurypaums VRRP-npotokona;
wisla — KoHMrypauusi cuctembl MOHUTOPUHIa KadyecTsa yCyr WiSLA,
wireless-controller — koHgurypauns napametpos Wi-Fi KoHTponnepa;
zabbix — koHurypauusa Zabbix-areHTa.

B Tekywiel Bepcum MO gaHHbIA yHKUMOHAN NOAAEPXKMBAETCA TOMbKO HA MapLLpyTM3aTopax

ESR-1000.

Heob6xoauMbIii ypoBeHb NpuBUierui

10

KomaHZHbIi pexum

ROOT
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Mpumep:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default -info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit
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object-group service dhcp_server

port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[aHHoI KomMaHAO0l OCYLLECTBASAETCA MPOCMOTP pasnnyuii Mexay koHdurypaumoHHbIMn hainamm.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl

<CONFIG> — KoHUrypaumoHHbIi thaiin gnas cpaBHeHMs. MoryT npyHMMaThb 3HavYeHUs:

+ candidate-config;
* running-config;

+ factory-config;

+ default-config;

« flash:backup/FILE.

3HayeHue No ymosiMaHuio

Be3 ykasaHus <CONFIG> oTo6paxaeTcs pasHuua mexay running-config n candidate-config.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr(config-)# show configuration changes
+ dnterface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[JaHHasi KomaHa BbIBOAWUT MHGIOPMALMIO O KOJTMYECTBE CEPTUCMKATOB.

CuHTakcuc

show crypto certificates [ <CERTIFICATE-TYPE> ]

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MoXeT NPUHUMaTh criefylolmne 3Ha4eHus:

* ca — cepTudomnkaT yAoCTOBEPSIOLLEro cepBepa;
+ crl — cnucok oTo3BaHHbIX CEPTUMKATOB;

+ dh — kmou Andpcomn-Xennmaxa;

*+ server-crt — ny6NnYHbIA cepTUdINKAT cepBepa;
* server-key — npuBaTHbI K04 CepBepa;

+ client-crt — cepTudmkar KNneHTa;

+ client-key — npuBaTHbI KNtOY KNNEHTE;

* ta — HMAC-k/mou.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show crypto certificates
Type Total

ca 3
dh 1
server key 2
server crt 1
ta 1
crl 1

show licence

[JaHHasi KomaHga CryXuT A1si TPocMoTpa MHhopMaLyn 06 akTVBHOM TMLIEH3WMN YCTPOIACTBA.
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CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show licence
Licence information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

show running-config

[laHHas KoMaHAa CNyXuT A9 NPOCMOTPa TekyLel KoHurypauum ycTpoicTea.

CuHTakcuc

show running-config [<SECTION>] [ full ]

MapameTpbl
<SECTION> - pasgen koHdurypaumm, onucaHme npmseaeHo B pasgene show candidate-config.

full — knou ANs OTOBPAXEHNSA B KOHUIYpaLMM 3HAYEHUIT BCEX NAPaMETPOB, B TOM YMC/e 1 HEHACTPOEHHbIX.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default -info
syslog console info

show storage-devices

[laHHOli KOMaHAOo BbIBOAMTCA MHDOPMALMS O NOAK/THUYEHHbIX BHELLIHUX HOcUTeNnsix nHdgpopmaummn (USB/MMC
KapT namsTu).

CuHTakcuc

show storage-devices { usb | mmc }

MapameTpbl
usb — USB-Hakonutesib nHchopmawmn.

mmc — SD/MMC kapTa namaTu.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D0O74 99.79 72.64 27.15
show usb

[ aHHO KOMaH 10V BbIBOAMTCS UHpopMaLysa 0 NOAKMoYeHHbIX USB-HocuTensx.

CuHTakcuc

show usb

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr-1000# show usb
USB device Vendor Product ID Product version

show version

[JaHHasa komaH4a CiyxuT 418 NpocMoTpa TekyLleid Bepcuy NporpaMmMHOro obecneyeHns 1 annapaTHo Yactu
YCTpPOWCTBA.

CuHTakcuc

show version

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show version
Boot version:

1.0.7.16 (date 18/11/2015 time 13:40:59)
SW version:

1.0.7 build 17[d9bdbda] (date 21/11/2015 time 18:06:41)
HW version:
1v7

time-period

[laHHOI KomaHAol 3aaéTca nepros BpeMeHM, Mo NCTEYEHNN KOTOPOro ByAeT OCyLeCTBNATLCS
aBTOMaTMyecKoe pesepBupoBaHme KoHUrypaumm.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
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CuHTakcuc
time-period <TIME>

no time-period

MapameTpbl

<TIME> — nepnogn4HOCTb aBTOMAaTNUYECKOro pe3epBmpoBaHNAa KOHUrypauumn, NPUHMMaEeT 3Ha4yeHne B
MuHyTax [1..35791394].

3HaueHue No yMmosi4aHuio

720 MUHYT

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# time-period 1440

type
[JlaHHOli KOMaHAO0I yCTaHaBNIMBAETCA TUM COXPaAHEHUSI Pe3ePBHbIX KOHUrypauuii mapLupyTusaropa.

Mpu MCrnonb3oBaHUM OTpULATESIbHON (DOPMbI KOMaH/b! (N0) yCTaHAB/IMBAETCS PEXUM MO YMO/TYAHWIO.

CuHTakcuc
type <TYPE>
no type

MapameTpbl
<TYPE> — Tun coxpaHeHus pe3epBHbIX KOHUrypauuii Maplupytusatopa. lNprHumaeT 3HavyeHus:

+ local — coxpaHeHus pe3epBHbIX KOHpUrypauumii MPOVCXOAVT B pasAen flash:backup/ c nmenem cpaiina
Bl/l,qa "config_YYYYMMDD_HHMMSS_username;" rae:
* YYYY - rog, cornacHo cCMCTEMHbIM YacaM MapLupyTu3aTopa Ha MOMEHT 3anucu pe3epBHON Konun
KOHUrypauuu;
+ MM - mecsLU, Cor/lacHO CUCTEMHbIM Yacam MapLupyTM3aTtopa Ha MOMEHT 3anncu pe3epBHON
Konuu KoHdurypawmu;
+ DD — geHb, CorfiacHO CUCTEMHbIM Yacam MapLupyTu3aTopa Ha MOMEHT 3anucy pe3epBHON KONum
KOHUrypauuu;
* HH - yac, cornacHo cuctemMHbIM YacaMm MapLUpyTu3aTopa Ha MOMEHT 3anucu pe3epBHON Konuu
KOHUrypauuu;
* MM — MVHYTa, COrnacHoO CUCTEMHbIM YacaM MapLupyTusaTopa Ha MOMEHT 3anucy pe3epBHOiA
Konuu KoHdurypawmu;
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+ SS - cekyHAa, COrMacHo CUCTEMHbLIM Yacam MapLUpyTM3aTopa Ha MOMEHT 3anucy pe3epBHoii
KOMUW KOHdpUrypaumu;

* username — UMSs YYETHOW 3anucy, B paMmkax CECCUM KOTOPOI Obis1 BbIMOTHEH «COMMIty.
* remote — coxpaHeHus1 pe3epBHbIX KOH(IUIypaL Ml NPONCXOAAT Ha YAa/IEHHbIN cepBep;
+ both — coxpaHeHus pesepBHbIX kKOHUrypauwnii B pasgen flash:backup n Ha yaaneHHbIn cepsep.

3Ha4yeHune no ymonyaHuio

remote

HeoOxoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# type both
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7 Hactpoiika TFTP-cepBepa

+ dscp enable ip tftp server local-port dscp
*+ enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HayeHne koga DSCP ansa ucnonb3oBaHusa B IP-3aronioBke ncxogswmx naketos TFTP-
cepsepa.

cnonb3oBaHue oTpuuatenbHoli hopMbl komaHabl (No) ycTaHaBnmBaeT 3HaveHme DSCP no ymonuaHuto.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHue koga DSCP, npuHumaeT 3HaueHve B amanasoHe [0..63].

3Ha4yeHune no ymonyaHuio
0

HeoOxoaumbliii ypoBEHb NpUBUIErUiA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22
enable

[aHHoin komaHaol BkntodyaeTcs TFTP-cepBep Ha mapLupyTmusartope.

Vicnonb3oBaHue oTpuLaTesbHo hopMbl KoMaH bl (no) oTknouaet TFTP-cepsep.

CuHTakcuc

[no] enable

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
[laHHas KoMaH4a NepeBoAMT MapLLPYTM3aTop B PeXMM KoHdurypuposaHusa TFTP-cepsepa.
Pa6ounm pasgenom TFTP-cepBepa siBnsietca flash:data/.

Micnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) BbIK/OUYAET 1 pasHacTpanBaeT TFTP-cepsep.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> - nms aksemnnsapa VRF, 3agaetcsa cTpokoii 4o 31 cumBosa, B paMmkax Kotoporo 6yaet pabortarb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTakcuc
local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
69

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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8 Hactpoitka WLC

« enable
« wlc

« outside-address
* HacTtpoiikn cepsuca Airtune
+ airtune

* enable
* port
* report delete-time

+ airtune-profile

802.11k disable
802.11r disable
802.11r over-ds disable
802.11r reassoc-deadline
away-timeout

blacklist threshold high
blacklist threshold low
blacklist timeout

client max-age

client rssi-renew

client try-no-balance
dca disable

dca threshold
eltex-rrm-scan disable
hd-mode

hysteresis
load-balance balance-enterprise disable
load-balance disable
load-balance sta high
load-balance sta low
optimization candidate
optimization mode
optimization time
report days-to-live
report disable

tpc disable

tpc rssi threshold

+ HacTpoliika fo6aBneHvst To4ku gocTyna

. ap

airtune-disable
ap-location
ap-model
description
hostname
override ap-profile
override 2g
override 5g

+ bandwidth

+ channel

+ limit-channels

* tx-power

+ work-mode

+ HacTtpoliika npocmns nokauum
+ ap-location

+ airtune-profile
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+ ap-profile

+ description

* mode tunnel

* radio-2g-profile
+ radio-5g-profile
+ ssid-profile

+ timezone

+ HacTpoiika npocpunis o6Lyx HAaCTPOEK TOUEK JocTyna

+ ap-profile
+ description
+ password
*+ services

* HacTpoliika cepB1COB TOUKM AOCTyNa

* ip http port
* ip http service
* ip https port
* ip ssh port
* ip ssh service
* ip telnet port
* ip telnet service
* snmp-server
* snmp-server community
* snmp-server host
HacTpolika npochuiein napameTpoB paamo Touek Aoctyna
* radio-2g-profile
+ radio-5g-profile
+ bandwidth
+ description
+ dfs
+ limit-channels
*+ obss-coexistence
* tx-power
+ work-mode
HacTpolika agpecHoro npocTpaHcTea
* ip-pool
+ ap-location
+ description
* network
HacTpolika counstpayum noros
* log-filter
HacTpolika ncnonb3oBaHusa noprasia
+ portal-profile
+ description
* redirect-url
* virtual-portal-name
HacTpoiika npodunsa ans RADIUS-cepsepa
+ radius-profile
+ acct-address
* acct-enable
+ acct-interval
+ acct-password
+ acct-periodic
* acct-port
* auth-acct-id-send
+ auth-address
+ auth-password
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auth-port
description
domain
tls-enable

* HacTtpoiika cepBuc-akTnBatTopa
* service-activator

aps join auto
password private-crt-key
port

+ HacTtpoiika SSID
+ ssid-profile

802.11kv

802.11r

band
band-steer-mode
check-signal-enable
check-signal-timeout
description

enable
general-vlan-id
general-vlan-mode
hidden
inactivity-timeout
key-wpa
local-switching
minimal-signal
pmksa-caching
portal-enabled
portal-profile
priority-by-dscp
radius-profile
roaming-siganl
security-mode
ssid

sta-limit
station-isolation
vlan-id
vlan-priority
vlan-trunk

* HacTtpoiika meHemxepa o6HoBeHus MO
+ update-manager

end-time
scheduled
start-time

+ HacTtpoiika pesepBrpoBaHus
- failover

enable
local-address
remote-address
VITp-group

+ KomaHgpbl npocmoTpa
+ show wlc
+ show wilc airtune
+ show wilc airtune roaming statistics
+ show wilc airtune rrm optimization report
+ show wilc airtune rrm statistics
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show wlc airtune sessions

show wic configuration warnings
show wic ap

show wic ap interfaces

show wic ap radios

show wic ap vap

show wilc clients

show wic journal ap

show wilc journal clients

show wilc service-activator aps

+ KomaHfbl ynpaBneHus

clear wic airtune session

clear wic ap

clear wlc journal

join wic ap

reload wic airtune rrm optimization
reload wic ap

* HacTpoiika nornpoBaHusi Ha Toukax JocTyna

autolog address
autolog enable
autolog logfile-limit
autolog period
autolog retry
syslog disable
syslog mode
syslog port
syslog server
syslog size
trace
+ acsd debug-5g
+ acsd debug-chanim
+ acsd debug-dfsr
+ acsd enable
+ acsd logfile
+ acsd logfile-limit
+ acsd loglevel
* no acsd all
+ airtune enable
+ airtune logfile
+ airtune logfile-limit
+ airtune loglevel
* no airtune all
+ bandsteer enable
+ bandsteer logfile
+ bandsteer logfile-limit
+ bandsteer loglevel
*+ bandsteer sta-mac
* no bandsteer all
+ captive-portal enable
+ captive-portal logfile
+ captive-portal logfile-limit
+ captive-portal loglevel
* no captive-portal all
+ captive-portal apbd enable
+ captive-portal apbd logfile
+ captive-portal apbd logfile-limit
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+ captive-portal apbd loglevel

* no captive-portal apbd all

+ captive-portal redirector-debug
+ captive-portal tinyproxy enable
+ captive-portal tinyproxy logfile
+ captive-portal tinyproxy logfile-limit
* no captive-portal tinyproxy all
+ configd enable

+ configd logfile

+ configd logfile-limit

* no configd all

+ dmesg enable

+ dmesg logfile

+ dmesg logfile-limit

* no dmesg all

+ ftd enable

+ ftd logfile

+ ftd logfile-limit

+ no ftd all

+ hostapd enable

+ hostapd logdfile

+ hostapd logfile-limit

+ hostapd loglevel

* no hostapd all

« monitord enable

« monitord logfile

+ monitord logfile-limit

« monitord loglevel

* no monitord all

* netconf enable

+ netconf logfile

+ netconf logfile-limit

* no netconf all

+ networkd enable

+ networkd logfile

+ networkd logfile-limit

+ networkd loglevel

* no networkd all

* snmp enable

+ snmp logfile

+ snmp logfile-limit

* no snmp all

+ wlc-activator enable

+ wlc-activator logfile

+ wlc-activator logfile-limit

* no wlc-activator all

+ wlc-activator server enable

+ wlc-activator server logfile

+ wlc-activator server logfile-limit
* no wlc-activator server all

enable
[aHHaa komaHa npegHasHavyeHa 418 akTmBauuy OyHKUMIA 1 CEPBUCOB KOHTPO/Epa Uan Tovek gocTyna.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) OTKOYAET DYHKLUN.
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CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-WLC
CONFIG-WLC-SSID-PROFILE
CONFIG-AIRTUNE

Mpumep

wlc(config-wlc)# enable

wic

[JlaHHas koMaHAa OCyLLEeCTBSET NEPEXOS K KOHPUTYPUPOBAHUIO KOHTPO/IEpa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (NO) yaanseT CKOH(UIypMpOoBaHHbIE HACTPOWIKN.

CuHTakcuc

[no] wlc

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG
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Mpumep

wlc(config)# wlc
wlc(config-wlc)#

outside-address

[JaHHas KomaHa ycTaHaBnvBaeT IP-afpec KOHTPO/EPa, KOTOpbI ByAeT AOCTYNEH ToUkaM A0CTyna. ToUKu
AocTyna 6yayT NoAKNoUYaTbCs K 3TOMY afipecy [ paboTbl C CEPBUC aKTMBATOPOM 1 Airtune.

Vicnonb3oBaHue oTpuLaTeNbHoi DopMbl KOMaH bl (N0) yaansieT 3aaaHHbIin IP-agpec.

CuHTakcuc

outside-address <ADDR>
no outside-address

MapameTpbl

<ADDR> - IP-agpec koHTponnepa, 3agaétcsa B suge: AAA.BBB.CCC.DDD, rge kaxgada yactb NpUHUMaeT
3HayeHus [0..255].

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-WLC

Mpumep

wlc(config-wlc)# outside-address 192.168.1.1

HacTpoiiku cepBuca Airtune

airtune
[aHHasa KomaHAa No3BOMSIET NEPENTN B 00LLIME HACTPOWKM cepBuca Airtune.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTaKkcuc

[no] airtune
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MapameTpbl
OrtcyTtcTByeT.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# airtune
wlc(config-airtune)#

enable

[aHHas KomaHAa npefHasHaveHa Ansi akTuBaummn yHKLUUIA U CEPBMCOB KOHTPO/IEpA UM TOYEK AOCTyna.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) OTKYAET PYHKLMN.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KoMaHAHbIV pexum
CONFIG-WLC
CONFIG-WLC-SSID-PROFILE
CONFIG-AIRTUNE

Mpumep

wlc(config-wlc)# enable
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port

JaHHaa komaHga ykasblBaeT HOMep MopTa, Ha KOTopoM paboTaeTt cepsuc.

cnonb3oBaHue oTpulatTenbHol hopMbl kKoMaHAbl (N0) yCTaHaBMBAET 3HAYEHME MO YMOMHYAHMIO.
CuHTakcuc

port <NUMBER>

no port

MapameTpbl
<NUMBER> — Homep nopTa, npuHumaeT 3HayeHus ot 1024 no 65535.

3Ha4yeHune no ymonyaHuio
8099

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-AIRTUNE

Mpumep

wlc(config-airtune)# port 8099

report delete-time

[aHHasa komaHaa 3afaeT BpeMs yaasieHnst oTyeTa.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (N0) c6packbiBaeT NapameTp Ha 3HauYeHMe Mo YMONYaHuio.
CuHTakcuc

report delete-time <HH:MM>

no report

MapameTpbl

<HH:MM> - Bpemsi yaneHusi oT4YeTa, rae nepsble ABe LMppbl YKa3biBaloT Yac, a BTOPbIE — MUHYTHI.

3HauyeHue No ymosiuaHuio
21:00

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-AIRTUNE
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Mpumep

wlc(config-airtune)# report delete-time 21:00

airtune-profile
[aHHaa komaHa no3BoNSET NepenT B HACTPOKM npodomns Airtune.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) yaanseT co3aaHHbli npodunsib.

CuHTakcuc

airtune-profile <NAME>
no airtune { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npodunns, 3afaeTcs CTPOKO A0 235 cMMBO/IOB;

all — napameTp onsa yganeHus Bcex npogounei.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# airtune-profile test
wlc(config-airtune-profile)#

802.11k disable
[aHHasi KoMmaHga OTKNoYaeT CUHXPOHU3aLMI0 CNUCKOB A9 poyMuHra ctaHaapta 802.11k.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) BKHOYAET CUHXPOHM3ALMIO CIUCKOB A/151 POYMUHTra
ctaHgapTta 802.11k.

PoymuHr no npotokony 802.11k MOXeT 6bITb OpraHU3oBaH Mexay /to6bIMU CETIMU (OTKPbITbIE/
WwmdppoBaHHbIe). Ecnv Ha Touke AocTyna HacTpoeHa pa6oTa no npoTtokony 802.11k, To, Npyu NOAKMOYEHNM
K/IMeHTa, Touka A0CTyna nepeiaeT eMy CNMCOK «APYXeCTBEHHbIX» TOUEK [A0CTYNa, HA KOTOPbIE KIMEHT MOXET
NepekNoUNTLCS B NPoLecce poymmHra. Cnmcok coaepxuT nHdopmaumio o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOPbIX OHW pa6oTatoT.

Mcnonb3oBaHue 802.11k No3Bo/ISIET COKPATUTL BPEMS, KOTOPOE K/IMEHT 3aTpayuvBaeT Ha NOUCK Apyroli CeTu
MNPV POYMUHTE, Tak Kak K/IMEHTY He HY)KHO NMPOM3BOAMTL CKaHMPOBaHKE KaHA/IOB, Ha KOTOPbIX HET LieNeBbIX
TOUYEK JOCTyna AOCTYMHbIX A/ NepeKToUeHus.
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,ﬂ,aHHbIVI BUA, pOyMUHIa AOCTYMNeH TONbKO ANnA TeX KNMMeHTCKNUX yCTpOVICTB, KOTOpble NoaaepXxmnsarTt 802.11k.

CuHTaKkcuc
[no] 802.11k disable

MapameTpbl

OTcyTCTBYIOT.

3HaueHue No yMmosi4aHuio

BkntoyeHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# 802.11k disable

802.11r disable
[aHHaa komaHa OTKoYaeT OTNpaBKy Koyein ana poymuHra ctaHgaprta 802.11r.

icnonb3oBaHme oTpuuaTenibHoi (hopMbl KOMaHZbl (NO) BK/IKOYAET OTNPABKY K/tOYel 4718 pOyMUHIa cTaHaapTa
802.11r.

[aHHbIn BUA pOoyMUHIa AOCTYNEH TOMIbKO ANS TeX KIIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexagy VAP ¢ pexumom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

CuHTakcuc

[no] 802.11r disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue Nno ymosi4aHuio

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE
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Mpumep

wlc(config-airtune-profile)# 802.11r disable

802.11r over-ds disable

JaHHaa komaHga BbikovaeT pyHkumoHan Over-DS ctaHgapTa 802.11r. Ecniv napameTp OTK/IHOYEH,

ucnosnb3yetca Over-Air.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) BKOYaET dyHKUMoHan Over-DS ctaHgapTa 802.11r.

CuHTakcuc

[no] 802.11r over-ds disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# 802.11k over-ds disable

802.11r reassoc-deadline

[JaHHasi KoMaHJa HacTpavBaeT MakCMMasibHbI NEPUO BPEMEHN, B TEUEHUE KOTOPOTo T/, AO/KHbI
06MEHATLCA JaHHbIMM O MONbITKE poyMuHra knveHTa (RRB-nakeTbl). EC/n OTBET Ha 3ampoc Mo MCTEYEHUIO
TalimayTa He npuwwen, RRB-3anpoc Ha 6eCLUIOBHbI POYMUHT CUMTAETCS HEeYCNELLHbIM.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

802.11r reassoc-deadline <TIME>
no 802.11r reassoc-deadline

MapameTpbl

<TIME> — BpeMeHHOW NpoMEeXyTOoK, A0CTYMNHbI 3Ha4eHnst ot 1000 ao 268431360 MunnmncekyHa,

3HaueHue No yMoyaHuio
1000
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# 802.11k reassoc-deadline 1000

away-timeout

[aHHas KomaH[a ycTaHaB/IMBaeT 3alUMTHbIN NHTepBan 415 onpeaeneHns AocTynHocTy T/, cepBepom, TO eCcTb
[0NycTUMOe Bpems oxuganmsa T, B cnyyae notepu CBA3W, NO NCTEYEHUM KOTOPOro cepBuc byaet cuntarb T,
OTK/IIOYEHHO OT cepBuca.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO.

CuHTakcuc

away-timeout <TIME>
no away-timeout

MapameTpbl

<TIME> — BpeMeHHOW nHTepBasl, 4onycTuMbl 3HadeHus ot 10 go 3600 cekyHA,

3HauyeHue Nno ymosi4aHuio
120

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# away-timeout 120

blacklist threshold high

[JaHHasi KomaHa yCcTaHaBVMBAET BEPXHIOK rPaHuLy OKOHYaHUS 30HbI YCTOMYMBOrO NpMemMa curHana ot
K/IMEHTa, TO eCTb MOPOr ypoBHs1 RSSI OT K/IMEHTa, Npy NPEBbILLIEHUM KOTOPOTO MOAK/THUEHHbIV KTMEHT GyaeTt

o

cunTaTbCs B "yBepeHHo" 30He 1 MoucK HOBOI T[] He HauHeTCs B c/yyae, ecnu T/, He neperpyxeHa.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.
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CuHTaKkcuc

blacklist threshold high <RSSI>
no blacklist threshold high

MapameTpbl

<RSSI> — nopor yposBHA RSSI, gonyctumbl 3HaveHus ot -100 go 1 A6m.

3HauyeHue No ymosiuaHuio
-65

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# blacklist threshold high -65

blacklist threshold low

[JaHHas KomaH[a ycTaHaB/IMBaET HUXKHIOK rPaHuLy OKOHYaHWS 30Hbl YCTOMYMBOIO Npnuema curHana ot
KNIMEeHTa, TO eCcTb Nopor ypoBHA RSSI OT kK/iMeHTa, B C/iydae ecnn ypoBeHb OT KNMeHTa MeHbLUe yKa3aHHOro B

o

[aHHOM napameTpe, KIMEHT CUNTaAETCH Haxo4AWmMMes B "HeyBepeHHOW" 30He. CepBuc ByaeT NbiTaTbCA HalTK
Ans knveHTa T/ ¢ "yBepeHHbIM" NpueMomM, 1 Noc/ieayowmnm nepexksitoyeHmemM KmeHTa Ha uenesyto T/,

Mcnonb3OBaHme(HpmuaTeanoﬁ(poprlKomaHAH(no)yCTaHaBnMBaeT3HaqumerK)yMOHMaHmm.
CuHTakcuc
blacklist threshold low <RSSI>

no blacklist threshold low

MapameTpbl

<RSSI> - nopor ypoBHsi RSSI, gonyctumbl 3HavyeHus ot -100 go 1 A6m.

3HauyeHue No ymosi4aHuio
-75

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AIRTUNE-PROFILE
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Mpumep

wlc(config-airtune-profile)# blacklist threshold low -75

blacklist timeout
[aHHasi KoMmaHga ycTaHaB/IMBaeT BPeEMsi G/IOKMPOBKM KIMEHTA, B TEYEHME KOTOPOro paboTaeT 6asiaHCUpPOBKa.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

blacklist timeout <TIME>
no blacklist timeout

MapameTpbl

<TIME> — BpeMeHHOW nHTepBasl, 4ONyCTUMbI 3Ha4YeHus oT 5 Ao 3600 cekyHa,

3HauyeHue No ymosi4aHuio
30

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# blacklist timeout 30

client max-age

JaHHaa komaHaa ycTaHaB/IMBaeT MakCMMasibHO A0MNYyCTMMOE BpeMSA npoLlejllee ¢ MOMeHTa nocriegHero
prob—3anpoca OT K/IneHTa.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTaKkcuc
client max-age <TIME>

no client max-age

MapameTpbl

<TIME> — BpeMeHHoW nHTepBasi, 4onyctumbl 3HadeHms ot 0 go 300 cekyHa,

3HaueHue No yMoyaHuio
20
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# client max-age 20

client rssi-renew
[aHHasi KoMmaHga ycTaHaB/IMBaET 3allUMTHbIN MHTEpPBa 4151 ONPefeneHnst 30Hbl MPUeMa curHana ot K/imeHTa.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

client rssi-renew <TIME>
no client rssi-renew

MapameTpbl

<TIME> — BpeMeHHOW nHTepBasl, fonycTuMbl 3HadeHns ot 1 4o 300 cekyHa,.

3HauyeHue No ymosi4aHuio
15

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# client rssi-renew 15

client try-no-balance

JaHHaa komaHaa ycTaHaB/IMBaEeT KO/IMYECTBO UTHOPUPYEMBbIX NOMNbLITOK NOAKIHYEHUS, 3a6ﬂOKVIPOBaHHOFO
KTNeHTa.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOYAHMIO.
CuHTaKkcuc

client try-no-balance <COUNT>
no client try-no-balance
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MapameTpbl

<COUNT> — Konn4yecTBO MNOMbITOK, A0MNYCTUMbI 3Ha4yeHusi oT 1 go 10.

3HauyeHue No yMmo4aHuio
2

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# client try-no-balance 2

dca disable

[JlaHHas koMaHza BbIK/IOYaET a/IropUTM aBTOMATMYECKOTO pacnpefeeHnst HacTOTHBIX KaHaI0B KXol TOUKM
[0CTyNa B CETU, YTOOLI N36EXaTb MHTEPEPEHLIN MEXAY HAMM.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) aKTUBUPYET DYHKLMOHAT AUHAMUYECKOTO
pacnpefeneHust KaHasoB.

CuHTakcuc

[no] dca disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# dca disable
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dca threshold
[aHHasi KoMmaHga ycTaHaB/IMBaEeT NOPOr U3MEHEHMS KaHa0B NPy AMHAMUYECKOM pacnpeaeneHnn KaHasoB.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) YCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

dca threshold <VALUE>
no dca threshold

MapameTpbl

<VALUE> - nopor n3meHeHus, gonyctumble 3HayeHmsa ot 0 8o 99%.

3Ha4yeHune no ymonyaHuio
25

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# dca threshold 25

eltex-rrm-scan disable
[laHHasi KoMaHAa BbIK/10YaEeT YCKOPEHHOE CKaHNPOBaHUE.
Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) BKIHOYAET YCKOPEHHOE CKaHWpPOBaHMeE.

C BK/IH0OYEHHbIM NapameTpoM T/, B 0AyH MOMEHT BpEMEHM 06MEHUBAKOTCA cnelyanbHbiMU Action-dopelimamu
B ONpeAeneHHOM YacTOTHOM KaHase, KoTopblii coo6Lumn UM cepsuc. Mo oKoHYaHuio o6MeHa nepeaaroT
COO0O6LLEHME Ha CEPBIC C NOMyYEHHLIMU pe3ynsTaTaMu. Becb npoLecc onTuMmU3aLum B TakoM pexumve byaet
3aHMMaTb He 6o/ee napbl MUHYT BHE 3aBMCMMOCTY OT Konuyectsa T/l B loMeHe.

B cnyyae otkntoueHHoro napametpa T/, no oyepeamn CKaHUPYIOT BCe KaHaslbl, yYUTbIBAKOT B/IMSHNE
KOHKYpeHTHbIX T[. B faHHOM criyyae BpeMms, Tpebyemoe Ans onTuMmnsaumu, byaeT ysBenmumsarbCs npu
yBenyeHun konudectsa T/, (Ha 1 T[, — 50-60 cekyHn).

CuHTakcuc

[no] eltex-rrm-scan disable

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

BkntoyeHo.
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# eltex-rrm-scan disable

hd-mode

[JaHHasa komaHga skntovaet pexxum DCA-HD. MowHocTe T[] ynpaBnseTcs T0/1bko Ha T/, paboTalowwmx Ha
O[MHAKOBbIX KaHasax.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) BbIK/HOUYAET pexum HD.

CuHTakcuc
[no] hd-mode

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# hd-mode

hysteresis

[aHHas KoMaH4a ycTaHaBMBaeT AOMNYCTMMYH MOrPELLHOCTb A1 YaCTOTHOro AvanasoHa 2,4 'y wnn 5y,
PaspelueHHas "norpewwHocTb" OT Nopora, eC/av NoNyYeHHbIN curHan nexumTt B gnana3oHe RSSI Treshold+-2dbm,
ONTUMM3ALMIO MO MOLLHOCTY NPOBOANTL He Crieayer.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTaKkcuc

hysteresis { 2g <VALUE> | 5g <VALUE> }
no hysteresis { 2g | 5g }
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MapameTpbl

<VALUE> — gonyctmMmas norpeLwHocTb, 40NyCTMMbI 3HadeHus oT 1 go 10.

3HauyeHue No yMmo4aHuio
2

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# hysteresis 2g 2

load-balance balance-enterprise disable
[aHHaa komaHAa BbIK/IoYaeT 6anaHCUPOBKY KNIMEHTOB enterprise-cetein mexay T/A.
Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BKIHOUYAET 6asiaHCUPOBKY.

®YHKLMOHA/T HYXXEH A1 pPABHOMEPHOTO pacnpenenennst KNMeHToB mexay T/, UTo6bl n3bexatb neperpysku
oaHoii 13 TM, ecnun B 30He BUANMOCTM K/IMEHTa eCcTb 60n1ee cBoboaHasa T/,

CuHTakcuc

[no] load-balance balance-enterprise disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# load-balance balance-enterprise disable

132



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

load-balance disable

[laHHas KoMaHAa BblK/lOYaeT 6anaHCMPOBKY No BceM T/, B OMEHE, He3aBUCUMMO OT MX hakTUYecKoro
PacnosIoXeHus.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) BKHOUYAET GaslaHCUPOBKY.

®YHKUMOHAN HY)XXEH 4151 paBHOMEPHOrO pacnpegeneHns KNneHTos mexay T/, UyTo6bl nsbexatb neperpysku
oaHoii 13 T, ecnn B 30He BUANMOCTM K/IMEHTa ecTb 60o51ee cBobodHasa T/,

CuHTakcuc

[no] load-balance disable

MapameTpbl
OrtcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

BksitoueHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# load-balance disable

load-balance sta high

[aHHasi KoMmaHa ycTaHaBMBAET NMOPOr KOIMUYECTBA NOAK/UYEHHbIX K/TMEHTOB Ha paavonHTepdeiice, Npu
MPEBbILLIEHUM KOTOPOTO ToUKa GYAEeT CUMTATLCS NEePErpyXeHHOIA.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOYAHMIO.
CuHTakcuc
load-balance sta high <COUNT>

no load-balance sta high

MapameTpbl

<COUNT> — Konn4ecTBO K/IMEHTOB, AoNyCcTUMbI 3Ha4yeHns ot 1 go 100.

3HauyeHue No ymosiuaHuio
20

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# load-balance sta high 20

load-balance sta low

[JaHHasa KomaH4a ycTaHaBMBaeT NoOpor Ko/iMyecTBa NOAK/MIOHYEHHbIX KTIMEHTOB Ha paguonHTepdelice, npu
NpeBbILLEHNN KOTOPOTrO cepBuC ByAeT UckaTtb A/151 HOBbIX KNIMEHTOB 6onee cBo6oaHY0 T/, (ecnv TakoBas He
HalaeTcs, KITMEHT NPOAO/IKUT paboTy Ha TekyLlel Touke focTyna). ECiM KoMYecTBO KMEHTOB MeHbLUe
TeKyLLero nopora — To4ka 4octyna cumtaeTcs cBOO6OAHOM.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

load-balance sta low <COUNT>
no load-balance sta low

MapameTpbl

<COUNT> — KonnuecTBO KMEHTOB, AonyCcTuUMbI 3Ha4YeHusa ot 1 go 100.

3HauyeHue No ymosi4aHuio
20

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# load-balance sta low 5

optimization candidate

[JaHHasi KomaHa No3Bo/SET BbIGpPaTh PEXMM 6a/TAaHCUPOBKU U POYMUHIa MeXay Bcemu T/, HE3aBUCMMO OT UX
(hakTMUECKOro pacnoioXEHNS UNY TONbLKO Mexy cocefcTayowmmmn T,

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTaKkcuc

optimization candidate [ neighbors | all ]
no optimization candidate
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MapameTpbl

neighbors — T[] 6yayT ckaHMpoBaTh 3cup 1 onpeaensiTb kakve T/, ABNATCA coceasimu, UTO6bI

6aflaHCMPOBAaTb K/IMEHTOB W OCYLLECTB/SATL POYMUHT TO/TbKO MEXy psifoM CToswmmy T/, (MeHbLe MLIHErO

Tpadvka B NPOBOAHOI CETH, HO GObLLE B PaAvo Cpeae);

all — cepBuC Ucnonb3yeT hyHKUMOHA B paMKax BCEro foMeHa, aaxe ecniv T/ HaxoasaTcst Ha 60/bLLOM

paccTosiHuM Apyr oT Apyra (6onblue Tpadgvka B NPOBOAHOV CETW, MEHbLLIE B PAAVO CPEAE).

3HauyeHue No yMmo4aHuio

all

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# optimization candidate all

optimization mode
[aHHasi KomaHga No3BONSAET BblbpaTb NapameTp, N0 KOTOpoMy ByAeT cpabaTbiBaTb ONTMMMU3ALMS.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

optimization mode [ event | time | full | none ]
no optimization mode

MapameTpbl
event — BK/IlO4YEeHNe PyHKLMOHa1a ONTUMMU3aLUN MO COOLITUIO:

« [lobaBneHune HoBOW T/, B AOMEH;

* Ypanenve T/[ 13 gomeHa;

+ MponagaHve cBA3W A0 ofHon n3 T 6onee 5 MUHYT,

* ViI3meHeHune KoHpurypauumn pagmo napameTpos Ha T/, B JOMEHE;

time — Bk/lOYEHNE (DyHKUMOHANA ONTUMU3ALMN NO YKa3aHHOMY BPEMEHY;
full — BktOYEHME DYHKUMOHANA ONTUMM3ALLMI 1 MO COObITUIO, 1 MO YKa3aHHOMY BPEMEHN;

none — BbIK/TIOYEHUN prHKLl'VIOHafIa onTnMmsaumn.

3HauyeHue No ymosi4aHuio

event

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# optimization mode event

optimization time
[aHHasi KoMmaHga No3BONSAET yKa3aTb BPEMS, MO KOTOPOMY ByAeT cpabaTbiBaTb ONTUMU3ALNS.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

optimization time <TIME>
no optimization time

MapameTpbl

<TIME> — Bpems cpabatbiBaHUSA onTumMm3aunn, 3agaetcs B popmare UU:MM, rge nepsble ABe undpbl — 3TO
yacbl, BTOPbl€ — MUHYTbI.

3HauyeHue No ymosi4aHuio
00:00

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# optimization time 00:00

report days-to-live

[aHHasa KomaH4a yka3blBaeT BPEMS XM3HM OTYETOB 06 onTuMmsaumm RRM.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CunHTtakcuc

report days-to-live <DAYS>

no report days-to-Tlive

MapameTpbl

<DAYS> — BpeMms XU3HM 0TYETOB, 4ONYCTUMbI 3Ha4YeHus oT 1 o 365 aHeli.
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3HaueHue No yMoyaHuio
93

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# report days-to-live 93

report disable
JaHHaa kKomaHAa BbIK/I0YaeT reHepauuio oT4eToB paboTel RRM.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) BK/IHOYAET reHepaLmio ot4eToB RRM.

CuHTakcuc

[no] report disable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue Nno ymosi4aHuio

BkntoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# report disable

tpc disable
[JaHHasa komaHAa BbIK/IYaeT (PYHKLMIO aBTOMATMYECKOrO YNpaB/eHNs MOLLHOCTbIO.

Vicnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH bl (N0) BK/IOYAET aBTOMATMYECKOE YNPaB/IEHUSI MOLLHOCTbHO.

CuHTaKkcuc

[no] tpc disable
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MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

BkntoyeHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# tpc disable

tpc rssi threshold

[aHHas KomaHga perysimpyeT MakCMMasibHbI YPOBEHb CUTHaua, C KOTOpPbIM coceHue T MoryT BuaeTb Apyr
Apyra B gnanasoHe 2.4 'y vnnn 5 'L, B 3aBUCUMOCTM OT NoslydeHHOro ypoBHS RSSI ot cocegHeli T/, cepsep
6yneT cpaBHMBaTh ero ¢ RSSI Treshold n pekomengosatb ymMeHbwNTh (RSSI_T/A > RSSI_Treshold) nn6o
yBENMUMUTb MoLLHOCTbL nepedatunka (RSSI_T/ < RSSI_Treshold).

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

tpc rssi threshold { 2g <RSSI> | 5g <RSSI> }

MapameTpbl

<RSSI> — MakcMMasibHbIV YpoBEHb curHana, o6m, gonyctumble 3HadeHms ot -100 go -1.

3HauyeHue No ymosi4aHuio
2g:-70
5g:-65

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE

Mpumep

wlc(config-airtune-profile)# tpc rssi threshold 2g -70
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HacTtpoiika go6aBneHnAa TOUKU aocTtyna

ap
[aHHasa komaHaa Aob6aBnsieT B cuctemMy Touky aoctyna no MAC-aapecy.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAansieT Touky AocTyna.

CuHTaKkcuc

ap <MAC-ADDRESS>
no ap { <MAC-ADDRESS> | all }

MapameTpbl
<MAC-ADDRESS> — mac-agpec Touku goctyna B coopmare HH:HH:HH:HH:HH:HH;

all - komaHga ypganset Bce gobasneHHble TOUKM AOCTyna.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# ap 00:00:00:00:00:00

airtune-disable
[aHHasi KomaHga oTkNo4YaeT paboTy cepsuca Airtune N5l BbIGpaHHOM TOUKM AOCTyna.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAb! (NO) BKOYAET paboTy cepsuca Airtune ans BblbpaHHOM!
TOYKM AocTyna.

CuHTakcuc

[no] airtune-disable

MapameTpbl

OrtcyTtcTByeT.

3Ha4yeHune no ymonyaHuio

BkntoueHo.
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP

Mpumep

wlc(config-wlc-ap)# airtune-disable

ap-location

[JaHHas komaHAa co3gaeT/Ha3HadvaeT nNpohnsib NoKaLMK, KOTOPbI/ ONUCbIBAET UCMO/b3yeMoe 060pyA0BaHme
n SSID.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHAbl (N0) yaanset npothusib.

CuHTakcuc

ap-location <NAME>
no ap-location { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npohnns okauun, 3agaeTcsa CTpoKon fo 235 cMMBO/IOB;

all - komaHga yganser Bce co3faHHble npounan.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC
CONFIG-WLC-AP
CONFIG-WLC-IP-POOL

Mpumep
wlc(config-wlc)# ap-location default
ap-model

[aHHasi KomaHa ykasblBaeT Moe/b TOUKM JoCTyna.

Micnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaH bl (N0) yAanseT ycTaHOB/IEHHOE 3HaUYeHMe.
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CuHTaKkcuc

ap-model <BOARD-TYPE>
no ap-model

MapameTpbl
<BOARD-TYPE> — T1n TOYKM AOCTYNa, OCTYMNHbIE 3HAYEHUS:

« WEP-1L;

« WEP-2L;

+ WEP-200L;
+ WEP-30L:
+ WEP-3ax;
+ WOP-2L;

+ WOP-20L;
+ WOP-30L;
+ WOP-30LS.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP

Mpumep

wlc(config-wlc-ap)# ap-model WEP-1L

description
[aHHas kKomaHga fob6aBnseT onMcaHne ansi 671I0K0B KOHGUIypauun.

Vicnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaHAbl (N0) yaasnseT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npon3Bo/ibHOE onucaHve 3afaeTcs CTPOKOW A0 255 cumBO/OB.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHAHbII pexum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE

Mpumep

wlc(config-wlc-ip-pool)# description default_test_pool

hostname

[aHHaa komaHga fobaBnseTr umsa yCTPOUCTBY.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yaanset umsi.

CuHTakcuc

hosname <NAME>
no hostname

MapameTpbl

<NAME> - npon3Bo/ibHOE NMSs YCTPOICTBA, 3aZjaeTcsi CTPOKOIi A0 63 cMMBONOB (NaTuHCKMe ByKBbI, LdpbI,

cumBosbl "1 ".").

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum

CONFIG-WLC-AP
Mpumep

wlc(config-wlc-ap)# hostname ap.03-05
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override ap-profile
[aHHas kKomaHga nepeonpeaensieT npon/ib 06LMX HACTPOEK A1 KOHKPETHOM TOYKM AOCTyna.

icnonb3oBaHue oTpuuaTesnibHol hopMbl KOMaHAbl (NO) yAAIAET Ha3HAYeHHbIV NPOtUIIb.

CuHTakcuc

override ap-profile <PROFILE-NAME>
no override ap-profile

MapameTpbl

<PROFILE-NAME> — Ha3BaHwue cyLecTBytoLLero npoduns o6Lmx HacTpoek ap-profile, 3agaetca cTpokoii go
235 cMMBO/IOB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHaHbIi pexum
CONFIG-WLC-AP

Mpumep

wlc(config-wlc-ap)# override ap-profile common

override 2g

[JaHHas KomaHa No3BoNSET NEPENTN B MEHIO NepeonpeaeneHst NapamMmeTpoB paanovHTepdelica,
paboTaloLLEero B YaCTOTHOM AvanasoHe 2,4 'L, A5 KOHKPETHOW TOYKM AoCTyna.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOPMblI KOMaH bl (N0) yaansieT ycTaHOB/NEeHHbIE HACTPOMKN.

CuHTakcuc

[no] override 2g

MapameTpbl

OTcyTCTBYIOT.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-AP

Mpumep

wlc(config-wlc-ap)# override 2g

override 5g

[JaHHasi KoMaHza No3BOJISIET NEPeTN B MEHIO NepeonpeaeneHsi napameTpoB paanovHTepdelica,
paboTatoLero B 4HaCTOTHOM AvanasoHe 5 L 4151 KOHKPETHOI TOuKM AocTyna.

icnonb3oBaHue oTpuuaTesibHoli (POpPMbl KOMaHAbl (N0) yaassieT HazHauYeHHble HACTPOKN.

CuHTakcuc

[no] override 5g

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP

Mpumep

wlc(config-wlc-ap)# override 5g

bandwidth

[laHHasa KoMaHAa ycTaHaBNMBaeT WMPUHY KaHana A/is paanonHTepderica ToukM goctyna.

Mcnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaH bl (NO) yaansieT 3ajaHHoe 3HauYeHne LMPWHbI KaHana.

CuHTakcuc

bandwidth { 20 | 40L | 40U | 80 }
no bandwidth

MapameTpbl

OTcyTcTBYET.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbII pexum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

wlc(config-wlc-radio-5g-override)# bandwidth 20

channel
[aHHasi KomaHga ycTaHaB/IMBaET CTaTUUYECKMIA KaHan ANs paguovHTepdelica.

Micnonb3oBaHue oTpuuaTesibHoW hopMbl KOMaHAbl (NO) yAaNIAeT cTaTuyeckunii kaHa. Mpu oTcyTcTBUM
CTaTUYeCcKoro kKaHana B MHAMBMAyabHOM npodune 6yaet paboTartb aBTOBbIOOP kKaHa/10B 13 cnucka limit-
channels, 3apaHHoro B 06wwem npodune Hactpoek radio-2(5)g-profile nnn nepeonpeaeneHHoro B
NHAMBUAYa/IbHOM Npodiuie ToUKM focTyna.

OpHoBpeMeHHOe ncnosb3oBaHne napameTpoB channel u limit-channels B nHaneuayansHom npodgune
HEBO3MOXHO.

CuHTakcuc

channel <CHANNEL>
no channel

MapameTpbl
<CHANNEL> — Homep 1cnosnb3yemMoro kaHasna, oCTYMHble 3HAYEeHUS:
[na ananasoHa 2g:
« [1..13];
[Ona gnanasoHa 5g:

+ 36;
* 40,
« 44,
« 48;
+ 52,
+ 56;
* 60;
- 64,
+ 100;
+ 104;
+ 108;
 112;
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+ 116;
+ 120;
o 124;
+ 128;
+ 132;
+ 136;
* 140;
« 144,
* 149,
+ 153,
+ 157,
+ 161;
+ 165.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbII pexum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

wlc(config-wlc-radio-5g-override)# channel 36

limit-channels
[aHHaa komaHAa co3faeTt orpaHNUYeHHbI CMMCOK KaHasloB A5 paboTbl aBTOBbIOGOPA KaHaUu10B.
icnonb3oBaHne oTpuLaTesibHo hopMbl KOMaH bl (NO) yAANSET 3/IEMEHT CnMcKa UM CMUCOK LE/TUKOM.

Mpu 3agaHHOM napametpe limit-channels Ha Touke goctyna 6yaer paboTarb aBTOBbIOOP KaHasla U3 AaHHOro
cnucka. limit-channels no ymonuaHuio onpegenex B o6uem npodgune radio-2(5)g-profile n MoxeT 6bITb
nepeonpegeneH o5 KOHKPETHON TOUKM B MHAMBKUAYanbHOM npodowrne. Mpu 3agaHHoM napametpe channel Ha
TO4Ke fJocTyna 6yAeT yCTaHOB/IEH CTATUYECKNIA KaHaUT U aBTOBbLIGOP OyAeT Bbik/toveH. O4HOBPEMEHHOE
ncnonb3oBaHue napameTpos channel u limit-channels B nHaAnBUAYyasibHOM Npoguie HEBO3MOXHO.

CuHTakcuc

limit-channels <CHANNEL>[,<CHANNEL>]
no limit-channels { <CHANNEL>[,<CHANNEL>] | all }

MapameTpbl

<CHANNEL> — Homep 1cnosibayemMoro KaHasia, nepeyncrieHne HeCKOIbKUX KaHa10B OCYLLEeCTB/ISeTCA Yepes
3ansaTyto 6e3 Nnpo6enos, 4OCTYMHbIE 3HAYEHUS:

[Ona ananasoHa 2g:
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« [1..13];

Ans auanasoHa 5g:

« 36;
« 40;
. 44,
+ 48;
« 52;
+ 56;
* 60;
+ 64,
+ 100;
+ 104;
+ 108;
112
* 116;
+ 120;
« 124;
+ 128;
+ 132;
+ 136;
+ 140;
« 144;
+ 149;
+ 153;
« 157;
+ 167;
+ 165.

all — komaHga yaansiet Bce A06aBMNEHHbIE KaHAbI.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

wlc(config-wlc-radio-5g-override)# limit-channels 1,6,11

tx-power
[aHHaa komaHaa ycTtaHaBNMBaeT YPOBEHb MOLLHOCTY ANS paanonHTepdeinca.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT 3HaYeHNe napameTpa.
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CuHTaKkcuc

tx-power <POWER>
no tx-power

MapameTpbl

<POWER> - 3HaueHue MOLHOCTUN CUrHana, AoNnycTMMble 3HaueHus [0-19], B 3aBMCMMOCTY OT MOZENN TOUKM

AocTtyna MOXeT NpUuHMMaTb 3Ha4YeHNA:

Mopaenb

WEP-1L
WEP-2L
WOP-2L
WOP-20L
WEP-200L
WEP-30L
WOP-30L
WOP-30LS
WEP-3ax

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KoMaHAHbIV pexum
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

minimal
11
11
11

O O o o M o

wlc(config-wlc-radio-5g-override)# tx-power 19

work-mode

24101Ty
maximal
16
16
16
16
16
16
16
11
16

[aHHas KomaHaa ycTaHaBNnBaeT pexuM paboThl pagnonHTepdeiica.

minimal
11
11
11
11

10

Mcnonb3oBaHue oTpuuatenbHoli hopmMbl komaHbl (N0) yaansieT 3HaueHne napaMmerpa.

CuHTakcuc

work-mode <WORK-MODE>
no work-mode

5Ty
maximal
19
19
19
19
19
19
19
11
19
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MapameTpbl
<WORK-MODE> — pexum paboTbl, 4OCTYMNHbIE 3HAYEHNSA B 3aBUCMMOCTM OT MOAESN TOUKM AoCcTyna:
WEP-3ax, WEP-30L, WOP-30L, WOP-30LS:

+ bgn, ax, bgnax — ansa gnanasoHa 2g;
* anac, anacax, ax — A1 guanasoHa 5g.

WEP-1L, WEP-2L, WOP-2L, WOP-20L, WEP-200L:

* n, bg, bgn — ana ananasoHa 2g;
* a,an, ac — 4nsa gnanasoHa 5g.

3HauyeHue No yMmo4aHuio

OTcyTCTBYIOT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

wlc(config-wlc-radio-5g-override)# work-mode anacax

HacTpoliika npoduns nokauum

ap-location

[JaHHasi KomaHa co3aaeT/HasHavaeT NpPodub NoKaLuK, KOTOPbIi ONUCLIBAET UCMO/b3yeMoe 060pyaoBaHne
n SSID.

icnonb3oBaHue oTpuLaTeNbHOi DOPMbl KOMaH bl (N0) yaanseT npodusb.

CuHTakcuc

ap-location <NAME>
no ap-location { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npohnns okauun, 3agaeTcsa CTpokon 1o 235 cMMBO/IOB;

all — komaHga yganser Bce co3faHHble npouan.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-WLC
CONFIG-WLC-AP
CONFIG- WLC-IP-POOL

Mpumep

wlc(config-wlc)# ap-location default

airtune-profile
[aHHaa komaHa no3BoNSET NepenT B HACTPOKM npodomns Airtune.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

airtune-profile <NAME>
no airtune { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npocunns, 3agaeTca CTPOKoM 40 235 CMMBO/IOB;

all — napameTp gnsa yganeHus scex npogounei.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC

Mpumep

wlc(config-wlc)# airtune-profile test
wlc(config-airtune-profile)#

ap-profile
[JaHHas komaHga co3gaeT Npodusb 0BOLIMX HACTPOEK TOYEK AOCTYNa BCEX TUMOB B BbIOPAHHON 1oKaLmu.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (N0) yaansieT npodnsib HaCTPOEK.
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CuHTaKkcuc

ap-profile <NAME>
no ap-profile { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npocurns, 3agaeTca CTPOKol Ao 235 CMMBO/OB;

all — komaHaa yaansiet Bce Ao6aBneHHbIE NPOWN HACTPOEK.

3HaueHue No yMmosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# ap-profile test

description
[aHHas kKomaHga fob6aBnseT onMcaHne ansi 671I0K0B KOHGUIypauun.

Vicnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaHAbl (N0) yaasnseT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npon3Bo/ibHOE onucaHve 3afaeTcs CTPOKOW A0 255 cumBO/IOB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-AP-POOL
CONFIG-WLC-AP-LOCATION
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CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ip-pool)# description default_test_pool

mode tunnel
[aHHasi KomaHga BKIYaeT nogHATue TyHHeneli SoftGRE ans T/, HAXoAALWMXCS B 3TOWN NIOKauun.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

mode tunnel
no mode tunnel

MapameTpbl

OrtcyTtcTByeT.

3HauyeHue No ymosi4aHuio

no mode tunnel

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-LOCATION

Mpumep

wlc(config-wlc-ap-location)# mode tunnel

radio-2g-profile
[aHHas koMaH4a HazHavaeT npochunb pagmonHTepdelica, paboTatoLlero B YacTOTHOM guanasoHe 2,4 I,

icnonb3oBaHue oTpuLaTesibHoi POpPMbl KOMaH bl (N0) yAanseT 3aA4aHHbIi Npognsb.

CuHTaKkcuc

radio-2g-profile <PROFILE-ID>
no radio-2g-profile

MapameTpbl

<PROFILE-ID> — ngeHtndmkarop npoduns, 3agaetcs CTpokoin Ao 235 cMMBO/IOB.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC
CONFIG-WLC-AP-LOCATON

Mpumep
wlc(config-wlc-ap-location)# radio-2g-profiles default_2g
radio-5g-profile

[aHHaa komaHga HasHavaeT Nnpodu/ib paanonHTepdpelica, paboTarowero B HacToTHOM AvanasoHe 2,4 I'Tu.
icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (NO) yaanseT 3a4aHHbIin Npognsib.

CuHTakcuc

radio-5g-profile <PROFILE-ID>

no radio-5g-profile

MapameTpbl

<PROFILE-ID> — ngeHtudmkarop npoduns, 3agaetcs CTpokoin Ao 235 cumBo/I0B.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC
CONFIG-WLC-AP-LOCATON

Mpumep
wlc(config-wlc-ap-location)# radio-5g-profiles default_5g
ssid-profile

[JaHHaa komaHAa co3gaeT/HasHavaeT npodunb SSID.

icnonb3oBaHue oTpuuaTesibHoli (oopMbl KomaH bl (no) yaanset SSID.
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CuHTaKkcuc

ssid-profile <NAME>
no ssid-profile { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npocmns SSID, 3agaeTcsa CTPokoii 4o 235 CMMBO/OB;

all - komaHga yaansiet Bce gobasneHHble npodunn SSID.

3HaueHue No yMmosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbII pexum
CONFIG-WLC
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ap-location)# ssid-profile test_ssid

timezone

[JaHHaa komaHa yctaHaBNMBaeT YacoBOW NOSAC A/18 BblopaHHON s1okaumun. Ontummsauus Airtune éyaet
3anyckaTbCsl C y4eTOM 4acoBOro nosca.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc
timezone gmt <TIMEZONE>

[no] timezone

MapameTpbl

<TIMEZONE> — yacoBoii nosic, 4onycTuMble 3Ha4eHns ot -12 go +12.

3HauyeHue No ymosi4aHuio

YacoBoii nosic yctaHoBeH 13 KoHdurypauum WLC.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-RADIUS-PROFILE
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Mpumep

wlc(config-wlc-ap-location)# timezone gmt +7

HacTpoliika npoduns o6wWmMx HaCTPOEK ToUeK gocTyna

ap-profile

[JaHHas KomaHga co3aaeT NPodn/ib O6LLUMX HACTPOEK TOUEK AOCTYNa BCEX TUMOB B BbIGPAHHOI NoKaLym.

Vicnonb3oBaHue oTpuLaTeNbHO hOpMbl KOMaH bl (N0) yaansieT npodonsib HaCTPOEK.

CuHTakcuc

ap-profile <NAME>
no ap-profile { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npocunns, 3agaeTca CTPOKo 40 235 CMMBO/IOB;

all — komaHga yganset Bce gobaBneHHble NPodInIN HACTPOEK.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-WLC

Mpumep

wlc(config-wlc)# ap-profile test

description

[JaHHaa komaHga JobasnseT onvcaHve A/ 6/10K0B KOH(Urypauuu.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAanseT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npon3BoaibHOE onucaHne 3afaeTcs CTPOKOW A0 255 cMmBO/IOB.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbII pexum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ip-pool)# description default_test_pool

password

[aHHaa komaHAa 3agaeTt naposb 415 ynpasaeHus TOUKOM gocTtyna. Maposib MOXeT ObITb 3afaH Kak B
OTKPbITOM BUAe, Tak 1 B Buge xew sha512.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yaasisieT naporib.

CuHTakcuc

password { ascii-text <CLEAR-TEXT> | encrypted <HASH_SHA512> }
no password

MapameTpbl
<CLEAR-TEXT> - naposb, 3agaéTcsi CTpoKoli [8-64] cumBonos;

<HASH_SHA512> — xelu napons no anroputMmy sha512, 3agaétcsi cTpokoii [16-128] cumBonos.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE
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Mpumep

wlc(config-wlc-ap-profile)# password password

services

[laHHas KomMaHa No3BO/ISIET NEPeiTU B pa3aen HacTpoek cepBMcoB snmp, ssh, telnet, http(s) ansa Touek
focTyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHVE MO YMOYAHUIO 4715
CEPBUCOB.

CuHTakcuc

[no] services

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# services

HacTtpoiika cepBUCOB TOUKU gocTyna

ip http port
[aHHaa komaHga 3agaet nopT ANA NoaxKNYeHnsa Kk web-koHdurypartopy no http.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc

ip http port <PORT>
no 1ip http port

MapameTpbl

<PORT> — HoMmep nopTa Ans noaxnoueHnst B web-uHtepdpeiicy Touku gocTyna, nprHMMaeT 3HadeHus [80,
1025...65535].
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3Ha4yeHune no ymonyaHuio
80

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# ip http port 80

ip http service
[laHHas KoMaHAa BK/IloYaeT BO3MOXHOCTb NoAkNtoUueHns K web-koHdomrypatopy ans http u https.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] ip http service

MapameTpbl

OTcyTCTBYIOT.

3HayeHue nNo ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep
wlc(config-wlc-ap-profile-services)# ip http service
ip https port

[laHHas KomaHAa 3a4aeT nopT A1 NoAkntoUYeHns K web-koHdurypatopy no https.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
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CuHTakcuc

ip https port <PORT>
no 1ip http port

MapameTpbl

<PORT> — HOMep nopTa A1 NoAK/NoueHns1 B web-uHTepelicy Toukn A0oCTyna, NPUHUMAaET 3HadueHus [443,
1025...65535].

3HaueHue no ymMmonyaHuo
443

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# ip https port 443

ip ssh port
[aHHasi KomaHga 3agaeT NopT A1 NOAK/IHYEHNS K TOUKe AOoCTyna Yyepes npoTokon ssh.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

ip ssh port <PORT>
no 1ip ssh port

MapameTpbl

<PORT> - HoMep nopTa 4151 NoAkNtoueHnst K web-uHTepdelicy Toukm AocTyna, NPMHUMAET 3HaYeHNs
[1..65535].

3HauyeHue No ymosi4aHuio
22

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-WLC-AP-PROFILE-SERVICES

159



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Mpumep

wlc(config-wlc-ap-profile-services)# ip ssh port 22

ip ssh service

JaHHaa komaHaa BK/1loYaeT BO3MOXXHOCTbL MOAK/IHYEHUA K TOUKe [OCTYyna Yepes NnpoToKON ssh.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] 1ip ssh service

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# ip ssh service

ip telnet port

[aHHaa komaHaa 3agaeTt nopT A1 NOAKMNIYEHUS K TOUKe AoCcTyna vyepes npotokon telnet.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

ip telnet port <PORT>
no ip telnet port

MapameTpbl

<PORT> — HoMep nopTa A1s NoAKIYeHUst K web-nHTepdpeiicy ToUkn foCTyna, NPYHUMAET 3HaYEHNs

[1..65535].
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3Ha4yeHune no ymonyaHuio
23

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep
wlc(config-wlc-ap-profile-services)# ip telnet port 23
ip telnet service

JaHHaa komaHga BK/1loYaeT BO3MOXXHOCTbL MOAK/IHYEHUA K TOUKe [OCTYyna Yyepes NnpoToKoN ssh.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

[no] 1ip telnet service

MapameTpbl

OTcyTCTBYIOT.

3HayeHue nNo ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# ip telnet service

snmp-server
[aHHaa komaHa BKNHYaeT BO3MOXHOCTb paboTsl no npotokony SNMP.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
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CuHTakcuc

[no] snmp-server

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# snmp-server

snmp-server community
JaHHaa komaHga Ha3HavyaeT community Ana goctyna no npotokony SNMP.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
snmp-server community <NAME> {ro | rw}

no snmp-server community {ro | rw}

MapameTpbl
<NAME> — nma community gna pabotsl ¢ Tpanamu;
ro — PeXuMm "TONbKO ANs YTeHus";

rwW — Pexum "4teHue un 3anucb".

3HauyeHue No ymosi4aHuio
snmp-server community public ro

snmp-server community private rw

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# snmp-server community public ro

snmp-server host
[aHHas koMmaHAa HazHa4aeT XocCT A/18 paboThbl C Tpanamu.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) YAANIAET HACTPOEHHbI XOCT.

CuHTakcuc
snmp-server host <ADDR> {informs | traps <VERSION>}

no snmp-server host {informs | traps <VERSION>}

MapameTpbl

<ADDR> — IP-agpec RADIUS-cepBepa, 3agaétca B suge: AAA.BBB.CCC.DDD, rae kaxgasa 4acTb NpuHMMaeT
3HaueHus [0..255];

<VERSION> — Bepcus, BO3MOXHble 3Ha4yeHus: 1 n 2c.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-SERVICES

Mpumep

wlc(config-wlc-ap-profile-services)# snmp-server host 192.168.1.1 traps 2c

HacTpoliika npoduneii napameTpoB paguo Touek gocTtyna

radio-2g-profile

[JaHHas KomaHga co3aaeT Npod/ib HACTPOEK paanonHTepdeiica, paboTatoLLero B YaCTOTHOM AvanasoHe 2,4
My,

icnonb3oBaHue oTpuUaTesibHoi DopMbl KOMaH bl (N0) yAanseT 3aAaHHbIi Npognsb.
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CuHTakcuc

radio-2g-profile <PROFILE-ID>
no radio-2g-profile { <PROFILE-ID> | all }

MapameTpbl
<PROFILE-ID> — ngeHtndmkatop npouns, 3agaetcst CTPOKon Ao 235 CMMBO/SIOB;

all - komaHpaa ynansier Bce go6aBneHHble Npodun.

3HaueHue No yMmosi4aHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-WLC
CONFIG-WLC-AP-LOCATON

Mpumep

wlc(config-wlc)# radio-2g-profiles default_2g

radio-5g-profile

[aHHaa komaHga co3gaet npoduib HACTPOEK pagMonHTepdieinca, paboTaroLero B HaCTOTHOM AuanasoHe 5
Mu,.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHbl (N0) yaanseT 3a4aHHbIin Npognsib.

CuHTakcuc

radio-5g-profile <PROFILE-ID>
no radio-5g-profile { <PROFILE-ID> | all }

MapameTpbl
<PROFILE-ID> — ngeHtTudmkatop npoduns, 3agaeTca CTpokor 4o 235 CMMBOSIOB;

all - komaHga ygansiet Bce gobasneHHble npodnan.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHaHbIi pexum
CONFIG-WLC
CONFIG-WLC-AP-LOCATON

Mpumep

wlc(config-wlc)# radio-5g-profiles default_5g

bandwidth
[aHHasi KoMaH[a Ha3HavaeT WNPUHY KaHana ans pagnovHTepdelica ToUkM gocTyna.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNE No YMO/IHaHUIO.

CuHTakcuc

bandwidth { 20 | 40L | 40U | 80 }
no bandwith

MapameTpbl

OrtcyTtcTByeT.

3Ha4yeHune no ymonyaHuio
20

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KoMaHAHbIV pexum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

wlc(config-wlc-radio-5g-profile)# bandwidth 20

description
[laHHas komaHaa f06aBNAEeT onncaHne Ans 6/10K0B KOHUrypauumm.

cnonb3oBaHue oTpuLaTesibHol hopMbl KOMaHApbl (NO) yaasnisieT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>
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MapameTpbl

<DESCRIPTION> — npon3BonbHOE onvcaHne 3afaeTcsi CTPOKOW A0 255 cMmMBO/IOB.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbI pexum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE

Mpumep

wlc(config-wlc-radio-5g-profile)# description default

dfs

[JaHHas komMaHza onpesensieT PeXum AMHAMUYECKOro Bbibopa 4acToThl. [JaHHbIli MexaHu3M TpebyeT oT
6ecnpoBOAHbIX YCTPONCTB CKAHMPOBATL Paanoaup 1 n3beratb UCMO/Ib30BaHKS KaHa/I0B, COBMaAAKLLNX C
KaHaniaMu, Ha KOTOpbIX paboTatoT paMosioKaLoHHbIE CUCTEMbI B AnanasoHe 5 Iy,

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

dfs {auto | disabled | forced}
no dfs

MapameTpbl
auto — MexaHu3M BK/IOYEH;
disabled— mexaHn3m BbiktoveH. DFS-kaHasbl He JOCTYNHbI ANS BbI6OPa,;

forced — mexaHn3m BbikNtoueH. DFS-kaHasbl AOCTYMHbI 4115 BbI6OPA;

3HauyeHue No ymosi4aHuio

auto
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-RADIO-5G-PROFILE

Mpumep

wlc(config-wlc-radio-5g-profile)# dfs forced

limit-channels
[aHHaa komaHAa co3faeTt orpaHNUYeHHbI CMMCOK KaHas1oB A5 paboTbl aBTOBbIOGOPA KaHaUu10B.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (No) 6e3 apryMeHToB v ¢ napameTpom all -
yCTaHaB/IMBAET CMMCOK KaHasI0B MO yMO4aHuio. icnonb3oBaHme oTpuuartenibHol hopMbl C apryMmeHTamm
channel — yganset ykasaHHble 3/IeMEHTbI CNUCKa.

Mpu 3agaHHOM napametpe limit-channels Ha Touke goctyna 6yaet paboTarb aBTOBbIOOP KaHasa U3 AaHHOro
cnucka. limit-channels no ymonuanuio onpegenex B o6uem npodgune radio-2(5)g-profile n MoxeT 6bITb
nepeonpegeneH o5 KOHKPETHON TOUKM B MHAMBKUAYyanbHOM npodwne. Mpu 3agaHHoM napameTpe channel B
NHAMBMAYa/IbHOM Npodonsie Ha Todke focTyna OyaeT yCTaHOB/IEH CTaTUYECKMA KaHan 1 aBToBbIGop ByaeT
BbIK/THOYEH.

CuHTakcuc

limit-channels <CHANNEL>[,<CHANNEL>]
no limit-channels [ <CHANNEL>[,<CHANNEL>] | all ]

MapameTpbl

<CHANNEL> — Homep 1cnosibayemMoro KaHasia, nepeyncrieHne HeCKOIbKUX KaHa10B OCYLLEeCTB/ISEeTCA Yepes
3ansaTyto 6e3 npo6enos, 4OCTYMHbIE 3HAYEHUS:

[Ona ananasoHa 2g:
- [1..13];
[Ona ananasoHa 5g:

+ 36;
* 40;
. 44;
+ 48;
« 52;
+ 56;
* 60;
* 64;
« 100;
« 104;
+ 108;
112
* 116;
« 120;
- 124;
« 128;
« 132;
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+ 136;
+ 140;
« 144,
+ 149;
+ 153;
+ 157,
+ 161;
+ 165.

all - BocctaHaBNMBaeT CNMCOK KaHas10B No YMO/THaHUIO.

3HaueHune no ymonyaHuio
1,6,11 — gna yactoTHOro AnanasoHa 2,4 Nu;

36,40,44,48 — ansa yacTtoTHOro gmanasoHa 5 'y,

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbII pexum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE
CONFIG-WLC-RADIO-2G-OVERRIDE
CONFIG-WLC-RADIO-5G-OVERRIDE

Mpumep

wlc(config-wlc-radio-2g-profile)# Llimit-channels 1,6,11

obss-coexistence

[JlaHHas koMaHza oTBeyvaeT 3a paboTy pexrMa aBTOMaTUYECKOTO YMEHbLUEHUST LUMPUHBI KaHasna npu

3arpy>eHHom paauoadupe.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

obss-coexistence {on | off}
no obss-coexistence

MapameTpbl

on — peXxnm aBToMaTtn4eCcKoro yMeHbLUIEHNA LLNPUHBI KaHas/la aKTUBUPOBaH;,

off - pexnm aBTOMaTN4ECKOro YMEHbLLIEHUA LWNPUHbI KaHas1a BbIK/THOYEH.

3HauyeHue No ymosi4aHuio
off

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE

Mpumep

wlc(config-wlc-radio-5g-profile)# obss-coexistence off

tx-power
[JlaHHas komMaHAa ycTaHaBMBaET YPOBEHb MOLLHOCTM AN paanovHTepdeiica.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

tx-power {minimal | low | middle | high | maximal}
no tx-power

MapameTpbl

B03MOXHble 3HAUYEeHNA NapaMeTpa B 3aBUCMMOCTM OT MOAENN TOUKM A0CTYNa yCTaHaBIMBAKOT criefytoLume
3HaAYeHMs MOLLIHOCTHK B ABM:

Mopgenb 2,41Ty 5y
min low middle high max min low middle high max
WEP-1L 11 12 14 15 16 11 13 15 17 19
WEP-2L 11 12 14 15 16 11 13 15 17 19
WOP-2L 11 12 14 15 16 11 13 15 17 19
WOP-20L 8 10 12 14 16 11 13 15 17 19
WEP-200L 4 7 10 13 16 8 11 14 17 19
WEP-30L 0 4 8 12 16 0 5 10 15 19
WOP-30L 0 4 8 12 16 0 5 10 15 19
WOP-30LS 0 3 6 9 11 0 3 6 9 11
WEP-3ax 6 8 11 14 16 10 12 15 17 19

3HayeHue No ymosiMaHuio

maximal

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHgHbIi pexum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE
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Mpumep

wlc(config-wlc-radio-5g-profile)# tx-power maximal

work-mode

[aHHaa komaH4a ycTaHaBNnBaeT pexuM paboThbl pagnonHtTepdeiica.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

work-mode <WORK-MODE>
no work-mode

MapameTpbl
<WORK-MODE> - pexum paboTbl, 4OCTYNHbIE 3HAYEHUS:

+ bg, nax, bgnax — gns yactotHoro gnanasoHa 2,4 I'Tu;
* anacax — A/19 YacToTHOro ananasoHa 5 I'ru,.

3HauyeHue No ymosi4aHuio
bgnax — gna vyactotHoro guanasoHa 2,4 Iy,

anacax — A1 4acTOTHOro guManasoHa S Iru.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-RADIO-2G-PROFILE
CONFIG-WLC-RADIO-5G-PROFILE

Mpumep

wlc(config-wlc-radio-5g-profile)# work-mode anacax

HacTpoiika agpecHoro npocTpaHcTea

ip-pool

JaHHasi KomaHga co3aaeT afpecHoe NPOCTPAHCTBO CO CMMCKOM paspelleHHbIx IP-agpecos.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHzbl (NO) yaanseT agpecHoe NpoCcTPaHCTBO.

CuHTakcuc

ip-pool <NAME>
no ip-pool { <NAME> | all }
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MapameTpbl
<NAME> — Ha3BaHVe afpecHOro NpocTpPaHCTBa, 3a4aeTca CTPOKOM A0 235 CMMBONOB;
all - komaHga ygansier Bce 3afjaHHble afpecHble NpocTpaHCcTBa.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# ip-pool test

ap-location

[laHHaa KomMaHaa co3aaeT/HasHavaeT Npodv/ib NoKaLMK, KOTOPbI ONUCLIBAET UCMO/b3yeMoe 060pyaoBaHe
n SSID.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT npodusb.

CuHTakcuc

ap-location <NAME>
no ap-location { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npochnns nokauun, 3agaeTcs CTpoKoin Ao 235 CMMBO/IOB;

all - komaHaa ygansier Bce co3faHHble npocuan.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KoMaHAHbIV pexum
CONFIG-WLC
CONFIG-WLC-AP
CONFIG-WLC-IP-POOL
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Mpumep

wlc(config-wlc)# ap-location default

description
[aHHas kKomaHga fob6aBnseT onMcaHne ansi 671I0KOB KOHGUIypauun.

Vicnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaHAbl (N0) yaasnseT onucaHue.

CuHTakcuc

[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npon3BosibHOE onucaHve 3afaeTcs CTPOKOW A0 255 cumBO/IOB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ip-pool)# description default_test_pool

network
[aHHasi kKomaHga hopMUpyeT CnNMCoK pa3peLleHHbIx IP-agpecos.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYaHMIO.
CuHTaKkcuc

network <ADDR/LEN>
no network
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MapameTpbl

<ADDR/LEN> - IP-agpec n macka nogcetu, 3agaétcsa B suge AAA.BBB.CCC.DDD/EE, rge kaxpgasi yactb AAA —
DDD npuHumMaeT 3HauveHus [0..255] n EE npuHumaeTt 3HaueHus [1..32].

3HaueHue No yMonyaHuio
0.0.0.0/0

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-IP-POOL

Mpumep

wlc(config-wlc-ip-pool)# network 0.0.0.0/0

HacTpoliika ounsTpayum noros

log-filter
[laHHas KomMaHAa akTMBMpYeT h/IbTpaLLMo 0TOGpPaXKeHKs SI0roOB MO OA4HON UK rpynne Touek gocTyna.

icnonb3oBaHue oTpuLaTeNbHOi DOPMbl KOMaH bl (N0) OTK/MOYAET DYHKLMIO.

CuHTakcuc
log-filter <OBJECT-GROUP>
[no] log-filter

MapameTpbl

<OBJECT-GROUP> — Ha3BaHue object-group, 3agaetcs CTpokoi go 31 cMmBona, AO/MHKHO coBNaaatb C
cyuiecTsytoLleli object-group.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-WLC
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Mpumep

wlc(config-wlc)# log-filter test

HaCTPOVIKa ncnosib3oBaHuA noprtania

portal-profile
[JaHHas komaHa HacTpavBaeT MCMob30BaHMe noprania.

Micnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAaNseT HaCTPOKK nopTana.

CuHTakcuc

portal-profile <PORTAL-NAME>
no portal-profile [ <PORTAL-NAME> | all ]

MapameTpbl
<PORTAL-NAME> — Ha3BaHu1e nopTana, 3afaeTcs CTPOKOn A0 235 CMMBO/IOB;

all — komaHza yaansiet Bce co3aHHble nopTasbl.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-WLC
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc)# portal-profile test

description
[laHHas komaHaa f06aBNAEeT onncaHne Ans 6/10KoB KOHUrypauumm.

cnonb3oBaHue oTpuLaTesibHol hopMbl KOMaHApbl (NO) yAasisieT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npou3Bo/bHOE onucaHue 3a4aeTcsi CTPOKOW A0 255 cMmBo/oB.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbII pexum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ip-pool)# description default_test_pool

redirect-url

JaHHaa komaHga Ha3HavaeT URL nepeHanpaBneHusa Ha nopravi.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yAanseT 3a4aHHbIin napamerp.
CuHTakcuc

redirect-url <URL>

no redirect-url

MapameTpbl

<URL> - URL-nepeHanpasneHus, 3aAaeTcs CTPOKoii [8-255] cumBonos.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-PORTAL-PROFILE
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Mpumep

wlc(config-wlc-portal-profile)#fredirect-url http://softwlc.eltex.loc:8080/eltex_portal/

virtual-portal-name
[aHHasi KomaHga ycTaHaB/IMBaEeT MMs noprasna.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc
virtual-portal-name <PORTAL-NAME>

no virtual-portal-name

MapameTpbl

<PORTAL-NAME> - umsa noptana, 3agaetcs CTPOKoi 4o 235 CMMBOJIOB.

3HauyeHue No ymosi4aHuio

default

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-PORTAL-PROFILE

Mpumep

wlc(config-wlc-portal-profile)# virtual-portal-name default

HacTtpoiika npocdunsa ansa RADIUS-cepBepa

radius-profile
JaHHaa komaHga Ha3HavaeT/HacTpamBaeT ncnonb3osaHue RADIUS-cepsepa.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (N0) OTMEHSIET Ha3HauYeHne/HacTpoiikun RADIUS-cepsepa.

CuHTakcuc

radius-profile <RADIUS-ID>
no radius-profile { <RADIUS-ID> | all }

MapameTpbl
<RADIUS-ID> - ngentudpmkatop RADIUS-cepBepa, 3agaeTcsi CTPOKOW A0 235 CUMBO/IOB;

all - komaHga ypansiet Bce co3gaHHble RADIUS-cepsepa.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-WLC
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc)# radius-profile test

acct-address

JaHHas komaHga onpegenset IP-agpec RADIUS-cepBepa, NCNosib3yeMoro Ans akkayHTUHra.
icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yaansieT ykasaHHblii IP-agpec.
CunHTtakcuc

acct-address <ADDR>

no acct-address

MapameTpbl
<ADDR> — IP-agpec RADIUS-cepBepa, 3agaétca B suge: AAA.BBB.CCC.DDD, rae kaxgasa 4acTb NpuHMMaeT
3HaueHus [0..255].

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# acct-address 192.168.1.1
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acct-enable
[aHHaa komaH4a akTMBMpPYET OTNpaBKy akkayHTuHra Ha RADIUS-cepsep.

Vicnonb3oBaHue oTpuuaTesnibHol hopMbl KOMaHAb! (NO) OTK/IKOYAET OTNPABKY akKayHTUHTA.

CuHTakcuc

[no] acct-enable

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# acct-enable

acct-interval
[aHHasi kKomaHaa 3a/1aeT BPpeMEHHO MHTepBasl 0GHOBNEHUS akKayHTUHTA.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

acct-interval <TIME>
no acct-interval

MapameTpbl

<TIME> — NpoMeXyTOK BPEMEHW B CEKYHAAX, Yepe3 KOTOPbI akkayHTUHT 6yAeT 06HOB/EH, MPUHUMAET
3HaueHus [1..86400].

3HayeHue No ymosiMaHuio

600 cekyHA.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-WLC-RADIUS-PROFILE
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Mpumep

wlc(config-wlc-radius-profile)# acct-interval 600

acct-password

[JaHHaa komaHga ykasbliBaeT naponb asTopusaumm and RADIUS-cepBepa, ucnosibsyemoro ans
akkayHTuHra. Naposib MOXeT 6bITb 3a/laH Kak B OTKPbITOM BUAeE, Tak 1 B BUAe xeww sha512.

Vicnonb3oBaHue oTpuuaTenibHoi (hopMbl KOMaHZbl (N0) yaanseT 3a4aHHbIin naporsb.

CuHTakcuc

acct-password {ascii-text <CLEAR-TEXT> | encrypted <HASH_SHA512>}
no acct-password

MapameTpbl

<CLEAR-TEXT> - naponb, 3agaétcs cTpokoli [8-64] cumBona.

<HASH_SHA512> — xelu napons no anroputMmy sha512, 3agaétcsi cTpokoii [16-128] cumBonos.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# acct-password ascii-text password

acct-periodic
[aHHas KoMaH4a aKTMBMPYET Nepuogmyeckoe 06HOBEHNE akKayHTUHIa.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaH bl (N0) OTK/OYAET 0GHOB/EHNE aKKayHTUHrA.

CuHTaKkcuc

[no] acct-periodic

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

OTK/tOYEHO.
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# acct-periodic

acct-port

[aHHol KomaHaoM 3a4aéTca Homep nopTa Ans obmMeHa gaHHbIMU ¢ yaaneHHbIM RADIUS-cepepom npu
BbINO/THEHMWN aKKayHTUHra.

Mcnonb3OBaHme(HpmuaTeanoﬁ(poprlKomaHAH(no)yCTaHaBnMBaeT3Haqumeru)ymonanmm.
CuHTakcuc
acct-port <PORT>

no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/1s o6MeHa AaHHbIMY C YAa/IeHHbIM CEPBEPOM, MPUHUMAET 3HaueHus [1..65535].

3HauyeHue No ymosi4aHuio
1813

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# acct-port 1813

auth-acct-id-send
[aHHasi KoMaHAa akTUBMPYET nepeaady naeHTndmkaTopa ceccum B 3anpocax akkayHTUHra.

icnonb3oBaHye oTpuLaTeNibHO (hopMbl KOMaHbl (N0) AeaKTUBUPYET PyHKLMIO.

CuHTaKkcuc

[no] auth-acct-id-send
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MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# auth-acct-id-send

auth-address

JaHHaa komaHga onpepenset IP-agpec RADIUS-cepeepa aBTOpr3auumn.
icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHbl (N0) yaanseT 3a4aHHbIin agpec.
CuHTakcuc

auth-address <ADDR>

no auth-address

MapameTpbl

<ADDR> - IP-agpec RADIUS-cepBepa, 3agaétca B Buge: AAA.BBB.CCC.DDD, rage kaxaas yacTb NpuHUMaeT
3HavyeHus [0..255].

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# auth-address 192.168.1.1
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auth-password

[aHHaa komaHAa ykasbiBaeT naposb asTopusaumn ans RADIUS-cepBepa, KOTOpbIV UCMNOMb3yeTcsa AN
aBTopu3aunn n ayteHTUprkaumn. Napons MoOXeT 6bITh 3afaH Kak B OTKPbLITOM BUAe, Tak U B BUje XeL
sha512.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yaanseT 3afaHHbli naposib.

CuHTakcuc

auth-password { ascii-text <CLEAR-TEXT> | encrypted <HASH_SHA512> }
no auth-password

MapameTpbl
<CLEAR-TEXT> — naporsib, 3a4aéTcsi CTpoKoii [8-64] cumBona;

<HASH_SHA512> — xelu napons no anroputmy sha512, 3agaétcsi cTpokoii [16-128] cumBosios.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# auth-password password

auth-port

[aHHoi KomaHaol 3a4aéTca HoMep nopTa Ana obmeHa gaHHbIMU ¢ yaaneHHbIM RADIUS-cepBepom npu
BbINO/IHEHUWN ayTEHTU(IUKALUN 1 aBTOPU3aLUN.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc
auth-port <PORT>

no auth-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/1s 06MeHa AaHHbIMY C YAa/IeHHbIM CepBEPOM, MPUHUMAET 3HaueHus [1..65535].

3HauyeHue No ymosiuaHuio
1813

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# auth-port 1812

description
[aHHas kKomaHga fob6aBnseT onMcaHne ansi 671I0K0B KOHGUIypauun.

Vicnonb3oBaHue oTpuuaTesibHol (DOpMbl KOMaHAbl (N0) yaasnseT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npon3Bo/ibHOE onucaHue 3afaeTcs CTPOKOW A0 255 cumBO/IOB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep
wlc(config-wlc-ip-pool)# description default_test_pool
domain

[JaHHasi KomaHga co3aaeT/Has3HavaeT AOMEH.

icnonb3oBaHue oTpuLaTesibHoli (DOPMbI KOMaH bl (N0) yaansieT 4OMEH.
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CuHTaKkcuc
domain <DOMAIN>
no domain

MapameTpbl

<DOMAIN> — ngeHtndmkatop AOMeHa, 3aaeTcs CTPOoKoi Ao 235 CMMBO/IOB.

3HauyeHue No yMmo4aHuio

root

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# domain root

tls-enable

[JaHHaa komaHga akTuBmMpyeT ucnosb3osaHue TLS npu asTopmusauun.

icnonb3oBaHme oTpuLaTesibHoli (hopMbl KOMaHZbl (NO) OTKOYAET PYHKLMIO.

CuHTakcuc

[no] tls-enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/H0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-RADIUS-PROFILE

Mpumep

wlc(config-wlc-radius-profile)# tls-enable
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HacTpoiika cepBuc-aktuaropa

service-activator

[laHHas kKomaHAa No3BO/SIET NEPETN B pasaen pefakTMpoBaHUsi cepBuc-akTMBaTopa.

icnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET HACTPOWKM MO YMOMYAHUIO.

CuHTaKkcuc

service-activator

MapameTpbl
OrtcyTCTBYIOT.

3HayeHue No ymosidaHuio

OTcyTcTBYET

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# service-activator

aps join auto

JaHHaa komaH4a No3BOMAET TOUKam AO0CTyna npoxognTb pernctpayno aBToMmatnyecku.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) NO3BOJIAET pPErMcCTpupoBaTb TOYKM AOCTYyNa BPYYHYHO.

CuHTakcuc

[no] aps join auto

MapameTpbl

OrtcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

Pyu4HOIi pexum permcTtpaumu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHZgHbIi pexum
CONFIG-WLC-SERVICE-ACTIVATOR

Mpumep

wlc(config-wlc-service-activator)# aps join auto

password private-crt-key
[aHHasi KoMmaHga 3agaeT naponb 4 ceptudpmkara Touek goctyna. Mapametp Heo6s3aTeNbHbIN.

icnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaH/bl (N0) yaasisieT naporb.

CuHTakcuc

password private-crt-key ascii-text <CLEAR-TEXT>
no password password private-crt-key

MapameTpbl

<CLEAR-TEXT> - naposb, 3ajaéTcsi CTpOKoli [4-64] cumBonoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SERVICE-ACTIVATOR

Mpumep

wlc(config-wlc-service-activator)# password private-crt-key ascii-text password

port

[aHHas kKoMaHAa yKasbiBaeT HOMep MopTa, Ha KOTOpoM paboTaeT cepsuc. CepBuC 3aHMMaET ABa nopTa:
yKa3aHHbIi 1 Ceayowmnin 3a HAM.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTaKkcuc
port <NUMBER>

no port

MapameTpbl

<NUMBER> — HOMep nopTa, npuH1umaeT 3HaveHusa ot 1024 go 65535.
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3HaueHue No yMoyaHuio
8043

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-SERVICE-ACTIVATOR

Mpumep

wlc(config-wlc-service-activator)# port 8043

HacTtpoliika SSID

ssid-profile
[aHHaa komaHAa co3gaeT/HasHavaeT npodunb SSID.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KoMaHbl (no) yaansiet SSID.

CuHTakcuc

ssid-profile <NAME>
no ssid-profile { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue npocuns SSID, 3agaeTcsa CTpokoi 4o 235 CMMBO/OB;

all - komaHga yganset Bce gobasneHHble npodunn SSID.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-WLC
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ap-location)# ssid test_ssid
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802.11kv
[aHHas komaHga aktuBmpyeT paboTy no ctaHgaptam 802.11k/v.

icnonb3oBaHue oTpuuaTenbHOW hopMbl KOMaHAb! (NO) OTKYaeT paboTy no ctaHaapTtam 802.11k/v.

CuHTakcuc
[no] 802.11kv

MapameTpbl
OrtcyTCTBYIOT.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# 802.11kv

802.11r
[aHHaa komaHaa akTuBmpyet paboTy no ctaHaapty 802.11k.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) BK/IKOUYAET OTK/IHOUAET paboTy no ctaHaapTty 802.11r.

CuHTakcuc
[no] 802.11r

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-SSID-PROFILE
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Mpumep

wlc(config-wlc-ssid-profile)# 802.11r

band

[laHHas KoMaHAa HazHa4aeT AManasoH YacToT, B KOTOPOM Mosib3oBaTenu GyayT NnogkouaTbes K

6ecnpoBogHON ToUke gocTyna.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHAbl (N0) yaanseT 3a4aHHOe 3HaYeHne AmanasoHa 4acToT.

CuHTakcuc
band { 2g | 5g }
no band

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-radio)# band 2g

band-steer-mode

[JaHHasi KoMaHa akTVBMPYET Ha TOUYKax AOCTyna (PYHKLMI0 NPUOPUTETHOTO NOAKMOUEHUS ABYXAMANa30HHbIX

6ecnpoBOAHbIX KMEHTOB K ceTu B 5 I'TU. 19 paboTbl hyHKLMM HEOBX0AMMO, YTOObI B Ssid-profile 6b11n
BK/IlOUEHbI 06a AnanasoHa: band 5g n band 2g.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) AeaKTUBUPYET PyHKLMIO.

CuHTaKkcuc

[no] band-steer-mode

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

OTK/tOYEHO.
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc-30(config-wlc-ssid-profile)# band-steer-mode

check-signal-enable
[JaHHas KomaH4a BK/IKUYaeT NepuoaMUecKyo NPOBEPKY cUrHana.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) OTMEHSIET NepUOAMNYECKY0 MPOBEPKY CUrHaa.

CuHTakcuc

[no] check-signal-enable

MapameTpbl

OTcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

OTK/I0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# check-signal-enable

check-signal-timeout

[JaHHasi KomaHga ycTaHaB/MBAET BPEMS, Uepes3 KoTopoe 6yaeT Npon3BoAUTLCS Nepuoanyeckasi npoBepka
curHana.

icnonb3oBaHue oTpuLaTesibHoi DOpPMbl KOMaHbl (N0) OTMEHSIET NepPUOANYECKYI0 MPOBEPKY CUrHana.

CuHTaKkcuc

[no] check-signal-timeout <TIME>
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MapameTpbl

<TIME> - npomexyTok BpeMeHu (B cekyHaax), Yepes KOTOpoe NPOBOAMTCS Neprogmyeckasi NpoBepka curHana.
MpuHMMAaeT 3HadYeHns B avanasoHe [1...300].

3HauyeHue No ymosiuaHuio
10

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ddid)# check-signal-timeout 10

description
[aHHas kKomaHga fob6aBnseT onMcaHne ansi 671I0K0B KOHGUIypauun.

Vicnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHAbl (N0) yaasnseT onucaHue.

CuHTakcuc
[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — npon3Bo/ibHOE onucaHve 3afaeTcs CTPOKOW A0 255 cumBO/IOB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-AIRTUNE-PROFILE
CONFIG-WLC-AP
CONFIG-WLC-AP-PROFILE
CONFIG-WLC-IP-POOL
CONFIG-WLC-AP-LOCATION
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-RADIUS-PROFILE
CONFIG-WLC-SSID-PROFILE
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Mpumep

wlc(config-wlc-ip-pool)# description default_test_pool

enable

[JaHHan komMaHAa npegHasHayYeHa 15 akTMBaumMmn OYHKLMIA 1 CEPBUCOB KOHTPOJ/I/IEPA UM TOUEK AOCTyNa.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) OTKOYAET DYHKLUN.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/II0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC
CONFIG-WLC-SSID-PROFILE
CONFIG-AIRTUNE

Mpumep

wlc(config-wlc)# enable

general-vlan-id

[aHHaa komaHga yctaHaBnuBaet ngeHtudmkatop General VLAN.

Vicnonb3oBaHue oTpuuaTesibHoi DOpMbl KOMaH bl (N0) yAanseT 3aAaHHbIin naeHTUgMKaTop.

CuHTaKkcuc

general-vlan-id <ID>
no general-vlan-id

MapameTpbl

<ID> - naeHtudpukatop General VLAN, npuHumaeT 3HaueHus B guanasoHe [0-4094] ("0" npegHasHaveH ans

yOaneHysl napameTpa).

3HauyeHue No yMmo4aHuio
0
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# general-vlan-id 1

general-vlan-mode

[aHHaa komaHga akTusmpyet ncnosb3oaHne General VLAN.

cnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) AeakTMBMPYET ncnonb3oBaHne General VLAN.

CuHTakcuc

[no] general-vlan-mode

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/I0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# general-vlan-mode

hidden

JaHHasa komaHga ckpbiBaeT SSID.

Micnonb3oBaHue oTpuuaTesibHoi (DOPMbl KOMaH bl (N0) AeaKTUBUPYET oYHKLIMOHA.

CuHTaKkcuc
[no] hidden

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# hidden

inactivity-timeout

[JaHHas koMaHJa ycTaHaBNMBaET BpeMsi 6e34eiiCTBMS, MOC/1e KOTOPOro No/sib3oBatesb OyAeT cunTaTbes
HEaKTUBHbIM.

icnonb3oBaHune oTpuLaTesibHOW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc
inactivity-timeout <TIMEOUT>

no inactivity-timeout

MapameTpbl

<TIMEOUT> — BpeMeHHOIi NpoMeXyTOoK, NPMHMMAET 3HaYeHns B avanasoHe [0-86400].

3HauyeHue No ymosi4aHuio
120

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# dinactivity-timeout 120

key-wpa

[aHHas KomaHga ycTaHaBVMBAET K/1io4/Naposb 415 NOAK/IUEHNS K BUPTYasibHOI Touke AocTyna. Maposb
MOXET ObITb 3a/1aH Kak B OTKPbITOM BUe, Tak U B Buae xell sha512.

icnonb3oBaHue oTpuUaTeNibHo (hopMbl KOMaHbl (N0) yaanseT 3afaHHbIN K/tou.
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CuHTakcuc
key-wpa { ascii-text <CLEAR-TEXT> | encrypted <HASH_SHA512> }
no key-wpa

MapameTpbl
<CLEAR-TEXT> - kntoy, 3aa€Tca CTpoKoii [8-63] cumBona;

<HASH_SHA512> — xeLu Kntoya no anroputmy sha512, 3agaétcs cTpokoii [16-126] cumBo/oB.

3HaueHue No yMmosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# key-wpa password

local-switching
[aHHaa komaHga aktusmpyet cyHkumio local-switching.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) OTK/OYAET PYHKLMIO.

CuHTakcuc

[no] local-switching

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/H0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# local-switching
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minimal-signal

JaHHaa komaHga yctaHaB/MBaeT Moporosoe 3HadeHne RSSI, npy JOCTUXEHMM KOTOPOro Tovka focTyna éyaet
OTK/OYaTb KMEeHTa OT BUPTYaslbHOMN TOUKM AOCTyna.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

minimal-signal <RSSI>
no minimal-signal

MapameTpbl

<RSSI> — noporoBoe 3HaueHue RSSI, npuHMmaeT 3HadeHns B avanasoHe [-100.. 0].

3Ha4yeHune no ymonyaHuio
-100

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHaHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# minimal-signal -100

pmksa-caching

[aHHaa komaHa BKNHYaeT KaLMpoBaHne nHdopmauun 0 NoagKNIYeHNN kameHTa. Mpu BKIOYEHUN AaHHOM
hyHKLMM TOUKa JOCTyna 3anoMUHaeT K/IMEHTCKOe YCTPOMUCTBO Ha 12 yacoB 1 He TpebyeT NOBTOPHOM
ayTeHTUdMKauMm Npu NOAKIYEHUN B TEYEHME 3TOr0 BpeMeHW. BkitoueHe AaHHon (pyHKL MW cokpallaeTt
BpeMs poyMUHra npu Bo3BpalleHnmn kanmeHTa Ha Touky B pexnme WPA Enterprise.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaH bl (N0) AeaKTUBUPYET PyHKLMIO.

CuHTakcuc

[no] pmksa-caching

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# pmksa-caching

portal-enabled
[aHHasi KoMaH[a akTUBMPYET NOPTa/IbHY aBTOpM3aLMIO.

icnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) AeaKTUBUPYET PyHKLMIO.

CuHTakcuc

[no] portal-enabled

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# portal-enabled

portal-profile
[JaHHas KoMaHAa HazHavaeT Npodub noprana.

Vicnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (N0) yaanseT HacTPoiiKy npoduns.

CuHTaKkcuc

portal-profile <PORTAL-NAME>
no portal-prifile [ <PORTAL-NAME> | all ]

MapameTpbl
<PORTAL-NAME> — Ha3BaHwue npoduas noptana, 3afaeTcs CTPOKo A0 235 CMMBO/OB;

all — komaHga yaansiet Bce co3faHHble Npodonv NopTasioB.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc)# portal-profile test

priority-by-dscp

[JaHHaa komaH[a akTUBMPYeET Ha ToYKax focTyna aHanus npuoputeta us nons DSCP 3aronoska IP-naketa ans
pacnpegenenuns Tpadguka, nepegatoLlerocs B paamonHtepdeiic, no ovepegam WMM. Ecnv 3HaveHne DSCP B
TErMpoBaHHbIX Kaapax pasHo 0, To aHanuanpoBaTbest 6yaeT npuoputeT n3 nons CoS (Class of Service).

icnonb3oBaHue oTpuLaTesibHoV hopMbl KOMaHbl (NO) OTK/YAET aHa M3 npuopuTeTa no nonto DSCP. B
TakoMm c/lyvae GyaeT aHa/m3mMpoBaTbea npuoputeT 13 nons CoS (802.1p) TernpoBaHHbIX KapoB.

CuHTakcuc

[no] priority-by-dscp

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# priority-by-dscp
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radius-profile
JaHHaa komaHga HasHavaeT/HacTpaveaeT npoduib RADIUS-cepBepa.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (N0) OTMEHSIET Ha3HaYeHne/HacTpoiiku npocnna RADIUS-
cepsepa.

CuHTakcuc

radius-profile <RADIUS-ID>
no radius-profile { <RADIUS-ID> | all }

MapameTpbl
<RADIUS-ID> - ngeHtudpmkarop RADIUS-cepBepa, 3aaeTca CTPOKoW A0 235 CMMBOSIOB;

all - komaHga ygansiet Bce co3gaHHble RADIUS-cepsepa.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHaHbIi pexum
CONFIG-WLC
CONFIG-WLC-PORTAL-PROFILE
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc)# radius-profile test

roaming-siganl
[laHHas kKoMaHAa ycTaHaBnMBaeT ypoBeHb RSSI, npu gocTmxeHnn koToporo 6yaet cpabatbiBaTb POYMUHT.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc
roaming-siganl <RSSI>

no roaming-siganl

MapameTpbl

<RSSI> - ypoBeHb RSSI, npnHumaet 3HaveHns ot -100 go -1.

3HauyeHue No ymosiuaHuio
-100
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# roaming-signal -100

security-mode
[JaHHasa komaH4a ycTaHaBNMBaeT pexmm 6e30nacHOCTY Ha BUPTYasibHOW TOUKe A0CTyna.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

security-mode <MODE>
no security-mode

MapameTpbl
<MODE> - pexum 6e30nacHOCTH, fOCTYMHbIE 3HAYEHUS:

+ WPA;

« WPA2;

« WPA2_1X;

+ WPA2_WPAS;

« WPA2_WPA3_1X;
+ WPAS3;

« WPA3_1X;

« WPA_TX;

+ WPA_WPAZ2;

« WPA_WPA2_1X;
+ off.

Pexum 6e3onacHoctn WPA3 nogaepxmBaeTtcst TO/IbKO Ha Tovkax goctyna mogenein WEP-3ax, WEP-30L,
WOP-30L, WOP-30LS.

Mpw BbIGOpE CMeLLaHHOro pexnma 6esonacHoctu (Hanpumep, WPA2_WPA3) WPA3 6yaeT npyMeHeH ToMbKo
[19 TeX ToYeK AOCTYyNa, KOTOpble ero NoAAEPXMBAIOT, /151 OCTasIbHbIX OyAET NPUMEHEH BTOPOIA PEXUM
(WPA2).

3HauyeHue No ymosi4aHuio
off

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE
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Mpumep

wlc(config-wlc-ssid-profile)# security-mode WPA

ssid
[aHHaa komaHga 3agaet nms SSID, koTopoe 6yaeT BewarbCcs Nosib30BaTesisiM.

icnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (No) yaanseT HasBaHue SSID.

CuHTakcuc

ssid <NAME>
no ssid

MapameTpbl

<NAME> — Ha3BaHue SSID, 3agaeTcsa CTPoKoi A0 32 cMMBO/I0OB. HassaHus, cogepxalume npobesn, Heo6xoaAMmMo
3aK/14vaTh B KaBbIYKW.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# ssid 'test ssid'

sta-limit

[JaHHasi KomaHJa 3a4aeT MakCMMaslbHOE YMC/I0 NOMb30BaTe e, KOTopble MOTyT NOAK/THUNTLCS K
BUPTYasIbHOI TOUKe AocTyna.

Vicnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) Ha3HAYaeT 3HaUYeHNe Mo YMOMYaHWIO.

CuHTaKkcuc

sta-limit <LIMIT>
no sta-limit

MapameTpbl

<LIMIT> — MakcumasibHOe 41C/o Nosib30BaTesiel, NPUHUMAET 3HauyeHusi B avanasoHe [0-64] ("0" cnyxuT ans
OTK/TIOYEHUS OTPAHNYEHWS).

3HauyeHue No yMmo4aHuio
0
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# sta-limit 64

station-isolation

[JlaHHas koMaHAa akTMBUPYET N30/1ALMI0 Tpaduka Mexay KNMeHTaMu B npeaenax 04HON BUPTYaslbHON TOUKM

focrtyna.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaHZbl (N0) OTK/OYAET U30NSLMIO.

CuHTakcuc

[no] station-isolation

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# station-isolation

vlan-id
[aHHasi KoMmaHAa Ha3HavaeT vlan Ha BUPTyasibHYH TOYKY AOCTyna.

Vicnonb3oBaHue oTpuuaTenibHoi (DOpMbl KOMaH bl (N0) MPUMEHSIET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

vlan-id <ID>
no vlan-id

202



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

MapameTpbl

<ID> - naeHTudukartop vlan, npuHMmaeT 3HaueHust B guanasoHe [0-4094].

3HauyeHue No yMmo4aHuio
0

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# vlan-id 1111

vlan-priority
[JaHHasa KoMaH4a HazHa4YaeT NPUOPUTET Ha KNMEHTCKUIA Tpadimk.

icnonb3oBaHune oTpuLaTesibHoW hopMbl KOMaHbl (NO) NPUMEHSIET 3HAUYEHME N0 YMOTYaHUIO.
CuHTakcuc
vlan-priority <PRIORITY>

no vlan-priority

MapameTpbl

<PRIORITY> — npvopuTeT, fOCTYMNHbIE 3HAYEHUS:
* auto;
* 3HaueHusa n3 ananasona [0.. 7).

3HauyeHue No ymosi4aHuio

auto

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# vlan-priority auto
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vlan-trunk
[JaHHas komaHga aktusumpyeT pyHKumio Vlan Trunk.

cnonb3oBaHue oTpulatenbHol hopMbl kKoMaHAabl (N0) AeakTMBMPYET (RYHKLMLO.

CuHTakcuc

[no] vlan-trunk

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-SSID-PROFILE

Mpumep

wlc(config-wlc-ssid-profile)# vlan-trunk

HacTtpoiika meHegxepa o6HoBNeHus NO

update-manager

JaHHaa komaHga OCYLWLECTB/IAET nepexon B pexnm HaCTp0I7IKI/I MeHepKepa 06HoBNeHus MO Touek AocTtyna no
pacnmncaHuio.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHzbl (NO) yAaNIAeT CKOHPUIYPUPOBaHHbIE HACTPOIKM.

CuHTakcuc

[no] update-manager

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-WLC
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Mpumep

wlc(config-wlc)# update-manager

end-time

[JaHHasi KomaHa 3a7aeT OKOHYaHVe BPEMEHHOTO MHTEPBA/a, B KOTOPOM NPOV3BOANTCS 06HOBNEHMe MO
TOYEK [I0CTYNa, Koraa BKUYEH MeHemkep 06HoBneHus MO no pacnucaHuio (update-mgr).

Vicnonb3oBaHue oTpuLaTeNbHo (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

end-time <TIME>
no end-time

MapameTpbl

<TIME> — OKOHYaHWe MHTepBasia BPEMEHW, B KOTOPbIN NPOM3BOAUTCA 06HOBEHNe MO Touvek AoCTyna,
3apaétca B Buae HH:MM, rpe:

« HH - vacsl, npuHumaeT 3HaueHue [0..23];
« MM = MUHYTBI, NpuHUMaET 3HadeHue [0 .. 59].

3HauyeHue No ymosiuaHuio
04:00

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-UPDATE-MANAGER

Mpumep

wlc(config-wlc-update-manager)# end-time 04:00

scheduled
[aHHasi KoMmaHAa akTUBMPYET paboTy MeHemkepa 06HoBNeHMSA MO Touek AOCTyna No pacnmcaHuio.

cnonb3oBaHue oTpuuaTenbHoli hopmMbl KoMaHbl (N0) OTKAOYAET MeHemxep 06HoBeHMs MO no
pacnucaHuio.

CuHTakcuc
[no] scheduled

MapameTpbl

KomaHga He coaepXut napamMeTpoB.
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3HauyeHue No yMmo4aHuio

OTKtOYEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-UPDATE-MANAGER

Mpumep

wlc(config-wlc-update-manager)# scheduled

start-time

[aHHas KomMaHAa 3aaeT Ha4yaslo BPEMEHHOro NHTepBasa, B KOTOPOM NPor3BoanTCs 06HoBMeHMe MO Touek
[0CTYNa, Koraa BKoUeH MeHemxkep o6HoBeHust MO no pacnucaHuio (update-mgr).

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

start-time <TIME>
no start-time

MapameTpbl

<TIME> — Hayas10 MHTepBasia BpeEMEHMU, B KOTOPbIA NPon3BOAMTCA 06HOBNEHMe MO Touek AocTyna, 3agaéTcs
B Bunage HH:MM, rae:

+ HH - vachl, npuHumaeTt 3HaueHue [0..23];
* MM = MUHYTBI, NpuHUMAaET 3HadeHue [0 .. 59].

3HauyeHue No ymosi4aHuio
03:00

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-UPDATE-MANAGER

Mpumep

wlc(config-wlc-update-manager)# start-time 05:00
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HacTpoiika pesepBupoBaHuA

failover

[aHHasa KomaHaa OCYLLECTBASET NEPEXO, B PEXUM HACTPOWKu pesepsupoBaHms WLC.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaH bl (NO) yAansieT CKOHPUIYPUPOBaHHbIE HACTPOIKM.

CuHTaKkcuc

[no] failover

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZHbIi pexum
CONFIG-WLC

Mpumep

wlc(config-wlc)# failover

enable

[aHHasi KomaHa akTUBMPYeT paboTy pesepsrpoBaHus WLC.

icnonb3oBaHue oTpuLaTenbHo hopMbl KOMaH bl (N0) BbIK/THOUAET paboTy pesepBrpoBaHns WLC.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-FAILOVER
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Mpumep

wlc(config-wlc-failover)# enable

local-address

[laHHoli komaHfoi yctaHaBnvBaeTcs IP-aapec, nopt (TCP 873), ¢ koToporo 6yeT ycTaHaBNMBaTbCS
coefiMHeHNe ¢ coceoM.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAansieT ycTaHOB/EHHBIN IP-aapec.

CuHTakcuc
local-address <ADDR>

no local-address

MapameTpbl

<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb npuHUMaeT 3HaueHus [0..255].

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-FAILOVER

Mpumep

esr(config-wlc-failover)# local-address 192.168.1.1

remote-address

[JaHHoii KomaHoii yctaHaenmBaeTcs IP-agpec, nopt (TCP 873), yaaneHHoro MapLupyTnsaTopa, C KOTopbIM
OyeT ycTaHaB/MBATLCA COEANHEHNE.

Vicnonb3oBaHue oTpuuaTenbHoi hopMbl KOMaHabl (No) yaanset IP-agpec.

CuHTaKkcuc
remote-address <ADDR>

no remote-address

MapameTpbl

<ADDR> — IP-agpec yganeHHoro mapLipyrtmsaropa.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-FAILOVER
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Mpumep

[MpoBepka Lenu:

esr(config-wlc-failover)# remote-address 192.168.1.2

vIrp-group

[aHHoin kKomaHaon ykasbiBaetc VRRP-rpynna, no cOCTOAHMIO KOTOPOi ByAeT onpeaenseTcs MacTepcTBo npu
pa6orte failover WLC.

cnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAANSET YKasaHHYH VITP-group 13 KoHdurypaumm
failover WLC.

CuHTakcuc

vrrp-group <GRID>

no vrrp-group

MapameTpbl

<GRID> - naeHtudmkatop rpynnsl VRRP-MapLupyTu3aTopa, NpuHMMaeT 3HadeHus [1..32].

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomMaHAHbIV peXxum
CONFIG-WLC-FAILOVER

Mpumep

esr(config-wlc-failover)# vrrp-group 2

KomaHAbl npocMmoTtpa

show wic

[aHHaa KomaHga ncnosnb3yeTcs A1a npocmoTpa obulel nHgopmaumn o paéote WLC. B BbiBoAe COAEPXKUTCS
o6LLee KONMMYEeCTBO TOUEK AOCTYNa; KOIMYECTBO TOYEK A0CTYNa, HAXOAALMXCA B ONpPefesieHHOM cTartyce,
obulee KoNnyecTso 6eCcnpPoBOAHBLIX KIIMEHTOB, NOAKMHOYEHHbIX KO BCEM TOUYKaM A0CTyna, HaXoAAaLWUMCA Nos
ynpas/ieHNeM KOHTPO/epa, N KONIMYEeCTBO K/TIMEHTOB, MOAK/IIOYEHHbIX B K&XKA0M YaCTOTHOM AuanasoHe;
obuee konuyectso SSID n konnyectso SSID, padoTaroWmnx B KaXXA0M 4YaCTOTHOM AuanasoHe.

OnvcaHune cTaTycoB:

Active — Touka gocTtyna noAkoyeHa, CKoOHUrypmpoBaHa 1 HaxoguTcs B paboTe;

Failed — Touka gocTyna oTk/ilo4EHA UK A0 Hee NOTEPSIH AOCTYN;

Applying cfg — coeanHeHune no npotokosy netconf ycTaHOBNEHO 1 TOUKA B AaHHbIA MOMEHT NPUMEHSIET
KoHurypauwio, creHepuposaHHyo WLC;

Cfg Failed — koHourypauus Ans Touku npeaoctassieHa ¢ owmbkamu. NMogpobHee MOXHO NOCMOTPETb
komaHgoii show wic configuration warnings;

Ready — Touka goCTyna COAepXUT akTyaslbHYyH BEPCUIO MPOrpaMMHOro obecneyeHuns, yctaHoBuna
naposib U3 KOHUIypaLmmn 1 rotosa K CoeAIMHEHUIO N0 NPOTOKoNy netconf;
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+ Rebooting — Touka gocTyna nepesarpyxaercsi no 3anpocy agMUHUCTPAToPa;

+ Reconnecting — Touka gocTyna npekpatuna netconf-coeguHeHne 1 NbiITaeTcs CHOBA NMOAK/OUYNTLCS;

+ Registering — Touka focTyna npoLuia perucTpauuto 1 nosyunnia cepTudukar,

+ Sandboxed - coeamHeHue no netconf yctaHoBneHo, HO Ha WLC HET KoHgurypauum Ans AaHHoW TOUKH,
MO3TOMY Ha Hee NPUMEHSIETCS KOH(MIypaLuyum no YMOMUYHUIO;

+ Updating creds — B AaHHbIi1 MOMEHT Touka 0GHOB/ISIET Naposib, netconf-coeanHeHne pas3opBaHo;

+ Upgrading FW - Ha Touke foCTyna NpoucxoauT 06GHOB/IEHNE NPOrPaMMHOI0 06ecrnedeHus.

CuHTakcuc

show wlc

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep

wlc-30# sh wlc

AP Status Count
Active 1
Failed 0
Applying cfg 0
Cfg Failed 0
Ready 0
Rebooting 0
Reconnecting 1
Registering 0
Sandboxed 0
Updating creds 0
Upgrading FW 0
Total 2
Clients Count
Clients 2g 0
Clients 5g 0
Total 0
SSIDs Count
SSIDs 2g 1
SSIDs 5g 1
Total 2

210



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

show wilc airtune

[aHHasi KoMmaHga ncnonb3yeTca AN npocmoTpa nHdopMauun o paboTe airtune. B BbIBOAE COAEPXKMUTCA
obLiee KONMYECTBO TOUEK OCTYNa; KONMYECTBO TOYEK AOCTYMNa, HAXOAALWMXCS NoA, ynpaBieHuem airtune,
pasgeneHHbie no ap-location.

Takxe MOXHO ykasaTb mac-afpec TOUKM A0CTyna Ans NosyyeHns AeTasibHoW MHdopMaLmm.

CuHTakcuc

show wlc airtune [<MAC-AP>]

MapameTpbl
<MAC-AP> - MAC-agpec To4kun goctyna B cpopmare HH:HH:HH:HH:HH:HH

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIi pexum
ROOT
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Mpumep

wlc-30# show wlc airtune
AP location
default-location
no-airtune

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

AP airtune AP count
2 3
0] 1

wlc-30# sh wlc airtune e8:28:cl:da:f6:40
MAC address: 'e8:28:cl:da:f6:40':
2g
MAC radio: e8:28:cl:da:f6:40
Status: Up
Locked TPC: 0
Locked DCA: 0
Locked balancer: 1
Channel: 1
Power: 11
Max power: 16
Min power: 11
Bandwidth: 20
Available channels: 1,6,11
SSID: ntv_notgre
MAC VAP: e8:28:cl:da:f6:41
802.11k: Disabled
802.11r: Disabled
5g
MAC radio: e8:28:cl:da:f6:48
Status: Up
Locked TPC: 0
Locked DCA: 0
Locked balancer: 1
Channel: 36
Power: 19
Max power: 19
Min power: 11
Bandwidth: 20
Available channels: 36,40,44,48,52,56,60,64,132,136,140,144,149,153,157,161,165
SSID: ntv_notgre
MAC VAP: e8:28:cl:da:f6:49
802.11k: Disabled
802.11r: Disabled

show wilc airtune roaming statistics

[aHHasi KomaHa UCnosb3yeTcs A8 NPOCMOTPa CTATUCTVKM POYMUHTa B JTIOKaLmMi. Bo3MoxHa chunsTpaums no
mac-agpecy TOUKM JOCTyna U/UnM YaCTOTHOMY [ManasoHy.

CuHTakcuc

show wlc airtune roaming statistics <AP-LOCATION> [<MAC-AP> [<BAND>] | <BAND>]

MapameTpbl
<AP-LOCATION> — Ha3BaHue CyLeCcTBYOLLEro npoduasa nokawumm, 3agaeTca CTPoKol 40 235 CMMBOSOB;

<BAND> — 4yacTOTHbI AnanasoH, 4oNyCTUMbI 3Ha4YeHus: 2g, 5g.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

wlc-30# show wlc airtune roaming statistics default-location

2g
MAC AP MAC VAP 802.11k 802.11r FBT links SSID
e8:28:cl:da:f6:40 e8:28:cl:da:f6:41 Disabled Disabled 0 ntv_notgre
e8:28:cl:fd:c0:a0 e8:28:cl:fd:c0:a0 Disabled Disabled 0 ntv_notgre
S8
MAC AP MAC VAP 802.11k 802.11r FBT links SSID
e8:28:cl:da:f6:40 e8:28:cl:da:f6:49 Disabled Disabled 0 ntv_notgre
e8:28:cl:fd:c0:a0 e8:28:cl:fd:c0:b0O Disabled Disabled 0 ntv_notgre

wlc-30# show wlc airtune roaming statistics default-location e8:28:cl:da:f6:40 5g

S8
MAC AP MAC VAP 802.11k 802.11r FBT links SSID
e8:28:cl:da:f6:40 e8:28:cl:da:f6:49 Disabled Disabled 0 ntv_notgre
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show wilc airtune rrm optimization report

[JaHHas KomaHza 1cnonb3yeTcs 418 NpocMoTpa oTyeTa onTuMu3aummn B siokauum. Bo3MoXHO NpocMOTpeTb
OTYET 3a YKa3aHHOe KO/IMYEeCTBO AHEeN A0 HACTOSALLEro MOMeHTa U/unimn ¢ punbsTpauueil no YacToTHOMY
AmanasoHy.

CuHTakcuc

show wlc airtune rrm optimization report <AP-LOCATION> [<DAYS> [band <BAND>]| band
<BAND>]

MapameTpbl
<AP-LOCATION> — Ha3BaHue cyLecTByoLLEero Nnpodunsa nokawumm, 3aaaeTcs CTPoKol 4o 235 CMMBONOB;
<DAYS> — KkoNn4ecTBO AHel A0 HACTOALWEr0 MOMEHTA, BO3MOXHbI 3Ha4YeHus ot 0;

<BAND> — 4yacTOTHbIli AranasoH, 4ONyCTUMbI 3HaYeHus: 2g, 5g.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomaHgHbIi pexum
ROOT
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Mpumep

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

wlc-30# show wlc airtune rrm optimization report default-location

Report timezone: GMT 0
AP location timezone: GMT +7

2g
MAC AP IP address
Power Power Channel Channel
before after before after

100.166.1.11

11 11 1 1
e8:28:cl:fd:c0:a0 100.166.1.13
6 6 6 6

5g
MAC AP IP address
Power Power Channel Channel
before after before after

e8:28:cl:fd:c0:a0
19 10 44

wlc-30# show wlc airtune rrm optimization report default-location 5 band 5

100.166.1.11
36

100.166.1.13
44

Report timezone: GMT 0
AP location timezone: GMT +7

5g
MAC AP IP address
Power Power Channel Channel
before after before after

e8:28:cl:da:f6:40

e8:28:cl:fd:c0:a0

e8:28:cl:da:f6:40

e8:28:cl:fd:c0:a0

e8:28:cl:da:f6:40

e8:28:cl:fd:c0:a0

100.166.1.11
36
100.166.1.13
36
100.166.1.11
36
100.166.1.13
44
100.166.1.11
36
100.166.1.13
44
100.166.1.11
36
100.166.1.13
44

Board type

WOP-2L

WEP-3ax

Board type

WOP-2L

WEP-3ax

Board type

WOP-2L
WEP-3ax
WOP-2L
WEP-3ax
WOP-2L
WEP-3ax
WOP-2L

WEP-3ax

AP location

default-location

default-location

AP location

default-location

default-location

AP location

default-location

default-location

default-location

default-location

default-location

default-location

default-location

default-location

Report time

22.04.2023 04:22

22.04.2023 04:22

Report time

22.04.2023 04:22

22.04.2023 04:22

Report time

18.04.2023 07:43
18.04.2023 07:43
19.04.2023 04:22
19.04.2023 04:22
20.04.2023 04:22
20.04.2023 04:22
21.04.2023 04:22

21.04.2023 04:22
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e8:28:cl:da:f6:40 100.166.1.11 WOP-2L default-location 22.04.2023 04:22
19 19 36 36
e8:28:cl:fd:c0:a0 100.166.1.13 WEP-3ax default-location 22.04.2023 04:22
19 10 44 44

show wilc airtune rrm statistics

JaHHaa komaHga ncnonb3yercsa 4/ npocMmoTpa ctatucTukn RRM B nokauun.

CuHTakcuc

show wlc airtune rrm statistics <AP-LOCATION>

MapameTpbl

<AP-LOCATION> — Ha3BaHue CyLeCcTBYOLEro Npouas nokawumm, 3agaeTcs CTpokoi Ao 235 CMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT
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Mpumep

wlc-30# show wlc airtune rrm statistics default-location

2g

MAC AP MAC radio
Assoc Available

clients channels

e8:28:cl:da:f6:40 e8:28:cl:da:f6:40
0 1,6,11
e8:28:cl:fd:c0:a0 e8:28:cl:fd:c0:a0
0 1,6,11

S5g

MAC AP MAC radio
Assoc Available

clients channels

e8:28:cl:da:f6:40 e8:28:cl:da:f6:48
0 36,40,44,

48,52,56,
60,64,132

e8:28:cl:fd:c0:a0 e8:28:cl:fd:c0:b0
0 36,40,44,

48

show wilc airtune sessions

Status

Up

Up

Status

Up

Locked

DCA

Locked

DCA

Locked

TPC

Locked

TPC

Channel

Channel

44

Power

Power

10

Bandwidth

20

20

Bandwidth

20

[JaHHas KomaHa UCnosb3yeTcs A/18 NPOCMOTPa aKTUBHbIX CECCUIA B airtune B yKasaHHO /loKaLuu.

CuHTakcuc

show wlc airtune sessions <AP-LOCATION>

MapameTpbl

<AP-LOCATION> — Ha3BaHue CyLeCcTBYIOLLEro npouas aokawlmm, 3agaeTca CTPOKoin 4o 235 CMMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
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Mpumep

wlc-30# show wlc airtune sessions default-location

MAC AP IP address Board type Session ID AP location
e8:28:cl:da:f6:40 100.166.1.11 WOP-2L 1 default-location
e8:28:cl:fd:c0:a0 100.166.1.13 WEP-3ax 2 default-location

show wlc configuration warnings

[JaHHasi KomaHa Ucnosb3yeTcs 4718 NPOCMOTPa NpeAynpexaeHnii o npobnemax, CBsi3aHHbIX C NPYMEHEHEM
3a[]aHHOI KOHGIMIypaLmmn Ha TOUKU AoCTyna.

CuHTakcuc

show wlc configuration warnings

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

wlc-30# show wlc configuration warnings

No Message
0 Cannot apply ssid 'test' to radio 'wlan®' on
'cc:9d:a2:c7:c6:50'
1 Cannot apply ssid 'test' to radio 'wlanl' on

'cc:9d:a2:c7:c6:50"

show wic ap

[JaHHasi KomaHga Ucnosb3yeTcs A1 NPOCMOTPa MHGIOPMALIMK O TOUKax A0CTyna, 06C1yKMBAEMbIX
KOHTposnepoM. BbiBog coaepxut MAC-aapec, IP-aapec To4uku AoCTyna, MOAEb TOUKM [0CTyNa, BepPCuio
MporpaMMHOro 06ecneyeHus], CTaTyc, KOJIMYECTBO K/TMEHTOB U ApYryto UHopMaLyIo.

OnuncaHve cTaTycos:

+ Active — Touka AOCTyna NoaKI4YeHa, CKOH(UIypupoBaHa n HaxoguTcst B paborTe;

+ Failed — Touka gocTyna oTk/t0ueHaA UK [0 Hee NOTepsiH JOCTyr;

+ Applying cfg — coeanHeHune no npotokony netconf yctaHOBNEHO 1 TOYKa B AaHHbIA MOMEHT NPUMEHSIET
KoHchurypauuto, creHepripoaHHyto WLC;

+ Cfg Failed — koHurypaums onia Toukm npegocTtaBneHa ¢ owmnbkamn. NMogpobHee MOXHO MOCMOTPETb
KomaHgoi show wlc configuration warnings;
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+ Ready - Touka foCTyna COAEPXUT akTyaslbHYy0 BEPCUIO NMPOrpamMMHOIo 06ecrneyeHusl, yctaHoBmna
naposib U3 KOHUTypaLmMi 1 ToToBa K COeIMHEHMIO Mo NpoTokosy netconf;

+ Rebooting — Touka gocTyna nepesarpyxaercsi No 3anpocy agMUHUCTPATOPa;

+ Reconnecting — Touka gocTya npekparuna netconf-coeiMHeHne 1 NbITAETCS CHOBA MOAK/THOUNTLCS;

+ Registering — Touka focTyna npoLuia perucTpauuto 1 nonyynna cepTudukar,

+ Sandboxed - coeamHeHue no netconf yctaHoBneHo, HO Ha WLC HEeT KoHgmrypauum ans AaHHOW TOUKH,
MO3TOMY Ha Hee NPUMeHSIETC KOHMIypaLym no yMmo4aHuio;

+ Updating creds — B AaHHbI1 MOMEHT Touka 0GHOB/SIET Naposib, netconf-coeanHeHne pas3opBaHo;

+ Upgrading FW - Ha Touke foCTyna Npoucxoaut o6GHOB/IEHNE NPOrPaMMHOI0 06ecrnedeHus.

CuHTakcuc
show wlc ap [<AP-MAC>] [detailed] [detailed <AP-MAC>]

MapameTpbl

<AP-MAC> — MAC-agpec Touku goctyna. MNpu ykazaHu1 AaHHOro napameTpa 6yaeT oTobpaxeHa nHgopmawms
TO/IbKO MO 3aZlaHHO TOYKe AocTyna.

detailed — npocmoTp Nnoapo6HoOIt MHhopMaL MK NO OAHOI NN BCEM TOYKaM AoCcTyna.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep

wlc-30# show wlc ap
MAC address
Ap-location

Status

e4:5a:d4:f0:6e:b0
gre

Applying cfg

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

IP address Board type Hostname
Uptime Clients(2g/5g/all)

100.166.3.20 WEP-1L ap.6e-bo
000d, 20:42:36 0/0/0

wlc-30# show wlc ap e4:5a:d4:f0:6e:b0 detailed

AP e4:5a:d4:f0:6e:b0:
MAC address:
Status:

Status description:
IP address:

Board type:

SW version:

Serial number:

HW version:

First activity at:
Connected at:

Last activity at:
Clients 2g:

Clients 5g:

Clients all:
Hostname:
Ap-location:
Configured as:
Netconf connection state:
Description:
Uptime:

show wilc ap interfaces

e4:5a:d4:f0:6e:b0
Active
100.166.3.20
WEP-1L

2.3.0 build 371
WP3C002328

2vl

2023.11.07 18:13
2023.11.08 14:32
2023.11.08 14:32
0]

0]

0]

ap.6e-bo

gre

ap-entry e4:5a:d4:f0:6e:b0
Alive

20 hours, 42 minutes and 42 seconds

[aHHasi KomaHa UCnosb3yeTcs A1 NPOCMOTPA MHGOPMALIMK U CYETUINKOB MO MHTEphelicaM ToUKK AoCTyna.

CuHTakcuc

show wlc ap interfaces <AP-MAC> [<IF-NAME>]

MapameTpbl

<AP-MAC> - MAC-agpec Touku goctyna B cpopmare HH:HH:HH:HH:HH:HH. ByaeT BbiBegeHa nHopmauusa n
cTaTucTMKa No nHTepdericam ykasaHHOM TOUKM 4OCTYynNa,;

<IF-NAME> — Ha3BaHu1e nHTepdeica ToUKM AOCTYNa, 3a4aeTca CTPOKoM Ao 15 cumBosioB. MNpu ykaszaHun
[aHHOro napametpa 6yaet oTobpaxeHa CTaTUCTUKa TOIbKO MO YKazaHHOMY MHTepdeicy.

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KoMaHAHbIV pexum
ROOT
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Mpumep

wlc-30# show wlc ap interfaces e8:28:cl:da:c9:b0o

Interface MAC address State RX bytes RX packets RX errors RX drops
bro e8:28:cl:da:c9:bo Up 0 0 0 0
etho e8:28:cl:da:c9:b0 Up 33691 299 0 0
lsw e8:28:cl:da:c9:bl Up 0 0 0 0
user-gre e8:28:cl:da:c9:b2 Up 0 0 0 0
wlan® e8:28:cl:da:c9:bo Up 0 0 0 0
wlan®-va0 e8:28:cl:da:c9:bl Up 0 0 0 0
wlan®-val 00:e0:4c:81:86:86 Down 0 0] 0] 0]
wlan®-va2 00:e0:4c:81:86:86 Down 0 0] 0] 0]
wlan®-va3 00:e0:4c:81:86:86 Down 0 0] 0] 0]
wlanl e8:28:cl:da:c9:b5 Up 0 0 0 0
wlanl-va0 e8:28:cl:da:c9:b6 Up 0 0 0 0
wlanl-val 00:e0:4c:81:86:86 Down 0 0] 0] 0]
wlanl-va2 00:e0:4c:81:86:86 Down 0 0] 0] 0]
wlanl-va3 00:e0:4c:81:86:86 Down 0 0] 0] 0]
Interface MAC address State TX bytes TX packets TX errors TX drops
bro e8:28:cl:da:c9:b0 Up 0 0 0 0
etho e8:28:cl:da:c9:b0 Up 88245 273 0 0
lsw e8:28:cl:da:c9:bl Up 0 0 0 0
user-gre e8:28:cl:da:c9:b2 Up 0 0 0 0
wlan® e8:28:cl:da:c9:b0 Up 0 0 0 0
wlan®-va0 e8:28:cl:da:c9:bl Up 0 0 0 0
wlan®-val 00:e0:4c:81:86:86 Down 0] 0 0] 0]
wlan®-va2 00:e0:4c:81:86:86 Down 0] 0 0] 0]
wlan®-va3 00:e0:4c:81:86:86 Down 0] 0 0] 0]
wlanl e8:28:cl:da:c9:b5 Up 0 0 0 0
wlanl-va0 e8:28:cl:da:c9:b6 Up 0 0 0 0
wlanl-val 00:e0:4c:81:86:86 Down 0] 0 0] 0]
wlanl-va2 00:e0:4c:81:86:86 Down 0] 0 0] 0]
wlanl-va3 00:e0:4c:81:86:86 Down 0] 0 0] 0]

wlc-30# show wlc ap interfaces e8:28:cl:da:c9:b0 wlan®-va0
Interface wlan0-va0:

MAC address: e8:28:cl:da:c9:bl
Operational state: Up

Link speed: 144444444

Duplex: unavailable

Actual transmit rate:
Actual receive rate:
Transmit bytes:
Receive bytes:
Transmit packets:
Receive packets:
Transmit errors:
Receive errors:
Transmit drops:
Receive drops:

[ol ool ol oMol oMol olNo)

show wilc ap radios

JaHHaa komaHga NCNosb3yeTcAa AJiA NMPOCMOTPa OCHOBHLIX NapamMeTpoB pa,qMOMHTep(beVICOB TOYKM AOoCTyna.
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CuHTakcuc
show wlc ap radios <AP-MAC> [<IF-NAME>]

MapameTpbl

<AP-MAC> — MAC-agpec Toukun goctyna B popmare HH:HH:HH:HH:HH:HH. byaeT BbiBegeHa nHgopmauus o
paanonHTepdiencax ykasaHHOM TOUKN AOCTYNa;

<IF-NAME> — Ha3BaHue pagnovHTepdenca ToUKM A0CTyNa, 3aaeTcs CTpoKon Ao 15 cumBonoB. MNpu ykasaHum
[AHHOro napameTpa 6yaeT oTobpaxkeHa NHopmaLmsa TONIbKO MO YKazaHHOMY paanovHTepdoeiicy.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep

wlc-30# show wlc ap radios e8:28:cl:da:c9:b0
Radio wlano:

Band: 2.4

MAC address: e8:28:cl:da:c9:bo
Status: Enabled

Channel: 11

Frequency: 2462

Bandwidth: 20

TX power: 16

Radio wlanl:

Band: 5

MAC address: e8:28:cl:da:c9:b5
Status: Enabled

Channel: 48

Frequency: 5240

Bandwidth: 20

TX power: 19

wlc-30# show wlc ap radios e8:28:cl:da:c9:b0 wlanl
Radio wlanl:

Band: 5

MAC address: e8:28:cl:da:c9:b5
Status: Enabled

Channel: 48

Frequency: 5240

Bandwidth: 20

TX power: 19

show wic ap vap

[JlaHHan komMaHza 1cnonb3yeTcs A1 NPOCMOTPa OCHOBHbIX MapamMeTpoB BUPTYasibHbIX Todek goctyna (VAP)
TOUKM gocTyna.
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CuHTakcuc
show wlc ap vap [<AP-MAC> | ap-location <AP-LOCATION>]

MapameTpbl

<AP-MAC> — MAC-agpec Toukun goctyna B popmare HH:HH:HH:HH:HH:HH. byaeT BbiBegeHa nHgopmauus o
VAP yKa3zaHHOW TOUKM AOCTYNa;

<AP-LOCATION> — Ha3BaHue npodnns AoKauun, 3agaetcs CTPoKon Ao 235 cumBonoB. Npu ykaszaHUn AaHHOro
napameTpa 6byaet otobpaxeHa nHopmauus To/IbKO NO YKa3aHHO| foKaLun.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep

wlc# sh wlc ap vap
MAC AP
Auth type

wlc# show wlc ap vap e€8:28:cl1:00:27:11
RadioID

Hostname
type Ccl

ap_414_wep
Enterprise 0
ap_414_wep

5

ap_414_wep
Enterprise 0
ap_414_wep

PSK 0]
ap_414_wep
Enterprise 0
ap_414_wep

PSK 0]
ap_414_wep

PSK 2

WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

Hostname
Clients

ap_414_wep

WPA2 Enterprise
ap_414_wep

Open

ap_414_wep

WPA2 Enterprise
ap_414_wep

WPA PSK
ap_414_wep

WPA2 Enterprise
ap_414_wep

WPA2 PSK
ap_414_wep

WPA2 PSK
ap_414_wep

WPA2 Enterprise

WPA2 Enterprise

Open

WPA2 Enterprise

WPA PSK

WPA2 Enterprise

WPA2 PSK

WPA2 PSK

WPA2 Enterprise

ients

RadioID VapID
0 0
0 1
1 0
1 1
1 2
1 3
1 4
1 5
0 0
0 1
1 0
1 1
1 2
1 3
1 4
1 5
SSID

default-ssid30

default-ssid_off

default-ssid30

ssid_WPA

ssid_WPA2_1X

ssid_WPA2_WPA3

ssid_WPA3

default-ssid30

default-ssid_off

default-ssid30

ssid_WPA

ssid_WPA2_1X

ssid_WPA2_WPA3

ssid_WPA3

WPA2_WPA3_1X

default-ssid30

default-ssid_off

default-ssid30

ssid_WPA

ssid_WPA2_1X

ssid_WPA2_WPA3

ssid_WPA2_WPA3

WPA2_WPA3_1X

€8:28:¢c1:00:27:12

€8:28:¢c1:00:27:13

€8:28:¢c1:00:27:19

e8:28:¢c1:00:27:1a

e8:28:¢1:00:27:1b

e8:28:¢c1:00:27:1c

e8:28:¢1:00:27:1d

BSSID

Auth

WPA2

Open

WPA2

WPA

WPA2

WPA2

WPA2
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ap_414_wep 1 5 WPA2_WPA3_1X e8:28:¢c1:00:27:1e WPA2
Enterprise 0

wlc# sh wlc ap vap ap-location default-location

MAC AP Hostname RadioID VapID SSID BSSID
Auth type Clients

e8:28:¢c1:00:28:18 ap_515_wep 0 0 default-ssid30
e8:28:¢c1:00:27:12 WPA2 Enterprise 0

e8:28:¢c1:00:28:18 ap_515_wep 0 1 default-ssid_off
e8:28:¢c1:00:27:13 Open 10

e8:28:¢c1:00:28:18 ap_515_wep 1 0 default-ssid30
€8:28:¢1:00:27:19 WPA2 Enterprise 0

€8:28:¢c1:00:28:18 ap_515_wep 1 1 ssid_WPA
e8:28:¢cl1:00:27:1a WPA PSK 0

€8:28:¢c1:00:28:18 ap_515_wep 1 2 ssid_WPA2_1X
€8:28:¢c1:00:27:1b  WPA2 Enterprise 0

€8:28:¢c1:00:28:18 ap_515_wep 1 3 ssid_WPA2_WPA3
e8:28:¢cl1:00:27:1c WPA2 PSK 0

€8:28:¢c1:00:28:18 ap_515_wep 1 4 ssid_WPA3
€8:28:¢c1:00:27:1d WPA2 PSK 0

e8:28:¢c1:00:28:18 ap_515_wep 1 5 WPA2_WPA3_1X
e8:28:¢cl1:00:27:1e WPA2 Enterprise 1

show wilc clients

[JlaHHas komMaHza 1cnonb3yetcs 418 NPOCMOoTpa MHOPMAaLMK O NOAKTHYEHHbIX K KOHTPOEpY
6ecnpoBOAHbIX KNeHTax. Bo3aMoxHa hunstpaums no nokaummu, mac-agpecy KnneHTa uav Toukm AocTyna.

CuHTakcuc

show wlc clients [ <CLIENT-MAC> [detailed] | ap <AP-MAC> [detailed] | ap-location <AP-
LOCATION> [detailed]]

MapameTpbl

<CLIENT-MAC> — MAC-agpec 6ecnposogHoro knneHnta B ¢oopmare HH:HH:HH:HH:HH:HH. Mpun ykazaHun
[aHHOoro napametpa 6yaet oTobpaxeHa nHhopmMaLmsa To/1bKO 06 yKasaHHOM K/IMEHTe.

<AP-MAC> - MAC-agpec Toukun goctyna B ¢popmare HH:HH:HH:HH:HH:HH. ByneT BbiBEAeH CNUCOK K/TIMEHTOB
yKa3aHHOW TOYKM AOCTYNa;

detailed — npocmoTp nogpo6HoIt MHhopMaumm 0 BCex 6eCNPOBOAHBIX KNTMEHTAxX yKa3aHHOM TOUKM AOCTyna Uin
YKa3aHHOTO K/IMEHTa;

<AP-LOCATION> — nms AP-Location. byaeT BbiBeeH CN1COK KMEHTOB A1 TOYEK A0CTyna AaHHOM /IoKauuun.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZAHbIi pexum
ROOT
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Mpumep

wlc-30# show wlc clients

MAC User MAC AP Hostname AP SSID RSSI
AP-Location Username
d8:c7:71:¢c9:d8:19 e4:5a:d4:f0:6e:b0 ap.6e-bo MTV_ENTER -42

gre testerl23

wlc-30# show wlc clients ap e4:5a:d4:f0:6e:b0

MAC address IP address SSID Uptime
LQ Username
d8:c7:71:c9:d8:19 100.166.2.2 MTV_ENTER 00:01:18

80 testerl23

wlc-30# show wlc clients ap e4:5a:d4:f0:6e:b0 detailed

Client client-1:
MAC address:

d8:c7:71:c9:d8:19

IP address: 100.166.2.2
Hostname: DLI-TL20
SSID: MTV_ENTER
Interface: wlan0-va0
RSSI: -39 -32
SNR: 13 14

Transmit rate:
Receive rate:

MCS4 NO SGI 39
MCS6 NO SGI 58.5

Wireless mode: n
Authorized: true
Username: testerl2s
Domain: wlc.root
Link Quality: 90

Link Quality Common: 85
Actual transmit rate: 476
Actual receive rate: 86
Transmit bytes: 27739443
Receive bytes: 1934683
Transmit packets: 21663
Receive packets: 11402
Uptime: 00:02:02
Transmit bandwidth: 20M
Receive bandwidth: 20M

show wilc journal ap

[JaHHasi KomaHa Ucnosb3yeTcs 4718 NPOCMOTPa MHGOPMALIMK O NPOLECce NOAKMOUEHUS K KOHTPONEpY,
06HOBMEHNMN 1 KOHDUTYPUPOBAHMM TOYEK OCTYnNa.

CuHTakcuc

show wlc journal ap [<AP-MAC>]

MapameTpbl

<AP-MAC> - MAC-agpec Touku goctyna B cpopmare HH:HH:HH:HH:HH:HH. ByaeT BbiBefeH xypHasi ¢
NHhopMaLmein 06 ykazaHHON TOUKM fOCTyna.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep

wlc-30# show wlc journal ap

2022-08-11T15:28:10+00:00 AP e8:28:cl:da:c9:b0 changed state to 'Registering'
2022-08-11T15:28:11+00:00 AP e8:28:cl:da:c9:b0 changed state to 'Registering'
2022-08-11T15:28:12+00:00 AP e8:28:cl:da:c9:b0 changed state to 'Ready'
2022-08-11T15:28:13+00:00 AP e8:28:cl:da:c9:b0 connected, board 'WEP-1L' sw version '1.2.6
build 5' dipaddr '192.168.1.2'

2022-08-11T15:28:13+00:00 AP e8:28:cl:da:c9:b0 changed state to 'Applying cfg'
2022-08-11T15:28:13+00:00 AP e8:28:cl:da:c9:b0 changed state to 'Active'

show wilc journal clients

[JlaHHas komMaHAa 1cnonb3yeTcs 418 NPOCMOTPa XypHasia NOAKMOUEHWIA KNIMEHTOB.

CunHTtakcuc
show wlc journal clients [<CLIENT-MAC>]

MapameTpbl

<CLIENT-MAC> — MAC-agpec 6ecnposogHoro knneHta B ¢oopmare HH:HH:HH:HH:HH:HH. Mpun ykazaHun
[aHHOoro napametpa 6yaet oTobpaxeHa HhopmMaLma B XypHasie TONbKO 06 yKa3aHHOM K/IMEHTe.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum
ROOT

Mpumep

wlc-30# show wlc journal clients

2022-09-14T13:30:17+00:00 client 60:ab:67:ba:89:24 Failed on AP cc:9d:a2:c7:c6:50 SSID test
reason 69, 'Incorrect password'

2022-09-14T13:30:34+00:00 client 60:ab:67:ba:89:24 Connected on AP cc:9d:a2:c7:c6:50 SSID test
RSSI: -46,-48

2022-09-14T13:30:52+00:00 client 60:ab:67:ba:89:24 Disconnected on AP cc:9d:a2:c7:c6:50 SSID
test reason 3, 'Sending station is leaving (or has left) IBSS or ESS'

show wilc service-activator aps

[laHHas KomaHAa Ucnonb3yeTcs A1 NPOCMOTPa TOYEK A0CTyNna B o4Yepeamn Ha perncrpaumio.
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OnuncaHve cTaTycos:

* registering — Touka A0OCTyna NoAk/U1Iack B CEpBUC-akTBaTopy (MpoBepKa Bepcuu NporpaMMHoOro

obecneyeHus);
+ awaited — Touka JOCTyna 0XnaaeT perucTpaLmio;
+ join-by-admin — peructpauus no KoMaHge agMUHUCTPATOPA;
+ join-auto — peructpauus B aBTOMaTUUECKOM PEXUME;

- joined - Touka AoCTyna 3aperucTpupoBaHa;
+ upgrading fw — Touka foCTyna HaxoAMTCs B NpoLecce 06HOB/IEHNS NPOrPaMMHOIN0 06ecneyeHus.

CuHTakcuc

show wlc service-activator aps

MapameTpbl

OTCcyTCTBYIOT.

Heo6xoaumblii ypoBeHb NpuBUIernii

1

KomaHaHbIi pexum

ROOT

Mpumep

wlc-30# show wlc service-activator aps

MAC address
HW version

16:79:b2:

1vl

72:59:d0:

1vl

a2:2f:d8:

1vl

a6:d6:6f:

1vl

a6:d6:6f:

1vl

a6:d6:6f:

1vl

63:

48

52:

46:

Status
Serial number

:fa:70 Registring

WP4B3850143

:56:a9 Awaited

WP4B4367838
23:35 Join-by-admin
WP4B7731186

:07:78 Join-auto

WP4B1435354

57:24 Joined
WP4B3465466

07:74 Upgrading_FW
WP4B4577656

KomaHabl ynpaBneHus

clear wlc airtune session

IP address

100.

100.

100.

100.

100.

100.

124,

124,

124,

124,

124,

124,

49.

49.

49.

49.

49.

49.

93

96

97

95

94

92

Board type
WEP-200L
WEP-200L
WEP-200L
WEP-200L
WEP-200L

WEP-200L

[laHHas KoMaH4a MCnonb3yeTcsl A1 OYMCTKIU CeCCuii airtune B lokaLui.

CuHTakcuc

clear wlc airtune session [<MAC-AP>]

SW version

1.6.2 build

1.6.2 build

1.6.2 build

1.6.2 build

1.6.2 build

1.5.0 build

11

11

11

11

11

15

228



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

MapameTpbl
<MAC-AP> — MAC-agpec Toukun goctyna B popmare HH:HH:HH:HH:HH:HH.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
ROOT

Mpumep

wlc-30# clear wlc airtune session cc:9d:a2:dd:87:50

clear wic ap

[aHHasi KomMaHJa UCMosb3yeTcs AN YAANEHNUs TOUeK J0CTyna.

CuHTakcuc

clear wlc ap [failed | joined [<MAC-AP>] | <MAC-AP>]

MapameTpbl
<MAC-AP> - MAC-agpec Touku goctyna B cpopmare HH:HH:HH:HH:HH:HH,;
failed — yganenue Bcex Touek goctyna, Haxoaswmxcs B ctartyce "Failed”;

joined — 0T3bIB cepTUMKATOB 4J18 BCEX TOYEK UM OAHOM NO yKazaHHOMY mac-afpecy.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep

wlc-30# clear wlc ap

clear wic journal

[aHHasi KomaHa UCMo/b3yeTcs AN YAANEHNS XYPHaIOB COBUTLI TOUYEK AOCTYNna U KIMEHTOB.

CuHTakcuc

clear wlc journal {ap | clients}
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MapameTpbl
ap — yganeHue xypHana cobbITUin TOHEK A4OCTYNa;

clients — ynaneHue xypHana co6bITUiA K/IMEHTOB.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep

wlc-30# clear wlc journal ap

join wlc ap

[aHHasi KOMaHa reHepupyeT KNMEHTCKME CEPTUUKATBI U PEFMCTPUPYET OAHY WK BCE TOUKM JOCTyNa Ha
WLC.

CuHTakcuc

join wlc ap [<MAC-AP>]

MapameTpbl
<MAC-AP> - MAC-agpec Touku goctyna B cpopmare HH:HH:HH:HH:HH:HH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT

Mpumep

wlc-30# join wlc ap

reload wic airtune rrm optimization

[JaHHasi KomaHa Ucnosb3yeTcs AN1A nepesarpy3ku Mofy/si ONTUMM3aUmn airtune B iokauun. B pesynstare
nepesarpy3ku Moay/si Npov30iaeT onTyMU3aLus.

CuHTakcuc

reload wlc airtune rrm optimization <AP-LOCATION>
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MapameTpbl

<AP-LOCATION> — Ha3BaHue CyLeCcTBYOLEro Npouas nokawumm, 3agaeTcsa CTPokoi Ao 235 cMMBO/IOB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
ROOT

Mpumep

wlc-30# reload wlc airtune rrm optimization default-location

reload wic ap

[JaHHasi KomaHa UCnosb3yeTcs AN18 Nepesarpy3ky ToUKM A0CTYNa, NOAKIHUYEHHON K KOHTPONIepy.

CuHTakcuc

reload wlc ap <MAC-AP>

MapameTpbl
<MAC-AP> - MAC-agpec Touku goctyna B cpopmare HH:HH:HH:HH:HH:HH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
ROOT

Mpumep

wlc-30# reload wlc ap cc:9d:a2:c7:c6:50

HacTtpolika norupoBaHusi Ha TOUYKax gocTyna

autolog address
[aHHoii komaHaown 3agaetca IP-agpec TFTP-cepBepa ans aBToMarnyeckol BbIrpy3kun /1I0r0B C TOUKM AOCTyna.

icnonb3oBaHue oTpuuaTenbHoi dhopmMbl KoMaHasl (No) yaanset IP-agpec TFTP-cepBepa 415 aBTOBbITPY3Ki
J10r0B.
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CuHTakcuc

address <ADDR>
no address

MapameTpbl

<ADDR> — IP-agpec TFTP-cepBepa 3agaétcsa B Buge: AAA.BBB.CCC.DDD, rge kaxgas 4actb npuHUMaeT
3HayeHus [0..255].

3HaueHue No yMmosi4aHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum

config-wlc-ap-profile

Mpumep
wlc(config-wlc-ap-profile)# address 192.168.1.1
autolog enable

[JaHHas komMaHza BK/I0YaeT aBTOBbLIrPY3KY JIOr0B C TOUKM AOCTYNa.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET aBTOBbIrPY3KY.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-WLC-AP-PROFILE
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Mpumep

wlc(config-wlc-ap-profile)# enable

autolog logfile-limit

[JaHHasi KomaHa ycTaHaB/MBAET NMOPOroBoe 3HaUeHWe pa3Mepa nanku ¢ ioraMn Ha Touke gocTtyna (/var/
log/), Npy NpeBbILLIEHUM KOTOPOTO 10TV ByAyT aBTOMATUYECKN BbITPYXEHbI HA 3aAaHHbI TFTP-cepeep npu
BK/THOUEHHOI1 onuum autolog.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc

logfile-limit <LIMIT>
no logfile-limit

MapameTpbl

<LIMIT> — noporoBoe 3HayeH/e pa3mepa narku ¢ 1oramm Ha Touke AoCTyna, NpUHUMAaET 3HayYeHne B
ananasoHe [0..20000] KB.

3HayeHue No ymosiyaHuio
10000

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# logfile-limit 5000

autolog period

[aHHas KomaHfa ycTaHaB/IMBaeT nepuog, OTNpaBku N10roB ¢ TOUKK AocTtyna Ha TFTP-cepsep npu BKNHOYEHHON
onumu autolog.

Mcnonb3oBaHue oTpuuaTensbHoli hopmMbl komaHbl (No) copackiBaeT napameTp Ha 3HAYEHKE Mo YMOTYAHUIO.

CuHTakcuc

period <TIME>
no period <TIME>
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MapameTpbl

<TIME> — nHTepBa/1 BpEMEHN B CEKYHAAX, Yepe3 KOTopbIi ByeT NPONCXoauTb aBToMaTnyeckas Bbirpyska
N0roB, NPUHUMAaET 3HadeHus [1.. 86400].

3HayeHue No ymosiMaHuio
600

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# period 3600

autolog retry

[aHHas komaH4a ycTaHaB/IMBaeT KO/IMYECTBO MOBTOPOB OTMPaBKM JIOF0B € TOUKM AocTyna Ha TFTP-cepsep
npwv BK/IKOYEHHO onuun autolog.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNE No YMOIHaHUIO.

CuHTakcuc

retry <COUNT>
no retry

MapameTpbl

<COUNT> - Ko/IM4yecTBO NOBTOPOB OTMNPaBKM /10T0B, A0NYCTUMbIe 3HadYeHus [0..5].

3Ha4yeHue no ymonyaHuio
3

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# retry 5
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syslog disable
[JaHHas komaH4a oTkoYaeT syslog Ha Touke gocTyna.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) BKOYAET syslog.

CuHTakcuc
[no] disable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# disable

syslog mode
[laHHas KoMaHAa ycTaHaBMBaET pexnMm paboTbl cepBuca syslog Ha Toukax gocTyna.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

mode { File | ServerAndFile }
no mode

MapameTpbl

File — 3anucob syslog 6yaet npon3BoauTLCS TOMBKO B JIOKa/IbHbIV (dain Ha Touke AocTyna B AnpekTopun /var/
log/;

ServerAndFile — syslog 6yaeT 3anucbiBaTbCs B (halisl Ha TOUKe AOCTyna 1 OTNPaBAATbLCA Ha 3afaHHbll syslog-
cepsep.

3HaueHue No yMoYaHUIo
File
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# mode ServerAndFile

syslog port
[JaHHasa komaH4a ykasbiBaeT HOMep nopTa cepsepa A/1 oTnpasku syslog.

Vicnonb3oBaHme oTpuuaTesibHoli (DopMbl KOMaH/bl (N0) copacbiBaeT NapameTp Ha 3HaYEeHWE MO YMOJTYaHWIO.

CuHTakcuc

port <NUMBER>
no port

MapameTpbl

<NUMBER> - Homep nopTa, npyHumaeT 3HadeHusa ot 1 4o 65535.

3HauyeHue No ymosi4aHuio
514

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# port 5555

syslog server
[laHHoI komaHaol 3agaeTcs agpec syslog-cepeepa Ans OTNpaBky flora ¢ TOYKM gocTyna.

icnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaH bl (N0) yaanseT agpec cepeepa.

CuHTakcuc

server <ADDR>
no server
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MapameTpbl
<ADDR> - IP-agpec unun goMmeHHoe nms cepsepa syslog.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# server 192.168.1.1

syslog size

[laHHas KoMaHAa ycTaHaBMBaeT pasmep doaiina syslog Ha Touke A0CTyna, Npyu NPEBbILLEHN KOTOPOro /10T
6yaeT nepesanuncbiBaTbCsl, YTOObI 06ECMNEUNTL POTALIMIO.

Vicnonb3oBaHue OTpMLLaTeﬂbHOVI (*JOprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNEe No yMoi4aHuio.

CuHTakcuc

size <LIMIT>
no size

MapameTpbl

<LIMIT> — makcMmanbHblIli pa3mep halina syslog Ha Touke AocTyna, NpMHMMAaEeT 3Ha4YeHne B
ananasoHe [0..1000] KB.

3Ha4yeHue no ymonyaHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# size 500
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trace
[JaHHasi KoMaHJa OCyLLEeCTB/ISIET NEPEXO, K HACTPOIKE TPACCMPOBOK TOUEK AOCTyNa.

icnonb3oBaHue oTpuLaTesnibHo hopMbl KOMaHbl (NO) yAaNAEeT CKOH(PUIYPUPOBaHHbIE HACTPOIAKM.

CuHTakcuc

[no] trace

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE

Mpumep

wlc(config-wlc-ap-profile)# trace

acsd debug-5¢g

[JaHHasi KOMaHa BK/YaeT A0NO0/HUTENIbHOEe /TorMpoBaHne Ans moayns 5 GHz nogcuctemMs! aBToBbIGOpa
pafnoYacTOTHOMO KaHasna Ha Touke AocTyna.

Micnonb3oBaHue oTpuLaTeNbHOi (DOPMbI KOMaH bl (N0) OTK/OYAET A0MNOMHUTE/ILHOE I0TVPOBaHNE.

CuHTakcuc

[no] acsd debug-5g

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue nNo ymosiMaHuio

BbliktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# acsd debug-5g

acsd debug-chanim

[laHHan komaHa BK/loYaeT AoNOSHUTENBHOE /TIOrMpoBaHne A8 Moayns chanim noacucTeMsl aBTOBbIGOpaA
pPaanoYacTOTHOIO KaHana Ha Touke AoCTyna.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaHZbl (N0) OTK/OYAET A0MNOHATE/IbHOE I0TMPOBaHNE.

CuHTakcuc

[no] acsd debug-chanim

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# acsd debug-chanim

acsd debug-dfsr

[JaHHasi KoMaHJa BK/OYaEeT A0MNOSHUTENIbHOEe NTorMpoBaHve ans moayns DFSr noacucTembl aBToBbIGOPA
pPaAMoYacTOTHOMO KaHasa Ha Touke AocTyna.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpPMbl KOMaH bl (N0) OTK/OYAET AOMNOMHUTE/ILHOE I0TVPOBaHNE.

CuHTaKkcuc

[no] acsd debug-dfsr

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3HauyeHue No yMmo4aHuio

BbIk/1to4eHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# acsd debug-dfsr

acsd enable

[laHHas KoMmaHAa BK/IKUaeT /1IorMpoBaHne NoAcUCTEMbl aBTOBbIGOPA PaAMo4acTOTHOMO KaHasla Ha ToUYKe
focTyna.

icnonb3oBaHme oTpuLaTeNibHO (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] acsd enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# acsd enable

acsd logfile

[aHHas komaHga 3afaeT Ha3BaHue haina nora NogcUcTeMbl aBTOBbIGOPA PaAMOYaCTOTHOIO KaHa a Ha TouKe
poctyna. ®ain 6yaet pacnonaratbCcs B gnpektopun /var/log/.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTaKkcuc

acsd logfile <FILENAME>
no acsd logfile

MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gvpektopum /var/log/ Ha Touke goctyna.

3HauyeHue No yMmo4aHuio

acsd.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# acsd logfile acsd.log

acsd logfile-limit

[JaHHasi KoMaHza ycTaHaB/MBaeT pasMep paiina fiora noAcrMcTeMbl aBTOBbIGOPA paAMoYacTOTHOMO KaHaia Ha
TOuKe [OCTyna, NPy NPEBbILEHMN KOTOPOrO J10T ByAeT nepe3anvcbiBaThCs, YTO6bI 06eCNeUnTs poTauyio.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

acsd logfile-limit <LIMIT>
no acsd logfile-limit

MapameTpbl

<LIMIT> — MmakcMmasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# acsd logfile-limit 2000

acsd loglevel

[JlaHHas komMaHza ycTaHaBNMBaET YPOBEHb /IOTMPOBAHUSA A5 NOACUCTEMbI aBTOBbIGOPA PaAMovacTOTHOTO
KaHana Ha Touke gocTyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

acsd loglevel { error | warn | info | debug }
no acsd loglevel

MapameTpbl

error — f1or 6yAeT 3anMcbiBaTbCA C YPOBHEM EITOr;
warn — sior 6ygeT 3anMcbiBaTbCs C YPOBHEM warning;
info — nor 6yaeT 3anucbiBaTbCs € ypoBHEM info;

debug — nor 6yzet 3anucbiBaTbcA ¢ ypoBHeM debug.

3HauyeHue No ymosi4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# acsd loglevel error

no acsd all

JaHHas komaHaa ycTaHaB/IMBaET 3HAYEHUSA MO YMOYaHUIO 419 BCeX napamMeTpoB /IorMpoBaHus NogcucTemMsl
aBTOBbI60pa pagano4yacTtoTHONo KaHasla Ha To4ke gocrtyna.

CuHTaKkcuc

no acsd all

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no acsd all

airtune enable

[JlaHHas komMaHza BK/I0YaEeT NI0rMpoBaHne areHTa LLeHTPa/IM30BaHHOTO Paanon/IaHMpoOBaHUS Ha TOUKe
focrtyna.

icnonb3oBaHme oTpuLaTeNibHO (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] airtune enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# airtune enable

airtune logfile

[aHHas komaHga 3afaeT Ha3BaHue haina nora areHTa LeHTPa/IM30BaHHOIO paguon/iaHnpoBaHUS Ha TOUKe
poctyna. ®ain 6yaet pacnonaratbCcs B gnpektopun /var/log/.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTaKkcuc

airtune logfile <FILENAME>
no airtune logfile

MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gvpektopum /var/log/ Ha Touke goctyna.

3HauyeHue No yMmo4aHuio

airtune.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# airtune logfile airtune.log

airtune logfile-limit

[JaHHas komMmaHza ycTaHaBvMBaeT pasmep haiina nora areHTa LeHTPaIM30BaHHOTO paanonIaHNpoBaHNs Ha
TOYKe JOCTYNa, NPV NPEBLILLIEHUM KOTOPOTOo /10T ByAeT nepe3anncbiBaTbCs, YTOObI 06eCNeUnTb poTaLmio.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

airtune logfile-limit <LIMIT>
no airtune logfile-limit

MapameTpbl

<LIMIT> — MmakcMmasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# airtune logfile-limit 2000

airtune loglevel

[JaHHas koMaHAa ycTaHaBMBaET YPOBEHb /IOTMPOBAHUS areHTa LLeHTPa/IM30BaHHOTO paavon/iaHUpoBaHUsS Ha
TOuKe gocTyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

airtune loglevel { error | warn | info | debug }
no airtune loglevel

MapameTpbl

error — f1or 6yAeT 3anMcbiBaTbCA C YPOBHEM EITOr;
warn — sior 6ygeT 3anMcbiBaTbCs C YPOBHEM warning;
info — nor 6yaeT 3anucbiBaTbCs € ypoBHEM info;

debug — nor 6yzet 3anucbiBaTbcA ¢ ypoBHeM debug.

3HauyeHue No ymosi4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# airtune loglevel error

no airtune all

[JaHHasi KomaHa ycTaHaBMBAET 3HAYEHUS MO YMOYaHWIo A/151 BCeX NapamMeTpoB JIOTMPOBaHMs areHTa
LIeHTpa/IM30BaHHOIO PaAMOoNIaHNPOBaHUS Ha TOUKe JOCTyna.

CuHTaKkcuc

no airtune all

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no airtune all

bandsteer enable

[aHHaa komaHza BKNYaeT iormposaHme nogcuctemol band steer, onpegenstowein ansa knaventa Wi-Fl
NPUOPUTETHLIM Ananas3oH 5 [T NPy NOAKIYEHNN K CETU Ha TOUKe AoCTyna.

icnonb3oBaHme oTpuLaTeNibHO (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] bandsteer enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# bandsteer enable

bandsteer logfile

[aHHas komaHga 3afaeT Ha3BaHue haiina nora nogcuctemsl band steer Ha Touke goctyna. ®aiin 6yget
pacnonaratbcs B gnpekTopum /var/log/.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTaKkcuc

bandsteer logfile <FILENAME>
no bandsteer logfile

MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gvpektopum /var/log/ Ha Touke goctyna.

3HauyeHue No yMmo4aHuio

bandsteerd.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# bandsteer logfile bandsteerd.log

bandsteer logfile-limit

[aHHaa komaHga yctaHaBnmBaeT pasmep haiina nora nogcuctemsl band steer Ha Touke goctyna, npu
npeBbILLEeHNN KOTOPOro Nor 6yAeT nepesanncbiBaTbCs, HTOObI 06ecneunTsb poTaumio.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

bandsteer logfile-limit <LIMIT>
no bandsteer logfile-limit

MapameTpbl

<LIMIT> — MmakcMmasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# bandsteer logfile-limit 2000

bandsteer loglevel
[JaHHasa komaH4a ycTaHaBMBaeT YpoBEHb 10rMpoBaHnsa noacmctemMsl band steer Ha Touke gocTyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

bandsteer loglevel { error | warn | debug }
no bandsteer loglevel

MapameTpbl
error — nor 6yaeT 3an1cbiBaTbCA C YPOBHEM Error;
warn — nor 6yaeT 3anucbiBaTbCA C YPOBHEM warning;

debug — nor 6yzet 3anucbiBaTbcA ¢ ypoBHeM debug.

3HauyeHue No ymosi4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# bandsteer loglevel error

bandsteer sta-mac

JaHHas komaHga 3agaet MAC-aapec knvMeHTckoi cTaHuum Wi-Fi, 4nsi koTopoit 6yaeT 3anncbiBaTbCsl /10T
nogcucteMsl band steer Ha Touke gocTyna.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTaKkcuc
bandsteer sta-mac <MAC-ADDRESS>

no bandsteer sta-mac

MapameTpbl
<MAC-ADDRESS> — MAC-agpec knuneHtckoi ctaHumn Wi-Fi B bopmate HH:HH:HH:HH:HH:HH.
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3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# bandsteer sta-mac 00:00:00:00:00:00

no bandsteer all

[aHHas komaH4a ycTaHaBMBaeT 3HAYEeHNs N0 YMOYaHWI0 A1 BCeX NapaMeTpoB SIOrMpoBaHns NoACUCTEMbI
band steer Ha Touke goctyna.

CuHTakcuc

no bandsteer all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no bandsteer all

captive-portal enable
[laHHas KomaH4a BK/IKYaeT /I0rMpoBaHMe NoACUCTEMbI MOPTasIbHOM aBTopM3aLMn Ha ToUKe gocTyna.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/OYAET NIOTMPOBaHKE.

CuHTaKkcuc

[no] captive-portal enable
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

BbIk/1to4EeHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal enable

captive-portal logfile

[JaHHas komaHAa 3a4aeT HasBaHue halina fora NoACUCTEMbI NOPTa/IbHON aBTOpM3aLMM Ha TOUYKe AoCTyna.
®daiin byget pacnonaratbcs B gupektopun /var/log/.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

captive-portal logfile <FILENAME>

no captive-portal logfile

MapameTpbl

<FILENAME> — Ha3BaHue paiina nora B gnpektopun /var/log/ Ha Touke gocTyna.

3HauyeHue No ymosi4aHuio

cportald.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal logfile cportald.log

250



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

captive-portal logfile-limit

[JlaHHas komMmaHAa ycTaHaBNvMBaeT pasmMep haiina nora NnoAcMcTeMbl MOPTasIbHOM aBTOpMU3aLMN Ha TOUKe
[0CTYNa, NPV NPEBLILLEHUI KOTOPOTO 10T BYAET Nepe3anuncbiBaThbCs, YUTOObI 06ECNEYNTb POTALMIO.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

captive-portal logfile-limit <LIMIT>
no captive-portal logfile-limit

MapameTpbl

<LIMIT> - MakcumasibHbIl pasmep haina nora Ha Touke JOCTyna, NPUHUMAET 3HaYeHve B
ananasoHe [1..30000] KB.

3Ha4yeHue no ymonyaHuio
1000

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal logfile-limit 2000

captive-portal loglevel

[aHHasi KoMaHa ycTaHaB/VMBAET YPOBEHb /IOTMPOBaHKSA NOACUCTEMbI NOPTA/IbHOM aBTOPU3ALMM HA TOUKE
aocTyna.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

captive-portal loglevel { error | warn | debug }
no captive-portal loglevel

MapameTpbl
error — nor 6yaeT 3an1cbiBaTbCA C YPOBHEM error;
warn — nor 6yzeT 3an1cbiBaTbCA C ypoBHEM warning;

debug — nor 6yaet 3anucbiBaTbCA ¢ ypoBHEM debug.

3HayeHue No ymosiMaHuio

debug
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal loglevel error

no captive-portal all

JaHHas komaHga yCTaHaB/MBaET 3HA4YE€HUA MO YMO/THaHUIO Anda BCEX NMapaMeTPOB /10rmpoBaHnAa NnogCUCTEMBI

NnopTa/IbHOM aBTOpMU3aLLMK Ha TOUKe AOCTyna.

CuHTakcuc

no captive-portal all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no captive-portal all

captive-portal apbd enable

JaHHaa koMmaHaa BK/1loYaeT NorMposaHne NoAcUCTEMbl pOyMUHra o I'IOpTaI'IbHOVI aBTopn3aunn Ha To4HKe

aocTyna.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/OYAET NIOTMPOBaHKE.

CuHTaKkcuc

[no] captive-portal apbd enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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3HauyeHue No yMmo4aHuio

BbIk/1to4eHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal apbd enable

captive-portal apbd logfile

[JlaHHas komMaHza 3a4aeT HasBaHve halina fora NoACUCTEMbI POYMUHIA AJ151 NOPTa/IbHOM aBTOpU3aLmMmn Ha
Touke goctyna. ®aiin 6ygeT pacnonararbcsa B gupekTopun /var/log/.

icnonb3oBaHune oTpuLaTesibHOW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc
captive-portal apbd logfile <FILENAME>

no captive-portal apbd logfile

MapameTpbl

<FILENAME> — Ha3BaHue paiina nora B gnpektopun /var/log/ Ha Touke gocTyna.

3HauyeHue No ymosi4aHuio

apbd.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal apbd logfile apbd.log

captive-portal apbd logfile-limit

[JaHHas KomaHga ycTaHaBnvBaeT pasMep ddaiina fora NoACUCTEMbI POYMUHIa 415t TOPTasibHONM aBTopu3aLmn
Ha TOuKe [0CTyna, NP1 NPEBbILLEHNN KOTOPOTO /I0F BYAET Nepe3anicbiBaThCsl, UTO6bI 06€CNEYNTL POTALMIO.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTaKkcuc

captive-portal apbd logfile-limit <LIMIT>
no captive-portal apbd logfile-limit

MapameTpbl

<LIMIT> — MmakcMmMasbHblli pa3mep halina nora Ha Touke A0CTyna, NPYHMMAaET 3Ha4yeHne B
ananasoHe [1..30000] KB.

3HaueHue No yMonyaHuio
1000

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal apbd logfile-limit 2000

captive-portal apbd loglevel

[JlaHHas koMaHAa ycTaHaB/MBaET YPOBEHb SIOTMPOBAHUS MOACUCTEMbI POYMUHTa /181 NOPTasIbHOW
aBTOpM3aLMM Ha ToUKe JocTyna.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc

captive-portal apbd loglevel { error warn | info | debug }
no captive-portal apbd loglevel

MapameTpbl

error — fior 6yAeT 3anMcbiBaTbCA C YPOBHEM EITOr;
warn — sior 6ygeT 3anMcbiBaTbCs C YPOBHEM warning;
info — nor 6yaeT 3anucbiBaTbCs € ypoBHEM info;

debug — nor 6yzet 3anucbiBaTbcA ¢ ypoBHeM debug.

3HauyeHue Nno ymosi4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal apbd loglevel error

no captive-portal apbd all

JaHHas komaHga yCTaHaB/IMBaET 3HA4YE€HUA MO YMO/THaHUO Anda BCEX NMapaMeTPOB 10rmpoBaHnAa NnogCUCTEMBI

POyMUVHra 718 NopTasibHOW aBTOpM3aLMM Ha ToUKe AocTyna.

CuHTakcuc

no captive-portal apbd all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no captive-portal apbd all

captive-portal redirector-debug

[JaHHasi KomaHa BK/oYaeT florvpoBaHue Moay/isi nepeHanpasneHns 3anpocoB HTTP Ha Touke gocTyna.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/OYAET NIOTMPOBaHKE.

CuHTaKkcuc

[no] captive-portal redirector-debug

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

BbIk1toveHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal redirector-debug

captive-portal tinyproxy enable
JaHHaa komaHga BKNHOYaeT siorMposaHue BcnomoraresisHoro HTTP proxy-cepBepa Ha Touke AocTyna.

icnonb3oBaHue oTpuLaTesibHOi (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] captive-portal tinyproxy enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal tinyproxy enable

captive-portal tinyproxy logfile

[aHHas komaHga 3afaeT Ha3BaHue haina nora BcnomorarensHoro HTTP proxy-cepBepa Ha Touke gocTyna.
dainn 6yaet pacnonaratbCcs B agnpekTopun /var/log/.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CunHTtakcuc
captive-portal tinyproxy logfile <FILENAME>

no captive-portal tinyproxy logfile

MapameTpbl

<FILENAME> - Ha3BaHwue chaiina nora B gupektopum /var/log/ Ha Touke goctyna.
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3HauyeHue No yMmo4aHuio

tinyproxy.log

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal tinyproxy logfile tinyproxy.log

captive-portal tinyproxy logfile-limit

[aHHaa komaHga yctaHaBnmBaeT pasmep haiina nora scnomoraresnibHoro HTTP proxy-cepeepa Ha Touke
[l0CTyna, NPy NpeBbILLEHWN KOTOPOTO /10l ByAeT nepesanucbiBaTbCs, YTOObI 06ecneynTb poTaumio.

icnonb3oBaHune oTpuLaTesibHOW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc
captive-portal tinyproxy logfile-limit <LIMIT>

no captive-portal tinyproxy logfile-limit

MapameTpbl

<LIMIT> — MmakcMmasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# captive-portal tinyproxy logfile-limit 2000

no captive-portal tinyproxy all

[JaHHas KomaHga ycTaHaBMBAET 3HAYEHUS MO YMOTYaHWIo A5 BCeX NapameTpoB
NorMpoBaHus BcrnomoratesibHoro HTTP proxy-cepBepa Ha Touke AocTyna.
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CuHTaKkcuc

no captive-portal tinyproxy all

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no captive-portal tinyproxy all

configd enable
[JlaHHas koMaHza BK/IOYaEeT NIorMpoBaHNe MeHeLKepa KOHPUrypaLum Ha Touke focTyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] configd enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# configd enable
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configd logfile

[aHHaa komaHga 3agaeT Ha3BaHue (halina nora MeHempkepa KoHurypaumm Ha Touke goctyna. daiin yaet
pacnonaratbcsa B gupekTopum /var/log/.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

configd logfile <FILENAME>
no configd logfile

MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gupektopum /var/log/ Ha Touke goctyna.

3Ha4yeHune no ymonyaHuio

configd.log

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# configd logfile configd.log

configd logfile-limit

[JaHHasi KomaHa ycTaHaBNvMBaeT pasMep ddaiina nora MeHemkepa KOHUrypaLmmn Ha ToUuke AoCTyna, npw
MPEeBbILLIEHUM KOTOPOTO flor 6yAeT Nnepe3anncbiBaTbCs, YTOObI 06eCNeUnTb PoTaLmio.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

configd logfile-limit <LIMIT>
no configd logfile-limit

MapameTpbl

<LIMIT> — makcumasibHbIin pasmep gainia nora Ha Touke A0CTyna, NPUHUMAET 3HAYEeHNe B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosiuaHuio
1000

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# configd logfile-limit 2000

no configd all

[JlaHHas komMaHAa ycTaHaBNMBAET 3HAYEHMS N0 YMOMYAHUIO AJ151 BCEX NapaMeTPOB /IOrMPOBaHUSE MeEHeLKepa
KOHChMrypaLumm Ha Touke focTyna.

CuHTakcuc

no configd all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no configd all

dmesg enable
[JaHHas komaH4a BK/IKOUaEeT 3anuchk fiora sapa B doaiisl Ha Touke JAocTyna.

Vicnonb3oBaHue oTpuLaTesibHoi DOpMbl KOMaHbl (N0) OTK/OYAET 3anuch Jsiora B dpaiin.

CuHTaKkcuc

[no] dmesg enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

BbIk/1to4eHO.
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# dmesg enable

dmesg logfile

[aHHaa komaHAa 3agaeT HasBaHue halina nora agpa Ha Touke goctyna. ®aiin 6ygert pacrnonararbCcs B
Avpekrtopum /var/log/.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

dmesg logfile <FILENAME>
no dmesg logfile

MapameTpbl

<FILENAME> — Ha3BaHue paiina nora B gnpektopun /var/log/ Ha Touke gocTyna.

3HauyeHue No ymosi4aHuio

dmesg.log

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# dmesg logfile dmesg.log

dmesg logfile-limit

[JaHHas KomaHga ycTaHaBnvMBaeT pasMep haiina fora aapa Ha ToUuke A0CTYna, NPV NPEBbILLEHUM KOTOPOTo
nor 6yAeT nepesanncbiBaTbCsl, YUTOObI 06€CNEUUTL POTALMIO.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOYAHMIO.
CuHTaKkcuc

dmesg logfile-limit <LIMIT>
no dmesg logfile-limit
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MapameTpbl

<LIMIT> — MmakcMmasbHblli pa3mep halina nora Ha Touke A0CTyna, NPMHMMAaET 3Ha4YeHne B
ananasoHe [1..30000] KB.

3HaueHue No yMonyaHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# dmesg logfile-limit 2000

no dmesg all

[JlaHHas koMaHAa ycTaHaB/NMBaET 3HAYEHMS N0 YMOMYaHUIO A4/151 BCEX NapaMeTPOB 3anvcu siora siapa B chaiin
Ha Touke JocTyna.

CuHTakcuc

no dmesg all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep
wlc(config-wlc-ap-profile-trace)# no dmesg all
ftd enable

[JaHHasi KomaHa BK/oYaeT florvpoBaHue nogcucteMsl poymuHra 802.11r Ha Touke gocTyna.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/OYAET NIOTMPOBaHKE.
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CuHTaKkcuc
[no] ftd enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

BbIk/1to4eHOo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# ftd enable

ftd logfile

[aHHaa komaHga 3agaeT Ha3BaHue (haiina nora nogcuctemol poymuHra 802.11r Ha Touke goctyna. dain
6yaeT pacnonaratbcsl B anpekropun /var/log/.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc

ftd logfile <FILENAME>

no ftd logfile

MapameTpbl

<FILENAME> — Ha3BaHue paiina nora B gnpektopun /var/log/ Ha Touke gocTyna.

3HauyeHue No ymosi4aHuio
ftd.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# ftd logfile ftd.log
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ftd logfile-limit

[aHHaa komaHga yctaHaBnmBaeT pasmep haiina nora nogcuctemsl poymuHra 802.11r Ha Touke focTyna, npuy
npeBbILEeHNN KOTOPOro Jior ByaeT nepesanncbiBaTbCs, UTOObI 06ecnevnTbs poTaumio.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.
CuHTakcuc

ftd logfile-limit <LIMIT>

no ftd logfile-limit

MapameTpbl

<LIMIT> - MakcumasibHbIl pasmep haina nora Ha Touke JOCTyna, NPUHUMAET 3HaYeHve B
ananasoHe [1..30000] KB.

3Ha4yeHue no ymonyaHuio
1000

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# ftd logfile-limit 2000

no ftd all

[aHHaa komaHa ycTaHaBNMBaeT 3Ha4YeHUs Mo YMOIYaHUIo A5 BCeX napaMeTpoB JI0rMpoBaHus NoACUCTEMBI
poymuHra 802.11r Ha To4ke gocrtyna.

CuHTakcuc
no ftd all

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# no ftd all

hostapd enable

[JlaHHas komMaHza BK/KOYaeT NI0rMpoBaHne NoAcUCTEMbI yNpaB/eHns pagmonHTepgeiicammn Ha Touke gocTyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] hostapd enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# hostapd enable

hostapd logfile

[aHHas KomaHfa 3afaeT Ha3BaHue haina nora nogcucTeMbl ynpaBneHus pagnuovHTepdelricaMm Ha Touke
poctyna. ®ain 6yaet pacnonaratbCcs B gnpektopun /var/log/.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

hostapd logfile <FILENAME>
no hostapd logfile

MapameTpbl

<FILENAME> - Ha3BaHwue chaiina nora B gupektopum /var/log/ Ha Touke goctyna.

3HauyeHue No yMmo4aHuio

hostapd.log
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# hostapd logfile hostapd.log

hostapd logfile-limit

[JlaHHas komMaHza ycTaHaBvMBaeT pasmMep haiiia nora NnoAcMCTEMbI yNpaBIeHUs paguonHTepdeicamm Ha
TOYKe JOCTYNa, NPV NPEBLILLIEHUM KOTOPOTO /10T ByAeT nepe3anncbiBaTbCs, YTOObI 06eCNeUnTb poTaLmio.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

hostapd logfile-limit <LIMIT>
no hostapd logfile-limit

MapameTpbl

<LIMIT> — MmakcMmMasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
ananasoHe [1..30000] KB.

3HauyeHue Nno ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# hostapd logfile-limit 2000

hostapd loglevel

[JaHHasi KomaHJa ycTaHaB/MBAET YPOBEHb JIOTMPOBaHNS A5t NOACUCTEMbI YNpaBieHns paguonHTepdeiicamu
Ha Touke JocTyna.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTaKkcuc

hostapd loglevel { error | warn | info | debug | msgdump | excessive }
no hostapd loglevel
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MapameTpbl

error — nor 6yaeT 3anucbiBaTbCA C YPOBHEM Error;

warn — nor 6ygeT 3anucbiBaTbCA C YPOBHEM warning;

info — nor 6yaeT 3anncbiBaThCs C YpoBHEM info;

debug — nor 6yaet 3anucbiBaTbCA ¢ ypoBHeM debug;
msgdump — nor 6ygeT 3anucbiBatbcs ¢ ypoBHeM msgdump;

excessive — nor 6y,u,eT 3anncbiBaTbCA C YPOBHEM excessive;

3HauyeHue No yMmo4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# hostapd loglevel error

no hostapd all

[JlaHHas komMaHAa ycTaHaBNMBAET 3HAYEHMWS N0 YMOMYaHUIO A1 BCEX NapaMeTPOB SI0rMpPOBaHUS NOACUCTEMbI
ynpasneHusi pagnonHTepdelicamMmm Ha Touke focTyna.

CuHTakcuc

no hostapd all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no hostapd all
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monitord enable

JaHHas koMmaHaa BK/1loYaeT SIormpoBaHne nogcnucTemMbl MOHUTOPUHIA Ha TOUKe AOCTyna.

Mcnonb3oBaHue oTpulaTenbHol hopmbl KoMaHbl (NO) OTK/IIOYAET NOrMpPOBaHue.

CuHTakcuc

[no] monitord enable

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

3Ha4yeHune no ymonyaHuio

Bbik/toueHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# monitord enable

monitord logfile

[aHHas KomaHa 3a7aeT Has3BaHue dhaiina nora NoAcUCTEMbI MOHUTOPUHTA HA ToUke JocTyna. daiin 6yaet

pacnonaratbcs B anpekTopuu /var/log/.

Vicnonb3oBaHue oTpuLaTeNbHO (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOYAHUIO.

CuHTakcuc

monitord logfile <FILENAME>
no monitord logfile

MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gvpektopum /var/log/ Ha Touke goctyna.

3HayeHue No ymosiMaHuio

monitord.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# monitord logfile monitord.log

monitord logfile-limit

[JaHHasa komaHga ycTaHaBuBaeT pasMep oaiisia fiora NoACMCTEMbl MOHUTOPWHIA Ha TOYKe A0CTYyna, Npu
npeBbILLEeHNN KOTOPOro Nor 6yAeT nepesanncbiBaTbCs, HTOObI 06ecneunTb poTaumio.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

monitord logfile-limit <LIMIT>
no monitord logfile-limit

MapameTpbl

<LIMIT> — MmakcMmasibHbI pa3mep halina fora Ha Touke AOCTyna, NPYHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# monitord logfile-limit 2000

monitord loglevel
[laHHasa komaHAa ycTaHaB/IMBaET YPOBEHb IOTMPOBaHMA A5 MOACUCTEMbI MOHUTOPMHIA HA TOUKe AOCTyna.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

monitord loglevel { error warn | info | debug }
no monitord loglevel

MapameTpbl

error — nor 6yAeT 3an1cbiBaTbCA C YPOBHEM €error;
warn — nor 6yfeT 3an1cbiBaTbCA C ypoBHEM warning;
info — nor 6yaeT 3anuncbiBaThCs C YpoBHEM info;

debug — nor 6yaet 3anucbiBaTbCA ¢ ypoBHeM debug.
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3HauyeHue No yMmo4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# monitord loglevel error

no monitord all

JaHHas komaHga yCTaHaB/MBaET 3HA4YEHNA MO YMO/THaHNIO Anda BCEX NMapaMeTPOB 10rmpoBaHnAa NnogCUCTEMBI
MOHUTOPUHIA Ha TOYKE AocTyna.

CuHTakcuc

no monitord all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no monitord all

netconf enable
[aHHasa komaHga Bkntovaet nornpoeaHue areHTa NETCONF Ha Touke gocTtyna.

icnonb3oBaHue oTpuLaTeNbHO (hopMbl KOMaHbl (N0) OTK/OYAET NIOTMPOBaHKE.

CuHTaKkcuc

[no] netconf enable
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

BbIk/1to4EeHO.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# netconf enable

netconf logfile

[aHHaa komaHga 3agaet Ha3BaHue (haiina nora areHta NETCONF Ha Touke goctyna. ®aiin 6yaet
pacnonaratbcs B gupekTopun /var/log/.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc
netconf logfile <FILENAME>

no netconf logfile

MapameTpbl

<FILENAME> — Ha3BaHue paiina nora B gnpektopun /var/log/ Ha Touke gocTyna.

3HauyeHue No ymosi4aHuio

netconf.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# netconf logfile netconf.log
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netconf logfile-limit

[aHHaa komaHga yctaHaBnmaeT pasmep aiina nora areHta NETCONF Ha Touke goctyna, npu npeBbieHnn

KoToporo sior 6yAeT nepesanncbiBaTbCs, HTOObI 06ecneunTb poTauuio.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTUYAHMIO.

CuHTakcuc

netconf logfile-limit <LIMIT>
no netconf logfile-limit

MapameTpbl

<LIMIT> - MakcumasibHbIl pasmep haina nora Ha Touke JOCTyna, NPUHUMAET 3HaYeHve B

ananasoHe [1..30000] KB.

3Ha4yeHue no ymonyaHuio
1000

Heo6xoauMbIii ypoBeHb NpuBUierui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# netconf logfile-limit 2000

no netconf all

JaHHaa komaHga ycTaHaB/IMBaEeT 3HAYEeHUSA Mo YMOMYaHUIo 19 BCeX napamMeTpoB /IOTMpoBaHus areHTa

NETCONF Ha To4ke gocTtyna.

CuHTakcuc

no netconf all

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# no netconf all

networkd enable

JaHHas komaHga Bk/iovaer nornpoBaHne CUCTEMHOINoO MeHeMKepa Ha ToYke aocTtyna.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] networkd enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# networkd enable

networkd logfile

[JaHHas KomaHJa 3afaeT HasBaHue haiina fiora CUCTEMHOTO MeHepKepa Ha Touke gocTyna. daiin byaet

pacnonaratbcs B gnpekTopum /var/log/.

icnonb3oBaHue oTpuUaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

networkd logfile <FILENAME>
no networkd logfile

MapameTpbl

<FILENAME> - Ha3BaHwue chaiina nora B gupektopum /var/log/ Ha Touke goctyna.

3HauyeHue No yMmo4aHuio

networkd.log
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# networkd logfile networkd.log

networkd logfile-limit

[JaHHasa komaH4a ycTaHaBnnBaeT pasMep paiisia ora CUCTEMHONO MeHepkepa Ha Touke foCcTyna, npu
npeBbILLEeHNN KOTOPOro Nor 6yAeT nepesanncbiBaTbCs, HTOObI 06ecneunTsb poTaumio.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

networkd logfile-limit <LIMIT>
no networkd logfile-limit

MapameTpbl

<LIMIT> — MmakcMmMasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
ananasoHe [1..30000] KB.

3HauyeHue Nno ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# networkd logfile-limit 2000

networkd loglevel
[laHHas KoMaH4a ycTaHaB/MBaET YPOBEHb /IOTMPOBAHMSA CUCTEMHOTO MEHEAKepa Ha ToUke AocTyna.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOYAHMIO.
CuHTaKkcuc

networkd loglevel { error | warn | info | debug }
no networkd loglevel
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MapameTpbl

error — nor 6yAeT 3an1cblBaTbCA C YPOBHEM error;
warn — nor 6yfeT 3anucbiBaTbCA C ypoBHEM warning;
info — nor 6yaeT 3anncbiBaThCs C YpoBHEM info;

debug — nor 6yaet 3anucbiBaTbCA ¢ ypoBHeM debug.

3HauyeHue No yMmo4aHuio

debug

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# networkd loglevel error

no networkd all

[JaHHas komMaHAa ycTaHaBMBaET 3HAYEHMS MO YMOMYaHUIO A4N151 BCEX NapaMeTPOB /I0TMPOBAHUSI CUCTEMHOTO
MeHe[Kepa Ha Touke AocTyna.

CuHTakcuc

no networkd all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no networkd all
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snmp enable
JaHHaa komaHga BknovaeT siornposaHue areHta SNMP Ha Touke gocTtyna.

Mcnonb3oBaHue oTpulaTenbHol hopmbl KoMaHbl (NO) OTK/IIOYAET NOrMpPOBaHue.

CuHTakcuc

[no] snmp enable

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

3Ha4yeHune no ymonyaHuio

Bbik/toueHo.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# snmp enable

snmp logfile

[aHHas komaHga 3afaet Ha3BaHue haitna nora areHta SNMP Ha Touke goctyna. ®ain 6yaet pacnonararbes
B AvpekTopum /var/log/.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc
snmp logfile <FILENAME>

no snmp logfile

MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gvpektopum /var/log/ Ha Touke goctyna.

3HayeHue No ymosiMaHuio

snmp.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# snmp logfile snmp.log

snmp logfile-limit

[JaHHaa komaHga yctaHaBnmBaeT pasmep haiina nora areHta SNMP Ha Touke 4oCTyna, Npu NpeBbILLEeHNN
KOTOPOro /101 6yAeT nepesanncbiBaTbes, HTOObI 06ecneunTb poTauuio.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc
snmp logfile-limit <LIMIT>

no snmp logfile-limit

MapameTpbl

<LIMIT> — MmakcMmasibHbI pa3mep halina fora Ha Touke AOCTyna, NPYHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# snmp logfile-limit 2000

no snmp all

[JaHHasi KomaHa ycTaHaBMBAET 3HAYEHUS M0 YMOUYaHWIo A4/15 BCeX NapamMeTpoB /lormpoBaHust areHta SNMP
Ha Touke JocTyna.

CuHTaKkcuc

no snmp all

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.
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Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZAHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no snmp all

wlc-activator enable
[aHHasi KomaHga BK/IKOYAET NOrMpoBaHNE Ha TOUKe A0CTyna A1 cepBuca MHULManm3aumm Todek gocTyna.

icnonb3oBaHme oTpuLaTesibHO (hopMbl KOMaHZbl (NO) OTK/OYAET IOTMPOBAHNE.

CuHTakcuc

[no] wlc-activator enable

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue No ymosi4aHuio

BbiktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# wlc-activator enable

wlc-activator logfile

[aHHas komaHga 3afaeT Ha3BaHue haina nora cepeuca MHULManm3aumm Todek goctyna. dain yaert
pacnonaratbcs B gnpekTopum /var/log/.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

wlc-activator logfile <FILENAME>
no wlc-activator logfile
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MapameTpbl

<FILENAME> - Ha3BaHue chaiina nora B gupektopum /var/log/ Ha Touke goctyna.

3HauyeHue No yMmo4aHuio

service-activator-wlc.log

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# wlc-activator logfile service-activator-wlc.log

wic-activator logfile-limit

[JaHHasa komaH4a ycTaHaBnuBaeT pasMep oaiisia nora cepsuca NHMLManmM3aumm To4ek ocTyna, npu
npeBbILLEeHNN KOTOPOro Nor 6yAeT nepesanncbiBaTbCs, HTOObI 06ecneunTsb poTaumio.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CuHTakcuc
wlc-activator logfile-limit <LIMIT>

no wlc-activator logfile-limit

MapameTpbl

<LIMIT> — MmakcumasibHbIV pa3mep halina fora Ha Touke AOCTyna, NPUHUMAaET 3HavYeHne B
AnanasoHe [1..30000] KB.

3HauyeHue No ymosi4aHuio
1000

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# wlc-activator logfile-limit 2000
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no wlc-activator all

JaHHaa komaHga ycTaHaB/IMBaeT 3HaYeHUs No yMOSIYaHio 4159 BCeX NapaMeTpoB /I0rMpoBaHna cepsuca un
BCcnomorartesibHoro cepsepa HTTPS ana nHuymanmsaumm Todek goctyna.

CuHTakcuc

no wlc-activator all

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHaHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no wlc-activator all

wlc-activator server enable

[JaHHas KomaHa BK/YaeT IorMpoBaHue Ha Touke 0cTyna BecromorartenibHoro cepeepa HTTPS ans
VHULMaNM3aLmm Touek JocTyna.

icnonb3oBaHue oTpuLAaTeNbHO (DOPMbl KOMaH bl (N0) OTK/OYAET NIOTMPOBaHKE.

CuHTakcuc

[no] wlc-activator server enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

BbliktoueHo.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE
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Mpumep

wlc(config-wlc-ap-profile-trace)# wlc-activator server enable

wic-activator server logfile

[aHHaa komaHAa 3agaeT HasBaHue harina nora scnomoratesibHoro cepsepa HTTPS ansa vHuynanusaumm
Touek gocTyna. ®aiin 6ygeT pacnonararbcs B gupektopun /var/log/.

icnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc

wlc-activator server logfile <FILENAME>
no wlc-activator server logfile

MapameTpbl

<FILENAME> — Ha3BaHue paiina nora B gnpektopun /var/log/ Ha Touke gocTyna.

3HauyeHue No ymosi4aHuio

service-activator-server-wic.log

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# wlc-activator server logfile service-activator-server-wlc.log

wic-activator server logfile-limit

[JaHHas KomaHga ycTaHaBvMBaeT pasMep oaiina nora BcnomoraTtenbHoro cepeepa HTTPS anst
VHVLMaNM3aLmmn ToYek JoCTyna, Npy NPeBbILEHN KOTOPOro for 6yAeT nepe3anvcbiBaTbCs, YTo6bl 06ECNeUNTh
poTauumio.

icnonb3oBaHue oTpuLaTesibHoi (DOpMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

wlc-activator server logfile-limit <LIMIT>
no wlc-activator server logfile-limit

MapameTpbl

<LIMIT> — MmakcMMasbHblli pa3mep halina nora Ha Touke A0CTyna, NPYHMMAaET 3Ha4yeHne B
ananasoHe [1..30000] KB.
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3HaueHue No yMoyaHuio
1000

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHZgHbIi pexum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# wlc-activator server logfile-limit 2000

no wlc-activator server all

JaHHaa KomaH4a ycTaHaBNMBaeT 3Ha4YeHUs Mo YMOIYaHUIo 47151 BCEX NapaMeTpoB /I0rMpoBaHus
BcnomorartesibHoro cepsepa HTTPS ana nHuymanmsaumm Touek goctyna.

CuHTakcuc

no wlc-activator server all

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomMaHAHbIV peXxum
CONFIG-WLC-AP-PROFILE-TRACE

Mpumep

wlc(config-wlc-ap-profile-trace)# no wlc-activator server all

Hactpoiika RADIUS-cepBepa

* acct-port

+ auth-port

+ domain

* crypto ca

* crypto cert

+ crypto private-key
+ enable
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* host

* key

* nas

* nas-ip-address
* network

+ password

+ port

* priority

* proxy-mode

* radius-server local
* server-type

* tls mode

* upstream-server
* user

* virtual-server

« vlan

acct-port

[JaHHol KomaHzoi 3aiaéTcss Homep nopTa Ans obMeHa AaHHbIMU ¢ yaaneHHbIM RADIUS-cepeepom npu
BbINO/IHEHNWN aKKayHTUHTa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.

CuHTakcuc

acct-port <PORT>
no acct-port

MapameTpbl

<PORT> - Homep UDP-nopTa A/15 06MeHa AaHHbIMY C YAa/IEHHbIM CEepPBEPOM, MPUHUMAET 3HaueHus [1..65535].

3Ha4yeHue no ymonyaHuio
1813

HeoOxogumbliii ypoBEHb NpUBUIErUiA
10

KomaHZHbIi pexum
CONFIG-RADIUS-VSERVER

Mpumep

wlc-30(config-radius-vserver)# acct-port 1813

auth-port

[aHHoi KomaHaol 3agaéTca HoMep nopTta Ana obmeHa gaHHbiMU ¢ YaaneHHbIM RADIUS-cepBepom npu
BbINO/IHEHMMN ayTEHTU(IUKALUM 1 aBTOPU3aLUN.

Vicnonb3oBaHue oTpuLaTeNbHO (DOPMbl KOMaHbl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.
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CuHTakcuc
auth-port <PORT>

no auth-port

MapameTpbl

<PORT> - Homep UDP-nopTa A1 06MeHa AaHHbIMY C YAa/IeHHbIM CepBeEPOM, MPUHUMAET 3HaueHus [1..65535].

3HaueHue No yMoyaHuio
1812

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RADIUS-VSERVER

Mpumep:

wlc-30(config-radius-vserver)# auth-port 1812

domain
[JaHHasa komaHaa co3gaeT/Ha3HavyaeT AOMEH.

Vicnonb3oBaHue oTpuuaTesibHol (DOpPMbl KOMaHAbl (NO) yaanseT JOMEH.

CuHTakcuc

domain <DOMAIN>
no domain { <DOMAIN> | all }

MapameTpbl
<DOMAIN> — ngeHTndmkatop 4oMeHa, 3aaeTcs CTPOKoi Ao 235 CMMBO/IOB;

all - komaHga yaansiet Bce co3faHHble JOMEHbI.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-RADIUS
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Mpumep

wlc-30(config-radius)# domain test

crypto ca
[JaHHas KomaHa ykasblBaeT Kakoli cepTudomKar 1Crnosib3oBaTh B KaUecTBe ca.

icnonb3oBaHue oTpuLaTeNbHOi (DOPMbl KOMaH bl (N0) ycTaHAB/IMBAET Ca-CepTUUKAT N0 YMOMUYaHMIO.

CuHTakcuc

crypto ca <NAME>
no crypto ca

MapameTpbl

<NAME> — Ha3BaHue cepTudurkata, 3arpy>eHHoro no nyTtu crypto:cert, 3agaerca ctpokoit go 31 cumsona.

3HayeHue No ymosiMaHuio

default_ca.pem

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-RADIUS

Mpumep

wlc-30(config-radius)# crypto ca default_ca.pem

crypto cert
[JlaHHas koMaHJa yKka3blBaeT Kakoi cepTudmkaT Ncnosb3oBath.

Micnonb3oBaHue oTpuuaTenibHoW hopMbl KOMaHAbl (NO) yCTaHaB/IMBAET CEPTUEIMKAT NO YMOMYAHUIO.

CuHTakcuc

crypto cert <NAME>
no crypto cert

MapameTpbl

<NAME> - Ha3BaHM1e cepTudmKaTta, 3arpy>XeHHoro rno nyTu crypto:cert Uim creHepMpoBaHHOMO KOMaH0ii
crypto generate cert, 3aaeTcsa cTpokoii Ao 31 cumBorna.
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3Ha4yeHune no ymonyaHuio

default_cert.pem

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-RADIUS
CONFIG-RADIUS-USER

Mpumep
wlc-30(config-radius)# crypto cert default_cert.pem
crypto private-key

[JaHHas KoMaHa ykasblBaeT Kakoli NpMBATHbIN KoY UCMO/b30BaTh A8 cepTudukaTa cepeepa.

cnonb3oBaHue oTpuLaTesibHoi (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET K04 MO YMOMUYAHMIO.

CuHTakcuc

crypto private-key <NAME>
no crypto private-key

MapameTpbl

<NAME> — Ha3BaHue cepTudurkara, 3arpy>eHHoro no nytu crypto:private-key, 3agaetcs ctpokoin o 31
cMMBO/A.

3HayeHue No ymosiMaHuio

default_cert_key.pem

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG-RADIUS

Mpumep

wlc-30(config-radius)# crypto private-key default_cert_key.pem
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enable
[aHHasi KomaHga npefHa3HadeHa ans akTmeaummn pyHKumiA cepsepa.

Mcnonb3oBaHue oTpulatTenbHol hopmMbl kKomaHapbl (N0) OTKAYAET YHKLUNN.

CuHTakcuc

[no] enable

MapameTpbl

KomaHga He coaepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OTK0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAIA
10

KomaHZAHbIi pexum
CONFIG-RADIUS
CONFIG-RADIUS-VSERVER

Mpumep

wlc-30(config-radius)# enable

host
[aHHoli komaHoi 3aaaétcs IP-agpec yaaneHHoro xocta Ans ayTeHTMgUKaLumm n asTopusatmn.

icnonb3oBaHue oTpuLaTesibHOi (DOPMbI KOMaH bl (N0) yaansieT XocT.

CuHTakcuc

host <ADDR>
no host

MapameTpbl

<ADDR> - IP-agpec ynaneHHoro xocta, 3agaértca B suge: AAA.BBB.CCC.DDD, rge kaxaas yacTb NnpuHUMaeT
3HayeHus [0..255].

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
CONFIG-RADIUS-UPSTREAM-SERVER

Mpumep:

wlc-30(config-radius-upstream-server)# host 192.168.1.1

key
[aHHol KomaH0M 3aaéTCs KoY ayTeHTUMKaLun.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHbl (NO) yAaNAeT 3afaHHbIi Ktou.

CuHTakcuc
key ascii-text { <KEY> | encrypted <ENCRYPTED-KEY> }

no key

MapameTpbl
<KEY> - cTpoka u3 [4..64] ASCII-cumB0nOB;

<ENCRYPTED-KEY> — 3alundpoBaHHbIii KoY, 3aaETcs CTPOKoii [8..128] cumBonos.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG-RADIUS-NAS
CONFIG-RADIUS-UPSTREAM-SERVER

Mpumep:

wlc-30(config-radius-upstream-server)# key ascii-text password

nas
[aHHoi komaHaol 3agaétca NAS.

Micnonb3oBaHue oTpuuaTesibHoi hopmMbl KoMaH bl (no) yaanseT NAS.
CuHTakcuc

nas <NAME>
no nas { <NAME> | all }
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MapameTpbl
<NAME> — Ha3BaHue, 3aaeTcs CTPOKOW A0 235 CMMBO/IOB;
all — komaHnga ygansiet Bce NAS.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum
CONFIG-RADIUS

Mpumep:

wlc-30(config-radius)# nas test

nas-ip-address

[aHHoi komaHaon 3agaétca IP-agpec, Ha koTopbin 6yaeT 3ameHeH NAS IP npu npokcMpoBaHuM NakeToB
RADIUS.

icnonb3oBaHue oTpuuaTenbHoi dhopmMbl KoMaHabl (No) yaanset IP-agpec, none NAS IP 6yaet coaepxatb
afipec TOYKM gocTtyna.

CuHTakcuc

nas-ip-address <ADDR>
no nas-ip-address

MapameTpbl

<ADDR> - IP-agpec, 3aaétca B Buae: AAA.BBB.CCC.DDD, rae kaxaas yacTb NpuHUMaeT 3HadyeHus [0..255].

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-RADIUS-VSERVER

wlc-30(config-radius-vserver)# nas-ip-address 192.168.1.100
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network
[aHHol KomaHaoM 3a4aéTca AOCTYNHOE CEeTEBOE NPOCTPAaHCTBO.

icnonb3oBaHue oTpuLaTesnibHoW hopMbl KOMaHAbl (NO) yaanseT ceTb.

CuHTakcuc

network <ADDR/LEN>
no network

MapameTpbl

<ADDR/LEN> - IP-agpec n macka nogcetu, 3agaétcsa B suge AAA.BBB.CCC.DDD/EE, rge kaxgasi yactb AAA —

DDD npuHumMaeT 3HauveHus [0..255] u EE npuHumaeTt 3HaueHus [1..32].

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-RADIUS-NAS

Mpumep:

wlc-30(config-radius—-nas)# network 192.168.1.0/24

password
KomMaHga gnsi ycTaHOBKM Napons onpeaesieHHoMY nosib30BaTento.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT naposib No/b30BaTens.

CuHTakcuc

password ascii-text { <PASSWORD> | encrypted <ENCRYPTED-PASSWORD> }
no password

MapameTpbl

<PASSWORD> - naponb, 3a1aéTcsi CTPOKOVA [8.. 64] cumBona.

<ENCRYPTED-PASSWORD> - 3alunpoBaHHbIii Naposb, 3aaeTcsi CTpokoii [16-128] cumeonos.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RADIUS-USER

Mpumep

wlc-30(config-radius-user)# password ascii-text password

port
[aHHoi KomaHaoW 3aaéTca HoMep nopTta Ans o6MeHa gaHHbIMU C yaaNleHHbIM CEPBEPOM.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> — Homep TCP/UDP-nopTa g5 06MeHa AaHHbIMU C yaa/ieHHbIM CePBEPOM, MPUHUMAET 3HaUYEeHNS
[1..65535].

3HauyeHue No ymosi4aHuio
0

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-RADIUS-UPSTREAM-SERVER

Mpumep:

wlc-30(config-radius-upstream-server)# port 1812

priority

[JaHHoi KomaHoVi 3a4aéTCs NPUOPUTET UCMONb30BaHUSA YAA/IEHHOMO cepBepa. Yem HMKe 3HaueHve, Tem
npvopuTeTHEE CEpPBEP.

Vicnonb3oBaHue oTpuuaTesibHoi (DOpMbl KOMaH bl (N0) yaansieT napametp.
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CuHTakcuc
priority <PRIORITY>

no priority

MapameTpbl

<PRIORITY> — npuvopuTeT UCMO/Ib30BaHNA YAAIEHHOrO cepeepa, NpUHUMaeT 3HaveHus [1..100].

3HauyeHue No yMmo4aHuio

OrtcyTtcTBYET

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RADIUS-UPSTREAM-SERVER

Mpumep:

wlc-30(config-radius-upstream-server)# priority 1

proxy-mode

[aHHOoI KOMaHOoW akTUBMpYeTCA pexum npokcuposaHus RADIUS-cepsepa.

icnonb3oBaHue oTpuuaTesibHoi (hOpMbl KOMaHZbl (N0) OTK/OYAET PEXMM NPOKCYPOBAHUSI.

CuHTakcuc

[no] proxy-mode

MapameTpbl

OrtcyTCTBYIOT.

3HauyeHue Nno ymosi4aHuio

OTK/H0YEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-RADIUS-VSERVER
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Mpumep:

wlc-30(config-radius-vserver)# proxy-mode

radius-server local

[aHHoI KoMaHA0l OCYLLECTBNSAETCS Nepexos B HAacTPOKkK fnokasibHoro RADIUS-cepsepa.

Micnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT CKOH(UIypMpoBaHHbIE HACTPOVIKN.

CuHTakcuc

[no] radius-server local

MapameTpbl

OTcyTCTBYIOT.

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

wlc-30(config)# radius-server local

server-type

[laHHas KomaHAa yKasblBaeT TUM cepBepa.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl koMmaHbl (N0) BO3BpaLLL@ET 3HAYEHMe No YMON4YaHmio.

CuHTakcuc

server-type { auth | acct | auth+acct }

no server-type

MapameTpbl

auth — RADIUS-cepBep 6yaeT ncnonb3oBatbCs A8 ayTeHTMdINKaLUMK, aBTopusaumy;
acct — RADIUS-cepep 6yaeT ucnosnb3oBaTbCs A/1s1 cbopa akayHTUHIa,;

auth+acct — RADIUS-cepBep 6yaeT BbINOAHATbL 06€ GOyHKUMN.
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3Ha4yeHune no ymonyaHuio
auth

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG-RADIUS-UPSTREAM-SERVER

Mpumep:

wlc-30(config-radius-upstream-server)# server-type auth+acct

tls mode

[aHHas KomaHga npegHasHadYeHa o1 akTMeaumMm BO3MOXHOCTU UCMOb30BaHMA aBTopusalmmn no
ceptudmkaTam TLS.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) BO3BPALLAET 3HAYEHWNE MO YMOMUYAHWIO.

CuHTakcuc

tls mode {domain | disable}
no tls mode

MapameTpbl

domain - onpeaenaTb BO3MOXHOCTb MPOX0XAEHUSI aBTOPM3aLIMM MO NPUHALIEXHOCTN NOSb30BaTeNs K
[IOMEHY;

disable — oTknOUNTL BO3MOXHOCTbL aBTOpU3auun no ceptudmkatam TLS.

3HayeHue No ymosiMaHuio

disable

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum
CONFIG-RADIUS

Mpumep:

wlc-30(config-radius)# tls mode domain
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upstream-server
JaHHaa komaHpa gobasnset upstream RADIUS-cepsep.
Mcnonb3oBaHue oTpuuatensbHoli hopmbl komaHabl (no) yaanseT upstream RADIUS-cepsep.

CuHTakcuc

upstream-server <NAME>
no upstream-server { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue upstream RADIUS-cepBepa, 3agaetcs CTpokoi Ao 246 cMMBO/IOB;

all - komaHga yaansiet Bce upstream RADIUS-cepBepa.

3Ha4yeHue no ymonyaHuio

OTK0YEHO.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
CONFIG-RADIUS-VSERVER

Mpumep:

wlc-30(config-radius-vserver)# upstream-server test

user

,ﬂ,aHHOVI KOM&HAOVI BbINOJ/THAETCA p,06anIeHl/le nosib3oBartesia B JIOKaJ/1IbHYHO 6a3y nonb3oBarenei n
OCYLLUECTB/IAETCA Nepexo B peXmm HaCTpOIZKM napamMmeTpoB NnoJsib3oBaresis.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaanseT KOHKPETHOIO No/b30BaTe s U Cpasy BCeX
no/sib30BaTenei n3 CUCTEMBI.

CuHTakcuc

user <USER>
no user { <USER> | all }

MapameTpbl
<NAME> — nms nonb3oBarens, 3afaeTcs CTPOKO A0 246 CUMBO/IOB;

all — komaHga yganset Bcex co3gaHHbIX Nonb3oBaresnen.

3HayeHue No ymosiMaHuio

OTcyTCTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG-RADIUS-DOMAIN

Mpumep

wlc-30(config-radius-domain)# user test

virtual-server

[aHHoI KomaHAoW BbINosIHAETCS fobasneHne BupTyasibHoro RADIUS-cepBepa 1 OCyLLeCTBIAETCS NEPEXOL B
PeX1UM HaCTPOWKM ero napameTposB.

Mcnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHbl (N0) yaansieT BupTyasbHbli RADIUS-cepBep.

CuHTakcuc

virtual-server <NAME>
no virtual-server { <NAME> | all }

MapameTpbl
<NAME> — Ha3BaHue BupTyasibHoro RADIUS-cepBepa, 3agaeTcsi CTPOKOW A0 235 CUMBO/IOB;

all - komaHga ypansiet Bce co3gaHHble RADIUS-cepsepa.

3HauyeHue Nno ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG-RADIUS

Mpumep

wlc-30(config-radius)# virtual-server test

vlan
[aHHoli KomaH/0 BbINONHSIETCS A06aBneHne vlan ans nonb3oBarens.

Vicnonb3oBaHue oTpuuaTenibHoli (DopMbl KOMaH bl (No) yaanseT vlan nonb3oBatensi.
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CuHTakcuc

vlan <ID>
no vlan

MapameTpbl

<ID> — Homep vlan, gocTynHbl 3Ha4YeHnst oT 1 go 4094.

3HauyeHue No yMmo4aHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG-RADIUS-USER

Mpumep

wlc-30(config-radius-user)# vlan 2

HacTtpoiika WEB-cepBepa

* ip http port

* ip http server

* ip https crypto ca

* ip https crypto cert

* ip https crypto private-key
* ip https port

* ip https server

ip http port
[laHHoi komaHaol onpegensieTcs nopT http-cepeepa Ha KOHTposiepe.

Vicnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaHibl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CunHTakcuc
ip http port <PORT>
no ip http port

MapameTpbl

<PORT> - HOoMep NopTa, yKkasbiBaeTcs B AnanasoHe [1..65535].

3HauyeHue No ymosiuaHuio
80
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep

wlc(config)# ip http port 80

ip http server

[aHHoin KomaHaon BkntovaeTcs http-cepsep Ha koHTponnepe.

Vicnonb3oBaHue oTpuuaTesibHoli (DopMbl KOMaHAbl (No) oTktouaet http-cepsep.

CuHTakcuc

[no] 1ip http server

MapameTpbl

OrtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

http-cepsep BbIK/tOYEH.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep

wlc(config)# no ip http server

ip https crypto ca

JaHHaa komaHaa ykasblBaeT Kakol CepTVIdJVIKaT ncnosib3oBartb B Ka4eCTBe Ca.

Vicnonb3oBaHue oTpuuaTesibHoi DOPMbl KOMaHbl (N0) ycTaHAB/IMBAET Ca-CepTMUUKAT N0 YMOMUYaHMIO.

CuHTakcuc

ip https crypto ca <NAME>
no ip https crypto ca
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MapameTpbl
<NAME> — Ha3BaHue cepTudmnkaTa, 3arpy>xeHHoro no nyTu crypto:cert, 3agaetcsa ctpokori go 31 cumsona.

3HayeHue No ymosiMaHuio

default_ca.pem

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep
wlc(config)# ip https crypto ca test_ca.pem
ip https crypto cert

[laHHas KoMaHAa yKasblBaeT Kakoi cepTudmkaT ncnosb3oBaTh B KavecTBe ceptudinkara https-cepsepa.

Mcnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET CEPTUCIMKAT MO YMOMYAHUIO.

CuHTakcuc

ip https crypto cert <NAME>
no 1ip https crypto cert

MapameTpbl

<NAME> — Ha3BaHu1e cepTudimKkaTa, 3arpy>eHHoro rno nyTu crypto:cert, 3agaetcs cTpokoii Ao 31 cumBona.

3Ha4yeHue no ymonyaHuio

default_cert.pem

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG

Mpumep

wlc(config)# 1ip https crypto cert test_cert.pem
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ip https crypto private-key
[aHHasi KoMaHAa yKa3blBaeT Kakoil NpMBaTHbI KN4 MCMONb30BaTh AN1s cepTudinkaTa cepsepa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHzbl (NO) YCTaHAB/IMBAET K/IHOY MO YMOTUYAHMIO.

CuHTakcuc

ip https crypto private-key <NAME>
no 1ip https crypto private-key

MapameTpbl

<NAME> - Ha3BaHM1e NPKMBATHOrO K/toua, 3arpy)XeHHOro no nyTu crypto:private-key, 3agaeTtcs cTpokoii ao 31
cuMBoOa.

3Ha4yeHue no ymonyaHuio

default_cert_key.pem

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
CONFIG

Mpumep
wlc(config)# ip https crypto private-key test_cert_key.pem
ip https port

[JaHHoii KomaH 1ol onpefensieTcs nopT http-cepBepa Ha KOHTponepe.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOYAHMIO.
CuHTakcuc
ip https port <PORT>

no ip https port

MapameTpbl

<PORT> - HOMep NopTa, yKkasbiBaeTcs B AnanasoHe [1..65535].

3HaueHue no ymMmon4yaHuwo
443

Heo6xoauMbIii ypoBeHb NpuBUIerui
15
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KomaHaHbIi pexum
CONFIG

Mpumep

wlc(config)# ip https port 443

ip https server
[aHHoii kKomaHaon BknovaeTcs https-cepsep Ha KOHTponepe.

icnonb3oBaHue oTpuuaTenibHoi hopMbl KOMaHbl (No) oTkouvaeT https-cepsep.

CuHTakcuc

[no] ip https server

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

https-cepsep BbIK/IHOUEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
CONFIG

Mpumep

wlc(config)# no 1ip https server

HacTpoiika aBTopusauun nonb3oBarteneii yepes LDAP

* |dap-server host

+ |dap-server bind authenticate root-dn

+ |dap-server bind authenticate root-password
* aaa ldap profile

+ base-dn

* |dap-server host

+ Idap-mode

* |dap-profile
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Idap-server host

JaHHaa komaHga ncnonbayerca ana gobasneHms LDAP-cepsepa B CNMCOK NCNOMb3YEMbIX CEPBEPOB U
nepexoga B kKoMaHAHbI pexxum LDAP SERVER.

icnonb3oBaHue oTpuuaTenbHo hopMbl KOMaHAbl (NO) yaanseT 3agaHHbIii LDAP-cepBep.

CuHTakcuc
[no] ldap-server host { <ADDR> | <IPV6-ADDR> | <LDAP-HOST-NAME> } [ vrf <VRF> ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona;

<ADDR> - IP-agpec LDAP-cepBepa, 3agaétcs B Buge AAA.BBB.CCC.DDD, rge kaxgasi 4acTb NpUHUMAET
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec LDAP-cepBepa, 3agaétca B Buge X:X:X:X::X, rge kaxgasa yactb npuHumMaeT
3HayeHws B lWecTHaauarepuyHom chopmare [0..FFFF];

<LDAP-HOST-NAME> — DNS-umsi LDAP-cepBepa, 3agaétcs cTpokoit o 31 cumBona. 15 KOppeKTHOro
conoctaBneHnss DNS-umeHu xocta ¢ IP-agpecom Ha MapLupyTusaTope A0/HKeH ObiTb 3anyLeH N HacTpoeH
dyHkymoHan domain lookup enable.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
CONFIG

Mpumep:

wlc(config)# ldap-server host 10.100.100.1
wlc(config-ldap-server)#

Idap-server bind authenticate root-dn

[aHHoi1 komaHpaoii 3apaétca DN (Distinguished name) nonb3oBatens ¢ npaBamu agMUHUCTPATOPA, NoA,
KOTopbIM ByaeT npomcxoanTb aBTopusaumnsa Ha LDAP-cepsepe npu noncke nosb3oBartenei.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHbl (N0) yaanseT 3agaHHblii DN nosb3oBatens.

CuHTaKkcuc
ldap-server bind authenticate root-dn <NAME>

no bind authenticate root-dn

MapameTpbl

<NAME> — DN nonb3oBatesns ¢ npaBamn agMMHUCTpaTopa, 3agaeTcs CTPOKoi Ao 255 cMMBO/OB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

wlc(config)# ldap-server bind authenticate root-dn “cn=admin,dc=example,dc=com”

Idap-server bind authenticate root-password

[JaHHol KomaHzoI 3a4aéTcs Naposib Nosb30BaTeNs C NpaBaMy agMUHUCTPATopa, NOL KOTopbIM ByaeT
npovcxoanTtb aBTopusaumsa Ha LDAP-cepBepe npu novcke nosnb3oBaTtesiei.

icnonb3oBaHme oTpuuaTesibHoli (hopMbl KOMaHAbl (N0) yaanseT 3a4aHHblii Naposib Nonb3oBarensi.

CuHTakcuc

ldap-server bind authenticate root-password ascii-text { <TEXT> | encrypted <ENCRYPTED-
TEXT> }

no bind authenticate root-password

MapameTpbl
<TEXT> - cTpoka [8..16] ASCIl-cumBonOB;

<ENCRYPTED-TEXT> — 3awwudpoBaHHbIii naposib, pasmepoM [8..16] 6aiiT, 3agaéTcs cTpokoii [16..32]
CUMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG

Mpumep:

wlc(config)# ldap-server bind authenticate root-password ascii-text 12345678

aaa ldap profile

[aHHasa komaHaa ncnonbayercs ans aobasneHms npoduns LDAP-cepBepoB 1 nepexoda B KOMaHAHbIA PEXUM
LDAP SERVER PROFILE.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaansieT 3afaHHblii npodunb LDAP-cepBepoB.
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CuHTakcuc

[no] aaa radius-profile <NAME>

MapameTpbl

<NAME> - ums npodmnnsa LDAP-cepBepoB, 3agaetcs CTpokoi o 31 cumeona.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# aaa ldap-profile profilel
esr(config-aaa-ldap-profile)#

base-dn

[JaHHoli komaHzoi 3apaétcs 6a3oBblii DN (Distinguished name), KoTopblid 6yAET MCNONBL30BATLCA NPY NOUCKE

nosb3oBaTeneii.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (N0) yaanseT 3afaHHblii 6a30BbIi DN.

CuHTakcuc
base-dn <NAME>

no base-dn

MapameTpbl

<NAME> — 6a30BbIii DN, 3agaetcsi CTpokoii Ao 255 cnumBonos.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-AAA-LDAP-PROFILE

Mpumep:

wlc-30(config-aaa-ldap-profile)# base-dn "ou=Devs,dc=eltex,dc=ru"

Idap-server host

JaHHaa komaHga ncnoneayerca ona gobasnexHms LDAP-cepsepa B npodunb LDAP-cepeepos.
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icnonb3oBaHue oTpuUaTenbHo hopMbl KOMaHbl (N0) yaanseT 3agaHHbIi LDAP-cepeep 13 npodgumns.

CuHTakcuc
[no] radius-server host { <ADDR> | <IPV6-ADDR> }

MapameTpbl

<ADDR> — IP-agpec LDAP-cepBepa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxxagast 4aCcTb NpUHUMaeET
3HayeHus [0..255];

<IPV6-ADDR> — IPv6-agpec LDAP-cepBepa, 3agaétcsa B Buae X:X:X:X::X, rge kaxgasa 4actb npuHumMaeT
3HaYeHus B WecTHaauaTepuuHom cpopmare [0..FFFF].

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
CONFIG-LDAP-SERVER-PROFILE

Mpumep:

esr(config-aaa-ldap-profile)# ldap-server host 10.100.100.1

Idap-mode
[aHHoi KomaHaon akTuBMpyeTcs pexum nogaepxkn LDAP nokanbHoro RADIUS-cepBepa.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (N0) oTkoYaeT pexum LDAP.

CuHTakcuc

[no] ldap-mode

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymonyaHuio

OTK/tOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
CONFIG-RADIUS-VSERVER
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Mpumep:

wlc-30(config-radius-vserver)# ldap-mode

Idap-profile

[aHHoi KomaHaol BblbupaeTcsa oAnH 13 co3gaHHbiX LDAP-npoduneld ana pabotsl B nokasibHOM RADIUS-
cepsepe.

icnonb3oBaHue oTpuUaTeNibHoi oopMbl (NO) OTK/OYAET UCNONb3yeMblit npodunb LDAP.

CuHTakcuc

[no] ldap-profile <NAME>

MapameTpbl

<NAME> — nmsa npodunsa LDAP-cepBepoB, 3agaeTcsa CTpokoi 4o 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET

Heo6xoauMbIii ypoBeHb NpuBUIeruin
15

KomMaHAHbIV peXxum
CONFIG-RADIUS

Mpumep

wlc-30(config-radius)# ldap-profile tester

Pa6ota c cepTudmkaramm

* crypto generate cert

* crypto generate csr

* crypto generate pfx

* crypto generate private-key
+ update crypto default

crypto generate cert

KomaHga npegHasHadeHa ans reHepauum ceptudoukartos. MNpu paboTe B pexnme koHTponnepa WLC
NCcnonb3yeTcsa AN reHepaunn nosb3oBaTesbCknX cepTudomkaToB Ansa asTopusaumm no npoTtokony TLS.

CuHTakcuc
crypto generate cert csr <CSR> ca <CA> private-key <KEY> filename <NAME_CERT>
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MapameTpbl
<CSR> — nms cywecTBytowero csr-cpaina;

<CA> — nmsa KopHeBOro ceptudmkara, ecsim He 6bl/1 CO34aH HOBbIR, TO MOXHO BOCMO/Mb30BaTbCA AEONTHLIM,
KOTOPbI reHepupyeTcst npu cTapTte ycTpoiicTea (default_ca.pem);

<KEY> — nM# k/1o4a KOpHEBOTO cepTudmkata, ecnm He 6bls1 co34aH HOBbIV, TO MOXHO BOCMO/b30BaTbCA
1edhoNTHbIM, KOTOPBLIN reHepupyeTcst Npu cTapTte ycTpoiicTea (default_ca_key.pem);

<NAME_CERT> - nms co3gaBaemoro ceptudmkara, 3agaeTcs CTPoKol 4o 31 cMMBOa, MOXET cofepXaTb
naTuHckue BykBbl pasHoOro perucTpa, undpsl 1 cumsonsl ', -, ', '@'.

HeoOxoaumbivi ypoBeHb NPUBUETAA
10

KomaHZHbIi pexum
ROOT

Mpumep

wlc# crypto generate cert csr tester.csr ca default_ca.pem private-key default_ca_key.pem
filename tester.crt

crypto generate csr

KomaHga npegHasHaveHa A/1a reHepauun csr-gpaiiioB, Heo6XoaMMbIX 415 reHepauumn ceptudomkartos. Mpu
pabote B pexume KoHTposiiepa WLC csr ucnonb3yeTcsa npu reHepalmmn nosib3oBatesibCknx cepTudonkaros ans
aBTopu3aunn no npotokony TLS.

CuHTakcuc

crypto generate csr private-key <USER_KEY> [alternative-name <ALT_NAME> | common-name
<COM_NAME> | country <COUNRY> | email-address <EMAIL> | locality <LOC> | organization
<ORG_NAME> | organizational-unit <UNIT_NAME> |

state <STATE>] filename <CSR>

MapameTpbl
<USER_KEY> — ums k/itoua nosb30BaTesibCKoro ceptudonkara;

<ALT_NAME> - anstepHatuBHoe nmsi SAN (Subject Alternative Names), no3sonsioliee 06beanHATL
HECKOJ/IbKO pecypcoB nog, ogH1M nmeHeM. 3agaeTcsa CTPOKOoi oT 5 A0 255 cMMBO/OB;

<COM_NAME> — foMeHHOe nMS, 4151 KOTOPOrO 3aKasbiBaeTcs cepTudimkar, 3agaeTcs CTPoKou fo 64
cnmBO/OB. Ecnn komaHaa ncnonb3yeTcs A4 reHepauum ceptudomkaTa nonb3sosarena Wi-Fi, To HyxHO yka3arb
TaKke nms nonb3osarens B popmare: user@domain;

<COUNRY> — Kkopg, cTpaHbl peructpauum opraHnsaumm, 3aaeTcs CTPOKOM 13 2 CMMBOJIOB;
<EMAIL> — e-mail gns cBA3w, 3agaetcs cCTpokol oT 3 40 64 CMMBO/OB;

<LOC> - ropog pernctpauuy opraHisanmm, 3agaeTcsa CTpokoi go 128 cMmBonos;
<ORG_NAME> — Ha3BaHMe opraHu3auuu, 3agaetcsi CTPOKOW A0 64 CMMBO/IOB;

<UNIT_NAME> - Ha3BaHue oTgena opraHusaumu, 3agaeTcsa CTPOKoi 40 64 CMMBO/OB;
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<STATE> — 06nacTb, peErMoH perncrpaumm opraHmsaunn, 3agaeTcs CTpokoin Ao 64 cMMBO/IOB;

<CSR> - ums cozgaBaemoro csr-thaiina, 3agaetcs CTpokoi Ao 31 cMMBO/Ia, MOXET CoAepXaTb NaTUHCKMe
6YKBbl pa3HOro perucTpa, uudpbl u cumeonsl ., -, ', '@" .

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT

Mpumep

wlc# crypto generate csr private-key tester.pem common-name tester@wlc.root filename tester.csr

crypto generate pfx

KomaHpa npegHa3HadeHa ans reHepaumm pfx-koHTteliHepa. Mpu pabote B pexume koHTponnepa WLC
KOHTENHep UCMonb3yeTcsa Npy aBTopusaunm nonb3osarens no npotokosny TLS.

CuHTakcuc

crypto generate pfx private-key <USER_KEY> cert <NAME_CERT> ca <CA> [password ascii-text
<PFX_PASSWORD>] filename <PFX>

MapameTpbl
<USER_KEY> — ums k/itoHya nosb30BaTesibCkoro ceptudnkara;
<NAME_CERT> — umsa co3gaHHOro cyuiecTByroLlero ceptudumkara nonb3osarens,

<CA> — 1Ms KOPHEBOTO CepTMduKaTa, ec/im He 6bi/1 CO3A4aH HOBbIA, TO MOXHO BOCMO/1b30BaTLCS AEONTHbIM,
KOTOpbIli reHepupyeTcs Npu ctapTe ycTpolicTea (default_ca.pem);

<PFX_PASSWORD> - naposb 415 OTKpPbITUS KOHTENHEepa, 3a4aeTcsi CTPOKOW A0 64 CUMBO/IOB;

<PFX> — nms KOoHTeliHepa, 3agaeTcst CTPoKoi A0 31 CMMBOMa, MOXET COAEePXKaTb NaTUHCKNE BYKBbl pasHOro

perucTpa, undpbl 1 cumeonel ., -, " '@'. B cnyyae reHepaummn KoHTeiHepa ansa nonb3oBatens Wi-Fi Hy>XHO
yKasblBaTb pacluvpeHue .p12.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT

Mpumep

wlc# crypto generate pfx private-key tester.pem cert tester.crt ca default_ca.pem password
ascii-text 12345678 filename tester.pl2
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crypto generate private-key

KomaHga npegHasHadeHa s reHepaummn NnpyMBaTHOroO Kakda nonb3oBartens, KoTopbIi Heobxoanm npu
hopMMpOBaHUU CST.

CuHTakcuc

crypto generate private-key rsa [<RSA>] filename <NAME_KEY>

MapameTpbl
<RSA> — pa3mep kntoua B 6utax, npMHMmaeT 3HadeHns ot 1024 go 4096;

<NAME_KEY> — nwms chaiina kntoya, 3agaetcs CTpokoi go 31 cMMBona, MOXET cogepXaTtb NaTuHCKMe 6yKBbl
pasHoro perncTpa, yndpsl n cumsonsl ., -, ' '@'.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
ROOT

Mpumep

wlc# crypto generate private-key rsa filename tester.pem

update crypto default

KomaHga npefHasHaveHa a5 nepereHepauuy aedonTHbIX CEPTUNKATOB CUCTEMBI.

CuHTakcuc

update crypto default {ca | cert | dh}

MapameTpbl
ca — nepereHepauusa Aed0oITHOTO KOPHEBOrO cepTudmKaTa 1 ero K4a;
cer — nepereHepauus Aedo/ITHOro ceptudurkara ycTponcTea;

dh — nepereHepauus knova Audcpm-XennmaHa;

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT
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Mpumep

wlc# update crypto default ca

YnpaBneHue npocpunamm ap-models

« ap-model
+ object-group ap-models

ap-model
KomaHga npegHasHauyeHa Ana gobasneHusi mogesnel Touek 4octyna B npousib.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (NO) yaanseT npoduib Moaerb.

CuHTakcuc
[no] ap-model <BOARD-TYPE>

MapameTpbl
<BOARD-TYPE> — mogenb Touek Aoctyna, 4onyCTUMble 3HaYeHUs:

« WEP-1L;

« WEP-2L;

+ WEP-200L;
+ WEP-30L:
+ WEP-3ax;
« WOP-2L;

+ WOP-20L;
+ WOP-30LS;
+ WOP-30L.

Mpw BbINOMIHEHMM OTpULAaTENbHOW DOPMbl KOMaHbl CO 3HaYeHnem napameTpa "all" 6yayT ynaneHbl Bce
MoZenu Touek gocTyna.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep

wlc-30(config-object-group-ap-models)# ap-model WEP-1L

object-group ap-models

KomaHga npegHasHaueHa st cozgaHns npodnsis Mogenein Touek goctyna. NMpodunan cnonb3yTes npu
HaCTPOIiKe KOHTpO//iepa AJ1si OrpaHNYeHnst paboTbl CEPBMCOB MO MOAE/IN TOUKM AOCTynNa.
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Vicnonb3oBaHue OTpMLLaTeanOVI (*)OprI KOMaHbl (no) yoansaet I'Ipodi)l/ll'lb.

CuHTakcuc

[no] object-group ap-models <NAME>

MapameTpbl

<NAME> — umsi KOHUryprpyemoro npodonsasi Moaeneii Touek AocTyna, 3agaéTtcs cTpokoi Ao 31 cumsona.
Mpw BbINOMIHEHMM OTpULATENbHOW (DOPMbl KOMaH/bl CO 3HaYeHnem napametpa "all" 6yayT ynaneHbl Bce
npodhnnn Mogenein Touek goctyna.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
CONFIG

Mpumep

wlc-30(config)# object-group ap-models Realtek
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9 HacTtpoiika DNS
» domain ip host
+ domain lookup enable

+ domain name
« domain name-server

domain ip host
JaHHaa komaHga onpegenset crarmyeckyto DNS-3anuce.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAb! (NO) yaanseT 3anuch.

CuHTakcuc

[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOoIi A0 255 CMMBO/OB.

<IP> - IP-agpec xocTa, 3aaaétca B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..253).

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHaa komaHga BknovaeT paspelueHre DNS-umeH.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaEeT paspelleHne DNS-meH.

CuHTakcuc
[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnsipa VRF, 3agaetca cTpokoii 4o 31 cMmBoia, B paMkax KOToporo 6yaeT BK/IHYEHO
paspelueHre DNS-umeH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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KomaHaHbIi pexum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaH,u,a MNO3BOJIAET HAa3HAYUTb NMA AOMEHA OJ1 MapLlipyTn3aropa.

icnonb3oBaHue oTpuuaTesnibHoW hopMbl KOMaHAbl (NO) yAaIseT UMs AOMEHA /18 MapLUpyTM3aTopa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — ums gomeHa MmapLupyTtunsaTopa, 3agaétca cTpokoi ot 1 o 31 CMMBONOB.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
[anHaa komaHga onpegensert IP-agpec DNS-cepsepa, ncnonb3yemoro ans paspetleHns DNS-nven.
cnonb3oBaHue oTpuuatensHoli hopmbl komaHabl (no) yaanseT agpec DNS-cepsepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnonbsyemoro DNS-cepBepa, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgas 4yactb
npuHUMaeT 3HaueHus [0..255];

<VRF> - nms ak3emnnsipa VRF, 3agaetcsa cTpokoii 4o 31 cumBona, B pamkax KOTOporo 6yaet NponcxoanTb
B3aumopgeicTtene ¢ DNS-cepsepom.
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Heob6xoauMbIii ypoBeHb NpuBUierui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1
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10 HacTtpoinka mDNS-reflector

+ clear ip mdns-reflector

+ ip mdns-reflector

* ip mdns-reflector services
» show ip mdns-reflector

clear ip mdns-reflector

[aHHasi komaHga 06HOBNSET AaHHble B kKalle mMDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cogepXuT napameTpoB.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

HeoOxoaumblii ypoBEHb NPUBUIETUIA
1

KomaHZHbIi pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

[JaHHas komaHga fo6aBnsieT nHTepdeiic B KoHdurypaumto cepeuca mDNS-reflector. ns 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MUHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoi koMaHAapl (o) yaanseT nHtepdeiic n3 KoHgurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHAHbII pexum
CONFIG-GI

CONFIG-TE
CONFIG-SUBIF
CONFIG-QINQ-IF
CONFIG-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

[aHHaa komaHaa aktusmpyet comnsTpaumtio cepsmcoB mDNS. CepBucel, ykasaHHble B object-group <NAME>,
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok ounstpaumm nycT, To 6yayT AOCTYMNHbI
BCE CEpPBUCHI.

Vicnonb3oBaHue oTpuUaTenbHoi koMaHAabl (No) oTkoUaeT dmnbTpauuto cepercos mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>
no ip mdns-reflector services

MapameTpbl

<OBJ-GROUP-URL-NAME> - nmsa npodmnsa URL-agpecos, 3agaétca cTpokoii o 31 cumsona.

3HayeHue nNo ymosiMaHuio

OTcyTCTBYET.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
CONFIG
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esr (config)# object-group url test
esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit
esr (config)#
esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[JaHHasi KomaHa BbIBOAWT CNUCOK CepBUCOB 13 kalla mDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

<IF> — nHTepdenic nnu rpynnel MHTEPecoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsok

IMEeHOBaHNsi NHTepgheiicoB MapLLpyT13aTopa;

<NAME> — nmsa npocmnnsa URL-agpecos, 3agaétca cTpokoi o 31 cumsona.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoauMbIii ypoBeHb NnpuBunierui

1

KomMaHAHbIV peXxum

ROOT

Mpumep

esr# show 1ip mdns-reflector
Interface IP address Hostname Service Port

WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
WEP-12ac
.0.
11
11
11
11
11
11
11

br21 172.

gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.
gil/0/2.

172.
172.
172.
172.
172.
172.

[ol ol oo oMo}

11

local
local
local
local
local
local
local
local

.local _brcm-sb._tcp 80
.local _telnet._tcp 23
.local _ssh._tcp 22
.local _http._tcp 80
.local _https._tcp 443
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.
Book-tester-7.

_ssh._tcp 22
_sftp-ssh._tcp 22
_eppc._tcp 3031
_rfb._tcp 5900
_smb._tcp 445
_airplay._tcp 7000
_raop._tcp 5000
_teamviewer._tcp 2020
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esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
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11 HacTtpoika o6wecncTeMHbIX NnapaMmeTpoB

+ alias

+ hostname

+ show cpu network-load

+ show cpu history

+ show cpu processes

» show cpu utilization

+ show system

+ show system id

+ system fan-speed

+ system config-confirm timeout

+ system cpu load-balance overload-threshold
+ system utilization softgre disable

alias

[JlaHHas komMmaHAa AaeT BO3MOXHOCTb HACTPOUTb YKOPOUEHHbIE/CNeLngMUHbIE KOMaH/bl B pa3/inyHbIX

KOMaHAHbIX peXxunmax.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHAbl (NO) yaaniseT 3anuch.

& [ns akTMBauum HacTPOEHHbIX alias Heo6xoauMo nepenoaknounTLes K CLI MapLupyTrsaTopa.

CuHTakcuc
alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBOI1 KOMaHApbI.

<MODE> - Ha3BaHUs KOMaHAHOIO pPeXrma B KOTOPOM MPUCYTCTBYET HOBasi KOMaH4a:

+ change-expired-password;
+ config;

+ config-aaa-das-profile;
+ config-aaa-radius-profile;
+ config-accsess-profile;
+ config-acl;

+ config-acl-rule;

+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-group;

+ config-bgp-neighbor;

+ config-bridge;

+ config-cellular-modem;
+ config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-vendor-id;
+ config-dnat;

+ config-dnat-pool;

319



WLC-15, WLC-30, WLC-3200, ESR-15, ESR-30, ESR-3200. CnpaBo4HuK komaHA CLI. Bepcusa 1.19.2

+ config-dnat-rule;

« config-dnat-ruleset;

+ config-eT;

+ config-gre;

+ config-if-gi;

+ config-if-te;

+ config-ike-gw;

+ config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

+ config-ipsec-policy;

+ config-ipsec-proposal;

+ config-ipsec-vpn;

+ config-ipv6-bgp-af;

+ config-ipv6-bgp-group;

+ config-ipvé-bgp-neighbor;
+ config-ipv6-dhcp-server;
+ config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

+ config-ipvé-pl;

+ config-ipvé-wan-rule;

+ config-ipv6-wan-target;

+ config-ipv6-wan-target-list;
+ config-keychain;

+ config-keychain-key;

+ config-12tp-server;

+ config-12tpv3;

+ config-ldap-server;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

+ config-loopback;

+ config-lt;

+ config-mst;

+ config-multilink;

+ config-netflow-host;

+ config-network-policy;

+ config-ntp;

+ config-object-group-application;
+ config-object-group-mac;
+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;
+ config-openvpn;

+ config-openvpn-server;

+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

+ config-pl;

+ config-policy-map;

+ config-pool;

+ config-port-channel;

+ config-ppp-user;

+ config-pppoe;

+ config-pptp;

+ config-pptp-server;
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config-profile;
config-qing-if;
config-radius-server;
config-rip;
config-route-map;
config-route-map-rule;
config-service-port;
config-sflow-host;
config-snat;
config-snat-pool;
config-snat-rule;
config-snat-ruleset;
config-snmp-host;
config-snmp-user;
config-softgre;
config-subif;
config-subscriber-control;
config-subscriber-default-service;
config-subtunnel;
config-tacacs-server;
config-tracking;
config-user;
config-vlan;
config-vrf;

config-vti;
config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireless;
config-zone;
config-zone-pair;
config-zone-pair-rule;
debug;

root.

<COMMAND> - cTpoka pazmepoM 96 cumsosnos. KomaHaa CLI. BBoguTcsa nonHocTbI0, 6€3 cokpalleHuid. Ans

BBOAa KOMaH/Abl N3 HECKOJIbKMX CJ/10B 06paMﬂﬂeTCH ,CI,BOVIHI:IMVI KaBblYKaMWu.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"

hostname

KomaHga no3BonsieT Ha3HauMTb CETEBOE UMS A1 MapLupyTu3aTopa.

icnonb3oBaHue oTpuuaTesibHoli (DOPMbl KOMaH/bl (N0) yCTaHAB/IMBAET MMSsI MapLUPyTM3aTopa no yMO/TYaHuHo.
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CuHTakcuc
hostname <NAME>

no hostname

MapameTpbl

<NAME> — ceTeBOe MMA MapLUpyTU3aTopa, 3a4aéTcsl CTPOKoW Ao 63 CMMBO/IOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

3Ha4yeHune no ymonyaHuio

esr-10/esr-12v/esr-12vf/esr-14vf/esr-15/esr-20/esr-21/esr-30/esr-100/esr-200/esr-1000/esr-1200/esr-1500/
esr-1511/esr-1700/esr-3100/esr-3200 — B 3aBMCUMOCTM OT MOAENN MapLUpyTU3aTopa.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# hostname router-l.eltex-co.ru

show cpu network-load

[aHHOoI KOMaHA0M OCYLEeCTBAETCS NPOCMOTP Harpy3ku, NPON3BOANMON CETEBLIM TPadUKOM.

CuHTakcuc

show cpu network-load

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# show cpu network-load

CPU ID CPU load Heaviest session Session
weight

0 0 - 0

1 49413 80.88.157.57 -> 9826
172.129.22.57

2 46812 80.88.157.75 -> 9895
172.129.22.75

3 49229 172.129.22.41 -> 9851
80.88.157.41

4 0 - 0

5 53019 80.88.157.77 -> 9989
172.129.22.77

6 39699 80.88.157.79 -> 9863
172.129.22.79

7 49726 172.129.22.45 -> 9804
80.88.157.45

8 39789 172.129.22.61 -> 9779
80.88.157.61

9 36876 80.88.157.59 -> 9775
172.129.22.59

10 53041 172.129.22.5 -> 9679
80.88.157.5

11 49010 172.129.22.47 -> 9896
80.88.157.47

12 53082 172.129.22.13 > 9650
80.88.157.13

13 63027 80.88.157.69 -> 9617
172.129.22.69

172 52722 80.88.157.73 -> 10001
172.129.22.73

15 55165 80.88.157.71 -> 9924

show cpu history

[laHHOI KOMaH/10¥i OCYLLIECTBSIETCS NPOCMOTP UCTOPUM KCMO/b30BaHus pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

MapameTpbl

average | max — yka3blBaeT, UICTOPUIO KaKoli CTaTUCTIKN HEOBXOAMMO BbIBOAUTD, YCPEAHEHHYHO U/
MaKCUMaslbHY0 3a MHTepBasl. Bes ykasaHusi JaHHOrO K/oua BbIBOAUTCA MCTOPUSI YCPEAHEHHOMN CTaTUCTVKM
(average).

<CPU> — BO3MOXHO yKka3aTb Homep KOHKpeTHoro CPU, no koTopomMy 6yAeT BbIBOAUTLCA UCTOPUS CTATUCTUKN
ncnonb3oBaHusa pecypcos CPU. bes ykasaHunss Homepa CPU 6yzeT BbIBOAMTLCA MHApopmauus no scem CPU,
NCNONb3YIOLWUMUCA CUCTEMOMN.
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<TIMER> — B ka4yecTBe NapamMeTpoB A1 AaHHOIO K/iklo4a MOryT BbICTyNarhb:
+ hours — oTo6paxaeT ncToputo 3a nocnegHne 72 yaca;
* minutes — oTobpaxaeT ncToputo 3a nocnegHme 60 MUHYT;
+ seconds — oTobpaxaeT uctopuio 3a nocnegHune 60 cekyHa;
* Mpw oTcyTCcTBMM KNtoya timer BoiBOAATCA 3 Tab/IMLbl ICTOPUM CTATUCTUKM Ucnosib3osaHmsa CPU.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
5

KomaHZgHbIi pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0

CPUO

Last 60 seconds:
utilization, %

100

90 #

80 #

70 #

60 #

50 ##

40 ##

30 # ##

20 # ##

10 #H#H#H#HHHHHHHH
deein]..

0 25 50

time, 5 sec.
Last 60 minutes:
utilization, %

100
90
80
70
60
50
40
30
20
10

0

#
#
#
# #
## #
## #
## #
## # # # # # #

## # # # # # #
HASHAHAHHHHAH RS H AR R AR H A R R R R R R R

5 10 15 20 25 30 35 40 45 50 55 60
time, min.

Last 72 hours:
utilization, %

100
90
80
70
60
50
40
30
20
10

0

# # # ##

# # #H## ##
# # #H## ##
# HHH#H ##
# HHH#H ##
# HHH#H ##
# HHH#H ##

HEHSHAHAHHAHAH AR A HAH AR AR AR R R R R
HEHSHAHAHHAHAH AR A HAH AR AR AR R R R R
HEHSHAHAHHAHAH AR A HAH AR AR AR R R R R

5 10 15 20 25 30 35 40 45 50 55 60 65 70
time, hours

show cpu processes

[laHHOI KOMaH/10¥i OCyLLIECTBNSIETCS NPOCMOTP MCMOo/b30BaHUA pecypcoB CPU-npoleccamm.

CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]
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MapameTpbl
active — CNUCOK akTMBHbIX NPOLECCOB;

name — NMA KOHKPETHOIO npoLecca.

HeoOxoaumblii ypoBEHb NpUBUIErUiA
15

KomaHZHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s
2013 CLI 0.00%
525 Cp-mgr 0.00%
535 Service-mgr 0.00%
532 Env-mgr 0.00%
530 Alarm-mgr 0.00%
529 Lb 0.00%
528 Session-mgr 0.00%
521 Ipc-hub 0.20%
533 El 0.00%
522 Syslog-mgr 0.00%
524 If-mgr 0.40%
534 Systemdb 0.00%
526 Oi-mgr 0.40%
527 Cfgsync-mgr 0.00%
531 Switch 0.00%
1877 IPv6 Routing 0.00%
1885 Routing 0.00%

show cpu utilizatio