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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnwucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOM CTPOKE YKa3blBAOTCA HeobA3aTebHble
[1 nmapameTpbl, HO UX BBOJA, NPenoCTaBAAeT OnpeaefieHHble AONOHUTENbHbIE
onuuu.
0 B ¢u1rypHbix CKOBKax B KOMAHAHOW CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesnbHble NapameTpbl. Heobxoanmo BbI6paTh OANH U3 NApPamMeTPOB.
«,» [JaHHble 3HaKN B ONUCAHUM KOMaHAbl UCNONb3YOTCA ANA YKA3aHUA Ananaso-
«» HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B onNncaHWe KOMaHAbl YKa3blBAeT Ha 3HAa4YEeHME NO YMOJIYaHMIO.
K Calibri Kypcmneom Calibri ykasbiBatoTca nepemeHHble Uan napameTpbl, KOTopble He0b-
ypcue Calibri o
XOAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM WM CTPOKOA.
MNonyKupHobiii MoNy*KMpPHbIM WPUPTOM BblAeNEHBI MTPUMEYAHUA U NPeayNpPeKAEHNS.
<lMonyxcupHoliii MonyXMpPHbIM KYpPCUBOM B YrNOBbIX CKOBKax yKa3blBAlOTCA Ha3BaHMA KNaBuULL
Kypcue> Ha K/laBuaType.
Courier New MNony*unpHbim LWpndtom Courier New 3anmcaHbl npumepbl BBOAA KOMAHA,
. Wpudtom Courier New B pamKe € TEHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUS
KOMaHZ,

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

/f‘ MpumeyaHua coaepKaTt BaXKHYHO MHd)OpMaLI,MIO, coBeTbl W pekomeHaauumn no ncnosib-
L]

Tepe AaHHbIX.
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A ELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpMaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTaTtopsbl cepmin MES2300, MES3300, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 moryT
NCNO/Ib30BaTbCA Ha CETAX KPYMHbIX NpeanpuATMiA U NpegnpuaTMiA manoro u cpegHero 6usHeca (SMB), B
onepatopckux ceTax. OHM o0b6ecneynmBaloT BbICOKYHO MNPOU3BOAMTENbHOCTb, TMBKOCTb, 6e30MacHOCTb,
MHOTOypoBHeBOe KauyecTBo obcayskmBaHua (QoS). Kommytatopbl MES2300-24, MES2300-24P,
MES2300B-24F, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 06/1a4at0T MOBbILLEHHOM
HaAEeXHOCTbIO 3a CYET pPe3epBUPOBAHMA Y3108, onpedensaolwmx becnepebonHocTb GYHKLMOHMPOBAHUA —
MmoAynei MMTaHUA U Mogynen BEHTUAALMMN.

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 oTBeyaloT TpeboBaHMAM
LeHTpoB 06paboTkM AaHHbIX K Top-of-Rack n End-of-Row-kommyTtatopam u TpeboBaHMAM OnepaTopoB K
obopyaoBaHUIO ceTel arperaumm U MarncTpanbHbIx ceTei, obecnevymBan BbICOKYHO NPOM3BOAUTENbHOCTb U
SKOHOMUYecKK 3ddeKTUBHOE peLleHme.

B HacToALleM pyKoOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepPUCTUKN, peKoMmeHaaummn
Nno Haya/ibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnAa KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.
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HELTEX
2 ONUWUCAHUE U3OENUA

2.1 HasHauyeHue

KommyTtatopbl MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 3T0 BbICOKONPOU3BOAUTENb-
Hble YCTPOWNCTBA, NpeAHa3Ha4YeHHble A1 UCNONb30BaHUA B LieHTpax 06paboTku aaHHbIX (LOM) B KayecTse
Top-of-Rack nan End-of-Row KommyTaTOpOB, a TakKe B CETAX arperauum U MarmcTpasbHbIX CETAX OnepaTo-
pOB CBA3N.

KommyTaTtopbl MES5400-24, MES5400-48 ocHalueHbl uMHTepdericamm 1000BASE-X/10GBASE-R u
40GBASE-R/100GBASE-R. B pexume pacuienneHma HG-uHTepdeica nogaepskusaetca paboTta Ha CKOPOCTAX
10 F6unt/c n 25 Fbut/c. Pexxnm paclienneHuns no3sosseT paclienutb Ao 6 HG-nHtepdeincos, 4to B cymme
paet 24 TWE-untepderical.

KommyTtatop MES5410-48 ocHalleH uHTepdeincamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R. B pexume pacuienneHua HG-uHtepdeica nogaep>kmsaetca paboTa Ha ckopocTtax 10 réut/c
n 25 réut/c. Pexxnum pacuienneHma no3BoAseT paclienutb Ao 6 HG-uHtepdeiicos, uto B cymme aaet 24
TWE-uHTepdelica.

KommyTatop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
Xume pacwenneHna HG-uHtepdeica nogaepusaerca pabota Ha ckopocTax 10 F6ut/c n 25 réut/c. Pexxum
pacwenneHma nossonseT pacwenntb g0 30 HG-uHTepdelicos, 4To B cymme gaeT 120 TWE-nHTepdeicos.

MopTbl KOMMYTAaTOPOB MOAAEP}KMBAKOT paboTy Ha ckopoctax 1 [6ut/c (SFP), 10 réut/c (SFP+), 25
réut/c (SFP28), 40 réut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnoknpyemas KoMMyTaLMOHHaA MaTpuLLa NO3-
BONAET OCYLLECTBAATb KOPPEKTHYIO 06paboTKy NAKeTOB NPY MaKCUMaAbHOW HarpysKe, COXPaHAA Npu 3TOm
MWHMMabHbIE U NPeACcKasyemble 3a4epKKM 41A Bcex TUNoB TpaduKa.

Cxema BeHTUAAumMK front-to-back obecneunsaet adpdeKkTMBHOE OXnarkgeHWe Npu UCNONb30BaHUMU
YCTPOICTB B YCN0BMAX COBPEMEHHbIX LIO/L.

HageKHOCTb KOMMYTaTOPOB 0becneyeHa 3a cueT pe3epBUMPOBaHUSA UCTOYHUKOB MUTAHUA U CUCTEMDbI
OXNAXKOEHUA N PAa3BUTOM CUCTEMbI MOHUTOPUHIA annapaTHOM YacTh ycTpoiicTB. KoMMyTaTopbl MMEHT BO3-
MOXHOCTb ropsiueit 3ameHbl MoAynen NUTaHMA U BEHTUAALMOHHBLIX Moaynel, obecneumsan 6ecnepeboii-
Hoe PYHKLMOHUPOBaHWE CeTU onepaTopa.

KommyTaTtopsl arperauum cepuit MES2300, MES3300, MES53xXA — 3TO BbICOKONPOU3BOANUTE/NbHbIE
YCTPOMCTBA, OCHAlWeHHble WHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble Ana
MCNONIb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEHTpax
06paboTKkK AaHHbIX (LLOA).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneumBaeT rmMbKOCTb B MCMOMb30BaHUM M BO3MOXKHOCTb NOCTENEHHOrO nepexoda Ha 6onee BbICOKME
CKOPOCTM nepepayn AaHHbIX. HebnokuMpyemas KOMMyTaUMOHHaA MaTpuua MO3BOMIAET OCYLLEeCTBAATb
KOPPEeKTHY0 06paboTKy NakeToB MPU MaKCMMAasbHbIX HArpysKax, COXpaHss Mpu 3TOM MWHUMaJIbHbIE U
npeackasyemble 3a4epKKN Ha BCeX TUMax TpaduKa.

! ina mopenn MES5400-24 B pexume pacuienneHns AocTynHbl nHTepdeicol HG3-HG6. Ana moaenn MES5400-24
rev.B gaHHOro orpaHMYeHus Her.
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HELTEX

Cxema BeHTUnAuum front-to-back obecneunBaeT apdeKTMBHOE OXnaxkaeHMe Npu UCNOJIb30BaHUM
YCTPOICTB B YCNOBMAX COBPEMEHHbIX LLO/L.

[OybnnpoBaHHbIe BEHTUAATOPbI M UCTOYHMKU MUTAHMA MOCTOAHHOTO WMAM MEPEMEHHOr0 TOKa B
COYeTaHMM C PA3BUTON CUCTEMOM MOHUTOPWMHIA annapaTHOM YacTU YCTPOMCTBA MO3BOAAKT MOAYYMTb
BbICOKME NOKa3aTe/IM HaZLEeXHOCTU. YCTPOIMCTBA MMEOT BO3MOXHOCTb ropsaYeit 3aMeHbl Mogynen nuTaHuA
N BEHTUIALUMOHHbBIX Moaynein, obecneunsasn 6ecnepeboiiHOCTb PYHKUMOHUPOBAHUA CETU onepaTopa.

KommyTtaTtopbl MES5500-32 — 3TO BbICOKOMPOU3BOAUTE/IbHbIE YCTPOMCTBA, OCHALLEHHbIe NHTepden-
camun 10GBASE-R 1 40GBASE-R/100GBASE-R v npeaHasHayeHHble 418 UCMONb30BaHUA B LieHTpax obpa-
60TKM aaHHbIX (LOA) B KauecTBe Top-of-Rack nnum End-of-Row KommMyTaTopoB, a TaK:Ke B CETAX arperaumnu
N MarncTpasibHbIX CETAX ONEepPaTOPOB CBA3M.

2.2 ®DyYHKUMM KOMMYTATOpA

2.2.1 ba3osble pyHKYUU

B Tabsimue 1 npuBeaeH CnncoK 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYNHbIX ANA aMUHUCTPUPOBaHUA.

Tabnuua 1 — basosble GyHKLMM yCTpOICTBA

3awuma om
6n10KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asnX Neperpysku BbIXOAHbIX MOPTOB YCTPOWUCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPMBOAMT K 3aepKKaM nepesaum AaHHbIX
M NnoTepe NakeTos..

Moddepxcka
c8epX0/1UHHbIX KAOpPOo8
(Jumbo frames)

CnocobHOCTb NoAAEPHKMBATL Nepefady CBEPXAJIMHHbIX Kajpos, YTo MNO3BOAAET Nne-
penaBaTh AaHHblIE MEHbLIMM YUC/IOM NAKETOB. TO CHUMKAET 06BbEM CNYKeBHON UH-
dopmaunm, Bpems 06paboTkM 1 NepepbIBbI.

YnpaeneHue nomokom
(IEEE 802.3X)

YnpasseHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [1nA npenoTBpalleHua nepenonHeHna bydpepa HM3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHbOPMUPYSA
BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOH6X0AMMOCTU CAenaTb naysy nNpu nepegaye na-
KeToB.

Paboma e cmeke
ycmpoiicme

KommyTatop nopaepskmsaer o6beAnHEHNE HECKO/IbKUX YCTPOWMCTB B CTEK. B aTom
C/ly4ae KOMMYTaTOPbl PACCMaTPUBAOTCA KaK eAMHOE YCTPOMCTBO C 06LWMMM HacTPOW-
Kamu. BO3MOXHbI 4Be TOMOIOTMM NMOCTPOEHMA CTEKA — KOJ/IbLLO M LienoyKa. Mpu aTom
napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOXKHO 334aTb C KOMMYTa-
Topa, paboTaloLLero B pexkume «mactep». CTeKMpOBaHME YCTPOMCTB NO3BOAET CHU-
3UTb TPYLOEMKOCTb YMNpaB/ieHna CeTblo.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabanue 2 npuseaeHbl PyHKLUN YCTPOMCTB Npu paboTe ¢ MAC-agpecamum.

Tabnunua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop cocTaBnAeT B NamaATU Tabauuy, B KOTOPOI yCTaHaB/AMBAETCA COOTBET-
cteue mexay MAC-agpecamu u y3namm noptos KOMMyTaTopa.

Pexcum obyveHus

B oTcyTcTBME 06YYEHUA AaHHbIE, MOCTynaloLmne Ha Kakon-11Mbo NopT, NnepeaatoTca Ha
BCe OCTa/ibHble MOPTbl KOMMYyTaTOpa. B pexknme 0byyeHNa KOMMyTaToOp aHaAM3npyeT
Kagpbl u, onpeaennms MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B TabnLy KOMMyTaLUW.
Bnocneacteum Kagp Ethernet, npegHasHaueHHbIV ana xocta, MAC-aapec Kotoporo
y¥Ke ecTb B Tabaunue, nepenaeTcs TO/bKO Yepes yKasaHHbIN B Tabanue nopr.

Ethernet-kommymamopeol cepuli
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Moddepicka nepedayu
Ha HecKonbKko MAC-

JaHHasa ¢yHKUMA MNO3BONSAET YCTaHaB/AMBATb COEAMHEHUA «OAWUH KO MHOTUM» U
«MHOTMEe KO MHOrMm». Takum o6pa3om, Kagp, aapecoBaHHbI MHOroaapecHom

adpecos (MAC N .
) rpynne, nepegaeTca Ha KaxAbli NOPT, BXOAALMI B rpynny.
Multicast Support)
AsmomamuyecKkoe
epemsa xpaHeHua MAC- | Ecav ot ycTpoiictea c onpeseneHHbiM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHM He MOCTYMakT NaKeTbl, TO 3aMnCb ANA AAaHHOTO agpeca ycTapeBaeT M yAansaeTca.
(Automatic Aging for 3T0 NO3BONAET NOALAEPKMBATL TaDAULLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.
MAC Addresses)
CmamuuyecKue 3anucu C .o
. eTeBOl KOMMYTATOp NO3BO/AET M0/Ib30BaTENO ONPeAe/IUTb CTaTUYecKue 3anucu
MAC (Static MAC amvraTop beA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHATCA B TabmLe KoMMyTauuu.
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI|

B Tabanue 3 npuseaeHbl pyHKLUN M 0COBEHHOCTU BTOPOro YpoBHSA (ypoBeHb 2 OSl).

Tabnunuya 3 — OnncaHme GyHKUMIM BTOpOro ypoBHSA (yposeHb 2 OSI)

Peanusauua npotokona IGMP nossonseTt Ha ocHoBe MHOPMALMKM, NOAYHEHHOM
npu aHanuse cogepkmmoro IGMP-nakeToB, onpeaennTb, Kakne yCTpoICTBa B CETU

®yHkyusa IGMP Snooping o
Y4YacTBYHIOT B rpynnax MHOroaZ4pecHOM pacchl/iKK1, 1 agpecoBaTb TPapuK Ha COOTBET-
CTBYlOLLME NOPTDI.
. Peanusauua npotokona MLD no3BosfaeT ycTPoOiCTBY MUHUMMU3IUPOBATb MHOroaa-
@yHkyusa MLD Snooping 4 P yerp y P A

pecHbIn IPve-TpaduK.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXKAOM y31e, KOTOpoe NPMBOAUT K aBUHOOBPa3HOMY POCTY MX Yncna U napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GPYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTD CKO-
pOCTb NepeAaym MHOFOa4PECHbIX U LMPOKOBELLATEIbHbIX KagpoB, MPUHATbIX U Ne-
peaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NopTos nossonseT AybanposaTb TpaduKk Habalogaembix NOPTOB.,
nepecbinas BXxoAslMe U/UAM UCXoAALLME NaKeTbl HA KOHTPOAWpPYOWMi nopt. Y
no/sib30BaTeNss KOMMYTaTopa €CTb BO3MOXHOCTb 334aTb KOHTPO/IUPYIOLMIA U KOH-
Tpo/sMpyemble NOpTbl K BbIBPATL TMN TpaduKa (BXOAALMIA U/MAM UCXoasALLmiA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET HAa3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
yCNnoBHO ByaeT nepeHanpaBaaTbcsA Becb TpaduK, obecneynsas Tem camMbiM U30NA-
LU0 C APYTMMUM MOpTamu (B Npesenax o4HOro KOMMYTaTopa), HAXO4ALLMXCA B STOM
e wupokosewwaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

Private VLAN Edge

[aHHan dyHKLMA NO3BONAET M30MPOBATL FPyNnMy NOpPToB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELATe/IbHOM AOMEHE MeXKay coboi,
No3B0/1AA NPU 3TOM 06MeH TPadUKOM C APYTMMMU NOPTaMM, HAXOAALLMMUCA B STOM
e WMpoKoBelLLaTe/IbHOM AOMEHE, HO HeNpPUHAANEXKALLMMM K 3TON rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMIO MEXAY YCTPOMCTBAMM, HAXOAALLMMMUCA B OLHOM LUMPO-
KOBeLlaTeNbHOM AOMEHE, B Npeaenax Bcei L2-ceTn. Peann3oBaHbl TONbKO ABa pe-
XuMa paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOW 3aZayelt KOTOPOro ABAA-
etca npuseseHue cetu Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K 4PEBOBUAHON
TOMONOTUK, UCKAtOYatoLwen neTan. KommyTaTopbl 06MeHUBAOTCA KOHOUTYPaLMOH-
HbIMW COODOLEHNAMM, UCNONb3YS Kadpbl cneunanbHoro ¢dopmarta, U BbIBOPOYHO
BK/IIOYAIOT M OTK/IOYAIOT Nepesady Ha nopTbl.
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Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (bbicTpbiit) STP (RSTP) — ABnsieTcA ycoBepLUeHCTBOBaHMEM NPOoToKoa STP, xa-
paKTepusyeTcs MeHbLINMM BPEMEHEM NPUBELEHUA CETU K APEBOBUAHON TONONAOMMMU
M MMmeeT 6onee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOA NpeAHasHayYeH ANs NOBbIWEHUA YCTOMYMBOCTM M HALEKHOCTM CEeTU ne-
pefayn AaHHbIX, UMeloLEen KOMbLLeBYO TONO/IOTUIO, 38 CYET CHUMKEHWUA BPEMEHU
BOCCTAaHOBJ/IEHMA CETU B C/ly4yae aBapuu. Bpems BocCTaHOBAEHUA He npesblwaeT 1
CEKYHZbI, YTO CYLLECTBEHHO MEHbLUIE BPEMEHUN NEPECTPONKM CETU NPU UCMOb30BA-
HUW NPOTOKO/IOB CEMEWCTBA Spanning tree.

Moddepxka VLAN

VLAN —3T0 rpynna nopToB KOMMyTaTopa, 06pasyoLmnx ogHY LMPOKOBELLATE/IbHYO
ob6nacTtb (AomeH). KommyTaTop noaaepnBaeT pasindHble cpeacTsa Kaaccuduka-
LKW NAKEeTOB ANA onpeseneHnn ux NpuHaa exHocTH K onpegeneHHomn VLAN.

Moddepxcka npomoKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
GYHKUMM YPOBHA KaHana nepeayn AaHHbIX NpeacTasBAaloT coboit NpPoToKoN
MOHUTOPMHIa COCTOSHUA KaHana. B 3Tom NpoToKone ans nepeaadn MHGopmaLlmm o
COCTOAHUWM KaHana Mexay HenocpeacTBeHHO MNOAK/YEHHbIMM YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoit-

802.3ah) CTBa [0/1KHbI NogaepxuBatb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunn GARP VLAN obecneymBaet AuHamuuyeckoe pgobasne-
Moododepxcka GVRP (GARP | uue/ynanenve rpynn VLAN Ha nopTax KommyTaTopa. ECAM BK/IKOYEH MPOTOKON
VLAN) GVRP, kKommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANE-

HocTu K VLAN Ha BCce NopTbl, ABNAIOLMECA YACTbiO aKTUBHOM TOMNOOTMN.

Moddepcka VLAN
Ha 6a3e nopmoe

PacnpeaenerHune no rpynnam VLAN BbINOAHAETCA NO BXOAAWMM nopTam. [JJaHHoe
pelleHne No3BoNAET UCMO/Ib30BATb Ha KaXKAOM NOpPTy TONbKO oaHy rpynny VLAN.

(Port-Based VLAN)
IEEE 802.1Q — OTKpbITbIM CTAaHAAPT, KOTOPbIA ONMUCbIBAET NpoLEeaypy TerMpoBaHuA
Mooddepxka 802.1Q Tpaduka gns nepesaum nHbopmaumm o npuHagaekHoctn K VLAN. MossonseT umc-
nob30BaTb HECKObKO rpynn VLAN Ha ogHOM nopTy.
MpoTokon LACP obecneumBaeT aBTomatTnuyeckoe obbegmMHeHWe OTAe/bHbIX CBA3eMn
MeXAy ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
06beduHeHUe KaHanos BEP) B e4MHbIN KaHa nepeaayn AaHHbIX.

c ucnone3zoeaHuem LACP

B npoToKo/ae NOCTOAHHO onpeaensaeTca BO3SMOXKHOCTb 06'be,EI,VIHEHVIﬂ KaHanos, n B
CQly4ae OTKa3a coegunHeHuna, BxoaAallero B O6'be,CI,MHEHHbIl71 KaHan, ero Tpad)MK aBTO-
MaTU4YeCKN nepepacnpenenaeTca No He OTKa3aBWMM KOMMNOHEHTaM O6'be,CI,MHEH-
HOro KaHana.

Co3daHue epynn LAG

B ycTpoiicTBax noaaepskmBaeTtca GyHKLMA CO34aHMA rPynn KaHanos. Arperaums Ka-
Hanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHonorva ob6beanHeHus
HECKONbKMX GU3MYECKMX KaHa/soBa B OAWMH NOTMYECcKU. ITO cnocobCTByeT He
TO/IbKO YBE/IMYEHUIO NPOMYCKHOM CNOCOBHOCTM MAarucTpaabHbIX KAHAaN0B KOMMYyTa-
TOP-KOMMYTATOP UM KOMMYTATOP-CEPBEP, HO U1 NMOBbLILIEHWUIO UX HAZEeXHOCTU. Bos-
MOXHbI TPW TMNa 6anaHCMPOBKKM — Ha ocHoBaHUK MAC-agpecoB, Ha OCHOBaHWUK |IP-
aZpecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHus.

lpynna LAG coCTOMT U3 NOPTOB C 04MHAKOBOW CKOPOCTbIO, paboTatoLwmx B AynieKc-
HOM pexunme.

Moddepxka Auto Voice
VLAN

MpepnoctaBAseT BO3MOXHOCTb UAEHTUGUUMPOBATL r0J10COBOM TPadMK HAa OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecaun
B MAC-Tabnauue KommyTtatopa npucytcrayeT MAC-agpec ¢ OUl ronocoBoro wato3a
unn xe IP-tenedoHa, To AaHHbIM NOPT aBTOMaTM4eckn aobasnsetca B voice vian
(naeHTMOMKauma no npotokony SIP unum ke no MAC-agpecy nosaydyatens He noj-
OeprKuBaercs).
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesolii moodenu OSI
B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHme GyHKLUIN TpeTbero ypoBHsa (Layer 3)

Knuenmeoi BootP

u DHCP YcTpoictBa cnocobHbl aBTOmMaTUYeckM nonydatb IP-agpec no npoTokony
(Dynamic Host BootP/DHCP.

Configuration Protocol)

CmamuyecKue AOMUHUCTPATOP KOMMYTATOpPa MMeET BO3MOMKHOCTb A06aBNATb U yAANATb CTaTUYe-
[P-Mapwpymbl CKMe 3anucu B Tabnmuy ma pwpyTtnsaumun.

lpomokon ARP ARP — npoTokon conoctasneHus IP-agpeca n dpnsnyeckoro agpeca ycrpoicraa. Coot-
(Address Resolution BETCTBME YCTAaHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBETA OT y3/1a CeTu, agpec y3na 3a-
Protocol) NPaLIMBAETCA B LUMPOKOBELLATE/IbHOM NaKeTe.

MPOTOKO/N AMHAMMYECKOW MapLLIPYTU3aLIMM, KOTOPbI NO3BOASET MapLIPyTM3aTOpam
06HOBNATL MaPLIPYTHYIO MHGOPMALLMIO, MO/yYan ee OT COCeAHUX MapLIPYTU3aTOPOB.
B 3aauv NPOTOKO/1a BXOAMT OMNpeseneHne onTMmasibHoro MaplupyTa Ha OCHOBaHUU
[OaHHbIX O KO/IMYECTBE MPOMEMKYTOUHbBIX Y3/108B.

lpomokon RIP
(Routing Information
Protocol)

IGMP Proxy — ¢&yHKUMA YNpOLWEHHOMW MapLipyTU3auumM MHOFOaApecHbIX AaHHbIX

PyHKyus IGMP Proxy mexagy cetamu. ns ynpaBaeHna mapLlipytusaumnein ncnonb3yetca npotokon IGMP.

MPOTOKO/N ANHAMMYECKOW MapLIPYTU3aLMKM, OCHOBAHHbIN HA TEXHOOTMU OTCNEKN-
BaHWA cocTosHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoKa4eHUs
lpomokon OSPF KpaTyanwero nytm anroputm JenkcTpsbl. Mpotokon OSPF pacnpocTtpaHAeT MHopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTu3atopaMu ogHOW aBTOHOMHOM Cu-
cTeMBI.

BGP (Border Gateway Protocol — npoTOKOA rpaHMYHOrO W/03a) ABAAETCA NPOTOKO-
lpomokon BGP IOM MapLlpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTrsaTopbl 06-
MeHMBaTCA MHbOPMaLMelt 0O MapLIPyTax K CETAM Ha3Ha4yeHuA.

Mpotokon VRRP npegHasHayeH oA pe3epBUPOBaHUA MapLLPYTU3aTOPOB, BbIMOAHA-
FOLLMX POAb LWH03a NO YMOJIYaHUI0. 3TO AocTUraeTca nyTém obbeanHeHus IP-nHTep-
¢dbencoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasIbHbIN, KOTOPbIA ByaeT ncnonb3o-
BaTbCA KaK LU/O3 N0 YMONYAHUIO ANA KOMMNbIOTEPOB B CETU.

lpomokon VRRP

PIM-npoToKOAN MHOroagpecHoi maplpyTusaummn gna IP-ceteit, cosgaHHbIi ansa pe-
WweHna npobiem rpynnosoit mapwpyTtmsaumn. PIM 6asmnpyeTtca Ha TPagUUMOHHbIX
MapLUPYTHbIX MpOTOKonax (Hanpumep, Border Gateway Protocol), BmecTto Toro,
lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ucnonbsyeT unicast-tab-
MUY MapLUpyTU3aLmMmK ansa nposepki RPF. 9Ta npoBepKa BbINOHAETCA MapLupyTU3a-
TOopamu, 4Tobbl ybeauTbea, YTo Nepegadya MHOTOaAPecHOro TpaduKa BbINONHAETCA
no nytn 6e3 nerens.

MpoTtoKkon ans obmeHa MHbopMaLmen 06 MCTOYHUKAX MY/IbTUKACTa MEXAY Pa3iny-

lpomokon MSDP HbiMmu RP B PIM.

2.2.5 ®yHkyuu QoS
B Tabnuue 5 npmBeaeHbl oCHOBHble GpYHKLMU KadyecTBa obcnykmnsaHua (Quality of Service).

Tabnmua 5 — OcHoBHble PYyHKUMM KayecTBa 0O6CNYKUBaAHMA

Moddeprcka YCTpOMCTBO NogaepKnsaeT NnpuopuTn3aumnto ncxogauero Tpadmka no oyepegam Ha
npuopumemHoix Kaxgom nopTy. PacnpepseneHne nakeTos No oyepesam MOXET NPON3BOANTLCA B pe-
ouyepedeii 3y/abTaTe KnaccMdrKaLmm NaKeToB NO Pas/IMYHLIM NOIAM B 3aro/IOBKax NaKeToB.
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ModdepiKa Knacca
obcnyxcusarnus 802.1p

CraHgapT 802.1p cneunduuMpyeT MeToZ yKasaHMA NpuopuTeTa Kagpa M anroputm
MCMNO/Ib30BaHMA NPUOPUTETA B LLENAX CBOEBPEMEHHOM AOCTaBKM YYBCTBUTE/IbHOTO K
BpeMeHHbIM 3agepkkam Tpaduka. CtaHaapT 802.1p onpenenser BOCEMb YPOBHeW
npuoputeTos. KOMMyTaToOpbl MOFYT MCNO/Ib30BaTb 3HaYeHue npuopuTeTa 802.1p AnA
pacnpegeneHua Kagpos Mo NPUOPUTETHBIM O4Yepeaam.

2.2.6 ®yHKyuu obecneyeHus bezonacHocmu

Tabnvua 6 — PyHKUMKM obecneyeHns 6e3onacHOCTH

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA A/1A 3alUMUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunBaet ¢punbrpaunto DHCP-coobuieHMiA, NOCTyNnUBLINX C
HeHaAeXHblX MOPTOB MyTEM MOCTPOEHMA U NOALEP!KAHWUA Hasbl JAHHBIX NPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbiNoAHAET AencTaus
6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu 1 cepsepamun DHCP.

DHCP snooping

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € KaKkoro
Onyus 82 npomokona DHCP-peTpaHcaaTopa 1 Yyepes Kakon nopt nrimmen 3anpoc. .

Mo ymon4yaHMIO KOMMYTaTOp, MCNob3yoLWMn GyHKUMo DHCP snooping, obHapyKu-
DHCP o o o

BaeT 1 oTbpacbiBaeT ntoboi DHCP-3anpoc, coaeprKalmii onumio 82, KOTopbIA OH No-

Ny4nn yepes HeHagéxHbIM (untrusted) nopr.
UDP relay MepeHanpasneHune wmpokosellatenbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.
®yHKyuu DHCP- DHCP-cepBep ocyliecTBAfeT LLEeHTPAaAN30BaHHOE YNpaB/ieHNe CEeTeBbIMU afpecamu
cepsepa W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMm, aBTOMaTUYECKU Npeso-

CTaBNAA UX KIMEHTAM.

IP Source address guard

®PyHKUMA KOMMYTaTOpa, KOTopasa orpaHuMumneaeT IP-TpadumK, unbTpya ero Ha ocHoBa-
HUK TabmLbl cooTBETCTBUIM 6a3bl aHHbIX NpuBsAa3kn DHCP — DHCP snooping u ctaTtn-
Yyecku ckoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca Ana 6opbbbl € noa-
meHoM IP-agpecos.

Dynamic ARP
Inspection (Protection)

®YHKLUMA KOMMYTaTOpa, NpeaHasHavyeHHasa NS 3aWMUTbl OT aTak C UCMOAb30BaHUEM
npotokona ARP. CoobuieHne, KOTOpoe NOCTynaeT ¢ HeHaAeKHOro nopTa, noasepra-
eTcA npoBepke — cooTeeTcTBYeT Au IP-agpec B Tene npuHAtoro ARP-cooblueHuns
IP-agpecy oTnpasuTens. Ecav agpeca He COBMaAaloT, TO KOMMYTaTOp OTbpackiBaeT
naker.

L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHbOpMaummn, cogepKalleinca B 3arosoBKax ypoBHet 2, 3 n 4, y adMUHK-
CTpaTopa ecTb BO3MOMKHOCTb HACTPOUTb MPaBWAA, COTNIACHO KOTOPbIM NakeT byaeT
obpaboTaH nMbo oTbpoLlEH.

Time-Based ACL

Mo3BonseT CKoHOUIypUpoBaTh BPpEMEHHbIE PaMKK, B TeYEHNE KOTOPbIX AaHHbIA ACL
byaeT AelcTBoBaTh.

Moddepxka OcHoBHaA PpyHKUMA 6NOKMPOBKKU — MOBbLICUTL 6E30MacHOCTb CeTU, NPeaoCTaBAAsA A0-
306/10KUPOBAHHBIX CTyN K NOPTYy KOMMYTaTopa TO/IbKO ANA YCTPOMNCTB, umetowmx MAC-agpeca, 3aKpen-
nopmoe NeHHble 33 3TUM NOPTOM.

lposepka MpoBepka noannHHoctn |IEEE 802.1x npeactaBnseT coboii mexaHU3M KOHTPOA A0-

nooAUHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam Yepes BHeWHWI cepsep. MNpoweawme NposBepKky NOAJMHHOCTH
Noab30BaTeM NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.
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2.2.7 ®yHKYuu ynpasneHus KOMMymamopom

Tabanuya 7 — OcHOBHble GYHKUMM yNpaBAEHUA KOMMYTaTOpamu

3azpy3Ka u ebiepy3Ka
¢gaiina Hacmpoiiku

MapameTpbl YCTPOMCTB COXPAHAIOTCA B daitie HAaCTPOMKM, KOTOPbIN COAEPXKUT AaH-
Hble KOHUIypaL MK Kak BCel CUCTEMbI B LLEJIOM, TaK M onpeaeneHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaumin 3anmcu u uteHuns dainos. MpoTtokon oc-
HOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepaumii 3anmcy u uteHua dainos. MpoTokon oc-
HOBaH Ha ceTeBOM NpoToKoae SSH.

YcTpoiicTBa NOALEP!KMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HacTPOWKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHblii
MoHuUmopuHz (RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPUHIAE KOMMBIOTEPHBIX CETEN,
pacwupeHme SNMP. CoBMeCTUMble YCTPOICTBa NO3BOIAOT cObMpaTb AnarHocTmye-
CKMe JaHHble C MOMOLLbIO CTaHUuK ynpasBneHna cetbio. RMON — 370 cTaHgapTHaa
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLWAA U NPeablayLLas CTaTUCTMKa ypoBHA MAC
N 06BbEKTLI YNPaBAEHMUSA, NPeSoCTaBAAOWME AaHHbIE B PEalbHOM BPEMEHW.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTca g8 MOHUTOPUHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBOM. [n1A ynpaBaeHUA AOCTYNOM K cUCTEME ONpeaenfaeTca CNMCOK 3anucei coob-
LLLeCTBA, KaXkaanA N3 KOTOPbIX COAEPKUT NPUBUAETMN AOCTYNa.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHue kommyTtaTtopamu nocpeactsom CLI ocyuiectBnaeTcA N0KanbHO Yepes no-
cneposaTtenibHbI nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHAHOW cTPOoKM KoHconwu (CLI) agnseTca NpomblilwNeHHbIM CTaHAapToOM. MHTepnpe-
Tatop CLI npeaocTaBaseT CNIMCOK KOMaHA, U KNKYEBbIX C/I0B A8 MOMOLUM NOJIb30Ba-
TeNI0 U COKpaLLeHNo 06bema BBOAMMbIX SAHHbIX.

Syslog — npoTokon, obecneunsatoLmin nepeaady coobLLeHNA 0 NPOUCXOAALLNX B CU-

Syslog N

cTeme cobbITUAX, @ TaKKe yBeAOMIeHWn 06 owMBKax yaaieHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKO/N CUHXPOHU3ALUN BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHU3aLMN BPEMEHU CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCEKYHADI.
Protocol)

Traceroute — cny»kebHan GyHKUMA, NpegHa3HavYeHHas AN onpeseneHnsa MapLupyTos
Traceroute y dyHKUWMA, Npe, A pen, pwpy

nepesayun faHHbIX B IP-ceTax.
YnpaeneHue A .

MWHNCTPATOP MOKET onpeaesinTb YpOBHU NPUBMIETUI A0CTYNa ANA NONAb30BaTe-

KOHMponupyemeoim 'D'v E) P PeA P P Aocryna & .

Neit YCTPOICTBA U XapaKTEPUCTUKN AN1A KaXKAOr0 YPOBHSA NPUBUAETNI (TONbKO Ann
docmynom — ypoeHu o

. yTeHuns — 1 ypoBeHb, MOAHbIN A0CTyn — 15 ypoBeHb).

npusuneauu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHTepoency
BAokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxeT 6biTb YyCTaHOBAEH OTAENbHO ANA KaXKAoro

o TMNa goctyna:
UHme, euca .
PP Telnet (CLI over Telnet Session);

ynpaenenus Secure Shell (CLI over SSH);

SNMP.
JlokanbHasa [Ona nokanbHOM ayTeHTUPUKaLMKM NoanepKMBaeTCca XpaHeHMe naponen B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABNAKOLWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonbsyetca ana ayteHTMdMKaumMm, aBTopmsaumm m yyeta. Cep-
Kauenwm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NONb30BaTeNEN, KOTOPAA COLEPHKUT AaHHble

NpoBepKU NOAJANHHOCTU A/1A KaXKA0ro nonb3osatens. KommyTtaTopbl coaepKaT Kau-
E€HTCKY YacTb npoTokona RADIUS.
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TACACS+ YCTpPOMCTBO NpeaocTaBnseT Noanep KKy NPoBEPKM NOAJMHHOCTU KAMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. MpoTtokon TACACS+ obecneunsaeTt LLEeHTPaIN30BaHHYO
(Terminal Access cuctemy 6e30nacHOCTM A1 MPOBEPKM NOJb30BATENEN, MNOJyYalowmx A0CTyn K
Controller Access . ’
YCTPOMCTBY, @ TAKXKe LeHTPA/IM30BaHHYI0 CUCTEMY YMpaBAeHUs npu cobaogeHuu
Control System)
cosmectumocTtn ¢ RADIUS n apyrmumun npoueccammn npoBepKu NOSJAMHHOCTU.
dyHKuma cepsepa SSH nossonset kKaneHTy SSH ycTaHOBUTBL C YCTPOMCTBOM 3aLLUMLLEH-
Cepsep SSH YHKL, psep Y Yy ycTp wnuy
Hoe coeAuHeHue AN1A yNpaBaeHUA UM.
Moddepxka JaHHas yHKLMA NpesocTaBaseT BO3IMOXHOCTb CO34aBaTb MaKpPOKOMaHAbl, npea-
MAKpPOKOMAHO cTaBnALwme coboit Habop KOMaHA, Y NPUMEHATb UX AN KOHOUTYPALUKM YCTPOMNCTBA.

2.2.8 /[lonoaHumenbHbie hyHKYUU
B Tabnnue 8 npuseaeHbl AONONHUTENbHbIE GYHKLIMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOACTBA

AuazHocmuka YCTpOKCTBO NO3BO/IAET TECTUPOBATb ONTUYECKUI TpaHcuBep. Mpu TecTMpoBaHum oT-
onmuyYyecKoz0 CIEXXMBAOTCA TaKMe MapamMeTpbl, Kak TOK U HanpsXKeHWe MuTaHuA, TemnepaTypa
mpaHcueepa TpaHcuBepa. na peanvsaumu TpebyeTca noanepikKa aTUX GyHKLMI B TpaHCKBepe.

ﬂaHHblﬁ MeXaHU3M NOo3BONAET KOMMYTATOPY CHU3UTb :—)Hepron0Tpe6neHme 3a cyet
OTK/IIOYEHNA HEAKTUBHbIX 3/1IEKTPUYECKNUX NOPTOB.

Green Ethernet

2.3 OCHOBHbIe TeEXHUYECKNE XapaKTePUCTUKHU

OCHOBHble TEXHUYECKME NapameTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabaumue 9.

Ta6nv|u,a 9 — OCHOBHbIle TEXHUYECKME XapaKTepUCTUKn

0O6wue napameTpbl

24 x 10/100/1000BASE-T
MES2300-24 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES2300B-24F

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2300-24P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

NHTepdeiics 48 x 10/100/1000BASE-T PoE/PoE+
MES2300-48P 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T
MES2300B-48 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

MES3300-08F 4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)
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MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 10GBASE-R (SFP+)/25GBASE-R (SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

18 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

CKOpOCTb Nepesayn AaHHbIX

OnTunyeckme nHTepdelicol 1/10/25/100 rémt/c

dnekTpuyeckune nHtepdeicol 10/100/1000 M6ut/c

MponssognTeNbHOCTb Ha Na-

MES3300-24F

MES3300-08F 96 réut/c
MES3300-16F 112 réut/c
MES2300-24
MES2300B-24F
MES2300-24P 128 réut/c
MES3300-24
MES3300-24F
MES2300-48P
MES2300B-48 176 Féut/c
MES3300-48

MponyckHasa cnocobHOCTb
MES5312 240 réut/c
MES5316A 320 T6ut/c
MES5324A 480 réwr/c
MES5332A 640 rewt/c
MES5400-24 1,68 T6uTt/c
MES5400-48 2,16 Téut/c
MES5410-48 3,6 Teut/c
MES5500-32 6,4 Tout/c
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24
MES2300B-24F
MES3300-24 95,2 MPPS

MES2300-48P
MES2300B-48

130,95 MPPS

MES3300-08F
MES3300-16F
MES3300-24F

MES3300-48

KeTax A/IMHoM 64 Balital
MES5312 178 MPPS
MES5316A
MES5324A 238 MPPS
MES5332A
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES5410-48 2467 MPPS
MES5500-32 1995 MPPS
MES2300-24
MES2300B-24F
MES2300-24P

O6bem bydpepHol namaTn MES3300-24 1,5 Mb6aunt

! 3HaueHna yKasaHbl A8 OAHOCTOPOHHEN nepeaayn.
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MES5312

2 Mb6aut

MES2300-48P
MES2300B-48
MES3300-48
MES5316A
MES5324A
MES5332A

3 Mb6aut

MES5400-24
MES5400-48

12 M6awnt

MES5410-48
MES5500-32

24 Mbant

O6bem 03Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reant!

O6bem O3Y (DDR4)

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

2 F6ant

MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 bant

O6bem M3Y (NAND Flash)

MES2300-24
MES2300-24P
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1 reant

O6bem M3Y (embedded
ussD)

MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 bant

! O6bém 0O3Y pana mogeneir MES5316A
MES5324A rev.C1 — 2 I'6aitT.

rev.C, MES5324A rev.C, MES5332A

rev.C, MES5316A

rev.C1,
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MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

16384

Tabnnua MAC-agpecos

MES5312

MES5316A
MES5324A
MES5332A

32768

MES5400-24 65536

MES5400-48 262144

MES5410-48

1 2
MES5500-32 131072%/262144

MES2300-243
MES2300B-24F3
MES2300-24p3 2039
MES2300-483
MES2300B-483

MES2300B-24F

MES2300-24P 2048

MES3300-243
MES3300-08F3
MES3300-16F3 4087
Konunyectso ARP-3anucem MES3300-24F3
MES3300-483

MES53124

MES5316A%
MES5324A%
MES5332A%

8183

MES5400-24* 32759

MES5400-48* 131063

MES5410-48*

MESS500-32¢ | ©55277/98304°

Noppepxka VLAN CornacHo 802.1Q po 4094 aktmsHbIX VLAN

MES2300-24
MES2300-48P 2048
MES2300B-48

Konnyectso rpynn L2
Multicast (IGMP snooping)

! MaKkcMMmanbHoe 3Ha4YeHMe ONA pexnma pacnpeseneHns cucTemHblx pecypcos mid-13-mid-12.

2 MaKcuManbHoe 3HauYeHne AN peXnma pacnpegeneHma CMCTEMHbIX pecypcos min-13-max-12.

3 lna Kaxporo xocta 8 ARP-Tabaunue cosgaeTca 3anmch B TabauLe MapLipyTusaumm.

4 Ona Kaxporo xocta B ARP-Tabnuue cosgaetca AOMNONHMTE/IbHAA 3anucb B Tabauue KoMMmyTaumu. Konuuectso
ARP-3anucelt ¢ yctaHoBneHHOW nuueHsnen EVPN ana MES5312, MES5316A, MES5324A, MES5332A — 6135, ana
MES5400-24 — 30711, ana MES5400-48 — 129015, ana MES5410-48, MES5500-32: 63479 gna pexuma mid-13-mid-12,
96247 pans pexnma min-13-max-12.
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48

4092

MES5410-48

4088

MES5500-32

4090

Konunyectso npasun SQinQ

1320 (ingress), 1320 (egress)

Konnyectso npasun
MAC ACL

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48

1976

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

3000

MES5312

6072

MES5316A
MES5324A
MES5332A

3000

MES5400-24

6144

MES5400-48

10737

MES5410-48
MES5500-32

4081

Konnyectso npasun
IPv4/IPv6 ACL

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48

1975/988

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5316A
MES5324A
MES5332A

2999/1500

MES5312

6072/3049

MES5400-24

6144/3036

MES5400-48

10737/5367

MES5410-48
MES5500-32

4081/2040
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Konunuectso ACL

MES2300-24
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-24F
MES3300-48
MES5316A
MES5324A
MES5332A

3072

MES5312

MES5400-24
MES5410-48
MES5500-32

6144

MES5400-48

12288

Konnyectso npasun ACL B ogHom ACL

256

Konnyectso mapwpyTos L3
Unicast?

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48

4066 IPv4
1015 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

13278 IPv4
3316 IPv6

MES5312

MES5316A
MES5324A
MES5332A

16286 IPv4
4070 IPv6

MES5400-24
MES5400-48

32669 IPv4
8165 IPv6

MES5410-48
MES5500-32

292000%/16000° I1Pv4
73000%/4000° IPv6

Konnyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)?

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48

2029 IPv4
505 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

4087 IPv4
1642 IPv6

MES5312

MES5316A
MES5324A
MES5332A

8143 IPv4
2033 IPv6

! MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonbsytot oblime annapaTtHble pecypcsbl.

2 MaKcumanbHoe 3HauYeHne 419 peXnma pacnpeaeneHmsa cMcTemHbix pecypcos mid-13-mid-12.
3 MaKkcrmanbHoe 3HauYeHne A1 PeXnma pacnpeseneHmsa CMCTEMHbIX pecypcos min-13-max-12.
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MES5400-24 16324 IPv4
MES5400-48 4079 IPv6
MES5410-48 1460002/80003 IPv4
MES5500-32 36500%/2000° IPv6
MES2300-24

MES2300B-24F
MES2300-24P
MES2300B-48 255
MES3300-24
MES3300-16F
MES3300-24F

Konnuectso

VRRP-MapLipyT13aTopos MES5312
MES5316A

MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127

MES2300-24

MES2300B-24F
MES2300-24P 8
MES2300-48P
MES2300B-48

MES3300-24
MES3300-08F
MES3300-16F 5
MakcmmanbHoe Konnyectso | MES3300-24F
ECMP-mapwpyTos MES3300-48

MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-08F
MES3300-16F 16 (BkAtoyan VRF no ymonuyaHuio)
MES3300-24F
Konunyectso VRF MES3300-48
MES5312
MES5316A
MES5324A
MES5332A

MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (skatouyas VRF no ymonyaHuio)

24 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

Konnyectso L3-
nHTepdeicos

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48

2032

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

2050

MakcumanbHoe Kon4ecTso
VXLAN

MES5312

MES5316A
MES5324A
MES5332A

2094

MES5410-48

4083

MES5400-24
MES5400-48
MES5500-32

4093

coB

Kosnuectso BMpTyanbHbix Loopback-uHtepdeit-

64

Arperaumsa KaHanos (LAG)

MES2300-24
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48

32 rpynnbl, A0 8 NOPTOB B Ka*KA0M

MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, A0 8 NOPTOB B KaXK40M

Konnyectso aksemnaapos MSTP

64

Konnyectso ak3emnasapos PVST

64

Konnuectso DHCP pool

16

KayecTBo 06cnyxmBaHMA QoS

8 BbIXOAHbIX ouepeaeit 4Na Kaxaoro nopra

CeepxanuHHble Kagpbl (jumbo frames)

MaKcmanbHbI pasmep naketos 10240 6anT

CreknpoBaHue

[o 8 ycTpoiicTs
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CooTBeTcTBME CTaHAAPTaM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

YnpasneHue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH, web

du3nuyecKkne XxapaKTepPUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MCTOYHMKM NUTaHUA

MES2300-48P
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A
MES5400-24
MES5410-48
MES5500-32

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapuaHTbl NUTaHuUA:

- OOVH UCTOYHUK MUTAaHMA NOCTOAHHOIO U1V MEPEMEHHOTO TOKJ;
- ABa UCTOYHUKA MUTAHMA MOCTOAHHOIO UM NEPEMEHHOrO TOKa,
C BO3MOXHOCTbIO ropsiuen 3aMeHbl.

MES2300B-24F
MES2300B-48

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 12 B

XapaKTepUCTUKM 3apsAaHOIo YCTPOMUCTBA:

- TOK 3apaga:

1+0.1 A — MES2300B-48.

- HanpAXeHue cpabaTbiBaHWUA pacLEenUTenn Harpyskm —

10-10,5 B;

- MOPOroBOe HanpAXXeHMe MHANKALWM HU3KOoro 3apaga — 11 B

/' CeueHue npoBoaa ana nogkaoueHua AKB He me-

Hee 1,5 mm. Ona MES2300B-48 pekomeHAayeTcA
ucnonb3osatb AKB emKocTblo He meHee 9 Ah.

CeTb NnepemMeHHOro Toka: 176-264 B, 50-60 I'y,
CeTb NnocToAHHOrO ToKa: 36—72 B
BapuaHTbl NnnTaHuA:

MES5400-48
- OZVH UCTOYHUK NUTAHUA MOCTOAHHOIO UAU NEPEMEHHOIO TOKa;
- 1Ba UCTOYHWKA NUTAHNA NOCTOAHHOIO UM NEPEMEHHOTO TOKa,
C BO3MOHOCTbIO ropAyei 3aMeHbl.

MES2300-24 CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,

MES2300-24P

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MNoTpebnseman MoWHOCTb

MES2300-24

He 6onee 20 BT

MES2300-24P

He 6onee 445 BT AC (c yuétom Harpysku PoE)

MES2300-48P

He 6onee 1600 BT AC (c yuétom Harpysku PoE)
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MES2300B-24F
MES2300B-48

He 6onee 55 BT AC

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 BT

MHTepsan pabounx
TemnepaTyp

MES2300B-48
MES2300-24P

MES3300-48 He 6onee 45 BT AC
MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 Bt
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5400-24 He 6onee 150 BTt
MES5400-48 He 6onee 170 Bt
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
MES2300B-24 24 Bt

MoTpebnaeman MOLWHOCTb

6e3 yyeTa 3apaga AKb MES2300B-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt

broaxet PoE
MES2300-48P 1450 Bt
MES2300-24 20 Bt
MES2300-24P 65 BT
MES2300-48P 150 Bt
viszaooeas | 425"
MES3300-24 33 Bt
MES3300-08F 29 Bt
MES3300-16F 37 Bt
MES3300-24F

TennosblgeneHve MES3300-48 45 Br
MES5312 25 BT
MES5316A 58 Bt
MES5324A 73 Bt
MES5332A 85 Bt
MES5400-24 150 Bt
MES5400-48 170 Bt
MES5410-48 360 Bt
MES5500-32 400 BT
MES2300-24

OT1-20 po +50 °C
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MES2300B-24F

OT1-20 go +65 °C

MES2300-48P

OT1-10 po +50 °C

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

MES5400-24
MES5400-48
MES5410-48
MES5500-32

OT10 o +45 °C

MHTepBan TemnepaTypbl XpaHeHuUA

NHTepBan TemnepaTypbl XpaHeHua oT -50 go +70 °C
/' Tepea nepsBbiM BKAIOYEHUEM MOC/AE XPaHEHWUA
V npu Temnepartype meHblue, yem -20 °C, unu npu
6onblient, yem +50 °C, Tpebyetca BbiaepKaTb
KOMMYyTaTop NpU KOMHATHOW TemnepaTtype He
MeHee YeTbIpéx Yacos.

OTHOCKTEIbHAA BNAXKHOCTb NPM IKCNAyaTaLmm
(6e3 obpaszoBaHNs KOHAEHCATa)

He 6onee 80 %

o0bpa3oBaHMA KOHAEHcaTa)

OTHOCKTeNbHaA BNAXKHOCTb NPU XpaHEHUU (683

01108095 %

FabapwuTHble pasmepbl
(lWxBxT)

MES2300-24

430 x 44 x 204 mm

MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES3300-08F
MES3300-16F
MES3300-24F

430 x 44 x 305 mm

MES3300-48 440 x 44 x 330 mm
MES5312 430 x 44 x 230 mm
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
MES5400-24 440 x 44 x 321 mm
MES5400-48 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 mm
MES5500-32 440 x 44 x 534 mm
MES2300-24 2,94 Kr
MES2300B-24F 4,08 Kr

Macca
MES2300-24P 3,2 Kr
MES2300-48P 9,98 Kr
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MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 kr
MES3300-24F 5,04 kr
MES3300-48 5,67 Kkr
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 Kr
MES5400-24 6,36 Kr
MES5400-48 8,7 Kkr
MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpokK cny:6bl

He meHee 15 net

V' Tun NUTaHUA YCTPOICTBa onpeaenseTca Npu 3aKase.
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2.4 KOHCTPYKTUBHOE UCNONHEHUe

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMNOJIHEHME YCTPOCTB. MpeactaBneHbl N306paxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtatopbl MES2300-24, MES2300B-24F, MES2300-24P, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A,
MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32 BbINOAHEHbI B MeTaN/IM4ECKOM Kopnyce
C BO3MOMKHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHM BMA, nepegHen naHenn ycrponcts MES2300-24 nokasaH Ha pucyHke 1.

T == 1= T
100240 v AC 5060 Hr UritlD

Las
3 e
il er

no Fomer ©
taaster
stus

B ievomace

1" 1 2 3 4
PucyHok 1 —lMNepeagHaa naHenb MES2300-24

BHewHM BUA, nepegHelt naHenn ycrponcts MES2300B-24F nokasaH Ha puUCyHKe 2.

JielTex

PucyHok 2 — MNepeaHaa naHenb MES2300B-24F

BHewHM BUA, NnepegHer naHenn ycrponcts MES2300-24P noKasaH Ha pucyHKe 3.

== == ==

200-240 V AC 50-60 Hz

L 050t Pots Unitip
XG1..X64 - 10008ASE W/ 10GBASE-R H
i} ] oF

] 1] Fower @
Master @

Status @
B w0
=V

16 1 2 3 12 5
PucyHok 3 —NepeaHas naHenb MES2300-24P

BHewHW Bua nepegHen naHenm yctpocte MES2300-48P noKasaH Ha pUcyHKe 4.

J&evr(-s)("‘“"‘?eco
i A o
Junitio OF
O status
o [
[ ji ]
| |
1 3 12 5
PucyHok 4 —NepeaHas naHenb MES2300-48P
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PucyHok 5 — lMepeaHaa naHenb MES2300B-48

e bivice

O\ uiiiie© © ©

BHewHMI BUA nepegHer naHenn ycrponcts MES3300-24 nokasaH Ha pUCYHKe 6.
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2elTex Ui
VIES330024
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[P | S

PucyHok 6 —NepegHAaa naHenb MES3300-24

BHewHMin BUA, nepegHer naHenn ycrpoicts MES3300-08F nokasaH Ha pucyHke 7.

==i=s = === o e

JeLTEX
MES3300-08F

S e L e o Eoe e oL

PucyHok 7 — NepeaHaa naHens MES3300-08F

BHewHM BMA, nepegHert naHenn yctpocts MES3300-16F nokasaH Ha pucyHke 8.
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PucyHok 8 — MNepeaHaa naHens MES3300-16F

BHewHM BUA, nepegHel naHenn yctpoincts MES3300-24F nokasaH Ha pucyHke 9.

ELTEX
MES3300-24F

PucyHok 9 — lNMepeaHasa naHeno MES3300-24F
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BHewHM BUA, nepegHert naHenn ycrpoincts MES3300-48 nokasaH Ha pucyHke 10.

Orower
e L [ g gl [ g g g g g g g
T | |
1 3 13 5
PucyHok 10 — NepeaHas naHenb MES3300-48

BHewHW BuA nepegHen naHenm yctpoincte MES5312 nokasaH Ha pucyHKe 11.

P

)
PucyHok 11 — lNMepegHaa naHenb MES5312

BHewHMM BMA, nepegHer naHenn ycrponcts MES5316A nokasaH Ha pucyHKe 12.

= N T N P e A P ERERER P e

PucyHok 12 — NepeaHAas naHenb MES5316A

BHewHW Bua nepegHen naHenn yctpoincts MES5324A nokasaH Ha pucyHKe 13.
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PucyHok 13 — lNepeaHas naHenb MES5324A

1 2
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PucyHok 14 — NepeaHas naHenb MES5332A

BHewHW BuA nepegHen naHenm yctpoincts MES5400-24 noKasaH Ha pucyHKe 15.
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PucyHok 15 — NMepeaHaa naHeno MES5400-24

BHewHwuit BuA nepegHeit naHenu ycrpoiicte MES5400-48 nokasaH Ha pucyHKe 16.
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PucyHok 16 — NepeaHAas naHenb MES5400-48

BHewHnit BUA nepeaHeit naHenu ycrpoiicte MES5410-48 nokasaH Ha pucyHke 17.
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PucyHok 17 — NepeaHAasa naHenb MES5410-48
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BHewHu Bua nepegHeit naHenu ycrpoiicte MES5500-32 nokasaH Ha pucyHke 18.

| UnitiD WAV
Sl s g
oM 2 b I
o )
26 et g :
Maser O T |OE
8 mol . o o
'SOAH--H OO0 O oooo 0000 0000 0000 O 0000 0000 0000 0000 B 0000 0000 0000 0000 & 0000 0000
1 2 5 7 4 3 6

PucyHok 18 — NepeaHAas naHenb MES5500-32

B Ta6m4u,e 10 npmueeaeH nepedyeHb pa3bemMmoB, CBETOANOAHbLIX UHOANKATOPOB U OPraHoOB ynpas/1€eHUA,
PaCnNoO/I0OXKEHHbIX Ha nepe,u,Hef/i naHe/In KOMMYTaTOpPOB.

Tabnmua 10 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB ynpas/ieHus nepeagHen naHenm MES2300-24,
MES2300B-24F, MES2300-24P, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48,
MES5410-48, MES5500-32

Ne dNeMeHT nepeaHeln naHenm Onuncanue
Unit ID NHAuKaTOp HOMepa YCTPOICTBA B CTEKeE.
Power NHaMKaTOp NUTaHMA YCTPOMCTBA.
1 Master WMHpukaTop pexunma paboTbl ycTpolicTsa (BeayLnii/BesomMbliA).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHauKaTop pe3epBHOro 3/1eKTPONUTaHUA.

dYHKUMOHaNbHAA KHOMKa ANS nepesarpysku ycTponcTea M cbpoca K 3a-
BOACKMM HacCTpOMKam:

- NPV Ha)KaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoaut nepe-
3arpysKa ycTponcTBa;

- MPU HaKaTUM HA KHOMKY A/uTenbHocTbio 6onee 10 ¢ nponcxoaut cbpoc
HaCTPOEK YCTPOICTBA 40 3aBOACKON KOHUIypaLuu.

KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:

1 He ncnonb3yeTca

2 He ncnonb3yeTcA

3RX

4 GND

5GND

6 TX

7 He ncnonbsyertca

8 He ncnonbayeTca

Pacnaiika KoHconbHOro Kabena npuseneHa B pasgene «lMpunoxkeHune b.
KoHconbHbIl Kabenby.

3 Console

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
HUA YCTPOMUCTBOM.

4 00B YnpaBneHWe OCyLLeCTBAAETCA MO CETU, Pa3Ae/ibHO C KaHaloM nepesayn
AaHHbIX.
[1-12] MES5312
5 [1-16] MES5316A Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.
[1-24] MES5324A
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[1-32] MES5332A
[1-24] MES5400-24
[1-48] MES5400-48
[XG1-XG2] MES5500-32
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
[XG1-XG4] MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES5316A
MES5324A
MES5332A
6 = MES5400-24 UsSB-nopr.
MES5410-48
MES5500-32
MES5400-24
[HG1-HGS6] MES5400-48
7 [HG1-HG32] MES5410-48 CnoTbl Ana ycTaHOBKM TpaHcusepos 40G QSFP+/100G QSFP28.
MES5500-32
MES2300B-24F
[1-20] MES3300-24F
8 [1-4] MES3300-08F CnoTbl Ana ycTaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).
[1-12] MES3300-16F
[5-8] MES3300-08F
9 [13-16] MES3300-16F 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
MES2300B-24F
[21-24] MES3300-24F
10 | [1-24] MES3300-24 24 nopta 10/100/1000BASE-T.
11 100-240V AC MES2300-24 Pasbem AnAa NOAKNOYEHUA K UCTOYHUKY 3/1EKTPONUTAHUA NepemMeHHOro
50-60 Hz MES2300B-24F TOKa.
[1-24] MES2300-24P
12 10/100/1000BASE- - E/PoE+.
[1-48] MES2300-48P MopTbl 10/100/1000BASE-T (RJ-45) PoE/PoE+
MES2300B-48
13 | [1-48] MES3300-48 MopTtbl 10/100/1000BASE-T (RJ-45).
14 | [1-48] MES5410-48 CnoTbl 4NA ycTaHOBKM TpaHcueepos 10G SFP+/25G SFP28.
15 | 12VvDC MES2300B-24F Knemmbl gna nogxntoveHua akkymynatopHon 6atapeun 12 B.
16 200-240V AC MES2300-24P Paszbem 4na NOAKNKOYEHUA K UCTOYHWUKY 31IEKTPONUTAHUA NEePEMEHHOrO
50-60 Hz TOKa.
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2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHWMn BWA 33gHen naHennm KommyTtatopoB MES2300-24, MES2300B-24F, MES2300-24P,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32
npueeaeH Ha PUCYHKaX HUXKe.

®
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PucyHok 23 —3aaHAaa naHenb MES2300B-48
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PucyHok 27 —3apHaa naHens MES3300-24F
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PucyHok 29 —3agHAaa naHenb MES5312, MES5324A, MES5332A
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50-60 Hz

PucyHok 30 — 3agHaa naHenb MES5316A

100-240V AC
50-60 Hz

2

1

67 5

PucyHok 31 — 3agHaa naHenb MES5400-24

2

2
PucyHok 32 — 3agHaa naHenb MES5400-48
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PucyHok 33 —3agHaa naHenb MES5410-48
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PucyHok 34 — 3aagHAaa naHenb MES5500-32
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MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32
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B Tabnuue 11 npuBeaeH nepedyeHb PasbeMOB, PACMOJOMKEHHbIX Ha 3a4HeW MaHeAn KOMMYTaTopoB
MES2300-24, MES2300B-24F, MES2300-24P, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES5312, MES5316A, MES5324A, MES5332A, MES5400-24,
MES5400-48, MES5410-48, MES5500-32.

Tabnnuya 11 — OnucaHue pasbeMoB 3a4Hen naHenn KommyTtaTopos MES2300-24, MES2300B-24F, MES2300-
24P, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24, MES5400-48, MES5410-48, MES5500-32

SnemeHT 3agHel
Ne a OnwucaHune
naHenu
1 Knemma 3asemneHua = Knemma gna 3asemneHuns ycTpoicTaa.
2 BeHTUnATOpDI BeHTMNATOPBI AN1A OXNAaXKAEHUA YCTPOMUCTBA.
3 CNOTbI AN YCTAHOBKM 610~ Cnot ana yctaHoBKM pesepBHoro 610ka nutaHma AC nan DC.
4 KOB NUTaHuA CNnoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHua AC nam DC.
5 Console KOHCONbHbIM NOPT ANA NOKAZIbHOTO YNpaB/ieHUA YCTPOUCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpasne-
MES3300-48 HVIFFI) ((:T oncTsom 107100/ ( e Vp
6 008 MES5410-48 yn aanZHme oc .ECTBnﬂeTCﬂ Nno ceTu, pasfAe/ibHO C KaHa/lom nepenayu
MES5400-48 | P yi » Pash pea
JaHHbIX.
7 - USB-nopT.
2.4.3 bBokoseble naHenu ycmpoiicmea
Q000000EE00a80000 -
OOOOOOOOOOOOOOOOO%OO ceeccenrreesiisceeniig
O00000000000000L00LNOO00ODUN
SOOI - OISOl T U TON I 1o MU ©
OO000000DAGESEHUNN0OS8 OO %)
G OU0U0Eeconatasenascensnnsaas ©
PucyHok 35 — Jlesaa 60koBan naHenb MES2300-24, MES2300-24P
® o @ @
@® o
PucyHok 36 — JleBas 60KoBan naHenb MES2300B-24F
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PucyHok 38 — JleBas 6okoBasa naHenb MES2300B-48
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PucyHok 39 — /leBas 60koBasa naHenb MES3300-24
® Joclreee o eeeeccesey ° ° ®
CO00000C00000000000
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® OOPOTPOVO000VDOOBE o 0 |®
PucyHok 40 — JleBasa 6okoBan naHenb MES3300-08F
PucyHok 41 — Jlesasa 6okoBan naHenb MES3300-16F
U -] ® @
dﬂf o ® @
PucyHok 42 — Jlesasa 6okoBan naHenb MES3300-24F
o (o) ®
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20000000
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PucyHok 43 — JleBaa 60koBas naHenb MES3300-48
@
o
PucyHok 44 — Nlesaa 6okosas naHenbs MES5316A, MES5324A, MES5332A
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PucyHok 45 — MNpaBasa 6okosas naHenbs MES2300-48P
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PucyHok 46 — NpaBasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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° E
®
PucyHok 47 — Jlesaa 6okoBas naHenb MES5312
o
o
PucyHok 48 — NpaBas 6okoBas naHenb MES5312
somsme )
Jeeteesse ° ° °
PucyHok 49 — Nlesaa 6okoBas naHenb MES5400-24
® © o o
) ® ® e
PucyHok 50 — MNpaBasa 6okoBas naHenb MES5400-24
o o ®
®e _- - ° o ® ®

PucyHok 51 — Npasasa 6okoBas naHenb MES5400-48

PucyHok 53 — NpaBasa 6okoBas naHenb MES5500-32

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa pPacnonoXeHbl BEHTUNAUMOHHbDbIE PELWETKN, KOTOPbIE CAyXaT AnA
oTBoAa Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpeamMmeTamu. 3TO0 MoKeT
npumeecTn K neperpesy KOMMNOHEHTOB YCTpOﬁCTBa M BbI3BATb HapPyLWweHNA B €ro pa60Te. PekomeHpgaumn no
YCTaHOBKe yCTpOﬁCTBa pPacnonoXeHbl B pasaene «YCTaHOBKA M NOAKIOYEHMEN.
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2.4.4 Ceemoeasn uHOUKayusa

CoctoaHue wuHTepodeicoB Ethernet agna mogenen MES2300-24, MES3300-24, MES3300-24F,
MES5312, MES53xxA, MES5400-xx, MES5410-48 nHnanumnpyetca ABYMA CBETOAMOAHBIMU UHAMKATOpPaMMU,
LINK/ACT 3eneHoro useta u SPEED aHTapHOro ugeTa. PacnonoskeHume CBETOAMOA0B NMOKA3aHO Ha PUCYHKaX
HUXKe.

Link @ @ Speed

T T

]

PucyHok 54 — BHeluHuMIA BUA oamMHapHoro pasbema SFP/SFP+

Do

HVA VA

LINK/ACT SPEED

PucyHOK 55 — BHellHKI1 BUA caBoeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 56 — BHelwHWi1 BMA pa3bema RJ-45

LINK/ACT ~ SPEED

00 A¥ 00O

PucyHok 57 — BHewHu B1A pasbema QSFP+ n QSFP28 ana MES5400-xx, MES5410-48

Ona  mopenn MES5500-32 coctoaHne wuHTepdeiicoB QSFP28 wuHanuUMpyeTca YeTblpbmMa
CBETOAMOAHBIMW WMHAMKATOPAMWU 3e/IeHOr0 U AHTAPHOro LUBETOB, COCTOAHME WHTepdeiicoB XG-nopTos
MHAMUMPYETCA ABYMA CBETOAMOAHbIMU UHAMKaTopamun, LINK/ACT 3eneHoro ugseta v SPEED aHTapHOro
uBeTa. PacnonoxeHne cBeToaMo408 MOKA3aHO Ha PUCYHKAX HUXKe.
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PucyHok 58 — BHewHMI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnunua 12 — CeeToBan MHAMKALMA COCTOAHMA MHTepdeincoB QSFP28

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MU COeANHEHNE HE YCTaHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 100 Méut/c.

X

Mwuranune

MaeT nepepaya AaHHbIX.

Tabnnuya 13 — CeeToBaA MHAMKALMA COCTOAHUA MHTepdeicos SFP28

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MW COeAUHEHUE He YCTaHOBAEHO.

BbikntoueH

FopuT NnocToAHHO

YcTaHoBEHO coeanHeHne Ha ckopocTu 10 réut/c.

lopwuT nocTtoAHHO

[opuT noctoAHHO

YCcTaHOB/IEHO coeAMHeHMe Ha ckopocTu 25 Feut/c.

X

Mwuranune

MpoeT nepepaya gaHHbIX.

Tabnnua 14 — CeBeToBan MHAMKaLMA COCTOAHMA UHTepdeicos SFP+

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHUE He YCTaHOBAEHO.

BbikntoueH

[opuT nocTtoAHHO

YcTaHOB/IEHO coeAnHeHne Ha ckopoctu 1 Iéut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBEHO coeanHeHue Ha ckopocTu 10 Méut/c.

X

Mwuranune

NpeT nepeaaya AaHHbIX.

Tabnunua 15 — CBeToBan MHAMKaLMA COCTOAHUA UHTepdelicoB SFP

BbikntoueH

BbikntoueH

MopT BbIKNOYEH MW COeANHEHWE HE YCTaHOBAEHO.

BbikntoueH

[opuT NnocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTy 100 Méut/c.

lopuT nocToAHHO

[opuT NnocToAHHO

YcTaHOBEHO coeAnHeHne Ha ckopocTu 1 Iéut/c.

X

MwuraHune

MaoeT nepegaya AaHHbIX.

Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32
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Tabnuua 16 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-nopTtos 10/100/1000BASE-T

CeeyeHue uHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHOBMEHO coeguHeHune Ha ckopoctu 10 M6éuTt/c
BbikntoyeH lopuT nocToAHHO

nnn 100 Méut/c.

[opuT NocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1000 MéuTt/c.

X

MwuraHune

MpeT nepepaya gaHHbIX.

Tabnuua 17 — CeeToBas MHAUKaUMA cocTosHnA nHTepdeiicos QSFP28 ans MES5500-32

CocmosHue uHOuKamopa CocmosHue uHmepdelica Ethernet
MopT BbIKAKOYEH UM COEAUHEHUE He YCTa-
BbikntoueH BbikntoueH BbikntoveH BbikntoueH
HOBJ/IEHO.
loput lopur lfoput
YCTQHOB/MIEHO COeAMHEHMEe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoueH 40 rut/c
3e1EHbIM AHTAPHbIM AHTAPHbIM ’
loput lopur lfoput lopur
YCTaHOB/NIEHO COeAMHEHME Ha CKOPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO
. 100 réwmr/c.
3eN1EHbIM AHTAPHbIM AHTAPHbIM AHTAPHbIM
Mwuranue X X X MpoeT nepepava gaHHbIX.

Tabnnua 18 — CeeToBas MHAMKAUMA cocToAHNA nHTepdelicoB QSFP28 ana MES5500-32 B peXknme pacluen-

neHuA
CocmosiHue uHOuKamopa CocmosHue uHmepgeiica Ethernet
[MopT BbIKNOYEH UM COeAMHEHME He YyCTa-
BbikntoyeH BbikntoueH BbikntoyeH BbikntoueH
HOBANEHO.
oput lfoput loput foput
YCTaHOB/NIEHO COeAMHEeHMe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 10 r6ut/c
3e1eHblm 3en1eHbIm 3e/1eHbIM 3en1eHbIm ’
loput loput Ffoput loput
P P P P YCTaHOBNEHO COeaMHEHME HA CKOpPOCTM 25
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO reut/c
3e1eHbIm 3e/1eHbIm 3e/1eHbIM 3e1eHbIm '
MwuraHue Mwuranue MwuraHue Mwuranue MpeT nepenaya AaHHbIX.

Tabnunua 19 — CeeToBan MHAMKaLMA COCTOAHMA MHTepdeicoB SFP+ ana MES5500-32

CeeyeHue UHOUKamopa
SPEED

CeeyeHue uHOUKamopa
LINK/ACT

CocmosiHue uimepdpelica Ethernet

BbikntoueH

BbikntoueH

[MopT BbIKNOYEH AN COeaUHEHNE He YCTAaHOBAEHO.

[opuUT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBEHO coeanHeHue Ha ckopocTu 10 Méut/c.

X

Mwuranune

NpaeT nepeaaya AaHHbIX.

UHankatop Unit ID (1-8) cnyuT ana obo3HayeHWss HOMepa YCTpPOMCTBa B cTeKe. CUCTeMHble
nHamnkatopbl (Power, Master, Fan, RPS) cayxat ana onpeaeneHma cocTossHUA paboTbl y310B KOMMYTAaTOPOB.
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Tabnuua 20 — CeeToBaA MHAMKALMA CUCTEMHbIX MHAMKATOPOB

Ha3eaHue dyHKYUA ”
CocmosHue uHOuUKamopa CocmosaHue ycmpolicmea
uHOukamopa uHOukamopa
BbikntoyeH MuTaHMe BbIKIOYEHO.
. MuTaHWe BKAOYEHO, HOPMAJIbHasA
3eneHbliA, ropuT NOCTOAHHO o
paboTa ycTpolicTea.
MES5312
OpaHeBblit MES5316A
P MES5324A
MES5332A
MES2300B-24F
CocTosiHune
Power MCTOYHWKOB MES2300-24P OTcyTCcTBME NEPBUYHOIO NUTaHUA
nuTaHna MES3300-24 OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
MES3300-08F YCTPOICTBA OT Pe3epBHOro MCTOYHMKA)
MES3300-16F WAW aBapuA BTOPUYHOTO UCTOYHMKA
KpacHbi MES3300-24F '
MES3300-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MpusHak . YCTPOWMCTBO ABAAETCA KMACTEPOM»
3eneHbliA, ropuT NOCTOAHHO cTexa
Be ero .
Master ,a,yu.i =
yCTpOKCTBa Npu YCTPOMCTBO He ABNSETCA KMacTepomM»
BbikntoyeH
paboTe B cTeKe B CTEKe.
3eneHbli,
FODUT Bce BHYTpeHHWe cuctembl paboTaioT B
NHamKkaTo HOF():TOHHHO tiTaTHOM pexmme.
Status CO£ORHMﬂp MES2300-24P B
. 03MOKHasA HEUCNPABHOCTb
! MES2300-48P | KpacHii, P
yCTpoMcTBa foDUT BEHTWU/IATOPOB, BbICOKAA TemnepaTypa
P Ha O4HOM M3 TEPMOLATYMKOB. OLIMBKHK
NOCTOAHHO
PoE (Tonbko ana MES2300-48P).
CocTosHKe 3eneHbli, ropuT NOCTOAHHO Bce BEHTUIATOPbI UCNPABHbI.
Fan BEeHTMAATOPA o OTKas ogHoro unu 6onee
KpacHblin, ropuT NOCTOAHHO
oxnaxaeHusa BEHTU/IATOPOB.
. Pe3epBHbIN UCTOYHUK NOAK/OYEH U
3eneHbln, rOpuUT NOCTOAHHO
Pexxnm paboTol paboTaeT HopmanbHo.

RPS pe3epBHOro OTcyTCTBME NEPBUYHOIO NUTaHMA
WCTOYHMKA KpacHblin, ropuMT NOCTOAHHO pe3epBHOro UCTOYHWMKA UK ero
nuTaHna HEeMCnpaBHOCTb.

BbIkntoueH Pe3epBHbI MCTOYHUK HE NOAK/OYEH.
3eneHbli
FoDUT ! MoakntoyeH notpedbuTtens PoE xoTs 6bl
PoE P B O4MH MOPT.
NOCTOAHHO
_ KpacHbin
CocrosHue PoE MES2300-24P r:pMT ’ Asapus POE (NOpT 8 COCTOAHMM
neperpysku, rnobanbHas asapusa PoE).
NOCTOSAHHO
BbikntoueH MNoTpebutenn PoE He NoAKANOYEHDI.
3eneHbli,
FoDUT BAOK NUTaHMA NOAKAIOYEH W 3aNUTaH,
P €CTb BbIXOAHOM TOK ¢ 6/10Ka NUTaHMUA.
PS1 CocTtosiHne 610Ka NOCTOAHHO
. MES2300-48P =
nutaHua Main KpacHbin, BnoK NUTaHWA yCTaHOB/EH, HO
roput OTCYTCTBYET BXOAHOE HanpsaxeHue/
NOCTOSIHHO HET BbIXOAHOIO TOKA € 6/10Ka NUTaHMA.
Coctoanme broka 3enenoii, BAOK NUTaHMA NOAKAOYEH M 3aNUTaH
nuTaHuA MES2300-48P | ropwut . A !
€CTb BbIXOAHOM TOK € 6/10Ka NUTaHuA.
pPS2 Redudant NOCTOAHHO

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32
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KpacHbii, BNIOK NUTaHMA YCTaHOBAEH, HO
roput OTCYTCTBYET BXOAHOE HanpaxeHue/
NOCTOAHHO HET BbIXOAHOr0 TOKa ¢ 6710Ka NUTaHKA.

2.5 KomnnaeKT noctaBkKu

B 6a30BbIii KOMMNAEKT NOCTAaBKU BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

—  WHyp nuTaHua EBpoBuaka-C13, 1.8m (Tonbko ana MES2300-24, MES2300B-24F, MES2300-24P,
MES2300B-48);

—  LWHyp nuTaHua NBC 2x1.5, 2m (Tonbko gns MES2300B-24F, MES2300B-48);

— MamAaTKa 0 AOKYyMeHTauuu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y NoKynaTens B KOMMIEKT MOCTaBKM OMUMOHANbHO MOTYT BbITb BKAOYEHbI:

— PykoBoacTtBo no skcnayataunm Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanna PM160-220/12 (an1a MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ansa cepmun MES53xxA, MES5400-24);

— Mogaynb nutaHusa PM350-220/12 (gna MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ans MES5410-48, MES5500-32);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nwuTaHua EBpoBunka-C13, 1.8m (B c/Ayyae KOMNAEKTAUMM MOAY/EM MNUTAHUA
PM160-220/12, PM350-220/12, PM600-220/12 nnn PM950-220/56);

—  Mogaynb nutaHma PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepun MES53xxA);

— Mogaynb nutaHua PM160-48/12 (ans MES5400-24);

—  Mogaynb nutaHusa PM350-48/12 (ans MES5400-48);

—  Moaynb nutaHua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  LWHyp nuTaHua NBC (B cnyvae KOMNAeKTaLMK mogynem nutaHusa PM100-48/12, PM160-48/12,
PM350-48/12, PM600-48/12 unn PM950-48/56);

— SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasgene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KpOHLWTEAHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLITENHDbI A5 YCTAaHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHUNA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLITEMHAX PAcnoN0XKEHbI LECTb KPeneKHbIX OTBEPCTUM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
W aBepuei cepsepHoro WwKada (pucyHkn 59—61). Ona ycTaHOBKM KPOHLWTENHOB BbibepUTe OANH U3 Bapu-
aHTOB KpenneHusa:

PucyHok 60 — BapuaHT KpenaeHusa KpoHwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKUMU Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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3}
PucyHok 61 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHasa rnybuHa, Ha KOTOPYH PacCyMTaH KpPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOeE NonoxeHne aetann 1 (aBa BapuaHTa nonoxeHus). CoemecTtute ye-
Tblpe OTBEPCTUA HA AeTann 1 ¢ YeTblpbMA OTBEPCTUAMM Ha BOKOBOW NaHenu yctpoicTea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

2. BblbepuTe HEObX0AMMOE NONOXKEHME AeTanu 2 (4,Ba BapmaHTa nosoxeHus). CoBmectuTe Bo-
CeMb OTBEPCTUIA Ha AEeTann 2 C BOCEMbIO OTBEPCTUAMM HA BOKOBOM NaHenwu ycTpoiictea. C
NMOMOLLbIO OTBEPTKU NPUKPENUTE AeTaslb KPOHLITENHA BUHTAMM K KOpMycy.

3. BblbepuTe HeObX0AMMOE NONOXKEHME AeTanu 3 (Y4eTbipe BapmaHTa noioxeHus). Coemectute
TPW OTBEPCTUA Ha AeTann 3 C TaKUMM Ke BbIOpPaHHbIMM OTBEPCTUAMM Ha aeTanu 4. C nomo-
b0 OTBEPTKU COEAUHUTE AETaNN BUHTAMM C BHYTPEHHEW CTOPOHbI KPOHLWITEMHA, 3aKpy4m-
BaA TO/IbKO KpaHWE BUHTbI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CM. pa3gen 3.2).
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3.2 YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5400-xx

[nA yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HanpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro

4yTObbI YCTPOMCTBO Pacno/iarasocb ropn3oHTasIbHO.
3. C nomoLbto OTBEPTKMU NPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PUcyHOK 62 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpolicme MES5410-48, MES5500-32

Ona yctaHoBKM ycTpoiicte MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HaNPaBAAIOLWEN CTOMKU C MOMOLLbHO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOLWEN CTONKN.

Ncnonb3ysa oTBepTRY, 3adUKCUPYITE LEHTPAIbHbIN BUHT, COeAUHAOWMNK aeTanmn 2 n 3.

PwnpE
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PucyHoK 63 — YcTaHOBKa yCTpoiicTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToiike.

o MES-5312 N1 o
o KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna °
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 64 — PasmelteHne KommyTtaTopoB MES5312 B cToiKe
I AHaNOrMYHO NPOUCXOAUT pa3mell,eHMe OCTa/IbHbIX KOMMYTAaTOPOB B CTOMKE.
’1 He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUSA, A TaK}Ke BEHTU/IATOPDbI, PaCNON0XKeHHble Ha
-

3aAHel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo u3bexkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.3 YcraHOBKa moayneu NnUTaHuA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNEKTPUYECKOM TOYKM 3pPeHUA paBHOLEHHbI. C TOYKM
3pEHUA UCNOJIb30BAHMA YCTPOUCTBA, MOAY/1b MUTaHMA, HaXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoictea. [pu  yCTaHOBKE WAM  U3BAEYEHUW AOMOJIHUTE/IbBHOIO MOAYAA MUTAHMA KomMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ | Mepep, OGCﬂy)KVIBaHVIEM unsgenna, peMOHTOM U ApPyrmmn aHaaorM4Hbimum AEﬁCTBMﬂMM oT-
ol Knw4yuTte nigenne ot scex UCTOYHUKOB NUTaHUA.

PucyHok 65 — YcTaHOBKa moaynen nnutaHma

CocToAHMe Moaynei MUTaHWUA MOXKET 6biTb MPOBEPEHO MO WMHAMKALUMW Ha nepeaHer naHenu
KommyTaTopa (cm. pasgen 2.4.4) uaM No AMarHoCTMKe, OOCTYMHON 4epe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

' ' UHAMKaumA aBapum moayna NUTaHUA MOXKeT 6bITb BbI3BaHA He TO/IbKO OTKA3oM moAayna, Ho
e n oTCyTCTBMEM NepBUYHOIO NUTAHUA.

3.4 TMoaKnuYeHUe NUTAKOLEN CeTH

1. Mpeae 4em K yCTpOMCTBY OyAeT MoAKAOYEHA NUTAOWAn CeTb, HEOOXOAUMO 33a3EMINTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATb U30/IMPOBAHHBLIM MHOTOXW/Ib-
HbIM NPOBOAOM. YCTPOMCTBO 3a3eMNIEHNA U CEYEHME 3a3eM/IALOLLLENO NPOBOAA A0XKHbI CO-
oTBEeTCTBOBaTb TpeboBaHusam MY3.

MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMCbMU,MpOBaHHbIM cneynanncTtom.

.‘
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2. Ecnu npeanonaraeTca NOAKNOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCO/b-
HOMY MOPTY KOMMYTATOpPA, 3TO 06opyAOBaHME TaKXKe AOKHO ObITb HALEKHO 3a3EMNEHO.

3. MNopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBUCMMOCTU OT KOMMAEKTALMKN YCTPOMCTBA,
MUTAHWE MOKET OCYLLLECTBNATLCA OT CETU NMEPEMEHHOTO TOKA IMBO0 OT CETU MOCTOAHHOTO TOKaA.
Mpy NOAKNIOYEHUN CETU NEPEMEHHOrO TOKAa cneayeT UCNob30BaTb Kabenb, BXOAAWMI B
KOMMNEKT ycTpoicTBa. Mpu NOAKAOYEHMU K CETU NOCTOAHHONO TOKa UCMOAb3YTe NPOBOA,
ceyeHnem He MeHee 1 Mm% 1 cobatoaaiTe NONAPHOCTb, YKasaHHYIO Ha 610Ke NUMTaHKA.

Bo usbexxaHme BO3HUKHOBEHMUS KOPOTKOro 3amMblKaHUA NpU NOAK/NIO4YEeHUU K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4UCTKyY nposoia Ha AJIUHY 9 mm.

e

Llenb nUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa coaeprKaTtb yCTpOVICTBO OTK/ZIIO4YEeHUA NUTaHUA C
¢M3M‘-IECKMM pa3sbvegnHeHuem coegnHeHuA (BbIK.ﬂIO‘-IaTe.Hb, pa3bem, KOHTAKTOp, aBTOMATU-

YyecKuii BbIKNloYaTenb U T.0.).

e

4. BK/OYMTE NUTAHME YCTPOCTBA U ybeauTechb B OTCYTCTBUM aBapWUiA NO COCTOSIHUIO MHAMKATO-
pOB Ha nepeaHein NaHe un.

3.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

Bo nsberkaHue noBpeXKaeHUsa YCTPOCTBa NpUM OA4HOBPEMEHHOM MCMOoJIb30BaHUU NMOPTOB
XG1 u XG2 Heobxogumo ucnonb3oBatb SFP+ TpaHcuBepbl ¢ TMINOM pasbema LC uam SFP+

Direct Attached Cable (DAC).

e

/ YcTaHOBKa ONTUYECKUX MOAY/1eii MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAOYEHHOM, TaK U NpU
BK/IDYEHHOM YCTpoiicTBe.

1. BcrtaBbTe BepxHuin SFP-moay /b B CIOT OTKPbITOM YacTbio pa3sbemMa BHU3, @ HUXKHUIA SFP-mo-
OYNb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 66 — YcTtaHoBKa SFP-TpaHcmBepos

2. HapasuTe Ha mMmoA4ynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwunTe XapaKTeprll‘/Jl LLENYOK.

PucyHoK 67 — YcTtaHoB/eHHble SFP-TpaHcuBepbI
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 68 — OTKpbITHe 3awenku SFP-TpaHcmeepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 69 — N3BneveHune SFP-TpaHcuBepos
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuUHana

Ha KomnbloTepe 3anycTuTb Nporpammy amyasaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GOpMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6€3 KOHTPONA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKAloueHUe yCTpoucTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TECTUPOBAHMA CUCTEMbI NPU BKAOYeHMM» (POST), KoTopasa No3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBepLieHna npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpammHoro
obecrneyeHna Kommytatopa. [1A BbINOAHEHMA cheuManbHbIX Npoueayp UChnosib3yetca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpPepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [na 6bicTporo BbI30Ba CNPaBKM 0 AOCTYMHbIX KOMaHAAX UCMONb3YyiITe KOMBUHaLMIO KNaBUL
<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabanua 21 — GyHKUMK MHTepdeiica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIVM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTatopsl cepuit MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5400-xx, MES5410-48,
MES5500-32 paboTaloT B pexxume cTeknmposaHumal,

CteKk OYHKLMOHMPYET KaK eaMHOoe YCTPOMCTBO M MOXKET 06beanHATL A0 8 KOMMYTaTOPOB OAHOMN U
TOM e MoJenun, UMeroLLUX cealyolne poau, onpeaensaemble UX NOpPAAKOBbIMU HoMepamu (UID):

— Master (UID ycTpoiictBa 1 Unm 2), ¢ HEro NpouCXoauT ynpaB/ieHne BCEMU YCTPOMCTBaMU B
CTeKe.

— Backup (UID yctpoiictBa 1 uam 2) — ycTpomncTBO, NoaumnHaAmweecs master. Jybnvpyet Bce
HAaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpasBAAlOLWEro yCcTpohcTBa M3 cTpos, bepeT Ha cebs
bYHKLMN YyNpaBAeHMA CTEKOM.

— Slave (UID ycTpoticTs oT 3 go 8) — ycTpoicTea, nog4ymHsatoweeca master. He moxeT paboTtaTtb
B aBTOHOMHOM peXxxunme (ecam oTcyTcTByeT master).

Ona KoppeKkTHOM paboTbl cTeka Heobxogum xoTa 6bl O4UH IOHUT C ponbio master  oguH
IOHUT ¢ ponbio backup.

.‘

/ UHTepdeiicbl B pexxume CTEKMPOBAHUA PaboTaloT TO/IbKO HAa MAaKCUMAJIbHO CKOPOCTU UH-
Tepdeiica.

B pexunme CTEKMpPOBAHMA A8 CUHXPOHM3AUMKM KommyTaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1, MES5324A, MES5324A rev.C,
MES5324A rev.C1l, MES5332A, MES5332A rev.C ucnonb3ytoT XG-nopTbl, a KommyTtatopbl MES5400-24,
MES5400-48, MES5410-48, MES5500-32 ncnonb3ytoT HG-nopTbl. [1py 3TOM yKa3aHHble NOPTbI He Y4acTBYIOT
B nepefaye AaHHbIX. BO3MOXHO CTEKMPOBAHME KOMMYTAaTOPOB TOJIbBKO OAHOW MOAENN U C TEM Ke
KOJINYeCTBOM NOPTOB, K Npumepy, cTekupytoTca apyr ¢ gpyrom MES5316A n MES5316A. CrekunposaTb
KommyTaTtopbl MES53xxA ¢ kommyTtaTtopamm MES53xxA rev.C n MES53xxA rev.C1l HeBO3MOXHO BBUAY
annapaTHbIX Pas3IMYnil 3TUX MoAenen YCTPOWMCTB. BO3MOXKHbI ABe TOMOMOTMU CUHXPOHWU3UPYIOLLMXCA
YCTPOMCTB — KOANbLEBad W J/AMHeWHaA. PeKomeHayeTcA MCNONb30BaTb KOJbLEBYK TOMOAOTUIO ANA
NOBbILLIEHMA OTKA30YCTOMUYNBOCTU CTEKA.

Mo YMOYaHUIO KOMMYTATOP ABNAETCA MaCTeEpPOM, BCe NMOPTbl y4aCTBYHOT B Nnepeaye AaHHbIX.

! dyHKumoHan NSF (Non-Stop Forwarding) 6yaeTt peannsosaH opueHTHposoyHo B8 2Q2025.
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Tabnauua 22 — MaTpuua ctekuposaHusa ana MES2300-xx/MES3300-xx

817-00€€SIN

dvZ-00€€SIN

vZ-00€ESIN

49T-00€E€SIN

480-00€€SIN

d8t-00€C¢SIN

817-900€ZSIN

dv¢-00€¢SIN

1¥2-900€¢SIN

vZ-00€ZSIN

vZ-00€ZSIN

4vZ-900€CSIN

dv¢-00€¢SIN

8-900€CSIN

d8t-00€¢SIN

480-00€€S3IN

49T-00€€SIN

vZ-00€€SIN

1v¢-00€ESIN
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817-00€€SIN

Tabnunua 23 — MaTtpuua ctekmpoBaHua gna MES53xxA

J°A3
VZEESSIN

VZEESSIN

TN
VvZeESSIN

A3
VvZeESSIN

VYZESSIN

TJ°A3M
VITESSIN

bY,E]]
VITESSIN

VITESSIN

VITESSIN

J'Adl
VITESSIN

TJ'A3l
VITESSIN

VPZeSSIN

J'Adl
VZeESSIN

TJ'A3l
VrZESSIIN

VZEESSIN

J'Aal
VZEESSIN

'’

,

4

7

'
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Tabnuua 24 — MaTtpuua ctekmposaHua ana MES5400-xx, MES5500-32
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Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLmnii Bua;
console (config) #

Tabnnuya 25 — basoBble KOMaHAbI

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
stack configuration links te HasHavaeT nHTepdeicol s CUHXPOHM3AUMKN PaboTbl KOMMYyTa-
te_port | hu hu_port ) TOpa B CTEKeE.
stack configuration unit-id - HasHauaeT Homep ycTpoicTBa «unit-id» NOKaNbHOMY YCTPOMCTBY
unit_id u:l:ttj;;(ult.c.)& (Ha KoTOpOM BbINOAHEHA KOMaHAa). CMeHa Homepa yCTpoiCcTBa
Npou3onAET nocne nepesarpyskn KOMmyTaTopa.
no stack configuration YaneHue HacTpoeK cTeka.
stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.
[pumep

=  06beanHUTb B CTEK ABa KomMyTaTopa MES5312. HazHa4MTb BTOPbIM FOHUTOM, MCNONbL30BaTb UH-
Tepdeicol tel-2 B KauecTBe CTEKUPYHOLLUX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console#

Tabnunua 26 — basoBble KOMaHAbl, OCTYMNHblE B perxume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALWMX B CTEK.
show stack configuration OTobparkaeT MHPOPMALMIO O CTEKMPYIOLLMX UHTEpdeicax oHU-
TOB B CTEKe.
show stack links [details] ) PacwupeHHoe oTobparkeHne MHGOPMaLMM O CTEKUPYHOLLNX UH-
Tepodelicax.
= [pumep ncnoab3oBaHUA KoOMaHAbl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu uaeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e cTeKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®YHKLMKN NO HaYabHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3fe/iMTb Ha ABa TUNa.

— ba3oBas HacTpoMKa — BK/OYaeT B ceba onpeaeneHne 6a308bix GYHKLUMUIN KOHUrypaLumn 1
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YNpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske ycTPOMCTBa BCe HECOXPAHEHHbIe AaHHble byayT yTepaHbl. AnA coxpaHe-
HUA NO6bIX BHECEHHDbIX U3MEHEHUI B HAaCTPOIIKY KOMMYyTaTOpa UCNOb3YeTca CeayoLan
KOMaHga:

console# write
4.5.1 ba3osasa Hacmpolika Kommymamopd
[ns Hayana KoHoUrypaumm ycTponcrTea Heo6xoaMmMo NOAKAUUTL YCTPOUCTBO K KOMMNbIOTEPY Yepes
nocneaoBaTeNbHbIN NOPT. 3aMyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYAALUN TEPMUHANA COFNACHO MYHKTY

4.1 «Hactpolika TepmuHana».

Bo Bpemsa HavanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOUYEHMA K YCTPOMCTBY yAaNeHHO.
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ba3oBaa HacTpoWMKa BKAOYAET cneaytoulee:

1. 3apaHue napona ana nonbsosatens «admin» (c ypoBHem npusuaernii — 15).
Co3paHue HOBbIX No/ib30BaTeNne.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
Monyyenune IP-agpeca ot cepsepa DHCP.
HacTpoiika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napona 014 nones3osamesns «admin» u co30aHue HO8bIX Mossb3osamereli

[Ona obecneueHuns 3aWMULLEHHOrO BXO4a B CUCTeMY HEO6X04MMO Ha3HAUMTb NAPo/ib NPUBHK-
N NlerupoBaHHOMY NoJib3oBaTento «adminy».

MmMA nonb3oBaTens W nNaposb BBOAUTCA MpPU BXOAE B CUCTEMYy BO BpPemMa CeaHcoB
aAiMUHNCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NOJ/Ib30BaTENA CUCTEMbI UM HAaCTPOMKK Ntoboro
13 NapameTpoB — UMEHM M0/1b30BaTeNA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

/’ YpoBeHb npusunernii 1 paspeluaer gOCTyn K yCTPOICTBY, HO 3anpeLyaeT HacTpoiiky. Ypo-
BeHb npuBuaernii 15 paspeLuaer Kak A0CTyn, Tak U HACTPOMNKY YCTPOUCTBA.

Mpumep KoMaHZ 418 3a4aHuna noab3osatesnto «admin» napons «eltex» u cosaaHma nosb3osartens
«operator» c naponem «pass» 1 ypoBHem npusuierni 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 Hacmpolika cmamuyeckozo IP-adpeca, macku noocemu u Wwist03a o yMoa4YaHuio

[na BO3MOXHOCTU yrnpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXoAMMO HasHauuTb ycTponctsy IP-
afpec, MacKy NoaceTu U, B Cy4ae ynpaBaeHUA U3 APYroW CeTu, W3 No ymondaHuto. IP-agpec MOXKHO
HasHauuTb Mobomy uHTepdeicy — VLAN, ¢usmyeckomy nopTty, rpynne noptoB (Mo yMONYaHMIO Ha
nHtepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnio3a QOMKeH
NPUHaANEXKATb K TON e NOACETH, UTO U 0AMH U3 IP-uHTepdencos ycTpoiicTBa.

V’ B cnyyae ecam IP-aapec HacTpauBaetca gna UHTepdeiica Gusnyeckoro Nnopra Uam rpynnbl
nopToB., 3TOT uHTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuUHagaexan.
V’ IP-appec 192.168.1.239 cywecTByeT A0 Tex Nop, NOKa Ha ntobom MHTepdeiice cTaTUUecKu
uam no DHCP He co3aaH apyroii IP-agpec.
V’ Mpu yganeHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocyw,ecTBnaTbca no IP-
appecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gnsa nHtepderica VLAN 1.

MNapameTpbl MHTEpPdElica:
IP-adpec, Ha3Ha4yaemblli 0nsa uHmepgpelica VLAN 1 —192.168.16.144

Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuro —192.168.16.1

console# configure
console (config) # interface vlan I
console (config-if)# ip address 192.168.16.144 /24

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 61



HELTEX

console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config) # exit

console#

[nsa Toro utobbl yoeanTsca, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyveHusa IP-agpeca moxeT ucnonb3oBatbcA npotokon DHCP, B cnyyae ecan B cetu
npucytcteyeT cepep DHCP. IP-aapec oT cepsepa DHCP moxHo nosyyats Yepes ntoboin nHtepdeiic — VLAN,
$u3nyecKkmni nopT, rpynny NopToB..

V Mo ymonuyaHuio DHCP-KnAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HAacTPOKK, NpeaHa3HAaYeHHOW AN1A NoJyYeHua AnHammndeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if) # ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, UTo agpec bbin HasHayYeH UHTepdEeNCy, BBeAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.4 Hacmpolika napamempos npomokosa SNMP 0na docmyna k ycmpolicmsy

YCTPOWCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noaaepsusaeT sepcum npoTokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[Na BO3MOMKHOCTM aAMUHUCTPUPOBAHMA YCTPOICTBA NOCPeACTBOM NpoTokoia SNMP Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobliectea. KoMmyTaTopbl NOAAEPKMBAOT TPY TUMA CTPOK coobLiecTsa:

— ro-—onpeaensaeT AOCTYN TO/IbKO Ha YTEHUeE;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anuChb;
— su-onpegenaet poctyn SNMP-agmuHucTpaTopa;

Hanbonee pacnpocTpaHeHO MCNo/ib3oBaHWE CTPOK coobliecTBa public — ¢ goctynom ToNbKO Ans
yTeHusa obbektoB MIB U private — ¢ AOCTynom Ha YTeHuMe U nameHeHue obbvektoB MIB. [na Kaxaoro
coobuiecTBa MOXHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.
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Mpumep cosgaHua coobuiecTsa private ¢ AOCTYNOM Ha yTeHMe M 3anucb U IP-agpecom cTaHumu

ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMmoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA (ayTeHTUdUKaLms,

aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAaHHbIX UCNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBaeHME 3amnpoca CyLLeCTBYHOLWEN YYETHOM

3anuncu B cucteme 6e30nacHoCTU.

— Authorization (aBTopu3aLMs, TPOBEPKa YPOBHA AOCTYNa) — COMNOCTaB/eHNE YYETHOM 3anucu

B cucTeme (Npoluealueit ayTeHTUdMKaLMIO) U onpeaeNEHHbIX NONHOMOYMIA.
— Accounting (y4éT) — cnexeHue 3a noTpebieHnemM pecypcoB No/ib30BaTe/ieM.

MpY MCNONb30BaHNN HACTPOEK YCTPOMCTBA MO YMOAYAHUIO UMA Nosib3oBaTena — admin, naponb —
admin. Maponb Ha3HayaeTca Nonb3oBaTesnemM. B cnydae ecim naposib yTpayeH, MOMKHO nepesarpysutb
YCTPOMCTBO U Yepes cepuiiHbIi NOPT NpepBaTb 3arpysKy, HaxKas Knasuwy <Esc> unun <Enter> B TeueHue
nepsbiX ABYX CEKYHA Noc/ae nossAeHna cooblueHnn asTosarpysku. OTKpoeTca meHio Startup, B KOTOpom

HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).
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V MNonb3oBatenb no ymonyaHuio (admin/admin) cywecteyer o Tex nop, Noka He co3aaH Aio-
60i1 gpyroii nonb3osaTteNb C ypoBHeM npusunerui 15.
V' Mpu ypaneHun Bcex co3paHHbIX Nonb3oBaTeneii ¢ 15 yposHem npuBuAernii 4octyn K Kom-
myTaTopy byaeT ocywecTBaaTbCA Nog nosb3osartesniem no ymonuyawmio (admin/admin).

[ns obecneveHuns nepBoHadabHON 6€30MacHOCTM Naposib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (noaknoueHme Yepes cepuinHbIin NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

console
console
console
console
console
console

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line)# login authentication default
config-line)# enable authentication default
config-line) # password console

—~ o~ o~~~

B oTBET Ha NpuraalleHne BBECTU Napo/ib BO BPEMSA PErMcTpaLMm B YCTPOMCTBE Yepes CeaHC KOHCOMM
BBEAWTE Napob — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet
console (config) # aaa authentication login default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErUCTPaLLMM B YCTPOMCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons onsa SSH
console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBeT Ha nmpuraaweHne BBECTM Napo/b BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

Ona ynobcTea akcnayaTalmMmn yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobuleHne, coaeprkaliee ntobyto
nHdopmaumio. Hanpmmep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy noc/e yCnewHoM 3arpy3skm KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpusune2uposaHHbiii KoMaHOHbIl pexcum (Privileged EXEC), naHHbIN pexknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHM MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
¢burypauum, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perrMm OCyLLECTBAAETCA U3 pexmnma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 27 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETMPOBAHHDBIN PEXMUM (€CN 3HAYEeHne
He yKa3aHo — TO ypOoBeHb npusuaerni 15).

login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .

exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.

help 3anpoc cnpaBoYHoOW MHPopmaummn o paboTe UHTepdelica Ko-

i MaHAHOW CTPOKM

show history ) MoKa3aTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEl TepMUHa/b-

HOW ceccum.
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show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BaATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHbIX KOMaHZ,
08 TEeKyLLeN TEPMUHANbHOW CECCUU.

OTKNIOUNTb GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOPUM BBEAEHHbIX KOMaHZ ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHuLam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeneHune BbIBOAA CNpaBKM NO CTPAHMLAM OCYLLECTBASETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

-/dYHKLMA BKAKOYEHA

BKNOUNTB NOATBEPKAEHWNE Nepes, BbINOJHEHNEM HEKOTOPbIX KO-
MaHa.

OTKNIOYUTL MOATBEPNKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKU UMEET cneayioLLmin Bua;.:
console#

Tabnunua 28 — basoBble KOMaHAbl, 4OCTYMNHble B pexkume Privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) M3 npuBmMaerMpoBaHHoro

priv: (1,7, 15)/1 KOMaHgHoro pexuma (Privileged EXEC).

disable [priv]

configure[terminal] - MepeinTn B pexxum KoHPUrypawumm.

MepeiTn B peXXnm OTNaLKM.

debug-mode -

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KoOMaHAHOW CTPOKM MMEeT OAMH M3 CleayoLLmMX BUAOB:

console#
console (config) #
console (config-line) #

Tabnuua 29 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUrypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliTv M3 noboro pexkmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmu komang, CLI.

end BbIliTV U3 nt06oro perkmma KoHOUrypauum B KOMaHAHbIN peXrum
i (Privileged EXEC).

do BbINONHUTL KOMaHAY KoMaHgHoro ypoBHa (EXEC) 3 noboro pe-
i KMMa KOHOUrypaumu.

help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunua 30 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXnMme KoHdUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3afaTh TeKCT cooblueHma exec (Npumep: No/b30BaTe b YCNeLHO
BOLUE/ B CUCTEMY) U BK/IIOUMTL BbIBOJ, Ha IKPaH.

- d — pa3genutens;

- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
obuee 2000 cMmBONOB).

no banner exec

YpanuTb TeKCT coobiueHus exec.

banner login d message_text d

3apaTtb TeKCT coobuweHua login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM MO/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke 4o 510 cMmB0/I0B,
obuiee 2000 cumBosioB).

no banner login

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CAeayoLWmi BUA;:

console (config-line)#

Tabnnua 31 — ba3oBble KOMaHAbI, JOCTYMHbIE B PeXMME KOHOUTYypaLmMmn TepMUHanNa

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
history BKAtOUNTL GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
- -/dYHKLMA BKAKOYEH]
no history BbIKNt0UNTb PYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep Bydepa UCTOPMM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.2 ®unbTpauyma coobuieHnii KOMaHAHOM CTPOKKU

dunbTpauma coobLLeHNt N03BONAET YMEHbLWUTL 06bem 0TO6parkaembiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena U 0baerynTb NOUCK HEOBXoANMON MHbOoPMaLMK. ns dunbTpaunm MHGopmauun Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCMOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevYncneHHbIX B Taﬁnmu,e.

Tabanua 32 — KomaHabl pexkuma rnobanbHol KoHduUrypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

Memoo

Aelicmeue

begin pattern

include pattern
exclude pattern

Nuwet nepesoe cosnageHue C wabnoHom B Hayane CTPOKU U BbIBO-
OUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAWT BCE CTPOKM, He cogepsKalume wabaoH.
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5.3 HacTpoiika MaKpoKOMaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 33 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAbop KOMaHA, eC/IM HABOP C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBOAa “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumBonos.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaMAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpoKy-4ecKpmnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 34 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbIM MaKpocC.

MpoBepseT yKasaHHbI MaKpoC Ha BaNIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

OTo6paskaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOICTBe.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BunAa 3anpoca KOMaHAHOWN CTPOKM pexnma KoHdurypaumm nHtepoeica:

console (config-if) #

Tabnunua 35 — KomaHapl perknma KoHburypaumm nHtepdeitca

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

macro apply word word: (1..32) cumBonoB

Mp1MMeHAEeT yKasaHHbI MaKpoc.

macro trace word word: (1..32) cumBonoB

MpoBepseT ykasaHHbI MaKpPOC Ha BaNUAHOCTb.

macro description word word: (1..160)

YcTaHaB/MBaET CTPOKY-AECKPUNTOP MaKpoca.

CMMBOJIOB

no macro description

Ypanaet cTpoKy-AecKpunTop.

5.4 KomaHpabl ynpaBieHUsa CUCTeMom

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 36 — KomaHapl ynpaBaeHusa cuctemon B pexknume EXEC

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
Mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny ceTu, a TakXKe ANA KOHTponA
noctynatowmx oteetos (ICMP Echo-Reply).

- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLNK;

- A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe UMSA y3na ceTu;

- Size — pa3mep NakeTa A4/19 OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- count — KONWYECTBO NAKeTOB ANA Nepeaaqu;

- timeout — Bpems 0uAaHUA OTBETA Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6airT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npoTtokona ICMP ykasaHHOMY Y31y CeTW, a TaKKe A1A KOHTPOANA
nocrtynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOEe UMA y31a ceTw;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYeCTBO NaKeToB ANA Nepenayu;

- timeout — BpemMa 0XK1AaHWA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout

timeout] [source ip_address]
vrf_name: (1..32) cumBona;

host: (1..158) cumBonOB;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpeaeneHne maplpyTta TpadurKa 40 y3na Ha3HaAYeHUA.
- vrf_name — ums BUPTyasibHON 06NaCTU MapLUPyTU3aLUK;
- A.B.C.D —IPv4-agpec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3mep nakeTa A/19 OTMNPaBKKU, KONMYECTBO HalT B NakeTe;
- tt/ — MaKcMManbHOE KONMYECTBO Y4acTKOB B MapLUpYTe;
- count — KONMYeCTBO MOMbITOK Mepefayn MNakeTa Ha KaXKaom
yyacTke;
- timeout — Bpema OXunAaHUA oTBeTa Ha 3anpoc;
- IP_address — IP-appec uHTepdeiica KOMMyTaTopa, UCMONb3ye-
Mblll A4 Nepesayn NakeTos;

OnucaHue oWMU60K NPU BbINOHEHWUM KOMAHA U pe3yb-
V TaToOB NpuBeAeHo B Tabanuax 38, 39.
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traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonosB;
size: (66..1518)/66 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpepeneHvne maplupyTa Tpaduka 40 y3/1a HasHaYeHuA.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOe UMsA y3na ceTu;
- Size — pa3mep NakeTa A4/ OTPaBKK, KONMYECTBO HalT B NaKeTe;
- tt/ — maKcMmanbHOe KOIMYeCcTBO Y4acTKOB B MapLUpyTe;
- count — KO/IMYeCTBO MOMbITOK Mepefayn naketa Ha KarKaom
yyacTke;
- timeout — Bpema 0XXnaaHMA 0TBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTtopa, UCNosib3ye-
MbI ANA NepeAayn NakeTos.
OnucaHue oWwn60K NpU BbINOIHEHMN KOMaHA, U pesy/b-
V TaToB npuBeaeHo B Tabaunuax 38, 39.

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTtkpbiTve TELNET-ceccun ans ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe UMSA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — kntoyeBoe cnoBso.
OnucaHue cneumanbHbix KomaHa Telnet U Knouesbix
V CNoB npuBepeHo B Tabauuyax 40, 41.

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;

OTKpbITME SSH-ceccun gna ysna cetu.

- A.B.C.D — IPv4-agpec y3na cetu;

- host — LOMeHHOE UMsA y3N1a ceTu;

- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;
- keyword — kntoyeBoe cnoso.

V OnucaHue KnloveBbiX CNOB NpuseaeHo B Tabauue 41.

resume [connection]

connection:
(1..5)/nocnegHss
YyCTaHOB/IEHHan ceccun

MepekntoyeHWe Ha ApYryto ycTaHoBAEeHHYto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IEHHOM telnet-ceccum.

show users [accounts]

OTobpaskeHne MHGOPMALMM O MOAb30BATENAX, MCMOb3YIOLLMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne MHPOPMALMKM 06 OTKPBITBIX CECCUAX K YAaNEeHHbIM
ycTpoicTBam.

show system

BbiBOA, cMcTeMHOM MHbOPMaL MK,

show system id [unit unit]

OTobparkeHne cepuiiHOro Homepa ycTPoMCTBa.

unit: (1..8)/- . o
- unit — HoMep yCTPOWCTBa B CTEKe.
show system [unit unit] unit: (1..8)/- OToﬁpameHme CMCTeI‘\‘AHOI‘;I MHPOPMaLUM KoMMmyTaTopa.
- unit — HoMep yCTPOWCTBa B CTEKe.
show system fans [unit unit] unit: (1..8)/- OTo§pameHMe VIH(bOEMaLI,VIVI 0 COCTOSIHUW BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKe.
show system power-supply - OtobparkeHne MHGOPMaLMU O COCTOAHUN UCTOYHUKOB MUTAHWUA.
show system sensors - OTobparkeHne MHGOPMALMU TEMMNEPATYPHbIX JATYMKOB.
show version OTo6parkeHne Tekyluel BepCuM CUCTEMHOIO NporpammHoro obec-
i neyeHua yCcTpomncTaa.
show hardware version - OTobparkaeT nHdopmaLmio 06 annapaTHoOW Bepcum nnatbl
show system router OTobparkeHne pasmepa 1 3aHATOCTM annapaTHbIX TabauL, yCTPOM-
resources cTBa (MapLupyTM3aumn, cocesei, nHTepsdencos).
show system tcam utilization OTobparkeHue 3arpysku pecypcos namatm TCAM (onpeaeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namsaTb).

- Unit — HOMep yCTPOICTBA B CTeKe.

show tasks utilization

OTobparkeHMe ypOBHA 3arpy3Ku pecypcoB LLeHTPabHOro npoLec-
copa KOMMYTaTOpa 4/1A KaX40ro CMCTEMHOrO npoLecca.
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show tech-support [config |
memory]

OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
HaYyaNbHOM AMArHOCTUKKM Npobaem.

BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOAOB NepPeyYnCNeHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e  show tasks utilization

e  show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding
resources

OTo6pasnTb TEKYLLMI, YyCTaHABAIMBAEMbI NOCAE Nepe3arpysku u
- [JOCTynNHble ANA UCMNONb30BAHUA PEXUMbI pacnpeaeseHuns anna-
paTHbIX pecypcos.

KomaHpa «show sessions» 0T06pa)KBET BCe yAaJieHHble COoeAUHEHUA TOJIbKO U3 'reKyu.l,eﬁ

e ceccuu. [laHHas KOMaHga UCNosb3yeTca cnegyowmm obpasom:

1. BbINONAHUTbL NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOomMmMyTaTtopa C
nomoulbto Telnet nnm SSH;

2. BepHyTbca B poauTeNbCKylo ceccuio (Ha KommyTtaTtop). [Ns 3TOro Ha)KaTb
KOMbOUuHauuio Knasuw <Ctrl+Shift+6>, oTnyctTuTb M HaxaTb <x> (MKc).
Mpou3oiiaéT nepexos B pOAUTENBCKYIO CECCUIO;

3. BbINoAHUTbL KOMaHAy «show sessions». B Tabnunue A0MKHbI NPUCYTCTBOBATb BCE
ucxopgsduime coeguHeHUn B TeKyllei ceccuu;

4. [Ana Toro utobbl BEPHYTbCA K CECCUM YAaNEéHHOro yCTpoiicTBa, Heobxoaumo

BbINONHUTL KOMaHAy «resume N», rae N — HOmep coeguMHeHUAa U3 BbiBOAaA
KomaHpgbl «show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 37 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

KomaHoa

reload [unit unit_id] KomaHga cny»kut gas nepesanycka ycTpomncTea.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoWCTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); YCcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTOopbli npousoinger
hh: (0..23), mm: (0..59). | oT/n0XeHHas Nnepesarpyska ycTPoOMcTea.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpemMeHM nepesarpyskun ycTpoicTea.
reload cancel - OTMmeHa OT/I0XKEHHOro nepesanycka.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password ) YpaneHnue napona Ha bootrom.
show cpu utilization ) OTobparkeHne CTaTUCTUKKM NO YPOBHIO 3arpy3KM pPecypcoB LEeH-
TpanbHOro npoveccopa.
show cpu input rate OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i BaTbIBaEMbIX MPOLLECCOPOM.
show cpu input-rate detailed OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i 6aTbiBaeMbIX NPOLLECCOPOM NO TUMY TpaduKa.
show cpu thresholds - OTobparkeHne CNUCKa HAaCTPOeHHbIX noporos ans CPU.
show memory thresholds - OTobparkeHne CNUCKa HaCTPOEHHbIX Noporos Ana RAM.
show sensor thresholds - OTobparkeHne cn1cka Noporos 410 AaTYMKOB.
show storage thresholds - OTobparkeHune cnncKa Noporos AnA pa3aenoB YyCTPOUCTB.
show storage devices - OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabnnuya 38 — OnucaHue pe3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B NYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a +§0Topoe nakeT 6bln NepeAaH M BEpHY/ICA OT MapLlpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.

Mpw BbINOAHEHUW KOMaHAbI traceroute MOryT NPOU30MTU OLIMBKM, onNncaHue olWMBOoK NpuseaeHo B
Tabnuue 39.

Tabanuya 39 — OWMBKM NpU BbINOJIHEHUW KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tam-ayT Npy NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TUN NakeTa.
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A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMM UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.

H Y3en cety HeJOCTynNeH.

N CeTb HegoCTyMHa.

P MpoTOKON HeaoCTyNeH.

Q NCTOYHMK noaasneH.

R WcTekno Bpemsa noBTOpHOM cbopKM pparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocCTyneH.

MporpammHoe obec

neyeHune Telnet KOMMYTATOpPOB MnoggdepXumnBaet cneumaabHble KOMaHAObl —

(I)YHKLI,MM KOHTPO/IA TepMKuHana. [nAa Bxoga B pexum cneumnasbHbIX KOMaH4 BO Bpems aKkTMBHOM Telnet-

CeCccUMm UCnonb3yeTca Komb

WMHauua Knasuw <Ctrl+shift+6>.

Tabnuua 40 — CneumanbHble KomaHabl Telnet

CrneyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHue Bbisoga (AO).
ANt Mepepnatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMSA.
ANy Mepeaatb no telnet ctupanue cTpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccnii:

Tabnunua 41 — KnoueBble cnoBa, MCNoJib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET PYyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCOb).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BblBOA, BCex COObLEHMI NporpammHoro obecneyerun Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatenbHoctei Telnet. MoTokoBoe coeanHeHMe He obpabaTtbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He fB-
nawowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHoi KOHOUTYpaLUn MMeeT CaeayoLnin Bua;

console (config) #
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Tabnuua 42 — KomaHApl ynpaBaeHMa CUCTEMOM B perknme rnobanbHo KoHburypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hosthame name name: (1..160) KomaHgza cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHUE MO YMOHAHUIO.

service tasks-utilization PaspewnTb ycTpoMCcTBY NPOrpamMmmHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LEHTPaNbHOro NPoLLeccopa KOMMyTaTopa 418 KaxK4oro
CUCTEMHOrO npoLiecca.

- — -/BKNIOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOro NpoLeccopa KOMMyTaTopa A1A KaK4oro
CUCTEMHOrO npoLiecca.

service cpu-utilization PaspewnTb ycTponcTBy NPOrpamMmmHO M3MepPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOrO NpoLeccopa KOMMyTaTopa.

- — -/BKNIOYEHO -

no service cpu-utilization 3anpeTuTb YCTPOWCTBY MPOrPamMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro nNpoLeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb yCTPOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY MPOrPaMMHO U3MEPATL CKOPOCTb BXOAALLMX
Kagpos, 0bpabaTbiBaeMbIX LLEHTPAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHna CKOPOCTU BXOOALLMX Kagapos Ana
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeToB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control plane protection).

BoccTaHaBnMBaeT 3HayeHUe pps MO YMONYAHUIO ANA onpeaeneH-
Horo Tpaduka.

syn);
pps: 8..2048

service password-recovery Paspewnts BOCCTaHOB/NEHWE MApPONA 4Yepe3 3arpy3oyHoOEe MeHHo

«password recovery procedure» ¢ coxpaHeHuem KoHdurypaumu.
no service password-recovery /enabled Pa3pewnTb BOCCTaHOB/IEHWE MApPONA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» c yaaneHMem KoHOUrypauuu.
link-flap prevention enable BkAtounTb NpesoTepaleHre GbaannuHra MHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannmHra NMHKa.
service mirror-configuration Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
no service -/enabled OTKAIOYMTb KOMMPOBaHMeE TeKyLLei KoHbUrypaLmu.
mirror-configuration
cpu threshold index index inter- index: 3agaTtb nopor ans 3arpysku CPU.

val relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-
ble}]

no cpu threshold index index

(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

- index — NPon3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan nsmepeHua 3arpysku CPU. 3HayeHue 3a-
rpy3sku CPU 3a 3TOT MHTepBan byaeT cpaBHMBATLCA C MOPOroBbIM;
- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbiM 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOpora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NeHuna nopora nocne cpabatbiBaHUs;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKAloYaeT/oTKOYaeT OTNPaBKy Tpanos o cpabaTbiBa-
HWUK nopora;

- recovery-notify — BK/alo4aeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTtb NOpor ¢ 3a4aHHbIM UHAEKCOM.
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memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor gns obbema ceobogHoOM namaTv RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay 06 beMom CBOH6OAHOM NamMATU U
NnoporoBbiM 3HaYeHnem, Heobxogumoe ans cpabaTblBaHMA NO-
pora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpeaensatoLLee MOMEHT BOCCTaHOB-
NleHuns nopora nocse cpabatbiBaHuMs;

- severity — ypoBeHb Ba)KHOCTM TPanos 4/11 3TOro Nopora;

- notify — BK/toYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOoC-
CTaHOB/IEHMM Nopora.

Y4anuTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, HAa KOTOPOM HAXOAUTCA BEHTUAATOP;

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHWE MeX Yy CKOPOCTbIO BPALLEHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe i cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHWe nopora;

- flap_interval — 3HaveHune, onpeaensaowee MOMEHT BOCCTaHOB-
NeHusA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb BaXXHOCTM TPANoB A1A 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaET OTNPABKY TPanoB o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BK/lO4aeT/oTKNOYAET OTNPABKY TPANos O BOC-
CTAHOBNEHMM Mopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BEHTUAATOPa fan_num
Ha IOHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNsA AaTyMKa TeMNepaTypbl.

- 5ensor_num — HOMep TepMOAaTUMKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — OoTHOWEHWE MeXAay TEMNEPATYPOIt U MOPOTroBbIM 3Ha-
yeHneMm, Heobxoanmoe ana cpabatbiBaHMA NOPOra;

- value — 3HayeHue Nopora;

- flap_interval — 3HauyeHuWe, onpeaensaow,ee MOMEHT BOCCTaHOB-
NeHuA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A1A 3TOro Nopora;

- notify — BK/Il04aeT/OTKAOYaET OTNPABKY TPanos o cpabatbiBa-
HWUW Nopora;

- recovery-notify — BktouyaeT/oTKAOUaET OTNPABKY TPanos o BOC-
CTaHOBNEHMM MOpora.

YAanuTb nopor ¢ 3aaHHbIM UHAEKCOM A/1A TepmogaTymKa sen-
SOr_num Ha toHuUTe unit_id.

storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3apaTb nopor ans o6bema cBobogHOM NamaTh Ha MN3Y.

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoweHWe mexay obbema cBoH6OAHON NaMATH U Mo-
pPOroBbIM 3HaYeHneM, Heobxoamumoe ansa cpabaTtbiBaHWA NOPOra;
- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHnA nopora nocne cpabatbiBaHUA;

- severity — ypOBeHb BaXHOCTM TPaNoB A 3TOro Nopora;

- notify — BK/loyaeT/oTKAOYaET OTNPaBKy TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKktouYaeT/oTKOUaET OTNPaBKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anuntb Nopor ¢ 3a4aHHbIM UHAEKCOM.
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reset-button {enable | disable
| reset-only}

-/enable

HacTpoiika peakuumn KommyTaTopa Ha HaxaTue KHOMKM F.

- enable — npu Ha)kaTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NpoOuCXoauT nepesarpyska yCTPOMCTBA; NPU HaXKaTUKM Ha KHOMKY
anvTenbHocTblo 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea 40
3aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKo nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-13-mid-12:
- 06bvem Tabanubl MAC po 128K agpecos;
- 06bem Tabaunupl FIB go 288K mapipyTos;
- 06bem Tabanupl ARP go 64K 3anucei.
min-13-max-12:
- 06bvem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupl ARP go 96K 3anucei.
’ KomaHga noppeprkaHa Tonbko Ha MES5410-48 u
H MES5500-32.

pexum pacnpegeneHus  annapartHbiX  pPecypcos

I HacTpoiika BCTYNUT B CUNY TOIbKO NOC/e nepesarpys3ku
H ycTpoicTBa.

no system forwarding
resources

YCTaHOBUTb PEXMM pacnpegeneHns annapaTHbIX Pecypcos Mo
YMONHAHUIO.

5.5 KomaHpgbl 4NA HACTPOMUKM NapamMeTPOoB ANA 3a4aHUA naponei

[aHHbIV KOMNAEKC KOMAHA, NpeaHa3HayYeH 41A 3343aHNA MUHUMANbHOW CNI0XKHOCTU Mapos, a TakKe
ONA 334aHMA BPEMEHU AeNCcTBMA Napons.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHo KOHOUTYpaLMN MMeET CAeayioLWnin BUA,;
console (config) #

Tabauua 43 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHGUrypaLmm

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuwo

KomaHda

3apaer BPpeEMA XKU3HU naponei/'l. Mo ucreyeHnn 3a4aHHOroO CPoKa
6yp,eT npeanoxeHo CMeHUTb Naponb. 3HayeHune 0 rOBOPUT O TOM,
YTO BpEMA XKU3HU naponeﬁ He 3a4aHO0.

passwords aging age

age: (0..365)/180 aHeit

no passwords aging BoccTaHaB/MBaET 3HaYeHWe NO YMONYAHUIO.

passwords complexity enable BkAtoyaeT orpaHuyeHune Ha GopmaT napons.

-/BbIK/IOYEHO

no passwords complexity BbIkNtouaeT orpaHuyeHve Ha Gopmat napons.

enable

BKAlOYaeT orpaHuyeHue, 3ajatoliee MUHUMaNbHOE KOIMYECTBO
K/N1IaCCOB CMMBOJIOB (CTPOYHble BYKBbI, 3arnaBHble 6yKBbl, LUPbI,
CUMBO/bI).

passwords complexity
min-classes value
value: (0..4)/3

no passwords complexity BoccTaHaBnMBaeT 3HauYeHWe No YMONYaHMIO.

min-classes

passwords complexity BK/ItOYaeT orpaHUYeHne Ha MMHUMaNbHYIO AJIMHY Napons.

min-length value

value: (0..64)/8

no passwords complexity BoccTaHaB/MBaEeT 3HaYeHWe No YMONYaHUIO.

min-length

Bkntouaet orpaHunyeHue, 3adaroulee MakCMMaslbHOe KO/IM4ecTBo
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0B B HOBOM Mapone.

passwords complexity
no-repeat number

number: (0..16)/3

no passwords complexity BoccTraHaBnMBaeT 3HaueHWe No yMOYaHuIo.

no-repeat
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passwords complexity 3anpewwaeT Npy CMeHe Naposa UCMOJ/Ib30BaTb B Ka4yecTBe HOBOrO
not-current CTapbli.

- -/enabled —
no passwords complexity Pa3speluaeT MCNONb30BaTb CTapblii Naposib MPU CMEHE.
not-current
passwords complexity 3anpewaeT UCMNONb30BaTh B KAa4eCcTBe Napo/sa UMA Nob3oBaTeNs.
not-username

- -/enabled
no passwords complexity PaspeluaeT UCNo/ib30BaTb B KAYeCTBE Naposis UMA NoJib30BaTeNs.
not-username
passwords lockout value 3agaeT orpaHMYeHMe Ha KOMYECTBO HEBEPHDIX MOMbITOK BXOA4a Ha

KommyTaTop. Mocne I'IOC!'IELI‘HGVI Hel'lpaBVI!'leOl‘/'I NnonbITKN BBECTU

value:
naposib Nosib3osaTenb 610KMpyeTca.

(1..5)/BbIKNtOYEHO
no passwords lockout BbIKNIOYAET OrpaHMYEHNE Ha KOJIMHECTBO HEBEPHDIX MOMbITOK BXO-

aa.

Tabnnua 44 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4aHuro
show passwords configuration - OTobparkaeT uHGopMauuto 06 orpaHMYEHUAX Ha Napoun.
. Pa36nokupyeT nonb3osaTens, 3ab10KMPOBAHHOTO MoCae Heyaau-
set username name active name: (1..20) cumBosioB
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

5.6 Pab6ora c paitnamm

5.6.1 OnucaHue apeaymeHmos KOMaHO
Mpun ocywecTeneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHA, BbICTyNatoT agpeca
URL - onpegennTenn MeCToHaxoXaAeHUA pecypca. OnuncaHue Ka4YeBbIX CnoB, WUCNOJNIb3yeMbIX B

onepauusx, npuseaeHo B Tabauue 45.

Tabnuua 45 — CNMCOK KNo4YeBbIX CNOB U UX ONUCaHUe

Knroyesoe cnoso OnucaHue

McxoaHblv afpec v afpec MecTa HasHayeHua AN SHEProHE3aBUCUMOM NaMATU. IHEproHesasu-

flash:// CUMasn NamATb UCMNOb3YEeTCs NO ymonYaHuio, ecnm agpec URL onpeaeneH 6e3 npedukca (npeduk-
camu asnstotca: flash:, tftp:, scp:...).

running-config Paiin TekyLen KOHOUrypaumm.

mirror-config Konusa dalina Tekyliein KoHourypaumm.

startup-config daiin nepBoHaYaNbHOW KOHOUTypauuu.

active-image daliin ¢ aKTMBHbIM 06pasom.

inactive-image daiin c HeaKTMBHLIM 06pasoMm.
NcxoaHbIn aapec naun aapec mecTta Ha3HayeHuA ans TFTP-cepsepa.
CunHTakceuc: tftp://host/[directory/] filename.

tftp:// - host — IPv4-agpec unm ceTeBoe MmMs yCTPOMCTBA;

- directory — katanor;
- filename — vuma daiina.

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepeepa.
CunTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UMA NO/b30BaTENS;

scp:// - password — napoab Nonb3oBaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA yCTPOMCTBA;

- directory — katanor;

- filename — umsa daiina.

logging daiin c uctopmeit KomaHa,
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5.6.2 KomaHObI 0na pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 46 — KomaHabl ans paboTbl ¢ dannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url
running-config

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
NOXKeHWe HasHavyeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonupoBsaHue dalina KoHUrypaunm c cepeepa B TEKYLLYIO KOHPK-
rypaumio.

CoxpaHeHwue TeKyLein KoHdUrypaLmm Ha cepaepe.

CoxpaHeHWe nepBOHaYaNbHOM KOHOUIypaLLmMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHwue TekyLe KoHOUTypauumn B NnepBoHavanbHyt KOHOUry-
pauutio.

copy running-config file

CoxpaHeHue TeKywen KOoHPUrypauum B 3aZaHHbIA pe3epBHbIN
daiin KoHduUrypauum.

copy startup-config file

CoxpaHeHWe nepBOHaYabHO KOHOUIYpaLMK B 3afaHHbIN pe3eps-
HblI dain KoHPUrypaumm.

boot config source_url

KonuposaHue ¢alina KoHdUrypauum ¢ cepsepa B daiin nepoHa-
YanbHOM KOHUIypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢ainos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaet cogeprkumoe dalina.

- startup-config — oTobparkaeT coaepxunmoe daina nepBoHavanb-
HOW KOHUrypaumm;

- running-config — otobparkaet cogeprkumoe daina TekyLLen KoH-
durypaunu;

- flash: — oTob6pakaet palinbl ¢ pnew-namaTi ycTpomncTea;

- mirror-config — oTobpakaeTt cogepxumoe daina TeKywen KoH-
durypaumum ¢ 3epkana;

- active-image — otTobpakaeT Bepcuto Tekyuiero ¢alina obpasa NO.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHOro ¢darina ob-
pasa 0.

- logging — oTobpakaeT cogeprumoe dalina KypHana.

- file — ima daiina.

.’ ®aiinbl otobpakartca B popmare ASCII.

delete ur/

Ypanenue ¢aiina.

delete startup-config

Ypanenus ¢aiina nepBoHayaNbHOW KOHOUTypauuu.

boot system source_url

KonupoBsaHue daitna MO c cepBepa B HeakTMBHYO 061acTb NaMATH
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 06pasa MOo.
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show {startup-config |
running-config} [brief |
detailed | interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepRnmoe palina nepBoHayanbHOM KOHOUIypauum
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnde-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTEpdelica 3aMblKaHUA Ha cebs, TyHHe-
new.

Cnepylolme onumm SOCTYMNHbI NPU BbiBOAE TeKylelh KoHbuUrypa-
Luu:

- brief — BbIBOA, KOHUTYpaLMKM 6E3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL Kkntouen.

- detailed — BbIBOA, KOHOUIYpALUK C BKNHOYEHUEM ABOWYHbIX AaH-
HbIX

show bootvar

MoKa3bIBaeT aKTUBHbIN dalin cuctemHoro MO, KOTOpPbIN YCTPONCTBO
3arpyykaert npu 3anycke.

write [memory]

CoxpaHeHue TeKywein KoHourypaumm B ¢aiis nepBoHavabHOM
KoHbUrypauuu.

boot license source_url

3arpysuTb Ha yCTPOICTBO Gana INLEHINN.

delete license [ word |

Y[anuTb € yCTPOMCTBA BCE YCTAaHOB/EHHbIe $hailbl IMLEH3UA.
- word — yKa3aTb UmA ¢alina NMLEH3UKU, KOTOPbIA A0/KEH ObiTb
yaaneH.

rename url new_url

url, new_url: (1..160)

MN3meHeHne umeHu daiina.
- url — Terywee uma daina;

CMMBO/IOB o

- new-url — HoBoe nmsa ¢danna.
’ i Cepsep TFTP He moxeT 6biTb agpecom UCTOYHMKOM M afApecom Ha3HauyeHus ANA Of[HOM
- KOMaHAbl KONUpPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINONHEHUA KOMAHAbI: MOCNe NOATBEPKAEHUA dalin byaeT yaaneH.

5.6.3 KomaHObI 0514 pe3epsuposaHus KOHguz2ypayuu

B mJaHHOM pasgene onucaHbl KOMaHApbl, MpeAHasHayYeHHble ONA HACTPOMKM pe3epBMPOBAHMUA
KOHOUrypaLmm no Taimepy Uam Npu COXpaHeHUM TekyLLen KoHpurypaumum Ha flash-Hakonutene.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobasibHoM KOHOUTypaLMm MMEET CieayoWmin BUA,:

console (config) #

Tabanua 47 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMme rnobanbHOM KOHdUrypaLumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

backup server server

server: (1..22) cum-
B0OJI0B

no backup server

YKaszaHue cepsepa, Ha KOoTopbli ByaeT Npon3BoanTLCA pesep-
BUpOBaHMe KoHburypauun. CTpoka B dopmaTte
«tftp://XXX XXX XXX XXX» nan
«scp://[[username][:[password]]@]host»

YpaneHue cepsepa Ana pe3epBuUpoBaHun.

backup path path

path: (1..128) cum-
B0OJ10B

no backup path

YKaszaHue nyTv pacnonioxkeHus daina Ha cepsepe u npedukca
daiina. MNpu coxpaHeHum K npedukcy byaeTt f06aBNATLCA TEKY-
Wan aarta v Bpemsa B popmate rrrrmMmagy4mmcc.

YaaneHue nytu Ans pe3epBupoBaHus.
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backup history enable / BKNHOUMTbL COXpaHEHUE UCTOPUM Pe3epPBHbIX KOMUIA.
-/BbIKOYEHO
no backup history enable OTK/IOYUTL COXPAHEHME UCTOPUMN Pe3epPBHbIX KOMUNA.
backup time-period timer " YKasaHue npomexKyTKa BpeMeHU, NO UCTEeYEeHUN KoToporo by-
imer:
[eT OCYLLLeCTBAATLCA aBTOMATUYECKOe pe3epBUPOBaHME KOHOU-
(1..35791394)/720
rypauum.
- - MMH
no backup time-period BoccTaHaB/MBaEeT 3HaYeHMeE N0 YMONYAHUIO
backup auto Bk/atoyeHMe aBTOMATUYECKOrO pe3epBUPOBaAHUA KOHUrypa-
-/BbIK/IOYEHO TR
no backup auto YcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
backup write-memory Bk/toueHne pesepBUpoBaHNA KOHOUTYpPaLMKU NPU COXPAHEHUM
-/BbIKNOYEHO nosib3oBaTenem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

Tabnunua 48 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show backup ) OTobparkaeT MHGOPMALMIO O HAaCTPOIKax pe3epBMPOBaHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPMIO YCMNELLHO COXPAaHEHHbIX HA cepBep KOHPU-
rypauum.

5.6.4 KomaHOblI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

[pouyecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anycKkaeT npouecc aBToMaTuyeckoro obHoeneHus, 6asmpytowmiica Ha DHCP, ecau oH
BK/OYEH W uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), cogepkauwero umsa obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyecKoro 06HOBNEHNA COCTOUT M3 cnegyrowmx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN $pain U ynTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTtop ckaumBaeT nepsbiit 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcma lMO;

3. KommyTaTop cpaBHUBaeT Bepcuto dpaina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. Ecnm oHM oTAMYatoTCA, KOMMYTATOP 3arpy»Kaet ob6pas Mo
c TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa 1 AenaeT AaHHblit 06pas aKTMB-
HbIM;

4. Ecnv o6pas MO 6bin 3arpyKeH, To KOMMYTaToOp NepesarpyrkaeTcs.

[pouyecc asmomamu4ecko20 KOHGU2YPUPOBAHUSA

KommyTaTop 3amycKaeT NpoLecc aBTOMaTUYeCKoro KoHGUrypuposaHus, b6asupytowmiics Ha DHCP,
NP BbINOJIHEHUN CeAYHOLWMX YCIOBUIA:

— B KOHOUIrypauuu paspeLlleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B popmate ASCIL.

’ MNonyuyeHHbIN pain KoHPUrypaumnm gobasnseTca K Tekywei (running) kKoHpurypaumm.
-
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 49 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rNobanbHOM KOHPUrypaLmm

3HayeHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuiro

boot host auto-config BK/loueHMe aBTOMATMYECKOM KoHUrypauuu, H6asupytolleiica Ha

DHCP.
- -/BKAtOYEHO — —

no boot host auto-config BbIKNtOUEHME aBTOMATUYECKOM KoHOUrypauuu, basmpytoLleics Ha
DHCP.

boot host auto-update BKkntoueHne aBTOoMaTuyeckoro obHosneHua MO, b6asupyowerocs
Ha DHCP.

-/BKAtOYEHO

no boot host auto-update BbikntoueHne aBTomaTuyeckoro obHoeneHua MO, basumpytowerocs

Ha DHCP.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;
console#

Tabnunua 50 — KomaHabl ynpaBneHus cuctemom B pexkmme Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show boot npOCMOTp HACTPOEeK aBTOMaTM4eCKoro obHoBNEHUA U KOHd)Mpra-

unu.

Mpumep KoHurypauum ISC DHCP Server:

= {

#enterprise-number. MmeHTuduxaTop NPOM3BOIOUTENS,
35265 (Eltex)

#data-len. JauHa BCexX OAHHBEIX OIILUM.
option-data + 2.

#sub-option-code. Koxm nomonumy, BCcerma paBeH 1
#sub-option-len. [nmHa cTpoxu sub-option-data
#sub-option-data. Umsa TexcToBOTO Oamnna, comepxamero MM
obpaza IIO

option image-filename code 125
unsigned integer 32, BCera paBeH

unsigned integer 8, PaBHa IJiMHE CTPOKM Sub-
unsigned integer 8,
unsigned integer 8,
text

}i
host mes2124-test {

hardware ethernet a8:£f9:4b:85:a2:00;
filename "mesXXX-test.cfg";

fmac-anmpec xoMMyTaTopa
#rMsa KOHOUIYpALUM KOMMYyTAaTOpPa

option image-filename 35265 18 1 16 "mesXXX-401.

banna,
next-server 192.168.1.3; #IP-ampec
fixed-address 192.168.1.36; #IP-ampec

ros"; #1IMS TEKCTOBOTO
cozmepxamero mMmsa obpasa IO
TFTP cepsepa

KOMMyTaTopa
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5.7 HacTpoiKa CUCTEMHOro BpeMeHHU

%

Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha NieTHee Bpemsa OCYLLEeCTBASETCA B COOTBET-
cTBUM co ctaHgapTamu CLLUA n Esponbl. B KoHdUrypauum moryT 6biTb 3agaHbl tobble pgaTta

M Bpemsa N8 nepexoaa Ha fieTHee Bpema U o6paTHo.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnua 51 — KomaHabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexxume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KomaHAa AocCTynHa
year mm: (0..59); TONbKO ANA NPUBUAETMPOBAHHOIO No/b30BaTeNA).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — neHb; month — mecau,; year — rof.

show sntp configuration

MokasbiBaeT KoHOUrypaunio npotokosia SNTP.

show sntp status

lMokKasblBaeT cTaTyc npoTokosa SNTP.

KomaHOb1 pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrowimin Bua;

console>

Tabnunua 52 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexkmme EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

show clock

show clock detail

lNoKa3biBaeT cucteMHoe Bpemsa u AaTy.

[onosHutesibHO 0TobpaykaeT NapameTpbl YacOBOTO Mosica U nepe-
X0Za Ha NeTHee Bpems.

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT cneayowmii Bua;

console (config) #

Tabanua 53 — CNMcoK KoMaHA, 419 HACTPOMKN CUCTEMHOTO BPEMEHMU B peXKMMe rnobanbHOM KoHUTrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHNK
He uUcnonb3yercs

Mcnonb3oBaHWe BHeELWHEro UCTOMHMKA ANa YCTaHOBKKU CUCTEMHOTIO
BpemeHu.

3ar|peu.|,aeT MCNO/NIb30BaHNE BHEWHEro NCTOYHUKa ANA yCTaHOBKU
CUCTEMHOIO BpEMEHMN.
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clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHus 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBAET 3HAYeHMe YacoBOro nosca.

- zone — cnoBo, chopmMMpoBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30Hbl);

- hours-offset —yacoBoe cmelLLLeHNe OTHOCUTENBHO HY/IEBOTO MEPU-
anana UTC;

- minutes-offset — MMHYTHOE CMeLL,eHNe OTHOCUTENIbHO HY/1IeBOTO
mepuanaHa UTC.

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT OnNncaHuaA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMs BbIKtOYEH

3apaeT faty M Bpema 4ns aBTOMAaTUMYECKOro nepexoga Ha setHee
BpemMsa 1 Bo3BpaTa 0bpaTHO (a8 onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBAaeTCA ONUCAHME 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPems 1 TPETbUM BPEMA A/1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB COBOCOYETa-
HUA, KOTOPOE OHO 3aMeHSET (ONucaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KOANYECTBO MUHYT, AO0HaBAAEMbIX NPY Nepexoae Ha fieT-
Hee Bpems.

3apgaeT Aaty v Bpema 48 aBTOMaTUYECKOro nepexoga Ha netHee
Bpems 1 BO3BpaTa 06paTHO B peXKMME eXEerogHo.

- zone — cnoBo, chpopMMpPOBaHHOE U3 NepBbiX BYKB C0BOCOYETa-
HWSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30HbI);

- usa — yCTaHOBMTb NPaBWIa Nepexosa Ha SieTHee Bpems, UCMONb-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe mapTa, obpaTHO
B NepBoe BOCKpeceHbe HoAbpsA, B 2 Yaca yTpa No MeCTHOMY Bpe-
MeHMU);

- eu — yCTaHOBMUTb NpPaBu/Ia Nepexoaa Ha ieTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpPECEHbe MapTa,
0bpaTHO B NocnegHee BOCKpeceHbe oKTAOPSA, B 1 yac yTpa no MNpuH-
Buy);

- hh —4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo A06aBAAEMbIX MUHYT NPU Nepexone Ha NneT-
Hee Bpems.

OTKtOYaeT aBTOMATUYECKUI nepexoj Ha neTHee spemas.

(1..4294967295);
Mo ymon4yaHuio

sntp authentication-key number: YcTaHaBAMBAET K/OY MPOBEPKU MOAJMHHOCTM ANA MPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoua;
authentication-key number CMMBOJI0OB; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHutio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aMdpPOBAHHOM BUAE.
no sntp authentication-key npoBepka YpanaeT Kno4 NpoBepKu NOANMHHOCTM Ana npotokona SNTP.
number NoANNHHOCTU
OTK/IIOYEHa
sntp authenticate -/npoeepka TpebyeT NnpoBepKy NOAANHHOCTM ANS NOAYyYeHUAa UHPopmauum ot
NOANIMHHOCTU He NTP-cepBepos.
no sntp authenticate TpebyeTca YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIo.
sntp trusted-key key_number key_number: OcyuiecTBnseT NpoBepKy Nog/MHHOCTU CUCTEMbI, OT KOTOPOW CUH-

XpoHu3upyetca c nomoupto SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntoya.

no sntp anycast client enable

no sntp trusted-key npoBepKa YcTaHaBAWBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTKN
OTK/OYEHa
sntp broadcast client enable PaspewaeT paboTy wupokosewaTenbHbix SNTP-KNMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpeLyeHo
no sntp broadcast client YcTaHaBAMBAET 3HAYEHME MO YMOTYaHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoALepKMBAOLMM METoZ
both | ipv4 | ipv6 ACCbIIKM NAKeTOoB, NO3BOAAIOWMI NOCLINATL AaHHblE BAMMKaW-
{ | ipva | ipv6} /sanpeuero P \ wy it

Lwemy YCTPOMCTBY M3 rpynnbl NoayvaTeneun.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..32);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)

Paspewaet paboty SNTP-KAvMeHTam, NoALeprKMBAOLMM MEeTos
pPaccblIKM NaKeToB, MO3BONAIOWMIA MOCLINATL AaHHble 6auKan-
LemMy YCTPOWMCTBY M3 rpynnbl NOyYaTeNen, a TaKKe LMPOKoBeLLa-
TenbHbIM SNTP-KAMeHTam ans BblbpaHHOro UHTepdelica.

- noppobHoe onncaHue MHTepdENCcoB M3N0XKEHO B pasaene «KoH-
durypauus nHTepdpencos».

YcTaHaBAMBaET 3HaUYeHMe No YMONYaHULO.

twentyfivegigabitethernet /3anpelyeHo

twe_port |

hundredgigabitethernet

hu_port | port-channel group

| oob | vlan vian_id}

sntp unicast client enable PaspelwaeT paboTy ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client enable -/3anpeuieo YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.

sntp unicast client poll PaspelsaeT nocnenoBaTebHbI ONPOC 3aaHHbIX OA4HOAAPECHbIX
-/3anpeuweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ibv6_address |
ipv6_link_local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CMMBO/IOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-appec y3na ceTv;

- ipv6_address — |Pv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-agpec y3na cetu gna ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbIt IPV6 agpec KaHana;
interface_name — uma ucxoasiero nHTepdeiica 3agaerca B cne-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — poMeHHOe MMA y31a ceTw;

- poll — BkAtouaeT onpoc;

- keyid — wpeHTduMKaTop KAtoYa.

YpaneHue cepsepa us cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpeleHo

PaspelwaeT nonyyeHre TakUX AAHHbIX KaK 4acoBOM NOAC U fieTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT NoAy4YeHUs TakUX AaHHbIX KaK YacoOBOW MOAC U NIeTHee
BpemsaA ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexmme KOHOUrypauum nHtepdenca umeeT cneayowmnii BUua;:

console (config-if) #

Tabnnua 54 — CNMCOK KOMaHA A7 HACTPOWMKM CUCTEMHOTO BPEMEHMU B peXKUMe KOHPUTrypaumm nHTepdelica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelueHo

PaspewaeT paboty SNTP-KAneHTy, KOTOpbIV NOAAEPKUBAET METOL,
PacCblIKM MaKeToB, NO3BONAIOLWMI NOCbINATh AaHHbIE YCTPOMNCTBY
6AnKarweMy U3 rpynnbl NosyyaTenien, a Tak:Ke LWMPOKoBeLaTe b-
Homy SNTP-KkAMeHTy Ha HacTpauBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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Hpumepb/swn0ﬂHeHu3KomaHd

=  OT10b6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CraTyc npouecca CMHXPOHM3aLMM BPEMEHN OTOBPasKaeTcA C NMOMOLLbIO [OMOHUTENIBHO CUMBOAA
nepes 3Ha4YeHMeM BPEMEHN.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3sytoTca cieaytoume o6o3HauyeHns:

— TOYKa (.) 03HayaeT, YTo BpeEMS AOCTOBEPHO, HO HET CUHXPOHMU3aLMK ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBO/JIa O3HAYAET, YTO BPEMSA [OCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3g04Ka (*) o3HauyaeT, YTo Bpems He4OCTOBEPHO.

= 334aTb ATy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status T oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BpemMsa CUHXPOHU3NPOBaHO oT cepsepa 10.10.10.1, nocneaHuin oteeTt
nony4yeH B 10:37:38, HecoBnageHne CMCTEMHOIO BPeMeHU C BpemeHem Ha cepeepe coctasmno 1.04 c.
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5.8 KoHdurypaumua BpemeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHgu2ypayuu speMeHHbIX UHMepsas108

console# configure

console (config) # time-range range name, rme
range_name — CMMBOJIbHbIN (1...32) ngeHTUdPMUKATOP BPEMEHHOTO MHTEpPBaNa
console (config-time-range) #

Tabnunuya 55 — KomaHabl perknma KoHoUrypaumMm BpeMeHHOro MHTepBana

month: (jan..dec);
year: (2000..2097);

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); yac: MMHYTa AeHb mecAu, roa,.
no absolute {end | start} date: (1..31); Y0anuTb BpeMeHHOM UHTepBan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEPBaAJ B TEYEHWE OLHOTO U3 AHEN Hegenun uam
KakAoro AHA Heaenu.

Y4anutb BpeMeHHOM HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOM MHTEPBaA/ B TeYEHWNE HeLeNN.

YaanuTb BpEMEHHOM UHTepBa.

5.9 KoHdwurypauua unrepdeiicos u VLAN

5.9.1 rMapamempeol Ethernet-unmepdgelicos, Port-Channel u Loopback-

uHmepaelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3zoHa uHmepgelicos)

console# configure
console (config) # interface {gigabitethernet gi port |
twentyfivegigabitethernet twe port |
hu port | oob | port-channel group | range {..}

te port |

console (config-if)#

tengigabitethernet
hundredgigabitethernet
| loopback lIoopback id }

[aHHbIN pexMm JOCTyneH U3 pexkuma KoHOUrypauum u npegHasHaveH A/a 3a4aHus NapameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTaTtopa WAM Tpynnbl MOPTOB, paboTalowmx B peume
pasaeneHus Harpysku) inbo guanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLwecTBASETCA NPY MOMOLLM KOMAHZ U3 Tabanubl HUXKe.

Tabanua 56 — KomaHabl Bbibopa MHTepdeica Ana KOMMYTaTopOB

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

[nsa HacTpolikm 1G-uHTepdeicos.

interface tengigabitethernet te_port

Onsa HacTpoiikmn 10G-uHTepdeincos.

interface twentyfivegigabitethernet twe_port

[na HacTpoiku 25G-nHTepdencos.

interface hundredgigabitethernet hu_port

[na HacTtpoiikm 100G-uHTepdelicos.

interface port-channel group

[lna HacTpoiKu rpynn KaHanos.

interface oob

[na HacTpoiKku nHTepdelica ynpasneHns (MHtepdeic ynpasaeHus
NPUCYTCTBYET HE Ha BCEX KOMMYTATOPax).

interface loopback /oopback_id

[na HacTPOIKM BUPTYanbHbIX MHTEPdENCcoB.
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roe:

group — NOPAZKOBbIA HOMEp rPYNMbl, 0bLlee KONMYECTBO coracHo Tabaunue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

gi_port — nopaakosblii Homep 1G-uHTepdelica, 3agaetca B Buae: 1..8/0/1..48;

te_port — nopaaKoBsblit Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1..48;

twe_port — nopAaKoBbIi Homep 25G-uHTepdelica, 3agaeTca B suge: 1..8/0/1..120;

hu_port — nopsaakosblii Homep 100G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1..32;

loopback_id — nopagKoBbli HOMep BMPTyasbHOro MHTepdelica, obuwee KOAMYECTBO COMNACHO Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMep c/oTa Homep uHTepdeica

KomaHapl, BBeAeHHble B pexume KoHpurypaumm uHTepdelica, NPUMEHAIOTCA K BblbpaHHOMY

nHTepdelicy.

HuKe npmBeaeHbl KOMaHAb! A1 BXO4a B PeXMM HacTponku gecatoro Ethernet-uHtepdeliica nep-

BOrO YCTPOICTBA B CTEKE M BXOAA B PEXKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1,/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbibop granasoHa nHTepdencoB ocyLLecTBAAETCA NPU MOMOLLM KOMaHA,;:

interface range gigabitethernet portlist — pna HacTpolikm pumanasoHa gigabitethernet-
nHTepdelicos;

interface range tengigabitethernet portlist — pna HacTpoku gmanasoHa tengigabitethernet-
nHTepdelicos;

interface range twentyfivegigabitethernet portlist — pna HacTpoitkm gnanasoHa twentyfivegiga-
bitethernet-untepdeliicos;

interface range hundredgigabitethernet portlist — ana HacTpoknm pguanasoHa hundredgiga-
bitethernet-uHtepdeliicos;

interface range port-channel grouplist — ana HacTpolikn agManasoHa rpynmn nopTos.
KomaHgbl, BBeiEeHHble B JaHHOM pPeXxunme, NPUMEHSAOTCA K BbiIBpaHHOMY AMana3oHy nHTepdeiicos.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HACTPOIKM amanasoHa Ethernet-uHtepdelicos ¢ 1

no 10 scex rpynn NOpToB.

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if)#

console# configure
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console (config)# interface range
console (config-if) #

console# configure
console (config) # interface range
console (config-if) #

console# configure
console (config) # interface range
console (config-if)#

console# configure
console (config) # interface range
console (config-if)#

tengigabitethernet 1/0/1-10

twentyfivegigabitethernet 1/0/1-10

hundredgigabitethernet 1/0/1-10

port-channel 1-10

Tabnunua 57 — KomaHapl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

shutdown BbIkNOUNTL  KOHOUTypupyembii  uHTepdelic (Ethernet, port-
-/BKNOYEH channel).

no shutdown BkntounTb KOHOUTYypUpyembli MHTepdeNiC.

description descr descr: (1..64) [ob6aeutb onucaHue nHtepdeliica (Ethernet, port-channel).

no description cMMBONI0B/HeT YaanuTb onucaHue uHtepdelica.
onuncaHua

speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaaun aaHHbix (Ethernet).

no speed 10000) YCTaHOBUTb 3HAYEHME MO YMONHAHMIO.

duplex mode
mode: (full, half)/full

no duplex

3apaTb pexkum gynnekca uHtepdeica (nonHoaynnekcHoe coeam-
HeHue, NnonyaynaekcHoe coeguHenue, Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

negotiation [cap1
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

no negotiation

BK/ItOYaeT aBTOCOI/1IacoBaHWe A8 CKOPOCTU U Ayn/eKca Ha HacTpa-
nBaemom uHTepderice. MoKHO yKasaTb onpeaeneHHble COBMECTU-
MOCTM NapameTpa aBTOCOr1acCoBaHMA, eCAM NapameTpbl He 3a4aHbl,
TO noaaeprKmBatoTca Bce coBmectumoctu (Ethernet, port-channel).

BbIK/NlOUaeT aBTOCOr/NacoBaHWE AN CKOPOCTM M AynaeKkca Ha
HacTpanBaeMom MHTepdeiice.

negotiation bypass

— -/long
negotiation bypass forced

Pexxum ycTaHOBneHus cBA3KM B 06X0p npoueAypbl aBTOCOrNa-
COBaHWA, ecAv MapTHEpP Ha BCTPEYHOW CTOPOHe He OTBevaeT Co
CTaHAAPTHbIM TaliMayToM Mpouecca aBTOCOINacoBaHWA (negoti-
ation timeout long).

Pexkum ycTaHoBneHus cBa3uM B 06x0f4 npoueaypbl aBTocorna-
COBaHWA, €C/IM NapTHep Ha BCTPEYHOW CTOPOHE He OTBeyaeT C
MMHMMaNbHbLIM TaliMayToOM npolecca aBTocornacosaHua (negoti-
ation timeout short).

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasneHua notokom flowcontrol (BkatounTsb, OT-
KNHOUYMTb UK aBTOCOrnacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TOMbKO B C/yyae, eCM PEeXUM aBTOCOrNacoBaHUA

no back-pressure

auto)/off negotiation BKk/AOYeH Ha HacTpausaemom uHTepdeice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNPABAEHMA NOTOKOM.
back-pressure BkAtoyaeT ¢yHKUMIO «0BpaTHOro AaB/feHUA» Ha HAaCTpaMBaeMoM
nHTepoerice (Ethernet).
-/BblKIOYEH

BbIkntouaeT GyHKUMIO «0BPaTHOrO AaBAEHUA» HA HACTPAMBAEMOM
nHTEpdelice.

load-average period
period: (5..300)/15

no load-average

YCTaHOBWTb Nepuos, B Te4eHMe KOTOPOro cobnpaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

unidirectional send-only
-/BbIK/IIOYEHO

no undirectional

Bk/lOuaeT NopT, OCHaLLEeHHbIN AByHanpaBAeHHbIMU Muemonepe-
[JaTyMKamu, B PeXKMM OLHOHANpPaB/NEHHON Nepeaaun.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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hardware profile portmode
{1x100g | 4x25g}

MNepekntounTb pexkum nHTepoeincos HG.
/1 Hactpoiika npumeHaeTcsa nocne coxpaHeHna KoHdUrypa-

-/1x40g LMK U Nepe3arpysKu ycTpoiicTea.
Noapepxkusaerca pabota c brekout-ka6enamm
V 100G-4x25g n 40G-4x10g.
feccl74 BKNOUNUTL peXum Npsmoi Koppekuuu owmnbok cl74 Ha uHTep-
deiice 25G.
-/BbIKNIOYEH —
fec c/91 BKNOUNUTL peXum npsamoi Koppekuuu owmnbok cl91 Ha uHTep-
deiice 25G.
fec off OTKNOYUTD PEXUM NPSMOIN KOPPEKL MU OLLIMBOK.

v/

Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-uHtepdeiicbl HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexXum He noagaep)kusaerca. Ha MES5400-24 rev.B

noaAepiKKa pacwensieHua ectb Ha Bcex 100G-untepdeiicax.

v/

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Ha MES5500-32 B pexxume paclyensieHusa goctynHo makcumym 30 100G-uHtepdeiicos.

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnunua 58 — KomaHabl perknma obumx HacTpoek nHtepdeiica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

Pa3pewaeT KommyTaTopy paboTaTh C Kagpammn 60NbLIOro pasmepa.
V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huio 1500 6aiiT.

Hacrtpoiika BCTYNUT B CMAY TONbKO Nocne nepesarpyskun

seconds

no errdisable recovery interval

(30..86400)/300 cekyHa,

-/3anpeuiero V ycTpoiicTea.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTh € Kagpamu 60bLIOro pasmepa.
errdisable recovery cause {all | BKtOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTEpdelica nocne ero oT-
loopack-detection | KNHOYEHUS B CIeAYOLWMX CAyYanX:
port-security | - loopback-detection — 06Hapy:xeHune netens;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHoCcTK ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHue ayTeHTUPUKaL MM, OCHOBAH-
stp-loopback-guard | udid | HoW Ha MAC-agpecax nosib3oBaTtenei;
storm-control | link-flapping} - acl-deny — HecooTBeTcTBMe cnnckam aoctyna (ACL);
- stp-bpdu-guard — aktnBauma 3awmuTbl BPDU Guard (nepeaaya He-
CaHKLMOHWPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6HapykeHue netenb npoTokosiom STP;
-/3anpeuiero - udld — akTMBauusa 3awmTel UDLD;
- storm-control — 33LMTa OT «WTOPMa» AN PAa3NINYHOTO TpaduUKa;
- link-flapping — dnannuHr auHKa.
no errdisable recovery cause YCTaHOBWTb 3HaYEHME MO YMOHAHUIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBWTb BPEMEHHOW MHTEpPBaN AJ/19 aBTOMATUYECKOro NoBTOpP-

HOTO BK/lOYEHUA NHTepdelica.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobLieHnii 0 COCTOAHUU UHTep-
bencHbIX IMHKOB.
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no snmp trap link-status

OTKkntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback _id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek UHTepdelica uau rpynnbl MHTepdencoB Ha 3Have-

HWUA, YCTaHOBJ/IEHHbIE MO YMO/IHaHUIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexume EXEC:

console#

Tabnunua 59 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM ANa BCex NHTepdelncos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTMKKN ANnA HTepdeiica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAWU TPYNNy MOPTOB, BbIKAOYEHHbIX KOMaHAOM

shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb KOHOUIrypauuio nHTepdencos.

show interfaces status

MoKasaTb COCTOSHUE BCEX MHTEPdENCOoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocToaHue Ethernet-nopTa, rpynnsl NopTos.

show interfaces advertise

MoKka3aTb NnapameTpbl aBTOCOrNacoBaHms, 06bABNEHHbIE AnAa Bcex

UHTepdencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb NapameTpbl aBTOCOIIACOBaHWA,
Ethernet-nopta, rpynnsl NopToB.

06bABNEHHbIE AanAa

show interfaces description

MoKasaTb onucaHua Bcex MHTepdencos.
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show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaHue Ethernet-noprta, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX MHTepdelicoB.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cTaTUCTUKY Ana nHTepdelica.

show interfaces utilization

MoKas3aTb CTaTUCTUKY NO HArpy3Ke As1a Bcex MHTepdencos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY MO Harpyske ans Ethernet-untepdeiica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHPOPMALMIO O COCTOAHWNM, HAaCTPOMKe U CTaTu-
CTMKe nopTa.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOMN aKTUBaLMUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasaTtb NPUYUHY OTKAKYEHUA NOPTa, rpynnbl NOPTOB U COCTOA-
HUe aBTOMATUYeCKoWn aKTuBauun.

show hardware profile
portmode

MokasaTb pexum paboTbl POAUTENLCKOTO MHTepdelica n Homepa
NOpTOB, Ha KOTOPble POAUTENBCKUI HTepdeiiC pacLyensieH.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKasaTb COCTOAHME NHTEPDENCOB:

console# show interfaces status

Port Type

Port Mode

tel/0/3 10G-Fiber
Access

tel/0/4 10G-Fiber
Access

tel/0/5 10G-Fiber
Access

tel/0/6 10G-Fiber
Access

Flow Link Back Mdix
Duplex Speed Neg ctrl State Pressure Mode
Full 1000 Disabled Off Up Disabled Off

Down -= -=

Down -= -=

Down -= -=
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tel/0/7 10G-Fiber -- -- -- --  Down --
Access
tel/0/8 10G-Fiber -- -- -- --  Down --
Access
tel/0/9 10G-Fiber -- -- -- --  Down --
Access
tel/0/10 10G-Fiber -- -- -- --  Down --
Access
tel/0/11 10G-Fiber -- -- -- --  Down -
Access
tel/0/12 10G-Fiber -- -- -- -- Down -
Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol -= -= -= -= -= Not Present
Po2 - - - - -— Not Present
Po3 --— -- -- -- -- Not Present
Po4 -= - - - -= Not Present
Pob --— -- -- -- -- Not Present
Pob - -- -- -- - Not Present
Po7 -= -= -= -= -= Not Present
Po8 - -- -- -- - Not Present
Po9 --— -- -- -- -- Not Present
Pol0 - -- -- -- - Not Present
Poll -= -= -= -= -= Not Present
Pol2 - -- -- -- - Not Present
Pol3 -= -= -= -= -= Not Present
Pol4 -= - - - -= Not Present
Pol5 -= -= -= -= -= Not Present
Polo6 - -- -- -- - Not Present
Pol7 -= -= -= -= -= Not Present
Pol8 - -- -- -- -— Not Present
Pol9 -= -= -= - -= Not Present
Po20 - -- -- -- -— Not Present
Po21 -= -= -= -= -= Not Present
Po22 - -- -- -- -— Not Present
Po23 -= -= -= - -= Not Present
Po24 - -- -- -- -— Not Present
Po25 -= -= -= - -= Not Present
Po26 - -- -- -- -— Not Present
Po27 - -- -- -- -— Not Present
Po28 -= -= -= - -= Not Present
Po29 - -- -- -- -— Not Present
Po30 -— - - - -— Not Present
Po31 - -- -- -- -— Not Present
Po32 -= -= -= - -= Not Present

Link
Oob Type Duplex Speed Neg State
oob 1G-Copper -= -= -= Down

nOKBSBTbHapaMEprlaBTOCOFﬂaCOBaHMﬂI

console# show interfaces advertise
Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled --
tel/0/4 10G-Fiber Disabled
tel/0/5 10G-Fiber Disabled
tel/0/6 10G-Fiber Disabled
tel/0/7 10G-Fiber Disabled
tel/0/8 10G-Fiber Disabled
tel/0/9 10G-Fiber Disabled
tel/0/10 10G-Fiber Disabled
tel/0/11 10G-Fiber Disabled
tel/0/12 10G-Fiber Disabled
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Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -
Po2 Unknown Enabled Slave -=
Po3 Unknown Enabled Slave -
Po4d Unknown Enabled Slave -=
Pob5 Unknown Enabled Slave -
Po6 Unknown Enabled Slave -=
Po7 Unknown Enabled Slave -
Po8 Unknown Enabled Slave -=
Po9 Unknown Enabled Slave -
Pol0 Unknown Enabled Slave -=
Poll Unknown Enabled Slave -
Pol2 Unknown Enabled Slave -=
Pol3 Unknown Enabled Slave -
Pol4 Unknown Enabled Slave -=
Polb Unknown Enabled Slave -
Poléb Unknown Enabled Slave -
Pol7 Unknown Enabled Slave -
Pol8 Unknown Enabled Slave -
Pol9 Unknown Enabled Slave -
Po20 Unknown Enabled Slave -
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -
Po23 Unknown Enabled Slave -
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -
Po29 Unknown Enabled Slave -
Po30 Unknown Enabled Slave -
Po31 Unknown Enabled Slave -
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -=

MNMoKasaTb CTAaTUCTMKY MO MHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets
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oob 0 13 0 1390
0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616

" MokasaTtb CTaTUCTUKY NO rpynne KaHanoB 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
S 111 o o 007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
""" Pl o & 3 e

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

= [loKasaTb pexxunm paboTbl poanTeNbCKOro MHTepdeinca 1 Homepa NOPTOB, HA KOTOpble POANUTE/b-
CKUI nHTepdeiic paclenneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
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hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hu4/0/1 1x100G 1x100G twed/0/1-4
hu4/0/2 1x100G 1x100G twed/0/5-8
hud/0/3 1x100G 1x100G twed/0/9-12
hud/0/4 1x100G 1x100G twed4/0/13-16
hud/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hu6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnvua 60 — OnNucaHMe CYETYMKOB

Cyemyuk OnucaHue
InOctets Koanyectso NpuHATbIX 6alTOB.

InUcastPkts Konnyectso NPMHATbLIX 04HOAAPECHbIX NAKETOB.

InMcastPkts KonnyectBo NPUHATLIX MHOFOaApeCHbIX MaKeToB.

InBcastPkts Konunyectso NpUHATHIX LWMPOKOBELWATENbHbIX MAaKeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.

OutMcastPkts Konunyectso nepefaHHbIX MHOroagpecHbIX MAaKeToB.

OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTbIO (C KoMYecTBom H6ainT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeALWNX MPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

Konnyectso NpMHATLIX KAAPOB C KONMYECTBOM HalT, COOTBETCTBYIOLWMM AJIMHE, HO He
npoLueaLmnx NPoBepKy KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso Kaapos, BOB/IEUEHHbIX B @ 4MHNYHYIO KONN3MIO, HO BNOCAEACTBMM nepe-
AaHHbIX yCnewHo.

Multiple Collision Frames

Konnyectso Kagpos, BOB/IEYEHHbIX bonee yem B OAHY KONn3nko, HO BnocneacTsnu ne-
penaHHbIX yCnewHo.

Deferred Transmissions

Konnyectso Kaapos, 415 KOTOPbIX NepPBas NomnbiTKa nepeaadn oT10KeHa U3-3a 3aHATO-
CTU Cpeabl nepegaun.

Late Collisions

Konunyectso cnyyaes, Korga Konamsuns 3adMKCMpoBaHa NOC/e TOTo, KaK B KaHa/ CBA3M
y*Ke 6bin1 nepenaHsbl nepsble 64 6aT (slotTime) nakera.
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Excessive Collisions Konnuectso Kagpos, KOTopble He bbln nepenaHbl U3-3a M36bITOYHOrO KONMYECTBA KO-
NN3UN.
Carrier Sense Errors Konnuectso ciyyaes, KOrZ4a COCTOAHUE KOHTPOIA Hecylen bbla1o noTepsaHo, N60 He

yTBEPKAEHO NMPU NOMNbITKE Nepeaadun Kaapa.

Oversize Packets KoanuecTso NpUHATLIX NAaKETOB, pa3mep KOTOPbIX NPEBbLIWAET MaKCMMaAJIbHbIM pa3pe-
LWEHHbIW pasmep Kagpa.

Internal MAC Rx Errors Konnuectso Kagpos, KOTOpble He BblIN MPUHATBI YCMELWHO U3-3a BHYTPEHHEN OWNOKM
npuvema Ha yposHe MAC.

Symbol Errors Onsa nutepdeiica, pabortatowero B pexkmume 100 M6/c — KOAMYECTBO C/yyaes, Koraa
MMENCA HeZOMYCTUMbIA CUMBOJ AAHHBIX, B TO BPEMSA KaK NpaBubHasa HecyLas 6bina
npeacTas/eHa.

[na nHtepdeiica, pabortatowero 8 noayayniekcHom pexmume 1000 M6/c — Koandectso
C/ly4aeB, KOrAa CpeacTBa NPUMEMA 3aHATbI B TEUEHWE BPEMEHU, PAaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4UeHME KOTOPOro MMeNoCh XoTsA H6bl 04HO CObbITUE,
KoTopoe 3acTasnseT PHY BblgaBaTth oWwM6BKy npvema gaHHbIX (Data reception error) nau
OlWKBKY Hecywei (Carrier extend error) Ha GMIL.

Onsa nutepdeiica, paboTaowero B MoJIHOM AynaekcHom pexxume 1000 M6/c — konunue-
CTBO C/ly4aeB, KOTAa CPeACTBa NPUema 3aHATbI B TeYEHUE BPEMEHW, PaBHOMY UK 60J1b-
Lemy YeM MUHUMAbHBIN pasmep Kaapa (minFrameSize), u B Te4eHMe KOTOPOro Ume-
Nocb XoTA 6bl 04HO CObbLITME, KOTOpOoe 3acTaBnAeT PHY BblifaBaTh OWMBKY Npuema AaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames | KonvyecTBo NpuHATbIX ynpasastowmx MAC-kaapos ¢ Kogom onepaumm PAUSE.

Transmitted Pause Konnuyectso nepepaHHbIx ynpasaaowmx MAC-kagpoBs ¢ kogom onepaumn PAUSE.
Frames

5.9.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepageiicoe

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabauua 61 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

o ymMmoa4aHuio
vlan database - MepeiTn B pexknum KoHdurypaumm VLAN.

- add — n06aBuTb yKasaHHble VLAN ID B nepeyeHb 3anpeLyeHHbIX

vlan prohibit-internal-usage DNA BHYTPEHHEro UCNONb30BaHMSA;
{add VLANIist | remove VLAN- - remove — yganuTb yKkasaHHble VLAN ID 13 nepeyHs 3anpeLyeH-
list | except VLANIist | none} HbIX AN1A BHYTPEHHEero Ncnoab3oBaHuA;

- except — 406aBUTb B NepeyeHb 3anpeLLeHHbIX 418 BHYTPeHHero
ncnonb3osaHua sce VLAN ID, 3a UCKNOYEHNEM YKa3aHHbIX B Kaye-
CTBe NapameTpa;

-none —ouncTuTb nepeyveHb VLAN ID, 3anpeLueHHbIX NA BHYTPeH-
HEro MCNoab3oBaHuUA.

BKNtOUYNTL BO3MOXKHOCTb fl06aBNeHMA Ha GU3NYECKOM UHTEp-
delice B pexkmme customer cpasy AByx naeHTnduratopos VLAN.

VLANIist: (2..4094)

vlan mode {basic | tr101} -/basic

KomaHObI pexcuma KoHguypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #
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[aHHbIN pexum AOCTYyNeH U3 pexxnma rnobanbHoM KOHPUrypaummn u npegHasHadeH ana 3agaHus
napameTpos KoHdurypaumm VLAN.

Tabnnuya 62 — KomaHabl perkmma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vlan VLANIist [name
VLAN_name)]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

LNo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN naun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKOA K rpynne NpPOTOKO/I0B, acCOLMMPOBAHHbIX
BMecTe.

Y0anuTb NpuBA3KY.
*- Homep npoToKona (16 6uT).

map mac mac_address {host |
mask} macs-group group

Mpusazatb MAC-agpec nan ananasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npusAsKy.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-group grou, IP-appecos.
group group mask: (1..32); AP

Y8anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIN pexnm 0CTYyNeH U3 pexkMuma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KoHdurypaummn nutepoeiica VLAN nnbo gmanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLwecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vlian id

Bbibop AManasoHa MHTepdencoB OCyLLEeCTBAAETCA NPU NOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeseHbl KOMaHAb! 415 BXO4A B PEXUM HacTponku nHTepdeiica VLAN 1 1 Bxoga B pexxum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#
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Tabnumua 63 — KomaHapl pexkuma KoHourypauum nHtepoeiica VLAN

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

name name name: (1..32) [No6asutb nmsa VLAN.

no name CMMBO/I0B/MMA YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.
COOTBETCTBYET HOMEPY
VLAN

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl NIOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}

console (config-if) #

[aHHbIV peXum [OCTYNEH U3 pernma KoHOUrypaumm n npeaHasHavyeH gns 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KoMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3geneHus Harpysku) nMbo ananasoHa uHTepdelicos.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access —nHTepdenc goctyna — HeTErMPOBaHHbIN MHTepdeiic ana ogHon VLAN;

—  trunk — nHTepdeinc, NPUHUMAIOLWLNIN TONBKO TETMPOBAHHbIN TPadUK, 32 UCKIKOYEHNEM O4-
Horo VLAN, KOTOpbI MOKeT ObITb f06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — nHTepdeWnc c nonHol noaaepkko 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpadUK;

— customer — Q-in-Q uHTepodeiic.

Tabnunuya 64 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo ymMmoa4aHuro
switchport mode mode mode: (access, trunk, 3apath pexkum paboTbl nopta 8 VLAN.
general, - mode — pexxum paboTbl nopta B VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMOMYAHUIO.
switchport access vlan vian_id Oob6asutb VLAN ansa nHtepdeica goctyna.
vlan_id: (1..4094)/1 - vlan_id — naeHTndurKaumoHHbiit Homep VLAN.
no switchport access vlan YCTaHOBWUTb 3HAUYEHME MO YMOMYAHUIO.
switchport access accepta- MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
ble-frame-type {untagged- - untagged-only — TONbKO HETErMPOBaHHbIE;
-/NPUHUMATb BCE TUMbI
only | all} - all — Bce Kagpol.
- Kagpos "
no switchport access ac- MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.
ceptable-frame-type
switchport trunk allowed vlan YKazatb cnvcok VLAN ana uHtepodeiica.
vlan_list - vlan_list — cnncok VLAN ID. inanasoH Homepos VLAN mMOXHO 3a-
[AaTb NepeyncaeHnem yepes 3anAaTyto Uan yKasaTb HauyanbHOe U Ko-
HeYyHoe 3Ha4YeHus guanasoHa yepes geduc "-".
vian_list: (2..4094) A A pes peguc ™ )
- V TeKywumii cnucok VLAN Ha nHTepdeiice 6yaeT 3ameHEH Ha
YKa3aHHbIi B KOMaHAe.
no switchport trunk allowed Yaanute cnucok VLAN ansa untepoeiica.
vlan
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switchport trunk allowed vlan
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnncok VLAN ansa nHtepdeica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. inana3soH Homepos VLAN MOXKHO 3a-
[aTb NepeyncieHrem Yepes 3anaTyto AWM YKa3aTb Ha4abHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaet Homep VLAN B Kauecte Default VLAN ans gaHHOro nH-
Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-
HbI NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id —vaeHTUdUKaLMOHHBbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vlan all

-/BbIK/IIOYEHO

ABTOMaTMyecku gobasnset Bce goctynHble VLAN gns 4aHHOro WH-
Tepdelica.

OTKAoYaeT aBTomaTtuyeckoe aobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnucok VLAN ana nntepoeiica.

- tagged — nopt byaeT nepenaBaTb TErMpoOBaHHble NAKeTbl A/A
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NAKeTbl AN
VLAN.

-vlan_list —cnucok VLAN ID. inana3oH VLAN moHo 3agatb nepe-
YUCNIEHMEM Yepes3 3anATY UM YKasaTb Ha4ya/lbHOE U KOHEYHOoe
3HauyeHua ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YMO4YaHUIo

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) Ana 0OCHOBHOrO MH-
Tepdelica.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IlOYEHa

BbIKNOUNTL AN OCHOBHOIO MHTepdeica GpuabTpaumio BXOAALLMX
NaKeToB HA OCHOBE NPUCBOEHHOIo MM 3HavyeHuA VLAN ID.

BKNOUMTL /19 OCHOBHOTO MHTepdelica GUNbTPALUIO BXOAALLMX Na-
KeToB Ha OCHOBE NPMCBOEHHOro UM 3HadyeHuna VLAN ID.

Ecnu dunbTpauma BrAOYEHa, M NakeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTL BCE TUMbI
Kagpos

MpUHMMaTb Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TO/IbKO TErMpPOBaHHbIE;

- untagged-only — To/IbKO He TerMpoBaHHbIE;

- all — Bce Kagpbl.

MpUHMMaTL Ha UHTepdelice Bce TUMbI KagpoB..

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBWUTL NpaBuno Knaccudumkaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbI HOMep rpynnbl;

- vlan_id — vaeHTuduKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana nHtepdeiica, oc-
HOBaHHOe Ha npmeAaske K MAC-aapecy.

- group — vaeHTUGUKaLMOHHBIV HOMeEp rpynnbl;

- vlan_id — vaeHTudUKaumoHHbIi Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport general map
protocols-group group vilan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBmno Knaccudukaumm VLAN ana uHtepdeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUPUKaLMOHHbII HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Yoanutb npaBuao Knaccudurkauum.
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switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccuduraumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusAasKe K IP-agpecy.

YAanute npasunno Knaccuduraumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro HTepdeiica.
-vlan_id — npeHTMdUKaLMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHbLIM NAaKeTam Ha KJUEHTCKOM
nopty BHyTpeHHuI 802.1g 3aronoBok — C-VLAN (inner-vlan) wn
BHewwHui 802.1q 3aro/s0BOK, coaeprKawmii pvid 4ONONAHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3TOM KOMaHAbI HE06X04MMO BKAOYMUTD [N10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATb MHOrOaZpecHbii TPadUK U3 yKasaHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTesibCKoOro nHtepdeiica) Ha
HacTpauBaeMom UHTepdelice, COBMECTHO C NOAb30BaTENAMW APY-
r'MX NO/Ib30BATE/IbCKUX MOPTOB, MPUHUMAIOLLMX MHOrOaAPECHbIN
Tpaduk 13 gaHHbIX VLAN.

- vlan_list — cnnucok VLAN ID. inana3soH VLAN Mo»KHO 3a4aTb nepe-
YncreHnem yepes 3anATyl0 WM yKasaTb HayaJbHOE U KOHe4yHoe

non

3HayeHuA AuMana3oHa Yepes gepuc "-".

3anpeLLaeT NPUHMMATb MHOFOAZPECHbIN TpadWK Ha HacTpausae-
mom unHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIK/IIOYEHO

MepeBoAnT NOPT B PEKMUM U30AALMMN BHYTPW FPYNMbl NOPTOB.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
YNeHCTBO B AedoNTHOM
VLAN paspelieHo

3anpetutb gobasnexHne gedpontHon VLAN nopry.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTL NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
UCXOAALMX C AaHHOTO UHTepdeiica.
Donyctumble 3HaueHusa EtherType cm. MpunoxkeHue B.
H NopaepxmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ncxogaero ¢ MHTepdeica naketa Ha 3Ha-
YyeHue Mo YMONYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

Oo6asutb TPID B Tabnunuy knaccndmratopos VLAN.
Donyctumbie 3HaueHua EtherType cm. MpunoxkeHue B.
H NoaaepkuBaemble 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag remove ethertype

Ypanute TPID u3 Tabnaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnuya 65 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show vlan

MNokaszatb MHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no naeHtndukaTtopy.

show vlan internal usage

MokasaTtb cnncok VLAN gna BHYTPEHHEro Mcnoiib30BaHMA KOMMY-
TaToOpPOM.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 66 — KomaHab! perkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

Mokas3aTb MOPTbI-UCTOYHUKU U MPUEMHUKN MHOFOagpecHoro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaThb,
TaK Y NPUHMMaTb MHOTOaAPeCHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALMIO O rpynnax NPOTOKO/I0B.

show vlan macs-groups

MokasaTb nHpopmaumio o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb KOHOUIypaLuuio NopTa, rPyNMbl MOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasaTb cocTosHMe nopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuiecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MoKa3aTb NOPTbl UCTOYHUKM U MPUEMHUKN MHOroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,te0/8

Source ports

Receiver ports:
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= [loKa3aTb MHbOPMALMIO O rpynnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPvo) Ethernet 3

= [lokasaTb KoHdMrypauuio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonseT Npou3BOAUTb pasrpaHuyeHne Tpaduka Ha BTOPOM
yposHe mogenu OSI mexkay nopTamu KOMMyTaTopa, KOTOpble HAaXO4ATCA B OAHOM LUMPOKOBELLATe/IbHOM

OOMeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHUryprposaHo Tpu Tuna PVLAN noptos:

- promiscuous — nopT, KOTOprﬁ cnocobeH obmeHMBaTbLCA AJaHHbIMN  MeXay No6bIMM

nHTepoericamu, Bkatoyas isolated n community-noptel PVLAN;

— isolated — nopT, KOTOPbLI NONHOCTBLIO U30IMPOBAH OT APYIMX MOPTOB BHYTPU OAHOMO U TOTO
e PVLAN, Ho He oT promiscuous-nopToB. PVLANbI 610KupylOT Becb TpaduK, naywuii B
CTOpoOHyY isolated-nopToB, Kpome TpaduKa CO CTOPOHbI Promiscuous-nopToB; MaKeTbl CO

CTOpOHbI isolated-nopToB MoryT nepeaaBaTbCs TO/IbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna noptos, KOTOpble MOryT 06MEeHMBaTbCA AAHHbIMW MeXKay coboi u
promiscuous-nopTamu, 3Tn MHTepdelcbl oTAeNeHbl Ha BTOPOM ypoBHe moaenn OS| oT Bcex

oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated-nopTos BHYTpM PVLAN.
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Mpouecc BbINONHEHMA GYHKLMN AONOJAHUTENBHOFO Pa3aeieHMA NOPTOB C MOMOLLBLO TeEXHONOrMK Private
VLAN npepacrasneH Ha pucyHke 70.

Promiscuous ports

(== -

Trunk ports

VLAN 100 VLAN 100

Switch A Switch B

‘_ A

J

VLAN 202

U

VLAN 202

J

VLAN 201

-

VLAN 201

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 70 — Mpumep paboTbl TexHosnorum Private VLAN

Bupa 3anpoca KOMaHAHOW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..} | vlan vlian id}

console (config-if)#

Tabnunua 67 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda Aelicmeue

switchport mode private-vlan
{promiscuous | host} R

3apatb pexkum pabotbl nopta B VLAN.

no switchport mode YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

switchport mode private-vian 3apaTb pexkum paboTbl nopta B VLAN Trunk.
trunk {promiscuous |

secondary} -

no switchport mode
private-vlan trunk

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vian]

primary_vlan:
(1..4094);
secondary_vlan:

no switchport private-vlan
mapping

(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdeliic.

ﬁﬂ\ Ha oauH promiscuous nHTepdeiic Henb3a f,06aBUTL
5= S

6onblie ogHoM primary vlan.

Y[anutb OCHOBHYO M BTopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vilan

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6aeutb primary n secondary vlan Ha host nHtepdeiic.
Ha oauH host uHTepdeiic Henb3a A06aBUTL 6onblue
S / oAHoi secondary vian.
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no switchport private-vlan Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.
host-association
switchport private-vlan [obasuTb primary u secondary vlan Ha wuHTepdelic trunk-
association trunk primary_vlan primary_vlan: secondary.
secondary_vlan (1..4094); Ha oauH promiscuous nHtepdeiic trunk-secondary
secondary_vlan: Henb3A A06aBuTb 60nblue ogHOI secondary vian.
no switchport private-vlan (1..4094) YAanuTb OCHOBHYO 1 BTopocTeneHHble VLAN.
association trunk
switchport private-vlan [o6aBuTb Ha PVLAN Trunk-uHTepdeiic VLAN, He yyacTsyoLlei B
trunk allowed vlan add PVLAN.
vlan
- - vlan: (1..4094) — —
switchport private-vlan Ypanutb Ha PVLAN Trunk-untepderice VLAN, He yuyacTsytowiein B
trunk allowed vlan remove PVLAN.
vlan
switchport private-vlan [Oo6asutb Homep VLAN, He yyacTtsyloweit B PVLAN, B Kayectse
trunk native vlan vlan Default VLAN gna PVLAN Trunk-uHtepoelica.
- - vlan: (1..4094)/1
no switchport private-vlan YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.
trunk native vlan

Tabanua 68 — KomaHabl pexknma KoHourypaumm nHtepdeica VLAN

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymon4yaHuro
private-vlan {primary | BKntouMTb mexaHu3m Private VLAN v 3agatb TMN UHTepdeiica.
isolated | community}
no private-vlan OTKNIOUNTb MexaHn3m Private VLAN.
private-vlan association [add | [o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHO.
remove] secondary_vlan HacTpoiika npumeHuma TobKo ana primary VLAN.
no private-vlan association (1..4094) Yaanutb npusnAsky sTopocteneHHol VLAN K OCHOBHOIA.

MaKcmanbHoe Konnyectso BTopocteneHHbix VLAN — 256.
V MakcumanbHoe Konanyectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €
oaHou ocHoBHOIA VLAN - 8.

lpumep Hacmpolku uHmepgelicoe Kommymamopa Switch A (pucyHok 70 — [Mpumep pabomel
mexHono2auu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/3
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switchport mode private-vlan host
description Community-2

switchport forbidden default-vlan
switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHosa02uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202

106 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community

5.9.4 Hacmpolika uumepgpelica IP

IP-uHTEpdENC co3pmaéTcs npu HasHadeHuu |IP-agpeca Ha nwobont M3 UHTepdelicoB ycTpoiCTBa
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel unu vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B perxume KoHurypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN peXXnm OCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHayeH A0 3a4aHua NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnuya 69 — KomaHapl pexknuma KoHdurypaumm nHtepdeica IP

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4YaHuro
directed-broadcast BkntouaeT pyHKUMIo nepeBoaa IP directed-broadcast nakeTa B cTaH-
[apPTHbIN LWMPOKOBELLATENbHbIM NAaKeT M pa3pellaeT nepegady ye-
-/BbIKNOYEHO o o
pes BblbpaHHbIN MHTepdeiic.
no directed-broadcast 3anpeuwaet TpaHcaaymio IP directed-broadcast nakeTos.
helper-address ip_address BkntouaeT nepeagpecaumio WwnpokoseLtatenbHbix UDP-nakeTos Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — IP-agpec HazHayYeHUs, Ha KoTopbi ByayT nepeHa-
NpaBAATbCA NAKETbI.
no helper-address ip_address OTKAloYaeT nepeagpecaunto WnpokosewatenbHbix UDP-nakeTos.
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[pumepbl 8b1M0AHEHUS KOMAHO

Bkatountb PpyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q

[aHHbI  QYHKLMOHAN MNO3BOAAET HA OCHOBE CKOHOUIYPWMPOBAHHbLIX MNpaBua GuabTpaumm no

Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHaTb Customer VLAN, a TaKKe 3anpeLlatb NpoxoxaeHue TpaduKa.

[nsa ycTpolicTBa CO34a€eTca CNUCOK NPaBW/, Ha OCHOBAHMM KoToporo byaeT o6pabatbiBaTbea TPaduK.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u

Port-Channel

Bupg, 3anpoca KOMaHAHOM CTPOKU perKMMa KOHPUrypaumnm nHtepdeiica KOHpUrypaunm:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #

Tabnvua 70 — KomaHabl pexxunma KoHdurypauumn nHtepoeiica (aManasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuwo

KomaHda

selective-qinq list ingress Co3pzaeT NpaBuIo, Ha OCHOBAHUKM KOTOPOTO K BXOAALLEMY NAKETy
add_vlan vlan_id [ingress_vlan
ingress_vlan_id]

C BHeWHen meTKoM ingress_vlan_id byaeTt nobasnatbca BTopas
meTKa vlan_id. Ecam ingress_vlan_id He yKasbiBaTb — npaBuo by-
4eT NPUMEHATLCA KO BCEM BXOAALLMM NakeTam, K KOTOPbIM He
6bIM NPUMEHEHBI Apyrue Npasuaa («NpPaBuIo NO YMONYAHUION).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-ging list ingress deny Co3aaert 3anpeluatollee nNpasuao, Ha OCHOBaHUU KOTOPOrO BXO-
[ingress_vlan ingress_vlan_id]

AAlLMe NaKeTbl C BHeLWHel meTKol Tera ingress_vlan_id 6yayT oT-
bpacbiBatbea. Ecam ingress_vlan_id He ykasbiBaeTca — byayT oT-
6pacbliBaTbCA BCE BXOAALIME NAKETHI.

ingress_vlan_id: (1..4094)

selective-qinq list ingress Co3paeT paspelatolee NpaBuao, Ha OCHOBaHUU KOTOPOrO BXO-

permit [ingress_vlan OALMe NaKeTbl C BHEeLWHen MeTKoM Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | pepaBatbca 6e3 usmeHeHuit. Ecam ingress_vlan_id He ykasblBa-
eTca — byayT nepenaBaTbCa BCe BXOAALWME NaKeTbl 6e3 nameHe-
HURA.

selective-qinq list ingress Co3paeT NpaBuaoO, Ha OCHOBAaHMM KOTOPOTO BHELIHAA MeTKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAawero naketa byaet 3ameHATbeA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecau ingress_vlan_id He yka3biBaTb — npasuno 6yaer npume-

HATbCA KO BCEM BXOOALUMM NaKeTam.

no selective-qing list ingress Ypansaet ykasaHHoe npasuio selective ging ans Bxoaawwmx nake-
[ingress_vlan vian_id] vlan_id: (1..4094) ToB. KomaHaa 6e3 napameTpa «ingress vlan» yganser npasuio

N0 yMON4aHuUIo.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); Co3pgaeT NpaBmao, Ha OCHOBAaHMM KOTOPOro BHELWHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasuiero nakera 6yaet sameHaTbca Ha vlan_id.

no selective-qing list egress
ingress_vlan vlan_id

vlan_id: (1-4094) YpanaeT cnucok npasua selective qing ana MCXOAALLMX NAKeTOB.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 71 — KomaHab! perkmuma EXEC

Komanda 3HaveHue/3Ha4yeHue Leiicmeue
no ymon4aHuro

show selective-ginq - OTobparkaeT cnucok npasun selective ging.
show selective-qinq interface { OTobparkaeT cnucok npasBun selective ging Ana ykasaHHoro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); nopra.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)
hu_port | port-channel group}

[pumepbl 8b1N0AHEHUS KOMAHO

= Cos3pgaTb NpaBUNO, Ha OCHOBaHWW KOTOPOro, BHELHAS MeTKa BXxoasuiero naketa 11 6yaer same-
HATbcA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-qing list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlTopm» BO3HWMKaeT BCAeACTBME UYpe3MepHOro Konudvectsa broadcast-, multicast-, unknown
unicast-coobueHnit, 0 AHOBPEMEHHO NepeaaBaemMblX NO CETU Yepes OAMH MOPT, YTO NPUBOAMUT K Neperpyske
PecypcoB CeTH U NoABAEHMIO 3adepKeK. «LLITopm» MOKeT BO3HUKHYTb NPWU HANUYUM «3aKObLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTtop u3mepAeT CKOPOCTb MNPUHMMAEMOoro LWKUPOKoBewaTe/IbHOro, MHOroaapecHoro u
HensBeCTHOro oaHoagpecHoro Tpad)l/ll-(a AnAa nNopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATE/IBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbllaeT 3a4aHHOE MaKCMMa/ibHOEe 3Ha4YeHue.

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if)#
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Tabnunua 72 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPOIb MHOTOaapecHoro TpaduKa:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperncTpUpPoOBaHHOrO.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
MHTepoeica;

- kbps - 06bem TpaduKa.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anmchb B XKypHan co-
obuweHui (trap).

BbIK/IlOYaET KOHTPO/Ib MHOFOA4PecHoro Tpaduka.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/tO4aET KOHTPO/Ib MHOTOaApPecHoro TpaduKa:

- registered — 3apervcTpmMpoBaHHOro;

- unregistered — He3aperncTpPMPOBaHHOTO.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKa MHTepdenc mosket
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anumch B XKypHan co-
obLieHnii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOrOA4pecHoro Tpaduka.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaET KOHTPO/Ib HEU3BECTHOMO O4HOAAPECHOrO TpaduKa.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps — ob6bem TpaduKa.

Mpu 06HapyKeHUM HEM3BECTHOTO OAHOAAPECHOTO TpadUKa UHTEP-
delic moxeT 6bITb oTKAoYeH (shutdown) unu pobasneHa 3anucs B
KypHan coobuieHunit (trap).

BbIKtOYAET KOHTPO/Ib OAHOAAPECHOTO TPadUKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaET KOHTPO/Ib HEU3BECTHOMO O4HOaAPECHOro TpaduKa.

- pps — KOMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM HEU3BECTHOrO OAHOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb oTKAtoYeH (shutdown) naun nobasneHa 3anuch B
KypHan coobuieHunit (trap).

BbIK1tOYAET KOHTPO/Ib OAHOAAPECHOTO TPadUKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BKtOYAET KOHTPO/b LMPOKOBELLATeIbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM CNocobHOCTH
MHTepdeica;

- kbps — o6bem TpaduKa.

Mpu obHapyKeHUM WNPOKoBeLaTeIbHOro TpadurKa HTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B KypHan
coobuieHuit (trap).

Bbikntoyaet KOHTPO/1b LUMPOKOBELWaTeNNIbHOIO Tpad)vn(a.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- ppS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM WMPOKoBeLLaTeIbHoro Tpaduka nHTepdeiic mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuit (trap).

Bbikntoyaet KOHTPO/1b LWUMPOKOBELWAaTeNNIbHOIO Tpad)vn(a.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 73 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show storm-control interface MokasbiBaeT KOHOUrypaunio GyHKLUN KOHTPOA «LITOPMA» AA YKa-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | 3aHHOro nopta NMM60 BCex NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet | hu_port: (1..8/0/1..32)
hu_port]

[pumepbl 8b1M0AHEHUA KOMAHO

= BKAOYNTb KOHTPO/b LMPOKOBELLLATE/IbHOTO, MHOTOaAPECHOTO M 0A4HOAAPeCcHOro TpadumKa Ha Tpe-
TbeM UHTepdelice Ethernet. YcTaHOBUTb CKOPOCTb A8 KOHTpOAUpyemoro Tpaduka — 5000 K6/c:
ONA WwupokoselwaTtensHoro, 30% nonocbl NponycKkaHuA AnA Bcero mHoroaapecHoro, 70% ana He-
M3BECTHOro OAHOAAPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.11 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 06ecneumBaloT NoAAEPKKY rpynn arperauymn KaHanos LAG B KO/IMYECTBE COMIacHo
Tabauue 9 (cTpoKa «Arperauma kaHanos (LAG)»). Kaxagas rpynna nopToB A0/KHA COCTOATb U3 UHTEpdelicoB
Ethernet c oanHakoBoW CKOpPOCTbIO, paboTaloWwmx B AynieKcHOM pexkume. ObbeanHeHWe NOPTOB B rpynny
YyBENNUYMBAET MNPOMYCKHYIO CNOCOBGHOCTb KaHana MeXay B3aMMOAENCTBYIOWMMM YCTPOMUCTBAMM W
MOBbILLAET OTKA30yCTONYMBOCTb. [pynna NopToB ABAAETCA 417 KOMMYTAaTOPa OAHUM IOrMYECKMM NOPTOM.

YCTpoWCTBO NoadeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYECKaa rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYIOLIEM pa3gene
KOHUrypauum.

/ Ecan ana nnrepdeiica npousseaeHbl HAaCTPOIiKK, TO AnA Aob6aBaeHUA ero B rpynny cieayet
BEPHYTb HAaCTPOIKMK NO YMOJIYAHUIO.

[obasneHune MHTepdecoB B rpynny arperauyun KaHanoB AOCTYMHO TO/IbKO B peXKMME KOHOUrypaumum
nHTepdelica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:
console (config-if) #

Tabnnua 74 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

Komanda 3HavyeHue/3HavyeHue Neiicmeue
o ymoa4aHuio
channel-group group mode [ob6asutb ethernet-nuHtepdelic B rpynny nopTos.
mode group: (1..128); - on — po6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — n,o6aBUTL NOPT B KaHan ¢ LACP B pexxume «activer.
no channel-group Yaanutb Ethernet-nnHtepdeiic n3 rpynnbl NOpTOB.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console# configure

console (config) #

Tabnunua 75 — KomaHab! perknma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

no port-channel load-balance

—/src-dst-mac-ip

3apaeT mexaHM3m 6aNaHCMPOBKM HArpy3KM Ans cTpaterum
ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHun3m 6anaHCMPOBKM OCHOBbIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHcMpPOBKM OCHOBbLIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHu3m 6anaHCMPOBKN OCHOBbI-
BaeTcs Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHM3m H6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece nonyyartens;

- dst-ip — mexaHu3m 6anaHCcMpPOBKKM OCHOBbIBAeTcA Ha IP-ag-
pece nony4arens;

- Src-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA HA
MAC-agpece oTnpasuTens;

- Src-ip — mexaHu3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha IP-ag-
pece oTnpasuTens;

- mpls-aware — BKtoueHue napcuHra L3/L4-3aronoskos na-
KeTos ¢ MPLS-meTkamu ga Bcero ycTponcTea. AKTyaibHO
TONbKO C pexxknmamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bo3BpaT K HacTpoiKam 6anaHCUPOBKM Harpy3Kun No yMoAYaHuIo.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 76 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show interfaces channel-group
[group]

group: (1..128)

MoKasbiBaeT MHPOPMaLMIO MO rpynne KaHaNoB..

5.11.1 Cmamuyeckue 2pynnol azpeaayuu KaHan08e

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnaetca 06be,D,VIHEHM€ HECKOJIbKUX ¢M3I/I‘-I€CKI/IX KaHa/10B8 B O4UH,
4YTO NO3BOJIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOl‘;1‘-IMBOCTb. Ona
CTaTU4eCKUxX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B 06'beﬂ,MHEHHOM ny4yke He 3a4aeTcA.

v/

DOna BKkAoueHua paboTtbl MHTepdeiica B cOCTaBe CTaTUYECKOM rpynnbl UCNONb3yiiTe KOMaHAY
channel-group {group} mode on B pexxume KoH$UrypaLuum cooTBeTCTBYIOW,Ero UHTepdeiica.
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5.11.2 NMpomokon azpezayuu KaHanoe LACP

dyHKUmen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeHNe HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHajfo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

/ Ona BKAoyeHUA paboTbl

uHTepdenca no nportokony LACP wucnonb3yite KomaHAay

channel-group {group} mode auto B pexXume KoHdUrypauum cOOTBETCTBYIOLLETO UHTEP-

deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXnMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 77 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoan4YaHuo

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (1..65535)/1

YcTtaHaBnAuBaet NPUOPUTET CUCTEMDI.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 78 — KomaHapl pexknma KoHoburypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

Mo ymonyaHuio
ucnonbsyetca
3HauyeHue long

YcTaHaBAMBaeT aAMUHUCTPATUBHBIM TaliMayT npoTokosa LACP:
- long — anutenbHoe Bpems TalimayTa;
- short — manoe Bpems TaimayTa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHaBauBaeT npuoputeT nHtepdeliica Ethernet.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnuua 79 — KomaHap! pexkuma EXEC

statistics | protocol-state]

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuro
show lacp {gigabitethernet Moka3sbiBaeT MHPopmauuio o npotokone LACP gna nHtepdeiica
i_port | tengigabitethernet Ethernet. Ec orno e e napame e Ucnonbay-
?Lp | tengigabitetherne gi_port: (1..8/0/1..48); N AONOJIHUTENIbHbIE NapameTpbl HE WCMOoJb3y
e_port | te_port: (1..8/0/1..48)- toTcA, To byeT noKkasaHa BcA HGopMaLmsa.
twentyfivegigabitethernet - T ol - parameters — nokasblBaeT napameTpbl HacTPOMKM MpPoTO-
yiivegle twe_port: (1..8/0/1..120); | _ P2 pameTp P P

twe_port | hu_port: (1..8/0/1..32) | Ko/'%

hundredgigabitethernet _port:{2.. - - statistics — nokasbIBaeT CTaTUCTUKY paboTbl MPOTOKOA;
hu_port } [parameters | - protocol-state — nokasbiBaeT coctoaHMe paboTbl NPOTOKOAA.

show lacp port-channel [group]

MNokasbiBaeT nHdopmaumo o npotokone LACP pgns rpynnbl

group: (1..128) -

[pumepbl 8b1N0AHEHUS KOMAHO

Co3pgatb nepsyto rpynny nopTtos, paboTatowyto nNo npotokoay LACP 1 BKAtOYAIOLLYIO ABA UHTEp-
¢eiica Ethernet —3 n 4. CKkopocTtb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTb MPUOPUTET CUCTEMBI

— 6, npuopwuteTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config) # interface port-channel 1

console (config-if)# speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # exit
console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

channel-group 1 mode auto

) #
console (config-if) # lacp port-priority 13
) #

console (config-if

exit

5.11.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL OAHY UKW HECKONbKO Ethernet-nuHnin ans
yBeAnYeHMA CKopocTu u obecnedyeHus oTKasoyctoumsocTn. MLAG Tak ke msBecTHa Kak VPC (Virtual
port-channel). Mpn o06blMHOM LAG arperMpoBaHHble JIMHUM [O/MKHbI OblTb HA OZHOM (U3NYECKOM
ycTpoiicTBe, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAX0AATCA Ha Pa3HbIX PUINYECKUX YCTPOMCTBAX.
®dyHKumA VPC no3BonAeT coeAnHUTL ABa PU3NYECKMX YCTPOMCTBA B OAHO BUPTYasibHOE.

v
v

Mpwu HacTpoitke VPC Ha 04HOPaHroBbIX KOMMYTaTOpaXx A0/XKHa 6bITb OAMHAKOBAA Bepcun
nporpammHoro obecneyeHus.

VPC Port-Channel KOHTpoAUPYIOTCA TONLKO KOMMYTAaTOPOM C pOJiblo Primary, KommyTaTop
Secondary ucnonb3yert HacTpoiiku Primary.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxunma rinobanbHoM KoHbUrypaumm:

console (config) #
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Tabnmua 80 — KomaHAabl pexkmma rnobanbHom KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha ogHOm ycTpoiicTBe MoXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX A0NKEH
6bITb 0guHaKoBbi VPC-gomeH.

Ypansaet VPC-goMeH c ycTpoiicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
deica gonkHa bbITb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTporcTBax Homepa VPC-rpynn AONKHbI COBNaAaTh.
CymmapHoe Konmyectso VPC-rpynn He moxKeT npe-
V BbiCUTb 48.

Ypansaet VPC-rpynny c ycTpoliicTBa.

vpc

no vpc

—/BbIK/IIOYEHO

BkntoyaeT pexxum VPC. Ucnonb3lyeTtca nocne KoHoUrypaumm
VPC.

Bbikntovaet pexum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaummn VPC:

console (config)# vpc domain domain id
console (config-vpcdomain) #

Tabnnua 81 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaet Port-Channel B Kauectse peer-link.

Wckntouaet Port-Channel us yyactua 8 VPC.

peer detection

no peer detection

— /BbIKAOYEHO

BkntouaeT peer detection protocol.
Peer-detection — [0MNOAHUTENbHDbI MEXaHU3M,
V obecneunsatowmii pyHKunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link gna opraHuMsauumn mHTep-
deiica peer-detection.

BbikntovaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpasBKku coobuieHunin peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3anaTb Bpems oxuaaHua oTeeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpawnsaet IP-agpec nony4atena naketos, IP-agpec otnpa-
sutena u UDP nopt ans peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

115




HELTEX

peer keepalive

no peer keepalive

BkntouaeT cny:xby keepalive.

BbikntoyaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3a4aTb BPeMA OXMAaHMA OTBETa Ha 3anpoc LEeSO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBAET NPUOPUTET YCTPOMCTBA. YCTPOMUCTBO C MEHb-
LWKMM 3Ha4YeHnem byaeT HazHayeHo Primary.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnmsaer MAC-agpec cuctembl ana otnpaskun B VPC
nopTol.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ansa otnpaskm B VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOCTBAX.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

BuAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnvua 82 — KomaHapl pexxmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Uckntouaet VPC-group u3s VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[Lob6asnset Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbi.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 83 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show vpc

OTobpaxkaeT nHbopmaLmio o KoHdurypauum VPC.

show vpc group id

OTobparkaeT MHPopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobparkaeT cocTosHMe cnyKbbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALUIO O POSIU YCTPOICTBA.

show vpc statistics peer {
keepalive | link | detection}

OTobparkaeT coCToAHME CHETUMKOB CNy»K6bl VPC.
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5.12 Hactpoiika IPv4-agpecauumn

B gaHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTaTUYECKUX napameTtpos IP-agpecauun,
TaKMX Kak IP-agpec, macka noaceTu, W03 N0 ymon4aHuio. Hactpoiika npotokonos DNS un ARP onucaHa B
COOTBETCTBYHOLWMX pa3genax AOKYMeHTaLNN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnsl nopmos, VLAN,
Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl nopTtos, uHTepdeiica VLAN, uutepdeiica Loopback.

console (config-if) #

Tabnunua 84 — KomaHapl perknma KoHourypaumm nHtepdeinca

3HayeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
yMOAYaHUIO
ip address ip_address {mask | HasHauyeHue 3agaHHOMY MHTepdelicy IP-aapeca u macku noa-
prefix_length} cetn.
fix lenath: (8.32 3HaueHMe MacKM MOKeT bbiTb 3anucaHo an6o B ¢op-
prefix_length: (8..32) mate X.X.X.X, am6o 8 dpopmare /N, rae N — Konuuecrso
eAVHUL, B 4BOUYHOM NpPeACcTaBNeHUU MACKU.
no ip address [/P_address] Ypanexue IP-agpeca untepdelica.
ip address dhcp MNonyuyeHune IP-agpeca AnA HacTpaMBaemoro uHTepdeica oT
DHCP-cepsepa.
V He ucnonbsyetca ana loopback—-uHrtepdeiica.
no ip address dhcp 3anpeT ucnonb3oBaHusa npoTtokona DHCP ans nonyyenus IP-
appeca BblbpaHHbIM UHTepdeicom.
ip unnumbered {vlan vian_id | lan id: Paspewaet KoHdUrypupyemomy nHtepdelicy 3aumcrsosatb |IP-
loopback /oop-back_id vian_id: aapeca VLAN u Loopback-uHTtepdeiica.
P p-back_id} (1..4094);l00pback_id: (1) [—2P P pé
no ip unnumbered OTKAtoYaeT GYHKLUMIO 3aMMCTBOBAHMA agpeca.
ip icmp unreachables BbIkntoueHue oTnpasku icmp unreachable.
disable
— -/BKAtOYEHO
no ip icmp unreachables .
. BkntoyeHue otnpasku icmp unreachable.

disable

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumumu:
console (config) #

Tabnunua 85 — KomaHabl perkmnma rnobanbHoM KOHGUrypauum

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymMmoa4YaHuro
ip default-gateway ip_address -/wno3 no ymonuanuio | 3ajaer A4n1a KOMMyTaTopa afpec LWt3a No YMOIYaHMIO.
no ip default-gateway He 3afaH Ypanser HazHaYeHHbIN agpec W33 Mo YMOYaHUIO.
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ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIK/IIOYEHO

Bkntoyaet nepeagpecaumio wWnpokoseluatenbHolx UDP-nakeToB
Ha onpeaeneHHbIN aapec.

- ip_interface — IP-agpec nHTepdeica, aa KOTOPOro BbINOJHAETCA
HaCTpOMiKa;

- all - no3Bonset BbIbpPaTh BCe IP-uHTEPdElich YCTPONCTBA;

- ip_address — |IP-agpec HazHa4YeHuWA, Ha KOTopbIi ByayT nepeHa-
npaBnATbca naketbl. 3HavyeHune 0.0.0.0 oTKkAOYaeT nepeagpeca-
umio;

- udp_port_list — cnnucok noptos UDP. LLInpoKoBseLwaTenbHbIi Tpa-
bUK, HanpaBAEHHbIV Ha NepeyYncieHHble B CNIUCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnn. MakcumasnbHoe obLuee KonmyecTso nop-
TOB M aZlpecoB Ha ycTponcTeo - 128.

OTMeHsAeT NepeaspecaLmio Ha 3afaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 86 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear host {* | word}

word: (1..158) cumBosios

Ypanaet us namAtv noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUIN UMEH MHTepdencos 1 ux IP-agpecos.
* — y[anUTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | vlanvian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu ob6HoBNEeHUW IP-appeca 3arpyrkaerca
KOHPuUrypauma c TFTP-cepsepa.

show ip helper-address

OtobparkaeT Tabnuuy nepeagpecauun LIMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface

[vlan vian_id]

vlan_id: (1..4094)

MNokasbiBaeT KOHPUrypaumto ip unnumbered gns ykasaHHOTo UH-
Tepoeiica.

KomaHOb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnnua 87 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
show ip interface [vrf vrf_name: (1..32) MoKa3sblBaeT KoHoUrypaumio IP-agpecaumm ona yKasaHHOTO WH-
vrf_name | all} | CMMBONA; Tepdeiica unm obnactm BupTyanbHo mapwpytmsaumm (VRF).

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet

hu_port | port-channel group

| loopback loopback _id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)
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5.13 Hactpoiika Green Ethernet

Green Ethernet — TexHonoOrMA, NO3BONAIOLLAA CHU3UTL 3HepronoTpebneHne ycTpomcTea 3a cyeT
OTK/IIOYEHMA MUTAHUA AN HEAKTUBHbIX 3/EKTPUYECKMUX MOPTOB U U3IMEHEHUA YPOBHA MepenasBaemoro

CUrHana B 3aBUCMMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnmua 88 — KomaHapl pexxmma rnobanbHon KOHPU

rypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

green-ethernet energy-detect

Bk/itoyaeT aHeprocbeperatoLLmin pexkUm 419 HEaKTUBHbIX MOPTOB.

no green-ethernet -/BbIK/IOYEH OTKNtOYaeT aHeprocbeperaoWwmii Pexxum Ana HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexxum a1a nopTos, K KOTOPbIM
NOAKNIOYAOTCA YCTPOMCTBA C AAMHOW Kabena noakaoyeHus
MeHblle NMOPOroBOro 3Ha4eHwWs, yCTaHaBNMBAEMOTO C NMOMOLLbIO
-/BbIKNIOYEH

KomaHzbl green-ethernet short-reach threshold.

no green-ethernet short-reach

OTKAloYaeT sHeprocbeperatolmii Pexnm Ha OCHOBaHUM AJINHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug 3anpoca KOMaHAHOW CTPOKU B PEXMUME KO

console (config-if) #

Hurypauum nutepdeltica Ethernet:

Tabanua 89 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

green-ethernet energy-detect

BKkntouaeT sHeprocbeperatowmii pexxmum ans nHtepdeliica.

no green-ethernet short-reach

no green-ethernet -/Brntoqen OTKANtOYaeT sHeprocbeperatowmin pexxum gna nHtepdeica.
energy-detect
green-ethernet short-reach BkntoyaeT aHeprocbeperatowmii pexXMm Ha OCHOBAHWW AJIUHbI
Kabens.
-/BkatoyeH

OTKAloYaeT sHeprocbeperatowmini pexmMm Ha OCHOBAHMMU OJWHbI
Kabens.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxume Privileged EXEC:

console#
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Tabnnua 90 — KomaHapl perknma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
show green-ethernet OTOb6parkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port | detailed]
green-ethernet power-meter CHpacbiBaeT CHETUMK U3MEPUTENA MOLLLHOCTMY.
reset

[pumepbl 8b1M0AHEHUA KOMAHO

=  OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPv6-agpecauumn

5.14.1 Npomokon IPv6

KommyTaTopbl noaaep:kusatoT paboTy no npotokony IPv6. Moaneprkka IPv6 ABnAeTca BaKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOA IPV6 npu3BaH, B MepCrnekTMBe, NMOMHOCTbIO 3aMeHUTb afpecalmio
npoTtokona IPv4. Mo cpaBHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclwimpeHHoe agpecHoe NpocTpaHcTeo — 128
61T BMmecTo 32. Aapec IPv6 npeacTtasnaeTt cobol 8 6/10K0B, pa3fieNeHHbIX ABOETOUYMEM, B KaxKaoM baoke

16 6UT, 3anMcaHHbIX B BUAE YeTblpex WecTHaaLaTePUYHbIX Yucen.
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MomMMmMO yBeNMYEeHMA aApPecHOro NPOCTPaHCTBa MPOTOKOA IPV6 MMeeT MepapXUyeckyto cxemy
agpecaumn, obecrnedymBaeT arperauuio MaplUpyToB, ynpowaet Tabauuy MapuwpyTMsaumu, npu 3Tom
abdeKTMBHOCTL PaboTbl MapLLIPYTU3aTOPa NOBbILIAETCA 33 CYET MEXaHM3Ma 06HapYKeHUA CoceaHNX Y3/108.

JNlokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHauatoTca uHTepdeicam, Mnostomy npwu
ncnoab3oBaHuK IPv6Z-afpecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1[2|3|4|5|6]|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

Ecnmn 3HaueHue rpynnbl UK HECKOZIbKUX FPYNN noapaa B agpece nportokona IPvé paBHO
Hynto — 0000, To AaHHbIE rpynnbl MOTYT 6bITb ONYLLEHbI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6bITb COKpalleH A0
FE40::AD21:FE43. CokpaleHuo He MOryT ObiTb NOABEPrHyTbl 2 pasaesieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHUA HEO4HO3HAYHOCTM.

Y

EUI-64 - 310 naeHtudumkatop, co3gaHHblt Ha 6ase MAC-agpeca uHtepdeiica, ABnatowmninca
64 mnagwummu 6utamu IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gse yactu no 24 6ura,
MerKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

Y

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnuua 91 — KomaHabl pexnma rnobanbHo KoHOUrypaLmm

3HayeHue/3HayeHue

KomaHoa

no ymosn4aHurw

Aelicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ipv6_address

3afaeT 3HayeHue NoKanbHOro agpeca IPv6-wao3a no ymonya-
HUHO.

Ypanser HacTpoliKu IPV6-Lunt03a Mo yMOYaHUIO.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3pgaeT ctatnyeckoe cootseTcTBne mexay MAC-agpecom co-
cefiHero ycTpolcTea 1 ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatuyeckoe cootBeTcTBue mexgy MAC-agpecom co-
cefiHero ycTpoicTea 1 ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

milliseconds:
(0..2147483647)/100;

3agaeT orpaHuyeHune ckopoctu ana ICMPv6-cooblieHuii 06
olInbKax.
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no ipv6 icmp error-interval

bucketsize: (1..200)/10

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

Job6asneHune ctatmyeckoro mappyta IPv6

- prefix — ceTb Ha3HayeHus;

- prefix_length — npeduKc Macku cetv (KONNMYECTBO eguHUL, B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HAa3HaYeHus;

- metric — MeTpUKa gNa AaHHOMo MapLIpyTa;

- distance — agMMHUCTPATUBHAA AUCTAHLMA MapLIPYyTa.

YpaneHue ctatmyeckoro mapwpyta IPve.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKNOYEHO

BkitovaeT nepeHanpasieHne o4HOaLPECHbIX MaKeTOoB.

OTK/lOYaeT nepeHanpas/ieHme 04HOaAPECHbIX NAaKeToB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAMBaeT 3HAYeHNe aAMUHUCTPATUBHOW AncTaHumu (AD)
ONA BCEX MAPLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnMBaeT 3HaYeHWe AD AnA MeX30Ha/b-
HbIX MapLpPYTOB, NPUHATLIX N0 NpoTokony OSPF;

- ospf intra-as — yctaHaBAuBaeT 3Ha4YeHWe AD ans BHyTpU3O-
HaNbHbIX MApLPYTOB, NPUHATLIX N0 NpoTokoay OSPF;

- static — yctaHaBaunBaeT 3HauyeHMe AD AnA CTaTUYECKMX MapLl-
pyTOB.

YcTaHaBAMBaeT 3HaYeHUe N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console

(config-1if) #

Tabnnua 92 — KomaHabl perknma KoHourypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé6 enable

-/BbIK/IIOYEHO

BkntoyaeT noaaepKky IPv6 Ha nHTepdeiice.

OTkNtoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTU4ecKas
KOHOUrypaumsa
BK/IIOYEHa, agpeca He
Ha3HayeHbl.

BKAtoyeHWe aBTOMATUYECKOW KoHdurypaumu IPv6-agpecos Ha
nHTepderice. Aapeca HacTPamBaTCA B 3aBUCMMOCTM OT Npeduk-
COB, KOTOpbI€e NoJIy4YeHbl B co0bLeHMAx «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUE MO YMOHAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymonyaHuio
3HayYeHue JIOKaIbHOTO
aapeca: (FE80::EUI64)

3apaeT nokanbHbIN IPv6-agpec nHtepdeiica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3afaeT KO/MYecTBO COObLEeHNn-TpeboBaHMI, nepenaBaemMbix
MHTepdecom B3aMMOLENCTBYOWEMY YCTPOWCTBY B Cay4vyae 06-

no ipv6 unreachables

(0..600)/1 HapyKeHuna aybnaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3Bpalaer 3HayeHne No yMmoa4aHuto.

ipv6 unreachables BkntoyeHne ICMPV6 coobLieHnit o HeaOCTUXKMMOCTM aapecaTta
-/enabled npu nepepaye NakeTos Ha onpeaeneHHbl nHTepoelic.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

OnpepeneHuve Bepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnumua 93 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Moka3sbiBaeT HACTPOMKM NpoToKona IPv6 ana ykasaHHOro uHTep-
deiica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MoKa3sbliBaeT Tabauuy IPv6-mapLipyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT WMHPOPMALMIO O COCEAHMX
coAepsKalLyoca B Kalwe.

IPv6-ycTpoicTBax,

clear ipv6 neighbors

Ounwaer Kaw, cogepawmii MHOOPMALMIO O COCeaHUX
ycTpoiicTBax, paboTatowmx no npotokony IPv6. UHpopmauma o
CTaTUYECKUX 3aMUCAX COXPaHAETCA.

show ipv6 distance

MoKasaTb 3HayeHMe aAMWHUCTPATMBHOM AMCTaHUMM  4Aa
PasANYHbIX UCTOYHMKOB MapLLpyTa.

5.15 Hactpoiika npoToOKON0B

5.15.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agauei npoTokona DNS asnaeTcs onpeaeneHune IP-agpeca y3na cetu (xocta) no 3anpocy,

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

cofepawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WUMEH Y3/10B CeTU MU
cooTeeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 94 — KomaHab! perkmnma rnobanbHoM KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

ip domain lookup

no ip domain lookup

-/BKNOYEHO

Pa3pewaet ucnonb3osaHune npotokosa DNS.

3anpelaeTt ucnonb3osaHue npotokonaa DNS.
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ip name-server Onpegaenset IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server Ypanaet IP-aapec DNS-cepsepa 13 cnncka AOCTYMHbIX.
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

ip domain name name OnpegensieT JOMEHHOE UMA NO YMONYaHUIo, KoTopoe ByaeT uc-
No/ib30BaTbCA NPOrPammoMl, ANA AOMNOJAHEHUA HenpaBWUbHbIX
name: (1..158) AOMEHHbIX UMEH (LOMEHHbIX MMeH 6e3 TouKM). 1A LOMEHHbIX

CUMBOJIOB MMeH 6e3 TOUKM B KOoHeL, UMeHu byaeT f06aBAATLCA TOYKA U YKa-
3aHHOe B KOMaHJe AOMEHHOE UMSA.

no ip domain name Ypanaet AOMEHHOE UMSA N0 YMOHaHMUIO.

ip host name address1 OnpepenseT cTaTUYecKMe COOTBETCTBMA MMEH y3/10B ceTu IP-aa-

[address2 ... address4] pecam, p[ob6baBnAeT YCTaHOB/IEHHOE COOTBETCTBME B  K3L.

name: (1..158) PyHKLMA noKanbHoro DNS. MoHo onpegenntb g0 BocbMu IP-
CMMBOJ10B agpecoB Ha O4HO UMA.

no ip host name YpanseT cTaTUYeckue COOTBETCTBMA MMeH y3/10B ceTu |P-agpe-
cam.

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxunme EXEC:

console#

Tabnunua 95 — KomaHab!l perkmma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymMmon4aHuro
clear host {name | *} name: (1..158) Ypansaer 3anucb COOTBETCTBUA MMEHW y3na ceTu IP-agpecy Kawa
CMMBONOB nmbo Bce 3anucu (*).
show hosts [name] OTobparkaeT JOMeEHHOE UMSA MO YMOIYaHuto, cnmucok DNS-cepse-

pOB, CTaTUYeCKMe U KIWMPOBAHHbIE COOTBETCTBMA MMEH Y3/10B
cetn u IP-agpecos.

Mpun ncnonb3oBaHMKM B KOMaHAe UMEHM y3/1a ceTu, oTobparkaeTca
cooTBeTCTBYtOLWMI emy |IP-agpec.

name: (1..158)
CUMBOIOB

[pumepbl UCI016308AHUS KOMAHO

Mcnonb3oBatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, yCTaHOBUTb OMEHHOE MMSA
Mo yMOJIYaHMIO — mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3e/ CeTH C UmeHem eltex.mes nmeert IP-agpec
192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

124 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32



HELTEX

5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus aApecoB) — NPOTOKOA KaHa/bHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAepPrKaLLLerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 96 — KomaHab! perkmma rnobanbHom KOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnaeT cTaTMyecKyto 3anucb cootsetcteus IP- 1 MAC-aape-
coB B Tabnnuy ARP gna ykazaHHoro B KomaHze nHTepdeiica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratmyeckyto 3anmcb cootsetcteua IP- n MAC-agpecos
13 Tabnunupbl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec sec: HacTpanBaeT Bpems KM3HM AMHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBAMBAET 3HAYEHME N0 YMONYAHWIO.
ip arp proxy disable OTKAtOYaeT pexkum npokcnposaHma ARP-3anpocos ana KommyTa-
. Topa.
-/OTKNIOUEH

no ip arp proxy disable

BkatoyaeT pexum npokcuposaHua ARP-3anpocos gna KommyTa-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H vam H:H:H:H:H:H
nnn H-H-H-H-H-H /
BUPTyanbHbI MAC-
aapec He 3a4aH

3agaeT BupTyanbHbii MAC-agpec, KOTopblit 3ameHseT 6a3o-
Bbli MAC-agpec KommyTaTopa B mcxoaawmx ARP-coobuue-
HUAX.

- mac_address — MAC-agpec.

B KauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cnegywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiii MAC-agpec KommyTa-
Topa, 6asoBblii MAC-agpec Kakoro-ambo wHuUTa U3
cTeKa.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnuua 97 — KomaHapl pexkmma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

clear arp-cache

Ypanser sce AgMHammyeckue 3anucu ns ARP-tabaunubl (komaHaa go-
CTYNHa TO/IbKO 419 NPUBUAETMPOBAHHOIO NOJib30BaTeNs).

show arp [ip-address dopmar ip_address:
ip_address] [mac-address A.B.C.D
mac_addres] [gigabitethernet dopmat mac_address:
gi_port | tengigabitethernet H.H.H vaun H:H:H:H:H:H
te_port | nnn H-H-H-H-H-H;
twentyfivegigabitethernet gi_port: (1..8/0/1..48);
twe_port | te_port: (1..8/0/1..48);
hundredgigabitethernet twe_port:
hu_port | port-channel group | (1..8/0/1..120);
oob] hu_port: (1..8/0/1..32);

group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dounbTp no MAC-agpecy; dunbTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyo KoHourypaumio ARP n KoHoUrypaumio
ARP gns nntepdelicos.

show ip anycast-gateway -

MoKasbiBaeT KOHbUrypaumio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bug, 3anpoca KoOMaHAHOM CTPOKKM B pexkume interface configuration:

console (config-if) #

Tabnnua 98 — KomaHabl perknma nHtepdeiica Ethernet, rpynnel nntepdeiicos nHtepdeiica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip proxy-arp

- -/BKOYEHO
no ip proxy-arp

BkntouaeT pexkum npokcnposaHua ARP-3anpocoB Ha HacTpausae-
MOM MHTepdeiice.

OTKAtOYaeT pexxmm npokcmposBaHuA ARP-3anpocoB Ha HacTpaunBae-
MOM MHTepdeice.

anycast-gateway

-/BbIK/IIOYEHO

no anycast-gateway

BksitovaeT onumio anycast gateway Ha uHTepdeiice. B ncxoaawmx
ARP-coobLeHx 6a3oBbiit MAC-aapec KomMmyTaTopa 3ameHAeTca Ha
BUpTYyanbHbin MAC-agpec.

V BuptyanbHbii MAC-agpec gonKeH 6biTb 3a4aH KOMaH-
BAoi1 anycast-gateway mac-address.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

[pumepbl UCI016308AHUS KOMAHO

[Job6aBuTb cTaTUuyeckyto 3anmcb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMSA XKU3HM ANHAMMUYECKUX 3anncein B ARP-Tabnumue — 12000 cekyHA;:

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config)# arp timeout 12000

= [lokasaTtb coaeprkumoe ARP-Tabanubl:

console# show arp

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

HW address status

02:00:2a:00:04:95 dynamic
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5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaummn. MpoToKosa nossonser
pacnpocTpaHntb no cetn maeHtuédukatopbl VLAN. OcHoBHOM ¢yHKUMel npoTokona GVRP sBnsetcs
obHapyxeHune nHpopmaumm ob otTcyTcTByOWMX B 6a3e gaHHbIX KommyTaTopa VLAN-ceTax npu nosiy4yeHmm
coobueHnint GVRP. Moayums nHpopmauuto o6 otcytcraytowmx VLAN, kKommyTtaTtop AobaBnseT ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHON CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnnua 99 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuro
gvrp enable / BKkntouaeT ncnonbsosaHune npotokosa GVRP-KommyTaTopom.
-/BbIK/THO4YEH
no gvrp enable BbIkntoyaeT ncnonb3oBaHme npotokona GVRP-kommyTaTtopom.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-
¢pelica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group}

console (config-if) #

Tabnunua 100 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4yaHuro
gvrp enable Bkntoyaet ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
-/BblK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpanBaemom
nHTEpdelice.
gvrp vlan-creation-forbid 3anpelaetr gMHaMmu4yeckoe nsmeHeHne namn cosganHme VLAN gna
HacTpanBaemoro nHTepdeica.
- - -/paspelueHo
no gvrp vlan-creation-forbid PaspelwaeT AnHamuyeckoe nameHeHme munm cosganuve VLAN gns
HacTpanBaemoro nHTepdeica.
gvrp registration-forbid Mo ymonyanuio BbinonHAeT cHATUe pernctpaunm ana scex VLAN n He gonyckaert co-
co3pgaHve n 343aHUA Unu pernctpaumm Hosbix VLAN Ha gaHHOM nHTepdelice.
no gvrp registration-forbid pernctpauna VLAN Ha | YcraHasauBaeT 3HaueHME N0 YMOMYAHMIO.
nHTEpoelice
paspeLueHa

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnmua 101 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OuuLaeT HaKOMN/IEHHYIO CTaTUCTUKY NpoToKkona GVRP.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 102 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KoHdUrypauuto npotokona GVRP gns yKazaHHOro MH-
Tepdelica, inbo ansa scex MHTepdencos.

MNoKa3biBaeT HAKOMNEHHYI CTaTUCTUKY Mo npoTtokony GVRP pgna
yKa3aHHOro uHTepdelica, iMbo ansa Bcex MHTepdencos.

MoKa3blBaeT CTaTUCTMKY NOo ownbKam npu pabote npoTokona GVRP
AN yKa3aHHoro uHtepodelica, mbo ana Bcex UHTEPHENCcoBs.

5.15.4 MexaHu3am obHapyxceHusa nemeno (loopback-detection)

[JaHHbIA MexaHM3M NO3BOAAET YCTPOMCTBY OTC/IEXMBATD 3aKONbLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
0obHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
none Source MAC v wnpoKoseLlaTenbHbiM (N0 ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHUrypauum:

console (config) #
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Tabnmua 103 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEHO

Bk/ito4aeT MexaHn3m 0BHapyKeHUs NeTesb 418 KOMMyTaTopa.

BoccTaHaBnvBaeT 3HavYeHMe No YMOHaHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBaunBaeT uHTepsan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHu mexay LBD-kagpamu.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

KomaHObl pexcuma KoHguaypauyuu uHmepgelica (OQuanazoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port |

twentyfivegigabitethernet twe port

port-channel group}
console (config-if) #

| hundredgigabitethernet hu port |

Tabnvua 104 — KomaHapl pexuma KoHourypauum mHtepdeiica Ethernet, rpynnbl nHTepdeincos, nHTep-

deinca VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

loopback-detection enable

no loopback-detection enable

-/BbIKNIOYEH

BK/Ilo4aeT MexaHn3m obHapy>KeHMA neTeslb Ha NopTy.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 105 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show loopback-detection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128).

OTobparkaeT cocTosiHMe mexaHuama loopback-detection.

5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agavei npotokosa STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMW CBA3AMM K APEBOBUAHOM TOMOJIOMMM, UCKIOYAIOWEN LMKAbI NakeToB. KommyTaTopsl
06MeHMBalOTCA KOHPUIypaLMOHHBIMM COOBLLEHUAMM, WMCNOMb3YA KaApbl cneuuanbHoro ¢opmata, M
BbIBOPOYHO BKNHOYAIOT M OTKNHOYAIOT Nepeaady Ha nopTsbl.
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Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBeplleHCTBOBaHMEM MNpPoOTOKona STP, xapakTtepusyetcs
MEHbLWNM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOMMM U UMeeT 6osiee BbICOKYHO
YCTONYMUBOCTD.

Mpotokon Multiple STP (MSTP) sBnaetcA Haubonee coBpemeHHoOW peanusaumein STP,
noagepxupawowen ucnonbdosaHne VLAN. MSTP npeanonaraer KoHourypauuto Heobxogmmoro
KOJIMYECTBA SK3EMMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAap MOXKET coaepKaTb HecKosbKo rpynn VLAN. HegoctaTkom npoTokona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTATopax, B3aumoaencraytowmx no MSTP, 40KHbl 6bITb 04MHAKOBO
cKoHuUrypuposaHbl rpynnbl VLAN.

V MaKcuMmanbHO fonycTMmoe KonmnyecTso aksemnasapos MSTP yKasaHo B Tabauue 9.

MexaHu3m Multiprocess STP npeaHasHa4yeH Ans co3gaHna HesaBUcUmbIx gepesbes STP/RSTP/MSTP
Ha NopTax ycTponcTea. M3ameHeHMA COCTOAHUA OTAENbHOTO AepPeBa HE OKa3blBAOT BAUAHUA HA COCTOAHME
APYrnX AepeBbeB, YTO NO3BONAET NOBLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHUA AEPEBA
B C/llydyae OTKas30B. Mpu KOHOUIypMpoBaHUKU cnedyeT UCKAUYUTb BO3MOXHOCTb BO3HWMKHOBEHMA KoJel,
MeXKay NnopTaMmn-yneHamMm pasHbIx aepeBbeB. 18 06CNyKUBAHUA U30NMPOBAHHbLIX AEPEBLEB B CUCTEME
C034a€TcA oTAe/IbHbIA NMpouecc Ha Kaxaoe agepeso. C Mpoueccom COMOCTaBAAKTCA MOPTbl YCTPOMCTBA,
npuHagaexawme gepesy.

5.15.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnunua 106 — KomaHabl pexkmma rnobanbHol KoHuUrypaumm

KomaHoa 3HaveHue/3HaveHue Aelicmeue
o ymMoa4aHuro
spanning-tree /BKAIoUEHO Pa3spewaet ucnonb3oBaHne KOMMyTaTOPOM MPOTOKOa STP.
no spanning-tree 3anpeLyaeT UCNONb30BaHME KOMMYTaTOPOM NPOoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXkmMm paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.
no spanning-tree mode YcTaHaB/MBaeT 3HaYeHWe N0 YMOMYAHUIO.
spanning-tree forward-time YcTaHaB/MBaeT MHTEPBA BPeMeHW, 3aTpaymBaemblit Ha MPOCAYLLN-
seconds BaHWe W U3yYyeHMe COCTOAHMI Nepes, NepekNtoYeHnem B COCTOSHUE

seconds: (4..30)/15 cek nepegayu.

no spanning-tree YcTaHaB/MBaeT 3HaYeHWE N0 YMOYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBMBaeT UHTEPBas BpeMeHM MeXAy nepesadamm WMpoKose-
seconds seconds: (1..10)/2 cex LaTenbHbIX coobuweHnin «Hello» K B3anmoaencTByoWMM KOMMYyTa-

TOpam.
no spanning-tree hello-time YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMUIO.
spanning-tree PaspeluaeT 3alMTy, BbIKNOYAIOLWYO MHTEpdENC npu noayyeHum
loopback-guard csoero BPDU.

- -/3anpelueHo —

no spanning-tree 3anpewaeT 3alWmMTy, BbIKAOYAOWYO MHTepdenc npu noaydeHuu
loopback-guard csoero BPDU.
spanning-tree max-age YcTaHaBAMBAET BPeMA XNU3HU cBasytowero gepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaB/IMBaET 3HaYEHWE N0 YMOMYAHUIO.
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spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpaunBaeTt npuopuTeT ceAsyoLero gepesa STP.
3HayeHune npuopuTeTa AONKHO BbITb KpaTHO 4096.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBaET METOZ ONpeaeeHNA LLeHHOCTM NyTu.
- long — 3HayeHMe ueHHOCTM B gManasoHe 1..200000000;

-/long - short — 3HauyeHue ueHHocTH B ganasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYEHME NO YMONYAHUIO.
method
spanning-tree bpdu Onpegenset pexum 0b6paboTku naketos BPDU-uHTepdeiicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOYEH NPoTOKOA STP.
- filtering — Ha wuHTepdelice € BbIK/IOYEHHbIM NpoTOKoAOM STP
/flooding BPDU-nakeTbl dpunbTpytoTCs;

no spanning-tree bpdu

- flooding — Ha nHTepodelice ¢ BbIKNOYEHHBIM NPOTOKONOM STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

Mpun 3aaanumn STP napameTpos forward-time, hello-time, max-age Heo6xoaunmo BbinonHeHUne
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabanua 107 — KomaHzabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel noptos

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHPUryprupyemom UHTep-
deiice.

- " -/paspelueHo
no spanning-tree disable /pasp Paspewaet paboTy npotokona STP Ha KOHOUTypUpyemom MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbIN uHTepdeiic.
) - cost — LeHHOCTb NyTH.
i (1..200000000)/cm. 4 y
no spanning-tree cost TabauLy 96 YcTaHaB/MBaeT 3Ha4YeHue, onpeaensemMoe Ha OCHOBAHUM CKOPOCTH

nopTa U MeToZa onpeaesieHns LEeHHOCTU NyTn, cM.Tabaunuy 108

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHasAvBaeT npuopuTeT nHtepdeiica B ceasytolem aepese STP.

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BK/IlO4aET pPesKMM, B KOTOPOM MOPT MNP NOAHATUM Ha HEM JIMHKa
Cpasy CTaHOBWTCA B COCTOAHME Mepeaayu, He A0XKMUAAACL UcTeye-
HUA Talimepa.

- auto — fo6aBNsAeT 3aepPKKY 3 CEKYHAbI Nepes, Nnepexosom B Co-
CTOAHMeE Nnepesaqun.

Bbikntovaet pPeXnMm MOMeEHTaNIbHOIo Nepexoaa B COCTOAHME nepe-
a4 NO NOAHATUIO KZIMHKa».

spanning-tree guard root

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BK/ItOYaET 3aLUMUTY KKOPHA» A1 BCEX CBA3YIOLWMX AepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLaeT UHTepdeicy 6biTb KOPHEBBIM NOPTOM KOMMY-
TaTopa.

Mcnonb3yet rnobanbHyto HaCTPOWAKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspeluaeT 3awuTy, BbIK/OYatOLLYO MHTepdEC Npy Npuéme nake-
TO0B BPDU.

3anpeLuaeT 3aLlmTy, BbIK/THOYaKoLLYI0 MHTepdeC Npu Npuéme nake-
TO08 BPDU.

spanning-tree link-type
{point-to-point | shared}

-/pna pynnekcHoro
nopTa «TOUYKa-TOUKa,
AN NONYAYNIEKCHOTO

— «Pa3BETBNEHHbIN»

YctaHaBauBaet npoTokon RSTP B nepepatolee coctosHne u onpe-
JenfeT TMN CBA3M A4/ BbIOpaHHOro nopTa:

- point-to-point — TOuKa-TOu4Ka;

- shared — pa3BeTBNEHHbIN.
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no spanning-tree link-type YcTaHaB/MBaeT 3HaYeHWe N0 YMOYAHUIO.

spanning-tree bpdu {filtering |
flooding}

Onpegensnet pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepdelice ¢ BbIKAOYEHHBIM NPOTOKO/IOM STP
BPDU nakeTbl GpUNbTpyOTCA;

- flooding — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpPOTOKO/MOM STP
HeTermpoBaHHble BPDU-nakeTbl nepepalroTca, TermpoBaHHble —
dunbTpytoTCA.

no spanning-tree bpdu YcTaHaBAMBaeT 3HaYeHWe NO YMOYAHUIO.

spanning-tree mac-address
{dotld | dotlad}

N3meHaeTr MAC-agpec, C KOTOPbIM OTAPABAAKTCA U NPUHUMAKOTCA
BPDU.

- dotld — otnpasnatoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasndatoTca U npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

-/dot1d

no spanning-tree mac-address YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree restricted-tcn -/npuem BPDU ¢ 3anpeuwaet npuem BPDU c ¢narom TCN.

¢narom TCN paspe-
weH

no spanning-tree restricted-tcn Paspewaet npuem BPDU c ¢pnarom TCN.

Tabanua 108 — LieHHOCTb NyTK, yCTaHOBAEHHAs N0 YMOAYaHUIo (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

110 yMOAYAHUIO

Unmepdpeliic
Hmepeped Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
KomaHOs1 pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:
console#
Tabnunua 109 — KomaHabl perkuma Privileged EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT coctoaHMe npoTokona STP.

show spanning-tree detail
[active | blockedports]

Moka3sbiBaeT NnoapobHyo MHPOPMALMIO O HACTPOIKax NPOTOKoNA
STP, nHpopmaL Mo 06 aKTUBHbIX UM 3aBNOKMPOBAHHbIX MOPTaX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT npoLecc mMrpauyumn NPoTokona. 3aHOBO NPOMCXO-
OUT nepecyét aepesa STP.

KomaHObi pexcuma EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 110 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sblBaeT perkum 06paboTkmn naketoB BPDU Ha uHTepdelicax.

5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 111 — KomaHabl perkuma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree

Pa3pelaeT ncnonb3oBaHnme KOMMyTaToOpom NpoTtokona STP.

- -/paspelueHo

no spanning-tree 3anpewaeT UCNoNb30BaHME KOMMYTAaTOPOM NPOTOKoNa STP.

spanning-tree mode {stp | YcTaHaBAMBaEeT pexmMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaB/MBAET 3HAYEHUE MO YMOIYAHWUIO.

spanning-tree pathcost YcTaHaBAMBAET MeToA, onpeaeieHns LEHHOCTU MyTu.

method {long | short} - long — 3HaueHue LeHHOCTM B AManasoHe 1..200000000;
-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT NpUOPUTET AA [AHHOTO KOMMyTaTopa nepes,
OCTa/IbHbIMM, UCMONb3YHOLWMMM 0BLWMIA 3Kk3emnaap MSTP.

- instance_id —sk3emnnap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HauyeHue npuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMMabHOE KOMYECTBO TPAH3UTHbIX Y4aCTKOB
ANnA naketa BPDU, Heobxogumbix Ana GopmupoBaHUA Lepesa w
yaepaHua nHpopmaumm o ero ctpoeHun. Ecim naket yxke npowen
MaKCMMaNnbHOe KONNYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha cieayto-
LeM yyacTKe OH oTbpacbiBaeTcs.

- hop_count — MmaKcumanbHOE KO/IMYECTBO TPAH3UTHbIX Y4acTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHdurypaumm npotokona MSTP:

console# configure
(config) # spanning-tree mst configuration
(config-mst) #

console
console
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Tabnunua 112 — KomaHabl pexkuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paeT COOTBETCTBME MEXAY IK3eMnaapom nportokona MSTP u
rpynnamm VLAN.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet COOTBETCTBME MeXAY dK3eMnaAapom npoTokona MSTP wm
rpynnamm VLAN.

name string

no name

string: (1..32) cumBona

3apaeT umsa KoHourypaumm MST.
- string — uma KoHoUrypauumn MST.

Ypanset uma KoHdpurypauym MST.

revision value

no revision

value: (0..65535)/0

3agaeT Homep peBnsnn KoHdurypaumm MST.
- value — Homep peBu3nU KoHoUrypaumm MST.

YcTaHaB/MBaeT 3HaYeHWe No ymonyaHuio (value).

show {current | pending}

Moka3sblBaeT TeKyLyto (current) 1nbo oxugatowyto (pending) KoH-
burypaumio MST.

exit ) Bbixoa, 3 pexuma KoHdpurypauum npotokona MSTP c coxpaHe-
HUEM KOHOUTypaLmu.
abort Bbixo4 U3 pexxuma KoHdurypauum npotokosna MSTP 6e3 coxpaHe-

HUA KOHOUTypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsi Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabauua 113 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWNTa BblK/KOYEHA

BK/touaeT 3awmTy «KKOPHA» A1A BCexX CBA3YOLWMX aepeBbeB STP Bbl-
6paHHoOro nopta. [aHHaa 3awwmTa 3anpewaet uHtepdelicy bbiTb
KOpHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3awumTa BbIKNtOYEHa

BKAtoyaeT 3amTy «KOPHA» yKa3aHHOro aksemnasapa MSTP gns Bbl-
6paHHOro uHTepodelica. [JaHHan 3awWwmTa 3anpewaeT uHTepdeicy
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

- instance-id — naeHTUPUKaTOpP 3K3emnaApa npoTokosa MSTP.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHasauBaeT npuopuTeT nHtepdeiica B aksemnnsape MSTP.
- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HauyeHMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YcTaHaBAnBaeT 3HaYeHUe no YMOAYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaEeT LEHHOCTb MyTH Yepes BblbpaHHbIM MHTepdeic ana
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;

- oSt — LLeHHOCTb NyTw.

YcTaHaBAMBaeT 3HaveHue, onpegenAaemoe Ha OCHOBaHUM CKOPOCTU
nopTa U meToda onpegeneHna LeEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTEpdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree restricted-tcn

-/npuem BPDU ¢

3anpeuwaet npuem BPDU c ¢narom TCN.
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no spanning-tree restricted-tcn | ¢narom TCN paspe- Paspewaet npvem BPDU c ¢narom TCN.
WweH

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnmua 114 — KomaHap! pexkuma EXEC

3HayeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymon4aHuro

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]
[instance instance_id]

MoKasbiBaeT KoHOUrypauuto npoTokona STP.

gi_port: (1.8/0/1..48); | _ instance_id — naeHTMdUKaTOp 3K3emnasapa npoTokona MSTP.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
instance_id: (1..63)

show spanning-tree detail MokasbiBaeT NoapobHy MHGOPMaLMIO O HACTPOMKe NPOTOKONA
[active | blockedports] STP, nHdpopmaLmio 06 aKTUBHbIX UK 3a6/10KMPOBAHHbIX NOPTAX.
[instance instance_id] - active — npocmoTp MHbOPMaLMM 06 aKTUBHbIX NOPTaXx;

instance_id: (1..63) - blockedports — npocmoTp nHdopmaLmm 0 3a6710KMPOBAHHBIX NOP-

Tax;

- instance_id — naeHTUGUKATOP 3K3emnaspa npoTokona MSTP.
show spanning-tree MoKasbiBaeT MHPOPMALMIO O CKOHUTYPMPOBAHHbIX IK3eMNAApax
mst-configuration i MSTP.
clear spanning-tree MepesanyckaeT NpoLecc MUrpaLmMm NpoToKkoaa. 3aHOBO MPOUCXO-
detected-protocols interface gi_port: (1..8/0/1..48); | aut npocyét nepesa STP.

{gigabitethernet gi_port | te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe_port:
twentyfivegigabitethernet (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)

hu_port | port-channel group}

[pumepbl 8b1M0AHEHUS KOMAHO

= BkAO4YUTb NogaepX Ky npotokona STP, ycTaHOBWUTbL 3HayeHWe NpuopuTeTa CBA3ylOLWero gepesa
RSTP — 12288, nHtepsan forward-time — 20 cekyHA, MHTEPBaN BPpEMEHWN MeXAyY Nepenadvyamm Wu-
pokoBeLaTenbHbix coobuweHnin «Hello» — 5 cekyHA, Bpems KMU3HM CcBA3yOLLEro aepesa — 38 ce-
KyHZ,. MoKa3aTb KoOHUrypauuto npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config)# spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

)
)
)
)
)
)

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
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tel/0/1 enabled 128.1
tel/0/2 disabled 128.2
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6
7
8

Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20

Interfaces
Name

State Prio.Nbr Cost Sts Role PortFast Type

4 Frw Desg Yes P2P (RSTP)

tel/0/7 enabled 128. 100 Dsbl Dsbl No -
tel/0/8 enabled 128. 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpoliika npomokonog PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pa3sHOBUAHOCTEN NPOTOKoAa Spanning
Tree, pacwupawan GyHKUMOHaNbHOCTb STP ana ncnonb3osaHuA B oTaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BoAseT B Kaxkaom VLAN co3aaTb OTAeNbHbIN 3K3emnaap STP. PVSTP+ coBmectum

c STP.

Rapid (bbicTpbiit) PVSTP+ (RPVSTP+) saBnaeTca ycoBepLueHCTBOBaHMEM NpoTokona PVSTP+, xapakTe-
pU3yeTcA MEHbLIMM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHOM TONONOTMN N UMeET Bonee BbICOKYHO
YCTOMYMBOCTD.

.‘

.‘

.‘

.‘

Bcero nogaeprxaHo 65 PVST/RPVST-uHcraHca. Mpu 3Tom HyneBoi ncnonbsyetca Ana Bcex
VLAN, B KOTOpPbIX OTKAoueH PVST/RPVST. Kaxxgomy VLAN c BkatoueHHbim PVST/RPVST co-
oreetcTByeT oanH PVST/RPVST uHcraHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 65 1 60onee VLAN, npu nepexoge B pexxum PVST/RPVST Bpe-
MeHHO 610KMpYIOTCA, No3TOMyY nepes BKAloueHnem PVST/RPVST Heobxoaumo pacumTtaTtb
Konuyectso ucnosbsyembix VLAN Ha KonbLeBbIX NOpTax Kommytartopa. Ecam gaHHoe 3Ha-
YeHue npesbiwaeT 64, TO NEPBOHAYaANbHO HYXKHO OTKAOUUTL PVST/RPVST B U36bITOYHbIX
VLAN/RPVST KomaHgoii "no spanning-tree vlan <VLAN ID>".

Mpwu BkAOUeHHOM pexxume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. lMoaTtomy B cay4yasax, Korga B KO/bLie UCMOb3YIOTCA KOMMYTATOpPbl C KOoAn4e-
cteom PVST/RPVST VLAN, npesbiwaiouwem 64, cnegyet paclwumputb AMmuTbl 06paboTku
PVST bpdu-tpaduka Ha CPU. [lna 3Toro ucnonb3yerca KomaHaa "service cpu-rate-limits
other-bpdu 1024".

Ecnm B npouecce 3Kcnyatauumn noHagoburca yépatb VLAN us PVST/RPVST-UHCTaHCOB 1 A0-
6aBUTb HOBblE, HYXXHO NPOU3BECTU Caeaylome AeACTBUA:

1) Otknountb STP B HeHyxHbix VLAN (KomaHpa «no spanning-tree vlan vlan_list» B rno-
6anbHOM peXkume KOHPUryprupoBaHuUA);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMme KOHPUryprupoBaHus).

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnuua 115 — KomaHabl pexkmma rnobanbHom KoHGuUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BKkntoumTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa/ BPEMEHM, 3aTPaunBaEMblli Ha NPOCaY-
LWMBAHWE U U3yYeHNe COCTOAHWUI Nepes, NepekntoyeHnem B co-
CTOAHWE nepegayun gnAa ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAyio-
V wei dpopmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT MHTEPBaAN BPEMEHN MeXAY nepegayamu Wupo-
KoBeLlaTesibHbIX coobuenunit «Hello» K B3anmogencTeyowmm
KOMMYyTaTOpam AN1A yKa3aHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpemMa XM3HU cBAsyowero aepesa STP gna yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree vlan vian_list
priority priority_value

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunoputet ceasytouLero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

no spanning-tree vlan
vlan_list priority

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if) #

Tabnnua 116 — KomaHgbl pexxuma KoHdurypaumm nutepdeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb NYTU Yyepe3 AaHHbI MHTepdenc gna
yKasaHHbIX VLAN.
- oSt — LLeHHOCTb NyTK.

YcTaHaBAMBaeT 3HaYeHWe, onpeaenaemoe Ha OCHOBaHUM CKOPO-
CTW NopTa U MeToZa onpeneneHns LLeHHOCTU NyTU ANA YKa3aH-
HbiX VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBAET NPUOPUTET MHTEPECca B KOPHEBOM CBA3YIOLWEM
pepese STP.
V 3HaueHue BblbUpaeTca U3 guanasoHa C LWa-
rom 16.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npuem BPDU c ¢pnarom
TCN pa3pelueH;
vlan_list: (1..4094)

3anpewaeT npuem BPDU c ¢pnarom TCN gns ykasaHHbIx VLAN.

Paspewaet npuem BPDU ¢ dpnarom TCN ansa yKasaHHbix VLAN.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

137



HELTEX

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NoBbIWEHUA YCTONYUBOCTH
M HAZEXKHOCTU CeTU Mepeaadn AaHHbIX, UMEeloLWe KO/bLEBYO TOMO/IOMNIO, 33 CYET CHUMKEHUA BPEMEHU
BOCCTQHOB/IEHMA CeTM B C/aydyae aBapun. Bpems BoccTaHOBAEHWs He npeBblwaeT 1 CceKyHAbl, 4TO
CYLLECTBEHHO MeHbLLEe BPEMEHW NepPecTPoOMNKM CETU NPU UCMOJ1b30BaHNKM NMPOTOKO/I0B CEMENCTBA Spanning
tree.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:
console (config) #

Tabnunua 117 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoA4YaHuto
erps /BbIKOUEHO PaspewaeTt paboTty npotokona ERPS.
no erps 3anpewaet paboty npotokona ERPS.
erps vlan vian_id Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOopol byaeT nepeaaBaTbca CAy*KebHaa nHbopmaLuma 1 ne-
vlan_id: (1..4094) pexos B peXxunm KoHdUrypauum Konbla.
- vlan_id — Homep R-APS VLAN.
no erps vlan vian_id Ypnanenue ERPS-konbua ¢ ngeHtMoukatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm KonbLa:
console (config-erps) #

Tabnuua 118 — KomaHabl pexxnma koHourypaummn ERPS-konbua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
protected vlan add [obasnaet ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.
vlan_list vian_list:(2..4094, all) -vlan_list — cnucok VLAN. inana3soH VLAN MoKHO 3a4aTb ne-
peuncieHnem yepes 3anaTyio UM yKasaTb HayasbHOE U KO-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".
protec.ted vlan remove vian_list:(2..4094, all) yp,anﬂeT amana3oH VLAN m3 cnucka 3awmueHHbix VLAN.
vlan_list - vlan_list — cnucok VLAN ansa yaanexums.
port {west | east}{ Bbibop west (east)-nopta KOMMyTaTopa, BKAKOYEHHOIO B
tengigabitethernet te_port | KONbLLO.
;"M‘::";zfr';'fg'gab'tether"et te_port: (1..8/0/1..48);
hundredgigabitethernet twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
hu_port | port-channel
group} group: (1..128)
no port {west | east} YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTta KOMMyTaTOpa 1 €ro poau.
neighbor} - west — RPL-nopTom 6yget HasHayeH west-noprT;
- east — RPL-nopTom 6yaeTt HaszHayeH west-noprt;
/no rpl - owner — KommyTatop byaeTt aBnaTbcA Bnagenbuem RPL-
nopTa;
- neighbor — KommyTaTop byaeT ABNATbLCA COCEAOM BNaLENb-
ua RPL-nopra.
no rpl YpaneHve RPL-nopta KommyTtaTtopa.
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level level HacTpoiika ypoBHsi coobueHuii R-APS. Heobxogumo ans
NnpoxoxaeHus coobueHunii yepes CFM MEP.

level: (0..7)/1 - level — ypoBeHb coobueHmnii R-APS.
no level YcTaHOBKa 3HaY€HMA NO YMOHYAHUIO.
ring enable BKntoyeHMe GYHKLUMOHNPOBAHMA KOJbLA.
no ring enable /BbikniodeHo BbikntoveHre GYHKLMOHUPOBAHMA KO/bLLA.
version version BbI60Op pexrma COBMECTUMOCTU C APYTMMU BEPCUAMU NPOTO-
. kona G.8032.

version: (1..2)/2 - version — Bepcua npoTokona G.8032.
no version YcTaHOBKa 3HaYeHMA N0 YMONYAHUIO.
revertive Jrevertive Bbi6op pexkuma paboTbl KosbLa.
no revertive YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
sub-ring vlan vian_id YKasaHue noAKobLa ANs AAaHHOTO KobLa.

vlan_id:(1..4094) - vlan_id — Homep VLAN.
no sub-ring vlan vian_id YpaneHve noakonbLa.
sub-ring vlan vian_id [tc- BKNOUMTL OTNPABKY CMrHana o4nctkn MAC-TabamLbl B OCHOB-
propogation] . HOEe KOJbLLO NPU NepecTpoeHnn NoaKoAbLaA.
no sub-ring vlan vian_id vlan_id:(1..4094) OTKNOYNUTL OTNPABKY CUrHana o4ymcTkn MAC-Tabauubl B oc-

HOBHOE KO/1bLLO MPW NepecTpoeHnn NogKobLa.

timer guard value YcTaHOBKa Tavmepa, 610Kupytowero ycrapeswue R-APS co-

value:(10..2000) mc,

obueHus.
- KpaTHoe 10/500 mc
no timer guard YcTaHOBKa 3HaYeHMA N0 YMOAYAHUIO.
timer holdoff value YcTaHOBKa Talimepa 3a4epXKKM peakunm KoMmMyTaTopa Ha us-

MeHeHue B COCTOAHUKN. BMmecTo peakuun Ha cobbiTve BKtOYa-
eTcA Taimep, N0 MUCTEYEHUM KOTOPOro KOMMYTAToOp MHGOp-
MUPYET O CBOEM COCTOAHMM. MpeaHasHauyeH Ana yMeHblue-

value:(0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO

5 mc/0 mc
HWA Gayaa nakeToB Npy GaannuHre NOPToB..
no timer holdoff YcTaHOBKa 3HaYeHMA N0 YMOJIYaHUIO.
timer wtr value YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner

KoMMyTaTope B revertive-pexume. MWcnonb3yetrca anAa
value:(1..12) mnH/5 MmuH NpefoTBPALLEHNA YACTbIX 3aMUTHBIX NEPEKNOYEHMIA U3-3a
CUIHaN0B O HEMCNPABHOCTAX.

no timer wtr YcTaHOBKa 3Ha4YeHMA N0 YMOIYaHMIO.

switch forced {west | east} dopcupyeT 3anycK 3alMUTHOTO NEepeKYeHrsa Kosblua, npu
-/no 3TOM 6710KUPYETCA YKa3aHHbIW NopT.

no switch forced OTmeHa GOpPCUMPOBAHNA NEPEKIIOYEHMA KObLLA.

switch manual {west | PyyHoe 6/10KMpoBaHMe yKasaHHOro west (east)-nopTa u pas-

east} -/no 610KnpoBaHue east (west).

no switch manual OTmeHa py4yHON 61OKMPOBKU.

abort OTKaTUTb U3MEHEHUSA, BHECEHHbIE C MOMEHTa BXOAa B PEXKUM

KOoHUrypauum Konbla.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 119 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
0 yMon4YaHuo

KomaHoa

3anpoc nHdopmaumm 06 obuem coctosHumn ERPS nam cocro-
AHWW YKa3aHHOTo KosbLa.

show erps [vlan vian_id] vian_id: (1..4094)
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5.15.7 Hacmpoliika npomokona LLDP

OcHoBHoW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) saBnsetca obmeH mexay
CETEBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHpopmauma, cobpaHHaa nocpeactsom
npoToKona LLDP, HaKan/MBaeTcAa B YCTPOMCTBAX M MOXKeT ObITb 3anpoLleHa ynpasasatowmMm KOMNbIOTEPOM
no npotokony SNMP. Takum o6pa3om, Ha OCHOBaHWM COBpPAHHOM MHPOPMALMKU, Ha YMNPaABAAIOLLEM
KOMNbloTEPE MOXKET BbITb CMOAENMPOBAHA TONONOTUA CETU.

KommyTaTopbl NoagepuBatoT nepenady Kak CTaHZAPTHbIX MapameTpoB, TaK M OMNUMOHAbHbIX,
TaKUX KakK:

—  UMA YCTPOWCTBA U €ro onucaHue;
—  WMSA MopTa U ero onucaHue;

—  uHobopmauusa o MAC/PHY;

- utT.A.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 120 — KomaHabl perknma rnobanbHOM KoHGUrypaumm

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
no ymon4YaHuro
lidp run /paspeleno Pa3spewaet KOMMyTaTOpPY MCNOAb30BaHMe NpPoToKona LLDP.
no lidp run pasp 3anpelaeT KOMMYTaTOPY MCNONb30BaHWe NpoToKona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpegenser, Kak 4acTo yCTPoicTBO byaeT oTNpaBaATb 06HOBNEHME
MHpopmauum LLDP.

YcTaHaBAMBaeT 3HAYeHUe no YMO4YaHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BeNNUYMHY BPeMeHU AN NPUHMMAIOLWLEro YCTPOICTBA, B Te-
YeHMe KOTOPOro HYXHO yAepXunBaTb NPUHMMaemble nakeTbl LLDP
nepeg nx cbpocom.

[aHHaa BeAnYMHa nepeaaeTca Ha NPUHUMAEMYIO CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWSA), ABNAETCA KPATHOCTHIO A/1A
Talimepa LLDP (lldp timer). Takum o6pasom, Bpems xu3sHu LLDP na-
KeToB paccumTbiBaeTca no popmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTtaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeTt oxuaatb nepes
NOBTOPHOM UHULManm3aunen LLDP.

YcTaHaBAnBaeT 3HaYeHWe No YMOJAYaHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepKKy Mexay nocieayrolmnmu nepegadvamu
naketos LLDP, MHULMNPOBAHHbIMM U3MEHEHUAMW 3HAYEHUIN UK
cTaTyca B IOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.

V PekomeHAyetcs, 4To6bl AaHHAA 3aAep’KKa b6bina

MeHblue, Yyem 3HauyeHue 0.25* LLDP-Timer.
YcTaHaBAMBaAET 3HAYEHME N0 YMOAYAHMIO.

lidp lidpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpegenseT pexum 06paboTkn naketos LLDP, Korga npoTokon
LLDP BbIK/OYEH HAa KOMMYTaTOpE:

- filtering — yKka3biBaeT, yTo LLDP-nakeTbl puAbTPYLOTCA, €CAN Npo-
TOKoA LLDP BbIK/OYEH Ha KOMMYTaTOpPE;

- flooding — yka3biBaeT, 4to LLDP-nakeTbl nepeaatoTca, ecam npoTo-
Ko LLDP BbIKAtOYEH Ha KOMMYyTaTOpe.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

lldp med fast-start
repeat-count number

number: (1..10)/3

YcTaHaBAuMBaeT uyncno nostopeHunin PDU LLDP ana 6bicTporo 3a-
nycKa, onpegensemoro nocpeactsom LLDP-MED.
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no lldp med fast-start
repeat-count

YcTaHaBAnBaeT 3HaYeHWe No YMOHAHUIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napamertpa network-policy (ceTesas no-
JIMTMKA YyCTPOMCTBA). [laHHbI NapameTp ABAAETCA ONUMOHANbHbIM
ONA pacwmpeHna npotokona LLDP MED.
- number — NnopaaKoBbI HoMep Npasuna network policy;
- application — rnaBHasa pyHKLMA, onpeaeneHHan ANs 4aHHOro npa-
Buaa network policy.
- vlan_id — vwpentndukatop VLAN ana gaHHoro npasuna;
-tagged/untagged — onpegenser TerMpoBaHHON UM HETETMPOBAH-
Hol 6ygeT VLAN, ncnonb3yemasn AaHHbIM NPaBUIOM.
- priority — npuopuTET AaHHOro Npasuaa (MCNoab3yeTca Ha BTOPOM
yposHe mogenu OSl);
- value — 3Ha4yeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3HaYeHne DSCP, no ymonyaHMo KommyTaTop byaer
oTnpasnatb napametp DSCP 0.

V U3meHeHune network-policy BO3M0OXKHO TONbKO No-

cne CHATUA NOAUTUKU CO BCeX MHTepdeiicos, rae

OHa NpUMeHeHa.

no lidp med network-policy
number

Ypanaet co3gaHHoe nNpaBuio Ana napametpa network-policy.

lldp notifications interval
seconds

seconds: (5..3600)/5
cek

YCTaHaBAMBAET MaKCMMaJIbHYIO CKOPOCTb Nepeaadn yBegomaeHumi
LLDP.

- seconds — nep1og, BpeMeHu, B Te4eHNe KOTOPOro YCTPOMCTBO MO-
YKeT 0TnpasuTb He 6osiee 04HOrO yBeAOMEHWS.

no lldp notifications interval

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnuua 121 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

Mo ymonyaHuio paspeleHo
Mcrnosib3oBaHMe B 060Mx
HanpasneHUsX.

Pa3spewaeTt nepepayy naketos no npotokony LLDP Ha uHTep-
deiice.

3anpelaet nepegavy naketos no npoTtokony LLDP Ha uHTep-
delice.

Pa3pelwaeT npvem naketos no npotokoay LLDP Ha nHTepdeiice.

3anpewaeT nprem nNakeTos no npotokoay LLDP Ha nHtepdeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHMIO
onuuoHasnbHble TLV He
BK/IIOYEHbI B MaKerT.

OnpeaensneT, Kakuve onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nepeaaBaemblit LLDP-
naker.

B KOMaHAy MOKHO BKNHOUYUTb OT OAHOTO A0 NATU OMNLMOHANbHbIX
TLV.

TLV 802.3-power-via-mdi gocTynHa TonbKO Ha yCTpPoOii-
CTBax ¢ noaaeprkoii PoE.

YcTaHaBAWBaeT 3HaYeHue no YMO4YaHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuio
onumoHanbHble TLV He
BKJIOYEHDI.

OnpegaenseT, Kakue onuuoHanbHble TLV-nonsa 6yayT BKAOYEHbI
YCTPOMCTBOM B NepesaBaembliii LLDP-nakerT:

- pvid — PVID nHTepdelica;

- ppvid — go6asutb/yaanuTs PPVID;

- vlan-name — go6asutb/yaanutb Homep VLAN;

- protocol — n06aBuTb/yAanunTb onpeaeieHHbI NPOTOKOI.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymon4yaHuio
ynpasAasoLwmii agpec
onpegensetca
ABTOMATUYECKM.

OnpegenseT ynpasaaowWwmini agpec, obbABNEHHbIN Ha WHTep-
deiice.
- ip_address —3apaetca ctaTnyeckuii IP-agpec;
- none — yKa3bIBaeT, YTO afpec He 06bAB/EH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastoLwmii agpec n3 scex IP-agpecos kKommyTaTopa;
- automatic — ykasblBaeT, 4TO cMcCTeMa aBTOMaTMYECKM BbibBUpaeT
ynpasAsoWwmnin agpec, U3 CKOHPUrypmpoBaHHbIX a4 pPecoB 3a4aH-
Horo nHTepdelica.
Ecnu nHtepdeiic ethernet nnm nHtepdeic rpynnsl NOPTOB Npu-
HagnexaTt VLAN, To aaHHbii agpec VLAN He byaeT BKAKOYEH B
CNUCOK BO3MOXHbIX YNPaBAAOLWMX afpecos.
B cnyyae Hannuua HeckonbKux IP-agpecos cucrema
Bbl6MpaeT HauanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muyeckux IP-appecos. Echm guHamuuyeckme agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HavyanbHbIii IP-ag-
pec U3 AguanasoHa BO3MOXKHbIX cTatuueckux IP-agpe-
COB.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuio oTnpasKa
yBefomaeHunn LLDP
3anpelueHa.

Pa3peluaet/3anpeLyaeTt oTnpasKy ysegomneHuii LLDP Ha nHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp med enable [tlv_list]

tvl_list: (network-policy,

PaspelwaeT ncnonb3oBaHue pacwimpeHuna npotokona LLDP MED.

location, B KOMaHAy MOXHO BK/IOYUTb OT O4HOTMO A0 TPEX CMELMabHbIX
inventory)/3anpetueHo TLV.
MCNO/Ib30BaHMe
paclmnpeHna NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy agaHHOMYy nHTepdeiicy.
{add | remove} number - add — Ha3HayvaeT npasuno;
number: (1-32) - remove — ygandaeT npasuo;

no lldp med network-policy

- number — HOMep npasuna.

Ypansaer npasuno network-policy c sgaHHOro uHTepodeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aliT;
civic_address_data: (6..160)

3afaeT MecToMNoJIOKEHWE YCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — afipec B cCTEME KOOPAMHAT;

- civic_address_data — apMMHUCTPATUBHbBIN aApec yCTPOMCTBa;

ecs_elin_data} 6auT; - ecs-elin_data — agpec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anr. Ypansaer HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lidp med notification PaspeluaeT/3anpeliaer oTnpaeky ysegomneHunit LLDP MED o6

topology-change {enable | N3MEHEHWUW TOMONOTUN.

disable} /3anpelieHo - enable — paspeluaeT oTNPaBKy yBeAOMNEHWN;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUA.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

v
v

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny NOPTOB, 3aNOMMHAIOTCA MHAMBUAYAJIbHO NOPTaMu
rpynnbl, NPUHABWIMMM coobieHuA. LLDP oTnpaBasAeT pasanuHble cooblieHUAa Ha KaxKablii

Pabota npoToKona LLDP He 3aBUCUT OT cOCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP oT-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKOI0M STP-nopTax.

Ecnu nopt KoHTpoaupyetca no 802.1X, To LLDP pa6oTaeT c nOpTom TO/IbKO B C/lyyae, eciv OH

dBTOPU30BaH.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 122 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OunwaeT Tabamuy agpecos 06HAPYKEHHbIX COCeAHUX YCTPOMCTB U
HauYMHaeT HOBbIM LMK 06MmeHa nakeTamu no npotokoay LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-KoHdUrypauumn Bcex GU3MYECcKMX uHTepdelicos
ycTpoicTea mbo 3aAaHHbIX MHTepdecoB.

show lldp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Moka3sblBaeT KOHOUIypauun pacwmpeHna npotokona LLDP — MED
ANA Bcex GM3nYecKnx nHTepdpencos NMbo 3aaaHHbIX MHTepdelicoB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Moka3sbiBaeT LLDP-uHpopmaumtio, KOTOpYO aHOHCUPYET AaHHbIN
nopr.

show lidp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTaTyc nepesarpyskm TLVs LLDP.

show lldp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Moka3sblBaeT UHPOPMALMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaeT npoTtokoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNoKasbiBaeT cTaTUCTUKy LLDP.
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[pumepbl 8b1M0AHEHUS KOMAHO

=  YcTtaHoBWUTb AnA noprta tel/0/10 cneayowme tlv-nons: port-description, system-name, system-de-
scription. ns aaHHoro uHtepdeiica gobasutb ynpasaatowmin agpec 10.10.10.70.

console (config)# configure

config)# interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

(
console (
(
(

MocmoTpeTb KoHUrypaumio LLDP:

console# show 1lldp configuration

Tx delay:

Port

tel/0/7
tel/0/8
tel/0/9
tel/0/10

LLDP state:
Timer: 30 Seconds
Hold Multiplier:

Reinit delay:

Chassis 1ID:

Enabled

4

4 Seconds

2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

mac-address

State Optional TLVs Address Notifications
and Tx SN, SC None Disabled
and Tx SN, SC None Disabled
and Tx SN, SC None Disabled
and Tx PD, SD 10.10.10.70 Disabled

Tabanuya 123 — OnucaHune pesyibTaTos

Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA
Onpepaenset BennumHy spemenu (TTL, Time-To-Live) Ana npuHMmaloLLero ycTpoicTsa, B
Hold Multiplier TEYEHME KOTOPOTO HYXKHO YAEepKnBaTb NPUHMMaeMble nakeTbl LLDP nepea nx copocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMS, B TEYEHWE KOTOPOro NopT byAeT oxuaate nepes
¥ nocbliKol cneayowero LLDP-coobueHus.
Tx dela OnpegenseT 3afepXKy Mexay nocneayowmmm nepegadyamm LLDP-kagpos, nHMumnpo-
4 BaHHbIX U3MEHEHMAMM 3HAYEeHUI IMbo cTaTyca.
Port Homep nopra.
State Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuum, KoTopble nepeaatoTca
Bo3MOXHble 3HaYeHuA:

PD — OnuncaHue nopra;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Address

Aapec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHusx.

Notifications

YKa3sblBaeT, pa3peLlleHbl nam 3anpeweHbl ysegomaeHna LLDP.
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= [loKa3aTb MHOOPMALIMIO O COCEAHMX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabanuya 124 — OnucaHune pesyabTaTos
Mone OnucaHue

Port Homep nopTa.

Device ID Umsa nnm MAC-agpec cocegHero ycTpoicTaa.

Port ID NpeHTMdMKaTOp NopTa cocemHero ycTpomncTaa.

System name

CucteMHoE MMSA YCTpOMCTBa.

Capabilities

[aHHoe nosie onucbiBaeT TMN YCTPOMCTBaA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTtens (Repeater);

O —Tun HeunssecrteH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnucaHre NopTa coceaHero ycTpoicTaa.

Management address

Agnpec ynpaBaeHu1a yCTPOUCTBOM.

Auto-negotiation
support

OnpegendaeT, NOAAEPKMBAETCA /IM ABTOMATUYECKOE OnpeaenieHne pexmma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA W NMOAAEPIKKA aBTOMATUYECKOTO ONpPeaesieHns pexmma
nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset pexnumsbl, nogaepxnsaemble yHKLMEN aBTOMAaTUYECKOrO onpeaeneHus
nopra.

Operational MAU type

Pabouunint MAU-TUN ycTpoWncTBa.

5.15.8 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMN ypOBHSA

KaHana nepefayy OaHHbIX NPeacTaBAAloT coboli NPOTOKO/A MOHUTOPWMHIA COCTOAHWMA KaHana. B atom
NPOTOKO/Ee ANA Nepesayn MHPOPMALMKN O COCTOAHMUM KaHana Mexay HeNnocpeacTBEHHO NOAKAOYEHHbIMU
ycTpoictBamu Ethernet mcnonbayioTca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTtpoiictsa
OO/MKHbI NoaaepKmeaTtb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHguypayuu uHmepagelicos Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:

console (config-if)#
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Tabnunua 125 — KomaHabl pexxuma KoHdurypaumm nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

ethernet oam

Bkntountb noaaepky Ethernet OAM Ha nopry.

—/OTKAOYEHO
no ethernet oam / OtkntounTb Ethernet OAM Ha KOH$UTrypupyemom nopry.
ethernet oam link-monitor BkntounTtb noaaeprky «link-monitor».
supported
PP —/oTKNtoYeHO

no ethernet oam link-mon-
itor supported

BoccTtaHOBUTL 3HaYEHWE NO YMOSYAHMUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-mon-
itor frame threshold

count: (1..65535)/1

YCTaHOBUTbL MOPOr KoAMYecTBa OWMBOK 3a yKasaHHbIM nepuos
(nepuopg, yctaHaBAnBaetca komaHaow ethernet oam link-monitor
frame window).

BoccTtaHOBUTb 3HaYEHWE NO YMOAYAHMUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-mon-
itor frame window

window: (10..600)/100
mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK A4 NoAcyeTa KoAMYecTsa
OLWWKNBOK.

BocctaHOBUTL 3Ha4YeHMe nNo YMOYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-mon-
itor frame-period threshold

count: (1..65535)/1

YcTaHoBUTL nopor ana cobbitna  «frame-period» (nepuog,
yCcTaHaBaAuBaeTca KomaHgol ethernet oam link-monitor frame-
period window).

BocctaHOBUTL 3HaYeHue nNo YMO4YaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-mon-
itor frame-period window

window:
(1..65535)/10000

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK Ansa cobbitna «frame-
period» (B Kagpax).

BocctaHOBUTL 3HaYeHMe No YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-mon-
itor frame-seconds thresh-
old

count: (1..900)/1

YctaHoBUTL nopor gna  cobbitua  «frame-period» (nepuog
ycTaHaBnAuBaeTca KomaHaoi ethernet oam link-monitor frame-
seconds window), B cekyHAax.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-mon-
itor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMENKYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXxMm paboTbl npoTokona OAM:
- active — KommyTaTop noctoAHHo oTnpasnset OAMPDU;

—/active - passive — KOMMyTaTOp HaunHaet oTnpasaaTe OAMPDU TosbKO
npu Haanunum OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoCCTaHOBWTL 3HaYEHWE N0 YMOYAHMIO.
ethernet-oam remote-fail- BKAtOUNTL NoAAeprKKY 1 06paboTKy cobbiTnit «remote-failure».
ure
—/BKNOYEHO
no ethernet oam re- BoccTaHOBUTL 3HaUYEHWE MO YMOYAHUIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky GyHKUMKM 3aBopoTa Tpaduka.
back supported —JoTkAtoueHO
no ethernet oam re- BoccTaHOBWTL 3HaUYEHME N0 YMOYAHMIO.
mote-loopback supported
ethernet oam uni-direc- BKNOUNTL PYHKLMIO OBHAPYKEHUss OA4HOHAMpPAB/EHHbIX CBA3EN
tional detection Ha 6a3e npoToKkona Ethernet OAM.
— —/oTKAOYEHO
no ethernet oam uni-direc- BoccTaHOBUTL 3HaUYEHME N0 YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpefenvTb peakumio KoMmyTaTopa Ha OLHOHaNpaB/ieHHYHo
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B }KypHan;
—/log - error-disable — nepeBog nopta B coctosHue «error-disable», 3a-

no ethernet oam uni-direc-
tional detection action

NUCb B XypHan n otnpaska SNMP trap.

BocctaHOBUTL 3Ha4YeHMe no YMONYaHUIO.
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ethernet oam uni-direc-
tional detection agressive

no ethernet oam uni-direc-
tional detection aggressive

—/OTKAIO4YEHO

BKNOUNTL arpeccuBHbIN pexum onpeneseHns ogHOHaNpPaB/ieH-
HoM cBA3u. Ecam OT cocepHero ycTponcTBa NepecTatoT NPUXoanTb
Ethernet OAM-coobLeHNa — IMHK NOMeYaeTcs Kak 04HOHaNpas-
NIEHHbIN.

BoccTtaHOBUTb 3HaYEHWE NO YMOYAHMUIO.

ethernet oam uni-direc-
tional detection discovery-
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCTaHOBWTb BPEMEHHOM MHTEPBaN A/A onpeaeseHnsa TUna cBasu
Ha nopry.

BoccTtaHOBUTb 3HaYEHWE NO YMOYAHMUIO.

KomaHOwbl pexcuma privileged EXEC

Bce KOomaHAbl AOCTYNHbI ANA NPUBUAETMPOBAHHOrO nonb3osaTena. Bug 3anpoca KOMaHAHOﬁ

console#

CTPOKM pexmma privileged EXEC:

Tabnnua 126 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Oumnctutb cTatucTMKy Ethernet OAM pns yKasaHHOMO WHTEp-
delica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pasunTb coctosHMe npoTokona Ethernet OAM ans ykasaH-
HoOro nHTepodeiica.

show ethernet oam
statistics [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO06pPa3nTb CTAaTUCTUKY OBMEHA NPOTOKO/IbHbIMM COOBLLLEHMAMM
[OJ/19 YKa3aHHOTo UHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT106pa3unTb HacTpolikm Ethernet OAM pgna yKasaHHOTO WHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6pPa3nTb COCTOAHME MEXaHU3Ma OnpeseNeHns OfHOHanpas-
JIEHHbIX CBA3eN AN1A yKa3aHHOro nHtepdeiica.
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ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/ocTaHOBKa yAaNeHHOW NeT/u A/A YKa3aHHOro WHTep-
delica.

[pumepbl 8b1M0AHEHUA KOMAHO

= OTo6pa3uTb cocToAHME NPOTOKONA ANA NopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

Port status:

Loopback status:

PDU revision:
Remote client

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

Operational status:

operational
no loopback
3

MAC address: a8:f9:4b:0c:00:03
Vendor (oui) : a8 f9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.15.9 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKuUMA pe3epBupoBaHuA, NpeaHasHaYeHHasa ans obecnevyeHus HAAEKHOCTM KaHana
nepefaum gaHHbix. B cBaske flex-link moryt HaxoguTbcs uHTepdelicol Ethernet u Port-channel. OguH u3
3TUX UHTEPdENCOB HAX0AUTCA B 3a6/10KMPOBAHHOM COCTOAHUM U HAYMHAET MPOMYCKaTb TPAPUK TONbKO B
C/lyyae aBapuuM Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepgelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHON CTPOKM B pexume KoHPUrypupoBaHua WHTepdeica Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if)#

Tabnnua 127 — KomaHab! perknuma KoHourypuposaHus uHtepdelica Ethernet, rpynnbsi noptos

KomaHda

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuo

Aeilicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);

Bkntouaert flex-link Ha HTepdelice n HazHauyaeT BbIBpaHHOMY MHTEp-
deiicy ponb backup-uHtepoderica B flex-link nape.
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twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
port_channel (1..48)/-

Boikntoyaer flex-link Ha MHTepdeiice u yaansaeT BbIbpaHHbIN UHTEp-
deiic us flex-link napol.

flex-link preemption mode
[forced | bandwidth| off]

-/off

3agaeT aencTene Npu NoAHATMU MHTepdelica, yyacteytowero Bo flex-
link:

- forced — ecnmn noaHaBWMIiCA MHTepdENC HAaCTPOEH KaK master, To
OH CTaHeT aKTMBHbIM UHTepdeicom;

- bandwidth — npu nogHATUM MHTEpdelica aKTUBHBIM CTaHET UHTep-
delic c 6onbLuen NPONYCKHOW CNOCOBHOCTbIO;

- off — nogHABWMIACA HTepdelic ocTaHeTCs B 3a6/10KMPOBAHHOM CO-
CTOSIHUM.

no flex-link preemption mode

Bo3BpallaeT 3HaueHMe N0 YMOYaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3afaeT Bpems OT Nepexosa OTK/IOYEHHOTO MOPTa B COCTOSHUE KUPY,
Mo NPOLIECTBUM KOTOPOrO BbINOAHAETCA AeNCTBUE, YCTAHOBNEHHOE
komaHgoi flex-link preemption mode.

- delay — nepuopg BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3HaueHMe N0 YyMOI4YaHUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 128 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show interfaces flex-link
[detailed] {gigabitethernet
gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
port_channel: (1..48)

MokasbiBaeT KoHoUrypaumio eyHrumm flex-link.

5.15.10 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumAa Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb cAyXebHble MakeTbl
pasnuuHbix L2-npoTokonos (PDU) uepes ceTb npoBaigepa, YTO MO3BOAAET MPO3PayHO CBA3ATb

KTMEeHTCKNe CeErMeHTbl CeTH.

L2PT nHkancyampyet PDU Ha nHTepdeince KommyTaTopa, rpaHnyaLLero ¢ obopyaoBaHMem, Kaapbl
KOTOPOro Heo6Xo0AMMO MHKANCYMPOBATb, U NepesaeT UX Ha APYroi TaKoM e KOMMYTaTop, KOTOPbIN
OXMAAEeT MHKAMNCY/JIMPOBaHHbIE Kadpbl, a 3aTem AeKancyampyeT ux. 3To No3BosAEeT No/b30BaTeNsAM
nepegasaTb MHPOPMALMIO 2-TO YPOBHA 4Yepe3 ceTb npoBangepa. Kommytatopbl npenoctaBaaioT
BO3MOXHOCTb MHKAMCY/IMPOBaTb CNy*KebHble nakeTbl npoTokosaos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan BkaounTtb L2PT ans npotokona STP, To kommyTtatopsl A, B, Cu D 6yayT o6beanHeHbl B 04HO
cBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOp A He CoOeAMHEH HAaNPAMYIO C KOMMyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMKN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Cetb
npoBangepa

[ [eou] ]

Switch 2

PucyHok 71 — Mpumep paboTbl dyHKUUM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Mopacuctema L2PT onpepensaeT L2-npoToKos, KOTOPOMY COOTBETCTBYET MPUMHATbIN PDU, 1
npoBepseT, BKAOYEHA /1M Ha NOPTY, C KOToporo NpuHAT 3ToT PDU, HacTtpoiika I2protocol-
tunnel gna gaHHoro L2-npoToKona.

Ecnn HaCTpOVIKa BK/1lO4€Ha, TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAupoBaHue, otnpasnaeTca PDU-Kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHe/NIUpoBaHWe, OTNpaBaseTca
WMHKancyanpoBaHHbii  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-aapecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).

Ecnn HaCTpOVIKa BbIK/1lOYE€HAQa, TO:

— PDU-Kagp nepegaetcs B 06paboTyMK COOTBETCTBYIOLLENO NPOTOKONA.
Jekancynauua:

3. PeanusoBaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHayeHus, 3aZaHHbIM
npu nomowm KomaHapl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAtOYaETCA
TONbKO TOrAa, Korga xoTs 6bl Ha 04HOM NOPTY BKAOYEHa HacTpolika |2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).

4. TMpw nepexsate naketa c MAC-agpecom Ha3HaYEeHUA XX-XX-XX-XX-XX-XX, OH CHaya/ia nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronosky,
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WU NpoBepsAeT, BKAOUYEHA AU Ha MOPTY, C KOTOPOro MPUHAT WMHKaANCyAuMpoBaHHbIM PDU,
HacTpomKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnu HacTpoiika BKAOYEHa], TO:

—  MOPT, C KOTOpOoro 6bin NoNy4YeH MHKaNcyAMpoBaHHbI PDU-Kaap, 610KupyeTca ¢ npuyYnHom
[2pt-guard.

Ecnun HacTpoiiKa BbIKAOYEHA:

— BO Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHE/NINPOBaHWe, OTMpaBaaAeTca
AeKancympoBaHHbIi PDU-Kaap;

— Bo Bce nopTtbl VLAN, Ha KOTOpPbIX BbIKAOYEHO TYHHENMPOBaHWe, OTNpaBadAeTcA
WMHKancyanpoBaHHbI PDU-kaap.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabanua 129 — KomaHab! perknma rnobanbHom KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeiicmeue

12protocol-tunnel address
{mac_address}

mac_address: 3apatb MAC-agpec Ha3HayYeHUa Ana TYHHenMpyemblx Kagpos.

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:dO,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

12, I- |
no [2protocol-tunne 01:00:ee:ee:00:00

address

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHnyaLLEM C OKOHEYHbIM YCTPOUCTBOM, He nogaeprKusaowmm STP,
V OONKeH bbITb OTKAIOUeH NpoToKoa STP (spanning-tree disable) n BknoueHa punbrpauua
BPDU (spanning-tree bpdu filtering).

Bupa 3anpoca KOoMaHAHOW CTPOKU B perknme KoHodurypaumm nHtepoeiica Ethernet, nHrepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 130 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue
no ymon4YaHuro

KomaHda Aeiicmeue

12protocol-tunnel {stp | BKAtoYeHWe pexnma MHKancynsaummn naketos STP BPDU.
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |

pagp | udid}

no I2protocol-tunnel {stp | /BbiknioNEHO BbIKNtoYeHMe pexxmma MHKancynaumm naketos STP BPDU.
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

12protocol-tunnel cos cos cos: (0..7)/5 3apaTb 3HaveHne CoS ans 3anakoBaHHbIX PDU-Kaapos.
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no I2protocol-tunnel cos

YctaHoBKa CoS B 3HayeHue no YMONYaHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3Ha4eHMsA CKopocTu Bxoaawmx PDU-Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U NOANEXKALLMX UHKAN-
cynaumun. Mpu npesbiweHnn nopora PDU oTbpacbiBatoTea.

OTKAOYAET peXXMM KOHTPONA CKOpOCTU Bxoaawmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX M MNOANEXKALLMX MHKAN-
cynaumun. Mpu npesbiWeHUW Nopora nopT byaeT nepeseneH B CO-
ctoaHue Errdisable (oTkntoueH).

OTKAOYAET peXXMM KOHTPONA CKOPOCTU BxoaAawwmx PDU-Kagpos.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanuya 131 — KomaHgabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port gi_port: (1..8/0/1..48);
| te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..48)
hu_port | port-channel

group]

Otobparkaet nHbopmaumio L2PT ans ykasaHHoro uvHTepdeica
WK ANA BCeX MHTepdencoB, Ha KOTOPbIX BKAtoYeH L2PT, ecam uk-
Tepdelic He yKaszaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OuncTKa cTaTucTmkKM L2PT ana ykasaHHOro uHTepdeica nnm ana
BCEX MHTepdeicoB, Ha KOTOpbIX BKAtoYeH L2PT, ecan nHtepdeic
He yKasaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcTaHOBUTb TyHHenbHbI MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKntounTb oTNpaBry SNMP
traps ot Tpurrepa |2protocol-tunnel (Tpurrepa Ha cpabaTtbiBaHue drop-threshold u shutdown-

threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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= BKAOUUTb pemm TyHHennposaHuAa STP Ha uHTepdeiice, ycTaHOBUTL 3HavyeHMe CoS-nakeTos
BPDU paBHbIm 4, BKNOYNTb KOHTPO/Ib CKOPOCTU BXOAALLMX NnakeTos BPDU.

console
console
console
console
console
console
console
console

config) # interface tengigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlian 100
config-if) # 12protocol-tunnel stp

config-if)# 12protocol-tunnel cos 4

config-if)# 12protocol-tunnel drop-threshold stp 40
config-if)# 12protocol-tunnel shutdown-threshold stp 100

~ o~~~ o~~~ —~

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHMiA 0 cpabaTbiBaHUK TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana BoligeneHna VolP-obopynosaHus B otgenpHyto VLAN. Ona VolP-
KagpoB MOryT ObiTb HaszHayeHbl QoS-aTpmnbyTbl AN NpropuTUsaumm Tpadumka. Knaccudumkauma Kagpos,
OoTHOCALMXCA K Kagpam VolP-obopyaoBaHua, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepeble 24 6uta MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN pgns noprta npoucxoaut
aBTOMaTMYECKM — Koraa Ha nopT nocTynaet Kagp ¢ OUl ns tabaunybl Voice VLAN. Korga nopT onpegensercs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnsercsa Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopyaoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMpoBaHHble NakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTATopE;

— VolP-obopynoBaHue paccbinaer HetermposaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepsepa npucytcteyeT onuusa 132 (VLAN ID), ¢ nomolibio KOTOPOW YCTPOMCTBO
aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapKuMpoBKku Tpaduka (Voice VLAN).

DOna HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuYHoro o6opyaoBaHuA Heo6xo4UMMO UCNO/b30-
BaTb lldp-med noantukun nam DHCP.

Cnucok OUl-npoussoauteneit VolP-o60pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoautennb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
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00:0F:E2 Huawei-3COM

00:09:6E Avaya

V Voice VLAN moxkeT 6biTb aKTUBUPOBAH Ha NopTax, pabortawowmx B pexxume trunk u general.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 132 — KomaHab! perknma rnobanbHom KoHPUrypaumm

3HayeHue/3HayeHue
no yMmoa4YaHuio

KomaHda

Aeiicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

no voice vlan aging-timeout

YcTaHaBMBaeT TaliMayT 4NA MopTa, NPUHAL/ENKALLero K voice-
vlan. Eciv ¢ nopTa B TeYeHWe 3a4aHHOMO BpemeHU He 6blao Kag-
pos ¢ OUl VolP-o6opyaoBaHusa, To voice vlan yaansertcs ¢ aaH-
HOro nopra.

BocctaHaBnmBaeT 3Ha4YeHMe No YMOIYAHMUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHaBAMBAET BbIXOAHYIO odepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ans Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — Bk/toYaeT nepeHasHavyeHne COS Ha yKasaHHbIW Ann
Tpadmka B Voice VLAN.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOIYAHMUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YctaHasausaeT ugeHtneumkatop VLAN ana Voice VLAN

Ypanset ugentuoukatop VLAN ans Voice VLAN
Ona ypaneHua uaeHTuduKatopa VLAN Tpebyetca
npeABapuUTeNbHO OTKAOYMTL GYHKUMIO voice vlan Ha
BCEX nopTax.

voice vlan oui-table {add oui |

remove oui} [word] word: (1..32) cumBosioB

no voice vlan oui-table

MNo3BonseT pegakTMposatb Tabanuyy OUL.
- oui — nepsble 3 balita MAC-agpeca;
- word — onucaHue oui.

Ypanset Bce Nonb3oBaTenbckue nameHeHma OUl-Tabanubl.

voice vlan state {oui-enabled |

disabled} -/BbIKNIOYEHO

BKkntounTb/oTKAOUMT Voice VLAN.

no voice vlan state

BepHyTb 3HaYeHWe N0 yMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 133 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

voice vlan enable

Bkntouaet Voice VLAN ana nopra.

- -/OTKNIOYEHO -
no voice vlan enable Otkntoyaet Voice VLAN pgns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa A1a BCEX KagpoB, MO0 TONbKO
-/src ANA UCTOYHMKA.

no voice vlan cos mode

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.
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5.17 IpynnoBas agpecauus

5.17.1 ®yHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnonab3yeTca B CETAX rPynnoBoi paccbliku. OcHOBHOM 3agadveit IGMP
Snooping ABnseTcA NpenocTaBleHMe MHOroagpecHoro TpaduKa TOMbKO AAA Tex NOPTOoB, KOTopble
3anpocuau ero.

V’- IGMP Snooping MoXeT UCNO0/1b30BaTbCA TONIbKO B cTaTudecKoii rpynne VLAN. MNoaaeprkusa-
toTcAa Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Y1066l IGMP Snooping 6bin aKTUBHBIM, GYHKLMA rpynnoBoii ¢puabTpaumm “bridge multicast

- filtering” ponykHa 6bITb BKAlOueHa (cm. pasgen 5.17.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOUYEHBI MHOTOaAPEeCHble MapLUPYTM3aTOPbl, OCHOBaHO Ha
cneayowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MakKeTbl NPOTOKOJ/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NOpPTY;

— naketbl npoTokona MRDISC npnHATbI Ha NOPTY;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTy.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:
console (config) #

Tabnunua 134 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro
ip igmp snooping Paspewaet ncnonb3osaHune ¢yHkuumn IGMP Snooping KommyTa-
Mo ymonuyaHuio TOPOM.
no ip igmp snooping bYHKUMA BbIKNIOYeHa 3anpewaeT ucnonb3osaHne dpyHKumMmM IGMP Snooping kKommyTa-
TOpoMm.
ip igmp snooping vlan vian_id PaspewaeT ncnonb3oBaHue ¢pyHKUunn IGMP Snooping KommyTa-
vlan_id: (1..4094) TOPOM ANA faHHOro uHTepdelica VLAN.
Mo ymonuaHuio - vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.
no ip igmp snooping vlan GYHKUMA BbIKNIOYEHA 3anpewaeT ncnonb3oBaHne ¢yHKUMKM IGMP Snooping KommyTa-
vlan_id TOPOM ANA faHHOro uHTepdelica VLAN.
ip igmp snooping vlan vian_id Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
static ip_multicast_address vlan_id: (1..4094); LMM U CTaTUYECKN fo6aBnseT uHTepdericol U3 rpynnbl ANA TeKy-
[interface { gigabitethernet gi_port: (1..8/0/1..48); | wei VLAN.
gi_port | tengigabitethernet te_port: (1..8/0/1..48); | - vlan_id — ngeHTMduKaumoHHbI Homep VLAN;
te_port | twe_port: - ip_multicast_address — rpynnosoii IP-agpec.
twentyfivegigabitethernet (1..8/0/1..120); MepeuncneHue MHTepdeicoB OCYLLLECTBAAETCA YEPEes «—» U «,».
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128)
hu_port | port-channel group}]
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no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyaHutio
paspeLueHo

Paspewaet ana gaHHou rpynnbl VLAN aBTomaTuyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAOYEHbI MHOroafpecHble
MapLUpyTU3aTopbl.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpewaet ana gaHHou rpynnbl VLAN aBTOMaTuyeckoe pacno-
3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbl MHOroagpecHble
MapLIpyTU3aTopbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OnpegenseT MNopT, K KOTOPOMY MNOAKAIOYEH MapLlpyTU3aTop
MHOroaZpecHoOM paccblIkM Ans 3agaHHon VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YKasbiBaeT, YTO K MOPTY HE NOAKAIOYEH MApPLLPYTU3aTOP MHOMO-
apeCHO PaccbINKK.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaB/MBaET 3anpeT Ha onpeaeseHve nopTa (cTaTuyYecku, au-
HaMMUYeCKM) KaK MopTa, K KOTOPOMY NOAKNOUYEH MapLUpyTM3aTop
MHOrOaZApecHo PaccbiNKu.

- vlan_id — naeHTMdMKauMoHHbIN Homep VLAN.

CHMMAaET 3anpeT Ha onpeaenieHre noprta Kak nopTa, K KOTOPomy
MOAKAOYEH MapLIPYTM3aTOP MHOTOaAPECHOM PaCcCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/Bblgaya 3anpocos

BK/ilo4aeT NoAAep KKy Bblgaum 3anpocos igmp-query KOMMyTaTo-
pom B gaHHon VLAN.

OTKANoYaeT NOAAEPIKKY BblauuM 3aNpoCoB igmp-query KOMMyTa-

. . OTK/IlOYEeHa .
vlan_id querier Topom B gaHHoM VLAN.
ip igmp snooping vlan vian_id YctaHaBauBaet Bepcuto IGMP-npoToKoa, HA OCHOBaHMKU KOTO-
querier version {2 | 3} pow 6yayT dopmmposaTtbca IGMP-query 3anpochl.

-/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegensieT ucxogHbld IP-agpec, KoTopblit ByaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — ycTPOMCTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocol.

YcTaHaBAMBAET 3Ha4YeHMe Mo yMoAYaHuio. Mo ymonyaHuo ecnm
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.
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ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntouaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopblit bygeT nponsseseHa 3ameHa
SRC IP.
3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npou3soautbca He byaer.

OTkntovaet 3ameHy IP-agpeca nctouHmka B naketax IGMP report
B 3a4aHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HauaeT, 4To NopT A0/1KEH BbITb HeMeaIeHHO yaaneH us
rpynnsl IGMP nocne nonyyeHus coobuieHma IGMP leave.

- host-based — mexaHn3m fast-leave cpabaTbiBaeT TONbKO B TOM
cnyyae, Koraa Bce NOAKAOYEHHble K JaHHOMY MOpTY NO/b30Ba-
TeNn OTAMCaANANCh OT rPyNMbl (CYETYMK NONb30BaTENEN BEAETCA Ha
ocHoBaHuu Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTKAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKatounTb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwn
BK/IOYEHMM 3TOM YHKUMM KOMMyTaTop Ha npuwegwune IGMP
query byaeT oTBeyaTb OT cBOero MMmeHu. Knmentckme IGMP report
npu aTom oTbpacbiBatoTCA.

- version — ycTaHaBMBaeT Bepcuto IGMP ana oTnpaBKu NakeTos.
Mo ymonuaHuto Bepcma onpegenseTca no npuliegliemMy Ha KOm-
myTtaTop nakety IGMP query.

Bbikntountb Proxy report B onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS Ccos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaeT 3HayeHne CoS ana ncxogAwmx B nopt
mrouter IGMP-coobLueHunit B ykazaHHon VLAN.
-vilan_id — naeHTMdUKauMoHHbI Homep VLAN;

- €COS — Knacc 06CNyKMBaHUA.

YcTaHaBauBaet 3HaYeHne CoS ana ncxoaAwmx B moptT mrouter
IGMP-coobLeHnit B ykasaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHguaypauyuu uHmepgpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumm VLAN:

console (config-if) #

Tabnunua 135 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3Ha4YeHue yctonumsoctm gns IGMP.
Ecnun Ha KaHane HabnogaeTca noTepsa AaHHbIX, 3HaYeHWe YCTo-
YMBOCTU LO/IKHO BbITb YBENYEHO.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YctaHaBauBaet TaﬁmayT, no KOTOpOMY CUCTEMA OTNPaBANAEeT OC-
HOBHbI€ 3anpocCbl BCeM YHaCTHUKaM rpynnbl MHoroap,peCHoPl ne-
pefadun AnAa npoBepKn NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHOE BpeMsA OTBeTa Ha 3anpoc.

no ip igmp YcTaHaB/MBaeT 3HaYeHWe MO YMOYAHUIO.
query-max-response-time
ip igmp YcTaHaB/MBaeT KOIMYECTBO 3aNpPOCOB, NOC/E PACCIIKM KOTOPbIX,

last-member-query-count
count

no ip igmp
last-member-query-count

count: (1..7)/3Ha4eHune
nepemMeHHomn
robustness

KOMMYTaTOp OMNpeaenfeT, YTo Ha AAaHHOM MOPTY HET KenaroLwmx
y4acTBOBaTb B MHOrOaApecHo paccbliike.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.
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ip igmp YcTaHaB/MBaeT MHTePBa 3anpoca A1 NOCNeAHEro y4acTHUKA.
last-member-query-interval

o milliseconds:
milliseconds

. (100..25500)/1000 mc
no ip igmp

last-member-query-interval

YcTaHaBAMBaeT 3HaYeHUe Mo YMOIYAHUIO.

ip igmp version version YcTaHoBUTbL Bepcuio npoTokona IGMP.

version: (1-3)/2

no ip igmp version YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if) #

Tabnuua 136 — KomaHap! pexxmuma KoHopurypaumnm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN gna nHtepdeiica B pexunme «access».

’ Ona paboTbl gaHHOM GYHKUMMK TpebyeTca BKAKOUYe-
- Hue ip igmp snooping He TonbKoO rnobanbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB C KANEHTCKUX
Vlan B Multicast Vlan gna nitepdeiica B pexunme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntovaeT nepeHanpasneHune |IGMP-3anpocos u3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN gns
nHTepdeiica B pexxume «trunk». Multicast-Tpaduk nepega-
eTCcA Ha NOPT HETErMPOBAHHbBIM W1V TETMPOBAHHbLIM B 3aBUCK-
MOCTU OT Napametpa tagged. MapameTp tagged ykasbiBaeT Ha
TO, 4To Multicast-Tpaduk fonKeH oTNPaBAATLCA B NOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinku B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAseTca nopt, B Multicast VLAN gnn
nHTepoerica B pexxume «general». Multicast-tpaduk nepepa-
eTCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBAHHbIM B 3aBUCK-
MOCTM OT NnapameTpa tagged. MapameTp tagged yKkasbiBaeT Ha
7O, 4to Multicast-TpadumK gonKeH OTNPaBAATLCA B NOPT TEMU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B Multicast
VLAN. TopT WCKAOYaeTcs M3 rpynn MHOroafpecHoMn pac-
cblnkun B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMNHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 137 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MoKasbiBaeT WHbOpMaLMIO 06 W3YYEHHBIX MHOrOaAPECHbIX
MapLUpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MokasbiBaeT MHopmauuto IGMP-snooping ons AaHHOTO UHTEp-
deiica.

show ip igmp snooping groups
[vlan vian_id]

MoKasbiBaeT MHPOpPMaLmio 06 M3yYeHHbIX MHOrOa4PEeCcHbIX rpyn-
nax, y4acTBYHOLIMX B TPYNMNOBOI paccbiike.

[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]
show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cooTBeTcTBUiA mexay VLAN obopyaosa-
HUA, YCTaHOBAEHHOro y nonv3osaTenda, u VLAN ana tenesewa-
HUA.

vlan_id: (1..4094)

[pumepbl 8b1N0AHEHUS KOMAHO

Brkntountb PpyHKumMo IGMP snooping Ha kommyTaTope. na VLAN 6 pa3pewnTb aBTOMaTUYECKOE pac-
Nno3HaBaHWe MOPTOB, K KOTOPbIM MOAK/OYEHbI MHOFO3ApPECHble MapLLPyTU3aTopbl. YBEINYUTL 3Ha-
YeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MaKCMManbHOE BpeMaA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 lMpaesuna 2pynnoeoii adpecayuu (multicast addressing)

[aHHbIM Knacc KomaHA npefHasHayeH ANA 3afaHWA NPasBuA FPynnosBoi agpecaumun B CETU Ha
KaHa/IbHOM U ceTeBOM YypoBHAX moaenn OSI.

KomaHObI pexcuma KoHguaypauyuu uHmepgpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm nutepdenca VLAN:
console (config-if) #

Tabnnua 138 — KomaHab! perkmuma KoHourypaumm nHtepdeiica VLAN

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

3a4aeT perum rpynnoson nepesaymn AaHHbIX.

- mac-group — MHOroagpecHasa nepeaaya, ocHoBaHHaa Ha VLAN un
MAC-agpecax;

- ipv4-group — mHoroagpecHas nepesaya c Tunom ¢puabTpaLmum, oc-
HOBaHHbIM Ha VLAN u agpece npuemMHuKa B popmarte |Pv4;

- ip-src-group — MHoOroazpecHaa nepegaya ¢ TMNOM GuabTpauUum,
ocHoBaHHbIM Ha VLAN u agpece otnpasuTens B popmare |Pv4.

-/mac-group

no bridge multicast mode YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
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bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

LOobasnsaet rpynnosoit MAC-aapec B Tabnvuy rpynnoeoi agpeca-
LUK U CTaTUYECKMN A06aBAAET UK yaanaeT uHTepdeicol U3 rpynnbi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHOM paccbinku;

- add — gpobaBnaeT cTaTMyecKyo NoANMUCKY K rpynnosomy MAC-aa-
pecy ananasoHa Ethernet-nopTos nan rpynn nopTos.

- remove — yganfaeT CTaTMYecKyto NoAnucKy K rpynnosomy MAC-aa-
pecy.

MepeuncneHne MHTepPdEncoB OCYLLLECTBAAETCA YEPES «—» U «,»

Ypansaet rpynnoeoit MAC-agpec ns Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/OYEHUE HACTPaNBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asneHune nopTa/NOPTOB B CMNCOK 3aMpPeLLEHHbIX;

- remove — yaaseHue nopta/nopToB U3 CNNCKA 3anpeLLeHHbIX. Me-
peuncneHne MHTePPENCcoB OCYLLECTBIAETCA YEPES «—» U &,»

Ypaanaet 3anpeuwatowee npasuao gna rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyanuio
nepesava Bcex
MHOrOaApecHbIX
MaKeToB 3anpeLLeHa.

PaspelsaeT nepesayy BCEX MHOrOaApeCHbIX MAaKeTOB Ha NopTy.
-add — go6aBnset nopTbl/06beagMHEHHbIE NOPTLI B CMMUCOK NMOPTOB,
AN KOTOPbIX pa3pelleHa nepesaya BCEX IPYNMNoBbIX NAKETOB;

- remove — y6upaeTt rpynny noptos/o6begMHEHHbIX NOPTOB U3 pas-
pelatoLlero npasua.

MepeuncneHve MHTEPGENCOB OCYLLLECTBAAETCA HEPES «—» U «,».

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymon4yaHuto noptam
He 3anpeLeHo
ANHAMUYECKN

npucoeanHATLEA K
MHOroaapecHom
rpynne.

3anpeLyaeTt NopTy AMHaMMUYECKM 006aBAATLCA K MHOTOaApecHoM
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK MOPTOB,
AN KOTOPbIX 3anpeLyeHa nepesaya Bcex rpynmoBbIX NaKeTos;

- remove — y6upaeT rpynny nopTos/o6begnHeHHbIX MOPTOB U3 3a-
npeLatoLLero npasuna.

MepeuncieHne NHTepHENCoB OCYLLECTBAACTCA YEPE3 «—» U &, ».

BoccTaHaBnvBaeT 3HaueHMe No YMOJTHAHWUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyer IP-agpec B Tabavue rpynmnoBoii agpecauuu u cTatu-
yecku gobasnset/yaanseT nHtepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobasnseT NopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbl.

Mepeuncnerne nHTepdeNcoB OCYLLECTBAAETCA Yepes «—» U «,».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.
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bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpelyaeT NOpTy ANMHAMMUYECKU [06aBAATLCA K MHOTOaApecHoM

rpynne.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — fo6asneHne NopTa/NoOPTOB K CAMUCKY 3anpeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNKUCKA 3aNpPeLLEHHbIX.

MepeuncneHve MHTepdeincoB OCYLLLECTBAAETCA Yepes «—» U «,»
Mpexxae 4yem onpegenuTb 3anpeuieHHble MNOPTHI,
rpynnbl MHOrOaApecHO PaccblIKU A0MKHbI 6bITb 3ape-
rMCTPUPOBaHbI.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-aapecom nosib3oBatens u
rpynnoBbIM agpecom B Tabavue rpynnoBoi agpecaLuu, u ctatnye-
cku gobasnaer/yaanaeT uHtepdencobl U3 rpynnbl.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoti IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpPTbl U3 Fpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBnAvBaeT 3anper Ha pobasieHue/yaaneHue COOTBETCTBUA
mexay IP-agpecom nosib3oBaTesns M rpynnoBbIM agpecom B Tab-
ivue rpynnoBoi agpecaumnn Ans onpeaeneHHoro nopra.

- ip_address — ncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — 3anpeT Ha gobaBneHune nopTa B rpynny mcxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaseHne nopTa M3 rpynnbl ucxogHoro IP-
agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipvé mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3apaeT pexum rpynnoBow nepegauu AaHHbIX Ansa IPv6-nakeTos
MHOF0aZpecHOM PacCbIKM.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHas Ha VLAN u
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNIOM GuabTPaL MK, oc-
HOBaHHbIM Ha VLAN u agpece npuemHuKa B popmare |Pv6;

- ip-src-group — MHoroagpecHasa nepegaya ¢ TMnom ¢ouabTpaLum,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens B popmare IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ibv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IPv6-aapec B Tabnuue rpynnosoi agpe-
caumu, 1 ctatuyeckn gobasnset/yaanset untepdeics! U3 rpynnel.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT nopTbl K rpynne;

- remove — yaanaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTEPdENCcoB OCYLLLECTBAAETCA YEPES «—» U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.
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bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/IOYEHWE HACTPaMBaEeMOro nNopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6aBneHne NopTa/NOPTOB B CUCOK 3aMNpPeLLEHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNKUCKA 3aNpPeLLEHHbIX.
MepeuncneHve MHTepdeincoB OCYLLLECTBAAETCA Yepes «—» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT cooTBeTCcTBUE mexay IPv6-agpecom nonb3osaTtena
W rpynnoBsbiM aZpecom B Tabauue rpynnoBoi agpecaumm, u ctatu-
yecku fobasnset/yaanaer uHTepoeicol U3 rpynmo.

- ipv6_address —vicxopHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NopTbl U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBnAvBaeT 3anper Ha pobasieHue/yaaneHue COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTensa v rpynnosbimM agpecom B Tab-
ivue rpynnoBoi agpecauun ans onpeseneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- add — 3anpeT Ha gobasneHne nNopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yAaneHne NopTa 13 rpynnbl UcxogHoro IPv6-
agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port |
twentyfivegigabitethernet twe port | hundredgigabitethernet
range {..}}

te port |

hu port | port-channel group |

console (config-if)#

tengigabitethernet

Tabnnuya 139 — KomaHab! perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaB/MBaeT NpaBuIo Nepesayn NakeTos C HE3aPErncTpupo-
BaHHbIX FPYNMNOBbIX afPecoB.

- forwarding — nepepaBaTtb He3aperncTpupoBaHHble MHOroag-
pecHble NaKeTbl;

- filtering — dunbTPOBaATL HE3APErUCTPUPOBAHHbBIE MHOTOAAPEC-
Hble NaKeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 140 — KomaHab! perkuma riobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/oTKAOYEHO

Bk/itoYaeT GuAbTPaLMIO rpynnoBbIX a4 pecos.

OTKAtoYaeT GMAbTPALLMIO FPYNNOBbIX a4Pecos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CEeKYHA,

3agaet Bpema xpaHeHua MAC-agpeca B Tabaumue rnobanbHo.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BKJ/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAOYNTL N3yveHmne MAC-agpecos B gaHHOm VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

[ob6asnsaet ncxoaHbln MAC-agpec B Tabaunuy rpynnosov agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXHO yAanuTb TONIbKO C
nomoLblo KoMaHAbl no bridge address;

- delete-on-reset — naHHbLIM agpec yganutca nocne nepesa-
rPY3KM yCTPOMCTBA;

- delete-on-timeout — gaHHbIM agpec yaanuTca no Takim-ayTy;
- secure — JaHHbIN agpec yAanuTCa TONbKO C MOMOLLbIO KO-
maHzabl no bridge address nnu nocne Bo3BpaleHs NopTa B pe-
UM 0byyeHua (no port security).

Ypanaer MAC-agpec 13 Tabauubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0xFFFFFFFFFF)

OnpepensieT geliicteue A8 NAKETOB MHOTOAAPECHOM PacCbIKM
C 3ape3epBMPOBAHHOIO agpeca.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — ™vn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatotcs B pexkmme bridge.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnuua 141 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTuyeckue/AvHamuyeckMe 3anucu M3 Tabauubl
rpynnoBoi agpecayum.

- dynamic — yaaneHve guHamuyeckux 3anucen;

- secure — yganeHune CTaTU4eCKMX 3anucei.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 142 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

] [address mac_address]

hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB AN ykasaHHOro nHtepderica
nmbo Bcex MHTepdencos.

- dynamic — npocMoTp TOIbKO AUHAaMUYECKUX 3anucen;

- static — NpoCcMOTpP TO/IbKO CTaTUYECKUX 3anuceit;

- secure — NPOCMOTP TO/IbKO 6e30MacHbIX 3anucei;

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN;

- mac-address — MAC-agpec.

[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

show mac address-table count

hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Moka3biBaeT KoanyecTBo 3anuceit B Tabanue MAC-agpecos gns
yKasaHHoro nHtepderica nmbo ana scex MHTepdencos.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabamLy rpynnoBbIX agpecos AN YKa3aHHOro MHTep-
deitca nnbo scex nHTepdericos VLAN (KomaHAaa AOCTYMHA TONbKO
AN NTPUBUNETMPOBAHHOIO NONb30BaTENS).

- vlan_id — wpeHTUdMKaunoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-agpec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmotp no MAC-agpecam;

- ipv4_source_address — IPv4-aapec UCTOYHMKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address]

ipv6_source_address] [all |
mac | ip]

[source ipv4_source_address |

vlan_id: (1..4094)

MoKa3sblBaeT TabanLy CTaTUYECKMX FPynnoBbIX aAPEecoB ANA YKa-
3aHHOro UHTepdelica 1Mbo Bcex MHTepdeiicos VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHWUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHOM Tabanupl.
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show bridge multicast filtering MoKasbiBaeT KOHOUrypaumo ¢uabTpa rpynrnosbIX aapecosB gns
vlan_id vlan_id: (1..4094) yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN.

MoKa3biBaeT KOHUrypaumio GuabTpa ANA HEe3aperucTpuMpoBaH-
HbIX FPYNMOBbIX a4 PECOB.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

te_port |

ventvfivegigabi (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1.8/0/1.32);
we_port | roup: (1..128);
hundredgigabitethernet group: {1.. ’

hu_port | port-channel group] vlan_id: (1..4094)

show bridge multicast mode MoKa3bIBaET pekMm rpynnoBoi agpecaunn gas yKasaHHOro WMH-
[vlan vian_id] vlan_id: (1..4094) Tepdelica nmbo Bcex nHTepdeiicos VLAN.

- vlan_id — vaeHTUdUKaLMOHHBI Homep VLAN.
show bridge multicast OTobparkaeT npaBuia, yCTaHOB/IEHHbIE A/1A FPYMNOBbIX 3ape3ep-
reserved-addresses ) BMPOBAHHbIX aAPECOB.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAHOUYUTb GMUABbTPALIUIO TPYNMNOBbLIX aAPECOB KOMMYTAaTOPOM. 3aaaTb Bpemsa xpaHeHns MAC-aa-
peca 400 ceKyHA, pa3pewwmnTb nepegady He3apermcTPMpPOBaAHHbIX MHOFOA4PECHbIX NaKeToB Ha 11
NopTy KOMMyTaTOopa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

— e~~~

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.13012.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.17.3 MLD Snooping — npomoKosa KOHMponAsa MHo2o0adpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroagpecHOM PacCbiIKM  COOOLWEHN, NO3BONAIOLNI
MWHUMM3MPOBATb MHOTOa4PECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabnuua 143 — KomaHapb! rnobanbHOro pexmma KoHgurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIKIOYEHO

Bkntouaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-agpec B Tabsuvue rpynnoBoi agpe-
caumu u ctaTvyeckn pobasnset/yganaet uHtepdelicsl U3 rpynnbi
ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-aapec;

MepeuncneHne nHTepHENCoB OCYLLECTBAAETCA YEPes «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[ob6asnaeT npaBuno, 3anpeLLatolee NOpTam U3 CNUCKa pernctpu-
poBaTtbcA Kak MLD-mrouter.

Yaanaet npasuno, 3anpellatolLee noptam 13 CNmncka perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKNIOYEHO

M3y4yaTb nopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyaTtb nopTbl, NOoAKAOYEHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

,El,o6a BNAET CMMUCOK mrouter-nopTos.
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no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha TekyLuei
VLAN.

OTkntounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkywei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIKNOYEHO

BkntouvaeT nogaeprKKy Bblgaum 3anpocos igmp-query.

OTKAKOYaeT NOALEPHKKY BblAAYM 3aNpocoB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnsl nopmos, uHmepgeuca VLAN

Bug 3anpoca KOMaHAHOW CTPOKU B pexume KoHodurypaumm mnHtepdenca Ethernet, nHtepdeiica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnuvua 144 — KomaHapl pexxnma KoHourypaumm nHtepodeiica (gnanasoHa nntepdericos) Ethernet, nHtep-
denca rpynnbl nopTtos, nHTepdenca VLAN

last-member-query-count

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuro

ipvé mid 3a43eT MaKCMMasibHYl0 33JEep)KKy OTBeTa nocnefHero 4sieHa
last-member-query-interval interval: rpynnbl, KOTOpasa MCNOAb3YeTCa A/A BblYMCNEHUA KOAA MAKCU-
interval (100..25500)/1000 MasibHOM 3a4epKn oteeTa (Max Response Code).
no ipvé mid MWUNNNCEKYHA, BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
last-member-query-interval
ipvé mid YcTaHaBAMBaET KOJIMYECTBO 3aMpOCOB, NOCAE PACCbIIKM KOTOPbIX,
last-member-query-count (1..7)/3Hauenne KOMMYTATOp OonpeaenseT, YTo Ha AaHHOM MOPTY HET KeNatoLwmx
count nepemeHHoi y4acTBOBATb B MHOTrOaApecHoOM paccbliike.
no ipvé mid robustness YcTaHaBAMBaeT 3HaYeHWeE MO YMOYAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CEeKYHA,

3afaeT MHTepBan PaccblIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

no ipv6 mld robustness

ipvé6 mid 3aflaeT MaKCMMabHYHO 3aZleprKKy OTBETA, KOTOPas UCMOb3yeTcs

query-max-response-time ON1R BbIMUCNIEHMNIA KOLA MAaKCMMabHOW 3aePKMN oTBeTa.

value value: (5..20)/10

- CEeKyHA

no ipv6 mid BoccTaHaB/IMBaAET 3HaYeHWe Mo YMONYAHUIO.

query-max-response-time

ipvé mld robustness value YcTaHaBAMBaeT 3HauyeHMe KoadpPpuumeHTa OTKa3oyCTOMUYMBOCTY.
Ecnu Ha KaHane HabnogaeTca NoTeps AaHHbIX, KO3PDULMEHT OT-

value: (1..7)/2

Ka30yCTOﬁHMBOCTM AO0N1XKeH 6bITb yBeNUYEH.

BoccTaHaBivBaeT 3HavyeHMe No YMOTHAHWUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBAMBaAET BepCMIo MPOTOKONA, AEUCTBYIOWYIO Ha AaHHOM
nHTEpdelice.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 145 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ipv6 mid snooping
groups [vlan vian_id] [address
ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTob6parkaeT MHGOPMALMIO O 3aPErnCTPUPOBAHHDBIX FPynnax B Co-
OTBETCTBMM C 3a4aHHbIMM B KOMaHAe napameTpamm GuabTpaLmu.
- ipv6_multicast_address — rpynnoBoit agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHMKA.

show ipv6 mild snooping
interface vian_id

vlan_id: (1..4094)

Otobparkaet nHdopmaumio o KoHoburypauum MLD-snooping ans
paHHoM VLAN.

show ipv6 mild snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6paskaeT MHPopMaLMio 0 mrouter-noprax.

5.17.4 ®yHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbsytotca gna yaobHOM HACTPOMKM OrpaHUYeHus
NPOCMOTpPA ONpeAeneHHbIX FPynn MHOr0aApPEeCHOM PAcCbINKM.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnunua 146 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
C“MBO/IOB

Mepexon, B pexxum KoHdurypaumm multicast-npodunsa.

YaanuTb yKasaHHbI multicast-npodpuneb.
Multicast-npodpunb moxkeT 6bITb yAaneH ToNbKo no-
. cne Toro, Kak 6y eT oTBA3aH OT BCeX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm multicast-npodunsa:

console (config-mc-profile) #

Tabnunua 147 — KomaHabl pexkuma KoHourypauum multicast-npoduns

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4YaHuo

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BaangHbin mul-
ticast-agpec;
high_ip: BanuaHbIi mul-

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanser cooTBeTcTBMe Npoduns ykasaHHOMY AmanasoHy |Pv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHbiii IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BannaHbil IPv6 | 3amaeT cooTeeTcTBME NPOdUNA YKa3aHHOMY Anana3oHy IPve mul-
[high_ipvé] multicast-agpec; ticast-agpecos.

Ypansaetr cooTBeTcTBME Npoduns yKasaHHOMY AmanasoHy IPve
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBETCTBMA OAHOMY W3 33JaHHbIX AMANa3oHOB,
IGMP-report 6yayT nponycKkaTbcs.

B cnyyae HecooTBETCTBUA OAHOMY U3 33faHHbIX AMaNasoHOB,
IGMP-report 6yayTt oTbpacbiBaTbCA.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknuma KoHpUrypaumnm nHtepdeiica:
console (config-if) #

Tabnunua 148 — KomaHabl perkuma KoHourypaumm nHtepdelica (amanasoHa nHtepdeicos) Ethernet

3HayeHue/3Ha4yeHue "
Komanoda / Aelicmesue
no ymon4aHuro
multicast snooping max- OrpaHMuMBaeT KOAMYEeCTBO O4HOBPEMEHHO MpocMaTpuBae-
roups number MbIx multicast-rpynn gna nHtepdeiica.
group - - number (1..1000)/- pynn A pd
no multicast snooping CHMMaeT orpaHuyeHne Ha KOIMYecTBO OAHOBPEMEHHO Mpo-
maxgroups CcMaTpUBaeMmbIX rpynn ansa uHTepoetrica.
multicast snooping add MpuBA3bIBaET yKazaHHbIN multicast-npodunb kK MHTepdeicy.
profille_name profile name: (1..32)
multicast snooping remove CMMBO/I0B Ypanaer cootBercTBue multicast-npoduna (eBcex multicast-
{profille_name | all} npodunein) untepoericy.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 149 — KomaHabl pexkmma EXEC
3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
show multicast snooping OTo6parkaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKYLLEM KO-
groups count - MYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOe BO3MOXXHOE KO/IMYECTBO.
show multicast snooping profile name: (1..32) OtobparkaeT MHPopmaumio o multicast-npodunsax, KoTopble
profile [profille_name] CMMBONOB 6bINN CKOHOUIYPUPOBAHDI.

5.17.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHW3M No3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. [na obecneyeHns HaZeXHOCTU U pacrnpefeneHus Harpyskm MOMKeT MCNoJ/ib30BaTbCA
HeckonibKo RADIUS-cepsepoB. Bbibop cepBepa 418 OTNPaBKM o4yepenHOro 3anpoca aBTopu3auum
NPOUCXOAMUT CnyvaiHbIM obpasom. Ecam cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHOo Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me Ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTCA Ha
cnepytowmnii cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aZl@aHHOrO Nep1oaa BpeMeHMU. ITO NO3BOJISIET YCKOPUTL MOBTOPHYHO 06paboTKy IGMP-3anpocos.

MapameTpbl aBTOPU3aLMK BKIKOYAIOT B CeBA:

=  MAC-agpec KAIMeHTCKOro yCTPOICTBa;
=  NpeHTUdUKaTop NopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHune o goctyne — deny/permit.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmposaHma:

console (confiqg) #

Tabnunuya 150 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

no ip igmp snooping authori-
zation cache-timeout

timeout: (0..10000)
MuH/0

YcTaHaBNMBaeT BPEMA XM3HM B Kawe. Ecin 3HauyeHue
PaBHO HY/IIO — OTCYET BPEMEHW M3HM OTK/IIOYEH (3anuch
He yAaNserca co BpemeHem).

YCcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KOHOUIYpPUpPoBaHUA MHTepdeica:

console (config-if)#

Tabanua 151 — KomaHabl pexxnma KoHpurypmuposaHua nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
authorization radius

Bkntouaet aBtopusauuio 4vepes RADIUS-cepsep. Ecam
YKasaH napameTp required, To B cnyvyae HegOCTYMHOCTH

no multicast snooping
authorization forwarding-first

[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotnsHom cnyyae |IGMP-3anpoc 6yaetr obpaboTaH
[OaXe Npu OTCYTCTBMM OTBETa cepBepa.
no multicast snooping OTK/ItoYEeHMe aBTOpU3aLUM.
authorization
. A BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
multicast snooping
R . . Ha nopty ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
authorization forwarding-first
OTBETa OT CepBepa B C/yyae MOJIOXKUTENIbHOTO OTBeTa
nognucKka ocTaeTca, B C/ly4yae OTPULATENbHOMO —
-/OTKAOYEHO

yAansetcs, ecav AONONAHUTENbHO HacTpoeHa dyHKUMA ip
igmp snooping immediate-leave.

BoccTaHaBnvBaeT 3HavyeHMe No YMOIYAHMUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOALKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 152 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
Ecnn B KOMaHAe yKasaH uHTepdeic — To oTobparkatotea
TONbKO Te Trpynnbl, KOTOpble 3aperncTpupoBaHbl Ha
yKasaHHOM nHTepdelice.
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twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

OumLLaeT K3l aBTOpU3aL M.

Ecnam B KOmaHae yKasaH uHTepdeiic — Kaww-3anucu
0YMLLAOTCA ANA YKa3aHHOro nHTepdelica.

Ecnun nHtepdeic He yKaszaH — K3l 0YMLLAETCA NOHOCTLIO.

clear ip igmp snooping au-
thorization-cache
[interface gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);

te_port |

- . twe_port: (1..8/0/1..120);
twentyfivegigabitethernet - ]
twe_port | hu_port: (1..8/0/1..32)
hundredgigabitethernet
hu_port]

5.18 MapuwpyTtnsauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoTOKoN MHOroagapecHoi mapLupyTmsaumm ans IP-ceteit, co3aaHHbIN Ans pelleHns npobaem
rpynnoson mapuupytmsaumu. PIM 6a3upyeTtca Ha TpaAULMOHHbBIX MapLUPYTHbIX NPOTOKoAax (Hanpumep,
Border Gateway Protocol), Bmecto Toro, ytobbl co3gasaTb COBCTBEHHYIO ceTeBylo TonoJsioruio. PIM
Mcnonb3yet unicast-tabauuy MaplpytusaumMm Ans nposepku RPF. DTa npoBepKa BbiNOAHAETCA
MapLLpyTU3aTopamu, 4tobbl yb6eanTbes, YTo nepesadya MHOroaapecHoro TpaduKka BbIMOAHAETCA NO NyTH
6e3 netens.

RP (rendezvous point) — Touyka paHAEeBY, Ha KOTOpPoOW 6yayT PerncTpyMpoBaTbCA MCTOYHWUKM
MHOTroaApecHbIX MOTOKOB 1 CO34aBaTbh MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHnsm cbopa nHbopmauum o RP KaHgmaaTax, opMMpoBaHUM CIMUCKa
RP 4ons KaXKaoW MHOroaApecHoi rpynnbl M OTMpaBKa CNMCKa B npegenax gomeHa. KoHowurypauwma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 153 — KomaHabl perknma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuo

KomaHda

BKAOYMTb MHOroaApecHyo mapLlpytmsauunto, npotokon PIM Ha
BCeX MHTepdeiicax.

ip multicast-routing pim
-/To ymon4aHuio

byHKUMA BbIKNIOYEHA

no ip multicast-routing pim

OTKNHOUYUTE MHOTOAAPECHYHO MapLLPYTU3aLMIO U NPOTOKOoA PIM.

ipvé multicast-routing pim

no ipv6 multicast-routing pim

-/To ymon4aHuio
DYHKLMA BbIKIOYEHA

Bkatountb gna IPvé MHOroaapecHyto mapLupyTusauuto, NpoToKo
PIM Ha Bcex nHTepdeiicax.

OTKAIOYNTL AN IPv6 MHOroagpecHyo MapLupyTU3aLmio U NpoTo-
Kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOWCTBO KaK KaHamaaTa B BSR (bootstrap router).
- ip_address — BanngHbin IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.

OTKNKOYEHMEe JaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHbivi IPv6-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopuTer.
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no ipv6 pim bsr-candidate

OTKNtOYEHMEe faHHOro NapameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKAOUUTL MapLUpYTU3aLMIO 334aHHOO AMana3oHa My/bTUKACT-
HbIX rpynn B pexume PIM-DM.
- multicast_subnet — mHoroaapecHas noacetb;
- default — onpegnenset ananasoH B 224.0.1.0/24.
KomaHAy MOXHO BBeCTU HECKO/IbKO pas, 3a4aB He-
V CKOJ/IbKO iUaNa3oHoB.

OTKNIOUNUTD AaHHBIW NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet]

no ip pim rp-address
unicast_address
[multicast_subnet]

Co3paHune ctatuyeckoit Rendezvous Point (RP), aonosnHuTensHo
MOHO YKa3aTb MHOroaApecHyto NoaceTb Aaa aaHHoM RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroapecHas noaceTb.

YpaneHue ctatuyeckoit RP unun yapanenune RP gna ykasaHHom nog-
ceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3paHue cTaTuyeckoi Rendezvous Point (RP), gononHuTeNbHO
MOHO YKa3aTb MHOTOaApecHyto NoAceTb A1 AaHHOMU RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHasa noaceTb.

YpnaneHue ctatuyeckolt RP unu yganenue RP ans ykasaHHou nog-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

acc_list: (0..32)
cmBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3pgaHune KaHguaata ansa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcoK MHOroafpecHbix npeduKcoB, 3a4aBaembli C
nomolupbto ctaHaapTHoro ACL;

- priority — NpUOPUTETHOCTb KaHAMAATa;

- secs — nepuog oTNPaBKM CoobLWEHUN.

no ip pim rp-candidate ceryra OTKNOYEeHME JaHHOTo NapameTpa.

unicast_address

ipv6 pim rp-candidate Co3pgaHune KaHguaata ansa Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;

[group-list acc_list] [priority accc_::f:;((gjz) - acc_list — cnMCOK MHOroaAapecHbiX NpeduKcoB, 3a4aBaemMblii C

priority] [interval secs]

priority: (0..192)/192;
secs: (1..16383)/60

nomoubto ctaHaaptHoro ACL;
- priority — npUoOpUTETHOCTb KaHAMAATa;
- secs — nepuog, oTnpaBKu COOBLLEHUIA.

. . . CeKyHA,

no ipv6 pim rp-candidate OTKNtOYEHMe aHHOro NapameTpa.
ibv6_unicast_address
ip pim ssm {range YKa3aTb MHOroaZpecHyto noacetb
multicast_subnet | default} - range — yKa3aTb MHOroaApecHyto NoAaceTb;

- multicast_subnet — MHOroaapecHas NoAcCeTb;

. - default — ykasatb ananason 8 232.0.0.0/8.

no ip pim ssm [range OTKNtOYEHMe 4aHHOro NapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOrOaApecHyo NoaceTb
ipv6_multicast_subnet | - range — yKasaTb MHOrOaApecHyo NoaceTb;
default} i - ipv6_multicast_subnet — mHOroaapecHan NoaceTb;

- default — ykasatb ananason B FF3E::/32.
no ipv6 pim ssm [range OTKNtOYEHMe aHHOro NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKNtOUNTL paclumpeHHbIi pyHKUMoHan rendezvous point (RP).

-/BKNIOYEHO

no ipv6 pim rp-embedded

OTKNOYNUTL pacluMpeHHbIi yHKUMOoHan rendezvous point (RP).
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BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B cTOpoHy gocTyn-
HbIX RP.

- group-paths-num — meTtos 6anaHCMPOBKK, NPU KOTOPOM
xew GyHKUMA, NoACYMTaHHAA HAa OCHOBE afpeca rpynnol, Ae-
nntea no moaynto Ha N, rae N — KonmyecTso AocTynHbix RP.

ip multicast multipath {group-
paths-num | group-next-hop}

BbiweyKasaHHbIi meTog Heo6XoaAum ANA KOPPEKTHOIA
l pabotbl 6anaHcUpoBKMU npu MUCNoNb30BaHUN
- EVPN/VXLAN. Ha npakTuKe OH NPUBOAUT K KCUHXPOHMU-
3auuu» VTEP u BbiGopy ogHoro u Toro ke RP gns ot-
npaBKu TpadMKa KOHKPETHO rpynnbl.

-/BbIK/IIOYEHO

- group-next-hop — meTog 6an1aHCMPOBKK, NPU KOTOPOM NOA-
cyeT xew ¢yHKUMKM BasmpyeTca Ha agpece rpynmnbl U agpece
next-hop.

Mo ymonuyaHuio B cnyyae Hanuumsa B Tabauue mappyt-
! Tn3auum 6onee ogHoro mapuwpyta ao RP, PIM Join ot-
npasasneTca B cTOpoHy PIM cocepa ¢ Hanbonbwum IP.

no ip multicast multipath YcTaHaBMBaET 3HaYEHWE N0 YMOMYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, VLAN, epynnel nopmos

Bupg 3anpoca KOMaHAHOM CTPOKU:
console (config-if)#

Tabnnuya 154 — KomaHabl pexkmma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbl nopTos

3Ha4yeHue/ 3Ha4yeHue

KomaHda Aeiicmeue
no ymoa4aHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepodelice.

— - -/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepdevice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.

— -/OTK/IIOYEHO
no ip pim bsr-border OTKAKOYeHWe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHwue npuopuTeta aaa Bbibopa DR-poyTepa.

orit - priority — npuoputeT DR-poyTepa onpeLenstowmii, KTo U3 Kom-
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

myTaTopoB ctaHeT DR-poyTepom. KommyTatop ¢ HanbosblimMm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHne No YMOAYaHMUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalyaeT 3HayeHue no YMOANYaHULO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb MHTepBas, B Te4eHNe KOTOPOro KOMMYTaTop OTCbinaeTt
join nnu prune-coobuieHuns.
- interval — nepvog, BpemeHu OTNPaBKK join, prune coobLLeHWA.

- - CeRYHA,
no ip (ipv6) pim Bo3sBpaluaeT 3Ha4YeHWe No YMOYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter Punbtpauma exoaawmx PIM-coobLueHnit.
acc_list acc_list: (0..32) - acc_list — cnMcoK aapecos, Ha OCHOBE KOTOPbIX NPOM3BOAMUTCA
cMMBONa dunbTpaumA.

no ip (ipv6) pim neighbor-filter

OTKNlOYeHMe AaHHOTo napameTtpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BK/IlOUMTbL CTaTMUECKUiA 3anpoc multicast-rpynnbl Ha uHTep-
deiice.

- group_address — IP-agpec rpynnbi;

- source_addr — |P-agpec UCTOYHMKA rpynnbl.

’ Ha uHtepdeiice aomxeH 6biTb BKAKOYEH PIM.
.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 155 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OTobparkaeT akTMBHble RP, cBA3aHHble C MapLpyTHOW nHbopma-
umen.
- RP_addr — IP-apgpec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OTobparkaeT MHdopmaumio o PIM-coceanx.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).

OT1obparkaeT MHdopmaumio no PIM-uHTepdeicam:
- state-on — oTobparkaeT Bce MHTepdeiicol, rae BrAYeH PIM;
- state-off — oTo6parkaeT Bce nHTepdelicol, rae BoikatoueH PIM.

on | state-off]

OTo6parkaeT TabauLy NPUBA3KM MHOTOaAPECHbIX rpynn.
- group-address — aapec rpynnbl.

show ip (ipv6) pim group-map
[group_address]

show ip (ipv6) pim counters - OTobparkaeTt cogepkmmoe PIM-cyeTynkos.

show ip (ipv6) pim bsr election - OTobparkaeT nHdopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache - OTobparkaeT MHPOPMALLMIO O U3yHEHHbIX KaHauAaTax B RP.

show ip (ipv6) pim bsr OtobparkaeT cocTosHne KaHaMaaTos B RP.

candidate-rp

clear ip (ipv6) pim counters - O6HynseT PIM-cyeTumKku.

[Mpumep UCnoab308aHUS KOMAHO

= Bas3oBas HacTpoiiKka PIM SM c ctatuyeckum RP (1.1.1.1). NpeasapuUTenbHO A0MKEH BbITb HACTPOEH
NPOTOKO/ MapLIpyTM3aLMK.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 dyHkyua PIM Snooping

®yHKumA PIM Snooping ncnonb3yeTca B ceTAX, rAe KOMMYTATOpP UCNOAHAET ponb L2-ycTpoicTea
mexay PIM-mapupyTtmusatopamm.

OcHoBHoW 3agayeit PIM Snooping siBnseTca npenocTaBaeHne MHOroagpecHoro Tpadumka ToNbKo
0151 TeX MOPTOB, C KOTopbIx bbinn noaydyeH PIM Join, PIM Register.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (confiqg) #

Tabnnua 156 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HaueHue/3HauveHue "
KomaHoa / Hleilicmesue
no ymos14aHuro
ip pim snooping PaspewwnTb ucnonbsosaHune GpyHKUmMm PIM Snooping KommyTaTo-
—/BbIKNOYEHO pom.
no ip pim snooping 3anpeTuTb UCNONb30BaHME GYHKLUK
ip pim snooping vlan PaspewunTb ncnonbsoaHune ¢yHKUMM PIM Snooping KommyTaTo-
vlan_id pom gns gaHHoro uHtepdeiica VLAN.
vlan_id: (1..4094) vlan_id — naeHTMPUKaAUMOHHBI Homep VLAN.
no ip pim snooping vlan 3anpeTuTb McnonbzoBaHne ¢yHKUMKM PIM Snooping KommyTaTo-
vlan_id pom gns gaHHoro uHtepdeiica VLAN.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#
Tabnunua 157 — KomaHab! pexkuma EXEC
3Ha4yeHue/3HayeHue "
KomaHoa / Aeilicmeue
Mo ymMon4aHuio
show ip pim snooping — MoKa3aTb 061yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan MoKasaTb CTaTUCTUKY KOHTPOIA MHOroagpecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id AaHHowm vian.
show ip pim snooping groups — lMokasaTb CMMCOK 3aperncTpMpoBaHHbIX rpynmn.
sh ip pim snooping neighbors - MoKasaTb CNMUCOK 3aperncTPMpPOBaHHbIX Y4aCcTHUKOB PIM.
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5.18.3 NMpomokon MSDP

MpoToKon O6HapyXeHUa UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) ucnonbsyetca ans
obmeHa MHPopmaumeint 06 nctodHnkax Multicast-tpadmka mexgy pasHoimu PIM-gomeHamm. MSDP-
coeanHeHne 0bbIYHO yCcTaHaBAMBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoli KoHUrypaumum:
console (config) #

Tabanuya 158 — KomaHgb! pexruma rnobanbHoi KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no ymoa4aHuro
router msdp Bkntountb npoTokon MSDP 1 nepeiiTn B peXXMm ero KoH-
burypaumm.
no router msdp OcTaHoBUTb NpoToKoN MSDP 1 yaanutb BCO ero KOHUry-
paumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:
console (config-msdp) #

Tabnnua 159 — KomaHabl pexruma KoHpurypauum npotokona MSDP

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no ymon4aHuro
connect-source ip_address HasHauutb IP-agpec, KoTopbli ByaeT MCNonb3oBaH B KayecTse
-/IP-agpec He Ha3HauyeH | WCxoAaALlero npu coegiHeHun ¢ MSDP-nupom.
no connect-source YCTaHOBUTb 3HaYEHME MO YMOIYAHMUIO.
cache-sa-holdtime secs secs: (150..3600)/150 | YcraHOBWUTb Bpema xusHu SA-3anucu B KaLue.
no cache-sa-holdtime CeK YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.
holdtime secs YcTaHoBWTbL Taimep holdtime. Ecnv B TeueHue 3Ttoro Bpe-
MeHW He byaeT npuHATo keepalive-coobuieHne, To coeau-
secs: (3..150)/75 cek HeHWe c coceaom cbpacbiBaeTca.
no holdtime YCTaHOBWTb 3HAYEHUE NO YMONYAHMIO.
keepalive secs YCTaHOBUTb WHTEpBan Mexay oTtnpasBkoi keepalive-
secs: (1..60)/30 cek coobLweHu.
no keepalive YCTaHOBUTb 3HAYEHUE NO YMONYAHMIO.
originator-ip ip_address HasHauuTb IP-agpec, ncnonbayemolt B KayecTse agpeca RP
-/IP-agpec He Ha3Ha4yeH | B NCXOAALINX coobuieHuax SA.
no originator-ip YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
peer ip_address [Oo6aBuTb B KOHUrypaunto MSDP-nnp 1 BOITU B pemMm
— ero KoHpUrypauum.
no peer ip_address Yaanute MSDP-nnp.
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KomaHObI pexcuma KoHguzypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunuya 160 — KomaHabl pexuma KoHpurypauum MSDP-nmpa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-
yeH

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse Uc-
xogAauwero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBWUTb 3HaUEHME MO YMONYAHUIO.

description text

no description

text: (1..160) cumBona

3apaTb onncaHne MSDP-nupa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

LOob6asutb cocega K MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb Npasuno uabTpaumm SA-coobLLEeHNI:

- permit — paspewatouiee npasuao GuUbTPaLmm;

- deny — 3anpeuatouiee npasmno GuUAbTPaLmUu;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmka Multicast-
Tpaduka.

YaanseT co3faHHyo CEeKLMIo NpaBuaa.

shutdown

no shutdown

—/BbIKAOYEHO

AZMUHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
NnAa ero KoHoUrypauuu.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 161 — Komanapl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip msdp peers [ ip_addr]

MokasaTb MHGOPMALMIO O HACTPOEHHbIX MUpPax, cTaTyce coeam-
HeHWA, HacTPOMKax NMPOB, a TaKKe CTaTUCTUKY obMeHa cooblue-
HUAMKM npoTokona MSDP

- ip_addr — IP-appec nupa.

show ip msdp source-active

MNMoKa3aTb cogepkmmoe Kawwa SA.

show ip msdp summary

MokasaTb cymmapHyto nHbopmaumto npotokona MSDP.

clear ip msdp counters

OBHYNUTb CUETUYMKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTb coegnHeHusa ¢ MSDP-nnpamu
- ip_addr — |P-agpec nupa.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

177




HELTEX

5.18.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtmnsaumm IGMP  Proxy npepgHasHadeHa QAna peanusaumu
YNPOLLEHHOW MapLpyTM3aLMM MHOFOALPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMoin Ha OCHOBaHUMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAslwMecs B OAHOM CETU C cepBepom
MHOT0a4pPECHON PaCcCbIIKN, UMEIOT BO3MOXKHOCTb MOAKA0YATLCA K MHOTOAZAPECHbIM Fpynnam.

MapLwpyTmsauma ocywecTBAseTcs MexKay WHTepdelicom BblwecTtoAwen cetn  (uplink) w
nHTepdelricamm Hukectoawmx cetei (downlink). Mpu atom Ha uplink-uHTEpdeice KommyTaTop BeaeT cebs
Kak 0bblYHbIN MosyyYaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyetr cobcreeHHble
coobuweHnsa npotokona IGMP. Ha mnHTepdeicax downlink KommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOroaapecHoO paccblaikm 1 obpabaTbiBaeT coobueHUA NpoTokosa IGMP oT ycTpoiCcTB, NOAKAOYEHHbIX K
3TUM NHTepdemcam.

V‘ KonuuectBo noaaepKuBaembix rpynn MHOroaapecHoi paccbiiku npotokonom IGMP Proxy
YyKa3aHo B Tabauue 9.

V IGMP Proxy nogaep»usaet go 512 downlink-unrepdeiicos.

V‘ OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNbKO 0AUH UHTepdelic BbillecToALLel ceTH;

- Npu ucnonb3osaHuu Bepcumn V3 npotokona IGMP Ha uHTepdeicax K HUXKecToALein ceTu,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 162 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip multicast-routing PaspewaeT paboTy mapLupyTU3aLMmM MHOFOALPECHbIX AaHHbIX HA
igmp-proxy -/MNo ymonyaHnuio CKOHPUIypUpOBaHHbIX MHTepdecax.
no ip multicast-routing bYHKUMA BbIKNIOYEHA 3anpeuwaeT paboTy MapLwpyTM3aLMmM MHOTOa4PECHbIX AaHHbIX Ha
CKOHPUIYpUpPOBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexmme KoHourypaumm wuHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 163 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHourypupyembiit nHtepdeiic asnaetTca MHTepdencom K HuKe-
cToAwen cetn. KomaHaa HasHavaeT ceA3aHHbIM uplink-nHtepdeiic,
YYaCTBYIOLWMIA B MapLIPyTM3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAtOuMTb 3almTy no HUcxoaawemy nHtepdeicy. IPv4 multicast-
Tpaduk, nocTynatowmii Ha uHTepdelic, He ByaeT NnepeHanpaseH.

OTKNOYUTD 3aLLMTY NO HUCXOAALWEMY MHTepdeNcy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKAtounTb cTaTMyeckuin 3anpoc multicast-rpynnbl Ha WHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

' Ha untepdeiice aonkeH 6biTb BKAoueH IGMP Proxy.
.

BbIK/MOYMTb CTaTUYECKMiM 3anpoc multicast-rpynnbl.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 164 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show ip mroute
[ip_multicast_address
[in_address]] [summary]

KomaHaa npegHasHayeHa 418 NPoCMOTPa CNMCKOB MHOroaapec-
HbIX rpynn. BoamoxeH BbIGOp rpynn no agpecy rpynmnbl UK NO
aZlpecy UCTOYHMKA MHOTOAZPECHbIX AAHHbIX.

- ip_multicast_address — |IP-agpec rpynnbi;

- ip_address — IP-agpec UCTOYHMKA;

- summary — KpaTKoe COAep}KaHWe KaxaoW 3anmcy B MHOroaga-
pecHol Tabanue mapLupyTMsaumu.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

hu_port: (1..8/0/1..32);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128);
vlan_id: (1..4094)

NHbopmaumsa o ctatyce IGMP-proxy NpUMmMeHUTENbHO K UHTep-
deicam.

[Mpumepbl 8bINOAHEHUA KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
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SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream -
vlan30 downstream default

5.19 ®yHKUMM ynpaBaeHusA

5.19.1 MexaHu3zm AAA

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAbL3YEeTCA MexaHusm AAA  (ayTeHTUdUKaLms,

aBTOpM3aLMA, yUeT).

— Authentication (ayTeHTUduMKauma) — conocTasieHMe 3anpoca CyLLECTBYIOLWEN YUETHOM 3a-
nucu B cucteme 6e30nacHoOCTM.

— Authorization (aBTopu3auma, NpoBepKa YpoBHA A0CTyNa) — COMOCTaB/eHne YYETHOMN 3anuncu
B cucTeMe (npolweaweit ayTeHTUdUKaLMIO) M onpeaenEHHbIX MOAHOMOYUA.

— Accounting (y4€T) — cnekeHue 3a noTpebieHnem pecypcoB no/ib3oBaTesIeM.

Ons wudpoBaHUA AaHHbIX UCNONb3YeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHo KOHPUrypaLmm:

console (config) #

Tabnuua 165 — KomaHabl pexknma rnobanbHoN KoOHPUrypawmm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

aaa authentication login
{authorization | default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymonuaHuio
OCYLLLeCTBAAETCA MPOBEpPKa
no IoKanbHo 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAvBaeT cnocob ayteHTUdUKaLMm A BXOAa B CUCTEMY.
- authorization - paspellaeT NPOXOXKAEHME aBTOPU3aALLUM MO
OMNUCaHHbIM HUXE MeTo4aM;
- default — ncnonb3oBatb ANA ayTEHTUOUKALMM OMNUCAHHbIE
HUKe MeTozbl;
- list_name — nms cnucka ayTeHTUOUKALMOHHbBIX METOA,0B, aKTU-
BM3UPYIOLLErocs, KOoraa No/sb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAPOb ANA ayTeHTUPUKaUUK;
- line —ncnonb3oBaTb NapoONb TEPMUHANA ANA ayTeHTUGUKaLUK;
- local — vcnonb3oBaTb NOKanbHYytO 6a3y MMeH nosb3oBaTesnei
ANA ayTeHTudUKaLmu;
- none — He UCMNO/Ib30BATb AayTEHTUDMKALMIO;
- radius — vcnonb3osaTb cnmucok RADIUS-cepBepoB ans ayTeHTH-
duKaumu;
- tacacs — ncnonb3osatb cnncok TACACS cepBepoB AnA ayTeHTU-
duKaumm.

V Echn metop ayteHTMdUKaUUKU He omnpepeneH, To

AOCTYN K KOHCOMM BCeraa ycnewHbii.

V Co3paHue CMUCKA OCYLLEeCTBNAETCA KOMaHA0M:
aaa authentication login list_name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name

Bo u3bexkaHue notepu A0OCTyna cneayetr BBOAUTH
HeobXxoAuMbIA MUHUMYM HACTPOEK ANSA YKa3blBa-
eMOoro meToga ayTeHTMdMKauuu.

L
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no aaa authentication login
{default | list_name}

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymon4aHuio
OCYLLLECTBAAETCA NMPOBEPKa
no fIoKanbHo 6ase
AaHHbIX (aaa
authentication enable
authorization default

YcTaHaBnMBaeT cnocob ayTeHTUOMKALMM NpPU  MOBbILEHUM
YPOBHA NPUBUErUiA ANA BXOAA B CUCTEMY.

- authorization - paspeLuaeT NPOXOXKAeHWe aBTOPU3aLLMM NO
OMUCaHHbIM HUXKEe MeTofaM;

- default — ucnonbsoBatb AnA ayTeHTUOMKALMM ONUCaHHbIE
HUXe MeToAbl;

- list_name — vuma cnncka ayTeHTUGUKALMOHHbBIX METOA,0B, aKTU-
BM3MPYIOLLLErocA, KOraa nosib3oBaTteslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ucnonb3oBaTb NAPO/b A5 ayTEHTUPUKALUY;

enable) - line —ncnonb3oBaTb Naponb TepMUHaANa ANA ayTeHTUPUKaLUK;
- local — ncnonb3oBaTb NoKasbHyt0 6a3y MMeH Nosb3oBaTesnei
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/Ib30BaTb ayTEHTUDMKALMUIO;
- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB ana ayTeHTH-
duKaumu;
- tacacs —ucnonb3osaTb cnncok TACACS-cepBepoB aNA ayTeHTH-
duKaumm.
V Ecnu meTton ayTeHTUPMKALUKU He onpeaeneH, To
AOCTYN K KOHCOIN BCeraa ycnewHbin.
V Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
Bo u3bexkaHue notepu focTyna cnepyet BBOAUTb
! Heob6Xx04UMbIA MUHUMYM HACTPOEK ANA YKa3blBa-
emMoro meToAa ayTeHTupuKaumu.
no aaa authentication YcTaHaBAMBaeT 3HaYeHMEe N0 YMOYAHUIO.
enable authorization
{default | list_ name}
enable password password level: (1..15)/1; YcTaHaBAMBAET Naposib AJ1A KOHTPOSA U3MEHEHUA NPUBUIETUIA
[encrypted] [level level] password: (0..159) A0CTyna nonb3oBaTenen.
CMMBONIOB - level — ypoBeHb NpuBuaeruii;

no enable password [level
level]

- password — napons;

- encrypted — 3a4aTb 3aWwmMdpPOBaHHbIN Naposb (Hanpumep, na-
ponb B 33WMPPOBAHHOM BMAE, CKOMUPOBAHHbLIA C ApYroro
yCTpoicTBa).

YpanseT naposib AN COOTBETCTBYIOLLETO YPOBHA NMPUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged /evel]

no username name

name: (1..20) cumBo0B;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumsonos;
level: (1..15)

[ob6asnset nonb3osatens B 10KaNbHYLO 6a3y AaHHbIX.

- level — ypoBeHb npuBunerui;

- password — naponb;

- name — UmA Noab30BaTenNs;

- encrypted_password — 3awmndpoBaHHbIA Napoab (Hanpumep,
naponb B 3aWMGPOBAHHOM BUAE, CKOMMPOBAHHBIWA C APYroro
yCTpoiicTBa).

Ypanaet nonb3osarena ns3 JIOKaNbHOW 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLeHo

PaspelwaeT BegeHMe yyeTa (aKKayHTa) A1a ceccuin ynpasaeHus.

BeaeHue yuyeta paspelueHO TONIbKO ANA NOAb3oBaTe-

V Neii, BoleALWNX B CUCTEMY O UMEHU U NAPOAIO, ANA

nonb3oBaTesield, BOWeALWMUX NO NApo/I0 TepMUHaNa,
BefieHue yyeta 3anpeLueHo.

| BepeHue yyeTta akTUBUpPYETCA U NpeKpaLlaeTca, Korga

V NoNb30BaTe/Ib BXOAMUT U OTK/IOYAETCA OT CUCTEMBbI, YTO

COOTBETCTBYET 3HaueHuaMm start u stop B coobuieHuax

npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-

o6weHunax npotokona RADIUS, npuseaeHbl B Tabauue

166).

3anpewaeT BegeHue yyeTa (akkayHTa) gna seeseHHbIx B CLI Ko-
MaHA.

aaa accounting dotlx
start-stop group radius

-/To ymonyaHuio BegeHune
yyeTa 3anpeLLieHo

PaspeliaeT BegeHue yyeTa (akkayHTa) gna ceccuin 802.1x.
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no aaa accounting dotlx
start-stop group radius

BepeHue yueta aKTMBUPYETCA U NpeKpaLlaeTca, Korga
V nonb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYeT 3HaUeHuAm start u stop B coobLieHunsax
npotokona RADIUS (napameTpbl, cogepKaLimecs B co-
obweHuax npotokona RADIUS npusegeHbl B Tabauue

166).

B pexxume Multiple sessions coobuieHus stat/stop no-
V CbINAKOTCA ANA KaXKAoro nosb3oBaTensi, B pexume

Multiple hosts — TonbKko gns nonb3osarens, npouea-

wero ayteHTMdUKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaenset metos ayTeHTUOUKauumM npu goctyne K HTTP-
cepsepy. [pu ycTaHOBKe CNUCKa METOA0B AOMNOJHUTE/bHbIN
MeToZ byaeT NPUMEHATLCA TONbKO B TOM C/lyyae, Korga no
OCHOBHOMY MeToAy ayTeHTUdMKaLUKM BO3BPaLLEHA OLIMOKaA.
- method_list — meTog ayTeHTUOMKauum:

local — no umeHM 13 NoKanbHOM 6a3bl AaHHbIX;

none — He ncnonb3yercs;

tacacs —vicnonb3oBaHne cNMcKos Bcex cepsepoB TACACS+;
radius — vcnonb3soBaHue cnmckos Bcex RADIUS-cepBepoB.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBAET a/NropuTM Onpoca MEeToAO0B ayTeHTUdMKa-
.

- chain — nocne HeygauHol MONbLITKM ayTeHTUPUKALUKM NO
nepBoMy MeToAy B CMMCKe ciedyeT NomnbiTka ayTeHTUduKa-
LK No cnepyrolemy meToay B Liernoyke;

- break — nocne HeypayHoW ayTeHTUdMKauun No nepsomy
MeTo4y npouecc ayTeHTUUKaLMM ocTaHaBAUBAETCA. AyTeH-
TUOUMKALMA MO cnegylolemy metoay AONYCTMMA TO/bKO B
CNlyYae HeBO3MOXKHOCTU ayTeHTUGUKaL MK NO NpeaplayLiemy
meToay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymonyaHuio BegeHune
yyeTa KOMaHZ, BbIK/IOHEHO

BkntouaeT BegeHue yyeta BBegeHHbIx 8 CLI kKomaHg no npoTto-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

-/No YyMONYaHMIO aKTUBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTenseTca

YcTaHaBAMBaeT cnocob aBTopusauMm BBOANMbIX KOMAHA,

- default — pepgaktupoBaTtb cnucok ¢ umeHem default, KoTopbii
Mo YMONYAHUIO eCTb B CUCTEME;

- list_name — umAa cnucka meToAoB aBTOpM3aLuMK, co3paBae-
MOTO 1 peaKTUPYEMOrO NOJIb30BaTENEM:

-tacacs — meToA, NO3BONAOLWMA NCNONb30BaTb cNcok TACACS-
cepBepoB ANa aBTOpPU3aLNK;

- local — meToz, Npy KOTOPOM aBTOPM3ALMA HE OCYLLLECTBAAETCS.

YcTaHaB/MBaET 3HaYEHWE N0 YMONYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HayeHuo no
YMONYaHUIO;
- list_name — ypganeHve No/sb30BaTENbCKOIO CMMUCKA C MMEHEM
list_name.
Cnucok ¢ umeHem default He moxket 6bITb yaaneH u3
cUcTeMbl.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CUMBOJIOB;
-/default

AKTMBUPYET CNNCOK METOA0B aBTOPM3aLMM BBOAUMbIX KO-
MaHa,

- default — caenaTb akTMBHbIM CNMCOK ¢ UMeHeMm default;

- list_name — caenaTb aKTMBHbIM COOTBETCTBYIOLLMIA NMONb30Ba-
TENbCKUIN CMINCOK.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYaHUIO.

Dns Toro yto6bl KNAMEHT NONYYUN [OCTYN K YCTPOUCTBY, AaXKe eCv BCe MeToAbl ayTeHTUU-
e KaLuuu BepHYIu OWMNGKY, UCNONb3YiiTe 3HAaYEeHUe NoCeAHEero MeToga B KOMaHAae — none.
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Tabnmua 166 — ATpnbyTbl COobLLEHNI BeaeHMA yyeTa npoTokoaa RADIUS ana ceccuit ynpasneHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pusy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIN UCNONb3YyeTCA
NAS-IP-Address (4) EcTb Ectb AP o y- P P y
ana ceccuin ¢ Radius-cepsepom.
Mpoun3BoOaAbHOE 3HAaYEeHWNE, BK/IIOYEHHOE BO BCe CO-
Class (25) EcTb EcTb P .
obLLeHNa yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNONb3yeMbli ANA cec-
Called-Station-ID (30) EcTb EcTb “,qp Y P ¥ A
CUI ynpaBieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKasblBaeT, Kak A0Aro nosb3osaTtenb Hbia noa-
Acct-Session-Time (46) Het EcTb A A
KJIIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Hert Ectb MpuymMHa 3aKpbITUA ceccun.

Tabnuua 167 — ATpmnbyTbl coobLieHni BeaeHMA yyeTa npotokoaa RADIUS gna ceccuin 802.1x

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P Y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMmyTaTOpa, Ha KOTOPOM MOAKAHOYMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosab3oBaTesnb.
Mpoun3BoAbHOE 3HaYEeHWNE, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
0b6ueHnA yyeTa ceccui.
Called-Station-ID (30) Ectb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbI MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT AOJIXKeEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro nosb3oBaTtenb bbln noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucteme.
Acct-Terminate-Cause (49) | Hert EcTb MpuUYmMHa 3aKpbITUA Ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaumm tTepmumHana:
console (config-line) #

Tabnunua 168 — KomaHabl perknuma KoHOUrypaumm TepmrHaibHbIX CECCUi

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymosn4aHuro
login authentication {default | 3agaeT meTog, ayTeHTUdMKaLMM Npu Bxoae Ansa KoHconwu, Telnet,
list_name} SSH.
. - default — ncnonb3oBaTh CNMCOK «NO YMONYAHUIO», CO34AHHbIN
list_name: (1..12) o i .
KoMaHaol aaa authentication login default
CMMBOJI0B . o o
- list_name — ncnonb3oBaTb CNUCOK, CO3AaHHbIA KOMaHAON aaa
authentication login /ist_name.
no login authentication YcTaHaBAMBaeT 3Ha4YeHMEe N0 YMOAYAHUIO.
enable authentication 3afaet meTo ayTeHTUdMKALMKU NOIb30BaTENA NMPU NOBbIWEHMM
{default | /ist_name} YPOBHS NpuBMUAeruii ana koHconu, Telnet, SSH.
. - default — ncnosb30BaThb CNMCOK «MO YMONYAHWIO», CO3A4aHHbIN
list_name: (1..12) o . .
- KOoMaHZoM aaa authentication login default
CUMBOJI0B . . .
- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaHA4ON aaa
authentication login /ist_name.
no enable authentication YcTaHaBAMBaeT 3HaYeHMEe N0 YMOAYAHUIO.
password password 3azaeT naponb gns TepmuHana.
[encrypted] d: (0.159) - encrypted — 3agaTb 3aWwWndpPoOBaHHbIA Naposb (Hanpumep, na-
assword: (O.. "
P ponb B 3awndpPOBaHHOM BUAE, CKOMUPOBAHHLIA C APYroro
CUMBOJI0B .
yCTpoWcTBa).
no password YpanseT naponb AN TEPMUHANa.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnuua 169 — KomaHabl pexxunma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
show authentication methods Moka3sbiBaeT MHbOpMaLMio 06 ayTeHTUPUKALUMOHHBIX MeTomax
) Ha KomMMyTaTope.
show users accounts i MoKa3biBaeT N0KaNbHYy0 6a3y AaHHbIX NOAb30BaTeNel U UX MPU-
BUAETUIA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TONbKO 417 NPUBUAETMPOBAHHbIX nonb3oBaTene.

Tabnnuya 170 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show accounting Moka3sbiBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BeAeHUA
yyeTta (aKkKayHTa).
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5.19.2 Npomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayteHTMOUKaumm, aBTtopusaumm u ydeta. Cepsep RADIUS
ncnonbdyetr 6asy AaHHbIX NONb30BaTeNEN, KOTOPaA COLEPKUT AaHHbIe NPOBEPKU MOANMHHOCTM ANA

KaXJo0ro noJjib3osatena.

Takum ob6paszom,

ncnonb3oBaHue

npotokona RADIUS ob6ecneunsaet

AOMONHUTENbHYIO 3aLMTY NPW AOCTYMeE K pecypcam CeTH, a Tak:Ke Npu A0CTyrne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHOUrypaumu:

console (confiqg) #

Tabanuya 171 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

hostname: (1..158)
CMMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,

[ob6aBnaeT ykasaHHbI cepBep B CNUCOK ncrnonbayembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa ANa nepefayn ayTeHTUOUKALMOHHbIX
OAHHbIX;

- acct_port —Homep nopTa 4Nna nepefayn aHHbIX yyeTa;

- timeout — HTepBaN OXWAaHWA OTBETa OT cepBepa;

- retries — KONMYecTBO NONbITOK Noncka RADIUS-cepsepa;

- time — Bpems B MUHYyTax, B Te4eHUe KOTOPOro HeAOCTyMNHble cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMEHTOM KOMMYTaTOpPa;

- secret_key — knto4 ana ayteHTMduKaumMm 1 wmndposaHMa Bcero
obmeHa aaHHbimuM RADIUS;

- priority — npuopuTeT ucnonbsosaHua RADIUS-cepsepa (Yem HuKe
3HayeHue, TEM NPUOPUTETHEE CEPBEP);

- type — T1n ncnonov3osaHma RADIUS-cepBepa;

- encrypted — 3a4aTb KNtoY B 3alLUMppPOBAHHOM BUAE.

B cnyyae ovcyTcTBMA B KOMaHAe napameTpoB timeout, retries,

no radius-server key

YMOHAHMIO KAtOY —
nycTas cTpoka

all)/all .
4 time, secret_key ana paHHoro RADIUS-cepBepa ucnonb3ytoTca
3Ha4YeHWs, HAaCTPOEHHbIE C MOMOLLLbIO KOMaHA, YKa3aHHbIX HUXKe.

no radius-server host YpanseT yKasaHHbIA cepBep M3 CNKUCKa Mcnosab3yembix RADIUS-

{ipv4-address | ipv6-address | cepBepos.

hostname}

[encrypted] radius-server key YcTaHaBAMBAET K/OY, UCNOAb3YEMbI MO YMOAYAHUIO, ANA AyTeH-
key: (0..128)

[key] TUOUKALMM U WwndpoBaHUA Bcero obmeHa AaHHbiMM RADIUS
CcMMBONOB/MNO

MEXKAY YCTPOUCTBOM U OKpy»KeHnem RADIUS.
- encrypted — 3a4aTb KNtoY B 3alIMbpOBaHHOM BUA,

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBAET MHTEPBAN OXMAAHWA OTBETA OT CepBepa, UCMOo/b-
3yeMmblii M0 YMOYAHUIO.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepensaer KOAMYECTBO MOMbITOK, MCMO/Ab3yemoe Mo ymonya-
Huto, noncka RADIUS-cepsepa 13 cnncka cepsepos. Mpu oTKase
OCYLLLeCTB/IAETCA MOWCK CneayioLLero no NpuopuTeTy cepsepa us
Cnucka.

YcTaHaBAMBaeT 3HaYeHne No YMONAYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sonaet onTummnsnpoBaTb Bpema onpoca RADIUS-cepBepos, Ko-
roa HeKOTopble cepBepa HeAOCTYNHbI. YCTaHaB/AMBaET BpeMsA B MU-
HyTax, UCMoNb3yeMoe Mo YMOJIYaHUIO, B TeYEHME KOTOPOro Hepo-
CTynHble cepBepa He byayT onpawmsaTtbcst RADIUS-K1veHTOM Kom-
myTaTopa.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.
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radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdeiic yctponctaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOIYAHUMIO B KAUecTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobueHuax npotokona RADIUS.

Ypanset untepdelic ycTpoicrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoicta, IPv6-agpec KoToporo byaert uc-
No/b30BaTbCA MO YMOYAHMIO B KauecTBe agpeca UCTOYHUKA nepe-
AaBaemoro B coobueHnax npotokona RADIUS.

Ypanset untepdelic yctponcrsa.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnunua 172 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

show radius-servers [key]

OTobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
O0CTYMHA TONIbKO AN1A NPUBUAETMPOBAHHBIX Noib30oBaTeNein).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTUKY NpoTokona Radius, Hpopmauuto o nosb-
3oBaTenax, KoHdpurypaumto RADIUS-cepsepa.

[Tpumepbl UCNoAb308aHUS KOMAHO

= YCTaHOBUTb rnobasnbHble 3HAaYEeHUA A5 NapamMeTPOB: MHTEPBAN OXKMUAAHUA OTBETA OT cepsepa — 5
CeKyHZA, Koan4yecTso nonbIToK noncka RADIUS-cepBepa — 5, Bpems, B Te4eHNe KOTOPOro HeaocCTyn-
Hble cepBepa He byayT onpawmnBaTbca RADIUS-knneHTOmM KommyTaTopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. lo6asuTb B cnncok RADIUS-cepBep, pacnofioXKeHHbIN Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa 4nA ayTeHTUdMKaumm — 1645, KoaNMYecTBo NONbITOK AOCTyNa K cep-

Bepy — 2.

console# configure

console (config)#
console (config)#
console (config)
console (config)
console (config)
retransmit 2

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

= [lokasaTb napameTpbl HacTpoliku RADIUS-cepsepoB

console# show radius-servers
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IP address

192.168.16.3

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Port port

1645

Source IPv4 interface
Source IPv6 interface

Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
1813 Global Global 0 all

5.19.3 pomokon TACACS+

MpoTokon TACACS+ obecneuymBaeT UEHTPANM30BaHHYO cucTeMy 6e30MacHOCTM AN MPOBEPKM
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NOALEPKMBAA COBMeCTUMOCTb ¢ RADIUS u
APYrMMM NpoLLeccamm NpoBepKu noannHHocti. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodnauHHocmu). ObecneymsaeTca BO Bpemsa BXoAa B CUCTEMY MO
MMEHaM NoJib3oBaTeNelt n onpeaeneHHbIM NoNb30BaTeNAMU NaPOIAM;
— Authorization (asmopusayus). ObecneumBaeTrcs BO Bpema Bxoda B cuctemy. [locne

3aBepuwieHuna

CeaHCa nposBepKU

NOANTMHHOCTU

3aMnyCKaeTca CeaHC aBTopu3aunm C

MCNONb30BaHMEM MPOBEPEHHOIO MMEHU MNMOJSIb30BaTENA, TAKXKe CepBepPOM NpPOBEPAIOTCA
npusunernn nosib3oBartenA.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnuua 173 — KomaHabl pexkuma rnobanbHon KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;

[ob6asnaeT yKasaHHbI cepBep B CMMCOK Mcnonbdyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single-connection — B KaXAbl MOMEHT BPEMEHW WMETb He
60/blIe 04HOro coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa AnA obmeHa gaHHbIMKU ¢ TACACS-cepBepom;
- timeout — HTepBan OXWAaHUA OTBETA OT CepPBep];

- secret_key — Kntoy ans ayTeHTMOUKaLMK M WindpoBaHMA BCero 0b-
meHa gaHHbimu TACACS;

- priority — npuopuTeT ncnonb3osaHus TACACS-cepsepa (4em HuKe
3HayeHue, TeM NPUOPUTETHEE CEPBEP);

- encrypted — 3HaueHue secret_key B 3alunMdppoBaHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAe nNapameTpos timeout, secret_key
ana paHHoro TACACS-cepBepa MCNo/b3yrTCA 3HAaYEHUA, HACTPOEH-
Hble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUXKe.

Yaansaet ykasaHHbI cepsep U3 cnucka ncnonbsyembix TACACS-cep-
BEPOB.

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBON0B/NO
YMOYAHUIO KK —
nycTas CTPOKa

YcTaHaBAMBAET KAKOY, UCMONb3YEMbI MO YMOAYAHWUIO, ANA ayTeH-
TMdMKaumMmM mn wudpoBaHns Bcero obmeHa paHHbimm TACACS
MeXKAY YCTPOMUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HauyeHue secret_key B 3alunMdppoBaHHOM BUE.

YcTaHaBAMBaeT 3Ha4YeHne no YMONYaHUIO.
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tacacs-server timeout timeout YcTaHaB/MBaeT MHTEPBA OXMAAHMA OTBETA OT CepBepa, NCMOANb3Y-
timeout: (1..30)/5 cek | emblli IO yMONYaHUIO.

no tacacs-server timeout YCTaHOBWTb 3HaY€HWE N0 YMOAYAHUIO.

tacacs-server host 3agaet uHTepdeiic ycTpoiicTaa, IP-agpec KoToporo 6yaer ucnonb-

source-interface 30BaTbCA MO YMO/JYAHUIO B KayecTBe agpeca UCTOYHWKa Ana ob-

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id (1..64);

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | tunnel
tun:el | vlan,?/lan id} ! tunnel (1-16);
group: (1..128)

meHa coobuieHmamm ¢ TACACS-cepsepom.

no tacacs-server host Ypanaet uHtepdeiic yctponcTsa.
source-interface

KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkume EXEC:
console#

Tabnnua 174 — KomaHabl pexkmma EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o yMmon4aHuio

show tacacs [ip_address |
hostname]

OTobparKaeT HaCTPOMKY M CTaTUCTUKY ans cepeepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa;
- hostname — ums cepsepa.

host_name: (1..158)
CUMBO/I0B

5.19.4 NMpomokKon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHaa obecrneynTb ynpasBaeHWE W KOHTPONb Hagh YCTPOMCTBAMWU U
NPUAOKEHNAMW B CETU CBA3M NyTEéM obOmeHa ynpasasawowWwen WHbOPMALMENA Mexay areHTamu,
pacnofioXKeHHbIMWN Ha CEeTEBbIX YCTPOMUCTBAX, U MeHeaKepamu, HaXoAALWMMMUCA Ha CTaHLMAX YNpaBaeHuUA.
SNMP onpegensaeT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAOLWMX CTAaHUMIA U 3NEMEHTOB CeTU (raBHble
MalLUMHbI, LWA3bl U MapLLpPYyTU3ATOPbI, TEPMMUHA/IbHBIE CEPBEpPDLI), KOTOPblE COBMECTHO obecneynBatoT
aAMUHUCTPATUBHbIE CBA3UN MEXAY CeTeBbIMM YNPaBAAOLWNMU CTAaHLUAMU U CETEBLIMU areHTamu.

KoMmmyTaTopbl NO3BOAAIOT HAacTpouTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/aeHna yCTPOMUCTBOM. YCTPOMCTBO NoanepKnBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnuua 175 — KomaHap! pexkmuma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuio
nogAepKka NpoTokoa
SNMP oTkntoyeHa

BkntounTb noaaepky npotokona SNMP.

OTKAlOYaeT NnogaeprKKky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

community: (1..20)
CUMBOJI0B;

encrypted_community:

(1..20) cumsonos;
dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar ipvbz_address:
X:X:X:X::X%<I1D>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBO/I0B;
group_name: (1..30)
CMMBO/I0B

YcTaHaBAMBaeT 3HayeHue CTPOKM coobuiectBa A1A obmeHa AaH-
HbiMK No npoTokony SNMP.

- community — cTpoKa coobLectsa (Naposb) Ana AOCTYNa No NpoTo-
Kony SNMP;

- encrypted — 3a4aTb CTPOKy coobLiecTsa B 3aWnMdpPOBaHHOM BUAE;
- r0 — AOCTYN TONbKO A8 YTEHUS;

- TW — JOCTYN A8 YTEHUA U 3aMnncK;

- SU — ,0CTyN aAMUHUCTPATOPA;

- view_name —onpegenaeTt umsa ansa npasmna ob6ospeHuns SNMP, Ko-
TOpoe J0/KHO BbITb NpeaBapuTeNbHO onpeaeneHo ¢ NOMOLLBIO KO-
MaHgbl snmp-server view. Onpegenaet o6beKTbl, AOCTYNHble C006-
ecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec ycTpoicTBa;
- mask — macka agpeca IPv4, koTopasa onpegenseT, Kakue 6UTbl aa-
peca MUCTOYHMKA NaKeTa CPaBHMBAOTCA € 3afaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBaAlT NpeduKe IPva-aa-
peca;

- group_name — onpeaenseT UMA rpynnbl, KOTOpoe A0/KHO ObiTb
npeagsapuTeibHO onpeaesieHo C MOMOLLbI0O KOMaHAbl snmp-server
group. OnpegenseT 06beKTbI, OCTYMHble coobLecTsy.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3gaeT unm pegakTupyeT npasuio o6ospeHuna ana SNMP — paspe-
Lwatolee npasuao, MMHo orpaHMYmMBaloLLee cepepy-obo3pesaTento
poctyn K OID.

- OID — npeHTuduKkaTop ob6bekTa MIB, npeacTaBieHHbIM B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moXKeT BK/toYaTb B ceba 3ape-
3epBUPOBAHHbIE CNI0Ba, Hanpumep: system, dod). C nomoubto cum-
B0/ * MOXHO 0603HaunTL cemeicTBo nogaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuio gaa 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasnaa gna obospesaHus.

Ypanset npasuao obospenus gns SNMP.

encrypted snmp-server user
username groupname {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] }

no snmp-server user username
[remote engineid-string]

username: (1..20)
CMMBO/IOB
groupname: (1..30)
CMMBONOB
engineid-string: (5..32)
CMMBOIOB
password: (1..32)
cumBoNna
md5:

16 unn 32 6ant
sha:

20 nan 36
6anT
dopmar
IPv4: A.B.C.D
IPv6:  X:X:X:Xi:X
IPv6z:
X:X:X:X::X%<I1D>

Cospaet SNMPv3- nonb3oBatens.

- username — VMA NoJIb30BaTeNs;

- groupname — UMs rpynnbl;

- engineid-string — naeHtTndMKaTop yaaneHHoro SNMP-ycTpolicTBa,
KOTOPOMY MONb30BaTe/lb MPUHAANENKHUT;

- auth—password — naponb ANA ayTeHTUPUKAUMW U TeHepaumm
KNOYa;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocTa.

Ypanaetr SNMP-v3-nonb3oBartens.
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snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJ10B;
notify_view: (1..32)
CMMBO/I0B;
read_view: (1..32)
CMMBOI0B; Write_view:
(1..32) cumBonos

CozpgaeTt SNMP-rpynny nnm tabamuy cootsetcteuin SNMP-nonb3oBa-
Tenen n npasun obo3penHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 mogenb 6e3onacHocTy;

- noauth, auth, priv — Tvn ayteHTUPMKaLUK, UCNONBb3YEMBIN NPOTO-
kosiom SNMP v3 (noauth — 6e3 ayteHTUdMKaumm, auth —ayTeHTUDH-
Kauusa 6e3 wundposaHua, priv — ayTeHTUOUKaUmA C WMdpoBaHUEM);
- notify_view — uma npasuna 0b603peHua, KOTOPOMY paspelleHo
onpepensaTtb coobueHns SNMP-areHTa — inform u trap;

- read_view — umAa npaBuna o0603peHns, KOTOPOMYy paspeLlleHo
TO/IbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYyTaTopa;

- write_view —umsa npasuna o603peHuns, KOTOPOMyY paspeLLleHo BBO-
OUTb flaHHbIe U KOHPUTYpUpoBaTb coaepxumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaetr SNMP-rpynny.

snmp-server user user_name
group_name {vl | v2c | v3
[remote {ip_address | host}]}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B

Cospaet SNMPv3-nonb3osaTens.
- user_name — “Msa Nosib3oBaTens;
- group_name — UMs rpynnbl.

Ypanaetr SNMPv3-nonb3osaTtensa.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3pgaeT unu pegaktmpyet npasuao SNMP-¢unbTpa, KoTopoe nos-
BonaeT ¢unbTposaTb inform u trap-coobuieHuns, nepepasaemble
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — naeHTnduKatop obbekTa MIB, npeacTaB/ieHHbI B BUAE Ae-
pesa ASN.1 (cTpoKa Bmnaa 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3ape-
3epBUPOBaAHHbIE C10Ba, Hanpumep: system, dod. C nomoupto cum-
B0/ * MOXHO 0603HaunTL cemeicTBO noaaepesbes: 1.3.*.2);

- include — OID BKAtoyeHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckato4YeHa 13 Npasnaa GUAbTPaLUN.

Ypansaet npasnno SNMP-ounbtpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CUMBOJIOB;
username: (1..20)
CMMBO/I0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

Onpeaenset HaCTPOMKN NS nepesayn cooblieHnn ysegomaeHuns
inform u trap SNMP-cepsepy.

- community — cTpoka coobuectsa SNMPv1/2c ans nepegaun coob-
LEeHU yBEAOMIEHUS;

- username — uma nonb3osatena SNMPv3 ansa ayTeHTUGUKaLUK;

- version — onpeaenat Tmn coobuenunit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3blBaeT NOANMHHOCTb NakeTa 6e3 WndppoBaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKeTa;

- priv — yKasblBaeT NOA/IMHHOCTb NaKeTa ¢ WudpoBaHMEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — nepuog, OXXnaaHnA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegayeit coobuweHuii inform;

- retries — KOMYECTBO NOMbITOK Nepegayn coobuweHunit inform, npu
OTCYTCTBMMU UX MOATBEPKAEHMUA.

Yaanser HacTpoOMKM pAns nepefaun cooblueHuit yseaomaeHus
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Cospaet naeHtuoukaTop nokanbHoro SNMP-ycTpoitctea —enginelD.
- engineid_string — uma SNMP-ycTpoicTBa;

- default — npu ncnonbsoBaHUM faHHOM HacTpoiKkKM engine ID BypeT
aBTOMaTUYeCKu co3faH Ha ocHoBe MAC-agpeca ycTpoiicTBa.

Ypansaet naeHtMounkaTop nokanbHoro SNMP-ycTpoiictea —engine ID
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snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vian id}

no snmp-server
source-interface [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

3agaeT uHTepdeic yctpoicTtea, IP-agpec KoToporo byaeT cnosb3o-
BaTbCA MO YMO/IYAHUIO B KayecTBe afpeca UCTOYHWUKA A/1A obmeHa
coobueHuamm c SNMP-cepsepom.

Ypanset uHtepdelic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ana IPvé.

Ypanset untepdelic yctponcrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paet naeHtndukaTop yganeHHoro SNMP-ycTpolictBa — engine
ID.

no snmp-server trap
authentication

hostname} engineid_string CMMBOJIOB; - engineid_string — vaeHTudukatop SNMP-ycTpoiicTBa.
no snmp-server enginelD engineid_string: (5..32) | Yaanaet naeHtudumkatop yaanenHoro SNMP-ycTpoiictea — engine
remote {ipv4_address | CMMBO/I0B ID.
ipv6_address | hostname}
snmp-server enable traps / BkntouaeT nogaepxky SNMP trap-coobuieHuni.
no snmp-server enable traps BI/IIOHEHO OTkntoyaeT noaaepKky SNMP trap-coobuyeHuit.
snmp-server enable traps ospf BkntoyaeT otnpasky SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKOYEHO OTkntovaeT otnpasky SNMP trap-coobueHnin.
ospf
snmp-server enable traps ipvé BkntoyaeT otnpasky SNMP trap-coobuweHunit npotokona OSPF (IPv6).
ospf
-/BKAKOYEHO —
no snmp-server enable traps OTkAtoyaeT otnpasky SNMP trap-coobLieHni.
ipv6 ospf
snmp-server enable traps erps BkntouaeT otnpasky SNMP trap-coobuieHnin npotokona ERPS.
no snmp-server enable traps -/BKNtO4EHO OTkAtoyaeT oTnpasky SNMP trap-coobueHmnit npotokona ERPS.
erps
snmp-server trap PaspewaeT nepeaasaTb coobLeHMs trap-cepBepy, KOTOPbIA He Npo-
authentication Lwen ayTeHTUdUKaumio.
-/paspelueHo

3anpelaeT nepesaBath coobLLeHMA trap-cepBepy, KOTOPbI He NPo-
wen ayteHTUdUKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBosioB

OnpeaensieT KOHTaKTHY MHGOPMaLMIO YCTPOMCTBA.

YaanaeT KOHTaKTHYH0 UHbOPMaLLMIO yCTpoCTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumBosioB

OnpeaensieT UHGOPMALLMIO O MECTOMNONOKEHUN YCTPOWCTBA.

YpansaeT nHGopMaLMio O MECTONOOKEHUMN YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value goMKHbI
3a4aBaThCA B
COOTBETCTBUM CO
cneunduraumen

Mo3BoONAET YCTAaHOBUTL 3HAYEHMA NepemeHHbIX B 6ase aaHHbIx MIB
KOMMyTaTopa.

- variable_name — nma nepemMeHHOM’;

- name, value — napbl COOTBETCTBUI UMA — 3HAYEHUE.
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HELTEX
KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepderica Ethernet:
console (config-if) #

Tabnunua 176 — KomaHab! pexkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymona4aHuro

snmp trap link-status BkntouaeT otnpaBky SNMP trap-coobueHnin npu n3meHeHUn co-

CTOAHWA HAaCTpPanBaeMoro nopra.
- -/BKNIOYEHO —

no snmp trap link-status BoiktoyaeT otnpasKy SNMP trap-coobLieHunii Npu M3SMEHEHUU Co-

CTOAHWA HAaCTpanBaeMoro nopra.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:
console (config) #

Tabnnua 177 — KomaHgabl perkuma Privileged EXEC

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
show snmp - MokasbisaeT ctatyc SNMP-coeguHeHUN.
show snmp enginelD ) MoKa3sblBaeT uaeHTUdMKaTop nokanbHoro SNMP-ycTpolictBa —
enginelD.

show snmp views [view_name] view_name: (1..30) MokasbiBaeT npasuia 0603peHna SNMP.
CMMBONIOB

show snmp groups group_name: (1..30) MokasbisaeT SNMP-rpynnbi.

[group_name] CMMBOIOB

show snmp filters [filter_name] filter_name: (1..30) MokasbiBaeT SNMP-dunbTPSI.
CMMBOIOB

show snmp users [user_name] user_name: (1..30) MokasbiBaeT SNMP-nonb3oBatenei.
CMMBOIOB

5.19.5 NMpomokKon yoanéHHo20 moHumopuH2a cemu (RMON)

MpoTokon MoHuTopuHra cetn (RMON) sBnseTca pacwmpeHvem npoTokona SNMP, nossonss
npenocTaBuTb 6onee WMPOKME BO3MOXKHOCTU KOHTpona ceteBoro Tpadumka. Otanmume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoi MHbOpMauum — aaHHble cobupaemble RMON B nepsyto odepespb
XapaKTepusylT Tpaduk mexay ysnamu cetu. UHdopmauma, cobpaHHas areHTom, nepefaeTca B
NPUNOXKEHNE YyNPaBIeHUA CeTbio.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUIypaumm:

console (config) #
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Tabnunua 178 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymoa4YaHuro

Aeiicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/IOB;
desc_text: (0..127)
CUMBO/IOB;
name: CTpoKa

HacTpaunBaeT cobbiTvA, UCNoib3yemble B CUCTEME YAANEHHOTO MO-
HUTOPWHra.

- index — nHpgKc cobbiThA;

- type — TUN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHep1MpoBaTb YBEAOMIEHWSA,

log — reHepupoBaTb 3anuchb B Tabanue,

trap — oTcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue u otcbinate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onncaHue cobbITus;

- name — umsa cosgaTens cobbiTuA.

Yaanset cobbiTMe, UCMOb3yeMOe B CUCTEME YAANEHHOTO MOHUTO-
pwvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoka

HacTpaunBaeT ycnosua Bblgaum aBapuiHbIX CUTHANOB.

- index — UHAEKC aBapuIiHOro cobbITus;

- mib_object_id — waeHTUPMKATOP nepemeHHON YacT obbeKTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOro AaHHble 0TbMpatoTCs U
CPABHUBAIOTCA C BOCXOAALEN U HUCXOAALLEN TPaHULAMK;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HUCXoaAWan rpaHnLa;

- revent — UHAEKC cobbITMA, KOTOPOE UCNONb3YETCA NPU Nepeceye-
HUW BOCXOAALLEN FPaHULLbI;

- fevent — HAeKc cobbiTUA, KOTOPOE UCMOIb3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHULbI;

- type — meTog, 0T60pa YKa3aHHbIX NepeMeHHbIX 1 NoAcyeTa 3Have-
HUWA ANA CPAaBHEHMA C rPAHULLAMMU:

MeTop, absolute — abcontoTHoe 3HayYeHWe BbIBPaHHOM nepemeH-
HOM ByAeT CpaBHEHO C rPaHULEN Ha KOHLE UCCNedyeMOro UHTep-
Bana;

Metog delta — 3HauyeHMe BbibpaHHOM NepemMeHHOI Npu nocnea-
Hem oTbope ByAeT BbIMTEHO M3 TEKYLLEro 3HaYeHMA U pasHuLa by-
OET CpaBHEeHa C rpaHMLamu (pasHMLA MeXay 3HaYeHUAMMU nepe-
MEHHOW B KOHLIE 1 B Hayane KOHTPO/IbHOTO MHTEPBANa);

- startup — MHCTPYKUMA ANs reHepauumn cobbITUl Ha NePBOM KOH-
TPONbHOM MHTepBane. OnpesenseT Npasuaa reHepaLun aBapuii-
HbIX COObITUI AN NEPBOrO KOHTPOJIbHOTO MHTEPBana NyTem cpas-
HEeHWs 0TOOpPaHHOW NepemeHHoON ¢ ogHoM, IMbo obenmun rpaHu-
Lamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuitHoe CobbIThe NO BOCXO-
OAWeN rpaHnLe, ec/iv 3HaYeHMe oTobpaHHOM NepemeHHOM Ha nep-
BOM KOHTPOJ/IbHOM UHTEpBasie 60/bLie MO0 PaBHO 3TOM rpaHuLLE;
- falling — reHepupoBaTb egMHUYHOE aBapUNHOE CObbITUE MO HUC-
X0A4ALLeN rpaHuLLe, ecnn 3HaYyeHMe OoTobpaHHOW nepemeHHOM Ha
NepBoM KOHTPObHOM MHTepBase MeHblue M60 paBHO 3TOM rpa-
HULE;

- rising-falling — reHepupoBaTb egMHNYHOE aBapMiMHOE cobbITUE NO
BOCXOAAWEN U/UAN HUCXOAAWEN rpaHuLe, eCivM 3HaYeHue OTo-
bpaHHOW nepemeHHOM Ha NEepBOM KOHTPOALHOM WHTepBane
6onblue M0 paBHO BOCXOAALLEN rpaHuLLe U/uan meHblue 6o
pPaBHO HUCXOAALLEN rPaHULLE;

- owner — UMA co3aTeNs aBapuiHoOro cobbiTusA.

Yaanaer ycaosue Bblgaumn aBapuiHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3agaeT makcumanbHbIv pasmep RMON-Tabauu,.
- history — makcMmanbHoe KonMyecTBo CTPOK B Tabanue nctopuu;
- log — makcmanbHOe KoMYecTBO CTPOK B Tabauuie 3anuceit.
3HayeHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H yCTpoicTBa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MopmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 179 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdericos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dpopmmpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4yeHue, accounmpyemoe ¢ KoIM4YeCTBOM AYeek
ana cbopa uctopmm No rpynne CTaTUCTUKK;

- interval — nepuog, onpoca ana $opMUpPoBaHUA UCTOPUU.

BbIKk/toYaeT GopMMpoBaHME UCTOPUK MO TPYNNam CTaTUCTUKK ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPMHTra.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 180 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3blBaeT CTaTUCTUKY MHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCNONb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

OtobparkaeT MHPopmaumio No 3anpaliMBaeMbliM rpynnam cTaTu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MNokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpoLeHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT CYETYMKM NMPOU3BOAUTENBHOCTU (MpO-
MYCKHOM cnocobHocTw);

- errors — NoKa3bIBaeT CHETYNKM OLUNOOK;

- other — NokasbIBaeT CHETYMKM OOPLIBOB M KONNU3NIA;

- period — NOKa3blBaeT UCTOPUIO 33 3aNpPOLLEHHbIA MNepuos Bpe-
MEHM.

show rmon alarm-table

Moka3bIiBaeT cBOAHYI0 TabnuLy aBapUiiHbIX COBbITUIA.

show rmon alarm index

index: (1..65535)

MNoKa3sbiBaeT KOHOUIypPaLMIO HACTPOMKM aBapPUMHbIX COBbITUIA.
-index — VHAEKC aBapuiMHOro cobbITus.

show rmon events

Moka3sbiBaeT TabauLy cobbITUIA yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MokasbiBaeT Tabanuy 3anmcei yaaneHHOro MoHutopmHra RMON.
- index — nHaeKc cobbiTus.
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[pumepbl 8b1M0AHEHUS KOMAHO

= [lokasaTtb cTatucTUKy 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets: 878
Broadcast:
CRC Align E

Fragments:
64 Octets:

Undersize Pkts:

128 Packets:
7 Multicast:

978
1

rrors: 0 Collisions: 0

0 Jabbers: 0

0 Oversize Pkts: 0

98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnua 181 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Dropped KonnyecTso 3a4eTEKTUPOBAHHbIX COBLITUIM, KOraa nakeTbl 6blAn 0T6POLIEHDI.

Octets KonmyectBo 6aiiT gaHHbIX (BKAOYaA 6aiTbl NOXMX MAKETOB), MPUHATbLIX U3 CETU (MCKAIO-
Yyan ppeitmoBble BUTbI, HO BK/IOYasA BUTbI KOHTPOJIbHOM CyMMbl).

Packets KonnyecTBo NPUHATLIX NaKeTOB (BK/OYaA NI0OXME, WMPOKOBELLATEIbHbIE M MHOrOaapec-
Hble NaKeTbl).

Broadcast Ko/IMyecTBO NpMHATLIX WMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NaKeTbl).

Multicast Konn4yecTso NPUHATLIX MHOTOA4PECHbIX NAaKeTOB (TONIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnuyectso NpUHATbIX NAKeToB ANMHOM OT 64 Ao 1518 6anT BKAOUYMTENbHO, UMEIOLMX
HEBEPHYI0 KOHTPO/IbHYIO CyMmMy MBO C LenbiMm Ynciom 6aiT (OWMBKM NPOBEPKU KOH-
TPOAbHOM cymmbl — FCS), ninbo c HeuenbiMm Yyncnom 6ainT (oWMBKKM BbipaBHUBaHUA — Align-
ment).

Collisions

OueHKa KoanyecTsa KONAN3nii Ha gaHHom Ethernet-cermenTe.

Undersize Pkts

KonnyecTBo NPUHATLIX NaKeTOB A/IMHON MeHble 64 6aiT (Uckaovas dpeimosble BUTHI,
HO BK/tO4aA 6BUTbI KOHTPOJIBHOM CYMMbI), HO B OCTa/IbHOM NMPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonunyecTso NpMHATLIX NaKeToB AANHOM 6osblie 1518 6aiT (Mckatouan dpeitmosble 6UTHI,
HO BK/OYaA BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBuIbHO CGOPMUPOBAHHDIX.

KonnyecTBo NPUHATLIX NaKeTOB A/IMHON MeHble 64 6aiT (uckaovas dpermosble BUTHI,
HO BK/t04asA BUTbI KOHTPO/ILHOM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYH CyMmMy Mo

Fragments o N
C LenbiM Yyncnom 6ainT (oWwmMBKM NPOBEPKU KOHTPObHOM cymMmbl — FCS), nnbo ¢ Hewenbim
ynciom 6ainT (owM6KM BbipaBHMBaHUA — Alignment).
KonnuyecTBo NpuHATLIX NaKeToB A nHOM 6onbwe 1518 6aiT (Mckatoyan dppeimoBble 6UTbI,
Jabbers HO BKAtOYAA BUTbI KOHTPONBHOM CyMMbl), UMEIOLLUX HEBEPHYHO KOHTPOIbHYIO CyMMy 6o
C UuenbiM ynciom 6ainT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nMbo ¢ Helenbim
ynciom 6ainT (owM6KM BbipaBHUBaHUA — Alignment).
64 Octet KonnuectBo NpuHATLIX NaKeToB (BK/tOYas Na0XuMe naKeTbl) ganHol 64 6aiita (Mcknrovas

dpelimoBble 6UTbI, HO BK/OYAsA BUTbI KOHTPOIbHOM CYMMblI).

65 to 127 Octets

Konnuyectso NpUHATLIX NakeToB (BK/AKOYaA NAOXuMe MakeTbl) AMHOW oT 65 ao 127 6ait
BK/IIOUNTENbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKAOUYan 6UTbl KOHTPOIbHOM CyMMbl).

128 to 255 Octets

KonnyectBo NpUHATbLIX NAKETOB (BKAKOYAn NIOXME NaKeTbl) AMHOW oT 128 ao 255 6ant
BK/IIOUNTENBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYan BUTbl KOHTPO/IbHOM CyMMbl).

256 to 511 Octets

Konnuyectso NpUHATbLIX NAKeToB (BKAKOYan NaOXMe nakeTbl) ANMHOM OT 256 Ao 511 6ait
BK/IIOUNTENbHO (MCKAoYasa dpeimoBble BUTbI, HO BKAOYAA BUTbl KOHTPObHOM CYMMblI).

512 to 1023 Octets

KonnuyecTso NpMHATLIX NAaKeTOB (BK/tOYas Mioxme nakeTbl) gnnHol ot 512 ao 1023 6ait
BK/IIOUNTENBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYan BUTbl KOHTPO/IbHOM CyMMbl).
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1024 to 1518 Octets

KonnuyecTBo NpUHATLIX NAaKeTOB (BK/OYan Naoxme naketbl) anmHol ot 1024 go 1518 6ant
BK/IIOUUTENIbHO (MCKNtoYas pperimoBble BUTbI, HO BKOUYAs BUTbI KOHTPO/IbHON CyMMbl).

= [loKa3aTb MHGOPMALMIO NO rpynnam CTaTUCTUKK gasa nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples

Tabanuya 182 — OnucaHune pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MeXAY Onpocamu.

Requested Samples

3anpoleHHoe KO/INYeCcTBO OTCYETOB, KOTOPOE MOXKeT 6bITb COXpPaHeHOo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFl) KONIN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, AaHHOM 3anucu.

- lMoKa3aTb cHeTUMKHN HpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1
Interface:

tel/0/1
Requested samples: 50

Owner: MES
Interval: 1800

Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabanua 183 — OnucaHune pesynbTaTos
MNapamemp OnucaHue
Time [aTta u Bpema co3gaHma 3anucu.
Octets Konnuectso 6aiiT gaHHbIX (BKAOYaA 6aliTbl N1I0XMX NAKETOB) NPUHATLIX U3 ceTU (UCKtoYas
dpelimoBble 6UTbI, HO BKAOYaA BUTbI KOHTPOAbHOW CYMMbI).
Packets Ko/iMyecTBO NpMHATLIX NAKETOB (BK/OYas NA0OXMe NaKeTbl) B Te4eHue nepmosa popmmupo-
BaHMA 3aNucu.
Broadcast KonnyecTBo MPUHATLIX XOPOLIMX MAKeTOB B TeyeHWe nepuoaa GopmMMpoBaHMA 3anucu
HanpaBAeHHbIX Ha LUIMPOKOBELLATe/IbHble aapeca.
Multicast Ko/iiMyecTBo NpUHATLIX XOPOLUIMX MAKETOB B TeuyeHWe nepuona GopmMMpOBaHUA 3anucu
HanpasBAeHHbIX HA MHOToaApecHble agpeca.
OueHKa cpeaHei NPonyCKHOM cnocobHOCTU GU3NYECKOTO YPOBHA Ha AaHHOM UHTepdeice
Utilization B TeueHue nepmoaa dopmmnposaHua 3anucu. MponyckHaa cnocobHOCTb OLEeHNBAETCA Be-
JINYNHOM [0 TbICAYHOM NPOLEHTA.
Ko/iMyecTBo NpUHATLIX B TeYeHWe nepmnoaa GopmMmmMpoBaHMa 3anNncy NakeTos AJANHOM oT 64
CRC Align 00 1518 63T BKAOYUTENBHO, MMEIOLMX HEBEPHYIO KOHTPO/IbHYIO CymMmMy IN6O C LesibiM
& ynciom 6anT (OWMBKM NPOBEPKU KOHTPOIbHOM cymMmbl — FCS), nnbo c Helenbim Ynciom
6ainT (oWKMOKK BbipaBHMBaAHMA — Alignment).

196 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Collisions

OueHKa KoanyecTsa KoNAnsuii Ha aaHHom Ethernet cermeHTe B TeueHue nepuoga ¢op-
MWPOBAHUA 3aMnCK.

Undersize Pkts

Konnyectso NpUHATBIX B TeYeHWe nepuoaa GOpMMPOBAHUA 3anMCU MAKETOB AJIMHOM
MeHblle 64 6aiT (UcKkAoYas dppelimoBble BUTbI, HO BKAtOYAn BUTbI KOHTPOJILHOW CYMMbl),
HO B OCTa/IbHOM MPaBU/IbHO CHOPMMUPOBAHHDIX.

Oversize Pkts

KonuyectBo npuHATLIX B TeyeHue nepuoga GOPMUPOBAHMA 3anNUCKU MAKeTOB ANUHOM
6onblwe 1518 6alT (Ucknioyas ¢dpeirimoBble BWUTbI, HO BKAOYAsA OUTbI KOHTPOJILHOWM
CYMMbI), HO B OCTa/IbHOM MpPaBU/IbHO CHOPMUPOBAHHbIX.

Fragments

Konnyectso NpuHATLIX B TedeHue nepuoga GOpMMPOBAHMA 3anNUCKM MAKETOB ANMHOM
MeHbLUue 64 6aiT (McKNoYan ppenmoBblie BUTBI, HO BKAOYAnA BUTbI KOHTPOLHOW CYMMbl),
MMEIOLNX HEBEPHYH KOHTPOJIbHYIO CYMMY 6O C uenbiM Yymciom 6anT (owmbku npo-
BEPKM KOHTPOIbHOM cymmbl — FCS), 1nbo ¢ HeuenbiM Ynciom 6anT (owmbKM BbipaBHUBA-
HuA — Alignment).

Jabbers

Ko/nMyecTBo MpUHATLIX B TeyeHue nepuoda GpopmMMpPOBaHMA 3anucu MaKeToB AJMHOWM
6onbwe 1518 6aiT (Mckaovaa dpermoBble BUTbl, HO BKAKOYAA GUTbI KOHTPOJbHOM
CYMMbl), UMEIOLLNX HEBEPHYIO KOHTPOJIbHYIO CYMMY IGO0 C LebiM Ynciom 6anT (owmbkn
NPOBEPKU KOHTPO/bHOM cymMmbl — FCS), ninbo ¢ Heuenbim yncnom 6anT (oWMBKK Bblpas-
HuBaHusA — Alignment).

Dropped

KonnyecTBo 3a4eTeKTUPOBaHHbIX COBbITUI, Koraa nakeTbl 6bian oTOpOLIEeHbl B TeyeHne
nepvoaa ¢popmMmnpoBaHMA 3anuncu.

= [loka3aTb CBOAHYIO TabanLy CUrHaN0B TPEBOTK:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnunua 184 — OnucaHune pesynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.

OID KOHTpOAMpYyeMOI NnepeMeHHON.

Owner MNonb3oBartens, CO3,£I,aBLIJMl‘/'I 3anncob.

= [loKa3aTb KOHdUIypaL o aBapuitHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI
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Tabnnua 185 — OnucaHne pesynbTaTos

MNapamemp

OnucaHue

OoID

OID KOHTPONMPYEMOI NepeMeHHON.

Last Sample Value

3HayeHne NnepemMeHHoI Ha NocaegHeEM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHne nepemeHHon, ecan delta — 1o pas-
HULA MEXKAY 3HAYEHUAMM NEePEMEHHOM B KOHLLE U B Haya/ie KOHTPObHOIO MHTepBana.

Interval

MHTepBan B CEKYHAAX, B TeYEHME KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCSA C BEPX-
Hel M HUXKHEWN rpaHnLamu.

Sample Type

MeTog, oTbopa yKasaHHbIX NEPEMEHHbIX U NoAcYeTa 3HAYEHUA A/1A CPABHEHUA C rPaHK-
uamu. Metog absolute — abcontoTHoe 3HayeHMe BbibpaHHOM NepemeHHONM byaeT cpas-
HEHO C rpaHuMLEe Ha KOHLLe uccnegyemoro nHtepsana. Metoz delta — 3HaueHue BbIbpaH-
HOM NepemMeHHOM Npu nocaegHem otTbope ByAeT BbIMTEHO U3 TEKYLLLErO 3HAYEHMUA, U pas-
HUUa ByaeT cpaBHEHA C rpaHULaMuy (pasHMLA MeXAY 3HAYEHUAMM NePeMeEHHON B KOHLLE
M B Ha4asne KOHTPOJIbHOTO MHTEPBANA).

Startup Alarm

WHCTPpYKLMA ONs reHepauymn cobbITUiA Ha MepBOM KOHTPOJIbHOM MHTepBasie. Onpeaensaer
npaBuia reHepaLun aBapuiHbIX COBbITUI /1A NEPBOro KOHTPOJILHOTO UHTEpBaaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IMb60o 0benmm rpaHULAMMN.

rising — reHepupoBaTb egMHUYHOE aBapuiiHOEe CObbITUE MO BOCXOASALLEN rpaHuLe, ecau
3HayeHWe oTobpaHHOM NepeMeHHOM Ha NePBOM KOHTPOJIbHOM UHTEpBasie 6oabliem AMb6o
paBHOM 3TOM rpaHuLe.

falling — reHepupoBaTb egMHMYHOE aBapUiMHOe COBbITUE NO HUCXOAALLEN FPAHULLE, ECAN
3HayeHMe 0TOBPaHHOWM NEPEMEHHON Ha NePBOM KOHTPOJ/IbHOM UHTEPBAJIE MeHbLUe MB0o
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTMe MO BOCXOAAWEN U/uaun
HUCXOAALWEN TPaHULLE, eCNN 3HaYeHUe O0TObpPaHHOM NepeMeHHOM Ha NepPBOM KOHTPOJIb-
HOM MHTepBane 6onblue AMBO PaBHO BOCXOAALLEN rpaHnLe, U/ Man MmeHble IMbo pPaBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HauyeHue BocxoaAalLel rpaHuubl. Korga 3HauyeHMe oTobpaHHOM NepemeHHOMN Ha npeabl-
OyLLEeM KOHTPOJIbHOM MHTepBasie OblI0 MeHblUe AAHHOM rPaHMLbl, @ Ha TEKYLLEM KOH-
TPOSIbHOM MHTepBasie 60/bliem NMH60 PaBHOM 3HAYEHUIO FPaHULbI, TOTA4a eAUHUYHOE CO-
6biTHe reHepupyeTcs.

Falling Threshold

3HauyeHue HUcxoaALlen rpaHuLbl. Koraa sHadeHne oTobpaHHOM nepemeHHOM Ha npeapl-
OyUWleM KOHTPOJIbHOM MHTepBane 6bi10 60/blie AaHHOW rPaHuULbl, a Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBasie MeHblUe IMB0 PaBHO 3HAYEHMIO FPaHMLbI, TOraa eamHnYHoe cobbl-
The reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLan rpaHnLa nepeceyeHa.
Falling Event MHAeKc cobbITUA NCNONb3YIOLWErocs, Koraa HUCXoAAlLan rpaHnLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLUNIA 3aMMUCh.

= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnnua 186 — OnucaHne pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOUUMPYIOLWNIA CObbITHE.
Description KommeHTapuit, onvcbiBalowWmn cobbiTue.

198 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

Tun yBeLOMNEHUSA, FeHePUPYEMOro YCTPOMCTBOM MO 3TOMY COBbITUIO:
- none — He reHepnpPoBaTh YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3anuch B Tabauue;

- trap — otcbinate SNMP trap;

- log-trap — reHepupoBaTb 3anncb B Tabaunue un otcbinatb SNMP trap.
Community Ctpoka coobuectsa SNMP ana nepecbiniku trap.
Owner Monb3oBatesnb, CO34aBLLUMI COOLITUE.

Last time sent

Bpems M aata reHepupoBaHuUA nocnegHero cobbitua. Ecin He BbIIO CreHepupoBaHo co-
6bITUIA, TO 3TO 3HaYeHue ByeT paBHO Hy 0.

MoKasaTb Tabanuy 3anucen yaaneHHoro mMoHMTopuHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabnunua 187 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLNIA 3aMNNCh.
Description KommeHTapuit, onucbiBaloWwmn cobbiTue.
Time Bpemsa co3gaHua 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOpPOB MO3BOAAET Pa3pewwunTb AMbO OrpaHMyunTb AOCTYN K
ynpaB/ieHN0 YCTPONCTBOM Yepes onpeaenieHHble noptbl uam rpynnbl VLAN. Ons 3Tolh uenu cospgatorcs
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnnuya 188 — KomaHab! perknma riobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue Aelicmeue
110 YyMOAYAHUIO

management access-list name

Co3paer CNUCOK focTyna Ana ynpasaeHus. Bxoa B pexum koHowu-
rypauum cnucka AocTyna Asis ynpasiaeHus.

no management access-list
name

name: (1..32) cumsona
Yaanaer CMCOK A0CTyna A1 ynpasieHus.

management access-class
{console-only | name}

OrpaHuuMBaeT ynpaB/JeHWe YCTPOUCTBOM MO onpegeneHHomy
cnucky goctyna (access list). AKTUBMpPYET yKasaHHbIN CNMCOK A0-
cTyna.
name: (1..32) cumsona | - console-only — ynpassieHWe yCTPOMCTBOM JOCTYMHO TOJIBKO C KOH-
conu.

no management access-class

OTMeHsEeT orpaHMyeHne Ha ynpas/ieHue yCTPOMCTBOM Mo onpege-
NeHHOMY CMUCKY gocTyna (access list).
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KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHusa

BuA 3anpoca KoOMaHAHOWN CTPOKM B pexnume KOHPUrypaumm cnmcka goctyna gnsa ynpasaeHus:

console (config) # management access-list eltex manag

console

(config-macl) #

Tabnnua 189 — KomaHabl perkMma KoHbUrypaumm Cnucka 4octyna aaa ynpasaeHun

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycaoBMe ANa YNPaBAAIOLWEro Cnucka 4o-
cTyna.
- service —Tvn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service] [ace-priority index]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3apaeT 3anpeLatollee ycioBue AN yNpaBaatoLLero crncka go-
cTyna.
- service — TN foCTyna,

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnmua 190 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasblBaeT cnucku goctyna (access list) gna ynpasnexums.

show management
access-class

MokasbiBaeT MHPOpPMaLMO 06 aKTUBHbLIX CMMCKax AocTyna
(access list) gns ynpasnexuma.

5.19.7 Hacmpoiika docmyna

5.19.7.1

JaHHble KomaHAapl

npeaHasHa4eHbl

Telnet, SSH

Aana

HaCTPOMKM cepBepoB AOCTyna Ans ynpas/ieHus

KommyTaTopom. Moaaepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA
K HEMY 419 MOHUTOPUHIA U KOHPUrypauuu.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 191 — KomaHabl perkuma rnobanbHoM KoHPUrypauum

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyanutio Telnet
cepBep BK/OYEH

PaspelwaeT yaaneHHoe KOHGUIypupoBaHue yCTpoiicTsa
yepes Telnet.

3anpelaeT yaaneHHoe KOHOUTypUpoBaHME YCTPOWCTBA
yepes Telnet.

ip ssh server

no ip ssh server

Mo ymonuyaHuto SSH cepsep
OTK/IIOYEH

PaspelwaeT yaaneHHoe KOHGUrypupoBaHue yCTpoWcTBa
yepes SSH.

[Oo Tex nop, noka Kawou ana wndpposaHua He
V creHepupoBaH, SSH-cepeep 6yaer HaxoauTbcA

B pe3sepse. Mocne reHepauum Kawoua (Mcnonb-
3yemble KOmaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiget B
pabouee cocTosHMe.

3anpewaeT yaaneHHoe KoHOUIrypupoBaHue ycTponcTsa
yepes SSH.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ncnonbayembiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaeT nHTepdeic ana SSH-ceccui.

Ypanser uitepdeiic.

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32

201



HELTEX

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet HTepdeic ana IPvé SSH-ceccui.

Ypansaer untepdeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuo
MUcnonb3oBaHWe NybanyHoro
KNtoYa 3anpeLyeHo

PaspelaeT ncnonb3oBaHMe Ny6AMYHOTO KNkoYa 1A BXO-
aawmx SSH-ceccuin.

3anpewaeT ucnonb3oBaHue Ny6AMYHOIO KAtoYa AN BXO-
aawmx SSH-ceccuin.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/pa3spelueHbl Bce
ANIrOPUTMbI, KPOME None

3afaeT CNUCOK pa3peLleHHbIX aAropuTMoB WudpoBaHmUs
ANs cepsepa.

BoccTaHaBnmMBaeT CNMCOK paspeLleHHbIX aifopUTMoB 06-
MeHa Kllo4amMu No yMmOoN4aHuUHo.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspeLueHbl Bce MeToAbl

3afaeT CNWCOK paspelleHHbIX MeTofoB obmeHa Kiio-
yamm gns cepeepa.

BoccTaHaBnmMBaeT CNMCOK paspeLleHHbIX aifopUTMoB 06-
MeHa K/Ilo4aMy N0 YMO4YaHUIo.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BkAtoyaeT pexknum ayTeHTUdmKaumm no naponto.

OTKAtovaet pexnm ayTeHTVIC')MKaLI,MM no naponto.

crypto key pubkey-chain ssh

Mo ymonuyaHuio Koy He
co3pgaH

BxoauT B pexxum KoHdurypauum nybamyHoro Katova.

crypto key generate dsa

leHepupyeT napy Katoyeit DSA — yacTHbI U NY6ANYHBIN
ona SSH-cepsuca.
V Ecnu xota 6bl 0AUH U3 Napbl Ktoyeit yxke co-

crypto key generate rsa

3[aH, TO cMCTEMa NPeANIOKUT nepesanucaTtb
KANtou.
FeHepupyeT napy Katodel RSA — YacTHbIN U Ny6ANYHBIN
ona SSH-cepsuca.
/ Ecnun xota 6bl O4UH U3 Napbl KAlO4el yKe co-

crypto key import dsa

encrypted crypto key import dsa

3/aH, TO cucTema MpeJIoKUT nepesanucarb
MUmnopTtupyet napy Kntoyeit DSA.

R
- encrypted — B 3aWwWnppoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MUmnopTtupyeT napy Katoyer RSA.
- encrypted — B 3aWwWnppoBaHHOM BUE.

ip http server

no ip http server

no ymonyaxHuto HTTP-
cepBsep BK/IOYEH

Pa3pelaeT yaaneHHoe KOHGUIypupoBaHUE YCTPOWCTBa
yepes web.

3anpelyaeT yaaneHHoe KOHOUTYpUpOBaHME YCTPOCTBA
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepsepa.

BoccTaHaBivBaeT 3Ha4YeHMe NO YMOYAHMUIO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-
cepBep BKAOYEH

Bknatoyaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.
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ip http timeout-policy seconds 3apaet TaimayT HTTP-ceccum.

[http-only | https-only] seconds: (0..86400)/600

no ip http timeout-policy BoccraHaBnnBaeT 3HaYeHME N0 YMONYAHMUIO.

crypto certificate {1 | 2} generate leHepupyeT SSL-cepTudUKar.

crypto certificate {1 | 2} import Mmnoptupyet SSL-cepTUdUKAT, Ha3HAYEHHbIA LeHTPOM
- cepTudUKaumu.

no crypto certificate {1 | 2} BocctaHaBnmBaeT SSL-cepTuduKaT No ymonyaHuo anAa

yKa3aHHoro cepTudmkara.

/" Knioun, creHepupoBaHHble KomaHgamum crypto key generate rsa u crypto key generate
dsa, coxpaHaloTcA B 3aKpbITOM ANA Noib3oBaTena paine KoHpurypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Ka4d

Bug 3anpoca KOMaHAHOW CTPOKU B peXxknume KoHpurypaumm nybiM4HOro Karua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunua 192 — KomaHabl pexknuma KoHourypaumm nybamMyHoro Kawda

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
user-key username {rsa | dsa} BXoZ, B peMM CO34aHUA UHONBUAYANLHOTO NY6AUYHOTO KO-
) ya.
username: (1..48) - rsa — co3aatb RSA-kntoy;
cMMBO/NIOB - dsa — co3gatb DSA-Kntou.
no user-key username Yaanaet ny6AnyHbIi KNtod Ans onpeaeneHHoro noab3osarens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnume co3aaHna nHanBmnayasaibHOro I'IY6J'IVILIHOFO K/to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnumua 193 — KomaHAabl peskuma co3aaHnsa MHAUBUAYANbHOrO NyBANYHOrO KtoYa

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
o ymon4aHuio
key-string - Co3pgaeT Nny6/MYHbIN KAoY aNA onpeseeHHOro noab3oBaTens.
key-string row key_string Co3gaeT ny6AnYHbIN KoY gns onpeaeneHHoro nosib3osaTens.

BBOA, K/t0Ya OCYLLECTBAAETCA NOCTPOUHO.

- key_string —4acTb Kntouva.
[Ona Toro utobbl cUCTEMa NOHANA, YTO KAKOUY BBeAEH
NONIHOCTbIO, He06Xx0a4MMO BBECTU KOMaHAY key-string
row 6e3 cumBONOB.

KomaHOwbl pexcuma EXEC

KomaHabl JaHHOrO pa3gena AOCTYMNHbl TONbKO ANA NPUBUIETMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 203



HELTEX

Tabnnua 194 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoaA4aHuo

Aelicmeue

show ip ssh

MokasbiBaeT KoHdurypaumuto SSH-cepBepa, a TaKke aKTUBHble
Bxoaawme SSH-ceccum.

show crypto key pubkey-chain
ssh [username username)
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumsonos.llo
YMOYaHUIO OTNEYaTOK
KNloYa B LWecTHaaua-
TepuyHom popmare.

MokasbiBaeT nybanyHble SSH-KN0UN, cOXpaHEeHHbIe Ha KOMMYTa-
Tope.

- username — UMA YAaNE€HHOTO K/AMEHTa;

- bubble-babble — oTneuatok kntoua B Koge Bubble Babble;

- hex — oTneyaTok Kntoya B WeCTHaALATEPUIHOM Koze.

show crypto key mypubkey
[rsa | dsa]

MoKasbiBaeT ny6anyHble Katoum SSH-kommyTaTopa.

show crypto certificate [1 | 2]

Otobparkaet SSL-ceptudmkatbl gna HTTPS-cesepa.

[pumepbl 8b1M0MAHEHUS KOMAHO

Bkntountb cepep SSH Ha kKommyTaTope. Pa3pelwmntb ncnonb3oBaHue nybsiMyHbIX Katoden. Co3aaTb
RSA-Kknou ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server
console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key) # key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWI1Al4kpgIw9GBRoNZQZxJHKCcgKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUVV35LqJJk67I0U/ zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSaqmuSn/Wd05iDX2TIExQWu081licglk02LYciz+Z24TrEU/9FJIx
wPiVQOjc+KBXuR0OjuNgbnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNR4DYDvSzg01DnwCACS
QOh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHuU2ypayuu mepmuHana

KomaHZabl KOHOUIypauumn TepMMUHaNa CAYKaT ANA HACTPOWMKM NapaMeTPOoB SI0KaIbHOM U yAaneHHOM

KOHCOU.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnuya 195 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOf, B PEXKMM COOTBETCTBYIOLLEIO TEPMUHaANA (1OKasIbHAsA KOH-
CO/Ib, yAaNeHHan KOHCOoMb — Telnet uamn yaaneHHas sawmuieH-
HasA KOHcoNb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKU B peXume KoHdUrypaumm TepMmmHana

console# configure

console (config)# line {console|telnet|ssh}

console (config-line) #
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Tabnmua 196 — KomaHap! pexknuma KoHoUrypauum TepMmmnHana

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
speed bps b 4800, 9600 YcTaHaBAMBAET CKOPOCTb AO0CTYyMNa Mo /IOKabHOW KOHCOAM (KO-
ps: ( ! ! MaHAa AO0CTyMNHa TO/IbKO B peXXmMme KOHGUrypauumn oKaabHOM
19200, 38400, 57600,
KOHCOAMMN).
115200)/115200 604,
no speed YcTaHaBAMBaET 3HaYEHME N0 YMOYAHUIO.
autobaud Bk/touaeT aBTomaTMYeCcKoe onpegeneHre CKopocTu A0CTyna no
JIOKaNIbHOM KOHCOM (KOMaHAa AOCTYMHA TO/IbKO B PEXKMME KOH-
-/BKAOYEHO durypaummn noKanbHOM KOHCONN).
no autobaud BblKkntoYaeT aBTOMaTMUeCKoe onpesesieHne CKOpoCTM A0CTyrna
MO /I0KaZIbHOW KOHCONW.
exec-timeout minutes . 3apaeT MHTepBas, B TeYEHME KOTOPOro CUCTEMA OXMUAAET BBOAA
minutes: (0..65535)/10
[seconds] nonb3osatens. Ecav B TeyeHMe JaHHOTO UHTEPBANA NO/b30Ba-

MWH;

- seconds: (0..59)/0 cek
no exec-timeout YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

TeNb HUYEro He BBOAUT, TO KOHCO/Ib OTK/IIOYaeTCA.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 197 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue »
KomaHoa Aelicmeue

no ymon4aHuio
show line [console | telnet | MoKa3blBaeT NapameTpbl TepMUHANA.

ssh] )

5.20 XXypHan aBapum, npotokon SYSLOG

CUCTeMHbIe KYPHa bl MO3BONAIOT BECTU UCTOPUIO COBBLITMIA, NPOU3OLLEALLNX HA YCTPOMCTBE, a TaKKe
KOHTPO/IMPOBaTb Npousolweame cobbiTus B peasbHOM BpemMeHW. B 3KypHan 3aHoCATCA cobbiTUA cemu
TUMNOB: Ype3BblYaiHble, CUTHA/Ibl TPEBOMMN, KPUTUYECKME N HE KPUTUYECKME OWnBKKU, npeaynpexaeHus,
yBegomieHus, MHGOPMaLMOHHbIE U OTNALOUHbIE.

KomaHObI pexcuma 2a06asab6Hol KoOHguU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN06aNbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 198 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue no

KomaHda Aelicmeue
yMOAYaHUIo
logging on BKAtOYaeT perucTpaumio oT1ag0uHbIX COOBLWEHNN U COOBOLLLEHWI
06 owwmnbKax.
no logging on BbIK/IlOYaeT pPerucTpaumnio oTaafLouHbIX coobLieHni u coobue-

-/perncTpauma BKAOYEeHa | Huit 06 owmnbBKax.
Mpw BbIKNOYEHHOW perncTpauum oTnafouHble Co-
V o6wweHunA n coobuieHnsa 06 owmnbkax byayT nepesa-
BaTbCA HA KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host {ip_address |
host}

host: (1..158) cumBon08B;
port: (1..65535)/514;
level: (cm.
Tabamuya 199);
facility: (local0..7)/local7;
text: (1..64) cumsonos

Bk/toYaeT nepenayvy aBapuinHbIX U OTIAL04HbIX COOBLLEHUI Ha
yaoaneHHobi SYSLOG-cepsep.

- ip_address— IPv4 vnu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — HoOmep nopTa A/1A nepeaaym coobLLeHnt No NPOTOKONY
SYSLOG;

- level — ypoBeHb Ba)KHOCTU coObWEHW, NepesaBaeMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepeaasaemas B COOBLEHMAX;

- text — onucaHune SYSLOG-cepsepa.

YaansaeT BblbpaHHbIl cepBep U3 cnucka ucnonbsyembix SYSLOG-
cepBepoB.

logging console [/evel]

no logging console

level: (cm.
Tabnnua
199)/informational

BkAtoyaeT nepesady aBapuMHbIX UAM OTNALOUHbIX COOBLLEHUM
BbI6PaHHOIO YPOBHSA BaXKHOCTU Ha KOHCO/Ib.

BbIKk/ItoYaeT nepesady aBapuiiHbIX UM OTA3A0YHbIX COOBLLEHM
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnuua
199)/informational

BKkntoyaeT nepenavy aBapuiHbIX UM OTNIAA04HbIX COOBLEHNN
BbIBPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

BbIk/tOYaeT nepesayy aBapUnHbIX UK OTAAL0YHbIX COOOLLEHW
BO BHYTpPeHHU bydep.

logging cli-commands

no logging cli-commands

-/OTKNOYEHO

Bkatouaet normposaHue BBeaeHHbIX B CLI KomaHA,.

OTKAOYaeT normpoBaHme BeegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

MN3meHsAeT Ko/iMyecTBo cOOOLWEHUI, 3aNOMUMHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Noc/e nepesarpysku yCcTponcTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabanua 199) /errors

BKAtoYaeT nepedady aBapuiHbIX UM OTNALO0UHbIX COOBLLEHUM
BbIBPaHHOro YPOBHSA Ba*KHOCTM B Balin KypHana.

BbIKk/ItOYaeT nepesiayy aBapuiiHbIX MW OTN3A04HbIX COOBLLEHNMI
B daiin KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B KYpPHasbl COBbITUA ayTEHTUPUKALMK, aBTOPU3ALMM
1 yyeta (AAA).

He 3aHOCWTb B XKypHanbl cObbITUA ayTeHTUOMKaLUK, aBTOpPU3a-
umn 1 yyeta (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonuyaHutio
perucTpauma BKAOYEHa

BkAtoyaeT pernctpaumio cobbiTnin GbainoBoin cuctemsl.

- COpy — perucrpauma coobLueHU, CBA3aHHbIX C onepaumMamm
KonupoBaHuA ¢alinos;

- delete-rename — pervctpaumsa coobLeHWI, CBA3AHHbIX C yaa-
neHvem paitnoB U NnepemmeHoBaHWEM onepauni.

BblkntoyaeT pernctpauuio coboiTuii GpainnoBoit cuctemel.

logging aggregation on

no logging aggregation on

-/OTKNIOYEHO

BK/tOYaeT KOHTPOAb arperaumn syslog-coobLueHui.

OTKAtoYaeT arperaumio syslog-coobLieHni.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cexkyHz,

YcTaHaBAMBaAET BPeMA XpaHEeHMsA CrpynnMpoBaHHbIX syslog-co-
obLeHnn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,

snmp, ip, link-local, arp-
switch-mode, arp-

inspection, stp-bpdu,

other-bpdu, dhcp-
snooping, dhcpvé-

snooping, igmp-snooping,

mld-snooping, sflow, log-
deny-aces, vrrp)/-

Bkntouaer KOHTPO/1Ib OrpaHNYeHNA CKOPOCTMU BXOAALWNX Kaapos
AnAa onpeaeneHHoOro tMna Tpad)m(a.

OTK/toYaeT noru poBaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3asaeT napameTp, KOTopbli ByAeT UCNoNb30BaTLCA B KayecTse
naeHTnduKaTopa xocTa B syslog-coobLueHusx.

Mcnonb3osaTtb 3HaYeHWe no YMONYaHUIO.
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logging source-interface Mcnonb3oBaTb IP-agpec yKkaszaHHOro nHTepdelica B KaYecTse Uc-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); TOYHMKa B |IP-nakeTax npotokosa SYSLOG.
tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port: (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet loopback_id: (1..64)

hu_port | port-channel group group: (1..128);

| loopback loopback_id | vian vlan_id: (1..4094)

vian_id}

no logging source-interface Mcnonb3osats IP-agpec ncxogallero nHtepdeica.
logging source-interface-ipvé Mcnonb3osatb IPv6-agpec ykasaHHOro nHtepdeiica B Kayecrtse
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); UCTOYHMKa B IP-nakeTax npoTokona SYSLOG.
tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port: (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet loopback_id: (1..64)

hu_port | port-channel group group: (1..128);

| loopback loopback id | vlan vlan_id: (1..4094)

vian_id}

no logging source-interface- Mcnonbsosats IPVv6-agpec ucxoaauero nHtepdeiica.
ipv6

Karkgoe cooblieHmne MMeeT CBOM ypOoBEHb BaXKHOCTU — B Tabauue 199 npueeaeHbl TUMNbI COOOLLEHMI
B NopsaKe yobiBaHMA UX BaXKHOCTH.

Tabanua 199 — Tunbl Ba*KHOCTN COOBLLEHNT

Tun eaxxHocmu coobweHuli OnucaHue
. . B cucTeme npousowia KpUTUYeckan owmnbka, cuctema mMoXKeT paboTaTtb
YpesBblyaiHble (emergencies)
HenpaBWUJIbHO.
CurHanbl Tpesorw (alerts) HeobxoaMMo HemMeaNeHHOe BMeLATeIbCTBO B CUCTEMY.
Kputnueckme (critical) B cucteme Nnpoun3oLuna KpUTUYeckasn ownobKa.
OwwnbouHble (errors) B cucteme npousowwna owmbKa.
MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHue.
YeegomneHus (notifications) YBegomaeHne cuctemMbl, HeaBapuiiHoe coobLieHue.
NHpopmaymoHHble (informational) MHbOpMaLMOHHbIe COOBLLEHNA CUCTEMDI.
. OTNafouHble CO0bLWEHMA, NPEAOCTABAAIOT NOMb30BATENO MHDOPMALMIO
OTthagouHble (debugging) A . W L PeA bopmay
A7 KOPPEKTHOM HACTPOIKM CUCTEMBI.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:
console#

Tabanuya 200 — KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4YaHuro

clear logging - Ypansaet Bce coobLEeHUs U3 BHyTpeHHero bydepa.

clear logging file - Yaansaet Bce coobuieHma us daina xKypHana.

show logging file OTob6parkaeT COCTOAHME XKypHana, aBapuitHblie U OTNaA04HbIe COo-
i obLweHun, 3anncaHHble B daline KypHana.

show logging OTo6paskaeT coCToAHME KypHana, aBapuitHble U OT/1aA04YHbIE CO-
i obLeHun, 3anncaHHble BO BHYTpeHHeM bydepe.

show syslog-servers - OTobparkaeT HAaCcTPOIKK ANA yaanéHHbIX syslog-cepsepos.
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[pumepbl UC016308AHUS KOMAHO

= BKAOYUTb perncrTpaymio ownboYHbIX COOBLLEHMIA HA KOHCONN:

console# configure
console (config)# logging on
console (config)# logging console errors

= QuuCTUTb dalin XKypHana:

console# clear logging file
Clear Logging File [y/nly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKUMA 3epKanMpoBaHMA MNOPTOB MpeAHasHayeHa A1 KOHTPosA ceTeBoro Tpaduka nytem
MepecbINKKU KOMUIn BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WM HECKO/IbKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMIA NOPT.

K KOHTpoaupyoLlemy NOpPTy NPUMEHAIOTCA Caeaytolme orpaHMYeHns:

— TopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TNopT He MoKeT 6bITb YIEeHOM rPyMnbl MOPTOB;

— IP-unTepdelic gonxKeH oTcyTCTBOBATL 415 3TOrO NOPTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpO/AIMpyeMbiM NOPTam NPUMEHAIOTCA CAeaytowme orpaHUYeHuUsA:

MOpPT HE MOXKET HbITb KOHTPOIMPYIOWMM MU KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;

—  CywecTByeT orpaHuyeHue Ha 7 ceccuii 3epKannpoBaHna: Nno 8 3epKkannpyemblx nHTepdeicos (nop-
ToB Mam VLAN) B KaxKaou.

V 3epKanupoBaHue VLAN BO3MOXKHO TONIbKO B NepBOA ceccum

KomaHObI pexcuma 2a0b6anab6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 201 — KomaHabl pexkrma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [network]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

YKa3blBaeT 3epKanupyioLLmin NopT A1 BbIGPAaHHOMN ceccMn MOHUTO-
puHra.
- network — nosBonseT BecTm 06MeH JaHHbIMU.

no monitor session session_id
destination

BbIK/lOYaeT GYHKLMIO MOHWUTOPUHIA Ha HacTpaMBaemMoM MHTep-
delice.
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monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port network

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

YKasblBaeTcsa CAyKebHbIl vlan gas 3epkanvpoBaHua TpadukKa c 3a-
LaHHOro pedneKkTop-nopTa AN BbiI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHuns TpaduKa;

- reflector-port — dbusmueckunin nopt ans nepefayv sepKannupyemoro
TpaduKa, Ha 3TOM UHTepdelice He JoMmKeH Bbln NponucaH remote
vlan.

no monitor session session_id
destination

BbiktovaeT QYHKLUMIO MOHWTOPWHFA Ha HaAcTpaMBaemMoM MWHTep-
deiice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbIbpaHHOM cec-
CUN MOHWUTOPMHrA.

- IX — KOMMPOBaTb NakKeTbl, MPUHATbIE KOHTPOMPYEMbIM NOPTOM;

- tX — KONMPOBaTb NaKeTbl, NepefaHHble KOHTPONPYEMbIM NOPTOM;
- both — KonMpoBaTb Bce NakeTbl C KOHTPOAUPYEMOTO NopTa.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

BblK/OYaeT GYHKLMIO MOHWTOPUHFA Ha HacTPaMBaeMOM MHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[Job6aBnaeT yKasaHHbI 3epKanupyemblt vlan gns BbibpaHHOW cec-
CUM MOHWUTOpPUHTA.

Bblk/tOYaeT QYHKLMIO MOHWTOPUHIA Ha HacTPaMBaeMOM MUHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lobaBnset B KauecTBe UCTOUHMKA Vlan ¢ y)Ke paHee 3epKannpyembim
TpaduKom anA BbIBPAHHOMN Ceccum MOHUTOPUHTA.

BblkntouaeT GYHKLUMIO MOHWTOPMHIA Ha HACTpPaMBaeMOM WHTep-
deiice.

5.22 ®dyHKuyma sFlow

SF|0W-T€XHOJ’IOI'VIF|, No3B0O/IAOWAaA OCYLLEeCTB/IATb N\OHMTOpVIHI'Tpad)VIKa B MaKETHbIX CeETAX nepeaayun
AadHHbIX NyTEM YacCTUYHOM BbI60pKVI Tpadwn(a Aana I'IOCJ'IGAVFOIJ.I,Eﬁ MHKancynauumnm B cneynanabHble coo6u.|,e-

HUA, nepeaaBaemMble Ha CepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2106aa6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnunua 202 — KomaHabl pexkuma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeiicmeue

sflow receiver id {ipv4_ad-
dress | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxuTtenbHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOe UMA XOCTa;

- port — HOMep NopTa;

- byte — MakcMMmasnibHOe KOIM4YecTBo b6aliT, KOTopoe MOXKET BbiTb OT-
npaBAeHO B OAMH NaKeT AaHHbIX.

XX Xi XX,
dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonios

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback id | vlan
vlan_id | oob}

hu_port: (1..8/0/1..32);

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

loopback_id: (1..64)
group: (1..128)

3agaeT nHtepdeliic ycTpoiictea, IP-agpec KoToporo 6yaeTt ncnonb3o-
BaTbCA MO YMOJIYAHUIO B KayecTBe agpeca UCTOYHMKa cbopa cTatu-
CTUKU.

no sflow receiver source-inter-
face

Ypanset AsHoe 3agaHue uHTepodelica, ¢ agpeca Kotoporo byaet oT-
npaBAATbCA cTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabauua 203 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

3apaeT cpeaHioto CKOpPOCTb BbIGOPKU NaKeToB. MToroeas cKOpocTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TeKyLaA CpeAHAsA CKOPOCTb).

- rate — cpefiHAs CKOPOCTb BbIGOPKM MaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — MakcMmasibHoe KoanyecTso 6aiT, KoTopoe byaeT ckonu-
poBaHo 13 0bpasLa nakeTa.

OTKANOYAET CHETUMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CeKyHA;
id: (0..8)

OnpenenseT MakCUManbHbI MHTEPBAN MEXAY YCMELWHbIMU Bbl-
60pKamu NaKeTos.

- Sec — MaKCMManbHbI MHTEPBAN MeXAy BbI6OpKamMu B CeKyHAAX;
- id — Homep sflow-cepsepa (3apaetca komaHaol sflow receiver B
rnobasbHOM pexnme KOHGUTypaLum).

OTKANOYAET CHETUMKM BbIBOPKM Ha NOPTY.

KomaHOwbl pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin BuAa;

console>
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Tabnuua 204 — KomaHapbl, A0CTYMNHble B pexknme EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeiicmeue

show sflow configuration BbiBOAUT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Ounwaet ctatnuctnky sFlow. Ecam uHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | maHAa ounLLaeT BCe CUETUMKM CTATUCTMKK SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port]

show sflow statistics OTobparkaeT cTaTUCTUKY sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= YcraHoBuTb IP-agpec 10.0.80.1 cepeepa 1 ana cbopa cratuctukm sflow. Ons ethernet-
nHTepodelicos tel/0/1-tel/0/24 ycTaHOBUTL CPEAHIO CKOPOCTL BbI6OPKM NakeToB — 10240 K6uT/c
N MaKCUMMabHbIA MHTEPBAN MeXKAy ycrnewHbiMK BbibopKamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.23 ®YHKUMU AMArHOCTUKUN GU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpbl COAEP:KAT annapaTHble M NPOrpamMHble CPeacTBa ANA AMArHOCTMKM
dU3nYecKMX MHTepdencoB M MHUI cBA3M. B NnepeyeHb TeCTMPYEMbIX MAapaMeTPOB BXOAAT C/eaytowue:

[ns aneKkTpuyecknx nHTepdencos:

—  ANVHa Kabens;
— paccTosiHMe A0 MecTa HeUCnpaBHOCTU — 06pbiBa UK 3aMblKaHUA.

Ona ontnyeckmx nutepdencos 1G n 10G:
— napameTpbl MUTAHWUA — HaNPAXKEHUE U TOK;

— BbIXOAHaA oNTU4YeCKaAa MOLWHOCTb,
— OonTn4yeCKada MOLWHOCTb Ha npuneme.
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5.23.1 luaezHocmuKka onmu4yecKko2o0 mpaHcueepa

DyHKUMA AMArHOCTMKM MO3BOJIAET OLEHUTb TEKylllee COCTOsiHME OMTMYECKOro TpaHcuBepa U

ONTUYECKOMN NUHUU CBA3MU.

Bo3moxKeH aBTOMaTUYECKWUi

KOHTPO/Ib COCTOAHUA JNIVHUI  cBA3MN.

[na 3toro KommyTaTop

nepmogmMyYeckn onpalinBaeT MapameTpbl ONTUYECKUX WHTepdelcoB U CpPaBHMBAET MX C MOPOrOBbIMM
3HAYEeHMAMM, 33ZaHHbIMM MPOU3BOAUTENAMM TPaHCUBEPOB. [pK BbIXOoAe MapamMeTpoB 3a AOMNYCTUMble
npeaenbl KOMMyTaTop GopMUpyeT NpeaynpexaatoLme n aBapuiiHble coobLeHms.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnuua 205 — KomaHaa ANarHOCTUKM ONTMYECKOro TPaHCcuBepa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:
" p‘(’)rt Igg (1..8/0/1..120);

- h S(1.. 1..32
hundredgigabitethernet u_port: (1..8/0/1.32)
hu_port | t]

OTO6paskaeT pesynbTaTbl 4UMArHOCTUKM ONTUYECKOrO TPaHCcuBepa.

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface

TengigabitEthernetl/0/5

Port Temp Voltage
[C] [Volt]
tel/0/5 33 3.28
Temp
Voltage
Current

Output Power

Input Power

LOS

N/A - Not Available,

Vendor name: OEM
Serial number:
Connector type:
Type: SFP/SFP+
Compliance code:
Laser wavelength:
Transfer distance:
Diagnostic: supported

sC

BaseBX10
1550 nm

N/S - Not Supported, W - Warning,

20000 m

Current Output Input LOS Transceiver
[mA] Power Power Type
[mW / dBm] [mW / dBm]
11.45 0.28 / -5.52 0.24 / -6.11 No Fiber

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

E - Error

Transceiver information:

S1C53253701833
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Tabnuua 206 — MapameTpbl AMAarHOCTUKN ONTUYECKOTO TpaHCMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcusepa.
Voltage HanpaxeHue nuTaHunA TpaHcuBeepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbixogHaa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.

3Ha4yeHuA Pe3ynbTaTtoB ANAarHOCTUKKU:

— N/A - HegocTynHo;
— N/S - He nogaepxusaetca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun 06 yposHe obcnyxunBaHua B IP-ceTax) — TEXHONOMMA aKTUBHOIO MOHUTOPWHTA,
MCNONb3YIOWAACA A8 M3MEPEHUs MapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbLIX CeTel WM KavecTsa
nepegayn AaHHbIX. AKTUMBHbIA MOHUTOPUHI NpeactaBaseT cobol MNPOAOKUTENbHYIO LMKANYECKYHO
reHepaumio Tpadumka, cbop MHPOPMaLMM O ero NPOXOKAEHUN NO CETU U BEAEHME CTAaTUCTUKN.

Ha paHHbIN MOMEHT M3MepeHMe MapamMeTpPoB CEeTU MOXKET OCYLLEeCTBAATbLCA C MCMOJIb30BaHNEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTnpasnasetr ICMP Echo request
coobLeHne Ha aapec Ha3HAYeHMA, OXKMAAET NoAyYeHUs coobuieHuns ICMP Echo reply B TeyeHWe 3agaHHOIO
WMHTepBasa BPEMEHM.

C oaHol IP SLA onepaumeit MOXKHO cBA3aTb HecKobKko 06bekToB TRACK. CoctosiHne ob6bekTa TRACK
N3MEHAETCS B MOMEHT M3MeHeHUs cocToAHKsA IP SLA onepaumm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpu M3MEHEHUM COCTOAHMA TPeKa BO3MOXKHO BbIMNOJIHEHME MAKPOKOMaHA. MaKpoKomaHAabl
BbINOIHAOTCA B peXMme rnobasbHoro KoHpUrypmposaHus. [aa BbINONHEHUA KOMaHZ, pexxunma privileged
EXEC KomaHapl Heobxoammo AononHuTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpPOKOMAHA,
npuseaeHbl B Tabaunue 33.

[ns ncnonbsosaHua GyHKLMM IP SLA HE06X0AMMO BbINOAHUTL CieAytoLLme AeNCTBUA:

— CosgaTb onepauymto icmp-echo 1 ckoHpUrypupoBaTh eé.

— 3anyctutb BbIMOJIHEHME ONepaLyu.

— Co3pgatb TRACK-06beKT, cBA3aHHbI C KOHKpeTHOM IP SLA onepaumein u cCKOHGUrypupoBaTb
ero.

- I'IpM HEO6XOFI,I/IMOCTI/I, CO34aTb MaKpOChbl, BbiIMnosIHAEMbIE NPU USMEHEHUUN COCTOAHUA obbeKkTa
TRACK.

- HDOCMOTpeTb CTaTUCTUKY, Npu HEO6XOAVIMOCTVI, O4YnUCTUTL €e.
— NMpun HeO6XOAMMOCTM, NPeKpPaTUTb BbIMNOJIHEHNE ONepaunn.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnunua 207 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
o ymosn4aHuro

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MNepexoguT B pexkMm KoHpurypmuposaHusa IP SLA onepaumu.
- operation — Homep onepauuu.

Ypansaert IP SLA onepauuio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinoaHeHue IP SLA onepauuio.

- operation — Homep onepauuu.

- life — Bpems, B TeyeHMe KOTOporo onepauua 6yaet Bbinon-
HATbCA.

- start-time — Bpema 3anycka.

Mpekpawaet BbinonHeHue IP SLA onepauumu.
- operation — Homep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64); operation:
(1..64)

Co3paeT TRACK-06beKT, KOTOpbI ByaeT oTCAeXMBaTb COCTOA-
Hue IP SLA onepauuu.

- object — Homep TRACK-06beKTa.

- operation — Homep IP SLA onepauuu.

Ypnansetr TRACK 0b6bekT.
- object — Homep TRACK-06bekTa.

Tabanuya 208 — KomaHgbl pexxuma co3gaHus onepaumii IP SLA

KomaHOoa

3HayeHue/3HayeHue
no yMmon4YaHuio

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158) cumsonos

Mepexogut B pexum KoHourypmposaHua ICMP ECHO
onepauuu.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe 1MmsA y3na ceTu.

KomaHObl pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepayuu

Bupg, 3anpoca KOMaHAHOM CTPOKK B perknume KoHourypmposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnnua 209 — KomaHabl pexuma KoHpurypuposaHua onepaumm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
o yMon4YaHUKo

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcTaHaBauBaeT YyactoTy nosTopeHma ICMP ECHO onepauuw.
- Secs — 4acToTa, B CEKYHAAX.

YcTaHaBAMBaeT 3HayYeHWe 4acToTbl I'IOBTOpEHVIVI no ymonya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaeT AAuHY TalimayTa, Mo UCTeYeHUW KOTOoporo,
ecnu He npuwen ICMP-oTBeT, onepauna 6yaer cunTaTbCs He-
YO3AYHOW.

- msecs — TaliMayT, B MUIANCEKYHAAX.

YcTaHaBAWBaeT 3HaYeHue TaﬁmayTa Nno YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aitt

YcTaHOBUTb KonyecTso 6aliT, nepenasaembix 8 ICMP-nakeTe
B KayecTBe AaHHbIx (payload).
- bytes — KonuuecTtso 6alT.

YCTaHOBWTb 3HaYeHMe KoanyecTa 6anT no YMONYaHUIO.

[Ona HopmanbHOro BbinoaHeHUA onepauunn ICMP Echo pekomeHayeTca ycTaHaBAMBATb 3Ha-
e YeHMe YacToTbl BbINOJIHEHMA onepaunmn 601bWKMM, YEM 3HAUEHUE TallMayTa onepaLuu.
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KomaHObI pexxcuma KOHguU2ypupo8aHus mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUTIyprupoBaHUa Tpeka:

console (config-track) #

Tabnnuya 210 — KomaHab! pexuma KoHPUrypaumm Tpeka

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Hlelicmesue

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up
secs | down secs}

secs: (1..180)/0

YcTaHaBAMBaeT 3a4epXKKy Ana cMmeHbl coctoaHua TRAC
06beKTa, Npy U3meHeHunn cocTosiHuA IP SLA onepaumu.

- secs — 3a/lepXKKa, B CEKYHAaAX.

- up — 33JepKKa M3MeHeHMA COCTOAHMA, NPU NPU U3MeH
HWUKU onepauuun B coctoaHme OK;

onepaunn B COCToAHUE Error.

-down — 3a4epXXKa uUameHeHUA COCToAHUA, NPpU USMeHeEHUN

K-

e-

Ypanaet 3afepKKy.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnuua 211 — Komanapl pexkmuma privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTobparkaeT MHGOPMALLMIO O HACTPOeHHbIX IP SLA onepauuax.

- operation — HOMep onepauunn.

show track [object]

object: (1..64)

OTobparkaeT nHGopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep 0b6beKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynseT cyeTynkm IP SLA onepauum.
- operation — HOMmep onepauuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHON ANA KOHTPOAA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKoi
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepomM JaHHbix 92 6aiTa; 3aaeprKKa cMeHbl coctoaHuA TRACK-obbekTa — 3 ceKkyHAbl; npu
n3meHeHUn coctonaHuA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST _DOWN u TEST _UP:

console# configure

console (config)# interface vlan !
console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit
console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line.

int gil/0/11
no shutdown
«

console (config) #

End with the character '@'.

console (config) # macro name TEST UP track 1 state up
Enter macro commands one per line.

int gil/0/11
shutdown
¢

console (config) #

console (config) # ip sla I
console (config-ip-sla)# icmp-echo 10.9.2.65

End with the character 'Q@'.
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console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKKU ana onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe

— Operation state — TekyLee COCTOAHME Onepaymm:
= scheduled — onepauua BbINOHAETCS;
=  pending — BbINOJIHEHME ONEepaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeAHEN BbINOAHEHHON onepauuu:
= OK — ycnewHoe 3aBepLueHne npeablayLiein onepaymm;
= Frror — HeypayHoe 3aBepLueHne nocneaHer NonbiTKM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCNELHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — Konn4ecTBo NoayyYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOBpaXKatOWMIA KONYECTBO U3MEPUTENbHBIX OMnepaLmii, 3aKOHYMBLUNXCA
C COOTBETCTBYHOLLMM KOAOM OLUMOKM.

5.24 ®dyHKUMK obecneueHnsa 6esonacHocTH

5.24.1 ®yHKyuu obecneyeHus 3awWUMosl NOPMOB

C uenbto noBbllweHUsA 6e30MacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KaKOoW-
nMbo MnopT TaK, 4Tobbl AOCTYN K KOMMYyTaToOpy 4yepe3 3TOT MOPT MNPenocCTaBAAancA TO/IbKO 33a4aHHbIM
ycTpoiicTtBam. yHKLMA 3aLLMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-aapecoB, KOTOPbIM paspeLlaeTca
poctyn. MAC-agpeca mMoryT 6bITb HacTPOEHbI BPYUYHYHO MAW U3yYeHbl KOMMyTaTopom. locne msydyeHus
HeobxoAMMbIX aapecoB NOpPT cneayeTr 3abNOKMPOBATb, 3alUMTMB €ro OT MOCTYN/JeHUA MAKEeTOB C
HeunsyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIM NOPT NonyyaeT naket, 1 MAC-
aApec UCTOYHWKA MaKeTa He CBA3aH C STUM NOPTOM, aKTUBU3UPYETCA MEXaHU3M 3aLUUTbI, B 3aBUCMMOCTHM OT
KOTOPOro MOryT 6biTb NMPUHATLI CleaylolmMe Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynalowWwme Ha
3a6/10KMPOBaHHbIV NOPT, NepecbliatoTcs, oTbpacbiBatoTcA, NMOO e NOPT, NPUHABLLMIA NAKET, OTKAOYAETCA.
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®dyHKUmMAa 6esonacHoctn Locked Port nossonser coxpaHWTb CNUCOK M3ydyeHHbix MAC-aapecos B daine
KOHUrypaumm, Takmm 06pasom, sSTOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepe3arpys3KM yCTPONCTBa.

/ CyuwiecTByeT orpaHuyeHue Ha Konumyecrso MAC-agpecoB, KOTOpoe MOXeT U3yuUTb NOPT, UC-
NoNb3yoWMi GYHKLMIO 3aLUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnuua 212 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, rpynnsl MHTepdeiicos

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
port security BkntoyaeT pyHKUMIO 3aWwmTbl Ha UHTepdelice. bnokupyet dyHK-
LMIO M3yYEeHUA HOBbIX aapecoB AN uHTepdelica. MakeTbl C HeU3y-
-/BbIK/IOYEHO yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTca. KomaHaa
aHanornyHa KomaHge port security discard.
no port security OTKAtoYaeT GYHKUMIO 3aLLMTbI HA UHTepdelice.
port security max num 3apaeT MaKcMMasibHOe KOJIMYeCTBO afpecoB, KOTOPOE MOXKeT
num: (0..32768)/1 M3y4nTb NOpT.
no port security max YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
port security routed YcTaHaBAunBaeT 3awwmueHHblt MAC-agpec.

dopmat MAC-agpeca:

H.H.H, H:H:H:H:H:H, -
no port security routed H-H-H-H-H-H Ypanaet 3awmweHHbln MAC-agpec.

secure-address mac_address

secure-address mac_address

port security {forward | BkAtouaeT PyHKUMIO 3aWwmTbl Ha UHTepdelice. Baokupyet dyHK-

discard | discard-shutdown} LMIO M3yYeHMA HOBbIX a4pPecoB Ans uHTepdelica.

[trap freq] - forward — nakeTbl ¢ HensyuyeHHbIMM MAC-agpecammn UCTOYHMKA
nepecbINakoTcs;

- discard — naketbl ¢ HensyuyeHHbIMM MAC-agpecamu UCTOUYHMKA
oTbpacbiBatoTCA;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKA OTOPACbIBALOTCA, NOPT OTK/IOYAETCH;

- freq — yactoTa reHepupyembix cooblieHuli npotokona SNMP
trap Npy NOCTyNAeHUN HECAHKLLMOHMPOBAHHbIX MAKETOB.

freq: (1..1000000) cek

3afaeT 4yacToTy reHepupyembix coobuieHuit npotokona SNMP
trap Npu NOCTYyN/IeHUU HECAHKLMOHNPOBAHHBIX MAKeToB.

port security trap freq freq: (1..1000000) cek

port security mode {secure 3ajaerT pexuMm orpaHuuyeHus wusyyenms MAC-agpecoe ans
{permanent | delete-on-reset} HacTpauBaemoro nHTepdeiica.

| max-addresses | lock} - secure — HacTpauMBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue aaxe
nocne nepesarpysku yCTpOMCTBa;

- delete-on-reset — faHHbIV agpec yaanmTca nocse nepesarpysku
YCTPOMCTBA;

- max-addresses — yganser Tekywme AUHAMUYECKU U3YyUYEHHble
aapeca, cBA3aHHbIe C nHTepdencom. PaspeweHo
M3yyeHMEe MaKCMMaNbHOrO Ko/AWMYecTBa afApecoB Ha NopTy.
MoBTOpPHOE U3yyeHUe U CTapeHMe paspeLleHbl;

- lock — coxpaHsieT B KOHOUIYpaLMIO TEKyLIME ANHAMUYECKM U3Y-
yeHHble agpeca, CBA3aHHble C MHTepdeicom v 3anpeLLaeT obyye-
HWe HOBbIM agpecam M CTapeHUe yKe U3yUYeHHbIX a4pecos.

-/lock

no port security mode YcTaHaBAMBAET 3HAaYEHME MO YMONYAHUIO.
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KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console>

Tabnnua 213 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro

show ports security MoKa3blBaeT HACTPOMKKN PYHKUUM He30nNacHOCTM Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Hom nHTepdeirce.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3biBaeT TEKyLWME AMHAaMUYecKne agpeca Ans 3abaokmMpo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX NOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
se?inteﬁaceacﬁvg gi_port: (1..8/0/1..48); AKTUBU3MPYET UHTEPdENC, OTKNHOYEHHbIM GYHKUMEN 3aLUUTbI
{gigabitethernet gi_port | te_port: (1..8/0/1..48): nopTa (KomaHga AOCTynHa TO/bKO A8 NPUBUAETMPOBAHHOMO
tengigabitethernet te_port | - t\.Ne “port: "7 | nonb3osatens).
:vmt:n;zfrl;/elzglgabltethernet (1..8/0/1..120);
hundredgigabitethernet hu_port(?"8/0/1_3zﬁ
hu_port | port-channel group} group: (1..128)

[pumepbl 8b1M0AHEHUS KOMAHO

= Bratountb GyHKLMIO 3aWmTbl Ha 15 nHTepdeiice Ethernet. YcTaHOBUTL OrpaHMyeHne Ha U3yyeHme
agpecos — 1 agpec. Nocne nsyyeHns MAC-agpeca 3a6,10KMpoBaTb GYHKLUMIO U3YyYEHUS HOBbIX aa-
pecoB ans uHTepdelica ¢ Lenbto oT6PoCUTb NAKeTbl ¢ HensyyeHHbIMM MAC-agpecaMm UCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

= [loaKNUYNTb KAMEHTA K NopTy 1 usyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.24.2 lNposepka NodaAUHHOCMU KAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.24.2.1 baszosas nposepka nodauHHocMu

AyTeHTMdMKAumMA Ha ocHoBe cTaHgapta 802.1x obecneyvMBaeT MPOBEPKY NOAMHHOCTU
nosib3oBaTesiell KOMMYTATOPa Yepes BHELIHWI cepBep HAa OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAUEHT.
TonbKo ayTeHTUPUUUPOBAHHbIE M ABTOPM30BAHHbIE MOAbL30BATENM CMOFYT MepefasaTb M NPUHUMATb
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AaHHble. poBepKa NOAAMHHOCTM NOJib30BaTeNe NOPTOB BbiNosHAeTcA cepBepom RADIUS nocpeactesom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 214 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeiicmeue

dotlx system-auth-control

no dotlx system-auth-control

-/BbIK/OYEHO

BkntoyaeT perkum ayteHTUdUKaumm 802.1X Ha KommyTaTope.

BbIKk/IlOYaeT pexxnum ayTeHTudUKaumnm 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius} [none |
radius]

no aaa authentication dotlx
default

-/radius

3agaeT o4MH UK ABa MeTOoAa NPOBEPKM NOAJIMHHOCTU, aBTOPU3a-
uMn 1 yyeta (AAA), ana ncnonb3oBaHUA Ha MHTepdelicax IEEE
802.1X.
- none — He BbINOJIHATb ayTEHTVId)VIKaLJ,VIIO;
- radius — ucnonbsoBatb cnnucok RADIUS-cepBepoB ans ayTeHTU-
duKaumum nonb3osaTens.
BTopoii meToA ayTeHTMPUKALUN UCNO/b3YETCA TONbKO B
V c/ayyae, ec/iv No nepeomy ayteHTUdPUKauma 6bina He-
yCneLwHoii.

YcTaHaBAUBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

v

MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHser 3agaun gna ayreHTMduKa-
UMY yAaNEHHOro K/IMeHTa, NPU 3TOM ONpeaenas MexaHusm ayTeHTuduKaumu.

Tabnuua 215 — KomaHabl pexknuma KoHoburypaumm nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaumto 802.1X Ha uHTepdeiice. Paspe-
LIAeT py4YHOM KOHTPO/Ib 33 COCTOAHMEM aBTOPM3aLLMM NopTa.

- auto — ncnonb3osaTb 802.1X ANA USMEHEHMA COCTOAHUA KNU-
eHTa MeXay aBTOPM30BaHHbIM U HEABTOPU30BaAHHbIM;

- force-authorized — BbikntoyaeT ayTeHTUdMKaumo 802.1X Ha
nHTepdeiice. MopT nepexoanT B aBTOPU30BaHHOE COCTOAHUE
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepeBoguT NOpT B HEaBTOpPM30BaHHOE
cocTtoaHue. IrHopupytoTca Bce NONbITKM ayTeHTUdUKaL MK KAn-
eHTa, KOMMYTaTOp He NPeAoCTaBAAET CePBUC ayTeHTUDMKALMM
[ONA 3TOro nopra;
- time — vHTepBan BpemeHu. Ecam AaHHbIV napameTp He onpe-
AeneH, TO NOpPT He aBTOPU30BaAH.
no dotlx port-control YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIO.
dotlx reauthentication -/neproguyeckue BkntoyaeT nepuoguyeckne nOBTOPHbIE MPOBEPKU NOAJAMHHO-
NOBTOpPHbIE NPOBEPKMU cTn (NnepeayTeHTUdUKALMIO) KAMEHTA.
no dotlx reauthentication NOAJIMHHOCTH BbikntoyaeT nepuoanyeckme NOBTOPHbIE NPOBEPKM NOAIUHHO-
BbIK/IFOYEHbI cTn (nepeayTeHTUMKALMIO) KNUEHTA.
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dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPEMEHU B CEKYHAAX, B TeYeHMe KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 0 NOBTOpPHOM ne-
peaaum 3anpoca.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuog BpeMeHu, B TeYeHMe KOTOpPOro 3anpalwimsato-
WMM KAET A0 Nepes3anycka ayTeHTUdUKaLMM Nocae nonyyYeHus
oteeTa FAIL oT cepsepa Radius.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cek

YcTaHaBAMBaeT Nepuos MexAy MOBTOPHbIMM NPOBEPKaMu
NOANNHHOCTMK.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mnepuos, B TeYeHUEe KOTOPOro KOMMYTaTop
0CTaeTcs B COCTOAHWMM MOJIYAHMA NOC/Ae HeyAauHON NPoBepKu
NOAJ/IMHHOCTU.

B TeyeHue nepuoda MONYaHMUA KOMMYTATOP He MPUHMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAMBaET Nepuos, B Te4eHWe KOTOPOro KOMMYTaTOP OXKM-
[AeT OTBET Ha 3anpoc Mbo naeHTMOMKaLMIO Mo NPOTOKOY
EAP OT KnneHTa, Nnepes NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCcTaHaBAMBAET MAKCMMasIbHOE YMCIO MOMbITOK nepesayun 3a-
npocoB NpoTokona EAP-KAMEHTY nepes HOBbIM 3aMyCKOM Mpo-
Lecca NnpoBepKkn NoAAMHHOCTH.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEeKYHA,

YcTaHaBAuBaeT nepuoa Mexay NoBTOPHbIMU Nepefadyamu 3a-
npocoB NpoToKona EAP-kauneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcraHaBauBsaet nepnoa, B Te4eHne KOTOPOoro KOMMyYTaTop OXKKU-
AaeT OTBETa OT cepBepa ayTeHTMdJVIKa uun.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceK/He 3apaHo

YcTaHaBAVMBAET NEpUOA, BPEMEHM HEaKTUBHOCTM KAMEHTa, no
NCTEYEHNE KOTOPOro K/MEHT CTaHOBUTCA HEaBTOPU3OBAHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 216 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4Hyl0 OCyW,EeCcTBNAET MOBTOPHYIO MPOBEPKY NOAJMHHOCTU
yKa3aHHOro nopta B KOMaHAe, MMH0 BCcex NOPTOB, NOAAEPKMBA-
towmx 802.1X.
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dot1x unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab10KMPOBaTL KAMEHTa C yKasaHHbIM MAC-agpecom Ha nopTy
Npu AOCTUMKEHUM NOPOra MaKCMMasbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLMN.

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X aAna KommyTtaTopa Mbo gns yKa-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NONb30BaTENEN
802.1X KommyTaTopa.

show dot1x statistics interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTtaTUcTUKy no 802.1X ana BblbpaHHOro MHTEp-
deiica.

[pumepbl 8b1M0AHEHUS KOMAHO

= BK/HOUYUTb perrnm ayTeHTudpuKaumm 802.1x Ha KommyTtaTope. Mcnonw3osatb RADIUS-cepsep ana
NpPOBEPKM NOAJMHHOCTU KANEHTOB Ha MHTepdeincax IEEE 802.1X. Ana 8 uHtepdeiica Ethernet nc-
Nno/ib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers:

Radius

Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host

Port Administrated Status: auto

Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: unauthorized*

* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout:
Max req: 2

Authentication success: 0

Authentication fails: O

30 sec
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Tabnunua 217 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHA,

MNapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumoHHbIA peXum NnopTa: aBTOPU30BAHHbINA, HEAaBTOPU30BaHHbIN, MO0 BbIK/OYEH-
Hbilt (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NnepeayTeHTUdUKaLUM.

Reauth Period

Mepurog mexay NOBTOPHLIMW NPOBEPKaMK NOAJUHHOCTH.

Mma nonb3osatensa npu mcnosbsosaHnn 802.1X. Eciv nopT aBTOpPU30BaH, TO OTOOparKa-

Username eTCA UMSA TeKyLLero nosib3oeaTens. Ecan nopT He aBTOPM30BaH, TO OTOBParKaeTca MMA No-
cnegHero ycnewHo aBTOPM30BaHHOIO No/b30BaTeNA Ha NOPTY.
Quiet period Mepuog, B TeYeHWE KOTOPOro KOMMYTATOP OCTAeTCA B COCTOSHUM MOJIYAHUSA Moc/e He-
YZ,auHOW NPOBEPKM NOANMHHOCTH.
Tx period Mepuoa, B TeUeHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc Mbo naeHTUdmKa-
P uMio no npoTokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHOe YNCI0 NOMbITOK NepeAayn 3anpocoB NpoTokona EAP KnneHTy nepes Ho-

BbIM 3anyCKOM npouecca nposepKkn NnOATMHHOCTU.

Supplicant timeout

Mepuog mexKay NOBTOPHbLIMM Nepeaadamm 3anpocoB NpoTokoaa EAP KaneHTy.

Server timeout

Mepuoa, B TeueHME KOTOPOrO KOMMYTATOP OXKMAAET OTBETA OT CepBepa ayTeHTUdUKaLUK.

Session Time

Bpems NoaK/oueHns Nonb30BaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication Method

MeToga ayTeHTUPUKaLUUKN YCTaHOBIEHHOM CECCUM.

Termination Cause

[MprymHa 3aKpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHUI onpeaennTens NoaJAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUIA.

Authentication success

KonnyecTso nosiyyeHHbIX coobLeHNI 06 ycrnewHol ayTeHTUdUKaL MM OT cepBepa.

Authentication fails

KonnyecTso NosiyyeHHbIX COOBLLEHNI O HeycnewHoW ayTeHTUdMKaLmMm OT cepeepa.

VLAN

Ipynna VLAN Ha3HayeHHaa noab3osaTesnto.

Filter ID

NaeHTudmKaTop rpynnbl GUabTpaLmK.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4

12

EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx:
InvalidEapolFramesRx: O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

5
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Tabnumua 218 — OnucaHue pesynbTaToB BbINOJHEHUA KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPEeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), npuHATbIX 4aHHbIM OnpeaenuTenem noganHHoCTuU.
KonnyectBo KoppeKTHbIX naketos atoboro Tuna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx PP P » NEPEA
OaHHbIM onpeaennTenem nNogIMHHOCTH.
KonunuyectBo naketoB Start npotokona EAPOL, npuHATbLIX AaHHbIM onpeaenuTenem
EapolStartFramesRx P » P A PeA
NOA/IMHHOCTHU.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenuTenem
EapolLogoffFramesRx g P » P A PEA
NOA/IMHHOCTU.
Konnyectso naketos Resp/ld npotokona EAPOL, NpUHATbIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » NP A PeA
nem NoA/IMHHOCTY.
Konnyectso naketos otBeToB (Kpome Resp/Id) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » P A
HbIM onpeaennTenem NoaAMHHOCTU.
Konnuyectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenuTe-
EapolReqldFramesTx p/id np » NEPEA A pea
Nem NoAJIMHHOCTY.
Konnyectso naketoB 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepegaHHbIxX
EapolReqFramesTx P (kp p/id) np » NEPEA
LAHHbIM onpeaenntTenem NogJMHHOCTU.
. Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » 1P A
HbIM onpeaennTenem NoAANHHOCTU.
Konunyectso naketos npoTtokosia EAPOL c HEKOPPEKTHOM AJIMHON, NMPUHATbIX AaHHbIM
EaplengthErrorFramesRx P PP A 1P A
onpeaenutenem NOoAJANHHOCTU.
. Bepcua npotokona EAPOL, NpuHATaA B caMom nocnegHem Ha AaHHbI MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-afpec UCTOYHUKA, MPUHATBIN B CAMOM NOC/AegHEM Ha AaHHbIN MOMEHT NakeTe.

5.24.2.2 PacwupeHHasa nposepKa noodsauHHoOcCmu

PacwupeHHble HacTpoiiku dotlx nNo3BoAAOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU A5 HECKO/IbKUX
K/MEHTOB, NOAK/OMEHHbIX K MOpTy. CywiecTByeT ABa BapuaHTa ayTeHTMOMKaLmMK: NepBblin, Koraa NposBepka
NoA/IMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUdUMKALMM TONbKO OAHOrO K/AMEHTa, 4yTobbl A0CTyn K
cucTeme UMenNU Bce KaveHTbl (pexkum Multiple hosts), BTopoit, Korga npoBepKa Nog/IMHHOCTK TpebyeT
ayTeHTUOUKALMKM BCEX MOAKMOUYEHHDBIX K MOPTY KNMEHTOB (pexxunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoanT ayTeHTUDMKaLMIO, TO BCEM NOAKAOYEHHBIM XOCTaM byAeT 0TKa3aHo B AocTyne

K pecypcam ceTu.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 219 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuo

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

PaspelwaeT oTnpaBKy trap-coobLeHUI, KOrga KAMEHT ycrnewHo
NPOXOAMUT ayTeHTUdUKALMIO.

-/BbIKNIOYEHO
YcTaHaBAMBaET 3HaYEHME N0 YMOAYAHMIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

PaspeluaeT oTnpaBKy trap-coO6LEHWNIA, KOT4a KAWEHT He npoluen
ayTeHTUdMKaLMIO.

-/BbIK/IOYEHO
YcTaHaBAMBaET 3HaYEHME N0 YMOAYAHMIO.
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dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNOYEHO

BK/toYaeT OTNpaBKy trap-coobLieHuit Npu NpeBbileHUN NoAb30-
BaTe/sleM MaKCMManbHO AOMYCTUMOro KOJ/MYecTBa HesycnelHbixX
NONbITOK ayTeHTUUKALUW.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 220 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
0 ymMon4aHuto

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HainMune 04HOro/HECKObKUX KMEHTOB Ha aBTOPU30-
BaHHOM noprty 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HECKO/IbKO KNMEHTOB;
- single-host — oguH KAneHT;
- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode 3afjaeT aencTeue, KOTOpoe HeobxoguMmo BbIMOAHUTb, KOrAa
{restrict | protect | shutdown} ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
[trap freq] K/IMEHTA, OCYLLECTBAAET NONbITKY A0OCTyNa K MHTepdeincy.
- restrict — naketbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca
K/IMEHTA, NepecblaatoTca, Npu 3TOM agpec UCTOYHMKA He U3yda-
eTca;
-/protect; - protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
freq: (11000000)/1 KNNeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/Iny-

Hbim oT MAC-agpeca KnneHTa, oTbpacbiBatoTcs;
- freq —4acToTa reHepupyembix coobeHnit npotokona SNMP trap
npu NOCTYNN€HUN HECAHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHpaa urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHA

Bk/toyaeT ayTeHTUPUKaLmto
- mac — BK/OYAeT ayTeHTUDMKAUMIO, OCHOBaHHY Ha MAC-agpe-
cax;
- 802.1x — BK/IlOYAET ayTeHTUPUKALMIO, OCHOBAHHYO Ha 802.1x;
- web -BKkntoyaeT mexaHnam Web-based ayteHtnudumrkaumm.
- He ponkHo 6biTb cTaTueckux npusasok MAC-aapecos.
. - ®YHKUMA NOBTOPHOWU ayTeHTUPUKaALMK AO0MKHA 6biTb
BK/IlOYEHa.

BbikntoyaeT ayTeHTUdMKaUmMio, OCHOBaHHyt0 Ha MAC-agpecax
nosb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MakcMmasibHOe KO/IMYECTBO XOCTOB, NPOLUEALNX ayTeHTH-
duKaumto.

BoaBpau.l,aeT 3Ha4YeHune No ymonyaHuio.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KOAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, MOCAE KO-
TOpPbIX KANEHT 60KMpyeTCs.
- 0 — 6ecKoHeYHoe YMCN0 MOMbITOK.

Bo3BpallaeT 3HaueHMe No YMOHaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BblK/IIOYEHA

BktoyaeT dpyHKumto roctesoit VLAN Ha Tekyliem nHTepdeiice.

BbikntoyaeT PpyHKUMto rocteBoit VLAN Ha Tekyluem nHTepdeiice.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nutepdeica VLAN:

console# configure

console

(config)# interface vlan vlian id
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Tabnuua 221 — KomaHapl pexxmuma KoHopurypaumnm nHtepoerica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyanutio VLAN
He onpefeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HEAaBTOPM30BaHHbIM MO/b30BaTENAM UHTepdelica Ao-
cTyn K rocteBoi VLAN. Ecau rocteBas VLAN onpegeneHa v paspe-
WeHa, NopT byaeT aBTOMATUYECKU NPUCOEAMHATLCA K Hel, Koraa
He aBTOPWU30BaH, M MNOKMAATb, Koraa NponaeT asBTOPM3aLMUIO.
YT106bI NICNOb30BATH AAHHbIV GYHKLMOHAN, NOPT He J0/XKeH bbiTb
CTaTUYeCKMM YneHom roctesoi VLAN.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bug 3anpoca KomaHAHOM CTpoKM pexkuma Privileged EXEC:

console#

Tabnunua 222 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dot1lx interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

HacTpolikn npoTtokona 802.1x Ha nHTepdelice (KomaHga AOCTYMHa
TONbKO 418 NPUBUIETMPOBAHHOIO NO/b30BaTeNA).

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HACTPOMKKM NpoToKoaa 802.1x.

show dotlx credentials

CTpyKTypa yyeTa AaHHbIX OTOBpaKaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dot1x users [username]

username: CTpOKa

Moka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3ab6OKMPOBAHHbIX MO
Talm-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTatucTnKy 802.1X Ha nHTepdeicax.

5.24.3 KoHmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBoi MpPOTOKOA, MO3BONAIOLWMUIA KAMEHTY MO
3anpocy nony4atb IP-aapec u apyrue Tpebyemble napameTpbl, HeobxoamMmble ana pabotbl 8 cetn TCP/IP.

np0TOKOJ'I DHCP mokeT ncnosb3osaTbca 3/10yMbllUNEHHUKAMMN ANA COBEPLUEHUA aTaK Ha YCTpOVICTBO,

KaK CO CTOpPOHbI KaueHTa, 3actaBnaa DHCP-cepsep BblaaTh BCe AOCTYMHble agpeca, TaK U CO CTOPOHbI
cepBepa nyTem ero noameHsbl. NporpammHoe obecneyeHme KOMMyTaTOpa NO3BOASET 06ecneYnTb 3aLLmUTy
YCTPOMCTBA OT aTak C UCNosb3oBaHMem npoTokona DHCP, ana yero npumeHsaeTca yHKUMA KOHTpOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceT, paspewwas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» UHTepdelicax, a TaKkKe KOHTPO/IMPOBATb AOCTYN KAWEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMN.
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Onuus 82 npoTtokona DHCP (option 82) ucnonb3ayetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBsep 0 ToMm, OT Kakoro DHCP-peTtpaHcnatopa (Relay Agent) n yepes Kakoli ero nopt 6611 NOy4YeH 3anpoc.
MpumeHseTca oA YyCTaHOBAEHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTATOPA, @ TaKKe ANA 3aLlnThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeacTtaBndaetr cobot AOMNOAHUTENbHYIO
nHbopmaumio (Mma yctpolictBa, Homep noprta), AobaBasemMyld KOMMYTAaTOPOM, KOTOopbii paboTaeT B
perknme DHCP relay areHTa (6e3 gobasneHus IP-agpeca Ha KAnMeHTCKMI nHTepdelic) nnm bdyHkumm DHCP
Snooping (npu ycnoBum BKAOYEHUA KomaHabl ip dhcp information option). Ha ocHoBaHUK gaHHoOM onuumu,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOpTy KOMMyTaTopa.
Monyuns Heobxogumble gaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAWEHTY, a TaKxkKe
nepenaer emy apyrue HeobxoamMmble NnapameTpbl.

Tabnunua 223 — dopmat noneu onumm 82

Mone lMepedasaemas uHgpopmayus

Mms xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aliT — HOMep NOpTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNPaBAAIOLLEE
dhcp-3anpoc.

Circuit ID

Enterprise number —0089c1

R ID
emote agent MAC-agapec ycTpoiicTaa.

’ | [Ona ncnonb3oBaHuAa onuumn 82 Ha YCTPOMUCTBE A0/XKHA 6biTb BKAOUeHa ¢pyHKUuua DHCP relay
- areHTa (6e3 po6asneHus IP-agpeca Ha KNNEHTCKUA nHTepdeiic) nnm dpyHKuma DHCP Snooping
(npu ycnoeum BkatoueHus komaHgbl ip dhep information option).

Dna KoppeKkTHoit pabotbl ¢pyHKuum DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl
BONXHbI BbiTb MOAK/NIOUEHbI K «40BepeHHbIM» MOpTaM KommyTatopa. Ona po6asneHus
nopTa B CNUCOK «A0BEpPEHHbIX» Ucnoab3yetca KomaHaa IP dhcp snooping trust B pexxume
KoHdurypauum nHtepdeiica. fina obecneyeHna 6e3onacHOCTU Bce OCTa/IbHble NOPTbl KOMMY-
TaTopa A0/MKHbI 6bITb «Hea0BepeHHbIMUY.

.‘

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 224 — KomaHab! perkrma riobanbHoM KoHGUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
ip dhcp snooping BkntoyaeT KoHTpob npoTokona DHCP nytem BegeHuA
Tabamubl DHCP snooping 1 0TNpaBKM KIMEHTCKUX
-/BbIKNOYEHO wupokoseLatenbHbix DHCP-3anpocoB Ha «f0BepeHHbIe»
nopTbl.
no ip dhcp snooping BbIKntoyaeT KOHTPOIb NpoToKoa DHCP.
ip dhcp snooping vlan vian_id PaspewaeT KoHTpoab npoTokosna DHCP B npeaenax yKasaHHOM
vlan_id: VLAN.
no ip dhcp snooping vlan (1..4094)/BbIKkNt04eHO | 3anpeliaeT KOHTPONb NpoTokona DHCP B npesenax ykasaHHOW
vlan_id VLAN.
ip dhcp snooping information Mo ymonuanuio npuem | Paspewaet npuHmumate DHCP-nakeThbl ¢ onuypeit 82 OT «HeHaAex-
option allowed-untrusted DHCP-nakeToB C HbIX» NOPTOB.
no ip dhcp snooping onuuen 82 ot 3anpewaet npuHuMmaTb DHCP-nakeTbl ¢ onumen 82 oT KHEHaAEX-
information option «HEHaAeXHbIX» NOPTOB | HbIX» NOPTOB.
allowed-untrusted 3anpeLleH
ip dhcp snooping verify BkntouaeT Bepudumraumio MAC-agpeca knneHta u MAC-agpeca mc-
TOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeA0BEePEHHbIX» NMOPTaXx.
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no ip dhcp snooping verify Mo ymonuyanutio BbikntoyaeT Bepudpukaumio MAC-agpeca kaveHTa nu MAC-agpeca
BepuduKauma UCTOYHMKA, NpuHATOro B DHCP-nakeTe Ha «HeAOBEPEHHbIX» nop-
BK/IIOYEHa Tax.
ip dhcp snooping database PaspelaeT ncnonbsoBaHne pesepBHoro daina (6asbl) KOHTpONs
PesepsHbIli pain He npotokona DHCP.
no ip dhcp snooping database ncnosb3syetca 3anpeLaeT MCNonb3oBaHMe pesepBHoro ¢aina (6asbl) KOHTPoONA
npotokona DHCP.
ip dhcp information option Paspelaet ycTpoiicTtey fobasneHue onuum 82 npu paboTe npoTo-
kona DHCP.
- - - - -/BbIKOYEHO —
no ip dhcp information option 3anpewaeT ycTporcTey fobasneHune onumm 82 npu pabote npoTo-
kona DHCP.
ip dhcp information option YctaHaBauBaeT naeHtndmratop Access Node ID onumm 82.
format-type access-node- node_id: (1..48)
id node_id CMMBO/10B/system
no ip dhcp information description YcTaHaBAMBaET 3HAYEHWE N0 YMONYAHUIO

option format-type
access-node-id

ip dhcp information option for- | format: (sp, sv, pv, spv, | Hactpansaet popmat DHCP onupn 82.

mat-type circuit-id format [de- bin,user-defined); dopmar:

limiter delimiter] delimiter: (.,;#)/npo6en | - SP — HOMep cnOTa 1 NopTa;

- sv — Homep cnoTa n VLAN;

- pv — Homep nopta n VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmaT: VLAN, cnoT, noprt;

- user-defined — ¢dopmat onpegenserca nosb3osaTtesem. Bos-
MOXHO HacTpouTb WabnoHbl B ASCII n HEX.

Mpu onpeaeneHnn UCNOb3YIOTCA Caeaytolme WabnoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCI;

%P: aAvHHOE MMA mopTa, Hanpumep, gigabitethernet 1/0/1 B
ASCII;

%t: TN nopTa (3HayeHwue nonsa ifTable::ifType B
wecTHaauaTepuyHom suae) B ASCII;

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H 8 ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesoi naHenwn) B ASCII;

%i: ifindex nopta B ASCII;

%vV: naeHtndukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%C: MmaK-agpec KnumeHTa B popmate H-H-H-H-H-H 8 ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 — agpec ¢
interface vlan 10);

%%: 0AMHOYHbIV cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon $ B ASCII

St: TMn nopTa (3HaveHne nona ifTable::ifType B
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmare H-H-H-H-H-H-H B HEX;
SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHWTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenwn) B HEX;

Si: ifindex nopta 8 HEX;

Sv: naeHtndurartop VLAN B HEX;

Sc: mak-aapec knneHTa 8 popmate H-H-H-H-H-H 8 HEX;
Sb[XY]: nobasnatoTca Nnpon3soabHblie 6ainTbl XY B HEX (Sb13)

no ip dhcp information option 3anpewyaeT ycTpocTey gobasneHune onumm 82 npu pabote npoTo-
format-type circuit-id Kona DHCP.
ip dhcp information option for- YcraHaBnausaeT uaeHtnudumrkatop Remote agentID onuum 82.
mat-type remote-id ) [nA HacTPOMKM BOSMOXKHO MCMO/b30BaThb WAbMOHbI, onpeaeneH-
remote-id remote_id: Hble B circuit-id user-defined.

. - . - (1..128)/mac address B
no ip dhcp information option hex YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.

format-type remote-id
remote-id
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ip dhcp information option Lob6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
suboption-type -/BbIKHOYEHO 6aiita (Type u length).

no ip dhcp information option YcTaHaBAMBaET 3HaYeHME MO YMONYAHUIO.

suboption-type

Tabnunua 225 — dopmat nonen onumm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedasaemasn uHgpopmayusa

MmA xocTa ycTpoicTBa.
cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnenHuii 6aitT — Homep NOPTa, K KOTOPOMY NOAKNHOYEHO YCTPOWCTBO, OTNPaBaalowWwee
3anpoc DHCP.

Circuit ID

Enterprise number —0089c1

R t tID
emote agen MAC-aapec ycTponcTsa.

Tabnunua 226 — dopmart nosen onumm 82 pexuma custom

Mone Mepedaeaemasn uHghopmayus

OnvHa (1 6anT)

Tun Circuit ID

OnvHa (1 6ainT)

VLAN (2 6atiTa)

Homep moayns (1 6aitT)
Homep nopta (1 6aiiT)

Circuit ID

Onuna (1 6aiT)

Tun Remote ID (1 6aiiT)
OnvHa (1 6anT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

CyLiecTByeT BO3MOKHOCTb BKAHOUUTL A0baBieHne onunm 82 ana oTaeNbHbIX MHTepdeincoB 1 NopTos.
MpropUTET NPUMEHEHUA KOMaHAbI OT HU3KOTO YPOBHSA K BbICOKOMY: FnobanbHasn HacTpoliKa, HacTpolKa Ha
nHTepdelice, HaCTPOIMKa Ha NOPTY.

tDopmaT onumn 82 npuv 3TOM onpeaenAaeTca To/1bKO B rno6anbHOM pexunme.

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 227 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
1o ymon4aHuio

ip dhcp snooping trust [LobasnaeT UHTEpPdENC B CNUCOK «40BEPEHHBIX» NPU UCMOb30-
BaHUM KOHTposA npotokona DHCP. DHCP-TpaduK «aoBepeH-

Mo ymonyaHutio o
Horo» uHTepdeica cuntaetca 6e30nacHbIM U He KOHTPO/IMPY-

MHTepoenc He aBnseTca

- - [L0BEPEHHbIM °TeA. —
no ip dhcp snooping trust YpanseT uHtepdeiic U3 CnNMcKa «A0BEePEeHHbIX» MPU UCMONb30-
BaHMM KOHTpOAA npoTokosaa DHCP.
ip dhcp information option PaspewaeT fobasneHue onuumn 82 Ha BbibpaHHOM MHTepdeice
[global] -/global npu pabote npoTtokosa DHCP.

global — rnobanbHasa HacTpoika gns NpUMeHeHus onumm 82.
MpuoputeT pabotbl KomaHAb! ip dhcp information op-
V tional — nopr, interface vlan, rno6anbHas KoHdurypa-
ums.
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no ip dhcp information option

3anpewaet gobasneHue onumm 82 Ha BbiIbpaHHOM UHTepdelice
npu pabote npoTtokosa DHCP.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 228 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

[Lobasnset B paiin (6asy) KoHTponsa npoTokona DHCP cooTseT-
ctene MAC-agpeca knneHTa, rpynne VLAN m IP-agpecy Ana yka-
3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AencTBUTENbHA B TEYEHUE YKA3aHHOTO B
KOMaHZe BPEMEHM KM3HWU 3anuUcK, eCIN KAMEHT He OTNPaBuT
3anpoc Ha DHCP-cepsep Ha obHoBNeHMe. Tallmep 06HynseTcs
B C/ly4ae NoJly4eHun OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa [OCTYNHA TO/IbKO ANA NPUBUAErMPOBAHHOIO NO/Ib30BA-
Tens).

- seconds — BPeMs }KU3HU 3anucu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHo.

Yaansaet us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
ctene MAC-agpeca kaneHTa v rpynnol VLAN.

clear ip dhcp snooping
database

OuunwiaeT daiin (6asy) KoHTpona npotokona DHCP.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 229 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLumio 06 ncnosb3oBaHMM onuum 82 npo-
TOoKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

MoKasbiBaeT MHOOPMALLMIO NO oMLK 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

MokasbiBaeT WHPOPMALMIO O
HACTPOMKM WwabnoHoB B onummn 82.

BO3MOXHbIX BapuaHTax

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT KoHduUrypaumio GyHKLMM KOHTPONSA MNPOTOKOAa
DHCP.
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show ip dhcp snooping binding MoKa3sblBaeT cooTBeTCTBMA U3 daiina (6asbl) KOHTPOAA NPOTO-
[macaddress mac_address] [ip- gi_port: (1..8/0/1..48); Kona DHCP.

address ip_address ] [vlan ) )
vian_id] te_port: (1..8/0/1..48);

[gigabitethernet gi_port | twe_port:

tir? (1 abitethernZt_ti ort | (1..8/0/1..120);
glgabitethernet te_p hu_port: (1..8/0/1..32);

twentyfivegigabitethernet

twe_port | group: (1..128);

hun:iredgigabitethernet vlan_id: (1..4094)

hu_port | portchannel group]

[pumepbl 8b1M0AHEHUA KOMAHO

= PaspewunTtb ucnoabsosaHne DHCP onuumn 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

=  [loKasaTb BCe COOTBETCTBMA U3 TabauLbl KOHTPOS NpoToKkoaa DHCP:

console# show ip dhcp snooping binding

5.24.4 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHayeHa ansa ¢puabTpaumm Tpadmka, NPUHATOro
¢ uHTepdelica, Ha ocHoBaHMM Tabanupbl cootBeTcTBUii DHCP snooping un ctaTtuyeckmx cooTseTcTBuid IP
Source Guard. Taknum o6pasom, IP Source Guard nossosaeTt 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V' MockonbKy ¢yHKUMA KOHTponA 3awmTtbl IP-agpeca ucnonab3yer Tabauubl COOTBETCTBMIA
DHCP snooping, MmeeT CMbIC/ MWCMNOAb30BaTb AAHHYK ¢QYHKUMIO, NpeaBapuUTenbHO
HacTpous u Bkatouns DHCP snooping.

V' dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAOUUTDL rN06anbHO M gna
uHTepdeiica.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:
console (config) #

Tabnunua 230 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

Komanda 3HavyeHue/3HayeHue Neiicmeue
110 yMOoAYaHUIO
ip source-guard BkAtoyaeT dyHKUMIO 3aLLmTbl IP-aspeca KANEeHTa oA BCEro KOMMy-
Mo ymMmon4yaHuto TaTopa.
no ip source-guard bYHKUMA BbIKNKOYEHa BbikntoyaeT pyHKUMIO 3awWwmThl IP-agpeca KAnMeHTa o1s BCEro Kom-
myTaTopa.
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ip source-guard binding Co3paHune cTaTUYecKkom 3anmcu B Tabanue cooTBeTcTBusa mexay IP-

mac_address vian_id appecom KnueHTa, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-

ip_address {gigabitethernet gi_port: (1..8/0/1..48); | Horo B KomaHae nHTepdelica.

gi_port | tengigabitethernet te_port: (1..8/0/1..48);

te_port | twe_port:

twentyfivegigabitethernet (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);

hundredgigabitethernet group: (1..128);

hu_port | port-channel group} vlan_id: (1..4094)

no ip source-guard binding YpaaneHue cTaTU4ecKown 3anucu B Tabaunue cooTBeTCTBUA.

mac_address vian_id

ip source-guard tcam 3apaeT YacToTy 06paLLeHUA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢

retries-freq {seconds | never} LLeNblo 3aM1CK B NaMATb HEAKTUBHbIX 3almLLeHHbIX IP-agpecos.
seconds: (10..600)/60 - never — 3anpewaeT 3an1Mcb B NaMATb HEAKTUBHbIX 3aLULLLEHHbIX

ceKk IP-agpecos.
no ip source-guard tcam YcTaHaBAMBaEeT 3HaYeHMEe N0 YMONYAHUIO.
retries-freq

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanazoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 231 — KomaHap! pexkxnuma KoHourypauum nHtepdeiica Ethernet, rpynnsl nHTepdeiicos

KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymMmon4aHuro
ip source-guard BratouaeT dyHKUMIO 3almMThl IP-agpeca KAMeHTa ANa HacTpau-
Mo ymonuaHuio Baemoro uHtepdeica.
no ip source-guard GYHKUMA BbIKOYEHA. | BbIkatouaeT GyHKLMIO 3awmThl IP-agpeca KAMeHTa AnA HacTpa-
nBaemoro nHTepdeiica.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHON CTPOKK pexxnma Privileged EXEC:
console#

Tabnunua 232 — KomaHabl perkuma Privileged EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

ip source-guard tcam locate BpyuHyto 3anyckaeT npouecc obpaLLleHns yCcTponcTBa K BHYT-

PEHHUM pecypCam C Uenbko 3annucn B NaMATb HEAKTUBHbIX 3a-

wueHHbIX IP-agpecos. KomaHaa 40CTynHa TONbKO A4 NPUBK-

NerMpoBaHHOro nosb3oBaTenAa.

KomaHda Aelicmeue

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnumua 233 — KomaHap! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | ort-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHza otobparkaeT HacTpoiKy GpyHKUMM 3awmTsl IP-agpeca
Ha 3agaHHOM IMbO Ha Bcex MHTepdeicax ycTponcTBa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza oTobpakaeT cTaTUCTUKY QyHKLMM 3awmuThl IP-agpeca
Ha 3aaHHOM nnbo Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHza otobpaxkaeT cTaTyc pyHKUMM 3awmTsl IP-aapeca gna
YyKaszaHHoro nHtepdelica, IP-agpeca, MAC-aapeca nav rpynnol
VLAN.

show ip source-guard inactive

KomaHgaa oTobpaskaeT He akTUBHble IP-agpeca oTnpasuTens.

[pumepbl 8b1M0HEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3awWwmThl IP-agpeca gna scex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKtounTb GyHKUMIO 3awmTbl IP-agpeca ana punstpaumm Tpaduka Ha OCHOBaHMM TabauLbl COOTBET-
cteuit DHCP snooping n ctatnyeckux cootsetctBuin IP Source Guard. Co34aTb CTaTUYECKYO 3anNuCh B
Tabanue cootBeTcTBUA ANa uHTepdenca Ethernet 12: IP-agpec kKnneHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UnTepdeic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.24.5 Konmponae npomokKona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npegHasHauyeHa Ans 3alimTbl OT aTak C

ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npotokona ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMUxX cooTBeTcTBul IP- 1 MAC-agpecos, 3aaHHbIX a1
rpynnbl VLAN.
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NopT, CKoOHUrypuPOBaHHbLINA «HegoBepeHHbIM» ana ¢yHKUMKM ARP Inspection, AonKeH TakKe
6bITb «HeaoBepeHHbIM» anAa GpyHKuMn DHCP snooping unu cootsetcteue MAC-agpeca um IP-
appeca Ana 3TOro NopTa A0KHO 6bITb CKOHPUrypupoBaHO cTaTuuecku. MHaue gaHHbIA nopT
He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

.‘

v

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

[Ona HeHaAEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKMU cooTBeTcTBMIM IP- 1 MAC-agpecos.

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 234 — KomaHabl perknma rnobanbHoM KoHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuio
bYHKLMA BbIKNOYEHA

Bk/itoyaeT KOHTPOIb NpoToKona ARP (dyHKumio ARP Inspection).

BbIKkNtoYaeT KOHTpoAb NpoTokona ARP (dpyHKumio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyaxuio
bYHKUMA BbIKAOYEHa

PaspelwaeT nposepKy npoTtokosia ARP, ocHoBaHHyt Ha 6ase cooT-
BetcTBuit DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpeuaeTt npoBepKy npotokona ARP, ocHOBaHHyO Ha H6ase cooT-
BetcTBuit DHCP snooping, B Bbi6paHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocTtaBnseT cneunduryHbie NPOBEPKM A1 KOHTPOAA NPOTOKONAA
ARP.

MAC-agpec ncrouHuka: na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cooTtseTcTBe MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKaA B coaepXnMmom npotokoaa ARP.

MAC-agpec HasHayeHusa: [1na ARP-0TBETOB nNpoBepAeTcA COOTBET-
cteue MAC-agpeca B 3aronoske Ethernet MAC-agpecy HasHauyeHuUA
B coAep*KMmom npoTokona ARP.

IP-agpec: MposepseTca cogep:kumoe ARP-coobLeHMA Ha Hannune
HeKOppeKTHbIX IP-aapecos.

3anpewaeT cneunduryHble NPOBEPKM AR KOHTPOIA NpoToKoa ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3pgaHue cnumcka ctatuyecknx ARP-cooTBETCTBU.
2. Bxoga, B pexxum KoHourypaummn ARP-cnuckos.

YpaneHue cnvcka ctatuyeckmux ARP-cOOTBETCTBUN.

ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctatndeckux ARP-cOOTBETCTBMIA oA yKa3aHHOM
VLAN.

OTMeHsEeT Ha3HaYeHWe CnucKa cTatudeckux ARP-coOTBeTCTBUIA AnsA
yKasaHHoM VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
ceK

3aflaeT MUHUMaNbHbIV MHTEPBAN MEXAY COOBLLeHUAMMU, CoAepiKa-
WMMKM MHGOopMmaLmio NpoToKona ARP, nepesiaBaeMbiMu B JKypPHan.

- 3HayeHue O yKasblBaeT Ha To, YTo cooblieHnsa 6yayT reHepupo-
BaTbCA HE3aMeA/IMTE/NbHO;

- infinite — He reHepMpoBaTbL COOBLLEHMIA B XKypHan.

YcTaHaBAWBaeT 3Ha4YeHne no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

¢helica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 235 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnel nHtepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuio
MHTepdelc He aBnaeTca
[0BepeHHbIM

[obasnaeT uHTepdeic B CNMCOK «A0BEPEHHbIX» NPU UCMOIb30Ba-
HWUK KOHTPONA npoTokona ARP. ARP-TpaduK «f0BEepeHHOro» UHTEep-
delica cuntaeTca 6e30nacHbIM U He KOHTPOIMPYETCA.

Yaansaet nHtepdeinc n3 cnncka «40BepeHHbIX» NpPU UCMOb30BaHMUMU
KOHTponA npoTokona ARP.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 236 — KomaHabl perknuma KoHourypaumm ARP-cnvckoBs

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[OobasnaeT ctatuyeckoe cootseTcTeue IP- 1 MAC-agpecos.

Ypanaet ctatuyeckoe cootsetcreme IP- u MAC-agpecos.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 237 — KomaHabl pexxkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KOHOUrypaumto ¢GyHKLMKU KOHTpOAs npoTokona ARP
Inspection Ha BbIbpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

show ip arp inspection list

MoKa3blBaeT CMMCKMU CTaTUYECKMX cooTBeTcTBui IP- 1 MAC-agpecos
(komaHaa AOCTyNHa TONbKO ANA MPUBUIETMPOBAHHOIO NO/b30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaeT CTaTUCTUKY 4R CledyloLMX TUMOB NaKeToB, KoTopble
6111 06paboTaHbl Npu Nomowwm GyHKLMK ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmnbkKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BK/KOUYUTb KOHTPO/Ib NpoToKoNa ARP 1 4o6aBUTb B cNUCOK spisok cTaTnyeckoe cooteeTcTeme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauMTb cnmcok spisok ctatnyecknx ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKux cooteeTcTeumi IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.24.6 ®dyHkyuoHan First Hop Security

MakeT ¢pyHKUmi4 First Hop Security Bkntouaet B ceba aHannsatop DHCPv6-nakeTos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbIii Habop ¢yHKUMIA npefHasHadeH ana obecneyeHMAa KOHTPOAA U
dunbTpaymm IPv6 Tpaduka B cetu.

AHanunzatop DHCPv6 nakeToB nossosfAeT Aob6asnatb coceaen B Tabanuy npmsasok IPv6 binding table
npun noayyeHumn agpeca no DHCP, a Takke no3BosaeT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamm.

IPv6 Source Guard no3Bo/iIfieT YCTPOMCTBY OTKNOHATL TRADUK, EC/IM OH UCXOANT OT agpeca, KOTopbIi
He coxpaHeH B IPv6 binding table. Tabnuua npuessok cocepeli IPv6 binding table, nogknouyeHHbIX K
YCTPOMCTBY, CO343€TCA M3 TaKMX WCTOYHMKOB MHOOPMALMM, KaK OTC/AEXKMBaAHME MO NPOTOKOAY
obHapyxeHus cocegen (NDP).

C nomolubto dyHKUuKM ND Inspection kommyTaTop nposepsaeT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) n coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHWK TabaKnLbl KOMMYTATOP
oTbpacbiBaeT Nt0bble noaaensHble coobuweHna NS / NA.

®yHKumMoHan RA Guard no3sosisieT 6J10KMPOBATL UM OTKAOHATL HEXKeNaTe/lbHble UM NMOCTOPOHHKE
coobuieHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MapLUpyTM3aTopa.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:
console (config) #

Tabnumua 238 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o yMOMYAHUIO
ipv6 neighbor binding policy policy_name: (1..32) Co3aaTb NONAUTUKY NpUBA3KKM coceaelt (neighbor binding) v ne-
policy_name cMmBoOIa PENTU B PEXUM €€ KOHPUIYPUPOBAHUA.
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no ipv6 neighbor binding policy
policy_name

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé first hop security policy
policy_name

no ipv6 first hop security policy
policy_name

policy_name: (1..32)
cumBona

Co3pgatb nonnTuky First Hop Security.

YAanuTb NONUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security logging
packet drop

no ipvé6 first hop security logging
packet drop

-/BbIKNOYEHO

AKTUBMPOBATb JIOTMPOBaHNE APOMNa MaKeToB NPU HECOOTBET-
CTBUM NoAUTMKam 6esonacHocTu caykb RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBWTb 3HaYeHMe MO YMOIHYAHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIKNOYEHO

BKntounTb fobaBneHune 3anmceit B Tabanuy NpuBA3KKM cocenen
Ha OCHOBAHMMU:

- dhcp-nakera DHCPv6 Reply. Mpu stom Bce Link-local IPv6-
aapeca BHoOCATCA B Tab/ivuy NpUMBA3KKM cocefei no ymosnya-
HUIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — po6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHunit.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[Oo6aBnTb cTaTMyeckylo 3anucb ¢ npedpukcom B Tabauuy
Neighbor Prefix Table:
vlan — npwueasatb 3anuck K onpeaeneHHomy VLAN.

YpanuTb cTaTUYecKyto 3anucb ¢ npeduKkcom M3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IIOYEHO

BK/tOUMTL NPOBEPKY aapecoB B Tabnue NpuUBA3KK coceseit

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BPemMs XMU3HWU Tabauupbl NPUBA3KKM cocepen ans
3aMnucu B MUHYTax.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IIOYEHO

BKNOYUTL NOrMpoBaHME OCHOBHbIX COOLITUIN MO U3MEHUHUIO
TabMLbI NPUBA3KM.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/HOYEHO

OnpeaennTb MakCMManbHOEe KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaent.

- interface-limit — onpeaennts AMMUT ana nHTepodelica;

- vlan-limit — onpegennte AumuT VLAN;

- mac-limit — onpegennto nmutT MAC-aapecos;

- disable — paspewnTb MakcMManbHOE KONMYECTBO 3anuCcen.
MakcmanbHoe 3HadeHue = 4294967294.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHWIO.

ipv6 neighbor binding static ipvé
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[o6aBuTb cTaTMyeckyto 3anucb 6e3 npedukca B Tabavuy
Neighbor Prefix Table:

- vlan — npuBAasaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anucb K onpeaeneHHOMY WMHTep-
deiicy;

- mac — npvBA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Ypanutb CTaTUYECKYHO 3aNUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3aaTb NoNMTUKY Source Guard v NepenTn B PeXKUM €€ KOH-
durypmpoBaHus.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3pgatb nonntuky DHCP Guard u nepeiTu B pexKMm eé KOoH-
duUrypmpoBaHus.

Yaanutb nonntmuky DHCP Guard.
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ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbIM U MUHWMaNbHbIM Npeaenbl npes-
nouteHuna ana DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonantuky ND Inspection v nepeiiT B peXmm eé KoH-
durypmpoBaHus.

Ypanntb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN HE-
A0NYCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/IOYEHO

YCTaHOBWUTb MUHWMAJ/IbHOE 3HAaYEHWUE NapameTpa YPoBHA Hes-
ONacHOCTM MpPU MCNO/Ib30BaHUM ONUMUIA KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIKNOYEHO

BKkatounTb NnpoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3gatb noantuky ND RA Guard v nepeiTn B peXxnm eé KoH-
duUrypmpoBaHus.

Yaanutb nonntuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtO4EHO

YcTaHOBUTb Npeaensl 3HadeHua Cur Hop Limit B coobuieHunax
Router Advertisement.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IIOYEHO

BKkntounTtb nposepky ¢nara managed-config B coobuweHmax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3HayeHue ¢ara AOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIK/IIOYEHO

Bkntountb npoBepKy dnara other-config B8 coobueHuax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3HayeHue ¢ara AOMKHO 6bITb 1.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIK/IIOYEHO

YCTaHOBUTb MUHMMAIbHOE 06bsBNAemoe 3HayeHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HuK3KOe 3HaYeHue;

- medium — cpeaHee 3HaueHue;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIo.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIK/IOYEHO

YCTaHOBUTb MaKkcMmanbHoe obbasasemoe 3HadeHne Default
Router Preference B coobuieHunax Router Advertisement:

- low — HK3KOe 3HayeHue;

- medium — cpeaHee 3HaueHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-nbr-binding) #
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Tabnunua 239 — KomaHabl pexkrma NoJIMTUKK NPUBA3KK coceaen

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

logging binding enable

logging binding disable

-/BbIK/IOYEHO

Bk/itounTb normposarne gobasneHus/yaanerus IPv6 B Tab-
JIMLLY NPUBA3KN cocepent.

BbIKNtOUMTL NornposaHue gobasneHuns/yaaneHus IPv6 B Tab-
JIMLLY NPUBA3KN cocepent.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

Onpeaennte MakCMManbHOE KONNYECTBO 3anucelt B Tabanue
NpWBA3KK coceselt.

- interface-limit — onpegennte AMMUT ana nHTepdeiica;

- vlan-limit — onpegennts Aumut VLAN;

- mac-limit — onpegenntb AMmnutT MAC-agpecos;

- disable — pa3pelwnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HaueHue = 4294967294.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIK/IIOYEHO

BKkntounTb fobaBneHue 3anmceit B Tabanuy NpuBA3KKM cocenen
Ha OCHOBAHUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/ivuy NpuBA3KKM cocefiei nMo ymonya-
HUIO B pe3ysibTaTte aHannsa ICMPv6-nakeTos;

- any — nobaBnATbL BCe afpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHunit.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIKNOYEHO

BK/110UMTbL NPOBEPKY aApecos B TabmLe NPUBA3KK coceaei.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

device-role {permiter | internal}

no device-role

-/BbIKNOYEHO

YKa3aTb po/ib YCTPOMCTBA, NOAKNOYEHHOTO K MHTepdeicy:
- permiter — ycTponCcTBO NepUmMeTpa;
- internal — BHyTpeHee yCTpONCTBO.

Y6paTb posib C YCTPOWCTBA, NOAKNIOYEHHOTO K UHTEpdENACy.

KomaHObI pexcuma KoHguaypayuu noaumuku Source Guard

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-ipv6-srcgrd) #

Tabnunua 240 — KomaHabl perkuma IPv6 Source Guard noanTuKkm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

trusted-port

no trusted-port

-/BbIK/IOYEHO

OnpegenvTtb foBEPeHHbI NopT. JaHHaa NOAUTMKA Ha3Hava-
€TCA Ha MoPT, Ha KOTOPOM He A0/IKHA MPUMEHATLCA MOAUTUKA
Source Guard.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnunuya 241 — KomaHabl perkuma ipve DHCP Guard noantmku

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aelicmeue

device-role {client | server}

-/BbIKNOYEHO

YKasaTb po/ib YCTPOWCTBA, NOAKNOYEHHOTO K MHTEPdEMCY:
- server — yCTaHOBWTb POJ/ib CepBepa;
- client — ycTaHOBUTbL PO/b K/MEHTA.

238 Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32




HELTEX

no device-role

Y6paTb posib C YCTPOMCTBA, NOAKNOUYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-list prefix_list: BKtOYNTL NPOBEPKY aHOHCUPYEMBbIX a4PECOB, NONYYEHHbIX B
prefix_list} (0..32) cumsona/ coobuieHunax DHCPv6:
BbIK/IHOYEHO - disable — oTkntounTb NpoBepKy no DHCPv6-coobueHmam;
- prefix-list — npedukc-macka, no KoTopol byaeT ocyLLecTs-
NATCA NPOBEpPKa.
no match reply YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
match server address {disable | prefix_list: BKtOUNTL NPOBEPKY agpeca NCTOYHMKA cepsepa:
prefix-list prefix_list} (0..32) cumsona/ - disable — oTKnlOUNTL NPOBEPKY agpeca UCTOUHUKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopolt byaeT ocyLLecTs-

no match server address

NIATCA NpoBepKa.

YCTaHOBWUTb 3HAYeHME NO YMO/THaHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtO4EHO

YCTaHOBUTb MMHMMA/bHBIN Npegen aHoHcupyembix DHCPV6-
cepBepom Onuui:
- disable — BbIKNOUNTL NPOBEPKY ONLMIA.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MaKCMManbHbIM Npeaen aHoHcupyembix DHCPV6-
cepBepom onuuin:
- disable — BbIKAOUYMTb NPOBEPKY ONLUNA.

YCTaHOBUTb 3HAYEHMeE Mo YMO/THaHUIO.

KomaHObI pexcuma KoHguaypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #

Tabnuua 242 — KomaHapl pexxkuma IPv6 ND Inspection nointmukm

KomaHoa

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIKNIOYEHO

YKa3aTb po/ib YCTPOWCTBA, MOAKNOUEHHOTO K UHTEpdENCY:
- host — ycTaHoBWTbL ponb xocTa
- router — yCTaHOBUTb POJIb MapLUPYyTU3aTOPa

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

drop-unsecure {enable | disable}

no drop-unsecure

-/BbIKNIOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWLMMU UNN He-
A0NYCTUMbIMU NapameTpamn Uam noanucbio.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNtOYEHO

YKa3aTb MMHMMaNbHOE 3HayeHuWe MapameTpa ypoBHsA bes-
ONacHOCTM NPV UCMNONb30BaHUM ONUMI KpunTorpaduyeckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIK/IOYEHO

Bkatountb nposepky MAC-agpeca naketa no ero link-layer aa-
pecy:

- enable — BknoOUUTH

- disable — BbIKAOUNTB

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #
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Tabnunua 243 — KomaHabl pexkuma IPve RA Guard noantukm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTepdeicy:
- host — ycTaHOBUTb ponb XOCTa;
- router — yCcTaHOBWUTL PO/Ib MapLIpyTU3aTopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtOYEHO

YcTaHOBUTb Npeaensl 3HayeHua Cur Hop Limit B coobuieHunsax
Router Advertisement.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢nara managed-config B coobuieHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHue pnara JOMKHO 6biTb 1.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

match ra address {disable | prefix- prefix_list: BKAounTb NpoBepKy aapecoB B coobuieHnsax Router Adver-
list prefix_list} (1-32) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntOuMTL NPOBEpPKY agpecos
- prefix-list — npedukc macka, no KoTopoilt byaeT ocyLLecTs-
NATCA NPOBEpKa.
no match ra address YCTaHOBWTb 3HaYeHMeE NO YMOYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKAtounTbL NpoBepKyY NpeduKcoB B coobuieHnsax Router Adver-
list prefix_list} (1-32) cumsona/ tisement:
BbIK/IHOYEHO - disable — oTkntounTL NpoOBEpPKY NpedumKcos;

no match ra address

- prefix-list — npedukc-macka, no KoTopolt byaeT ocyLlecTs-
NATCA NPOBEpKa.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIKNIOYEHO

Bkntountb nposepky ¢nara other-config B8 coobuweHunsax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4eHue daara JOMKHO 6bITb 1.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNIOYEHO

YCTaHOBUTb MUHMMaNbHoe obbsasnsemoe 3HaveHue Default
Router Preference B coobuieHunax Router Advertisement:

- low — HU3KOEe 3HauyeHMe;

- medium — cpegHee 3Ha4YeHUE;

- high — BbicoKkoe 3HaueHue.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNIOYEHO

YCTaHOBUTb MaKcMmanbHoe obbAsasemoe 3HadeHue Default
Router Preference B Router Advertisement coobLuieHuax:

- low — HM3KOe 3HayeHue;

- medium — cpeaHee 3HaueHue;

- high — Bbicokoe 3HayeHue.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

KomaHObI pexcuma KoHguaypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-fhs) #
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Tabnuua 244 — KomaHap! pexkmma IPv6 First Hop Security noamtmku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIK/IOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NaKeToB NpW HECOOTBET-
CTBUM NOAUTMKaM 6e3onacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTBL NOrMpoBaHME Apona NaKeToB AN1A AaH-
HOW NOJINTUKMU;

- disable — oTkntouMTL NOrMpoOBaHME ApoNa NAKETOB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma KoHguypauyuu uHmepagetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnunua 245 — KomaHabl pexkuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé6 first hop security

-/BbIKNOYEHO

BKAtounTb PpyHKUMoHan First Hop Security Bo VLAN.

Bobikntountb PyHKUMoHan First Hop Security Bo VLAN.

ipv6 first hop security attach-policy
policy_name

no ipvé6 first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IIOYEHO

Lo6aButb nonntuKy First Hop Security Ha uHTepdeiic.

Ypanutb nonnTuky First Hop Security c uHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IIOYEHO

BKntounTb nNpmBA3Ky coceaent u gobasneHve 3anucelt B Tab-
anuy.

BbIKNtOUMTb NPUBA3KY cocenen n aobasneHune sanucem B Tab-
nanuy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuTb nonutuky Neighbor Binding Ha nHTepdeiic.

Yaanutb nonntuky Neighbor Binding ¢ nntepdeiica.

ipv6 source guard

no ipvé source guard

-/BbIK/IIOYEHO

Bkntountb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

-/BbIKNIOYEHO

Bkatountb DHCP Guard.

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonntmkn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IOYEHO

Bkatountb IPVv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6asutb nonntuky ND Inspection Ha uHTepdeiic.

Yaanutb nonntuky ND Inspection ¢ nHTepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIK/IIOYEHO

Bkntounts IPv6 ND RA Guard.

BbikntounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asuTb nonntuky ND RA Guard Ha nHTepdeiic.

Yaanutb nonntuky ND RA Guard c nHtepdeiica.

KomaHOb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM:

console#
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Tabnuua 246 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro

show ipv6 first hop security - OT06pasunTb HacTpoliku dyHKuMI IPV6 First Hop Security.
show ipv6 source guard - OT06pa3unTb cocTossHne PyHKLMM IPV6 source guard.
show ipv6 neighbor binding table - OTO06pasunTb TabunLy NPUBA30OK coceaei.
show ipv6 dhcp guard - OTO6pPO3UTL COCTOAHUE M HACTPOIKK dyHKLUMM DHCP Guard.
show ipv6 nd inspection - OTO6pO3UTL COCTOAHME U HacTpoiKku dyHKLMM ND Inspection.
show ipv6 nd raguard - OTO6pPa3nTb COCTOAHME N HAacTPOMKKU PpyHKUMM RA Guard.

5.25 ®dPyHKumum DHCP Relay areHTa

KommyTtatopbl nogaepxkmsatot ¢yHKLUmMmn DHCP Relay areHTa. 3agauveirt DHCP Relay areHTa asnsetcs
nepeaava DHCP-nakeToB OT KMeHTa K cepBepy U 0bpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTcs B OAHOM
CetTn, a KAWeHT B apyroi. [pyron ¢yHKuMen asnserca gobasneHue A0NO/HUTENbHbIX onumin B DHCP-
3anpocbl KAneHTa (Hanpumep, onuun 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaATOP NPUHUMAET OT KameHTa DHCP-
3anpocbl, NepesaeT 3TM 3anpochl cepBepy OT UMEHM K/IMeHTa (0CTaBaAsA B 3anpoce onuuu ¢ Tpebyembimm
KAMEHTOM MapameTpamMu 1, B 3aBUCUMOCTM OT KOHPUrypauum, nobasnss csou onuuu). MNoayyms oTBeT oT
cepsepa, KOMMYTaTOp NepesaeT ero KANeHTy.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnuua 247 — KomaHabl pexxnma rnobanbHon KoOHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
ip dhcp relay enable Mo ymonuaHuio areHT | BrntoueHne ¢yHkumii DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/IFOYEH BbikntoueHue ¢yHKumin DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay address 3apaét IP-agpec pgoctynHoro DHCP-cepsepa ans DHCP Relay
ip_address [vlan vian_id] areHTa.
- vlan — knueHTckuii VLAN, 3anpocbl M3 KOoToporo byayT Hanpas-
vlan_id: (1..4094) NeHbl Ha IP-agpec koHKkpeTHoro DHCP-cepsepa.
no ip dhcp relay address Ypanser IP-agpec u3s cnucka DHCP-cepsepoB ansa DHCP Relay
[ip_address] areHTa. MoxeT 6bITb 3343aHO 0 BOCbMU CEPBEPOB B BUAE Amana-
30Ha UK NepedYncneHmem.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumnm nHtepoeiica VLAN:

console# configure
console (config) # interface vlan vlan id
console (config-if)#

Tabnnuya 248 — KomaHab! perknma KoHourypaumm nHtepdeiica VLAN, nHtepoeitca Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
o yMOAYAHUIO
ip dhcp relay enable Mo ymonuaHuto areHT | BKntoueHue ¢yHKumii DHCP Relay areHTa Ha HacTpanBaemom
BbIK/IFOYEH MHTepodeiice.
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no ip dhcp relay enable BbikntoueHne ¢pyHKunit DHCP Relay areHTa Ha HacTpanBaemom
MHTepodeiice.
ip dhcp relay gateway-address MNo3BoNsAET HacTPOUTb KOHKPETHbIN afpec WCTOYHMKA AnA

Mo ymonyaHutio agpec
Y AP dhcp nakeToB 3 KaneHtckoro Vian.

ip_addr
p_. He BblbpaH
no ip dhcp relay gateway-address Bo3BpalyaeT B pexknum paboTbl M0 YMONYAHUIO.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnnua 249 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoAYaHUIo

KomaHda

show ip dhcp relay OTobparkaeT KoHOUrypaumo HacTpoeHHol ¢yHkumum DHCP Relay
- areHTa AN1A KOMMYTaTopa M OTAENbHO ANA MHTepPEeicoB, a Takke
CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb coctoaHue ¢yHKumnm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.26 KoHdurypauma DHCP-cepsepa

DHCP-cepBep OoCyLLLEeCTBAAET LEHTPA/IM30BAHHOE YyNpPaBieHNe CETEBbIMM apecaMmmn U COOTBETCTBYHO-
LWMMWN KOHPUIYPALMOHHBIMM NapaMeTpammM, aBTOMATUYECKM NPESOCTaBIAA UX KAMeHTam. 3To No3BoaseT
n3bexKaTb Py4HOM HACTPOIMKN YCTPOMCTB CETU M YMEHbLLAET KOJIMYECTBO OLLINMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobereeHHoro IP-aapeca oT
cepsepa DHCP), Tak n Kak DHCP-cepBep. B cnyyae ecnn DHCP-cepBep OTKAOYEH, TO KOMMYTaTOP MOMKET
pabotatb c DHCP Relay.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rinobanbHon KoHdurypaumuu:
console (config) #

Tabnnua 250 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro
ip dhcp server BkntoueHue ¢pyHKUMn DHCP-cepBepa Ha KommyTaTope.
Mepea BkAloueHnem DHCP-cepsepa npeaBapu-
' TEeNbHO A0J/KHbI 6bITb OTKAOYEHbl DHCP-KAMEHTDbI
-/BbIKNOYEHO .
e Bo Bcex VLAN. B Tom uucne BKAOUYEHHbIA NO ymon-
yaHuio DHCP-knueHT B VLAN 1.
no ip dhcp server BbikntoueHune yHKunm DHCP-cepBepa Ha KommyTaTope.
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ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CUMBOJI0B

Bxopg, B pexxum KoHpUrypaumm crtatmyeckunx agpecos DHCP-cep-
Bepa.

Ynansaet koHourypaunio DHCP-kamMeHTa ¢ 3aaHHbIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBonos

Bxog, B pexxum KoHdpurypauymm DHCP-nyna agpecoe DHCP-cep-
Bepa.
- name — nma DHCP-nyna aapecos.
MakcumanbHo gonyctumoe Konudecteo DHCP pool
. YyKasaHo B Tabnuue 9.

Yaanaetr DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YkKasbiBaeT IP-agpeca, kotopbie DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec Anana3oHa;

- high-address — koHeuHbIV |IP-agpec gManasoHa.

YpaneHnue IP-agpeca U3 CNMCcKa UCKAOYEHUA s Ha3zHayYeHun
ero DHCP-knueHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm ctatmdeckmx agpecos DHCP-cepsepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnunua 251 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuo

KomaHda

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

PyuHoe pesepsuposaHue IP-agpecos ans DHCP-knmeHTa.

- ip_address — IP-appec, KoTopblii ByaeT conoctaBaeH ¢ ¢pusn-
YECKMM aJpecom KANEHTa;

- mask/prefix_length — macka noacetn/anuHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

no address Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name OnpegenaeT uma DHCP-kauneHTa.

- name: (1..32) cumBonos
no client-name

Ypaanaetr uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaummu nyna DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabnnuya 252 — KomaHabl perkMma KoHourypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YcTaHaBAWBaeT HOMep NOACETU U MACcKy NOACETU ANA Nyna aa-
pecos DHCP-cepsepa.

- network_number — |P-agpec Homepa noaceTH;

- low_address — HayanbHbIl IP-agpec amManasoHa agpecos;

- high_address — KoHeuHbIV IP-agpec Anana3oHa aapecos.

- mask/prefix_length — macka noacetn/annHa npedukca.

no address Ynansaet koHourypaunio DHCP - nyna agpecos

lease {days [hours [minutes]] | Bpems apeHgbl IP-agpeca, KOTopblit HasHavyeH ot DHCP.

infinite} - infinite — Bpems apeHgbl He OrpaHNYEHo;
- days — Konn4yecTso AHew;
-/1 peHb
- hours — KOIMYeCTBO Yacos;
- minutes — KONMYECTBO MUHYT.
no lease YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
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KomaHObI pexcuma KoHgu2ypauyuu nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:
console (config-dhcp) #

Tabnunuya 253 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMOAYaHMIO CNUCOK
MapLLpPyTU3aTOPOB He
onpeaeneH.

no default-router

OnpepenseT CNMCOK MapLpyTM3aTOpPOB MO YMOAYAHMWIO ANA
DHCP-knuneHTa:
- ip_address_list — cnucok IP-appecos mapLpyTM3aTopos, mMo-
KeT cogepraTb 40 8 3anuceid, pasgeneHHbIx npobenom.
IP-agpec mapLpyTusaTopa AO/MKEH ObiTb B TOW e
e NoACETH, YTO U KINEHT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dns-server ip_address_list
Mo yMONYaHWUIO CNUCOK
DNS-cepsepos He

Onpepgenaet cnncok DNS-cepsepoB, AOCTYMNHbIX ANA KAMEHTOB
DHCP.
- ip_address_list — cnucok IP-appecoB DNS-cepepoB, moeT

onpeaeneH. cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.
no dns-server YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
domain-name domain domain: (1..32) Onpegenaet gomeHHoe nma ana DHCP-knneHTOB.
no domain-name CMMBO/IOB YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

netbios-name-server
ip_address_list Mo ymon4aHMIO CNUCOK
WINS-cepBepoB He

onpeaenex.

no netbios-name-server

Onpepgensaet cnnucok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moeT
cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

netbios-node-type {b-node |

p-node | m-node | h-node}
Mo ymonuyaHuio Tun

y3na NetBIOS He
onpegenex.

no netbios-node-type

Onpeaenset Tvn y3na NetBIOS Microsoft gna knmentos DHCP:
- b-node — WpoKoBeLwaTeNbHbI;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHUPOBAHHbIN;

- h-node — rnbpuaHbIn.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaeuno, TFTP-cepBepa), C KOTOPOTro AO/IXKeH 6bITb NOMY-
YeH 3arpy3ouHblii dpaiin.

YcTaHaBAuBaeT 3HaYeHue no YMOANYaHULO.

next-server-name name
name: (1..64) cumBonos

no next-server-name

Mcnonb3yetca gna ykasaHma DHCP-knneHTy ma cepsepa, C KO-
TOPOro A0JIXKeH ObITb NOJIYYEH 3arpy304HbIv daiin.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bootfile fil
ootfile filename filename: (1..128)

CMMBOJIOB

no bootfile

YKasbiBaeT uma ¢aina, MCNONb3yemMoro A1A HayalbHOW 3a-
rpy3ku DHCP-knuneHTa.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

time-server ip_address_list

Mo ymon4YaHuIo CNnCoK
cepBeposB He
onpeaeneH.

no time-server

OnpegaenseT CNMCOK CepBEPOB BPEMEHM, AOCTYMNHbIX ANA KAU-
eHToB DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeHMU, MO-
YKET coaepiKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)

[description desc] CUMBOIOB;
desc: (1..160)
no option code CMMBO/IOB

Hactpansaet onuuu DHCP-cepBepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NoNOXNUTeNbHOE YNCAO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om dopmare.

Ypanset onumn pna DHCP-cepsepa.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 254 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anucelt n3 Tabanupbl cooTBETCTBUA GU3NYECKMX aa-
pecos 1 agpecos, BblgaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-appec, HazHa4YeHHbI DHCP-cepsepom;

- ¥ —ypanuTb BCE 3anucu.

show ip dhcp

MpocmoTp KoHourypaumm DHCP-cepBepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lip_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnueHTa;

- name — nma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna agpecos DHCP-cepBepa:
- name — nma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-aapecos, KOTOpble CONOCTaBEHbI C PUINYECKUMU
afjpecamMu KMEHTOB, a TaKXKe Bpema apeHapl, cnocob HasHave-

HWA n cocTtoaHme IP-agpecos.

show ip dhcp server statistics - MpocmoTp cTatuctnkn DHCP-cepsepa.

show ip dhcp allocated - MpocMoTp aKTUBHbIX IP-agpecos, BbiaaHHbIX DHCP-cepsepom.

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test 1 ykasatb ana DHCP-knmMeHTOB: MA gomeHa — test.ru, w3
no ymonyaHmio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

— ——

5.27 KoHdwurypauua ACL (cnuckn KOHTpona aocTtyna)

ACL (Access Control List — cnucok KoHTpons goctyna) — Tabauua, KoTopas onpegenseT npasuaa
dnNbTpauMm BXOAALLErO M UCXoZALLero TpaduKa Ha OCHOBAHWUWM NepefaBaeMblX B MakKeTax NPOTOKONOB,
TCP/UDP noprtos, IP-agpecos nam MAC-aapecos.

ACL-cnu1cku Ha 6ase IPv6, IPv4 n MAC-aapecoB He 4,0/1KHbl MMEeTb OAWHAKOBble Ha3BaHUA.

V IPv6- n IPv4-cnucku moryT pabotaTb BmecTe Ha ogHom ¢usnueckom uHrepdeiice. CnUcok
o ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeLLaTbCA co cnuckamu gnsa IPv4 unm IPv6. iBa
CNUCKa OAMHAKOBOrO TUMa He MOryT paboTaTb BMecTe Ha UHTepdeiice.
KomaHgbl Ana co3fgaHus U pepaktupoBaHua cnmckoB ACL goctynHbl B pexkume rnobanbHowm
KoHUrypaumu.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

KomaHaHan cTpoka B pexkume rnobanbHOM KOHOUIypauum umeeT BUA,:

console (confiqg) #

Tabnnua 255 — KomaHabl ansa co3gaHunsa u KoHdurypaumm cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip access-list access_list
{deny | permit} {any |

ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

access_list: (0..32)
cMMBO/IA

CospaHue ctaHaapTHoro cnucka ACL.

- deny — 3anpeTUTb NPOXOXKAEHUE NAKETOB C YKAa3aHHbIMWU Mapa-
MeTpamu;

- permit — paspeLmnTb NPOXOXKAEHNE NAKETOB C yKa3aHHbIMK Napa-
meTpamu.

YaanuTb CTaHZApTHbIN cnncok ACL.

CospaHne HoBOro pacwupeHHoro cnucka ACL ana agpecaumu IPv4
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnucok ¢ aHHbIM Ume-
HEM elLlle He co34aH) Mb0 BXO4, B PEKMM KOHPUrypaLmm paHee co-
3[,aHHOrO CrM1CKa.

YpaneHue pacwmpeHHoro cnncka ACL gna agpecauumn IPv4.,

CospaHne HoBOro cTaHgapTHoro cnucka ACL gna agpecauummn IPv6.
- deny — 3anpeTuTb NPOXOXKAEHNE NAKETOB C YKA3aHHbIMWU Mapa-
meTpamu;

- permit — paspelwmnTb NPOXOXKAEHNE NAKETOB C YKa3aHHbIMK Napa-
MeTpamu.

YpaneHue ctaHgapTHoro cnmcka ACL ana agpecauum IPv6.

Co3gaHune HoBOro pacwmnpeHHoro cnucka ACL ana agpecauunm IPve
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ 4aHHbIM Ume-
HeMm eLLe He co34aH) NMMB0o BXOA B PeXKUM KOHOUIypaLLMm paHee co-
3, @aHHOTO CNMCKa.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

Co3paHue Hosoro cnucka ACL Ha 6ase MAC-agpecaumu 1 BXog B
pPeXMM ero KOHPUrypaLmm (ecam cnUcok € AaHHBIM UMEHEM elle
He co34aH) 60 BXOZ, B PEXMUM KOHOUTYpaLun paHee co3aHHOro
CMUCKa.

YpnaneHue cnucka ACL Ha 6a3ze MAC-aapecauuu.

time-range time_name

no time-range time_name

time_name: (0..32)
cMmBoOIa

Bxog, B pexum KoHourypaumm time-range 1 onpegeneHune BpemeH-
HbIX MHTEPBaNOB ANA CNMCKA AOCTyna.
- time_name — nma npoouns HacTpoek time-range.

YpaneHue 3agaHHol KoHburypaumum time-range.

Ona Toro u4tobbl aKkTMBM3MpOBaTb cnmncok ACL, HeobxoguMmo cBA3aTb ero c MuHTepdeincom.
NHTepdelicom, MCNOb3YHOLMM CMUCOK, MOXKeT bbiTb 6o nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN, epynnsi nopmos

KomaHaHan cTpoka B pexnume KoHpurypaumm uHtepoeiica Ethernet, VLAN, rpynnbl nopTtoB nmeet

BUA:

console (config-if)#
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Tabnuua 256 — KomaHaa HasHaveHua cnucka ACL-nHtepdeicy

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cMMBO/IA

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NpMUBA3bIBAET YKa3aHHbIV CMUCOK K JaHHOMY UHTepdelicy.
—rnobanbHaa HacTpoMKa AnAa NpUMeHeHus onuum 82.

» Mop pevictBue ACL, HasHayaemoro Ha interface vlan, no-
MNop, aevicteue ACL, Ha3Hayaemoro Ha interface vlan, no-

nagaeT He TONbKO MapLUIPyTU3UPYeMbIii TpaduK, HO U
V napaeT Becb BXO4ALWMI B NOPTbl TpadPuK B AaHHOM VLAN.

TpaduK BHYTpM ceTu.
YaaneHue cnucKa ¢ nHtepdelica.

KomaHOwb1 pexcuma Privileged EXEC

KomaHgaHas cTpoka B pexkume Privileged EXEC nmeet sua:

console#

Tabnunua 257 — KomaHabl ans npocMmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBona

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KommyTaTope.

MokasbisaeT cnuckm ACL, co3gaHHble Ha KOMMYTaTOpe, KOTOpbIe B
HacToAulee Bpema ABNIAKTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT cnucku ACL, HazHayeHHble nHTepdeiicam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNNTbL BCe cYeTYMKM cnmcKkoB ACL IMBO cYeTUMKM A/1A CNUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

lNoKa3blBaeT CHETYMKM CNINCKOB AO0CTYMa.

KomaHOb! pexcuma EXEC

KomaHaHasa cTpoka B pexmme EXEC nmeet sua;

console#
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Tabnuua 258 — KomaHap! ans npocmoTpa cnmckos ACL

3HayeHue/3Ha4yeHue
o ymon4aHuro
show time-range [time_name] -

KomaHoa Aelicmeue

MokasbiBaeT KoHbUrypaumio time-range.

5.27.1 KoHndepueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MUCMOJb3yeMbIX B
coCTaBe KOMaHA, HacTpoMKM cnmnckoB ACL, ocHoBaHHbIX Ha agpecaumn IPv4. Co3gaHue M BXO4, B PEXUM
pefakTuposaHnA cnuckos ACL, oCHOBaHHbIX Ha agpecauuun IPv4, ocywecTtBnAaetrca nNo KomaHae: ip
access-list extended access-1ist.Hanpumep, gns cosganus cnucka ACL nog HasBaHMem EltexAL
HeoHX04MMO BbINOJHUTL CleaytolmMe KOMaHAbI:

console#
console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabanua 259 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue
permit [OeiictBue ‘paspewnTs’ Co3pgaet paspelatouee npasuno ¢uabTpaumm B cnmncke ACL.
deny [ewncTtaue ‘3anpetuts’ Co3paet 3anpewatowee npasuno unbtpaumm s cnucke ACL.
protocol Mone npegHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-
KO/I0B), Ha OCHOBE KOTOpPOro byaeT ocyliecTeaseTcs puabTpaumsa.
Mpu BbIGOPE NPOTOKOIa BO3MOMKHbI C/iefytoLMe BapMaHTbl: icmp,
NboToKoN igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
P ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MM6O UMcnoBOE 3HaYeHMe NPOTOKOAA, B AManasoHe
(0—255).
[ns cooTBeTCTBMA NH06OMY NPOTOKONY UCMO/Ib3YeTcs 3HaYeHue IP.
source Aapec UCTOYHMKA Onpepenset IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Wildcard-macka agpeca
MCTOYHMKA

butoBaA macKa, npumeHAaemas K IP-agpecy UCTOYHMKa MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pu1poBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOMKHbI BbITb 3anK-
caHbl eauMHuubl. Hanpumep, Mcnonb3ya mMacky, MOXKHO onpege-
NUTb ana npasuna eunotpauun IP-cetb. YTobbl f06aBUTL B Npa-
Buio punbtpaumm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3Ha-
yeHue mackm 0.0.255.255, To ecTb cOrnacHo AaHHOW Macke no-
cnegHue 16 6uT IP-agpeca 6yayT MTHOpUpPOBaTLCA.

destination

Afpec HasHayeHuna

Onpegaenset IP-agpec Ha3HaYeHUn nakera.

destination_wildcard

Wildcard-macka agpeca
Ha3Ha4yeHuA

BuToBan macka, npumeHsemasn K IP-agpecy HasHayeHWs nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X0AUMO UTHO-
pVpoBaTb. B 3HaUEHUA UrHOPUPYeMbIX BUTOB AOMKHbI bbITb 3anK-
caHbl eAuHMUbl. Macka Mcnonb3yetcAd aHalorMYHO Macke
source_wildcard.

vlan NpeHTudumkaTop Vian Onpegenser Vlan, gnsa KoToporo 6yaeT NpMMeHATbLCA NPaBUIO.

dscp None DSCP & saronoske L3 OI'Ipe,CI,EIlHET 3HayeHue DSCP-nons diffserv. BoamorkHble Kogbl co-
obuweHuit nons dscp: (0 —63).

precedence MpuopwuTet IP Onpegenset npuoputeTt IP-Tpaduka: (0-7).

time_name Mma npodunn OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MUHTEPBA/IOB.

KoHbUrypauum time-range
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icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbsyemolii gns puabTpa-
umMm  ICMP-naketoB. Bo3MOXHble Tunbl COOBLLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HUWe Tuna cooblieHuns, B gManasoHe (0 — 255).

icmp_code

Koga coobuieHna npoTokona
ICMP

Kog coobueHunii npotokona ICMP, ncnonbayembln ans punbtpa-
umMm  ICMP-naketoB. Bo3mokHble Kogbl COObLEHUI nona
icmp_code: (0 — 255).

igmp_type

Tun coobLeHna NpoToKona
IGMP

Tun coobuweHuii npotokona IGMP, ncnonbayemblt ana ¢punbTpa-
UMM naketoB |IGMP. Bo3mosKHble Tunbl coobueHuii nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo 4yncnoBoe 3Ha4yeHune
TMna coobuieHus, B aManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moxKHble 3HauyeHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHune (0 — 65535).

list_of flags

dnarn npotokona TCP

Ecam ans ycnosua dunbTpaumm daar goaxKeH 6biTb YCTaHOBEH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €C/IN He A0/KeH BbITb YCTaHOB-
NeH, To «-». BO3MOKHble BapuaHTbl dnaros.: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbsosaHum
HECKo/Ibkux ¢naros B ycnosum punbtpaumm, dnarn obbegmHa-
10TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

OTnpaBKa coobLieHni

disable_port BbIK/IOYAET NOPT, C KOTOPOTO BbiA NPUHAT NaKeT, YA0BAETBOPAIO-
OTKAtOYeHMe nopTa Wit ycnosuam noboi U3 KomaHg 3anpeTa deny, B coctaBe KOTo-

pov 6bl10 onucaHo none.
log_input BkatoyaeT oTnpasKy MHGOPMALMOHHbLIX COOBLLEHNI B CUCTEMHDIV

XYpHan npu nony4eHM NnakeTa, KOTOprﬁ COOTBETCTBYET 3anncun.

offset_list_name

HanmeHoBaHue cnucka
wabnoHoB Nonb3osaTens

3azaeT UCno/ib30BaHWeE CMMCKa WabIoHOB No/Ib30BaTeNA A1 pac-
Nno3HaBaHWA NakeToB. [na Kaxgoro cnucka ACL moxkeT bbiTb onpe-
OeNeH CBOW CNUCOK WabnoHoB..

ace-priority

MpuopuTeT 3anucu

MHAeKc 3aZaeT NoNOXKEHWE NPaBUAa B CMUCKE M ero NpUopuTeT.
Yem meHblle UHAEKC — Tem MpuopuTeTHee npasuno. [vanasoH
A0NYCTUMbIX 3HadveHu (1..2147483647).

/ [Ona Bbi6opa Bcero AnanasoHa napameTtpos, Kpome dscp u IP-precedence, ucnonb3syerca na-
pameTp «any».

/ Ecan nakert nonagaert nop, Kputepuii npasuna B ACL, TO Hag, HAM BbINOJIHAETCA AeNCcTBUe
aToro npasuna (permit/deny). anbHeliwana nposepKa He NPOU3BOAUTCA.

V‘ Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4asibHO NakKeT 6yaeT npoBepeH Ha
cooTBeTcTBUue npasunam IP ACL, notom MAC ACL (B cnyuyae, ecnim He NonagéT noa Aeicremne
Hu ogHoro 13 npasun IP ACL).
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Ecnn nocne npoBepKu Ha cootBetrcTtBue npasunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (Koraa 2 ACL HasHauyeHbl Ha MHTepdeiic) naKeT He nonan
nopa, AeiAcTBMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

Y

"deny any any".

Tabnnuya 260 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe IP-aapecauunu

KomaHoa

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[ob6aBnseT paspeluatoLlyto 3anncb GUAbLTPALMM 4A NPOTOKOAA.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTbiBaTbca
KOMMYTaToOpOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]

YpanseT co3faHHy paHee 3anuch.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6aBnseT paspeluatolyto 3anncb GuAbTpauumu 4nsa NpoToKoa
IP. MaKeTbl, oTBEYalOLWME yCcnOBUAM 3anucu, byayt obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

Yaanser co3gaHHylo paHee 3anmch.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[JobasnsaeT paspelaroLLyto 3anuce GUAbTPaUUK 414 NPOTOKO/a
ICMP. MaKeTbl, oTBEYAOWME YCNOBUAM 3anucK, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Ypanaer co3gaHHyo paHee 3anuce.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[ob6aBnser paspeluatolyto 3anncb GuAbTPaLUM AN NPOTOKOAA
IGMP. MaKeTbl, OTBEYatOLLME YCI0BUAM 3anncu, byayT obpabaTtbl-
BaTbC KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaer co3gaHHyo paHee 3anuce.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[ob6aBnser paspelualolyto 3anncb GuAbTPaLUM AN NPOTOKOAA
TCP. MaKeTbl, OTBEYaloLMe YCAOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspelatoLLyto 3anmcb GpUAbLTPaALUN 4NA NPOTOKONA
UDP. MNakeTbl, OTBEYatoWMe ycnosmMam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTAaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT co3faHHyH paHee 3anuch.
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deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeLyatoLLyto 3anncb GuUaAbTPaLMK ANA NPOTOKoAA.
MakeTbl, OTBEYalOLWMe YCAOBUAM 3anucuK, byayt 6a1oknposaTbea
KommyTaTopom. Mpu ncnonbaosaHum Katodyesoro cnosa disable-
port dusmueckunii HTEpdeic, NPUHABLIMIA TaKoM NaKeT, ByaeT Bbl-
KntoueH. Mpu nucnonb3oBaHMK KatoueBoro cnosa log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanaer co3gaHHyo paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[JobaBnseT 3anpelLatolyto 3anucb GUAbTpaLumM Ans NpoToKoa
IP. MakeTbl, oTBevyalolwme ycnoBuam 3anucu, 6yayt 6aokupo-
BaTbCA KOMMYyTaTopom. lpu MCNONb30BaHUKU KAHOYEBOTO C/0Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
6yaeT BbikAtoYeH. Mpu MCNoib30BaHMU Katodesoro ciosa log-
input 6yaeT oTnpaBieHo coobLLeHMe B CUCTEMHBIV KypHan.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[JobasnsaeT 3anpelyatollyto 3anuce GUAbTPaALMM A4 NPOTOKO/A
ICMP. MaKeTbl, oTBeYaloWwue ycnoBmMam 3anucu, byayt 6aokupo-
BaTbCA KOMMYTATOpPOM. MpU UCMNO Nb30BaHUM KAOYEBOTO CNOBa
disable-port ¢usmyecknii HTepdelic, NPUHABLUMIA TaKOW NakerT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cniosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YanseT co3gaHHyH paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLlatollyto 3anuce GUAbTPaALMM 414 NPOTOKONA
IGMP. MakeTbl, oTBEYatoLMe yCAOBUAM 3anmcu, byayT 6a0Kkupo-
BaTbCA KOMMYTATOPOM. MpU MCNONb30BaHUMU KAOYEBOrO CA0Ba
disable-port ¢pusmyecknin nHTEpdeElic, NPUHABLIMIA TaKON NakerT,
byneT BbiKAOYeH. MpU MCNONb30BaHUKM KatoyeBoro cnosa log-
input 6yaeT oTnpasneHo coobLeHNE B CUCTEMHbIV XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[Jobasnser 3anpeluatolyto 3anucb GuabTpaLumM ANA NPOTOKOAA
TCP. MNakeTbl, oTBevatolWme ycaoBUAM 3anucu, byayt 6nokupo-
BaTbCA KOMMYTaTOpom. lpM MCNONb30BAHUM KAHOYEBOrO C/0Ba
disable-port ¢pusmyecknin nHTEpPdENc, NPUHABLIMIA TaKOK NakKerT,
6yaeT BbikntoyeH. Mpu ucnonb3oBaHuMM Katoyesoro cnosa log-
input 6yaet oTnpaBneHo coobLyeHne B CUCTEMHBIV KypHan.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anunchb.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[JobasnaeT 3anpeLlatollyto 3anuce GUAbTPaALMM 418 NPOTOKONA
UDP. MNakeTbl, oTBEYatowWwme ycnosuam 3anucu, byayt 61okupo-
BaTbCA KOMMyTaTopom. lMpun UCNoNb30BaHUU KAKOYEBOrO CNOBA
disable-port ¢pusmyecknin nHTEpPdENC, NPUHABLIMIA TaKOW NakerT,
byneT BbiKAOYeH. Mpu MCNONb30BaHUKM KatoueBoro cnosa log-
input 6yaeT oTnpaBneHo coobLeHne B CUCTEMHbIV XKypHa.

no deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanaet CO34aHHYIO paHee 3anunchb.
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value} ...

offset-list offset_list_name {offset_base offset mask

Co34aéT cnucok WabnoHoB Nonb3oBaTensa ¢ umeHem name. Uma
MOKeT BK/oYaTb oT 1 40 32 cumBONOB. B 0AHOM KOMaHae MoXKeT
copepKaTbCs A0 TPMHAALATU WaboOHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXnma HacTPOMKM CNMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BK/IlOUaOWMX Cneaytowme napameTpbl:
- offset_base — 6a3o0Boe cmelleHne. BO3MOXKHble 3HaYeHun:

I3 — Hayano cmeleHuns ¢ Havyana IP-3aronoska;

14 — Hayano cmelweHus ¢ KoHua IP-3aronoBKa.
- offset — cmelieHue baliTa faHHbIX B Npeaenax nakera. basosoe
cMelLeHre NPUHMMAETCA 33 HaYvalo OTCYeTa;
- mask — macKa. B aHan13e nakeTa NPUHMMALOT y4acTue TO/IbKO Te
paspagpl 6aiTa, ANA KOTOPbIX B COOTBETCTBYHOLLMX paspsamax
MacKku 3agaHa ‘0’;
- value — nCKOMOe 3HayeHue.

no offset-list offset_list name

YpanseT co3gaHHbIN paHee CrUCOK.

5.27.2 KoHdpueypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBefeHbl 3HAYEHUA U OMMCAHMA OCHOBHbIX NAaPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHZ HacTpolikm cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCYLLECTBNAETCA N0 KOMaHe:

ipv6é access-list access-1ist. Hanpumep, gna co3gaHua cnncka

ACL nog, HazBaHMem MESipv6 HeobxoAMMO BbINOMHUTL CAeaylowmne KoMaHabl:

console#

console# configure
console (config) # ipvé access-list MESipv6
console (config-ipve-al) #

Tabnunua 261 — OCHOBHbIe MapamMeTpbl, UCNOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcTteue paspewmnTb Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [JelicTBue 3anpeTuTb Coszpaer 3anpelyatoliee npasuno GunbTpaumm B cnucke ACL.
protocol Mone npegHasHauYeHo ANA YKa3zaHUA NPOTOKoa (MM Bcex NpoTo-

KOJ10B), Ha OCHOBE KOTOpOoro byaeT ocylecTsaserca GpuabTpaums.
Mpu BbIGOPE NPOTOKOAA BO3MOXHbI C/IeAytoLmMe BapuaHTbl: icmp,
tcp, udp Mbo uMcnoBOe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[Ona cootseTcTBuA Nt06OMY NMPOTOKOAY MCMO/b3YeTCA 3HauYeHue
IPv6.

source_prefix/length

AZpec oTnpaBuUTens u ero
ANMHa

Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-
CTBO cTapwmx 6MT agpeca) MCTOYHUKa NaKeTa.

destination_prefix/length

Afpec HazHayeHuA n ero

Onpegaenset IPvb-aapec n gnnHy npedukca cetn (0-128) (konmue-

Kona ICMP

ANVHa CTBO CTapLimx 6UT afipeca) HazHaYeHUs nakera.
dscp None DSCP & saronoske L3 OI'IpE,CI,EIlﬂET 3HayeHue DSCP-nons diffserv. BosamorkHble Kogbl co-
obuweHwuii nona dscp: (0 —63).
precedence Mpuoputet IP Onpegenset npuoputeT IP-Tpadmka:(0-7).
time_name Nmsa npoduna KoHourypa- | Onpegenset KOHOUIYPaLMIO BPEMEHHbIX UHTEPBAOB.
umm time-range
icmp_type Ucnonbsyetca ana punstpaumm ICMP-nakeToB. Bo3MOXKHbIe TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Koga, coobuieHnin npoto- Ucnonbsyetca gna ¢unbtpaumm ICMP-naketoB. Bo3MoKHble 3Ha-

yeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHun
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source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HayeHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HaveHune (0 — 65535).

list_of flags

®naru npotokona TCP

Ecau gna ycnosua ¢unbTpaumm dnar fonxeH 6biTb YCTaHOBEH,
TO Nepes, HUM CTaBUTCA 3HAK «+», €CNN He A0/KeH BbITb YCTaHOB-
NIeH, TO «-». Bo3amoKHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NaKeT, yA0BAETBOPAIO-
OTKNtoYeHMe nopTa WM ycnoBmaAM ntoboit M3 KomaHg, 3anpeTa deny, B cOCTaBe KOTO-

po#, 6b110 onncaHo none.
log-input . BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHDIN

g-inp OTnpaBKa coobuieHni PaBKy nH$opmaL, N W
JKYPHaA Npv Noay4eHMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucu.
ace-priority NHaeKkc npaBuaa B Tabnuvue, Yem MeHbLIEe UMHAEKC — TEM NPUOPU-
MHaekc npasmna
A P TeTHee npaswuno: (1..2147483647).
/ Ona Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca na-
pameTp «any».

/ Mocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHUMM B CNUCOK A,0-

6aBnAloTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLblo npoToKona IC-
MPv6, a nocheaHAAa O3Ha4YaeT UTHOPUPOBaHUE BCEX MaKeTOB, He YA0B/1ETBOPAIOWMUX YCNO-

suam ACL.

Tabnnuya 262 — KomaHabl, cnosibayemble aaa HacTpoliku ACL cnuckos Ha ocHoBe IPv6-aapecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence

precedence] [time-range time_name] [ace-priority index]

[ob6asnseT paspeLlatoLLyto 3anncb GUabTpaLumn gna NpoToKoa.
MakeTbl, OTBEYatOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCa
KOMMYTaTOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspeLatoLyto 3anmcb GpUAbTPaALUN ANA NPOTOKOAA
ICMP. MNakeTbl, OTBEYatowWMe ycnoBmMam 3anucu, byayT obpaba-
TbIBAaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3gaHHyo paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeLuatoLyto 3anvce GunbTpauum ana NpoTokona
TCP. MakeTbl, oTBEYAlOLME YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

Ypanaet CO34aHHYIO paHee 3anucb.
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permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6asnaeT paspelatoLyto 3anmcb GUAbTpaLUN ANA NPOTOKOAA
UDP. MakeTbl, OTBEYaOLWME YCN0BUAM 3anucu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[JobanaeT 3anpeLyatoLLyto 3anncb GUabTPaL M Aaa NPoToKoNa.
MakeTbl, OTBEYalOLWME YCAOBMAM 3anucu, byayT 610KMpoBaTbCA
KommyTaTopom. lMpu ncnonb3oBaHMmM Kntodesoro caosa disable-
port dusnyeckmit nHTepdeiic, NPUHABLINIA TaKoKM nakeT, byaeT
BbIKtoYeH. Mpu ncnosib3oBaHMKM Kntoyesoro cnosa log-input by-
[eT OTNPaBNEHO COOBLEHNE B CUCTEMHbIN KYpHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT cosfaHHyo paHee 3anuco.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asnseT 3anpeLLatoLLyto 3anucb GuabTpauumn Ana NpoToKoaa
ICMP. MNaKeTbl, oTBEYAtOWME YCOBUAM 3anucK, byayT 610Kkupo-
BaTbCA KOMMYyTaTOpOoMm. MpK MCNOIb30BaHMM KAOYEBOTO CNOBA
disable-port ¢u13myeckuit MHTEpPdENC, NPUHABLLMIA TaKOW MNaKeT,
6yaeT BbikAloueH. MNpy ncnonb3oBaHUKM Katouesoro cnosa log-
input 6yaeT oTnpae/ieHo coobLeHMe B CUCTEMHBIN KypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpeLLatoLLyto 3anucb GuabTpaLumn Ana NpoToKoa
TCP. NaKeTbl, OTBeYalOLLME YCNOBUAM 3anucK, byayT 610KMpo-
BaTbCA KOMMYyTaTOpPOM. MpK MCNOMb30BaHMM KAOYEBOrO CNOBa
disable-port pusnuecknii HTepdenc, NPUHABLLMIA TaKoM NakKerT,
6yaeT BbikatouyeH. Mpu ncnonb3oBaHUK Katouesoro cnosa log-
input 6yaeT oTNpaB/iieHo cOOBLEHME B CUCTEMHBIN KypHan.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanser co3gaHHyo paHee 3anmchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnser 3anpeLiatoLyto 3anuce GunbTpaLummn ana NpoToKona
UDP. MakeTbl, oTBeYatoLWMe ycnoBMAM 3anucu, byayt 610kupo-
BaTbCA KOMMYTAaTOpoM. MpU UCMONb30BaHMM K/OYEBOTO C/10Ba
disable-port pusnueckuii HTepdeic, NPUHABLLMI TaKoM NakKerT,
6yaeT BbikAtodeH. Mpu ucnonb3oBaHUK Kakoyesoro ciosa log-
input 6yaeT oTnpaBneHo coobLeHNE B CUCTEMHBIN KypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co3aaéT cnucok WwabnoHos nosb3oBaTens c umeHem name. Uma
MOMKET BK/toYaTb 0T 1 40 32 cMMBO/10B. B 0gHOM KOMaHAe MoKeT
coAepKaTbCs A0 TPUHAALUATK WabnoHOB B 3aBUCMMOCTM OT Bbl-
6paHHOro pekMma HaCTPOMKM CMUCKOB AOoCTyna (KomaHaa set
system mode), BKAtoYaloLWmMX cneaytolme napameTpbl:
- offset_base — 6a3oBoe cmeleHne. BO3mMoKHble 3HaYeHus:

I3 — Havano cmeweHuns ¢ Havyana IPv6-3aronoBkKa;

14 — Hayano cmeweHnA ¢ KoHua IPvb-3aronoskKa.
- offset — cmeweHmne H6aitTa gaHHbIX B Npeaenax naketa. basosoe
CMeLleHMe NPUHUMAETCA 3@ Hayaso OTCYeTa;
- mask — macKka. B aHanun3e nakeTa NPUHMMAIOT y4acTue TObKO
Te paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYIOLMX paspsaaax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HaueHue.

no offset-list offset_list_ name

YpanseT co3faHHbIl paHee CUCOK.
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5.27.3 Kondpuzypayusa ACL Ha 6a3ze MAC

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONMCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecaumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 263 — OCHOBHblE NapamMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3pgaeT paspelatouee npasuno ¢uabTpaumm B cnmncke ACL.
deny [Oevicteue 3anpeTuTb Co3paet 3anpewatowee npasuno uabtpaumm B cnncke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6Xo0ANMO Ur-
HOPMPOBATb. B 3HAaUEeHMA UTHOPUpPYyEMbIX BUTOB JO/XKHbI ObITb 3a-
nucaHbl eguMHULbl. Hanpumep, UCNonb3ya MacKy, MOXHO onpeae-
NTb Ana npasuna ¢punbtpaunm amanaszoHa MAC-agpecos. Y1obbl
806asuTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHaoLWK-
eca Ha 00:00:02:AA.xx.xx, He0bXx04MMO 334aTb 3HAYEHUE MACKU
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpegenaetr MAC-agpec HasHaYeHMA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEO6X0ANMO UTr-
HOPUPOBATb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB A0/MKHbI BbITh 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
dUNBbTPYEMBIX NAKETOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HauUeHuWa urHopupyembix 6UTOB A0MKHbI ObITb 3aNMUcaHbI
eanHuLbl. Hanpumep, 4Tobbl Mcnonb3oBaTh B Npasuae GpuabTpa-
umm CoS 6 1 7, Heobxoammo B nose CoS ykasaTb 3HayeHue 6, inbo
7, a B none macku 3HayeHue 1 (7 B ABOMYHOM NpeSCTaBNEHUN —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6GUT byaer UrHopupo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb 60 110 (6), "nMbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyembix NaKeToB B LIECTHAALATEPUYHON 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIK/NtOYAET NOPT, C KOTOPOTro HbiN NPUHAT NAKeT, yA0BAETBOPSAIO-
LM yCNOBMAM KOMaHApbl 3anpeTa deny.
log-input N BKntoyaeT oTnpaBKy MHGOPMALMOHHbBIX COOBLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky uropmay, N W
YKYPHaN Npu NONy4YeHUU NakeTa, KOTOPbI COOTBETCTBYET 3aMUCH.
time_name Mma npoduna OnpegenseT KOHPUrypaL Mo BPEMEHHbIX MHTEPBA/IOB.

offset_list_name

MobaliToBOE CMelLeHne OT
K/TIOYEBOM TOYKM

3apaeT UCNob30BaHMe CNUCKA WabnoHOB Nosib3oBaTens gaa pac-
Nno3HaBaHWA NakeToB. A Kaxporo cnucka ACL moKeT bbITb onpe-
JAeneH CBOM CNUCOK WabsoHOoB.

ace-priority

MHaekc npasuna

MHaekc npaBuna B Tabnuue, 4em MeHbLUe MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-2147483647.
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[na Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

(

Ecnn naket nonagaert nopg, Kputepuii npasuna B ACL, To Hag, HAM BbINOJIHAETCA AeUCTBUe
aToro npasuna (permit/deny). anbHeliwan nposepKa He NPOU3BOAUTCA.

<

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauasibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notrom MAC ACL (B cnyyae, ecnv He NONagET nog aencrsme
HU ogHoro 13 npasun IP ACL).

Ecnu nocne nposepKu Ha coorBetcTBue npasuaam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeT He nonan
nopa, AeicTBMe HU OAHOrO U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

"deny any any".

Tabnunua 264 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecauumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[JobasnsaeT paspelatoLLyto 3anuce ¢punbTpaumu. MNakeTsl, oTee-
yalowme ycnosuam 3anucu, byayt obpabaTbiBaTbCA KOMMYTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YanseT co3gaHHyH paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[obasnaet 3anpeLuatoulyto 3anuce GuabTpaumu. MNaketsl, oTe-
yatoLLme ycnosuam 3anucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom. Mpwu ncnonb3oBaHuu Kntouesoro cnosa disable-port, pu-
3UYeCcKuit HTepdENc, NPUHABLLMI TaKoW NaKeT, byaeT BbIKAtO-
YeH.

Mpu Mcnonb3oBaHUK KNOUEBOTO cNoBa log-input Byaet oTnpas-
NIEHO COOBLLEHUNE B CUCTEMHbIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanaet co3gaHHyo paHee 3anuncob.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT CnMCcoK WabnoHOB Monb3oBaTeNs C UMEHEM name.
Mms moxkeT BKtoYaTb oT 1 g0 32 cMmBON0OB. B ogHOM KomaHae
MOMKET CoZepKaTbCA A0 TPMHAALATY Wab/IOHOB B 3aBUCMMOCTH
OT BbIGPAHHOrO pPeXXMMa HaCTPOMKM CMUCKOB AocTyna (Ko-
MaHaa set system mode), BKAlOYalOWMX creaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHusn:

12 — Hayano cmeweHus ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Hayano cmeleHnsa ¢ MAC-aapeca UCTOYHUKA;

dst-mac — Hayano cmeleHna ¢ MAC-agpeca HazHavyeHus.
- offset — cmelleHune bariTa faHHbIX B Npeaenax naketa. baso-
BO€ CMeLleHMe NPMHMMAETCA 32 HAYaNo OTCYeTa;
- mask —macka. B aHanuse naketa NpMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, 4N1A KOTOPbIX B COOTBETCTBYIOLLMX pa3psaax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YpanseT co3faHHbIl paHee CrUCOK.
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5.28 KoHdwurypauumsa 3awmTtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 265 — KomaHap! Ans HacTponky 3awmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeLLaeT NPOXOXKAEHUE KAafPOB C HEAONYCTUMbIMK («MapcUaH-
ckummn») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OtbpacbiBaeT naketbl TCP ¢ O4HOBPEMEHHO YCTAaHOB/IEHHbIMU
SYN- u FIN- pnaramu.

BbIktouaeT pyHKUMIO oTbpacbiBaHMA nakeToB TCP c ogHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- u FIN- pnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspelsaeT NPOXoKAEHNE ONpeaeneHHbIX TUMOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaet UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTom UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BK/toYaeT Knacc KomaHp security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAIOYaEeT KNacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpansaet pexkmm 3awmTbl oT SYN-aTak:

- block — otb6pacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl C ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aaawouee cooblueHue;

- report — dopmupyeT npegynpexatowee cooblieHme npu npu-
xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
Hbim pnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpanBaeT pexxmm no yMoa4aHuio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

Onpepenser UHTepBas, NO UCTEYEHUN KOToporo byaeT pa3baoku-
poBaH paHee 3ab60KMPOBAHHBIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

Onpegenser CKOPOCTb (KO/IMYECTBO MAKeTOB B CEKyHAY) OT KOH-
KPETHOro UCTOYHMKA, MPU KOTOPOM 3TOT UCTOYHUK ByAeT NaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BKkatoyaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHune cTaTMcTMKkM SYN-aTak.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

KomaHaHan cTpoka B pexknume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnua 266 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npedukca

CosgaeT npaBu/o, 3anpeluatoliee NpoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

Ypanset 3anpeuatolLee npasusio.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — |P-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaeT nopor syn-3anpocoB Ha onpeaeneHHbii IP-agpec/ceTs,
npu NpeBbILEHUM KOTOPOro /INWHME Kagpbl byayt oTbpachkl-
BaTbCA.

BoccTaHasnvBaeT 3HauYeHMe No YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 267 — KomaHaa pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OTob6parkaeT HacTPOMKK 3aWwmnTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48)

OTobparkaeT HacTPOlKKM 3awmTbl oT SYN-aTak 1 onepaTMBHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OTOob6parkaeT HAaCTPOMKM CTaTUCTMKM 3aLnTbl OT SYN-aTaKk 1 UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT fononHUTENbHYIO MHPOPMaLUIO 06
MUCTOYHMKE aTaKu;

- source-ip — oTobparkaeT MHGOPMaLMIO 414 YKa3aHHOrO ip-
aZlpeca UCTOYHWMKa;

- interface — oTobparkaeT HGOpPMaUUIO A5 YKa3aHHOTO UH-
Tepodelica.

V B cTratuctuke coxpaHsaerca nHpopmaumsa o 512 no-
cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OyuLLaeT CTaTUCTURY 06 UCTOYHMKAX SYN-aTak.
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5.29 KauecTtBo 06cnyuBaHusa — QoS

Mo ymonyYaHWIO Ha BCEX MOPTAX KOMMyTaTopa MCMNONb3YeTCA OpraHM3auua ovyepenm NakeToB Mo
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Nepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NpPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MaKeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaet gaHHyio npobnemy meTon, OpraHUsylOWMIA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peann3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.29.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 268 — KomaHabl pexkmma rnobanbHoM KoHUrypaumm

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LLeHTpaIbHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HaYEHWE MO YMOIYAHUIO.

YcTaHOBWTb 3HaveHue nona DSCP gna naketos, dopmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTbL 3HaueHue noaa CoS anA TerMpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspelwaeT KommyTaTopy Mcnonb3osaTb QoS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbIN pexnm KoHpurypaumm QoS, BKAKoYa-

oM MOHBIN NepeYyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO 04Yepesb Ha OCHOBaHUM MO/el B 3TUX NaKeTax;

-/basic - ports-not-trusted — B JaHHOM nogperKMme BCe NaKeTbl Hanpas-
NATCA B oyepeslb, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOHO MOCMOTpEeTb KomaHgoi «show qos interface queuing»),
017 OTNPaBKK B Apyrue ouepeam TpebyeTca HasHauTb Ha BXOAHOW
UHTepdeic cTpaTernto Knaccudurkaumm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yuuTbIBalOTCA NpuU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexnme.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.
- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/oTKAIOuEH - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no qos advanced-mode trust YcTaHaBAMBaEeT MeToA, N0 YMONYAHMIO.
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HELTEX

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMONb3YeTca onumn
match-all

1. Co3paeT cnucoK Kputepunes KnaccuduKkaumm Tpaduka.
2. BXOoAWT B peXXnm pefaKTUPOBAHUA CMIUCKA KPUTEPUEB Kaaccu-
duKaumm Tpadumka.
- match-all — Bce KpuUTepMM JaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEHbI;
- match-any — oauH, nto6oli KpUTepUin aHHOTO CMUCKA O0/KEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnan npasuna aBa, U 06a OHM YKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma byget ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YfanseT cCNUCOK KpuTepues KnaccuduKaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3paert cTpaternio Knaccudumrkaumm Tpaduka.
2. BXoAWT B peXxMm peaakTMpPOBaHMA CTpaTermm Knaccuoukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnmeaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanaeT npasuao knaccudpmrkaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbuT/C;
excess_burst_byte:
(3000..19173960) 6aiir;
peak_rate_kbps:
(3..57982058) kbuT/C;
peak_burst_byte:
(3000..19173960) 6aiit

Onpegenset WabnoH HaCTPOEK, KOTOPbIM NMO3BOIAET OrPaHUYUTD
nosocy NPONycKaHUA KaHana.

Mpu paboTe ¢ N0N0COM NPONYCKaHWA UCMOIb3YeTCA aAropuTM Map-
KMPOBaHHOW «KOP3UHbI». 3a4a4eit anroputma AaBAAeTcA NPUHATHE
pelleHuna: nepeaatb NakeT uan oTbépocuTb. MapameTpamu anro-
puTMa ABAATcA ckopocTb noctynneHus (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBbI».

- committed-rate-kbps — cpepHee 3HauyeHWe CKOpocTM TpaduKa.
[laHHasA CKOPOCTb rapaHTUpyeTca Npu nepegade nHbopmaumu;

- committed-burst-byte — pasmep caeprkmBatowero nopora B 6ai-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbLI» 3Haye-
Hue DSCP 6ygpet nepeonpeneneHo;

- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHNE CKOPOCTU TpaduKa ¢ ne-
peonpeaeneHHbIMM 3HaYeHnamu DSCP;

- violate-action — yctaHOBWTb AelicTBME Hag NakeToMm nocae npe-
BbILLIEHMA MOPOroBOro 3HaYeHus.

Henb3sa yaanutb WwWabnoH HACTPOEK, €C/IM OH UCNONb3Y-

V eTca B ctpaterum policy map, nepeps yaaneHmem cnegyer
y4anuTb HasHauyeHue wWwabnoHa crpaterum: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
LWweHUn 3HayeHna committed_rate unu peak_rate nepe-
AaTb NaKeT Aanblue, USMEHUB B HemM MeTKy dscp, KoTo-
V pas HacTpamBaeTcA KomaHAoW qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cnyuyae c
peak_rate. Mpwu 3atom npu npesbilueHnn committed_rate
n peak_rate moXXHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

Ypansaet wabaoH HaCTPOEK PerynnmpoBaHmn CKOPOCTU KaHana.
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HELTEX

qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;

committed_burst_packet:

(1..19531250) nakeTos;
aggregate_policer_name:
(1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpepgensaeT WabnoH HacTpoeK, KOTOPbI NO3BONAET OrPaHUYNTb
NosIoCy MPOMYCKaHWMA KaHasa M B TO e BpemA rapaHTMpoBaTb
onpegeneHHyo CKOPOCTb Nepeaayun AaHHbIX.

Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA arOPUTM Map-
KUPOBaAHHOMN «KOP3MHbI». 3a4a4el anroputma ABAAeTCcA NPUHATUE
pelweHna: nepeaatb NakeT uan otbépocuTb. MapameTpamu anro-
puTMa ABAATCA ckopocTb noctynneHuna (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHbIN.

- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;

- excess_burst_packet — pasamep caepuBaloLLero nopora B nake-
Tax;

- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npy nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP 6yget nepeonpegeneHo.

Henb3s yaanutb WabnoH HaAcTpoeK, ecau OH UCNO/b3y-

V eTcA B cTpateruu policy map, nepea yganeHmem cheayer
YAAnUTb Ha3HaueHue wWabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

Napamertp policed-dscp-transmit nossonsaeT npu npesbl-
WeHUn 3HaueHuAa committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblie, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu atom npu npesblweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

Ypanaet wabnoH HaACTpOeK peryamposaHMA CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunAa DSCP gna scex

BXOOALLMX NAKETOB
OCTaAOTCA HEM3MEHHbIMU

3anonHset Tabaunuy nepemapkuposku DSCP. [na BxoasaLwmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HoBOe 3HauyeHue
DSCP.

- dscp_list — onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3agaTb HoBOe 3HaueHMe DSCP B nakeTe Npu npesbiLle-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

wrr-queue cos-map queue_id
cosl1...cos8

Nno wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHus CoS no
YMONYaHUIO Ana
ouepenen:
CoS=1-ouepegp 1
CoS =2 — ouepepp 2
CoS =0-ouepegp 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5—ouepesb 6
CoS =6 —ouepeab 7
CoS =7 —ouepeab 8

Onpegenset 3HaueHus CoS ana ovepeseit ncxogawero Tpaduka.

YcTaHaBAMBaeT 3HaYeHuA no YMOANYaHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHmio Bec
KasKgoM oyepeam paseH 1

MpuceanBaeT BEC UCXOAALMM O4YepesaM, UCMOb3yemMblii Mexa-
Huamom WRR (Weighted Round Robin — BecoBoit mexaHu3m pac-
npeaeneHns HarpysKku).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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HELTEX

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonuaHuto Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aeT KONMYECTBO NPUOPUTETHBIX OYepeael.
V Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-

BaTbCA.
Ecnu 3apaetca otanuHoe ot «0» 3HauyeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeau paBHONPaBHbI;
1: cemb mnagwmnx ovepegei yyactsytotr B WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwmx oyepeaen yyacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/OYEHO

Mcnonb3osaTtbh 3agaHHylo Tabauuy nepemapKMpoBKM O AoBe-
PeHHbIX MOPTOB KOMMYyTaTOpa.

He ncnonb3osath TabnLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabamuy nepemapknpoBku DSCP. 3ameHsaeT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkupoBku CoS. 3ameHAET 3HaYeHue
CoS Ha DSCP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAaPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHunAa DSCP gna scex

BXOOALLMX MNAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHset Tabaunuy nepemapkuposku DSCP. [Ina BXoAAaWmX Nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpepenset go 8 3HaueHnin DSCP, 3HayeHuA pasaens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpefenset HoBoe 3HavyeHwue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepeap 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HaveHuamm DSCP Bxoas-
LLMX NAKETOB M oYepesaMu.

- dscp_list — onpenenset go 8 3HayeHnin DSCP, 3HaYeHuA pasgens-
1oTCA 3HaKom npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YcTaHaBAMBAET PeXMM J0BEPMA KOMMYTaTopa B 6a30BOM pexnme
QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNacCUPUKALMIO BXOAALLMX NAKETOB MO 3Ha-
yeHuam CoS. 1na HeTerMpoBaHHbIX NAKETOB UCNONb3yeTCA 3Haye-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBAET KAacCUPUKALMIO BXOAALWMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/MBAET KNAaCCUOUKALMIO BXOAALLMX MAKETOB
no 3HayeHuam DSCP ans IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeTos..

V [eiicTByeT TONbKO ANA peXxuma qos basic.

YcTaHaBAMBaeT 3HaYeHuA no YMONYaHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BonAaeT NPUMeHUTb TabanLy M3MeHeHUI dscp K COBOKYNHOCTH
dscp-aoBepeHHbIX NOpToB. Mcnonb3oBaHne Tabanubl USMeHeHWM
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MNpumeHutb TabAULy wu3MmeHeHnit DSCP BO3MOXHO
TO/IbKO ANA BXoAALlLero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTmeHsAeT Ucnonb3oBaHue KapTbl N3MEHEeHNUM dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo yMmon4aHUio KapTa u3-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3HayeHunA DSCP gna

BCEX BXOAALLMX NAKETOB

OCTalOTCA HEM3MEHHbIMM

3anonHseT Tabavuy nepemapkuposkm DSCP. [ins BXxoaawmx nake-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HauyeHMUA
DSCP.

- in-dscp — onpepenset no 8 3HauyeHuit DSCP, 3HaueHua pasgens-
1oTCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YcTaHaBAMBaeT 3HAYeHUA no YMONYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058) K6uT/c;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBAET OrpaHUYEeHUE CKOPOCTM ANna Bxoasawero Tpaduka
onsA 3agaHHon VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLwero nopora (orpaHu4eHne ckopo-
cTu) B banTax.

CHUMaET orpaHnYeHne CKOPOCTM BXoaaLero TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125.. 19531250)
pps
burst_pps: (1..19531250)
nakeTos

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTM O/1s BXOAsALLero Tpaduka gns
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepxuBatolLero nopora (orpaHuyeHune
CKOPOCTM) B NaKeTax.

CHATb orpaHu4yeHmne CKopocTn exoaauiero Tpad)MKa.

traffic-limiter mode {kbps |
pps}

/kbps

YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
- kbps — orpaHunuyeHue BXxoaAWMX KUNOBUT B CEKYHAY;
- ppS — OrpaHNYeHune BXOAALLMX MAKETOB B CEKYHAY;

V [laHHaA KomaHAa U3MeHsAeT peXxum paboTbl Ana cnegy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
limit vlan, police, qos aggregate-policer.

Bbl6paHHbII  peXXum  [JONKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuuyeHus TpapuKa MHauye orpaHuue-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
TpaduK, ecnm BeepaeHa KomaHga traffic-limiter mode
PPps.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugpukauuu mpaguka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXunma penakTtmposaHnA CnNUCKa Kputepues KﬂaCCMd)VIKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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HELTEX

Tabanua 269 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[LobasnaeT Kputepuit Knaccudmrkaunm Tpaduka. Onpepenset npa-
Buaa ¢unbTpaumm Tpaduka no cnucky ACL ana knaccupurkauum.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypanaer Kputepuii Knaccudmkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bug 3anpoca KOMaHAHOM CTPOKU PeXKUMaA PeaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanuya 270 — KomaHabl perkMma pefakTMpoBaHuA cTpaTernm KnaccupuKkaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBOJ/I0B

OnpeaenaeT NpaBuao KnaccudurKaLumm TpadurKa U BXOANUT B PEXUM
KOHOUrypaumm npasuaa knaccubukaumm — policy-map class.
-acl_name — onpegensaeT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccMdUKaLmMm ONLMOHANbHbIM NapameTp access-group obssaTte-
NeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana wuHTepdelica, ucnonb3yite KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT npasuno knaccudumrkaumm Tpaduka class-map us crparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdUrypaLmm npasunia Knaccuburkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnuya 271 — KomaHabl perkMma KoHbUrypaumm npasuna Knaccudpurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUs He YCTaHOBNEH

OnpepaensieT pexxum AoBepusa K onpegeneHHoMy TUny TpaduKa
COTNacHO rNo6anbHOMY pPexXUMy A0BepUS.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYyeHuA ana IP-nakera.
KomaHaa set ABnseTca B3aMMoMUCKAOUaloLWe ¢ Ko-
V MaHZAoI trust gna ogHoM u Toii e cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypanaet HoBble 3HaYeHUA gnsa IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

HanpaBnseT nakeTbl, yA0BAETBOPAIOLLME NPABUAY Kaaccuodu-
Kauun TpaduKa, B yKasaHHbIN NOpPT.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6aiT

Mo3BoNsET OrpaHNYUTL NOAOCY MPONYCKaHMA KaHana.

Mpu paboTe ¢ NONOCOM NPONYCKaHUA UCMOJIb3YETCA aNropUTM
MapKUMPOBAaHHOM «KOP3MHbI». 3agadyelt anropuTma ABASETCA
NPUHATUE peLLeHuA: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAATCA CKOpOCTb noctynaeHusn (CIR) map-
KEPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHBIY.

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatloLLero nopora B
6anTax;

- drop — naket byaeT oTbpoLLEH, Korga «Kop3uHa» nepenos-
HUTCA;

- policed-dscp-transmit — npv nepenonHeHUM KKOP3UHbI», 3HA-
yeHue DSCP bynet nepeonpegeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHMe CKOPOCTM TpaduKa ¢
nepeonpeaeneHHbIMU 3HayeHnamu DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HaZ MAKeToM nocne
npeBblLeHNA NOPOroBOro 3HaYeHUs.

V [eiicTByeT TONbKO ANA pexxuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUsa committed-rate wam

V peak_rate nepeaaTb NakeT ganblue, UI3MEHUB B HEM
meTKy dscp, KoTopas HacTpanmBaeTca KOMaHAoM oS
map policed-dscp ¢ AONOAHUTENbHBIM aprymeHTOM
violation B cnyuyae c peak_rate. Mpu atom npu npe-
BblleHMM committed_rate u peak_rate moxKHO
HacTpauBaTb pasHble 3HayeHus dscp.

HasHauyaetr npasuny knaccudukauum Tpaduka wabnoH
HaCTpOEK, KOTOPbIl NO3BO/IAET OrPaHUYUTL NOJOCY NPOMYCKa-
HWA KaHana.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpansaeT wabnoH HACTPOeK peryinpoBaHMA CKOPOCTM KaHana
13 NpaBuna knaccudukaumm tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

Mo3BoNsAEeT OrpaHNYUTb NOAOCY MPONYCKAHMA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KEepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3UHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B PPS;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [elicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BbllWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypansaet wabnoH HACTPOeK PeryinpoBaHMa CKOPOCTH KaHana
13 Npasuia Knaccudukaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccum Ana 3epKanvpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure

console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabnnua 272 — KomaHabl perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb NapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeica Ethernet, rpynnel noptos:

console (config-if) #

Tabnunua 273 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumsonos

HasHauvaeT nHtepdelicy ctpaternio knaccudukaumm Tpadmka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencTemne
NOJITUKK;

- permit-any — paspewunTb NpoxoxaeHue Tpaduka, He
nonagawoLLero noa AencTene NoOAUTUKN.

Ypanaet ctpaTteruto Knaccupukaumm tpaduka c nHtepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
KoUT/C;
committed_burst:
(4096..12578880) 6aitT

YcTaHaBAMBAET OrpaHUYeHNe CKOpOCTU A ncxoaailero Tpaduka
Yyepes uHTepodeic.

- committed_rate — cpefHasa CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTK) B baiiTax.

CHMMAET OrpaHUYeHne CKOPOCTU UCXoAALEero TpadurKa Yepes UH-
Tepoelic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
KébuT/C;
committed_burst:
(4096..12578880) 6aitt

YcTaHaBAMBAET OrpaHUYEHNE CKopoCcTH TpaduKa Yepes nHTepdelic
L8 ucxogsaulen ovepegm.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/c;

- committed_burst — pasmep caeprKuBatoLero nopora (orpaHuye-
HUe CKopocTu) B baiTax.

CHMMaeT orpaHuyeHne cKopocTu Tpaduka yepes uHTepdeiic ans

no qos trust

-/BKIOYEHO

queue_id nucxoasLel oyepeam.
qos trust [cos | dscp | BktoyaeT 6a30Bbli MexaHM3M qos Ana uHTepdeiica.
cos-dscp] - cos — nopT goBepseT 3HayeHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HadeHuto DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT fosepsaeT 060Mm ypoBHAM, ogHaKko DSCP nmeet
npuopwutet Hag 802.1p.

BblKkntoyaeT 6a30BbIi MeXaHW3M qOs ANs UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
Kout/c;
burst:
(3000..19173960)
6aiT/128 KbauT

YcTaHaBAMBAET OrpaHUYeHne CKOPOCTU A1 BXoasAwero Tpaduka.

CHumaet orpaHu4yeHmne CKopocTn exoaauiero Tpad)MKa.

rate-limit pps rate_pps
[burst burst_packet]

rate_pps: (125..

19531250) pps

burst_pps: (1..
19531250) naketoB

YcraHoBAnBaeT orpaHu4yeHmne CKopocTn AnAa exogaliero Tpad)vma B
pps.

no rate-limit

CHumaet orpaHu4yeHune CKoOpocTn exoadauiero Tpadwma.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTtaHaBauBaeT 3HayeHue CoS no ymonyanuto gaa nopta (CoS, npu-
MeHAeMbll ANA BCero HeTerMpoBaHHoro Tpaduka, npoxoaaero
yepes MHTepdeic).

YcTaHaBAMBaeT 3HaYeHne o YMONAYaHUIO.

qos tail-drop profile profile_id

no gos tail-drop profile

profile_id: (1..8)

MpuBA3aTb YKa3aHHbIM NPoduIb K MHTepdeiicy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKU perknma KoHourypaumnm nHtepdeiica VLAN:

console (config-if) #
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Tabnuua 274 — KomaHapl pexxmuma KoHopurypaumnm nHtepoerica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YcTaHaBAMBaeT 3HadYeHWe napameTpa noaa npuopwuteta 802.1p
01 UCXOAALLErO TErMpoBaHHOro Tpaduka, GopMUpyemMoro LeH-
TPa/sibHbIM NPOLLECCOPOM.

V Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-

ipv6 tx-user-priority value.

YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 275 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasbiBaeT pexxnum QOS, HaCTPOEHHbIN Ha ycTpolicTee. B 6a3o-
BOM PeXMME MNOKa3blBaeT «A0BEPEHHbIN» pexum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKa3blBaeT CNUCKK KpuTepmes KnaccuduKkaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasbiBaeT nNpasuaa Knaccuduraumm Tpaduka.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3blBaeT HACTPOMKMN CpeaHeit CKOPOCTU M OrpaHUYeHusa no-
NOCbl MPONYCKaHWUA 4NA NpaBua Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl AnA MHTepdeica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ouepeaen (WRR mnam EF), Bec
ana WRR-ouepegneit, Knaccbl 0bCnykuBaHua Ana odepepen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm Knaccudukauum
TpaduKa gns nHtepdelica;

- shapers — orpaHuyeHne ckopocT ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3sblBaeT MHPOPMALMIO O 3aMeHe NoJsiei B NaKeTax, UCNo/b-
3yembix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

show qos tail-drop

MpocmoTp napameTpos tail-drop.
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show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Mpocmortp tail-drop nHpopmaymm no KoHKpeTHOMY NopTy (BCem
noprtam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHGOpMauUmn No KOHKPETHOMY YCTPOMCTBY B
cTeKe.

[pumepebl 8b1M0MAHEHUA KOMAHO

= Bkawountb pexmm QoS advanced. PacnpegenuTb TpaduK no odvepenam, naketbl ¢ DSCP 12 B
nepsyto oyepeqb, naketbl ¢ DSCP 16 Bo BTOpyt0. Bocbmas ouepeab — npmoputetHada. Co3aatb CcTpa-
Terno KnaccupuKkaumm tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP
12 1 16 ¥ orpaHUUYMBaIOLLYIO CKOPOCTb — cpeaHaa ckopocTb 1000 K6uT/c, nopor orpaHuyeHma
200000 6aiiT. Ucnonb3oBaTb AaHHYH cTpaTernio Ha nHtepdeincax Ethernet 14 u 16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al) # permit tcp any any any any dscp 12
console (config-ip-al) # permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue 12 to !

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.29.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnunua 276 — KomaHabl pexkuma rnobanbHol KoHUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no yMmon4aHuio

qos statistics aggregate-policer
aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32)
CMMBO/10B/BbIKNOYEHO

Bkntouaet QOS-CTaTVICTVIKy No OrpaHU4YeHUo Nonoc nponycka-
HUA.

OTkntovaet QOS-CTaTVICTVIKy no OrpaHNU4YeHno NoJsoC nNponycka-
HUA.

qos statistics interface

-/BbIK/IOYEHO

BKntouaeT cbop QOS-CTaTUCTUKM Ha BCex MHTepdelicax.
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no qos statistics interface

BbikntoyaeT c6op QOS-CTaTUCTUKM Ha BCeX UHTepdelicax.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 277 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

clear qos statistics

OyuLLaeT cTaTUCTMKY QOS No Bcem MHTepdeicam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OunwaeT cTaTUCTUKY QOS yKasaHHOro UHTepodelica.

show qos statistics

Moka3sbiBaeT cTaTUCTUKY QOS no Bcem MHTepdencam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKasbiBaeT cTaTUCTMKY QOS yKasaHHOro nHTepdeiica.

5.30 KoHdurypauma npoToKoN0B MapLUpyTU3aL UK

5.30.1 KoHjpu2ypayua cmamuyeckoli mapwpymu3sayuu

CTaTnuyeckana MapLipyTmMsauma — BUA MapLUpyTM3auMmn, NpyM KOTOPOM MapLUpyTbl YKa3blBalOTCA B
ABHOM BUAE NPU KOHIUTYpaLmUmM mapLipyTnsaTopa. Bca mapLlupytnsauma npm sTom nponcxoguT 6e3 yyactus
KaKnx-1nbo NpoToOKON0B MapLUPYTMU3aLIUN.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 278 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length
{reject-route | gateway [met-
ric metric] [track track] [vrf
vrf_name] [distance distancel}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

vrf_name: (1..32)
CUMBO3;

track: (1..64);
distance (1..255)/1

Co3pgaeT cTaTMyeckoe NpaBuiI0 MapLUpyTU3aLun.

- prefix — IP-apgpec ceTM HazHauyeHus;

- prefix_length — macka npeduKca HazHayeHUa Unn eé AnHa;

- reject-route — 3anpeLaeT MaplpyTU3aLMIO K CETU Ha3HaAYeHun
yepes BCe LW/O3bI;

- gateway — IP-agpec wno3a Ana focTyna K ceTn Ha3HavyeHus;

- metric — MeTpuUKa ANA JAHHOTO MapLLpyTa;

- vrf_name — vms aksemnnapa VRF;

- track — Homep 06bEKTA OTC/IEKMBAHUSA;

- distance — agMUHUCTPATMBHAA AUCTAHLMA MApLLPYTa.
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no ip route prefix prefix_length Ypanaer npaBuio U3 Tabanubl CTaTUMECKOW MapLLpyTU3aLuu.
{rejectroute | gateway} [vrf
vrf_name]
distance {ospf {inter-as | intra- YcTaHaBAMBAET 3HayeHMe aaMUHUCTPATMBHOW AucTaHuuu (AD)
as} | static} distance AN BCeX MapLUPYTOB YKa3aHHOro TUna.
- ospf inter-as — ycTaHaBAMBaeT 3HayeHue AD AN MeK30HaNbHbIX
distance MapLLpPYyTOB, NPUHATLIX No npoTtokony OSPF;
(1..255)/static:1, - ospf intra-as — yctaHaBAuBaeT 3HayeHne AD s BHYTPU3OHA/b-
OSPF intra-as:30, HbIX MapLIPYTOB, NPUHATbIX NO NpoTokoay OSPF;
OSPF inter-as:110 - static — ycTaHaBAMBaeT 3HayeHWe AD Aia CTaTUYECKUX MapLupy-
TOB.
no distance {ospf {inter-as | YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.
intra-as} | static}

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 279 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/ 3Ha4yeHue Neiicmeue
no ymoan4YaHuro
show ip route [connected | MoKasbiBaeT TabanLy MapwpyTM3aunm, yA0BAETBOPAIOLWYH 3a4aH-
static | address ip_address HbIM KpUTEPUAM.

[mask | prefix_length] — connected — NOAKNOYEHHbI MapLWpPYT, TO €CTb MapLpPYT, B3ATbIN
[longer-prefixes]] - C HernocpeACTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLEro HTep-
delica;

— static — cTaTMUYeCcKuUii MapLIpyT, NPONUCaHHbIN B TabanLe MmapLipy-
TM3auuun.
show distance MoKa3aTb 3HaYeHWe aAMUHUCTPATUBHOM AUCTaHLMU S5 PA3/IUYHBIX
) MCTOYHMKOB MapLupyTa.

[pumep 8b1M10AHEHUS KOMAHObI

= [loKasaTb TabanLy MapwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunua 280 — OnucaHune pesynbTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3sblBaeT NPOUCXONKAEHME MapLIpyTa:
c C — Connected (MapLwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKkumii MapLpyT, MPONMCAHHbIM B Tabanue MmaplupyTusaumm).
10.9.1.0/24 Aapec cetu.
MepBoe 3HaYeHWe B CKOBKax — agAMUHUCTPATUBHAA AUCTaHLMA (CTeneHb JoBepUs MaplLu-
[5/2] pyT13aToOpy, YeM YNCIO Bbile, TEM MeHbLUE J0BEPUE K UCTOYHUKY), BTOPOE YMC/IO — MeT-
pVKa MapLpyTa.
via 10.0.1.2 OnpegenseT IP-agpec cnefyowero maplipyTM3aTopa, Yepes KoTopblil NPOXoauT mapLu-
o pyT A0 ceTu.
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00:39:08 Onpeaensiet Bpema nocnegHero 06HOBAEHMA MapLupyTa (Y4acbl, MUHYTbI, CEKYHAbI).

Vlan 1 Onpepenset uHTepdeic, Yepes KOToPbIM NPOXOAUT MapLLPYT A0 CETU.

KomaHObI pexcuma KoHguaypauyuu VRF

BunAa 3anpoca KoMaHAHOWM CTPOKMK pexxunma KoHodurypaumm VRF:
console (config-vrf) #

Tabanuya 281 — KomaHabl perkmuma KoHourypaumm VRF

3HayeHue/ 3Haye-
KomaHda Hue no ymonya- Aelicmeue
HUKO
ip route prefix {mask | pre- Co3faTb CTaTUYeCKOe NPaBUIO MapLIPYTU3aLLUK.
fix_length} {gateway [met- - prefix — ceTb HazHayeHun (Hanpumep, 172.7.0.0);
ric distance] - mask — macka cetu (B popmate OECATUYHOM CUCTEMBI MCUUCAE-
HuA);
prefix_length: (0..32); | - prefix_length — npedukc macku cetn (KONMYecTBO eanHWL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;

- distance — Bec maplpyTa.

no ip route prefix {mask | Y4anuTb NPaBunao 13 TabanLbl CTaTUYECKOW MapLIpyTU3aLmMK.
prefix_length} {gateway}

ip default-gateway {gate- 3aaTtb 4NA KOMMYTaTOpa aApec Wko3a No ymonyaHuio yepes VRF.
way} —/Wwnto3 no ymonua-

no ip default-gateway HUIO He 3a4aH YAanuTb HazHauYeHHbIN aApec LW3a Mo YMOSYaHUIO.

{gateway}

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 282 — KomaHabl pexxkuma EXEC

3HayeHue/ 3HaYe-
KomaHda Hue o ymonya- Aelicmeue
HUKL

show ip route [connected | MoKasaTb TabMLy MapLupyTU3aLMK, YA0BAETBOPAIOLLYIO 334aHHbIM
vrf vrf_name | static | ad- KpUtepusam.
dress ip_address [mask | - connected — NOAK/MOYEHHbIN MApPLLPYT, TO €CTb MappyT, B3ATbIN C
prefix_length] [longer-pre- HenocpeacTBEHHO MOAKNIOYEHHOTO U QYHKLMOHUPYIOLLErO UHTEp-
fixes]] — deica;

- static — cTaTMUYeCcKMit MapLpyT, NPONMCaHHbIN B TabaunLe MapLupy-

TM3auuu;

- vrf — obnacTb BMpPTyanbHOM MapLpyTM3aLMn, B KOTOPOW Haxo-

ANTCA MapLpyT.

5.30.2 Hacmpoiika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWUI NPOTOKOA, KOTOPbI NO3BOASET
MapLLpyTU3aTOpPam AMHAMUYECKM OOHOBAATL MapLUPYTHYO MHOPMaALMIO, MOAy4yas ee OT COoCemHMUX
MapLLpPYyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKO/I, OCHOBAHHbIV Ha NPUMEHEHWUN AUCTAHUMOHHOIO BEKTOPA
MapLpyTnsaummn. Kak aucTtaHUMOHHO-BEKTOPHbIN npoTokoAa, RIP nepnoguyeckn nocbliaeT obHOBAEHMA

Ethernet-kommymamopel cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 273



HELTEX

MeXay coceaamu, CTpos, TakMm o0b6pa3om, Tormonoruw cetn. B Kaxpgom o6HOBAeHMM nepegaetcs
nHboOpMaUMA O AMCTaHLUMM [0 BCEX CEeTel Ha cocegHui maplpyTtmsatop. KommyTtaTop noapepskusaet

npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnunua 283 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aeiicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

YaaneHue rnobanbHon KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosa RIP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 284 — KomaHabl pexkMma KoHourypaumm npotokona RIP

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda

Aeiicmeue

default-metric [metric]

metric: (1..15)/1

no default-metric

YcTaHaBAMBAET 3HaYeHMEe METPUKM, C KOTOpoi ByayT aHOHCK-
poBaTbCA MapLIPyTbl, MOJyYeHHble APYrMMKM NPOTOKONAMM
MapupyTusaummn. bes napameTpa ycTaHaBAMBaeT 3HaYeHMe No
YMO/IYaHHIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

network A.B.C.D
A.B.C.D: IP-appec

YcTaHasnuBaeT IP-agpec nHtepdeiica, KotTopsblit byaeT yyacTso-
BaTb B NpOLEcce MapLLpyTU3aL M.

no network A.B.C.D nHTepdeica Ypanset IP-agpec nHtepdelica, Kotopbli byaeT yyacTsoBaTh B
npouecce MapLipyTM3aLmu.

redistribute {static | Pa3pewaet aHoHcHMpoBaHMe mappyTos Yepes RIP.

connected } [metric - 6e3 mapameTpoB — O3HayaeT, YTo OyAeT MCno/b30BaTbCA

transparent] default-metric npy aHOHCMPOBaHMM MapLLpPYTOB;
- metric transparent — o3HauyaeT, 4To b6y4eT MCNoAb30BaTbLCA

- MEeTPUKA U3 TabAnLbl MapLLPYTU3aLUu.

no redistribute {static | 3anpelLaeT aHOHCMPOBAHME CTAaTUYECKMX MApLUPYTOB yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLaeT UCNO/Jb30BaTb METPUKY M3
TabAunupbl mapLupyTU3aLmum.

redistribute ospf [metric metric: (1..15, PaspewaeT aHoHcMpoBaHue OSPF-mapLupyTos Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — NpOU3BOANTb AHOHCUPOBAHME TONLKO ANA YKA3aHHbIX
TMnos OSPF-mapLlupyTos;

- route-map_name — NpPOU3BOAUTb aHOHCMPOBAHWE MapLLPY-
TOB nocse ux GunbTpaLMm Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

Pa3pewaet aHOHcupoBaHme BGP-mapwpyTos yepes RIP.

- metric — 3HaYeHne METPUKU 419 UMMOPTUPYEMbIX MapLL-
pyTOB;

- metric transparent — o3HayaeT, 4yTo 6yZeT MCNoNb30BaTbCA
MEeTPUKA U3 TabAnLbl MapLLPYTU3ALUN.

be3 napameTpoB 3anpeluaeTr aHOHCMpOBaHMe mapLpyTos BGP
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLAeT ero ae-
donTHOe 3HayeHue.
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Pa3pewaet aHOHcUpoBaHue IS-IS mapwpyTtos yepes RIP.

- level — ycTaHOBWTb, U3 KAaKOro ypoBHsA IS-IS 6yayT aHOHCK-
poBaTbCA MapLUPYThI;

- match —nNpon3BOANTb AHOHCUPOBAHWE TO/IbKO A5 YKa3aHHbIX
TMnos IS-IS mapwpyTos.

redistribute isis [/evel] [match
match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

no redistribute isis [/evel]
[match match] [metric metric]

be3 napameTpos 3anpeLLaeT aHOHCMPOBaHMe mappyTos IS-IS
yepes RIP. B cnyyae yKasaHuAa napameTpa BO3BpallaeT ero

[transparent] nedonTHoe 3HaYeHMe.

shutdown BbIkAtOYaloT NpoLecc mapLpyTtusaumm no npotokony RIP.
no shutdown /BrnioeHo BkAatoyatoT npouecc mapwpyTtusaumm no npotokony RIP.
passive-interface JaKniouEHO OTKNIOUYUTL OBHOBNIEHWA MapLIPYTU3aLLUK.

no passive-interface BK/IOYMTb OBHOBNEHWUA MapPLUPYTU3ALMN.

default-information originate

[eHepMpoBaTb MapLLPYT N0 YMOHAHUIO.

-/MapuwpyT He

no default-information
reHepupyercs

originate

BoccTtaHOBUTL 3HaYEHWE NO YMOSYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWM CTPOKM:
console (config-ip) #

Tabnunua 285 — KomaHabl perkuma KoHourypaumm nHtepdelica IP

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKIOYEHO

BbIKNOYAKOT Npouecc mappytmsaumnm no npotokony RIP Ha aaH-
HOM MHTepodeiice.

BkAtoyaloT npouecc mappytusaunm no npotokony RIP Ha gaH-
HOM MHTepdodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonyaHuio
OTnpaBKa 0OHOBNEHUM
BKNIOYEHA

BbIkntoyaeT oTnpaBKy 06HOBAEHWI Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[ob6aBnseT cMeleHne K METPUKE.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymonyaHuio
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY 18 MapLUPyTa NO YMOYAHUIO TPAHCAU-
pyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymon4yaHuio
ayTeHTUdMKaumA
OTK/ItOYeHa.

BkntoyaeT ayTeHTUOUKaumio B RIP U onpeaenseT ee Tun:
- text — ayTeHTUPUKALUNA OTKPLITHIM TEKCTOM;
- md>5 — ayTeHTUdMKaymm MDS5.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBOJIOB

Onpegnenset Habop K/tOYel, KOTOPbIA MOMKET WMCMO/b30BaTbCA
4N ayTeHTUdUKaLmu.

YcTaHaBAnBaeT 3HaYeHUe No YMOAYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOIOB

Onpe,qenﬂeT KN4 onAa ayTeHTMd)VIKa LN OTKPbITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOJIOB

YcTaHaBAMBaeT cTaHaapTHbIN IP ACL ana dunbTpaymm aHoHCUpYy-
€MbIX MapLLpPYTOB.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnuua 286 — KomaHap! pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
show ip rip [database | MpocmoTp nHdopmaumm o RIP-mapLipyTmsaumm:
statistics | peers] - database — nHpopmaLua o HacTpoitkax RIP;
i - statistics — cTaTUCTUYeCKUe faHHblE;
- peers — MHbGOPMaLWA YHaCTHUKA CETU.

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkoa RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTek-
TMduKaumo MD5 yepes Habop Kntoueit mykeys:
console#

console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5
(

console (config-if)# ip rip authentication key-chain mykeys

5.30.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMUYECKOM MapLlpyTM3aLuMmM, OCHOBAHHbIM Ha Tex-
HONOMUK OTCNEeXMBaHMA cocTonaHMA KaHana (link-state technology) u ucnonb3ylowmii ana HaxoXxaeHusa
KpaTyavwero nytm anaroputm [eikctpbl. Mpotokon OSPF npepacrasnset coboit NpOTOKOA BHYTPEHHErO
wnto3a (IGP). MpoTtokon OSPF pacnpocTpaHaeT MHGOPMaLMIO O AOCTYMHbIX MapLIPYTaX MeEXKAY MapLLpyTu-
3aTopamu O4HOM aBTOHOMHOW CUCTEMDbI.

YCTpoicTBO NoAAepKMBAET O4HOBPEMEHHYIO PabOoTy HECKONbKMX HE3aBMCUMbIX 3K3EMMNAPOB NPO-
ueccos OSPF. HacTpoiika napameTpoBs ak3emnaspa OSPF nponssoaMTca NyTem yKasaHua ngeHtndukatopa
aksemnnspa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnunua 287 — KomaHab! perknma robanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
router ospf [process_id] process_id: BkAtouaeT maplupyTusaumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaeT naeHTMdMKaTop Npouiecca.
no router ospf [process_id] vrf_name: (1..32) BbIkNtOYaeT mapLupyTMsaumio no npoTokony OSPF.
[vrf vrf_name] cumBoNna
ipv6 router ospf [process_id] BkatoyaeT mapwpyTusaumto no npotokony OSPFv3.
process_id: 3apaet naeHTndUKaTop npotiecca.
no ipv6 router ospf (1..65535)/1 BbIK/lOYaeT MapLupyTU3aLmio no npoTokoay OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3afaeT aAMUHUCTPATUBHYIO AUCTAHUMIO Ana mapwpytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — AN BHELWHWX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTpY aBTOHOMHOM CUCTEMBbI.
no ipvé6 distance ospf Bo3BpalyaeT 3Ha4YeHUA NO YMOYaHUIO.
{inter-as | intra-as}
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KomaHOb1 pexcuma npouyecca OSPF

BuA 3anpoca KoOMaHAHOWN CTPOKM B pexume KoHurypaunm npouecca OSPF:

console(router_ospf_process)#

console (ipv6 router ospf process)#

Tabnunua 288 — KomaHabl pexkmma KoHoburypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[subnets]

metric: (1..65535);
name: (1..255)
CYMBOJIOB

PaspelaeT aHOHCMpOBaHMe connected mapLpyToB:

- metric — 3Ha4YeHEe METPUKM ANA UMMOPTUPYEMbIX MAPLLIPYTOB;
- name — UMA NOAUTUKN MMMNOPTA, No3BoAOWelN GUnbTpoBaTh U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — vms ctaHgapTHoro IP ACL, KoTopbiit ByaeT uc-
NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

3anpeLlaeT yKasaHHyo GyHKUMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);

MmnopT ctatnyeckmnx mappytos B OSPF.

- metric — yCTaHaBAMBaET 3HAYEHNEe METPUKKU ANA UmnopTupye-
MbIX MapLIpPyTOB;

- name — NpUMeHAEeT NOJIMTUKY MMNOPTA, NO3BONAOLLYIO GUb-
TPOBaTb M BHOCUTb MU3MEHEHWNA B UMNOPTUPYEMbIE MapPLLPYThI;

name: (1..255) - acl_name — uma crangaptHoro IP ACL, KoTopbli 6yaeT uc-
CUMBOIOB NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLPYTOB;
- subnets — nosBonAeT UMNOPTUPOBATbL NOACETH.
no redistribute static [metric 3anpeLaeT yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MmnopT mapwpyTtos u3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBnMBaeT 3HayeHWe nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyer c nomeTtkon Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — uMmnoptupyeT ¢ nomeTkon Kak OSPF
external 2;
- match internal — umnopTnpyeT mapLpyTbl B Npeaenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
id: (1..65535); - match t?xternal-z — umnopTtupyet mapuwpyTbl Tuna OSPF
external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

metric: (1..65535);
name: (0..32) cumBona.

- subnets — N03BO/NIAET MMNOPTMPOBATL NOACETH;

-name — NPUMEHAET YKasaHHYl MOAWTMKY MMMNOpPTa, NO3BO-
naowyo GUAbLTPOBATb U BHOCUTbL M3MEHEHMUSA B UMMNOPTUPYEMble
MapLLpyTbl;

- metric — ycTaHaBAMBAET 3HAYEHME METPUKKU 41A UMNOPTUPYe-
MbIX MapLUPYTOB.

3anpelaeT ykasaHHyo GyHKLMIO.
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HELTEX

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos u3 RIP B OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbIX MAPLLPYTOB;
- name —NMA NOANTUKM MMNOPTA, NO3BONAIOLWEN GUNLTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nnonb30BaH ANA GUALTPALUKN UMMNOPTUPYEMBIX MAPLLPYTOB;

- subnets — no3BoaAET MMNOPTMPOBATL NOACETH.

3anpeLlaeT yKasaHHY GyHKLMIO.

redistribute isis [/eve/] [match
match] [metric metric] [filter-
list acl_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[filter-list acl_name] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBoNna

MmnopT mapwpyTtos 13 IS-IS 8 OSPF.

- level — ycTaHOBUTb M3 KaKoro ypoBHsA IS-IS 6yayT aHoOHcupo-
BaTbCA MapLUpPyThl;

- match — nponsBoAUTL AaHOHCUPOBAHME TONbKO A/1A YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3HaYeHMe MeTPUKM ANA UMMNOPTUPYEMbIX MapPLLPYTOB;
- acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 411 GUABTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- subnets — no3sonAeT UMNopTMPOBaTL NOACETH.

be3 napameTpoBs 3anpeLwiaeT MMNOPT MapLwpyTos 13 IS-IS 8 OSPF.
B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
YMOJIHAHUIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLPYTOB;
- name — UMaA NOANTUKN UMMNOPTA, NO3BONAOWEN GUNLTPOBATb M
BHOCUTb M3MEHEHMUA B UMMNOPTUPYEMbIE MAPLLPYTbI;

name: (1..255) - acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
cMmBONa; 30BaH 414 GUAbTPALUN UMMOPTUPYEMBIX MAPLIPYTOB;
acl_name: (1..32)
- subnets — no3sonAeT UMNopTMPOBaTL NOACETY.
no redistribute bgp [metric cnmsona be3 napameTpos 3anpeLaet uMnNopT mapwpyTtos n3 BGP 8 OSPF.
metric] [route-map name] B cnyyae yKasaHuA mapameTpa BO3BpalLaeT ero 3HavyeHue no
[filter-list ac/_name] [subnets] YMONYaHMIo.
router-id A.B.C.D A.B.C.D: YcTaHaBAMBaeT AEHTUOUKATOP MAPLLIPYTU3ATOPA, KOTOPbIN YHU-
naeHTudUKaTop KanbHO MAeHTUOULMPYET MapLLPYTU3ATOP B Npesenax ogHowu as-

no router-id A.B.C.D

MaplupyTh3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMBI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKNOUUTL) aK3emnasp OSPF Ha IP-uHTepdelice (ans
1Pv4).

Ypanset IP-agpec nHtepdeitca.

default-metric metric

no default-metric

metric: (1..65535)

YctaHaBaunsaet meTpuKky OSPF-mapuipyTa.

OTKNtoYeHne GyHKUMU.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTudumkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT 4a yKasaHHOW 30Hbl TMR stub. 3oHa — coBoKyn-
HOCTb CeTell M MapLIpPyTU3aTOPOB, MMEKWMX OANH U TOT Ke
naeHTuduKaTop.

- no-summary — He oTNPaBAATb MHGOPMALMIO O CYMMMPOBAHHBIX
BHELLHWUX MapLIpyTax.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNI0XKUTENbHOE YNC/IO

YcTaHaBAMBaeT Ann yKasaHHOM 30HbI TMN NSSA.

- No-summary — He NPUHUMATb MHPOPMALMIO O CYMMUPOBAHHbBIX
BHELWHMX MapLUpyTax BHYTPb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpemeHM (B CeKyHAax), B Te-
YeHne KOTOPOro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
Cne TOro, Kak 0BHapYXWT, YTO TPAHCAATOPOM CTan ApYyron rpa-
HWYHBI MapLLpyTU3aTOop;

- translator-role — onpegenset, KakKMM 06pa3om Ha MapLLpyTU3a-
Tope byaeT PyHKUMOHMPOBATL PEXMM TpaHCAATOpa (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyANUTEIbHOM NOCTOAHHOM pPeXUMe;

- candidate — B pexxume y4acTua B BbiIbopax TpaHcasTopa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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HELTEX

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudumKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
secs: (1..65535) cekyHz;

Co3paHue BUMPTYaNbHOTO COeAMHEHUA MeXAY OCHOBHOM U Apy-
TMMU yAaneHHbIMU 0BNacTAMK, KOTOPble MMEIOT MeXAY HUMU
obnactu.

- hello-interval — yka3aTtb hello-nHTtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHbIMU Me-
pepayamu;

- transmit-delay — yka3aTb Bpema 3afepKKu;

- dead-interval — yka3aTb dead-uHTtepsan;

- null — 6e3 ayTeHTUOUKaLNY;

- message-digest — ayTeHTMdMKauMA ¢ WndpoBaHUEM;

- word — naponb AN ayTeHTMdUKaumm.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Ypanset BupTyanbHOE COEAUHEHME.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaB/AMBAET 3HAYEHME CTOMMOCTM CYMMApHOro MapLlipyTa,
naeHTudumKaTop ncnonbzyemoro ans stub- n NSSA-30H (ans IPv4).

no area A.B.C.D default-cost

MapLlupyTusaTopa B
dopmarte IPvi-agpeca;

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

cost: uenoe
NONOXKUTENIBHOE YNCIO0
area A.B.C.D authentication A.B.C.D: BKntoyaeT ayTeHTMdMKauMIO AnA Bcex WHTepdeicoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (gnAa IPv4):

no area A.B.C.D authentication
[message-digest]

MaplupyTu3aTopa B
dopmare IPv4-appeca;
-/BbIKNOYEHO

- message-digest — c wnpposaHnem MD5.

OTKAtOYaeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTuduKkaTop
MaplupyTU3aTopa B
dopmare IPv4-agpeca;
network_address:

Co3aaeT CyMMapHbI MapLlpyT Ha rpaHuLe 30HbI (ana IPv4).
- advertise — aHOHCKMpPOBaTb CO34aHHBIN MapLLPYT;
- not-advertise — He aHOHCMPOBaTb CO34aHHbIN MapPLLIPYT.

Ypansaer cyMMapHbIii MapLupyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHasauBaeT GUALTP Ha MapLIPYTbl, aHOHCUPYEMbIE B YKa3aH-
prefix_list in naeHTudukaTop HYI0 30HY M3 ApYruX 30H (ana IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

YpanseT GuUAbTP Ha MapLIpPyTbl, aHOHCUPYEMbIE B YKa3aHHYH
30HY U3 ApYrux 30H (gna IPv4).

cMmBoNna
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUALTP Ha MapLpPYTbl, aHOHCUPYEMble U3 YKa-
prefix_list out naeHTuduKaTop 3aHHOW 30HbI B Apyrue 30Hbl (g1a IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

Ypanser GuUAbTP Ha MapLIpyTbl, aHOHCMPYEMble M3 yKasaHHOW
30HbI B Apyrue 30Hbl (gnn IPv4).

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTMduKaTop BkntoyaeT npouecc OSPF ans 30HbI.

MapLIpyTU3aTopa B
dopmarte IPv4-agpeca;
-/BKNOYEHO

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpewaet Bcem IP-uHTepdelicam, yyacTsyroLmMm B npoLecce
OSPF, 06MeHMBATLCA NPOTOKObHBIMK COOBLLLEHNAMM C coce-
AAMM (BKNHOYAET NACCUBHBIN peXkmm).

V Mpu npMMmeHeHUN JAHHOK KOMaHAbl HaCTPOMKa ip

YaHUIO.

ospf passive-interface yaanserca co Bcex ip uHtep-
YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

shutdown

no shutdown

-/BKOYEHO

deiicoB u ctaHOBUTCA ANA HAX 3HAYEHUEM NO YMON-
OTtkntoyvaet npouecc OSPF.

BkatoyaeT npouecc OSPF.
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HELTEX

timers spf delay delay

delay: (0..600000)/

YcTaHaBAMBaeT BEIMUMHY 3a4,ePKKM, MPOM3BOAMMON Nepes oye-
peaHbIM nocnepoBaTeNbHbIM pacieTom SPF.

no timers spf delay 5000 me YcTaHaBAMBaET 3Ha4YeHMe No YMOAYAHWIO.
timers Isa throttle min_interval 3agaeT BpeMeHHble napameTpbl LSA-TpoTTAnHra. TpOTTAUHE gei-
hold_interval max_interval CTBYET TO/IbKO Ha LSA, UICTOUHUKOM KOTOPbIX ABAETCA IOKA/IbHOE
YCTPOWCTBO.
L - min_interval — MWHWUManbHbIA BPEMEHHON MHTEPBAN MeXAay
min_interval: ABYMA NOCNef0BaTeNbHO OTNPABAAOWMMUCA OAMHAKOBLIMM
(0..60000)/5000 mc; LSA.
hold_interval:

no timers Isa throttle

(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

- hold_interval — uHTepBan, onpeaenatoLLnii TEKyLLEE BPEMSA 3a-
Aepxku. C Kaxaoi HoBoM nocnenosatenbHoM LSA sToT MHTepBan
YMHOKaeTcA Ha [iBa, NOKa He AOCTUTHET 3HayeHna max_interval.
- max_interval — MakcMmanbHbI BpEMEHHON UHTEPBaN MeXay
ABYMA MOC/NEf0BATE/IbHO OTMNPaBAAOWMMUCA OANHAKOBLIMMU
LSA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MMHUMAaJ/IbHBbIN BPEMEHHON WHTEPBAJ, C KOTOPbIM
MmapLlupyTusaTop obpabaTbiBaeT NnpuHMMaemMble LSA.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bua, 3anpoca KOMaHAHOMN CTPOKMK:
console (config-ip) #

Tabanuya 289 — KomaHabl perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ospf shutdown

BbikntoyaeT mapwpyTtusaumto no npotokony OSPF Ha uHTep-
deiice.

- -/BKIOYEHO
no ip ospf shutdown BkatovaeT mapuwpytmsaumio no npotokony OSPF Ha uHTep-
deiice.
ip ospf network {broadcast | BbibpaTtb TMN ceTu:
point-to-point} - broadcast — wupokoBeLaTenbHaa ceTb C MHOXKECTBEHHbIM
-/broadcast OOCTYNom;

no ip ospf network

- point-to-point — ceTb «TOYKaA-TOYKa».

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIKAOYEHO

BkntoyaeT ayTeHTUOUKaLmio B OSPF ¢ ucnonb3oBaHWem 3agaH-
HOro nNaponA B HelwndpPOBaHHOM BUAE.

- message-digest — Bk/toyaeT ayteHTUdPMKaumio B OSPF ¢ umc-
nonb3oBaHWEM 33aHHOro Habopa KAtoyel u anroputma MD5.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naponb He 3agaH

HasHauaeT naponb Ana ayTeHTUdUKaLMK coceaen, AOCTYMHbIX
yepes Tekywmi nHtepdeliic. Maponb 3agaetca B HelwMdpoBaH-
HOM BuAe.

Maposb, yKasaHHbIN TakMm ob6pa3om, byaeT BHeAPEH B 3aroo-
BOK Ka)KAoro yxoZsuiero B 3Ty ceTb naketa OSPF B KayecTse
K/to4ya ayTeHTUdMKaLmu.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aiT/naposib He 3a4aH

HasHauaeT naponb Ana ayTeHTUdUKaLMK coceaen, AOCTYMHbIX
yepes Tekywmit nHTepdeitc. Maponb 3aaaerca B WMppPoBaHHOM
BuAe.

Maponb, yKasaHHbIN TakMm 06pasom, byaeT BHeAPEH B 3aroo-
BOK Ka)KAoro yxoZsliero B 3Ty ceTb naketa OSPF B KayecTse
K/oYa ayTeHTUdMKaL UK.

YcTaHaBAMBaeT 3HaYeHUe o YMOIYAHUIO.

ip ospf authentication key-
chain key_chain

key_chain: (1..32) cum-
BOJI0B/He 33af,aHO

3apaet uma Habopa Katouei, KoTopblit ByaeT Mcnoab3oBaTbeA
npu ayTeHTUOUKaLmK.
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HELTEX

no ip ospf authentication key-
chain

YcTaHaBAnBaeT 3HaYeHUe No YMOHaHUIO.

ip ospf authentication null

-/He nucnonb3yercs

OTKAKOYAET MCMO/Ib30BaHME ayTEHTUGMKALMMN Ha TEKYLLEM WH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAMBAET METPUKY COCTOAHUA KaHana, KoTopas aBafeTcs
YCNOBHbIM NOKasaTesiem "CTOMMOCTH" NepecbiNKK AaHHbIX NO
KaHany.

YcTaHaBAMBAET 3HAYEeHUE No YMOYaHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YcTaHaB/IMBaeT UHTEPBaN BPEeMeHU B CEKyHAAX, MO UCTeYeHnn
KoToporo coces byaeT cUMTaTbCA HEAKTUBHBIM. ITOT MHTEPBan
A0/IKeH b6bITb KpaTHbIM 3HaueHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YcTaHaB/IMBaeT UHTEPBasl BPpEMEHU B CEKyHAaX, M0 UCTeYeHnn
KOTOpPOro MapLupyTM3aTop oTnpasnser cneaytowuii hello-na-

no ip ospf mtu-ignore

10 cekyHp, KeT ¢ uHTepdeiica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYeHUe NO YMOHAHUIO.
ip ospf mtu-ignore OTKntoveHne nposepkn MTU.
-/BKAOYEHO

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/OYEHO

3anpeuwaeT IP-uHTEpdeicy obmeHMBaTbCA NPOTOKOIbHBIMU CO-
06LWEeHNAMM C coceaamm (BKAOYAET NACCUBHDBIN PEXUM).

YcTaHaBMBaET 3HaYEHWE N0 YMOMYAHMIO.
» Ecnm npumeHeHa HacTpoiika passive-interface B pe-

HOro pexxuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

*ume KoHuUrypaumm npouecca OSPF, To AaHHas Ko-

MaHAa BbIBOAMUT AaHHbIA IP-uHTepdeiic M3 naccus-
YcTaHaBAMBaeT NpUMOPUTET MapLUpPyTM3aTopa, KOTOPbIN MC-
nonb3yetcsa gna sblbopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #

Tabnunua 290 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNOYEHO

BbikntovaeT mapuwpyTtusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

BkatouaeT maplupytusaumio no npotokony OSPFv3 Ha wuHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHtTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

BksitoyaeT (oTKAtouaeT) OSPF npouecc ana onpeseneHHol 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBaeT METPUKY COCTOAHMA KaHana, KoTopaa ABAferca
YCNOBHbIM NOKa3atenem "cToumocTu" nepecbinku AaHHbIX No Ka-
Hany.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaB/MBaeT MHTEpPBaa BPEMEHM B CEKyHAAX, MO UCTeYEeHUU
KOTOporo coceg, 6yaeT cuMTaTbCa HEaKTUBHbIM. ITOT MHTEpBan
OOIKEH bbITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepBanam otnpasku hello-naketos.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10
CeKyHA,

YcTaHaB/MBaeT MHTEPBaAA BPEMEHM B CEeKyHAaX, Mo UCTeYeHMM
KOTOPOro MapLipyTu3aTop oTnpasaseT cneayrowmin hello-naker c
MHTepodeiica.
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no ipv6 ospf hello-interval

YcTaHaBAnBaeT 3HaYeHUe No YMOHaHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

-/disabled

OTkntovaet nposepkn MTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apaet IPv6 agpec coceaa.

Ypanaet IPv6 agpec cocepa.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YcTaHaBAMBaET NPUOPUTET MapLIPYTU3aTOPa, KOTOPbIM MCNONb-
3yetcs gns Bbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaB/IMBaeT MHTEPBaAs BPEMEHM B CeKyHAaX, Mo UCTeYEeHMM
KOTOPOro MapLupyTM3aTop NMOBTOPHO OTMPAaBMT MaKeT, Ha KOTo-
pblii HEe NONYYMN NOATBEPKAEHUA O NoAydeHun (Hanpumep, Da-
tabase Description naket unu Link State Request nakeTbl).

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YcTaHaB/MBaeT MPUMEPHOe BPems B CEeKyHAaX, Heobxoaumoe
4N nepefayn naketa COCTOAHUA KaHana.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabnnua 291 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuio

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBOIa

OTobparkaeT KoHdUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OTobparkaeT MHpopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocepa
vrf_name: (1..32)
cumBona

OTtobparkaeT nHdpopmaumm 06 OSPF-cocesie ¢ yKasaHHbIM agpe-
COM.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

Otobparkaet KoHdUrypauum scex OSPF-uHTepdeicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cMMBONIA

OtobparkaeT KoHOUTypauum KoHkpeTHoro OSPF-nHTepdeiica.
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OTobparkaeT cocTosHMe 6a3bl AaHHbIX NpoTokoaa OSPF.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cMmBosia

process_id: (1..65535)
vrf_name: (1..32)
cumBona
process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTOob6parkaeT napamMeTpbl U TEKylLee COCTOAHUE BUPTYasbHbIX
JIMHKOB.

Pa3pbiBaeT coceacTsa U yaanfeT COOTBETCTBYIOLME MAPLUPYThI.

[pumepbl UC016308AHUA KOMAHO

e [loKasaTb OSPF-coceneit ans onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.30.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — NpoTOKOA rpaHWYHOro WA03a) ABAAETCA MPOTOKOJOM MapLUpy-
TU3aUMM MeXKay aBTOHOMHbIMMK cuctemamm (AS). OcHoBHOM dyHKUMel BGP-cucTembl sBnsetca obmeH
MHopMaumelt o LOCTYNHOCTM ceTen ¢ Apyrumm cuctemamm BGP. MHpopmauma o gocTynHocTU ceTei
BK/1KOYAET CMMCOK aBTOHOMHbIX cucTeM (AS), uepes KoTopble NPOXoAMUT 3Ta MHopmaLLmA.

BGP ABnAeTca NPOTOKONOM NPUKAAAHOrO YPOBHA M QYHKLUMOHUPYET NOBEPX NMPOTOKOMA TPaHC-
nopTHoro yposHsa TCP (nopt 179). Mocne ycTaHOBKM coeamHeHUA nepenaétca MHoopmaumsa obo Bcex
MapLipyTax, NpeAHasHauyeHHbIX ANs 3KcnopTa. B ganbHeiwem nepenaétca ToNbKo MHPopmaums o6 ms-
MeHeHMAX B Tabnuax MapLpyTM3aLmm.

y

KomaHObI pexcuma 2a0b6anab6Hol KoOHguU2ypayuu

NoppepxKa npoTtokona BGP npeaoctaBnserca No AMLEH3UU.

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnnua 292 — KomaHab! perkuma rnobanbHo KoHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

BkatoyaeT mapLupyTtusaumio no npotokony BGP.
3apaeT naeHtTnduKaTop AS 1 NEPexoamT B peUm eé KoHOUry-
pupoBaHus.

router bgp [as_plain_id |
as_dot _id]

as_plain_id: - as_plain_id — naeHTMdUKATOP aBTOHOMHOW CUCTEMbI, UCMNO/b-
(1..4294967295)/1 3yeMblil MapLUpyTU3aTOPOM MpPWU YCTaHOB/IEHUU COCEACTBA M
as_dot_id: obmeHe MmapLpyTHOM HbOpMaUMeir;

- as_dot_id — naeHTndunKaTop aBTOHOMHOM cuctembl B 32-6UT-
Hom dopmare.

(1.0..65535.65535)

no router bgp
[as_plain_id_| as_dot_id]

OcTaHaBnuBaeT BGP-maplpytnsaTtop, yaanser Bcto KOHUry-
paumto npotokosa BGP.
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KomaHObI pexcuma KoHgu2ypayuu AS

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm AS:

console (router-bgp) #

Tabanuya 293 — KomaHabl perkmMma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

bgp router-id ip_add

no bgp router-id

3agaTtb naeHTMdukaTop BGP-mapwpyTtusaTopa.

Ypanutb naeHtuourkatop BGP-mapwpytusatopa.

bgp asnotation dot

3apeiicTByeT cuctemy obo3HaveHne HomepoB AS B popmate

-/asplain asdot.
no bgp asnotation YcTaHaBAWBAET 3HAYEHME MO YMONYAHMIO.
bgp client-to-client reflec- BKntoyaeT nepecbisIKy MaplupyToB, Mosy4veHHbIx oT reflector-
tion KAveHTa, apyrum reflector-knnenHrtam.
-/BK/IIOYEHO

no bgp client-to-client re-
flection

BblkntoyaeT nepecbliky MapLIpyToB, NosyveHHbIX oT reflector-
KnunenTa, gpyrum reflector-knnentam.

bgp cluser-id ip_add

3aaéT naeHTUPUKaTop Knactepa BGP-mapwpyTtusaTopa.
B cnyyae ecnm wupeHTMUKATOP Knactepa He
V HacTpoeH, B KauyecTBe upaeHTuduKatopa 6yaer uc-
nonb3oBaTbcA rnobanbHbli MpgeHTUdGUKatop BGP-
MapuipyTusatopa.

no bgp cluser-id

Ypanute naeHtuduKaTop Knactepa BGP-mapwpyTtusaTtopa.

shutdown

no shutdown

-/no shutdown

ALMUHUCTPATUBHO BbIKAOYAeT NpoTokon BGP, He yaanaAa ero
KoHbUrypauuio.
970 peiicTBMe BNEUYET 3a 060 Pa3pbIB BCEX CECCUi C
V BGP-cocegaMmm U 04MCTKY Tabanubl mapLupyTusaumm
npotokona BGP.

BkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3apatb IP-agpec gna BGP-cocepa vau nepenitm B pexum
KOHOrypMpoBaHUsA CyLLECTBYIOLLEro coceaa.

Yaanute KoHourypaumio ans BGP-cocefa ¢ yKasaHHbim IPv4
nnn IPve-agpecom.

peer-group name

name: (0..32) cum-

Cospaet Peer-rpynny.
- name — UMsA rpynnbl.

BO/IA
no peer-group name Ypanser cosgaHHyto Peer-rpynny.
address-family ipv4 {unicast YkasbiBaeT Tmn IPv4 Address Family u nepeBoautT KommyTtatop
| multicast} Junicast B peXXunm KoHdurypauum cootsetcTeytoweit Address Family.
-/unicas

no address-family ipv4
{unicast | multicast}

BbikntoyaeT cooTBeTcTBYOWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKAOYEHO

YKasbiBaeT Tmn 12vpn Address Family n nepesoaut KommyTtaTop
B PEXMM KOHPUrypaumm cootsetcTBytowent address-family.

BblkntoyaeT cootseTcTBytoWyto address-family.

KomaHObI pexcuma KoHguaypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #
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Tabnuua 294 — KomaHap! pexxmuma KoHopurypaumnm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agaeT noaceTb, KOTOpasa aHoHcMpyeTca BGP-cocegam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecam macka He yKasaHa, N0 YMO/IHaHUIO OHa 3aAa-
€TCA KNaccoBbiM METOAOM ajpecauuu.
mask — macka IP-noacet nam anmHa npedukca.

YpanaeT aHOHC JaHHOW NoAceTH.
- ip-add — appec noacetu;
- mask — macka noaceTu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-
4294967295);
name: (0..32) cumBona

Pa3pelaeT aHoOHcUpoOBaHMe connected-mapLIpyToB.

- metric — 3Ha4yeHune atpnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTUPOBAHHBIM MApLUPyTam;

- name — Ha3BaHWe access-list, KOTopbIi ByaeT NpUMmeHeH K
MapLipyTam.

3anpeLaeT aHOHCUPOBaHMe connected-mapLupyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-
4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl RIP 8 BGP.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHbIM MapLIPYTam;

- name — Ha3BaHwWe access-list, KOTopbI ByaeT NpUMeHeH K
MmapLupyTam.

3anpeLwaet UMNOPT MapLLIPYTOB 13 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-
4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMpPOBaHMeE CTaTUYECKMX MAPLUPYTOB.

- metric — 3HayeHune aTpmnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHBIM MApLUPYTam;

- name — Ha3BaHwue access-list, KoTopbIlt ByaeT NpumeHeH K
MapLupyTam.

3anpeLuaeT aHOHCMPOBAHME CTATUYECKUX MapPLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-
4294967295);
type: (internal, exter-
nal-1, external-2);
name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-
2);
name: (0..32) cumBona

MUmnopTtupyet mapuwpytbl OSPF 8 BGP.

- id —vaeHTndukaTop npouecca OSPF;

- metric — 3Ha4yeHue aTpnbyta MED, KoTopoe byaeT npuceo-
€HO MMNOPTMPOBAHHbIM MapLUPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHCMpyembix B BGP;

- name — Ha3BaHue access-list, KoTopbIli ByaeT npumeHeH K
MapLupyTam;

- mtype — T1n meTpukmn Ex1 nnm Ex2.

3anpeLLaeT MMNOPT MApLLPYTOB M3 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
cumBoONa

MmnopTtupyet mapwpyTbl U3 IS-IS B BGP.

- level — ycTaHOBUTb M3 KaKoro ypoBHA IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUPYThI;

- match — npon3BoAUTL aHOHCUPOBAHWUE TO/IbKO AN YKa3aH-
HbIX TUNOB IS-IS mapwpyTOB;

- metric — 3HaYeHne MeTPUKMN 4NA NMNOPTUPYEMbIX MapLLpPY-
TOB;

- acl_name — uma ctaHgapTHoro IP ACL, KoTopblii bygeT uc-
Nnonb30BaH ANA GUALTPALUN UMMOPTUPYEMBIX MAPLLPYTOB.

3anpeLaeT MMNOPT MapLLPYTOB M3 NPOTOKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm BGP-coceaa:

console (router-bgp-nbr) #

Ethernet-kommymamopeol cepuli MES2300-xx, MES3300-xx, MES53xxA, MES5400-xx, MES5410-48, MES5500-32 285




HELTEX

Tabnuua 295 — KomaHap! pexknuma KoHourypaumum BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKAtoYaeT orpaHMyYeHme KomyecTsa NpUHMMaEMbIX MapLLpY-
TOB OT BGP-cocepa.

- value — MaKcMManbHOE KOIMYECTBO MPUHUMAEMBIX MapLU-
PYTOB;

- percent — NPOLLEHT OT MAaKCMMa/IbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTUKEHUM KOTOPOTO OTNPAB/AETCA NpeaynpeXae-
HWe;

- second — BpeMeHHOM NPOMEXKYTOK (B cekyHAax), No ncreye-
HWIO KOTOPOTO MPOUCXOAMUT NEPENOSKIOYEHNE, ECIN CECCUA
6blna pasopBaHa M3-3a NPEBbIWEHMUA KOAMYECTBA MapLipy-
TOB;

- type — Ha3HavaeT AeincTeue, BbINOJHAEMOE MPU AOCTUKE-
HUW MAKCMMAJIbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> naum
OTNpaBKa NpeaynpexaeHus <warning-only>).

BbikntoyaeT orpaHMyeHMe KoIM4ecTsa NPpMHMMaeMbIX MapLu-
pyToB oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEKYHA,;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.
- adv-sec — MMHUMaAbHbIN MHTEPBAN MeXay oTnpaBkon UP-
DATE coobuieHnit 04HOrO U TOTO XKe MapLLpyTa;
- with-sec — MUHUMaNbHbIN UHTEPBA/ MEXAY aHOHCUMPOBa-
HMEM MapLipyTa 1 ero nocneayoWwmm Ae-aHOHCMPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nbLUIE
unm paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NXKHbI 6bITb aHOHCK-
poBaHbl cocegHum BGP-maplipyTusartopam,
pacnpeaensaloTca nNo Heckonbkum UPDATE-
coobuweHnam. Mexay otnpasBkoi 3Tux UP-
DATE-coo6wieHniA  BblgepXUBaeTCcaA Ccayvai-
HblA BPEMEHHOM WHTepBan Takum obpasom,
yTo6bl 06lWEe Bpema mexay O6HOBNeHMEM
MapLIpyTOB B /IOKa/ibHOW Tabnuue BGP u or-
npasKoii nocnegHero UPDATE-coobuieHus He
npesblwano advertisement-interval namn as-
origination-interval B cnyyae oTtnpaBku no-
KanbHbIX (MapwpyTbl M3 NoOKanbHoOU AS)
mapupyTtos B eBGP-coeguHeHun. Takum 06-
pa3’om, KaxKAblii M3 MapLLUPYTOB MOXKET UMeTb
CNY4YaiiHYI0 BeIMUMHY 3aZePXKKNU aHOHCUPOBaA-
HuUA;

—  TouHocTb paboTbl Talimepos advertisement-in-
terval, withdraw-interval u as-origination-in-
terval 3aBUCUT OT MaKCMMaNbHOro 3HaAYeHUA
n60oro 13 3TUX TPEX TakMepOoB, HACTPOEHHbIX
Ha BGP-mapuwpyTtusaTtope (yuyuTbiBatoTCcA Taid-
Mepbl, HacTpoeHHble Ana Bcex BGP-cocepent).
Bce 3HaueHUA TallmepoB aHOHCMPOBAHUA U Ae-
QHOHCMPOBaHUA MapLUPYTOB, CKOH$Urypupo-
BaHHbIX Ha YCTPOWCTBE, AUCKPETU3IUPYIOTCA
MHTepBasom B 1/255 oT HaMbobLIero HacTpo-
€HHOrO 3HauyeHuA. YBe/nuYeHne MaKcumalsib-
HOro 3HayeHusa 6yaeT NpPMBOAUTb K yBenuve-
HU1IO YaCTOTbl AUCKPETU3aLUKN TaliMepoB U, Co-
OTBETCTBEHHO, K NOHUXKEHUIO TOYHOCTU UX pa-
60TblI.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3afaéT BpeMeHHOM NHTepBan mexay otnpaskoit UPDATE co-
0ob6LeHW 0AHOrO M TOrO Ke MapLipyTa, UCNoAb3yeTca ANA
QHOHCA NOKa/IbHbIX (MapLIpyTbl U3 NOKanbHOU AS) maplupy-
TOB €BGP cocepam.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3aaéT BpeMeHHOW MHTepBan, N0 UCTEYEHUIO KOTOPOro BO3-
06HOBAAETCA NOMbITKA co3aaTb BGP-ceccutio ¢ coceaom.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKntoyaeT noameHy 3HadyeHua atpubyta NEXT_HOP Ha no-
KaNbHbIM agpec mapLipytTusatopa.

OTKAOYUTL NogMeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a43éT Homep aBTOHOMHOWM CUCTEMbI, B KOTOPOW HaxoamTcs
BGP-cocea. YcTaHOBNEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
ceay He HasHavyeH Homep AS.

970 AeiicTBMe BAEGYET paspbiB CECCUM C COCEAO0M U
V OYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

YAanutb MAEHTUOMKATOP cocesiHel aBTOHOMHOW CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (O | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3aaéT BpeMeHHble MHTEPBasbI.
- holdtime — ecnn B TeyeHuMe 3TOro BpeMeHU He byaeT npu-
HATo keepalive-coobuyeHne, To coeanHeHmne ¢ cocefom cbpa-
CbIBaeTcs;
- keepalive — nHTepBan mexay otnpaskol keepalive-cooblue-
HURA.
3HaueHua holdtime u keepalive aonKHbl 6biTb
V nnb6o o6a paBHbl HyAto, "M60 06a 6onbLue HynA.
holdtime ponkeH 6biTb 6o0nblie wan paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HACTPOEH Ha NI0OKa/IbHOM MapLIpyTU3aTope, To
MCMONb3YyeTcA NIOKaZibHOe 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Taimep hold, kotopbiit
HacTPOEH Ha cocegHeM MapLupyTU3aTope MU
3HaYeHUe JI0KaZIbHO HaCTPOEHHOro Talimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Talimepa keepalive;

— Ecnam 6bin BbibpaH Taiimep hold, Kotopbiit
HacTPOEH Ha cocegHeM MapLupyTU3aTope wu
3HaueHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive 6onble yem 1/3 BbibpaHHOro Tai-
mepa hold, To ucnonbsyertca uenoe uyucno, Ko-
TOopoe meHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aéT BpemMeHHOW MHTepPBan yAepKaHua cocega B COCToA-
Huu |dle nocne Toro, Kak oH 6bin cHpoLLEH B 3TO COCTOAHME.
3a 3TOT MHTEPBAA BCE MOMbITKM NEPEYCTaHOBUTb COeauHeHne
C coceaom ByayT OTKNOHEHbI.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyH[,

3aaéT BpeMeHHOW MWHTepBan Mexay YycTaHoBkoh TCP-
coeauHeHusa 1 oTnpaBkoi nepsoro OPEN-coobweHus.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

shutdown

no shutdown

-/no shutdown

AAMWHUCTPATUBHO BblKAtOYaeT ceccuto ¢ BGP-cocepom wm
0OYMLLAET NPUHATbIE OT HEFrO0 MapLUPYTbl, HE YAANAA €ro KOH-

durypauyuu.

AAMWHUCTPATUBHO BKAtOYaeT ceccuto ¢ BGP-cocegom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepodeiic, KoTopblit ByaeT UCNoNb30BaH B Kaue-
CTBE UCXOAALLErO NPU COEANHEHWUM C COCEA0M.

OTMeHAET PYYHYIO HaACTPOMKY MCXOAALLero WHTepdeiica,
BK/IIOYAET aBTOMATUYECKMI BbIbOp MHTEpdelica.
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route-reflector-client
[meshed]

HasHauutb BGP-cocepa Route-Reflector knneHtom.

- meshed — napameTp BbiCTaBnseTcA ecAn WUCNO/b3yeTcA

mesh-Tononorua. Mpu nony4yeHnn OoT TaKoro KameHta BGP-

MapLUPYTOB OHM He ByayT NepecbiNaTbCa APYrMM KNIMEHTaM.
BGP-mapwpyTtusartop ssnserca route-reflector-om,

-/disabled V ecnmn xota 6bl 0AMH ero coces CKOHGUrypuposaH
KaK route-reflector kKnueHT.
Ana npumeHeHMA AAHHOW KOMaHAbl Heob6xoaum
V nepesanyck BGP-ceccum c cocegom.
no route-reflector-client YcTaHaBAMBaeT 3HaYeHMe NO YMONYAHWUIO.
soft-reconfiguration in- KomaHaa coxpaHsaeT nosyyeHHble OT cocesa MapLupyThbl B OT-
bound AenbHoi obnactm namatv. MeTog No3BOAAET MPUMEHWUTb
BXOZAALLYO MONUTUKY «route-map in» ans cocepa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
-/disabled

no soft-reconfiguration in-
bound

V Mo ymonuanuio pabotaetr mexaHusm Route
Refresh.

OTKAIOYUTb MEXAHMU3M COXPAaHEHNA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHue IP prefix-list, koTopbIlt ByaeT npumeHeH K
QHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIpyTam.

OtBa3aTb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa byaeT npumeHeHa K co-
ceay.
Hactpoiiku Ha Peer-rpynne umetot 60nee BbICOKMUIt
V NPUOPUTET, YHeM HACTPOIMKMN Ha CAMOM cocege.

Ypanutb cocena w3 rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasbisaeT Tvn IPv4 address family u nepesoaunt kommyTtaTtop
B peXMm KoHoUrypauum cootsetctBytowen address family
ona atoro BGP-cocepa.

BbIKkntounTb cooTBeTCTBYtOLWYO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNIOYEHO

YKasbieaeT Tvn 12vpn address family n nepesognT KommyTa-
TOp B pexuMm KoHodurypaumm cootsetcTaytowen Address
Family ana storo BGP-coceaa.

BbikntoyaeT cooTseTcTaytowwyto Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/IIOYEHO

BkatounTb npoTokon BFD Ha cocepe.

BbikntounTb npoTtokon BFD Ha cocepe.

password word

no password

word: (1..128) cumBon0B;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTKNOYEeHa

BkntouaeT ayteHTUdMKaLmio Bcex TCP-cermeHTOB, NPUHATBLIX OT
BGP-cocepa. 3apaeT ko4 ayTeHTUdMKaL MU B TEKCTOBOM BUAE.
[laHHaa HacTpoiKa WUrHopupyeTcsa, ecnn Ana ayteHTuduKauum
yKa3aHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymon4yaHuio
ayTeHTUdMKauma
OTKNOYEeHa

Bk/itoyaeT ayTeHTUOUKaumio Bcex TCP-cermeHToB, NPUHATLIX OT
BGP-cocefia. 3aaeT Kntoy ayTeHTUMKaLuuM B 3alIMPPOBAHHOM
BuAe (Hanpmmep, Naposb B 3aWndpoBaHHOM BUAE, CKOMMPOBaH-
Hblli C APYroro ycTponcTsa).

[aHHaA HacTpoiKa UrHOpUPYeTCs, ecnn Ana ayTeHTUdMKauum
yKasaHa key-chain.

- encryptedword — Knto4 B 3aliM$pPOBaHHOM BUAE.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumsonos;
Mo yMOAYaHMIO ayTeHTU-
duKauma oTKNOYEH]

3afaTb UMA CBA3KM Ktoueit, KoTopas byaeT Ucnonb3oBaTbes AN
ayTeHTUdMKaumnm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
- word — UMA CBA3KM KtoYen.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnnua 296 — KomaHabl pexkuma KoHourypaumm Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKAtoYaeT orpaHMYeHMe KoNMYecTBa NPMHUMAEMbIX MapLIpPyTOB
ot BGP-cocepa.

- value — MaKcMmanibHOE KOMYECTBO MPUHMMAEMbIX MapLupy-
TOB;

- percent — NPOLEHT OT MaKCMMa/IbHOTO KOJIMYECTBA MapLLPYTOB,
Nno AOCTUNKEHUM KOTOPOFO OTMPABAAETCA NpeaynpexaeHue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro MpoMcXoAuT NepenofKaoueHue, ecam ceccus bbina
pa3opBaHa 13-3a NPEeBbIWEHUA KONNYECTBa MapLUpPYTOB;

- type — Ha3HayaeT AeNCTBME, BbINOJHAEMOE NPU AOCTUHKEHUM
MaKCUMANbHOrO 3Ha4yeHWa (paspbiB ceccum <restart> uau oT-
npaBKa npeaynpexaeHus <warning-only>).

BbikntoYaeT orpaHMyeHMe KoanyecTsa NMPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MMHMManbHbIN MHTEPBaN MexXay oTnpaskoit UPDATE
COO0OLWEHNIN OAHOTO U TOTO e MApLLIPYTa;

- with-sec — MMHUManNbHbIA UHTEPBAN MEKAY aHOHCMPOBAHUEM
MapLupyTa 1 ero nocieayowmm ae-aHoOHCMPOBaHUEM.

V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCUPO-
BaHbl cocegHUm BGP-mapwipyTtusartopam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobeHuam.
Mexay otnpasKoii 3tTux UPDATE-coobLeHuit Bbl-
[EepPXXUBAETCA C/YYaliHbIA BPeMeHHOW WHTepBan
Takum obpasom, utobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MapLUPYTOB B JIOKa/NbHOI Tabnuue
BGP u ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NIOKaNbHbIX (MapLwpyTbl U3 0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pasom, Kaxk-
Ablii U3 MapLIPYTOB MOXKET UMETb Cy4aiiHylo Be-
JNINYUHY 3aZ1ePXKKM aHOHCUPOBAHUA;

—  TouHoctb paboTbl Talimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MaKCMMaNbHOro 3HayeHuA noboro u3
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
maplipyTusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCUMPOBaA-
HAA  MapLUIPYTOB, CKOHQUIYPUMPOBaAHHbIX Ha
YCTPOUCTBE, AUCKPETU3UPYIOTCA WUHTEpBanomM B
1/255 ot Hanb0/bLIEro HaCTPOEHHOIO 3HAYEHUSA.
YBe/iMueHne MaKCMManbHOro 3HauyeHua 6yger
NPUBOAUTb K YBE/IMYEHUIO YACTOTbl AUCKPETU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K NOHUXXEHUIO
TOYHOCTU UX paboTbl.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aéT BpemMeHHOW UHTepBan mexay otnpaskoi UPDATE coob-
LLeHWU O4HOTO M TOTO e MapLUpPyTa, UCMO/b3YeTCA A1A aHOHCA
JIOKa/IbHbIX (MapLwpyTbl U3 IoKanbHoM AS) mapwpyTtoB eBGP-co-
cegam.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

default-originate [route-map
name]

no default-originate

name: (0..32) cumBona/-

AHOHcupyeT BGP-coceagy mapLipyT No yMOAYaHUIO BHE 3aBUCU-
MOCTM OT ero Ha/IM4mA B IOKaNbHOM Tabaunue mapwpyTtmnsaumu. B
KauyecTBe nexthop B Takom mapupyTe byaeT ykasaH nHTepoeiic,
C KOToporo yctaHoBneHa BGP-ceccua.
- route-map — napameTp No3BoasAET aHOHCMPOBATb MapLWpPyT No
YMO/I4aHWIO, TONIbKO €CAM OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
IMLEe MapLpyTM3aLmMmn U ero UCTOYHUKOM He ABNAETCA NPOTOKO
BGP.
- name — UMA NOJIMTUKM route-map, KoTopas byaeT npumeHeHa
K onepaumy aHOHCMPOBAHUA MApPLLPYTa NO YMOAYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykazaHuem Ha prefix-list, nog
KOTOpbIA NONagaeT mMapwpyTt no ymonuyanuio. Npu-
Mep HaCTPOMKM TaKoi route-map m prefix-list npuse-
OeH nopg, Tabanueit.

Ecnu B prefix-list HaxoguTca ykasaHue Ha KaKoit-nnbo
MapLUpPYT, OTINYHBINM OT ,eONTHOrO, TO UMEHHO 3TOT
MapLUPYT AO/XKEH NPUCYTCTBOBATb B JIOKa/IbHO Tab-
NMue  MapupyTMsauuu, uTobbl aHOHCUpOBaNCA
MapLIPyT N0 YMoN4YaHUIo. OrpaHUYECcHU Ha UCTOY-
HUK 3TOr0 MapLUpPyTa HeT.

Y

OTmeHsAeT HacTpoiiky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (0..32) cumBona

- name — UMA NOUTUKM route-map, KoTopas byaeT NpUMeHeHa
K cocesly B saHHon Address Family. Mo3sonsaet ¢uabtpoBath U
BHOCWTb M3MEHeHUA B aHOHCUMPYeMble U NMPUHUMaeMble MapLu-
pyTbI.

YpaneHve noaUTUKKM ¢ gaHHon Address Family.

next-hop-self

no next-hop-self

-/BKAOYEHO

BkatoyaeT nogmeHy 3HaveHua aTpubyta NEXT_HOP Ha noKanb-
HbI agpec MapLpyTm3aTopa.

OTKAOYUTL NogMmeHy aTpubyTta NEXT_HOP.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauntb BGP-cocesa Route-Reflector knneHTom.
- meshed — napameTp BbicTaBAseTCs ecan ncnonbsyetca mesh-
Tononorua. Npu NoAy4eHUn oT Takoro KaneHTa BGP-mapwpyTtos
OHM He ByAyT NepecblIaTbCa APYTUM KANEHTaM.
BGP-mapwpytusatop nsnsetca route-reflector-om,
V ecnm xota 6bl 0AUH ero cocef, CKOHGUrypUpPOBaH Kak

route-reflector knueHr.
[Ana npumeHeHUa AAHHOW KOMaHAblI Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

[Mpumep HacmpolKu route-map, ucnosasv3yemol 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #fexit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHgu2ypayuu Peer-epynn

Bug, 3anpoca KOMaHAHOW CTPOKU B pexxume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #
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Tabnuua 297 — KomaHap! pexkxnuma KoHourypauum Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/tOYaeT orpaHNYEeHMe KOANYECTBA NPUHNUMAEMbIX MapLIPyTOB
o1 BGP-cocepa.

- value — MakcMManbHOe KOAWYECTBO MPUHUMAEMbIX MapLUpY-
TOB;

- percent — NPOLEHT OT MaKCMMaNbHOrO KOAMYECTBa MapLIpyToB,
No JOCTUKEHWUM KOTOPOro OTNPaBAAETCA NpeaynpexaeHue;

- second — BpeMeHHOW NPOMEKYTOK (B CEKYHAaX), MO UCTEYEHUIO
KOTOPOro MPOMUCXOAUT MepenoakatoyeHne, ecam ceccusa bbina
pasopBaHa M3-3a NPEBbILLEHMA KOIMYECTBA MAPLLPYTOB;

- type — Ha3HayaeT AencTBue, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npegynpexKaeHua <warning-only>).

BbIk/loYaeT orpaHMyeHMe KOANYecTBa MPUHMMAEMbIX MapLLpy-
TOB OoT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

334aET BpeMeHHble MHTepBabl.
- adv-sec — MMHUManbHbIM MHTEPBaAN mexay oTnpaskoi UPDATE
COO06LLEHMI O4HOTO M TOFO Ke MapLIpyTa;
- With-sec — MMHUMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHOHCUPOBaHUEM.
V —  Advertisement-interval gonxeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl coceaHUMm BGP-mapuipytusaropam, pacnpe-
AenATca No Heckonbkum UPDATE-coo6ueHmam.
Mexay otnpaskoi 3Tux UPDATE-coo6uieHuit Bbi-
[EepXXUBaAeTCA C/NyyYaiiHblIA BpeMeHHOW WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexKay 06-
HOBJIEHUEM MapLUPYTOB B JIOKa/JbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyuae otnpaBKu 10Kab-
HbIX (MapLpyTbl U3 IOKaNbHOU AS) mapLupyTOB B
eBGP-coeauHeHun. Takum obpasom, Kaxablii u3
MapLIPYTOB MOXET MMeTb C/IlyYaliHYI0 BeNUYUHY
33,ep’KKM aHOHCUPOBAHUA;

— TouHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOro 3Ha4YeHusA
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTtusatope (yuuTbiBaloTca Taiimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIypMPOBaAHHLIX HA
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBaiom B
1/255 ot HaMbonbLIero HaCTPOEHHOro 3HAYEHUA.
YBeanueHne MaKCcMmanbHOro 3HayeHua 6yper
NpPUBOAUTL K YBE/IMYEHUIO YacTOTbl AUCKpPeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYyHA,

3a4,aéT BpeMeHHON UHTepBan mexay otnpaskoit UPDATE coob6-
LWeHWI1 OAHOTO U TOTO e MapLIpyTa, UCNO/b3yeTcs A/1f aHOHCa
NIOKanbHbIX (MapLIpyTbl U3 N0KanbHOW AS) mapLipyToB eBGP co-
cegam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4a6T BpEMEHHOW MHTepBas, N0 UCTEYEHUIO KOTOPOro BO306-
HOBANAETCA NonbITKa co3gaTtb BGP-ceccuio ¢ cocegom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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next-hop-self

no next-hop-self

-/BbIKIOYEHO

BkntoyaeT nogmeHy 3HauyeHuaA atpubyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

334367 HOMep aBTOHOMHOM CUCTEMbl, B KOTOPOW HaxoauTcA
BGP-cocep. YcTaHOBAEHMe coceaCcTBA HEBO3MOXHO, NOKa coceay
He Ha3HayeH Homep AS.

V J3T0 peiicTBMe BAEYET paspbiB CECCMM C COCEAOM M

OUYUCTKY BCEX MPUHATBIX OT HEFO MapLUPYTOB.
Ypanutb naeHTMPUKATOp coceHe aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpeMeHHble MHTepBabl.
- holdtime — ecnu B Te4eHUe 3TOro BpeMeHun He byaeT NPUHATO
keepalive-coobuieHune, To coeamHeHne ¢ cocefom cbpacbiBa-
eTcs;
- keepalive —uHTepBan mexay otnpaBkoi keepalive-coobuieHunii.
V 3HaueHua holdtime u keepalive gomkHbl 6biTb MM60
06a paBHbI HyA10, N1M60 06a 60/blue HyAA.
holdtime gonkeH 6bITb 60nble nnu paseH keepalive.
Echu 6bin Bbl6bpaH Taiimep hold, KoTtopbii
HACTPOEH Ha JIOKaZlbHOM MapLUPyTU3aTOpe, TO UC-
nonb3yeTcA JIOKasbHOe 3HaueHue Takmepa
keepalive;
Echu 6bin Bbl6bpaH Taiimep hold, KoTtopbii
HacTPOeH Ha cocegHeM MapLUPYTM3aTope U 3Haue-
HUe NI0KaNbHO HacTpoeHHoro Tailmepa keepalive
meHbwe yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNONb3yeTcA JIOKa/ZIbHOEe 3HaueHue Talmepa
keepalive;
Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaCTPOEH Ha coceagHeM MapLUpyTM3aTope U 3Haue-
HUEe NIOKaZIbHO HacTpoeHHoro Takimepa keepalive
6onblie yem 1/3 sbibpaHHoro Taiimepa hold, To
MCNONb3yeTcA Lie/sIoe YUCNO, KOTOpOoe MeHbLue
yem 1/3 sbibpaHHOro Taitmepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a436T BpEMEHHOW MHTepBan yAeprKaHuA cocega B COCTOAHMM
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBan BCe NOMbITKMN NepeycTaHOBUTL COeanHEHMeE C COCeaoM
6yAyT OTK/IOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEKYHA,

3a4aéT BpPEeMeHHOM WHTepBan MeXay YcTtaHoskoih TCP-

coeguHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

ALOMUHUCTPATMBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTaB peer-rpynmbl, ¥ OYULLAET NPUHATbIE OT HMX
MapLLPYTbl, HE YAaNAA UX KOHOUTYpaLuUH.

B KOHOUrypaLmio Kax4oro cocesa, BXOAALLEro B peer-rpynmny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.

AOMWHUCTPATUBHO BKAKOYAeT ceccumn co Bcemn BGP-cocegamm,
BXOAALMMM B COCTAB peer-rpynnol. Yganaer komaHay shutdown
13 KOHOUTYpaumMm Kaxaoro cocesa, BXOAALLEro B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group |
Loopback /oopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT uHTepdeiic, KoTopblil ByaeT NCNOb30BaH B KayecTse
MCXOAALLEro NPU COEMHEHUN C COCELOM.

OTMEeHAET PyYHYI HACTPOMKY ucxoadllero uHTepderica, BKK-
YaeT aBTOMaTM4YecKuii Bbibop nHTepdelica.
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route-reflector-client [meshed]

HasHauutb BGP-cocena Route-Reflector knneHtom.

- meshed — napameTp BbICTaBAAETCA €CAN UCNOb3yeTcA mesh-

Tononorua. NMpu noay4eHun ot Takoro kKnmeHta BGP-mapwpyTos

OHU He byayT NepecbiNaTbCsa APYrMM KANEHTAM.
BGP-mapwpyTtusatop sasnsetrca route-reflector-om,

no soft-reconfiguration in-
bound

-/disabled V ecnn xota 6bl 0ANH ero coces CKOHGUIYPMpPOBaH Kak
route-reflector KnueHr.
[na npumeHeHUA AaHHOW KOomaHAbl Heobxoaum ne-
V pe3anyck BGP-ceccum ¢ cocepom.
no route-reflector-client YcTaHaBAnBaeT 3HaYeHMeE MO YMONYAHMUIO.
soft-reconfiguration inbound KomaHpa coxpaHAeT nosiyyeHHble OT cocefa MapLipyTbl B OT-
AenbHol obnactn namatn. MeToa No3BonAeT NPUMEHUTL BXOAA-
Lyt NOAUTUKY «route-map in» ans cocena 6e3 cbpoca cocen-
. CTBA U 3aMpoca MapLIpyToB.
-/disabled

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MapPLLPYTOB.

prefix-list name {in | out}
name: (0..32) cumBona

no prefix-list name {in | out}

- name — Has3BaHue |IP prefix-list, KoTopbili 6yaeT npumeHeH K
AHOHCMPYEMbIM MM NPUHUMAEMbIM MapLIPyTaM.

OtBa3aThb IP prefix-list.

fall-over bfd
no fall-over bfd

-/BbIKNOYEHO

BkntounTb npoTokon BFD Ha peer-rpynne.

BbikntounTb NnpoTtokon BFD Ha peer-rpynne.

password word

word: (1..128) cumBonOB;
Mo ymonyanuio
ayTeHTUdUKaumA
OTK/ItOYEHa

no password

BkntouaeT ayteHTMdMKaumio Bcex TCP-cermeHTOB, NPUHATBIX OT
BGP-cocena. 3afaeT Koy ayTeHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHasa HacTpoiKa WrHOpPUPYeTCA, ecnu ANs ayTeHTUdUKauum
yKkasaHa key-chain.

[aHHas HacTpoiKka MWrHopupyetca ANA NUPOB, BXOAALLMX B
HacTpauBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COOBCTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmu.

- word — K/to4 B TEKCTOBOM BUZeE.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

password encrypted
encryptedword

encryptedword: (1..128);
Mo ymonuyaHuio
ayTeHTUdUKaUMA
OTK/IloYeHa

no password encrypted

BktoyaeT ayTeHTUOUKauMIo Bcex TCP-cermeHToB, NPUHATbLIX OT
BGP-cocena. 3apaeT KoY ayTeHTMdUKaLmMmM B 3almMdpoBaHHOM
Buage (Hanpumep, naponb B  3awudpoBaHHOM  BuAe,
CKOMWPOBAHHbIN C APYroro ycTponcTaa).

[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, A/a  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKKM ayTEHTUDUKALUK.

- encryptedword — kntod B 3awndpoBaHHOM BUeE.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

password key-chain word

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTudUKaumaA
OTK/IloYeHa

no password key-chain

3a4aTb UMA CBA3KM KAtouen, KoTopas byaeT Mcnonb3oBaTbCa ANs
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa WrHopupyeTca ANA NUPOB, BXOAAWMX B
HacTpaMBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBSI3KM KIOYENn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bupa 3anpoca KomaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnuua 298 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-coceaamm, ounuias
NPUHATbIE OT HUX MAPLIPYTbI;

- ip_add — appec coceaHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycrtaHoOB/IEHA CeCCUA.

show ip bgp afi safi afi: (all, ipv4, 12vpn);

safi (all, unicast,mul-
ticast, evpn)

OTo6pasnTb Tabamuy BGP-mapwpyTtoB (Loc-RIB) ykasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — nageHtTnpukatop Sub-Address Family.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip_add — npeduKc noaceTv HasHayeHUs, No KoTopomy byaet
oTobpaykeHa noapobHan MHopMaLMA O MapLIPYTax 40 Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pa3nTb MHGOPMALMIO O HAacTpoeHHbIX BGP-coceasx.
-ip_add—appec cocegHero BGP-cnukepa, no Kotopomy byaet
oTPpUAbTPOBaHA NHDOPMALUS;

- detail — oTobpa3nTb NoApPobHY MHbOPMaLMIO;

- advertised-routes — 0T06pa3nTb TabAMLY MApLIPYTOB, aHOH-
CUPOBAHHBIX coceay;

show ip bgp peer-group
name

- received-routes — 0T06pasuTb Tabauuy nNPUHMMaEMbIX

MapLUPYTOB 40 NPUMEHEHMSA K HUM BXOAALLEN NOAUTUKM.
Kntouom received-routes B KOHTEKCTE HACTPOMKM CO-
OTBETCTBYIOLLEro COCeAa AOMKHA 6biTb 3ageicTBO-

OT06pa3sunTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKMK.

- name — 0T06Pa3nTb HaCTPOWKM rPyMrbl C UMEHEM hame.

show ip bgp peer-group
name neighbors

Ana otobpaxkeHUA NPUHUMAEMbIX MAPLUPYTOB C
BaHa KomaHpga soft-reconfiguration inbound.
OTO6pPa3nTb COCTOALMX B peer-rpynmne coceaen.

5.30.5 Hacmpolika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLUpPyTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCNEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3yowmin ans
HaxoXAeHWA KpaTyanwwero nyty anroputm [erKkcTpbl. NMpoTokon IS-IS npeactasnaeT coboi NpoTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKkon IS-IS pacnpocTpaHAeT MHGOPMaLMIO O AOCTYMHbIX MapLpyTax mesKay
MapLLpPyTU3aTOPaMmn OAHOM aBTOHOMHOW CUCTEMDbI.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 299 — KomaHabl pexkunma rnobanbHOM KoOHGUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

KomaHda

3anyckaert IS-IS mapwpyTnsatop. Bxognt B pexxmm KoHourypaumm
npoTokona IS-IS.

router isis
-/ISIS mapuipyTusatop

no router isis OTK/NtOYeH OctaHasnusaeT IS-IS mapuwpytusatop. Yganaetr KoHburypauuo

npoTokona IS-1S.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoOHPUrypaumm npotokona IS-IS:

console (router—isis) #
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Tabnumua 300 — KomaHap! pexkxmma KoHUrypauum npotokona IS-1S

KomaHda

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

address-family ipv4 unicast

MepexoauT B pexxum KoHdurypauum Address-Family.

authentication key word

3ajaTb KAOY ayTeHTMOMKaLMKM B BUAE TeKcTa. McnonbayeTcs

[level] word: (1..20) ana ayteHTudukaumm LSP, CSNP, PSNP PDU. [laHHaa HacTpoiika
CMMBOI0B; UrHOpUpyeTcAa, ecan AN ayTeHTUdUMKaLmMK yKasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLNMN.
authentication key encrypted 3apaerT KoY ayTeHTUOMKaLMK B 3awmMdpoBaHHOM Buae (Hanpu-
encryptedword [level] mep, Naposb B 3aWNMPPOBAHHOM BUAE, CKONMUPOBAHHbBIN C ApY-
encryptedword: roro yctpoicrsa). Ucnonbdyetca Ana ayteHTUduKaumm LSP,

(1..128) cumBonoB;
level: (level-1, level-2)/

CSNP, PSNP PDU. [laHHaA HacTpoiKa UrHOpuMpyeTcs, ecan gns
ayTeHTUdMKaLMM yKasaHa key-chain.

level-1-2 - encryptedword — knto4 B 3aWwMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key Ypanaer ka4 ayTeHTUGUKaLUN.
authentication key-chain 3a4aTb MMA CBA3KM KAtoyel, KoTopas byaeT Mcnonb3oBaTbeA
word [level] word: (1..32) ana ayteHTuouKaumm LSP, CSNP, PSNP PDU.
CMMBONa; - word — UMs CBA3KU KNKOYel;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
level-1-2 OTK/tOYAET PEXMM UCNONb30BAHUA CBA3KN KNKOYEN ANA ayTeH-

no authentication key-chain

TMdMKaumu.

authentication mode {text |

level: (level-1, level-

BkntouyaeT ayTeHTUOMKayuto B IS-IS n onpepenseT ee Tmn:

md5} [level] 2)/level-1-2; - text — ayTeHTUdMKALMA OTKPLITEIM TEKCTOM;
Mo ymonYaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
no authentication mode OTKAOYEHa. YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
hostname dynamic BKAOUMTL NOAfEPKKY AMHaMUYeckmx hostname.
-/BKAOYEHO

no hostname dynamic BbIKNOUNTL NOALAEPIKKY AMHaMMYecKnx hostname.
is-type {level-1 | level-2-only 3apaet TN MaplupyTm3atopa B IS-IS gomeHe:
| level-1-2} - level-1 - Bce B3anmogencTena ¢ ApyrMmu mapLupyTM3aTopamm

npouncxoaaT Ha 1 ypoBHe;

- level-2-only — Bce B3aMmoaencTauns ¢ 4pyrumu mapLipytmsa-

-/level-1-2

no is-type

TOpaMu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO nogaep:kMBaeT B3aumogenctamsa obo-
NX YPOBHEN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

Isp-buff-size size

size (512-9000)/1500

YcTaHaBAMBaET MaKCUMa/IbHO BO3MOMKHbIN pasmep oTnpasnse-
mblIx LSP 1 SNP. 3HaueHue Isp buffer size He foKHO NpeBbIWaTbL

GaiiT 3HaveHue pdu buffer size.
no Isp-buff-size YcTaHaBAMBaET 3Ha4eHMe N0 YMOYaHUIO.
Isp-gen-interval second [level] 33/138T MUHMMa/IbHBIA UHTEPBaN B MC, MeX Ay reHepalmeit oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3Ha4YeHWe UHTepPBaNa B MUAINCEKYHAAX, MO UCTeYe-
MUIUCERYHE; HUKM KoToporo LSP MoXeT 6biTb 3aHOBO CreHepuMpoBaHo;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb 418 KOTOPOro NPUMEHUM AAHHbIN MHTEpBan.
Ecnu He yKasblBaTb, UHTEPBA MPUMEHUTCA K 060MM YPOBHAM.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYaHUIO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a43ET MaKCMMasibHbI MHTEPBAN B CEKYHAAX, MeXay reHepa-
umeit LSP.

- second — 3Ha4YeHve UHTepPBaNa B CEKYHAAX, NO UCTEYEHUM KO-
Toporo LSP 6yzeT 3aHOBO CreHepnpoBaHo.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHg,

3asaeT Bpems KU3HU LSP. 3HayeHne AOMKHO BbiTb XOTA 6bl Ha
300 cekyHa b6onblue, yem Isp-refresh-interval.
- second — 3HaYeHUNe B CEKyHAaX.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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metric-style style [level]

style: (narrow, wide,

3a/aeT UCMO/b3YEMbIV CTU/Ib METPUKM.

-narrow — NOAAEP}KMBaTb TOMIbKO CTaHAAPTHYIO (y3Kyto) meT-
puky;

-wide — noaAepKMBaTb TOIbKO PaCLUMPEHHYIO METPUKY;

start

both)/both -both — noapep*mMBaTb 06a CTUAA METPUKY;
level: (level-1, level- - level — ypoBeHb, ANA KOTOPOro NPUMEHMM YKa3aHHbIN CTUNb
2)/level-1-2 MeTpPUKK. Ecam He yKasbiBaTb, METPUKA NPUMEHUTCA K 060MM
YPOBHSAM.
no metric-style YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
net XXX XXXX. XX YcTaHaBAunBaeT Tak HasbiBaembli NET (Network Entity Title) aa-
pec — yHUKanbHbI AeHTUUKATOP MapLLpyTU3aTopa B Npese-
- nax IS-1S pomena. Mpwu 3anucn NET ncnonbsyertca WwecTHaauaTm-
pUYHAA cMCTeMa CYUCIEHUA.
no net YaanaeT ngeHtndrKaTop mappyTtmsaTopa.
shutdown OTtkntovaet npouecc ISIS.
-/BKAOYEHO
no shutdown Bknatouaet npouecc ISIS.
spf interval maximum-wait YcTaHaBAnBaeT MHTEpPBan Mexay ABYMA nocnefosaTeslbHbIMMK
second second: (O- nepecyetamu aaropmtma SPF B munnmcekyHaax.
no spf interval maximum- 4294967295)/5000 YcTaHaBAMBaeT 3HaYeHne No YMONAYAHUIO.
wait
spf threshold restart-limit YcTaHaBAMBAET CKO/IbKO pa3 anroputm SPF moxkeT 6biTb npe-
number number: (1- pBaH o6HOBAEHWeM LSDB.
4294967295)/10
no spf threshold restart-limit YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
spf threshold updates-restart 3agaeT Konnyectso 06HoBNeHNI LSDB, npu KOTopbix anroputm
number number: (1- SPF octaHaBnnBaeTca n nepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
start
spf threshold updates-start Konnuyectso obHoBneHuit LSDB, Heobxogmmoe gis HemeasieH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/ 3TOM UTHOpWUpYyeTcs).
no spf threshold updates- 4294967295 YcTaHaBAMBaeT 3HaYeHMeE MO0 YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHpurypaumum Address-Family:

console (router—-isis—-af) #

Tabnnua 301 — KomaHab! perknma KoHourypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewaeT umnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpeseneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLLpyTam TUN MeT-
pUKK;

- metric — 3HaYeHMe METPUKU ANA UMNOPTUPYEMbIX MapLUPY-
TOB;

- name — uma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnonb-
30BaH Ana GUAbTPaALMU UMNOPTUPYEMbIX MAPLLPYTOB.

Ecnun rnobanbHO BKAKOYEH CTAaHAAPTHBIN (narrow) cTunb meT-
PWKK, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

Be3 napameTpos 3anpelaet mnopt connected maplupyTos
B IS-IS. B cnyyae ykasaHuA napameTpa BO3BpalLAET ero ge-
donTHOe 3HaueHue.
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redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Pa3zpelsaetT UMNopT cTaTUYECKMX MapLlpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — vma cTaHgapTHoro IP ACL, KoTopblit 6yaeT ncnonb-
30BaH 14 GUAbTPALMKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIM (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLiaeT MMMNOPT CTAaTUYECKMUX MapLLpY-
TOB B IS-IS. B cnyyae ykasaHmA napameTpa BO3BpalLaeT ero
nedonTHoe 3HaYeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewaet umnopt mapwpyTtos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
pVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnau rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MEeTPUKKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpewaet UMnopT mapwpytos u3 RIP B IS-
IS. B cnyyae yKasaHuMA mapameTpa BO3BpalLaeT ero AedponT-
HOe 3HayeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspelsaet umnopt mapwpytos u3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLUpyTam TUN MeT-
pUKM;

- metric — 3HaYeHMEe METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — nms cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 1A GUAbTPALUN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PUKM, BCE 3HAYEHUs METPUKKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOpPT MappyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paspewwaet umnopt mapwpytos ns OSPF B IS-IS.

- id —npeHTMduKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbI ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMBIM MapLUpyTam TUMN MeT-
pVIKK;

- match — Tun mapwpyTta OSPF, noanexalmii uMnopTy.

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTpUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.
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no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLaeT UMNOPT mMapLpytos s OSPF B
IS-IS. B cnyyae ykasaHuMA NnapameTpa Bo3BpalyaeT ero gedont-
HOe 3HayeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bua 3anpoca KOMaHAHOW CTPOKM:
console (config-if) #

Tabanua 302 — KomaHab! perkuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip router isis

no ip router isis

-/BbIK/IOYEHO

BkntoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem uHTep-
deiice.

BbikntoyaeT NPOTOKON MapLipyTusaumm IS-IS Ha TeKywem WHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBo10B;
level: (level-1, level-2)/
level-1-2

3afaTb KoY ayTeHTUOUKALMKM B BUae TeKcTa. Mcnonbsytotea ans
ayteHTMduKaumm HELLO PDU. JaHHaa HacTpoiiKa UrHopupyeTtcs,
ec/n Ansa ayTeHTUdUKaumm ykasaH key-chain.

- word — KN4 B TEKCTOBOM BUZE;

- level — ypoBeHb IS-IS.

Ypanaer KNy ayTeHTUOMKaLmu.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO0B;
level: (level-1, level-2)/
level-1-2

3apaeT KNtoY ayTeHTUdMKALMM B 3aliMbpoBaHHOM BUAE (Hanpwu-
Mep, Naponb B 3aWndpPoBaHHOM BUAE, CKONMMPOBAHHbIW C ApY-
roro ycrtpowcrea). Ucnonbsytotca ana ayteHtudmkaumm HELLO
PDU. [laHHan HacTpoWKa UTHOpUPYeTCA, eCNun Ans ayTeHTUdUKA-
UK yKasaH key-chain.

- encryptedword — Kntoy B 3alndpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Ypanaert KAy ayTeHTUdUKaLmu.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3a4aTb MMA CBA3KWM KAtoyel, KoTopas byaeT Mcnosib3oBaThbCA
AnAa ayteHTuouKaumm HELLO PDU.

- word — UMA CBA3KU KAtoYel;

- level — ypoBeHb IS-IS.

OTKNIOYAET PeXMM UCNONb30BaHUA CBA3KM K/lOYeW ANA ayTeH-
TUdUKaLmm.

isis authentication mode {text

level: (level-1, level-

Bkntouaet ayteHTMdMKaumio B HELLO PDU Ha Tekywem uHTep-
delice n onpegenseT ee TMM:

| md5} [level] 2)/level-1-2; - text — ayTeHTUOUKALMA OTKPbITbIM TEKCTOM;
Mo ymonyaHuio - md5 — ayteHTUdUKauma MD5;
ayTeHTUOUKaUMA - level — ypoBeHb IS-IS.
OTK/toYeHa YcTaHaB/MBaET 3HaYeHWE N0 YMONYAHMIO.
no isis authentication mode
YKa3bIBaeT, COCeACTBA KaKOro YPOBHA MOXHO GOpMUPOBaTL Ha

isis circuit-type {level-1 | level- AaHHOM nHTepdeiice.
2-only | level-1-2} -/level-1-2

no isis circuit-type

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBAET METPUKY ANA AaHHOTO uHTepderica.

- metric — 3HayeHue mMeTpukK. Ecam rnobanbHO BKAOYEH CTaH-
[JapTHbI (narrow) CTUAb METPWKKM, BCE 3HAYEHUA METPUKU
6onbuie 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
pviKa.
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no isis metric

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

-/NaccuBHbIN peXxum
OTK/ItOUeH

isis passive-interface

no isis passive-interface

MepeBoAnT MHTepdeNC B NACCUBHBINA pexMM. B aTom pexume
MHTepdeic He OoTNpaBaseT u He npuHMmaeT HELLO PDU.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

isis network point-to-point

-/broadcast

no isis network point-to-point

YcTaHasauBaeT TMn uHTepdelica point-to-point.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

isis hello-padding value
value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHaBAMBAET pexkum paboTbl nagaunHra hello-coobuweHni.
- disable — oTKNHOYMTB NAZAMHT BO BCcex coobuweHusax hello;

- enable — BKNOUYNTb NaaAnHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NaAAMHT A0 YCTAHOBNEHMA COCeacTBa.

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

isis pdu-buff-size size size (512-9000)/

1500 6aint

no isis pdu-buff-size

YcTaHaBAMBaAET MaKcUMasbHbIM pasmep PDU, oTnpaBasembix 1
nosy4aembix Ha 3TOM WHTepdelice. 3HayeHue pdu-buff-size
AO/IKHO 6bITb HonbLIe 3HaYeHus isp-buff-size.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauyuu uHmepagelica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 303 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

" — -/BbIKOYEHO
no ip router isis

BkatoyaeT npoToKon maplpytmsaumm IS-IS Ha Tekywem nHTep-
deiice.

BbIkntoyaeT NpoToKo mapLpyTusaumm IS-1S Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}
no isis circuit-type

-/level-1-2

YKa3blBaeT, COCeACTBA KAKOro YPOBHA MOXKHO pOpMMpPOBaTh Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3HAYeHue no YMOYaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

no isis metric

YcTaHaBAMBAET METPUKY A4 faHHOro HTepdeica.

- metric — 3HaYeHne MeTpuku. Ecam rnobanbHO BKNKOYEH CTaH-
JapTHbIM (Narrow) CTUAb METPUKW, BCE 3HAYEHUA METPUKM
6onble 63 6yayT yKasaHbl B TLV Kak 63;

- level — ypoBeHb IS-IS, ana KoToporo 6yaeT NPUMEHATLCA MeT-
pvKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOJYAHUIO.

isis passive-interface N
-/naccuBHbIN pexum

OTKNHOYeEH

no isis passive-interface

MepeBoAnT MHTEpdENC B NACCUBHBIN pexumM. B sTom pexume
HTepoelic He oTnpaBaseT U He NnpuHUMaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnuua 304 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show isis database [level]

level: (level-1, level-2)

OtobparkaeT 6a3y gaHHbIX TONOAOMMM NpoToKoAa IS-IS.
- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6Pa3unTb.

show isis hostname

OTobparkaeT n3BecTHble cootBeTcTBMA SystemID u Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHPopmaumio 06 nHTepdeicax, yyacTeytowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHOpMaLMIo O coceanx.
- detail — ncnonb3oBaHWe faHHOroO NapameTpa No3BoAsAeT oTobpa-
3UTb AeTasbHy0 MHGOPMaLUIO O coceanx.

clear isis

CbpocuTb BCe coceacTsa U 04UCTUTb Tabamuy mapwpyTusaumm IS-IS.

5.30.6 Hacmpolika Route-Map

MpumeHeHWe route-map No3BoaAeT U3MEHATb aTPMOYTbl Y aHOHCUPYEMBIX U NPUHUMAEMbIX MapLL-

pytos BGP.

KomaHObI pexcuma 2a06anb6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoi KoHdUrypaumm:

console (config) #

Tabnunua 305 — KomaHabl pexkurma rnobanbHOM KoOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

route-map name [sec-
tion_id ] [ permit | deny]

no route-map name [sec-
tion_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id:
(1..4294967295).

CospaeTt 3anuch route-map.
MepeBoANT KOMaHAHYIO CTPOKY B PEXKUM KOHPUTYpUpPOBaHUA
route-map.
- name — Ha3BaHue route-map;
- section_id — Homep 3anucu B 3TOM route-map;
- permit — npUmeHUTb set KOMaHAbI K MapLpyTam;
- deny — 0T6pOCUTbL MapLIpPYTbI.
MakcumanbHoe Konuyectso route-map = 32
V (BKkntouan cekuum ogHoro route-map).

Yaanutb route-map.
- name — Ha3BaHWe route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.
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KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHON CTPOKM B pexxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 306 — KomaHabl pexkMma KoHbUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3afaTb HOMep ciefytoulei cekuun route-map, Kotopas 6y-
JeT NpUMeHeHa K MapLIpyTam, Nocie NPUMeHEHUA TEKYLLEN.
- section_id — Homep 3anucu B 3Toi route-map;
- and — yka3blBaeT, 4To match yctaHoOBKM B 3TOI route-map
O0J/IXHbI BbITb NIornyeckn obveamHeHbl (AND) ¢ match ycra-
HOBKamM B route-map, 0603HaYeHHbIX NapameTpom
section_id.
CosgaHue ueno4ek route-map (6e3 napamertpa and)
V BO3MOXHO, €C/M Tun route-map BbICTaBlAeH B
permit.
Ecnn npu co3pgaHuM Lenovyku npumeHseTca napa-
V meTp and, To Bce set YCTaHOBKM [O0/IXKHbI Haxo-
AUTbCA B NOocC/NeaHel CeKLMU 3TOM LLenoUKu.

CHpacbiBaeT yCTaHOBKY.

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list v appeca mapwpyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootsetctBue prefix-list n next-hop ip-agpeca

MapLupyTa;

- route-source — cootsetctBue prefix-list n ip-agpeca ncrou-

HWKa MapLupyTa;

- name — Ha3BaHuWe route-map;
Y106bl HEe OTO6pacbiBaIMCb OCTa/ibHble MApLUPYTbI,

V He yKa3saHHble B prefix-list, Heo6xoaumo co3partb

nycToii route-map U NpUBA3aTb €ro K TeKylemy ye-
pes continue.

C6pacbiBaeT COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3aZaeT COOTBETCTBME MApLUpYTa C aTpnbyTom local-
preference.

C6paCbI BaeT COOTBETCTBMUE.

match metric value

no match metric

value: (1..4294967295).

3afaeT cOOTBETCTBME MapLUpyTa C aTpubyTom metric.

C6paCbI BaeT COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3apaeT cooTBETCTBME MapLIPYTa € aTpMbyToMm origin.

- igp — mapuwpyT 6bln NONy4YeH U3 NPOTOKONA BHYTPEHHEN
MapLpyTM3aumm (Hanpumep, KomaHgoi network);

- egp — mapupyT 6bin BblydeH no npoTokony EGP;

- incomplete — mapLupyT 6bin BblyYEH KAKUM-TO MHbIM 06pa-
30M (Hanpumep, KomaHgoi redistribute).

C6paCbI BaeT COOTBETCTBMUE.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyTt AS_PATHLIMIT.

Hynesoe 3HayeHne orpaHMYMBaeT aHOHCUPOBAHME NOKANbHO
CreHeprMpoBaHHbIX MapLUPyTOB, TONbKO mexay iBGP coce-
aamu (He byayT BuAHbI gna eBGP).

3HayeHue 6onbwe 0 o3HayaeT, yto ecnm AS_PATH atpubyt
nmeet 6onblwe AS-HomepoBs, yem 3HayeHune AS_PATHLIMIT,
TO HY>KHO ero oTbpocuTb Npwu Bbixoae B eBGP.

CbpacbiBaeT path-limit.

set as-path prepend
as_number

no set as-path prepend

as_number: (1-
4294967295)

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

CbpacbiBaeT gobasneHue K AS-Path.

set as-path prepend local-
as value

value: (0-10)

[o6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbl-
xop, eBGP-coceay).
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no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpacbiBaeT yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mappyTa.
- ip_address — IP-agpec next-hop.

CbpacbliBaeT ycTaHOBKY aTpmbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHune aTpmubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YcTaHOBWTL 3HaYeHue aTpnbyTa metric.

C6pacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpubYT He ycTaHOBEH

YcTaHoBUTb 3HauYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT yCcTaHOBKY aTpubyTa.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTb 3HaYeHwue aTpubyTa origin.

- igp — mapwpyT 6bln1 NoMyYeH U3 NPOTOKONA BHYTPEHHEN
MapLupyTu3auum (Hanpumep, KomaHaol network);

- egp — MapLpyT 6bi BblyyeH No npoTokony EGP;

- incomplete — mapwpyT 6611 Bbly4eH KaKUM-TO MHbIM 0Bpasom
(Hanpumep, kKomaHgol redistribute).

C6pacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTL 3HaYeHue aTpnbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpmbyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR NPUBUAETMPOBAHHOIO NO/b30BaTeN .

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 307 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTp MHPOPMaLMKM O CO3AaHHbIX route-map.
- name — nMa route-map.

5.30.7 Hacmpolika Prefix-List

Prefix-n1cTbl N03BONAOT PUNLTPOBATL NPUHMMAEMbIE Y aHOHCUMPYEMbIE MapPLUPYTbl NPOTOKOI0B ANHA-
MUYECKOWM MapLpyTU3aLmm.

KomaHObI pexcuma 2n06asab6Hol KoOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnmua 308 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
ip prefix-list list-name [seq Co3patb Prefix-list.
seq_value] [description - list-name — ums co3gasaemoro prefix-nucra;
text] {deny | permit} - seq_value — HoOMep 3anucuy B CNUCKE NpedUuKCcoB;
ip_address [mask] [ge - text — onncaHue cnucka NpeduKcos;
ge_value] [le le_value] - deny — 3anpewatoLiee gencTene N8 MapLLpyTa;
list-name: (1..32); - permit — paspewarollee aeiicTene ANA MapLIpyTa;
seq_value: (1.. - ge_value — cooTBeTCTBMe A/AMHe npeduKca, PaBHOW WM
4294967294); 6onbluei, Yem HacTpoeHHas gnHa npeduKca;
text: (0..80) cumsona; - le_value — cooTBeTcTBMe AnUHe npeduKca, KOTOPas paBHa
ge_value: (1..32); WM MEHbLLE HaCTPOEHHOW AMHBI NpeduKca.
le_value: (1..32) EC/M He HaWNOCb HY OAHOTO COOTBETCTBUSA, TO ByaeT
V npumeHeHa HeABHaA NONIMTMKA NO ymonuaHuio deny
any.
no ip prefix-list list-name Ypanute co3gaHHbli Prefix-List.
[seq seq_value]

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO NOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:
console#

Tabnunua 309 — KomaHabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

show ip prefix-list [name]

name: (0..32) cumBona

5.30.8 Hacmpolika ceasku Knroveli

CBA3Ka K/o4el no3sonser cos3gatb Habop naponei (Kawueit) ¢ nocsieaytolleli BO3MOXKHOCTbIO
HACTPOMKM BPEMEHN AENCTBUA KaxKaoro napond. Co3gaHHble Napoam MoryT UCNo/1b30BaTbCA NPOTOKOAaMM
RIP, OSPF, IS-IS ana ayteHTUGMKaUUK.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM B pexkume rnobanbHON KoHdUrypauuu:
console (config) #

Tabnnua 310 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue

Aeiicmeue
10 yMoA4YaHuo

KomaHoa

Co3aeT CBA3KY KAoYeln ¢ umeHem word 1 BXOAMUT B PEXUM KOHOU-

key chai d
€y chain wor word: (1..32) cumBona/- | rypaummu CBA3KM KatOYeW.

no key chain word Ypansaer cBA3Ky KAtoyel ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypauyuu cea3Ku Katoyel

BunA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnnua 311 — KomaHabl pexkMma KoOHbUTypaumm CBA3KKN KakoYel

3Ha4yeHue/3HayeHue »

KomaHoa / Aelicmeue
no ymoa4aHuro

key key_id . Co3pgaeT Ku ¢ naeHtTuouKatopom key_id 1 BXoAUT B peXXUM KOH-
key_id: (1..255)/- durypaumm Knrova.

no key key_id Yaansaet Katou ¢ naeHTMounkaTopom key id.

KomaHObI pexcuma KoHgu2ypayuu Kar4d

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeEXUM OO0CTYNEH U3 PEXMMA KOHCI)VIpraLI,VIM CBAA3KU KNHOYEN U npeaHasHavyeH gnAa 3agaHuAa

CaMOro K/1to4a 1 ero napameTpos.

Tabnnua 312 — KomaHabl pexkMma KoHbUrypauum Katoua

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

key-string word

no key-string word: (1..16) cumBonos/-

3a4aeT 3Ha4YeHMe Katoua.

Ypansaet 3HaueHue Karova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HauYeHWe KNkoua B 3aWwndpoBaHHOM BUAE.

- encryptedword — 3alwindpoBaHHbIi Napoab (Hanpumep, na-
po/ib B 3aWwnppOBaHHOM BUIE, CKOMMPOBAHHbBIN C APYroro
YCTPOICTBA).

YpanaeT 3HayeHue Karova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa gencTeuTeneH

no accept-lifetime

3a43aeT BPeMSA KU3HWU KNKoYa, B TEYEHWE KOTOPOro KoY by-
AeT felcTBUTeNeH AN1A CBEPKM C KNHOYOM B NPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpema 1 AaTa Havyana AenicTBMUA Kntoya. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpems W pata NpeKpaleHus AencTBus
Kntoya. 3agetca B dopmate hh:mm:ss month day year;

- duration — 3apaeT NPOAONKNUTENBHOCTb AEUCTBUA KAOYa B
CeKyHAaXx;

- infinite — ycTaHaBnnBaeT HeckoHeyHoe BpemsA AeNCTBMA
KAtova.

YaanuTb Bpema }KU3HU KNtoya.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCeraa gencTeuTeneH

no send-lifetime

3a4aeT BpeMsA KMU3HWU KNkoYa, B TEYEHWE KOTOPOro Koy by-
OeT peicTBuTeNneH ANa OTNPaBKM COOBLLEHMIA.

- time_to_start — Bpems U gaTta Hayana AencTBuA Katova. 3a-
npaetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa M AaTa NpeKpaleHUs AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAONKUTENBHOCTb AENCTBUA KNtOYa B
CEeKyHIax.

- infinite — ycTaHaBNMBaeT HecKOHeYHoe Bpema AeNCTBUSA
KAtoya.

YaanuTb BpemaA }KU3HU KNtoya.

¥

Ecnn B KAaKOM-TO MOMEHT BPEMEHM Cpa3y HECKOJIbKO K/lovel byayT ABAATbCA AeUCTBUTE b-
HbIMM, TO GAKTUHYECKU UCMOJIb30BaTLCA ByAeT KoY C HAMMEHbLUM UAEHTUGUKATopoM.
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KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,:
console#

Tabnunuya 313 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro
show key chain word word: (1..32) cumsona/- OTobparkaeT MHGOPMaLMIO O CBA3KE KkoUen ¢ umeHem word.

[pumepbl 8b1M0AHEHUS KOMAHO

Co3aaTb CBA3KY KAtoYel ¢ MmeHem namel n nomectuTb B Heé ABa KAtoya. Ha kntoue key 2 HacTpouTb
BPEMEHHOWN UHTEpPBaJ, B TEYEHUE KOTOPOTO 3TOT KHOY MOKET BbITb MCNONb30BaH AN CBEPKMU C K/HOHOM B
NPUHATbLIX NaKeTax.

console (config) #key chain namel

console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

console (config-keychain-key) #exit

console (config-keychain) #key 2

console (config-keychain-key) #key-string testkey2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020
12:00:00 mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.30.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseTt nepegasaTb NakeTbl 04HOMY NOyYaTeNto NO HECKO/b-
KUM «Ty4lIMM mMapLupyTamy». JaHHbli GyHKUMOHAN NpegHa3HavyeH AN pacnpeaeneHus Harpysku m on-
TUMM3aLMKM NPONYCKHOM cnocobHocTn ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpYTamu,
TaK 1 C NPOTOKOIAaMMN AMHAMUYECKO MapPLLPYTM3aLMN.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabnmua 314 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no ymMoA4YaHuro
ip maximum-paths maxi- 3apaTb MaKCMManbHOE KONMYECTBO NyTeW, KoTopble MOoryT
mum_paths 6bITb YyCTaHOBAEHDI B FIB Ana Kaxaoro maplupyra.

maximum_paths:

(1..64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/e COXpaHe-
" \ / HUA KOHUrypauum 1 nepesarpysku ycTpoiicrsa.
no ip maximum-paths YCTaHOBUTb 3HAY€HMEe N0 YMOJIYaHUIO.

5.30.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHauyeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PO/b
L/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTOpPoB
B OZMH BMPTYasibHblI/, KOTOPbIN BYAET MCNONb30BATLCA KaK L3 MO YMOAYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKo oaMH U3 PUINYECKMX MAPLLPYTU3ATOPOB MOMKET BbINOJIHATL MapLIpyTM3aumio TpaduKa Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), octanbHble MapLupyTM3aTOpbl B rpynne npegHasHavyeHbl 4
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootsetctBum ¢ RFC 5798. Ecam
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblbOp noBTOPseTcs. HauBbICWMKA MNPUOPUTET MMeET
MapLLpyTU3aTop ¢ cobcTBEHHBIM IP-agpecom, CoBNaJatoWmMm C BUPTYasibHbIM. B ciydae AOCTYNHOCTM OH
Bcerga crtaHosuTcA VRRP master. MaKkcumanbHoe Konmyectso VRRP-npoueccoB gna KOMMyTaTopoB
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOmMaHAHOW CTPOKW B pexume KoHdurypauum wunHtepdericos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 315 — KomaHapl pexkuma KoHourypaumm nntepdeiica Ethernet, VLAN, nHtepdeitca rpynnbl nop-
TOB

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no ymon4aHuwo

vrrp vrid description text [obasneHne onncaHmaA Leam Uam ncnonb3osanua ana VRRP mapu-

vrid: (1..255); .
: _ text: (1..160 cUMBONOE) pyT13aTopa ¢ aeHTUOUKATOPOM vrid.
no vrrp vrid description YpaneHune onncaHma VRRP-mapwpyTtmsaTopa.
vrrp vrid ip ip_address Onpegenerune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] YpaneHue IP-agpeca VRRP ¢ mapwpyTtnsaTopa. Ecam B KayecTse na-
vrid: (1..255) pameTpa He yKasaH IP-agpec, To yaanatca sce IP-agpeca BupTyans-

HOro MapLIpyTM3aTopa, BCAEACTBUE Yero yAaanTca U cam BUPTY-
aNbHbIN MapLUpyTU3aTOp Vrid Ha J@aHHOM YCTPOWCTBE.

vrrp vrid preempt BKkntoyeHue pexkuma, npu Kotopom backup-mapluipyTtmnsatop c 6o-
/lee BbICOKMM NpUopuTeToM ByAeT NbiTaTbCA NepexsaTuTb Ha cebs
ponb master y TekyLiero master-mapLpytusaropa ¢ 601ee HU3KUM

vrid: (1..255); NPUOPUTETOM.
Mo ymonyaHutio MaplipyTusatop, KOTOpblii ABAAETCA BAaAeNbuem
BK/IIOYEHO IP-appeca mapuwpyTtusaTtopa, 6yaeT nepexsaTbiBaTb Ha
V ce6a ponb master He3aBUCUMO OT HACTPOEK AaHHOM
KOMaHAbI.
no vrrp vrid preempt YcTaHOBKa 3HaYeHMA N0 YMONYAHMIO.
vrrp vrid priority priority vrid: (1..255); HasHaueHune npuoputeta VRRP-mapwpyTtnsatopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonuanuto: 255
ana snagenoua IP-

agpeca, 100 ana

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

no vrrp vrid source-ip

Mo ymonyanuto: 0.0.0.0

OCTaNbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP-NpoToKoNa Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonuaHnuio: BkntoueHune VRRP-npoTokona Ha gaHHOM nHTepdelice.
BbIK/IlOYEH
vrrp vrid source-ip ip_address vrid: (1..255); OnpegeneHue peanbHoro VRRP-aapeca, KoTopbiit 6yaeT Ucnonb3o-

BaTbCA B KadyecTse |P-agpeca oTnpasutens ana VRRP-coobLeHMNA.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npuoputeT VRRP-mapLwpyTnsatopa npu UsmeHeHun co-
CTOAHUM TpeKa. [Mpu nepexose Tpeka B cocToaHUe down npuopuTeT
VRRP-mapLipyTM3atopa NOHUXKAETCA Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3Ha4eHue decrement_priority He ykasaHo.

OTmeHAeT uameHeHue npmoputetra VRRP-mapwpyTtmsaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonuanuto: 1 cek

OnpeaeneHune MHTepBasa Mexay aHOHCaMW master-mapLupyTunsa-
Topa. Ecnn uHTepBan 3agaH B MUIMCEKYHAAX, TO MPOUCXOAMUT
OKpYyr/ieHne BHM3 A0 6ausKaiweit cekyHabl gnsa VRRP Version 2 1
00 6avKalwunx coTbix doseit cekyHabl (10 munnucekyHa) ans
VRRP Version 3.

YcTaHOBKa 3HaY€HUA N0 YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHuve noaaepxmsaemoit sepcun VRRP npoToKona.

-2 — nogaep:kunsaetca VRRPv2, onpegeneHHblin B RFC3768. Mony-
yaemble VRRPv3-coobuieHna oTbpacbiBaloTCd MapLLpyTU3aTOPOM.
OTnpasnatoTca T0/1bko VRRPv2-aHOHChI;

-3 — noppepkmeaetca VRRPv3, onpeneneHHbin 8 RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPvV2-co-
obleHna oTbpacbiBaloTcA  MaplpyTusaTtopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCHI;

- 2&3 —noppeprkmsaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoi coBmectumocTbio ¢ VRRPv2. Monyyaemble VRRPv2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasaatoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymonuaHwuio:
MCnosib3yeTca MeTos,
pacyeTta KOHTPO/IbHOM

BKNIOUMTL METOZ, pacyeTa KOHTPOJIbHOM CyMMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronoska. RFC 3768.

YCTaHOBUTbL MeToj, pacyeTa KOHTpOﬂbHOﬁ CYyMMbl, OHpeAeﬂeHHbIVI

no vrrp vrid accept mode

pseudo-header CYMMbI C B RFC5798, no ymonyaHuio.
nceB03aro/I0BKOM

vrrp vrid accept mode [accept | YcTaHaBMBaeT pexnm paboTbl 06paboTKM NakeToB, afpecoBaHHbIX
drop] Ha BUPTYaNbHbIN agpec:

- accept — VRRP-mapLupyT1saTop B coctoaHuu Master 6yget npu-

HMMaTb MaKeTbl, afpPecoBaHHble HA BUPTYaNbHbIA agpec, Aarke

€C/IM OH He ABAAETCA BNaje/bLem 3TOro agpeca;

-/drop; - drop — VRRP-mapuwpyTursaTtop B coctosHun Master byaer otbpa-
vrid: (1..255)

CblBaTb NaKeTbl, agpeCcoBaHHbIe Ha BMpTya/’Ibelﬁ ajgpec, ecan oH
He ABNAEeTCA B/laAe/ibLeMmM 3TOro agpeca.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumeonos;
key: (1-32) cumBonoB;
string: (1-80) cumBONOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonyaHutio:
ayTeHTUdMKaLmA
OTK/loYeHa

YcTaHaBAUBaeT pexum ayTeHTuduKaumm ansa naketos VRRP:

- text — noactaHoBKa B VRRP-nakeTbl napons gns ayreHTudumKaumm
B He LWWNdpoBaHHOM BUAE;

- md5 key-chain — noactaHoska B VRRP-nakeTbl napons Ansa ayTeH-
TMdUKaLMm B LUIMPPOBAHHOM BUAE C MOMOLLbIO CKOHOUTYPUPOBAH-
HOTO K/toYa WndpoBaHus;

- key — CKOHOUTYPUPOBAHHbIN KNtoY WKMPOBAHUSA;

- md5 key-string — noactaHoska B VRRP-naKeTbl napons Ana ayTeH-
TMdMKaumm B WMPPOBAHHOM BUAE C MOMOLLbIO 3a4aHNA Napons;

- string — Napo/ib 3a4aeTCA B OTKPbITOM BUAE (XPaHUTCA B 3alumnd-
poBaHHOM);

- md5-string — naponb 3agaeTca B 3aWMPOBAHHOM BUAE.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 316 — KomaHabl perkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue

no ymoa4aHuro
show vrrp [all | brief | MpocMoTp KpaTKOM MK AeTanbHON MHPOPMaLUKN ANA BCEX UK
counters interface gi_port: (1..8/0/1..48); | ogHOro HaCTPOEHHOro BUMPTYyasbHOro MapLipyTmusatopa VRRP.
{gigabitethernet gi _port | te_port: (1..8/0/1..48); | - all — npocmoTp MHPOPMaLMK O BCEX BUPTYabHbIX MapLUPyTU-
tengigabitethernet te_port | twe_port: 3aTopax, BK/OYan OTKNIOYEHHDIE;
twentyfivegigabitethernet (1..8/0/1..120); - brief — npocmoTp KpaTkoi MHbOPMaLMKM O BCeX BUPTyabHbIX
twe_port | hu_port: (1..8/0/1..32); | mapwpyTusartopax;
hundredgigabitethernet group: (1..128); - counters - oTobparkaeT cuetumkn ana VRRP.
hu_port | port-channel group | vlan_id: (1..4094)
vlan vian_id}]

[pumepbl 8b1M0MAHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApeC B KayecTBe agpeca BUPTY-

aNbHOro MmapuwpyTtunsatopa. Bkatountb VRRP-npoTokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.30.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosneT 6bicTpo 0O6HapyKUTb HEUCNPABHOCTU IMHKOB. BFD moxKeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONaMM gMHaMUYecKo mapupytmsauum RIP, OSPF, BGP.
B Tekywen Bepcumn MO peannsosaHa paboTa TO/IbKO C NpPOTOKo/IoM BGP.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypaumm:

console (confiqg) #

Tabnunua 317 — KomaHab! pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]
[multiplier mult_num]

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apatb BFD-cocepa.

- int — MMHMManNbHBLIN MHTEpBan nepedayn Ana obHapyKeHuA
oWwnbKY;

- Min — MUHUMaNbHbIA MHTEpPBan Npuéma Ans obHapyKeHuA
owmnbKuY;

- mult_num — Konn4yectBo MNOTePAHHbIX NaKeTOB A0 Pa3pbiBa
ceccum.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObl pexcuma Privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

Bug 3anpoca KomaHAHOM CTpoKM pexkmma Privileged EXEC:

console#

Tabnunua 318 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.30.12 KoHepuzypayua supmyansHolii o6aacmu mapwpymu3sayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHonorus, KoTopas NO3BONAET HECKOJIbKMM JK3eM-
naspam TabanLbl MapLLpyTU3aLLMKM COCYLLECTBOBATL B O4HOM MapLLpyTM3aToOpe O4HOBPEMEHHO.
CnucoK noagepKaHHbix B VRF GyHKLMI gocTyneH B Tabanue 322.

Tabnnua 319 — KomaHgb! pexuma rnobanbHoin KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip vrf [vrf_name]
no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BO/IA

Co3faHue BUPTYanbHOM 061aCTU MapLUpyTU3aLMK.

YaaneHue BUpTyanbHOM 061aCT MapLupyTU3aLmu.
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Tabnmua 320 — KomaHabl pexmma KoHpurypaumm nHtepoeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no yMoaYaHuro

ip vrf [vrf_name] MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLLIPyTM3a-

umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIE B AanbHelwem IP-

vrf_name: (1..32)
- aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
cMMmBOAa o

3aH UHTepdelic.

no ip vrf OTBA3Ka UHTepdelica OT 06/1aCTM BUPTYyaIbHON MapLUpyTU3aLUK.

Tabnunua 321 — KomaHab! pexkuma EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
show ip vrf [all Jvrf _name] vrf_name: (1..32) cum- BblBOA MHOOPMaLMM O CO3AaHHbIX BUPTYabHbIX 061aCTAX MapLu-
BONa pyTM3auunn n 06 L3-uHTepdeicax, KoTopble B HUX HAXOAATCA.
Tabnnuya 322 — PyHKUMKM, NogaeprKaHHble ana paboTtbl B VRF
dyHKYuU Hasuzayusa
K "
OMaH'a‘bul ynpaseHnA 5.4 KomaHabl ynpaBneHma cuctemon

cuctemonm

Cratueckan 5.30 KoHdurypauma NnpoTOKO/I0B MapLupyTU3aLmum

MapLipyT1sauma ' ypau P PUIpy 4

OSFP 5.30.3 HacTpoiika npotokona OSPF, OSPFv3

BGP 5.30.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

5.31 KoHdurypauma VXLAN

VXLAN — 370 BMpTyasibHas pacluMpeHHas 4YacTHasa ceTb (Virtual eXtensible Local Area Network).
[aHHaA TexHoNorMA No3BoNAET ynakoBbiBaTb Ethernet-kagpbl 8 UDP-cermeHTbl ¥ TpaHCMOPTMPOBATb MX NO
IP-ceTun.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTcs UM 3aKkaHumBaeTca VXLAN-
TOHHenb. Mogenun, onucbiBaemble B JaHHOM PyKOBOACTBE, MOTYT AelcTBOBaTb B Kayectse VTEP.

B kauectBe control plane ana VXLAN wucnonbsyetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpOe No3BOSIAET CeTM nepenaBatb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOro YCTPOMCTBA, TaKylo Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyet MP-BGP
ana pacnpegenenHma MAC-aapecos 1 IP-agpecoB KOHeYHbIX ycTponcTs, rae MAC-agpeca paccmaTtpumBaroTca
Kak mapuwpyTtbl. EVPN nossonseT ycTpolicTBam AencTBoBaTth B KayectBe VTEP ans obmeHa nHdbopmaumei
Mexay coboi 0 AOCTYNHOCTU CBOMX KOHEYHbIX YCTPOWCTB.

V Moppeprkka VXLAN npepocTaBnaerca Nno AMUEH3UN.

’ ' DOna kommyTaTtopos cepuit MES2300-xx u MES3300-xx TexHonorna EVPN/VXLAN He noagep-
Cad KuBaertca.
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHbuUrypaumm:

console (config) #

Tabnunua 323 — KomaHabl pexuma rnobanbHomn KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

vxlan word

word: (1..64) cumBona

no vxlan word

Co3gatb VXLAN-MHCTAHC ¢ uMeHeM word U NepenTy B pexum
ero KoHdurypaumm.

Ecnn VXLAN-MHCTaHC C TaKUM UMEHEM Y3Ke CO34,aH, TO MepenTn
B PEeXMM ero KoHUrypaumu.

Ypanute VXLAN c umeHem word.

anycast-gateway

mac_address: H.H.H
mac-address mac_address

mnan H:H:H:H:H:H nan
H-H-H-H-H-H/
He 3a4aHo

no anycast-gateway
mac-address

3agaTb BUPTYanbHbii MAC-agpec, KOTOpbl 3aMeHseT 6a30BbIl
MAC-agpec KommyTaTtopa B ARP-cOO6LLEHMAX, UCXOAALLMX C
MHTepdencoB, Ha KOTOPbIX AaHHaA GYHKLMA aKTUBHA.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

KomaHObI pexcuma KoHguaypayuu VXLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexume pexkmme KoHourypaumm VXLAN:

console (config-vxlan) #

Tabnnua 324 — KomaHabl pexkuma KoHdurypaumm VXLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

shutdown
-/no shutdown

no shutdown

YcTaHaBuTb agAMUHUCTPATUBHBIN ctaTyc DOWN gns VXLAN-mH-
CTaHca.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

vlan vian-id
no vian

vlan-id: (1-4094)

3agatb vian id, koTopsbiii 6yaet cesazaH ¢ VXLAN-uHcTaHCOM.

Ypanutb ceasky vlan id ¢ VXLAN-uHcTaHCOM

vni vni-id [ip-routing]

vni-id: (1-16777214)

no vni

3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaeT uc-
NoNb30BaTbCA B pamKax aaHHoro VXLAN.

- ip-routing — yKasbiBaeT, YTo AaHHbIM VNI 6yaeT ucnonb3o-
BaTbCA ANA MHKancynaummn B VXLAN IP-nakeToB, mapLipytusmn-
pyembix B VRF.

YpanuTb 3agaHHbIln VNI,

route-target { export | im-
port | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

no route-target { export |
import | both } community

Co3paeT cnmckn umnopTa u skcnopta Route Target Community:
- export — nob6asuTb Route Target Community K akcnopTupye-
MOW MapLUpPYTHON MHPOPMaLmK;

- import — uMnopTMpoBaTh MapLLPYTHYIO MHOPMALIMIO C YKa-
3aHHbIM Route Target;

- both — yKkasatb MnopT 1 aKcnoprT.

Yaanaet cnucku umnopTa 1 akcnopTa Route Target Commu-
nity.
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mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIKNOYEHO

Bkntouaet B Tekyweln VXLAN pexxum penankauym BUM

Tpaduka c nomouibio PIM Multicast n npusasbiBaeT rpynnosoi

aapec K gaHHon VXLAN. 3ToT agpec byaer ncnonb3oBaThea

KaK agpec Ha3HayeHuA B VXLAN nakeTax.

- ip_multicast_address — rpynnosou IP-agpec.
Ans nonyyeHus TpadmKa yKasaHHOI B KOMaHae
BbllLe rpynnbl HE06X0AUMO BKAKOYEHUE

V npotokona PIM Ha untepdeiice loopback ¢

YyKa3zaHMem JaHHOMW rpynnbl KaK CTaTU4eCKOid.
OnucaHue cOOTBETCTBYIOLMX KOMaHA, B
cnepyouweii Tabnuue.

Bce VTEP B ogHom VNI gonXKHbI UCNONb30BaTb
V OAMH U TOT XXe meToj, penaukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNONb30BaTbCA OAMH U TOT XKe aapec rpynnbl.

~ MakcumanbHoe KoM4ecTBO YHUKanbHbIx mul-
ticast VXLAN TyHHenel (multicast rpynn) 256.
« OpHa multicast rpynna moxeT 6biTb Ha3HauyeHa Ha
Heckonbko VXLAN TyHHenen.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

V' Ona KoppekTHoM pabotbl VXLAN Heobxogumo yctaHoBneHue ceccumn BGP mexxay loopback-
nHTepdeicamm ycTpoicTB ¢ yKasaHuem agpeca loopback B kauecrse bgp router-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica loopback

Bua 3anpoca KoMaHAHOM CTPOKM B pexxume KoHpurypaumnm nHtepdeiica loopback nmeet sma;

Console (config-if) #

Tabnnuya 325 — KomaHgb! pexkuma KoHpurypaumm nHtepdelica loopback

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

ip pim

-/BbIK/IIOYEHO

BkntounTb npotokon PIM Ha nHTtepdeiice.

no ip pim

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

Cospzaet 3anuch (*, G) ¢ yKasaHHOM MyNbTUKACTOBOM rpynnoi
n pobasnaet uHtepodelic loopback 8 OIL. OTnpasnseTt Ha RP
PIM Join ¢ yKa3aHHbIM agpecom My/bTUKACTOBOM rpynmbl.

- ip_multicast_address — rpynnosoi IP-agpec.

Ypanaet 3anuce (*, G) ¢ ykasaHHOW MyNbTUKACTOBOW rPynnoii.
OTtnpasnsaet Ha RP PIM Prune c yKka3aHHbIM a4 pecom MynbTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnme KoHurypaumm nHtepdeiica VLAN:

console (config-if) #

Tabnunua 326 — KomaHabl pexkuma KoHpurypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmesue

anycast-gateway

no anycast-gateway

-/BbIKNtOYEHO

BkatoyaeT GpyHKUMIO anycast-gateway Ha AaHHOM MHTepodelice.

YcTaHaBAWBaeT 3HaYeHne o YMONYaHUIO.
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KomaHObI pexcuma KoHguaypauyuu VRF

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHdurypaumnm VRF:

Console (config-vrf) #

Tabnunua 327 — KomaHab! pexruma KoHpurypauum VRF

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vni vni-id

no vni

vni-id: (1-16777214)

3apatb Virtual network Identifier (VNI), koTopbiit 6yaet ncnons-
30BaTbcA Ana uHkancyaauuu B VXLAN IP nakeToB, mappyTtu-
3upyembix B VRF.

Ypanute 3agaHHbIn VNI,

route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3a4aTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — UMNopTUPOBATL KOMBIOHUTK;

- export — 3KCNopTUPOBaTb KOMbIOHUTY;

- both — s3kcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHWUTH.
dopmaT 3anncn KOMbIOHUTU:

ASN2 — 16-6uTHOE 3HayeHue AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-apgpec;

NN —uuncnosoe 3HayeHue route target.

YAannTb 3Ha4YEHNE KOMbIOHUTW.

KomaHObl pexcuma Priveleged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeeT BUA,:

console#

Tabnuua 328 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

| es_number mac-address |
esi} [detailed]

(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-

H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuio
show evpn Ethernet-seg- group: (1..48); Otobparkaet nHdpopmaumto ob Ethernet Segment Identifier.
ment {port-channel group es_number:

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumsona

OTobparkaeT MHPOPMaLMIO O MapLIPyTax TMNa 3, KoTopble Uc-
NONb3YOTCA ANA Nepesayn WMPOKOBELLATEIbHOTO, HEU3BECT-
HOro oAHoaApecHoro U mHoroagpecHoro (BUM) Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumBona

OTobparkaeT MHGOPMALLMIO O MapLLPYTax TUMa 2, KOTopble UC-
NoNb3YTCA ANA nepeaaun nHpopmauum o MAC-/IP-aapecax.

show vxlan tunnels [word]

word: (1..64) cumBona

OTobparkaeT MHPopmaLmo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHenAx:

- word — umsa VXLAN. OTobpakaeT MHpopmaumio 06 ycTaHOB-
JIEHHbIX TYHHeNAX yKaszaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyo MHGOPMALMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenax:

- word — uma VXLAN. OTobparkaeT getanbHyto MHGOpMaLmio
no ykasaHHou VXLAN.

show ip anycast-gateway

BbiBOAUT MHOOpMaLMio 06 anycast-gateway.
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[Mpumep KoHGDU2ypayuu 018 08yx ycmpolicms

Mexay asymsa yctpoicteamu R1 n R2 yctaHosneHa BGP-ceccua mexay loopback-uHtepdeiicamm.

BkntoyeHa AF 12vpn evpn gnsa obecnedyeHun yctaHoneHmna VXLAN-TyHHenen 1 nepegadun nHpopma-
umm 06 nsyvyeHHbix MAC-agpecax.

Co3pgaH VXLAN-uHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.
KoHdwurypauma 1:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

exit

exit

|

|

end
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KoHdwurypauma 2:

no spanning-tree

|

vlan database

vlian 1000

exit

|

vxlan test vxlan

vni 1000

vlian 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 1l2vpn evpn

exit

exit

exit

|

|

end
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Ecnamn nsyunte MAC-agpec Ha uHTepdelice TenGigabitEthernet1/0/3 Ha R1, TO MOXKHO MPOKOHTPO/IU-
poBaTb ero Hananyme B Tabanue MAC-agpecos Ha R2.

MNocmoTpetb MAC-aapeca, nsydyeHHble 8 VXLAN, MOXXHO B BbiBOAE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(1I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHurypaumm nHtepoeica:
console (config-if) #

Tabnunua 329 — KomaHab! pexkuma KoHdurypaumm nHtepdeliica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymoA4YaHuo
ethernet-segment esi Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
esi: (1-16777214) penTU B PEKMM KOHOUTYPUPOBaAHUA.
no ethernet-segment esi Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:
console (config-es) #

Tabnunua 330 — KomaHapl pexkuma KoHourypaumm ESI

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
system-mac system_mac mac_address: H.H.H unn | 3apate MAC-agpec, ucnonb3yembli B kKayectae System ID npo-
H:H:H:H:H:H nan H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MaeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeuyeHue 15 ceKyHp, (3HaueHne No ymoayaHuio) He BbiI6paH HU OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 331 — OnucaHue meHio Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp AaHHbIX 0 Bepcusax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUm No YMONYaHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npouesypa UCNoNb3yeTca ANA BOCCTAHOBNEHMA YTPAaYeHHOro Napons, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HakmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBneHMe nporpammHoOro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNEH 411 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 OG6HoBnEHUe cucmeMHO020 NPo2pamMmHo20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnacti namatu. lNpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha akTyanbHyto Bepcuio MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBAeHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHabI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

[na npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmmMHoOro obecnedyeHma U UX akTUBHOCTU BBeAUTE KOMaHAy
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NMPUNOXEHUE A. NTPUMEPBI MPUMEHEHMA N KOHOUTYPALUU YCTPOUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaX JIOKA/IbHOM CeTU, YTO No3BoNAeT BanaHCMPOBATb HArpy3Ky. [nA NPOCTOTbI PaCCMOTPUM
CAy4ait c Tpems KoOMMyTaTopamn, 06 beAUHEHHBIMM B KO/IbLEBYIO TOMOOMUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca
BO BTOPOM 3K3emnaape. Heobxoanmo, 4utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaercs ciy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptbl tel u te2. Huxke npusegeHa cxema, M306parkatoLLasn IOrMYeCcKyto TOMOI0TUIO CETH.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Koraa oanH 13 KOMMYTAaTOPOB BbIXOAUT U3 CTPOA MO0 0OPLIBAETCA KaHa/l, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KoHdUrypaumm KommyTtatopos. s 6onee OGbICTPON HACTPOMKM co3aaetca obwmii KoOHPUIYpPaLMOHHbIN
WwaboH, KOTopbIN 3arpyaeTtca Ha TFTP-cepBep 1 UCNO/b3yeTcA BNOCAeACTBMM 1A HAaCTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaAL MM KOMMYTATOPA AEMOHCTPUPYET KaK J006aBAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX 40BOJIbHO YacTO BO3HMKAKOT 3a4a4u, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnyyae 66110 6bl yA06HO BOoCnonb3oBaTbes GyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyliecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas

nogmeHa A0/1XKHa OCyLeCcTBNATbCA Ha 3TOM XKe MHTepd)el‘/JICEZ

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D12 Q | W G

6) (1) () (9

RJ-45 DB-9

PucyHok B.1 — MNoaKkntoueHne KoHCoNbHOro Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanua B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847

0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848

Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849

Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A

Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B

0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C

O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D

0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E

0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F

Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850

Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851

0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852

0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999

0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40

0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHbix OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUA, TEPMOAATUNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMM noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHMUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe

EVRT RX Training
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EVRX O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK Naketa ns CPU B KomMyTaTop, HUMKHUI YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusaunsa Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IEHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmMHanamu BBo4a-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHNA/HACTPOEK MHTepdeicos 1 nepeaaya coobLeHN 3a-
pPerncTpmMpoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHoUrypaumoHHoro ¢paina B sSHeproHe3saBUCMMON NamMsaTH

MSCm MeHegaKep gnsa paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHNe U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTpoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK MO ne-
pexBayeHHbIM NakeTam
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NSFP OTcnexknBaHune cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLIpyTU3aLLMKn, NPUOPUTU3ALNM

NTST JobaBneHune u yaaneHune IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agadva gna VCT. 3anyck Tecta U OTCAeXKMBAHNE U3MEHEHMA COCTOAHMA
nopTa.

OBSR 3afayva gns OTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdUyecknux napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBOHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MNonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUI ypOBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnexknBaHue cobbITUIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanunsauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbITnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN
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STSE CLI-ceccmsa yepes VLAN

SW2M Ob6paboTka cobbiTMin Address Update ot FDB, 610KMpoBKa nopTa Npy BO3HUKHOBEHMWM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEeHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnueHnt Telnet

TNSR Cepsep Telnet

TRCE Peanusauusa traceroute

TRIG 3anyck gevicteus B FDB (aging MAC-agpecos)

TRMT YnpaBieHMe IOHUTaMM B CTEKE C NOAAEPHKKON TPaH3aKLUN

TRNS File Transfer — konupoBaHue daiinos mexay oHUTamum cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (HanpUmep, NepesarpysKu)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «Mpeanpusatne «3INNTEKC» Bbl MoxKeTe 06paTnTbcs B CepBUCHbIN LEHTP KOMNAHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opuumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYIO OKYMEHTALMIO M NPOrpamMmMHoe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads
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